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Computer Science and Engineering

Despite many successes, complex machine learning systems are limited in their impact due
to several issues regarding communication with humans: they are functionally black boxes,
hard to debug and hard to evaluate properly. This communication is crucial though: humans
are the ones who train, deploy and use machine learning models, and thus have to make
trust and evaluation decisions. Furthermore, it is humans who try to improve these models,
and having an understanding of their behavior is very valuable for this purpose. This
dissertation addresses this communication problem by presenting model-agnostic explanations
and evaluation, which improve the interaction between humans and any machine learning
model.

Specifically, we present: (1) Local Interpretable Model-Agnostic Explanations (LIME), an
explanation technique that can explain any black box model by approximating it locally with
a linear model, (2) Anchors, model-agnostic explanations that represent sufficient conditions
for predictions, (3) Semantically Equivalent Adversaries and Adversarial Rules (SEAs and
SEARs), semantic-preserving perturbations and rules that unearth brittleness bugs in text
models, and (4) Implication Consistency, a new kind of evaluation metric that considers the
relationship between model outputs in order to measure higher level thinking. We demonstrate
that these contributions enable efficient communication between machine learning models

and humans, empowering humans to better evaluate, improve, and assess trust in models.
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Chapter 1

INTRODUCTION

Machine learning (ML) is at the core of many recent advances in science and technology.
ML models like neural networks have achieved equal or better than human performance in
perception tasks like fine-grained image recognition [27, 87|, even beating expert humans in
controlled game environments like atari games [63], poker [9] and go [83]. ML models have
also been successful in tasks that require higher level thinking and understanding. A task
such as sentiment analysis [8] requires a model to understand nuances of human language,
such as the presence of negations and sarcasm. Perhaps more challenging is the task of
machine translation, hard even for trained humans, where Neural Machine Translation [5]
has achieved state-of-the-art performance for various language pairs [56]. Tasks like Visual
Question Answering [3, 73] and Machine Comprehension [71], where the model is given a
context (an image and a paragraph, respectively) and then tasked with answering questions
about it, seem to require traits like logic and reasoning, which are commonly associated with

human intelligence.

As these models become more and more embedded into everyday products, and even
more critically in domains like judicial decisions [80], medicine [43| and lending [39], accurate
means of evaluation become crucial. Traditionally, machine learning algorithms are evaluated
using a held out test set or cross-validation [57|, in an attempt to avoid the problem of
overfitting: having a model that performs very well on the data used for training, but does
not generalize to new data. Aggregate statistics such as accuracy, precision and recall are

typically employed, under the assumption that each data point is independent of the others.

Despite such important advances, or maybe in part because of them, the role of humans

is an oft-overlooked aspect in the field of ML. The complexity of most state-of-the-art models



makes them functionally black-boxes, rendering the tasks of inspecting the reasoning of the
model, auditing models or learning from models almost impossible. This undesirable scenario
not only hinders human-ML collaboration, but may also be illegal in certain domains [23].
Even if current models were near-perfect according to standard metrics such as accuracy
(which they are not), we would still have reason to be suspicious of black box models: there
are many ways in which accuracy may be wrongly estimated [2, 36, 66, 81|. Furthermore,
models may be prone to unacceptable behaviors such as completely changing predictions
when insignificant changes are made to the input [32, 78], systematically making mistakes
that go against business rules, or making predictions that are mutually inconsistent. The
common thread in these (and other) problems is the need for human involvement, or in the
very least human assent: humans are the ones who deploy and use machine learning models,
and thus have to make trust and evaluation decisions. We now look at each of these problems
in further detail, and give an overview of the solutions we propose in this dissertation, with

the common goal of improving the human-ML communication and collaboration.
1.1 Problem: ML Models are Black Boxes

In contrast to sparse linear models or short decision trees (which can be visualized and
grasped), the sheer model size and complexity of models such as random forests or neural
networks make inspection unfeasible. The lack of communication between model and human
is problematic for a variety of reasons, the most fundamental one being the issue of trust.
One must trust a model explicitly by acting on its predictions (e.g. renting a movie based on
a recommendation, acting on a diagnosis given by a model), or implicitly by deploying it. A
user’s trust is directly impacted by how much they can understand and predict the model’s
behavior [16], as opposed to treating it as a black box. Further, a system designer who
understands why their model is making predictions is certainly better equipped to improve it
by means of feature engineering, parameter tuning, or even by replacing the model with a
different one (as some of our experiments will demonstrate). Understanding the behavior of

the model also helps designers detect problems like feedback loops [81], data leaks [36], or



problems related to a mismatch between the metrics used for optimization and the real-world
business goals (e.g. reward hacking or side effects [2]). Explanations (or rationales behind
predictions) can also be a part of the model output which is useful to end users. Even in
lower stakes domains such as movie or book recommendations, getting a rationale such as
“you will probably like this book because of your interest in Russian Literature” makes the
model much more useful to the users - a user may reject such a recommendation due to
his current mood, even if overall the recommendation captures her taste. Such rationales
may also be required by law in certain domains (such as lending or medicine), or for any
algorithmic decision in the European Union [23].

In this dissertation, we propose two different and complementary solutions to the black box
problem, both based on the concept of explaining ML predictions: providing a rationale for
why a prediction was made using textual and visual components of the data, and/or producing
counter-factual knowledge of what would have been predicted were the components different.
First, we present LIME (short for Local Interpretable Model-Agnostic Explanations), a novel
explanation technique that explains the predictions of any ML model in an interpretable
and faithful manner, by learning an interpretable sparse linear model locally around the
prediction. The linear explanations give users an easy-to-understand list of “pros and cons”
for the prediction - which factors contributed to it and which factors (if any) drove the model
against it. In the medical domain, for example, a machine diagnosis could be explained by
what symptoms, test results and patient data are most strongly for and against the diagnosis
(from the model’s perspective).

Second, we present Anchors, high-precision explanations that represent “sufficient condi-
tions” for model predictions. When faced with an anchor, a user knows that the presence of
certain conditions in the input virtually guarantees a certain prediction, regardless of other
features. In our machine diagnosis example, an example anchor would be a certain test result
that is enough to warrant a model prediction, regardless of other symptoms or patient data.

We demonstrate the flexibility of these methods by explaining different models (e.g.

random forests, neural networks) for different domains and tasks (e.g. text and image



classification, visual question answering, translation). We show the utility of explanations
via novel experiments, both simulated and with human subjects, on various scenarios where
ML-human communication is paramount: deciding if one should trust a prediction, choosing
between models, improving an untrustworthy classifier, and identifying why a classifier should
not be trusted. In a comparison between the two kinds of explanations, we demonstrate that

they have different strengths and weaknesses, and are thus complementary.
1.2 Problem: Hard to Detect Model Brittleness

One concern when deploying ML models into the real world is whether the models will behave
sensibly. While a model may seem accurate according to held-out accuracy, it may be very
brittle, making different predictions for input instances that are extremely similar (a problem
called oversensitivity [32]). This behavior has been observed in image classification [86], where
targeted small-magnitude perturbations to images are imperceptible to the human eye, but
fool models into making wrong predictions. While this poses a security risk if a malicious
actor intends to fool the model for his own purposes, the issue does not compromise model
performance in general, as images with this adversarial noise are not present apart from
attacks.

Oversensitivity in text, on the other hand, is likely to happen organically. There are
myriad ways of conveying the same semantic content, and a model may outputs different
predictions for texts that convey the same meaning. This kind of bug is hard to detect and
fix: the variability in language makes it hard to check for many possible small changes, and
the cost of collecting labeled data is high even without taking this concern into account. On
the other hand, being able to detect and fix this kind of behavior increases the usefulness of
models in the real world, as real-world data is likely to be phrased differently than training
data.

Focusing on the text domain, where humans are sensitive to how changes impact semantics,
we present semantically equivalent adversaries (SEAs) — semantic-preserving perturbations

that induce changes in models’ predictions. SEAs automate part of the debugging process,



allowing a user to detect, for example, that a Visual Question Answering model gives different
answers to the semantically equivalent questions “What is the person doing?” and “What’s the
person doing?”. We generalize these adversaries into semantically equivalent adversarial rules
(SEARs) — simple, universal replacement rules that induce adversaries on many instances. For
example, the adversary presented above may be generalized into a rule that says “replace(What
is, What’s)”. If such a rule induces many different predictions by the model, it is a good
descriptor of a bug. These adversaries and bugs are easy for humans to grasp, and actionable.
We demonstrate their usefulness as debugging tools in various user studies, where we show
that the collaboration between human experts and SEAs and SEARs yields to much better
detection of bugs than human experts alone, and that the bugs identified by SEARs can be

fixed by simple data augmentation.
1.3 Problem: Evaluation does not Consider Relationships Between Qutputs

Evaluation metrics for machine learning models focus on individual units in isolation, and how
often the prediction for those units is correct. While important, such metrics do not capture
crucial aspects of quality / intelligence as perceived by humans, for which the relationship
between outputs needs to be considered. For example, one may wish to verify if members of
different protected classes are treated differently by the model, all things being equal. This
is not a property of individual units, but of pairs or sets of individuals. Another example
typically associated with “higher level thinking” or intelligence is logical consistency - for
example, a model should not predict that there are 2 people in a picture and at the same
time predict that 5 of the people in the picture are males. Accuracy is rarely the only concern
of a human trying to train or deploy a ML model, so being able to represent and measure
human desirable properties like these is an important step in bridging the gap between human
and ML model, potentially increasing trust and allowing for the discovery of improvement
directions.

We present a new type of evaluation metric which uses a graph representation in order

to encode relationships between different model predictions. The metric is general enough



to allow for the measurement of properties as diverse as robustness, fairness and logical
consistency. As preliminary work, we focus specifically on the logical consistency of Visual
Question Answering models, and propose ways of automatically expanding current datasets
such that logical consistency can be evaluated. Finally, we evaluate current state of the art
models for logical consistency, and show that our metric allows for the discovery of many

gaps, often giving insight into directions for fixing such gaps.
1.4 Thesis Statement

We presented various challenges for human-ML interaction: the black box problem, brittleness
bugs, lack of metrics to evaluate higher level thinking. Prior to our work, these problems
were mostly addressed in ad-hoc or model-specific ways. Our goal in this dissertation is to
address each of these problems in a model-agnostic manner - that is, not dependent on any
model or type of model. This allows for our solutions to be applied to any model, present or
future, and thus to extend the impact of our research beyond specific classes of models. We
make progress towards this goal by means of explanations (loosely defined as textual or visual
artifacts that provide qualitative understanding of the model) and new forms of evaluation.
Our thesis is that:

Model-Agnostic explanations and evaluation enable efficient communication
between machine learning models and humans, empowering humans to better

evaluate, improve, and assess trust in models.
1.5 Summary of Contributions and Outline

The outline of this dissertation follows the order in which the problems were presented, with
the main contributions listed below. We note that we discuss the relevant related work in

each chapter, rather than in a chapter by itself.

e [Chapter 2|: we propose LIME, an explanation technique that can explain any black

box model. Not only do we show qualitative explanations for a variety of black-box



models, we demonstrate the usefulness of LIME in multiple user studies. First, in
a model selection task, non-expert users with LIME pick the model that generalizes
better 89% of the time (as opposed to 68% for a baseline or 50% if choosing at random).
Second, we show that non-expert users can improve a model’s generalization accuracy
via simple feature engineering with LIME explanations from 57% to 74% with 11
minutes of effort on average. Finally, we show that LIME explanations lead expert
users to key insights, in an experiment where 44% of experts have an insight without
explanations, in contrast to 93% with explanations. This chapter is based on Ribeiro

et al. 74, 75].

[Chapter 3]: we propose Anchors, another kind of explanation for any black box
model which represents sufficient conditions for predictions. We expand the class of
models for which explanations are possible to include structure prediction models (e.g.
machine translation). In a user study, we show that anchors enable users to predict
how a model would behave on unseen instances with over 97% precision on average, in
contrast to 75% with LIME and 67% with no explanations. There is a tradeoff between
LIME and anchors, as users are able to make predictions more often with LIME (68%
vs 32%), but both are significantly better than no explanations, and enable users to
predict what models would do much faster (on average 9 seconds for Anchor, 14 for

LIME, 25 without explanations). This chapter is based on Ribeiro et al. [76].

[Chapter 4]: we propose SEAs and SEARs, semantic-preserving perturbations and
rules that induce changes in the model’s predictions, allowing for the discovery of
brittleness. We show in user studies that SEAs can generate semantically equivalent
adversaries automatically as often as humans, and that users with SEARs discover
brittleness bugs that impact 3 to 4 times more instances than unaided experts. We
further show that we can effectively fix the bugs (73% to 88% reduction) with no
discernible loss in accuracy via a simple data augmentation procedure. This chapter is

based on Ribeiro et al. [77].



e [Chapter 5]: we propose Implication Consistency, a new kind of graph-based evaluation
metric that considers the relationships between model outputs, allowing humans to
indicate when certain predictions should imply other predictions. In preliminary work,
we propose ways of automatically augmenting datasets for Visual Question Answering
in order to check for logical consistency, and validate our augmented data by showing
that humans agree with our logical implication rules on average about 98% of the time.
We also display the usefulness of Implication Consistency by evaluating and displaying

insights for state of the art models.

We end in Chapter 6 by summarizing our main findings, and by outlining some of the
many challenges that remain in facilitating the interaction between humans and ML models,
a task that becomes more and more crucial as such models become more pervasive within

our society.



Chapter 2

LOCAL INTERPRETABLE MODEL-AGNOSTIC
EXPLANATIONS (LIME)

2.1 Introduction

When discussing the black box problem, we noted that whether humans are directly using
machine learning classifiers as tools, or are deploying models within other products, a vital
concern remains: if the users do not trust a model or a prediction, they will not use it. It is
important to differentiate between two different (but related) definitions of trust: (1) trusting
a prediction, i.e. whether a user trusts an individual prediction sufficiently to take some
action based on it, and (2) trusting a model, i.e. whether the user trusts a model to behave in
reasonable ways if deployed. Both are directly impacted by how much the human understands

a model’s behaviour, as opposed to seeing it as a black box.

Determining trust in individual predictions is an important problem when the model is
used for decision making. When using machine learning for medical diagnosis [11] or terrorism
detection, for example, predictions cannot be acted upon on blind faith, as the consequences

may be catastrophic.

Apart from trusting individual predictions, there is also a need to evaluate the model as a
whole before deploying it “in the wild”. To make this decision, users need to be confident that
the model will perform well on real-world data, according to the metrics of interest. Currently,
models are evaluated using accuracy metrics on an available validation dataset. However,
real-world data is often significantly different, and further, the evaluation metric may not be
indicative of the product’s goal. Inspecting individual predictions and their explanations is a
worthwhile solution, in addition to such metrics. In this case, it is important to aid users by

suggesting which instances to inspect, especially for large datasets.
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In this chapter, we propose providing explanations for individual predictions as a solution to
the “trusting a prediction” problem, and selecting multiple such predictions (and explanations)
as a solution to the “trusting the model” problem. The main contributions of this chapter are

summarized as follows.

e LIME, an algorithm that can explain the predictions of any classifier or regressor in a

faithful way, by approximating it locally with an interpretable model.

e SP-LIME, a method that selects a set of representative instances with explanations to

address the “trusting the model” problem, via submodular optimization.

e Comprehensive evaluation with simulated and human subjects, where we measure the
impact of explanations on trust and associated tasks. In our experiments, non-experts
using LIME are able to pick which classifier from a pair generalizes better in the real
world. Further, they are able to greatly improve an untrustworthy classifier trained on 20
newsgroups, by doing feature engineering using LIME. We also show how understanding
the predictions of a neural network on images helps practitioners know when and why they

should not trust a model.

2.2 The case for explanations

By “explaining a prediction”, we mean presenting textual or visual artifacts that provide
qualitative understanding of the relationship between the instance’s components (e.g. words
in text, patches in an image) and the model’s prediction. We argue that explaining predictions
is an important aspect in getting humans to trust and use machine learning effectively, if the
explanations are faithful and intelligible.

The process of explaining individual predictions is illustrated in Figure 2.1. It is clear that
a doctor is much better positioned to make a decision with the help of a model if intelligible
explanations are provided. In this case, an explanation is a small list of symptoms with

relative weights — symptoms that either contribute to the prediction (in green) or are evidence
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/ sneeze Explainer _sneeze |
— weight (LIME)
hea%ache | headache ]
\ no fatigue no fatigue
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Model Data and Prediction Explanation Human makes decision

Figure 2.1: Explaining individual predictions. A model predicts that a patient
has the flu, and LIME highlights the symptoms in the patient’s history that led
to the prediction. Sneeze and headache are portrayed as contributing to the “flu”
prediction, while “no fatigue” is evidence against it. With these, a doctor can

make an informed decision about whether to trust the model’s prediction.

against it (in red). Humans usually have prior knowledge about the application domain,
which they can use to accept (trust) or reject a prediction if they understand the reasoning
behind it. It has been observed, for example, that providing explanations can increase the

acceptance of movie recommendations [29] and other automated systems [16].

Every machine learning application also requires a certain measure of overall trust in
the model. Development and evaluation of a classification model often consists of collecting
annotated data, of which a held-out subset is used for automated evaluation. Although this is
a useful pipeline for many applications, evaluation on validation data may not correspond to
performance “in the wild”, as practitioners often overestimate the accuracy of their models [66],
and thus trust cannot rely solely on it. Looking at examples offers an alternative method
to assess truth in the model, especially if the examples are explained. We thus propose
explaining several representative individual predictions of a model as a way to provide a
global understanding.

There are several ways a model or its evaluation can go wrong. Data leakage, for example,
defined as the unintentional leakage of signal into the training (and validation) data that

would not appear when deployed [36], potentially increases accuracy. A challenging example
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Subject: Re: DAVID CORESH IS! GOD!
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Figure 2.2: Explaining individual predictions of competing classifiers trying to
determine if a document is about “Christianity” or “Atheism”. The bar chart
represents the importance given to the most relevant words, also highlighted in
the text. Color indicates which class the word contributes to (green for “Chris-

tianity”, magenta for “Atheism”).

cited by Kaufman et al|36] is one where the patient ID was found to be heavily correlated
with the target class in the training and validation data. This issue would be incredibly
challenging to identify just by observing the predictions and the raw data, but much easier
if explanations such as the one in Figure 2.1 are provided, as patient ID would be listed as
an explanation for predictions. Another particularly hard to detect problem is dataset shift
[10], where training data is different than test data (we give an example in the famous 20
newsgroups dataset later on). The insights given by explanations are particularly helpful in
identifying what must be done to convert an untrustworthy model into a trustworthy one —

for example, removing leaked data or changing the training data to avoid dataset shift.
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Machine learning practitioners often have to select a model from a number of alternatives,
requiring them to assess the relative trust between two or more models. In Figure 2.2, we show
how individual prediction explanations can be used to select between models, in conjunction
with accuracy. In this case, the algorithm with higher accuracy on the validation set is
actually much worse, a fact that is easy to see when explanations are provided (again, due
to human prior knowledge), but hard otherwise. Further, there is frequently a mismatch
between the metrics that we can compute and optimize (e.g. accuracy) and the actual metrics
of interest such as user engagement and retention. While we may not be able to measure such
metrics, we have knowledge about how certain model behaviors can influence them. Therefore,
a practitioner may wish to choose a less accurate model for content recommendation that
does not place high importance in features related to “clickbait” articles (which may hurt
user retention), even if exploiting such features increases the accuracy of the model in cross
validation. We note that explanations are particularly useful in these (and other) scenarios if

a method can produce them for any model, so that a variety of models can be compared.

Desired Characteristics for Explainers

We now outline a number of desired characteristics from explanation methods.

An essential criterion for explanations is that they must be interpretable, i.e., provide
qualitative understanding between the input variables and the response. We note that
interpretability must take into account the user’s limitations. Thus, a linear model [84], a
gradient vector [4] or an additive model [11] may or may not be interpretable. For example, if
hundreds or thousands of features significantly contribute to a prediction, it is not reasonable
to expect any user to comprehend why the prediction was made, even if individual weights
can be inspected. This requirement further implies that explanations should be easy to
understand, which is not necessarily true of the features used by the model, and thus the
“input variables” in the explanations may need to be different than the features. Finally, we
note that the notion of interpretability also depends on the target audience. Machine learning

practitioners may be able to interpret small Bayesian networks, but laymen may be more
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comfortable with a small number of weighted features as an explanation.

Another essential criterion is local fidelity. Although it is often impossible for an
explanation to be completely faithful unless it is the complete description of the model itself,
for an explanation to be meaningful it must at least be locally faithful, i.e. it must correspond
to how the model behaves in the vicinity of the instance being predicted. We note that
local fidelity does not imply global fidelity: features that are globally important may not
be important in the local context, and vice versa. While global fidelity would imply local
fidelity, identifying globally faithful explanations that are interpretable remains a challenge
for complex models.

While there are models that are inherently interpretable [11, 53, 90, 92|, an explainer
should be able to explain any model, and thus be model-agnostic (i.e. treat the original
model as a black box). We devote the next section to making a fuller argument for model-
agnosticism, and note here as sufficient reason the fact that many state-of-the-art classifiers
are not currently interpretable.

In addition to explaining predictions, providing a global perspective is important to
ascertain trust in the model. As mentioned before, accuracy may often not be a suitable
metric to evaluate the model, and thus we want to explain the model. Building upon the
explanations for individual predictions, we select a few explanations to present to the user,

such that they are representative of the model.
2.3 A Case for Model-Agnosticism

The prevailing solution to the black box problem is to use so called “interpretable” models,
such as decision trees, rules [53, 92|, additive models [11], attention-based networks [98], or
sparse linear models [90]. Instead of supporting models that are functionally black-boxes, such
as an arbitrary neural network or random forests with thousands of trees, these approaches
use models in which there is the possibility of meaningfully inspecting model components
directly — e.g. a path in a decision tree, a single rule, or the weight of a specific feature

in a linear model. As long as the model is accurate for the task, and uses a reasonably
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restricted number of internal components (i.e. paths, rules, or features), such approaches
provide extremely useful insights.

An alternative approach to is to be model-agnostic, i.e. to extract post-hoc explanations
by treating the original model as a black box. This involves learning an interpretable model
on the predictions of the black box model [4, 13], perturbing inputs and seeing how the black
box model reacts [47, 84|, or both. It is for this approach that we argue for in this section,
noting that restricting the space of models to be interpretable is a constraint that results in

less flexibility, accuracy, and usability.

2.3.1 Model Flexibility

For most real-world applications, it is necessary to train models that are accurate for the
task, irrespective of how complex or uninterpretable the underlying mechanism may be.
We can observe this ideology manifesting with the increasing commonplace deployment of
uninterpretable deep neural architectures for a wide variety of tasks.

Interpretable models for such tasks remain unsatisfying; such models are inherently
crippled by the need to be understandable, being susceptible to the limited “perception
budget” [60] of the users. This trade-off between model flexibility and interpretability [20]
implies one cannot use a model whose behavior is very complex, yet expect humans to fully
comprehend it globally. For example, for a task such as predicting the sentiment of a sentence,
producing an accurate model that is understandable seems like an unfeasible task. The size
of the vocabulary alone makes it impossible for a short set of rules, a decision tree, or an
additive model to be sufficiently accurate, not to mention more complex word interactions
such as negation. Tasks that involve sensory data, such as audio and images, also suffer from
the same problem: for a model to be useful, it must be sufficiently flexible to handle the data
complexity.

In model-agnostic interpretability, the model is treated as a black box. The separation of
interpretability from the model thus frees up the model to be as flexible as necessary for the

task, enabling the use of any machine learning approach - including, for example, arbitrary
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deep neural networks. It also allows for the control of the complexity-interpretability trade-off

(see next section), or “failing gracefully” if an interpretable explanation is not possible.

2.3.2  Explanation Flexibility

Different kinds of explanations meet different information needs. In some cases, users may
only care about positive evidence towards a certain prediction (e.g. which part of an image is
most responsible for the prediction), while in other instances knowing the negative evidence
may be useful (e.g. in debugging a classifier). Yet in other cases, the information need may
be of counter-factuals, e.g. how the model would behave if certain features had different
values. Different users may also be able to handle different kinds of explanations; a user
trained in statistics may be able to understand a Bayesian network, while a linear model is
more intuitive to the layman. Even if the explanation type is kept fixed, users may tolerate
different granularities in different situations. For example, Freitas [20] notes a case where 41
rules are considered overwhelming, and contrasts it to another user who patiently analyzed
29.050 rules.

Most interpretable models are, however, restricted in what explanations are possible,
be it a prototype [40], a set of rules [53| or line graphs [11]. Further, other constraints on
interpretability, such as granularity, also have to be set a priori (e.g. max number of rules).
On the other hand, by keeping the model separate from the explanations, one is able to tailor
the explanation to the information need, while keeping the model fixed. If it is possible to
measure how faithful the explanation is to the original model, one can effectively control the
trade-off between fidelity and interpretability, as favored by Freitas [20]. Such approaches
may also be able to provide multiple explanations of different types to the user, perhaps
automatically picking the one with the highest faithfulness. Thus, by being model-agnostic,
the same model can be explained with different types of explanations, and different degrees of
interpretability for each type of explanation. As an example, we propose two different types
of explanations that are complementary in this chapter and in Chapter 3, both of which can

be used to explain the same model.



17

2.3.3 Representation Flexibility

In domains such as images, audio and text, many of the features used to represent instances
in state-of-the-art solutions are themselves not interpretable. Unsupervised feature learning
produces representations such as word embeddings [59], or the so-called deep features [104].
While an interpretable model trained on such features is still uninterpretable, model-agnostic
approaches can generate explanations using different features than the one used by the
underlying model. Thus, even if the model is using word embeddings, the explanations can

be in terms of words, for example.

2.3.4 Lower Cost to Switch

Switching models is not an uncommon operation in machine learning pipelines. If one commits
to using an interpretable model, one is “locked-in” to a particular model and a particular kind
of explanations - even if newer, more accurate models are developed. Even when the switch
is from one interpretable model to another, users may have to be re-trained in understanding
the new explanations, and the model’s utility may decrease due to cognitive overhead. In
contrast, if one uses model-agnostic explanations, switching the underlying model for a new

one is trivial, while the way in which the explanations are presented is maintained.

2.3.5 Comparing Two Models

When deploying machine learning in the real world, a system designer often has to decide
between one or more contenders, and an incumbent model. This comparison is hard to do
if any of the systems are using interpretable models, while others are not. Further, even if
all of the models are interpretable, it may still be difficult to compare the insights gained
from each if the underlying explanations are different in their representation - for example
comparing a rule-based model with a tree-based model. It is also not clear what to do if one
of the contenders is less accurate but more interpretable, or vice versa. With model-agnostic

explanations, the models being compared can be explained using the same techniques and
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representations, as we in fact do in Section 2.7.

2.3.6 Challenges

While we have made a case for model-agnosticism, this approach is not without its challenges.
Model-agnosticism necessarily requires getting multiple predictions from the model in order to
discover its boundaries and behavior, which comes at an added computational cost. In some
domains, exact explanations may be required (e.g. for legal or ethical reasons), and using
a black-box may be unacceptable (or even illegal). Interpretable models may also be more
desirable when interpretability is much more important than accuracy, or when interpretable
models trained on a small number of carefully engineered features are as accurate as black-box
models.

Despite the challenge of generating local explanations (which we have not addressed
vet), getting a global understanding of the model may be hard if the model is very complex,
due to the trade-off between flexibility and interpretability. To make matters worse, local
explanations may seem inconsistent with one another, since a flexible model may use a certain
feature in different ways depending on the other features. We address both of these issues in

the next sections and in Chapter 3.

2.4 Local Interpretable Model-Agnostic Explanations

We now present Local Interpretable Model-agnostic Explanations (LIME). The overall goal
of LIME is to identify an interpretable model over the interpretable representation that is

locally faithful to the classifier.

2.4.1 Interpretable Data Representations

Before we present the explanation system, it is important to distinguish between features and
interpretable data representations. As mentioned before, interpretable explanations need
to use a representation that is understandable to humans, regardless of the actual features

used by the model. For example, a possible interpretable representation for text classification
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is a binary vector indicating the presence or absence of a word, even though the classifier
may use more complex (and incomprehensible) features such as word embeddings. Likewise
for image classification, an interpretable representation may be a binary vector indicating
the “presence” or “absence” of a contiguous patch of similar pixels (a super-pixel), while the
classifier may represent the image as a tensor with three color channels per pixel. We denote
x € R? be the original representation of an instance being explained, and we use 2’ € {0,1}%

to denote a binary vector for its interpretable representation.

2.4.2  Fidelity-Interpretability Trade-off

Formally, we define an explanation as a model g € G, where G is a class of potentially
interpretable models, such as linear models, decision trees, or falling rule lists [92], i.e. a
model g € G can be readily presented to the user with visual or textual artifacts. The domain
of g is {0, 1}dl, i.e. g acts over absence/presence of the interpretable components. As not every
g € G may be simple enough to be interpretable - thus we let {2(¢g) be a measure of complezxity
(as opposed to interpretability) of the explanation g € G. For example, for decision trees Q(g)
may be the depth of the tree, while for linear models, 2(g) may be the number of non-zero
weights.

Let the model being explained be denoted f : R — R. In classification, f(x) is the
probability (or a binary indicator) that x belongs to a certain class'. We further use 7,(z) as
a proximity measure between an instance z to x, so as to define locality around z. Finally,
let L(f, g, ) be a measure of how unfaithful ¢ is in approximating f in the locality defined
by 7.. In order to ensure both interpretability and local fidelity, we must minimize
L(f,g,m,) while having (g) be low enough to be interpretable by humans. The explanation
produced by LIME is obtained by the following:

§(x) = arggergin L(f,9,7)+Qg) (2.1)

This formulation can be used with different explanation families G, fidelity functions £, and

IFor multiple classes, we explain each class separately, thus f(x) is the prediction of the relevant class.
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complexity measures ). Here we focus on sparse linear models as explanations, and on

performing the search using perturbations.

2.4.3 Sampling for Local Exploration

We want to minimize the locality-aware loss L(f, g, m,) without making any assumptions
about f, since we want the explainer to be model-agnostic. Thus, in order to learn the
local behavior of f as the interpretable inputs vary, we approximate L(f, g, 7,) by drawing
samples, weighted by 7,. We sample instances around z’ by drawing nonzero elements of z’
uniformly at random (where the number of such draws is also uniformly sampled). Given
a perturbed sample 2 € {0,1} (which contains a fraction of the nonzero elements of '),
we recover the sample in the original representation z € R% and obtain f(z), which is used
as a label for the explanation model. Given this dataset Z of perturbed samples with the
associated labels, we optimize Eq. (2.1) to get an explanation £(x). The primary intuition
behind LIME is presented in Figure 2.3, where we sample instances both in the vicinity of x
(which have a high weight due to 7,) and far away from = (low weight from ). Even though
the original model may be too complex to explain globally, LIME presents an explanation
that is locally faithful (linear in this case), where the locality is captured by 7. It is worth
noting that our method is fairly robust to sampling noise since the samples are weighted by

7, in Eq. (2.1). We now present a concrete instance of this general framework.

2.4.4 Sparse Linear Explanations

For the rest of this chapter, we let G be the class of linear models, such that g(2') = w, - 2’.
We use the locally weighted square loss as £, as defined in Eq. (2.2), where we let 7,(2) =
exp(—D(z, z)*/0?) be an exponential kernel defined on some distance function D (e.g. cosine

distance for text, L2 distance for images) with width o.

L(f.g:m) = Y m(2) (f(2) = 9(z)" (2.2)

2,2/ €Z
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Figure 2.3: Toy example to present intuition for LIME. The black-box model’s
complex decision function f (unknown to LIME) is represented by the blue/pink
background, which cannot be approximated well by a linear model. The bold red
cross is the instance being explained. LIME samples instances, gets predictions
using f, and weighs them by the proximity to the instance being explained
(represented here by size). The dashed line is the learned explanation that is

locally (but not globally) faithful.

For text classification, we ensure that the explanation is interpretable by letting the
interpretable representation be a bag of words, and by setting a limit K on the number
of words, i.e. Q(g) = ocolf|wy|l, > K]. Potentially, K can be adapted to be as big as
the user can handle, or we could have different values of K for different instances. In this
chapter we use a constant value for K, leaving the exploration of different values to future
work. We use the same (2 for image classification, using “super-pixels” (computed using any
standard algorithm) instead of words, such that the interpretable representation of an image
is a binary vector where 1 indicates the original super-pixel and 0 indicates a grayed out
super-pixel. This particular choice of ) makes directly solving Eq. (2.1) intractable, but we
approximate it by first selecting K features with Lasso (using the regularization path [18])
and then learning the weights via least squares (a procedure we call K-LASSO in Algorithm
1). Since Algorithm 1 produces an explanation for an individual prediction, its complexity

does not depend on the size of the dataset, but instead on time to compute f(x) and on
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Algorithm 1 Sparse Linear Explanations using LIME
Require: Classifier f, Number of samples N

Require: Instance x, and its interpretable version z’
Require: Similarity kernel m,, Length of explanation K
Z < {}
for i € {1,2,3,..., N} do
2l <= sample__around(x')
Z — ZU (%, f(z), ma(2))
end for
w < K-Lasso(Z, K) > with z! as features, f(z) as target

return w

the number of samples N. In practice, explaining random forests with 1000 trees using
scikit-learn (http://scikit-learn.org) on a laptop with N = 5000 takes under 3 seconds
without any optimizations such as using gpus or parallelization. Explaining each prediction

of the Inception network [87] for image classification takes around 10 minutes.

Any choice of interpretable representations and G will have some inherent drawbacks.
First, while the underlying model can be treated as a black-box, certain interpretable
representations will not be powerful enough to explain certain behaviors. For example, a
model that predicts sepia-toned images to be retro cannot be explained by presence of absence
of super pixels. Second, our choice of G (sparse linear models) means that if the underlying
model is highly non-linear even in the locality of the prediction, there may not be a faithful
explanation. However, we can estimate the faithfulness of the explanation on Z, and present
this information to the user. This estimate of faithfulness can also be used for selecting an
appropriate family of explanations from a set of multiple interpretable model classes, thus
adapting to the given dataset and the classifier. In this chapter, we restrict ourselves to linear

explanations, which work quite well for multiple black-box models in our experiments.
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(a) Original Image (b) Electric guitar (c) Acoustic guitar (d) Labrador

Figure 2.4: Explaining an image classification prediction made by Google’s Incep-
tion neural network. The top 3 classes predicted are “Electric Guitar” (p = 0.32),

“Acoustic guitar” (p =0.24) and “Labrador” (p = 0.21).

2.4.5 Example 1: Text classification with SVMs

In Figure 2.2 (right side), we explain the predictions of a support vector machine with RBF
kernel trained on unigrams to differentiate “Christianity” from “Atheism” (on a subset of
the 20 newsgroup dataset). Although this classifier achieves 94% held-out accuracy, and
one would be tempted to trust it based on this, the explanation for an instance shows that
predictions are made for quite arbitrary reasons (words “Posting”, “Host”, and “Re” have
no connection to either Christianity or Atheism). The word “Posting” appears in 22% of
examples in the training set, 99% of them in the class “Atheism”. Even if headers are removed,
proper names of prolific posters in the original newsgroups are selected by the classifier, which

would also not generalize.

After getting such insights from explanations, it is clear that this dataset has serious
issues (which are not evident just by studying the raw data or predictions), and that this
classifier, or held-out evaluation, cannot be trusted. It is also clear what the problems are,

and the steps that can be taken to fix these issues and train a more trustworthy classifier.
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2.4.6  Example 2: Deep networks for images

When using sparse linear explanations for image classifiers, one may wish to just highlight
the super-pixels with positive weight towards a specific class, as they give intuition as to
why the model would think that class may be present. We explain the prediction of Google’s
pre-trained Inception neural network [87] in this fashion on an arbitrary image (Figure 2.4a).
Figures 2.4b, 2.4c, 2.4d show the superpixels explanations for the top 3 predicted classes
(with the rest of the image grayed out), having set K = 10. What the neural network picks
up on for each of the classes is quite natural to humans - Figure 2.4b in particular provides
insight as to why acoustic guitar was predicted to be electric: due to the fretboard. This
kind of explanation enhances trust in the classifier (even if the top predicted class is wrong),

as it shows that it is not acting in an unreasonable manner.

2.5 Submodular Pick for Explaining Models

Although an explanation of a single prediction provides some understanding into the reliability
of the classifier to the user, it is not sufficient to evaluate and assess trust in the model
as a whole. We propose to give a global understanding of the model by explaining a set
of individual instances. This approach is still model-agnostic, and is complementary to
computing summary statistics such as held-out accuracy.

Even though explanations of multiple instances can be insightful, these instances need
to be selected judiciously, since users may not have the time to examine a large number of
explanations. We represent the time/patience that humans have by a budget B that denotes
the number of explanations they are willing to look at in order to understand a model. Given
a set of instances X, we define the pick step as the task of selecting B instances for the user
to inspect.

The pick step is not dependent on the existence of explanations - one of the main purpose
of tools like Modeltracker [1] and others [25] is to assist users in selecting instances themselves,
and examining the raw data and predictions. However, since looking at raw data is not

enough to understand predictions and get insights, the pick step should take into account the
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explanations that accompany each prediction. Moreover, this method should pick a diverse,
representative set of explanations to show the user — i.e. non-redundant explanations that

represent how the model behaves globally.

Given the explanations for a set of instances X (| X| = n), we construct an nxd' explanation
matriz VW that represents the local importance of the interpretable components for each
instance. When using linear models as explanations, for an instance x; and explanation
gi = &(x:), we set Wj; = |wy,,|. Further, for each component (column) j in W, we let I;
denote the global importance of that component in the explanation space. Intuitively, we
want [ such that features that explain many different instances have higher importance scores.
In Figure 2.5, we show a toy example W, with n = d’ = 5, where W is binary (for simplicity).
The importance function I should score feature f2 higher than feature f1, i.e. I, > I, since
feature f2 is used to explain more instances. Concretely for the text applications, we set
I, = \/m For images, I must measure something that is comparable across the
super-pixels in different images, such as color histograms or other features of super-pixels; we

leave further exploration of these ideas for future work.

While we want to pick instances that cover the important components, the set of expla-
nations must not be redundant in the components they show the users, i.e. avoid selecting
instances with similar explanations. In Figure 2.5, after the second row is picked, the third
row adds no value, as the user has already seen features f2 and {3 - while the last row exposes
the user to completely new features. Selecting the second and last row results in the coverage
of almost all the features. We formalize this non-redundant coverage intuition in Eq. (2.3),
where we define coverage as the set function ¢ that, given W and I, computes the total

importance of the features that appear in at least one instance in a set V.

dl
(VW I)=> L1[Fi eV :W; >0 (2.3)

J=1

The pick problem, defined in Eq. (2.4), consists of finding the set V| |V| < B that achieves
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Figure 2.5: Toy example JV. Rows represent instances (documents) and columns
represent features (words). Feature f2 (dotted blue) has the highest importance.
Rows 2 and 5 (in red) would be selected by the pick procedure, covering all but

feature f1.

highest coverage.

Pick(W, I) = argmax c(V, W, I) (2.4)

V,|V|<B
The problem in Eq. (2.4) is maximizing a weighted coverage function, and is NP-hard [19].
Let ¢(V U {i}, W, I) — c¢(V,W, I) be the marginal coverage gain of adding an instance i to
a set V. Due to submodularity, a greedy algorithm that iteratively adds the instance with
the highest marginal coverage gain to the solution offers a constant-factor approximation
guarantee of 1 — 1/e to the optimum [45]. We outline this approximation in Algorithm 2,

and call it submodular pick.

2.6 Simulated User Experiments

In this section, we present simulated user experiments to evaluate the utility of explanations in
trust-related tasks. In particular, we address the following questions: (1) Are the explanations

faithful to the model, (2) Can the explanations aid users in ascertaining trust in predictions,
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Algorithm 2 Submodular pick (SP) algorithm
Require: Instances X, Budget B

for all x; € X do

W; < explain(z;, z}) > Using Algorithm 1
end for
for je{l1...d'} do

I; \/m > Compute feature importances
end for
V—{}
while |V| < B do > Greedy optimization of Eq (2.4)

V « V Uargmax, c¢(V U {i}, W, I)
end while

return V

and (3) Are the explanations useful for evaluating the model as a whole.

2.6.1 FExperiment Setup

We use two sentiment analysis datasets (books and DVDs, 2000 instances each) where the task
is to classify product reviews as positive or negative [8]. We train decision trees (DT, logistic
regression with L2 regularization (LR), nearest neighbors (NN), and support vector machines
with RBF kernel (SVM), all using bag of words as features. We also include random forests
(with 1000 trees) trained with the average word2vec embedding [59] (RF), a model that is
impossible to interpret without a technique like LIME. We use the implementations and
default parameters of scikit-learn, unless noted otherwise. We divide each dataset into train
(1600 instances) and test (400 instances).

To explain individual predictions, we compare our proposed approach (LIME), with
parzen [4], a method that approximates the black box classifier globally with Parzen windows,

and explains individual predictions by taking the gradient of the prediction probability function.
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For parzen, we take the K features with the highest absolute gradients as explanations. We
set the hyper-parameters for parzen and LIME using cross validation, and set N = 15, 000.
We also compare against a greedy procedure (similar to Martens and Provost [58]) in which
we greedily remove features that contribute the most to the predicted class until the prediction
changes (or we reach the maximum of K features), and a random procedure that randomly
picks K features as an explanation. We set K to 10 for our experiments.

For experiments where the pick procedure applies, we either do random selection (random
pick, RP) or the procedure described in §2.5 (submodular pick, SP). We refer to pick-explainer
combinations by adding RP or SP as a prefix.

2.6.2 Are explanations faithful to the model?

We measure faithfulness of explanations on classifiers that are by themselves interpretable
(sparse logistic regression and decision trees). In particular, we train both classifiers such that
the maximum number of features they use for any instance is 10, and thus we know the gold
set of features that the are considered important by these models. For each prediction on
the test set, we generate explanations and compute the fraction of these gold features that
are recovered by the explanations. We report this recall averaged over all the test instances
in Figures 2.6 and 2.7. We observe that the greedy approach is comparable to parzen on
logistic regression, but is substantially worse on decision trees since changing a single feature
at a time often does not have an effect on the prediction. The overall recall by parzen is low,
likely due to the difficulty in approximating the original high-dimensional classifier. LIME
consistently provides > 90% recall for both classifiers on both datasets, demonstrating that

LIME explanations are faithful to the models.

2.6.3 Should I trust this prediction?

In order to simulate trust in individual predictions, we first randomly select 25% of the
features to be “untrustworthy”, and assume that the users can identify and would not want

to trust these features (such as the headers in 20 newsgroups, leaked data, etc). We thus
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Figure 2.7: Recall on truly important features for two interpretable classifiers
on the DVDs dataset.
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develop oracle “trustworthiness” by labeling test set predictions from a black box classifier as
“untrustworthy” if the prediction changes when untrustworthy features are removed from the
instance, and “trustworthy” otherwise. In order to simulate users, we assume that users deem
predictions untrustworthy from LIME and parzen explanations if the prediction from the
linear approximation changes when all untrustworthy features that appear in the explanations
are removed (the simulated human “discounts” the effect of untrustworthy features). For
greedy and random, the prediction is mistrusted if any untrustworthy features are present
in the explanation, since these methods do not provide a notion of the contribution of each
feature to the prediction. Thus for each test set prediction, we can evaluate whether the
simulated user trusts it using each explanation method, and compare it to the trustworthiness
oracle.

Using this setup, we report the F1 on the trustworthy predictions for each explanation
method, averaged over 100 runs, in Table 2.1. The results indicate that LIME dominates
others (all results are significant at p = 0.01) on both datasets, and for all of the black
box models. The other methods either achieve a lower recall (i.e. they mistrust predictions
more than they should) or lower precision (i.e. they trust too many predictions), while
LIME maintains both high precision and high recall. Even though we artificially select which
features are untrustworthy, these results indicate that LIME is helpful in assessing trust in

individual predictions.

2.6.4 Can I trust this model?

In the final simulated user experiment, we evaluate whether the explanations can be used for
model selection, simulating the case where a human has to decide between two competing
models with similar accuracy on validation data. For this purpose, we add 10 artificially
“noisy” features. Specifically, on training and validation sets (80/20 split of the original
training data), each artificial feature appears in 10% of the examples in one class, and 20% of
the other, while on the test instances, each artificial feature appears in 10% of the examples

in each class. This recreates the situation where the models use not only features that are
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Table 2.1: Average F1 of trustworthiness for different explainers on a collection

of classifiers and datasets.

Books DVDs

LR NN RF SVM LR NN RF SVM

Random 14.6 14.8 14.7 14.7 142 14.3 14.5 144
Parzen 84.0 87.6 94.3 92.3 87.0 81.7 94.2 87.3
Greedy  53.7 474 45.0 53.3 524 58.1 46.6 55.1
LIME 96.6 94.5 96.2 96.7 96.6 91.8 96.1 95.6

informative in the real world, but also ones that introduce spurious correlations. We create
pairs of competing classifiers by repeatedly training pairs of random forests with 30 trees
until their validation accuracy is within 0.1% of each other, but their test accuracy differs by
at least 5%. Thus, it is not possible to identify the better classifier (the one with higher test

accuracy) from the accuracy on the validation data.

The goal of this experiment is to evaluate whether a user can identify the better classifier
based on the explanations of B instances from the validation set. The simulated human marks
the set of artificial features that appear in the B explanations as untrustworthy, following
which we evaluate how many total predictions in the validation set should be trusted (as in
the previous section, treating only marked features as untrustworthy). Then, we select the
classifier with fewer untrustworthy predictions, and compare this choice to the classifier with

higher held-out test set accuracy.

We present the accuracy of picking the correct classifier as B varies, averaged over 800 runs,
in Figure 2.8. We omit SP-parzen and RP-parzen from the figure since they did not produce
useful explanations, performing only slightly better than random. LIME is consistently better
than greedy, irrespective of the pick method. Further, combining submodular pick with LIME
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Figure 2.8: Choosing between two classifiers, as the number of instances shown

to a simulated user is varied. Averages and standard errors from 800 runs.

outperforms all other methods, in particular it is much better than RP-LIME when only a
few examples are shown to the users. These results demonstrate that the trust assessments
provided by SP-selected LIME explanations are good indicators of generalization, which we

validate with human experiments in the next section.

2.7 Evaluation with human subjects

In this section, we recreate three scenarios in machine learning that require trust and
understanding of predictions and models. In particular, we evaluate LIME and SP-LIME in
the following settings: (1) Can users choose which of two classifiers generalizes better (Section
2.7.2), (2) based on the explanations, can users perform feature engineering to improve the
model (Section 2.7.3), and (3) are users able to identify and describe classifier irregularities

by looking at explanations (Section 2.7.4).
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2.7.1 FExperiment setup

b

For experiments in in Sections 2.7.2 and 2.7.3, we use the “Christianity” and “Atheism’
documents from the 20 newsgroups dataset mentioned beforehand. This dataset is problematic
since it contains features that do not generalize (e.g. very informative header information
and author names), and thus validation accuracy considerably overestimates real-world
performance.

In order to estimate the real world performance, we create a new religion dataset for
evaluation. We download Atheism and Christianity websites from the DMOZ directory and
human curated lists, yielding 819 webpages in each class. High accuracy on this dataset by a
classifier trained on 20 newsgroups indicates that the classifier is generalizing using semantic
content, instead of placing importance on the data specific issues outlined above. Unless
noted otherwise, we use SVM with RBF kernel, trained on the 20 newsgroups data with

hyper-parameters tuned via the cross-validation.

2.7.2  Can users select the best classifier?

In this section, we want to evaluate whether explanations can help users decide which classifier
generalizes better, i.e., which classifier would the user deploy “in the wild”. Specifically, users
have to decide between two classifiers: SVM trained on the original 20 newsgroups dataset,
and a version of the same classifier trained on a “cleaned” dataset where many of the features
that do not generalize have been manually removed. The original classifier achieves an
accuracy score of 57.3% on the religion dataset, while the “cleaned” classifier achieves a score
of 69.0%. In contrast, the test accuracy on the original 20 newsgroups split is 94.0% and
88.6%), respectively — suggesting that the worse classifier would be selected if accuracy alone
is used as a measure of trust.

We recruit human subjects on Amazon Mechanical Turk — by no means machine learning
experts, but instead people with basic knowledge about religion. We measure their ability to

choose the better algorithm by seeing side-by-side explanations with the associated raw data
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ing between two classifiers.

(as shown in Figure 2.2). We restrict both the number of words in each explanation (K) and
the number of documents that each person inspects (B) to 6. The position of each algorithm
and the order of the instances seen are randomized between subjects. After examining the
explanations, users are asked to select which algorithm will perform best in the real world.
The explanations are produced by either greedy (chosen as a baseline due to its performance in
the simulated user experiment) or LIME, and the instances are selected either by random (RP)
or submodular pick (SP). We modify the greedy step in Algorithm 2 slightly so it alternates
between explanations of the two classifiers. For each setting, we repeat the experiment with

100 users.

The results are presented in Figure 2.9. Note that all of the methods are good at identifying
the better classifier, demonstrating that the explanations are useful in determining which
classifier to trust, while using test set accuracy would result in the selection of the wrong
classifier. Further, we see that the submodular pick (SP) greatly improves the user’s ability
to select the best classifier when compared to random pick (RP), with LIME outperforming

greedy in both cases.
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Figure 2.10: Feature engineering experiment. Each shaded line represents the
average accuracy of subjects in a path starting from one of the initial 10 subjects.

Each solid line represents the average across all paths per round of interaction.

2.7.83 Can non-experts improve a classifier?

If one notes that a classifier is untrustworthy, a common task in machine learning is feature
engineering, i.e. modifying the set of features and retraining in order to improve generalization.
Explanations can aid in this process by presenting the important features, particularly for

removing features that the users feel do not generalize.

We use the 20 newsgroups data here as well, and ask Amazon Mechanical Turk users to
identify which words from the explanations should be removed from subsequent training,
for the worse classifier from the previous section (§2.7.2). In each round, the subject marks
words for deletion after observing B = 10 instances with K = 10 words in each explanation
(an interface similar to Figure 2.2, but with a single algorithm). As a reminder, the users here
are not experts in machine learning and are unfamiliar with feature engineering, thus are
only identifying words based on their semantic content. Further, users do not have any access
to the religion dataset — they do not even know of its existence. We start the experiment
with 10 subjects. After they mark words for deletion, we train 10 different classifiers, one for

each subject (with the corresponding words removed). The explanations for each classifier
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are then presented to a set of 5 users in a new round of interaction, which results in 50 new
classifiers. We do a final round, after which we have 250 classifiers, each with a path of
interaction tracing back to the first 10 subjects.

The explanations and instances shown to each user are produced by SP-LIME or RP-
LIME. We show the average accuracy on the religion dataset at each interaction round for
the paths originating from each of the original 10 subjects (shaded lines), and the average
across all paths (solid lines) in Figure 2.10. It is clear from the figure that the crowd workers
are able to improve the model by removing features they deem unimportant for the task.
Further, SP-LIME outperforms RP-LIME, indicating selection of the instances to show
the users is crucial for efficient feature engineering.

Each subject took an average of 3.6 minutes per round of cleaning, resulting in just under
11 minutes to produce a classifier that generalizes much better to real world data. Each path
had on average 200 words removed with SP, and 157 with RP, indicating that incorporating
coverage of important features is useful for feature engineering. Further, out of an average
of 200 words selected with SP, 174 were selected by at least half of the users, while 68 by
all the users. Along with the fact that the variance in the accuracy decreases across rounds,
this high agreement demonstrates that the users are converging to similar correct models.
This evaluation is an example of how explanations make it easy to improve an untrustworthy

classifier — in this case easy enough that machine learning knowledge is not required.

2.7.4 Do explanations lead to insights?

Often artifacts of data collection can induce undesirable correlations that the classifiers pick up
during training. These issues can be very difficult to identify just by looking at the raw data
and predictions. In an effort to reproduce such a setting, we take the task of distinguishing
between photos of Wolves and Eskimo Dogs (huskies). We train a logistic regression classifier
on a training set of 20 images, hand selected such that all pictures of wolves had snow in the
background, while pictures of huskies did not. As the features for the images, we use the

first max-pooling layer of Google’s pre-trained Inception neural network [87]. On a collection



37

(a) Husky classified as wolf (b) Explanation

Figure 2.11: Raw data and explanation of a bad model’s prediction in the “Husky

vs Wolf” task.

of additional 60 images, the classifier predicts “Wolf” if there is snow (or light background
at the bottom), and “Husky” otherwise, regardless of animal color, position, pose, etc. We

trained this bad classifier intentionally, to evaluate whether subjects are able to detect it.

The experiment proceeds as follows: we first present a balanced set of 10 test predictions
(without explanations), where one wolf is not in a snowy background (and thus the prediction
is “Husky”) and one husky is (and is thus predicted as “Wolf”). We show the “Husky” mistake
in Figure 2.11a. The other 8 examples are classified correctly. We then ask the subject three
questions: (1) Do they trust this algorithm to work well in the real world, (2) why, and
(3) how do they think the algorithm is able to distinguish between these photos of wolves
and huskies. After getting these responses, we show the same images with the associated
explanations, such as in Figure 2.11b, and ask the same questions.

Since this task requires some familiarity with the notion of spurious correlations and
generalization, the set of subjects for this experiment were graduate students who have taken
at least one graduate machine learning course. After gathering the responses, we had 3

independent evaluators read their reasoning and determine if each subject mentioned snow,
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Before After

Trusted the bad model 10 out of 27 3 out of 27

Snow as a potential feature 12 out of 27 25 out of 27

Table 2.2: “Husky vs Wolf” experiment results.

background, or equivalent as a feature the model may be using. We pick the majority to
decide whether the subject was correct about the insight, and report these numbers before
and after showing the explanations in Table 2.2.

Before observing the explanations, more than a third trusted the classifier, and a little less
than half mentioned the snow pattern as something the neural network was using — although
all speculated on other patterns. After examining the explanations, however, almost all of the
subjects identified the correct insight, with much more certainty that it was a determining
factor. Further, the trust in the classifier also dropped substantially. Although our sample
size is small, this experiment demonstrates the utility of explaining individual predictions for

getting insights into classifiers knowing when not to trust them and why.
2.8 Related Work

The problems with relying on validation set accuracy as the primary measure of trust
have been well studied. Practitioners consistently overestimate their model’s accuracy [66],
propagate feedback loops [81], or fail to notice data leaks [36]. In order to address these
issues, researchers have proposed tools like Gestalt [68] and Modeltracker [1|, which help
users navigate individual instances. These tools are complementary to LIME in terms of
explaining models, since they do not address the problem of explaining individual predictions.
Further, our submodular pick procedure can be incorporated in such tools to aid users in
navigating larger datasets. We emphasize that users browsing through raw data may not

notice problems such as the header problem in 20 newsgroups even if aided by such tools, as
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the presence of such data may seem harmless until one realizes how models exploit it.

Some recent work aims to anticipate failures in machine learning, specifically for vision
tasks |6, 99]. Letting users know when the systems are likely to fail can lead to an increase in
trust, by avoiding “silly mistakes” [16]. These solutions either require additional annotations
and feature engineering that is specific to vision tasks or do not provide insight into why
a decision should not be trusted. Furthermore, they assume that the current evaluation
metrics are reliable, which may not be the case if problems such as data leakage are present.
Other recent work [25] focuses on exposing users to different kinds of mistakes (our pick
step). Interestingly, the subjects in their study did not notice the serious problems in the 20
newsgroups data even after looking at many mistakes, suggesting that examining raw data
is not sufficient. Note that Groce et al [25] are not alone in this regard, many researchers
in the field have unwittingly published classifiers that would not generalize for this task.
Using LIME, we show that even non-experts are able to identify these irregularities when
explanations are present. Further, LIME can complement these existing systems, and allow
users to assess trust even when a prediction seems “correct” but is made for the wrong reasons.

Recognizing the utility of explanations in assessing trust, many have proposed using
interpretable models [92], especially for the medical domain [11, 53, 90|. While such models
may be appropriate for some domains, they may not apply equally well to others (e.g.
a supersparse linear model [90] with 5 — 10 features is unsuitable for text applications).
Interpretability, in these cases, comes at the cost of flexibility, accuracy, or efficiency, as
argued in Section 2.3. For text, EluciDebug [49] is a full human-in-the-loop system that shares
many of our goals (interpretability, faithfulness, etc). However, they focus on an already
interpretable model (Naive Bayes). In computer vision, systems that rely on object detection
to produce candidate alignments [35] or attention [98] are able to produce explanations for
their predictions. These are, however, constrained to specific neural network architectures or
incapable of detecting “non object” parts of the images. Here we focus on general, model-
agnostic explanations that can be applied to any classifier or regressor that is appropriate for

the domain - even ones that are yet to be proposed.
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A common approach to model-agnostic explanation is learning a potentially interpretable
model on the predictions of the original model [4, 13, 79]. Having the explanation be a gradient
vector [4] captures a similar locality intuition to that of LIME. However, interpreting the
coefficients on the gradient is difficult, particularly for confident predictions (where gradient
is near zero). Further, these explanations approximate the original model globally, thus
maintaining local fidelity becomes a significant challenge, as our experiments demonstrate.
In contrast, LIME solves the much more feasible task of finding a model that approximates
the original model locally. The idea of perturbing inputs for explanations has been explored
before [84], where the authors focus on learning a specific contribution model, as opposed
to our general framework. None of these approaches explicitly take cognitive limitations
into account, and thus may produce non-interpretable explanations, such as a gradients or
linear models with thousands of non-zero weights. The problem becomes worse if the original
features are nonsensical to humans (e.g. word embeddings). In contrast, LIME incorporates
interpretability both in the optimization and in our notion of interpretable representation,

such that domain and task specific interpretability criteria can be accommodated.
2.9 Conclusion

In this chapter, we argued that trust is crucial for effective human interaction with machine
learning systems, and that explaining individual predictions is important in assessing trust.
We proposed LIME, a modular and extensible approach to faithfully explain the predictions
of any model in an interpretable manner. We also introduced SP-LIME, a method to select
representative and non-redundant predictions, providing a global view of the model to users.
Our experiments demonstrated that explanations are useful for a variety of models in trust-
related tasks in the text and image domains, with both expert and non-expert users: deciding
between models, assessing trust, improving untrustworthy models, and getting insights into

predictions.
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Chapter 3

ANCHORS: HIGH-PRECISION MODEL-AGNOSTIC
EXPLANATIONS

3.1 Introduction

We have been discussing how the black box model has become more prevalent with the
recent successes of deep neural networks and ensembles. As a consequence of the need for
users to understand the behavior of these models, interpretable machine learning has seen a
resurgence in recent years, ranging from the design of novel globally-interpretable machine
learning models [50, 90, 92| to local explanations (for individual predictions) that can be

computed for any classifier, such as the one we presented in the previous chapter.

A question at the core of interpretability is whether humans understand a model enough
to make accurate predictions about its behavior on unseen instances. For instances where
humans can confidently predict the behavior of a model, let (human) precision be the fraction
in which they are correct (note that this is human precision, not model precision). High
human precision is paramount for real interpretability - one can hardly say they understand
a model if they consistently think they know what it will do, but are often mistaken.

Most local approaches (including LIME) provide explanations that describe the local
behavior of the model using a linearly weighted combination of the input features [4, 84].
Linear functions can capture relative importance of features in an easy-to-understand manner.
However, since these linear explanations are in some way local, it may not be clear whether
they apply to an unseen instance. In other words, their coverage (region where explanation
applies) is unclear. Unclear coverage can lead to low human precision, as users may think
an insight from an explanation applies to unseen instances even when it does not. When

combined with the arithmetic involved in computing the contribution of the features in linear



42

+ This movie is not bad. === This movie is not very good.

(a) Instances

(b) LIME explanations

{"not”, "bad”} > IIZETM {"not’, "good”} >

(c) Anchor explanations

Figure 3.1: Sentiment predictions, LSTM.

explanations, the human effort required can be quite high.

Take for example LIME explanations for two sentiment predictions made by an LSTM
in Figure 3.1. Although both explanations are computed to be locally accurate, if one took
the explanation on the left and tried to apply it to the sentence on the right, one might be
tempted to think that the word “not” would have a positive influence, which it does not.
While such explanations provide insight into the model, their coverage is not clear, e.g. when
does “not” have a positive influence on sentiment?

In this chapter, we introduce novel model-agnostic explanations based on if-then rules,
which we call anchors. An anchor explanation is a rule that sufficiently “anchors” the
prediction locally — such that changes to the rest of the feature values of the instance do not
matter. In other words, for instances on which the anchor holds, the prediction is (almost)

always the same. For example, the anchors in Figure 3.1c state that the presence of the words
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“not bad” virtually guarantee a prediction of positive sentiment (and “not good” of negative
sentiment). Anchors are intuitive, easy to comprehend, and have extremely clear coverage —
they only apply when all the conditions in the rule are met, and if they apply the precision is
high (by design).

We demonstrate the usefulness of anchors by applying them to a variety of machine
learning tasks (classification, structured prediction, text generation) on a diverse set of
domains (tabular, text, and images). We also run a user study, where we observe that anchors
enable users to predict how a model would behave on unseen instances with much less effort
and higher precision as compared to existing techniques for model-agnostic explanation, or
no explanations. We also show a trade-off between LIME and anchors: anchors allow for

higher precision, while LIME produces explanations that have higher coverage.
3.2 Anchors as High-Precision Explanations

Given a black box model f: X — Y and an instance z € X, the goal of local model-agnostic
interpretability [75, 84] is to explain the behavior of f(z) to a user, where f(x) is the individual
prediction for instance x. The assumption is that while the model is globally too complex to
be explained succinctly, “zooming in” on individual predictions makes the explanation task
feasible. Most model-agnostic methods work by perturbing the instance x according to some
“perturbation distribution” D, (for simplicity, D from now on). In Chapter 2, we emphasized
that the perturbations D (and explanations) must use an interpretable representation (i.e.
one that makes sense to humans), even if the model uses an alternative representation of the
input.

Let A be a rule (set of predicates) acting on such an interpretable representation, such that
A(z) returns 1 if all its feature predicates are true for instance x. For example, in Figure 3.2a
(top), = “This movie is not bad.”, f(x) = Positive, A(x) = 1 where A = {“not”, “bad”}.
Let D(:|A) denote the conditional distribution when the rule A applies (e.g. similar texts
where “not” and “bad” are present, Figure 3.2a bottom). A is an anchor if A(z) =1 and A is

a sufficient condition for f(z) with high probability — in our running example, if a sample z
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+ This movie is not bad.

This director is always bad.\
This movie is not nice.
@ This stuff is rather honest.

This star is not bad.

P ) This audio is not bad.
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Figure 3.2: Concrete example of D in (a) and intuition (b).

from D(z|A) is likely predicted as Positive (i.e. f(z) = f(z)). Formally A is an anchor if,

Epcia[1[f(x) = f(2)]] = 7, A(z) = 1. (3.1)

Figure 3.2b shows two “zoomed in” regions of a complex model, with particular instances (+
and -) being explained. LIME explanations work by learning the lines that best approximate
the model under D, with some local weighting. The resulting explanations by themselves
give no indication of how faithful they are, (the explanation on the right is a much better
local approximation of the black box model than the one on the left), or what their “local
region” is. In contrast, even though they use the same D, anchors are by construction faithful,
adapting their coverage to the model’s behavior (the anchor on the right of Figure 3.2b is
broader) and making their boundaries clear.

Leaving the discussion of how to compute anchors for later, we now demonstrate their

usefulness and flexibility via concrete examples in a variety of domains and models.

Text Classification: We have already alluded to Figure 3.1, where we trained an LSTM
model with paraphrastic sentence embeddings [97] to predict the sentiment of reviews. In this

case, the features used by the model are uninterpretable. The interpretable representation we
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Instance If Predict

I want to play(V) ball. previous word is PARTICLE play is VERB.
I went to a play(N) yesterday. previous word is DETERMINER play is NOUN.

I play(V) ball on Mondays. previous word is PRONOUN play is VERB.

Table 3.1: Anchors for Part-of-Speech tag for the word “play”.

use is the presence of individual tokens (words) in the instance. The perturbation distribution
D replaces “absent” tokens by random words with the same POS tag with probability
proportional to their similarity in an embedding space [69] (i.e. the generated sentences
are coherent, and of the same length). We show samples from D for a sentence in Figure
3.2a. The anchor A = {“not”, “bad”} is easy to apply: if the words “not” and “bad” are in
the sentence, the model will predict “positive” with probability at least 7 (set to 0.95 from
here onwards). If either word (or both) are not present, we know we do not have sufficient
information to know what the model will do. Examples from D(z|A) are shown in Figure

3.2a (bottom).

Structured prediction: When the output of the algorithm is a structure, the anchor
approach can be used to explain any function of the output. Anchors are particularly suited
for structured prediction models: while the global behavior is too complex to be captured by

simple interpretable models, the local behavior can usually be represented using short rules.

In Table 3.1, we explain the predictions of a state of the art part-of-speech tagger for the
word “play” in different contexts, where we include the tags for neighboring words as part of
the interpretable representation. The anchors demonstrate that the model is picking up on
reasonable patterns of the English language, e.g. if play is preceded by a determiner, it is

likely used as a noun.

In Table 3.2, we compute anchors for a multi-layer RNN encoder /attention-based decoder
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English Portuguese

This is the question we must address Esta é a questdao que temos que enfrentar
This is the problem we must address Este é o problema que temos que enfrentar

This is what we must address E isso que temos de enfrentar

Table 3.2: Anchors (in bold) of a machine translation system for the Portuguese

word for “This” (in pink).

translation system [5] trained on English-Portuguese parallel corpora. In this case, anchors
explain the presence of a word (or certain words) in the translation. The anchors (in bold) are
computed with respect to the presence of the words in pink in the Portuguese text. The first
row in Table 3.2 means that when the words “This”, “is”, and “question” appear in English,
the translation will include the word “Esta”. In Portuguese, the translation for the word “this”
depends on the gender of the word it refers to (“esta” for feminine, “este” for masculine),
or should be “isso” if its referent is not in the sentence. The anchors show that the model

is capturing this behavior as it always includes “this is”, and the word that “this” refers to

(“question” is feminine, “problem” is masculine).

Tabular Classification: Classification of data in tabular form (categorical and/or continuous
features) is a popular application of machine learning. We use a validation dataset to define
D, and sample from D(z|A) by fixing the predicates in A and sampling the rest of the row
as a whole. We show anchors for a few predictions of 400 gradient boosted trees trained on
balanced versions of three datasets in Table 3.3. The anchors provide valuable insight into
these models. Marital status appears in many different anchors for predicting whether a
person makes > $50K annually (adult dataset). The anchors for predicting recidivism for
individuals released from prison [80] (redv dataset), show that this model is unfair if used for
bail decisions, as race and gender feature prominently. For predicting whether a loan on the

Lending Club website will turn out bad, i.e. late payment or default (lending dataset), the
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If Predict
- No capital gain or loss, never married < 50K
=
'g No capital loss, married, 37 < age < 48 > 50K
Country is US, married, work hours > 45 > 50K
No priors, no prison violations and crime not against property Not rearrested
>
'§ Male, black, 1 to 5 priors, not married, and crime not against property Re-arrested
No priors, no prison violations, white, crime not against person, and no drugs Not rearrested
sy FICO score < 649 Bad Loan
=
5 649 < FICO score < 699 and $5,400 < loan amount < $10, 000 Good Loan
=
2 FICO score > 699 Good Loan

Table 3.3: Generated anchors for Tabular datasets.

FICO score is sufficient in the extremes, but loan amount is taken into consideration otherwise.
We note that these are not exhaustive — the models are complex, and these anchors explain
their behavior on part of the input space but not all of it. Anchors for “hard” predictions (in

particular boundary cases) may be longer.

Image Classification: When explaining the label prediction for an image we segment
the image into superpixels [91] and use the presence or absence of these superpixels as the
interpretable representation. In contrast to our example in Chapter 2, instead of hiding
superpixels, we define D(z|A) by fixing the superpixels in A to the original image and
superimposing another image over the rest of the superpixels, which leads to more robust
explanations. We explain a prediction of the Inception-V3 neural network [87] in Figure 3.3b.
Even though D is quite unrealistic here, the anchor demonstrates that the model focuses on
various parts of the dog to determine its breed. An inspection of the (admittedly bizarre)
images from D(z|A) in Figure 3.3c for which the model predicts “beagle” with high confidence
illustrates that attributes that humans would consider essential for a beagle prediction (legs,
not being underwater, not being in the sky, not having a human body) are not quite as

essential to the neural network.
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(a) Original image (b) Anchor for (c) Images where Inception predicts

“beagle” P(beagle) > 90%

What animal is featured in this picture 7 dog

What floor is featured in this picture? dog
What toenail is paired in this flowchart 7 dog

What animal is shown on this depiction 7 dog

(d) VQA: Anchor (bold) and samples from D(z|A)

Where is the dog? on the floor
What color is the wall? white
When was this picture taken? during the day
Why is he lifting his paw? to play

(e) VQA: More example anchors (in bold)

Figure 3.3: Anchor Explanations for Image Classification and Visual Question

Answering (VQA).

Visual Question Answering (VQA): As a final example, we present anchors for the
VQA task: answering a question asked of a reference image. Here, we are interested in

identifying which part of the question led to the predicted answer, and thus use the same
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representation and distribution as in Figure 3.2b. We explain predictions from the Visual7W
open-ended VQA system [105]| using Figure 3.3a as the reference image. In Figure 3.3d we
show a question/prediction pair and its anchor (in bold), as well as samples from D(z|A)
and their predictions. The short anchor (“What”) reveals that, for this image, the model’s
answer to many questions will be “dog”, contrary to our expectations. In Figure 3.3e, we
show other question/answer pairs and their anchors, providing examples where the behavior

of the classifier is aligned with our intuitions (first three) and where it is not (last question).
3.3 Related Work

We have surveyed some of the relevant literature in Chapter 2, but we reiterate that even in
the few cases where having some understanding of a machine learning model’s behavior is not
a requirement, it is certainly an advantage. Relying only on validation accuracy has many
well studied problems, as practitioners consistently overestimate their model’s accuracy [66],
propagate feedback loops [81], or fail to notice data leaks [36].

Compared to other interpretable options, rules fare well; users prefer, trust and understand
rules better than alternatives [55, 85|, in particular rules similar to anchors. Short, disjoint
rules are easier to interpret than hierarchies like decision lists or trees [50]. A number of
approaches construct globally interpretable models, many based on rules [50, 53, 92, 93].
With such models, the user should be able to guess the model’s behavior on any example (i.e.
perfect coverage). However, these models are not appropriate for many domains, e.g. almost
no interpretable rule-based system is suitable for text or image applications, due to the sheer
size of the feature space, or are just not accurate enough. Interpretability, in these cases,
comes at the cost of flexibility, accuracy, or efficiency (see 2.3). An alternative is learning a
simple (interpretable) model to imitate the black box model globally (e.g. a decision tree [13]
or a set of rules [79]), but this may yield low human precision. Simple models are not able to
fully capture the behavior of the complex ones, and thus lead users to wrong conclusions,
especially since it is not clear when the simple model is faithful.

To avoid this, local model-agnostic explanations explain individual predictions (instead of
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the whole model at once). These methods provide a trade-off: each explanation is easy to
understand even for complex models and tasks, but only captures the behavior of the model
on a local region of the input space. The anchor approach falls within this category (and
thus can explain complex models like translation and VQA), together with different forms of
linear explanations including LIME [4, 74, 84|. As illustrated pictorially by Figure 3.2b and
concretely in Figure 3.1b, even the local behavior of a model may be extremely non-linear,
leading to poor linear approximations and users being potentially misled as to how the model
will behave (e.g. thinking that “not” will usually be positive after seeing Figure 3.1b (left)).
Linear explanations are also harder to parse and apply than simple rules, as they involve
mental calculations. Finally, even if the black-box model is approximately linear locally,
humans may not be able to compute distance functions “correctly”, and may think that a
local explanation applies when it does not — the “unclear coverage” problem.

Anchors, on the other hand, make their coverage very clear — the user knows exactly when
the explanation for an instance “generalizes” to other instances. By construction, anchors are
not only faithful to the original model, but communicate its behavior to the user in such a way
that virtually guarantees correct understanding, and thus high precision. Anchors are also
able to capture non-linear behavior, even locally. In sum, the anchor approach combines the
benefits of local model-agnostic explanations with the interpretability of rules, constructed in

a way to best support human understanding.
3.4 Efficiently Computing Anchors

We revisit the problem definition from Eq. (3.1): given a black-box classifier f, instance z,
distribution D, and the desired level of precision 7, an anchor A is a set of feature predicates

on z that achieves prec(A) > 7, where

prec(4) = Ep [L[f(2) = £(2)]] - (3.2)

For an arbitrary D and black-box model f, it is intractable to compute this precision

directly. Instead, we introduce a probabilistic definition: anchors satisfy the precision
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constraint with high probability.
P(prec(A)>7)>1-90 (3.3)

If multiple anchors meet this criterion, those that describe the behavior of a larger part of the
input space are preferred, i.e. ones with the largest coverage . Formally, we define the coverage
of an anchor as the probability that it applies to samples from D, i.e. cov(A) = Ep(,)[A(2)].

We thus define this search for an anchor as the following combinatorial optimization

problem:

max cov(A). (3.4)

A s.t. P(prec(A)>7)>1-46

The number of all possible anchors is exponential, and it is intractable to solve this problem
exactly. While the search for anchors is similar in spirit to Probabilistic Inductive Logic
Programming (ILP) [14] and other rule-finding methods, one crucial difference is that we do
not assume a dataset apriori - instead we have perturbation distributions and a black box
model, which we can call to estimate precision and coverage bounds under D. While we could
in theory generate a very large dataset and then use methods like ILP to find anchors, the
number of perturbed samples and predictions from the black box model would be prohibitive,
especially in high-dimensional sparse domains such as text. In order to efficiently explore the

model’s behavior in the perturbation space, we turn to a multi-armed bandit formulation.

3.4.1 Bottom-up Construction of Anchors

We first introduce a bottom-up construction of anchors, which we later extend to search over a
space of potential anchors. Here, we incrementally construct the anchor A, which is initialized
with an empty rule, i.e. one that applies to every instance. In each iteration, we generate
a number of candidate rules that extend A by one additional feature predicate, {a;}, in its
definition, i.e. the set of candidate rules in each iteration is A = {AAa;, ANa; 1, AN 2, ...}
We identify the candidate rule with the highest estimated precision (as described next), replace

A with the selected candidate, and repeat. If the current candidate rule meets the anchor
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definition in Eq. (3.3), we have identified our desired anchor and terminate. Although this
approach does not directly compute the coverage, and instead tries to find the shortest anchor,
we note that short anchors are likely to have a higher coverage, and require less effort from

the users to understand.

In order to select the best candidate rule in each iteration, we want to estimate the
precision of these candidates efficiently. Since we cannot compute the true precision, we rely
on samples from D(:|A) to estimate the precision of A; however, a fixed number of samples
may be too many or too few for an accurate estimation. Instead, we are interested in a
minimal set of calls to f (fewest samples from D) in order to estimate which candidate rule

has the highest true precision.

This problem can be formulated as an instance of pure-exploration multi-armed bandit
problem [37], i.e. each candidate A is an arm, the true precision of A on D(-|A) is the latent
reward, and each pull of the arm A is an evaluation of 1[f(z) = f(z)] on a sample from
D(z|A). For such a setting, the KL-LUCB [37] algorithm can be used to identify the rule
with the highest precision. The algorithm works by constructing confidence regions based on
KL divergence [12]|. In each step, the algorithm selects two distinct rules: the best mean (A)
and the highest upper bound (A’), and updates their bounds by getting a sample each from
D(z|A) and D(2'|4’), and computing 1[f(z) = f(z)] and 1[f(z) = f(z)]. This sampling
process continues until the lower bound on A is higher than A”’s upper bound with tolerance
e € 10,1]. If A* is the arm with highest true precision, the following (proved by Kaufmann

and Kalyanakrishnan) holds for the true precision of the chosen rule A:
P(prec(A) > prec(A*) —e¢) >1—96 (3.5)

Algorithm 3 presents an outline of this approach. When evaluating if the rule chosen by
KL-LUCB is an anchor, we need to be confident it meets our precision criteria. Thus, if for
an identified rule A, prec,(A) < 7 but prec,,(A) > 7, we sample from D(-|A) until either we

are confident A is an anchor (precy,(A) > 7) or not (prec,,(A4) < 7).
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Algorithm 3 Identifying the Best Candidate for Greedy
function GENERATECANDS(A, ¢)

Ar 10
for all Aec A; a; € z,a; ¢ A do

if | thenOnly high-coverage|cov(A A a;) > ¢

A — A U (AN ) > Add as potential anchor
end if
end for
return A, > Candidate anchors for next round

end function

function BESTCAND(A, D, ¢, )
initialize prec, prec,;, precy, estimates VA € A
A + arg maxy prec(A)
A’ «— argmax g1 4 prec,, (A, 0) > ¢ implicit below
while prec,;,(A’) — precy,(A) > € do
sample z ~ D(z|A),z' ~ D(Z'|A") > Sample more
update prec, prec,,, precy, for A and A’
A < argmaxy prec(A)
A’ argmax gr4 4 prec,, (A4’)
end while
return A

end function
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Algorithm 4 Outline of the Beam Search
function BEAMSEARCH(f, z, D, T)

hyperparameters B, ¢, §

A* + null, Ay < 0 > Set of candidate rules
loop

Ay + GenerateCands(A;—1, cov(A*))

A; ¢ B-BestCand(A, D, B, 6, ¢) > LUCB

if A; = 0 then break loop
for all A € A; s.t. precy,(4,6) > 7 do
if cov(A) > cov(A*) then A* + A
end for
end loop
return A*

end function

3.4.2  Beam-Search for Anchor Construction

Although the greedy approach we have described so far can find short anchors with the
guarantee that, for each step, the choice was near optimal with high probability, it has two
major shortcomings. First, due to the greedy nature of the approach, it is only able to
maintain a single rule at a time (that it incrementally augments), and thus any suboptimal
choice is irreversible. Second, the greedy algorithm is not directly concerned with the coverage
of the anchors, and instead returns the shortest anchor that it finds. In order to address both
these concerns, we extend the greedy approach to perform a beam-search by maintaining a
set of candidate rules, while guiding the search to identify amongst many possible anchors
the one that has the highest coverage.

The algorithm is outlined in Algorithm 4. It is similar in structure to the greedy approach,
with a set of B current candidates instead of a single one. After generating all the possible

candidates rules, we select the B-best candidates to keep based on the KL-LUCB approach
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with multiple arms (the Ezplore-m setting). For the tolerance e € [0, 1], this version of
KL-LUCB algorithm returns a set A of size B that is an e-approximation of A*, with high
probability.

1 > mi N—e)>1-— .
P(gleli‘l prec(A) > min prec(A) —e) >1-9§ (3.6)

We omit the description of KL-LUCB for this setting, but the intuition is similar to the one
in the greedy approach. Further, amongst multiple anchors that we encounter, we output the
one with the highest coverage, thus directly optimizing Eq. (3.4). This condition is also used
for efficient pruning of the search space — we do not store any rule that has a lower coverage
than that of the best anchor found so far, since the coverage of a rule can only reduce as
more predicates are added. The beam-search algorithm is therefore more likely to return an
anchor with a higher coverage than the one found by the greedy approach, and thus we use

this algorithm for all examples and experiments.

3.4.8 Hyperparameters and Potential Issues

A rule that exactly matches x is always a valid anchor, albeit with very low coverage, and
thus, is of little use. Our algorithm can always recover this anchor, and thus is guaranteed to
terminate in a bounded number of iterations. In pathological cases, it is possible for KL-LUCB
to require a very large number of samples from D in order to separate two candidate rules
with a high confidence; however, this can be alleviated by increasing the tolerance e, the
width 4, or by setting a maximum number of samples. In practice, all explanations present in
this chapter were generated in a few seconds to few minutes. We set these parameters to
reasonable values, B = 10, e = 0.1, = 0.05, and leave an analysis of the sensitivity of our
approach to these for future work.

So far, we focused on computing anchors for individual predictions. In order to gain a
more complete understanding of how the model works, the user needs to examine multiple
explanations. Instead of randomly selecting which anchors to show to the user, we would like

to identify an optimal set of anchors that represent this global behavior, thereby reducing
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the user effort. By observing that such an objective is submodular, we propose an approach
for submodular-pick (SP) in 2 that we adapt to this setting. In particular, the approach
selects K anchors that cover as many instances in the validation set as possible. We use an
iterative, greedy method that provides guarantees on the quality of our solution, due to the

submodular nature of the optimization [45].
3.5 Experiments

We evaluate anchor explanations for complex models on a number of tasks, primarily focusing
on how they facilitate accurate predictions by users (simulated and human) on the behavior

of the models on unseen instances.

3.5.1 Simulated Users

For simulated users, we use the tabular datasets previously mentioned (adult, redv and lending).
Each dataset is split such that models are trained with the training set, explanations are
produced for instances in the validation set, and evaluated on instances in the test set. For
each dataset, we train three different models: logistic regression (Ir), 400 gradient boosted
trees (gb) and a multilayer perceptron with two layers of 50 units each (nn). We generate
both linear LIME and anchor explanations for them.

When simulating users, we compute coverage (what fraction of the instances they predict
after seeing explanations) and precision (what fraction of the predictions were correct) on the
complete test set. For each dataset, model, and explanation type, we compute these metrics
for the explanation of each instance in the validation data. Simulating when an anchor applies
is clear. It is not obvious, however, how real users would use LIME explanations. Ideally,
they should only apply explanations to examples that are close, but it is not clear what the
distance function and the threshold for “close” should be, or if users compute distances on
demand. Therefore, in this section, we simulate different behaviors, and perform a study
with real users in the following section.

In Table 3.4 (left), we show the average precision for anchor and LIME, assuming users
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Precision Coverage

anchor lime-n anchor lime-t

logistic 95.6 81.0 10.7 21.6

adult gbt 96.2 81.0 9.7 20.2
nn 95.6 79.6 7.6 17.3

logistic 95.8 76.6 6.8 17.3

rcdv gbt 94.8 71.7 4.8 2.6
nn 93.4 65.7 1 1.5

logistic 99.7 80.2 28.6 12.2

lending ght 99.3 79.9 28.4 9.1
nn 96.7 77.0 16.6 5.4

Table 3.4: Average precision and coverage with simulated users on 3 tabular
datasets and 3 classifiers. lime-n indicates direct application of LIME to unseen
instances, while lime-t indicates a threshold was tuned using an oracle to achieve
the same precision as the anchor approach. The anchor approach is able to
maintain very high precision, while a naive use of linear explanations leads to

varying degrees of precision.
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always apply the LIME explanation without any regard to distance (we call such a user
lime-n, for naive). It is clear that the anchor approach is able to deliver on the promise of
high average precision, for all datasets and models. If users apply LIME naively, on the other
hand, they get widely differing levels of precision. Since high precision is a prerequisite for
interpretability, we simulate a user that only makes a prediction with LIME if the application
of the linear explanation yields a probability above a certain threshold (setting a threshold on
the distance produced strictly worse results), and call this user lime-t. We tune the threshold
values for each dataset/model pair in order to obtain the same average precision as the anchor
approach on the test set, so that coverage is comparable. A real user would not be able to
perform this tuning, as (1) we are “cheating” by looking at the test set, and (2) the threshold
values found range from 67% to 91%, and often with huge variation in the same dataset
for different models. We show the average test coverage of the validation set explanations
for anchor and lime-t in Table 3.4 (right). There is no clear winner in terms of coverage,
thus demonstrating that even with the impossibly tuned thresholds, LIME is not able to

outperform anchors.

Although the user is often interested in specific explanations, most users would prefer a set
of explanations that explain most of the model with as little effort on their part as possible -
explanations picked using the submodular procedure described before. In Figure 3.4, we show
the coverage (for the same precision level) for ¢gb in two of the datasets (we omit the other
models/dataset due to space, but the results are similar) as the user sees more explanations,
chosen either via submodular pick (SP-LIME and SP-Anchor) or at random (RP-LIME and
RP-Anchor). The results indicate that while the average coverage of random explanations is
low (e.g. 4.8% for redv), selecting the right set of explanations with submodular pick can give
users an understanding of the model’s global behavior (e.g. ~50% after only 10 explanations).
The anchor approach also yields better coverage for the same precision - even though it is

unclear if real users can achieve such high precision with LIME.
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Figure 3.4: Coverage on the test set as the simulated user sees more explanations,
at the same precision level. While there is no clear winner for random explana-

tions, anchors are better when explanations are picked using submodular-pick.

3.5.2  User study

We ran a user study with 26 users — students who had or were taking a machine learning
course — so we could rely on familiarity with concepts such as “model”, “prediction”, and “cross
validation”. For this study, we used the adult and rcdv datasets, followed by a multiple-choice
VQA system [73] on two images. While the VQA model predicts one of 1000 labels, we
restrict it to the 5 most common answers predicted on questions in D, in order to reduce

visual overload.

For each dataset and explanation type, we want to evaluate if users are able to predict
the behavior of the model on unseen instances. Our set up for the adult and rcdv datasets
consists of the users first browsing through 10 predictions without any explanations, then
with one, and two LIME or anchor explanations. They are asked to predict the behavior of
the classifier on 10 random test instances before and 10 instances after seeing each round of

explanations. The user then goes through the same procedure on the other dataset, with the
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explanation type that was not the one used for the first one. We ask subjects to only make
predictions if they are very confident, and to select “I don’t know” otherwise. We measure
coverage as the fraction of instances where users made a prediction other than “I don’t know”
(i.e. their perceived coverage), and only measure precision in these instances. This process is
repeated for the two VQA images - half the users see LIME for the first and then anchor for
the second, and vice versa for the other half, and predict the model’s answers on 20 questions
before and after explanations. The explanations are comparable in size: LIME explanations
had at most 5 terms in all datasets, while anchors varied from 1 to 5, depending on each
individual prediction.

The results in Table 3.5, where LIME(1) refers to results after one LIME explanation
and so on, show that users with anchors achieve high-precision - around 95% for all of the
combinations, except for Anchor(2) in adult. The coverage of users with anchors grows with
a second explanation on both datasets. Precision with LIME, on the other hand, varies
depending on the dataset - although it is better than the precision with no explanations in
every setting except vqal.

The subjects made mostly correct predictions when using anchors (high precision), and
knew to select “I don’t know” when an instance was not covered by the explanation. In
contrast, with LIME or no explanations, users thought they could make confident predictions
more often, even though their precision was considerably lower. Further, it took dramatically
less time to understand and use anchors as compared to linear explanations, across all datasets
and tasks. On a poll, 21/26 of users preferred anchors, and 24/26 said they would be more
precise with anchors; interestingly, the 2 users who said they would be more precise with
LIME were actually more precise with anchors. Many commented that it was easier to
apply anchors than combining the weights of LIME explanations, especially with multiple
explanations. They also felt more confident in their predictions with anchors.

The user study confirms our hypotheses: it is much easier for users to understand the
coverage of anchor explanations as opposed to linear explanations, and to achieve high-

precision understanding of the model’s behavior (as measured by predicting it on new
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Precision Coverage (perceived) Time/pred (seconds)
Method

adult rcdv vqal wvqa2 adult redv vqgal vqa2 adult redv vgal vqa2

No expls 548 831 615 684 796 635 39.8 30.8 29.8+14 35.7+26 18.7+£20 13.94+20

—_

LIME(1) 68.3 981 575 763 89.2 554 715 542 285+10 24.6+6 8.6+3 1.1+8
Anchor(1) 100.0 97.8 93.0 989 431 246 319 27.3 13.0+4  14.4+5 5442 3.7+1

LIME(2) 89.9 729 - - 785 63.1 - - 37.8+20 24.4+£7 - -
Anchor(2) 874 95.8 - - 62.3 454 - - 10.5+3 19.2+10 - -

Table 3.5: Results of the User Study. Underline: significant w.r.t. anchors in
the same dataset and same number of explanations. Results show that users
consistently achieve high precision with anchors, as opposed to baselines, with

less effort (time).

instances). Anchors are also easier to comprehend, and take less effort in applying, as
reflected in their times and qualitative feedback. On the other hand, coverage with LIME, is
generally superior to both anchors and no explanations. While both methods are superior
to no explanations, there is a tradeoff between precision and coverage, and which is more

important to the setting will determine the choice of explanation.

3.6 Limitations

Having demonstrated the flexibility and usefulness of the anchor approach for a wide variety
of domains, and having compared it to the state-of-the-art, we now turn to its limitations

and opportunities for future work.

Overly specific anchors: Predictions that are near a boundary of the black box model’s
decision function, or predictions of very rare classes may require very specific “sufficient
conditions”, and thus their anchors may be complex and provide low coverage. We give an

example in Figure 3.5 (adult dataset), where a particular prediction is very near the boundary



28 < Age < 37
Workclass = Private
Education = High School grad
Marital Status = Married
Occupation = Blue-Collar
Relationship = Husband
Race = White
Sex = Male
Capital Gain = None
Capital Loss = Low
Hours per week < 40.00
Country = United-States

P(Salary > $50K) = 0.57

(a) Instance and prediction

Less than $50K

(b) LIME explanation

IF Country = United-States AND Capital Loss = Low
AND Race = White AND Relationship = Husband
AND Married AND 28 < Age < 37

AND Sex = Male AND High School grad

AND Occupation = Blue-Collar

THEN PREDICT Salary > $50K

(c) An anchor explanation
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Figure 3.5: Explaining a prediction near the decision boundary in the UCI adult

dataset.
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of the decision function — almost any change to the instance results in a change in prediction.
While the very specific anchor in Figure 3.5¢c communicates to the user that the conditions
necessary for the prediction are very specific, it does not generalize well to other instances,
due to its narrowness. It also does not give much insight into the model’s behavior besides
the fact that the instance is near a decision boundary. In cases like these, a linear LIME
explanation (Figure 3.5b) is to be preferred due to the potential insights it gives, with the

caveat that users may sometimes generalize incorrectly due to unclear coverage.

Potentially conflicting anchors: When using the anchor approach “in the wild”, two
or more anchors with different predictions may apply to the same test instance. While
possible, this situation is unlikely for two reasons: (1) the high probability precision guarantee
that anchors have by construction, and (2) the submodular objective in the pick procedure
encourages a set of anchors with low overlap. If this were to happen in a real situation, we
would want to alert the user, suggest further investigation, and maybe suggest increasing the

precision threshold.

Complex output spaces: For certain problems where the output is structured and complex,
there is a variety of explanations that may be useful. In this work, we restrict ourselves to
explaining certain functions of the output, such as in Tables 3.1 and 3.2, leaving the task of
explaining the full output space to future work. We emphasize that this is a problem that is
not specific to the anchor approach, but still an open problem in the explanation literature.
Even for a “simpler” output space such as the one present in the multi-label classification
setting [89], it is not clear if the best option would be to explain each label individually or the
set of predicted labels as a single label. The former could overwhelm the user if the number of

labels is too large, while the latter may lead to non intuitive, or overly complex explanations.

3.7 Conclusions

We have argued that high precision and clear coverage are desirable properties for interpretable

explanations of a model’s local behavior. We introduced a novel family of rule-based, model-
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agnostic explanations called anchors, designed to exhibit both these properties. Anchors
highlight the part of the input that is sufficient for the classifier to make the prediction,
making them intuitive and easy to understand. We demonstrated the flexibility of the anchor
approach by explaining predictions from a variety of classifiers on domains ranging from
tabular/text /image classification, translation, sequence tagging, and visual question answering.
In a user study, we showed that anchors not only lead to higher human precision than LIME
explanations, but also require less effort to understand and apply. On the other hand, we
highlighted that a trade-off exists: LIME explanations have more coverage, and sometimes
anchors are so specific that they lose their explanatory power while LIME explanations still

provide insight.
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Chapter 4

SEMANTICALLY EQUIVALENT ADVERSARIAL RULES FOR
DEBUGGING NLP MODELS

4.1 Introduction

With increasing complexity of models for tasks like classification [34]|, machine compre-
hension |71, 82|, and visual question answering [105], models are becoming increasingly
challenging to debug, and to determine whether they are ready for deployment. In particular,
these complex models are prone to brittleness: different ways of phrasing the same sentence
can often cause the model to output different predictions.

While held-out accuracy is often useful, it is not sufficient: practitioners consistently
overestimate their model’s generalization [67]| since test data is usually gathered in the
same manner as training and validation. When deployed, these seemingly accurate models
encounter sentences that are written very differently than the ones in the training data, thus
making them prone to mistakes, and fragile with respect to distracting additions [32|. These
problems are exacerbated by the variability in language, and by cost and noise in annotations,
making such bugs challenging to detect and fix, even if one has LIME or anchor explanations.

A particularly challenging issue is oversensitivity [32]: a class of bugs where models
output different predictions for very similar inputs. These bugs are prevalent in image
classification [86], a domain where one can measure the magnitude of perturbations, and
many small-magnitude changes are imperceptible to the human eye. For text, however, a
single word addition can change semantics (e.g. adding “not”), or have no semantic impact
for the task at hand.

Inspired by adversarial examples for images, we introduce semantically equivalent adver-

saries (SEAs) — text inputs that are perturbed in semantics-preserving ways, but induce
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In the United States especially, several high-profile cases such as Debra
LaFave, Pamela Rogers, and Mary Kay Letourneau have caused

increased scrutiny on teacher misconduct.

(a) Input Paragraph

Q: What has been the result of this publicity?

A: increased scrutiny on teacher misconduct

(b) Original Question and Answer

Q: What halL been the result of this publicity? Q: What’s been the result of this publicity?

A: teacher misconduct A: teacher misconduct

(c) Adversarial Q & A [17] (d) Semantically Equivalent Adversary

Figure 4.1: Adversarial examples for question answering, where the model pre-
dicts the correct answer for the question and input paragraph (4.1a and 4.1b). It
is possible to fool the model by adversarially changing a single character (4.1c),
but at the cost of making the question nonsensical. A Semantically Equivalent

Adversary (4.1d) results in an incorrect answer while preserving semantics.

changes in a black box model’s predictions (example in Figure 4.1). Producing such adversar-
ial examples systematically can significantly aid in debugging ML models, as it allows users
to detect problems that happen in the real world, instead of oversensitivity only to malicious
attacks such as intentionally scrambling, misspelling, or removing words [7, 17, 54]. This is
a different kind of explanation than the ones we presented in chapters 2 and 3, where the
purpose was to understand why the model was making a prediction. Here, the purpose is to
understand if the model is prone to oversensitivity bugs - if such bugs are not present in a
prediction, no explanation will be produced.

While SEAs describe local brittleness (i.e. are specific to particular predictions), we are
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Transformation Rules #Flips

(WP is—WP’s) 70 (1%)
(7 27) 202 (3%)

(a) Example Rules

Original: What is the oncorhynchus also called? Original: How long is the Rhine?
A: chum salmon A: 1,230 km

Changed: What’s the oncorhynchus also called? Changed: How long is the Rhine??
A: keta A: more than 1,050,000

(b) Example for (WP is—WP’s) (c) Example for (?—279)

Figure 4.2: Semantically Equivalent Adversarial Rules: For the task of question
answering, the proposed approach identifies transformation rules for questions
in (a) that result in paraphrases of the queries, but lead to incorrect answers
(#Flips is the number of times this happens in the validation data). We show
examples of rephrased questions that result in incorrect answers for the two rules

in (b) and (c).

also interested in bugs that affect the model more globally. We represent these via simple
replacement rules that induce SEAs on multiple predictions, such as in Figure 4.2, where
a simple contraction of “is” after Wh pronouns (what, who, whom) (4.2b) makes 70 (1%) of
the previously correct predictions of the model “flip” (i.e. become incorrect). Perhaps more
surprisingly, adding a simple “?” induces mistakes in 3% of examples. We call such rules
semantically equivalent adversarial rules (SEARS).

In this chapter, we present SEAs and SEARs, designed to unveil local and global oversen-
sitivity bugs in NLP models. We first present an approach to generate semantically equivalent

adversaries, based on paraphrase generation techniques [51], that is model-agnostic (i.e. works
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for any black box model). Next, we generalize SEAs into semantically equivalent rules, and
outline the properties for optimal rule sets: semantic equivalence, high adversary count, and
non-redundancy. We frame the problem of finding such a set as a submodular optimization
problem, leading to an accurate yet efficient algorithm.

Including the human into the loop, we demonstrate via user studies that SEARs help users
uncover important bugs on a variety of state-of-the-art models for different tasks (sentiment
classification, visual question answering). Our experiments indicate that SEAs and SEARs
make humans significantly better at detecting impactful bugs — SEARs uncover bugs that
cause 3 to 4 times more mistakes than human-generated rules, in much less time. Finally,
we show that SEARs are actionable, enabling the human to close the loop by fixing the

discovered bugs using a data augmentation procedure.
4.2 Semantically Equivalent Adversaries (SEAs)

Consider a black box model f that takes a sentence x and makes a prediction f(x), which
we want to debug. We identify adversaries by generating paraphrases of x, and getting
predictions from f until the original prediction is changed.

Given an indicator function SemEq(z, ') that is 1 if z is semantically equivalent to 2" and
0 otherwise, we define a semantically equivalent adversary (SEA) as a semantically equivalent
instance that changes the model prediction in Eq (4.1). Such adversaries are important in

evaluating the robustness of f, as each is an undesirable bug.
SEA(z,2") =1[SemEq(z, 2') A f(x) # f (2')] (4.1)

While there are various ways of scoring semantic similarity between pairs of texts based on
embeddings [52, 96|, they do not explicitly penalize unnatural sentences, and generating
sentences requires surrounding context [52| or training a separate model. We turn instead to
paraphrasing based on neural machine translation [51|, where P(z’|z) (the probability of a
paraphrase 2’ given original sentence x) is proportional to translating x into multiple pivot

languages and then taking the score of back-translating the translations into the original
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language. This approach scores semantics and “plausibility” simultaneously (as translation
models have “built in” language models) and allows for easy paraphrase generation, by linearly
combining the paths of each back-decoder when back-translating.

Unfortunately, given source sentences z and z, P(2'|x) is not comparable to P(2’|z),
as each has a different normalization constant, and heavily depends on the shape of the
distribution around x or z. If there are multiple perfect paraphrases near z, they will all
share probability mass, while if there is a paraphrase much better than the rest near z, it will
have a higher score than the ones near z, even if the paraphrase quality is the same. We thus
define the semantic score S(x,2’) as a ratio between the probability of a paraphrase and the
probability of the sentence itself:

S(z,2') = min (1, ];(é’l;c)) ) (4.2)

We define SemEq(x,2’) = 1[S(z,2’) > 7], i.e. 2 is semantically equivalent to x if the
similarity score between x and z’ is greater than some threshold 7 (which we crowdsource
in Section 4.5). In order to generate adversaries, we generate a set of paraphrases II,
around z via beam search and get predictions on II, using the black box model until an
adversary is found, or until S(x,z’) < 7. We may be interested in the best adversary for a
particular instance, i.e. argmax, . S(x,2")SEA,(2'), or we may consider multiple SEAs for
generalization purposes. We illustrate this process in Figure 4.3, where we generate SEAs
for a Visual Question Answreing model by generating paraphrases around the question, and
checking when the model prediction changes. The first two adversaries with highest S(x,2’)
are semantically equivalent, the third maintains the semantics enough for it to be a useful

adversary, and the fourth is ungrammatical and thus not useful.
4.3 Semantically Equivalent Adversarial Rules (SEARs)

While finding the best adversary for a particular instance is useful, humans may not have
time or patience to examine too many SEAs, and may not be able to generalize well from

them in order to understand and fix the most impactful bugs. In this section, we address the
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What color is the tray? Pink
What colour is the tray? Green
Which color is the tray? Green
What color is it? Green
How color is tray? Green

Figure 4.3: Visual QA Adversaries: Paraphrasing questions to find adversaries
for the original question (top, in bold) asked of a given image. Adversaries are

sorted by decreasing semantic similarity.

problem of generalizing local adversaries into Semantically Equivalent Adversarial Rules for
Text (SEARs), search and replace rules that produce semantic adversaries with little or no
change in semantics, when applied to a corpus of sentences. Assuming that humans have
limited time, and are thus willing to look at B rules, we propose a method for selecting such
a set of rules given a reference dataset X.

A rule takes the form r = (a—c¢), where the first instance of the antecedent a is replaced
by the consequent ¢ for every instance that includes a, as we previously illustrated in Figure
4.2a. The output after applying rule r on a sentence z is represented as the function call r(z),

e.g. if r =(movie— film), r(“Great movie!”) = “Great film!”.

Proposing a set of rules: In order to generalize a SEA 2’ into a candidate rule, we must
represent the changes that took place from = — /. We will use x = “What color is it?” and
' = “Which color is it?” from Figure 4.4 as a running example.

One approach is exact matching: selecting the minimal contiguous sequence that turns

x into a', (What— Which) in the example. Such changes may not always be semantics
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Q: Whatis What’s this? rl: WP is » WP’s =1 PY
A: Peg Cat r2: What is » What’s r2 rl
Q: What Which color is it? r3: color - colour r3 w Bugs
A: Blue Red r4: What NOUN » Which NOUN r4
5+ What—-Whieh r3 o4
SEAs Candidate rules

Submodular coverage

Figure 4.4: SEAR process. (1) SEAs are generalized into candidate rules,
(2) rules that are not semantically equivalent are filtered out, e.g. r5:
(What— Which), (3) rules are selected according to Eq (4.3), in order to max-
imize coverage and avoid redundancy (e.g. rejecting r2, valuing r1 more highly
than r4), and (4) a user vets selected rules and keeps the ones that they think

are bugs.

preserving, so we also propose further rules by including the immediate context (previous
and/or next word with respect to the sequence), e.g. (What color— Which color). Adding
such context, however, may make rules very specific, thus restricting their value. To allow for
generalization, we also represent the antecedent of proposed rules by a product of their raw
text with coarse and fine-grained Part-of-Speech tags, and allow these tags to happen in the
consequent if they match the antecedent. In the running example, we would propose rules
like (What color— Which color), (What NOUN— Which NOUN), (WP color— Which color), etc.

We generate SEAs and propose rules for every x € X, which gives us a set of candidate

rules (second box in Figure 4.4, for loop in Algorithm 5).

Selecting a set of rules: Given a set of candidate rules, we want to select a set R such

that |R| < B, and the following properties are met:

1. Semantic Equivalence: Application of the rules in the set should produce semantically

equivalent instances. This is equivalent to considering rules that have a high probability of
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inducing semantically equivalent instances when applied, i.e. E[SemEq(z,r(z))] > 1—4. This
is the Filter step in Algorithm 5. For example, consider the rule (What— Which) in Fig 4.4
which produces some semantically equivalent instances, but also produces many instances
that are unnatural (e.g. “What is he doing?” — “Which is he doing?”), and is thus filtered

out by this criterion.

2. High adversary count: The rules in the set should induce as many SEAs as pos-
sible in validation data. Furthermore, each of the induced SEAs should have as high of
a semantic similarity score as possible, i.e. for each rule r € R we want to maximize
Y vex S(x,r(x))SEA(z,r(x)). In Figure 4.4, r1 induces more and more similar mistakes

when compared to r4, and is thus superior to r4.

3. Non-redundancy: Different rules in the set may induce the same SEAs, or may
induce different SEAs for the same instances. Ideally, rules in the set should cover as many
instances in the validation as possible, rather than focus on a small set of fragile predictions.
Furthermore, rules should not be repetitive to the user. In Figure 4.4 (mid), r1 covers a
superset of r2’s adversaries, making r2 completely redundant and thus not included in R.
Properties 2 and 3 combined suggest a weighted coverage problem, where a rule r covers
an instance z if SEA(z,r(z)), the weight of the connection being given by S(z,r(z)). We
thus want to find the set of semantically equivalent rules that:
R?}%?EB 2 max S(z,r(z))SEA(x,r(x)) (4.3)
While Eq (4.3) is NP-hard, the objective is monotone submodular [46], and thus a greedy
algorithm that iteratively adds the rule with the highest marginal gain offers a constant-factor
approximation guarantee of 1 — 1/e to the optimum. This is the SubMod procedure in

Algorithm 5, represented pictorially in Figure 4.4, where the output is a set of rules given to

a human, who judges if they are really bugs or not.
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Algorithm 5 Generating SEARs for a model
Require: Classifier f, Correct instances X

Require: Hyperparameters, o, 7, Budget B
R« {} > Set of rules
for all x € X do
X" = GenParaphrases(X, 7)
A— {2 € X'| f(x) # f(2')} > SEAs; §4.2
R < R U Rules(A)

end for

R « Filter(R, 9, 7) > Remove low scoring SEARs
R < SubMod(R, B) > high count / score, diverse
return R

4.4 Illustrative Examples

Before evaluating the utility of SEAs and SEARs with user studies, we show examples in
state-of-the-art models for different tasks. Note that we treat these models as black boxes,

not using model internals or gradients in any way when discovering these bugs.

Machine Comprehension: We take the AllenNLP [22] implementation of BiDaF [82] for
Machine Comprehension, and display some high coverage SEARs for it in Table 4.1 (also,
Figures 4.1 and 4.2a). For each rule, we display two example questions with the corresponding
SEA, the prediction (with corresponding change) and the percentage of “flips” - instances
previously predicted correctly on the validation data, but predicted incorrectly after the
application of the rule. The rule (What VBZ— What’s) generalizes the SEA on Figure 4.1,
and shows that the model is fragile with respect to contractions (flips 2% of all correctly
predicted instances on the validation data). The second rule uncovers a bug with respect
to simple question rephrasing, while the third and fourth rules show that the model is not

robust to a more conversational style of asking questions.
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SEAR Questions / SEAs f(x) Flips

Whatis What’s the NASUWT? Tradeunions

What VBZ — Teachers in Wales
2%
What’s What-is What’s a Hauptlied? main-hyma Veni
redemptor gentium
What-—reseuree Which resource  eeal wool
What NOUN —  was mined in the Newcastle area? 1%
Which NOUN What-health Which health nerveus—breakdoewn
problem did Tesla have in 18797 relations
What-was So what was Satyagraha
What VERB —  Ghandi’s work called? Civil Disobedience 2
0
So what VERB ~ What-s So what is a new trend Ge-teaching
in teaching? educational institutions
What-did And what did Tesla an-induetion—motoer
What VBD — develop in 18877 laboratory 2%
And what VBD  What-was And what was journatist sleep

Kenneth Swezey’s job?

Table 4.1: SEARs for Machine Comprehension.

Visual QA: We show SEARs for a state-of-the-art visual question-answering model [105]
in Table 4.2. Even though the contexts are different (paragraphs for machine comprehension,
images for VQA), it is interesting that both models display similar bugs. The fact that VQA

is fragile to “Which” questions is because questions of this form are not in the training set,
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SEAR Questions / SEAs f(x) Flips

WP VBZ— What-has What’s been cut? Gake Pizza 3.3%
WP’s Whe-is Who's holding the baby Weman Man o
What NOUN— What Which kind of floor is it? Weed Marble 3 0%
9%

Which NOoUN  What Which color is the jet?  Gray White

What eeler colour is the tray? Pink Green
color —colour 2.2%

What eeler colour is the jet?  Gray Blue

ADV is— Where-is Where’s the jet? Sky Airport .
2.1%

ADV’s Hew-is How’s the desk? Messy Empty

Table 4.2: SEARs for Visual QA.

while (color— colour) probably stems from an American bias in data collection. Changes
induced by these four rules flip more than 10% of the predictions in the validation data,

which is of critical concern if the model is being evaluated for production.

Sentiment Analysis: Finally, in Table 4.3 we display SEARs for a fastText [34] model for
sentiment analysis trained on movie reviews. Surprisingly, many of its predictions change for
perturbations that have no sentiment connotations, even in the presence of polarity-laden
words.

These examples illustrate that models are prone both to similar bugs (as in MC and VQA)
and to completely different ones (sentiment analysis), which makes the detection problem
much harder for humans (as our experiments in Section 4.5 will demonstrate). Practitioners
understand the importance of carefully debugging models before releasing them, and these

examples illustrate how SEARs can be an invaluable tool to automate part of the bug
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SEAR Reviews / SEAs f(x) Flips
movie — Yeah, the mevie film pretty much sucked . Neg Pos o
2%
film This is not mevie film making . Neg Pos
film — Excellent fil movie . Pos Neg o
1%
movie I'll give this il movie 10 out of 10 ! Poes Neg
Ray Charles is was legendary . Pos Neg
is —was 4%
It s was a really good show to watch . Pos Neg
Now #his that is a movie I really dislike . Neg Pos
this —that 1%

The camera really likes her in +his that movie. Pes Neg

DET NOUN is  The-mevieds It is terrible Neg Pos

—it is The-diatogis [t is atrocious Neg Pos

1%

Table 4.3: SEARs for Sentiment Analysis.

discovery process. Finally, we note that whether or not a SEAR is a bug is task-dependent:
(is—was) does not change semantics for the task of sentiment analysis or VQA, but it does
for MC if the paragraph discusses the past and the present. That, coupled with the hardness
of paraphrase generation and evaluation, is why we assume a human will vet SEARs at the

end of the process (Figure 4.4).

4.5 User Studies

We compare automatically discovered SEAs and SEARs to user-generated adversaries and
rules, and propose a way to fix the bugs induced by SEARs.

Our evaluation benchmark includes two tasks: visual question answering (VQA) and
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sentiment analysis on movie review sentences. We choose these tasks because a human can
quickly look at a prediction and judge if it is correct or incorrect, can easily perturb instances,
and judge if two instances in a pair are semantically equivalent or not. Since our focus is
debugging, throughout the experiment we only considered SEAs and SEARs on examples that
are originally predicted correctly (i.e. every adversary is also by construction a mistake). The

user interfaces for all experiments in this section are included in the supplementary material.

4.5.1 Implementation Details

The paraphrasing model [51] requires translation models to and from different languages. We
train neural machine translation models using the default parameters of OpenNMT-py [41]
for English<»Portuguese and English<»French models, on 2 million and 1 million parallel
sentences (respectively) from EuroParl, news, and other sources [88]. We use the spacy library
(http://spacy.io) for POS tagging. For SEAR generation, we set 6 = 0.1 (i.e. at least 90%
equivalence). We generate a set of candidate adversaries as described in Section 4.2, and
ask mechanical turkers to judge them for semantic equivalence. Using these evaluations, we
identify 7 = 0.0008 as the value that minimizes the entropy in the induced splits, and use it
for the remaining experiments.

For VQA, we use the multiple choice telling system and dataset of Zhu et al. [105], using
their implementation, with default parameters. The training data consists of questions that
begin with “What”, “Where”, “When”, “Who”, “Why”, and “How”. The task is multiple choice,
with four possible answers per instance. For sentiment analysis, we train a fastText [34] model
with unigrams and bigrams (embedding size of 50) on RottenTomato movie reviews [65], and
evaluate it on IMDB sentence-sized reviews [44], simulating the common case where a model

trained on a public dataset is applied to new data from a similar domain.

4.5.2  Can humans find good adversaries?

In this experiment, we compare our method for generating SEAs with user’s ability to

discover semantic-preserving adversaries. We take a random sample of 100 correctly-predicted
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instances for each task. In the first condition (human), we display each instance to 3 Amazon
Mechanical Turk workers, and give them 10 attempts at creating semantically equivalent
adversaries (with immediate feedback as to whether or not their attempts changed the
prediction). Next, we ask them to choose the adversary that is semantically closest to the
original instance, out of the candidates they generated. In the second condition (SEA), we
generate adversaries for each of the instances, and pick the best adversary according to the
semantic scorer. The third condition (HSEA) is a collaboration between our method and
humans: we take the top 5 adversaries ranked by S(z,z’), and ask workers to pick the one
closest to the original instance, rather than asking them to generate the adversaries.

To evaluate whether the proposed adversaries are semantically equivalent, we ask a
separate set of workers to evaluate the similarity between each adversary and the original
instance (with the image as context for VQA), on a scale of 1 (completely unrelated) to
5 (exactly the same meaning). Each adversary is evaluated by at least 10 workers, and
considered equivalent if the median score > 4. We thus obtain 300 comparisons between
human and SEA, and 300 between human and HSEA.

The results in Table 4.4a and 4.4b are consistent across tasks: both models are susceptible
to SEAs for a large fraction of predictions, and our fully automated method is able to produce
SEAs as often as humans (left columns). On the other hand, asking humans to choose
from generated SEAs (HSEA) yields much better results than asking humans to generate
them (right columns), or using the highest scored SEA. The semantic scorer does make
mistakes, so the top adversary is not always semantically equivalent, but a good quality SEA
is often in the top 5, and is easily identified by users.

On both datasets, the automated method or humans were able to generate adversaries at
the exclusion of the other roughly one third of the time, which indicates that they do not
generate the same adversaries. Humans generate paraphrases differently than our method:
the average character edit distance of our SEAs is 6.2 for VQA and 9.0 for Sentiment, while
for humans it is 18.1 and 43.3, respectively. This is illustrated by examples in Table 4.5 - in

Table 4.5a we see examples where very compact changes generate adversaries (humans were



79

Human vs SEA Human vs HSEA

Neither 145 (48%) 127 (42%)
Only Human 47 (16%) 38 (13%)
Only SEA 54 (18%) 72 (24%)
Both 54 (18%) 63 (21%)

(a) Visual Question-Answering

Human vs SEA Human vs HSEA

Neither 177 (59%) 161 (54%)
Only Human 45 (15%) 40 (13%)
Only SEA 47 (16%) 63 (21%)
Both 31 (10%) 36 (12%)

(b) Sentiment Analysis

Table 4.4: Finding Semantically Equivalent Adversaries: we compare how of-
ten humans produce semantics-preserving adversaries, when compared to our
automatically generated adversaries (SEA, left) and our adversaries filtered by
humans (HSEA, right). There are four possible outcomes: neither produces a
semantic equivalent adversary (i.e. they either do not produce an adversary or
the adversary produced is not semantically equivalent), both do, or only one is

able to do so.

not able to find these changes though). The examples in Table 4.5b indicate that humans
can generate adversaries that: (1) make use of the visual context in VQA, which our method
does not, and (2) significantly change the sentence structure, which the translation-based

semantic scorer does not.
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Dataset Original SEA

Where are the men? Where are the males?
VQA
What kind of meat is on the boy’s plate? What sort of meat is on the boy’s plate?

They are so easy to love, but even more They're so easy to love, but even more

easy to identify with. easy to identify with.
Sentiment

Today the graphics are crap. Today, graphics are bullshit.

(a) Automatically generated adversaries, examples where humans failed to generate

SEAs (Only SEA)

Dataset Original Human-generated SEA
A How many suitcases? How many suitcases are sitting on the shelf?
VQ
Where is the blue van? What is the blue van’s location?

(very serious spoilers) this movie was serious spoilers this movie did not deliver

a huge disappointment. what I hoped
Sentiment

Also great directing and photography. Photography and directing were on point.

(b) Human generated adversaries, examples where our approach failed to generate

SEAs (Only Human)

Table 4.5: Examples of generated adversaries.

4.5.83  Can experts find high-impact bugs?

Here we investigate whether experts are able to detect high-impact global bugs, i.e. devise
rules that flip many predictions, and compare them to generated SEARs. Instead of AMT

workers, we have 26 expert subjects: students, graduates, or professors who have taken at
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Figure 4.5: Mistakes induced by expert-generated rules (green), SEARs (blue),

and a combination of both (pink), with standard error bars.

least a graduate course in machine learning or NLP!. The experiment setup is as follows: for
each task, subjects are given an interface where they see examples in the validation data,
perturb those examples, and get predictions. The interface also allows them to create search
and replace rules, with immediate feedback on how many mistakes are induced by their
rules. They also see the list of examples where the rules apply, so they can verify semantic
equivalence. Subjects are instructed to try to maximize the number of mistakes induced
in the validation data (i.e. maximize “mistake coverage”), but only through semantically
equivalent rules. They can try as many rules as they like, and are asked to select the best
set of at most 10 rules at the end. This is quite a challenging task for humans (yet another
reason to prefer algorithmic approaches), but we are not aware of any existing automated
methods. Finally, we instruct subjects they could finish each task in about 15 minutes (some
took longer, some ended earlier), in order to keep the total time reasonable.

After creating their rules for VQA and sentiment analysis, the subjects evaluate 20 SEARs
(one rule at a time) for each task, and accept only semantically equivalent rules. When a

subject rejects a rule, we recompute the remaining set according to Eq (4.3) in real time. If a

'We have an IRB/consent form, and personal information was only collected as needed to compensate
subjects
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Figure 4.6: Time for users to create rules (green) and to evaluate SEARs (blue),

with standard error bars.

subject accepts more than 10 rules, only the first 10 are considered, in order to ensure a fair

comparison against the expert-generated rules.

We compare expert-generated rules with accepted SEARs (each subject’s rules are com-
pared to the SEARSs they accepted) in terms of the percentage of the correct predictions that
“flip” when the rules are applied. This is what we asked the subjects to maximize, and all
the rules were ones deemed to be semantic equivalent by the subjects themselves. We also
consider the union of expert-generated rules and accepted SEARs. The results in Figure 4.5
show that on both datasets, the filtered SEARs induce a much higher rate of mistakes than
the rules the subjects themselves created, with a small increase when the union of both sets
is taken. Furthermore, subjects spent less time evaluating SEARs than trying to create their
own rules (Figure 4.6). SEARs for sentiment analysis contain fewer POS tags, and are thus

easier to evaluate for semantic equivalence than for VQA.

Discovering these bugs is hard for humans (even experts) without SEARs: not only do
they need to imagine rules that maintain semantic equivalence, they must also discover the
model’s weak spots. Making good use of POS tags is also a challenge: only 50% of subjects
attempt rules with POS tags for VQA, 36% for sentiment analysis. One subject discovered
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the rules (What is— What’s), (How is— How’s), (Who is— Who's), ( Where is— Where’s),
(When is— When’s), and (Why is— Why’s), but did not think to express them more concisely
with rules such as (WP is—WP’s).

Experts accepted 8.69 rules (on average) out of 20 for VQA as semantically equivalent,
and 17.32 out of 20 for sentiment analysis. Similar to the previous experiment, errors made
by the semantic scorer lead to rules that are not semantically equivalent (e.g. Table 4.7).
With minimal human intervention, however, SEARs vastly outperform human experts in

finding impactful bugs.

4.5.4  Fizing bugs using SEARs

Once such bugs are discovered, it is natural to want to fix them. The global and deterministic
nature of SEARs make them actionable, as they represent bugs in a systematic manner. Once
impactful bugs are identified, we use a simple data augmentation procedure: applying SEARs
to the training data, and retraining the model on the original training augmented with the
generated examples.

We take the rules that are accepted by > 20 subjects as accepted bugs, a total of 4 rules
(in Table 4.2) for VQA, and 16 rules for sentiment (including ones in Table 4.3). We then
augment the training data by applying these rules to it, and retrain the models. To check
if the bugs are still present, we create a sensitivity dataset by applying these SEARs to
instances predicted correctly on the validation. A model not prone to the bugs described by
these rules should not change any of its predictions, and should thus have error rate 0% on
this sensitivity data. We also measure accuracy on the original validation data, to make sure
that our bug-fixing procedure is not decreasing accuracy.

Table 4.6 shows that the incidence of these errors is greatly reduced after augmentation,
with negligible changes to the validation accuracy (on both tasks, the changes are consistent
with the effect of retraining with different seeds). These results show that SEARs are useful
not only for discovering bugs, but are also actionable through a simple augmentation technique

for any model.
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Error rate

Validation Sensitivity

Visual QA
Original Model 44.4.% 12.6%
SEAR Augmented 45.7 % 1.4%
Sentiment Analysis
Original Model 22.1% 12.6%
SEAR Augmented 21.3% 3.4%

Table 4.6: Fixing bugs using SEARs: Effect of retraining models using SEARs,
both on original validation and on sensitivity dataset. Retraining significantly

reduces the number of bugs, with statistically insignificant changes to accuracy.

4.6 Related Work

Previous work on debugging primarily focuses on ezplaining predictions in validation data in
order to uncover bugs [48], or find labeling errors [101, 42]. Our work is complementary to
these techniques, as they provide no mechanism to detect oversensitivity bugs. We are able to

uncover these bugs even when they are not present in the data, since we generate sentences.

Adversarial examples for image recognition are typically indistinguishable to the human
eye [86]. These are more of a security concern than bugs per se, as images with adversarial
noise are not “natural”’; and not expected to occur in the real world outside of targeted attacks.
Adversaries are usually specific to predictions, and even universal adversarial perturbations [64]
are not natural, semantically meaningful to humans, or actionable. “Imperceptible” adversarial
noise does not carry over from images to text, as adding or changing a single word in a
sentence can drastically alter its meaning. Jia and Liang [32] recognize that a true analog

to detect oversensitivity would need semantic-preserving perturbations, but do not pursue
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an automated solution due to the difficulty of paraphrase generation. Their adversaries
are whole sentence concatenations, generated by manually defined rules tailored to reading
comprehension, and each adversary is specific to an individual instance. Zhao et al. [103]
generate natural text adversaries by projecting the input data to a latent space using a
generative adversarial networks (GANs), and searching for adversaries close to the original
instance in this latent space. Apart from the challenge of training GANs to generate high
quality text, there is no guarantee that an example close in the latent space is semantically
equivalent. Ebrahimi et al. [17], along with proposing character-level changes that are not
semantic-preserving, also propose a heuristic that replaces single words adversarially to
preserve semantics. This approach not only depends on having white-box access to the
model, but is also not able to generate many adversaries (only ~ 1.6% for sentiment analysis,
compare to ~ 33% for SEAs in Table 4.4b). Developed concurrently with our work, Iyyer
et al. [31] proposes a neural paraphrase model based on back-translated data, which is able
to produce paraphrases that have different sentence structures from the original. They use
paraphrases to generate adversaries and try to post-process nonsensical outputs, but they
do not explicitly reject non-semantics preserving ones, nor do they try to induce rules from
individual adversaries. In any case, their adversaries are also useful for data augmentation,

in experiments similar to ours.

In summary, previous work on text adversaries change semantics, only generate local
(instance-specific) adversaries [103, 31|, or are tailored for white-box models [17] or specific
tasks [32]. In contrast, SEAs expose oversensitivity for specific predictions of black-box
models for a variety of tasks, while SEARs are intuitive and actionable global rules that
induce a high number of high-quality adversaries. To our knowledge, we are also the first to
evaluate human performance in adversarial generation (semantics-preserving or otherwise),
and our extensive evaluation shows that SEAs and SEARs detect individual bugs and general

patterns better than humans can.
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SEAR Questions / SEAs f(x)

What is en in the background?  A-building Mountains
on —in

What is en? in Hights The television

Where are is the water bottles TFable Vending Maching
VBP—is

Where are is the people gathered livingreem kitchen
VERB on — What is en the background? A-building Mountains
VERB What are the planes parked en? Generete landing strip

Table 4.7: SEARs for VQA that are rejected by users.

4.7 Limitations and Future Work

Having demonstrated the usefulness of SEAs and SEARs in a variety of domains, we now

describe their limitations and opportunities for future work.

Semantic scoring errors: Paraphrasing is still an active area of research, and thus our
semantic scorer is sometimes incorrect in evaluating rules for semantic equivalence. We show
examples of SEARs that are rejected by users in Table 4.7 — the semantic scorer does not
sufficiently penalize preposition changes, and is biased towards common terms. The presence

of such errors is why we still need humans in the loop to accept or reject SEARs.

Other paraphrase limitations: Paraphrase models based on neural machine translation
are biased towards maintaining the sentence structure, and thus do not produce certain
adversaries (e.g. Table 4.5b), which recent work on paraphrasing [31]| or generation using
GANs [103] may address. More critically, existing models are inaccurate for long texts,

restricting SEAs and SEARs to sentences.
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Better bug fixing: Our data augmentation has the human users accept/reject rules based
on whether or not they preserve semantics. Developing more effective ways of leveraging
the expert’s time to close the loop, and facilitating more interactive collaboration between

humans and SEARs are exciting areas for future work.
4.8 Conclusion

We introduced SEAs and SEARs — adversarial examples and rules that preserve semantics,
while causing models to make mistakes. We presented examples of such bugs discovered in
state-of-the-art models for various tasks, and demonstrated via user studies that non-experts
and experts alike are much better at detecting local and global bugs in NLP models by using
our methods. We also close the loop by proposing a simple data augmentation solution that
greatly reduced oversensitivity while maintaining accuracy. We demonstrated that SEAs and
SEARs can be an invaluable tool for debugging NLP models. While different in nature from
LIME or Anchors, SEAs and SEARs are complementary in how user trust can be increased,

and how models can be improved with the human in the loop.
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Chapter 5

IMPLICATION CONSISTENCY: EVALUATING THE
REASONING CAPACITY OF MACHINE LEARNING MODELS

5.1 Introduction

With impressive results in perception tasks like image recognition [27, 87|, machine learning
models are now being applied to more complex tasks. There is an increasing interest in tasks
that are considered close to “Al-complete”, the definition of which usually include (but is not
limited to) possessing general intelligence, being able to reason and being able to use data
from multiple domains (e.g. image, text). Really solving the task of machine comprehension
[71] requires being able to understand who the actors and actions in a paragraph are, what
relationships are presented between them, which actors are being referenced by pronouns,
understanding the information need posed by the question and how it can be answered,
amongst other hard tasks. Similarly, the Visual Question Answering [3] task requires not
only perception abilities (fine-grained recognition, object detection), but also “higher level
thinking” such as how the question is related to the information presented in the image,
commonsense reasoning, knowledge based reasoning, understanding of location / color / size

attributes, amongst others.

Despite the apparent hardness of these tasks, current evaluation is far from being able
to measure true intelligence. For example, Weissenborn et al. [94] show that models can do
well in machine comprehension in the SQuAD dataset by learning context and type-matching
heuristics. Similarly, various biases have been observed in the most popular visual question
answering dataset, such as the fact that answering questions starting with “Do you see a ...”

with “yes” results in 87% accuracy, or that “tennis” is the correct answer for 41% of questions

starting with “What sport is”. These findings resulted in new versions of both datasets:
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SQuAD 2.0 [72] introduces questions that are not answered by the context, for which the
correct answer is “unanswerable”, which should thwart models relying on simple heuristics.
VQA v2 [24] takes image-question pairs and adds a new image with a different answer for
the same question, which thwarts models that rely too much on the question and do not pay
attention to the image.

These efforts are laudable, and certainly result in better evaluation and an advancement
of the field. However, they do not address a fundamental question in the evaluation of models
that purport to be intelligent: it is not only individual predictions that matter, but also
relationships between predictions. We have noted before how models that seem to be solving
these problems can be inadequate even when making right predictions by being too stable
(e.g. when anchors do not correspond to human intuition in Chapter 3) or overly sensitive
(e.g. when non-semantic changes make models change predictions in Chapter 4). These
examples illustrate that we instinctively care not only that a model predicts an individual
example correctly, but also about the relationship between that prediction and the prediction
of examples related to it (i.e. if we change the semantics of the example the prediction
should change, and if we change the example in insignificant ways it should remain the same).
A further example of important relationships between predictions is logical consistency, a
violation of which is illustrated in Figure 5.1, where an answer of “6” in the question “How
many jets?” posed in 5.1b should imply an answer of “yes” to the question “Are there 6 jets?”

(Figure 5.1c).

In this chapter, we present preliminary work on a new kind of evaluation metric called
Implication Consistency (Consistency, for short), which captures the intuition that certain
model predictions have measurable implications for other predictions. Implication Consistency
is defined over an implication graph, where nodes are (instance, label) pairs, and edges signify
implication relations. These are general enough to allow human stakeholders to define edges
based on common sense, business rules, prior domain knowledge and etc. We emphasize that
Implication Consistency is not meant to replace accuracy (and related metrics), but to be

used in conjunction with it.
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(a) Input image

Q: How many jets? Q: Are there 6 jets?

A: 6 A: no
(b) Question and Answer from state of (c) Different but related question,
the art model [102] specialized in count- where the answer from the same model
ing is inconsistent

Figure 5.1: Example of inconsistency between model outputs.

We focus in particular on Implication Consistency for question answering, where our goal
is to measure the logical consistency of predictions. We give examples in Visual Question
Answering and Machine Comprehension, and propose a set of programmatically created
logical implications for Visual Question Answering, which can be used to evaluate any model.
We show that the edges we create really are logical implications as judged by humans, and

evaluate state of the art models for consistency in both the VQA and VQA v2 dataset.

5.2 Related Work

Many recognize that aggregate measures like accuracy are not sufficient for the evaluation of
intelligent systems, since datasets have their own particular distributions that can easily skew
results. A common practice in the field is to segregate held out datasets into semantically
meaningful slices: for example, Visual Question Answering [3] evaluation usually involves

reporting metrics for all questions in conjunction with metrics for questions within the
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[Yes/No, Number, Other| categories. Similary, SQuAD is partitioned according to answer
types: Date, Other Numeric, Person, Location, etc. Some propose automatically generated
diagnostic datasets: bAbI [95] for Machine Comprehension and CLEVR [33] for VQA are
examples, both automatically generated. While these recognize that Al intelligence must be
measured over different capabilities, the evaluation is still restricted to individual units and
thus cannot capture inconsistencies like predicting that an object is at the same time to the

left and to the right of another object.

In an effort to eliminate language priors that shadow the role of visual understanding,
the balanced abstract scene VQA dataset [100] has complementary images for each question,
with opposing binary answers. They measure how often a model answers each pair correctly,
with the assumption that if a model answers only one instance in the pair correctly it has
not really understood the scene. This is one of the rare examples in the literature where the
relationship between different predictions is measured, although the relationship is not as
intuitive, and thus does not allow humans to easily grasp in which ways the model is failing.
In contrast, even though VQA v2 [24] has complementary images, the evaluation still only

focuses on individual predictions.

The relation prediction / extraction tasks (a system reads documents and tries to predict
or extract relations between entities) seems very amenable to the kind of evaluation we are
proposing: the task in itself involves making predictions on graphs, and humans have a wealth
of background knowledge about many of the relations of interest. There are several attempts
to leverage logical rules, e.g. extracting and combining them with matrix factorization
[79] or knowledge graphs [26]. These focus on trying to learn rules like has part(x,y) —
part_of(y,x) in order to improve overall accuracy, but do not try to evaluate models with
human-derived or approved rules. Closer to our work is the definition of InconsistencyLoss
[62], which adds a penalty term in the overall loss function when the rules of Guo et al. [26]
are violated. Again, the purpose of these is to leverage logic to increase overall accuracy,
and the authors do not evaluate any of the models for inconsistency even in accepted logical

implications like the transitivity of ¢s a relations - evaluation is still focused on accuracy of
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individual predictions.

In summary, while there seems to be a consensus that aggregate accuracy may be
misleading when measuring the intelligence of models, previous work mainly tries to address
this by creating new, more diverse datasets. We propose a complementary solution: creating
new metrics that take the relationship between predictions into account in ways that are

intuitive and defined by humans.

5.3 Implication Consistency

Formally, we are given a dataset (X,Y'), where (z;,y;) denotes the ith instance and the ith
label, respectively. Given a model f, traditional metrics typically involve an average over

each instance, under the assumption that the prediction of each instance has no bearing
L () = i
Ll =w] o
| X|
Implication Loss, we define a directed graph G = (V, E') over the dataset, where each node is

on other instances. Accuracy, for example, is typically defined as

an instance with associated label (z;,v;). An edge (¢,7) € E indicates that (x;,v;) — (z;,v;)
(arrow indicating implication) - that is, a label y; for x; implies that y; is the label for z;.
Implication Consistency is then defined as the fraction of implications the model is able to

capture out of the instances predicted correctly. Formally,

Consistency =

Z(M)GE 1[f($z‘) = yz‘})l[f(”) = ?Jj} (5.1)

j
Z(i,j)eg 1[f($i = yi}

The implications represented by edges are defined by human users, depending on the
evaluation desiderata. One specific type of edge we focus on in this chapter is Logical
Consistency implications - that is, violating an edge in the graph means the model is not
following the rules of logic, something we want to measure in closer to “Al-complete” tasks
like question answering. An example is presented in Figure 5.2, where we illustrate edges
coming from the instance in Figure 5.1. We label the edges with sub types — one may wish to
do so in order to report a summary statistic for each type as well as a general aggregate, just

as in traditional accuracy metrics.
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Q: How many jets?

Exclusion Condition

Logical
Q: Are there 12 jets? Equivalence Q: Are there jets?
A: No A: Yes
Q: Are there 6 jets?
A: Yes

Figure 5.2: An example Consistency graph, where an edge a — b means a implies

b. Edges are labeled with the type of logical implication they represent.

While we focus on logical consistency implications, Consistency is more general, and edges

can represent other implication properties that are desirable by human stakeholders, such as:

e Robustness: an edge (7, j) exists between two examples if z; and x; are semantically
equivalent, which in turn implies y; = y;. The metric we used for evaluating bugs
induced by SEARs in Chapter 4 is an example of Implication Consistency measuring

robustness.

e Fairness: given a dataset X, Y, one can create a copy X’ where all else is equal except
for protected features such as race. Edges then are created such that (z;,v;) — (2%, vi),
i.e. Consistency measures how often the prediction is not directly affected by protected

features.

New nodes and edges may be added to current datasets by means of crowdsourcing, automat-
ically via programs (as we do in the next section), or via a collaboration between the two, as
we did with SEARs in Chapter 4 (rules are generated automatically, but filtered by humans).
While the next section focuses on Visual Question Answering, Figure 5.3 illustrates that the
same type of edges can be adapted to Machine Comprehension, albeit with more human help,

as the SQuAD dataset requires answers to be present in the context paragraph.
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The Rhine is a European river that begins in the Swiss canton of GraubAijnden in the
southeastern Swiss Alps, forms part of the Swiss-Austrian, Swiss-Liechtenstein border,
Swiss-German and then the Franco-German border, then flows through the Rhineland
and eventually empties into the North Sea in the Netherlands. The biggest city on
the river Rhine is Cologne, Germany with a population of more than 1,050,000 people.
It is the second-longest river in Central and Western Europe (after the Danube), at

about 1,230 km (760 mi), with an average discharge of about 2,900 m3/s (100,000 cu

ft/s).

(a) Input Paragraph
Q: How long is the Rhine? Q: What river is about 1,230km?
A: 1,230km (760 mi) A: Danube

(b) Original Question and Answer (c) Different question where model is incon-

sistent

Figure 5.3: Example of inconsistency between model outputs for SQuAD (model

is BiDaF [82], as implemented by AllenNLP [22]).

5.4 Logical Implications for Visual Question Answering

Models for the Visual Question Answering task have to become proficient at understanding
images, questions, and how questions relate to images. Since the task allows for open-ended
questions and answers, models can be checked for logical consistency — which is a way to
check how much understanding the model really has about a specific question, i.e. if the
model has a good grasp of the concepts and is able to do high level reasoning. For example,
while the answer for the question in Figure 5.1b is impressive, Figure 5.1c reveals that the

model did not grasp the concepts involved as well as Figure 5.1b would seem to indicate.

We create new datasets with associated graphs from the original VQA and VQA2 datasets,



95

by combining the original questions and answers and transforming them into yes/no questions
for which the answer is implied by the original. In order to do this, we take the original text
and fine-grained part-of-speech tag predictions from spacy [30], and create new questions via
manually defined rules. For example, one of our rules verifies if both the question and answer
contain a word tagged with “VBG” (Verb, gerund or present participle, e.g. swimming). If
S0, it asks the model “Is there anyone or anything ANS in the picture?”, where ANS is a
placeholder for the original answer. This rule assumes that if the answer is an action, some
actor must be performing it, and thus is named “Action in answer needs actor”. The original
VQA answers are shortened and often missing prepositions or articles (e.g. “Where is the
book? on table”), and thus we train a 4-gram language model with Kneser-Ney smoothing
using the kenlm package [28] in order to smooth our created questions by adding prepositions,
articles and changing from singular to plural, 1st to 3rd person or vice versa when appropriate.
Some rules rely on antonyms, which we get from WordNet [61]. We split the rules into the

following subcategories:

Logical equivalence: rules that transform the question / answer pair into a yes-no equiv-
alent such that the answer is always yes. The rules are shown, with examples in Table 5.1, as
well as the coverage they have in each dataset, i.e. how many nodes in the original dataset

now have an edge of this type.

Necessary condition: rules that check for conditions that must be present for the original
question and answer to make sense, presented in Table 5.2 . Violations of these seem
particularly egregious - for example, a model that says there are 2 books on the table and
that there are no books on the table has clearly failed to grasp an important concept in

counting objects.

Mutual Exclusion: rules that transform the question / answer pair into yes-no equivalent

such that the answer is always no, presented in Table 5.3. We leverage the crowdsourcing
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performed in gathering the VQA 2.0 dataset [24], where each question is paired with two

images with different (and thus mutually exclusive) answers by asking the logical equivalence

questions created for one image to the paired image, expecting a negative answer. These are

denoted by the postfix “inversion”, and do not apply to VQA 1.0.

Overall, with a total of 13 rules for VQA 1.0 and 21 for VQA 2.0, we are able to achieve a

total coverage of 60.2% and 58.8%), respectively, with many nodes being checked for consistency

by multiple rules. In the next section, we evaluate the quality of these rules, as well as how

well state-of-the-art models fare as evaluated by Consistency in the induced graph.

Name

Example

Coverage

Implication VQA1 VQA2

Color

Q:
A:

What color is the motorcycle?
red
i} 8.9%  8.3%

: Is the motorcycle red?

:yes

Number

)

> O |» O

: How many animals are here?

2
1 8.7%  8.9%

: Are 2 animals here?

:yes

Table 5.1 — Continues in next page
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What is
ADP

Q: What is on the hot dog?
A: mustard

{ 2.6%
: Is there mustard on the hot dog?

:yes

2.5%

What is
DET

: What is the dog riding?

o | > L

: skateboard
i 8.9%
: Is the dog riding the skateboard?

. yes

8.6%

What is
VERB

: What is parked?

> O | > D

. car
! 1.3%
. Is the car parked?

:yes

1.3%

Where

: Where is the fork?

o | > L

: on plate
i) 3.3%
Q: Is the fork on the plate?

A: yes

3.0%

Total 33.2%

32.6%

Table 5.1: Logical Equivalence Rules
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Coverage

Name Example Implication VQA1 VQA2

Q: What is the cat doing?
Action in A: watching tv
answer 1 2.0% 2.1%
needs actor Q: Is there anyone or anything watching

tv in the picture?

A: yes

Q: Is he wearing glasses?
Action in A: yes
question l 4.6%  3.7%
needs actor Q: Is there anyone or anything wearing

glasses in the picture?

A: yes

Q: What color is the couch?
Color A: red
answer in d 89%  8.8%
picture Q: Is there anything red in the picture?

A: yes

Q: How many books are on the table?
How many A:2
>0 i} 84%  8.4%
implies any Q: Are there any books on the table?

A: yes

Table 5.2 — Continues in next page
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Table 5.2 — Continued from previous page

Q: What type of bird is this?

Noun A: seagull
answer in i} 30.0% 29.3%
picture Q: Is there a seagull in the picture?
A: yes
Total 53.3% 51.6%
Table 5.2: Necessary Condition Rules
Coverage
Name Example Implication VQA1 VQA2
: Are these veggies raw?
(ADJ, :yes
opposite) 1l 42%  3.9%
exclusion : Are these veggies cooked?
: no
: What is the weather?
(Answer, : cold
opposite) i} 0.4%  0.5%
exclusion : Is the weather hot?

. no

Table 5.3 — Continues in next page



Table 5.3 — Continued from previous page

100

Q: How many benches?

A:2

(N, N-+1)
1 8.7%  T7.6%

exclusion

Q: Are there 3 benches?

A: no

Q: What color are her boots?
(colorl, A: red
color2) 1 8.9%  7.9%
exclusion Q: Are her boots green?

A:no

Q: What color is the hat?

A: red
Color
' ‘ i} - 7.8%
inversion

Q: Is the hat brown?

A: no

Q: How many people are in the picture?

Al
Number
. _ i} - 8.7%
inversion

Q: Are 4 people in the picture?

A: no

Table 5.3 — Continues in next page
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Q: What is in the box?

What is A: pizza
ADP i) - 2.3%
inversion Q: Are there donuts in the box 7

A: no

Q: What is the pizza in?
What is A: plate
DET 1 - 7.9%
inversion Q: Is the pizza in a pan?

A:no

Q: What is flying?
What is A: plane
VERB i} - 1.1%
inversion Q: Are there kites flying?

A: no

Q: Where is the panda sitting?
Where A: ground
. ‘ i) - 2.5%
inversion

Q: Is the panda sitting on a tree?

A:no

Total 22.3% 35.8%

Table 5.3: Mutual Exclusion Rules
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5.5 Experiments

5.5.1 Validating logical consistency rules

In order to use the induced graph proposed in the previous section for evaluation, we must
ascertain whether the new nodes and edges created programmatically are really logical
implications of the original nodes. As a proxy for measuring both the correctness of the
rules and the coherence of generated questions, we devise the following experiment. Given an
original (question, answer) pair (¢,a) and a generated pair (¢, a’) such that (¢,a) — (¢/,d’),
we show subjects on Amazon Mechanical Turk (g, a) as context without the accompanying
image and ask them ¢/, after telling them to assume that answer a is correct. If (¢,a) — (¢, a’),
subjects should be able to answer ¢’ correctly even in the absence of the image.

Since all generated questions are yes/no questions, we give subjects three options: “yes”,
“no”, and “I don’t know”, and explicitly tell them to answer “I don’t know” if the question
does not make sense, or if the answer is not implied from the original (¢, a) pair. We take
a random sample of 100 questions covered by each rule, and ask 5 different turkers each
question, taking the majority answer as ground truth.

The results for each rule and averages are presented in Table 5.4, where we demonstrate
that all of our proposed rules have very high agreement with human judgment. We did not
evaluate the inversion rules for VQA 2.0, as they are generated in the same way as the logical
equivalence rules. With this, we conclude that Consistency over the graph induced in the

previous section is a metric of logical consistency that agrees with human judgment.

5.5.2  Ewvaluation of state-of-the-art Visual Question Answering models with Consistency

We evaluate two models for logical consistency: the model of Kazemi and Elqursh [38|, from
now on denoted as AttendVQA, state-of-the-art on both VQA and VQA v2 in April of
2017, and the same model with an added module created specifically for counting objects
[102] (CountingVQA from now on), improving the performance on questions with numerical

components or answers and thus becoming the state of the art in February of 2018. We use a
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Rule Turker response matches rule
Color 100%
Number 99%
What is ADP 100%
Logical Equivalence What is DET 99%
What is VERB 99%
Where 99%
Average 99.2%
Action in answer needs actor 97%
Action in question needs actor 96%
Color answer in picture 99%
Necessary Condition
How many > 0 implies any 99%
Noun answer must be in picture 94%
Average 97%
(ADJ, Opposite) exclusion 97%
(Answer, Opposite) exclusion 97%
Mutual Exclusion (N, N + 1) exclusion 100%
(colorl, color2) exclusion 100%
Average 98.5%
Average of all rules 98.2%

Table 5.4: Agreement between subjects’ response on Mechanical Turk and the

expected answer from our rules.
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AttendVQA CountingVQA

VQA VQA v2 VQA VQA v2

Yes/No 72.6 59.3 71.7 70.8
Number  28.2 244 37.2 40.6
Other 45.4 40.8 50.5 48.6

Average 53.3 45.6 56.8 55.9

Table 5.5: Accuracy on exact match answers for models on VQA 1.0 and 2.0.

pretrained version of AttendVQA?!, trained on the VQA dataset, and a pretrained version
of CountingVQA on the VQA v2 dataset 2. The exact match accuracy of both models on
both datasets is presented in Table 5.5, where CountingVQA is shown to be more accurate in

general and in every category except Yes/No questions in the original VQA dataset.

We show the results of measuring Implication Consistency for both datasets and models
in Table 5.6. It is interesting to note that while AttendVQA has much lower accuracy on
VQA v2, the Consistency numbers are very close, with a large drop in total average caused
mainly by the inversion Mutual Exclusion questions in VQA v2. In contrast, CountingVQA
has similar accuracy in both datasets, but a larger drop in Consistency overall in VQA v2.
While CountingVQA is more consistent on average, it is less consistent in most Necessary

Condition rules, excepting the one to do with numbers.

While CountingVQA is much more accurate on Number questions, it is not much more
consistent in (N, N + 1) mutual exclusion, and is less consistent on Number inversions. We
show examples of CountingVQA inconsistency for all numerical-type edges in Figures 5.4, 5.5,

5.6 and 5.7. Detecting these types of problems allows designers to take steps to make models

'https://github.com/Cyanogenoid/pytorch-vqa

’https://github.com/Cyanogenoid/vqa-counting
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AttendVQA CountingVQA

VQA VQA v2 VQA VQA v2

Color 60.3 58.6 84.4 82.0
Number 69.9 63.9 7.3 71.1
What is ADP 93.8 93.3 92.2 89.0
Logical Equivalence =~ What is DET 64.2 64.2 82.2 79.8
What is VERB 64.4 60.3 774 70.9
Where 71.5 69.2 85.9 82.6
Average 65.9 63.8 82.5 78.7
Action in answer needs actor 69.0 71.8 74.3 74.9
Action in question needs actor 81.8 80.9 70.6 69.6
Color answer in picture 92.5 92.7 74.9 69.8
Necessary Condition
How many > 0 implies any 59.8 56.6 92.4 89.8
Noun answer must be in picture 85.8 84.9 82.9 80.6
Average 83.3 82.5 80.6 78.3
(ADJ, Opposite) exclusion 51.5 51.0 55.2 55.8
(Answer, Opposite) exclusion 56.6 58.6 62.5 64.0
(N, N + 1) exclusion 34.0 35.3 34.1 41.1
(colorl, color2) exclusion 60.5 59.2 75.4 7.7
Color inversion — 47.3 — 64.3
Mutual Exclusion Number inversion — 52.4 — 38.6
What is ADP inversion — 12.9 — 51.6
What is DET inversion — 46.6 — 56.6
What is VERB inversion — 19.9 — 49.7
Where inversion — 45.4 — 54.3
Average 51.7 48.3 58.9 57.3
Total Average 71.7 65.3 76.2 70.2

Table 5.6: Implication Consistency results for both models and datasets.
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more intelligent. In this case, a quick investigation indicates that roughly 0.3% of VQA and
VQA v2 questions contain any numbers, while 13% of answers contain numbers and 11% of
questions start with “How Many”. This training data results in models that are able to count
to some extent, but not able to abstract such knowledge and reason about numbers when

these are part of the question.

Q: How many pieces are missing? Q: Is 1 piece missing?
A:1l A: no

Q: How many men? Q: Are there 2 men?
A:2 A: no

Figure 5.4: Examples of CountingVQA inconsistency for Logical Equivalence

edges of type Number.

3 Q: How many propellers? Q: Are there any propellers?

* A: 2 A: no

Q: How many knives are visible? Q: Are there any knives visible?

A:1l A: no

Figure 5.5: Examples of CountingVQA inconsistency for Necessary Condition

edges of type “How many > 0 implies any”.
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Q: How many people are in the
Q: Are 2 people in the photo?
photo?
A: yes

A:1l

Q: How many birds are on the

branch?

Q: Are 3 birds on the branch?

A: yes

A: 2

Figure 5.6: Examples of CountingVQA inconsistency for Mutual Exclusion edges

of type “(N, N + 1) exclusion”.

Q: How many people are riding
Q: Are 6 people riding bikes?
bikes?
A: yes
A:1l
Q: How many cats? Q: Are there no cats?
A:1l A: yes

Figure 5.7: Examples of CountingVQA inconsistency for Mutual Exclusion edges

of type “Number inversion”.

5.6 Conclusion

Evaluation of intelligent systems needs to take into account relationships between outputs
rather than just outputs in isolation, as true intelligence goes beyond individual predictions

and involves concepts like consistency, robustness and higher level thinking.

In this chapter, we presented preliminary work on a new kind of graph-based metric to
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measure such relationships, and showed examples of its application for logical consistency
checking in VQA. Our evaluation revealed that even when models make the correct prediction,
in many cases they are far from really understanding the concept behind the question or being
able to reason about it. Such examples also give pointers to how models can be improved,
which we exemplified by discovering a discrepancy in the frequency of questions for which
the answer is numbers and the frequency of questions where numbers are mentioned in the
VQA datasets.

While our examples relied on programmatically created edges (validated by human users),
nothing precludes the gathering of such datasets via crowdsourcing, or via mixed initiatives
where computers propose edges or nodes and humans accept or reject them. Finally, a clear
next step for modeling more intelligent models is incorporating the kinds of relationships
our metric captures into the model, either via constraints, different loss functions, or data

augmentation techniques.
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Chapter 6
CONCLUSION

In this dissertation, we presented various challenges that humans face when trying to
understand and evaluate machine learning models, including the black box problem, the
brittleness problem and the lack of metrics to evaluate higher level thinking. Our thesis is that
model-agnostic explanations and evaluation enable efficient communication between machine
learning models and humans, empowering humans to better evaluate, improve and assess
trust in models. To this end, we presented two different kinds of model-agnostic techniques
aimed at explaining individual predictions: LIME (Chapter 2) and Anchors (Chapter 3). In
Chapter 4 we presented different kinds of explanations, aimed at uncovering brittleness bugs.
SEAs and SEARs expose situations where models systematically change predictions in the
presence of perturbations with no semantic significance. Finally, in Chapter 5 we presented
preliminary work on Implication Consistency, a new kind of metric that allows humans to
evaluate machine learning models as properties characteristic of higher level thinking, such
as logical consistency. In this chapter, we generalize from our experiences by highlighting
common themes across chapters, and by identifying open challenges and opportunities for

future research.

6.1 Lessons Learned

Different information needs require different explanations

While it is easier to think of models as either “interpretable” or “black-box”, or conversely
to try to create one-size-fits-all explanations, this view misses the point of interpretability
or explanations. Users have different goals, and an explanation that is perfectly suited to

a goal (and thus renders a model “interpretable”) may not be adequate for another goal,
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even if the system is the same. For example, a fictitious credit system may wish to use
LIME explanations to explain lending decisions to its end-users - this way, they can reason
counterfactually about which actions they could take to improve their chances of getting a
loan, by considering the weights in the explanation. An anchor explanation that gave them
a sufficient condition for a loan denial would not serve this purpose, even though it may
be very useful for the system designer trying to understand regions of the space where the
prediction is more stable (e.g. users with extreme FICO scores). Using SEAs and SEARs
on the end-user text applications may uncover bugs that would not be detected by either
LIME or Anchor explanations, or even if the model being used is inherently “transparent”
like a linear model (e.g. a user is more likely to get a loan approved if he describes his job
as “Director of Marketing” rather than “Marketing Director”). Conversely, great care in the
design and development of explanations must be placed in understanding who will use the
explanations, how they will be used and the intended goal. Although harder to do than
automated experiments, evaluation should also reflect this, and explanation or debugging
systems should be evaluated as to whether they aid humans in specific tasks. We did this
explicitly in this dissertation via a variety of user studies, and by showing qualitative examples

of the kinds of discoveries that were made possible by explanations.

Understanding models brings human goals into focus

An academic paper is the only scenario where machine learning models act in a vacuum, with
the single goal of making correct predictions. In real life, models are embedded into products
or systems, and are deployed with hard-to-quantify goals such as “increase user satisfaction”,
or “help people make better decisions”. In these situations, different mistakes have wildly
different costs, and the correlation between accuracy and quality is not linear (e.g. a 10% gain
in translation accuracy is much more significant for a 90% accurate system than a 10% one, as
the latter is still not useful after the boost). Aggregate metrics (e.g. accuracy) are immensely
useful, and models that are more accurate are typically better at the end-goals than less

accurate ones. However, relying exclusively on aggregate measures often has the unfortunate
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effect of making humans confuse the metric with the end goal. Trying to understand models
inevitably acts as a counterbalance to this effect, as users are forced to think about the task
and their goals as they contemplate and evaluate their new understanding of the model’s
behavior. In many cases, understanding leads users to realize that an aggregate measure is
hiding a form of “reward hacking” - which may be great for the aggregate metric but terrible
for the end goal. In other cases, users gather that models are behaving sensibly, and their
trust in such models increases. Perhaps most often a mixture occurs: models are sensible but
understanding them points out avenues of potential improvement. In any case, after seeing
this scenario play out for a variety of state-of-the-art models for various domains and tasks,
it is our belief that spending some time in trying to understand model behavior (defined
broadly to include potential bugs and pitfalls) is a worthy investment in any real application

of machine learning.

Humans have a lot to contribute

Machine learning technology is not at a point where we can discard human involvement, and
it is hard to envision a time when it will reach that point. In addition to the fact that humans
have a lot of background knowledge about various subjects, humans are able to cope with
the ambiguity of real life end-goals that are hard to describe or quantify. Our experiments
repeatedly bear witness to this fact: slight human involvement leads to systems that generalize
much better in Chapter 2, or that are less prone to bugs in Chapter 4. Similarly, the insights
provided by explanations in Chapters 2, 3 and 5 make further progress much more manageable
by pointing us in specific directions for improvement. Finally, humans are the ones who (still)
decide whether or not a model will be used, and helping them in that decision is an important

goal.
6.2 Open Challenges and Opportunities for Future Research

We highlight here what we consider are important challenges and opportunities in the human

- ML interaction. This list is by no means exhaustive, but contains what we believe are
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important directions for the field.

Global understanding

We highlighted in Section 2.3 that there is a trade-off between model flexibility and inter-
pretability: one cannot use a model whose behavior is very complex, yet expect humans to
fully comprehend it globally. However, we have noted that interpretability is not a binary
concept: we have shown in Chapters 2, 3, 4 that Submodular Pick and SEARs have a large
impact in global understanding, leading to better human performance in various tasks when
compared to random explanations or no explanations, even though our test subjects definitely
did not fully comprehend the models used. While we have applied the paradigm of using
carefully chosen explanations in the case of LIME and Anchors with success, we believe
there is an unexplored opportunity in coming up with explanations that are global in nature.
Just like the “language” of SEARs is different from SEAs (rules vs adversarial examples),
a challenge for global understanding is coming up with a “language” of visual and textual
artifacts to communicate global properties of models to the user, which may be different than
the language used for individual explanations. While global understanding is particularly
important for assessing trust in a model as a whole (before deployment), most of current

research has been devoted to explaining individual predictions.

Understanding multiple models

Even though we have an experiment where the task is to pick the best out of two models in
Section 2.7.2, most of our discussion has focused on understanding, debugging or evaluating
a single model. As machine learning technology matures, being able to understand the
differences between two or more models becomes crucial for version control, and for making
deployment decisions. Furthermore, machine learning models usually come with an array
of hyperparameters, and understanding the impact of such choices can lead to models that
better conform to real life end-goals. Explaining each model separately as we did in 2.7.2 is

obviously a starting point, but more sophisticated techniques that take into account regions of
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the space where the models agree / disagree can surely be devised. Most importantly, similar
to the case of global understanding, researchers need to develop a language of explanations

for multiple models, which corresponds to the task and its complexities.

Better understanding of human perception of explanations

While we demonstrated the usefulness of explanations in a variety of tasks (model selection,
feature engineering, debugging, predicting model behavior on new instances), we did not
explicitly study how humans perceive explanations. It is clear from our experiment in Section
3.5.2 that different explanations result in different mental models, where human confidence
and accuracy varies dramatically. User studies aimed at understanding how different ways
of presenting information cause human confidence and accuracy to go up or down, and how
users’ mental models change as they are exposed to explanations would certainly better
inform the design and communication of explanations, present or future. Such studies would
also inform us as to whether it is worth exposing a measure of “explanation confidence”, such
as the goodness of fit of the local linear model that generates a LIME explanation, or if
omitting explanations with low confidence altogether would result in better human mental
models. They would also allow us to measure the effect of combining explanations - for
example, instead of using LIME or Anchors, we can envision a system where both are used
at different times. Finally, such studies would shed light both on the impact of potentially
conflicting explanations such as the one in Figure 3.1b, which may be completely faithful to

the model but a potential source of confusion.

Leveraging Human Feedback

There is a large body of research on providing feedback to models for “weakly supervised
learning” - i.e. with very limited amounts of labeled data. The interaction usually involves
having the user define constraints on the distributions of model predictions given certain
features [15, 21|, and / or labeling carefully chosen instances as in active learning [70]. A

challenge virtually ignored by the literature is how to incorporate human feedback into a
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classifier that has been trained on a reasonable amount of data (which is the most common
case), where adding more labeled data usually has little impact unless the quantity is very
large. This kind of feedback is required, however, when users discover that models are
exhibiting behaviors that go against business rules (e.g. by being racist), or that are using
reasoning that humans know is flawed. While we have shown great benefits of using the
simplest forms of feedback on explanations (removing words in 2.7.3, augmenting training
data in 4.5.4), we have barely began to explore the possibilities for human interaction and
“guiding” of models. There are two main challenges involved in this research direction. First,
designing expressive yet intuitive forms of feedback. It is not reasonable to expect users to
label hundreds of examples in order to change a model’s behavior, if more compact ways of
communicating the change are viable. Feedback on explanations is a potential direction, as
explanations are already trying to distill the model’s reasoning, although specifying what
the user interaction would be remains a challenge. Second, incorporating such feedback in
a model-agnostic way is a very hard technical problem, as even designing specific models
that are able to use human background knowledge remains a research challenge. As these
challenges are tackled by the research community, a true “human-in-the loop” approach can
be envisioned, where the model explains itself to the user in an interactive way, gets explicit

and implicit feedback in order to improve and to explain itself better, and repeats the process.
6.3 Conclusion

This dissertation addressed the fundamental communication problem between humans and
machine learning models. As machine learning becomes more embedded into everyday life,
such communication is not only beneficial in that it results in better models, but also becomes
a necessity for legal and moral reasons. To this end, we proposed model-agnostic explanations
and evaluation, and demonstrated that these empower humans to better understand, evaluate,
improve and assess trust in models. Together, these contributions provide a set of tools that
is invaluable for understanding, debugging and evaluating machine learning models, as well

as laying the foundation for a research area that is crucial for the maturing of the field.
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