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Abstract

Investigating Information Provenance as a Cue to Look through the

Opacity of (Mis)Information
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Chair of the Supervisory Committee:

Jennifer Turns

Human Centered Design and Engineering

Everyday users access information through different online media platforms as it propagates through

the collective actions of users and algorithms. A diverse and huge audience with easy online access to

such socio-technically curated information finds it challenging to make sense of this often evolving and

sometimes contrasting information. Though researchers and some users know how to interpret this opacity

of information, very few everyday users have the understanding and/or tools needed to look into online

platforms’ machinations and witness how and why (mis)information spreads. How can we (re)design online

media platforms to allow users to look through the opacity of propagating information — in often limited

attention span of user interaction on these platforms — and assess the credibility of that information?

This dissertation adopts information provenance — a record of information as it moves across users

and platforms due to socio-technical actions — as a construct to ground thinking related to the overarching

research question. Provenance facilitates a way to imagine what users could know about information and

subsequently assess the credibility of the information.

The first study on the Google Search platform suggested the importance of information provenance.

Findings suggest that making this provenance salient to users can convey the context behind information

search and assist users in identifying how information surfacing through different provenances could vary in

credibility. The second study on the Twitter platform utilized a design intervention that offered users a direct



window into parts of the provenance of information they were engaging with. Findings suggest that easy

access to provenance can assist users in inferring specific judgments useful for credibility assessment. The

third study on the TikTok platform revealed how users employ nuanced strategies unique to platform features

to afford the socio-technical context of information. Findings suggest that when assessing credibility, users

implicitly referenced the concept of provenance even without any direct provocation.

My dissertation presents numerous contributions across data, empirical research, artifacts, theory, and

methodology based on studies conducted at three distinct research sites. Two of these contributions are

particularly noteworthy. Firstly, I introduce a framework that proposes how design features of various plat-

forms can facilitate credibility assessment. This framework considers dimensions such as inauthenticity,

unfavorable online associations, contentious behavior, lack of trust, and the potential negative consequences

of sharing information. Secondly, my dissertation establishes information provenance as a platform-agnostic

cue for signaling information credibility. I discuss the findings in light of modern-day media literacy prin-

ciples to advocate that information provenance could serve as a platform-agnostic construct valuable for

conveying the opacity of information to users, who, in turn, can employ that realization to assess informa-

tion credibility.
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Chapter 1

Introduction

Information that is rife with inaccuracy — intentionally or unintentionally (Jack, 2017) — seriously com-

promised the credibility of our information environments in the last decade. Propagation of such misinfor-

mation into our everyday news feeds can seriously erode the credibility of the information environments by

creating confusion, chaos, and anxiety among the end users (Rapp and Salovich, 2018; Rocha et al., 2021).

For successful discernment of misinformation, it now becomes essential for users to be able to assess its

credibility by employing media literacy and for technology platforms to afford that credibility assessment

by providing appropriate features.

Developing solutions that assist users in assessing the credibility of information in their news feeds re-

mains a significant challenge, particularly due to perceptions that some solutions may be techno-centric (Fried-

man, 2019), struggle to keep pace with rapidly evolving adversaries, or even risk backfiring (Nyhan and

Reifler, 2010; Schwarz et al., 2007). This challenge, along with the difficulty in defining the scope of the

challenge, has led many researchers to characterize the spread of misinformation and problematic content

online as a wicked problem (Jack, 2019; Wardle, 2018; Rittel and Webber, 1973).

Effectively addressing this complex issue necessitates a collaborative partnership between online media

platforms, engineers, researchers, and policymakers. Such an alliance should involve jointly addressing

both limitations and strengths, fostering continuous adaptation and evolution. However, challenges such

as reductions in the technology labor force and concerns about regulating free speech have hindered the

formation of such partnerships. Solutions that fail to facilitate this alliance may ultimately be inadequate in

15



addressing the scale of the challenge of assessing the credibility of information on online platforms.

Consider the example of the Covington Catholic High School controversy during the Indigenous Peoples

March in Washington, D.C., in 2019. The confrontation that occurred between a group of High School

students wearing “Make America Great Again” hats and Native American activist Nathan Phillips was

reported in multiple versions online. As the messaging about who was at fault and who was the victim

evolved, two information narratives grew prominent. Each version involved a video with misleading framing

about the face-off and attributed responsibility for the confrontation to one of the involved parties. Given the

limited context behind who is spreading the content, users were unable to assess credibility accurately. As a

result, one of the videos got about 2.5 Million views and more than 14k retweets on Twitter platform (Wise,

2019); this video, originally posted on Instagram with incomplete context, was popularized on Twitter in

what was later identified as a deliberate attempt to spread the video by an account with misleading profile

information that was subsequently suspended by Twitter (Eli, 2019).

Information often gets reported using different narratives — be it due to the framing bias of a source

or due to evolving details about the incident — making it challenging to assess its credibility. Modern-day

online platforms, however, offer technological affordances that could rapidly amplify the reach of these nar-

ratives through the agency of social users, as seen in the case of the Covington High School controversy

mentioned above. A diverse and massive audience with easy online access to these shifting and often con-

trasting narratives finds it challenging to engage with content in such an environment as they struggle when

sensemaking (Sandberg and Tsoukas, 2015) of the narratives and making judgments about which narrative to

believe. This condition is only worsened by any political socio-technical imaginaries to intentionally prop-

agate contrasting or state-promoted information narratives online (Bächtold, 2023). Despite this challenge

of sensemaking and discerning credible information, platform designs offer little to help users understand

the machinations of this information environment — also referred to as information fog (Badke, 2021) —

caused by these relatively new and emerging socio-technical affordances, thereby exacerbating the challenge

of assessing information credibility. I refer to this condition of insufficient transparency regarding the dis-

semination of information online before it reaches a user’s online feed as opacity. I elaborate more about the

term ‘opacity’ in Chapter 2. For humans to meaningfully and ethically engage with an increasingly complex

information environment, Vallor insisted that humans need to learn how to deal with this opacity (Vallor,
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2016):

“Techno-moral practices on a global scale remain extremely immature from a developmental

perspective as a result of how recent the new technological affordances for global action have

emerged.” - Shannon Vallor (pg. 48)

How can we (re)design online media platforms and impart in users the ability to look through the infor-

mation opacity — in often limited attention span of user interaction on these platforms — and understand

why problematic information spreads? To answer this question and understand how misinformation oper-

ates, it is valuable to look at multiple social media platforms, given their unique affordances and challenges.

The dissertation discusses three studies on Google Search, Twitter, and TikTok platforms and demonstrates

how to witness, interpret, and signal the opacity of information. The findings suggest lessons that will help

everyday users to engage with modern media platforms meaningfully.

Misinformation researchers and journalists have conducted analyses on how misinformation spreads to

protect the public from problematic content. Much of their understanding of misinformation propagation

comes from studying the broader network of online actors involved, including influencers, political figures,

and information organizations (Liang et al., 2019; Stewart et al., 2018; Schafer and Starbird, 2023). Addi-

tionally, regular users sometimes contribute to this propagation by sharing information without effectively

assessing its credibility or understanding the reasons behind its spread. The documented path that traces the

origin of information and its movement from user to user, and sometimes across platforms, is referred to as

its provenance. To assess the credibility of online information and determine whether it has the potential to

misinform, it is crucial to obtain additional context about its provenance.

Researchers have studied the impact of providing additional context in regards to algorithms and ex-

plainable artificial intelligence (AI); e.g., Eslami found that helping users interpret the opacity of algorithmic

decisions in online spaces can improve users’ understandability of automated decisions, thereby fostering a

more informed and satisfying user engagement (Eslamimehdiabadi, 2019). This dissertation extends schol-

arship around the construct of opacity by focusing on information provenance and helping users assess the

credibility of information as it circulates online.

Researchers have developed mechanisms based on the diffusion of information to help users assess

credibility and identify problematic content (Marinova et al., 2020; Resnick et al., 2014). For instance, Finn
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et al. created a tool called Twitter trails to aid in investigating a tweet’s potential as a rumor based on its

propagation within a social network (Finn et al., 2015; Metaxas, 2015). However, these mechanisms are

tailored to the investigative needs of researchers or journalists and may not meet the needs of everyday

social media users. Therefore, I focus on designing platforms that assist users in engaging with the opacity

of information and learning about its origins before interacting with it.

Search engines often serve as the initial gateway for users to access information. One might assume that

the online record of information maintains its credibility uniformly regardless of the medium or location

of access. I tested this hypothesis by examining headlines on the Google search platform. As information

spreads, users contribute rich context and interpretations, leading to increasingly complex trajectories of re-

lated information. Some of these trajectories may be rapidly amplified for inappropriate reasons, forming the

core of my second investigation on the Twitter platform. Lessons learned about avoiding misinformation on

Twitter may not apply to platforms like TikTok due to their distinct features and largely hidden algorithmic

mediation, which is more prevalent on TikTok. Therefore, I identified how one can generalize the learning

about assessing information credibility beyond Twitter, which forms the basis of my third investigation.

This dissertation examines online information platforms to witness, interpret, and signal the opacity of

information with a particular focus on information provenance. It investigates how information provenance

could potentially serve as a platform-agnostic construct to convey the opacity of information to users, who,

in turn, can employ that realization to assess the credibility of that information. It introduces three studies

conducted at three unique sites of research, Google Search, Twitter, and TikTok, to examine the potential

of designing infrastructures that help everyday users understand information propagation and assess the

validity of their everyday online feeds. Contributions include:

• Witnessing information opacity on Google Search: Given the prominence of search engine plat-

forms in everyday lives to get credible news, these platforms are important gateways for diverse

users to access information through different media. RQ1: As information surfaces within a platform

(Google Search), how do different contextual factors behind that information impact its credibility?

I conducted a content analysis of headlines appearing on Google search engine result pages (SERPs)

in response to 20 election-related keywords — 10 general (e.g., ‘Ballots’) and 10 conspiratorial (e.g.,

‘Voter fraud’) — when searched from 20 cities across 18 states. Results revealed the asymmetry
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of how some information provenances consisting of videos (compared to stories, search results, and

advertisements) can contribute more delegitimizing content.

• Interpreting information opacity on Twitter: Users of online platforms play an active role in

spreading the evolving information and its interpretations as it propagates. RQ2: How can easy access

to informational context — presented as a provenance — on a platform (Twitter) help users assess the

credibility of that information?

For conceptualizing provenance, I introduce the ‘Twitter trajectory’ intervention to provide informa-

tional context — consisting of an information trajectory and account activity cues — and demonstrate,

using research through design, how it can equip users to identify problematic behaviors (inauthentic-

ity, unfavorable online associations, contentious behavior, lack of trust, unwanted consequences of

sharing) of online accounts that one must learn to assess the account’s credibility at a broader level —

that of the overall network involved in spreading information — and not merely at the level of an indi-

vidual account. The proposed intervention and its variations offer a foundation for future researchers

to ask many interesting questions and discover insights about facilitating credibility assessment within

propagation networks.

• Signaling information opacity on TikTok: Though I identified different lessons that can help under-

stand how misinformation propagates on a platform like Twitter, these lessons may translate poorly to

other platforms. RQ3: When moving to platforms beyond Twitter (TikTok), how do users employ the

platform cues to identify the socio-technical context of information on that platform?

I conducted participatory design research and analyzed self-reported TikTok users’ experiences to

identify what design features of the TikTok platform are useful to signal socio-technical dimensions

of video-based information on TikTok. The unique features of TikTok (e.g., stitching other creators’

content to add one’s perspective) afforded distinct user engagement as compared to Twitter but af-

forded similar processes when it came to judging information credibility.

Collectively, the dissertation offers a cohesive picture of how platforms can offer everyday users a well-

researched and contextualized approach about where to look and what to know when assessing the credibility

of information. As I discuss the findings, I also elaborate on how the cues that signal the opacity of infor-
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mation can be generalized across different platforms — whether more user-driven or algorithm-driven —

and support users towards safe discernment of that (mis)information. I promote making these cues and the

associated learning a part of essential media literacy across different platforms.
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Chapter 2

Background

In this chapter, I begin by outlining the socio-technical complexities involved in assessing the credibility of

online information. I discuss various forms of problematic content, delve into the socio-technical aspects

of information, and introduce the concept of opacity to characterize the contextual challenges. Next, I

review influential research on credibility assessment, highlighting different social media cues that aid in

evaluating information credibility both independently and within its propagation network. Third, I delve

into the notion of media literacy-based initiatives and how they have evolved over the years. Finally, I

discuss ways to implement these media literacy-based strategies effectively on emerging media platforms

like Snapchat, WeChat, and Instagram to assist credibility assessment efforts better and bolster platforms’

resilience against misinformation.

2.1 The challenge of credibility assessment

2.1.1 Types of problematic information

The information we see online can sometimes be compromised regarding its credibility. False information

that spreads online can have some serious consequences. For example, election-related misleading content

that suggests irregularities in the elections can cause serious damage to the public trust in media and insti-

tutions (Ognyanova et al., 2020; Lupu et al., 2020). The spread of such misleading content into our media

feeds compromises our collective ability to establish a common ground about topics of civic interest.
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To best support efforts in tackling problematic content, it is important to establish a common vocabulary

for facilitating collective effort towards tackling such content. For establishing a taxonomy of different

kinds of problematic content, Molina et al. characterized news articles that we might commonly refer to

as fake news into seven different types: false news, polarized content, satire, misreporting, commentary,

persuasive information, and citizen journalism that based on different features evident within that news

article (Molina et al., 2021). Their classification effort utilized the factual accuracy of the information in the

article as one of the important features. They suggested that only the false news category was distinctly non-

factual, whereas the other six categories varied along the spectrum between non-factual and factual. In the

scope of this research, all the articles along this spectrum between non-factual and factual could be seen as

misinformation. Focusing on another feature consensus, Southwell et al. defined misinformation as “claims

that do not enjoy universal or near-universal consensus as being true at a particular moment in time on the

basis of evidence” (Southwell et al., 2017). In another body of research, ‘Lexicon of Lies,’ Jack focused on

the intention behind the article’s potential inaccuracy and described, “Misinformation is information whose

inaccuracy is unintentional. Disinformation is information that is deliberately false or misleading” (Jack,

2017).

Regardless of the type of problematic content, platforms need to design solutions that assist users in

assessing the credibility of information as users struggle to decide if what they see is credible or not. In this

dissertation, I do not focus on any specific type of problematic content but instead focus on the efforts that

assist in assessing the credibility of information.

2.1.2 Socio-technical characteristics of online (mis)information

Online platforms like Facebook, Twitter, etc. have made it easier to spread misinformation or to engage in

inauthentic online behavior (Jack, 2017; Martin and Shapiro, 2019; Starbird et al., 2019; Weedon et al., 2017;

Arif et al., 2018). Some of the notable examples include how Internet Research Agency—a Russian entity

that is known to orchestrate influence operations online—accounts gained their following and manufactured

disinformation on Twitter (Linvill and Warren, 2020; Zhang et al., 2021b; DiResta et al., 2019), how internet

groups manipulated and propagated selective news frames that initially surfaced on 8chan (Marwick and

Lewis, 2017), etc. Another example is the political socio-technical imaginaries of Myanmar engaging in
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intentional propagation of state-promoted misinformation online (Bächtold, 2023).

In order to carefully navigate the potentially problematic information online, it is important for users of

the media platforms to armor themselves with knowledge and skills to identify such inauthentic organized

efforts (Gleicher, 2018). Despite the challenges posed by this socio-technically orchestrated problematic

content, the design of media platforms offers little to support users in identifying and making sense of

these information machinations, including inauthentic organized efforts (Gleicher, 2018; Starbird et al.,

2019), false amplification of content using accounts with fake online profiles (Mazza et al., 2022; Kwon

et al., 2022), popularizing government propaganda (Chang et al., 2021; Zannettou et al., 2019), etc. The

complexity behind the machinations and limited platform support for users to recognize these machinations

impart in the online spaces a sense of opacity that I discuss next.

Information Opacity

Humans have often employed technological affordances to create complex socio-technical conditions that

they are ill-prepared to deal with fully. The challenge of assessing information credibility online to decide if

something is misleading or not is one such condition. Addressing this challenge would be more manageable

if users had convenient access to the socio-technical context surrounding the information. However, current

platform designs provide minimal assistance in elucidating the inner workings of information ecosystems,

rendering valuable characteristics opaque to users.

Badke invoked the term information fog to refer to the overwhelming volume of information available

to researchers and how it challenges navigating and evaluating the modern information landscape effec-

tively (Badke, 2021). For humans to meaningfully and ethically engage with the increasingly complex

information environment, Vallor insisted that humans need to learn how to deal with this sense of opacity

that is socio-technical in nature (Vallor, 2016).

Researchers have explored the concept of opacity in the realm of algorithms, aiming to enhance the

explainability of these systems for users. For instance, efforts have focused on improving users’ compre-

hension of artificial intelligence (AI) and enabling constructive engagement with it in various aspects of

human life (Hase and Bansal, 2020; Shin, 2021). In a related study, Eslami demonstrated that aiding users

in interpreting the socio-technical opacity surrounding algorithmic decisions in online environments can en-
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hance their understanding of automated decisions, leading to more informed and satisfying user interactions

with AI systems (Eslamimehdiabadi, 2019). Concerns about the opacity of interpreting AI systems have also

been raised due to ethical issues such as bias and discrimination (Crawford and Calo, 2016). Furthermore, in

the context of privacy, Hargittai et al. used the term opacity to describe users’ challenges in understanding

online privacy settings due to their complexity (Hargittai, 2007). Indeed, research across disciplines has

shown that increasing the transparency of systems can enhance users’ trust in those systems (Peeters and

Pulls, 2015; Grimmelikhuijsen et al., 2013).

I embrace the term opacity to align my research with existing literature exploring the advantages of

enhancing transparency to foster credibility. Within this dissertation, I define opacity as the condition of

insufficient transparency regarding the dissemination of information online before it reaches a user’s online

feed. Expanding on this notion of opacity, I introduce information provenance — i.e., the documentation

of how information circulates among users and platforms — to aid users in evaluating the credibility of

propagating information.

2.2 Signals for assessing information credibility

The widespread use of digital media has provided users on online platforms with access to a vast amount of

information. However, determining which information to trust and engage with is increasingly challenging.

Therefore, evaluating the credibility of the information encountered online is paramount. While credibility

typically encompasses dimensions of trust and expertise (Hovland et al., 1953), the process of assessing

credibility focuses on determining the believability of a source or message (Metzger and Flanagin, 2015).

The approach to assessing credibility varies across disciplines; for example, information science researchers

prioritize the reliability and accuracy of data and sources, while communication researchers consider credi-

bility as a perceived characteristic influenced by the message, source, and media (Rieh and Danielson, 2007).

Given the lack of a universally agreed-upon perspective on credibility (Hilligoss and Rieh, 2008), this dis-

sertation adopts “a blend of subjective and objective assessments” (Bhuiyan et al., 2020) to accommodate

the interdisciplinary nature of the research presented herein.

A combination of subjective and objective evaluations is crucial for assessing credibility, aiding in the

identification of nuanced attempts to deceive. For instance, a 2011 study highlighted that features related
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to the topic, user, and propagation, such as a higher number of retweets, were considered most suitable

for shaping credibility judgments on the Twitter platform (Castillo et al., 2011). However, with the rise of

information warfare, merely relying on the number of retweets without considering the subjective context of

the retweeter is insufficient for effective credibility assessment in today’s online social networks. Research

suggests that broadening the scope beyond a checklist of features to encompass the wider social context of

information can lead to more informed judgments about information quality (Meola, 2004). For instance,

increased monitoring of content by moderators has been shown to enhance the overall credibility of online

communities (Hajli et al., 2015). To enhance user motivation for assessing credibility (Metzger, 2007), this

dissertation advocates for making contextual factors readily accessible through provenance-based design,

thus aiding in the investigation of information opacity. The subsequent section introduces how the signals

facilitating credibility assessment online have evolved over time.

2.2.1 Evolution of social media signals for assessing credibility

During the late 2000s, social media platforms emphasized popularity metrics such as the count of likes and

shares. These metrics served as indicators for guiding users on how to interact with online content (Hermida

et al., 2012; Lipsman et al., 2012; Hill et al., 2017). For curtailing the spread of problematic content to create

healthier online spaces, the design of these platforms evolved to include warning and corrective labels that

provide additional context as considered appropriate by the platforms (Zhang et al., 2021a; Mena, 2020; Lee,

2020; Vraga et al., 2020; Koch et al., 2021). Preemptive labels aimed at inoculation have been effective in

helping people assess credibility by warning them of how they can be misinformed, thereby increasing their

resilience to misinformation (Lewandowsky and Van Der Linden, 2021; Vraga and Bode, 2021; Roozenbeek

and van der Linden, 2019). Corrective labels, while usually helpful, sometimes are known to cause a backfire

effect in the users who come across the labels, i.e., strengthen their belief towards the misconception that

the label is trying to rectify (Bail et al., 2018; Peter and Koch, 2016; Swire-Thompson et al., 2020).

To support regular platform users and guide the application of these labels, in 2021, Twitter introduced

a community-based approach called Birdwatch (Coleman, 2021; Pröllochs, 2022) so that users can add con-

text to a tweet. Such labeling, unfortunately, has been found to support partisanship rather than promote

fact-checking (Allen et al., 2022). Automated algorithms trained on human-labeled data about tweets’ cred-
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ibility have sometimes rendered users unhappy as they disagreed with the credibility labels due to individual

differences of what and whom they considered credible (Gupta et al., 2014).

The ongoing effort to incorporate automatically generated credibility signals has been successful to a

significant extent (Kang, 2010; Donath, 2007; Gupta et al., 2014). This is because automatically generated

credibility signals are challenging for users to manipulate compared to more traditional signals like their

profile information. For example, using labels that reflect the accuracy of headlines has been found effective

in reducing the sharing of misinformation (Jahanbakhsh et al., 2021). Researchers have demonstrated that

automatically derived nudges can be effective in providing some context into the credibility of informa-

tion (Im et al., 2020; Bhuiyan et al., 2021). Unfortunately, the labels implemented by platforms have not

consistently proven effective; users tend to be more inclined to consider verification suggestions provided by

these prompts when they perceive that the message aligns with their own ideologies (Edgerly et al., 2020).

In addition, these approaches are more suitable to the automatic way of thinking (over reflective) (Caraban

et al., 2019; Hansen and Jespersen, 2013) to support quick decision-making. To help identify information

machinations of a more organized nature and preserve user agency, this dissertation promotes reflective

strategies to be more effective and resilient as platforms, and the underlying challenges evolve continuously.

2.2.2 Nuanced social media signals based on information propagation and provenance

Researchers are aware that information spreads online through a network (Arif et al., 2018; Starbird, 2020).

Network properties and behavioral features of propagation help discern misinformation from good informa-

tion (Zhao et al., 2021; Molina et al., 2021); e.g., witnessing superficial characteristics of a Twitter account’s

social network (e.g., information about followers and following) can assist users in making an informed de-

cision about sharing content from that account (Westerman et al., 2012).

Misinformation researchers and journalists have conducted their own analysis about misinformation

propagation to protect the public from problematic content. Although what is considered problematic varies

on the context — e.g., content that is corrected by fact-checking websites when doing behavioral research

on misinformation (Pennycook et al., 2021), content that is deceptive relative to the best available scientific

evidence in case of identifying scientific misinformation (Southwell et al., 2022), content that may erode

public trust in civic institutions in case of elections (Zade et al., 2022b), — the learning about how that prob-
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lematic content spreads primarily comes from understanding the broader network of online actors involved

in propagating misinformation. These actors might include influencers, political actors, information organi-

zations (Liang et al., 2019; Stewart et al., 2018; Schafer and Starbird, 2023), and most importantly, regular

users who sometimes partake in such propagation when they share posts without effectively assessing the

credibility of sources or the reasons behind the spread of information. The documented trail that accounts

for the origin of information and how it moves around from user to user and, at times, from platform to

platform can be referred to as its provenance. To assess the credibility of online content and discern if the

information is misleading, it becomes essential to get additional context about its provenance — and to

design social signals that capture and communicate this context.

The original source of information is considered one of the prime factors for assessing the credibility of

content (Metzger et al., 2010; Jabiyev et al., 2021). Despite the challenges of identifying the information

source and verifying its credibility for researchers and media platforms (Starbird et al., 2019; Diakopoulos

et al., 2012; Figueira and Oliveira, 2017), cues about the source of information may not always be effective

towards assessing content-credibility and detecting misinformation (Dias et al., 2020).

To benefit from other signals apart from the source, researchers have utilized diffusion-based metrics to

help users assess the credibility of the content (Marinova et al., 2020; Resnick et al., 2014). For example,

Finn et al. developed a tool called Twitter trails to help users investigate a tweet of their interest if it is a

potential rumor based on how it propagates within a social network (Finn et al., 2015; Metaxas, 2015). Shao

introduced the Hoaxy platform along similar lines to facilitate the collection, detection, and analysis of all

incoming tweets to detect misinformation online (Shao et al., 2016). While these platforms are extremely

useful for assessing credibility, they have been designed in a way that is more suitable for an investigative

perspective like that of a journalist or researcher than that of an average social media user.

2.3 Incorporating media literacy initiatives when assessing credibility

Media literacy is another necessary discipline that has contributed immensely to helping users live well

in online information environments like Facebook, Twitter, Google Search, and others. With the rapidly

evolving challenge posed by misinformation, there is a shared need for platforms and their users to critically

inspect how media literacy principles can be employed in our everyday lives to learn about the opacity of
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information propagation.

While disinformation distracts and confuses the intended audience using deliberate and misleading in-

formation, misinformation could be unintentionally inaccurate (Wu et al., 2019). When an abundance of

information is floating around (e.g., breaking news), uncertain information and rumors might be floating

around that are later corrected by reputed and credible news sources. However, platform users may already

have been exposed to misinformation by that point. Therefore, platform users must discern between uncer-

tain information and what is undoubtedly misinformation. This becomes particularly critical as users are

less likely to question information when it comes to them through a network that they trust, thus lowering

their attention vigilance (Pennycook and Rand, 2021b; Sterret et al., 2018). In a situation of high criticality,

exposure to any misleading information can sometimes form the basis of why we vote and how we vote (Di-

akopoulos et al., 2018)! In order to carefully navigate potentially polarizing and sometimes manufactured

information online, users need to arm themselves with knowledge and skills to identify such inauthentic

organized efforts as misinformation (Gleicher, 2018).

Media literacy became popular in the early 1960s to empower students to use media, namely newspa-

pers and television, to consume information responsibly. McLuhan, through his book ‘The Medium Is the

Message,’ was an influential force behind this move and suggested “the personal and social consequences

of any medium depend on the scale introduced by any new tech into our affairs of the world” (McLuhan and

Fiore, 1967). In other words, how information is delivered changes our relationship with that information.

With the recent adoption of new media platforms in our everyday lives and the emergence of computational

propaganda (Woolley and Howard, 2016; Arnaudo, 2017; Woolley and Howard, 2017; DiResta, 2018), i.e.,

using computer-controlled accounts to influence information propagation and amplifying their reach strate-

gically, it has become even more critical to adopt media literacy in practice to be able to analyze a media

message (Delwiche and Herring, 2020). Before I discuss more about such adoption practices, let us dig

deeper into what literacy and media literacy constitute.

2.3.1 Understanding literacy

Until 1966, the concept of literacy was often understood to be an individual’s ability to read and write. In

1966, the United Nations Educational, Scientific and Cultural Organization (UNESCO) set up the World
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Literacy Program and moved from the skill-based definition of literacy to a more functional one (Spaulding,

1966). The new functionality-based definition identified a person as literate provided “they can engage in

all the activities in which literacy is required for them to effectively function in their group and community

and also for enabling them to continue to use reading, writing, and calculation for their own and their

community’s development.” This shift from a skill-based to a functionality-based literacy definition was

also adopted by the American National Assessment of Adult Literacy (NAAL), much later in 2003, as they

updated their view of literacy from “using printed material successfully” to “making use of printed material

to function in the society and achieve collective benefit” (White and McCloskey, 2003).

In a seminal work on ‘The Right to Literacy’, Knoblauch suggested another shift in the perspective of

what constitutes literacy from thinking about it as an objective capacity to a subjective judgment (Knoblauch,

1990). Knoblauch offered three definitions of literacy that consider an individual’s culture, personal growth,

and critical thinking. Each of these perspectives has some drawbacks — e.g., while a functional perspective

can be ableist, the cultural perspective can lead to the marginalization of non-dominant groups — but all

these perspectives assert that literacy is an individual’s responsibility.

Overcoming the limitations of an individualistic definition of literacy that considers it in isolation from

an individual’s surroundings and social experiences, some scholars like Scribner (1984) suggested thinking

of literacy as a more collective responsibility and referred to literacy as a social achievement given that it

can only be attained by participating in socially organized activities (Scribner, 1984). Kliewer found support

for this view through ethnographic activities studying sensemaking in disabled children and suggested that

we define literacy as the construction — including collective interpretation — of meaning through visually

or tactually crafted symbols that compose various forms of text (Kliewer et al., 2004; Kliewer, 2008).

These shifting perspectives from ability-based to functional, objective to subjective, and individualistic

to collective are essential to attain literacy that is suitable for critical thinking. The different kinds of litera-

cies — technological, digital, computer-related, informational, library, network, and media-related (Bawden,

2001) — are all suited for different contexts and informational requirements (Bawden et al., 2008). Out of

these literacies, media literacy, i.e., one’s ability to use that information upon granted access through any

media is more important to evaluate the message critically (Koltay, 2011). From here on, with a focus on

facilitating such critical evaluation, I dig deeper into media literacy.
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2.3.2 Understanding media literacy

Just like literacy, what constitutes media literacy has evolved to accommodate the changing nature of media

forms, including Snapchat and Instagram stories today, or perhaps augmented reality (AR) and interactive

scenarios in the very near future. As each new communication medium presents a unique challenge, humans

are compelled to adapt and cultivate literacy in these emerging forms of media. Academics and research

organizations have adapted their definition of literacy, as has the US government and the UK government.

According to a cultural commentator:

“Media literacy is nothing new, but it’s adapting and changing all the time. Where media literacy

once required a mastery of language and a quill, the age of the penny press required the ability

to analyze headlines at a glance and tell the truth from sensationalism.” - Jay Smooth (Smooth,

2018)

As scholars address media, literacy, and the purpose of media literacy across several suggested defini-

tions (Potter, 2013), three things stand out. First, scholars believe that media literacy involves decoding the

hidden meaning or intent behind information in the media. Second, they believe such an interpretation of

that information is subject to an individual’s experiences and, hence, deeply rooted in that interpretation’s

sociocultural, socio-economic, and socio-political context. Third, media literacy doesn’t stop once we infer

the nuances within that information; it also includes how we incorporate that meaning as we communicate

further through more media messaging. This dissertation looks at the implications of these steps as they

relate to assessing the credibility of information and maybe sharing information with other users on the

platform.

To capture these different components of media literacy as they relate to the evolving nature of media,

I adopt the definition of digital media literacy as the ability to access, analyze, evaluate, create, and act

using all forms of information (Board, 2007). The first component of media literacy access refers to the

ability to get hold of information, which includes both media (devices and services) and the actual content

published through those media. Once a user has access to the information of interest, it is important that

they can decode that information and analyze it. The next step then involves interpreting that derived mean-

ing to evaluate it as per one’s evaluation process and personal experiences. The last two parts constitute
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thoughtfully creating new information and responsibly acting upon any information.

2.3.3 Teaching media literacy

Media literacy scholars have suggested different ways of incorporating digital media literacy principles —

access, analyze, evaluate, create, and act — into media-based learning. One of the earliest ones included the

Canadian communication scholar Marshall McLuhan, who ignited the North American educational move-

ment for media literacy in the 1950s and 1960s (McLuhan and Fiore, 1967). He coined the phrase ‘media

is the message’ to refer to the symbiotic relationship between a medium and a message, inspiring media

literacy research for decades. Renee Hobbs is another internationally recognized digital and media literacy

education authority affiliated with communication studies at the University of Rhode Island’s Harrington

School of Communication and Media (Hobbs, 2021). In her book ‘Media Literacy in Action: Questioning

the Media,’ she suggests a reader ask five questions when evaluating the accuracy of information about the

purpose, attention-attracting techniques, value system behind the shared perspective, possible interpretations

of that information, and omitted details. Another perspective involves facilitating critical comprehension of

information for discerning good media from the bad and accounting for a creator’s accuracy, bias, and re-

liability based on the creator’s history (Coiro, 2014). Stony Brook University’s model of teaching media

literacy that focuses on using a taxonomy of information neighborhood (as shown in Figure 2.1) has been

found effective in guiding more than ten thousand young minds into thinking if the information they see fits

the standard of journalistic information or if it seems propaganda-like (Fleming, 2014).

The developments of the media literacy curricula are widespread even outside of the USA (though less

pronounced). For example, Kajimoto identified the common patterns of news consumption across three

Asian countries (Hong Kong, Vietnam, and Myanmar) and suggested how the region-specific issues need to

be integrated into the development of news literacy curricula suitable to the local circumstances (Kajimoto,

2016). In another related attempt, educators tried to come up with local examples by replacing the American

references with more relatable Chinese references to help non-American countries learn and benefit from the

lessons on media education and develop media-related competency, e.g., the inclusion of local news reports

about an unannounced concert by Psy of Gangnam Style fame (Hornik and Kajimoto, 2014). To support

users in being critical of the information they consume, in 2015, Ukraine administered the ‘Learn to Discern’
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Figure 2.1: Using a Taxonomy of Information Neighborhoods, students at Stony Brook University’s Jour-
nalism school learn how to characterize information in a systematic way to distinguish characteristics of
news, promotion, propaganda, and raw information.

information literacy program situated in the local context as a response to the flood of misinformation

produced by Russia in 2014 (Haigh et al., 2019). The program was also effective in helping users discern

the reliability of sources when presented with conflicting information.

2.4 Media literacy-based approach to reduce information opacity when as-

sessing credibility

While unpacking the meaning of new media literacy, Chen et al. (2011) argued that the move from traditional

media literacy to new media literacy brings attention to users’ ability to not only understand media content

at the functional level but also to evaluate, analyze, and question their understanding of it critically (Wu and

Wang, 2011). As a matter of fact, the curriculum of the National Association for Media Literacy Education
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(USA) discusses five actions — Access, Analyze, Evaluate, Create, and Act — to be performed at an

individual’s level to become a critical thinker (Board, 2007; Kellner and Share, 2005). Unfortunately, such

media literacy efforts largely have been understood and promoted as an individual’s responsibility. Such a

singular perspective on media literacy is inadequate to identify modern-day information machinations. To

develop media literacy efforts that help users look through the opacity of online information, platforms, and

their users need to realize the limitations of disconnected individual experiences and define and implement

them at the level of an organization, platform, and nation (Bulger and Davison, 2018).

“Misinformation is not like a plumbing problem you fix. It is a social condition, like crime, that

you must constantly monitor and adjust to.” - Tom Rosenstiel (Anderson and Rainie, 2017)

As the persuasiveness of media technologies has catalyzed McLuhan’s conceptualization of the global

village where a diverse and massive audience gets quick access to sometimes varying information about an

event, it is critical to evaluate that information by questioning its whereabouts and negotiating the boundary

between what could be the true meaning and what could be a possible misrepresentation (McLuhan and

Powers, 1989). This notion of global village reappears in Vallor’s writing, many decades later in 2017,

as she discusses the construct of opacity so users of diverse cultural backgrounds can not only access but

also meaningfully engage in the plurality of interpretations without getting confused by the contrasting

information (Vallor, 2016).

For facilitating platforms that are always ready to tackle new kinds and variations of problematic content,

it is, therefore, essential to impart a sense of literacy into them. By pushing the onus of learning literacy away

from that of users towards the platforms, newer media platforms can be built with a focus on design features

rooted in critical thinking. Susceptibility to sharing misinformation has been accounted more to lack of

attention than ill intention (Ross et al., 2021). Therefore, I see tremendous hope in the media literacy-based

approach that I discuss in this dissertation to employ provenance-centered solutions to educate users about

the opacity of information and help users become more aware of how and why information propagates as

they assess the credibility of that information.
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Chapter 3

Methodology

In this chapter, I introduce the overall methodology adopted for the research presented in this dissertation. I

followed a (mostly) qualitative approach consisting of audit-based content analysis, research through design,

and participatory design techniques to answer different questions of interest about assessing the credibility

of information by harnessing the socio-technical context in which information propagates across different

media platforms.

I break down the primary question of how can we (re)design online media platforms to allow users

to look through the socio-technical opacity of propagating information — in often limited attention span of

user interaction on these platforms — and assess the credibility of that information? into three more specific

objectives that I address in Chapter 4, Chapter 5, and Chapter 6 in this dissertation:

• RQ1: As information surfaces within a platform (Google Search), how do different contextual factors

behind that information impact its credibility?

• RQ2: When assessing credibility, how can easy access to information provenance on a platform

(Twitter) and its contextual factors help users understand the socio-technical context of information

provenance?

• RQ3: When moving to platforms beyond Twitter (TikTok), how do users employ the platform cues

to identify the socio-technical context of information on that platform?
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3.1 Answering RQ1: Audit-based content analysis to examine problematic

content online

Algorithms of platforms like Twitter and Reddit facilitate the amplification of misinformation by bringing

more user attention to it Fernández et al. (2021); Shepherd (2020). Researchers have employed auditing

mechanisms to investigate the role of algorithms. Audits have shown how YouTube deploys algorithms with

the potential to lure people down conspiracy rabbit holes by continuously suggesting related content (Ro-

driguez, 2018; Albright, 2018; Hussein et al., 2020). Auditing techniques have found that even e-commerce

platforms like Amazon can promote a filter bubble effect, where users who browsed anti-vaccination con-

tent on the platform received relatively more suggestions promoting similar content than those who did

not (Juneja and Mitra, 2021).

Researchers have illustrated the efficacy of the auditing technique in revealing intriguing and sometimes

unintended platform behaviors. For instance, Epstein and Robertson (2015) demonstrated the existence of

the search engine manipulation effect (SEME), wherein search engine providers can influence user behavior

by manipulating search results. This manipulation was found to significantly sway voting preferences in

favor of a particular candidate by as much as 20% or more (Epstein and Robertson, 2015; Spenkuch and

Toniatti, 2016). Previous investigations into the behavior of the Google search engine have revealed that

searching for specific queries with limited authoritative information, known as data voids, can result in the

easy discoverability of conspiratorial websites (Bradshaw, 2019). Employing various interpretive techniques

to analyze these patterns can provide deeper insights into such behaviors (Simko et al., 2021). For instance,

researchers have utilized crowdsourced mechanisms to analyze data collected through search engine queries,

shedding light on how Google’s search technologies influence algorithmic information curation, particularly

during the 2016 US elections (Diakopoulos et al., 2018).

To deepen our comprehension of how search engines may direct users to misleading information sources,

I employed a similar approach by conducting a content analysis-based audit of Google’s Search Engine Re-

sults Page (SERP) data, focusing on election-related content during the 2020 electoral period. To construct

a comprehensive dataset concerning the political headlines during the 2020 US election season, I systemati-

cally gathered search headlines multiple times daily from October 5, 2020, to December 3, 2020. This effort
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resulted in the scraping of over 800,000 headlines in response to 20 election-related keywords—10 general

(e.g., ‘Ballots’) and 10 conspiratorial (e.g., ‘Voter fraud’)—across 20 cities spanning 18 states.

For the analysis phase, I utilized journalistic principles to develop a coding scheme, consulting with

journalists and researchers to understand the headline construction process and the best practices related to

online content dissemination and presentation. Drawing from this preliminary exploration, I structured the

coding scheme around a central "Stance" category, facilitating the categorization of headlines based on their

potential impact on users’ trust in the election’s legitimacy. Subsequently, I qualitatively coded a stratified

sample of 5,600 headlines, focusing on the prevalence of misinformation (referred to as “delegitimizing

information” within Chapter 4 for consistency with published work (Zade et al., 2022b)). I conducted

several regression analyses to bolster the insights gleaned from the coding process. These analyses served

to reinforce the observations emerging from the coding process, enhancing the robustness of the findings.

3.2 Answering RQ2: Research through design to investigate design concep-

tualizations in misinformation context

I adopted a research through design (RtD) approach to address the second research question (Gaver, 2012;

Zimmerman and Forlizzi, 2014). RtD is a research method that leverages design practices to discover

new knowledge (Zimmerman and Forlizzi, 2014). Researchers have shown how this approach can uncover

insights into how variations in design impact users’ affective and decision-making responses across different

contexts, including the realm of misinformation (Carroll et al., 2020; Carroll and Bonkel, 2021; Sherman

et al., 2021). In line with this approach, I aimed to curate a set of cues that offer rich context about the spread

of a tweet, prompting participants to explore how and why they could use such interventions to assess the

credibility of content when retweeting.

To help users understand the role of and context of different actors who are involved in spreading the

information, I first came up with a framework that later guided the selection and design of the contextual

cues. Borrowing from existing research and our own experiences, I conceptualized multiple possible cues

— without being subject to the feasibility of operationalizing it — that signal if a Twitter account could be

considered problematic. Examples of such cues from existing research include retweeting excessively (over
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other activities like tweeting) as it can signal amplifying behavior or ‘pandering for social capital’ (Boyd

et al., 2010); using hashtags that consist of hate can signal the production of radicalized content (Agarwal

and Sureka, 2015).

Next, I chose the different actors to be shown in the information trajectories that explain how information

reached a user while balancing the amount of information to be shown to a user. I chose my first actor to be

the known source of the tweet (root tweeter) given the established significance of primary source for online

credibility assessment (Metzger et al., 2010; Geeng et al., 2020). Realizing the potential of top accounts

with many followers in spreading content (Institute, 2021; Chong and Kim, 2020), I chose the second actor

to be a popularizer of that information. Given that users tend to trust online information more if it is shared

by one of their friends (Turcotte et al., 2015; Geeng et al., 2020), I chose an individual user’s online friend

as our third actor along the trajectory.

I then designed the novel intervention, which is highly relevant to providing socio-technical context and

extensible for other researchers to build upon. To learn more about the effectiveness (or not) of the interven-

tion towards discerning misinformation, I conducted an interview-based qualitative analysis of employing

the intervention in everyday retweeting practices of regular users.

While Twitter serves as an excellent platform to test how several factors might impact a civic discourse

that Twitter facilitates, these research efforts have often been criticized for not being representative enough

with a bias towards political elites and individuals who tend to be politically more vocal (Morstatter et al.,

2014; Bode and Dalrymple, 2016; Barberá and Rivero, 2015). It is important to note the presence of such a

bias in the context of this research as it might impact the findings from the study and limit its generalization

beyond the observed sample to some extent. To compensate for such a bias, I ensured the inclusion of a

wide range of participants with diverse demographics in terms of education, political leaning, and media

preference.

Next, I conducted an interpretive, grounded analysis of the data that was collected through participant

interviews in the RtD exercise (Charmaz, 2006). Accordingly, I iteratively refined the themes that emerged

from the analysis and recorded the insights using analytical memos. Finally, I reported on how contextual

cues support participants in developing and/or refining their mental model about an online account and how

the tweet trajectory facilitates making a quick but informed credibility judgment about the provenance of
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information visible in the intervention. Given that a design intervention conveys a specific framing of the

problem that we wish to explore, I note that knowledge generated through RtD is reflective of the functions

and limitations of our intervention (as understood by the participants) (Zimmerman et al., 2007) and as

imposed by the researchers (Dow et al., 2013).

3.3 Answering RQ3: Participatory design to generalize learning objectives

for discerning problematic content across platforms

While numerous researchers have investigated platforms like Google, Twitter, and Reddit as socio-technical

platforms, there is relatively little research available on information dynamics on TikTok due to its relatively

recent emergence. However, the platform’s rapid growth in users and user engagement makes it a compelling

site for research.

For instance, Baumel et al. conducted a study comparing contrasting narratives, represented by hashtags

WearaMask and MasksDontWork, in the most viewed videos on TikTok. They discovered a notable presence

of medical professionals supporting masks as an effective strategy against Covid-19 (Baumel et al., 2021).

In another study focusing on urinary tract-related content in 2022, TikTok was found to have significantly

higher user engagement but less scientific information, lower credibility, and more misinformation compared

to YouTube (Tam et al., 2022). Similarly, research has shown that anti-vaccination messages tend to go viral

on TikTok, particularly among younger users, contributing to vaccine hesitancy (Basch et al., 2021). These

findings underscore the urgent need for extensive efforts to counter misinformation spread on TikTok. In

response to this challenge, several fact-checkers have joined the TikTok platform to debunk misinformation

and combat its dissemination (Bautista et al., 2021).

In the previous study, I identified effective learning objectives that capture the socio-technical character-

istics of information on Twitter. However, these lessons may not seamlessly apply to the TikTok platform

due to its relatively unique and younger user base, often referred to as Generation Z (Rapkin, 2017). There-

fore, I employed the participatory design method to adapt these learning objectives from Twitter to TikTok.

The participatory design approach allows participants to express their own identities, draw from personal

experiences, and offer valuable insights to inform design mechanisms, particularly in the context of news
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literacy initiatives (Literat et al., 2020, 2021). I utilized this approach to collaborate with participants to

understand how they interpret and apply various problematic behaviors, similar to those identified in the

context of Twitter, specifically to the TikTok platform. By identifying platform-specific signals that align

with general learning objectives, we can facilitate incidental learning about the socio-technical complexities

of information on online media platforms.

3.4 Reflecting on the overall methodological approach

Before delving into the studies conducted as part of this dissertation, it’s important to consider the rationale

behind selecting three different platforms and the unique methodological approach adopted for studying

each platform.

Initially, the primary objective of this dissertation was to employ a mixed methods approach on the Twit-

ter platform. The aims were twofold: firstly, to conduct a qualitative study by implementing an intervention

that prompted users to consider the concept of provenance, and secondly, to conduct a quantitative experi-

ment to measure the impact of the provenance intervention, utilizing a browser-based plugin, on how users

adjust their credibility assessment and information-sharing habits. The findings from the latter experiment

would complement those from the former. However, due to challenges encountered by Twitter, particularly

with changes in leadership around 2022 and the subsequent loss of some users, I had to pivot and explore

other platforms. While this decision affected the certainty of claims that could be made about a single

platform, it allowed for a more comprehensive analysis and provided findings with higher generalizability.

Using three different methods—auditing, research through design, and participatory research—on three

unique platforms had its own set of advantages and disadvantages, particularly regarding the validity of

findings. In this dissertation, I ensured that I struck a balance between these through careful selection,

implementation, and integration of diverse methods to study the potential utility of information provenance

when making credibility assessments.

For example, while the auditing approach employed to study the Google Search platform lacked a user

perspective, findings from research through design may have been influenced by the choice of design and

cues used in the provocation. Conversely, findings from participatory research were influenced by the knowl-

edge and experience of the participants. Collectively, synthesizing findings from these multiple approaches
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was challenging as the studies engaged with the notion of provenance in very different ways. However,

employing these diverse methods enabled me to delve deeper into the intricacies of the conceptualization of

provenance. Carefully selecting the methods catered to the corresponding goals facilitated triangulating in-

sights gathered through unique approaches to discovering knowledge. For example, in studies on the Twitter

and TikTok platforms, findings from unique methodological approaches resonated with each other, thereby

enhancing the validity of the judgment affordances framework presented in this dissertation. Thus, utilizing

multiple methods together contributed to increasing the validity of findings.
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Chapter 4

Witnessing information opacity on Google

Search: Auditing headlines to examine

search engine as a gateway to misleading

content

This chapter presents the research published in the Journal of Trust and Safety in 2022 (Zade et al., 2022b),

which I co-led with Morgan Wack, a co-author of this work. When using the pronoun ‘we’ within this

chapter, it refers to all the co-authors involved in the broader project. I have adapted significant portions

of this chapter from the publication, making some minor adjustments to the introduction. Additionally, I’ve

expanded and refined the discussion section to provide contextualization relevant to this dissertation.

4.1 Introduction

Despite no evidence that widespread fraud occurred during the recent US elections (Cybersecurity & in-

frastructure security agency, 2021; Hale Spencer, Saranac, 2020; Cybersecurity & Infrastructure Security

Agency, 2022), as reiterated in testimony by former Attorney General Bill Barr (Thompson et al., 2022),

there remains skepticism among the public about the legitimacy of the election results. Following the elec-
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tion, nearly 65% of Republican voters believed that the results of the 2020 US general election were ille-

gitimate (Pennycook and Rand, 2021a). Such skepticism isn’t unique to 2020 elections; during the 2018

midterm elections, voters who cast their votes using mail-in ballots were skeptical that their votes would

be counted correctly (Alvarez et al., 2021). Though considerable effort has been spent studying how so-

cial media platforms serve to connect people to conspiracy theories, rumors, and misinformation related to

unsubstantiated voter fraud, less is known about how and what kind of political content is spread through

search engines.

Search engine platforms serve as the doors to information and news on the internet. In 2020, 65% of

Americans used search engines as a primary source to gather news and information Shearer (2021), of which

Google has a global market share of over 90% (StatCounter, 2021). As evidenced by “election results” and

“coronavirus” constituting the top two search terms on Google in 2020 (Google Search, 2020), search en-

gines have a tremendous potential to provide access to critical information that can influence democratic dis-

course. This is particularly true during election periods—in particular, the 2020 US general election—when

political polarization, COVID-19 uncertainty, and demand for election information were all high (Kapferer,

1987; Bordia and DiFonzo, 2017; Starbird et al., 2020).

The 2020 US election gave rise to several narratives that cast doubt on the legitimacy of the results.

Several official organizations, including the Cybersecurity and Infrastructure Security Agency (CISA), have

debunked these narratives, and CISA confirmed in December 2020 that it was indeed a “secure election” Cy-

bersecurity & infrastructure security agency (2021); Cybersecurity & Infrastructure Security Agency (2022);

Hale Spencer, Saranac (2020). Despite the acknowledgment of confidence in the election by several gov-

ernment officials and elected leaders, both Democratic and Republican (Brennan Center for Justice, 2020),

unproven and misleading election-related narratives were (and some remain) widely available online. Users

accessed these narratives by means of different information provenances, e.g., provenances that originated

from legacy news channels like CNN and Fox News, provenances that consisted of prominent Twitter ac-

counts, etc. Soon, search engines might also give access to TikTok accounts that popularize the information,

highlighting the role of these TikTok influencers in the information provenances. To what extent do these

provenances vary in terms of how credible information they serve? In addition, the credibility of provenance,

as perceived by users, might also be impacted due to other characteristics like search location, time of the
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search, etc., as they provide different contextual insights into that provenance. In this Chapter, I examine

(RQ1) of this dissertation: as information surfaces within a platform (Google Search), how do different con-

textual factors behind that information impact its credibility? More specifically, I report my investigation

on whether and potentially how Google served as a gateway to content that may have undermined trust in

election processes, institutions, and results. We audited headlines appearing in Google’s SERPs in response

to several search terms before, during, and after the 2020 US election, focusing on provenance. Specifically,

our research was guided by the following smaller questions, each of which addresses a unique contextual

characteristic of provenance:

• Question One: How do the SERP verticals—search results, stories, videos, and advertisements—

differ in the amount of misleading content?

• Question Two: How does one’s location in a specific city—split by population and party representation—

change the kind of election content found in search results?

• Question Three: Do different search terms lead to different search result quality?

• Question Four: Which online news domains served as the most frequent gateways to content that may

have undermined trust during the election period?

To answer these questions, we focused on news headlines from Google’s SERP data (see Figure 4.1).

The headline of a news story is known to influence users’ interpretation of the story’s content (Tannenbaum,

1953) and impact its popularity (Rieis et al., 2015). We collected headlines using election-related search

keywords as seen on Google’s search engine across 20 locations spread throughout the US. Since Google

does not officially support a search API, and other services do not support location-specific requests, we

resorted to a third-party paid service called SerpApi (SerpApi, 2020). This service allowed us to perform

searches such that the results were associated with the locations of our 20 selected sites, rather than the

results that Google would normally associate with the geographic location of our local IP address. Our data

collection began before the election in early October 2020 and ran through mid-December. We performed an

extensive qualitative analysis of a random sample of 5,600 headlines from over 500,000 SERP search results,

242,000 SERP stories, 62,000 SERP videos, and 47,000 SERP advertisements to evaluate the potential of
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SERP data to undermine trust in the election. In addition to the analysis, we make the raw Google SERP

data corresponding to election-related keywords across several disparate locations openly available to further

analysis by other researchers (Zade et al., 2022a). 1

Figure 4.1: Two example screenshots of Google SERP data if a user were to search for “voter fraud.” Left:
We collected the headlines and metadata for the search results and all three top stories. Right: We also
collected the headlines and metadata for all three videos and the only advertisement. Overall, we collected
the first ten search results, top ten stories, top ten videos, and all the advertisements returned by the search
engine in response to all keywords.

From these searches and our subsequent coding of reported headlines, we found that the headlines

of the video content reported in our Google Search results pages contained a disproportionate amount of

undermining-trust content when compared to alternative SERP verticals (search results, stories, and adver-

tisements). Although swing states received more campaign advertisements than non-swing states, a user’s

location generally did not moderate the quality of information served by search engine headlines. We also

found that the headlines displayed on the results pages were more likely to undermine trust when searches

included conspiratorial election-related terms (e.g., “Voter fraud,” “Rigged election,” etc.) as opposed to

general election-related terms (e.g., “Ballots,” “Where do I vote,” etc.), as well as if the headlines were as-

1Data is available on the Open Source Foundation platform (Zade et al., 2022a).
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sociated with media domains with a relatively more right-leaning bias. Upon investigating the mainstream

media headlines specifically, we found that legacy news sites with large audiences like The Washington Post

and Fox News played an outsized role in delivering content with the potential to undermine trust. Finally,

we present the topics that were the focus of trust-undermining and trust-imparting content across our coded

sample.

Our study builds upon previous work that has emphasized the influence of online electoral content in

altering perceptions about the legitimacy of the 2020 US general election. First, we present a novel dataset

consisting of geographically and topically distinct search results presented by Google prior to, during, and

following November 3, 2020. Second, we developed a coding scheme for assessing headline content in

SERP data and its role in undermining trust that can serve as a template for future studies. Third, using our

coding scheme, we analyze the political content likely presented to a large number of users on Google’s

platform before, during, and shortly after the election. From this analysis, we identify the topics, domains,

and search patterns of election-delegitimizing content. In particular, we present evidence that information

with different provenances can vary in their credibility. We conclude with recommendations focused on

open, auditable, and anonymized data for investigating these research questions in future elections.

4.2 Background: 2020 Election Delegitimization

4.2.1 Significance of news headlines

News headlines, along with other forms of content collected in Google Search results, play a critical role

in conveying information and creating impressions. For news headlines specifically, a survey conducted

nearly a century ago found that out of 375 people, 192 based their opinions about news from the reading

and skimming of the headlines only (Emig, 1928). The importance of headlines in content conveyance has

persisted as news has shifted online. Psychologists have known that early impressions matter and that early

biases affect users in what they learn in further impressions of the artifact (Digirolamo and Hintzman, 1997).

Based on analysis of about 70,000 headlines, Reis et al. confirmed that the sentiment of the headline could

have a serious impact on how popular the story might become and the kind of discourse it encourages (Rieis

et al., 2015). These projects have reiterated how headlines can serve as influential shortcuts for readers that
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can subsequently guide their interpretation of the news (Tannenbaum, 1953).

Misleading content, even if only slightly misleading, can bias the interpretation of events, such as elec-

tions. This is why they are often used to frame real-world events in a particular light Jamieson et al. (2007);

Liu et al. (2019). Framing strategies have often been employed—as was tracked during the 2004 Canadian

federal election—to select aspects of particular news stories that increase the salience of the writer’s or news

source’s chosen perspective (Andrew, 2007). By inducing bias in readers, exposure to misleading headlines

can limit the capacity of its audience to process corrected information, thereby impacting their memory

and reasoning (Ecker et al., 2014). Complicating matters further, readers have a tendency to over-weight

headlines that are consistent with their social and political attitudes (Beam, 2014) while choosing to focus

on headlines that they perceive to be true a priori (Edgerly et al., 2020), leaving readers vulnerable to mis-

leading headlines that align with partisan values. The challenge posed by misleading headlines has been

exacerbated by the growing use of social media platforms, where headlines are often prominently displayed

as a substitute for the actual content of the article Gabielkov et al. (2016). In fact, there is little incentive for

platforms to push users off the platform to the actual article. Despite these growing concerns, little is known

about the role of headline content appearing in different SERP verticals (e.g., stories versus videos) during

elections to undermine voter trust. This is the focus of our research.

4.2.2 Role of Google Search in shaping user opinion

Google Search is the most commonly used search engine StatCounter (2021) and, therefore, the focus of

numerous studies into search engine function and performance. A recent study found that Google fares

better in limiting the promotion of conspiratorial results as well as the presentation of links to conspiracy

theory-dedicated websites when compared with other search engines like Bing, DuckDuckGo, Yahoo, and

Yandex (Urman et al., 2022). Despite relatively higher resilience to conspiratorial content, concerns remain

regarding bias evident in Google Search results Robertson et al. (2018). These potential biases are of concern

to election integrity advocates, who have shown that Google’s search engine has in the past privileged certain

topics on its News homepage (including a disproportionate presentation of articles detailing the 2016 Trump

campaign over his challengers) (Diakopoulos et al., 2018).2

2Diakopoulos et al. found that during the 2016 US elections, Google News had 941 indexed articles about Donald Trump, 710
about Hillary Clinton, and 630 about Bernie Sanders (Diakopoulos et al., 2018).
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When investigating Google’s role in shaping user attention to the news, Trielli and Diakopoulos (2019)

found a small skew towards the political left in Google Search results. Although the diversity of the media

sources varied by topic, a small fraction of the media contributed about 50% of the overall suggestions in the

top stories. Similarly, recent research has found that a small number of sources contributed the majority of

the stories about the 2020 US presidential election on Google SERPs (Kawakami et al., 2020). Epstein and

Robertson (2015) showed that a search engine manipulation effect (SEME)—i.e., influencing user behavior

through manipulation of search results by search engine providers—can impact the outcomes of elections.

Voting preferences can be strongly influenced in favor of a candidate (20% or more) by showing search

results biased toward a particular candidate (Epstein and Robertson, 2015; Spenkuch and Toniatti, 2016).

Search engines can impact user perception about the credibility of the news not only through the se-

lection of stories (and sources) on the results page but also through the rankings in which these stories

appear. A higher position in the ranking of a (SERP vertical) story impacts user decisions more, even if it

is less relevant to the topic of the user’s search, than another story that appears at a lower rank (Pan et al.,

2007). Researchers have also questioned the role played in content presentation across different information

modalities including text, stories, and videos across several platforms. Though recent work has suggested

that video content may not be as persuasive as was once feared, users tend to believe in a video more easily

than in text (Wittenberg et al., 2021). Given the increased prevalence of video-based misinformation, there

is a shared belief among researchers that the real extent of persuasiveness of videos might diverge in real

settings that are not lab-controlled. For example, when comparing the role of text versus video modality

within messaging apps, researchers found that users process videos superficially and tend to more influ-

enced by them compared to text (Sundar et al., 2021). Based on this result, we compare the different SERP

verticals—e.g., news, stories, search results, and ads—in our study.

4.2.3 Auditing as a method to trace mis- and disinformation

Algorithms of platforms like Twitter and Reddit facilitate amplification of problematic content by bringing

more user attention to it Fernández et al. (2021); Shepherd (2020). Researchers have employed auditing

mechanisms to investigate the role of algorithms. Audits have shown how YouTube deploys algorithms with

the potential to lure people down conspiracy “rabbit holes” by continuously suggesting related content (Ro-
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driguez, 2018; Albright, 2018; Hussein et al., 2020). Auditing techniques have found that even e-commerce

platforms like Amazon can promote a filter bubble effect, where users who browsed anti-vaccination con-

tent on the the platform received relatively more suggestions promoting similar content than those who did

not (Juneja and Mitra, 2021).

Researchers have expressed hope that the auditing method can enable us to witness and understand why

some unwanted platform behaviors occur Simko et al. (2021). For example, prior investigation focused

on understanding Google search engine’s behavior has shown that searching for specific queries that have

limited authoritative information (i.e., data voids) can lead to easy discoverability of conspiratorial websites

Bradshaw (2019). In order to expand our understanding of how search engines can lead users to misleading

content, we conduct an audit of Google SERP data focused on election content during the 2020 electoral

period.

4.3 Data Collection

4.3.1 Search terms

To conduct our analysis, we generated a list of election-related search terms in October 2020 (see Table 4.1).

These terms were used to assess differences in headlines related to different SERP verticals: search results,

news, advertisements, and videos. We split our terms into two distinct categories. The first category of

search terms aimed to capture the results produced when searching for general election-related content.

This included terms such as “presidential election” as well as common election questions such as “where

do I vote.” We also included a second category of terms targeting electoral conspiracy theories identified

across existing misinformation narratives. This list was designed to mimic potential searches focused on

issues related to the legitimacy of election processes and results. As the list was developed in advance of

the election in September, it was informed by prior political controversies and online rumors and does not

include terms related to conspiracy theories such as Sharpiegate, which only became relevant after election

day.3 As such, it was comprised of both general conspiratorial phrases such as “election fraud” and “stolen

3The 2020 Sharpiegate conspiracy theory, which claimed that sharpies were deliberately distributed to Republican voters in
order to invalidate their votes, is distinct from the prior controversy related to Donald Trump’s use of a sharpie on a weather map
displaying the trajectory of Hurricane Dorian in 2019.
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election” as well as more specific actions such as “voter fraud” and “ballot dumping.”

General Terms Conspiratorial Terms

Election results Rigged election
Ballots Late ballots
How do I vote Voter fraud
Where do I vote Voter intimidation
Mail-in voting Election fraud
My ballot Electoral fraud
Absentee ballot Stolen election
Presidential election Ballot harvesting
Vote by post Ballot dumping
Vote Mail dumping

Table 4.1: Election-related search terms fed into Google’s search engine. Ten of the search terms were
general election terms, and the other ten terms were linked to conspiracy theories related to the 2020 US
presidential election.

4.3.2 Search locations

Google customizes its search results based on geographic location Rogers (2013). The results of a search

for the terms “election results” in Los Angeles, California, for example, could be different than the results

of the same search in Topeka, Kansas. These differences can, in turn, shape geographic differences in how

individuals think and behave, since search results can both prime audiences to think about certain issues and

frame how they think about those issues Zook and Graham (2007). However, the exact relationship between

search customization and local understandings of emerging news events remains understudied Ballatore

et al. (2017). To contribute in this area, we developed a purposive sampling approach to collect search

results across locations in the US that varied by region and degree of urbanization. Social scientists have

long explored how shared economies and cultural traditions produce regional sociopolitical identities, and

urban-rural divides have emerged as an even more salient variable in shaping current partisan politics in the

US Gimpel et al. (2020).
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Figure 4.2: Geographic spread of the 20 locations across which we scraped Google Search results for search
terms listed in Table 4.1.

MapID City, State Size Swing MapID City, State Size Swing

1 Los Angeles, CA UA N 11 Cedar Falls, IA UC N
2 Seattle, WA UA N 12 Santa Claus, IN RA N
3 Vail, CO UC N 13 Atlanta, GA UA Y
4 Grass Valley, OR RA N 14 Miami, FL UA Y
5 Houston, TX UA N 15 Morrilton, AR UC N
6 Phoenix, AZ UA Y 16 Berry, AL RA N
7 Clarksville, TX UC N 17 New York, NY UA N
8 Fort Davis, TX RA N 18 Philadelphia, PA UA Y
9 Chicago, IL UA N 19 Poughkeepsie, NY UC N

10 Detroit, MI UA Y 20 Eastport, ME RA Y

Table 4.2: Our data collection includes Google SERP data as rendered in these 20 cities spread across 16
states in the USA. UA refers to urban areas, UC refers to urban clusters, and RA refers to rural areas. Y or N
refers to whether it was a swing state or not.

To select locations, we first divided the US into Northeast, Southeast, Southwest, Midwest, and West

regions, drawing on a common five-region classification schema (National Geographic, 2009). Within each

of those regions, the project identified four locations that represented varying levels of urbanization. Here

we used the U.S. Census Bureau’s classification of locations as urbanized areas (UAs) of 50,000 or more

people; urban clusters (UCs) with populations between 50,000 and 2,500; and rural locations (designated

as “rural areas”, or RAs, in this study) that have a population under 2,500 US Census Bureau (2010). For
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each region, we chose two UAs, one UC, and one RA. We chose to overrepresent UAs because there tends

to be more election-related news and activity in more densely populated locations, allowing us to better

examine regional differences across these larger markets. However, we also attempted to select UAs within

each region such that they also varied in size, with one containing a population of several million and the

other a population close to one million. We selected specific locations within this framework, based on our

knowledge of interesting news having emerged from those locations, as shown in Figure 4.2. Our hope was

that this would produce a richer dataset. We also strove to select locations that were diverse in partisan

political orientation. In many instances, our first-choice rural areas were not found within the API we used

for data collection. In these instances, we chose a nearby city that could be found within the API. This

process resulted in 20 locations, as listed in Table 4.2.

4.3.3 Search service

Google does not officially support any search API, and other search services do not allow easy access to

location-specific SERP data. While we had access to a white-listed IP address to crawl unlimited Google

SERP data, this data would have reflected SERP results as seen from that specific location. To accom-

modate location as a factor in SERP-related audits, prior research resorted either to using browser-based

plugins (Robertson et al., 2018) (limiting the data collection to queries adopted by select users at specific

times), or to making data requests from multiple locations with unique IP-addresses (Mustafaraj et al., 2020)

(limiting the scalability to only a few unique locations). To overcome these limitations, we used the SerpApi

platform (SerpApi, 2020) to search for keywords of our choice mentioned in Table 4.1 at regular intervals

each day and fetched the corresponding Google Search results as it would be seen at the 20 unique locations

listed in Table 4.2.

The SerpApi API provides real-time scraping of Google SERP data, allowing users to select a specific

search location from available choices without adjusting based on the researcher’s IP address. While the

location-specific search feature is unique to SerpApi, we acknowledge that any biases in this data could

affect research findings. To validate the data collected using SerpApi, we conducted two checks. Firstly,

we compared SerpApi data with data displayed on Google for generic keywords such as "School," "Cafe,"

"Museum," etc. We found that the SerpApi data matched exactly what was seen on Google Search, but
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this confirmation was limited to the Seattle-specific location, as Google Search doesn’t offer the option to

retrieve data from different locations. Secondly, we examined location-specific differences in SERP data

returned by the API. Using the same generic keywords, we confirmed variations depending on the specified

location, even for election-related searches. For instance, searching for "Vote" yielded different headlines:

"How to vote the new way in L.A. (in 2020)" for Los Angeles, California, and "How to Vote In Colorado"

for Vail, Colorado.

Upon confirming the validity of the SerpApi data, we utilized the paid version of the API to conduct ap-

proximately 50,000 unique searches per day. This data is openly accessible on the Open Source Foundation

platform for future research projects (Zade et al., 2022a).

4.3.4 Search schedule

We intended to scrape the SERP data several times a day to capture news headlines soon after they were

released by different media sources. As we began the collection, we collected data four times every day

(3:00, 9:00, 15:00, 21:00 EST) between October 5 and October 29, 2020. Later, we reduced this frequency

to three times a day (00:00, 08:00, 16:00 EST) from October 30 to December 3, 2020, to fit within the

constraint of 50,000 allowed searches based on our service subscription and required searches for a related

project. Even with the reduced frequency, we were able to capture news headlines in the morning, evening,

and late night (EST) as intended.

4.3.5 Overall collection

For every search, we collected the first ten search results, top ten news stories, top ten videos, and all

advertisements returned by the search engine in response to a search keyword, which is more than the

information rendered on the Google SERPs as seen by the user and illustrated in Figure 4.1. It included the

headlines of all the components and corresponding attributes, such as website link, domains, date and time of

publishing (for videos and stories), etc., as seen on the Google search engine. Overall, our initial collection

consisted of 56,763 unique location-specific keyword searches. Across these searches, we collected about

47,000 advertisements, 500,000 search results, 240k,000 stories and 66,000 videos.

Given that higher-ranked results are known to influence user decisions Joachims et al. (2007); Brooks
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(2004); Lorigo et al. (2008), we decided to focus on the top five search results, top three news stories,

top three videos, and all included advertisements. Focusing on the higher-ranked results across varying

SERP verticals—comprising 485,805 results—allowed us to inspect headlines that had greater influence on

user opinions. These contained 47,000 advertisements (same as before since we always considered all the

advertisements), 283,000 search results, 242,000 stories, and 36,000 videos.

For each combination of search keyword and search location, we now had either three or four SERPs

per day depending on the frequency of collection during that time. For each of those combinations, we

then randomly selected one SERP per day to make the data sample size more manageable and ensure even

distribution of headlines across the duration of two months. This reduced our sample to 174,511 total

headlines including about 14,000 advertisements, 97,000 search results, 41,000 stories, and 20,000 videos.

Table 4.3 summarizes the steps we took to filter the sample of headlines.

Step# Procedure Resultant data sample

Step 1 We collected SERPs (10 search results,
10 stories, 10 videos, and all ads) for 20
search keywords (Table 4.1) as seen at 20
locations (Table 4.2) several times a day
using SerpApi.

56,763 unique location spe-
cific SERPs; about 47k ads,
500k search results, 240k sto-
ries, and 66k videos.

Step 2 To focus on data that easily appears on
SERPs without any extra user clicks, we
selected the top 5 search results, top 3 sto-
ries, top 3 videos, and all ads.

About 47k ads, 283k search
results, 242K stories, and 36k
videos.

Step 3 For each combination of search keyword
and search location, we randomly chose
exactly one SERP per day.

About 14k ads, 97k search
results, 41k stories, and 20k
videos. Summary statistics in
Table 4.4.

Step 4 Using stratified random sampling tech-
nique, we split the Oct.–Dec. 2020 du-
ration into four 2-week long periods and
selected 50 SERP headlines per combi-
nation of location type (2 urban areas, 1
urban cluster, 1 rural area), SERP verti-
cal type (result, stories, videos, ads) and
search term type (general, conspiratorial).

1,600 stories, 1,600 videos
and 1,600 searches across 4
time periods and 800 ads
across the first 2 time peri-
ods; out of the 5,600 SERP
headlines (as per power anal-
ysis), we qualitatively coded
2,438 unique ones.

Table 4.3: Step-by-step description of how we sampled the headlines in our SERP data to make it suitable
for qualitative coding.
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4.3.6 Filtered collection for qualitative coding

: After we collected the data, we assigned a label and coded each headline into different categories. Although

the same headline could appear multiple times in our data—e.g., the headline “Voter Fraud Map: Election

Fraud Database” appeared once in relation to Atlanta, Georgia, and then in relation to Cedar Falls, Iowa—

we only coded unique headlines. To filter the 174,511 headlines and generate a set small enough for manual

coding but large enough to allow the use of inferential statistics, we conducted a power analysis using the

G-power tool (Faul et al., 2007). Given that the assigned codes served as the outcome variables, we chose

a two-tailed a priori analysis for the z-test family suitable for logistic regression and discovered that we

needed a sample size of 5,408 headlines—assuming a minimal effect size corresponding to an odds ratio of

1.1 with about 80% power.
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Median number of headlines per day across 20 locations.

Search Results Stories Videos Advertisements
Search Keyword (Top 5) (Top 3) (Top 3) (All)

Absentee ballot 100 54 0 55.5
Ballot dumping 100 0 3 1

Ballot harvesting 100 57.5 13.15 3.5
Ballots 100 60 45 38.5

Election fraud 100 60 6 44
Election results 100 60 28.5 22
Electoral fraud 100 60 0 25
How do I vote 100 0 0 32.5

Late ballots 100 56.5 0 14
Mail dumping 100 0 57 0
Mail-in voting 100 60 25.5 51

My ballot 100 28.5 0 14
Presidential election 100 60 51 19.5

Rigged election 100 60 15 55.5
Stolen election 100 55 1.5 20

Vote 100 60 30 25.5
Vote by post 100 0 0 25.5
Voter fraud 100 60 24 57

Voter intimidation 100 54 9 3
Where do I vote 100 0 0 27.5

Table 4.4: Summary statistics of SERP data separated by SERP verticals and search keywords. Given
the skewed nature of the data—e.g., while searching for “Electoral fraud” returned a maximum of 75 ads
(October 5, 2020), searching for “Ballot dumping” only returned a maximum of three ads (October 8, 2020)
across different locations—we report the median measure as our choice of summary statistic. A median
score of 0 indicates a relatively lesser (but non-zero) number of headlines for the corresponding keyword.

To ensure that the data evenly represented the different search terms, search locations, and information

modalities, but was not biased either by the time or day when it was scraped, we opted for a stratified

random sample. We split our timeline into four 2-week long periods—Oct. 5–19, Oct. 20–Nov. 3, Nov.

4–18, and Nov. 19–Dec. 3—such that each period contributed evenly to our sample. We next set out

to select 50 search instances per combination of city type (two urban areas, one urban cluster, one rural

area), SERP vertical type (result, stories, videos, ads), and search term type (general, conspiratorial)—thus,

selecting 1,600 headlines for each of the four time periods that will overall exceed the sample size of 5,408

as suggested by the power analysis. Unfortunately, we could not fetch 1,600 headlines from advertisements

since (1) there were no advertisements for any of the issue-specific terms in the third and fourth time period
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after November 4, and (2) Google did not surface 50 advertisements per city type even for the regular search

terms. To overcome this asymmetry, we collected ads for only the first and second time periods. Our data

sample thus consisted of 1,600 stories, 1,600 videos, and 1,600 searches across four time periods and 800

ads across the first two time periods.

These 5,600 headlines selected through a stratified random sampling were not necessarily unique. For

example, the headlines “Mail carrier arrested for dumping mail” and “USPS employee arrested, accused of

dumping mail” showed up the most—61 and 59 times, respectively—at different locations and/or in different

search batches within our sampled set. We then coded the unique 2,438 headlines out of this set using the

codebook described below.

4.4 Coding Scheme

In designing the coding scheme, initial data was first analyzed during a two-week exploratory period. During

this time, we spoke with journalists and researchers about the headline construction process, including dis-

cussion of best journalistic practices related to the dissemination and presentation of online content. These

practices included an emphasis on centering facticity through the use of keywords associated with falsehoods

(e.g., “misinformation,” “false accusations,” “misleading”), avoiding the spotlighting of problematic groups,

focusing headlines on impact rather than eventizing aberrations or anecdotes, and ensuring that headlines

are well-matched with the content of the related article rather then solely matching on prominent terms. In

addition to providing insights such as these to help inform the coding scheme, the preliminary period also

allowed us to simplify the primary categories in our coding scheme.

Informed by this preliminary process, we developed the coding scheme around a central “Stance” cate-

gory, which was used to categorize headlines based on their potential impact on search engine users’ trust

in the election’s legitimacy. Once this central variable was in place, we trained three coders to differentiate

between various codes on this dimension, which sought broadly to answer the question:

If voters were to have read this headline on the day it was captured, how (if at all) could it have affected

their perception of the integrity of the 2020 US election’s processes, institutions, and results?

Eventually the “Stance” category was narrowed to focus on three central codes: Sows Doubt, Imparts

Trust, and Provides Information. The shortened definitions of these separate codes were finalized as follows:
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• Sows Doubt: The headline has the potential to lower voter trust in the election’s integrity.

Example: “Allegheny County ballot contractor accused of sending out late ballots in other counties”

• Imparts Trust: The headline has the potential to improve voter trust in the election’s integrity.

Example: “Barr says he hasn’t seen fraud that could affect the election outcome”

• Provides Information: The headline is not likely to alter voter trust in the election’s integrity.

Example: “Biden projected to win Georgia, Trump projected to win North Carolina.”

In addition to these three central codes, we added two more codes to the “Stance” category. The Cam-

paign Ad code was used to identify content that appears in SERP verticals like search results or videos but

were merely a promotional campaign in nature. The Other code identified headlines that did not pertain to

the election at all.

Based on insight from the initial exploratory period illustrated that headlines coded as either Imparts

Trust or Sows Doubt could be further divided to discern headlines actively spotlighting or emphasizing is-

sues related to the election’s legitimacy. For example, while one subset of headlines was coded solely as

Sows doubt (or Imparts trust), denoting its potential to reduce (or impart) trust in election integrity—e.g.,

“Poll worker accused...,” “voters are concerned...”—a second subset appeared constructed specifically to un-

dermine (or bolster) perceptions of its integrity—e.g., “Voter Fraud Map: Where to find evidence...,” “6M+

votes shifted by big tech... .” To capture this crucial difference, the “Promotion” category (which involved

a binary code) was developed to augment the “Stance” categorization. Collectively, the two categories are

reported in tandem to ensure that we identify not only headlines that promote distrust, but also those that

promote trust in the election’s legitimacy.

In cases where we assigned the “Stance” as Imparts Trust, the “Promotion” category was used to identify

headlines that deliberately attempted to build trust in the integrity of the election among readers. Similarly,

where the “Stance” was coded as Sows Doubt, the “Promotion” category was used to identify headlines that

appeared to be deliberately aimed at undermining perceptions of the election’s integrity. Definitions and

examples of headlines that we determined to promote distrusting content are presented below:

• “Promotion” + “Sows Doubt” = “Promotes Distrust”): The headline is actively reducing voter

trust in the election’s integrity
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Example: This accounts for differences in headlines discussing topics that may undermine trust in

the election, such as “Voters fear voter suppression in the build-up to the election,” and headlines that

push these narratives, such as “Guns, lies and ballots set on fire: This is voter suppression in 2020.”

• “Promotion” + “Imparts Trust” = “Promotes Trust”): The headline is actively improving voter

trust in the election’s integrity

Example: This accounts for differences in headlines discussing topics that may improve trust in the

election, such as “Ohio county officials shoot down Trump claim of ‘rigged election,” and headlines

that push narratives to improve trust, such as “Election fraud claims are baseless.”

Content coded as both Promotion and Sows Doubt) is the closest to matching our conception of content

with the potential to undermine trust in the election. As such, we used this subset as the basis for the primary

analyses included here. Additional categories were included in the coding scheme, but remain peripheral to

the central analyses discussed in this paper. These are discussed further in Appendix ??.

4.4.1 Coding Process

Once the coding categories were finalized, a subset of 200 of the 5,600 selected headlines were used as a

practice set to test out the final coding scheme on real data. Once each coder had completed their coding of

the initial set, the lead researcher on the project went through each disagreement individually with all three

coders to identify issues in the coding scheme to ensure consistency across the coders before moving on to

the full set. Most of the discrepancies resulted from differences in each coder’s knowledge of the conspiracy

theories that had proliferated online during the election period, which resulted in more knowledgeable coders

correctly identifying headlines coding these narratives as “Promotes Distrust.” Less knowledgeable coders

were subsequently given a longer list of common conspiratorial narratives to review.

Once the coding scheme was finalized and the coders felt confident in their ability to discern between

the codes in each of the categories, the data was organized in descending order based on the frequency of

headline appearance in the database. This resulted in the collection of 492 headlines that occurred more than

two times each in the database. All three coders coded them as a final check to ensure shared understanding

of the coding scheme. After arbitrating any coding conflicts and determining enough consistency across

coding, the team then proceeded to code the entire primary headline dataset.
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The unique 2,438 headlines were randomized and each coder was given 2/3 of the headlines to code,

resulting in each headline being coded twice by two different coders. After the first two coders finalized their

coding, we found that our coders shared an almost perfect understanding of the “Stance” and “Promotion”

categories as indicated by a Cohen’s kappa of 0.78 and 0.9 respectively (Landis and Koch, 1977). Any

disagreements between the first two coders were then arbitrated by a neutral third coder.4

4.5 Results

4.5.1 R1: SERP vertical type

Our analyses show strong correlations between specific SERP verticals and the frequency of headlines that

promoted distrust in the election’s integrity (“Promotes Distrust”). Specifically, as seen in Figure 4.3, videos

during the period were more likely to contain undermining content than other SERP verticals by a wide

margin. This relationship persists both with headlines that serve to sow doubt in the credibility of the election

and also among the more concerning content that promotes, rather than simply discusses or mentions, similar

content.

Figure 4.3: Percentage of coded headlines that promoted trust and distrust in the integrity of the election.

4Overall, the final agreement rates ranged from 75% to 99%—corresponding to a Cohen’s kappa of 0.69 and 0.99—suggesting
shared understanding across all the coding categories. We have included the inter-coder reliability measures across all the categories
in Appendix ??.
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We ran a multinomial regression analysis by modeling the SERP vertical type (advertisement, search

results, top stories, videos) to compare the extent to which headlines promoting distrust and promoting trust

were identified in headlines for videos and top stories. We found that the odds of a video having a headline

containing content with the potential to undermine trust were almost three times greater than headlines

associated with a story (see Table 4.5). Moreover, top stories were about three times as likely to promote a

trust-imparting headline than videos, suggesting that video headlines contained both disproportionately high

amounts of content that promoted distrust as well as low amounts of content that promoted trust.

SERP vertical type Odds ratio CI [95%] p-value

Sowing doubt and promoting it (Yes, No; reference: No)
(Intercept) 0.049∗ [0.036, 0.069] < .001
Searches 2.213∗ [1.536, 3.186] < .001
Stories 1.874∗ [1.294, 2.713] < .001
Videos 5.472∗ [3.867, 7.741] < .001

Imparting trust and promoting it (Yes, No; reference: No)
(Intercept) 0.009∗ [0.004, 0.019] < .001
Searches 6.991∗ [3.227, 15.144] < .001
Stories 8.755∗ [4.062, 18.869] < .001
Videos 2.905∗ [1.295, 6.514] < .001

Table 4.5: Odds ratios for “Sowing doubt and promoting it” and “Imparting trust and promoting it” through
different information modalities of searches, stories, and videos (over campaign ads) calculated using logis-
tic regression.

Figure 4.3 illustrates how top stories were the most common channel for the promotion of content that

served to enhance readers’ trust in the integrity of the election. When compared with other modalities

such as videos, ads, and search results, stories were the only SERP verticals with more headlines that

imparted trust than headlines that sowed doubt throughout the sample. When viewed longitudinally in

Figure 4.4, we see that this discrepancy between SERP vertical type and trusted content was more prominent

in the post-election period. We found an increase in the post-election videos with headlines like “Dominion

whistleblower says she didn’t see a single vote cast for...”5 and “ELECTORAL FRAUD: Where To Find

The Evidence | Rudy Giuliani | Ep. 89.”6

5The entire title read as “Dominion whistleblower says she didn’t see a single vote cast for Donald Trump in her 27 hour shift”
and directed users to a YouTube video that can still be accessed online as of April 30, 2022.

6This video was later removed from YouTube for violating its community guidelines.
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Figure 4.4: Percentage of headlines per day (Y-axis) from SERP data that promoted distrust over the dura-
tion of data collection (X-axis) from October 5 to December 3, 2020. Content in headlines of SERP videos
promoted increasingly more distrust than SERP stories in the post-election period after November 3, 2020.

Overall, though the focus in the pre-election period was primarily on the role of trust-undermining

advertisements Zeng et al. (2021), videos appear to have been a far more challenging issue for content that

cast doubt on the election’s legitimacy. Moreover, given that videos are more difficult to monitor due to the

challenges associated with tracking in-video content and graphics (Nakov et al., 2021; Jalli, 2021; Bradshaw

et al., 2020), we believe that videos could be more delegitimizing beyond these headline differentials. For

example, our data included videos with titles such as “LIVE 2020 Presidential Election Results,” which,

though coded as Provides Information, was found to be projecting false election results. Further research

is needed to determine the scope of the use of misleading headlines to mask controversial in-video content

and to capture deliberate efforts to evade censoring through the deployment of innocuous headlines (Moran

et al., 2022).
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4.5.2 R2: Geographic location

In our analysis of geographic trends, our subset of election-related Google headlines provides evidence of

both effective stewardship and concerning patterns of distribution of delegitimizing political content. Our

coding—to our surprise—did not identify any differences in the kind of content based on any combination

of the “Stance” and “Promotion” categories that was served to cities based on their sizes (i.e., whether we

classified the city or location as an urban area, urban cluster, or rural area as specified in Table 4.2). We

suspect this to have happened because search engine platforms may not find it useful to personalize the

results for smaller regions with a population of a few thousand people, especially when the news involves

topics about the national election.

Figure 4.5: Searches made from swing states (total 6 locations in our collection) during the 2020 presi-
dential election returned relatively higher percent share of campaign-based advertisements as compared to
searches made from non-swing states (total 14 in our collection).

One notable difference between the swing states and non-swing states was the amount of campaign ads

that appeared in the search engine results page. A multinomial regression analysis indicated that the odds

of a campaign ad (compared to merely providing information) occurring in a swing state was almost twice

that of a non-swing state. Figure 4.5 illustrates how these campaign ads almost always occurred through

the advertising—and hence paid—SERP vertical in swing states as opposed to non-swing states. We found

a similar pattern when investigating the difference across the electoral vote, with red states having more
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campaign ads than blue states.

4.5.3 R3: Search terms

Moreover, while differences in political content were small across cities, focusing on conspiratorial search

terms often led to politically biased and more frequent misleading search results. As previously noted

in Table 4.2, our search terms consisted of two groups—one that focused on ordinary election terms and

another that focused on conspiratorial topics. By using these two types of election terms as predictors, our

models suggested that headlines containing content that promoted distrust in the election were about six

times more likely to appear on Google SERPs when a user actively searched for a conspiratorial topic than

when compared to more general searches about election topics (Table 4.6). Figure 4.6 shows the number

of trust-undermining headlines that appear on the results page of Google Search given the various search

terms inspected in this study. Headlines promoting distrust in the election increased considerably when we

conducted searches based on conspiratorial terms.

Search term type Odds ratio CI [95%] p-value

Sowing doubt and promoting it (Yes, No; reference: No)
(Intercept) 0.252∗ [0.229, 0.276] < .001
General search term 0.167∗ [0.135, 0.206] < .001

Table 4.6: Odds ratios for “Sowing doubt and promoting it’ when searching for general election-related
terms as compared to conspiratorial election-related terms (described in Table 4.1) calculated using logistic
regression.

Searching for specific terms during the election period did return content that promoted distrust in the

election, but the rates were much higher for the conspiratorial terms. That is, individuals who sought out

narratives that discussed potential issues with the election were not always directed away from delegitimiz-

ing content. This is not surprising, given that Google’s business model emphasizes its ability to deliver

the content most likely of interest to end users. However, it does place more emphasis on the process by

which this content is selected and delivered (e.g., tagging, labels, etc.). For individuals searching for general

election terms and questions, which likely included a far greater share of Google’s users,7 our data suggests
7According to Google Trends, only one query, “Newsmax election results”—which we believe might have displayed some

delegitimizing content—appeared in the top 25 rising search queries on Google’s search engine in the same time period as our col-
lection; most other queries involved phrases like “election results,” “Presidential election,” “where do I vote,” or “who is winning,”
which resonate with the general search terms that we used.
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these users were subjected to fewer headlines containing content with the potential to undermine their trust

in the election. Given this distinction, we see this as some evidence of successful limitation of pathways to

delegitimizing content.

Figure 4.6: Frequency of doubt-sowing headlines given various search terms. Conspiratorial search terms
that actively look for election-related issues served more delegitimizing content than the general search
terms.

4.5.4 R4: Media domains

In addition to differences across SERP vertical type and location, our coding also revealed differences in

the presentation of content across distinct news domains—with a specific focus on partisan outlets. We

employed the media bias and media reliability scores from Ad Fontes Media (version 6.0) (Ad Fontes Media,

Inc., 2020)—a choice based on recent research that also needed interpreting media bias of online news

sources (Huszár et al., 2022; Brooks and Porter, 2020; Baranauskas, 2022; Zhao et al., 2020)—as predictors

for investigating the effect of media partisanship on the kind of content served by these domains. As per

these measures, a bias-score of +21.29 for OANN and -18.12 for Democracy Now! indicated partisan-right

and partisan-left, respectively, in our data.
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Consistent with expectations, our models indicated that with every unit increase in the bias of a me-

dia domain (implying higher right-leaning bias), the likelihood of a headline’s content that challenges the

integrity of election by sowing doubt (relative to mere providing information) increased significantly, by

roughly 5.3% (Table 4.7). This trend continued when we accounted for how some media sources promoted

the headlines that served to delegitimize the election’s integrity; every unit increase in the bias scores of a

media source (i.e., increasing right-leaning bias) could result in 2.6% higher chance of it promoting content

with the potential to undermine trust in the election and about 4% lower chance of promoting content that

reinstated public trust in the election (Table 4.8). Our models indicated no such effect for media reliability

scores. Although Ad Fontes Media v6.0 data only accounts for 44% of the unique headlines from our sam-

pled data, results indicate the severity of damage that partisan media could cause—by promoting debunked

content in mainstream information channels like search engines—to public faith in democratic processes.

Type of stance Odds ratio CI [95%] p-value

Campaign Ad (Intercept) 0.005∗ [0.006, 0.006] < .001
Campaign Ad 0.877 [0.674, 1.142] .331
Imparts trust (Intercept) 0.454 [0.139, 1.485] .191
Imparts trust 1.002 [0.983, 1.022] .829
Sows doubt (Intercept) 2.476 [0.931, 6.585] .069
Sows doubt 1.053∗ [1.036, 1.071] < .001
Other (Intercept) 0.031∗ [0.001, 0.341] .004
Other 1.016 [0.977, 1.057] .421

Table 4.7: Odds ratios for the different “Stance” type (relative to Providing information) reported for every
unit increase in the media bias score taken from Ad Fontes Media v6.0 (Ad Fontes Media, Inc., 2020),
calculated using logistic regression.

Odds ratio CI [95%] p-value

Sowing distrust and promoting it (Yes, No; reference: No)
(Intercept) 0.259∗ [0.079, 0.844] .025
Bias score 1.026∗ [1.005, 1.048] .014

Imparting trust and promoting it (Yes, No; reference: No)
(Intercept) 0.133∗ [0.026, 0.674] < .015
Bias score 0.961∗ [0.935, 0.989] < .005

Table 4.8: Odds ratios for “Sowing doubt and promoting it” and “Imparting trust and promoting it” with
every unit increase in the media bias score taken from Ad Fontes Media v6.0 (Ad Fontes Media, Inc., 2020),
calculated using logistic regression.
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Figure 4.7: Media domains (X-axis) that promoted the most number of headlines (Y-axis) with delegitimiz-
ing content.

Moreover, many domains associated with content that promoted narratives with the potential to under-

mine electoral integrity with the highest frequency were affiliated with hyper-partisan outlets when exam-

ined both by the total and frequency of concerning posts. Looking first at total headlines coded as promot-

ing doubt, 8 we find that while this included less reputable sites such as the Chinese-language site NTD

(see Figure 4.7), the list also included activist organizations such as Rigged, which, though perhaps well-

intentioned, promoted ads with headlines that served to undermine trust in the election. 9 More alarmingly,

several prominent legacy news sites, including CNN and Fox News, also rank toward the top of total articles

with these dual designations.

However, when looking at percentages (Figure 4.8) rather than totals for sites like CNN and Fox News,

their comparable rankings stand out less. While this is encouraging, taken together these outputs serve as a

reminder that due to the much greater quantity of information put out by many legacy news organizations,

8For both total and frequency calculations, only domains with more than three headlines appearing in the coding dataset were
included in the plots.

9Users of the Google search engine were shown advertisements titled “The Voter Suppression Playbook - Watch ‘Rigged’
for Free” when searching for the keywords “rigged election” or “stolen election,” and when clicking directed to the URL
https://www.riggedthefilm.com/
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even a small share of concerning articles can play an outsized influence in delivering content with the

potential to undermine trust in the election to the public.

Figure 4.8: Percent share of unique headlines (Y-axis) per media domain (X-axis) that promoted delegit-
imizing content.

Based on a review of the headlines associated with the organizations that had the highest percentage

of promoting doubt designations, emphasis on electoral fraud appeared to be the most common strategy to

challenge the election’s integrity and/or validity. In all, our preliminary foray into domain analysis should

serve to initiate further examination of the sources of content with the potential to undermine trust in the

election across both legacy and partisan media outlets. As with our media bias analyses, the narrow scope

of our work here should serve only to draw broad conclusions regarding the types of headlines deployed

across distinct forms of media groups rather than to identify specific domains for critique.
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4.6 Discussion

4.6.1 Reflecting on Google Search as a socio-technically opaque gateway to the 2020 US

election

Through this research, we found that Google SERPs gave access to concerning information provenances,

but primarily when the search context involved conspiratorial terms or when information was accessed

through the videos SERP vertical. However, for searches based on general election terms, Google did a

relatively good job of surfacing relevant content without leading users to misleading arguments that nega-

tively impacted civic trust in the election processes. Given the diversity of public opinion—sometimes at

odds—across different regions in the United States, it can be challenging to deliver information that caters to

the public interest yet steer clear of any regional biases. We were pleased to find no evidence that the search

engine created information bubbles catering to any regional bias. The proportion of trust-undermining to

trust-imparting content served in swing states was also similar to the proportion in non-swing states. We

believe that Google offers at least some customization of SERP general results based on one’s location to

ensure such relative indifference to users’ location when using the search engine.

Several researchers have looked into advertisements as a medium of information that serves misleading

content—political ads, in particular, (Zeng et al., 2021; Kreiss and McGregor, 2019). While we found that

campaign-based ads occurred more in our data, these were mostly placed by activism-based organizations,

such as the ACLU 10 and Winred.com. 11 These ads did not seem harmful to perceptions of election integrity.

Some other ads that our coding suggested had misleading content in their headlines occurred evenly across

geographic locations.12

Though ads were comparatively less of a concern in our audit, video headlines served information prove-

nances that consisted of information with the potential to undermine trust.13. Given that videos are more

difficult for fact-checkers to check for misleading perspectives, it might bypass their scrutiny, compared

10The American Civil Liberties Union (aclu.org) is a nonprofit organization to safeguard human rights and liberties.
11Winred is the official online fundraising platform supporting the GOP.
12We identified a couple of advertisements in September 2020—prior to the period of data collection that we analyzed within the

scope of this paper—that we believed contained delegitimizing content. These ads were taken down soon after we reported them to
Google. We suspect that including these ads in the collection might have impacted the reported findings.

13Given the possibility that Google tends to overwrite the headlines of about 33.4% of the SERP content (Pecanek, 2021), it
poses a question of whether Google’s rewriting could play any role in altering the trust-undermining or trust-imparting potential of
SERP headlines.
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to the text modality. We did not have access to video usage, but it could be that videos also have more

views. Prior research already points out that people tend to believe more in the information they see in a

video than what they read through text (Wittenberg et al., 2021). In addition, plenty of studies have shown

that clickbait is successful for a reason—people click on it (Scacco and Muddiman, 2016; Bhowmik et al.,

2019). At present, researchers believe that Google’s tools for stopping video-based misinformation seen

on the YouTube platform are only partially effective (Hussein et al., 2020; Donzelli et al., 2018). With the

possibility of Google including more videos from a broader range of platforms like TikTok and Instagram

on its results pages, more work will be needed to monitor the impact of making “influencer” content easily

accessible through search engine provenances. This is of particular concern given creators’ ability to ex-

ploit the difficulties of monitoring videos and disguise content by evoking innocuous headlines, as occurred

during the 2020 US election (Tenbarge, 2020). Our current audit is unable to track these additional issues.

In terms of actionable responses, though we acknowledge the challenges associated with video content

management, we find that simple headlines can narrow auditors’ focus onto concerning content without

necessitating the designation of resources necessary to sample all election-related videos randomly. While

this does not solve the issue of videos using deliberately vague or misleading headlines to hide controversial

content, it could be used to limit the mainstream influence of similar videos by ensuring that they remain in

the periphery without showing in the results page when users search for general election concepts, terms,

and questions. However, nothing in our audit suggests that censorship should be promoted as a central

strategy of search engines in managing political and politically adjacent content.

4.6.2 Designing future election-based audits

The included analyses were enabled by the strategic collection of data around the 2020 US election. Future

analyses can build on these results in several ways.

First, with additional resources, we can refine the coding scheme and build it out to address a broader

range of issues, topics, and concepts. Although we developed a rigorous coding scheme to make sense of

the news headlines, we utilized only those codes in this research that focus on headline content with the

potential to undermine trust as a compromise that allows for a longitudinal peek under the curtain while

keeping the work manageable. With the collaborative efforts of the search engines themselves, it may be
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possible to capture and categorize similar headlines in real-time and match headlines with the associated

content of each SERP vertical type. For instance, pairing potentially undermining headlines with the nature

of the underlying video content might generate a more nuanced understanding of the pathways connecting

users to political content and generate knowledge of how these components intersect. Further investment in

post hoc coding may also enable differentiation between types of potentially undermining content, such as

misleading content and outright false content.

Second, future audits can inform the priorities of search engine staff during election periods. While

Washington, DC, and Silicon Valley have given much attention to the content linked to political advertise-

ments, our audit suggests that when compared to other modalities, advertisements may not constitute the

primary provenance from which users encounter content with the potential to undermine electoral trust.

Further research into the different sources of content promotion should allow search engines to allocate

resources more efficiently across their networks.

Third, we recommend that auditing reports should be thorough, comprehensible, and easily accessible

to different stakeholders so they can contribute in meaningful ways to safeguarding the trust in election

processes. For instance, although Google publishes a list of the political ads hosted on the search engine as

the “Google transparency report on political advertising,” the vague criteria of what constitutes a political ad

and the limited information it requests about an ad publisher make it easy to circumvent the report’s scope.

For example, our extended data collection contained ads from protectthevote.org (paid for by the Republican

National Committee) that appeared in the transparency report, but ads from “protectmyvote.org” did not

seem to fit Google’s criteria of political advertising.14 In addition, platforms should make search engine data

available to researchers so they can serve as independent third-party auditors and help monitor the health of

these information provenances as they vary for individuals based on different search characteristics. This

research was possible because we paid a third party for the API access, which is a financial hurdle and a

caveat that might impact the quality of the data. We acknowledge that when collecting data through different

sources, it is important to protect people’s privacy and believe that the data we accessed poses less threat to

user privacy than SERP data collected through browser plugins (e.g., (Robertson et al., 2018). We believe

that law should require search engine platforms to provide researchers with access to anonymized data, as

14As reported in the article (Stanley-Becker, 2020), Google took five days before they removed the “protectmyvote.org” ads from
their platform after its discovery.
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nothing in Section 230 or the First Amendment stands in the way of such transparency.

Previous audits on search engines like Google Search have discovered several insights into how these

platforms can shape public opinion, especially around critical topics like elections (Hu et al., 2019; Musta-

faraj et al., 2020; Trielli and Diakopoulos, 2019, 2022; Diakopoulos et al., 2018; Robertson et al., 2018). Our

research adds to this body of literature on how Google fared in delivering election-related news to its users

across America in 2020. In addition, we curate a dataset consisting of 47,000 advertisements, 500,000 main

search results, 240,000 news stories, and 66,000 videos—each of which constitutes a unique information

provenance—and make it publicly available (Zade et al., 2022a) to facilitate the discovery of more insights

about the 2020 US elections as pictured through the agency of search engines.

4.6.3 Conclusion: Towards contextualized information provenance

In this Chapter, our analysis demonstrated that controversial content did not surface on the Google Search

platform when users searched for more general keywords like “election results” or “presidential election.”

More encouragingly, we found that during the 2020 US election, individuals who searched for general

election terms, issues, and questions—which we believe to be the dominant set of users—were largely

shielded from headlines that could undermine electoral trust.

Unfortunately, the Google Search platform offered some access to controversial information prove-

nances when the search context involved specific characteristics. For example, headlines like “The biggest

election fraud story you haven’t heard about...” only showed up when users searched for the keyword “elec-

tion fraud” that has a conspiratorial context. This can be concerning given that SERP headlines are known

to offer its users more partisan cues as compared to the original webpage (Hu et al., 2019). This remains

a tricky area rife with opportunities for more research to determine how to serve users when their search

actively involves characteristics that might give them access to information provenances involving delegit-

imizing content. Are there ways to add more context about the provenances to aid users in making better

judgments about assessing the credibility of information they access through those provenances? Given the

recent update about the Google Search platform allowing its users to add search notes (Peters, 2023) —

similar to Birdwatch notes on Twitter (Coleman, 2021) — it is important to study how adding context to

information provenances might impact credibility assessment of the information by users. In the next Chap-
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ter, I address this opportunity as I examine the potential of serving users with contextual cues consisting of

trajectory and account history on the Twitter platform.
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Chapter 5

Interpreting information opacity on

Twitter: Investigating trajectory-based cues

to contextualize how information

propagates

This chapter discusses the research I spearheaded and had published in the Proceedings of the ACM on

Human-Computer Interaction, volume 7, in 2023 (Zade et al., 2023). Throughout this chapter, the pronoun

‘we’ encompasses all the co-authors involved in the project. I have incorporated substantial portions of

this chapter from the published work, with adjustments made to the introduction and background sections,

as well as the design of the intervention section. Additionally, I have omitted certain parts of the discus-

sion from this chapter and reworked them within the broader context of the overall discussion presented in

Chapter 7.

5.1 Introduction

Well-intentioned users sometimes enable the spread of misinformation due to limited context about where

the information originated and/or why it is spreading. The Covington Catholic High School controversy
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(introduced in Chapter 1 is one good example of such misinformation that went viral due to missing con-

text about a faceoff between a Native American man and a group of high school boys and received about

2.5 Million views and more than 14k retweets (Wise, 2019). The video, which was originally posted on

Instagram with incomplete context, was popularized on Twitter through the agency of an account that had

misleading profile information and was subsequently suspended by Twitter (Eli, 2019). Another exam-

ple involves the spread of misinformation during the 2020 presidential election campaign, claiming that

protestors were transported to different events by one of the contenders without any evidence (Zadrozny

and Colins, 2020). This false narrative suggested that these actions were orchestrated to manipulate the

perception of widespread support or opposition, depending on the prevailing political narrative.

Though efforts to detect amplification by bot accounts on these platforms may be useful (Varol et al.,

2017), they do not address the perhaps more prominent role—as we see in these cases—of real human

Twitter accounts in disseminating misinformation. How can we (as researchers and designers) empower

users of online media platforms to thoughtfully engage and discern such problematic content from the larger

pool of information—especially when sharing it. For example, the current design of the retweeting scenario

on Twitter 5.1 does not provide much insight (except the root, number of likes, and number of replies) about

the spread of the tweet. Following recommendations from others (Institute, 2021; Cohen, 2021), here I

explore the potential of supporting media literacy principles — access, create, analyze, evaluate and act

upon information critically — through platform design, i.e., giving users more contextual information about

the content they see, including where it originated and who brought it to their attention, to help them make

better decisions about whether to consume, engage with, or reshare that content.

Figure 5.1: Screenshot from Twitter about the retweeting scenario when a user considers sharing a tweet
using the ‘Retweet’ or ‘Quote Tweet’. The platform provides little additional information on-hover about
the context about the tweet.

To help users identify misinformation, social media platforms—that only displayed popularity metrics
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in their early days—started introducing warning labels Zhang et al. (2021a); Mena (2020); Lee (2020).

Additionally, there has been a push to use automatically generated social signals to indicate if a Twitter

account might have shared misinformation in the past (Im et al., 2020). To advance the scholarship on social

signals and help users identify if a Twitter account is acting in good faith or bad, in this paper, I propose

that providing Activity Cues based on an account’s recent online activity can provide insight into how

that account operates and signal any potentially problematic behavior. Our chosen activity cues provided

participants with easy access to four types of information about a Twitter account—personal account-related

information (e.g., account name, number of followers, etc.), account activity in the past four weeks (e.g.,

hashtags used, accounts retweeted, etc.), distribution of account’s activity (e.g., number of tweets, number

of retweets, etc.) and age-distribution of other Twitter accounts that retweeted the account.

While the metrics to help users assess the merit of the content have evolved over some time, they have

primarily focused on either the content or its initial source. Given the ease with which online accounts

can share and make problematic content viral, I believe that these platforms should focus not only on the

root (i.e., who created the information) but also on the actors involved in diffusing the content. Inspired

by the concept of a trail (Finn et al., 2015), and the importance of highlighting information provenance as

realized in Chapter 4, I propose that exposing previously obscure accounts that popularized a tweet within

the retweeting scenario—in addition to the known origin—along a Tweet Trajectory can help Twitter users

to assess the credibility of the content in that tweet 1. Realizing the importance of different actors involved

in spreading content, the proposed design of tweet trajectory consisted of the root account (that created the

tweet) (Metzger et al., 2010), a popularizer account (that popularized the tweet) (Institute, 2021), and a

friend account (that may have liked the tweet, leading it into the feed of the user) (Turcotte et al., 2015;

Geeng et al., 2020).

For answering RQ2, i.e., how can easy access to informational context — presented as a provenance —

on a platform (Twitter) help users assess the credibility of that information, I adopted a research through

design approach (Gaver, 2012; Zimmerman et al., 2007). I interviewed 21 participants—who were diverse

in their political alignment and life experiences—using the intervention that I personalized to their individ-

ual tweeting experience and environment. I then analyzed the data using an affinity-diagramming-based

1Within this chapter, I use ‘trajectory’ to refer to the specific intervention used in this study. Provenance refers to the broader
construct in which I situate the scholarship of this dissertation
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thematic analysis. The contributions of this work include propose a design intervention modeled after the

media literacy principles of accessing, analyzing, evaluating, creating and acting upon information critically

to reimagine the retweeting scenario:

• By examining the concept of activity-based cues: I demonstrate that exposing the tension between

an account’s suggested purpose and recent activity is useful for users to judge the authenticity of

that account. Such a judgment can be useful to assess the quality of information shared by online

actors in the context of their online associations (Klurfeld and Schneider, 2014; Fleming, 2014) and/

or any other contentious behaviors. For example, inferring health-related information shared by a

journalist as credible and meant to inform vs inferring radical content circulated by a partisan account

as questionable and meant to misguide.

• By examining the concept of a tweet trajectory: I demonstrate that designs that offer transparency

about propagation of information can make users question their trust towards (inexpert) popularizers

and (unfamiliar) friends that shared it, and make them reflective about the potential consequences

of sharing it further. I use the findings to argue why resurfacing the role of institutional credibility

obscured by the networked nature of social media (Hancock, 2020; McCrosky, 2020) can be useful to

curtail the spread of misinformation.

5.2 Background

5.2.1 New media signals to assess information quality

Social media platforms in the earlier days focused on popularity metrics like the number of likes and shares

to guide users about engaging with the online content (Hermida et al., 2012; Lipsman et al., 2012; Hill et al.,

2017). To address the emerging need of curtailing the spread of problematic content, the design of these

platforms evolved to include warning and corrective labels that provide additional context as considered

appropriate by platforms (Zhang et al., 2021a; Mena, 2020; Lee, 2020; Vraga et al., 2020; Koch et al.,

2021). Preemptive labels aimed at inoculation have been effective to make people aware how they can be

misinformed thereby increasing their resilience to it (Lewandowsky and Van Der Linden, 2021; Vraga and

Bode, 2021; Roozenbeek and van der Linden, 2019). Corrective labels while usually useful, sometimes are
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known to cause a backfire effect in the users who come across the labels, i.e., strengthen their belief towards

the misconception that the label is trying to rectify (Bail et al., 2018; Peter and Koch, 2016; Swire-Thompson

et al., 2020).

To support everyday platform users contribute and guide the application of these labels, in 2021 Twitter

introduced a community-based approach called Birdwatch (Coleman, 2021; Pröllochs, 2022) so that users

can add context to a tweet. Such labeling unfortunately has been found to support partisanship rather than

promote fact-checking (Allen et al., 2022). Automated algorithms trained on human-labeled data about

credibility of tweets have at times rendered users unhappy as they disagreed with the credibility labels due

to individual differences of what and whom they considered as credible (Gupta et al., 2014).

The continued push to include automatically derived credibility signals given the advantage that it is

difficult for users to fake them unlike their profile information has been successful to a good extent (Kang,

2010; Donath, 2007; Gupta et al., 2014). For example, using labels that reflect accuracy of headlines have

been found effective towards reducing the sharing of false information (Jahanbakhsh et al., 2021). Re-

searchers have demonstrated that automatically derived nudges can be effective towards providing some

context into the credibility of information (Im et al., 2020; Bhuiyan et al., 2021). The platforms-driven la-

bels unfortunately haven’t always been effective given that users have higher intent to consider verification

as proposed by these nudges when they see that the message is congruent to their own ideologies (Edgerly

et al., 2020). In addition, these approaches are more suitable to the automatic way of thinking (over reflec-

tive) (Caraban et al., 2019; Hansen and Jespersen, 2013) to support quick decision making. To help identify

information machinations of a more organized nature and preserve user agency, I believe that nudges that

support reflective cues like the intervention that I propose can be more effective.

5.2.2 Information provenance, path and propagation

The source of information is considered to be one of the prime factors for assessing credibility of the con-

tent (Metzger et al., 2010; Jabiyev et al., 2021). Despite the challenges of identifying the information prove-

nance and verifying its credibility for researchers and media platforms (Starbird et al., 2019; Diakopoulos

et al., 2012; Figueira and Oliveira, 2017), cues about the source of information may not always be effective

towards assessing content-credibility and detecting misinformation (Dias et al., 2020).
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To benefit from other signals apart from information provenance, researchers have utilized diffusion-

based metrics to help users assess credibility of the content (Marinova et al., 2020; Resnick et al., 2014). For

example, Finn et al. developed a tool ‘Twitter trails’ to help users investigate a tweet of their interest if were

be a potential rumor based on how it propagates within a social network (Finn et al., 2015; Metaxas, 2015).

Shao introduced Hoaxy platform along similar lines to facilitate the collection, detection and analysis of all

incoming tweets to detect misinformation online (Shao et al., 2016). While these platforms are extremely

useful for assessing credibility, at present they are more suitable from an investigative perspective like that

of a journalistic than for an every day social media user. Borrowing upon this concept, I introduce Twitter

trajectories that illustrate the spread of information in a simpler fashion by highlighting specific actors

involved in facilitating that content reaching the user consuming that information.

Researchers are aware that information spreads online through a network (Arif et al., 2018; Starbird,

2020). Network properties and behavioral features of propagation have been found to be useful for discern-

ing misinformation from good information (Zhao et al., 2021; Molina et al., 2021). For example, witnessing

simple characteristics of a Twitter account’s social network (e.g., information about followers and follow-

ing) can assist users in making informed decision about sharing content from that account (Westerman et al.,

2012). My approach exposes the behavioral traits and offers a much richer insight into the social network of

multiple actors involved in putting information out there to provide more access to contextual information

and aid its analysis by end users of media platforms.

5.3 Designing the Intervention

I adopted a research through design (RtD) approach for this research (Gaver, 2012; Zimmerman and For-

lizzi, 2014). RtD is an approach to conduct research that facilitates discovery of new knowledge using

methods of design practice (Zimmerman and Forlizzi, 2014). Researchers have demonstrated the use of

such an investigative approach to discover how and why variations in a design can impact users’ affective

and decision-making responses in different contexts (Carroll et al., 2020), including that of misinforma-

tion (Carroll and Bonkel, 2021; Sherman et al., 2021). Along similar lines, I wanted to curate a set of cues

that provide rich context about the spread of a tweet and encourage participants to explore how and why

they could use such an intervention towards the credibility assessment of content when retweeting.
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To help users understand the role and context of different actors who are involved in spreading the

information, I first came up with a framework that later guided our selection and design of the activity cues.

Next, I chose the different actors to be shown in the trajectory that are important to explain how information

reached a user while balancing the amount of information to be shown to a user. I now describe the process

of designing the intervention.

5.3.1 Activity cues

For identifying the best cues that signal problematic behavior of a Twitter account, four of the authors

who were students enrolled in a technology-design University program participated in a brainstorming exer-

cise. Borrowing from existing research and our own experiences, I conceptualized multiple possible cues—

without subject to the feasibility of operationalizing it—that signal if a Twitter account could be considered

problematic. Examples of such cues from existing research include retweeting excessively (over other activ-

ities like tweeting) as it can signal amplifying problematic accounts or ‘pandering for social capital’ (Boyd

et al., 2010); using hashtags that consist of hate can signal producing radicalized content (Agarwal and

Sureka, 2015).

During the generative brainstorming process, I came up with 46 different (but not necessarily exclusive)

cues that I believed can be used as a proxy for problematic behavior. Examples ranged from cues that are

based on the tweet-content (using incendiary language, using recently adopted hashtags, tagging multiple

popular people in their comments to grab attention etc.) to cues that are based on account-connections (fol-

lowing and/or retweeting from newly created accounts, exclusively following only highly popular/political

accounts etc.). The exercise also surfaced the need for cues that should capture highly specific behaviors like

creating a dedicated Twitter account to mirror the behavior of the parent account that it intends to mirror,

only being active during polarizing events etc.

To make the most out of the RtD exercise and discover a wide range of insights, I intended to select

a subset of these 46 cues such that they represent several problematic behaviors (as opposed to only one).

Accordingly, I chose cues that characterized behaviors like amplifying problematic content, engaging in

some organized inauthentic behavior, excessive activity towards a singular or specific few accounts etc.

With a focus on operationalizing the different cues based on the information publicly available on Twit-
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ter, I along with my colleagues then collectively discussed the feasibility of the cues that emerged during

the brainstorming exercise. For example, displaying the two most frequently used hashtags used by an ac-

count seemed more feasible than displaying the two most hateful hashtags used by that account given the

variability in their subjective interpretation. I also discussed opportunities to add more context with each

cue to help participants better contextualize the information. For example, including which Twitter account

brought attention to a certain hashtag provided context into how others might use that hashtag on the plat-

form. Similarly, the frequency of how often another account was retweeted by a Twitter account conveys

the strength of shared beliefs between those two accounts (Boehmer and Tandoc, 2015).

Table 5.1 describes the different cues that I decided to include in the intervention. For each identified

cue, Table 5.1 also indicates how the cue achieves the goals of media literacy principles to highlight what

the design intervention personifies. It is possible that each cue can provide a signal into multiple aspects of

media literacy, e.g., while trajectory provides access to previously hidden popularizer, it also sets the tone

for asking questions about information purpose to help users analyze the propagation critically. Figure 5.2

provides more insight into these cues that I included in the intervention.

Figure 5.2: Representation of a cue card (center) that I showed to a participant. Each cue card is populated
with activity cues specific to the activity of the specific Twitter account in the 4 weeks just before the
interview session. The details (left and right) about these cues are mentioned alongside the card.

Aligned with the recommendations of Aspen Institute’s report ‘Commission on information disorder’
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Table 5.1: The different contextual cues that I included in the overall intervention: tweet trajectory and
activity cues (based on the recent 4 weeks of account activity using Twitter API v2). I also indicate how
each of the cue aligns with media literacy principles of accessing, analyzing, evaluating, creating and acting
upon information critically.

Cues in the intervention based
on four weeks of activity of an
account

Corresponding Media Literacy principle

Tweet trajectory with a popular-
izer account

It provides users with a higher sense of access into the
propagation of information which was otherwise not read-
ily available, and help them analyze by probing about the
possible purpose behind sharing that information.

Two most frequently used hash-
tags by that account

Hashtags serve an introduction into the kind of content an
account might engage with online thus helping users eval-
uate the context.

One hashtag used by that ac-
count along with another ac-
count that popularized it

Helps users to access the account with whom the subject of
the cue card might ideologically align, thereby providing
richer context for a critical evaluation of the information.

Two most retweeted accounts
along with the frequency of
retweeting them

Provides an opportunity to analyze the immediate account
affiliations and neighborhood of that information and also
evaluate those affiliations subjectively.

Two most frequently shared do-
main names by that account

Provides an opportunity to access the account’s regular me-
dia affiliations and evaluate them using one’s own social-
political understanding.

Frequency distribution of ac-
count’s activity: tweets, quote
tweets, retweets, & comments

Provides quick and easy access to historic data that shapes
the further analysis of that account.

Distribution of other accounts by
their Twitter age who retweeted
this account

Generates new information that was previously unavailable
to everyday users and makes it accessible to them.
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— particularly about empowering users through digital interventions that give them the skills and context to

safely navigate low quality (Institute, 2021) — I offer our participant automated cues out of readily available

Twitter information that can provide the necessary context about the information with which users might be

engaging. I believe the proposed cues bring attention to the much needed human aspects of information

propagation (Fernandez and Alani, 2018), i.e., the personal motivations of why different accounts may post

or share certain information.

5.3.2 Tweet trajectory

Finn et al. introduced the concept of Twitter trails that allows users to investigate how tweets that are

potential rumors originate from a source and then propagate within a social network (Finn et al., 2015).

Following up on the concept of a trail, I introduce a Tweet Trajectory 5.3 to demonstrate how the tweet could

have reached the user’s Twitter feed—with a particular focus on Twitter accounts that were responsible for

bringing widespread attention to the tweet, i.e., popularizers of that tweet.

Figure 5.3: The proposed “tweet-trajectory” consists of the root tweeter account, a popularizer account, and
a friend account.

I chose our first actor to be the known source of the tweet (root tweeter) given the established significance

of source for online credibility assessment (Metzger et al., 2010; Geeng et al., 2020). Realizing the potential

of top accounts with large number of followers in spreading content (Institute, 2021; Chong and Kim, 2020),

I chose our second actor to be a popularizer of that information. Given that users tend to trust online

information more if it is shared by one of their friends (Turcotte et al., 2015; Geeng et al., 2020), I chose an

individual-user’s online friend as our third actor along the trajectory. By situating the proposed trajectory-

based intervention within the retweeting scenario itself, our approach benefits from the realization that users

tend to skip investigating the credibility of online content given the need for extra effort (Geeng et al., 2020).
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By displaying the past activity-based cues in a trajectory, our intervention 5.4 aims to help users identify

and understand specific manipulation tactics—which is a critical requirement of new media literacy (Saltz

et al., 2020).

5.3.3 Reflecting on the design intervention

After identifying the activity cues of interest from publicly available Twitter information and selecting the

actors for the tweet trajectory, I engaged in an iterative design process to create a prototype that balances the

role, appearance, and implementation complexity, following principles outlined by Zimmerman (Zimmer-

man et al., 2007).

As part of this process, I conducted a user-research activity involving feedback collection from five

graduate students enrolled in a University-based technology-design program. Initially, I presented them

with three different styles for presenting each activity cue. Based on their feedback, I finalized the design

choice that effectively communicated the intended information, as documented in Table 5.1. Subsequently,

I presented the graduate students with two options — horizontal and vertical — for visualizing the tweet tra-

jectory. Feedback indicated that the horizontal choice was suitable for the desktop version of the intervention

(used in this study), while the vertical choice was better suited for the mobile version.

Based on the gathered feedback, we refined the design of the intervention, encompassing both the ac-

tivity cues and the tweet trajectory. We then utilized this refined version as a probe in interview sessions.

Although the findings of this research are closely tied to our design decisions, we believe our meticulous

design process ensures that the findings remain robust even with minor design adjustments.

Given that a design intervention conveys a specific framing of the problem that one wishes to explore, I

note that knowledge generated through RtD is reflective of the functions and limitations of our intervention

(as understood by the participants) (Zimmerman et al., 2007) and as imposed by the researchers (Dow et al.,

2013). To minimize bias stemming from specific visual design choices, we emphasized to study participants

the importance of focusing on the information content rather than visual aspects like font size or color. This

reminder was essential to ensure that participants’ insights were based on the substance of the intervention

rather than its visual presentation. Similarly, we took care to interpret interview data without being unduly

influenced by the design of the cues themselves. Our goal was to draw conclusions based on the implications
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of specific cues rather than their design features. I believe that the intervention we adopted in this research

study is novel, highly relevant to providing informational context, and extensible for other researchers to

build upon.

5.4 Study Design

5.4.1 Participants

To encourage the discovery of a wide range of techniques that users employ when assessing the credibility

of online content as facilitated by the trajectory-based intervention, I recruited participants that were diverse

in terms of their political alignment and life experiences. To ensure such diversity, our recruitment survey

asked interested participants about their trusted media channels that serve as their everyday source of in-

formation, level of education, and (urban or rural) neighborhood. The survey also asked participants about

their Twitter handle to confirm if they had an active Twitter account for the last six months or more. Some

prior experience with the Twitter platform was essential so that the participants can comprehend and reflect

upon the information in the trajectory-based intervention that I showed them.

I began posting the call for recruitment in multiple online spaces like Twitter (publicly accessible),

Facebook (closed groups about specific media personalities), and SurveySwap. Given the asymmetrical

political alignment of participants who expressed interest through these channels, I next posted the same

recruitment survey on the Mturk platform (Paolacci et al., 2010). Upon realizing that most of the interest

from the Mturk platform included participants without active Twitter accounts, I next posted the recruitment

survey in the Craigslist-volunteers’ section in several American cities that I adjusted according to the need

for diversity of our participants.

I filtered 24 participants suitable for our requirement from about 90 expressions of interest that I gathered

from the call for recruitment. I sent the consent form with details about the research to these participants.

Of these 24, three participants opted out, citing discomfort about sharing their thoughts about how and why

they choose to retweet something on their Twitter feeds. Out of the 21 interviewee participants, 10 were

living in an urban, 8 were living in a suburban, and 3 were living in a rural neighborhood. The median

following of our participants was 472 (min: 99, max: 2990) and that of their followers was 369 (min: 16,
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Table 5.2: Characteristics of the interview participants as captured through a survey.

P# Following/ Age Neighbor- Education Tweets/ Media sources Regretted
Followers (yrs) hood Retweets (primary) sharing
(count) (weekly) a tweet

P1 1301/351 35-45 Urban Bachelor’s 5+
TechCrunch, Seattle Times
Buzzfeed, CNN, Haertz,

1+ times

P2 461/611 35-45 Rural Bachelor’s 2-3 BBC Never

P3 1098/2474 35-45 Urban Graduate 5+
City Paper, DC Line
WaPo, Washington

1+ times

P4 1613/1265 35-45 Rural Graduate 5+
Health Experts, Journalists
NPR, Scientists, PBS, CNN,

1+ times

P5 201/121 25-35 Suburban High school 5+
Trending topics
Seattle Times,

1+ times

P6 1360/487 35-45 Suburban Graduate 2-3
Journalists across outlets
NYT, The Hill, NPR,

1+ times

P7 434/366 25-35 Urban Bachelor’s 5+
Fort Worth Star-Telegram
WaPo, NYT, WSJ,

1+ times

P8 478/369 18-25 Urban Graduate 5+
ACLU account on Twitter
No specific media sources,

1+ times

P9 1305/782 35-45 Suburban Bachelor’s once Fox News 1+ times
P10 342/899 18-25 Suburban Some school once NYT, WSJ Never

P11 173/29900 25-35 Urban Bachelor’s 5+
WSJ, Quillette
NYT, The Atlantic,

Never

P12 99/16 45-60 Suburban Bachelor’s 5+ Fox News, CNN 1+ times
P13 1334/438 35-45 Urban Bachelor’s 5+ Fox News, MSNBC 1+ times
P14 2990/2582 60+ Suburban Bachelor’s 5+ MSNBC, CNN 1+ times

P15 121/41 18-25 Urban Some college once
Twitter news/trending
Individuals I follow,

1+ times

P16 2555/2791 45-60 Urban Bachelor’s rarely MSNBC 1+ times
P17 110/71 35-45 Suburban High school rarely Fox News on Twitter Never

P18 472/262 18-25 Suburban High school 5+
Twitter trending
CNN, Congress members,

1+ times

P19 450/91 25-35 Urban Graduate once Telesur English 1+ times
P20 256/175 25-35 Urban Graduate 5+ Reddit news/trending 1+ times
P21 986/173 45-60 Rural Bachelor’s 2-3 NPR, MSNBC, BBC Never
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max: 29990). Our participants, who ranged from 18 to 60+ years of age, referred to a diverse set of media

sources for their trusted news including Washington Post, New York Times, Fox News, The Hill, MSNBC,

and others. Table 5.2 describes participant characteristics in detail.

5.4.2 Personalizing the intervention for each participant

To encourage participants to discuss how they might employ the intervention in a retweeting scenario, I

personalized the intervention to approximate their experience on Twitter closely.

Selecting the tweet: For every selected participant, I identified a possibly contentious and relatively

popular tweet which the participant had retweeted in the recent past (relative to the participant’s Twitter

activity). To confirm that the participant did not see this tweet directly without the agency of other accounts,

I ensured that the participant did not follow the Root tweeter.

Selecting popularizer(s): Using the Twitter API v2, I fetched the most recent 100 retweeters of the

tweet. Out of these 100, I then selected 3 retweeters with the highest number of followers. I used these three

popularizers in 3 unique tweet trajectories that I showed to the participants.

Selecting the friend: Once I selected the popularizers, I then chose a Twitter friend account—i.e., an

account which follows the participant, and the participant follows it back—randomly out of the recent 5

accounts with whom the participant had any Twitter interaction (like, retweet, comment, quote tweet). I

also confirmed that the friend account does not directly follow the Root tweeter, implying that it was only

through some Twitter account that the friend came across the tweet.

Populating cues: For every Twitter account in the trajectory (root, popularizers, friend), I populated the

respective cue card based on their publicly available Twitter profile information and their publicly accessible

Twitter activity as indicated in 5.2.

Upon the failure of any of the above criteria—e.g., chosen friend account follows the root tweeter—I

selected the next choice that fits our criteria for personalizing the intervention.

5.4.3 Interview procedure

Each interview lasted about 60 minutes and involved one participant, one researcher to guide the discussion,

and one researcher to take notes. I conducted the session online over Zoom and compensated the participants
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Figure 5.4: Reimagined retweeting scenario using activity cues and tweet trajectory corresponding to Jim
Lokay’s tweet personalized for a study participant. Jim Lokay here represents the root, Mike Man represents
the popularizer, and Emily Dave represents the friend who may have liked and brought this tweet into the
participant’s Twitter feed. All the accounts in this intervention are either verified by Twitter or anonymized
to protect privacy. Every participant saw three of such trajectories with varying popularizers in between the
same root and friend.

with $20 each towards an hour of their time.

In the first part of the interview, a participant shared their Twitter screen and walked us through their

Twitter feeds. During this walkthrough, I encouraged them to talk about why they might or might not share

any tweet that was in their feeds to understand how they thought if any information was worth sharing. I

also asked them what all cues do they refer to when making such a decision.

In the second part, the researcher shared their screen and introduced them to the concept of cue cards (as

illustrated in Figure 5.2) in four steps. In each step, I showed them one of the four sections and confirmed

that their understanding of the information in the cue cards aligned with the intent of its design. I also

encourage participants to think and share with us how the information in each of these cards might be useful

if they were thinking about retweeting from the account whose cue card was shown.
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Next, I showed them the tweet that they had retweeted in the past and that I chose to populate the cues

in the personalized intervention. I asked them to (re)imagine the scenario in which they are considering

retweeting the tweet and to describe in as much detail as possible how they decided to share that tweet when

they first saw it. I note that some of the participants were not too certain if they had shared the tweet citing

that retweeting is a snap decision.

Next, I showed them one of the trajectories of that tweet as illustrated in Figure 5.3 and asked them what

the illustration means to them. I then showed them our designed trajectory conceptualization (Figure 5.4)

and asked them to talk aloud about how they might use (if at all) the information in the intervention to

guide their decision-making. I offered them two more choices about the popularizers in the trajectory and

discussed which of the popularizers they thought impacted the credibility of the tweet and their decision of

retweeting it.

5.4.4 Data analysis

I conducted an interpretive, grounded analysis of the data that was collected through participant interviews

in the RtD exercise. First, each researcher who conducted a participant interview transcribed that session.

Another researcher and the lead researcher then went through that entire transcript separately to check for

any corrections and to get familiar with the gathered data. Transcribed interviews were then atomized

into cards which were then organized using an affinity-diagramming approach. Through the analysis, I

identified and clustered the common themes as they emerged across our participants to discover how the

intervention—comprising of the cues and the trajectory—supports users towards credibility assessment of

a tweet. I iteratively refined these themes and recorded the insights using analytical memos. In section 5.5,

I report on how activity cues support participants in developing and/or refining their mental model about

an account. In section 5.5, I then report insights about how the tweet trajectory complements these efforts

towards making a quick-but-informed credibility judgment.

5.5 Summary of Findings

When assessing the credibility of a tweet in the present design of Twitter, participants often mentioned

that they go to a Twitter account’s profile to check what and how they contribute to the online discourse.
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Upon being introduced to the cue cards designed after the media literacy principles, participants found the

provided summary of an account’s behavior in the past four weeks to be effective towards the rapid nature

of decision-making in the retweeting scenario. Participants employed the different cues in the cards towards

building and/or refining their mental model of the different accounts and made a credibility judgment.

“It adds to the heuristic of good information because you are giving me a snapshot of what

they have done and how they did it, rather than me clicking on the guy’s profile, seeing the

top section of the card and then scrolling legitimately through this person’s feed to see if they

retweeted a lot, are they commenting a lot. This gives me a snapshot and shortens the amount

of research that I have to do.” - P2

The trajectory part of the intervention (Figure 5.4) consisted of three cue cards corresponding to the root

of the tweet, the popularizer of the tweet, and the friend that may have liked and brought the tweet into the

participant’s feed. When reflecting on these three accounts in the tweet trajectory — that was personalized

for the participant based on their Twitter network — users primarily asked three unique questions of them.

They used the profile-related information and the activity distribution in the cue cards to see if the root is a

content creator. When it came to the popularizer, users focused more on the popularizer’s activity — i.e.,

use of hashtags, shared URLs in the tweet, etc. — to evaluate if the popularizer had the necessary expertise

to weigh in on the original tweet; if not, users employed the same information to confirm the absence of

any ill-agenda or the possibility of making a disreputable association. When evaluating the friend cue card

who brought the tweet in their feed, users mainly asked themselves if they could trust their online friend’s

judgment. I now report how participants used the different cues in trajectory to gain insights about how

information propagated to them, and how information could propagate to others if they were to share it.

Table 5.3 summarizes the findings from studying media literacy-driven contextual cues regarding Twitter

users’ retweeting experiences. I discover several problematic behaviors and underlying causes of concerns

corresponding to each of those behaviors. The complete set of findings is available here in this published

research.
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Table 5.3: Activity cues help users to assess information credibility based on account’s authenticity, online
associations, and contentious behavior. Trajectories help users to assess if they should trust the propagators
of information and should it be shared further.

Finding Cause of concern Example scenarios

CC1: Authenticity of
an account

Questionable purpose Self-described or user-inferred propaganda
account

Inconsistent participation Journalist account with no original tweets

CC2: Online
associations of an
account

Lack of shared interests Hashtags used in a disagreeable context
Unfavorable connections Retweeting highly polarizing accounts
Uncredible media sources Sharing media from toxic sources

CC3: Contentious
behavior of an account

High #retweets/#replies Excessive replying suggesting argumenta-
tive behavior

Getting retweeted by new
accounts

Getting most of retweets from accounts that
are one month old or less

TT1: Trust towards
info-spreaders

Unfamiliarity in one’s net-
work

Surprising political stance of a high-school
friend

Lack of expert populariz-
ers

Movies-related account spreading vaccine
content

TT2: Consequences
of sharing

Potentially create prob-
lematic association

Retweeting creates new cues (online activ-
ity) that are not representative of account’s
history and/or purpose

5.6 Discussion

Information that I come across online in everyday life can be highly contextual (Eli, 2019). For discerning

problematic content from good information, it is important to identify and understand the context in which

information is posted online. For understanding the context around information, I need to be informed

about its provenance i.e., who started it and its spread i.e., who shared it. While identifying the provenance

of information can be tricky, social media platforms could do more to help their users realize how different

intentions of those who share information might shape the larger context around it and compromise its

credibility. I address this missed opportunity through this research and introduce the media literacy-based

intervention consisting of activity cues and tweet trajectory. The intervention provided users information

that — though publicly available on Twitter—users had to seek out and synthesize which is not feasible
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within the current design of retweeting feature. I now briefly introduce the limitations and then discuss the

findings (summarized in Table 5.3) on how the proposed intervention is effective for helping users reflect on

their friends and their tweeting habits, thus making them more careful about what they share online.

5.6.1 Limitations

Given the limitations of Twitter API, I could only access the 100 most recent retweets. As a result, I cannot

say with certainty if the popularizer, whom I showed in the intervention, is a true popularizer for that tweet.

Another limitation of the intervention is that I cannot confirm how or why a popularizer saw the tweet; it

could be because they follow the root tweeter, or because it was promoted, or because one of their following

accounts brought their attention to it. Similarly, I cannot confirm how and why the participant saw the tweet.

Though the proposed intervention is not an accurate representation, it provides an approximation of how the

tweet might have come across in the participant’s feed. By ensuring a better connectivity of actors in the

trajectory, there is an opportunity to investigate how knowledge about the nature of relationship/connection

between two adjacent actors in the trajectory can impact content credibility. Further, I suspect that some

participant selection bias might impact our findings. Though I tried our best to recruit diverse participants

with diverse life experiences and political ideologies, their willingness to participate in such a study can

indicate their tendency to be critical of misinformation in general.

5.6.2 Contextual cues help assess overall credibility of an account

The first part of the intervention involved activity cues that signal intend to signal different inappropriate

behaviors that account exhibit online. Using research through design as our method, I discovered that our

activity cues helped support users in assessing credibility in three ways. First, it helped them assess account

authenticity. Although amplifying by means of excessive retweeting was largely looked down upon, the

extent of it being problematic depended on the inferred purpose of that account. Knowing the purpose

of an account helped participants better anticipate the kind of content that account might create or choose

to amplify. For example, based on account description and activity, P7 inferred the account to belong to

someone who “works in the news’ and decided to trust the information they shared. A mismatch between

the potential purpose as inferred by users and the content posted by that account could signal inauthenticity
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— making users more critical about the account and its content.

The activity cues also helped users assess the online associations of an account. Participants perceived

hashtags to be useful for witnessing any problematic content an account produces provided the context in

which these hashtags were used was clear. By considering such created content together with the accounts

whom they retweeted and URLs which they shared, users were able to assess online associations of that

account and realize what kind of community that account associates with and/or the kind of content it might

amplify. Users could then employ these judgments to evaluate the information shared by the actors in the

context of their information neighborhood (Klurfeld and Schneider, 2014; Fleming, 2014). For example, P2

discredited information from an account since they suspected the account “to have some propaganda” based

on the activity-related cues and whom they have actively retweeted in the recent past.

In addition, the activity cues helped identify contentious behavior. The relative distribution of an ac-

count’s activity, i.e., how much it tweets vs replies etc. as seen in the cue cards was useful to infer any toxic

behaviors of an account. Participants were also quick to realize that retweets from recently created Twitter

accounts could also contribute to that account’s contentious behavior. Such a concern combined with any

previous suspicion based on account’s inauthenticity hinted at possible participation in inauthentic organized

behavior. The activity cues thus enabled users to assess an account’s credibility by employing context—not

readily available on Twitter— the cue cards offered that.

5.6.3 Provenance helps assess the credibility of propagating information

Users employed the easy access to popularizer accounts given by the trajectory part of the intervention

— provenance by extension — towards aiding their judgments. First, the trajectory made users evaluate

their trust—an important factor for credibility assessment (Kim and Brown, 2015; Sternthal et al., 1978)—

not only towards an account but towards the larger network of information spreaders. Upon discovering

surprising elements about their friend—e.g., discovering that their friend has changed their political interests

over time (P12)—users grew skeptical of why their friend shared the content from the popularizer and if they

did any due diligence before sharing. This sudden sense of unfamiliarity towards their friend made users

question their knowledge-based trust in their own network. Knowledge-based trust deals with the ability of

the person to predict a person’s behavior based on their past experiences. The easy access to background
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actors who spread information allowed users to notice the absence, if any, of expert popularizers and also that

of any social or organizational structures that can bring institutional credibility when assessing the quality

of information. Thus, the trajectory impacted knowledge-based and institutional trust (Cheng et al., 2017;

Grabner-Kräuter and Bitter, 2015) in a way that is not facilitated by the present design of Twitter.

At times, trajectories surfaced tension as users found the information they supported to be circulated

by actors with whom they did not want to associate. When considering the consequence of sharing this

information, users evaluated the cost of such a problematic association and sometimes decided against it.

Thus, trajectories also impacted calculative trust based on rewards and penalties (Grabner-Kräuter and Bitter,

2015).

The present design of social media—as Hancock describes (Hancock, 2020)—is based on providing

content produced by one’s online network thereby increasing trust amongst different connected actors, i.e.,

one’s following on Twitter; this in turn reduces the institutional trust in organizations like government,

academia, scientific groups, etc (McCrosky, 2020). In other words, users tend to trust low-quality content

shared by their trusted friend more than high-quality content shared by distant friend Sterret et al. (2018).

I believe that by resurfacing the role of institutional trust obscured by the current design of social media

and having users re-evaluate their knowledge-based trust in their network, the proposed intervention can be

useful to question one’s trust towards information spreaders and thus curtail the spread of misinformation.

My proposed choice, i.e., the design of the intervention and the selected cues in it is one of the many

ways of designing such a provenance-based intervention. It is possible that changing the design of the

intervention (colors of the cue card, the format of presenting the information, etc.) and offering different

cues in the card might surface insights that diverge a little from the presented findings. I note that such a

variation does not compromise the validity of the findings but is reflective of the research through design

method (Gaver, 2012) adopted in this research.

The intervention provided users information that—though publicly available on Twitter—users had to

seek out and synthesize, which is not feasible within the retweeting scenario. Future iterations of the inter-

vention can incorporate the principles of lateral reading technique (Wineburg and McGrew, 2017) to enable

quick assessment of multiple actors in the provenance-based intervention and further promote platform-

driven media literacy.
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Chapter 6

Signaling information opacity on TikTok:

Identifying contextual cues that translate to

other platforms

This chapter delves into my original research conducted on the TikTok platform, which remains unpublished.

Throughout this chapter, the pronoun ‘we’ refers to all the co-authors — Zade, Himanshu and Choi, Sehe

J. and Mai, Huy and White, Emily and Favro, Sophie and Vasquez, Keiver Bencomo and Khor, Tyler and

Turns, Jennifer — who contributed to the project. The content presented in this chapter is entirely new and

is being published for the first time within this dissertation.

6.1 Introduction

In the previous Chapter 5, I studied provenance-based contextual cues to help Twitter users understand how

misinformation could propagate on Twitter to their feeds. I discovered several problematic behaviors exhib-

ited by Twitter accounts that users need to identify for assessing credibility of information and mitigating

the propagation of misinformation. For example, one of these behaviors included examining if an online

account has a questionable purpose or if that account shared any content from an uncredible media source.

In this chapter, I introduce another study that identifies the list of similar problematic behaviors that users
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need to identify in the context of TikTok platform.

TikTok has several unique features that have led to its massive adoption across the world Herrman

(2019). These include the “For You” page with algorithmically created content catered towards individual

users (Anderson, 2020), the “Duet” feature that splits the screen in two to simultaneously display compar-

ative video content, etc. Given the prominence of viral online trends that could influence everyday habits

on TikTok (Kriegel et al., 2021; Korbani and LaBrie, 2021), it is critical to understand what processes users

adopt to discern the harmful content from harmless content. In this chapter, I introduce my study on how

users employed the TikTok design features to assess content credibility, particularly when considering shar-

ing the content (or not). In other words, what TikTok affordances — that serve as signals of problematic

behaviors — help users assess content credibility on TikTok?

The algorithmically curated TikTok feed, sometimes containing political information, is mediated through

videos. Though video content may not be as persuasive as was once feared, research indicates that users tend

to believe the information in a video more easily than that in text format (Wittenberg et al., 2021). Given

the increased prevalence of video-based misinformation — e.g., 20–32% of Covid-related videos between

January and March on TikTok contained misinformation about the pandemic (Southwick et al., 2021) —

there is a shared belief among researchers that the real extent of persuasiveness of videos might diverge in

real settings that are not lab-controlled. In addition, when comparing the role of text versus video modal-

ity within messaging apps, researchers found that users process videos superficially and tend to be more

influenced by them compared to text (Sundar et al., 2021).

Videos are also more difficult to monitor due to the challenges associated with tracking in-video content

and graphics (Nakov et al., 2021; Jalli, 2021; Bradshaw et al., 2020). Research indicates that though de-

bunking can only marginally aid people’s ability to discern false videos, their belief in the misinformation

claim remains significantly lower in the debunking condition compared to the misinformation-only condi-

tion (Bhargava et al., 2023). My research extends on this promise to study TikTok-specific affordances that

further aid people to discern misinformation.

To answer RQ3, i.e., how users employ the TikTok platform cues to assess information credibility, I

conducted participatory design research in which, first, researchers served as participants and documented

their experiences of using TikTok affordances to assess the information credibility of videos related to ten
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selected topics from two accounts varying in political affinity; second, researchers clustered and organized

these experiences to identify how, and which, cues users employ when assessing video credibility on TikTok.

Contributions of this Chapter include:

1. Demonstrating that TikTok-specific cues can effectively signal socio-technical dimensions of infor-

mation on the TikTok platform to its users. I highlight how the concept of information provenance

becomes useful in the process of credibility assessment.

2. Identifying the unique processes of assessing credibility on TikTok. I focus on the collaborative

processes that users adopt to discern misinformation and challenge TikTok’s algorithmic mediation.

6.2 Related Work

6.2.1 Focus on algorithmic curation of online feeds

Like other online platforms, the TikTok platform uses algorithms to suggest posts to its users. The de-

fault video feed on TikTok is the algorithm-driven “For You” section; however, users may exercise the

option to choose to limit their video feed to just those accounts they follow. This focus on personalized

content discovery through the “For You” page has led TikTok to be commonly seen as more driven by al-

gorithms (Anderson, 2020). On the other hand, Twitter (at least till 2022) struck a better balance by giving

users the option to choose between chronologically curated feeds and algorithmically curated feeds. This

distinction affords TikTok a higher potential to push viral content to users.

Feeds primarily curated with algorithms are highly susceptible to the challenges of algorithmic ampli-

fication, i.e., the process of recommending certain information to users with a primary intent of increasing

user engagement (Menczer, 2021). For example, such amplification can lead to more resilient echo chambers

that strengthen conspiratorial beliefs (Peck, 2020; Grandinetti and Bruinsma, 2023; Forberg, 2022), extrem-

ist content (Whittaker et al., 2021), political polarization (Barberá, 2020), etc. This might also amplify the

individual biases in some instances as one group might benefit more than the others (Huszár et al., 2022).

With increased access to viral and algorithmically driven content, TikTok passes the onus of ascertaining

content credibility primarily on users as an individual’s responsibility (Li et al., 2023).
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6.2.2 Online trends and influencer culture

Instagram was one of the early platforms to allow individuals to share visual content, build their following,

and monetize their influence (Hearn and Schoenhoff, 2015; Abidin, 2016). These individuals, now referred

to as “influencers,” are known to impact the purchasing decisions of their followers (Młodkowska et al.,

2019; Wulandari and Darma, 2020). This influence doesn’t merely stop at marketing but also extends to

opinions and topics of importance, including politics and science (Riedl et al., 2021; Bause, 2021; Naderer,

2023; Chinn et al., 2023). Although the captivating appeal of science highlighted in TikTok memes at-

tracts the attention of young people, unfortunately, it could also reflect an uncritical approach to scientific

concepts; e.g., researchers found that TikTok memes have the potential to depict science as an individ-

ual pursuit rather than a collaborative endeavor (Zeng et al., 2020). In science-related news, highlighting

prominent individuals rather than scientific communities or the broader scientific system has held signifi-

cant news value (Badenschier and Wormer, 2011). Emphasizing on identities of prominent individuals has

often drove political affective polarization (Iyengar et al., 2019; Gill, 2022). In the TikTok age, influencers

could serve that prominent person’s role as they generate viewership for content in a potentially uncritical

manner (Zeng et al., 2020). Given such a potentially frivolous interpretation of science, it remains critical

to understand how users of TikTok engage with the design features to afford themselves a better assessment

of the credibility of that information.

6.2.3 Demographics of TikTok users

TikTok has been particularly popular among younger audiences. Though the platform has exhibited growth

among users in their 30s, a significant portion of users falls within the age group of 18 to 29; Pew Research

Center found that a majority of 18 to 29-year-olds use Instagram (71%) or Snapchat (65%), and approxi-

mately half used TikTok (Auxier and Anderson, 2021). Having a relatively younger group of users makes

TikTok different from Twitter.

Younger Americans, often called digital natives (Prensky, 2001), have grown up in an era where digital

technology, the internet, and social media are prevalent. This generation is more familiar with navigating

online platforms, fact-checking information, and discerning between different media sources (Helsper and

Eynon, 2010; Coskun, 2021). Younger generations may have had more exposure to media literacy education
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as part of their formal schooling, as educational institutions inculcated media literacy education in the school

curriculum, equipping them with skills to evaluate information critically. How can the newer generation

utilize this strength to make sense of the new affordances within the platform? I use this opportunity to

investigate if young TikTok users, when assessing content credibility, employ information provenance as a

cue of credibility; if so, in what unique manner does the employment occur? I now discuss the methodical

setup to benefit from such a choice of study participant sample.

6.3 Study Setup

6.3.1 Methodical Approach

For this study, I adopted a Participatory Research (PR) approach, i.e., a research-to-action approach that em-

phasizes direct engagement of local priorities and perspectives (Cornwall and Jewkes, 1995). This approach

prioritizes co-constructing research through partnerships between researchers and stakeholders, community

members, or others with insider knowledge and lived expertise (Jagosh et al., 2012). Accordingly, this re-

search is built upon the lived experiences of TikTok users who contributed to the data and as co-researchers

who then analyzed that data.

6.3.2 Participants

Following the participatory research approach, this research is built upon the lived experiences of TikTok

users. The study participants, whom we will refer to as co-researchers, were recruited as a part of a research

project conducted by a lead researcher enrolled in the Human-Centered Design and Engineering department

at the University of Washington. All the co-researchers had prior experience of at least six months with the

TikTok platform and received academic credits towards participating in this research.

6.3.3 Data

Initial Setup of TikTok accounts

For a period of four weeks, participants collected data, i.e., their impression of how engaged with a TikTok

video that they watched about specific search terms provided to them (refer to Table 6.1). To ensure that
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the search was being made from TikTok accounts that were representative of the political diversity of users,

we adopted the following process to set half of the accounts as politically left-leaning and the other half as

politically right-leaning:

1. First, every participant-researcher set up 2 TikTok accounts for your own use.

2. They read the research by Lund et al. that studied the role of TikTok’s algorithm for promoting

polarization and found that the algorithm curated different content to a liberal user, a conservative

user, and an independent user (Lund and Zhong, 2018).

3. Next, participant-researcher focused on the table in that same research paper (Lund and Zhong, 2018)

— can be referred to in Figure 6.1 — that documents the variation in hashtags that shown up across

the three kinds of users. We used these hashtags to seed any kind of political leaning into the accounts

that we later used to conduct this research.

4. For the first of the two accounts, every participant-researcher chose any hashtag from the “Liberal

tags” column in Figure 6.1. They followed any account that showed up on the first screen without

scrolling to take advantage of TikTok’s recommended accounts.

5. Participant-researchers repeated the above step nine more times to set up the first TikTok account with

ten left-leaning hashtags.

6. Participant-researchers repeated steps four and five above for their personal second account with “con-

servative tags” as seen in Figure 6.1.

Daily logs of TikTok-video interaction

Upon confirming that each participant-researcher had set both of their TikTok accounts — first with ten left-

leaning hashtags and the second with ten right-leaning hashtags — the lead researcher then guided all the

participant-researcher to adopt the following procedure to document the experience of how every participant-

researcher engaged in watching a TikTok video with a particular focus on how they employ TikTok design

features available to them to assess credibility of the video:

1. Go to one of the Tiktok accounts (left-leaning or right-leaning as set up initially).
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Figure 6.1: The variation across hashtags that showed up in liberal, conservative, and independent TikTok
users as per the work by Lund et al. (Lund and Zhong, 2018).
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2. Search the <daily keyword> as mentioned in Table 6.1.

3. Choose a video to watch from either:

• The top 10 videos that appear on the screen after you search for the <daily keyword> or

• Scrolling below after you click on any of the videos on that first screen (no engagement with the

first video) or

• Using the hashtags or other labels on top of the screen when you search the <daily keyword>.

4. Watch the chosen video and ask yourself: “How am I using the TikTok design features to assess its

credibility and decide if I wish to share the content (or not)?”

5. Finish the engagement with the video, pause to think about what you did, whether you found it

shareable, and why.

6. Now, note down your engagement procedure and your thinking process. Write it down in the provided

sheet. This entry (refer to Table 6.2) should be detailed enough to clearly indicate how you employed

the TikTok design affordances to assess the credibility of the content.

7. Next, note down all the metadata about the video (content description, number of likes, number of

comments, number of saves, number of shares) and the TikToker (TikToker’s handle, number of

followers, number of following) and any further notes about the profile.

Analysis

All of the seven participant-researchers logged their engagement with TikTok videos from both accounts

(politically left-leaning and politically right-leaning) at least twice a week for a total of 5 weeks between

April 27 and May 28 of 2023. Collectively, the data consisted of 268 entries. These entries were unique

participant-researcher impressions but might contain impressions of the same TikTok videos by unique

participant-researchers.

For analyzing the 268 entries, first, we (i.e., all the participant-researchers including the lead researcher)

began a top-down analysis by using the findings summarized in Table ?? from Chapter 5. We used the dif-

ferent identified problematic behaviors (e.g., “questionable purpose”) as labels to categorize the 268 entries.
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Day# Date Daily keyword
1 04/27/2023 vaccination
2 04/28/2023 climate change
3 04/29/2023 guns
4 04/30/2023 trans rights
5 05/01/2023 supreme court
6 05/02/2023 abortion
7 05/03/2023 police
8 05/04/2023 election
9 05/05/2023 immigration

10 05/06/2023 mental health

Table 6.1: Daily search keywords for the first ten days. These words were repeated in the same sequence
for the remaining days for a duration of four weeks.

Daily
key-
word

Video Description How did you engage with the video?

Supreme
Court

A lady describes five major
news updates we are waiting
for from the Supreme Court
on topics like student loans,
affirmative action, etc.

My first impression was that this was probably an
influencer-type video, but I soon realized it was very
informative and journalism-like. Given that, I did not
want to check its credibility and just wanted to con-
firm if the person was real. Upon checking the profile,
it said it is from the SCOTUS blog - which I am not
sure is anything official. But after scrolling through,
the content primarily surfaced similar types of content
on political topics and mostly informative in nature (af-
ter watching two more videos chosen at random). IRL,
I would have followed this TikToker as they seem to
create good and credible content, which limits to being
informative and not individual opinions.

Abortion A lady crying about how she
felt sad after the abortion and
how it makes you reconsider
doing it,

I saw the whole video thinking if she was pro-abortion
or anti. It can be twisted both ways, though I think
her intent was probably promoting that abortion is hard.
But then again, the caption said, “After getting 1 M like
on the earlier video, I decided to share this..”. I don’t
like that the virality of another video influenced this.
The video content also had negative framings, like the
career pressure will increase now, imagining how life
will be with the kid, etc. I checked the profile and saw
she is a cancer patient undergoing chemo (a recent de-
velopment), which made me feel empathetic toward her.
This kinda changed my impression of her - though she
is a vlogger, she definitely cares about impressions.

Table 6.2: Table 2: Sample data records for two search terms and the video content description.
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Unfortunately, we realized during the process that many labels are too specific to Twitter and do not befit

the unique affordances of the TikTok platform.

For the second round, therefore, we collaboratively conducted a grounded, interpretative analysis using

an affinity-diagramming exercise to recognize the common patterns across the logged impressions of the

TikTok videos. During this exercise, all the participant-researchers read aloud the documented impression

of engaging with a video (logged by one of them), and collectively interpreted what the unique affordance

that was employed for credibility assessment of the content. We recorded a summary of the collective

interpretation on a sticky note and organized them using affinity diagramming into 13 primary clusters and

64 sub-clusters spread across them. We also annotated each interpretative sticky note with a code that maps

it directly to the logged impression of a TikTok video.

6.4 Findings

I now present the salient themes that stood out from across the 13 primary clusters and 64 sub-clusters spread

across them that emerged during the affinity diagramming exercise. These themes will help answer the

research question of identifying affordances that facilitate learning about problematic behaviors on TikTok

for safe discernment of misinformation beyond Twitter, like TikTok.

6.4.1 Referencing sources outside the main video content to infer credibility

Stitching is a unique design feature offered by TikTok that offers its users the opportunity to take someone’s

content and add your content to reinterpret it. TikTok defines it as “a way to reinterpret and add to another

user’s content, building on their stories, tutorials, recipes, math lessons, and more (Newsroom, 2020).” I

found that adding more relevant content through stitching — e.g., diverse and multiple voices of several cit-

izens and news, as highlighted in the example below — offered the content higher credibility and increased

the subsequent shareability of that video.

“I have heard bits of the bill in the news but was unfamiliar with it. Thus, I was inclined to

believe the video but did not want to believe it blindly. I looked at the comments, but as in

similar videos, all the top comments were liked, which may have prevented me from seeing
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critical content. I went to the creator’s profile and saw that all the content was just coverage

of Latin culture and current events. I also saw that the follower count was over 800 thousand,

which made me trust them more. I went back to the video to try to figure out what the creator

was trying to say. Judging by the tone and language, I inferred they were trying to spread

awareness while commenting on the issue. This aligned with the content that I saw on the

profile. I also saw that the video stitched together large amounts of footage from citizens

and news to add to their point. I stopped interacting there, but I would probably share this

video to talk to someone about what is happening in Florida. While the comments were unclear,

the profile made the content more credible and put it into a clearer context. The many videos

also added to this.” - week 3: logged entry 37

Researchers believed that having a stitch or even a duet, another TikTok feature, with supporting content

could have sometimes been helpful to verify the original source (week 2: logged entry 38). Stitches are

often used to add to a video’s original point, answer a prompt mentioned in the original video, or start a

discussion about the original video’s subject matter. Duets, on the other hand, are used to showcase two

videos at once and often feature complementary content to the original video they Duet. Having the original

duet content deleted when researchers tried to trace back to it or having that content in incomprehensible

language served as a signal of distrust to the researchers (week 3: logged entry 38).

Upon combining the duet and stitching features with the related stories feature on TikTok, researchers

found that contradicting details about an incident in the different videos can confuse users and create a

sense of escalation when assessing content credibility. It is important to note that such a combination of

referencing more content through stitching and/or duet and offering content clusters based on sound filters

and topic similarity is unique to TikTok. The highlighted part in the example below shows how the researcher

combined these two offerings of TikTok to judge the non-shareability of that video.

“I scrolled four videos down on the videos page. I clicked on the comments and original sound

and looked at the TikTok page. I searched on TikTok, “El Mirage Elementary School,” then

watched other videos from FoxNews and personal accounts on the videos page; I became

confused if the source was credible or not due to contradicting details I saw in other videos.

The footage in the video also does not have a cohesive or clear timeline. Instead, it is

107



snippets of chaotic events. I would not share this video. I could not understand the event

clearly, and the resources I found to measure the credibility by using other design affordances

made me more confused. It seems to perpetuate a culture of fear, isolation, and lack of security.

It makes me feel disappointed in America, but also unsurprised.” - week 2: logged entry 11

Contextual stitching was another phenomenon where researchers made references to content outside

the video and used it to their own advantage; in some cases, researchers found that the users borrowed

upon popular trends either merely trying to use it to get more attention or trying to make made fun of it by

reframing and often counter-framing the narrative. Such attempts did not explicitly use the stitching feature,

as seen in the example below.

“I knew it was a joke because of the music and the sudden cutoff at the fall. I could also tell

because the video description said, ‘More people need to be talking about this,’ I generally

associate that with being used ironically. I found the video funny, especially since I know the

original video was trying to make fun of (The original video showed a woman who could not

walk after getting the vaccine). However, I think even if I had not known the video it was

referencing, I still would find it funny for the general critique of anti-vaxxers. I would share the

video for the humor, but as it was a joke, I would stop interacting.” - week 4: logged entry 3

When referencing content not in the video in consideration, researchers sometimes felt the need to

go out of the TikTok platform to verify the arguments made in the video. Such attempts included going

to third-party news aggregators like Google News or other news sources (week 3: logged entry 5, week

2: logged entry 25, week 3: logged entry 40, week 3: logged entry 4, week 4: logged entry 40). This

practice of referencing third parties to verify the content is, however, common when it comes to verifying

credibility (Khan and Idris, 2019).

6.4.2 Assessing integrity of a TikTok account

One of the important ways in which users make judgments about the integrity of an account is by inspecting

if there was any consistency between the potential purpose of that account and how the content and/or the

account was presented. For example, in some instances, having a consistent uniform in all the posted videos
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— police uniform (week 3: logged entry 22), nurse uniform (week 3: logged entry 17) — made users

perceive the accounts to have higher integrity; that wasn’t always the case though. In the example below,

the researcher found consistency between the purpose of the account and how they presented themselves to

negatively impact their perception of that account — in particular, as the account seemed to normalize gun

violence.

“The video showed how to clear a jammed gun using a fake gun. The video’s creator said his

mother bought the guns for her kids, but they were too realistic, so they gave them to him. Even

though I knew the guns were fake, they looked real. It made me feel anxious to see someone

holding a gun. I looked at their profile, and they post videos of them using guns in a gun

range. I also read the comments out of curiosity. I would not post the video because, even

though they use guns safely, I fear being harmed by a gun in the future and the negative

consequences of normalizing a culture of gun ownership.” - week 3: logged entry 31

In the example below, the account that presented itself as a medical professional account published dif-

ferent interviews that suggested a stance on abortion that compromised the researcher’s trust in the content.

Similar altering of an account’s credibility also occurred based on how the content and whether the gen-

erated commentary (highlighted by TikTok) supported it or opposed it. Other examples include week 2:

logged entry 15, week 4: logged entry 31, and week 2: logged entry 55.

“As this was an interview-style, there wasn’t anything to really worry about credibility. I did

look at the video that the comment was from, and it was of a different woman talking about her

experience receiving an abortion as well. I noticed nothing in the description except that it was

replying to the comment, so I was curious why this appeared in my search. When I exited the

video, I noticed that below the post on the video, it showed what she first said (“I got an

abortion”) and then switched to things she said later on, and abortion was in bold. I thought

it was interesting that it was going based off of the content and would not have thought that

TikTok took that into account when organizing the feed.” - Week 4: logged entry 27
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6.4.3 Recognizing contentious behavior of a TikTok account

When assessing the credibility of the video content that researchers were observing, sometimes they found

instances where the TikTokers were creating the content to maximize the views. One such example included:

“It was a comic take that reduced my attention and engagement level with this video. I don’t

think I will care much about this. I check the handle, and it says Hispanics of TikTok, so that

kinda adds up now. It only has about twenty-ish videos and still managed 7.5M likes, so that

makes me a bit suspicious about the account and how it has been gaining this popularity;

perhaps it was through some made-up actors sharing it too much?!” - week 2: logged entry 31

Other strategies included exclusively stitching sources that offer high popularity, e.g., significant media

channels, highly influential/popular TikTokers, etc. Participant-researchers found instances where there was

a shock value delivery by changing the content’s tone towards the end of the video or including a passive-

aggressive commentary. Given that the TikTok platform obscures the point in the video that contributed

to its virality, researchers found such videos do not offer much value in increasing the credibility of that

particular content.

In yet another strategy, researchers also observed cases where TikTokers engaged in seemingly purpose-

ful use of captions and/or terms that can help the creator get around specific content-ban, thus suggesting

an ill tactic not to get their content banned from the platform or to ensure getting enough promotion by the

platform towards being the top content. In one such example, TikToker used the phrase “toy gun” to post

gun-related content that otherwise could have been banned in the context of use. It is important to note that

researchers in this exercise only engaged with mostly popular videos at the top of the search results page.

“I first wanted more context for the video, so I went to the comments. All comments discussed

what they would do, so I returned to the video. I saw the caption said “*TOY GUN*”,

but I thought that given the video’s text, it was more of a trick to prevent the TikTok

algorithm from blocking the video. (I have seen this on TikTok, an example being people

saying FAKE BODY if there was a video depicting injury). I looked at the hashtags and saw

tags including #homeinvasion, #2ndamendment, and #firearmsinstructor. This made me believe

that the purpose of the video was to say that it is important to have guns for protection in case
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someone tries to break into your house. This matches the question posed in the video: How

would you respond? The video’s answer seemed to be guns. With this understanding, I returned

to the comments and saw many people mentioning printing T-shirts. I realized that they were

mocking how people made T-shirts of shooting victims and were used to advocate for gun

control. I then realized that this meant most of the comments would have shot the person then

and there without question. This was upsetting to me, especially given the lack of context. I

chose not to interact with the video and the content anymore.” - week 3: logged entry 8

6.4.4 Getting (in)complete context through different cues

Temporal cues

Given that the TikTok platform does not stress on time as other platforms, researchers found that this lack of

temporal transparency creates a lot of chaos that users find different to understand. For example, top videos

on the search page can sometimes be older with lesser engagement than a more recent video; this lets the

researcher, in the case below, question how the TikTok algorithm works when deciding which content to

highlight on the main search result page.

“The person was running for a student election and used glasses and a painted sign, so there

was no real misleading information. This was the third video in the top section, and I am

surprised as it is from March and has low likes, shares, and comments compared to other

videos further down that are focused on the US election and posted sooner (example video

from MSNBC of Joe Biden for 2024 election posted in April). I wish there were a reason why

I’m seeing this button, as this is not the video I would have expected to see in the top section

when doing this search. I’m not sure why it is this high and would want to know and be able to

adjust so I can see the content I would actually be looking for.” - week 3: logged entry 66

Having no alignment between the content date in a video and the dates in comments (and description)

also made users question the credibility. This also led to instances where there were highly popular com-

ments made by my users that seemed to be old (as compared to the video date realized upon inspection);

this rendered even the good content irrelevant.
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“My first thought was that since the man was in the army, it made sense why he would be forced

to get a vaccine shot. It annoyed me a little because he kept looking back at the camera with

a dismissive face, as if he was complaining and thinking the whole thing was stupid. I clicked

into the comments, and all the ones I could see were telling him essentially, “Deal with it” and

“Stop complaining.” I went to his profile and saw that the recent content was all body-building

content, so it could have explained why he was so opposed to getting the shot. However, I still

didn’t like the video’s message, so I would not share it. I also looked at the date and saw that

it was from almost a year and a half ago. This also made it even more irrelevant to me.” -

week 2: logged entry 50

Audio cues

Audio is a very important part of the TikTok platform as researchers found that the tone of audio by itself

can set the video to be serious or humorous or, in some cases, facilitate altering the tone of the message.

Video sound also offers a new mechanism for clustering content with similar audio, providing context to

the video or the more significant trend with similar video postings. Given the unique affordance of TikTok

to offer such a clustering on a page not only based on content but also music, glancing at the collection of

potentially similar or thematically related videos allows users to fetch any missing context and complete

their assessment of that content’s credibility.

Textual cues

Researchers found that TikTokers use the description, caption, and comments related to a video to infer the

complete context of the video. This was in addition to using the affordances of stitching multiple videos to

get extra information about the content in consideration, as seen in an earlier section. Similarly, Tiktokers

can use the event-related details in the caption to complete the picture and infer the event’s credibility. It

was especially useful if there were several details (e.g., date along with the location; multiple sources and

the evidence from each in there, etc.) that complement each other. At times, the descriptions matched very

well with the search bar suggestions, thus making it easy for a platform user to glance through the related

content with a click.
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6.5 Discussion

Given that this research started with newly created TikTok accounts seeded with specific hashtags, the

TikTok algorithm didn’t have much opportunity to personalize the suggested content beyond the hashtags

researchers used. As a result, the findings facilitate investigating TikTok without much algorithmic inter-

ference. The high focus on trends to drive content on TikTok makes it questionable when the users come

across information that could be harmful at the mercy of algorithmic mediation. This study provided an in-

sightful opportunity to demonstrate how individuals can identify the socio-technical opacity of information

as signaled by TikTok affordances, make credibility judgments, and protect themselves from believing and

further sharing it. As I discuss some of these credibility judgment processes, I highlight how — even with-

out any researcher imposition of provenance-like conceptualization — several of these processes implicitly

reference information’s provenance.

6.5.1 Unique affordances cater to users with higher media literacy

With the massive viewership on TikTok and the potential to misinform users, researchers and designers need

to be cognizant of how TikTok supports its users to assess the credibility of information. Findings from this

study indicated that the unique opportunities that TikTok offers its users to interact with the content — e.g.,

to share or build upon any existing trends or viral videos — also affords its users distinct opportunities —

e.g., considering audio cue to group thematic content together — when it comes to assessing the credibility

of information in the videos. I believe that one of the main reasons this has become possible is the media

literacy of TikTok platform users.

Like Instagram and Snapchat, the TikTok platform has a relatively young user base, with most users

being 18 to 29-year olds Auxier and Anderson (2021). This tendency to attract a younger audience and

emphasize creative short-form videos gives TikTok a distinct advantage over Twitter, which has a more di-

verse user base and often serves as a platform for real-time updates on various content types, not limited

to entertainment. The participant-researchers of this study were representative of a relatively younger pop-

ulation who grew up navigating online platforms and may also have had more exposure to media literacy

education (Prensky, 2001).

The higher familiarity with fact-checking information and critically assessing information credibil-

113



ity (Helsper and Eynon, 2010; Coskun, 2021) allows TikTok users to employ unique platform features to

understand why they see what they see. For example, timestamps (when displayed) of top comments helped

assess why the TikTok algorithm pushed some information to the fore or if another reason was behind such

a selective promotion. In another instance, researchers of this study observed that some users of the TikTok

platform adopted trick strategies to avoid a content ban or get more attention to build resistance towards

algorithm-promoted content. Prior research maps such behavior to a new algorithmic folk theory of social

feeds called “The Identity Strainer” theory (Karizat et al., 2021). This theory describes instances when users

believe an algorithm filters out and suppresses certain social identities. It describes how users change their

behaviors to shape their algorithmic identities as they see fit.

6.5.2 Moving away from the unilateral focus on influencers

The primary focus of TikTok on its influencers gives immense power to the perceived popularity of a single

person. In this study, I found that oftentimes, a large viewership of a video and/or comments can serve

as a signal of credibility to some extent. Unfortunately, this primary attention to popular influencers has

been found to give an uncritical impression that science is an individual endeavor rather than a collective

enterprise (Zeng et al., 2020), contrary to the idea of critical science rooted in collaborative discovery.

The unilateral focus on an influencer post without much context behind the information in that post

makes it essential for users to assess the credibility of that information. The unique affordances of TikTok

offer some opportunities for users to do that. For example, we found that users can use the features of audio-

based filtering or search-term-based clustering to get more context into the video topic and/or to ascertain

if the video they watched offers only a small but timely and credible glimpse from a much larger event.

This attempt to contextualize information suggests TikTok users’ need to examine the broader network

in which the information they see propagates and the composition of that information’s provenance. The

other features of Duet and Stitching also served as mechanisms to facilitate verifying content based on

referencing the previous sharer’s integrity and credibility — again asserting the importance of investigating

information’s provenance.

The strategies that users employed to derive a meaningful credibility signal from the available TikTok

cues ascertain that at least some users of the TikTok platform are cognizant of the need to dig into the
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socio-technical opacity of the information they observe on TikTok. Unfortunately, in the current platform

design, the onus of employing these opportunities lay with the platform’s users without any direct support

to inculcate these affordances in the short time span of a user deciding to share the video. Thus, there is a

clear need to support these processes and make them happen naturally as a part of TikTok media literacy so

users do not need to exert themselves or struggle to make sense of the signals themselves. It is important

to note that while discovering the socio-technical opacity of information, users themselves made references

to information provenance without the researchers using any explicit provenance-based design provocation

like in the earlier Chapter 5.
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Chapter 7

Discussion: Information provenance as a

cue for credibility assessment

7.1 Introduction

When answering the research question of how to (re)design online media platforms to impart in users the

ability to look through the opacity of information, I introduced three studies in this dissertation on Google,

Twitter, and TikTok platforms. In these studies, I answered how information provenances can vary in credi-

bility and identified cues that can assist users in looking into the opacity and assessing information credibility

meaningfully. In this chapter, I synthesize my earlier findings and address how we can generalize the cues

across different platforms to signal the opacity of information and support users towards safe discernment

of potentially misleading information.

The chapter is structured as follows:

1. First, I consolidate the findings from all studies and introduce a comprehensive framework. This

framework elucidates the utility of information provenance across platforms for accessing contextual

information and enabling users to make informed judgments about information credibility.

2. Second, I delve into how information provenance can more generally serve as a construct to assist

users in understanding the opacity of information across multiple platforms.
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3. Third, I set the foundation for incorporating provenance into the design of media platforms. I present

specific design opportunities aimed at assisting users in exploring the socio-technical context of in-

formation as a fundamental aspect of their credibility assessment process.

4. Fourth, I emphasize how collaborating with technology platforms to integrate information provenance

can promote media literacy. Such a collaboration is crucial for supporting user efforts to assess infor-

mation credibility and discern potentially misleading content effectively.

7.2 Assessing credibility across Google Search, Twitter and TikTok plat-

forms

In Chapter 4, I demonstrated that different provenances of information that surface within a platform (Google

Search) can differ in their socio-technical context — e.g., different media channels and/or medium of infor-

mation — and thereby information with varying credibility. Next, in Chapter 5, I demonstrated that design

conceptualizations that make information provenance salient on a platform (Twitter) can help users interpret

the socio-technical context of that information. Finally, in Chapter 6, I identify how the socio-technical

context of information provenance can be signaled using the available affordances of a distinct platform

(TikTok). Despite the differences in these platforms’ socio-technical operations, the common thread across

these findings is the role of information provenance in providing contextual information, which users can

use to evaluate content credibility. I will now delve into how information provenance can facilitate credibil-

ity assessment on different platforms, specifically Twitter and TikTok, and then present a unified framework

encompassing these platforms.

One of the initial methods users employed to gauge the credibility of information was by assessing the

authenticity of the account presenting it. The perceived legitimacy of an account often hinged on whether

its stated purpose aligned with the type of content it shared. Although I did not conduct user-based assess-

ments on the Google Search platform, there were instances where advertisements, disguised as coming from

genuine accounts, later turned out to disseminate delegitimizing information. On Twitter, understanding an

account’s purpose helped participants anticipate the type of content it might produce or promote. Any in-

consistency between the perceived purpose of an account and its posted content could raise suspicions of
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inauthenticity, prompting users to scrutinize both the account and its content more closely. Similarly, users

on TikTok focused on assessing consistency, but they paid greater attention to the format and presentation

style, given the platform’s emphasis on video-based content.

Furthermore, users on both Twitter and TikTok shared a common focus on identifying contentious be-

havior. On Twitter, users evaluated this based on the distribution of an account’s activity, such as the ratio

of tweets to replies, as indicated in cue cards. This approach helped them discern any toxic behaviors as-

sociated with an account. Participants also recognized that retweets from recently created Twitter accounts

could contribute to the account’s contentious behavior. This concern, combined with any suspicion of the

account’s authenticity, hinted at potential involvement in organized efforts to incite discord. Conversely,

when inferring contentious behavior on TikTok, users referenced more nuanced signals, such as attempts

to stitch together videos from popular TikTokers to maximize views and avoid content restrictions by using

deceptive terms in video captions.

The most important way in which these platforms differed when it came to assessing content credibility

was how they afforded background context of the presented information. On Twitter, users leveraged the

platform’s network-driven nature to evaluate the online connections of an account when assessing informa-

tion from it. By examining the content created by the account, along with the accounts it retweeted and the

hashtags and URLs it shared, users could gauge the online associations of that account. This helped users

understand the community the account belonged to and the type of content it might endorse and amplify.

Users could then employ these judgments to evaluate the information shared by the actors in the context

of their online network (Fleming, 2014). I believe that search engine platforms might also support their

users towards credibility assessment by offering more salience to some of the contexts behind information

provenances as seen by those users on the search engine home page.

The process of discrediting information from an account based on incomplete or suspicious context

differed significantly from the process described above for Twitter. It was primarily driven by users’ desire

to triangulate various pieces of information as they assessed credibility. This involved noting the timestamp

of the information (or its absence) to establish a clear timeline of events, listening to embedded audio

to contextualize trends, and matching captions with search terms to explore similar events and activities

discussed on the platform. These processes leverage the unique affordances offered by TikTok, providing
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Table 7.1: Users employ different the notion of provenance on different platforms to look into information
opacity and make credibility judgments along several dimensions.

Dimension of credibility
assessment

Twitter Affordances TikTok Affordances

Authenticity of an
account

Questionable purpose Questionable purpose
Inconsistent participation Inconsistency between format of

videos and topical alignment

Inferring complete
context

Lack of shared interests Triangulation across clustered content
Unfavorable connections Setting up a clear timeline through

timestamps
Uncredible media sources Match between search term-based

suggested videos

Contentious behavior
of an account

High #retweets/#replies Low #videos but high views
Getting retweeted by new
accounts

Stiching only popular TikTokers

Using ban-evading tricks

Trust towards
info-spreaders

Unfamiliarity in one’s net-
work

Stitching videos of TikTokers with
low credibility

Lack of expert popularizers Contextual stitching to alter topicali-
ty/tone

Consequences of
sharing

Potentially create problem-
atic association

users with new cues to evaluate content credibility.

Another point of differentiation between these platforms was in how they assessed distributed trust in

information spreaders. On Twitter, this process was relatively straightforward: users checked who shared

the information as it gained popularity. On TikTok, however, this process was more complex, as users

combined two unique features: duet and stitching. By combining these features with the related stories

feature on TikTok, users discovered that contradictory details about an incident in different videos could

confuse users and contribute to a sense of escalation. While Google Search currently lacks a mechanism to

identify the agency behind popularized information on its page, it remains to be seen how this might change

as influencer-driven content becomes more prevalent. Table 7.1 provides a summary of how these findings

converge for Twitter and TikTok platforms.
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7.3 Information provenance: A platform agnostic construct to convey infor-

mation opacity and assess credibility

User actions and algorithmic decisions play a pivotal role in governing information dissemination across

platforms. This dissertation explores a range of media platforms that utilize both user and algorithmic

agencies to varying extents. While Google’s search engine remains largely unaffected by individual search

behaviors, Twitter (as of 2020) relies heavily on actions taken by followers to shape information feeds. Tik-

Tok occupies an intermediary position, blending user actions with virality-driven decisions to recommend

relevant content. Despite the diversity in information curation approaches, my research underscores the

significance of leveraging the concept of information provenance to gain contextual insights into informa-

tion dissemination. Obtaining such insights is crucial for reducing the perceived opacity surrounding how

information spreads across these platforms.

Previous research across various disciplines, such as artificial intelligence (Hase and Bansal, 2020; Shin,

2021; Eslamimehdiabadi, 2019), privacy (Hargittai, 2007), and cryptography (Peeters and Pulls, 2015), has

consistently shown that providing transparency into system functionalities and decision-making processes

can enhance users’ perceptions of system credibility. In this dissertation, I build upon this scholarship by

demonstrating how information provenance effectively aids users in understanding the dissemination of

information narratives within online environments, thereby reducing perceived opacity.

My research presents provenance as a tool for helping users meaningfully engage with complex infor-

mation ecosystems, aligning with the perspectives of Vallor (Vallor, 2016) and Badke (Badke, 2021). While

the core objective remains consistent—understanding how specific information reaches users’ feeds—the

focus varies across platforms. On Twitter, opacity relates more to who in the user’s network amplifies in-

formation, while on TikTok, opacity refers to the challenge of understanding why the algorithm prioritizes

certain videos 1; the same opacity on TikTok referred to the inability to reason why the algorithm is pushing

a certain video to them.

The realization that information provenance is key to understanding the propagation of information is

agnostic to the choice of media platforms, as seen in this research through the diverse interpretation of

1Following Twitter’s acquisition, Elon Musk introduced a “For You” feed, granting algorithms greater influence over content
recommendation beyond traditional follower-following dynamics (Perrigo, 2023)
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provenance. Recent research underscores this indifference across platforms; e.g., researchers have adopted

the construct of provenance to offer transparency into the sequence of visual edits made to a media file when

assessing the relationship between credibility and user exposure to the sequence of those edits (Feng et al.,

2023). Irrespective of the platform, information provenance acts as a key indicator that diminishes opacity,

offering a valuable mechanism for assessing information credibility.

7.4 Designing platforms centered around information provenance

To tackle the complex challenge of assessing credibility in the face of potentially misleading informa-

tion (Jack, 2019; Wardle, 2018; Rittel and Webber, 1973), we require solutions that grasp and convey the

socio-technical elements underlying it. Therefore, it is critical to incorporate the construct of information

provenance into the design of online media platforms (within reasonable constraints) to foster a collaborative

partnership between online media platforms and their users, as I discuss below.

7.4.1 Facilitate easy access to online information provenance

While existing approaches to assist users in investigating information propagation have shown effective-

ness (Finn et al., 2015), it’s imperative for platforms to integrate them in user-friendly ways that align with

everyday scenarios, such as retweeting on Twitter or forwarding on Whatsapp, where quick decision-making

is necessary. In my research, one approach I explored involved an intervention comprising only three ac-

counts: the root, a popularizer, and a friend, as detailed in Chapter 5. This trajectory design prompted

participants to evaluate their confidence in the propagating accounts and the potential consequences of shar-

ing the information further. I believe that by implementing different design choices, such as conceptualizing

provenance as an ‘information accordion’ that offers on-demand access to more propagation factors, further

unique insights facilitated by information provenances can be discovered.

However, there is concern that providing access to specific accounts and their activity could lead to

partisan sorting and increase online polarization (Törnberg, 2022). To address this, it may be beneficial

to include instances where ideologically similar or familiar users share diverse or dissenting perspectives

within the provenance. For example, incorporating popularizers who use the quote-tweeting mechanism on

Twitter or influencers who share posts with contrasting captions on Instagram could provide interesting but
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contradictory perspectives. Participants from studies detailed in Chapter 5 and Chapter 6 indicated that such

accommodations within the design of provenance could encourage the consideration of alternate viewpoints.

7.4.2 Provide cues that signal account’s evolving behavior

Online media platforms require cues that accurately reflect the genuine activity of user accounts, preventing

them from easily misrepresenting themselves (e.g., in their profile descriptions on Twitter and TikTok) with-

out drawing scrutiny from other users. Information provenances offer users insights into various concerns

related to shared information, as outlined in Table 7.1, prompting them to question the trustworthiness of

content shared by certain accounts. By incorporating provenance-based cues and more nuanced variations,

users can reflect on their online sharing practices and address problematic accounts effectively.

While the research presented in this dissertation primarily focuses on the sharing of information, the

conceptualization of information provenance has broader implications. It can assist practitioners and re-

searchers in developing contextual cues for a range of decision-making processes based on an account’s

background, history, and context of activity. For instance, users may consider these cues when deciding

to follow/unfollow or friend/unfriend an account, or when deleting past engagements with an account. As

platforms continue to evolve, such a framework can facilitate the design of tailored contextual cues that help

platforms expose and counter sophisticated mechanisms for promoting problematic content.

7.4.3 Provide cues that vary as per the actor’s role in information provenance

I found that participants asked different questions when reflecting upon the different accounts involved in

information propagation. The need for unique credibility signals based on an account’s role in dissipating an

online post needs to translate into different informational cues that a platform offers its users. For example,

providing cues about an account’s expertise — especially for an unfamiliar account — only when that

account plays a major role in spreading information. For within-network platforms, platforms can provide

relationship-based signals, e.g., pop-up messages that question if they trust the user account, remind them

that they recently followed/befriended the account from whom they are about to share content, etc. While

more information on platforms will certainly add to the cognitive burden of processing it, providing relevant

information in such a selective manner can assist online platforms in promoting healthy discourse without
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limiting the user experience.

7.4.4 Highlight expert voices and institutions that popularize content

There is an urgent need for online platforms to focus on efforts that clearly signal what accounts brought

attention to online content, i.e., popularize it. Following Hancock’s suggestion (Hancock, 2020; McCrosky,

2020), such efforts will reduce distributed trust and help platforms refocus on institutional trust by bringing

user attention to the involvement (or its absence) of institutions like academia, medical authorities, etc.

in popularizing information. For example, Twitter 2020 took upon the initiative to verify the accounts of

several medical professionals to identify accurate COVID-related information (Gadde and Derella, 2020).

7.4.5 Communicate information spread to users of variable information literacy

The information spread on social media is known to be networked. Though more advanced users of these

media platforms, as seen in the case of emergent platforms like TikTok and Snapchat, might understand and

are well accustomed to dealing with such networkedness and its potential implications, more average users of

these platforms could struggle to infer even the most basic lessons by themselves. This limitation mandates

platforms to devise ways in which they can communicate the socio-technical opacity of information to

users that suit their variable online information literacy, differing cognitive abilities to analyze and reflect

upon information, and the often small attention span of decision-making followed by users of the platform.

Enhancing the visibility of information provenance stands out as a potential strategy to highlight the opacity

of information and facilitate credibility assessment.

7.5 Rethinking media literacy by incorporating information provenance as

a platform feature

This research began with an understanding of information provenance as a documented record tracking the

origin and movement of information across users and platforms. Throughout this process, I observed that as

researchers and users engaged with various platform cues to assess information credibility, the concept of

provenance expanded beyond mere information transfer. For instance, on Google Search, search character-
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istics provided rich context to the provenance of searched information, impacting its credibility, particularly

in relation to election headlines. Similarly, on Twitter, the prominence of an influencer’s account within

the provenance affected how users evaluated information credibility. Even without deliberate design inter-

ventions, TikTok users extended the notion of provenance to include modifications driven by captions and

voice-overs.

These observations led me to believe that a focus solely on the passage of information between users

cannot define information provenance comprehensively. To capture the nuanced socio-technical perspective

of provenance as seen through these studies, it becomes critical to incorporate the processes of creating

(authors!), processing (algorithms!), modifying (edits!), observing (access!), interpreting (analysis!), and

transferring (shares!) information as a part of its provenance — processes which very closely align with the

definition of media literacy!

While the studies in this dissertation focused on specific platforms, their findings and implications ex-

tend to various online media platforms. Information operations observed across these platforms are highly

interconnected (Röchert et al., 2021; Wilson and Starbird, 2020). However, techniques to combat misin-

formation, such as credibility assessment, content moderation, and fact-checking, do not uniformly bene-

fit from this interconnectedness. Moreover, false stories tend to spread at least ten times faster than true

ones (Vosoughi et al., 2018). Accessing provenance can help users understand the opacity of information

propagation, enabling them to evaluate information based on content and the larger ecosystem promoting it.

In crucial times when these ecosystems rapidly evolve through organized efforts (Wilson, 2021), the trans-

parency provided by provenances into the spread of information can help users make credibility judgments

and consider the implications of sharing content, potentially curbing the spread of misinformation.

Thus, it is possible to achieve a true sense of media literacy through a partnered effort between plat-

forms to exercise provenance-based design features to support users for looking into informational opacity

and users to get familiar and responsibly engage with those design features. However, just as there are chal-

lenges to steering platform design choices, getting users accustomed to the new features is tricky. Besides,

getting users adept at using the new features may not necessarily solve the challenge of effective credibility

assessment. There is already some debate about the benefits of learning media literacy in modern times and

how it might potentially backfire. An imminent scholar, Boyd, argued that while achieving media literacy is
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imagined to be empowering, it is a form of critical thinking that tells people to question what they see (Boyd,

2017). This could be concerning given that incoherent critical thinking can lead to the emergence of narra-

tives questioning the legitimacy of facts (Lantian et al., 2021). In countering the concern, critics argued that

critical thinking is not necessarily rooted in positivist traditions as Boyd’s interpretation suggests (Noula,

2018). In other words, while there is a danger in promoting user adoption of provenance as an essential skill

to think critically, there is a benefit in promoting user adoption of provenance as a value to be reflective of

one’s informational environment. Cognizance of the environment in which information spreads can help

users recognize the limitations of isolated media experiences and encourage them to advocate for increased

media literacy efforts at the platform level (Adams and Hamm, 2001).
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Chapter 8

Conclusion

Having outlined the significance of information provenance as a crucial cue for reducing information opac-

ity, I now reflect on the limitations and challenges encountered in this research. Finally, I conclude my

dissertation by summarizing its key contributions.

8.0.1 Limitations

One significant challenge in implementing cues resembling information provenance is that platforms often

prioritize enhancing user engagement and information sharing over evaluating credibility. Moreover, many

users prefer solutions that emphasize simplicity and a user-friendly experience. To effectively address the

complexity of misinformation and its wickedness (Jack, 2019; Wardle, 2018), fostering a collaborative part-

nership between online media platforms and their users is essential. However, the current technological

landscape, marked by concerns about regulating free speech and workforce reductions, presents obstacles to

such partnerships. Without enthusiastic leadership from platforms, offering these solutions to users becomes

impossible. Moreover, these solutions may fail if they do not align with the existing state of media literacy

among users.

I believe that users with higher media literacy stand to benefit more from the proposed research com-

pared to those with lower media literacy. While reflective cues can effectively promote critical thinking and

reveal hidden aspects of online information, automatically derived heuristic cues can reduce cognitive load

on users during decision-making (Caraban et al., 2019). To leverage this insight effectively, future designs
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of provenance-based cues should prioritize ease of use. For instance, instead of displaying the entire distri-

bution of tweets, retweets, quote tweets, and comments, a simplified icon could convey a relatively higher

proportion of retweets.

Social media content and design evolve constantly to accommodate the changing trends, policy require-

ments, and discussions within the community. Therefore, research on online media platforms is sensitive to

the time of conduct and could impose limitations on the generalizability of the research and its implications.

It is also possible that a different dataset or participant sample might impact some of the findings. Despite

this possibility, I feel confident that similar research activities will underscore the utility of information

provenance-based solutions to understand the opacity of information.

8.0.2 Summary of contributions

Collectively, through studies on three unique sites of research, my dissertation makes several data, empir-

ical, artifact, theoretical, and methodical contributions. One of these contributions includes a platform-

agnostic understanding of how design features of different platforms can afford credibility assessment along

the dimensions of inauthenticity, unfavorable online associations, contentious behavior, lack of trust, and

unwanted consequences of sharing information. Most importantly, this dissertation contributes to and es-

tablishes information provenance as a platform-agnostic construct that conveys the opacity of information

to users in a way that is useful for assessing information credibility.

When answering the first research question on how contextual factors of informational search on Google

Search impact the credibility of information, I discovered how some information provenances on the search

page could contribute more delegitimizing content than others. Although the study itself was not originally

about provenance, the results were suggestive of information having provenance that was not made salient

by the Google Search platform. I assert that knowing the context behind information search will let a user

witness the broader context of search results and identify how different provenances may serve information

that varies in terms of credibility. I also contribute a dataset of election-related headlines, a codebook to

characterize the credibility of those headlines along several dimensions, and policy suggestions to aid audits

of election-based information online.

I leveraged the Twitter platform to answer the second research question about how the context behind
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information, made explicit using a provenance-based intervention, helps users assess the credibility of that

information. I demonstrate that provenance-based cues are useful in network-based platforms to facilitate

credibility assessment of information at a broader level of the overall propagation network. Supplementary

contributions encompass the ’tweet trajectory’ intervention and its variations, providing potential avenues

for future researchers to explore propagation networks in distinctive ways.

The final study answered the third research question about identifying ways in which platforms can

signal the socio-technical context of information. Based on the credibility assessment of information on the

TikTok platform, this study revealed that as users employ nuanced strategies unique to platform features

to afford the informational context, they make implicit references to provenance. The study also makes

a methodical contribution in using a diary study with researchers as the participants to record the role of

platform features to facilitate credibility assessment.

The existing design of online media platforms focuses on creating online feeds with information afforded

by users’ behavioral history or their online network. Unfortunately, reducing the salience of the context that

channeled the information to users compromises the significance of those contextual factors for assessing

credibility. I believe that incorporating cues based on information provenance will bring attention to the

contextual surroundings of information, which are currently obscured by the design of media platforms.

Such cues could offer users an opportunity to re-evaluate their trust in the information and, by extension, in

the media platforms.
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