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Attribute-based encryption (ABE) is an advanced form of public-key encryption

incorporating fine-grained access control. In such a system, keys and ciphertexts are

associated with attributes 𝑥 and policies 𝑓 , respectively, and decryption is conditioned

on 𝑥 satisfying 𝑓 . Designing ABE schemes is challenging and its objectives include

expressiveness, succinctness, efficiency, achieving strong security, and relying on

minimal assumptions. This dissertation pushes the frontiers of ABE in terms of these

objectives separately and jointly and studies the interaction among them.

In the first part, we propose a general paradigm that greatly simplifies the

task of constructing ABE schemes. It reasonably distributes the complexities into

constituents, making each ingredient and the overall scheme easier to understand,

reason about, and potentially improve. It is also versatile and powerful. The benefits

are demonstrated by four different instantiations, which achieve various ABE schemes

with improved objectives and are related to each other by replacements of ingredients.

In the second part, we push the frontiers of ABE outside the paradigm. In one

chapter, we resolve a long-standing open problem of constructing depth-unbounded

ABE from lattices. In the other, we present the first systematic study of the upper/lower

bounds of ABE succinctness and efficiency, showing inherent trade-offs among the

objectives and constructing a few Pareto-optimal schemes.
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CHAPTER 1

Introduction

Attribute-based encryption (ABE) [SW05,GPSW06] is an advanced form of public-key

encryption incorporating fine-grained access control. In such a system, using the

(master) public key mpk, anyone can encrypt message 𝜇 associated with an attribute 𝑥,

producing a ciphertext ct𝑥 (𝜇); using the master secret key msk, the data owner can

generate a restricted secret key sk𝑓 associated with a policy 𝑓 (each key is generated

for and distributed to a user, whose decryption capability is constrained by its 𝑓 );

decrypting ct𝑥 (𝜇) using sk𝑓 succeeds if the attribute 𝑥 satisfies the policy 𝑓 . The

security requirement of ABE is collusion resistance — any group of users holding

multiple keys for different policies learn nothing about the message 𝜇 as long as none

of them is individually authorized to decrypt the ciphertext.

Other than the direct usage scenario, ABE has found applications in achieving

other cryptographic goals such as publicly verifiable delegated computation [PRV12].

Beyond the original notion, ABE has been generalized to functional encryption and

multi-authority, multi-user, multi-input, and registered variants. Despite being defined

almost two decades ago and having such great utility, there is still room to improve

our understanding of ABE, with respect to both means and ends.

Pursuit of Means. Since its conception, there have been numerous constructions

of ABE, relying on a multitude of assumptions (roughly categorized into two kinds,

pairing-based and lattice-based) and achieving various properties. Many constructions

are described with heavy details of algebra. There are similarities among the different

schemes (even when they use different kinds of assumptions). Despite the complexity

of each construction and the similarity across multiple schemes, there is a lack of

systematic paradigms1 that simplifies the task of constructing ABE, is general enough

1The only notable exception is dual system encryption [Wat09], which was proposed with a focus on

proving adaptive security (instead of constructing ABE in general), and its refinements [Wee14,Att14].
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to capture a wide array of ABE constructions, and helps in advancing the ends of ABE

(discussed later).

One goal of this dissertation is to develop a paradigm for constructing ABE that

• reasonably distributes complexities of ABE constructions into the constituents

of the paradigm, making each ingredient and the overall scheme easier to

understand, reason about, and potentially improve;

• is versatile enough to be instantiated with different constituents, potentially

based on different kinds of assumptions, to achieve different results;

• helps obtaining new ABE schemes not known to the literature.

Pursuit of Ends. Once constructed, an ABE scheme is ultimately judged by its

properties, not the methodology used. The following properties are desired in general

and have been important research topics.

• ExpressivenessExpressiveness. The scheme should support as rich a class of policies as

possible.

• Succinctness and EfficiencySuccinctness and Efficiency. The keys and the ciphertexts should be as short as

possible. Its algorithms should run as fast as possible.

• Strong SecurityStrong Security. Its security should hold even when the adversary is allowed to

choose the non-authorizing attributes and policies adaptively.

• Minimal AssumptionsMinimal Assumptions. Its security should be reduced to as weak assumptions

as possible.

The design of ABE is hence a multi-objective optimization problem. To make it more

interesting, these desiderata might not be independent of each other, e.g., it is often

possible to prove strong security (better) based on strong assumptions (worse).

The other goal of this dissertation is to push the frontiers of ABE constructions in

terms of these objectives separately and jointly, and to understand how they interact

with each other.

However, the schemes are still often presented with delicate algebraic manipulations, and the known

instantiations are pairing-based.
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Contributions. The contribution of my dissertation work is treated in two parts.

IN PART I, we study the means and use it to push the ends.

We explore the paradigm of building ABE from two simpler primitives, inner-

product functional encryption (IPFE) and linear garbling. A linear garbling encodes a

complex computation (of determining whether the message can be decrypted based

on 𝑓 , 𝑥) into affine functions, which can then be securely computed using IPFE. The

paradigm is instantiated with four combinations of IPFE and linear garbling, leading

to many novel ABE schemes.

• Chapter 4 contains the first proposal of this paradigm. By studying IPFE and

noiseless linear garbling separately, we were able to discover new structural

properties of noiseless linear garbling that enable an easy proof of adaptive

security when complemented with existing pairing-based IPFE schemes, which

had been notoriously difficult. Results-wise, we achieve

– the first compact (component sizes not dependent on the number of times

the attribute is read by a program) and adaptively secure ABE for arithmetic

branching programs (ABP) based on standard assumptions;

– the first adaptively secure ABE for NFA, DFA based on standard assumptions

(also compact, and most previous schemes are also compact);

– the first ABE for NL, L based on standard assumptions (both also adaptively

secure, but they are the first regardless of adaptive security);

To this day, the results for NL, L, NFA, DFA remain the state of the art among

ABE from pairing.

• In Chapter 5, we replace the IPFE in Chapter 4 by a lightweight alternative still

sufficient for ABE for ABP, and incorporate dual system encryption methodology

into our scheme. It was inspired by studying the roles of IPFE in Chapter 4

more carefully and comparing them with the existing literature. As a result, we

improve (still adaptively secure) ABE for ABP from compact to succinct, meaning

that the ciphertext size is independent of the attribute length. We also obtain
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a ciphertext-policy ABE (where the key is associated with an attribute and the

ciphertext, a policy) whose key is succinct.

• In Chapter 6, we replace the noiseless linear garbling in Chapter 5 by a noisy

one based on lattices, and consider stronger security of IPFE in the generic

group model. The schemes in Chapter 5 provide succinctness relative to 𝑥, the

attribute, which is due to the succinctness of IPFE keys. Lattice-based noisy

linear garbling is known to provide succinctness relative to 𝑓 , the policy. By

combining the two, we achieve doubly succinct KP-ABE for circuits and doubly

succinct CP-ABE for Boolean formulae.

• In Chapter 7, we replace the pairing-based IPFE by a lattice-based one based on a

new kind of assumption called evasive LWE. The benefit over using pairing-based

IPFE is that the schemes become plausibly post-quantum secure. Results-wise,

we obtain CP-ABE for circuits (removing an additional assumption, tensor LWE,

from [Wee22]), as well as the first ABE for L, DFA from lattices.

The results of these chapters demonstrate the benefit of studying simpler constituents

separately, as each has led to significant improvements in ABE constructions. They

also attest to the versatility of our paradigm.

IN PART II, we present additional improvements outside the paradigm.

• In Chapter 8, we present the first ABE for circuits of unbounded depth based

on lattices. In prior lattice-based ABE schemes, once the scheme is set-up, a

polynomial upper bound on the maximum depth of circuits supported by the

scheme is determined, essentially by the length of mpk. In contrast, it is known

how to achieve fully homomorphic encryption (FHE) without a depth bound

from lattices. Despite the structural similarity between lattice-based FHE and

ABE, depth-unbounded ABE from lattices has remained unknown for almost

fifteen years.

• In Chapter 9, we study the limits of succinctness and efficiency of ABE. Based

on functional encryption (of arbitrary bad efficiency as long as it is sufficient for
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program obfuscation), we construct optimally succinct (in terms of component

sizes) or optimally efficient (in terms of decryption overhead compared to

verifying authorization in the clear) ABE schemes. Moreover, we state and

prove the first unconditional time-space trade-off for ABE, which shows that the

schemes we achieve are Pareto-optimal. This is the first systematic study of

tight lower/upper bounds of ABE, and it urges us to reconsider the existing

accounting model of component sizes.

The results push the frontier of ABE at the more implementable (lattice-based) and

the more theoretical (obfuscation-based) extremes in the spectrum of cryptography.

IN EACH CHAPTER, the text is mostly adapted from the underlying paper, so the

novelty statements should be understood as “at the time of the original publication”.

Outlook. The following questions remain interesting for future research.

• Closing the gap between best security and best functionality of ABE from

pairing. The maximum class of policies known from pairing is arithmetic span

programs (ASP), which is more general than arithmetic branching programs

(ABP). However, there is no known proof of adaptive security of ABE for ASP

from pairing with static assumptions. Moreover, we have shown that our

method of proving adaptive security cannot work beyond ABP. Closing this

gap would require new insights into proofs of adaptive security or alternative

characterizations of ASP.

• Achieving various lattice-based ABE from standard assumptions. Generic group

model suffers from uninstantiability results and evasive lattice assumptions are

of knowledge type, both of which are too strong and unsatisfactory. While they

provide a first step towards feasibility, it is highly desirable to be able to prove

security from much weaker assumptions. Some recent works have created new

lattice-based tools for ABE and research along this line might eventually remove

the strong assumptions used in our schemes.

• Resolving the Pareto front of ABE succinctness and efficiency. Currently, only

two points are known on the optimal succinctness-efficiency trade-off curve of
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ABE, one for optimal component size and one for optimal decryption time. The

rest of the recurve remains a mystery and is worth careful investigation.

• Understanding the correct accounting model of succinctness and efficiency.

When an 𝑛-bit attribute is provided verbatim for free (the current standard

formulation), known constructions require additional 𝑛 bits to achieve optimal

decryption efficiency. If the attribute is not provided for free, then the total

component size becomes 2𝑛 bits. It might be possible to reduce the rate 2 if the

attribute is cleverly encoded in the components in a way that supports optimal

decryption time and does not entail a verbatim copy. In that case, the correct

accounting model is not to consider the attribute as provided verbatim for free,

contrary to the conventional wisdom of counting “cryptographic overhead”.
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CHAPTER 2

Preliminaries

We only consider asymptotic security definitions in this dissertation, which are about

the behavior of cryptographic schemes as the security parameter approaches infinity.

Let 𝜆 ∈ ℕ be the (computational) security parameter and 𝜅 ∈ ℕ the statistical security

parameter such that 𝜅 ∈ poly(𝜆) ∩ ω(log𝜆). Unless necessary, they are omitted for

brevity, except in definitions. We write poly(·) for either an unspecified polynomially

bounded function or the set of such functions. A function 𝜀 : ℕ→ ℝ of 𝜆 is negligible,

denoted 𝜀 = negl(𝜆), if 𝜀 = O(𝜆−𝑘) for all 𝑘 ∈ ℕ. By the relation between 𝜆 and 𝜅, we

have 2−𝜅 = negl(𝜆).

Efficient algorithms in cryptographic schemes are probabilistic polynomial-time

machines. We stress that the running time is polynomial in the total input length,

not just the security parameter. Efficient adversaries can be modeled as probabilistic

polynomial-time machines with or without polynomially long advice. (Proofs only

use uniform reduction algorithms.) The input to an adversary is 1𝜆, potentially with

another poly(𝜆)-bit string, so its total running time (as well as advice size) is always

poly(𝜆).

An experiment is a randomized process that given 𝜆 and an adversary, produces a

one-bit output. By a hybrid, we mean an experiment used in the proofs, often obtained

by modifying some other experiment. Given an adversary A and two experiments

Exp0, Exp1, its advantage (in distinguishing them) is a function mapping 𝜆 to

Pr
[
Exp0(1𝜆,A) → 1

]
− Pr

[
Exp1(1𝜆,A) → 1

]
.

We say that they are (computationally) indistinguishable, denoted Exp0 ≈ Exp1, if the

advantage of every efficient adversary is negligible. We write Exp0 ≈s Exp1 if they

are statistically indistinguishable, i.e., the advantage of every (potentially inefficient)

adversary is negligible, and Exp0 ≡ Exp1 if they are identical, i.e., the advantage of every
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adversary is zero. The same notations are used for sequences of distributions — the

experiments give the adversary a sample from the corresponding distribution and

output whatever the adversary outputs.

Vectors are written in lower-case boldfaced letters, and matrices, upper-case.

Strings might be boldfaced. They are always indexed using brackets and never

subscripts, e.g., a𝑖 is a vector and A[𝑖, 𝑗] is a scalar. The inner product of u, v is

⟨u, v⟩ = uTv. We write I𝑛 (or simply I) for the 𝑛 × 𝑛 identity matrix, 0𝑛×𝑚 (or 0𝑛 or 0)

for the 𝑛 × 𝑚 (or 𝑛 × 1 or appropriately shaped) zero matrix. When the dimension is

clear, 𝜾1, 𝜾2, . . . represent the standard basis vectors. We consider the infinity norm

and its operator norm:

∥a∥ = max
𝑖
|a[𝑖] |, ∥A∥ = max

𝑖

∑︁
𝑗

|A[𝑖, 𝑗] |.

We strictly follow the convention of vectors being columns. If a ∈ ℤ𝑧 is a vector, then

∥aT∥ is an operator norm and ∥aT∥ ≤ 𝑧∥a∥. For two matrices A,B of shapes 𝑛1 × 𝑚1

and 𝑛2 × 𝑚2, their Kronecker product is an 𝑛1𝑛2 × 𝑚1𝑚2 matrix,

A ⊗ B =

©­­­­«
A[1, 1]B · · · A[1, 𝑚1]B

...
. . .

...

A[𝑛1, 1]B · · · A[𝑛1, 𝑚1]B

ª®®®®¬
.

A useful property is (A ⊗ B) (C ⊗ D) = AC ⊗ BD whenever all the multiplications are

compatible. The by-column flattening operator col(·) concatenates all the columns

of its input matrix. A convenient fact is col(ABC) = (CT ⊗ A)col(B) whenever ABC is

compatible. We write ★ for the Kleene star, extend its usage to rows and columns

of matrices, and overload it also for unnamed suitable value. For example, E ∈ ℤ2×★

could mean that E is a 2-row integer matrix of some suitable number of columns so

that its operations with other vectors and matrices are compatible, which should be

clear from the context.

Intervals are intersected with integers, e.g., [𝑎, 𝑏] = { 𝑥 ∈ ℤ | 𝑎 ≤ 𝑥 ≤ 𝑏 }. We write

[𝑛] for [1, 𝑛]. Let 𝑞 ∈ ℕ≥2, we denote by ℤ𝑞 the integers modulo 𝑞. Matrices over ℤ

are naturally and implicitly mapped to those over ℤ𝑞 so that they can be arbitrarily

mixed for various operations. When 𝑧 ∈ ℤ𝑞 and 𝑆 ⊆ ℤ, saying 𝑧 ∈ 𝑆 means that a
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representative of 𝑧 is in 𝑆. Given an object, we write bits(· · ·) for its fixed-length bit

representation, arranged in a row, i.e., a matrix in {0, 1}1×𝐿 for some 𝐿. For 𝑥 ∈ ℝ, we

define ⌊𝑥⌉ to be
⌊
𝑥 + 1

2
⌋
. Bits and rounding extend to matrices entry-wise. The operator

“∥” denotes string concatenation, which might also be denoted by juxtaposition. We

denote by 𝐶[𝑥1] the circuit 𝐶 with 𝑥1 hardwired as the first portion of input so that

𝐶[𝑥1] (𝑥2) = 𝐶(𝑥1, 𝑥2).

2.1 Partially Hiding Functional Encryption

We define partially hiding functional encryption (PHFE) with respect to functionality

𝜑 : 𝐹 × 𝑋 ×𝑌 → {⊥} ∪ (ℕ+ × 𝑍),

where 𝐹, 𝑋,𝑌, 𝑍 are the sets of function description, public input, private input, and

output, respectively. Each key is associated with some 𝑓 ∈ 𝐹, and each ciphertext

encrypts some private 𝑦 ∈ 𝑌 and is tied to some public 𝑥 ∈ 𝑋 . The decryptor should be

able to recover 𝑧 if 𝜑( 𝑓 , 𝑥, 𝑦) = (𝑇, 𝑧), in which case 𝑇 is often the time to compute 𝑧

from 𝑓 , 𝑥, 𝑦 in the clear and can serve as a baseline for decryption efficiency. For

security, we only consider 𝑓 , 𝑥, 𝑦 for which 𝑇 is polynomially bounded. On the other

hand, when 𝜑( 𝑓 , 𝑥, 𝑦) = ⊥, we require neither correctness nor security. The primitive is

hence a promise one. It allows us to disregard non-halting or overflowing computations.

The formulation was developed during the research of Chapter 9.

Definition 2.1 (PHFE). Let Φ = {𝜑𝜆,param}𝜆∈ℕ,param∈Params𝜆 be a family of functionalities,

where 𝜑𝜆,param is

𝐹𝜆,param × 𝑋𝜆,param ×𝑌𝜆,param → {⊥} ∪ (ℕ+ × 𝑍𝜆,param) for all 𝜆 ∈ ℕ, param ∈ Params𝜆 .

A partially hiding functional encryption scheme for Φ consists of four algorithms.

• Setup(1𝜆, param) takes a functionality description param ∈ Params𝜆 as input, and

it outputs a pair of master public/secret keys (mpk,msk). The algorithm must

be efficient.

• KeyGen(1𝜆,msk, 𝑓 ) takes as input msk and a function description 𝑓 ∈ 𝐹𝜆,param, and

it outputs a secret key sk𝑓 for 𝑓 . The algorithm must be efficient.
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• Enc(1𝜆,mpk, 𝑥, 𝑦) takes as input mpk, a public input 𝑥 ∈ 𝑋𝜆,param, and a private

input 𝑦 ∈ 𝑌𝜆,param. It outputs a ciphertext ct𝑥 of 𝑦 tied to 𝑥. The algorithm must

be efficient.

• Decmpk,𝑓 ,sk𝑓 ,𝑥,ct𝑥 (1𝜆) is given random access to mpk, 𝑓 , sk𝑓 , 𝑥, ct𝑥. It is supposed to

compute 𝑧 efficiently if 𝜑𝜆,param( 𝑓 , 𝑥, 𝑦) = (𝑇, 𝑧) ≠ ⊥, in which case it must halt

in time poly(𝜆, |param|, | 𝑓 |, |𝑥|, |𝑦|, 𝑇).

The scheme is (perfectly) correct if for all 𝜆 ∈ ℕ, param ∈ Params𝜆, and 𝑓 ∈ 𝐹𝜆,param,

𝑥 ∈ 𝑋𝜆,param, 𝑦 ∈ 𝑌𝜆,param such that 𝜑𝜆,param( 𝑓 , 𝑥, 𝑦) = (𝑇, 𝑧) ≠ ⊥, it holds that

Pr


(mpk,msk) $← Setup(1𝜆, param)

sk𝑓
$← KeyGen(1𝜆,msk, 𝑓 )

ct𝑥
$← Enc(1𝜆,mpk, 𝑥, 𝑦)

: Decmpk,𝑓 ,sk𝑓 ,𝑥,ct𝑥 (1𝜆) = 𝑧


= 1.

If 𝑇 ≤ poly(𝜆, |param|, | 𝑓 |, |𝑥|, |𝑦|) holds whenever 𝜑𝜆,param( 𝑓 , 𝑥, 𝑦) = (𝑇, 𝑧) ≠ ⊥ and the

efficiency is characterized without 𝑇,2 it is not important hence can be omitted

and the codomain of 𝜑𝜆,param can be regarded as {⊥} ∪ 𝑍𝜆,param. The components

mpk, 𝑓 , sk𝑓 , 𝑥, ct𝑥 are put at superscript position to emphasize random access (Dec

might run in time shorter than their total length as it might not query every bit in

them). If the precise efficiency is not important, those components can be written

in the parentheses to improve readability. In group- or pairing-based schemes, the

functionalities depend on gp (Definitions 2.4 and 2.5), Setup additionally takes gp

as input, and correctness is quantified over all gp in a support of the output of

GroupGen(1𝜆).3 For brevity, gp is implicit in mpk,msk, sk in constructions.

We consider perfect correctness by default. Weaker variants are defined as needed.

Security. We consider the standard ciphertext indistinguishability (IND-CPA) security

for polynomially bounded 𝑇. Intuitively, it says that the only information revealed by

ciphertexts and secret keys is from the functionality of the scheme.

2This is the case except for PHFE for TM/RAM.
3See Definition 4.4 and Construction 4.3 for examples.
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Definition 2.2 (PHFE security). A PHFE scheme (Definition 2.1) is (adaptively IND-CPA)

secure if Exp0
PHFE ≈ Exp

1
PHFE, where Exp

𝛽
PHFE(1

𝜆,A) proceeds as follows.

• Setup. Launch A(1𝜆) and receive from it some param ∈ Params𝜆 and 1𝑇 . Run

(mpk,msk) $← Setup(1𝜆, param)

and send mpk to A.

• Query I. Repeat the following for arbitrarily many rounds determined by A.

In each round, A submits some 𝑓𝑗 ∈ 𝐹𝜆,param. Upon receiving such query, run

sk𝑗
$← KeyGen(1𝜆,msk, 𝑓𝑗)

and send sk𝑗 to A.

• Challenge. A submits 𝑥 ∈ 𝑋𝜆,param and 𝑦0, 𝑦1 ∈ 𝑌𝜆,param. Upon the challenge, run

ct $← Enc(1𝜆,mpk, 𝑥, 𝑦𝛽)

and send ct to A.

• Query II. Same as Query I.

• Guess. A outputs a bit 𝛽′. The outcome of the experiment is 𝛽′ if

|𝑦0 | = |𝑦1 |,

and 𝜑𝜆,param( 𝑓𝑗 , 𝑥, 𝑦0) = 𝜑𝜆,param( 𝑓𝑗 , 𝑥, 𝑦1) = (𝑇𝑗 , 𝑧𝑗) ≠ ⊥ for all 𝑗,

and 𝑇𝑗 ≤ 𝑇 for all 𝑗.

Otherwise, the outcome is set to 0.

For selective (IND-CPA) security, the adversary A must choose 𝑥, 𝑦0, 𝑦1 together with

param, 1𝑇 at the beginning. For very selective (IND-CPA) security [AWY20] (also known

as static [RW15]), it must choose 𝑥, 𝑦0, 𝑦1, {𝑓𝑗}𝑗 (everything) together with param, 1𝑇

at the beginning. In group- or pairing-based schemes, gp (Definitions 2.4 and 2.5)

is freshly sampled by GroupGen(1𝜆), and the adversary’s choice can depend on gp

even for (very) selective security. When 𝑇 is not important (see Definition 2.1), the

adversary does not have to provide 1𝑇 and the checks of 𝑇𝑗 ≤ 𝑇 pass by default.
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Instantiations. Definition 2.1 can be instantiated into ABE.

Definition 2.3 (ABE). Let 𝑃 = {𝑃𝜆,param}𝜆∈ℕ,param∈Params𝜆 be a family of predicates, where

𝑃𝜆,param : 𝐹𝜆,param × 𝑋𝜆,param → {⊥} ∪ (ℕ+ × {0, 1}) for all 𝜆 ∈ ℕ, param ∈ Params𝜆 .

An attribute-based encryption scheme for 𝑃 is a PHFE scheme (Definition 2.1) with

𝜇 ∈ 𝑌𝜆,param = {0, 1}, 𝑍𝜆,param = {(1, 0), (1, 1), (0,⊥)},

𝜑𝜆,param( 𝑓 , 𝑥, 𝜇) =


(𝑇, (1, 𝜇)), if 𝑃𝜆,param( 𝑓 , 𝑥) = (𝑇, 1);

(𝑇, (0,⊥)), if 𝑃𝜆,param( 𝑓 , 𝑥) = (𝑇, 0);

⊥, if 𝑃𝜆,param( 𝑓 , 𝑥) = ⊥.

Again, 𝑇 can be omitted if not important (see Definition 2.1). The message space

𝑌𝜆,param can be other sets with at least two elements. For ABE, it is customary to output

𝜇 in place of (1, 𝜇) and ⊥ in place of (0,⊥).

When 𝑌𝜆,param = {0, 1}, the experiment Exp𝛽ABE is a modified version of Exp𝛽PHFE,

where 𝜇 is prescribed to be 𝛽 instead of being chosen by the adversary.

Note that in the customary format of Dec, outputting ⊥ is not the same as 𝑃( 𝑓 , 𝑥) = ⊥

— in the latter case, there is no guarantee of the behavior of Dec. Also, when 𝑌 ≠ {0, 1},

we stick to Exp𝛽PHFE, leaving Exp
𝛽
ABE undefined.

Symbols. We use symbols more meaningful for the input values in PHFE and ABE.

In ABE, the private input 𝑦 (per Definition 2.1) becomes 𝜇 (or another symbol for

the message). In CP-ABE, 𝑓 (per PHFE) is replaced by x (or 𝑥), and 𝑥 (per PHFE) is

replaced by 𝑀 (machine) or 𝐶 (circuit) or 𝑓 (function or formulae).

2.2 Groups and Pairing Groups

In some chapters, we use prime-order (pairing) groups in which the matrix decisional

Diffie–Hellman (MDDH) assumption holds.

Definition 2.4 (group). A (prime-order) group sampler is an efficient algorithm

GroupGen(1𝜆) that outputs a group parameter gp = (𝑝,𝔾, 𝑔, . . . ), where 𝑝 is a prime,
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𝔾 is a group of order 𝑝 (written additively), and 𝑔 generates 𝔾. The group operations

(subtraction and zero-testing) are efficiently computable from gp and the operand(s).

Definition 2.5 (pairing group). A (prime-order) pairing group sampler is an efficient

algorithm GroupGen(1𝜆) that outputs a pairing group parameter gp = (𝑝,𝔾1,𝔾2,𝔾T,

𝑔1, 𝑔2, 𝑔T, 𝑒, . . . ), where 𝑝 is a prime, 𝔾𝑖 is a group of order 𝑝 (written additively)

generated by 𝑔𝑖 for all 𝑖 ∈ {1, 2,T}, and 𝑒 : 𝔾1 × 𝔾2 → 𝔾T satisfies 𝑒(𝑎𝑔1, 𝑏𝑔2) = 𝑎𝑏𝑔T
for all 𝑎, 𝑏 ∈ ℤ𝑝. The group operations and 𝑒 are efficiently computable given gp and

the operand(s).

We assume that group elements are uniquely encoded. A pairing group naturally

induces three groups, (𝑝,𝔾1, 𝑔1, gp) and so on.

Bracket Notation. For a group, when gp is clear from the context (hence omitted),

we write ⟦𝑎⟧ for 𝑎𝑔 and allow operations with numbers, so 𝑎⟦𝑏⟧ = ⟦𝑎⟧𝑏 = ⟦𝑎𝑏⟧. The

notation is extended entry-wise to matrices and A⟦B⟧TC = ⟦ABTC⟧ can be efficiently

computed from A, ⟦B⟧,C. For a pairing group, ⟦𝑎⟧𝑖 means 𝑎𝑔𝑖 for 𝑖 ∈ {1, 2,T}, and

⟦A⟧2B⟦C⟧1 − D⟦E⟧T = ⟦ABC − DE⟧T can be efficiently computed given ⟦A⟧2,B, ⟦C⟧1,

D, ⟦E⟧T, thanks to 𝑒.

Matrix Decisional Diffie–Hellman Assumption. We consider the MDDH assumption

over a group (on its own) or a group in a pairing group.

Assumption 2.1 (MDDH [EHK+13]). Let GroupGen be a group sampler (Definition 2.4)

and 𝑘, ℓ , 𝑞 polynomially bounded functions of 𝜆. The MDDH𝑞
𝑘,ℓ

assumption over 𝔾 is

{(1𝜆, gp, ⟦A⟧, ⟦STA⟧)}𝜆∈ℕ ≈ {(1𝜆, gp, ⟦A⟧, ⟦CT⟧)}𝜆∈ℕ,

where (𝑝, . . . ) = gp $← GroupGen(1𝜆), A $← ℤ
𝑘(𝜆)×ℓ (𝜆)
𝑝 , S $← ℤ

𝑘(𝜆)×𝑞(𝜆)
𝑝 , C $← ℤ

ℓ (𝜆)×𝑞(𝜆)
𝑝 .

For a pairing group sampler, MDDH𝑞
𝑘,ℓ

over 𝔾𝑖 is similarly defined for 𝑖 ∈ {1, 2,T}

(the distribution contains gp of the pairing). By default, ℓ (𝜆) = 𝑘(𝜆) + 1 and 𝑞(𝜆) = 1.

It is known [EHK+13] that 𝑘-Lin (an assumption not defined here) implies MDDH𝑘,

which further implies MDDH𝑞
𝑘,ℓ

for all ℓ , 𝑞 ≤ poly(𝜆).
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2.3 Lattices

Let 𝑛, 𝑚 ≥ 1 and 𝑞 ≥ 2 be integers such that log2 𝑞 ≤ 𝑚/𝑛 ∈ ℤ. Let

g = (20, . . . , 2𝑚/𝑛−1)T and G = I𝑛 ⊗ gT

be the gadget vector and the gadget matrix. Given p ∈ ℤ𝑛𝑞, we denote by G−1(p) the

vector k ∈ {0, 1}𝑚, where k[(𝑖 − 1) · 𝑚/𝑛 + 1], . . . ,k[𝑖 · 𝑚/𝑛] are the bits of (the non-

negative representative less than 𝑞 of) p[𝑖], low to high. It holds that GG−1(p) = p.

The notation G−1(·) extends to matrices column-wise.

Given B ∈ ℤ𝑛×𝑚𝑞 and p ∈ ℤ𝑛𝑞 such that Bk = p has a solution k∗ ∈ ℤ𝑚, write

Λ⊥p (B) = { k ∈ ℤ𝑚 | Bk = p } = k∗ + Λ⊥0 (B),

which is a lattice coset. Let Λ′ be any lattice coset and 𝜎 ≥ 0, we denote by DΛ′,𝜎 the

discrete Gaussian distribution [MP11] over Λ′ with width 𝜎. For perfect correctness, it

is necessary to truncate unbounded noises in algorithms.

Definition 2.6 (truncatedDℤ,𝝈). Let 𝐵 ≥ 0, the distribution Dℤ,𝜎,≤𝐵 is sampled by first

sampling 𝑥 $← Dℤ,𝜎, then returning 𝑥 if |𝑥| ≤ 𝐵, and 0 otherwise.

Lemma 2.1 (truncation of Dℤ,𝝈). For all 𝜎 ≥ 1 and 𝜅 ≥ 2,

Pr
[
𝑥

$← Dℤ,𝜎 : |𝑥| > 𝜎
√
𝜅

]
≤ 2−𝜅,

so Dℤ,𝜎,≤𝜎
√
𝜅 is 2−𝜅-close to Dℤ,𝜎.

We will also need noise flooding with discrete Gaussian.

Lemma 2.2 (noise flooding using Dℤ,𝝈). For all 𝑦 ∈ ℤ and 𝜎 ≥ 2𝜅+6𝑦, it holds that

(𝑦 +Dℤ,𝜎) is 2−𝜅-close to Dℤ,𝜎. As a corollary, (𝑦 +Dℤ,𝜎,≤𝜎
√
𝜅) is 2−Ω(𝜅)-close to Dℤ,𝜎,≤𝜎

√
𝜅.

Trapdoor Generation and Gaussian Sampling. We need the following lemma.

Lemma 2.3 ([MP12; Theorem 2]). There are efficient algorithms TrapGen and SampD,

and functions 𝑚0 ∈ Θ(𝑛 log 𝑞) and 𝜎0 ∈ ω(
√︁
𝑚 log𝑚) ∩ O(𝑚) satisfying these conditions.

• TrapGen(1𝑛, 1𝑚, 𝑞) takes as input 𝑛 ≥ 1, 𝑞 ≥ 2, and 𝑚 ≥ 𝑚0(𝑛, 𝑞). It outputs (B, 𝜏)

such that B ∈ ℤ𝑛×𝑚𝑞 and B is negl(𝑛)-close to uniform over ℤ𝑛×𝑚𝑞 .

• SampD(B, 𝜏,p,𝜎) takes as input B, 𝜏 from TrapGen, some p ∈ ℤ𝑛𝑞, and 𝜎 ≥ 𝜎0(𝑛, 𝑚).

It outputs k ∈ ℤ𝑚 such that Bk = p, ∥k∥ ≤ 𝜎
√
𝑚, and k is negl(𝑛)-close to DΛ⊥p (B),𝜎.
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Batch Notation. It is convenient to extend SampD to process multiple p’s in one shot.

Let P = (p1, . . . ,p𝑚′) be a matrix or a batch of vectors, then SampD(B, 𝜏,P,𝜎) is

K $←
(
SampD(B, 𝜏,p1,𝜎), . . . , SampD(B, 𝜏,p𝑚′,𝜎)

)
,

with fresh randomness for each call to SampD on the right-hand side. We also write

B−1(P) for an output of SampD(B, 𝜏,P,𝜎).

Learning with Errors Assumption. We rely on the LWE assumption.

Assumption 2.2 (LWE [Reg05]). Let 𝑛, 𝑚 ≤ poly(𝜆), 𝑞 ≤ 2poly(𝜆), 𝜎 = 𝜎(𝜆), and

A $← ℤ
𝑛(𝜆)×𝑚(𝜆)
𝑞(𝜆) , s $← ℤ

𝑛(𝜆)
𝑞(𝜆) , e $← ℤ

𝑚(𝜆)
𝑞(𝜆) , 𝜹

$← Dℤ,𝜎(𝜆) .

The LWE assumption LWE𝑛,𝑚,𝑞,𝜎 states that

{(1𝜆,A, sTA + eT)}𝜆∈ℕ ≈ {(1𝜆,A, 𝜹T)}𝜆∈ℕ.

Assumption 2.3 (flipped LWE). Let 𝑁, 𝑚 ≤ poly(𝜆), 𝑞 ≤ 2poly(𝜆), 𝜎 = 𝜎(𝜆), and

A $← {0, 1}𝑁 (𝜆)×𝑚(𝜆) , s $← ℤ
𝑁 (𝜆)
𝑞(𝜆) , e $← ℤ

𝑚(𝜆)
𝑞(𝜆) , 𝜹

$← Dℤ,𝜎(𝜆) .

The flipped LWE assumption FlipLWE𝑁,𝑚,𝑞,𝜎 states that

{(1𝜆,A, sTA + eT)}𝜆∈ℕ ≈ {(1𝜆,A, 𝜹T)}𝜆∈ℕ.

Lemma 2.4 (flipped LWE). Suppose LWE𝑛,𝑚,𝑞,𝜎 holds and 𝑁 ≤ poly(𝜆) satisfies

0 ≤ 𝑁/𝑛 − log2 𝑞 ∈ ω(log𝜆),

then FlipLWE𝑁,𝑚,𝑞,𝜎 holds.

Parameters. In this dissertation, we rely on LWE with subexponential modulus-to-

noise ratio, i.e., 𝑛 = 𝜆Θ(1), 𝑚 ≤ poly(𝑛), 𝑞 ≤ 2poly(𝑛), 𝑞

𝜎
√
𝑛
= Θ(2𝑛𝜌 ), where 0 < 𝜌 < 1

2 is

a constant. Strictly speaking, those parameters should be chosen by the adversary

subject to those constraints — many algorithms require a prime 𝑞, it is currently

unknown [TCH12] how to pick poly(𝜆)-bit primes in deterministic polynomial time,

and the adversary’s choice of scheme parameters affects the range of LWE parameters.
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PART I

General Paradigm
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CHAPTER 3

Introduction

In ABE, revelation or hiding of the message is dictated by a joint computation on policy

and attribute, which are separately chosen by different parties in the cryptosystem. In

addition, the hiding case should prevail even when there are multiple unauthorized

keys. Either of tying independent data and remaining secure against collusion is

non-trivial on their own, and ABE combines both — constructing ABE schemes is no

easy task. To tackle it, we would like to find a general paradigm, or framework, that

is modular (to compartmentalize complexity), powerful (to imply new results), and

versatile (to be instantiable under multiple assumptions).

In this chapter, we present our general paradigm for constructing ABE schemes,

which is instantiated in the other chapters in this part. We also give a bird’s-eye view

of the instantiations.

EXISTING METHODS. There are three major existing methods of constructing ABE.

None is flexible to be instantiated under different kinds of assumptions.

Dual system encryption was introduced by Waters [Wat09] for obtaining adaptively

secure identity-based encryption, a special kind of attribute-based encryption. It later

found applications in constructing and proving (adaptive) security of ABE — it has

become the most used method of constructing ABE from pairing-based assumptions.

It has been refined into pair encoding [Att14] and predicate encryption [Wee14]. One

downside is that dual system encryption is only known to be instantiable under

pairing-based assumptions. In addition, it is not exactly easy to learn or use, and

works using dual system encryption often involves heavy algebraic manipulation in

its security proofs (in fact, see Chapter 5 for an example).

For lattice-based ABE, the known methods are two-to-one recoding [GVW13] and

key-homomorphic encryption [BGG+14]. They only imply new results under lattice-

based assumptions, and do not have many instantiations.
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3.1 ABE⇐ IPFE ◦ Garbling

One way to construct ABE is to reduce it to functional encryption (FE). In FE, a

ciphertext encrypts some input 𝑦 and a key is associated with a function 𝑓 ′. Decryption

recovers 𝑓 ′(𝑦) but nothing else about 𝑦. Let the ABE ciphertext of 𝜇 with attribute 𝑥

be an FE ciphertext of 𝑦 = (𝑥, 𝜇) and the ABE key with policy 𝑓 an FE key with

𝑓 ′(𝑦) = 𝜇 · 𝑓 (𝑥), then upon decryption, we learn 𝜇 if 𝑓 (x) ≠ 0. The security of such an

ABE scheme follows from that of the underlying FE.

Of course, FE is harder to construct than ABE (if they have on par functionalities).

If we look more closely, the computation 𝑓 ′(𝑦) = 𝜇 · 𝑓 (𝑥) is high-degree in 𝑥 while

being linear in 𝜇. Using FE is an overkill — it hides 𝑥 (by extension, a very complex

computation on 𝑥), but in ABE, 𝑥 does not have to be hidden, only to be binding, and

its computation only needs to be authenticated. If we could decompose 𝑓 (𝑥) to lower

the degree in 𝑥, it might help, as the FE might only need to hide a low-degree (in fact,

linear) computation. For degree reduction, we use linear partially hiding garbling

schemes (for conditional secret disclosure; i.e., secret sharing schemes). FE for linear

functions are known as inner-product functional encryption (IPFE).

Linear Garbling. A garbling scheme [Yao82,Yao86,AIK11] decomposes a computation

𝑓 (x) into three steps. First, it transforms a (high-degree) function 𝑓 of x into label

functions 𝐿1, . . . , 𝐿𝑚 that are affine in x — linear in (1, xT). Pragmatically, the label

functions are represented by their coefficients L1, . . . , L𝑚. Next, 𝐿’s are evaluated

at x, producing the labels ℓ1 = 𝐿1(x) = (1, xT)L1, . . . , ℓ𝑚 = 𝐿𝑚(x) = (1, xT)L𝑚. Lastly, the

labels are used to reconstruct 𝑓 (x). The second step is a simple computation by

definition, since 𝐿’s are affine in x — linear in (1, x). The last step is as high-degree as

𝑓 is in x. The standard security of garbling guarantees that the labels reveal nothing

about x beyond 𝑓 (x).

When applied to ABE, the message 𝜇 is part of the computation and needs to be

hidden, but x can be public, which lessens the security requirement. This primitive is

known as partially hiding garbling [IW14]. Refined to our application, its basic syntax

is as follows.
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• The garbling procedure Garble( 𝑓 , 𝜇) transforms 𝑓 and 𝜇 into label functions,

outputting their coefficients L1, . . . , L𝑚.

• The labels are ℓ1 = (1, xT)L1, . . . , ℓ𝑚 = (1, xT)L𝑚.

• The evaluation procedure Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) outputs 𝜇 · 𝑓 (x).

There are usually additional linearity properties required for the garbling scheme to

be compatible with IPFE to obtain ABE. They will be specified in each instantiation.

The security requirement is that ℓ1, . . . , ℓ𝑚 does not reveal any information about 𝜇 if

𝑓 (x) = 0 — it might well reveal the entirety of x, i.e., partially hiding. Its security can

be information-theoretic or just computational.

Linear garbling converts a complex computation into a simple one (computing

the labels) followed by a complex one (running Eval). The benefit is that the security

requirement is contained inside the simple step — the Eval step does not have to be

protected, since its input, namely the labels, already has all the information about 𝜇

(when 𝑓 (x) = 0) removed.

Inner-Product Functional Encryption. IPFE is functional encryption for linear

functions. Each key isk(v) is associated with a (key) vector v and each ciphertext ict(u)

encrypts a (plaintext) vector u. Upon decryption, the decryptor learns ⟨u, v⟩ = uTv

but nothing else. For this overview, the easiest mental model is to regard v,u both as

hidden. The functionality and security of IPFE lends itself well to securely computing

the labels, as explained below.

Composing IPFE and Garbling. Given IPFE and linear garbling, the straight-forward

way to construct ABE is

sk𝑓 (𝜇) =
(
isk(L1), . . . , isk(L𝑚)

)
ctx = ict(1, xT)


IPFE−−−−−−−−→

decryption
(ℓ1, . . . , ℓ𝑚)

garbling
−−−−−−−−→
evaluation

𝜇 · 𝑓 (x).

(Ignore for the moment the issue of message being associated with keys.) Functionality

works by composition. Some IPFE schemes only outputs the inner products in an

encoded form (namely, inside the exponent of a group with hard discrete logarithm),

so the computation doable to the labels are limited. Others might output approximate
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inner products. Depending on the IPFE scheme used, the Eval algorithm of the linear

garbling scheme is required to have certain specific format.

Intuitively, security also follows by composition. The IPFE keys has information

about 𝜇 because it encodes the coefficients of label functions, which are created

dependent on 𝑓 , 𝜇. But, since the IPFE is secure, the only information revealed to

the adversary is the labels. Now that the linear garbling scheme is secure, the labels

convey no information about 𝜇 if 𝑓 (x) = 0. This concludes the security of the proposed

ABE scheme.

However, composition of security turns out to be non-trivial. One consistent theme

in the line of research using this paradigm is to formulate the security definitions of

IPFE and garbling in a compatible way to achieve ABE security.

Aside from that, the aforementioned proposal is only one-time secure. When

there are two ciphertexts, the same set of label functions are evaluated twice, on

potentially different inputs (attributes) — the security of garbling no longer applies.

For multi-time security, each pair of ABE keys and ciphertexts should use a fresh set

of label functions. This can be achieved in a computational manner, i.e., each pair

uses pseudorandomness to generate the label functions. To implement it using IPFE,

we rely on linear rerandomization such as DDH-based or LWE-based techniques.

3.2 Bird’s-Eye View of Instantiations

To summarize, we propose the general paradigm of constructing ABE by composing

IPFE and linear garbling. Under appropriate formulations, functionality follows from

those of the underlying primitives, and security is a three-wise composition:

• IPFE securityIPFE security ensures that only rerandomized labels are revealed;

• a “raw” assumption“raw” assumption (such as DDH or LWE) ensures that the rerandomized labels

indeed use pseudorandomness;

• garbling securitygarbling security ensures that the message is hidden (in every set of labels) if

decryption is unauthorized.

The paradigm is modular as it hides most “raw” usages of assumptions into the
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security of IPFE and garbling. As shown in Table 3.1, it is powerful as it has helped

achieving various ABE with better properties than previously known, and it is versatile

as it can be instantiated with pairing- or lattice-based assumptions, or a combination

of both.

Table 3.1. Summary of instantiations of the general paradigm.

change
IPFE

change
garbling

change
IPFE

in... new ABE results IPFE garbling

Chapter 4

compact and adaptive for ABP, DFA

pairing

I.T.
for NFA (also compact and adaptive)

for L, NL (also adaptive)

Chapter 5 succinct and adaptive for ABP

Chapter 6
constant-size-key KP for circuits

latticedoubly succinct CP for formulae

Chapter 7
CP for circuits from fewer kinds of assumptions

lattice
for DFA, L from lattices I.T.

DFA, NFA are (non-)deterministic finite automata; L, NL are (non-)deterministic logspace; RAM is
random-access machine; KP is key-policy; CP is ciphertext-policy; I.T. is information-theoretic.
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CHAPTER 4

Compact and Adaptively Secure ABE from 𝒌-Lin:

Beyond NC1 and Towards NL
(Pairing-Based IPFE, Noiseless Linear Garbling)

This chapter is an adaptation of [LL20b,LL20a].4

In this chapter, we present the first instantiation of the general paradigm and

construct compact and adaptively secure ABE schemes from 𝑘-Lin in asymmetric pairing

groups.

4.1 Introduction

A primary goal of research on ABE is designing ABE schemes for expressive classes

of policies, usually defined by computation models or complexity classes. A beautiful

and fruitful line of works have constructed ABE for many different policy classes. For

non-uniform computation, we have ABE for Boolean [GPSW06,KW19] or arithmetic

formulae, branching/span programs [LOS+10,OT10,LW11,OT12,LW12,IW14,GV15,Att16,

CGKW18a], and circuits [GVW13,BGG+14,Att17]. For uniform computation, we have

ABE for deterministic finite automata [Wat12,Att14,Att16,AC17,GWW19,AMY19b], non-

deterministic finite automata [AMY19a], and even Turing machines [AM18,AS17b].

These constructions, however, achieve different trade-offs among security, efficiency,

and underlying computational assumptions. It is rare to have a construction that

simultaneously achieves the following natural desiderata on all fronts:

• security — (full) adaptive security (as opposed to selective or semi-adaptive

security);

4Huijia Lin, Ji Luo: Compact and Adaptively Secure ABE from 𝑘-Lin: Beyond NC1 and Towards NL,

© 2020 IACR, DOI 10.1007/978-3-030-45727-3_9.

https://doi.org/10.1007/978-3-030-45727-3_9


26

• efficiency — compact secret key and ciphertext, whose sizes grow linearly with

the description size of the policy and the length of the attribute, respectively;

• assumptions — relying on standard and simple assumptions, such as LWE and

𝑘-Lin or SXDH in pairing groups (in particular, it is preferable to avoid the

use of strong primitives such as indistinguishability obfuscation, and instance-

dependent assumptions such as 𝑞-type assumptions, whose strength can be

weakened by adversarially chosen parameters).

All previous constructions of ABE fail to achieve at least one of the desirable properties,

except for the recent construction [KW19] of ABE for Boolean formulae from the 𝑘-Lin

assumption. We ask:

Can we construct ABE schemes with all the desirable properties above

for more expressive classes of policies than Boolean formulae?

When it comes to uniform computation, the state of affairs is even less satisfactory. All

constructions of ABE for general Turing machines are based on strong primitives such

as indistinguishability obfuscation and multilinear maps. Without these powerful tools,

existing schemes can only handle the weak computation model of finite automata.

We ask:

Can we construct ABE schemes based on standard assumptions

for more expressive uniform computations than finite automata?

Our Results. Via a unified framework, we construct compact and adaptively secure ABE

schemes based on the 𝑘-Lin assumption in asymmetric prime-order pairing groups

for the following classes of policies.

ARITHMETIC BRANCHING PROGRAMS. ABP capture many functions of interest,

including arithmetic computations like sparse polynomials, mean, and variance, as

well as combinatorial computations like string-matching, finite automata, and decision

trees. It is also known that Boolean/arithmetic formulae and Boolean branching

programs can all be converted into ABP with polynomial blow-up in description size.

Therefore, ABP can be viewed as a more powerful computational model than them.
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Previous ABE schemes for ABP only provide selective security [GVW13,IW14] or

do not have compact ciphertexts [CGKW18a].5 In addition to achieving both adaptive

security and compactness, our scheme is the first one that handles ABP directly

without converting it to circuits or arithmetic span programs, which leads to an

efficiency improvement in the size of the secret keys from up to quadratic to linear in

the size of the ABP.6

(NON-)DETERMINISTIC LOGSPACE TURING MACHINES (L AND NL). Here, a secret key

is associated with a Turing machine 𝑀, and the attribute in a ciphertext specifies an

input x, a polynomial time bound 𝑇, and a logarithmic space bound 𝑆. Decryption

succeeds if and only if 𝑀 accepts x within time 𝑇 and space 𝑆. Our scheme is

unbounded in the sense that the public parameters do not restrict the sizes of the

Turing machine 𝑀 and input x, nor the time/space bounds 𝑇, 𝑆. Furthermore, it

enjoys the advantage of ABE for uniform computation that a secret key for 𝑀 can

decrypt ciphertexts with arbitrarily long inputs and arbitrary time/space bounds. This

stands in contrast with ABE for non-uniform computation (like ABP), where a program

or circuit 𝑓 takes inputs of a specific length 𝑛, and a secret key for 𝑓 decrypts only

ciphertext of length-𝑛 inputs. Achieving this feature is precisely the challenge in

constructing ABE for uniform models of computation.

Our scheme is the first ABE for large classes of Turing machine computation,

captured by the complexity classes L and NL, without using the heavy machineries of

multilinear maps, extractable witness encryption, or indistinguishability obfuscation

as in previous works [GKP+13a,AS16,AM18,KNTY19]. In addition, our scheme is

adaptively secure and half-compact. The secret keys are compact, of size O( |𝑀 |)

linear in the description size of 𝑀, while the ciphertext size depends linearly in

|x|𝑇𝑆2𝑆 (both ignoring fixed polynomial factors in the security parameter). Note that

the same secret key decrypt ciphertexts with different parameters |x|, 𝑇, 𝑆.

5More precisely, they construct ABE for read-once branching programs. For general branching

programs, one can duplicate each attribute component for the number of times it is accessed [KLMM19].

As such, the ciphertext size grows linearly with the size of the branching program.
6An ABP is specified by a directed graph, with edges weighted by affine functions of the input. The

size of an ABP is measured by the number of vertices (instead of edges) in the graph.
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Removing the dependency on 2𝑆 or 𝑇 is an interesting open problem that requires

technical breakthrough. In particular, removing the dependency on 2𝑆 would give an

ABE for polynomial-time Turing machine computation from pairing, a long sought-

after goal that has remained elusive for more than a decade. Removing the dependency

of encryption time on 𝑇 even only in the 1-key 1-ciphertext setting implies a succinct

message-hiding encoding [KLW15],7 which is only known from strong primitives

like indistinguishability obfuscation or functional encryption [KLW15,CHJV15,BGL+15,

KNTY19]. Removing the dependency of ciphertext size on 𝑇 might be an easier task,

but would need new techniques different from ours.

FINITE AUTOMATA. As a special case of ABE for L and NL, we obtain ABE for

deterministic finite automata (DFA) and non-deterministic finite automata (NFA).8

This simply follows from the fact that DFA and NFA can be represented as simple

deterministic and non-deterministic Turing machines with space complexity 1 and

time complexity 𝑁 that always move the input tape pointer to the right and never use

the working tape.

Previous schemes for DFA based on pairing either achieve only selective security

[Wat12,GWW19,AMY19b] or rely on 𝑞-type assumptions [Att14,Att16,AC17]. The only

direct construction of ABE for NFA [AMY19a] based on LWE, however, is symmetric-

key and only selectively secure. We settle the open problem of constructing adaptively

secure ABE for DFA from static assumptions [GWW19] and that of constructing ABE

for NFA that is public-key, adaptively secure, or based on assumptions other than

LWE [AMY19a].

7Message-hiding encodings [KLW15] are a weaker variant of randomized encodings that allow

encoding a public computation 𝑓 , 𝑥 with a secret message 𝑚 such that the encoding reveals 𝑚 if and

only if 𝑓 (𝑥) = 1. Such encodings are succinct if the time to encode is much smaller than the running

time of the computation. A pair of ABE secret key for predicate 𝑓 and ciphertext for attribute 𝑥 and

message 𝑚 is a message-hiding encoding.
8DFA and NFA both characterize regular languages, yet a DFA recognizing a language could have

exponentially more states than an NFA recognizing the same language. In this dissertation, by ABE

for DFA/NFA, we mean ABE schemes that run in time polynomial in the description size of the finite

automata.
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New Techniques for Constructing Adaptively Secure ABE. Constructing adaptively

secure ABE is a challenging task. Roughly speaking, previous constructions proceed

in two steps. First, a secure core secret-key ABE component for a single ciphertext

and a single secret key — termed 1-ABE — is designed. Then, dual system encryption

framework, originally proposed in [Wat09] and refined in [Att14,Wee14,CGW15,Att16,

AC17], provides guidance on how to lift 1-ABE to the public-key and multi-secret-key

setting. The main technical challenge lies in the first step: Adaptively secure schemes

prior to that of Kowalczyk and Wee [KW19] either impose a read-once restriction

on the attribute9 [LOS+10,Wee14] or rely on 𝑞-type assumptions [LW12,BSW07,Att14,

AC17]. Kowalczyk and Wee [KW19] elegantly applied the “partial selectivization”

framework [ACC+16,JKK+17] for achieving adaptive security in general to constructing

1-ABE. In particular, they used a variant of the secret sharing scheme for Boolean

formulae in [JKK+17], whose selective simulation security can be proven via a sequence

of hybrids, each only requiring partial information of the input to be chosen selectively.

Then, to show adaptive security, the reduction can guess this partial information while

incurring only a polynomial security loss.

However, secret sharing schemes as needed in [KW19] are only known for Boolean

formulae. When dealing with computation over arithmetic domains of potentially

exponential size, we have the additional challenge that it is hard to guess even a single

component of the input, except with exponentially small probability, rendering the

partial selectivization framework ineffective. When dealing with uniform computation,

we further encounter the challenge that neither the secret key nor the ciphertext

is as large as the secret sharing, making it impossible to directly use information-

theoretically secure secret sharing schemes. We develop new techniques to overcome

these challenges.

1. We present a generic framework for constructing adaptively secure 1-ABE

from i) an information theoretic primitive called arithmetic key garbling, and

ii) a computational primitive called function-hiding inner-product functional

9As mentioned in Footnote 5, read-once restriction can be circumvented by duplicating attribute

components at the cost of losing ciphertext compactness.
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encryption (IPFE) [BJK15,TAO16,Lin17,KLM+18]. Our arithmetic key garbling

schemes are partial garbling schemes [IW14] with special structures, which

act as the counterpart of secret sharing schemes for arithmetic computation.

Our framework is modular: It decomposes the task of constructing 1-ABE to

first designing an arithmetic key garbling scheme for the computation class

of interest, and second applying a generic transformation depending solely on

structural properties of the garbling and agnostic of the underlying computation.

In particular, the security proof of the transformation does not attempt to trace

the computation, unlike [KW19,GWW19].

2. We formulate structural properties of arithmetic key garbling schemes — called

piecewise security — sufficient for achieving adaptive security. The properties

are natural and satisfied by the garbling scheme for ABP in [IW14]. For logspace

Turing machine computation, we present a simple arithmetic key garbling

scheme for L and NL, inspired by the garbling schemes in [AIK11,BGG+14].

3. We present a new method of lifting 1-ABE to full-fledged ABE using function-

hiding IPFE. Our method can be cast into the dual system encryption framework,

but is natural on its own, without seeing through the lens of dual system

encryption. IPFE provides a conceptually simple abstraction, which allows

moving information between ABE keys and ciphertexts easily, and hides away

lower-level details on how to guarantee security. This feature makes it a

convenient tool in many other parts of the security proof as well.

4. To overcome the unique challenge related to ABE for uniform computation, we

further enhance our generic method to be able to use partial garbling generated

with pseudorandomness so that the total size of the secret keys and ciphertexts

can be smaller than the garbling.

4.2 Technical Overview

We now give an overview of our technique, starting with introducing the two key

tools, arithmetic key garbling schemes and IPFE.
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Arithmetic Key Garbling Scheme. We use a refinement of the notion of partial

garbling schemes [IW14] (which in turn is based on the notion of garbling and

randomized encoding [Yao86,IK02,AIK04]). An arithmetic key garbling scheme (AKGS)

is an information-theoretic partial garbling scheme for computing (𝛼𝑓 (x) + 𝛽) that

hides the secrets 𝛼,𝛽 ∈ ℤ𝑝, but not 𝑓 , x.

• A garbling procedure (L1, . . . , L𝑚) ← Garble( 𝑓 ,𝛼,𝛽; r) turns 𝑓 and two secrets

𝛼,𝛽 (using randomness r) into 𝑚 affine label functions 𝐿1, . . . , 𝐿𝑚, described by

their coefficient vectors L1, . . . , L𝑚 over ℤ𝑝. The label functions specify how to

encode an input x to produce the labels for computing 𝑓 (x) with secrets 𝛼,𝛽:

𝑓 (x)𝛼,𝛽 = (ℓ1, . . . , ℓ𝑚), where ℓ𝑗 = 𝐿𝑗 (x) = ⟨L𝑗 , (1, xT)⟩ over ℤ𝑝. (4.1)

• A linear evaluation procedure 𝛾 ← Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚). It recovers the sum

𝛾 = 𝛼𝑓 (x) + 𝛽 weighted by the function value 𝑓 (x).

AKGS is a partial garbling as it only hides information of the secrets 𝛼 and 𝛽 beyond

the weighted sum (𝛼𝑓 (x) + 𝛽), and does not hide 𝑓 or x, captured by a simulation

procedure (ℓ ′1 , . . . , ℓ ′𝑚)
$← Sim( 𝑓 , x,𝛼𝑓 (x) + 𝛽) that produces the same distribution as

the honest labels.

Ishai and Wee [IW14] proposed a partial garbling scheme for ABP, which directly

implies an AKGS for ABP. It is also easy to observe that the (fully secure) garbling

scheme for arithmetic formulae in [AIK11] can be weakened [BGG+14] to an AKGS.

Later, we will introduce additional structural and security properties of AKGS needed

for our 1-ABE construction. These properties are natural and satisfied by both

schemes [IW14,AIK11].

Inner-Product Functional Encryption. A function-hiding (secret-key) inner-product

functional encryption (IPFE)10 supports generating many secret keys isk(v𝑗) and

ciphertexts ict(u𝑖) associated with vectors v𝑗 and u𝑖 such that decryption yields all the

inner products {⟨u𝑖, v𝑗⟩}𝑖, 𝑗 (modulo 𝑝) and nothing else. In this chapter, we need an

10Some works use “inner-product encryption” (IPE) to refer to IPFE [BJK15,DDM16,LV16,Lin17] and

some others [KSW13,SSW09,OT09,OT10,OT12,CGW18] use it for inner-product predicate encryption.
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adaptively secure IPFE, whose security holds even against adversaries choosing all the

vectors adaptively. Such an IPFE scheme can be constructed [Wee17,LV16] based on

the 𝑘-Lin assumption in pairing groups. The known scheme also has nice structural

properties that will be instrumental to our construction of ABE.

• isk(v) $← IPFE.KeyGen(imsk, ⟦v⟧2) only uses the vector v in the exponent of 𝔾2.

The size of the secret key isk(v) grows linearly with the dimension of v.

• ict(u) $← IPFE.Enc(imsk, ⟦u⟧1) only uses the plaintext vector u in the exponent

of 𝔾1. The size of the ciphertext ict(u) grows linearly with the dimension of u.

• IPFE.Dec(isk(v), ict(u)) computes the inner product ⟦⟨u, v⟩⟧T in the exponent of

the target group 𝔾T.

4.2.1 1-ABE from Arithmetic Key Garbling and IPFE Schemes

1-ABE is the technical heart of our ABE construction. It works in the setting where

a single ciphertext ctx for an input x and a single secret key sk( 𝑓 ′, 𝜇) for a policy

𝑓 ′ = 𝑓≠0 and a secret 𝜇 are published. Decryption reveals 𝜇 if 𝑓 (x) ≠ 0; otherwise, 𝜇 is

hidden.11

1-ABE. To hide 𝜇 conditioned on 𝑓 (x) = 0, our key idea is using IPFE to compute

an AKGS garbling 𝑓 (x)𝜇,0 of 𝑓 (x) with secrets 𝛼 = 𝜇 and 𝛽 = 0. The security of AKGS

guarantees that only 𝜇 𝑓 (x) is revealed, which information-theoretically hides 𝜇 when

𝑓 (x) = 0.

The reason that it is possible to use IPFE to compute the garbling is attributed

to the affine input-encoding property of AKGS — the labels ℓ1, . . . , ℓ𝑚 are the output of

affine functions 𝐿1, . . . , 𝐿𝑗 of x as described in Equation (4.1). Since 𝑓 ,𝛼,𝛽 are known

at key generation time, the ABE key can be a collection of IPFE secret keys, each

encoding the coefficient vector L𝑗 of one label function 𝐿𝑗. On the other hand, the

ABE ciphertext can be an IPFE ciphertext encrypting (1, xT). When put together for

11We can also handle policies of the form 𝑓=0 so that 𝜇 is revealed if and only if 𝑓 (x) = 0. For simplicity,

we focus on one case in this overview.
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decryption, they reveal exactly the labels 𝐿1(x), . . . , 𝐿𝑚(x), as described below on the

left.

HONEST ALGORITHMS HYBRID FOR SELECTIVE SECURITY

ctx: ict ( (1, xT) , 0 ) ict ( (1, xT) , 1 , 0 )

sk( 𝑓≠0, 𝜇): ( 𝑗 ∈ [𝑚]) isk𝑗 ( L𝑗 , 0 ) isk𝑗 ( 0 , ℓ𝑗 , 0 )

We note that the positions or slots at the right end of the vectors encoded in isk and

ict are set to zero by the honest algorithms — 0 is a vector (of unspecified length) of

zeros. These slots provide programming space in the security proof.

It is extremely simple to prove selective (or semi-adaptive) security, where the

input x is chosen before seeing the sk. By the function-hiding property of IPFE, it is

indistinguishable to switch the secret keys and the ciphertext to encode any vectors

that preserve the inner products. This allows us to hardwire honestly generated labels

𝑓 (x)𝜇,0 = {ℓ𝑗 ← ⟨L𝑗 , (1, xT)⟩}𝑗∈[𝑚] in the secret keys as described above on the right.

The simulation security of AKGS then implies that only 𝜇 𝑓 (x) is revealed, i.e., nothing

about 𝜇 is revealed.

Achieving Adaptive Security. When it comes to adaptive security, where the input x

is chosen after seeing the sk, we can no longer hardwire the honest labels 𝑓 (x)𝜇,0 in

the secret key, as x is undefined when sk is generated, and hence cannot invoke the

simulation security of AKGS. Our second key idea is relying on a stronger security

property of AKGS, named piecewise security, to hardwire simulated labels into the

secret key in a piecemeal fashion.

PIECEWISE SECURITY OF AKGS. An AKGS is piecewise secure if it satisfies the following

two properties: i) reverse sampleability — there is an efficient procedure RevSamp

that can perfectly reversely sample the first label ℓ1 given the output (𝛼𝑓 (x) + 𝛽) and

all the other labels ℓ2, . . . , ℓ𝑚; and ii) marginal randomness12 — each non-first ℓ𝑗 (i.e.,

𝑗 > 1) is uniformly distributed over ℤ𝑝 even given all the subsequent label functions

12This is an unfortunate misnomer since [LL20a,LL20b]. The correct wording is “conditionally random”.

We keep the original version for consistency.
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L𝑗+1, . . . , L𝑚. More formally,(
ℓ1 ← ⟨L1, (1, xT)⟩, L2, . . . , L𝑚

)
≡

(
ℓ ′1

$← RevSamp(· · ·), L2, . . . , L𝑚
)
, (4.2)(

ℓ𝑗 ← ⟨L𝑗 , (1, xT)⟩, L𝑗+1, . . . , L𝑚
)
≡

(
ℓ ′𝑗

$← ℤ𝑝 , L𝑗+1, . . . , L𝑚
)
.

In Equation (4.2), ℓ ′1
$← RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛽, ℓ2, . . . , ℓ𝑚). These properties are

natural and satisfied by the existing AKGS [IW14,AIK11] for ABP and arithmetic

formulae.

ADAPTIVE SECURITY VIA PIECEWISE SECURITY. We are now ready to prove the adaptive

security of our 1-ABE. The proof strategy is to first hardwire ℓ1 in the ciphertext

and sample it reversely as ℓ1
$← RevSamp( 𝑓 , x, 0, ℓ2, . . . , ℓ𝑚), where ℓ𝑗 = ⟨L𝑗 , (1, xT)⟩ for

𝑗 > 1 and 𝜇 𝑓 (x) = 0 by the constraint, as described in hybrid 𝑘 = 1 below. The

indistinguishability follows immediately from the function-hiding property of IPFE

and the reverse sampleability of AKGS. Then, we gradually replace each remaining

label function L𝑗 for 𝑗 > 1 by a randomly sampled label ℓ𝑗
$← ℤ𝑝 in the secret key,

as described in hybrids 1 ≤ 𝑘 ≤ 𝑚 + 1. It is easy to observe that in the final hybrid

𝑘 = 𝑚 + 1, where all labels ℓ2, . . . , ℓ𝑚 are random and ℓ1 is reversely sampled without 𝜇,

the secret 𝜇 is information-theoretically hidden.

HYBRID 1 ≤ 𝑘 ≤ 𝑚 + 1 HYBRID 𝑘 : 1 OR 𝑘 : 2

sk( 𝑓≠0, 𝜇): isk1( 0 , 1 , 0 , 0 )

(1 < 𝑗 < 𝑘) isk𝑗 ( 0 , 0 , ℓ𝑗 , 0 )

isk𝑘 ( L𝑘 , 0 , 0 , 0 ) isk𝑘 ( 0 , 0 , 0 , 1 )

( 𝑗 > 𝑘) isk𝑗 ( L𝑗 , 0 , 0 , 0 )

ctx: ict ( (1, xT) , ℓ1 , 1 , 0 ) ict ( (1, xT) , ℓ1 , 1 , ℓ𝑘 )

ℓ1
$← RevSamp(· · ·) AND ℓ𝑗 $← ℤ𝑝 (FOR 1 < 𝑗 < 𝑘) ℓ𝑘 ← ⟨L𝑘, (1, xT)⟩ OR ℓ𝑘 $← ℤ𝑝

To move from hybrid 𝑘 to (𝑘 + 1), we want to switch the 𝑘th IPFE secret key isk𝑘 from

encoding the label function L𝑘 to a simulated label ℓ𝑘 $← ℤ𝑝. This is possible via two

moves. First, by the function-hiding property of IPFE, we can hardwire the honest

ℓ𝑘 = ⟨L𝑘, (1, xT)⟩ in the ciphertext as in hybrid 𝑘 : 1 (at encryption time, x is known).

Then, by the marginal randomness property of AKGS, we switch to sample ℓ𝑘 as
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random in hybrid 𝑘 : 2. Lastly, hybrid 𝑘 : 2 is indistinguishable to hybrid (𝑘 + 1) again

by the function-hiding property of IPFE.

1-ABE for ABP. Plugging in the AKGS for ABP due to Ishai and Wee [IW14], we

immediately obtain 1-ABE for ABP based on 𝑘-Lin. The size of the garbling grows

linearly with the number of vertices |𝑉 | in the graph describing the ABP, i.e.,

𝑚 = O( |𝑉 |). Combined with the fact that the IPFE has linear-size secret keys and

ciphertexts, our 1-ABE scheme for ABP has secret keys of size O(𝑚|x|) = O( |𝑉 | · |x|)

and ciphertexts of size O( |x|). This gives an efficiency improvement over previous

1-ABE or ABE schemes for ABP [IW14,CGKW18a], where the secret key size grows

linearly with the number of edges |𝐸 | in the ABP graph, due to that their schemes

first convert ABP into an arithmetic span program, which incurs the efficiency loss.

Discussion. Our method for constructing 1-ABE is generic and modular. It has

the advantage that the proof of adaptive security is agnostic of the computation

being performed and merely carries out the simulation of AKGS in a mechanic way.

Indeed, if we plug in an AKGS for arithmetic formulae or any other classes of non-

uniform computation, the proof remains the same. (However, see Section 4.7 for

further discussion on the applicability of this method.) Our 1-ABE for logspace Turing

machines also follows the same blueprint, but needs additional ideas. Furthermore,

note that our method departs from the partial selectivization technique used in [KW19],

which is not applicable to arithmetic computation as the security reduction cannot

afford to guess even one component of the input x.13 The problem is circumvented

by using IPFE to hardwire the labels (i.e., ℓ1, ℓ𝑘) that depend on x in the ciphertext.

4.2.2 Full-Fledged ABE via Slotted IPFE

From 1-ABE in the 1-key 1-ciphertext setting to full-fledged ABE, we need to support

publishing multiple keys and make encryption public-key. It turns out that the security

of our 1-ABE scheme directly extends to the many-key 1-ciphertext (still secret-key)

13Guessing even a single element of ℤ𝑝 would incur a loss of Θ(𝑝) in the advantage, but discrete

logarithm, a weakest assumption in groups, can be trivially solved with advantage Θ(1/𝑝).
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setting via a simple hybrid argument. Consider the scenario where one ciphertext ct

and multiple keys {sk𝑞( 𝑓𝑞,≠0, 𝜇𝑞)}𝑞∈[𝑄] that are unauthorized to decrypt the ciphertext

are published. Combining the above security proof for 1-ABE with a hybrid argument,

we can gradually switch each secret key sk𝑞 from encoding honest label functions for

𝜇𝑞 to ones for an independent secret 𝜇′𝑞
$← ℤ𝑝. Therefore, all the secrets {𝜇𝑞}𝑞∈[𝑄] are

hidden.

The security of our 1-ABE breaks down as soon as two ciphertexts are released.

Consider publishing just a single secret key sk( 𝑓≠0, 𝜇) and two ciphertexts ctx1 , ctx2.

Since the label functions 𝐿1, . . . , 𝐿𝑚 are encoded in sk, decryption computes two AKGS

garblings �𝑓 (x1)𝜇,0 and �𝑓 (x2)𝜇,0 from the same set of label functions. However, AKGS

security does not apply when the label functions are reused.

We want IPFE decryption to compute two garblings �𝑓 (x1)𝜇,0 = (𝐿1(x1), . . . , 𝐿𝑚(x1))

and �𝑓 (x2)𝜇,0 = (𝐿′1(x2), . . . , 𝐿′𝑚(x2)) using independent label functions. This can be

achieved in a computational fashion relying on the fact that the IPFE scheme encodes

the vectors and the decryption results in the exponent of pairing groups. We can

use computational assumptions such as SXDH or 𝑘-Lin, combined with the function-

hiding property of IPFE, to argue that the produced garblings are computationally

independent. We modify the 1-ABE scheme as follows.

• If SXDH holds over the pairing, we encode in the ciphertext (1, xT) multiplied by

a random scalar 𝑠 $← ℤ𝑝. As such, decryption computes (𝑠𝐿1(x), . . . , 𝑠𝐿𝑚(x)) in

the exponent. We argue that the label functions 𝑠𝐿1, . . . , 𝑠𝐿𝑚 are computationally

random in the exponent. By the function-hiding property of IPFE, it is indis-

tinguishable to multiply 𝑠 not with the plaintext vector, but with the coefficient

vectors in the secret key, as depicted below on the right. By DDH (over 𝔾2) and

the linearity of Garble (i.e., the coefficients L𝑗 depend linearly on the secrets 𝛼,𝛽

and the randomness r used by Garble), the 𝑠L𝑗 ’s are coefficients of pseudorandom

label functions.

ALGORITHMS BASED ON SXDH HYBRID

sk( 𝑓≠0, 𝜇): ( 𝑗 ∈ [𝑚]) isk𝑗 ( L𝑗 , 0 ) isk𝑗 ( L𝑗 , 𝑠L𝑗 , 0 )
≈ L′

𝑗
(fresh)

ctx: ict ( 𝑠(1, xT) , 0 ) ict ( 0 , (1, xT) , 0 )



37

• If 𝑘-Lin holds over the pairing, we encode in the secret key 𝑘 independent sets

of label functions 𝐿𝑡1, . . . , 𝐿
𝑡
𝑚 for 𝑡 ∈ [𝑘], and in the ciphertexts 𝑘 copies of (1, xT)

multiplied by independent random scalars s[𝑡] for 𝑡 ∈ [𝑘]. This way, decryption

computes, in the exponent, a random linear combination of the garblings( ∑︁
𝑡∈[𝑘]

s[𝑡]𝐿𝑡1(x), . . . ,
∑︁
𝑡∈[𝑘]

s[𝑡]𝐿𝑡𝑚(x)
)
,

which corresponds to pseudorandom label functions in the exponent.

ALGORITHMS BASED ON 𝑘-LIN

sk( 𝑓≠0, 𝜇): ( 𝑗 ∈ [𝑚]) isk𝑗 ( L1
𝑗

, . . . , L𝑘
𝑗

, 0 , 0 )

ctx: ict ( s[1] (1, xT) , . . . , s[𝑘] (1, xT) , 0 , 0 )

HYBRID

sk( 𝑓≠0, 𝜇): ( 𝑗 ∈ [𝑚]) isk𝑗 ( L1
𝑗

, . . . , L𝑘
𝑗

,
∑
𝑡∈[𝑘] s[𝑡]L𝑡

𝑗
, 0 )

≈ L′
𝑗
(fresh)

ctx: ict ( 0 , . . . , 0 , (1, xT) , 0 )

The above modification yields a secret-key ABE secure in the many-ciphertext many-

key setting. The final hurdle is how to make the scheme public-key, which we resolve

using slotted IPFE.

Slotted IPFE. Proposed in [LV16], slotted IPFE is a hybrid between a secret-key function-

hiding IPFE and a public-key IPFE. Here, a vector u ∈ ℤ𝑛𝑝 is divided into two parts

(upub,upriv) with upub ∈ ℤ
𝑛pub
𝑝 in the public slot and upriv ∈ ℤ

𝑛priv
𝑝 in the private slot

(𝑛pub + 𝑛priv = 𝑛). Like a usual secret-key IPFE, the encryption algorithm IPFE.Enc

using the master secret key imsk can encrypt to both the public and private slots, i.e.,

encrypting any vector u. In addition, there is an IPFE.SlotEnc algorithm that uses the

master public key impk, but can only encrypt to the public slot, i.e., encrypting vectors

such that upriv = 0. Since anyone can encrypt to the public slot, it is impossible to hide

the public slot part vpub of a secret-key vector v. As a result, slotted IPFE guarantees

function-hiding only with respect to the private slot, and the weaker (ciphertext)

indistinguishability with respect to the public slot. Based on the construction of

slotted IPFE in [Lin17], we obtain adaptively secure slotted IPFE based on 𝑘-Lin.
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The aforementioned secret-key ABE scheme can be easily turned into a public-key

one with slotted IPFE. The ABE encryption algorithm simply uses IPFE.SlotEnc and

impk to encrypt to the public slots. In the security proof, we move vectors encrypted

in the public slot of the challenge ciphertext to the private slot, where function-hiding

holds and the same security arguments outlined above can be carried out.

Discussion. Our method can be viewed as using IPFE to implement dual system

encryption [Wat09]. We believe that IPFE provides a valuable abstraction, making it

conceptually simpler to design strategies for moving information between the secret

key and the ciphertext, as done in the proof of 1-ABE, and for generating independent

randomness, as done in the proof of full ABE. The benefit of this abstraction is even

more prominent when it comes to ABE for logspace Turing machines.

4.2.3 1-ABE for Logspace Turing Machines

We now present the ideas for constructing 1-ABE for L, then its extension to NL and

how to handle DFA and NFA as special cases for better efficiency. Moving to full-

fledged ABE follows the same ideas in the previous subsection, though slightly more

complicated, which we omit in this overview.

1-ABE for L enables generating a single secret key sk(𝑀, 𝜇) for a logspace Turing

machine 𝑀 and a secret 𝜇, and a single ciphertext ctx,𝑇,𝑆 specifying an input x of

length 𝑁, a polynomial time bound 𝑇 = poly(𝑁), and a logarithmic space bound

𝑆 = O(log𝑁) such that decryption reveals 𝜇𝑀 |𝑁,𝑇,𝑆 (x), where 𝑀 |𝑁,𝑇,𝑆 (x) represents

the computation of running 𝑀 (x) for 𝑇 steps with a working tape of size 𝑆, which

outputs 1 if and only if the computation lands in an accepting state after 𝑇 steps and

has never exceeded the space bound 𝑆. A key feature of ABE for uniform computation

is that a secret key sk(𝑀, 𝜇) can decrypt ciphertexts with inputs of unbounded lengths

and unbounded time / (logarithmic) space bounds. (In contrast, for non-uniform

computation, the secret key decides the input length and the time/space bounds.) Our

1-ABE for L follows the same blueprint of combining AKGS with IPFE, but uses new

ideas in order to implement the unique feature of ABE for uniform computation.
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Notations for Turing Machines. We start by introducing notations for logspace

Turing machines (TM) over the binary alphabet. A Turing machine 𝑀 = (𝑄, 𝑞acc, 𝛿)

has 𝑄 states, with the initial state being 1, the accepting state14 being 𝑞acc ∈ [𝑄],

and the transition function being 𝛿. The computation of 𝑀 |𝑁,𝑇,𝑆 (x) goes through

a sequence of (𝑇 + 1) configurations (x, (𝑖, 𝑗,W, 𝑞)), where 𝑖 ∈ [𝑁] is the input tape

pointer, 𝑗 ∈ [𝑆] is the working tape pointer, W ∈ {0, 1}𝑆 is the content of the working

tape, and 𝑞 ∈ [𝑄] is the current state. The initial internal configuration is thus

(𝑖, 𝑗,W, 𝑞) = (1, 1, 0𝑆, 1), and the transition from one internal configuration (𝑖, 𝑗,W, 𝑞)

to the next (𝑖′, 𝑗′,W′, 𝑞′) is governed by the transition function 𝛿 and the input x.

Namely, if 𝛿(𝑞, x[𝑖],W[ 𝑗]) = (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗), then

(𝑖, 𝑗,W, 𝑞) ⇝ (𝑖′, 𝑗′,W′, 𝑞′) = (𝑖 + Δ𝑖, 𝑗 + Δ 𝑗, overwrite(W, 𝑗, 𝑤′), 𝑞′).

In other words, the transition function 𝛿, given the current state 𝑞 and the bits x[𝑖],

W[ 𝑗] on the input and working tapes under scan, outputs the next state 𝑞′, the new bit

𝑤′ ∈ {0, 1} to be written to the working tape, and the directions Δ𝑖,Δ 𝑗 ∈ {0,±1} to move

the input and working tape pointers. The next internal configuration is then derived

by updating the current configuration accordingly, where W′ = overwrite(W, 𝑗, 𝑤′) is a

vector obtained by overwriting the 𝑗th cell of W with 𝑤′ and keeping the other cells

unchanged.

AKGS for Logspace Turing Machines. To obtain an AKGS for L, we represent the TM

computation algebraically as a sequence of matrix multiplications over ℤ𝑝, for which

we design an AKGS. To do so, we represent each internal configuration as a standard

basis vector 𝜾(𝑖, 𝑗,W,𝑞) of dimension 𝑁𝑆2𝑆𝑄 with a single 1 at position (𝑖, 𝑗,W, 𝑞). We

want to find a transition matrix M(x), dependent on 𝛿, x, such that moving to the next

state 𝜾(𝑖′, 𝑗′,W′,𝑞′) simply involves (right) multiplying M(x), i.e., 𝜾T(𝑖′, 𝑗′,W′,𝑞′) = 𝜾T(𝑖, 𝑗,W,𝑞)M(x).

It is easy to verify that the correct transition matrix is

M(x) [(𝑖, 𝑗,W, 𝑞), (𝑖′, 𝑗′,W′, 𝑞′)] = CanTransit[(𝑖, 𝑗,W), (𝑖′, 𝑗′,W′)]

·Mx[𝑖],W[ 𝑗],W′[ 𝑗],𝑖′−𝑖, 𝑗′− 𝑗 [𝑞, 𝑞′], (4.3)

14For simplicity, in this overview, we assume there is exactly one accepting state.
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CanTransit[(𝑖, 𝑗,W), (𝑖′, 𝑗′,W′)] =


1, if W′[≠ 𝑗] = W[≠ 𝑗] and 𝑖′ − 𝑖, 𝑗′ − 𝑗 ∈ {0,±1};

0, otherwise;

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 [𝑞, 𝑞′] =


1, if 𝛿(𝑞, 𝑥, 𝑤′) = (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗);

0, otherwise. (4.4)

Here, CanTransit[(𝑖, 𝑗,W), (𝑖′, 𝑗′,W′)] indicates whether it is possible, regardless of 𝛿,

to move from an internal configuration with (𝑖, 𝑗,W) to one with (𝑖′, 𝑗′,W′). When

possible, Mx[𝑖],W[ 𝑗],W′[ 𝑗],Δ𝑖,Δ 𝑗 [𝑞, 𝑞′] indicates whether 𝛿 permits moving from state 𝑞

with bits 𝑥 = x[𝑖], 𝑤 = W[ 𝑗] under scan to state 𝑞′ with overwriting bit 𝑤′ = W′[ 𝑗]

and moving directions Δ𝑖 = 𝑖′ − 𝑖, Δ 𝑗 = 𝑗′ − 𝑗. As such, the TM computation can be

done by right-multiplying the matrix M(x) for 𝑇 times with the initial configuration

𝜾T(1,1,0𝑆,1), reaching the final configuration 𝜾T(𝑖𝑇 , 𝑗𝑇 ,W𝑇 ,𝑞𝑇 ), and testing whether 𝑞𝑇 = 𝑞acc.

More precisely,

𝑀 |𝑁,𝑇,𝑆 (x) = 𝜾T(1,1,0𝑆,1)
(
M(x)

)𝑇t for t = 1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ 𝜾𝑞acc .

To construct AKGS for L, it boils down to construct AKGS for matrix multiplication.

Our construction is inspired by the randomized encoding for arithmetic NC1 due

to [AIK11] and the garbling mechanism for multiplication gates in [BGG+14]. Let’s

focus on garbling the computation 𝑀 |𝑁,𝑇,𝑆 (x) with secrets 𝛼 = 𝜇 and 𝛽 = 0 (the case

needed in our 1-ABE). The garbling algorithm Garble produces the following affine

label functions of x:

ℓinit = 𝐿init(x) = 𝜾T(1,1,0𝑆,1)r0,

(for 𝑡 ∈ [𝑇]) ℓ 𝑡 = (ℓ𝑡,𝑧)𝑧 =
(
𝐿𝑡,𝑧 (x)

)
𝑧
= − r𝑡−1 +M(x) · r𝑡,

ℓ𝑇+1 = (ℓ𝑇+1,𝑧)𝑧 =
(
𝐿𝑇+1,𝑧 (x)

)
𝑧
= − r𝑇 + 𝜇 · t.

Here, 𝑧 = (𝑖, 𝑗,W, 𝑞) runs through all 𝑁𝑆2𝑆𝑄 possible internal configurations and

r𝑡 $← ℤ
[𝑁]×[𝑆]×{0,1}𝑆×[𝑄]
𝑝 for all 𝑡 ∈ [0, 𝑇]. The evaluation proceeds inductively, starting

with ℓinit = 𝜾T(1,1,0𝑆,1)r0, going through 𝜾T(𝑖𝑡 , 𝑗𝑡 ,W𝑡 ,𝑞𝑡)r𝑡 for every 𝑡 ∈ [𝑇] using the identity

below, and completing after 𝑇 steps by combining 𝜾T(𝑖𝑇 , 𝑗𝑇 ,W𝑇 ,𝑞𝑇 )r𝑇 with ℓ𝑇+1 to get
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𝜾T(𝑖𝑇 , 𝑗𝑇 ,W𝑇 ,𝑞𝑇 ) · 𝜇 · t = 𝜇𝑀 |𝑁,𝑇,𝑆 (x) as desired:

𝜾T(𝑖𝑡+1, 𝑗𝑡+1,W𝑡+1,𝑞𝑡+1)r𝑡+1 = 𝜾T(𝑖𝑡 , 𝑗𝑡 ,W𝑡 ,𝑞𝑡)r𝑡 + 𝜾
T
(𝑖𝑡 , 𝑗𝑡 ,W𝑡 ,𝑞𝑡) (−r𝑡 +M(x) · r𝑡+1︸                ︷︷                ︸

ℓ 𝑡+1

).

The above AKGS is piecewise secure. First, ℓinit is reversely sampleable. Since Eval is

linear in the labels and ℓinit has coefficient 1, given all but the first label ℓinit, one

can reversely compute ℓinit — the value uniquely determined by the linear equation15

imposed by the correctness of Eval. Second, the marginal randomness property holds

because every label ℓ 𝑡 (in fact, group of labels) is random due to the random additive

term r𝑡−1 not used in subsequent label functions 𝐿𝑡′,𝑧 for all 𝑡′ > 𝑡 and 𝑧, nor in the

non-constant terms of 𝐿𝑡,𝑧’s — we call r𝑡−1 the randomizers of ℓ 𝑡 (highlighted in the

boxes). Lastly, we observe that the garbling size is
(
1 + 𝑁 (𝑇 + 1)𝑆2𝑆𝑄

)
.

1-ABE for L. We now try constructing 1-ABE for L from AKGS for L, following the

same blueprint of using IPFE. Yet, applying the exact same method for non-uniform

computation fails for multiple reasons. In 1-ABE for non-uniform computation, the

ciphertext ct contains a single IPFE ciphertext ict encoding (1, xT), and the secret key

sk contains a set of IPFE secret keys isk𝑗 encoding all the label functions. However,

in the uniform setting, the secret key sk(𝑀, 𝜇) depends only on the machine 𝑀 and

the secret 𝜇, and is supposed to work with ciphertexts ctx,𝑇,𝑆 of arbitrary (a priori

unbounded) 𝑁 = |x|, 𝑇, 𝑆. Therefore, at key generation time, the size of the AKGS

garbling, 1 + 𝑁 (𝑇 + 1)𝑆2𝑆𝑄, is unknown, let alone generating and encoding all the

label functions. Moreover, we want our 1-ABE to be compact, with secret key size

|sk| = O(𝑄) linear in the number 𝑄 of states and ciphertext size |ct| = O(𝑁𝑇𝑆2𝑆),

ignoring poly(𝜆) factors. The total size of secret key and ciphertext is much smaller

than the total number of label functions, i.e., |sk| + |ct| = o(1 + 𝑁 (𝑇 + 1)𝑆2𝑆𝑄).

To overcome these challenges, our idea is that instead of encoding the label

functions in either the secret key or the ciphertext (for which there is not enough

space), we let the secret key and the ciphertext jointly generate the label functions.

15This means RevSamp is deterministic, and we can reversely compute ℓinit in the exponent and when

the randomness is not uniform, which is important for our (1-)ABE construction.
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For this idea to work, the label functions cannot be generated with true randomness,

which cannot be “compressed”, and must use pseudorandomness instead. More

specifically, our 1-ABE secret key sk(𝑀, 𝜇) contains Θ(𝑄) IPFE secret keys {isk(v𝑞)}𝑞,

while the ciphertext ctx,𝑇,𝑆 contains Θ(𝑁𝑇𝑆2𝑆) IPFE ciphertexts {ict(u𝑡,𝑖, 𝑗,W)}𝑡,𝑖, 𝑗,W —

decryption computes in the exponent Θ(𝑁𝑇𝑆2𝑆𝑄) cross inner products ⟨u𝑡,𝑖, 𝑗,W, v𝑞⟩

corresponding to a garbling of 𝑀 |𝑁,𝑇,𝑆 (x) with secret 𝜇. To achieve this, we rely

crucially on the special block structure of the transition matrix M (which in turn stems

from the local structure of TM computation, where the same transition function

is applied in every step). Furthermore, as discussed above, we replace every truly

random value r𝑡 [(𝑖, 𝑗,W, 𝑞)] by a product rx [(𝑡, 𝑖, 𝑗,W)] · rf [𝑞], which can be shown

pseudorandom in the exponent based on SXDH.16

BLOCK STRUCTURE OF THE TRANSITION MATRIX. Let’s examine the transition matrix

again (see Equations (4.3, 4.4)):

M(x) [(𝑖, 𝑗,W, 𝑞), (𝑖′, 𝑗′,W′, 𝑞′)] = CanTransit[(𝑖, 𝑗,W), (𝑖′, 𝑗′,W′)]

·Mx[𝑖],W[ 𝑗],W′[ 𝑗],𝑖′−𝑖, 𝑗′− 𝑗 [𝑞, 𝑞′].

We see that every block M(x) [(𝑖, 𝑗,W, ), (𝑖′, 𝑗′,W′, )] either is the 𝑄 × 𝑄 zero matrix

or belongs to a small set T of constantly many transition blocks:

T =
{

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗

�� 𝑥, 𝑤, 𝑤′ ∈ {0, 1}, Δ𝑖,Δ 𝑗 ∈ {0,±1}
}
.

Moreover, in the 𝔦 = (𝑖, 𝑗,W)th “block row”, M(x) [(𝔦, ), ( , , , )], each transition

block M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 either does not appear at all if 𝑥 ≠ x[𝑖] or 𝑤′ ≠ W[ 𝑗], or appears

once as the block M(x) [(𝔦, ), (𝔦′, )], where 𝔦′ is the triplet obtained by updating 𝔦

appropriately according to (𝑤′,Δ𝑖,Δ 𝑗), i.e.,

𝔦′
def
== writemove(𝔦, (𝑤′,Δ𝑖,Δ 𝑗)) = (𝑖 + Δ𝑖, 𝑗 + Δ 𝑗, overwrite(W, 𝑗, 𝑤′)),

M(x) [(𝔦, ), (𝔦′, )] = Mx[𝑖],W[ 𝑗],𝑤′,Δ𝑖,Δ 𝑗 .

16Our scheme readily extends to be based on 𝑘-Lin. However, that makes the scheme more complex

to present. We choose to present this scheme using SXDH in this chapter.
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Therefore, we can “decompose” every label ℓ 𝑡 [(𝔦, 𝑞)] as an inner product ⟨u𝑡,𝔦, v𝑞⟩ as

ℓ 𝑡 [(𝔦, 𝑞)] = −r𝑡−1 [(𝔦, 𝑞)] +M(x) [(𝔦, 𝑞), ( , , , )] · r𝑡

= −r𝑡−1 [(𝔦, 𝑞)] +
∑︁

𝑤′,Δ𝑖,Δ 𝑗

(
Mx[𝑖],W[ 𝑗],𝑤′,Δ𝑖,Δ 𝑗 · r𝑡 [(𝔦′, )]

)
[𝑞] (𝔦′ as above)

= −rx [(𝑡 − 1, 𝔦)] · rf [𝑞] +
∑︁

𝑤′,Δ𝑖,Δ 𝑗

rx [(𝑡, 𝔦′)] · (Mx[𝑖],W[ 𝑗],𝑤′,Δ𝑖,Δ 𝑗 · rf) [𝑞]

= ⟨u𝑡,𝔦, v𝑞⟩,
↖(

r𝑡′′ [(𝔦′′, 𝑞′′)] = rx [(𝑡′′, 𝔦′′)] · rf [𝑞′′]
)

where vectors u𝑡,𝔦 and v𝑞 are as follows, with 1{· · ·} indicating where a condition (its

argument) is true:

u𝑡,𝔦 = ( rx [(𝑡 − 1, 𝔦)] , · · · , rx [(𝑡, 𝔦′)] · 1{𝑥 = x[𝑖] and 𝑤 = W[ 𝑗]} , · · · , 0 ),

v𝑞 = ( −rf [𝑞] , · · · , (M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗rf) [𝑞] , · · · , 0 ).

Similarly, we can “decompose” ℓinit = 𝜾T1,1,0𝑆,1r0 as ⟨rx [(0, 1, 1, 0𝑆)], rf [1]⟩. (We omit the

details on how to handle ℓ𝑇+1 for simplicity.) Given such decomposition, our semi-

compact 1-ABE scheme follows immediately by using IPFE to compute the garbling.

HONEST ALGORITHMS

sk(𝑀, 𝜇): iskinit( rf [1] , 0 ), (∀𝑞) isk𝑞( v𝑞 , 0 )

ctx,𝑇,𝑆: ictinit( rx [(0, 1, 1, 0𝑆)] , 0 ), (∀𝑡, 𝔦) ict𝑡,𝔦( u𝑡,𝔦 , 0 )

Decrypting the pair iskinit, ictinit (generated using one master secret key) gives exactly

the first label ℓinit, while decrypting isk𝑞, ict𝑡,𝔦 (generated using another master secret

key) gives the label ℓ 𝑡 [(𝔦, 𝑞)] in the exponent, generated using pseudorandomness

r𝑡 [(𝔦, 𝑞)] = rx [(𝑡, 𝔦)] · rf [𝑞]. Note that the honest algorithms encode rf [𝑞] (in v𝑞)

and rx [(𝑡, 𝔦)] (in u𝑡,𝔦) in IPFE secret keys and ciphertexts that use the two source

groups 𝔾1 and 𝔾2 respectively. As such, we cannot directly use SXDH to argue the

pseudorandomness of r𝑡 [(𝔦, 𝑞)]. In the security proof, we will use the function-hiding

property of IPFE to move both rx [(𝑡, 𝔦)] and rf [𝑞] into the same source group before

invoking SXDH.

Adaptive Security. To show adaptive security, we follow the same blueprint of

going through a sequence of hybrids, where we first hardwire ℓinit and compute

it reversely using RevSamp, and next simulate the other labels ℓ 𝑡 [(𝔦, 𝑞)] one by
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one. Hardwiring ℓinit is easy by relying on the function-hiding property of IPFE.

However, it is now more difficult to simulate ℓ 𝑡 [(𝔦, 𝑞)] because i) before simulating

ℓ 𝑡 [(𝔦, 𝑞)], we need to switch its randomizer r𝑡−1 [(𝔦, 𝑞)] = rx [(𝑡 − 1, 𝔦)] · rf [𝑞] to truly

random r𝑡−1 [(𝔦, 𝑞)] $← ℤ𝑝, which enables us to simulate the label ℓ 𝑡 [(𝔦, 𝑞)] as random,

and ii) to keep simulation progressing, we need to switch the random ℓ 𝑡 [(𝔦, 𝑞)] back

to a pseudorandom value ℓ 𝑡 [(𝔦, 𝑞)] = sx [(𝑡, 𝔦)] · sf [𝑞], as otherwise, there is not enough

space to store all Θ(𝑁𝑇𝑆2𝑆𝑄) random labels ℓ 𝑡 [(𝔦, 𝑞)].

We illustrate how to carry out above proof steps in the simpler case where the

adversary queries for the ciphertext first and the secret key second. The other case

where the secret key is queried first is handled using similar ideas, but the technicality

becomes much more delicate.

In hybrid (𝑡, 𝔦),

• the first label ℓinit is reversely computed and hardwired in the secret key iskinit,

i.e., ictinit encrypts (1, 0) and iskinit encrypts (ℓinit, 0) with ℓinit ← RevSamp(· · ·),

• all the labels ℓ 𝑡′ [(𝔦′, 𝑞)] with (𝑡′, 𝔦′) < (𝑡, 𝔦) are simulated as sx [(𝑡′, 𝔦′)] · sf [𝑞] —

observe that the ciphertext ict𝑡′,𝔦′ encodes only sx [(𝑡′, 𝔦′)] in the second slot,

which is multiplied by sf [𝑞] in the second slot of isk𝑞,

• all the labels ℓ 𝑡′ [(𝔦′, 𝑞)] with (𝑡′, 𝔦′) ≥ (𝑡, 𝔦) are generated honestly as the honest

algorithms do.

The hybrid transition is depicted as follows.

HYBRID (𝑡, 𝔦), (𝑡, 𝔦) : 1 , AND (𝑡, 𝔦) + 1

ctx,𝑇,𝑆: (𝑡′, 𝔦′) < (𝑡, 𝔦): ict𝑡′,𝔦′ ( 0 , sx [(𝑡′, 𝔦′)] , 0 )

ict𝑡 ,𝔦 ( u𝑡,𝔦 0 0 , 0 0 sx [(𝑡, 𝔦)] , 0 1 0 )

(𝑡′, 𝔦′) > (𝑡, 𝔦): ict𝑡′,𝔦′ ( u𝑡′,𝔦′ , 0 , 0 )

sk(𝑀, 𝜇): 𝑞 ∈ [𝑄]: isk𝑞( v𝑞 , sf [𝑞] , 0 ℓ 𝑡 [(𝔦, 𝑞)] 0 )

Moving from hybrid (𝑡, 𝔦) to its successor ((𝑡, 𝔦) + 1), the only difference is that the

labels ℓ 𝑡 [(𝔦, 𝑞)] (for all 𝑞 ∈ [𝑄]) are switched from being honestly generated ⟨u𝑡,𝔦, v𝑞⟩

to pseudorandom sx [(𝑡, 𝔦)] · sf [𝑞], as depicted above with values in the solid box (the

rest of the hybrid is identical to hybrid (𝑡, 𝔦)). The transition can be done via an
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intermediate hybrid (𝑡, 𝔦) : 1 with values in the dashed box. In this hybrid, all the

labels ℓ 𝑡 [(𝔦, 𝑞)] produced as the inner products of all v𝑞’s and u𝑡,𝔦 are temporarily

hardwired in the secret keys isk𝑞, using the third slot (which is zeroed out in all

the other u(𝑡′,𝔦′)≠(𝑡,𝔦) ’s). Furthermore, u𝑡,𝔦 is removed from ict𝑡,𝔦. As such, the random

scalar rx [(𝑡 − 1, 𝔦)] (formerly embedded in u𝑡,𝔦) no longer appears in the exponent

of 𝔾1, and ℓinit ← RevSamp(· · ·) can be performed using rx [(𝑡 − 1, 𝔦)], rf [𝑞], r𝑡−1 [(𝔦, 𝑞)]

in the exponent of 𝔾2. Therefore, we can invoke SXDH over 𝔾2 to switch the

randomizers r𝑡−1 [(𝔦, 𝑞)] = rx [(𝑡 − 1, 𝔦)] · rf [𝑞] to be truly random, and hence so are

the labels ℓ 𝑡 [(𝔦, 𝑞)] $← ℤ𝑝 (due to marginal randomness). By a similar argument, this

intermediate hybrid (𝑡, 𝔦) : 1 is also indistinguishable to ((𝑡, 𝔦) + 1), as the random

ℓ 𝑡 [(𝔦, 𝑞)] can be switched to sx [(𝑡, 𝔦)] · sf [𝑞] in hybrid ((𝑡, 𝔦) + 1), relying again on

SXDH and the function-hiding property of IPFE. This concludes our argument of

security in the simpler case where the ciphertext is queried first.

AKGS and 1-ABE for NL. Our construction of AKGS and 1-ABE essentially works for

NL without modification, because the computation of a non-deterministic logspace

Turing machine 𝑀 = (𝑄, 𝑞acc, 𝛿) on an input x can also be represented as a sequence

of matrix multiplications. We briefly describe how by pointing out the difference

from L. The transition function 𝛿 of an NTM does not instruct a unique transition, but

rather specifies a set of legitimate transitions. Following one internal configuration

(𝑖, 𝑗,W, 𝑞), there are potentially many legitimate successors:

(𝑖, 𝑗,W, 𝑞) ⇝
{
(𝑖 + Δ𝑖, 𝑗 + Δ 𝑗, overwrite(W, 𝑗, 𝑤′), 𝑞′)�� (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗) ∈ 𝛿(𝑞, x[𝑖],W[ 𝑗]) }.

The computation is accepting if and only if there exists a path with 𝑇 legitimate

transitions starting from (1, 1, 0𝑆, 1), going through (𝑖𝑡, 𝑗𝑡,W𝑡, 𝑞𝑡) for 𝑡 ∈ [𝑇], and

landing at 𝑞𝑇 = 𝑞acc.

Naturally, we modify the transition matrix as follows to reflect all legitimate

transitions. The only difference is that each transition block determined by 𝛿 may

map a state 𝑞 to multiple states 𝑞′, as highlighted in the solid box (see Equations (4.3,

4.4)):



46

M(x) [(𝑖, 𝑗,W, 𝑞), (𝑖′, 𝑗′,W′, 𝑞′)] = CanTransit[(𝑖, 𝑗,W), (𝑖′, 𝑗′,W′)]

·Mx[𝑖],W[ 𝑗],W′[ 𝑗],𝑖′−𝑖, 𝑗′− 𝑗 [𝑞, 𝑞′],

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 [𝑞, 𝑞′] =


1, if (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗) ∈ 𝛿(𝑞, 𝑥, 𝑤′);

0, otherwise.

Let’s observe the effect of right-multiplying M(x) to an 𝜾T
𝔦,𝑞
indicating configuration

(𝔦, 𝑞). The product 𝜾T
𝔦,𝑞

M(x) is a vector c1 such that c1 [(𝔦′, 𝑞′)] = 1 if and only if (𝔦′, 𝑞′) is

a legitimate next configuration. Multiplying M(x) one more time, 𝜾T
𝔦,𝑞

(
M(x)

)2 gives c2

where c2 [(𝔦′, 𝑞′)] is the number of length-2 paths of legitimate transitions from (𝔦, 𝑞)

to (𝔦′, 𝑞′). Inductively, 𝜾T
𝔦,𝑞

(
M(x)

) 𝑡 yields c𝑡 that counts the number of length-𝑡 paths

from (𝔦, 𝑞) to any other internal configuration (𝔦′, 𝑞′). Therefore, we can arithmetize

the computation of 𝑀 on x as

𝑀 |𝑁,𝑇,𝑆 (x) = 𝜾T(1,1,0,1)
(
M(x)

)𝑇t for t = 1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ 𝜾𝑞acc . (4.5)

Right-multiplying t at the end sums up the number of paths to (𝔦, 𝑞acc) for all 𝔦 in c𝑇

(i.e., accepting paths).

If the computation is not accepting — there is no path to any (𝔦, 𝑞acc) — the final

sum would be 0 as desired. If the computation is accepting — there is a path to some

(𝔦, 𝑞acc) — then the sum should be non-zero (up to the following technicality). Now

that we have represented NL computation as matrix multiplication, we immediately

obtain AKGS and 1-ABE for NL using the same constructions for L.

A TECHNICALITY IN THE CORRECTNESS FOR NL. The correctness of our scheme

relies on the fact that when the computation is accepting, the matrix multiplication

formula (Equation (4.5)) counts correctly the total number of length-𝑇 accepting paths.

However, a subtle issue is that in our 1-ABE, the matrix multiplications are carried out

over ℤ𝑝, where 𝑝 is the order of pairing groups. This means that if the total number of

accepting paths happens to be a multiple of 𝑝, the sequence of matrix multiplications

modulo 𝑝 carried out in 1-ABE would return 0, while the correct output should be

non-zero. This technicality can be circumvented if 𝑝 is entropic (with ω(log𝜆) bits

of min-entropy) and the computation (𝑀, x, 𝑇, 𝑆) is independent of 𝑝. In that case,
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the probability that the number of accepting paths is a multiple of 𝑝 is negligible. If

the 1-ABE is based on pairing groups of entropic order, we have statistical correctness

for computations (𝑀, x, 𝑇, 𝑆) chosen statically ahead of time (independent of 𝑝). We

believe such static correctness is sufficient for most applications where correctness

is meant for non-adversarial behaviors. However, if the computation (𝑀, x, 𝑇, 𝑆)

is chosen adaptively to make the number of accepting paths a multiple of 𝑝, then

an accepting computation will be mistakenly rejected. We stress that security is

unaffected since if an adversary chooses 𝑀 and (x, 𝑇, 𝑆) as such, it only learns less

information.

The Special Cases of DFA and NFA. DFA and NFA are special cases of L and NL,

respectively, as they can be represented as Turing machines with a working tape of

size 𝑆 = 1 that always runs in time 𝑇 = 𝑁, and the transition function 𝛿 always moves

the input tape pointer to the right. Therefore, the internal configuration of a finite

automaton contains only the state 𝑞, and the transition matrix M(𝑥) is determined

by 𝛿 and the current input bit 𝑥 under scan. Different from the case of L and NL,

here the transition matrix no longer keeps track of the input tape pointer since its

movement is fixed — the 𝑖th step uses the transition matrix M(x[𝑖]) depending only

on x[𝑖]. Thus, the computation can be represented as follows:

𝑀 (x) = 𝜾T1

𝑁∏
𝑖=1

M(x[𝑖]) · 𝜾𝑞acc = 𝜾T1

𝑁∏
𝑖=1

(
M0(1 − x[𝑖]) +M1x[𝑖]

)
· 𝜾𝑞acc ,

where M𝑏 [𝑞, 𝑞′] = 1{𝑞′ = 𝛿(𝑞, 𝑏)} (for DFA) or M𝑏 [𝑞, 𝑞′] = 1{𝑞′ ∈ 𝛿(𝑞, 𝑏)} (for NFA). Our

construction of AKGS directly applies:

ℓinit = 𝐿init(x) = 𝜾T1r0,

for 𝑖 ∈ [𝑁], ℓ 𝑖 =
(
𝐿𝑖,𝑞(x)

)
𝑞∈[𝑄] = −r𝑖−1 + M(x[𝑖]) r𝑖, (r𝑖−1, r𝑖 $← ℤ

𝑄
𝑝 )

ℓ𝑁+1 =
(
𝐿𝑁+1,𝑞(x)

)
𝑞∈[𝑄] = −r𝑁 + 𝜇 · 𝜾𝑞acc .

When using pseudorandomness r𝑖 [𝑞] = rx [𝑖] · rf [𝑞], the labels ℓ 𝑖 [𝑞] can be computed

as ⟨u𝑖, v𝑞⟩ with

v𝑞 = ( −rf [𝑞] , (M0rf) [𝑞] , (M1rf) [𝑞] , 0 ),

u𝑖 = ( rx [𝑖 − 1] , (1 − x[𝑖]) · rx [𝑖] , x[𝑖] · rx [𝑖] , 0 ).
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Applying our 1-ABE construction with respect to such “decomposition” gives compact

1-ABE for DFA and NFA with secret keys of size O(𝑄) and ciphertexts of size O(𝑁).

Discussion. Previously, there have been constructions of ABE for DFA based

on pairing [Wat12,Att14,Att16,AC17,GWW19,AMY19b] and ABE for NFA based on

LWE [AMY19a]. However, no previous scheme achieves adaptive security unless based

on 𝑞-type assumptions [Att14,Att16]. The work of [BL15] constructed ABE for DFA, and

that of [AFS19] for random-access machines, both based on LWE, but they only support

inputs of bounded length, giving up the important advantage of uniform computation

of handling unbounded-length inputs. There are also constructions of ABE (and even

the stronger generalization, functional encryption) for Turing machines [GKP+13b,

AS16,AM18,KNTY19] based on strong primitives such as multilinear maps, extractable

witness encryption, and indistinguishability obfuscation. However, these primitives

are non-standard and currently not well-understood.

In terms of techniques, this chapter is most related to previous pairing-based

ABE for DFA, in particular, the recent construction based on 𝑘-Lin [GWW19]. These

ABE schemes for DFA use a linear secret sharing scheme for DFA first proposed

in [Wat12], and combining the secret key and the ciphertext produces a secret

sharing in the exponent, which reveals the secret if and only if the DFA computation

is accepting. Proving (even selective) security is complicated. Roughly speaking,

the work of [GWW19] relies on an entropy propagation technique to trace the DFA

computation and propagate a few random masks “down” the computation path, with

which they can argue that secret information related to the states that are backward

reachable from the final accepting states is hidden. The technique is implemented

using “nested two-slot” dual system encryption [CGKW18a,HKS15,LW10,LW11,OT12,

Wat09] combined with a combinatorial mechanism for propagation.

Our AKGS is a generalization of Waters’ secret sharing scheme to L and NL, and the

optimized version for DFA is identical to Waters’ secret sharing scheme. Furthermore,

our 1-ABE scheme from AKGS and IPFE is more modular. In particular, our proof

(similar to our 1-ABE for non-uniform computation) does not reason about or trace the

computation, and simply relies on the structure of AKGS. Using IPFE enables us to
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design sophisticated sequences of hybrids without getting lost in the algebra, as IPFE

helps separating the logic of changes in different hybrids from how to implement the

changes. For instance, we can easily manage multiple slots in the vectors encoded in

IPFE for holding temporary values and generating pseudorandomness.

The concurrent work of [GW20a] achieves adaptively secure ABE for DFA using

the partial selectivization techniques. See Section 4.7 for more discussion on this.

4.3 Preliminaries

Table 4.1 explains select single-letter symbols used in this chapter.

Indexing. Throughout this chapter, we use I, 𝔰 to denote finite sets of indices from

some (contextually specified) index universe.

For ease of exposition, we extensively use non-integer indices for vectors. Let

𝑆 be any set, we write 𝑆I for the set of vectors whose entries are in 𝑆 and indexed

by I, i.e., 𝑆I = { (v[𝑖])𝑖∈I | v[𝑖] ∈ 𝑆 }. For example, ℤ[𝑛]𝑝 is just ℤ𝑛𝑝. Suppose 𝔰1, 𝔰2 are

two index sets with 𝔰1 ⊆ 𝔰2, for any vector v ∈ ℤ𝔰2
𝑝 , we denote by v|𝔰1 its canonical

projection onto ℤ
𝔰1
𝑝 , i.e., v|𝔰1 ∈ ℤ

𝔰1
𝑝 and v|𝔰1 [𝑖] = v[𝑖] for all 𝑖 ∈ 𝔰1.

Similarly, non-integer indices can be used for matrices. Let 𝑆 be a set and I1, I2 two

index sets, we write 𝑆I1×I2 for the set of matrices whose entries are in 𝑆 and indexed

by I1 in the row and I2 in the column. Matrix multiplication and multiplication

between matrices and vectors take their natural meaning so that the inner (common)

index set is summed over. For example, a matrix in ℤ
I1×I2
𝑝 can multiply a vector in

ℤ
I2
𝑝 to the left yielding a vector in ℤ

I1
𝑝 , and it can also multiply any matrix in ℤ

I2×I3
𝑝 to

the left yielding a matrix in ℤ
I1×I3
𝑝 .

To make transposition of vectors meaningful, we equate 𝑆I with 𝑆I×{0} and 𝑆

with 𝑆{0} (here, {0} is just any singleton set). For example, suppose u ∈ ℤI1
𝑝 , v ∈ ℤI2

𝑝 ,

M ∈ ℤI1×I2
𝑝 , then u, v are also matrices of shape I1 × {0}, I2 × {0}, respectively. The

expression uTMv is a chained multiplication of matrices of shapes {0} × I1, I1 × I2,

I2 × {0}, so its value is a matrix in ℤ
{0}×{0}
𝑝 , which is just an element of ℤ𝑝, the same

as in the case where u, v,M are vectors and matrices indexed by integers.
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Table 4.1. Select single-letter symbols in this chapter.

symbol meaning

𝑏 challenge bit

𝑓 , x,M function, input, ABP matrix

𝛼,𝛽,𝛾 linear coefficient, constant, evaluation result

𝐿, L, ℓ , 𝑚, 𝑗 label function, coefficients, label, count, index

𝑀,𝑄, 𝛿 machine, state count, transition function

𝑁,𝑇, 𝑆 input length, time bound, space bound

𝑡, 𝑖 time step, input tape pointer

𝑗,W working tape pointer, working tape content

M𝜏,M0,M1 transition matrices

s, r MDDH𝑘 randomness, garbling randomness (ABE for ABP)

𝑄, 𝑞 query count, query index (ABE for ABP)

r,R / s, S garbling/simulation randomness (both MDDH𝑘; ABE for NL)

Φ,𝜑 query count, query index (ABE for NL)
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The notation of 0 is extended to arbitrary index sets. We write 1I (when clear in

context, I can be omitted) for the vector whose entries are indexed by I and are all 1.

The Kronecker product uses the Cartesian product of the index sets. Let v1 ∈ ℤ𝔰1
𝑝

and v2 ∈ ℤ𝔰2
𝑝 be two vectors, v = v1 ⊗ v2 is a vector in ℤ

𝔰1×𝔰2
𝑝 (not a matrix) with entries

defined by v[(𝑠1, 𝑠2)] = v1 [𝑠1]v2 [𝑠2]. For two matrices M1 ∈ ℤ
I1×I′1
𝑝 and M2 ∈ ℤ

I2×I′2
𝑝 ,

their Kronecker product M = M1 ⊗M2 is a matrix in ℤ
(I1×I2)×(I′1×I

′
2)

𝑝 with entries defined

by M[(𝑖1, 𝑖2), ( 𝑗1, 𝑗2)] = M1 [𝑖1, 𝑗1]M2 [𝑖2, 𝑗2].

Partial Application. Partially applying a function yields another function with fewer

parameters, and specifying part of the indices of a vector/matrix yields another

vector/matrix with fewer indices. We use the usual syntax for evaluating a function

or indexing into a vector/matrix, except that unspecified variables are represented

by “ ”. For example, let M ∈ ℤ(𝐴×𝐵)×(𝐶×𝐷)𝑝 , 𝑎 ∈ 𝐴, 𝑑 ∈ 𝐷, then M[(𝑎, ), ( , 𝑑)] is the

matrix N ∈ ℤ𝐵×𝐶
𝑝 such that N[𝑏, 𝑐] = M[(𝑎, 𝑏), (𝑐, 𝑑)] for all 𝑏 ∈ 𝐵, 𝑐 ∈ 𝐶.

Coefficient Vector. An affine function 𝑓 : ℤI
𝑝 → ℤ𝑝 is conveniently associated with its

coefficient vector f ∈ ℤ𝔰
𝑝 (the same letter in boldface) for 𝔰 = {const} ∪ { coef𝑖 | 𝑖 ∈ I }

such that

𝑓 (x) = f [const] +
∑︁
𝑖∈I

f [coef𝑖]x[𝑖].

4.3.1 Computation Models

In this chapter, we consider arithmetic computations, i.e., functions with domain ℤI
𝑝

for some prime 𝑝 and index set I and with codomain ℤ𝑝. For them to work with ABE,

we first associate Boolean-output functions (predicates) with them. There are two

natural ways of associating arithmetic functions with predicates — whether or not the

output is zero and whether or not the output is non-zero.

Definition 4.1 (zero-test predicates). Let 𝑓 : ℤI
𝑝 → ℤ𝑝. Define

𝑓≠0(x) =


0, if 𝑓 (x) = 0;

1, if 𝑓 (x) ≠ 0;
𝑓=0(x) = ¬𝑓≠0(x) for x ∈ ℤI

𝑝 .
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Arithmetic Branching Programs.17 ABP is a computation model introduced in [Nis91]

and later studied in [IK97,BG99,IK00,IK02,IW14]. We focus on the variant over ℤ𝑝.

Definition 4.2 (ABP). An arithmetic branching program over ℤI
𝑝 is a weighted directed

acyclic graph (𝑉, 𝐸, 𝑤, 𝑠, 𝑡) with two distinguished vertices, where 𝑉 is the set of

vertices, 𝐸 is the set of edges, 𝑤 : 𝐸 → (ℤI
𝑝 → ℤ𝑝) specifies an affine weight function

for each edge, and 𝑠, 𝑡 ∈ 𝑉 are the distinguished vertices. The in-degree of 𝑠 and the

out-degree of 𝑡 are 0. Such a program computes a function 𝑓 : ℤI
𝑝 → ℤ𝑝 defined by

𝑓 (x) =
∑︁
𝑠-𝑡 path
𝑒1 ···𝑒𝑖

𝑖∏
𝑗=1
𝑤(𝑒𝑗) (x).

The size of the ABP is |𝑉 |, the number of vertices. The class of all ABP is

ABP =
{
𝑓
�� 𝑓 is an ABP over ℤI

𝑝 for some prime 𝑝 and index set I
}
.

When there is no ambiguity, we use 𝑓 to represent both the ABP and the function it

computes, and ABP both the class of all ABP and the class of all functions computed

by some ABP.

ABP AS RESTRICTED MULTIPLICATION. Alternatively, one can think of an ABP

as a straight-line program with addition and restricted multiplication, where one

multiplicand must be affine in the input. Let 𝑓 = (𝑉, 𝐸, 𝑤, 𝑠, 𝑡) be some ABP of size 𝑚

and 𝑠 = 𝑣0, 𝑣1, . . . , 𝑣𝑚−1 = 𝑡 the vertices sorted topologically. The function 𝑓 (x) can be

computed by the following recurrence:

𝑦0 = 1, 𝑦𝑗 =
∑︁

(𝑣𝑖,𝑣𝑗 )∈𝐸
𝑤(𝑣𝑖, 𝑣𝑗) (x) · 𝑦𝑖, 𝑓 (x) = 𝑦𝑚−1.

Note that in the recurrence relation, we have 𝑖 < 𝑗 by the sorting.

ABP AS DETERMINANT. It is known [IK97,IK02] that one can compute an ABP by

computing the determinant of a special matrix.

17It is also known as algebraic branching programs or mod-𝑝 counting branching programs, though

the precise definitions vary.
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Lemma 4.1 (Lemma 1 in [IK02]). Let 𝑓 = (𝑉, 𝐸, 𝑤, 𝑠, 𝑡) be an ABP (Definition 4.2) of

size 𝑚 and 𝑠 = 𝑣0, 𝑣1, . . . , 𝑣𝑚−1 = 𝑡 sorted topologically. Let M be the (𝑚 − 1) × (𝑚 − 1)

matrix whose entries are

M[𝑖 + 1, 𝑗] =



0, if 𝑖 > 𝑗;

−1, if 𝑖 = 𝑗;

0, if 𝑖 < 𝑗 and (𝑣𝑖, 𝑣𝑗) ∉ 𝐸;

𝑤(𝑣𝑖, 𝑣𝑗) (x), if 𝑖 < 𝑗 and (𝑣𝑖, 𝑣𝑗) ∈ 𝐸.

The entries of M are affine in x and 𝑓 (x) = det M.

Turing Machines. The other computation model we consider in this chapter is Turing

machines with a read-only input tape and a read-write working tape. This type

of Turing machine is used to define space-bounded complexity classes of decision

problems, and in this chapter, we construct an ABE scheme for uniform logspace

predicates. One tricky issue with handling Turing machines is that the time/space

complexities of a Turing machine are non-computable. However, our ABE construction

can only handle computation with polynomial time complexity and logarithmic space

complexity. Below we define time/space bounded computation of a Turing machine.

Correspondingly, in our ABE scheme, the attribute specifies, in addition to an input

to the Turing machine, upper bounds on the concrete time complexity 𝑇 and space

complexity 𝑆, and decryption succeeds if and only if the machine accepts the input

within this time/space bound. We also confine ourselves to the binary alphabet. The

definition below captures these features explicitly.

Definition 4.3 (Turing machine, time/space bounded computation). A (deterministic)

Turing machine (over {0, 1}) is a triplet 𝑀 = (𝑄, yacc, 𝛿), where 𝑄 ≥ 1 is the number of

states (the set of states is [𝑄] and the initial state is 1), yacc ∈ {0, 1}𝑄 indicates whether

each state is accepting, and

𝛿 : [𝑄] × {0, 1} × {0, 1} → [𝑄] × {0, 1} × {0,±1} × {0,±1}, (𝑞, 𝑥, 𝑤) ↦→ (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗)

is the state transition function, which, given the current state 𝑞, the symbol 𝑥 on the

input tape under scan, and the symbol 𝑤 on the working tape under scan, specifies



54

the new state 𝑞′, the symbol 𝑤′ overwriting 𝑤, the direction Δ𝑖 to which the input tape

pointer moves, and the direction Δ 𝑗 to which the working tape pointer moves. The

machine must hang (instead of halting) once it reaches an accepting state, i.e., for all

𝑞 ∈ [𝑄] such that yacc [𝑞] = 1 and all 𝑥, 𝑤 ∈ {0, 1}, it holds that 𝛿(𝑞, 𝑥, 𝑤) = (𝑞, 𝑤, 0, 0).

For input length 𝑁 ≥ 1 and space complexity bound 𝑆 ≥ 1, the set of internal

configurations of 𝑀 is C𝑀,𝑁,𝑆 = [𝑁] × [𝑆] × {0, 1}𝑆 × [𝑄], where (𝑖, 𝑗,W, 𝑞) ∈ C𝑀,𝑁,𝑆
specifies the input tape pointer 𝑖 ∈ [𝑁], the working tape pointer 𝑗 ∈ [𝑆], the content

of the working tape W ∈ {0, 1}𝑆 and the machine state 𝑞 ∈ [𝑄].

For bit-string x ∈ {0, 1}𝑁 (with 𝑁 ≥ 1) and time/space complexity bounds 𝑇, 𝑆 ≥ 1,

the machine 𝑀 accepts x within time 𝑇 and space 𝑆 if there exists a sequence of internal

configurations (a computation path of 𝑇 steps) 𝑐0, . . . , 𝑐𝑇 ∈ C𝑀,𝑁,𝑆 with 𝑐𝑡 = (𝑖𝑡, 𝑗𝑡,W𝑡, 𝑞𝑡)

such that

𝑖0 = 1, 𝑗0 = 1, W0 = 0𝑆, 𝑞0 = 1 (initial configuration);

(for 0 ≤ 𝑡 < 𝑇)

𝛿(𝑞𝑡, x[𝑖𝑡],W𝑡 [ 𝑗𝑡])

W𝑡+1 [ 𝑗]

= (𝑞𝑡+1,W𝑡+1 [ 𝑗𝑡], 𝑖𝑡+1 − 𝑖𝑡, 𝑗𝑡+1 − 𝑗𝑡),

= W𝑡 [ 𝑗] for all 𝑗 ≠ 𝑗𝑡 (valid transitions);

yacc [𝑞𝑇 ] = 1 (accepting).

Denote by 𝑀 |𝑁,𝑇,𝑆 the function {0, 1}𝑁 → {0, 1} mapping x to whether 𝑀 accepts x

in time 𝑇 and space 𝑆. Define TM = {𝑀 | 𝑀 is a Turing machine } to be the set of all

Turing machines.

Remarks. The above definition disallows moving off the input/working tape. For

example, if 𝛿 specifies moving the input tape pointer to the left when it is already at

the leftmost position, there is no valid next internal configuration.

We can avoid the problem of moving off the input tape by encoding the input

string 𝑎𝑏 · · · 𝑐𝑑 as 1𝑎0𝑏0 · · · 0𝑐0𝑑1. Here, the 1’s at the ends indicate moving to one

direction (the last direction to which the input tape pointer moved, or left initially)

should be avoided, and the interleaving 0’s indicate that both directions are allowed.

The machine uses two additional bits in its state to remember

• whether it is reading an indicator bit or an input bit (initially “indicator”), and
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• to which direction the input tape pointer last moved (initially “left”).

The machine can maintain those bits and avoid moving off the input tape accordingly.

We can also eliminate the problem of moving off the working tape to the left by

encoding 𝑎𝑏 · · · 𝑐𝑑 on the working tape as 1𝑎0𝑏0 · · · 0𝑐0𝑑000 · · ·, where the leading 1

indicates moving to the left should be avoided, and the interleaving 0’s indicate both

directions are allowed. The machine uses one additional bit in its state and avoids

moving off the working tape to the left accordingly.

The problem of moving off the working tape to the right is undetectable by the

machine, and this is intended. When the space bound is violated, the input is silently

rejected.

Relations Among Computation Models. A Boolean (resp. arithmetic) formula can be

converted to a Boolean (resp. arithmetic) branching program in linear time, and a

Boolean branching program (BP) can be trivially converted into an ABP. Therefore,

ABP is a model that generalizes all the three without degrade in efficiency. Moreover,

if a non-deterministic BP is unambiguous (i.e., there is at most one accepting path), it

can be trivially converted to an ABP; otherwise, it can be approximated by an ABP

of the same size with random weights. Lastly, a family of polynomial-size ABP can

decide languages in NL/poly [BG99]. However, this does not mean that ABE for ABP

trivially implies ABE for NL. In the former, each secret key is associated with a specific

ABP instance hence only works for a specific input length, whereas in the latter, each

secret key is associated with a Turing machine and can work for any input length.

4.3.2 Pairing

We choose to present the more complex schemes using the (symmetric external)

decisional Diffie–Hellman assumption.

Assumption 4.1 (DDH, SXDH). Let GroupGen be a group sampler (Definition 2.4), the

DDH assumption over 𝔾 is

{(1𝜆, gp, ⟦𝑎, 𝑏, 𝑎𝑏⟧)}𝜆∈ℕ ≈ {(1𝜆, gp, ⟦𝑎, 𝑏, 𝑐⟧)}𝜆∈ℕ,
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where (𝑝, . . . ) = gp $← GroupGen(1𝜆) and 𝑎, 𝑏, 𝑐 $← ℤ𝑝. For a pairing group sampler,

DDH over 𝔾𝑖 is similarly defined for 𝑖 ∈ {1, 2,T} (the distribution contains gp of the

pairing), and the SXDH assumption over the pairing group stipulates that DDH holds

over 𝔾1 and 𝔾2 separately.

Remarks. Assumption 4.1 is DDH with respect to the generator chosen by GroupGen,

whereas MDDH1 (Assumption 2.1) is DDH with respect to a random generator. The

latter is implied by the former [EHK+13], and the work of [BMZ19] separates the two

in the generic group model. In fact, the constructions in this chapter are black-box

in the group, so they might as well be instantiated with a modified GroupGen that

randomizes the generator. Abandoning the minute technical difference between DDH

and MDDH1 helps focusing on the high-level ideas.

4.3.3 Function-Hiding Slotted IPFE

In this chapter, we rely on a hybrid variant between secret-key and public-key inner-

product functional encryption (IPFE) schemes, called slotted IPFE [LV16,Lin17]. Here,

the index set 𝔰 of vectors is partitioned into two subsets, 𝔰pub and 𝔰priv, referred to

as the public/private slot, respectively. Like in a secret-key IPFE, using the master

secret key, one can generate ciphertexts and keys encoding any vectors. In addition,

similar to a public-key IPFE, using the master public key, one can generate ciphertexts,

however, only for vectors 𝔰 with values set to zero in the private slot (i.e., u|𝔰priv = 0).

In other words, master public key allows for encrypting into the public slot only.

As we shall see later, pairing-based slotted IPFE allows us to employ techniques

akin to dual system encryption [Wat09,LW10,Att16].

Definition 4.4 (slotted IPFE). Let GroupGen be a pairing group sampler (Definition 2.5).

A slotted inner-product functional encryption scheme based on GroupGen consists of five

efficient algorithms.

• Setup(1𝜆, gp, 𝔰pub, 𝔰priv) takes as input gp (from GroupGen(1𝜆)) and two disjoint

index sets (the public slot 𝔰pub and the private slot 𝔰priv). It outputs a pair of

master public/secret keys (impk, imsk). The overall index set is 𝔰 = 𝔰pub ∪ 𝔰priv.

Let the group order be 𝑝.
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• KeyGen(1𝜆, imsk, ⟦v⟧2) takes as input imsk (secret) and a vector v ∈ ℤ𝔰
𝑝 encoded

in 𝔾2. It outputs a secret key isk for v.

• Enc(1𝜆, imsk, ⟦u⟧1) takes as input imsk (secret) and a vector u ∈ ℤ𝔰
𝑝 encoded in 𝔾1.

It outputs a ciphertext ict of u.

• Dec(1𝜆, isk, ict) takes as input isk and ict. It is supposed to compute ⟦⟨u, v⟩⟧T.

• SlotEnc(1𝜆, impk, ⟦u⟧1) takes as input impk (public) and a vector u ∈ ℤ𝔰pub
𝑝 encoded

in 𝔾1. It outputs a ciphertext ict of u.

The scheme must be decryption-correct, i.e., for all 𝜆 ∈ ℕ, gp in the support of the

output of GroupGen(1𝜆), disjoint 𝔰pub, 𝔰priv, and u, v ∈ ℤ𝔰
𝑝,

Pr


(impk, imsk) $← Setup(1𝜆, gp, 𝔰pub, 𝔰priv)

isk $← KeyGen(1𝜆, imsk, ⟦v⟧2)

ict $← Enc(1𝜆, imsk, ⟦u⟧1)

: Dec(1𝜆, isk, ict) = ⟦⟨u, v⟩⟧T


= 1.

The scheme must be slot-mode-correct, i.e., for all 𝜆 ∈ ℕ, gp in the support of the

output of GroupGen(1𝜆), disjoint 𝔰pub, 𝔰priv, and u ∈ ℤ𝔰pub
𝑝 , let

u′ ∈ ℤ𝔰
𝑝, u′[𝑠] =


u[𝑠], if 𝑠 ∈ 𝔰pub;

0, if 𝑠 ∈ 𝔰priv;

then the following distributions are identical:
(impk, imsk) $← Setup(1𝜆, gp, 𝔰pub, 𝔰priv)

ict $← SlotEnc(1𝜆, impk, ⟦u⟧1)
: (impk, imsk, ict)

 ,
(impk, imsk) $← Setup(1𝜆, gp, 𝔰pub, 𝔰priv)

ict $← Enc(1𝜆, imsk, ⟦u′⟧1)
: (impk, imsk, ict)

 .
Slotted IPFE generalizes both secret-key and public-key IPFE. A secret-key IPFE can

be obtained by setting 𝔰pub = ∅, 𝔰priv = 𝔰; a public-key IPFE, 𝔰pub = 𝔰, 𝔰priv = ∅. If we

drop Enc and rename SlotEnc to Enc in a public-key IPFE, it formally is a pairing-based

PHFE per Definition 2.1.
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Security. We consider (adaptive) function-hiding property.

Definition 4.5 (function-hiding slotted IPFE). A slotted IPFE scheme (Definition 4.4)

is function-hiding if Exp0
FH ≈ Exp

1
FH, where Exp

𝑏
FH(1

𝜆,A) proceeds as follows.

• Setup. Run gp $← GroupGen(1𝜆), then run A(1𝜆, gp) and receive two disjoint

index sets 𝔰pub, 𝔰priv from it. Run (impk, imsk) $← Setup(1𝜆, gp, 𝔰pub, 𝔰priv) and send

impk to A. Let 𝔰 = 𝔰pub ∪ 𝔰priv.

• Challenge. Repeat the following for arbitrarily many rounds determined by A.

In each round, A has two options.

– A can submit ⟦v0
𝑗
⟧2, ⟦v1

𝑗
⟧2 for a secret key, where v0

𝑗
, v1
𝑗
∈ ℤ𝔰

𝑝. Upon this

challenge, run isk𝑗
$← KeyGen(1𝜆, imsk, ⟦v𝑏

𝑗
⟧2) and send isk𝑗 to A.

– A can submit ⟦u0
𝑖
⟧1, ⟦u1

𝑖
⟧1 for a ciphertext, where u0

𝑖
,u1

𝑖
∈ ℤ𝔰

𝑝. Upon this

challenge, run ict𝑖
$← Enc(1𝜆, imsk, ⟦u𝑏

𝑖
⟧1) and send ict𝑖 to A.

• Guess. A outputs a bit 𝑏′. The outcome of the experiment is 𝑏′ if v0
𝑗

��
𝔰pub

= v1
𝑗

��
𝔰pub

for all 𝑗 and ⟨u0
𝑖
, v0
𝑗
⟩ = ⟨u1

𝑖
, v1
𝑗
⟩ for all 𝑖, 𝑗. Otherwise, the outcome is set to 0.

Lemma 4.2 ([ALS16,Wee17,LV16,Lin17]). Let GroupGen be a pairing group sampler

(Definition 2.5) and 𝑘 ≥ 1 an integer constant. If MDDH𝑘 (Assumption 2.1) holds in both 𝔾1

and 𝔾2, then there exists a function-hiding slotted IPFE scheme (Definitions 4.4 and 4.5)

based on GroupGen.

See Section 4.7 for further discussion of Lemma 4.2.

4.3.4 1-ABE

At the core of our adaptively secure ABE is a construction for the simpler case of 1-key

1-ciphertext secure secret-key ABE — termed 1-ABE. For technical reasons, it is more

convenient to put the message into the key.18 It captures our key ideas for achieving

adaptive security using arithmetic key garbling (Definition 4.7) and function-hiding

IPFE (Definitions 4.4 and 4.5) while keeping the ciphertext compact.

18Jumping ahead, we will fully embrace the idea of putting the message and the function together in

Chapter 5.
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Definition 4.6 (1-ABE). Let GroupGen be a pairing group sampler (Definition 2.5).

A (secret-key) 1-ABE scheme based on GroupGen is an ABE (Definition 2.3) with the

following modifications.

• Setup outputs msk without mpk.

• KeyGen additionally takes a message 𝜇 ∈ ℤ𝑝 as input.

• Enc uses msk in place of mpk, and does not take a message as input.

• Dec recovers ⟦𝜇⟧T if decryption is authorized.

Such a scheme is 1-key 1-ciphertext secure (or simply secure) if Exp0
1-ABE ≈ Exp

1
1-ABE, where

Exp𝑏1-ABE is Exp
𝑏
PHFE (Definition 2.2) with the following modifications.

• In Setup, A does not receive mpk (it still receives gp prior to choosing param).

• In Query I/II, when A submits a query 𝑓 , sample random pads 𝜇0, 𝜇1 $← ℤ𝑝, run

sk $← KeyGen(1𝜆,msk, 𝑓 , 𝜇0), and send (sk, 𝜇𝑏) to A.

• In Challenge, A submits a challenge 𝑥 without 𝜇. Upon the challenge, run

ct $← Enc(1𝜆,msk, 𝑥), and send ct to A.

• In Guess, A outputs a bit 𝑏′. The outcome of the experiment is 𝑏′ if A makes

only one key query for some 𝑓 and 𝑃𝜆,gp,param( 𝑓 , 𝑥) = 0. Otherwise, the outcome

is set to 0.

4.4 Arithmetic Key Garbling Scheme

Arithmetic key garbling scheme (AKGS) is an information-theoretic primitive refined

from randomized encodings [AIK11] and partial garbling schemes [IW14]. It is the

information-theoretic core in our construction of 1-ABE (Definition 4.6). Given a

function 𝑓 : ℤI
𝑝 → ℤ𝑝 and two secrets 𝛼,𝛽 ∈ ℤ𝑝, an AKGS produces label functions

𝐿1, . . . , 𝐿𝑚 : ℤI
𝑝 → ℤ𝑝 that are affine in x. For any x, one can compute (𝛼𝑓 (x) + 𝛽)

from 𝐿1(x), . . . , 𝐿𝑚(x) together with 𝑓 and x, while all other information about 𝛼,𝛽

are hidden.
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Definition 4.7 (AKGS, adopted from Definition 1 in [IW14]). An arithmetic key garbling

scheme for a function class F = {𝑓 }, where each 𝑓 : ℤI
𝑝 → ℤ𝑝 for some 𝑝, I specified

by 𝑓 , consists of two efficient algorithms.

• Garble( 𝑓 ,𝛼,𝛽) takes as input 𝑓 : ℤI
𝑝 → ℤ𝑝 ∈ F and 𝛼,𝛽 ∈ ℤ𝑝. It is randomized

and outputs 𝑚 affine functions 𝐿1, . . . , 𝐿𝑚 : ℤI
𝑝 → ℤ𝑝 (called the label functions,

specifying how an input is encoded into labels). Pragmatically, it outputs the

coefficient vectors L1, . . . , L𝑚.

• Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) takes as input 𝑓 : ℤI
𝑝 → ℤ𝑝 ∈ F , x ∈ ℤI

𝑝 , and ℓ1, . . . , ℓ𝑚 ∈ ℤ𝑝.

It is deterministic and outputs a value in ℤ𝑝. The input ℓ1, . . . , ℓ𝑚 are called the

labels, which are supposed to be the values of the label functions at x.

The scheme must be correct, i.e., for all 𝑓 : ℤI
𝑝 → ℤ𝑝 ∈ F , 𝛼,𝛽 ∈ ℤ𝑝, x ∈ ℤI

𝑝 ,

Pr


(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗 ← 𝐿𝑗 (x) for all 𝑗 ∈ [𝑚]
: Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) = 𝛼𝑓 (x) + 𝛽

 = 1.

The scheme must also have deterministic shape, i.e., 𝑚 is determined solely by 𝑓 ,

independent of 𝛼,𝛽 and the randomness in Garble. The number of label functions,

𝑚, is called the garbling size of 𝑓 under this scheme.

Definition 4.8 (linear AKGS). An AKGS (Definition 4.7) is linear if the following

conditions hold.

• Garble( 𝑓 ,𝛼,𝛽) uses a uniformly random vector r $← ℤ𝑚
′

𝑝 as its randomness, where

𝑚′ is determined solely by 𝑓 , independent of 𝛼,𝛽.

• The coefficient vectors L1, . . . , L𝑚 produced by Garble( 𝑓 ,𝛼,𝛽; r) are linear in

(𝛼,𝛽, r).

• Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) is linear in (ℓ1, . . . , ℓ𝑚).

In this dissertation, AKGS always refers to linear AKGS.



61

4.4.1 Security Notions

The basic security notion of AKGS requires the existence of an efficient simulator

that draws a sample from the real labels’ distribution given 𝑓 , x, and (𝛼𝑓 (x) + 𝛽). We

emphasize, as it is the same case in [IW14], that AKGS does not hide x and hides all

other information about 𝛼,𝛽 except the value (𝛼𝑓 (x) + 𝛽).

Definition 4.9 ((usual) simulation security, Definition 1 in [IW14]). An AKGS

(Definition 4.7) is secure if there exists an efficient algorithm Sim such that for all

𝑓 : ℤI
𝑝 → ℤ𝑝 ∈ F , 𝛼,𝛽 ∈ ℤ𝑝, x ∈ ℤI

𝑝 , the following distributions are identical:


(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗 ← 𝐿𝑗 (x) for all 𝑗 ∈ [𝑚]
: (ℓ1, . . . , ℓ𝑚)

,{
(ℓ1, . . . , ℓ𝑚) $← Sim( 𝑓 , x,𝛼𝑓 (x) + 𝛽) : (ℓ1, . . . , ℓ𝑚)

}
.

As discussed in Section 4.2.1, the usual simulation security suffices for selective (or

semi-adaptive) security. To achieve adaptive security, we need the following stronger

property.

Definition 4.10 (piecewise security). An AKGS (Definition 4.7) is piecewise secure if the

following conditions hold.

• The first label is reversely sampleable from the other labels together with 𝑓 and x.

The sampling must be perfect even given all the other label functions. Formally,

there exists an efficient algorithm RevSamp such that for all 𝑓 : ℤI
𝑝 → ℤ𝑝 ∈ F ,

𝛼,𝛽 ∈ ℤ𝑝, x ∈ ℤI
𝑝 , the following distributions are identical:

(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ1 ← 𝐿1(x)
: (ℓ1, L2, . . . , L𝑚)

 ,
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗 ← 𝐿𝑗 (x) for all 𝑗 ∈ [𝑚], 𝑗 > 1

ℓ1
$← RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛽, ℓ2, . . . , ℓ𝑚)

: (ℓ1, L2, . . . , L𝑚)


.
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• For the other labels, each is marginally random19 even given all the label functions

after it. Formally, for all 𝑓 : ℤI
𝑝 → ℤ𝑝 ∈ F , 𝛼,𝛽 ∈ ℤ𝑝, x ∈ ℤI

𝑝 , and all 𝑗 ∈ [𝑚] such

that 𝑗 > 1, the following distributions are identical:
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗 ← 𝐿𝑗 (x)
: (ℓ𝑗 , L𝑗+1, . . . , L𝑚)

 ,
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗
$← ℤ𝑝

: (ℓ𝑗 , L𝑗+1, . . . , L𝑚)
 .

Lemma 4.3 (¶). A piecewise secure AKGS (Definitions 4.7 and 4.10) is also secure

(Definition 4.9).

Proof (Lemma 4.3). Assuming the AKGS is piecewise secure, we let the simulator

Sim( 𝑓 , x,𝛾)

1. sample ℓ𝑗
$← ℤ𝑝 for 1 < 𝑗 ≤ 𝑚,

2. reversely sample ℓ1
$← RevSamp( 𝑓 , x,𝛾, ℓ2, . . . , ℓ𝑚), and

3. output (ℓ1, . . . , ℓ𝑚).

It is readily verified that Sim efficiently and perfectly simulates the labels. Therefore,

the AKGS is also secure. □

Special Piecewise Security. We identify a special structural form of AKGS, referred

to as special piecewise security. It is equivalent to piecewise security, and has

the advantage of being easier to verify. In particular, all AKGS considered in this

dissertation have this form.

Definition 4.11 (special piecewise security). An AKGS (Definition 4.7) is special

piecewise secure if it has the following special form.

• For all 𝑓 : ℤI
𝑝 → ℤ𝑝 in F and all x ∈ ℤI

𝑝 , it holds that Eval( 𝑓 , x,
ℓ1
↓
1,

ℓ2
↓
0, . . . ,

ℓ𝑚
↓
0) ≠ 0.

19This is an unfortunate misnomer since [LL20a,LL20b]. The correct wording is “conditionally random”.

We keep the original version for consistency.
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• For all 𝑓 : ℤI
𝑝 → ℤ𝑝 in F and all 𝛼,𝛽 ∈ ℤ𝑝, let r $← ℤ𝑚

′
𝑝 be the randomness

Garble( 𝑓 ,𝛼,𝛽) uses. For all 𝑗 ∈ [𝑚] such that 𝑗 > 1, the label function 𝐿𝑗

produced by Garble( 𝑓 ,𝛼,𝛽; r) can be written as

𝐿𝑗 (x) = 𝑘𝑗r[ 𝑗 − 1] + 𝐿′𝑗 (x;𝛼,𝛽, r[≥ 𝑗]),

where 𝑘𝑗 ∈ ℤ𝑝 is a non-zero constant (not depending on x,𝛼,𝛽, r) and 𝐿′
𝑗
is an

affine function of x whose coefficient vector is linear in (𝛼,𝛽, r[ 𝑗], r[ 𝑗 + 1], . . . ).

The component r[ 𝑗 − 1] is called the randomizer of 𝐿𝑗 and ℓ𝑗.

We note that the first requirement of special piecewise security, on top of Eval being

linear in the labels (always required as a linear AKGS), simply says that the coefficient

of ℓ1 is always non-zero. An AKGS with the special form is clearly piecewise secure.

Lemma 4.4 (¶). A special piecewise secure AKGS (Definitions 4.7 and 4.11) is also

piecewise secure (Definition 4.10). Moreover, the RevSamp algorithm (required in piecewise

security) obtained for a special piecewise secure AKGS is linear in 𝛾, ℓ2, . . . , ℓ𝑚 and perfectly

recovers ℓ1 even if the randomness of Garble is not uniformly sampled.

Proof (Lemma 4.4). Assuming that the AKGS is special piecewise secure, we first show

that the first label is reversely sampleable. Since Eval is linear in the labels, we have

Eval( 𝑓 , x, ℓ1, ℓ2, . . . , ℓ𝑚) = ℓ1Eval( 𝑓 , x, 1, 0, . . . , 0) + Eval( 𝑓 , x, 0, ℓ2, . . . , ℓ𝑚).

Define the reverse sampling algorithm as

RevSamp( 𝑓 , x,𝛾, ℓ2, . . . , ℓ𝑚) =
𝛾 − Eval( 𝑓 , x, 0, ℓ2, . . . , ℓ𝑚)
Eval( 𝑓 , x, 1, 0, . . . , 0) ,

which is clearly efficient and linear in 𝛾, ℓ2, . . . , ℓ𝑚. Note that given 𝑓 , x,𝛾, ℓ2, . . . , ℓ𝑚

with 𝛾 = 𝛼𝑓 (x) + 𝛽, the first label ℓ1 is uniquely determined due to the requirement

of Eval in special piecewise security, and the algorithm RevSamp defined above

computes this value. Since ℓ1 is uniquely determined, it does not matter if the label

functions L2, . . . , L𝑚 are revealed, nor if the garbling is not generated using uniform

randomness.

For the marginal randomness property, for all 1 < 𝑗 ≤ 𝑚, given the label functions

L𝑗+1, . . . , L𝑚, the label ℓ𝑗 = 𝑘𝑗r[ 𝑗 − 1] + 𝐿′
𝑗
(x) is uniformly random since r[ 𝑗 − 1] is a

uniformly random value independent of L′
𝑗
, L𝑗+1, . . . , L𝑚. □
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A piecewise secure AKGS can be converted into a special piecewise secure one.

Theorem 4.5. A piecewise secure AKGS (Definitions 4.7 and 4.10) is also special

piecewise secure (Definition 4.11) after an appropriate change of variable for the random-

ness used by Garble.

See Section 4.7 for further discussion of Theorem 4.5.

4.5 KP-ABE for Arithmetic Branching Programs

In this section, we show how to construct a KP-ABE for ABP in three steps: i) construct

a piecewise secure AKGS for ABP; ii) build a 1-ABE using a piecewise secure AKGS

and a function-hiding secret-key IPFE; iii) lift the 1-ABE into a full-fledged ABE using

slotted IPFE.

The first step is specific to the class of predicates for which we want to construct

an ABE. The second and third steps are independent of the predicates as long as all

the predicates share the same domain.

4.5.1 AKGS for ABP

Our piecewise secure AKGS for ABP is a special case of the partial garbling scheme for

ABP in [IW14], which is in turn built upon randomizing polynomials [IK00,IK02]. In a

partial garbling scheme (PGS), the input of a function 𝑓 : ℤIx
𝑝 × ℤIz

𝑝 → ℤ𝑝 is divided

into two parts, the public part x ∈ ℤIx
𝑝 and the private part z ∈ ℤIz

𝑝 . The labels for 𝑓

with input x, z in a secure PGS contain no other information about z except the value

𝑓 (x, z), but might otherwise completely reveal x.

More specifically, our AKGS for computation 𝑓 (x) with secrets 𝛼,𝛽 is essentially

a PGS for the computation (𝛼𝑓 (x) + 𝛽), where x is the public input and 𝛼,𝛽 are the

private inputs. In this special case (or slightly more generally, when the computation

has degree 1 in the private inputs), the PGS of [IW14] satisfies the linearity structure

and the (usual) simulation security of AKGS. We further show that it also satisfies the

stronger piecewise security.
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AKGS and PGS have slightly different syntax. In an AKGS, the label functions

𝐿𝑗 ’s are regarded as affine functions of x with (𝛼,𝛽, r) hardwired, and the coefficient

vectors L𝑗 are linear in (𝛼,𝛽, r). In a PGS, 𝐿𝑗 ’s are regarded as affine functions of

(x,𝛼,𝛽) with r hardwired, and the coefficient vectors L𝑗 are affine in r. Below, we

recall the PGS for ABP [IW14] in the syntax of an AKGS.

Construction 4.1 (AKGS for ABP [IW14]). Let F = ABP be the class of all ABP. The

AKGS (Garble, Eval) for F operates as follows.

• Garble( 𝑓 ,𝛼,𝛽) takes as input an ABP 𝑓 ∈ F = ABP and two secrets 𝛼,𝛽. Suppose

𝑓 is over ℤI
𝑝 and of size 𝑚, and 𝛼,𝛽 ∈ ℤ𝑝. The algorithm computes the matrix M

in Lemma 4.1 (whose determinant is the output of the function) and augments it

into an 𝑚 × 𝑚 matrix

M′

M
↓

=

©­­­­­­­­­­­­­­­«

∗ ∗ · · · ∗ ∗

−1 ∗ · · · ∗ ∗

−1 · · · ∗ ∗
. . .

...
...

0 −1 ∗

𝛽

0

0
...

0

0 0 · · · 0 −1 𝛼

ª®®®®®®®®®®®®®®®¬

=
©­«

M m1

mT
2 𝛼

ª®¬ .

Here, the augmented matrix M′ is the matrix for an ABP computing (𝛼𝑓 (x) + 𝛽).

It then samples r $← ℤ𝑚−1
𝑝 as its randomness, sets

N =
©­«

I𝑚−1 r

0 1
ª®¬ ,

and defines the label functions by

M̂ = M′N =
©­«

M Mr +m1

mT
2 mT

2r +𝛼
ª®¬ =

©­­­­­­­­­­­«
M

𝐿1(x)

𝐿2(x)
...

𝐿𝑚−1(x)

0 0 · · · 0 −1 𝐿𝑚(x)

ª®®®®®®®®®®®¬
.

The algorithm outputs the coefficient vectors L1, . . . , L𝑚 of 𝐿1, . . . , 𝐿𝑚.
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• Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) takes as input 𝑓 : ℤI
𝑝 → ℤ𝑝 ∈ F = ABP of size 𝑚, an input

x ∈ ℤI
𝑝 , and 𝑚 labels ℓ1, . . . , ℓ𝑚. It computes M (with the value of x substituted)

in Lemma 4.1 and sets

M̂ =

©­­­­­­­­­­­«
M

ℓ1

ℓ2
...

ℓ𝑚−1

0 0 · · · 0 −1 ℓ𝑚

ª®®®®®®®®®®®¬
.

The algorithm outputs det M̂.

Syntax and Correctness. We verify that Construction 4.1 is indeed a linear AKGS

(Definitions 4.7 and 4.8).

• 𝐿1, . . . , 𝐿𝑚 are affine functions of x.𝐿1, . . . , 𝐿𝑚 are affine functions of x. The entries of M′ are affine in x and those

of N are constant with respect to x. Therefore, the label functions 𝐿1, . . . , 𝐿𝑚

(the last column of M′N) are affine in x.

• Shape determinism holds.Shape determinism holds. The garbling size of 𝑓 is its size as an ABP.

• Garble is linear in (𝛼,𝛽, r).Garble is linear in (𝛼,𝛽, r). The matrices M,m2 are constant with respect to

(𝛼,𝛽, r), and r,m1,𝛼 are linear in (𝛼,𝛽, r), so (Mr +m1) and (mT
2r +𝛼), hence

the coefficients of 𝐿1, . . . , 𝐿𝑚−1 and 𝐿𝑚, are linear in (𝛼,𝛽, r).

• Correctness.Correctness. Since ℓ𝑗 = 𝐿𝑗 (x) for all 𝑗 ∈ [𝑚], the matrix M̂ in Eval is the matrix

M̂ in Garble with x plugged into it, and we have

det M̂ = det(M′N) = det M′ det N = det M′(
Laplace expansion in
the last column of M′

)
= 𝛼 det M + 𝛽

(Lemma 4.1) = 𝛼𝑓 (x) + 𝛽.

• Eval is linear in ℓ1, . . . , ℓ𝑚.Eval is linear in ℓ1, . . . , ℓ𝑚. This follows from the Laplace expansion of det M̂ in

the last column.
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Security. Ishai and Wee [IW14] observed that in Garble of Construction 4.1, all the

possible N’s form a matrix subgroup

𝐻 =

 ©­«
I𝑚−1 r

0 1
ª®¬

������ r ∈ ℤ𝑚−1
𝑝

 ,
and that the labels are the last column of a uniformly random element from the

left coset M′𝐻 = {M′N | N ∈ 𝐻 }. Moreover, each such left coset has a canonical

representative M′′ determined by 𝑓 , x, and (𝛼𝑓 (x) + 𝛽):

M′′ =

©­­­­­­­­­­­«
M

𝛼𝑓 (x) + 𝛽

0
...

0

0 0 · · · 0 −1 0

ª®®®®®®®®®®®¬
∈ M′𝐻.

By the properties of cosets, M′′𝐻 = M′𝐻. Therefore, given 𝑓 , x, and (𝛼𝑓 (x) + 𝛽), one

can sample a uniformly random element from M′′𝐻 = M′𝐻 to simulate the labels.

This proves the (usual) simulation security.

We now proceed to the stronger security notions introduced in this chapter.

Theorem 4.6 (¶). Construction 4.1 is special piecewise secure (Definition 4.11).

Proof (Theorem 4.6). We first show that ℓ1 has non-zero coefficient in Eval. Recall that

M
↓

M̂ =

©­­­­­­­­­­­­­­­«

∗ ∗ · · · ∗ ∗

−1 ∗ · · · ∗ ∗

−1 · · · ∗ ∗
. . .

...
...

0 −1 ∗

ℓ1

ℓ2

ℓ3
...

ℓ𝑚−1

0 0 · · · 0 −1 ℓ𝑚

ª®®®®®®®®®®®®®®®¬

.

Consider the Laplace expansion of det M̂ in the last column:

Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) = det M̂ = 𝐴1ℓ1 + 𝐴2ℓ2 + · · · + 𝐴𝑚ℓ𝑚,

where 𝐴𝑗 is the ( 𝑗, 𝑚)-cofactor of M̂. Observe that by definition, each 𝐴𝑗 is solely
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determined by 𝑓 and x, so the above expansion expresses Eval as a linear function of

the labels, and in particular, the coefficient of ℓ1 is 𝐴1 = (−1)1+𝑚(−1)𝑚−1 = 1 ≠ 0.

Now we show that the label functions are in the special form. Recall that the label

functions are defined by the last column of

M̂ = M′N =

©­­­­­­­­­­­­­­«

M[1, 1] M[1, 2] · · · M[1, 𝑚 − 2] M[1, 𝑚 − 1] 𝛽

−1 M[2, 2] · · · M[2, 𝑚 − 2] M[2, 𝑚 − 1] 0

−1 · · · M[3, 𝑚 − 2] M[3, 𝑚 − 1] 0
. . .

.

.

.
.
.
.

.

.

.

−1 M[𝑚 − 1, 𝑚 − 1] 0

−1 𝛼

ª®®®®®®®®®®®®®®¬

©­­­­­­­­­­­­­­«

1 r[1]

1 r[2]

1 r[3]
. . .

.

.

.

1 r[𝑚 − 1]

1

ª®®®®®®®®®®®®®®¬
.

Computing the label functions 𝐿2, . . . , 𝐿𝑚, we get

𝑘𝑗 = −1

↓

𝐿′
𝑗
(x;𝛼,𝛽, r≥ 𝑗)

↓

(1 < 𝑗 < 𝑚) 𝐿𝑗 (x) = −r[ 𝑗 − 1] +
𝑚−1∑︁
𝑗′= 𝑗

r[ 𝑗′]M[ 𝑗, 𝑗′],

𝐿𝑚(x) = −r[𝑚 − 1] + 𝛼.

↑

𝑘𝑚 = −1

↑

𝐿′𝑚 (x;𝛼,𝛽)

They are in the required special form (the randomizer of 𝐿𝑗 is r[ 𝑗 − 1]).

We conclude that Construction 4.1 is special piecewise secure. □

4.5.2 1-ABE for ABP

For any function class F (e.g., arithmetic branching programs), we show how to

construct a 1-ABE (Definition 4.6) for zero-test predicates (Definition 4.1) of F using a

piecewise secure AKGS for F and a function-hiding secret-key IPFE scheme.

Ingredients of Construction 4.2. Let

• (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F ,

• GroupGen a pairing group sampler (Definition 2.5), and

• (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) a secret-key IPFE (Definition 4.4)

based on GroupGen.
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Construction 4.2 (1-ABE). Define (see Definitions 2.3 and 4.6)

Paramsgp = { 1𝑛 | 𝑛 ∈ ℕ }, 𝐹gp,1𝑛 = { 𝑓≠0, 𝑓=0 | 𝑓 ∈ F , 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 },

𝑋gp,1𝑛 = ℤ𝑛𝑝 , 𝑃gp,1𝑛 ( 𝑓 ′, x) = 𝑓 ′(x),

where 𝑝 is the group order in gp. Our 1-ABE scheme based on GroupGen operates as

follows.

• Setup(gp, 1𝑛) takes as input the group description gp and the attribute length

𝑛 in unary. It sets up the IPFE imsk $← IPFE.Setup(gp, 𝔰1-ABE) for the index set

𝔰1-ABE = {const, coef1, . . . , coef𝑛, sim1, sim★}. The algorithm outputs msk = imsk.

The positions indexed by const, coef1, . . . , coef𝑛 in the secret key encode the

coefficient vectors of the label functions produced by garbling 𝑓 with secrets

𝛼,𝛽. They encode 1 and x in the ciphertext. The positions indexed by sim1, sim★

are set to zero by the honest algorithms, and are only used in the security proof.

• KeyGen(msk, 𝑓 ′, 𝜇) takes as input msk, some 𝑓 ′ ∈ 𝐹gp,1𝑛, and 𝜇 ∈ ℤ𝑝. It samples

𝜂
$← ℤ𝑝 and garbles the function 𝑓 underlying 𝑓 ′ by

𝛼← 𝜇, 𝛽 ← 0, if 𝑓 ′ = 𝑓≠0;

𝛼← 𝜂, 𝛽 ← 𝜇, if 𝑓 ′ = 𝑓=0;
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽).

The algorithm generates an IPFE key isk𝑗
$← IPFE.KeyGen(imsk, ⟦v𝑗⟧2) for the

following vector v𝑗 encoding each label function 𝐿𝑗:

vector const coef𝑖 sim1 sim★

v𝑗 L𝑗 [const] L𝑗 [coef𝑖] 0 0

It outputs sk = (isk1, . . . , isk𝑚).

• Enc(msk, x) takes as input msk and x ∈ ℤ𝑛𝑝. It generates an IPFE ciphertext

ict $← IPFE.Enc(imsk, ⟦u⟧1) encrypting the vector u containing 1 and x:

vector const coef𝑖 sim1 sim★

u 1 x[𝑖] 0 0

The algorithm outputs ct = ict.
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• Dec( 𝑓 ′, sk, x, ct) outputs ⊥ if 𝑓 ′(x) = 0. Otherwise, it parses sk, ct as in KeyGen,

Enc and computes

(for 𝑗 ∈ [𝑚]) ⟦ℓ𝑗⟧T ← IPFE.Dec(isk𝑗 , ict),

⟦𝜇′⟧T ←


1
𝑓 (x)Eval( 𝑓 , x, ⟦ℓ1⟧T, . . . , ⟦ℓ𝑚⟧T), if 𝑓 ′ = 𝑓≠0;

Eval( 𝑓 , x, ⟦ℓ1⟧T, . . . , ⟦ℓ𝑚⟧T), if 𝑓 ′ = 𝑓=0.

The algorithm outputs ⟦𝜇′⟧T.

Correctness. We verify that the scheme is correct. First, by the correctness of IPFE

and the definition of {v𝑗}𝑗 ,u, we have ℓ𝑗 = ⟨u, v𝑗⟩ = 𝐿𝑗 (x) for all 𝑗 ∈ [𝑚]. Next, by the

linearity of Eval in ℓ1, . . . , ℓ𝑚, we can evaluate the garbling in the exponent of the

target group and obtain Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) = 𝛼𝑓 (x) + 𝛽 in the exponent. In the two

cases where decryption should succeed, we have

𝛼𝑓 (x) + 𝛽 =


𝜇 𝑓 (x), if 𝑓 ′ = 𝑓≠0 and 𝑓 (x) ≠ 0;

𝜇, if 𝑓 ′ = 𝑓=0 and 𝑓 (x) = 0.

In both cases, the 𝜇′ above is equal to 𝜇. Therefore, correctness holds.

Security. We state and prove the security of our 1-ABE.

Theorem 4.7 (¶). Suppose in Construction 4.2, the AKGS is piecewise secure (Defi-

nition 4.10) and the IPFE scheme is function-hiding (Definition 4.5), then the resultant

1-ABE scheme is 1-key 1-ciphertext secure (Definition 4.6).

Proof (Theorem 4.7). The statement is Exp0
1-ABE ≈ Exp

1
1-ABE. Recall that in Exp

𝑏
1-ABE, the

adversary is allowed to obtain a single key sk for a policy 𝑓 ′ encrypting 𝜇0 and a single

ciphertext ct for an attribute x, where 𝑓 ′, x are chosen adaptively by the adversary and

satisfy either 𝑓 ′ = 𝑓=0 and 𝑓 (x) ≠ 0, or 𝑓 ′ = 𝑓≠0 and 𝑓 (x) = 0. (If those constraints are

not satisfied, the outcome of the experiment is set to 0.) In addition, the adversary

receives 𝜇𝑏 along with sk.

Since Exp0
1-ABE and Exp

1
1-ABE are identical until the adversary receives (sk, 𝜇

𝑏), we

analyze the indistinguishability of these two experiments in two cases.
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• Case 1: The ciphertext challenge x appears before the secret key query 𝑓 ′.Case 1: The ciphertext challenge x appears before the secret key query 𝑓 ′. This

is the simpler case, where adaptive security collapses down to selective security,

because by the time sk needs to be generated, the challenge attribute x is

already known. The proof proceeds in two simple steps: i) by the function-

hiding property of IPFE, we can remove the coefficient vectors L𝑗 of the label

functions 𝐿𝑗 encoded in isk𝑗 ’s, and hardwire the labels ℓ𝑗 = 𝐿𝑗 (x) in isk𝑗 ’s (such

hardwiring is possible thanks to the fact that sk contains many IPFE secret keys,

which provide sufficient space for embedding ℓ𝑗 ’s); and ii) after replacing L𝑗 ’s by

ℓ𝑗 ’s, by the (usual) simulation security of AKGS, the hardwired labels {ℓ𝑗}𝑗∈[𝑚]
are independent of 𝜇0 whenever decryption is unauthorized. Since 𝜇0 and 𝜇1

are identically distributed, the two hybrids are identical.

• Case 2: The ciphertext challenge x appears after the secret key query 𝑓 ′.Case 2: The ciphertext challenge x appears after the secret key query 𝑓 ′. Now,

at the time sk needs to be generated, the adversary has not chosen the challenge

attribute x. Consequently, the previous argument breaks down at the step of

hardwiring — we can no longer hardwire the labels {ℓ𝑗 = 𝐿𝑗 (x)}𝑗∈[𝑚] in sk, as x is

not yet known, nor can we hardwire the labels in ct, as ct contains only a single

IPFE ciphertext ict and does not have enough space for embedding all the ℓ𝑗 ’s.

We resolve this by relying on the piecewise security of AKGS. Roughly speaking,

it allows us to gradually switch the coefficient vectors L𝑗 of the label functions 𝐿𝑗

to simulated labels ℓ𝑗
$← ℤ𝑝 via a series of hybrids. Between neighboring hybrids,

only two label functions/labels are changed, which can be hardwired in ict.

Below, we first prove security in the simpler Case 1 then move to Case 2.

CASE 1. Consider the following hybrids.

• H𝑏0 is Exp
𝑏
1-ABE, where the vector u encrypted in the IPFE ciphertext ict (in the

1-ABE ciphertext ct) and the vectors v𝑗 encoded in the IPFE secret keys isk𝑗 (in

the 1-ABE secret key sk) are described in Table 4.2. Note that u appears before

v𝑗 in the experiment.

• H𝑏1 proceeds identically to H
𝑏
0, except that it sets v𝑗 [const] to the desired inner

product of v𝑗 with u — the honest labels ℓ𝑗 = 𝐿𝑗 (x) — and the other positions
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to 0, as described in Table 4.2. Since the inner products ⟨u, v𝑗⟩ are the same

in H𝑏1 and H
𝑏
0, it follows directly from the function-hiding property of IPFE that

H𝑏0 ≈ H
𝑏
1 .

• H𝑏2 proceeds identically to H
𝑏
1 , except that the hardwired labels (ℓ1, . . . , ℓ𝑚) are

now simulated using Sim( 𝑓 , x,𝛼𝑓 (x) + 𝛽). By the (usual) simulation security of

AKGS, H𝑏1 ≡ H
𝑏
2.

We further argue H0
2 ≡ H

1
2. In both hybrids, the labels are simulated as Sim( 𝑓 , x,

𝛼𝑓 (x) + 𝛽). In the two cases where decryption is not authorized, we have

𝛼𝑓 (x) + 𝛽 =


0, if 𝑓 ′ = 𝑓≠0 and 𝑓 (x) = 0;

𝜂 𝑓 (x) + 𝜇0 (𝜂 $← ℤ𝑝), if 𝑓 ′ = 𝑓=0 and 𝑓 (x) ≠ 0.

Either way, (𝛼𝑓 (x) + 𝛽) is independent of 𝜇0, hence 𝜇0 is a uniform random value

independent of everything else in H0
2 — so is 𝜇1 in H1

2. In addition, everything except

𝜇0, 𝜇1 are identically distributed in H0
2 and H

1
2. Therefore, the two hybrids are identical.

By hybrid argument, we conclude Exp0
1-ABE ≈ Exp

1
1-ABE conditioned on Case 1.

Table 4.2. Hybrids, 1-ABE for ABP, Case 1 (x then 𝑓 ).

hybrid vector const coef𝑖 sim1 sim★

H𝑏0 ≡ Exp
𝑏
1-ABE

u 1 x[𝑖] 0 0

v𝑗 L𝑗 [const] L𝑗 [coef𝑖] 0 0

H𝑏1
u 1 x[𝑖] 0 0

v𝑗 ℓ𝑗 = 𝐿𝑗 (x) 0 0 0

H𝑏2
u 1 x[𝑖] 0 0

v𝑗 simulated ℓ𝑗 0 0 0

Simulation in H𝑏2: (ℓ1, . . . , ℓ𝑚) $← Sim( 𝑓 , x,𝛼𝑓 (x) + 𝛽).
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CASE 2. We prove Exp0
1-ABE ≈ Exp

1
1-ABE conditioned on Case 2 via a series of hybrids.

The hybrids are logically divided into three groups: i) the first few hybrids remove

the first label function, and hardwire the first label that is reversely sampled; ii) the

middle hybrids are a loop, and in each iteration one label function is replaced by

a simulated label; and iii) in the final hybrid, all the labels are simulated, and the

message 𝜇0 is information-theoretically hidden.

Table 4.3. Hybrids, 1-ABE for ABP, Case 2 (𝑓 then x), first and final.

hybrid vector const coef𝑖 sim1 sim★

v1 L1 [const] L1 [coef𝑖] 0 0

H𝑏0 ≡ Exp
𝑏
1-ABE 𝑗 > 1: v 𝑗 L𝑗 [const] L𝑗 [coef𝑖] 0 0

u 1 x[𝑖] 0 0

v1 0 0 1 0

H𝑏1 𝑗 > 1: v 𝑗 L𝑗 [const] L𝑗 [coef𝑖] 0 0

u 1 x[𝑖] ℓ1 = 𝐿1(x) 0

v1 0 0 1 0

H𝑏2 ≡ H
𝑏
3,2,1 𝑗 > 1: v 𝑗 L𝑗 [const] L𝑗 [coef𝑖] 0 0

u 1 x[𝑖] ℓ1
$← RevSamp(· · ·) 0

H𝑏3,2∼𝑚,1∼4 · · · · · ·

v1 0 0 1 0

H𝑏4 ≡ H
𝑏
3,𝑚,4 𝑗 > 1: v 𝑗 ℓ𝑗

$← ℤ𝑝 0 0 0

u 1 x[𝑖] ℓ1
$← RevSamp(· · ·) 0

Reverse sampling in H𝑏2,H
𝑏
4: ℓ1

$← RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛽, ℓ2, . . . , ℓ𝑚).

In H𝑏2, the labels ℓ𝑗 ( 𝑗 > 1) are computed honestly as 𝐿𝑗 (x) using IPFE.

In H𝑏4, they are simulated as random and hardwired in sk.
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We start with the first few hybrids.

• H𝑏0 is Exp
𝑏
1-ABE, where the vector u encrypted in the IPFE ciphertext ict (in the

1-ABE ciphertext ct) and the vectors v𝑗 encoded in the IPFE secret keys isk𝑗 (in

the 1-ABE secret key sk) are described in Table 4.3. Different from Case 1, the

vector u appears after v𝑗 in the experiment.

• H𝑏1 proceeds identically to H
𝑏
0, except that it removes the coefficients of the

first label function L1 from v1 [const], v1 [coef𝑖] and hardwires the honest first

label ℓ1 = 𝐿1(x) into u[sim1], as described in Table 4.3. Since the inner product

remains the same as in H𝑏0, by the function-hiding property of IPFE, we have

H𝑏0 ≈ H
𝑏
1 .

• H𝑏2 proceeds identically to H𝑏1 , except that the hardwired first label is now

reversely sampled as

ℓ1
$← RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛽, ℓ2, . . . , ℓ𝑚),

where ℓ𝑗 = 𝐿𝑗 (x) for 𝑗 > 1 are the honest labels. By the reverse sampleability of

AKGS (Definition 4.10), we have H𝑏1 ≡ H
𝑏
2.

The final hybrid is H𝑏4, which proceeds identically to H
𝑏
2, except that for all 𝑗 > 1, the

coefficient vector L𝑗 of the label function 𝐿𝑗 is removed from v𝑗 and a simulated label

ℓ𝑗
$← ℤ𝑝 is hardwired in v𝑗 [const], as depicted in Table 4.3. Correspondingly, the first

label ℓ1 is reversely sampled using these simulated labels. The hybrid is similar to H𝑏2
in Case 1, except for the location where ℓ1 is embedded. However, we cannot move

from H𝑏2 to H
𝑏
4 in one shot. Instead, we go through a loop consisting of H

𝑏
3, 𝑗,1, . . . ,H

𝑏
3, 𝑗,4

for 1 < 𝑗 ≤ 𝑚.

• H𝑏3, 𝑗,1 proceeds identically to H
𝑏
2, except that for all 𝑗

′ such that 1 < 𝑗′ < 𝑗, the

coefficient vector L𝑗′ of the label function 𝐿𝑗′ is removed from v𝑗′ and a simulated

label ℓ𝑗′
$← ℤ𝑝 is hardwired in v𝑗′ [const], as described in Table 4.4. In this hybrid,

ℓ1 is reversely sampled using simulated ℓ2, . . . , ℓ𝑗−1 and honest ℓ𝑗 , . . . , ℓ𝑚.

• H𝑏3, 𝑗,2 proceeds identically to H
𝑏
3, 𝑗,1, except that it removes the coefficient vector

of the 𝑗th label function 𝐿𝑗 from v𝑗 and hardwires the honest 𝑗th label ℓ𝑗 = 𝐿𝑗 (x)
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Table 4.4. Hybrids, 1-ABE for ABP, Case 2 (𝑓 then x), loop (middle).

hybrid vector const coef𝑖 sim1 sim★

v1 0 0 1 0

1 < 𝑗′ < 𝑗: v 𝑗′ ℓ𝑗′
$← ℤ𝑝 0 0 0

H𝑏3, 𝑗,1 v 𝑗 L𝑗 [const] L𝑗 [coef𝑖] 0 0

𝑗′ > 𝑗: v 𝑗′ L𝑗′ [const] L𝑗′ [coef𝑖] 0 0

u 1 x[𝑖] ℓ1 0

v1 0 0 1 0

1 < 𝑗′ < 𝑗: v 𝑗′ ℓ𝑗′
$← ℤ𝑝 0 0 0

H𝑏3, 𝑗,2 v 𝑗 0 0 0 1

𝑗′ > 𝑗: v 𝑗′ L𝑗′ [const] L𝑗′ [coef𝑖] 0 0

u 1 x[𝑖] ℓ1 ℓ𝑗 = 𝐿𝑗 (x)

v1 0 0 1 0

1 < 𝑗′ < 𝑗: v 𝑗′ ℓ𝑗′
$← ℤ𝑝 0 0 0

H𝑏3, 𝑗,3 v 𝑗 0 0 0 1

𝑗′ > 𝑗: v 𝑗′ L𝑗′ [const] L𝑗′ [coef𝑖] 0 0

u 1 x[𝑖] ℓ1 ℓ𝑗
$← ℤ𝑝

v1 0 0 1 0

1 < 𝑗′ < 𝑗: v 𝑗′ ℓ𝑗′
$← ℤ𝑝 0 0 0

H𝑏3, 𝑗,4 ≡ H
𝑏
3, 𝑗+1,1 v 𝑗 ℓ𝑗

$← ℤ𝑝 0 0 0

𝑗′ > 𝑗: v 𝑗′ L𝑗′ [const] L𝑗′ [coef𝑖] 0 0

u 1 x[𝑖] ℓ1 0

In this iteration, the labels ℓ𝑗′ are...

( 𝑗′ = 1) simulated as RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛽, ℓ2, . . . , ℓ𝑚) and hardwired in ct;

(1 < 𝑗′ < 𝑗) simulated as random and hardwired in sk;

( 𝑗′ = 𝑗) computed as 𝐿𝑗 (x) using IPFE

→ computed as 𝐿𝑗 (x) and hardwired in ct

→ simulated as random and hardwired in ct

→ simulated as random and hardwired in sk;

( 𝑗′ > 𝑗) computed as 𝐿𝑗′ (x) using IPFE.
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in u[sim★], i.e., L𝑗 is gone in H𝑏3, 𝑗,2 and the honest label ℓ𝑗 is left. The modified

vectors v𝑗 and u are described in Table 4.4. Since the inner products remain the

same, by the function-hiding property of IPFE, we have H𝑏3, 𝑗,1 ≈ H
𝑏
3, 𝑗,2.

• H𝑏3, 𝑗,3 proceeds identically to H𝑏3, 𝑗,2, except that the 𝑗th label is simulated as

ℓ𝑗
$← ℤ𝑝. In H𝑏3, 𝑗,2 and H

𝑏
3, 𝑗,3, only the coefficient vectors L𝑗′ of the label functions

𝐿𝑗′ for 𝑗′ > 𝑗 appear, whereas for 1 < 𝑗′ < 𝑗, a simulated label ℓ𝑗′ is hardwired

in v𝑗′ [const]. In both hybrids, the first label ℓ1 can be efficiently reversely

sampled from ℓ2, . . . , ℓ𝑗−1 (simulated), ℓ𝑗 (honest or simulated) and L𝑗+1, . . . , L𝑚

(producing honest labels). Therefore, by the marginal randomness property of

AKGS (Definition 4.10), we have H𝑏3, 𝑗,2 ≡ H
𝑏
3, 𝑗,3.

• H𝑏3, 𝑗,4 proceeds identically to H
𝑏
3, 𝑗,3, except that the simulated 𝑗

th label ℓ𝑗 is moved

from u[sim★] to v𝑗 [const] as described in Table 4.4 (so that u[sim★] is free to be

used in the next iteration of hybrids from H𝑏3, 𝑗+1,1 to H
𝑏
3, 𝑗+1,4). Since the inner

products remain the same, by the function-hiding property of IPFE, we have

H𝑏3, 𝑗,3 ≈ H
𝑏
3, 𝑗,4. In addition, observe that H

𝑏
3, 𝑗,4 ≡ H

𝑏
3, 𝑗+1,1.

Moreover, H𝑏2 ≡ H
𝑏
3,2,1 and H

𝑏
4 ≡ H

𝑏
3,𝑚,4. Therefore, H

𝑏
2 ≈ H

𝑏
4 by hybrid argument. We

further argue H0
4 ≡ H

1
4. Observe that in both hybrids, the labels are simulated as

ℓ𝑗′
$← ℤ𝑝 for 𝑗′ = 2, . . . , 𝑚, ℓ1

$← RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛽, ℓ2, . . . , ℓ𝑚).

In the two cases where decryption is not authorized, we have

𝛼𝑓 (x) + 𝛽 =


0, if 𝑓 ′ = 𝑓≠0 and 𝑓 (x) = 0;

𝜂 𝑓 (x) + 𝜇0 (𝜂 $← ℤ𝑝), if 𝑓 ′ = 𝑓=0 and 𝑓 (x) ≠ 0.

Either way, (𝛼𝑓 (x) + 𝛽) is independent of 𝜇0, hence 𝜇0 is a uniform random value

independent of everything else in H0
4 — so is 𝜇1 in H1

4. In addition, everything except

𝜇0, 𝜇1 are identically distributed in H0
4 and H

1
4. Therefore, they are identical.

By hybrid argument, we conclude Exp0
1-ABE ≈ Exp

1
1-ABE conditioned on Case 2. □
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4.5.3 KP-ABE for ABP

We now lift the 1-ABE scheme to a full-fledged ABE by implementing the ideas

discussed in Section 4.2.2.

Ingredients of Construction 4.3. Let

• (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F ,

• GroupGen a pairing group sampler (Definition 2.5) for which MDDH𝑘 (Assump-

tion 2.1) holds over 𝔾2, and

• (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec, IPFE.SlotEnc) a slotted IPFE (Defini-

tion 4.4) based on GroupGen.

Construction 4.3 (KP-ABE). Define (see Definition 2.3)

Paramsgp = { 1𝑛 | 𝑛 ∈ ℕ }, 𝐹gp,1𝑛 = { 𝑓≠0, 𝑓=0 | 𝑓 ∈ F , 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 },

𝑋gp,1𝑛 = ℤ𝑛𝑝 , 𝑌gp,1𝑛 = 𝔾T, 𝑃gp,1𝑛 ( 𝑓 ′, x) = 𝑓 ′(x),

where 𝑝 is the group order in gp. Our KP-ABE scheme based on GroupGen operates as

follows.

• Setup(gp, 1𝑛) takes as input the group description gp and the attribute length 𝑛

in unary. It sets up the IPFE (impk, imsk) $← IPFE.Setup(gp, 𝔰pub, 𝔰priv) for

𝔰pub = { pad, const𝑡, coef𝑡
𝑖
| 𝑡 ∈ [𝑘], 𝑖 ∈ [𝑛] },

𝔰priv = { const, coef𝑖, sim1, sim★ | 𝑖 ∈ [𝑛] } (= 𝔰1-ABE),

where 𝔰1-ABE is defined in Construction 4.2. The algorithm outputs mpk = impk

and msk = imsk.

The names of the indices are as follows. For each 𝑡 ∈ [𝑘], the positions indexed

by const𝑡, coef𝑡1, . . . , coef
𝑡
𝑛 encode the coefficient vectors L𝑡

𝑗
of the label functions

of one garbling in the secret key, and encrypt a random multiple of (1, xT) in

the ciphertext. The position indexed by pad encodes 1 in the secret key and

encrypts a random pad ℎ $← ℤ𝑝 in the ciphertext. The private slot is reserved

for the security proof and values at those indices are set to 0 by the honest

algorithms.



78

• KeyGen(msk, 𝑓 ′) takes as input msk and policy 𝑓 ′ ∈ 𝐹gp,1𝑛 . It samples 𝝁 $← ℤ𝑘
𝑝 and

𝜼
$← ℤ𝑘

𝑝, and creates 𝑘 garblings of the function 𝑓 underlying 𝑓 ′ by
𝜶← 𝝁, 𝜷 ← 0, if 𝑓 ′ = 𝑓≠0;

𝜶← 𝜼, 𝜷 ← 𝝁, if 𝑓 ′ = 𝑓=0;

(for 𝑡 ∈ [𝑘]) (L𝑡1, . . . , L
𝑡
𝑚) ← Garble( 𝑓 ,𝜶[𝑡],𝜷[𝑡]; r𝑡).

The randomness vectors r1, . . . , r𝑘 for garbling 𝑓 are independently sampled and

written explicitly. The algorithm sets the vector vpad ∈ ℤ𝔰
𝑝 to encode the random

pads 𝝁 and the vector v𝑗 ∈ ℤ𝔰
𝑝 for 𝑗 ∈ [𝑚] to encode the 𝑗th label function in all

the 𝑘 garblings as follows:

vector pad const𝑡 coef𝑡
𝑖

in 𝔰priv

vpad 1 𝝁 [𝑡] 0
0

v𝑗 0 L𝑡
𝑗
[const] L𝑡

𝑗
[coef𝑖]

It then generates IPFE secret keys for them by

iskpad
$← IPFE.KeyGen(imsk, ⟦vpad⟧2),

(for 𝑗 ∈ [𝑚]) isk𝑗
$← IPFE.KeyGen(imsk, ⟦v𝑗⟧2).

The algorithm outputs sk = (iskpad, isk1, . . . , isk𝑚).

• Enc(mpk, x, 𝑔) takes as input mpk, attribute x ∈ ℤ𝑛𝑝, and message 𝑔 ∈ 𝔾T. It

samples a random pad ℎ $← ℤ𝑝 and random multipliers s $← ℤ𝑘
𝑝, and sets the

vector u ∈ ℤ𝔰pub
𝑝 to encode them as follows:

vector pad const𝑡 coef𝑡
𝑖

u ℎ s[𝑡] s[𝑡]x[𝑖]

The algorithm generates an IPFE ciphertext ict $← IPFE.SlotEnc(impk, ⟦u⟧1) and

outputs ct = (𝑔 + ⟦ℎ⟧T, ict).
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• Dec(mpk, 𝑓 ′, sk, x, ct) outputs ⊥ if 𝑓 ′(x) = 0. Otherwise, it parses sk as in KeyGen

and ct as (⟦𝑧⟧T, ict), and runs

⟦𝑧′⟧T ← IPFE.Dec(iskpad, ict),

(for 𝑗 ∈ [𝑚]) ⟦ℓ𝑗⟧T ← IPFE.Dec(isk𝑗 , ict),

⟦𝜇′⟧T ←


1
𝑓 (x)Eval( 𝑓 , x, ⟦ℓ1⟧T, . . . , ⟦ℓ𝑚⟧T), if 𝑓 ′ = 𝑓≠0;

Eval( 𝑓 , x, ⟦ℓ1⟧T, . . . , ⟦ℓ𝑚⟧T), if 𝑓 ′ = 𝑓=0.

The algorithm computes and outputs (⟦𝑧⟧T + ⟦𝜇′⟧T − ⟦𝑧′⟧T).

Correctness. To verify correctness, consider the random linear combination 𝐿𝑗 of

label functions 𝐿1
𝑗
, . . . , 𝐿𝑘

𝑗
with weights s,

(for 𝑗 ∈ [𝑚]) 𝐿𝑗 (x) =
∑︁
𝑡∈[𝑘]

s[𝑡]𝐿𝑡
𝑗
(x), L𝑗 =

∑︁
𝑡∈[𝑘]

s[𝑡]L𝑡
𝑗
.

The coefficient vector of 𝐿𝑗 is exactly L𝑗 define above. Furthermore, by the linearity

of Garble, we have (L1, . . . , L𝑚) = Garble( 𝑓 ,𝛼,𝛽; r), where 𝛼,𝛽, r are the random linear

combinations (with the same weights s) of 𝜶,𝜷, {r𝑡}𝑡∈[𝑘] in the 𝑘 garblings, i.e.,

𝛼 = ⟨s,𝜶⟩, 𝛽 = ⟨s,𝜷⟩, r =
∑︁
𝑡∈[𝑘]

s[𝑡]r𝑡.

Observe that by the definition of vpad, v𝑗 ,u and the correctness of the IPFE scheme,

𝑧′ = ⟨u, vpad⟩ = ℎ + ⟨s,𝝁⟩ = ℎ + 𝜇,

(for 𝑗 ∈ [𝑚]) ℓ𝑗 = ⟨u, v𝑗⟩ =
∑︁
𝑡∈[𝑘]

s[𝑡]𝐿𝑡
𝑗
(x) = 𝐿𝑗 (x),

where 𝜇 = ⟨s,𝝁⟩ is the linear combination of 𝝁 by s. By the linearity of Eval in

ℓ1, . . . , ℓ𝑚, we can evaluate the garbling in the exponent of the target group and obtain

Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) = 𝛼𝑓 (x) + 𝛽 in the exponent. In the two cases where decryption

should succeed, we have

𝛼𝑓 (x) + 𝛽 =


𝛼𝑓 (x) = 𝜇 𝑓 (x), if 𝑓 ′ = 𝑓≠0 and 𝑓 (x) ≠ 0;

𝛽 = 𝜇, if 𝑓 ′ = 𝑓=0 and 𝑓 (x) = 0.

Either way, 𝜇′ = 𝜇, hence ⟦𝑧⟧T + ⟦𝜇′⟧T − ⟦𝑧′⟧T = (𝑔 + ⟦ℎ⟧T) + ⟦𝜇⟧T − ⟦ℎ + 𝜇⟧T = 𝑔, i.e.,

Dec correctly recovers the message.
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Security. We state and prove the security of our ABE construction.

Theorem 4.8 (¶). Suppose in Construction 4.3, the AKGS is piecewise secure (Defi-

nition 4.10), MDDH𝑘 (Assumption 2.1) holds over 𝔾2, and the slotted IPFE scheme is

function-hiding (Definition 4.5), then the resultant ABE scheme is adaptively secure

(Definition 2.2).

Proof (Theorem 4.8). The statement is Exp0
PHFE ≈ Exp

1
PHFE. Recall that in Exp

𝑏
PHFE, the

adversary can receive many secret keys {sk𝑞}𝑞∈[𝑄] for different policies {𝑓 ′𝑞}𝑞 and a

ciphertext ct for attribute x and message 𝑔
𝑏
, where {𝑓 ′𝑞}𝑞, x, 𝑔0, 𝑔1 are chosen adaptively

by the adversary subject to 𝑓 ′𝑞(x) = 0 for all 𝑞 ∈ [𝑄]. (If the constraint is not satisfied,

the outcome of the experiment is set to 0.)

We start with the high-level ideas of the proof. By construction, ct and sk𝑞 contain

respectively a slotted IPFE ciphertext ict and many IPFE keys isk𝑞,pad, {isk𝑞, 𝑗}𝑗∈[𝑚𝑞] such

that IPFE decryption computes in the exponent i) the sum (ℎ + 𝜇𝑞) and ii) the labels

{𝐿𝑞, 𝑗 (x)}𝑗∈[𝑚𝑞] revealing a random pad 𝜇𝑞 from the evaluation result (𝛼𝑞 𝑓𝑞(x) + 𝛽𝑞)

if the policy is satisfied. Revealing any ⟦𝜇𝑞⟧T allows one to recover the message 𝑔𝑏
from (𝑔𝑏 + ⟦ℎ⟧T) in ct. Therefore, to show Exp0

PHFE ≈ Exp
1
PHFE, we want to argue that

when no policy is satisfied, all the pads 𝜇𝑞 are pseudorandom hence hide ℎ.

To do so, the proof proceeds in three steps via a sequence of hybrids. In the

first step (from H𝑏0 ≡ Exp
𝑏
PHFE to H

𝑏
3), in the private slot, we embed the vector (1, x

T)

into ict, randomly and independently sampled pads 𝜇𝑞 into isk𝑞,pad’s, and randomly and

independently generated label functions 𝐿̂𝑞, 𝑗 for 𝜇𝑞’s into isk𝑞, 𝑗 ’s. In the second step

(from H𝑏4,1 ≡ H
𝑏
3 to H

𝑏
4,𝑄+1 ≡ H

𝑏
5), we observe that the private slots of ict and isk𝑞, 𝑗 ’s match

exactly the ciphertext and secret keys of Construction 4.2, our 1-ABE scheme (i.e.,

they encode the same vectors and have the function-hiding property). Therefore, by

the same argument as the security proof of 1-ABE, we can switch the random pads 𝜇𝑞

encoded in isk𝑞,pad’s to independent random values 𝜇 ′𝑞. Lastly, in the third step (from

H𝑏5 to H
𝑏
6), we remove ℎ, {𝜇

′
𝑞}𝑞 from ict, {isk𝑞,pad}𝑞, and embed {ℎ + 𝜇 ′𝑞}𝑞 in isk𝑞,pad’s.

This allows us to argue that ℎ is hidden by {𝜇 ′𝑞}𝑞 and consequently, that the message

𝑔𝑏 is hidden.

We now describe the hybrids formally.
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• H𝑏0 is Exp
𝑏
PHFE, where u encrypted in the IPFE ciphertext ict (in ct) and v𝑞,pad, v𝑞, 𝑗

encoded in the IPFE secret keys isk𝑞,pad, isk𝑞, 𝑗 (in sk𝑞) are described in Table 4.5.

In particular, note that the values in the private slot of u are implicitly set to 0

and ict is generated using IPFE.SlotEnc (depicted as ⊥ in the private slot of u).

• H𝑏1 proceeds identically to H
𝑏
0, except that the IPFE ciphertext ict is generated

using IPFE.Enc with values in the private slot explicitly set to 0. In Table 4.5, the

“⊥” values in H𝑏0 change into 0 in H𝑏1 . By the slot-mode correctness of the slotted

IPFE scheme, H𝑏0 ≡ H
𝑏
1 .

• H𝑏2 proceeds identically to H
𝑏
1 , except that how the pad 𝜇𝑞 and the labels 𝐿𝑞, 𝑗 (x)

for 𝑞 ∈ [𝑄], 𝑗 ∈ [𝑚𝑞] are computed (as inner products) is changed — instead

of combining 𝑘 independent garblings (in the secret keys) with weights s (in

the ciphertext), we put the 𝑘 independent garblings as well as their linear

combinations in the secret keys, and the ciphertext is set to directly use that

linear combination.

In H𝑏1 (the same as in Exp𝑏PHFE), 𝜇𝑞 and 𝐿𝑞, 𝑗 (x) are linear combinations of

{𝝁𝑞 [𝑡]}𝑡∈[𝑘] and {𝐿𝑡𝑞, 𝑗 (x)}𝑡∈[𝑘] with weights s ∈ ℤ𝑘
𝑝, computed using IPFE as

𝜇𝑞 = ⟨s,𝝁𝑞⟩, 𝐿𝑞, 𝑗 (x) =
(
s[1] (1, xT), . . . , s[𝑘] (1, xT)

) ©­­­­«
L1
𝑞, 𝑗

...

L𝑘
𝑞, 𝑗

ª®®®®¬
,

where the random multiples
(
s[1] (1, xT), . . . , s[𝑘] (1, xT)

)
of the attribute are in

the public slot of u, the pads 𝝁𝑞 in the public slots of v𝑞,pad’s, and the coefficients

of the 𝑘 label functions in the public slots of v𝑞, 𝑗 ’s. In H𝑏2, they are instead

computed as

𝜇𝑞 = ⟨1, 𝜇𝑞⟩, 𝐿𝑞, 𝑗 (x) = ⟨(1, xT)T, L𝑞, 𝑗⟩, L𝑞, 𝑗 =
∑︁
𝑡∈[𝑘]

s[𝑡]L𝑡
𝑞, 𝑗
,

where (1, xT) is in the private slot of u, the combined pad 𝜇𝑞 in the private slots

of v𝑞,pad’s, and the combined label functions L𝑞, 𝑗 in the private slots of v𝑞, 𝑗 ’s.

Furthermore, to keep the inner products ⟨u, v𝑞,pad⟩, ⟨u, v𝑞, 𝑗⟩ the same as those

in H𝑏1 , the random multiples of the attribute
(
s[1] (1, xT), . . . , s[𝑘] (1, xT)

)
in the
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Table 4.5. Hybrids, KP-ABE for ABP, first and final.

hybrid vector pad const𝑡 coef𝑡
𝑖

const coef𝑖 sim1, sim★

sk𝑞: v𝑞,pad 1 𝝁𝑞 [𝑡] 0 0 0 0, 0

H𝑏0 ≡ Exp
𝑏
PHFE sk𝑞: v𝑞, 𝑗 0 L𝑡

𝑞, 𝑗
[const] L𝑡

𝑞, 𝑗
[coef𝑖] 0 0 0, 0

ct : u ℎ s[𝑡] s[𝑡]x[𝑖] ⊥ ⊥ ⊥,⊥

sk𝑞: v𝑞,pad 1 𝝁𝑞 [𝑡] 0 0 0 0, 0

H𝑏1 sk𝑞: v𝑞, 𝑗 0 L𝑡
𝑞, 𝑗
[const] L𝑡

𝑞, 𝑗
[coef𝑖] 0 0 0, 0

ct : u ℎ s[𝑡] s[𝑡]x[𝑖] 0 0 0, 0

sk𝑞: v𝑞,pad 1 𝝁𝑞 [𝑡] 0 𝜇𝑞 0 0, 0

H𝑏2 sk𝑞: v𝑞, 𝑗 0 L𝑡
𝑞, 𝑗
[const] L𝑡

𝑞, 𝑗
[coef𝑖] L𝑞, 𝑗 [const] L𝑞, 𝑗 [coef𝑖] 0, 0

ct: u ℎ 0 0 1 x[𝑖] 0, 0

sk𝑞: v𝑞,pad 1 𝝁𝑞 [𝑡] 0 𝜇𝑞 0 0, 0

H𝑏3 ≡ H
𝑏
4,1 sk𝑞: v𝑞, 𝑗 0 L𝑡

𝑞, 𝑗
[const] L𝑡

𝑞, 𝑗
[coef𝑖] L̂𝑞, 𝑗 [const] L̂𝑞, 𝑗 [coef𝑖] 0, 0

ct: u ℎ 0 0 1 x[𝑖] 0, 0

H𝑏4,1∼𝑄+1 · · · · · ·

sk𝑞: v𝑞,pad 1 𝝁𝑞 [𝑡] 0 𝜇 ′𝑞
$← ℤ𝑝 0 0, 0

H𝑏5 ≡ H
𝑏
4,𝑄+1 sk𝑞: v𝑞, 𝑗 0 L𝑡

𝑞, 𝑗
[const] L𝑡

𝑞, 𝑗
[coef𝑖] L̂𝑞, 𝑗 [const] L̂𝑞, 𝑗 [coef𝑖] 0, 0

ct: u ℎ 0 0 1 x[𝑖] 0, 0

sk𝑞: v𝑞,pad 1 𝝁𝑞 [𝑡] 0 ℎ + 𝜇 ′𝑞 0 0, 0

H𝑏6 sk𝑞: v𝑞, 𝑗 0 L𝑡
𝑞, 𝑗
[const] L𝑡

𝑞, 𝑗
[coef𝑖] L̂𝑞, 𝑗 [const] L̂𝑞, 𝑗 [coef𝑖] 0, 0

ct: u 0 0 0 1 x[𝑖] 0, 0

The hybrids are illustrated with the ciphertext challenge coming after the key queries (as

in the more difficult case for 1-ABE). In reality, the key queries can be made before and

after the ciphertext challenge, and the proof is unaffected.

In H𝑏2, the linearly combined L𝑞, 𝑗 =
∑
𝑡∈[𝑘] s[𝑡]L𝑡

𝑞, 𝑗
are valid garblings

for the linearly combined pads 𝜇𝑞 = ⟨s,𝝁𝑞⟩.

In H𝑏3, the garblings L̂𝑞, 𝑗 are fresh and are for freshly sampled pads 𝜇𝑞.

In H𝑏5,H
𝑏
6, the pads 𝜇

′
𝑞 in isk𝑞,pad’s are independent of the pads 𝜇𝑞 being garbled.
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public slot of u are replaced by zero (the public slots of v𝑞,pad, v𝑞, 𝑗 remain

unchanged). By the function-hiding property of IPFE, H𝑏1 ≈ H
𝑏
2.

• H𝑏3 proceeds identically to H
𝑏
2, except that the random linear combinations 𝜇𝑞, L𝑞, 𝑗

in the private slots of the secret keys are replaced by randomly and independently

generated pads and garblings 𝜇𝑞, L̂𝑞, 𝑗, as shown in Table 4.5.

In H𝑏2,H
𝑏
3, the 𝑘 instances of garblings in the public slot are generated by

𝝁𝑞
$← ℤ𝑘

𝑝, 𝜼𝑞
$← ℤ𝑘

𝑝,


𝜶𝑞 ← 𝝁𝑞, 𝜷𝑞 ← 0, if 𝑓 ′𝑞 = 𝑓𝑞,≠0;

𝜶𝑞 ← 𝜼𝑞, 𝜷𝑞 ← 𝝁𝑞, if 𝑓 ′𝑞 = 𝑓𝑞,=0;

(for 𝑡 ∈ [𝑘]) (L𝑡𝑞,1, . . . , L
𝑡
𝑞,𝑚𝑞
) ← Garble( 𝑓𝑞,𝜶𝑞 [𝑡],𝜷𝑞 [𝑡]; r𝑞,𝑡).

In H𝑏2, the private slots of the keys contain linear combinations of the garblings.

By the linearity of AKGS, they can also be generated as
𝛼𝑞 = ⟨s,𝜶𝑞⟩ = 𝜇𝑞 = ⟨s,𝝁𝑞⟩, 𝛽𝑞 = ⟨s,𝜷𝑞⟩ = 0 = ⟨s, 0⟩, if 𝑓 ′𝑞 = 𝑓𝑞,≠0;

𝛼𝑞 = ⟨s,𝜶𝑞⟩ = 𝜂𝑞 = ⟨s,𝜼𝑞⟩, 𝛽𝑞 = ⟨s,𝜷𝑞⟩ = 𝜇𝑞 = ⟨s,𝝁𝑞⟩, if 𝑓 ′𝑞 = 𝑓𝑞,=0;

r𝑞 =
∑︁
𝑡∈[𝑘]

s[𝑡]r𝑞,𝑡, (L𝑞,1, . . . , L𝑞,𝑚𝑞
) ← Garble( 𝑓𝑞,𝛼𝑞,𝛽𝑞; r𝑞).

In H𝑏3, the L̂𝑞, 𝑗 ’s are generated for randomly and independently sampled pad 𝜇𝑞

with secrets 𝛼𝑞,𝛽𝑞 set according to 𝜇𝑞 and independent randomness r̂𝑞:

𝜇𝑞
$← ℤ𝑝, 𝜂𝑞

$← ℤ𝑝,


𝛼𝑞 ← 𝜇𝑞, 𝛽𝑞 ← 0, if 𝑓 ′𝑞 = 𝑓𝑞,≠0;

𝛼𝑞 ← 𝜂𝑞, 𝛽𝑞 ← 𝜇𝑞, if 𝑓 ′𝑞 = 𝑓𝑞,=0;

(L̂𝑞,1, . . . , L̂𝑞,𝑚𝑞
) ← Garble( 𝑓𝑞,𝛼𝑞,𝛽𝑞; r̂𝑞).

Note that the only difference between H𝑏2 and H
𝑏
3 is that the former uses linear

combinations 𝜇𝑞, 𝜂𝑞, r𝑞 to set the secrets and the randomness for the garbling

in the private slot, whereas the latter uses fresh randomness. In H𝑏2, the

weights s and 𝝁𝑞,𝜼𝑞, r𝑞,𝑡 are only used in the exponent of 𝔾2, since they are only

encoded in IPFE secret keys. Therefore, by MDDH𝑘 (Assumption 2.1), 𝜇𝑞, 𝜂𝑞, r𝑞

are pseudorandom in the exponent of 𝔾2, i.e.,

⟦ {𝝁𝑞,𝜼𝑞, {r𝑞,𝑡}𝑡∈[𝑘]}𝑞∈[𝑄]︸                           ︷︷                           ︸
A

, {𝜇𝑞, 𝜂𝑞, r𝑞}𝑞∈[𝑄]︸               ︷︷               ︸
sTA

⟧2 ≈ ⟦A, {𝜇𝑞, 𝜂𝑞, r̂𝑞}𝑞∈[𝑄]︸               ︷︷               ︸
cT

⟧2.
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Furthermore, by the linearity of Garble, given A and sTA or cT encoded in 𝔾2,

the hybrids H𝑏2 and H
𝑏
3 can be efficiently generated. Therefore, H

𝑏
2 ≈ H

𝑏
3.

We have completed the first step of the proof. Observe that in H𝑏3, for each 𝑞 ∈ [𝑄],

the private slots of {isk𝑞, 𝑗}𝑗∈[𝑚𝑞] encode (the coefficients of) label functions 𝐿̂𝑞, 𝑗 and

the private slot of ict encodes (1, xT), identical to our 1-ABE scheme (Construction 4.2).

The security of 1-ABE (Theorem 4.7) ensures that the adversary cannot distinguish

the pad 𝜇𝑞 encoded in the secret key from another independent pad 𝜇 ′𝑞 (inconsistent

with 𝐿̂𝑞, 𝑗 ’s). Next, in H𝑏4,1, . . . ,H
𝑏
4,𝑄+1, we use syntactically the same proof to gradually

switch each 𝜇𝑞 to 𝜇 ′𝑞.

• H𝑏4,𝑞 proceeds identically to H
𝑏
3, except that in the first (𝑞 − 1) secret keys, the

random pads 𝜇𝑞′ (for 𝑞′ < 𝑞) in the private slots of v𝑞′,pad are replaced by an

independent random value 𝜇 ′
𝑞′, as illustrated in Table 4.6. The only difference

between H𝑏4,𝑞 and H
𝑏
4,𝑞+1 is whether v𝑞,pad contains the pad 𝜇𝑞 consistent with

𝐿̂𝑞, 𝑗 ’s or an independent one 𝜇 ′𝑞.

Analogously to the proof of 1-ABE security (Theorem 4.7), we have H𝑏4,𝑞 ≈ H
𝑏
4,𝑞+1. Recall

that in the more difficult case (𝑓𝑞 before x), it goes through a series of hybrids where

the coefficients of the label functions 𝐿̂𝑞, 𝑗 are gradually removed from v𝑞, 𝑗 |𝔰1-ABE and

replaced by a simulated label hardwired in either v𝑞, 𝑗 [const] (using u[sim★] as a relay)

or u[sim1], and that simulated labels are sampled at random ℓ𝑞, 𝑗
$← ℤ𝑝 (for 𝑗 > 1)

except that the first one is reversely sampled

ℓ𝑞,1
$← RevSamp( 𝑓𝑞, x,𝛼𝑞 𝑓𝑞(x) + 𝛽𝑞, ℓ𝑞,2, . . . , ℓ𝑞,𝑚𝑞

).

If decryption is not authorized, (𝛼𝑞 𝑓𝑞(x) + 𝛽𝑞) perfectly hides 𝜇𝑞, so 𝜇𝑞 can be switched

to 𝜇 ′𝑞. The indistinguishability of neighboring hybrids follows from either AKGS

piecewise security or the function-hiding property of IPFE.

The only differences between 1-ABE security proof and the transition from H𝑏4,𝑞
to H𝑏4,𝑞+1 are that in the latter, IPFE secret keys and ciphertext encode vectors with

additional public slots, and that there are many (namely, 𝑄) ABE secret keys. They do

not affect the application of AKGS piecewise security nor the function-hiding property

of IPFE. First, the piecewise security of AKGS is information-theoretic — given that
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Table 4.6. Hybrids, KP-ABE for ABP, loop (middle).

hybrid vector in 𝔰pub const coef𝑖 sim1, sim★

H𝑏4,𝑞

𝑞′ < 𝑞

{
v𝑞′,pad

normal

𝜇 ′
𝑞′

$← ℤ𝑝 0 0, 0

v𝑞′, 𝑗 L̂𝑞′, 𝑗 [const] L̂𝑞′, 𝑗 [coef𝑖] 0, 0

sk𝑞

{
v𝑞,pad 𝜇𝑞 0 0, 0

v𝑞, 𝑗 L̂𝑞, 𝑗 [const] L̂𝑞, 𝑗 [coef𝑖] 0, 0

𝑞′ > 𝑞

{
v𝑞′,pad 𝜇𝑞′ 0 0, 0

v𝑞′, 𝑗 L̂𝑞′, 𝑗 [const] L̂𝑞′, 𝑗 [coef𝑖] 0, 0

ct: u ℎ, 0, 0 1 x[𝑖] 0, 0

H𝑏4,𝑞+1

𝑞′ < 𝑞

{
v𝑞′,pad

normal

𝜇 ′
𝑞′

$← ℤ𝑝 0 0, 0

v𝑞′, 𝑗 L̂𝑞′, 𝑗 [const] L̂𝑞′, 𝑗 [coef𝑖] 0, 0

sk𝑞

{
v𝑞,pad 𝜇 ′𝑞

$← ℤ𝑝 0 0, 0

v𝑞, 𝑗 L̂𝑞, 𝑗 [const] L̂𝑞, 𝑗 [coef𝑖] 0, 0

𝑞′ > 𝑞

{
v𝑞′,pad 𝜇𝑞′ 0 0, 0

v𝑞′, 𝑗 L̂𝑞′, 𝑗 [const] L̂𝑞′, 𝑗 [coef𝑖] 0, 0

ct: u ℎ, 0, 0 1 x[𝑖] 0, 0

The proof is unaffected by whether each sk appears before/after ct.

The “normal” in v|𝔰pub represents the values specified by

the honest KeyGen (the same as in Table 4.5).

The garblings L̂𝑞′, 𝑗 are fresh and are for freshly sampled pads 𝜇𝑞′,

and 𝜇 ′
𝑞′ are independent of them.

In this iteration, sk𝑞 is made apparently useless for decrypting ct.
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𝐿̂𝑞, 𝑗 is randomly generated and independent of the other variables in H𝑏4,𝑞 and H
𝑏
4,𝑞+1,

it still applies. Second, the hybrids in 1-ABE security proof only modify the values in

v𝑞, 𝑗 |𝔰1-ABE and u[sim1],u[sim★], all of which are in the private slot. Moreover, v𝑞′,pad, v𝑞′, 𝑗

in the additional secret keys (for 𝑞′ ≠ 𝑞) have values at sim1, sim★ set to zero hence

cannot “detect” the changes in u[sim1],u[sim★]. Therefore, all the inner products

are kept the same and the function-hiding property of IPFE still applies. We indeed

conclude H𝑏4,𝑞 ≈ H
𝑏
4,𝑞+1.

We now have completed the second step of the proof. Observe that H𝑏3 and H
𝑏
4,1

are identical. We need another invocation of the function-hiding property of IPFE to

remove ℎ from u (in ict).

• H𝑏5 proceeds identically to H
𝑏
3, except that all the pads 𝜇𝑞 in v𝑞,pad’s are replaced

by independent random values 𝜇 ′𝑞, as illustrated in Table 4.5. Observe that

H𝑏4,𝑄+1 ≡ H
𝑏
5, i.e., the loop hybrids connect H

𝑏
3 and H

𝑏
5.

In this hybrid, the inner products of u and v𝑞,pad’s are {ℎ + 𝜇 ′𝑞}𝑞, hiding ℎ.

However, ℎ still appears in u. In the next hybrid, we remove ℎ from u and

directly hardwire the inner products {ℎ + 𝜇 ′𝑞}𝑞 in v𝑞,pad’s so that ℎ becomes

information-theoretically hidden.

• H𝑏6 proceeds identically to H
𝑏
5, except that the pads ℎ and 𝜇 ′𝑞 are removed from

u[pad] and v𝑞,pad [const] respectively, and that their sums {ℎ + 𝜇 ′𝑞}𝑞 are put into

v𝑞,pad [const]. The change is illustrated in Table 4.5. Since the inner products

remain the same as in H𝑏5, by the function-hiding property of IPFE, H
𝑏
5 ≈ H

𝑏
6.

Lastly, we argue H0
6 ≡ H

1
6. The secret keys are independent of ℎ since each 𝜇𝑞 perfectly

hides ℎ. The only other place where ℎ appears is for padding the message, i.e.,

(𝑔𝑏 + ⟦ℎ⟧T) in ct. Therefore, 𝑔𝑏 is information-theoretically hidden by ℎ.

By hybrid argument, Exp0
PHFE ≈ Exp

1
PHFE, i.e., Construction 4.3 is adaptively secure

(Definition 2.2). □

Combining Lemma 4.2 and Theorems 4.6 and 4.8, we obtain the following:

Corollary 4.9. Assuming MDDH𝑘 (Assumption 2.1) in pairing groups (Definition 2.5), there

is a compact and adaptively secure KP-ABE for ABP (Definitions 2.2, 2.3, and 4.2).
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4.6 KP-ABE for Logspace Turing Machines (Uniform)

In this section, we construct a KP-ABE scheme for L, uniform deterministic logspace

computation. Here, each secret key is associated with a Turing machine 𝑀 (with an

arbitrary number 𝑄 of states), and each ciphertext, an input x (of arbitrary length 𝑁)

and time/space complexity bounds 𝑇, 𝑆 ≥ 1. Decryption succeeds if and only if 𝑀

accepts x within time 𝑇 and space 𝑆. More formally,

Paramsgp = {⊥}, 𝐹gp = TM,

𝑋gp =
{
(x, 1𝑇 , 12𝑆 )

�� x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1 and 𝑇, 𝑆 ≥ 1
}
,

𝑃gp
(
𝑀, (x, 1𝑇 , 12𝑆 )

)
= 𝑀 |𝑁,𝑇,𝑆 (x) for x ∈ {0, 1}𝑁 ,

where 𝑀 |𝑁,𝑇,𝑆 (see Definition 4.3) indicates whether 𝑀 accepts x within time 𝑇 and

space 𝑆. Here, ⊥ is a placeholder value, i.e., there is the only predicate to choose

from. In our construction, the size of a secret key grows linearly in 𝑄, and that of

a ciphertext, 𝑁𝑇𝑆2𝑆.

Given our construction of ABE for L, we can derive ABE for DFA as a special case,

since DFA can be regarded as a Turing machine with time complexity 𝑇 = 𝑁 and

space complexity 𝑆 = 1, which always moves the input tape pointer to the right and

never uses the working tape. Moreover, our ABE scheme for L extends immediately to

non-deterministic, unambiguous logspace Turing machines (UL). Such machines have

at most one accepting path for any input. In fact, our construction handles all non-

deterministic logspace Turing machines (NL), except when the number of accepting

paths is exactly a multiple of 𝑝, the order of the pairing groups.

Below, we start with our AKGS for Turing machines, then build a 1-ABE scheme

based on the AKGS and a function-hiding secret-key IPFE, and lastly lift it to a full-

fledged KP-ABE scheme using slotted IPFE. For simplicity of exposition, we describe

our construction based on SXDH (Assumption 4.1). It readily extends to be based on

MDDH𝑘 for any 𝑘 ≥ 1.

4.6.1 AKGS for Turing Machines with Time/Space Bounds

To obtain our AKGS for Turing machines with time/space bounds, we first represent
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the computation of Turing machines as a sequence of matrix multiplications, and

then design an AKGS for matrix multiplication. See Section 4.2.3 for an overview of

our AKGS.

Transition Matrix. Given a Turing machine 𝑀 = (𝑄, yacc, 𝛿), upper bounds of time

and space complexity 𝑇, 𝑆 ≥ 1, and an input x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1, we consider

the length-𝑇 computation path of 𝑀 with input x and space bound 𝑆. Recall that the

set of internal configurations is

C𝑀,𝑁,𝑆 = [𝑁] × [𝑆] × {0, 1}𝑆 × [𝑄].

An internal configuration 𝑧 = (𝑖, 𝑗,W, 𝑞) ∈ C𝑀,𝑁,𝑆 specifies that the input and working

tape pointers are respectively at positions 𝑖 and 𝑗, the working tape has content W,

and the current state is 𝑞. In particular, the initial configuration is (1, 1, 0𝑆, 1) — the

input/working tape pointers point to the first cell, the working tape is all-0, and the

state is the initial state 1. An accepting configuration satisfies yacc [𝑞] = 1.

We construct a transition matrix M𝑁,𝑆 (x) ∈ {0, 1}C𝑀,𝑁,𝑆×C𝑀,𝑁,𝑆 where M𝑁,𝑆 (x) [𝑧, 𝑧′]

is 1 if and only if the internal configuration of 𝑀 is 𝑧′ after one step of computation

starting from internal configuration 𝑧. By how the Turing machine operates in each

step depending on the transition function 𝛿, we have

M𝑁,𝑆 (x) [(𝑖, 𝑗,W, 𝑞), (𝑖′, 𝑗′,W′, 𝑞′)]

=


1, if 𝛿(𝑞, x[𝑖],W[ 𝑗]) = (𝑞′,W′[ 𝑗], 𝑖′ − 𝑖, 𝑗′ − 𝑗)

and W′[ 𝑗′′] = W[ 𝑗′′] for all 𝑗′′ ≠ 𝑗;

0, otherwise;

= x[𝑖] ·


1, if 𝛿(𝑞, 1,W[ 𝑗]) = (𝑞′,W′[ 𝑗], 𝑖′ − 𝑖, 𝑗′ − 𝑗)

and W′[ 𝑗′′] = W[ 𝑗′′] for all 𝑗′′ ≠ 𝑗;

0, otherwise;

+ (1 − x[𝑖]) ·


1, if 𝛿(𝑞, 0,W[ 𝑗]) = (𝑞′,W′[ 𝑗], 𝑖′ − 𝑖, 𝑗′ − 𝑗)

and W′[ 𝑗′′] = W[ 𝑗′′] for all 𝑗′′ ≠ 𝑗;

0, otherwise.
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With the transition matrix, we can now write the computation of Turing machine

as a sequence of matrix multiplications. We represent internal configurations using

one-hot encoding — the internal configuration 𝑧 is represented by the basis vector

𝜾𝑧 ∈ {0, 1}C𝑀,𝑁,𝑆 whose 𝑧-entry is 1 and whose other entries are 0. Note that multiplying

𝜾T𝑧 on the right by the transition matrix M𝑁,𝑆 (x) produces exactly the next internal

configuration. If there is no valid internal configuration of 𝑀 after one step of

computation starting from 𝑧, we have 𝜾T𝑧M𝑁,𝑆 (x) = 0T. Otherwise, 𝜾T𝑧M𝑁,𝑆 (x) = 𝜾T
𝑧′ for

the unique next internal configuration 𝑧′. The function 𝑀 |𝑁,𝑇,𝑆 (x) can be written as

𝑀 |𝑁,𝑇,𝑆 (x) = 𝜾T(1,1,0𝑆,1)
(
M𝑁,𝑆 (x)

)𝑇 (
1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc

)
,

where 𝜾(1,1,0𝑆,1) represents the initial internal configuration. The multiplications

advance the computation by 𝑇 steps and then test whether the final internal

configuration is in an accepting state. We elaborate on the last step. The tensor

product 1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc is a vector in {0, 1}C𝑀,𝑁,𝑆 such that its (𝑖, 𝑗,W, 𝑞)-entry is 1

if and only if yacc [𝑞] = 1, i.e., 𝑞 is an accepting state. Therefore, taking the inner

product of 𝜾T(1,1,0𝑆,1)
(
M𝑁,𝑆 (x)

)𝑇
= 𝜾T

𝑧′ (𝑧
′ being the final internal configuration) or 0T

(no valid final internal configuration) with the tensor product indicates whether 𝑀

accepts x within time 𝑇 and space 𝑆.

Transition Blocks. The transition matrix has the following two useful properties.

• M𝑁,𝑆 (x) is affine in x when regarded as an integer matrix.

• M𝑁,𝑆 (x) has the following block structure. There is a constant number of 𝑄 × 𝑄

matrices {M𝜏}𝜏 defined by the transition function 𝛿, called the transition blocks,

such that for every (𝑖, 𝑗,W) and (𝑖′, 𝑗′,W′) in [𝑁] × [𝑆] × {0, 1}𝑆, the submatrix

M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), (𝑖′, 𝑗′,W′, )] is either some M𝜏 or 0.

We define the transition blocks below.

Definition 4.12 (transition blocks). Let 𝑀 = (𝑄, yacc, 𝛿) be a Turing machine (Defi-

nition 4.3) and T = {0, 1}3 × {0,±1}2 the set of transition types. The transition blocks

of 𝑀 consist of 72 matrices M𝜏 ∈ {0, 1}𝑄×𝑄 for 𝜏 = (𝑥, 𝑤, 𝑤′,Δ𝑖,Δ 𝑗) ∈ T , each encoding

the possible transitions among the states given the following information: the input
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tape symbol 𝑥 under scan, the working tape symbol 𝑤 under scan, the symbol 𝑤′

overwriting 𝑤, the direction Δ𝑖 to which the input tape pointer moves, and the

direction Δ 𝑗 to which the working tape pointer moves. Formally,

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 [𝑞, 𝑞′] =


1, if 𝛿(𝑞, 𝑥, 𝑤) = (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗);

0, otherwise.

In M𝑁,𝑆 (x), each 𝑄 × 𝑄 block is either one of the transition blocks or 0:

M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), (𝑖′, 𝑗′,W′, )]

=


Mx[𝑖],W[ 𝑗],W′[ 𝑗],𝑖′−𝑖, 𝑗′− 𝑗 , if 𝑖′ − 𝑖, 𝑗′ − 𝑗 ∈ {0,±1} and

W[ 𝑗′′] = W′[ 𝑗′′] for all 𝑗′′ ≠ 𝑗;

0, otherwise.

Observe further that in M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), ( , , , )], each transition block appears

at most once.

AKGS for Turing machines. We have represented the Turing machine computation

as a sequence of matrix multiplications over the integers:

𝑀 |𝑁,𝑇,𝑆 (x) = 𝜾T(1,1,0𝑆,1)
(
M𝑁,𝑆 (x)

)𝑇 (
1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc

)
for x ∈ {0, 1}𝑁 .

We can formally extend20 𝑀 |𝑁,𝑇,𝑆 : {0, 1}𝑁 → {0, 1} to a ℤ𝑁
𝑝 → ℤ𝑝 function using the

same matrix multiplication formula, preserving its behavior when the input comes

from {0, 1}𝑁. When 𝑝 is clear from the context, we use 𝑀 |𝑁,𝑇,𝑆 to represent its

extension over ℤ𝑝.

We now construct an AKGS for Turing machine computations and prove its special

piecewise security. It is constructed via a recursive mechanism for garbling matrix

multiplications, which is inspired21 by the garbling scheme for arithmetic NC1 circuits

in [AIK11] and the garbling mechanism for multiplication gates in [BGG+14].

20This is done to arithmetize the computation, adhering to the formalism of AKGS. The blocks are

computed as ((1 − x[𝑖])M0,··· + x[𝑖]M1,···), which may be neither M0,··· nor M1,··· when x[𝑖] ∉ {0, 1}, but we

will not consider non-binary x in ABE.
21As a historical fact, the authors first came up with the AKGS for arithmetic formulae, abstracted out

piecewise security, and only verified that the PGS for ABP [IW14] is also a piecewise secure AKGS.
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Construction 4.4 (AKGS for 𝑴 |𝑵,𝑻,𝑺). Let

F =
{
𝑀 |𝑁,𝑇,𝑆 : ℤ𝑁

𝑝 → ℤ𝑝

�� 𝑀 ∈ TM, 𝑁,𝑇, 𝑆 ≥ 1, 𝑝 prime
}

be the set of time/space bounded Turing machine computations. The AKGS for F

operates as follows.

• Garble
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝),𝛼,𝛽

)
takes as input a function 𝑀 |𝑁,𝑇,𝑆 over ℤ𝑝 from F

and two secrets 𝛼,𝛽 ∈ ℤ𝑝. Suppose 𝑀 = (𝑄, yacc, 𝛿), the algorithm samples the

randomness r by

(for 𝑡 ∈ [0, 𝑇]) r𝑡 $← ℤ
C𝑀,𝑁,𝑆
𝑝 (C𝑀,𝑁,𝑆 = [𝑁] × [𝑆] × {0, 1}𝑆 × [𝑄]),

r ∈ ℤ[0,𝑇]×C𝑀,𝑁,𝑆𝑝 , r[(𝑡, 𝑖, 𝑗,W, 𝑞)] = r𝑡 [(𝑖, 𝑗,W, 𝑞)].

It computes the transition matrix M𝑁,𝑆 (x) as a function of x and defines the

label functions by

𝐿init(x) = 𝛽 + 𝜾T(1,1,0𝑆,1)r0,

(for 𝑡 ∈ [𝑇])
(
𝐿𝑡,𝑧 (x)

)
𝑧∈C𝑀,𝑁,𝑆 = −r𝑡−1 +M𝑁,𝑆 (x) · r𝑡,(

𝐿𝑇+1,𝑧 (x)
)
𝑧∈C𝑀,𝑁,𝑆 = −r𝑇 +𝛼 · 1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc.

The algorithm collects and outputs the coefficients of those label functions.

• Eval
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝), x, ℓinit, (ℓ𝑡,𝑧)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
takes as input 𝑀 |𝑁,𝑇,𝑆, an input

string x ∈ ℤ𝑁
𝑝 , and the labels. It first computes the transition matrix M𝑁,𝑆 (x)

with x substituted into it and sets ℓ 𝑡 = (ℓ𝑡,𝑧)𝑧∈C𝑀,𝑁,𝑆 for 𝑡 ∈ [𝑇 + 1]. The algorithm

computes and outputs

ℓinit + 𝜾T(1,1,0𝑆,1)
𝑇+1∑︁
𝑡=1

(
M𝑁,𝑆 (x)

) 𝑡−1
ℓ 𝑡.

Syntax and Correctness. We verify that Construction 4.4 is indeed a linear AKGS

(Definitions 4.7 and 4.8).

• 𝐿init and 𝐿𝑡,𝑧’s are affine functions of x.𝐿init and 𝐿𝑡,𝑧’s are affine functions of x. The functions 𝐿init and 𝐿𝑇+1,𝑧’s are

constant with respect to x. The rest are 𝐿𝑡,𝑧 (𝑥) =
(
−r𝑡−1 +M𝑁,𝑆 (x) · r𝑡

)
[𝑧]. Since

M𝑁,𝑆 (x) is affine in x and r𝑡−1, r𝑡 are constant with respect to x, these label

functions are also affine in x.
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• Shape determinism holds.Shape determinism holds. The garbling size of 𝑀 |𝑁,𝑇,𝑆 is
(
1 + 𝑁 (𝑇 + 1)𝑆2𝑆𝑄

)
.

• Garble is linear in (𝛼,𝛽, r).Garble is linear in (𝛼,𝛽, r). Note that M𝑁,𝑆 (x), 𝜾(1,1,0𝑆,1) , yacc are constant with

respect to (𝛼,𝛽, r) and 𝛼,𝛽, {r𝑡}𝑡∈[0,𝑇] are linear in (𝛼,𝛽, r). By the definition of

the label functions, their coefficients are linear in (𝛼,𝛽, r).

• Correctness.Correctness. Substituting ℓ𝑡,𝑧 = 𝐿𝑡,𝑧 (x) and the formula for 𝑀 |𝑁,𝑇,𝑆 into the

summation, we find that it is a telescoping sum:

𝜾T(1,1,0𝑆,1)

𝑇+1∑︁
𝑡=1

(
M𝑁,𝑆 (x)

) 𝑡−1
ℓ 𝑡 = 𝜾T(1,1,0𝑆,1)

𝑇∑︁
𝑡=1

(
M𝑁,𝑆 (x)

) 𝑡−1 (−r𝑡−1 +M𝑁,𝑆 (x) · r𝑡
)

+ 𝜾T(1,1,0𝑆,1)
(
M𝑁,𝑆 (x)

)𝑇 (
−r𝑇 +𝛼 · 1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc

)
= 𝜾T(1,1,0𝑆,1)

𝑇∑︁
𝑡=1

(
−
(
M𝑁,𝑆 (x)

) 𝑡−1r𝑡−1 +
(
M𝑁,𝑆 (x)

) 𝑡r𝑡)
− 𝜾T(1,1,0𝑆,1)

(
M𝑁,𝑆 (x)

)𝑇r𝑇 +𝛼𝑀 |𝑁,𝑇,𝑆 (x)

= −𝜾T(1,1,0𝑆,1)r0 +𝛼𝑀 |𝑁,𝑇,𝑆 (x).

The output of Eval is

ℓinit + 𝜾T(1,1,0𝑆,1)
𝑇+1∑︁
𝑡=1

(
M𝑁,𝑆 (x)

) 𝑡−1
ℓ 𝑡 =

(
𝛽 + 𝜾T(1,1,0𝑆,1)r0

)
+

(
−𝜾T(1,1,0𝑆,1)r0 +𝛼𝑀 |𝑁,𝑇,𝑆 (x)

)
= 𝛽 +𝛼𝑀 |𝑁,𝑇,𝑆 (x).

Therefore, the scheme is correct.

• Eval is linear in ℓinit and ℓ𝑡,𝑧’s.Eval is linear in ℓinit and ℓ𝑡,𝑧’s. This can be verified by inspection.

Security. We show that Construction 4.4 is special piecewise secure.

Theorem 4.10 (¶). Construction 4.4 is special piecewise secure (Definition 4.11).

More specifically, the label functions are ordered as 𝐿init, (𝐿1,𝑧)𝑧∈C𝑀,𝑁,𝑆 , (𝐿2,𝑧)𝑧∈C𝑀,𝑁,𝑆 , . . . ,

(𝐿𝑇+1,𝑧)𝑧∈C𝑀,𝑁,𝑆 , the randomness is ordered as r0, r1, . . . , r𝑇 , and the randomizer of 𝐿𝑡,𝑧

is r𝑡−1 [𝑧]. For each 𝑡 ∈ [𝑇 + 1], the ordering of the components in (𝐿𝑡,𝑧)𝑧∈C𝑀,𝑁,𝑆 and r𝑡−1 can

be arbitrary, as long as the two are consistent.

Proof (Theorem 4.10). By definition, the coefficient of ℓinit in Eval is 1 ≠ 0. Now we

prove the marginal randomness property. Recall that all the other label functions are



93

grouped by time step 𝑡 ∈ [𝑇 + 1] into

(for 𝑡 ∈ [𝑇])
(
𝐿𝑡,𝑧 (x)

)
𝑧∈C𝑀,𝑁,𝑆 = −r𝑡−1 +M𝑁,𝑆 (x) · r𝑡,(

𝐿𝑇+1,𝑧 (x)
)
𝑧∈C𝑀,𝑁,𝑆 = −r𝑇 +𝛼 · 1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc.

Fix a group 𝑡 ∈ [𝑇 + 1] of the label functions. Each 𝐿𝑡,𝑧 (for 𝑧 ∈ C𝑀,𝑁,𝑆), aside from

r𝑡−1 [𝑧] (which is in the constant), only uses components in r𝑡 (if 𝑡 ≤ 𝑇) as randomness.

Moreover, all the label functions in groups 𝑡 + 1, 𝑡 + 2, . . . , 𝑇 + 1 only use components

in r𝑡, r𝑡+1, . . . , r𝑇 as randomness. Therefore, all those label functions are in the special

form, the randomizer of 𝐿𝑡,𝑧 is r𝑡−1 [𝑧], and the components in each group of 𝐿𝑡,𝑧’s

and r𝑡−1 can be reordered as long as they are consistent. □

4.6.2 1-ABE for L

With the AKGS for Turing machines, we are ready to construct our 1-ABE for L and

prove its security. To focus on the core idea, we present our construction assuming

SXDH in the pairing groups and briefly discuss how to generalize the construction to

be based on MDDH𝑘 for any 𝑘 ≥ 1.

New Challenge. As discussed in the technical overview (see Section 4.2.3), building

ABE for L from AKGS faces new challenges comparing with ABE for ABP. In particular,

the size of the AKGS garbling is roughly 𝑁𝑇𝑆2𝑆𝑄. While the key generation algorithm

knows 𝑄 and the encryption algorithms knows 𝑁,𝑇, 𝑆, neither of them alone has

full information of the size of the AKGS garbling. Furthermore, the total size of a

pair of secret key and ciphertext is way smaller than the garbling size. Therefore, it

is impossible to encode the label functions of AKGS in either the secret key or the

ciphertext (in contrast, in ABE for ABP, the label functions are completely encoded

in the secret key). To overcome this challenge, we will i) let the secret key and the

ciphertext jointly generate the label functions, and ii) use pseudorandomness in the

exponent.

An Exercise of Algebra. Recall that the AKGS for L samples r ∈ ℤ[0,𝑇]×C𝑀,𝑁,𝑆𝑝 as its

randomness. We will use “structured” vector r = rx ⊗ rf for rx $← ℤ
[0,𝑇]×[𝑁]×[𝑆]×{0,1}𝑆
𝑝
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and rf
$← ℤ

𝑄
𝑝 as the randomness for the AKGS garbling. Before laying out the

construction, we first show that M𝑁,𝑆 (x) · r𝑡 (a central part of the label functions)

can be expressed as a bilinear function of x, rx, x ⊗ rx (known at encryption time) and

{M𝜏rf}𝜏, rf (known at key generation time), and hence can be computed as the inner

products of vectors depending on these two groups of variables separately.

By our choice of randomness, r𝑡 = r[(𝑡, , , , )] is a block vector with each block

being a multiple of rf. More precisely, r𝑡 [(𝑖, 𝑗,W, )] = rx [(𝑡, 𝑖, 𝑗,W)] · rf. We compute

each block of the product M𝑁,𝑆 (x) · r𝑡:(
M𝑁,𝑆 (x) · r𝑡

)
[(𝑖, 𝑗,W, )](

row 𝑟 of Ab is
row 𝑟 of A times b

)
= M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), ( , , , )] · r𝑡(

block matrix
multiplication

)
=

∑︁
𝑖′∈[𝑁], 𝑗′∈[𝑆]

W′∈{0,1}𝑆

M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), (𝑖′, 𝑗′,W′, )] · r𝑡 [(𝑖′, 𝑗′,W′, )]

=
∑︁

𝑖′∈[𝑁], 𝑗′∈[𝑆]
W′∈{0,1}𝑆

M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), (𝑖′, 𝑗′,W′, )] · rx [(𝑡, 𝑖′, 𝑗′,W′)] · rf.

Recall that in M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), ( , , , )], each transition block appears at most

once, and the other 𝑄 × 𝑄 blocks are 0. More specifically, M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 appears at

M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), (𝑖′, 𝑗′,W′, )] if x[𝑖] = 𝑥, W[ 𝑗] = 𝑤, 𝑖′ − 𝑖 = Δ𝑖, 𝑗′ − 𝑗 = Δ 𝑗, and W′

is W with its 𝑗th entry changed to 𝑤′. Therefore, we have(
M𝑁,𝑆 (x) · r𝑡

)
[(𝑖, 𝑗,W, )]

=
∑︁

𝑤′∈{0,1},Δ𝑖,Δ 𝑗∈{0,±1}
𝑖+Δ 𝑗∈[𝑁], 𝑗+Δ 𝑗∈[𝑆]

Mx[𝑖],W[ 𝑗],𝑤′,Δ𝑖,Δ 𝑗 · rx [(𝑡, 𝑖 + Δ𝑖, 𝑗 + Δ 𝑗,W′)] · rf

=
∑︁

𝑥,𝑤,𝑤′∈{0,1}
Δ𝑖,Δ 𝑗∈{0,±1}

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 · rf ·


rx [(𝑡, 𝑖 + Δ𝑖, 𝑗 + Δ 𝑗,W′)], if 𝑥 = x[𝑖], 𝑖 + Δ𝑖 ∈ [𝑁],

𝑤 = W[ 𝑗], 𝑗 + Δ 𝑗 ∈ [𝑆];

0, otherwise. (4.6)

Here, W′ ∈ {0, 1}𝑆, W′[ 𝑗] = 𝑤′, and W′[ 𝑗′′] = W[ 𝑗′′] for all 𝑗′′ ≠ 𝑗. Note that in the last

summation formula, there are exactly 72 summands. Moreover, each summand is

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 · rf (depending only on rf and the transition blocks) multiplied by either

an entry in rx or 0 (depending only on rx and x). To simplify notations, we define

transition coefficients.
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Definition 4.13 (transition coefficients). Let T = {0, 1}3 × {0,±1}2 be the set of transi-

tion types (Definition 4.12). For all 𝜏 = (𝑥, 𝑤, 𝑤′,Δ𝑖,Δ 𝑗) ∈ T , 𝑁,𝑇, 𝑆 ≥ 1, x ∈ {0, 1}𝑁,

𝑡 ∈ [𝑇], 𝑖 ∈ [𝑁], 𝑗 ∈ [𝑆], W ∈ {0, 1}𝑆, rx ∈ ℤ[0,𝑇]×[𝑁]×[𝑆]×{0,1}
𝑆

𝑝 , define the transition

coefficient as

𝔠𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 (x; 𝑡, 𝑖, 𝑗,W; rx) =


rx [(𝑡, 𝑖 + Δ𝑖, 𝑗 + Δ 𝑗,W′)], if 𝑥 = x[𝑖], 𝑖 + Δ𝑖 ∈ [𝑁],

𝑤 = W[ 𝑗], 𝑗 + Δ 𝑗 ∈ [𝑆];

0, otherwise;

where W′ ∈ {0, 1}𝑆, W′[ 𝑗] = 𝑤′, and W′[ 𝑗′′] = W[ 𝑗′′] for all 𝑗′′ ≠ 𝑗.

With the above definition, Equation (4.6) can be restated as

(
M𝑁,𝑆 (x) · r𝑡

)
[(𝑖, 𝑗,W, )] =

∑︁
𝜏∈T

𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx) ·M𝜏rf. (4.7)

We are now ready to construct 1-ABE for L.

Ingredients of Construction 4.5. Let

• (Garble, Eval) be Construction 4.4, the AKGS for

F =
{
𝑀 |𝑁,𝑇,𝑆 : ℤ𝑁

𝑝 → ℤ𝑝

�� 𝑀 ∈ TM, 𝑁,𝑇, 𝑆 ≥ 1, 𝑝 prime
}
,

• GroupGen a pairing group sampler (Definition 2.5), and

• (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) a secret-key IPFE (Definition 4.4)

based on GroupGen.

Construction 4.5 (1-ABE for L). Define (see Definitions 2.3 and 4.6)

Paramsgp = {⊥}, 𝐹gp = TM,

𝑋gp =
{
(x, 1𝑇 , 12𝑆 )

�� x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1 and 𝑇, 𝑆 ≥ 1
}
,

𝑃gp
(
𝑀, (x, 1𝑇 , 12𝑆 )

)
= 𝑀 |𝑁,𝑇,𝑆 (x) for x ∈ {0, 1}𝑁 .

Our 1-ABE scheme based on GroupGen operates as follows.
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• Setup(gp) sets up the IPFE scheme imsk $← IPFE.Setup(gp, 𝔰1-ABE) for

𝔰1-ABE =


init, rand, randcomp, randtemp, randtemp,comp,

acc, acctemp, sim, simtemp, simcomp


∪

{
tb𝜏, tb

comp
𝜏 , tbtemp𝜏 , tbtemp,comp𝜏

�� 𝜏 ∈ T }
.

It outputs msk = imsk.

The names of the indices are as follows. The index init is used for computing ℓinit.

It is also used in the security proof. The indices tb𝜏 (“transition blocks”) are used

for computing M𝑁,𝑆 (x) · r𝑡 in ℓ𝑡,𝑧’s, the index rand (“randomizer”) for (−r𝑡−1),

and acc (“acceptance vector”) for 𝛼 · 1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc in ℓ𝑇+1,𝑧’s. Values at all

the other indices are set to zero by the honest algorithms, and those indices

are only used in the security proof. Jumping ahead, sim is used for simulating

the labels, and the rest of the indices are used for holding temporary values in

the hybrids — “temp” is short for “temporary”, and “comp” for “compensation”.

More details in the proof.

• KeyGen(msk, 𝑀, 𝜇) takes as input msk, some 𝑀 = (𝑄, yacc, 𝛿) ∈ TM = 𝐹gp, and

𝜇 ∈ ℤ𝑝. The algorithm computes the transition blocks M𝜏 for 𝜏 ∈ T from 𝛿,

samples rf
$← ℤ

𝑄
𝑝 , and sets the vectors vinit and v𝑞 for 𝑞 ∈ [𝑄] as follows:

vector init rand acc tb𝜏
the other
indices

vinit rf [1] 0 0 0
0

v𝑞 0 −rf [𝑞] 𝜇 · yacc [𝑞] (M𝜏rf) [𝑞]

It generates an IPFE secret key for each vector defined above by

iskinit
$← IPFE.KeyGen(imsk, ⟦vinit⟧2),

(for 𝑞 ∈ [𝑄]) isk𝑞
$← IPFE.KeyGen(imsk, ⟦v𝑞⟧2).

The algorithm outputs sk = (iskinit, isk1, . . . , isk𝑄).

We note that KeyGen creates the garbling (or rather, half of it) with secrets 𝛼 = 𝜇

and 𝛽 = 0 so that 𝜇 can be recovered using Eval if and only if 𝑀 |𝑁,𝑇,𝑆 (x) ≠ 0.22

22For comparison, in Chapter 7, decryption is authorized for the computation yielding zero.
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• Enc
(
msk, (x, 1𝑇 , 12𝑆 )

)
takes as input msk, an input string x ∈ {0, 1}𝑁 for some

𝑁 ≥ 1, and time/space complexity bounds 𝑇, 𝑆 ≥ 1 (encoded as 1𝑇 and 12𝑆).

It samples rx $← ℤ
[0,𝑇]×[𝑁]×[𝑆]×{0,1}𝑆
𝑝 and sets the vectors uinit and u𝑡,𝑖, 𝑗,W for

𝑡 ∈ [𝑇 + 1], 𝑖 ∈ [𝑁], 𝑗 ∈ [𝑆], W ∈ {0, 1}𝑆 as follows:

vector init rand acc tb𝜏
the other
indices

uinit rx [(0, 1, 1, 0𝑆)] 0 0 0

0(𝑡 ≤ 𝑇) u𝑡,𝑖, 𝑗,W 0 rx [(𝑡 − 1, 𝑖, 𝑗,W)] 0 𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx)

u𝑇+1,𝑖, 𝑗,W 0 rx [(𝑇, 𝑖, 𝑗,W)] 1 0

The algorithm then generates IPFE ciphertexts for the vectors defined above by

ictinit
$← IPFE.Enc(imsk, ⟦uinit⟧1),

(for 𝑡 ∈ [𝑇 + 1], 𝑖 ∈ [𝑁], 𝑗 ∈ [𝑆],W ∈ {0, 1}𝑆) ict𝑡,𝑖, 𝑗,W
$← IPFE.Enc(imsk, ⟦u𝑡,𝑖, 𝑗,W⟧1).

The algorithm outputs ct =
(
ictinit, {ict𝑡,𝑖, 𝑗,W}𝑡∈[𝑇+1],𝑖∈[𝑁], 𝑗∈[𝑆],W∈{0,1}𝑆

)
.

• Dec
(
𝑀, sk, (x, 1𝑇 , 12𝑆 ), ct

)
outputs ⊥ if 𝑀 |𝑁,𝑇,𝑆 (x) = 0, where x ∈ {0, 1}𝑁. Other-

wise, it parses sk, ct as in KeyGen, Enc and computes the labels (recall that

C𝑀,𝑁,𝑆 = [𝑁] × [𝑆] × {0, 1}𝑆 × [𝑄])

⟦ℓinit⟧T ← IPFE.Dec(iskinit, ictinit),

(for 𝑡 ∈ [𝑇 + 1], (𝑖, 𝑗,W, 𝑞) ∈ C𝑀,𝑁,𝑆) ⟦ℓ𝑡,𝑖, 𝑗,W,𝑞⟧T ← IPFE.Dec(isk𝑞, ict𝑡,𝑖, 𝑗,W).

The algorithm performs the AKGS evaluation and outputs

⟦𝜇′⟧T ← Eval
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝), x, ⟦ℓinit⟧T, (⟦ℓ𝑡,𝑧⟧T)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
.

Correctness. We verify that the scheme is correct. Note that ℓinit, (ℓ𝑡,𝑧)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆 is

a valid garbling of 𝑀 |𝑁,𝑇,𝑆 with secrets 𝛼 = 𝜇 and 𝛽 = 0. Consider

𝛼 = 𝜇, 𝛽 = 0, r = rx ⊗ rf, r𝑡 = r[(𝑡, , , , )] (𝑡 ∈ [0, 𝑇]),(
Linit, (L𝑡,𝑧)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
← Garble

(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝),𝛼,𝛽; r

)
,

where the randomness used by Garble is explicitly written. Let 𝐿init and 𝐿𝑡,𝑧’s be the

label functions (affine in x with coefficient vectors being Linit and L𝑡,𝑧’s, respectively).
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First, by the correctness of IPFE and the definition of vectors vinit and uinit, we have

ℓinit = rx [(0, 1, 1, 0𝑆)] · rf [1] = r0 [(1, 1, 0𝑆, 1)] = 𝛽 + 𝜾T(1,1,0𝑆,1)r0 = 𝐿init(x).

Next, by the correctness of IPFE and the definition of vectors v𝑞 and u𝑡,𝑖, 𝑗,W, we have

ℓ𝑡,𝑖, 𝑗,W,𝑞 = −rx [(𝑡 − 1, 𝑖, 𝑗,W)] · rf [𝑞] +
∑︁
𝜏∈T

𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx) · (M𝜏rf) [𝑞]

= −r𝑡−1 [(𝑖, 𝑗,W, 𝑞)] +
(∑︁
𝜏∈T

𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx) ·M𝜏rf
)
[𝑞]

(Equation (4.7)) = −r𝑡−1 [(𝑖, 𝑗,W, 𝑞)] +
(
M𝑁,𝑆 (x) · r𝑡

)
[(𝑖, 𝑗,W, )] [𝑞]

= −r𝑡−1 [(𝑖, 𝑗,W, 𝑞)] +
(
M𝑁,𝑆 (x) · r𝑡

)
[(𝑖, 𝑗,W, 𝑞)]

= 𝐿𝑡,𝑖, 𝑗,W,𝑞(x) for all 𝑡 ∈ [𝑇], (𝑖, 𝑗,W, 𝑞) ∈ C𝑀,𝑁,𝑆,

ℓ𝑇+1,𝑖, 𝑗,W,𝑞 = −rx [(𝑇, 𝑖, 𝑗,W)] · rf [𝑞] +𝛼 · yacc [𝑞]

= −r𝑇 [(𝑖, 𝑗,W, 𝑞)] +𝛼 ·
(
1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc

)
[(𝑖, 𝑗,W, 𝑞)]

= 𝐿𝑇+1,𝑖, 𝑗,W,𝑞(x) for all (𝑖, 𝑗,W, 𝑞) ∈ C𝑀,𝑁,𝑆.

Lastly, by the linearity of Eval in the labels, we can evaluate the garbling in the

exponent of the target group and obtain 𝜇′ = 𝛼𝑀 |𝑁,𝑇,𝑆 (x) + 𝛽 = 𝜇 (note that 𝑀 |𝑁,𝑇,𝑆 (x)

is either 0 or 1 for x ∈ {0, 1}𝑁) in the exponent. Therefore, correctness holds.

EXTENSION TO MDDH. The 1-ABE scheme for L based on MDDH𝑘 can be obtained by

modifying the above scheme to use pseudorandomness

r = RT
xRf for Rx

$← ℤ
[𝑘]×([0,𝑇]×[𝑁]×[𝑆]×{0,1}𝑆)
𝑝 and Rf

$← ℤ
𝑘×𝑄
𝑝 .

Security. We state and prove the security of our 1-ABE for L.

Theorem 4.11 (¶). Suppose in Construction 4.5, SXDH (Assumption 4.1) holds over

GroupGen and the IPFE scheme is function-hiding (Definition 4.5), then the resultant

1-ABE scheme is 1-key 1-ciphertext secure (Definition 4.6).

PROOF IDEA. We first discuss the high-level ideas of the proof.

Recall that in the proof of adaptive security of 1-ABE for ABP (Theorem 4.7), for the

case where the secret key query appears before the ciphertext challenge, we gradually
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replace the label functions in the secret key by labels simulated as random values,

except that the first label is reversely sampled.

That approach, however, fails for Construction 4.5 for two reasons: i) the garbling

uses pseudorandomness instead of true randomness; ii) there is not enough space

in the ciphertext, the secret key, or both to embed Ω(𝑁𝑇𝑆2𝑆𝑄) labels simulated as

random values. We make two tweaks to the proof of Theorem 4.7 to solve the problems:

i) we rely on SXDH to gradually switch pseudorandomness to true randomness so that

by special piecewise security, we can simulate the labels as random; ii) in the final

hybrid, the labels are simulated as pseudorandom values, which can be embedded in

the ciphertext and the secret key.

At a high level, the proof involves three groups of hybrids manipulating the vectors

encrypted by IPFE.

1. The first few hybrids replace the first label function 𝐿init jointly encoded in

uinit, vinit by the reversely sampled first label ℓinit hardwired in either uinit or

vinit, whichever is generated later.

2. The middle hybrids are a loop. Along the hybrids, we gradually replace the

label functions 𝐿𝑡,𝑖, 𝑗,W,𝑞 ( jointly encoded in u𝑡,𝑖, 𝑗,W’s and v𝑞’s) generated using

pseudorandomness by simulated labels ℓ𝑡,𝑖, 𝑗,W,𝑞 = sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞], where

sx $← ℤ
[𝑇+1]×[𝑁]×[𝑆]×{0,1}𝑆
𝑝 is embedded in u𝑡,𝑖, 𝑗,W’s and sf

$← ℤ
𝑄
𝑝 is embedded

in v𝑞’s. How the loop proceeds depends on whether the ciphertext challenge

comes first or second.

3. The final hybrids do some clean-up work to completely remove 𝜇0 from the

vectors so that it is information-theoretically hidden.

We elaborate on the loop hybrids. The reason why the strategy depends on whether

the ciphertext challenge comes first or second is that we need to invoke DDH to

temporarily make some label, say ℓ𝑡,𝑖, 𝑗,W,𝑞, truly random. The reduction algorithm

(reducing neighboring indistinguishability to DDH) needs to reversely sample ℓinit

using RevSamp, which takes as input 𝑀, x, 𝑇, 𝑆 and all the other labels ℓ𝑡′,𝑖′, 𝑗′,W′,𝑞′,

including ℓ𝑡,𝑖, 𝑗,W,𝑞. On one hand, since 𝑀, x, 𝑇, 𝑆 are only fully specified after both the
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key and ciphertext queries are made, ℓinit can only be embedded in the key if it comes

after the ciphertext, and in the ciphertext otherwise. On the other hand, since ℓ𝑡,𝑖, 𝑗,W,𝑞

is being switched from pseudorandom to random by DDH, the reduction only has

access to ℓ𝑡,𝑖, 𝑗,W,𝑞 in the exponent of the group 𝔾𝑏 where DDH is invoked. Therefore,

ℓinit must be reversely sampled in the exponent of 𝔾𝑏. Adding these requirements

together necessitates that DDH must be invoked in the same group where ℓinit is

hardwired.

• Case 1: The ciphertext challenge appears before the secret key query.Case 1: The ciphertext challenge appears before the secret key query. For this

case, ℓinit ← RevSamp(· · ·) is hardwired in vinit (in iskinit, encoded in 𝔾2). The

middle hybrids loop over (𝑡, 𝑖, 𝑗,W) in lexicographical order. In each iteration,

we first move everything from u𝑡,𝑖, 𝑗,W to all the v𝑞’s in one shot, hardwiring the

honest labels ℓ𝑡,𝑖, 𝑗,W,𝑞 into v𝑞 for all 𝑞. Next, we invoke DDH over 𝔾2 to switch

r𝑡 [(𝑖, 𝑗,W, 𝑞)] from rx [(𝑡, 𝑖, 𝑗,W)] · rf [𝑞] to truly random for all 𝑞, which makes

the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 truly random for all 𝑞. Then, we invoke DDH over 𝔾2 again

to make ℓ𝑡,𝑖, 𝑗,W,𝑞 = sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞] pseudorandom for all 𝑞. Lastly, we move

sx [(𝑡, 𝑖, 𝑗,W)] from all v𝑞’s back to u𝑡,𝑖, 𝑗,W.

• Case 2: The secret key query appears before the ciphertext challenge.Case 2: The secret key query appears before the ciphertext challenge. For this

case, ℓinit ← RevSamp(· · ·) is hardwired in uinit (in ictinit, encoded in 𝔾1). The

middle hybrids form a two-level loop with outer loop over 𝑡 in increasing order

and inner loop over 𝑞 in increasing order. In each iteration, we first move all

occurrences of rf [𝑞] and sf [𝑞] into all the u𝑡′,𝑖′, 𝑗′,W′ ’s in one shot (using the extra

indices) and hardwire the honest labels ℓ𝑡,𝑖, 𝑗,W,𝑞 into u𝑡,𝑖, 𝑗,W’s for all 𝑖, 𝑗,W. Next,

we invoke DDH over 𝔾1 to switch r𝑡 [(𝑖, 𝑗,W, 𝑞)] from rx [(𝑡, 𝑖, 𝑗,W)] · rf [𝑞] to truly

random for all 𝑖, 𝑗,W, making the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 truly random for all 𝑖, 𝑗,W.

Then, we invoke DDH over 𝔾1 again to make ℓ𝑡,𝑖, 𝑗,W,𝑞 = sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞]

pseudorandom for all 𝑖, 𝑗,W. Lastly, we move rf [𝑞] and sf [𝑞] back from all

the u𝑡′,𝑖′, 𝑗′,W′ ’s.

The values must be carefully embedded in appropriate locations, subject to the

compactness requirement and the constraint that labels are still correctly computed,

so that all the invocations of DDH are indeed valid.
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We start with the first/final hybrids, for which the two cases can be handled

together, and then complete the proof by connecting the hybrids in two separate

claims for the two cases.

Proof (Theorem 4.11). The statement is Exp0
1-ABE ≈ Exp

1
1-ABE. Recall that in Exp

𝑏
1-ABE, the

adversary is allowed to obtain a single key sk encoding 𝑀 = (𝑄, yacc, 𝛿) and 𝜇0 and

a single ciphertext ct encoding (x, 1𝑇 , 12𝑆 ). The only difference is that the adversary

additionally receives either 𝜇0 or 𝜇1. By construction, the ciphertext ct contains a set

of IPFE ciphertexts ictinit and ict𝑡,𝑖, 𝑗,W’s encrypting uinit and u𝑡,𝑖, 𝑗,W’s, and sk contains

IPFE secret keys iskinit and isk𝑞’s encrypting vinit and v𝑞’s, respectively.

The first/final hybrids are illustrated in Table 4.7. The indices with superscripts are

suppressed as they are only used in the loop hybrids. Note that though v’s (in isk’s) are

listed before u’s (in ict’s), the argument about these hybrids is unaffected by whether

the ciphertext challenge comes first or second.

• H𝑏0 is Exp
𝑏
1-ABE, where v’s contain 𝜇0, rf, and the transition blocks, and u’s contain

x and rx.

• H𝑏1 proceeds identically to H𝑏0, except that ℓinit is hardwired in uinit or vinit,

whichever is generated later, and that sf
$← ℤ

𝑄
𝑝 is embedded in v𝑞 [sim]’s. More

specifically, the first change is implemented as follows.

– If the ciphertext challenge comes first, uinit [init] is set to 1 (at encryption

time) and vinit [init] is set to rx [(0, 1, 1, 0𝑆)] · rf [1] (at key generation time).

– If the secret key query comes first, vinit [init] is set to 1 (at key generation

time) and uinit [init] is set to rx [(0, 1, 1, 0𝑆)] · rf [1] (at encryption time).

The first change prepares ℓinit to be reversely sampled starting in the next hybrid

by hardwiring it. The second change prepares the ℓ𝑡,𝑖, 𝑗,W,𝑞’s to be simulated as

pseudorandom values in the loop hybrids — it has no effect at the moment since

the newly embedded values in v’s multiply with 0 in u’s. The inner products

in H𝑏0 and H
𝑏
1 remain unchanged, therefore, by the function-hiding property of

IPFE, we have H𝑏0 ≈ H
𝑏
1 .
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Table 4.7. Hybrids, 1-ABE for L, first and final.

hybrid vector init rand, acc, tb𝜏 sim

H𝑏0 ≡ Exp
𝑏
1-ABE

vinit rf [1]

v𝑞 normal 0

uinit rx [(0, 1, 1, 0𝑆)]

u𝑡,𝑖, 𝑗,W normal 0

H𝑏1

vinit 1 or rx [(0, 1, 1, 0𝑆)] · rf [1]

v𝑞 normal sf [𝑞]

uinit rx [(0, 1, 1, 0𝑆)] · rf [1] or 1

u𝑡,𝑖, 𝑗,W normal 0

H𝑏2

vinit 1 or ℓinit ← RevSamp(· · ·)

v𝑞 normal sf [𝑞]

uinit ℓinit ← RevSamp(· · ·) or 1

u𝑡,𝑖, 𝑗,W normal 0

loop · · · · · ·

H𝑏4

vinit 1 or ℓinit ← RevSamp(· · ·)

v𝑞 normal sf [𝑞]

uinit ℓinit ← RevSamp(· · ·) or 1

u𝑡,𝑖, 𝑗,W 0, 0, 0 sx [(𝑡, 𝑖, 𝑗,W)]

H𝑏5

vinit 1 or ℓinit ← RevSamp(· · ·)

v𝑞 0, 0, 0 sf [𝑞]

uinit ℓinit ← RevSamp(· · ·) or 1

u𝑡,𝑖, 𝑗,W 0, 0, 0 sx [(𝑡, 𝑖, 𝑗,W)]

The “normal” in... rand acc tb𝜏
(𝑡 ≤ 𝑇) u𝑡,𝑖, 𝑗,W: rx [(𝑡 − 1, 𝑖, 𝑗,W)] 0 𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx)

u𝑇+1,𝑖, 𝑗,W: rx [(𝑇, 𝑖, 𝑗,W)] 1 0

v𝑞: −rf [𝑞] 𝜇0 · yacc [𝑞] (M𝜏rf) [𝑞]

In H𝑏1 , if... sk, 𝑀 is before ct, x ct, x is before sk, 𝑀

vinit [init] = 1 rx [(0, 1, 1, 0𝑆)] · rf [1]

uinit [init] = rx [(0, 1, 1, 0𝑆)] · rf [1] 1

In H𝑏2 ,H
𝑏
4 ,H

𝑏
5, if... sk, 𝑀 is before ct, x ct, x is before sk, 𝑀

vinit [init] = 1 RevSamp(· · ·)

uinit [init] = RevSamp(· · ·) 1

The reverse sampling works by (due to the constraint, 𝜇0 · 𝑀 |𝑁,𝑇,𝑆 (x) = 0)

ℓinit ← RevSamp
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝), x, 0, (ℓ𝑡,𝑧)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
.

In H𝑏2, the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 = 𝐿𝑡,𝑖, 𝑗,W,𝑞 (x) are computed honestly using IPFE.

The garbling randomness is r = rx ⊗ rf with rx in ct and rf in sk.

In H𝑏4, the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 = sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞] are simulated and computed

using IPFE with sx in ct and sf in sk.

In H𝑏5, the labels are simulated and 𝜇0 does not appear.
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• H𝑏2 proceeds identically to H
𝑏
1 , except that ℓinit (was rx [(0, 1, 1, 0𝑆)] · rf [1]) in uinit

or vinit is reversely sampled from the other labels. By the special piecewise

security of AKGS, H𝑏1 ≡ H
𝑏
2.

• H𝑏4 proceeds identically to H
𝑏
2, except that the inner products between u𝑡,𝑖, 𝑗,W’s

and v𝑞’s change from the honest labels to simulated labels sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞].

In Table 4.7, this is reflected by the u𝑡,𝑖, 𝑗,W’s having their values at rand, acc,

and tb𝜏 ’s cleared and embedding sx $← ℤ
[𝑇+1]×[𝑁]×[𝑆]×{0,1}𝑆
𝑝 at sim. We will show

H𝑏2 ≈ H
𝑏
4 as two separate claims.

Claim 4.12 (¶). H𝑏2 ≈ H
𝑏
4 conditioned on Case 1.

Claim 4.13 (¶). H𝑏2 ≈ H
𝑏
4 conditioned on Case 2.

• H𝑏5 proceeds identically to H
𝑏
4, except that all the v𝑞’s have their (leftover) values

at rand, acc, and tb𝜏 ’s cleared. These values multiply with 0 in u’s in H𝑏4, so the

inner products remain unchanged, and H𝑏5 ≈ H
𝑏
4 by the function-hiding property

of IPFE.

Observe that H0
5 ≡ H

1
5 — since 𝜇0 never appears in the vectors, both 𝜇0 and 𝜇1 are just

uniformly random values independent of everything else in the hybrids. By hybrid

argument, we conclude Exp0
1-ABE ≈ Exp

1
1-ABE. □

Proof (Claim 4.12). For Case 1, we show H𝑏2 ≈ H
𝑏
4 via a series of hybrids H3,𝑡,𝑖, 𝑗,W,1, . . . ,

H𝑏3,𝑡,𝑖, 𝑗,W,5 for (𝑡, 𝑖, 𝑗,W) ∈ [𝑇 + 1] × [𝑁] × [𝑆] × {0, 1}𝑆 in lexicographical order. Denote

the next tuple of indices in increasing order by ((𝑡, 𝑖, 𝑗,W) + 1).

The hybrids are illustrated in Table 4.8. Note that the u’s are listed before the v’s,

because in Case 1, the ciphertext is generated before the secret key. In the table, all

the indices with superscripts except simtemp (“temp” for “temporary”) are suppressed

as they are not used.23

23Case 1 is the simpler case, though it is already not simple. Note that this coincides with the selective

(or semi-adaptive) case, but the simplicity is more of a consequence of the AKGS structure than that of

selectivity.
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Table 4.8. Hybrids, 1-ABE for L, Case 1 (x then 𝑀), loop (middle).

hybrid vector rand acc tb𝜏 sim simtemp

H𝑏3,𝑡,𝑖, 𝑗,W,1

u𝑡′,𝑖′, 𝑗′,W′
<(𝑡,𝑖, 𝑗,W)

0 0 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0

u𝑡,𝑖, 𝑗,W rx [(𝑡 − 1, 𝑖, 𝑗,W)] 0 or 1 𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx) or 0 0 0
u𝑡′,𝑖′, 𝑗′,W′

>(𝑡,𝑖, 𝑗,W)
rx [(𝑡′ − 1, 𝑖′, 𝑗′,W′)] 0 or 1 𝔠𝜏 (x; 𝑡′, 𝑖′, 𝑗′,W′; rx) or 0 0 0

v𝑞 −rf [𝑞] 𝜇0 · yacc [𝑞] (M𝜏rf) [𝑞] sf [𝑞] 0

H𝑏3,𝑡,𝑖, 𝑗,W,2

u𝑡′,𝑖′, 𝑗′,W′
<(𝑡,𝑖, 𝑗,W)

0 0 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0

u𝑡,𝑖, 𝑗,W 0 0 0 0 1
u𝑡′,𝑖′, 𝑗′,W′

>(𝑡,𝑖, 𝑗,W)
rx [(𝑡′ − 1, 𝑖′, 𝑗′,W′)] 0 or 1 𝔠𝜏 (x; 𝑡′, 𝑖′, 𝑗′,W′; rx) or 0 0 0

v𝑞 −rf [𝑞] 𝜇0 · yacc [𝑞] (M𝜏rf) [𝑞] sf [𝑞]
honest ℓ𝑡,𝑖, 𝑗,W,𝑞=

−rx [(𝑡−1,𝑖, 𝑗,W)]·rf [𝑞]+···

H𝑏3,𝑡,𝑖, 𝑗,W,3

u𝑡′,𝑖′, 𝑗′,W′
<(𝑡,𝑖, 𝑗,W)

0 0 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0

u𝑡,𝑖, 𝑗,W 0 0 0 0 1
u𝑡′,𝑖′, 𝑗′,W′

>(𝑡,𝑖, 𝑗,W)
rx [(𝑡′ − 1, 𝑖′, 𝑗′,W′)] 0 or 1 𝔠𝜏 (x; 𝑡′, 𝑖′, 𝑗′,W′; rx) or 0 0 0

v𝑞 −rf [𝑞] 𝜇0 · yacc [𝑞] (M𝜏rf) [𝑞] sf [𝑞] ℓ𝑡,𝑖, 𝑗,W,𝑞
$← ℤ𝑝

H𝑏3,𝑡,𝑖, 𝑗,W,4

u𝑡′,𝑖′, 𝑗′,W′
<(𝑡,𝑖, 𝑗,W)

0 0 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0

u𝑡,𝑖, 𝑗,W 0 0 0 0 1
u𝑡′,𝑖′, 𝑗′,W′

>(𝑡,𝑖, 𝑗,W)
rx [(𝑡′ − 1, 𝑖′, 𝑗′,W′)] 0 or 1 𝔠𝜏 (x; 𝑡′, 𝑖′, 𝑗′,W′; rx) or 0 0 0

v𝑞 −rf [𝑞] 𝜇0 · yacc [𝑞] (M𝜏rf) [𝑞] sf [𝑞]
simulated ℓ𝑡,𝑖, 𝑗,W,𝑞=

sx [(𝑡,𝑖, 𝑗,W)]·sf [𝑞]

H𝑏3,𝑡,𝑖, 𝑗,W,5

≡ H𝑏3,𝑡′,𝑖′, 𝑗′,W′,1

for (𝑡′, 𝑖′, 𝑗′,W′)
= (𝑡, 𝑖, 𝑗,W) + 1

u𝑡′,𝑖′, 𝑗′,W′
<(𝑡,𝑖, 𝑗,W)

0 0 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0

u𝑡,𝑖, 𝑗,W 0 0 0 sx [(𝑡, 𝑖, 𝑗,W)] 0
u𝑡′,𝑖′, 𝑗′,W′

>(𝑡,𝑖, 𝑗,W)
rx [(𝑡′ − 1, 𝑖′, 𝑗′,W′)] 0 or 1 𝔠𝜏 (x; 𝑡′, 𝑖′, 𝑗′,W′; rx) or 0 0 0

v𝑞 −rf [𝑞] 𝜇0 · yacc [𝑞] (M𝜏rf) [𝑞] sf [𝑞] 0

For brevity, uinit and vinit are suppressed. The reversely sampled ℓinit is hardwired in vinit,

and is only needed (and can only be computed so by the reduction) in the exponent of 𝔾2:

⟦ℓinit⟧2 ← RevSamp
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝), x, ⟦0⟧2, (⟦ℓ𝑡,𝑧⟧2)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
.

The choices between “0 or 1” and “𝔠𝜏 (· · ·) or 0” are the former if 𝑡′ ≤ 𝑇, and the latter if 𝑡′ = 𝑇 + 1.

In this interation, the labels ℓ𝑡′,𝑖′, 𝑗′,W′,𝑞 with (𝑡′, 𝑖′, 𝑗′,W′)... are...

< (𝑡, 𝑖, 𝑗,W): simulated as sx [(𝑡′, 𝑖′, 𝑗′,W′)] · sf [𝑞] and computed using IPFE

= (𝑡, 𝑖, 𝑗,W): computed honestly using IPFE

→ computed honestly and hardwired in sk

→ simulated as random and hardwired in sk

→ simulated as sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞] and hardwired in sk

→ simulated as sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞] and computed using IPFE

> (𝑡, 𝑖, 𝑗,W): computed honestly using IPFE

When a label is computed honestly, the garbling randomness is r = rx ⊗ rf.

When a label is computed using IPFE, rx, sx components are in ct and rf, sf components are in sk.
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• H𝑏3,𝑡,𝑖, 𝑗,W,1 proceeds identically to H
𝑏
2, except that for all (𝑡

′, 𝑖′, 𝑗′,W′) < (𝑡, 𝑖, 𝑗,W),

the vector u𝑡′,𝑖′, 𝑗′,W′ has its values in rand, acc, and tb𝜏 ’s cleared, and that a

random value sx [(𝑡′, 𝑖′, 𝑗′,W′)] is embedded in u𝑡′,𝑖′, 𝑗′,W′ [sim]. This means all the

labels with (𝑡′, 𝑖′, 𝑗′,W′) < (𝑡, 𝑖, 𝑗,W) are simulated, the first label ℓinit is reversely

sampled, and the rest are honestly computed.

• H𝑏3,𝑡,𝑖, 𝑗,W,2 proceeds identically to H
𝑏
3,𝑡,𝑖, 𝑗,W,1, except that the values in u𝑡,𝑖, 𝑗,W are

zeroed out and its inner products with all v𝑞’s — the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 for all 𝑞’s —

are hardwired into v𝑞’s.

– The values of u𝑡,𝑖, 𝑗,W at rand, acc, and tb𝜏 ’s are set to 0.

– u𝑡,𝑖, 𝑗,W [simtemp] is set to 1 to pick up the values v𝑞 [simtemp] for all 𝑞.

– The honest labels ℓ𝑡,𝑖, 𝑗,W,𝑞 = −rx [(𝑡 − 1, 𝑖, 𝑗,W)] · rf [𝑞] + · · · are embedded

in v𝑞 [simtemp] for each 𝑞 ∈ [𝑄], where “· · ·” is either 𝜇0 · yacc [𝑞] (when

𝑡 = 𝑇 + 1) or ∑
𝜏∈T 𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx) · (M𝜏rf) [𝑞] (when 𝑡 ≤ 𝑇; this value is

(M𝑁,𝑆 (x) · r𝑡) [(𝑡, 𝑖, 𝑗,W, 𝑞)] for pseudorandom r𝑡 = rx [(𝑡, , , )] ⊗ rf).

As depicted in Table 4.8, the inner products in H𝑏3,𝑡,𝑖, 𝑗,W,1 and H
𝑏
3,𝑡,𝑖, 𝑗,W,2 remain

unchanged, so they are indistinguishable by the function-hiding property of

IPFE.

• H𝑏3,𝑡,𝑖, 𝑗,W,3 proceeds identically to H
𝑏
3,𝑡,𝑖, 𝑗,W,2, except that the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 are

replaced by truly random values. Observe that in both H𝑏3,𝑡,𝑖, 𝑗,W,2 and H
𝑏
3,𝑡,𝑖, 𝑗,W,3,

the random values rx [(𝑡 − 1, 𝑖, 𝑗,W)] and rf [𝑞]’s only appear in 𝔾2 (the group

encoding secret key vectors). Moreover, rx [(𝑡 − 1, 𝑖, 𝑗,W)] is only multiplied

to rf [𝑞]’s and does not appear elsewhere (in particular, not on its own). The

indistinguishability between them reduces to DDH over 𝔾2.

The reduction roughly works as follows. Given an MDDH1,𝑞 challenge

⟦rf [1], . . . , rf [𝑄], 𝑧1, . . . , 𝑧𝑄⟧2

with


𝑧𝑞 = rx [(𝑡 − 1, 𝑖, 𝑗,W)] · rf [𝑞], if a DDH tuple is given;

𝑧𝑞
$← ℤ𝑝, if a truly random tuple is given;
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we set ℓ𝑡,𝑖, 𝑗,W,𝑞 = −𝑧𝑞 + · · · for all 𝑞 ∈ [𝑄]. If a DDH tuple is given, those

labels use pseudorandom randomizers r𝑡−1 [(𝑖, 𝑗,W, )] = rx [(𝑡 − 1, 𝑖, 𝑗,W)] · rf as

in H𝑏3,𝑡,𝑖, 𝑗,W,2. If a truly random tuple is given, those labels use truly random

randomizers r𝑡−1 [(𝑖, 𝑗,W, )] $← ℤ
𝑄
𝑝 , hence are themselves truly random (as in

H𝑏3,𝑡,𝑖, 𝑗,W,3) due to the special piecewise security of AKGS. Note that everything

else in the two hybrids can be efficiently computed — in particular, the value

⟦ℓinit⟧2 ← RevSamp(· · ·) can be computed efficiently in the exponent.

• H𝑏3,𝑡,𝑖, 𝑗,W,4 proceeds identically to H
𝑏
3,𝑡,𝑖, 𝑗,W,3, except that the truly random labels

ℓ𝑡,𝑖, 𝑗,W,𝑞 for all 𝑞 ∈ [𝑄] are replaced by pseudorandom values sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞]

with24 sx [(𝑡, 𝑖, 𝑗,W)] $← ℤ𝑝. The indistinguishability between them reduces to

DDH over 𝔾2.

• H𝑏3,𝑡,𝑖, 𝑗,W,5 proceeds identically to H𝑏3,𝑡,𝑖, 𝑗,W,4, except that the pseudorandom

labels ℓ𝑡,𝑖, 𝑗,W,𝑞 = sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞] hardwired in v𝑞 [simtemp]’s are split into

u𝑡,𝑖, 𝑗,W [sim] (embedding the factor sx [(𝑡, 𝑖, 𝑗,W)]) and v𝑞 [sim]’s (embedding

the factor sf [𝑞]), as shown in Table 4.8. The inner products in H𝑏3,𝑡,𝑖, 𝑗,W,4

and H𝑏3,𝑡,𝑖, 𝑗,W,5 remain unchanged, so the two hybrids are indistinguishable

by the function-hiding property of IPFE. Moreover, H𝑏3,𝑡,𝑖, 𝑗,W,5 ≡ H
𝑏
3,𝑡′,𝑖′, 𝑗′,W′,1 for

(𝑡′, 𝑖′, 𝑗′,W′) = (𝑡, 𝑖, 𝑗,W) + 1.

By hybrid argument, we have H𝑏3,1,1,1,0𝑆,1 ≈ H
𝑏
3,𝑇+1,𝑁,𝑆,1𝑆,5. Observe that H

𝑏
2 ≡ H

𝑏
3,1,1,1,0𝑆,1

and H𝑏4 ≡ H
𝑏
3,𝑇+1,𝑁,𝑆,1𝑆,5. Therefore, H

𝑏
2 ≈ H

𝑏
4 conditioned on Case 1. □

Proof (Claim 4.13). The proof of H𝑏2 ≈ H
𝑏
4 is more involved in Case 2. In this case, the

ciphertext challenge appears after the secret key query, and we must hardwire the

reversely sampled ℓinit in the ciphertext.

Suppose at some point, we want to make ℓ𝑡,𝑖, 𝑗,W,𝑞 truly random by invoking DDH.

In Case 1, we move rx [(𝑡 − 1, 𝑖, 𝑗,W)] into the secret key vectors, which is easy because

by the time we need to invoke DDH on rx [(𝑡 − 1, 𝑖, 𝑗,W)], it only appears in one place

(namely, in u𝑡,𝑖, 𝑗,W [rand]) and goes away after the invocation of DDH. In Case 2, since

24Note that this is the first hybrid in which sx [(𝑡, 𝑖, 𝑗,W)] appears — each such value is introduced only

when needed.
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ℓinit ← RevSamp(· · ·) must be computed in the exponent of 𝔾1, the only option is to

move rf [𝑞] into the ciphertext vectors. However, depending on the transition blocks,

rf [𝑞] might appear in (M𝜏rf) [𝑞′] of any v𝑞′. There are many limitations to take into

account when sorting out the proof.

• The special piecewise security only allows us to simulate ℓ𝑡,𝑖, 𝑗,W,𝑞’s in increasing

order of 𝑡.

• To simulate ℓ𝑡,𝑖, 𝑗,W,𝑞, all occurrences of rf [𝑞] must be in the ciphertext.

• There is not enough space in the ciphertext to embed all the rf [𝑞]’s at the same

time.

• The value rf [𝑞] must not go away until all ℓ𝑡,𝑖, 𝑗,W,𝑞’s are simulated. Indeed, rf [𝑞]

still resides in v𝑞′ ’s in H𝑏4, the last hybrid (for this claim).

Combining these factors, a feasible strategy is to switch (in increasing order of 𝑡, 𝑞)

batches of 𝑁𝑆2𝑆 label functions (i.e., for fixed 𝑡, 𝑞 and all 𝑖, 𝑗,W) into simulated

labels by moving rf [𝑞]’s back and forth in each iteration (to keep the labels correctly

computed) until all the labels are simulated. The above also applies to sf [𝑞] when we

consider invoking DDH again to make truly random labels only pseudorandom.

More specifically, in iteration 𝑡, 𝑞, when moving rf [𝑞] into the ciphertext vectors,

we erase all its occurrences in the secret key vectors and must compensate some

ℓ𝑡′,𝑖, 𝑗,W,𝑞′ ’s for their loss of rf [𝑞] using the indices with superscript “comp”. This is done

by separating out the terms with rf [𝑞]. See the compensation identity (Equation (4.8) in

the notes of Table 4.10) for details.

To better understand the procedure, we define the modes of a label ℓ𝑡′,𝑖, 𝑗,W,𝑞′. There

are three orthogonal groups of modes. Each label has one mode in each group. We

will refer to these modes in the description of hybrids below. Their meaning will also

become clearer in the context of hybrids.

• The first group is about the value of the label. A label is honest if its value is

𝐿𝑡′,𝑖, 𝑗,W,𝑞′ (x) with garbling randomness set to r = rx ⊗ rf; it is random if its value is

sampled uniformly at random; it is simulated if its value is sx [(𝑡′, 𝑖, 𝑗,W)] · sf [𝑞′].
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• The second group is about where the terms rf, sf of a label reside. A label is

normal (this is the default) if rf, sf reside in the secret key; it is compensated if

rf [𝑞], sf [𝑞] are in the ciphertext with the other components of rf, sf in the secret

key; it is hardwired if the value (in its entirety) is hardwired in the ciphertext

(for conceptual simplicity, this mode only applies to the labels with 𝑡′ = 𝑡, 𝑞′ = 𝑞).

A non-normal label will use indices with superscript “comp”.

• The last group is a highly technical one. A label is normal (default) if it is

computed without indices with superscript “temp”; otherwise it is temporary

(a label can be in this mode only when 𝑡′ = 𝑡).

The loop hybrids are a two-level loop with outer loop over 𝑡 = 1, . . . , 𝑇 + 1 (Table 4.9)

and inner loop over 𝑞 = 1, . . . , 𝑄 (Table 4.10). In these hybrids, u’s (in ict’s) appear after

v’s (in isk’s). The outer loop consists of the following hybrids.

• H𝑏3,𝑡,1 proceeds identically to H
𝑏
2, except that for all 𝑡

′ < 𝑡 and all 𝑖, 𝑗,W, the vectors

u𝑡′,𝑖, 𝑗,W have their values at rand, acc, and tb𝜏 ’s cleared and embed sx [(𝑡′, 𝑖, 𝑗,W)]

at sim. In this hybrid, labels with 𝑡 = 𝑡′ are in the honest mode.

• H𝑏3,𝑡,2 proceeds identically to H
𝑏
3,𝑡,1, except that the mode of ℓ𝑡,𝑖, 𝑗,W,𝑞’s (for all

𝑖, 𝑗,W, 𝑞) are changed to honest and temporary and a random value sx [(𝑡, 𝑖, 𝑗,W)]

is embedded in u𝑡,𝑖, 𝑗,W [simtemp] for all 𝑖, 𝑗,W. The first change is implemented

as follows.

– For all 𝑞, the values of v𝑞’s at rand, acc, and tb𝜏 are copied to their

counterparts with superscript “temp”.

– For all 𝑖, 𝑗,W, the values of u𝑡,𝑖, 𝑗,W’s at rand, acc, and tb𝜏 are moved to their

counterparts with superscript “temp”.

This way, the labels are still correctly computed, i.e., the inner products remain

unchanged. The second change prepares ℓ𝑡,𝑖, 𝑗,W,𝑞’s to be simulated and currently

has no effect — the newly embedded values multiply with 0 in the v𝑞’s. By the

function-hiding property of IPFE, we have H𝑏3,𝑡,1 ≈ H
𝑏
3,𝑡,2.
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Table 4.9. Hybrids, 1-ABE for L, Case 2 (𝑀 then x), outer loop (indexed by 𝑡).

hybrid vector rand, acc, tb𝜏 randtemp, acctemp, tbtemp𝜏 sim simtemp

H𝑏3,𝑡,1

v𝑞 normal 0, 0, 0 sf [𝑞] 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0 0, 0, 0 sx [(𝑡′, 𝑖, 𝑗,W)] 0

u 𝑡,𝑖, 𝑗,W normal 0, 0, 0 0 0

u𝑡′>𝑡,𝑖, 𝑗,W normal 0, 0, 0 0 0

H𝑏3,𝑡,2
≡

H𝑏3,𝑡,3,1,1

v𝑞 normal normal sf [𝑞] 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0 0, 0, 0 sx [(𝑡′, 𝑖, 𝑗,W)] 0

u 𝑡,𝑖, 𝑗,W 0, 0, 0 normal 0 sx [(𝑡, 𝑖, 𝑗,W)]

u𝑡′>𝑡,𝑖, 𝑗,W normal 0, 0, 0 0 0

H𝑏3,𝑡,3,1∼𝑄,1∼5 · · · · · ·

H𝑏3,𝑡,4
≡

H𝑏3,𝑡,3,𝑄,5

v𝑞 normal 0, 0, 0 sf [𝑞] sf [𝑞]

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0 0, 0, 0 sx [(𝑡′, 𝑖, 𝑗,W)] 0

u 𝑡,𝑖, 𝑗,W 0, 0, 0 normal 0 sx [(𝑡, 𝑖, 𝑗,W)]

u𝑡′>𝑡,𝑖, 𝑗,W normal 0, 0, 0 0 0

H𝑏3,𝑡,5
≡

H𝑏3,𝑡+1,1

v𝑞 normal 0, 0, 0 sf [𝑞] 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0 0, 0, 0 sx [(𝑡′, 𝑖, 𝑗,W)] 0

u 𝑡,𝑖, 𝑗,W 0, 0, 0 0, 0, 0 sx [(𝑡, 𝑖, 𝑗,W)] 0

u𝑡′>𝑡,𝑖, 𝑗,W normal 0, 0, 0 0 0

For brevity, uinit and vinit are suppressed. The reversely sampled ℓinit is hardwired in uinit:

ℓinit ← RevSamp
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝), x, 0, (ℓ𝑡,𝑧)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
.

The “normal” in... rand, randtemp acc, acctemp tb𝜏, tb
temp
𝜏

v𝑞: −rf [𝑞] 𝜇0 · yacc [𝑞] (M𝜏rf) [𝑞]

(𝑡′ ≤ 𝑇) u𝑡′,𝑖, 𝑗,W: rx [(𝑡′ − 1, 𝑖, 𝑗,W)] 0 𝔠𝜏 (x; 𝑡′, 𝑖, 𝑗,W; rx)

u𝑇+1,𝑖, 𝑗,W: rx [(𝑇, 𝑖, 𝑗,W)] 1 0

In this iteration, the modes of ℓ𝑡′,𝑖, 𝑗,W,𝑞 are...

𝑡′ < 𝑡: simulated

𝑡′ = 𝑡: honest→ honest and temporary→ simulated and temporary→ simulated

𝑡′ > 𝑡: honest
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Table 4.10. Hybrids, 1-ABE for L, Case 2 (𝑀 then x), inner loop (indexed by 𝑡, 𝑞).

hybrid vector rand,randcomp,
acc,tb𝜏 ,tb

comp
𝜏

randtemp,randtemp,comp,
acctemp,tbtemp𝜏 ,tbtemp,comp𝜏

sim simtemp simcomp

H𝑏3,𝑡,3,𝑞,1

v𝑞′<𝑞 normal 0, 0, 0, 0, 0 sf [𝑞′] sf [𝑞′] 0

v 𝑞 normal normal sf [𝑞] 0 0

v𝑞′>𝑞 normal normal sf [𝑞′] 0 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 0, 0, 0, 0, 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0 0

u 𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 normal 0 sx [(𝑡, 𝑖, 𝑗,W)] 0

u𝑡′>𝑡,𝑖, 𝑗,W normal 0, 0, 0, 0, 0 0 0 0

H𝑏3,𝑡,3,𝑞,2

v𝑞′<𝑞 ✗ rf [𝑞] 0, 0, 0, 0, 0 sf [𝑞′] sf [𝑞′] 0

v 𝑞 ✗ rf [𝑞] 0, 0, 0, 0, 0 0 0 1

v𝑞′>𝑞 ✗ rf [𝑞] ✗ rf [𝑞] sf [𝑞′] 0 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 0, 0, 0, 0, 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] · sf [𝑞]

u 𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 ✓ rf [𝑞] 0 sx [(𝑡, 𝑖, 𝑗,W)]
honest ℓ𝑡,𝑖, 𝑗,W,𝑞=

−rx [(𝑡−1,𝑖, 𝑗,W)]·rf [𝑞]+···

u𝑡′>𝑡,𝑖, 𝑗,W ✓ rf [𝑞] 0, 0, 0, 0, 0 0 0 0

H𝑏3,𝑡,3,𝑞,3

v𝑞′<𝑞 ✗ rf [𝑞] 0, 0, 0, 0, 0 sf [𝑞′] sf [𝑞′] 0

v 𝑞 ✗ rf [𝑞] 0, 0, 0, 0, 0 0 0 1

v𝑞′>𝑞 ✗ rf [𝑞] ✗ rf [𝑞] sf [𝑞′] 0 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 0, 0, 0, 0, 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] · sf [𝑞]

u 𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 ✓ rf [𝑞] 0 sx [(𝑡, 𝑖, 𝑗,W)] ℓ𝑡,𝑖, 𝑗,W,𝑞
$← ℤ𝑝

u𝑡′>𝑡,𝑖, 𝑗,W ✓ rf [𝑞] 0, 0, 0, 0, 0 0 0 0

H𝑏3,𝑡,3,𝑞,4

v𝑞′<𝑞 ✗ rf [𝑞] 0, 0, 0, 0, 0 sf [𝑞′] sf [𝑞′] 0

v 𝑞 ✗ rf [𝑞] 0, 0, 0, 0, 0 0 0 1

v𝑞′>𝑞 ✗ rf [𝑞] ✗ rf [𝑞] sf [𝑞′] 0 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 0, 0, 0, 0, 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] · sf [𝑞]

u 𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 ✓ rf [𝑞] 0 sx [(𝑡, 𝑖, 𝑗,W)]
simulated ℓ𝑡,𝑖, 𝑗,W,𝑞=

sx [(𝑡,𝑖, 𝑗,W)]·sf [𝑞]

u𝑡′>𝑡,𝑖, 𝑗,W ✓ rf [𝑞] 0, 0, 0, 0, 0 0 0 0

H𝑏3,𝑡,3,𝑞,5
≡

H𝑏3,𝑡,3,𝑞+1,1

v𝑞′<𝑞 normal 0, 0, 0, 0, 0 sf [𝑞′] sf [𝑞′] 0

v 𝑞 normal 0, 0, 0, 0, 0 sf [𝑞] sf [𝑞] 0

v𝑞′>𝑞 normal normal sf [𝑞′] 0 0

u𝑡′<𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 0, 0, 0, 0, 0 sx [(𝑡′, 𝑖′, 𝑗′,W′)] 0 0

u 𝑡,𝑖, 𝑗,W 0, 0, 0, 0, 0 normal 0 sx [(𝑡, 𝑖, 𝑗,W)] 0

u𝑡′>𝑡,𝑖, 𝑗,W normal 0, 0, 0, 0, 0 0 0 0

Continued on the next page with notes...
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Continuing from the previous page of hybrids...

For brevity, uinit and vinit are suppressed. The reversely sampled ℓinit is hardwired in uinit,

and is only needed (and can only be computed so by the reduction) in the exponent of 𝔾1:

⟦ℓinit⟧1 ← RevSamp
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝), x, ⟦0⟧1, (⟦ℓ𝑡,𝑧⟧1)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
.

The “normal” in... rand? acc? tb?𝜏 rand?,comp, tb?,comp𝜏

v𝑞′: −rf [𝑞′] 𝜇0 · yacc [𝑞′] (M𝜏rf) [𝑞′] 0

(𝑡 ≤ 𝑡′ ≤ 𝑇) u𝑡′,𝑖, 𝑗,W: rx [(𝑡′ − 1, 𝑖, 𝑗,W)] 0 𝔠𝜏 (x; 𝑡′, 𝑖, 𝑗,W; rx) 0

u𝑇+1,𝑖, 𝑗,W: rx [(𝑇, 𝑖, 𝑗,W)] 1 0 0

The compensation components (“✗ rf [𝑞]” and “✓ rf [𝑞]”) in...
rand? rand?,comp acc? tb?𝜏 tb?,comp𝜏

(𝑞′ ≠ 𝑞) v𝑞′: −rf [𝑞′] 0 𝜇0 · yacc [𝑞′] (M𝜏 (rf − rf [𝑞] · 𝜾𝑞)) [𝑞′] (M𝜏𝜾𝑞) [𝑞′]

v𝑞 : 0 −1 𝜇0 · yacc [𝑞 ] (M𝜏 (rf − rf [𝑞] · 𝜾𝑞)) [𝑞 ] (M𝜏𝜾𝑞) [𝑞 ]

when 𝑡 ≤ 𝑇...

u𝑡 ,𝑖, 𝑗,W: rx [(𝑡 − 1, 𝑖, 𝑗,W)] 0 0 𝔠𝜏 (x; 𝑡 , 𝑖, 𝑗,W; rx) 𝔠𝜏 (x; 𝑡 , 𝑖, 𝑗,W; rx) · rf [𝑞]

(𝑡 < 𝑡′ ≤ 𝑇) u𝑡′,𝑖, 𝑗,W: rx [(𝑡′ − 1, 𝑖, 𝑗,W)] rx [(𝑡′ − 1, 𝑖, 𝑗,W)] · rf [𝑞] 0 𝔠𝜏 (x; 𝑡′, 𝑖, 𝑗,W; rx) 𝔠𝜏 (x; 𝑡′, 𝑖, 𝑗,W; rx) · rf [𝑞]

u𝑇+1,𝑖, 𝑗,W: rx [(𝑇, 𝑖, 𝑗,W)] rx [(𝑇, 𝑖, 𝑗,W)] · rf [𝑞] 1 0 0

when 𝑡 = 𝑇 + 1...

u𝑇+1,𝑖, 𝑗,W: rx [(𝑇, 𝑖, 𝑗,W)] 0 1 0 0

In the tables above, “?” is either nothing or “temp”, i.e.,

if the values are set in both non-temporary slots and temporary slots, they are the same.

Note that (rf − rf [𝑞] · 𝜾𝑞) is simply rf with its 𝑞th entry changed to 0, so rf [𝑞] does not appear.

The compensation is governed by the following identity:

ℓ𝑡′,𝑖, 𝑗,W,𝑞′ = −rx [(𝑡′ − 1, 𝑖, 𝑗,W)] · rf [𝑞′] +
∑︁
𝜏∈T

𝔠𝜏 (x; 𝑡′, 𝑖, 𝑗,W; rx) · (M𝜏 (rf − rf [𝑞] · 𝜾𝑞 + rf [𝑞] · 𝜾𝑞)) [𝑞′]

= (−1)︸︷︷︸
v[rand?,comp]

· rx [(𝑡′ − 1, 𝑖, 𝑗,W)] · rf [𝑞′]︸                             ︷︷                             ︸
u[rand?,comp] +

∑︁
𝜏∈T

u[tb?𝜏]︷                  ︸︸                  ︷
𝔠𝜏 (x; 𝑡′, 𝑖, 𝑗,W; rx) ·

v[tb?𝜏]︷                          ︸︸                          ︷
(M𝜏 (rf − rf [𝑞] · 𝜾𝑞)) [𝑞′]

+
∑︁
𝜏∈T

𝔠𝜏 (x; 𝑡′, 𝑖, 𝑗,W; rx) · rf [𝑞]︸                            ︷︷                            ︸
u[tb?,comp𝜏 ]

· (M𝜏𝜾𝑞) [𝑞′]︸       ︷︷       ︸
v[tb?,comp𝜏 ]

. (4.8)

In this iteration, the modes of ℓ𝑡′,𝑖, 𝑗,W,𝑞′ are...

𝑞′ < 𝑞 𝑞′ = 𝑞 𝑞′ > 𝑞

𝑡′ < 𝑡 S S→ SC→ S S

𝑡′ = 𝑡 ST HT→ HW→ RW→ SW→ ST HT→ HCT→ HT

𝑡′ > 𝑡 H→ HC→ H H→ HC→ H H→ HC→ H

The shorthands are Honest, Random, Simulated, Compensated, hardWired, Temporary.

For three-mode chains, the middle one spans H𝑏3,𝑡,3,𝑞,2∼4.

The net effect is that ℓ𝑡,𝑖, 𝑗,W,𝑞’s change from honest and temporary to simulated and temporary.

Table 4.10 (continued, notes). Hybrids, 1-ABE for L, Case 2 (𝑀 then x),

inner loop (indexed by 𝑡, 𝑞).
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• H𝑏3,𝑡,4 proceeds identically to H
𝑏
3,𝑡,2, except that the mode of ℓ𝑡,𝑖, 𝑗,W,𝑞’s (for all

𝑖, 𝑗,W, 𝑞) is switched from honest and temporary to simulated and temporary. In

Table 4.9, this is reflected by v𝑞’s (for all 𝑞) having their values at rand
temp, acctemp,

and tbtemp𝜏 ’s cleared and embedding sf [𝑞] at sim
temp. We will show H𝑏3,𝑡,2 ≈ H

𝑏
3,𝑡,4

via a subseries of hybrids (the inner loop hybrids).

• H𝑏3,𝑡,5 proceeds identically to H
𝑏
3,𝑡,4, except that the mode of ℓ𝑡,𝑖, 𝑗,W,𝑞’s is switched

from simulated and temporary to simulated and the following clean-up work is

done in preparation for the next iteration.

– v𝑞’s (for all 𝑞) have their values at simtemp cleared.

– u𝑡,𝑖, 𝑗,W’s (for all 𝑖, 𝑗,W) have sx [(𝑡, 𝑖, 𝑗,W)]’s moved from simtemp into sim.

– u𝑡,𝑖, 𝑗,W’s (for all 𝑖, 𝑗,W) have their values at randtemp, acctemp, and tbtemp𝜏 ’s

cleared.

It is readily verified that the inner products remain unchanged, so H𝑏3,𝑡,4 ≈ H
𝑏
3,𝑡,5

by the function-hiding property of IPFE. Furthermore, we have H𝑏3,𝑡,5 ≡ H
𝑏
3,𝑡+1,1.

Note that H𝑏2 ≡ H
𝑏
3,1,1 and H

𝑏
4 ≡ H

𝑏
3,𝑇+1,5. Once we show H𝑏3,𝑡,2 ≈ H

𝑏
3,𝑡,4, we can conclude

H𝑏2 ≈ H
𝑏
4 by hybrid argument.

The inner loop hybrids connect H𝑏3,𝑡,2 and H
𝑏
3,𝑡,4 by switching ℓ𝑡,𝑖, 𝑗,W,𝑞 from honest

and temporary to simulated and temporary one by one for 𝑞 = 1, . . . , 𝑄.

• H𝑏3,𝑡,3,𝑞,1 proceeds identically to H
𝑏
3,𝑡,2, except that for 𝑞

′ < 𝑞, all the v𝑞′ have their

values at randtemp, acctemp, and tbtemp𝜏 ’s cleared and the value sf [𝑞′] is embedded

at simtemp, i.e., the labels ℓ𝑡,𝑖, 𝑗,W,𝑞′ for all 𝑖, 𝑗,W and all 𝑞′ < 𝑞 have been switched

from honest and temporary to simulated and temporary.

• H𝑏3,𝑡,3,𝑞,2 proceeds identically to H𝑏3,𝑡,3,𝑞,1, except that all occurrences of rf [𝑞]

and sf [𝑞] are moved from v𝑞′ ’s into u𝑡′,𝑖, 𝑗,W’s according to the compensation

identity (Equation (4.8)). The implementation is illustrated in Table 4.10. The

labels with 𝑞′ = 𝑞 or 𝑡′ > 𝑡 or 𝑡′ = 𝑡, 𝑞′ > 𝑞 gain compensated mode on top of their

existing modes, and the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 for all 𝑖, 𝑗,W become honest and hardwired
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(hardwired in u𝑡,𝑖, 𝑗,W [simcomp]). The inner products (labels) remain unchanged,

so H𝑏3,𝑡,3,𝑞,1 ≈ H
𝑏
3,𝑡,3,𝑞,2 by the function-hiding property of IPFE.

• H𝑏3,𝑡,3,𝑞,3 proceeds identically to H𝑏3,𝑡,3,𝑞,2, except that the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 (for

all 𝑖, 𝑗,W) hardwired in u𝑡,𝑖, 𝑗,W [simcomp] become random and hardwired. The

indistinguishability between H𝑏3,𝑡,3,𝑞,2 and H
𝑏
3,𝑡,3,𝑞,3 reduces to DDH over 𝔾1.

• H𝑏3,𝑡,3,𝑞,4 proceeds identically to H𝑏3,𝑡,3,𝑞,2, except that the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 (for

all 𝑖, 𝑗,W) hardwired in u𝑡,𝑖, 𝑗,W [simcomp] are changed to be pseudorandom

sx [(𝑡, 𝑖, 𝑗,W)] · sf [𝑞], which makes them simulated and hardwired. The indis-

tinguishability between H𝑏3,𝑡,3,𝑞,2 and H
𝑏
3,𝑡,3,𝑞,3 again reduces to DDH over 𝔾1.

• H𝑏3,𝑡,3,𝑞,5 proceeds identically to H𝑏3,𝑡,3,𝑞,4, except that all occurrences of rf [𝑞]

and sf [𝑞] are moved back to v𝑞′ ’s (including putting sf [𝑞] back to v𝑞 [sim]) —

compensation is undone — and some clean-up work is done to prepare for the

next iteration. More specifically, the clean-up work involves clearing the values

of v𝑞,u𝑡,𝑖, 𝑗,W at simcomp for all 𝑖, 𝑗,W and putting sf [𝑞] into v𝑞 [simtemp]. As a

result, all the labels lose their compensated mode, and the labels ℓ𝑡,𝑖, 𝑗,W,𝑞 for all

𝑖, 𝑗,W become simulated and temporary. Note that H𝑏3,𝑡,3,𝑞,5 ≡ H
𝑏
3,𝑡,3,𝑞+1,1.

Lastly, observe that H𝑏3,𝑡,3,1,1 ≡ H
𝑏
3,𝑡,2 and H

𝑏
3,𝑡,3,𝑄,5 ≡ H

𝑏
3,𝑡,4. By a hybrid argument over

the inner loop hybrids, we have H𝑏3,𝑡,2 ≈ H
𝑏
3,𝑡,4.

Now, by a hybrid argument over the outer loop, H𝑏2 ≈ H
𝑏
4 in Case 2. □

EXTENSION TO MDDH. For the version based on MDDH𝑘, the labels are simulated as

ℓ𝑡,𝑖, 𝑗,W,𝑞 = (ST
xSf) [(𝑡, 𝑖, 𝑗,W), 𝑞] for Sx $← ℤ

[𝑘]×([𝑇+1]×[𝑁]×[𝑆]×{0,1}𝑆)
𝑝 and Sf

$← ℤ
𝑘×𝑄
𝑝 .

The proof for Case 1 goes by invoking MDDH𝑘 instead of DDH. We discuss the change

in the proof for Case 2. At some point, we need to switch the randomizers of the

labels with some specific 𝑡, 𝑞 to truly random. Invoking MDDH𝑘 apparently requires

completely removing the 𝑞th column of Rf, yet this column is used to compute the

randomizers for the labels with 𝑞′ = 𝑞 that are still honest. We got away with this

when assuming DDH because both distributions give us access to rf [𝑞] (a convenient
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shortcut), i.e.,

⟦rx [(𝑡 − 1, , , )], rf [𝑞], rx [(𝑡 − 1, , , )] · rf [𝑞]⟧1

(DDH) ≈ ⟦rx [(𝑡 − 1, , , )], rf [𝑞], r[(𝑡 − 1, , , , 𝑞)] ⟧1.

A naïve attempt to generalize the proof to work with MDDH𝑘 is to say

⟦Rx [ , (𝑡 − 1, , , )],Rf [ , 𝑞], (Rx [ , (𝑡 − 1, , , )])TRf [ , 𝑞]⟧1
?≈ ⟦Rx [ , (𝑡 − 1, , , )],Rf [ , 𝑞], r[(𝑡 − 1, , , ), 𝑞] ⟧1,

which does not follow from MDDH𝑘 (and is false for symmetric pairing groups). The

correct proof uses

⟦Rx, {

in u𝑡′′, , , at randcomp, tbcomp𝜏 ’s
and in u𝑡, , , at tbtemp,comp𝜏 ’s︷                                       ︸︸                                       ︷

(Rx [ , (𝑡′ − 1, , , )])TRf [ , 𝑞]}𝑡′>𝑡,

in u𝑡, , , at simcomp︷                                      ︸︸                                      ︷
(Rx [ , (𝑡 − 1, , , )])TRf [ , 𝑞]⟧1

(MDDH𝑘) ≈ ⟦Rx, { r[(𝑡′ − 1, , , ), 𝑞] }𝑡′>𝑡, r[(𝑡 − 1, , , ), 𝑞] ⟧1

(MDDH𝑘) ≈ ⟦Rx, {(Rx [ , (𝑡′ − 1, , , )])TRf [ , 𝑞]}𝑡′>𝑡, r[(𝑡 − 1, , , ), 𝑞] ⟧1.

In other words, we first switch all the randomizers of the labels with 𝑞′ = 𝑞 to truly

random, then switch back those with 𝑡′ > 𝑡, 𝑞′ = 𝑞 to pseudorandom (the randomizers

for the labels with 𝑡′ < 𝑡 are already gone in that iteration, because those labels are

already simulated). A similar strategy is used for Sx, Sf when we switch the truly

random labels to pseudorandom simulated ones.

4.6.3 KP-ABE for L

We use the same technique in Section 4.5.3 to convert 1-ABE for L into a full-fledged

ABE for L. The only difference is that we will need two copies of the indices in the

private slot.

In the security proof of KP-ABE for ABP, the private slot can be regarded as a

compartment isolating the interaction between all the secret keys and the challenge

ciphertext from the other ciphertexts (which can be generated by the adversary using

the master public key in the public slot). All the secret keys can share the same private

slot because the security of 1-ABE for ABP is unaffected by the extra keys. However,



115

the security of 1-ABE for L does not automatically extend to the multi-key setting, and

we need an extra copy of the indices to further isolate the interaction between the

challenge ciphertext and the secret key being modified from the other secret keys.

Ingredients of Construction 4.6. Let

• (Garble, Eval) be Construction 4.4, the AKGS for

F =
{
𝑀 |𝑁,𝑇,𝑆 : ℤ𝑁

𝑝 → ℤ𝑝

�� 𝑀 ∈ TM, 𝑁,𝑇, 𝑆 ≥ 1, 𝑝 prime
}
,

• GroupGen a pairing group sampler (Definition 2.5), and

• (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec, IPFE.SlotEnc) a slotted IPFE (Defini-

tion 4.4) based on GroupGen.

Construction 4.6 (KP-ABE for L). Define (see Definition 2.3)

Paramsgp = {⊥}, 𝐹gp = TM, 𝑌gp = 𝔾T,

𝑋gp =
{
(x, 1𝑇 , 12𝑆 )

�� x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1 and 𝑇, 𝑆 ≥ 1
}
,

𝑃gp
(
𝑀, (x, 1𝑇 , 12𝑆 )

)
= 𝑀 |𝑁,𝑇,𝑆 (x) for x ∈ {0, 1}𝑁 .

Our KP-ABE scheme based on GroupGen operates as follows.

• Setup(gp) takes the group description gp as input. It generates IPFE master

public/secret key pair (impk, imsk) $← IPFE.Setup(gp, 𝔰pub, 𝔰priv) for

𝔰pub =
{
padct, padsk, initpub, randpub, accpub

}
∪

{
tbpub𝜏

�� 𝜏 ∈ T }
,

𝔰copy =
{
initcopy, randcopy, acccopy

}
∪

{
tbcopy𝜏

�� 𝜏 ∈ T }
,

𝔰priv = 𝔰copy ∪ 𝔰1-ABE ∪
{
padcopy, padtemp

}
,

where 𝔰1-ABE is the index set defined in Construction 4.5. The algorithm outputs

mpk = impk and msk = imsk.

The naming is as follows. The indices padct, padsk are used to compute (ℎ + 𝜇)

in the exponent, where ℎ (resp. 𝜇) is the random pad in ct (resp. sk) embedded

at padct (resp. padsk). The values in 𝔰priv are set to 0 by the honest algorithms

and reserved for the security proof. The names of the other indices follow the

convention in 1-ABE.
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• KeyGen(msk, 𝑀) takes as input msk and 𝑀 = (𝑄, yacc, 𝛿) ∈ TM = 𝐹gp. It computes

the transition blocks M𝜏 for 𝜏 ∈ T from 𝛿, samples 𝜇 $← ℤ𝑝 and rf
$← ℤ

𝑄
𝑝 , and

sets the vectors vpad, vinit, and v𝑞 ∈ ℤ𝔰
𝑝 for 𝑞 ∈ [𝑄] as follows:

vector padct padsk initpub randpub accpub tbpub𝜏 in 𝔰priv

vpad 1 𝜇 0 0 0 0

0vinit 0 0 rf [1] 0 0 0

v𝑞 0 0 0 −rf [𝑞] 𝜇 · yacc [𝑞] (M𝜏rf) [𝑞]

The algorithm then generates IPFE secret keys for them by

iskpad
$← IPFE.KeyGen(imsk, ⟦vpad⟧2),

iskinit
$← IPFE.KeyGen(imsk, ⟦vinit⟧2),

(for 𝑞 ∈ [𝑄]) isk𝑞
$← IPFE.KeyGen(imsk, ⟦v𝑞⟧2).

The algorithm outputs sk = (iskpad, iskinit, isk1, . . . , isk𝑄).

Same as in our 1-ABE for L (Construction 4.5), the algorithm KeyGen creates the

garbling with secrets 𝛼 = 𝜇 and 𝛽 = 0.

• Enc
(
mpk, (x, 1𝑇 , 12𝑆 ), 𝑔

)
takes as input mpk, input x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1,

time/space complexity bounds 𝑇, 𝑆 ≥ 1 (encoded as 1𝑇 and 12𝑆), and message

𝑔 ∈ 𝔾T. It samples ℎ
$← ℤ𝑝, 𝑠

$← ℤ𝑝, rx $← ℤ
[0,𝑇]×[𝑁]×[𝑆]×{0,1}𝑆
𝑝 and sets the vectors

upad, uinit, and u𝑡,𝑖, 𝑗,W ∈ ℤ
𝔰pub
𝑝 for 𝑡 ∈ [𝑇 + 1], 𝑖 ∈ [𝑁], 𝑗 ∈ [𝑆], W ∈ {0, 1}𝑆 as

follows:

vector padct padsk initpub the other
indices

upad ℎ 𝑠 0
0

uinit 0 0 𝑠 · rx [(0, 1, 1, 0𝑆)]

vector randpub accpub tbpub𝜏
the other
indices

(𝑡 ≤ 𝑇) u𝑡,𝑖, 𝑗,W 𝑠 · rx [(𝑡 − 1, 𝑖, 𝑗,W)] 0 𝑠 · 𝔠𝜏 (x; 𝑡, 𝑖, 𝑗,W; rx)
0

u𝑇+1,𝑖, 𝑗,W 𝑠 · rx [(𝑇, 𝑖, 𝑗,W)] 𝑠 0
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The algorithm generates IPFE ciphertexts by

ictpad
$← IPFE.SlotEnc(impk, ⟦upad⟧1), ictinit

$← IPFE.SlotEnc(impk, ⟦uinit⟧1),

(for 𝑡 ∈ [𝑇 + 1], 𝑖 ∈ [𝑁], 𝑗 ∈ [𝑆],W ∈ {0, 1}𝑆) ict𝑡,𝑖, 𝑗,W $← IPFE.SlotEnc(impk, ⟦u𝑡,𝑖, 𝑗,W⟧1).

It outputs ct =
(
𝑔 + ⟦ℎ⟧T, ictpad, ictinit, {ict𝑡,𝑖, 𝑗,W}𝑡∈[𝑇+1],𝑖∈[𝑁], 𝑗∈[𝑆],W∈{0,1}𝑆

)
.

• Dec
(
mpk, 𝑀, sk, (x, 1𝑇 , 12𝑆 ), ct

)
outputs ⊥ if 𝑀 |𝑁,𝑇,𝑆 (x) = 0 for x ∈ {0, 1}𝑁. Other-

wise, it parses sk as in KeyGen and ct as(
⟦𝑧⟧T, ictpad, ictinit, {ict𝑡,𝑖, 𝑗,W}𝑡∈[𝑇+1],𝑖∈[𝑁], 𝑗∈[𝑆],W∈{0,1}𝑆

)
,

and runs (recall that C𝑀,𝑁,𝑆 = [𝑁] × [𝑆] × {0, 1}𝑆 × [𝑄])

⟦𝑧′⟧T ← IPFE.Dec(iskpad, ictpad), ⟦ℓinit⟧T ← IPFE.Dec(iskinit, ictinit),

(for 𝑡 ∈ [𝑇 + 1], (𝑖, 𝑗,W, 𝑞) ∈ C𝑀,𝑁,𝑆) ⟦ℓ𝑡,𝑖, 𝑗,W,𝑞⟧T ← IPFE.Dec(isk𝑞, ict𝑡,𝑖, 𝑗,W),

⟦𝜇′⟧T ← Eval
(
(𝑀, 1𝑁 , 1𝑇 , 12𝑆 , 𝑝), x, ⟦ℓinit⟧T, (⟦ℓ𝑡,𝑧⟧T)𝑡∈[𝑇+1],𝑧∈C𝑀,𝑁,𝑆

)
.

The algorithm computes and outputs (⟦𝑧⟧T + ⟦𝜇′⟧T − ⟦𝑧′⟧T).

Correctness. Combining the arguments for the correctness of 1-ABE for L (Con-

struction 4.5) and KP-ABE for ABP (Construction 4.3), we see

𝜇′ = 𝑠 · 𝜇 · 𝑀 |𝑁,𝑇,𝑆 (x) = 𝑠𝜇 and 𝑧′ = ℎ + 𝑠𝜇

=⇒ ⟦𝑧⟧T + ⟦𝜇′⟧T − ⟦𝑧′⟧T = 𝑔 + ⟦ℎ⟧T + ⟦𝑠𝜇⟧T − ⟦ℎ + 𝑠𝜇⟧T = 𝑔,

i.e., Dec correctly recovers the message.

Security. We state and prove the security of our ABE construction.

Theorem 4.14 (¶). Suppose in Construction 4.6, SXDH (Assumption 4.1) holds over

GroupGen and the slotted IPFE scheme is function-hiding (Definition 4.5), then the resultant

ABE scheme is adaptively secure (Definition 2.2).

Proof (Theorem 4.14). The statement is Exp0
PHFE ≈ Exp

1
PHFE. Recall that in Exp

𝑏
PHFE, the

adversary can receive many secret keys {sk𝜑}𝜑∈[Φ] for different machines {𝑀𝜑}𝜑
and a ciphertext ct for input x, time/space bounds 𝑇, 𝑆, and message 𝑔𝑏, where
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{𝑀𝜑}𝜑, x, 𝑇, 𝑆, 𝑔0, 𝑔1 are chosen adaptively by the adversary subject to 𝑀𝜑 |𝑁,𝑇,𝑆 (x) = 0

for all 𝜑 ∈ [Φ], where x ∈ {0, 1}𝑁. (If the constraint is not satisfied, the outcome of

the experiment is set to 0.)

At a high level, the proof involves three steps, similar to those in the security proof

of KP-ABE for ABP (Theorem 4.8).

• First, the garblings (in both ct and sk𝜑) as well as the secret key pads 𝜇𝜑 are

removed from 𝔰pub. Instead, ct embeds in 𝔰copy (half of) the garbling without 𝑠,

and each sk𝜑 embeds in 𝔰copy (half) a garbling generated with pad 𝜇 0
𝜑 and

randomness r̂𝜑,f independent of those in 𝔰pub.

• Next, we go through a loop of Φ iterations. In the 𝜑th iteration, we replace

𝜇 0
𝜑 in v𝜑,pad by an independent random value 𝜇 1

𝜑 (inconsistent with 𝜇 0
𝜑 used to

generate v𝜑,init and v𝜑,𝑞’s). However, this is not as simple as the case of KP-ABE

for ABP, because the security of 1-ABE for L (Theorem 4.11) does not automatically

generalize to the case of multiple secret key queries, which can be regarded

as a consequence of reusing the randomness in the ciphertext vectors (i.e., the

garbling is already not truly random in 1-ABE). We employ the trick of temporary

mode to resolve the problem. Roughly speaking, 𝔰1-ABE is used for the interaction

between sk𝜑 (the secret key being modified) and ct, while 𝔰copy is used for the

interaction between all the other secret keys and ct. The ciphertext uses two

sets of independent randomness — rx in 𝔰copy and r̂x in 𝔰1-ABE — so that the proof

of Theorem 4.11 can be invoked in 𝔰1-ABE.

• When all the secret keys have their pads 𝜇 0
𝜑 replaced by 𝜇 1

𝜑, we move the

random pad ℎ from the ciphertext into all the secret keys, by which point ℎ will

be perfectly hidden by the pads 𝜇 1
𝜑 and perfectly hide the message.

We start with the first step, which is the first step in the proof of Theorem 4.8 with

DDH instead of MDDH.

• H𝑏0 is Exp
𝑏
PHFE, where the ict’s (in ct) are generated using IPFE.SlotEnc. This is

depicted by “⊥” in the u’s in Table 4.11.
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Table 4.11. Hybrids, KP-ABE for L, first and final.

hybrid vector padct,
padsk

initpub,randpub,
accpub,tbpub𝜏

padcopy in 𝔰copy

H𝑏0 ≡ Exp
𝑏
PHFE

v𝜑,pad 1, 𝜇𝜑 0

v𝜑,init, v𝜑,𝑞 ∝ (𝜇𝜑, r𝜑,f) 0

upad ℎ, 𝑠 ⊥

uinit,u𝑡,𝑖, 𝑗,W ∝ (𝑠, 𝑠rx) ⊥

H𝑏1

v𝜑,pad 1, 𝜇𝜑 0

v𝜑,init, v𝜑,𝑞 ∝ (𝜇𝜑, r𝜑,f) 0

upad ℎ, 𝑠 0

uinit,u𝑡,𝑖, 𝑗,W ∝ (𝑠, 𝑠rx) 0

H𝑏2

v𝜑,pad 1, 𝜇𝜑 𝑠𝜇𝜑

v𝜑,init, v𝜑,𝑞 ∝ (𝜇𝜑, r𝜑,f) ∝ (𝑠𝜇𝜑, 𝑠r𝜑,f)

upad ℎ, 0 1

uinit,u𝑡,𝑖, 𝑗,W 0 ∝ (1, rx)

H𝑏3 ≡ H
𝑏
4,1

v𝜑,pad 1, 𝜇𝜑 𝜇 0
𝜑

v𝜑,init, v𝜑,𝑞 ∝ (𝜇𝜑, r𝜑,f) ∝ (𝜇 0
𝜑, r̂𝜑,f)

upad ℎ, 0 1

uinit,u𝑡,𝑖, 𝑗,W 0 ∝ (1, rx)

H𝑏4,1∼Φ+1 · · · · · ·

H𝑏5 ≡ H
𝑏
4,Φ+1

v𝜑,pad 1, 𝜇𝜑 𝜇 1
𝜑

$← ℤ𝑝

v𝜑,init, v𝜑,𝑞 ∝ (𝜇𝜑, r𝜑,f) ∝ (𝜇 0
𝜑, r̂𝜑,f)

upad ℎ , 0 1

uinit,u𝑡,𝑖, 𝑗,W 0 ∝ (1, rx)

H𝑏6

v𝜑,pad 1, 𝜇𝜑 ℎ + 𝜇 1
𝜑

v𝜑,init, v𝜑,𝑞 ∝ (𝜇𝜑, r𝜑,f) ∝ (𝜇 0
𝜑, r̂𝜑,f)

upad 0 , 0 1

uinit,u𝑡,𝑖, 𝑗,W 0 ∝ (1, rx)

For brevity, the vectors for computing the labels are not spelled out.

The shorthand “∝ z” means that the components there are linear in z

and efficiently computable given z in the exponent, and that there is

only one natural way of computing them (see Construction 4.6).
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• H𝑏1 proceeds identically to H
𝑏
0, except that the ict’s are generated using IPFE.Enc

with u|𝔰priv set to 0. By the slot-mode correctness of the slotted IPFE, we have

H𝑏0 ≡ H
𝑏
1 .

• H𝑏2 proceeds identically to H
𝑏
1 , except that how the (secret key) pads and the

labels are computed (as inner products) is changed — instead of multiplying

with 𝑠 in the ciphertext, 𝑠 is multiplied in the secret key (which prepares the

secret key randomness to be rerandomized).

– In the ciphertext vectors, values at padsk, initpub, randpub, accpub, and tbpub𝜏 ’s

(in the public slot) are moved to padcopy and 𝔰copy (in the private slot), and

the multiplier 𝑠 is removed.

– In the secret key vectors, values at padsk, initpub, randpub, accpub, and tbpub𝜏 ’s

(in the public slot) are copied to padcopy and 𝔰copy (in the private slot), and 𝑠

is multiplied to the copy in the private slot.

The hybrid is illustrated in Table 4.11. Since the inner products remain the same

and the secret key vectors have their values in the public slot unchanged, we

have H𝑏1 ≈ H
𝑏
2 by the function-hiding property of IPFE. An alternative view of

this hybrid is that in each secret key sk𝜑, two (half) garblings are embedded, one

generated for 𝜇𝜑 using randomness r𝜑,f in the public slot, the other generated

for 𝑠𝜇𝜑 using randomness 𝑠r𝜑,f in the private slot.

• H𝑏3 proceeds identically to H
𝑏
2, except that the garbling in the private slots of

the secret key vectors are generated for independent pad 𝜇 0
𝜑 with independent

randomness r̂𝜑,f. Note that the only difference between H𝑏2 and H
𝑏
3 is that in the

former, the randomness and the pads of the garblings in the private slot are

random multiples of those in the public slot, and that in the latter, those in the

private slot are independently sampled. DDH over 𝔾2 says{
⟦𝜇𝜑, r𝜑,f, 𝑠𝜇𝜑, 𝑠r𝜑,f⟧2

}
𝜑∈[Φ] ≈

{
⟦𝜇𝜑, r𝜑,f, 𝜇 0

𝜑, r̂𝜑,f⟧2
}
𝜑∈[Φ] .

Given ⟦𝜇𝜑, r𝜑,f⟧2 and either ⟦𝑠𝜇𝜑, 𝑠r𝜑,f⟧2 or ⟦𝜇 0
𝜑, r̂𝜑,f⟧2, the secret key vectors can

be efficiently computed in the exponent. Plus, everything else can be efficiently

computed. Therefore, H𝑏2 ≈ H
𝑏
3 by DDH over 𝔾2.
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We have completed the first step of the proof.

Now we proceed to the second step, in which we switch 𝜇 0
𝜑 to independent random

values 𝜇 1
𝜑 (inconsistent with v𝜑,init and v𝜑,𝑞’s) one by one:

• H𝑏4,𝜑 proceeds identically to H
𝑏
3, except that for 𝜑

′ < 𝜑 (the first (𝜑 − 1) secret

keys), v𝜑′,pad (in isk𝜑′,pad) stores an independent random value 𝜇 1
𝜑

$← ℤ𝑝 at

padcopy.

Observe that H𝑏3 ≡ H
𝑏
4,1. We claim the following:

Claim 4.15 (¶). H𝑏4,𝜑 ≈ H
𝑏
4,𝜑+1 for all 𝜑 ∈ [Φ], 𝑏 ∈ {0, 1}.

For now, we focus on the last step.

• H𝑏5 proceeds identically to H𝑏3, except that all the pads 𝜇 0
𝜑 in v𝜑,pad [padcopy]

are replaced by independent random values 𝜇 1
𝜑

$← ℤ𝑝. The hybrid is shown in

Table 4.11. Observe that H𝑏5 ≡ H
𝑏
4,Φ+1.

Note that in this hybrid, the inner products of upad and v𝜑,pad’s are {ℎ + 𝜇 1
𝜑}𝜑,

which hide ℎ. However, ℎ still appears in upad. In the next hybrid, we remove ℎ

from upad and directly hardwire the inner products {ℎ + 𝜇 1
𝜑}𝜑 in v𝜑,pad’s so that

ℎ becomes information-theoretically hidden.

• H𝑏6 proceeds identically to H
𝑏
5, except that the random pad ℎ is removed from

upad [padct] and each v𝜑,pad stores (ℎ + 𝜇 1
𝜑) at padcopy. Since the inner products

and the public slot of the secret key vectors remain unchanged, we have H𝑏5 ≈ H
𝑏
6

by the function-hiding property of IPFE.

We have H0
6 ≡ H

1
6 because ℎ is perfectly hidden by each 𝜇 1

𝜑 and perfectly hides the

message. Therefore, we conclude Exp0
PHFE ≈ Exp

1
PHFE. □

Proof (Claim 4.15). Fixing some 𝜑 ∈ [Φ] and 𝑏 ∈ {0, 1}, we want to show H𝑏4,𝜑 ≈ H
𝑏
4,𝜑+1,

for which we must modify sk𝜑. There are three key ideas in the proof, which are

logically chained in an anadiplosis fashion.

• To modify sk𝜑, we temporarily use padtemp and 𝔰1-ABE exclusively for the

interaction between ct and sk𝜑, and use padcopy and 𝔰copy for the interaction
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between ct and the other secret keys, similar to the temporary mode in the proof

of Claim 4.13. With the interaction between ct and sk𝜑 isolated, we could hope

to syntactically invoke 1-ABE security for them.

• To invoke 1-ABE security in 𝔰1-ABE, we must make sure that in 𝔰1-ABE, the

ciphertext vectors use randomness independent of those in 𝔰copy. This is done by

invoking DDH twice in a row to make ct use rx in padcopy, 𝔰copy and independent

r̂x in padtemp, 𝔰1-ABE, similar to how the labels are simulated in the proof of

Theorem 4.11 by invoking DDH twice in a row.

• To invoke DDH to rerandomize rx, there needs to be a random value multiplied

to it. However, in H𝑏4,𝜑, nothing is multiplied to 𝜇’s, rf’s, 𝜇 ’s, r̂f’s, nor rx. This can

be resolved by a change of variable introducing a negligible statistical error:

(𝜇 0
𝜑, 𝜇

1
𝜑, r̂𝜑,f) ≈s ( 𝑠̂𝜇 0

𝜑, 𝑠̂𝜇
1
𝜑, 𝑠̂ r̂𝜑,f) for 𝑠̂

$← ℤ𝑝.

We then move 𝑠̂ to rx using the function-hiding property of IPFE, after which

DDH can be invoked.

We now implement these ideas in the following hybrids G𝜓0 , . . . ,G
𝜓
6 .

• G𝜓0 proceeds identically to H𝑏4,𝜑+𝜓, where the first (𝜑 − 1) secret keys have their

𝜇 0
𝜑′ replaced by 𝜇 1

𝜑′ in v𝜑′,pad [padcopy], the key sk𝜑 stores either 𝜇 0
𝜑 (consistent

with v𝜑,init and v𝜑,𝑞’s) or 𝜇 1
𝜑 (inconsistent). The hybrid is shown in Table 4.12.

• G𝜓1 proceeds identically to G𝜓0 , except that a random multiplier 𝑠̂ $← ℤ𝑝 is

multiplied to the values at padcopy, 𝔰copy for sk𝜑. Conditioned on 𝑠̂ ≠ 0 (which

happens with overwhelming probability), G𝜓1 and G𝜓0 are identical. Therefore,

G𝜓0 ≈s G
𝜓
1 taking into account the case of 𝑠̂ = 0.

• G𝜓2 proceeds identically to G𝜓1 , except that the interaction between ct and sk𝜑 is

isolated from those between ct and the other secret keys, and that 𝑠 is multiplied

in ct instead of sk𝜑.

– In the vectors in the 𝜑th secret key sk𝜑, the values at padcopy, 𝔰copy are moved

to padtemp, 𝔰1-ABE, and the multiplier 𝑠̂ is removed.
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Table 4.12. Hybrids, KP-ABE for L, loop (middle).

hybrid vector in 𝔰pub padcopy in 𝔰copy padtemp in 𝔰1-ABE

G𝜓0
≡

H𝑏4,𝜑+𝜓

𝜑′ < 𝜑


v𝜑′,pad

v𝜑′,init, v𝜑′,𝑞

𝜇, rf’s,(
independent
of 𝜇, r̂f’s

)
and ℎ

𝜇 1
𝜑′

$← ℤ𝑝 0

∝ (𝜇 0
𝜑′, r̂𝜑′,f) 0

v𝜑,pad 𝜇
𝜓
𝜑 0

v𝜑,init, v𝜑,𝑞 ∝ (𝜇 0
𝜑, r̂𝜑,f) 0

𝜑′ > 𝜑


v𝜑′,pad

v𝜑′,init, v𝜑′,𝑞

𝜇 0
𝜑′ 0

∝ (𝜇 0
𝜑′, r̂𝜑′,f) 0

upad 1 0

uinit,u𝑡,𝑖, 𝑗,W ∝ (1, rx) 0

G𝜓1

v𝜑,pad

𝜇, rf’s, ℎ

𝑠̂𝜇
𝜓
𝜑 0

v𝜑,init, v𝜑,𝑞 ∝ ( 𝑠̂𝜇 0
𝜑, 𝑠̂ r̂𝜑,f) 0

upad 1 0

uinit,u𝑡,𝑖, 𝑗,W ∝ (1, rx) 0

G𝜓2

v𝜑,pad

𝜇, rf’s, ℎ

0 𝜇
𝜓
𝜑

v𝜑,init, v𝜑,𝑞 0 ∝ (𝜇 0
𝜑, r̂𝜑,f)

upad 1 𝑠̂

uinit,u𝑡,𝑖, 𝑗,W ∝ (1, rx) ∝ ( 𝑠̂, 𝑠̂ rx )

G𝜓3

v𝜑,pad

𝜇, rf’s, ℎ

0 𝜇
𝜓
𝜑

v𝜑,init, v𝜑,𝑞 0 ∝ (𝜇 0
𝜑, r̂𝜑,f)

upad 1 𝑠̂

uinit,u𝑡,𝑖, 𝑗,W ∝ (1, rx) ∝ ( 𝑠̂, ŝ )

G𝜓4

v𝜑,pad

𝜇, rf’s, ℎ

0 𝜇
𝜓
𝜑

v𝜑,init, v𝜑,𝑞 0 ∝ (𝜇 0
𝜑, r̂𝜑,f)

upad 1 𝑠̂

uinit,u𝑡,𝑖, 𝑗,W ∝ (1, rx) ∝ ( 𝑠̂, 𝑠̂ r̂x )

G𝜓5

v𝜑,pad

𝜇, rf’s, ℎ

0 𝑠̂𝜇
𝜓
𝜑

v𝜑,init, v𝜑,𝑞 0 ∝ ( 𝑠̂𝜇 0
𝜑, 𝑠̂ r̂𝜑,f)

upad 1 1

uinit,u𝑡,𝑖, 𝑗,W ∝ (1, rx) ∝ (1, r̂x)

G𝜓6

v𝜑,pad

𝜇, rf’s, ℎ

0 𝜇
𝜓
𝜑

v𝜑,init, v𝜑,𝑞 0 ∝ (𝜇 0
𝜑, r̂𝜑,f)

upad 1 1

uinit,u𝑡,𝑖, 𝑗,W ∝ (1, rx) ∝ (1, r̂x)

For brevity, the vectors for computing the labels are not spelled out, and

the secret key vectors other than those for sk𝜑 are suppressed except in G𝜓0 .

See Table 4.11 for the meaning of “∝ z”.
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– In the vectors in ct, the values at padcopy, 𝔰copy are copied to padtemp, 𝔰1-ABE,

and 𝑠̂ is multiplied to the new copy.

As illustrated in Table 4.12, the inner products and the public slots of the secret

key vectors remain unchanged, so G𝜓1 ≈ G
𝜓
2 by the function-hiding property of

IPFE.

• G𝜓3 proceeds identically to G𝜓2 , except that in the ciphertext vectors, the

𝑠̂ rx in 𝔰1-ABE is replaced by an independent and uniformly random ŝ. The

indistinguishability between G𝜓2 and G𝜓3 follows from DDH over 𝔾1:

⟦rx, 𝑠̂, 𝑠̂ rx⟧1 ≈ ⟦rx, 𝑠̂, ŝ ⟧1 for rx, ŝ $← ℤ
[0,𝑇]×[𝑁]×[𝑆]×{0,1}𝑆
𝑝 , 𝑠̂

$← ℤ𝑝.

• G𝜓4 proceeds identically to G𝜓3 , except that in the ciphertext vectors, the ŝ in 𝔰1-ABE

is replaced by 𝑠̂ r̂x. The indistinguishability between G𝜓3 and G𝜓4 again follows

from DDH over 𝔾1:

⟦𝑠̂, ŝ ⟧1 ≈ ⟦𝑠̂, 𝑠̂ r̂x⟧1 for ŝ, r̂x $← ℤ
[0,𝑇]×[𝑁]×[𝑆]×{0,1}𝑆
𝑝 , 𝑠̂

$← ℤ𝑝.

• G𝜓5 proceeds identically to G𝜓4 , except that the multiplier 𝑠̂ is moved from u’s

back to v𝜑’s as depicted in Table 4.12. By the function-hiding property of IPFE,

we have G𝜓4 ≈ G
𝜓
5 .

• G𝜓6 proceeds identically to G𝜓5 , except that the multiplier 𝑠̂ is removed. We have

G𝜓5 ≈s G
𝜓
6 .

Lastly, observe that in G𝜓6 , only the ciphertext vectors and the vectors for the 𝜑th

secret key have non-zero values in 𝔰1-ABE and those values are generated exactly as

specified by our 1-ABE for L (Construction 4.5). We use syntactically the same security

proof of 1-ABE for L (Theorem 4.11) to argue G0
6 ≈ G

1
6.

• Each step in the proof of Theorem 4.11 uses the function-hiding property, DDH,

or the special piecewise security, all of which are still valid when translated into

the case of G0
6 and G

1
6 in the only natural way. More specifically, i) the function-

hiding property is unaffected by the public slot, 𝔰copy, padcopy, and the additional
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vectors (in the other secret keys), as the values being manipulated during the

proof are all in 𝔰1-ABE in the private slot and the additional vectors (having values

0 in 𝔰1-ABE) cannot “detect” the changes in 𝔰1-ABE; and ii) the applications of DDH

and special piecewise security still go through, because the garbling in 𝔰1-ABE is

generated using randomness independent of everything else in G𝜓6 .

• In the translated version of the proof of Theorem 4.11, v𝜑,pad [padtemp] is always

set to 𝜇
𝜓
𝜑 . In the final hybrids, both 𝜇 0

𝜑 and 𝜇 1
𝜑 are uniformly random and

independent of everything else, so they can replace each other.

Therefore, G0
6 ≈ G

1
6, and by hybrid argument, we conclude H

𝑏
4,𝜑 ≈ H

𝑏
4,𝜑+1. □

EXTENSION TO MDDH. The natural way to generalize Construction 4.6 to MDDH𝑘 is to

let the public slot store 𝑘 independent garblings and the private slot provide space

for (𝑘 + 1) garblings — among the (𝑘 + 1) copies in the private slot, 𝑘 of them are the

counterpart of 𝔰copy and the last one of them is the counterpart of 𝔰1-ABE. Of course, the

underlying 1-ABE scheme must also be based on MDDH𝑘. This natural generalization

uses vectors of dimension Θ(𝑘2), because each copy of the garbling already needs

Θ(𝑘) indices.

A simple optimization that shortens the vectors to only Θ(𝑘) is to realize that the

rerandomization of the (half) garblings in the security proof of ABE can be done

without creating 𝑘 copies of 1-ABE, essentially because each 1-ABE already uses 𝑘

copies of random values to jointly generate the label functions. For this optimization

to work, the copy in 𝔰pub needs to embed 𝑘 independent pads in the secret keys and

𝑘 independent random multipliers in the ciphertext, and decryption gives the inner

product of the two. For the other two “compartments”, 𝔰copy and 𝔰1-ABE, each only

needs to provide space for one pad.

The ABE scheme still uses three copies, and we use (X,Y, Z) to represent an ABE

key/ciphertext generated with randomness X,Y, Z in 𝔰pub, 𝔰copy, 𝔰1-ABE (0 means no copy

is there; pads are omitted). Roughly speaking, the first step (isolating the interaction

between sk’s and ct from the other ciphertexts) is done as follows.
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REAL HYBRID 1 HYBRID 2 HYBRID 3

sk𝜑: ( Rf,𝜑 , 0 , 0 ) ( Rf,𝜑 , 0 , 0 ) ( Rf,𝜑 , ATRf,𝜑 , 0 ) ( Rf,𝜑 , R̂f,𝜑 , 0 )

ct: ( Rx , 0 , 0 ) ( ARx , 0 , 0 ) ( 0 , Rx , 0 ) ( 0 , Rx , 0 )

Here, Rf,𝜑, R̂f,𝜑
$← ℤ

𝑘×𝑄𝜑
𝑝 , Rx

$← ℤ
[𝑘]×([0,𝑇]×[𝑁]×[𝑆]×{0,1}𝑆)
𝑝 , A $← ℤ𝑘×𝑘

𝑝 . The first transition

is a change of variable introducing only a negligible statistical error. The second one

is due to the function-hiding property of IPFE. The third reduces to MDDH𝑘
𝑘,Φ+𝑄1+···+𝑄Φ

.

The second step is to change the pads in 𝔰copy to be inconsistent one by one.

Similar to the proof of Claim 4.15, we achieve this via a loop of Φ iterations, one for

each secret key. In the 𝜑th iteration, we i) introduce a random multiplier (now a 𝑘 × 𝑘

matrix) in 𝔰copy of sk𝜑, ii) isolate the interaction between ct and sk𝜑 into 𝔰1-ABE with

the multiplier moved into ct, iii) switch the randomness in 𝔰1-ABE of ct to be sampled

independently from that in 𝔰copy in ct, and iv) invoke 1-ABE security.

The last step is to remove the ciphertext pad from ct and hide it using the

inconsistent pads in sk’s, which is straight-forward.

4.6.4 Extension to NL

Applying our construction of KP-ABE for L to non-deterministic Turing machines

yields a KP-ABE for NL. In this section, we discuss what modifications need to be

made to handle NL.

Non-Deterministic Turing Machines. The definitions of non-deterministic Turing

machines (NTM) and time/space bounded computation are the same as Definition 4.3,

except with these changes.

• The transition criterion 𝛿 can be any relation between (i.e., any subset

of the Cartesian product of) [𝑄] × {0, 1}2 and [𝑄] × {0, 1} × {0,±1}2, where(
(𝑞, 𝑥, 𝑤), (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗)

)
∈ 𝛿 means that if the current state is 𝑞, the input tape

symbol under scan is 𝑥, and the working tape symbol under scan is 𝑤, then

it is valid to transit into state 𝑞′, overwrite 𝑤 with 𝑤′, and move the input and

working tape pointer by offsets Δ𝑖 and Δ 𝑗, respectively.
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• The definition of hanging in accepting states is that for all 𝑞 ∈ [𝑄] such that

yacc [𝑞] = 1 and all 𝑥, 𝑤 ∈ {0, 1},

𝛿 ∩
(
{(𝑞, 𝑥, 𝑤)} × ([𝑄] × {0, 1} × {0,±1}2)

)
=

{(
(𝑞, 𝑥, 𝑤), (𝑞, 𝑤, 0, 0)

)}
.

• In the definition of acceptance,

𝛿(𝑞𝑡, x[𝑖𝑡],W𝑡 [ 𝑗𝑡]) = (𝑞𝑡+1,W𝑡+1 [ 𝑗𝑡], 𝑖𝑡+1 − 𝑖𝑡, 𝑗𝑡+1 − 𝑗𝑡)

is changed to
(
(𝑞𝑡, x[𝑖𝑡],W𝑡 [ 𝑗𝑡]), (𝑞𝑡+1,W𝑡+1 [ 𝑗𝑡], 𝑖𝑡+1 − 𝑖𝑡, 𝑗𝑡+1 − 𝑗𝑡)

)
∈ 𝛿.

Note that in the case of non-deterministic machines, the machine might move off

the tapes with certain choices of transitions, but that does not necessarily lead to

rejection — it is just that particular path that is silently dropped. As long as one valid

path does not exceed the space bound and land in an accepting state after 𝑇 steps,

the input is accepted.

Arithmetizing NTM Computation. The same matrix multiplication formula (thus the

same AKGS) works for non-deterministic computation. We just need to use the non-

deterministic version of the transition matrix, which share the same block structure

as the deterministic ones.

Let 𝑀 = (𝑄, yacc, 𝛿) be an NTM. The transition blocks of 𝑀 are

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 ∈ ℤ𝑄×𝑄𝑝 for 𝑥, 𝑤, 𝑤′ ∈ {0, 1},Δ𝑖,Δ 𝑗 ∈ {0,±1}:

M𝑥,𝑤,𝑤′,Δ𝑖,Δ 𝑗 [𝑞, 𝑞′] =


1, if
(
(𝑞, 𝑥, 𝑤), (𝑞′, 𝑤′,Δ𝑖,Δ 𝑗)

)
∈ 𝛿;

0, otherwise.

The transition matrix of 𝑀 for input of length 𝑁 and space bound 𝑆 is

M𝑁,𝑆 (x) ∈ {0, 1}C𝑀,𝑁,𝑆×C𝑀,𝑁,𝑆 ,

M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), (𝑖′, 𝑗′,W′, )]

=


Mx[𝑖],W[ 𝑗],W′[ 𝑗],𝑖′−𝑖, 𝑗′− 𝑗 , if 𝑖′ − 𝑖, 𝑗′ − 𝑗 ∈ {0,±1} and

W[ 𝑗′′] = W′[ 𝑗′′] for all 𝑗′′ ≠ 𝑗;

0, otherwise.
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It is readily verified that in M𝑁,𝑆 (x) [(𝑖, 𝑗,W, ), ( , , , )], each transition block

appears at most once. The matrix multiplication formula yields the number of

accepting paths, as summarized below.

Lemma 4.16. Let 𝑀 = (𝑄, yacc, 𝛿) be an NTM, x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1, and 𝑇, 𝑆 ≥ 1.

The number of valid computation paths reaching internal configuration (𝑖, 𝑗,W, 𝑞) when

running 𝑀 starting from the initial configuration (1, 1, 0𝑆, 1) with input x ∈ {0, 1}𝑁 and

space bound 𝑆 for 𝑇 steps is(
𝜾T(1,1,0𝑆,1)

(
M𝑁,𝑆 (x)

)𝑇 )T [(𝑖, 𝑗,W, 𝑞)].

Moreover, computing 𝜾T(1,1,0𝑆,1)
(
M𝑁,𝑆 (x)

)𝑇 (
1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc

)
over the integers yields

the number of accepting computation paths when running 𝑀 starting from the initial

configuration (1, 1, 0𝑆, 1) with input x ∈ {0, 1}𝑁 within time 𝑇 and space 𝑆, which is non-

zero if and only if 𝑀 accepts x within time 𝑇 and space 𝑆.

We arithmetize time/space bounded computation of 𝑀 by defining

𝑀 |𝑁,𝑇,𝑆 (x) = 𝜾T(1,1,0𝑆,1)
(
M𝑁,𝑆 (x)

)𝑇 (
1[𝑁]×[𝑆]×{0,1}𝑆 ⊗ yacc

)
over ℤ𝑝, (4.9)

which evaluates to 0 if (but not necessarily only if) x ∈ {0, 1}𝑁 is not accepted by 𝑀

within time 𝑇 and space 𝑆.

Discussion on Correctness. The arithmetization is precise for the complexity class

modℤ𝑝L [BDHM92] (restricted logspace counting class modulo 𝑝). Each language

𝐿 ∈ modℤ𝑝L is associated with a non-deterministic logspace Turing machine 𝑀 such

that

x ∈ 𝐿 =⇒ #[accepting paths of 𝑀 (x)] . 0 (mod 𝑝),

x ∉ 𝐿 =⇒ #[accepting paths of 𝑀 (x)] = 0 (as an integer).

As a special case, UL ⊆ modℤ𝑝L for all 𝑝, where UL means unambiguous logspace —

these are languages recognized by a logspace NTM such that for any input, there is at

most one accepting path.

However, it is not known whether NL ⊆ modℤ𝑝L for any 𝑝. Indeed, if the number

of accepting paths is a non-zero multiple of 𝑝, the computation will be mistakenly
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rejected under our arithmetization. We circumvent this correctness issue using pairing

groups of entropic order.

Definition 4.14 (entropic order). A pairing group sampler (Definition 2.5) GroupGen

has entropic order if the min-entropy 𝐻𝜆 of 𝑝 is ω(log𝜆):

𝐻𝜆 = − log2 max
𝑝′

Pr
[
(𝑝, . . . ) = gp $← GroupGen(1𝜆) : 𝑝 = 𝑝′

]
.

For 1-ABE and ABE, we relax the correctness requirement so that decryption only

needs to succeed with overwhelming probability for all sequence of polynomial-size

inputs.

Definition 4.15 (relaxed correctness). An ABE scheme (Setup, KeyGen, Enc,Dec) per

Definition 2.3 is correct in the relaxed sense if the following two conditions hold.

• Either the scheme is not group-based or 𝐹, 𝑋 do not depend on gp (𝑃,𝑌 could

depend on gp).

• For all sequence {(param𝜆, 𝑓𝜆, 𝑥𝜆)}𝜆∈ℕ such that param𝜆 ∈ Params𝜆, 𝑓𝜆 ∈ 𝐹𝜆,param𝜆 ,

𝑥𝜆 ∈ 𝑋𝜆,param𝜆 , and the lengths of param𝜆, 𝑓𝜆, 𝑥𝜆 are poly(𝜆)-bounded, it holds that

Pr



gp $← GroupGen(1𝜆)

(mpk,msk) $← Setup(1𝜆, gp, param𝜆)

sk $← KeyGen(1𝜆,msk, 𝑓𝜆)

:

𝑃𝜆,gp,param𝜆 ( 𝑓𝜆, 𝑥𝜆) = 1 but

there exists 𝑦 ∈ 𝑌𝜆,gp,param𝜆 such that

Pr

Dec
©­­«

1𝜆,mpk, 𝑓𝜆, sk, 𝑥𝜆,

Enc(1𝜆,mpk, 𝑥𝜆, 𝑦)

ª®®¬ = 𝑦

 ≠ 1


is negligible in 𝜆.

The version for 1-ABE is defined analogously.

AKGS, 1-ABE, and ABE for NL. We simply plug in the matrix multiplication formula

for NTM into our AKGS, 1-ABE, and ABE constructions for L.

Construction 4.7 (AKGS, 1-ABE, and ABE for NL). The AKGS, 1-ABE, and ABE for NL

are obtained by plugging Equation (4.9) into Constructions 4.4 (AKGS), 4.5 (1-ABE), and

4.6 (ABE). Formally (see Definitions 2.3 and 4.6),

Paramsgp = {⊥}, 𝐹gp = {𝑀 | 𝑀 is an NTM }, 𝑌gp = 𝔾T,

𝑋gp =
{
(x, 1𝑇 , 12𝑆 )

�� x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1 and 𝑇, 𝑆 ≥ 1
}
,
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𝑃gp
(
𝑀, (x, 1𝑇 , 12𝑆 )

)
=


1, if 𝑀 accepts x within time 𝑇 and space 𝑆;

0, otherwise.

In 1-ABE and ABE, Dec outputs ⊥ if 𝑀 |𝑁,𝑇,𝑆 (x) ≡ 0 (mod 𝑝); otherwise, it recovers the

message or the pad by dividing the Eval result by 𝑀 |𝑁,𝑇,𝑆 (x).

Theorem 4.17 (¶). The AKGS in Construction 4.7 is correct, linear, and special piecewise

secure (Definitions 4.7, 4.8, and 4.11) with the same ordering of label functions and

randomizers as described in Theorem 4.10.

Suppose in Construction 4.7, GroupGen has entropic order (Definition 4.14), SXDH

(Assumption 4.1) holds over GroupGen, and the IPFE schemes are function-hiding (Defi-

nition 4.5), then the resultant 1-ABE and ABE schemes are correct in the relaxed sense

(Definition 4.15) and adaptively secure (Definitions 4.6 and 2.2).

If the non-deterministic machines are restricted to unambiguous ones (Definition 4.3),

GroupGen need not have entropic order and the schemes enjoy perfect correctness (Defi-

nition 2.1).

Proof (Theorem 4.17). The AKGS correctness, linearity, and special piecewise security

(and ordering) are straight-forward. The security of 1-ABE and ABE also generalizes

from the proofs of Theorems 4.11 and 4.14 — by Lemma 4.16, 𝑀 |𝑁,𝑇,𝑆 for non-

deterministic Turing machine 𝑀 always evaluates to 0 if the input is not accepted

within the time/space bounds. We focus on the relaxed correctness of 1-ABE and ABE,

which amounts to showing that 𝑀 |𝑁,𝑇,𝑆 (x) ≡ 0 (mod 𝑝) happens with only negligible

probability for accepting computations.

Let the sequence in Definition 4.15 be

param𝜆 = ⊥, 𝑀𝜆 = (𝑄𝜆, yacc,𝜆, 𝛿𝜆), (x𝜆, 1𝑇𝜆 , 12𝑆𝜆 ) with x ∈ {0, 1}𝑁𝜆 .

Since the terms are polynomially long, the number of possible transitions (i.e., |𝛿𝜆 |)

and the time constraint 𝑇𝜆 are bounded by poly(𝜆), which implies that

𝐴𝜆
def
== #[accepting paths of 𝑀𝜆 (x𝜆) in 𝑇𝜆 steps]

≤ #[valid computation paths of 𝑀𝜆 (x𝜆) in 𝑇𝜆 steps]

≤ |𝛿𝜆 |𝑇𝜆 ≤ 2𝐶+𝜆
𝐶
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for some constant 𝐶 > 0. In particular, 𝐴𝜆 has no more than (𝐶 + 𝜆𝐶) prime factors.

Let the min-entropy of 𝑝 from GroupGen be 𝐻𝜆 = ω(log𝜆). By the premise, 𝑀𝜆 accepts

x𝜆 within time 𝑇𝜆 and space 𝑆𝜆, so 𝐴𝜆 > 0 and

Pr
[
(𝑝, . . . ) = gp $← GroupGen(1𝜆) : 𝑝 | 𝐴𝜆

]
≤

∑︁
𝑝′ prime
𝑝′ |𝐴𝜆

Pr
[
(𝑝, . . . ) = gp $← GroupGen(1𝜆) : 𝑝 = 𝑝′

]
≤ (𝐶 + 𝜆𝐶) · 2−𝐻𝜆

is negligible in 𝜆. □

4.6.5 ABE for DFA/NFA

A deterministic finite automaton (DFA) can be converted (in polynomial time) to a

deterministic Turing machine with space complexity 1 and time complexity 𝑁, where

𝑁 is the length of the input. Similarly, an NFA can be converted to an NTM with space

complexity 1 and time complexity 𝑁. Therefore, ABE schemes for DFA and NFA are

just special cases of our ABE for L and NL.

As an optimization, DFA and NFA do not need to keep track of the input tape

pointer in their internal configurations — it is always the current time step. This

corresponds to a simpler formula (hence a simpler AKGS) for arithmetizing DFA and

NFA. We formally define NFA (with DFA as a special kind of NFA), present the AKGS for

it, and discuss how to construct 1-ABE and ABE for NFA. Again, we only consider the

binary alphabet. The schemes readily extend to handle any polynomial-size alphabet

fixed at set-up time.

Definition 4.16 (NFA). A non-deterministic finite automaton is a tuple (𝑄, yacc, 𝛿), where

𝑄 ≥ 1 is the number of states (we use [𝑄] as the set of states and 1 the initial state),

yacc ∈ {0, 1}𝑄 indicates whether each state is accepting, and 𝛿 is a relation (state

transition relation) between [𝑄] × {0, 1} and [𝑄]. For x ∈ {0, 1}𝑁 for some 𝑁 ≥ 1, the

NFA accepts x if there exists 𝑞0, . . . , 𝑞𝑁 ∈ [𝑄] (called an accepting path) such that

𝑞0 = 1,
(
(𝑞𝑖−1, x[𝑖]), 𝑞𝑖

)
∈ 𝛿 (for 𝑖 ∈ [𝑁]), yacc [𝑞𝑁] = 1.

A path without the last condition is a computation path. An NFA is deterministic, if 𝛿 is
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a function relation. An NFA is unambiguous, if for any input x, there is at most one

accepting path.

Clearly, a DFA is always unambiguous.

Transition Matrix and Blocks. We use 𝜾𝑞 ∈ {0, 1}𝑄 to represent the current state of

an NFA. For an NFA 𝑀 = (𝑄, yacc, 𝛿), its transition matrix is

M(𝑥) [𝑞, 𝑞′] =


1, if
(
(𝑞, 𝑥), 𝑞′

)
∈ 𝛿;

0, otherwise.

For all 𝑞 ∈ [𝑄] and 𝑥 ∈ {0, 1}, consider cT = 𝜾T𝑞M(𝑥), then c ∈ {0, 1}𝑄 and c[𝑞′] = 1 if and

only if 𝑞′ is a valid state after the NFA reads 𝑥 in state 𝑞. Inductively, 𝜾T𝑞M(𝑥1) · · ·M(𝑥𝑛)

is a vector that counts the number of computation paths reaching each state starting

from state 𝑞 after reading 𝑥1, . . . , 𝑥𝑛. Let the transition blocks of 𝑀 be M𝑥 = M(𝑥) for

𝑥 ∈ {0, 1}, then M(𝑥) = (1 − 𝑥)M0 + 𝑥M1. We arithmetize the computation of NFA by

defining

𝑀 |𝑁 (x) = 𝜾T1

𝑁∏
𝑖=1

(
(1 − x[𝑖])M0 + x[𝑖]M1

)
· yacc over ℤ𝑝 for x ∈ ℤ𝑁

𝑝 .

In case the NFA is unambiguous, 𝑀 |𝑁 is binary over {0, 1}𝑁 and indicates whether 𝑀

accepts the input.

AKGS for NFA. Garbling 𝑀 |𝑁 using the recursive mechanism for garbling matrix

multiplication yields a special piecewise secure AKGS for NFA.

Construction 4.8 (AKGS for NFA). Let

F =
{
𝑀 |𝑁 : ℤ𝑁

𝑝 → ℤ𝑝

�� 𝑀 is an NFA and 𝑝 is prime
}

be the set of NFA computations of fixed lengths. The AKGS for F operates as follows.

• Garble
(
(𝑀, 1𝑁 , 𝑝),𝛼,𝛽

)
takes as input 𝑀 |𝑁 and two secrets 𝛼,𝛽. It computes the

transition blocks M0,M1 of 𝑀, samples r0, . . . , r𝑁 $← ℤ
𝑄
𝑝 , and defines the label
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functions by

𝐿init(x) = 𝛽 + 𝜾T1r0,

(for 𝑖 ∈ [𝑁])
(
𝐿𝑖,𝑞(x)

)
𝑞∈[𝑄] = −r𝑖−1 +

(
(1 − x[𝑖])M0 + x[𝑖]M1

)
r𝑖,(

𝐿𝑁+1,𝑞(x)
)
𝑞∈[𝑄] = −r𝑁 +𝛼 · yacc.

The algorithm collects and outputs the coefficients of those label functions.

• Eval
(
(𝑀, 1𝑁 , 𝑝), x, ℓinit, (ℓ𝑖,𝑞)𝑖∈[𝑁+1],𝑞∈[𝑄]

)
takes as input 𝑀 |𝑁, string x ∈ {0, 1}𝑁,

and the labels. It computes the transition blocks M0,M1 of 𝑀, sets ℓ 𝑖 = (ℓ𝑖,𝑞)𝑞∈[𝑄]
for 𝑖 ∈ [𝑁 + 1], and computes and outputs

ℓinit + 𝜾T1
𝑁+1∑︁
𝑖=1

𝑖−1∏
𝑗=1

(
(1 − x[ 𝑗])M0 + x[ 𝑗]M1

)
· ℓ 𝑖.

Remarks. Construction 4.8 coincides with the secret sharing scheme for DFA due to

Waters [Wat12]. However, extending it to NFA via path-tracking makes the secret

sharing scheme insecure due to backtracking attacks, as observed in [Wat12]. In

contrast, generalizing it to NFA via path-counting using the matrix multiplication

formula retains the special piecewise security. The concurrent work of [GW20a]

observed the same generalization.

SYNTAX, CORRECTNESS, AND SECURITY. All of them are straight-forward to verify,

similarly to Construction 4.4.

Theorem 4.18. Construction 4.8 is special piecewise secure (Definition 4.11) with 𝐿init

being the first label function, the other label functions sorted in increasing order of 𝑖, and

the randomness sorted in the same order as the label functions.

ABE for NFA. ABE for NFA can be obtained following the same blueprint of Con-

structions 4.5 and 4.6 and using pairing groups of entropic order. With the pseudo-

randomness set to r𝑖 = rx [𝑖] · rf for rx $← ℤ
[0,𝑁]
𝑝 sampled at encryption time and

rf
$← ℤ

𝑄
𝑝 sampled at key generation time, the labels for 𝛼 = 𝜇 and 𝛽 = 0 can be

computed as

ℓinit = r0 [1] = rx [0] · rf [1] = ⟨uinit, vinit⟩,
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(for 𝑖 ∈ [𝑁], 𝑞 ∈ [𝑄]) ℓ𝑖,𝑞 = −r𝑖−1 [𝑞] +
(
((1 − x[𝑖])M0 + x[𝑖]M1)r𝑖

)
[𝑞]

= −rx [𝑖 − 1] · rf [𝑞] + rx [𝑖] · (1 − x[𝑖]) (M0rf) [𝑞]

+ rx [𝑖] · x[𝑖] (M1rf) [𝑞]

= ⟨u𝑖, v𝑞⟩,

(for 𝑞 ∈ [𝑄]) ℓ𝑁+1,𝑞 = −r𝑁 [𝑞] + 𝜇 · yacc [𝑞] = −rx [𝑁] · rf [𝑞] + 𝜇 · yacc [𝑞]

= ⟨u𝑁+1, v𝑞⟩,

where the vectors are as follows:

vector init rand acc tb0 tb1
the other
indices

uinit rx [0]
0

0

vinit rf [1]

(𝑖 ∈ [𝑁]) u𝑖

0

rx [𝑖 − 1] 0 rx [𝑖] · (1 − x[𝑖]) rx [𝑖] · x[𝑖]

u𝑁+1 rx [𝑁] 1 0 0

(𝑞 ∈ [𝑄]) v𝑞 −rf [𝑞] 𝜇 · yacc [𝑞] (M0rf) [𝑞] (M1rf) [𝑞]

As is the case for the other 1-ABE schemes, 1-ABE for NFA will need extra indices for

the security proof, the exact number of which can be figured out easily but tediously.

Likewise, the ABE scheme will need more copies of the indices for computing the

labels (see Construction 4.6).

Corollary 4.19. Assuming SXDH (Assumption 4.1) over pairing groups of entropic order

(Definition 4.14), there is a compact and adaptively secure (Definition 2.2) ABE for

NFA (satisfying relaxed correctness per Definition 4.15). If the NFA are restricted to

unambiguous ones (Definition 4.16), the pairing groups need not have entropic order and

the scheme enjoys perfect correctness (Definition 2.1). Moreover, SXDH can be relaxed to

MDDH𝑘 (Assumption 2.1) for any integer 𝑘 ≥ 1.

4.7 Further Discussions

Here are some further comments about the research around [LL20a,LL20b].
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Two Propositions. Lemma 4.2 (function-hiding IPFE from pairing and 𝑘-Lin) follows

from applying double encryption [LV16,Lin17] to the ALS IPFE scheme [ALS16,Wee17].

Theorem 4.5 (piecewise security becomes special piecewise security after a change

of variable for the randomness) is not necessary to derive our ABE schemes, but

I personally like it because it reveals the structural essence of piecewise security.

Quoting Kaplansky (in Paul Halmos: Celebrating 50 Years of Mathematics):

We think basis-free, we write basis-free, but when the chips are down

we close the office door and compute with matrices like fury.

Theorem 4.5 indicates that what special piecewise security is to piecewise security is

what matrices are to linear maps.

For the proofs of Lemma 4.2 and Theorem 4.5, see the appendix of [LL20b]. There,

we also show how to make our KP-ABE for ABP support delegation.

Limit of AKGS. Despite the claim that combining AKGS and IPFE is agnostic to the

underlying computation model, one might wonder for what kinds of computation

there exists AKGS. After all, logspace computation and finite automata are represented

by repeated matrix multiplication, which is just layered ABP. Understanding the scope

of AKGS as defined in this chapter allows us to know the limit of this method for

adaptive security. Unfortunately, it turns out that the AKGS size of a function is

somewhat tightly related to its ABP size.

Theorem ([Luo20]). If 𝑓 has a piecewise secure AKGS (Definitions 4.7 and 4.10) with

garbling size 𝑚, then there exists a function 𝑔 such that 𝑔 never vanishes and both 𝑓 /𝑔

and 1/𝑔 can be computed by ABP (Definition 4.2) of size no more than (𝑚 + 1).

Note that for non-vanishing 𝑔, the zero-test predicates of (i.e., the decryption policies

defined by) 𝑓 and 𝑓 /𝑔 are the same. The theorem is similar to the relation [KW93]

between the monotone span program size of a function and its linear secret sharing

(LSS) size. The class of functions with polynomial-size LSS and AKGS is contained in

NC, as both LSS and AKGS are linear-algebraic. Therefore, to prove adaptive security

for a larger class of policies,25 a new method is needed.

25From 𝑘-Lin and pairing, the most expressive ABE for non-uniform computation is for arithmetic span
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As shown in Chapters 6 and 7, relaxing the notion of LSS could make it work

with arbitrary polynomial-size circuits, a much larger complexity class. Is it possible

to relax the notion of AKGS for larger class of functions while keeping it useful for

proving adaptive security?

programs, a class slightly larger than ABP. But such ABE is either only selectively secure or read-once.

Closing this gap would be satisfying, although it is niche as a research question.
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CHAPTER 5

Succinct and Adaptively Secure

ABE for ABP from 𝒌-Lin
(Pairing-Based IPFE, Noiseless Linear Garbling)

This chapter is an adaptation of [LL20d,LL20c].26

In this chapter, we present an amelioration of the framework in Chapter 4 and

construct succinct and adaptively secure ABE for arithmetic branching programs (ABP),

still from 𝑘-Lin in asymmetric pairing groups.

5.1 Introduction

Over the past decade, as the research of ABE blossomed, ABE as a primitive has

found numerous cryptographic and security applications. To be deployed in practice,

it is paramount for a scheme to be efficient, in particular, having fast decryption

algorithms and small ciphertexts. It turns out that the size of ABE ciphertexts can be

independent of the length of the attribute x, and dependent only on the message length

and the security parameter — we say such ciphertexts are succinct or have constant

size (in attribute length). Proposed first in [EMN+09] as a goal, succinct ciphertexts

are possible because ABE does not require hiding the attribute x, and the decryption

algorithm can take x as input in the clear. Consequently, ciphertexts only need to

contain enough information of x to enforce the integrity of computation on x, which

does not necessitate encoding the entire x.

Succinct ABE are highly desirable. Real-world applications call for long attributes

to achieve sophisticated access control, so succinct ciphertexts are much more

26Huijia Lin, Ji Luo: Succinct and Adaptively Secure ABE for ABP from 𝑘-Lin,

© 2020 IACR, DOI 10.1007/978-3-030-64840-4_15.

https://doi.org/10.1007/978-3-030-64840-4_15
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preferable. From a theoretical point of view, succinct ciphertexts have (asymptotically)

optimal size, as the dependency on the message length and the security parameter

is inevitable. From a technical point of view, succinct ABE provides an interesting

mechanism for enforcing the integrity of computation without encoding the input. So

far, several succinct ABE schemes have been proposed [ALdP11,YAHK14,Tak14,Att16,

AHY15,ZGT+16,AT20], but almost all schemes either rely on non-standard assumptions

or provide only weak security, as summarized in Tables 5.1 and 5.2.

Table 5.1. Comparison among select KP-ABE schemes with succinct ciphertexts.

reference policy assumption adaptive |mpk| |sk| |ct| Dec

[ALdP11] MSP 𝑞-type 2𝑛 + 1 𝑚(𝑛 + 1) 3 3

[YAHK14] MSP 𝑞-type 𝑛 + 2 𝑚(𝑛 + 1) 2 2

[Tak14] MSP 2-Lin ✓ 18(2𝑛 + 1) 6𝑚(𝑛 + 1) 17 17

[Att16] MSP 𝑞-type ✓ 6𝑛 + 42 3𝑚(𝑛 + 3) + 9 18 18

[ZGT+16] MSP 𝑘-Lin ✓ 2𝑘2(𝑛 + 1) 2𝑘𝑚(𝑛 + 1) 4𝑘 4𝑘

[AT20] NC1 MDDH𝑘 ✓ ✓ 𝑘(𝑘 + 1) (𝑛 + 3) (𝑘 + 1)𝑚(𝑛 + 2) 2𝑘 + 2 2𝑘 + 2

Section 5.6 ABP MDDH𝑘 ✓ ✓ 𝑘(𝑘 + 2) (𝑛 + 2) (𝑘 + 1)𝑚(𝑛 + 2) + 𝑚 2𝑘 + 3 2𝑘 + 3

MSP, monotone span programs; NC1, Boolean formulae; ABP, arithmetic branching programs.

𝑛 = attribute length, 𝑚 = policy size, 𝑝 = group order.

|mpk|, |sk|, |ct| count non-generator elements from the source groups.

Dec counts pairing operations during decryption.

Schemes based on 𝑘-Lin can be based on MDDH𝑘 at the cost of a few more elements in mpk.

ABE for arithmetic span programs can be obtained by reduction to MSP [AHY15].

Table 5.2. Comparison among select CP-ABE schemes with succinct secret keys.

reference policy assumption adaptive |mpk| |sk| |ct| Dec

[Att16] MSP 𝑞-type ✓ 6𝑛 + 54 24 3𝑚(𝑛 + 3) + 15 24

[AHY15] ASP 𝑞-type ✓ O(𝑛 log 𝑝) O(1) O(𝑚𝑛 log 𝑝) O(1)

[AT20] NC1 MDDH𝑘 ✓ ✓ O(𝑘2𝑛) O(𝑘) O(𝑘𝑚𝑛) O(𝑘)

Section 5.7 ABP MDDH𝑘 ✓ ✓
𝑘(𝑘 + 1) (𝑛 + 4) 3𝑘 + 4 (𝑘 + 1)𝑚(𝑛 + 2) 3𝑘 + 4

+ 𝑘 + 𝑚 + 𝑘 + 1

See Table 5.1 for notations and notes.
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Our Results. We first construct a succinct key-policy ABE (KP-ABE) simultaneously

satisfying the following properties.

(1) Expressiveness — It supports policies expressed as arithmetic branching programs.

(2) Security — It satisfies adaptive security, as opposed to selective or semi-adaptive

security.

(3) Assumption — Its security is based on the standard assumptions as opposed to,

e.g., 𝑞-type assumptions. Specifically, our scheme relies on the matrix decisional

Diffie–Hellman (MDDH) assumption over pairing groups.

(4) Efficiency — It has succinct ciphertexts. Concretely, each ciphertext consists

of 5 group elements when assuming SXDH, and (2𝑘 + 3) elements for MDDH𝑘
(implied by 𝑘-Lin). Decryption involves the same number of pairing operations.

Moreover, our scheme can work with the more efficient asymmetric prime-order

pairing groups.

Next, we construct a ciphertext-policy ABE (CP-ABE) with the same properties. Here,

the secret keys are tied to attributes and ciphertexts to policies, and succinctness

refers to having constant-size secret keys. Our scheme has keys consisting of 7 group

elements based on SXDH and (3𝑘 + 4) based on MDDH𝑘.

Besides succinctness (4), achieving the strong notion of adaptive security (2) based

on standard assumptions (3) is also highly desirable from both a practical and a

theoretical point of view. Prior to the research underlying this chapter, only the recent

construction of (KP- and CP-) ABE schemes in [AT20] simultaneously achieves (2)–(4),

and their scheme handles policies expressed as Boolean formulae. Our construction

expands the class of policies to arithmetic branching programs, which is a more

expressive model of computation. Our succinct ABE is also the first scheme natively

supporting arithmetic computation over large fields,27 whereas all prior succinct ABE

schemes (even ones relying on 𝑞-type assumptions and/or achieving only selective

security) only work natively with Boolean computation. Lastly, we note that even

27One can always convert an arithmetic computation into a Boolean one, which we consider non-native.
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when relaxing the efficiency requirement from having succinct ciphertext to compact

ciphertext, whose size grows linearly with the length of the attribute, only a few

schemes (see [KW19,GW20a] and Chapter 4) simultaneously achieve (2)–(4), and the

most expressive class of policies supported is also ABP, constructed in Chapter 4.

Our Techniques. In Chapter 4, we presented a general framework for constructing

compact adaptively secure ABE from MDDH. In this chapter, we improve that

framework to achieve succinctness. The framework in Chapter 4 yields linear-size

ciphertexts because it crucially relies on function-hiding IPFE [DDM16,LV16]. To recall,

IPFE allows issuing secret keys and ciphertexts tied to vectors v,u respectively, and

decryption reveals their inner product ⟨u, v⟩. The function-hiding property guarantees

that nothing about u, v beyond the inner product is revealed, which entails that

ciphertexts and secret keys must have size linear in the length of the vectors.

Towards succinctness, our key idea is relaxing function-hiding to a new and weaker

guarantee, called gradual simulation security, where only the vectors encrypted in

the ciphertexts are hidden. Such IPFE can have succinct (constant-size) secret keys

and can be public-key. We use new ideas to modify the framework in Chapter 4 to

work with the weaker gradual simulation security and obtain succinct ciphertexts.

Furthermore, we extend the framework to construct ciphertext-policy ABE, which is

not handled in Chapter 4. In summary, our techniques give a general and modular

approach for constructing succinct and adaptively secure (KP- and CP-) ABE from

MDDH.

Related Works. We discuss related works by features.

SUCCINCT ABE. We compare our scheme with previous KP-ABE schemes with constant-

size ciphertexts in Table 5.1 and CP-ABE schemes with constant-size secret keys in

Table 5.2.

COMPACT ABE. Previous schemes achieving compactness (linear-size keys and

ciphertexts, also known as “unbounded multi-use of attributes”) and adaptive security

based on standard assumptions are [KW19,AT20] for Boolean formulae, [GW20a] for
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Boolean branching programs, and Chapter 4 for arithmetic branching programs.

Among them, only the work of [AT20] achieves succinctness.

ABE WITH SUCCINCT 𝑓 -PART. From pairing, we know several ABE schemes with

succinct x-part (ciphertexts in KP-ABE and keys in CP-ABE) and compact 𝑓 -part (linear

in the size of 𝑓 ), including ones in this chapter. One can also investigate succinctness

in 𝑓 -part (keys in KP-ABE and ciphertexts in CP-ABE). So far, the only schemes with

succinct 𝑓 -part are KP-ABE for polynomial-size circuits based on LWE [BGG+14] and

CP-ABE schemes for NC1 based on LWE and pairing [AY20], in which the size of 𝑓 -part

depends on the depth but not the size of the circuit. Yet these schemes have compact

but non-succinct x-part. This direction is explored in later chapters.

UNBOUNDED ABE. Our succinct ABE schemes have master public keys of size linear in

the attribute length. In general, one can further improve the size of master keys to be a

constant, which requires the scheme to be able to handle attributes of any polynomial

length. Such schemes are called unbounded ABE. So far, there are unbounded and

compact ABE schemes (e.g., [KW19] for NC1). It remains an interesting open problem

to construct unbounded succinct schemes.

In summary, to the best of our knowledge, our schemes achieve one of the

currently best trade-offs in terms of master public key, secret key, ciphertext sizes.

gradually simulation-secure
IPFE

piecewise secure
AKGS

CP-1-ABE
dual system
encryption KP-ABE

trivial

KP-1-ABE
dual system
encryption CP-ABE

Figure 5.1. Roadmap of ABE constructions in this chapter.
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5.2 Technical Overview

We present an overview of our construction of succinct ABE schemes, following the

roadmap shown in Figure 5.1.

5.2.1 1-ABE Using Function-Hiding IPFE (Review of Chapter 4)

The core of many ABE schemes is a 1-key 1-ciphertext secure secret-key ABE, or 1-ABE

for short. The construction in this chapter improves the 1-ABE scheme for ABP in

Chapter 4, which achieves adaptive security but not succinctness.

Suppose we want decryption to recover the message 𝜇 ∈ ℤ𝑝 if (and only if) 𝑓 (x) ≠ 0

for policy function 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 and attribute x ∈ ℤ𝑛𝑝. This is equivalent to computing

𝜇 𝑓 (x) upon decryption. The basic idea in Chapter 4 is that when a key (for 𝑓 , 𝜇)28

and a ciphertext (for x) are put together, one can compute a randomized encoding

of 𝜇 𝑓 (x), denoted by �𝜇 𝑓 (x), which reveals 𝜇 𝑓 (x) and hence 𝜇 if 𝑓 (x) ≠ 0. Since in

ABE, we do not try to hide 𝑓 or x, the randomized encoding only needs to hide 𝜇

beyond the output 𝜇 𝑓 (x), referred to as the partially hiding property, first introduced

by [IW14]. Thanks to the weak security requirement, partially hiding randomized

encoding can have extremely simple structure. In Chapter 4, we defined a refined

version of it, arithmetic key garbling scheme (AKGS), with the following properties.

• Linear Encoding.Linear Encoding. The encoding is in the form of�𝜇 𝑓 (x) = (
𝐿1(x), . . . , 𝐿𝑚(x)

)
,

where 𝐿𝑗 ’s are affine functions of x and the coefficients of 𝐿𝑗 ’s are linear in the

message 𝜇 and the garbling randomness. The 𝐿𝑗 ’s are called the label functions

and ℓ𝑗 = 𝐿𝑗 (x), the labels.

• Linear Evaluation.Linear Evaluation. There is a procedure Eval that can compute 𝜇 𝑓 (x) from 𝑓 , x

and the labels, i.e.,

Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) = 𝜇 𝑓 (x).

Importantly, Eval is linear in the labels.29

28The reason why we put the message 𝜇 in the key will become clear later in the overview.
29In contrast, linear evaluation is impossible for fully hiding randomized encoding that hides x, 𝑓 .
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The basic security notion of AKGS is simulation security. There needs to be an efficient

simulator Sim that can perfectly simulate the labels given 𝑓 , x, 𝜇 𝑓 (x), i.e.,(
𝐿1(x), . . . , 𝐿𝑚(x)

)
≡ (ℓ1, . . . , ℓ𝑚) $← Sim( 𝑓 , x, 𝜇 𝑓 (x)).

Since the label functions are affine in x thus linear in (1, xT), the labels ℓ𝑗 = 𝐿𝑗 (x)

can be securely computed using a function-hiding IPFE. In IPFE, keys isk(v) and

ciphertexts ict(u) are generated for vectors v,u, and decryption yields their inner

product ⟨u, v⟩ but nothing else. More precisely, function-hiding says that two sets of

keys and ciphertexts encoding different vectors are indistinguishable as long as they

yield identical inner products:(
{isk𝑗 (v𝑗)}, {ict𝑖 (u𝑖)}

)
≈

(
{isk𝑗 (v

′
𝑗)}, {ict𝑖 (u

′
𝑖)}

)
if ⟨u𝑖, v𝑗⟩ = ⟨u

′
𝑖, v
′
𝑗⟩ for all 𝑖, 𝑗.

In other words, all the vectors, no matter whether encoded in keys or ciphertexts, are

protected. Moreover, function-hiding should hold even when those vectors are chosen

adaptively by the adversary, depending on previously observed keys and ciphertexts.

In the 1-ABE scheme in Chapter 4, an ABE key consists of many IPFE keys encoding

the coefficients (denoted L𝑗) of the label functions, and an ABE ciphertext is an IPFE

ciphertext encrypting (1, xT), as shown below (real algorithms). When they are put

together, IPFE decryption recovers exactly the labels ℓ𝑗 = 𝐿𝑗 (x) = ⟨L𝑗 , (1, xT)⟩, from

which we can recover 𝜇 𝑓 (x) using the evaluation procedure. A technicality is that

known IPFE are built from pairing groups, and decryption only reveals 𝜇 𝑓 (x) in the

exponent of the target group. Nevertheless, we can obtain 𝜇 𝑓 (x) in the exponent,

thanks to the linearity of AKGS evaluation.

Intuitively, the scheme in Chapter 4 is secure since IPFE only reveals the labels,

and AKGS security guarantees that given the labels, only 𝜇 𝑓 (x) is revealed. This idea

is simple to formalize in the selective setting, where x is chosen before querying the

key for 𝑓 . By the function-hiding property, it is indistinguishable to hardwire the

labels in the IPFE keys as follows.

REAL ALGORITHMS HYBRID
ctx: ict ( 1, xT )

sk𝑓 (𝜇): {isk𝑗 ( L𝑗 )}𝑗∈[𝑚]

 ≈


ctx: ict ( 1 , x )

sk𝑓 (𝜇): {isk𝑗 ( 𝐿𝑗 (x) , 0 )}𝑗∈[𝑚]


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After the labels 𝐿𝑗 (x) are hardwired and all the label functions are removed, the

security of AKGS guarantees that the labels only reveal 𝜇 𝑓 (x), and 𝜇 is hidden if

𝑓 (x) = 0. Observe that for selective security, we only need hiding in the IPFE keys and

not the IPFE ciphertext.

The above proof fails for adaptive security, in particular in the case where the

secret key is queried before the ciphertext (we will focus on this harder case below).

At key generation time, x is unknown and consequently the labels 𝐿𝑗 (x) are unknown.

We also do not want to hardwire all the labels in the ciphertext as that would make

the ciphertext as large as the policy. This problem was solved in Chapter 4 by relying

on a stronger security notion of AKGS called piecewise security.

• The marginal distribution of ℓ2, . . . , ℓ𝑚 is uniformly random, and ℓ1 can be

reversely computed from these other labels ℓ2, . . . , ℓ𝑚 and 𝑓 , x, by finding the

unique ℓ1 satisfying the constraint of evaluation correctness.30

• Every label, except the first, is conditionally random even given the coefficients

of all subsequent label functions, i.e.,(
𝐿𝑗 (x), L𝑗+1, . . . , L𝑚

)
≡

(
𝑧, L𝑗+1, . . . , L𝑚

)
for 𝑧 $← ℤ𝑝, for all 𝑗 > 1.

The first property implies a specific simulator — simply sample ℓ2, . . . , ℓ𝑚 at random,

then solve for ℓ1 from the correctness constraint. This strategy is particularly suitable

for the adaptive setting, as only the simulation of ℓ1 depends on the input x. Thus, a

conceivable simulation strategy for 1-ABE is to hardwire ℓ2, . . . , ℓ𝑚 in the secret key

and ℓ1 in the ciphertext. This would not hurt the compactness of the ciphertext.

Proving the indistinguishability of the real and the simulated worlds takes two

steps. In the first step, the first label ℓ1 = 𝐿1(x) is hardwired into the IPFE ciphertext

ict, and then changed to be reversely computed from the other labels and 𝑓 , x, which

is possible since by the time we generate ict, we know both 𝑓 and x. In the second

30The original definition only requires ℓ1 to be reversely sampleable. In Chapter 4, it is shown that the

two are equivalent for piecewise security, and we stick to the simpler definition in this overview. In the

full definition, ℓ1 also depends on the computation result. For the purpose of this overview, the result is

always 𝜇 𝑓 (x) = 0 as the adversary is restricted to non-decrypting queries.
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step, each isk𝑗 (for 𝑗 > 1) is, one by one, switched from encoding the label function to

encoding a random label. To do so, the 𝑗th label ℓ𝑗 = 𝐿𝑗 (x) is first hardwired into ict,

after which it is switched to random relying on piecewise security, and lastly moved

back to isk𝑗. Observe that the proof uses two extra slots in the vectors (one for ℓ1, the

other for each ℓ𝑗 temporarily) and relies on hiding in both the IPFE keys and the IPFE

ciphertext.

5.2.2 Lightweight Alternative to Function-Hiding

In a function-hiding IPFE, keys and ciphertexts must be of size at least linear in the

vector dimension. This means the resulting ABE scheme can never be succinct. Our

first observation is that function-hiding IPFE is an overkill. Since in ABE, x is not

required to be hidden, it is quite wasteful to protect it inside an IPFE ciphertext.

Indeed, selective security of the scheme in Chapter 4 does not rely on hiding in the

ciphertext.

Our idea to achieve succinctness is to use a non-function-hiding IPFE scheme

instead, e.g., a public-key IPFE. Usually the vector in the key is included verbatim

as part of the key,31 and the “essence” of the secret key (excluding the vector itself)

could be significantly shorter than the vector. Indeed, many known public-key IPFE

schemes [ABDP15,ALS16] have succinct keys.

Since the coefficients of the label functions (which contains information about 𝜇

and the garbling randomness) must be hidden for the 1-ABE to be secure, and x is

public, we should encrypt the coefficients of the label functions in IPFE ciphertexts and

use an IPFE key for (1, xT) to compute the garbling. Since the message 𝜇 is together

with 𝑓 and the generation of IPFE ciphertexts is public-key, the 1-ABE scheme is

more like a public-key ciphertext-policy ABE than a secret-key ABE, except that we only

consider security given a single key for some attribute x. Therefore, we redefine 1-ABE

as 1-key secure public-key CP-ABE,32 and the idea is to construct it from a public-key

31This alludes to an alternative formulation of public-key PHFE different from Definition 2.1, where

Dec is not explicitly given access to a verbatim copy of 𝑓 . See also discussion in Section 9.1.2.
32This definition has the advantage of automatically being multi-ciphertext secure (if secure at all)
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IPFE and AKGS as follows.

skx: isk ( 1, xT )

ct𝑓 (𝜇): {ict𝑗 ( L𝑗 )}𝑗∈[𝑚]

}
IPFE−−−−−−−−−→

decryption
{⟨L𝑗 , (1, xT)⟩ = 𝐿𝑗 (x) = ℓ𝑗}𝑗∈[𝑚]

AKGS−−−−−−−−−→
evaluation

𝜇 𝑓 (x).

Our CP-1-ABE is x-selectively secure if the underlying IPFE is indistinguishability-

secure, similar to the selective security proven in Chapter 4.

However, it is not immediate that we can prove adaptive security of this new

scheme. The adaptive security proof in Chapter 4 requires hardwiring ℓ1 and one of

ℓ𝑗 ’s with x, which is now encoded in the secret key without hiding property. Taking

a step back, hardwiring a label is really about removing its label function and only

using the label, which is the inner product yielded by IPFE decryption. Our idea is to

use simulation security to achieve this goal. A simulator for a public-key IPFE can

simulate the master public key, the secret keys, and one (or a few) ciphertext, using

only the inner products, and the simulator can do so adaptively. Let’s take simulating

one ciphertext as an example.

REAL SIMULATION

impk

{isk𝑗 ( v𝑗 )}𝑗≤𝐽∗

ict ( u )

{isk𝑗 ( v𝑗 )}𝑗>𝐽∗


≈



�impk
{ĩsk𝑗 ( v𝑗 | ∅ )}𝑗≤𝐽∗

ĩct ( ∅ | {⟨u, v𝑗⟩}𝑗≤𝐽∗ )

{ĩsk𝑗 ( v𝑗 | ⟨u, v𝑗⟩ )}𝑗>𝐽∗


(5.★)

Here, 𝐽∗ is the number of keys issued before ciphertext generation. On the left are

the honestly generated master public key, secret keys, and ciphertext. On the right is

their simulation. The vertical bar separates what the real algorithms use and what

the simulator (additionally) uses. Since public-key IPFE completely reveals the key

vectors,33 they are always provided to the simulator. As for the other values...

• Before ciphertext simulation, there is no additional information supplied.

• When the ciphertext is simulated, the vector u is not provided, but its inner

over the secret-key definition. It is also more convenient to use in reductions for full ABE.
33Anyone can encrypt the standard basis vectors using impk then decrypt to obtain each component

of the vector in a secret key.
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products with already simulated keys are provided to the simulator.34

• After ciphertext simulation, when simulating a key for v𝑗, the inner product

⟨u, v𝑗⟩ is provided with v𝑗.

Observe that the values after the vertical bar are exactly those computable using

the functionality of IPFE at that time, so during simulation, anything about the

plaintext vector not yet computable by the functionality of IPFE, simply does not

exist (information-theoretically) at all. In the setting of our CP-1-ABE, we will simulate

an IPFE ciphertext to remove its corresponding label function and only retain the

label. Looking from the perspective of hardwiring, when we issue skx = isk(1, xT) after

we have created the ciphertext ct𝑓 (𝜇) (in which ict𝑗 has been simulated), the inner

product ℓ𝑗 is supplied to the simulator only when we simulate isk, after the simulation

of ict𝑗. This means the label ℓ𝑗 is hardwired into isk.

Let’s exemplify the proof of adaptive security in the more difficult case, where skx

is queried after ct𝑓 (𝜇). We first simulate ict1 to hardwire the first label into isk.

REAL ALGORITHMS ℓ1 HARDWIRED
ct𝑓 (𝜇): ict1( L1 )

{ict𝑗 ( L𝑗 )}𝑗>1

skx: isk ( 1, xT )


≈


ct𝑓 (𝜇): ĩct1( ∅ | ∅ )

{ict𝑗 ( L𝑗 )}𝑗>1

skx: ĩsk ( 1, xT | ℓ1 = 𝐿1(x) )


(We omit the master public key for brevity.) Note that ict𝑗 ’s for 𝑗 > 1 do not use

ciphertext simulation, but are created using impk or �impk. Once ℓ1 is hardwired, we

can instead solve for it from the correctness equation.

The second step is to switch ict𝑗 (L𝑗) to ict𝑗 (ℓ𝑗 , 0) for ℓ𝑗 $← ℤ𝑝 one by one, i.e., to

simulate ℓ𝑗 as random. To do so, we first simulate ict𝑗 (hardwiring ℓ𝑗 = 𝐿𝑗 (x) into

isk), then switch ℓ𝑗 to random (using piecewise security), and lastly revert ict𝑗 back to

encryption (not simulated), but encrypting (ℓ𝑗 , 0) instead.

34Though the number 𝐽∗ of inner products with already simulated keys is unbounded, since the

vectors {v𝑗}𝑗≤𝐽∗ in the keys are public, these inner products are determined by those with any maximal

subset of linearly independent v𝑗 ’s, the cardinality of which will not exceed the dimension. As such, the

simulated ciphertext can still be compact.
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BEFORE /AFTER SIMULATING ℓ𝑗 ℓ1, ℓ𝑗 HARDWIRED

ct𝑓 (𝜇): ĩct1 ( ∅ | ∅ )

{ict𝑗′ ( ℓ𝑗′, 0 )}1< 𝑗′< 𝑗
ict𝑗 ( L𝑗 / (ℓ𝑗 , 0) )

{ict𝑗′ ( L𝑗′ )}𝑗′> 𝑗
skx: ĩsk ( 1, xT | ℓ1 )


⇀↽



ct𝑓 (𝜇): ĩct1 ( ∅ | ∅ )

{ict𝑗′ ( ℓ𝑗′, 0 )}1< 𝑗′< 𝑗
ĩct𝑗 ( ∅ | ∅ )

{ict𝑗′ ( L𝑗′ )}𝑗′> 𝑗
skx: ĩsk ( 1, xT | ℓ1, ℓ𝑗 )


ℓ2, . . . , ℓ𝑗−1, ℓ𝑗

$← ℤ𝑝, SOLVE FOR ℓ1 ℓ𝑗 = 𝐿𝑗 (x) OR ℓ𝑗 $← ℤ𝑝

During the proof, there are at most two simulated ciphertexts at any time, so it

appears that we can simply use a simulation-secure IPFE capable of simulating

at most two ciphertexts. This is not the case. The tricky part is that the usual

formulation of simulation security, i.e., Equation (5.★), only requires the real world to

be indistinguishable from simulation. However, in the step of simulating ℓ𝑗 as random,

we need to switch ict𝑗 to simulation when ĩct1 is already simulated (and symmetrically,

reverting ĩct𝑗 back to encryption while keeping ĩct1 simulated). It is unclear whether

this transition is indistinguishable just by simulation security, because the definition

says nothing about the indistinguishability of simulating one more ciphertext when

there is already one simulated ciphertext, i.e.,

(�impk, ĩct1, ict2, {ĩsk𝑗}𝑗) ?≈ (�impk, ĩct1, ĩct2, {ĩsk𝑗}𝑗).
Note that when we want to simulate ℓ𝑗, the computation of ℓ1 is dependent on x in

some complex35 manner. We cannot hope to get around the issue by first reverting

ĩct1 back to normal encryption then simultaneously simulating ict1, ict𝑗, as we do not

know what to encrypt in ict1.

Gradually Simulation-Secure IPFE. To solve the problem above, we define a stronger

notion of simulation security, called gradual simulation security. It bridges the gap by

capturing the idea that it is indistinguishable to simulate more ciphertexts even when

some ciphertexts (and all the keys) are already simulated, as long as the total number

of simulated ciphertexts does not exceed a preselected threshold. We show that the

IPFE scheme in [ALS16] can be adapted for gradual simulation security. The length

35In fact, it is as complex as the computation of 𝑓 (x).
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of secret keys grows linearly in the maximum number of simulated ciphertexts, but

not in the vector dimension. Plugging it into our CP-1-ABE construction, we obtain a

CP-1-ABE with succinct keys.

LESSER SOLUTION. We remark that another way to get around the issue of simulation

security is to notice that there are at most two ciphertexts simulated at any time

and one of them is ict1. Therefore, we can simply prepare two instances of IPFE

(with independently generated master public and secret keys), one dedicated to ict1

and the other to ict𝑗 ’s (for 𝑗 > 1). During the proof, the instance for ict1 is always

simulated, and the other instance is switched between simulation and normal. This

idea appears in a concurrent work [AGW20]. The downside of this method is that

using two instances doubles 1-ABE key size. In contrast, the solution using gradually

simulation-secure IPFE only needs one more element of ℤ𝑝 in CP-1-ABE key.

COMPARISON WITH PREVIOUS TECHNIQUES. Previous works constructing succinct

ABE only natively support Boolean computations, whereas our method natively

supports arithmetic computations. In [ALdP11,YAHK14,Tak14,Att16,AHY15], succinct

ABE schemes are obtained from a special succinct ABE for set-membership policies

(keys are tied to a set 𝑆, ciphertexts are tied to an element 𝑥, and decryption succeeds

if 𝑥 ∈ 𝑆). Based on ABE for set-membership policies, one can construct ABE for

monotone span programs, or equivalently, policies admitting linear secret sharing

schemes. Those ingredients (the special ABE, MSP, LSS) are inherently only native to

Boolean computations. Among them, the work of [AHY15] constructs succinct ABE

for arithmetic span programs by reduction to MSP at the cost of a Θ(log 𝑝) blow-up

in key sizes.

The succinct ABE schemes in [ZGT+16,AT20] are implicitly based on IPFE with

succinct keys. The IPFE is used to compute LSS and it is used in a non-black-box way.

In contrast, our 1-ABE can be constructed from any IPFE in a modular and black-box

fashion, and we use it for arithmetic branching programs.

5.2.3 Dual System Encryption for Full ABE

To lift our CP-1-ABE to full KP-ABE, we need to flip the position of attributes and
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policies. Our idea is to use CP-1-ABE as a key encapsulation mechanism. More

specifically, a KP-ABE key for policy 𝑓 is a CP-1-ABE ciphertext cpct𝑓 (𝜇), where 𝜇 is

the message in CP-1-ABE and encapsulated key in KP-ABE. A KP-ABE ciphertext for

attribute x and message 𝑚 consists of a CP-1-ABE key cpskx and the masked message

(𝜇 + 𝑚). If decryption is authorized, we can recover 𝜇 by running CP-1-ABE decryption,

then use it to unmask the message. Observe that the security of KP-ABE aligns with

the security of CP-1-ABE, namely, in the KP-ABE security game...

• We only need to handle one ciphertext, for which we rely on 1-key security of

CP-1-ABE.

• We need to handle multiple keys, which corresponds to multi-ciphertext security

of CP-1-ABE. Since our CP-1-ABE is public-key, it indeed satisfies multi-ciphertext

security given only one key.

However, we need to resolve the issue that encryption of KP-ABE is now secret-key,

since we need to know both the master secret key of CP-1-ABE and 𝜇 (part of the

master secret key of KP-ABE) to generate KP-ABE ciphertext.

We observe that our CP-1-ABE is linear, i.e., the spaces of cpmsk, cpsk, cpct, 𝜇 are

vector spaces over ℤ𝑝, and36

𝑘1cpskx(cpmsk1) + 𝑘2cpskx(cpmsk2) = cpskx(𝑘1cpmsk1 + 𝑘2cpmsk2),

𝑘1cpct𝑓 (cpmsk1, 𝜇1) + 𝑘2cpct𝑓 (cpmsk2, 𝜇2) = cpct𝑓 (𝑘1cpmsk1 + 𝑘2cpmsk2, 𝑘1𝜇1 + 𝑘2𝜇2).

Here, cpskx(cpmsk) and cpct𝑓 (cpmsk, 𝜇) represent that they are generated in the CP-

1-ABE instance whose master secret key is cpmsk. We instantiate our CP-1-ABE with

an IPFE such that the keys are linear in the master secret key and the ciphertexts

are linear in the concatenation of the master secret key and the encrypted vector.

CP-1-ABE master secret key and keys are IPFE master secret key and keys, so cpsk’s

are linear in cpmsk. CP-1-ABE ciphertexts are IPFE ciphertexts for the label functions

of AKGS, and AKGS is linear with respect to the message 𝜇, so cpct’s are linear in

(cpmsk, 𝜇).

36The randomness in key generation/encryption should also take part in the linear homomorphism,

but we omit it in this overview for brevity.
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Let 𝔾 be a group of prime order 𝑝. Concretely, our cpmsk and cpsk’s consist of

elements of ℤ𝑝. Now if we encode cpmsk in 𝔾, by linearity we can compute cpsk in

𝔾, and we denote this fact by

⟦cpskx(cpmsk)⟧ = cpskx(⟦cpmsk⟧).

Assume for the moment that this can also be done for cpct’s and decryption still

works.37 Given the linearity, we can employ dual system encryption [Wat09] to make

the scheme public-key. In prime-order groups, the classic dual system encryption can

be regarded as hash proof systems based on MDDH [CS02,EHK+13].38

Take MDDH1 (DDH assumption) for example. KP-ABE prepares two instances of

CP-1-ABE and two messages, and publishes the projection of them along a randomly

sampled vector (𝑏1, 𝑏2) in the exponent:

kpmpk = ⟦𝑏1, 𝑏2, 𝑏1cpmsk1 + 𝑏2cpmsk2, 𝑏1𝜇1 + 𝑏2𝜇2⟧ for 𝑏1, 𝑏2
$← ℤ𝑝,

kpmsk = (cpmpk1, cpmpk2, cpmsk1, cpmsk2, 𝜇1, 𝜇2).

Encryption is now public-key. A KP-ABE ciphertext simply uses a random CP-1-ABE

master secret key in the projected space (a.k.a. the normal space in dual system

encryption) and use the projected 𝜇 to mask the message. A KP-ABE key consists

of two CP-1-ABE ciphertexts, one in each instance encrypting the corresponding

encapsulated key.

kpctx(𝑚) =
(
𝑠⟦𝑏1, 𝑏2⟧, cpskx(𝑠⟦𝑏1cpmsk1 + 𝑏2cpmsk2⟧), 𝑚 + 𝑠⟦𝑏1𝜇1 + 𝑏2𝜇2⟧

)
for 𝑠 $← ℤ𝑝,

kpsk𝑓 =
(
cpct𝑓 (cpmsk1, 𝜇1), cpct𝑓 (cpmsk2, 𝜇2)

)
.

To decrypt, we first use linearity to combine the two CP-1-ABE ciphertexts into

cpct𝑓 (⟦𝑠𝑏1cpmsk1 + 𝑠𝑏2cpmsk2, 𝑠𝑏1𝜇1 + 𝑠𝑏2𝜇2⟧)

= ⟦𝑠𝑏1⟧cpct𝑓 (cpmsk1, 𝜇1) + ⟦𝑠𝑏2⟧cpct𝑓 (cpmsk2, 𝜇2).

37In our case, cpct’s are already group-encoded, and this is where pairing comes in.
38A few examples are [Wee17,ALS16,KW19,GW20a]. Wee [Wee14] also notices that certain usage of dual

system encryption in composite-order groups is reminiscent of hash proof systems. There are other

ways to use dual system encryption that do not resemble hash proof systems.
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The master secret key of the combined cpct matches that of the cpsk in the KP-ABE

ciphertext, and CP-1-ABE decryption will recover ⟦𝑠𝑏1𝜇1 + 𝑠𝑏2𝜇2⟧, using which we can

unmask to obtain the message 𝑚.

To argue security, we first replace ⟦𝑠𝑏1, 𝑠𝑏2⟧ used in the challenge ciphertext by

⟦𝑎1, 𝑎2⟧ for random 𝑎1, 𝑎2
$← ℤ𝑝 (using DDH), which is not colinear with (𝑏1, 𝑏2) with

overwhelming probability. Ciphertexts in this form are said to be semi-functional in

dual system encryption.

By the linearity, we can look at the ABE scheme from a new basis, namely (𝑏1, 𝑏2)

and (𝑎1, 𝑎2). We denote the CP-1-ABE components and 𝜇’s in this basis with primes,

e.g., cpmsk′1 = 𝑏1cpmsk1 + 𝑏2cpmsk2 and 𝜇′2 = 𝑎1𝜇1 + 𝑎2𝜇2. The KP-ABE master public

key reveals cpmsk′1 but is independent of cpmsk
′
2. A KP-ABE secret key for policy 𝑓

is essentially cpct
𝑓
(cpmsk′1, 𝜇′1) and cpct𝑓 (cpmsk

′
2, 𝜇
′
2). The challenge ciphertext has

cpskx(cpmsk′2), and the message is masked by 𝜇′2. By CP-1-ABE security, 𝜇
′
2 (in cpct’s)

should be hidden, which means the message in the challenge ciphertext is hidden

by 𝜇′2.

The proof completes by replacing 𝜇′2 in all the KP-ABE keys by random. ABE keys

in this form are said to be semi-functional in dual system encryption.

Lastly, to base the scheme on MDDH𝑘, we use (𝑘 + 1) instances of CP-1-ABE, publish

a 𝑘-dimensional projection (normal space), and reserve the unpublished dimension

for the security proof (semi-functional space).

CP-ABE from KP-1-ABE. By symmetry, we can apply the transformation to obtain CP-

ABE from KP-1-ABE. Moreover, our KP-ABE trivially serves as a KP-1-ABE. Therefore,

the DDH-based scheme is (ignoring group encoding)

cpmpk = (𝑑1, 𝑑2, 𝑑1kpmsk1 + 𝑑2kpmsk2, 𝑑1𝜈1 + 𝑑2𝜈2) for 𝑑1, 𝑑2
$← ℤ𝑝,

cpmsk = (kpmpk1, kpmpk2, kpmsk1, kpmsk2, 𝜈1, 𝜈2),

cpsk =
(
kpctx(kpmsk1, 𝜈1), kpctx(kpmsk2, 𝜈2)

)
,

cpct =
(
𝑡𝑑1, 𝑡𝑑2, kpsk𝑓 (𝑡(𝑑1kpmsk1 + 𝑑2kpmsk2)), 𝑚 + 𝑡(𝑑1𝜈1 + 𝑑2𝜈2)

)
for 𝑡 $← ℤ𝑝.

Again, KP-1-ABE is used to encapsulate keys 𝜈1, 𝜈2, whose projection masks the message

in CP-ABE. Dual system encryption or hash proof system is used to obtain public-key
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encryption by publishing a random projection of KP-1-ABE master secret keys (in this

case, along (𝑑1, 𝑑2)).

One final observation is that only 𝜇1, 𝜇2 in KP-(1-)ABE need to be duplicated and

projected, yielding only a small overhead in CP-ABE compared to KP-ABE. We leave

the details to the main body and further discussions to Section 5.8.

We note that once we obtain KP-ABE from CP-1-ABE, going to CP-ABE using the

same method is natural and simple.

5.3 Preliminaries

Table 5.3 explains select single-letter symbols used in this chapter.

Table 5.3. Select single-letter symbols in this chapter.

symbol meaning

𝑏 challenge bit

𝑓 , x, 𝑛 function, input, input length (ABP)

𝛼,𝛽,𝛾 linear coefficient, constant, evaluation result

𝐿, L, ℓ , 𝑚, 𝑗 label function, coefficients, label, count, index

𝑛 vector dimension (IPFE)

𝑇 maximum number of simulated ciphertexts (IPFE)

w master secret key of OTP-IPFE

W master secret key of various schemes

A, s MDDH𝑘 matrix, randomness

c vector outside row space of A

a⊥ vector annihilated by (rows of) A but not cT

B, r, c,b⊥ similar to A, s, c, a⊥

D, t, c,d⊥ — ′′—

𝝁,U,𝝂 materials for key encapsulation

𝑄, 𝑞, 𝛿 query count, query index, one-time pad
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This chapter reuses preliminaries and concepts from Chapter 4. One exception

is that we no longer use general index sets and instead revert back to integer-based

indexing. The relevant parts are restated, followed by additional preliminaries.

Coefficient Vector. An affine function 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 is conveniently associated with its

coefficient vector f ∈ ℤ𝑛+1
𝑝 (the same letter in boldface) such that 𝑓 (x) = f T

(
1
x

)
.

Definitions 4.2 and 4.1 (ABP and zero-test predicates). An arithmetic branching pro-

gram over ℤ𝑛𝑝 is a weighted directed acyclic graph (𝑉, 𝐸, 𝑤, 𝑠, 𝑡) with two distinguished

vertices, where 𝑉, 𝐸 are the sets of vertices and edges, 𝑤 : 𝐸 → (ℤ𝑛𝑝 → ℤ𝑝) specifies

an affine weight function for each edge, and 𝑠, 𝑡 ∈ 𝑉 are the distinguished vertices.

The in-degree of 𝑠 and the out-degree of 𝑡 are 0. Such a program computes a function

𝑓 : ℤ𝑛𝑝 → ℤ𝑝 defined by

𝑓 (x) =
∑︁
𝑠-𝑡 path
𝑒1 ···𝑒𝑖

𝑖∏
𝑗=1
𝑤(𝑒𝑗) (x).

Further define its zero-test predicates as

𝑓≠0(x) =


0, if 𝑓 (x) = 0;

1, if 𝑓 (x) ≠ 0;
𝑓=0(x) = ¬𝑓≠0(x) for x ∈ ℤ𝑛𝑝 .

The size of the ABP is |𝑉 |, the number of vertices. The class of all ABP is

ABP =
{
𝑓
�� 𝑓 is an ABP over ℤ𝑛𝑝 for some prime 𝑝 and input length 𝑛 }

.

When there is no ambiguity, we use 𝑓 to represent both the ABP and the function it

computes, and ABP both the class of all ABP and the class of all functions computed

by some ABP.

Arithmetic Key Garbling. We rely on an arithmetic key garbling scheme for ABP.

Definitions 4.7 and 4.8 ((linear) AKGS). A (linear) arithmetic key garbling scheme for a

function class F = {𝑓 }, where each 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 for some 𝑝, 𝑛 specified by 𝑓 , consists

of two efficient algorithms.
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• Garble( 𝑓 ,𝛼,𝛽; r) takes as input 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 ∈ F and two secrets 𝛼,𝛽 ∈ ℤ𝑝. It

uses uniform randomness r ∈ ℤ𝑚′𝑝 . The algorithm outputs the coefficient vectors

L1, . . . , L𝑚 ∈ ℤ𝑛+1
𝑝 of 𝑚 affine functions 𝐿1, . . . , 𝐿𝑚 : ℤ𝑛𝑝 → ℤ𝑝 (the label functions).

The vectors L𝑗 are linear in (𝛼,𝛽, r). The dimension 𝑚′ of randomness and the

number 𝑚 of label functions (the garbling size of 𝑓 ) are solely determined by 𝑓 .

• Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) takes as input 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 ∈ F , x ∈ ℤ𝑛𝑝, and ℓ1, . . . , ℓ𝑚 ∈ ℤ𝑝
(the labels). The algorithm is deterministic and outputs a value in ℤ𝑝 that is

linear in the labels.

The scheme must be correct, i.e., for all 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 ∈ F , 𝛼,𝛽 ∈ ℤ𝑝, x ∈ ℤ𝑛𝑝,

Pr


(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗 ← 𝐿𝑗 (x) for all 𝑗 ∈ [𝑚]
: Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) = 𝛼𝑓 (x) + 𝛽

 = 1.

Definition 4.10 (piecewise security). An AKGS (Definition 4.7) is piecewise secure if the

following conditions hold.

• The first label is reversely sampleable from the other labels together with 𝑓 and x.

The sampling must be perfect even given all the other label functions. Formally,

there exists an efficient algorithm RevSamp such that for all 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 ∈ F ,

𝛼,𝛽 ∈ ℤ𝑝, x ∈ ℤ𝑛𝑝, the following distributions are identical:
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ1 ← 𝐿1(x)
: (ℓ1, L2, . . . , L𝑚)

 ,
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗 ← 𝐿𝑗 (x) for all 𝑗 ∈ [𝑚], 𝑗 > 1

ℓ1
$← RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛽, ℓ2, . . . , ℓ𝑚)

: (ℓ1, L2, . . . , L𝑚)


.

• For the other labels, each is marginally random39 even given all the label functions

after it. Formally, for all 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 ∈ F , 𝛼,𝛽 ∈ ℤ𝑝, x ∈ ℤ𝑛𝑝, and all 𝑗 ∈ [𝑚] such

39This is an unfortunate misnomer since [LL20a,LL20b]. The correct wording is “conditionally random”.

We keep the original version for consistency.
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that 𝑗 > 1, the following distributions are identical:
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗 ← 𝐿𝑗 (x)
: (ℓ𝑗 , L𝑗+1, . . . , L𝑚)

 ,
(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽)

ℓ𝑗
$← ℤ𝑝

: (ℓ𝑗 , L𝑗+1, . . . , L𝑚)
 .

Construction 4.1 and Theorem 4.6 (piecewise secure AKGS for ABP). There exists a

piecewise secure AKGS (Definitions 4.7 and 4.10) for ABP (Definition 4.2), for which the

garbling size of an ABP is the same as its size.

Batch Notation. Throughout this chapter, we will use a vectorized version of the

garbling algorithm. Let 𝜶,𝜷 ∈ ℤ𝑘
𝑝, then Garble( 𝑓 ,𝜶,𝜷) is executed component-wise

with independent randomness and the outputs are concatenated:

(for 𝑡 ∈ [𝑘]) (L𝑡1, . . . , L
𝑡
𝑚)

$← Garble( 𝑓 ,𝜶[𝑡],𝜷[𝑡]),

(for 𝑗 ∈ [𝑚]) L𝑗 =
©­­­­«

L1
𝑗

...

L𝑘
𝑗

ª®®®®¬
=

𝑘∑︁
𝑡=1

𝜾𝑡 ⊗ L𝑡
𝑗
,

output (L1, . . . , L𝑚).

In the vectorized version, the randomness is a matrix and each row of the matrix is

used for one invocation of the non-vectorized garbling. This notation is compatible

with tensor products, as summarized in the following lemma.

Lemma 5.1 (mixing and stitching). Suppose 𝑓 : ℤ𝑛𝑝 → ℤ𝑝.

Let 𝜶,𝜷 ∈ ℤ𝑘
𝑝, R ∈ ℤ𝑘×𝑚′

𝑝 , c ∈ ℤ𝑘
𝑝, and define

(L1, . . . , L𝑚) ← Garble( 𝑓 ,𝜶,𝜷; R), (L′1, . . . , L′𝑚) ← Garble( 𝑓 , cT𝜶, cT𝜷; cTR),

then LT
𝑗
(c ⊗ I𝑛+1) = (L′𝑗)

T for all 𝑗 ∈ [𝑚].

Now let 𝛼,𝛽 ∈ ℤ𝑝, r ∈ ℤ𝑚′𝑝 , d ∈ ℤ𝑘
𝑝, and define

(L′1, . . . , L′𝑗) ← Garble( 𝑓 ,𝛼,𝛽; r), (L1, . . . , L𝑗) ← Garble( 𝑓 ,𝛼d,𝛽d; drT),

then d ⊗ L′
𝑗
= L

𝑗
for all 𝑗 ∈ [𝑚].
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5.4 IPFE with Gradual Simulation Security

In an inner-product functional encryption scheme, secret keys and ciphertexts are

associated with vectors. Decryption reveals the inner product and nothing more about

the plaintext vector. We will use a public-key IPFE as our building block for 1-ABE, a

precursor to full ABE.

In this chapter, we consider IPFE schemes based on MDDH-hard groups (not

necessarily with pairing), where the ciphertext encodes the encrypted vector in the

exponent of the group and decryption computes the inner product in the exponent.

Definition 5.1 (IPFE). Let GroupGen be a group sampler (Definition 2.4). An inner-

product functional encryption scheme based on GroupGen is a PHFE (Definition 2.1)

with

Params𝜆,gp = { (1𝑛, 1𝑇 ) | 𝑛,𝑇 ∈ ℕ }, v ∈ 𝐹𝜆,gp,1𝑛,1𝑇 = ℤ𝑛𝑝 ,

𝑋𝜆,gp,1𝑛,1𝑇 = {⊥}, ⟦u⟧ ∈ 𝑌𝜆,gp,1𝑛,1𝑇 = 𝔾𝑛,

𝑍𝜆,gp,1𝑛,1𝑇 = 𝔾, 𝜑𝜆,gp,1𝑛,1𝑇 (v,⊥, ⟦u⟧) = ⟦uTv⟧.

The quantity 𝑇 is only relevant for security (Definition 5.2). The scheme is succinct if

the length of isk40 is independent of 𝑛 and only depends on 𝜆, gp, 𝑇.

The level of security increases with the value of 𝑇, as explained in the following

definition.

Gradual Simulation Security. When building the 1-ABE scheme, we rely on the notion

of gradual simulation security, which is stronger than the usual simulation security

(see [ALMT20]). Roughly speaking, on top of the requirement that simulation should

be indistinguishable from the real scheme, the notion stipulates that even when some

ciphertexts are already simulated, whether another ciphertext is honest or simulated

should be indistinguishable. The parameter 𝑇 specifies the maximum number of

ciphertexts that can be simulated.

40Although this kind of IPFE is formally defined as a PHFE, by convention, we still write impk, imsk,

isk, ict for its components. Compare with Definition 4.4, which directly defines another kind of IPFE and

specifies its component names.
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To navigate around the many indices involved in the definition, it is the easiest to

keep in mind that 𝑖 (hence 𝐼, 𝐼∗, 𝐼𝑡) always counts the ciphertexts, and that 𝑗 (hence

𝐽, 𝐽∗, 𝐽𝑡) always counts the keys.

Definition 5.2 (gradual simulation security). A simulator for an IPFE scheme (Defi-

nition 5.1) consists of three efficient algorithms.41

• SimSetup(1𝜆, gp, 1𝑛, 1𝑇 ) takes the same input as Setup. It outputs a simulated

master public key impk and an internal state 𝜎.42

• SimKeyGen(𝜎, v, 𝑧1, . . . , 𝑧𝐼) takes as input the internal state 𝜎, a vector v, and a

list 𝑧1, . . . , 𝑧𝐼 of inner products in ℤ𝑝 (which are the intended inner products

between this simulated key and all previously simulated ciphertexts). It outputs

a simulated secret key isk and a new state 𝜎′.

• SimEnc(𝜎, 𝑧1, . . . , 𝑧𝐽) takes as input the internal state 𝜎 and a list 𝑧1, . . . , 𝑧𝐽 of

inner products in ℤ𝑝 (which are the intended inner products between this

simulated ciphertext and all previously simulated keys). It outputs a simulated

ciphertext ict and a new state 𝜎′.

The simulator gradually 𝑇-simulates the scheme if it satisfies both key simulation security

and 𝑇-ciphertext simulation security defined below.

The scheme is gradually 𝑇-simulation-secure if it can be gradually 𝑇-simulated by

some simulator. It is gradually simulation-secure if there exists a simulator that can

gradually 𝑇-simulate the scheme for all 𝑇 = poly(𝜆).

KEY SIMULATION SECURITY. Roughly speaking, this captures the idea that it is

indistinguishable to interact with the real authority (who generates and distributes

impk and isk’s) versus the simulator issuing simulated impk and isk’s (without

simulating any ciphertext). We require Expreal ≈ Expsim, which proceed as follows

when run with an adversary A.

41To be precise, the efficiency requirement is that whenever Expreal finishes in polynomial time, so

must Expsim and Exp𝑏
𝑇-GS. (See below for the definitions of these experiments.)

42It is understood that the state is maintained by one instance of simulator. Except in definitions, its

creation, persistence, and update are suppressed when there is no danger of ambiguity.



159

• Setup. Run (𝑝, . . . ) = gp $← GroupGen(1𝜆). Launch A(1𝜆, gp) and receive (1𝑛, 1𝑇 )

from it. Run

(in Expreal) (impk, imsk) $← Setup(1𝜆, gp, 1𝑛, 1𝑇 );

(in Expsim) (impk,𝜎) $← SimSetup(1𝜆, gp, 1𝑛, 1𝑇 ).

Send impk to A.

• Challenge. Repeat the following for arbitrarily many rounds determined by A.

In each round, A submits a vector v𝑗. Upon this challenge, run

(in Expreal) isk𝑗
$← KeyGen(1𝜆, imsk, v𝑗);

(in Expsim) (isk𝑗 ,𝜎′) $← SimKeyGen(𝜎, v𝑗).

Update 𝜎← 𝜎′ and send isk𝑗 to A.

• Guess. The adversary outputs a bit 𝑏′, the outcome of the experiment.

Note that there is no ciphertext challenge in the experiments. The adversary can

generate ciphertexts on its own using impk.

𝑇-CIPHERTEXT SIMULATION SECURITY. Roughly speaking, this captures the idea that

when interacting with the simulator, it is indistinguishable whether any subset of

ciphertexts are normally generated or simulated, as long as the number of simulated

ciphertexts does not exceed 𝑇. In the experiments below, we denote by 𝑧𝑖, 𝑗 ∈ ℤ𝑝 the

decryption outcome (inner product, as a number instead of a group element) between

the 𝑗th simulated secret key (ordered temporally among all queried secret keys) and the

𝑖th simulated ciphertext (ordered temporally among all queried ciphertexts, excluding

the challenge ciphertext). We also let 𝐼𝑡, 𝐽𝑡 be the number of simulated ciphertexts

(excluding the challenge ciphertext) and secret keys at any time 𝑡. The requirement is

Exp0
𝑇-GS ≈ Exp

1
𝑇-GS, where Exp

𝑏
𝑇-GS(1

𝜆,A) proceeds as follows.

• Setup. Run (𝑝, . . . ) = gp $← GroupGen(1𝜆). Launch A(1𝜆, gp) and receive (1𝑛, 1𝑇 )

from it. Run

(impk,𝜎) $← SimSetup(1𝜆, gp, 1𝑛, 1𝑇 )

and send impk to A.
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• Query I. Repeat the following for arbitrarily many rounds determined by A.

In each round, A has two options.

– Key Simulation Query. A can submit a vector v𝑗 with a list 𝑧≤𝐼𝑡 , 𝑗 of inner

products for a secret key isk𝑗. The list 𝑧≤𝐼𝑡 , 𝑗 consists of 𝑧1, 𝑗 , . . . , 𝑧𝐼𝑡 , 𝑗, all the

decryption outcomes between isk𝑗 and the simulated ciphertexts queried

up to this point. Upon this query, run

(isk𝑗 ,𝜎′) $← SimKeyGen(𝜎, v𝑗 , 𝑧1, 𝑗 , . . . , 𝑧𝐼𝑡 , 𝑗), 𝜎← 𝜎′,

and send isk𝑗 to A.

– Ciphertext Simulation Query. A can submit a list 𝑧𝑖,≤𝐽𝑡 of inner products for

a simulated ciphertext ict𝑖. The list 𝑧𝑖,≤𝐽𝑡 consists of 𝑧𝑖,1, . . . , 𝑧𝑖,𝐽𝑡 , all the

decryption outcomes between ict𝑖 and the simulated secret keys queried

up to this point. Upon this query, run

(ict𝑖,𝜎′) $← SimEnc(𝜎, 𝑧𝑖,1, . . . , 𝑧𝑖,𝐽𝑡 ), 𝜎← 𝜎′,

and send ict𝑖 to A.

• Challenge. The adversary submits a vector u∗. Upon the challenge, let the total

number of secret key and ciphertext queries in Query I be 𝐽∗, 𝐼∗, respectively.

Run

(𝑏 = 0) ict∗ $← Enc(1𝜆, impk, ⟦u∗⟧);

(𝑏 = 1) (ict∗,𝜎′) $← SimEnc(𝜎, (u∗)Tv1, . . . , (u∗)Tv𝐽∗), 𝜎← 𝜎′.

Send ict∗ to A.

• Query II. Same as Query I, except that in Exp1
𝑇-GS, for each secret key query v𝑗,

we put (u∗)Tv𝑗 immediately after 𝑧𝐼∗, 𝑗 in the argument list of SimKeyGen so that

the simulator gets the correct list of inner products, i.e.,

(𝑏 = 0) (isk𝑗 ,𝜎′) $← SimKeyGen(𝜎, v𝑗 , 𝑧1, 𝑗 , . . . , 𝑧𝐼∗, 𝑗 , 𝑧𝐼∗+1, 𝑗 , . . . , 𝑧𝐼𝑡 , 𝑗);

(𝑏 = 1) (isk𝑗 ,𝜎′) $← SimKeyGen(𝜎, v𝑗 , 𝑧1, 𝑗 , . . . , 𝑧𝐼∗, 𝑗 , (u∗)Tv𝑗 , 𝑧𝐼∗+1, 𝑗 , . . . , 𝑧𝐼𝑡 , 𝑗);

𝜎← 𝜎′ (in either case).
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• Guess. The adversary outputs a bit 𝑏′. The outcome of the experiment is 𝑏′ if

– the total number of ciphertext simulation queries in Query I and II is less

than 𝑇 and

– the equation {uT
𝑖
v
𝑗
= 𝑧𝑖, 𝑗 ∀𝑖, 𝑗} (about u𝑖’s) has a solution.

Otherwise, the outcome is set to 0.

Remarks. In Exp1
𝑇-GS, the challenge ciphertext ict

∗ is generated in the same way as

the other simulated ciphertexts, and in Query II, the inner products between isk𝑗

and ict∗ are appropriately positioned. From the simulator’s perspective, there is no

indication which ciphertext is the challenge ciphertext. This definition ensures that

the simulator cannot behave differently depending on whether a particular ciphertext is the

challenge or not, and simplifies the application of gradual simulation security in our

construction of ABE.

Note that the simulator receives the inner products 𝑧𝑖, 𝑗 in the clear and the

adversary submits challenge u∗ in Exp𝑏
𝑇-GS in the clear, though the input to encryption

and the output of decryption are group-encoded. This is necessary as otherwise, the

simulator must solve discrete logarithm in 𝔾.

We note that when 𝑇 = 1, gradual simulation security boils down to the standard

notion of simulation security. On the other hand, simulation security does not imply

gradual simulation security. So Definition 5.2 is a strict generalization of simulation

security.

Schemes. We can generically upgrade any selectively IND-CPA secure IPFE scheme

for gradual simulation security.

Theorem 5.2. Let GroupGen be a group sampler (Definition 2.4). Suppose there exists

an IPFE scheme (Definition 5.1) based on GroupGen that is selectively IND-CPA secure

(Definition 2.1), then there exists a gradually simulation-secure one (Definition 5.2) based

on GroupGen. If the underlying scheme has succinct keys, then so does the resultant scheme.

See Section 5.8 for further discussion of Theorem 5.2.

In the rest of this section, we present a direct construction adapted from [ALS16],

which is used in our ABE for the best efficiency.
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5.4.1 Direct Construction

The IPFE scheme in [ALS16] has been proven simulation-secure [ALMT20]. We show

that it can be adapted for gradual simulation security. The scheme has succinct keys,

whose length grows linearly in 𝑇 and polynomially in 𝜆, and is independent of 𝑛,

which eventually translates into the succinctness of our ABE scheme.

Ingredients of Construction 5.1. Let GroupGen be a (prime-order) group sampler

(Definition 2.4) over which MDDH𝑘 (Assumption 2.1) holds.

Construction 5.1 (modified from [ALS16]). Our IPFE scheme based on GroupGen

works as follows.

• Setup(gp, 1𝑛, 1𝑇 ) takes as input the group description gp the dimension 𝑛, and

the maximum number 𝑇 of simulated ciphertexts. It samples A $← ℤ
𝑘×(𝑘+𝑇)
𝑝 and

W $← ℤ
(𝑘+𝑇)×𝑛
𝑝 . The algorithm outputs impk = ⟦A,AW⟧ and imsk = W.

• KeyGen(imsk, v) outputs isk = Wv.

• Enc(impk, ⟦u⟧) samples s $← ℤ𝑘
𝑝 and outputs ict = (sT⟦A⟧, sT⟦AW⟧ + ⟦uT⟧).

• Dec(impk, v, isk, ict) parses ict as (⟦cT⟧, ⟦tT⟧) and outputs (−⟦cT⟧ · isk + ⟦tT⟧ · v).

The correctness is readily verified by

−⟦cT⟧ · isk + ⟦tT⟧ · v = ⟦−(sTA) (Wv) + (sTAW + uT)v⟧ = ⟦uTv⟧.

The scheme is succinct as isk consists of (𝑘 + 𝑇) elements of ℤ𝑝, independent of 𝑛.

Theorem 5.3 (¶). Suppose in Construction 5.1, MDDH𝑘 (Assumption 2.1) holds over

GroupGen, then the resultant scheme is gradually simulation-secure (Definition 5.2).

To prove this theorem, we first study the simple one-time pad IPFE scheme (OTP-IPFE).

The simulator for Construction 5.1 can be constructed from the simulator of OTP-IPFE

modularly.
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5.4.2 One-Time Pad IPFE Scheme

OTP-IPFE is a secret-key IPFE scheme, whose syntax and security are defined below.

Definition 5.3 (secret-key IPFE). A secret-key IPFE scheme consists of four efficient

algorithms.

• Setup(𝑝, 1𝑛) takes as input the modulus 𝑝 and the dimension 𝑛. It outputs a

master secret key imsk.

• KeyGen(imsk, v) generates the secret key isk for v ∈ ℤ𝑛𝑝.

• Enc(imsk,u) encrypts u ∈ ℤ𝑛𝑝 into a ciphertext ict.

• Dec(v, isk, ict) is supposed to compute the inner product.

The scheme must be correct, i.e., for all prime 𝑝, natural number 𝑛, and u, v ∈ ℤ𝑛𝑝,

Pr


imsk $← Setup(𝑝, 1𝑛)

isk $← KeyGen(imsk, v)

ict $← Enc(imsk,u)

: Dec(v, isk, ict) = uTv


= 1.

Definition 5.4 (simulation security). A simulator for a secret-key IPFE scheme (Defi-

nition 5.3) consists of three efficient algorithms.43

• SimSetup(𝑝, 1𝑛) takes the same input as Setup. It outputs an internal state 𝜎.

• SimKeyGen(𝜎, v, 𝑧) takes as input the state, the vector, and optionally an inner

product 𝑧 ∈ ℤ𝑝. It outputs a simulated secret key isk and a new state 𝜎′.

• SimEnc(𝜎, 𝑧1, . . . , 𝑧𝐽) takes as input the state and a list of inner products. It

outputs a simulated ciphertext ict and a new state 𝜎′.

The simulator perfectly simulates the scheme if Expreal ≡ Expsim, where the experiments

with an (unbounded) adversary A proceed as follows.

43To be precise, the efficiency requirement is that whenever Expreal finishes in polynomial time, so

must Expsim. (See below for the definitions of these experiments.)
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• Setup. Launch A() and receive from it (𝑝, 1𝑛). Run

(in Expreal) imsk $← Setup(𝑝, 1𝑛);

(in Expsim) 𝜎
$← SimSetup(𝑝, 1𝑛).

• Query I. Repeat the following for arbitrarily many rounds determined by A.

In each round, A submits a vector v𝑗. Upon this query, run

(in Expreal) isk𝑗
$← KeyGen(imsk, v𝑗);

(in Expsim) (isk𝑗 ,𝜎′) $← SimKeyGen(𝜎, v𝑗), 𝜎← 𝜎′;

and send isk𝑗 to A.

• Challenge. The adversary submits a vector u∗. Upon the challenge, let the total

number of secret key queries in Query I be 𝐽∗, run

(in Expreal) ict∗ $← Enc(imsk,u∗);

(in Expsim) (ict∗,𝜎′) $← SimEnc(𝜎, (u∗)Tv1, . . . , (u∗)Tv𝐽∗), 𝜎← 𝜎′;

and send ict∗ to A.

• Query II. Same as Query I, except that in Expsim, we supply the inner product to

the simulator, i.e.,

(isk𝑗 ,𝜎′) $← SimKeyGen(𝜎, v𝑗 , (u∗)Tv𝑗), 𝜎← 𝜎′.

• Guess. The adversary outputs a bit 𝑏′, which is the outcome of the experiment.

We now describe the one-time pad IPFE scheme.

Construction 5.2 (OTP-IPFE). The one-time pad IPFE works as follows.

• Setup(𝑝, 1𝑛) takes as input the prime 𝑝 and the dimension 𝑛. It samples w $← ℤ𝑛𝑝

and outputs imsk = w.

• KeyGen(imsk, v) outputs isk = wTv.

• Enc(imsk,u) outputs ict = (w + u)T.
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• Dec(v, isk, ict) outputs (−isk + ict · v).

The correctness follows from −wTv + (w + u)Tv = uTv.

Wee [Wee17] implicitly constructed a simulator for OTP-IPFE where the adversary

cannot query secret keys before the ciphertext challenge. Abdalla, Catalano, Fiore,

Gay, and Ursu [ACF+18] explicitly gave that construction. Agrawal, Libert, Maitra, and

Titiu [ALMT20] implicitly constructed the adaptive simulator.

Construction 5.3 (simulator for OTP-IPFE). The simulator works as follows.

• SimSetup(𝑝, 1𝑛) samples w̃ $← ℤ𝑛𝑝 and outputs 𝜎 = (w̃,⊥).

• SimKeyGen(𝜎, v, 𝑧) takes as input the state 𝜎, a vector v, and optionally an inner

product 𝑧. It parses 𝜎 as (w̃, ict∗, v1, . . . , v𝐽) and outputs

(Query I, i.e., if w̃ ≠ ⊥) isk = w̃Tv, 𝜎′ = (w̃,⊥, v1, . . . , v𝐽 , v);

(Query II, i.e., if w̃ = ⊥) isk = ict∗ · v − 𝑧, 𝜎′ = (⊥, ict∗).

• SimEnc(𝜎, 𝑧1, . . . , 𝑧𝐽) takes as input the state 𝜎 and a list 𝑧1, . . . , 𝑧𝐽 of inner

products. It parses 𝜎 as (w̃,⊥, v1, . . . , v𝐽′). If 𝐽 ≠ 𝐽′, the algorithm outputs ⊥

and terminates. Otherwise, it outputs the simulated ciphertext ict∗ ∈ ℤ1×𝑛
𝑝 to be

a uniformly random solution of

−w̃Tv𝑗 + ict∗ · v𝑗 = 𝑧𝑗 ∀ 𝑗 ∈ [𝐽],

and the updated state 𝜎′ = (⊥, ict∗).

The following lemma shows that the simulator is perfect:

Lemma 5.4 (¶). The simulator in Construction 5.3 perfectly simulates (Definition 5.4)

the one-time pad scheme in Construction 5.2.

Proof (Lemma 5.4). In the security experiment, the adversary can query arbitrarily

many keys and one challenge ciphertext, both with vectors of its choice. The keys

and ciphertext are either honestly generated or simulated, and we want to show that

the adversary has no advantage in distinguishing the two cases. We consider the view

of the adversary at each phase of the security experiment.



166

Before the ciphertext challenge, the simulator is perfect, since the distribution of

w̃ (w in the real scheme) and how the secret keys are generated are the same as in

the real scheme.

Once the adversary chooses the challenge vector u∗, the distribution of w is

uniformly random conditioned on wTv𝑗 = w̃Tv𝑗 for all 𝑗. Moreover, u∗ is a particular

solution of uTv𝑗 = 𝑧𝑗 for all 𝑗. This implies ict∗ = (w + u∗)T is a uniformly random

solution of ict∗ · v𝑗 = w̃Tv𝑗 + 𝑧𝑗 for all 𝑗, and the simulator does the same thing.

After the ciphertext challenge, the secret key of v is

wTv =
(
ict∗ − (u∗)T

)
v = ict∗ · v − (u∗)Tv︸ ︷︷ ︸

=𝑧

,

and the simulator computes the same value. □

5.4.3 Security of Direct Construction

We first discuss the intuition of our simulator. Recall that in the scheme, the public

key consists of a random matrix A and the projection AW of the master secret key W.

A ciphertext can be regarded as an OTP-IPFE ciphertext using sTAW as its master

secret key, which is a random combination of AW. It also includes the combination

coefficients sTA (with respect to W). The MDDH assumption tells us that sTAW is a

pseudorandom combination of W, so it is indistinguishable for the ciphertext to use

cTW as its OTP-IPFE master secret key for a random c, which lies outside the row

space of A with overwhelming probability. A ciphertext in this form is using an OTP

imsk independent of impk, or equivalently, a fresh instance of OTP-IPFE dedicated to

this ciphertext.

A recurring technique in dual system encryption is to perform a change of variable

for W to explicitly separate out the instance for the challenge ciphertext. We program

W = W̃ + a⊥wT, where w is an OTP-IPFE master secret key and a⊥ is any vector such

that Aa⊥ = 0 and cTa⊥ = 1. (This step is known as using the parameter hiding property.)

Under this change of variable, keys and ciphertext become

isk = Wv = W̃v + a⊥ wTv , ict = ⟦cT, cTW + uT⟧ = ⟦cT, cTW̃ + (w + u)T ⟧.
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Note that the terms in the boxes are precisely OTP-IPFE keys and ciphertext and those

outside the boxes do not depend on u. Therefore, our simulator prepares an OTP-IPFE

simulator instance, and samples A, c, W̃ and computes a⊥ on its own. To simulate

keys and ciphertext, it invokes the OTP-IPFE simulator and stitches the result. The

construction below extends this idea to handle multiple simulated ciphertexts.

Ingredients of Construction 5.4. Let

• GroupGen be the group sampler (Definition 2.4) used in Construction 5.1, over

which MDDH𝑘 (Assumption 2.1) holds, and

• (OTP.SimSetup,OTP.SimKeyGen,OTP.SimEnc) the simulator (Construction 5.3) for

OTP-IPFE (Construction 5.2).

Construction 5.4 (simulator for Construction 5.1). The simulator works as follows.

• SimSetup(gp, 1𝑛, 1𝑇 ) takes as input the group description gp, the dimension 𝑛,

and the maximum number 𝑇 of simulated ciphertexts. It samples

T $← ℤ𝑘×𝑘
𝑝 , W̃ $← ℤ

(𝑘+𝑇)×𝑛
𝑝 ,

P = (a⊥1 · · · a⊥𝑇 p1 · · · p𝑘)
$← ℤ

(𝑘+𝑇)×(𝑘+𝑇)
𝑝 ,

conditioned on P being invertible. The algorithm prepares 𝑇 instances of the

OTP-IPFE simulator by running 𝜎𝑡
$← OTP.SimSetup(𝑝, 1𝑛) for 𝑡 ∈ [𝑇]. It sets

(
c1 · · · c𝑇−1 c𝑇 AT) = (PT)−1

©­­­­«
I𝑇−1

1

T

ª®®®®¬
and outputs impk = ⟦A,AW̃⟧ and 𝜎 = (0, a⊥1 , ⟦cT

1⟧,𝜎1, . . . , a⊥
𝑇
, ⟦cT

𝑇
⟧,𝜎

𝑇
).

Conceptually, we program W = W̃ + a⊥1 wT
1 + · · · + a⊥

𝑇
wT
𝑇
, where w𝑡 is the OTP-

IPFE master secret key for the 𝑡th simulated ciphertext.44 By definition, Aa⊥
𝑖
= 0,

cT
𝑖
a⊥
𝑖′ = 0 for 𝑖 ≠ 𝑖′, and cT

𝑖
a⊥
𝑖
= 1. The first component of 𝜎 keeps track of the

number of simulated ciphertext at any point.

44The programming of imsk’s is only conceptual because they are in fact simulated.
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• SimKeyGen(𝜎, v, 𝑧1, . . . , 𝑧𝐼) takes as input the state 𝜎, a vector v, and a list of

inner products 𝑧1, . . . , 𝑧𝐼. It parses 𝜎 as (𝐼′, a⊥1 , ⟦cT
1⟧,𝜎1, . . . , a⊥

𝑇
, ⟦cT

𝑇
⟧,𝜎

𝑇
). If

𝐼 ≠ 𝐼′, the algorithm outputs ⊥ and terminates. Otherwise, it runs

(for 𝑡 ≤ 𝐼) (OTP.isk𝑡,𝜎′𝑡)
$← OTP.SimKeyGen(𝜎𝑡, v, 𝑧𝑡);

(for 𝑡 > 𝐼) (OTP.isk𝑡,𝜎′𝑡)
$← OTP.SimKeyGen(𝜎𝑡, v).

The algorithm outputs

isk = W̃v + a⊥1 · OTP.isk1 + · · · + a⊥𝑇 · OTP.isk𝑇 ,

𝜎′ = (𝐼, a⊥1 , ⟦cT
1⟧,𝜎′1, . . . , a⊥𝑇 , ⟦cT

𝑇⟧,𝜎
′
𝑇 ).

• SimEnc(𝜎, 𝑧1, . . . , 𝑧𝐽) takes as input the state 𝜎 and a list of inner products

𝑧1, . . . , 𝑧𝐽 . The algorithm parses 𝜎 as (𝐼, a⊥1 , ⟦cT
1⟧,𝜎1, . . . , a⊥

𝑇
, ⟦cT

𝑇
⟧,𝜎

𝑇
). If 𝐼 = 𝑇,

it outputs ⊥ and terminates. Otherwise, the algorithm runs

(OTP.ict,𝜎′𝐼+1)
$← OTP.SimEnc(𝜎𝐼+1, 𝑧1, . . . , 𝑧𝐽), 𝜎′𝑡 ← 𝜎𝑡 for 𝑡 ≠ 𝐼 + 1,

and outputs

ict = (⟦cT
𝐼+1⟧, ⟦cT

𝐼+1⟧W̃ + ⟦OTP.ict⟧),

𝜎′ = (𝐼 + 1, a⊥1 , ⟦cT
1⟧,𝜎′1, . . . , a⊥𝑇 , ⟦cT

𝑇⟧,𝜎
′
𝑇 ).

Proving Theorem 5.3 amounts to proving the following two claims.

Theorem 5.5 (¶). Construction 5.4 (simulator) satisfies key simulation security (Defi-

nition 5.2) for Construction 5.1 (scheme).

Theorem 5.6 (¶). Suppose in Constructions 5.1 (scheme) and 5.4 (simulator), MDDH𝑘

(Assumption 2.1) holds over GroupGen, then the simulator satisfies 𝑇-ciphertext simulation

security (Definition 5.2) for the scheme for all 𝑇 = poly(𝜆).

Proof (Theorem 5.5). Recall that in Expreal and Expsim, the adversary only gets the master

public key and the secret keys. We show that their distributions are identical via the

following hybrids.



169

• H1 proceeds identically as Expreal, except that A is sampled as in Expsim.

• H2 proceeds identically as H1, except that we set

W = W̃ + a⊥1 wT
1 + · · · + a⊥𝑇wT

𝑇

for uniformly random W̃,w1, . . . ,w𝑇 .

In both Expreal and Expsim, the matrix A is uniformly random, so Expreal ≡ H1. We

also have H1 ≡ H2 as the change of variable does not alter the distribution of W and

AW = AW̃. In H2, the secret key for v is

Wv = W̃v + a⊥1 wT
1v + · · · + a⊥𝑇wT

𝑇v.

In Expsim, the terms wT
𝑖
v are replaced by their simulation. Since the OTP-IPFE

simulator is perfect, we conclude H2 ≡ Expsim. □

Proof (Theorem 5.6). Recall that in Exp𝑏
𝑇-GS, the adversary receives the simulated impk,

can query for arbitrarily many simulated secret keys and at most (𝑇 − 1) simulated

ciphertexts, and submits one challenge vector to obtain either a challenge ciphertext

encrypted using the simulated impk or a simulated challenge ciphertext. We want to

show that the two cases are indistinguishable.

To simulate the challenge ciphertext, we need to first switch it from using sTA

to cT. At first sight, it seems that the reduction cannot know a⊥’s (since it receives ⟦A⟧

as an MDDH𝑘 challenge) hence cannot simulate non-challenge ciphertexts. This is why

the simulator samples A in a fashion similar to the reduction of MDDH𝑘,𝑘+𝑇 to MDDH𝑘,

which originates from a technique in [CGKW18a].

We go through the following hybrids.

• H1 proceeds identically to Exp0
𝑇-GS, except that the 𝑇

th instance of OTP-IPFE

simulator is replaced by an instance of OTP-IPFE itself and c𝑇 is removed. In

particular, the state of the simulator is

𝜎 = (𝐼, a⊥1 , ⟦cT
1⟧,𝜎1, . . . , a⊥𝑇−1, ⟦cT

𝑇−1⟧,𝜎𝑇−1, a⊥𝑇 , w
𝑇
)

and a simulated secret key for v is

isk = W̃v + a⊥1 · OTP.isk1 + · · · + a⊥𝑇−1 · OTP.isk𝑇−1 + a⊥𝑇 wT
𝑇

v .
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Since the adversary can query at most (𝑇 − 1) simulated ciphertexts (excluding

the challenge ciphertext), this instance is never used to simulate a ciphertext in

Exp0
𝑇-GS, and it does not matter if we remove c𝑇 . The transition from Exp0

𝑇-GS to

H1 is essentially undoing simulation for the last OTP-IPFE instance. Since the

OTP-IPFE simulator is perfect, Exp0
𝑇-GS ≡ H1.

• H2 proceeds identically to H1, except that a⊥
𝑇
and the last OTP-IPFE instance are

removed. The state of the simulator and a simulated secret key for v are

𝜎 = (𝐼, a⊥1 , ⟦cT
1⟧,𝜎1, . . . , a⊥𝑇−1, ⟦cT

𝑇−1⟧,𝜎𝑇−1 , ),

isk = W̃v + a⊥1 · OTP.isk1 + · · · + a⊥𝑇−1 · OTP.isk𝑇−1 + 0 .

This can be interpreted as a change of variable W̃→ W̃ − a⊥
𝑇

wT
𝑇
, which does not

affect the distribution of W̃, so H1 ≡ H2.

• H3 proceeds identically to H2, except that the challenge ciphertext becomes

ict∗ = (⟦ cT ⟧, ⟦ cT W̃ + (u∗)T ⟧) for c $← ℤ𝑘+𝑇
𝑝 .

Claim 5.7 (¶). H2 ≈ H3 reduces to MDDH𝑘 (Assumption 2.1) over GroupGen.

• H4 proceeds identically to H3, except that c in the challenge ciphertext becomes

c
𝑇
sampled by SimSetup. Note that we are not using a⊥

𝑇
and c

𝑇
is statistically

close to c. Therefore, H3 ≈s H4.

• H5 proceeds identically to H4, except that we perform a change of variable

W̃→ W̃ + a⊥
𝑇

wT
𝑇
. Clearly, H4 ≡ H5.

• H6 proceeds identically to H5, except that we resurrect the last instance of

OTP-IPFE simulator and use it to simulate the challenge ciphertext. In H5, the

challenge ciphertext and a simulated secret key for v are

ict∗ = (⟦cT
𝑇⟧, ⟦cT

𝑇W̃ + (w
𝑇
+ u∗)T ⟧),

isk = W̃ + a⊥1 · OTP.isk1 + · · · + a⊥𝑇−1 · OTP.isk𝑇−1 + a⊥𝑇 wT
𝑇

v .

The terms in boxes are OTP-IPFE ciphertexts and keys, and in H6 they are

replaced by simulation. Since the OTP-IPFE simulator is perfect, H5 ≡ H6.
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We argue H6 ≡ Exp1
𝑇-GS. Note that the only difference between the two is which

instance is used to simulate which ciphertext. This amounts to permuting the

(a⊥𝑡 , ⟦cT
𝑡⟧,𝜎𝑡)’s. It is easy to verify that the distribution of these tuples is invariant

under permutation. Once we prove H2 ≈ H3 (Claim 5.7), we conclude Exp0
𝑇-GS ≈ Exp

1
𝑇-GS

by hybrid argument. □

Proof (Claim 5.7). Let A be an efficient adversary distinguishing H2 and H3. We

construct B against MDDH𝑘 over GroupGen. Upon receiving MDDH𝑘 challenge ⟦B,dT⟧

where dT = sTB or dT is random, B launches A(), receives (1𝑛, 1𝑇 ) from it, and samples

and defines

W̃ $← ℤ
(𝑘+𝑇)×𝑛
𝑝 , P = (a⊥1 · · · a⊥𝑇−1 p0 p1 · · · p𝑘)

$← ℤ
(𝑘+𝑇)×(𝑘+𝑇)
𝑝 ,

(
c1 · · · c𝑇−1 c AT) = (PT)−1 ©­«

I𝑇−1

d BT

ª®¬ .
Here, (d BT) occupies the position of

(
1

T

)
. The algorithm B prepares (𝑇 − 1)

instances of OTP-IPFE simulator by running 𝜎𝑡
$← OTP.SimSetup(𝑝, 1𝑛) for 𝑡 ∈ [𝑇 − 1].

It sets

impk = (⟦A⟧, ⟦A⟧W̃), 𝜎 = (0, a⊥1 , ⟦cT
1⟧,𝜎1, . . . , a⊥𝑇−1, ⟦cT

𝑇−1⟧,𝜎𝑇−1).

The algorithm B answers queries from A as defined in H2,H3. It responds to the

ciphertext challenge by setting

ict∗ = (⟦cT⟧, ⟦cT⟧W̃ + ⟦(u∗)T⟧).

Lastly, B outputs whatever A outputs.

Clearly, B is efficient, produces the correct distribution for (a⊥𝑡 , ⟦cT
𝑡⟧,𝜎𝑡)’s and A, W̃,

and answers queries (non-challenges) as required. If dT = sTB, we have cT = sTA and

B has simulated H2 for A. If dT is random, so is cT and B has simulated H3 for A.

Therefore, their advantages are the same.

If MDDH𝑘 holds over GroupGen, we have H2 ≈ H3. □



172

5.5 Ciphertext-Policy 1-ABE for ABP

In this section, we construct the core component of our adaptively secure ABE, called

1-ABE, from any gradually 2-simulation-secure IPFE.

Definition 5.5 (1-ABE). Let GroupGen be a group sampler (Definition 2.4). A (public-

key) 1-ABE scheme based on GroupGen is an ABE (Definition 2.3) except that Enc takes

𝜇 ∈ ℤ𝑝 as the message and Dec recovers ⟦𝜇⟧ if decryption is authorized. Such a

scheme is 1-key secure (or simply secure) if Exp0
1-ABE ≈ Exp

1
1-ABE, where Exp

𝑏
1-ABE is Exp

𝑏
PHFE

(Definition 2.2) with the following modifications.

• In Query I/II, the adversary is allowed to query at most one secret key in total.

• In Challenge, the adversary chooses 𝑥 without the messages. Instead, the

message is 0 in Exp0
1-ABE and uniformly random in Exp1

1-ABE. The adversary does

not receive the potential random message.

The relaxation of decryption correctness and the change of messages in the security

definition are because 1-ABE will be used to encapsulate keys for full ABE. In full ABE,

the group-encoded decryption result of 1-ABE is used to mask the message, and we

argue security by replacing the encapsulated key by random.

ABE constructions in many previous works such as [KW19] and Chapter 4 go

through an intermediate step of building a secret-key 1-ABE that is 1-key 1-ciphertext

secure. In the secret-key setting, keys and ciphertexts are symmetric. Consequently,

there is no distinction between ciphertext-policy and key-policy 1-ABE. In contrast,

1-ABE in this chapter is public-key and 1-key secure. This asymmetry separates CP-1-

ABE and KP-1-ABE. We remark that the 1-ABE in [KW19] and Chapter 4 can be easily

modified to fit Definition 5.5 as CP-1-ABE. We will see that Definition 5.5 is easier to

use in reductions for full ABE.

Ingredients of Construction 5.5. Let

• (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F ,

• GroupGen a group sampler (Definition 2.4), and
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• (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) an IPFE scheme (Definition 5.1)

based on GroupGen.

Construction 5.5 (CP-1-ABE). Define (see Definitions 2.3 and 5.5)

Paramsgp = { 1𝑛 | 𝑛 ∈ ℕ }, 𝐹gp,1𝑛 = ℤ𝑛𝑝 ,

𝑋gp,1𝑛 = { 𝑓≠0, 𝑓=0 | 𝑓 ∈ F , 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 }, 𝑃gp,1𝑛 (x, 𝑓 ′) = 𝑓 ′(x),

where 𝑝 is the group order in gp. Our 1-ABE scheme based on GroupGen works as

follows.

• Setup(gp, 1𝑛) takes as input the group description gp and the attribute length 𝑛.

It runs

(impk, imsk) $← IPFE.Setup(gp, 1𝑛+1, 12),

and outputs (mpk,msk) = (impk, imsk).

• KeyGen(msk, x) takes as input msk and x ∈ ℤ𝑛𝑝. It runs

isk $← IPFE.KeyGen
(
imsk, (1, xT)T

)
and outputs sk = isk.

• Enc(mpk, 𝑓 ′, 𝜇) takes as input mpk, some 𝑓 ′ (either 𝑓≠0 or 𝑓=0), and 𝜇 ∈ ℤ𝑝. It

garbles 𝑓 underlying 𝑓 ′ with 𝜇 and encrypts the label functions into IPFE

ciphertexts by running

(if 𝑓 ′ = 𝑓≠0) 𝛼← 𝜇, 𝛽 ← 0;

(if 𝑓 ′ = 𝑓=0) 𝛼
$← ℤ𝑝, 𝛽 ← 𝜇;

(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝛼,𝛽),

(for 𝑗 ∈ [𝑚]) ict𝑗
$← IPFE.Enc(impk, ⟦L𝑗⟧).

The algorithm outputs ct = (ict1, . . . , ict𝑚).

• Dec(mpk, x, sk, 𝑓 ′, ct) takes as input mpk, a secret key sk for x, and a ciphertext ct

for 𝑓 ′. If 𝑓 ′(x) = 0, the algorithm outputs ⊥ and terminates. Otherwise, it parses
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sk, ct as in KeyGen, Enc, computes

(for 𝑗 ∈ [𝑚]) ⟦ℓ𝑗⟧ ← IPFE.Dec
(
impk, (1, xT)T, isk, ict𝑗

)
,

⟦𝜇′⟧ ←


1
𝑓 (x)Eval( 𝑓 , x, ⟦ℓ1, . . . , ℓ𝑚⟧), if 𝑓 ′ = 𝑓≠0;

Eval( 𝑓 , x, ⟦ℓ1, . . . , ℓ𝑚⟧), if 𝑓 ′ = 𝑓=0;

and outputs ⟦𝜇′⟧.

Correctness and Efficiency. We verify that the scheme is correct. By the correctness

of IPFE, we have

ℓ𝑗 = LT
𝑗

©­«
1

x
ª®¬ = 𝐿𝑗 (x),

where 𝐿𝑗 ’s are the label functions defined by Garble. Since Eval is linear in the labels,

it can be performed in the exponent. By the correctness of AKGS,

(if 𝑓 ′ = 𝑓≠0 and 𝑓 (x) ≠ 0) 𝜇′ = 1
𝑓 (x) (𝛼𝑓 (x) + 𝛽) =

1
𝑓 (x) (𝜇 𝑓 (x) + 0) = 𝜇;

(if 𝑓 ′ = 𝑓=0 and 𝑓 (x) = 0) 𝜇′ = 𝛼𝑓 (x) + 𝛽 = 𝛼 · 0 + 𝜇 = 𝜇.

Therefore, Construction 5.5 is correct.

Since the CP-1-ABE secret key is simply an IPFE secret key, if the underlying IPFE

has succinct keys, so does our CP-1-ABE. When instantiated using Construction 5.1,

each secret key consists of just three elements of ℤ𝑝.

Security. We state and prove the security of Construction 5.5.

Theorem 5.8 (¶). Suppose in Construction 5.5, the IPFE is gradually 2-simulation-secure

(Definition 5.2) and the AKGS is piecewise secure (Definition 4.10), then the resultant

CP-1-ABE scheme is (1-key) secure (Definition 5.5).

Proof (Theorem 5.8). Recall that in Exp𝑏1-ABE, the adversary receives mpk and can query

one secret key for attribute x ∈ ℤ𝑛𝑝. In addition, it receives a challenge ciphertext tied

to some policy 𝑓 ′ of its choice, encrypting either 0 (in Exp0
1-ABE) or 𝛿

$← ℤ𝑝 (in Exp1
1-ABE).

The adversary is free to ask for either the secret key or the ciphertext first. Its goal is

to distinguish the two cases, and we want to show Exp0
1-ABE ≈ Exp

1
1-ABE.
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Suppose the garbling size of the underlying ABP of 𝑓 ′ is 𝑚, we go through a series

of hybrids H𝑏1∼𝑚,1∼3. In these hybrids, we gradually modify the ciphertext queried by

the adversary, which starts out as encrypting label functions L𝑗 generated by AKGS

Garble and ends up by encrypting simulated labels ℓ𝑗
$← ℤ𝑝. The proof interleaves

between using the gradual simulation security of IPFE and the piecewise security of

AKGS, in a fashion similar to Chapter 4.

The hybrids H𝑏1,1∼3 change ict1 from encrypting the label function L1 to being

simulated using the reversely sampled first label ℓ1.

• H𝑏1,1 proceeds identically to Exp
𝑏
1-ABE, except that we use the simulator of IPFE

to generate mpk and sk for x, instead of using the real IPFE algorithms. By the

gradual 2-simulation security of IPFE (Expreal ≈ Expsim), we have Exp𝑏1-ABE ≈ H
𝑏
1,1.

• H𝑏1,2 proceeds identically to H
𝑏
1,1, except that ict1 (encoding the label function 𝐿1

in the challenge ciphertext) is simulated. By the gradual 2-simulation security

of IPFE (Exp0
2-GS ≈ Exp

1
2-GS), we have H

𝑏
1,1 ≈ H

𝑏
1,2. Note that in H

𝑏
1,2, the first label

function 𝐿1 is not directly used, and only the first label ℓ1 = 𝐿1(x) is used.

• H𝑏1,3 proceeds identically to H
𝑏
1,2, except that the ℓ1 used to simulate ict1 (or isk,

whichever comes later; same below for every ciphertext simulation) is reversely

sampled instead of being computed from 𝐿1. By the reverse sampleability of

AKGS, H𝑏1,2 ≡ H
𝑏
1,3.

The remaining hybrids H𝑏
𝑗,1∼3 (for 𝑗 = 2, . . . , 𝑚) change ict𝑗 from encrypting the label

function L𝑗 to encrypting the simulated label ℓ𝑗 $← ℤ𝑝, via a temporary simulated

form.

• H𝑏
𝑗,1 proceeds identically to H

𝑏
1,3, except that ict𝑗′ for 1 < 𝑗′ < 𝑗 encrypts (ℓ𝑗′, 0)

for ℓ𝑗′
$← ℤ𝑝 (here, 0 is of the same length as x), and ict𝑗 is simulated using

ℓ𝑗 = 𝐿𝑗 (x). By the gradual 2-simulation security of IPFE (Exp0
2-GS ≈ Exp

1
2-GS), we

have H𝑏1,3 ≈ H
𝑏
2,1.

Similarly, H𝑏
𝑗−1,3 ≈ H

𝑏
𝑗,1, which should be clear once we specify H

𝑏
𝑗,3.

• H𝑏
𝑗,2 proceeds identically to H

𝑏
𝑗,1, except that ℓ𝑗 is sampled uniformly at random

instead of being computed as 𝐿𝑗 (x). Note that both H𝑏𝑗,1 and H
𝑏
𝑗,2 can be generated
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using just ℓ𝑗 and L𝑗+1, . . . , L𝑚 from the garbling, so the marginal randomness

property applies and H𝑏
𝑗,1 ≡ H

𝑏
𝑗,2.

• H𝑏
𝑗,3 proceeds identically to H

𝑏
𝑗,2, except that ict𝑗 is reverted to a normal ciphertext,

now encrypting (ℓ𝑗 , 0), where ℓ𝑗 $← ℤ𝑝 and 0 is of the same length as x. By the

gradual 2-simulation security of IPFE (Exp1
2-GS ≈ Exp

0
2-GS), we have H

𝑏
𝑗,2 ≈ H

𝑏
𝑗,3.

Note that in H𝑏
𝑗+1,1, the next hybrid, ict𝑗+1 becomes simulated using ℓ𝑗+1 = 𝐿𝑗+1(x).

We have H𝑏
𝑗,3 ≈ H

𝑏
𝑗+1,1 again by the gradual 2-simulation security of IPFE.

Lastly, we argue H0
𝑚,3 ≡ H

1
𝑚,3. In both hybrids, ict𝑗 ’s for 1 < 𝑗 ≤ 𝑚 encrypt (ℓ𝑗 , 0) for

ℓ𝑗
$← ℤ𝑝, and ict1 is simulated using ℓ1, which is reversely sampled. We have two cases

under the constraint 𝑓 ′(x) = 0:

if 𝑓 ′ = 𝑓≠0, ℓ1
$← RevSamp( 𝑓 , x, 𝛿 𝑓 (x) + 0, ℓ2, . . . , ℓ𝑚) ≡ RevSamp( 𝑓 , x, 0, ℓ2, . . . , ℓ𝑚);

if 𝑓 ′ = 𝑓=0, ℓ1
$← RevSamp( 𝑓 , x,𝛼𝑓 (x) + 𝛿, ℓ2, . . . , ℓ𝑚) ≡ RevSamp( 𝑓 , x,𝛾, ℓ2, . . . , ℓ𝑚)

for 𝛾 $← ℤ𝑝.

Here, 𝛿 is either 0 (in H0
𝑚,3) or random (in H1

𝑚,3), and when 𝑓
′ = 𝑓=0 and 𝑓 (x) ≠ 0, the

random 𝛼 is not used elsewhere so 𝛼𝑓 (x) is a one-time pad that hides 𝛿. In both

cases, ℓ1 as well as any other value used to generate the response to the adversary

contains no information about 𝛿. Therefore, H0
𝑚,3 ≡ H

1
𝑚,3.

45 By hybrid argument, we

have Exp0
1-ABE ≈ Exp

1
1-ABE. □

5.6 Key-Policy ABE for ABP

In this section, we apply the classic dual system encryption to obtain full KP-ABE

from CP-1-ABE instantiated with the IPFE in Section 5.4.1.

Ingredients of Construction 5.6. Let

• (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F ,

45In fact, H0
𝑚,2 ≡ H

1
𝑚,2, but that requires more careful argument.
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• GroupGen a pairing group sampler (Definition 2.5) over which MDDH𝑘 (Assump-

tion 2.1) holds.

Construction 5.6 (KP-ABE). Define (see Definition 2.3)

Paramsgp = { 1𝑛 | 𝑛 ∈ ℕ }, 𝐹gp,1𝑛 = { 𝑓≠0, 𝑓=0 | 𝑓 ∈ F , 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 },

𝑋gp,1𝑛 = ℤ𝑛𝑝 , 𝑌gp,1𝑛 = 𝔾T, 𝑃gp,1𝑛 ( 𝑓 ′, x) = 𝑓 ′(x),

where 𝑝 is the group order in gp. Our KP-ABE scheme based on GroupGen operates as

follows.

• Setup(gp, 1𝑛) takes as input the group description gp and the attribute length 𝑛.

It samples and sets

A $← ℤ
𝑘×(𝑘+2)
𝑝 , B $← ℤ

𝑘×(𝑘+1)
𝑝 , W $← ℤ

(𝑘+2)×(𝑘+1) (𝑛+1)
𝑝 , 𝝁

$← ℤ𝑘+1
𝑝 ,

xpk = (⟦BT⟧1, ⟦W(BT ⊗ I𝑛+1)⟧1), fpk = (⟦A⟧2, ⟦AW⟧2),

mpk = (⟦𝝁TBT⟧T, xpk), msk = (fpk,𝝁).

The algorithm outputs (mpk,msk).

Here, xpk (resp. fpk) means “public key for x” (resp. 𝑓 ), and security holds even

if both are included in mpk. For KP-ABE (resp. CP-ABE in Section 5.7.2), Enc does

not need fpk (resp. xpk), hence its omission. The connection of our KP-ABE with

CP-1-ABE and dual system encryption (as discussed in Section 5.2.3) is as follows.

The matrix W = (W1, . . . ,W𝑘+1) consists of (𝑘 + 1) master secret keys of CP-1-ABE

concatenated by columns, each of shape (𝑘 + 2) × (𝑛 + 1). Its projection along a

vector b = (𝑏1, . . . , 𝑏𝑘+1)T is

𝑏1W1 + · · · + 𝑏𝑘+1W𝑘+1 = W1 · 𝑏1I𝑛+1 + · · · +W𝑘+1 · 𝑏𝑘+1I𝑛+1

= (W1, . . . ,W𝑘+1)
©­­­­«
𝑏1I𝑛+1
...

𝑏𝑘+1I𝑛+1

ª®®®®¬
= W(b ⊗ I𝑛+1).

The matrix B = (bT
1, . . . ,b

T
𝑘
)T consists of all the projection vectors, and the matrix

W(BT ⊗ I𝑛+1) is the projections of W along B concatenated by columns.
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• KeyGen(msk, 𝑓 ′) garbles 𝑓 ′ with 𝝁 by

(if 𝑓 ′ = 𝑓≠0) 𝜶← 𝝁, 𝜷 ← 0;

(if 𝑓 ′ = 𝑓=0) 𝜶
$← ℤ𝑘+1

𝑝 , 𝜷 ← 𝝁;

(L1, . . . , L𝑚) $← Garble( 𝑓 ,𝜶,𝜷).

It samples s𝑗 $← ℤ𝑘
𝑝 for 𝑗 ∈ [𝑚] and sets

sk𝑗,1 = sT𝑗⟦A⟧2, sk𝑗,2 = sT𝑗⟦AW⟧2 + ⟦LT
𝑗⟧2.

The algorithm outputs sk = (sk1,1, sk1,2, . . . , sk𝑚,1, sk𝑚,2).

Generating a key in KP-ABE means encrypting 𝝁 in each CP-1-ABE instance,

which boils down to generating IPFE ciphertexts, as shown above.

• Enc(mpk, x, 𝑔) samples r $← ℤ𝑘
𝑝 and sets

ct1 = ⟦BT⟧1 r, ct2 = ⟦W(BT ⊗ I𝑛+1)⟧1
©­«r ⊗ ©­«

1

x
ª®¬ª®¬ , ct3 = 𝑔 + ⟦𝝁TBT⟧T r.

The algorithms outputs ct = (ct1, ct2, ct3).

We remark that r (resp. BTr) is the coefficients of random linear combination

with respect to the projections (resp. the CP-1-ABE instances). Here, ct2 is a CP-1-

ABE key with respect to the projected master secret key W(BTr ⊗ I𝑛+1), which is

an IPFE secret key for
(

1
x

)
, i.e.,

ct2 =

��W(BTr ⊗ I𝑛+1)
©­«

1

x
ª®¬

��
1

.

The ciphertext consists of (2𝑘 + 3) elements of 𝔾1 and one element of 𝔾T, hence

is succinct.

• Dec(mpk, 𝑓 ′, sk, x, ct) first checks if 𝑓 ′(x) = 1. If not, it outputs ⊥ and terminates.

Otherwise, the algorithm parses sk, ct as defined in KeyGen, Enc, computes

(for 𝑗 ∈ [𝑚]) ⟦ℓ𝑗⟧T ← −sk𝑗,1ct2 + sk𝑗,2 ©­«ct1 ⊗ ©­«
1

x
ª®¬ª®¬ ;

⟦𝜇′⟧T ←


1
𝑓 (x)Eval( 𝑓 , x, ⟦ℓ1, . . . , ℓ𝑚⟧T), if 𝑓 ′ = 𝑓≠0;

Eval( 𝑓 , x, ⟦ℓ1, . . . , ℓ𝑚⟧T), if 𝑓 ′ = 𝑓=0;
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and outputs (ct3 − ⟦𝜇′⟧T).

Correctness. By definition (see also Construction 5.1),

ℓ𝑗 = −sT𝑗AW(BT ⊗ I𝑛+1) ©­«r ⊗ ©­«
1

x
ª®¬ª®¬ + (sT𝑗AW + LT

𝑗 )
©­«BTr ⊗ ©­«

1

x
ª®¬ª®¬

= LT
𝑗

©­«BTr ⊗ ©­«
1

x
ª®¬ª®¬ = LT

𝑗

(
BTr ⊗ I𝑛+1

) ©­«
1

x
ª®¬ .

By Lemma 5.1, if we define

(L′1, . . . , L′𝑚) ← Garble( 𝑓 , rTB𝜶, rTB𝜷; rTBR),

where R is the randomness used to generate L𝑗 ’s, then

ℓ𝑗 = LT
𝑗

(
BTr ⊗ I𝑛+1

) ©­«
1

x
ª®¬ = (L′𝑗)

T ©­«
1

x
ª®¬ = 𝐿′𝑗 (x).

By the correctness of AKGS, we have

Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) = rTB𝜶𝑓 (x) + rTB𝜷.

In the two cases where decryption should succeed,

(if 𝑓 ′ = 𝑓≠0 and 𝑓 (x) ≠ 0) 𝜇′ = 1
𝑓 (x) (r

TB𝝁 𝑓 (x) + rTB0) = rTB𝝁;

(if 𝑓 ′ = 𝑓=0 and 𝑓 (x) = 0) 𝜇′ = rTB𝜶𝑓 (x) + rTB𝝁 = rTB𝝁.

Therefore, in both cases,

ct3 − ⟦𝜇′⟧T = 𝑔 + ⟦𝝁TBTr⟧T − ⟦rTB𝝁⟧T = 𝑔.

Minimizing Pairing Operations. The number of pairing operations in Dec appears to

depend on the garbling size of the policy and the attribute length. It can be reduced

to (2𝑘 + 3) as follows.46 Since Eval is linear in the labels, one can find 𝛾1, . . . ,𝛾𝑚 ∈ ℤ𝑝
(dependent on 𝑓 , x) such that

Eval( 𝑓 , x, ℓ1, . . . , ℓ𝑚) =
𝑚∑︁
𝑗=1

𝛾𝑗ℓ𝑗 .

46Syntactically, we use the pairing groups in black box, and there are only (2𝑘 + 3) elements of 𝔾1 in a

ciphertext and no element of 𝔾1 in a secret key, so the operations can always be regrouped to use at

most (2𝑘 + 3) pairing operations. The text below provides the concrete regrouping method.
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The computation of ⟦𝜇′⟧T can be rewritten as

⟦𝜇′⟧T =
𝑚∑︁
𝑗=1

𝛾𝑗⟦ℓ𝑗⟧T =
𝑚∑︁
𝑗=1

𝛾𝑗
©­«−sk𝑗,1ct2 + sk𝑗,2 ©­«ct1 ⊗ ©­«

1

x
ª®¬ª®¬ª®¬

= −
(
𝑚∑︁
𝑗=1

𝛾𝑗sk𝑗,1

)
ct2 +

(
𝑚∑︁
𝑗=1

𝛾𝑗sk𝑗,2

) ©­«I𝑘+1 ⊗
©­«

1

x
ª®¬ª®¬ ct1.

Note that ct1 and ct2 consist of (𝑘 + 1) and (𝑘 + 2) group elements respectively and

only these elements (of 𝔾1) take part in pairing. Therefore, the formula above only

uses (2𝑘 + 3) pairing operations.

There are further optimizations possible, such as appropriately choosing which of

the two source groups to use for the secret key to reduce the cost of exponentiation

in decryption.

Security. We state and prove the security of our KP-ABE.

Theorem 5.9 (¶). Suppose in Construction 5.6, the AKGS is piecewise secure (Defi-

nition 4.10) and MDDH𝑘 (Assumption 2.1) holds over GroupGen, then the resultant ABE

scheme is adaptively secure (Definition 2.2).

Proof (Theorem 5.9). Recall that in the security experiments, the adversary receives

the master public key, many secret keys, and a challenge ciphertext. Suppose the

queried keys are for 𝑓 ′1 , . . . , 𝑓
′
𝑄
and the challenge ciphertext encrypts one of 𝑔0, 𝑔1 with

attribute x. The constraint is 𝑓 ′𝑞(x) = 0 for all 𝑞 ∈ [𝑄], and we want to show that the

adversary cannot distinguish which of 𝑔0, 𝑔1 is encrypted.

The proof follows dual system encryption methodology (see Section 5.2.3). More

formally, we go through hybrids H𝑏1 ,H
𝑏
2.

• H𝑏1 proceeds identically to Exp
𝑏
PHFE (Definition 2.2), except that the challenge

ciphertext becomes

ct1 = ⟦ c ⟧1, ct2 =

��W ©­« c ⊗ ©­«
1

x
ª®¬ª®¬

��
1

, ct3 = 𝑔𝑏 + ⟦𝝁T c ⟧T,

where c is uniformly random outside the row space of B.
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• H𝑏2 proceeds identically to H
𝑏
1 , except that each queried key47 is garbled for

(𝝁 + 𝛿𝑞b⊥), i.e.,

(if 𝑓 ′𝑞 = 𝑓𝑞,≠0) 𝜶𝑞 ← 𝝁 + 𝛿𝑞 b⊥, 𝜷𝑞 ← 0;

(if 𝑓 ′𝑞 = 𝑓𝑞,=0) 𝜶𝑞
$← ℤ𝑘+1

𝑝 , 𝜷𝑞 ← 𝝁 + 𝛿𝑞 b⊥;

(L𝑞,1, . . . , L𝑞,𝑚𝑞
) $← Garble( 𝑓𝑞,𝜶𝑞,𝜷𝑞).

Here, b⊥ is a fixed vector such that Bb⊥ = 0 and cTb⊥ = 1, and 𝛿𝑞
$← ℤ𝑝 is fresh

per key.

We have the following claims.

Claim 5.10 (¶). Exp𝑏PHFE ≈ H
𝑏
1 reduces to MDDH𝑘 (Assumption 2.1) over 𝔾1.

Claim 5.11 (¶). H𝑏1 ≈ H
𝑏
2 reduces to the security of CP-1-ABE (Construction 5.5 instantiated

with gradually 2-simulation-secure Construction 5.1 using 𝔾2, which relies on the piecewise

security of AKGS and MDDH𝑘 over 𝔾2).

Claim 5.12 (¶). H0
2 ≡ H

1
2.

Once we prove them, we have Exp0
PHFE ≈ Exp

1
PHFE by hybrid argument. □

Proof (Claim 5.10). Let A be an efficient adversary distinguishing Exp𝑏PHFE and H
𝑏
1 , we

construct B against MDDH𝑘 over 𝔾1. Upon receiving MDDH𝑘 challenge ⟦B, cT⟧1 where

either cT = rTB or cT is random, B launches A(), receives the attribute length 1𝑛 from

it, samples A,W,𝝁, and sets

xpk =
(
⟦BT⟧1,W(⟦BT⟧1 ⊗ I𝑛+1)

)
, fpk = (⟦A⟧2, ⟦AW⟧2),

mpk = (⟦𝝁T⟧2⟦BT⟧1, xpk), msk = (fpk,𝝁).

It sends mpk to A and responds to the key queries normally. To respond to the

ciphertext challenge for one of 𝑔0, 𝑔1 with attribute x, our B sets

ct1 = ⟦c⟧1, ct2 = W ©­«⟦c⟧1 ⊗
©­«

1

x
ª®¬ª®¬ , ct3 = 𝑔𝑏 + ⟦𝝁T⟧2⟦c⟧1.

47In a typical dual system proof, the keys are switched one by one. In our case, we can change them

all at once since our 1-ABE is public-key.
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Lastly, it outputs whatever A outputs.

Clearly B is efficient. Note that in Exp𝑏PHFE, the exponents in ct2 are

W(BT ⊗ I𝑛+1)
©­«r ⊗ ©­«

1

x
ª®¬ª®¬ = W ©­«BTr ⊗ ©­«

1

x
ª®¬ª®¬ .

If cT = rTB, our B has simulated Exp𝑏PHFE for A. If cT is random, our B has (statistically

closely) simulated H𝑏1 for A — a uniformly random cT lies outside the row space of B

with overwhelming probability. Therefore, their advantages are negligibly close.

If MDDH𝑘 holds over 𝔾1, we have Exp𝑏PHFE ≈ H
𝑏
1 . □

Proof (Claim 5.11). Let b⊥ be such that Bb⊥ = 0 and cTb⊥ = 1 for the B used in the

master public key and the cT used in the challenge ciphertext. We set48

W = W̃ + (b⊥)T ⊗ Ŵ, 𝝁𝑞 = 𝝁 + 𝛿𝑞b⊥,

where W̃ $← ℤ
(𝑘+2)×(𝑘+1) (𝑛+1)
𝑝 , Ŵ $← ℤ

(𝑘+2)×(𝑛+1)
𝑝 , 𝝁 $← ℤ𝑘+1

𝑝 , and either 𝛿𝑞 = 0 (in H𝑏1 ) or

𝛿𝑞
$← ℤ𝑝 (in H𝑏2). Recall that to create a secret key for 𝑓

′
𝑞, we need to garble 𝑓 ′𝑞 with 𝝁𝑞.

Let 𝑚𝑞, 𝑚
′
𝑞 be the randomness dimension and the garbling size of 𝑓 ′𝑞. We set

(if 𝑓 ′𝑞 = 𝑓𝑞,≠0) 𝜶̃𝑞 ← 𝝁, 𝛼𝑞 ← 𝛿𝑞, 𝜷𝑞 ← 0, 𝛽𝑞 ← 0;

(if 𝑓 ′𝑞 = 𝑓𝑞,=0) 𝜶̃𝑞
$← ℤ𝑘+1

𝑝 , 𝛼𝑞
$← ℤ𝑝, 𝜷𝑞 ← 𝝁, 𝛽𝑞 ← 𝛿𝑞;

𝜶𝑞 =𝜶𝑞 +𝛼𝑞b⊥, 𝜷𝑞 = 𝜷𝑞 + 𝛽𝑞b⊥,

R̃𝑞
$← ℤ

(𝑘+1)×𝑚′𝑞
𝑝 , r𝑞 $← ℤ

𝑚′𝑞
𝑝 , R𝑞 = R̃𝑞 + b⊥rT𝑞,

(L̃𝑞,1, . . . , L̃𝑞,𝑚𝑞
) ← Garble( 𝑓 , 𝜶̃𝑞,𝜷𝑞; R̃𝑞),

(L̂𝑞,1, . . . , L̂𝑞,𝑚𝑞
) ← Garble( 𝑓 ,𝛼𝑞,𝛽𝑞; r𝑞),

(L𝑞,1, . . . , L𝑞,𝑚𝑞
) ← Garble( 𝑓 ,𝜶𝑞,𝜷𝑞; R𝑞).

By Lemma 5.1 and the linearity of Garble, we have L𝑞, 𝑗 = L̃𝑞, 𝑗 + b⊥ ⊗ L̂𝑞, 𝑗.

With the above preparation, we can describe the reduction. Let A be an efficient

adversary distinguishing H𝑏1 and H
𝑏
2, we construct B against the security of CP-1-ABE

48Components with hat will come from CP-1-ABE, and components with tilde will be sampled by the

reduction algorithm.
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(Construction 5.5 instantiated with gradually 2-simulation-secure Construction 5.1

using 𝔾2). The adversary B launches A(), receives the attribute length 1𝑛 from it, and

forwards 1𝑛 to the security experiment of CP-1-ABE. It receives m̂pk = (⟦A⟧2, ⟦AŴ⟧2).

The adversary B samples W̃,B, c,𝝁 and computes b⊥ as specified above. Note that

W(BT ⊗ I𝑛+1) = (W̃ + (b⊥)T ⊗ Ŵ) (BT ⊗ I𝑛+1)

= W̃(BT ⊗ I𝑛+1) + (b⊥)TBT ⊗ Ŵ = W̃(BT ⊗ I𝑛+1),

so B sets

xpk = (⟦BT⟧1, ⟦W̃(BT ⊗ I𝑛+1)⟧1), mpk = (⟦𝝁TBT⟧T, xpk).

It sends mpk to A and starts to respond to its queries and challenges. To respond to a

secret key query for 𝑓 ′𝑞, our B computes L̃𝑞,1, . . . , L̃𝑞,𝑚𝑞
as specified above, and queries

the security experiment of CP-1-ABE for a ciphertext for 𝑓 ′𝑞, which consists of

ict𝑞, 𝑗 = (⟦sT𝑞, 𝑗A⟧2, ⟦sT𝑞, 𝑗AŴ + L̂T
𝑞, 𝑗⟧2) for 𝑗 ∈ [𝑚𝑞].

It stitches the response as sk𝑞, 𝑗,1 = ⟦sT
𝑞, 𝑗

A⟧2 and

sk𝑞, 𝑗,2 = ⟦sT𝑞, 𝑗AW + LT
𝑞, 𝑗⟧2 = ⟦sT𝑞, 𝑗A(W̃ + (b

⊥)T ⊗ Ŵ) + L̃T
𝑞, 𝑗 + (b

⊥)T ⊗ L̂T
𝑞, 𝑗⟧2

= ⟦sT𝑞, 𝑗A⟧2W̃ + ⟦L̃T
𝑞, 𝑗⟧2 + (b⊥)T ⊗ ⟦sT𝑞, 𝑗AŴ + L̂T

𝑞, 𝑗⟧2.

To respond to the ciphertext challenge for one of 𝑔0, 𝑔1 with attribute x, our B queries

the security experiment of CP-1-ABE to obtain a secret key for x, which is Ŵ
(

1
x

)
. It

sets ct1 = ⟦c⟧1, ct3 = 𝑔𝑏 + ⟦𝝁Tc⟧T, and stitches ct2 by

W ©­«c ⊗ ©­«
1

x
ª®¬ª®¬ = (W̃ + (b⊥)T ⊗ Ŵ) ©­«c ⊗ ©­«

1

x
ª®¬ª®¬

= W̃ ©­«c ⊗ ©­«
1

x
ª®¬ª®¬ + (b⊥)Tc ⊗ Ŵ ©­«

1

x
ª®¬

(since cTb⊥ = 1) = W̃ ©­«c ⊗ ©­«
1

x
ª®¬ª®¬ + Ŵ ©­«

1

x
ª®¬ .

Lastly, B outputs whatever A outputs.
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Clearly B is efficient and only queries one secret key in the security experiments

of CP-1-ABE. If B is in (the multi-ciphertext version of) Exp0
1-ABE (𝛿𝑞 = 0 inside L̂𝑞, 𝑗 ’s),

then A is in H𝑏1 . Otherwise, B is in Exp1
1-ABE (𝛿𝑞

$← ℤ𝑝 inside L̂𝑞, 𝑗 ’s), then A is in H𝑏2.

Therefore, their advantages are the same. Since the CP-1-ABE is secure (Theorem 5.8),

we have H𝑏1 ≈ H
𝑏
2. □

Proof (Claim 5.12). Inspecting the appearances of 𝝁 in H0
2 and H

1
2, the master public

key leaks 𝝁TBT, the secret keys leak {𝝁 + 𝛿𝑞b⊥}𝑞, and the challenge ciphertext leaks

𝝁Tc. Consider the change of variable 𝝁 = 𝝁 + 𝛿b⊥ for 𝝁 $← ℤ𝑘+1
𝑝 and 𝛿

$← ℤ𝑝, then the

master public key leaks 𝝁TBT, the secret keys, {𝝁 + (𝛿𝑞 + 𝛿)b⊥}𝑞, and in the challenge

ciphertext, 𝛿 appears as

𝑔𝑏 + ⟦𝝁Tc⟧T = (𝑔𝑏 + ⟦𝛿⟧T) + ⟦𝝁Tc⟧T.

Since 𝛿 is perfectly hidden elsewhere (by 𝛿𝑞’s), it perfectly hides 𝑔𝑏 (hence 𝑏).

We conclude H0
2 ≡ H

1
2. □

5.7 Ciphertext-Policy ABE for ABP

In this section, we show how to construct CP-ABE using exactly the same method for

building KP-ABE. More specifically, in the first step, we simply regard our KP-ABE as

a KP-1-ABE. In the second step, we convert KP-1-ABE to a CP-ABE using dual system

encryption, similar to the transformation from CP-1-ABE to KP-ABE.

5.7.1 KP-1-ABE

We modify Construction 5.6 to obtain our KP-1-ABE,49 based on which we construct

our CP-ABE. In the modified Setup(gp, 1𝑛),

A $← ℤ
𝑘×(𝑘+2)
𝑝 , B $← ℤ

𝑘×(𝑘+1)
𝑝 , W $← ℤ

(𝑘+2)×(𝑘+1) (𝑛+1)
𝑝 , 𝝁

$← ℤ𝑘+1
𝑝 ,

xpk = (⟦BT⟧1, ⟦W(BT ⊗ I𝑛+1)⟧1), fpk = (⟦A⟧2, ⟦AW⟧2),

mpk = (⟦𝝁TBT⟧ 1 , xpk, fpk ), msk = (fpk,𝝁).

49The scheme in fact enjoys multi-key security, but we only need its 1-key security.
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The algorithm KeyGen(msk, 𝑓 ′) remains unchanged. In the modified Enc(mpk, x, 𝑔),

the message 𝑔 is now in ℤ𝑝, and the ciphertext ct = (ct1, ct2, ct3) is generated with

r $← ℤ𝑘
𝑝 as

ct1 = ⟦BT⟧1 r, ct2 = ⟦W(BT ⊗ I𝑛+1)⟧1
©­«r ⊗ ©­«

1

x
ª®¬ª®¬ , ct3 = ⟦𝑔⟧1 + ⟦𝝁TBT⟧ 1 r.

In the modified Dec(mpk, 𝑓 ′, sk, x, ct), the message is recovered as ⟦𝑔⟧T.

We change the encoding of 𝝁TBT and the last component of the ciphertext from

𝔾T to 𝔾1 so that we do not “use up” the pairing at encryption time. We also include

fpk in mpk, which will be useful for reductions in CP-ABE. It is straight-forward to

adapt the security proof of KP-ABE (Theorem 5.9) for these changes.

5.7.2 CP-ABE

We again use dual system encryption to lift KP-1-ABE to CP-ABE. Recall that the

transformation sets up the system by preparing (𝑘 + 1) instances of 1-ABE and

(𝑘 + 1) random messages (encrypted under 1-ABE and used to generate encapsulated

keys in ABE), and publishing a random projection of them. For example, during

the conversion from CP-1-ABE to KP-ABE, W is enlarged from (𝑘 + 2) × (𝑛 + 1) to

(𝑘 + 2) × (𝑘 + 1) (𝑛 + 1) and a fresh 𝝁 is sampled. In contrast, A is not enlarged and

is shared among all the (𝑘 + 1) instances. More precisely, it is the master secret key

being duplicated.

It turns out that the master secret key of KP-1-ABE is essentially the messages 𝝁,

not including fpk. This is confirmed by the inclusion of fpk in mpk. Therefore, in

CP-ABE, preparing (𝑘 + 1) instances of KP-1-ABE just means 𝝁 ∈ ℤ𝑘+1
𝑝 is enlarged to

U $← ℤ
(𝑘+1)×(𝑘+1)
𝑝 . Below, we call the set of messages 𝝂 in CP-ABE.

Ingredients of Construction 5.7. Let

• (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F ,

• GroupGen a pairing group sampler (Definition 2.5) over which MDDH𝑘 (Assump-

tion 2.1) holds.
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Construction 5.7 (CP-ABE). Define (see Definition 2.3)

Paramsgp = { 1𝑛 | 𝑛 ∈ ℕ }, 𝐹gp,1𝑛 = ℤ𝑛𝑝 ,

𝑋gp,1𝑛 = { 𝑓≠0, 𝑓=0 | 𝑓 ∈ F , 𝑓 : ℤ𝑛𝑝 → ℤ𝑝 }, 𝑌gp,1𝑛 = 𝔾T, 𝑃gp,1𝑛 (x, 𝑓 ′) = 𝑓 ′(x),

where 𝑝 is the group order in gp. Our CP-ABE scheme based on GroupGen operates as

follows.

• Setup(gp, 1𝑛) takes as input the group description gp and the attribute length 𝑛.

It samples and sets

A $← ℤ
𝑘×(𝑘+2)
𝑝 , B $← ℤ

𝑘×(𝑘+1)
𝑝 , D $← ℤ

𝑘×(𝑘+1)
𝑝 ,

W $← ℤ
(𝑘+2)×(𝑘+1) (𝑛+1)
𝑝 , U $← ℤ

(𝑘+1)×(𝑘+1)
𝑝 , 𝝂

$← ℤ𝑘+1
𝑝 ,

xpk = (⟦BT⟧1, ⟦W(BT ⊗ I𝑛+1)⟧1), fpk = (⟦A⟧2, ⟦AW⟧2),

mpk = (⟦D⟧2, ⟦DU⟧2, ⟦D𝝂⟧T, fpk), msk = (⟦UBT⟧1, xpk,𝝂).

The algorithm outputs (mpk,msk).

• KeyGen(msk, x) samples r $← ℤ𝑘
𝑝 and sets

sk1 = ⟦BT⟧1 r, sk2 = ⟦W(BT ⊗ I𝑛+1)⟧1
©­«r ⊗ ©­«

1

x
ª®¬ª®¬ , sk3 = ⟦𝝂⟧1 + ⟦UBT⟧1 r.

It outputs sk = (sk1, sk2, sk3).

• Enc(mpk, 𝑓 ′, 𝑔) samples t $← ℤ𝑘
𝑝 and sets

⟦uT⟧2 = tT⟦DU⟧2, ct0,1 = tT⟦D⟧2, ct0,2 = 𝑔 + tT⟦D𝝂⟧T.

It garbles 𝑓 ′ with ⟦u⟧2 by

(if 𝑓 ′ = 𝑓≠0) 𝜶← u, 𝜷 ← 0;

(if 𝑓 ′ = 𝑓=0) 𝜶
$← ℤ𝑘+1

𝑝 , 𝜷 ← u;

⟦L1, . . . , L𝑚⟧2
$← Garble( 𝑓 , ⟦𝜶⟧2, ⟦𝜷⟧2).

The algorithm then samples s𝑗 $← ℤ𝑘
𝑝 for 𝑗 ∈ [𝑚] and sets

ct𝑗,1 = sT𝑗⟦A⟧2, ct𝑗,2 = sT𝑗⟦AW⟧2 + ⟦LT
𝑗⟧2.

It outputs ct = (ct0,1, ct0,2, ct1,1, ct1,2, . . . , ct𝑚,1, ct𝑚,2).
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• Dec(mpk, x, sk, 𝑓 ′, ct) first checks if 𝑓 ′(x) = 1. If not, it outputs ⊥ and terminates.

Otherwise, the algorithm parses sk, ct as defined in KeyGen, Enc, computes

(for 𝑗 ∈ [𝑚]) ⟦ℓ𝑗⟧T ← −ct𝑗,1sk2 + ct𝑗,2
©­«sk1 ⊗

©­«
1

x
ª®¬ª®¬ ;

⟦𝜇′⟧T ←


1
𝑓 (x)Eval( 𝑓 , x, ⟦ℓ1, . . . , ℓ𝑚⟧T), if 𝑓 ′ = 𝑓≠0;

Eval( 𝑓 , x, ⟦ℓ1, . . . , ℓ𝑚⟧T), if 𝑓 ′ = 𝑓=0;

and outputs (ct0,2 + ⟦𝜇′⟧T − ct0,1sk3).

Correctness and Efficiency. Note that sk1, sk2 of this scheme correspond to ct1, ct2 in

Construction 5.6 (KP-ABE) and ct𝑗,1, ct𝑗,2 correspond to sk𝑗,1, sk𝑗,2 for 𝑗 ∈ [𝑚], except

that ct𝑗,1, ct𝑗,2 are generated with the master secret 𝝁 in KP-ABE replaced by UTDTt. By

the same argument for KP-ABE correctness, we have 𝜇′ = rTBUTDTt if decryption is

authorized. Therefore,

ct0,2 + ⟦𝜇′⟧T − ct0,1sk3 = 𝑔 + ⟦tTD𝝂⟧T + ⟦rTBUTDTt⟧T − ⟦tTD⟧2⟦𝝂 + UBTr⟧1 = 𝑔,

i.e., the scheme is correct. Similarly to our KP-ABE, the number of pairing operations

in the decryption algorithm can be reduced to (3𝑘 + 4).

Security. We state and prove the security of our CP-ABE.

Theorem 5.13 (¶). Suppose in Construction 5.7, the AKGS is piecewise secure (Defi-

nition 4.10) and MDDH𝑘 (Assumption 2.1) holds over GroupGen, then the resultant ABE

scheme is adaptively secure (Definition 2.2).

Similarly to the proof for KP-ABE (Theorem 5.9), we first switch tTD in the challenge

ciphertext to random cT. This corresponds to a fresh uT = cTU used as the 𝝁T in KP-

1-ABE and a fresh encapsulated key cT𝝂 encrypted under this KP-1-ABE instance. By

KP-1-ABE security, cT𝝂 is hidden, which in turn hides the message in CP-ABE.

Proof (Theorem 5.13). We go through hybrids H𝑏1 ,H
𝑏
2.

• H𝑏1 proceeds identically to Exp
𝑏
PHFE, except that when generating the challenge

ciphertext, we set

⟦uT⟧2 = ⟦ cT U⟧2, ct0,1 = ⟦ cT ⟧2, ct0,2 = 𝑔𝑏 + ⟦ cT 𝝂⟧T,
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where c is uniformly random outside the row space of D and the rest of the

procedure to generate the ciphertext proceeds normally.

• H𝑏2 proceeds identically to H
𝑏
1 , except that in each queried key,

sk3 = ⟦𝝂 + 𝛿𝑞 d⊥ + UBTr𝑞⟧1.

Here, d⊥ is a fixed vector such that Dd⊥ = 0 and cTd⊥ = 1, and 𝛿𝑞
$← ℤ𝑝 is fresh

per key.

We have the following claims.

Claim 5.14 (¶). Exp𝑏PHFE ≈ H
𝑏
1 reduces to MDDH𝑘 (Assumption 2.1) over 𝔾2.

Claim 5.15 (¶). H𝑏1 ≈ H
𝑏
2 reduces to the security of KP-1-ABE (Section 5.7.1), which relies on

the piecewise security of AKGS and MDDH𝑘 over GroupGen (Theorem 5.9).

Claim 5.16 (¶). H0
2 ≡ H

1
2.

Once we prove them, we have Exp0
PHFE ≈ Exp

1
PHFE by hybrid argument. □

Proof (Claim 5.14). This is analogous to the proof of Claim 5.10. Let A be an efficient

adversary distinguishing Exp𝑏PHFE and H𝑏1 , we construct B against MDDH𝑘 over 𝔾2.

Upon receiving MDDH𝑘 challenge ⟦D, cT⟧2 where either cT = tTD or cT is random, our

B launches A(), receives the attribute length 1𝑛 from it, and sets up the system using

⟦D⟧2, sampling and computing everything else as required. It sends mpk to A and

responds to the key queries normally. To respond to the ciphertext challenge for one

of 𝑔0, 𝑔1 with policy 𝑓 ′, our B sets

⟦uT⟧2 = ⟦cT⟧2U, ct0,1 = ⟦cT⟧2, ct0,2 = 𝑔𝑏 + ⟦cT⟧2⟦𝝂⟧1,

and continues the encryption procedure from there. Lastly, it outputs whatever A

outputs.

Clearly B is efficient. If cT = tTD, our B has simulated Exp𝑏PHFE for A. Otherwise,

cT is random, and B has (statistically closely) simulated H𝑏1 for A. Therefore, their

advantages are negligibly close.

If MDDH𝑘 holds over 𝔾2, we have Exp𝑏PHFE ≈ H
𝑏
1 . □
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Proof (Claim 5.15). This is analogous to the proof of Claim 5.11. Let d⊥ be such that

Dd⊥ = 0 and cTd⊥ = 1 for D in the master public key and cT in the challenge ciphertext.

We set

U = Ũ + d⊥𝝁T, Ũ $← ℤ
(𝑘+1)×(𝑘+1)
𝑝 , 𝝁

$← ℤ𝑘+1
𝑝 , 𝝂𝑞 = 𝝂 + 𝛿𝑞d⊥,

where 𝝁 comes from KP-1-ABE, and 𝛿𝑞 = 0 or 𝛿𝑞
$← ℤ𝑝 for each key queried.

Let A be an efficient adversary distinguishing H𝑏1 and H
𝑏
2, we construct B against

the security of KP-1-ABE (Section 5.7.1 and Theorem 5.9). The adversary B launchesA(),

receives the attribute length 1𝑛 from it, and forwards 1𝑛 to the security experiment of

KP-1-ABE. It receives m̂pk = (⟦𝝁TBT⟧1, xpk, fpk), where

xpk = (⟦B⟧1, ⟦W(BT ⊗ I𝑛+1)⟧1), fpk = (⟦A⟧2, ⟦AW⟧2).

The adversary B samples D, c, Ũ,𝝂 and computes d⊥. Note that

DU = DŨ + Dd⊥𝝁T = DŨ,

so B sets mpk = (⟦D⟧2, ⟦DŨ⟧2, ⟦D𝝂⟧T, fpk), sends it to A, and starts to respond to its

queries and challenges. To respond to a key query for x𝑞, our B queries the security

experiment of KP-1-ABE for a ciphertext

ĉt𝑞,1 = ⟦BTr𝑞⟧1, ĉt𝑞,2 =

��W ©­«BTr𝑞 ⊗ ©­«
1

x𝑞

ª®¬ª®¬
��

1

, ĉt𝑞,3 = ⟦𝝁TBTr𝑞 + 𝛿𝑞⟧1.

It sets sk𝑞,1 = ĉt𝑞,1, sk𝑞,2 = ĉt𝑞,2, and stitches sk𝑞,3 by

sk𝑞,3 = ⟦𝝂𝑞 + UBTr𝑞⟧1 = ⟦𝝂 + 𝛿𝑞d⊥ + ŨBTr𝑞 + d⊥𝝁TBTr𝑞⟧1

= ⟦𝝂⟧1 + Ũ⟦BTr𝑞⟧1 + d⊥⟦𝝁TBTr𝑞 + 𝛿𝑞⟧1.

To respond to the ciphertext challenge for one of 𝑔0, 𝑔1 with policy 𝑓 ′, our B queries

the security experiment of KP-1-ABE for a secret key for 𝑓 ′, receiving

ŝk𝑗,1 = ⟦sT𝑗A⟧2, ŝk𝑗,2 = ⟦sT𝑗AW + L̂T
𝑗⟧2,

where 𝑓 ′ is garbled with 𝝁 to get L̂1, . . . , L̂𝑚. Note that

uT = cTU = cTŨ + cTd⊥𝝁T = cTŨ + 𝝁T,
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so B can garble 𝑓 ′ with cTŨ to obtain L̃1, . . . , L̃𝑚 and stitch the response as

ct0,1 = ⟦cT⟧2, ct0,2 = 𝑔𝑏 + ⟦cT𝝂⟧T, ( 𝑗 ∈ [𝑚]) ct𝑗,1 = ŝk𝑗,1, ct𝑗,2 = ŝk𝑗,2 + ⟦L̃T
𝑗⟧2.

The linearity of Garble guarantees that the result is well-distributed. Lastly, B outputs

whatever A outputs.

Clearly B is efficient and it makes at most one secret key query in the security

experiments of KP-1-ABE. If B is in Exp0
1-ABE, it has simulated H

𝑏
1 for A. Otherwise, B is

in Exp1
1-ABE and has simulated H

𝑏
2 for A. Therefore, the two have the same advantage.

By KP-1-ABE security, H𝑏1 ≈ H
𝑏
2. □

Proof (Claim 5.16). This is analogous to the proof of Claim 5.12. Observe that 𝝂 appears

in mpk as D𝝂, in sk’s as {𝝂 + 𝛿𝑞d⊥}𝑞, and in the challenge ciphertext as cT𝝂. Consider

the change of variable 𝝂 = 𝝂̃ + 𝛿d⊥, then in mpk we only use D𝝂̃, in sk’s we only use

{𝝂̃ + (𝛿𝑞 + 𝛿)d⊥}𝑞, and in the challenge ciphertext the message appears as

𝑔𝑏 + ⟦cT𝝂⟧T = (𝑔𝑏 + ⟦𝛿⟧T) + ⟦cT𝝂̃⟧T,

which means 𝑔𝑏 (thus 𝑏) is perfectly hidden. We conclude H0
2 ≡ H

1
2. □

5.8 Further Discussions

Here are some further comments about the research around [LL20c,LL20d].

Generic Compiler. Theorem 5.2 shows that selective IND-CPA and gradual simulation

security are not existentially separated. Its proof is in [LL20d]. The generically lifted

scheme from [ABDP15] can also be used to construct CP-1-ABE, KP-ABE, and CP-ABE.

Other than lesser efficiency, that route also leads to non-ergonomic reductions when

performing dual system encryption.

Opening Up Abstraction. One might ask whether this chapter truly is within the

general paradigm, as we use dual system encryption for lifting 1-ABE to ABE. Instead

of answering this question, I cast the research of this chapter as an ablation study of

the framework.
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What purpose does IPFE serve in each phase of constructing an ABE scheme?

In Chapter 4, IPFE was regarded as an all-in-one tool for obtaining ABE from linear

garbling. The current chapter provides a refined understanding. In the case of 1-ABE

for ABP,50 IPFE provides i) the secure evaluation of garbling, allowing the choices of

input and function to be separate while enabling the computation when components

are put together. When converting from 1-ABE to ABE, two things are in effect —

one must ii) rerandomize the garbling properly and iii) compute the rerandomized

labels securely. In Chapter 4, the three items are achieved by function-hiding, DDH,

function-hiding. In the current chapter, they are achieved by simulation security, DDH,

“nothing”. From this we deduce that function-hiding (hiding both key and plaintext

vectors) is not essential to the paradigm, as i) needs one-side security (hiding just the

plaintext vectors) and iii) does not require any security from IPFE.51

I came to know (the name of) dual system encryption method at the beginning of

the research of Chapter 4, but could not construct schemes using it at that time — it

was way too complex for me at that time. Some time after completing the research of

Chapter 4, a lightbulb suddenly clicked in my head and I started to understand dual

system encryption (the version using MDDH in prime-order pairing groups) through

the lens of IPFE — I regarded it as a method to rerandomize without the power of

IPFE. Moreover, the version using MDDH boils down to projective hash functions

(hash proof systems).

A common wisdom in computer science is to understand one level below one’s

day-to-day abstraction. Chapters 4 and 5 show an example of such. The abstraction

of IPFE has taught us one way to construct ABE. Opening it up has enabled us to

analyze its purposes. Replacing parts of it by other well-established methods has made

the ABE scheme much more efficient. Although we eventually arrive at a scheme

reachable purely using dual system encryption, it is the abstraction of IPFE that paved

its way. Furthermore, we still use IPFE in the step of constructing 1-ABE to simplify

50The case of uniform computation is more complex — even for 1-ABE, the computed garbling is only

computationally secure.
51In the current chapter, it relies on the structure of the keys of the specific 1-ABE schemes used.
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its presentation.

To make my case for learning through abstraction, then opening it up for improvement,

I present the next two points.

Improved Exposition of Dual System Encryption for CP-ABE. In many dual-system

CP-ABE, the proof considers more than two forms (normal and semi-functional) of

keys. For example, the CP-ABE in [KW20] uses normal, pseudo-normal, pseudo-semi-

functional, semi-functional forms. Their reason52 of having to consider four forms is

that their CP-ABE security proof is by reduction to their core 1-ABE (corresponding

to our CP-1-ABE), and the transition with pseudo forms essentially redoes a KP-ABE

proof.

The proof of our CP-ABE (Construction 5.7) does not explicitly use four forms

of keys, because we are reducing to KP-(1-)ABE security. Let P/N/SF mean pseudo,

normal, semi-functional. If we open up the proof of the reduced-to KP-ABE security

inside the CP-ABE proof, then in Construction 5.7 and its proofs:

• an N secret key uses sk1 = ⟦BTr⟧1 and puts 𝝂 in sk3;

• a PN secret key uses truly random sk1 and puts 𝝂 in sk3;

• a PSF secret key uses truly random sk1 and puts (𝝂 + 𝛿d⊥) in sk3;

• an SF secret key uses sk1 = ⟦BTr⟧1 and puts (𝝂 + 𝛿d⊥) in sk3.

The transitions N→ PN and PSF→ SF are (forward and backward applications of)

Claim 5.10, and that from PN to PSF is Claims 5.11 and 5.12 — all of those claims are

part of our KP-ABE security proof. We can fully abstract them away, so our CP-ABE

proof goes directly from N to SF in Claim 5.15. I regard this as an improved exposition

for dual system encryption.

52There are other reasons, such as using bilinear entropy expansion for unbounded ABE. The point

here is that pseudo forms can be encapsulated during the proof of CP-ABE. In contrast, the entropy-

expanded form necessarily appears in an ABE security proof.
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Efficiency Comparison with Certain Dual-System CP-ABE. There is a curious effi-

ciency difference between our CP-ABE (Construction 5.7) and the CP-ABE in [KW20].53

Specifically, we are interested in how size-efficient a CP-ABE scheme is compared to

its corresponding KP-ABE scheme.

When relying on MDDH𝑘, the shapes of the public matrices are often 𝑘 × (𝑘 + 𝑟)

for various 𝑟 ≥ 0. Roughly speaking, 𝑟 is the amount of programming space available

during the security proof. Typical values of 𝑟 are 0, 1, 𝑘, 2𝑘. A larger 𝑟 means larger

components. Therefore, we are interested in the change of 𝑟 from KP-ABE to CP-ABE.

Our CP-1-ABE / KP-ABE / CP-ABE (Constructions 5.5, 5.6, and 5.7) have redundancy

2 / 2, 1 / 2, 1, 1 in A / A,B / A,B,D. Here, 2 in A is for simulating two labels at one

time (embedding two instances of OTP-IPFE in CP-1-ABE), 1 in B for embedding one

instance of CP-1-ABE in KP-ABE, and 1 in D for embedding one instance of KP-(1-)ABE

(𝝁) in CP-ABE (U). Compared to KP-ABE, our CP-ABE has one additional public matrix

with redundancy 1. In particular, the size dependency on 𝑘 of a key in our CP-ABE is

the same asthe same as that of a ciphertext in our KP-ABE.

In [KW19,KW20], their 1-ABE has redundancy 0, because its security is proven by

guessing reductions, and no embedding of smaller instances is needed. Their KP-ABE

has redundancy 1 in their A (corresponding to our B), for embedding one instance

of 1-ABE. Their CP-ABE, however, has redundancy 1, 𝑘 in their B,A. The B in their

CP-ABE corresponds to our B. The A in their CP-ABE plays the roles of our A,D. It

appears to me that the direct reduction to 1-ABE, whose secret is 𝑘-dimensional (see

w in [KW19; Section 5.4]), necessitated the large redundancy 𝑘 in their construction.

Regardless of the reason, the size dependency on 𝑘 of a key in their CP-ABE is twicetwice

that of a ciphertext in their KP-ABE.

A quick survey into other dual-system ABE in prime-order pairings reveals that

in many works, the redundancy increases by (𝑘 − 1) from KP-ABE to CP-ABE. This

happens for ABE for branching programs in [GW20b; Appendices H and J] (from 1

to 𝑘) and ABE for monotone span programs in [CGKW18b; Sections 7 and 8] (from

53Results-wise, the closest would be Section 6.9 of [AT20], but the constants inside the latter is not

easily identifiable.
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(𝑘 + 1) to 3𝑘). The notable exception is [CGW15], where KP-/CP-ABE schemes have the

same level of redundancy. This last work is also by direct reduction to the core 1-ABE

(predicate encodings), but its core 1-ABE secret is 1-dimensional, which might be the

reason why the redundancy did not get bumped up.

Since I have not talked to the authors on this question, it is unclear to me why

the over-increased redundancy. In any case, it should be possible to shave a factor

of 2 from the secret key size of the CP-ABE scheme of [KW20] by shrinking its A to

𝑘 × (𝑘 + 1) and using a separate public matrix for projecting its U0.54 Note that this

is about reducing blow-up in CP-ABE compared to KP-ABE, which is orthogonal to

improving ABE to succinct.

54This would correspond to forming their core 1-ABE using a public-key encryption, which becomes

exactly a CP-1-ABE. The modified version of their CP-ABE is the same as going from their CP-1-ABE to

KP-ABE to CP-ABE as done in this chapter.
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CHAPTER 6

Succinct KP-ABE for Circuits and

Doubly Succinct CP-ABE for Formulae
(Pairing-Based IPFE, Noisy Linear Garbling)

This chapter is an overhaul of [LLL22b,LLL22a].55

In this chapter, we show how to compose pairing-based IPFE and lattice-based

garbling to obtain ABE with new efficiency characteristics. We obtain KP-ABE for

circuits with constant-size keys, independent of the circuit depth, and CP-ABE for

formulae with double succinctness. In addition, we prove adaptive security under

suitable assumptions, which was unknown for lattice-based ABE except for limited

classes of policies.

6.1 Introduction

In Chapter 5, we have constructed ABE whose x-part is succinct. There are also

known schemes with succinct 𝑓 -part. It is natural to ask for succinctness on both

parts. How close can we get to the ideal efficiency of having both constant-size keys

and ciphertexts? Despite tremendous effort, the state-of-the-art is still far from ideal.

Current ABE schemes with either succinct keys or succinct ciphertexts can be broadly

classified as follows (see Figures 6.1 and 6.2).

• The work of [BGG+14], based on LWE, built KP-ABE for polynomial-size circuits

with succinct keys |sk𝑓 | = poly(𝑑) and ciphertexts of size |ctx | = |x| poly(𝑑), where

𝑑 is the maximum depth of the circuit.56

55Hanjun Li, Huijia Lin, Ji Luo: ABE for Circuits with Constant-Size Secret Keys and Adaptive Security,

© 2022 IACR, DOI 10.1007/978-3-031-22318-1_24.
56Polynomial factors in the security parameter is ignored in this overview.

https://doi.org/10.1007/978-3-031-22318-1_24
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|ctx |

O(1)

O( |x|)

|x| poly(𝑑)

O( | 𝑓 |)

poly( | 𝑓 |, |x|)

|sk𝑓 |
O(1) O( |x|) poly(𝑑) O( | 𝑓 |) O( | 𝑓 | · |x|)

ideal

this chapter
(circuits)

[BGG+14]
(circuits)

[AT20]

[YAHK14,Att16,AT20]
and Chapter 4

[ALdP11,YAHK14,Tak14,
Att16,ZGT+16,AT20]
and Chapter 5

Figure 6.1. Efficiency comparison among KP-ABE schemes.
The shaded region highlights succinctness for |ctx | and |sk𝑓 |.
This chapter and [BGG+14] are KP-ABE schemes for circuits.
The rest of the schemes are for low-depth computation.

|ct𝑓 |

O(1)

O( |x|)

poly( |x|)

O( | 𝑓 |)

O( | 𝑓 | · |x|)

|skx |
O(1) O( |x|) O( | 𝑓 |) poly( | 𝑓 |, |x|)

ideal

this chapter

[AY20,AWY20]

[Att16,AT20] and Chapter 5

[YAHK14,Att16,AT20] and Chapter 4

[AT20]

Figure 6.2. Efficiency comparison among CP-ABE schemes.
The shaded region highlights succinctness for |ct𝑓 | and |skx |.
All the schemes shown here are for low-depth computation.
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• Several works ([ALdP11,YAHK14,Tak14,Att16,ZGT+16,AT20] and Chapter 5), based

on pairing, constructed KP-ABE and CP-ABE for low-depth computations with

either constant-size secret keys or constant-size ciphertexts, i.e., either |sk| = O(1)

or |ct| = O(1), at the cost of the other component being much larger, of

size Ω( | 𝑓 | · |x|).

• The recent works of [AY20,AWY20] constructed CP-ABE for Boolean formulae

with succinct ciphertexts |ct𝑓 | = Θ( |x|) and compact keys |skx | = Θ( |x|). These

schemes are based on LWE and strong assumptions on pairing groups — either

the generic (pairing) group model [AY20] or knowledge assumptions [AWY20].

In this chapter, we set out to improve the state-of-the-art towards the direction of ideal

efficiency. We observe that though there are ABE schemes for low-depth computations

with constant-size keys, we do not have such ABE for general circuits. We ask:

Can we construct ABE for circuits with constant-size keys?

Furthermore, all of the aforementioned schemes have either succinct keys or succinct

ciphertexts, but never both at the same time. If we were to eventually achieve ideal

efficiency, we would have to first overcome the intermediate barrier of simultaneously

having succinct keys and ciphertexts — we refer to this as double succinctness. We thus

ask:

Can we construct ABE for expressive policies with

both succinct keys and succinct ciphertexts?

We note that the questions above are unanswered even when assuming the strong

primitive of indistinguishability obfuscation (𝑖O). Several works [GGH+13a,GGSW13,

KNTY19] constructed ABE for circuits (or even functional encryption for circuits) using

indistinguishability obfuscation or related primitives. However, they all have large

secret keys of size poly( | 𝑓 |). The only work [GKP+13a] that manages to obtain ABE for

RAM with constant-size keys relies on a strong primitive called extractable witness

encryption, which however lacks provably secure instantiation.
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Our Results. We address both questions. For the former, we construct the first KP-ABE

scheme for circuits with constant-size keys while keeping the ciphertext size the same

as in [BGG+14]. Concretely, each secret key consists of only 3 group elements. For the

latter, we present the first CP-ABE scheme for Boolean formulae achieving double

succinctness — it has constant-size keys and succinct ciphertexts. Concretely, each

secret key consists of only 2 group elements. Both constructions rely on LWE and the

generic (pairing) group model, similar to [AY20].

Construction 6.2 (KP-ABE). Assuming LWE, in the generic (pairing) group model, there

is a KP-ABE for circuits that achieves selective security and has key size |sk𝐶 | = poly(𝜆)

(concretely, containing 3 group elements) and ciphertext size |ctx | = |x| poly(𝜆, 𝑑), where 𝑑

is the maximum depth of the policy circuits.

Construction 6.5 (CP-ABE). Assuming LWE, in the generic (pairing) group model, there

is a CP-ABE for Boolean formulae that achieves very selective security and has constant-

size keys |skx | = poly(𝜆) (concretely, containing 2 group elements) and ciphertexts of size

|ct𝑓 | = |x|2 poly(𝜆) independent of the formula size | 𝑓 |.

Additional Contribution — Adaptive Security. The standard security property of

ABE is collusion resistance, which stipulates that no information of the message 𝜇

encrypted in a ciphertext should be revealed even when multiple secret keys are

issued, as long as none of the keys alone is authorized to decrypt the ciphertext.

Adaptive security requires collusion resistance to hold even when attributes and

policies tied to the challenge ciphertext and the secret keys are chosen adaptively

by the adversary. The weaker selective security restricts the adversary to commit

to the attribute (in KP-ABE) or the policy (in CP-ABE) associated with the challenge

ciphertext before seeing any parameters of the system, and very selective security

further requires all attributes and policies in both the challenge ciphertext and the

secret keys to be chosen statically.

Adaptive security guards against more powerful adversaries than selective security.

It is known that the latter implies the former at the cost of subexponential hardness

assumptions via complexity leveraging. However, complexity leveraging is undesirable

not only because it requires subexponential hardness, but also because it requires
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scaling the security parameter to be polynomial in the length of the information to

be guessed, 𝜆 = Ω(poly( |𝑥|)) in KP-ABE or 𝜆 = Ω(poly( | 𝑓 |)) in CP-ABE. Consequently,

complexity leveraging is not a viable solution when aiming for constant-size keys, as

key size poly(𝜆) would already depend on |𝑥| or | 𝑓 |.

Instead, we show that in our constructions of KP- and CP-ABE, if assume adaptive

LWE instead of plain LWE, then they achieve adaptive security and our reduction only

incurs a polynomial amount of security loss. The adaptive LWE assumption [QWW18]

postulates that LWE samples of the form {sT(A𝑖 − x[𝑖]G) + eT
𝑖
}𝑖 are pseudorandom,

even if the adversary adaptively chooses x depending on the random matrices {A𝑖}𝑖.

Theorem (adaptive security). Assuming the polynomial hardness of adaptive LWE

(instead of LWE), in the generic (pairing) group model, Constructions 6.2 and 6.5 (KP-ABE

and CP-ABE) are adaptively secure.

In the literature, the ABE schemes for circuits based on lattices [GVW12,BGG+14]

achieve only selective security (without complexity leveraging). Adapting it to

have adaptive security has remained a technical barrier, except for very limited

classes of policies such as 3-CNF [Tsa19]. Alternatively, there are schemes based

on indistinguishability obfuscation or functional encryption for all circuits that are

adaptively secure [Wat15,KNTY19], but requiring stronger assumptions. Our technique

can be viewed as making the lattice-based schemes adaptively secure when combined

with pairing. Note that this is non-trivial. For instance, the recent CP-ABE schemes

in [AY20,AWY20] that combine [BGG+14] with pairing groups inherit the selective

security of the former (even when assuming adaptive LWE).

For follow-up discussion on adaptive LWE, see Section 6.8.

6.2 Technical Overview

High-Level Ideas. Let’s focus on our KP-ABE scheme for circuits first. The first known

construction of KP-ABE for circuits from LWE [GVW13] has keys of size | 𝑓 | poly(𝜆, 𝑑).

The scheme of [BGG+14] reduces the key size to poly(𝜆, 𝑑). Both schemes achieve

only selective security because they rely on the lattice trapdoor simulation techniques.
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Consider the BGG+ scheme. Its ciphertext encodes the attribute x and the message 𝜇

as follows:

sTA + (e′)T, sT
( B︷         ︸︸         ︷
(A1, . . . ,Aℓ ) − x ⊗ G

)
+ eT, sTz + 𝑒 + 𝜇⌊𝑞/2⌉.

One can homomorphically evaluate any circuit 𝑓 on the attribute encoding to obtain

(sT(B𝑓 − 𝑓 (x)G) + eT
𝑓
). To decrypt, the secret key sk𝑓 simply is a short vector r𝑓 satisfying

(A,B𝑓 )r𝑓 = z, which can be sampled using a trapdoor of A. This approach however

has two drawbacks.

• Difficulty Towards Constant-Size Keys.Difficulty Towards Constant-Size Keys. The short vector r𝑓 contained in the

secret key sk𝑓 has size poly(𝜆, 𝑑). This is because it has dimension 𝑚 = 𝑛⌈log2 𝑞⌉

for log2 𝑞 = poly(𝜆, 𝑑) and entries of magnitude exponential in 𝑑.

• Difficulty Towards Adaptive Security.Difficulty Towards Adaptive Security. The security proof relies on the ability

to simulate trapdoors for matrices (A,B𝑓 ) corresponding to the secret keys

unauthorized to decrypt the challenge ciphertext with attribute x, i.e., 𝑓 (x) = 1.

However, to do so, the current technique plants x in the public matrices A𝑖’s (in

mpk), leading to selective security. Note that even with the stronger adaptive

LWE assumption, it is unclear how to simulate these trapdoors in another way.

(However, see Section 6.8 for a follow-up discussion on adaptive LWE.)

Towards constant-size keys and adaptive security, our construction circumvents the use

of lattice trapdoors altogether. At a high level, we turn our attention to a much weaker

lattice primitive called attribute-based laconic function evaluation (AB-LFE) [QWW18],

and lift it to a KP-ABE scheme for circuits using pairing. AB-LFE is an interactive

protocol. A receiver sends a digest of a function, which is exactly the matrix B𝑓 in

BGG+. The sender then encodes the attribute x and message 𝜇 as follows:

sT(B − x ⊗ G) + eT, sTB𝑓 r + 𝑒 + 𝜇⌊𝑞/2⌉.

Here, r = G−1(a) is the bit decomposition of a random vector a. Security guarantees

that the encoding reveals 𝜇 only when 𝑓 (x) = 0. At a first glance, the LFE encoding

appears to be the same as BGG+, but the novelty is in the details. Since the LFE

encoding can depend on B𝑓 (and hence 𝑓 ), it can be generated without using
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lattice trapdoors — the short vector r sampled first, and B𝑓 r computed next. When

𝑓 (x) = 1, the hiding of 𝜇 follows directly from the pseudorandomness of LWE samples

(sT(B − x ⊗ G) + eT) and (sTa + 𝑒). When x is adaptively chosen, security follows

naturally from adaptive LWE.

However, AB-LFE is able to avoid lattice trapdoor only because it is significantly

weaker than ABE, or even 1-key ABE: i) its message encoding depends on B𝑓 (unknown

at ABE encryption time), and ii) it is only secure for a single function. Our next

challenge is lifting AB-LFE back to full ABE, for which we use pairing.

More specifically, we first modify the AB-LFE scheme of [QWW18] to obtain a

weakly nearly linear secret sharing scheme for circuits. It contains two parts:

Lx = sT(B − x ⊗ G) + eT (mod 𝑞),

𝐿𝑓 = sT⌊B𝑓 r · 𝑝/𝑞⌉ + 𝜇⌊𝑝/2⌉ (mod 𝑝).

Note that we round B𝑓 r from modulus 𝑞 of poly(𝜆, 𝑑) bits to 𝑝 of poly(𝜆) bits so

that the component 𝐿𝑓 dependent on 𝑓 and 𝜇 has constant size, which is crucial

towards constant-size ABE keys. To solve the problem that 𝐿𝑓 requires knowledge

of B𝑓 unknown at encryption time, we use a pairing-based inner-product functional

encryption (IPFE) to compute 𝐿𝑓 in the exponent, by viewing it as an inner product

𝐿𝑓 = ⟨(sT, 𝜇), (⌊B𝑓 r · 𝑝/𝑞⌉, ⌊𝑝/2⌉)⟩,

where the two vectors are known respectively at ABE encryption and key generation

time. To overcome that AB-LFE only guarantees security for a single 𝐿𝑓 . We follow

the idea of [AY20,AWY20] to compute 𝛿𝑓 · 𝐿𝑓 in the exponent instead, where 𝛿𝑓 is an

independent and random scalar chosen at key generation time. In the GGM, the

presence of 𝛿𝑓 ’s prevents adversaries from meaningfully “combining” information

from multiple 𝐿𝑓 ’s for different 𝑓 ’s.

Comparison with [AY20,AWY20]. Our way of combining lattice-based LSS with pairing-

based IPFE differs from that of [AY20,AWY20], in order to address unique technical

difficulties. To start with, they use an LSS scheme based on the BGG+ ABE and inherits

the selective security. Second, our KP-ABE scheme reveals part of the shares, Lx, in the
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clear (in ciphertext), and only computes 𝐿𝑓 in the exponent, whereas [AY20,AWY20]

compute the entire sharing in the exponent. This is because the decryptor needs to

perform the non-linear rounding operation on the result of homomorphic evaluation

on Lx, in order to obtain ⌊sTB𝑓 r · 𝑝/𝑞⌉ for decryption. Keeping Lx in the clear allows

rounding, but renders security harder to prove.

Furthermore, the security proof of AB-LFE relies on noise flooding — their

technique can only show that (𝐿𝑓 + 𝑒̃) is pseudorandom for a super-polynomially

large 𝑒̃. But noise flooding is incompatible with computing 𝐿𝑓 in the exponent, since

we must keep noises polynomially small in order for decryption to be efficient (which

brute-forces discrete logarithm). Without noise flooding, we cannot prove that the

unauthorized shares are pseudorandom as in [QWW18]. Nevertheless, we show that

they are “entropic”, captured by a new notion called non-annihilability, and that the

“entropic” 𝐿𝑓 computed in the exponent still hides the message 𝜇. In this dissertation,

we present a simplified proof of non-annihilability using union bound (also better

because the reduction no longer requires extra non-uniform advice). The original

proof in [LLL22a] combines techniques from AB-LFE and leakage simulation [JP14,

CCL18], reflecting the idea of 𝐿𝑓 being entropic. The work of [AY20,AWY20] does not

encounter issues with super-polynomial noises.

We add a note on our doubly succinct CP-ABE for Boolean formulae. It is closer to

the CP-ABE scheme of [AY20,AWY20]. However, to obtain constant-size keys, we rely on

an IPFE scheme with strong simulation security — it enables simultaneously simulating

a polynomial number 𝑘 of ciphertexts, while keeping the secret key constant-size

(independent of 𝑘). Such strong simulation is impossible in the standard model

following an incompressibility argument (each secret key must be prepared to have

arbitrary 𝑘 inner products programmed). We show that this is possible in GGM, and in

particular, the IPFE scheme of [ABDP15] satisfies it. IPFE with such strong simulation

may find other applications.

Next, we explain our ideas in more details.

Combining LSS with IPFE. An IPFE scheme enables generating keys isk(v𝑗) and

ciphertexts ict(u𝑖) associated with vectors v𝑗 ,u𝑖 ∈ ℤ𝑁
𝑝 such that decryption reveals
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only their inner products ⟨u𝑖, v𝑗⟩ and hides all other information about u𝑖 encrypted

in the ciphertexts (whereas v𝑗 associated with the keys are public). It can be based on

a variety of assumptions such as MDDH, LWE, or DCR [ABDP15,ALS16].

A weakly nearly linear secret sharing scheme enables generating shares 𝐿𝑓 , L0,

{L𝑏
𝑖
}𝑏
𝑖
associated with a policy 𝑓 and some secret 𝜇, such that for any input x ∈ {0, 1}ℓ ,

its corresponding subset of shares Lx = (L0, {Lx[𝑖]
𝑖
}
𝑖
), together with 𝐿𝑓 , can be used to

approximately reconstruct the secret 𝜇 if and only if 𝑓 (x) = 0:

(𝐿𝑓 , L0, {L𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] ) ← Share( 𝑓 , 𝜇; s),

𝑓 (x) = 0 =⇒ 𝜇 ∼ Recon( 𝑓 , x, 𝐿𝑓 , Lx).

Weak near linearity means that Recon is linear in the share 𝐿𝑓 and that its output is

close to the secret 𝜇.

How can we combine these two primitives to construct a KP-ABE? We require

L0, {L𝑏𝑖 }
𝑏
𝑖
to be independent of 𝑓 and 𝜇, and 𝐿𝑓 to be linear in 𝜇 and the randomness s

of Share. The first requirement allows us to simply put Lx in the ciphertext. The

second requirement allows us to encode 𝜇, s into ict’s and the coefficients (of 𝐿𝑓 as

a function of 𝜇, s) into isk’s, so that their inner product is exactly 𝐿𝑓 . The idea is as

follows.

kpsk𝑓 : ⟦𝛿⟧2, isk(𝛿 · (coefficients of 𝐿𝑓 ))

kpctx : Lx, ict(𝜇, s)

}
⟦𝛿𝐿𝑓 ⟧T and Lx. (6.1)

If 𝑓 (x) = 0, the linear reconstruction can be carried out in the exponents to

approximately obtain ⟦𝛿𝜇⟧T. Decryption enumerates all possible errors to recover 𝜇

exactly. We stress again that different from [AY20,AWY20], we keep Lx in the clear (in

the ciphertext), instead of computing the entire secret sharing Lx, 𝐿𝑓 in the exponent,

which is important for achieving constant-size keys, but makes proving security more

difficult.

We construct a secret sharing scheme that features 𝐿𝑓 of constant size, which

translates to KP-ABE with constant-size secret keys.

Combining secret sharing and IPFE to construct CP-ABE is similar. We can encode

L0, {L𝑏𝑖 }
𝑏
𝑖
in ict’s, and a “selection” vector according to x in isk’s, so that their inner
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products are exactly Lx.

cpskx : ⟦𝛿⟧2, isk(𝛿 · (selection vector for x))

cpct𝑓 : {ict(component of 𝐿𝑓 , L0, {L𝑏𝑖 }
𝑏
𝑖
)}𝑓 /0/𝑖,𝑏

}
⟦𝛿𝐿𝑓 ⟧T and ⟦𝛿Lx⟧T. (6.2)

We use an IPFE scheme with secret keys of constant size, independent of the

vector dimension or the number of ciphertexts, and a secret sharing scheme whose

𝐿𝑓 , Lx grows only with the input length |x|. This translates to CP-ABE with double

succinctness.

6.2.1 KP-ABE with Constant-Size Keys

Lattice-Based Weakly Nearly Linear Secret Sharing. The BGG+ ABE scheme intro-

duces an important homomorphic evaluation procedure. Given a public LWE

matrix B = (A0,A1, . . . ,Aℓ ) and the following encoding of an input x, one can homo-

morphically evaluate any circuit 𝑓 on the input encoding to obtain an output encoding:

Lx = sT(B − (1, xT) ⊗ G) + eT,

EvalCX(B, 𝑓 , x, Lx) = cT
𝑓 = sT(B𝑓 − 𝑓 (x)G) + eT

𝑓 , where EvalC(B, 𝑓 ) = B𝑓 . (6.3)

As discussed before, the BGG+ ABE scheme uses lattice trapdoor simulation technique,

which we try to avoid in order to get constant-size key and adaptive security.

We hence turn to using the weaker primitive of AB-LFE scheme introduced

by [QWW18]. It is a two-party protocol between a sender and a receiver who share the

LWE public matrix B as the common reference string. The receiver first computes

a digest B𝑓 = EvalC(B, 𝑓 ) for a function 𝑓 and sends it to the sender. Upon receiving

the digest, the sender masks a message 𝜇 by an LWE sample 𝐿𝑓 = sTz𝑓 + 𝑒 + 𝜇⌊𝑞/2⌉,

where r = G−1(a) and z𝑓 = B𝑓 r are the analogues of r𝑓 and z in BGG+. It also encodes

an attribute x into LWE samples Lx as described below.

crs = B,

digest𝑓 = B𝑓 = EvalC(B, 𝑓 ),
ct𝑓 ,x(𝜇) =


a $← ℤ𝑛𝑞,

𝐿𝑓 = 𝜇⌊𝑞/2⌉ + sT

z𝑓︷     ︸︸     ︷
B𝑓G−1(a) + 𝑒,

Lx = sT(B − (1, xT) ⊗ G) + eT.
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To decrypt when 𝑓 (x) = 0, first run EvalCX(B, 𝑓 , x, Lx) to obtain cT
𝑓
= sT(B𝑓 − 𝑓 (x)G) + eT

𝑓
,

then compute 𝐿𝑓 − cT
𝑓
r = 𝜇⌊𝑞/2⌉ + (𝑒 − eT

𝑓
r) and round it to recover 𝜇.

Observe that the above scheme can be viewed as a weakly nearly linear secret

sharing scheme, where the shares Lx are chosen by x and the share 𝐿𝑓 is dependent

only on 𝑓 and 𝜇. At the moment, the bit-length of 𝐿𝑓 is Θ(log 𝑞). Since the noise growth

during the homomorphic evaluation is exponential in the depth of the computation,

𝑞 must be a poly(𝜆, 𝑑)-bit modulus to accommodate for the noise growth. We next

turn to reducing the size of 𝐿𝑓 to a constant independent of 𝑑.

Rounding to Make 𝑳𝒇 Constant-Size. Since the encrypted message is only a single bit,

we can afford to lose a lot of precision in the above decryption process. In particular,

the scheme is still correct if we round down the digest B𝑓 to a much smaller, depth-

independent, modulus 𝑝, and change 𝐿𝑓 to use the rounded digest (while keeping Lx

unchanged):

𝐿𝑓 = 𝜇⌊𝑝/2⌉ + sT⌊B𝑓G−1(a) · 𝑝/𝑞⌉ + 𝑒 over ℤ𝑝.

During decryption, one now computes, over ℤ𝑝,

𝐿𝑓 − ⌊cT
𝑓G−1(a) · 𝑝/𝑞⌉ = 𝐿𝑓 −

⌊ (
sTB𝑓G−1(a) −

=0︷︸︸︷
𝑓 (x) sTa + eT

𝑓G−1(a)
)
· 𝑝/𝑞

⌉
= 𝐿𝑓 − sT⌊B𝑓G−1(a) · 𝑝/𝑞⌉ − ⌊eT

𝑓G−1(a) · 𝑝/𝑞⌉︸                ︷︷                ︸
𝑒𝑓

+ 𝑒𝑠

= 𝜇⌊𝑝/2⌉ + (𝑒 − 𝑒𝑓 + 𝑒𝑠), (6.4)

where the rounding error 𝑒𝑠 is of magnitude |𝑒𝑠 | = O(∥s∥1). As long as the error terms

are much smaller than 𝑝/4, when 𝑓 (x) = 0, one can still recover 𝜇. We can now recast

the above rounded AB-LFE scheme into a secret sharing scheme (below) with 𝐿𝑓 of

bit-length Θ(log 𝑝), independent of depth 𝑑. (Only the larger modulus 𝑞 will, and thus

e𝑓 itself can, grow with 𝑑.)

pp = (a,B) (mod 𝑞),

𝐿𝑓 = 𝜇⌊𝑝/2⌉ + sT⌊B𝑓G−1(a) · 𝑝/𝑞⌉ + 𝑒 (mod 𝑝),

𝐿x = sT
(
B − (1, xT) ⊗ G

)
+ eT (mod 𝑞).

As shown in Equation (6.1), to obtain KP-ABE, we will use a pairing-based IPFE

to compute 𝐿𝑓 in the exponent. In particular, the IPFE secret key isk encodes
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Setup(): pp = (a,B) = (a,A0,A1, . . . ,Aℓ ).

ShareX(pp): Compute LWE samples

L0 = sTA0 + eT
0, L𝑏

𝑖
= sT(A𝑖 − 𝑏G) + eT

𝑖
,

and output (L0, {L𝑏𝑖 }
𝑏
𝑖
, s).

ShareF(pp, 𝑓 , 𝜇, s): Compute B𝑓 = EvalC(B, 𝑓 ), and

output 𝐿𝑓 = sT⌊B𝑓G−1(a) · 𝑝/𝑞⌉ + 𝜇⌊𝑝/2⌉.

For all x ∈ {0, 1}ℓ , let Lx = (L0, {Lx[𝑖]
𝑖
}
𝑖
).

Recon(pp, 𝑓 , x, 𝐿𝑓 , Lx): If 𝑓 (x) = 1, output ⊥;

otherwise, compute cT
𝑓
= EvalCX(B, 𝑓 , x, Lx),

and recover 𝜇 from 𝐿𝑓 − ⌊cT
𝑓
G−1(a) · 𝑝/𝑞⌉ ∼ 𝜇⌊𝑝/2⌉.

Figure 6.3. Sketch of secret sharing scheme for KP-ABE.

(⌊B𝑓G−1(a) · 𝑝/𝑞⌉, ⌊𝑝/2⌉) and the IPFE ciphertext ict encodes (sT, 𝜇). Together, they

decrypt to exactly ⟦𝐿𝑓 ⟧T. Since both vectors live in ℤ𝑝, the KP-ABE key, consisting of

only isk, is of size independent of 𝑑.

Our secret sharing scheme is summarized in Figure 6.3. It turns out that arguing

security is actually tricky and requires additional modification.

Entropic Shares. However, using AB-LFE creates a further complication, as its security

relies on flooding the 𝑒𝑓 , 𝑒𝑠 terms (which may contain information of s) with 𝑒, in

order to prove pseudorandomness of 𝐿𝑓 . By Equations (6.3, 6.4), when 𝑓 (x) = 1,

𝐿𝑓 = 𝜇⌊𝑝/2⌉ + ⌊EvalCX(Lx, 𝑓 , x)TG−1(a) · 𝑝/𝑞⌉ − ⌊(sTa + 𝑒𝑎) · 𝑝/𝑞⌉ + (𝑒 − 𝑒𝑓 + 𝑒𝑠).

Observe that in the above, for convenience later, an additional LWE noise 𝑒𝑎 is

introduced in ⌊(sTa + 𝑒𝑎) · 𝑝/𝑞⌉ (which, by rounding, simply equals to ⌊sTa · 𝑝/𝑞⌉).

At this point, in order to show that 𝐿𝑓 is pseudorandom, if x is chosen before

Setup, one could program the public matrices by A𝑖 = A′
𝑖
+ x[𝑖]G according to x, where

B′ = (A0 − G,A′1, . . . ,A
′
ℓ
) is sampled at random. And one would hope to apply LWE to

argue that

Lx = sT
(
B − (1, xT) ⊗ G

)
+ eT = sTB′ + eT and sTa + 𝑒𝑎
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are jointly pseudorandom. However, the noise terms 𝑒𝑓 , 𝑒𝑠 may leak information about

e (hence s).

The solution in [QWW18] is noise flooding. By setting 𝑒 to be super-polynomially

larger than (𝑒𝑓 − 𝑒𝑠), we have 𝑒 − 𝑒𝑓 + 𝑒𝑠 ≈s 𝑒. By LWE, we can now switch Lx and

(sTa + 𝑒𝑎) to random and conclude that 𝐿𝑓 is pseudorandom.

However, the unique challenge here is that 𝐿𝑓 is going to be computed in the

exponent of the pairing group and decryption only recovers (𝜇⌊𝑝/2⌉ + 𝑒) in the

exponent. When 𝑒 is super-polynomial, we can no longer extract 𝜇 out of the exponent.

Our solution is avoiding flooding altogether (and as a by-product, forgoing the noise 𝑒

in 𝐿𝑓 ). As such, we cannot prove pseudorandomness of 𝐿𝑓 , but only a weaker security

notion that we call non-annihilability (for 𝐿𝑓 ). This notion captures that 𝐿𝑓 is still

entropic.

NON-ANNIHILABILITY. Non-annihilability requires that no adversary, after seeing Lx

(but not 𝐿𝑓 ), can come up with a non-zero affine function 𝛾 such that 𝛾(𝐿𝑓 ) = 0. As

we will see, this security notion, combined with GGM, suffices for our proof.

The intuition behind non-annihilability is that the noise 𝑒 contributes so little to

the entropy of 𝐿𝑓 that it does not hurt to remove it. The noise (𝑒𝑓 − 𝑒𝑠) is a leakage

of the randomness (in particular, e) that generates Lx. The results of [JP14,CCL18]

(leakage simulation) suggest that any polynomial-range leakage can be simulated to

arbitrary polynomial precision in polynomial time, which fits our case of (𝑒𝑓 − 𝑒𝑠).

However, even with leakage simulation, 𝐿𝑓 cannot be proven pseudorandom, because

the simulated is still (𝑒𝑓 − 𝑒𝑠) is dependent on (the random values switched from) LWE

samples — consider an imaginary case where the leakage simulation forces the least

significant bit of 𝐿𝑓 to be zero. In summary, 𝐿𝑓 is something pseudorandom plus

a small value, hence its non-annihilability. When formalized, it turns out that the

proof can be done using a simple union bound. For the original proof using leakage

simulation, see [LLL22a].

Multi-Key Security of KP-ABE in GGM. Our KP-ABE scheme combines an IPFE scheme

with the secret sharing scheme described above. In our KP-ABE scheme, we only

compute the 𝐿𝑓 part of secret sharing using IPFE, and leave the Lx part in the clear
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so that rounding can be performed. To achieve multi-key security, we further employ

the idea from [AY20,AWY20] to “isolate” each ABE secret key in GGM by multiplying it

with a fresh random element 𝛿. Equation (6.1) expands to

kpsk𝑓 : ⟦𝛿⟧2, isk(⟦𝛿⌊B𝑓G−1(a) · 𝑝/𝑞⌉, 𝛿⌊𝑝/2⌉⟧2)

kpctx : Lx, ict(⟦ sT , 𝜇 ⟧1)

}
⟦𝛿𝐿𝑓 ⟧T and Lx.

The decryption algorithm first computes IPFE decryption to recover ⟦𝛿𝐿𝑓 ⟧T. It then

computes (homomorphically in the exponent of 𝔾T)

⟦𝛿𝐿𝑓 ⟧T − ⟦𝛿⟧2 · ⟦⌊cT
𝑓G−1(a) · 𝑝/𝑞⌉⟧1 = ⟦𝛿⟧2 · ⟦𝜇⌊𝑝/2⌉ + (−𝑒𝑓 + 𝑒𝑠)⟧1.

Since the noise (−𝑒𝑓 + 𝑒𝑠) is in a polynomial range, the decryption algorithm

enumerates all its possible values to recover 𝜇.

Multi-key security, at a high level, relies on the fact that in GGM, an adversary

can only learn information about ⟦𝛿𝐿𝑓 ⟧T by submitting zero-test queries of affine

functions. When the adversary attacks multiple keys, it is submitting zero-test queries

over {𝛿𝑗 , 𝛿𝑗𝐿𝑓𝑗 }𝑗. Let 𝛾({𝛿𝑗 , 𝛿𝑗𝐿𝑓𝑗 }𝑗) be any adversarial zero-test query, we can view it

as a degree-1 polynomial over 𝛿𝑗 ’s:

𝛾({𝛿𝑗 , 𝛿𝑗𝐿𝑓𝑗 }𝑗) = 𝛾0 +
∑︁
𝑗

𝛾𝑗 (𝐿𝑓𝑗 ) · 𝛿𝑗 ,

where 𝛾𝑗 (𝐿𝑓𝑗 ) is the coefficient of 𝛿𝑗. Since each 𝛿𝑗 is sampled independently at

random, by Schwartz–Zippel, with all but negligible probability, 𝛾 evaluates to zero

only if all 𝛾𝑗 ’s evaluate to zero. In other words, the adversary is effectively constrained

to annihilate each 𝐿𝑓𝑗 individually. By the non-annihilability for 𝐿𝑓 , if any 𝛾𝑗 is not the

zero function, it evaluates to non-zero with overwhelming probability. Therefore, the

adversary learns no information about any 𝐿𝑓𝑗 and hence the message 𝜇 encoded in

them.

Summary of Our KP-ABE. Combining the above secret sharing scheme with an IPFE

scheme, we obtain a KP-ABE scheme for bounded-depth circuits as summarized in

Figure 6.4.

Our KP-ABE scheme achieves the same asymptotic ciphertext compactness as

the BGG+ scheme. Let 𝑑 be an upper bound on the depth of the policy 𝑓 , then
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|ct| = ( |x| + 1) poly(𝜆, 𝑑). The secret keys of our scheme contains only O(1) group

elements, in fact only three using the IPFE scheme of [ALS16]. We set log 𝑝 = poly(𝜆)

and obtain constant-size keys.

Setup(): mpk = (pp, impk) and msk = imsk.

KeyGen(msk, 𝑓 ): Sample random non-zero 𝛿. Compute B𝑓 = EvalC(B, 𝑓 ).

Output sk = (⟦𝛿⟧2, isk(⟦𝛿⌊B𝑓G−1(a) · 𝑝/𝑞⌉, 𝛿⌊𝑝/2⌉⟧2)).

Enc(mpk, x, 𝜇): Run (L0, {L𝑏𝑖 }
𝑏
𝑖
, s) $← ShareX(pp).

Output ct = (Lx, ict(⟦sT, 𝜇⟧1)).

Dec(mpk, 𝑓 , sk, x, ct): Run IPFE decryption to get ⟦𝛿𝐿𝑓 ⟧T.

Compute cT
𝑓
= EvalCX(B, 𝑓 , x, Lx).

Find 𝜇 from

⟦𝛿𝐿𝑓 ⟧T − ⟦𝛿⟧2⟦⌊cT
𝑓
G−1(a) · 𝑝/𝑞⌉⟧1 ∼ ⟦𝛿⟧2⟦𝜇⌊𝑝/2⌉⟧1.

Figure 6.4. Sketch of KP-ABE.

6.2.2 CP-ABE with Double Succinctness

Building Doubly Succinct CP-ABE. To build a CP-ABE scheme we need a different

secret sharing construction. As described in Equation (6.2), in the CP case, we use IPFE

to compute Lx in the exponent and cannot perform rounding on it. Without rounding,

the e𝑓 term, as a result of EvalCX, in Equation (6.4) becomes super-polynomial. This

again makes ABE decryption inefficient.

Fortunately, for Boolean formulae, the work of [GV15] develops specialized

homomorphic evaluation procedures EvalF, EvalFX ensuring that the evaluation noise

e𝑓 is in a polynomial range. Therefore, our secret sharing scheme for CP-ABE removes

the rounding and replaces EvalC, EvalCX by EvalF, EvalFX. We summarize our modified

secret sharing scheme in Figure 6.5 (Setup, ShareX mostly remain the same).

As noted before, in our CP-ABE scheme we use IPFE to compute Lx. We put an

IPFE key for a “selector” vector into sk for x, and arrange L’s in IPFE ciphertexts in ct

for 𝑓 carefully so that they decrypt to ⟦𝛿Lx⟧T.
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Given x ∈ {0, 1}ℓ , its selection vector is

v = (1, 1 − x[1], x[1], . . . , 1 − x[ℓ ], x[ℓ ])T.

The shares are encoded as the columns of

©­­­­­­­«

𝐿𝑓 L0 [1] L0 [2] · · · 0 0 0 0 0 0

0 0 0 0 L0
1 [1] L0

1 [2] · · · 0 0 0

0 0 0 0 0 0 0 L1
1 [1] L1

1 [2] · · ·
...

...
...

...
...

...
...

...
...

. . .

ª®®®®®®®¬
.

The inner product between v and each column is 𝐿𝑓 , or a component of L0, or a

component of Lx[𝑖]
𝑖
, or zero (from zero times a component of L¬x[𝑖]

𝑖
). In other words,

exactly the shares 𝐿𝑓 , Lx.

Our CP-ABE scheme for Boolean formulae is summarized in Figure 6.6. It is doubly

succinct — the key size is |sk| = poly(𝜆) and the ciphertext size is |ct| = (ℓ + 1)2 poly(𝜆).

Simulation Security for IPFE in GGM. Similar to the security proof for KP-ABE, our

security proof for CP-ABE requires simulation security of IPFE. Suppose the adversary

submits the challenge after a key query, then we need

isk(⟦𝛿v⟧2), {ict(⟦u’s⟧1)} ≈ ĩsk(⟦𝛿v⟧2; ⟦𝛿𝐿𝑓 , 𝛿Lx⟧2), {ĩct(⊥)}.

In the above, we need to simulate multiple IPFE ciphertexts and program all their

decryption outcome 𝛿𝐿𝑓 , 𝛿Lx in the secret key. This is possible using existing IPFE

schemes (see [ALS16] and Chapter 5), but at the cost of having the secret key size

ShareF′(pp, 𝑓 , 𝜇, s): Compute B𝑓 = EvalF(B, 𝑓 ), and

output 𝐿𝑓 = sTB𝑓G−1(a) + 𝑒 + 𝜇⌊𝑝/2⌉.

Recon′(pp, 𝑓 , x, 𝐿𝑓 , Lx): If 𝑓 (x) = 1, output ⊥;

otherwise, compute cT
𝑓
= EvalFX(B, 𝑓 , x, Lx),

and recover 𝜇 from 𝐿𝑓 − cT
𝑓
G−1(a) ∼ 𝜇⌊𝑝/2⌉.

Figure 6.5. Modified secret sharing scheme for CP-ABE.
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Setup(): mpk = (pp, impk) and msk = imsk.

KeyGen(msk, x): Sample random non-zero 𝛿.

Let v be the selector vector for x.

Output sk = (⟦𝛿⟧2, isk(⟦𝛿v⟧2)).

Enc(mpk, 𝑓 , 𝜇): Run (L0, {L𝑏𝑖 }
𝑏
𝑖
, s) $← ShareX(pp).

Run 𝐿𝑓
$← ShareF′(pp, 𝑓 , 𝜇, s).

Output ct = {ict(components of 𝐿𝑓 , L0, {L𝑏𝑖 }
𝑏
𝑖
)}𝑓 /0/𝑖,𝑏.

Dec(mpk, x, sk, 𝑓 , ct): Run IPFE decryption to get ⟦𝛿𝐿𝑓 ⟧T and ⟦𝛿Lx⟧T.

Compute ⟦cT
𝑓
⟧T = EvalFX(B, 𝑓 , x, ⟦Lx⟧T).

Recover 𝜇 from

⟦𝛿𝐿𝑓 ⟧T − ⟦cT
𝑓
⟧TG−1(a) ∼ ⟦𝛿⟧2⟦𝜇⌊𝑝/2⌉⟧1.

Figure 6.6. Sketch of CP-ABE.

proportional to the number of ciphertexts to be simulated, which is at least ℓ for us.

However, we aim for constant-size secret keys (independent of ℓ ). Unfortunately, in

the standard model, it is impossible to achieve simulation security for 𝑘 ciphertexts

if the secret key is shorter than 𝑘 bits by an incompressibility argument [BSW11].

We show that simulation security for unbounded polynomially many ciphertexts can

nevertheless be achieved with constant-size secret keys in the GGM. In particular,

the IPFE scheme of [ABDP15], whose secret key is a single group element, satisfies it.

Roughly speaking, in the GGM, an adversary only learns information about values

in the exponent through zero-test queries over the pairings of keys and ciphertexts,

which the simulator can answer by translating them into zero-test queries over the

inner products. We in fact prove adaptive simulation security for the [ABDP15] IPFE

scheme.

6.2.3 Adaptive Security

Examining the security sketch for KP-ABE, we observe that in our construction, the

ict(⟦s, 𝜇⟧1) component does not depend on the challenge attribute x. This means that
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even in the adaptive KP-ABE game, where x is decided after some key queries, the

ict component of ABE ct can be fixed at the beginning of the game, before any key

queries. Therefore, we can still rely on selective simulation security of IPFE for the

first proof step.

However, when we next need to invoke non-annihilability for 𝐿𝑓 , we run into a

problem. The security only holds when x is chosen before the LWE public matrix

B is revealed in the public parameter pp of the secret sharing scheme. To achieve

adaptive security for ABE, we need adaptive non-annihilability, which allows x to be

chosen adaptively, dependent on pp. We show that this is implied by the adaptive LWE

assumption formulated in [QWW18].

In summary, we obtain adaptively secure KP-ABE for circuits and CP-ABE for

Boolean formulae both with constant-size keys from GGM and adaptive LWE. (Our

adaptive CP-ABE still enjoys ciphertext smaller than policy description size.) However,

see Section 6.8 for a follow-up discussion on adaptive LWE.

6.3 Preliminaries

Table 6.1 explains select single-letter symbols used in this chapter.

The following lemmas will come handy.

Lemma 6.1 (Schwartz–Zippel). Let 𝑃(z) be a non-zero polynomial with 𝑍 indeterminates

of degree at most 𝑑 over ℤ𝑝, then Pr
[
z $← ℤ𝑍

𝑝 : 𝑃(z) = 0
]
≤ 𝑑/𝑝.

Lemma 6.2 (splitting rounding). It holds that
��⌊𝑥 + 𝑦⌉ − ⌊𝑥⌉ − ⌊𝑦⌉�� ≤ 1 for all 𝑥, 𝑦 ∈ ℝ.

Lemma 6.3 (factoring rounding). Let 𝑛 ∈ ℕ, s ∈ ℤ𝑛, b ∈ ℝ𝑛, then
��⌊sTb⌉ − sT⌊b⌉

�� ≤ 𝑛∥s∥.
Lemma 6.4 (rounding and modulus switching). Let 𝑝, 𝑞 ∈ ℕ+ and 𝑋,𝑌 be uniformly

distributed over ℤ𝑞,ℤ𝑝, respectively, then the statistical distance between ⌊𝑋 · 𝑝/𝑞⌉ and 𝑌

is bounded by 𝑝/𝑞, where the multiplication is done over ℝ by taking any representative

and the rounded value is interpreted as an element of ℤ𝑝.

Computation Models. In this chapter, we construct KP-ABE for circuits and CP-ABE

for formulae. For technical reasons, when working with CP-ABE, we use permutation
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Table 6.1. Select single-letter symbols in this chapter.

symbol meaning

𝑏, 𝜇 challenge bits

𝑝, 𝑞 modulus of pairing, modulus of LWE

𝛾,𝜸, Γ zero-test query (or batches of them; GGM/pairing)

G,H gadget matrix, homomorphic evaluation matrix

A, a, s, e public matrix, public vector, secret, noise (LWE)

B,Q public matrix, matrix introduced by reduction (adaptive LWE)

𝑓 , x, 𝐿, L function, input, share, shares

𝑟 / s secret sharing randomness (abstract/concrete)

𝛿 random scalar (GGM/pairing)

w, 𝑎 IPFE master secret key, public key randomness (DDH-style)

𝑠, 𝑎 IPFE encryption randomness

branching programs of width five (5-permutation branching programs, or 5-PBP) in

place of Boolean formulae. They are inter-convertible in polynomial time [Bar86].

The precise definition of 5-PBP is standard in the literature, for which we refer the

readers to [GV15].

6.3.1 Lattice Tools

Homomorphic Evaluation. We use the following abstraction of homomorphic

evaluation for ABE over lattices, developed in a series of works [GSW13,BGG+14,GV15]

with the syntax in [BV15,BTVW17]. The actual algorithms we use are that for ABE

for circuits in [BGG+14] (slightly changed), and that for ABE for 5-PBP in [GV15]. The

former handles general polynomial-size circuits, but the noise grows exponentially in

the circuit depth. The latter is specialized for 5-PBP, and the noise grows polynomially

in the branching program size.

In our version of the algorithms from [BGG+14], instead of using G as the gadget

matrix, we consider QG for any invertible Q. Note that G−1(Q−1 · ) is a right inverse
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of QG with binary output. We replace any invocation of G−1( ) in the original

algorithms by G−1(Q−1 · ) to obtain the following.

Lemma 6.5 (homomorphic evaluation for circuits, adapted from [BGG+14]). There

are two efficient deterministic algorithms EvalC, EvalCX satisfying the following conditions.

Let 𝑛, ℓ , 𝑞 be positive integers, 𝑚 = 𝑛⌈log2 𝑞⌉, G the gadget matrix, B a matrix over ℤ𝑞 of

shape 𝑛 × (ℓ + 1)𝑚, Q an invertible matrix over ℤ𝑞 of shape 𝑛 × 𝑛, x an ℓ -bit string (row

vector), and 𝑓 a circuit of depth 𝑑 with input length ℓ .

• EvalC(B,Q, 𝑓 ) outputs H𝑓 ∈ ℤ(ℓ+1)𝑚×𝑚.

• EvalCX(B,Q, 𝑓 , x) outputs H𝑓 ,x ∈ ℤ(ℓ+1)𝑚×𝑚.

They satisfy

∥HT
𝑓 ∥, ∥H

T
𝑓 ,x∥ ≤ (𝑚 + 2)𝑑,

(
B − (1, xT) ⊗ QG

)
H𝑓 ,x = BH𝑓 − 𝑓 (x)QG.

Lemma 6.6 (homomorphic evaluation for 5-PBP [GV15]). There exist two efficient

deterministic algorithms EvalF, EvalFX satisfying the following conditions. Let 𝑛, ℓ , 𝑞 be

positive integers, 𝑚 = 𝑛⌈log2 𝑞⌉, G the gadget matrix, B a matrix over ℤ𝑞 of shape

𝑛 × (ℓ + 1)𝑚, x an ℓ -bit string (row vector), and 𝑓 a 5-PBP of length ℓBP with input length ℓ .

• EvalF(B, 𝑓 ) outputs H𝑓 ∈ ℤ(ℓ+1)𝑚×𝑚.

• EvalFX(B, 𝑓 , x) outputs H𝑓 ,x ∈ ℤ(ℓ+1)𝑚×𝑚.

They satisfy

∥HT
𝑓 ∥, ∥H

T
𝑓 ,x∥ ≤ 3𝑚ℓBP + 1,

(
B − (1, xT) ⊗ G

)
H𝑓 ,x = BH𝑓 − 𝑓 (x)G.

Assumption. We rely on the adaptive learning with errors (LWE) assumption, a

natural variant of LWE first proposed in [QWW18]. (However, see Section 6.8 for a

follow-up discussion on this assumption.)

Assumption 6.1 (adaptive LWE, adapted from [QWW18]). Let 𝑛 ≤ poly(𝜆), 𝑞 ≤ 2poly(𝜆),

𝜎 = 𝜎(𝜆), 𝑚 = 𝑛⌈log2 𝑞⌉, and G be the gadget matrix. (The argument 𝜆 for those

functions are omitted below.) The adaptive LWE assumption ALWE𝑛,𝑞,𝜎 states that

Exp0
ALWE ≈ Exp

1
ALWE, where Exp

𝑏
ALWE(1

𝜆,A) proceeds as follows.
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• Setup. Launch A(1𝜆) and receive (1ℓ , 1𝑚′) from it. Sample

A $← ℤ𝑛×𝑚
′

𝑞 , B $← ℤ
𝑛×(ℓ+1)𝑚
𝑞 ,

and send (A,B) to A.

• Challenge. A submits x ∈ {0, 1}ℓ . Depending on 𝑏,

(if 𝑏 = 0) s $← ℤ𝑛𝑞, e $← D𝑚′

ℤ,𝜎,≤𝜎
√
𝜆
, f $← D(ℓ+1)𝑚

ℤ,𝜎,≤𝜎
√
𝜆
,

cT ← sTA + eT, dT ← sT
(
B − (1, xT) ⊗ G

)
+ f T;

(if 𝑏 = 1) cT $← ℤ1×𝑚′
𝑞 , dT $← ℤ

1×(ℓ+1)𝑚
𝑞 .

Send (c,d) to A.

• Guess. A outputs a bit, which is the outcome of the experiment.

For our KP-ABE, we need a small-secret variant of the adaptive LWE assumption.

Assumption 6.2 (small-secret adaptive LWE). Using the symbols in Assumption 6.1,

the small-secret adaptive LWE assumption sALWE𝑛,𝑞,𝜎 states that Exp0
sALWE ≈ Exp

1
sALWE,

where Exp𝑏sALWE(1
𝜆,A) proceeds as follows.

• Setup. Launch A(1𝜆) and receive (1ℓ , 1𝑚′) from it. Sample

A $← ℤ𝑛×𝑚
′

𝑞 , B $← ℤ
𝑛×(ℓ+1)𝑚
𝑞 , Q $← ℤ𝑛×𝑛𝑞 ,

conditioned on Q being invertible. Send (A,B,Q) to A.

• Challenge. A submits x ∈ {0, 1}ℓ . Depending on 𝑏,

(if 𝑏 = 0) s $← D𝑛

ℤ,𝜎,≤𝜎
√
𝜆
, e $← D𝑚′

ℤ,𝜎,≤𝜎
√
𝜆
, f $← D(ℓ+1)𝑚

ℤ,𝜎,≤𝜎
√
𝜆
,

cT ← sTA + eT, dT ← sT
(
B − (1, xT) ⊗ Q G

)
+ f T;

(if 𝑏 = 1) cT $← ℤ1×𝑚′
𝑞 , dT $← ℤ

1×(ℓ+1)𝑚
𝑞 .

Send (c,d) to A.

• Guess. A outputs a bit, which is the outcome of the experiment.

Lemma 6.7 (¶). Small-secret adaptive LWE sALWE𝑛,𝑞,𝜎 (Assumption 6.2) holds if so does

adaptive LWE ALWE𝑛,𝑞,𝜎 (Assumption 6.1).
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Parameters. We rely on the hardness of adaptive LWE with subexponential modulus-

to-noise ratio. For some 0 < 𝜌 < 1
2 , the adaptive LWE assumption is assumed to be

hard when the dimension is 𝑛 = poly(𝜆), the prime modulus is 𝑞 = 2Θ(𝑛𝜌), and the

noise width is 𝜎 = 𝐵init/
√
𝜆 for some 𝐵init = poly(𝜆).57 Similarly to Section 2.3, those

parameters should be chosen by the adversary subject to those constraints — we

require a prime 𝑞, it is currently unknown [TCH12] how to pick poly(𝜆)-bit primes

in deterministic polynomial time, and the adversary’s choice of scheme parameters

affect the ranges of LWE parameters.

Proof (Lemma 6.7). We follow the ideas in [ACPS09] to transform LWE samples into

small-secret LWE samples. For now, suppose 𝑞 is prime (this restriction can be

removed later). Let A be an efficient adversary against sALWE𝑛,𝑞,𝜎. Consider the

following B against ALWE𝑛,𝑞,𝜎.

1. The adversary B launches A(), receives (1ℓ , 1𝑚′) from A, and sends (1ℓ , 16𝑛𝜆+𝑚′)

to its own experiment.

2. It receives back (A,B) of shapes 𝑛 × (6𝑛𝜆 + 𝑚′) and 𝑛 × (ℓ + 1)𝑚. The adversary

B goes through the first 6𝑛𝜆 columns of A to accumulate 𝑛 columns that form

an invertible matrix. If no such invertible matrix is found, B aborts. Otherwise,

it sets Q−1 to be this invertible matrix, and A′ to be the last 𝑚′ columns of A.

The adversary B sends (QA′,QB,Q) to A.

3. B receives an input x ∈ {0, 1}ℓ from A, and forwards x to its own experiment.

4. B receives back (c,d). It defines q to be the entries of c corresponding to the

columns that form Q−1, and c′ to be the last 𝑚′ entries of c. The adversary B

sets

c̃ T = qTQA′ − (c′)T, d̃ T = qTQB − (1, xT) ⊗ qTQG − dT,

and sends (c̃, d̃) to A.

57Unlike in Section 2.3, where the initial noise can be super-polynomial in 𝜆, we crucially rely on 𝐵init
being polynomial because later, we will brute-force discrete logarithm in a range polynomially related

to 𝐵init.
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5. The adversary B receives a bit from A. It outputs the same bit.

Since 𝑞 is prime, B can complete Step 2 by greedily taking each column as long as it is

independent of the already chosen ones. Therefore, B is efficient. If B does not abort

in Step 2, then B in Exp𝑏ALWE emulates Exp
𝑏
sALWE for A (the case of 𝑏 = 0 can be verified

with tedious yet routine calculation). It remains to show the aborting probability is

negligible. We split the 6𝑛𝜆 columns into 6𝜆 blocks of 𝑛 columns, then

Pr[first block is invertible] = (1 − 𝑞−𝑛) · · · (1 − 𝑞−1) ≥
+∞∏
𝑘=1
(1 − 2−𝑛)

= exp

(
+∞∑︁
𝑘=1

log(1 − 2−𝑛)
)
≥ exp

(
−2
+∞∑︁
𝑘=1

2−𝑛
)
= 𝑒−2.

When B aborts, no block can be invertible. This gives

Pr[B aborts] ≤ Pr[all blocks are non-invertible]

≤ (Pr[first block is non-invertible])6𝜆

≤ (1 − 𝑒−2)6𝜆 ≤
(
(1 − 𝑒−2)𝑒2 )𝜆/log2 𝑒 ≤ (𝑒−1)𝜆/log2 𝑒 = 2−𝜆 .

This completes the reduction for prime 𝑞.

It can be tweaked to work with arbitrary 𝑞, without knowing its prime factors.58

For this, we need 𝑛𝑡 columns (split into 𝑡 blocks of 𝑛 columns) for finding Q−1 and let

B pick the first invertible block. Calculation shows that 𝑡 = Θ(𝜆 log2 log 𝑞) ensures a

failure probability of at most 2−Θ(𝜆). □

6.3.2 Generic Asymmetric Pairing Group Model

We construct our ABE using pairing groups and prove its security in the generic

(asymmetric) pairing group model (GGM), where the pairing groups can only be

accessed via handles representing group elements and oracles for operating the

handles. There are several different yet equivalent definitions of the model. We use a

minimalist definition simplified from [Ps16], which suffices for security proofs.

58When 𝑞 contains two prime factors, the greedy algorithm fails. When 𝑞 contains three known

prime factors, deciding whether A contains an invertible 𝑛 × 𝑛 matrix is NP-hard by reduction from

3-dimensional matching. All hope is not lost (read on). The tweak can be ported back to the setting

of [ACPS09] (the latter only considers the case when 𝑞 is a prime power).
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Definition 6.1 (GGM [Ps16]). Let {𝑝𝜆}𝜆∈ℕ be a sequence of distributions over prime

numbers. The generic (asymmetric pairing) group model (GGM) of order {𝑝𝜆}𝜆∈ℕ
consists of four stateful oracles. The state consists of a sample 𝑝 $← 𝑝𝜆 and three

lists {Vals𝑖}𝑖∈{1,2,T} storing the encoded values, which are initially singleton lists of 1

(representing the generators). The oracles are as follows.

• The encoding oracle GrpEnc𝑖 (𝑣), where 𝑖 ∈ {1, 2,T}, takes 𝑣 ∈ ℤ𝑝 as input. It

appends 𝑣 to Vals𝑖 and outputs the current length of Vals𝑖 (as a handle for 𝑣).

• The zero-test oracle GrpZT(𝛾) takes as input a linear function 𝛾. It evaluates

𝛾
(
{Vals1 [ 𝑗1] · Vals2 [ 𝑗2]}𝑗1∈[𝐽1], 𝑗2∈[𝐽2] , {ValsT [ 𝑗T]}𝑗T∈[𝐽T]

)
,

where 𝐽𝑖 is the current length of Vals𝑖 for 𝑖 ∈ {1, 2,T}. The oracle outputs whether

the evaluation yields 0 or not.

Both the security experiment and the adversary is given (1𝜆, 𝑝) at the beginning. The

security experiment can call all the four oracles, yet the adversary is only allowed to

call GrpZT.

We remark two major differences between our formulation and that in [Ps16]. First,

instead of random bit-strings, we use sequential indices as the handles, which can be

used to position the coefficients of linear functions passed into GrpZT. Second, for

zero-test queries, the function is linear over all values that can be computed in the

target group, which simplifies the interface.

As noted in [Ps16], the definition does not explicitly allow algebraic operations over

the encodings, yet this is without loss of generality. The security experiment provides

the oracles and maintains their states, so it knows each value encoded inside each

handle, and can operate over the values and call GrpEnc𝑖 on the result.59 The adversary

can replace all (allowed) algebraic operations by keeping track of appropriate linear

functions over the values encoded by the security experiment, and zero-test them.

59Due to the sequential numbering of handles, the handles returned from GrpEnc𝑖’s are “leaked” to

the adversary, even if the security experiment intends to keep it as an intermediate computation result

not given to the adversary. Therefore, it is important to model the security experiment as not making

extra calls.
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6.3.3 Inner-Product Functional Encryption

Inner-product functional encryption schemes enable generating keys and ciphertexts

tied to vectors. Decryption reveals the inner product and nothing more about the

plaintext vector. In this chapter, we consider IPFE schemes based on pairing, where

keys and ciphertexts are encoded in the two source groups and decryption recovers

inner products encoded in the target group.

Definition 6.2 (IPFE). Let GroupGen be a pairing group sampler (Definition 2.5). An

inner-product functional encryption scheme based on GroupGen is a PHFE (Definition 2.1)

with

Params𝜆,gp = { 1𝑁 | 𝑁 ∈ ℕ }, ⟦v⟧2 ∈ 𝐹𝜆,gp,1𝑁 = 𝔾𝑁2 ,

𝑋𝜆,gp,1𝑁 = {⊥}, ⟦u⟧1 ∈ 𝑌𝜆,gp,1𝑁 = 𝔾𝑁1 ,

𝑍𝜆,gp,1𝑁 = 𝔾T, 𝜑𝜆,gp,1𝑁 (⟦v⟧2,⊥, ⟦u⟧1) = ⟦uTv⟧T.

The scheme is succinct if the length of isk60 is independent of 𝑁 and only depends

on 𝜆, gp.

Definition 6.3 (selective simulation [Wee17]). A simulator for an IPFE scheme (Defi-

nition 6.2) consists of three efficient algorithms.

• SimSetup(1𝜆, gp, 1𝑁) takes the same input as Setup, and outputs simulated keys

(impk, imsk).

• SimKeyGen(imsk, ⟦v⟧2, ⟦𝑧⟧2) takes as input the simulated imsk, a vector encoded

in 𝔾2, and an inner product encoded in 𝔾2. It outputs a simulated key isk.

• SimEnc(imsk) takes the simulated master secret key as input, and outputs a

simulated ciphertext ict.

The IPFE scheme is selectively simulation-secure if there exists a simulator such that

Expreal ≈ Expsim, where Expreal(1𝜆,A) or Expsim(1𝜆,A) proceeds as follows.

60Although this kind of IPFE is formally defined as a PHFE, by convention, we still write impk, imsk,

isk, ict for its components. Compare with Definition 4.4, which directly defines another kind of IPFE and

specifies its component names.
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• Challenge. Launch A(1𝜆, gp) and receive from it the vector dimension 1𝑁 and

the challenge vector u ∈ ℤ𝑁
𝑝 .

• Setup. Run

(in Expreal) (impk, imsk)
$← Setup(1𝜆, gp, 1𝑁), ict $← Enc(1𝜆, impk, ⟦u⟧1);

(in Expsim) (impk, imsk) $← SimSetup(1𝜆, gp, 1𝑁), ict $← SimEnc(imsk).

Send impk, ict to A.

• Query. Repeat the following for arbitrarily many rounds determined by A. In

each round, A submits a vector ⟦v𝑗⟧2 encoded in 𝔾2. Upon receiving the query,

run

(in Expreal) isk𝑗
$← KeyGen(1𝜆, imsk, ⟦v𝑗⟧2);

(in Expsim) isk𝑗
$← SimKeyGen(imsk, ⟦v𝑗⟧2,uT⟦v𝑗⟧2).

Send isk𝑗 to A.

• Guess. A outputs a bit, which is the outcome of the experiment.

Lemma 6.8 ([ALS16,Wee17]). Assuming the MDDH assumption (Assumption 2.1; true in

GGM per Definition 6.1), there exists a succinct selectively simulation-secure IPFE scheme

(Definitions 6.2 and 6.3). Its components have sizes

|impk| = 𝑘(𝑘 + 1 + 𝑁) |𝑔1 |, |imsk| = (𝑘 + 1)𝑁 · Θ(log2 𝑝),

|isk| = (𝑘 + 1) |𝑔2 |, |ict| = (𝑘 + 1 + 𝑁) |𝑔1 |,

where 𝑝 is the modulus, 𝑘 is the MDDH parameter (can be 1 in GGM), 𝑁 is the dimension,

and |𝑔𝑖 | is the bit-length of an element of 𝔾𝑖.

6.4 Computational Secret Sharing

Secret sharing schemes have been used extensively to construct ABE schemes. The

seminal work of [GPSW06] and a long line of follow-up works ([LOS+10,OT10,LW12,

Att16,KW19] to name a few) used linear secret sharing schemes to construct ABE
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schemes in pairing groups. Its security notion is information-theoretic. The share size

of such a scheme is equal to the smallest monotone span program [KW93] computing

the policy. It is also known that functions computed by polynomial-size span programs

are in NC [Bei96,Ber84,BDHM92,KW93,Mul87].

The works of [AY20,AWY20] introduced the notion of nearly linear secret sharing

with computational security. The relaxations enabled greater expressiveness and

better efficiency. Assuming LWE, such a scheme exists for all polynomial-size

circuits [BGG+14,GV15,AY20,AWY20] and the shares are succinct, i.e., they only grow

with the circuit depth, but not the circuit size. However, the scheme is only selectively

secure. Furthermore, due to technical reasons, when combined with pairing to obtain

ABE, it only applies to Boolean formulae (equivalent to 5-PBP).

This chapter follows the blueprint of [AY20,AWY20] for the notions of secret sharing

schemes, but departs from them in three important aspects. First, we consider

a different security notion, adaptive non-annihilability, which is incomparable61 to

selective pseudorandomness considered in [AY20,AWY20] and enables us to prove

adaptive security of ABE. Second, we further relax the linearity requirement so that

it could apply to KP-ABE for polynomial-size circuits. Third, we refine the syntax to

separate encodings of input and function. This separation helps proving adaptive

security for our CP-ABE scheme, in which we need to simulate input encodings before

the function is known. Our secret sharing schemes for both variants achieve succinct

share sizes.

Definition 6.4 (secret sharing). Let F = {F𝜆,ℓ ,param}𝜆,ℓ ∈ℕ,param∈Params𝜆,ℓ be an ensemble

of Boolean function families such that for all 𝜆, ℓ ∈ ℕ and param ∈ Params𝜆,ℓ , every

𝑓 ∈ F𝜆,ℓ ,param is a function mapping {0, 1}ℓ to {0, 1}. A secret sharing scheme for F

consists of four efficient algorithms.

• Setup(1𝜆, 1ℓ , param) takes as input the input length and param. It outputs some

public parameter pp.

• ShareX(pp) takes pp as input. It outputs (1 + 2ℓ ) shares, 𝐿0, {𝐿𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] , and

61It is stronger in that it is adaptive, but weaker in that the shares are not necessarily pseudorandom.
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some shared randomness 𝑟. For x ∈ {0, 1}ℓ , denote by 𝐿x the set of shares

𝐿0, {𝐿x[𝑖]
𝑖
}
𝑖∈[ℓ ].

• ShareF(pp, 𝑓 , 𝜇, 𝑟) takes as input pp, some 𝑓 ∈ F𝜆,ℓ ,param, a secret 𝜇 ∈ {0, 1}, and

the shared randomness 𝑟 (output by ShareX). It outputs a share 𝐿𝑓 .

• Recon(pp, 𝑓 , x, 𝐿𝑓 , 𝐿x) takes as input pp, 𝑓 , the input x ∈ {0, 1}ℓ to 𝑓 , and the

shares 𝐿𝑓 , 𝐿x. It is supposed to recover 𝜇 if 𝑓 (x) = 0.62

The scheme must be correct, i.e., for all 𝜆, ℓ ∈ ℕ, param ∈ Params𝜆,ℓ , 𝑓 ∈ F𝜆,ℓ ,param,

x ∈ {0, 1}ℓ , 𝜇 ∈ {0, 1} such that 𝑓 (x) = 0, it holds that

Pr


pp $← Setup(1𝜆, 1ℓ , param)

(𝐿0, {𝐿𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] , 𝑟) $← ShareX(pp)

𝐿𝑓
$← ShareF(pp, 𝑓 , 𝜇, 𝑟)

: Recon(pp, 𝑓 , x, 𝐿𝑓 , 𝐿x) = 𝜇


= 1.

Definition 6.5 (succinct shares). A secret sharing scheme (Definition 6.4) is succinct

if the size of each share output by ShareX, ShareF is a fixed polynomial in 𝜆, |param|,

independent of the length of x or the description size of 𝑓 , i.e., |𝐿𝑓 |, |𝐿0 |, |𝐿𝑏𝑖 | are all

poly(𝜆, |param|), where 𝑖 ∈ [ℓ ], 𝑏 ∈ {0, 1}.63

While correctness and succinctness (Definitions 6.4 and 6.5) are defined similarly to

those in [AWY20], our linearity and security notions are different. Furthermore, our

secret sharing schemes for KP-ABE and CP-ABE require slightly different linearity and

security properties, so we introduce their definitions separately with the respective

constructions.

6.5 KP-ABE for Circuits with Constant-Size Keys

6.5.1 More Definitions for Secret Sharing

In our KP-ABE construction, we need a secret sharing scheme with two linearity

properties. The first is a relaxation of the nearly linear reconstruction requirement

62We use 𝑓 (x) = 0 to express authorization.
63There are (2 + 2|x|) shares, so the total share size is linear in the length of x.
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in [AWY20]. Our relaxed version (Definition 6.6) only stipulates it to be linear in L𝑓

(and possibly non-linear in 𝐿x). The second is an additional linearity requirement on

ShareF.

Definition 6.6 (weakly nearly linear reconstruction). A secret sharing scheme (Defi-

nition 6.4) is weakly nearly linear if it satisfies the following requirements.

• The parameter has the format of param = (𝑝, . . . ) with 𝑝 being a prime.

• 𝐿𝑓 = L𝑓 is a vector over ℤ𝑝.

• There is an efficient coefficient-finding algorithm FindCoef(pp, 𝑓 , x, 𝐿x), taking

as input pp, 𝑓 ∈ F𝜆,ℓ ,param, some x ∈ {0, 1}ℓ to 𝑓 , and the shares 𝐿x. It out-

puts an affine function 𝛾 over ℤ𝑝 and a noise bound 1𝐵. For all 𝜆, ℓ ∈ ℕ,

(𝑝, . . . ) = param ∈ Params𝜆,ℓ , x ∈ {0, 1}ℓ , 𝑓 ∈ F𝜆,ℓ ,param, 𝜇 ∈ {0, 1} with 𝑓 (x) = 0, it

holds that

Pr



pp $← Setup(1𝜆, 1ℓ , param)

(𝐿0, {𝐿𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] , 𝑟) $← ShareX(pp)

L𝑓 $← ShareF(pp, 𝑓 , 𝜇, 𝑟)

(𝛾, 1𝐵) $← FindCoef(pp, 𝑓 , x, 𝐿x)

:
4𝐵 + 1 < 𝑝 and

𝛾(L𝑓 ) − 𝜇⌊𝑝/2⌉ ∈ [−𝐵, 𝐵]


= 1.

A weakly nearly linear scheme is always correct. Given FindCoef, we let Recon call

FindCoef to obtain 𝛾, 𝐵 and output the unique 𝜇 ∈ {0, 1} satisfying

𝛾(L𝑓 ) − 𝜇⌊𝑝/2⌉ ∈ [−𝐵, 𝐵].

The constructed Recon is efficient and correct. Since Recon is implied by FindCoef,

we will only specify FindCoef and omit Recon when constructing weakly nearly linear

secret sharing schemes.

Definition 6.7 (linear function sharing). A secret sharing scheme (Definition 6.4) has

linear function sharing if it satisfies the following requirements.

• The parameter has the format of param = (𝑝, . . . ) with 𝑝 being a prime.

• The public parameter has the format of pp = (1𝑛, . . . ).
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• 𝑟 = s is an 𝑛-dimensional vector over ℤ𝑝.

• ShareF(pp, 𝑓 , 𝜇, s) is deterministic and linear in (𝜇, s).

Security. We consider a new security notion called non-annihilability. Unlike [AWY20],

which fixes the choice of policy 𝑓 before Setup is run, we allow the adversary to

adaptively choose 𝑓 after seeing the public parameter pp and the input shares 𝐿x.

Another difference is that instead of requiring all shares (L𝑓 , 𝐿x) to look random,

we only require that efficient adversaries cannot find a non-trivial affine function

(potentially dependent on 𝐿x) that evaluates to zero on L𝑓 . This notion suffices for the

security proofs of our KP-ABE scheme.

Definition 6.8 (non-annihilability for L𝒇 ). Given a secret sharing scheme (Defini-

tion 6.4) such that param = (𝑝, . . . ) with 𝑝 being prime and L𝑓 is a vector over ℤ𝑝, the

scheme is adaptively non-annihilable for L𝑓 if every efficient adversary wins Expfann with

only negligible probability, where Expfann(1𝜆,A) proceeds as follows.

• Setup. Launch A(1𝜆) and receive (1ℓ , param) from it, where param = (𝑝, . . . ).

Run

pp $← Setup(1𝜆, 1ℓ , param),
(
𝐿0, {𝐿𝑏𝑖 }

𝑏∈{0,1}
𝑖∈[ℓ ] , 𝑟

) $← ShareX(pp),

and send pp to A.

• Share. Optionally, the adversary A submits an input x ∈ {0, 1}ℓ . Upon receiving

it, send 𝐿x to A.

• Challenge. The adversary A outputs some 𝑓 ∈ F𝜆,ℓ ,param, a message bit 𝜇 ∈ {0, 1},

and an affine function 𝛾. Upon receiving them, run

L𝑓 $← ShareF(pp, 𝑓 , 𝜇, 𝑟)

to determine the outcome of the experiment. The adversary A wins if i) 𝑓 (x) = 1

or x was not submitted64 and ii) 𝛾 is not the zero function and iii) 𝛾(L𝑓 ) = 0.

Otherwise, A loses.

64In the conference version [LLL22a], the case without x is missing. However, it only affects the

intermediate abstraction, not the security of ABE (see Footnote 65).
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A secret sharing scheme is selectively non-annihilable for L𝑓 if it satisfies the above with

the change that the adversary must choose the input x before receiving pp.

6.5.2 Secret Sharing for Bounded-Depth Circuits from Adaptive LWE

We now construct a succinct secret sharing scheme, satisfying the above linearity and

adaptive annihilability for bounded-depth circuits from small-secret adaptive LWE.

Our construction is based on the attribute-based laconic function evaluation scheme

of [QWW18], which itself is based on [BGG+14].

Construction 6.1 (secret sharing for circuits). Let (see Definition 6.4)

Paramsℓ =
{
(𝑝, 1𝑑)

�� 𝑝 prime, 𝑝 ≥ 𝑝0(𝜆), 𝑑 ≤ 𝑑+(𝑝)
}
,

Fℓ ,𝑝,1𝑑 =
{
Boolean circuit 𝐶 : {0, 1}ℓ → {0, 1} of depth at most 𝑑

}
,

where 𝑝0 is a minimum smaller modulus function and 𝑑+ is a maximum depth bound

function (both specified later). Let (EvalC, EvalCX) be the algorithms in Lemma 6.5.

Our weakly nearly linear secret sharing scheme for F with succinct shares works as

follows.

• Setup(1ℓ , 𝑝, 1𝑑) takes as input the input length ℓ , the smaller modulus 𝑝, and the

maximum depth 𝑑. The algorithm picks appropriate 𝑛, 𝐵init, 𝑞 (specified later)

and sets 𝑚 = 𝑛⌈log2 𝑞⌉ and 𝜎 = 𝐵init/
√
𝜆. It samples and sets

a $← ℤ𝑛𝑞, A0,A−1,A1, . . . ,Aℓ $← ℤ𝑛×𝑚𝑞 , B = (A0,A−1,A1, . . . ,Aℓ ).

The algorithm samples a random invertible matrix Q ∈ ℤ𝑛×𝑛𝑞 and outputs

pp = (1𝑛, 𝑝, 1𝑑, 𝑞, 𝑚, 𝐵init,𝜎, a,B,Q).

• ShareX(pp) takes pp as input. It samples and sets65

s $← D𝑛
ℤ,𝜎,≤𝐵init , e0, e−1, e1, . . . , eℓ $← D𝑚

ℤ,𝜎,≤𝐵init ,

65We prepend an extra bit 𝑥−1 = 0 to the input, which will be set to 𝑥−1 = 1 if x is not submitted

during Expfann (see Footnote 64), ensuring that 𝑓 ′ always evaluates to 1. The conference version [LLL22a]

simply uses H𝑓 , which, for the trivial circuit of 𝑓 (x) ≡ 0, is the zero matrix, making L𝑓 easily annihilable.

However, such 𝑓 is not a useful choice for the adversary against ABE security (as no x can be chosen

without trivializing the experiment). This is merely an artifact of abstraction.



226

L0 =
(
sT(A0 − QG) + eT

0, sTA−1 + eT
−1

)
,

L𝑏
𝑖
= sT(A𝑖 − 𝑏QG) + eT

𝑖 (for 𝑖 ∈ [ℓ ], 𝑏 ∈ {0, 1}),

and outputs
(
L0, {L𝑏𝑖 }

𝑏∈{0,1}
𝑖∈[ℓ ] , s

)
.

• ShareF(pp, 𝑓 , 𝜇, s) takes as input pp, some 𝑓 ∈ Fℓ ,𝑝,1𝑑 , a secret bit 𝜇 ∈ {0, 1}, and

the shared randomness s. The algorithm defines

𝑓 ′(𝑥−1, x) = 𝑥−1 ∨ 𝑓 (x).

It runs H𝑓 ′ ← EvalC(B,Q, 𝑓 ′) and sets and outputs

L𝑓 = sT⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉ + 𝜇⌊𝑝/2⌉.

The entries of BH𝑓 ′G−1(a) are over ℤ𝑞, the multiplication by 𝑝/𝑞 is done over

ℤ by taking any representative, and L𝑓 is over ℤ𝑝 (invariant under choice of

representative).

• FindCoef(pp, 𝑓 , x, Lx) takes as input pp, some 𝑓 ∈ Fℓ ,𝑝,1𝑑 , some input x ∈ {0, 1}ℓ

to 𝑓 , and the shares Lx. If 𝑓 (x) = 1, the algorithm outputs ⊥ and terminates.

Otherwise, it runs H𝑓 ′,0,x ← EvalCX(B,Q, 𝑓 ′, 0, x), where 𝑓 ′ is as in ShareF. The

algorithm defines

𝛾(L𝑓 ) = L𝑓 − ⌊LxH𝑓 ′,0,xG−1(a) · 𝑝/𝑞⌉, 𝐵 = (𝑛 + 1)𝐵init + 1,

and outputs (𝛾, 1𝐵).

Linearity Properties. The scheme indeed has linear function sharing (Definition 6.7)

because ShareF is a deterministic linear function over 𝜇, s with coefficients ⌊𝑝/2⌉,

⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉.

Parameters. Recall that 0 < 𝜌 < 1
2 is the exponent of LWE hardness (Assumption 6.2).

In our application, we let 𝑝0 = 2𝜆O(1)∩ω(log𝜆) be a super-polynomial lower bound of the
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order of pairing groups, and 𝑝 ≥ 𝑝0 is the actual order. We require (for correctness)66

𝑞 ≥ (𝑚 + 2)𝑑+2𝑝, 4((𝑛 + 1)𝐵init + 1) + 1 < 𝑝,

for which we can set (also considering security)

𝑛 = 𝐵init =
(
(𝑑 + 2) (𝜌−1 + 1) + log2 𝑝 + O(𝑑)

)2/𝜌 ≤ poly(𝜆, 𝑑, log 𝑝),

𝑞 = 2Θ(𝑛𝜌) , 𝑑+ ∼
𝑝𝜌/4 − log2 𝑝

1 + 𝜌−1 · Θ(1).

Since 𝑝 is super-polynomial, 𝑑+ is super-polynomial in 𝜆.

Efficiency and Succinctness. In Construction 6.1, the algorithm FindCoef is indeed

efficient as 𝐵 is polynomially bounded. The public parameter pp primarily consists of

matrices a,B,Q, whose total bit-length is (ℓ + 1) · poly(𝜆, 𝑑). The share L0 is a vector

in ℤ2𝑚
𝑞 and each of L𝑏

𝑖
is a vector in ℤ𝑚𝑞 , so each share is of size poly(𝜆, 𝑑). Lastly, L𝑓

is a single element of ℤ𝑝, so its size is poly(𝜆). Therefore, the scheme has succinct

shares (Definition 6.5).

Furthermore, the size of L𝑓 does not depend on 𝑑— this is stronger than required in

Definition 6.5, because |param| ≥ 𝑑 and 𝑑+ (the upper bound of 𝑑) is super-polynomial

in 𝜆.

Theorem 6.9 (¶). Construction 6.1 is weakly nearly linear (Definition 6.6).

Proof (Theorem 6.9). This amounts to showing that if 𝑓 (x) = 0, then 4𝐵 + 1 < 𝑝 and

𝛾(L𝑓 ) = 𝜇⌊𝑝/2⌉ + 𝑒 for some 𝑒 ∈ [−𝐵, 𝐵]. By the choice of 𝑛, 𝐵init, we have

4𝐵 + 1 = 4((𝑛 + 1)𝐵init + 1) + 1 < 𝑝.

By construction we have

𝛾(L𝑓 ) = L𝑓 − ⌊LxH𝑓 ′,0,xG−1(a) · 𝑝/𝑞⌉

= 𝜇⌊𝑝/2⌉ + sT⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉

−
⌊ (

sT(B − (1, 0, xT) ⊗ QG) + (eT
0, e

T
−1, e

T
1, . . . , e

T
ℓ )

)
H𝑓 ′,0,xG−1(a) · 𝑝/𝑞

⌉
66The bounds in [LLL22a] are different (and have typos, fixed here). In the conference version, it

was implicit that the basic gates in a circuit are addition, subtraction, and multiplication constrained

to {0,±1}. In this dissertation, they are AND, OR, NOT. In addition, the construction is changed to

accommodate Footnote 64 (see also Footnote 65).
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(Lemma 6.5) = 𝜇⌊𝑝/2⌉ + sT⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉

−
⌊ (

sT(BH𝑓 ′ − 𝑓 ′(x′)︸︷︷︸
=0∨𝑓 (x)=0

QG)G−1(a) + (eT
0, . . . )H𝑓 ′,0,xG−1(a)︸                      ︷︷                      ︸

=𝑒𝑓

)
· 𝑝/𝑞

⌉
= 𝜇⌊𝑝/2⌉ + sT⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉ − ⌊(sTBH𝑓 ′G−1(a) + 𝑒𝑓 ) · 𝑝/𝑞⌉.

Since G−1(a) ∈ {0, 1}𝑚, by Lemma 6.5, we have (note that 𝑓 ′ is one level deeper than 𝑓 )

|𝑒𝑓 | ≤ 𝑚 · ∥HT
𝑓 ′,0,x∥ · ∥(e

T
0, e

T
−1, e

T
1, . . . , e

T
ℓ )

T∥ ≤ (𝑚 + 2)𝑑+2𝐵init.

We can break a rounded sum into a sum of individually rounded terms, at the expense

of some rounding errors:

⌊(sTBH𝑓 ′G−1(a) + 𝑒𝑓 ) · 𝑝/𝑞⌉ = ⌊sTBH𝑓 ′G−1(a) · 𝑝/𝑞⌉ + ⌊𝑒𝑓 · 𝑝/𝑞⌉ + 𝑒′′, where |𝑒′′ | ≤ 1,

⌊sTBH𝑓 ′G−1(a) · 𝑝/𝑞⌉ = sT⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉ + 𝑒𝑠, where |𝑒𝑠 | ≤ 𝑛 · ∥s∥ ≤ 𝑛𝐵init.

The bounds of 𝑒′′, 𝑒𝑠 are due to Lemmas 6.2 and 6.3. Combining the above,

𝛾(L𝑓 ) = 𝜇⌊𝑝/2⌉ + sT⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉ − ⌊(sTBH𝑓 ′G−1(a) + 𝑒𝑓 ) · 𝑝/𝑞⌉

= 𝜇⌊𝑝/2⌉ − (⌊𝑒𝑓 · 𝑝/𝑞⌉ + 𝑒′′ + 𝑒𝑠︸                   ︷︷                   ︸
=𝑒

).

By our choice of 𝑞,

|𝑒| ≤
⌈
(𝑚 + 2)𝑑+2𝐵init · 𝑝/𝑞

⌉
+ 1 + 𝑛𝐵init ≤ 𝐵. □

6.5.3 Security Proof of Secret Sharing Scheme

Theorem 6.10 (¶). Assuming small-secret adaptive LWE (Assumption 6.2), Construction 6.1

is adaptively non-annihilable for L𝑓 (Definition 6.8).

If we only assume plain (non-adaptive) LWE (implying small-secret LWE [ACPS09]),

then Construction 6.1 (with Q always set to I) is selectively non-annihilable for L𝑓 .

Proof (Theorem 6.10). Let A be an efficient adversary against the non-annihilability

experiment for L𝑓 of the scheme. Recall that A chooses 1ℓ , 𝑝, 1𝑑, sees pp, chooses

x (or not), and lastly 𝑓 , 𝜇,𝛾 such that 𝑓 (x) = 1 (if x is chosen) and 𝛾 is not the zero
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function. It wins if 𝛾(L𝑓 ) = 0. Let

x′ =


(0, xT)T, if x is chosen;

(1, 0)T, otherwise;
LT = sT(B − (1, (x′)T) ⊗ QG) + (eT

0, e
T
−1, e

T
1, . . . , e

T
ℓ ),

then 𝑓 ′(x′) = 1 because either 𝑓 (x) = 1 or x is not chosen, and LT = Lx whenever x is

chosen. We proceed to rewrite L𝑓 in Expfann. By Lemma 6.5,

sTBH𝑓 ′G−1(a) = sT(QG + BH𝑓 ′ − 𝑓 ′(x′)QG)G−1(a)

= sTQa + sT(BH𝑓 ′ − 𝑓 ′(x′)QG)G−1(a)

= sTQa + sT(B − (1, (x′)T) ⊗ QG)H𝑓 ′,x′G−1(a)

= (sTQa + 𝑒′) +
(
sT(B − (1, (x′)T) ⊗ QG) + (eT

0, e
T
−1, e

T
1, . . . , e

T
ℓ )

)
H𝑓 ′,x′G−1(a)

− 𝑒′ − (eT
0, e

T
−1, e

T
1, . . . , e

T
ℓ )H𝑓 ′,x′G−1(a)

= (sTQa + 𝑒′) + LTH𝑓 ′,x′G−1(a) − 𝑒′ − 𝑒𝑓 ,

where 𝑒′ $← Dℤ,𝜎,≤𝐵init is a newly introduced noise and 𝑒𝑓 = (eT
0, . . . )H𝑓 ′,x′G−1(a) is the

homomorphic noise. Note that |𝑒𝑓 | ≤ 𝐵init · (𝑚 + 2)𝑑+1 · 𝑚 ≤ (𝑚 + 2)𝑑+2𝐵init. We have

L𝑓 = 𝜇⌊𝑝/2⌉ + sT⌊BH𝑓 ′G−1(a) · 𝑝/𝑞⌉ = 𝜇⌊𝑝/2⌉ + 𝑒𝑠 + ⌊sTBH𝑓 ′G−1(a) · 𝑝/𝑞⌉

= 𝜇⌊𝑝/2⌉ + 𝑒𝑠 +
⌊ (
(sTQa + 𝑒′) + LTH𝑓 ′,x′G−1(a) − 𝑒′ − 𝑒𝑓

)
· 𝑝/𝑞

⌉
= 𝜇⌊𝑝/2⌉ + 𝑒𝑠 + 𝑒′′ + ⌊(−𝑒′ − 𝑒𝑓 ) · 𝑝/𝑞⌉︸                              ︷︷                              ︸

=𝑒̃

+
⌊ (
(sTQa + 𝑒′) + LTH𝑓 ′,x′G−1(a)

)
· 𝑝/𝑞

⌉
where |𝑒𝑠 | ≤ 𝑛 · ∥s∥ ≤ 𝑛𝐵init (Lemma 6.3) and |𝑒′′ | ≤ 1 (Lemma 6.2). Furthermore,��⌊(−𝑒′ − 𝑒𝑓 ) · 𝑝/𝑞⌉�� ≤ (𝐵init + |𝑒𝑓 |) · 𝑝/𝑞 + 1 ≤ 𝐵init · 1 + |𝑒𝑓 | · 𝑝/𝑞 + 1 ≤ 2𝐵init + 1

by our choice of 𝑞. Therefore, | 𝑒̃| ≤ (𝑛 + 2)𝐵init + 2.

Let 𝐵′ = (𝑛 + 2)𝐵init + 2. With the above, we are ready to proceed to the hybrids.67

For hybrid H𝑖, we write 𝜀𝑖 for Pr[A wins in H𝑖].

• H1 is Expfann (Definition 6.8). Define

𝛾 𝑒̃′,𝜇 (𝑧) = 𝛾(𝑧 + 𝑒̃ ′ + 𝜇⌊𝑝/2⌉) for 𝑒̃ ′ ∈ ℤ, 𝜇 ∈ {0, 1},

67The proof is simplified from [LLL22a]. We no longer rely on the leakage simulation lemma.
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then 𝛾 𝑒̃′,𝜇 is not the zero function if and only if neither is 𝛾. In H1, the adversary

wins if and only if 𝑓 (x) = 1 (or x is not chosen) and 𝛾 𝑒̃,𝜇 is not the zero function

and

𝛾 𝑒̃,𝜇

( ⌊ (
(sTQa + 𝑒′) + LTH𝑓 ′,x′G−1(a)

)
· 𝑝/𝑞

⌉)
= 0.

The condition above is a rewritten form of 𝛾(L𝑓 ) = 0.

• H2 proceeds identically to H1 except that A wins if and only if

– 𝑓 (x) = 1 or x is not chosen,

– for all 𝑒̃ ′ ∈ [−𝐵′, 𝐵′], the function 𝛾 𝑒̃′,𝜇 is not the zero function, and

– there exists 𝑒̃ ′ ∈ [−𝐵′, 𝐵′] such that

𝛾 𝑒̃′,𝜇

( ⌊ (
(sTQa + 𝑒′) + LTH𝑓 ′,x′G−1(a)

)
· 𝑝/𝑞

⌉)
= 0.

The first condition is the same in H1 and H2, the second condition equivalent in

both, and the third is relaxed in H2. Therefore, 𝜀2 ≥ 𝜀1.

• H3 proceeds identically to H2, except that LT and (sTQa + 𝑒′) are replaced by

random.

Claim 6.11 (¶). Under small-secret adaptive LWE (Assumption 6.2), H2 ≈ H3.

• H4 proceeds identically to H3, except that the third condition is changed as

follows. Sample 𝑐′ $← ℤ𝑝 and check that there exists 𝑒̃ ′ ∈ [−𝐵′, 𝐵′] such that

𝛾 𝑒̃′,𝜇 (𝑐′) = 0.

Claim 6.12 (¶). H3 ≈s H4.

We claim the following.

Claim 6.13 (¶). 𝜀4 is negligible.

By hybrid argument, 𝜀2 is also negligible, and hence so is 𝜀1 (due to 0 ≤ 𝜀1 ≤ 𝜀2). □

Proof (Claim 6.11). Consider the following adversary B against small-secret adaptive

LWE (Assumption 6.2).
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• B launches A() and receives (1ℓ , 𝑝, 1𝑑) from it. It chooses 𝑛, 𝐵init, 𝑞, 𝑚,𝜎 as

in Setup, sets 𝑚′ = 1, and sends (1ℓ+1, 1𝑚′) to the small-secret adaptive LWE

experiment.

• B receives (A,B,Q). It sets a = Q−1A and sends the assembled pp to A.

• If B receives x ∈ {0, 1}ℓ from A, it sends x′ = (1, xT)T to its own experiment, and

receives

cT = either sTA + eT or random,

dT = either sT(B − (1, (x′)T) ⊗ QG) + f T or random.

The adversary B sets L = d (implicitly, f T = (eT
0, e

T
−1, e

T
1, . . . , e

T
ℓ
)). It sends Lx = LT

to A.

• B receives 𝑓 , 𝜇,𝛾 from A. If A did not choose x, the adversary B sends x′ = (1, 0)T

to its own experiment, receives (c,d), and sets L = d. It sets 𝑓 ′ from 𝑓 , then

checks whether 𝑓 (x) = 1 (or x is not chosen) and 𝛾 is not the zero function and

there exists 𝑒̃ ′ ∈ [−𝐵′, 𝐵′] such that

𝛾 𝑒̃′,𝜇

( ⌊ (
cT + LTH𝑓 ′,x′G−1(a)

)
· 𝑝/𝑞

⌉)
= 0.

If so, B outputs 1. Otherwise, it outputs 0.

The adversary B is efficient, thanks to 𝐵′ being polynomially bounded. Moreover, B

simulates A in H2+𝑏 when it is in Exp𝑏sALWE. In particular, when 𝑏 = 0, it implicitly sets

𝑒′ = e and indeed cT = sTA + eT = sTQa + 𝑒′. This completes the reduction. □

Proof (Claim 6.12). Conditioned on pp, which fixes 𝑝, 𝑞, we have that c $← ℤ𝑞 is

(conditionally) independent of everything else in the check whether there exists

𝑒̃ ′ ∈ [−𝐵′, 𝐵′] such that

𝛾 𝑒̃′,𝜇

( ⌊ (
cT + LTH𝑓 ′,x′G−1(a)

)
· 𝑝/𝑞

⌉)
= 0.

Therefore, so is the quantity (cT + LTH𝑓 ′,x′G−1(a)). By Lemma 6.4, replacing⌊ (
cT + LTH𝑓 ′,x′G−1(a)

)
· 𝑝/𝑞

⌉
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by an independent 𝑐′ $← ℤ𝑝 incurs a statistical error no more than 𝑝/𝑞. Our choice

of 𝑞 = 2Θ(𝑛𝜌) with 𝑛 ≥ log2/𝜌
2 𝑝 satisfies 𝑞 ≥ 𝑝2, so 𝑝/𝑞 ≤ 1/𝑝 ≤ 1/𝑝0. By the law of total

expectation (to remove the conditioning of pp), it follows that |𝜀3 − 𝜀4 | ≤ 1/𝑝0. □

Proof (Claim 6.13). Conditioned on pp (fixing 𝑝), by a union bound (enumerating 𝑒̃ ′)

over Schwartz–Zippel (Lemma 6.1) for degree-1 polynomials,

Pr[A wins in H4 | pp] ≤
2𝐵′ + 1
𝑝

≤ 2𝐵′ + 1
𝑝0

.

By the law of total expectation, 𝜀4 ≤ (2𝐵′ + 1)/𝑝0, which is negligible. □

6.5.4 Construction of KP-ABE Scheme

Ingredients of Construction 6.2. Let

• GroupGen be a pairing group sampler (Definition 2.5),

• KPSS = (KPSS.Setup, KPSS.ShareX, KPSS.ShareF, KPSS.FindCoef) the weakly nearly

linear secret sharing scheme in Construction 6.1, with succinct shares and linear

function sharing (Definitions 6.4, 6.5, 6.6, and 6.7), and

• IPFE = (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) an IPFE scheme based on

GroupGen (Definition 6.2).

Construction 6.2 (KP-ABE). Let (see Definition 2.3)

Params =
{
(1ℓ , 1𝑑)

�� ℓ , 𝑑 ∈ ℕ+, 𝑑 ≤ 𝑑+(𝜆) },
𝐹1ℓ ,1𝑑 =

{
circuit 𝑓

�� 𝑓 : {0, 1}ℓ → {0, 1} is of depth at most 𝑑
}
,

𝑋1ℓ ,1𝑑 = {0, 1}ℓ , 𝑃1ℓ ,1𝑑 ( 𝑓 , x) = ¬𝑓 (x),

where 𝑑+ is a super-polynomial upper bound on the maximum depth.68 Our KP-ABE

scheme works as follows.

• Setup(1ℓ , 1𝑑) takes as input the attribute length ℓ and the maximum depth 𝑑. It

runs and sets

(𝑝, . . . ) = gp $← GroupGen(),

68𝑑+ (𝜆) = min𝑝 𝑑′+ (𝑝), where 𝑝 runs through all possible primes produced by GroupGen and 𝑑′+ is the

𝑑+ of KPSS (Construction 6.1).
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(1𝑛, . . . ) = KPSS.pp $← KPSS.Setup(1ℓ , 𝑝, 1𝑑),

(impk, imsk) $← IPFE.Setup(gp, 1𝑁) for dimension 𝑁 = 𝑛 + 1,

mpk = (gp, KPSS.pp, impk), msk = (mpk, imsk).

The algorithm outputs (mpk,msk).

• KeyGen(msk, 𝑓 ) takes as input msk and a circuit 𝑓 . Since KPSS has linear function

sharing (Definition 6.7), the function KPSS.ShareF(KPSS.pp, 𝑓 , , ) is linear in

(𝜇, s), where s is 𝑛-dimensional. The algorithm KeyGen efficiently finds its

coefficients c ∈ ℤ𝑛+1
𝑝 . It samples and runs

𝛿
$← ℤ𝑝 \ {0}, isk $← IPFE.KeyGen(imsk, ⟦𝛿c⟧2).

The algorithm outputs sk = (⟦𝛿⟧2, isk).

• Enc(mpk, x, 𝜇) takes as input mpk, an attribute x ∈ {0, 1}ℓ , and a message

𝜇 ∈ {0, 1}. It runs

(L0, {L𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] , s) $← KPSS.ShareX(KPSS.pp), ict $← IPFE.Enc(impk, ⟦(𝜇, sT)T⟧1).

The algorithm outputs ct = (Lx, ict).

• Dec(mpk, 𝑓 , sk, x, ct) takes as input mpk, sk with its policy 𝑓 , and ct with its

attribute x. If 𝑓 (x) ≠ 0, the algorithm outputs ⊥ and terminates. Otherwise, it

parses sk, ct as defined in KeyGen, Enc, recomputes c as in KeyGen, and runs

𝐿′
$← IPFE.Dec(impk, ⟦𝛿⟧2 · c, isk, ict),

(𝛾, 1𝐵) $← KPSS.FindCoef(KPSS.pp, 𝑓 , x, Lx).

The algorithm reads the coefficients 𝛾1,𝛾0 ∈ ℤ𝑝 of 𝛾 (so that 𝛾(L𝑓 ) = 𝛾1L𝑓 + 𝛾0).

It finds the unique 𝜇′ ∈ {0, 1} and 𝑒 ∈ [−𝐵, 𝐵] such that

𝛾1𝐿
′ + ⟦𝛾0⟧1⟦𝛿⟧2 = ⟦𝜇′⌊𝑝/2⌉ + 𝑒⟧1⟦𝛿⟧2,

The algorithm outputs this 𝜇′.
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Correctness. By the correctness of IPFE and the linear function sharing of KPSS,

𝐿′ = ⟦(𝜇, sT) · 𝛿c⟧T = ⟦𝛿KPSS.ShareF(KPSS.pp, 𝑓 , 𝜇, s)⟧T = ⟦𝛿L𝑓 ⟧T.

Therefore,

𝛾1𝐿
′ + ⟦𝛾0⟧1⟦𝛿⟧2 = 𝛾1⟦𝛿L𝑓 ⟧T + ⟦𝛾0⟧1⟦𝛿⟧2 = ⟦𝛾(L𝑓 )⟧1⟦𝛿⟧2.

By the correctness of KPSS and due to 𝛿 ≠ 0, the decryption algorithm outputs 𝜇′ = 𝜇.

Efficiency. By Lemma 6.8, when instantiated with MDDH1 and 𝑁 = 𝑛 + 1 = poly(𝜆, 𝑑),

the IPFE components have bit-lengths

|impk|, |imsk|, |ict| = poly(𝜆, 𝑑), |isk| = poly(𝜆).

Notably, the pairing group is sampled independently of 𝑑, and isk consists of two

elements of 𝔾2. Recall that KPSS components have bit-lengths

|KPSS.pp| = (ℓ + 1) poly(𝜆, 𝑑), |L0 |, |L𝑏𝑖 | = poly(𝜆, 𝑑), |L𝑓 | = poly(𝜆).

In Construction 6.2,

• mpk consists of KPSS.pp and impk, of total size |mpk| = (ℓ + 1) poly(𝜆, 𝑑),

• sk consists of a single isk and ⟦𝛿⟧2, of total size |sk| = poly(𝜆) (independent of 𝑑,

i.e., constant-sizeconstant-size; concretely, three elements of 𝔾2), and

• ct consists of a single ict and (ℓ + 1) shares, of total size |ct| = (ℓ + 1) poly(𝜆, 𝑑).

6.5.5 Security of KP-ABE Scheme

Security. We state and prove the security of Construction 6.2.

Theorem 6.14 (¶). Suppose IPFE is selectively simulation-secure (Definition 6.3) and

KPSS is adaptively non-annihilable for L𝑓 (Definition 6.8), then Construction 6.2 is secure

(Definition 2.3) in GGM (Definition 6.1).

We remark that if KPSS is selectively non-annihilable for L𝑓 , then the resultant KP-ABE

achieves selective security in GGM.



235

Proof (Theorem 6.14). Recall that in Exp𝜇ABE, the adversary adaptively chooses 𝑓𝑗 ’s to

receive sk𝑗 ’s, both before and after submitting the challenge attribute x and being

given ct encrypting 𝜇 ∈ {0, 1}. Let (IPFE.SimSetup, IPFE.SimKeyGen, IPFE.SimEnc) be the

simulator of IPFE. Consider the following hybrids.

• H𝜇
1 is Exp

𝜇
ABE. More concretely,

(impk, imsk) $← IPFE.Setup(gp, 1𝑛+1), ict $← IPFE.Enc(impk, ⟦(𝜇, sT)T⟧1),

𝛿𝑗
$← ℤ𝑝 \ {0}, isk𝑗

$← IPFE.KeyGen(imsk, ⟦𝛿𝑗c𝑗⟧2),

and sk𝑗 = (⟦𝛿𝑗⟧2, isk𝑗) and ct = (Lx, ict).

• In H𝜇
2 , the 𝛿𝑗 ’s are no longer conditioned to be non-zero, i.e.,

(impk, imsk) $← IPFE.Setup(gp, 1𝑛+1), ict $← IPFE.Enc(impk, ⟦(𝜇, sT)T⟧1),

𝛿𝑗
$← ℤ𝑝 , isk𝑗

$← IPFE.KeyGen(imsk, ⟦𝛿𝑗c𝑗⟧2).

We have H𝜇
1 ≈s H

𝜇
2 .

• In H𝜇
3 , the IPFE components become simulated, i.e.,

(impk, imsk) $← IPFE.SimSetup (gp, 1𝑛+1), ict $← IPFE.SimEnc(imsk) ,

𝛿𝑗
$← ℤ𝑝, isk𝑗

$← IPFE.SimKeyGen (imsk, ⟦𝛿𝑗c𝑗⟧2, ⟦𝛿𝑗L𝑓𝑗⟧2 ).

Since the IPFE plaintext vector is (𝜇, sT), independent of any adversarial choice

(except 𝑛), the selective simulation security (Definition 6.3) of IPFE applies.

Moreover, the purported inner products are indeed correct,

(𝜇, sT) · 𝛿𝑗c𝑗 = 𝛿𝑗L𝑓𝑗 ,

because by definition, c𝑗 is the coefficients of (𝜇, sT) ↦→ L𝑓𝑗 . Therefore, H
𝜇
2 ≈ H

𝜇
3 .

Let’s consider the following experiment G𝜇
1 in GGM (Definition 6.1).

• Setup. Launch A() and receive from it (1ℓ , 1𝑑). Let 𝑝 be the pairing group order.

Run

KPSS.pp $← KPSS.Setup(1ℓ , 𝑝, 1𝑑), (L0, {L𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] , s) $← KPSS.ShareX(KPSS.pp),

and send (𝑝, KPSS.pp) to A.
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• Query I. Repeat the following for arbitrarily many rounds determined by A.

In each round, A submits a circuit 𝑓𝑗 : {0, 1}ℓ → {0, 1} of depth no more than 𝑑.

Sample and run

𝛿𝑗
$← ℤ𝑝, L𝑓𝑗

$← KPSS.ShareF(pp, 𝑓𝑗 , 𝜇, s),

and send handles representing (𝛿𝑗 , 𝛿𝑗L𝑓𝑗 ) in 𝔾2 to A.

• Challenge. The adversary A chooses x ∈ {0, 1}ℓ . Send Lx to A.

• Query II. Same as Query I.

• Guess. The adversary outputs a bit 𝜇′. The outcome of the experiment is 𝜇′ if

𝑓𝑗 (x) = 1 for all queried 𝑓𝑗 ’s. Otherwise, the outcome is set to 0.

Clearly, H𝜇
3 in GGM is just G𝜇

1 . Let 𝛾𝑘 denote the 𝑘
th GGM query, then

𝛾𝑘 ({𝛿𝑗 , 𝛿𝑗L𝑓𝑗 }𝑗) = 𝛾𝑘,0 +
∑︁
𝑗

𝛿𝑗𝛾𝑘, 𝑗 (L𝑓𝑗 ),

where 𝛾𝑘, 𝑗 ’s are affine functions whose coefficients can be read out from those of 𝛾

and 𝛾𝑘,0 is the constant term of 𝛾. Consider the following hybrids.

• In G𝜇
1 , each GGM query is answered as whether it evaluates to zero.

• In G𝜇
2 , each GGM query 𝛾𝑘 is answered as zero if and only if 𝛾𝑘, 𝑗 (L𝑓𝑗 ) evaluatesevaluates

to zeroto zero for all 𝑗 and 𝛾𝑘,0 = 0. By Schwartz–Zippel (Lemma 6.1) for degree-1

polynomials (𝛿𝑗 ’s being the indeterminates), we have G𝜇
1 ≈s G

𝜇
2 . (The statistical

error is 𝐾/𝑝, where 𝐾 is the maximum number of zero-test queries.)

• In G𝜇
3 , each GGM query 𝛾𝑘 is answered as zero if and only if 𝛾𝑘, 𝑗 (L𝑓𝑗 ) is the zerois the zero

functionfunction for all 𝑗 and 𝛾𝑘,0 = 0.

We make the following claims.

Claim 6.15 (¶). G𝜇
2 ≈ G

𝜇
3 by the non-annihilability for L𝑓 of KPSS.

Claim 6.16 (¶). G0
3 ≡ G

1
3.

By hybrid argument, we have Exp0
ABE ≡ H

0
1 ≈ H

1
1 ≡ Exp1

ABE in GGM. □
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Proof (Claim 6.15). We use a guessing and coupling reduction. Fix 𝜇 ∈ {0, 1}. Let 𝐾, 𝐽

be polynomial upper bounds of the number of zero-test queries and secret key queries

made by A, respectively. Couple one trial with A of G𝜇
2 and G

𝜇
3 and augment them with

a flag of bad event, which is set when 𝛾𝑘, 𝑗 with the lowest (𝑘, 𝑗), in lexicographical

order, evaluates to zero (in G𝜇
2 ) but is not the zero function (in G

𝜇
3 ). Clearly, the two

trials are identical until the bad flag is set. It remains to prove Pr[bad] is negligible.

Let B be the following efficient adversary against the (adaptive) non-annihilability

for L𝑓 of KPSS.

• B prepares a GGM oracle and samples (𝑘, 𝑗) $← [𝐾] × [𝐽]. It launches A(),

receives (1ℓ , 1𝑑) from A, and sends (1ℓ , 𝑝, 1𝑑) to its own security experiment,

where 𝑝 is the pairing group order of the GGM oracle prepared by B for A.

• B receives KPSS.pp and sends (𝑝, KPSS.pp) to A.

• B interacts with A, until A submits the 𝑘th zero-test query, as follows.

– If A queries for a secret key, B records the function and hands out GGM

handles.

– If A submits a challenge x, the adversary B forwards it to its own security

experiment.

– If A submits a zero-test query, B responds as in G𝜇
3 .

– If A makes a guess, B gives up and terminates.

• If A submits the 𝑘th zero-test query, B checks whether 𝛾𝑘, 𝑗 has an out-of-range

index. If not, it outputs ( 𝑓𝑗 , 𝜇,𝛾𝑘, 𝑗). Otherwise, it gives up and terminates.

Routine calculation shows Pr[B wins] ≥ Pr[bad]/𝐾𝐽, completing the reduction. □

Proof (Claim 6.16). We use induction to show that after 𝑡 rounds of interaction in H𝜇
3 ,

the view of A does not depend on 𝜇. The base case of 𝑡 = 0 is clear, since the view

of A prior to any interaction is just its random tape. For the inductive case, by the

induction hypothesis, the next query submitted by A do not depend on 𝜇, since it is

computed from the view of A prior to this query. This fact is used in all of the cases

analyzed below.
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• If the interaction is Setup, Challenge, or Guess, then by definition the response

does not depend on 𝜇.

• If the interaction is Query I/II, then only handles are returned, which do not

reveal any information about the encoded values (including 𝜇). The number of

handles returned is also independent of 𝜇.

• If the interaction is a zero-test query, since the response is computed solely from

the coefficients of 𝛾𝑘, not encoded values inside the handles (including 𝜇), the

response also does not depend on 𝜇.

This completes the induction. □

6.6 IPFE in GGM with Stronger Security

For our CP-ABE, we rely on IPFE with very strong simulation security — the only

information that can be inferred from keys and ciphertexts is whether known affine

functions over the inner products and the key vectors evaluate to zero or not. We

define and realize such security in GGM.

Definition 6.9 (adaptive simulation of IPFE in GGM). A simulator for an IPFE scheme

(Definition 6.2) in GGM consists of four efficient algorithms.

• SimSetup(1𝜆, 𝑝, 1𝑁) takes as input the prime group order 𝑝 and the dimension 𝑁.

It outputs a simulated master public key impk and an initial state st.

• SimKeyGen(st) outputs a simulated key isk and an updated state st′.

• SimEnc(st) outputs a simulated ciphertext ict and an updated state st′.

• SimGrpZTIPZT(st,𝛾) takes as input a (GGM) zero-test query 𝛾, which is an affine

function over all possible parings of the group handles created by earlier calls

to the other simulation algorithms. It has oracle access to IPZT, which performs

zero-tests of affine functions of the inner products and the vectors in the keys

(described in more details later). The algorithm outputs an answer 𝑧 to the

query 𝛾 and an updated state st′.
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The scheme is adaptively simulation-secure in GGM of order {𝑝𝜆}𝜆∈ℕ (Definition 6.1) if

there exists a simulator such that Expsim halts in polynomial time whenever Expreal
does so and Expreal ≈ Expsim, where the experiments Expreal(1𝜆,A) and Expsim(1𝜆,A)

proceed as follows.

• Setup. Sample the group order gp = 𝑝
$← 𝑝𝜆, launch A(1𝜆, 𝑝), and receive the

dimension 1𝑁 from it. Run

(in Expreal) (impk, imsk) $← Setup(1𝜆, gp, 1𝑁),

(in Expsim) (impk, st) $← SimSetup(1𝜆, 𝑝, 1𝑁),

and send impk to A.

• Challenge. Repeat the following for arbitrarily many rounds determined by A.

In each round, A has three choices.

– It can submit a vector v𝑗 encoded in 𝔾2 for a key. Upon receiving such a

query, run

(in Expreal) isk𝑗
$← KeyGen(imsk, ⟦v𝑗⟧2),

(in Expsim) (isk𝑗 , st′) $← SimKeyGen(st),

and send isk𝑗 to A. In addition, in Expsim, update the state st← st′.

– It can submit a vector u𝑖 encoded in 𝔾1 for a ciphertext. Upon receiving

such a query, run

(in Expreal) ict𝑖
$← Enc(impk, ⟦u𝑖⟧1),

(in Expsim) (ict𝑖, st′) $← SimEnc(st),

and send ict𝑖 to A. In addition, in Expsim, update the state st← st′.

– It can submit a GGM zero-test query 𝛾. In Expreal, it is responded by the

real GGM oracle. In Expsim, it is done as follows. Let {u𝑖}𝑖∈[𝐼] , {v𝑗}𝑗∈[𝐽] be

the lists of vectors in ciphertexts and keys queried up to this point. Let

IPZT(𝛾′) be a function that on input an affine function 𝛾′, outputs whether

𝛾′
(
{v𝑗}𝑗∈[𝐽] , {uT

𝑖v𝑗}𝑖∈[𝐼], 𝑗∈[𝐽]
)
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evaluates to zero. Run

(𝑧, st′) $← SimGrpZTIPZT(st,𝛾),

update the state st← st′, and return 𝑧 to A.

• Guess. The adversary A outputs a bit, which is the outcome of the experiment.

6.6.1 The ABDP Scheme

The IPFE scheme in [ABDP15] is only known to be selectively IND-CPA secure in the

standard model. It turns out that the very same scheme satisfies the (much stronger)

adaptive simulation security in GGM. We recall the construction below.

Construction 6.3 ([ABDP15]). The ABDP scheme works as follows.

• Setup(gp, 1𝑁) reads the group order 𝑝 from gp. It samples 𝑎 $← ℤ𝑝, w $← ℤ𝑁
𝑝 , and

outputs impk = ⟦𝑎, 𝑎wT⟧1, imsk = wT.

• KeyGen(imsk, ⟦v⟧2) outputs isk = wT⟦v⟧2.

• Enc(impk, ⟦u⟧1) samples 𝑠 $← ℤ𝑝 and outputs ict = (𝑠⟦𝑎⟧1, 𝑠⟦𝑎wT⟧1 + ⟦uT⟧1).

• Dec(impk, ⟦v⟧2, isk, ict) outputs ict ·
(
−isk
⟦v⟧2

)
.

Correctness is readily verified by −𝑠𝑎 ·wTv + (𝑠𝑎wT + uT) · v = uTv. The scheme is

succinct, as each secret key consists of only one group element, independent of 𝑁.

We remark that the above construction has two minor differences compared to the

original scheme of [ABDP15]. One is that in the original version, key vectors are

encoded in ℤ𝑝 instead of any group 𝔾2 that can pair with 𝔾1. The other is that the

master public key in [ABDP15] is simply ⟦w⟧1, without the random scalar 𝑎. As we

will see later, the introduction of random scalar 𝑎 makes our security analysis easier.

6.6.2 Stronger Security of the ABDP Scheme

Theorem 6.17 (¶). Construction 6.3 is adaptively simulation-secure in GGM (Defini-

tion 6.9).
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Proof (Theorem 6.17). Since impk, isk, ict all consist of a fixed number of group elements,

the simulator simply hands out the handles for them. Our simulator will keep

counters st = (𝐼, 𝐽) of the numbers of ciphertext and key queries as its state. Instead

of specifying SimGrpZT upfront, we list the hybrids, and the simulator is just what the

final hybrid does.

• H1 is Expreal, where the components are

impk = ⟦𝑎, 𝑎wT⟧1, isk𝑗 = ⟦wTv𝑗⟧2, ict𝑖 = ⟦𝑠𝑖𝑎, 𝑠𝑖𝑎wT + uT
𝑖⟧1.

The zero-test queries are answered by the GGM oracle.

• In H2, we change how impk and ict’s are generated into

impk = ⟦ 𝑎0 , 𝑎0 wT⟧1, isk𝑗 = ⟦wTv𝑗⟧2, ict𝑖 = ⟦ 𝑎𝑖 , 𝑎𝑖 wT + uT
𝑖⟧1,

where 𝑎𝑖’s are independent and uniformly random over ℤ𝑝. We have H1 ≈s H2.

For convenience, we write u0 = 0, then impk is in the form of an ict for u0, and

each zero-test query is (equivalently)

𝛾
( (

1, {𝑎𝑖}𝑖∈[0,𝐼] , {𝑎𝑖wT + uT
𝑖 }𝑖∈[0,𝐼]

)
⊗

(
1, {v𝑗}𝑗∈[𝐽] , {wTv𝑗}𝑗∈[𝐽]

) )
,

where 𝛾 is a linear function (note that 1 is included in the arguments). We omit

the range of 𝑖, 𝑗 below.

• In H3, the zero-test queries are answered differently. Each zero-test query is

regarded as a degree-3 polynomial with {𝑎𝑖}𝑖,w being the indeterminates, i.e.,

𝛾
( (

1, {𝑎𝑖}𝑖, {𝑎𝑖wT + uT
𝑖 }𝑖

)
⊗

(
1, {v𝑗}𝑗 , {wTv𝑗}𝑗

) )
= 1 · 𝛾0({u𝑖}𝑖, {v𝑗}𝑗 , {u𝑖 ⊗ v𝑗}𝑖, 𝑗) +wT · 𝜸1({v𝑗}𝑗 , {u𝑖 ⊗ v𝑗}𝑖, 𝑗)

+
∑︁
𝑖

𝑎𝑖 · 𝛾2,𝑖 ({v𝑗}𝑗) +
∑︁
𝑖

𝑎𝑖wT · 𝜸3,𝑖 ({v𝑗}𝑗) +
∑︁
𝑖

𝑎𝑖wT · Γ4,𝑖 ({v𝑗}𝑗) ·w,

where each entry of 𝛾0,𝜸1, {𝛾2,𝑖,𝜸3,𝑖, Γ4,𝑖}𝑖 is affine in their respective arguments

and (see below) their coefficients can be read out from those of 𝛾. The zero-test

query is answered as “zero” if and only if 𝛾0,𝜸1, {𝛾2,𝑖,𝜸3,𝑖}𝑖 all evaluate to zero

and ΓT
4,𝑖 ({v𝑗}𝑗) + Γ4,𝑖 ({v𝑗}𝑗) = 0 for all 𝑖.69

69Due to the symmetry of w and wT (quadratic form), the condition ΓT
4,𝑖 ({v𝑗}𝑗) + Γ4,𝑖 ({v𝑗}𝑗) = 0 exactly

says all coefficients of 𝑎𝑖w[𝑢]w[𝑣] are zero (when 𝑝 ≠ 2, of course).
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Since 𝑎𝑖,w are sampled at random, H2 ≈s H3 by Schwartz–Zippel (Lemma 6.1)

for degree-3 polynomials.

• H4 is Expsim, which is mostly identical to H3 except that the GGM zero-test queries

are answered as follows. Each query 𝛾 is first dissected into 𝛾0,𝜸1, {𝛾2,𝑖,𝜸3,𝑖, Γ4,𝑖}𝑖
as in H3. Next, consult IPZT to check whether {𝛾2,𝑖,𝜸3,𝑖, ΓT

4,𝑖 + Γ4,𝑖}𝑖 evaluate to

zero — note that these functions are affine over {v𝑗}𝑗. If any of them evaluates

to non-zero, the response to 𝛾 is “non-zero”. Otherwise, convert 𝛾0,𝜸1 into

equivalent queries affine over {v𝑗}𝑗 , {uT
𝑖
v
𝑗
}
𝑖, 𝑗
(in particular, not over u𝑖 or u𝑖 ⊗ v𝑗

like 𝛾0,𝜸1 themselves), then use IPZT again to determine the final response to 𝛾.

The efficient conversion is explained below (hence specifying SimGrpZT), which

yield answers identical to those in H3, implying H3 ≡ H4.

Now, the conversion of 𝛾0,𝜸1. Writing out a zero-test query 𝛾 explicitly,

𝛾
( (

1, {𝑎𝑖}𝑖, {𝑎𝑖wT + uT
𝑖 }𝑖

)
⊗

(
1, {v𝑗}𝑗 , {wTv𝑗}𝑗

) )
= 𝛼 +

∑︁
𝑖

(
𝑏𝑖 · 𝑎𝑖 + cT

𝑖 · (𝑎𝑖w + u𝑖)
)
+

∑︁
𝑗

(
𝑑𝑗 ·wTv𝑗 + f T𝑗 · v𝑗

)
+

∑︁
𝑖, 𝑗

(
𝑔𝑖, 𝑗 · 𝑎𝑖 ·wTv𝑗 + hT

𝑖, 𝑗 · 𝑎𝑖 · v𝑗 +mT
𝑖, 𝑗 · (𝑎𝑖w + u𝑖) ·wTv𝑗 + (𝑎𝑖w + u𝑖)T · N𝑖, 𝑗 · v𝑗

)
,

where 𝛼, 𝑏𝑖, c𝑖, 𝑑𝑗 , f 𝑗 , 𝑔𝑖, 𝑗 ,h𝑖, 𝑗 ,m𝑖, 𝑗 ,N𝑖, 𝑗 are the coefficients. We remark that the last

term (𝑎𝑖w + u𝑖)T · N𝑖, 𝑗 · v𝑗 enables arbitrary cross-pairing of (𝑎𝑖w + u𝑖) with v𝑗 and

combining the results. Each entry in N𝑖, 𝑗 corresponds to the coefficient of one such

pairing result. From these coefficients, we read out 𝛾0,𝜸1, {𝛾2,𝑖,𝜸3,𝑖, Γ4,𝑖}𝑖, which are

𝛾0({u𝑖}𝑖, {v𝑗}𝑗 , {u𝑖 ⊗ v𝑗}𝑖, 𝑗) = 𝛼 +
∑︁
𝑖

uT
𝑖c𝑖 +

∑︁
𝑗

f T𝑗v𝑗 +
∑︁
𝑖, 𝑗

uT
𝑖N𝑖, 𝑗v𝑗 , (6.5)

𝜸1({v𝑗}𝑗 , {u𝑖 ⊗ v𝑗}𝑖, 𝑗) =
∑︁
𝑗

𝑑𝑗v𝑗 +
∑︁
𝑖, 𝑗

v𝑗m
T
𝑖, 𝑗u𝑖, (6.6)

𝛾2,𝑖 ({v𝑗}𝑗) = 𝑏𝑖 +
∑︁
𝑗

hT
𝑖, 𝑗v𝑗 , (6.7)

𝜸3,𝑖 ({v𝑗}𝑗) = c𝑖 +
∑︁
𝑗

(
𝑔𝑖, 𝑗v𝑗 + N𝑖, 𝑗v𝑗

)
, (6.8)

Γ4,𝑖 ({v𝑗}𝑗) =
∑︁
𝑗

m𝑖, 𝑗v
T
𝑗 . (6.9)
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Since 𝛾0 is tested only when {𝜸3,𝑖}𝑖 all evaluate to zero, we substitute (6.8) into (6.5)

and obtain

𝛾0({u𝑖}𝑖, {v𝑗}𝑗 , {u𝑖 ⊗ v𝑗}𝑖, 𝑗) = 𝛼 +
∑︁
𝑗

f T𝑗v𝑗 +
∑︁
𝑖

uT
𝑖

(
c𝑖 +

∑︁
𝑗

N𝑖, 𝑗v𝑗
)

= 𝛼 +
∑︁
𝑗

f T𝑗v𝑗 +
∑︁
𝑖

uT
𝑖

(
𝜸3,𝑖 ({v𝑗}𝑗) −

∑︁
𝑗

𝑔𝑖, 𝑗v𝑗
)

= 𝛼 +
∑︁
𝑗

f T𝑗v𝑗 −
∑︁
𝑖, 𝑗

𝑔𝑖, 𝑗u
T
𝑖v𝑗 ,

which is affine in {v𝑗}𝑗 , {uT
𝑖
v
𝑗
}
𝑖, 𝑗
. Similarly, since 𝜸1 is tested only when {ΓT

4,𝑖 + Γ4,𝑖}𝑖
all evaluate to zero, we substitute (6.9) into (6.6) and obtain

𝜸1({v𝑗}𝑗 , {u𝑖 ⊗ v𝑗}𝑖, 𝑗) =
∑︁
𝑗

𝑑𝑗v𝑗 +
∑︁
𝑖

(∑︁
𝑗

v𝑗m
T
𝑖, 𝑗

)
u𝑖

=
∑︁
𝑗

𝑑𝑗v𝑗 +
∑︁
𝑖

ΓT
4,𝑖 ({v𝑗}𝑗) · u𝑖

=
∑︁
𝑗

𝑑𝑗v𝑗 −
∑︁
𝑖

Γ4,𝑖 ({v𝑗}𝑗) · u𝑖

=
∑︁
𝑗

𝑑𝑗v𝑗 −
∑︁
𝑖

(∑︁
𝑗

m𝑖, 𝑗v
T
𝑗

)
u𝑖 =

∑︁
𝑗

𝑑𝑗v𝑗 −
∑︁
𝑖, 𝑗

m𝑖, 𝑗 · v
T
𝑗u𝑖,

which is again affine in {v𝑗}𝑗 , {uT
𝑖
v
𝑗
}
𝑖, 𝑗
. □

6.7 Doubly Succinct CP-ABE for Boolean Formulae

6.7.1 More Definitions for Secret Sharing

In our CP-ABE construction, we need a secret sharing scheme with the following

linearity property, defined similarly to that of [AWY20].

Definition 6.10 (nearly linear reconstruction). A secret sharing scheme (Defini-

tion 6.4) is nearly linear if it satisfies the following requirements.

• The parameter has the format of param = (𝑝, . . . ) with 𝑝 being a prime.

• 𝐿0 = L0, 𝐿𝑏𝑖 = L𝑏
𝑖
, 𝐿𝑓 = L𝑓 are vectors over ℤ𝑝.

• There is an efficient coefficient-finding algorithm FindCoef(pp, 𝑓 , x), taking as

input pp, 𝑓 ∈ F𝜆,ℓ ,param, and some x ∈ {0, 1}ℓ to 𝑓 . It outputs an affine function
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𝛾 over ℤ𝑝 and a noise bound 1𝐵. For all 𝜆, ℓ ∈ ℕ, (𝑝, . . . ) = param ∈ Params𝜆,ℓ ,

x ∈ {0, 1}ℓ , 𝑓 ∈ F𝜆,ℓ ,param, 𝜇 ∈ {0, 1} with 𝑓 (x) = 0, it holds that

Pr



pp $← Setup(1𝜆, 1ℓ , param)

(L0, {L𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] , 𝑟) $← ShareX(pp)

L𝑓 $← ShareF(pp, 𝑓 , 𝜇, 𝑟)

(𝛾, 1𝐵) $← FindCoef(pp, 𝑓 , x)

:
4𝐵 + 1 < 𝑝 and

𝛾(L𝑓 , Lx) − 𝜇⌊𝑝/2⌉ ∈ [−𝐵, 𝐵]


= 1.

Security. Unlike the case of KP-ABE, our CP-ABE requires non-annihilability jointly

for L𝑓 , Lx.

Definition 6.11 ( joint non-annihilability). Given a secret sharing scheme (Defini-

tion 6.4) such that param = (𝑝, . . . ) with 𝑝 being prime and L0, L𝑏𝑖 , L𝑓 are vectors over

ℤ𝑝, the scheme is adaptively jointly non-annihilable if every efficient adversary wins

Expfxann with only negligible probability, where Expfxann(1𝜆,A) proceeds as follows.

• Setup. Launch A(1𝜆) and receive (1ℓ , param) from it, where param = (𝑝, . . . ).

Run

pp $← Setup(1𝜆, 1ℓ , param)

and send pp to A.

• Challenge. The adversaryA outputs 𝑓 ∈ F𝜆,ℓ ,param, an input x ∈ {0, 1}ℓ , a message

bit 𝜇 ∈ {0, 1}, and an affine function 𝛾. Upon the challenge, run(
L0, {L𝑏𝑖 }

𝑏∈{0,1}
𝑖∈[ℓ ] , 𝑟

) $← ShareX(pp), L𝑓 $← ShareF(pp, 𝑓 , 𝜇, 𝑟),

to determine the outcome of the experiment. The adversary A wins if i) 𝑓 (x) = 1

and ii) 𝛾 is not the zero function and iii) 𝛾(L𝑓 , Lx) = 0. Otherwise, A loses.

A secret sharing scheme is selectively jointly non-annihilable if it satisfies the above

with the change that the adversary must choose the input x before receiving pp.

6.7.2 Secret Sharing for Boolean Formulae from Adaptive LWE

We now construct a succinct secret sharing scheme, satisfying the above linearity

and security definitions, for 5-PBP from adaptive LWE. Our scheme is based on the



245

attribute-based laconic function evaluation scheme in [QWW18] and we employ the

techniques in [BGG+14,GV15] to control LWE noises.

Construction 6.4 (secret sharing for 5-PBP). Let (see Definition 6.4)

Paramsℓ =
{
𝑝
�� 𝑝 prime, 𝑝 ≥ 𝑝0(𝜆)

}
,

Fℓ ,𝑝 =
{
5-PBP 𝑓 : {0, 1}ℓ → {0, 1} of length at most 𝑠+(𝜆, ℓ , 𝑝)

}
,

where 𝑝0 is a minimum modulus function and 𝑠+ is a maximum length bound function

(both specified later). Let (EvalF, EvalFX) be the algorithms in Lemma 6.6. Our nearly

linear secret sharing scheme for F with succinct shares works as follows.

• Setup(1ℓ , 𝑝) takes as input the input length ℓ and the modulus 𝑝. The algorithm

picks appropriate 𝑛, 𝐵init (specified later) and sets 𝑚 = 𝑛⌈log2 𝑝⌉ and 𝜎 = 𝐵init/
√
𝜆.

It samples and sets

a $← ℤ𝑛𝑝 , A0,A1, . . . ,Aℓ $← ℤ𝑛×𝑚𝑝 , B = (A0,A1, . . . ,Aℓ ).

It outputs pp = (1𝑛, 𝑝, 𝑚, 𝐵init,𝜎, a,B).

• ShareX(pp) takes pp as input. It samples and sets

s $← ℤ𝑛𝑝 , e0, e1, . . . , eℓ $← D𝑚
ℤ,𝜎,≤𝐵init ,

L0 = sT(A0 − G) + eT
0, {L𝑏

𝑖
= sT(A𝑖 − 𝑏G) + eT

𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] ,

and outputs (L0, {L𝑏𝑖 }
𝑏∈{0,1}
𝑖∈[ℓ ] , s).

• ShareF(pp, 𝑓 , 𝜇, s) takes as input pp, some 𝑓 ∈ Fℓ ,𝑝, a secret bit 𝜇 ∈ {0, 1}, and

the shared randomness s. It runs H𝑓 ← EvalF(B, 𝑓 ), and samples and sets

𝑒
$← Dℤ,𝜎,≤𝐵init , L𝑓 = sTBH𝑓G−1(a) + 𝑒 + 𝜇⌊𝑝/2⌉.

The algorithm outputs L𝑓 .

• FindCoef(pp, 𝑓 , x) takes as input pp, some 𝑓 ∈ Fℓ ,𝑝, and some input x ∈ {0, 1}ℓ

to 𝑓 . If 𝑓 (x) = 1, the algorithm outputs ⊥ and terminates. Otherwise, it runs

H𝑓 ,x ← EvalFX(B, 𝑓 , x) and defines

𝛾(L𝑓 , Lx) = L𝑓 − LxH𝑓 ,xG−1(a), 𝐵 = (3𝑚2ℓBP + 𝑚 + 1)𝐵init,

where ℓBP is the length of 𝑓 . The algorithm outputs (𝛾, 1𝐵).
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Parameters. Recall that 0 < 𝜌 < 1
2 is the exponent of LWE hardness (Assumption 6.2).

In our application, we let 𝑝0 = 2𝜆O(1)∩ω(log𝜆) be a super-polynomial lower bound of the

order of pairing groups, 𝑝 ≥ 𝑝0 the actual order, and 𝑞 = 𝑝 the LWE modulus. We

require (for correctness)

4(3𝑚2𝑠+ + 𝑚 + 1)𝐵init + 1 < 𝑝,

for which we can set (also considering security)

𝑛, 𝐵init = poly(𝜆), 𝑚 = 𝑛⌈log2 𝑝⌉, 𝑠+ =

⌊
𝑝 − 2 − 4(𝑚 + 1)𝐵init

12𝑚2𝐵init

⌋
.

Note that 𝑠+ = 𝜆ω(1), so the scheme is unbounded in terms of 5-PBP length (i.e.,

Boolean formula size).

Efficiency and Succinctness. In Construction 6.4, the algorithm FindCoef is indeed

efficient as 𝐵 is polynomially bounded. The public parameter pp primarily consists

of matrices a,B, whose total bit-length is (ℓ + 1) · poly(𝜆). Each share is a vector in

ℤ𝑚𝑝 and L𝑓 is a single element of ℤ𝑝, so their sizes are poly(𝜆). This shows that the

scheme has succinct shares (Definition 6.5).

Theorem 6.18 (¶). Construction 6.4 is nearly linear (Definition 6.10).

Proof (Theorem 6.18). This amounts to showing that if 𝑓 (x) = 0, then 4𝐵 + 1 < 𝑝 and

𝛾(L𝑓 , Lx) = 𝜇⌊𝑝/2⌉ + 𝑒 for some 𝑒 ∈ [−𝐵, 𝐵]. By the choice of 𝑠+, we have

4𝐵 + 1 = 4(3𝑚2ℓBP + 𝑚 + 1)𝐵init + 1 ≤ 4(3𝑚2𝑠+ + 𝑚 + 1)𝐵init + 1 ≤ 𝑝 − 1 < 𝑝.

Letting eT = (eT
0, e

T
1, . . . , e

T
ℓ
), by construction,

𝛾(L𝑓 , Lx) = L𝑓 − LxH𝑓 ,xG−1(a)

=
(
sTBH𝑓G−1(a) + 𝑒 + 𝜇⌊𝑝/2⌉

)
−

(
(sT(B − (1, xT) ⊗ G) + eT)H𝑓 ,xG−1(a)

)
= 𝜇⌊𝑝/2⌉ − eTH𝑓 ,xG−1(a) + 𝑒 + sT

(
BH𝑓 − (B − (1, xT) ⊗ G)H𝑓 ,x︸                               ︷︷                               ︸

=0, since 𝑓 (x)=0

)
G−1(a)

(Lemma 6.6) = 𝜇⌊𝑝/2⌉ − eTH𝑓 ,xG−1(a) + 𝑒.

Write 𝑒 = −eTH𝑓 ,xG−1(a) + 𝑒. Since G−1(a) ∈ {0, 1}𝑚, by Lemma 6.6,

|𝑒| ≤ 𝐵init(3𝑚ℓBP + 1)𝑚 + 𝐵init = 𝐵. □
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6.7.3 Security Proof of Secret Sharing Scheme

Theorem 6.19 (¶). Assuming adaptive LWE (Assumption 6.1), Construction 6.4 is adap-

tively jointly non-annihilable (Definition 6.11).

If we only assume plain (non-adaptive) LWE, then Construction 6.4 is selectively jointly

non-annihilable.

Proof (Theorem 6.19). The proof is similar to that of Theorem 6.10. Let A be an efficient

adversary against the joint non-annihilability experiment of the scheme. Recall that

A chooses 1ℓ , 𝑝, sees pp, chooses 𝑓 , x, 𝜇,𝛾 such that 𝑓 (x) = 1 and 𝛾 is not the zero

function. It wins if 𝛾(L𝑓 , Lx) = 0.

Write eT = (eT
0, e

T
1, . . . , e

T
ℓ
), then

L𝑓 = sTBH𝑓G−1(a) + 𝑒 + 𝜇⌊𝑝/2⌉

(since 𝑓 (x) = 1) = sT(BH𝑓 − 𝑓 (x)G)G−1(a) + (sTa + 𝑒) + 𝜇⌊𝑝/2⌉

(Lemma 6.6) = sT(B − (1, xT) ⊗ G)H𝑓 ,xG−1(a) + (sTa + 𝑒) + 𝜇⌊𝑝/2⌉

= LxH𝑓 ,xG−1(a) − eTH𝑓 ,xG−1(a) + (sTa + 𝑒) + 𝜇⌊𝑝/2⌉.

Let 𝑒̃ = −eTH𝑓 ,xG−1(a) and 𝐵′ = 𝐵init(3𝑚ℓBP + 1)𝑚, then it follows from Lemma 6.6 that

| 𝑒̃| ≤ 𝐵′ is polynomially bounded. We are ready to proceed to the hybrids.70 For hybrid

H𝑖, we write 𝜀𝑖 for Pr[A wins in H𝑖].

• H1 is Expfxann (Definition 6.11). Define

𝛾 𝑒̃′,𝜇 (𝑧, Lx) = 𝛾(𝑧 + 𝑒̃ ′ + 𝜇⌊𝑝/2⌉, Lx) for 𝑒̃ ′ ∈ ℤ, 𝜇 ∈ {0, 1},

then 𝛾 𝑒̃′,𝜇 is not the zero function if and only if neither is 𝛾. In H1, the adversary

wins if and only if 𝑓 (x) = 1 and 𝛾 𝑒̃,𝜇 is not the zero function and

𝛾 𝑒̃,𝜇
(
LxH𝑓 ,xG−1(a) + (sTa + 𝑒), Lx) = 0.

The condition above is a rewritten form of 𝛾(L𝑓 , Lx) = 0.

• H2 proceeds identically to H1 except that A wins if and only if

70The proof is simplified from [LLL22a]. We no longer rely on the leakage simulation lemma.
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– 𝑓 (x) = 1,

– for all 𝑒̃ ′ ∈ [−𝐵′, 𝐵′], the function 𝛾 𝑒̃′,𝜇 is not the zero function, and

– there exists 𝑒̃ ′ ∈ [−𝐵′, 𝐵′] such that

𝛾 𝑒̃′,𝜇
(
LxH𝑓 ,xG−1(a) + (sTa + 𝑒), Lx) = 0.

The first condition is the same in H1 and H2, the second condition equivalent in

both, and the third is relaxed in H2. Therefore, 𝜀2 ≥ 𝜀1.

• H3 proceeds identically to H2, except that Lx and (sTa + 𝑒) are replaced by random.

Under adaptive LWE (Assumption 6.1), H2 ≈ H3.

• H4 proceeds identically to H3, except that the third condition is changed as

follows. Sample 𝑐′ $← ℤ𝑝 and check that there exists 𝑒̃ ′ ∈ [−𝐵′, 𝐵′] such that

𝛾 𝑒̃′,𝜇 (𝑐′, Lx) = 0.

Clearly, H3 ≡ H4.

Lastly, by a union bound (enumerating 𝑒̃ ′) over Schwartz–Zippel (Lemma 6.1) for

degree-1 polynomials, 𝜀4 is negligible. By hybrid argument, 𝜀2 is also negligible, and

hence so is 𝜀1 (due to 0 ≤ 𝜀1 ≤ 𝜀2). □

6.7.4 Construction of CP-ABE Scheme

Ingredients of Construction 6.5. Let

• GroupGen be a pairing group sampler (Definition 2.5),

• CPSS = (CPSS.Setup, CPSS.ShareX, CPSS.ShareF, CPSS.FindCoef) the nearly linear

secret sharing scheme in Construction 6.4, with succinct shares (Definitions 6.4,

6.5, and 6.10), and

• IPFE = (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) an IPFE scheme based on

GroupGen with adaptive simulation security in GGM (Definitions 6.2 and 6.9).
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Construction 6.5 (CP-ABE). Let (see Definition 2.3)

Params =
{

1ℓ
�� ℓ ∈ ℕ+ }

, 𝐹1ℓ = {0, 1}ℓ ,

𝑋1ℓ =
{
5-PBP 𝑓

�� 𝑓 : {0, 1}ℓ → {0, 1} is of length at most 𝑠+
}
,

𝑃1ℓ (x, 𝑓 ) = ¬𝑓 (x),

where 𝑠+ is the super-polynomial bound on 5-PBP length of Construction 6.4. Our

CP-ABE scheme works as follows.

• Setup(1ℓ ) takes the attribute length ℓ as input. It runs and sets

(𝑝, . . . ) = gp $← GroupGen(), CPSS.pp $← CPSS.Setup(1ℓ , 𝑝),

(impk, imsk) $← IPFE.Setup(gp, 1𝑁) for dimension 𝑁 = 2ℓ + 1,

mpk = (gp, CPSS.pp, impk), msk = (mpk, imsk).

The algorithm outputs (mpk,msk).

• KeyGen(msk, x) takes as input msk and x ∈ {0, 1}ℓ . It samples 𝛿 $← ℤ𝑝 \ {0} and

defines the “selector vector” v ∈ ℤ2ℓ+1
𝑝 as (recall that 𝜾’s are the standard basis

vectors)

v = 𝜾1 +
∑︁
𝑖∈[ℓ ]

𝜾2𝑖+x[𝑖] .

The algorithm runs

isk $← IPFE.KeyGen(imsk, ⟦𝛿v⟧2)

and outputs sk = (⟦𝛿⟧2, isk).

• Enc(mpk, 𝑓 , 𝜇) takes as input mpk, a 5-PBP 𝑓 , and a message 𝜇. It runs(
L0, {L𝑏𝑖 }

𝑏∈{0,1}
𝑖∈[ℓ ] , 𝑟

) $← CPSS.ShareX(CPSS.pp),

L𝑓 $← CPSS.ShareF(CPSS.pp, 𝑓 , 𝜇, 𝑟).

Let 𝑚0, 𝑚𝑖,𝑏, 𝑚𝑓 be the dimensions of L0, L𝑏𝑖 , L𝑓 , respectively. The algorithm sets

and runs

(𝑘 ∈ [𝑚𝑓 ]) ict𝑓 ,𝑘
$← IPFE.Enc(impk, ⟦L𝑓 [𝑘] · 𝜾1⟧2),

(𝑘 ∈ [𝑚0]) ict0,𝑘
$← IPFE.Enc(impk, ⟦L0 [𝑘] · 𝜾1⟧2),
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(𝑖 ∈ [ℓ ], 𝑏 ∈ {0, 1}, 𝑘 ∈ [𝑚𝑖,𝑏]) ict𝑖,𝑏,𝑘
$← IPFE.Enc(impk, ⟦L𝑏

𝑖
[𝑘] · 𝜾2𝑖+𝑏⟧2).

It outputs ct =
(
{ict𝑓 ,𝑘}𝑘∈[𝑚𝑓 ] , {ict0,𝑘}𝑘∈[𝑚0] , {ict𝑖,𝑏,𝑘}𝑖∈[ℓ ],𝑏∈{0,1},𝑘∈[𝑚𝑖,𝑏]

)
.

• Dec(mpk, x, sk, 𝑓 , ct) takes as input mpk, x, sk, 𝑓 , ct. If 𝑓 (x) ≠ 0, the algorithm

outputs ⊥ and terminates. Otherwise, it parses sk, ct as input KeyGen, Enc,

recomputes v, and runs

(𝛾, 1𝐵) $← CPSS.FindCoef(pp, 𝑓 , x),

(𝑘 ∈ [𝑚𝑓 ]) Λ𝑓 ,𝑘
$← IPFE.Dec(impk, ⟦𝛿⟧2v, isk, ict𝑓 ,𝑘),

(𝑘 ∈ [𝑚0]) Λ0,𝑘
$← IPFE.Dec(impk, ⟦𝛿⟧2v, isk, ict0,𝑘),

(𝑖 ∈ [ℓ ], 𝑘 ∈ [𝑚𝑖,x[𝑖]]) Λ𝑖,x[𝑖],𝑘
$← IPFE.Dec(impk, ⟦𝛿⟧2v, isk, ict𝑖,x[𝑖],𝑘).

The algorithm defines

Λ𝑓 =
(
Λ𝑓 ,1, . . . ,Λ𝑓 ,𝑚𝑓

)T
, Λx =

(
{Λ0,𝑘}𝑘∈[𝑚0] , {Λ𝑖,x[𝑖],𝑘}𝑖∈[ℓ ],𝑘∈[𝑚𝑖,x[𝑖] ]

)T
,

and finds the unique 𝜇′ ∈ {0, 1} such that there exists 𝑒 ∈ [−𝐵, 𝐵] satisfying

𝛾(Λ𝑓 ,Λx) = ⟦𝜇′⌊𝑝/2⌉ + 𝑒⟧1⟦𝛿⟧2.

It outputs this 𝜇′.

Correctness. By the correctness of IPFE and how the vectors are set,

Λ𝑓 = ⟦𝛿L𝑓 ⟧T, Λx = ⟦𝛿Lx⟧T,

and therefore,

𝛾(Λ𝑓 ,Λx) = ⟦𝛿 · 𝛾(L𝑓 , Lx)⟧T.

Since 𝛿 ≠ 0, by the correctness of CPSS, we have 𝜇′ = 𝜇.

Efficiency. By Construction 6.3, the IPFE components have bit-lengths

|impk|, |imsk|, |ict| = (𝑁 + 1) poly(𝜆), |isk| = poly(𝜆),

where 𝑁 = 2ℓ + 1. Notably, isk consists of a single element of 𝔾2. Recall that the

bit-length of CPSS.pp is (𝑁 + 1) poly(𝜆). Together with the fact that CPSS has succinct

shares, in Construction 6.5,
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• mpk consists of CPSS.pp and impk, of total size |mpk| = (ℓ + 1) poly(𝜆, 𝑑),

• sk consists of a single isk and ⟦𝛿⟧2, of total size |sk| = poly(𝜆) (i.e., constant-sizeconstant-size;

concretely, two elements of 𝔾2), and

• ct consists of Θ(ℓ 2) many ict’s, of total size |ct| = (ℓ 2 + 1) poly(𝜆) (notably,

potentially much smaller than the description size of 𝑓 , with which ct is

associated).

Therefore, the scheme is doubly succinct.

6.7.5 Security of CP-ABE Scheme

Security. We state and prove the security of Construction 6.5.

Theorem 6.20 (¶). Suppose IPFE is adaptively simulation-secure in GGM (Definition 6.9)

and CPSS is adaptively jointly non-annihilable (Definition 6.11), then Construction 6.5 is

secure (Definition 2.3) in GGM (Definition 6.1).

We remark that if CPSS is selectively jointly non-annihilable, then the resultant CP-ABE

achieves selective security in GGM.

Proof (Theorem 6.20). Recall that in Exp𝜇ABE, the adversary adaptively chooses x𝑗 ’s

to receive sk𝑗 ’s, both before and after submitting the challenge policy 𝑓 and

being given ct encrypting 𝜇 ∈ {0, 1}. Let (IPFE.SimSetup, IPFE.SimKeyGen, IPFE.SimEnc,

IPFE.SimGrpZT) be the simulator of IPFE. Consider the following hybrids (always in

GGM).

• H𝜇
1 is Exp

𝜇
ABE. More concretely,

(impk, imsk) $← IPFE.Setup(gp, 12ℓ+1), ict𝑓 ,𝑘
$← IPFE.Enc(impk, ⟦L𝑓 [𝑘] · 𝜾1⟧1),

ict0,𝑘
$← IPFE.Enc(impk, ⟦L0 [𝑘] · 𝜾1⟧1), ict𝑖,𝑏,𝑘

$← IPFE.Enc(impk, ⟦L𝑏
𝑖
[𝑘] · 𝜾2𝑖+𝑏⟧1),

𝛿𝑗
$← ℤ𝑝 \ {0}, v𝑗 =

∑︁
𝑖∈[ℓ ]

𝜾2𝑖+x𝑗 [𝑖] , isk𝑗
$← IPFE.KeyGen(imsk, ⟦𝛿𝑗v𝑗⟧2).
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• In H𝜇
2 , the 𝛿𝑗 ’s are no longer conditioned to be non-zero, i.e.,

(impk, imsk) $← IPFE.Setup(gp, 12ℓ+1), ict𝑓 ,𝑘
$← IPFE.Enc(impk, ⟦L𝑓 [𝑘] · 𝜾1⟧1),

ict0,𝑘
$← IPFE.Enc(impk, ⟦L0 [𝑘] · 𝜾1⟧1), ict𝑖,𝑏,𝑘

$← IPFE.Enc(impk, ⟦L𝑏
𝑖
[𝑘] · 𝜾2𝑖+𝑏⟧1),

𝛿𝑗
$← ℤ𝑝 , v𝑗 =

∑︁
𝑖∈[ℓ ]

𝜾2𝑖+x𝑗 [𝑖] , isk𝑗
$← IPFE.KeyGen(imsk, ⟦𝛿𝑗v𝑗⟧2).

We have H𝜇
1 ≈s H

𝜇
2 .

• In H𝜇
3 , the IPFE is simulated, i.e.,

(impk, st ) $← IPFE.SimSetup ( 𝑝 , 12ℓ+1), (ict𝑓 ,𝑘 , st′ ) $← IPFE.SimEnc(st) ,

(ict0,𝑘 , st′ ) $← IPFE.SimEnc(st) , (ict𝑖,𝑏,𝑘 , st′ ) $← IPFE.SimEnc(st) ,

𝛿𝑗
$← ℤ𝑝, v𝑗 =

∑︁
𝑖∈[ℓ ]

𝜾2𝑖+x𝑗 [𝑖] , (isk𝑗 , st′ ) $← IPFE.SimKeyGen(st) .

The simulator’s state is appropriately updated. In addition, the GGM queries are

answered by IPFE.SimGrpZT using IPZT. The inner products are

(ict𝑓 ,𝑘 and isk𝑗) 𝛿𝑗L𝑓 [𝑘], (ict𝑖,x𝑗 [𝑖],𝑘 and isk𝑗) 𝛿𝑗Lx[𝑖]
𝑖
[𝑘],

(ict0,𝑘 and isk𝑗) 𝛿𝑗L0 [𝑘], (ict𝑖,¬x𝑗 [𝑖],𝑘 and isk𝑗) 0.

Therefore, the 𝑡th query to IPZT tests whether some∑︁
𝑗

𝛿𝑗𝛾𝑡, 𝑗 (L𝑓 , Lx𝑗 )

evaluates to zero, where each 𝛾𝑡, 𝑗 is an affine function. The constant term of 𝛾𝑡, 𝑗

comes from ⟦𝛿𝑗⟧2 or the fact that vectors in keys can always be combined for

testing. The coefficients of always-zero inner products are ignored.

By the security of IPFE, we have H𝜇
2 ≈ H

𝜇
3 .

• In H𝜇
4 , the oracle IPZT is changed. For each test ∑

𝑗 𝛿𝑗𝛾𝑡, 𝑗 (L𝑓 , Lx𝑗 ), it returns

whether all of 𝛾𝑡, 𝑗 ’s evaluate to zeroevaluate to zero (without combining using 𝛿𝑗 ’s).

By Schwartz–Zippel (Lemma 6.1) for degree-1 polynomials, we have H𝜇
3 ≈s H

𝜇
4 .

• In H𝜇
5 , the oracle IPZT is changed again. For each test

∑
𝑗 𝛿𝑗𝛾𝑡, 𝑗 (L𝑓 , Lx𝑗 ), it returns

whether all of 𝛾𝑡, 𝑗 ’s are the zero functionare the zero function.

Claim 6.21 (¶). H𝜇
4 ≈ H

𝜇
5 by the joint non-annihilability of CPSS.
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Clearly, H0
5 ≡ H

1
5 — in both hybrids, 𝜇 only (nominally) appears inside group handles

and answers to zero-test queries do not depend on 𝜇.

By hybrid argument, Exp0
ABE ≡ H

0
1 ≈ H

1
1 ≡ Exp1

ABE. □

Proof (Claim 6.21). We use a guessing and coupling reduction. Fix 𝜇 ∈ {0, 1}. Let 𝑇, 𝐽

be polynomial upper bounds of IPZT queries and secret key queries, respectively.

Couple one trial of H𝜇
4 and H

𝜇
5 and augment them with a flag of bad event, which is

set when 𝛾𝑡, 𝑗 with the lowest (𝑡, 𝑗), in lexicographical order, evaluates to zero (in H𝜇
4 )

but is not the zero function (in H𝜇
5 ). The two trials are identical until the bad flag is

set. It remains to prove Pr[bad] is negligible.

Consider the following efficient adversary B against the (adaptive) joint non-

annihilability of CPSS.

• B prepares a GGM oracle and samples (𝑡, 𝑗) $← [𝑇] × [𝐽]. It launches A(),

receives 1ℓ from A, and sends (1ℓ , 𝑝) to its own security experiment, where

𝑝 is the pairing group order of the GGM oracle prepared by B for A.

• B receives CPSS.pp and sends (𝑝, CPSS.pp, impk) to A, where impk consists of

an appropriate number of GGM handles.

• B interacts with A, until it encounters the 𝑡th IPZT query, as follows.

– If A queries for a secret key for x𝑗 or submits a challenge for 𝑓 , then B

records x𝑗 or 𝑓 and hands out GGM handles.

– If A submits a GGM zero-test query, B internally converts it to (potentially

many) IPZT queries using IPFE.SimGrpZT. Each IPZT query is then processed

as in H𝜇
5 (except if the 𝑡

th one is reached, in which case B breaks out of this

loop). If all the converted IPZT queries are processed here, B responds to A

by finishing IPFE.SimGrpZT.

– If A makes a guess, B gives up and terminates.

• If B encounters the 𝑡th IPZT query, it checks whether 𝛾𝑡, 𝑗 has an out-of-range

index. If not, it outputs ( 𝑓 , x𝑗 , 𝜇,𝛾𝑡, 𝑗). Otherwise, it gives up and terminates.

Routine calculation shows Pr[B wins] ≥ Pr[bad]/𝑇𝐽, completing the reduction. □
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6.8 Further Discussions

During the writing of this dissertation, adaptive LWE (Assumption 6.1) is proven to

fail when ℓ is large enough (ℓ ∼ 𝑛2 log2
𝑞 suffices for a complete break). The attack

is due to [AMR25b] and easily extends to the small-secret variant (Assumption 6.2).

This does not affect the efficiency parameters of our KP- and CP-ABE schemes, since

they can be based on the usual LWE. If we insist on adaptive security and assume

LWE with subexponential advantage, we can use complexity leveraging, which makes

𝜆 scale polynomially with ℓ . At first sight, it appears that our KP-ABE no longer has

constant-size keys and our CP-ABE is no longer doubly succinct. Closer inspection

shows that this is not the case and the most important efficiency characteristics are

preserved.

For our KP-ABE, the key size depends on the pairing group order. We apply

complexity leveraging, not to lift ABE from selective to adaptive, but to prove adaptive

LWE from LWE. Consequently, the pairing group order is not bumped up, and our

KP-ABE still has constant-size keys.

For our CP-ABE, the pairing group order 𝑝 is the same as the LWE modulus 𝑞 and

affects both key and ciphertext sizes. Although complexity leveraging could make 𝑞

grow exponentially with ℓ , we can fix it. Suppose ALWE𝑛,𝑞,𝜎 (Assumption 6.1) holds,

then ALWE𝑛,𝑞/𝑧,𝜎 also holds for any super-polynomial 𝑧 by a simple reduction. Thanks

to the polynomial noise growth (see Construction 6.4 and the parameters after it), we

can artificially tune down 𝑞 (to a smaller super-polynomial) while keeping the size

upper bound of supported formulae super-polynomial. In effect, relying on complexity

leveraging only enlarges 𝑛, 𝑚,𝜎, not 𝑞, used in Constructions 6.4 and 6.5. It makes

the ciphertext size of CP-ABE larger, but still poly(𝜆, ℓ ), but does not affect the key

size, which can still be poly(𝜆). Therefore, the scheme is still doubly succinct.
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CHAPTER 7

Succinct CP-ABE for Circuits and ABE for DFA

from Lattices via Evasive IPFE
(Lattice-Based IPFE, Noisy Linear Garbling)

This chapter is an adaptation of [HLL24b,HLL24a].71

In this chapter, we show how to instantiate the general paradigm solely using

lattice-based components. We obtain a new candidate of lattice-based CP-ABE for

circuits as well as the first provably secure lattice-based public-key ABE for uniform

models of computation (concretely, DFA and L).

7.1 Introduction

The area of ABE witnessed substantial progress over the past decade, thanks to the

insights on leveraging the mathematical structures present in integer lattices and

the learning with errors (LWE) assumption. Notably, Gorbunov, Vaikuntanathan, and

Wee [GVW13] achieved a significant milestone by constructing the first KP-ABE scheme

for circuits of unbounded size, but with a priori bounded depth, relying on the LWE

assumption. Subsequent work by Boneh et al. [BGG+14] further enhanced KP-ABE

efficiency, delivering the first scheme with short ciphertexts and secret keys, both

scaling polynomially with the depth bound and independent of the circuit size.

Despite these remarkable advances, several challenges have persisted for over a

decade in the lattice-based ABE landscape. They include i) the search for ABE schemes

accommodating circuits of unbounded depth, ii) the construction of CP-ABE schemes

71Yao-Ching Hsieh, Huijia Lin, Ji Luo:

A General Framework for Lattice-Based ABE Using Evasive Inner-Product Functional Encryption,

© 2024 IACR, DOI 10.1007/978-3-031-58723-8_15.

https://doi.org/10.1007/978-3-031-58723-8_15
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supporting all polynomial-size circuits, even confined to predetermined depth bounds,

and iii) extending ABE to uniform models of computation, such as deterministic finite

automata (DFA), logspace Turing machines, and RAM, which have much more succinct

descriptions than circuits and can process arbitrarily long inputs. Until recently, the

only lattice-based solution addressing challenges i) and iii) were due to Goldwasser

et al. [GKP+13a], who presented a KP-ABE scheme for RAM. However, it relies on the

heavy tools of SNARK and extractable witness encryption, which can be instantiated

using lattices, but require strong knowledge-type assumptions. Beyond the scope of

lattice-based constructions, one could attain these objectives using indistinguishability

obfuscation (𝑖O) as shown in [GGH+13a] and Chapter 9.

Recently, the landscape has evolved with the introduction of a novel class of

assumptions known as evasive LWE [Wee22,Tsa22]. At a high level, evasive LWE

captures a “generic-model view” on lattices. When presented with LWE samples

(sTB + eT
1, s

TA + eT
0) and a short (i.e., low-norm) trapdoor preimages K such that BK = P,

denoted as K = B−1(P), where all terms are relative to a randomly sampled matrix

B and jointly sampled matrices A and P, it postulates that if the LWE samples

(sTP + eT
2, s

TB + eT
1, s

TA + eT
0) are pseudorandom when eT

2 is freshly generated, then

so are (sTB + eT
1, s

TA + eT
0) given B−1(P). In simpler terms, adversaries are limited to

utilizing the trapdoor to acquire LWE samples (sTP + eT
2) and treating them as LWE

samples with fresh noises. The work by [Wee22] argued that if this type of generic

attacks fail, then all known cryptanalytic techniques, including the family of zeroizing

attacks (e.g., [CHL+15,CVW18,HJL21,JLLS23]), would also be ineffective.

The introduction of the evasive LWE assumption has catalyzed new progress on

multiple fronts, including i) and ii)mentioned above. Wee [Wee22] presented a CP-ABE

scheme for bounded-depth circuits under evasive LWE and another new assumption

called tensor LWE. More recently, in Chapter 8, we achieved the first KP-ABE scheme

for circuits of unbounded depth. Two other works [VWW22,Tsa22] constructed witness

encryption schemes, which can be viewed as CP-ABE where the secret key for an

attribute is the attribute itself. Furthermore, Water, Wee, and Wu [WWW22] proposed

a multi-authority ABE for subset policies without resorting to random oracles.
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These accomplishments underscore the potential of evasive LWE. However, each

work uses evasive LWE in a way tailored to each construction, relying on a customized

variant of evasive LWE following the generic-model principle. This often requires

intricate handling of algebraic details. We ask:

Can we formulate a general framework for

constructing ABE schemes based on evasive LWE?

Such a framework would provide several advantages, including i) deepening our

understanding, specifically by elucidating the role of evasive LWE, ii) facilitating

the development of new ABE constructions, by making them more modular and

conceptually simpler, and iii) streamlining security proofs, by encapsulating low-level

algebraic intricacies within the framework and providing natural and useful tools.

Our Results. To this end, we propose a new notion called evasive inner-product

functional encryption (IPFE), and present a general framework for constructing CP-

and KP-ABE schemes for a class of functions from evasive IPFE and noisy linear secret

sharing for the same class. Our framework can be seen as the lattice-world counterpart

of the general framework for constructing ABE from pairing-based IPFE and (noiseless

or noisy) linear secret sharing, as described in Chapters 4, 5, and 6. Similar ideas

have been employed in various previous pairing-based ABE constructions, which have

been realized through different methods, including dual system encryption and hash

proof systems.

EVASIVE INNER-PRODUCT FUNCTIONAL ENCRYPTION (IPFE). Let’s start by introducing

evasive IPFE. Similar to a standard IPFE [ABDP15], evasive IPFE allows encrypting

a vector u ∈ ℤ𝑍
𝑞 into a ciphertext ict(u), and generating secret keys {isk(v𝑗)}𝑗 tied

to vectors v𝑗 ∈ ℤ𝑍
𝑞 , except that decryption reveals noisy (as opposed to exact) inner

products {uTv𝑗 + 𝑒𝑗}𝑗. The more substantial difference lies in the security requirements.

Standard IPFE ensures that only the inner products are revealed and no other

information of the encrypted vector u is leaked (the key vectors v𝑗 are public). Evasive

IPFE tries to capture a “generic-model view” similar to evasive LWE, but at the higher

abstraction level of IPFE. It postulates that if the noisy inner products {uTv𝑗 + 𝑒𝑗}𝑗 with
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“idealized”, i.e., freshly generated (hence independent), noises are pseudorandom,

then the ciphertext is pseudorandom. More formally,

if {v𝑗 , uTv𝑗 + 𝑒𝑗}𝑗 ≈ {v𝑗 , $}𝑗 ,

then impk, ict(u), {v𝑗 , isk(v𝑗)}𝑗 ≈ impk, $, {v𝑗 , isk(v𝑗)}𝑗 ,

where 𝑒𝑗 ’s are independent Gaussian noises. Evasive IPFE is a convenient tool for

generating LWE samples. Consider a simple example where the encrypted vector

is an LWE secret u = s and the key vectors correspond to an LWE public matrix

A, which may or may not be random. Security ensures that as long as the noisy

outputs (sTA + eT) with fresh noises are pseudorandom, the ciphertext encrypting s is

pseudorandom.

Jumping ahead, in Section 7.4, we present candidate lattice-based evasive IPFE

schemes, and show their security for restricted distributions of plaintext vectors

(observed by all our ABE constructions) based on evasive LWE.

NOISY LINEAR SECRET SHARING SCHEME (LSSS). The other ingredient of our general

framework is noisy LSSS. A noisy LSSS over ℤ𝑞 for a function 𝑓 (say, of Boolean

input and output), denoted as LSSS𝑓 , consists of a non-zero vector wout and matrices

T, {Wℓ ,𝑏}ℓ ,𝑏. Given randomness s, the secret and the shares for an 𝐿-bit input x are

created from those matrices.

LSSS𝑓 : wout,T, {Wℓ ,𝑏}ℓ ∈[𝐿],𝑏∈{0,1};

Secret: sTwout + 𝑒out; Shares: sTT + eT
t , {sTWℓ ,x[ℓ ] + eT

ℓ }ℓ ∈[𝐿] .

If 𝑓 (x) = 1, the secret (sTwout + 𝑒out) can be approximately recovered from the shares,

whereas if 𝑓 (x) = 0, the secret and the shares must be jointly pseudorandom. In

addition, we say that LSSS𝑓 is short if its wout,T, {Wℓ ,𝑏}ℓ ,𝑏 have small norms.

Noisy LSSS is a significantly weaker primitive than ABE in that it only considers

a single function 𝑓 and a single input x, and that the shares for x can depend on 𝑓 .

In contrast, ABE supports publishing secret keys and ciphertexts for many functions

and many inputs, and both must be generated independent of the data on the other

side. Interestingly, almost every known LWE-based ABE scheme implicitly defines an
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LSSS scheme. In the literature, noiseless and information-theoretically secure LSSS

are known for low-depth functions [KW93,Ber84,BDHM92,Mul87]. Based on LWE,

prior works have constructed a similar primitive, called nearly linear secret sharing

scheme, for arbitrary circuits (see [QWW18,AY20,AWY20] and Chapter 6). See related

works for a comparison.

GENERAL FRAMEWORK FOR CONSTRUCTING ABE. Our general framework uses evasive

IPFE to generically “lift” noisy LSSS into full-fledged ABE schemes. For technical

reasons elaborated in Section 7.2, we need to start from a short noisy LSSS.

Construction 7.5. Given a short noisy LSSS for any family of functions over ℤ𝑞, KP-

and CP-ABE schemes for the same family can be constructed from an evasive IPFE scheme

over ℤ𝑞.

When instantiated with our evasive IPFE scheme (Section 7.4.4), the KP-ABE scheme has

|mpk| = poly(log 𝑞), |sk𝑓 | = |LSSS𝑓 | poly(log 𝑞), |ctx | = |x| poly(log 𝑞),

and the CP-ABE scheme has

|mpk| = poly(log 𝑞), |skx | = |x| poly(log 𝑞), |ct𝑓 | = |LSSS𝑓 | poly(log 𝑞).

Here, |LSSS𝑓 | is the length of its defining vectors and matrices, and polynomial factors in

the security parameter 𝜆 are hidden.

Using our general framework, the task of building ABE for an arbitrary function class

reduces to the simpler task of constructing noisy LSSS for it. This has led to the

following new ABE constructions.

• In Section 7.6, we design new short noisy LSSS for all arithmetic circuits based on

LWE. The schemes are adapted from the arithmetic garbling proposed by [AIK11].

Combining them with our evasive IPFE scheme yields a new CP-ABE scheme for

bounded-depth bounded-arithmetic circuits from evasive LWE. Compared with

Wee’s construction [Wee22], our scheme eliminates the tensor LWE assumption,

but does not have succinct ciphertext.
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• For deterministic finite automata (DFA) and logspace Turing machines (L),

noiseless LSSS are known, which have been used to construct pairing-based

ABE for DFA and L in Chapter 4. In lattice-based ABE landscape, handling

uniform models of computation has been a challenge. The state-of-the-art

ABE schemes for DFA only tolerate bounded collusion [AS17a,Wee21], are in

the secret-key setting [AMY19a] (this also supports NFA), or do not come with

a security proof [Wee21]. In Section 7.8, we apply our general framework to

those LSSS with simple tweaks for uniform computation, obtaining both KP-

and CP-ABE for DFA and L based on evasive LWE, the first provably secure

lattice-based public-key ABE schemes tolerating unbounded collusion for these

uniform models.

Corollaries 7.17 and 7.25 (CP-ABE for circuits and ABE for DFA). Assuming LWE and

evasive LWE, there exists a CP-ABE scheme for arithmetic circuits with

|mpk| = poly(𝑑, log𝑀), |skx | = |x| poly(𝑑, log𝑀), |ct𝐶 | = |𝐶 | poly(𝑑, log𝑀),

where |𝐶 | is the circuit size, 𝑑 is a bound on the depth of 𝐶, and 𝑀 is a bound on the

magnitude of intermediate computation values.

Under the same set of assumptions, there exist ABE schemes for DFA.

KP-ABE for DFA: |mpk| = O(1), |skx | = O( |x|), |ctΓ | = O( |Γ|);

CP-ABE for DFA: |mpk| = O(1), |skΓ | = O( |Γ|), |ctx | = O( |x|).

Here, |x| is the input length and |Γ| is the number of states of the DFA. Each O(·) hides a

polynomial factor in 𝜆.

UPGRADING OUR GENERAL FRAMEWORK. An unsatisfactory aspect of the above

general framework is that it requires short noisy LSSS. On the other hand, there are

noisy LSSS that are not short. For instance, the noisy LSSS underlying the ABE scheme

of [BGG+14], as described below.

LSSS𝑓 : wout = A𝑓G−1(u), T = A0, {Wℓ ,𝑏 = Aℓ − 𝑏G}ℓ ∈[𝐿],𝑏∈{0,1};

Secret: sTA𝑓G−1(u); Shares: sTA0 + eT
0, {sT(Aℓ − x[ℓ ]G) + eT

ℓ }ℓ ∈[𝐿] .
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The vector u and matrices A0, Aℓ ’s are random, hence they have large entries. (So are

the entries of the gadget matrix G.) We would like to upgrade our general framework to

accommodate the BGG-based LSSS. Beyond the consideration of generality, that LSSS

is the only known LSSS for circuits of succinct size, in particular, |LSSS𝑓 | = poly(𝑑)

grows polynomially with the maximum depth of the computation, instead of size. Once

combined with our framework, we immediately obtain a CP-ABE scheme supporting

bounded-depth circuits with succinct ciphertexts.

We achieve this by introducing a stronger variant of evasive IPFE, where the noisy

inner products returned from decryption additionally contains structured noises in

the form of 𝑒′g, where g is the gadget vector. More precisely, in an evasive IPFE

scheme with structured noises, a ciphertext ict(u) still encrypts a vector u, but a

secret key isk(V) now encodes a matrix V whose number of columns is the dimension

of g. Decryption produces (uTV + 𝑒′gT + eT), where e is a small noise vector as before

and 𝑒′g is the structured noise. Security is enhanced correspondingly. If the noisy

outputs with idealized fresh noises 𝑒′, e are pseudorandom, so is the ciphertext, i.e.,

if {V𝑗 , uTV𝑗 + 𝑒′𝑗g
T + eT

𝑗 } ≈ {V𝑗 , $},

then impk, ict(u), {V𝑗 , isk(V𝑗)}𝑗 ≈ impk, $, {V𝑗 , isk(V𝑗)}𝑗 .

Using evasive IPFE with structured noises, we can now “lift” arbitrary noisy LSSS,

without any norm restriction, into full-fledged ABE schemes.

Construction 7.10 and Corollary 7.30. Given a (not necessarily short) noisy LSSS for any

family of functions over ℤ𝑞, KP- and CP-ABE schemes for the same family can be constructed

from evasive IPFE with structured noises over ℤ𝑞.

When instantiated with our evasive IPFE with structured noises (Section 7.4.5), the

resultant ABE schemes have the same asymptotic sizes as those in Construction 7.5 —

compared with which, it is now possible to use LSSS with smaller sizes. Assuming LWE and

a variant of evasive LWE, there exists a CP-ABE scheme for arithmetic circuits with

|mpk| = poly(𝑑, log𝑀), |skx | = |x| poly(𝑑, log𝑀), |ct𝑓 | = poly(𝑑, log𝑀).

CONSTRUCTIONS OF EVASIVE IPFE. We propose candidate lattice-based evasive IPFE

schemes, both with and without structured noises in Section 7.4, and extensively study
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them. We show that when the input vectors u𝑖 have certain form, namely uT
𝑖
= sTA

𝑖
for

arbitrary A𝑖’s sampled using public coins and independent and uniformly random s

(e.g., uT = sT = sTI), then we can base the security of evasive IPFE on variants of evasive

LWE. All ABE constructions in this chapter uses evasive IPFE to encrypt vectors of

this form. For evasive IPFE without structured noises, we rely on the usual type of

evasive LWE assumption, where all noises involved are small (Assumption 7.2). For the

version with structured noises, we rely on a variant of evasive LWE with structured

noises (Assumption 7.1).

In order to reduce to evasive LWE, the ABE constructions must use a single IPFE

instance, instead of many instances with independently sampled master public key.

However, we often want to impose some restriction on what inner products are

produced, e.g., only computing uT
1v1 and uT

2v2, without revealing uT
1v2 or uT

2v1. To

achieve this using a single instance of evasive IPFE, we extend the interface to be

identity-based (see Section 7.4.4), so that a pair of ciphertext ict id(u) and secret key

isk id′ (v) only reveals the noisy inner product if id = id′.

A nice addition is that the study of evasive IPFE already employs several pairing-

based techniques. Nevertheless, the constructions and security proofs are intricate

and require ironing out many details. We hope our evasive IPFE schemes serve as

useful tools in future works.

Related Works. We discuss related works by aspects.

LATTICE-BASED LINEAR SECRET SHARING SCHEMES FOR CIRCUITS. The works of [AY20,

AWY20] constructed CP-ABE with succinct ciphertext for NC1 relying on LWE and the

generic (pairing) group model (GGM). In Chapter 6, we constructed CP-ABE for circuits

with constant-size keys (i.e., of size poly(𝜆)) and succinct ciphertext (of size |x| poly(𝜆),

independent of depth). Both schemes combine a nearly linear secret sharing scheme

with a pairing-based IPFE.

Nearly LSSS is very similar to noisy LSSS. Both are noisy and if 𝑓 (x) = 1, evaluation

reveals a random secret 𝑠 perturbed by a small noise 𝑒. The major differences are

i) nearly LSSS requires linear reconstruction and the noise 𝑒 to be small, which are not

required by noisy LSSS, and ii) noisy LSSS shares must have the specific form sTT + eT
t ,
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{sTWℓ ,x[ℓ ] + eT
ℓ
}
ℓ ∈[𝐿], where the noises are small. These requirements are tailored for

composition with pairing-based IPFE and evasive IPFE, respectively. We compare

their secret sharing scheme and techniques with ours.

Based on the laconic function evaluation (LFE) protocol of [QWW18], which in

turn is based on the circuit KP-ABE scheme of [BGG+14], the works of [AY20,AWY20]

proposed a nearly linear secret sharing scheme for NC1 and Chapter 6 one for circuits.

The nearly LSSS schemes are then lifted to ABE schemes using pairing-based IPFE

— those ABE schemes use pairing-based IPFE to compute rerandomized nearly LSSS

shares. As a result, the computed shares reside in the exponent of the pairing

group. By the fact that reconstruction is linear, the perturbed secret (𝑠 + 𝑒) can

be recovered in the exponent if 𝑓 (x) = 1. However, to recover the secret 𝑠 in the

clear, the schemes rely on exhaustive search of the noise 𝑒. Therefore, 𝑒 must be

polynomially bounded, which is particularly difficult to achieve when evaluating high-

depth circuits (see Chapter 6). The fact that 𝑒 must be small also makes the security

proof more challenging, as one cannot rely on noise smudging.

Differently, in our general framework and hence CP-ABE schemes, the secret

shares are computed in the clear and the evaluation noise 𝑒 just need to be sufficiently

small compared to the modulus, and evaluation can be non-linear. However, we

require randomization of the shares in the form of sTT + eT
t , {sTWℓ ,x[ℓ ] + eT

ℓ
}
ℓ ∈[𝐿] with

small noises, in order to match the precondition of evasive LWE, where these small

noises are “idealized” to be fresh.

A technical relation is that those ABE schemes rely on GGM or knowledge-type

assumption (the Knowledge of OrthogonALity Assumption, or “KOALA”) on the pairing

group to argue that correlated instances of secret sharing for different computation

{( 𝑓𝑖, x𝑗)}𝑖, 𝑗 where 𝑓𝑖 (x𝑗) = 0 for all 𝑖, 𝑗 (resulting from decrypting all pairs of secret keys

and ciphertexts) are jointly secure. In our ABE scheme, we rely on evasive IPFE (and

by reduction, evasive LWE) to assert the security of the many correlated instances of

secret sharing. In folklore, evasive LWE is regarded as a lattice counterpart of GGM,

although there has been no formal known connections between them.

The works of [AY20,AWY20] as well as Chapter 6 combine pairing techniques with
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lattice ones, relying on pairing-based IPFE as well as LWE. This chapter translates

pairing techniques to the lattice world, creating a lattice implementation of IPFE,

suitable for ABE when combined with LWE. Evasive IPFE is reminiscent to the very

strong simulation security of IPFE in GGM proven in Chapter 6, which can be seen as

a step towards understanding the connection between GGM and evasive LWE.

NOISY IPFE. The work of [Agr19], followed by [AP20], proposed a primitive called

noisy IPFE, which evaluates noisy inner products, i.e., (uTv + 𝑒). It is defined with

strong security property. For any two plaintext vectors u,u′ and key vectors v1, . . . , v𝐽

such that their inner products are approximately equal, i.e., (u − u′)Tv𝑗 is small for

all 𝑗, the ciphertext encrypting u and that encrypting u′ must be indistinguishable.

The rationale is that the noises resulting from decryption is sufficient to “smudge”

the difference between the inner products. This primitive is strong enough to imply

indistinguishability obfuscation when combined with other well-studied assumptions.

Our evasive IPFE has a different security requirement. It states that if the

inner products plus fresh noises are pseudorandom, i.e., {uT
𝑖
v
𝑗
+ 𝑒

𝑖 𝑗
} ≈ {$}, then the

ciphertexts encrypting u𝑖’s are pseudorandom given the keys. We achieve this under

evasive LWE for a general class of distributions of inputs.

ABE FOR DFA FROM LATTICES. The work of [AS17a] presented a public-key FE for DFA

from LWE against bounded collusion. A bounded-collusion ABE for DFA, with better

efficiency and also based on LWE, was presented in [Wee21]. In [AMY19a], the authors

devised a lattice-based secret-key ABE for NFA. The work of [Wee21] also proposed

a candidate public-key KP-ABE for DFA based on lattices. In terms of methods, it

relies on the DFA garbling implicit in [Wat12] (made explicit in Chapter 4), which we

also use for our scheme. While many known ABE for DFA (including [Wat12,GWW19,

GW20a,Wee21], Chapter 4, and this chapter) are roughly based on the idea of securely

computing a pseudorandom garbling for DFA, to our knowledge, only Chapter 4 and

this chapter explicitly use functional encryption (concretely, IPFE) to do so. In terms of

results, in [Wee21], there was no reductionist proof of security but some preliminary

cryptanalysis, in which an idea in the line of evasive LWE is used (replacing a trapdoor

preimage by the intended usage result, with fresh noises). The development of evasive
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LWE is later to [Wee21]. While we do not immediately see a proof from the version

of evasive LWE in our work or [Wee22,Tsa22], it is plausible that another variant of

evasive LWE could be formulated to prove its security (or a slightly modified variant

thereof).

7.2 Technical Overview

We give an overview of our techniques.

7.2.1 Review and Renew

Our starting point is a well-established method of constructing ABE using linear secret

sharing schemes (LSSS) and pairing.

A traditional LSSS is noiseless and information-theoretic. An LSSS for an arithmetic

function 𝑓 : ℤ𝐿 → {0, 1} is specified by vector wout ≠ 0 and matrices T, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿]
over ℤ𝑞, each of which has 𝑛𝑓 rows. Given randomness s ∈ ℤ𝑛𝑓𝑞 , the secret is sTwout

and the shares are

sTT and {sT(Wℓ ,0 + x[ℓ ]Wℓ ,×)}ℓ ∈[𝐿] .

For correctness, if 𝑓 (x) = 1, the shares sTT, {sTWℓ ,x[ℓ ]}ℓ ∈[𝐿] must determine the secret

sTwout, where Wℓ ,x[ℓ ] = Wℓ ,0 + x[ℓ ]Wℓ ,×. For security, if 𝑓 (x) = 0 and s is uniformly

random, the shares must be independent of sTwout.

To obtain (KP- or CP-) ABE from LSSS, pairing is used so that when decrypting a

ciphertext using a key, tied to 𝑓 , x, it will first compute the LSSS𝑓 shares of x encoded

in the exponent of the target group, which can then be used to recover the secret

(again, in the exponent) if 𝑓 (x) = 1. For the construction to be secure, the computed

shares should use good randomness, which must be kept hidden. The mechanism

of computing the shares vary across known constructions, and oftentimes it can be

regarded as inner-product functional encryption (IPFE) [ABDP15]. Since the shares

are computed in the exponent, pseudorandomness can often be obtained from DDH-

style rerandomization, e.g., in CP-ABE, keys contain random 𝑟, ciphertexts contain

sTT, {sTWℓ ,x[ℓ ]}ℓ ∈[𝐿] with random s, and the computed shares are 𝑟sTT, {𝑟sTWℓ ,x[ℓ ]}ℓ ∈[𝐿]
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in the exponent of the target group. Intuitively, by the decisional Diffie–Hellman

assumption, the computed shares, using 𝑟s as its randomness, is indistinguishable

from being created with fresh randomness. This intuition has been implemented

in multiple ways, e.g., dual system encryption, hash proof systems, or using slotted

IPFE.

ABE from LSSS and Lattices. Pairing-based ABE only supports low-depth computa-

tions, because the expressive power of polynomial-size LSSS is limited in NC [KW93,

Ber84,BDHM92,Mul87]. To circumvent this lower bound, we must relax the notion of

LSSS to support richer classes of functions. We consider LSSS with noises, termed

noisy linear secret sharing in this chapter. Such a scheme for 𝑓 is again specified by

wout,T, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿], but the secret and the shares now contain noises.

Secret: sTwout + 𝑒out;

Shares: sTT + eT
t and {sT(Wℓ ,0 + x[ℓ ]Wℓ ,×) + eT

ℓ }ℓ ∈[𝐿] .

We additionally allow the secret sharing to have a reusable part R (always given

and not randomized). If 𝑓 (x) = 1, correctness only guarantees recovering the secret

approximately. For security, if 𝑓 (x) = 0, the secret and the shares should be jointly

pseudorandom even given R,wout,T,W’s. Following the previous pairing-based general

framework, we now need an appropriate IPFE that can compute and rerandomize the

noisy secret shares.

Insufficiency of Existing IPFE. When using pairing-based IPFE, since the shares

are computed in the exponent, one can only reconstruct the secret plus noise in the

exponent. To be able to recover the secret in the clear, the noise must be polynomially

small to allow for exhaustive search. However, keeping the noise small is difficult

when evaluating arbitrary depth circuits.

To get around this limitation, we ask whether lattice-based IPFE schemes such

as [ABDP15,ALS16] can help. They yield decryption results in the clear, dispensing

the limitation on the magnitude of noise. However, it is unclear how to use these

scheme to generate the noises needed in each rerandomized secret shares. In fact,

Agrawal [Agr19] together with Pellet-Mary [AP20] showed that a noisy IPFE scheme
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capable of computing inner products added with (computationally) good Gaussian

noises implies 𝑖O when combined with other standard assumption.

Evasive IPFE. We solve the aforementioned challenges with a new primitive called

evasive IPFE. For convenience, we directly define the identity-based variant. Each key

is for a vector v under some identity id′, and each ciphertext, u and id. Decryption

yields an approximation of uTv if and only if id = id′.

iskid′ (v)

ictid(uT)


Dec−−−−→


uTv + 𝑒, if id = id′;

⊥, if id ≠ id′.

We also denote batches of keys and ciphertexts as iskid(V) and ictid(UT) so that their

pairwise decryptions approximate UTV.

For security, given arbitrarily many keys, the ciphertexts hide u’s if all the inner

products that can be computed are jointly pseudorandom, when they are added

with fresh Gaussian noises. More precisely, given secret keys generated for v𝑗 under

identity id′
𝑗
and ciphertexts for u𝑖 under id𝑖, the security property stipulates that

if aux, {uT
𝑖v𝑗 + 𝑒𝑖, 𝑗} id𝑖=id′𝑗 ≈ aux, {$} id𝑖=id′𝑗 ,

then aux, {iskid′
𝑗
(v𝑗)}𝑗 , {ictid𝑖 (u𝑖)}𝑖 ≈ aux, {iskid′𝑗 (v𝑗)}𝑗 , {ictid𝑖 ($)}𝑖.

Here, 𝑒𝑖, 𝑗 ’s are fresh (Gaussian) noises, and aux is auxiliary information about v,u’s —

think of it as the public coins for sampling v’s.

7.2.2 ABE from Noisy Linear Secret Sharing and Evasive IPFE

Given evasive IPFE and noisy LSSS, our general framework for constructing KP- and

CP-ABE is modular and simple. For example, to construct CP-ABE, each ciphertext

for a function 𝑓 consists of a series of IPFE ciphertexts encoding STW’s, where S is an

LWE secret matrix, and each key consists of IPFE keys encoding LWE public vector

r and input x. Their decryption produces rerandomized secret shares of the form

(rTSTW + eT). Below is an example.
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skx : isk0( ⌊𝑞/2⌉, r ), {iskℓ ( r, x[ℓ ]r )}ℓ ∈[𝐿];

ct𝑓 : ict0( 0, TTS ), {ictℓ ( WT
ℓ ,0S, WT

ℓ ,×S )}ℓ ∈[𝐿] ,

ict0( 𝜇, wT
outS ).

The decryption yields a noisy version of WTSr’s as desired.

The security proof of ABE involves invoking the security of evasive IPFE to argue

that all IPFE ciphertexts are hiding, which only applies if all noisy inner products are

pseudorandom. Recall that in the ABE security game, there are multiple keys, and the

inner products are

(for x𝑗) (Sr𝑗)TT + eT
t, 𝑗 , {(Sr𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT

𝑗,ℓ }ℓ ∈[𝐿] ,

(Sr𝑗)Twout + 𝑒out, 𝑗 + 𝜇 · ⌊𝑞/2⌉.

Those are exactly the shares and secrets generated using randomness Sr𝑗, but the

components as-is are not pseudorandom, because r𝑗 ’s are public, and the same

secret matrix S and matrices T, W’s are reused in all shares for different x𝑗 ’s.

Hopefully, if we could somehow change the randomness from Sr𝑗 to (Sr
𝑗
+ eT

r, 𝑗) with

independent Gaussian er, 𝑗 ’s, then by LWE (for secret S), the rerandomization generates

pseudorandomness, i.e., Sr
𝑗
+ eT

r, 𝑗 ≈ $, and then so are the shares. We show that how

to achieve this in two ways.

Short Secret Sharing. If we require that the secret sharing be short, i.e., the matrices

wout, T, Wℓ ,x[ℓ ] ’s have sufficiently small norm, then thanks to flooding by et, 𝑗 ’s,

{(Sr𝑗)TT + eT
t, 𝑗}𝑗∈[𝐽] ≈s {(Sr𝑗 + e′t, 𝑗)

TT + eT
t, 𝑗}𝑗∈[𝐽] .

The same holds for all the shares and secrets, achieving rerandomization.

Evasive IPFE with Structured Noises. Alternatively, we can augment the notion of

evasive IPFE to include structured noises to work with arbitrary noisy LSSS. Instead of

having only small noises, the noisy inner products now look like (uTV + eTG + (e′)T),

where V is associated with the secret key. Correspondingly, security holds if the noisy

inner products with fresh noises e′ and e are pseudorandom.

To use such evasive IPFE with structured noises to rerandomize secret shares,

we need an additional trick. The problem is that the structured noises are of the
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form eTG instead of eTWℓ ,x𝑗 [ℓ ], and the e here is different for each decryption (e.g.,

for computing the shares corresponding to x𝑗 [1] and x𝑗 [2] for the same 𝑗). To get

consistent eT
𝑗
Wℓ ,x[ℓ ] for each x𝑗 (key) independent of ℓ (input bit index), we perform a

noisy secret sharing

(rT𝑗S + eT
𝑗 )Wℓ ,x𝑗 [ℓ ]

:::::::::::::::

= rT𝑗SWℓ ,x𝑗 [ℓ ] − (r′𝑗)
TQG−1(Wℓ ,x𝑗 [ℓ ])

::::::::::::::::::::::::::::::

+ ((r′𝑗)
TQ + eT

𝑗G
:::::::::::

)G−1(Wℓ ,x𝑗 [ℓ ]),

where the wavy underlines indicate small noises (without G structure) and each noisy

term on the right-hand side can be computed using evasive IPFE, without and with

structured noises respectively. Importantly, each ABE key only uses one structured

noise e𝑗, and the shares for the 𝐿 input bits use the same e𝑗 in eT
𝑗
Wℓ ,x𝑗 [ℓ ].

Short Noisy Linear Secret Sharing for Polynomial-Size Circuits. Our construction

of short noisy linear secret sharing scheme for circuits is inspired by the arithmetic

garbling scheme of [AIK11] and deals with the circuit gate by gate. In this paragraph,

we will use “labels” for “shares” as it is customary for circuits (noisy linear secret

sharing is a partially hiding garbling).

To begin, each gate 𝑖 is associated with two random low-norm matrices W𝑖,0,W𝑖,×,

which we call the label function of gate 𝑖. The label (before randomization) encoding

some value 𝑥 is W𝑖,𝑥 = W𝑖,0 + 𝑥W𝑖,×, and its randomized version is (sTW𝑖,𝑥 + eT
𝑖,𝑥
).

Suppose gate 𝑖 has its input wires connected to gates 𝑖1, 𝑖2 and their output values are

𝑥, 𝑥1, 𝑥2, we can sample a random low-norm matrix U𝑖 and rewrite

W𝑖,0 + (𝑥1 + 𝑥2)W𝑖,× = (U𝑖 + 𝑥1W𝑖,×) + (W𝑖,0 − U𝑖 + 𝑥2W𝑖,×),

W𝑖,0 + 𝑥1𝑥2W𝑖,× = 𝑥2(U𝑖 + 𝑥1W𝑖,×) + (W𝑖,0 − 𝑥2U𝑖),

depending on whether gate 𝑖 is an addition or multiplication gate. We denote the

decomposed terms that are affine in 𝑥1 as W̃𝑖1,𝑥1 , and those affine in 𝑥2 as W̃𝑖2,𝑥2 — note

that W̃𝑖,𝑥 is contributed by all the fan-outs of gate 𝑖. The randomized, noisy sTW𝑖,𝑥 can

be obtained from the noisy versions of sTW̃𝑖1,𝑥1 and sTW̃𝑖2,𝑥2 . We call W̃’s and sTW̃’s the

expanded labels, and consequently, W’s and sTW’s the shrunken labels.

For each gate 𝑖, we also sample and publish a low-norm matrix R𝑖, and publish
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in sTT (the “garbled table entries” for gate 𝑖)

sT(W𝑖,0R𝑖 + W̃𝑖,0) + (e′𝑖,0)
T, sT(W𝑖,×R𝑖 + W̃𝑖,×) + (e′𝑖,×)

T.

The values of R𝑖’s and noisy sTT are given regardless of the input values. Note that

these values enable computing the expanded label sTW̃𝑖,𝑥 from the shrunken label

sTW𝑖,𝑥 for any value 𝑥 that gate 𝑖 happens to take. We also include sT(W|𝐶 |,0R|𝐶 | +wout)

to facilitate the recovery of secret when 𝐶(x) = 0. The shares consist of the input

labels as well as the garbled table entries for all gates.

Evaluation also proceeds gate by gate, starting from the input gates. For each

gate 𝑖 with value 𝑥, the evaluation procedure recovers the shrunken label, then use R𝑖

and the garbled table to recover the expanded label, which is later used to recover

the shrunken labels for gates taking gate 𝑖 as input. Eventually, if the output is 0, we

approximately recover sTwout from sTW|𝐶 |,0 and sT(W|𝐶 |,0R|𝐶 | +wout) and R|𝐶 |.

We sketch the security proof. In the first step, we replace all the noisy sTW𝑖,0’s

and sTW𝑖,×’s by random 𝜹T
𝑖,0 and 𝜹T

𝑖,×, using the flipped LWE assumption. Then, for

a particular input x, we simulate 𝜹𝑖,0 and 𝜹𝑖,× using 𝜹𝑖,𝑥𝑖 (call this “active”) and 𝜹𝑖,×,

where 𝑥𝑖 is the value of gate 𝑖 when evaluated on input x. The key observation here is

that in such hybrids, the active expanded labels and garbled table entries no longer

depend on the “×” ones. To argue the input labels and the garbled table are jointly

pseudorandom, we deal with active labels/table and “×” ones in two passes. In the

first pass, we work on the “×” labels/table bottom-up (output gate to input gate). This

step is computational and involves flipped LWE for public matrix R — for each “×”

table (𝜹T
𝑖,×R𝑖 + 𝜹̃T

𝑖,×), the secret 𝜹
T
𝑖,× will be absent everywhere else when the proof

comes to this table, so flipped LWE ensures that the first term is pseudorandom,

hiding 𝜹̃𝑖,×, thus removing information about the “×” labels of its fan-outs. In the

second pass, we work on the active labels/table top-down. This step is statistical using

the information-theoretic garbling security (so technically security is already in place

when we finish the first pass), and the top-down order is just a pedagogy device for

understanding the proof.

Succinct CP-ABE for Circuits. A (non-short) noisy linear secret sharing scheme can

be distilled from the celebrated KP-ABE for circuits due to [BGG+14], as observed
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by [AWY20]. The scheme is succinct — the sizes of R, T, W’s only depend on the depth,

not the size of the circuit. Combined with evasive IPFE with structured noises, we

immediately obtain succinct CP-ABE.

Secret Sharing and ABE for DFA. The existing linear secret sharing scheme for DFA

(see [Wat12] or Construction 4.8) can be cast as a noisy linear secret sharing and is

short. The definition of noisy linear secret sharing inherently considers fixed input

length, while in (say, CP-) ABE for uniform computation like DFA, we would like a

ciphertext (tied to DFA) to potentially authorize a key (tied to input) of arbitrary length,

and conversely a key to be accepted by a ciphertext of arbitrarily many states. In the

previous scheme, ct𝑓 determines the input length it accepts, so the same construction

cannot be directly used.

We follow the paradigm in [Wat12] and Section 4.6 and exploit the locality of DFA

computation. Namely, each DFA step is simply reading an input bit from a fixed

location and transitioning the previous state to the next. At a very high level, the

most important shares (related to state transitions) are of the form (sT
ℓ

Γx[ℓ ] − sT
ℓ−1),

where Γ0, Γ1 are determined by the DFA state transition function, and s0, . . . , s𝐿, each

of dimension 𝔔 (number of states of DFA), together constitutes the secret sharing

randomness s of length 𝐿𝔔. The locality of shares in s is inherited from the locality

of DFA computation, and the subtraction expresses the state transition. Evaluation is

a telescoping sum that chains the state transitions.

In (again, say CP-) ABE, we set s to be LWE samples jointly generated by the keys

(size dependent on 𝐿) and the ciphertexts (size dependent on 𝔔), sℓ = Srℓ
:::

for rℓ ’s in

each key and S in each ciphertext. Continuing with the high level form of the most

important shares, we set

skx : {isk( (1 − x[ℓ ])rℓ , x[ℓ ]rℓ , rℓ−1 )}ℓ ∈[𝐿] ,

ctDFA : ict( ΓT
0S, ΓT

1S, −S ).

Upon decryption, they compute all the shares, which reveal the secret approximately if

the computation is accepting. For security, we first argue that Sr
::
’s are pseudorandom,

hence the shares are indistinguishable to created using fresh randomness, then we
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invoke the (information-theoretic) security of DFA secret sharing, and conclude ABE

security from evasive IPFE security and pseudorandomness of the shares.

7.2.3 Instantiation of Evasive IPFE

Our candidate evasive IPFE schemes draw inspiration heavily from known IPFE

constructions, and we proceed in three steps.

Basic Scheme. The basic scheme without identities nor structured noises is

reminiscent to the schemes due to [ABDP15,ALS16]. The master public key consists of

two matrices B,A, the master secret key is a trapdoor of B, and

isk(v) = B−1(AG−1(v)), ict(u) = (dTB
:::

,dTA + uTG
:::::::::

) = (cT
1, c

T
2),

where B−1(p) is a low-norm vector k satisfying Bk = p, which can be sampled using

the master secret key. For correctness, observe that cT
2G−1(v) − cT

1k approximates

uTv. We study the security of this simple scheme extensively in Section 7.4. Most

importantly, its security can be reduced to a variant of evasive LWE if the plaintext

vectors u are uniformly random over a publicly known subspace.

Identity-Based Scheme. We borrow techniques from pairing to generically achieve

identity-based schemes. In pairing-based IPFE, identity binding can be achieved using

a single-identity scheme (denoted with primes) by adding a blinding factor in the

decryption result. Let 𝜑,𝜓 be random, then

iskid′ (v) : isk′( v, 𝜓, id′ · 𝜓 ),

ictid(u) : ict′( u, id · 𝜑, −𝜑 ).

The decryption outcome is (uTv + (id − id′)𝜑𝜓). When the identities match, the result

is the desired. When they do not match, the result is blinded by 𝜑𝜓, which is

pseudorandom in the exponent (e.g., by DDH). The similar idea can be applied to

evasive IPFE, except the blinding factor is 𝝋T𝝍
::::

, which is pseudorandom by LWE. To

see security, observe that non-matching identities, due to 𝝋T𝝍
::::

, yield pseudorandom

inner products concerned by the underlying scheme, whereas matching inner

products are already pseudorandom by premise.
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Scheme with Structured Noises. The structured noise gT ⊗ eT is simply e multiplied

by powers of two. To obtain them, we change the format of dTB
:::

in ict into

dTB0 + 20eT + (e′0)T, . . . , dTB𝐾−1 + 2𝐾−1eT + (e′𝐾−1)
T,

where e, e′0, . . . , e
′
𝐾−1 are Gaussian noises. For uTV + gT ⊗ 𝑒′′

::::::::::::
, we would like to transform

the previous blocks into

dTAG−1(v0) + 20𝑒′′ + 𝑒′′′0 , . . . , dTAG−1(v𝐾−1) + 2𝐾−1𝑒′′ + 𝑒′′′𝐾−1,

so that they will cancel dTAG−1(V) from (dTA + uTG
:::::::::

)G−1(V) while attaching gT ⊗ 𝑒′′ to

it. This can be done by finding low-norm K such that B𝑘K = AG−1(v𝑘) for all 𝑘, or

equivalently B̃K = P̃ for

B̃ =

©­­­­«
B0
...

B𝐾−1

ª®®®®¬
, P̃ =

©­­­­«
AG−1(v1)

...

AG−1(v𝑘)

ª®®®®¬
.

We sample B̃ with trapdoor to be able to sample K. Some more care is required

to support decryption with either structured noises or not. Relying on a modified

version of evasive LWE, termed evasive learning with structured errors assumption,

our candidate is again secure for u random over public subspace, sufficient for our

application of succinct ABE.

7.3 Preliminaries

Table 7.1 explains select single-letter symbols used in this chapter.

Auxiliary Gadget Vector/Matrix. Recall that G = I𝑛 ⊗ gT for the usual gadget, where g

is of dimension 𝑚/𝑛. Given 𝐾 ∈ ℕ, we let (note the different order in the Kronecker

product)

g̃ = (20, . . . , 2𝐾−1)T and G̃ = g̃ T ⊗ I.

When 2𝐾 ≥ 𝑞, the vector G̃−1(p) is again the bit decomposition of p ∈ ℤ★
𝑞, arranged so

that G̃G̃−1(p) = p. The notation G̃−1(·) extends to matrices column-wise.
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Table 7.1. Select single-letter symbols in this chapter.

context symbol meaning

generic
𝜆, 𝜅 computational/statistical security parameter
𝛽, 𝛿, 𝜹,∆ challenge bit, random scalar/vector/matrix

ABE
𝐽, 𝑗 key count, index
r, s rerandomizer, garbling randomness

lattices

𝑛, 𝑚, 𝑞, 𝜌 dimension, dimension, modulus, hardness exponent
g,G gadget vector/matrix
p,P,k,K image vector/matrix, preimage vector/matrix
A,B, 𝜏 matrix, matrix with trapdoor, trapdoor
D,𝜎 discrete Gaussian distribution, width
𝑒, e,E, 𝐵 noise scalar/vector/matrix, noise bound
d, 𝑟 (evasive) LWE secret, sampler randomness
𝐾, 𝑘 structured noise length/index

IPFE

I, 𝑞, 𝑍, 𝑧 identity space (family), modulus, dimension, index
𝐵,𝜎 error bound, noise width
v,uT key/plaintext vector
𝐽, 𝐼, 𝑗, 𝑖 key/ciphertext count, key/ciphertext index
𝝍,𝝋T key/ciphertext randomness for identity binding

garbling

F , 𝑓 , x, 𝐿, ℓ function family, function, input, length, index
𝑞, 𝑛, s modulus, randomness dimension, garbling randomness
𝑤,w,w,W secret scalar/vector, label (function) vector/matrix
t,T garbled table vector/matrix
R reusable information
𝐵, e noise bound, garbling noise

circuits
𝐶, 𝑑 circuit, depth (bound)
𝑥, 𝑀 wire value, wire value bound
x, 𝐿, ℓ input, length, index

DFA
Γ,𝔔, 𝔮, Γ DFA, number of states, state, transition matrix
𝜾1, 𝝃, 𝐿 initial/rejection state vector, input length bound
x, 𝐿, ℓ input, length, index
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Evasive LWE Assumption. Conceptually, we consider two knowledge assumptions —

evasive learning with errors (evasive LWE) and evasive learning with structured errors

(not abbreviated). The former is a special case of the latter, and we formulate the

definitions as such.

Assumption 7.1 (evasive learning with structured errors). Let S (1𝜆; 𝑟) be an algorithm

that, given randomness 𝑟, outputs

1𝑛, 1𝑚, 1𝐾 , 𝑞, 1𝑛
′
, 1𝐽 , 1𝐼 , 1𝑚

′
, 𝜎−1, 𝜎post ≥ 𝜎pre ≥ 0,

P̃ ∈ ℤ𝑛(𝐾+1)×𝐽
𝑞 , {A1,𝑖,A0,𝑖}𝑖∈[𝐼] (A1,𝑖 ∈ ℤ𝑛×𝑚

′
𝑞 , A0,𝑖 ∈ ℤ𝑛

′×𝑚′
𝑞 ),

where 𝑚 ≥ 𝑚0(𝑛(𝐾 + 1), 𝑞) and 𝜎−1 ≥ 𝜎0(𝑛(𝐾 + 1), 𝑚) are constrained by Lemma 2.3.

Suppose

(B̃, 𝜏) $← TrapGen(1𝑛(𝐾+1) , 1𝑚, 𝑞), K $← SampD(B̃, 𝜏, P̃,𝜎−1),

d0
$← ℤ𝑛

′
𝑞 ; epre,𝑖,0 $← D𝑚′

ℤ,𝜎pre
, epost,𝑖,0 $← D𝑚′

ℤ,𝜎post
, 𝜹𝑖,0

$← ℤ𝑚
′

𝑞 ,

d𝑖 $← ℤ𝑛𝑞, epre,𝑖,1 $← D𝑚(𝐾+1)
ℤ,𝜎pre

, epost,𝑖,1 $← D𝑚(𝐾+1)
ℤ,𝜎post

, 𝜹𝑖,1
$← ℤ

𝑚(𝐾+1)
𝑞 ,

epre,𝑖,2 $← D𝐽 (𝐾+1)
ℤ,𝜎pre

, epre,𝑖,4 $← D𝐽
ℤ,𝜎pre

, 𝜹𝑖,2
$← ℤ

𝐽 (𝐾+1)
𝑞 ,

epre,𝑖,3 $← D𝑚
ℤ,𝜎pre

, epost,𝑖,3 $← D𝑚
ℤ,𝜎post

, for all 𝑖 ∈ [𝐼].

Let g̃ T = (20, 21, . . . , 2𝐾−1)T and

B̃ = (BT
−1,B

T
0, . . . ,B

T
𝐾−1)

T, B = (B−1,B0, . . . ,B𝐾−1),

P̃ = (PT
−1,P

T
0, . . . ,P

T
𝐾−1)

T, P = (P−1,P0, . . . ,P𝐾−1),

where B𝑘 ∈ ℤ𝑛×𝑚𝑞 and P𝑘 ∈ ℤ𝑛×𝐽𝑞 . The precondition evLWsESpre is
©­­­­­­«
1𝜆,

𝑟,

B,


dT
𝑖P + (01×𝐽 , g̃ T ⊗ eT

pre,𝑖,4) + eT
pre,𝑖,2,

dT
𝑖B + (01×𝑚, g̃ T ⊗ eT

pre,𝑖,3) + eT
pre,𝑖,1,

dT
𝑖A1,𝑖 + dT

0A0,𝑖 + eT
pre,𝑖,0

𝑖∈[𝐼]
ª®®®®®®¬

𝜆∈ℕ
≈


©­­­­­­«
1𝜆,

𝑟,

B,


𝜹T
𝑖,2,

𝜹T
𝑖,1,

𝜹T
𝑖,0

𝑖∈[𝐼]
ª®®®®®®¬

𝜆∈ℕ
.

The postcondition evLWsESpost is
©­­­«
1𝜆, 𝑟,

B,K,


dT
𝑖B + (01×𝑚, g̃ T ⊗ eT

post,𝑖,3) + eT
post,𝑖,1,

dT
𝑖A1,𝑖 + dT

0A0,𝑖 + eT
post,𝑖,0

𝑖∈[𝐼]
ª®®®¬
𝜆∈ℕ

≈


©­­­«
1𝜆, 𝑟,

B,K,


𝜹T
𝑖,1,

𝜹T
𝑖,0

𝑖∈[𝐼]
ª®®®¬
𝜆∈ℕ

.
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The evasive learning with structured errors assumption states that evLWsESpre implies

evLWsESpost for all efficient S.

Assumption 7.2 (evasive LWE). A sampler S (Assumption 7.1) does not use structured

noises if Pr[𝐾 = 0] = 1, for which evLWESpre (resp. evLWESpost) is defined to be evLWsE
S
pre

(resp. evLWsESpost). The evasive LWE assumption states that evLWE
S
pre implies evLWESpost

for all efficient S not using structured noises.

Note that for evasive LWE, B̃ = B = B−1 and P̃ = P = P−1.

Remark 7.1 (public-coin samplers). As in [Wee22,WWW22], our evasive assumptions are

only for public-coin samplers, which we enforce by providing the sampler randomness

to the distinguisher. It is weaker than the versions [Tsa22,VWW22] used for witness

encryption, which considers private-coin samplers and the distinguisher, instead

of the sampler randomness, gets the auxiliary information, an additional output

produced by the sampler. The public-coin assumption avoids obfuscation-based

counterexamples, where P is sampled with a trapdoor and the auxiliary information

contains an obfuscated program with the trapdoor hardwired.

Remark 7.2 (comparison with [Wee22,WWW22]). As suggested in [Wee22], the noise

magnitude in the postcondition can be made larger than that in the precondition for

a more conservative assumption. We can implement it by requiring the assumptions

to hold only for samplers with a gap between 𝜎post and 𝜎pre. We additionally allow a

worse Gaussian preimage K. Other than the magnitudes of samples, our version of

evasive LWE is stronger than the version in [Wee22], and is similar to but incomparable

with that in [WWW22].

While appearing much more complex, our evasive learning with structured errors

assumption follows the same rationale as all existing versions of public-coin evasive

LWE. In evasive LWE (without structured noises), the basic idea is that given

K $← B−1(P), dTB + eT
1, dTA + eT

0,

the trapdoor preimages can only be meaningfully used to multiply the corresponding

LWE samples, i.e., (dTB + eT
1)K = dTP + eT

1K, and that moreover, the correlation
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between e1 and eT
1K is not useful to the attacker if the samples have no apparent

relations when eT
1K is replaced by fresh eT

2. Therefore, the precondition requires that

dTP + eT
2, dTB + eT

1, dTA + eT
0

be pseudorandom, and evasive LWE asserts that (dTB + eT
1,d

TA + eT
0) is pseudorandom

in the presence of K.

For evasive learning with structured errors, suppose we are given

K, {dTB𝑘 + 2𝑘eT
3 + eT

1,𝑘}0≤𝑘≤𝐾−1, dTA + eT
0,

where B𝑘K = P𝑘 for all 𝑘. Again, the trapdoor preimages can only be meaningfully

used to multiply the corresponding LWE samples to obtain

(dTB𝑘 + 2𝑘eT
3 + eT

1,𝑘)K = dTP𝑘 + 2𝑘eT
3K + eT

1,𝑘K.

Following the same rationale of “correlation among noises not helpful if samples with

fresh noises are pseudorandom”, we replace {eT
1,𝑘K}

𝑘
, eT

3K by independent {eT
2,𝑘}𝑘, e

T
4.

This gives rise to the conditions in our assumption. It remains to figure out how to

sample K simultaneously satisfying B𝑘K = P𝑘 for all 𝑘. The equations can be rewritten

as

©­­­­«
B1
...

B𝑘

ª®®®®¬
K =

©­­­­«
P1
...

P𝑘

ª®®®®¬
,

so it suffices to sample the vertically blocked B𝑘’s with trapdoor. We further incorpo-

rate a block (B−1 and P−1) without structured noises and arrive at Assumption 7.1.

7.4 Evasive Inner-Product Functional Encryption

We define identity-based IPFE with structured noises and its security. A scheme might

not support every combination of moduli, identities, and noise structures, which can

be signaled by the algorithms aborting.

Definition 7.1 ((IB-)evIPFE(-w/sn)). Let I = {I𝜆,𝑞,𝐾,𝑍}𝜆,𝑞,𝐾,𝑍∈ℕ be a family of sets. An

(identity-based) evasive IPFE (with structured noises) scheme for I consists of four efficient

algorithms.
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• Setup(1𝜆, 𝑞, 1𝐾 , 1𝑍) takes as input the modulus 𝑞, the noise parameter 𝐾 , and the

dimension 𝑍. It outputs a pair (impk, imsk) of master public/secret keys.

• KeyGen(1𝜆, imsk, id, v𝔬,V𝔤) takes as input imsk, an identity id ∈ I𝜆,𝑞,𝐾,𝑍, a key

vector v𝔬 ∈ ℤ𝑍
𝑞 , and a key matrix V𝔤 ∈ ℤ𝑍×𝐾

𝑞 . It outputs a secret key isk for (v𝔬,V𝔤)

under identity id.

• Enc(1𝜆, impk, id, 𝔰,uT) takes as input impk, id, a noise structure 𝔰 ∈ {𝔬, 𝔤}, and

a plaintext vector u ∈ ℤ𝑍
𝑞 . It outputs a ciphertext ict of u under id for noise

structure 𝔰.

• Dec(1𝜆, impk, id, v𝔬,V𝔤, isk, 𝔰, ict) takes as input impk, id, v𝔬,V𝔤, isk, 𝔰, ict. If ict is for

noise structure 𝔰 and both isk and ict are under id, the decryption result is in ℤ𝑞

and is supposed to approximate uTv𝔬 (when 𝔰 = 𝔬) or uTV𝔤 (when 𝔰 = 𝔤).

Let 𝐵 be a function mapping (𝜆, 𝑞, 𝐾, 𝑍) to natural numbers. The scheme is 𝐵-correct

for 𝔬 if for all 𝜆, 𝑞, 𝐾, 𝑍 ∈ ℕ, id ∈ I𝜆,𝑞,𝐾,𝑍, V𝔤 ∈ ℤ𝑍×𝐾
𝑞 , v𝔬,u ∈ ℤ𝑍

𝑞 , it holds that

Pr


(impk, imsk) $← Setup(1𝜆, 𝑞, 1𝐾 , 1𝑍)

isk $← KeyGen(1𝜆, imsk, id, v𝔬,V𝔤)

ict $← Enc(1𝜆, impk, id, 𝔬,uT)

:

Dec(1𝜆, impk, id, v𝔬,V𝔤, isk, 𝔬, ict)

= uTv𝔬 + 𝑒𝔬 for some

𝑒𝔬 ∈ [−𝐵(𝜆, 𝑞, 𝐾, 𝑍), 𝐵(𝜆, 𝑞, 𝐾, 𝑍)]


= 1.

For 𝐵-correctness for 𝔤, the requirement is

Pr


— ′′— for impk, imsk, isk

ict $← Enc(1𝜆, impk, id, 𝔤,uT)
:

Dec(1𝜆, impk, id, v𝔬,V𝔤, isk, 𝔤, ict)

= uTV𝔤 + g̃ T ⊗ 𝑒𝔤𝔤 + eT
𝔤𝔬 for some

𝑒𝔤𝔤, e𝔤𝔬 ∈ [−𝐵(𝜆, 𝑞, 𝐾, 𝑍), 𝐵(𝜆, 𝑞, 𝐾, 𝑍)]★


= 1.

The scheme is 𝐵-correct if both are satisfied.

The correctness property is trivial when I = ∅ or 𝐵 ≥ 𝑞/2. We are interested in

large enough I and reasonably small 𝐵, for useful choices of 𝑞, 𝑍. Jumping ahead,

Constructions 7.2 and 7.3 support exponentially large |I | and 𝑞/𝐵, which suffice for

our ABE schemes.

When referring to specific schemes, if |I | is small, we remove “identity-based”

(IB), and if they only support 𝐾 = 0, we remove “with structured noises” (w/sn).
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Batch Notations. It is convenient to consider KeyGen, Enc,Dec in batches. Let

V𝔬 = (v1,𝔬, . . . , v𝐽,𝔬) ∈ ℤ𝑍×𝐽
𝑞 , V𝔤 = (V1,𝔤, . . . ,V𝐽,𝔤) ∈ ℤ𝑍×𝐾𝐽

𝑞 , U = (u1, . . . ,u𝐼) ∈ ℤ𝑍×𝐼
𝑞

be matrices (batches of vectors/matrices) and id ∈ I, 𝔰 ∈ {𝔬, 𝔤}. We write

isk $← KeyGen(imsk, id,V𝔬,V𝔤) and ict $← Enc(impk, id, 𝔰,UT)

for isk← {isk𝑗}𝑗∈[𝐽] and ict← {ict𝑖}𝑖∈[𝐼], where

isk𝑗
$← KeyGen(imsk, id, v𝑗,𝔬,V𝑗,𝔤) for all 𝑗 ∈ [𝐽],

ict𝑖
$← Enc(impk, id, 𝔰,uT

𝑖 ) for all 𝑖 ∈ [𝐼],

and Dec(impk, id,V𝔬,V𝔤, isk, 𝔰, ict) means

©­­­­«
Dec(impk, id, v1,𝔬,V1,𝔤, isk1, 𝔰, ict1) · · · Dec(impk, id, v𝐽,𝔬,V𝐽,𝔤, isk𝐽 , 𝔰, ict1)

...
. . .

...

Dec(impk, id, v1,𝔬,V1,𝔤, isk1, 𝔰, ict𝐼) · · · Dec(impk, id, v𝐽,𝔬,V𝐽,𝔤, isk𝐽 , 𝔰, ict𝐼)

ª®®®®¬
,

which is approximately UTV𝔰. The mnemonic is that the decryption result is the

plaintext matrix UT multiplied by the key matrix V𝔰.

Security. We consider very selective (also known as static) security with respect to a

sampler producing pseudorandom structurally noisy outputs.

Definition 7.2 (IB-evIPFE-w/sn security). Fix an IB-evIPFE-w/sn scheme (Defini-

tion 7.1). Let S = (SV,SU) be two algorithms with the following syntax.

• SV(1𝜆; 𝑟pub), given randomness 𝑟pub, outputs

𝑞, 1𝐾 , 1𝑍, ID ⊆ I𝜆,𝑞,𝐾,𝑍, {1𝐽id , 1𝐼id,𝔬 , 1𝐼id,𝔤} id∈ID, 𝜎pre ≥ 0,

{Vid,𝔬,Vid,𝔤} id∈ID (Vid,𝔬 ∈ ℤ𝑍×𝐽id
𝑞 ,Vid,𝔤 ∈ ℤ𝑍×𝐾𝐽id

𝑞 ).

• SU(1𝜆, 𝑟pub; 𝑟priv), given 𝑟pub and additional randomness 𝑟priv, outputs

{UT
id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} (Uid,𝔰 ∈ ℤ

𝑍×𝐼id,𝔰
𝑞 ),

where 𝑞, 𝑍, ID, {𝐼id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} agree with the output of SV(1𝜆; 𝑟pub).

Suppose (impk, imsk) $← Setup(1𝜆, 𝑞, 1𝐾 , 1𝑍) and for all id ∈ ID, 𝔰 ∈ {𝔬, 𝔤},

Eid,𝔬
$← D𝐽id×𝐼id,𝔬

ℤ,𝜎pre
, Eid,𝔤𝔤

$← D𝐽id×𝐼id,𝔤
ℤ,𝜎pre

, Eid,𝔤𝔬
$← D𝐾𝐽id×𝐼id,𝔤

ℤ,𝜎pre
,

∆pre,id,𝔬
$← ℤ

𝐽id×𝐼id,𝔬
𝑞 , ∆pre,id,𝔤

$← ℤ
𝐾𝐽id×𝐼id,𝔤
𝑞 ,
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iskid
$← KeyGen(1𝜆, imsk, id,Vid,𝔬,Vid,𝔤),

ict∗id,𝔰
$← Enc(1𝜆, impk, id, 𝔰,UT

id,𝔰),

U$,id,𝔰
$← ℤ

𝑍×𝐼id,𝔰
𝑞 , ict$id,𝔰

$← Enc(1𝜆, impk, id, 𝔰,UT
$,id,𝔰).

S has pseudorandom structurally noisy inner products, denoted IPFEsecSpre, if
©­­«

1𝜆,

𝑟pub,


UT
id,𝔬Vid,𝔬 + ET

id,𝔬,

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ ET

id,𝔤𝔤 + ET
id,𝔤𝔬

id∈ID
ª®®¬
𝜆∈ℕ ≈


©­­«

1𝜆,

𝑟pub,


∆T
pre,id,𝔬,

∆T
pre,id,𝔤

id∈ID
ª®®¬
𝜆∈ℕ.

The scheme is S-secure, denoted IPFEsecSpost, if
©­­­­­«

1𝜆,

𝑟pub,

impk,


ict∗id,𝔬,

ict∗id,𝔤,

iskid

id∈ID
ª®®®®®¬
𝜆∈ℕ

≈


©­­­­­«

1𝜆,

𝑟pub,

impk,


ict$id,𝔬,

ict$id,𝔤,

iskid

id∈ID
ª®®®®®¬
𝜆∈ℕ

.

The scheme is 𝜎pre,0-secure if it is S-secure for all efficient S such that 𝜎pre ≤ 𝜎pre,0 and

IPFEsecSpre holds.

Remark 7.3 (public and private coins). It is necessary to make the sampling of U private-

coin. Since IPFE does not protect V (the key vectors/matrices), the adversary is

assumed to have full knowledge of V. If U were sampled with public coins, the

distinguisher against the ciphertexts (in IPFEsecpost) would know both V and U, thus

UTV. In the first distribution (containing ciphertexts of U), decryption will yield the

correct output, whereas it is not the case for the second distribution (containing

ciphertexts of random vectors).

We formulate SV as public-coin and SU as fully private-coin, to avoid obvious

counterexamples (e.g., obfuscation-based).

7.4.1 Basic Construction — Single-Identity, No Structured Noises

We first present a simple candidate for one identity without structured noises. The

scheme is reminiscent to many existing IPFE constructions, e.g., in [ABDP15,ALS16,

Wee17,Agr19,AP20] and Chapters 4 and 5.
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Ingredients of Construction 7.1. We rely on Lemma 2.3 for correctness. The security

of the scheme is elaborated in Sections 7.4.2 and 7.4.3.

Construction 7.1 (evIPFE). Our scheme works as follows.

• Setup(𝑞, 1𝐾 , 1𝑍) takes as input 𝑞, 𝐾, 𝑍. If 𝐾 ≠ 0, it sets I𝑞,𝐾,𝑍 = ∅ and terminates

(aborting case). Otherwise, the algorithm sets I𝑞,𝐾,𝑍 = {1}, and deterministically

picks 𝑛, 𝑚 and 𝜎−1 ≥ 𝜎0(𝑛, 𝑚) appropriate for Lemma 2.3, as well as 𝜎post, 𝜅.

It samples and sets

(B, 𝜏) $← TrapGen(1𝑛, 1𝑚, 𝑞), A $← ℤ
𝑛×𝑍⌈log2 𝑞⌉
𝑞 ,

impk = (1𝑛, 1𝑚, 𝑞, 1𝑍,𝜎−1,𝜎post, 1𝜅,A,B), imsk = (impk, 𝜏).

The algorithm outputs (impk, imsk).

• KeyGen(imsk, id, v𝔬,V𝔤) takes as input imsk, id = 1, v𝔬 ∈ ℤ𝑍
𝑞 , and V𝔤 = ⊥. It runs

k $← SampD(B, 𝜏,AG−1(v𝔬),𝜎−1).

Here, G is of shape 𝑍 × 𝑍⌈log2 𝑞⌉. The algorithm outputs isk = k.

• Enc(impk, id, 𝔰,uT) takes as input impk, id = 1, 𝔰 ∈ {𝔬, 𝔤}, and u ∈ ℤ𝑍
𝑞 . If 𝔰 = 𝔤, the

algorithm outputs ⊥ and terminates (the scheme does not produce any key

capable of decrypting such a ciphertext). Otherwise, it samples

d $← ℤ𝑛𝑞, e1
$← D𝑚

ℤ,𝜎post,≤𝜎post
√
𝜅
, e0

$← D𝑍⌈log2 𝑞⌉
ℤ,𝜎post,≤𝜎post

√
𝜅
.

The algorithm outputs ict = (dTB + eT
1, dTA + eT

0 + uTG).

• Dec(impk, id, v𝔬,V𝔤, isk, 𝔰, ict) computes and outputs

ict · ©­«
−isk

G−1(v𝔬)
ª®¬ .

Correctness. By Lemma 2.3, we have Bk = AG−1(v𝔬) and ∥k∥ ≤ 𝜎−1
√
𝑚, so

ict · ©­«
−isk

G−1(v𝔬)
ª®¬ − uTv𝔬 =

(
dTB + eT

1, dTA + eT
0 + uTG

) ©­«
−k

G−1(v𝔬)
ª®¬ − uTv𝔬

= −eT
1k + eT

0G−1(v𝔬),
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|−eT
1k + eT

0G−1(v𝔬) | ≤ 𝑚 · ∥e1∥ · ∥k∥ + 𝑍⌈log2 𝑞⌉ · ∥e0∥ · ∥G−1(v𝔬)∥

≤ 𝜅1/2𝜎post(𝑚3/2𝜎−1 + 𝑍⌈log2 𝑞⌉).

Let 𝐵 be the right-hand side, then Construction 7.1 is 𝐵-correct.

7.4.2 Security as an Assumption

Inspired by the evasive LWE assumption, we propose a new assumption that is closely

related and translates to the security of Construction 7.1.

The precondition of evasive LWE rules out a combination of two attacking

strategies [Wee22], attacks against LWE and zeroizing attacks. Alternatively, the

evasive LWE assumption can be seen as a belief that i) the only meaningful way

of using B−1(P) is to multiply it to a noisy version of dTB, and that ii) the skewed noise

attached to dTP in (dTB + eT) · B−1(P) does not give adversaries more advantage as long

as there is no apparent relation among quantities related to d when the noises are not

skewed. The pseudorandomness in the precondition of evasive LWE exactly captures

the absence of apparent relation.

Similar to the belief captured by evasive LWE, we propose the following.

Assumption 7.3 (evasive IPFE). Let S = (SV,SU) be two algorithms with the following

syntax.

• SV(1𝜆; 𝑟pub), given randomness 𝑟pub, outputs

1𝑛, 1𝑚, 𝑞, 1𝑍, 1𝐽 , 1𝐼 , 𝜎−1, 𝜎post ≥ 𝜎pre ≥ 0, V ∈ ℤ𝑍×𝐽
𝑞 ,

where 𝑚 ≥ 𝑚0(𝑛, 𝑞) and 𝜎−1 ≥ 𝜎0(𝑛, 𝑚) are constrained by Lemma 2.3.

• SU(1𝜆, 𝑟pub; 𝑟priv), given 𝑟pub and additional randomness 𝑟priv, outputs UT, where

U ∈ ℤ𝑍×𝐼
𝑞 and 𝑞, 𝑍, 𝐼 agree with the output of SV(1𝜆; 𝑟pub).

Suppose

(B, 𝜏) $← TrapGen(1𝑛, 1𝑚, 𝑞), A $← ℤ
𝑛×𝑍⌈log2 𝑞⌉
𝑞 , D $← ℤ𝑛×𝐼𝑞 ,

∆0
$← ℤ

𝑍⌈log2 𝑞⌉×𝐼
𝑞 , ∆1

$← ℤ𝑚×𝐼𝑞 , ∆2
$← ℤ𝐽×𝐼𝑞 ,
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Epre,0 $← D𝑍⌈log2 𝑞⌉×𝐼
ℤ,𝜎pre

, Epre,1 $← D𝑚×𝐼
ℤ,𝜎pre

, Epre,2 $← D𝐽×𝐼
ℤ,𝜎pre

,

Epost,0 $← D𝑍⌈log2 𝑞⌉×𝐼
ℤ,𝜎post

, Epost,1 $← D𝑚×𝐼
ℤ,𝜎post

,

K $← SampD(B, 𝜏,AG−1(V),𝜎−1).

The inner-product precondition evIPFESipre is

{(1𝜆, 𝑟pub,UTV + ET
pre,2)}𝜆∈ℕ ≈ {(1𝜆, 𝑟pub,∆T

2)}𝜆∈ℕ.

The stricter precondition evIPFESspre is

{(1𝜆, 𝑟pub,A,B,DTAG−1(V) + ET
pre,2,D

TB + ET
pre,1,D

TA + ET
pre,0 + UTG)}𝜆∈ℕ

≈ {(1𝜆, 𝑟pub,A,B, ∆T
2 , ∆T

1 , ∆T
0 )}𝜆∈ℕ.

The postcondition evIPFESpost is

{(1𝜆, 𝑟pub,A,B,K,DTB + ET
post,1,D

TA + ET
post,0 + UTG)}𝜆∈ℕ

≈ {(1𝜆, 𝑟pub,A,B,K, ∆T
1 , ∆T

0 )}𝜆∈ℕ.

The (𝑛0,𝜎post,0)-evasive IPFE assumption states that evIPFESipre implies evIPFE
S
post for all

efficient S such that 𝑛 ≥ 𝑛0 and 𝜎post ≥ 𝜎post,0. The conservative evasive IPFE assumption

states that evIPFESspre implies evIPFESpost for all efficient S.72

The rationale of public and private coins in the above formulation is similar to that

(Remark 7.3) of evasive IPFE security definition.

Evasive IPFE Security from Evasive IPFE Assumption. There are only minor syntac-

tical differences between the samplers of evasive IPFE (Assumption 7.3) and IPFEsec

(Definition 7.2) instantiated for Construction 7.1. The evasive IPFE assumption implies

the security of our basic scheme:

Theorem 7.1 (¶). Construction 7.1 is 𝜎post-secure (Definition 7.2) under (𝑛,𝜎post)-evasive

IPFE (Assumption 7.3), where 𝑛,𝜎post are those picked by Setup.

72For the first part, explicitly requiring lower bounds on 𝑛,𝜎post is necessary, because evIPFEipre could

be unconditional when 𝐽 < 𝑍 yet evIPFEpost is always computational. For the second part, evIPFEspre

implies LWE, so the lower bounds on 𝑛,𝜎post are implicit.
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Proof (Theorem 7.1). Let S = (SV,SU) be an efficient sampler (Definition 7.2) satisfying

𝜎pre ≤ 𝜎post and IPFEsecSpre. Consider the following S′ = (S′V,S′U) for Assumption 7.3.

• S′V(𝑟pub) runs

(𝑞, 10, 1𝑍, {1}, 1𝐽1 , 1𝐼1,𝔬 , 10,𝜎pre,V1,𝔬,⊥) ← SV(𝑟pub),

picks 𝑛, 𝑚,𝜎−1,𝜎post according to Construction 7.1, sets 𝐽, 𝐼,V to 𝐽1, 𝐼1,𝔬,V1,𝔬, and

outputs73

1𝑛, 1𝑚, 𝑞, 1𝑍, 1𝐽 , 1𝐼 , 𝜎−1, 𝜎post,𝜎pre, V.

• S′U(𝑟pub; 𝑟priv) runs (UT
1,𝔬,⊥) ← SU(𝑟pub; 𝑟priv) and outputs UT = UT

1,𝔬.

Clearly, evIPFES′ipre is simply IPFEsec
S
pre, which is assumed to hold. Therefore, by the

(𝑛,𝜎post)-evasive IPFE assumption, evIPFES
′

post holds, implying

(𝑟pub,A,B,K, DTB + ET
post,1, DTA + ET

post,0 + UTG )

≈ (𝑟pub,A,B,K, ∆T
1 , ∆T

0 )

≡ (𝑟pub,A,B,K, ∆T
1 , ∆T

0 + UT
$G )

≈ (𝑟pub,A,B,K, DTB + ET
post,1, DTA + ET

post,0 + (U + U$)TG)

≡ (𝑟pub,A,B,K, DTB + ET
post,1, DTA + ET

post,0 + UT
$G ),

where U$ = U$,1,𝔬
$← ℤ𝑍×𝐼

𝑞 . Opening up IPFEsecSpost for Construction 7.1, we see that

𝑟pub︸︷︷︸
S

= 𝑟pub︸︷︷︸
S′

, impk = (

efficiently computable from 𝑟pub︷                            ︸︸                            ︷
1𝑛, 1𝑚, 𝑞, 1𝑍,𝜎−1,𝜎post, 1𝜅,A,B), isk1 = K,

ict∗1,𝔬 = (DTB + ET
post,1,D

TA + ET
post,0 + UTG),

ict$1,𝔬 = (D
TB + ET

post,1,D
TA + ET

post,0 + UT
$G),

except for noise truncation only up to a negligible statistical error by Lemma 2.1.

Therefore, IPFEsecSpost follows from the previous indistinguishability. □

73Without loss of generality, we may assume that SV always outputs ID = {1} and 𝐼1,𝔤 = 0. The

other cases can be converted to ID = {1} and 𝐼1,𝔬 = 𝐽1 = 0, with UT
1,𝔤 discarded, or both. The values of

𝑛, 𝑚,𝜎−1,𝜎post are determined by 𝑞, 𝑍, so S′V does not rely on the randomness of Setup of Construction 7.1.
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Full and Conservative Versions. The evasive IPFE assumption might appear custom-

made for the scheme, rendering the security proof almost tautological, and it looks

far-fetched from and bears little resemblance to the evasive LWE assumption. We

justify it below.

Intuitively, the only meaningful way of using B−1(AG−1(V)) is to compute

−DTB
:::
· B−1(AG−1(V)) + (DTA

:::
+ UTG)G−1(V) = UTV

:::
,

where wavy underlines indicate noises. In this computation, it appears that some

cancellation has happened so that UTV is approximately recovered, which is different

from evasive LWE, where no cancellation happens. But the precondition requires that

the inner products with noise be pseudorandom, i.e., the “cancellation” only leads to

pseudorandom results, morally equivalent to that there is no actual cancellation. It

excludes the obvious zeroizing attacks.

The conservative evasive IPFE assumption is more along the lines of the evasive

LWE assumption, for which the only addition is the ability to combine privately

sampled value U with LWE sample DTA. It appears to be a smaller leap of faith than

the full version, yet this is actually superfluous.

In fact, the full version does not demand more than the conservative version in

suitable parameter regimes. We show that evIPFESipre implies evIPFE
S
spre under the LWE

assumption with noise super-polynomially smaller than 𝜎pre:

Theorem 7.2 (¶). If S (Assumption 7.3) is efficient and LWE𝑛,𝑚+𝑍⌈log2 𝑞⌉,𝑞,𝜎help (Assump-

tion 2.2) holds for some 𝜎help ≤
𝜎pre

2𝜅+6√𝜅·𝑍⌈log2 𝑞⌉
, where 𝑞, 𝑍,𝜎pre are those picked by S, then

evIPFESipre implies evIPFE
S
spre.

We obtain a conservative version of Theorem 7.1 as a corollary.

Corollary 7.3 (¶). Construction 7.1 is 𝜎post-secure (Definition 7.2) under conservative

evasive IPFE (Assumption 7.3) and LWE𝑛,𝑚+𝑍⌈log2 𝑞⌉,𝑞,𝜎help (Assumption 2.2) for some

𝜎help ≤
𝜎post

(2𝜅+6√𝜅)2𝑍⌈log2 𝑞⌉
, where 𝑞, 𝑍 are those picked by S and 𝑛, 𝑚,𝜎post, 𝜅 are those picked

by Setup.
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The idea for the proof of Theorem 7.2 is(
DTAG−1(V)
::::::::::

, DTB
:::

, DTA
:::
+ UTG

)
(noise flooding) ≈s

(
(DTA

:::
+ UTG)G−1(V) − UTV

:::
, DTB

:::
, DTA

:::
+ UTG

)
(LWE) ≈

(
∆T

0G−1(V) − UTV
:::

, ∆T
1 , ∆T

0
)

(precondition) ≈
(

∆T
2 , ∆T

1 , ∆T
0

)
,

where wavy underlines indicate noises. The rewriting in the first step is essentially

IPFE simulation (see [Wee17,ACF+18,ALMT20] and Chapter 5), i.e., DTAG−1(V)
::::::::::

contains

exactly the information of UTV
:::

, when given DTB
:::

and (DTA
:::
+ UTG).

Proof (Theorem 7.2). We consider the following hybrids.

• H0 is the first distribution in evIPFESspre, i.e.,

𝑟pub,A,B, DTAG−1(V) + ET
pre,2,

DTB + ET
pre,1, DTA + ET

pre,0 + UTG.

• In H1, the matrix B is sampled uniformly at random, without a known trapdoor.

By Lemma 2.3, we have H0 ≈s H1.

• In H2, helper noises are inserted and flooded by Epre’s, i.e.,

𝑟pub,A,B, DTAG−1(V) + (ET
pre,2 + ET

help,0G−1(V)),

DTB + (Epre,1 + Ehelp,1)T, DTA + UTG + (Epre,0 + Ehelp,0)T,

where the entries of Ehelp’s are sampled independently from Dℤ,𝜎help,≤𝜎help
√
𝜅.

Since ∥(G−1(V))T∥ ≤ 𝑍⌈log2 𝑞⌉, the entries of (Ehelp’s and) ET
help,0G−1(V) are

bounded by 𝜎help
√
𝜅 · 𝑍⌈log2 𝑞⌉. Together with 𝜎pre ≥ 2𝜅+6𝜎help

√
𝜅 · 𝑍⌈log2 𝑞⌉, it

follows from Lemma 2.2 that H1 ≈s H2.

• In H3, we change Epre,2 to (−Epre,2), rearrange some terms, and derive the noisy

DTAG−1(V) from the IPFE decryption relation, i.e.,

𝑟pub,A,B, (DTA + ET
help,0 + UTG)G−1(V) − (UTV + ET

pre,2),

(DTB + ET
help,1) + ET

pre,1, (DTA + ET
help,0 + UTG) + ET

pre,0.

Since Epre,2 follows a symmetric distribution, H2 ≡ H3.
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• In H4, the Ehelp’s are no longer truncated, i.e., their entries are sampled inde-

pendently from Dℤ,𝜎help . By Lemma 2.1, it holds that H3 ≈s H4.

• In H5, we invoke LWE𝑛,𝑚+𝑍⌈log2 𝑞⌉,𝑞,𝜎help for secrets
74 D and public matrix (B,A),

and the distribution becomes

𝑟pub,A,B, (∆T
0 + UTG)G−1(V) − (UTV + ET

pre,2),

∆T
1 + ET

pre,1, (∆T
0 + UTG) + ET

pre,0.

By the LWE assumption, H4 ≈ H5.75

• In H6, we make ∆’s absorb terms added to them, i.e.,

𝑟pub,A,B, (∆T
0 − ET

pre,0)G−1(V) − (UTV + ET
pre,2), ∆T

1, ∆T
0.

Clearly, H5 ≡ H6.

• In H7, we invoke evIPFESipre so the distribution becomes

𝑟pub,A,B, (∆T
0 − ET

pre,0)G−1(V) − ∆T
2, ∆T

1, ∆T
0.

By the assumption, H6 ≈ H7.

• H8 is the second distribution in evIPFESspre, i.e.,

𝑟pub,A,B, ∆T
2, ∆T

1, ∆T
0.

Clearly, H7 ≡ H8.

By a hybrid argument, H0 ≈ H8, i.e., evIPFESspre holds. □

Proof (Corollary 7.3). Given an efficient S (Definition 7.2) satisfying 𝜎pre ≤ 𝜎post and

IPFEsecSpre, we do the following:

1. construct S′ (Assumption 7.3) similarly to the proof of Theorem 7.1 and show

that evIPFES′ipre holds,

74Technically, there are a series of hybrids over the columns of D.
75This step requires that S (part of the reduction algorithm) be efficient.
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2. apply Theorem 7.2 to S′ for proving evIPFES′spre,

3. derive evIPFES′post from the conservative evasive IPFE assumption, and

4. conclude IPFEsecSpost in the same way as the final parts of the proof of Theo-

rem 7.1.

Let 𝜎S
pre,𝜎

S′
pre be the 𝜎pre of S,S′. We set

𝜎S′
pre =


𝜎S
pre, if 𝜎S

pre ≥
𝜎post

2𝜅+6√𝜅 ;

𝜎post, otherwise.

In the first case, evIPFES′ipre is just IPFEsec
S
pre and Theorem 7.2 applies because

𝜎help ≤
𝜎post

(2𝜅+6√𝜅)2𝑍⌈log2 𝑞⌉
≤

𝜎S′
pre

2𝜅+6√𝜅 · 𝑍⌈log2 𝑞⌉
.

In the second case, we cannot set 𝜎S′
pre to 𝜎S

pre, which might not be large enough

compared to 𝜎help per the premise of Theorem 7.2. Instead, with our choice, evIPFES′ipre
follows from IPFEsecSpre by noise truncation and flooding (Lemmas 2.1 and 2.2), and

Theorem 7.2 again applies. □

We remark that for security against S with particular 𝜎pre’s (e.g., 𝜎pre = 𝜎post), the

bound on 𝜎help can be tuned accordingly (e.g., without the quadratic blow-up).

7.4.3 Security for Restricted Samplers from Evasive LWE

We prove that Construction 7.1 is S-secure for a restricted class of samplers under the

evasive LWE assumption. These samplers are efficient, satisfy IPFEsecSpre, and their

SU’s output a uniformly random vector in a publicly known subspace. This will suffice

for our ABE applications.

Definition 7.3 (restricted IB-evIPFE-w/sn security). A sampler S = (SV,SU) per Defi-

nition 7.2 is restricted if SU(1𝜆, 𝑟pub; 𝑟priv) works as follows.

1. It uses a fixed deterministic algorithm SA0 to compute

(1𝑛′, {Aid,𝔰,0,𝑖} id∈ID,𝔰∈{𝔬,𝔤},𝑖∈[𝐼id,𝔰]) ← SA0(1𝜆, 𝑟pub),
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where Aid,𝔰,0,𝑖 ∈ ℤ𝑛
′×𝑍
𝑞 for all id ∈ ID, 𝔰 ∈ {𝔬, 𝔤}, 𝑖 ∈ [𝐼id,𝔰], and the values of 𝑞, 𝑍, ID,

{𝐼id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} agree with the output of SV(1𝜆; 𝑟pub).

2. It uses 𝑟priv to sample d0
$← ℤ𝑛

′
𝑞 . The algorithm outputs {UT

id,𝔰} id∈ID,𝔰∈{𝔬,𝔤}

for Uid,𝔰 = (uid,𝔰,1, . . . ,uid,𝔰,𝐼id,𝔰)

with uT
id,𝔰,𝑖 = dT

0Aid,𝔰,0,𝑖 for all id ∈ ID, 𝔰 ∈ {𝔬, 𝔤}, 𝑖 ∈ [𝐼id,𝔰].

An IB-evIPFE-w/sn scheme (Definition 7.1) is restricted-𝜎pre,0-secure if it is S-secure

(Definition 7.2) for all efficient restricted S such that 𝜎pre ≤ 𝜎pre,0 and IPFEsecSpre holds.

Parallel to restricted security, we formulate the following assumption.

Assumption 7.4 (restricted conservative evasive IPFE). A sampler S = (SV,SU) for

Assumption 7.3 is restricted if SU(1𝜆, 𝑟pub; 𝑟priv) works as follows.

1. It uses a fixed deterministic algorithm SA0 to compute

(1𝑛′, {A′0,𝑖}𝑖∈[𝐼]) ← SA0(1𝜆, 𝑟pub) with A′0,𝑖 ∈ ℤ
𝑛′×𝑍
𝑞 for all 𝑖 ∈ [𝐼],

where 𝑞, 𝑍, 𝐼 agree with the output of SV(1𝜆; 𝑟pub).

2. It uses 𝑟priv to sample d0
$← ℤ𝑛

′
𝑞 . The algorithm outputs UT for

U = (u1, . . . ,u𝐼) and uT
𝑖 = dT

0A′0,𝑖 for all 𝑖 ∈ [𝐼].

The restricted conservative evasive IPFE assumption states that evIPFESspre implies

evIPFESpost for all efficient restricted S.

Lemma 7.4. The sampler (Assumption 7.3) constructed in the proof of Corollary 7.3 is

restricted (Assumption 7.4) if so is the original sampler (Definitions 7.2 and 7.3).

Lemma 7.4 can be easily verified. The following implication holds:

Theorem 7.5 (¶). Evasive LWE (Assumption 7.2) implies restricted conservative evasive

IPFE (Assumption 7.4).

Combining Theorem 7.2, the proof of Corollary 7.3, Lemma 7.4, and Theorem 7.5:
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Corollary 7.6. Construction 7.1 is restricted-𝜎post-secure (Definition 7.3) under evasive

LWE (Assumption 7.2) and LWE𝑛,𝑚+𝑍⌈log2 𝑞⌉,𝑞,𝜎help (Assumption 2.2) for some

𝜎help ≤
𝜎post

(2𝜅+6√𝜅)2𝑍⌈log2 𝑞⌉
,

where 𝑞, 𝑍 are those picked by S and 𝑛, 𝑚,𝜎post, 𝜅 are those picked by Setup.

Proof (Theorem 7.5). Let S = (SV,SU) be any efficient restricted sampler with SA0

(Assumptions 7.3 and 7.4) such that evIPFESspre holds. Construct the following S′(𝑟) for

Assumption 7.2. It parses 𝑟 = (𝑟pub, 𝑟′𝑟pub) and runs

(1𝑛, 1𝑚, 𝑞, 1𝑍, 1𝐽 , 1𝐼 ,𝜎−1,𝜎post,𝜎pre,V) ← SV(𝑟pub),

(1𝑛′, {A′0,𝑖}𝑖∈[𝐼]) ← SA0(𝑟pub).

The algorithm samples A uniformly random over ℤ𝑛×𝑍⌈log2 𝑞⌉
𝑞 using 𝑟′𝑟pub in the straight-

forward manner,76 and sets 𝐾 = 0 and 𝑚′ = 𝑍⌈log2 𝑞⌉. It outputs

1𝑛, 1𝑚, 1𝐾 , 𝑞, 1𝑛
′
, 1𝐽 , 1𝐼 , 1𝑚

′
, 𝜎−1, 𝜎post, 𝜎pre,

P̃ = AG−1(V), {A1,𝑖,A0,𝑖}𝑖∈[𝐼] (with A1,𝑖 = A and A0,𝑖 = A′0,𝑖G),

By setting

D = (d1, . . . ,d𝐼), ∆𝛼 = (𝜹1,𝛼, . . . , 𝜹𝐼,𝛼) for all 𝛼 ∈ {0, 1, 2},

E𝑝,𝛼 = (e𝑝,1,𝛼, . . . , e𝑝,𝐼,𝛼) for all (𝑝,𝛼) ∈

(pre, 2), (pre, 1), (pre, 0),

(post, 1), (post, 0)

 ,
the components in evIPFESspre/post, evLWE

S′
pre/post are perfectly lined up, except that A

corresponds to 𝑟′𝑟pub. It is readily verified that evLWES
′

pre follows from evIPFESspre. By the

evasive LWE assumption, evLWES′post holds, implying evIPFE
S
post.

77 □

76Precisely speaking, the distribution of 𝑟′𝑟pub conditioned on A should be efficiently sampleable from A

so that it does not contain a trapdoor of A or otherwise impedes security. If we insist that 𝑟′𝑟pub be a

binary string, we can make 𝑟′𝑟pub at least max𝑟pub ((𝜅 + ⌈log2 𝑞⌉) · 𝑛𝑍⌈log2 𝑞⌉) bits long and set A[𝑖, 𝑗] to be

its ((𝑖 − 1) + ( 𝑗 − 1)𝑛 + 1)st chunk of (𝜅 + ⌈log2 𝑞⌉) bits interpreted as an integer in binary then reduced

modulo 𝑞, incurring a statistical error of 2−𝜅𝑛𝑍⌈log2 𝑞⌉.
77The reduction algorithms reshape components between vectors and matrices, and either reversely

sample 𝑟′𝑟pub from A or computes A from 𝑟′𝑟pub.



291

7.4.4 Identity-Based Scheme

Construction 7.1 only supports a single identity. We employ pairing-based techniques

to generically obtain an exponentially large identity space. The core idea is to generate

identity-based keys and ciphertexts using a single-identity IPFE (denoted with primes),

e.g., when not considering structured noises,

iskid′ (v) : isk′( v, 𝜓, id′ · 𝜓 )

ictid (u) : ict′( u, id · 𝜑, −𝜑 )

 Dec′−−−→ uTv + (id − id′)𝜑𝜓

so that decryption yields uTv if id = id′ and the result is masked by a blinding

factor (id − id′)𝜑𝜓 if id ≠ id′. Intuitively, the masks are pseudorandom by the DDH

assumption (this idea can be materialized in various ways). In our adaptation, we use

the LWE assumption to create the pseudorandom blinding factors.

We note that the transformation of [GKW16] compressing exponentially many

copies of a single-identity scheme into an identity-based scheme is not as desirable

as the upcoming construction. Security of evIPFE(-w/sn) is knowledge-type. Since

Definition 7.2 requires fully private-coin sampling of plaintext vectors (see Remark 7.3),

it cannot be applied to two copies unless the two copies only encrypt independent

plaintext vectors — but in our applications, plaintext vectors under different identities

are correlated. Moreover, even if we consider an alternative definition with arbitrary

(efficiently computable) auxiliary information about the plaintext vectors, we would

have to assume evasive LWE with very tight pre/postcondition distinguishing gap for it

to be applied super-constantly many times (corresponding to the number of identities;

used in CP-ABE for circuits).

Ingredients of Construction 7.2. Let IPFE′ = (Setup′, KeyGen′, Enc′,Dec′) be an under-

lying evIPFE(-w/sn) such that 1 ∈ I′
𝑞,𝐾,𝑍

(e.g., Constructions 7.1 and 7.3).

Construction 7.2 (IB-evIPFE(-w/sn)). Our scheme works as follows.

• Setup(𝑞, 1𝐾 , 1𝑍) takes as input 𝑞, 𝐾, 𝑍. If 𝑞 is not a prime or 1 ∉ I′
𝑞,𝐾,𝑍

, the

algorithm sets I𝑞,𝐾,𝑍 = ∅ and terminates (aborting case). Otherwise, it sets
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I𝑞,𝐾,𝑍 = [𝑞]78 and deterministically picks 𝑛.79 The algorithm runs

(impk′, imsk′) $← Setup′(𝑞, 1𝐾 , 1𝑍+2𝑛)

and outputs impk = (𝑞, 1𝐾 , 1𝑍, 1𝑛, impk′) and imsk = (𝑞, 1𝐾 , 1𝑍, 1𝑛, imsk′).

• KeyGen(imsk, id, v𝔬,V𝔤) takes as input imsk, id ∈ [𝑞], v𝔬 ∈ ℤ𝑍
𝑞 , and V𝔤 ∈ ℤ𝑍×𝐾

𝑞 . It

samples 𝝍𝔬
$← ℤ𝑛𝑞 and Ψ𝔤

$← ℤ𝑛×𝐾𝑞 , runs

isk′ $← KeyGen′
©­­­­«
imsk′, 1,

©­­­­«
v𝔬

𝝍𝔬

id ·𝝍𝔬

ª®®®®¬
,

©­­­­«
V𝔤

Ψ𝔤

id ·Ψ𝔤

ª®®®®¬
ª®®®®¬
,

and outputs isk = (𝝍𝔬,Ψ𝔤, isk′).

• Enc(impk, id, 𝔰,uT) takes as input imsk, id ∈ [𝑞], 𝔰 ∈ {𝔬, 𝔤}, and u ∈ ℤ𝑍
𝑞 . It samples

𝝋
$← ℤ𝑛𝑞, and runs and outputs

ict = ict′ $← Enc′(impk′, 1, 𝔰, (uT, id · 𝝋T,−𝝋T)).

• Dec(impk, id, v𝔬,V𝔤, isk, 𝔰, ict) runs and outputs

Dec′
©­­­­«
impk′, 1,

©­­­­«
v𝔬

𝝍𝔬

id ·𝝍𝔬

ª®®®®¬
,

©­­­­«
V𝔤

Ψ𝔤

id ·Ψ𝔤

ª®®®®¬
, isk′, 𝔰, ict′

ª®®®®¬
.

Correctness. Suppose IPFE′ is 𝐵′(𝑞′, 𝐾 ′, 𝑍′)-correct, then for noise structure 𝔬,

Dec(impk, id, v𝔬,V𝔤, isk, 𝔬, ict) = uT · v𝔬 + (id · 𝝋T) ·𝝍𝔬 + (−𝝋T) · (id ·𝝍𝔬) + 𝑒𝔬

= uTv𝔬 + 𝑒𝔬

for some 𝑒𝔬 ∈ [−𝐵′(𝑞, 𝐾, 𝑍 + 2𝑛), 𝐵′(𝑞, 𝐾, 𝑍 + 2𝑛)], and similarly for the case of 𝔤. In

summary, Construction 7.2 is 𝐵-correct for 𝐵(𝑞, 𝐾, 𝑍) = 𝐵′(𝑞, 𝐾, 𝑍 + 2𝑛).

78Due to homomorphic noise growth and noise flooding, 𝑞 is super-polynomial in this chapter. When

𝑞 is polynomially large, the identity space can be enlarged using full-rank difference hash [ABB10].
79This construction is generic. The quantity 𝑛 here is unrelated to those in Construction 7.1 or 7.3,

although they can be set to the same value.
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Security. We state and prove the security of Construction 7.2.

Theorem 7.7 (¶). Suppose the underlying IPFE′ is 𝜎pre,0-secure (Definition 7.2) and

LWE𝑛,𝐽′1,𝑞,𝜎help (Assumption 2.2) holds for some 𝜎help ≤
𝜎pre,0
(2𝜅+6√𝜅)2 ,

80 then Construction 7.2

is also 𝜎pre,0-secure, where 𝑞 and 𝐽′1 =
∑
id∈ID 𝐽id are picked by S and 𝑛 is picked by Setup.

Suppose instead IPFE′ is restricted-𝜎pre,0-secure (Definition 7.3) while keeping the other

conditions intact, then Construction 7.2 is also restricted-𝜎pre,0-secure.

The proof works by arguing that when the noisy inner products for the matching

identities are pseudorandom, so are the inner products concerned by IPFE′, e.g., for 𝔬,
id ≠ id′ : UT

id,𝔬Vid′,𝔬 + (id − id′)ΦT
id,𝔬Ψid′,𝔬 + (E′id,id′,𝔬)T ≈↑

LWE

UT
id,𝔬Vid′,𝔬 + $ ≡ $;

id = id′ : UT
id,𝔬Vid,𝔬 + (E′id,id,𝔬)T

IPFEsecSpre↓
≈ $.

When the noise widths of IPFEsecSpre and LWE do not match, we resolve the issue

similarly to the proof of Corollary 7.3.

Proof (Theorem 7.7). Let S = (SV,SU) be an efficient sampler (Definition 7.2) such that

𝜎pre ≤ 𝜎pre,0 and IPFEsecSpre holds against Construction 7.2. Consider the following

efficient S′ = (S′V,S′U).

• S′V(𝑟′′𝑟pub) parses 𝑟′′𝑟pub = (𝑟pub, 𝑟′𝑟pub) and runs

(𝑞, 1𝐾 , 1𝑍, ID, {1𝐽id , 1𝐼id,𝔬 , 1𝐼id,𝔤} id∈ID,𝜎pre, {Vid,𝔬,Vid,𝔤} id∈ID) ← SV(𝑟pub).

The algorithm aborts if 𝑞 is not a prime or 1 ∉ I′
𝑞,𝐾,𝑍

. Otherwise, it computes

𝑛 used by Setup of Construction 7.2, and samples {Ψid,𝔰} id∈ID,𝔰∈{𝔬,𝔤}, with Ψid,𝔬

(resp. Ψid,𝔤) uniformly random over ℤ𝑛×𝐽id𝑞 (resp. ℤ𝑛×𝐾𝐽id𝑞 ) for all id ∈ ID, using

𝑟′′𝑟pub in the straight-forward manner.81 The algorithm sets

𝑍′ = 𝑍 + 2𝑛, ID′ = {1}, 𝐽′1 =
∑︁
id∈ID

𝐽id, 𝐼′1,𝔰 =
∑︁
id∈ID

𝐼id,𝔰,

𝜎′pre =


𝜎pre, if 𝜎pre ≥

𝜎pre,0
2𝜅+6√𝜅 ;

𝜎pre,0, otherwise;
V′1,𝔰 =

©­­­­«
· · · Vid,𝔰 · · ·

· · · Ψid,𝔰 · · ·

· · · id ·Ψid,𝔰 · · ·

ª®®®®¬id∈ID
,

80Here, 𝜅 is unrelated to that in Construction 7.1, although they can be set to the same value.
81The distribution of 𝑟′′𝑟pub conditioned on {Ψid,𝔰} id∈ID,𝔰∈{𝔬,𝔤} must be efficiently sampleable from

{Ψid,𝔰} id∈ID,𝔰∈{𝔬,𝔤}. See Footnote 76.
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and outputs (𝑞, 1𝐾 , 1𝑍′, ID′, 1𝐽′1 , 1𝐼
′
1,𝔬 , 1𝐼

′
1,𝔤 ,𝜎′pre,V′1,𝔬,V

′
1,𝔤).

• S′U(𝑟′′𝑟pub; ′′𝑟priv) parses 𝑟′′𝑟pub = (𝑟pub, 𝑟′𝑟pub) and ′′𝑟priv = (𝑟priv, ′𝑟priv). It recomputes 𝑞,

ID, {𝐼id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} and 𝑛 as in S′V. The algorithm runs

{UT
id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} ← SU(𝑟pub; 𝑟priv),

and samples Φid,𝔰 uniformly random over ℤ
𝑛×𝐼id,𝔰
𝑞 for all id ∈ ID and 𝔰 ∈ {𝔬, 𝔤}

using ′𝑟priv. It sets

(U′1,𝔰)T =
©­­­­­«
...

...
...

UT
id,𝔰 id ·ΦT

id,𝔰 −ΦT
id,𝔰

...
...

...

ª®®®®®¬id∈ID
and outputs {(U′1,𝔰)T}𝔰∈{𝔬,𝔤}.

Claim 7.8 (¶). IPFEsecS′pre (Definition 7.2) holds.

From the 𝜎pre,0-security of IPFE′, it follows that(
𝑟′′𝑟pub, impk′, isk′1, {Enc′(impk′, 1, 𝔰, (U′1,𝔰)T)}𝔰∈{𝔬,𝔤}

)
≈

(
𝑟′′𝑟pub, impk′, isk′1, {Enc′(impk′, 1, 𝔰, ∆T

𝔰 )}𝔰∈{𝔬,𝔤}
)
,

where ∆𝔰
$← ℤ

𝑍′×𝐼′1,𝔰
𝑞 . (This is the “initial part” of this proof.)

Now consider the following efficient S$ = (S$,V,S$,U).

• S$,V is just SV.

• S$,U(𝑟pub; 𝑟$,priv) recomputes 𝑞, 𝑍, ID, {𝐼id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} as in S$,V, then uses 𝑟$,priv

to sample U$,id,𝔰
$← ℤ

𝑍×𝐼id,𝔰
𝑞 for all id ∈ ID and 𝔰 ∈ {𝔬, 𝔤}, and lastly outputs

{UT
$,id,𝔰} id∈ID,𝔰∈{𝔬,𝔤}.

It can be readily verified that IPFEsecS$pre follows from IPFEsecSpre:

©­­«𝑟pub,


UT
$,id,𝔬Vid,𝔬 + ET

id,𝔬,

UT
$,id,𝔤Vid,𝔤 + g̃ T ⊗ ET

id,𝔤𝔤 + ET
id,𝔤𝔬

id∈ID
ª®®¬

≡
©­­«𝑟pub,


(U$,id,𝔬 + Uid,𝔬)TVid,𝔬 + ET

id,𝔬,

(U$,id,𝔤 + Uid,𝔤)TVid,𝔤 + g̃ T ⊗ ET
id,𝔤𝔤 + ET

id,𝔤𝔬

id∈ID
ª®®¬
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≈
©­­«𝑟pub,


UT

$,id,𝔬Vid,𝔬 + ∆T
pre,id,𝔬,

UT
$,id,𝔤Vid,𝔤 + ∆T

pre,id,𝔤

id∈ID
ª®®¬ ≡

©­­«𝑟pub,


∆T
pre,id,𝔬,

∆T
pre,id,𝔤

id∈ID
ª®®¬ .

Applying the initial part of the proof to S$, we obtain(
𝑟′′𝑟pub, impk′, isk′1, {Enc′(impk′, 1, 𝔰, (U′$,1,𝔰)

T)}
𝔰∈{𝔬,𝔤}

)
≈

(
𝑟′′𝑟pub, impk′, isk′1, {Enc′(impk′, 1, 𝔰, ∆T

𝔰 )}
𝔰∈{𝔬,𝔤}

)
,

where U′$,1,𝔰 is to U$,id,𝔰’s as U′1,𝔰 is to Uid,𝔰’s for each 𝔰 ∈ {𝔬, 𝔤}. Therefore,

(
𝑟′′𝑟pub, impk′, isk′1, {Enc′(impk′, 1, 𝔰, (U′$,1,𝔰)

T)}
𝔰∈{𝔬,𝔤}

)
≈

(
𝑟′′𝑟pub, impk′, isk′1, {Enc′(impk′, 1, 𝔰, (U′1,𝔰)T )}𝔰∈{𝔬,𝔤}

)
.

Opening up IPFEsecSpost, we see that

part of 𝑟′′𝑟pub︷︸︸︷
𝑟pub , impk = (

from 𝑟pub︷        ︸︸        ︷
𝑞, 1𝐾 , 1𝑍, 1𝑛, impk′),

{ict∗id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} = {Enc
′(impk′, 1, 𝔰, (U′1,𝔰)T )}𝔰∈{𝔬,𝔤},

{ict$id,𝔰} id∈ID,𝔰∈{𝔬,𝔤} = {Enc
′(impk′, 1, 𝔰, (U′$,1,𝔰)

T)}𝔰∈{𝔬,𝔤},

{iskid} id∈ID = ({Ψid,𝔬,Ψid,𝔤︸       ︷︷       ︸
from 𝑟′𝑟pub in 𝑟′′𝑟pub

} id∈ID, isk′1),

so it follows from the previous indistinguishability.

For the part regarding restricted security, it remains to verify that S′ is restricted

whenever S is restricted (below), and that S$ is always restricted (clear by inspection).

Let SA0 be the algorithm in Definition 7.3 for S. The S′A0(𝑟′′𝑟pub) for S′ parses 𝑟′′𝑟pub as

(𝑟pub, 𝑟′𝑟pub), recomputes ID, {𝐼id,𝔰} id∈ID,𝔰∈{𝔬,𝔤}, 𝐼′1,𝔬, 𝐼′1,𝔤, 𝑛 as in SV, runs and sets

(1𝑛′, {Aid,𝔰,0,𝑖} id∈ID,𝔰∈{𝔬,𝔤},𝑖∈[𝐼id,𝔰]) ← SA0(𝑟pub), 𝑛′′ = 𝑛′ + 𝑛(𝐼′1,𝔬 + 𝐼′1,𝔤),

A′1,𝔬,0,𝑖′𝔬 =

©­­­­­­­«

Aid,𝔬,0,𝑖

0𝑛(𝑖′𝔬−1)×𝑛

id · I𝑛 −I𝑛

0𝑛(𝐼′1,𝔬−𝑖′𝔬+𝐼′1,𝔤)×𝑛

ª®®®®®®®¬
, A′1,𝔤,0,𝑖′𝔤 =

©­­­­­­­«

Aid,𝔤,0,𝑖

0𝑛(𝐼′1,𝔬+𝑖′𝔤−1)×𝑛

id · I𝑛 −I𝑛

0𝑛(𝐼′1,𝔤−𝑖′𝔤)×𝑛

ª®®®®®®®¬
,
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with (id, 𝑖) being the (𝑖′𝔰)th item among all such that id ∈ ID and 𝑖 ∈ [𝐼id,𝔰]. It outputs

(1𝑛′′, {A′1,𝔰,0,𝑖′𝔰}𝔰∈{𝔬,𝔤},𝑖′𝔰∈[𝐼′1,𝔰]). Conceptually, let

(d′0)T = (dT
0, . . . ,𝝋

T
id,𝔬,𝑖, . . .︸            ︷︷            ︸

id∈ID, 𝑖∈[𝐼id,𝔬]

, . . . ,𝝋T
id,𝔤,𝑖, . . .︸            ︷︷            ︸

id∈ID, 𝑖∈[𝐼id,𝔤]

),

then

(u′1,𝔰,𝑖′𝔰)
T = (uT

id,𝔰,𝑖, id · 𝝋
T
id,𝔰,𝑖,−𝝋

T
id,𝔰,𝑖)

= (dT
0Aid,𝔰,0,𝑖, id · 𝝋T

id,𝔰,𝑖,−𝝋
T
id,𝔰,𝑖) = (d

′
0)TA′1,𝔰,0,𝑖′𝔰 . □

Proof (Claim 7.8). Consider the following hybrids.

• H0 is the first distribution in IPFEsecS
′

pre, i.e.,

𝑟′′𝑟pub, (U′1,𝔬)TV′1,𝔬 + (E′1,𝔬)T, (U′1,𝔤)TV′1,𝔤 + g̃ T ⊗ (E′1,𝔤𝔤)T + (E′1,𝔤𝔬)T.

The components can be rearranged into

𝑟pub, 𝑟′𝑟pub,{
UT
id,𝔬Vid′,𝔬 + (id − id′)ΦT

id,𝔬Ψid′,𝔬 + (E′id,id′,𝔬)T
}id≠id′
id,id′∈ID,{

UT
id,𝔤Vid′,𝔤 + (id − id′)ΦT

id,𝔤Ψid′,𝔤 + g̃ T ⊗ (E′id,id′,𝔤𝔤)T + (E′id,id′,𝔤𝔬)T
}id≠id′
id,id′∈ID,{

UT
id,𝔬Vid,𝔬 + (E′id,id,𝔬)T

}
id∈ID,{

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ (E′id,id,𝔤𝔤)T + (E′id,id,𝔤𝔬)T

}
id∈ID,

where

E′1,𝔢 =
©­­­­«

E′∗,∗,𝔢 E′id,∗,𝔢 · · ·

E′∗,id′,𝔢 E′id,id′,𝔢 · · ·
...

...
. . .

ª®®®®¬id′,id∈ID
for all 𝔢 ∈ {𝔬, 𝔤𝔤, 𝔤𝔬}

with E′id,id′,𝔬 ∈ ℤ𝐽id′×𝐼id,𝔬 , E′id,id′,𝔤𝔤 ∈ ℤ𝐽id′×𝐼id,𝔤 , E′id,id′,𝔤𝔬 ∈ ℤ𝐾𝐽id′×𝐼id,𝔤 for all id, id′ ∈ ID.

• In H1, we insert noises Ehelp into the inner products for 𝔬 between non-matching

identities, i.e.,

𝑟pub, 𝑟′𝑟pub,{
UT
id,𝔬Vid′,𝔬 + (id − id′)ΦT

id,𝔬Ψid′,𝔬 + (E
help
id,id′)

T + (E′id,id′,𝔬)T
}id≠id′
id,id′∈ID,{

UT
id,𝔤Vid′,𝔤 + (id − id′)ΦT

id,𝔤Ψid′,𝔤 + g̃ T ⊗ (E′id,id′,𝔤𝔤)T + (E′id,id′,𝔤𝔬)T
}id≠id′
id,id′∈ID,
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{
UT
id,𝔬Vid,𝔬 + (E′id,id,𝔬)T

}
id∈ID,{

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ (E′id,id,𝔤𝔤)T + (E′id,id,𝔤𝔬)T

}
id∈ID,

where Ehelpid,id′
$← D𝐽id′×𝐼id,𝔬

ℤ,𝜎help,≤𝜎help
√
𝜅
, each of which is flooded by E′id,id′,𝔬.

By Lemma 2.2, we have H0 ≈s H1.

• In H2,𝛼 (with 0 ≤ 𝛼 ≤ |ID|), we no longer truncate Ehelp, and change the non-

matching inner products with the ciphertexts under the first 𝛼 identities for 𝔬

to random, i.e.,

𝑟pub, 𝑟′𝑟pub,{
UT
id,𝔬Vid′,𝔬 + (∆′id,id′,𝔬)T + (E′id,id′,𝔬)T

}id≠id′,id≤id𝛼
id,id′∈ID ,{

UT
id,𝔬Vid′,𝔬 + (id − id′)ΦT

id,𝔬Ψid′,𝔬 + (E
help
id,id′)

T + (E′id,id′,𝔬)T
}id≠id′,id>id𝛼
id,id′∈ID ,{

UT
id,𝔤Vid′,𝔤 + (id − id′)ΦT

id,𝔤Ψid′,𝔤 + g̃ T ⊗ (E′id,id′,𝔤𝔤)T + (E′id,id′,𝔤𝔬)T
}id≠id′
id,id′∈ID,{

UT
id,𝔬Vid,𝔬 + (E′id,id,𝔬)T

}
id∈ID,{

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ (E′id,id,𝔤𝔤)T + (E′id,id,𝔤𝔬)T

}
id∈ID,

where Ehelpid,id′
$← D𝐽id′×𝐼id,𝔬

ℤ,𝜎help
and ∆′id,id′,𝔬

$← ℤ
𝐽id′×𝐼id,𝔬
𝑞 for all id, id′ ∈ ID. Here, id𝛼 ∈ ID

is the 𝛼th-smallest among all id ∈ ID in some fixed efficiently comparable total

order for all 𝛼 ∈ [|ID|], and id0 is a sentinel value that compares less than all

id ∈ ID.

By Lemma 2.1, we have H1 ≈s H2,0. By a hybrid argument, from LWE𝑛,𝐽′1,𝑞,𝜎help it

follows that H2,𝛼 ≈ H2,𝛼+1 for all 0 ≤ 𝛼 < |ID|, with the LWE public matrix being(
. . . , (id𝛼+1 − id′)Ψid′,𝔬, . . .

) id′≠id𝛼+1
id′∈ID

and the LWE secret being each column of Φid,𝔬. Roughly speaking, the reduction

algorithm computes82 Ψid′,𝔬 for all id′ ∈ ID from the public matrices, and samples

the other components by itself.

• In H3, we change all non-matching inner products for 𝔬 to random, i.e.,

𝑟pub, 𝑟′𝑟pub,
{
(∆′id,id′,𝔬)T

}id≠id′
id,id′∈ID,

82This step relies on 𝑞 being a prime.



298

{
UT
id,𝔤Vid′,𝔤 + (id − id′)ΦT

id,𝔤Ψid′,𝔤 + g̃ T ⊗ (E′id,id′,𝔤𝔤)T + (E′id,id′,𝔤𝔬)T
}id≠id′
id,id′∈ID,{

UT
id,𝔬Vid,𝔬 + (E′id,id,𝔬)T

}
id∈ID,{

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ (E′id,id,𝔤𝔤)T + (E′id,id,𝔤𝔬)T

}
id∈ID.

Comparing H2,|ID| and H3, we see that (∆′)’s absorb the terms added to them

without changing the distribution, so H2,|ID| ≡ H3.

• In H4, we change all non-matching inner products for 𝔤 to random, i.e.,

𝑟pub, 𝑟′𝑟pub,
{
(∆′id,id′,𝔬)T

}id≠id′
id,id′∈ID,

{
(∆′id,id′,𝔤)T

}id≠id′
id,id′∈ID,{

UT
id,𝔬Vid,𝔬 + (E′id,id,𝔬)T

}
id∈ID,{

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ (E′id,id,𝔤𝔤)T + (E′id,id,𝔤𝔬)T

}
id∈ID.

The transition from H3 to H4 is analogous to that from H0 to H3, and H3 ≈ H4.

• In H5, we alter the noises attached to the matching inner products into

𝑟pub, 𝑟′𝑟pub,
{
(∆′id,id′,𝔬)T

}id≠id′
id,id′∈ID,

{
(∆′id,id′,𝔤)T

}id≠id′
id,id′∈ID,{

UT
id,𝔬Vid,𝔬 + ẼT

id,𝔬
}
id∈ID,{

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ ẼT

id,𝔤𝔤 + ẼT
id,𝔤𝔬

}
id∈ID,

where for all id ∈ ID and 𝔢 ∈ {𝔬, 𝔤𝔤, 𝔤𝔬},

Ẽid,𝔢 =


Eid,𝔢, if 𝜎pre ≥

𝜎pre,0
2𝜅+6√𝜅 so 𝜎′pre = 𝜎pre;

Eid,𝔢 + E′id,id,𝔢, otherwise;

with Eid,𝔬 $← D𝐽id×𝐼id,𝔬
ℤ,𝜎pre,≤𝜎pre

√
𝜅
, Eid,𝔤𝔤 $← D𝐽id×𝐼id,𝔤

ℤ,𝜎pre,≤𝜎pre
√
𝜅
, Eid,𝔤𝔬 $← D𝐾𝐽id×𝐼id,𝔤

ℤ,𝜎pre,≤𝜎pre
√
𝜅
.

In the first case, the two hybrids are statistically close by Lemma 2.1, and in the

second case, by Lemma 2.2, as 𝜎′pre = 𝜎pre,0 ≥ 2𝜅+6𝜎pre
√
𝜅. Therefore, H4 ≈s H5.

• In H6, we no longer truncate Eid,𝔢’s, i.e.,

𝑟pub, 𝑟′𝑟pub,
{
(∆′id,id′,𝔬)T

}id≠id′
id,id′∈ID,

{
(∆′id,id′,𝔤)T

}id≠id′
id,id′∈ID,{

UT
id,𝔬Vid,𝔬 + ET

id,𝔬 + (E′′id,𝔬)T
}
id∈ID,{

UT
id,𝔤Vid,𝔤 + g̃ T ⊗ ET

id,𝔤𝔤 + ET
id,𝔤𝔬 + (E′′id,𝔤)T

}
id∈ID,
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where Eid,𝔬 $← D𝐽id×𝐼id,𝔬
ℤ,𝜎pre

, Eid,𝔤𝔤 $← D𝐽id×𝐼id,𝔤
ℤ,𝜎pre

, Eid,𝔤𝔬 $← D𝐾𝐽id×𝐼id,𝔤
ℤ,𝜎pre

, and E′′id,𝔬 (resp. E′′id,𝔤)

is either 0 or E′id,id,𝔬 (resp. g̃ ⊗ E′id,id,𝔤𝔤 + E′id,id,𝔤𝔬) for all id ∈ ID.

By Lemma 2.1, we have H5 ≈s H6.

• H7 is the second distribution in IPFEsecS
′

pre, i.e.,

𝑟pub, 𝑟′𝑟pub,
{
(∆′id,id′,𝔬)T

}id≠id′
id,id′∈ID,

{
(∆′id,id′,𝔤)T

}id≠id′
id,id′∈ID,{

(∆′id,id,𝔬)T
}
id∈ID,

{
(∆′id,id,𝔤)T

}
id∈ID,

where

∆′1,𝔰 =
©­­­­«

∆′∗,∗,𝔰 ∆′id,∗,𝔰 · · ·

∆′∗,id′,𝔰 ∆′id,id′,𝔰 · · ·
...

...
. . .

ª®®®®¬id′,id∈ID
for all 𝔰 ∈ {𝔬, 𝔤}

with ∆′id,id′,𝔬
$← ℤ

𝐽id′×𝐼id,𝔬
𝑞 , ∆′id,id′,𝔤

$← ℤ
𝐾𝐽id′×𝐼id,𝔤
𝑞 for all id, id′ ∈ ID.

H6 ≈ H7 follows from IPFEsecSpre, with ∆′id,id,𝔰 being either ∆id,𝔰 or (∆id,𝔰 − E′′id,id,𝔰).

By hybrid argument, H0 ≈ H7, which is exactly IPFEsecS
′

pre. □

7.4.5 Scheme with Structured Noises

To support structured noises, we modify Construction 7.1, fitting it into the shape of

evasive learning with structured errors. We explain a subtlety in the adaptation. In

the basic scheme, a key k for 0 makes dTB
:::

k small (not pseudorandom). Therefore,

in the presence of such a key, no ciphertext can be provably secure from evasive

LWE. This is not a problem for Construction 7.1, because every (plaintext) vector has

non-pseudorandom noisy inner product with 0. Similar properties of keys are not

allowed in a scheme with structured noises, as security should hold for a ciphertext of

random vector for 𝔤, given a key for v𝔬 = 0 and random V𝔤. Preventing noise structure

mix-and-match is akin to having two identities, for which we employ a mechanism

similar to yet simpler than that of Construction 7.2.

Ingredients of Construction 7.3. We rely on Lemma 2.3 for correctness. For security,

we need LWE (Assumption 2.2) and evasive learning with structured errors (Assump-

tion 7.1).



300

Construction 7.3 (evIPFE-w/sn). Our scheme works as follows.

• Setup(𝑞, 1𝐾 , 1𝑍) takes as input 𝑞, 𝐾, 𝑍. It sets I𝑞,𝐾,𝑍 = {1}, and deterministically

picks 𝑛 and 𝑚 ≥ 𝑚0(𝑛(𝐾 + 1), 𝑞) and 𝜎−1 ≥ 𝜎0(𝑛, 𝑚) appropriate for Lemma 2.3,

as well as 𝜎post, 𝜅. The algorithm samples and sets

(B̃, 𝜏) $← TrapGen(1𝑛(𝐾+1) , 1𝑚, 𝑞), A $← ℤ
𝑛×2(𝑍+𝑛) ⌈log2 𝑞⌉
𝑞 ,

impk = (1𝑛, 1𝑚, 𝑞, 1𝐾 , 1𝑍,𝜎−1,𝜎post, 1𝜅,A,B), imsk = (impk, 𝜏).

where B = (B−1, . . . ,B𝐾−1) for B̃ = (BT
−1, . . . ,B

T
𝐾−1)

T. It outputs (impk, imsk).

• KeyGen(imsk, id, v𝔬,V𝔤) imsk, id = 1, v𝔬 ∈ ℤ𝑍
𝑞 , and V𝔤 ∈ ℤ𝑍×𝐾

𝑞 . It samples and runs

𝝍𝔬
$← ℤ𝑛𝑞, Ψ𝔤

$← ℤ𝑛×𝐾𝑞 , K $← SampD (B̃, 𝜏, P̃,𝜎−1) ,

where P̃ = (PT
−1, . . . ,P

T
𝐾−1)

T for

P = (P−1, . . . ,P𝐾−1) = AG−1

©­­­­­­­«

v𝔬

𝝍𝔬

V𝔤

Ψ𝔤

ª®®®®®®®¬
.

The algorithm outputs isk = (𝝍𝔬,Ψ𝔤,K).

• Enc(impk, id, 𝔰,uT) takes as input impk, id = 1, 𝔰 ∈ {𝔬, 𝔤}, and u ∈ ℤ𝑍
𝑞 . It samples

and sets

𝝋
$← ℤ𝑛𝑞, d $← ℤ𝑛𝑞, e0

$← D2(𝑍+𝑛) ⌈log2 𝑞⌉
ℤ,𝜎post,≤𝜎post

√
𝜅
,

e1
$← D𝑚(𝐾+1)

ℤ,𝜎post,≤𝜎post
√
𝜅
, e3

$← D𝑚

ℤ,𝜎post,≤𝜎post
√
𝜅
,

(u′)T ←

(uT, 01×𝑛, 01×𝑍,𝝋T), if 𝔰 = 𝔬;

(01×𝑍,𝝋TG,uTG, 01×𝑛), if 𝔰 = 𝔤.

The algorithm outputs ict = (dTB + (01×𝑚, g̃ T ⊗ eT
3) + eT

1, dTA + (u′)TG + eT
0).
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• Dec(impk, id, v𝔬,V𝔤, isk, 𝔰, ict) computes and outputs

ict ·

©­­­­­­­­­­«

−I𝐾+1 ⊗ K

G−1

©­­­­­­­«

v𝔬

𝝍𝔬

V𝔤

Ψ𝔤

ª®®®®®®®¬

ª®®®®®®®®®®¬
·

(1, 01×𝐾 )T, if 𝔰 = 𝔬;

(0𝐾×1, I𝐾 )T, if 𝔰 = 𝔤.

Correctness. It is readily verified, similarly to Construction 7.1, that the scheme is

𝐵-correct for

𝐵 = 𝜅1/2𝜎post(𝑚3/2𝜎−1 + 2(𝑍 + 𝑛) ⌈log2 𝑞⌉).

Theorem 7.9 (¶). Construction 7.3 is restricted-𝜎post-secure (Definition 7.3) under

evasive learning with structured errors (Assumption 7.1) and LWE𝑛,𝑚(𝐾+1)+2(𝑍+𝑛) ⌈log2 𝑞⌉,𝑞,𝜎help

(Assumption 2.2) for some 𝜎help ≤
𝜎post

(2𝜅+6√𝜅)2·2(𝑍+𝑛) ⌈log2 𝑞⌉
, where 𝑞, 𝐾, 𝑍 are those picked by S

and 𝑛, 𝑚,𝜎post, 𝜅 are those picked by Setup.

Proof Sketch (Theorem 7.9). The proof done by combining the techniques demonstrated

earlier in this section. Roughly speaking, the desired can be cast as a postcondition

of evLWsE. In the precondition of evLWsE, first use IPFE simulation as in the proof of

Theorem 7.2 so that we only consider the inner products, both for matching and non-

matching noise structures. Then, use the proof of Claim 7.8 to argue that non-matching

inner products, due to the presence of 𝝍T𝝋𝔬 or 𝝍TΦ𝔤, are pseudorandom. Lastly, use

the premise that the matching inner products are pseudorandom to conclude the

proof. □

Applying Construction 7.2 to Construction 7.3, we obtain the following:

Corollary 7.10. Under LWE𝑛,poly(𝜆),𝑞,𝜎help (Assumption 2.2) and evasive learning with

structured errors (Assumption 7.1), there exists an IB-evIPFE-w/sn (Definition 7.1) with

identity space [𝑞] and correctness bound

𝐵 = 𝜅1/2𝜎post(𝑚3/2𝜎−1 + 2(𝑍 + 3𝑛) ⌈log2 𝑞⌉)

that is restricted-𝜎post-secure (Definition 7.3), where 𝜎help ≤
𝜎post

(2𝜅+6√𝜅)2·2(𝑍+3𝑛) ⌈log2 𝑞⌉
.
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7.5 Noisy Linear Garbling

We consider a notion of noisy linear garbling with authenticity (i.e., conditional

disclosure of secrets)83 reusable for multiple inputs. Our formulation characterizes a

promise primitive. Given a function 𝑓 : ℤ𝐿 → {0, 1,⊥}, the garbling consists of labels

decomposable and affine in the input x, a garbled table, a secret, and some auxiliary

information. For correctness, if 𝑓 (x) = 1, the secret can be approximately recovered

from the other information; for security, if 𝑓 (x) = 0, the secret remains hidden; when

𝑓 (x) = ⊥, we require neither correctness nor security. The promise feature of the

definition is used to exclude x leading to out-of-bound wire values in arithmetic

computations, and x ∉ {0, 1}★ in Boolean computations.

Definition 7.4 (noisy linear garbling). Let F = {F𝜆,param}𝜆∈ℕ,param∈Params𝜆 be a sequence

of function families, where Params = {Params𝜆}𝜆∈ℕ is a sequence of function family

description sets and each 𝑓 ∈ F𝜆,param is a function ℤ𝐿 → {0, 1,⊥} (with potentially

different 𝐿 for each 𝑓 ). A noisy linear garbling scheme for F consists of three efficient

algorithms.

• Setup(1𝜆, param) takes the function family description param ∈ Params𝜆 as input.

It outputs some public parameter pp = (𝑞, . . . ), where 𝑞 ∈ ℕ≥2 is the modulus.84

• GenF(1𝜆, pp, 𝑓 ) takes as input pp and 𝑓 ∈ F𝜆,param : ℤ𝐿 → {0, 1,⊥}. It outputs a

deterministic dimension 1𝑛𝑓 of garbling randomness, a secret vector wout, label

functions {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] , a garbled table T, and some reusable information R.

Here, wout, W’s, and T are 𝑛𝑓 -row matrices over ℤ, and their shapes, including

𝑛𝑓 , are fully determined by pp, 𝑓 .

• Eval(1𝜆, pp, 𝑓 ,R, x, {wT
ℓ
}
ℓ ∈[𝐿] , t

T) takes as input pp, 𝑓 , R, input x (to 𝑓 ), one set of

83The terminology is changed from “secret sharing” in introduction and technical overview, because

the policy function might not be monotone.
84In the conference version [HLL24a], the definition requires 𝑞 be deterministic. While that version

still works (by smuggling 𝑞 into param and checking its suitability in Setup), it was an unintended error

— it is easier and more consistent to let Setup sample 𝑞 instead. This is currently necessary since we

need prime 𝑞 and it is unknown [TCH12] how to generate large primes in deterministic polynomial time.
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randomized labels, and the randomized garbled table t. If 𝑓 (x) = 1, it is supposed

to output an approximation of the randomized secret 𝑤out. Here, 𝑤out, {wℓ }ℓ ∈[𝐿] ,

t are over ℤ𝑞.

Let 𝐵in and 𝐵out be functions mapping (𝜆, param) to natural numbers. The scheme

is (𝐵in, 𝐵out)-correct if for all 𝜆 ∈ ℕ, param ∈ Params𝜆, 𝑓 ∈ F𝜆,param : ℤ𝐿 → {0, 1,⊥},

x ∈ ℤ𝐿, 𝑒out, e1, . . . , e𝐿, et ∈ [−𝐵in(𝜆, param), 𝐵in(𝜆, param)]★ (of suitable dimensions)85

such that 𝑓 (x) = 1, it holds that

Pr



pp $← Setup(1𝜆, param)(
1𝑛𝑓 ,wout,
{Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,

T,R

)
$← GenF(1𝜆, pp, 𝑓 )

s $← ℤ
𝑛𝑓
𝑞

:

Eval

(
1𝜆 ,pp,𝑓 ,R,x,
{sT (W

ℓ ,0+x[ℓ ]W
ℓ ,×)+eT

ℓ
}
ℓ ∈[𝐿] ,

sTT+eTt

)
− (sTwout + 𝑒out)

∈ [−𝐵out(𝜆, param), 𝐵out(𝜆, param)]


= 1.

Definition 7.5 (short garbling). A noisy linear garbling scheme (Definition 7.4) is

𝐵short-short (for some function 𝐵short mapping (𝜆, param) to natural numbers) if for

all 𝜆 ∈ ℕ, param ∈ Params𝜆, 𝑓 ∈ F𝜆,param : ℤ𝐿 → {0, 1,⊥}, x ∈ ℤ𝐿 such that 𝑓 (x) = 0,

Pr


pp $← Setup(1𝜆, param)(

1𝑛𝑓 ,wout,
{Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,

T,R

)
$← GenF(1𝜆, pp, 𝑓 )

:

∥wT
out∥, ∥TT∥ ≤ 𝐵short(𝜆, param),

∥WT
ℓ ,0 + x[ℓ ]WT

ℓ ,×∥ ≤ 𝐵short(𝜆, param)

for all ℓ ∈ [𝐿]


= 1.

Definition 7.6 (fixed randomness dimension). A noisy linear garbling scheme (Defi-

nition 7.4) has fixed randomness dimension if param is of the form (𝑞, 1𝑛, . . . ) and 𝑛𝑓 = 𝑛

always holds.

Security. We require that the randomized (by noisy linear combination) secret, labels,

and garbled table be pseudorandom if 𝑓 (x) = 0.

Definition 7.7 (noisy linear garbling security). Let (Setup,GenF, Eval) be a noisy linear

garbling scheme for F (Definition 7.4) and GenNoise an efficient algorithm with suitable

input/output formats. The scheme is GenNoise-secure if Exprealgarble ≈ Exp
random
garble , where

Exprealgarble(1
𝜆,A) and Exprandomgarble (1

𝜆,A) proceed as follows.

85The dimensions could depend on the randomness of Setup. Formally, they can be quantified over

sufficiently large dimensions then truncated appropriately.
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• Setup. Launch A(1𝜆) and receive param ∈ Params𝜆 from it. Sample 𝑟Setup, run

pp← Setup(1𝜆, param; 𝑟Setup),

and send 𝑟Setup to A.

• Challenge. A chooses 𝑓 ∈ F𝜆,param : ℤ𝐿 → {0, 1,⊥} and x ∈ ℤ𝐿. Sample 𝑟GenF and

run

(1𝑛𝑓 ,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R) ← GenF(1𝜆, pp, 𝑓 ; 𝑟GenF).

Sample s $← ℤ
𝑛𝑓
𝑞 , run

(𝑒out, e1, . . . , e𝐿, et) $← GenNoise(1𝜆, param, pp, 𝑓 ,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R, x),

and compute


𝑤out ← sTwout + 𝑒out, wT

ℓ ← sT(Wℓ ,0 + x[ℓ ]Wℓ ,×) + eT
ℓ , tT ← sTT + eT

t , in Exprealgarble;

𝑤out
$← ℤ𝑞, wℓ

$← ℤ★
𝑞 (for all ℓ ∈ [𝐿]), t $← ℤ★

𝑞, in Exprandomgarble ;

where {wℓ }ℓ ∈[𝐿] and t in Exprandomgarble are of the same dimensions as their counter-

parts in Exprealgarble. Send (𝑟GenF, 𝑤out, {wℓ }ℓ ∈[𝐿] , t) to A.

• Guess. A outputs 𝛽′ ∈ {0, 1}. The outcome of the experiment is 𝛽′ if 𝑓 (x) = 0.

Otherwise, the outcome is set to 0.

7.6 Noisy Linear Garbling for Bounded-Arithmetic Circuits

In this section, we construct a noisy linear garbling scheme for arithmetic circuits of

bounded wire values. It is a variant of [AIK11,IW14] and Chapter 4. The garbling

scheme serves as the central component in our CP-ABE for bounded-arithmetic

circuits. (The notations have undergone some major changes since the conference

version [HLL24a] — see Remark 7.4.)
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Construction 7.4 (noisy linear garbling for bounded-arithmetic circuits). The

function family of bounded-arithmetic circuits is

Params =
{
(𝑀, 1𝑑)

�� 𝑀 ∈ ℕ+ and 𝑑 ∈ ℕ }
,

F𝑀,1𝑑 =
{
𝑓𝑀,𝐶

�� 𝐶 is an arithmetic circuit of depth no more than 𝑑
}
,

𝑓𝑀,𝐶 (x) =


⊥, if some wire value ∉ [−𝑀, 𝑀] when evaluating 𝐶(x);

1, if 𝐶(x) = 0 and all wire values ∈ [−𝑀, 𝑀];

0, if 𝐶(x) ≠ 0 and all wire values ∈ [−𝑀, 𝑀];

for 𝐶 : ℤ𝐿 → ℤ and x ∈ ℤ𝐿.

Since 𝑀 is known from param, the function 𝑓𝑀,𝐶 is simply represented by 𝐶. The

scheme works as follows.

• Setup(𝑀, 1𝑑) picks suitable 𝑞, 𝑁 and outputs pp = (𝑞, 𝑀, 1𝑑, 1𝑁). The constraints

of 𝑞, 𝑁 are specified in Theorems 7.11, 7.12, and 7.13.

• GenF(pp, 𝐶) generates the garbling for 𝐶 : ℤ𝐿 → ℤ in the following steps.

– It parses 𝐶 into 𝐿 input gates 1, . . . , 𝐿 and ( |𝐶 | − 𝐿) arithmetic gates

𝐿 + 1, . . . , |𝐶 |. They are sorted in topological order so that gate |𝐶 | is the

output gate of 𝐶 and the inputs to every non-input gate 𝑖 are connected to

gates gin[𝑖, 1], gin[𝑖, 2] < 𝑖.

– For each gate 𝑖, the algorithm samples its shrunken label function

W𝑖,0
$← {0, 1}𝑁×𝑁 , W𝑖,×

$← {0, 1}𝑁×𝑁 .

We write W𝑖,𝑥 = W𝑖,0 + 𝑥W𝑖,×, where 𝑥 ∈ [−𝑀, 𝑀] is a potential output value

of gate 𝑖, for the corresponding shrunken label (before randomization).

– For each non-input gate 𝑖, the algorithm samples W̃(𝑖,1)
gin[𝑖,1],0, W̃

(𝑖,1)
gin[𝑖,1],×,

W̃(𝑖,2)
gin[𝑖,2],0, W̃

(𝑖,2)
gin[𝑖,2],×, which contribute to the expanded label function of

each input to gate 𝑖. Here, the superscript indicates the purpose of the part

(due to being an input to gate 𝑖), and the subscript indicates the matrix

containing that part, so

W̃𝑖′,0 =
(
. . . , W̃(𝑖,𝛾)

𝑖′,0 , . . .
)
gin[𝑖,𝛾]=𝑖′, W̃𝑖′,× =

(
. . . , W̃(𝑖,𝛾)

𝑖′,× , . . .
)
gin[𝑖,𝛾]=𝑖′ .
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Similarly, we write W̃𝑖′,𝑥 = W̃𝑖′,0 + 𝑥W̃𝑖′,× for the expanded label (before ran-

domization) corresponding to a potential output 𝑥 ∈ [−𝑀, 𝑀] of gate 𝑖′.

Suppose the input values to gate 𝑖 are 𝑥1, 𝑥2, the goal is to compute the

shrunken label W𝑖,𝑥 from the expanded labels W̃gin[𝑖,1],𝑥1 , W̃gin[𝑖,2],𝑥2 . Follow-

ing [AIK11] (adapted for authenticity only), first sample U𝑖
$← {0, 1}𝑁×𝑁 .

* If gate 𝑖 is addition, set

W̃(𝑖,1)
gin[𝑖,1],0 ← U𝑖, W̃(𝑖,1)

gin[𝑖,1],× ←W𝑖,×,

W̃(𝑖,2)
gin[𝑖,2],0 ←W𝑖,0 − U𝑖, W̃(𝑖,2)

gin[𝑖,2],× ←W𝑖,×,

which are subject to W̃(𝑖,1)
gin[𝑖,1],𝑥1

+ W̃(𝑖,2)
gin[𝑖,2],𝑥2

= W
𝑖,𝑥1+𝑥2

.

* If gate 𝑖 is multiplication, set

W̃(𝑖,1)
gin[𝑖,1],0 ← U𝑖, W̃(𝑖,1)

gin[𝑖,1],× ←W𝑖,×,

W̃(𝑖,2)
gin[𝑖,2],0 ←W𝑖,0, W̃(𝑖,2)

gin[𝑖,2],× ← −U𝑖,

which are subject to 𝑥2W̃(𝑖,1)
gin[𝑖,1],𝑥1

+ W̃(𝑖,2)
gin[𝑖,2],𝑥2

= W
𝑖,𝑥1𝑥2

.

– For the output gate |𝐶 |, sample the expanded label function

W̃|𝐶 |,0
$← {0, 1}𝑁×1, W̃|𝐶 |,×

$← {0, 1}𝑁×1.

Here, W̃|𝐶 |,0, W̃|𝐶 |,× are vectors (single-column matrices; still in upper case

for consistency with the other components).

– The algorithm computes the garbled table, which enables conversion to

the expanded label W̃𝑖′,𝑥 from the shrunken label W𝑖′,𝑥 for each gate 𝑖′ with

output value 𝑥, akin to the key-shrinking gadget in [AIK11]. For each tuple

(𝑖′, 𝑖,𝛾) with gin[𝑖,𝛾] = 𝑖′ (i.e., gate 𝑖′ is the 𝛾th input to gate 𝑖), sample and

set

R(𝑖,𝛾)
𝑖′

$← {0, 1}𝑁×𝑁 ,

T(𝑖,𝛾)
𝑖′,0 ←W𝑖′,0R(𝑖,𝛾)

𝑖′ + W̃(𝑖,𝛾)
𝑖′,0 , T(𝑖,𝛾)

𝑖′,× ←W𝑖′,×R(𝑖,𝛾)
𝑖′ + W̃(𝑖,𝛾)

𝑖′,× .

Similarly define T(𝑖,𝛾)
𝑖′,𝑥 , then T(𝑖,𝛾)

𝑖′,𝑥 = W
𝑖′,𝑥R(𝑖,𝛾)

𝑖′ + W̃(𝑖,𝛾)
𝑖′,𝑥 . For the output gate,

sample R|𝐶 |
$← {0, 1}𝑁×1 and set

T|𝐶 |,0 ←W|𝐶 |,0R|𝐶 | + W̃|𝐶 |,0, T|𝐶 |,× ←W|𝐶 |,×R|𝐶 | + W̃|𝐶 |,×.
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Here, R|𝐶 |,T|𝐶 |,0,T|𝐶 |,× are vectors (single-column matrices; still in upper

case for consistency with the other components).

All the samplings are done in a straight-forward way.86 The algorithm outputs

1𝑛𝐶 = 1𝑁 , wout = W̃|𝐶 |,0, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,

T =
(
. . . , T(𝑖,𝛾)

𝑖′,0 , T(𝑖,𝛾)
𝑖′,× , . . .

)
gin[𝑖,𝛾]=𝑖′, R =

(
. . . , R(𝑖,𝛾)

𝑖′ , . . .
)
gin[𝑖,𝛾]=𝑖′ .

• Eval(pp, 𝐶,R, x, {wT
ℓ
}
ℓ ∈[𝐿] , t

T) parses 𝐶,R as in GenF and

tT =
(
. . . , (t(𝑖,𝛾)

𝑖′,0 )
T, (t(𝑖,𝛾)

𝑖′,× )
T, . . .

)
gin[𝑖,𝛾]=𝑖′ .

It evaluates 𝐶(x) for the wire values {𝑥𝑖}𝑖∈[|𝐶 |] of each gate 𝑖, namely,

𝑥𝑖 ←


x[ℓ ], if gate 𝑖 is an input gate (𝑖 = ℓ ∈ [𝐿]);

𝑥gin[𝑖,1] + 𝑥gin[𝑖,2] , if gate 𝑖 is addition;

𝑥gin[𝑖,1]𝑥gin[𝑖,2] , if gate 𝑖 is multiplication.

The algorithm has the (shrunken) input labels {wT
ℓ
}
ℓ ∈[𝐿] as input. It computes

the label of each non-input gate in increasing order by its index 𝑖.

– The algorithm decrypts for the expanded label using

(w̃(𝑖,1)gin[𝑖,1])
T ← (t(𝑖,1)gin[𝑖,1],𝑥gin[𝑖,1]

)T −wT
gin[𝑖,1]R

(𝑖,1)
gin[𝑖,1] ,

(w̃(𝑖,2)gin[𝑖,2])
T ← (t(𝑖,2)gin[𝑖,2],𝑥gin[𝑖,2]

)T −wT
gin[𝑖,2]R

(𝑖,2)
gin[𝑖,2] ,

where t(𝑖,1)gin[𝑖,1],𝑥gin[𝑖,1]
= t(𝑖,1)gin[𝑖,1],0 + 𝑥gin[𝑖,1]t

(𝑖,1)
gin[𝑖,1],× (similarly for t(𝑖,2)gin[𝑖,2],𝑥gin[𝑖,2]

) can

be computed from t (input to Eval) and 𝑥’s.

– The algorithm recovers the shrunken label as

w𝑖 ←


w̃(𝑖,1)gin[𝑖,1] + w̃(𝑖,2)gin[𝑖,2] , if gate 𝑖 is addition;

𝑥gin[𝑖,2]w̃
(𝑖,1)
gin[𝑖,1] + w̃(𝑖,2)gin[𝑖,2] , if gate 𝑖 is multiplication.

86Precisely speaking, 𝑟GenF conditioned on the sampled matrices must be efficiently sampleable given

those matrices (with negligible statistical error), e.g., when the matrices are just the bits read sequentially

from 𝑟GenF. This ensures that no sampled matrix has a known trapdoor, and is important because 𝑟GenF

is incorporated into the sampler’s randomness in a security proof.
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Lastly, the algorithm computes and outputs the secret

𝑤out ← tT|𝐶 |,𝑥|𝐶 | −wT
|𝐶 |R|𝐶 | .

Here, t|𝐶 |,𝑥|𝐶 | is a scalar (one-dimensional vector; still boldfaced for consistency

with the other components).

Remark 7.4 (changes since the conference version [HLL24a]). We list major changes for

those who have read the conference version of Construction 7.4.

• In Params, the wire value bound 𝑀 is now encoded in binary (instead of unary)

for stronger functionality since it need not be poly(𝜆)-bounded.

• The dimension of secret is 𝑁 (instead of 𝑛, 𝑚) since it is for flipped LWE secret.

It is now encoded in unary in pp to emphasize poly(𝜆)-boundedness.

• Gates are named simply by their indices (instead of 𝑔 subscript index).

• The notations 𝑖, 𝑖′ are more consistent. When both appear in a context, gate 𝑖′ is

always an input to gate 𝑖, and 𝑖′ never appears as component superscript. The

notations in the proof are also improved for consistency.

• The expanded label function of the output gate is now W̃ (instead of w̃) to reduce

ambiguity.

7.6.1 Correctness and Shortness

Theorem 7.11 (¶). Construction 7.4 is (𝐵in, 𝐵out)-correct (Definition 7.4) if

(6𝑁𝑀2)𝑑+1𝐵in(𝑀, 𝑑) ≤ 𝐵out(𝑀, 𝑑).

Proof (Theorem 7.11). Let 𝐶 : ℤ𝐿 → ℤ be an arithmetic circuit of depth at most 𝑑 and

x ∈ ℤ𝐿 an input with 𝐶(x) = 0 such that all wire values in 𝐶(x) are bounded by 𝑀.

Let s ∈ ℤ𝑁
𝑞 be a secret and 𝑒out, e1, . . . , e𝐿, et any 𝐵in-bounded errors. We extend the

notation of e’s by e𝑖 = w𝑖 − (sTW𝑖,𝑥𝑖)T for all 𝐿 < 𝑖 ≤ |𝐶 |, where 𝑥𝑖’s are the wire values.

The extension symbolically agrees with e1, . . . , e𝐿.
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We show by induction that during evaluation, ∥e𝑖∥ ≤ (6𝑁𝑀2)𝑑𝑖𝐵in for every gate 𝑖,

where 𝑑𝑖 is the depth of gate 𝑖 (the input gates are of depth 0). The base case (for

e1, . . . , e𝐿) is by assumption. For the inductive case, let 𝐿 < 𝑖 ≤ |𝐶 |. Assuming the

induction hypothesis for all 𝑖′ < 𝑖, then it applies to 𝑖′ = gin[𝑖,𝛾] < 𝑖 for both 𝛾 ∈ {1, 2},

and together with 𝑑𝑖′ ≤ 𝑑𝑖 − 1, we have

∥e𝑖′ ∥ ≤ (6𝑁𝑀2)𝑑𝑖′𝐵in ≤ (6𝑁𝑀2)𝑑𝑖−1𝐵in.

By the definition of t and how Eval proceeds,(
w̃(𝑖,𝛾)
𝑖′

)T
=

(
sTT(𝑖,𝛾)

𝑖′,0 + (e
(𝑖,𝛾)
t,𝑖′,0)

T) + 𝑥𝑖′ (sTT(𝑖,𝛾)𝑖′,× + (e
(𝑖,𝛾)
t,𝑖′,×)

T) − (sTW𝑖′,𝑥𝑖′
+ eT

𝑖′)R
(𝑖,𝛾)
𝑖′

= sTW̃(𝑖,𝛾)
𝑖′,𝑥𝑖′
+

(
e(𝑖,𝛾)t,𝑖′,0 + 𝑥𝑖′e

(𝑖,𝛾)
t,𝑖′,×

)T − eT
𝑖′R
(𝑖,𝛾)
𝑖′ = sTW̃(𝑖,𝛾)

𝑖′,𝑥𝑖′
+

(̃
e (𝑖,𝛾)
𝑖′

)T
,

where superscripts/subscripts follow the usual meaning of taking the relevant parts.

It follows that the errors on the expanded labels are

̃e (𝑖,𝛾)
𝑖′



 ≤ 

e(𝑖,𝛾)t,𝑖′,0



 + |𝑥𝑖′ | · 

e(𝑖,𝛾)t,𝑖′,×


 + 

(R(𝑖,𝛾)

𝑖′ )
T


 · ∥e𝑖′ ∥

≤ 𝐵in + 𝑀 · 𝐵in + 𝑁 · (6𝑁𝑀2)𝑑𝑖−1𝐵in

≤ (𝑁 + 𝑀 + 1) (6𝑁𝑀2)𝑑𝑖−1𝐵in.

We proceed to a case analysis.

• If gate 𝑖 is addition,

eT
𝑖 =

w
𝑖
=w̃(𝑖,1)gin[𝑖,1]+w̃(𝑖,2)gin[𝑖,2]︷                                                                                 ︸︸                                                                                 ︷(

sTW̃(𝑖,1)
gin[𝑖,1],𝑥gin[𝑖,1]

+ (ẽ (𝑖,1)gin[𝑖,1])
T) + (

sTW̃(𝑖,2)
gin[𝑖,2],𝑥gin[𝑖,2]

+ (ẽ (𝑖,2)gin[𝑖,2])
T) − sTW𝑖,𝑥𝑖

=
(
e(𝑖,1)gin[𝑖,1] + e(𝑖,2)gin[𝑖,2]

)T
,

so ∥e𝑖∥ ≤ 2(𝑁 + 𝑀 + 1) (6𝑁𝑀2)𝑑𝑖−1𝐵in ≤ (6𝑁𝑀2)𝑑𝑖𝐵in.

• If gate 𝑖 is multiplication,

eT
𝑖 =

w
𝑖
=𝑥gin[𝑖,2]w̃

(𝑖,1)
gin[𝑖,1]+w̃(𝑖,2)gin[𝑖,2]︷                                                                                           ︸︸                                                                                           ︷

𝑥gin[𝑖,2]
(
sTW̃(𝑖,1)

gin[𝑖,1],𝑥gin[𝑖,1]
+ (ẽ (𝑖,1)gin[𝑖,1])

T) + (
sTW̃(𝑖,2)

gin[𝑖,2],𝑥gin[𝑖,2]
+ (ẽ (𝑖,2)gin[𝑖,2])

T) − sTW𝑖,𝑥𝑖

=
(
𝑥gin[𝑖,2]e

(𝑖,1)
gin[𝑖,1] + e(𝑖,2)gin[𝑖,2]

)T
,

so ∥e𝑖∥ ≤ (𝑀 + 1) (𝑁 + 𝑀 + 1) (6𝑁𝑀2)𝑑𝑖−1𝐵in ≤ (6𝑁𝑀2)𝑑𝑖𝐵in.
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This completes the induction.

Applying the error bound to the output gate, we have

∥e|𝐶 | ∥ ≤ (6𝑁𝑀2)𝑑|𝐶 |𝐵in ≤ (6𝑁𝑀2)𝑑𝐵in.

Note that 𝑥|𝐶 | = 𝐶(x) = 0 by assumption, and we have

𝑤out − (sTwout + 𝑒out)

=
(
tT|𝐶 |,0 −wT

|𝐶 |R|𝐶 |
)
− (sTwout + 𝑒out)

=
(
sTT|𝐶 |,0 + eT

t,|𝐶 |,0
)
−

(
sTW|𝐶 |,0 + eT

|𝐶 |
)
R|𝐶 | − sTwout − 𝑒out

= eT
t,|𝐶 |,0 − eT

|𝐶 |R|𝐶 | − 𝑒out + sT
(
W|𝐶 |,0R|𝐶 | + W̃|𝐶 |,0 −W|𝐶 |,0R|𝐶 | − W̃|𝐶 |,0︸                                                 ︷︷                                                 ︸

0

)
.

Therefore, the output error is bounded by

∥et,|𝐶 |,0∥ +


RT
|𝐶 |



 · ∥e|𝐶 | ∥ + |𝑒out | ≤ 𝐵in + 𝑁 · (6𝑁𝑀2)𝑑𝐵in + 𝐵in

≤ (6𝑁𝑀2)𝑑+1𝐵in ≤ 𝐵out. □

Theorem 7.12 (¶). Construction 7.4 is 𝐵short-short (Definition 7.5) if

𝐵short(𝑀, 𝑑) ≥ (𝑁 + 𝑀 + 2)𝑁.

Proof (Theorem 7.12). By definition, wT
out ∈ {0, 1}

1×𝑁 , so

∥wT
out∥ ≤ 𝑁 ≤ (𝑁 + 𝑀 + 2)𝑁 ≤ 𝐵short.

For all ℓ ∈ [𝐿], when |x[ℓ ] | ≤ 𝑀,

∥WT
ℓ ,x[ℓ ] ∥ ≤ ∥W

T
ℓ ,0∥ + 𝑀∥W

T
ℓ ,×∥ ≤ (𝑀 + 1)𝑁 ≤ (𝑁 + 𝑀 + 2)𝑁 ≤ 𝐵short,

because W’s are in {0, 1}𝑁×𝑁 . For T, observe that each W̃ is a signed sum of at most

two matrices in {0, 1}𝑁×𝑁 , so each W̃T has norm bound 2𝑁. Therefore,

∥TT∥ ≤

RT︷︸︸︷
𝑀 ·

WT︷︸︸︷
𝑁 +

W̃T︷︸︸︷
2𝑁 = (𝑀 + 2)𝑁 ≤ (𝑁 + 𝑀 + 2)𝑁 ≤ 𝐵short. □



311

7.6.2 Security with Gaussian Noise

Theorem 7.13 (¶). Suppose

GenGaussian(𝑀, 1𝑑, (𝑞, 𝑀, 1𝑑, 1𝑁), 𝐶,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R, x)

samples (truncated) Gaussian noises with appropriate width 𝜎 of suitable shape

(𝑒out, e1, . . . , e𝐿, et) $← D★

ℤ,𝜎,≤𝜎
√
𝜅
,

then Construction 7.4 is GenGaussian-secure (Definition 7.7) if 𝑞 is always a prime and

FlipLWE𝑁,poly(𝜆),𝑞,𝜎′ (Assumption 2.3) holds for some 𝜎′ ≤ 𝜎
2𝜅+6 (2𝑁+𝑀+2)

√
𝜅
.87

It is known (see [AIK11,IW14] and Chapter 4) that the information-theoretic version of

arithmetic garbling satisfies the following simple simulation property — the labels are

uniformly random conditioned on evaluation correctness. Construction 7.4 is similar

in this regard. The garbling is a noisy linear randomization of the public matrices.

Once LWE is applied:

• the expanded labels of fan-ins are uniformly random conditioned on the correct

evaluation into the shrunken labels (of fan-outs),

• the garbled table is uniformly random conditioned on the correct recovery of

the expanded labels from the shrunken labels (of the same gate), and

• the expanded labels of the output gate are uniformly random conditioned on

the approximate recovery of sT(W̃|𝐶 |,0 + 𝐶(x) · W̃|𝐶 |,×).

Combining these points, the input labels and the garbled table are jointly random,

conditioned on the approximate recovery of sT(W̃|𝐶 |,0 + 𝐶(x) · W̃|𝐶 |,×). When this latter

value itself is random, the overall distribution of input labels and garbled table is

simply random. Recall that security is considered only when 𝐶(x) ≠ 0. Since 𝑞 is a

prime, the evaluation result will be independent of the secret approximating sTW̃|𝐶 |,0

once LWE is applied. Therefore, the revealed components (secret, input labels, garbled

table) are jointly pseudorandom. The proof below formalizes this idea.

87The constant has been changed from the conference version [HLL24a]. Both versions are correct.

The new version fits the proof better.
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Proof (Theorem 7.13). We show Exprealgarble ≈ Exp
random
garble with the following hybrids.

• H0 is Exprealgarble. The adversary sees 𝑟Setup, 𝑟GenF and

𝑤out = sTW̃|𝐶 |,0 + 𝑒out, wT
ℓ = sT(Wℓ ,0 + x[ℓ ]Wℓ ,×) + eT

ℓ ,

(t(𝑖,𝛾)
𝑖′,0 )

T = sTT(𝑖,𝛾)
𝑖′,0 + (e

(𝑖,𝛾)
𝑖′,0 )

T, (t(𝑖,𝛾)
𝑖′,× )

T = sTT(𝑖,𝛾)
𝑖′,× + (e

(𝑖,𝛾)
𝑖′,× )

T,

where the indices for t are constrained by gin[𝑖,𝛾] = 𝑖′ (henceforth same and

omitted).

• In H1, we rewrite the garbling using distributivity and associativity. Recall

that each block in T is a signed sum of W’s and U’s. Instead of computing T,

multiplying s, then adding the noise, we compute s multiplied by W’s and U’s,

sum them with appropriate signs, then add the noise. Namely, for all 𝑖 ∈ [|𝐶 |],

compute

wT
𝑖,0 = sTW𝑖,0, wT

𝑖,× = sTW𝑖,×, (if 𝑖 > 𝐿) uT
𝑖 = sTU𝑖,

and 𝑤out,0 = sTW̃|𝐶 |,0 and 𝑤out,× = sTW̃|𝐶 |,×. Those components are called “initial

w’s and u’s”, which are not given directly to the adversary. Next, compute

the randomized expanded label functions as follows (compare with GenF of

Construction 7.4).

– If gate 𝑖 is addition, set

w̃(𝑖,1)gin[𝑖,1],0 = u𝑖, w̃(𝑖,1)gin[𝑖,1],× = w𝑖,×,

w̃(𝑖,2)gin[𝑖,2],0 = w𝑖,0 − u𝑖, w̃(𝑖,2)gin[𝑖,2],× = w𝑖,×.

– If gate 𝑖 is multiplication, set

w̃(𝑖,1)gin[𝑖,1],0 = u𝑖, w̃(𝑖,1)gin[𝑖,1],× = w𝑖,×,

w̃(𝑖,2)gin[𝑖,2],0 = w𝑖,0, w̃(𝑖,2)gin[𝑖,2],× = −u𝑖.

Then, compute the s-linear parts (denoted by t̃) of t as

(̃t (𝑖,𝛾)
𝑖′,0 )

T = wT
𝑖′,0R(𝑖,𝛾)

𝑖′ + (w̃(𝑖,𝛾)
𝑖′,0 )

T, (̃t (𝑖,𝛾)
𝑖′,× )

T = wT
𝑖′,×R(𝑖,𝛾)

𝑖′ + (w̃(𝑖,𝛾)
𝑖′,× )

T.
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The randomized secret, input labels, and garble table are

𝑤out = 𝑤out,0 + 𝑒out, wℓ = wℓ ,0 + x[ℓ ]wℓ ,× + eℓ ,

t(𝑖,𝛾)
𝑖′,0 = t̃ (𝑖,𝛾)

𝑖′,0 + e(𝑖,𝛾)t,𝑖′,0, t(𝑖,𝛾)
𝑖′,× = t̃ (𝑖,𝛾)

𝑖′,× + e(𝑖,𝛾)t,𝑖′,×.

Clearly, H0 ≡ H1.

• In H2, additional small noises are attached to the initial w’s and u’s as follows.

Sample e𝑖,0, e𝑖,×, eU,𝑖’s of appropriate dimensions and 𝑒out,0, 𝑒out,×, each entry from

Dℤ,𝜎′,≤𝜎′
√
𝜅, and set

wT
𝑖,0 = sTW𝑖,0 + eT

𝑖,0, wT
𝑖,× = sTW𝑖,× + eT

𝑖,×, (𝑖 > 𝐿) uT
𝑖 = sTU𝑖 + eT

U,𝑖,

𝑤out,0 = sTW̃|𝐶 |,0 + 𝑒out,0, 𝑤out,× = sTW̃|𝐶 |,× + 𝑒out,×.

Recall that the initial w’s and u’s are not directly given to the adversary. In

the revealed components (secret, input labels, garbled table), the magnitude of

errors contributed by the additional small noises is bounded by

𝜎′
√
𝜅 ·max {𝑀 + 1, 𝑁 + 2} ≤ (𝑁 + 𝑀 + 2)𝜎′

√
𝜅 ≤ 2−𝜅−6𝜎.

Therefore, they are flooded (Lemma 2.2) by the randomizing noises (e’s and 𝑒’s,

without bars), i.e., H1 ≈s H2.

• In H3, the small noises e𝑖,0, e𝑖,×, eU,𝑖’s and 𝑒out,0, 𝑒out,× are no longer truncated,

i.e., the entries are from Dℤ,𝜎′. We have H2 ≈s H3 by Lemma 2.1.

• In H4, the initial w’s and u’s are replaced by random values, i.e.,

w𝑖,0
$← ℤ𝑁

𝑞 , w𝑖,×
$← ℤ𝑁

𝑞 , (𝑖 > 𝐿) u𝑖 $← ℤ𝑁
𝑞 , 𝑤out,0

$← ℤ𝑞, 𝑤out,×
$← ℤ𝑞.

H3 ≈ H4 follows from FlipLWE𝑁,𝑁 (𝐿+|𝐶 |)+2,𝑞,𝜎′.

For this step, we rely on the “straight-forwardness”, i.e., 𝑟GenF, which must be

produced by the reduction algorithm for the underlying adversary, is efficiently

sampleable conditioned on and given W𝑖,0,W𝑖,×,U𝑖’s and W̃|𝐶 |,0, W̃|𝐶 |,×, which are

LWE public matrices received by the reduction algorithm.
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• In H5, instead of sampling w𝑖,0’s and u𝑖’s, we sample and set

w𝑖,𝑥𝑖
$← ℤ𝑁

𝑞 , w𝑖,0 = w𝑖,𝑥𝑖 − 𝑥𝑖w𝑖,×,

(𝑖 > 𝐿) u𝑖 $← ℤ𝑁
𝑞 , u𝑖 = u𝑖 − 𝑥gin[𝑖,1]w𝑖,×,

where 𝑥𝑖’s are the wire values in the evaluation of 𝐶(x). This is simply a change

of variable, so H4 ≡ H5.

Approximations of w𝑖,𝑥𝑖 ’s would be computed during an honest evaluation — we

call w𝑖,𝑥𝑖 ’s the “active” shrunken labels. Note that the input labels given to the

adversary are just the active ones, i.e., wℓ = w𝑖,0 + x[ℓ ]w𝑖,× + eℓ = w𝑖,𝑥𝑖 + eℓ . For

the “active” expanded labels, we use a case analysis. If gate 𝑖 is addition,

w̃(𝑖,1)gin[𝑖,1],𝑥gin[𝑖,1]
= w̃(𝑖,1)gin[𝑖,1],0 + 𝑥gin[𝑖,1]w̃

(𝑖,1)
gin[𝑖,1],× = u𝑖 + 𝑥gin[𝑖,1]w𝑖,× = u𝑖,

w̃(𝑖,2)gin[𝑖,2],𝑥gin[𝑖,2]
= w̃(𝑖,2)gin[𝑖,2],0 + 𝑥gin[𝑖,2]w̃

(𝑖,2)
gin[𝑖,2],×

= (w𝑖,0 − u𝑖) + 𝑥gin[𝑖,2]w𝑖,×

= w𝑖,0 + (𝑥gin[𝑖,1] + 𝑥gin[𝑖,2])w𝑖,× − (u𝑖 + 𝑥gin[𝑖,1]w𝑖,×)

(𝑥𝑖 = 𝑥gin[𝑖,1] + 𝑥gin[𝑖,2]) = w𝑖,𝑥𝑖 − u𝑖.

If gate 𝑖 is multiplication,

w̃(𝑖,1)gin[𝑖,1],𝑥gin[𝑖,1]
= w̃(𝑖,1)gin[𝑖,1],0 + 𝑥gin[𝑖,1]w̃

(𝑖,1)
gin[𝑖,1],× = u𝑖 + 𝑥gin[𝑖,1]w𝑖,× = u𝑖,

w̃(𝑖,2)gin[𝑖,2],𝑥gin[𝑖,2]
= w̃(𝑖,2)gin[𝑖,2],0 + 𝑥gin[𝑖,2]w̃

(𝑖,2)
gin[𝑖,2],×

= w𝑖,0 − 𝑥gin[𝑖,2]u𝑖

= w𝑖,0 + 𝑥gin[𝑖,1]𝑥gin[𝑖,2]w𝑖,× − 𝑥gin[𝑖,2] (u𝑖 + 𝑥gin[𝑖,1]w𝑖,×)

(𝑥𝑖 = 𝑥gin[𝑖,1]𝑥gin[𝑖,2]) = w𝑖,𝑥𝑖 − 𝑥gin[𝑖,2]u𝑖.

The point is to see that the active expanded labels are random subject to correct

evaluation into active shrunken labels, and that they are independent of values

with subscript “×”. Moreover, t̃ components with subscript “0” now become

(̃t (𝑖,𝛾)
𝑖′,0 )

T = wT
𝑖′,0R(𝑖,𝛾)

𝑖′ + (w̃(𝑖,𝛾)
𝑖′,0 )

T

= (wT
𝑖′,𝑥𝑖′
− 𝑥𝑖′w

T
𝑖′,×)R

(𝑖,𝛾)
𝑖′ +

(
(w̃(𝑖,𝛾)

𝑖′,𝑥𝑖′
)T − 𝑥𝑖′ (w̃

(𝑖,𝛾)
𝑖′,× )

T)
= wT

𝑖′,𝑥𝑖′
R(𝑖,𝛾)
𝑖′ + (w̃(𝑖,𝛾)

𝑖′,𝑥𝑖′
)T − 𝑥𝑖′ (̃t

(𝑖,𝛾)
𝑖′,× )

T,
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i.e., the active expanded label (w̃(𝑖,𝛾)
𝑖′,𝑥𝑖′

) padded by the active shrunken label (w𝑖′,𝑥𝑖′

stretched by R), shifted by some known amount (𝑥
𝑖′̃t
(𝑖,𝛾)
𝑖′,× ).

• In H6, additional small noises are attached to t̃ components with subscript “×”

as follows. Sample w𝑖,𝑥𝑖 ,w𝑖,×,u𝑖’s at random, compute w̃(𝑖,𝛾)
𝑥′,𝑥𝑖′

’s as explained in H5,

and compute w̃(𝑖,𝛾)
𝑥′,× as usual. Sample e(𝑖,𝛾)t,𝑖′,×’s with entries independently from

Dℤ,𝜎′,≤𝜎′
√
𝜅 and set

(̃t (𝑖,𝛾)
𝑖′,× )

T = wT
𝑖′,×R(𝑖,𝛾)

𝑖′ + (w̃(𝑖,𝛾)
𝑖′,× )

T + (e(𝑖,𝛾)t,𝑖′,×)
T.

Compute t̃ (𝑖,𝛾)
𝑖′,0 ’s as explained in H5, and lastly the revealed components (secret,

input labels, garbled table). The magnitude of inserted noises in the revealed

components (in fact, just the randomized garbled table t) is bounded by

𝜎′
√
𝜅 ·max {|𝑥𝑖 |} ≤ (𝑁 + 𝑀 + 2)𝜎′

√
𝜅 ≤ 2−𝜅−6𝜎,

so H5 ≈s H6 by Lemma 2.2.

• In H0
7, the small noises in t̃ (𝑖,𝛾)

𝑖′,× ’s are no longer truncated, i.e., entries of e(𝑖,𝛾)t,𝑖′,×

follow Dℤ,𝜎′. We have H6 ≈s H0
7 by Lemma 2.1.

• In H𝔦′

7 (for 𝔦
′ from 1 up to |𝐶 |), the components t̃ (𝑖,𝛾)

𝑖′,× with 𝑖′ ≤ 𝔦′ are replaced by

random. Comparing H𝔦′−1
7 and H𝔦′

7 , the only change is

(̃t (𝑖,𝛾)
𝔦′,× )

T from wT
𝔦′,×R(𝑖,𝛾)

𝔦′ + (w̃(𝑖,𝛾)
𝔦′,× )

T + (e(𝑖,𝛾)t,𝔦′,×)
T in H𝔦′−1

7

to random in H𝔦′

7 , where gin[𝑖,𝛾] = 𝔦′.

The indistinguishability follows from flipped LWE with secret w𝔦′,× and public

matrix
(
. . . , R(𝑖,𝛾)

𝔦′ , . . .
)
gin[𝑖,𝛾]=𝔦′. To verify that the reduction works, we inspect

where w𝔦′,× might appear in the revealed components.

– The secret is 𝑤out = 𝑤out,0 + 𝑒out, independent of w𝔦′,×.

– The input labels are wℓ = wℓ ,𝑥ℓ + eℓ , independent of w𝔦′,×.

– The garbled table is t̃ plus randomizing noises (without bars, independent

of w𝔦′,×). The t̃ components with subscript “×” require a case analysis.
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* For 𝑖′ < 𝔦′, the t̃ (𝑖,𝛾)
𝑖′,× ’s are already replaced by random, hence indepen-

dent of w𝔦′,×.

* For 𝑖′ ≥ 𝔦′, we have

(̃t (𝑖,𝛾)
𝑖′,× )

T = wT
𝑖′,×R(𝑖,𝛾)

𝑖′ + (w̃(𝑖,𝛾)
𝑖′,× )

T + (e(𝑖,𝛾)t,𝑖′,×)
T.

The first and third terms are either received together as input to the

reduction algorithm (for 𝑖′ = 𝔦′) or independent of w𝔦′,× (for 𝑖′ > 𝔦′). The

second term cannot contain w𝔦′,× since by construction (see H1 and how

u’s are set in H5), it is computed from w𝑖,×,u𝑖 with subscript 𝑖 > 𝑖′ ≥ 𝔦′

(topological sorting implies 𝑖 > 𝑖′) as well as the wiring of 𝐶 and the

wire values of 𝐶(x).

The t̃ components with subscript “0”, as explained in H5, are computed from

w𝑖,𝑥𝑖 ’s and w̃(𝑖,𝛾)
𝑖′,𝑥𝑖′

’s (independent of w𝔦′,×) and t̃ components with subscript

“×” (analyzed above, either received or sampled by reduction).

Therefore, H𝔦′−1
7 ≈ H𝔦′

7 follows from FlipLWE𝑁,𝑚′,𝑞,𝜎′ (the minimum required 𝑚′

varies by how gate 𝔦′ is connected in 𝐶; bounded by some fixed poly(𝑁, |𝐶 |)).

This step also relies on the “straight-forwardness”.

• In H|𝐶 |+1
8 , we replace t̃|𝐶 |,0 (actually a scalar) by random. Comparing H|𝐶 |7 and

H|𝐶 |+1
8 , the only change is

t̃ T|𝐶 |,0 from wT
|𝐶 |,𝑥|𝐶 |R|𝐶 | + w̃T

|𝐶 |,𝑥|𝐶 | − 𝑥|𝐶 |̃t
T
|𝐶 |,× in H|𝐶 |7

to random in H|𝐶 |+1
8 .

Note that the active expanded label is w̃|𝐶 |,𝑥|𝐶 | = 𝑤|𝐶 |,0 + 𝑥|𝐶 |𝑤|𝐶 |,×. Since 𝑞 is a

prime, 𝑥|𝐶 | = 𝐶(x) ≠ 0 (constraint for security), and 𝑤|𝐶 |,× is not used elsewhere

in the revealed components (secret, input labels, garbled table except t|𝐶 |,0), it

follows that 𝑥|𝐶 |𝑤|𝐶 |,× is a one-time pad for t̃|𝐶 |,0, so H|𝐶 |7 ≡ H
|𝐶 |+1
8 .

• In H𝔦
8 (for 𝔦 from |𝐶 | down to (𝐿 + 1)), the components t̃ (𝑖,𝛾)

𝑖′,0 with 𝑖 ≥ 𝔦 (note that

the indices being compared are 𝑖, 𝔦, not 𝑖′, 𝔦′ as in H𝔦′

7 ’s) are replaced by random.
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Comparing H𝔦+1
8 and H𝔦

8, the only change is

(̃t (𝔦,𝛾)gin[𝔦,𝛾],0)
T from wT

gin[𝔦,𝛾],𝑥gin[𝔦,𝛾]R
(𝔦,𝛾)
gin[𝔦,𝛾] + (w̃

(𝔦,𝛾)
gin[𝔦,𝛾],𝑥gin[𝔦,𝛾]

)T − 𝑥gin[𝔦,𝛾] (̃t (𝔦,𝛾)gin[𝔦,𝛾],×)
T

in H𝔦+1
8

to random in H𝔦
8, where 𝛾 ∈ {1, 2}.

Observe that

(w̃(𝔦,1)gin[𝔦,1],𝑥gin[𝔦,1]
, w̃(𝔦,2)gin[𝔦,2],𝑥gin[𝔦,2]

) =

(u𝔦,w𝔦,𝑥𝔦 − u𝔦), if gate 𝑖 is addition;

(u𝔦,w𝔦,𝑥𝔦 − 𝑥gin[𝔦,2]u𝔦), if gate 𝑖 is multiplication;

so u𝔦,w𝔦,𝑥𝔦 can serve as one-time pads if they do not appear elsewhere in the

revealed components. We inspect their appearances.

– The secret is 𝑤out = 𝑤out,0 + 𝑒out, no appearance.

– The input labels are wℓ = wℓ ,𝑥ℓ + eℓ , no appearance (note 𝔦 > 𝐿 ≥ ℓ ).

– The garbled table is t̃ plus randomizing noises (without bars, no u𝔦,w𝔦,𝑥𝔦).

The t̃ components with subscript “×” are already replaced by random, so

no appearance. The t̃ (𝑖,𝛾)
𝑖′,0 components require a case analysis.

* For 𝑖 > 𝔦, they are already replaced by random, so no appearance.

* For 𝑖 ≤ 𝔦, we have

(̃t (𝑖,𝛾)
𝑖′,0 )

T = wT
𝑖′,𝑥𝑖′

R(𝑖,𝛾)
𝑖′ + (w̃(𝑖,𝛾)

𝑖′,𝑥𝑖′
)T − 𝑥𝑖′ (̃t

(𝑖,𝛾)
𝑖′,× )

T.

The first term has no appearance of u𝔦,w𝔦,𝑥𝔦, since 𝑖′ = gin[𝑖,𝛾] < 𝑖 ≤ 𝔦

by topological sorting. Neither does the third term. The second term

either (if 𝑖 = 𝔦) is among the ones being one-time-padded, or (if 𝑖 < 𝔦)

cannot contain u𝔦,w𝔦,𝑥𝔦, because by construction (see H5), they are

computed from only u𝑖,w𝑖,𝑥𝑖 (note 𝑖 < 𝔦), the wiring of 𝐶, and the wire

values of 𝐶(x).

Therefore, H𝔦+1
8 ≡ H

𝔦
8.

• In H9, all the revealed components (secret, input labels, garbled table) are

replaced by random. We inspect them in H𝐿+1
8 .
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– The secret is 𝑤out = 𝑤out,0 + 𝑒out and 𝑤out,0 serves as a one-time pad.

– The input labels are wℓ = wℓ ,𝑥ℓ + eℓ and wℓ ,𝑥ℓ ’s serve as one-time pads.

– The garbled table is t̃ plus randomizing noises. The t̃ components with

subscript “×” are independent and random thanks to H𝔦′

7 ’s, and those with

subscript “0”, thanks to H𝔦
8’s — the output component is handled in H|𝐶 |+1

8 and

the others must belong to some t̃ (𝑖,𝛾)
𝑖′,0 (for some 𝐿 < 𝑖 ≤ |𝐶 |) hence indeed

handled in H𝑖8.

Therefore, H𝐿+1
8 ≡ H9.

Clearly, H9 is just Exprandomgarble . By hybrid argument, Exprealgarble ≡ H0 ≈ H9 ≡ Exprandomgarble . □

7.7 Ciphertext-Policy ABE from Short Noisy Linear Garbling

In this section, we show how to generically construct a CP-ABE scheme from a noisy

linear garbling scheme and an identity-based evasive IPFE scheme.

Ingredients of Construction 7.5. We rely on

• a noisy linear garbling scheme NLG supporting F = {Fparam′}param′∈Params′ that

is (𝐵in, 𝐵out)-correct, 𝐵short-short, and GenNoise-secure such that the output of

GenNoise is in [−𝐵NLG, 𝐵NLG]★ (Definitions 7.4, 7.5, and 7.7), and

• an identity-based evasive IPFE scheme IPFE for I ⊇ [0, 𝐿] that is 𝐵IPFE-correct

and restricted-𝜎IPFE-secure (Definitions 7.1 and 7.3).

Construction 7.5 (CP-ABE). Define (see Definition 2.3)

Params =
{
param = (param′, 1𝐿)

�� param′ ∈ Params′, 𝐿 ∈ ℕ }
, 𝐹param′,1𝐿 = ℤ𝐿,

𝑋param′,1𝐿 =
{
𝑓 : ℤ𝐿 → {0, 1,⊥}

�� 𝑓 ∈ Fparam′ }, 𝑃param′,1𝐿 (x, 𝑓 ) = 𝑓 (x).

Our CP-ABE for 𝑃 works as follows.

• Setup(param′, 1𝐿) runs

pp = (𝑞, . . . ) $← NLG.Setup(param′),
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deterministically picks a suitable 𝑛r based on 𝑞, and sets 𝐾 = 0 and 𝑍 = 2𝑛r. It

then sets up the IPFE scheme by

(impk, imsk) $← IPFE.Setup(𝑞, 1𝐾 , 1𝑍).

The algorithm outputs mpk = (pp, 1𝑛r , 1𝐾 , 1𝑍, impk) and msk = (mpk, imsk).

• KeyGen(msk, x) samples r $← ℤ
𝑛r
𝑞 and sets

v0 ←
©­­­­«

r

1

0𝑛r−1

ª®®®®¬
, vℓ ←

©­­­­«
r

x[ℓ ]r

ª®®®®¬
for all ℓ ∈ [𝐿].

It generates IPFE secret keys

isk0
$← IPFE.KeyGen(imsk,

id︷︸︸︷
0 , v0,

structured noises, unused︷︸︸︷
⊥ ),

iskℓ
$← IPFE.KeyGen(imsk, ℓ , vℓ , ⊥ ) for all ℓ ∈ [𝐿],

and outputs sk = (r, isk0, isk1, . . . , isk𝐿).

• Enc(mpk, 𝑓 , 𝜇) generates a noisy linear garbling of 𝑓 by

(1𝑛𝑓 ,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R) $← NLG.GenF(pp, 𝑓 ).

It samples a random secret matrix S $← ℤ
𝑛𝑓×𝑛r
𝑞 and a sufficiently large message

encoding scalar 𝑠msg
$← ℤ𝑞 \ [−2 · 2−𝜅𝑞, 2 · 2−𝜅𝑞]. The algorithm computes

uT
msg ← (wT

outS, 𝜇𝑠msg, 01×(𝑛r−1)), UT
t ← (TTS, 0★×𝑛r),

UT
ℓ ← (W

T
ℓ ,0S,WT

ℓ ,×S) for all ℓ ∈ [𝐿].

Lastly, it generates IPFE ciphertexts

ictmsg
$← IPFE.Enc(impk, 0, 𝔬,uT

msg), ictt
$← IPFE.Enc(impk, 0, 𝔬,UT

t),

ictℓ
$← IPFE.Enc(impk, ℓ , 𝔬,UT

ℓ ) for all ℓ ∈ [𝐿],

and outputs ct = (R, ictmsg, ictt, ict1, . . . , ict𝐿).
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• Dec(mpk, x, sk, 𝑓 , ct) outputs ⊥ if 𝑓 (x) ≠ 1. Otherwise, it parses sk, ct as in KeyGen,

Enc, and recomputes v0, v1, . . . , v𝐿 as in KeyGen. The algorithm decrypts all the

IPFE ciphertexts for the rerandomized garbling instance, i.e.,

𝑤msg ← IPFE.Dec(impk, 0, v0,⊥, isk0, 𝔬, ictmsg),

t← IPFE.Dec(impk, 0, v0,⊥, isk0, 𝔬, ictt),

wℓ ← IPFE.Dec(impk, ℓ , vℓ ,⊥, iskℓ , 𝔬, ictℓ ) for all ℓ ∈ [𝐿].

It evaluates the garbling by

𝑤out ← NLG.Eval(pp, 𝑓 ,R, x, {wT
ℓ }ℓ ∈[𝐿] , t

T)

and outputs the decryption result

𝜇′←


0, if 𝑤msg − 𝑤out ∈ [−2−𝜅𝑞, 2−𝜅𝑞];

1, otherwise.

7.7.1 Correctness

Theorem 7.14 (¶). Construction 7.5 is correct (Definition 2.3) if

• the modulus 𝑞 output by NLG.Setup(param′) is always a prime and always satisfies

𝐵out(param′) ≤ 2−𝜅𝑞, and

• it holds that 𝐵IPFE(𝑞, 0, 2𝑛r) ≤ 𝐵in(param′).

Proof (Theorem 7.14). The correctness of Construction 7.5 follows directly from the

correctness of the underlying IPFE and garbling schemes. Since 𝑞 is a prime, by the

𝐵IPFE-correctness of the evasive IPFE scheme,

𝑤msg = uT
msgv0 + 𝑒out = wT

outSr + 𝜇𝑠msg + 𝑒out = (Sr)Twout + 𝑒out + 𝜇𝑠msg,

tT = vT
0Ut + eT

t = (Sr)TT + eT
t ,

wT
ℓ = vT

ℓUℓ + eT
ℓ = (Sr)T(Wℓ ,0 + x[ℓ ]Wℓ ,×) + eT

ℓ ,

where Sr ∈ ℤ𝑛𝑓𝑞 randomizes the garbling and the errors (from IPFE decryption) are

bounded by 𝐵IPFE(𝑞, 0, 2𝑛r) ≤ 𝐵in(param′). By the (𝐵in, 𝐵out)-correctness of garbling,

𝑤out − ((Sr)Twout + 𝑒out) ∈ [−𝐵out(param′), 𝐵out(param′)] ⊆ [−2−𝜅𝑞, 2−𝜅𝑞].
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If 𝜇 = 0, it always holds that 𝑤msg − 𝑤out ∈ [−2−𝜅𝑞, 2−𝜅𝑞], which never holds when

𝜇 = 1 by our choice of 𝑠msg. We conclude that Construction 7.5 is correct. □

7.7.2 Security

Theorem 7.15 (¶). Construction 7.5 is very selectively secure (Definition 2.3) if 88

• LWE𝑛r,poly(𝜆),𝑞,𝜎r (Assumption 2.2) holds for some 𝜎r ≤
2−𝜅−6𝜎IPFE√

𝜅·𝐵short (param′)
, and

• it holds that 2𝜅+6𝐵NLG(param′) ≤ 𝜎IPFE.

Proof (Theorem 7.15). Let A be an efficient adversary. We assume that it always chooses

challenges such that 𝑓 (x𝑗) = 0 for all 𝑗 ∈ [𝐽] — otherwise, we alter A so that when

the condition fails, it resets 𝐽 to zero and aborts when it receives back the ABE

components (incomplete per its expectation), as its output is irrelevant to Exp𝛽ABE in

that case. Consider the following evasive IPFE sampler S𝛽 = (SV,S
𝛽
U) per Definition 7.2.

• SV(𝑟pub) parses 𝑟pub = (𝑟A, 𝑟NLG.Setup, 𝑟r, 𝑟NLG.GenF). It runs A(𝑟A) to obtain

param = (param′, 1𝐿), {x𝑗}𝑗∈[𝐽] (x𝑗 ∈ ℤ𝐿), 𝑓 : ℤ𝐿 → {0, 1,⊥}.

The algorithm next sets up the noisy linear garbling by

pp = (𝑞, . . . ) ← NLG.Setup(param′; 𝑟NLG.Setup),

and deterministically picks 𝑛r, 𝐾, 𝑍 as in Setup of Construction 7.5. It then uses

𝑟r to sample r1, . . . , r𝐽 ∈ ℤ𝑛r𝑞 uniformly at random in a straight-forward way.89

The algorithm sets for all 𝑗 ∈ [𝐽],

v𝑗,0 =

©­­­­«
r𝑗

1

0𝑛r−1

ª®®®®¬
, v𝑗,ℓ =

©­­­­«
r𝑗

x𝑗 [ℓ ]r𝑗

ª®®®®¬
(for all ℓ ∈ [𝐿]).

88The constants have been changed from the conference version [HLL24a]. Both versions are correct.

The new version fits the proof better.
89Precisely speaking, 𝑟r must be efficiently sampleable conditioned on and given r1, . . . , r𝐽 .
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It runs

(1𝑛𝑓 ,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R) ← NLG.GenF(pp, 𝑓 ; 𝑟NLG.GenF).

Suppose Wℓ ,0 ∈ ℤ
𝑛𝑓×𝑚ℓ
𝑞 and T ∈ ℤ𝑛𝑓×𝑚t

𝑞 , the algorithm outputs

𝑞, 1𝐾 , 1𝑍, ID = [0, 𝐿], 1𝐽id = 1𝐽 , 1𝐼0,𝔬 = 1𝑚t+1, 1𝐼ℓ ,𝔬 = 1𝑚ℓ ,

1𝐼id,𝔤 = 10, 𝜎pre = 𝜎IPFE, Vid,𝔬 = (v1,id, . . . , v𝐽,id), Vid,𝔤 = ⊥,

where the indices are id ∈ ID and ℓ ∈ [𝐿].

• S𝛽
U (𝑟pub; 𝑟priv) first runs the deterministic subprocedure S𝛽

A0(𝑟pub), which does

the following. It first reruns SV(𝑟pub) to obtain wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T. The

algorithm then rearranges them into matrices Amsg, {At,𝑖}𝑖∈[𝑚t] , {Aℓ ,𝑖}ℓ ∈[𝐿],𝑖∈[𝑚ℓ ]
so that for all s̃1, . . . , s̃𝑛r ∈ ℤ

𝑛𝑓
𝑞 and 𝑠msg ∈ ℤ𝑞,

dT
0Amsg = uT

msg = (wT
outS,𝛽𝑠msg, 01×(𝑛r−1)),

(AT
t,1d0, . . . ,A

T
t,𝑚td0)T = UT

t = (TTS, 0𝑚t×𝑛r),

(AT
ℓ ,1d0, . . . ,A

T
ℓ ,𝑚ℓ

d0)T = UT
ℓ = (W

T
ℓ ,0S,WT

ℓ ,×S) (for all ℓ ∈ [𝐿]),

where dT
0 = (𝑠msg, s̃ T

1 , . . . , s̃
T
𝑛r) and S = (̃s1, . . . , s̃𝑛r). This is possible since every

entry on the right-hand side is linear in d0. The algorithm SA0 outputs

1𝑛
′
= 1𝑛𝑓 𝑛r+1, A0,𝔬,0,𝑖 = At,𝑖 (for all 𝑖 ∈ [𝑚t]),

A0,𝔬,0,𝑚t+1 = Amsg, Aℓ ,𝔬,0,𝑖 = Aℓ ,𝑖 (for all ℓ ∈ [𝐿], 𝑖 ∈ [𝑚ℓ ]).

Completing SA0, the algorithm SU samples d0
$← ℤ𝑛

′
𝑞 using 𝑟priv and outputs

UT
id,𝔬 =

©­­­­«
dT

0Aid,𝔬,0,1
...

dT
0Aid,𝔬,0,𝐼id,𝔬

ª®®®®¬
for all id ∈ ID.

By definition, S𝛽 is a restricted sampler (Definition 7.3). We have the following:

Claim 7.16 (¶). S𝛽 has pseudorandom noisy inner products, i.e., IPFEsecS𝛽

pre (Definition 7.2)

holds for both 𝛽 ∈ {0, 1}.
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The very selective security of Construction 7.5 follows from Claim 7.16. Consider the

following hybrids.

• H𝛽
0 is Exp

𝛽
ABE for Construction 7.5. Note that 𝑠msg in the challenge ciphertext is

uniformly random over ℤ𝑞 \ [−2 · 2−𝜅𝑞, 2 · 2−𝜅𝑞].

• In H𝛽
1 , the scalar 𝑠msg is changed to be uniformly random over ℤ𝑞. Clearly,

H𝛽
0 ≈s H

𝛽
1 . Moreover, H

𝛽
1 corresponds to the left distribution of IPFEsec

S𝛽

post.

• In H𝛽
2 , the vectors inside IPFE ciphertexts (components of the ABE challenge

ciphertext) are replaced by random, which corresponds to the right distribution

of IPFEsecS𝛽

post. By Claim 7.16 and the restricted-𝜎IPFE-security of IPFE, we have

H𝛽
1 ≈ H

𝛽
2 .

Lastly, H0
2 ≡ H

1
2. By hybrid argument, we conclude Exp

0
ABE ≈ Exp

1
ABE, completing the

proof. □

Proof (Claim 7.16). Fix 𝛽 ∈ {0, 1} and consider the following hybrids.

• H0 is the left distribution of IPFEsecS𝛽

pre. Recall that the public randomness is

𝑟pub = (𝑟A, 𝑟NLG.Setup, 𝑟r, 𝑟NLG.GenF). Adopting the notations of the ABE decryption

algorithm, the noisy inner products are

𝑤msg, 𝑗 = uT
msgv𝑗,0 + 𝑒out, 𝑗 = (Sr𝑗)Twout + 𝛽𝑠msg + 𝑒out, 𝑗 ,

tT𝑗 = vT
𝑗,0Ut + eT

t, 𝑗 = (Sr𝑗)TT + eT
t, 𝑗 ,

wT
𝑗,ℓ = vT

𝑗,ℓUℓ + eT
𝑗,ℓ = (Sr𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT

𝑗,ℓ (for all ℓ ∈ [𝐿]),

where 𝑗 ∈ [𝐽] and the entries of e’s are independent Dℤ,𝜎IPFE .

• In H1, additional small noises are attached to {Sr𝑗}𝑗∈[𝐽]. For all 𝑗 ∈ [𝐽], sample

er, 𝑗 $← D𝑛𝑓

ℤ,𝜎r,≤𝜎r
√
𝜅
and set the inner products to

𝑤msg, 𝑗 = (Sr𝑗 + er, 𝑗)Twout + 𝛽𝑠msg + 𝑒out, 𝑗 , tT𝑗 = (Sr𝑗 + er, 𝑗)TT + eT
t, 𝑗 ,

wT
𝑗,ℓ = (Sr𝑗 + er, 𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT

𝑗,ℓ (for all ℓ ∈ [𝐿]).

The errors introduced into the inner products are bounded by

𝐵short(param′) · 𝜎r
√
𝜅 ≤ 2−𝜅−6𝜎IPFE,
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so they are flooded (Lemma 2.2) by {𝑒out, 𝑗 , et, 𝑗 , {e𝑗,ℓ }ℓ ∈[𝐿]}𝑗∈[𝐽], and H0 ≈s H1.

• In H2, the er, 𝑗 ’s are no longer truncated, i.e., er, 𝑗 $← D𝑛𝑓

ℤ,𝜎r
. We have H1 ≈s H2 by

Lemma 2.1.

• In H3, the garblings use uniform randomness. For all 𝑗 ∈ [𝐽], sample s𝑗 $← ℤ
𝑛𝑓
𝑞

and set the inner products to

𝑤msg, 𝑗 = sT𝑗wout + 𝛽𝑠msg + 𝑒out, 𝑗 , tT𝑗 = sT𝑗T + eT
t, 𝑗 ,

wT
𝑗,ℓ = sT𝑗 (Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT

𝑗,ℓ (for all ℓ ∈ [𝐿]).

By 𝑛𝑓 hybrids of applying LWE𝑛r,𝐽,𝑞,𝜎r over the rows of S with public matrix

(r1, . . . , r𝐽), we have

S(r1, . . . , r𝐽) + (er,1, . . . , er,𝐽) ≈ (s1, . . . , s𝐽),

which implies H2 ≈ H3. In this step, we rely on the “straight-forwardness” of

sampling r𝑗 ’s from 𝑟r in S𝛽.

• In H4, additional noises generated by GenNoise are attached to the garblings. For

all 𝑗 ∈ [𝐽], run

(𝑒out, 𝑗 , {e𝑗,ℓ }ℓ ∈[𝐿] , et, 𝑗) $← GenNoise(param′, pp, 𝑓 ,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿]T,R, x𝑗),

and set the inner products to

𝑤msg, 𝑗 = sT𝑗wout + 𝑒out, 𝑗 + 𝛽𝑠msg + 𝑒out, 𝑗 , tT𝑗 = sT𝑗T + eT
t, 𝑗 + eT

t, 𝑗 ,

wT
𝑗,ℓ = sT𝑗 (Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT

𝑗,ℓ + eT
𝑗,ℓ (for all ℓ ∈ [𝐿]).

The 𝑒, e’s introduced into the inner products are bounded by 𝐵NLG ≤ 2−𝜅−6𝜎IPFE,

so they are flooded (Lemma 2.2) by 𝑒, e’s. We have H3 ≈s H4.

• In H5, all the inner products are replaced by random, i.e., the right distribution

of IPFEsecS𝛽

pre. Note that the inner products in H4 are well-randomized garblings

(by s, 𝑒, e’s) plus independent noises (𝑒, e’s). Therefore, by 𝐽 hybrids of applying

GenNoise-security of NLG, we conclude H4 ≈ H5.

By hybrid argument, H0 ≈ H5, i.e., IPFEsecS
𝛽

pre holds. □
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7.7.3 Unbounded Attribute and Summary

Unbounded Attribute. Construction 7.5 can be modified for attributes of unbounded

length. Before presenting the scheme, we shall clarify the predicate family of such a

scheme, in particular, what 𝑃(x, 𝑓 ) is when x is shorter than an input to 𝑓 . There are

multiple approaches in the literature. The following is the discussion in Section 8.5.3.

For monotone functions, the missing attribute bits can be assumed to be zero.

For general functions: the specification is silent in many works, which should be

interpreted as 𝑃(x, 𝑓 ) = ⊥ (neither correct nor secure); it might require exact length

matching, or only reject x shorter than input to 𝑓 (prefix-matching), or attach index

sets to x, 𝑓 and require equal-match or subset-match.

The “silent” specification is straight-forward to achieve. We explain how to achieve

prefix-matching. For simplicity, we require that 𝑓 (x) ≠ ⊥ for all x ∈ {0, 1}𝐿. The

predicate family is (see Definition 2.3)

Params =
{
param = param′

�� param′ ∈ Params′ },
𝐹param′ = ℤ<2𝜆 , 𝑋param′ =

{
𝑓 : ℤ𝐿 → {0, 1,⊥}

�� 𝑓 ∈ Fparam′ },
𝑃param′ (x, 𝑓 ) =


𝑓 (x′), if the input length of 𝑓 is 𝐿 and x′ is the 𝐿-prefix of x;

0, otherwise.

Construction 7.5 with 𝐿 (textually) removed is already quite close to an unbounded

ABE — it becomes one with the following modifications similar to Section 8.5.3.

• The identity space satisfies I ⊇ {0, 1, . . . ,𝜆,𝜆 + 1, . . . ,𝜆 + 2𝜆 − 1}.

• When generating a key for x, instead generate a key for (𝐿x, x), where 𝐿x is the

𝜆-bit encoding of x.

• When generating a ciphertext for 𝑓 , instead generate a ciphertext for

𝑓 ′(𝐿x, x′) =


0, if 𝐿x is less than the input length of 𝑓 ;

𝑓 (x′), otherwise.

• The security reduces to that of Construction 7.5 by appropriately appending

zeros to every key attribute.
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Summary. By instantiating our CP-ABE with the garbling scheme of Construction 7.4

and the IPFE scheme of Construction 7.2, we obtain CP-ABE for bounded-arithmetic

circuits.

Corollary 7.17. Under LWE (Assumption 2.2) and evasive LWE (Assumption 7.2), there exist

CP-ABE schemes (bounded/unbounded in attribute length) for bounded-arithmetic circuits

with |mpk| = poly(𝜆, log𝑀, 𝑑) and

|skx | = ( |x| + 1) poly(𝜆, log𝑀, 𝑑), |ct𝐶 | = ( |𝐶 | + 1) poly(𝜆, log𝑀, 𝑑),

where 𝑀 is the maximum wire value and 𝑑 is the maximum depth.

7.8 ABE for DFA

We define DFA in a minimal format convenient for garbling. The notable difference

from Definition 4.16 is that Definition 7.8 uses rejection states instead of accepting states,

because it is more convenient for noisy linear garbling (Definition 7.4) to authorize

recovery of message when the computation yields zero.

Definition 7.8 (DFA). A deterministic finite automaton Γ over the binary alphabet is

a tuple (1𝔔, Γ0, Γ1, 𝝃), where 𝔔 ∈ ℕ is its number of states, Γ0, Γ1 ∈ {0, 1}𝔔×𝔔 are its

transition matrices, 𝝃 ∈ {0, 1}𝔔 is its rejection state vector, and each column of Γ0, Γ1

contains exactly one 1. The DFA accepts an input x ∈ {0, 1}𝐿 if and only if

𝝃T ·
1∏

ℓ=𝐿

Γx[ℓ ] · 𝜾1 = 0.

Implicitly, for Γ, the set of states is [𝔔], the initial state is 1, and the set of accept

states is { 𝔮 ∈ [𝔔] | 𝝃 [𝔮] = 0 }. After reading 𝑥 ∈ {0, 1}, the machine transitions from 𝔮

to 𝔮′ if and only if Γ𝑥 [𝔮′, 𝔮] = 1, which is equivalent to Γ𝑥𝜾𝔮 = 𝜾𝔮′ (recall that 𝜾𝔮 ∈ {0, 1}𝔔

is the 𝔮th standard basis vector). The following lemma, readily verified, will be handy:

Lemma 7.18. For all DFA (1𝔔, Γ0, Γ1, 𝝃) and input x ∈ {0, 1}𝐿, it holds that



 𝐿∏
ℓ=1

ΓT
x[ℓ ]





 ≤ 1, 𝝃T ·
1∏

ℓ=𝐿

Γx[ℓ ] · 𝜾1 ∈ {0, 1}.
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7.8.1 Noisy Linear Garbling for DFA

DFA is defined for inputs of arbitrary length, yet our notion of garbling is only for

functions with fixed-length input. Following the paradigm in Section 4.6, we consider

the garbling scheme for each possible input length. The existing (see [Wat12] or

Construction 4.8) linear secret sharing scheme for DFA can be cast into a noisy linear

garbling (Definition 7.4).

Construction 7.6 (DFA garbling, adapted from Construction 4.8). Let90

Params =
{
(𝑞, 𝐿)

�� 𝑞, 𝐿 ∈ ℕ, 𝑞 ≥ 2
}
,

F𝑞,𝐿 =
{
𝑓Γ,𝐿 : ℤ𝐿 → {0, 1,⊥}

�� Γ is a DFA and 𝐿 ∈ [0, 𝐿]
}
,

𝑓Γ,𝐿 (x) =


1, if x ∈ {0, 1}𝐿 and Γ accepts x;

0, if x ∈ {0, 1}𝐿 and Γ rejects x;

⊥, if x ∉ {0, 1}𝐿.

The function 𝑓Γ,𝐿 is represented by (Γ, 1𝐿). The noisy linear garbling scheme works as

follows.

• Setup(param) outputs pp = param = (𝑞, 𝐿).

• GenF(pp, 𝑓Γ,𝐿) parses Γ = (1𝔔, Γ0, Γ1, 𝝃), sets

𝑛Γ,𝐿 = (𝐿 + 1)𝔔 + 1, wT
out = (−𝜾T1, 01×𝐿𝔔, 0), R = ⊥,

Wℓ ,0 =

©­­­­­­­­­­«

0(ℓ−1)𝔔×𝔔

−I𝔔

Γ0

0(𝐿−ℓ )𝔔×𝔔

01×𝔔

ª®®®®®®®®®®¬
, Wℓ ,× =

©­­­­­­­­­­«

0(ℓ−1)𝔔×𝔔

0𝔔×𝔔

Γ1 − Γ0

0(𝐿−ℓ )𝔔×𝔔

01×𝔔

ª®®®®®®®®®®¬
, T =

©­­­­«
0𝐿𝔔×𝔔

−I𝔔

𝝃T

ª®®®®¬
,

and outputs (1𝑛Γ,𝐿 ,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R). Here, 𝜾1 ∈ {0, 1}𝔔.

90Here, the DFA input length upper bound 𝐿 is needed due to perfect correctness requirement in the

presence of noise accumulation. For our garbling and ABE constructions, we can simply set 𝐿 = 2𝜆 to

support arbitrary polynomial-size computations.
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• Eval(pp, 𝑓Γ,𝐿,R, x, {wT
ℓ
}
ℓ ∈[𝐿] , t

T) computes and outputs

tT ·
1∏

ℓ ′=𝐿

Γx[ℓ ′] · 𝜾1 +
1∑︁

ℓ=𝐿

(
wT
ℓ ·

1∏
ℓ ′=ℓ−1

Γx[ℓ ′] · 𝜾1

)
.

Theorem 7.19 (¶). Construction 7.6 is (𝐵in, 𝐵out)-correct (Definition 7.4) if

𝐵out ≥ (𝐿 + 2)𝐵in.

It is 2-short (Definition 7.5) and GenNoise-secure (Definition 7.7) for all GenNoise.

Proof (Theorem 7.19). The proof is basically that for Construction 4.4 plus handling the

noise. It suffices to consider x ∈ {0, 1}𝐿. Note that (the second by Lemma 7.18)

wT
out = (−𝜾T1, 0) =⇒ ∥wT

out∥ ≤ 1 ≤ 2,

WT
ℓ ,0 + x[ℓ ]WT

ℓ ,× = (0,−I𝔔, ΓT
x[ℓ ] , 0) =⇒ ∥WT

ℓ ,0 + x[ℓ ]WT
ℓ ,×∥ ≤ 1 + 1 ≤ 2,

TT = (0,−I𝔔, 𝝃) =⇒ ∥TT∥ ≤ 1 + 1 ≤ 2,

so the scheme is 2-short.

Let the garbling randomness/noise be

s = (sT0, sT1, . . . , sT𝐿, 𝑠𝐿+1)
T, e = (𝑒0, e

T
1, . . . , e

T
𝐿, e

T
𝐿+1)

T,

where each sℓ , eℓ is 𝔔-dimensional, then

𝑤out = −sT0𝜾1 + 𝑒0, wT
ℓ = sTℓΓx[ℓ ] − sTℓ−1 + eT

ℓ , tT = 𝑠𝐿+1𝝃
T − sT𝐿 + eT

𝐿+1.

Since evaluation is linear in w’s and t, we first consider the non-noisy part,

(t − e𝐿+1)T ·
1∏

ℓ ′=𝐿

Γx[ℓ ′] · 𝜾1 +
1∑︁

ℓ=𝐿

(
(wℓ − eℓ )T ·

1∏
ℓ ′=ℓ−1

Γx[ℓ ′] · 𝜾1

)
= (𝑠𝐿+1𝝃

T − sT𝐿) ·
1∏

ℓ ′=𝐿

Γx[ℓ ′] · 𝜾1 +
1∑︁

ℓ=𝐿

(
(sTℓΓx[ℓ ] − sTℓ−1) ·

1∏
ℓ ′=ℓ−1

Γx[ℓ ′] · 𝜾1

)
= 𝑠𝐿+1𝝃

T ·
1∏

ℓ ′=𝐿

Γx[ℓ ′] · 𝜾1 − sT𝐿 ·
1∏

ℓ ′=𝐿

Γx[ℓ ′] · 𝜾1

(telescoping) +
1∑︁

ℓ=𝐿

(
sTℓ ·

1∏
ℓ ′=ℓ

Γx[ℓ ′] · 𝜾1 − sTℓ−1 ·
1∏

ℓ ′=ℓ−1
Γx[ℓ ′] · 𝜾1

)
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= 𝑠𝐿+1𝝃
T ·

1∏
ℓ ′=𝐿

Γx[ℓ ′] · 𝜾1 − sT0𝜾1 = (𝑤out − 𝑒0) +


0, if Γ accepts x;

𝑠𝐿+1, otherwise.

Writing

𝑒Eval = eT
𝐿+1 ·

1∏
ℓ ′=𝐿

Γx[ℓ ′] · 𝜾1 +
1∑︁

ℓ=𝐿

(
eT
ℓ ·

1∏
ℓ ′=ℓ−1

Γx[ℓ ′] · 𝜾1

)
− 𝑒0,

we have

Eval(pp, 𝑓Γ,𝐿,R, x, {wT
ℓ }ℓ ∈[𝐿] , t

T) = 𝑤out + 𝑒Eval +


0, if Γ accepts x;

𝑠𝐿+1, otherwise.

Transposing 𝑒Eval and applying Lemma 7.18, we find

|𝑒Eval | ≤ ∥𝜾T1∥ ·
𝐿∏

ℓ ′=1
∥ΓT

x[ℓ ′] ∥︸        ︷︷        ︸
≤1

· ∥e𝐿+1∥ +
1∑︁

ℓ=𝐿

(
∥𝜾T1∥ ·

ℓ−1∏
ℓ ′=1
∥ΓT

x[ℓ ′] ∥︸        ︷︷        ︸
≤1

· ∥eℓ ∥
)
+ |𝑒0 |

≤ (𝐿 + 2)𝐵in ≤ (𝐿 + 2)𝐵in ≤ 𝐵out.

This proves (𝐵in, 𝐵out)-correctness.

Perfect security without noise is Theorem 4.18, which implies security with any

noise. To recap, observe that with param, pp, 𝑓Γ,𝐿, output of GenF, and x ∈ {0, 1}𝐿 fixed,

the values (w1, . . . ,w𝐿, 𝑠𝐿+1) are jointly uniformly random — thanks to the subtraction

of sℓ in each wℓ . When x is rejected by Γ,

𝑤out = Eval(pp, 𝑓Γ,𝐿,R, x, {wT
ℓ }ℓ ∈[𝐿] , t

T) − 𝑒Eval︸                                               ︷︷                                               ︸
independent of 𝑠𝐿+1

− 𝑠𝐿+1,

so (𝑤out,w1, . . . ,w𝐿) is again jointly uniformly random. □

7.8.2 Construction of KP-ABE for DFA

We present our KP-ABE for DFA, utilizing the telescoping-sum structure of the DFA

garbling. The idea is similar to Section 4.6.5 — an ABE key contains roughly 𝔔 IPFE

keys and an ABE ciphertext, 𝐿 IPFE ciphertexts, so that decryption yields Θ(𝐿𝔔) inner

products corresponding to a garbling generated using pseudorandomness. The proof,

yet, is much simpler than that in Section 4.6 (as well as those of all previous pairing-

based ABE for DFA), thanks to the easy-to-use security of evasive IPFE (Definition 7.2).
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Ingredients of Construction 7.7. We rely on

• Construction 7.6, a specific noisy linear garbling NLG for DFA, and

• an identity-based evasive IPFE scheme IPFE for I ⊇ {0, 1, 2} that is 𝐵IPFE-correct

and restricted-𝜎IPFE-secure (Definitions 7.1 and 7.3).

Construction 7.7 (KP-ABE for DFA). Let (see Definition 2.3)

Params =
{
𝐿

�� 𝐿 ∈ ℕ }
, 𝐹𝐿 =

{
DFA Γ

}
, 𝑋𝐿 =

{
x ∈ {0, 1}𝐿

�� 𝐿 ≤ 𝐿 }
,

𝑃𝐿 (Γ, x) =


1, if Γ accepts x;

0, if Γ rejects x.

Our KP-ABE for DFA works as follows.

• Setup(𝐿) picks suitable 𝑞, 𝑛 in a straight-forward way.91 The algorithm sets

pp = (𝑞, 𝐿) and 𝐾 = 0, 𝑍 = 3𝑛. It runs (impk, imsk) $← IPFE.Setup(𝑞, 1𝐾 , 1𝑍) and

outputs

mpk = (pp, 1𝑛, 1𝐾 , 1𝑍, impk), msk = (mpk, imsk).

• KeyGen(msk,Γ) parses Γ = (1𝔔, Γ0, Γ1, 𝝃). It samples and sets

R $← ℤ𝑛×𝔔𝑞 , r $← ℤ𝑛𝑞,

vmsg =

©­­­­­­­«

−R𝜾1

0𝑛

1

0𝑛−1

ª®®®®®®®¬
, Vt =

©­­­­­­­«

−R

r𝝃T

0𝑛×𝔔

ª®®®®®®®¬
, Vin =

©­­­­­­­«

RΓ0

RΓ1

−R

ª®®®®®®®¬
,

where 𝜾1 = (1, 0, . . . , 0)T ∈ {0, 1}𝔔 is the first standard basis vector. The algorithm

generates IPFE secret keys

iskmsg
$← IPFE.KeyGen(imsk, 0, vmsg,⊥),

iskt
$← IPFE.KeyGen(imsk, 1,Vt,⊥),

iskin
$← IPFE.KeyGen(imsk, 2,Vin,⊥).

91Precisely speaking, the randomness used to sample 𝑞, 𝑛must be separate from that to run IPFE.Setup

and efficiently sampleable conditioned on and given 𝑞, 𝑛.
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It outputs sk = (R, r, iskmsg, iskt, iskin).

• Enc(mpk, x, 𝜇) samples

s̃0, s̃1, . . . , s̃𝐿, s̃𝐿+1
$← ℤ𝑛𝑞, 𝑠msg

$← ℤ𝑞 \ [−2 · 2−𝜅𝑞, 2 · 2−𝜅𝑞].

It sets

uT
msg = ( s̃ T

0 , 01×𝑛, 𝜇𝑠msg, 01×(𝑛−1) ),

uT
t = ( s̃ T

𝐿
, s̃ T

𝐿+1, 01×𝑛 ),

uT
ℓ
= ( (1 − x[ℓ ])̃s T

ℓ
, x[ℓ ]s̃ T

ℓ
, s̃ T

ℓ−1 ) for all ℓ ∈ [𝐿],

generates IPFE ciphertexts

ictmsg
$← IPFE.Enc(impk, 0, 𝔬,uT

msg),

ictt
$← IPFE.Enc(impk, 1, 𝔬,uT

t),

ictℓ
$← IPFE.Enc(impk, 2, 𝔬,uT

ℓ ) for all ℓ ∈ [𝐿],

and outputs ct = (ictmsg, ictt, ict1, . . . , ict𝐿).

• Dec(mpk,Γ, sk, x, ct) outputs ⊥ and terminates if Γ rejects x. Otherwise, it parses

sk, ct as in KeyGen, Enc. Suppose x ∈ {0, 1}𝐿, the algorithm recomputes vmsg,Vt,

Vin as in KeyGen and performs IPFE decryptions

𝑤msg ← IPFE.Dec(impk, 0, vmsg,⊥, iskmsg, 𝔬, ictmsg),

tT ← IPFE.Dec(impk, 1,Vt,⊥, iskt, 𝔬, ictt),

wT
ℓ ← IPFE.Dec(impk, 2,Vin,⊥, iskin, 𝔬, ictℓ ) for all ℓ ∈ [𝐿].

It evaluates the DFA garbling

𝑤out ← NLG.Eval(pp, (Γ, 1𝐿),⊥, x, {wT
ℓ }ℓ ∈[𝐿] , t

T)

and outputs

𝜇′←


0, if 𝑤msg − 𝑤out ∈ [−2−𝜅𝑞, 2−𝜅𝑞];

1, otherwise.
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Theorem 7.20 (¶). Construction 7.7 is correct (Definition 2.3) if

(𝐿 + 2)𝐵IPFE(𝑞, 0, 3𝑛) ≤ 2−𝜅𝑞.

Proof (Theorem 7.20). The IPFE decryption results in Dec are

𝑤msg = −̃s T
0 R𝜾1 + 𝜇𝑠msg + 𝑒out = s̃ T

0 R · (−𝜾1) + 𝜇𝑠msg + 𝑒out,

tT = uT
tVt + eT

t = −̃s T
𝐿R + s̃ T

𝐿+1r · 𝝃T + eT
t ,

wT
ℓ = uT

ℓVin + eT
ℓ = (1 − x[ℓ ])̃s T

ℓ RΓ0 + x[ℓ ]s̃ T
ℓ RΓ1 − s̃ T

ℓ−1R + eT
ℓ

= s̃ T
ℓ R · Γx[ℓ ] − s̃ T

ℓ−1R + eT
ℓ for all ℓ ∈ [𝐿],

where the errors 𝑒out, et, {eℓ }ℓ ∈[𝐿] are 𝐵IPFE-bounded by the correctness of IPFE. They

form a DFA garbling with randomness

s = (̃s T
0 R, s̃ T

1 R, . . . , s̃ T
𝐿R, s̃ T

𝐿+1r)T.

Therefore, by the (𝐵IPFE, (𝐿 + 2)𝐵IPFE)-correctness of NLG (Theorem 7.19), we have

𝑤out − (̃s T
0 R · (−𝜾1) + 𝑒out) ∈ [−(𝐿 + 2)𝐵IPFE(𝑞, 0, 3𝑛), (𝐿 + 2)𝐵IPFE(𝑞, 0, 3𝑛)]

⊆ [−2−𝜅𝑞, 2𝜅𝑞].

If 𝜇 = 0, it always holds that 𝑤msg − 𝑤out ∈ [−2−𝜅𝑞, 2−𝜅𝑞], which never holds when

𝜇 = 1 by our choice of 𝑠msg. We conclude that Construction 7.7 is correct. □

7.8.3 Security of KP-ABE for DFA

Theorem 7.21 (¶). If LWE𝑛,poly(𝜆),𝑞,𝜎r (Assumption 2.2) holds for some 𝜎r ≤
2−𝜅−6𝜎IPFE

2
√
𝜅

,92 then

Construction 7.7 is very selectively secure (Definition 2.3).

Proof (Theorem 7.21). The proof is similar to that of Theorem 7.15. Let A be an efficient

adversary and assume that it always chooses challenges such that Γ𝑗 rejects x for all

𝑗 ∈ [𝐽]. Consider the following evasive IPFE sampler S𝛽 = (SV,S
𝛽
U) per Definition 7.2.

• SV(𝑟pub) parses 𝑟pub = (𝑟A, 𝑟qn, 𝑟r). It runs A(𝑟A) to obtain

param = 𝐿, {Γ𝑗}𝑗∈[𝐽] (Γ𝑗 = (1𝔔𝑗 , Γ𝑗,0, Γ𝑗,1, 𝜉𝑗)), x ∈ {0, 1}≤𝐿.

92This condition is the same as in Theorem 7.15, instantiated with 𝐵short = 2 and 𝐵NLG = 0.
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The algorithm uses 𝑟qn to sample 𝑞, 𝑛 as in Setup of Construction 7.7. It uses

𝑟r to sample R𝑗 ∈ ℤ
𝑛×𝔔𝑗

𝑞 and r𝑗 ∈ ℤ𝑛𝑞 uniformly at random in a straight-forward

way93 for all 𝑗 ∈ [𝐽]. It computes

vmsg, 𝑗 =

©­­­­­­­«

−R𝑗𝜾1

0𝑛

1

0𝑛−1

ª®®®®®®®¬
, Vt, 𝑗 =

©­­­­­­­«

−R𝑗

r
𝑗
𝝃T
𝑗

0𝑛×𝔔𝑗

ª®®®®®®®¬
, Vin, 𝑗 =

©­­­­­­­«

R𝑗Γ𝑗,0

R𝑗Γ𝑗,1

−R𝑗

ª®®®®®®®¬
,

and sets

𝐾 = 0, 𝑍 = 3𝑛, ID = {0, 1, 2}, 𝐽0 = 𝐽, 𝐽1 = 𝐽2 =
∑︁
𝑗∈[𝐽]

𝔔𝑗 ,

𝐼0,𝔬 = 𝐼1,𝔬 = 1, 𝐼2,𝔬 = 𝐿, 𝐼0,𝔤 = 𝐼1,𝔤 = 𝐼2,𝔤 = 0, 𝜎pre = 𝜎IPFE,

V0,𝔬 = (vmsg,1, . . . , vmsg,𝐽), V1,𝔬 = (vt,1, . . . , vt,𝐽),

V2,𝔬 = (vin,1, . . . , vin,𝐽), V0,𝔤 = V1,𝔤 = V2,𝔤 = ⊥.

Lastly, the algorithm outputs the required components.

• S𝛽
U (𝑟pub; 𝑟priv) first runs the deterministic subprocedure S𝛽

A0(𝑟pub), which does

the following. It first reruns SV(𝑟pub) to obtain 𝑞, 𝑛, x, 𝐿. The algorithm finds

matrices Amsg,At, {Aℓ }ℓ ∈[𝐿] such that for all s̃0, . . . , s̃𝐿+1 ∈ ℤ𝑛𝑞 and 𝑠msg ∈ ℤ𝑞,

dT
0Amsg = uT

msg = (̃s T
0 , 01×𝑛,𝛽𝑠msg, 01×(𝑛−1)), dT

0At = uT
t = (̃s T

𝐿, s̃
T
𝐿+1, 01×𝑛),

dT
0Aℓ = uT

ℓ = ((1 − x[ℓ ])̃s T
ℓ , x[ℓ ]s̃

T
ℓ , s̃

T
ℓ−1) (for all ℓ ∈ [𝐿]),

where dT
0 = (𝑠msg, s̃ T

0 , . . . , s̃
T
𝐿+1). The algorithm SA0 outputs

1𝑛
′
= 1𝑛(𝐿+2)+1, A0,𝔬,0,1 = Amsg, A1,𝔬,0,1 = At, A2,𝔬,0,ℓ = Aℓ (for all ℓ ∈ [𝐿]).

Completing SA0, the algorithm SU samples d0
$← ℤ𝑛

′
𝑞 using 𝑟priv and outputs

UT
id,𝔬 =

©­­­­«
dT

0Aid,𝔬,0,1
...

dT
0Aid,𝔬,0,𝐼id,𝔬

ª®®®®¬
for all id ∈ ID.

93Precisely speaking, 𝑟r must be efficiently sampleable conditioned on and given R1, r1, . . . ,R𝐽 , r𝐽 .
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By definition, S𝛽 is a restricted sampler (Definition 7.3). We have the following:

Claim 7.22 (¶). S𝛽 has pseudorandom noisy inner products, i.e., IPFEsecS𝛽

pre (Definition 7.2)

holds for both 𝛽 ∈ {0, 1}.

The very selective security of Construction 7.7 follows from Claim 7.22. Consider the

following hybrids.

• H𝛽
0 is Exp

𝛽
ABE for Construction 7.7. Note that 𝑠msg in the challenge ciphertext is

uniformly random over ℤ𝑞 \ [−2 · 2−𝜅𝑞, 2 · 2−𝜅𝑞].

• In H𝛽
1 , the scalar 𝑠msg is changed to be uniformly random over ℤ𝑞. Clearly,

H𝛽
0 ≈s H

𝛽
1 . Moreover, H

𝛽
1 corresponds to the left distribution of IPFEsec

S𝛽

post.

• In H𝛽
2 , the vectors inside IPFE ciphertexts (components of the ABE challenge

ciphertext) are replaced by random, which corresponds to the right distribution

of IPFEsecS𝛽

post. By Claim 7.22 and the restricted-𝜎IPFE-security of IPFE, we have

H𝛽
1 ≈ H

𝛽
2 .

Lastly, H0
2 ≡ H

1
2. By hybrid argument, we conclude Exp

0
ABE ≈ Exp

1
ABE, completing the

proof. □

Proof (Claim 7.22). Fix 𝛽 ∈ {0, 1} and consider the following hybrids.

• H0 is the left distribution of IPFEsecS𝛽

pre. Recall that the public randomness is

𝑟pub = (𝑟A, 𝑟qn, 𝑟r). Adopting the notations of the ABE decryption algorithm, the

noisy inner products are

𝑤msg, 𝑗 = uT
msgvmsg, 𝑗 + 𝑒out, 𝑗 = s̃ T

0 R𝑗 · (−𝜾1) + 𝛽𝑠msg + 𝑒out, 𝑗 ,

tT𝑗 = uT
tVt, 𝑗 + eT

t, 𝑗 = −̃s T
𝐿R𝑗 + s̃ T

𝐿+1r𝑗 · 𝝃
T
𝑗 + eT

t, 𝑗 ,

wT
𝑗,ℓ = uT

ℓVℓ + eT
𝑗,ℓ = s̃ T

ℓ R𝑗 · Γ𝑗,x[ℓ ] − s̃ T
ℓ−1R𝑗 + eT

𝑗,ℓ (for all ℓ ∈ [𝐿]),

where 𝑗 ∈ [𝐽] and the entries of 𝑒, e’s are independent Dℤ,𝜎IPFE .

• In H1, additional small noises are attached to s̃ TR, s̃ Tr’s. For all 𝑗 ∈ [𝐽], set the
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inner products to

𝑤msg, 𝑗 = (̃s T
0 R𝑗 + eT

r, 𝑗,0) (−𝜾1) + 𝛽𝑠msg + 𝑒out, 𝑗 ,

tT𝑗 = −(̃s
T
𝐿R𝑗 + eT

r, 𝑗,𝐿) + (̃s
T
𝐿+1r𝑗 + 𝑒r, 𝑗,𝐿+1)𝝃

T
𝑗 + eT

t, 𝑗 ,

wT
𝑗,ℓ = (̃s

T
ℓ R𝑗 + eT

r, 𝑗,ℓ )Γ𝑗,x[ℓ ] − (̃s
T
ℓ−1R𝑗 + eT

r, 𝑗,ℓ−1) + eT
𝑗,ℓ (for all ℓ ∈ [𝐿]),

where er, 𝑗,ℓ $← D𝔔𝑗

ℤ,𝜎r,≤𝜎r
√
𝜅
for all ℓ ∈ [0, 𝐿] and 𝑒r, 𝑗,𝐿+1

$← Dℤ,𝜎r,≤𝜎r
√
𝜅. The errors

introduced into the inner products are bounded by

2𝜎r
√
𝜅 ≤ 2−𝜅−6𝜎IPFE,

so they are flooded (Lemma 2.2) by {𝑒out, 𝑗 , et, 𝑗 , {e𝑗,ℓ }ℓ ∈[𝐿]}𝑗∈[𝐽], and H0 ≈s H1.

• In H2, the er’s are no longer truncated, i.e., for all 𝑗 ∈ [𝐽], sample er, 𝑗,ℓ $← D𝔔𝑗

ℤ,𝜎r

for all ℓ ∈ [0, 𝐿] and 𝑒r, 𝑗,𝐿+1
$← Dℤ,𝜎r . We have H1 ≈s H2 by Lemma 2.1.

• In H3, the garblings use uniform randomness. For all 𝑗 ∈ [𝐽], sample s𝑗,ℓ $← ℤ𝑛𝑞

for all ℓ ∈ [0, 𝐿] and 𝑠𝑗,𝐿+1
$← ℤ𝑞, and set the inner products to

𝑤msg, 𝑗 = sT𝑗,0 · (−𝜾1) + 𝛽𝑠msg + 𝑒out, 𝑗 ,

tT𝑗 = −sT𝑗,𝐿 + 𝑠𝑗,𝐿+1𝝃
T
𝑗 + eT

t, 𝑗 ,

wT
𝑗,ℓ = sT𝑗,ℓΓ𝑗,x[ℓ ] − sT𝑗,ℓ−1 + eT

𝑗,ℓ (for all ℓ ∈ [𝐿]),

By (𝐿 + 1) hybrids of applying LWE𝑛,𝐽2,𝑞,𝜎r with public matrix (R1, . . . ,R𝐽) and

secrets s̃0, . . . , s̃𝐿, then LWE𝑛,𝐽,𝑞,𝜎r with public matrix (r1, . . . , r𝐽) and secret s̃𝐿+1,

we have{
{̃s T
ℓ R𝑗 + eT

r, 𝑗,ℓ }ℓ ∈[0,𝐿] , s̃
T
𝐿+1r𝑗 + 𝑒r, 𝑗,𝐿+1

}
𝑗∈[𝐽] ≈

{
{sT𝑗,ℓ }ℓ ∈[0,𝐿] , 𝑠𝑗,𝐿+1

}
𝑗∈[𝐽] ,

which implies H2 ≈ H3. In this step, we rely on the “straight-forwardness” of

sampling R, r’s from 𝑟r in S𝛽.

• In H4, all the inner products are replaced by random, i.e., the right distribution

of IPFEsecS𝛽

pre. Note that the inner products in H3 are well-randomized garblings

(by s’s) plus independent noises (𝑒, e’s). Therefore, by 𝐽 hybrids of applying the

security of NLG, we conclude H3 ≡ H4.

By hybrid argument, H0 ≈ H4, i.e., IPFEsecS
𝛽

pre holds. □
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7.8.4 CP-ABE for DFA and Summary

Our CP-ABE for DFA is similar to KP-ABE for DFA and general CP-ABE and features a

mixture of how components are set in both schemes.

Ingredients of Construction 7.8. We rely on

• Construction 7.6, a specific noisy linear garbling NLG for DFA, and

• an identity-based evasive IPFE scheme IPFE for I ⊇ {0, 1, 2} that is 𝐵IPFE-correct

and restricted-𝜎IPFE-secure (Definitions 7.1 and 7.3).

Construction 7.8 (CP-ABE for DFA). Let (see Definition 2.3)

Params =
{
𝐿

�� 𝐿 ∈ ℕ }
, 𝐹𝐿 =

{
x ∈ {0, 1}𝐿

�� 𝐿 ≤ 𝐿 }
, 𝑋𝐿 =

{
DFA Γ

}
,

𝑃𝐿 (x,Γ) =


1, if Γ accepts x;

0, if Γ rejects x.

Our CP-ABE for DFA works as follows.

• Setup(𝐿) picks suitable 𝑞, 𝑛 in a straight-forward way. It sets pp = (𝑞, 𝐿), 𝐾 = 0,

𝑍 = 3𝑛. The algorithm runs (impk, imsk) $← IPFE.Setup(𝑞, 1𝐾 , 1𝑍) and outputs

mpk = (pp, 1𝑛, 1𝐾 , 1𝑍, impk), msk = (mpk, imsk).

• KeyGen(msk, x), given x ∈ {0, 1}𝐿, samples and sets

r0, . . . , r𝐿 $← ℤ𝑛𝑞, 𝑟𝐿+1
$← ℤ𝑞,

vmsg =
©­­­­«

r0

1

02𝑛−1

ª®®®®¬
, vt =

©­­­­«
r𝐿

𝑟𝐿+1

02𝑛−1

ª®®®®¬
, vℓ =

©­­­­«
(1 − x[ℓ ])rℓ

x[ℓ ]rℓ
rℓ−1

ª®®®®¬
for all ℓ ∈ [𝐿].

It generates IPFE secret keys

iskmsg
$← IPFE.KeyGen(imsk, 0, vmsg,⊥),

iskt
$← IPFE.KeyGen(imsk, 1, vt,⊥),

iskℓ
$← IPFE.KeyGen(imsk, 2, vℓ ,⊥) for all ℓ ∈ [𝐿].

The algorithm outputs sk = (r0, . . . , r𝐿, 𝑟𝐿+1, iskmsg, iskt, isk1, . . . , isk𝐿).



337

• Enc(mpk,Γ, 𝜇) parses Γ = (1𝔔, Γ0, Γ1, 𝝃). It samples

S $← ℤ𝔔×𝑛
𝑞 , 𝑠−1

$← ℤ𝑞, 𝑠msg
$← ℤ𝑞 \ [−2 · 2−𝜅𝑞, 2 · 2−𝜅𝑞],

and sets

uT
msg = (−𝜾T1S, 𝜇𝑠msg, 01×(2𝑛−1)), UT

t = (−S, 𝑠−1𝝃, 0𝔔×(2𝑛−1)), UT
in = (ΓT

0S, ΓT
1S,−S).

The algorithm generates IPFE ciphertexts

ictmsg
$← IPFE.Enc(impk, 0, 𝔬,uT

msg),

ictt
$← IPFE.Enc(impk, 1, 𝔬,UT

t),

ictin
$← IPFE.Enc(impk, 2, 𝔬,UT

in),

and outputs ct = (ictmsg, ictt, ictin).

• Dec(mpk, x, sk,Γ, ct) outputs ⊥ and terminates if Γ rejects x. Otherwise, it parses

sk, ct as in KeyGen, Enc. Suppose x ∈ {0, 1}𝐿, the algorithm recomputes vmsg, vt,

v1, . . . , v𝐿 as in KeyGen and performs IPFE decryptions

𝑤msg ← IPFE.Dec(impk, 0, vmsg,⊥, iskmsg, 𝔬, ictmsg),

t← IPFE.Dec(impk, 1, vt,⊥, iskt, 𝔬, ictt),

wℓ ← IPFE.Dec(impk, 2, vℓ ,⊥, iskℓ , 𝔬, ictin) for all ℓ ∈ [𝐿].

It evaluates the DFA garbling

𝑤out ← NLG.Eval(pp, (Γ, 1𝐿),⊥, x, {wT
ℓ }ℓ ∈[𝐿] , t

T)

and outputs

𝜇′←


0, if 𝑤msg − 𝑤out ∈ [−2−𝜅𝑞, 2−𝜅𝑞];

1, otherwise.

Theorem 7.23. Construction 7.8 is correct (Definition 2.3) if (𝐿 + 2)𝐵IPFE(𝑞, 0, 3𝑛) ≤ 2−𝜅𝑞.

Theorem 7.24. If LWE𝑛,poly(𝜆),𝑞,𝜎r (Assumption 2.2) holds for some 𝜎r ≤ 2−𝜅−6𝜎IPFE
2
√
𝜅

, then

Construction 7.8 is very selectively secure (Definition 2.3).
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Summary. By instantiating our ABE schemes with the IPFE scheme of Construction 7.2,

we obtain KP- and CP-ABE for DFA.

Corollary 7.25. Under LWE (Assumption 2.2) and evasive LWE (Assumption 7.2), there

exists KP-ABE for DFA with

|mpk| = poly(𝜆), |skΓ | = ( |Γ| + 1) poly(𝜆), |ctx | = ( |x| + 1) poly(𝜆),

and CP-ABE for DFA with

|mpk| = poly(𝜆), |skx | = ( |x| + 1) poly(𝜆), |ctΓ | = ( |Γ| + 1) poly(𝜆),

where |Γ| is the number of states of Γ.

We remark that, starting from the linear secret sharing scheme for L (Construction 4.4),

we also obtain ABE for L via the same construction. However, ABE for NFA or NL

cannot be obtained so. The schemes for DFA and L crucially rely on the fact that,

when noises are added to the LSSS shares, the output noise grows linearly with the

computation size. On the other hand, the secret sharing schemes for NFA and NL, once

cast as noisy linear garbling, incur exponential noise growth during reconstruction.

The latter fact makes the resultant ABE bounded.

7.9 CP-ABE with Succinct Ciphertexts

In this section, we show that with the help of evasive IPFE with structured noises,

we can construct CP-ABE from general noisy linear garbling scheme (not necessarily

short). When instantiated with the noisy linear garbling implicit in [BGG+14], this

yields a CP-ABE scheme with ciphertext size dependent only on circuit depth instead

of circuit size.

7.9.1 Succinct Noisy Linear Garbling for Circuits

The work of [BGG+14] presented a KP-ABE scheme with succinct keys for circuits based

on lattices. At the core of their construction are a pair of deterministic homomorphic
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evaluation algorithms EvalC, EvalCX, which, for circuit 𝐶 : {0, 1}𝐿 → {0, 1}, input

𝑥 ∈ {0, 1}𝐿, and public matrix A ∈ ℤ𝑛×𝑚(𝐿+1)
𝑞 , satisfies the relation

EvalC(A, 𝐶) = A𝐶 ∈ ℤ𝑛×𝑚𝑞 ,

EvalCX(sT(A − (1, xT) ⊗ G) + eT, 𝑓 , x) = sT(A𝐶 − 𝐶(x)G) + eT
𝐶,

where ∥e𝐶∥, relative to ∥e∥, grows exponentially with the depth of 𝐶. (In [BGG+14], it

also works for bounded-arithmetic circuits, but we only present the Boolean version.)

It naturally yields a noisy linear garbling scheme.

Construction 7.9 (garbling adapted from [BGG+14]). Let

Params =
{

1𝑑
�� 𝑑 ∈ ℕ }

,

F1𝑑 =
{
𝑓𝐶

�� 𝐶 is a Boolean circuit of depth no more than 𝑑
}
,

𝑓𝐶 (x) =

⊥, if x ∉ {0, 1}𝐿;

¬𝐶(x), if x ∈ {0, 1}𝐿;
for 𝐶 : {0, 1}𝐿 → {0, 1} and x ∈ ℤ𝐿.

The noisy linear garbling scheme works as follows.

• Setup(1𝑑) picks suitable 𝑞, 𝑛, 𝑚 (with 𝑚 ≥ 𝑛⌈log2 𝑞⌉) and outputs pp = (𝑞, 1𝑛, 1𝑚).

• GenF(pp, 𝐶) samples A0,A1, . . . ,A𝐿 $← ℤ
𝑛×𝑚(𝐿+1)
𝑞 and a $← ℤ𝑛𝑞. It computes

A𝐶 ← EvalC((A0,A1, . . . ,A𝐿), 𝐶).

The algorithm outputs

1𝑛𝐶 = 1𝑛, wout = A𝐶G−1(a), Wℓ ,0 = Aℓ , Wℓ ,× = −G, (for all ℓ ∈ [𝐿])

T = A0 − G, R = a.

All the samplings are done in a straight-forward way.

• Eval(pp, 𝐶,R, x, {wT
ℓ
}
ℓ ∈[𝐿] , t

T) computes and outputs

EvalCX((tT,wT
1, . . . ,w

T
𝐿), 𝐶, x) · G

−1(a).
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Lemma 7.26 ([BGG+14]). Construction 7.9 is correct (Definition 7.4) if

(𝑚 + 2)𝑑+1𝐵in(𝑑) ≤ 𝐵out(𝑑).

It has fixed randomness dimension (Definition 7.6). Suppose

GenGaussian′(1𝑑, (𝑞, 𝑛, 𝑚), 𝐶,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R, x)

samples (truncated) Gaussian noises with appropriate width 𝜎 of suitable shape

(𝑒out, e1, . . . , e𝐿, et) $← D1+(𝐿+1)𝑚
ℤ,𝜎,≤𝜎

√
𝜅
,

then Construction 7.9 is GenGaussian′-secure (Definition 7.7) if LWE𝑛,poly(𝜆),𝑞,𝜎′ (Assump-

tion 2.3) holds for some 𝜎′ ≤ 𝜎
2𝜅+6 (𝑚+2)𝑑+1√𝜅 .

7.9.2 CP-ABE from General Noisy Linear Garbling

We present a construction of CP-ABE from noisy linear garbling with fixed randomness

dimension that is not necessarily short. It has a lot in common with Construction 7.5.

Both compute rerandomized garbling using IPFE. In Construction 7.5, security relies

on flooding to introduce noises to argue that the garblings use good pseudorandom-

ness. Here, we use structured noises, together with some algebraic tweaks (“noisy

secret sharing”, see Section 7.2), to attach the same noise to the garbling pseudo-

randomness.

Ingredients of Construction 7.10. We rely on

• a noisy linear garbling scheme NLG supporting F = {Fparam′}param′∈Params′ that is

(𝐵in, 𝐵out)-correct, has fixed randomness dimension, and is GenNoise-secure

such that the output of GenNoise is in [−𝐵NLG, 𝐵NLG]★ (Definitions 7.4, 7.6, and 7.7),

and

• an identity-based evasive IPFE with structured noises scheme IPFE for identity

space I ⊇ [−1, 𝐿] that is 𝐵IPFE-correct and restricted-𝜎IPFE-secure (Definitions 7.1

and 7.3).
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Construction 7.10 (CP-ABE from general garbling). Let (see Definition 2.3)

Params =
{
param = (param′, 1𝐿)

�� param′ ∈ Params′, 𝐿 ∈ ℕ }
, 𝐹param′,1𝐿 = {0, 1}𝐿,

𝑋param′,1𝐿 =
{
𝑓 : ℤ𝐿 → {0, 1,⊥}

�� 𝑓 ∈ Fparam′ }, 𝑃param′,1𝐿 (x, 𝑓 ) = 𝑓 (x).

(Note that x is confined to Boolean.) Our CP-ABE scheme works as follows.

• Setup(param′, 1𝐿) runs

pp = (𝑞, 1𝑛, . . . ) $← NLG.Setup(param′).

The algorithm sets 𝐾 = ⌈log2 𝑞⌉ to be the dimension of g̃ (for structured noises),

and 𝑍 = 2(𝑛 + 𝑛2𝐾). It runs (impk, imsk) $← IPFE.Setup(𝑞, 1𝐾 , 1𝑍) and outputs

mpk = (pp, 1𝐾 , 1𝑍, impk), msk = (mpk, imsk).

• KeyGen(msk, x) samples r $← ℤ𝑛𝑞 and Q $← ℤ𝑛×𝑛𝐾𝑞 . Recall that col(Q) is a column

of dimension 𝑛2𝐾 concatenating the columns of Q. The algorithm sets

VQ =
©­«

Q

0(𝑍−𝑛)×𝑛𝐾

ª®¬ , v0 =

©­­­­­­­«

r

col(Q)

1

0𝑛−1+𝑛2𝐾

ª®®®®®®®¬
, vℓ =

©­­­­­­­­­«

(1 − x[ℓ ])r

(1 − x[ℓ ])col(Q)

x[ℓ ]r

x[ℓ ]col(Q)

ª®®®®®®®®®¬
for all ℓ ∈ [𝐿].

It generates IPFE secret keys

isk−1
$← IPFE.KeyGen(imsk,−1, 0,VQ),

isk0
$← IPFE.KeyGen(imsk, 0, v0, 0),

iskℓ
$← IPFE.KeyGen(imsk, ℓ , vℓ , 0) for all ℓ ∈ [𝐿],

and outputs sk = (r,Q, isk−1, isk0, isk1, . . . , isk𝐿).

• Enc(mpk, 𝑓 , 𝜇) runs

(1𝑛,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R) $← NLG.GenF(pp, 𝑓 ).

It samples S $← ℤ𝑛×𝑛𝑞 , sQ $← ℤ𝑛𝑞, 𝑠msg
$← ℤ𝑞 \ [−2 · 2−𝜅𝑞, 2 · 2−𝜅𝑞], and sets

uT
Q =

(
sTQ, 01×(𝑍−𝑛)

)
,

uT
msg =

(
wT
outS,−(G̃−1(wout) ⊗ sQ)T, 𝜇𝑠msg, 01×(𝑛−1+𝑛2𝐾)

)
,

UT
t =

(
TTS,−(G̃−1(T) ⊗ sQ)T, 0★×(𝑛+𝑛2𝐾)

)
,
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UT
ℓ =

(
WT
ℓ ,0S,−(G̃−1(Wℓ ,0) ⊗ sQ)T, (WT

ℓ ,0 +WT
ℓ ,×)S,−(G̃

−1(Wℓ ,0 +Wℓ ,×) ⊗ sQ)T
)
,

where ℓ ∈ [𝐿]. The algorithm generates IPFE ciphertexts

ictQ
$← IPFE.Enc(impk,−1, 𝔤,uT

Q),

ictmsg
$← IPFE.Enc(impk, 0, 𝔬,uT

msg), ictt
$← IPFE.Enc(impk, 0, 𝔬,UT

t),

ictℓ
$← IPFE.Enc(impk, ℓ , 𝔬,UT

ℓ ) for all ℓ ∈ [𝐿],

and outputs ct = (R, ictQ, ictmsg, ictt, ict1, . . . , ict𝐿).

• Dec(mpk, x, sk, 𝑓 , ct) outputs ⊥ and terminates if 𝑓 (x) ≠ 1. Otherwise, it parses

sk, ct as in KeyGen, Enc, recomputes VQ, v0, {vℓ }ℓ ∈[𝐿] , and performs IPFE decryp-

tions for the shares

shTQ ← IPFE.Dec(impk,−1, 0,VQ, isk−1, 𝔤, ictQ),

shmsg ← IPFE.Dec(impk, 0, v0, 0, isk0, 𝔬, ictmsg),

sht ← IPFE.Dec(impk, 0, v0, 0, isk0, 𝔬, ictt),

shℓ ← IPFE.Dec(impk, ℓ , vℓ , 0, iskℓ , 𝔬, ictℓ ) for all ℓ ∈ [𝐿].

The algorithm reconstructs the garbling from the shares as

𝑤msg ← shmsg + shTQG̃−1(wout), tT ← shTt + shTQG̃−1(T),

wT
ℓ ← shTℓ + sh

T
QG̃−1(Wℓ ,0 + x[ℓ ]Wℓ ,×) for all ℓ ∈ [𝐿].

It evaluates the garbling by

𝑤out ← NLG.Eval(pp, 𝑓 ,R, x, {wT
ℓ }ℓ ∈[𝐿] , t

T)

and outputs

𝜇′←


0, if 𝑤msg − 𝑤out ∈ [−2−𝜅𝑞, 2𝜅𝑞];

1, otherwise.

Theorem 7.27 (¶). Construction 7.5 is correct (Definition 2.3) if

• the modulus 𝑞 output by NLG.Setup(param′) is always a prime and always satisfies

𝐵out(param′) ≤ 2−𝜅𝑞, and
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• it holds that (𝑛𝐾 + 1)𝐵IPFE(𝑞, 𝐾, 2(𝑛 + 𝑛2𝐾)) ≤ 𝐵in(param′).

Proof (Theorem 7.27). By the correctness of IPFE and how we set the vectors, we have

shTQ = sTQQ + g̃ T ⊗ eT
sr + eT

Q = sTQQ + eT
srG̃ + eT

Q

for some 𝐵IPFE-bounded errors esr, eQ. For any matrix A ∈ ℤ𝑛×★𝑞 ,

shTQG̃−1(A) = (sTQQ + eT
srG̃ + eT

Q)G̃−1(A) = sTQQG̃−1(A)︸        ︷︷        ︸
one-time pad

+ eT
srA︸︷︷︸

“attached” error

+ eT
QG̃−1(A)︸      ︷︷      ︸
small error

.

For the table shares, we have

sht = UT
tv0 + et = TTSr − ((G̃−1(T))T ⊗ sTQ)col(Q) + et

= TTSr − col(sTQQG̃−1(T)) + et =
(
(Sr)TT + eT

t − sTQQG̃−1(T)
)T
,

where the third equality follows from col(ABC) = (CT ⊗ A)col(B) and the last equality

holds because sTQQG̃−1(T) is a row vector. The reconstructed garbled table is hence

tT = (Sr)TT + eT
t − sTQQG̃−1(T)︸                            ︷︷                            ︸
shTt

+ sTQQG̃−1(T) + eT
srT + eT

QG̃−1(T)︸                                   ︷︷                                   ︸
shTQG̃−1 (T)

= (Sr + esr)TT + ẽ T
t ,

where ẽt = et + (G̃−1(T))TeQ is (𝑛𝐾 + 1)𝐵IPFE-bounded. Similarly,

𝑤msg = (Sr + esr)Twout + 𝜇𝑠msg + 𝑒̃out,

wT
ℓ = (Sr + esr)T(Wℓ ,0 + x[ℓ ]Wℓ ,×) + ẽ T

ℓ for all ℓ ∈ [𝐿],

with 𝑒̃out, ẽℓ ’s bounded by (𝑛𝐾 + 1)𝐵IPFE. The garbling uses secret Sr + esr ∈ ℤ𝑛𝑞 and

its noises (̃e’s) are bounded by (𝑛𝐾 + 1)𝐵IPFE(𝑞, 𝐾, 𝑍) ≤ 𝐵in(param′). Therefore, by the

correctness of NLG,

𝑤out − ((Sr + esr)Twout + 𝑒′out) ∈ [−𝐵out(param′), 𝐵out(param′)] ⊆ [−2−𝜅𝑞, 2−𝜅𝑞].

If 𝜇 = 0, it always holds that 𝑤msg − 𝑤out ∈ [−2−𝜅𝑞, 2−𝜅𝑞], which never holds when

𝜇 = 1 by our choice of 𝑠msg. We conclude that Construction 7.10 is correct. □

7.9.3 Security and Summary

Theorem 7.28 (¶). Construction 7.10 is very selectively secure (Definition 2.3) if
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• LWE𝑛,poly(𝜆),𝑞,𝜎 (Assumption 2.2) holds for some 𝜎 ≤ 2−𝜅−6𝜎IPFE
𝑛𝐾
√
𝜅
, and

• it holds that 2𝜅+6𝐵NLG(param′) ≤ 𝜎IPFE.

Proof (Theorem 7.28). Let A be an efficient adversary and assume that it always chooses

challenges such that 𝑓 (x𝑗) = 0 for all 𝑗 ∈ [𝐽]. Consider the following evasive IPFE

sampler S𝛽 = (SV,S
𝛽
U) per Definition 7.2.

• SV(𝑟pub) parses 𝑟pub = (𝑟A, 𝑟NLG.Setup, 𝑟rq, 𝑟NLG.GenF). It runs A(𝑟A) to obtain

param = (param′, 1𝐿), {x𝑗}𝑗∈[𝐽] (x𝑗 ∈ {0, 1}𝐿), 𝑓 : ℤ𝐿 → {0, 1,⊥}.

The algorithm next sets up the noisy linear garbling by

pp = (𝑞, 1𝑛, . . . ) ← NLG.Setup(param′; 𝑟NLG.Setup),

and computes 𝐾, 𝑍 as in Setup of Construction 7.10. It then uses 𝑟rq to sample

r1, . . . , r𝐽 ∈ ℤ𝑛𝑞, Q1, . . . ,Q𝐽 ∈ ℤ𝑛×𝑛𝐾𝑞 uniformly at random in a straight-forward

way.94 The algorithm sets for all 𝑗 ∈ [𝐽],

VQ, 𝑗 =
©­«

Q𝑗

0(𝑍−𝑛)×𝑛𝐾

ª®¬ , v𝑗,0 =

©­­­­­­­«

r𝑗

col(Q𝑗)

1

0𝑛−1+𝑛2𝐾

ª®®®®®®®¬
, v𝑗,ℓ =

©­­­­­­­­­«

(1 − x𝑗 [ℓ ])r𝑗

(1 − x𝑗 [ℓ ])col(Q𝑗)

x𝑗 [ℓ ]r𝑗

x𝑗 [ℓ ]col(Q𝑗)

ª®®®®®®®®®¬
for all ℓ ∈ [𝐿].

It runs

(1𝑛,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T,R) ← NLG.GenF(pp, 𝑓 ; 𝑟NLG.GenF).

Suppose Wℓ ,0 ∈ ℤ𝑛×𝑚ℓ𝑞 and T ∈ ℤ𝑛×𝑚t
𝑞 , the algorithm outputs

𝑞, 1𝐾 , 1𝑍, ID = [−1, 𝐿], 1𝐽id = 1𝐽 ,

1𝐼−1,𝔬 = 10, 1𝐼0,𝔬 = 1𝑚t+1, 1𝐼ℓ ,𝔬 = 1𝑚ℓ ,

1𝐼−1,𝔤 = 11, 1𝐼0,𝔤 = 1𝐼ℓ ,𝔤 = 10, 𝜎pre = 𝜎IPFE,

94Precisely speaking, 𝑟rq must be efficiently sampleable conditioned on and given r1, . . . , r𝐽 and

Q1, . . . ,Q𝐽 .
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v−1,𝔤 = (vQ,1, . . . , vQ,𝐽), v−1,𝔬 = 0,

V0,𝔬 = (v0,0, . . . , v𝐽,0), V0,𝔤 = 0,

Vℓ ,𝔬 = (v1,ℓ , . . . , v𝐽,ℓ ), Vℓ ,𝔤 = 0,

where the indices are id ∈ ID and ℓ ∈ [𝐿].

• S𝛽
U (𝑟pub; 𝑟priv) first runs the deterministic subprocedure S𝛽

A0(𝑟pub), which does

the following. It first reruns SV(𝑟pub) to obtain wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿] ,T. The

algorithm then rearranges them into AQ,Amsg, {At,𝑖}𝑖∈[𝑚t] , {Aℓ ,𝑖}ℓ ∈[𝐿],𝑖∈[𝑚ℓ ] such

that for all sQ, s̃1, . . . , s̃𝑛 ∈ ℤ𝑛𝑞 and 𝑠msg ∈ ℤ𝑞,

dT
0AQ = uT

Q =
(
sTQ, 01×(𝑍−𝑛)

)
,

dT
0Amsg = uT

msg =
(
wT
outS,−(G̃−1(wout) ⊗ sQ)T,𝛽𝑠msg, 01×(𝑛−1+𝑛2𝐾)

)
,

(AT
t,1d0, . . . ,A

T
t,𝑚td0)T = UT

t =
(
TTS,−(G̃−1(T) ⊗ sQ)T, 0𝑚t×(𝑛+𝑛2𝐾)

)
,

(AT
ℓ ,1d0, . . . ,A

T
ℓ ,𝑚ℓ

d0)T = UT
ℓ

=
(
WT
ℓ ,0S,−(G̃−1(Wℓ ,0) ⊗ sQ)T, (WT

ℓ ,0 +WT
ℓ ,×)S,−(G̃

−1(Wℓ ,0 +Wℓ ,×) ⊗ sQ)T
)
,

where ℓ ∈ [𝐿] and dT
0 = (𝑠msg, sTQ, s̃ T

1 , . . . , s̃
T
𝑛) and S = (̃s1, . . . , s̃𝑛). This is possible

since every entry on the right-hand side is linear in d0. The algorithm SA0 outputs

1𝑛
′
= 1𝑛(𝑛+1)+1, A−1,𝔤,0,1 = AQ,

A0,𝔬,0,𝑚t+1 = Amsg, A0,𝔬,0,𝑖 = At,𝑖 (for all 𝑖 ∈ [𝑚t]),

Aℓ ,𝔬,0,𝑖 = Aℓ ,𝑖 (for all ℓ ∈ [𝐿], 𝑖 ∈ [𝑚ℓ ]).

Completing SA0, the algorithm SU samples d0
$← ℤ𝑛

′
𝑞 using 𝑟priv and outputs

UT
id,𝔰 =

©­­­­«
dT

0Aid,𝔰,0,1
...

dT
0Aid,𝔰,0,𝐼id,𝔰

ª®®®®¬
for all id ∈ ID, 𝔰 ∈ {𝔬, 𝔤}.

By definition, S𝛽 is a restricted sampler (Definition 7.3). We have the following:

Claim 7.29 (¶). S𝛽 has pseudorandom structurally noisy inner products, i.e., IPFEsecS𝛽

pre

(Definition 7.2) holds for both 𝛽 ∈ {0, 1}.
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The very selective security of Construction 7.10 follows from Claim 7.29. Consider the

following hybrids.

• H𝛽
0 is Exp

𝛽
ABE for Construction 7.10. Note that 𝑠msg in the challenge ciphertext is

uniformly random over ℤ𝑞 \ [−2 · 2−𝜅𝑞, 2 · 2−𝜅𝑞].

• In H𝛽
1 , the scalar 𝑠msg is changed to be uniformly random over ℤ𝑞. Clearly,

H𝛽
0 ≈s H

𝛽
1 . Moreover, H

𝛽
1 corresponds to the left distribution of IPFEsec

S𝛽

post.

• In H𝛽
2 , the vectors inside IPFE ciphertexts (components of the ABE challenge

ciphertext) are replaced by random, which corresponds to the right distribution

of IPFEsecS𝛽

post. By Claim 7.29 and the restricted-𝜎IPFE-security of IPFE, we have

H𝛽
1 ≈ H

𝛽
2 .

Lastly, H0
2 ≡ H

1
2. By hybrid argument, we conclude Exp

0
ABE ≈ Exp

1
ABE, completing the

proof. □

Proof (Claim 7.29). Fix 𝛽 ∈ {0, 1} and consider the following hybrids.

• H0 is the left distribution of IPFEsecS𝛽

pre. Recall that the public randomness is

𝑟pub = (𝑟A, 𝑟NLG.Setup, 𝑟rq, 𝑟NLG.GenF). Adopting the notations of the ABE decryption

algorithm, the noisy inner products are

shTQ, 𝑗 = sTQQ𝑗 + eT
sr, 𝑗G̃ + eT

Q, 𝑗 ,

shmsg, 𝑗 = (Sr𝑗)Twout + 𝑒out, 𝑗 + 𝛽𝑠msg − sTQQ𝑗G̃
−1(wout),

shTt, 𝑗 = (Sr𝑗)TT + eT
t, 𝑗 − sTQQ𝑗G̃

−1(T),

shT𝑗,ℓ = (Sr𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT
𝑗,ℓ − sTQQ𝑗G̃

−1(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) (ℓ ∈ [𝐿]),

where 𝑗 ∈ [𝐽] and the entries of e’s are independent Dℤ,𝜎IPFE .

• In H1, additional small noises are attached. For all 𝑗 ∈ [𝐽], the inner products

become

shTQ, 𝑗 = sTQQ𝑗 + ẽ T
Q, 𝑗 + ẽ T

sr, 𝑗G̃ + eT
sr, 𝑗G̃ + eT

Q, 𝑗 ,

shmsg, 𝑗 = (Sr𝑗)Twout + 𝑒out, 𝑗 + 𝛽𝑠msg − (sTQQ𝑗 + ẽ T
Q, 𝑗)G̃

−1(wout),

shTt, 𝑗 = (Sr𝑗)TT + eT
t, 𝑗 − (s

T
QQ𝑗 + ẽ T

Q, 𝑗)G̃
−1(T),

shT𝑗,ℓ = (Sr𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT
𝑗,ℓ − (s

T
QQ𝑗 + ẽ T

Q, 𝑗)G̃
−1(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×),
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where ℓ ∈ [𝐿] and the entries of ẽ are independent Dℤ,𝜎,≤𝜎
√
𝜅. In shQ, 𝑗 ’s, the

ẽQ, 𝑗 ’s and ẽsr, 𝑗 ’s are flooded by eQ, 𝑗 ’s and esr, 𝑗 ’s, respectively. In the other inner

products, each ẽ T
Q, 𝑗G̃

−1(· · ·) is flooded by the 𝑒 or e in that term. Since

(for shQ, 𝑗 ’s) 𝜎
√
𝜅 ≤ 2−𝜅−6𝜎IPFE

𝑛𝐾
≤ 2−𝜅−6𝜎IPFE,

(for the rest) 𝑛𝐾 · 𝜎
√
𝜅 ≤ 𝑛𝐾 · 2−𝜅−6𝜎IPFE

𝑛𝐾
= 2−𝜅−6𝜎IPFE,

Lemma 2.2 applies and H0 ≈s H1.

• In H2, the ẽ’s are no longer truncated, i.e., their entries follow Dℤ,𝜎. We have

H1 ≈s H2 by Lemma 2.1.

• In H3, the LWE samples (sTQQ
𝑗
+ ẽ T

Q, 𝑗) are replaced by random. For all 𝑗 ∈ [𝐽],

sample q
𝑗

$← ℤ𝑛𝑞 and the inner products are

shTQ, 𝑗 = qT
𝑗 + ẽ T

sr, 𝑗G̃ + eT
sr, 𝑗G̃ + eT

Q, 𝑗 ,

shmsg, 𝑗 = (Sr𝑗)Twout + 𝑒out, 𝑗 + 𝛽𝑠msg − qT
𝑗 G̃
−1(wout),

shTt, 𝑗 = (Sr𝑗)TT + eT
t, 𝑗 − qT

𝑗 G̃
−1(T),

shT𝑗,ℓ = (Sr𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT
𝑗,ℓ − qT

𝑗 G̃
−1(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) (ℓ ∈ [𝐿]).

By LWE𝑛,𝑛𝐽,𝑞,𝜎, we have H2 ≈ H3. In this step, we rely on Q’s sampling being

“straight-forward” (for reduction to sample 𝑟rq conditioned on and given Q’s).

• In H4, we perform a change of variable. For all 𝑗 ∈ [𝐽], sample q̃
𝑗

$← ℤ𝑛𝑞 and set

qT
𝑗
= q̃ T

𝑗
− ẽ T

Q, 𝑗G̃, then the inner products are

shTQ, 𝑗 = q̃ T
𝑗 + eT

sr, 𝑗G̃ + eT
Q, 𝑗 ,

shmsg, 𝑗 = (Sr𝑗)Twout + 𝑒out, 𝑗 + 𝛽𝑠msg − (q̃ T
𝑗 − ẽ T

Q, 𝑗G̃)G̃
−1(wout)

= (Sr𝑗 + ẽQ, 𝑗)Twout + 𝑒out, 𝑗 + 𝛽𝑠msg − q̃ T
𝑗 G̃−1(wout),

shTt, 𝑗 = (Sr𝑗)TT + eT
t, 𝑗 − (q̃

T
𝑗 − ẽ T

Q, 𝑗G̃)G̃
−1(T)

= (Sr𝑗 + ẽQ, 𝑗)TT + eT
t, 𝑗 − q̃ T

𝑗 G̃−1(T),

shT𝑗,ℓ = (Sr𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT
𝑗,ℓ − (q̃

T
𝑗 − ẽ T

Q, 𝑗G̃)G̃
−1(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×)

= (Sr𝑗 + ẽQ, 𝑗)T(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT
𝑗,ℓ − q̃ T

𝑗 G̃−1(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×),

where ℓ ∈ [𝐿]. Clearly, H3 ≡ H4.
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• In H5, the LWE samples (Sr𝑗 + ẽQ, 𝑗) are replaced by random. For all 𝑗 ∈ [𝐽],

sample s𝑗 $← ℤ𝑛𝑞 and the inner products are

shTQ, 𝑗 = q̃ T
𝑗 + eT

sr, 𝑗G̃ + eT
Q, 𝑗 ,

shmsg, 𝑗 = sT𝑗wout + 𝑒out, 𝑗 + 𝛽𝑠msg − q̃ T
𝑗 G̃−1(wout),

shTt, 𝑗 = sT𝑗T + eT
t, 𝑗 − q̃ T

𝑗 G̃−1(T),

shT𝑗,ℓ = sT𝑗 (Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT
𝑗,ℓ − q̃ T

𝑗 G̃−1(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) (ℓ ∈ [𝐿]).

By 𝑛 hybrids of LWE𝑛,𝐽,𝑞,𝜎 over the rows of S with public matrix (r1, . . . , r𝐽), we

have H4 ≈ H5.

• In H6, additional noises generated by GenNoise are attached to the garblings. For

all 𝑗 ∈ [𝐽], run

(𝑒out, 𝑗 , {e𝑗,ℓ }ℓ ∈[𝐿] , et, 𝑗) $← GenNoise(param′, pp, 𝑓 ,wout, {Wℓ ,0,Wℓ ,×}ℓ ∈[𝐿]T,R, x𝑗),

and set the inner products to

shTQ, 𝑗 = q̃ T
𝑗 + eT

sr, 𝑗G̃ + eT
Q, 𝑗 ,

shmsg, 𝑗 = sT𝑗wout + 𝑒out, 𝑗 + 𝑒out, 𝑗 + 𝛽𝑠msg − q̃ T
𝑗 G̃−1(wout),

shTt, 𝑗 = sT𝑗T + eT
t, 𝑗 + eT

t, 𝑗 − q̃ T
𝑗 G̃−1(T),

shT𝑗,ℓ = sT𝑗 (Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) + eT
𝑗,ℓ + eT

𝑗,ℓ − q̃ T
𝑗 G̃−1(Wℓ ,0 + x𝑗 [ℓ ]Wℓ ,×) (ℓ ∈ [𝐿]).

The 𝑒, e’s introduced into the inner products are bounded by 𝐵NLG ≤ 2−𝜅−6𝜎IPFE,

so they are flooded (Lemma 2.2) by 𝑒, e’s. We have H5 ≈s H6.

• In H7, all the inner products are replaced by random, i.e., the right distribution

of IPFEsecS𝛽

pre. Note that in H6, non-shQ, 𝑗 ’s are well-randomized garblings (by

s, 𝑒, e’s) plus independent noises and values derived from shQ, 𝑗. Therefore, by

𝐽 hybrids of applying GenNoise-security of NLG, the non-shQ, 𝑗 ’s can be replaced

by random, after which q̃
𝑗
’s ensure shQ, 𝑗 ’s are independent random. Therefore,

H6 ≈ H7.

By hybrid argument, H0 ≈ H7, i.e., IPFEsecS
𝛽

pre holds. □
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Summary. Combining Corollary 7.10, Construction 7.9, and Construction 7.10, we

obtain a CP-ABE scheme for Boolean circuits with succinct ciphertexts.

Corollary 7.30. Under LWE (Assumption 2.2) and evasive learning with structured errors

(Assumption 7.1), there exists a CP-ABE scheme for Boolean circuits with

|mpk| = poly(𝜆, 𝑑), |skx | = (𝐿 + 1) poly(𝜆, 𝑑), |ct𝐶 | = (𝐿 + 1) poly(𝜆, 𝑑),

where 𝐿 = |x| is the attribute length and 𝑑 is the maximum depth.

7.10 Further Discussions

Here are further comments around the research of this chapter.

Evasive LWE as Unstucker/Pathway. I have not mastered lattice techniques to heart

and often feel stuck when trying to prove the security of lattice-based constructions

based on standard lattice techniques. In general, the community has been stuck

on lattice-based ABE for a while. Take CP-ABE for example, the work of [BV22] was

published in 2022, first preprinted in 2020, although its scheme has been circulating

since 2015 [BV20; Section 1.1] — that is one year after [BGG+14] then seven years

without an attack nor a security proof.

In between, there were LWE-based schemes for limited class of functions [Tsa19]

(with adaptive security). The needle started to move following [AY20,AWY20] (see

Chapter 6 on this line), which in addition relied on pairing. The formulation of evasive

LWE [Wee22,Tsa22] greatly improved the momentum, and there have been a flurry of

new results — see the many works cited in this chapter and Chapter 8, as well as the

two chapters themselves.

Given the “generic-model” view of evasive LWE, I regard it as a pathway to unstuck

progress, by providing some security proofs for constructions that are previously

stuck due to a lack of security proof. As excited as I am to see the new ideas and

results, it is also important to research methods of bringing those ideas into schemes

provable under falsifiable assumptions. There has been some effort in this direction,

including [CW23,CW24,Wee24,AMR25a,Wee25].
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PART II

More
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CHAPTER 8

ABE for Circuits of Unbounded Depth from Lattices

This chapter is an adaptation of [HLL23b,HLL23a,HLL25].95

In this chapter, we push the frontier of ABE in the realm of (or at least close to)

implementable cryptography. The structure and hardness of integer lattices has been a

rare gem fueling many powerful cryptography primitives, notably fully homomorphic

encryption (FHE) supporting all circuits, without bounds on size or depth. It can

also be used to construct ABE supporting polynomial-size circuits, but the known

constructions require setting a polynomial upper bound on the maximum circuit depth

upon initializing the scheme. Despite the structural connections between lattice-based

FHE and ABE schemes, removing the depth bound has remained elusive for almost

fifteen years. We construct the first ABE supporting circuits of unbounded depth (and

size) from lattices.

8.1 Introduction

Over the past few decades, there has been remarkable progress in developing a diverse

array of homomorphic primitives. They enable computations involving secrets in a

non-interactive and reusable manner, all while ensuring data privacy and/or integrity.

This advancement has realized long-sought-after primitives such as fully homomorphic

encryption (FHE) [RAD78,Gen09], attribute-based encryption (ABE) [SW05,GPSW06],

functional encryption (FE) [SW05,GPSW06,O’N10,BSW11], and indistinguishability

95Yao-Ching Hsieh, Huijia Lin, Ji Luo:

Attribute-Based Encryption for Circuits of Unbounded Depth from Lattices,

© 2023 IEEE, DOI 10.1109/FOCS57990.2023.00031;

Attribute-Based Encryption for Circuits of Unbounded Depth from Lattices:

Garbled Circuits of Optimal Size, Laconic Functional Evaluation, and More,

© 2025 SIAM, DOI 10.1137/24M1629316.

https://doi.org/10.1109/FOCS57990.2023.00031
https://doi.org/10.1137/24M1629316
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obfuscation (𝑖O) [DH76,BGI+01]. Additionally, a plethora of intriguing concepts

have emerged, including laconic function evaluation (LFE) [QWW18], reusable

garbling [GKP+13b], homomorphic commitments and signatures [BF11,GVW15b],

constrained pseudorandom functions [BW13], among others.

A central research objective is to develop homomorphic primitives supporting

all unrestricted polynomial-size computations, with no predetermined bound on the

parameters such as description size, input length, and depth. Notable successes in this

pursuit include the development of FHE from circular security assumptions [Gen09,

BV11], as well as FE and 𝑖O from well-studied assumptions [JLS21,JLS22]. These

constructions accommodate unrestricted polynomial-size circuits. Since 𝑖O serves as

a powerful tool for achieving other cryptographic goals, the latter results imply the

feasibility of FHE [CLTV15] and ABE (see [GGH+13a] and Chapter 9) for unrestricted

polynomial-size computations, and potentially other homomorphic primitives.

However, beyond these two successes, progress has stagnated, particularly

concerning ABE and related primitives. ABE provides fined-grained access control

for encrypted data, allowing data owners to encrypt data tied to public attributes 𝑥.

Users hold partial decryption keys linked to various access policies 𝑓 , ensuring that

a ciphertext can only be decrypted by keys with matching policy, i.e., 𝑓 (𝑥) = 1. The

state-of-the-art ABE construction based on the hardness of learning with errors (LWE)

by Boneh et al. [BGG+14], following the initial work by Gorbunov, Vaikuntanathan, and

Wee [GVW13], only supports circuits up to predetermined (polynomially bounded) depth,

akin to leveled homomorphic encryption. This depth dependency presents itself in

two ways. Functionally, it requires fixing a bound 𝑑 on the maximum computation

depth when generating the master public key, limiting subsequent computations to

depths below 𝑑. In terms of efficiency, the scheme’s components — master public keys,

secret keys, and ciphertexts — grow in length polynomial in 𝑑. Such dependency has

been inherited by other homomorphic primitives that employ techniques developed

for ABE, including predicate encryption [GVW15a] (PE, enhanced from ABE by further

hiding the attribute in the non-decrypting case), homomorphic signatures [GVW15b],

and constrained pseudorandom functions [BV15]. For ABE, Chapter 6 and the work
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of [CW23] reduced the size of secret keys to be independent of 𝑑, and the works

of [GKW16,BV16,CW24] made the schemes unbounded in input length, but they did

not support unbounded depth, unlike the bootstrapping of FHE.

Even in the simpler scenario with just one secret key published, there is no known

solution to overcome the depth limitation. Hence, we only have 1-key ABE for bounded-

depth circuits, and similarly for LFE [QWW18], 1-key FE [SS10,GVW12,GKP+13b], and

reusable garbling [GKP+13b].

In summary, without using 𝑖O, we are limited to leveled versions of ABE and

related homomorphic primitives. However, these primitives are intuitively closer

to homomorphic encryption in terms of capabilities and techniques than to 𝑖O.

Gentry [Gen09] introduced the bootstrapping technique based on circular security

assumptions to remove depth dependency in FHE. However, after nearly fifteen years,

there is no equivalent of bootstrapping for ABE, even when considering circular

security assumptions and other lattice-based assumptions. In this chapter, we aim to

fill the gap and give direct lattice-based constructions of unbounded depth ABE, PE,

LFE, 1-key FE, and reusable garbling. Such direct constructions without relying on 𝑖O

yield simpler, more efficient, and post-quantum secure schemes. (There is no known

candidate of post-quantum 𝑖O.)

8.1.1 Our Results

We obtain the first lattice-based constructions of ABE and several related primitives

supporting circuits of unbounded depth (and size). Our results come in two versions.

In the single-key setting, we achieve 1-key ABE, LFE, 1-key FE, and compact reusable

garbling schemes, based on a circular security assumption. In the multi-key setting,

we achieve full-fledged ABE (secure against unbounded collusion) and PE by leveraging

a new evasive circular LWE assumption, which is a variant of the recently proposed

evasive LWE assumptions [Wee22,Tsa22]. Notably, our LFE, 1-key FE, and reusable

garbling schemes enjoy almost optimal succinctness (up to polynomial factors in the

security parameter). Their input encoding/ciphertexts scale in length linear in the

input length, while function encoding/secret keys are of constant size (for Boolean-
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output circuits), independent of circuit size or depth. In fact, we obtain the first

garbled circuits where neither online nor offline size depends on the circuit size,

without using 𝑖O, irrespective of the reusability property. Our ABE and PE schemes

have the same level of succinctness. Compared to prior constructions, our schemes

eliminate the multiplicative overheads that grow polynomially with the maximum

depth of the computations.

Only attribute-based LFE (AB-LFE) and full-fledged ABE are included in this

dissertation. See Section 8.6 for discussion of the other results.

Depth-Unbounded AB-LFE from Circular LWE. Circular security assumptions

postulate that LWE samples are pseudorandom even when they are used to encrypt the

underlying secret vector. We rely on the following specific circular LWE assumptioncircular LWE assumption

(Assumption 8.1):

with Afhe =
©­«

Afhe

rTAfhe
:::::

ª®¬ , S = AfheR − bits(rT,−1) ⊗ G,

it holds that Afhe, S, A′, rTA′
:::
≈ $, $, $, $,

where r consists of small Gaussian entries, G is the gadget matrix, Afhe
$← ℤ𝑛×𝑚𝑞 ,

A′ $← ℤ𝑛×𝑚
′

𝑞 , R $← {0, 1}𝑚×𝑚′′ for some appropriate 𝑚,𝑚′′ and any polynomial 𝑚′, and

independent Gaussian noises are added to the terms with wavy underlines. Here, Afhe

is a public key with the corresponding secret key s = (rT,−1)T satisfying sTAfhe = 0
:
,

and S is a circular encryption of (the bits of) s under the secret key s, both generated

honestly using the Gentry–Sahai–Waters FHE scheme [GSW13]. The assumption

states that this circular encryption together with the other LWE samples are jointly

pseudorandom. It is almost identical to the circular security assumption needed for

bootstrapping the [GSW13] FHE scheme, except here the secret key is small Gaussian

instead of uniformly random. In the literature, circular security assumptions with

small secrets have already been used, e.g., for bootstrapping the Brakerski–Gentry–

Vaikuntanathan FHE scheme [BGV12].

Assuming the above circular LWE assumption, we construct depth-unbounded

AB-LFE.
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LACONIC FUNCTION EVALUATION. Introduced by Quach, Wee, and Wichs [QWW18],

LFE enables one party, Alice, to compress a large circuit 𝐶 into a short digest. Using

this digest, Bob can encrypt any input x in a way that allows Alice to recover 𝐶(x)

without learning anything else about x. In LFE, the digest size and the encryption

time (consequently, the ciphertext) are small — much smaller than the circuit size.

In AB-LFE, Bob encrypts message 𝜇 with public attribute x, and Alice can recover

𝜇 if and only if 𝐶(x) = 0. It is a useful primitive in secure computation, implying

Bob-optimized 2-party function evaluation and MPC protocols with laconic online

computation. The prior construction of LFE [QWW18] uses techniques developed in

the constructions of ABE by [BGG+14] and 1-key FE of [GKP+13b], and inherits their

depth dependency. The common reference string, circuit digests, and ciphertexts all

grow in length polynomially in a bound on the computation depth (specified when

generating the common reference string). Assuming the circular LWE assumption,

we remove such dependency.

Construction 8.3 (AB-LFE). Under the circular LWE assumption, there exists a very

selectively secure96 AB-LFE scheme for circuits of unbounded depth and bounded input/

message lengths 𝐿, 𝐿′ with

|crs| = O(𝐿), |digest𝐶 | = O(𝐿′), 𝑇Enc = O(𝐿 + 𝐿′), |ctx | = O(𝐿 + 𝐿′).

In the above statement and rest of this introduction, O(·) hides poly(𝜆) factors.

Full-Fledged Depth-Unbounded ABE from Evasive Circular LWE. We also construct

full-fledged depth-unbounded ABE assuming a stronger assumption, called the

evasive circular LWE assumption, which incorporates circularity into the evasive LWE

assumption of [Wee22] (more on that later). Our ABE is a direct construction.

Construction 8.4 (depth-unbounded ABE). Under the evasive circular LWE assumption

and the circular LWE assumption, there exists a very selectively secure ABE scheme for

96In very selective security (including that for ABE later in the introduction), all adversarial choices

(notably, functions and attributes) must be made independently of any information (notably, public

parameters or master public key) about the scheme instance.
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circuits of unbounded depth and bounded input length 𝐿 with

|mpk| = O(𝐿), |sk𝐶 | = O(1), |ctx | = O(𝐿).

The secret key size of our ABE scheme is constant, while the master public key and

the ciphertexts are compact, of size linear in the maximum attribute length. We

can further remove the predetermined bound 𝐿 on attribute length by applying the

generic transformation of [GKW16] to obtain an ABE scheme for, truly, all polynomial-

size computations, at the price of increasing the secret key size to be linear in the

input length of the function encoded.

Corollary 8.17 (attribute-unbounded depth-unbounded ABE). Under the evasive

circular LWE assumption and the circular LWE assumption, there also exists a very selectively

secure ABE scheme for circuits of unbounded depth and input length with

|mpk| = O(1), |sk𝐶 | = O(𝐿), |ctx | = O( |x|),

where 𝐿 is the input length of 𝐶 in sk𝐶 (not necessarily the same as |x|).

The Evasive Circular LWE Assumption. We explain the evasive circular LWE

assumption at a high level. The evasive LWE assumption [Wee22,Tsa22] asserts that

LWE samples (sTB + eT
B) remain secure even in the presence of low-norm trapdoors

B−1(P) mapping B to another (not necessarily random) matrix P, provided that

(rTB + eT
B, rTP + eT

P) (with fresh random noises eP) are jointly pseudorandom. A simple

formal version is the following. Fix an efficiently sampleable joint distribution S of

matrices A′,P and auxiliary information aux ∈ {0, 1}★, the evasive LWE assumptionevasive LWE assumption

postulates that

if 1 : B, A′, P, rTB
:::

, rTA′
:::

, rTP
:::

, aux ≈ 2 : B, A′, P, $, $, $, aux,

then 3 : B, A′, P, rTB
:::

, rTA′
:::

, K , aux ≈ 4 : B, A′, P, $, $, K, aux.

Here, B $← ℤ𝑛×𝑚𝑞 for 𝑚 = Θ(𝑛 log 𝑞), and K $← B−1(P) is a low-norm matrix satisfying

BK = P.97 The public-coin version of this assumption requires that aux contain the

random coins used for sampling from S.

97K can be efficiently sampled using a trapdoor [MP12] of B.
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Our multi-key depth-unbounded ABE schemes rely on a stronger variant of

the evasive LWE assumption, where both the precondition and the postcondition

additionally include a public key Afhe of [GSW13] and a circular encoding of the secret

key. The circular encoding consists of two parts — a circular encryption S of the

secret key under itself, and the attribute encoding [BGG+14] of S using the same secret

and a matrix Acirc. More formally, fix an efficiently sampleable joint distribution of

Acirc,A′,P, aux, the evasive circular LWE assumptionevasive circular LWE assumption (Assumption 8.2) stipulates that

if 1 , Afhe, S, Acirc, sT(Acirc − S ⊗ G)
:::::::::::::::

≈ 2 , $, $, Acirc, $,

then 3 , Afhe, S, Acirc, sT(Acirc − S ⊗ G)
:::::::::::::::

≈ 4 , $, $, Acirc, $.

Recall that s = (rT,−1)T is essentially the same as r. Note also that Acirc,A′,P, aux are

sampled independent of the public key Afhe and the circular ciphertext S, which are

honestly generated.

The works of [Wee22,VWW22] argue that for evasive LWE, if the precondition

holds, then no attacks are known against the postcondition. In particular, the family

of zeroizing attacks (e.g., [CHL+15,CVW18,HJL21,JLLS23]) that have successfully ruled

out many post-quantum obfuscation candidates and several recently proposed LWE

with leakage assumptions (e.g., [GP21,WW21,DQV+21]) do not work. These attacks

crucially rely on collecting equations of LWE secrets over the integers from correlated

LWE samples (provided by or derived from the assumption or construction being

analyzed). For evasive LWE, this strategy fails, since the precondition ensures that

all LWE samples that can be obtained are jointly pseudorandom, and hence one

cannot collect any useful equation over the integers. Our circular variant adds an FHE

public key and a circular encoding to the precondition and the postcondition, while

maintaining the same justification.

Lastly, we remark that it is possible to construct contrived auxiliary information

with respect to which the (circular or non-circular) evasive LWE assumption becomes

false (e.g., aux contains an obfuscation [VWW22]). However, no such counterexamples

are known in the public-coin case, when aux contains the randomness used for

sampling the matrices. Our KP-ABE schemes only rely on the public-coin version of

the evasive circular LWE assumption.
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Barriers to Adaptivity. Our ABE is very selectively secure — the functions and the

challenge attribute must be chosen prior to seeing the master public key. This is

weaker than selective security often considered in the literature, where the functions,

but not the challenge attribute, can be chosen dependent on the master public key,

the challenge ciphertext, and all previously queried keys. The security proof of the

ABE scheme in this chapter, as well as those of [Wee22] and Chapter 7, relies on

evasive LWE to deal with the trapdoor preimages in all the keys. Since evasive LWE is

non-interactive, the functions in the keys cannot be chosen adaptively.

We note that proving adaptive security for lattice-based ABE for circuits [GVW13,

BGG+14] has been a long-standing open problem. In addition, the recent work of

[BM24] shows evidence that black-box reductions to LWE (or any bounded-round

assumption) are implausible, and the recent work of [AMR25b] presents an adaptive

attack against the ABE scheme of [BGG+14] when the LWE parameters do not grow

fast enough with the attribute length.

A straight-forward idea to enable proof of (non-very) selective security is to

consider an interactive version of evasive LWE, as suggested in [Wee22]. However,

there is a simple counterexample to even the most modestly interactive formulation.

Consider a version of evasive LWE where P (determined by functions in ABE

keys) could depend on B (in ABE master public key). The high-level idea is that

when P is correlated with B, the preimage K could be more useful than one-time

multiplication with LWE samples, enabling attacks to the postcondition not modeled

by the precondition. In our counterexample, it is used for two-time multiplication.

The sampler could set

P = QMQ−1B, with M =
©­«

I𝑛/2

I𝑛/2

ª®¬ ,
where Q is a random 𝑛 × 𝑛 invertible matrix. Writing

sTQ = (sT1, sT2), Q−1B = (BT
1,B

T
2)T,

then

sTB + eT
B = sT1B1 + eT

B + sT2B2, sTP + eT
P = sT2B1 + sT1B2 + eT

P ,
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so the precondition holds under LWE. However, since M2 = I,

BK2 = PK = QMQ−1BK = QMQ−1P = QMQ−1QMQ−1B = B,

and we have

(sTB + eT
B) (K2 − I) = sT(BK2 − B) + eT

B(K2 − I) =

small︷       ︸︸       ︷
eT
B(K2 − I).

We conjecture that K2 − I ≠ 0 with noticeable (in fact, quite high) probability, then for

the postcondition, cT
B(K2 − I) is small if cB consists of LWE samples, and large if cB is

random, i.e., the postcondition fails.

Note that the counterexample is not known to apply to ABE adversaries (it is not

clear how to efficiently find functions leading to such P), similarly to the case of

private-coin evasive LWE and witness encryption [VWW22]. However, the simplicity

of our counterexample renders proving selective security based on an even stronger

assumption less meaningful, even if it could be done. In contrast, the (usual, non-

interactive) version of evasive circular LWE used in this chapter is not known to suffer

from any counterexample. We leave the question of obtaining selective security (or

ambitiously, even adaptive security) for future work.

Our Techniques in a Nutshell. Our key technical contribution is a new bootstrapping

method for the ABE schemes of [BGG+14].

To briefly recap [BGG+14], starting from an input encoding (sT(A − x ⊗ G) + eT),

for any circuit 𝐶, the homomorphic evaluation procedure produces an output

encoding (sT(A𝐶 − 𝐶(x)G) + eT
+), where the noise is exponential in 𝑑. A key authorizing

decryption when 𝐶(x) = 0 enables transforming (sTA𝐶 + eT
+) to approximately sTz for

some z chosen during set-up, which is used as a one-time pad to hide the message.

To make decryption work, the modulus 𝑞 (chosen when the scheme is set up) must

be larger than the maximum output noise, upper-bounding the maximum depth of

circuits that can be handled. Since 𝑞, hence the maximum 𝑑, is determined during

set-up before the circuit is known, the scheme of [BGG+14] only supports evaluating

circuits with a priori bounded depth.

To support circuits of unbounded depth, our bootstrapping technique allows

transforming an attribute encoding (sT(A − 𝑣G) + eT
+) of a bit 𝑣 with large noises e+
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into another encoding (sT(A′ − 𝑣G) + (e′)T) of the same bit with smaller noises e′ of

some fixed magnitude. Moreover, the new matrix A′ can be derived efficiently from

A and other public matrices, independent of s, 𝑣, and the noises. Now, using our

bootstrapping technique, when the noise becomes too large, we can simply reduce

the noise to obtain a refreshed encoding (sT(A′ − 𝑣G) + (e′)T), and perform further

homomorphic evaluation on it. Since bootstrapping can be applied for an unbounded

number of times, we can handle circuits of unbounded depth.

Our ABE bootstrapping is inspired by the FHE bootstrapping [Gen09], but differs

significantly. The idea of FHE bootstrapping is publishing a circular encryption

S of the secret key s, and whenever a ciphertext C becomes too noisy, one can

homomorphically evaluate the decryption function Dec(·,C) with the ciphertext

hardcoded inside, over the circular ciphertext S to obtain a new, less noisy, ciphertext

C′ of the same plaintext. Unfortunately, throughout the past decade, it remained

unknown how to adapt FHE bootstrapping to the context of ABE.

Our ABE bootstrapping proceeds roughly in two steps. The first step adapts the

rounding (or modulus reduction) technique used in the FHE scheme of [BGV12] to

the ABE setting. Rounding an attribute encoding (sT(A − 𝑣G) + eT
+) naïvely would

cause the modulus to decrease, leading again to depth-bounded evaluation. Instead,

our new technique first rounds the encoding, which brings down the modulus, and

then restores the modulus. But after restoration, the result is not a well-formed

attribute encoding, instead, it can be regarded as a “noiseless ciphertext” of the form

(RndPad(s) − 𝑣sTG), where 𝑣sTG is the payload and RndPad(s) is a “blinding factor”

that depends only on s and public matrices. We complement round-then-restore with

another procedure generating an encoding of the form (sTA′ − RndPad(s) + (e′)T) with

small noises, whose sum with the “noiseless ciphertext” is a well-formed attribute

encoding (sT(A′ − 𝑣G) + (e′)T) for the same bit 𝑣 with small noises. The second

step crucially relies on an attribute encoding (sT(Acirc − S ⊗ G) + eT
circ) of the circular

ciphertext. More details can be found in the technical overview (Section 8.1.3).

Lastly, we mention that it is not clear how to combine our bootstrapping techniques

with the lattice trapdoor techniques employed in prior ABE constructions [GVW13,
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BGG+14]. As a result, our security proof does not rely on trapdoor simulation, more

similar to recent works (see [QWW18,Wee22] and Chapter 6). This contributed to our

full-fledged ABE schemes relying on the evasive circular LWE assumption. We leave

the question of removing the new assumption as an interesting future direction.

8.1.2 Related Works

Table 8.1 summarizes the state of KP-ABE for circuits when the underlying work was

initially written. (We discuss concurrent and follow-up works later.)

ABE Constructions Using 𝒊O and Related Primitives. Prior to the work underlying

this chapter, depth-unbounded ABE and (1-key or multi-key) ABE with depth-

independent succinctness were only known using the strong tools of 𝑖O or 𝑖O-related

primitives. The work of [GKP+13a] builds ABE for Turing machines from extractable

witness encryption and SNARK. Both the existence of extractable witness encryption

and that of SNARK are knowledge assumptions in nature, and the only candidate of

extractable witness encryption relies on differing-input obfuscation [ABG+13], which is

even stronger than 𝑖O. It is well known that 𝑖O itself implies FE for unbounded-depth

circuits [GGH+13a], which implies ABE for unbounded-depth circuits. However, the

direct construction yields an FE with non-succinct secret keys, of size polynomial in

the circuit size. In Chapter 9, we use such FE with non-succinct keys to construct

FE and ABE for random-access machines (RAM) with succinct components. All the

components of that scheme, the master public key, secret keys, and ciphertexts, are

of constant size, whereas the master public key and ciphertexts of the ABE schemes

in this chapter still scales with input length.

ABE Constructions Without 𝒊O. As mentioned earlier, the lattice-based ABE schemes

of [GVW13,BGG+14] support circuits of a priori bounded depth and input length,

and the scheme of [BGG+14] has components of size polynomial in the maximum

depth. Several follow-up works improve their construction on the fronts considered

in this chapter. Chapter 6 improves the secret key size from poly(𝜆, 𝑑) to poly(𝜆),

but unfortunately still suffer the constraint of being depth-bounded and have the
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Table 8.1. Comparison among select KP-ABE schemes for circuits.

reference depth-
unbounded |mpk| |sk𝐶 | |ctx | assumptions

[GGH+13a] ✓ poly(𝐿) poly( |𝐶 |) poly(𝐿) 𝑖O

[GKP+13a] ✓ O(1) O(1) poly(𝐿) exWE & SNARK

[AS16] ✓ O(1) poly( |𝐶 |) poly(𝐿) 𝑖O

[AJS17] ✓ O(1) O( |𝐶 |) O(𝐿) 𝑖O (subexp)

[AM18] ✓ O(1) poly( |𝐶 |) O(𝐿) FE

[KNTY19] ✓ O(1) poly( |𝐶 |) poly(𝐿) FE

[GWZ22] ✓ poly(𝐿) poly( |𝐶 |) O(𝐿) 𝑖O

[ACFQ22] ✓ O(1) poly( |𝐶 |) poly(𝐿) FE & DE-PIR

Chapter 9 ✓ O(1) O(1) O(1) FE

[GGH+13b] 𝐿poly(𝑑) |𝐶 | poly(𝑑) 𝐿poly(𝑑) MMaps

[GVW13] 𝐿poly(𝑑) |𝐶 | poly(𝑑) 𝐿poly(𝑑) LWE

[BGG+14] 𝐿poly(𝑑) poly(𝑑) 𝐿poly(𝑑) LWE

[BV16] O(1) O(𝐿) + poly(𝑑) |x| poly(𝑑) LWE

this, 1-key ✓ O(𝐿) O(1) O(𝐿) csLWE

this ✓ O(𝐿) O(1) O(𝐿) evcsLWE

this ✓ O(1) O(𝐿) O( |x|) evcsLWE

𝐿, 𝑑, |𝐶 | are the input length, the depth, and the size of 𝐶, and |x| is the length of x in attribute-

unbounded schemes. For schemes supporting Turing machines or random-access machines,

the shown efficiency is that when the scheme is used for circuits. In component sizes, poly(𝜆)

factors are ignored. For assumptions: exWE is extractable witness encryption; subexp means

subexponential security; FE is for circuits; DE-PIR is doubly efficient private information

retrieval; MMaps is multilinear maps; csLWE is circular small-secret LWE; evcsLWE is evasive

circular small-secret LWE; only the heaviest assumptions are listed.
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master public key and ciphertexts of size polynomially dependent on 𝑑. In addition,

that scheme is designed in the generic pairing group model, thus not post-quantum

secure.

Unbounded Attributes. Brakerski and Vaikuntanathan [BV16] presented an ABE

scheme supporting unbounded attributes, based on and modified from the scheme

of [BGG+14]. Goyal, Koppula, and Waters [GKW16] presented a generic transformation

converting any attribute-bounded ABE into an attribute-unbounded one. (Both also

make security stronger.) As mentioned above, the transformation of [GKW16] can also

be applied to our depth-unbounded ABE scheme to further remove the predetermined

bound on attribute length, yielding a scheme that handles truly all polynomial-size

computations.

Concurrent and Follow-Up Works. The concurrent work of [CW23] achieves ABE

for circuits (of bounded depth) with poly(𝜆)-size secret keys and (𝐿 + 1) poly(𝜆, 𝑑)-

size master public key and ciphertexts, based solely on LWE (same efficiency as

Chapter 6, with pairing removed). The technical core of this chapter, unbounded

homomorphic evaluation for attribute encodings, has been used in many follow-up

works. Oftentimes, if a lattice-based construction uses the homomorphic evaluation

of [BGG+14], then swapping it out by ours yields depth-unbounded and more efficient

schemes. The only case of follow-up work where it is explicitly stated that the encoding

of [BGG+14] cannot be swapped out for ours is [ARS24]. Otherwise, it is the case for

ABE for RAM [DHM+24] and ABE for circuits [Wee24] with secret key size poly(𝜆, 𝑑)

and ciphertext size sublinear in 𝐿 (attribute length). The work of [AKY24a] tweaks

our encoding and evaluation for rerandomization, achieving CP-ABE for circuits

of unbounded depth and ABE for Turing machines. The work of [AKY24b] further

generalized [AKY24a] to achieve, not just ABE, but a new kind of partially hiding

functional encryption, “pseudorandom PHFE”, whose security holds when the outputs

are pseudorandom, with optimal component sizes. The pseudorandom PHFE can

be bootstrapped to KP-ABE, KP-PE, CP-ABE for circuits of unbounded depth with

optimal component sizes, which in turn implies ABE for TM with improved efficiency.

Surprisingly, in [AKY24b], no circularity assumption is needed. However, the variants
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of evasive LWE used in [AKY24a,AKY24b] allow private coins (and such feature is

indeed used in the proof). This renders our result (public-coin, circular) and theirs

(private-coin, non-circular) incomparable. See Section 8.2.3 for a discussion of variants

of evasive LWE.

8.1.3 Technical Overview

In this section, we present the core techniques of our unbounded homomorphic

evaluation before exemplifying its usage with attribute-based laconic function

evaluation (AB-LFE).

[BGG+14] Bounded Homomorphism. Our starting point is the attribute encoding

and its homomorphic evaluation due to [BGG+14]. Let G be the gadget matrix. Given

public matrix A and LWE secret s, the encoding of x (bit-string) is sT(A − x ⊗ G)
::::::::::::

,

where the wavy underline indicates the presence of noise. Given A and a circuit 𝐶

with Boolean output, one can compute a low-norm matrix H𝐶, and given A, 𝐶, x, a

low-norm matrix H𝐶,x, satisfying

(A − x ⊗ G)H𝐶,x = AH𝐶 − 𝐶(x)G =⇒ sT(A − x ⊗ G)
::::::::::::

H𝐶,x = sT(AH𝐶 − 𝐶(x)G)
::::::::::::::::

.

The procedure can be regarded as evaluation on a matrix-valued circuit x ↦→ 𝐶(x)G,

and it can be extended to such circuits having arbitrary matrix output (not just

multiples of G).

The norms of H𝐶 and H𝐶,x grow exponentially with the depth of 𝐶, which translates

to the noise growth. Once the modulus 𝑞 is fixed, it puts a polynomial bound on the

depth — O(log 𝑞) at the very most. After some a priori fixed polynomial depth, the

noise will grow beyond tolerance. Beyond correctness, the security proof of [BGG+14]

also relies on H𝐶,H𝐶,x being low-norm. Clearly, the crux of the matter is controlling

noise growth during homomorphic evaluation.

Inspirations from FHE. In fully homomorphic encryption literature, there are two

major ways of dealing with noise, rounding and bootstrapping.

Let 𝑀 (factor of 𝑞) be a rounding resolution, 𝐶 a low-depth subcircuit, x an input,

and A𝐶 = AH𝐶 the public matrix for 𝐶. As a first attempt, after evaluation of 𝐶 with
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noise about to overflow, we might try⌊ (sT(A𝐶 − 𝐶(x)G) + eT
large) mod 𝑞

𝑀

⌉
= (sTA𝐶,small − 𝐶(x)sTGsmall + eT

small) mod
𝑞

𝑀
. (8.1)

The secret s is now assumed to be low-norm so that it can be “factored” out of

rounding. Here, esmall contains both the rounded elarge and the rounding error.

Rounding reduces the absolute magnitude of noise, but it also shrinks the modulus,

and the modulus-to-noise ratio remains large. Therefore, rounding does not enable

unbounded homomorphic evaluation by itself.

Bootstrapping reduces the noise without diminishing the modulus. Let hct(x)

represent an FHE ciphertext of x. Suppose HEval is the FHE evaluation procedure

such that

HEval𝐶 (hct(x)) = hct(𝐶(x)) for any circuit 𝐶 : x ↦→ 𝐶(x),

where the noise magnitude of the output hct(𝐶(x)) depends on that of the input hct(x)

and the depth of 𝐶. To bootstrap, we publish hct(hsk), an FHE ciphertext of the FHE

secret key hsk (encrypted under itself). Given hctlarge = hct(𝑥), which, though still

decryptable to 𝑥, might contain large noise, we let 𝐶𝑢(𝑣) be a circuit with 𝑢 hardwired

that performs FHE decryption on 𝑢 (ciphertext) using input 𝑣 (key), and run

hctsmall = HEval𝐶hctlarge (hct(hsk)) = hct(𝐶hctlarge (hsk)) = hct(𝑥).

The output hctsmall is again a ciphertext of 𝑥, but its noise magnitude only depends

on that of hct(hsk) and the depth of FHE decryption circuit, not that of hctlarge.

This procedure restores the noise to a fixed amount and helps achieving (non-

leveled) FHE. However, it is not clear how bootstrapping can be applied to attribute

encoding [BGG+14] (or more generally, ABE).

DIFFICULTIES OF BOOTSTRAPPING ABE. A naïve idea to reduce the noise in

cT = sT(A𝐶 − 𝐶(x)G)
::::::::::::::

by bootstrapping is to homomorphically evaluate, on an attribute

encoding of s, a circuit 𝐶𝑢(𝑣) with 𝑢 = c hardwired that outputs the value (i.e., 𝐶(x))
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encoded using the input 𝑣 = s so that98

(wishful thinking) sT(A − s ⊗ G)
::::::::::::

H𝐶c,s = sT(AH𝐶c − 𝐶c(s)G)
:::::::::::::::::

= sT(AH𝐶c − 𝐶(x)G)
::::::::::::::::

,

where the output noise only depends on that in sT(A − s ⊗ G)
::::::::::::

and the depth of 𝐶c, but

not that in c. There are two issues with this approach.

One is that the circuit 𝐶c is ciphertext-dependent, thus unknown at key generation

time, making it difficult, if possible at all, to generate the key corresponding to

the correct circuit. (Concretely, the key depends on H of the circuit, supposedly

independent of the ciphertext.) This is also highlighted by the difference between the

security of FHE and ABE — in FHE, decryption works regardless of the homomorphic

computation applied to the ciphertext, whereas in ABE, since the key is bound to a

specific circuit, the homomorphic evaluation must be authenticated and decryption

must implicitly verify that the correct computation is performed.

The other difficulty is that in [BGG+14] homomorphism, it is necessary to know

the value being encoded, so evaluating a circuit on s requires knowing s, which we

cannot afford as revealing it would destroy security.

Our Unbounded Homomorphic Evaluation. We achieve unbounded homomorphism

for [BGG+14] attribute encoding by combining rounding and (circular-FHE-style)

bootstrapping.

NOISE REMOVAL. We make rounding noiseless. Recall that esmall in Equation (8.1)

contains both the rounded elarge and the rounding error. To remove the former, we

round when ∥elarge∥ is much less than 𝑀. To get rid of the latter, we draw inspiration

from the learning with rounding (LWR) assumption — instead of taking s out from

rounding, we keep it inside:⌊ (sT(A𝐶 − 𝐶(x)G) + eT
large) mod 𝑞

𝑀

⌉
=

(⌊ (sTA𝐶 + eT
large) mod 𝑞

𝑀

⌉
− 𝐶(x)sTGsmall

)
mod

𝑞

𝑀

(with high probability) =

(⌊
sTA𝐶 mod 𝑞

𝑀

⌉
− 𝐶(x)sTGsmall

)
mod

𝑞

𝑀
.

98Precisely speaking, the attribute encoding (and FHE ciphertexts of s later) is bit-by-bit for s (and S

later), and needs to include a helper encoding of 1. We let go of those details for a simplified exposition

in this overview.
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For the first equality to hold, we need 𝑀 to be a power of two so that 𝑀 | G (ignoring

the small entries in G for now) and 𝐶(x), s, G
𝑀
are integral hence can be freely

taken out of rounding. The second equality holds when elarge does not introduce

carrying/borrowing. Intuitively, sTA𝐶 for A𝐶 arising from homomorphic evaluation

should just be random, hence is likely to be far away from the boundary of rounding

jumps.

Rounding transfers the encoding to a smaller modulus 𝑞

𝑀
. We restore the large

modulus 𝑞 by multiplication:

𝑀

⌊ (sT(A𝐶 − 𝐶(x)G) + eT
large) mod 𝑞

𝑀

⌉
=

(
𝑀

⌊
sTA𝐶 mod 𝑞

𝑀

⌉
− 𝐶(x)sT · 𝑀Gsmall

)
mod 𝑞.

We want to recover G, but 𝑀Gsmall only contains the large powers of two in G. We

also glossed over the issue of entries in G less than 𝑀 when rounding. The fix is to

rearrange G by small and large portions GL,GR and amplify GL by 𝑀 before rounding.

Let Q be the permutation matrix such that (GL,GR)Q = G, then the rounding procedure

is ⌊
sT(A𝐶 − 𝐶(x)G)
::::::::::::::

G−1(𝑀GL,GR) mod 𝑞
𝑀

⌉ ©­«
I

𝑀I
ª®¬ Q.

The matrix multiplying 𝐶(x)sT is (note that the quantity being rounded is integral)

⌊
GG−1(𝑀GL,GR)

𝑀

⌉ ©­«
I

𝑀I
ª®¬ Q =

(
GL,

GR
𝑀

) ©­«
I

𝑀I
ª®¬ Q = (GL,GR)Q = G,

and the other part is a rounded pad dependent on A𝐶 and s,

RndPadA𝐶 (s) =
⌊

sTA𝐶G−1(𝑀GL,GR) mod 𝑞
𝑀

⌉ ©­«
I

𝑀I
ª®¬ Q.

We note that proving correctness for the small portion is quite different from that for

the large portion and relies on s being low-norm (see Section 8.3.1).

BOOTSTRAPPING. After noise removal (rounding and modulus restoration), the

encoding is no longer amenable to [BGG+14] homomorphism. If we can compute
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sTA′
𝐶
− RndPadA𝐶 (s)

::::::::::::::::::
for some (other) public matrix A′

𝐶
related to 𝐶, we will be able to

continue homomorphic evaluation using

sTA′𝐶 − RndPadA𝐶 (s)
::::::::::::::::::

+ (RndPadA𝐶 (s) − 𝐶(x)sTG) = sT(A′𝐶 − 𝐶(x)G)
::::::::::::::

.

This naturally calls for homomorphic evaluation on s. But again, we cannot perform

[BGG+14] evaluation on s as it must not be known to the evaluator for security. Instead,

we circularly encrypt s, perform [BGG+14] evaluation on its ciphertext S under itself,

and employ the dual-use technique of [BTVW17] for automagic decryption.

In the FHE scheme of [GSW13], the secret key is sT, a ciphertext is a matrix C,

and decryption is noisy linear. Suppose C encrypts xT, then sTC = xT + noise.99 The

technique of [BTVW17] is to use the same s for attribute encoding and FHE secret key.

We additionally publish

(circular encryption) S = hct(s), (circular encoding) sT(Acirc − S ⊗ G)
:::::::::::::::

.

Given A𝐶, we evaluate HEvalRndPadA𝐶
on attribute S, which yields the desired

sT(Acirc − S ⊗ G)
:::::::::::::::

HHEvalRndPadA𝐶 ,S

([BGG+14]) = sTAcircHHEvalRndPadA𝐶
:::::::::::::::::

− sTHEvalRndPadA𝐶
(S) = sT

AcircHHEvalRndPadA𝐶↑
A′𝐶

::::
− sTHEvalRndPadA𝐶

(hct(s))

([GSW13]) = sTA′𝐶
::::

− sThct(RndPadA𝐶 (s)) = sTA′𝐶 − RndPadA𝐶 (s)
::::::::::::::::::

.

Note that FHE decryption happens automagically when an FHE ciphertext is evaluated

on the attribute. The noise in sTA′
𝐶
− RndPadA𝐶 (s)

::::::::::::::::::
, thus that in sT(A′

𝐶
− 𝐶(x)G)

::::::::::::::
, only

grows with the depth of HEvalRndPadA𝐶
, which is fixed and does not grow with that of 𝐶.

SUMMARY. By removing noise and bootstrapping after every gate, we keep the noise

at a fixed level hence achieve unbounded homomorphic evaluation. Abstractly, the

procedure gives rise to two efficient algorithms (corresponding to H𝐶,H𝐶,x of [BGG+14])

UEvalC(Aattr,Acirc, 𝐶) = A𝐶, UEvalCX(Aattr, cT
attr,Acirc, cT

attr, 𝐶, x, S) = cT
𝐶,

99The formulation in [GSW13] is different. For their bit encryption, we can regard 𝑥sTG as the

plaintext xT. It extends to any vector xT and to ciphertexts homomorphically evaluated for vector-

valued circuits. (See Section 8.2.4.)
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satisfying (with high probability)

UEvalCX(Aattr, sT(Aattr − x ⊗ G)
:::::::::::::::

,Acirc, sT(Aattr − S ⊗ G)
:::::::::::::::

, 𝐶, x, S) = sT(
UEvalC(Aattr,Acirc,𝐶)

↑A𝐶 − 𝐶(x)G)
::::::::::::::

if S is a circular [GSW13] encryption of s.

ONE MINUTE DETAIL. We highlight a technicality here. Recall that noise removal

relies on sTA𝐶 being far away from the boundary of rounding jumps. The intuition

was sTA𝐶 is (pseudo-)random, but in reality, sTA𝐶 = sTAH𝐶 for some low-norm H𝐶

dependent on A. Although sTA is marginally random, H𝐶 has complicated dependency

(described by 𝐶) on it, so the distribution of sTA𝐶 is not easy to work with. For our

scheme, the last entry of s is always −1, in the worst scenario without considering

the exact structure of H𝐶, for every z, there exists a function 𝐻 : A ↦→ H outputting a

low-norm matrix that makes sTA𝐻 (A) = zT happen with overwhelming probability.100

We take advantage of the fact that the low-norm H𝐶 is efficiently computable. Our

technique is to introduce (another, independent) noise e. Under the LWE assumption,

(sTA + eT)H𝐶 is indistinguishable from 𝜹TH𝐶 (for 𝜹 random and independent of H𝐶).

The latter can be shown to be far away from the boundary of rounding jumps. (See

Lemma 8.6.)

Alternatively, the issue can be worked around by adding a random shift to the

value before rounding. The shifts can be generated using a PRF key.

Laconic Function Evaluation. Putting things together, we present our AB-LFE

construction using unbounded homomorphic evaluation. Its components are

crs = (Aattr,Acirc), digest = A𝐶, ctx(𝜇) = (S, cattr, ccirc, z, 𝑐msg),

where S =

( Afhe
sTAfhe+eTfhe

)
R − s ⊗ G is the circular ciphertext, and

cT
attr = sT(Aattr − x ⊗ G) + eT

attr, cT
circ = sT(Acirc − S ⊗ G) + eT

circ,

𝑐msg = sTA𝐶G−1(z) + 𝑒msg + 𝜇 · ⌊𝑞/2⌉

100For most z, this 𝐻 is not known (nor believed) to be efficiently computable.
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are the attribute/circular/message encodings. To decrypt when 𝐶(x) = 0, run UEvalCX

to obtain

cT
𝐶,x = sT(A𝐶 − 𝐶(x)G)

::::::::::::::
= sTA𝐶

::::
,

which can be used to cancel sTA𝐶G−1(z) in 𝑐msg for message recovery.

The security proof when 𝐶(x) = 1 involves two steps. First, simulate message

encoding using

sTA𝐶G−1(z) + 𝜇 · ⌊𝑞/2⌉
:::::::::::::::::::::

= 𝜇 · ⌊𝑞/2⌉ + cT
𝐶,xG−1(z)︸       ︷︷       ︸

sT (A𝐶−𝐶(x)G)G−1 (z)
::::::::::::::

+

=1︷︸︸︷
𝐶(x) · sTz

::
.

Then, invoke circular LWE on secret s to hide 𝜇 with the pseudorandom pad sTz
::
.

Attribute-Based Encryption. Our ABE scheme has many components similar to our

LFE scheme, with two major differences — ciphertexts are not specific to any circuit

and security holds against multiple unauthorized keys. The first means 𝑐msg cannot

depend on A𝐶. We use “one more level of indirection” of one-time pads. We sample

B, z during set-up and let

cT
B = sTB + eT

B, 𝑐msg = sTz + 𝑒msg + 𝜇 · ⌊𝑞/2⌉.

For decryption, we let the secret key be a random vector z′ together with a low-norm

vector k (sampled using the trapdoor of B) such that Bk = A𝐶G−1(z′) + z. Think of

sTA𝐶G−1(z′) as a one-time pad for sTz (conditionally removable if 𝐶(x) = 0), and the

latter as a one-time pad for the message. When 𝐶(x) = 0, the decryptor computes

𝑐msg + cT
Bk − sTA𝐶

::::
· G−1(z′) = 𝜇 · ⌊𝑞/2⌉

::::::::
.

To argue security based on the evasive circular LWE assumption, it suffices to prove

the precondition, which asserts that all directly given LWE samples and all LWE

samples computable from the trapdoor are jointly pseudorandom. The difference

between the precondition proof and the LFE proof is that in the view, there are

cT
Bk𝑗 : sTA𝐶𝑗G

−1(z′𝑗)
:::::::::::

+ sTz for all queried keys for 𝐶𝑗
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due to the trapdoor. We simulate these components as

cT
𝐶𝑗 ,xG−1(z′𝑗)︸         ︷︷         ︸

sT (A𝐶𝑗−𝐶𝑗 (x)G)G
−1 (z′

𝑗
)

::::::::::::::::

+

=1︷︸︸︷
𝐶𝑗 (x) · sTz′𝑗

:::

+ sTz,

and invoke circular LWE to argue pseudorandomness.

8.2 Preliminaries

All circuits in this chapter are Boolean and use only conjunction, disjunction, and

negation gates. For conceptual reasons, the domain/codomain of circuits might be

written as any finite set, but pragmatically, the input/output are always encoded as bits.

We write 𝐴 $→ 𝐵 for distributions over 𝐵 indexed by 𝐴, i.e., a randomized function

mapping 𝐴 to 𝐵.

Useful facts about intervals (intersected with the set of integers, see Chapter 2)

are | [𝑎, 𝑏) | = ⌈𝑏⌉ − ⌈𝑎⌉ for all 𝑎 ≤ 𝑏, and 2𝑎 − 1 < ⌈𝑎⌉ − ⌈−𝑎⌉ < 2𝑎 + 1 for all 𝑎. For

𝑧 ∈ ℤ𝑞, the canonical bits(𝑧) is the binary representation of its smallest non-negative

representative (less than 𝑞), low to high, potentially with extra trailing (high) zeros.

The expression (𝑧 mod 𝑞) denotes the representative in
[
− 𝑞2 ,

𝑞

2
)
. We also write

(𝑧 mod 𝑝) when 𝑝 divides 𝑞. Remainder extends to matrices entry-wise.

Symbols. Table 8.2 explains select single-letter symbols used in this chapter.

8.2.1 Attribute-Based Laconic Function Evaluation

See Section 8.6 for further discussions on general LFE.101

Definition 8.1 (AB-LFE [QWW18]). Let 𝑃 = {𝑃𝜆,param}𝜆∈ℕ,param∈Params𝜆 be a family of

predicate sets, where each 𝑃𝜆,param is a set of predicates { 𝑓 : 𝑋𝜆,param → {0, 1}1×𝐿
′ },

with Params = {Params𝜆}𝜆∈ℕ being a sequence of parameter sets, 𝑋𝜆,param a domain

dependent only on 𝜆 and param, and 𝐿′ the output length of 𝑓 (different for each 𝑓 ).

101The definitions in this dissertation are specialized for AB-LFE and are textually quite different from

the versions in [HLL23a,HLL25,HLL23b].
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Table 8.2. Select single-letter symbols in this chapter.

symbol meaning

𝜆,𝛽,A,S security parameter, challenge bit, adversary, sampler

𝐽, 𝑗 key count, index

𝑓 , 𝑥,𝝁 function, attribute, messages [abstract]

𝐶, 𝑑, x, 𝐿, ℓ , 𝜇 circuit, depth, input, length, index, message

𝑐, 𝑟 commitment, opening/randomness

𝜾, I, g,G standard basis, identity matrix, gadget vector, gadget matrix

𝑛, 𝑚 LWE dimension, sample count [shape of matrix with trapdoor]

𝑚′, 𝑞,𝜎 LWE sample count, modulus, Gaussian error width

𝜌, 𝐵 hardness exponent, error bound

A,A, aT matrix without trapdoor, first 𝑛 rows, last row

B, 𝜏 matrix with trapdoor, trapdoor of matrix

p,P,k,K image, many, Gaussian preimage, many

r, s circular LWE secret without −1, with −1 [sT = (rT,−1)]

𝑒, e, c, 𝛿, 𝜹,∆ error, many, LWE samples, random value, many, many

R,X,C, S FHE randomness, ciphertexts of x, of 𝐶(x), of s

H,h, ℎ homomorphic evaluation matrix, column, column function

𝑀, 𝑝 rounding resolution (dividing 𝑞), generic factor of 𝑞

GL,GR,Q “left” part of G, “right” part, permutation [(GL,GR)Q = G]

z public vector creating one-time pad

To save space, “many” following 𝑋 means “many 𝑋 ’s”, e.g., P is “many images”.
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An attribute-based laconic function evaluation scheme for 𝑃 consists of four efficient

algorithms.

• GenCRS(1𝜆, param) takes some param ∈ Params𝜆 as input and outputs a common

reference string crs.

• Compress(1𝜆, crs, 𝑓 ) takes as input crs and some 𝑓 : 𝑋𝜆,param → {0, 1}1×𝐿
′ ∈ 𝑃𝜆,param.

It outputs a potentially randomized digest, whose length only depends on 𝐿′,

𝜆, and param (not the description size of 𝑓 ). If the algorithm is randomized, it

must be public-coin, i.e., digest is a pair whose first component is the random

tape prefix read by that invocation of Compress.

• Enc(1𝜆, crs, 𝐿′, digest, 𝑥,𝝁) takes as input crs, 𝐿′, digest, some 𝑥 ∈ 𝑋𝜆,param, and

a multi-bit message 𝝁 ∈ {0, 1}𝐿′. It outputs a ciphertext ct of 𝝁 bound to 𝑓 , 𝑥.

• Dec(1𝜆, crs, 𝑓 , digest, 𝑥, ct) is supposed to recover 𝝁 [ℓ ] if 𝑓 (𝑥) [1, ℓ ] = 1.

Definition 8.2 (AB-LFE correctness). Given an AB-LFE (Definition 8.1), consider the

following ExpadptvAB-LFE✓ (1
𝜆,A).

• Setup. Launch A(1𝜆) and receive param ∈ Params𝜆 from it. Run

crs $← GenCRS(1𝜆, param)

and send crs to A.

• Query. A chooses some 𝑓 : 𝑋𝜆,param → {0, 1}1×𝐿
′ ∈ 𝑃𝜆,param. Run

digest $← Compress(1𝜆, crs, 𝑓 )

and send digest to A.

• Challenge. A chooses some 𝑥 ∈ 𝑋𝜆,param and 𝝁 ∈ {0, 1}𝐿′. Run

ct $← Enc(1𝜆, crs, 𝐿′, digest, 𝑥,𝝁).

• Test. Run 𝝁′
$← Dec(1𝜆, crs, 𝑓 , digest, 𝑥, ct). If 𝑓 (𝑥) [1, ℓ ] = 1 but 𝝁′[ℓ ] ≠ 𝝁 [ℓ ] for

some ℓ ∈ [𝐿′], the outcome of the experiment is 1. Otherwise, the outcome is 0.
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Exp𝑓 -selAB-LFE✓ is modified from ExpadptvAB-LFE✓ by requiring A to choose 𝑓 during Setup

together with param (before it receives crs).

The scheme is (computationally)102 adaptively correct if Pr[ExpadptvAB-LFE✓ (1
𝜆,A) → 1] is

negligible for all efficient A. For statistical correctness, A can be inefficient but its

total output length ( |param| + | 𝑓 | + |𝑥| + 𝐿′) must be poly(𝜆)-bounded. For 𝑓 -selective

correctness, the experiment is Exp𝑓 -selAB-LFE✓.

Definition 8.3 (AB-LFE security). Given an AB-LFE scheme (Definition 8.1) and a

simulator SimEnc, consider Expadptv,realAB-LFE (1
𝜆,A) and Expadptv,simAB-LFE (1

𝜆,A).

• Setup. Launch A(1𝜆) and receive param ∈ Params𝜆 from it. Run

crs $← GenCRS(1𝜆, param)

and send crs to A.

• Query. A chooses some 𝑓 : 𝑋𝜆,param → {0, 1}1×𝐿
′ ∈ 𝑃𝜆,param. Run

digest $← Compress(1𝜆, crs, 𝑓 )

and send digest to A.

• Challenge. A chooses some 𝑥 ∈ 𝑋𝜆,param and 𝝁 ∈ {0, 1}𝐿′. Run

ct $←

Enc(1𝜆, crs, 𝐿′, digest, 𝑥,𝝁), in Expadptv,realAB-LFE ;

SimEnc(1𝜆, crs, 𝑓 , digest, 𝑥, (𝝁 [ℓ ])𝑓 (𝑥) [1,ℓ ]=1), in Expadptv,simAB-LFE ;

and send ct to A.

• Guess. A outputs a bit 𝛽′ ∈ {0, 1}, which is the outcome of the experiment.

Exp𝑥-selAB-LFE (resp. Exp
very-sel
AB-LFE ) is modified from ExpadptvAB-LFE by requiring A to choose 𝑥

(resp. 𝑓 , 𝑥) during Setup together with param (before it receives crs).

The scheme is adaptively (resp. 𝑥-selectively; very selectively) secure if there exists an

efficient simulator SimEnc such that Expadptv,realAB-LFE ≈ Expadptv,simAB-LFE (resp. for Exp𝑥-selAB-LFE; for

Expvery-selAB-LFE ).

102The strength of correctness is not the same as the nature of its proof. See Footnote 103.
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8.2.2 Attribute-Based Encryption (Lesser Correctness)

We remind the readers of [HLL23b] that the meaning of 𝜑 outputting ⊥ is different.

In [HLL23b], it is used to characterize the gap in correctness and security for predicate

encryption (PE). In this dissertation, it is for abandoning both correctness and security

— used in Chapters 7 and 9.

We will define PE separately when we need it (see Definition 8.5). Below, we define

the lesser versions of correctness for ABE, only for non-⊥ cases.

Definition 8.4 (ABE correctness). Given an ABE scheme (Definition 2.3 with 𝑇 not

important and 𝑃 never ⊥), consider the following Expadptv+ABE✓ (1
𝜆,A).

• Setup. Launch A(1𝜆) and receive param ∈ Params𝜆 from it. Set up the scheme

by running (mpk,msk) $← Setup(1𝜆, param) and send (mpk,msk) to A.

• Query I. Repeat the following for arbitrarily many rounds determined by A.

In each round, A chooses 𝑓𝑗 ∈ 𝐹𝜆,param. Run sk𝑗 $← KeyGen(1𝜆,msk, 𝑓𝑗) and send

sk𝑗 to A.

• Challenge. A chooses 𝑥 ∈ 𝑋𝜆,param and 𝑦 ∈ 𝑌𝜆,param. Run ct $← Enc(1𝜆,mpk, 𝑥, 𝑦)

and send ct to A.

• Query II. Same as Query I.

• Test. Run 𝑧𝑗
$← Decmpk,𝑓𝑗 ,sk𝑗 ,𝑥,ct(1𝜆) for all 𝑗. If 𝑃𝜆,param( 𝑓𝑗 , 𝑥) = 1 but 𝑧𝑗 ≠ 𝑦 for

some 𝑗, then the outcome of the experiment is 1. Otherwise, the outcome is 0.

Variants of Expadptv+ABE✓ are “𝑥𝑦-sel+”, “𝑓 -sel+”, “adptv”, “𝑥𝑦-sel”, “𝑓 -sel”, “very-sel”, where

“+” (strong) means msk is given (default is non-strong) and “𝑥𝑦-sel” (resp. “𝑓 -sel”;

“very-sel”) means (𝑥, 𝑦) (resp. all 𝑓𝑗 ’s; (𝑥, 𝑦) and all 𝑓𝑗 ’s) must be chosen together with

param (before mpk is generated).

The scheme is computationally (resp. statistically) which-correct (default is compu-

tational)103 if Pr[ExpwhichABE✓ (1
𝜆,A) → 1] is negligible for all efficient A (resp. all, poten-

103The strength of correctness is not the same as the nature of its proof. Since there is no interaction

in Expvery-selABE✓ , computational very selective correctness against non-uniform adversaries is equivalent
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tially inefficient, A whose total output length ( |param| +∑
𝑗 | 𝑓𝑗 | + |𝑥| + |𝑦|) is poly(𝜆)-

bounded). It is perfectly correct104 if Pr[Expvery-selABE✓ (1
𝜆,A) → 1] = 0 for all A.

8.2.3 Lattices

For ergonomics, some lattice-related notations in this chapter are different from

the usual convention in Chapter 2. Let 𝑛, 𝑚 ≥ 1 and 𝑞 ≥ 2 be integers such that

log2 𝑞 ≤ 𝑚
𝑛+1 ∈ ℤ (note that the denominator is now (𝑛 + 1), instead of 𝑛). Let

g =
(
20, 21, . . . , 2

𝑚
𝑛+1−1)T and G = I𝑛+1 ⊗ gT =

©­«
G

𝜾T
𝑛+1 ⊗ gT

ª®¬
be the gadget vector and the gadget matrix (note that their shapes are changed), with

G being the first 𝑛 rows of G. The notations G−1(p),G−1(P) are for (𝑛 + 1)-row p,P.

Circular LWE. We rely on the LWE assumption for small secrets with circular security.

Assumption 8.1 ((circular) small-secret LWE). Let 𝑛, 𝑚, 𝑚′ ≤ poly(𝜆), 𝑞 ≤ 2poly(𝜆),

𝜎 = 𝜎(𝜆), 𝜎′ = 𝜎′(𝜆), and (with the argument 𝜆 omitted for those functions)

Afhe
$← ℤ𝑛×𝑚𝑞 , A′ $← ℤ𝑛×𝑚

′
𝑞 , r $← D𝑛

ℤ,𝜎,≤𝜎
√
𝜆
, s← (rT,−1)T,

efhe $← D𝑚

ℤ,𝜎,≤𝜎
√
𝜆
, e′ $← D𝑚′

ℤ,𝜎′,≤𝜎′
√
𝜆
, R $← {0, 1}𝑚×(𝑛+1) ⌈log2 𝑞⌉𝑚,

𝜹fhe
$← ℤ𝑚𝑞 , 𝜹′

$← ℤ𝑚
′

𝑞 , ∆ $← ℤ
(𝑛+1)×(𝑛+1) ⌈log2 𝑞⌉𝑚
𝑞 .

The circular small-secret LWE assumption csLWE𝑛,𝑚,𝑚′,𝑞,𝜎,𝜎′ states that
©­­«1𝜆, ©­«

Afhe

rTAfhe + eT
fhe

ª®¬ , ©­«
Afhe

rTAfhe + eT
fhe

ª®¬ R − bits(s) ⊗ G, A′, rTA′ + (e′)T
ª®®¬
𝜆∈ℕ

≈

©­­«1𝜆, ©­«

Afhe

𝜹T
fhe

ª®¬ , ∆︸                                                            ︷︷                                                            ︸
circular terms

, A′, (𝜹′)T
ª®®¬
𝜆∈ℕ.

to statistical very selective correctness, and its proof might well rely on non-uniform computational

hardness.
104This definition of perfect correctness is equivalent to the version per Definition 2.1.
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For the small-secret LWE assumption sLWE𝑛,𝑚′,𝑞,𝜎,𝜎′, the circular terms are removed

from both distributions.

Lemma 8.1. The following hardness implications are true:

• csLWE𝑛,𝑚,𝑚′,𝑞,𝜎,𝜎′ =⇒ sLWE𝑛,𝑚′,𝑞,𝜎,𝜎′ =⇒ LWE𝑛,𝑚′,𝑞,𝜎′;

• LWE𝑛,𝜆𝑛+𝑚′,𝑞,𝜎′ =⇒ sLWE𝑛,𝑚′,𝑞,𝜎′,𝜎′ [ACPS09];

• LWE𝑛,2𝜆+𝑛⌈log2 𝑞⌉,𝑞,2−𝜆𝜎′ =⇒ LWE𝑛,𝑚′,𝑞,𝜎′ for all 𝑚′ = poly(𝜆);

• sLWE𝑛,2𝜆+𝑛⌈log2 𝑞⌉,𝑞,𝜎,2−𝜆𝜎′ =⇒ sLWE𝑛,𝑚′,𝑞,𝜎,𝜎′ for all 𝑚′ = poly(𝜆);

• csLWE𝑛,𝑚,2𝜆+𝑛⌈log2 𝑞⌉,𝑞,𝜎,2−𝜆𝜎′ =⇒ csLWE𝑛,𝑚,𝑚′,𝑞,𝜎,𝜎′ for all 𝑚′ = poly(𝜆).

In addition, if 𝑚 ≥ 2𝜆 + 𝑛⌈log2 𝑞⌉, then csLWE𝑛,𝑚,0,𝑞,𝜎,0 implies csLWE𝑛,𝑚,𝑚′,𝑞,𝜎,2𝜆𝜎 for all

𝑚′ = poly(𝜆).

Here, LWE is Assumption 2.2 (not directly used in this chapter), which is equivalent to

Assumption 8.1 with the distribution of r changed to r $← ℤ𝑛𝑞 and the circular terms removed

(the two equivalent versions differ in truncation of noises).

The first implication is by ignoring additional terms. The third to the last are by the

leftover hash lemma and noise flooding. Due to the presence of circular encryption,

the last two reductions in Lemma 8.1 cannot alter the distribution of r.

PARAMETERS. We rely on csLWE with the following parameters:

• 𝑛 is a fixed polynomial in 𝜆 and 𝑚 = 3(𝑛 + 1) ⌈log2 𝑞⌉;105

• 𝑚′ varies over all possible polynomials in 𝜆;

• log2 𝑞 is an integer and fixed polynomial in 𝑛;

• 𝜎,𝜎′ are fixed functions of 𝑛 such that 𝑞

𝜎
√
𝑛
,

𝑞

𝜎′
√
𝑛
= Ω(2𝑛𝜌 ) for some constant

0 < 𝜌 < 1
2 .

105This choice of 𝑚 enables the reduction of non-circular IND-CPA security of the [GSW13] FHE scheme

(used in the circular terms) to LWE𝑛,𝑚,𝑞,𝜎′ , providing heuristic justification for our assumption. It also

satisfies the constraint in Lemma 2.3 for trapdoor generation.
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By Lemma 8.1, they reduce to a single csLWE𝑛,𝑚,2𝜆+𝑛⌈log2 𝑞⌉,𝑞,𝜎,2−𝜆𝜎′ assumption, which

also implies all sLWE𝑛,poly(𝜆),𝑞,𝜎,𝜎′ and LWE𝑛,poly(𝜆),𝑞,𝜎′. In our derivation, we might use

more specific choices of parameters.

We remark that we could solely rely on quasi-polynomial modulus-to-noise ratio.

Clearly, the correctness error would not go below quasi-polynomial. There is a

less obvious cost. Since our security proof relies on correctness, the provable

advantage bound would also be quasi-polynomial, even if the assumptions have

subexponential security. We choose to not go this route. In contrast, we obtain

subexponential correctness and security from subexponential modulus-to-noise ratio if

the assumptions are subexponentially secure, because our reductions are polynomial-

time.

Evasive LWE. We formulate the variant of evasive LWE assumption needed for our

KP-ABE. While it appears complicated due to incorporation of circular ciphertext and

encoding, the assumption follows the same rationale as existing variants of evasive

LWE. More discussion follows the definition.

Assumption 8.2 (evasive circular small-secret LWE). Let S (1𝜆; aux) be an algorithm

that, given randomness aux, outputs

Acirc ∈ ℤ𝑛×(𝑚(𝑛+1)2 ⌈log2 𝑞⌉2+1)𝑚
𝑞 , A′ ∈ ℤ𝑛×𝑚′𝑞 , P ∈ ℤ𝑛×𝐽𝑞 , 𝜎, 𝜎′, 𝜎−1, 𝜎post, 𝜎pre,

where 𝑚 ≥ 𝑚0(𝑛, 𝑞) and 𝜎−1 ≥ 𝜎0(𝑛, 𝑚) are constrained by Lemma 2.3 and 𝜎post ≥ 𝜎pre.

Suppose eB ∈ ℤ𝑚, eP ∈ ℤ𝐽 , 𝜹B $← ℤ𝑚𝑞 , 𝜹P
$← ℤ𝐽𝑞 , and

Afhe
$← ℤ𝑛×𝑚𝑞 , (B, 𝜏) $← TrapGen(1𝑛, 1𝑚, 𝑞), K $← SampD(B, 𝜏,P,𝜎−1),

efhe $← D𝑚

ℤ,𝜎,≤𝜎
√
𝜆
, ecirc $← D(𝑚(𝑛+1)2 ⌈log2 𝑞⌉2+1)𝑚

ℤ,𝜎′,≤𝜎′
√
𝜆

, e′ $← D𝑚′

ℤ,𝜎′,≤𝜎′
√
𝜆
,

𝜹fhe
$← ℤ𝑚𝑞 , 𝜹circ

$← ℤ
(𝑚(𝑛+1)2 ⌈log2 𝑞⌉2+1)𝑚
𝑞 , 𝜹′

$← ℤ𝑚
′

𝑞 ,

r

s

$← D𝑛

ℤ,𝜎,≤𝜎
√
𝜆
,

← (rT,−1)T,

R

∆

$← {0, 1}𝑚×(𝑛+1) ⌈log2 𝑞⌉𝑚,

$← ℤ
(𝑛+1)×(𝑛+1) ⌈log2 𝑞⌉𝑚
𝑞 ,

S =
©­«

Afhe

rTAfhe + eT
fhe

ª®¬ R − bits(s) ⊗ G.

In the precondition, the entries of eB, eP are independent and follow D
ℤ,𝜎pre,≤𝜎pre

√
𝜆,
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and evcsLWESpre states that
©­­­­­«

1𝜆, aux, Afhe, B, rTAfhe + eT
fhe, S,

rT(Acirc − (1, bits(S)) ⊗ G) + eT
circ,

rTA′ + (e′)T, rTB + eT
B, rTP + eT

P

ª®®®®®¬
𝜆∈ℕ

≈


©­­­­­«
1𝜆, aux, Afhe, B, 𝜹T

fhe, ∆,

𝜹T
circ,

(𝜹′)T, 𝜹T
B, 𝜹

T
P

ª®®®®®¬
𝜆∈ℕ

.

In the postcondition, the entries of eB are independent and follow D
ℤ,𝜎post,≤𝜎post

√
𝜆, and

evcsLWESpost states that
©­­­­­«

1𝜆, aux, Afhe, B, rTAfhe + eT
fhe, S,

rT(Acirc − (1, bits(S)) ⊗ G) + eT
circ,

rTA′ + (e′)T, rTB + eT
B, K

ª®®®®®¬
𝜆∈ℕ

≈


©­­­­­«
1𝜆, aux, Afhe, B, 𝜹T

fhe, ∆,

𝜹T
circ,

(𝜹′)T, 𝜹T
B, K

ª®®®®®¬
𝜆∈ℕ

.

The evasive circular small-secret LWE assumption postulates that evcsLWESpre implies

evcsLWESpost for all efficient sampler S.

Remarks. We briefly compare known variants of evasive LWE assumptions. Assump-

tion 8.2 and those in [Wee22,WWW22] and Chapter 7 are only for public-coin samplers,

enforced by providing the sampler randomness to the distinguisher. Those in [Tsa22,

VWW22,ARYY23] consider private-coin samplers, where the auxiliary information

passed to the distinguisher is an additional output of the sampler. Assuming evasive

LWE only for public-coin samplers avoids obfuscation-based counterexamples, where

P is sampled with a trapdoor and the auxiliary information contains an obfuscated

program with the trapdoor hardwired. From a provable security perspective, the

desideratum for public-coin variants (achieved by all such ones) is that the assump-

tion should not suffer from any known counterexamples and should suffice for the

application.

The exact formulations vary — whether the matrix B (with trapdoor) is public

or not, whether the secret S is sampled by S (only for private-coin versions) or

prescribed, specification of advantage relation106 between precondition and post-

condition, number of matrices with trapdoors, how additional LWE samples can be

106There are three levels of specifications. The most coarse is “polynomial indistinguishability implies

polynomial indistinguishability”, which is the approach taken here and in Chapter 7. The intermediate

version [Wee22,WWW22,ARYY23] requires unspecified polynomial relation between the two adversaries



382

formed (i.e., A), noise structure, circularity, etc. They are formulated to be natural (in

the sense that they deal with preimages of general A,P, decoupled from the specific

distributions of A,P used in the application) and sufficient for the intended application.

The common underlying intuition is that the trapdoor preimages are only useful in

breaking pseudorandomness by its natural usage, i.e., multiplying the LWE samples

under the matrix with trapdoor.

As suggested in [Wee22], the noise magnitude in the postcondition can be

made larger than that in the precondition for a more conservative assumption.

We can implement it by requiring evasive LWE to hold only for samplers with

a certain gap between 𝜎post and 𝜎pre. We additionally allow a worse Gaussian

preimage K. Otherwise, our assumption is stronger than the version in [Wee22],

and is incomparable to those in [WWW22] and Chapter 7.

We note that in our formulation, in contrast to eB, eP, the distributions of

r, efhe, ecirc, e′ are invariant across evcsLWEpre and evcsLWEpost. Intuitively, eB, eP being

smaller in the precondition compensates for the fact that in the postcondition, the

noise attached to rTBK is not an independent eP but correlated with eB. However, this

does not apply to r, efhe, ecirc, e′. In the presence of circular encryption, a distribution-

varying r is difficult to interpret. Lastly, the formulation must consider different

magnitudes for e′, eP — for correctness, efhe, ecirc, e′ (the last contains attribute

encoding noises) must be small to be successfully refreshed; operationally, the

(refreshed) homomorphic noises are larger than ecirc; for security, eP must be large to

flood the homomorphic noises. We thus settle for the version above.

The sampler is allowed to choose Acirc. Since the public matrices for circuits

depend on it, it must be known to the sampler, either (here) chosen by or (alternatively)

given to the sampler. In both cases, the structure of (Acirc − (1, bits(S)) ⊗ G) must be

incorporated into the assumption, because the sampler cannot choose S. We settle

for one possible version here.

in the two conditions. The finest level stipulates exact polynomial relation between the two adversaries,

which is needed if the assumption is to be applied super-constantly many times [Tsa22,VWW22] (pointed

out in [AKY24b]).
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For a more complete study of evasive LWE assumptions, we refer the reader

to [BÜW24].

8.2.4 Homomorphic Encryption and Evaluation à la [GSW13]

We rely on the (leveled fully) homomorphic encryption due to [GSW13]. Since we use

it as a building block and the security proof of our construction will be different, we

only recall the format (without the distribution) of its components and the correctness

property.

Lemma 8.2 ([GSW13]). The leveled FHE scheme works as follows.

• The keys are

(public) Afhe =
©­«

Afhe

rTAfhe + eT
fhe

ª®¬ ∈ ℤ(𝑛+1)×𝑚
𝑞 , (secret) sT = (rT,−1) ∈ ℤ𝑛+1,

where r ∈ ℤ𝑛, Afhe ∈ ℤ𝑛×𝑚𝑞 , efhe ∈ ℤ𝑚.

• A ciphertext of 𝑥 ∈ {0, 1} is

X = AfheR − 𝑥G ∈ ℤ(𝑛+1)×𝑚
𝑞 ,

where R ∈ ℤ𝑚×𝑚 is the encryption randomness. The decryption equation is

sTX = −eT
fheR − 𝑥sTG ∈ ℤ𝑚𝑞 ,

which can be used to extract 𝑥 via multiplication by G−1(⌊𝑞/2⌉𝜾𝑛+1).

• There is an efficient algorithm

MakeHEvalCkt(1𝑛, 1𝑚, 𝑞, 𝐶) = HEval𝐶

that takes as input 𝑛, 𝑚, 𝑞 and a circuit 𝐶 : {0, 1}𝐿 → {0, 1} and outputs a circuit

HEval𝐶 (X1, . . . ,X𝐿) = C

taking 𝐿 ciphertexts as input and outputting a new ciphertext C.
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– The depth of HEval𝐶 is 𝑑O(log𝑚 log log 𝑞),107 where 𝑑 is the depth of 𝐶.

– Suppose Xℓ = AfheRℓ − x[ℓ ]G for ℓ ∈ [𝐿] with x ∈ {0, 1}𝐿, then

C = AfheR𝐶 − 𝐶(x)G,

where ∥RT
𝐶
∥ ≤ (𝑚 + 2)𝑑 maxℓ ∈[𝐿] ∥RT

ℓ
∥.

Additionally, in the circular version, ciphertexts of bits(s) are published.

It will be convenient for us to extend the homomorphic evaluation procedure for

vector-valued functions similarly to [BTVW17].

Lemma 8.3 (homomorphic evaluation for vector-valued functions; ¶). For the scheme

in Lemma 8.2, there is an efficient algorithm

MakeVEvalCkt(𝑛, 𝑚, 𝑞, 𝐶) = VEval𝐶

that takes as input 𝑛, 𝑚, 𝑞 and a vector-valuedvector-valued circuit 𝐶 : {0, 1}𝐿 → ℤ1×𝑚′
𝑞 and outputs a

circuit

VEval𝐶 (X1, . . . ,X𝐿) = C

taking 𝐿 ciphertexts as input and outputting a new ciphertext C of different formatof different format.

• The depth of VEval𝐶 is
(
𝑑O(log𝑚 log log 𝑞) + O(log2 log 𝑞)

)108 for 𝐶 of depth 𝑑.

• Suppose Xℓ = AfheRℓ − x[ℓ ]G for ℓ ∈ [𝐿] with x ∈ {0, 1}𝐿, then

C = AfheR𝐶 −
©­«

0𝑛×𝑚′

𝐶(x)
ª®¬ ∈ ℤ(𝑛+1)×𝑚′

𝑞 ,

where ∥RT
𝐶
∥ ≤ (𝑚 + 2)𝑑⌈log2 𝑞⌉maxℓ ∈[𝐿] ∥RT

ℓ
∥. The new decryption equationnew decryption equation is

sTC = −eT
fheR𝐶 + 𝐶(x) ∈ ℤ1×𝑚′

𝑞 .

107A better bound is O(log𝑚 + log log 𝑞). Consequently, some parameters can be tighter. We choose to

keep the bound used during the initial write-up to avoid an overhaul at this time.
108A better bound is

(
𝑑O(log𝑚 + log log 𝑞) + O(log log 𝑞)

)
. See Footnote 107.
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Proof (Lemma 8.3). Recall that the codomain of 𝐶 being ℤ1×𝑚′
𝑞 is just conceptual —

pragmatically, the output is computed bit by bit. Let 𝐶𝑢,𝑣 : {0, 1}𝐿 → {0, 1} be the

subcircuit of 𝐶 computing the 𝑣th bit (low to high) of the 𝑢th scalar output, i.e.,

𝐶𝑢,𝑣(x) = bits(𝐶(x) [1, 𝑢]) [1, 𝑣]. The algorithm MakeVEvalCkt works as follows.

1. Given 𝑛, 𝑚, 𝑞, 𝐶, it splits 𝐶 into 𝐶𝑢,𝑣’s and runs

HEval𝐶𝑢,𝑣 ← MakeHEvalCkt(𝑛, 𝑚, 𝑞, 𝐶𝑢,𝑣) for all 𝑢 ∈ [𝑚′] and 𝑣 ∈ [0, log2 𝑞).

2. It constructs and outputs the following circuit VEval𝐶.

(a) Given X1, . . . ,X𝐿, first use HEval𝐶𝑢,𝑣 to obtain C𝑢,𝑣 for all 𝑢, 𝑣 in parallel.

(b) Then compute, for all 𝑢 in parallel,

C𝑢 =
∑︁
𝑣

C𝑢,𝑣G−1(2𝑣𝜾𝑛+1).

(c) Lastly, output C = (C1, . . . ,C𝑚′).

To analyze the depth of VEval𝐶, let 𝑑𝑢,𝑣 be the depth of 𝐶𝑢,𝑣, then 𝑑𝑢,𝑣 ≤ 𝑑 since 𝐶𝑢,𝑣 is

a subcircuit of 𝐶, which is of depth 𝑑. Step 2a thus is of depth 𝑑O(log𝑚 log log 𝑞) by

Lemma 8.2. In Step 2b, multiplication by G−1(2𝑣𝜾𝑛+1), which is a standard basis vector

known to MakeHEvalCkt as a constant, can be implemented by wiring the correct

entries (namely, the (𝑛 · 𝑚
𝑛+1 + 𝑣 + 1)st column) of C𝑢,𝑣, hence requires no additional

depth. Summing up ⌈log2 𝑞⌉ values in ℤ𝑞 takes O(log2 log 𝑞)109 depth. Step 2c simply

specifies the output, making no contribution to the depth. The bound for the total

depth follows.

To see the new decryption equation and analyze ∥RT
𝐶
∥, by Lemma 8.2, we have

C𝑢,𝑣 = AfheR𝐶𝑢,𝑣 − 𝐶𝑢,𝑣(x)G, where

∥RT
𝐶𝑢,𝑣
∥ ≤ (𝑚 + 2)𝑑𝑢,𝑣 max

ℓ ∈[𝐿]
∥RT

ℓ ∥ ≤ (𝑚 + 2)𝑑 max
ℓ ∈[𝐿]

∥RT
ℓ ∥.

109A better bound is O(log log 𝑞). See Footnote 107.
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For each 𝑢 ∈ [𝑚′],

C𝑢 =
∑︁
𝑣

C𝑢,𝑣G−1(2𝑣𝜾𝑛+1) = Afhe
∑︁
𝑣

R𝐶𝑢,𝑣G−1(2𝑣𝜾𝑛+1) −
∑︁
𝑣

𝐶𝑢,𝑣(x)GG−1(2𝑣𝜾𝑛+1)

= Afhe
∑︁
𝑣

R𝐶𝑢,𝑣G−1(2𝑣𝜾𝑛+1) −
©­«

0𝑛×1

𝐶(x) [1, 𝑢]
ª®¬ ,

and therefore,

C = (C1, . . . ,C𝑚′) = AfheR𝐶 − ©­«
0𝑛×𝑚′

𝐶(x)
ª®¬ ,

with R𝐶 =

(∑︁
𝑣

R𝐶1,𝑣G−1(2𝑣𝜾𝑛+1), . . . ,
∑︁
𝑣

R𝐶𝑚′,𝑣G
−1(2𝑣𝜾𝑛+1)

)
.

Note that every row of RT
𝐶
is a sum of ⌈log2 𝑞⌉ rows among all the rows of RT

𝐶𝑢,𝑣
, from

which the desired norm bound follows. □

8.2.5 Attribute Encoding and Homomorphic Evaluation

aux [BGG+14,BTVW17]

We use the attribute encoding and its homomorphic evaluation in [BGG+14], with

the extension to matrix-valued circuits in [BTVW17]. We further extend the dual-use

technique in [BTVW17] to circular encryption and vector-valued circuits.

Lemma 8.4 ([BGG+14,BTVW17]). The attribute encoding and its homomorphic evaluation

work as follows.

• For 𝐿-bit input, the public parameter is Aattr ∈ ℤ(𝑛+1)×(𝐿+1)𝑚
𝑞 .

• The encoding of x ∈ {0, 1}𝐿 is

sT(Aattr − (1, xT) ⊗ G) + eT
attr,

where sT = (rT,−1) with r ∈ ℤ𝑛 and eattr ∈ ℤ(𝐿+1)𝑚.

• There are efficient deterministic algorithms [BGG+14]

EvalC(Aattr, 𝐶) = H𝐶 and EvalCX(Aattr, 𝐶, x) = H𝐶,x

that take as input Aattr, a circuit 𝐶 : {0, 1}𝐿 → {0, 1}, and (for EvalCX) some

x ∈ {0, 1}𝐿, and output some matrix in ℤ(𝐿+1)𝑚×𝑚.
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– Suppose 𝐶 is of depth 𝑑, then ∥HT
𝐶
∥, ∥HT

𝐶,x∥ ≤ (𝑚 + 2)𝑑.

– They satisfy encoding homomorphism,

(Aattr − (1, xT) ⊗ G)H𝐶,x = AattrH𝐶 − 𝐶(x)G.

• There are efficient deterministic algorithms [BTVW17]

MEvalC(Aattr, 𝐶) = H𝐶 and MEvalCX(Aattr, 𝐶, x) = H𝐶,x

that take as input Aattr, a matrix-valuedmatrix-valued circuit 𝐶 : {0, 1}𝐿 → ℤ
(𝑛+1)×𝑚′
𝑞 , and (for

MEvalCX) some x ∈ {0, 1}𝐿, and output some matrix in ℤ(𝐿+1)𝑚×𝑚′.

– Suppose 𝐶 is of depth 𝑑, then ∥HT
𝐶
∥, ∥HT

𝐶,x∥ ≤ (𝑚 + 2)𝑑⌈log2 𝑞⌉.

– The matrix encoding homomorphismmatrix encoding homomorphism is

(Aattr − (1, xT) ⊗ G)H𝐶,x = AattrH𝐶 − 𝐶(x).

Dual-Use Technique and Extension. In [BTVW17], the attribute encoded with secret sT

is FHE ciphertexts under key sT (the same, “dual-use”) and the circuit being MEvalCX’ed

is some HEval𝐶. This leads to automagic decryption. Let 𝐶 be a circuit with Boolean

output, x an input, X a bunch of FHE ciphertexts of bits(x) under sT, and eattr, e′, e′′

some unspecified noises, then (
sT(Aattr − (1, bits(X)) ⊗ G) + eT

attr
)
HHEval𝐶 ,X

(MEvalCX) = sTAattrHHEval𝐶 − sTHEval𝐶 (X) + (e′)T

(HEval decryption) = sTAattrHHEval𝐶 − sT𝐶(x)G + (e′′)T

= sT(AattrHHEval𝐶 − 𝐶(x)G) + (e′′)T.

To extend the dual-use technique to vector-valued circuits, let the codomain of 𝐶 be

ℤ1×𝑚′
𝑞 , then VEval𝐶 is ℤ(𝑛+1)×𝑚′

𝑞 -valued and(
sT(Aattr − (1, bits(X)) ⊗ G) + eT

attr
)
HVEval𝐶 ,X

(MEvalCX) = sTAattrHVEval𝐶 − sTVEval𝐶 (X) + (e′)T

(VEval decryption) = sTAattrHVEval𝐶 − 𝐶(x) + (e′′)T.

Extension to circular encryption means setting x = s, for which we say S,Acirc in place

of X,Aattr.
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8.3 Bootstrapping Homomorphic Evaluation

We first introduce some lemmas that will come handy later.

Lemma 8.5 (¶). Fix 𝑞 and h ∈ ℤ𝑚′. Let 𝑔 = gcd(𝑞,h[1], . . . ,h[𝑚′]) and d $← ℤ𝑚
′

𝑞 , then

dTh is uniformly random over

𝑔ℤ𝑞 = { 𝑔 · 𝑥︸︷︷︸
multiplication over ℤ𝑞

| 𝑥 ∈ ℤ𝑞 } =
{
𝑔 ·

(
𝑥 mod (𝑞/𝑔)

)︸                  ︷︷                  ︸
multiplication over ℤ
then sent into ℤ𝑞

�� 𝑥 ∈ ℤ𝑞/𝑔
}
.

Proof (Lemma 8.5). Let 𝑖 run through [𝑚′]. By Bézout’s lemma, there exist 𝑧0, 𝑧1, . . .,

𝑧𝑚′ ∈ ℤ with

𝑧0𝑞 +
∑︁
𝑖

𝑧𝑖h[𝑖] = 𝑔.

Let 𝑥 $← ℤ𝑞 and d′[𝑖] = d[𝑖] − 𝑥𝑧𝑖, then d′ is independent of 𝑥. Note that

dTh = 𝑔𝑥 + dTh − 𝑔𝑥 = 𝑔𝑥 +
∑︁
𝑖

d[𝑖]h[𝑖] − 𝑥
(
𝑧0𝑞 +

∑︁
𝑖

𝑧𝑖h[𝑖]
)

= 𝑔𝑥 − 𝑞𝑥𝑧0︸︷︷︸
=0

+
∑︁
𝑖

(d[𝑖] − 𝑥𝑧𝑖)h[𝑖] = 𝑔𝑥 + (d′)Th.

Clearly, (d′)Th ∈ 𝑔ℤ𝑞. Since 𝑔𝑥 is uniformly random over 𝑔ℤ𝑞 and (d′)Th is inde-

pendent of 𝑥, we conclude that dTh = 𝑔𝑥 + (d′)Th follows the uniform distribution

over 𝑔ℤ𝑞. □

Lemma 8.6 (¶). Let 𝐵, 𝐵′, 𝑛, 𝑚′, 𝑞,𝜎,𝜎′, 𝑝 > 0 and ℎ : ℤ(𝑛+1)×𝑚′
𝑞

$→ ℤ
𝑚′ be efficiently

computable. Suppose 𝑝 | 𝑞, Pr[ ∥(ℎ(A))T∥ ≤ 𝐵′ ] = 1, and sLWE𝑛,𝑚′,𝑞,𝜎,𝜎′ (Assumption 8.1)

holds, then

Pr


A $← ℤ

(𝑛+1)×𝑚′
𝑞

r $← D𝑛

ℤ,𝜎,≤𝜎
√
𝜆

h $← ℎ(A)

:

(
(rT,−1)Ah mod 𝑝

)
∈

[
− 𝑝

2
+ 𝐵, 𝑝

2
− 𝐵

)

≥ 1 − 2𝐵 + (2𝜎′

√
𝜆 + 1)𝐵′

𝑝
− negl(𝜆).

Proof (Lemma 8.6). Let

A =
©­«

A′

aT

ª®¬ , e $← D𝑚′

ℤ,𝜎′,≤𝜎′
√
𝜆
, 𝜹

$← ℤ𝑚
′

𝑞 , 𝐵 = 𝐵 + 𝐵′𝜎′
√
𝜆, 𝐸0 : |eTh| ≤ 𝐵′𝜎′

√
𝜆,

𝐸1 : ((rT,−1)Ah mod 𝑝) ∈
[
− 𝑝

2
+ 𝐵, 𝑝

2
− 𝐵

)
,
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𝐸2 : ((rTA′ + eT − aT)h mod 𝑝) ∈
[
− 𝑝

2
+ 𝐵, 𝑝

2
− 𝐵

)
,

𝐸3 : ((𝜹T − aT)h mod 𝑝) ∈
[
− 𝑝

2
+ 𝐵, 𝑝

2
− 𝐵

)
.

Note that (rTA′ + eT − aT)h = (rT,−1)Ah + eTh, so 𝐸1 ⊇ 𝐸0 ∩ 𝐸2. Combining this with

Pr[𝐸0] = 1, we have

Pr[𝐸1] ≥ Pr[𝐸0 ∩ 𝐸2] = Pr[𝐸2].

It follows from sLWE𝑛,𝑚′,𝑞,𝜎,𝜎′ that Pr[𝐸2] ≥ Pr[𝐸3] − negl(𝜆). (Roughly speaking, the

reduction algorithm receives A′ and either (rTA′ + eT) or random 𝜹T, and performs the

range testing after sampling a,h.)

Moving to modulus 𝑝, write 𝑔 = gcd(𝑝,h[1], . . . ,h[𝑚′]) and let d ∈ ℤ𝑚′𝑝 be such

that d = (𝜹 − a) mod 𝑝, then d is uniformly random and independent of h, 𝑔. By

Lemma 8.5, conditioned on 𝑔, the quantity dTh is uniform over 𝑔ℤ𝑝. Since ∥hT∥ ≤ 𝐵′,

either 𝑔 = 𝑝 (if h = 0) or 𝑔 ≤ max |h[𝑖] | ≤ 𝐵′. We proceed with a case analysis.

• (𝑔 = 𝑝.) In this case, dTh mod 𝑝 = 0, so Pr[ 𝐸3 | 𝑔 = 𝑝 ] = 1 ≥ 1 − 𝐵′+2𝐵
𝑝

.

• (𝑔 = 𝑔0 ≤ 𝐵′.) In this case, dTh mod 𝑝

𝑔0
is uniformly random over

[
− 𝑝

2𝑔0
,
𝑝

2𝑔0

)
, so

Pr[ 𝐸3 | 𝑔 = 𝑔0 ] = Pr

[
𝑢

$←
[
− 𝑝

2𝑔0
,
𝑝

2𝑔0

)
: 𝑢 ∈

[
− 𝑝

2𝑔0
+ 𝐵

𝑔0
,
𝑝

2𝑔0
− 𝐵

𝑔0

) ]
≥

⌈
(𝑝 − 2𝐵)/2𝑔0

⌉
−

⌈
−(𝑝 − 2𝐵)/2𝑔0

⌉
𝑝/𝑔0

>
2(𝑝 − 2𝐵)/2𝑔0 − 1

𝑝/𝑔0

≥ 1 − 𝑔0 + 2𝐵
𝑝

≥ 1 − 𝐵
′ + 2𝐵
𝑝

.

Therefore,

Pr[𝐸1] ≥ Pr[𝐸2] ≥ Pr[𝐸3] − negl(𝜆) = 𝔼[ Pr[ 𝐸3 | 𝑔 ] ] − negl(𝜆)

≥ 1 − 𝐵
′ + 2𝐵
𝑝

− negl(𝜆) = 1 − 2𝐵 + (2𝜎′
√
𝜆 + 1)𝐵′

𝑝
− negl(𝜆). □

Lemma 8.7 (¶). For all 𝑢, 𝑣 ∈ ℤ and 𝑤 ∈ ℤ+,⌊
𝑢 + 𝑣
𝑤

⌉
=

⌊
𝑢

𝑤

⌉
if and only if (𝑢 + 𝑣) mod 𝑤 = (𝑢 mod 𝑤) + 𝑣.
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Proof (Lemma 8.7). Taking the difference between the two sides,⌊
𝑢 + 𝑣
𝑤

⌉
−

⌊
𝑢

𝑤

⌉
=
(𝑢 + 𝑣) −

(
(𝑢 + 𝑣) mod 𝑤

)
𝑤

− 𝑢 − (𝑢 mod 𝑤)
𝑤

=

(
(𝑢 mod 𝑤) + 𝑣

)
−

(
(𝑢 + 𝑣) mod 𝑤

)
𝑤

.

The lemma follows from the equivalence of being zero for both sides. □

Notations and Parameters. Let

• 𝑞 be the modulus,

• 𝑀 the rounding resolution,

• 𝐵 the bound of removable noises (also a loose bound on the secret),

• 𝐵′ the bound of homomorphism matrices for one step of computation, and

• 𝜎,𝜎′ Gaussian widths.

For the purpose of this section, they must satisfy these relations:

• 𝑀 is an exact power of two (so that 𝑀 divides a large portion of G) and 𝑀 | 𝑞;

• 𝑀2𝐵/𝑞, 𝜎′𝐵′/𝑞, 𝐵/𝑀, 𝜎′𝐵′/𝑀 are negligible;

• 𝐵′ is 2Ω(log6 𝜆) and 𝜎
√
𝜆 ≤ 2−𝜆𝐵 and 𝜎′

√
𝜆 ≤ 2−𝜆𝐵.

For the applications except KP-ABE, we need another Gaussian width 𝜎msg and require

𝜎msg
√
𝜆 + 𝐵𝑚 + 1 < 𝑞/4, 𝜎msg ≥ 2𝜆+6(𝐵𝑚 + 𝜎′

√
𝜆).

For KP-ABE, we need 𝜎−1,𝜎pre,𝜎post and require110

𝑚 · 𝜎post
√
𝜆 · 𝜎−1

√
𝑚 + 𝜎′

√
𝜆 + 𝐵𝑚 + 1 < 𝑞/4,

𝜎pre ≥ 2𝜆+6(𝐵𝑚 + 2𝜎′
√
𝜆), 𝜎post ≥ 𝜎pre.

110In the conference version [HLL23a], the inequality lower bounding 𝜎pre is different. Both are correct

and the concrete values below are not changed. The current bound enables the transition H2 ≈s H3 in the

proof of Theorem 8.16 by invoking Lemma 2.2 once. The conference version requires two invocations.
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We rely on csLWE𝑛,𝑚,2𝜆+𝑛⌈log2 𝑞⌉,𝑞,𝜎,2−𝜆𝜎′ (Assumption 8.1) for some 𝑛 ≤ poly(𝜆) (depen-

dent on 𝜌; see discussion after Lemma 8.1) and 𝑚 = 3(𝑛 + 1) ⌈log2 𝑞⌉. By Lemma 8.1, it

implies csLWE𝑛,𝑚,𝑚′,𝑞,𝜎,𝜎′′, sLWE𝑛,𝑚′,𝑞,𝜎,𝜎′′, LWE𝑛,𝑚′,𝑞,𝜎′′ for all 𝑚′ ≤ poly(𝜆) and 𝜎′′ ≥ 𝜎′.

We always write sT = (rT,−1) for r ∈ ℤ𝑛. We define “left/right” gadgets

gT
L = (20, 21, 22, . . . , 𝑀/2), GL = I𝑛+1 ⊗ gT

L,

gT
R = (𝑀, 2𝑀, 4𝑀, . . . , 2 𝑚

𝑛+1−1), GR = I𝑛+1 ⊗ gT
R,

then gT = (gT
L, gT

R) and G = (GL,GR)Q for some efficiently computable permutation

matrix Q.

Concretely, for sufficiently large 𝜆, we can set (exact numbers)

𝑞 = 215𝜆, 𝑀 = 25𝜆, 𝐵 = 24𝜆, 𝐵′ = 2𝜆, 𝜎 = 2𝜆, 𝜎′ = 22𝜆,

𝜎msg = 26𝜆, 𝜎−1 = 2𝜆, 𝜎pre = 26𝜆, 𝜎post = 27𝜆,

and choose 𝑛 appropriately. (The proofs in this section work with the general relations,

not this particular version, and some are stated for conditions even weaker than the

general ones set above.)

8.3.1 Noise Removal

In this subsection, we present the procedure RemoveNoise(·). It takes as input

an attribute encoding (sT(A − 𝑥G) + eT) ∈ ℤ𝑚𝑞 with large noise e. The deterministic

algorithm, with overwhelming probability over the input, outputs a noiseless encoding

(RndPadA(s) − 𝑥sTG) ∈ ℤ𝑚𝑞 , where the function RndPadA(·) is fully described by A (not

dependent on 𝑥, e).

Construction 8.1 (noise removal). RemoveNoise(uT ∈ ℤ1×𝑚
𝑞 ) computes

vT
L ← uTG−1(𝑀GL), vT

R ← uTG−1(GR), wT ←
(⌊

vT
L mod 𝑞
𝑀

⌉
, 𝑀

⌊
vT
R mod 𝑞
𝑀

⌉)
Q,

and outputs wT as an element of ℤ𝑚𝑞 . The function RndPadA(s) is RemoveNoise(sTA).

Lemma 8.8. A canonical Boolean circuit of RndPadA(·) of depth O(log 𝑛 log log 𝑞)111 can

be efficiently generated from A ∈ ℤ(𝑛+1)×𝑚
𝑞 .

111A better bound is O(log 𝑛 + log log 𝑞). See Footnote 107.
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RemoveNoise satisfies the following conditional correctness property.

Theorem 8.9 (¶). Let Γ = G−1(𝑀GL,GR). For all s,A such that ∥s∥ ≤ 𝐵, if both

(sTAΓ mod 𝑞)T ∈
[
−𝑞

2
+ 𝑀2𝐵,

𝑞

2
− 𝑀2𝐵

)𝑚
and (sTAΓ mod 𝑀)T ∈

[
−𝑀

2
+ 𝐵, 𝑀

2
− 𝐵

)𝑚
hold, then for all 𝑥 ∈ {0, 1} and e such that ∥e∥ ≤ 𝐵,

RemoveNoise(sT(A − 𝑥G) + eT) = RndPadA(s) − 𝑥sTG.

Proof (Theorem 8.9). We simply expand RemoveNoise. Letting uT = sT(A − 𝑥G) + eT and

vT = uTΓ, we can rewrite v as

(vT
L, vT

R) = (sT(A − 𝑥G) + eT)G−1(𝑀GL,GR)

= (sTAL − 𝑀𝑥sTGL + eT
L, sTAR − 𝑥sTGR + eT

R), (8.2)

where (AL,AR) = AΓ and (eT
L, eT

R) = eTΓ are blocked correspondingly. Because 𝑀 is an

exact power of two and 𝑀2 ≤ 𝑞, each column of Γ = G−1(𝑀GL,GR) is a standard basis

vector, which implies ∥ΓT∥ ≤ 1. Since (GL,GR)Q = G, it suffices to prove both of

(left part)
⌊

vT
L mod 𝑞
𝑀

⌉
=

⌊
sTAL mod 𝑞

𝑀

⌉
− 𝑥sTGL,

(right part) 𝑀

⌊
vT
R mod 𝑞
𝑀

⌉
≡ 𝑀

⌊
sTAR mod 𝑞

𝑀

⌉
− 𝑥sTGR (mod 𝑞).

For the left part, observe that

∥(−𝑀𝑥sTGL + eT
L)T∥ ≤ 𝑀 · ∥s∥ · ∥GT

L∥ + ∥e∥ · ∥ΓT∥ ≤ 𝑀 · 𝐵 · 𝑀/2 + 𝐵 · 1 ≤ 𝑀2𝐵.

Combining it with the first premise, we obtain

(sTAL − 𝑀𝑥sTGL + eT
L) mod 𝑞 = (sTAL mod 𝑞) − 𝑀𝑥sTGL + eT

L. (8.3)

By the second premise and the fact that ∥eL∥ ≤ ∥e∥ · ∥ΓT∥ ≤ 𝐵,

((sTAL mod 𝑞) + eT
L) mod 𝑀 = ((sTAL mod 𝑀) + eT

L) mod 𝑀

= (sTAL mod 𝑀) + eT
L = ((sTAL mod 𝑞) mod 𝑀) + eT

L.

Applying Lemma 8.7 to it,⌊ (sTAL mod 𝑞) + eT
L

𝑀

⌉
=

⌊
sTAL mod 𝑞

𝑀

⌉
. (8.4)
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Now we have⌊
vT
L mod 𝑞
𝑀

⌉
(8.2)
===

⌊ (sTAL − 𝑀𝑥sTGL + eT
L) mod 𝑞

𝑀

⌉
(8.3)
===

⌊ (sTAL mod 𝑞) − 𝑀𝑥sTGL + eT
L

𝑀

⌉
===

⌊ (sTAL mod 𝑞) + eT
L

𝑀

⌉
− 𝑥sTGL

(8.4)
===

⌊
sTAL mod 𝑞

𝑀

⌉
− 𝑥sTGL.

This completes the proof for the left part.

For the right part, since 𝑀 | 𝑞, for all 𝑘, 𝑢 ∈ ℤ, it holds that

𝑀

⌊
𝑢

𝑀

⌉
≡ 𝑀

⌊
𝑢

𝑀

⌉
+ 𝑘𝑞 = 𝑀

⌊
𝑢

𝑀
+ 𝑘 · 𝑞

𝑀

⌉
≡ 𝑀

⌊
𝑢 + 𝑘𝑞
𝑀

⌉
(mod 𝑞). (8.5)

Therefore,

𝑀

⌊
vT
R mod 𝑞
𝑀

⌉
(8.2)
=== 𝑀

⌊ (sTAR − 𝑥sTGR + eT
R) mod 𝑞

𝑀

⌉
(8.5)≡≡≡ 𝑀

⌊ (sTAR mod 𝑞) − 𝑥sTGR + eT
R

𝑀

⌉
(by 𝑀 | GR) === 𝑀

⌊ (sTAR mod 𝑞) + eT
R

𝑀

⌉
− 𝑥sTGR (mod 𝑞).

By the second premise, the fact that ∥eR∥ ≤ ∥e∥ · ∥ΓT∥ ≤ 𝐵, and Lemma 8.7,⌊ (sTAR mod 𝑞) + eT
R

𝑀

⌉
=

⌊
sTAR mod 𝑞

𝑀

⌉
.

This completes the proof for the right part. □

8.3.2 Bootstrapping

In the previous subsection, we showed how to remove noise from an attribute

encoding, yet the noiseless encoding is not amenable to further homomorphism.

To support unbounded evaluation, we transform it back to an attribute encoding with

smaller noise (magnitude independent of that of the old encoding). This is done with

the help of a circular encoding of the secret.

Theorem 8.10 (bootstrapping; ¶). It works as follows.

• The secret is s = (rT,−1)T ∈ ℤ𝑛+1 with bits(s) ∈ {0, 1}(𝑛+1) ⌈log2 𝑞⌉.

• The circular ciphertext is

S =
©­«

Afhe

rTAfhe + eT
fhe

ª®¬ (R1, . . . ,R(𝑛+1) ⌈log2 𝑞⌉) − bits(s) ⊗ G ∈ ℤ(𝑛+1)×𝑚(𝑛+1) ⌈log2 𝑞⌉
𝑞 ,
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where Afhe ∈ ℤ𝑛×𝑚𝑞 , efhe ∈ ℤ𝑚, and Rℓ ∈ {0, 1}𝑚×𝑚 for 1 ≤ ℓ ≤ (𝑛 + 1) ⌈log2 𝑞⌉.

Let 𝐿S = 𝑚(𝑛 + 1)2⌈log2 𝑞⌉2 be the bit-length of S so that bits(S) ∈ {0, 1}1×𝐿S .

• The circular encoding is

sT(Acirc − (1, bits(S)) ⊗ G) + eT
circ,

where Acirc ∈ ℤ(𝑛+1)×(𝐿S+1)𝑚
𝑞 and ecirc ∈ ℤ(𝐿S+1)𝑚.

• There are efficient deterministic algorithms

EvalRndPad(Acirc,A) = HRndPad
A and EvalRndPadS(Acirc,A, S) = HRndPad

A,S

that take as input Acirc, a target matrix A ∈ ℤ(𝑛+1)×𝑚
𝑞 , and (for EvalRndPadS) some S,

and output some matrix in ℤ(𝐿S+1)𝑚×𝑚. It holds that

∥(HRndPad
A )T∥, ∥(HRndPad

A,S )T∥ ≤ (𝑚 + 2)O(log 𝑛 log𝑚 log2 log 𝑞) ≤ 2O(log5 𝜆) .

Moreover, when S is indeed of the correct form,

sT(Acirc − (1, bits(S)) ⊗ G)HRndPad
A,S = sTAcircHRndPad

A − RndPadA(s) + eT
fheRRndPadA ,

for RndPadA defined in Construction 8.1 with

∥RT
RndPadA ∥ ≤ (𝑚 + 2)O(log 𝑛 log log 𝑞) · O(log 𝑞) ≤ 2O(log4 𝜆) .

Before proceeding to the proof, we remark that the procedure, combined with

RemoveNoise, indeed reduces the encoding noise. Suppose ∥efhe∥, ∥ecirc∥ ≤ 2−𝜆𝐵, then

the output encoding is

(sT(Acirc − (1, bits(A)) ⊗ G) + eT
circ)HRndPad

A,S

= sTAcircHRndPad
A − RndPadA(s) + eT

fheRRndPadA + eT
circHRndPad

A,S ,

whose noise is bounded by

∥efhe∥ · ∥RT
RndPadA ∥ + ∥ecirc∥ · ∥(H

RndPad
A,S )T∥ ≤ 𝐵 · 2−𝜆+poly(log𝜆) .

Adding it to the output of RemoveNoise, we restore the format of attribute encoding

with the noise level reduced from close to 𝐵 to much lower below it, which can be

done after each step of homomorphic evaluation for unbounded homomorphism.
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Proof (Theorem 8.10). We employ the dual-use technique from Section 8.2.5. By

Lemmas 8.3 and 8.4, define

VEvalRndPadA = MakeVEvalCkt(𝑛, 𝑚, 𝑞, RndPadA),

EvalRndPad(Acirc,A) = MEvalC(Acirc, VEvalRndPadA),

EvalRndPadS(Acirc,A, S) = MEvalCX(Acirc, VEvalRndPadA , bits(S)),

all of which can be efficiently computed. By Lemma 8.8, the depth of RndPadA is

O(log 𝑛 log log 𝑞), so by Lemma 8.3, the circuit VEvalRndPadA is of depth

O(log 𝑛 log log 𝑞) · O(log𝑚 log log 𝑞) + O(log2 log 𝑞) = O(log 𝑛 log𝑚 log2 log 𝑞).

The desired norm bounds of HRndPad
A and HRndPad

A,S follow from Lemma 8.4.

When S is in the correct form,

sT(Acirc − (1, bits(S)) ⊗ G)HRndPad
A,S

(Lemma 8.4) = sTAcircHRndPad
A − sTVEvalRndPadA (S)

(Lemma 8.3) = sTAcircHRndPad
A − RndPadA(s) + eT

fheRRndPadA .

Lastly, RRndPadA satisfies (again by Lemma 8.3)

∥RT
RndPadA ∥ ≤ (𝑚 + 2)O(log 𝑛 log log 𝑞) ⌈log2 𝑞⌉ ·

≤𝑚≤𝑚+2︷                           ︸︸                           ︷
max1≤ℓ≤(𝑛+1) ⌈log2 𝑞⌉ ∥R

T
ℓ
∥

≤ (𝑚 + 2)O(log 𝑛 log log 𝑞) · O(log 𝑞). □

8.3.3 Unbounded Homomorphic Evaluation

In this subsection, we present homomorphic evaluation for circuits of unbounded

depth. Unlike Lemma 8.4, our evaluation procedure is non-linear, and we cannot

formulate them as producing low-norm linear transformation.

Construction 8.2 (unbounded homomorphic evaluation of attribute encoding). It

works as follows.

• UEvalC(Aattr,Acirc, 𝐶) takes as input the public matrices

Aattr ∈ ℤ(𝑛+1)×(𝐿+1)𝑚
𝑞 (for attribute encoding) and

Acirc ∈ ℤ(𝑛+1)×(𝐿S+1)𝑚
𝑞 (for circular encoding, with 𝐿S = 𝑚(𝑛 + 1)2⌈log2 𝑞⌉2),
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and a circuit 𝐶 : {0, 1}𝐿 → {0, 1}1×𝐿′ of arbitrary size and depth. It does the

following.

1. Let 𝐶ℓ (for ℓ ∈ [𝐿]) be the input gate of 𝐶 corresponding to x[ℓ ], and

𝐶𝐿+1, . . . , 𝐶|𝐶 | the other gates of 𝐶 in topological order. Let

Aattr = (A0,A1, . . . ,A𝐿),

where A0 corresponds to the constant 1 and Aℓ (for ℓ ∈ [𝐿]), the input x[ℓ ],

in the attribute encoding.

2. For 𝑖 = 𝐿 + 1, . . . , |𝐶 |, let fan-ins of 𝐶𝑖 be fan-outs of 𝐶𝑖′, 𝐶𝑖′′ for some 𝑖′, 𝑖′′ < 𝑖

(for negation gates, ignore 𝑖′′). Use Lemma 8.4 to compute112

H′𝐶𝑖 ← EvalC((A0,A𝑖′,A𝑖′′), gate 𝐶𝑖 as one-gate circuit),

A′𝑖 ← (A0,A𝑖′,A𝑖′′)H′𝐶𝑖 ,

then use Theorem 8.10 to compute

HRndPad
A′
𝑖

← EvalRndPad(Acirc,A′𝑖), A𝑖 ← AcircHRndPad
A′
𝑖

.

3. Let 𝑖1, . . . , 𝑖𝐿′ be the indices of the output gates. Set A𝐶:ℓ ← A𝑖ℓ for all

ℓ ∈ [𝐿′] and output A𝐶 = (A𝐶:1, . . . ,A𝐶:𝐿′).

• UEvalCX(Aattr, cT
attr,Acirc, cT

circ, 𝐶, x, S) takes as input all the input to UEvalC,

attribute encoding cattr ∈ ℤ(𝐿+1)𝑚
𝑞 , circular encoding ccirc ∈ ℤ(𝐿S+1)𝑚

𝑞 , attribute

x ∈ {0, 1}𝐿, and circular ciphertext S ∈ ℤ(𝑛+1)×𝑚(𝑛+1) ⌈log2 𝑞⌉
𝑞 . It does the following.

1. Parse 𝐶 into 𝐶1, . . . , 𝐶𝐿, 𝐶𝐿+1, . . . , 𝐶|𝐶 | and Aattr into (A0,A1, . . . ,A𝐿) as

in UEvalC. Split cT
attr into (cT

0, c
T
1, . . . , c

T
𝐿
), where c0 is the encoding of the

constant 1 and cℓ (for ℓ ∈ [𝐿]), that of input x[ℓ ].

112The notations are different from those used in the technical overview. Here, primes are put on

matrices before bootstrapping (an implementation detail) so that matrices defined for gates (the interface

if the gate is an output) do not use primes (contrary to technical overview, where primes are attached to

matrices appearing later in text).
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2. For 𝑖 = 𝐿 + 1, . . . , |𝐶 |, let fan-ins of 𝐶𝑖 be fan-outs of 𝐶𝑖′, 𝐶𝑖′′ for some 𝑖′, 𝑖′′ < 𝑖

(for negation gates, ignore 𝑖′′), and x[𝑖′], x[𝑖′′] the wire values out of 𝐶𝑖′, 𝐶𝑖′′.

Evaluate the gate and store the result into x[𝑖] (extending x). Use Lemma 8.4

to compute

H′
𝐶𝑖,x[𝑖′],x[𝑖′′] ← EvalCX((A0,A𝑖′,A𝑖′′), gate 𝐶𝑖 as one-gate circuit, (x[𝑖′], x[𝑖′′])),

and set (c′
𝑖
)T ← (cT

0, c
T
𝑖′, c

T
𝑖′′)H

′
𝐶𝑖,x[𝑖′],x[𝑖′′]. Next, run Construction 8.1,

(c′′𝑖 )
T ← RemoveNoise((c′𝑖)

T).

Then, use Theorem 8.10 to compute

HRndPad
A′
𝑖
,S ← EvalRndPad(Acirc,A′𝑖, S),

and set cT
𝑖
← (c′′

𝑖
)T + cT

circHRndPad
A′
𝑖
,S .

3. Let 𝑖1, . . . , 𝑖𝐿′ be the indices of the output gates. Set c𝐶,x:ℓ ← c𝑖ℓ for all

ℓ ∈ [𝐿′] and output cT
𝐶,x = (cT

𝐶,x:1, . . . , c
T
𝐶,x:𝐿′).

We expect the homomorphism property — with overwhelming probability over the

input, the output satisfies cT
𝐶,x = sT(A

𝐶
− 𝐶(x) ⊗ G) + eT

𝐶,x for small e
𝐶,x. We consider

this in two steps. We first show a sufficient condition (barring “bad event”) for

correctness, and then prove that “bad event” happens with negligible probability.

Theorem 8.11 (¶). Let 𝜆 be sufficiently large. For 𝐶 : {0, 1}𝐿 → {0, 1}1×𝐿′ and x ∈ {0, 1}𝐿,

suppose

R ∈ {0, 1}𝑚×𝑚(𝑛+1) ⌈log2 𝑞⌉ , S =
©­«

Afhe

sTAfhe + eT
fhe

ª®¬ R − bits(s) ⊗ G,

cT
attr = sT(Aattr + (1, xT) ⊗ G) + eT

attr, cT
circ = sT(Acirc + (1, bits(S)) ⊗ G) + eT

circ,

∥s∥ ≤ 𝐵, and ∥efhe∥, ∥eattr∥, ∥ecirc∥ ≤ 2−𝜆𝐵. Define Γ = G−1(𝑀GL,GR) as in Theorem 8.9

and let A
𝑖
,A′

𝑖
be those in Construction 8.2. If both premises

(sTA′𝑖Γ mod 𝑞) ∈
[
−𝑞

2
+ 𝑀2𝐵,

𝑞

2
− 𝑀2𝐵

)𝑚
and (sTA′𝑖Γ mod 𝑀) ∈

[
−𝑀

2
+ 𝐵, 𝑀

2
− 𝐵

)𝑚



398

hold for all 𝑖 ∈ [𝐿 + 1, |𝐶 |], then the output

A𝐶 = UEvalC(Aattr,Acirc, 𝐶)

and cT
𝐶,x = UEvalCX(Aattr, cT

attr,Acirc, cT
circ, 𝐶, x, S) = sT(A𝐶 − 𝐶(x) ⊗ G) + eT

𝐶,x

satisfy ∥e𝐶,x∥ ≤ 𝐵.

Proof (Theorem 8.11). Evaluate 𝐶(x) and store the intermediate wire values into the

extended x as done in UEvalCX. It suffices to show the stronger statement that for all

𝑖 ∈ [0, |𝐶 |],

∥e𝑖∥ ≤ 2−𝜆/2𝐵 with cT
𝑖 = sT(A𝑖 − x[𝑖]G) + eT

𝑖 .

We prove it by induction on 𝑖. The basis case of 𝑖 ∈ [0, 𝐿] is by assumption. For

the inductive case, suppose 𝑖 ∈ [𝐿 + 1, |𝐶 |]. By the definitions of UEvalC,UEvalCX and

Lemma 8.4,

(c′𝑖)
T = (cT

0, c
T
𝑖′, c

T
𝑖′′)H

′
𝐶𝑖,x[𝑖′],x[𝑖′′]

=
(
sT

(
(A0,A𝑖′,A𝑖′′) − (1, x[𝑖′], x[𝑖′′]) ⊗ G

)
+ (eT

0, e
T
𝑖′, e

T
𝑖′′)

)
H′
𝐶𝑖,x[𝑖′],x[𝑖′′]

= sT(A′𝑖 − x[𝑖]G) + (eT
0, e

T
𝑖′, e

T
𝑖′′)H

′
𝐶𝑖,x[𝑖′],x[𝑖′′]︸                          ︷︷                          ︸

(e′
𝑖
)T

.

Since a single gate 𝐶𝑖 is of depth 1, by Lemma 8.4, it holds that ∥H′
𝐶𝑖,x[𝑖′],x[𝑖′′] ∥ ≤ 𝑚 + 2,

and

∥e′𝑖∥ ≤ max{∥e0∥, ∥e𝑖′ ∥, ∥e𝑖′′ ∥} · ∥HT
𝐶𝑖,x[𝑖′],x[𝑖′′] ∥ ≤ 2−𝜆/2𝐵 · (𝑚 + 2) < 𝐵,

where the second-last inequality invokes the induction hypothesis on 0, 𝑖′, 𝑖′′ < 𝑖.

Combining the premises with ∥e′
𝑖
∥, ∥s∥ ≤ 𝐵, Theorem 8.9 yields

(c′′𝑖 )
T = RemoveNoise((c′𝑖)

T) = RemoveNoise(sT(A′𝑖 − x[𝑖]G) + (e′𝑖)
T)

= RndPadA′
𝑖
(s) − x[𝑖]sTG.

By Theorem 8.10, we have

cT
circHRndPad

A′
𝑖
,S = (sT(Acirc − (1, bits(S)) ⊗ G) + eT

circ)HRndPad
A′
𝑖
,S

= sTAcircHRndPad
A′
𝑖

− RndPadA′
𝑖
(s) + eT

fheRRndPadA′
𝑖

+ eT
circHRndPad

A′
𝑖
,S .
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Because we set A
𝑖
= AcircHRndPad

A′
𝑖

, it follows that

eT
𝑖 = cT

𝑖 − sT(A𝑖 − x[𝑖]G) = (c′′𝑖 )
T + cT

circHRndPad
A′
𝑖
,S + (−sTA𝑖 + x[𝑖]sTG)

= (RndPadA′
𝑖
(s) − x[𝑖]sTG) +

(
sTAcircHRndPad

A′
𝑖

− RndPadA′
𝑖
(s)

+ eT
fheRRndPadA′

𝑖

+ eT
circHRndPad

A′
𝑖
,S

)
+ (−sTA𝑖 + x[𝑖]sTG)

= eT
fheRRndPadA′

𝑖

+ eT
circHRndPad

A′
𝑖
,S .

Therefore,

∥e𝑖∥ ≤ ∥efhe∥ · ∥RT
RndPadA′

𝑖

∥ + ∥ecirc∥ · ∥(HRndPad
A′
𝑖
,S )T∥

≤ 2−𝜆𝐵 · 2O(log4 𝜆) + 2−𝜆𝐵 · 2O(log5 𝜆) < 2−𝜆/2𝐵,

where the second-last inequality relies on Theorem 8.10 and the assumption that

∥efhe∥, ∥ecirc∥ ≤ 2−𝜆𝐵. This completes the induction proof. □

Assuming small-secret LWE, the premises of Theorem 8.11 hold with overwhelming

probability.

Theorem 8.12 (¶). Let A be an efficient adversary choosing circuit 𝐶 : {0, 1}𝐿 → {0, 1}1×𝐿′

and suppose 𝐿 is a polynomial upper bound of 𝐿 that could ever be chosen by A. Under

sLWE𝑛,(𝐿+𝐿S+2)𝑚,𝑞,𝜎,𝜎′ (Assumption 8.1) and our choice of parameters,

Pr



𝐶
$← A()

Aattr
$← ℤ

(𝑛+1)×(𝐿+1)𝑚
𝑞

Acirc
$← ℤ

(𝑛+1)×(𝐿S+1)𝑚
𝑞

r $← D𝑛

ℤ,𝜎,≤𝜎
√
𝜆

:

there exists 𝑖 ∈ [𝐿 + 1, |𝐶 |] such that

(sTA′𝑖Γ mod 𝑞) ∉
[
−𝑞

2
+ 𝑀2𝐵,

𝑞

2
− 𝑀2𝐵

)𝑚
or (sTA′𝑖Γ mod 𝑀) ∉

[
−𝑀

2
+ 𝐵, 𝑀

2
− 𝐵

)𝑚


is negligible, where the matrices A′
𝑖
are those in Construction 8.2.

Combined with Theorem 8.11 and the fact that ∥r∥ ≤ 𝜎
√
𝜆 ≤ 2−𝜆𝐵 (by our choice of

parameters), it follows as a corollary that

Pr


for all efhe, eattr, ecirc such that ∥efhe∥, ∥eattr∥, ∥ecirc∥ ≤ 2−𝜆𝐵,

all R ∈ {0, 1}𝑚×𝑚(𝑛+1) ⌈log2 𝑞⌉, and all x ∈ {0, 1}𝐿,

it holds that ∥e𝐶,x∥ ≤ 𝐵.


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is overwhelming, where the probability is taken over 𝐶,Aattr,Acirc, r as in the previous one

and the variables follow the relations in Theorem 8.11.

We emphasize that the correctness is strong in the sense that it does not depend on

the randomness of e’s or R, nor the choice of x — only reliant on s (i.e., r) and A’s

following the right distribution. Moreover, in case of non-uniform assumptions, it

holds for any 𝐶 of polynomially bounded size (by letting the “worst” 𝐶 be the advice

of A).

Proof (Theorem 8.12). Augment the probability space in the statement with

𝑖∗
$← [𝐿 + 1, |𝐶 |] and 𝑗∗

$← [𝑚],

define events (with 𝑖, 𝑗 running through [𝐿 + 1, |𝐶 |] and [𝑚])

𝐸𝑖, 𝑗,1 : ((sTA′𝑖Γ) [1, 𝑗] mod 𝑞) ∉
[
−𝑞

2
+ 𝑀2𝐵,

𝑞

2
− 𝑀2𝐵

)
,

𝐸𝑖, 𝑗,2 : ((sTA′𝑖Γ) [1, 𝑗] mod 𝑀) ∉
[
−𝑀

2
+ 𝐵, 𝑀

2
− 𝐵

)
,

𝐸 :
|𝐶 |∨

𝑖=𝐿+1

𝑚∨
𝑗=1
(𝐸𝑖,0 ∨ 𝐸𝑖,1),

and let 𝐶 > 0 be a polynomial upper bound of the size of 𝐶 that could ever be chosen

by A, then

Pr[ 𝐸𝑖∗, 𝑗∗,1 ∨ 𝐸𝑖∗, 𝑗∗,2 | 𝐸,𝐶 ] ≥ 1 / (|𝐶 | − 𝐿)𝑚 ≥ 1 /𝐶𝑚

=⇒ Pr[ 𝐸𝑖∗, 𝑗∗,1 ∨ 𝐸𝑖∗, 𝑗∗,2 ] = 𝔼
[

Pr[ 𝐸𝑖∗, 𝑗∗,1 ∨ 𝐸𝑖∗, 𝑗∗,2 | 𝐶 ]
]

≥ 𝔼 [ Pr[ 𝐸 | 𝐶 ] /𝐶𝑚 ] = Pr[𝐸] /𝐶𝑚

=⇒ Pr[𝐸] ≤ 𝐶𝑚Pr[ 𝐸𝑖∗, 𝑗∗,1 ∨ 𝐸𝑖∗, 𝑗∗,2 ]

≤ 𝐶𝑚Pr[𝐸𝑖∗, 𝑗∗,1] + 𝐶𝑚Pr[𝐸𝑖∗, 𝑗∗,2].

It suffices to show that both Pr[𝐸𝑖∗, 𝑗∗,1] and Pr[𝐸𝑖∗, 𝑗∗,2] are negligible. We prove it

by reduction to Lemma 8.6. Let 𝑚′ = (𝐿 + 𝐿S + 2)𝑚 and define ℎ : ℤ(𝑛+1)×𝑚′
𝑞

$→ ℤ𝑚
′ as

follows. On input A...

1. Sample 𝐶 $← A() to obtain 𝐶 : {0, 1}𝐿 → {0, 1}1×𝐿′. Sample 𝑖∗ $← [𝐿 + 1, |𝐶 |] and

𝑗∗
$← [𝑚].
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2. Parse A as (Aattr,Acirc, . . . ), where Aattr ∈ ℤ(𝑛+1)×(𝐿+1)𝑚
𝑞 and Acirc ∈ ℤ(𝑛+1)×(𝐿S+1)𝑚

𝑞 ,

with the rest (“. . .”) ignored.

3. Run UEvalC(Aattr,Acirc, 𝐶) and use the intermediate values to find (low-norm) H

such that AH = A′
𝑖∗ . Let 𝑖

′, 𝑖′′ be the fan-in indices of 𝐶𝑖∗ , then

A′𝑖∗ = (A0,A𝑖′,A𝑖′′)H′𝐶𝑖∗ .

Here, A0 is part of Aattr, and the first third (by rows) of H′
𝐶𝑖∗

becomes part of H.

When 𝑖′ ≤ 𝐿, the matrix A𝑖′ is again part of Aattr. When 𝑖′ > 𝐿, by definition,

A
𝑖′ = AcircHRndPad

A′
𝑖′

, and HRndPad
A′
𝑖′

multiplied by the second third of H′
𝐶𝑖∗

contributes

to H. Similar handling applies to 𝑖′′, and most parts of H are zero-padded.

4. Split HΓ by column into (h1, . . . ,h𝑚) and output h = h𝑗∗ .

Clearly, ℎ is efficient. Recall that 𝐵′ is 2Ω(log6 𝜆) in our choice of parameters. By

construction,

∥hT∥ ≤ ∥HT∥ · ∥ΓT∥ ≤ 3 · 2O(log4 𝜆) · (𝑚 + 2) · 1 ≤ 𝐵′,

where the factors come from addition among the three parts, HRndPad
A′
𝑖′

, H′
𝐶𝑖∗
, Γ,

respectively. Note also that sTh = (sTA′
𝑖∗Γ) [1, 𝑗

∗]. Invoking Lemma 8.6 on ℎ with its

(𝑝, 𝐵) being our (𝑞, 𝑀2𝐵) and (𝑀, 𝐵) yields that under sLWE𝑛,𝑚′,𝑞,𝜎,𝜎′,

Pr[𝐸𝑖∗, 𝑗∗,1] ≤
2𝑀2𝐵 + (2𝜎′

√
𝜆 + 1)𝐵′

𝑞
+ negl(𝜆),

Pr[𝐸𝑖∗, 𝑗∗,2] ≤
2𝐵 + (2𝜎′

√
𝜆 + 1)𝐵′

𝑀
+ negl(𝜆),

both of which are negligible under our choice of parameters. This completes the

proof. □

8.3.4 Stronger Correctness

The primary version in the previous subsections requires that A’s be chosen indepen-

dently of 𝐶. It can be avoided by applying a random shift to each RemoveNoise. We

explain the modifications.
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• In Construction 8.1, define RemoveNoise′(uT,wT) to be⌈
uTG−1(𝑀GL,GR) +wT

𝑀

⌉ ©­«
I

𝑀I
ª®¬ Q,

and define RndPad′A,w(s) to be RemoveNoise′(sTA,wT). In all the succeeding con-

structions, propositions, and proofs, replace RemoveNoise (resp. RndPad) by

RemoveNoise′ (resp. RndPad′).

• In Construction 8.2, the algorithm UEvalC is randomized. It samples wA′
𝑖
for

each A′
𝑖
and outputs the information necessary to recover them. The algorithm

UEvalCX additionally takes that information as input so that it can use the same

w’s. The w’s can be either truly random or pseudorandom — in the latter case,

the information can be just a PRF key of length some fixed poly(𝜆).

• In Theorems 8.9 and 8.11, change sTAΓ to (sTAΓ +wT).

• In Theorem 8.12, the adversary A is allowed to choose 𝐶 and Aattr,Acirc, r, but

not w’s. The probability is taken over the randomness of A and w’s.

– If w’s are truly random, the statement holds unconditionally against worst-

case 𝐶,Aattr,Acirc, r of polynomial total length.

– If w’s are pseudorandom (against uniform adversaries), it holds against

uniform A’s.

– If w’s are pseudorandom against non-uniform adversaries, it holds against

worst-case 𝐶,Aattr,Acirc, r of polynomial total length.

The stronger correctness makes the applications adaptively (instead of only selectively)

correct and enables proofs of selective (instead of only very selective) security.

Comparison with Transformation for Perfect Correctness. In Section 8.5.4, we

present a transformation making our KP-ABE (constructed using unbounded homo-

morphic evaluation) perfectly correct. It is incomparable with the method in this

section. The technique here works on unbounded homomorphic evaluation itself,

whereas Section 8.5.4 is for specific applications. The method in this section enables
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proofs of stronger security, but the transformation in Section 8.5.4 does not yield a

more secure scheme. (For KP-ABE, there are multiple obstacles limiting the security

to be very selective. The point is that the technique in this section removes one of the

obstacles but Section 8.5.4 does not remove any.)

8.4 Attribute-Based Laconic Function Evaluation

In this section, we show how our new homomorphic evaluation algorithm helps

achieving attribute-based laconic function evaluation for circuits of unbounded depth.

See Section 8.6 for its implications.

The AB-LFE scheme of [QWW18] is obtained by modifying the ABE scheme

of [BGG+14] and its proof does not rely on the techniques for multi-key security.

Essentially the same construction using our unbounded homomorphic evaluation

yields AB-LFE for circuits of unbounded depth.

Construction 8.3 (AB-LFE for circuits of unbounded depth). Let (see Definition 8.1)

Params =
{

1𝐿
�� 𝐿 ∈ ℕ }

,

𝑃1𝐿 =
{
𝑓𝐶

�� 𝐶 : {0, 1}𝐿 → {0, 1}1×𝐿′ is a circuit for some 𝐿′ ∈ ℕ
}
,

𝑓𝐶 (x) [ℓ ] = ¬𝐶(x) [ℓ ] for x ∈ {0, 1}𝐿, ℓ ∈ [𝐿′].

The function 𝑓𝐶 is simply represented by 𝐶. Our AB-LFE works as follows.

• GenCRS(1𝐿) takes the attribute length 𝐿 as input. It samples

Aattr
$← ℤ

(𝑛+1)×(𝐿+1)𝑚
𝑞 , Acirc

$← ℤ
(𝑛+1)×(𝐿S+1)𝑚
𝑞 ,

and outputs crs = (Aattr,Acirc).

• Compress(crs, 𝐶) takes as input crs and a circuit 𝐶 : {0, 1}𝐿 → {0, 1}1×𝐿′. The algo-

rithm computes and outputs

digest = (A𝐶:1, . . . ,A𝐶:𝐿′) = A𝐶 ← UEvalC(Aattr,Acirc, 𝐶).

• Enc(crs, 𝐿′, digest, x,𝝁) takes as input crs, 𝐿′, digest, an attribute x ∈ {0, 1}𝐿, and

a multi-bit message 𝝁 ∈ {0, 1}𝐿′. It samples r $← D𝑛

ℤ,𝜎,≤𝜎
√
𝜆
and sets s← (rT,−1)T.
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The algorithm creates a circular encryption by

Afhe
$← ℤ𝑛×𝑚𝑞 , efhe $← D𝑚

ℤ,𝜎,≤𝜎
√
𝜆
, R $← {0, 1}𝑚×𝑚(𝑛+1) ⌈log2 𝑞⌉ ,

Afhe ←
©­«

Afhe

rTAfhe + eT
fhe

ª®¬ , S← AfheR − bits(s) ⊗ G,

and the attribute/circular encodings by

eattr $← D(𝐿+1)𝑚
ℤ,𝜎′,≤𝜎′

√
𝜆
, cT

attr ← sT(Aattr − (1, xT) ⊗ G) + eT
attr,

ecirc $← D(𝐿S+1)𝑚
ℤ,𝜎′,≤𝜎′

√
𝜆
, cT

circ ← sT(Acirc − (1, bits(S)) ⊗ G) + eT
circ.

It then samples and sets

z1, . . . , z𝐿′ $← ℤ𝑛+1
𝑞 , Amsg ← (A𝐶:1G−1(z1), . . . ,A𝐶:𝐿′G−1(z𝐿′)).

The algorithm creates the message encoding by

emsg $← D𝐿′

ℤ,𝜎msg,≤𝜎msg
√
𝜆
, cT

msg ← sTAmsg + eT
msg + ⌊𝑞/2⌉ · 𝝁T.

It outputs ct = (S, cattr, ccirc, z1, . . . , z𝐿′, cmsg).

• Dec(crs, 𝐶, digest, x, ct) evaluates 𝐶(x), computes

(cT
𝐶,x:1, . . . , c

T
𝐶,x:𝐿′) = cT

𝐶,x ← UEvalCX(Aattr, cT
attr,Acirc, cT

circ, 𝐶, x, S),

(c′)T ←
(
cT
msg −

(
cT
𝐶,x:1G−1(z1), . . . , cT

𝐶,x:𝐿′G
−1(z𝐿′)

) )
mod 𝑞,

and sets for all ℓ ∈ [𝐿′],

𝝁′[ℓ ] ←


⊥, if 𝐶(x) [1, ℓ ] = 1;

0, if 𝐶(x) [1, ℓ ] = 0 and c′[ℓ ] ∈ [−𝑞/4, 𝑞/4);

1, otherwise.

The algorithm outputs 𝝁′.

This scheme has a deterministic Compress, and satisfies

|crs| = O(𝐿), |digest𝐶 | = O(𝐿′), |ctx | = O(𝐿 + 𝐿′),

𝑇GenCRS = O(𝐿), 𝑇Compress, 𝑇Dec = O( |𝐶 |), 𝑇Enc = O(𝐿 + 𝐿′).
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Theorem 8.13 (¶). Under sLWE (Assumption 8.1) suitable for Theorem 8.12, Construction 8.3

is computationally 𝑓 -selectively correct (Definition 8.2; 𝐶 must be chosen before seeing

crs). If the assumption holds against non-uniform adversaries, then the correctness becomes

statistical (still 𝑓 -selective).

Proof (Theorem 8.13). Let A be an efficient adversary against Exp𝑓 -selAB-LFE✓ and write

cT
𝐶,x = sT(A𝐶 − 𝐶(x) ⊗ G) + eT

𝐶,x, cT
𝐶,x:ℓ = sT(A𝐶:ℓ − 𝐶(x) [1, ℓ ]G) + eT

𝐶,x:ℓ for ℓ ∈ [𝐿
′],

then eT
𝐶,x = (eT

𝐶,x:1, . . . , e
T
𝐶,x:𝐿′). For each ℓ ∈ [𝐿

′], it suffices to consider the case of

𝐶(x) [1, ℓ ] = 0, in which during decryption,

c′[ℓ ] ≡ (sTA𝐶:ℓG−1(zℓ ) + emsg [ℓ ] + 𝝁 [ℓ ] · ⌊𝑞/2⌉)

− (sT(A𝐶:ℓ − 𝐶(x) [1, ℓ ]G) + eT
𝐶,x:ℓ )G

−1(zℓ )

≡ (emsg [ℓ ] − eT
𝐶,x:ℓG−1(zℓ )) + 𝝁 [ℓ ] · ⌊𝑞/2⌉ (mod 𝑞).

Suppose ∥e𝐶,x∥ ≤ 𝐵, then ∥e𝐶,x:ℓ ∥ ≤ ∥e𝐶,x∥ ≤ 𝐵 and by our choice of parameters,

|emsg [ℓ ] | + |eT
𝐶,x:ℓG−1(zℓ ) | + |𝝁 [ℓ ] · (𝑞/2 − ⌊𝑞/2⌉) | ≤ 𝜎msg

√
𝜆 + ∥e𝐶,x:ℓ ∥ · ∥(G−1(zℓ ))T∥ + 1

≤ 𝜎msg
√
𝜆 + 𝐵 · 𝑚 + 1 < 𝑞/4,

so c′[ℓ ] ∈ [−𝑞/4, 𝑞/4) (i.e., 𝝁′[ℓ ] = 0) if and only if 𝝁 [ℓ ] = 0. It remains to bound

Pr[ ∥e𝐶,x:ℓ ∥ > 𝐵 ]. Note that

∥efhe∥ ≤ 𝜎
√
𝜆 ≤ 2−𝜆𝐵, ∥eattr∥, ∥ecirc∥ ≤ 𝜎′

√
𝜆 ≤ 2−𝜆𝐵,

so applying Theorem 8.12 (corollary part) to the first phase of A (choosing 1𝐿, 𝐶) yields

the desired bound.

Statistical 𝑓 -selective correctness follows from non-uniform assumption, because

Theorem 8.12 guarantees simultaneous correctness for all x (not necessarily efficiently

computable after choosing 𝐶 and seeing A’s) with overwhelming probability. □

Theorem 8.14 (¶). Under csLWE (Assumption 8.1) with our choice of parameters, Con-

struction 8.3 is very selectively secure (Definition 8.3).

Proof (Theorem 8.14). The simulator SimEnc(crs, 𝐶, digest, x,𝝁′), with 𝝁′ over indices ℓ

such that 𝐶(x) [1, ℓ ] = 0, works as follows.
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1. Sample S, cattr, ccirc, z1, . . . , z𝐿′ uniformly at random and emsg $← D𝐿′

ℤ,𝜎msg,≤𝜎msg
√
𝜆
.

2. Compute

(cT
𝐶,x:1, . . . , c

T
𝐶,x:𝐿′) ← UEvalCX(Aattr, cT

attr,Acirc, cT
circ, 𝐶, x, S),

and for each ℓ ∈ [𝐿′],

cmsg [ℓ ]
{
← cT

𝐶,x:ℓG−1(zℓ ) + emsg [ℓ ] + 𝝁′[ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 0;
$← ℤ𝑞, if 𝐶(x) [1, ℓ ] = 1.

3. Output (S, cattr, ccirc, z1, . . . , z𝐿′, cmsg).

We describe the hybrids by their changes to the previous one.

• H0 is Exp
very-sel,real
AB-LFE , where the ciphertext sent to A is from Enc. We write

(cT
𝐶,x:1, . . . , c

T
𝐶,x:𝐿′) = UEvalCX(Aattr, cT

attr,Acirc, cT
circ, 𝐶, x, S)

=
(
sT(A𝐶:1 − 𝐶(x) [1, 1]G) + eT

𝐶,x:1, . . . , sT(A𝐶:𝐿′ − 𝐶(x) [1, 𝐿
′]G) + eT

𝐶,x:𝐿′
)
.

• In H1, for each ℓ ∈ [𝐿′], the component cmsg [ℓ ] is computed as
cT
𝐶,x:ℓG−1(zℓ ) − eT

𝐶,x:ℓG−1(zℓ ) + emsg [ℓ ] + 𝝁′[ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 0;

cT
𝐶,x:ℓG−1(zℓ ) + sTzℓ − eT

𝐶,x:ℓG−1(zℓ ) + emsg [ℓ ] + 𝝁 [ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 1.

Note that 𝝁′[ℓ ] = 𝝁 [ℓ ] when 𝐶(x) [1, ℓ ] = 0. This is just rewriting, so H0 ≡ H1.

• In H2, the experiment aborts if ∥e𝐶,x∥ > 𝐵. We have H1 ≈ H2 by (the proof of)

Theorem 8.13.113

• In H3, using emsg for flooding, the terms eT
𝐶,x:ℓG−1(zℓ ) are removed from cmsg,

and a small noise e′msg [ℓ ] is inserted into cmsg [ℓ ] if 𝐶(x) [1, ℓ ] = 1, i.e., cmsg [ℓ ] is
cT
𝐶,x:ℓG−1(zℓ ) + emsg [ℓ ] + 𝝁′[ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 0;

cT
𝐶,x:ℓG−1(zℓ ) + sTzℓ + e′msg [ℓ ] + emsg [ℓ ] + 𝝁 [ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 1;

113This relies on A being selective in 𝐶.
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where e′msg
$← D𝐿′

ℤ,𝜎′,≤𝜎′
√
𝜆
. We let w[ℓ ] = sTzℓ + e′msg [ℓ ] for ℓ ∈ [𝐿′]. When the

experiment does not abort, we have

2𝜆+6( |e′[ℓ ] | + |eT
𝐶,x:ℓG−1(zℓ ) |) ≤ 2𝜆+6( |e′[ℓ ] | + ∥e𝐶,x∥ · ∥(G−1(zℓ ))T∥)

≤ 2𝜆+6(𝜎′
√
𝜆 + 𝐵𝑚) ≤ 𝜎msg

by our choice of parameters, so H2 ≈s H3 by Lemma 2.2.

• In H4, the experiment no longer tests whether ∥e𝐶,x∥ > 𝐵 nor aborts. H3 ≈ H4 by

(the proof of) Theorem 8.13.

• H5 is Exp
very-sel,sim
AB-LFE , where S, cattr, ccirc are uniformly random and

cmsg [ℓ ] =


cT
𝐶,x:ℓG−1(zℓ ) + emsg [ℓ ] + 𝝁′[ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 0;

random, if 𝐶(x) [1, ℓ ] = 1.

To prove H4 ≈ H5, we invoke csLWE while setting114

(Aattr,Acirc, z1, . . . , z𝐿′) =
©­«

A′

aT

ª®¬ +
(
(1, xT, 1, bits(S)) ⊗ G, 0(𝑛+1)×𝐿′

)
,

where A′, S are public matrix and circular ciphertext received from csLWE, and a is

sampled by the reduction algorithm. Note that in H4,

(cT
attr, cT

circ,wT) = rTA′ + (e′)T − aT −
(
(1, xT, 1, bits(S)) ⊗ 𝜾T𝑛+1 ⊗ gT, 01×𝐿′

)
,

and for each ℓ ∈ [𝐿′],

cmsg [ℓ ] =


cT
𝐶,x:ℓG−1(zℓ ) + emsg [ℓ ] + 𝝁′[ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 0;

cT
𝐶,x:ℓG−1(zℓ ) +w[ℓ ] + emsg [ℓ ] + 𝝁 [ℓ ] · ⌊𝑞/2⌉, if 𝐶(x) [1, ℓ ] = 1.

The components change into the distribution in H5 once csLWE is applied.

By hybrid argument, Expvery-sel,realAB-LFE ≡ H0 ≈ H5 ≡ Expvery-sel,simAB-LFE . □

Stronger Correctness and Security. When using unbounded homomorphic eval-

uation with stronger correctness, the AB-LFE schemes become adaptively correct

(computationally or statistically) and selectively secure. They will use randomized

Compress (see Definition 8.1).

114Embedding x into Aattr relies on A being selective in x.
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8.5 KP-ABE for Circuits of Unbounded Depth

In this section, we show how to achieve full-fledged ABE with our unbounded homo-

morphic evaluation algorithms by additionally assuming the evasive (circular small-

secret) LWE assumption.

8.5.1 Construction of KP-ABE

Our KP-ABE shares much similarity with AB-LFE (Construction 8.3). There are

two major differences. First, an ABE ciphertext is not bound to any policy and is

supposed to work with every authorized key. Second, ABE security should hold against

unbounded collusion.

Recall that in AB-LFE, the message is blinded by a one-time pad specific to the

policy. To make the ciphertext potentially work with every policy, we use “another

level of indirection”.115 The message is now padded with a policy-independent pad

sTz
::
. The decryptor can still compute sT(A

𝐶
− 𝐶(x)G)

::::::::::::::
. To bridge policy evaluation and

decryption authorization, a secret key enables computing sT(A
𝐶

G−1(z′
𝐶
) + z)

::::::::::::::::
, so that

sTA
𝐶

G−1(z′
𝐶
)

:::::::::::
can be cancelled to recover sTz

::
given an authorized key, i.e., 𝐶(x) = 0.

This is implemented by putting sTB
:::

in the ciphertext, where B is a public matrix

sampled with trapdoor (Lemma 2.3; the trapdoor is kept in msk), and putting

k𝐶 $← B−1(A𝐶G−1(z′𝐶) + z) = SampD(B, . . . ,A𝐶G−1(z′𝐶) + z, . . . )

in the secret key for 𝐶. During decryption, the bridging value is computed as sTB
:::
· k𝐶.

For security, we rely on evcsLWE (Assumption 8.2) and need to sample fresh z′
𝐶

for each secret key. Using the same argument of security for AB-LFE, we see that

{sTA
𝐶

G−1(z′
𝐶
)

:::::::::::
}
𝐶
indeed serve as indirect one-time pads that jointly protect sTz

::
from all

the bridging values when all the keys are unauthorized, i.e., 𝐶(x) = 1, and that sTz
::

in

turn hides the message.

In the preceding paragraphs, we ignored the difference between r, s and matrices

with/without bars. The construction below is formally accurate.

115“All problems in computer science can be solved by another level of indirection.” — David Wheeler.
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Construction 8.4 (KP-ABE for circuits of unbounded depth). Let (see Definition 2.3)

Params =
{

1𝐿
�� 𝐿 ∈ ℕ }

, 𝐹1𝐿 =
{
circuit 𝐶

�� 𝐶 : {0, 1}𝐿 → {0, 1}
}
,

𝑋1𝐿 = {0, 1}𝐿, 𝑃1𝐿 (𝐶, x) = ¬𝐶(x).

Our KP-ABE works as follows.

• Setup(1𝐿) defines appropriate 𝑛, 𝑚, 𝑞,𝜎,𝜎′,𝜎−1,𝜎post as described in Section 8.3,

and sets 𝐿S = 𝑚(𝑛 + 1)2⌈log2 𝑞⌉2. The algorithm samples

Aattr
$← ℤ

(𝑛+1)×(𝐿+1)𝑚
𝑞 , (B, 𝜏) $← TrapGen(1𝑛, 1𝑚, 𝑞),

Acirc
$← ℤ

(𝑛+1)×(𝐿S+1)𝑚
𝑞 , z $← ℤ𝑛𝑞 .

It outputs mpk = (𝑛, 𝑚, 𝑞,𝜎,𝜎′,𝜎−1,𝜎post,Aattr,Acirc,B, z) and msk = (mpk, 𝜏).

• KeyGen(msk, 𝐶) takes as input msk and some circuit 𝐶 : {0, 1}𝐿 → {0, 1}. It

first computes A𝐶 ← UEvalC(Aattr,Acirc, 𝐶), next samples z′ $← ℤ𝑛+1
𝑞 , and then

generates a trapdoor

k $← SampD(B, 𝜏,A𝐶G−1(z′) + z,𝜎−1),

where A𝐶 ∈ ℤ𝑛×𝑚𝑞 is the first 𝑛 rows of A𝐶. The algorithm outputs sk = (z′,k).

• Enc(mpk, x, 𝜇) takes as input mpk, attribute x ∈ {0, 1}𝐿, and message 𝜇 ∈ {0, 1}.

It samples r $← D𝑛

ℤ,𝜎,≤𝜎
√
𝜆
and sets s← (rT,−1)T. The algorithm creates a circular

encryption by

Afhe
$← ℤ𝑛×𝑚𝑞 , efhe $← D𝑚

ℤ,𝜎,≤𝜎
√
𝜆
, R $← {0, 1}𝑚×𝑚(𝑛+1) ⌈log2 𝑞⌉ ,

Afhe ←
©­«

Afhe

rTAfhe + eT
fhe

ª®¬ , S← AfheR − bits(s) ⊗ G,

and the attribute/circular encodings by

eattr $← D(𝐿+1)𝑚
ℤ,𝜎′,≤𝜎′

√
𝜆
, cT

attr ← sT(Aattr − (1, xT) ⊗ G) + eT
attr,

ecirc $← D(𝐿S+1)𝑚
ℤ,𝜎′,≤𝜎′

√
𝜆
, cT

circ ← sT(Acirc − (1, bits(S)) ⊗ G) + eT
circ.
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It also generates the message encoding as

eB $← D𝑚

ℤ,𝜎post,≤𝜎post
√
𝜆
, cT

B ← rTB + eT
B,

𝑒msg
$← D

ℤ,𝜎′,≤𝜎′
√
𝜆, 𝑐msg ← rTz + 𝑒msg + 𝜇 · ⌊𝑞/2⌉.

The algorithm outputs ct = (S, cattr, ccirc, cB, 𝑐msg).

• Dec(mpk, 𝐶, sk, x, ct) takes mpk, 𝐶, sk, x, ct as input. It computes

©­«
A𝐶

aT
𝐶

ª®¬ = A𝐶 ← UEvalC(Aattr,Acirc, 𝐶),

cT
𝐶,x ← UEvalCX(Aattr, cT

attr,Acirc, cT
circ, 𝐶, x, S),

𝑐′← 𝑐msg + cT
𝐶,xG−1(z′) − (cT

Bk − aT
𝐶G−1(z′)).

The algorithm outputs 𝜇′ = 0 if 𝑐′ ∈ [−𝑞/4, 𝑞/4), and 𝜇′ = 1 otherwise.

The efficiency parameters of the scheme are

|mpk| = O(𝐿), |sk𝐶 | = O(1), |ctx | = O(𝐿),

𝑇Setup = O(𝐿), 𝑇KeyGen, 𝑇Dec = O( |𝐶 |), 𝑇Enc = O(𝐿).

Theorem 8.15 (¶). Under sLWE (Assumption 8.1), Construction 8.4 is strongly 𝑓 -selectively

correct (Definition 8.4).

Proof (Theorem 8.15). The proof resembles that of Theorem 8.13. When 𝐶𝑗 (x) = 0, we

write

cT
𝐶𝑗 ,x = sT(A𝐶𝑗 − 𝐶𝑗 (x)G) + eT

𝐶𝑗 ,x = sTA𝐶𝑗 + eT
𝐶𝑗 ,x.

By definition,

cT
Bk𝑗 − aT

𝐶𝑗
G−1(z′𝑗) = rTA𝐶𝑗G

−1(z′𝑗) + rTz + eT
Bk𝑗 − aT

𝐶𝑗
G−1(z′𝑗)

= sTA𝐶𝑗G
−1(z′𝑗) + rTz + eT

Bk𝑗 ,

=⇒ 𝑐′ = 𝑐msg + cT
𝐶𝑗 ,xG−1(z′𝑗) − (c

T
Bk𝑗 − aT

𝐶𝑗
G−1(z′𝑗))

= (rTz + 𝑒msg + 𝜇 · ⌊𝑞/2⌉) + (sTA𝐶𝑗G−1(z′𝑗) + eT
𝐶𝑗 ,xG−1(z′𝑗))

− (sTA𝐶𝑗G−1(z′𝑗) + rTz + eT
Bk𝑗)

= 𝜇 · 𝑞/2 + (eT
Bk𝑗 + 𝑒msg + eT

𝐶𝑗 ,xG−1(z′𝑗) + 𝜇 · ( ⌊𝑞/2⌉ − 𝑞/2)).
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When ∥e𝐶𝑗 ,x∥ ≤ 𝐵, according to our choice of parameters, the total error is bounded

by

𝑚 · ∥eB∥ · ∥k𝑗 ∥ + |𝑒msg | + ∥e𝐶𝑗 ,x∥ · ∥(G−1(z′𝑗))
T∥ + 1

≤ 𝑚 · 𝜎post
√
𝜆 · 𝜎−1

√
𝑚 + 𝜎′

√
𝜆 + 𝐵 · 𝑚 + 1 < 𝑞/4,

in which case 𝜇′ = 𝜇. From Theorem 8.12, it follows that Pr[ ∥e𝐶𝑗 ,x∥ ≤ 𝐵 for all 𝑗 ] is

overwhelming by a standard guessing reduction. This completes the proof. □

Stronger Correctness. When using unbounded homomorphic evaluation with

stronger correctness, our KP-ABE scheme becomes (computationally or statistically)

adaptively correct. We note that it does not become more secure due to the reliance

on evcsLWE.

8.5.2 Security of KP-ABE

Theorem 8.16 (¶). Under csLWE (Assumption 8.1) and evcsLWE (Assumption 8.2), Con-

struction 8.4 is very selectively secure (Definition 2.3).

Proof (Theorem 8.16). Let A be an efficient adversary against the very selective security

of Construction 8.4. Consider the following sampler S (aux).

• Parse aux into (𝑟, 𝑟′).

• LaunchA(𝑟) to obtain (1𝐿, x, {𝐶𝑗}𝑗∈[𝐽]), where x ∈ {0, 1}𝐿 and 𝐶𝑗 : {0, 1}𝐿 → {0, 1}

with 𝐶𝑗 (x) = 1 for all 𝑗 ∈ [𝐽].

• Pick 𝑛, 𝑚, 𝑞,𝜎′,𝜎′,𝜎−1,𝜎post as in Setup(1𝐿). Pick an appropriate 𝜎pre.

• Sample Aattr =
©­«

Aattr

aT
attr

ª®¬, Acirc =
©­«

Acirc

aT
circ

ª®¬, z, {z′
𝑗
}𝑗∈[𝐽] in a straight-forward way116

using 𝑟′.

116Precisely speaking, 𝑟′ conditioned on Aattr,Acirc, z, {z′𝑗}𝑗∈[𝐽] should be efficiently sampleable given

them so that 𝑟′ does not contain a trapdoor breaking LWE for those public matrices.
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• Compute and set

©­«
A𝐶𝑗
aT
𝐶𝑗

ª®¬ = A𝐶𝑗 ← UEvalC(Aattr,Acirc, 𝐶𝑗), p𝑗 ← A𝐶𝑗G
−1(z′𝑗) + z,

A′← (Aattr − (1, xT) ⊗ G, z), P← (p1, . . . ,p𝐽),

where G is the first 𝑛 rows of G.

• Output (Acirc,A′,P,𝜎,𝜎′,𝜎−1,𝜎post,𝜎pre).

We first show that evcsLWESpost implies ABE security against A. Rewriting the view

of A in Exp𝛽ABE, we find

mpk = (𝑛, 𝑚, 𝑞,𝜎,𝜎′,𝜎−1,𝜎post,Aattr,Acirc, B , z),

{sk𝑗}𝑗∈[𝐽] = ({z′𝑗}𝑗∈[𝐽] , K ),

ct = ( S , cattr, ccirc, cB , 𝑐msg),

where

cT
attr = sT(Aattr − (1, xT) ⊗ G) + eT

attr

= rT(Aattr − (1, xT) ⊗ G) + eT
attr − aT

attr + (1, xT) ⊗ 𝜾T𝑛+1 ⊗ gT,

cT
circ = sT(Acirc − (1, bits(S)) ⊗ G) + eT

circ

= rT(Acirc − (1, bits(S)) ⊗ G) + eT
circ − aT

circ + (1, bits( S )) ⊗ 𝜾T𝑛+1 ⊗ gT,

𝑐msg = rTz + 𝑒msg + 𝛽 · ⌊𝑞/2⌉.

Here, the boxed terms are from the non-aux part of the first distribution in evcsLWESpost.

In the right distribution of evcsLWESpost, all components of ct are one-time padded by

a random value due to the boxed terms. In particular, 𝛽 is perfectly hidden, implying

the very selective security of Construction 8.4.

It remains to prove evcsLWESpre using csLWE. This is analogous to the proof of

Theorem 8.14. We consider the following series of hybrids.
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• H0 is the first distribution of evcsLWESpre, consisting of

𝑟,

equivalent to 𝑟′ in aux︷                                                            ︸︸                                                            ︷
Aattr, aattr, Acirc, acirc, z, {z′𝑗}𝑗∈[𝐽] , Afhe, B, rTAfhe + eT

fhe,

S =
©­«

Afhe

rTAfhe + eT
fhe

ª®¬ R − bits(s) ⊗ G, rT(Acirc − (1, bits(S)) ⊗ G) + eT
circ,

rT(Aattr − (1, xT) ⊗ G) + eT
attr, rTz + 𝑒msg, (i.e., rTA′ + (e′)T for A′ of S)

rTB + eT
B,

{rT(A𝐶𝑗G−1(z′𝑗) + z) + 𝑒P, 𝑗}𝑗∈[𝐽] (i.e., rTP + eT
P).

The width of r, efhe (resp. ecirc, eattr, 𝑒msg; eB, {𝑒P, 𝑗}𝑗∈[𝐽]) is 𝜎 (resp. 𝜎′; 𝜎pre).

• In H1, we write

cT
𝐶𝑗 ,x = UEvalCX(Aattr, cT

attr,Acirc, cT
circ, 𝐶𝑗 , x, S)

= rT(A𝐶𝑗 − 𝐶𝑗 (x)G) − aT
𝐶𝑗
+ 𝐶𝑗 (x)gT + eT

𝐶𝑗 ,x

(𝐶𝑗 (x) = 1) = rT(A𝐶𝑗 − G) − aT
𝐶𝑗
+ 𝜾T𝑛+1 ⊗ gT + eT

𝐶𝑗 ,x,

with which the last 𝐽 components can be rewritten as

rT(A𝐶𝑗G−1(z′𝑗) + z) + 𝑒P, 𝑗 = (c𝐶𝑗 ,x + a𝐶𝑗 − 𝜾𝑛+1 ⊗ g − e𝐶𝑗 ,x)TG−1(z′𝑗) + rTz′𝑗 + rTz + 𝑒P, 𝑗 ,

causing no change to the distribution. We change the sampling of Acirc,Aattr to

Acirc = A′circ + (1, bits(S)) ⊗ G, Aattr = A′attr + (1, xT) ⊗ G,

where A′circ,A′attr are uniformly random matrices of appropriate shapes sampled

independently from everything else. The distribution becomes

𝑟, A′circ + (1, bits(S)) ⊗ G, acirc, A′attr + (1, xT) ⊗ G, aattr, z, {z′𝑗}𝑗∈[𝐽] ,

Afhe, B, rTAfhe + eT
fhe, S =

©­«
Afhe

rTAfhe + eT
fhe

ª®¬ R − bits(s) ⊗ G,

rTA′circ + eT
circ, rTA′attr + eT

attr, rTz + 𝑒msg, rTB + eT
B,

{(c𝐶𝑗 ,x + a𝐶𝑗 − 𝜾𝑛+1 ⊗ g − e𝐶𝑗 ,x)TG−1(z′𝑗) + rTz′𝑗 + rTz + 𝑒P, 𝑗}𝑗∈[𝐽] .

Clearly, H0 ≡ H1, since S, x are computed independently of Acirc,Aattr,A′circ,A′attr.
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• In H2, the last 𝐽 components have the homomorphic noises truncated:

𝑟, A′circ + (1, bits(S)) ⊗ G, acirc, A′attr + (1, xT) ⊗ G, aattr, z, {z′𝑗}𝑗∈[𝐽] ,

Afhe, B, rTAfhe + eT
fhe, S =

©­«
Afhe

rTAfhe + eT
fhe

ª®¬ R − bits(s) ⊗ G,

rTA′circ + eT
circ, rTA′attr + eT

attr, rTz + 𝑒msg, rTB + eT
B,

{(c𝐶𝑗 ,x + a𝐶𝑗 − 𝜾𝑛+1 ⊗ g − e′𝐶𝑗 ,x )
TG−1(z′𝑗) + rTz′𝑗 + rTz + 𝑒P, 𝑗}𝑗∈[𝐽] ,

where e′
𝐶𝑗 ,x is e

𝐶𝑗 ,x if ∥e𝐶𝑗 ,x∥ ≤ 𝐵, and 0 otherwise. By (the proof of) Theorem 8.15,

it holds that H1 ≈ H2.

• In H3, we modify the noises as follows (highlighted in boxes):

𝑟, A′circ + (1, bits(S)) ⊗ G, acirc, A′attr + (1, xT) ⊗ G, aattr, z, {z′𝑗}𝑗∈[𝐽] ,

Afhe, B, rTAfhe + eT
fhe, S =

©­«
Afhe

rTAfhe + eT
fhe

ª®¬ R − bits(s) ⊗ G,

rTA′circ + eT
circ, rTA′attr + eT

attr, rTz + 𝑒msg, rTB + (e′′0 )T + eT
B,

{(c𝐶𝑗 ,x + a𝐶𝑗 − 𝜾𝑛+1 ⊗ g − 0 )TG−1(z′𝑗) + rTz′𝑗 + 𝑒′′𝑗 + rTz + 𝑒msg + 𝑒P, 𝑗}𝑗∈[𝐽] .

Here, each entry of e′′0 , {𝑒𝑗}𝑗∈[𝐽] is independently sampled from D
ℤ,𝜎′,≤𝜎′

√
𝜆.

By our choice of parameters that 𝜎pre ≥ 2𝜆+6(𝐵𝑚 + 2𝜎′
√
𝜆) and thanks to

eB, {𝑒P, 𝑗}𝑗∈[𝐽] (of width 𝜎pre), we have H2 ≈s H3. Note that in H3, the values of

e
𝐶𝑗 ,x, e

′
𝐶𝑗 ,x are no longer used and hence need not be computed.

• In H4, all r-dependent components are changed to random, arriving at the

second distribution of evcsLWESpre. It follows from csLWE (Assumption 8.1) that

H3 ≈ H4. Roughly speaking, the reduction regards A′ (of csLWE, not S) as(
A′circ, A′attr, z, B, z1, . . . , z𝐽

)
and samples (including eB, {𝑒P, 𝑗}𝑗∈[𝐽]) and computes the required components

by itself.

By hybrid argument, H0 ≈ H4, i.e., evcsLWESpre holds. This concludes the proof. □
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8.5.3 Attribute-Unbounded Depth-Unbounded KP-ABE

We can apply the result of [GKW16] to obtain KP-ABE unbounded in both attribute

length and circuit depth:

Corollary 8.17 (KP-ABE for circuits of unbounded depth and input length). Under

csLWE (Assumption 8.1) and evcsLWE (Assumption 8.2), there exists a strongly 𝑓 -selectively

correct (Definition 8.4), very selectively secure (Definition 2.3) KP-ABE scheme for circuits

of unbounded depth and input length with

Params = {⊥}, 𝑋 = {0, 1}<2𝜆 ,

𝐹 =
{
circuit 𝐶

�� 𝐶 : {0, 1}𝐿 → {0, 1} for some 𝐿 < 2𝜆
}
,

𝑃(𝐶, x) =


¬𝐶(x′), if 𝐶 : {0, 1}𝐿 → {0, 1} and

x′ is the 𝐿-prefix of x;

0, otherwise;

|mpk| = O(1), |sk𝐶 | = O(𝐿), |ctx | = O( |x|),

𝑇Setup = O(1), 𝑇KeyGen, 𝑇Dec = O( |𝐶 |), 𝑇Enc = O( |x|),

where 𝐿 is the input length of 𝐶 (not necessarily the same as |x|).

The generic transformation of [GKW16] only handles equal-length matching, i.e., x

must be of exactly the input length of 𝐶 for decryption to succeed. It can be extended

to prefix matching when based on Construction 8.4 with two changes, as observed

by [BV16].

• For correctness, we use a PRF to generate an exponentially large Aattr matrix

(instead of unrelated Aattr matrices for different lengths), and use the relevant

parts of it in key generation and encryption. This ensures that sk and ct use the

same Aattr for decryption to succeed.

• For security, we transform 𝐶 and x into 𝐶′ and (𝐿x, x), where 𝐿x = |x| is the 𝜆-bit

binary representation of the length of x and

𝐶′(𝐿x, x′) =

𝐶(x′), if 𝐿x ≥ 𝐿;

1, if 𝐿x < 𝐿;
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with 𝐿 being the input length of 𝐶 and x′ (hopefully) a prefix of x. In the

security proof, during reduction to Construction 8.4, we choose ( |x|, (x, 0))

for 0 of appropriate length when generating the challenge ciphertext (part

of which is thrown away) so that the challenge has the correct length as far as

Construction 8.4 is concerned and policy circuits taking overlong input are sure

to reject decryption.

When using unbounded homomorphic evaluation with stronger correctness, the

scheme becomes (computationally or statistically) adaptively correct.

8.5.4 Scheme with Perfect Correctness

The downside of the previous scheme (Construction 8.4) is that it is not perfectly

correct. The importance of perfect correctness has been discussed in [GKVW20]. In

this section, we show how to obtain a perfectly correct KP-ABE scheme by adding

error checking to Construction 8.4. We rely on a perfectly correct predicate encryption

(PE) for circuits of bounded depth and a perfectly binding commitment scheme, both

known from LWE [GVW15a,BTVW17,Reg05].

The basic idea is as follows. Recall that by Theorem 8.11, decryption errs only

when an entry of sTA′
𝑖
Γ is close to carry/borrow boundaries (“bad event”), where 𝑖

runs through all the gates in the circuit. To fix this case, we encrypt the message 𝜇

again under PE, with the (hidden) attribute being s, and provide in the ABE key

additionally a PE key that checks for and authorizes decryption in the unlikely case of

the bad event. Each check takes O(log𝜆) depth and aggregating them takes O(log |𝐶 |)

depth. Therefore, it suffices to use a depth-bounded PE scheme. A final catch is that

Construction 8.4 does not indicate decryption error and the PE schemes of [GVW15a,

BTVW17] does not detect decryption failure (due to policy not authorizing). Given

this, how can we know, with absolute certainty, which decryption yields the correct

message? Enters the commitment scheme. We commit to the message 𝜇 and encrypt

its opening 𝑟. The decryption result that opens the commitment is always the correct

one, due to the commitment scheme being perfectly binding.

The security of the scheme follows from those of its ingredients — PE decryption
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is almost never authorized due to the computational correctness of Construction 8.4,

so its security applies to hide the opening as well as s, which in turn enables ABE

security to completely erase the opening before invoking the hiding property to show

that the message is hidden.

We start with the additional preliminaries for this part.

Definition 8.5 (depth-bounded KP-PE). A key-policy predicate encryption scheme for

circuits of bounded depth consists of four efficient algorithms.

• Setup(1𝜆, 1𝐿, 1𝑑) takes as input the attribute length 𝐿 and the maximum depth 𝑑.

It outputs a pair of master public/secret keys (mpk,msk).

• KeyGen(1𝜆,msk, 𝐶) takes as input msk and a circuit 𝐶 : {0, 1}𝐿 → {0, 1} of depth

at most 𝑑. It outputs a secret key sk for 𝐶.

• Enc(1𝜆,mpk, x, 𝜇) takes as input mpk, an attribute x ∈ {0, 1}𝐿, and some message

𝜇 ∈ {0, 1}. It outputs a ciphertext ct.

• Dec(1𝜆,mpk, 𝐶, sk, ct) takes as input mpk, 𝐶, sk, ct (no x). It is supposed to recover

𝜇 if 𝐶(x) = 0.

The scheme must be (perfectly) correct, i.e., for all 𝜆, 𝐿, 𝑑 ∈ ℕ, circuit 𝐶 : {0, 1}𝐿→{0, 1}

of depth at most 𝑑, attribute x ∈ {0, 1}𝐿, message 𝜇 ∈ {0, 1} such that 𝐶(x) = 0,

Pr


(mpk,msk) $← Setup(1𝜆, 1𝐿, 1𝑑)

sk $← KeyGen(1𝜆,msk, 𝐶)

ct $← Enc(1𝜆,mpk, x, 𝜇)

: Dec(1𝜆,mpk, 𝐶, sk, ct) = 𝜇


= 1.

The scheme is very selectively secure if Exp0
PE ≈ Exp

1
PE, where Exp

𝛽
PE(1

𝜆,A) proceeds as

follows.

• Setup, Query, Challenge. Launch A(1𝜆) and receive from it 1𝐿, 1𝑑, {𝐶𝑗}𝑗∈[𝐽],

x0, x1 ∈ {0, 1}𝐿, where 𝐶𝑗 : {0, 1}𝐿 → {0, 1} are circuits of depth at most 𝑑. Run

(mpk,msk) $← Setup(1𝜆, 1𝐿, 1𝑑),

sk𝑗
$← KeyGen(1𝜆,msk, 𝐶𝑗) (for 𝑗 ∈ [𝐽]),

ct $← Enc(1𝜆,mpk, x𝛽,𝛽),
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and send (mpk,msk, {sk𝑗}𝑗∈[𝐽] , ct) to A.

• Guess. A outputs a bit 𝛽′ ∈ {0, 1}. If 𝐶𝑗 (x0) = 𝐶𝑗 (x1) = 1 for all 𝑗 ∈ [𝐽], the out-

come of the experiment is 𝛽′. Otherwise, the outcome is set to 0.

We remark that Definition 8.5, while requiring security when 𝐶(x) = 1, does not

guarantee perfect detection of 𝐶(x) = 1 during decryption, i.e., it is permissible that

Dec outputs a random bit when 𝐶(x) = 1. This gap between correctness and security

is not captured by PHFE per Definition 2.1, so we must define it separately.

Definition 8.6 (perfectly binding commitment). A commitment scheme consists of two

efficient algorithms.

• GenCRS(1𝜆) outputs crs = (1𝐿com , . . . ), where 𝐿com is the length of commitment

randomness.

• Commit(1𝜆, crs, 𝜇, 𝑟) takes as input crs, a message 𝜇, and some 𝑟 ∈ {0, 1}𝐿com. It

is deterministic and outputs a commitment 𝑐.

The scheme is perfectly binding if for all 𝜆 ∈ ℕ,

Pr
crs=(1𝐿com ,... ) $←GenCRS(1𝜆)


there exist 𝑟0, 𝑟1 ∈ {0, 1}𝐿com such that

Commit(1𝜆, crs, 0, 𝑟0) = Commit(1𝜆, crs, 1, 𝑟1)

 = 0.

It is (computationally) hiding if {(1𝜆, crs, 𝑐0)}𝜆∈ℕ ≈ {(1𝜆, crs, 𝑐1)}𝜆∈ℕ, where

crs = (1𝐿com , . . . ) $← GenCRS(1𝜆), 𝑟
$← {0, 1}𝐿com ,

𝑐𝛽 ← Commit(1𝜆, crs,𝛽, 𝑟) for 𝛽 ∈ {0, 1}.

Multi-Bit Messages for Basic Scheme. We modify Construction 8.4 for better usage

as follows. The message is now 𝝁 ∈ {0, 1}𝐿′, and 1𝐿′ is part of param. The following

replacements are made:

z, z′,k become Z, Z′ $← ℤ
(𝑛+1)×𝐿′
𝑞 , K ∈ ℤ𝑚×𝐿′;

𝑒msg, 𝑐msg become emsg $← D𝐿′

ℤ,𝜎′,≤𝜎′
√
𝜆
, cmsg ← rTZ + emsg + ⌊𝑞/2⌉ · 𝝁;

𝑐′, 𝜇′ become c′ ∈ ℤ𝐿′
𝑞 , 𝝁

′ ∈ {0, 1}𝐿′, 𝝁′[ℓ ] ←


0, if c′[ℓ ] ∈ [−𝑞/4, 𝑞/4);

1, otherwise.
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It can be readily verified that strong 𝑓 -selective correctness and very selective security

still hold.

Ingredients of Construction 8.5. We rely on

• Construction 8.4 modified as above (Setup′, KeyGen′, Enc′,Dec′),

• a perfectly correct depth-bounded KP-PE scheme (Setup′′, KeyGen′′, Enc′′,Dec′′),

and

• a perfectly binding commitment scheme (GenCRS, Commit).

Construction 8.5 (perfectly correct KP-ABE). The functionality is that of Construc-

tion 8.4. The perfectly correct scheme works as follows.

• Setup(1𝐿) runs

crs = (1𝐿com , . . . ) $← GenCRS(), (mpk′,msk′) $← Setup′(1𝐿, 11+𝐿com).

It computes a polynomial upper bound 𝑑0 on the depth of circuit

CheckOneA′
𝑖
(s) =


0, if (sTA′

𝑖
Γ mod 𝑞) ∉ [−𝑞/2 + 𝑀2𝐵, 𝑞/2 − 𝑀2𝐵)𝑚;

0, if (sTA′
𝑖
Γ mod 𝑀) ∉ [−𝑀/2 + 𝐵, 𝑀/2 − 𝐵)𝑚;

1, otherwise;

where s,A′
𝑖
, Γ, 𝑞, 𝑀, 𝐵, 𝑚 are those in (the modified) Construction 8.4. Let 𝐿s be

the bit-length of s. The algorithm runs

(mpk′′,msk′′) $← Setup′′(1𝐿s , 1𝑑0+𝜆),

and outputs mpk = (𝜆,mpk′, 𝐿s, 𝑑0,mpk′′, crs) and msk = (mpk,msk′,msk′′).

• KeyGen(msk, 𝐶) checks whether |𝐶 | ≥ 2𝜆. If so, it modifies 𝐶 into the trivially

authorizing one, i.e., 𝐶(x) = 0 always, before proceeding.117 The algorithm runs

117This truncation is just to adhere to the formalism (Definitions 2.3 and 8.4) that the resultant KP-ABE

is correct for all circuits, ensuring that CheckAll𝐶 is of depth at most (𝑑0 + 𝜆) so the underlying depth-

bounded KP-PE works. It does not affect security as the adversary cannot choose a circuit of size 2𝜆.

Such a huge circuit also need not be considered in practical scenarios.
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sk′ $← KeyGen′(msk′, 𝐶) and collects all the {A′
𝑖
}𝑖∈[𝐿+1,|𝐶 |] matrices produced by

KeyGen′. It then creates a circuit

CheckAll𝐶 (s) =
|𝐶 |∧

𝑖=𝐿+1
CheckOneA′

𝑖
(s),

and runs sk′′ $← KeyGen′′(msk′′, CheckAll𝐶). The algorithm outputs sk = (sk′, sk′′).

• Enc(mpk, x, 𝜇) runs

𝑟
$← {0, 1}𝐿com , 𝑐← Commit(crs, 𝜇, 𝑟),

ct′ $← Enc′(mpk′, x, (𝜇, 𝑟)), ct′′ $← Enc′′(mpk′′, s, 𝜇),

where the input s to Enc′′ is the one used in Enc′. It outputs ct = (𝑐, ct′, ct′′).

• Dec(mpk, 𝐶, sk, x, ct) runs

(𝜇′, 𝑟′) ← Dec′(mpk′, 𝐶, sk′, x, ct′), 𝜇′′← Dec′′(mpk′′, CheckAll𝐶, sk′′, ct′′).

It outputs 𝜇′ if Commit(crs, 𝜇′, 𝑟′) = 𝑐. Otherwise, it outputs 𝜇′′.

We note that 𝑑0 can be chosen as O(log𝜆). The efficiency parameters of the scheme

are still

|mpk| = O(𝐿), |sk𝐶 | = O(1), |ctx | = O(𝐿),

𝑇Setup = O(𝐿), 𝑇KeyGen, 𝑇Dec = O( |𝐶 |), 𝑇Enc = O(𝐿).

Perfect Correctness. By the perfect binding property of the commitment scheme,

if during decryption Commit(crs, 𝜇′, 𝑟′) = 𝑐, then 𝜇′ = 𝜇 and correctness holds. When

the commitment check fails and 𝐶(x) = 0, the modified Construction 8.4 must be

incorrect, and it follows from Theorem 8.11 that CheckAll𝐶 (s) = 0 must hold. Note

that CheckAll𝐶 is a conjunction of at most 2𝜆 circuits, each of depth at most 𝑑0, so it

is of depth at most (𝑑0 + 𝜆) and can be handled by the PE scheme. By the perfect

correctness of predicate encryption, we have 𝜇′′ = 𝜇, which is also the output of the

decryption algorithm in this case.

Theorem 8.18 (¶). Under csLWE (Assumption 8.1) and evcsLWE (Assumption 8.2), if the

predicate encryption is very selectively secure (Definition 8.5) and the commitment scheme

is hiding (Definition 8.6), then Construction 8.5 is very selectively secure (Definition 2.3).
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Proof (Theorem 8.18). We list the hybrids.

• H𝛽
0 is Exp

𝛽
ABE, with the ciphertexts being

𝑐← Commit(crs,𝛽, 𝑟), ct′ $← Enc′(mpk′, x, (𝛽, 𝑟)), ct′′ $← Enc′′(mpk′′, s,𝛽).

• In H𝛽
1 , the PE attribute and message are removed, i.e.,

𝑐← Commit(crs,𝛽, 𝑟), ct′ $← Enc′(mpk′, x, (𝛽, 𝑟)), ct′′ $← Enc′′(mpk′′, 0, 0 ).

By (the proof of) Theorem 8.15, it holds with overwhelming probability that

CheckAll𝐶𝑗 (s) = 1 for all 𝑗. Combining it with the security of PE, we have H𝛽
0 ≈ H

𝛽
1 .

• In H𝛽
2 , the ABE message is removed, i.e.,

𝑐← Commit(crs,𝛽, 𝑟), ct′ $← Enc′(mpk′, x, (0, 0𝐿com) ), ct′′ $← Enc′′(mpk′′, 0, 0).

H𝛽
1 ≈ H

𝛽
2 by the very selective security of ABE (Theorem 8.16 modified for multi-

bit messages).

By the hiding property of the commitment scheme, we have H0
2 ≈ H

1
2. Therefore,

Exp0
ABE ≡ H

0
0 ≈ H

1
0 ≡ Exp1

ABE by hybrid argument. □

We remark that our AB-LFE can be similarly modified (using a depth-bounded LFE)

for perfect correctness.

8.6 Further Discussions

The results listed below are excluded from this dissertation. They are corollaries of

the unbounded homomorphic evaluation procedure. See [HLL23a,HLL25,HLL23b] for

details.

Corollary (LFE). Under the circular LWE assumption, there exists a very selectively secure

LFE scheme for circuits of unbounded depth and bounded input/output lengths 𝐿, 𝐿′ with

|crs| = O(𝐿), |digest𝐶 | = O(𝐿′), 𝑇Enc = O(𝐿 + 𝐿′), |ct(x) | = O(𝐿 + 𝐿′).
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Corollary (1-key FE, implying 1-key ABE). Under the circular LWE assumption, there

exists a very selectively 1-key simulation-secure FE scheme for circuits of unbounded depth

and bounded input/output lengths 𝐿, 𝐿′ with

|mpk| = O(𝐿 + 𝐿′), |sk𝐶 | = O(𝐿′), |ct(x) | = O(𝐿 + 𝐿′).

Corollary (reusable garbled circuits). Under the circular LWE assumption, there exists

a selectively secure reusable garbling scheme for circuits with

|𝐶 | = O(𝐿′), |pk| = O(𝐿 + 𝐿′), |x̂| = O(𝐿 + 𝐿′),

where 𝐿, 𝐿′ are the input/output lengths of 𝐶.

Corollary (depth-unbounded KP-PE). Under the evasive circular LWE assumption and

the circular LWE assumption, there also exists a very selectively secure PE scheme for circuits

of unbounded depth with

|mpk| = O(𝐿), |sk𝐶 | = O(1), |ct(x) | = O(𝐿).
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CHAPTER 9

On the Optimal Succinctness and Efficiency of ABE

This chapter is a remix of [JLL22,Luo22,JLL23,Luo24].118

In this chapter, we push the frontier of ABE on the theoretical side of cryptography.

Although the research of ABE has progressed significantly since its conception, we are

yet to understand its best-possible efficiency. We initiate a systematic investigation

into this basic question, prove inherent space-time trade-offs for ABE, and present

several optimal constructions in obfustopia.

9.1 Introduction

Over the past decade, significant progress has been made in establishing the feasi-

bility of ABE, for various classes of computation, with different levels of efficiency

and security, and from different assumptions. However, we are yet to understand the

asymptotic optimality and theoretical limits of its efficiency. We ask:

What is the best-possible asymptotic efficiency of ABE?

Are there trade-offs among different aspects of efficiency?

Can we construct optimally efficient ABE?

We make progress towards answering the above questions.

For the lower bounds, we prove inherent trade-offs between the ciphertext (or key)

size and the decryption time. On the constructive front, we present the first collusion-

resistant ABE for RAM solely based on (polynomially secure) collusion-resistant FE

for circuits, which in turn can be based on well-studied assumptions [JLS21,JLS22].

118Aayush Jain, Huijia Lin, Ji Luo:

On the Optimal Succinctness and Efficiency of Functional Encryption and Attribute-Based Encryption,

© 2023 IACR, DOI 10.1007/978-3-031-30620-4_16.

Ji Luo: Ad Hoc Broadcast, Trace, and Revoke, DOI 10.62056/a39qxrxqi.

https://doi.org/10.1007/978-3-031-30620-4_16
https://doi.org/10.62056/a39qxrxqi
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Our schemes have minimally sized keys and ciphertexts and optimal decryption time,

matching our lower bounds.

Dream Efficiency. Before describing our results, we first picture the dream efficiency

with respect to three important dimensions. Each dimension has been a consistent

research theme across many primitives in cryptography. These dimensions are not

disparate but closely related.

For simplicity, we consider key encapsulation mechanism, where the message is

𝜆-bit long. Conversion to regular ABE is standard and ensures best-possible efficiency

in all dimensions with respect to the message length.

EFFICIENT COMPUTATION MODEL. Using a realistic and efficient model helps

accurately characterizing efficiency. For example, the time of computation in the

clear serves as a baseline for decryption time. For this reason, functions should

be represented by random-access machines (RAM), the most efficient computation

model subsuming both circuits and Turing machines. It is also closer to real-world

computers.

We consider a RAM 𝑈 (fixed119 at set-up time) with random access to three tapes,

a function tape containing 𝑓 , an input tape containing 𝑥, and a working tape. In

general, it may produce arbitrarily long output, e.g., one bit at every step. For the

purpose of ABE, it suffices to consider a decision machine, i.e., 𝑈 outputs one bit

right before halting, indicating whether decryption is authorized. This flexible model

captures many natural scenarios, e.g., binary search where the database could be part

of 𝑓 , 𝑥. It can emulate the evaluation of a circuit 𝐶 on input 𝑥 by putting the circuit

description on the function tape. In ciphertext-policy ABE, each ciphertext is tied to a

function, which can be captured by setting 𝑥 to be the description of that function.

These examples tell us that either or even both of 𝑓 , 𝑥 could be long, and we want to

optimize the efficiency dependency on their lengths.

SUCCINCTNESS. Enjoying low communication and storage overhead means having

short master public key mpk, secret keys sk𝑓 , and ciphertexts ct𝑥. At the most basic

119We can think of 𝑈 as a universal RAM.
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level, the size of each component should be polynomial in the length of its associated

information — |mpk| = O(1),120 |sk𝑓 | = poly( | 𝑓 |), and |ct𝑥 | = poly( |𝑥|), where | 𝑓 |, |𝑥| are

the description lengths of 𝑓 , 𝑥, respectively — referred to as polynomial efficiency.121

However, there is much to be desired beyond this basic level of efficiency. For instance,

linear efficiency means |sk𝑓 | = O( | 𝑓 |) and |ct| = O( |𝑥|), and rate-1 efficiency means

|sk𝑓 | = | 𝑓 | + O(1) and |ct| = |𝑥| + O(1).

In fact, even smaller parameters are possible. Since ABE does not aim to hide

the function 𝑓 , it is allowed to put the description of 𝑓 in the clear in the secret key,

and the non-trivial part of the secret key may be shorter than 𝑓 . In this case, the

right measure of efficiency could be the size of the non-trivial part (i.e., the overhead),

which we now view as the secret key. We can aim for secret keys of size independent

of that of the function — i.e., |sk𝑓 | = O(1) — referred to as constant-size keys. The same

observation applies to the public input 𝑥 tied to the ciphertext and we can hope for

ciphertexts of size independent of |𝑥|, i.e., |ct𝑥 | = O(1) — for long messages, it becomes

|ct𝑥 (𝜇) | = |𝜇 | + O(1). In summary:

IDEAL COMPONENT SIZESIDEAL COMPONENT SIZES. |mpk| = O(1), |sk𝑓 | = O(1), |ct𝑥 | = O(1).

Note that the ideal component sizes are completely independent of the running time

of the computation.

DECRYPTION TIME. Decryption is also a RAM computation, Decmpk,𝑓 ,sk𝑓 ,𝑥,ct𝑥 (), which

with random access to mpk, 𝑓 , sk𝑓 , 𝑥, ct𝑥, recovers the message if 𝑈 𝑓 ,𝑥 () accepts. We

want decryption to be efficient, ideally taking time linear in the instance running

time 𝑇 of the RAM computation in the clear:

IDEAL DECRYPTION TIMEIDEAL DECRYPTION TIME. 𝑇Dec = O(𝑇).

120In this introduction, O(·) hides a multiplicative factor of poly(𝜆).
121It may appear that polynomial efficiency is the bare minimum. However, it is possible to consider

components whose sizes depend on an upper bound of the length of some information not tied to them.

Many early schemes are as such, e.g., the celebrated ABE scheme by [BGG+14] has |mpk|, |ct| growing

polynomially with the maximum depth of the computation. When a scheme requires fixing an upper

bound on parameter 𝑍 (e.g., input length, depth, or size), it is said to be 𝑍-bounded.
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Note that since decryption necessarily has to verify that 𝑈 𝑓 ,𝑥 () accepts (otherwise

there is no security), due to the time-hierarchy theorems for RAM [CR73,Iva82], we

cannot expect Dec to run in time O(𝑇1−𝜀) for any constant 𝜀 > 0.

9.1.1 Our Results

Is the dream efficiency attainable simultaneously in all of the three dimensions?

Towards understanding this, we present both new constructions and lower bounds.

New ABE for RAM with Optimal Succinctness. Starting from polynomially secure

bounded FE for circuits, i.e., all of |mpk|, |sk𝑓 |, |ct(𝑦) | are just poly( | 𝑓 |, |𝑦|), which in

turn can be constructed from well-studied assumptions [JLS21,JLS22], we construct an

adaptively secure (unbounded) ABE for RAM with optimal succinctness.

Theorem 9.12. Assuming polynomially secure FE for circuits, there exists an adaptively

secure ABE for RAM with

|mpk| = O(1), |sk𝑓 | = O(1), |ct𝑥 | = O(1), 𝑇Dec = O(𝑇 + | 𝑓 | + |𝑥|).

Our construction gives the first ABE for RAM from falsifiable assumptions, and also the

first ABE for any model of computation (e.g., circuit or TM) with optimal succinctness

(both keys and ciphertexts are constant-size). The only prior construction of ABE for

RAM by [GKP+13a] relies on non-falsifiable assumptions like SNARK and differing-input

obfuscation. In terms of succinctness, existing schemes achieve either constant-size

keys or constant-size ciphertexts (see [ALdP11,YAHK14,Tak14,Att16,ZGT+16,AT20] and

Chapters 5 and 6). Achieving constant-size keys and ciphertexts simultaneously has

been an important theoretical open question (see discussion in Chapter 6). The state-

of-the-art is summarized in Table 9.1. We further discuss related works in Section 9.1.4.

Lower Bounds on Component Sizes and Decryption Time. The decryption time of

our ABE appears suboptimal. In addition to the necessary linear dependency on 𝑇, it

also grows linearly with | 𝑓 |, |𝑥|. It turns out that ideal succinctness and ideal decryption

time are at conflict.
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Theorem 9.4. For all moderately expressive secure ABE scheme, it holds that

|ct𝑥 | · 𝑇Dec = Ω( |𝑥|), |sk𝑓 | · 𝑇Dec = Ω( | 𝑓 |).

We note that the latter bound (about sk) is not formally proven. Its proof is similar

to that of the former (about ct). Our ABE scheme matches the lower bounds — it is

Pareto-optimal with respect to the dependency on | 𝑓 |, |𝑥|.

Table 9.1. Comparison among select KP-ABE schemes.

reference functionality |sk| |ct| 𝑇Dec adaptive assumption

[GGH+13a] circuit poly( |𝐶 |) poly( |𝑥|) poly( |𝐶 |) 𝑖O
[KNTY19] circuit poly( |𝐶 |) poly( |𝑥|) poly( |𝐶 |) ✓ 1-key sls FE
[GWZ22] circuit poly( |𝐶 |) |𝑥| + O(1) poly( |𝐶 |) 𝑖O
[AS16] TM poly( | 𝑓 |) poly( |𝑥|) 𝑇 poly( | 𝑓 |, |𝑥|) ✓ 𝑖O
[AJS17] TM 𝑐| 𝑓 | + O(1) 𝑐|𝑥| + O(1) 𝑇 poly( | 𝑓 |, |𝑥|) ✓ subexp 𝑖O
[AM18] TM poly( | 𝑓 |) O( |𝑥|) 𝑇 poly( | 𝑓 |, |𝑥|) ✓ FE
[KNTY19] TM poly( | 𝑓 |) poly( |𝑥|) 𝑇 poly( | 𝑓 |, |𝑥|) 1-key sls FE
[ACFQ22] RAM poly( | 𝑓 |) poly( |𝑥|) 𝑇 poly( | 𝑓 |) PK-DE-PIR & FE

Chapter 5 ABP O( |𝐶 | · |𝑥|) O(1) O( |𝐶 | · |𝑥|) ✓ 𝑘-Lin
[BGG+14] circuit poly(𝑑) |𝑥| poly(𝑑) |𝐶 | poly(𝑑) LWE
Chapter 6 circuit O(1) poly(𝑑) |𝐶 | poly(𝑑) ✓ GGM & LWE
[GKP+13a] RAM O(1) poly( |𝑥|) O(𝑇 + | 𝑓 | + |𝑥|) SNARK & 𝑑𝑖O

Theorem 9.12 RAM O(1) O(1) O(𝑇 + | 𝑓 | + |𝑥|) ✓ FE
Corollary 9.15 RAM | 𝑓 | + O(1) O(1) O(𝑇 + |𝑥|) ✓ FE
Corollary 9.15 RAM O(1) |𝑥| + O(1) O(𝑇 + | 𝑓 |) ✓ FE
Corollary 9.15 RAM | 𝑓 | + O(1) |𝑥| + O(1) O(𝑇) ✓ FE

The first group of works study FE, and the rows show them used as ABE. The second group of
works study ABE directly. All the schemes encrypt at least a single bit (maybe more, but not
considered in this table). 𝐶 is the circuit. 𝑇 is the instance running time of TM/RAM. ABP means
arithmetic branching programs (also denoted by 𝐶). All poly(·) and O(·) implicitly contains 𝜆.
For assumptions, “𝑖O” mean indistinguishability obfuscation, “FE” means functional encryption
for circuits, “1-key sls” means 1-key sublinearly succinct, “subexp” means subexponentially
secure, “PK-DE-PIR” means public-key doubly efficient private information retrieval, “𝑘-Lin”
means 𝑘-Linear in pairing groups, “LWE” means learning with errors, “GGM” means generic
pairing group model, “SNARK” means succinct non-interactive argument of knowledge, and
“𝑑𝑖O” means differing-input obfuscation.
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ABE for RAM with Optimal Decyrption Time. By tweaking the construction, we

obtain several other Pareto-optimal ABE schemes.

Corollary 9.15. Assuming polynomially secure FE for circuits, there exist adaptively secure

ABE schemes for RAM with

|mpk| = O(1), |sk𝑓 | = | 𝑓 |𝐴 + O(1), |ct𝑥 | = |𝑥|𝐵 + O(1), 𝑇Dec = O(𝑇 + | 𝑓 |1−𝐴 + |𝑥|1−𝐵).

All of the four combinations of (𝐴, 𝐵) ∈ {0, 1}2 are possible.

Succinct Garbled RAM. The main tool in our construction of ABE for RAM is succinct

garbled RAM (GRAM). Initiated by [KLW15,BGL+15,CHJV15], a sequence of works

have constructed succinct garbled RAM [CH16,CCC+16,ACC+16,CCHR16] based on

subexponentially secure FE for circuits and succinct garbled Turing machines [KLW15,

AJS17,AL18,GS18b] based on polynomially secure FE for circuits.

In this chapter, we formulate a new notion of succinct GRAM geared for building

highly efficient ABE for RAM, and construct it based on polynomially secure FE for

circuits. Previously, succinct GRAM (our or the standard notion) was only known from

subexponential hardness assumptions.

9.1.2 What’s Next?

Recent developments of ABE for RAM leave several interesting questions open for

future research.

time exponent

size exponent

impossible

?

achieved

achieved

Figure 9.1. Trade-offs between ABE component sizes and decryption time
(dependency on 𝑓 or 𝑥).
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Exact Pareto Frontier of ABE Efficiency. The efficiency trade-offs characterized in

this chapter are depicted in Figure 9.1. There is a triangular area where neither

lower bounds nor constructions are known. On the one hand, the lower bound only

uses broadcast functionality, a rather simple ABE whose predicate can be decided

in constant time. It is well possible that ABE for general RAM is subject to stronger

lower bounds. On the other hand, it is also possible that a more clever construction

achieves trade-offs other than the two corners of the impossibility triangle. Of course,

both could be true. It remains to pin down the exact Pareto frontier of ABE efficiency.

Rethinking Formulation of ABE Efficiency.122 ABE per Definition 2.3 gives verbatim

copies of 𝑓 , 𝑥 to the decryption algorithm for free, and our lower bound (on component

sizes) applies to the overhead in keys and ciphertexts. This has become the norm

in the literature of ABE, possibly in the hope that discounting the non-hidden 𝑓 , 𝑥

would provide a more accurate characterization of ABE efficiency. Let’s call this the

“verbatim-for-free” model.

Consider an alternative (or rather, the original [GPSW06]) formulation, where 𝑓 , 𝑥

are not explicitly given to Dec. Instead, 𝑓 , 𝑥 must be encoded in sk, ct. Let’s call it

the “custom-encoded” model. In this model, the sizes of keys and ciphertexts are at

least the lengths of policies and attributes, respectively (as long as the functionality

is sufficiently expressive and dependent on 𝑓 , 𝑥). Clearly, putting a copy of 𝑓 , 𝑥 in

sk, ct is one way to encode them, so any verbatim-for-free ABE can be converted to a

custom-encoded ABE. If the verbatim-for-free ABE has constant-size components, the

converted custom-encoded ABE has minimally sized components, but its decryption

time is also linear in the component sizes. However, our lower bounds do not apply

to custom-encoded ABE in general, i.e., it is well possible that there is a custom-

encoded ABE, which cannot be obtained by conversion from verbatim-for-free ABE,

that has minimally sized components and | 𝑓 |- and/or |𝑥|-independent decryption time

simultaneously. If such highly efficient custom-encoded ABE exists, we should use

122This is a new thought during the preparation of this dissertation. Previously, the lower bound was

taken to suggest rethinking whether succinctness is indeed the pursuit of ABE. See [Luo24] for the

discussion on that aspect.
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the custom-encoded model as the standard accounting model for ABE efficiency.

We note that the succinctness of custom-encoded ABE is only meaningful at a very

fine grain. See Section 9.8 for further discussion.

9.1.3 Technical Overview

We start with an overview of the lower bound.

YOU CAN (NOT) OPTIMIZE. As introduced earlier, we show that |ct𝑥 | · 𝑇Dec = Ω( |𝑥|) is

inherent for mildly expressive secure ABE schemes. For the bound to hold, the ABE

only needs to support what we call the restricted broadcast functionality. In restricted

broadcast encryption, there are 2𝑁 users, each with their own key and paired into

𝑁 groups. The users are indexed by ( 𝑗, 𝑠) for 𝑗 ∈ [𝑁] (group index) and 𝑠 ∈ {0, 1}

(indicating which user in group 𝑗), i.e., ( 𝑗, 𝑠) is the policy. The encryptor chooses

exactly one user from each group, described by the attribute 𝑅 ∈ {0, 1}𝑁 , so that the

users {(𝑖, 𝑅[𝑖])}𝑖∈[𝑁] can, and only they can, decrypt the ciphertext. This is a restricted

form of broadcast encryption as it constrains how the recipient set can be chosen.

Formally, we also only require very weak security, but this detail is not important for

now. We will prove our lower bound for restricted BE. Interestingly, the adversary

used in the proof simply runs the decryption algorithm with a non-decrypting key

(while lying about the recipient set), so the bound holds as long as the scheme is not

blatantly insecure.

We explain the ideas of our proof based on a corollary123 of a result [Unr07] dealing

with random oracles in the presence of non-uniform advice. Let 𝑆,𝑇 ≥ 0 be such that

𝑆𝑇 is much smaller than 𝑁. The corollary says that for any adversary learning any

𝑆-bit function (advice) of a random string 𝑅 $← {0, 1}𝑁 and additionally (adaptively)

querying at most 𝑇 bits in 𝑅, it is “indistinguishable” to flip a bit in 𝑅 at a random

location after the advice is computed (using the non-flipped 𝑅) and before queries are

answered, even if the index of the potentially flipped bit is revealed to the adversary

after the advice is computed.

123This corollary is also a lower bound of a probabilistic variant of Yao’s box problem [Yao90]

(generalized and studied in [CHK22]), on which our proof can be alternatively based.
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Back to restricted BE. Consider a ciphertext ct encrypting a random plaintext with

a random string 𝑅 as the attribute and regard ct as the advice. Suppose 𝑌 is either

𝑅 itself or 𝑅 flipped at index 𝑖∗ $← [𝑁]. Let’s try decrypting ct using sk𝑖∗,𝑌 [𝑖∗] while

pretending that ct is generated for 𝑌 . By way of contradiction, suppose |ct| · 𝑇Dec is

much smaller than 𝑁, which would translate to 𝑆𝑇 being much smaller than 𝑁 in

the corollary. By the correctness of restricted BE, when 𝑌 is 𝑅 itself, the attempted

decryption should successfully recover the plaintext. From the corollary it follows

that the other case (𝑌 is 𝑅 flipped at 𝑖∗) should also lead to successful recovery. But if

𝑌 [𝑖∗] = ¬𝑅[𝑖∗], by the security of restricted BE, the attempted decryption must fail to

recover the plaintext except for negligible probability, yielding a contradiction.

Overview of Our ABE for RAM. At a very high level, we compose FE for circuits with

succinct garbled RAM (GRAM) (for conditional disclosure of secrets) to obtain ABE

for RAM. The latter can be viewed as a 1-key, 1-ciphertext, secret-key ABE for RAM,

where succinctness means that the running time of key generation and encryption

is independent of the running time of the RAM computation. A (collusion-resistant)

FE for circuits then lifts one-time security to many-time. This high-level approach

first appeared in [AS16] for building FE for TM and can be regarded as a powered-up

version of the paradigm in Part I. In this chapter, towards nearly optimally efficient

ABE for RAM, we first observe that existing definitions and constructions of succinct

GRAM [BGL+15,CHJV15,CH16,CCC+16,ACC+16,CCHR16] are insufficient. Therefore, we

formulate a new variant of succinct GRAM, termed laconic GRAM, then construct it.

Along the way, we also weaken the assumption needed for succinct/laconic GRAM

schemes from 𝑖O, which is considered an inherently subexponential assumption, to

polynomially secure FE for circuits.

Let’s first review the syntax and security of standard GRAM schemes. They consist

of the following algorithms. The encoding algorithm encodes a database 𝐷 into 𝐷

and outputs a private state 𝑘. The garbling algorithms uses 𝑘 to garble a RAM 𝑀

into 𝑀̂ and outputs a collection of input labels {𝐿𝑖,𝑏}𝑖,𝑏. The evaluation algorithm,

given the garbled RAM 𝑀̂, one set of labels corresponding to an input 𝑤, and random

access to 𝐷, returns the output 𝑀𝐷(𝑤) of the RAM computation. Simulation-based
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security ensures that 𝐷, 𝑀̂, {𝐿𝑖,𝑤[𝑖]}𝑖 can be simulated using only the output 𝑀𝐷(𝑤).

The efficiency requirements of those algorithms are

(𝐷, 𝑘) $← Encode(𝐷), (𝑀̂, {𝐿𝑖,𝑏}𝑖,𝑏) $← Garble(𝑀, 𝑘), 𝑀𝐷(𝑤) ← Eval𝐷(𝑀̂, {𝐿𝑖,𝑤[𝑖]}𝑖),

|𝐷| = O( |𝐷|), |𝑀̂ | = poly( |𝑀 |), 𝑇Eval = 𝑇 poly( |𝑀 |).

Unfortunately, the standard notion falls short for our purpose of building highly

efficient ABE for RAM. We elaborate and explain how to address those issues.

• multi-tape instead of single-tapemulti-tape instead of single-tape. To begin, we consider RAM computation with

multiple tapes, 𝑀 𝑓 ,𝑥 (𝜇), instead of 𝑀𝐷(𝑤) with a single tape. GRAM schemes

directly constructed often have (inevitably bad) polynomial efficiency depen-

dency on |𝑀 |, which is inherited by the ABE. By making 𝑀 a universal machine

and letting 𝑓 , 𝑥 be the tape contents, it is easier to characterize and achieve the

desired efficiency.

• public tape instead of private tapepublic tape instead of private tape. The tape contents 𝐷 or parts of them (such

as 𝑓 , 𝑥) are public. The standard GRAM is defined only for private tapes, making

the encoding size at least |𝐷|. In ABE, we provide verbatim copies of 𝑓 , 𝑥 for

free and only count the overhead in sk, ct, so we must not use standard GRAM

when aiming for |sk|, |ct| independent of | 𝑓 |, |𝑥|.

• compressing instead of encodingcompressing instead of encoding. Our notion requires a compression algorithm

that hashes public tapes down to short digests, and the garbling algorithm

“binds” the hashes to the garbled program. Lastly, the evaluation algorithm gets

random access to the tape contents in the clear, like ABE decryption. Our GRAM

only handles public tapes and the hiding of 𝜇 is provided by the (short) input

to 𝑀, which can then be used as an encapsulated key for the actual message.

• reusable digests instead of one-time encodingreusable digests instead of one-time encoding. The encoded 𝐷 in standard GRAM

can only be used once for a single garbled program generated using the secret

𝑘.124 When lifted to multi-time security, each decryption of ABE for RAM requires

generating a fresh 𝐷 inside the FE for circuits, inheriting its bad efficiency. To

124We remark that 𝐷 is often sequentially reusable, meaning that it can be updated by one execution,
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get rid of it, we require the digests be reusable, so that decryption does not have

to recompute them.

• relaxed evaluation timerelaxed evaluation time. Reusability comes at a cost. In our notion, the evalua-

tion time is (𝑇 + | 𝑓 | + |𝑥|) poly( |𝑀 |), whereas in standard GRAM it is independent

of the tape lengths | 𝑓 |, |𝑥|. Nevertheless, our negative results imply that the

dependencies are impossible (subject to the laconic requirement) to get around.

Putting the above pieces together,125 we formulate our laconic GRAM as in Figure 9.2.

• Compress(𝜏, 𝐷𝜏) compresses the 𝜏th public tape 𝐷𝜏 into a short hash digest𝜏

of constant length. It runs in time O( |𝐷𝜏 |).

• Garble(𝑀, {digest𝜏}𝜏) outputs a garbled program 𝑀̂ bound to the public

tapes via their hashes, and pairs of labels {𝐿𝑖,𝑏}𝑖,𝑏. It runs in time poly( |𝑀 |).

• Eval𝐷1,...,𝐷T (𝑀, {digest𝜏}𝜏, 𝑀̂, {𝐿𝑖,𝑤[𝑖]}𝑖) returns the output of RAM computa-

tion 𝑀𝐷1,...,𝐷T (𝑤). It runs in time O(𝑇 +∑
𝜏 |𝐷𝜏 |) poly( |𝑀 |).

• Security guarantees that if 𝑀𝐷1,...,𝐷T (𝑤0) and 𝑀𝐷1,...,𝐷T (𝑤1) have identical

outputs and running time, the distributions of (𝑀̂, {digest𝜏}𝜏, {𝐿𝑖,𝑤0 [𝑖]}𝑖)

and (𝑀̂, {digest𝜏}𝜏, {𝐿𝑖,𝑤1 [𝑖]}𝑖) are indistinguishable. This holds when the

tape contents {𝐷𝜏}𝜏 are chosen adaptively, dependent on the hashes of

previously chosen tape contents, before the program 𝑀 and inputs 𝑤0, 𝑤1

are chosen. (For ABE, only fixed-memory security is needed, i.e., the

addresses and the memory contents are identical for security to hold.)

Figure 9.2. An overview of the notion of laconic GRAM.

from where the next execution resumes. However, in ABE, we need 𝐷 to be parallel reusable because

multiple decryptions start from the same tape contents and can be done in no particular order.
125See [JLL22] for the treatment of laconic GRAM for constructing PHFE. The overview in this

dissertation handles the private input (message) in ABE-specific ways and does not consider long

output. Formal definitions later in this chapter might still have remnants of the general treatment.
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OUR CONSTRUCTION OF LACONIC GRAM. One approach towards constructing laconic

GRAM for RAM is to first obtain a non-succinct GRAM for RAM (with garbling size

proportional to the worst-case running time) with tape compression from laconic OT

techniques, then further compress the GRAM. First introduced in [BGL+15], the second

step uses 𝑖O to obfuscate a circuit that on input an index 𝑡 outputs the 𝑡th component

of the non-succinct GRAM. If each component can be locally generated using a small

circuit of size poly( |𝑀 |), then the obfuscated circuit is also of size poly( |𝑀 |) and

can be used as the succinct garbled program. To prove security, [BGL+15] identified

that the non-succinct garbling scheme must satisfy another property, articulated

later by [AL18], called local simulation. Informally, the non-succinct garbling must

be proven secure via a sequence of hybrids where the components of every hybrid

garbled program can be locally generated using a small circuit, and in neighboring

hybrids, only a few components change. Beyond succinct garbling, local simulation

has also found applications in achieving adaptive security [BHR12] of garbling schemes.

A sequence of works developed local simulation strategies for garbled circuits [HJO+16,

GS18a], Turing machines [GS18b,AL18], and RAM [GOS18]. Most notably, the work

of [GS18a] took advantage of a clever pebbling technique.

Our construction of laconic GRAM proceeds in multiple steps. First, we use the

techniques of [GS18a] to obtain a non-succinct GRAM with local simulation proof

for a weak security called fixed-memory security. Indistinguishability holds when

the two RAM computations have identical memory access pattern, memory content,

outputs, and running time. Albeit weak, it already suffices for ABE. Then, by the

same approach of [BGL+15,GS18b,AL18], we turn it into a succinct one, still with only

fixed-memory security, relying on 𝑖O for polynomial-size domains, which is implied by

polynomially secure FE for circuits.

For the full treatment of laconic GRAM (needed for general PHFE), see [JLL22].

9.1.4 Related Works

Our new constructions significantly improve upon the efficiency of prior ABE schemes.

The state-of-the-art is summarized in Table 9.1. For discussion of PHFE-themed works,

see [JLL22]. Below, we compare with prior works related to ABE in more detail.
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FE for Circuits and Turing Machines. Many works (including an underlying work

[JLL22,JLL23] of this chapter) study functional encryption (FE), a stronger primitive

than ABE. We list those works (excluding ours) used as ABE in the first group of

Table 9.1.

The first construction of collusion-resistant FE for polynomial-size circuits is

by [GGH+13a] and based on 𝑖O, which in turn relies on subexponential hardness. Later

works [GS16,LM16,KNT18,KNTY19] improved the assumption from 𝑖O to 1-key FE with

sublinearly compact ciphertext, |ct(𝑦) | = | 𝑓 |1−𝜀 poly( |𝑦|), where 𝜀 is a positive constant

and | 𝑓 | is the maximum circuit size of 𝑓 . The latter has been recently constructed

by [JLS21,JLS22] from the polynomial hardness of three well-studied assumptions.

However, these FE schemes for circuits only enjoy polynomial efficiency. The only

exception is the recent construction due to [GWZ22], which has rate-1 ciphertexts, i.e.,

|ct(𝑦) | = |𝑦| + O(1), yet large secret keys with |sk𝑓 | = poly( | 𝑓 |).

Several works constructed FE for Turing machines with arbitrary-length inputs,

first from 𝑖O [AS16], then from FE for circuits [AM18], and more recently from 1-key

sublinearly compact FE [KNTY19]. The scheme of [AS16] relies on a 1-key 1-ciphertext

secret-key FE for TM, which is essentially a succinct garbling scheme for TM with

indistinguishability-based security. They constructed it by modifying the succinct

garbling for TM of [KLW15]. Later, the works of [AL18,GS18b] improved and simplified

the garbling construction. The work of [KNTY19] improved the assumption to 1-key

sublinearly succinct FE, and showed that their garbling scheme can be combined

with [AS16] to obtain FE for TM. On the other hand, the work of [AM18] presented an

alternative direct approach to FE for TM from FE for circuits without going through

succinct garbling for TM. Prior constructions of FE for TM [AS16,AM18,KNTY19] put

more focus on weakening the underlying assumptions, and only show polynomial

efficiency.

ABE for Circuits and Turing Machines. The literature on ABE focuses on constructing

ABE from weaker assumptions and achieving better efficiency, among others. The

celebrated works of [GVW13,BGG+14] showed that ABE for bounded-depth circuits

can be constructed from the learning with errors (LWE) assumption. Parameters
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of these schemes, however, depend polynomially on the maximum depth 𝑑 of the

supported circuits, namely, |mpk| = poly(𝑑), |sk𝑓 | = poly(𝑑), |ct𝑥 | = |𝑥| poly(𝑑), and the

decryption time is 𝑇Dec = | 𝑓 | poly(𝑑). In Chapter 6, we improved it to obtain constant-

size keys while keeping the sizes of master public key and ciphertext intact, but at

the cost of additionally relying on the generic (pairing) group model (GGM). ABE

for low-depth computation such as NC1 or (arithmetic) branching programs can be

constructed using pairing groups, where several schemes have either constant-size

keys or constant-size ciphertexts, but never both (see [ALdP11,YAHK14,Tak14,Att16,

ZGT+16,AT20] and Chapter 5).

The work of [GKP+13a] constructed ABE for Turing machines and RAM with

constant-size secret keys |sk𝑓 | = O(1), yet large ciphertexts |ct𝑥 | = poly( |𝑥|). Their

scheme uses SNARK and differing-input obfuscation, which cannot be based on

falsifiable assumptions. Another work [AFS19] tries to construct ABE for RAM from

LWE, at the cost of making the master public key, secret keys, and ciphertexts all grow

polynomially with the maximum running time, i.e., it is an ABE for bounded-time

RAM.

In summary, we give the first ABE schemes for RAM from falsifiable assumptions,

simultaneously having constant- or linear-size secret keys, constant- or linear-size

ciphertexts, and the best-possible decryption times matching the lower bound, also

proven in this chapter. We summarize the ABE-specific works and our results in the

second and third groups of Table 9.1.

Lower Bounds. Previous works [BC95,LS98,KYDB98,AK08,KY09,GKW15,DLY21] show

a few efficiency lower bounds related to ABE, yet they only apply to information-

theoretically secure primitives and even specific construction techniques. Moreover,

all of them prove space (ciphertext or secret key size, or their trade-off) lower bounds,

whereas we prove space-time trade-offs. The two underlying works of this chapter

are the first systematic study of inherent efficiency trade-offs of advanced forms of

encryption.

Concurrent and Independent Work on FE for RAM. Concurrently and independently

of the research of this chapter, the recent work by Ananth, Chung, Fan, and
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Qian [ACFQ22] also considers the question of FE for RAM. Despite an apparent overlap

between the two works, there are many differences. The two works start with different

motivations. Our goal is to understand the optimal succinctness and efficiency of

PHFE (only ABE in this dissertation), both constructively and from a lower-bound

perspective, whereas [ACFQ22] aims to construct FE for RAM with optimal decryption

time 𝑇Dec = O(𝑇). Consequently, the two works obtain mostly complementary results.

The detailed comparison is best discussed in the context of PHFE, for which we refer

the reader to [JLL22].

9.2 Preliminaries

Let Σ be a set and 𝑛 a natural number, Σ≤𝑛 is the set of non-empty strings of length

at most 𝑛 over the alphabet Σ. For a string 𝑥, its 𝑖th symbol is denoted by 𝑥[𝑖]. As an

example, the third bit in some sufficiently long 𝑥 ∈ ({0, 1}2)≤3 is 𝑥[2] [1].

Symbols. Table 9.2 explains select single-letter symbols used in this chapter.

9.2.1 Multi-Tape Random-Access Machine

We use a model of multi-tape random-access machines with several read-only input

tapes and one read/write working tape. In addition to the tapes, the machine also has

a short input and maintains a (small) state.126 The behavior of a RAM is described by

its step circuit

(ℓ1, . . . , ℓT , 𝑤, oldst, rdata)
CPU↦−−−−→ (done, newst, 𝜏, 𝑖,wdata, out).

The step circuit takes as input i) the input tape lengths ℓ1, . . . , ℓT and a short input 𝑤,

which stay the same throughout the computation, and ii) the previous state oldst

and the last string rdata read from the tapes, which change from step to step during

the computation. It outputs whether the machine should halt in the flag done. If

the machine does not halt, it outputs the next state newst, and the next tape 𝜏 and

126The distinction between input and state is arbitrary, and many works formulate them as a single

entity. We choose to separate them for clearer semantics.
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Table 9.2. Select single-letter symbols in this chapter.

context symbol meaning

general

𝜆,A,𝛽′, 𝑞 security parameter, adversary, output of adversary, query index
𝛽,𝛽′, 𝑏 challenge bit, output of adversary, choice bit
B,𝛽′, 𝑏 choice bit (parameter, name), choice bit (argument, value)

ℓ , 𝑟 length, randomness
𝐽, 𝐽′ object in constructed scheme, object 𝐽 in underlying scheme

RAM

T , 𝜏, 𝐷 tape count, tape index, tape content
𝑖, 𝑗 address (index into tape content / of cell), index into cell content

𝑀, 𝑤, 𝑡, 𝑇 RAM, short input, time step, instance running time
𝑇 instance running time bound (for security)

𝑇max time / time and space bound (for correctness, 𝑇 ≤ 𝑇 ≤ 𝑇max)

𝑀, 𝑀̂, 𝐿 program, garbled program, label
𝑏, 𝑖 short input bit (choosing 𝐿), index into short input
𝔱, 𝔰 hybrid index (time step), hybrid index (pebbles)
𝔱★ pebble to be changed (time step, 𝔱★ < 𝔱)

LGRAM
𝑀̃, 𝐿̃ encrypted underlying garbling, encrypted underlying label
𝐾,𝑊 SKE key, short input (parameters, names)
𝑘, 𝑤 SKE key, short input (arguments, values)
𝐸 logarithm of attempted running time (parameter, name)
𝑒 logarithm of attempted running time (argument, value)

𝑒, 𝔢 upper bound of attempted 𝑒, hybrid index related to 𝑒 and 𝑒

𝜑,Φ, 𝑃 functionality, functionality family, predicate (family)
𝑓 , 𝐹 function description, function description space

𝑥, 𝑋, 𝑦,𝑌 public input, public input space, private input, private input space
PHFE 𝑧, 𝑍 output, output space
and 𝑇,𝑇 baseline of decryption efficiency, upper bound of 𝑇 (for security)
ABE idx, idx′ index, encrypted index (proof progress)

𝑘, 𝑠, 𝑘′ PPRF key, PPRF input, SKE key
𝔮 hybrid index (PHFE key being operated)

𝛽, 𝑤, 𝑘 choice bit, double encryption, PRF key

𝑖O 𝐶,𝐶 circuit, obfuscated circuit

LOT
𝐷, 𝐷, ℎ database, processed database, hash
𝑚, 𝑏 message, cell content / hash bit (choosing 𝑚)

r̃ct, w̃ct simulated rct, simulated wct

GC
𝐶,𝐶, 𝐿 circuit, garbled circuit, label

𝑏, 𝑖 input bit (choosing 𝐿), index into input
𝜋, 𝑥̂ point-and-permute string, permuted input

PPRF 𝑘, 𝑘̊, 𝑘̊𝔭 key, punctured key, key punctured over 𝔭
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address 𝑖 to read from. Additionally, if 𝜏 specifies the working tape, then the step

circuit also outputs a string wdata, which gets written at address 𝑖 of the working tape.

Each step also optionally generates out, one bit of output.

The execution of a machine 𝑀 with 𝐷1, . . . , 𝐷T on the input tapes and 𝑤 as the

short input begins by zero-initializing127 the working tape, the state, and the last-read

string. Throughout the process, the short input stays unchanged and the state is

updated by the machine. At each step, the requested location (determined by the

output of the previous step) is read, whose value is passed into the last-read string

of the current step, before that location is overwritten. For simplicity, we insist that

overwriting happen if and only if the requested tape is the working tape (the input

tapes are read-only). The whole sequence of out’s, including their timing (at which

step each output bit is produced), is the output of the execution. This process is

denoted by 𝑀𝐷1,...,𝐷T (𝑤). We now give the formal definition.

Definition 9.1 (multi-tape RAM). Let T ∈ ℕ. A T -tape RAM 𝑀 is specified by its step

circuit

CPU : (ℓ1, . . . , ℓT , 𝑤, oldst, rdata) ↦→ (done, newst, 𝜏, 𝑖,wdata, out),

which is subject to the constraints below.

Addresses and Tapes. An (input-tape) address is an ℓaddr-bit string indexing a cell.

Each input tape consists of at most 2ℓaddr cells and each cell is ℓcell-bit long, i.e., the

content 𝐷 of each input tape is in ({0, 1}ℓcell)≤2ℓaddr . For technical convenience in [JLL23,

JLL22], the working tape uses address and cell lengths (ℓADDR and ℓCELL) different from

the input tapes. Without loss of generality (efficiency- and security-wise), we assume

ℓADDR ≥ ℓaddr and ℓCELL ≥ ℓcell. Conceptually, the working tape has exactly 2ℓADDR cells.

Inputs and Outputs of CPU. The inputs include the following.

• ℓ𝜏 ∈ [2ℓaddr] is the length (in cells) of the 𝜏th input tape.

• 𝑤 ∈ {0, 1}ℓin is the short input of length ℓin.

127We do not consider persistent memory in this chapter.
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• oldst ∈ {0, 1}ℓst is the state of length ℓst.

• rdata ∈ {0, 1}ℓCELL is the string that was read.

Among the outputs, done is a flag indicating whether the machine should halt. If done

is set, all of newst, 𝜏, 𝑖,wdata, out should be ⊥. Otherwise, they are as follows.

• newst ∈ {0, 1}ℓst is the new state.

• 𝜏 ∈ [T ] ∪ {work} is the tape to read from (and possibly write to).

– If 𝜏 ∈ [T ], then 𝑖 ∈ [ℓ𝜏] is the address to read from on the 𝜏th input tape,

and wdata = ⊥.

– If 𝜏 = work, then 𝑖 ∈ [2ℓADDR] is the address to read from and write to on the

working tape, and wdata ∈ {0, 1}ℓCELL is the string to be written.

• out ∈ {0, 1,⊥} is an optional output bit.

Executing RAM. We now formally present the steps involved in RAM execution.

Let 𝐷1, . . . , 𝐷T ∈ ({0, 1}ℓcell)≤2ℓaddr be the input tape contents and 𝑤 ∈ {0, 1}ℓin the short

input. To execute 𝑀𝐷1,...,𝐷T (𝑤)...

1. Let st0 ← 0ℓst , rdata0 ← 0ℓCELL , 𝐷work,0 ← (0ℓCELL)2
ℓADDR , 𝑡← 1.

2. Let (done𝑡, st𝑡, 𝜏𝑡, 𝑖𝑡,wdata𝑡, out𝑡) ← CPU( |𝐷1 |, . . . , |𝐷T |, 𝑤, st𝑡−1, rdata𝑡−1).

3. If done𝑡 is set, the execution halts.

4. If 𝜏𝑡 ∈ [T ], let rdata𝑡 ← 𝐷𝜏 [𝑖𝑡] ∥0ℓCELL−ℓcell and 𝐷work,𝑡 ← 𝐷work,𝑡−1.

5. Otherwise, 𝜏𝑡 = work, let rdata𝑡 ← 𝐷work,𝑡−1 [𝑖𝑡] and 𝐷work,𝑡 be 𝐷work,𝑡−1 with

𝐷work,𝑡 [𝑖𝑡] replaced by wdata𝑡.

6. Let 𝑡← 𝑡 + 1 and go back to Step 2.

We assume, without loss of generality, that all those constraints are respected during

all executions.128 For a halting execution,

128For example, memory access should never be out of range. Given a step circuit, it is efficient to

wrap it inside another circuit checking all the constraints and correcting any error (e.g., by halting

immediately when a constraint is violated).
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• its running time 𝑇 = time(𝑀, 𝐷1, . . . , 𝐷T , 𝑤) is the value of 𝑡 when it halts;129

• its running space is space(· · ·) = max𝑡<𝑇,𝜏𝑡=work 𝑖𝑡;130

• its state sequence is stS(· · ·) = (st1, . . . , st𝑇−1);

• its address sequence is addrS(· · ·) = (𝜏1, 𝑖1, . . . , 𝜏𝑇−1, 𝑖𝑇−1);

• its write sequence is writeS(· · ·) = (wdata1, . . . ,wdata𝑇−1);

• its output sequence is outS(· · ·) = (out1, . . . , out𝑇−1).

Remark 9.1 (output sequence). The machine does not necessarily produce non-⊥ outputs

at the end or even consecutively. In this chapter, we do not care whether the output

sequence is in some particular format. When defining secure evaluation of RAM,

we simply require that all information be hidden except the output sequence, which

implies that the running time and the timing of each non-⊥ output are not supposed

to be hidden as such information is incorporated in the output sequence.

Remark 9.2 (running space). A better name for space(· · ·) is address bound. Jumping

ahead, the running space must be polynomially bounded in bounded laconic garbled

RAM schemes, but can be exponentially large (and is hidden) in (full-fledged) LGRAM.

9.2.2 Laconic Garbled RAM

Our notion of garbling RAM laconically involves two steps. First, a reusable short

digest is created for each input tape. The digest has length independent of that of the

tape content and must be computable in linear time. Second, the RAM and the short

digests are put together to produce a garbled program and the labels. This procedure

runs in time poly-logarithmic in the RAM running time. Given a garbled program and

one set of labels (selected by the bits of the short input), the evaluation procedure

computes the output sequence in time linear in the RAM running time.

We consider indistinguishability-based security for the short input. The input tape

contents can be chosen adaptively, but the short input cannot depend on the garbled

129If the execution does not halt, we say time(· · ·) = +∞.
130To be complete, space(· · ·) is defined to be 1 if the working tape is never accessed.
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program (i.e., selectiveness). We also consider several weaker notions, where the

running space is bounded and more information about the execution is allowed to be

revealed.

Definition 9.2 (LGRAM). Let T be a natural number. A laconic garbling scheme for

T -tape RAM consists of three algorithms.

• Compress(1𝜆, 1ℓcell , 1ℓaddr , 𝜏, 𝐷𝜏) takes as input a cell length ℓcell, an address

length ℓaddr, an input tape index 𝜏 ∈ [T ], and its content 𝐷𝜏 ∈ ({0, 1}ℓcell)≤2ℓaddr . It

outputs a short digest digest𝜏. The algorithm runs in time |𝐷𝜏 | poly(𝜆, ℓcell, ℓaddr)

and its output length is poly(𝜆, ℓcell, ℓaddr).

• Garble(1𝜆, 𝑇max, 𝑀, {digest𝜏}𝜏∈[T ]) takes as input a time bound 𝑇max ∈ ℕ+, a T -

tape RAM 𝑀, and T input tape digests. It outputs a garbled program 𝑀̂ and

ℓin pairs of labels {𝐿𝑖,𝑏}𝑖∈[ℓin],𝑏∈{0,1}. The algorithm runs in polynomial time.

• Eval𝐷1,...,𝐷T (1𝜆, 𝑇max, 𝑀, {digest𝜏}𝜏∈[T ] , 𝑀̂, {𝐿𝑖}𝑖∈[ℓin]) takes as input 𝑇max, 𝑀, the

input tape digests, 𝑀̂, and one set of labels. Given random access to the input

tapes, it is supposed to compute the output sequence. The algorithm runs in

time (
min

{
𝑇max, time(𝑀, 𝐷1, . . . , 𝐷T , 𝑤)

}
+

T∑︁
𝑖=1
|𝐷𝜏 |

)
poly(𝜆, |𝑀 |, log𝑇max),

where 𝑤 is the short input corresponding to the labels.

The scheme must be correct, i.e., for all 𝜆 ∈ ℕ, ℓcell, ℓaddr ∈ ℕ+, 𝑇max ∈ ℕ+, ℓin ∈ ℕ, T -

tape RAM 𝑀, input tape contents 𝐷1, . . . , 𝐷T ∈ ({0, 1}ℓcell)≤2ℓaddr , short input 𝑤 ∈ {0, 1}ℓin

such that 𝑀𝐷1,...,𝐷T (𝑤) halts in time at most 𝑇max, it holds that

Pr



digest𝜏
$← Compress(1𝜆, 1ℓcell , 1ℓaddr , 𝜏, 𝐷𝜏) for all 𝜏 ∈ [T ]

(𝑀̂, {𝐿𝑖,𝑏}𝑖∈[ℓin],𝑏∈{0,1})
$← Garble(1𝜆, 𝑇max, 𝑀, {digest𝜏}𝜏∈[T ])

:
Eval𝐷1,...,𝐷T (1𝜆, 𝑇max, 𝑀, {digest𝜏}𝜏∈[T ] , 𝑀̂, {𝐿𝑖,𝑤[𝑖]}𝑖∈[ℓin])

= outS(𝑀, 𝐷1, . . . , 𝐷T , 𝑤)


= 1.

Remark 9.3 (unboundedness). Our notion of LGRAM is unbounded, i.e., it is not necessary

to know a polynomial upper bound of the instance running time upon garbling. By
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choosing an exponentially large 𝑇max, one garbling works for all polynomial-time

computation. In contrast is a bounded scheme for all polynomial-time computation,

where 𝑇max can be any polynomial, but itmust be a polynomial, hence every garbling is

restricted to some polynomial time bound upon creation. Unboundedness is reflected

in both efficiency and security (below), where 𝑇max is written in binary.

See also Remark 9.2 on RAM running space.

Definition 9.3 (LGRAM security). An LGRAM scheme per Definition 9.2 is (tape-

adaptively, indistinguishability-based) secure if Exp0
LGRAM ≈ Exp

1
LGRAM, where the experi-

ment Exp𝛽LGRAM(1
𝜆,A) proceeds as follows.

• Setup. Launch A(1𝜆) and receive from it 1ℓcell and 1ℓaddr .

• Tape Choices. Repeat the following for T rounds. In each round, A chooses

𝜏 ∈ [T ] and 𝐷𝜏 ∈ ({0, 1}ℓcell)≤2ℓaddr . Upon receiving such choice, run

digest𝜏
$← Compress(1𝜆, 1ℓcell , 1ℓaddr , 𝜏, 𝐷𝜏)

and send digest𝜏 to A.

• Challenge. A chooses an instance running time bound 1𝑇 (in unary), a time

bound 𝑇max (in binary), a T -tape RAM 𝑀, and two inputs (𝑤0, 𝑤1). Run

(𝑀̂, {𝐿𝑖,𝑏}𝑖∈[ℓin],𝑏∈{0,1})
$← Garble(1𝜆, 𝑇max, 𝑀, {digest𝜏}𝜏∈[T ])

and send (𝑀̂, {𝐿𝑖,𝑤𝛽 [𝑖]}𝑖∈[ℓin]) to A.

• Guess. A outputs a bit 𝛽′. The outcome of the experiment is 𝛽′ if all of the

following conditions hold.

– The 𝜏’s in all rounds of Tape Choices are distinct.

– Both 𝑀𝐷1,...,𝐷T (𝑤0) and 𝑀𝐷1,...,𝐷T (𝑤1) halt in time 𝑇 ≤ 𝑇 ≤ 𝑇max with iden-

tical output sequences outS(· · ·).

Otherwise, the outcome is set to 0.

Weaker security notions are obtained by strengthening the second condition in Guess.
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• Fixed-address security. “... with identical outS(· · ·) and addrS(· · ·).”

• Fixed-memory security. “... with identical outS(· · ·), addrS(· · ·), and writeS(· · ·).”

Remark 9.4 (polynomial security). Although 𝑇max can be exponentially large, we only

require security for polynomially large instance running time, which is captured by

the requirement that the adversary must produce 1𝑇 , an upper bound of the instance

running time in unary.

Bounded LGRAM. As an intermediate primitive, we consider bounded LGRAM.

Definition 9.4 (bounded LGRAM and security). The notion of bounded LGRAM is

obtained by modifying Definition 9.2 as follows.

• The evaluation procedure runs in time(
𝑇max +

T∑︁
𝑖=1
|𝐷𝜏 |

)
poly(𝜆, |𝑀 |, log𝑇max).

• Correctness is required only if 𝑀𝐷1,...,𝐷T (𝑤) halts using space at most 𝑇max in

time at most 𝑇max.

Its security notions are obtained by modifying Definition 9.3 as follows.

• In Challenge, the adversary chooses 1𝑇max (instead of 1𝑇 and 𝑇max).

• In Guess, the second condition is strengthened to “... halt using space at most

𝑇max in time 𝑇 ≤ 𝑇max with identical...”

Remark 9.5 (efficiency and security). Although evaluation efficiency is relaxed and

security is restricted to polynomially large 𝑇max, the garbling procedure of a bounded

LGRAM scheme still runs in time poly-logarithmic in 𝑇max. This is important for its

bootstrapping to (unbounded) LGRAM.

9.2.3 PHFE Efficiency and FE for Circuits

Definition 9.5 (PHFE efficiency). For a PHFE scheme, on top of the basic efficiency

required in Definition 2.1, the following time-efficiency properties are considered.



445

• It has linear-time KeyGen if KeyGen runs in time | 𝑓 | poly(𝜆, |param|); for Enc, it is

( |𝑥| + |𝑦|) poly(𝜆, |param|); for Dec, it is (𝑇 + | 𝑓 | + |𝑥| + |𝑦|) poly(𝜆, |param|).

• It has 𝑓 -fast Dec if Dec runs in time (𝑇 + |𝑥| + |𝑦|) poly(𝜆, |param|); for 𝑥-fastness, it

is (𝑇 + | 𝑓 | + |𝑦|) poly(𝜆, |param|); for 𝑦-fastness, it is (𝑇 + | 𝑓 | + |𝑥|) poly(𝜆, |param|).

The following size-efficiency properties are considered.

• It is 𝑓 -succinct if |sk𝑓 | = poly(𝜆, |param|), independent of | 𝑓 |.

• It is 𝑥-succinct if |ct𝑥 | = poly(𝜆, |param|, |𝑦|), independent of |𝑥|.

• It has rate-𝑐 ciphertext for some constant 𝑐 if |ct𝑥 | = 𝑐|𝑦| + poly(𝜆, |param|).

FE for Circuits. We will use FE for circuits as a building block:

Definition 9.6 (FE for circuits). A functional encryption scheme for circuits is a PHFE

scheme (Definition 2.1) for

Params𝜆 = { (1ℓ , 1𝑠) | ℓ , 𝑠 ∈ ℕ+ },

𝐹𝜆,1ℓ ,1𝑠 = { circuits of input length ℓ and size at most 𝑠 },

𝑋𝜆,1ℓ ,1𝑠 = {⊥}, 𝑌𝜆,1ℓ ,1𝑠 = {0, 1}ℓ , 𝑍𝜆,1ℓ ,1𝑠 = {0, 1}★,

𝜑𝜆,1ℓ ,1𝑠 ( 𝑓 ,⊥, 𝑦) =
(
1, 𝑓 (𝑦)

)
.

Remark 9.6. The first output of 𝜑𝜆,1ℓ ,1𝑠 is just a placeholder value and all efficiency

parameters (Definition 9.5) are always allowed arbitrary polynomial dependency

on 𝜆, ℓ , 𝑠 by our choice of param = (1ℓ , 1𝑠). This is intended as we use FE for circuits

as a building block and do not wish to start with too strong a scheme.

Thanks to a long line of beautiful prior works, we can weaken the assumption of FE

for circuits all the way down to an “obfuscation-minimum FE” with only polynomial

security, summarized in the lemma below.

Lemma 9.1 ([KNTY19]). Assuming the existence of “weakly selectively secure, 1-key, sub-

linearly succinct FE for circuits” (per definitions in [KNTY19]), i.e., a so-called “obfuscation-

minimum FE with polynomial security”, there exists an FE scheme for circuits (Defi-

nition 9.6) with adaptive IND-CPA security (Definition 2.2).
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9.2.4 Universal RAM and ABE for RAM

In this section, we define ABE for RAM after explaining some rationales behind certain

subtleties in our formulation. (For a treatment of PHFE for RAM, see [JLL22].)

To obtain ABE for RAM, we will employ the standard transformation [QWW18]

of using FE for circuits to compute LGRAM (with fixed-memory security). However,

in LGRAM (Definition 9.2), the running time of Garble depends on the machine size.

This dependency is inherited by all the efficiency parameters of the resultant ABE for

RAM if we associate each key with a RAM. To get rid of this dependency, we fix some

universal RAM 𝑈 of size poly(𝜆)131 upon setting up the scheme, and associate with

each key a piece of code interpreted by 𝑈.

The other issue is that LGRAM puts an upper bound on the running time and its

incorrectness in case of exceeding the time limit is propagated to the ABE scheme.

We avoid it132 by defining 𝜑 = ⊥ if the running time exceeds some super-polynomial

value prescribed upon set-up.

The above explains the intended usage of ABE for RAM, yet we define it for general

machines. Moreover, we make it handle 𝜆-bit messages (it can be used as an AB-KEM

for arbitrary messages).

Definition 9.7 (ABE for RAM). An ABE scheme for RAM is an ABE scheme (Defini-

tion 2.3) for

Params𝜆 =
{
(𝑀′, 𝑇′max)

�� 𝑀′ is a 2-tape RAM and 𝑇′max ∈ ℕ+
}
,

𝐹𝜆,𝑀′,𝑇′max = 𝑋𝜆,𝑀′,𝑇
′
max = ({0, 1}

ℓcell)≤2ℓaddr , 𝑌𝜆,𝑀′,𝑇′max = {0, 1}
𝜆,

𝑃𝜆,𝑀′,𝑇′max ( 𝑓 , 𝑥) =


(𝑇, 𝑏), if time(𝑀′, 𝑓 , 𝑥) = 𝑇 ∈ [2, 𝑇′max] and

outS(𝑀′, 𝑓 , 𝑥) [𝑇 − 1] = 𝑏 ∈ {0, 1};

⊥, otherwise.

Here, we are using 𝑀′ as a decision machine and consider the computation accepting

if and only if its last-step output is 1.

131𝑈 is not the same RAM across different values of 𝜆 — its input address length should be ω(log𝜆) to

accommodate all polynomially long input.
132An alternative solution is to blatantly reveal the message when the running time is too large —
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Remark 9.7 (unbounded scheme and polynomial security). When Definitions 2.1 and 2.2

are instantiated into ABE for RAM (Definition 9.7), the scheme is unbounded, meaning

that 𝑇max can be exponentially large, yet security only holds for polynomially bounded

instance running time. See also Remarks 9.3 and 9.4.

Remark 9.8 (falsifiability and efficient reduction). In Definition 2.2, limiting 𝑇 to be

polynomially bounded ensures that PHFE security is falsifiable [Nao03,GW11]. Roughly

speaking, falsifiability means that there is an efficient procedure to verify with high

confidence that a given adversary breaks the property, if it indeed does so. We want

to base the security of our schemes on falsifiable assumptions by efficient reductions,

but such proofs often only prove falsifiable properties, so it is important to make the

security definition itself falsifiable.

Concretely, running Exp𝛽PHFE involves checking whether decryption is unauthorized

for all the keys requested by the adversary. Due to time hierarchy theorems, the check

cannot be done significantly faster than performing the RAM computations, so the

policy evaluation time must be polynomially bounded. From the perspective of proofs,

the security loss incurred by the reductions (from ABE to the underlying ingredients)

grows polynomially with 𝑇, again prompting us to require a polynomial upper bound.

9.2.5 Indistinguishability Obfuscation

We will use indistinguishability obfuscation for circuits with polynomial-size domains

as a building block.

Definition 9.8 (𝒊O). An indistinguishability obfuscator is an efficient algorithm 𝑖O(1𝜆, 𝐶)

taking a circuit 𝐶 as input. It outputs an obfuscated circuit 𝐶. The obfuscator must be

correct, i.e., for all 𝜆 ∈ ℕ, circuit 𝐶 : {0, 1}𝑛 → {0, 1}𝑚, and input 𝑥 ∈ {0, 1}𝑛,

Pr
[
𝑖O(1𝜆, 𝐶) (𝑥) = 𝐶(𝑥)

]
= 1.

The 𝑖O is secure for polynomial-size domains if for all polynomial-size (12𝑛 , 𝐶0, 𝐶1) such

security is not affected because the adversary is not allowed to choose keys and ciphertexts exhibiting

super-polynomial instance running time. The current treatment follows that for general PHFE, where

non-halting computation is best dealt as ⊥.
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that 𝐶0, 𝐶1 : {0, 1}𝑛 → {0, 1}𝑚 have identical truth tables and sizes, it holds that{(
1𝜆, 𝐶0, 𝐶1, 𝑖O(1𝜆, 𝐶0)

)}
𝜆∈ℕ ≈

{(
1𝜆, 𝐶0, 𝐶1, 𝑖O(1𝜆, 𝐶1)

)}
𝜆∈ℕ.

Remark 9.9. The above definition does not allow the obfuscator to work by simply

outputting the truth table, as the constraint of having polynomial-size domains only

applies to security, not efficiency nor correctness. See also Remarks 9.3, 9.4, and 9.7.

Secure 𝑖O for polynomial-size domains is implied by polynomially secure FE for

circuits, via either a tight security reduction [LT17] of FE-to-𝑖O transformation or

decomposable obfuscation [LZ17].

Lemma 9.2 ([LT17,LZ17]). Assuming the existence of secure FE for circuits (Definitions 9.6

and 2.2), there exists an 𝑖O for circuits that is secure for polynomial-size domains (Defi-

nition 9.8).

9.2.6 Laconic Oblivious Transfer

We will use selectively secure laconic oblivious transfer as a building block.

Definition 9.9 ((updatable) LOT [CDG+17]). A laconic oblivious transfer scheme consists

of four algorithms.

• HashGen(1𝜆, 1ℓcell , 1ℓaddr) takes as input a cell length ℓcell and an address length ℓaddr.

It outputs a hash key hk in polynomial time.

• Hash(1𝜆, hk, 𝐷) takes as input hk and a database 𝐷 ∈ ({0, 1}ℓcell)≤2ℓaddr . It determinis-

tically outputs a hash ℎ and a processed database 𝐷 in time |𝐷| poly(𝜆, ℓcell, ℓaddr),

with the hash length being ℓhash = poly(𝜆, ℓcell, ℓaddr).

• SendRead(1𝜆, hk, ℎ, 𝑖, {𝑚𝑏
𝑗
}𝑏∈{0,1}
𝑗∈[ℓcell]

) takes as input hk, ℎ, an address 𝑖 ∈ [2ℓaddr], and

ℓcell pairs of messages of identical length. It outputs a read ciphertext rct. The

algorithm runs in polynomial time.

• RecvRead𝐷(1𝜆, hk, ℎ, 𝑖, rct) takes as input hk, ℎ, 𝑖, rct. Given random access to 𝐷,

it is supposed to recover {𝑚𝐷[𝑖] [ 𝑗]
𝑗

}𝑗∈[ℓcell]. It runs in time poly(𝜆, ℓcell, ℓaddr, |rct|).
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The scheme must be correct, i.e., for all 𝜆 ∈ ℕ, ℓcell, ℓaddr ∈ ℕ+, 𝐷 ∈ ({0, 1}ℓcell)≤2ℓaddr ,

𝑖 ∈ [|𝐷|], {𝑚𝑏
𝑗
}𝑏∈{0,1}
𝑗∈[ℓcell]

of identical length, it holds that

Pr



hk $← HashGen(1𝜆, 1ℓcell , 1ℓaddr)

(ℎ, 𝐷) ← Hash(1𝜆, hk, 𝐷)

rct $← SendRead(1𝜆, hk, ℎ, 𝑖, {𝑚𝑏
𝑗
}𝑏∈{0,1}
𝑗∈[ℓcell]

)

: RecvRead𝐷(1𝜆, hk, ℎ, 𝑖, rct) = {𝑚𝐷[𝑖] [ 𝑗]
𝑗

}𝑗∈[ℓcell]


= 1.

An updatable LOT has two additional algorithms.

• SendWrite
(
1𝜆, hk, ℎ, 𝑖,wdata, {𝑚𝑏

𝑗
}𝑏∈{0,1}
𝑗∈[ℓhash]

)
takes as input hk, ℎ, 𝑖, an overwriting

string wdata ∈ {0, 1}ℓcell , and ℓhash pairs of messages of identical length. It outputs

a write ciphertext wct in polynomial time.

• RecvWrite𝐷(1𝜆, hk, ℎ, 𝑖,wdata,wct) takes as input hk, ℎ, 𝑖,wdata,wct. Given ran-

dom access to 𝐷, it is supposed to update 𝐷 to 𝐷′ and recover {𝑚ℎ′[ 𝑗]
𝑗
}𝑗∈[ℓhash],

where 𝐷′ is 𝐷 with 𝐷′[𝑖] replaced by wdata and ℎ′ is the hash of 𝐷′. The algo-

rithm runs in time poly(𝜆, ℓcell, ℓaddr, |wct|).

Correctness requires that for all 𝜆 ∈ ℕ, ℓcell, ℓaddr ∈ ℕ+, 𝐷 ∈ ({0, 1}ℓcell)≤2ℓaddr , 𝑖 ∈ [|𝐷|],

wdata ∈ {0, 1}ℓcell , {𝑚𝑏
𝑗
}𝑏∈{0,1}
𝑗∈[ℓhash]

of identical length,

Pr



hk $← HashGen(1𝜆, 1ℓcell , 1ℓaddr)

(ℎ, 𝐷) ← Hash(1𝜆, hk, 𝐷) (ℎ′, 𝐷′) ← Hash(1𝜆, hk, 𝐷′)

wct $← SendWrite
(
1𝜆, hk, ℎ, 𝑖,wdata, {𝑚𝑏

𝑗
}𝑏∈{0,1}
𝑗∈[ℓhash]

)
:

RecvWrite𝐷(1𝜆, hk, ℎ, 𝑖,wdata,wct) = {𝑚ℎ′[ 𝑗]
𝑗
}𝑗∈[ℓhash]

and 𝐷 is updated to 𝐷′ by RecvWrite


= 1,

where 𝐷′ is 𝐷 with 𝐷′[𝑖] replaced by wdata.

Part of our LGRAM garbling procedure involves hashing the all-zero string (the initial

working tape) under a newly generated LOT hash key. It must be done very efficiently.

Definition 9.10 (LOT fast initialization). An LOT scheme (Definition 9.9) has fast

initialization if there is an efficient algorithm Hash0s(1𝜆, hk, 𝑆) computing the hash
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of (0ℓcell)𝑆. More precisely, for all 𝜆 ∈ ℕ, ℓcell, ℓaddr ∈ ℕ+, 𝑆 ∈ [2ℓaddr], it holds that

Pr


hk $← HashGen(1𝜆, 1ℓcell , 1ℓaddr)

(ℎ, 𝐷) ← Hash(1𝜆, hk, (0ℓcell)𝑆)
: Hash0s(1𝜆, hk, 𝑆) = ℎ

 = 1.

The generic bootstrapping procedure [CDG+17,AL18,KNTY19] for LOT using Merkle

tree always yields a scheme with fast initialization, because the Merkle hash of an

all-zero string can be computed in time poly(𝜆, ℓcell, ℓaddr).

Security. Following [KNTY19], we consider database-selective security for LOT.

Definition 9.11 (LOT read security [CDG+17]). An LOT scheme (Definition 9.9) is read-

secure if there exists an efficient simulator SimRead such that for all polynomial-size

1ℓcell , 1ℓaddr , 𝐷 ∈ ({0, 1}ℓcell)≤2ℓaddr , 𝑖 ∈ [|𝐷|], {𝑚𝑏
𝑗
}𝑏∈{0,1}
𝑗∈[ℓcell]

of identical length, it holds that{(
1𝜆, 1ℓcell , 1ℓaddr , hk, 𝐷, 𝑖, {𝑚𝑏

𝑗
}𝑏∈{0,1}
𝑗∈[ℓcell]

, rct
)}

𝜆∈ℕ ≈
{(
· · ·, r̃ct

)}
𝜆∈ℕ, where

hk $← HashGen(1𝜆, 1ℓcell , 1ℓaddr), (ℎ, 𝐷) ← Hash(1𝜆, hk, 𝐷),

rct $← SendRead(1𝜆, hk, ℎ, 𝑖, {𝑚𝑏
𝑗
}𝑏∈{0,1}
𝑗∈[ℓcell]

),

r̃ct $← SimRead(1𝜆, hk, 𝐷, 𝑖, {𝑚𝐷[𝑖] [ 𝑗]
𝑗

}𝑗∈[ℓcell]).

Definition 9.12 (LOT write security [CDG+17]). An updatable LOT scheme (Defini-

tion 9.9) is write-secure if there exists an efficient simulator SimWrite such that for all

polynomial-size 1ℓcell , 1ℓaddr , 𝐷 ∈ ({0, 1}ℓcell)≤2ℓaddr , 𝑖 ∈ [|𝐷|], wdata ∈ {0, 1}ℓcell , {𝑚𝑏
𝑗
}𝑏∈{0,1}
𝑗∈[ℓhash]

of identical length, letting 𝐷′ be 𝐷 with 𝐷′[𝑖] replaced by wdata, it holds that{(
1𝜆, 1ℓcell , 1ℓaddr , hk, 𝐷, 𝑖,wdata, {𝑚𝑏

𝑗
}𝑏∈{0,1}
𝑗∈[ℓhash]

,wct
)}

𝜆∈ℕ ≈
{(
· · ·, w̃ct

)}
𝜆∈ℕ, where

hk $← HashGen(1𝜆, 1ℓcell , 1ℓaddr),

(ℎ, 𝐷) ← Hash(1𝜆, hk, 𝐷), (ℎ′, 𝐷′) ← Hash(1𝜆, hk, 𝐷′),

wct $← SendWrite
(
1𝜆, hk, ℎ, 𝑖,wdata, {𝑚𝑏

𝑗
}𝑏∈{0,1}
𝑗∈[ℓhash]

)
,

w̃ct $← SimWrite
(
1𝜆, hk, 𝐷, 𝑖,wdata, {𝑚ℎ′[ 𝑗]

𝑗
}𝑗∈[ℓhash]

)
.

Remark 9.10 (partially adaptive security). The above definitions are index- and message-

selective. Yet, without loss of generality, we may assume that security holds even when

the adversary is allowed to choose 𝑖 and 𝑚𝑏
𝑗
’s adaptively (dependent on hk). Adaptive
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security with respect to 𝑖 can be obtained by a standard guessing argument as noted

in [GOS18], and that with respect to 𝑚𝑏
𝑗
’s by using the scheme as a key encapsulation

mechanism (or by encrypting bit by bit and following a standard hybrid argument).

Lemma 9.3 ([LZ17,CDG+17,AL18,KNTY19]). Assuming the existence of secure FE for

circuits (Definitions 9.6 and 2.2), there exists a read- and write-secure updatable LOT with

fast initialization (Definitions 9.9, 9.10, 9.11, and 9.12).

9.2.7 Garbled Circuits

Following the formulation in [GS18a], we make the garbling procedure take the labels

as input instead of letting it generate them. However, their formulation cannot be

perfectly correct,133 which we fix by incorporating the point-and-permute [BMR90]

technique.

Definition 9.13 (garbled circuits [Yao82]). A circuit garbling scheme with label length

ℓ𝐿 (𝜆) ≤ poly(𝜆) consists of two efficient algorithms.

• Garble(1𝜆, 𝐶,𝜋, {𝐿𝑖,𝑏}𝑖∈[𝑛],𝑏∈{0,1}) takes as input a circuit 𝐶 of input length 𝑛,

a point-and-permute string 𝜋 ∈ {0, 1}𝑛, and 𝑛 pairs of labels (each label of

length ℓ𝐿 (𝜆)). It outputs a garbled circuit 𝐶.

• Eval(1𝜆, 𝐶, 𝑥̂, {𝐿𝑖}𝑖∈[𝑛]) takes as input 𝐶, the permuted input, and one set of labels.

It is supposed to compute 𝐶(𝑥).

The scheme must be correct, i.e., for all 𝜆 ∈ ℕ, 𝐶 : {0, 1}𝑛 → {0, 1}★, 𝑥 ∈ {0, 1}𝑛,

Pr



𝜋
$← {0, 1}𝑛

𝐿𝑖,𝑏
$← {0, 1}ℓ𝐿 (𝜆) for all 𝑖 ∈ [𝑛], 𝑏 ∈ {0, 1}

𝐶
$← Garble(1𝜆, 𝐶,𝜋, {𝐿𝑖,𝑏}𝑖∈[𝑛],𝑏∈{0,1})

𝑦← Eval(1𝜆, 𝐶, 𝑥 ⊕ 𝜋, {𝐿𝑖,𝑥[𝑖]}𝑖∈[𝑛])

: 𝑦 = 𝐶(𝑥)


= 1.

133The inevitable correctness error of [GS18a] arises from the absence of point-and-permute string and

the (albeit unlikely) possibility of two labels for one input bit being the same.
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The scheme is secure if there exists an efficient simulator �Garble such that for all

polynomial-size (𝐶, 𝑥),

{(
1𝜆, 𝐶, 𝑥,Garble(1𝜆, 𝐶, 𝜋, {𝐿𝑖,𝑏 }𝑖∈[𝑛],𝑏∈{0,1}), 𝑥 ⊕ 𝜋, {𝐿𝑖,𝑥[𝑖]}𝑖∈[𝑛]

)}
𝜆∈ℕ

≈
{(

1𝜆, 𝐶, 𝑥, �Garble(1𝜆, 1|𝐶 |, 𝐶(𝑥), 𝑥 ⊕ 𝜋, {𝐿𝑖,𝑥[𝑖]}𝑖∈[𝑛] ), 𝑥 ⊕ 𝜋, {𝐿𝑖,𝑥[𝑖]}𝑖∈[𝑛]
)}

𝜆∈ℕ,

where 𝜋
$← {0, 1}𝑛 and 𝐿𝑖,𝑏 $← {0, 1}ℓ𝐿 (𝜆) for all 𝑖 ∈ [𝑛], 𝑏 ∈ {0, 1}.

9.2.8 Puncturable Pseudorandom Function

We need puncturable pseudorandom functions as a building block.134

Definition 9.14 (PPRF [BW13]). A puncturable pseudorandom function with key (resp.

input, output) length ℓkey(𝜆) (resp. ℓin(𝜆), ℓout(𝜆); all poly(𝜆)-bounded) consists of two

efficient algorithms.

• Eval(1𝜆, 𝑘, 𝑥) takes as input a (punctured or not) key 𝑘 and an input 𝑥 ∈ {0, 1}ℓin (𝜆).

It deterministically outputs a bit-string of length ℓout(𝜆).

• Puncture(1𝜆, 𝑘, 𝔭) takes as input a non-punctured key 𝑘 ∈ {0, 1}ℓkey (𝜆) and some

set 𝔭 ⊆ {0, 1}ℓin (𝜆). It outputs a punctured key 𝑘̊𝔭.

The scheme must be correct, i.e., for all 𝜆 ∈ ℕ, 𝑘 ∈ {0, 1}ℓkey (𝜆), 𝔭 ⊆ {0, 1}ℓin (𝜆), and input

𝑥 ∈ {0, 1}ℓin (𝜆) \ 𝔭, it holds that

Pr
[
Eval(1𝜆, Puncture(1𝜆, 𝑘, 𝔭), 𝑥) = Eval(1𝜆, 𝑘, 𝑥)

]
= 1.

The scheme is secure if for all polynomial-size 𝔭 ⊆ {0, 1}ℓin (𝜆), it holds that

{(
1𝜆, 𝔭, 𝑘̊𝔭, {Eval(1𝜆, 𝑘, 𝑥)}𝑥∈𝔭

)}
𝜆∈ℕ ≈

{(
1𝜆, 𝔭, 𝑘̊𝔭, {𝑟𝑥}𝑥∈𝔭

)}
𝜆∈ℕ,

where 𝑘 $← {0, 1}ℓkey (𝜆), 𝑘̊𝔭 $← Puncture(1𝜆, 𝑘, 𝔭), and 𝑟𝑥 $← {0, 1}ℓout (𝜆) for all 𝑥 ∈ 𝔭.

134We also use selectively secure usual PRF, yet omit it here as it is implied by PPRF.



453

9.2.9 Secret-Key Encryption

We will use secret-key encryption as a building block.

Definition 9.15 (SKE). A secret-key encryption scheme consists of three efficient

algorithms.

• Gen(1𝜆) outputs a key 𝑘.

• Enc(1𝜆, 𝑘, 𝑚) takes as input 𝑘 and a message 𝑚 of arbitrary length, and outputs

a ciphertext 𝑐.

• Dec(1𝜆, 𝑘, 𝑐) takes as input 𝑘, 𝑐. It is supposed to recover the message.

The scheme must be correct, i.e., for all 𝜆 ∈ ℕ and 𝑚 ∈ {0, 1}★, it holds that

Pr
[
𝑘

$← Gen(1𝜆) : Dec
(
1𝜆, Enc(1𝜆, 𝑘, 𝑚)

)
= 𝑚

]
= 1.

It has pseudorandom ciphertexts if the ciphertext length is a function of 𝜆 and the

message length (independent of key generation and encryption randomness) and for

all 𝜆 ∈ ℕ and polynomially bounded {𝑚𝑞}𝑞∈[𝑄], it holds that{(
1𝜆, 1𝑄, {𝑚𝑞, 𝑐𝑞}𝑞∈[𝑄]

)}
𝜆∈ℕ ≈

{(
1𝜆, 1𝑄, {𝑚𝑞, 𝑟𝑞}𝑞∈[𝑄]

)}
𝜆∈ℕ,

where 𝑘 $← Gen(1𝜆), and 𝑐𝑞 $← Enc(1𝜆, 𝑘, 𝑚𝑞), 𝑟𝑞 $← {0, 1} |𝑐𝑞 | for all 𝑞 ∈ [𝑄].

9.2.10 Primitive Related to Lower Bound

We formally define the class of ABE to which the lower bound applies. The primitive

is restricted from broadcast encryption, in the sense that the users are paired and each

ciphertext can be decrypted by exactly one user in each pair. The required security

notion is also weak — it does not consider collusion among multiple keys nor adaptive

attacks.

Definition 9.16 (restricted BE and security). A restricted broadcast encryption scheme is

an ABE scheme (Definition 2.3) with
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Params𝜆 = { 1𝑁 | 𝑁 ∈ ℕ }, (𝑖, 𝑟) ∈ 𝐹𝜆,1𝑁 = [𝑁] × {0, 1}, 𝑅 ∈ 𝑋𝜆,1𝑁 = {0, 1}𝑁 ,

𝜇 ∈ 𝑌𝜆,1𝑁 = {0, 1}𝜆, 𝑃𝜆,1𝑁 ((𝑖, 𝑟), 𝑅) = ¬(𝑅[𝑖] ⊕ 𝑟) =


1, if 𝑅[𝑖] = 𝑟;

0, otherwise.

The scheme is 1-key secure for random challenge against uniform adversaries (or simply

weakly 1-key secure) if{
(1𝜆, 1𝑁 ,mpk, 𝑅, 𝑖∗, 𝜇0, sk𝑖∗,¬𝑅[𝑖∗] , ct0 )

}
𝜆∈ℕ ≈

{
(1𝜆, 1𝑁 ,mpk, 𝑅, 𝑖∗, 𝜇0, sk𝑖∗,¬𝑅[𝑖∗] , ct1 )

}
𝜆∈ℕ

with the components being (𝛽 is 0 or 1)

(mpk,msk) $← Setup(1𝜆, 1𝑁), 𝑅
$← {0, 1}𝑁 , 𝑖∗

$← [𝑁], 𝜇𝛽
$← {0, 1}𝜆,

sk𝑖∗,¬𝑅[𝑖∗]
$← KeyGen(1𝜆,msk, (𝑖∗,¬𝑅[𝑖∗])), ct𝛽

$← Enc(1𝜆,mpk, 𝑅, 𝜇𝛽),

for all polynomially bounded 𝑁 = 𝑁 (𝜆),135 where the computational indistinguishabi-

lity only has to hold against uniform adversaries.

9.3 Lower Bound on Ciphertext Size and Decryption Time

We start with the negative result.

Theorem 9.4 (¶). For all weakly 1-key secure restricted BE (Definition 9.16),

max |ct| ·max𝑇Dec ≥
𝑁

1000

for all polynomially bounded 𝑁 = 𝑁 (𝜆) and sufficiently large 𝜆, where ct runs through all

possible ciphertexts and 𝑇Dec the time to probe 𝑅 and produce output by Dec, both for 𝑅 of

length 𝑁.

We remark that “for sufficiently large 𝜆” is necessary because asymptotic security, by

definition, is a tail property unaffected by finitely many 𝜆’s. The bound starts to hold

once the scheme starts to be secure against the adversary used in the proof. While

135𝑁 need not be a computable function of 𝜆. This does not make the security definition “non-uniformy”,

as a standard guessing argument (with advantage sign correction) applies to an interactive formulation

in which the uniform and efficient A chooses 𝑁.
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the statement and the proof here apply to perfectly correct schemes with polynomial

security, it is straight-forward to adapt them for schemes with sufficient (say, constant)

gap between correctness and security.

To prove Theorem 9.4, we need the following lemma:

Lemma 9.5 (adapted from [Unr07; Theorem 2]). For all 𝑁, 𝑃 ∈ ℕ with 1 ≤ 𝑃 ≤ 𝑁,

distribution 𝐷 supported over some finite set 𝑍, function 𝑊 : 𝑍 × {0, 1}𝑁 → {0, 1}𝑆, there

exists a function 𝐺 : 𝑍 × {0, 1}𝑁 → {0, 1,⊥}𝑁 such that

|{ 𝑗 ∈ [𝑁] : 𝐺(𝑧, 𝑅) [ 𝑗] ≠ ⊥}| ≤ 𝑃 for all 𝑧 ∈ 𝑍 and 𝑅 ∈ {0, 1}𝑁

and for all136 oracle (randomized) algorithm B𝑌 making at most 𝑇 queries to 𝑌 ,

��Pr
[
B𝑅 (𝑧,𝑊 (𝑧, 𝑅)) → 1

]
− Pr

[
B𝐻 (𝑧,𝑊 (𝑧, 𝑅)) → 1

] �� ≤√︂
𝑆𝑇

2𝑃
,

where

𝑅
$← {0, 1}𝑁 , 𝑧

$← 𝐷, 𝐻 [ 𝑗]

= 𝐺(𝑧, 𝑅) [ 𝑗], if 𝐺(𝑧, 𝑅) [ 𝑗] ≠ ⊥;

$← {0, 1}, if 𝐺(𝑧, 𝑅) [ 𝑗] = ⊥.

Proof (Theorem 9.4). Define

𝑆 = 1 +max |ct|, 𝑇 = 1 +max {number of bits in 𝑅 probed by Dec}.

For 𝜆, 𝑁 ≥ 1, it is necessary that max |ct| ≥ 1 because ct can encode any string 𝜇 of

length 𝜆, and that max𝑇Dec ≥ 𝑇 because Dec performs all the probes then produces at

least 1 bit of output. Therefore,

max |ct| ·max𝑇Dec ≥
max |ct| + 1

2
·max𝑇Dec ≥

𝑆𝑇

2
.

It remains to prove 𝑆𝑇 ≥ 2𝑁
1000 for sufficiently large 𝜆. It suffices to consider the case

when 𝑁 ≥ 2 and 𝑆𝑇 ≤ 2𝑁.

136Here, B𝑌 need not be efficient for the lemma to hold. The particular B𝑌 used below is efficient.
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We prepare for Lemma 9.5. Let 𝑃 be determined later, and137

𝑧 = (𝜇, 𝑧Enc,mpk,msk) $← 𝐷 =


𝜇

$← {0, 1}𝜆

𝑧Enc : randomness for Enc

(mpk,msk) $← Setup(1𝑁)


,

𝑤 =𝑊 (𝑧, 𝑅) = 0𝑆−|ct|−1 ∥1∥ct, where ct← Enc(mpk, 𝑅, 𝜇; 𝑧Enc).

Let 𝐺 be the function guaranteed by Lemma 9.5 and make B𝑌 (𝑧, 𝑤) do the following.

• Sample 𝑖∗ $← [𝑁] and query 𝑟∗ ← 𝑌 [𝑖∗].

• Read 𝜇,mpk,msk from 𝑧. Read ct from 𝑤.

• Run sk𝑖∗,𝑟∗
$← KeyGen(msk, (𝑖∗, 𝑟∗)).

• Run 𝜇′
$← Decmpk,(𝑖∗,𝑟∗),sk𝑖∗ ,𝑟∗ ,𝑌,ct().

• Output 1 if and only if 𝜇 = 𝜇′.

Indeed, B makes at most 𝑇 queries to 𝑌 , the first to obtain 𝑟∗, the rest to run Dec.

For 𝑘 ∈ {1, 2, 3, 4, 5}, write 𝑝𝑘 for Pr[B𝑌𝑘 (𝑧, 𝑤; 𝑖∗) → 1], where

𝑅
$← {0, 1}𝑁 , 𝑧

$← 𝐷, 𝑤 =𝑊 (𝑧, 𝑅), 𝑖∗
$← [𝑁], 𝑌1 = 𝑅,

𝑌2 [ 𝑗]

= 𝐺(𝑧, 𝑅) [ 𝑗], if 𝐺(𝑧, 𝑅) [ 𝑗] ≠ ⊥;

$← {0, 1}, if 𝐺(𝑧, 𝑅) [ 𝑗] = ⊥;

𝑌3 [ 𝑗]


= 𝐺(𝑧, 𝑅) [ 𝑗], if 𝑗 ≠ 𝑖∗ and 𝐺(𝑧, 𝑅) [ 𝑗] ≠ ⊥;

$← {0, 1}, if 𝑗 ≠ 𝑖∗ and 𝐺(𝑧, 𝑅) [ 𝑗] = ⊥;

$← {0, 1}, if 𝑗 = 𝑖∗;

𝑌4 [ 𝑗]

= 𝑅[ 𝑗], if 𝑗 ≠ 𝑖∗;

$← {0, 1}, if 𝑗 = 𝑖∗;
𝑌5 [ 𝑗]


= 𝑅[ 𝑗], if 𝑗 ≠ 𝑖∗;

= ¬𝑅[𝑖∗], if 𝑗 = 𝑖∗.

By the correctness of the restricted BE scheme, 𝑝1 = 1.

137B does not use 𝑧Enc. It is included in 𝑧 only to “provide randomness” for 𝑊.
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From Lemma 9.5,

|𝑝1 − 𝑝2 | ≤
√︂
𝑆𝑇

2𝑃
, |𝑝4 − 𝑝3 | ≤

√︂
𝑆𝑇

2𝑃
.

Here, the second inequality is obtained by applying the lemma to

C𝑌 (𝑧, 𝑤) = B𝑌 ′ (𝑧, 𝑤; 𝑖∗), where 𝑖∗
$← [𝑁], 𝑌 ′[ 𝑗]


= 𝑌 [ 𝑗], if 𝑗 ≠ 𝑖∗;

$← {0, 1}, if 𝑗 = 𝑖∗.

Clearly, |𝑝2 − 𝑝3 | ≤ 𝑃
𝑁
. Setting 𝑃 =

⌈
3
√︃
𝑆𝑇𝑁2

2

⌉
, we have

|𝑝1 − 𝑝4 | ≤ |𝑝1 − 𝑝2 | + |𝑝2 − 𝑝3 | + |𝑝3 − 𝑝4 |

≤
√︂
𝑆𝑇

2𝑃
+ 𝑃
𝑁
+

√︂
𝑆𝑇

2𝑃
≤ 3 3

√︂
𝑆𝑇

2𝑁
+ 1
𝑁

< 4 3

√︂
𝑆𝑇

2𝑁
,

where the last inequality follows from 𝑁 ≥ 2. By how 𝑌 [𝑖∗] is set,

𝑝4 =
𝑝1 + 𝑝5

2
=⇒ 𝑝5 = 𝑝1 − 2(𝑝1 − 𝑝4) ≥ 𝑝1 − 2|𝑝1 − 𝑝4 | > 1 − 8 3

√︂
𝑆𝑇

2𝑁
.

Consider the following adversary A(mpk, 𝑅, 𝑖∗, 𝜇0, sk𝑖∗,¬𝑅[𝑖∗] , ct) against the weak 1-key

security of the restricted BE scheme.

• Construct 𝑌5 from 𝑅 and let 𝑟∗ ← 𝑌5 [𝑖∗] = ¬𝑅[𝑖∗].

• Run 𝜇′
$← Decmpk,(𝑖∗,𝑟∗),sk𝑖∗ ,𝑟∗ ,𝑌5,ct(), i.e., pretend 𝑅[𝑖∗] were ¬𝑅[𝑖∗] and attempt to

decrypt using the (supposedly non-decrypting) key given to A.

• Output 1 if and only if 𝜇′ = 𝜇0.

If ct = ct1 is an encryption of 𝜇1, then 𝜇0 is uniformly random and independent of

everything else, hence

Pr[A(· · ·) → 1 with ct = ct1] ≤ 2−𝜆 .

Note that A is a uniform adversary. By the security of the restricted BE scheme,

𝑝5 = Pr[B𝑌5 (𝑧, 𝑤; 𝑖∗) → 1] = Pr[A(· · ·) → 1 with ct = ct0] ≤ 2−𝜆 + negl(𝜆) < 1
5

for sufficiently large 𝜆, which gives

1 − 8 3

√︂
𝑆𝑇

2𝑁
< 𝑝5 <

1
5

=⇒ 𝑆𝑇 >
2𝑁

1000
. □
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9.4 Bounded LGRAM with Fixed-Memory Security

In this section, we present our LGRAM with fixed-memory security. The construction

is based on the works of [GS18a,GOS18,AL18,KNTY19].

Roughly speaking, [GS18a] constructs a circuit garbling scheme from adaptively

secure LOT with local proof of security and lifts it to an adaptively secure scheme

using somewhere equivocal encryption, which is further developed to obtain a garbled

RAM scheme with fixed-memory security (or unprotected memory access) [GOS18].

The work of [AL18] modularizes the construction and shows how to obtain a succinct

garbling scheme using obfuscation for circuits with polynomial-size domains, which is

in turn implied by FE for circuits. The work of [KNTY19] shows that selectively secure

LOT suffices and that such an LOT is implied by FE for circuits.

All of the works consider garbling schemes with no public input, and the security

notions for their final products are simulation-based. Consequently, the length of the

garbling necessarily [AIKW13] grows linearly with the input and output lengths. In

contrast, our notion of garbling has a short private input and we are interested in

indistinguishability and succinctness. (The contrast between long and short outputs

do not show up here. See [JLL22] for the case when it matters.)

9.4.1 Construction

Ingredients of Construction 9.1. Let

• 𝑖O be a circuit obfuscator (Definition 9.8),

• LOT an updatable LOT with fast initialization (Definitions 9.9 and 9.10),

LOT = (LOT.HashGen, LOT.Hash, LOT.SendRead, LOT.RecvRead,

LOT.SendWrite, LOT.RecvWrite, LOT.Hash0s),

• GC = (GC.Garble,GC.Eval) a circuit garbling scheme (Definition 9.13), and

• PPRF = (PPRF.Puncture, PPRF.Eval) a puncturable PRF (Definition 9.14).

Construction 9.1 (bounded LGRAM with fixed-memory security). Our bounded

LGRAM works as follows.
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GenAugCPU[{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝑘] (𝑡)

Hardwired. hk𝜏, hkwork, LOT hash keys for the tapes;

ℎ𝜏, |𝐷𝜏 |, LOT hashes and lengths of the input tapes;

𝑘, PPRF key.

Input. 𝑡 ∈ [𝑇max], current time (step number).

Output. �AugCPU𝑡, the garbled “augmented step circuit” at time 𝑡,

computed as follows.

1. Obtain randomness from PPRF:

(𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡 , 𝑟GC𝑡 ) ← PPRF.Eval(𝑘, 𝑡)

(𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏) ← PPRF.Eval(𝑘, 𝑡 + 1) with 𝑟LOT𝑡+1 , 𝑟
GC
𝑡+1 removed

2. Garble AugCPU (Figure 9.4):

AugCPU𝑡 ← AugCPU


{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡


output �AugCPU𝑡 ← GC.Garble(AugCPU𝑡,𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏; 𝑟GC𝑡 )

Figure 9.3. The circuit GenAugCPU in Construction 9.1.

• Compress(1ℓcell , 1ℓaddr , 𝜏, 𝐷𝜏) takes as input the cell length, the address length, the

tape index, and the tape content. It runs

hk𝜏
$← LOT.HashGen(1ℓcell , 1ℓaddr), (ℎ𝜏, 𝐷𝜏) ← LOT.Hash(hk𝜏, 𝐷𝜏),

and outputs digest𝜏 = (hk𝜏, ℎ𝜏, |𝐷𝜏 |).

• Garble(𝑇max, 𝑀, {digest𝜏}𝜏∈[T ]) takes as input an upper bound of the running

time, the machine, and the input tape digests. It runs

hkwork
$← LOT.HashGen(1ℓCELL , 1ℓADDR), ℎwork,0 ← LOT.Hash0s(hkwork, 𝑇max),

samples PPRF key 𝑘, prepares GenAugCPU using 𝑀 (Figure 9.3), and runs

�GenAugCPU $← 𝑖O(GenAugCPU[𝑘, {hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork]).
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GenAugCPU is padded to size poly(𝜆, |𝑀 |, log𝑇max) for the security proof to work.

The algorithm computes using 𝑘 and splits 𝜋, 𝐿 for �AugCPU1 as defined in

Figure 9.4,

𝜋1 : 𝜋𝑤1 ,𝜋
st
1 ,𝜋

rdata
1 ,𝜋ℎ1 ,

{𝐿1,𝑖,𝑏}𝑖,𝑏 : {𝐿𝑤1,𝑖,𝑏}𝑖∈[ℓin],𝑏, {𝐿
st
1,𝑖,𝑏}𝑖∈[ℓst],𝑏, {𝐿

rdata
1,𝑖,𝑏 }𝑖∈[ℓCELL],𝑏, {𝐿

ℎ
1,𝑖,𝑏}𝑖∈[ℓHASH],𝑏,

sets st0 = 0ℓst , rdata0 = 0ℓCELL , and outputs

𝑀̂ =
©­«
hkwork, �GenAugCPU, st0 ⊕ 𝜋st1 , rdata0 ⊕ 𝜋rdata1 , ℎwork,0 ⊕ 𝜋ℎ1 ,

{𝐿st1,𝑖,st0 [𝑖]}𝑖∈[ℓst] , {𝐿
rdata
1,𝑖,rdata0 [𝑖]}𝑖∈[ℓCELL] , {𝐿

ℎ
1,𝑖,ℎwork,0 [𝑖]}𝑖∈[ℓHASH] ,

ª®¬ ,
{𝐿𝑖,𝑏 = (𝑏 ⊕ 𝜋𝑤1 [𝑖]) ∥𝐿

𝑤
1,𝑖,𝑏}𝑖∈[ℓin],𝑏∈{0,1} .

• Eval𝐷1,...,𝐷T (𝑇max, 𝑀, {digest𝜏}𝜏∈[T ] , 𝑀̂, {𝐿𝑖}𝑖∈[ℓin]) takes as input the upper bound

of the running time, the machine, the input tape digests, the garbled machine,

and a set of labels. It parses 𝑀̂ as specified in Garble, and does the following.

1. Initialize by

(ℎ𝜏, 𝐷𝜏) ← LOT.Hash(hk𝜏, 𝐷𝜏) for 𝜏 ∈ [T ],

(ℎwork,0, 𝐷work,0) ← LOT.Hash(hkwork, (0ℓCELL)𝑇max),

st0 ← 0ℓst , rdata0 ← 0ℓCELL , 𝑡← 1.

2. Writing

𝑋𝑡 = 𝑤∥st𝑡−1 ∥ rdata𝑡−1 ∥ℎwork,𝑡−1,

𝑌𝑡 = parts of (𝑋𝑡+1 ⊕ 𝜋𝑡+1) and 𝐿𝑡+1 and rct𝑡,wct𝑡,

run138

�AugCPU𝑡 ← �GenAugCPU(𝑡),

(done𝑡, 𝜏𝑡, 𝑖𝑡,wdata𝑡, out𝑡, 𝑌𝑡) ← GC.Eval(�AugCPU𝑡, 𝑋𝑡 ⊕ 𝜋𝑡, {𝐿𝑡,𝑖,𝑋𝑡 [𝑖]}𝑖),

and halt if done𝑡 is set. Otherwise, output out𝑡 and continue.

138𝑋𝑡 itself is not needed for evaluation and is not supposed to be efficiently computable. The values

of (𝑋𝑡 ⊕ 𝜋𝑡) and {𝐿𝑡,𝑖,𝑋𝑡 [𝑖] }𝑖 for 𝑡 = 1 are read from 𝑀̂, and those for 𝑡 > 1 are computed by evaluating�AugCPU𝑡−1 as explained later.
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AugCPU𝑡 : AugCPU

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡

 (𝑤, st𝑡−1, rdata𝑡−1, ℎwork,𝑡−1)

Hardwired. hk𝜏, hkwork, ℎ𝜏, |𝐷𝜏 |, see Figure 9.3;
𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏, to be selected for evaluating �AugCPU𝑡+1;
𝑟LOT𝑡 , LOT randomness to select 𝜋, 𝐿 for �AugCPU𝑡+1.

Input. 𝑤, st𝑡−1, rdata𝑡−1, short input, old state, last-read cell content;
ℎwork,𝑡−1, LOT hash of the old working tape.

Output. done𝑡, 𝜏𝑡, 𝑖𝑡,wdata𝑡, out𝑡, produced by 𝑀𝐷1,...,𝐷T (𝑤) at time 𝑡;
selected (or LOT ciphertexts to select) 𝜋, 𝐿 for �AugCPU𝑡+1;
computed as follows.

1. Execute one step of 𝑀:

(done𝑡, st𝑡, 𝜏𝑡, 𝑖𝑡,wdata𝑡, out𝑡) ← CPU( |𝐷1 |, . . . , |𝐷T |, 𝑤, st𝑡−1, rdata𝑡−1)

output done𝑡, 𝜏𝑡, 𝑖𝑡,wdata𝑡, out𝑡

2. Split 𝑟LOT𝑡 , and 𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏 by the input components of AugCPU:©­­­«
𝑟LOT𝑡,rct, 𝑟

LOT
𝑡,wct, 𝜋𝑤

𝑡+1,𝜋
st
𝑡+1,𝜋

rdata
𝑡+1 ,𝜋ℎ

𝑡+1,

{𝐿𝑤
𝑡+1,𝑖,𝑏}𝑖∈[ℓin],𝑏, {𝐿st

𝑡+1,𝑖,𝑏}𝑖∈[ℓst],𝑏,
{𝐿rdata

𝑡+1,𝑖,𝑏}𝑖∈[ℓCELL],𝑏, {𝐿
ℎ
𝑡+1,𝑖,𝑏}𝑖∈[ℓHASH],𝑏

ª®®®¬← (𝑟
LOT
𝑡 ,𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏)

3. Select 𝜋, 𝐿 for 𝑤, st𝑡 if ¬done𝑡:

output 𝑤 ⊕ 𝜋𝑤𝑡+1, {𝐿
𝑤
𝑡+1,𝑖,𝑤[𝑖]}𝑖∈[ℓin] , st𝑡 ⊕ 𝜋st𝑡+1, {𝐿st𝑡+1,𝑖,st𝑡 [𝑖]}𝑖∈[ℓst]

4a. If 𝜏𝑡 ∈ [T ], select 𝜋, 𝐿 for 𝐷𝜏𝑡 [𝑖𝑡] ∥0ℓCELL−ℓcell and ℎwork,𝑡 = ℎwork,𝑡−1:

output rct𝑡 ← LOT.SendRead ©­«
hk𝜏𝑡 , ℎ𝜏𝑡 , 𝑖𝑡,

{(𝑏 ⊕ 𝜋rdata𝑡+1 [𝑖]) ∥𝐿rdata𝑡+1,𝑖,𝑏}𝑖∈[ℓcell],𝑏
; 𝑟LOT𝑡,rct

ª®¬
and {(0 ⊕ 𝜋rdata𝑡+1 [𝑖]) ∥𝐿rdata𝑡+1,𝑖,0}𝑖∈[ℓCELL]\[ℓcell]
and ℎwork,𝑡 ⊕ 𝜋ℎ𝑡+1, {𝐿

ℎ
𝑡+1,𝑖,ℎwork,𝑡 [𝑖]}𝑖∈[ℓHASH]

4b. If 𝜏𝑡 = work, select 𝜋, 𝐿 for 𝐷work,𝑡−1 [𝑖𝑡] and updated ℎwork,𝑡:

output rct𝑡 ← LOT.SendRead ©­«
hkwork, ℎwork,𝑡−1, 𝑖𝑡,

{(𝑏 ⊕ 𝜋rdata𝑡+1 [𝑖]) ∥𝐿rdata𝑡+1,𝑖,𝑏}𝑖∈[ℓCELL],𝑏
; 𝑟LOT𝑡,rct

ª®¬
and wct𝑡 ← LOT.SendWrite ©­«

hkwork, ℎwork,𝑡−1, 𝑖𝑡,wdata𝑡,

{(𝑏 ⊕ 𝜋ℎ𝑡+1 [𝑖]) ∥𝐿
ℎ
𝑡+1,𝑖,𝑏}𝑖∈[ℓHASH],𝑏

; 𝑟LOT𝑡,wct
ª®¬

Figure 9.4. The circuit AugCPU in Construction 9.1.
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3. If 𝜏𝑡 ∈ [T ], pick rct𝑡 from 𝑌𝑡 and run

{(rdata𝑡 [𝑖] ⊕ 𝜋rdata𝑡+1,𝑖 ) ∥𝐿
rdata
𝑡+1,𝑖,rdata𝑡 [𝑖]}𝑖∈[ℓcell] ← LOT.RecvRead𝐷𝜏𝑡 (hk𝜏𝑡 , ℎ𝜏𝑡 , 𝑖𝑡, rct𝑡).

Combine it with parts of (𝑋𝑡+1 ⊕ 𝜋𝑡+1) and 𝐿𝑡+1 already in 𝑌𝑡 to obtain

(𝑋𝑡+1 ⊕ 𝜋𝑡+1) and {𝐿𝑡+1,𝑖,𝑋𝑡+1 [𝑖]}𝑖.

4. Otherwise, 𝜏𝑡 = work, then pick rct𝑡,wct𝑡 from 𝑌𝑡, run

{(rdata𝑡 [𝑖] ⊕ 𝜋rdata𝑡+1,𝑖 ) ∥𝐿
rdata
𝑡+1,𝑖,rdata𝑡 [𝑖]}𝑖∈[ℓCELL]←LOT.RecvRead𝐷work,𝑡−1 (hkwork, ℎwork,𝑡−1, 𝑖𝑡, rct𝑡),

{(ℎwork,𝑡 ⊕ 𝜋ℎ
𝑡+1,𝑖) ∥𝐿

ℎ
𝑡+1,𝑖,ℎwork,𝑡 [𝑖]}𝑖∈[ℓHASH]←LOT.RecvWrite𝐷work,𝑡−1

©­­«
hkwork, ℎwork,𝑡−1,

𝑖𝑡,wdata𝑡,
wct𝑡

ª®®¬ ,
updating 𝐷work,𝑡−1 into 𝐷work,𝑡. Again, combine it with parts of (𝑋𝑡+1 ⊕ 𝜋𝑡+1)

and 𝐿𝑡+1 already in 𝑌𝑡 to obtain (𝑋𝑡+1 ⊕ 𝜋𝑡+1) and {𝐿𝑡+1,𝑖,𝑋𝑡+1 [𝑖]}𝑖.

5. Let 𝑡← 𝑡 + 1 and go back to Step 2.

Correctness and Efficiency. They follow from those of all the ingredients and the

invariant that AugCPU𝑡 is evaluated on 𝑤, st𝑡−1, rdata𝑡−1, ℎwork,𝑡−1 coinciding with those

from the execution of 𝑀. We remark that the evaluation time is not instance-

specific, because processing the empty working tape for LOT already takes time

𝑇max poly(𝜆, |𝑀 |).

9.4.2 Security

Theorem 9.6 (¶). Suppose in Construction 9.1, 𝑖O is secure for polynomial-size domains

(Definition 9.8), LOT is read- and write-secure (Definitions 9.11 and 9.12), and GC, PPRF

are secure (Definitions 9.13 and 9.14), then the constructed scheme is fixed-memory secure

(Definition 9.4).

The proof follows the pebbling strategy in [GS18a]. Recall that in Exp𝛽LGRAM, the LGRAM

labels are selected for 𝑤𝛽, and each AugCPU𝑡 performs a step of 𝑀𝐷1,...,𝐷T (𝑤𝛽), for

which we write 𝑀 ··· (𝑤𝛽) hereafter in this proof. Along the hybrids from Exp0
LGRAM to

Exp1
LGRAM, we gradually switch the trailing steps from those for 𝑀 ··· (𝑤0) to those for

𝑀 ··· (𝑤1).
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Specification of Hybrids. Each hybrid H𝔱,𝔰 is indexed by an integer 0 ≤ 𝔱 ≤ 𝑇max + 1

and a set 𝔰 ⊆ [𝑇max]. The indices 𝔱, 𝔰 specify how AugCPU𝑡 is garbled and what it does:

• when 𝑡 < 𝔱, it runs the 𝑡th step of 𝑀 ··· (𝑤0);

– if 𝑡 ∉ 𝔰, the step is garbled normally;

– if 𝑡 ∈ 𝔰, the step is simulated with true randomness for labels and LOT

encryption that selects the labels for AugCPU𝑡+1;

• when 𝑡 = 𝔱, it is simulated and outputs the labels so that AugCPU𝔱+1 runs the

(𝔱 + 1)st step of 𝑀 ··· (𝑤1), i.e., it switches the execution from 𝑀 ··· (𝑤0) to 𝑀 ··· (𝑤1);

• when 𝑡 > 𝔱, it is garbled normally but runs the 𝑡th step of 𝑀 ··· (𝑤1), due to the

behavior of AugCPU𝔱.

There are two special cases:

• when 𝔱 = 0, we give the LGRAM labels for 𝑤1 (think of them as the output of

the zeroth step circuit) to the adversary so that AugCPU1 runs the first step of

𝑀 ··· (𝑤1) when the LGRAM is evaluated normally;

• when 𝑡 > 𝑇 for 𝑡 ∈ {𝔱} ∪ 𝔰, neither execution has a 𝑡th step, and we simulate this

step as if it were the last step of the execution, whose output would not select

any label for the (𝑡 + 1)st step.139

In the parlance of [GS18a], consider a line graph where vertex 𝑡 represents step 𝑡,

• a gray pebble is placed on 𝑡 ∈ 𝔰 if 𝑡 < 𝔱 (the step is being simulated), and

• a black pebble is placed on 𝑡 ≥ 𝔱 (the step is done for good).

139This pretention trick unifies the usage of garbled circuit security. Since an out-of-range 𝑡th step is

pretended to repeat the last existent step, simulating it removes all the labels for the (𝑡 + 1)st step, and

consequently (and inductively), we can pretend that the set of labels for the (𝑡 + 1)st step corresponding

to the input to the last existent step were revealed, so that the (𝑡 + 1)st step can also be pretended to

repeat the last step. Without pretending, we will need another security notion of garbled circuits, namely

that it can be simulated without any output if no input labels are given. This notion holds for many

known constructions, but is not implied by the usual version.
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However, the first black pebble (on 𝔱) is special for us as step 𝔱 facilitates the transition

from 𝑀 ··· (𝑤0) to 𝑀 ··· (𝑤1). We will use an optimized pebbling sequence [GS18a] to

connect the hybrids.

Formally, let

stS(𝑀, 𝐷1, . . . , 𝐷T , 𝑤0) = (st0,1, . . . , st0,𝑇−1),

stS(𝑀, 𝐷1, . . . , 𝐷T , 𝑤1) = (st1,1, . . . , st1,𝑇−1),

addrS(. . . , 𝑤0) = addrS(. . . , 𝑤1) = (𝜏1, 𝑖1, . . . , 𝜏𝑇−1, 𝑖𝑇−1),

writeS(. . . , 𝑤0) = writeS(. . . , 𝑤1) = (wdata1, . . . ,wdata𝑇−1),

outS(. . . , 𝑤0) = outS(. . . , 𝑤1) = (out1, . . . , out𝑇−1).

We also write 𝐷work,𝑡 for the working tape content, rdata𝑡 for the read cell content,

and ℎ𝜏, ℎwork,𝑡 for the LOT hashes — due to the constraint of fixed-memory security,

the values of them in the two executions coincide. Define

𝑋𝑏,𝑡 = 𝑤𝑏 ∥st𝑏,𝑡−1 ∥ rdata𝑡−1 ∥ℎwork,𝑡−1 ∀𝑏 ∈ {0, 1}.

In H𝔱,𝔰, we change �GenAugCPU in 𝑀̂ to

𝑖O
©­­«GenAugCPU′


{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰, {𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰

ª®®¬ ,

where

• GenAugCPU′ is shown in Figure 9.5,

• 𝑘̊{𝔱}∪𝔰 is a PPRF key punctured at {𝔱} ∪ 𝔰,

• 𝜋𝑡’s and 𝐿𝑡,𝑖,𝑏’s are random strings, and

• �AugCPU𝑡’s are the simulated garbled step circuits.
We still use 𝜋𝑡, 𝐿𝑡,𝑖,𝑏 for part of the PPRF output when 𝑡 ∉ {𝔱} ∪ 𝔰.�AugCPU𝑡’s are generated by

GC.�Garble(1|AugCPU|, 𝑍𝑏,𝑡, 𝑋0,𝑡 ⊕ 𝜋𝑡, {𝐿𝑡,𝑖,𝑋0,𝑡 [𝑖]}𝑖) with 𝑏 =


0, if 𝑡 < 𝔱 and 𝑡 ∈ 𝔰;

1, if 𝑡 = 𝔱;
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GenAugCPU′

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰, {𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰
 (𝑡)

Hardwired. hk𝜏, hkwork, ℎ𝜏, |𝐷𝜏 |, see Figure 9.3;

𝔱, 𝔰, switching time, hardwired step numbers;

𝑘̊{𝔱}∪𝔰, punctured PPRF key;

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰, hardwired randomness and garbled steps.

Input. 𝑡 ∈ [𝑇max], current time (step number).

Output. �AugCPU𝑡, computed as follows.

1. Check for hardwired steps, if 𝑡 ∈ {𝔱} ∪ 𝔰:

output hardwired �AugCPU𝑡 and terminate
2. Otherwise, obtain randomness, either hardwired or from PPRF:

(𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡 , 𝑟GC𝑡 ) ← PPRF.Eval(𝑘̊{𝔱}∪𝔰, 𝑡)

(𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏) ←


hardwired, if 𝑡 + 1 ∈ {𝔱} ∪ 𝔰;

PPRF.Eval(𝑘̊{𝔱}∪𝔰, 𝑡 + 1) with 𝑟LOT
𝑡+1 , 𝑟

GC
𝑡+1 removed,

if 𝑡 + 1 ∉ {𝔱} ∪ 𝔰;

3. Garble AugCPU (Figure 9.4) as done in GenAugCPU (Figure 9.3):

AugCPU𝑡 ← AugCPU


{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝜋𝑡+1, {𝐿𝑡+1,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡


output �AugCPU𝑡 ← GC.Garble(AugCPU𝑡,𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏; 𝑟GC𝑡 )

Figure 9.5. The circuit GenAugCPU′ in the proof of Theorem 9.6.
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where GC.�Garble is a simulator for GC, and 𝑍𝑏,𝑡 for 𝑏 ∈ {0, 1} consists of (done𝑡, 𝜏𝑡, 𝑖𝑡,
wdata𝑡, out𝑡), parts of (𝑋𝑏,𝑡+1 ⊕ 𝜋𝑡+1) and 𝐿𝑡+1, and r̃ct𝑡, w̃ct𝑡 (see Figure 9.4).

• If ¬done𝑡, then 𝑍𝑏,𝑡 contains (dependent on 𝑏)

𝑤𝑏 ⊕ 𝜋𝑤𝑡+1, {𝐿
𝑤
𝑡+1,𝑖,𝑤𝑏 [𝑖]}𝑖∈[ℓin] , st𝑏,𝑡 ⊕ 𝜋𝑤𝑡+1, {𝐿

st
𝑡+1,𝑖,st𝑏,𝑡 [𝑖]}𝑖∈[ℓst] .

• If 𝜏𝑡 ∈ [T ], then 𝑍𝑏,𝑡 contains (independent of 𝑏)

r̃ct𝑡
$← LOT.SimRead

©­­«
hk𝜏𝑡 , 𝐷𝜏𝑡 , 𝑖𝑡,

{(rdata𝑡 [𝑖] ⊕ 𝜋rdata𝑡+1 [𝑖]) ∥𝐿rdata𝑡+1,𝑖,rdata𝑡 [𝑖]}𝑖∈[ℓcell]

ª®®¬ ,
{(0 ⊕ 𝜋rdata𝑡+1 [𝑖]) ∥𝐿rdata𝑡+1,𝑖,0}𝑖∈[ℓCELL]\[ℓcell] , ℎwork,𝑡 ⊕ 𝜋ℎ𝑡+1, {𝐿

ℎ
𝑡+1,𝑖,ℎwork,𝑡 [𝑖]}𝑖∈[ℓHASH] .

• If 𝜏𝑡 = work, then 𝑍𝑏,𝑡 contains (independent of 𝑏)

r̃ct𝑡
$← LOT.SimRead

©­­«
hkwork, 𝐷work,𝑡−1, 𝑖𝑡,

{(rdata𝑡 [𝑖] ⊕ 𝜋rdata𝑡+1 [𝑖]) ∥𝐿rdata𝑡+1,𝑖,rdata𝑡 [𝑖]}𝑖∈[ℓCELL]

ª®®¬ ,
w̃ct𝑡

$← LOT.SimWrite
©­­«

hkwork, 𝐷work,𝑡−1, 𝑖𝑡,wdata𝑡,

{(ℎwork,𝑡 [𝑖] ⊕ 𝜋ℎ𝑡+1 [𝑖]) ∥𝐿
ℎ
𝑡+1,𝑖,ℎwork,𝑡 [𝑖]}𝑖∈[ℓHASH]

ª®®¬ .
Connecting the Hybrids. We start with the experiments in Definition 9.4:

Claim 9.7 (¶). Exp0
LGRAM ≈ H𝑇max+1,∅ and Exp1

LGRAM ≈ H0,∅.

It remains to connect H𝑇max+1,∅ and H0,∅, for which we employ the pebbling strategy

of [GOS18]. We state our claims in parallel with the pebbling rules.

Claim 9.8 (Rule A; ¶). A gray pebble can be placed on or removed from 𝑡★ if 𝑡★ = 1 or a

gray pebble is placed on (𝑡★ − 1). Formally, H𝔱,𝔰 ≈ H𝔱,{𝑡★}∪𝔰 for 𝑡★ ∉ 𝔰 and 𝑡★ < 𝔱 if 𝑡★ = 1 or

𝑡★ − 1 ∈ 𝔰.

Claim 9.9 (Rule B; ¶). A gray pebble on 𝑡★ can be replaced by a black pebble if black

pebbles are placed on all vertices greater than 𝑡★. Formally, H𝔱,𝔰 ≈ H𝔱−1,𝔰\{𝔱−1} if 𝔱 − 1 ∈ 𝔰

(here, 𝑡★ = 𝔱 − 1). Moreover, H1,∅ ≈ H0,∅.

Claim 9.9 is different from rule B in [GOS18] (no need for a gray pebble on (𝑡★ − 1) for

us) because the step corresponding to the first black pebble is always simulated.
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It is helpful to consider a virtual vertex 0 (corresponding to 𝑀̂ and the LGRAM

labels), where a gray pebble is initially placed, and put 0 into 𝔰. With the virtual

vertex, the separate case 𝑡★ = 1 in rule 𝐴 is just a special case of 𝑡★ − 1 = 0 ∈ 𝔰, and the

separate case H1,∅ ≈ H0,∅ in rule B becomes a special case of the general rule (which

would read H1,{0} ≈ H0,∅ instead). However, for consistency with existing literature, we

will go without the virtual vertex in the text below.

The hybrid sequence can be built using an optimized pebbling strategy.

Lemma 9.10 ([Ben89,GS18a]). There exists an efficient algorithm that on input 1𝑇max

computes a pebbling sequence for a line graph of size 𝑇max with O(log𝑇max) gray pebbles

at any time during the poly(𝑇max) moves using rule A or B, starting with no pebbles and

ending with black pebbles on all vertices. As a corollary, the efficient algorithm can compute

𝔱0 = 𝑇max + 1, 𝔰0 = ∅, 𝑐1, 𝔱1, 𝔰1, 𝑐2, 𝔱2, 𝔰2, . . . ,

𝑐poly(𝑇max)−1, 𝔱poly(𝑇max)−1 = 1, 𝔰poly(𝑇max)−1 = ∅, 𝑐poly(𝑇max) , 𝔱poly(𝑇max) = 0, 𝔰poly(𝑇max) = ∅,

such that max𝑗 |𝔰𝑗 | = O(log𝑇max) and H𝔱𝑗−1,𝔰𝑗−1 ≈ H𝔱𝑗 ,𝔰𝑗 by Claim 𝑐𝑗 ∈ {9.8, 9.9}.

A typical sequence of hybrid transitions is depicted in Figure 9.6.

Proof (Theorem 9.6). By Claims 9.7, 9.8, 9.9, Lemma 9.10, Exp0
LGRAM ≈ Exp

1
LGRAM. □

H9,
∅

𝑤0
st0,7

★

𝑤0
st0,8

𝑤1
st1,9

· · ·
≈ Rule A, repeat
H9,
{4,6,7}

★ · · ·
≈ Rule A, repeat
H9,
{8}

★ · · ·

≈ Rule B
H8,
∅

𝑤0
st0,7

★

𝑤1
st1,8

𝑤1
st1,9

· · ·

Legend: box shading for pebble, star for switching execution,
curved arrows for labels selected for next garbled step.

Figure 9.6. Typical hybrid transitions in the proof of Theorem 9.6.
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We remark that for full rigor, 𝑇max is a random variable, not a fixed number for

each 𝜆. It cannot be derandomized even in the non-uniform setting, because A, given

hk’s returned for the input tapes, can choose 𝑇max adaptively, whose randomness

originates from that of the LGRAM scheme. This phenomenon is not uncommon and

can be solved by either guessing 𝑇max (or targeting a specific 𝑇max in the non-uniform

setting), or considering a polynomial upper bound of 𝑇max and supplying appropriate

definitions for hybrids with out-of-range indices.

Proof (Claim 9.7). Both follow from the security of 𝑖O for polynomial-size domains. □

Proof (Claim 9.8). Let 𝔱, 𝔰, 𝑡★ be such that 𝑡★ ∉ 𝔰 and 𝑡★ < 𝔱 and either 𝑡★ = 1 or 𝑡★ − 1 ∈ 𝔰.

The hybrids below are mostly identical to H𝔱,𝔰 except the contents hardwired into

GenAugCPU′ are modified. We specify them.

• G0. This is just H𝔱,𝔰, where the hardwired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰.
• G1. In this hybrid, the PPRF key 𝑘 is punctured at {𝑡★, 𝔱} ∪ 𝔰 instead of {𝔱} ∪ 𝔰, and

the (𝑡★)th garbled step (but not its randomness) is hardwired into GenAugCPU′,

i.e., the hardwired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, {𝑡★} ∪ 𝔰 , 𝑘̊{𝔱,𝑡★}∪𝔰 ,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰, �AugCPU𝑡★,
where the newly hardwired information is computed using (Figure 9.5 Step 3)

(𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡★
, 𝑟GC
𝑡★
) ← PPRF.Eval(𝑘, 𝑡★),

AugCPU𝑡★ ← AugCPU


{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝜋𝑡★+1, {𝐿𝑡★+1,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡★

 ,�AugCPU𝑡★ ← GC.Garble(AugCPU𝑡★,𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏; 𝑟GC
𝑡★
).

This is different from �AugCPU𝑡’s for 𝑡 ∈ {𝔱} ∪ 𝔰, which are simulated. The absence
of 𝜋𝑡★ and {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏 in GenAugCPU′ is fine, because they are only used in Step 2
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(Figure 9.5) for 𝑡 = 𝑡★ − 1 and 𝑡 = 𝑡★. In G1, that branch is not taken for those

two values of 𝑡 as both of them are handled by Step 1. Therefore, the two

versions of GenAugCPU′ in G0 and G1 have identical truth tables (and are padded

appropriately to the same size), and G0 ≈ G1 follows from the security of 𝑖O for

polynomial-size domains.

• G2. In this hybrid, PPRF.Eval(𝑘, 𝑡★) is replaced by a uniformly random string,

i.e., the hardwired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, {𝑡★} ∪ 𝔰, 𝑘̊{𝔱,𝑡★}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰, �AugCPU𝑡★,
where

(𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡★
, 𝑟GC
𝑡★
) ← uniformly random ,

AugCPU𝑡★ ← AugCPU


{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝜋𝑡★+1, {𝐿𝑡★+1,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡★

 ,�AugCPU𝑡★ ← GC.Garble(AugCPU𝑡★,𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏; 𝑟GC
𝑡★
).

G1 ≈ G2 follows from the security of PPRF.

• G3. In this hybrid, �AugCPU𝑡★ is simulated instead of being normally generated,
i.e., the hardwired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, {𝑡★} ∪ 𝔰, 𝑘̊{𝔱,𝑡★}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰, �AugCPU𝑡★,
where

(𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝑡★
, 𝑟GC
𝑡★
) ← uniformly random,�AugCPU𝑡★ $← GC.�Garble(1|AugCPU|, 𝑍0,𝑡★, 𝑋0,𝑡★ ⊕ 𝜋𝑡★, {𝐿𝑡★,𝑖,𝑋0,𝑡★ [𝑖]}𝑖) ,

𝑍0,𝑡★ : 𝜋𝑡★+1, {𝐿𝑡★+1,𝑖,𝑏}𝑖,𝑏


in the clear,

in rct𝑡★ ← LOT.SendRead(· · ·; 𝑟LOT
𝑡★,rct),

in wct𝑡★ ← LOT.SendWrite(· · ·; 𝑟LOT
𝑡★,wct).
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This is different from 𝑍𝑏,𝑡’s for 𝑡 ∈ {𝔱} ∪ 𝔰, which might contain simulated r̃ct𝑡’s

and w̃ct𝑡’s. In G2, the augmented step circuit AugCPU𝑡★ is garbled with truly

random 𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏, 𝑟GC𝑡★ . If 𝑡
★ = 1, then 𝜋1, {𝐿1,𝑖,𝑏}𝑖,𝑏 only additional appear in

𝑀̂ and the LGRAM labels given to the adversary as (𝑋0,1 ⊕ 𝜋1) and {𝐿1,𝑖,𝑋0,1 [𝑖]}𝑖.

If 𝑡★ − 1 ∈ 𝔰, then they are only additionally used to simulate

�AugCPU𝑡★−1
$← GC.�Garble(. . . , 𝑍0,𝑡★−1, . . . ),

where 𝑍0,𝑡★−1 contains only (𝑋0,𝑡★ ⊕ 𝜋𝑡★) and {𝐿𝑡★,𝑖,𝑋0,𝑡★ [𝑖]}𝑖, potentially in the

clear, in r̃ct𝑡★−1, in w̃ct𝑡★−1, and by imagination.140 Also, AugCPU𝑡 (𝑋0,𝑡★) = 𝑍0,𝑡★. It

follows from the security of GC that G2 ≈ G3.

• G4. In this hybrid, 𝑍0,𝑡★ contains r̃ct𝑡★, w̃ct𝑡★ simulated using LOT.SimRead and

LOT.SimWrite as needed, instead of normally generated ones, i.e., the hardwired

information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, {𝑡★} ∪ 𝔰, 𝑘̊{𝔱,𝑡★}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰, �AugCPU𝑡★,
where

(𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏 , 𝑟LOT𝑡★
) ← uniformly random,�AugCPU𝑡★ $← GC.�Garble(1|AugCPU|, 𝑍0,𝑡★, 𝑋0,𝑡★ ⊕ 𝜋𝑡★, {𝐿𝑡★,𝑖,𝑋0,𝑡★ [𝑖]}𝑖),

𝑍0,𝑡★ : 𝑋0,𝑡★+1 ⊕ 𝜋𝑡★+1, {𝐿𝑡★+1,𝑖,𝑋0,𝑡★+1 [𝑖]}𝑖


in the clear,

in r̃ct𝑡★
$← LOT.SimRead(· · ·) ,

in w̃ct𝑡★
$← LOT.SimWrite(· · ·) .

The LOT ciphertexts rct𝑡★,wct𝑡★ are encrypted using truly random 𝑟LOT
𝑡★

in G3. Each

database is known before its LOT hash key is provided to the adversary: for an

input tape, hk𝜏 is provided after 𝐷𝜏 is chosen; for the working tape, 𝐷work,𝑡★−1 and

𝑖𝑡★,wdata𝑡★ are known once the adversary commits to the challenge 𝑀, 𝑤0, 𝑤1,

140When 𝑡★ > 𝑇, none of 𝜋𝑡★ , {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏 appears in 𝑍0,𝑡★−1. We pretend 𝑋0,𝑡★ = 𝑋0,𝑇 and that (𝑋0,𝑡★ ⊕ 𝜋𝑡★)

and {𝑡★, 𝑖, 𝑋0,𝑡★ [𝑖]}𝑖 are revealed, imagining that the (𝑡★)th step repeated the last existent step.
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after which hkwork is provided. Therefore, it follows from the read/write security

of LOT that G3 ≈ G4.

• G5. In this hybrid, we hardwire 𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏 into GenAugCPU′, i.e., the hard-

wired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, {𝑡★} ∪ 𝔰, 𝑘̊{𝔱,𝑡★}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰, 𝜋𝑡★, {𝐿𝑡★,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡★ .
G4 ≈ G5 follows from the security of 𝑖O for polynomial-size domains.

By inspection, G5 is just H𝔱,{𝑡★}∪𝔰. Therefore, H𝔱,𝔰 ≡ G0 ≈ G5 ≡ H𝔱,{𝑡★}∪𝔰. □

Proof (Claim 9.9). Let 𝔱, 𝔰 be such that 𝔱 = 1 or 𝔱 − 1 ∈ 𝔰. The hybrids are mostly identical

to H𝔱,𝔰 except for the contents hardwired into GenAugCPU′.

• G0. This is just H𝔱,𝔰, where the hardwired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈{𝔱}∪𝔰.
• G1. In this hybrid, we no longer directly hardwire 𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏 into GenAugCPU′

for 𝑡 = 𝔱, i.e., the hardwired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡} 𝑡∈𝔰 , 𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏, �AugCPU𝔱,

where

(𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏) $← uniformly random;

𝑀̂, LGRAM labels

�AugCPU𝔱−1

𝑍0,𝔱−1

← 𝑋0,1 ⊕ 𝜋1, {𝐿1,𝑖,𝑋0,1 [𝑖]}𝑖, . . . , if 𝔱 = 1;

$← GC.�Garble ©­­«
1|AugCPU|, 𝑍0,𝔱−1,

𝑋0,𝔱−1 ⊕ 𝜋𝔱−1, {𝐿𝔱−1,𝑖,𝑋0,𝔱−1 [𝑖]}𝑖

ª®®¬ ,
: 𝑋0,𝔱 ⊕ 𝜋𝔱, {𝐿𝔱,𝑖,𝑋0,𝔱 [𝑖]}𝑖 in the clear, r̃ct𝔱−1, w̃ct𝔱−1, if 𝔱 − 1 ∈ 𝔰;
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�AugCPU𝔱
$← GC.�Garble ©­­«

1|AugCPU|, 𝑍1,𝔱,

𝑋0,𝔱 ⊕ 𝜋𝔱, {𝐿𝔱,𝑖,𝑋0,𝔱 [𝑖]}𝑖

ª®®¬ ,
𝑍1,𝔱 : 𝑋1,𝔱+1 ⊕ 𝜋𝔱+1, {𝐿𝔱+1,𝑖,𝑋1,𝔱+1 [𝑖]}𝑖 in the clear, r̃ct𝔱, w̃ct𝔱, if 𝔱 ≤ 𝑇max.

Note that GenAugCPU′ still indirectly contains 𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏 via 𝑀̂ and LGRAM

labels, or 𝑍0,𝔱−1. Removal of their direct hardwiring does not alter the truth table

of GenAugCPU′ as they are only used in Step 2 (Figure 9.5) for 𝑡 = 𝔱 and 𝑡 = 𝔱 − 1,

a branch never taken for those values of 𝑡 because they are handled by Step 1.

By the security of 𝑖O for polynomial-size domains, G0 ≈ G1.

• G2. In this hybrid, we change the input of AugCPU𝔱 from 𝑋0,𝔱 to 𝑋1,𝔱 by modifying

the permuted input and the labels selected for �AugCPU𝔱, i.e., the hardwired

information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈𝔰, �AugCPU𝔱,

where

(𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏) $← uniformly random;

𝑀̂, LGRAM labels

�AugCPU𝔱−1

𝑍0,𝔱−1

← 𝑋1,1 ⊕ 𝜋1, {𝐿1,𝑖,𝑋1,1 [𝑖]}𝑖 , . . . , if 𝔱 = 1;

$← GC.�Garble ©­­«
1|AugCPU|, 𝑍0,𝔱−1,

𝑋0,𝔱−1 ⊕ 𝜋𝔱−1, {𝐿𝔱−1,𝑖,𝑋0,𝔱−1 [𝑖]}𝑖

ª®®¬ ,
: 𝑋1,𝔱 ⊕ 𝜋1, {𝐿𝔱,𝑖,𝑋1,𝔱 [𝑖]}𝑖 in the clear, r̃ct𝔱−1, w̃ct𝔱−1, if 𝔱 − 1 ∈ 𝔰;

�AugCPU𝔱
$← GC.�Garble ©­­«

1|AugCPU|, 𝑍1,𝔱,

𝑋1,1 ⊕ 𝜋1, {𝐿1,𝑖,𝑋1,1 [𝑖]}𝑖

ª®®¬ ,
𝑍1,𝔱 : 𝑋1,𝔱+1 ⊕ 𝜋𝔱+1, {𝐿𝔱+1,𝑖,𝑋1,𝔱+1 [𝑖]}𝑖 in the clear, r̃ct𝔱, w̃ct𝔱, if 𝔱 ≤ 𝑇max.

This change does not alter the distribution, i.e., G1 ≡ G2, because 𝜋𝔱 is a one-time

pad that hides 𝑋0,𝔱 or 𝑋1,𝔱 and either set of {𝐿𝔱,𝑖,𝑏}𝑖,𝑏 chosen by 𝑋0,𝔱 and 𝑋1,𝔱 is

simply random.
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• G3. In this hybrid, we undo the simulation of r̃ct𝔱 and w̃ct𝔱, i.e., the hardwired

information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈𝔰, �AugCPU𝔱,

where

(𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏 , 𝑟LOT𝔱 ) $← uniformly random;

𝑀̂, LGRAM labels

�AugCPU𝔱−1

𝑍0,𝔱−1

← 𝑋1,1 ⊕ 𝜋1, {𝐿1,𝑖,𝑋1,1 [𝑖]}𝑖, . . . , if 𝔱 = 1;

$← GC.�Garble ©­­«
1|AugCPU|, 𝑍0,𝔱−1,

𝑋0,𝔱−1 ⊕ 𝜋𝔱−1, {𝐿𝔱−1,𝑖,𝑋0,𝔱−1 [𝑖]}𝑖

ª®®¬ ,
: 𝑋1,𝔱 ⊕ 𝜋1, {𝐿𝔱,𝑖,𝑋1,𝔱 [𝑖]}𝑖 in the clear, r̃ct𝔱−1, w̃ct𝔱−1, if 𝔱 − 1 ∈ 𝔰;

�AugCPU𝔱
$← GC.�Garble ©­­«

1|AugCPU|, 𝑍1,𝔱,

𝑋1,1 ⊕ 𝜋1, {𝐿1,𝑖,𝑋1,1 [𝑖]}𝑖

ª®®¬ ,
𝑍1,𝔱 : 𝜋𝔱+1, {𝐿𝔱+1,𝑖,𝑏}𝑖,𝑏 in the clear, rct𝔱,wct𝔱 , if 𝔱 ≤ 𝑇max.

G2 ≈ G3 by the read/write security of LOT.

• G4. In this hybrid, we undo the simulation of �AugCPU𝔱, i.e., the hardwired

information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈𝔰, �AugCPU𝔱,

where

(𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝔱 , 𝑟GC𝔱 )
$← uniformly random;

𝑀̂, LGRAM labels

�AugCPU𝔱−1

𝑍0,𝔱−1

← 𝑋1,1 ⊕ 𝜋1, {𝐿1,𝑖,𝑋1,1 [𝑖]}𝑖, . . . , if 𝔱 = 1;

$← GC.�Garble ©­­«
1|AugCPU|, 𝑍0,𝔱−1,

𝑋0,𝔱−1 ⊕ 𝜋𝔱−1, {𝐿𝔱−1,𝑖,𝑋0,𝔱−1 [𝑖]}𝑖

ª®®¬ ,
: 𝑋1,𝔱 ⊕ 𝜋1, {𝐿𝔱,𝑖,𝑋1,𝔱 [𝑖]}𝑖 in the clear, r̃ct𝔱−1, w̃ct𝔱−1, if 𝔱 − 1 ∈ 𝔰;
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AugCPU𝔱 ← AugCPU


{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝜋𝔱+1, {𝐿𝔱+1,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝔱

 ,�AugCPU𝔱 ← GC.Garble(AugCPU𝔱,𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏; 𝑟GC𝔱 ) , if 𝔱 ≤ 𝑇max.

Since AugCPU𝔱(𝑋1,𝔱) = 𝑍1,𝔱, it follows from the security of GC that G3 ≈ G4.

• G5. In this hybrid, we change the randomness for step 𝔱 to the PPRF evaluation,

i.e., the hardwired information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱, 𝔰, 𝑘̊{𝔱}∪𝔰,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡}𝑡∈𝔰, �AugCPU𝔱,

where

(𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝔱 , 𝑟GC𝔱 )
$← PPRF.Eval(𝑘, 𝔱) ;

𝑀̂, LGRAM labels

�AugCPU𝔱−1

𝑍0,𝔱−1

← 𝑋1,1 ⊕ 𝜋1, {𝐿1,𝑖,𝑋1,1 [𝑖]}𝑖, . . . , if 𝔱 = 1;

$← GC.�Garble ©­­«
1|AugCPU|, 𝑍0,𝔱−1,

𝑋0,𝔱−1 ⊕ 𝜋𝔱−1, {𝐿𝔱−1,𝑖,𝑋0,𝔱−1 [𝑖]}𝑖

ª®®¬ ,
: 𝑋1,𝔱 ⊕ 𝜋1, {𝐿𝔱,𝑖,𝑋1,𝔱 [𝑖]}𝑖 in the clear, r̃ct𝔱−1, w̃ct𝔱−1, if 𝔱 − 1 ∈ 𝔰;

AugCPU𝔱 ← AugCPU


{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork,

𝜋𝔱+1, {𝐿𝔱+1,𝑖,𝑏}𝑖,𝑏, 𝑟LOT𝔱

 ,�AugCPU𝔱 ← GC.Garble(AugCPU𝔱,𝜋𝔱, {𝐿𝔱,𝑖,𝑏}𝑖,𝑏; 𝑟GC𝔱 ), if 𝔱 ≤ 𝑇max.

G4 ≈ G5 by the security of PPRF.

• G6. In this hybrid, we no longer puncture the PPRF key at 𝔱 and no longer

hardwire the randomness nor the garbled step for 𝔱, i.e., the hardwired

information is

{hk𝜏, ℎ𝜏, |𝐷𝜏 |}𝜏∈[T ] , hkwork, 𝔱 − 1, 𝔰 \ {𝔱 − 1}, 𝑘̊{𝔱−1}∪(𝔰\{𝔱−1}) ,

{𝜋𝑡, {𝐿𝑡,𝑖,𝑏}𝑖,𝑏, �AugCPU𝑡} 𝑡∈{𝔱−1}∪(𝔰\{𝔱−1}) ,

and 𝑀̂ and the LGRAM labels given to the adversary contain (𝑋1,1 ⊕ 𝜋1) and

{𝐿1,𝑖,𝑋1,1 [𝑖]}𝑖 if 𝔱 = 1. By the security of 𝑖O for polynomial-size domains, G5 ≈ G6.

By inspection, G6 is just H𝔱−1,𝔰\{𝔱−1}. Therefore, H𝔱,𝔰 ≡ G0 ≈ G6 ≡ H𝔱−1,𝔰\{𝔱−1}. □
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9.5 From Bounded LGRAM to Unbounded LGRAM

In this section, we employ the powers-of-two transformation [AL18] to construct an

unbounded LGRAM from a bounded one.141

Construction 9.1 is a bounded LGRAM. Recall that a bounded scheme has the

following three deficiencies: i) its evaluation time scales with the time bound 𝑇max

instead of the instance running time 𝑇; ii) it only works if the maximum address

accessed by the machine is within 𝑇max; and iii) its security only holds if 𝑇max is

polynomially bounded. To get rid of these restrictions, we apply the transformation

due to [AL18]. The idea is to generate a series of LGRAM garblings with 𝑇′max,𝑒 = 2𝑒 for

𝑒 ∈ [log𝑇max], each encrypted under a different key. The 𝑒th garbling simulates the

execution, but if the time exceeds 2𝑒, it outputs the secret key that decrypts the next

garbling, and the evaluation can be retried. This avoids the exponential security loss

because we can apply the LGRAM security to the garblings with 𝑇′max < 2𝑇 and argue

that any larger garblings are hidden by encryption, removing the need to apply the

LGRAM security on those large garblings.

Ingredients of Construction 9.2. Let

• LGRAM′ = (Compress′,Garble′, Eval′) be a bounded LGRAM (Definition 9.4), and

• SKE = (SKE.Gen, SKE.Enc, SKE.Dec) an SKE scheme (Definition 9.15).

Construction 9.2 (unbounded LGRAM). Our scheme works as follows.

• Compress(1ℓaddr , 1ℓcell , 𝜏, 𝐷𝜏) is the same as Compress′.

• Garble(𝑇max, 𝑀, {digest𝜏}𝜏∈[T ]) prepares 𝑀′ from 𝑀 and 𝑇max as described in

Figure 9.7. For 𝑒 ∈ [⌈log2𝑇max⌉], it samples SKE key 𝑘𝑒 and runs

(𝑀̂′𝑒, {𝐿′𝑒,𝑖,𝑏}𝑖,𝑏)
$← Garble′(𝑇′max,𝑒, 𝑀′, {digest𝜏}𝜏∈[T ]) for 𝑒 ∈ [⌈log2𝑇max⌉],

141See the full version of the original paper [JLL22] for other transformations for fixed-address or full

security.
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Machine 𝑀′ Transformed from 𝑀 and 𝑇max

Lengths. ℓ ′in = ℓin + poly(𝜆), ℓ ′st = ℓst + O(log𝑇max) + poly(𝜆, |𝑀 |),

ℓ ′addr = ℓaddr, ℓ ′ADDR = poly(𝜆, |𝑀 |, log𝑇max),

ℓ ′cell = ℓcell, ℓ ′CELL = poly(𝜆, |𝑀 |, log𝑇max).

Input 𝒘′. 𝑊, short input to 𝑀;

𝐸, attempted time limit of 𝑀;

𝐾 , secret key of SKE.

State st′. 𝑡 − 1, current time period minus one (initially 0);

𝑡0 − 1, current time step minus one (initially 0)

modulo the period;

st, state of 𝑀.

Steps. Each step of 𝑀 is simulated by one period of 𝑀′.

1. When 𝑡 ≤ 2𝐸:

1 step for one step of 𝑀

poly(𝜆, |𝑀 |, log𝑇max) steps for the memory operation of 𝑀

(using a deterministic balanced binary tree of capacity 2𝐸

to implement a virtual sparse memory for 𝑀)

halt if 𝑀 halts

2. When 2𝐸 < 𝑡 < 2𝐸 + poly(𝜆):

report running time exceeded

output 𝐾

Figure 9.7. The machine 𝑀′ in Construction 9.2.
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where 𝑇′max,𝑒 = 2𝑒 + poly(𝜆, |𝑀 |, log𝑇max). The algorithm encrypts 𝑀̂′𝑒 and 𝐿′𝑒,𝑖,𝑏
by

𝑀̃′𝑒
$← SKE.Enc(𝑘𝑒, 𝑀̂𝑒), 𝐿̃′𝑒,𝑖,𝑏

$← SKE.Enc(𝑘𝑒, 𝐿′𝑒,𝑖,𝑏),

and splits the encrypted labels into
{
𝐿̃𝑊
𝑒,𝑖,𝑏

}
𝑒,𝑖,𝑏
,
{
𝐿̃𝐸
𝑒,𝑖,𝑏

}
𝑒,𝑖,𝑏
,
{
𝐿̃𝐾
𝑒,𝑖,𝑏

}
𝑒,𝑖,𝑏

by the

portion of input to 𝑀′ they correspond to. Defining 𝑘⌈log2 𝑇max⌉+1 = ⊥, it sets

and outputs

𝑀̂ =

(
𝑘1,

{
𝑀̃′𝑒, 𝐿̃

𝐸
𝑒,𝑖,𝑏’s and 𝐿̃

𝐾
𝑒,𝑖,𝑏’s for 𝐸 = 𝑒, 𝐾 = 𝑘𝑒+1

}
𝑒∈[⌈log2 𝑇max⌉]

)
,

𝐿𝑖,𝑏 = 𝐿̃
𝑊
1,𝑖,𝑏 ∥ · · · ∥ 𝐿̃

𝑊
⌈log2 𝑇max⌉,𝑖,𝑏

.

• Eval𝐷1,...,𝐷T (𝑇max, 𝑀, {digest𝜏}𝜏∈[T ] , 𝑀̂, {𝐿𝑖}𝑖) parses 𝑀̂ and 𝐿𝑖’s as defined by

Garble. For 𝑒 = 1, . . . , ⌈log2𝑇max⌉, it retrieves 𝑘𝑒, either from 𝑀̂ if 𝑒 = 1, or from

the previous call to Eval′ if 𝑒 > 1, and runs

(Eval′)𝐷1,...,𝐷T
(
𝑇max, 𝑀, {digest𝜏}𝜏∈[T ] , SKE.Dec(𝑘𝑒, 𝑀̃′𝑒), {SKE.Dec(𝑘𝑒, 𝐿̃𝑒,𝑖)}𝑖

)
→


outS, if running time is not exceeded;

(prefix of outS, 𝑘𝑒+1), if running time is exceeded.

The algorithm removes the empty, placeholder output from outS, use the

stripped version as the output, and halt, if the running time is not exceeded.

Otherwise, it attempts the next 𝑒.

Correctness and Efficiency. Those are clear by inspection.

Theorem 9.11 (¶). Suppose in Construction 9.2, LGRAM′ is a (fixed-memory, fixed-address,

fully) secure bounded LGRAM (Definition 9.4) and SKE is secure (Definition 9.15), then

the constructed scheme is an unbounded LGRAM (Definition 9.3) with the same level of

security as LGRAM′.

Proof (Theorem 9.11). Since 𝑀′ uses a deterministic balanced binary tree to implement

the virtual sparse memory for 𝑀, it preserves the constraints of fixed-memory, fixed-

address, or full security. Let 𝑇 be the instance running time and 𝑒 = ⌈log2𝑇⌉. We

consider the following hybrids.
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• H𝛽
−1. This is just Exp

𝛽
LGRAM for the constructed scheme, where

𝑀̂ : 𝑘1,
{
𝑀̃′𝑒, 𝐿̃

𝐸
𝑒,𝑖,𝑏’s and 𝐿̃

𝐾
𝑒,𝑖,𝑏’s for 𝐸 = 𝑒, 𝐾 = 𝑘𝑒+1

}
𝑒∈[⌈log2 𝑇max⌉]

,

𝐿𝑖 :
{
𝐿̃𝑊
𝑒,𝑖,𝑏

’s for 𝑊 = 𝑤𝛽

}
𝑒∈[⌈log2 𝑇max⌉]

.

• H𝛽
𝔢 for 𝔢 = 0, . . . , ⌈log2𝑇max⌉. In this hybrid, we remove 𝑘𝑒+1 as well as all the

unused garblings up to time bound 2𝔢 as follows.

𝑀̂ : 𝑘1,



𝑀̃′𝑒, 𝐿̃
𝐸
𝑒,𝑖,𝑏

’s and 𝐿̃𝐾
𝑒,𝑖,𝑏

’s for 𝐸 = 𝑒, 𝐾 = 𝑘𝑒+1, if 𝑒 < 𝑒;

𝑀̃′𝑒, 𝐿̃
𝐸
𝑒,𝑖,𝑏

’s and 𝐿̃𝐾
𝑒,𝑖,𝑏

’s for 𝐸 = 𝑒, 𝐾 = ⊥ , if 𝑒 = 𝑒;

random , if 𝑒 > 𝑒 and 𝑒 ≤ 𝔢;

𝑀̃′𝑒, 𝐿̃
𝐸
𝑒,𝑖,𝑏

’s and 𝐿̃𝐾
𝑒,𝑖,𝑏

’s for 𝐸 = 𝑒, 𝐾 = 𝑘𝑒+1, if 𝑒 > 𝑒 and 𝑒 > 𝔢;

𝐿𝑖 :


𝐿̃𝑊
𝑒,𝑖,𝑏

’s for 𝑊 = 𝑤𝛽, if 𝑒 ≤ 𝑒;

random , if 𝑒 > 𝑒 and 𝑒 ≤ 𝔢;

𝐿̃𝑊
𝑒,𝑖,𝑏

’s for 𝑊 = 𝑤𝛽, if 𝑒 > 𝑒 and 𝑒 > 𝔢.

To see indistinguishability...

• H𝛽
−1 ≈ H

𝛽
0 . Compared to H

𝛽
−1, in H

𝛽
0 , the garbling 𝑀̂

′
𝑒 has 𝐾 in its input changed

from 𝑘𝑒+1 to ⊥. Since 2𝑒 ≥ 𝑇, the execution of 𝑀 in that garbling does not

output 𝐾 and this change satisfies the constraint of LGRAM security. Moreover,

𝑇′max,𝑒 = 2𝑒 ≤ 2𝑇 is polynomially bounded. Therefore, H𝛽
−1 ≈ H

𝛽
0 by the bounded

security of LGRAM′.

• H𝛽
𝔢−1 ≈ H

𝛽
𝔢 . The two hybrids are different only when 𝔢 > 𝑒, in which case the

ciphertexts under 𝑘𝔢 changes into random strings and 𝑘𝔢 is not used in the two

hybrids. Therefore, H𝛽
𝔢−1 ≈ H

𝛽
𝔢 by the ciphertext pseudorandomness of SKE.

• H0
⌈log2 𝑇max⌉

≈ H1
⌈log2 𝑇max⌉

. The difference is that the 𝑒 non-erased garblings have

𝑊 in their inputs changed between 𝑤0 and 𝑤1. By how 𝑀′ works, this

change satisfies the constraint of LGRAM security. Moreover, all of them have

𝑇′max,𝑒 ≤ 2𝑇 polynomially bounded. Therefore, H0
⌈log2 𝑇max⌉

≈ H1
⌈log2 𝑇max⌉

follows

from a standard hybrid argument by the bounded security of LGRAM′.

We conclude that Exp0
LGRAM ≡ H

0
−1 ≈ H

1
−1 ≡ Exp1

LGRAM. □
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9.6 ABE for RAM

In this section, we build an ABE for RAM that is 𝑓 - and 𝑥-succinct and has linear-time

KeyGen and Enc and whose Dec runs in time O(𝑇 + | 𝑓 | + |𝑥|), ignoring polynomial

factors in the security parameter. (See Definitions 2.1, 2.2, and 9.7.)

Recall that in ABE for RAM, the functionality (resp. key, ciphertext) is associated

with some RAM 𝑀 and (up to exponential) time bound 𝑇max (resp. 𝑓 of arbitrary

length, 𝑥 of arbitrary length and 𝜇 of 𝜆 bits) and decryption recovers 𝜇 if 𝑀 𝑓 ,𝑥 ()

accepts in time at most 𝑇max.

Ingredients of Construction 9.3. Let

• ckt = (ckt.Setup, ckt.KeyGen, ckt.Enc, ckt.Dec) be an FE scheme for circuits (Defi-

nition 9.6),

• LGRAM = (LGRAM.Compress, LGRAM.Garble, LGRAM.Eval) a 2-tape LGRAM scheme

(Definition 9.2; fixed-memory security suffices),

• PPRF = (PPRF.Puncture, PPRF.Eval) a puncturable PRF (Definition 9.14), and

• SKE = (SKE.Gen, SKE.Enc, SKE.Dec) an SKE scheme (Definition 9.15).

Construction 9.3 (ABE for RAM). It works as follows.

• Setup(𝑀′, 𝑇′max) defines 𝑇max = 𝑇′max + 𝜆. It writes down a machine 𝑀 𝑓 ,𝑥 (𝜇) that

simulates (𝑀′) 𝑓 ,𝑥 () step-for-step, for at most 𝑇′max steps, and if the simulation

reaches acceptance, uses another 𝜆 steps to output the 𝜆 bits of 𝜇 (otherwise, 𝑀

halts without further output).142 The algorithm runs

(ckt.mpk, ckt.msk) $← ckt.Setup(1···, 1···),

and outputs (mpk,msk) =
(
(𝑇max, 𝑀, ckt.mpk), ckt.msk

)
, where the input/circuit

sizes given to ckt.Setup are appropriately chosen (see below).

142Note that the memory of 𝑀 is fixed for fixed 𝑓 , 𝑥. This allows us to rely on fixed-memory security

of LGRAM in the security proof.
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GenLGRAM

[
digest𝑓 , 𝑠PPRF,

idx′sk, lgram
′
sk

] (
digest𝑥, 𝜇, 𝑘PPRF,mode,

𝜇′, idxct, idxH, 𝑘′idx, 𝑘
′
lgram, lgramct

)
Hardwired. digest𝑓 , LGRAM digest of 𝑓 (tape 1);

𝑠PPRF, PPRF input for LGRAM randomness;
idx′sk, encrypted ordinal (𝑞th query) of this key;
lgram′sk, encrypted hardwired LGRAM garbling.

Input. digest𝑥, 𝜇, LGRAM digest of 𝑥 (tape 2), message;
𝑘PPRF, PPRF key for LGRAM randomness;
mode, mode of ciphertext and security proof;
𝜇′, alternative message;
idxct, ordinal of the challenge ciphertext

(number of pre-challenge keys);
idxH, progress of security proof

(number of keys using 𝜇′);
𝑘′idx, 𝑘

′
lgram, SKE keys to decrypt idx′sk, lgram

′
sk;

lgramct, hardwired LGRAM garbling.

Output. lgram, LGRAM garbling, computed as follows.

1. If mode = normal (garbling is for 𝜇):

(𝑀̂, {𝐿𝑖,𝑏}𝑖,𝑏) ← LGRAM.Garble

(
𝑇max, 𝑀, digest𝑓 , digest𝑥;
PPRF.Eval(𝑘PPRF, 𝑠PPRF)

)
output lgram = (𝑀̂, {𝐿𝑖,𝜇 [𝑖]}𝑖)

2. Otherwise, this key is decrypting the challenge ciphertext:
idxsk ← SKE.Dec(𝑘′idx, idx′sk)

3a. If mode = hybrid or idxsk ≠ idxH (garbling is for 𝜇 or 𝜇′):

(𝑀̂, {𝐿𝑖,𝑏}𝑖,𝑏) ← LGRAM.Garble

(
𝑇max, 𝑀, digest𝑓 , digest𝑥;
PPRF.Eval(𝑘PPRF, 𝑠PPRF)

)
output lgram =

{
(𝑀̂, {𝐿𝑖,𝜇 [𝑖]}𝑖), if idxH < idxsk;
(𝑀̂, {𝐿𝑖, 𝜇′ [𝑖]}𝑖), if idxH ≥ idxsk.

3b. If mode = hardwire and idxsk = idxH (garbling is hardwired):

output lgram =

{
lgramct, if idxct ≥ idxsk;
SKE.Dec(𝑘′lgram, lgram′sk), if idxct < idxsk.

Figure 9.8. The circuit GenLGRAM in Construction 9.3.
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• KeyGen(msk, 𝑓 ) samples random strings 𝑠PPRF, idx′sk, lgram
′
sk, runs

digest𝑓
$← LGRAM.Compress(1ℓcell , 1ℓaddr , 1, 𝑓 ),

ckt.sk $← ckt.KeyGen(ckt.msk,GenLGRAM[digest𝑓 , 𝑠PPRF, idx′sk, lgram
′
sk]),

and outputs sk = (digest𝑓 , 𝑠PPRF, idx′sk, lgram
′
sk, ckt.sk), where GenLGRAM is defined

in Figure 9.8.

• Enc(mpk, 𝑥, 𝜇) samples random string 𝑘PPRF, runs

digest𝑥
$← LGRAM.Compress(1ℓcell , 1ℓaddr , 2, 𝑥),

ckt.ct $← ckt.Enc
(
ckt.mpk,⊥, (digest𝑥, 𝜇, 𝑘PPRF, normal,

𝜇′,idxct,idxH,𝑘′idx,𝑘′lgram,lgramct︷              ︸︸              ︷
⊥,⊥,⊥,⊥,⊥,⊥)

)
,

and outputs ct = (digest𝑥, ckt.ct).

• Decmpk,𝑓 ,sk,𝑥,ct() checks whether (𝑀′) 𝑓 ,𝑥 () accepts. If not, it outputs ⊥ and termi-

nates. Otherwise, the algorithm parses mpk, sk, ct as defined earlier, runs

(𝑀̂, {𝐿𝑖}𝑖) $← ckt.Decckt.mpk,GenLGRAM[digest𝑓 ,𝑠PPRF,idx
′
sk,lgram

′
sk],ckt.sk,⊥,ckt.ct(),

then LGRAM.Eval𝑓 ,𝑥 (𝑇max, 𝑀, digest𝑓 , digest𝑥, 𝑀̂, {𝐿𝑖}𝑖), from which it obtains and

outputs 𝜇.

Correctness and Efficiency. To ensure correctness, it suffices to set the input/circuit

sizes of the underlying FE for circuits to be poly(𝜆, 𝑀, log𝑇max) — the normal branch

of GenLGRAM is just LGRAM.Eval, which runs in time poly(𝜆, 𝑀, log𝑇max). This (order

of) value is also sufficient for the security proof to go through. By the efficiency

guarantees of its ingredients, Construction 9.3 is 𝑓 - and 𝑥-succinct, has linear-time

KeyGen and Enc, and its Dec runs in time (𝑇 + | 𝑓 | + |𝑥|) poly(𝜆, 𝑀,𝑇max).

Theorem 9.12 (¶). Suppose in Construction 9.3, ckt, PPRF are secure (Definitions 2.2

and 9.14), LGRAM is fixed-memory secure (Definition 9.3), and SKE has pseudorandom

ciphertexts (Definition 9.15), then the constructed ABE scheme is secure (Definition 2.2).

We prove security by hybridizing over the keys. We denote by

digest𝑓𝑞 , 𝑠PPRF,𝑞, idx
′
sk,𝑞, lgram

′
sk,𝑞
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the content hardwired into GenLGRAM for the 𝑞th secret key sk𝑞. In the hybrids,

𝜇′, idxct, idxH, lgramct, 𝑘
′
idx, 𝑘

′
lgram

in the challenge ciphertext ct are used, and its decryption behavior is controlled by

mode and those values. The strategies of handling pre- and post-challenge keys are

different. At a high level, they work as follows.

• idx′sk,𝑞 is an encryption of 𝑞 so that each key “knows” its ordinal number.

• idxct is the ordinal number of the challenge ciphertext.

• idxH indicates the progress of the proof and increases from 0 to 𝑄:

– initially, 𝑞 > idxH, decrypting ct by sk𝑞 yields an LGRAM garbling for 𝜇0;

– when transitioning, 𝑞 = idxH, the behavior depends onmode and the relative

timing of ct and sk𝑞,

* when mode = hardwire, the decryption takes the hardwired LGRAM

garbling from either lgram′sk,𝑞 (in sk𝑞) or lgramct (in ct), whichever is

generated later the security game (decided by comparing idxct and 𝑞);

* when mode = hybrid, the behavior is the same as when 𝑞 < idxH;

– eventually, 𝑞 < idxH, decrypting ct by sk𝑞 yields an LGRAM garbling for 𝜇1.

Proof (Theorem 9.12). Let 𝑄1, 𝑄2 be the number of secret key queries in Query I and

Query II, respectively. Writing 𝑘idx for a random key of SKE and 𝑘 for a random

(non-punctured) key of PPRF, we list our hybrids.

• H0. This is just Exp0
PHFE, described as

sk𝑞 : 𝑠PPRF,𝑞
$← random, idx′sk,𝑞

$← random, lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← normal,

𝜇′← ⊥, idxct ← ⊥, idxH ← ⊥,

𝑘′idx ← ⊥, 𝑘′lgram ← ⊥, lgramct ← ⊥.

• H1. In this hybrid, we sample 𝑠PPRF,𝑞’s without replacement, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct , idx′sk,𝑞

$← random, lgram′sk,𝑞
$← random;
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ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← normal,

𝜇′← ⊥, idxct ← ⊥, idxH ← ⊥,

𝑘′idx ← ⊥, 𝑘′lgram ← ⊥, lgramct ← ⊥.

H0 and H1 are statistically indistinguishable.

• H2. In this hybrid, we change idx′sk,𝑞 into an encryption of 𝑞 (padded to some

fixed poly(𝜆) bits), i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞) , lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← normal,

𝜇′← ⊥, idxct ← ⊥, idxH ← ⊥,

𝑘′idx ← ⊥, 𝑘′lgram ← ⊥, lgramct ← ⊥.

H1 ≈ H2 follows from the ciphertext pseudorandomness of SKE, as the key 𝑘idx is

not used anywhere else.

• H3. In this hybrid, we prepare for hybridizing over the keys. H3 is described as

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← hybrid ,

𝜇′← 𝜇1 , idxct ← 𝑄1 , idxH ← 0 ,

𝑘′idx ← 𝑘idx , 𝑘′lgram ← ⊥, lgramct ← ⊥.

It is readily verified that the decryption outcome (as perceived by ckt) does not

change. Therefore, H2 ≈ H3 follows from the security of ckt.

• H4,𝔮 for 𝑞 = 0, . . . , 𝑄1 + 𝑄2. In this hybrid, idxH is incremented to 𝑞, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← hybrid,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝑞 ,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥, lgramct ← ⊥.

H4,0 is just H3. The proofs of indistinguishability between H4,𝔮−1 and H4,𝔮 depend

on whether 𝔮 ≤ 𝑄1 or 𝔮 > 𝑄1.
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Claim 9.13 (¶). H4,𝔮−1 ≈ H4,𝔮 for 𝔮 = 1, . . . , 𝑄1.

Claim 9.14 (¶). H4,𝔮−1 ≈ H4,𝔮 for 𝔮 = 𝑄1 + 1, . . . , 𝑄1 + 𝑄2.

• H5. In this hybrid, we finish the hybrid argument over the keys. H5 is described

as

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← hybrid,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝑄1 + 𝑄2 ,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥, lgramct ← ⊥.

H5 is just H4,𝑄1+𝑄2 .

• H6. In this hybrid, the challenge ciphertext becomes a normal one for 𝜇1, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇1 , 𝑘PPRF ← 𝑘, mode← normal ,

𝜇′← ⊥ , idxct ← ⊥ , idxH ← ⊥ ,

𝑘′idx ← ⊥ , 𝑘′lgram ← ⊥, lgramct ← ⊥.

H5 ≈ H6 follows from the security of ckt, analogously to H2 ≈ H3.

• H7. In this hybrid, we revert idx′sk,𝑞 to random, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← random , lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇1, 𝑘PPRF ← 𝑘, mode← normal,

𝜇′← ⊥, idxct ← ⊥, idxH ← ⊥,

𝑘′idx ← ⊥, 𝑘′lgram ← ⊥, lgramct ← ⊥.

H6 ≈ H7 by the ciphertext pseudorandomness of SKE, analogously to H1 ≈ H2.

• H8. In this hybrid, 𝑠PPRF,𝑞’s are sampled as specified by KeyGen, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← random , idx′sk,𝑞

$← random, lgram′sk,𝑞
$← random;
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ct : 𝜇 ← 𝜇1, 𝑘PPRF ← 𝑘, mode← normal,

𝜇′← ⊥, idxct ← ⊥, idxH ← ⊥,

𝑘′idx ← ⊥, 𝑘′lgram ← ⊥, lgramct ← ⊥.

H8 is statistically indistinguishable from H7.

By inspection, H8 is just Exp1
PHFE, and therefore, Exp

0
PHFE ≡ H0 ≈ H8 ≡ Exp1

PHFE. □

Proof (Claim 9.13). To show indistinguishability between H4,𝔮−1 and H4,𝔮 when 𝔮 ≤ 𝑄1 ,

we temporarily hardwire the LGRAM garbling yielded by decryption ct using sk𝔮 into

lgramct , which is generated when both 𝑓𝔮 and 𝑥, 𝜇0, 𝜇1 are known.

Let 𝑘̊{𝑠PPRF,𝔮} be 𝑘 punctured at the singleton set {𝑠PPRF,𝔮}. We specify the hybrids.

• G0. This is just H4,𝔮−1, described as

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← hybrid,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮 − 1,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥, lgramct ← ⊥.

• G1. In this hybrid, we puncture 𝑘PPRF, hardwire the decryption result of ct by sk𝔮

into ct at lgramct, indicating hardwiring using mode, and increment idxH, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮} , mode← hardwire ,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮 ,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥,

lgramct ← (𝑀̂, {𝐿𝑖,𝜇0 [𝑖]}𝑖) from LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

PPRF.Eval(𝑘, 𝑠PPRF,𝔮)

ª®®¬ .
G0 ≈ G1 follows from the security of ckt.

• G2. In this hybrid, we change the LGRAM randomness from PPRF.Eval(𝑘, 𝑠PPRF,𝔮)

to true randomness, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;
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ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮}, mode← hardwire,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥,

lgramct ← (𝑀̂, {𝐿𝑖,𝜇0 [𝑖]}𝑖) from LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

random

ª®®¬ .
G1 ≈ G2 follows from the security of PPRF.

• G3. In this hybrid, we change the hardwired LGRAM garbling into one for 𝜇1,

i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮}, mode← hardwire,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥,

lgramct ← (𝑀̂, {𝐿𝑖, 𝜇1 [𝑖]}𝑖) from LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

random

ª®®¬ .
G2 ≈ G3 follows from the fixed-memory security of LGRAM.

• G4. In this hybrid, the hardwired LGRAM garbling is reverted to be generated

with pseudorandomness PPRF.Eval(𝑘, 𝑠PPRF,𝔮), i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮}, mode← hardwire,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥,

lgramct ← (𝑀̂, {𝐿𝑖,𝜇1 [𝑖]}𝑖) from LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

PPRF.Eval(𝑘, 𝑠PPRF,𝔮)

ª®®¬ .
G3 ≈ G4 follows from the security of PPRF.

• G5. In this hybrid, 𝑘PPRF is no longer punctured and hardwiring is undone, i.e.,

sk𝑞 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;
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ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘 , mode← hybrid,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥, lgramct ← ⊥ .

G4 ≈ G5 follows from the security of ckt.

By inspection, G5 is exactly H4,𝔮. Therefore, H4,𝔮−1 ≡ G0 ≈ G5 ≡ H4,𝔮. □

Proof (Claim 9.14). To show indistinguishability between H4,𝔮−1 and H4,𝔮 when 𝔮 > 𝑄1 ,

we temporarily hardwire the LGRAM garbling yielded by decryption ct using sk𝔮 into

lgram′sk,𝔮 , generated when both 𝑥, 𝜇0, 𝜇1 and 𝑓𝔮 are known. Let 𝑘̊{𝑠PPRF,𝔮} be 𝑘 punctured

at {𝑠PPRF,𝔮} and 𝑘lgram a random secret key of SKE. We specify the hybrids.

• G0. This is just H4,𝔮−1, described as

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← hybrid,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮 − 1,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥, lgramct ← ⊥;

sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮), lgram′sk,𝔮
$← random.

• G1. In this hybrid, we encrypt the LGRAM garbling into lgram′sk,𝔮, i.e.,

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← hybrid,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮 − 1,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥, lgramct ← ⊥;

sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮),

lgram′sk,𝔮
$← SKE.Enc

©­­­­­«
𝑘lgram,

(𝑀̂, {𝐿𝑖,𝜇0 [𝑖]}𝑖) from

LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

PPRF.Eval(𝑘, 𝑠PPRF,𝔮)

ª®®¬
ª®®®®®¬
.

G0 ≈ G1 by the ciphertext pseudorandomness of SKE.
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• G2. In this hybrid, we puncture 𝑘 at {𝑠PPRF,𝔮}, activate the hardwiring using 𝑘′lgram
and mode, and increment idxH, i.e.,

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮} , mode← hardwire ,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮 ,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← 𝑘lgram , lgramct ← ⊥;

sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮),

lgram′sk,𝔮
$← SKE.Enc

©­­­­­«
𝑘lgram,

(𝑀̂, {𝐿𝑖,𝜇0 [𝑖]}𝑖) from

LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

PPRF.Eval(𝑘, 𝑠PPRF,𝔮)

ª®®¬
ª®®®®®¬
.

G1 ≈ G2 follows from the security of ckt.

• G3. In this hybrid, we generate the hardwired garbling with true randomness

instead of PPRF.Eval(𝑘, 𝑠PPRF,𝔮), i.e.,

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮}, mode← hardwire,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← 𝑘lgram, lgramct ← ⊥;

sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮),

lgram′sk,𝔮
$← SKE.Enc

©­­­­­«
𝑘lgram,

(𝑀̂, {𝐿𝑖,𝜇0 [𝑖]}𝑖) from

LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

random

ª®®¬
ª®®®®®¬
.

G2 ≈ G3 follows from the security of PPRF.

• G4. In this hybrid, the hardwired garbling becomes one for 𝜇1, i.e.,

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;
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ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮}, mode← hardwire,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← 𝑘lgram, lgramct ← ⊥;

sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮),

lgram′sk,𝔮
$← SKE.Enc

©­­­­­«
𝑘lgram,

(𝑀̂, {𝐿𝑖, 𝜇1 [𝑖]}𝑖) from

LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

random

ª®®¬
ª®®®®®¬
.

G3 ≈ G4 follows from the fixed-memory security of LGRAM.

• G5. In this hybrid, the randomness for generating the hardwired LGRAM garbling

is reverted to be pseudorandom, i.e.,

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘̊{𝑠PPRF,𝔮}, mode← hardwire,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← 𝑘lgram, lgramct ← ⊥;

sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮),

lgram′sk,𝔮
$← SKE.Enc

©­­­­­«
𝑘lgram,

(𝑀̂, {𝐿𝑖,𝜇1 [𝑖]}𝑖) from

LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

PPRF.Eval(𝑘, 𝑠PPRF,𝔮)

ª®®¬
ª®®®®®¬
.

G4 ≈ G5 follows from the security of PPRF.

• G6. In this hybrid, the hardwiring is deactivated by reverting most of the changes

made in the transition from G1 to G2, i.e.,

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘 , mode← hybrid ,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥ , lgramct ← ⊥;
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sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮),

lgram′sk,𝔮
$← SKE.Enc

©­­­­­«
𝑘lgram,

(𝑀̂, {𝐿𝑖,𝜇1 [𝑖]}𝑖) from

LGRAM.Garble
©­­«
𝑇max, 𝑀, digest𝑓𝔮 , digest𝑥;

PPRF.Eval(𝑘, 𝑠PPRF,𝔮)

ª®®¬
ª®®®®®¬
.

G5 ≈ G6 follows from the security of ckt.

• G7. In this hybrid, we revert lgram′sk,𝔮 to random, i.e.,

sk𝑞≠𝔮 : 𝑠PPRF,𝑞
$← distinct, idx′sk,𝑞

$← SKE.Enc(𝑘idx, 𝑞), lgram′sk,𝑞
$← random;

ct : 𝜇 ← 𝜇0, 𝑘PPRF ← 𝑘, mode← hybrid,

𝜇′← 𝜇1, idxct ← 𝑄1, idxH ← 𝔮,

𝑘′idx ← 𝑘idx, 𝑘′lgram ← ⊥, lgramct ← ⊥;

sk𝔮>𝑄1 : 𝑠PPRF,𝔮
$← distinct, idx′sk,𝔮

$← SKE.Enc(𝑘idx, 𝔮), lgram′sk,𝔮
$← ⊥ .

G6 ≈ G7 by the ciphertext pseudorandomness of SKE.

By inspection, G7 is exactly H4,𝔮. Therefore, H4,𝔮−1 ≡ G0 ≈ G7 ≡ H4,𝔮. □

9.7 Trading Short Components for Fast Decryption

Theorem 9.12 matches the lower bound in Section 9.3. By breaking abstraction and

slightly tweaking our construction, we obtain additional trade-offs matching the lower

bound:

Corollary 9.15 (¶). Assuming FE for circuits (Definition 9.6), for all 𝐴, 𝐵 ∈ {0, 1}, there

exists ABE for RAM (Definition 9.7) with

𝑇KeyGen = | 𝑓 | poly(𝜆, |𝑀 |, log𝑇max), |sk| = | 𝑓 |𝐴 + poly(𝜆, |𝑀 |, log𝑇max),

𝑇Enc = |𝑥| poly(𝜆, |𝑀 |, log𝑇max), |ct| = |𝑥|𝐵 + poly(𝜆, |𝑀 |, log𝑇max),

|mpk| = poly(𝜆, |𝑀 |, log𝑇max), 𝑇Dec = (𝑇 + | 𝑓 |1−𝐴 + |𝑥|1−𝐵) poly(𝜆, |𝑀 |, log𝑇max).

Proof Sketch (Corollary 9.15). When Construction 9.3 is instantiated with Construc-
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tions 9.2 and 9.1, the linear dependency of 𝑇Dec on | 𝑓 |, |𝑥| comes solely from recomput-

ing the LOT processed databases (for 𝑓 , 𝑥). In the proof of Lemma 9.3, the processed

database 𝐷 is the Merkle hash tree of 𝐷, whose bit-length can be made to be that

of 𝐷.143 Therefore, by choosing to store the Merkle tree of 𝑓 , 𝑥 (or not) in sk, ct, we

achieve the four promised trade-offs. □

9.8 Further Discussions

Here are some further comments on the topic of this chapter, after which some results

excluded from this dissertation are listed.

Concreteness in Space-Time Trade-Offs. I hold the opinion that the characterization

of storage complexity should be down-to-constant in the leading terms, whereas

that of time/space complexity can be asymptotic. For storage, the bottleneck is

often the amount of necessary information. For time/space complexity, the bounds

depend on the minor details of computation model. As an example, for PKE, having

|ct| = |𝜇 | + poly(𝜆), poly(𝜆)-time decryption for any specific bit in the plaintext, and

|𝜇 | poly(𝜆)-time decryption for the entire ciphertext can be considered optimal —

we require strict storage dependency on 𝜇, but multiplicative poly(𝜆) slow down in

reading bits in 𝜇 from ct compared to direct reading (i.e., 1 step for every bit).

Trade-Offs in Theorem 9.4 and Corollary 9.15. We do not achieve all the trade-offs

still possible subject to Theorem 9.4 in Corollary 9.15. One straight-forward idea is to

store a part of the LOT Merkle tree and reconstruct missing parts on demand, say

by omitting the last 𝐿 levels. The simplest implementation will blow up the time to

evaluate each step of the garbling by poly(𝜆)min(2𝐿, |𝑥|), the time to reconstruct one

root-to-leaf path, while reducing the size dependency by 2𝐿.

If 𝐿 = ω(log𝜆), we would have |𝑐𝑡 | = poly(𝜆) but 𝑇Dec ≥ 𝑇 |𝑥| as |𝑥| ≤ poly(𝜆) < 2𝐿,

which is worse than 𝑇Dec ∼ 𝑇 + |𝑥|. If 𝐿 = ⌊log
√︁
|𝑥|⌉, then |ct| =

√︁
|𝑥| + poly(𝜆) but

143The standard Merkle tree is twice as long as the database as the leaves constitute the database itself.

Recall that in the syntax of PHFE (Definition 2.1), the databases 𝑓 , 𝑥 are given in the clear for free, so we

can exclude them from the Merkle trees stored in sk, ct.
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𝑇Dec ≥ 𝑇
√︁
|𝑥|. This is a strange trade-off and often worse than 𝑇Dec ∼ 𝑇 + |𝑥|. However,

when 𝑇 = poly(𝜆), we do achieve all the possible trade-offs by tuning 𝐿 dependent

on |𝑥|. A simple version of this fact is reflected in [Luo24].

Setting 𝐿 = Θ(log𝜆), one can achieve |ct| = 1
𝜆𝑘
|𝑥| + poly(𝜆) and 𝑇Dec independent

of |𝑥|, for any constant 𝑘. (There is an expense of larger poly(𝜆) hidden in front of 𝑇

in 𝑇Dec.) This is not satisfactory to me. For one, |𝑥| should be thought of as varying

independently of 𝜆 (polynomially bounded for security, but there is no fixed poly(𝜆)

bounding |𝑥|). Otherwise, this gives an iffy feeling of “playing with” trade-offs.

Custom-Encoded ABE and Fine-Grained Rate Characterization. Continuing the

discussion of accounting models of ABE efficiency from Section 9.1.2, the iffy trade-offs

imply one can achieve rate
(
1 + 1

poly(𝜆)
)
component sizes in the custom-encoded model

(recall that in this model, 𝑥, 𝑓 are to be arbitrarily encoded in ct, sk and not provided for

free during decryption, unlike the verbatim-for-free model used in this dissertation).

This means the interesting characterization of optimal rate must be finer-grained,

e.g., whether one can achieve |ct| = |𝑥| + poly(𝜆) or |ct| = |𝑥| +
√︁
|𝑥| + poly(𝜆) while

maintaining 𝑇Dec independent of |𝑥|.

Results Excluded Here. See [JLL23,JLL22] for details.

Theorem (PHFE for RAM, nearly optimal succinctness, linear decryption efficiency).

Assuming polynomially secure FE for circuits, there exists an adaptively secure PHFE for

RAM with

|mpk| = O(1), |sk𝑓 | = O(1), |ct𝑥 (𝑦) | = 2|𝑦| + O(1), 𝑇Dec = O(𝑇 + | 𝑓 | + |𝑥| + |𝑦|),

and a semi-adaptively secure PHFE for decisional (1-bit output) RAM with

|mpk| = O(1), |sk𝑓 | = O(1), |ct𝑥 (𝑦) | = |𝑦| + O(1), 𝑇Dec = O(𝑇 + | 𝑓 | + |𝑥| + |𝑦|).

Note that the first PHFE implies an ABE with the same efficiency and security

characteristics as Construction 9.3, but the latter is not the scheme obtained from the

former by using it as ABE. In general, ABE should be studied separately due to the

theorem below, which subjects PHFE to stricter lower bounds than currently known

for ABE (Theorem 9.4).
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Theorem (PHFE time-space trade-offs). For a secret-key 1-key 1-ciphertext selectively

secure moderately expressive PHFE with

either |sk| = O( | 𝑓 |𝐴) and 𝑇Dec = (𝑇 + | 𝑓 |𝐵 + |𝑦|) poly( |𝑥|),

or |ct| = |𝑥|𝐴 poly( |𝑦|) and 𝑇Dec = (𝑇 + | 𝑓 | + |𝑥|𝐵) poly( |𝑦|),

it must hold that 𝐴 ≥ 1 or 𝐵 ≥ 1. In the first case, the same (without 𝑥) is true for FE.

The lower bound above is stricter than Theorem 9.4 (for ABE). In particular, the blue

unknown area in Figure 9.1 is impossible for PHFE.

Theorem (PHFE and DE-PIR). Suppose a secret-key moderately expressive PHFE with

selective security has

either |sk𝑓 | = O( | 𝑓 |𝐴) and 𝑇Dec = | 𝑓 |𝐵 poly(𝑇, |𝑥|, |𝑦|),

or |ct𝑥 | = |𝑥|𝐴 poly( |𝑦|) and 𝑇Dec = |𝑥|𝐵 poly(𝑇, | 𝑓 |, |𝑦|),

or |ct𝑥 | = |𝑦|𝐴 poly( |𝑥|) and 𝑇Dec = |𝑦|𝐵 poly(𝑇, | 𝑓 |, |𝑥|),

for constants 𝐴 and 0 ≤ 𝐵 < 1, then there exists a secret-key doubly efficient private

information retrieval (DE-PIR) with

|𝐷| = |𝐷| + O( |𝐷|𝐴), 𝑇CreateQuery = O(1),

𝑇CreateResponse = O( |𝐷|𝐵), 𝑇DecryptResponse = O(1).

In the first case, the PHFE only has to be 1-key secure, and if it is public-key, then so can be

the resultant DE-PIR.

DE-PIR [BIPW17,CHR17,BHMW21,LMW23] enables clients to query servers for bits

in a long string encoded and stored on the server while keeping the query indices

hidden from the server. A PHFE scheme with decryption time independent of |𝑦|

and ciphertext size linear in |𝑦| implies a DE-PIR with |𝐷| = O( |𝐷|) and constant time

complexity per query. Such efficiency is currently considered open (see [JLL22] for

elaboration on this point), so the corresponding PHFE is difficult to construct.

Theorem (constant-overhead 𝒊O). Assuming subexponentially secure FE for circuits,

there exists a subexponentially secure 𝑖O for RAM, where the obfuscated program is of size

(2| 𝑓 | + poly(𝜆, 𝑁)) for input length 𝑁.
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