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Attribute-based encryption (ABE) is an advanced form of public-key encryption
incorporating fine-grained access control. In such a system, keys and ciphertexts are
associated with attributes x and policies f, respectively, and decryption is conditioned
on x satisfying f. Designing ABE schemes is challenging and its objectives include
expressiveness, succinctness, efficiency, achieving strong security, and relying on
minimal assumptions. This dissertation pushes the frontiers of ABE in terms of these
objectives separately and jointly and studies the interaction among them.

In the first part, we propose a general paradigm that greatly simplifies the
task of constructing ABE schemes. It reasonably distributes the complexities into
constituents, making each ingredient and the overall scheme easier to understand,
reason about, and potentially improve. It is also versatile and powerful. The benefits
are demonstrated by four different instantiations, which achieve various ABE schemes
with improved objectives and are related to each other by replacements of ingredients.

In the second part, we push the frontiers of ABE outside the paradigm. In one
chapter, we resolve a long-standing open problem of constructing depth-unbounded
ABE from lattices. In the other, we present the first systematic study of the upper/lower
bounds of ABE succinctness and efficiency, showing inherent trade-offs among the

objectives and constructing a few Pareto-optimal schemes.
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CHAPTER 1

Introduction

Attribute-based encryption (ABE) [SW05,GPSWO06] is an advanced form of public-key
encryption incorporating fine-grained access control. In such a system, using the
(master) public key mpk, anyone can encrypt message u associated with an attribute x,
producing a ciphertext ct,(u); using the master secret key msk, the data owner can
generate a restricted secret key sky associated with a policy f (each key is generated
for and distributed to a user, whose decryption capability is constrained by its f);
decrypting ct,(u) using skr succeeds if the attribute x satisfies the policy f. The
security requirement of ABE is collusion resistance — any group of users holding
multiple keys for different policies learn nothing about the message u as long as none
of them is individually authorized to decrypt the ciphertext.

Other than the direct usage scenario, ABE has found applications in achieving
other cryptographic goals such as publicly verifiable delegated computation [PRV12].
Beyond the original notion, ABE has been generalized to functional encryption and
multi-authority, multi-user, multi-input, and registered variants. Despite being defined
almost two decades ago and having such great utility, there is still room to improve

our understanding of ABE, with respect to both means and ends.

Pursuit of Means. Since its conception, there have been numerous constructions
of ABE, relying on a multitude of assumptions (roughly categorized into two kinds,
pairing-based and lattice-based) and achieving various properties. Many constructions
are described with heavy details of algebra. There are similarities among the different
schemes (even when they use different kinds of assumptions). Despite the complexity
of each construction and the similarity across multiple schemes, there is a lack of

systematic paradigms! that simplifies the task of constructing ABE, is general enough

IThe only notable exception is dual system encryption [Wat09], which was proposed with a focus on

proving adaptive security (instead of constructing ABE in general), and its refinements [Weel4,Att14].



to capture a wide array of ABE constructions, and helps in advancing the ends of ABE
(discussed later).

One goal of this dissertation is to develop a paradigm for constructing ABE that

« reasonably distributes complexities of ABE constructions into the constituents
of the paradigm, making each ingredient and the overall scheme easier to

understand, reason about, and potentially improve;

« is versatile enough to be instantiated with different constituents, potentially

based on different kinds of assumptions, to achieve different results;
« helps obtaining new ABE schemes not known to the literature.

Pursuit of Ends. Once constructed, an ABE scheme is ultimately judged by its
properties, not the methodology used. The following properties are desired in general

and have been important research topics.

« Expressiveness. The scheme should support as rich a class of policies as

possible.

« Succinctness and Efficiency. The keys and the ciphertexts should be as short as

possible. Its algorithms should run as fast as possible.

« Strong Security. Its security should hold even when the adversary is allowed to

choose the non-authorizing attributes and policies adaptively.

« Minimal Assumptions. Its security should be reduced to as weak assumptions

as possible.

The design of ABE is hence a multi-objective optimization problem. To make it more
interesting, these desiderata might not be independent of each other, e.g., it is often
possible to prove strong security (better) based on strong assumptions (worse).

The other goal of this dissertation is to push the frontiers of ABE constructions in
terms of these objectives separately and jointly, and to understand how they interact

with each other.

However, the schemes are still often presented with delicate algebraic manipulations, and the known

instantiations are pairing-based.



Contributions. The contribution of my dissertation work is treated in two parts.

IN PART I, we study the means and use it to push the ends.

We explore the paradigm of building ABE from two simpler primitives, inner-
product functional encryption (IPFE) and linear garbling. A linear garbling encodes a
complex computation (of determining whether the message can be decrypted based
on f,x) into affine functions, which can then be securely computed using IPFE. The
paradigm is instantiated with four combinations of IPFE and linear garbling, leading

to many novel ABE schemes.

+ Chapter 4 contains the first proposal of this paradigm. By studying IPFE and
noiseless linear garbling separately, we were able to discover new structural
properties of noiseless linear garbling that enable an easy proof of adaptive
security when complemented with existing pairing-based IPFE schemes, which

had been notoriously difficult. Results-wise, we achieve

- the first compact (component sizes not dependent on the number of times
the attribute is read by a program) and adaptively secure ABE for arithmetic

branching programs (ABP) based on standard assumptions;

- the first adaptively secure ABE for NFA, DFA based on standard assumptions

(also compact, and most previous schemes are also compact);

- the first ABE for NL, L based on standard assumptions (both also adaptively

secure, but they are the first regardless of adaptive security);

To this day, the results for NL, L, NFA, DFA remain the state of the art among

ABE from pairing.

« In Chapter 5, we replace the IPFE in Chapter 4 by a lightweight alternative still
sufficient for ABE for ABP, and incorporate dual system encryption methodology
into our scheme. It was inspired by studying the roles of IPFE in Chapter 4
more carefully and comparing them with the existing literature. As a result, we
improve (still adaptively secure) ABE for ABP from compact to succinct, meaning

that the ciphertext size is independent of the attribute length. We also obtain



a ciphertext-policy ABE (where the key is associated with an attribute and the

ciphertext, a policy) whose key is succinct.

« In Chapter 6, we replace the noiseless linear garbling in Chapter 5 by a noisy
one based on lattices, and consider stronger security of IPFE in the generic
group model. The schemes in Chapter 5 provide succinctness relative to x, the
attribute, which is due to the succinctness of IPFE keys. Lattice-based noisy
linear garbling is known to provide succinctness relative to f, the policy. By
combining the two, we achieve doubly succinct KP-ABE for circuits and doubly

succinct CP-ABE for Boolean formulae.

« In Chapter 7, we replace the pairing-based IPFE by a lattice-based one based on a
new kind of assumption called evasive LIWE. The benefit over using pairing-based
IPFE is that the schemes become plausibly post-quantum secure. Results-wise,
we obtain CP-ABE for circuits (removing an additional assumption, tensor LWE,

from [Wee22]), as well as the first ABE for L, DFA from lattices.

The results of these chapters demonstrate the benefit of studying simpler constituents
separately, as each has led to significant improvements in ABE constructions. They

also attest to the versatility of our paradigm.

IN PART II, we present additional improvements outside the paradigm.

« In Chapter 8, we present the first ABE for circuits of unbounded depth based
on lattices. In prior lattice-based ABE schemes, once the scheme is set-up, a
polynomial upper bound on the maximum depth of circuits supported by the
scheme is determined, essentially by the length of mpk. In contrast, it is known
how to achieve fully homomorphic encryption (FHE) without a depth bound
from lattices. Despite the structural similarity between lattice-based FHE and
ABE, depth-unbounded ABE from lattices has remained unknown for almost

fifteen years.

+ In Chapter 9, we study the limits of succinctness and efficiency of ABE. Based

on functional encryption (of arbitrary bad efficiency as long as it is sufficient for



program obfuscation), we construct optimally succinct (in terms of component
sizes) or optimally efficient (in terms of decryption overhead compared to
verifying authorization in the clear) ABE schemes. Moreover, we state and
prove the first unconditional time-space trade-off for ABE, which shows that the
schemes we achieve are Pareto-optimal. This is the first systematic study of
tight lower/upper bounds of ABE, and it urges us to reconsider the existing

accounting model of component sizes.

The results push the frontier of ABE at the more implementable (lattice-based) and

the more theoretical (obfuscation-based) extremes in the spectrum of cryptography.

IN EACH CHAPTER, the text is mostly adapted from the underlying paper, so the

novelty statements should be understood as “at the time of the original publication”.

Outlook. The following questions remain interesting for future research.

+ Closing the gap between best security and best functionality of ABE from
pairing. The maximum class of policies known from pairing is arithmetic span
programs (ASP), which is more general than arithmetic branching programs
(ABP). However, there is no known proof of adaptive security of ABE for ASP
from pairing with static assumptions. Moreover, we have shown that our
method of proving adaptive security cannot work beyond ABP. Closing this
gap would require new insights into proofs of adaptive security or alternative

characterizations of ASP.

+ Achieving various lattice-based ABE from standard assumptions. Generic group
model suffers from uninstantiability results and evasive lattice assumptions are
of knowledge type, both of which are too strong and unsatisfactory. While they
provide a first step towards feasibility, it is highly desirable to be able to prove
security from much weaker assumptions. Some recent works have created new
lattice-based tools for ABE and research along this line might eventually remove

the strong assumptions used in our schemes.

+ Resolving the Pareto front of ABE succinctness and efficiency. Currently, only

two points are known on the optimal succinctness-efficiency trade-off curve of



ABE, one for optimal component size and one for optimal decryption time. The

rest of the recurve remains a mystery and is worth careful investigation.

Understanding the correct accounting model of succinctness and efficiency.
When an r-bit attribute is provided verbatim for free (the current standard
formulation), known constructions require additional » bits to achieve optimal
decryption efficiency. If the attribute is not provided for free, then the total
component size becomes 2n bits. It might be possible to reduce the rate 2 if the
attribute is cleverly encoded in the components in a way that supports optimal
decryption time and does not entail a verbatim copy. In that case, the correct
accounting model is not to consider the attribute as provided verbatim for free,

contrary to the conventional wisdom of counting “cryptographic overhead”.



CHAPTER 2

Preliminaries

We only consider asymptotic security definitions in this dissertation, which are about
the behavior of cryptographic schemes as the security parameter approaches infinity.
Let A € N be the (computational) security parameter and x € N the statistical security
parameter such that x € poly(1) N w(log1). Unless necessary, they are omitted for
brevity, except in definitions. We write poly(-) for either an unspecified polynomially
bounded function or the set of such functions. A function € : N — R of A is negligible,
denoted ¢ = negl(A), if € = O(17*) for all & € N. By the relation between A and «, we
have 27% = negl(A).

Efficient algorithms in cryptographic schemes are probabilistic polynomial-time
machines. We stress that the running time is polynomial in the total input length,
not just the security parameter. Efficient adversaries can be modeled as probabilistic
polynomial-time machines with or without polynomially long advice. (Proofs only
use uniform reduction algorithms.) The input to an adversary is 1*, potentially with
another poly(1)-bit string, so its total running time (as well as advice size) is always
poly(4).

An experiment is a randomized process that given 1 and an adversary, produces a
one-bit output. By a hybrid, we mean an experiment used in the proofs, often obtained
by modifying some other experiment. Given an adversary A and two experiments

Exp?, Expl, its advantage (in distinguishing them) is a function mapping A to
Pr[Exp®(1%, A) — 1] - Pr[Exp' (1%, A) — 1].

We say that they are (computationally) indistinguishable, denoted Exp® ~ Exp!, if the
advantage of every efficient adversary is negligible. We write Exp® ~¢ Exp! if they
are statistically indistinguishable, i.e., the advantage of every (potentially inefficient)

adversary is negligible, and Exp? = Exp! if they are identical, i.e., the advantage of every



adversary is zero. The same notations are used for sequences of distributions — the
experiments give the adversary a sample from the corresponding distribution and
output whatever the adversary outputs.

Vectors are written in lower-case boldfaced letters, and matrices, upper-case.
Strings might be boldfaced. They are always indexed using brackets and never
subscripts, e.g., a; is a vector and A[i, j| is a scalar. The inner product of u,v is
(u,v) =u'v. We write I, (or simply I) for the n x n identity matrix, 0,x, (or 0, or 0)
for the n x m (or n x 1 or appropriately shaped) zero matrix. When the dimension is
clear, 11,19, ... represent the standard basis vectors. We consider the infinity norm

and its operator norm:
llall = max [a[:]], Al = miaXZ Az, J]1.
J

We strictly follow the convention of vectors being columns. If a € Z7 is a vector, then
|a"|| is an operator norm and ||a’|| < z||a||. For two matrices A, B of shapes n; x m;

and ny X my, their Kronecker product is an nijny X mym, matrix,

A[L1B --- A[l,m|B
A®B=

A[ny,1]B .-+ A[ni, mi|B

A useful property is (A ® B)(C ® D) = AC ® BD whenever all the multiplications are
compatible. The by-column flattening operator col(-) concatenates all the columns
of its input matrix. A convenient fact is col(ABC) = (C" ® A)col(B) whenever ABC is
compatible. We write x for the Kleene star, extend its usage to rows and columns
of matrices, and overload it also for unnamed suitable value. For example, E € Z>*
could mean that E is a 2-row integer matrix of some suitable number of columns so
that its operations with other vectors and matrices are compatible, which should be
clear from the context.

Intervals are intersected with integers, e.g., [a,b] = {x € Z|a < x < b}. We write
[n] for [1,n]. Let ¢ € Ns,, we denote by Z, the integers modulo q. Matrices over Z
are naturally and implicitly mapped to those over Z, so that they can be arbitrarily

mixed for various operations. When z € Z, and S C Z, saying z € S means that a



representative of z is in S. Given an object, we write bits(- - -) for its fixed-length bit
representation, arranged in a row, i.e., a matrix in {0, 1}'*¥ for some L. For x € R, we
define |«] to be |x +  |. Bits and rounding extend to matrices entry-wise. The operator
“||” denotes string concatenation, which might also be denoted by juxtaposition. We
denote by C|[x;] the circuit C with x; hardwired as the first portion of input so that

Clx1](x2) = C(x1,x2).

2.1 Partially Hiding Functional Encryption

We define partially hiding functional encryption (PHFE) with respect to functionality
@:FxXxY - {L}U(N; x 2),

where F,X,Y, Z are the sets of function description, public input, private input, and
output, respectively. Each key is associated with some f € F, and each ciphertext
encrypts some private y € Y and is tied to some public x € X. The decryptor should be
able to recover z if ¢(f,x,y) = (T, z), in which case T is often the time to compute z
from f,x,y in the clear and can serve as a baseline for decryption efficiency. For
security, we only consider f,x,y for which T is polynomially bounded. On the other
hand, when ¢(f,x,y) = L, we require neither correctness nor security. The primitive is
hence a promise one. It allows us to disregard non-halting or overflowing computations.

The formulation was developed during the research of Chapter 9.

Definition 2.1 (PHFE). Let ® = {(} param } 1N, paramepParams; b€ a family of functionalities,

Where (p/‘[’param iS
F param X X param X Y1 param — {1} U (N4 X Z) param) for all 1 € N, param € Params;.
A partially hiding functional encryption scheme for ® consists of four algorithms.

+ Setup(1%, param) takes a functionality description param € Params, as input, and
it outputs a pair of master public/secret keys (mpk, msk). The algorithm must

be efficient.

+ KeyGen(1*, msk, f) takes as input msk and a function description f € F) param, and

it outputs a secret key skr for f. The algorithm must be efficient.



10

* Enc(1*, mpk, x, y) takes as input mpk, a public input x € X} param, and a private
input y € Y} param. It outputs a ciphertext ct, of y tied to x. The algorithm must

be efficient.

« DecMPk/skrr.cte (11) g given random access to mpk, f, sk, x, ct,. It is supposed to
compute z efficiently if @) param(f,x,y) = (T, 2) # L, in which case it must halt

in time poly(4, |paraml, |f1, x|, |y, T).

The scheme is (perfectly) correct if for all 1 € N, param € Params,, and [ € F) param,

x € X paramy ¥ € Y3 param such that ¢y param (f, x,5) = (T, 2) # 1, it holds that

(mpk, msk) & Setup(1*, param)
Pr sk & KeyGen(1*, msk,f) : Dec™Pkisknct(1h) = 2| =1,

ct, & Enc(1}, mpk, x, y)

If T < poly(A, |param|, |f], |xl, |y|) holds whenever @) param(f,x,y) = (T, 2) # L and the
efficiency is characterized without T,? it is not important hence can be omitted
and the codomain of ¢4 param can be regarded as {1} U Z; param. The components
mpk, f, sk, x, ct, are put at superscript position to emphasize random access (Dec
might run in time shorter than their total length as it might not query every bit in
them). If the precise efficiency is not important, those components can be written
in the parentheses to improve readability. In group- or pairing-based schemes, the
functionalities depend on gp (Definitions 2.4 and 2.5), Setup additionally takes gp
as input, and correctness is quantified over all gp in a support of the output of

GroupGen(1*).? For brevity, gp is implicit in mpk, msk, sk in constructions.

We consider perfect correctness by default. Weaker variants are defined as needed.

Security. We consider the standard ciphertext indistinguishability (IND-CPA) security
for polynomially bounded 7'. Intuitively, it says that the only information revealed by

ciphertexts and secret keys is from the functionality of the scheme.

2This is the case except for PHFE for TM/RAM.

3See Definition 4.4 and Construction 4.3 for examples.
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Definition 2.2 (PHFE security). A PHFE scheme (Definition 2.1) is (adaptively IND-CPA)

secure if EXpSpr ~ EXphypp, Where ExngFE(l’l, A) proceeds as follows.
« Setup. Launch .4(1*) and receive from it some param € Params; and 17, Run
(mpk, msk) < Setup(1*, param)
and send mpk to A.

+ Query I. Repeat the following for arbitrarily many rounds determined by .A.

In each round, A submits some f; € F) param. Upon receiving such query, run
sk; < KeyGen(1*, msk, f;)
and send sk; to A.
+ Challenge. A submits x € X} param and yo,y1 € Y3 param. Upon the challenge, run
ct & Enc(1%, mpk, x, y5)
and send ct to A.
* Query II. Same as Query I.
+ Guess. A outputs a bit #’. The outcome of the experiment is g’ if
lvol = |yl

and (P/l,param(f}'a x,¥0) = (P/l,param(f}‘, x,y1) = (T}, 2;) # L for all j,

and Tj<T for all j.
Otherwise, the outcome is set to 0.

For selective (IND-CPA) security, the adversary .4 must choose x, y¢, y; together with
param, 17 at the beginning. For very selective (IND-CPA) security [AWY20] (also known
as static [RW15]), it must choose x, yo, y1, {f;}; (everything) together with param, 17
at the beginning. In group- or pairing-based schemes, gp (Definitions 2.4 and 2.5)
is freshly sampled by GroupGen(1*), and the adversary’s choice can depend on gp
even for (very) selective security. When T is not important (see Definition 2.1), the

adversary does not have to provide 17 and the checks of T; < T pass by default.
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Instantiations. Definition 2.1 can be instantiated into ABE.

Definition 2.3 (ABE). Let P = {P} param } 1eN,parameParams, b€ a family of predicates, where
P/’L,param . F/’[,param X X/’t,param — {l} U (N+ X {0, ].}) fOI' all /1 € ]N, param € ParamSA.
An attribute-based encryption scheme for P is a PHFE scheme (Definition 2.1) with

JIAS Y/l,param = {0, 1}, Z/l,param ={(1,0),(1,1),(0, L)},

(T, (1, ), if P/l,param(f, x) =(T,1);
Pa,param (f, x, 1) = (T, (0,1)), if P param (f, %) = (T, 0);
1, if Py param(f,x) = L.

Again, T can be omitted if not important (see Definition 2.1). The message space
Y) param can be other sets with at least two elements. For ABE, it is customary to output
u in place of (1, 4) and L in place of (0, 1).

When Y} param = {0, 1}, the experiment Expj’fBE is a modified version of ExngFE,

where u is prescribed to be g instead of being chosen by the adversary.

Note that in the customary format of Dec, outputting L is not the same as P(f,x) = L
— in the latter case, there is no guarantee of the behavior of Dec. Also, whenY # {0, 1},

we stick to ExngFE, leaving ExpﬁBE undefined.

Symbols. We use symbols more meaningful for the input values in PHFE and ABE.
In ABE, the private input y (per Definition 2.1) becomes u (or another symbol for
the message). In CP-ABE, f (per PHFE) is replaced by x (or x), and x (per PHFE) is

replaced by M (machine) or C (circuit) or f (function or formulae).

2.2 Groups and Pairing Groups

In some chapters, we use prime-order (pairing) groups in which the matrix decisional

Diffie-Hellman (MDDH) assumption holds.

Definition 2.4 (group). A (prime-order) group sampler is an efficient algorithm

GroupGen(11) that outputs a group parameter gp = (p, G, g, ... ), where p is a prime,
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G is a group of order p (written additively), and g generates G. The group operations

(subtraction and zero-testing) are efficiently computable from gp and the operand(s).

Definition 2.5 (pairing group). A (prime-order) pairing group sampler is an efficient
algorithm GroupGen(1}) that outputs a pairing group parameter gp = (p, G1, Go, G,
g1,82,81,¢,...), where p is a prime, G; is a group of order p (written additively)
generated by g; for all i € {1,2, T}, and e : G; X G, — Gr satisfies e(agi, bg2) = abgr
for all a,b € Z,. The group operations and e are efficiently computable given gp and

the operand(s).

We assume that group elements are uniquely encoded. A pairing group naturally

induces three groups, (p, Gi, g1, gp) and so on.

Bracket Notation. For a group, when gp is clear from the context (hence omitted),
we write [[a] for ag and allow operations with numbers, so a[[b] =[a]]b = [ab]. The
notation is extended entry-wise to matrices and A[[B]"C = [AB'C]| can be efficiently
computed from A, [B],C. For a pairing group, [a]; means ag; for i € {1,2,T}, and
[A]2B[C]: - D[E]r = [ABC — DE]t can be efficiently computed given [A]2, B, [C],
D, [E]t, thanks to e.

Matrix Decisional Diffie-Hellman Assumption. We consider the MDDH assumption

over a group (on its own) or a group in a pairing group.

Assumption 2.1 (MDDH [EHK"13]). Let GroupGen be a group sampler (Definition 2.4)

and &, ¢, ¢ polynomially bounded functions of 1. The MDDH] , assumption over G is

{(1*, gp, [A], [STAD haen = {(1%, gp, [A], [CT]) }aen,

where (p,...) =gp & GroupGen(1}), A & ZFWXW g & ZkWxa) ¢ & ZLxalh),
For a pairing group sampler, MDDHZ , over G; is similarly defined for i € {1,2, T}

(the distribution contains gp of the pairing). By default, £(1) = k(1) + 1 and ¢(1) = 1.

It is known [EHK'13] that k-Lin (an assumption not defined here) implies MDDHj,
which further implies MDDHZ , for all £,q < poly(A).
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2.3 Lattices

Let n,m > 1 and g > 2 be integers such that log, ¢ < m/n € Z. Let
g=2°...,2"" 7 and G=L,®g

be the gadget vector and the gadget matrix. Given p € Z, we denote by G l(p) the
vector k € {0,1}™, where k[(i —1) -m/n +1],...,Kk[i - m/n] are the bits of (the non-
negative representative less than ¢ of) p[i], low to high. It holds that GG™(p) = p.
The notation G™'(-) extends to matrices column-wise.

Given B € Z™ and p € Zj such that Bk = p has a solution k" € Z™, write

Ay(B)={keZ" |Bk=p}=Kk"+Ag(B),

which is a lattice coset. Let A’ be any lattice coset and o > 0, we denote by Dy, the
discrete Gaussian distribution [MP11] over A’ with width o. For perfect correctness, it

is necessary to truncate unbounded noises in algorithms.

Definition 2.6 (truncated Dz ;). Let B > 0, the distribution Dz, <p is sampled by first

sampling x <& Dz, then returning x if |x| < B, and 0 otherwise.
Lemma 2.1 (truncation of Dz ;). Forallo >1and x > 2,
Pr[x & Dz, ¢ |x] > 0vVk ] <27F,
$0 Dz, 5 <oyx 18 27%-close to Dz, .
We will also need noise flooding with discrete Gaussian.

Lemma 2.2 (noise flooding using Dz ;). For all y € Z and o > 2¥*%y, it holds that

Q(x)

(y + Dz,0) is 27" close to Dz, As a corollary, (y + Dz, ,x) is 27" -close t0 Dy ; -, yx-

Trapdoor Generation and Gaussian Sampling. We need the following lemma.

Lemma 2.3 ([MP12; Theorem 2]). There are efficient algorithms TrapGen and SampD,
and functions my € ©(nlogq) and oy € w(yymlogm) N O(m) satisfying these conditions.
« TrapGen(1*,1™, q) takes as input n > 1, ¢ > 2, and m > my(n, q). It outputs (B, 1)

such that B € Z™ and B is negl(n)-close to uniform over Z;*™.

« SampD(B, 7, p, o) takes as input B, t from TrapGen, some p € 73, and o > oo(n, m).

It outputs k € Z™ such that Bk = p, ||k|| < oym, and k is negl(n)-close to Dy (B),0-
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Batch Notation. It is convenient to extend SampD to process multiple p’s in one shot.

Let P = (py,...,Pn) be a matrix or a batch of vectors, then SampD(B, 7, P, 0) is
K < (SampD(B,7,p1,0), ..., SampD(B, 7, P, 7)),

with fresh randomness for each call to SampD on the right-hand side. We also write

B~!(P) for an output of SampD(B, 7, P, 7).

Learning with Errors Assumption. We rely on the LWE assumption.
Assumption 2.2 (LWE [Reg05]). Let n, m < poly(1), ¢ < 2PV 5 = g(1), and

A (i Zn(/l)xm(/l)

$ n(Ad)
o Z

$ m(A)
S «— a1’ Z

e 7]V, 8Dy
The LWE assumption LWE, , .- States that

{(1",A,8'A + €N hien ~ {(11, A, 6") haen.
Assumption 2.3 (flipped LWE). Let N, m < poly(1), ¢ < 2P 5 = 5(1), and

A& o, NI s £ 780 ezl 8 & Dy,

The flipped LWE assumption FlipLWEy ,, 4 » states that

{(1%,A,8"A + eNhien ~ {(11, A, 61 Jaen.
Lemma 2.4 (flipped LWE). Suppose LWE,, ,, 4 » holds and N < poly(A) satisfies

0 <N/n-log,q € w(logl),

then FlipLWEy .40 holds.

Parameters. In this dissertation, we rely on LWE with subexponential modulus-to-
noise ratio, i.e., n = A° m < poly(n), g < 2PV o= ®(2""), where 0 < p < 1 is
a constant. Strictly speaking, those parameters should be chosen by the adversary
subject to those constraints — many algorithms require a prime ¢, it is currently
unknown [TCH12] how to pick poly(A1)-bit primes in deterministic polynomial time,

and the adversary’s choice of scheme parameters affects the range of LWE parameters.
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CHAPTER 3

Introduction

In ABE, revelation or hiding of the message is dictated by a joint computation on policy
and attribute, which are separately chosen by different parties in the cryptosystem. In
addition, the hiding case should prevail even when there are multiple unauthorized
keys. Either of tying independent data and remaining secure against collusion is
non-trivial on their own, and ABE combines both — constructing ABE schemes is no
easy task. To tackle it, we would like to find a general paradigm, or framework, that
is modular (to compartmentalize complexity), powerful (to imply new results), and
versatile (to be instantiable under multiple assumptions).

In this chapter, we present our general paradigm for constructing ABE schemes,
which is instantiated in the other chapters in this part. We also give a bird’s-eye view

of the instantiations.

EXISTING METHODS. There are three major existing methods of constructing ABE.
None is flexible to be instantiated under different kinds of assumptions.

Dual system encryption was introduced by Waters [Wat09] for obtaining adaptively
secure identity-based encryption, a special kind of attribute-based encryption. It later
found applications in constructing and proving (adaptive) security of ABE — it has
become the most used method of constructing ABE from pairing-based assumptions.
It has been refined into pair encoding [Att14] and predicate encryption [Weel4]. One
downside is that dual system encryption is only known to be instantiable under
pairing-based assumptions. In addition, it is not exactly easy to learn or use, and
works using dual system encryption often involves heavy algebraic manipulation in
its security proofs (in fact, see Chapter 5 for an example).

For lattice-based ABE, the known methods are two-to-one recoding [GVW13] and
key-homomorphic encryption [BGG'14]. They only imply new results under lattice-

based assumptions, and do not have many instantiations.
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3.1 ABE « IPFE o Garbling

One way to construct ABE is to reduce it to functional encryption (FE). In FE, a
ciphertext encrypts some input y and a key is associated with a function f’. Decryption
recovers f’(y) but nothing else about y. Let the ABE ciphertext of u with attribute x
be an FE ciphertext of y = (x, ) and the ABE key with policy f an FE key with
f'(y) = - f(x), then upon decryption, we learn y if f(x) # 0. The security of such an
ABE scheme follows from that of the underlying FE.

Of course, FE is harder to construct than ABE (if they have on par functionalities).
If we look more closely, the computation f/(y) = i - f(x) is high-degree in x while
being linear in u. Using FE is an overkill — it hides x (by extension, a very complex
computation on x), but in ABE, x does not have to be hidden, only to be binding, and
its computation only needs to be authenticated. If we could decompose f(x) to lower
the degree in x, it might help, as the FE might only need to hide a low-degree (in fact,
linear) computation. For degree reduction, we use linear partially hiding garbling
schemes (for conditional secret disclosure; i.e., secret sharing schemes). FE for linear

functions are known as inner-product functional encryption (IPFE).

Linear Garbling. A garbling scheme [Ya082,Ya086,AIK11] decomposes a computation
f(x) into three steps. First, it transforms a (high-degree) function f of x into label
functions Ly, ..., L,, that are affine in x — linear in (1,x"). Pragmatically, the label
functions are represented by their coefficients Li,...,L,. Next, L’s are evaluated
at x, producing the labels 4 = L;(x) = (1,x")Ly, ..., 4, = L, (x) = (1,x")L,,. Lastly, the
labels are used to reconstruct f(x). The second step is a simple computation by
definition, since L'’s are affine in x — linear in (1,x). The last step is as high-degree as
f is in x. The standard security of garbling guarantees that the labels reveal nothing
about x beyond f(x).

When applied to ABE, the message u is part of the computation and needs to be
hidden, but x can be public, which lessens the security requirement. This primitive is
known as partially hiding garbling [IW14]. Refined to our application, its basic syntax

is as follows.
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« The garbling procedure Garble(f, ) transforms f and u into label functions,

outputting their coefficients Ly, ..., L,,.
« The labels are 4 = (1,x")Ly, ..., 4, = (1,x")L,,.
« The evaluation procedure Eval(f,x, 4, ..., ¥,) outputs u - f(x).

There are usually additional linearity properties required for the garbling scheme to
be compatible with IPFE to obtain ABE. They will be specified in each instantiation.
The security requirement is that 4, ..., ¢, does not reveal any information about u if
f(x) =0 — it might well reveal the entirety of x, i.e., partially hiding. Its security can
be information-theoretic or just computational.

Linear garbling converts a complex computation into a simple one (computing
the labels) followed by a complex one (running Eval). The benefit is that the security
requirement is contained inside the simple step — the Eval step does not have to be
protected, since its input, namely the labels, already has all the information about u

(when f(x) = 0) removed.

Inner-Product Functional Encryption. IPFE is functional encryption for linear
functions. Each key isk(v) is associated with a (key) vector v and each ciphertext ict(u)
encrypts a (plaintext) vector u. Upon decryption, the decryptor learns (u,v) =u'v
but nothing else. For this overview, the easiest mental model is to regard v, u both as
hidden. The functionality and security of IPFE lends itself well to securely computing

the labels, as explained below.

Composing IPFE and Garbling. Given IPFE and linear garbling, the straight-forward

way to construct ABE is

ske(u) = (isk(Ly), .. ., isk(Ly,)) [PFE ¥ . garbling e
cty = ict(1,x") decryption. 7™ vanation £ T
X — )

(Ignore for the moment the issue of message being associated with keys.) Functionality
works by composition. Some IPFE schemes only outputs the inner products in an
encoded form (namely, inside the exponent of a group with hard discrete logarithm),

so the computation doable to the labels are limited. Others might output approximate
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inner products. Depending on the IPFE scheme used, the Eval algorithm of the linear
garbling scheme is required to have certain specific format.

Intuitively, security also follows by composition. The IPFE keys has information
about y because it encodes the coefficients of label functions, which are created
dependent on f, u. But, since the IPFE is secure, the only information revealed to
the adversary is the labels. Now that the linear garbling scheme is secure, the labels
convey no information about g if f(x) = 0. This concludes the security of the proposed
ABE scheme.

However, composition of security turns out to be non-trivial. One consistent theme
in the line of research using this paradigm is to formulate the security definitions of
IPFE and garbling in a compatible way to achieve ABE security.

Aside from that, the aforementioned proposal is only one-time secure. When
there are two ciphertexts, the same set of label functions are evaluated twice, on
potentially different inputs (attributes) — the security of garbling no longer applies.
For multi-time security, each pair of ABE keys and ciphertexts should use a fresh set
of label functions. This can be achieved in a computational manner, i.e., each pair
uses pseudorandomness to generate the label functions. To implement it using IPFE,

we rely on linear rerandomization such as DDH-based or LWE-based techniques.

3.2 Bird’s-Eye View of Instantiations

To summarize, we propose the general paradigm of constructing ABE by composing
IPFE and linear garbling. Under appropriate formulations, functionality follows from

those of the underlying primitives, and security is a three-wise composition:

« IPFE security ensures that only rerandomized labels are revealed;

+ a “raw” assumption (such as DDH or LWE) ensures that the rerandomized labels

indeed use pseudorandomness;

« garbling security ensures that the message is hidden (in every set of labels) if

decryption is unauthorized.

The paradigm is modular as it hides most “raw” usages of assumptions into the
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security of IPFE and garbling. As shown in Table 3.1, it is powerful as it has helped
achieving various ABE with better properties than previously known, and it is versatile
as it can be instantiated with pairing- or lattice-based assumptions, or a combination

of both.

Table 3.1. Summary of instantiations of the general paradigm.

in... new ABE results IPFE | garbling
compact and adaptive for ABP, DFA
Chapter 4 | for NFA (also compact and adaptive)
L.T.
C}Il;l?%e for L, NL (also adaptive)
- - pairing
Chapter 5 | succinct and adaptive for ABP
change
garbling constant-size-key KP for circuits
Chapter 6 ) )
doubly succinct CP for formulae lattice
change
IPFE CP for circuits from fewer kinds of assumptions
Chapter 7 lattice
for DFA, L from lattices I.T.

DFA, NFA are (non-)deterministic finite automata; L, NL are (non-)deterministic logspace; RAM is
random-access machine; KP is key-policy; CP is ciphertext-policy; I.T. is information-theoretic.
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CHAPTER 4
Compact and Adaptively Secure ABE from k-Lin:
Beyond NC! and Towards NL

(Pairing-Based IPFE, Noiseless Linear Garbling)

This chapter is an adaptation of [LL20b,L1.20a].*
In this chapter, we present the first instantiation of the general paradigm and
construct compact and adaptively secure ABE schemes from k-Lin in asymmetric pairing

groups.

4.1 Introduction

A primary goal of research on ABE is designing ABE schemes for expressive classes
of policies, usually defined by computation models or complexity classes. A beautiful
and fruitful line of works have constructed ABE for many different policy classes. For
non-uniform computation, we have ABE for Boolean [GPSW06,KW19] or arithmetic
formulae, branching/span programs [LOS*10,0T10,LW11,0T12,LW12,IW14,GV15,Att16,
CGKW18a], and circuits [GVW13,BGG"14,Att17]. For uniform computation, we have
ABE for deterministic finite automata [Wat12,Att14,Att16,AC17, GWW19,AMY19b], non-
deterministic finite automata [AMY19a], and even Turing machines [AM18,AS17b].
These constructions, however, achieve different trade-offs among security, efficiency,
and underlying computational assumptions. It is rare to have a construction that

simultaneously achieves the following natural desiderata on all fronts:

« security — (full) adaptive security (as opposed to selective or semi-adaptive

security);

*Huijia Lin, Ji Luo: Compact and Adaptively Secure ABE from k-Lin: Beyond NC! and Towards NL,
© 2020 TACR, DOI 10.1007/978-3-030-45727-3_9.
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« efficiency — compact secret key and ciphertext, whose sizes grow linearly with

the description size of the policy and the length of the attribute, respectively;

« assumptions — relying on standard and simple assumptions, such as LWE and
k-Lin or SXDH in pairing groups (in particular, it is preferable to avoid the
use of strong primitives such as indistinguishability obfuscation, and instance-
dependent assumptions such as g-type assumptions, whose strength can be

weakened by adversarially chosen parameters).

All previous constructions of ABE fail to achieve at least one of the desirable properties,
except for the recent construction [KW19] of ABE for Boolean formulae from the k-Lin

assumption. We ask:

Can we construct ABE schemes with all the desirable properties above

for more expressive classes of policies than Boolean formulae?

When it comes to uniform computation, the state of affairs is even less satisfactory. All
constructions of ABE for general Turing machines are based on strong primitives such
as indistinguishability obfuscation and multilinear maps. Without these powerful tools,
existing schemes can only handle the weak computation model of finite automata.

We ask:

Can we construct ABE schemes based on standard assumptions

for more expressive uniform computations than finite automata?

Our Results. Via a unified framework, we construct compact and adaptively secure ABE
schemes based on the £-Lin assumption in asymmetric prime-order pairing groups

for the following classes of policies.

ARITHMETIC BRANCHING PROGRAMS. ABP capture many functions of interest,
including arithmetic computations like sparse polynomials, mean, and variance, as
well as combinatorial computations like string-matching, finite automata, and decision
trees. It is also known that Boolean/arithmetic formulae and Boolean branching
programs can all be converted into ABP with polynomial blow-up in description size.

Therefore, ABP can be viewed as a more powerful computational model than them.
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Previous ABE schemes for ABP only provide selective security [GVW13,IW14] or
do not have compact ciphertexts [CGKW18a].®> In addition to achieving both adaptive
security and compactness, our scheme is the first one that handles ABP directly
without converting it to circuits or arithmetic span programs, which leads to an
efficiency improvement in the size of the secret keys from up to quadratic to linear in

the size of the ABP.°

(NON-)DETERMINISTIC LOGSPACE TURING MACHINES (L AND NL). Here, a secret key
is associated with a Turing machine M, and the attribute in a ciphertext specifies an
input x, a polynomial time bound 7', and a logarithmic space bound S. Decryption
succeeds if and only if M accepts x within time 7 and space S. Our scheme is
unbounded in the sense that the public parameters do not restrict the sizes of the
Turing machine M and input x, nor the time/space bounds T, S. Furthermore, it
enjoys the advantage of ABE for uniform computation that a secret key for M can
decrypt ciphertexts with arbitrarily long inputs and arbitrary time/space bounds. This
stands in contrast with ABE for non-uniform computation (like ABP), where a program
or circuit f takes inputs of a specific length n, and a secret key for f decrypts only
ciphertext of length-n inputs. Achieving this feature is precisely the challenge in
constructing ABE for uniform models of computation.

Our scheme is the first ABE for large classes of Turing machine computation,
captured by the complexity classes L and NL, without using the heavy machineries of
multilinear maps, extractable witness encryption, or indistinguishability obfuscation
as in previous works [GKP'13a,AS16,AM18,KNTY19]. In addition, our scheme is
adaptively secure and half-compact. The secret keys are compact, of size O(|M|)
linear in the description size of M, while the ciphertext size depends linearly in
|x|T'S25 (both ignoring fixed polynomial factors in the security parameter). Note that

the same secret key decrypt ciphertexts with different parameters |x|, T, S.

SMore precisely, they construct ABE for read-once branching programs. For general branching
programs, one can duplicate each attribute component for the number of times it is accessed [KLMM19].
As such, the ciphertext size grows linearly with the size of the branching program.

6An ABP is specified by a directed graph, with edges weighted by affine functions of the input. The

size of an ABP is measured by the number of vertices (instead of edges) in the graph.
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Removing the dependency on 25 or T is an interesting open problem that requires
technical breakthrough. In particular, removing the dependency on 2% would give an
ABE for polynomial-time Turing machine computation from pairing, a long sought-
after goal that has remained elusive for more than a decade. Removing the dependency
of encryption time on T even only in the 1-key 1-ciphertext setting implies a succinct
message-hiding encoding [KLW15],” which is only known from strong primitives
like indistinguishability obfuscation or functional encryption [KLW15,CHJV15,BGL*15,
KNTY19]. Removing the dependency of ciphertext size on T might be an easier task,

but would need new techniques different from ours.

FINITE AUTOMATA. As a special case of ABE for L and NL, we obtain ABE for
deterministic finite automata (DFA) and non-deterministic finite automata (NFA).2
This simply follows from the fact that DFA and NFA can be represented as simple
deterministic and non-deterministic Turing machines with space complexity 1 and
time complexity N that always move the input tape pointer to the right and never use
the working tape.

Previous schemes for DFA based on pairing either achieve only selective security
[Wat12,GWW19,AMY19b] or rely on g-type assumptions [Attl14,Att16,AC17]. The only
direct construction of ABE for NFA [AMY19a] based on LWE, however, is symmetric-
key and only selectively secure. We settle the open problem of constructing adaptively
secure ABE for DFA from static assumptions [GWW19] and that of constructing ABE
for NFA that is public-key, adaptively secure, or based on assumptions other than

LWE [AMY19a].

"Message-hiding encodings [KLW15] are a weaker variant of randomized encodings that allow
encoding a public computation f,x with a secret message m such that the encoding reveals m if and
only if f(x) = 1. Such encodings are succinct if the time to encode is much smaller than the running
time of the computation. A pair of ABE secret key for predicate f and ciphertext for attribute x and
message m is a message-hiding encoding.

8DFA and NFA both characterize regular languages, yet a DFA recognizing a language could have
exponentially more states than an NFA recognizing the same language. In this dissertation, by ABE
for DFA/NFA, we mean ABE schemes that run in time polynomial in the description size of the finite

automata.
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New Techniques for Constructing Adaptively Secure ABE. Constructing adaptively
secure ABE is a challenging task. Roughly speaking, previous constructions proceed
in two steps. First, a secure core secret-key ABE component for a single ciphertext
and a single secret key — termed 1-ABE — is designed. Then, dual system encryption
framework, originally proposed in [Wat09] and refined in [Att14,Weel4,CGW15,Att16,
AC17], provides guidance on how to lift 1-ABE to the public-key and multi-secret-key
setting. The main technical challenge lies in the first step: Adaptively secure schemes
prior to that of Kowalczyk and Wee [KW19] either impose a read-once restriction
on the attribute’ [LOS'10,Weel4] or rely on g-type assumptions [LW12,BSW07,Att14,
AC17]. Kowalczyk and Wee [KW19] elegantly applied the “partial selectivization”
framework [ACC*16,]JKK"17] for achieving adaptive security in general to constructing
1-ABE. In particular, they used a variant of the secret sharing scheme for Boolean
formulae in [JKK*17], whose selective simulation security can be proven via a sequence
of hybrids, each only requiring partial information of the input to be chosen selectively.
Then, to show adaptive security, the reduction can guess this partial information while
incurring only a polynomial security loss.

However, secret sharing schemes as needed in [KW19] are only known for Boolean
formulae. When dealing with computation over arithmetic domains of potentially
exponential size, we have the additional challenge that it is hard to guess even a single
component of the input, except with exponentially small probability, rendering the
partial selectivization framework ineffective. When dealing with uniform computation,
we further encounter the challenge that neither the secret key nor the ciphertext
is as large as the secret sharing, making it impossible to directly use information-
theoretically secure secret sharing schemes. We develop new techniques to overcome

these challenges.

1. We present a generic framework for constructing adaptively secure 1-ABE
from i) an information theoretic primitive called arithmetic key garbling, and

ii) a computational primitive called function-hiding inner-product functional

°As mentioned in Footnote 5, read-once restriction can be circumvented by duplicating attribute

components at the cost of losing ciphertext compactness.
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encryption (IPFE) [BJK15,TAO16,Lin17,KLM*18]. Our arithmetic key garbling
schemes are partial garbling schemes [IW14] with special structures, which
act as the counterpart of secret sharing schemes for arithmetic computation.
Our framework is modular: It decomposes the task of constructing 1-ABE to
first designing an arithmetic key garbling scheme for the computation class
of interest, and second applying a generic transformation depending solely on
structural properties of the garbling and agnostic of the underlying computation.
In particular, the security proof of the transformation does not attempt to trace

the computation, unlike [KW19,GWW19].

2. We formulate structural properties of arithmetic key garbling schemes — called
piecewise security — sufficient for achieving adaptive security. The properties
are natural and satisfied by the garbling scheme for ABP in [IW14]. For logspace
Turing machine computation, we present a simple arithmetic key garbling

scheme for L and NL, inspired by the garbling schemes in [AIK11,BGG'14].

3. We present a new method of lifting 1-ABE to full-fledged ABE using function-
hiding IPFE. Our method can be cast into the dual system encryption framework,
but is natural on its own, without seeing through the lens of dual system
encryption. IPFE provides a conceptually simple abstraction, which allows
moving information between ABE keys and ciphertexts easily, and hides away
lower-level details on how to guarantee security. This feature makes it a

convenient tool in many other parts of the security proof as well.

4. To overcome the unique challenge related to ABE for uniform computation, we
further enhance our generic method to be able to use partial garbling generated
with pseudorandomness so that the total size of the secret keys and ciphertexts

can be smaller than the garbling.

4.2 Technical Overview

We now give an overview of our technique, starting with introducing the two key

tools, arithmetic key garbling schemes and IPFE.
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Arithmetic Key Garbling Scheme. We use a refinement of the notion of partial
garbling schemes [IW14] (which in turn is based on the notion of garbling and
randomized encoding [Yao86,IK02,ATK04]). An arithmetic key garbling scheme (AKGS)
is an information-theoretic partial garbling scheme for computing (af(x) + 8) that

hides the secrets a, § € Z,, but not f, x.

+ A garbling procedure (Ly,...,L,) < Garble(f, a, §;r) turns f and two secrets
a, f (using randomness r) into m affine label functions L4, ..., L,,, described by
their coefficient vectors Ly, ..., L, over Z,. The label functions specify how to

encode an input x to produce the labels for computing f(x) with secrets a, :

fX)ap=(l...,6,), where§=Li(x)=(L;,(1Lx))overZ,. (4.1

« A linear evaluation procedure y « Eval(f,x,4,...,4,). It recovers the sum

y = af (x) + B weighted by the function value f(x).

AKGS is a partial garbling as it only hides information of the secrets @ and f beyond
the weighted sum (af(x) + 8), and does not hide f or x, captured by a simulation
procedure (4/,...,4)) & sim(f, x, af (x) + B) that produces the same distribution as
the honest labels.

Ishai and Wee [IW14] proposed a partial garbling scheme for ABP, which directly
implies an AKGS for ABP. It is also easy to observe that the (fully secure) garbling
scheme for arithmetic formulae in [AIK11] can be weakened [BGG'14] to an AKGS.
Later, we will introduce additional structural and security properties of AKGS needed
for our 1-ABE construction. These properties are natural and satisfied by both

schemes [IW14,AIK11].

Inner-Product Functional Encryption. A function-hiding (secret-key) inner-product
functional encryption (IPFE)!° supports generating many secret keys isk(v;) and
ciphertexts ict(u;) associated with vectors v; and u; such that decryption yields all the

inner products {(u;,v;)}; ; (modulo p) and nothing else. In this chapter, we need an

19Some works use “inner-product encryption” (IPE) to refer to IPFE [BJK15,DDM16,1V16,Lin17] and
some others [KSW13,SSW09,0T09,0T10,0T12,CGW18] use it for inner-product predicate encryption.
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adaptively secure IPFE, whose security holds even against adversaries choosing all the
vectors adaptively. Such an IPFE scheme can be constructed [Weel7,LV16] based on
the k-Lin assumption in pairing groups. The known scheme also has nice structural

properties that will be instrumental to our construction of ABE.

« isk(v) < IPFE.KeyGen(imsk, [v]2) only uses the vector v in the exponent of G,.

The size of the secret key isk(v) grows linearly with the dimension of v.

« ict(u) & IPFE.Enc(imsk, [u];) only uses the plaintext vector u in the exponent

of G;. The size of the ciphertext ict(u) grows linearly with the dimension of u.

« IPFE.Dec(isk(v), ict(u)) computes the inner product [[(u, v)]r in the exponent of

the target group Gr.

4.2.1 1-ABE from Arithmetic Key Garbling and IPFE Schemes

1-ABE is the technical heart of our ABE construction. It works in the setting where
a single ciphertext cty for an input x and a single secret key sk(f’, u) for a policy
f’ =fz0 and a secret y are published. Decryption reveals y if f(x) # 0; otherwise, u is

hidden.!!

1-ABE. To hide p conditioned on f(x) =0, our key idea is using IPFE to compute
an AKGS garbling f’(\x)u,o of f(x) with secrets a = y and 8 = 0. The security of AKGS
guarantees that only uf (x) is revealed, which information-theoretically hides 4 when
f(x) =0.

The reason that it is possible to use IPFE to compute the garbling is attributed
to the affine input-encoding property of AKGS — the labels 4, ..., 4, are the output of
affine functions Ly, ..., L; of x as described in Equation (4.1). Since f, a, § are known
at key generation time, the ABE key can be a collection of IPFE secret keys, each
encoding the coefficient vector L; of one label function L;. On the other hand, the

ABE ciphertext can be an IPFE ciphertext encrypting (1,x"). When put together for

1'We can also handle policies of the form f-y so that u is revealed if and only if f(x) = 0. For simplicity,

we focus on one case in this overview.
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decryption, they reveal exactly the labels L;(x),..., L, (x), as described below on the
left.

HONEST ALGORITHMS HYBRID FOR SELECTIVE SECURITY
Cty: ict ((1,x"),0) ict ((1,x"),1,0)
sk(fzo, p):  (je[m]) isk;( L; ,0) iski( 0 ,4,0)

We note that the positions or slots at the right end of the vectors encoded in isk and
ict are set to zero by the honest algorithms — 0 is a vector (of unspecified length) of
zeros. These slots provide programming space in the security proof.

It is extremely simple to prove selective (or semi-adaptive) security, where the
input x is chosen before seeing the sk. By the function-hiding property of IPFE, it is
indistinguishable to switch the secret keys and the ciphertext to encode any vectors
that preserve the inner products. This allows us to hardwire honestly generated labels
f/(\x)ﬂp ={4 « (L;, (1,X"))}je[m] in the secret keys as described above on the right.
The simulation security of AKGS then implies that only uf(x) is revealed, i.e., nothing

about u is revealed.

Achieving Adaptive Security. When it comes to adaptive security, where the input x
is chosen after seeing the sk, we can no longer hardwire the honest labels f(x) 40 i
the secret key, as x is undefined when sk is generated, and hence cannot invoke the
simulation security of AKGS. Our second key idea is relying on a stronger security
property of AKGS, named piecewise security, to hardwire simulated labels into the

secret key in a piecemeal fashion.

PIECEWISE SECURITY OF AKGS. An AKGS is piecewise secure if it satisfies the following
two properties: i) reverse sampleability — there is an efficient procedure RevSamp
that can perfectly reversely sample the first label ¢ given the output (af(x) + ) and
all the other labels &, ..., #,; and ii) marginal randomness'?> — each non-first ¢ (i.e.,

J > 1) is uniformly distributed over Z, even given all the subsequent label functions

2This is an unfortunate misnomer since [LL20a,LL20b]. The correct wording is “conditionally random”.

We keep the original version for consistency.
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Ljs1,...,Ly. More formally,
(6« (L1, (LX), Ly,...,Ly) = (¢ & RevSamp(--), Ly,...,Ly), (4.2)
(6] — <Lj7 (1: XT)>7 Lj+17 R Lm) = (!f; <i Zp ’ Lj+1’ R Lm)-

In Equation (4.2), ¢ & RevSamp(f, x, af (x) +p6,6,...,4,). These properties are
natural and satisfied by the existing AKGS [IW14,AIK11] for ABP and arithmetic

formulae.

ADAPTIVE SECURITY VIA PIECEWISE SECURITY. We are now ready to prove the adaptive
security of our 1-ABE. The proof strategy is to first hardwire ¢ in the ciphertext
and sample it reversely as 4 & RevSamp(f,x,0, 6, ..., ¥4,), where ¢ = (L;, (1,x")) for
J>1and pf(x) =0 by the constraint, as described in hybrid £ =1 below. The
indistinguishability follows immediately from the function-hiding property of IPFE
and the reverse sampleability of AKGS. Then, we gradually replace each remaining
label function L; for j > 1 by a randomly sampled label ¢ < Z, in the secret key,
as described in hybrids 1 < k2 <m + 1. It is easy to observe that in the final hybrid
k =m + 1, where all labels 6, ..., ¢, are random and 4 is reversely sampled without y,

the secret u is information-theoretically hidden.

HYBRID 1<k <m+1 HYBRID2:10Rk:2
sk(fxo, ): isky( 0 , 1,0, 0)
A<j<k)isk;( 0 , 0, ¢, 0)
isky( Lp , 0, 0, 0) isky( 0 , 0,0, 1)
(G>k) iski( L , 0,0, 0)
Cty: ict ((Lx"), 4, 1, 0) ict ((Lx"), 4, 1, &)
6 & RevSamp(---) AND ¢ & Z, (FoR1<j<k) | & «— (Ly, (1,X7)) OR 4, & 7,

To move from hybrid £ to (% + 1), we want to switch the kth IPFE secret key isk; from
encoding the label function L;, to a simulated label ¢, & Z,. This is possible via two
moves. First, by the function-hiding property of IPFE, we can hardwire the honest
4, = (L, (1,x")) in the ciphertext as in hybrid % : 1 (at encryption time, x is known).

Then, by the marginal randomness property of AKGS, we switch to sample ¢, as
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random in hybrid % : 2. Lastly, hybrid % : 2 is indistinguishable to hybrid (% + 1) again
by the function-hiding property of IPFE.

1-ABE for ABP. Plugging in the AKGS for ABP due to Ishai and Wee [IW14], we
immediately obtain 1-ABE for ABP based on k-Lin. The size of the garbling grows
linearly with the number of vertices [V| in the graph describing the ABP, i.e.,
m = O(|V]). Combined with the fact that the IPFE has linear-size secret keys and
ciphertexts, our 1-ABE scheme for ABP has secret keys of size O(m|x|) = O(|V] - |x|)
and ciphertexts of size O(|x|). This gives an efficiency improvement over previous
1-ABE or ABE schemes for ABP [IW14,CGKW18a], where the secret key size grows
linearly with the number of edges |E| in the ABP graph, due to that their schemes

first convert ABP into an arithmetic span program, which incurs the efficiency loss.

Discussion. Our method for constructing 1-ABE is generic and modular. It has
the advantage that the proof of adaptive security is agnostic of the computation
being performed and merely carries out the simulation of AKGS in a mechanic way.
Indeed, if we plug in an AKGS for arithmetic formulae or any other classes of non-
uniform computation, the proof remains the same. (However, see Section 4.7 for
further discussion on the applicability of this method.) Our 1-ABE for logspace Turing
machines also follows the same blueprint, but needs additional ideas. Furthermore,
note that our method departs from the partial selectivization technique used in [KW19],
which is not applicable to arithmetic computation as the security reduction cannot
afford to guess even one component of the input x.!* The problem is circumvented

by using IPFE to hardwire the labels (i.e., 4, ) that depend on x in the ciphertext.

4.2.2 Full-Fledged ABE via Slotted IPFE

From 1-ABE in the 1-key 1-ciphertext setting to full-fledged ABE, we need to support
publishing multiple keys and make encryption public-key. It turns out that the security
of our 1-ABE scheme directly extends to the many-key 1-ciphertext (still secret-key)

BGuessing even a single element of Z, would incur a loss of @(p) in the advantage, but discrete

logarithm, a weakest assumption in groups, can be trivially solved with advantage ©(1/p).
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setting via a simple hybrid argument. Consider the scenario where one ciphertext ct
and multiple keys {skq(f;, 20, 4q) }qe[@] that are unauthorized to decrypt the ciphertext
are published. Combining the above security proof for 1-ABE with a hybrid argument,
we can gradually switch each secret key sk, from encoding honest label functions for
Hq to ones for an independent secret & Z,. Therefore, all the secrets {1 },c[q] are
hidden.

The security of our 1-ABE breaks down as soon as two ciphertexts are released.
Consider publishing just a single secret key sk(fxo, ) and two ciphertexts cty,, cty, .
Since the label functions Ly, ..., L, are encoded in sk, decryption computes two AKGS
garblings f(x1) 0 and f(x2) 0 from the same set of label functions. However, AKGS
security does not apply when the label functions are reused.

We want IPFE decryption to compute two garblings f(’)a) wo = (L1(X1), ..., L (X1))
and @u,o = (Li(x2),...,L;,(x2)) using independent label functions. This can be
achieved in a computational fashion relying on the fact that the IPFE scheme encodes
the vectors and the decryption results in the exponent of pairing groups. We can
use computational assumptions such as SXDH or k-Lin, combined with the function-
hiding property of IPFE, to argue that the produced garblings are computationally
independent. We modify the 1-ABE scheme as follows.

« If SXDH holds over the pairing, we encode in the ciphertext (1,x") multiplied by
a random scalar s < Z,. As such, decryption computes (sLi(X),...,sLy (X)) in
the exponent. We argue that the label functions sLy,...,sL, are computationally
random in the exponent. By the function-hiding property of IPFE, it is indis-
tinguishable to multiply s not with the plaintext vector, but with the coefficient
vectors in the secret key, as depicted below on the right. By DDH (over G2) and
the linearity of Garble (i.e., the coefficients L; depend linearly on the secrets a,
and the randomness r used by Garble), the sL;’s are coefficients of pseudorandom
label functions.

ALGORITHMS BASED ON SXDH HYBRID

~ L} (fresh)
sk(fro,p):  Gelml) iski( L; ,0) | iskj(L;, sL; ,0)

cty: ict (s(1,x"),0) ict(0,(1,x"),0)
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« If k-Lin holds over the pairing, we encode in the secret key % independent sets
of label functions L!, ..., L! for ¢ € [k], and in the ciphertexts % copies of (1,x")
multiplied by independent random scalars s[¢] for ¢ € [k]. This way, decryption

computes, in the exponent, a random linear combination of the garblings

DUs[HLix), ..., D) s[ELL ()],

telk] telk]

which corresponds to pseudorandom label functions in the exponent.

ALGORITHMS BASED ON k-LIN

Sk(f#()’ ,U): (.] € [m]) ISkJ( le > ottt L;e ’ 0 ’ 0 )

Cty: ict (s[1](1,x"), ..., s[k](1,x"), 0 , 0)
HYBRID <1 (fresh)

sk(fro, )t GelmD) iski( LI, ..., lef’ , Zeelrl S[EIL;, 0 )

Cty: ict ( 0 , e 0 , (1,x") , 0)

The above modification yields a secret-key ABE secure in the many-ciphertext many-
key setting. The final hurdle is how to make the scheme public-key, which we resolve

using slotted IPFE.

Slotted IPFE. Proposed in [LV16], slotted IPFE is a hybrid between a secret-key function-
hiding IPFE and a public-key IPFE. Here, a vector u € Z7 is divided into two parts
(Upub, Upriy) With uyy, € Zzp“b in the public slot and up, € Zzpriv in the private slot
(npub + npriv = 7). Like a usual secret-key IPFE, the encryption algorithm IPFE.Enc
using the master secret key imsk can encrypt to both the public and private slots, i.e.,
encrypting any vector u. In addition, there is an IPFE.SlotEnc algorithm that uses the
master public key impk, but can only encrypt to the public slot, i.e., encrypting vectors
such that up, = 0. Since anyone can encrypt to the public slot, it is impossible to hide
the public slot part vy, of a secret-key vector v. As a result, slotted IPFE guarantees
function-hiding only with respect to the private slot, and the weaker (ciphertext)

indistinguishability with respect to the public slot. Based on the construction of

slotted IPFE in [Linl7], we obtain adaptively secure slotted IPFE based on %-Lin.
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The aforementioned secret-key ABE scheme can be easily turned into a public-key
one with slotted IPFE. The ABE encryption algorithm simply uses IPFE.SlotEnc and
impk to encrypt to the public slots. In the security proof, we move vectors encrypted
in the public slot of the challenge ciphertext to the private slot, where function-hiding

holds and the same security arguments outlined above can be carried out.

Discussion. Our method can be viewed as using IPFE to implement dual system
encryption [Wat09]. We believe that IPFE provides a valuable abstraction, making it
conceptually simpler to design strategies for moving information between the secret
key and the ciphertext, as done in the proof of 1-ABE, and for generating independent
randomness, as done in the proof of full ABE. The benefit of this abstraction is even

more prominent when it comes to ABE for logspace Turing machines.

4.2.3 1-ABE for Logspace Turing Machines

We now present the ideas for constructing 1-ABE for L, then its extension to NL and
how to handle DFA and NFA as special cases for better efficiency. Moving to full-
fledged ABE follows the same ideas in the previous subsection, though slightly more
complicated, which we omit in this overview.

1-ABE for L enables generating a single secret key sk(M, u) for a logspace Turing
machine M and a secret u, and a single ciphertext ctyr s specifying an input x of
length N, a polynomial time bound T = poly(N), and a logarithmic space bound
S = O(log N) such that decryption reveals uM|y rs(x), where M|y 1 s(X) represents
the computation of running M (x) for T steps with a working tape of size S, which
outputs 1 if and only if the computation lands in an accepting state after 7' steps and
has never exceeded the space bound S. A key feature of ABE for uniform computation
is that a secret key sk(M, u) can decrypt ciphertexts with inputs of unbounded lengths
and unbounded time / (logarithmic) space bounds. (In contrast, for non-uniform
computation, the secret key decides the input length and the time/space bounds.) Our
1-ABE for L follows the same blueprint of combining AKGS with IPFE, but uses new

ideas in order to implement the unique feature of ABE for uniform computation.
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Notations for Turing Machines. We start by introducing notations for logspace
Turing machines (TM) over the binary alphabet. A Turing machine M = (@, gacc, 9)
has @ states, with the initial state being 1, the accepting state’* being gacc € [Q],
and the transition function being §. The computation of M|y 7 s(x) goes through
a sequence of (T + 1) configurations (x, (i, j, W, q)), where i € [N] is the input tape
pointer, j € [S] is the working tape pointer, W € {0,1}" is the content of the working
tape, and ¢ € [Q] is the current state. The initial internal configuration is thus
(i,7,W,q) =(1,1,0g,1), and the transition from one internal configuration (i, j, W, q)
to the next (i, j/,W’,q’) is governed by the transition function § and the input x.

Namely, if 6(q, x[i], W[j]) = (¢, w’, Ai, Aj), then
(i, J, W, q) ~ (7', j', W', @') = (i + Ai, j + Aj, overwrite(W, j,w'), ¢').

In other words, the transition function §, given the current state ¢ and the bits x[i],
W[ j] on the input and working tapes under scan, outputs the next state ¢’, the new bit
w’ € {0,1} to be written to the working tape, and the directions Ai, Aj € {0, 1} to move
the input and working tape pointers. The next internal configuration is then derived
by updating the current configuration accordingly, where W’ = overwrite(W, j,w’) is a
vector obtained by overwriting the j™ cell of W with w’ and keeping the other cells

unchanged.

AKGS for Logspace Turing Machines. To obtain an AKGS for L, we represent the TM
computation algebraically as a sequence of matrix multiplications over Z,, for which
we design an AKGS. To do so, we represent each internal configuration as a standard
basis vector ¢(; j w4 of dimension NS25@Q with a single 1 at position (i, j, W, q). We
want to find a transition matrix M(x), dependent on §, X, such that moving to the next

state ¢y wr o) simply involves (right) multiplying M(x), i.e., ¢ M(x).

T - lT
.7 \W'.q') (6,7, W,q)

It is easy to verify that the correct transition matrix is

M) [, ), W,q), (7", )", W', ¢)] = CanTransit[ (7, j, W), (i', j', W)]

- M (i) Wi, W ji—i,— 12 41 (4.3)

“For simplicity, in this overview, we assume there is exactly one accepting state.
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1, if W[/ ]=W[#j]landi —-1i,j —j € {0,+1};
CanTransit[(Z, 7, W), (i, j/,W)] =
0, otherwise;

1, if6(q,x,w’) = (¢ ,w',Ai,Aj);
Mx,w,w’,Ai,Aj [Q: q,] =
0, otherwise. (4.4)

Here, CanTransit[(z, j, W), (i/, j/, W')] indicates whether it is possible, regardless of &,
to move from an internal configuration with (Z, j, W) to one with (¢, j/, W’). When
possible, My[;j.wj],w'[j],0i,A;1¢, ¢'] indicates whether § permits moving from state ¢
with bits x = x[i], w = W[j] under scan to state ¢’ with overwriting bit w’ = W’[J]
and moving directions Ai =i’ —i, Aj = j' — j. As such, the TM computation can be
done by right-multiplying the matrix M(x) for T times with the initial configuration
‘11,1,03,1)) reaching the final configuration l-l('iT,J'T;WTyQT)’ and testing whether g7 = qacc.

More precisely,

T
Mnyrs(x) = ’}LLOS,I) (M(x))" t for t =1 0081000135 © Laace-

To construct AKGS for L, it boils down to construct AKGS for matrix multiplication.
Our construction is inspired by the randomized encoding for arithmetic NC! due
to [AIK11] and the garbling mechanism for multiplication gates in [BGG'14]. Let’s
focus on garbling the computation M|y r s(x) with secrets a = p and 8 = 0 (the case
needed in our 1-ABE). The garbling algorithm Garble produces the following affine

label functions of x:

_ _ T
einit = Linit(x) = l(110 1)1'0,

(fort e [T]) € =(h2): = (Li(X), = -1 [+ M) -1y,
bri1 = (Uri1z): = (Lrara (X)), = — +u-t

Here, z = (i, j,W, q) runs through all NS25Q possible internal configurations and

S
& Z[N IXISPAOLZXIRT for a1l ¢ € [0, T]. The evaluation proceeds inductively, starting

with & = ¢! (1.1.0s.)F0? going through ¢} oW Tt for every t € [T] using the identity

below, and completing after T steps by combining ¢] r, with €7, to get

(ir,J7,Wr,qT)
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) H-t=puM|yrs(x) as desired:

0
(ir,Jj7,Wr,qT

T T T _ .
l(it+1,jz+1,Wt+1,(It+1)rt+1 - l(it,jt,wt,q;f)rt + l(ityjt,wt’Qt)( r+ M(X) rHl)'

€1

The above AKGS is piecewise secure. First, ;i is reversely sampleable. Since Eval is
linear in the labels and ¢,;; has coefficient 1, given all but the first label ¢,;;, one
can reversely compute ¢,;; — the value uniquely determined by the linear equation®
imposed by the correctness of Eval. Second, the marginal randomness property holds
because every label ¢, (in fact, group of labels) is random due to the random additive
term r;_; not used in subsequent label functions L, , for all ¢ > ¢ and z, nor in the
non-constant terms of L;,’s — we call r;_; the randomizers of €, (highlighted in the

boxes). Lastly, we observe that the garbling size is (1 + N(T +1)S25Q).

1-ABE for L. We now try constructing 1-ABE for L from AKGS for L, following the
same blueprint of using IPFE. Yet, applying the exact same method for non-uniform
computation fails for multiple reasons. In 1-ABE for non-uniform computation, the
ciphertext ct contains a single IPFE ciphertext ict encoding (1,x"), and the secret key
sk contains a set of IPFE secret keys isk; encoding all the label functions. However,
in the uniform setting, the secret key sk(M, 1) depends only on the machine M and
the secret u, and is supposed to work with ciphertexts cty r s of arbitrary (a priori
unbounded) N = [x|, T, S. Therefore, at key generation time, the size of the AKGS
garbling, 1+ N (T +1)825@Q, is unknown, let alone generating and encoding all the
label functions. Moreover, we want our 1-ABE to be compact, with secret key size
|sk| = O(Q) linear in the number @ of states and ciphertext size |ct| = O(NT'S25),
ignoring poly(A) factors. The total size of secret key and ciphertext is much smaller
than the total number of label functions, i.e., |sk| + |ct| = o(1 + N(T +1)S25Q).

To overcome these challenges, our idea is that instead of encoding the label
functions in either the secret key or the ciphertext (for which there is not enough

space), we let the secret key and the ciphertext jointly generate the label functions.

15This means RevSamp is deterministic, and we can reversely compute £y, in the exponent and when

the randomness is not uniform, which is important for our (1-)ABE construction.
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For this idea to work, the label functions cannot be generated with true randomness,
which cannot be “compressed”, and must use pseudorandomness instead. More
specifically, our 1-ABE secret key sk(M, i) contains ©(Q) IPFE secret keys {isk(vy)}q,
while the ciphertext cty 7 g contains ©(NTS2%) IPFE ciphertexts {ict(ug; jw)teijw —
decryption computes in the exponent ©@(NT'S25Q) cross inner products (u;; jw, Vy)
corresponding to a garbling of M|y rs(x) with secret u. To achieve this, we rely
crucially on the special block structure of the transition matrix M (which in turn stems
from the local structure of TM computation, where the same transition function
is applied in every step). Furthermore, as discussed above, we replace every truly
random value r;[(i, j, W, q)] by a product r[(¢,1, j, W)] - r¢[¢], which can be shown

pseudorandom in the exponent based on SXDH.'®

BLOCK STRUCTURE OF THE TRANSITION MATRIX. Let’s examine the transition matrix
again (see Equations (4.3, 4.4)):
M(x)[(i,j,W,q), (@, j,W,q)] = CanTransit[ (i, j, W), (', j/, W')]
“ Mix (i1, W1, W [],—i,77- (@, @]

We see that every block M(x)[(z, j, W, ), (¢, j/, W’, )] either is the @ X @ zero matrix

or belongs to a small set 7 of constantly many transition blocks:
T = {Mewwninj |2 w,w €{0,1}, Ai, Aj € {0,£1} }.

Moreover, in the i = (i, j, W) “block row”, M(x)[(i, ), (=, =, =, =)], each transition
block M, ,, . .ai,a; €ither does not appear at all if x # x[i] or w’ # W[j], or appears
once as the block M(x)[(i,), (', ~)], where 1’ is the triplet obtained by updating i

appropriately according to (w’, Ai, Aj), i.e.,

i £ writemove(i, (w’, Ai, Aj)) = (i + Ai, j + Aj, overwrite(W, j,w’)),

Mx)[ (i, =), (', =) ] = Mxpi),wij]w,Ai0)-

160ur scheme readily extends to be based on k-Lin. However, that makes the scheme more complex

to present. We choose to present this scheme using SXDH in this chapter.
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Therefore, we can “decompose” every label £;[(i,g)] as an inner product (u;,v,) as

[t[(t q)] = _rt—l[(ia q)] + M(X) [(i7 q)1 ('—'7 =y '-')] Y

=[]+ D) My wilw.aiaj - l({,2)])[q] (i" as above)
wALAj

=-r[(t-LD)] - relgl + D) (& 1)] - My wijtw,aiag - 1o)la]
wiALAj

= <ut,i7 Vq>, \(rt" [(i”a q”)] = rX[(t”, i”)] : rf[q”])

where vectors u,; and v, are as follows, with 1{---} indicating where a condition (its

argument) is true:

wi=( x[¢-1,9] , -, &[@EV] Hx=x[[landw=W[j]} , --- , 0 ),
vq :( _rf[q] sy T (Mx,w,w/,Ai,Ajrf)[Q] sy T 0 )

Similarly, we can “decompose” finir = ¢] 1,05.1%0 @S (r¢[(0,1,1,05)],1¢[1]). (We omit the
details on how to handle £7,; for simplicity.) Given such decomposition, our semi-

compact 1-ABE scheme follows immediately by using IPFE to compute the garbling.

HONEST ALGORITHMS

sk(M,p): isKinit( re[1] ,0), (V) iskg( vy, 0)

Ctxrs:t ictinit(1x[(0,1,1,08)], 0),  (V£,1) ictii(ugi, 0)
Decrypting the pair iskinit, ictinit (generated using one master secret key) gives exactly
the first label ¢p;, while decrypting isk,, ict;; (generated using another master secret
key) gives the label ¢;[(i,q)] in the exponent, generated using pseudorandomness
r:[(i,9)] =r[(¢,1)] - r¢[g]. Note that the honest algorithms encode r¢[q] (in v,)
and r¢[(¢,1)] (in w.;) in IPFE secret keys and ciphertexts that use the two source
groups G; and G, respectively. As such, we cannot directly use SXDH to argue the
pseudorandomness of r;[(i, ¢)]. In the security proof, we will use the function-hiding
property of IPFE to move both r¢[(¢,1)] and r¢[¢] into the same source group before

invoking SXDH.

Adaptive Security. To show adaptive security, we follow the same blueprint of
going through a sequence of hybrids, where we first hardwire 4,; and compute

it reversely using RevSamp, and next simulate the other labels ¢;[(i,q)] one by
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one. Hardwiring #y; is easy by relying on the function-hiding property of IPFE.
However, it is now more difficult to simulate #;[(i, ¢)] because i) before simulating
£:[(i,q)], we need to switch its randomizer r;_1[(i,q)] = rx[(¢ — 1,1)] - rf[q] to truly
random r,_1[(i,q)] & Z,, which enables us to simulate the label ¢;[(i,¢)] as random,
and ii) to keep simulation progressing, we need to switch the random #¢;[(i, ¢)] back
to a pseudorandom value 4;[(i, q)] = sx[(¢,1)] - sf[q], as otherwise, there is not enough
space to store all ©(NT'S25Q) random labels ¢;[(i, q)].

We illustrate how to carry out above proof steps in the simpler case where the
adversary queries for the ciphertext first and the secret key second. The other case
where the secret key is queried first is handled using similar ideas, but the technicality
becomes much more delicate.

In hybrid (z,1),

« the first label 4, is reversely computed and hardwired in the secret key iskinit,

i.e., ictjpi encrypts (1, 0) and sk encrypts (4, 0) with i < RevSamp(--+),

- all the labels €4 [(1, q)] with (¢,1') < (¢,1) are simulated as sy[(¢,1)] - s¢[q] —
observe that the ciphertext icty v encodes only sx[(#,1)] in the second slot,

which is multiplied by s¢[q] in the second slot of isk,,

« all the labels £,/ [(1, )] with (¢/,1) > (¢,1) are generated honestly as the honest

algorithms do.

The hybrid transition is depicted as follows.

HYBRID (t,1), L(ﬁt,ﬁiﬁ)f;flj, AND | (2,1) +1

ctyrs: (F,1) < (¢, 1) ictyp( 0 , sx[(#,1)] , 0 )
ictri ( wi03[0], 010 [ssltD1], 00 1 3[o])

(t,1) > (t,1): ictyp( uy i , 0 , 0 )

sk(M, p): gelQl: isk(  vg ,  sdgl , 0&l(,g)[0])

Moving from hybrid (¢,1) to its successor ((¢,i) + 1), the only difference is that the
labels €;[(i, q)] (for all ¢ € [Q]) are switched from being honestly generated (u,;, v,)
to pseudorandom sx[(¢,1)] - s¢[q], as depicted above with values in the solid box (the

rest of the hybrid is identical to hybrid (¢,1)). The transition can be done via an
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intermediate hybrid (¢,1) : 1 with values in the dashed box. In this hybrid, all the
labels #;[(i,q)] produced as the inner products of all v,’s and u,;; are temporarily
hardwired in the secret keys isk,, using the third slot (which is zeroed out in all
the other uy yy2(;1)’s). Furthermore, u,; is removed from ict;;. As such, the random
scalar ry[(¢ — 1,1)] (formerly embedded in u;;) no longer appears in the exponent
of Gy, and 4, < RevSamp(---) can be performed using r[(¢ — 1,1)], r¢[q], r:-1[(i, ¢)]
in the exponent of G,. Therefore, we can invoke SXDH over G; to switch the
randomizers r;_1[(i,q)] =rx[(¢ — 1,1)] - r¢[¢] to be truly random, and hence so are
the labels €,[(i,q)] & 7, (due to marginal randomness). By a similar argument, this
intermediate hybrid (¢,1) : 1 is also indistinguishable to ((¢,1) + 1), as the random
£:[(i,q)] can be switched to sx[(¢,1)] - s¢[q] in hybrid ((¢,1) + 1), relying again on
SXDH and the function-hiding property of IPFE. This concludes our argument of

security in the simpler case where the ciphertext is queried first.

AKGS and 1-ABE for NL. Our construction of AKGS and 1-ABE essentially works for
NL without modification, because the computation of a non-deterministic logspace
Turing machine M = (@, gacc, 9) On an input x can also be represented as a sequence
of matrix multiplications. We briefly describe how by pointing out the difference
from L. The transition function § of an NTM does not instruct a unique transition, but
rather specifies a set of legitimate transitions. Following one internal configuration

(1,7, W, q), there are potentially many legitimate successors:

(i,,W,q) w { (i + AL, j + Aj, overwrite(W, j,w’), q')

| (¢/,w’, AL, Aj) € 6(q,x[i], W[j]) }.

The computation is accepting if and only if there exists a path with T legitimate
transitions starting from (1,1,0g,1), going through (i, j;, Wy, q;) for t € [T], and
landing at g7 = qacc-

Naturally, we modify the transition matrix as follows to reflect all legitimate
transitions. The only difference is that each transition block determined by § may
map a state g to multiple states ¢’, as highlighted in the solid box (see Equations (4.3,
4.4)):
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Mx)[(z,7,W,q), (7, j',W,q')] = CanTransit[(Z, j, W), (', j, W')]
“ Mix(i) Wi w[j],i—i.7-i 12 4],

1, if (¢’,w’,Ai, Aj) 0(q,x,w');
M, w0 00019, 9] =

0, otherwise.
Let’s observe the effect of right-multiplying M(x) to an Y, indicating configuration
(i,q). The product z{qM(x) is a vector ¢; such that ¢;[(¥,¢’)] =1 if and only if (¥, ¢’) is
a legitimate next configuration. Multiplying M(x) one more time, ¢; (M(x))2 gives ¢,
where ¢, (1, ¢’)] is the number of length-2 paths of legitimate transitions from (i, q)
to (¥,¢’). Inductively, ¢ (M(x))t yields c; that counts the number of length-¢ paths
from (i, q) to any other internal configuration (i, q’). Therefore, we can arithmetize

the computation of M on x as

T
Mlnrs(X) =10y M)t for  t=Ty 100015 ® bgace: (4.5)

Right-multiplying t at the end sums up the number of paths to (i, gacc) for all i in er
(i.e., accepting paths).

If the computation is not accepting — there is no path to any (i, gacc) — the final
sum would be 0 as desired. If the computation is accepting — there is a path to some
(i, @acc) — then the sum should be non-zero (up to the following technicality). Now
that we have represented NL computation as matrix multiplication, we immediately

obtain AKGS and 1-ABE for NL using the same constructions for L.

A TECHNICALITY IN THE CORRECTNESS FOR NL. The correctness of our scheme
relies on the fact that when the computation is accepting, the matrix multiplication
formula (Equation (4.5)) counts correctly the total number of length-T' accepting paths.
However, a subtle issue is that in our 1-ABE, the matrix multiplications are carried out
over Z,, where p is the order of pairing groups. This means that if the total number of
accepting paths happens to be a multiple of p, the sequence of matrix multiplications
modulo p carried out in 1-ABE would return 0, while the correct output should be
non-zero. This technicality can be circumvented if p is entropic (with w(log 1) bits

of min-entropy) and the computation (M,x,T, S) is independent of p. In that case,
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the probability that the number of accepting paths is a multiple of p is negligible. If
the 1-ABE is based on pairing groups of entropic order, we have statistical correctness
for computations (M, x, T, S) chosen statically ahead of time (independent of p). We
believe such static correctness is sufficient for most applications where correctness
is meant for non-adversarial behaviors. However, if the computation (M,x,T,S)
is chosen adaptively to make the number of accepting paths a multiple of p, then
an accepting computation will be mistakenly rejected. We stress that security is
unaffected since if an adversary chooses M and (x, T, S) as such, it only learns less

information.

The Special Cases of DFA and NFA. DFA and NFA are special cases of L and NL,
respectively, as they can be represented as Turing machines with a working tape of
size S =1 that always runs in time T' = N, and the transition function ¢ always moves
the input tape pointer to the right. Therefore, the internal configuration of a finite
automaton contains only the state ¢, and the transition matrix M(x) is determined
by & and the current input bit x under scan. Different from the case of L and NL,
here the transition matrix no longer keeps track of the input tape pointer since its
movement is fixed — the i? step uses the transition matrix M(x[i]) depending only

on x[i]. Thus, the computation can be represented as follows:

N

N
M(x) =1 r[ Mx[i]) -t =11 (Mo(l —-x[7]) + Mlx[i]) “Lgees
=1 i=1

where M |q, ¢'] =1{q’ =6(q,b)} (for DFA) or Mp[q,q’] = 1{q’ € 5(q, b)} (for NFA). Our
construction of AKGS directly applies:
binit = Linit(X) = 111,
fori € [N], £ = (Lig(X)) (g = ~Ti-1 +|M(x[i]) |1, (i1, 1; & Z2)

In1 = (Lva1g(X)) yepo) = ~IN + K Lgpee-
When using pseudorandomness r;[q] = r[i] - rf[q], the labels ¢;[¢] can be computed
as (u;,v,) with

vg=(-1e[q] ,  (Morp)[q] , (Mirplq] ,0),

u; = (rx[t - 1], A -x[i]) - rx[z], x[¢] - ¢ [], 0).
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Applying our 1-ABE construction with respect to such “decomposition” gives compact

1-ABE for DFA and NFA with secret keys of size O(Q) and ciphertexts of size O(N).

Discussion. Previously, there have been constructions of ABE for DFA based
on pairing [Watl2,Att14,Att16,AC17,GWW19,AMY19b] and ABE for NFA based on
LWE [AMY19a]. However, no previous scheme achieves adaptive security unless based
on g-type assumptions [Att14,Att16]. The work of [BL15] constructed ABE for DFA, and
that of [AFS19] for random-access machines, both based on LWE, but they only support
inputs of bounded length, giving up the important advantage of uniform computation
of handling unbounded-length inputs. There are also constructions of ABE (and even
the stronger generalization, functional encryption) for Turing machines [GKP*13b,
AS16,AM18,KNTY19] based on strong primitives such as multilinear maps, extractable
witness encryption, and indistinguishability obfuscation. However, these primitives
are non-standard and currently not well-understood.

In terms of techniques, this chapter is most related to previous pairing-based
ABE for DFA, in particular, the recent construction based on k-Lin [GWW19]. These
ABE schemes for DFA use a linear secret sharing scheme for DFA first proposed
in [Watl2], and combining the secret key and the ciphertext produces a secret
sharing in the exponent, which reveals the secret if and only if the DFA computation
is accepting. Proving (even selective) security is complicated. Roughly speaking,
the work of [GWW19] relies on an entropy propagation technique to trace the DFA
computation and propagate a few random masks “down” the computation path, with
which they can argue that secret information related to the states that are backward
reachable from the final accepting states is hidden. The technique is implemented
using “nested two-slot” dual system encryption [CGKW18a,HKS15,LW10,LW11,0T12,
Wat09] combined with a combinatorial mechanism for propagation.

Our AKGS is a generalization of Waters’ secret sharing scheme to L and NL, and the
optimized version for DFA is identical to Waters’ secret sharing scheme. Furthermore,
our 1-ABE scheme from AKGS and IPFE is more modular. In particular, our proof
(similar to our 1-ABE for non-uniform computation) does not reason about or trace the

computation, and simply relies on the structure of AKGS. Using IPFE enables us to
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design sophisticated sequences of hybrids without getting lost in the algebra, as IPFE
helps separating the logic of changes in different hybrids from how to implement the
changes. For instance, we can easily manage multiple slots in the vectors encoded in
IPFE for holding temporary values and generating pseudorandomness.

The concurrent work of [GW20a] achieves adaptively secure ABE for DFA using

the partial selectivization techniques. See Section 4.7 for more discussion on this.

4.3 Preliminaries

Table 4.1 explains select single-letter symbols used in this chapter.

Indexing. Throughout this chapter, we use Z, s to denote finite sets of indices from
some (contextually specified) index universe.

For ease of exposition, we extensively use non-integer indices for vectors. Let
S be any set, we write S for the set of vectors whose entries are in S and indexed
by Z, i.e., ST = { (v[i])iez | v[i] € S }. For example, ZI[,"] is just Zj. Suppose s, 5, are
two index sets with s; C s, for any vector v € Z;?, we denote by v|,, its canonical
projection onto Z;', i.e., V|, € Z,;' and v|,[i] =v[i] for all i € s,.

Similarly, non-integer indices can be used for matrices. Let S be a set and Z;, 7, two
index sets, we write ST*%2 for the set of matrices whose entries are in S and indexed
by Z; in the row and Z, in the column. Matrix multiplication and multiplication
between matrices and vectors take their natural meaning so that the inner (common)
index set is summed over. For example, a matrix in ZI{IXIZ can multiply a vector in

Zfz to the left yielding a vector in ZI{I, and it can also multiply any matrix in Z%ZXIS to

the left yielding a matrix in ZJ"%.

To make transposition of vectors meaningful, we equate S with S7*{% and S
with S1% (here, {0} is just any singleton set). For example, suppose u € Zfl, Ve ZI{Z,
Me Zflxzz, then u, v are also matrices of shape Z; x {0}, Z, x {0}, respectively. The
expression u'Mv is a chained multiplication of matrices of shapes {0} x Z;, Z; X I,

{0}x{0}
ZP

T, x {0}, so its value is a matrix in , which is just an element of Z,, the same

as in the case where u,v,M are vectors and matrices indexed by integers.
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Table 4.1. Select single-letter symbols in this chapter.

symbol | meaning

b | challenge bit
f,x,M | function, input, ABP matrix
a, B,y | linear coefficient, constant, evaluation result

L,L,¢,m,j | label function, coefficients, label, count, index

M,@®,5 | machine, state count, transition function
N,T,S | input length, time bound, space bound
t,1 | time step, input tape pointer
J, W | working tape pointer, working tape content

M;,M,, M; | transition matrices

s,r | MDDH,, randomness, garbling randomness (ABE for ABP)
Q,q | query count, query index (ABE for ABP)
r,R/s,S | garbling/simulation randomness (both MDDH;; ABE for NL)

®, ¢ | query count, query index (ABE for NL)




51

The notation of 0 is extended to arbitrary index sets. We write 17 (when clear in
context, 7 can be omitted) for the vector whose entries are indexed by Z and are all 1.
The Kronecker product uses the Cartesian product of the index sets. Let v; € Z;'
and v, € Z;? be two vectors, v = v; ® v, is a vector in Z;"** (not a matrix) with entries

. TixT] IxT,
defined by v|[(s1, s2)] =Vi[s1]v2[s2]. For two matrices M; € Zpl>< l'and M, € szx 2
their Kronecker product M = M; ® M, is a matrix in 7z X ExTy)

' with entries defined
by M[(i1,12), (j1,J2)] = Mi[i1, j1]1M2[i2, jo].

Partial Application. Partially applying a function yields another function with fewer
parameters, and specifying part of the indices of a vector/matrix yields another
vector/matrix with fewer indices. We use the usual syntax for evaluating a function
or indexing into a vector/matrix, except that unspecified variables are represented
by “.”. For example, let M € ZZ¥®* D) ¢ ¢ A, d € D, then M[(a,-), (-, d)] is the
matrix N € Z5*¢ such that N[b, ¢] =M[(a,b), (c,d)] for all b € B, c € C.

Coefficient Vector. An affine function f : ZI{ — 7, is conveniently associated with its
coefficient vector f € Z; (the same letter in boldface) for s = {const} U { coef; |i € T}
such that

f(x) =f[const] + > f[coef;]x[].

1€l
4.3.1 Computation Models

In this chapter, we consider arithmetic computations, i.e., functions with domain Zf
for some prime p and index set Z and with codomain Z,. For them to work with ABE,
we first associate Boolean-output functions (predicates) with them. There are two
natural ways of associating arithmetic functions with predicates — whether or not the

output is zero and whether or not the output is non-zero.

Definition 4.1 (zero-test predicates). Let f : Zf - 7Z,. Define

0, if f(x)=0; .
fro(x) = f-0(X) = =fs0(X) for x € Z;,.
1, if f(x) #0;
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Arithmetic Branching Programs.!” ABP is a computation model introduced in [Nis91]

and later studied in [IK97,BG99,IK00,IK02,IW14]. We focus on the variant over Z,.

Definition 4.2 (ABP). An arithmetic branching program over ZI{ is a weighted directed
acyclic graph (V,E,w,s,t) with two distinguished vertices, where V is the set of
vertices, E is the set of edges, w : E — (ZI{ — Z,) specifies an affine weight function
for each edge, and s,t € V are the distinguished vertices. The in-degree of s and the

out-degree of ¢ are 0. Such a program computes a function f : Z]{ — Z, defined by

f@= > [ Jwe)m.

s-t path j=1

ere

The size of the ABP is |V|, the number of vertices. The class of all ABP is
ABP = {f | f is an ABP over Z/ for some prime p and index set Z }.

When there is no ambiguity, we use f to represent both the ABP and the function it
computes, and ABP both the class of all ABP and the class of all functions computed
by some ABP.

ABP AS RESTRICTED MULTIPLICATION. Alternatively, one can think of an ABP
as a straight-line program with addition and restricted multiplication, where one
multiplicand must be affine in the input. Let f = (V,E, w, s, t) be some ABP of size m
and s =vg,vy,...,vn-1 =t the vertices sorted topologically. The function f(x) can be
computed by the following recurrence:

Yo =1, yi= >, w,v)X) -y, f(X) =ym-1.
(vi,vj)eE

Note that in the recurrence relation, we have i < j by the sorting.

ABP AS DETERMINANT. It is known [IK97,IK02] that one can compute an ABP by

computing the determinant of a special matrix.

71t is also known as algebraic branching programs or mod-p counting branching programs, though

the precise definitions vary.
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Lemma 4.1 (Lemma 1 in [IK02]). Let f = (V,E,w,s,t) be an ABP (Definition 4.2) of
size m and s =vg,v1,...,Um-1 =t sorted topologically. Let M be the (m —1) X (m —1)

matrix whose entries are

0, ifi > j;
-1, ifi =j;
M[i+1,j] =
0, if i < j and (vi,v)) ¢ E;
w(v;,vj)(x), ifi < jand (v;,v)) € E.

The entries of M are affine in X and f(x) = detM.

Turing Machines. The other computation model we consider in this chapter is Turing
machines with a read-only input tape and a read-write working tape. This type
of Turing machine is used to define space-bounded complexity classes of decision
problems, and in this chapter, we construct an ABE scheme for uniform logspace
predicates. One tricky issue with handling Turing machines is that the time/space
complexities of a Turing machine are non-computable. However, our ABE construction
can only handle computation with polynomial time complexity and logarithmic space
complexity. Below we define time/space bounded computation of a Turing machine.
Correspondingly, in our ABE scheme, the attribute specifies, in addition to an input
to the Turing machine, upper bounds on the concrete time complexity 7 and space
complexity S, and decryption succeeds if and only if the machine accepts the input
within this time/space bound. We also confine ourselves to the binary alphabet. The

definition below captures these features explicitly.

Definition 4.3 (Turing machine, time/space bounded computation). A (deterministic)
Turing machine (over {0,1}) is a triplet M = (@, Yacc, 9), Where @ > 1 is the number of
states (the set of states is [@] and the initial state is 1), yacc € {0, 1}€ indicates whether

each state is accepting, and
0 : [Q]x{0,1} x {0,1} — [@] X {0,1} X {0, £1} x {0, 1}, (g,x,w) > (¢',w’, Ai, Aj)

is the state transition function, which, given the current state g, the symbol x on the

input tape under scan, and the symbol w on the working tape under scan, specifies
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the new state ¢’, the symbol w’ overwriting w, the direction Ai to which the input tape
pointer moves, and the direction Aj to which the working tape pointer moves. The
machine must hang (instead of halting) once it reaches an accepting state, i.e., for all
q € [Q] such that y,[¢] =1 and all x,w € {0, 1}, it holds that 6(q,x,w) = (¢, w,0,0).

For input length N >1 and space complexity bound S > 1, the set of internal
configurations of M is Cyns = [N] x [S] x {0, 1}° x [Q], where (i,/,W,q) € CunN.s
specifies the input tape pointer i € [N], the working tape pointer j € [S], the content
of the working tape W € {0, 1}% and the machine state q € [Q].

For bit-string x € {0,1}" (with N > 1) and time/space complexity bounds T, S > 1,
the machine M accepts x within time T' and space S if there exists a sequence of internal
configurations (a computation path of T steps) co, . .., cr € Cun,s With ¢; = (14, ji, Wt, 1)

such that

i0=1,jo=1,Wp=0g,q0=1 (initial configuration);

0(qe, X[ie], Welje]) = (qeet, West [ e, Te1 = U, Jes1 — Ji)s
(for0<t<T)

Wei1[j] = Wy[/j] for all j # j; (valid transitions);

Yacelgr] =1 (accepting).

Denote by M|y r.s the function {0,1}" — {0,1} mapping x to whether M accepts x
in time T and space S. Define TM = { M | M is a Turing machine } to be the set of all

Turing machines.

Remarks. The above definition disallows moving off the input/working tape. For
example, if § specifies moving the input tape pointer to the left when it is already at
the leftmost position, there is no valid next internal configuration.

We can avoid the problem of moving off the input tape by encoding the input
string ab - - - cd as 1a0b0---0c0d1. Here, the 1’s at the ends indicate moving to one
direction (the last direction to which the input tape pointer moved, or left initially)
should be avoided, and the interleaving 0’s indicate that both directions are allowed.

The machine uses two additional bits in its state to remember

« whether it is reading an indicator bit or an input bit (initially “indicator”), and



55
« to which direction the input tape pointer last moved (initially “left”).

The machine can maintain those bits and avoid moving off the input tape accordingly.

We can also eliminate the problem of moving off the working tape to the left by
encoding ab - - - c¢d on the working tape as 1a060 - --0c0d000 - - -, where the leading 1
indicates moving to the left should be avoided, and the interleaving 0’s indicate both
directions are allowed. The machine uses one additional bit in its state and avoids
moving off the working tape to the left accordingly.

The problem of moving off the working tape to the right is undetectable by the
machine, and this is intended. When the space bound is violated, the input is silently

rejected.

Relations Among Computation Models. A Boolean (resp. arithmetic) formula can be
converted to a Boolean (resp. arithmetic) branching program in linear time, and a
Boolean branching program (BP) can be trivially converted into an ABP. Therefore,
ABP is a model that generalizes all the three without degrade in efficiency. Moreover,
if a non-deterministic BP is unambiguous (i.e., there is at most one accepting path), it
can be trivially converted to an ABP; otherwise, it can be approximated by an ABP
of the same size with random weights. Lastly, a family of polynomial-size ABP can
decide languages in NL/poly [BG99]. However, this does not mean that ABE for ABP
trivially implies ABE for NL. In the former, each secret key is associated with a specific
ABP instance hence only works for a specific input length, whereas in the latter, each

secret key is associated with a Turing machine and can work for any input length.

4.3.2 Pairing

We choose to present the more complex schemes using the (symmetric external)

decisional Diffie-Hellman assumption.

Assumption 4.1 (DDH, SXDH). Let GroupGen be a group sampler (Definition 2.4), the

DDH assumption over G is

{(1*, gp, [, b, ab]) haew ~ {(1*, gp, [@, b, c]) }rens
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where (p,...) =gp < GroupGen(1}) and a, b, ¢ < Z,. For a pairing group sampler,
DDH over G; is similarly defined for i € {1,2, T} (the distribution contains gp of the
pairing), and the SXDH assumption over the pairing group stipulates that DDH holds

over G; and G, separately.

Remarks. Assumption 4.1 is DDH with respect to the generator chosen by GroupGen,
whereas MDDH; (Assumption 2.1) is DDH with respect to a random generator. The
latter is implied by the former [EHK*13], and the work of [BMZ19] separates the two
in the generic group model. In fact, the constructions in this chapter are black-box
in the group, so they might as well be instantiated with a modified GroupGen that
randomizes the generator. Abandoning the minute technical difference between DDH

and MDDH; helps focusing on the high-level ideas.

4.3.3 Function-Hiding Slotted IPFE

In this chapter, we rely on a hybrid variant between secret-key and public-key inner-
product functional encryption (IPFE) schemes, called slotted IPFE [LV16,Lin17]. Here,
the index set s of vectors is partitioned into two subsets, s, and sy, referred to
as the public/private slot, respectively. Like in a secret-key IPFE, using the master
secret key, one can generate ciphertexts and keys encoding any vectors. In addition,
similar to a public-key IPFE, using the master public key, one can generate ciphertexts,
however, only for vectors s with values set to zero in the private slot (i.e., uls,;, = 0).
In other words, master public key allows for encrypting into the public slot only.

As we shall see later, pairing-based slotted IPFE allows us to employ techniques

akin to dual system encryption [Wat09,LW10,Att16].

Definition 4.4 (slotted IPFE). Let GroupGen be a pairing group sampler (Definition 2.5).
A slotted inner-product functional encryption scheme based on GroupGen consists of five

efficient algorithms.

« Setup(1%, gp, Spubs Spriv) takes as input gp (from GroupGen(11)) and two disjoint
index sets (the public slot s,.;, and the private slot syy). It outputs a pair of
master public/secret keys (impk,imsk). The overall index set is s = spup U Spriv-

Let the group order be p.
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« KeyGen(14,imsk, [v].) takes as input imsk (secret) and a vector v € Z; encoded

in G,. It outputs a secret key isk for v.

Enc(1*,imsk, [u]);) takes as input imsk (secret) and a vector u € Z;, encoded in G;.

It outputs a ciphertext ict of u.
« Dec(1%,isk, ict) takes as input isk and ict. It is supposed to compute [[(u, v)]r.

« SlotEnc(1%, impk, [u]),) takes as input impk (public) and a vector u € Z;p“h encoded

in G;. It outputs a ciphertext ict of u.

The scheme must be decryption-correct, i.e., for all 1 € N, gp in the support of the

output of GroupGen(11), disjoint Spubs Spriv, and w, v € Z,

(impk, imsk) - Setup(1*, gp, Spub, Spriv)
Pr isk & KeyGen(1%,imsk, [v]2) : Dec(1%,isk, ict) = [(u, v)]r| = 1.

ict & Enc(1%,imsk, [u]y)

The scheme must be slot-mode-correct, i.e., for all 1 € N, gp in the support of the

output of GroupGen(1%), disjoint Syup, Spriv, and u € Z,"°, let

ufs], ifsesyup;
u ez, u'[s] = pub’

0, if s € sprivs

then the following distributions are identical:

(impk, imsk) - Setup(1*, gp, Spub, Spriv) S
(impk, imsk, ict) ¢,

ict & SlotEnc(14, impk, [u]);)

(impk, imsk) < Setup(1*, gp, Spub, Spriv) S
(impk, imsk, ict)

ict & Enc(1%, imsk, [u’],)

Slotted IPFE generalizes both secret-key and public-key IPFE. A secret-key IPFE can
be obtained by setting s,u, = @, $priv = 5; @ public-key IPFE, sy, = 5, Spriv = @. If we
drop Enc and rename SlotEnc to Enc in a public-key IPFE, it formally is a pairing-based

PHFE per Definition 2.1.
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Security. We consider (adaptive) function-hiding property.

Definition 4.5 (function-hiding slotted IPFE). A slotted IPFE scheme (Definition 4.4)

is function-hiding if ExpQ; ~ Exphy;, where Expl (11, A) proceeds as follows.

« Setup. Run gp < GroupGen(11), then run A(1%, gp) and receive two disjoint
index sets s,up, Spriv from it. Run (impk, imsk) & Setup(1%, gp, Spubs Spriv) and send
impk to A. Let = spup U Spriy-

+ Challenge. Repeat the following for arbitrarily many rounds determined by .A.

In each round, A has two options.

~ A can submit [v)],, [v}], for a secret key, where v?,v} € Z;. Upon this
challenge, run isk; < KeyGen(1%,imsk, [[vj’.’]]z) and send isk; to A.
- A can submit [u}];, [u}]; for a ciphertext, where u),u; € Z5. Upon this

challenge, run ict; < Enc(14, imsk, [u’],) and send ict; to A.

1

|5pub - v-/
for all j and <u?,v;.’> = (u},v}) for all i, j. Otherwise, the outcome is set to 0.

*+ Guess. A outputs a bit &’. The outcome of the experiment is &’ if v;.) -
pul

Lemma 4.2 ([ALS16,Weel7,LV16,Linl7]). Let GroupGen be a pairing group sampler
(Definition 2.5) and k > 1 an integer constant. If MDDH, (Assumption 2.1) holds in both G,
and G, then there exists a function-hiding slotted IPFE scheme (Definitions 4.4 and 4.5)

based on GroupGen.

See Section 4.7 for further discussion of Lemma 4.2.

4.3.4 1-ABE

At the core of our adaptively secure ABE is a construction for the simpler case of 1-key
1-ciphertext secure secret-key ABE — termed 1-ABE. For technical reasons, it is more
convenient to put the message into the key.'® It captures our key ideas for achieving
adaptive security using arithmetic key garbling (Definition 4.7) and function-hiding

IPFE (Definitions 4.4 and 4.5) while keeping the ciphertext compact.

BJumping ahead, we will fully embrace the idea of putting the message and the function together in

Chapter 5.
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Definition 4.6 (1-ABE). Let GroupGen be a pairing group sampler (Definition 2.5).
A (secret-key) 1-ABE scheme based on GroupGen is an ABE (Definition 2.3) with the

following modifications.
« Setup outputs msk without mpk.
+ KeyGen additionally takes a message u € Z, as input.
« Enc uses msk in place of mpk, and does not take a message as input.
« Dec recovers [[ ]t if decryption is authorized.

Such a scheme is I-key I-ciphertext secure (or simply secure) if Exp?, . ~ EXpj ,pr, Where

EXp®, g 18 EXpSypp (Definition 2.2) with the following modifications.
+ In Setup, A does not receive mpk (it still receives gp prior to choosing param).

« In Query I/II, when A submits a query £, sample random pads u°, u! & Z,, run

sk & KeyGen(1%, msk, £, 10), and send (sk, u?) to A.

« In Challenge, A submits a challenge x without u. Upon the challenge, run

ct & Enc(1%, msk, x), and send ct to A.

 In Guess, A outputs a bit b’. The outcome of the experiment is 4’ if A makes
only one key query for some f and Pj gp param (f, x) = 0. Otherwise, the outcome

is set to 0.

4.4 Arithmetic Key Garbling Scheme

Arithmetic key garbling scheme (AKGS) is an information-theoretic primitive refined
from randomized encodings [AIK11] and partial garbling schemes [IW14]. It is the
information-theoretic core in our construction of 1-ABE (Definition 4.6). Given a
function f : Zg — Z, and two secrets a, § € Z,, an AKGS produces label functions
Ly,...,L,: ZI{ — 7, that are affine in x. For any x, one can compute (af (x) + f)
from L(x),..., L, (x) together with f and x, while all other information about «a, §

are hidden.
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Definition 4.7 (AKGS, adopted from Definition 1 in [IW14]). An arithmetic key garbling
scheme for a function class F = {f}, where each f : Zg — Z, for some p, T specified

by f, consists of two efficient algorithms.

* Garble(f, a, B) takes as input f : ZI{ — 7, € F and a, f € Z,. It is randomized
and outputs m affine functions Li,..., L, : Z% — Z, (called the label functions,
specifying how an input is encoded into labels). Pragmatically, it outputs the

coefficient vectors Ly, ..., L,,.

« Eval(f,x, 4,...,4,) takes as input f : Zg —7Z,€F,X¢€ Zg, and 4,...,4, €Z,.
It is deterministic and outputs a value in Z,. The input 4, ..., ¢, are called the

labels, which are supposed to be the values of the label functions at x.
The scheme must be correct, i.e., forall f : ZL - Z, € F, a, € Z,, x € Z,

(Li,...,Ly) & Garble(f, a, )
Pr : Eval(f,x,4,...,6,) =af(x) + 8| =1.
¢; — Lj(x) for all j € [m]
The scheme must also have deterministic shape, i.e., m is determined solely by f,

independent of a, § and the randomness in Garble. The number of label functions,

m, is called the garbling size of f under this scheme.

Definition 4.8 (linear AKGS). An AKGS (Definition 4.7) is linear if the following

conditions hold.

« Garble(f, a, B) uses a uniformly random vector r & Z;,”' as its randomness, where

m’ is determined solely by f, independent of a, S.

« The coefficient vectors Ly,...,L, produced by Garble(f, a, B;r) are linear in
(a, B,1).
« Eval(f,x,4,...,4y,) is linear in (4, ..., ¥4,).

In this dissertation, AKGS always refers to linear AKGS.
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4.4.1 Security Notions

The basic security notion of AKGS requires the existence of an efficient simulator
that draws a sample from the real labels’ distribution given f, x, and (af (x) + §). We
emphasize, as it is the same case in [IW14], that AKGS does not hide x and hides all

other information about «, § except the value (af(x) + f).

Definition 4.9 ((usual) simulation security, Definition 1 in [IW14]). An AKGS
(Definition 4.7) is secure if there exists an efficient algorithm Sim such that for all

f: ZI{ —Z,eF,a,pely,XE ZI{, the following distributions are identical:

(Li,...,Ly,) < Garble(f, a, )
(€17 AR gm) J
¢; — Lj(x) for all j € [m]

[ (b,....60) & SIm(F,x,af(X)+8) @ (4,...,60)}.

As discussed in Section 4.2.1, the usual simulation security suffices for selective (or

semi-adaptive) security. To achieve adaptive security, we need the following stronger

property.

Definition 4.10 (piecewise security). An AKGS (Definition 4.7) is piecewise secure if the

following conditions hold.

« The first label is reversely sampleable from the other labels together with f and x.
The sampling must be perfect even given all the other label functions. Formally,
there exists an efficient algorithm RevSamp such that for all 7 : ZI{ — 7, € F,

a,pely, xc ZI{, the following distributions are identical:

(Li,...,Ly) < Garble(f, a, B)
(4,Lo,...,Ly) ¢,
£1 «— LI(X)
(Ly,...,Ly) < Garble(f, a, §)
4 «— Lj(x) forall j e [m], j >1 i (4,L,...,Ly)
4 & RevSamp(£,x, af (X) + B, b, ..., by)
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« For the other labels, each is marginally random'® even given all the label functions
after it. Formally, forall f : ZI — Z, € F, a, € Z,, x € Z, and all j € [m] such
that j > 1, the following distributions are identical:

(Lb s Lm) (i Garble(f7 a, ﬂ)

(gj’Lj+1a"'7Lm) ’
fj — Lj(X)

(Li,...,Ly) < Garble(f, a, )
(éja Lj+1’ L Lm)
4 & 7,

Lemma 4.3 (). A piecewise secure AKGS (Definitions 4.7 and 4.10) is also secure

(Definition 4.9).

Proof (Lemma 4.3). Assuming the AKGS is piecewise secure, we let the simulator

Sim(f,x,y)
1. sample ¢4 <& 7, for 1 < j < m,
2. reversely sample 4 & RevSamp(f,x,y, 6, ..., ¥4,), and
3. output (4, ..., 4n).

It is readily verified that Sim efficiently and perfectly simulates the labels. Therefore,

the AKGS is also secure. m|

Special Piecewise Security. We identify a special structural form of AKGS, referred
to as special piecewise security. It is equivalent to piecewise security, and has
the advantage of being easier to verify. In particular, all AKGS considered in this

dissertation have this form.

Definition 4.11 (special piecewise security). An AKGS (Definition 4.7) is special

piecewise secure if it has the following special form.

q b bn

U |
« Forall f: 7} — 7, in F and all x € ZZ, it holds that Eval(f,x,1,0,...,0) # 0.

This is an unfortunate misnomer since [LL20a,L.L20b]. The correct wording is “conditionally random”.

We keep the original version for consistency.
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« For all f: Zg — 7, in F and all a,f €7y, let r & ZZ’L' be the randomness
Garble(f,a, ) uses. For all j e [m] such that j>1, the label function L;

produced by Garble(f, a, B;r) can be written as
Lj(x) = kjr[j - 1] + Li(x; a, B, x[> j]),

where k; € Z, is a non-zero constant (not depending on X, a, §,r) and L;. is an
affine function of x whose coefficient vector is linear in (a, 8,r[j],r[j +1],...).

The component r[j — 1] is called the randomizer of L; and 4.

We note that the first requirement of special piecewise security, on top of Eval being
linear in the labels (always required as a linear AKGS), simply says that the coefficient

of 4 is always non-zero. An AKGS with the special form is clearly piecewise secure.

Lemma 4.4 (1). A special piecewise secure AKGS (Definitions 4.7 and 4.11) is also
piecewise secure (Definition 4.10). Moreover, the RevSamp algorithm (required in piecewise
security) obtained for a special piecewise secure AKGS is linear iny, b, ..., ¢, and perfectly

recovers ¢, even if the randomness of Garble is not uniformly sampled.

Proof (Lemma 4.4). Assuming that the AKGS is special piecewise secure, we first show

that the first label is reversely sampleable. Since Eval is linear in the labels, we have
Eval(f,x, 4, 6,...,4,) = Eval(f,x,1,0,...,0) + Eval(f,x,0, 6, ..., 6,).

Define the reverse sampling algorithm as

—Eval(f,x,0,6,...,6,)
ReVSamp(£, X, 7, b, -, ) = - Al

which is clearly efficient and linear in vy, 6, ..., ¢,. Note that given f,X,y, &, ..., 4n
with y = af (x) + B, the first label 4 is uniquely determined due to the requirement
of Eval in special piecewise security, and the algorithm RevSamp defined above
computes this value. Since 4 is uniquely determined, it does not matter if the label
functions Ly, ..., L, are revealed, nor if the garbling is not generated using uniform
randomness.

For the marginal randomness property, for all 1 < j < m, given the label functions
Lii1,...,Ly, the label ¢ =k;r[j - 1] + LJ’.(x) is uniformly random since r[j —1] is a

uniformly random value independent of LJ’., Lit1,...,Lp. O
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A piecewise secure AKGS can be converted into a special piecewise secure one.

Theorem 4.5. A piecewise secure AKGS (Definitions 4.7 and 4.10) is also special
piecewise secure (Definition 4.11) after an appropriate change of variable for the random-

ness used by Garble.

See Section 4.7 for further discussion of Theorem 4.5.

4.5 KP-ABE for Arithmetic Branching Programs

In this section, we show how to construct a KP-ABE for ABP in three steps: i) construct
a piecewise secure AKGS for ABP; ii) build a 1-ABE using a piecewise secure AKGS
and a function-hiding secret-key IPFE; iii) lift the 1-ABE into a full-fledged ABE using
slotted IPFE.

The first step is specific to the class of predicates for which we want to construct
an ABE. The second and third steps are independent of the predicates as long as all

the predicates share the same domain.

4.5.1 AKGS for ABP

Our piecewise secure AKGS for ABP is a special case of the partial garbling scheme for
ABP in [IW14], which is in turn built upon randomizing polynomials [IK00,IK02]. In a
partial garbling scheme (PGS), the input of a function f : ZI{X X Zfz — Z, is divided
into two parts, the public part x € ZZX and the private part z € ZII,;Z. The labels for f
with input X,z in a secure PGS contain no other information about z except the value
f (x,z), but might otherwise completely reveal x.

More specifically, our AKGS for computation f(x) with secrets a, § is essentially
a PGS for the computation (af(x) + ), where x is the public input and «a, § are the
private inputs. In this special case (or slightly more generally, when the computation
has degree 1 in the private inputs), the PGS of [IW14] satisfies the linearity structure
and the (usual) simulation security of AKGS. We further show that it also satisfies the

stronger piecewise security.
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AKGS and PGS have slightly different syntax. In an AKGS, the label functions
L;’s are regarded as affine functions of x with (a, §,r) hardwired, and the coefficient
vectors L; are linear in (a, 8,r). In a PGS, L;’s are regarded as affine functions of
(x, a, ) with r hardwired, and the coefficient vectors L; are affine in r. Below, we

recall the PGS for ABP [IW14] in the syntax of an AKGS.

Construction 4.1 (AKGS for ABP [IW14]). Let F = ABP be the class of all ABP. The
AKGS (Garble, Eval) for F operates as follows.

+ Garble(f, a, ) takes as input an ABP f € F = ABP and two secrets a, f. Suppose
f is over Zg and of size m, and a, § € Z,. The algorithm computes the matrix M

in Lemma 4.1 (whose determinant is the output of the function) and augments it

into an m X m matrix M
,,,,,,,,, J/ —_—— -

| |

S R * x 10

| |

/ i -1 * * i 0 M ml
M = | | =

| | : T

0 1 % 1 0

L o e J
o o0 --- 0 -1 a

Here, the augmented matrix M’ is the matrix for an ABP computing (af(x) + ).

It then samples r & Z7! as its randomness, sets

N = I,.1 r ’
0 1
and defines the label functions by

|  Li(x)
3 L L

—~ M Mr+m, | M !

m, mpr+a | |
o ! Lm—l(x)
00 0 -1 Ly, (X)

The algorithm outputs the coefficient vectors Ly, ...,L, of Ly,..., L.
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« Eval(f,x, 4,...,4,) takes as input f : ZI{ — 7, € F = ABP of size m, an input
X € Zf, and m labels 4, ..., 4,. It computes M (with the value of x substituted)

in Lemma 4.1 and sets

l !

1 A
| M 1
M= |

:L 77777777777777 J gm—l

0 0 0 -1 ¢,

The algorithm outputs det M.

Syntax and Correctness. We verify that Construction 4.1 is indeed a linear AKGS

(Definitions 4.7 and 4.8).

« L,y,...,L, are affine functions of x. The entries of M’ are affine in x and those

of N are constant with respect to x. Therefore, the label functions L,,...,L,,

(the last column of M'N) are affine in x.

+ Shape determinism holds. The garbling size of f is its size as an ABP.

* Garble is linear in (a, 8,r). The matrices M, m, are constant with respect to

(a,B,r), and r,my, a are linear in (a, §,r), so (Mr +m,) and (mjr + @), hence

the coefficients of Ly, ..., L,-1 and L, are linear in (a, 8, ).

« Correctness. Since ¢ = L;(x) for all j € [m], the matrix M in Eval is the matrix

M in Garble with x plugged into it, and we have

detM = det(M'N) = detM’ detN = detM’

Laplace expansion in _
(the last column of M’) =adetM+f

(Lemma 4.1) =af(x)+ .

., 4. This follows from the Laplace expansion of detM in

 Eval is linear in 4,

the last column.
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Security. Ishai and Wee [IW14] observed that in Garble of Construction 4.1, all the

possible N’s form a matrix subgroup

I,.1 r
g={| """ rezy 'L,
0 1

and that the labels are the last column of a uniformly random element from the
left coset M'H = {M'N |N € H}. Moreover, each such left coset has a canonical

representative M” determined by £, x, and (af (x) + f):

af (x) +
0

! M !
| | e M'H.

By the properties of cosets, M"H = M’'H. Therefore, given f, x, and (af (x) + §), one
can sample a uniformly random element from M”H = M'H to simulate the labels.
This proves the (usual) simulation security.

We now proceed to the stronger security notions introduced in this chapter.
Theorem 4.6 (). Construction 4.1 is special piecewise secure (Definition 4.11).

Proof (Theorem 4.6). We first show that 4 has non-zero coefficient in Eval. Recall that

M
!
i * * .. ox * i 4
C-1 o= x ok b
- i -1 k% i 4
M = | . |
0 S
0 O 0 -1 b

Consider the Laplace expansion of detM in the last column:
Eval(£,X, 4, ..., 4,) =detM = A14 + Aol + -+ + A,

where A; is the (j, m)-cofactor of M. Observe that by definition, each A; is solely
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determined by f and x, so the above expansion expresses Eval as a linear function of
the labels, and in particular, the coefficient of 4 is A; = (-1)'*™(-1)"1 =1 0.
Now we show that the label functions are in the special form. Recall that the label

functions are defined by the last column of

M[1,1] M[1,2] --- M[L,m-2] M[Lm-1 g \[1 r[1]
-1 M[2,2] -~ M[2m-2] M[2,m-1] 0 1 r[2]
R -1 v M[3,m-2] M[3,m-1] 0 1 r[3]
M=MN=
-1 Mm-1m-1] 0 1 r[m-1]
-1 a 1
Computing the label functions Lo, ..., L, we get
kj =-1 LJ'.(X; a,ﬂ,rzj)
l l
m-1
I<j<m) Li(x) = -r[j-1] + r[/ IM[J, '],
J'=j
L,(x) = -rlm-1] + a.
T T
km =-1 L, (x;a,p)

They are in the required special form (the randomizer of L; is r[j — 1]).
We conclude that Construction 4.1 is special piecewise secure. m]
4.5.2 1-ABE for ABP

For any function class F (e.g., arithmetic branching programs), we show how to
construct a 1-ABE (Definition 4.6) for zero-test predicates (Definition 4.1) of F using a

piecewise secure AKGS for F and a function-hiding secret-key IPFE scheme.

Ingredients of Construction 4.2. Let
+ (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F,
* GroupGen a pairing group sampler (Definition 2.5), and

* (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) a secret-key IPFE (Definition 4.4)

based on GroupGen.



69

Construction 4.2 (1-ABE). Define (see Definitions 2.3 and 4.6)
Paramsg, = {1" |n € N}, Fogpin ={fro,fx0 | f€F, f:Zy > Z,},
Xep1n =2, Pgp1n(f',x) = (%),

where p is the group order in gp. Our 1-ABE scheme based on GroupGen operates as

follows.

« Setup(gp, 1") takes as input the group description gp and the attribute length
n in unary. It sets up the IPFE imsk & IPFE.Setup(gp, s1-age) for the index set

s1-aBE = {const, coefy, ..., coef,, simy, sim,}. The algorithm outputs msk = imsk.

The positions indexed by const, coefy, ..., coef, in the secret key encode the
coefficient vectors of the label functions produced by garbling f with secrets
a, B. They encode 1 and x in the ciphertext. The positions indexed by simy, sim,

are set to zero by the honest algorithms, and are only used in the security proof.

* KeyGen(msk, f’, 1) takes as input msk, some f’ € Fgp1n, and u € Z,,. It samples

n & 7, and garbles the function f underlying f’ by

a — U, ﬁ<_07 iff/:fth} $
(Ly,...,L,;,) < Garble(f, a, B).

a—mn, Peup, Af =fy;

The algorithm generates an IPFE key isk; <- IPFE.KeyGen(imsk, [v;]) for the

following vector v; encoding each label function L;:

vector‘ const coef; simp  simy

\Z ‘Lj[const] L;[coef;] 0 0

It outputs sk = (isky, ..., isky).

* Enc(msk, x) takes as input msk and x € Z]. It generates an IPFE ciphertext

ict & IPFE.Enc(imsk, [u]};) encrypting the vector u containing 1 and x:

vector ‘ const coef; sim; simy

The algorithm outputs ct = ict.
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« Dec(f’, sk, x, ct) outputs L if f’(x) = 0. Otherwise, it parses sk, ct as in KeyGen,

Enc and computes

(for j € [m]) [4 ]t < IPFE.Dec(isk;, ict),

o Eval(f x, [alr, .., [6nlr), if £/ = fro;

Eval(f,x, [[&]]Ta SRR [[gm]]T)’ if ' = f=o.

[l <

The algorithm outputs [ ¢']r-

Correctness. We verify that the scheme is correct. First, by the correctness of IPFE
and the definition of {v;};,u, we have ¢ = (u,v;) = L;(x) for all j € [m]. Next, by the
linearity of Eval in 4,..., ¢,, we can evaluate the garbling in the exponent of the
target group and obtain Eval(f,x, 4, ..., ¥4,) = af (X) + f in the exponent. In the two

cases where decryption should succeed, we have

uf (x), if f' = fyo and f(x) # 0;
U, if f/ =f- and f(x) =0.

af (%) +f =

In both cases, the u’ above is equal to u. Therefore, correctness holds.

Security. We state and prove the security of our 1-ABE.

Theorem 4.7 (1). Suppose in Construction 4.2, the AKGS is piecewise secure (Defi-
nition 4.10) and the IPFE scheme is function-hiding (Definition 4.5), then the resultant
I-ABE scheme is 1-key 1-ciphertext secure (Definition 4.6).

Proof (Theorem 4.7). The statement is Exp®, . ~ Exp] , . Recall that in Exp?, ., the
adversary is allowed to obtain a single key sk for a policy f” encrypting u° and a single
ciphertext ct for an attribute x, where f”, x are chosen adaptively by the adversary and
satisfy either f’ = foo and f(x) # 0, or f’ = fx and f(x) = 0. (If those constraints are
not satisfied, the outcome of the experiment is set to 0.) In addition, the adversary
receives u® along with sk.

Since Exp?, .. and Exp! ;.. are identical until the adversary receives (sk, u°), we

analyze the indistinguishability of these two experiments in two cases.
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+ Case 1: The ciphertext challenge x appears before the secret key query f’. This

is the simpler case, where adaptive security collapses down to selective security,
because by the time sk needs to be generated, the challenge attribute x is
already known. The proof proceeds in two simple steps: i) by the function-
hiding property of IPFE, we can remove the coefficient vectors L; of the label
functions L; encoded in isk;’s, and hardwire the labels ¢ = L;(x) in isk;’s (such
hardwiring is possible thanks to the fact that sk contains many IPFE secret keys,
which provide sufficient space for embedding ¢’s); and ii) after replacing L;’s by
¢’s, by the (usual) simulation security of AKGS, the hardwired labels {¢;};c[m
are independent of ©° whenever decryption is unauthorized. Since u° and y!

are identically distributed, the two hybrids are identical.

+ Case 2: The ciphertext challenge x appears after the secret key query f’. Now,

at the time sk needs to be generated, the adversary has not chosen the challenge
attribute x. Consequently, the previous argument breaks down at the step of
hardwiring — we can no longer hardwire the labels {{ = L;(X)}c[m] in sk, as x is
not yet known, nor can we hardwire the labels in ct, as ct contains only a single
IPFE ciphertext ict and does not have enough space for embedding all the 4’s.
We resolve this by relying on the piecewise security of AKGS. Roughly speaking,
it allows us to gradually switch the coefficient vectors L; of the label functions L;
to simulated labels ¢; <~ Z, via a series of hybrids. Between neighboring hybrids,

only two label functions/labels are changed, which can be hardwired in ict.

Below, we first prove security in the simpler Case 1 then move to Case 2.

CASE 1. Consider the following hybrids.

» HY is Exp?, ..., where the vector u encrypted in the IPFE ciphertext ict (in the
1-ABE ciphertext ct) and the vectors v; encoded in the IPFE secret keys isk; (in
the 1-ABE secret key sk) are described in Table 4.2. Note that u appears before

v; in the experiment.

« H® proceeds identically to Hg, except that it sets v;[const] to the desired inner

product of v; with u — the honest labels ¢ = L;(x) — and the other positions
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to 0, as described in Table 4.2. Since the inner products (u,v;) are the same
in H? and Hg , it follows directly from the function-hiding property of IPFE that

b b
Hy ~ HJ.

. le’ proceeds identically to Hi’, except that the hardwired labels (4,..., 4,) are
now simulated using Sim(f, x, af (x) + B). By the (usual) simulation security of

AKGS, H? = Hb.

We further argue H) = H}. In both hybrids, the labels are simulated as Sim(f,x,
af (x) + B). In the two cases where decryption is not authorized, we have

0, if 7 = fz0 and f(x) = 0;

af (x) +f =

nf(x) +u’ (n & 2p), if f7 = f-o and f(x) # 0.
Either way, (af(x) + ) is independent of u°, hence y° is a uniform random value
independent of everything else in H) — so is x! in Hj. In addition, everything except
u°, pt are identically distributed in H) and H}. Therefore, the two hybrids are identical.

By hybrid argument, we conclude Exp?_ ABE ~ Expi_ apg conditioned on Case 1.

Table 4.2. Hybrids, 1-ABE for ABP, Case 1 (x then f).

hybrid vector const coef; sim;  sim,
. . u 1 x[1] 0 0
H = Exp - r--~-——-=-°-= il | "
0 LABE V; ' L;[const] ' Lj[coef;] 0 0
u 1 x[i] 0 0
Hy
7 ¢ = L;(x) [0] 0 0
u 1 x[i] 0 0
H3
v; simulated ¢ 0 0 0

Simulation in H5: (4,..., 4, < Sim(f,x, af (x) + ).
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CASE 2. We prove Expf_ABE ~ ExpiABE conditioned on Case 2 via a series of hybrids.
The hybrids are logically divided into three groups: i) the first few hybrids remove
the first label function, and hardwire the first label that is reversely sampled; ii) the
middle hybrids are a loop, and in each iteration one label function is replaced by
a simulated label; and iii) in the final hybrid, all the labels are simulated, and the

message u° is information-theoretically hidden.

Table 4.3. Hybrids, 1-ABE for ABP, Case 2 (f then x), first and final.

hybrid vector const coef; simp simy
vi | Li[const]: iL;j[coef;]: 0 0
HY = Exp? pp | J > 1:v; | Lj[const]  Lj[coef;] 0 0
u 1 x[i] 0 0
Vi 0] 0] 0
H? j>1v; | Lij[const]  L;[coef;] 0 0
u 1 X[l] 4 = Ll(X) 0
Vi 0 0 1 0
ey, oy |Gl Liedll oo
u 1 x[i] 4 & RevSamp(---) 0
b
HE ot | e
Vi 0 0 1 0
Ho=HE o 7>y | |47, 0] 0 0
u 1 x[i] 4 & RevSamp(---) 0
Reverse sampling in HE, HZ: 4 & RevSamp(f,x,af (X) + B,4s,...,4n).

In HY, the labels ¢ (j > 1) are computed honestly as L;(x) using IPFE.

In H8, they are simulated as random and hardwired in sk.
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We start with the first few hybrids.

- Hbis Expi’_ apps Where the vector u encrypted in the IPFE ciphertext ict (in the
1-ABE ciphertext ct) and the vectors v; encoded in the IPFE secret keys isk; (in
the 1-ABE secret key sk) are described in Table 4.3. Different from Case 1, the

vector u appears after v; in the experiment.

« H® proceeds identically to Hg, except that it removes the coefficients of the
first label function L; from v;[const], vi[coef;] and hardwires the honest first
label 4 = L;(x) into u[sim;], as described in Table 4.3. Since the inner product
remains the same as in Hg, by the function-hiding property of IPFE, we have

b . b
HE ~ HP.

« HS proceeds identically to H2, except that the hardwired first label is now

reversely sampled as
&4 < RevSamp(f, X, af (X) + B, &, ..., ),

where ¢ = L;(x) for j > 1 are the honest labels. By the reverse sampleability of

AKGS (Definition 4.10), we have H? = H3.

The final hybrid is H3, which proceeds identically to H3, except that for all j > 1, the
coefficient vector L; of the label function L; is removed from v; and a simulated label
¢: & 7, is hardwired in v;[const], as depicted in Table 4.3. Correspondingly, the first
label 4 is reversely sampled using these simulated labels. The hybrid is similar to H
in Case 1, except for the location where 4 is embedded. However, we cannot move
from Hj to H} in one shot. Instead, we go through a loop consisting of Hj . |,...,H} _,

forl1<j<m.

. Hg,j,l proceeds identically to H5, except that for all j* such that 1 < j’ < j, the
coefficient vector L;: of the label function L;: is removed from v;; and a simulated
label ¢, < Z, is hardwired in v; [const], as described in Table 4.4. In this hybrid,

4 is reversely sampled using simulated &, ..., %_; and honest ¢, ..., {,.

« HY ., proceeds identically to H? .|, except that it removes the coefficient vector
Jo 3,J,1

of the j™ label function L; from v; and hardwires the honest j label ¢ = L;(x)



Table 4.4. Hybrids, 1-ABE for ABP, Case 2 (f then x), loop (middle).

hybrid vector const coef; simp simy
Vi 0 0 1 0
1<j <j vy | & &z, 0 0 0
H v; | Lj[const]: iLj[coef,]: 0 0
> LI T T A [
J'>j: vy | Lp[const] Lj[coef;] 0 0
u 1 x[1] 4 [(:)]
Vi 0 0 1 0
. . $
1<y <j: vy b — 7, 0 0 0
b
HS ., \Z 0] 0] 0
J'>j: vy | Ly[const]  Lj[coef;] 0 0
u 1 x[7] 4 ¢ = Li(x)
Vi 0 0 1 0
. .. $
1<y <j: vy b — 7, 0 0 0
b =7 r_"
H s \4 0, 0 0 L1
J'>j: vy | Ly[const]  Lj[coef;] 0 0
u 1 x[i] 4 ¢ &7,
Vi 0 0 1 0
. .. $
1<y <j: vy b — 7, 0 0 0
b — b $
Hs 4 = Hs i vj 4 =7, 0 0 0]
J'>j: vy | Lpy[const]  Lj[coef;] 0 0
u 1 x[1] 4 @
In this iteration, the labels ¢ are...
(G’ =1 simulated as RevSamp(f,x, af (x) + B, &, . .., ¥,) and hardwired in ct;
1<y <yJ) simulated as random and hardwired in sk;
G =7 computed as L;j(x) using IPFE
— computed as L;(x) and hardwired in ct
— simulated as random and hardwired in ct
— simulated as random and hardwired in sk;
G > computed as Ly (x) using IPFE.

75
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in u[sim,], i.e., L; is gone in ng , and the honest label ¢ is left. The modified
vectors v; and u are described in Table 4.4. Since the inner products remain the

same, by the function-hiding property of IPFE, we have H . | ~ H} .

b

3. €xcept that the ;™ label is simulated as

. Hg,j’3 proceeds identically to H
¢ &7, InH ., and H} _ ., only the coefficient vectors L; of the label functions
Lj for j' > j appear, whereas for 1 < j' < j, a simulated label ¢ is hardwired
in vy [const]. In both hybrids, the first label 4 can be efficiently reversely
sampled from &, ..., ¢_; (simulated), ¢ (honest or simulated) and L;,1,...,L;,
(producing honest labels). Therefore, by the marginal randomness property of

AKGS (Definition 4.10), we have ng 5 = ng 3

b

3.3 €xcept that the simulated 7™ label ¢ is moved

. Hg’j’ , proceeds identically to H

from u[sim,] to v;[const] as described in Table 4.4 (so that u[sim,] is free to be

b

used in the next iteration of hybrids from H3 .
,J+11

to Hg,j +1.4)- Since the inner
products remain the same, by the function-hiding property of IPFE, we have

b Wb s b — b
Hy i3~ H; . In addition, observe that Hy g =Hs g

Moreover, H3 = HS, and H} = H% . Therefore, H) ~ H% by hybrid argument. We

further argue H} = H}. Observe that in both hybrids, the labels are simulated as
0 &7, forj =2,...,m, & < RevSamp(f,X,af(X)+ B, b, ...,0).
In the two cases where decryption is not authorized, we have

if f” = fx0 and f(x) = 0;
af (x) + =

nf(x)+1°  (n & 2p), if f' = f-o and £ (x) # 0.

Either way, (af(x) + ) is independent of u°, hence 1° is a uniform random value
independent of everything else in H} — so is x! in H;. In addition, everything except
u°, ' are identically distributed in HY and Hj. Therefore, they are identical.

By hybrid argument, we conclude Exp?, .. ~ Exp; ,p conditioned on Case 2. O
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4.5.3 KP-ABE for ABP

We now lift the 1-ABE scheme to a full-fledged ABE by implementing the ideas

discussed in Section 4.2.2.

Ingredients of Construction 4.3. Let

* (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F,

« GroupGen a pairing group sampler (Definition 2.5) for which MDDH,, (Assump-
tion 2.1) holds over G, and

* (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec, IPFE.SlotEnc) a slotted IPFE (Defini-

tion 4.4) based on GroupGen.

Construction 4.3 (KP-ABE). Define (see Definition 2.3)

Paramsg, = {1" | n € N}, Fgpin ={fro,fx0 | f€F, f:Zy > Z,},
Xegpan =2, Yegp1» = G, Pgp1n(f', %) = (%),

where p is the group order in gp. Our KP-ABE scheme based on GroupGen operates as

follows.

* Setup(gp,1”) takes as input the group description gp and the attribute length n
in unary. It sets up the IPFE (impk, imsk) & IPFE.Setup(gp, Spubs Spriv) for

spub = { pad, const’, coef! | ¢ € [k],i € [n] },

Spriv = { const, coef;, simy, sim, |7 € [n] } (= $1.a8E),

where $.apg is defined in Construction 4.2. The algorithm outputs mpk = impk

and msk = imsk.

The names of the indices are as follows. For each ¢ € [£], the positions indexed
by const’, coef], ..., coef!, encode the coefficient vectors L;. of the label functions
of one garbling in the secret key, and encrypt a random multiple of (1,x") in
the ciphertext. The position indexed by pad encodes 1 in the secret key and
encrypts a random pad & < Z,, in the ciphertext. The private slot is reserved
for the security proof and values at those indices are set to 0 by the honest

algorithms.
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+ KeyGen(msk, f’) takes as input msk and policy f” € Fgp 1». It samples u & ZIIZ and

n & Z{; , and creates k garblings of the function f underlying f’ by

a—pu, f<0, if £ = fro;
@ —1, ﬁ<_”’ iff,:f:();

(for t € [E]) (LY, ..., L.) « Garble(f, a[t], B[t]; s).

The randomness vectors ry, . . ., r; for garbling f are independently sampled and
written explicitly. The algorithm sets the vector v,,q € Z; to encode the random
pads g and the vector v; € Z; for j € [m] to encode the j™ label function in all

the % garblings as follows:

vector | pad  const! coef! in spriv
Vpad 1 K (2] 0 0
\7 0 LJ? [const] th. [coef;]

It then generates IPFE secret keys for them by

iskpad < IPFE.KeyGen(imsk, [Vyadl2),

(for j € [m])  isk; < IPFE.KeyGen(imsk, [V;]2).
The algorithm outputs sk = (iskpag, iski, - . . , isky).

Enc(mpk, X, g) takes as input mpk, attribute x € Z7, and message g € Gr. It
samples a random pad 4 < Z, and random multipliers s <- Z;ﬁ, and sets the

vector u € Z;p“b to encode them as follows:

vector ‘ pad const’  coef!

The algorithm generates an IPFE ciphertext ict < IPFE.SlotEnc(impk, [u];) and
outputs ct = (g + [~], ict).
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« Dec(mpk, f’, sk, x, ct) outputs L if f/(x) = 0. Otherwise, it parses sk as in KeyGen

and ct as ([[z]t, ict), and runs

[2’]T < IPFE.Dec(iskpag, ict),
(for j € [m]) [ 4]t < IPFE.Dec(isk;, ict),
AsBval(f,x, [l [nl), 3 £ = foo;

Eval(f,x, [[51]]'[, ey [[gm]]'r), if f/ = f:().

[T <

The algorithm computes and outputs ([z]t + [#']lr = [2’]l0)-

Correctness. To verify correctness, consider the random linear combination L; of
label functions le., cee LJ}? with weights s,
(for j € [m]) Li(x) = > s[t]Li(x), L; = > s[f]L.
te[k] te[k]
The coefficient vector of L; is exactly L; define above. Furthermore, by the linearity
of Garble, we have (Li,...,L,) = Garble(f, @, ﬁ; r), where @, ,E,f are the random linear

combinations (with the same weights s) of a, B, {r:},c[z] in the £ garblings, i.e.,

a=(s a), B=(s,p), r= >, s[tr.

te|k]

Observe that by the definition of v;,q, v;, u and the correctness of the IPFE scheme,

Z’ = <u’vpad> :h+<syﬂ> :h+ﬁa

(for j € [m]) G =(u,v;) = > s[t]Li(x) =L;(x),
telk]

where 1 = (s, u) is the linear combination of g by s. By the linearity of Eval in
4,...,4,, we can evaluate the garbling in the exponent of the target group and obtain
Eval(f,x,4,...,%,) = af (X) + B in the exponent. In the two cases where decryption

should succeed, we have

af (x) = af (x), if f = fzo and f(x) # 0;
B=1, if f' = f-o and f(x) = 0.

arx+p=

Either way, ¢’ =1, hence [[z]lr + [/ ]t = [’ ]t = (g + [2]1) + [2]r - [~ + E]r = &, i-e.,

Dec correctly recovers the message.
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Security. We state and prove the security of our ABE construction.

Theorem 4.8 (). Suppose in Construction 4.3, the AKGS is piecewise secure (Defi-
nition 4.10), MDDH,, (Assumption 2.1) holds over G,, and the slotted IPFE scheme is
function-hiding (Definition 4.5), then the resultant ABE scheme is adaptively secure
(Definition 2.2).

Proof (Theorem 4.8). The statement is EXpd .z & EXppypp. Recall that in Explyp, the
adversary can receive many secret keys {sk,}qc(q) for different policies {f;}, and a
ciphertext ct for attribute x and message g,, where {f,},, X, g,, g; are chosen adaptively
by the adversary subject to f;(x) = 0 for all g € [@]. (If the constraint is not satisfied,
the outcome of the experiment is set to 0.)

We start with the high-level ideas of the proof. By construction, ct and sk, contain
respectively a slotted IPFE ciphertext ict and many IPFE keys iskg pad, {iskq,j}je[m,] Such
that IPFE decryption computes in the exponent i) the sum (% + 1) and ii) the labels
{fq, (X)}je[m,) Tevealing a random pad i, from the evaluation result (@,f,(x) + Eq)
if the policy is satisfied. Revealing any [z, ]; allows one to recover the message gy
from (gp + []7) in ct. Therefore, to show EXpd . ~ EXphypg, We want to argue that
when no policy is satisfied, all the pads 71, are pseudorandom hence hide A.

To do so, the proof proceeds in three steps via a sequence of hybrids. In the
first step (from HY = Expjpp to HS), in the private slot, we embed the vector (1,x")
into ict, randomly and independently sampled pads i, into isk, 5aq’s, and randomly and
independently generated label functions L, ; for fi,’s into isk, /’s. In the second step
(from Hj = H3 to H} o, = HY), we observe that the private slots of ict and isk,,;’s match
exactly the ciphertext and secret keys of Construction 4.2, our 1-ABE scheme (i.e.,
they encode the same vectors and have the function-hiding property). Therefore, by
the same argument as the security proof of 1-ABE, we can switch the random pads 1z,
encoded in isky paq’s to independent random values z;. Lastly, in the third step (from
HE to H?), we remove h, {i}}, from ict, {isk, paa}q, and embed {& + i/}, in isk; pad’s.
This allows us to argue that % is hidden by {i,}, and consequently, that the message
gp is hidden.

We now describe the hybrids formally.
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» HY is Explpp, Where u encrypted in the IPFE ciphertext ict (in ct) and v, paq, Vg,
encoded in the IPFE secret keys isk, paq, isky,; (in sk,) are described in Table 4.5.
In particular, note that the values in the private slot of u are implicitly set to 0

and ict is generated using IPFE.SlotEnc (depicted as L in the private slot of u).

« H® proceeds identically to H}, except that the IPFE ciphertext ict is generated
using IPFE.Enc with values in the private slot explicitly set to 0. In Table 4.5, the
“1” values in H5 change into 0 in H2. By the slot-mode correctness of the slotted

IPFE scheme, Hg = H{’.

« HS proceeds identically to H?, except that how the pad 7z, and the labels L, (%)
for g € [Q], j € [m4] are computed (as inner products) is changed — instead
of combining % independent garblings (in the secret keys) with weights s (in
the ciphertext), we put the £ independent garblings as well as their linear
combinations in the secret keys, and the ciphertext is set to directly use that

linear combination.

In H® (the same as in Expjgy), fq and L, ;(x) are linear combinations of

{1qlt]}icrr) and {Lfl,j(x)}telkJ with weights s € Z}ﬁ, computed using IPFE as

L.
q,J
Hq = (8, Hq), Lgj(x) = (s[1](1,x"),...,s[E](Lx"))| : [,
|
q9,J
where the random multiples (s[1](1,x"),...,s[k](1,x")) of the attribute are in

the public slot of u, the pads u, in the public slots of v, ;.4’s, and the coefficients
of the k label functions in the public slots of v, ;’s. In H5, they are instead
computed as
Tig = (1, Fig), Lg;(x) =((1,x)7, Ly, Ly, = D, sltlL; ;,
telk]

where (1,x") is in the private slot of u, the combined pad 7, in the private slots
of V, pad’s, and the combined label functions L ; in the private slots of v, ;’s.
Furthermore, to keep the inner products (u, v, n.4), (W, vy, ;) the same as those

in H?, the random multiples of the attribute (s[1](1,x"),...,s[k](1,x")) in the
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Table 4.5. Hybrids, KP-ABE for ABP, first and final.

hybrid vector const? coef! const coef; simy, simy
skgt Vg pad Hqlt] 0 0 0 0,0
HY = Expupe | Skqt Vo, L! ;[const] L! [coef;] 0 0 0,0
cth u s(t] s[t]x[i] L L 1,1
skgt Vg pad g lt] 0 10! 0 0,0
H? skyt Vg L! ;[const] L! [coef;] 0} 0 0,0
(@] u s Ts[ex[i] 0] 0] 0,0
skgt Vg pad HBqlt] 0 Hq 0 0,0
HS skt Vg L! [const] L! [coef] ‘fw[const] ‘ ‘Eq,] [coef;] 0,0
ct: u @ @ 0,0
skgt Vgpad Hqlt] 0 g 0 0,0
HS = H}, skyt Vg L) .[const] L! [coef;] ‘fq,j const] ‘ ‘fq,j[coefi] 0,0
ct: u 0 0 1 x[z] 0,0
b
O om  | s
sky!  Vg,pad Hqlt] 0 i, <z, 0 0,0
HE=H o, | Sket Vo L! ;[const] L! [coef;] L,j[const] L, [coef;] 0,0
ct: u 0 0 1 x[7] 0,0
sket Vopad 1] 0 0 0,0
H? sky: Vg L’ [const] L! [coef;] | L, [const] L, [coef;] 0,0
6 q 0. 9.7 9.7 q.J q,J
ct: u [0] 0 0 1 x[7] 0,0

The hybrids are illustrated with the ciphertext challenge coming after the key queries (as
in the more difficult case for 1-ABE). In reality, the key queries can be made before and
after the ciphertext challenge, and the proof is unaffected.

In H’z’, the linearly combined fq, J = Dtelk] s[t]LfI are valid garblings
for the linearly combined pads 7, = (s, f4).

In HY, the garblings L, are fresh and are for freshly sampled pads 7.

In H2, HY, the pads jz] in isk, paq’s are independent of the pads i, being garbled.
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public slot of u are replaced by zero (the public slots of v, .q,V,,; Temain

unchanged). By the function-hiding property of IPFE, H? ~ H5.

HY proceeds identically to H3, except that the random linear combinations 7, L,
in the private slots of the secret keys are replaced by randomly and independently

generated pads and garblings fig, fq, i, as shown in Table 4.5.

In HS, H3, the & instances of garblings in the public slot are generated by

&g — Hg, ﬂ «— 0, iff,=f,i0'
pe &7k g7k v e
Qg — Mg, ﬂq — Mg, lffé :fq,:())‘

(for t € [k]) (Lfm, . ,Lflqu) — Garble(f,, ag[t], By[t]; Tqr)-

In HY, the private slots of the keys contain linear combinations of the garblings.

By the linearity of AKGS, they can also be generated as

ay =S, ay) = lg = (S, lg), :Bq =(s,By) = 0 =(s,0), if fé = fq,20;

aq = <S, aq> :ﬁq = <S, 17(1>7 ﬁq = <S,ﬂq> :ﬁq = <S’ ﬂq>’ lff(; :fq,:05

r,= >, sltlrg,, (L, - - -, Lgm,) < Garble(fy, @y, Bg; Ty).-
telk]

In HY, the fq, ;s are generated for randomly and independently sampled pad z,

with secrets @, B, set according to i, and independent randomness ¥,:

_ _ ag g, Pq 0, if £ = fa.z03
i, & z,, 7o & z,, q q Aq q = Ta,20;
Aq < Ng,  Pq < Hqs if 7 = fq.=0;

(Eq,l, e ,fq,mq) — Garble(fy, @q, By; Tq)-

Note that the only difference between H and HS is that the former uses linear
combinations g, 74, ¥, to set the secrets and the randomness for the garbling
in the private slot, whereas the latter uses fresh randomness. In H3, the
weights s and p,, 174, 1, are only used in the exponent of G, since they are only
encoded in IPFE secret keys. Therefore, by MDDH,, (Assumption 2.1), 4,74, T4
are pseudorandom in the exponent of Gy, i.e.,

[ {rq mq: {*q.icirr}aciqs {Ha Mo Tataetar 1o » [ A, {Hq, g, Tqtgerqr 1-

N— —
A sTA c’
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Furthermore, by the linearity of Garble, given A and s'A or ¢’ encoded in G,

the hybrids HS and H5 can be efficiently generated. Therefore, H} ~ H5.

We have completed the first step of the proof. Observe that in H§, for each g € [Q],
the private slots of {isk ;};e[m,] encode (the coefficients of) label functions L,, and
the private slot of ict encodes (1,x"), identical to our 1-ABE scheme (Construction 4.2).
The security of 1-ABE (Theorem 4.7) ensures that the adversary cannot distinguish
the pad i, encoded in the secret key from another independent pad z; (inconsistent
with Eq, ;’s). Next, in Hf’u, ces HZ’Q . We use syntactically the same proof to gradually

switch each g, to .

. HZ,q proceeds identically to H3, except that in the first (¢ — 1) secret keys, the
random pads i, (for ¢’ < q) in the private slots of vy .4 are replaced by an

independent random value i, as illustrated in Table 4.6. The only difference

b

b
between H4,q and H4,q+1

is whether v, ;.4 contains the pad f, consistent with

—

), : -
L, ;’s or an independent one ;.

Analogously to the proof of 1-ABE security (Theorem 4.7), we have Hﬁ’q ~ Hg’q .1- Recall
that in the more difficult case (f; before x), it goes through a series of hybrids where
the coefficients of the label functions Eq, ;j are gradually removed from v, ;s ,,. and
replaced by a simulated label hardwired in either v, ;j[const] (using u[sim,] as a relay)
or u[simi], and that simulated labels are sampled at random ¢, ; & 7, (for j >1)

except that the first one is reversely sampled

€y1 < RevSamp(fy, X, @gfy(X) + Bys ly2s - - s bym,)-

If decryption is not authorized, (@,f,(x) + B,) perfectly hides fi,, so i, can be switched
to f;. The indistinguishability of neighboring hybrids follows from either AKGS
piecewise security or the function-hiding property of IPFE.

The only differences between 1-ABE security proof and the transition from H? ¢

to H®

4441 are that in the latter, IPFE secret keys and ciphertext encode vectors with

additional public slots, and that there are many (namely, @) ABE secret keys. They do
not affect the application of AKGS piecewise security nor the function-hiding property

of IPFE. First, the piecewise security of AKGS is information-theoretic — given that



Table 4.6. Hybrids, KP-ABE for ABP, loop (middle).

hybrid vector in syup const coef; simy, sim,
-~ 3
\ R L, j[const] L, j[coef;] 0,0
Vg.pad Mg | 0 0,0
kg normal Lo R
Hiq \7% L, ;[const] L, ;[coef;] 0,0
A\, Ly j[const] fq/,j[coefi] 0,0
ct: u h,0,0 1 x[1] 0,0
—~ $
< {vq,,pad i, &7, 0 0,0
A\, i:q"j [const] i:q/’j [coef;] 0,0
—~, $
Y, pad sz 0 0,0
\ sk, { PP normal | 2 b R
Hige Vg L, [const] L, [coef;] 0,0
> q {vq,’Pad Ly 0 0,0
A\’ i’:q"j [const] i:q/,j [coef;] 0,0
ct: u h,0,0 1 x[z] 0,0

The proof is unaffected by whether each sk appears before/after ct.

The “normal” in vl represents the values specified by

the honest KeyGen (the same as in Table 4.5).

The garblings qu, ;j are fresh and are for freshly sampled pads z,

and p/, are independent of them.

In this iteration, sk, is made apparently useless for decrypting ct.

85
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Eq, ;j is randomly generated and independent of the other variables in Hg’q and HZ’q T
it still applies. Second, the hybrids in 1-ABE security proof only modify the values in
Vg,jlsiape @nd u[sim;], u[sim,], all of which are in the private slot. Moreover, Vg pa4, Vg,
in the additional secret keys (for ¢’ # ¢) have values at simy, sim, set to zero hence
cannot “detect” the changes in u[sim;], u[sim,]. Therefore, all the inner products
are kept the same and the function-hiding property of IPFE still applies. We indeed
conclude H] ~H} ;.

We now have completed the second step of the proof. Observe that Hg and HZ’1
are identical. We need another invocation of the function-hiding property of IPFE to

remove A from u (in ict).

- H?® proceeds identically to H}, except that all the pads i, in v, ,,4’s are replaced
by independent random values i, as illustrated in Table 4.5. Observe that
&

«g+1 = H2, i.e., the loop hybrids connect H} and H.

In this hybrid, the inner products of u and v, p.q’s are {h +y,},, hiding A.
However, h still appears in u. In the next hybrid, we remove A from u and

directly hardwire the inner products {h + ii,}, in Vg paq’s so that 2 becomes

q

information-theoretically hidden.

» H? proceeds identically to HZ, except that the pads 4 and M, are removed from
u[pad] and v, ,q[const] respectively, and that their sums {% + i}, are put into
Vg pad[const]. The change is illustrated in Table 4.5. Since the inner products

remain the same as in H, by the function-hiding property of IPFE, H? ~ HZ.

Lastly, we argue H? = H.. The secret keys are independent of A since each fi, perfectly

hides h. The only other place where h appears is for padding the message, i.e.,
(g + [2]T) in ct. Therefore, g; is information-theoretically hidden by A.
By hybrid argument, ExpgHFE 2 EXP11>HFE: i.e., Construction 4.3 is adaptively secure

(Definition 2.2). O
Combining Lemma 4.2 and Theorems 4.6 and 4.8, we obtain the following:

Corollary 4.9. Assuming MDDH;, (Assumption 2.1) in pairing groups (Definition 2.5), there
is a compact and adaptively secure KP-ABE for ABP (Definitions 2.2, 2.3, and 4.2).
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4.6 KP-ABE for Logspace Turing Machines (Uniform)

In this section, we construct a KP-ABE scheme for L, uniform deterministic logspace
computation. Here, each secret key is associated with a Turing machine M (with an
arbitrary number @ of states), and each ciphertext, an input x (of arbitrary length N)
and time/space complexity bounds T, S > 1. Decryption succeeds if and only if M

accepts x within time 7' and space S. More formally,

Paramsg, = {1}, Fgp =TM,
Xgp = { (x, 17,1%%) |x € {0,1}" for some N>1andT,S >1},

Py (M, (x,17,1%°)) = M|y 1.5(x) for x € {0,1}",

where M|y r.s (see Definition 4.3) indicates whether M accepts x within time 7' and
space S. Here, L is a placeholder value, i.e., there is the only predicate to choose
from. In our construction, the size of a secret key grows linearly in @, and that of
a ciphertext, NT'S25.

Given our construction of ABE for L, we can derive ABE for DFA as a special case,
since DFA can be regarded as a Turing machine with time complexity T'= N and
space complexity S = 1, which always moves the input tape pointer to the right and
never uses the working tape. Moreover, our ABE scheme for L extends immediately to
non-deterministic, unambiguous logspace Turing machines (UL). Such machines have
at most one accepting path for any input. In fact, our construction handles all non-
deterministic logspace Turing machines (NL), except when the number of accepting
paths is exactly a multiple of p, the order of the pairing groups.

Below, we start with our AKGS for Turing machines, then build a 1-ABE scheme
based on the AKGS and a function-hiding secret-key IPFE, and lastly lift it to a full-
fledged KP-ABE scheme using slotted IPFE. For simplicity of exposition, we describe
our construction based on SXDH (Assumption 4.1). It readily extends to be based on

MDDH;, for any & > 1.

4.6.1 AKGS for Turing Machines with Time/Space Bounds

To obtain our AKGS for Turing machines with time/space bounds, we first represent
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the computation of Turing machines as a sequence of matrix multiplications, and
then design an AKGS for matrix multiplication. See Section 4.2.3 for an overview of

our AKGS.

Transition Matrix. Given a Turing machine M = (@, Yacc, ), upper bounds of time
and space complexity T, S > 1, and an input x € {0,1}¥ for some N > 1, we consider
the length-T' computation path of M with input x and space bound S. Recall that the

set of internal configurations is
Cu,s = [N] x [S] % {0,1}° x [Q].

An internal configuration z = (i, j, W, q) € Cyn s specifies that the input and working
tape pointers are respectively at positions i and j, the working tape has content W,
and the current state is ¢q. In particular, the initial configuration is (1,1, 0g,1) — the
input/working tape pointers point to the first cell, the working tape is all-0, and the
state is the initial state 1. An accepting configuration satisfies yacc[gq] = 1.

We construct a transition matrix My s(x) € {0, 1}CMvN»SXCM’N’S where My s(x)[z,2’]
is 1 if and only if the internal configuration of M is 2z’ after one step of computation
starting from internal configuration z. By how the Turing machine operates in each

step depending on the transition function §, we have
MN,S(X) [(l> j7 Wa q)a (ila j,a Wla q,)]
1, if 6(q,x[i], W[j]) = (¢, W'[j],i" =i,)" = J)
= and W'[;”] = W[;”] for all ;" # j;

0, otherwise;
1, if6(q, L, W[jI) = (¢, W[j].i" —2,7" - J)
= x[i] - and W’[;”] = W[j”] for all j” # j;
0, otherwise;
1, if6(q,0,W[jD) = (¢, W [jl,i" = i,j = J)
+ (1 =-x[]) - and W'[j”] = W[;”] for all j” # j;

0, otherwise.
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With the transition matrix, we can now write the computation of Turing machine
as a sequence of matrix multiplications. We represent internal configurations using
one-hot encoding — the internal configuration z is represented by the basis vector
1, € {0,1}9¥5 whose z-entry is 1 and whose other entries are 0. Note that multiplying
¢} on the right by the transition matrix My s(x) produces exactly the next internal
configuration. If there is no valid internal configuration of M after one step of
computation starting from z, we have ¢]My s(x) = 0". Otherwise, t]My s(x) = ¢, for

the unique next internal configuration z’. The function M|y r s(X) can be written as

T
MInr,s(X) = t( 1 041) (My s(x)) (I[N]X[S]X{O,I}S ® Yace),

where ¢(11,04,1) represents the initial internal configuration. The multiplications
advance the computation by T steps and then test whether the final internal
configuration is in an accepting state. We elaborate on the last step. The tensor
product L nxsix(01) ® Yace is a vector in {0, l}CMvN’S such that its (Z, j, W, ¢)-entry is 1
if and only if yacc[q] =1, i.e., ¢ is an accepting state. Therefore, taking the inner
product of L110s1) (MN,S(X))T =1!, (2’ being the final internal configuration) or 0
(no valid final internal configuration) with the tensor product indicates whether M

accepts x within time 7' and space S.

Transition Blocks. The transition matrix has the following two useful properties.
* My s(x) is affine in x when regarded as an integer matrix.

* My s(x) has the following block structure. There is a constant number of @ x @
matrices {M;},; defined by the transition function &, called the transition blocks,
such that for every (i, j, W) and (¢/, j/, W’) in [N] x [S] x {0, 1}5, the submatrix
My s(x)[(Z, J, W, o), (', j, W, )] is either some M, or 0.

We define the transition blocks below.

Definition 4.12 (transition blocks). Let M = (@, Yacc, 0) be a Turing machine (Defi-
nition 4.3) and 7 = {0,1)> x {0, +1}* the set of transition types. The transition blocks
of M consist of 72 matrices M; € {0,1}¥*9 for 7 = (x, w, w’, Ai, Aj) € T, each encoding

the possible transitions among the states given the following information: the input



90

tape symbol x under scan, the working tape symbol w under scan, the symbol w’
overwriting w, the direction Ai to which the input tape pointer moves, and the
direction Aj to which the working tape pointer moves. Formally,

1L if 6(q,x,w) = (¢, w', Ai, Aj);

M. w0000, 9] =
0, otherwise.

In My s(x), each @ x @ block is either one of the transition blocks or 0:
MN,S(X) [(L7 j’ W’ "')’ (i/) .j/’ Wla "')]

My (i wij|,wijli—ij—j> i i —1i,j" —j € {0,+1} and
= W[j”1 =W'[;”] for all j” # j;
0, otherwise.

Observe further that in My s(x)[(Z, j, W, =), (=, =, =, )], each transition block appears

at most once.

AKGS for Turing machines. We have represented the Turing machine computation

as a sequence of matrix multiplications over the integers:

T
MIN,T,S (X) = 111,1,03,1) (MN,S (X)) (l[N]x[S]x{O,l}s ® Yacc) forx e {0, ].}N.

We can formally extend® M|y r,s : {0,1} — {0,1} to a Z) — Z, function using the
same matrix multiplication formula, preserving its behavior when the input comes
from {0,1}¥. When p is clear from the context, we use M |vr.s to represent its
extension over Z,.

We now construct an AKGS for Turing machine computations and prove its special
piecewise security. It is constructed via a recursive mechanism for garbling matrix
multiplications, which is inspired?' by the garbling scheme for arithmetic NC! circuits

in [AIK11] and the garbling mechanism for multiplication gates in [BGG*14].

20This is done to arithmetize the computation, adhering to the formalism of AKGS. The blocks are
computed as ((1—x[i])My,... + X[{]M;,...), which may be neither My .. nor M, .. when x[i] ¢ {0, 1}, but we
will not consider non-binary x in ABE.

21As a historical fact, the authors first came up with the AKGS for arithmetic formulae, abstracted out

piecewise security, and only verified that the PGS for ABP [IW14] is also a piecewise secure AKGS.
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Construction 4.4 (AKGS for M|y r,s). Let
F={Mlyrs:Z) —>2Z,|McTM,N,T,S > 1, p prime }

be the set of time/space bounded Turing machine computations. The AKGS for F

operates as follows.

- Garble((M,1V,17, 12°. p), a, B) takes as input a function M|y r s over Z, from F
and two secrets «, € Z,,. Suppose M = (Q, Yacc, 0), the algorithm samples the

randomness r by

(for ¢t € [0,T]) r, & Z,fM’N’S (Cuns = [N]x[S]x{0,1}° x [Q]),

r ez 0TS (40 W, )] = 1[G 7, W, )]

It computes the transition matrix My s(x) as a function of x and defines the

label functions by

Linit(x) = B+ 111,1,03’1)1'0,

(for t € [T]) (Lt,z (x)) =11 +Mygs(X) 1y,

ZECM,N’S

(LT+1,z (x))ZGCM,N,s =-rr+a- 1[N]><[S]><{0,1}S ® Yacc-
The algorithm collects and outputs the coefficients of those label functions.

¢ Eval((M’ 1N7 ]-T, 125’ p)’ X, einit, (et,z)te[T+1],z€CM’N,s) takes as inPUt MIN,T,S} an input
string x € Zf,v , and the labels. It first computes the transition matrix My s(x)
with x substituted into it and sets €; = (4, 2).ccy v for t € [T + 1]. The algorithm

computes and outputs

T+1
t-1
binit + H1,1,05,1) 2 (MNs(X)) 4.
t=1

Syntax and Correctness. We verify that Construction 4.4 is indeed a linear AKGS

(Definitions 4.7 and 4.8).

* Linie and L, .’s are affine functions of x. The functions Li, and Lry;,’s are

constant with respect to x. The rest are L, ,(x) = (—1;-1 + My s(X) - 1) [2]. Since
My s(x) is affine in x and r;_;,r; are constant with respect to x, these label

functions are also affine in x.
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- Shape determinism holds. The garbling size of M|y rs is (1 + N(T +1)S25Q).

+ Garble is linear in (&, B,r). Note that My s(X), £(1,1,04,1), Yacc are constant with

respect to (a, B,r) and a, B, {r:},c[0,r) are linear in (a, B, r). By the definition of

the label functions, their coefficients are linear in (a, g, r).

« Correctness. Substituting 4, = L;.(x) and the formula for M|y rs into the
summation, we find that it is a telescoping sum:

T+1 T
l1(—171,os)1) Z (MN,S (X))t_llt = lzl,l,()s,l) Z (MN,S (x))t_l(_rt—l + MN,S (X) : rt)
t=1 t=1

+ {1104, 1) (MNS(X))T(_rT +a - Lnsixos @ Yace)
= 11100 Z (- (Mys(0) rir + (Mys(0)) 'r2)

~ L11050) (My,s() 17 + aM|y75(%)
= _lILLOs,l)rO +aM|yrs(X).

The output of Eval is

T+1
t-1
binit + ‘11,1,03,1) le (Mys(x))" 4 = (B + ‘Il,l,os,l)ro) + (_111,1,05,1)1’0 +aM|yrs(x))
t=

=p+aM|nrs(X).
Therefore, the scheme is correct.

« Evalis linear in 4,;; and ¢ ,’s. This can be verified by inspection.

Security. We show that Construction 4.4 is special piecewise secure.

Theorem 4.10 (€). Construction 4.4 is special piecewise secure (Definition 4.1I).
More specifically, the label functions are ordered as Linit, (L12)zecy yss (L2,2)zeChnss - - - »
(LT+1,2)zeCy n s, the randomness is ordered as ro,r1,...,rr, and the randomizer of Ly,
ist;1[2]. For each t € [T + 1], the ordering of the components in (L;;)zecy s and ¥-1 can

be arbitrary, as long as the two are consistent.

Proof (Theorem 4.10). By definition, the coefficient of #,; in Eval is 1 # 0. Now we

prove the marginal randomness property. Recall that all the other label functions are
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grouped by time step ¢ € [T + 1] into

(for t € [T]) (Lt (%)) =111+ Myg(X) -1y,

ZGCM,N,S

(L7412 (X))zecM,N,s =-r7 + @ Lnjgsixi01)S ® Yace:

Fix a group ¢ € [T + 1] of the label functions. Each L;, (for z € Cyy n.s), aside from
r;_1[z] (which is in the constant), only uses components in r; (if ¢ < T') as randomness.
Moreover, all the label functions in groups ¢ + 1, + 2,...,T + 1 only use components
in r;, 1441, .., rr as randomness. Therefore, all those label functions are in the special
form, the randomizer of L, is r;_1[z], and the components in each group of L;,’s

and r;_; can be reordered as long as they are consistent. ]

4.6.2 1-ABE forlL

With the AKGS for Turing machines, we are ready to construct our 1-ABE for L and
prove its security. To focus on the core idea, we present our construction assuming
SXDH in the pairing groups and briefly discuss how to generalize the construction to

be based on MDDH;, for any £ > 1.

New Challenge. As discussed in the technical overview (see Section 4.2.3), building
ABE for L from AKGS faces new challenges comparing with ABE for ABP. In particular,
the size of the AKGS garbling is roughly NT'S2°@Q. While the key generation algorithm
knows @ and the encryption algorithms knows N, T, S, neither of them alone has
full information of the size of the AKGS garbling. Furthermore, the total size of a
pair of secret key and ciphertext is way smaller than the garbling size. Therefore, it
is impossible to encode the label functions of AKGS in either the secret key or the
ciphertext (in contrast, in ABE for ABP, the label functions are completely encoded
in the secret key). To overcome this challenge, we will i) let the secret key and the
ciphertext jointly generate the label functions, and ii) use pseudorandomness in the

exponent.
An Exercise of Algebra. Recall that the AKGS for L samples r € Z},O’T]XCM’N S as its

S
randomness. We will use “structured” vector r = ry ® s for ry < Z},O’T]X[N IXISP{0.1}



94

and r; & Zf;? as the randomness for the AKGS garbling. Before laying out the
construction, we first show that My s(x) - r; (a central part of the label functions)
can be expressed as a bilinear function of x, ry, X ® ry (known at encryption time) and
{M;r¢};, rr (known at key generation time), and hence can be computed as the inner
products of vectors depending on these two groups of variables separately.

By our choice of randomness, r; = r[(¢,w, =, =, )] is a block vector with each block
being a multiple of r;. More precisely, r;[ (i, j, W, =)] = rx[(¢,1, j, W)] - rr. We compute
each block of the product My s(x) - 1;:

(MN,S(X) : rt) [(l7 j7 W’ "')]
(vl abis ) =My (LG, 4, W, ), ()] -1

(odmantx ) = 3% Mus®[G, 7, W, o), (5, W) (7, W, o))
'€[N],j’€[S]
wW’e{0,1}5

Z MN,S(X)[(L’ j7W7 "')’ (i,’ j/’W/7 "')] : rX[(t’ i,’ j,7w/)] : rf'
i'e[N].j’€[S]
we{0,1}S

Recall that in My s(x)[(Z, /, W, =), (=, =, =, )], each transition block appears at most
once, and the other @ x @ blocks are 0. More specifically, M, ,, . .aia; appears at
MN,S(X)[(i’j7Wa '-')7 (i/,j/awly '-')] le[l] =X, W[J] =w, I'—i= Al} j, - .] = A.]) and w

is W with its j entry changed to w’. Therefore, we have

(MN,S(X) : rt) [(l” j7 W’ "')]

My wijlw.niny - Y[t 0+ AL j+ Aj,W)] - 1g
w’e{0,1}, Ai,Aje{0,£1}
i+AjE[N], j4AjelS]

r[(t, i+ AL j+Aj,W)], ifx=x[i], i+Aie][N],

|\ NN AR (i w=WI[j], j+Aje[S];
x,‘w,u_)’e{O,l}
Ai,Aje{0,£1) 0, otherwise. (4.6)

Here, W € {0,1}5, W'[j] = w’, and W'[;”] = W[;”] for all j” # j. Note that in the last
summation formula, there are exactly 72 summands. Moreover, each summand is
M. u.w 0in; - T (depending only on r¢ and the transition blocks) multiplied by either
an entry in ry or 0 (depending only on ry and x). To simplify notations, we define

transition coefficients.
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Definition 4.13 (transition coefficients). Let 7 = {0,1}° x {0, +1}* be the set of transi-

tion types (Definition 4.12). For all 7 = (x,w,w’,Ai,Aj) € T, N,T,S > 1, x € {0,1}",
S

te[T], i€ [N], je[S], We{0,1}5 ryezPHINXISKOU" qefine the transition

coefficient as

ro[(t,i+ Ai, j+Aj, W], ifx=x[i], i+Aie[N],
G000 (X5 8,1, 7, WiTy) = w=WI[j], j+Aje[S];

0, otherwise;
where W’ € {0,1}5, W'[j] = w’, and W’'[j”] = W[;”] for all j” # j.
With the above definition, Equation (4.6) can be restated as

(MN,S (X) : rt) [(l7 j, W’ '-')] = Z %2 (X; Z ia j’ W} rX) : MTrf- (4"7)
€T

We are now ready to construct 1-ABE for L.

Ingredients of Construction 4.5. Let

+ (Garble, Eval) be Construction 4.4, the AKGS for

F={Mlyrs:Z) > 7,|MecT™M,N,T,S > 1, p prime },

+ GroupGen a pairing group sampler (Definition 2.5), and

* (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) a secret-key IPFE (Definition 4.4)

based on GroupGen.

Construction 4.5 (1-ABE for L). Define (see Definitions 2.3 and 4.6)

Paramsgp = {1}, Fop =TM,
Xeop = { (x, 1T,125) |x € {0,1}" for some N >1and T,S > 1},

Pep (M, (x,17,1%°)) = M|y .r.5(x) for x € {0,1}".

Our 1-ABE scheme based on GroupGen operates as follows.
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« Setup(gp) sets up the IPFE scheme imsk - IPFE.Setup(gp, s1.apg) for

init, rand, rand®°™P_rand®™P, randtemp-comp
S1-ABE =
acc, acc®™P_ sim, sim™©™MP gjmompP

U { tb,, tb;""F, thy ™ty P COmP |reT}.
It outputs msk = imsk.

The names of the indices are as follows. The index init is used for computing ;.
It is also used in the security proof. The indices tb, (“transition blocks”) are used
for computing My s(x) - r; in 4.’s, the index rand (“randomizer”) for (-r;_;),
and acc (“acceptance vector”) for a - L nxisix(0.1)S ® Yace in #p,1,’s. Values at all
the other indices are set to zero by the honest algorithms, and those indices
are only used in the security proof. Jumping ahead, sim is used for simulating
the labels, and the rest of the indices are used for holding temporary values in
the hybrids — “temp” is short for “temporary”, and “comp” for “compensation”.

More details in the proof.

KeyGen(msk, M, u) takes as input msk, some M = (Q,¥acc,0) € TM = Fyp, and
i € Z,. The algorithm computes the transition blocks M; for 7 € 7 from 6,

samples r¢ & ZI?, and sets the vectors vi,;; and v, for ¢ € [Q] as follows:

vector | init  rand acc tb, the other
Vinit | Te[1] 0 0 0 .
Y 0 -relg]l g Yacelg] (Mrrg[q]

It generates an IPFE secret key for each vector defined above by

iskinit < IPFE.KeyGen(imsk, [Vinit]]2),

(for g € [Q]) sk, < IPFE.KeyGen(imsk, [v,]2).
The algorithm outputs sk = (iskinit, iski, . . . , iskg).

We note that KeyGen creates the garbling (or rather, half of it) with secrets a = u

and § = 0 so that u can be recovered using Eval if and only if M|y rg(x) # 0.2

2For comparison, in Chapter 7, decryption is authorized for the computation yielding zero.
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* Enc(msk, (x,17, 125)) takes as input msk, an input string x € {0, 1}V for some
N >1, and time/space complexity bounds T,S >1 (encoded as 17 and 12°).
S

It samples 1, & ZLT NS0}

te[T+1],i€[N],je[S], We{0,1}° as follows:

and sets the vectors uj,;; and w;; jw for

vector init rand acc tb, the other
Winit rX[(07 1’ ]-? OS)] 0 0 0
(t S T) ut,i,j,W 0 rX[(t_]-’ LaJaw)] 0 CT(X; ta l’;J’W; rX) 0
uT+1,i,j,W 0 rX[(Tii’ J’W)] 1 0

The algorithm then generates IPFE ciphertexts for the vectors defined above by
ictinie < IPFE.Enc(imsk, [inic]1),
(for t € [T +1],i € [N],j € [S],W € {0,1}%) icty; jw & IPFE.Enc(imsk, [ue;jwli)-
The algorithm outputs ct = (ictinit, {ict;; ; w} re[T+1].ic[N].jc[S].We {0’1}s).

* Dec(M, sk, (x,17, 12%), ct) outputs L if M|yr.s(x) =0, where x € {0,1}". Other-
wise, it parses sk,ct as in KeyGen,Enc and computes the labels (recall that

Cun,s = [N]x [S] x {0,1}° x [Q])

[nit ]t < IPFE.Dec(isKinit, iCtinit),

(for ¢t € [T+1],G,j,W,q) € CM,N,S) [[gt,i,j,W,q]]T «— |PFE.DeC(iSkq, iCtt,i,j,w).
The algorithm performs the AKGS evaluation and outputs

’ S
[[ﬂ ]]T — EVal((M, 1N’ ]-T’ 12 ’ p)1 X? [[‘-ﬂinit]]T, ([[gt,z]]T)tE[T+IJ,Z€CM,N,S) .

Correctness. We verify that the scheme is correct. Note that &nit, (4,2)re[T+1],2cCy x5 1S

a valid garbling of M|y r s with secrets @ = u and 8 = 0. Consider

a :,U, ﬁ :07 r=rX®rf’ rt :r[(ta'-'"-'y'-',‘-')] (t € [O’T]),

S
(Linit, (Lt,z)tE[T+l],ZECM’Nys) — Garble((My ]-N’ 1T; 12 ’ p)’ a? ﬂ). r)’

where the randomness used by Garble is explicitly written. Let Liy;; and L, .’s be the

label functions (affine in x with coefficient vectors being Liy;; and L, ’s, respectively).
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First, by the correctness of IPFE and the definition of vectors viy;; and ujn;, we have

Einit = I‘X[(O, L1, OS)] ’ rf[l] =Ty [(1, 1,05, 1)] = ,6 + ‘I1,1,os,1)r0 = Linit(x)-

Next, by the correctness of IPFE and the definition of vectors v, and u;; ; w, we have

gt,i,j,W,q = _rX[(t - 17 i7 j7 W)] : rf[q] + Z G (X; t: ia j’ W)‘ rX) : (MTrf) [q]
€T

= _rt—l[(ia j7wa q)] + (Z CT(X; ta ia J:W) rX) : MTrf) [q]
TeT

(Equation (4.7)) = -1,11[(i, /, W, )] + (My,s(x) - 1) [(7, /, W, )] [q]
=-1,-1[(0,/, W, @)] + (Mn,s(%) - 1:) [, /, W, @)]
=L;;jwgq(X) forall t € [T], (i,7,W,q) € Cun.s,
bririjwg =—1x[(T,1,7,W)] - r¢[q] + @ - Yacc[q]
= 176,/ W, )] + @ - (Lo ® Yace) [, W, )]
=Lri,ijw,qe(X) for all (i, /,W,q) € Cuns-
Lastly, by the linearity of Eval in the labels, we can evaluate the garbling in the

exponent of the target group and obtain u’ = aM |y r,s(Xx) + f = 1 (note that M|y 7 s(X)

is either 0 or 1 for x € {0,1}") in the exponent. Therefore, correctness holds.

EXTENSION TO MDDH. The 1-ABE scheme for L based on MDDH;, can be obtained by

modifying the above scheme to use pseudorandomness
S
r=RLR, for R, &z OTIXINISEAOUD apg gy & 709,

Security. We state and prove the security of our 1-ABE for L.

Theorem 4.11 (1). Suppose in Construction 4.5, SXDH (Assumption 4.1) holds over
GroupGen and the IPFE scheme is function-hiding (Definition 4.5), then the resultant
I-ABE scheme is 1-key 1-ciphertext secure (Definition 4.6).

PROOF IDEA. We first discuss the high-level ideas of the proof.
Recall that in the proof of adaptive security of 1-ABE for ABP (Theorem 4.7), for the

case where the secret key query appears before the ciphertext challenge, we gradually
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replace the label functions in the secret key by labels simulated as random values,
except that the first label is reversely sampled.

That approach, however, fails for Construction 4.5 for two reasons: i) the garbling
uses pseudorandomness instead of true randomness; ii) there is not enough space
in the ciphertext, the secret key, or both to embed Q(NTS2°Q) labels simulated as
random values. We make two tweaks to the proof of Theorem 4.7 to solve the problems:
i) we rely on SXDH to gradually switch pseudorandomness to true randomness so that
by special piecewise security, we can simulate the labels as random; ii) in the final
hybrid, the labels are simulated as pseudorandom values, which can be embedded in
the ciphertext and the secret key.

At a high level, the proof involves three groups of hybrids manipulating the vectors

encrypted by IPFE.

1. The first few hybrids replace the first label function Lj,;; jointly encoded in
Uinit, Vinit Dy the reversely sampled first label ¢,;; hardwired in either uj,; or

Vinit, Whichever is generated later.

2. The middle hybrids are a loop. Along the hybrids, we gradually replace the
label functions L;; ;w4 (jointly encoded in w,;; ; w’s and v,’s) generated using
pseudorandomness by simulated labels ¢ ; ;wq = sx[(¢,7, j, W)] - s¢[q], where

Sx<i21[7T+1]><[N]><[S]><{0,1}S

is embedded in w,; ;w's and s < Zz? is embedded
in v,’s. How the loop proceeds depends on whether the ciphertext challenge

comes first or second.

3. The final hybrids do some clean-up work to completely remove u° from the

vectors so that it is information-theoretically hidden.

We elaborate on the loop hybrids. The reason why the strategy depends on whether
the ciphertext challenge comes first or second is that we need to invoke DDH to
temporarily make some label, say 4 ; jw,, truly random. The reduction algorithm
(reducing neighboring indistinguishability to DDH) needs to reversely sample &,
using RevSamp, which takes as input M,x,T,S and all the other labels 4 ; i w ¢,

including 4 ; j w,. On one hand, since M,x,T, S are only fully specified after both the
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key and ciphertext queries are made, #,;; can only be embedded in the key if it comes
after the ciphertext, and in the ciphertext otherwise. On the other hand, since 4, ;w4
is being switched from pseudorandom to random by DDH, the reduction only has
access to 4, jw, in the exponent of the group G, where DDH is invoked. Therefore,
linit must be reversely sampled in the exponent of G,. Adding these requirements
together necessitates that DDH must be invoked in the same group where € is

hardwired.

+ Case 1: The ciphertext challenge appears before the secret key query. For this

case, lpit < RevSamp(---) is hardwired in viy; (in iskin, encoded in Gy). The
middle hybrids loop over (¢,i, j, W) in lexicographical order. In each iteration,
we first move everything from u,; j w to all the v,’s in one shot, hardwiring the
honest labels ¢, ; w,, into v, for all ¢q. Next, we invoke DDH over G, to switch
r:[(i, 7, W, q)] from r¢[(¢,1, j, W)] - r¢[q] to truly random for all ¢, which makes
the labels 4 ; ; w, truly random for all ¢q. Then, we invoke DDH over G, again
to make ¢ ; jw,q =Sx[(¢,i, 7, W)] - s¢[¢q] pseudorandom for all g. Lastly, we move

sx[(t,i,j, W)] from all v,’s back to u, ; w-

+ Case 2: The secret key query appears before the ciphertext challenge. For this

case, lpit < RevSamp(---) is hardwired in uj,; (in ictjy;, encoded in G;). The
middle hybrids form a two-level loop with outer loop over ¢ in increasing order
and inner loop over g in increasing order. In each iteration, we first move all
occurrences of r¢[q] and s¢[q] into all the uy ;  w'’s in one shot (using the extra
indices) and hardwire the honest labels ¢, ; ; w, into u,; j w’s for all i, j, W. Next,
we invoke DDH over G; to switch r,[(Z, j, W, q)] from r[(¢,1, j, W)] - r¢[q] to truly
random for all ¢, j, W, making the labels ¢ ; ;w, truly random for all i, j, W.
Then, we invoke DDH over G; again to make 4, jwq =Sx[(¢,7, 7, W)] - s¢[q]
pseudorandom for all 7, j, W. Lastly, we move r¢[q] and s¢[q] back from all

the uy ;7 w''s.

The values must be carefully embedded in appropriate locations, subject to the
compactness requirement and the constraint that labels are still correctly computed,

so that all the invocations of DDH are indeed valid.
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We start with the first/final hybrids, for which the two cases can be handled
together, and then complete the proof by connecting the hybrids in two separate

claims for the two cases.

Proof (Theorem 4.11). The statement is Exp?_ ABE ~ Expi App- Recall that in Expf_ Appy the
adversary is allowed to obtain a single key sk encoding M = (Q, Yacc,d) and u° and
a single ciphertext ct encoding (x, 17, 12). The only difference is that the adversary
additionally receives either u° or u!. By construction, the ciphertext ct contains a set
of IPFE ciphertexts ictiyir and ict;; j w’s encrypting uini; and u,; ; w’s, and sk contains
IPFE secret keys iskinit and isk,’s encrypting viyir and v,’s, respectively.

The first/final hybrids are illustrated in Table 4.7. The indices with superscripts are
suppressed as they are only used in the loop hybrids. Note that though v’s (in isk’s) are
listed before u’s (in ict’s), the argument about these hybrids is unaffected by whether

the ciphertext challenge comes first or second.

« Hbis Exp? o, where V's contain 4°, r, and the transition blocks, and u’s contain

x and ry.

. Hll’ proceeds identically to Hg, except that #¢,; is hardwired in uj,j Or Vi,
whichever is generated later, and that s¢ & ZI? is embedded in v, [sim]’s. More

specifically, the first change is implemented as follows.

- If the ciphertext challenge comes first, uj,i[init] is set to 1 (at encryption

time) and viyi[init] is set to rx[(0,1,1,05)] - r¢[1] (at key generation time).

- If the secret key query comes first, vi,;[init] is set to 1 (at key generation

time) and wuj,;[init] is set to r¢[(0,1,1,05)] - r¢[1] (at encryption time).

The first change prepares ¢, to be reversely sampled starting in the next hybrid
by hardwiring it. The second change prepares the ¢,; jw,'s to be simulated as
pseudorandom values in the loop hybrids — it has no effect at the moment since
the newly embedded values in v’s multiply with 0 in uw’s. The inner products
in H) and H? remain unchanged, therefore, by the function-hiding property of

IPFE, we have H} ~ H?.
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Table 4.7. Hybrids, 1-ABE for L, first and final.

hybrid ‘ vector ‘ init rand, acc, tb; sim
Vinit el
=7
5 . \Z normal 10!
Hy = EXplape | | rmmmmmom-—- -
0 1-ABE r 7
Winit 11x[(0,1,1,09)]
W, w normal 0
Vinit or [£:[(0,1,1,04)] - r¢[1] |
b \Z normal
1
Wit | [1[(0,1,1,05)] - r¢[1] | or
Ui j W normal 0
Vinit 1 or | fipit < RevSamp(---) ‘
\Z normal s¢[q]
H3
Winit Cinit < RevSamp(---) ‘ orl
r-----= al r=7
Wi jw _normal | 0]
Ioop ‘ ......
Vinit 1 or #; «— RevSamp(---)
" \Z _normal | stlq]
4 Winit binit «— RevSamp(---) or 1
Wi w [0,0,0] [sx[(t,i,/, W)]]
Vinit 1 or #; «— RevSamp(---)
e va sela]
5 Winit binit — RevSamp(---) or 1
Ui w 0,0,0 sx[(t,7,7, W)]
The “normal” in... rand acc th,
(t<T) w,jw: r[(¢-1,7,7,W)] 0 & (X t,1, 7, W Ix)
Uri1jwe =[(T,i,j,W)] 1 0
vy -rt[q] 4+ Yacelq] (M;17)[q]
In H{’, if... ‘ sk, M is before ct,x ‘ ‘ ct,x is before sk, M ‘
Vinit [init] = 1 x[(0,1,1,05)] - r¢[1]
winie[init] = 15[(0,1,1,05)] - r¢[1] 1
In HS, HS, HE, if... ‘ sk, M is before ct,x ‘ ‘ ct, x is before sk, M ‘
Vinit[init] = 1 RevSamp(- - -)
Uipit[init] = RevSamp(- - -) 1

The reverse sampling works by (due to the constraint, ° - M|y r.s(x) = 0)
S
it — RevSamp((M,1V,17,1%°, p), x,0, (b2)teT+1) zeChrns) -
In H, the labels 4, j,w,q = L,i,j,w,q(X) are computed honestly using IPFE.
The garbling randomness is r = ry ® rf with ry in ct and r¢ in sk.
In HZ, the labels 4 jw,q = sx[(¢,7,/,W)] - s¢[q] are simulated and computed
using IPFE with sy in ct and s¢ in sk.

In Hg, the labels are simulated and x° does not appear.
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« H5 proceeds identically to H®, except that &p; (was 15[(0,1,1,05)] - r¢[1]) in uini
or Vip;t is reversely sampled from the other labels. By the special piecewise

security of AKGS, H? = H3.

« H% proceeds identically to H, except that the inner products between u,; jw’s
and v,’s change from the honest labels to simulated labels sx[(t,, j, W)] - s¢[q].
In Table 4.7, this is reflected by the u,; ; w’s having their values at rand, acc,

[N]x[S]x{0,1}"

and tb,’s cleared and embedding sy & ZI[,T“]X at sim. We will show

HS ~ H? as two separate claims.
Claim 4.12 (9]). H’z’ ~ HZ conditioned on Case 1.

Claim 4.13 (7). H5 ~ HS conditioned on Case 2.

» H? proceeds identically to H3, except that all the v,’s have their (leftover) values
at rand, acc, and tb,’s cleared. These values multiply with 0 in u’s in H5, so the
inner products remain unchanged, and H ~ H? by the function-hiding property

of IPFE.

Observe that H) = H — since u® never appears in the vectors, both x° and p! are just
uniformly random values independent of everything else in the hybrids. By hybrid

argument, we conclude Exp?, .. ~ Expl ;... i

Proof (Claim 4.12). For Case 1, we show H’z’ ~ HZ via a series of hybrids H3;; jw1, ...,
Hg,t,i,j,W,S for (t,i,j,W) € [T +1] x [N] x [S] x {0,1}" in lexicographical order. Denote
the next tuple of indices in increasing order by ((¢,7, j, W) + 1).

The hybrids are illustrated in Table 4.8. Note that the u’s are listed before the v’s,
because in Case 1, the ciphertext is generated before the secret key. In the table, all
the indices with superscripts except sim*™P (“temp” for “temporary”) are suppressed

as they are not used.”

ZCase 1 is the simpler case, though it is already not simple. Note that this coincides with the selective
(or semi-adaptive) case, but the simplicity is more of a consequence of the AKGS structure than that of

selectivity.
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Table 4.8. Hybrids, 1-ABE for L, Case 1 (x then M), loop (middle).

hybrid ‘ vector ‘ rand acc th, sim simtemp
Uy w 0 0 0 sx[(¢, 7, ), W')] 0
<(t,i,],W)
L [ | | L ez, T T T al r-1
wijw | rx[(-13,/,W)] 10o0rl: e (X5¢,4,7,Wirg)or0r 0 10}
Hgt"w1 e [ e e T A S S a L-d
A llt';z’,‘j{,vvg; (' -1,7,7,W)]  0orl c(x;¢,7,j,W;ry) or 0 0 0
>(t,1,],
r=1
Vq —r¢[q] #0 * Yacc [q] (M;15)[q] st[q] ‘LQJ‘
m;[il}];vvvg; 0 0 0 sx[(#,7, 7, W] 0
He Ui, w @ @ @ 0
3ubihnd W2 Wii’,_j’,:vv; [(¢ =17, ,W)] Oorl o (x;t,1, 7, W;rg) or 0 0 0
>(t,1,7,
0 honest 4 jw,q=
Vg ~1¢[q] K Yacelq] (M. 1) [q] st[q] 1 [(t=1,i,/,W)] 5[]+ ‘
Uy w 0 0 0 sx[(¢,7, 7, W)] 0
<(t,i,j,W)
W, ;W 0 0 0 0 1
Hg tij W,3 )
T lb’ii’,_j’,vvg; [t -1,7,5,W)] Oorl o (x;t,1, 7, W;rg) or 0 0 0
>(t,1,7,
$
v, rlal A Veclal  (Morld] sila]
Uy w 0 0 0 sx[ (¢, 7, )", W)] 0
<(t,i,],W)
=7 .
" Wi jwW 0 0 0 10 L
3,t,0,J,W,4 o ’ o rocr o AT
llt';/,‘/{,vvg; [(t' - 1,7, 7, W] Oorl o (x;¢,1, 7, W;rg) or 0 0 0
>(ti.j, S
0 simulated bi i W,g=
Vg -1¢[q] 4 Yacelq] (M 1) [q] stlq] sx(£,4,7,W)]s¢[q]
Ha iiws Uy w 0 0 0 s[(¢,7, ), W] 0
<(t,1,7,W)
=Hvown | Wiiw 0 0 0 sx[(¢,,7,W)]|  [0]
for (¢,i', j/, W) ui(i/,vvg) (¢ -1,7,j,W)] Oorl (xt,7,j,W;ry) or0 0 0
= (t,0,/, W) +1
LorW g, —rilgl 40 Yacelq] (M,17)[q] s¢lq] [0]

For brevity, ujn; and vin;; are suppressed. The reversely sampled 4y;; is hardwired in vip;,
and is only needed (and can only be computed so by the reduction) in the exponent of G,:
[énic]l2 < RevSamp((M,1V,17,1%°, p),x, [0], ([4.2]12)eeim411,2eChns)-
The choices between “0 or 1” and “¢; (- --) or 0” are the former if ' < T, and the latter if #' =T + 1.
In this interation, the labels 4 ; i w o with (¢/,7’, j', W’)... are...
< (t,i,7,W): simulated as sx[(¢',7’, j’, W')] - s¢[¢] and computed using IPFE
=(¢,,1,7,W): computed honestly using IPFE
— computed honestly and hardwired in sk
— simulated as random and hardwired in sk
— simulated as sy[(¢,7, 7, W)] - s¢[q] and hardwired in sk
— simulated as sx[(¢,, 7, W)] - s¢[q] and computed using IPFE
> (t,1,7,W): computed honestly using IPFE
When a label is computed honestly, the garbling randomness is r = ry ® ry.

When a label is computed using IPFE, 1y, sy components are in ct and rf, Sy components are in sk.
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b

H3,t,i,j,W,1 proceeds identically to HZZ’, except that for all (¢/,7, j/, W’) < (¢,i, 7, W),

the vector uy iy w has its values in rand, acc, and tb;’s cleared, and that a
random value sx[(¢’,7, j/, W’)] is embedded in uy ; y w'[sim]. This means all the
labels with (¢',7, j/, W’) < (¢,i, j, W) are simulated, the first label 4, is reversely

sampled, and the rest are honestly computed.

b
3,t,0.J,

b

W.2 proceeds identically to Hs, .

w1 except that the values in u,; j w are
zeroed out and its inner products with all v,’s — the labels ¢, ; w, for all ¢’s —

are hardwired into v,’s.

- The values of u;; j w at rand, acc, and tb;’s are set to 0.
- u; jw[sim®™P] is set to 1 to pick up the values v, [sim*™P] for all q.

- The honest labels 4; jw,q = -¥x[(¢ - 1,i,j,W)] - r¢[q] + - - - are embedded

113 »

in v, [sim*™P] for each g € [@], where is either u° - yacc[q] (When

t=T+1) or Y,e7 :(X;¢,i,j,W;ry) - (M;1r)[q] (When ¢ <T; this value is

My s(x) -1;)[(t,1,,W,q)] for pseudorandom r; = rx[(¢, =, =, =)] ® 1f).
As depicted in Table 4.8, the inner products in Hgy Li W and Hg,t,i,j,W,Z remain

unchanged, so they are indistinguishable by the function-hiding property of
IPFE.

b

b
H3yt,i,j,W,3

proceeds identically to Hy , ; v,

except that the labels 4 jw, are

b

replaced by truly random values. Observe that in both Hg,t,i,j,W,Z and Hy . w3

the random values ry[(¢ — 1,7, j, W)] and r¢[q]’s only appear in G, (the group
encoding secret key vectors). Moreover, r[(t —1,i,j, W)] is only multiplied
to r¢[q]’s and does not appear elsewhere (in particular, not on its own). The

indistinguishability between them reduces to DDH over G,.

The reduction roughly works as follows. Given an MDDH; , challenge

[[l‘f[l], e ,I'f[Q], 21y ,ZQ]]2

zg =1x[(t —1,7,7,W)] - r¢[q], if a DDH tuple is given;
with

2g & 7, if a truly random tuple is given;
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we set §;jwq=-2¢+ - for all g€ [Q]. If a DDH tuple is given, those
labels use pseudorandom randomizers r;—1[(i, j, W, )] =rx[(¢ — 1,7, j, W)] - rf as

in Hg,t,i,j,W,Z’ If a truly random tuple is given, those labels use truly random

randomizers t,1[(i, j, W, )] < ZI?, hence are themselves truly random (as in

Hg, t,i,j,W,3) due to the special piecewise security of AKGS. Note that everything

else in the two hybrids can be efficiently computed — in particular, the value

[4init]2 < RevSamp(---) can be computed efficiently in the exponent.

.« Hb

b
H3,t,i,j,W,4

proceeds identically to Hy , ; . v 5,

except that the truly random labels
4 iwyq for all g € [Q] are replaced by pseudorandom values sx[(¢, 7, j, W)] - s¢[q]

with?* sx[(t,, j, W)] < Z,. The indistinguishability between them reduces to

DDH over Gs.
. Hg,t,i,j,W,S proceeds identically to Hg,t,i,j,WA’ except that the pseudorandom

labels 4w, =sx[(t,1, 7, W)] - s¢[q] hardwired in v,[sim"™P]’s are split into
u; ;w[sim] (embedding the factor sy[(¢,i,j,W)]) and v,[sim]’s (embedding

the factor s¢[q]), as shown in Table 4.8. The inner products in H2

3,t,0,/,W,4
and H’s’,t’i’j’w,5 remain unchanged, so the two hybrids are indistinguishable
by the function-hiding property of IPFE. Moreover, H? =Hb . for

i WS = B WL
(&, i, 7, W) = (¢,i,j,W) + L.

i b ~ HP b — b
By hybrid argument, we have H3,1,1,1,Os,1 ~ H3,T {LN.S1g.5" Observe that H) = H3,1,1,1,Os,1
b — b b b s
and H; = Hy rn 5165 Therefore, H) ~ H; conditioned on Case 1. m]

Proof (Claim 4.13). The proof of H ~ HY is more involved in Case 2. In this case, the
ciphertext challenge appears after the secret key query, and we must hardwire the
reversely sampled 4,; in the ciphertext.

Suppose at some point, we want to make ¢ ; ; w, truly random by invoking DDH.
In Case 1, we move ry[(t — 1,1, j, W)] into the secret key vectors, which is easy because
by the time we need to invoke DDH on r[(¢ — 1,1, j, W)], it only appears in one place

(namely, in w;; j w[rand]) and goes away after the invocation of DDH. In Case 2, since

24Note that this is the first hybrid in which sy [(t, i, j, W)] appears — each such value is introduced only

when needed.
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linit < RevSamp(---) must be computed in the exponent of G;, the only option is to
move r¢[q]| into the ciphertext vectors. However, depending on the transition blocks,
r¢[¢q] might appear in (M,r¢)[q’] of any v, . There are many limitations to take into

account when sorting out the proof.

« The special piecewise security only allows us to simulate 4 ; ; w,’s in increasing

order of ¢.
+ To simulate 4 ; ; w,q, all occurrences of r¢[g] must be in the ciphertext.

+ There is not enough space in the ciphertext to embed all the r¢[¢]’s at the same

time.

+ The value r¢[q] must not go away until all ¢,; ; w,’s are simulated. Indeed, r¢[q]

still resides in v,’s in HZ , the last hybrid (for this claim).

Combining these factors, a feasible strategy is to switch (in increasing order of ¢, q)
batches of NS25 label functions (i.e., for fixed ¢,q and all i, j, W) into simulated
labels by moving r¢[q]’s back and forth in each iteration (to keep the labels correctly
computed) until all the labels are simulated. The above also applies to s¢[g] when we
consider invoking DDH again to make truly random labels only pseudorandom.

More specifically, in iteration ¢, g, when moving r¢[q] into the ciphertext vectors,
we erase all its occurrences in the secret key vectors and must compensate some
4 ; iw,q’s for their loss of r¢[q] using the indices with superscript “comp”. This is done
by separating out the terms with r¢[q]. See the compensation identity (Equation (4.8) in
the notes of Table 4.10) for details.

To better understand the procedure, we define the modes of a label ¢ ; j w . There
are three orthogonal groups of modes. Each label has one mode in each group. We
will refer to these modes in the description of hybrids below. Their meaning will also

become clearer in the context of hybrids.

« The first group is about the value of the label. A label is honest if its value is
Ly ; jw,q (x) with garbling randomness set to r = 1y ® ry; it is random if its value is

sampled uniformly at random; it is simulated if its value is sx[(¢,1, j, W)] - s¢[q].
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« The second group is about where the terms ry, s¢ of a label reside. A label is
normal (this is the default) if ry, s¢ reside in the secret key; it is compensated if
rr[q], s¢[q] are in the ciphertext with the other components of rf, s¢ in the secret
key; it is hardwired if the value (in its entirety) is hardwired in the ciphertext
(for conceptual simplicity, this mode only applies to the labels with ¢’ = ¢, ¢’ = q).

A non-normal label will use indices with superscript “comp”.

« The last group is a highly technical one. A label is normal (default) if it is
computed without indices with superscript “temp”; otherwise it is temporary

(a label can be in this mode only when ¢’ = ¢).

The loop hybrids are a two-level loop with outer loop over ¢t =1,...,T + 1 (Table 4.9)
and inner loop over ¢ =1,...,Q (Table 4.10). In these hybrids, u’s (in ict’s) appear after

v’s (in isk’s). The outer loop consists of the following hybrids.

. HZB’, ;1 proceeds identically to H3, except that for all ¢’ < ¢ and all i, j, W, the vectors
uy ; ; w have their values at rand, acc, and tb,’s cleared and embed sx[(#',1, j, W)]

at sim. In this hybrid, labels with ¢ = ¢’ are in the honest mode.

b

+ H?,, proceeds identically to HE, ,

except that the mode of 4, ;w,’s (for all
i, j, W, q) are changed to honest and temporary and a random value sx[(,1, j, W)]
is embedded in u;; j w[sim*™P] for all 7, j, W. The first change is implemented

as follows.

- For all g, the values of v,’s at rand, acc, and tb, are copied to their

counterparts with superscript “temp”.

- For all i, j, W, the values of u;; j w’s at rand, acc, and tb, are moved to their

counterparts with superscript “temp”.

This way, the labels are still correctly computed, i.e., the inner products remain
unchanged. The second change prepares 4, ; jw,,’s to be simulated and currently
has no effect — the newly embedded values multiply with 0 in the v,’s. By the

. . . b ~ b
function-hiding property of IPFE, we have Hy, ; ~ Hy .
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Table 4.9. Hybrids, 1-ABE for L, Case 2 (M then x), outer loop (indexed by ).

hybrid ‘ vector ‘ rand, acc, tb, rand"*™?, acc"™®, tb{*™P sim simtemp
r-o- -7
\7 normal LQ’,OJ 9J stlq] 0
b ut’<t,i,j,W 07 050 0: 070 SX[(t,yi’ .]’W)] 0
HS,t,l T T a r----" r=a
U ijw | |[normal 10,0,0, 0 0
WariiW normal 0,0,0 0 0
b A\ normal normal stlq] [(:)]
2 wpgiw | 0,0,0 0,0,0 sx[(t',1,7,W)] 0
o u iiw normal 0 sx[(¢,1, 7, W)]
34311 Wsrii W normal 0,0,0 0 0
b
|_|37t’3’1~Q71~5 ......
e \7 normal stlq] stlq]
M N wpgigw | 0,0,0 0,0,0 sxl(¢,,/,W)] 0
= | ww| 000 ormal O Inleniw)
H3,t,3,Q,5
WoriiW normal 0,0,0 0 0
" A\ normal 0,0,0 stlq] @
M N wpgiiw | 0,0,0 0,0,0 s« [(2,i, 7, W)] 0
" u jw/| 0,00 sx[(t,i,,W)] o]
S wyy,iw | normal 0,0,0 0 0

For brevity, uj,;; and vy, are suppressed. The reversely sampled ¢,;; is hardwired in ujy:

einit — Revsamp((M’ 1N7 1T, 12s7p)7 X, 07 (gt,z)tE[T+1],ZECMYNys)'

The “normal” in...
\/H
(t' < T) Uy ;W

uri1,,;,we

rand, randte™P acc, acct*mp
-1¢[q] 1O - Yacelq]
ri[(¢ - 1,1, j,W)] 0
(T, 1,7, W)] 1

In this iteration, the modes of ¢4 ; ; w4 are...

v <t simulated
=t
>t honest

t
tb,, tb,"P

(M 15)[q]

cT(x; t’7 i7 .j7 W; rX)

0

honest — honest and temporary — simulated and temporary — simulated
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Table 4.10. Hybrids, 1-ABE for L, Case 2 (M then x), inner loop (indexed by ¢, g).

rand,rand°™P

randtemP randtemp.comp

s H H temp imecomp
hybrid vector BB 4cemD yplemp empcornp sim sim sim
Vo< ‘normal!  0,0,0,0,0 selq’] selq’] 0
v, | inormal]  [normal]  Isflql 0 0]
Vg | fnormall  normall  silq’ 0 0
Hg P a7
S uy<;jw | 0,0,0,0,0 0,0,0,0,0 sx[(¢,7,;,W)] 0 0
u jw | 0,0000  normal 0 syl(t,i,/,W)] 0]
Wy jw | 'mormal 0,0,0,0,0 0 0 0
Vy'<q X rf[q] 0,0,0,0,0 Sf[q,] Sf[q,] 0
v o, | X xelq] | [0,0,0,0,0] (0] 0
o \7 X re[q] X re[q] se[q’] 0 0
,6,3,4, Y] y YY) ’
weoijw | 0,0,0,0,0  0,0,0,0,0 sc[(¢,i,/,W)] 0 [sx[(¢,i', /', W)] - s¢lq] |
.. honest 4,; ; w,q=
u 4 ;w| 0,000,0 v 1¢q] 0 sx[(¢,1, 7, W)] _rx[(t_l,i,j,W;]Ar:[q]_'.m
ut'>t,i,j,W v rf[Q] 070709 OyO 0 0 0
Vyg'<q X rf[q] 0,0,0,0,0 Sf[q/] sf[q/] 0
v o, X 1:lq] 0,0,0,0,0 0 0 1
b Vy'sq X re[q] X re[q] sflq’] 0 0
34303 W iiw | 0,0,0,0,0 0,0,0,0,0 sx[(¢,7,7,W)] 0 sx[(',¢, ', W)] - s¢[q]
u 4w/ 0,0,0,0,0 v re[q] 0 sx[(t,7, 7, W)]
ul’>t,i,j,w 4 rf[‘]] 07 0} 07 07 0 0 0 0
Vo'<q X relq] 0,0,0,0,0 selq’] stlq’] 0
v o Xrilgll  0,0,0,0,0 0] 0] L
o veo | Xnlal el sdel o 0
3,t,3,9,4 [ T S
! Wy <t i, j,W 0,0,0,0,0 0,0,0,0,0 sx[(tlyily.]v’wl)] 0 LS,X,[,(f/il,/:'l/,’W:)],,§f,[ ] !
roT o l .. simulated 4 ; j w o=
u ;i;w| 000,00 L'{ff[f]f]i 0 sx[(t,1, 7, W)] sX[(t,i,j,W)]J-sf[‘;]
woijw | /relgl 0,0,0,0,0 0 0 0
Vy<q normal 0,0,0,0,0 stlq’] stlq’] 0
, v o, 0,0,0,0,0 selal]  [selal] 0]
Hs 305 /
\ normal normal s¢[q’] 0 0
" woijw| 0,0,0,00  0,0,0,0,0 s(£,i,/,W)] 0 0]
3,t,3,q+1,1 L.
u 4i;w| 00000 normal 0 sx[(t,1,7,W)] @
Uy jw | |normal 0,0,0,0,0 0 0 0

Continued on the next page with notes...
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For brevity, uin; and vipj: are suppressed. The reversely sampled &y;; is hardwired in ujp;,
and is only needed (and can only be computed so by the reduction) in the exponent of G;:

[4nit]s — RevSamp((M,1V,17, 12°, p),x, [0]1, ([, seir11,26Ch ) -

The “normal” in... rand’ acc’ tb? rand”®™P, th, <P
vy o #° - Yacelq'] (M:rp)[q'] 0
<t <T) w,jw 1[(¥-1,1,7,W)] 0 (x5, 1,7, W;ry) 0
uryy;jw x[(T,i,7,W)] 1 0 0

The compensation components (“X r¢[¢q]” and “v r¢[q]”) in...

rand’ rand?-comp acc’ tb? th?eomP
(@#q) vg: -r¢[q’] 0 M0 Yacelg'] (M (xg—15lq] - 1)) ('] (Mreg)[q']
\x 0 -1 M0 Yacelg ] (M (re—xtlq] - 1)) [q ] (Mreg)(q ]
when ¢ <T...
U i jwt rx[(t —1,4,/,W)] 0 0 @(X5t,0,/,W;rx) (X5t ,1,7, W;ry) - re[q]
Et<t'<T) wpjw: (' -1,1,7,W)] r[(¢ -1,i,/,W)]-xe[q] O G(xt,1, 1, W ry) o (x5¢,1, 7, W;ry) - 1e[q]
ur;wi r[(T,1, 7, W)] r[(T,1, 7, W)] - relq] 1 0 0
when ¢ =T +1...
ur;wi r[(T,1,7,W)] 0 1 0 0

In the tables above, “?” is either nothing or “temp”, i.e.,
if the values are set in both non-temporary slots and temporary slots, they are the same.
Note that (rf — r¢[q] - ¢4) is simply r¢ with its g™ entry changed to 0, so r¢[q] does not appear.

The compensation is governed by the following identity:

bpijwg = —tx[(¢' = 1L,i, 7/, W)] - 16[q'] + D] e (X584, j, Wi ) - (M (1 — x5l q] - 2 + 1¢[q] - 1)) [4']

€T
= (1) i [(# = 1,4, 7, W)] - x¢[q'] uftb?] vitb?]
——
virand®com?] ufrand?come] + 2 (X511, 7, Wit) - (Me (15— 1¢[g] - 1)) [¢]
€T
+ 2 (X511, 7, Wiry) - 1elg] - (Mreg) [g']. (4.8)
TeT N——
u[tbi,comp] V[tbi'comp]
In this iteration, the modes of 4 ; jw, are...
9 <q 9 =q q>q
V<t S S—->SC—S S
v=t ST [HT - HW — RW — SW — ST| HT — HCT — HT
t' >t H—-HC—H H—-HC—-H H—-HC-—-H

The shorthands are Honest, Random, Simulated, Compensated, hardWired, Temporary.

. . b
For three-mode chains, the middle one spans H3 1 3.40-4"

The net effect is that ¢ ; jw,’s change from honest and temporary to simulated and temporary.

Table 4.10 (continued, notes). Hybrids, 1-ABE for L, Case 2 (M then x),

inner loop (indexed by ¢, q).
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b

. Hg,t,4 proceeds identically to Hy, ,,

except that the mode of ¢; ;w,’s (for all

i, 7, W, q) is switched from honest and temporary to simulated and temporary. In

temp

temp
,acc

Table 4.9, this is reflected by v,’s (for all ¢) having their values at rand

and tb,""P’s cleared and embedding s¢[g] at sim"*™P. We will show H,, ~ H, ,

via a subseries of hybrids (the inner loop hybrids).

b

54> €xcept that the mode of 4; jw,’s is switched

. Hgyt’s proceeds identically to H
from simulated and temporary to simulated and the following clean-up work is

done in preparation for the next iteration.

- v,’s (for all q) have their values at sim*™P cleared.
- u; jw's (for all i, j, W) have sx[(¢,1, j, W)]’s moved from sim'™™P into sim.

.. . ti i t
- w;; jw's (for all i, j, W) have their values at rand “"F, acc " T, and tb," s

cleared.

b

It is readily verified that the inner products remain unchanged, so H;, ,

~ Hb
~ H3,t,5

b

by the function-hiding property of IPFE. Furthermore, we have H}, . = H} .

b — b b — b b b
Note that H) = H;,, and Hj = H; ;. , ;. Once we show H; , , ~ H;, ,, we can conclude

H% ~ HY by hybrid argument.

b

The inner loop hybrids connect H5, , and H, ,

by switching ¢ ; ; w, from honest

and temporary to simulated and temporary one by one for ¢ =1,...,Q.

b

.« H® proceeds identically to H,,

30341 , except that for ¢’ < g, all the v, have their

values at rand™™®, acc'™?, and tb"™P’s cleared and the value s¢[q’] is embedded

mp

at sim *™ i.e., the labels 4, ;w, for all i, j, W and all ¢’ < ¢ have been switched

from honest and temporary to simulated and temporary.

. HIS),t,S,q,Z proceeds identically to HZB),t,S,q,l’ except that all occurrences of r¢[q]
and s¢[q] are moved from v, ’s into uy; ;w’'s according to the compensation
identity (Equation (4.8)). The implementation is illustrated in Table 4.10. The
labels with ¢’ =q or ¢ > t or ¢ =t,q’ > q gain compensated mode on top of their

existing modes, and the labels ¢ ; ; w4 for all i, j, W become honest and hardwired
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(hardwired in u,; j w[sim®™P]). The inner products (labels) remain unchanged,

so H?

303.q1 7~ Hg,t,3,q,2 by the function-hiding property of IPFE.

* H}, 5,3 Proceeds identically to H},, ,, except that the labels ¢ ;w, (for
all i, j, W) hardwired in u,; ; w[sim®™P] become random and hardwired. The

indistinguishability between H3, , 42 and HY .. ..3 reduces to DDH over Gi.

b

b
* H 3,4,3,g,2?

3, except that the labels 4, jw, (for

344 Proceeds identically to H
all i, j, W) hardwired in w,;; ; w[sim®™P] are changed to be pseudorandom

sx[(¢,1,7,W)] - s¢[q], which makes them simulated and hardwired. The indis-

b

tinguishability between H] , , and H} ;.

again reduces to DDH over G;j.

b

b
* H 3,6,3,.4

34345 Proceeds identically to H

except that all occurrences of r¢[q]
and s¢[q] are moved back to v,’s (including putting s¢[q] back to v,[sim]) —
compensation is undone — and some clean-up work is done to prepare for the
next iteration. More specifically, the clean-up work involves clearing the values
of v, u;; jw at sim®™P for all i, j, W and putting s¢[q] into v,[sim*™P]. As a

result, all the labels lose their compensated mode, and the labels ¢ ; ; w , for all

i, j, W become simulated and temporary. Note that H® s = H2

3,t,3,q, 3,t,3,q+1,1°
Lastly, observe that H}, ;,, =H},, and H} ,, , - = H}, ,. By a hybrid argument over
the inner loop hybrids, we have Hg,t,z ~ Hg,t,4°
Now, by a hybrid argument over the outer loop, H5 ~ H in Case 2. O

EXTENSION TO MDDH. For the version based on MDDH,, the labels are simulated as
S
biiwg = (SiSpI(t,i,7,W),q] for Sy & ZI[,k]X([TH]X[N]X[S]X{O’I} ) and §; & Z;fXQ.

The proof for Case 1 goes by invoking MDDH;, instead of DDH. We discuss the change
in the proof for Case 2. At some point, we need to switch the randomizers of the
labels with some specific ¢, g to truly random. Invoking MDDH; apparently requires
completely removing the ¢ column of Rg, yet this column is used to compute the
randomizers for the labels with ¢’ = ¢ that are still honest. We got away with this

when assuming DDH because both distributions give us access to r¢[¢] (a convenient
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shortcut), i.e

[rl(2 =1, 0y o, )] relgl, 0 [( = 1,y oy )] - el g1 ]

(DDH) ~ [[rX[(t_L =y '-'7'-')]7rf[q]a r[(t_ ]-a'-'"-"'-', q)] ]]1‘

A naive attempt to generalize the proof to work with MDDHj, is to say

[[RX['-'7 (t - 17 iy L, '-')]7 Rf['-'7 Q]7 (RX['-'7 (t 1 y '-') )TRf ]]1

; [[RX['-" (t_17'-'7'-'7'-')]7Rf['-"q]7 r[(t_la'-"'-'a'-')aq] ]]1a

which does not follow from MDDH, (and is false for symmetric pairing groups). The

correct pI‘OOf uses

inug,. . atrand®™, th;*"P’s
andinu,, . at tbtemp compsg in . at simeomPp
[R, {(Ry[ws, (¢ = 1,y o, D) Rel, g1} ose, (Ry[es, (8= 1,y o, ) ) Re[ s, g1y
(MDDH,) ~ [Ry, { r[(t -1,0,0,0),q] Yosts r[(t-1,o,o,0),q] I
(MDDH,) ~ [Ry, {(Ry[ws, (2" = 1,1, i, ) ) "R, @l s, r[(t—1,0 0 0),q] Iy

In other words, we first switch all the randomizers of the labels with ¢’ = ¢ to truly
random, then switch back those with ¢ > ¢, ¢’ = ¢ to pseudorandom (the randomizers
for the labels with ¢’ < ¢ are already gone in that iteration, because those labels are
already simulated). A similar strategy is used for Sy, 8¢ when we switch the truly

random labels to pseudorandom simulated ones.

4.6.3 KP-ABE for L

We use the same technique in Section 4.5.3 to convert 1-ABE for L into a full-fledged
ABE for L. The only difference is that we will need two copies of the indices in the
private slot.

In the security proof of KP-ABE for ABP, the private slot can be regarded as a
compartment isolating the interaction between all the secret keys and the challenge
ciphertext from the other ciphertexts (which can be generated by the adversary using
the master public key in the public slot). All the secret keys can share the same private

slot because the security of 1-ABE for ABP is unaffected by the extra keys. However,
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the security of 1-ABE for L does not automatically extend to the multi-key setting, and
we need an extra copy of the indices to further isolate the interaction between the

challenge ciphertext and the secret key being modified from the other secret keys.

Ingredients of Construction 4.6. Let

* (Garble, Eval) be Construction 4.4, the AKGS for

F={Mlyrs:Z) > Z,|MecT™M,N,T,S > 1, p prime },

+ GroupGen a pairing group sampler (Definition 2.5), and

* (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec, IPFE.SlotEnc) a slotted IPFE (Defini-

tion 4.4) based on GroupGen.

Construction 4.6 (KP-ABE for L). Define (see Definition 2.3)

Xeop = { (x, 1T,125) |x € {0,1}" for some N >1and T, S > 1},

Py (M, (x,17,1%)) = M|y 1.5(x) for x € {0, 1}".
Our KP-ABE scheme based on GroupGen operates as follows.

« Setup(gp) takes the group description gp as input. It generates IPFE master

public/secret key pair (impk, imsk) & IPFE.Setup(gp, Spub» Spriv) for

spupb = { pad®!, pad®X, init?"?, randP*?, accP*® } U {th>ub |lreT},

Scopy = { INitPY, rand“°PY, acc®®” } U {tb;"P | 7 € T},

Spriv = Scopy Y S1-ABE U { pad®°®Y, pad'*™P },
where s;.apg is the index set defined in Construction 4.5. The algorithm outputs
mpk = impk and msk = imsk.

The naming is as follows. The indices pad<t, pad** are used to compute (A + 1)
in the exponent, where A (resp. y) is the random pad in ct (resp. sk) embedded
at pad®t (resp. pad®f). The values in Spriv are set to 0 by the honest algorithms
and reserved for the security proof. The names of the other indices follow the

convention in 1-ABE.
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+ KeyGen(msk, M) takes as input msk and M = (Q, Yacc, d) € TM = Fgp. It computes
the transition blocks M, for 7 € 7 from &, samples u < Z, and r; <& ZI?, and

sets the vectors Va4, Vinit, and v, € Z; for q € [@Q] as follows:

vector | padt pad® initP"® randP®  accPuP thPuP in spriy
Voud | 1 p 0 0 0 0
Vinit 0 0 l‘f[].] 0 0 0 0
Vg 0 0 0 ~r¢[q] M - Yacc [q] (M.rx¢)[q]

The algorithm then generates IPFE secret keys for them by

iskpad < IPFE.KeyGen(imsk, [Vpad]2),
iskinit <~ IPFE.KeyGen(imsk, [Vinit]2),

(for g € [Q)) iskg & IPFE.KeyGen(imsk, [vgl2)-

The algorithm outputs sk = (iskpaq, iSKinit, iski, . . . , iskq).

Same as in our 1-ABE for L (Construction 4.5), the algorithm KeyGen creates the

garbling with secrets @ = y and 8 =0.

- Enc(mpk, (x,17,1%), g) takes as input mpk, input x € {0,1}" for some N > 1,
time/space complexity bounds T, S > 1 (encoded as 17 and 128), and message
g €Gr. Itsamplesh & Z,, s & 7, 1y & Z},O’T]X[N]X[S]X{O’l}s and sets the vectors
Wpad, Winit, and g, jw € Z" for t € [T +1], i € [N], je[S], We{0,1}5 as

follows:

vector ‘ pad®t padsk initPub ‘ the other
upad h S 0 0
Winit 0 0 s-1[(0,1,1,05)]
b b pub the other
vector ‘ randP" accPt tb; ‘ indices
(tST) Ui W S'rX[(t_laiajaw)] 0 S'CT(X;t7i7j’W;rX) 0

uriyjw | s-x[(T,1,/,W)] s 0
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The algorithm generates IPFE ciphertexts by

iCthad & IPFE.SlotEnc(impk, [upaalln), ictinit < IPFE.SlotEnc(impk, [winit]1),
(for t € [T +1],i € [N],; € [S],W € {0,1}5) ict,; ;w < IPFE.SlotEnc(impk, [u.; ; w]1)-
It outputs ct = (g + [A]lr, ictpad, iCtinit, {iCte; ;W e oy icrn jers).wero1)s) -
* Dec(mpk, M, sk, (x,17, 12%), ct) outputs L if M|y rs(x) =0 for x € {0,1}". Other-
wise, it parses sk as in KeyGen and ct as
(ﬂz]]T’ ictpads iCtinit, {iCtt,i)j,W}te[T+1],ie[N],je[S],We{O,l}S)7
and runs (recall that Cyy v s = [N] X [S] x {0, 1} x [Q))
[z2']r < IPFE.Dec(iskpag, iCtpad), [[4nit]r < IPFE.Dec(iskinit, ictinit),

(fort e [T +1],(i,/,W,q) €Cuns) [4.,jwqlT < IPFE.Dec(isky, ict; jw),

’ S
|]:/~l ]]T — EVal((M, lN) IT) 12 ’ p)a X> [[ginit]]T7 ([[gt,z]]T)tE[T+1],Z€CM’NYS) .

The algorithm computes and outputs ([z]r + [#']lr — [2’]0)-

Correctness. Combining the arguments for the correctness of 1-ABE for L (Con-

struction 4.5) and KP-ABE for ABP (Construction 4.3), we see
W=s-pu-Mnrs(X)=su and 2 =h+syu
= el + [l - ['Ir =g + (2l + [splr = [2 + splr = 5,
i.e., Dec correctly recovers the message.

Security. We state and prove the security of our ABE construction.

Theorem 4.14 (€]). Suppose in Construction 4.6, SXDH (Assumption 4.1) holds over
GroupGen and the slotted IPFE scheme is function-hiding (Definition 4.5), then the resultant

ABE scheme is adaptively secure (Definition 2.2).

Proof (Theorem 4.14). The statement is ExpgHFE ~ EXppypp- Recall that in Expll;HFE, the
adversary can receive many secret keys {sk,},c[o) for different machines {M,},

and a ciphertext ct for input x, time/space bounds 7,S, and message g, where
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{My},,x,T,S, g0, 81 are chosen adaptively by the adversary subject to M|y r,s(x) =0
for all ¢ € [®], where x € {0,1}". (If the constraint is not satisfied, the outcome of
the experiment is set to 0.)

At a high level, the proof involves three steps, similar to those in the security proof

of KP-ABE for ABP (Theorem 4.8).

+ First, the garblings (in both ct and sk,) as well as the secret key pads y, are
removed from s,.;,. Instead, ct embeds in scopy (half of) the garbling without s,
and each sk, embeds in sc.py (half) a garbling generated with pad ﬁ(g and

randomness 1, ¢ independent of those in syyp,.

« Next, we go through a loop of ® iterations. In the ¢ iteration, we replace
[y in V, paq by an independent random value i, (inconsistent with 7)) used to
generate v,, inic and v, ,'s). However, this is not as simple as the case of KP-ABE
for ABP, because the security of 1-ABE for L (Theorem 4.11) does not automatically
generalize to the case of multiple secret key queries, which can be regarded
as a consequence of reusing the randomness in the ciphertext vectors (i.e., the
garbling is already not truly random in 1-ABE). We employ the trick of temporary
mode to resolve the problem. Roughly speaking, s;.apg is used for the interaction
between sk, (the secret key being modified) and ct, while scopy is used for the
interaction between all the other secret keys and ct. The ciphertext uses two
sets of independent randomness — ry in scopy and Ty in s;.apg — so that the proof

of Theorem 4.11 can be invoked in $;.agE.

« When all the secret keys have their pads ,Zig replaced by ﬁ,},, we move the
random pad A from the ciphertext into all the secret keys, by which point A will
be perfectly hidden by the pads ﬁ(}, and perfectly hide the message.

We start with the first step, which is the first step in the proof of Theorem 4.8 with
DDH instead of MDDH.

. Hg is Exp5pp, Where the ict’s (in ct) are generated using IPFE.SlotEnc. This is

depicted by “L” in the u’s in Table 4.11.



Table 4.11. Hybrids, KP-ABE for L, first and final.

. padt,  initP"P randPu, copy :
hybrid vector pad®  pechh g pad 10 Scopy
Vo,pad 1 Hy 0
b b Vo,init> Vo,q o (,U(p, r(p,f) 0
Ho = EXPpypg | -~~~ -
| | h 1
| upad I ) S
| IR — |
r-----=-~-°—7 i
Winit, Ui, j,W o (s, stx) L
r—a
Vo, pad L, py 10!
r—-7
b Vo,init> Vo,q o (Hyps Ty 1) 0]
H1 o r=a
hyis) 0]
r----~- -7 i r-a
o) 0
Hb Vo inits Vo,q o (,ut/h r(p,f) x (Slutp’ srq),f)
2
Upad h,
S 0
v, 1 110
¢,pad y Mo lu(p
0 =
HE = HP Vo,init> Vo,q o (,Ugo, r(p,f) & (,U(p’ rq),f)
37 41
Upad h, 0 1
Winit, Uz j W 0 o (1,1x)
b |
H4,1~<D+1
1 il &z
Vi, pad s Hy Hyp < Lp
~0 =
Hb = HP Vo,init> Vo,q & (,u(/hr(p,f) & (,u(pvrzp,f)
57 4,0+1 r-a
Upad thy 0 1
Winit, Wi, j,W 0 oc (1,1x)
=1
vzp,pad 1; My h+ :u(p
—0 =
Hb Vo,init> Vo,q o« (,Uga, r(p,f) o« (,UW rga,f)
6
Upad [0} o 1
Winit, s, j W 0 o (1,1%)

For brevity, the vectors for computing the labels are not spelled out.

The shorthand “x z” means that the components there are linear in z

and efficiently computable given z in the exponent, and that there is

only one natural way of computing them (see Construction 4.6).
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« H® proceeds identically to H, except that the ict’s are generated using IPFE.Enc

with uls ;, set to 0. By the slot-mode correctness of the slotted IPFE, we have

b — b
HE = HP.

HS proceeds identically to H?, except that how the (secret key) pads and the
labels are computed (as inner products) is changed — instead of multiplying
with s in the ciphertext, s is multiplied in the secret key (which prepares the

secret key randomness to be rerandomized).

— In the ciphertext vectors, values at padsk, initP"?, randP"®, accP*®, and tbP"™s
(in the public slot) are moved to pad®® and sopy (in the private slot), and
the multiplier s is removed.

— In the secret key vectors, values at pad®¥, initP"?, randP"?, accP'?, and tb?ub’s
(in the public slot) are copied to pad®°® and scopy (in the private slot), and s

is multiplied to the copy in the private slot.

The hybrid is illustrated in Table 4.11. Since the inner products remain the same
and the secret key vectors have their values in the public slot unchanged, we
have H? ~ H} by the function-hiding property of IPFE. An alternative view of
this hybrid is that in each secret key sk, two (half) garblings are embedded, one
generated for u, using randomness r,, ¢ in the public slot, the other generated

for su, using randomness sr,, ¢ in the private slot.

HY proceeds identically to HY, except that the garbling in the private slots of
the secret key vectors are generated for independent pad ,ZZg with independent
randomness T, ¢. Note that the only difference between H} and Hj is that in the
former, the randomness and the pads of the garblings in the private slot are
random multiples of those in the public slot, and that in the latter, those in the

private slot are independently sampled. DDH over G, says

AO —
{1,101, sﬂwasrw,f]]Z}zpe[qa] ~ {1, 1y s, l“w’rrp,f]]the[q)]'

Given [ u,, 1, ¢l and either [su, st,¢]l2 or [, T, ¢]l2, the secret key vectors can
be efficiently computed in the exponent. Plus, everything else can be efficiently

computed. Therefore, H} ~ H} by DDH over G,.
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We have completed the first step of the proof.
Now we proceed to the second step, in which we switch ﬁg to independent random

values ,Uql, (inconsistent with v, ;n;r and v,, ;'s) one by one:

. Hﬁ, v proceeds identically to H’s’, except that for ¢’ < ¢ (the first (¢ — 1) secret
keys), Vi pad (in isky paq) stores an independent random value /7(/1, in at

pad©°py,
Observe that H} = H} . We claim the following:
Claim 4.15 (). H} o~ HS g Jor all p € [@], b € {0,1}.
For now, we focus on the last step.

. HIS’ proceeds identically to Hg, except that all the pads ,Ug in v, paq[pad®]
are replaced by independent random values /i, & 7,. The hybrid is shown in

b _ b
Table 4.11. Observe that H2 = H4,®+1.

Note that in this hybrid, the inner products of up,q and vy, p,q’s are {h + ,ZZ(},}W
which hide h. However, A still appears in up,q. In the next hybrid, we remove 2
from wp,q and directly hardwire the inner products {4 + ,ZI(},}(/J in vy, 5aq’s so that

h becomes information-theoretically hidden.

« H® proceeds identically to H, except that the random pad A is removed from
upad[padCt] and each v, ,,q stores (h + ,ZZ(},) at pad®°?. Since the inner products
and the public slot of the secret key vectors remain unchanged, we have HZ ~ H?

by the function-hiding property of IPFE.

We have H{ = Hg because % is perfectly hidden by each i, and perfectly hides the

0~ Fynl
message. Therefore, we conclude EXppypp & EXPpppg- O

Proof (Claim 4.15). Fixing some ¢ € [®] and b € {0, 1}, we want to show Hf’w = HZ,¢+1J
for which we must modify sk,. There are three key ideas in the proof, which are

logically chained in an anadiplosis fashion.

+ To modify sk,, we temporarily use pad®™ and s.spr exclusively for the

interaction between ct and sk,, and use pad®? and sc.py for the interaction
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between ct and the other secret keys, similar to the temporary mode in the proof
of Claim 4.13. With the interaction between ct and sk, isolated, we could hope

to syntactically invoke 1-ABE security for them.

« To invoke 1-ABE security in s.apg, we must make sure that in s;.apg, the
ciphertext vectors use randomness independent of those in scopy. This is done by
invoking DDH twice in a row to make ct use ry in pad®, sc,,y and independent
Ty in pad®™P s xpp, similar to how the labels are simulated in the proof of

Theorem 4.11 by invoking DDH twice in a row.

+ To invoke DDH to rerandomize ry, there needs to be a random value multiplied
to it. However, in HZ’ » nothing is multiplied to y’s, r¢’s, ii’s, ¥¢'s, nor ry. This can

be resolved by a change of variable introducing a negligible statistical error:
~0 ~1 = ) ~] ~ %
(I, lps Ty f) ~s (S, S iy, ST,g) for 57,

We then move s to ry using the function-hiding property of IPFE, after which
DDH can be invoked.

We now implement these ideas in the following hybrids G, ..., G .

b

* Gj proceeds identically to H}

where the first (¢ — 1) secret keys have their
ﬁ(g, replaced by /I, in v, paa[pad*°P¥], the key sk, stores either i) (consistent

with v, init and v, ,’s) or ,ZZ(}, (inconsistent). The hybrid is shown in Table 4.12.

. G‘l” proceeds identically to G‘O”, except that a random multiplier 5 < 7, is
multiplied to the values at pad®?Y, s.opy for sk,. Conditioned on s # 0 (which
happens with overwhelming probability), Gi” and GOW are identical. Therefore,

Gy ~s G! taking into account the case of 5 =0.

. GZ’ proceeds identically to Gll/', except that the interaction between ct and sk,, is
isolated from those between ct and the other secret keys, and that s is multiplied

in ct instead of sk,.

— In the vectors in the ™ secret key sky, the values at pad®°PY, s.q,y are moved

to pad'®™P, ¢ spg, and the multiplier 5 is removed.



Table 4.12. Hybrids, KP-ABE for L, loop (middle).

‘ padtemp

hybrid vector in spup pad®°opy in Scopy in $1.ABg
v, il &z 0
, ¢’ ,pad .u,p/ ‘P
<9 50 & 0
th’,inib Vo' q C. o (ﬂw,, r(p,’f)
i
vV, . 0
p,pad 1Hg
G()u/ ”)rf,S’ Eed r”;’[)*;**ﬁ
_ Vo ,inits Vo,q independent | (/t(p, r(p,f) | 0
= of i, T¢'s —o bommmmes -
b Vo' pad Hy 0
4oty | @' > @ and o = .
Vy inits Vo' q o (,U,/,/ , r(p,’f)
Upad 1 0
Winit, Wy j,W o (1, 1y) 0
-1
Vi.pad 0]
( ) 10
V,initv, oc (s Sr’f Q!
611// 2 > Y Y.q L rf,S, h (744 2 Log
-1
Upad 1 L0
-1
Winit, Uz j,W o (1, 1y) 10!
~y
Vo,pad @ Hy
Vi init> Vi o (1,
v p.inits Vo.q [0] o
G, U, ¥es, h
Upad 1
Winit, Ur i, j,W o (1,1%)
=y
Vo,pad 0 He
~p =
v Vo, init> Vo,q , 0 o (ﬂ(/)? r(/},f)
G, U, Y¢S, h ~
Upad 1 S
Uinit, Us,i,j,W o (1,1%) o (5, )
- 17/‘\
[ I
Vo,pad 0 Hy
T r”(;’o’;**)ﬁ
Vi, init> Voo, 0 1< (M, Ty f) |
Gy [ U, Tes, h . Lo oteel)
Upad 1 15!
B
Winit, Wy j,W o (1, 1x) !
T4
V(p,pad 0 S ,Ll(p
Ve, init> Vo, 0
GSV/ Pt T U, ¥es, h
Upad 1
Winit, Wr i j,W o (1, 1%) o (1,1x)
=y
0
Vo inits Vi 0
v ,inits Vo,q ,
Gg U, S, h
upad 1 1
Uinit, Us,i,j,W o (1,1%) o (1,1%)

For brevity, the vectors for computing the labels are not spelled out, and

the secret key vectors other than those for sk, are suppressed except in Gow.

See Table 4.11 for the meaning of “« 2”.
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- In the vectors in ct, the values at pad®, sc,py are copied to pad®™P & App,

and s is multiplied to the new copy.

As illustrated in Table 4.12, the inner products and the public slots of the secret
key vectors remain unchanged, so G;" ~ sz by the function-hiding property of

IPFE.

. Gs"’ proceeds identically to G;”, except that in the ciphertext vectors, the
STy in sapg is replaced by an independent and uniformly random s. The

indistinguishability between GZ’ and G;” follows from DDH over Gi:

—_ — S —
er,g’grx]]l ~ |I1‘X,§,S]]1 fOI‘ Iy,S (i Z][)O,T]X[N]X[S]X{O,l} ,S <i Zp'
. GZ’ proceeds identically to Gg’, except that in the ciphertext vectors, the s in s;.apg
is replaced by s 1x. The indistinguishability between G;’/ and Gf again follows

from DDH over Gi:

- —_—~ e~~~ -~ S —_
[55h~[58%]: for 87 & zZPTHINXSKON 8 7
. G's” proceeds identically to G}, except that the multiplier 5 is moved from u’s
back to v,,’s as depicted in Table 4.12. By the function-hiding property of IPFE,

we have G} ~ G/,

. GZ’ proceeds identically to GS"', except that the multiplier s is removed. We have

v~
GY ~ GY.

Lastly, observe that in GZ, only the ciphertext vectors and the vectors for the ¢
secret key have non-zero values in s apg and those values are generated exactly as
specified by our 1-ABE for L (Construction 4.5). We use syntactically the same security
proof of 1-ABE for L (Theorem 4.11) to argue G! ~ Gg.

« Each step in the proof of Theorem 4.11 uses the function-hiding property, DDH,
or the special piecewise security, all of which are still valid when translated into
the case of G? and G in the only natural way. More specifically, i) the function-

hiding property is unaffected by the public slot, s¢opy, pad®°??, and the additional
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vectors (in the other secret keys), as the values being manipulated during the
proof are all in s;.apg in the private slot and the additional vectors (having values
0 in s;.48g) cannot “detect” the changes in s;.apg; and ii) the applications of DDH
and special piecewise security still go through, because the garbling in s;.apg is

generated using randomness independent of everything else in GZ.

« In the translated version of the proof of Theorem 4.11, v(p,pad[padtemp] is always
set to ﬁ;f’ . In the final hybrids, both ,Zig and ﬁ(}, are uniformly random and
independent of everything else, so they can replace each other.

Therefore, Gy ~ Gg, and by hybrid argument, we conclude H} / ~ Hj .. O
EXTENSION TO MDDH. The natural way to generalize Construction 4.6 to MDDH,, is to
let the public slot store % independent garblings and the private slot provide space
for (k + 1) garblings — among the (% + 1) copies in the private slot, & of them are the
counterpart of scopy and the last one of them is the counterpart of s;spg. Of course, the
underlying 1-ABE scheme must also be based on MDDH,. This natural generalization
uses vectors of dimension @(k?), because each copy of the garbling already needs
O(k) indices.

A simple optimization that shortens the vectors to only ©(%) is to realize that the
rerandomization of the (half) garblings in the security proof of ABE can be done
without creating & copies of 1-ABE, essentially because each 1-ABE already uses &
copies of random values to jointly generate the label functions. For this optimization
to work, the copy in s,,;, needs to embed % independent pads in the secret keys and
k independent random multipliers in the ciphertext, and decryption gives the inner
product of the two. For the other two “compartments”, scopy and siagg, each only

needs to provide space for one pad.

The ABE scheme still uses three copies, and we use (X,Y,Z) to represent an ABE
key/ciphertext generated with randomness X, Y, Z in sy, Scopy, 51-aBE (0 means no copy
is there; pads are omitted). Roughly speaking, the first step (isolating the interaction

between sk’s and ct from the other ciphertexts) is done as follows.
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REAL HYBRID 1 HYBRID 2 HYBRID 3
Sk(p: (Rf,(py 0, 0) (Rf,(py 0, 0) (Rf,(pyATRf,zpy 0) (Rf,(py ﬁf,(p’ 0)
Ct: ( RX’O’O) (ARX1010) ( 0 > RX 90) ( 0 > RX70)

—~ S
Here, Ry, Ry, < ZﬁXQ‘”, Ry &z UOTIXINIXISEAOUT " 8 7kxk  The first transition

P
is a change of variable introducing only a negligible statistical error. The second one
is due to the function-hiding property of IPFE. The third reduces to MDDHi,cD Q1 Qo"

The second step is to change the pads in scopy to be inconsistent one by one.
Similar to the proof of Claim 4.15, we achieve this via a loop of ® iterations, one for
each secret key. In the ¢™ iteration, we i) introduce a random multiplier (now a & x &
matrix) in scopy Of sk, ii) isolate the interaction between ct and sk, into s agg With
the multiplier moved into ct, iii) switch the randomness in s;.5pg of ct to be sampled
independently from that in scopy in ct, and iv) invoke 1-ABE security.

The last step is to remove the ciphertext pad from ct and hide it using the

inconsistent pads in sk’s, which is straight-forward.

4.6.4 Extension to NL

Applying our construction of KP-ABE for L to non-deterministic Turing machines
yields a KP-ABE for NL. In this section, we discuss what modifications need to be

made to handle NL.

Non-Deterministic Turing Machines. The definitions of non-deterministic Turing
machines (NTM) and time/space bounded computation are the same as Definition 4.3,

except with these changes.

« The transition criterion § can be any relation between (i.e., any subset
of the Cartesian product of) [@] x {0,1}* and [Q] x {0,1} x {0, +1}*, where
((g,x,w), (¢’,w’, Ai,Aj)) € 6 means that if the current state is ¢, the input tape
symbol under scan is x, and the working tape symbol under scan is w, then
it is valid to transit into state q’, overwrite w with w’, and move the input and

working tape pointer by offsets Ai and Aj, respectively.
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« The definition of hanging in accepting states is that for all ¢ € [@] such that

Vacelq] =1 and all x,w € {0, 1},

6N ({(g,x,w)} x ([Q] x {0,1} x {0, +1}*)) = {((g,x,w), (¢, w,0,0))}.

+ In the definition of acceptance,

0(qe, X[1e], WelJe]) = (qes1, Wes[Jels tes1 — ie5 Jee1 — J2)

is changed to ((Qt,x[it],wt [Je]), (@41, Weaa [Jel, Te41 — i, Jra1 — Jt)) €4.

Note that in the case of non-deterministic machines, the machine might move off
the tapes with certain choices of transitions, but that does not necessarily lead to
rejection — it is just that particular path that is silently dropped. As long as one valid

path does not exceed the space bound and land in an accepting state after T steps,

the input is accepted.

Arithmetizing NTM Computation. The same matrix multiplication formula (thus the
same AKGS) works for non-deterministic computation. We just need to use the non-

deterministic version of the transition matrix, which share the same block structure

as the deterministic ones.

Let M = (@, Yacc, 9) be an NTM. The transition blocks of M are

M,y pin; € Z8€ for x,w,w’ € {0,1}, A, Aj € {0, +1}:
, 1’ if ((an’ LU), (q/aw,7 AL, AJ)) € 5;
Mx,w,w',Ai,Aj [(L q ] =
0, otherwise.

The transition matrix of M for input of length N and space bound S is
My 5(X) € {0, 1} masCns,
MN,S(X) [(1’7 j: Wa '-')7 (ila j,a Wl, '-')]

My wijlwijli-ij—j> ifi —i,j —Jj€{0,+1} and
= W[;”] =W’'[;j”] for all j” # j,

0, otherwise.
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It is readily verified that in My s(x)[(i,/, W, ), (=, =, =, )], each transition block
appears at most once. The matrix multiplication formula yields the number of

accepting paths, as summarized below.

Lemma 4.16. Let M = (Q,Yacc, ) be an NTM, x € {0, 1Y for some N >1, and T, S > 1.
The number of valid computation paths reaching internal configuration (i, j, W, q) when
running M starting from the initial configuration (1,1,0g,1) with input x € {0,1}" and

space bound S for T steps is

(‘21,1,03,1) (Mn,s (X))T)T [(Z,7,W,q)].

. T . .
Moreover, computing ‘zl,l,os,l) (MN,S(X)) (llesJX 015 ®yacc) over the integers yields
the number of accepting computation paths when running M starting from the initial
configuration (1,1, 0g,1) with input x € {0, 1} within time T and space S, which is non-

zero if and only if M accepts X within time T and space S.

We arithmetize time/space bounded computation of M by defining

T
M|nrs(x) = ‘21,1,03,1) (My,s(x)) (I[N]X[S]X{O,l}s ® Yacc) OVer Z,, (4.9)

which evaluates to 0 if (but not necessarily only if) x € {0,1}" is not accepted by M

within time 7' and space S.

Discussion on Correctness. The arithmetization is precise for the complexity class
modZ,L [BDHM92] (restricted logspace counting class modulo p). Each language
L € modZ,L is associated with a non-deterministic logspace Turing machine M such

that

xeL = #[accepting paths of M(x)] #0  (mod p),

x¢L = #[accepting paths of M(x)] =0  (as an integer).

As a special case, UL € modZ,L for all p, where UL means unambiguous logspace —
these are languages recognized by a logspace NTM such that for any input, there is at
most one accepting path.

However, it is not known whether NL C modZ,L for any p. Indeed, if the number

of accepting paths is a non-zero multiple of p, the computation will be mistakenly
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rejected under our arithmetization. We circumvent this correctness issue using pairing

groups of entropic order.

Definition 4.14 (entropic order). A pairing group sampler (Definition 2.5) GroupGen

has entropic order if the min-entropy H, of p is w(logA):
H) = -log, maxPr[(p, ...)=gp & GroupGen(1%) : p :p’].
p/

For 1-ABE and ABE, we relax the correctness requirement so that decryption only
needs to succeed with overwhelming probability for all sequence of polynomial-size

inputs.

Definition 4.15 (relaxed correctness). An ABE scheme (Setup, KeyGen, Enc, Dec) per

Definition 2.3 is correct in the relaxed sense if the following two conditions hold.

« Either the scheme is not group-based or F, X do not depend on gp (P,Y could
depend on gp).

+ For all sequence {(paramy, f1,x1) }aen such that param, € Params,, fi € F} param,,

x3 € X} param,, and the lengths of paramy, f3, x4 are poly(1)-bounded, it holds that

P/l,gp,paramﬂ (fa,22) =1 but
gp < GroupGen(1%)
there exists y € Y} gp param, such that
Pr | (mpk, msk) < Setup(1*, gp, param,) :
14, mpk, 11, sk, x,,
sk & KeyGen(1*, msk, £3) Pr |Dec =y|#1
Enc(14, mpk, x4, y)

is negligible in A.
The version for 1-ABE is defined analogously.

AKGS, 1-ABE, and ABE for NL. We simply plug in the matrix multiplication formula
for NTM into our AKGS, 1-ABE, and ABE constructions for L.

Construction 4.7 (AKGS, 1-ABE, and ABE for NL). The AKGS, 1-ABE, and ABE for NL
are obtained by plugging Equation (4.9) into Constructions 4.4 (AKGS), 4.5 (1-ABE), and
4.6 (ABE). Formally (see Definitions 2.3 and 4.6),

Paramsg, = {1}, Fop ={M | M is an NTM }, Y = Gr,

X, = { (x,17,1%) |x € {0,1}" for some N>1andT,S >1},
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s 1, if M accepts x within time T' and space S;
0, otherwise.
In 1-ABE and ABE, Dec outputs L if M|y 7.s(x) =0 (mod p); otherwise, it recovers the

message or the pad by dividing the Eval result by M|y 7 s(x).

Theorem 4.17 (). The AKGS in Construction 4.7 is correct, linear, and special piecewise
secure (Definitions 4.7, 4.8, and 4.11) with the same ordering of label functions and
randomizers as described in Theorem 4.10.

Suppose in Construction 4.7, GroupGen has entropic order (Definition 4.14), SXDH
(Assumption 4.1) holds over GroupGen, and the IPFE schemes are function-hiding (Defi-
nition 4.5), then the resultant 1-ABE and ABE schemes are correct in the relaxed sense
(Definition 4.15) and adaptively secure (Definitions 4.6 and 2.2).

If the non-deterministic machines are restricted to unambiguous ones (Definition 4.3),
GroupGen need not have entropic order and the schemes enjoy perfect correctness (Defi-

nition 2.1).

Proof (Theorem 4.17). The AKGS correctness, linearity, and special piecewise security
(and ordering) are straight-forward. The security of 1-ABE and ABE also generalizes
from the proofs of Theorems 4.11 and 4.14 — by Lemma 4.16, M|y s for non-
deterministic Turing machine M always evaluates to 0 if the input is not accepted
within the time/space bounds. We focus on the relaxed correctness of 1-ABE and ABE,
which amounts to showing that M|y rs(x) =0 (mod p) happens with only negligible
probability for accepting computations.

Let the sequence in Definition 4.15 be
param/l = J—a M/l = (Q/17 Yacc,/l’ 6/1)a (X/la ]-TA’ 1251) With X € {0’ 1}NA'

Since the terms are polynomially long, the number of possible transitions (i.e., |§;[)
and the time constraint 7 are bounded by poly(1), which implies that
Ay & #[accepting paths of M (x,) in T, steps]
< #[valid computation paths of M, (x,) in T, steps]

C
< |§/1|T/1 < 20+/1
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for some constant C > 0. In particular, A; has no more than (C + A®) prime factors.
Let the min-entropy of p from GroupGen be H) = w(log 1). By the premise, M, accepts

x; within time 7} and space S;, so A, > 0 and

Pr[(p,...) =gp < GroupGen(1') : p | As]
< > Pr[(p,...)=gp < GroupGen(1!) : p=p'| <(C+A°) .27
p’ prime

p'lAy

is negligible in A. m]

4.6.5 ABE for DFA/NFA

A deterministic finite automaton (DFA) can be converted (in polynomial time) to a
deterministic Turing machine with space complexity 1 and time complexity N, where
N is the length of the input. Similarly, an NFA can be converted to an NTM with space
complexity 1 and time complexity N. Therefore, ABE schemes for DFA and NFA are
just special cases of our ABE for L and NL.

As an optimization, DFA and NFA do not need to keep track of the input tape
pointer in their internal configurations — it is always the current time step. This
corresponds to a simpler formula (hence a simpler AKGS) for arithmetizing DFA and
NFA. We formally define NFA (with DFA as a special kind of NFA), present the AKGS for
it, and discuss how to construct 1-ABE and ABE for NFA. Again, we only consider the
binary alphabet. The schemes readily extend to handle any polynomial-size alphabet

fixed at set-up time.

Definition 4.16 (NFA). A non-deterministic finite automaton is a tuple (@, Yacc, 0), Where
@ > 1is the number of states (we use [@] as the set of states and 1 the initial state),
Vace € {0, 1}€ indicates whether each state is accepting, and J is a relation (state
transition relation) between [@] x {0,1} and [Q]. For x € {0,1}" for some N > 1, the

NFA accepts x if there exists qqo, . ..,qn € [@] (called an accepting path) such that

qo=1, ((gi-1,x[i]),qi) € 6 (fori e [N]), Yacclgn] = 1.

A path without the last condition is a computation path. An NFA is deterministic, if § is
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a function relation. An NFA is unambiguous, if for any input x, there is at most one

accepting path.

Clearly, a DFA is always unambiguous.

Transition Matrix and Blocks. We use ¢, € {0, 1}€ to represent the current state of

an NFA. For an NFA M = (Q, Yacc, 0), its transition matrix is

1, if ((¢,x),q’) €6;
M(x)[q,q'] =

0, otherwise.
For all ¢ € [@] and x € {0, 1}, consider ¢" = ¢; M(x), then ¢ € {0, 1}9 and ¢[q’] =1ifand
only if ¢’ is a valid state after the NFA reads x in state g. Inductively, ¢{ M(x1) - - - M(x,,)
is a vector that counts the number of computation paths reaching each state starting
from state g after reading x1,...,x,. Let the transition blocks of M be M, = M(x) for
x € {0,1}, then M(x) = (1 —x)My + xM;. We arithmetize the computation of NFA by

defining

N
My(x) =6 [ [ (@ -x[i])Mo + X[i]M1) - Yacc over Z, for x € Zj,v.
=1

12

In case the NFA is unambiguous, M|y is binary over {0,1} and indicates whether M

accepts the input.

AKGS for NFA. Garbling M|y using the recursive mechanism for garbling matrix

multiplication yields a special piecewise secure AKGS for NFA.
Construction 4.8 (AKGS for NFA). Let
F={Mly:2Z) - 7,|M is an NFA and p is prime }
be the set of NFA computations of fixed lengths. The AKGS for F operates as follows.

« Garble((M, 1V, p), a, f) takes as input M|y and two secrets a, . It computes the

transition blocks My, M; of M, samples ry,...,ry & Zf,?, and defines the label
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functions by

Linit(x) = B + 111,
(for i € [N]) (Lig(X)) 4eiq = —Ti-1 + (1 = X[])Mo + x[{]M1)r,

(LN+1,q (X))qe[Q] =-—IN + & Yacc-
The algorithm collects and outputs the coefficients of those label functions.

» Eval((M, 1V, p), X, binit, (4iq)icin+1].c[q]) takes as input M|y, string x € {0,1}V,
and the labels. It computes the transition blocks My, M; of M, sets €; = (¥; 4)4¢[q]
for i € [N + 1], and computes and outputs

N+1 -1

1n1t+‘121—l (1 X )MO +X[ ]Ml)'lz\
i=1 j=1

Remarks. Construction 4.8 coincides with the secret sharing scheme for DFA due to
Waters [Watl12]. However, extending it to NFA via path-tracking makes the secret
sharing scheme insecure due to backtracking attacks, as observed in [Watl2]. In
contrast, generalizing it to NFA via path-counting using the matrix multiplication
formula retains the special piecewise security. The concurrent work of [GW20a]

observed the same generalization.

SYNTAX, CORRECTNESS, AND SECURITY. All of them are straight-forward to verity,

similarly to Construction 4.4.

Theorem 4.18. Construction 4.8 is special piecewise secure (Definition 4.11) with Liy;
being the first label function, the other label functions sorted in increasing order of i, and

the randomness sorted in the same order as the label functions.

ABE for NFA. ABE for NFA can be obtained following the same blueprint of Con-
structions 4.5 and 4.6 and using pairing groups of entropic order. With the pseudo-
randomness set to r; = ry[i] - 1y for ry & ZI[,O’N | sampled at encryption time and
ry & Zz? sampled at key generation time, the labels for @« = 4 and =0 can be

computed as

linit = ¥o[1] = 1 [0] - r¢[1] = (Winit, Vinit),
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(fori e [N], q € [Q]) bq = —Tiz1lq] + ((1 - x[i])Mo + x[i]My)r;) [g]
= —1y[i — 1] - re[q] + 1y [2] - (1 - x[i]) (Mory) [q]
+1x[i] - x[7] (Mur) [q]
= (u;, vy),

(for q € [Q]) €N+1,q =-rylq] +u 'Yacc[Q] = —1x[N] -re[q] + p - Yacc[‘I]

= <uN+1, Vq>,
where the vectors are as follows:
vector init rand acc tho tby the other
Winit 1y [0]
0

Vinit re[1]

(e[N]) w ry[i —1] 0 ryli] - (1-x[i]) rx[7] - x[d] 0
uya | 0 1<[N] 1 0 0

(g€ [Q]) Vq —relq]l 4 Yacclal (Mory) [q] (M1rp)[q]

As is the case for the other 1-ABE schemes, 1-ABE for NFA will need extra indices for
the security proof, the exact number of which can be figured out easily but tediously.
Likewise, the ABE scheme will need more copies of the indices for computing the

labels (see Construction 4.6).

Corollary 4.19. Assuming SXDH (Assumption 4.1) over pairing groups of entropic order
(Definition 4.14), there is a compact and adaptively secure (Definition 2.2) ABE for
NFA (satisfying relaxed correctness per Definition 4.15). If the NFA are restricted to
unambiguous ones (Definition 4.16), the pairing groups need not have entropic order and
the scheme enjoys perfect correctness (Definition 2.1). Moreover, SXDH can be relaxed to

MDDH;, (Assumption 2.1) for any integer k > 1.

4.7 Further Discussions

Here are some further comments about the research around [LL20a,LL20b].
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Two Propositions. Lemma 4.2 (function-hiding IPFE from pairing and %-Lin) follows
from applying double encryption [LV16,Lin17] to the ALS IPFE scheme [ALS16,Weel7].

Theorem 4.5 (piecewise security becomes special piecewise security after a change
of variable for the randomness) is not necessary to derive our ABE schemes, but
I personally like it because it reveals the structural essence of piecewise security.

Quoting Kaplansky (in Paul Halmos: Celebrating 50 Years of Mathematics):

We think basis-free, we write basis-free, but when the chips are down

we close the office door and compute with matrices like fury.

Theorem 4.5 indicates that what special piecewise security is to piecewise security is
what matrices are to linear maps.
For the proofs of Lemma 4.2 and Theorem 4.5, see the appendix of [LL20b]. There,

we also show how to make our KP-ABE for ABP support delegation.

Limit of AKGS. Despite the claim that combining AKGS and IPFE is agnostic to the
underlying computation model, one might wonder for what kinds of computation
there exists AKGS. After all, logspace computation and finite automata are represented
by repeated matrix multiplication, which is just layered ABP. Understanding the scope
of AKGS as defined in this chapter allows us to know the limit of this method for
adaptive security. Unfortunately, it turns out that the AKGS size of a function is

somewhat tightly related to its ABP size.

Theorem ([Luo20]). If f has a piecewise secure AKGS (Definitions 4.7 and 4.10) with
garbling size m, then there exists a function g such that g never vanishes and both f /g

and 1/g can be computed by ABP (Definition 4.2) of size no more than (m + 1).

Note that for non-vanishing g, the zero-test predicates of (i.e., the decryption policies
defined by) f and f/g are the same. The theorem is similar to the relation [KW93]
between the monotone span program size of a function and its linear secret sharing
(LSS) size. The class of functions with polynomial-size LSS and AKGS is contained in
NC, as both LSS and AKGS are linear-algebraic. Therefore, to prove adaptive security

for a larger class of policies,”> a new method is needed.

ZFrom k-Lin and pairing, the most expressive ABE for non-uniform computation is for arithmetic span
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As shown in Chapters 6 and 7, relaxing the notion of LSS could make it work
with arbitrary polynomial-size circuits, a much larger complexity class. Is it possible
to relax the notion of AKGS for larger class of functions while keeping it useful for

proving adaptive security?

programs, a class slightly larger than ABP. But such ABE is either only selectively secure or read-once.

Closing this gap would be satisfying, although it is niche as a research question.
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CHAPTER 5
Succinct and Adaptively Secure

ABE for ABP from k-Lin

(Pairing-Based IPFE, Noiseless Linear Garbling)

This chapter is an adaptation of [L1.20d,L1.20c].?
In this chapter, we present an amelioration of the framework in Chapter 4 and
construct succinct and adaptively secure ABE for arithmetic branching programs (ABP),

still from %-Lin in asymmetric pairing groups.

5.1 Introduction

Over the past decade, as the research of ABE blossomed, ABE as a primitive has
found numerous cryptographic and security applications. To be deployed in practice,
it is paramount for a scheme to be efficient, in particular, having fast decryption
algorithms and small ciphertexts. It turns out that the size of ABE ciphertexts can be
independent of the length of the attribute x, and dependent only on the message length
and the security parameter — we say such ciphertexts are succinct or have constant
size (in attribute length). Proposed first in [EMN'09] as a goal, succinct ciphertexts
are possible because ABE does not require hiding the attribute x, and the decryption
algorithm can take x as input in the clear. Consequently, ciphertexts only need to
contain enough information of x to enforce the integrity of computation on x, which
does not necessitate encoding the entire x.

Succinct ABE are highly desirable. Real-world applications call for long attributes

to achieve sophisticated access control, so succinct ciphertexts are much more

26Huijia Lin, Ji Luo: Succinct and Adaptively Secure ABE for ABP from k-Lin,
© 2020 TACR, DOI 10.1007/978-3-030-64840-4_15.
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preferable. From a theoretical point of view, succinct ciphertexts have (asymptotically)
optimal size, as the dependency on the message length and the security parameter
is inevitable. From a technical point of view, succinct ABE provides an interesting
mechanism for enforcing the integrity of computation without encoding the input. So
far, several succinct ABE schemes have been proposed [ALdP11,YAHK14,Tak14,Att16,
AHY15,ZGT*16,AT20], but almost all schemes either rely on non-standard assumptions

or provide only weak security, as summarized in Tables 5.1 and 5.2.

Table 5.1. Comparison among select KP-ABE schemes with succinct ciphertexts.

reference policy assumption adaptive |mpk| |sk| |ct] Dec
[ALdP11] MSP  g-type 2n +1 m(n +1) 3 3
[YAHK14] MSP q-type n+2 m(n+1) 2 2
[Tak14] MSP  2-Lin v 18(2n +1) 6m(n +1) 17 17
[Att16] MSP q-type v 6n + 42 3m(n+3)+9 18 18
[ZGT*16] MSP  k-Lin Vv 2k%(n +1) 2km(n +1) 4k 4k
[AT20] NC!  MDDH; v v RE+1D)(n+3)  (B+Dm(n+2) 2k+2 2k+2
Section 5.6  ABP MDDH, v v R(E+2)(n+2) (B+1)m(n+2)+m 2k+3 2k+3

MSP, monotone span programs; NC!, Boolean formulae; ABP, arithmetic branching programs.
n = attribute length, m = policy size, p = group order.

Impk|, |sk|, |ct| count non-generator elements from the source groups.

Dec counts pairing operations during decryption.

Schemes based on k-Lin can be based on MDDH}, at the cost of a few more elements in mpk.

ABE for arithmetic span programs can be obtained by reduction to MSP [AHY15].

Table 5.2. Comparison among select CP-ABE schemes with succinct secret keys.

reference policy assumption adaptive |mpk| |sk| |ct] Dec
[Att16] MSP q-type v 6n + 54 24 3m(n+3)+15 24

[AHY15] ASP  g-type v O(nlogp) (010)) O(mnlog p) 0o(1)
[AT20] NC! MDDH; v v 0(k%n) 0(k) O(kmn) O(k)

k(k+1)(n+4) 3k+4 (B+1)m(n+2) 3k+4
Section 5.7 ABP MDDH;, v v

+k +m+k+1

See Table 5.1 for notations and notes.
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Our Results. We first construct a succinct key-policy ABE (KP-ABE) simultaneously

satisfying the following properties.
(1) Expressiveness — It supports policies expressed as arithmetic branching programs.

(2) Security — It satisfies adaptive security, as opposed to selective or semi-adaptive

security.

(3) Assumption — Its security is based on the standard assumptions as opposed to,
e.g., g-type assumptions. Specifically, our scheme relies on the matrix decisional

Diffie-Hellman (MDDH) assumption over pairing groups.

(4) Efficiency — It has succinct ciphertexts. Concretely, each ciphertext consists
of 5 group elements when assuming SXDH, and (2% + 3) elements for MDDH;,
(implied by k-Lin). Decryption involves the same number of pairing operations.
Moreover, our scheme can work with the more efficient asymmetric prime-order

pairing groups.

Next, we construct a ciphertext-policy ABE (CP-ABE) with the same properties. Here,
the secret keys are tied to attributes and ciphertexts to policies, and succinctness
refers to having constant-size secret keys. Our scheme has keys consisting of 7 group
elements based on SXDH and (3% + 4) based on MDDH.

Besides succinctness (4), achieving the strong notion of adaptive security (2) based
on standard assumptions (3) is also highly desirable from both a practical and a
theoretical point of view. Prior to the research underlying this chapter, only the recent
construction of (KP- and CP-) ABE schemes in [AT20] simultaneously achieves (2)-(4),
and their scheme handles policies expressed as Boolean formulae. Our construction
expands the class of policies to arithmetic branching programs, which is a more
expressive model of computation. Our succinct ABE is also the first scheme natively
supporting arithmetic computation over large fields,?’ whereas all prior succinct ABE
schemes (even ones relying on g¢-type assumptions and/or achieving only selective

security) only work natively with Boolean computation. Lastly, we note that even

270One can always convert an arithmetic computation into a Boolean one, which we consider non-native.
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when relaxing the efficiency requirement from having succinct ciphertext to compact
ciphertext, whose size grows linearly with the length of the attribute, only a few
schemes (see [KW19,GW20a] and Chapter 4) simultaneously achieve (2)-(4), and the

most expressive class of policies supported is also ABP, constructed in Chapter 4.

Our Techniques. In Chapter 4, we presented a general framework for constructing
compact adaptively secure ABE from MDDH. In this chapter, we improve that
framework to achieve succinctness. The framework in Chapter 4 yields linear-size
ciphertexts because it crucially relies on function-hiding IPFE [DDM16,LV16]. To recall,
IPFE allows issuing secret keys and ciphertexts tied to vectors v, u respectively, and
decryption reveals their inner product (u,v). The function-hiding property guarantees
that nothing about u,v beyond the inner product is revealed, which entails that
ciphertexts and secret keys must have size linear in the length of the vectors.
Towards succinctness, our key idea is relaxing function-hiding to a new and weaker
guarantee, called gradual simulation security, where only the vectors encrypted in
the ciphertexts are hidden. Such IPFE can have succinct (constant-size) secret keys
and can be public-key. We use new ideas to modify the framework in Chapter 4 to
work with the weaker gradual simulation security and obtain succinct ciphertexts.
Furthermore, we extend the framework to construct ciphertext-policy ABE, which is
not handled in Chapter 4. In summary, our techniques give a general and modular
approach for constructing succinct and adaptively secure (KP- and CP-) ABE from

MDDH.

Related Works. We discuss related works by features.

SUCCINCT ABE. We compare our scheme with previous KP-ABE schemes with constant-
size ciphertexts in Table 5.1 and CP-ABE schemes with constant-size secret keys in

Table 5.2.

COMPACT ABE. Previous schemes achieving compactness (linear-size keys and
ciphertexts, also known as “unbounded multi-use of attributes”) and adaptive security

based on standard assumptions are [KW19,AT20] for Boolean formulae, [GW20a] for
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Boolean branching programs, and Chapter 4 for arithmetic branching programs.

Among them, only the work of [AT20] achieves succinctness.

ABE WITH SUCCINCT f-PART. From pairing, we know several ABE schemes with
succinct x-part (ciphertexts in KP-ABE and keys in CP-ABE) and compact f-part (linear
in the size of f), including ones in this chapter. One can also investigate succinctness
in f-part (keys in KP-ABE and ciphertexts in CP-ABE). So far, the only schemes with
succinct f-part are KP-ABE for polynomial-size circuits based on LWE [BGG*14] and
CP-ABE schemes for NC! based on LWE and pairing [AY20], in which the size of f-part
depends on the depth but not the size of the circuit. Yet these schemes have compact

but non-succinct x-part. This direction is explored in later chapters.

UNBOUNDED ABE. Our succinct ABE schemes have master public keys of size linear in
the attribute length. In general, one can further improve the size of master keys to be a
constant, which requires the scheme to be able to handle attributes of any polynomial
length. Such schemes are called unbounded ABE. So far, there are unbounded and
compact ABE schemes (e.g., [KW19] for NC!). It remains an interesting open problem
to construct unbounded succinct schemes.

In summary, to the best of our knowledge, our schemes achieve one of the

currently best trade-offs in terms of master public key, secret key, ciphertext sizes.

gradually simulation-secure piecewise secure

IPFE AKGS

AN

dual system

CP-1-ABE . KP-ABE
encryption
trivial
dual system
KP-1-ABE . CP-ABE
encryption

Figure 5.1. Roadmap of ABE constructions in this chapter.
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5.2 Technical Overview

We present an overview of our construction of succinct ABE schemes, following the

roadmap shown in Figure 5.1.

5.2.1 1-ABE Using Function-Hiding IPFE (Review of Chapter 4)

The core of many ABE schemes is a 1-key 1-ciphertext secure secret-key ABE, or 1-ABE
for short. The construction in this chapter improves the 1-ABE scheme for ABP in
Chapter 4, which achieves adaptive security but not succinctness.

Suppose we want decryption to recover the message u € Z, if (and only if) f(x) # 0
for policy function f : Z}; — Z, and attribute x € Z7. This is equivalent to computing
uf (x) upon decryption. The basic idea in Chapter 4 is that when a key (for f, u)®
and a ciphertext (for x) are put together, one can compute a randomized encoding
of uf(x), denoted by m, which reveals uf (x) and hence yu if f(x) # 0. Since in
ABE, we do not try to hide f or x, the randomized encoding only needs to hide u
beyond the output uf (x), referred to as the partially hiding property, first introduced
by [IW14]. Thanks to the weak security requirement, partially hiding randomized
encoding can have extremely simple structure. In Chapter 4, we defined a refined

version of it, arithmetic key garbling scheme (AKGS), with the following properties.

+ Linear Encoding. The encoding is in the form of

uf (x) = (Li(X), . ..., Ly (X)),

where L;’s are affine functions of x and the coefficients of L;’s are linear in the
message u and the garbling randomness. The L;’s are called the label functions

and ¢ = L;(x), the labels.

+ Linear Evaluation. There is a procedure Eval that can compute uf (x) from f,x

and the labels, i.e.,

Eval(f,x, 4, ..., 6,) = uf (x).

Importantly, Eval is linear in the labels.?

28The reason why we put the message u in the key will become clear later in the overview.

2In contrast, linear evaluation is impossible for fully hiding randomized encoding that hides x, f.
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The basic security notion of AKGS is simulation security. There needs to be an efficient

simulator Sim that can perfectly simulate the labels given f, x, uf (x), i.e.,

(L1(%), .-, Ly (%) = (&, . .., £y) < SIM(f, X, uf (X)).

Since the label functions are affine in x thus linear in (1,x"), the labels ¢ = L;(x)
can be securely computed using a function-hiding IPFE. In IPFE, keys isk(v) and
ciphertexts ict(u) are generated for vectors v,u, and decryption yields their inner
product (u, v) but nothing else. More precisely, function-hiding says that two sets of
keys and ciphertexts encoding different vectors are indistinguishable as long as they

yield identical inner products:
({isk; (v))}, {ict; (w,)}) = ({isk;(V))}, {ict;(u})}) if (u;,v;) = (u},v}) for all 7, ;.

In other words, all the vectors, no matter whether encoded in keys or ciphertexts, are
protected. Moreover, function-hiding should hold even when those vectors are chosen
adaptively by the adversary, depending on previously observed keys and ciphertexts.

In the 1-ABE scheme in Chapter 4, an ABE key consists of many IPFE keys encoding
the coefficients (denoted L;) of the label functions, and an ABE ciphertext is an IPFE
ciphertext encrypting (1,x"), as shown below (real algorithms). When they are put
together, IPFE decryption recovers exactly the labels ¢ = L;(x) = (L;, (1,x")), from
which we can recover uf(x) using the evaluation procedure. A technicality is that
known IPFE are built from pairing groups, and decryption only reveals uf(x) in the
exponent of the target group. Nevertheless, we can obtain uf(x) in the exponent,
thanks to the linearity of AKGS evaluation.

Intuitively, the scheme in Chapter 4 is secure since IPFE only reveals the labels,
and AKGS security guarantees that given the labels, only uf(x) is revealed. This idea
is simple to formalize in the selective setting, where x is chosen before querying the
key for f. By the function-hiding property, it is indistinguishable to hardwire the
labels in the IPFE keys as follows.

REAL ALGORITHMS HYBRID
cty:  ict ( 1,x") cty:  ict( 1 , x )
ske(u): {iski( Lj )}ie[m] ske(u): {iski( Lj(x), 0 )}je[m
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After the labels L;(x) are hardwired and all the label functions are removed, the
security of AKGS guarantees that the labels only reveal uf(x), and p is hidden if
f(x) = 0. Observe that for selective security, we only need hiding in the IPFE keys and
not the IPFE ciphertext.

The above proof fails for adaptive security, in particular in the case where the
secret key is queried before the ciphertext (we will focus on this harder case below).
At key generation time, x is unknown and consequently the labels L;(x) are unknown.
We also do not want to hardwire all the labels in the ciphertext as that would make
the ciphertext as large as the policy. This problem was solved in Chapter 4 by relying

on a stronger security notion of AKGS called piecewise security.

« The marginal distribution of é,..., ¢, is uniformly random, and 4 can be
reversely computed from these other labels 6,..., ¥4, and f,x, by finding the

unique 4 satisfying the constraint of evaluation correctness.>’

« Every label, except the first, is conditionally random even given the coefficients

of all subsequent label functions, i.e.,

(Lj(x),Ljs1, ..., L) = (z,Lj+1,. . ., L) for z & 7,, forall j > 1.

The first property implies a specific simulator — simply sample 4,,..., ¢, at random,
then solve for ¢ from the correctness constraint. This strategy is particularly suitable
for the adaptive setting, as only the simulation of 4 depends on the input x. Thus, a
conceivable simulation strategy for 1-ABE is to hardwire 4, ..., ¥4, in the secret key
and 4 in the ciphertext. This would not hurt the compactness of the ciphertext.
Proving the indistinguishability of the real and the simulated worlds takes two
steps. In the first step, the first label 4 = L;(x) is hardwired into the IPFE ciphertext
ict, and then changed to be reversely computed from the other labels and f,x, which

is possible since by the time we generate ict, we know both f and x. In the second

30The original definition only requires 4 to be reversely sampleable. In Chapter 4, it is shown that the
two are equivalent for piecewise security, and we stick to the simpler definition in this overview. In the
full definition, 4 also depends on the computation result. For the purpose of this overview, the result is

always pf (x) = 0 as the adversary is restricted to non-decrypting queries.
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step, each isk; (for j > 1) is, one by one, switched from encoding the label function to
encoding a random label. To do so, the ;™ label ¢; = L;(x) is first hardwired into ict,
after which it is switched to random relying on piecewise security, and lastly moved
back to isk;. Observe that the proof uses two extra slots in the vectors (one for 4, the
other for each ¢ temporarily) and relies on hiding in both the IPFE keys and the IPFE

ciphertext.

5.2.2 Lightweight Alternative to Function-Hiding

In a function-hiding IPFE, keys and ciphertexts must be of size at least linear in the
vector dimension. This means the resulting ABE scheme can never be succinct. Our
first observation is that function-hiding IPFE is an overkill. Since in ABE, x is not
required to be hidden, it is quite wasteful to protect it inside an IPFE ciphertext.
Indeed, selective security of the scheme in Chapter 4 does not rely on hiding in the
ciphertext.

Our idea to achieve succinctness is to use a non-function-hiding IPFE scheme
instead, e.g., a public-key IPFE. Usually the vector in the key is included verbatim
as part of the key,*! and the “essence” of the secret key (excluding the vector itself)
could be significantly shorter than the vector. Indeed, many known public-key IPFE
schemes [ABDP15,ALS16] have succinct keys.

Since the coefficients of the label functions (which contains information about u
and the garbling randomness) must be hidden for the 1-ABE to be secure, and x is
public, we should encrypt the coefficients of the label functions in IPFE ciphertexts and
use an IPFE key for (1,x") to compute the garbling. Since the message y is together
with f and the generation of IPFE ciphertexts is public-key, the 1-ABE scheme is
more like a public-key ciphertext-policy ABE than a secret-key ABE, except that we only
consider security given a single key for some attribute x. Therefore, we redefine 1-ABE

as 1-key secure public-key CP-ABE,*? and the idea is to construct it from a public-key

31This alludes to an alternative formulation of public-key PHFE different from Definition 2.1, where
Dec is not explicitly given access to a verbatim copy of f. See also discussion in Section 9.1.2.

32This definition has the advantage of automatically being multi-ciphertext secure (if secure at all)
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IPFE and AKGS as follows.

sky: isk (1,x7) IPFE AKGS
o : . — UL 4 X)) = Lj(X) = §}je[m] ——— Hf(X).
cte(u): {icti( L;j )}jepm) ) GeCTyPUon evaluation

Our CP-1-ABE is x-selectively secure if the underlying IPFE is indistinguishability-
secure, similar to the selective security proven in Chapter 4.

However, it is not immediate that we can prove adaptive security of this new
scheme. The adaptive security proof in Chapter 4 requires hardwiring 4 and one of
¢’s with x, which is now encoded in the secret key without hiding property. Taking
a step back, hardwiring a label is really about removing its label function and only
using the label, which is the inner product yielded by IPFE decryption. Our idea is to
use simulation security to achieve this goal. A simulator for a public-key IPFE can
simulate the master public key, the secret keys, and one (or a few) ciphertext, using
only the inner products, and the simulator can do so adaptively. Let’s take simulating

one ciphertext as an example.

REAL SIMULATION

impk m
sk w5 Wjer | {i’i«;( v @ )iz 5%)
ict( u ) ict (@ | {(wv)}lj<r )
{iski( v; )}jsa {iski( v | (wvy) )}jsde

Here, J* is the number of keys issued before ciphertext generation. On the left are
the honestly generated master public key, secret keys, and ciphertext. On the right is
their simulation. The vertical bar separates what the real algorithms use and what
the simulator (additionally) uses. Since public-key IPFE completely reveals the key

vectors,* they are always provided to the simulator. As for the other values...
+ Before ciphertext simulation, there is no additional information supplied.

« When the ciphertext is simulated, the vector u is not provided, but its inner

over the secret-key definition. It is also more convenient to use in reductions for full ABE.
33 Anyone can encrypt the standard basis vectors using impk then decrypt to obtain each component

of the vector in a secret key.
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products with already simulated keys are provided to the simulator.>*

« After ciphertext simulation, when simulating a key for v;, the inner product

(u, v;) is provided with v;.

Observe that the values after the vertical bar are exactly those computable using
the functionality of IPFE at that time, so during simulation, anything about the
plaintext vector not yet computable by the functionality of IPFE, simply does not
exist (information-theoretically) at all. In the setting of our CP-1-ABE, we will simulate
an IPFE ciphertext to remove its corresponding label function and only retain the
label. Looking from the perspective of hardwiring, when we issue sky = isk(1,x") after
we have created the ciphertext cts(x) (in which ict; has been simulated), the inner
product 4 is supplied to the simulator only when we simulate isk, after the simulation
of ict;. This means the label ¢ is hardwired into isk.

Let’s exemplify the proof of adaptive security in the more difficult case, where sky

is queried after cty(u). We first simulate ict; to hardwire the first label into isk.

REAL ALGORITHMS ¢, HARDWIRED
ctr(p): icti( Ly ) ctr(p): icti( @ | @ )
{ict;( Lj Y}js1 ¢ = {ict;( Ly )}>1
ske: isk(1,x7) sky: sk (1,x7| 4 =Li(x) )

(We omit the master public key for brevity.) Note that ict;’s for j > 1 do not use
ciphertext simulation, but are created using impk or m Once 4 is hardwired, we
can instead solve for it from the correctness equation.

The second step is to switch ict;(L;) to ict;(4,0) for ¢ < Z, one by one, i.e., to
simulate ¢ as random. To do so, we first simulate ict; (hardwiring ¢ = L;(x) into
isk), then switch ¢ to random (using piecewise security), and lastly revert ict; back to

encryption (not simulated), but encrypting (¢, 0) instead.

34Though the number J* of inner products with already simulated keys is unbounded, since the
vectors {v;};<s+ in the keys are public, these inner products are determined by those with any maximal
subset of linearly independent v;’s, the cardinality of which will not exceed the dimension. As such, the

simulated ciphertext can still be compact.
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BEFORE /AFTER SIMULATING ¢ 4, {; HARDWIRED
ctr(p): ich( @ | @) ctr(p): (@ | @ )
{icty ( 47,0 ) h<jr<j {icti( 47,0 V<<
ict; ( L;/(4,0) ) = icti( o | @ )
{icty( Ly )}jr>j {icty( Ly )}ir>j
ske: ISk (LX| 4 ) sky: isk (L,X" | 4,6 )
b,..., 01,0 & Z,, SOLVE FOR 4 0 =1L;(x) OR ¢ & 7,

During the proof, there are at most two simulated ciphertexts at any time, so it
appears that we can simply use a simulation-secure IPFE capable of simulating
at most two ciphertexts. This is not the case. The tricky part is that the usual
formulation of simulation security, i.e., Equation (5.%), only requires the real world to
be indistinguishable from simulation. However, in the step of simulating ¢; as random,
we need to switch ict; to simulation when ict; is already simulated (and symmetrically,
reverting T&j back to encryption while keeping ict; simulated). It is unclear whether
this transition is indistinguishable just by simulation security, because the definition
says nothing about the indistinguishability of simulating one more ciphertext when

there is already one simulated ciphertext, i.e.,
(impk, icty, ictz, {isk;},) ~ (impk, icty, ictz, {isk;},).

Note that when we want to simulate ¢;, the computation of 4 is dependent on x in
some complex® manner. We cannot hope to get around the issue by first reverting
ict; back to normal encryption then simultaneously simulating icty, ict;, as we do not

know what to encrypt in ict;.

Gradually Simulation-Secure IPFE. To solve the problem above, we define a stronger
notion of simulation security, called gradual simulation security. It bridges the gap by
capturing the idea that it is indistinguishable to simulate more ciphertexts even when
some ciphertexts (and all the keys) are already simulated, as long as the total number
of simulated ciphertexts does not exceed a preselected threshold. We show that the

IPFE scheme in [ALS16] can be adapted for gradual simulation security. The length

31n fact, it is as complex as the computation of f(x).
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of secret keys grows linearly in the maximum number of simulated ciphertexts, but
not in the vector dimension. Plugging it into our CP-1-ABE construction, we obtain a

CP-1-ABE with succinct keys.

LESSER SOLUTION. We remark that another way to get around the issue of simulation
security is to notice that there are at most two ciphertexts simulated at any time
and one of them is ict;. Therefore, we can simply prepare two instances of IPFE
(with independently generated master public and secret keys), one dedicated to ict;
and the other to ict;’s (for j > 1). During the proof, the instance for ict; is always
simulated, and the other instance is switched between simulation and normal. This
idea appears in a concurrent work [AGW20]. The downside of this method is that
using two instances doubles 1-ABE key size. In contrast, the solution using gradually

simulation-secure IPFE only needs one more element of Z, in CP-1-ABE key.

COMPARISON WITH PREVIOUS TECHNIQUES. Previous works constructing succinct
ABE only natively support Boolean computations, whereas our method natively
supports arithmetic computations. In [ALdP11,YAHK14,Tak14,Att16,AHY15], succinct
ABE schemes are obtained from a special succinct ABE for set-membership policies
(keys are tied to a set S, ciphertexts are tied to an element x, and decryption succeeds
if x € S). Based on ABE for set-membership policies, one can construct ABE for
monotone span programs, or equivalently, policies admitting linear secret sharing
schemes. Those ingredients (the special ABE, MSP, LSS) are inherently only native to
Boolean computations. Among them, the work of [AHY15] constructs succinct ABE
for arithmetic span programs by reduction to MSP at the cost of a ©(log p) blow-up
in key sizes.

The succinct ABE schemes in [ZGT"16,AT20] are implicitly based on IPFE with
succinct keys. The IPFE is used to compute LSS and it is used in a non-black-box way.
In contrast, our 1-ABE can be constructed from any IPFE in a modular and black-box

fashion, and we use it for arithmetic branching programs.

5.2.3 Dual System Encryption for Full ABE

To lift our CP-1-ABE to full KP-ABE, we need to flip the position of attributes and
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policies. Our idea is to use CP-1-ABE as a key encapsulation mechanism. More
specifically, a KP-ABE key for policy f is a CP-1-ABE ciphertext cpcty(u), where u is
the message in CP-1-ABE and encapsulated key in KP-ABE. A KP-ABE ciphertext for
attribute x and message m consists of a CP-1-ABE key cpsky and the masked message
(¢ + m). If decryption is authorized, we can recover u by running CP-1-ABE decryption,
then use it to unmask the message. Observe that the security of KP-ABE aligns with

the security of CP-1-ABE, namely, in the KP-ABE security game...

« We only need to handle one ciphertext, for which we rely on 1-key security of

CP-1-ABE.

« We need to handle multiple keys, which corresponds to multi-ciphertext security
of CP-1-ABE. Since our CP-1-ABE is public-key, it indeed satisfies multi-ciphertext

security given only one key.

However, we need to resolve the issue that encryption of KP-ABE is now secret-key,
since we need to know both the master secret key of CP-1-ABE and u (part of the
master secret key of KP-ABE) to generate KP-ABE ciphertext.

We observe that our CP-1-ABE is linear, i.e., the spaces of cpmsk, cpsk, cpct, u are

vector spaces over Z,,, and>®

kicpsky(cpmsky)  + kocpsky(cpmsks) = cpsky(kicpmsk; + kocpmsks),

kicpcty (cpmsky, p1) + kocpcte(cpmsko, po) = cpcte(kicpmsky + kocpmsko, ki + kopin).

Here, cpsky(cpmsk) and cpcts(cpmsk, ) represent that they are generated in the CP-
1-ABE instance whose master secret key is cpmsk. We instantiate our CP-1-ABE with
an IPFE such that the keys are linear in the master secret key and the ciphertexts
are linear in the concatenation of the master secret key and the encrypted vector.
CP-1-ABE master secret key and keys are IPFE master secret key and keys, so cpsk’s
are linear in cpmsk. CP-1-ABE ciphertexts are IPFE ciphertexts for the label functions

of AKGS, and AKGS is linear with respect to the message y, so cpct’s are linear in

(cpmsk, ).

36The randomness in key generation/encryption should also take part in the linear homomorphism,

but we omit it in this overview for brevity.
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Let G be a group of prime order p. Concretely, our cpmsk and cpsk’s consist of
elements of Z,. Now if we encode cpmsk in G, by linearity we can compute cpsk in

G, and we denote this fact by
[cpskx(cpmsk) ] = cpskx ([[cpmsk]).

Assume for the moment that this can also be done for cpct’s and decryption still
works.?” Given the linearity, we can employ dual system encryption [Wat09] to make
the scheme public-key. In prime-order groups, the classic dual system encryption can
be regarded as hash proof systems based on MDDH [CS02,EHK*13].38

Take MDDH; (DDH assumption) for example. KP-ABE prepares two instances of
CP-1-ABE and two messages, and publishes the projection of them along a randomly

sampled vector (b1, b,) in the exponent:

kpmpk = [[bl, by, blcpmskl + szpmSkz, b1,u1 + bz,llz]] for b1, b- <i Zp,

kpmsk = (cpmpki, cpmpkz, cpmsky, cpmska, w1, o).
Encryption is now public-key. A KP-ABE ciphertext simply uses a random CP-1-ABE
master secret key in the projected space (a.k.a. the normal space in dual system
encryption) and use the projected u to mask the message. A KP-ABE key consists
of two CP-1-ABE ciphertexts, one in each instance encrypting the corresponding
encapsulated key.

kpctx(m) = (s[[b1, b2 ]|, cpskx(s[[bicpmsk; + bocpmsks]]), m + s[[b1p + bapi2]])
for s & 7,
kpske = (cpcty (cpmsky, 1), cpcte(cpmska, 112)).

To decrypt, we first use linearity to combine the two CP-1-ABE ciphertexts into

cpcty ([ sbicpmsk; + sbacpmsky, sbipy + sbopo])

= [[sb1]cpcty (cpmsky, 1) + [sb2]lcpets (cpmska, ).

37In our case, cpct’s are already group-encoded, and this is where pairing comes in.
38 A few examples are [Weel7,ALS16,KW19,GW20a]. Wee [Weel4] also notices that certain usage of dual
system encryption in composite-order groups is reminiscent of hash proof systems. There are other

ways to use dual system encryption that do not resemble hash proof systems.
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The master secret key of the combined cpct matches that of the cpsk in the KP-ABE
ciphertext, and CP-1-ABE decryption will recover [ sbiu; + sbouz ], using which we can
unmask to obtain the message m.

To argue security, we first replace [ sb1, sb;] used in the challenge ciphertext by
[a1,az] for random a4, a; & 7, (using DDH), which is not colinear with (b1, b,) with
overwhelming probability. Ciphertexts in this form are said to be semi-functional in
dual system encryption.

By the linearity, we can look at the ABE scheme from a new basis, namely (b1, b2)
and (a1, a2). We denote the CP-1-ABE components and y’s in this basis with primes,
e.g., cpmsk] = bycpmsk; + bocpmsky and p), = aju; + az 2. The KP-ABE master public
key reveals cpmsk] but is independent of cpmsk,. A KP-ABE secret key for policy f
is essentially cpctf(cpmsk’, u) and cpctf(cpmsk’, us). The challenge ciphertext has
cpsky(cpmsk)), and the message is masked by u;,. By CP-1-ABE security, u, (in cpct’s)
should be hidden, which means the message in the challenge ciphertext is hidden
by .

The proof completes by replacing u; in all the KP-ABE keys by random. ABE keys
in this form are said to be semi-functional in dual system encryption.

Lastly, to base the scheme on MDDHp, we use (% + 1) instances of CP-1-ABE, publish
a k-dimensional projection (normal space), and reserve the unpublished dimension

for the security proof (semi-functional space).

CP-ABE from KP-1-ABE. By symmetry, we can apply the transformation to obtain CP-
ABE from KP-1-ABE. Moreover, our KP-ABE trivially serves as a KP-1-ABE. Therefore,

the DDH-based scheme is (ignoring group encoding)

cpmpk = (dl, dz, dlkpmskl + dzkpmSkz, d11/1 + szz) for dl, d2 <i Z. .
cpmsk = (kpmpki, kpmpkz, kpmsky, kpmska, v1, v2),
cpsk = (kpctx (kpmsky, v1), kpcty (kpmska, v2)),

cpct = (tdl, tda, kpske(t(dikpmsk; + dokpmsksa)), m + t(divy + dzvz)) fort & Z,.

Again, KP-1-ABE is used to encapsulate keys v;, vo, whose projection masks the message

in CP-ABE. Dual system encryption or hash proof system is used to obtain public-key
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encryption by publishing a random projection of KP-1-ABE master secret keys (in this
case, along (di, d2)).

One final observation is that only p;, ¢, in KP-(1-)ABE need to be duplicated and
projected, yielding only a small overhead in CP-ABE compared to KP-ABE. We leave
the details to the main body and further discussions to Section 5.8.

We note that once we obtain KP-ABE from CP-1-ABE, going to CP-ABE using the

same method is natural and simple.

5.3 Preliminaries

Table 5.3 explains select single-letter symbols used in this chapter.

Table 5.3. Select single-letter symbols in this chapter.

symbol | meaning
b | challenge bit
f,x,n | function, input, input length (ABP)
a, B,y | linear coefficient, constant, evaluation result
L,L,¢,m,j | label function, coefficients, label, count, index
n | vector dimension (IPFE)
T | maximum number of simulated ciphertexts (IPFE)
w | master secret key of OTP-IPFE
W | master secret key of various schemes
A,s | MDDH; matrix, randomness
¢ | vector outside row space of A
a* | vector annihilated by (rows of) A but not ¢’
B,r,c,b! | similar to A,s,c,at
D, t,c,d* —rn—
u, U, v | materials for key encapsulation
®,q,0 | query count, query index, one-time pad
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This chapter reuses preliminaries and concepts from Chapter 4. One exception
is that we no longer use general index sets and instead revert back to integer-based

indexing. The relevant parts are restated, followed by additional preliminaries.

Coefficient Vector. An affine function f : Z} — Z, is conveniently associated with its

coefficient vector f € Z;,‘“ (the same letter in boldface) such that f(x) = fT()l().

Definitions 4.2 and 4.1 (ABP and zero-test predicates). An arithmetic branching pro-
gram over Zj is a weighted directed acyclic graph (V, E, w, s, t) with two distinguished
vertices, where V, E are the sets of vertices and edges, w : E — (Z; — Z,) specifies
an affine weight function for each edge, and s,¢ € V are the distinguished vertices.
The in-degree of s and the out-degree of ¢ are 0. Such a program computes a function
f:7Z; — Z, defined by

i

fx) = > [ Jwenm.

s-t path j:1
ej--e;

Further define its zero-test predicates as

0, if f(x)=0;
fro(x) = f=0(X) = =fr0(x) for x € Z;,.
1, if f(x) #0;

The size of the ABP is |V|, the number of vertices. The class of all ABP is
ABP = {f | f is an ABP over Z;, for some prime p and input length n }.

When there is no ambiguity, we use f to represent both the ABP and the function it
computes, and ABP both the class of all ABP and the class of all functions computed
by some ABP.

Arithmetic Key Garbling. We rely on an arithmetic key garbling scheme for ABP.

Definitions 4.7 and 4.8 ((linear) AKGS). A (linear) arithmetic key garbling scheme for a
function class F = {f}, where each f : Z} — Z, for some p, n specified by f, consists

of two efficient algorithms.
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* Garble(f, @, ;) takes as input f : Z) — Z, € F and two secrets a,f € Z,. It
uses uniform randomness r € Z;,”'. The algorithm outputs the coefficient vectors
Li,...,L, € Zz“ of m affine functions Ly, ..., Ly, : Z; — Z, (the label functions).
The vectors L; are linear in (a, §,r). The dimension m’ of randomness and the

number m of label functions (the garbling size of f) are solely determined by f.

* Bval(f,x, 4,...,4,) takes asinput f : Z} —» 7, € F,x€Z;,and 4,...,4, €7,
(the labels). The algorithm is deterministic and outputs a value in Z, that is

linear in the labels.

The scheme must be correct, i.e., forall f : 2} - Z, € F, a,p € 2y, X € Z3,

(Li,...,Ly) < Garble(f, a, B)
Pr : Eval(f,x,4,...,6,) =af(x) + 8| =1.
¢; — Lj(x) for all j € [m]
Definition 4.10 (piecewise security). An AKGS (Definition 4.7) is piecewise secure if the

following conditions hold.

« The first label is reversely sampleable from the other labels together with f and x.
The sampling must be perfect even given all the other label functions. Formally,
there exists an efficient algorithm RevSamp such that for all f : Z) — Z, € F,

a, B € Z,, x € Z;, the following distributions are identical:

(Li,...,Ly) & Garble(f, a, B)
(€17L25"',Lm) )
4 — Li(x)
(Li,...,Ly) < Garble(f, a, )
4 — Lj(x) forall j € [m], j >1 : (4,Ly,...,Ly)
6 & Revsamp(f, X, af (X) + B, 6, . . ., 4n)

» For the other labels, each is marginally random®® even given all the label functions

after it. Formally, forall f : Z} — 7, € F, a,f € Z,,, x € Z3, and all j € [m] such

39This is an unfortunate misnomer since [LL20a,L1.20b]. The correct wording is “conditionally random”.

We keep the original version for consistency.
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that j > 1, the following distributions are identical:

(Lla s Lm) (i Garble(f7 a, ﬁ)
(61Lj+1a"'71‘m) ’
fj — Lj(X)

(Li,...,Ly) < Garble(f, a, )
(éja Lj+1’ LR Lm)
4 &7,

Construction 4.1 and Theorem 4.6 (piecewise secure AKGS for ABP). There exists a
piecewise secure AKGS (Definitions 4.7 and 4.10) for ABP (Definition 4.2), for which the

garbling size of an ABP is the same as its size.

Batch Notation. Throughout this chapter, we will use a vectorized version of the
garbling algorithm. Let a, B € Zﬁ, then Garble(f, a, B) is executed component-wise

with independent randomness and the outputs are concatenated:
(forte[k])  (Li,...,L,) < Garble(f, a[t], B]),
L
J k
(for j € [m]) L=|: :tht@)Lj.,
t=

Lk
J

output (L;,...,L,).

In the vectorized version, the randomness is a matrix and each row of the matrix is
used for one invocation of the non-vectorized garbling. This notation is compatible

with tensor products, as summarized in the following lemma.

Lemma 5.1 (mixing and stitching). Suppose f : 23 — Z,.

k kxm’ k
Leta,p € Z;, R € Z;*™, ¢ € Z;, and define
(L,...,L,) < Garble(f, @, ; R), (L,...,L) « Garble(f,c'a,c'B; c'R),

then LJT.(c QI,41) = (L})Tfor all j € [m].
Now let a, p € Z,, r € ZI', d € ZF, and define

(L}, ..., L)) « Garble(f, @, §; 1), (Ly,...,L;) « Garble(f, ad, fd; dr"),

thend ® L;. = Ljfor all j € [m].
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5.4 IPFE with Gradual Simulation Security

In an inner-product functional encryption scheme, secret keys and ciphertexts are
associated with vectors. Decryption reveals the inner product and nothing more about
the plaintext vector. We will use a public-key IPFE as our building block for 1-ABE, a
precursor to full ABE.

In this chapter, we consider IPFE schemes based on MDDH-hard groups (not
necessarily with pairing), where the ciphertext encodes the encrypted vector in the

exponent of the group and decryption computes the inner product in the exponent.

Definition 5.1 (IPFE). Let GroupGen be a group sampler (Definition 2.4). An inner-

product functional encryption scheme based on GroupGen is a PHFE (Definition 2.1)

with
Paramsy g, = { (1",17) | n,T € N}, VEF) oo =7y,
X gpanar = {1}, [u] € Yy gpinir = G",
Zrgoyr = G, Prgon (¥, L, [u]) = [u'v].

The quantity 7' is only relevant for security (Definition 5.2). The scheme is succinct if

the length of isk*’ is independent of n and only depends on A, gp, T

The level of security increases with the value of T, as explained in the following

definition.

Gradual Simulation Security. When building the 1-ABE scheme, we rely on the notion
of gradual simulation security, which is stronger than the usual simulation security
(see [ALMT20]). Roughly speaking, on top of the requirement that simulation should
be indistinguishable from the real scheme, the notion stipulates that even when some
ciphertexts are already simulated, whether another ciphertext is honest or simulated
should be indistinguishable. The parameter T specifies the maximum number of

ciphertexts that can be simulated.

#0Although this kind of IPFE is formally defined as a PHFE, by convention, we still write impk, imsk,
isk, ict for its components. Compare with Definition 4.4, which directly defines another kind of IPFE and

specifies its component names.
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To navigate around the many indices involved in the definition, it is the easiest to
keep in mind that ¢ (hence I,I*,1;) always counts the ciphertexts, and that j (hence

J,J*,J;) always counts the keys.

Definition 5.2 (gradual simulation security). A simulator for an IPFE scheme (Defi-

nition 5.1) consists of three efficient algorithms.*

« SimSetup (14, gp,17,17) takes the same input as Setup. It outputs a simulated

master public key impk and an internal state o.*

« SimKeyGen(o,v, z1, . .., z7) takes as input the internal state o, a vector v, and a
list 21, ..., 27 of inner products in Z, (which are the intended inner products
between this simulated key and all previously simulated ciphertexts). It outputs

a simulated secret key isk and a new state o’.

« SimEnc(o, z1, .. .,2s) takes as input the internal state o and a list z;,...,z; of
inner products in Z, (which are the intended inner products between this
simulated ciphertext and all previously simulated keys). It outputs a simulated

ciphertext ict and a new state o’.

The simulator gradually T-simulates the scheme if it satisfies both key simulation security
and T-ciphertext simulation security defined below.

The scheme is gradually T-simulation-secure if it can be gradually T-simulated by
some simulator. It is gradually simulation-secure if there exists a simulator that can

gradually T-simulate the scheme for all 7' = poly(7).

KEY SIMULATION SECURITY. Roughly speaking, this captures the idea that it is
indistinguishable to interact with the real authority (who generates and distributes
impk and isk’s) versus the simulator issuing simulated impk and isk’s (without
simulating any ciphertext). We require EXp,es ~ EXpsim, Which proceed as follows

when run with an adversary .A.

“ITo be precise, the efficiency requirement is that whenever Exp,e, finishes in polynomial time, so
must Expgim and Exp}, c. (See below for the definitions of these experiments.)
“21t is understood that the state is maintained by one instance of simulator. Except in definitions, its

creation, persistence, and update are suppressed when there is no danger of ambiguity.
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- Setup. Run (p,...) = gp < GroupGen(1?). Launch A(1%, gp) and receive (17,17)

from it. Run

(in EXpreal) (impk, imsk) < Setup(1%, gp,17,17);

(in EXPsim) (impk, o) < SimSetup(1%, gp, 1*,17).
Send impk to A.

+ Challenge. Repeat the following for arbitrarily many rounds determined by .A.

In each round, A submits a vector v;. Upon this challenge, run

(in EXPreal) isk; <~ KeyGen (1%, imsk, v;);

(in EXpsim) (iskj, a’) & SimKeyGen(o, V).
Update o < o’ and send isk; to A.

* Guess. The adversary outputs a bit 4’, the outcome of the experiment.

Note that there is no ciphertext challenge in the experiments. The adversary can

generate ciphertexts on its own using impk.

T-CIPHERTEXT SIMULATION SECURITY. Roughly speaking, this captures the idea that
when interacting with the simulator, it is indistinguishable whether any subset of
ciphertexts are normally generated or simulated, as long as the number of simulated
ciphertexts does not exceed T. In the experiments below, we denote by z; ; € Z, the
decryption outcome (inner product, as a number instead of a group element) between
the ;™ simulated secret key (ordered temporally among all queried secret keys) and the
i simulated ciphertext (ordered temporally among all queried ciphertexts, excluding
the challenge ciphertext). We also let I, J; be the number of simulated ciphertexts

(excluding the challenge ciphertext) and secret keys at any time ¢. The requirement is

EXpY. o5 ~ EXPY. o5, Where Exp}, (11, A) proceeds as follows.

+ Setup. Run (p,...) =gp & GroupGen(11). Launch A(1%, gp) and receive (1*,17)

from it. Run
(impk, o) < SimSetup(1%, gp, 1*,17)

and send impk to A.



160

* Query I. Repeat the following for arbitrarily many rounds determined by .A.

In each round, A has two options.

- Key Simulation Query. A can submit a vector v; with a list z.;, ; of inner
products for a secret key isk;. The list z<j, ; consists of z; ;, ...,z ;, all the
decryption outcomes between isk; and the simulated ciphertexts queried

up to this point. Upon this query, run
(iskj, o”) & SimKeyGen(o,Vj,21,;, .. .,21,;), o «— o,

and send isk; to A.

— Ciphertext Simulation Query. A can submit a list z; ;, of inner products for
a simulated ciphertext ict;. The list z; <, consists of z;3,...,z,, all the
decryption outcomes between ict; and the simulated secret keys queried

up to this point. Upon this query, run
(iCti,O") <i SimEnc(a,zi,l,...,zi,Jl), g << 0,
and send ict; to A.

+ Challenge. The adversary submits a vector u*. Upon the challenge, let the total
number of secret key and ciphertext queries in Query I be J*, I, respectively.

Run

(b =0) ict* & Enc(14, impk, [u*]);

’

(b=1 (ict",0’) & SimEnc(o, (W) 'vy, ..., (u)vy), o0«
Send ict* to A.

+ Query II. Same as Query I, except that in Expy, ., for each secret key query v;,
we put (u*)'v; immediately after z;- ; in the argument list of SimKeyGen so that

the simulator gets the correct list of inner products, i.e.,

. $ -
(b = 0) (ISkJ', 0'/) — SlmKeyGen(a,vj, 21,js >0 s I 41,5y -« + ,Z]t,j);
. $ -
(b = 1) (ISkj, U’) — SlmKeyGen(a,VJ-, 21,5y sRI" s (u*)ij,zl*H,j, . ,Z[t’j);

’

o —0 (in either case).
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+ Guess. The adversary outputs a bit 4. The outcome of the experiment is & if

- the total number of ciphertext simulation queries in Query I and II is less

than T and

- the equation {uLij =z;; Vi, j} (about w;’s) has a solution.
Otherwise, the outcome is set to 0.

Remarks. In Expy ., the challenge ciphertext ict* is generated in the same way as
the other simulated ciphertexts, and in Query II, the inner products between isk;
and ict* are appropriately positioned. From the simulator’s perspective, there is no
indication which ciphertext is the challenge ciphertext. This definition ensures that
the simulator cannot behave differently depending on whether a particular ciphertext is the
challenge or not, and simplifies the application of gradual simulation security in our
construction of ABE.

Note that the simulator receives the inner products z;; in the clear and the
adversary submits challenge u* in Expg_GS in the clear, though the input to encryption
and the output of decryption are group-encoded. This is necessary as otherwise, the
simulator must solve discrete logarithm in G.

We note that when T' = 1, gradual simulation security boils down to the standard
notion of simulation security. On the other hand, simulation security does not imply
gradual simulation security. So Definition 5.2 is a strict generalization of simulation

security.

Schemes. We can generically upgrade any selectively IND-CPA secure IPFE scheme

for gradual simulation security.

Theorem 5.2. Let GroupGen be a group sampler (Definition 2.4). Suppose there exists
an IPFE scheme (Definition 5.1) based on GroupGen that is selectively IND-CPA secure
(Definition 2.1), then there exists a gradually simulation-secure one (Definition 5.2) based

on GroupGen. If the underlying scheme has succinct keys, then so does the resultant scheme.

See Section 5.8 for further discussion of Theorem 5.2.
In the rest of this section, we present a direct construction adapted from [ALS16],

which is used in our ABE for the best efficiency.
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5.4.1 Direct Construction

The IPFE scheme in [ALS16] has been proven simulation-secure [ALMT20]. We show
that it can be adapted for gradual simulation security. The scheme has succinct keys,
whose length grows linearly in 7' and polynomially in A, and is independent of n,

which eventually translates into the succinctness of our ABE scheme.

Ingredients of Construction 5.1. Let GroupGen be a (prime-order) group sampler

(Definition 2.4) over which MDDH, (Assumption 2.1) holds.

Construction 5.1 (modified from [ALS16]). Our IPFE scheme based on GroupGen

works as follows.

« Setup(gp, 17, 17) takes as input the group description gp the dimension n, and

the maximum number T of simulated ciphertexts. It samples A - Zﬁx(kJrT) and

W & ZFT*" The algorithm outputs impk = [A, AW] and imsk = W.
+ KeyGen(imsk, v) outputs isk = Wv.
« Enc(impk, [u])) samples s < ZP}S and outputs ict = (s'[A], s"[AW] + [u"]).
« Dec(impk, v, isk, ict) parses ict as ([¢'],[t']) and outputs (—[[c"] - isk + [t"] - V).
The correctness is readily verified by
—[c™] -isk+[[t'] - v =[—-(s"A)(WV) + (S'AW + u")v] = [u'v].
The scheme is succinct as isk consists of (k + T') elements of Z,, independent of n.

Theorem 5.3 (€). Suppose in Construction 5.1, MDDH, (Assumption 2.1) holds over

GroupGen, then the resultant scheme is gradually simulation-secure (Definition 5.2).

To prove this theorem, we first study the simple one-time pad IPFE scheme (OTP-IPFE).
The simulator for Construction 5.1 can be constructed from the simulator of OTP-IPFE

modularly.
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5.4.2 One-Time Pad IPFE Scheme

OTP-IPFE is a secret-key IPFE scheme, whose syntax and security are defined below.

Definition 5.3 (secret-key IPFE). A secret-key IPFE scheme consists of four efficient

algorithms.

+ Setup(p,1”) takes as input the modulus p and the dimension n. It outputs a

master secret key imsk.
* KeyGen(imsk, v) generates the secret key isk for v € Z.
* Enc(imsk,u) encrypts u € Z7 into a ciphertext ict.
* Dec(v,isk, ict) is supposed to compute the inner product.
The scheme must be correct, i.e., for all prime p, natural number n, and u,v € Z7,

imsk < Setup(p, 1)
Pr| isk <& KeyGen(imsk,v) : Dec(v,isk,ict) =u'v|=1.

ict & Enc(imsk, u)

Definition 5.4 (simulation security). A simulator for a secret-key IPFE scheme (Defi-

nition 5.3) consists of three efficient algorithms.*
+ SimSetup(p, 1) takes the same input as Setup. It outputs an internal state o.

« SimKeyGen(o, v, z) takes as input the state, the vector, and optionally an inner

product z € Z,. It outputs a simulated secret key isk and a new state ¢”.

« SimEnc(o, 21, .. .,2) takes as input the state and a list of inner products. It

outputs a simulated ciphertext ict and a new state o”’.

The simulator perfectly simulates the scheme if Expyea; = EXpsim, Where the experiments

with an (unbounded) adversary A proceed as follows.

“To be precise, the efficiency requirement is that whenever Expe, finishes in polynomial time, so

must Expsim- (See below for the definitions of these experiments.)



164
+ Setup. Launch A() and receive from it (p,1"). Run

(in Expreal) imsk < Setup(p, 1");

(in EXPsim) o & SimSetup(p, 1).

* Query I. Repeat the following for arbitrarily many rounds determined by .A.

In each round, A submits a vector v;. Upon this query, run

(in EXPrea1) isk; < KeyGen(imsk,v;);

(in Expgim)  (isk;, o”) & SimKeyGen(o, Vi), o« 0’;
and send isk; to A.

+ Challenge. The adversary submits a vector u*. Upon the challenge, let the total

number of secret key queries in Query I be J*, run

(in EXPrea]) ict* & Enc(imsk, u®);

(in Expgim)  (ict*, o”) < SimEnc(o, (W")"vy, . .., (u")'v,.), o« o’;
and send ict* to A.

* Query II. Same as Query I, except that in Expgin,, we supply the inner product to

the simulator, i.e.,

(isk;, 0’) < SimKeyGen(a,v;, (u*)'v;), g—0.

* Guess. The adversary outputs a bit &', which is the outcome of the experiment.
We now describe the one-time pad IPFE scheme.
Construction 5.2 (OTP-IPFE). The one-time pad IPFE works as follows.

* Setup(p, 1") takes as input the prime p and the dimension n. It samples w & z;

and outputs imsk = w.
* KeyGen(imsk, v) outputs isk = w'v.

* Enc(imsk, u) outputs ict = (w +u)".
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+ Dec(v,isk, ict) outputs (—isk +ict-v).

The correctness follows from - w'v+ (w+u)'v=u'v.

Wee [Weel7] implicitly constructed a simulator for OTP-IPFE where the adversary
cannot query secret keys before the ciphertext challenge. Abdalla, Catalano, Fiore,
Gay, and Ursu [ACF*18] explicitly gave that construction. Agrawal, Libert, Maitra, and

Titiu [ALMT20] implicitly constructed the adaptive simulator.
Construction 5.3 (simulator for OTP-IPFE). The simulator works as follows.
+ SimSetup(p,1") samples w & 73 and outputs ¢ = (W, 1).

+ SimKeyGen(o,V, z) takes as input the state o, a vector v, and optionally an inner

product z. It parses o as (W, ict*,vy,...,v;) and outputs
(Query 1, i.e.,ifw# 1) isk =w'v, o' =(W,L1,vy,...,V;,V);
(Query II, i.e., if w=1) isk=ict"-v-2, o =(l,ict").
« SimEnc(o, 21, ...,2) takes as input the state o and a list z,...,z; of inner
products. It parses o as (W, L,vy,...,vy). If J #J’, the algorithm outputs L

and terminates. Otherwise, it outputs the simulated ciphertext ict* € Z,*" to be

a uniformly random solution of
-W'V; +ict” - v; = 2; Vje[J],
and the updated state ¢’ = (L, ict").
The following lemma shows that the simulator is perfect:

Lemma 5.4 (€). The simulator in Construction 5.3 perfectly simulates (Definition 5.4)

the one-time pad scheme in Construction 5.2.

Proof (Lemma 5.4). In the security experiment, the adversary can query arbitrarily
many keys and one challenge ciphertext, both with vectors of its choice. The keys
and ciphertext are either honestly generated or simulated, and we want to show that
the adversary has no advantage in distinguishing the two cases. We consider the view

of the adversary at each phase of the security experiment.
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Before the ciphertext challenge, the simulator is perfect, since the distribution of
w (w in the real scheme) and how the secret keys are generated are the same as in
the real scheme.

Once the adversary chooses the challenge vector u*, the distribution of w is
uniformly random conditioned on w'v; = w'v; for all j. Moreover, u* is a particular
solution of u'v; =z; for all j. This implies ict* = (w +u*)" is a uniformly random
solution of ict* - v; = W'v; + z; for all j, and the simulator does the same thing.

After the ciphertext challenge, the secret key of v is

w'v = (ict” — (u"))v =ict* - v — (u")'v,

~——
=z

and the simulator computes the same value. m]

5.4.3 Security of Direct Construction

We first discuss the intuition of our simulator. Recall that in the scheme, the public
key consists of a random matrix A and the projection AW of the master secret key W.
A ciphertext can be regarded as an OTP-IPFE ciphertext using s'"AW as its master
secret key, which is a random combination of AW. It also includes the combination
coefficients s'A (with respect to W). The MDDH assumption tells us that s"TAW is a
pseudorandom combination of W, so it is indistinguishable for the ciphertext to use
¢'W as its OTP-IPFE master secret key for a random ¢, which lies outside the row
space of A with overwhelming probability. A ciphertext in this form is using an OTP
imsk independent of impk, or equivalently, a fresh instance of OTP-IPFE dedicated to
this ciphertext.

A recurring technique in dual system encryption is to perform a change of variable
for W to explicitly separate out the instance for the challenge ciphertext. We program
W = W + a'w', where w is an OTP-IPFE master secret key and a* is any vector such
that Aa* =0 and c'a* = 1. (This step is known as using the parameter hiding property.)

Under this change of variable, keys and ciphertext become

isk=Wv=Wv+a' wv|, ict=[c,cW+u]=][c, cTV~V+]].
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Note that the terms in the boxes are precisely OTP-IPFE keys and ciphertext and those
outside the boxes do not depend on u. Therefore, our simulator prepares an OTP-IPFE
simulator instance, and samples A, ¢, W and computes a* on its own. To simulate
keys and ciphertext, it invokes the OTP-IPFE simulator and stitches the result. The

construction below extends this idea to handle multiple simulated ciphertexts.

Ingredients of Construction 5.4. Let

« GroupGen be the group sampler (Definition 2.4) used in Construction 5.1, over

which MDDH;, (Assumption 2.1) holds, and

+ (OTP.SimSetup, OTP.SimKeyGen, OTP.SimEnc) the simulator (Construction 5.3) for
OTP-IPFE (Construction 5.2).

Construction 5.4 (simulator for Construction 5.1). The simulator works as follows.

+ SimSetup(gp, 17,17) takes as input the group description gp, the dimension n,

and the maximum number T of simulated ciphertexts. It samples

T<i2£><k, W<1Zék+T)Xn,

P:(all a; p, pk)iZ§k+T)><(k+T)’

conditioned on P being invertible. The algorithm prepares T instances of the

OTP-IPFE simulator by running o, & OTP.SimSetup(p,1*) for ¢ € [T']. It sets

It1
(1 -+ epq er AT)=(P)! 1

T
and outputs impk = [A, AW] and o = (0, a;,[cil, oy, ..., a5, [cr], op).

Conceptually, we program W = W + a;wj +--- +azwy, where w; is the OTP-
IPFE master secret key for the t™ simulated ciphertext.** By definition, Aa’ =0,
c/a; =0 for i # I/, and c]a;- = 1. The first component of o keeps track of the

number of simulated ciphertext at any point.

“The programming of imsk’s is only conceptual because they are in fact simulated.
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« SimKeyGen(o,v, z1, . ..,zr) takes as input the state o, a vector v, and a list of
inner products zi,...,2;. It parses o as (I', aj, [c]], 0y, ..., ag, [cr], 0p). If

I # I, the algorithm outputs L and terminates. Otherwise, it runs

(fort <I)  (OTP.isk,, o]) & OTP.SimKeyGen(ay,V, z;);

(for t > I) (OTP.isk,, 07) < OTP.SimKeyGen(oy, V).
The algorithm outputs

isk = Wv + a; - OTP.isk, + - - - + az - OTP.isk,

o' =, ay,[¢i], 01, ..., ag, [cp], o7).
« SimEnc(o, z1,...,2s) takes as input the state o and a list of inner products
z1,...,2J. The algorithm parses o as (I, af, [ ¢{], 0y, ..., az,[c;],07). I =T,

it outputs L and terminates. Otherwise, the algorithm runs
(OTP.ict, 07,,) < OTP.SimEnc(o741,21,...,25), o) « o, fort #1 +1,
and outputs

ict = ([}, ], [}, IW + [OTP.ict]),

o' =(I+1,a;,[ci], o1, ..., az, [cr], o7).

Proving Theorem 5.3 amounts to proving the following two claims.

Theorem 5.5 (1). Construction 5.4 (simulator) satisfies key simulation security (Defi-

nition 5.2) for Construction 5.1 (scheme).

Theorem 5.6 (1]). Suppose in Constructions 5.1 (scheme) and 5.4 (simulator), MDDHp,
(Assumption 2.1) holds over GroupGen, then the simulator satisfies T-ciphertext simulation

security (Definition 5.2) for the scheme for all T = poly(A).

Proof (Theorem 5.5). Recall that in Expye, and Expgin, the adversary only gets the master
public key and the secret keys. We show that their distributions are identical via the

following hybrids.
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« H; proceeds identically as Exp,,, except that A is sampled as in Expsim-
* H, proceeds identically as H;, except that we set
W=W+a;w] +--+a;wp
for uniformly random W, wy,..., Wr.

In both Expre, and Expsim, the matrix A is uniformly random, so Expye, = Hi. We
also have H; = H, as the change of variable does not alter the distribution of W and

AW = AW. In H,, the secret key for v is
Wv = WV +aj WV + - - + aFwhv.

In Expsim, the terms wlv are replaced by their simulation. Since the OTP-IPFE

simulator is perfect, we conclude Hy = Expsim- O

Proof (Theorem 5.6). Recall that in Expg_GS, the adversary receives the simulated impk,
can query for arbitrarily many simulated secret keys and at most (7 — 1) simulated
ciphertexts, and submits one challenge vector to obtain either a challenge ciphertext
encrypted using the simulated impk or a simulated challenge ciphertext. We want to
show that the two cases are indistinguishable.

To simulate the challenge ciphertext, we need to first switch it from using s'A
to c'. At first sight, it seems that the reduction cannot know a*’s (since it receives [A]
as an MDDH,, challenge) hence cannot simulate non-challenge ciphertexts. This is why
the simulator samples A in a fashion similar to the reduction of MDDHp, x4 to MDDHj,
which originates from a technique in [CGKW18a].

We go through the following hybrids.

* H; proceeds identically to Exp%_GS, except that the T™ instance of OTP-IPFE
simulator is replaced by an instance of OTP-IPFE itself and cr is removed. In

particular, the state of the simulator is

o= ay,[e]. oy, ..., a7y, [ep ], oy, a%,)

and a simulated secret key for v is

isk = Wv + a; - OTP.isk, + - -- + a5 _, - OTP.isk,_; + a5 | Whv .
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Since the adversary can query at most (7' — 1) simulated ciphertexts (excluding
the challenge ciphertext), this instance is never used to simulate a ciphertext in
Exp. o5, and it does not matter if we remove cr. The transition from Exp}, . to
H; is essentially undoing simulation for the last OTP-IPFE instance. Since the

OTP-IPFE simulator is perfect, Exp. s = Hi.

Hy proceeds identically to Hy, except that a; and the last OTP-IPFE instance are

removed. The state of the simulator and a simulated secret key for v are

il

o= (I’ af: []:CI]],UI, M a;_l, [[c}‘_l]]’ UT_l [7: J‘)’

isk = Wv + aj" - OTP.isk; + --- + a%_, - OTP.isk,,_, + 0.

+w] . which does not

This can be interpreted as a change of variable W — W — atw},

affect the distribution of W, so H; = H,.
Hs proceeds identically to Hy, except that the challenge ciphertext becomes

ict' = ([[ "], [T W+ @) ] for ¢&zHT,

Claim 5.7 (7). Hy ~ H3 reduces to MDDH;, (Assumption 2.1) over GroupGen.

H4 proceeds identically to Hs, except that ¢ in the challenge ciphertext becomes
¢, sampled by SimSetup. Note that we are not using a3 and ¢, is statistically

close to c. Therefore, H3 ~4 Hy.

Hs proceeds identically to H4, except that we perform a change of variable

W — W+ a;w;. Clearly, Hy4 = Hs.

He proceeds identically to Hs, except that we resurrect the last instance of
OTP-IPFE simulator and use it to simulate the challenge ciphertext. In Hs, the

challenge ciphertext and a simulated secret key for v are

ict" = ([[CTT]], [[CTTW + (WT + u*)T ]])’

isk =W +aj - OTP.isk, + - - + ag_, - OTP.iskp_, + a5 | WhLv |.

The terms in boxes are OTP-IPFE ciphertexts and keys, and in Hg they are

replaced by simulation. Since the OTP-IPFE simulator is perfect, Hs = He.
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We argue Hg = Exp}, .. Note that the only difference between the two is which
instance is used to simulate which ciphertext. This amounts to permuting the
(aj, [c;], 0,)s. It is easy to verify that the distribution of these tuples is invariant
under permutation. Once we prove H, ~ Hs (Claim 5.7), we conclude Expg_Gs ~ EXp%‘-GS

by hybrid argument. ]

Proof (Claim 5.7). Let A be an efficient adversary distinguishing H, and Hs;. We
construct B against MDDH,, over GroupGen. Upon receiving MDDH,, challenge [B,d']
where d” = s'B or d" is random, 3 launches A(), receives (17,17) from it, and samples

and defines

w ‘izzgkm)xn’ P=(a - a;—l Po P1 - Py ‘iZ;MT)X(kJrT),

Ir_
(i -+ e ¢ AT) = (P! -

d B/
Here, (d B") occupies the position of (1 T)' The algorithm B prepares (T —1)

instances of OTP-IPFE simulator by running o; & OTP.SimSetup(p, 17) for ¢ € [T —1].
It sets

impk = ([A], [A]W), o=(0,aj,[cil,op ..., az_, [ep i1, op_y)-

The algorithm B answers queries from A as defined in Hy, Hs. It responds to the

ciphertext challenge by setting
ict = (["], [€"]W + [ (u")"]).

Lastly, B outputs whatever A outputs.

Clearly, B is efficient, produces the correct distribution for (a}, [¢}], o,)’s and A, W,
and answers queries (non-challenges) as required. If d" = s"B, we have ¢ =s'A and
B has simulated H; for A. If d" is random, so is ¢" and B has simulated Hj for A.
Therefore, their advantages are the same.

If MDDH,, holds over GroupGen, we have Hy ~ Hs. O
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5.5 Ciphertext-Policy 1-ABE for ABP

In this section, we construct the core component of our adaptively secure ABE, called

I-ABE, from any gradually 2-simulation-secure IPFE.

Definition 5.5 (1-ABE). Let GroupGen be a group sampler (Definition 2.4). A (public-
key) 1-ABE scheme based on GroupGen is an ABE (Definition 2.3) except that Enc takes
i €7, as the message and Dec recovers [[u] if decryption is authorized. Such a
scheme is I-key secure (or simply secure) if Expf_ ABE ~ Exp%_ Appy Where Expf_ ARE 1S Expf,HFE

(Definition 2.2) with the following modifications.
« In Query I/II, the adversary is allowed to query at most one secret key in total.

« In Challenge, the adversary chooses x without the messages. Instead, the
message is 0 in Exp?_ Apg and uniformly random in Expi_ apg+ The adversary does

not receive the potential random message.

The relaxation of decryption correctness and the change of messages in the security
definition are because 1-ABE will be used to encapsulate keys for full ABE. In full ABE,
the group-encoded decryption result of 1-ABE is used to mask the message, and we
argue security by replacing the encapsulated key by random.

ABE constructions in many previous works such as [KW19] and Chapter 4 go
through an intermediate step of building a secret-key 1-ABE that is 1-key I-ciphertext
secure. In the secret-key setting, keys and ciphertexts are symmetric. Consequently,
there is no distinction between ciphertext-policy and key-policy 1-ABE. In contrast,
1-ABE in this chapter is public-key and I-key secure. This asymmetry separates CP-1-
ABE and KP-1-ABE. We remark that the 1-ABE in [KW19] and Chapter 4 can be easily
modified to fit Definition 5.5 as CP-1-ABE. We will see that Definition 5.5 is easier to

use in reductions for full ABE.

Ingredients of Construction 5.5. Let
* (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F,

+ GroupGen a group sampler (Definition 2.4), and
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 (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) an IPFE scheme (Definition 5.1)

based on GroupGen.

Construction 5.5 (CP-1-ABE). Define (see Definitions 2.3 and 5.5)

Paramsgp, = {1" [n € N}, Fgp1n =7,

Xgp,l” :{f¢07f=0|f€f’f:zz_>zp}’ ng,l"(x7f,) :f’(X),

where p is the group order in gp. Our 1-ABE scheme based on GroupGen works as

follows.

« Setup(gp,1?) takes as input the group description gp and the attribute length n.

It runs
(impk, imsk) < IPFE.Setup(gp, 1"*1,1%),
and outputs (mpk, msk) = (impk, imsk).
* KeyGen(msk, x) takes as input msk and x € Z7. It runs
isk < IPFE.KeyGen (imsk, (1,x")")
and outputs sk = isk.

« Enc(mpk, f’, ) takes as input mpk, some f’ (either f.o or f), and u € Z,. It
garbles f underlying f’ with p and encrypts the label functions into IPFE

ciphertexts by running

Gf " = fro) @ — u, B < 0;
Gf £/ = f=o) a s 7y, B — u;
(Li,...,Ly) & Garble(f, a, B),

(for j € [m]) ict; < IPFE.Enc(impk, [L;]).
The algorithm outputs ct = (icty, . . ., ict,,).

« Dec(mpk, x, sk, /7, ct) takes as input mpk, a secret key sk for x, and a ciphertext ct

for f’. If f’(x) = 0, the algorithm outputs L and terminates. Otherwise, it parses
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sk, ct as in KeyGen, Enc, computes
(for j € [m]) [4] < IPFE.Dec(impk, (1,x")", isk, ict;),

ﬁEval(f, x[4,...,0]), iff =fw;

Eval(f, X, I[gl, ey Zm]]); lff, = fzo;

(e

and outputs [¢']-

Correctness and Efficiency. We verify that the scheme is correct. By the correctness
of IPFE, we have
1

J
X

where L;’s are the label functions defined by Garble. Since Eval is linear in the labels,

it can be performed in the exponent. By the correctness of AKGS,

(f ' =feoand f(X) 20) ' = 75 (af (X) + B) = 75 (uf () +0) = ;

(ff'=foand f(x)=0) w=afX)+f=a - 0+pu=pu

Therefore, Construction 5.5 is correct.
Since the CP-1-ABE secret key is simply an IPFE secret key, if the underlying IPFE
has succinct keys, so does our CP-1-ABE. When instantiated using Construction 5.1,

each secret key consists of just three elements of Z,,.

Security. We state and prove the security of Construction 5.5.

Theorem 5.8 (€). Suppose in Construction 5.5, the IPFE is gradually 2-simulation-secure
(Definition 5.2) and the AKGS is piecewise secure (Definition 4.10), then the resultant
CP-I-ABE scheme is (1-key) secure (Definition 5.5).

Proof (Theorem 5.8). Recall that in Expf_ appy the adversary receives mpk and can query
one secret key for attribute x € Z;. In addition, it receives a challenge ciphertext tied
to some policy f” of its choice, encrypting either 0 (in Exp?, ;) or & & 7, (in EXPy ppp)-
The adversary is free to ask for either the secret key or the ciphertext first. Its goal is

to distinguish the two cases, and we want to show Exp?, .. ~ EXp] ,ur.



175

Suppose the garbling size of the underlying ABP of f” is m, we go through a series
of hybrids Hi)~m,1~3' In these hybrids, we gradually modify the ciphertext queried by
the adversary, which starts out as encrypting label functions L; generated by AKGS
Garble and ends up by encrypting simulated labels ¢ < Z,. The proof interleaves
between using the gradual simulation security of IPFE and the piecewise security of
AKGS, in a fashion similar to Chapter 4.

The hybrids H117,1~3 change ict; from encrypting the label function L; to being
simulated using the reversely sampled first label 4.

. Hlf,1 proceeds identically to Expf_ Appy €xcept that we use the simulator of IPFE

to generate mpk and sk for x, instead of using the real IPFE algorithms. By the

gradual 2-simulation security of IPFE (Expyeal & EXpsim), We have Expf_ ABE ¥ Hll’l.

b

11, except that ict; (encoding the label function L,

* H}, proceeds identically to H
in the challenge ciphertext) is simulated. By the gradual 2-simulation security
of IPFE (Expg_GS ~ Expé_Gs), we have Hll’,1 ~ Hiz. Note that in Hin the first label

function L; is not directly used, and only the first label 4 = L;(x) is used.

b

. Hll”s proceeds identically to HY 5,

except that the 4 used to simulate ict; (or isk,
whichever comes later; same below for every ciphertext simulation) is reversely
sampled instead of being computed from L;. By the reverse sampleability of

b — Yo
AKGS, HY, = HY .

The remaining hybrids HJI.”1~3 (for j =2,...,m) change ict; from encrypting the label
function L, to encrypting the simulated label ¢ < Z,, via a temporary simulated
form.

b

. HJZ’.,1 proceeds identically to HY,,

except that icty for 1 < j* < j encrypts (¢, 0)
for ¢, & 7, (here, 0 is of the same length as x), and ict; is simulated using
¢ = L;j(x). By the gradual 2-simulation security of IPFE (Exp) . ~ Expj .c), we
have H?, ~ H .

Similarly, HJZ?_1 ~ Hjl.”l, which should be clear once we specify HJZ?,S.

3

. HJb., , proceeds identically to H,I?,p except that ¢ is sampled uniformly at random

instead of being computed as L;(x). Note that both H?, and H®, can be generated
Jl Js2
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using just 4 and Lj,1,...,L, from the garbling, so the marginal randomness

property applies and H?, = H?,.

. HJ’?, 5 proceeds identically to Hj?,z, except that ict; is reverted to a normal ciphertext,
now encrypting (¢,0), where ¢ < Z, and 0 is of the same length as x. By the

gradual 2-simulation security of IPFE (Exp s ~ ExpJ ), we have HJZ.”2 ~ HJI?’S.

Note that in H®

HRRT the next hybrid, ict;,; becomes simulated using ;41 = Lj1(X).

We have H?; ~ H?, | | again by the gradual 2-simulation security of IPFE.

Lastly, we argue H) , = H! ;. In both hybrids, ict/’s for 1 < j < m encrypt (4,0) for
¢ & 7, and ict; is simulated using £, which is reversely sampled. We have two cases

under the constraint f’(x) = 0:

if ' =fu0, & < RevSamp(f,X,5F(X)+0,6,...,0,) = RevSamp(f,X,0,6, ..., 0y);
if £/ =fo0, & < RevSamp(f,Xx,af(x)+0,6,...,6,) =RevSamp(f,X,7, b, ..., bn)

for y & 7,

Here, 6 is either 0 (in ng’g) or random (in H}n,S)’ and when f’ = f,o and f(x) # 0, the
random a is not used elsewhere so af(x) is a one-time pad that hides . In both
cases, 4 as well as any other value used to generate the response to the adversary
contains no information about . Therefore, H) ; =H, ;.* By hybrid argument, we

0~ Fypl
have Exp; ,pr ~ EXP} spg- O

5.6 Key-Policy ABE for ABP

In this section, we apply the classic dual system encryption to obtain full KP-ABE
from CP-1-ABE instantiated with the IPFE in Section 5.4.1.

Ingredients of Construction 5.6. Let

* (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F,

#1In fact, H? , = H! ,, but that requires more careful argument.
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« GroupGen a pairing group sampler (Definition 2.5) over which MDDH,, (Assump-

tion 2.1) holds.

Construction 5.6 (KP-ABE). Define (see Definition 2.3)

Paramsgp :{1n|n€]N}1 ng,l" :{f¢07f=0|f€f’f:zz _>Zp }7

Xgp,l" = Zz, ng,l" = GT, ng,l” (f/, X) = f’(X),

where p is the group order in gp. Our KP-ABE scheme based on GroupGen operates as

follows.

« Setup(gp,1?) takes as input the group description gp and the attribute length n.

It samples and sets

AiZII;X(}HZ), B(iZI]jX(kH), W&ZI(Jk+2)><(k+1)(n+1)’ ﬂ‘iZIISH,
ka = ([[BT]]la [[W(BT ® In+l)]]1)a fpk = ([[A]]Z’ [[AW]]z),
mpk = ([ #'B' ]z, xpk), msk = (fpk, p).

The algorithm outputs (mpk, msk).

Here, xpk (resp. fpk) means “public key for x” (resp. f), and security holds even
if both are included in mpk. For KP-ABE (resp. CP-ABE in Section 5.7.2), Enc does
not need fpk (resp. xpk), hence its omission. The connection of our KP-ABE with
CP-1-ABE and dual system encryption (as discussed in Section 5.2.3) is as follows.
The matrix W = (Wy, ..., Wp,;) consists of (¢ + 1) master secret keys of CP-1-ABE
concatenated by columns, each of shape (& + 2) x (n + 1). Its projection along a

vector b = (b1,...,bp41)" 1S

biWi+ -+ bp Wiy = Wi - b1l + - - + Wey - bl

b1l
= (Wla R Wk+1) S = W(b ® In+1)-
br+1lns1
The matrix B = (bj, ..., b})" consists of all the projection vectors, and the matrix

W(B' ® I,,41) is the projections of W along B concatenated by columns.
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+ KeyGen(msk, f’) garbles f" with u by

(ff"=fr) a—m, B —0;
(ff'=fo) a2z, pep
(Li,...,Ly) & Garble(f, a, p).
It samples s; & Z,}f for j € [m] and sets
ski1 =s;[A]2, skj2 = s{[AW], + [L}]..
The algorithm outputs sk = (sky 1, 5ki2, . . ., SKm.1, SKim 2)-
Generating a key in KP-ABE means encrypting g in each CP-1-ABE instance,

which boils down to generating IPFE ciphertexts, as shown above.

Enc(mpk, X, g) samples r < Z* and sets

1
ct; = [[BT]]l r, cty = [[W(BT ® In+1)]]1 (r ® ( )) R cty =g+ [[[.lTBT]]T r.
X

The algorithms outputs ct = (cty, cty, ct3).

We remark that r (resp. B'r) is the coefficients of random linear combination
with respect to the projections (resp. the CP-1-ABE instances). Here, ct, is a CP-1-

ABE key with respect to the projected master secret key W(B'r ® I,,41), which is
an IPFE secret key for ( L ), ie.,
X

1
cty = W(BTr®In+1)( )
X
1
The ciphertext consists of (2% + 3) elements of G; and one element of Gt, hence

is succinct.

Dec(mpk, f/, sk, x, ct) first checks if f/(x) = 1. If not, it outputs L and terminates.

Otherwise, the algorithm parses sk, ct as defined in KeyGen, Enc, computes

1
(for j € [m]) [[EJ]]T — —Skj,lctz + Skj,z (Ct1 ®( ),
X

g Eval(£, %, [ 4, .. bulln), if 7 = fro;

Eval(£,x, [ 4, ..., 4u]T), if f' = feo;

[T
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and outputs (ct3 — [¢/]7)-

Correctness. By definition (see also Construction 5.1),

1 1
4 =-SAW(B ®L,41) |r® +(SJAW+L) | Br®
X X

1
=L;(Br® =L (B'r®1,41)
X X

By Lemma 5.1, if we define
(L},...,L,) « Garble(f,r'Ba, r'BS; r'BR),

where R is the randomness used to generate L;’s, then

1 1
G =L (BreL)| =)' [=Lj(.
X X

By the correctness of AKGS, we have
Eval(f,x,4,...,4,) =r'Baf(x) + r'BS.
In the two cases where decryption should succeed,
Gf f'=feo and f(x) #£0)  p' = 5755 (c"Buf (x) +1'BO) = r'By;
(if /' =f=0 and f(x) = 0) ¢ =r'Baf(x)+r'Buy =r'Byu.
Therefore, in both cases,
cts— [t =g+ [#'B'r]r - [r'Bu]r = 5.

Minimizing Pairing Operations. The number of pairing operations in Dec appears to
depend on the garbling size of the policy and the attribute length. It can be reduced
to (2k + 3) as follows.*® Since Eval is linear in the labels, one can find y1,...,ym € Z,

(dependent on £, x) such that

Eval(f, X, &, ..., 4n) = D 7i4.
j=1

46Syntactically, we use the pairing groups in black box, and there are only (2% + 3) elements of G; in a
ciphertext and no element of G; in a secret key, so the operations can always be regrouped to use at

most (2k + 3) pairing operations. The text below provides the concrete regrouping method.
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The computation of [[¢']]T can be rewritten as

ILL/]]T = i le[‘ej]]T = i Y; (—Skj71Ct2 + Skj’z (Ct1 ® (1)))

j=1 j=1 X

m m 1
=" (Z Yjs"j,l) cty + (Z VjSkj,z) (Ik+1 ® ( )) cty.
J=1 Jj=1 X

Note that ct; and ct; consist of (2 + 1) and (k + 2) group elements respectively and
only these elements (of G;) take part in pairing. Therefore, the formula above only
uses (2k + 3) pairing operations.

There are further optimizations possible, such as appropriately choosing which of
the two source groups to use for the secret key to reduce the cost of exponentiation

in decryption.

Security. We state and prove the security of our KP-ABE.

Theorem 5.9 (€). Suppose in Construction 5.6, the AKGS is piecewise secure (Defi-
nition 4.10) and MDDH;, (Assumption 2.1) holds over GroupGen, then the resultant ABE

scheme is adaptively secure (Definition 2.2).

Proof (Theorem 5.9). Recall that in the security experiments, the adversary receives
the master public key, many secret keys, and a challenge ciphertext. Suppose the
queried keys are for £/, ..., f(’g and the challenge ciphertext encrypts one of gy, g1 with
attribute x. The constraint is f;(x) = 0 for all ¢ € [@], and we want to show that the
adversary cannot distinguish which of gg, g; is encrypted.

The proof follows dual system encryption methodology (see Section 5.2.3). More

formally, we go through hybrids H?, H5.

« H® proceeds identically to Expl,., (Definition 2.2), except that the challenge

ciphertext becomes

1

, cts =gp + [[IITB]]T,
X
1

Ct1=[[]]1, Ct2= W(@( ))

where c is uniformly random outside the row space of B.
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+ HS proceeds identically to H®, except that each queried key* is garbled for
(p+d,bh), ie,
(G fy =for0)  @g—p+ 0gbY  fy—0;
G f) = fomo)  @q & ZE, By —p+ bL;
(Lot - - -, Lgm,) < Garble(fy, ay, Bo).

Here, b is a fixed vector such that Bb* = 0 and ¢'b* =1, and &, < Z, is fresh

per key.
We have the following claims.
Claim 5.10 (). Explypp ~ HY reduces to MDDH,, (Assumption 2.1) over Gi.

Claim 5.11 (9). Hll’ ~ Hg reduces to the security of CP-I-ABE (Construction 5.5 instantiated
with gradually 2-simulation-secure Construction 5.1 using Gy, which relies on the piecewise

security of AKGS and MDDH, over G).
: 0 —pyl
Claim 5.12 (). H; = H,.
Once we prove them, we have Expd . ~ EXppypp by hybrid argument. ]

Proof (Claim 5.10). Let A be an efficient adversary distinguishing Expj;p and H?, we
construct B against MDDH, over G;. Upon receiving MDDH;, challenge [B, ¢']; where
either ¢ =r'B or ¢’ is random, B launches .A(), receives the attribute length 1* from

it, samples A, W, u, and sets
xpk = ([B'],, W([B']1 ® I.11)), fpk = ([A]l2, [AW]2),
mpk = ([ ]2[B]1, xpk), msk = (fpk, ).

It sends mpk to A and responds to the key queries normally. To respond to the

ciphertext challenge for one of gy, g1 with attribute x, our B sets

1
cty =[], cta =W|[c]:® , cts = gp + [ ]2[ ]
X

#In a typical dual system proof, the keys are switched one by one. In our case, we can change them

all at once since our 1-ABE is public-key.
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Lastly, it outputs whatever A outputs.

Clearly B is efficient. Note that in ExplﬁHFE, the exponents in ct, are

1 1
WB' ®I,,)|r® =W|(Br®
X X
If ¢" = r"B, our B has simulated Exp},... for A. If ¢’ is random, our B has (statistically
closely) simulated H? for A — a uniformly random ¢ lies outside the row space of B

with overwhelming probability. Therefore, their advantages are negligibly close.

If MDDH}, holds over Gy, we have Exp5 .. ~ H?. o

Proof (Claim 5.11). Let b+ be such that Bb* =0 and c¢'b* =1 for the B used in the

master public key and the ¢ used in the challenge ciphertext. We set*®

W=W+ (b)) ®W, g =p+6,b",

—~

where W & {200 gy 8 Z (R 2X0) |y 8 7841 and either 8, =0 (in HY) or
84 <~ Z, (in HY). Recall that to create a secret key for £, we need to garble f; with p,.

Let m,, m;, be the randomness dimension and the garbling size of f;. We set

(ffy=for)  @gop B ds By 0 B0
(if £ = fq.=0) @, & Z§+1’ @y < 7, Bq A ) Eq — g
ag =a, +agb, Bq = Eq + ,B\qu,
R, Sz p &z R, =R, +b'r],
(Lgts- - - Lgm,) « Garble(f, @y, Bg; Ry),
(fq,l, .. ,fq,mq) «— Garble(f, &q,,gq; r,),
(Lg1,-- .,Lq,mq) «— Garble(f, a4, Bg; Ry).

By Lemma 5.1 and the linearity of Garble, we have L, ; =L, + b* ® L, .
With the above preparation, we can describe the reduction. Let A be an efficient

adversary distinguishing H? and H3, we construct B against the security of CP-1-ABE

“8Components with hat will come from CP-1-ABE, and components with tilde will be sampled by the

reduction algorithm.



183

(Construction 5.5 instantiated with gradually 2-simulation-secure Construction 5.1
using G). The adversary B launches .A(), receives the attribute length 1* from it, and
forwards 1" to the security experiment of CP-1-ABE. It receives mpk = ([A]2, [AW]2).

The adversary B samples W, B, ¢, z and computes b* as specified above. Note that
W(B' ®141) = (W+ (b)) © W)(B' ®L41)
=WB ®I,,1) + (b)) B @ W =W(B' ®1,,,),

so B sets

xpk = ([B"]1, [W(B" ® Lis1)]1), mpk = (["B |1, xpk).

It sends mpk to A and starts to respond to its queries and challenges. To respond to a

secret key query for f;, our B computes Ly,... , Lg,m, as specified above, and queries

the security experiment of CP-1-ABE for a ciphertext for f;, which consists of
icty,; = ([s; Al [[s‘T”.A\TV + ’I\.;,j]]z) for j € [mq].
It stitches the response as skq,;1 = [s; ;A]> and
skq,j2 =8, AW+ L, ;]2 = [s; AW+ (b")"®@ W)+ L, +(b") ®L, ;]2
= [[s; Al2W + [L; ;]2 + (bF)" ® [[s; ;AW + L7 .
To respond to the ciphertext challenge for one of g¢, g; with attribute x, our B queries

the security experiment of CP-1-ABE to obtain a secret key for x, which is VV(;) It

sets ct; = [[c]1, cts = gp + [ " c]1, and stitches ct, by

1 ~ ~ 1
W(co® =(W+((bH) ' @eW)|[c®
X X

~[1
+(bH)'ceWw

=W|ce®
X X
— 1 ~ (1
(sincec’bt =1 =W|c® +W
X X

Lastly, B outputs whatever .4 outputs.
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Clearly B is efficient and only queries one secret key in the security experiments
of CP-1-ABE. If B is in (the multi-ciphertext version of) Exp?, .. (5, = 0 inside L, ;s),
then A is in H%. Otherwise, B is in Expl, .. (6, < Z, inside Ly ;’s), then A is in HS.
Therefore, their advantages are the same. Since the CP-1-ABE is secure (Theorem 5.8),

we have H? ~ H3. o

Proof (Claim 5.12). Inspecting the appearances of g in HJ and H}, the master public
key leaks u'B’, the secret keys leak {u + §,b*},, and the challenge ciphertext leaks
p'c. Consider the change of variable g = iz + 6b* for 1 & Z;f*l and § < 7, then the
master public key leaks u'B', the secret keys, {g + (J, + 6)b*},, and in the challenge

ciphertext, § appears as

gv + [p'c]r = (go + [6]1) + [ c]r-

Since ¢ is perfectly hidden elsewhere (by d,’s), it perfectly hides g, (hence b).

We conclude H) = H.. O

5.7 Ciphertext-Policy ABE for ABP

In this section, we show how to construct CP-ABE using exactly the same method for
building KP-ABE. More specifically, in the first step, we simply regard our KP-ABE as
a KP-1-ABE. In the second step, we convert KP-1-ABE to a CP-ABE using dual system
encryption, similar to the transformation from CP-1-ABE to KP-ABE.

5.71 KP-1-ABE

We modify Construction 5.6 to obtain our KP-1-ABE,*’ based on which we construct

our CP-ABE. In the modified Setup(gp,1*),

A(izplfx(kﬂ)’ B&ZI]ZX(kH), W(izék+2)><(k+l)(n+1), r (izlljﬂ,
xpk = ([B' 1, [W(B' ® L;;1) 1), fok = ([A]2, [AW]2),
mpk = ([1"B ]y}, xpk, ok ), msk = (fpk, ).

“The scheme in fact enjoys multi-key security, but we only need its 1-key security.
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The algorithm KeyGen(msk, f’) remains unchanged. In the modified Enc(mpk,x, g),
the message g is now in Z,, and the ciphertext ct = (ct;, ctp, ct3) is generated with

r&ZI’;as

1
cti =[Bir, cty =[W(B ® L) (r ®( )) cts = lgly |+ [ By r
X

In the modified Dec(mpk, /7, sk, x, ct), the message is recovered as [ g]r-

We change the encoding of ¢'B" and the last component of the ciphertext from
Gr to G; so that we do not “use up” the pairing at encryption time. We also include
fpk in mpk, which will be useful for reductions in CP-ABE. It is straight-forward to
adapt the security proof of KP-ABE (Theorem 5.9) for these changes.

5.7.2 CP-ABE

We again use dual system encryption to lift KP-1-ABE to CP-ABE. Recall that the
transformation sets up the system by preparing (k& +1) instances of 1-ABE and
(k + 1) random messages (encrypted under 1-ABE and used to generate encapsulated
keys in ABE), and publishing a random projection of them. For example, during
the conversion from CP-1-ABE to KP-ABE, W is enlarged from (k+2) X (n+1) to
(B+2)x(k+1)(n+1) and a fresh g is sampled. In contrast, A is not enlarged and
is shared among all the (% + 1) instances. More precisely, it is the master secret key
being duplicated.

It turns out that the master secret key of KP-1-ABE is essentially the messages g,
not including fpk. This is confirmed by the inclusion of fpk in mpk. Therefore, in
CP-ABE, preparing (% + 1) instances of KP-1-ABE just means u € Zﬁ“ is enlarged to

U &z Below, we call the set of messages v in CP-ABE.

Ingredients of Construction 5.7. Let
+ (Garble, Eval) be an AKGS (Definitions 4.7 and 4.8) for F,

+ GroupGen a pairing group sampler (Definition 2.5) over which MDDH, (Assump-

tion 2.1) holds.
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Construction 5.7 (CP-ABE). Define (see Definition 2.3)

Paramsgp, = {1" [n € N}, Fep1n =7,

Xgp,l" = {f¢07 f:O |f € F: f . ZZ - Zp }, ng,l" = GTa ng,l"(X, f,) = f’(X),

where p is the group order in gp. Our CP-ABE scheme based on GroupGen operates as

follows.

« Setup(gp,1") takes as input the group description gp and the attribute length n.

It samples and sets

A(izllix(kﬂ)’ B&Zﬁx(kﬂ), D $ Z}I«;x(kﬂ)’
W(iz(k+2)><(k+l)(n+1) U&Z(k+l)><(k+1) V&Zkﬂ
P ’ ‘P ’ ‘D
xpk = ([B']1, [W(B" ® I.+1)]1), fok = ([A]2, [AW]2),
mpk = ([D]2, [DU]2, [Dv]T, fpk), msk = (JUB™]|1, xpk, v).

The algorithm outputs (mpk, msk).

- KeyGen(msk, x) samples r < Z* and sets

Skl = [[BT]]l r, Skz = HW(BT ® In+1)]]1 (I‘ ® (1)) , Sk3 = [[V]]l + [[UBT]]1 r.
X

It outputs sk = (ski, sk, sks).
« Enc(mpk, f’, g) samples t & Zﬁ and sets
[u']2 =t'[DU],, cto1 =t'[D]2, cto2 =g +t'[Dv]r.
It garbles f’ with [u], by

(ff'=f) a@<u, B —0;
G f'=fo) a7y, pew
[Li,...,Ly]2 & Garble(f, [a]o, [ B]2)-
The algorithm then samples s; & ZP}f for j € [m] and sets
ctj1 =s;[A]., ctjo = s [AW] + [L; 2.

It outputs ct= (Ct(),l, Ct(),z, Ctl,l, Ct172, ey Ctm,l, Ctm,z).
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« Dec(mpk, x, sk, f/, ct) first checks if f/(x) = 1. If not, it outputs L and terminates.

Otherwise, the algorithm parses sk, ct as defined in KeyGen, Enc, computes

1
(fOI‘ J€ [m]) [[@]]T — —Ctj,lskz + Ctj,z sk; ® 5
X

f%Eval(lﬁx’ H€1>"'a€mﬂT)a lff/ =f$0).

Eval(f, X, I[gl, ey fm]]'['), lf f’ = f:(),'

and outputs (cto2 + [&' ]It — cto,15k3).

[T

Correctness and Efficiency. Note that sk, sk, of this scheme correspond to cty, ct; in
Construction 5.6 (KP-ABE) and ct; 1, ctj» correspond to sk; 1, sk;. for j € [m], except
that ct; ;, ctj » are generated with the master secret u in KP-ABE replaced by U'D't. By
the same argument for KP-ABE correctness, we have ¢/ = r'BU'D't if decryption is

authorized. Therefore,
ctoo + [1' ]It — ctoisks = g + [t DV + [r'BUDt]r — [t'D]2[v + UB'r]; = g,
i.e., the scheme is correct. Similarly to our KP-ABE, the number of pairing operations
in the decryption algorithm can be reduced to (3% + 4).
Security. We state and prove the security of our CP-ABE.

Theorem 5.13 (€]). Suppose in Construction 5.7, the AKGS is piecewise secure (Defi-
nition 4.10) and MDDH;, (Assumption 2.1) holds over GroupGen, then the resultant ABE

scheme is adaptively secure (Definition 2.2).

Similarly to the proof for KP-ABE (Theorem 5.9), we first switch t'D in the challenge
ciphertext to random c¢'. This corresponds to a fresh u’ = ¢'U used as the g™ in KP-
1-ABE and a fresh encapsulated key ¢'v encrypted under this KP-1-ABE instance. By
KP-1-ABE security, ¢'v is hidden, which in turn hides the message in CP-ABE.

Proof (Theorem 5.13). We go through hybrids H®, H5.

« H® proceeds identically to Exp4y.;, except that when generating the challenge

ciphertext, we set

[u']2 = I[U]]Z’ Ctoy = [[]]2, Ctoo =gp + [[V]]T,
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where c is uniformly random outside the row space of D and the rest of the

procedure to generate the ciphertext proceeds normally.

« HS proceeds identically to H?, except that in each queried key,

Sk3 = I[V + dJ' + UBTI'q]]l.

Here, d* is a fixed vector such that Dd* = 0 and ¢'d* =1, and §, < Z, is fresh

per key.
We have the following claims.
Claim 5.14 (1]). ExpSypp ~ HY reduces to MDDHy, (Assumption 2.1) over G,.

Claim 5.15 (9). Hll’ ~ HIZ’ reduces to the security of KP-I-ABE (Section 5.7.1), which relies on
the piecewise security of AKGS and MDDH}, over GroupGen (Theorem 5.9).

Claim 5.16 (7). H) = H}.
Once we prove them, we have Expd . ~ EXppy e by hybrid argument. ]

Proof (Claim 5.14). This is analogous to the proof of Claim 5.10. Let A be an efficient
adversary distinguishing Expl,.; and H?, we construct B against MDDH;, over G,.
Upon receiving MDDH, challenge [D, ¢'], where either ¢" =t'D or ¢’ is random, our
B launches A(), receives the attribute length 1" from it, and sets up the system using
[D]2, sampling and computing everything else as required. It sends mpk to A and
responds to the key queries normally. To respond to the ciphertext challenge for one

of go, g1 with policy f’, our B sets
[u']2 =[]V, ctor =[]z, ctoz = gp + [c']2[[v]1,

and continues the encryption procedure from there. Lastly, it outputs whatever A
outputs.

Clearly B is efficient. If ¢" = t'D, our B has simulated Expj; for A. Otherwise,
¢’ is random, and B has (statistically closely) simulated H? for A. Therefore, their
advantages are negligibly close.

If MDDH}, holds over G,, we have Expjp; ~ H?. o
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Proof (Claim 5.15). This is analogous to the proof of Claim 5.11. Let d* be such that
Dd* =0 and c'd* =1 for D in the master public key and ¢' in the challenge ciphertext.
We set

U=U+dy’, TSz p a7k oy =vio,d

where u comes from KP-1-ABE, and 8, = 0 or §, < Z, for each key queried.

Let A be an efficient adversary distinguishing H? and H3, we construct B against
the security of KP-1-ABE (Section 5.7.1 and Theorem 5.9). The adversary B launches A(),
receives the attribute length 1” from it, and forwards 1* to the security experiment of

KP-1-ABE. It receives m = ([ #"B™]|1, xpk, fpk), where
xpk = ([B]1, [W(B" ® L) ]), fpk = ([A]l2, [AW]2).
The adversary B samples D, c, U, v and computes d*. Note that
DU =DU + Dd* " = DU,

so B sets mpk = ([D]2, [DU]2, [DVv]r, fpk), sends it to .4, and starts to respond to its
queries and challenges. To respond to a key query for x,, our B queries the security

experiment of KP-1-ABE for a ciphertext

~ ~ 1 ~

cty1 = I[BTI'q]]l, Ctyo = W BTrq ® R cty3 = [[[.lTBTI'q + 5q]]1-
xq) /|

It sets sk,1 = Ct,1, Sky2 = Ct, 0, and stitches sk, 3 by

skg3 = [vy + UB'r, ]y =[v + 6,d" + UB'r, + d* u'B'r, s

=[v]. + ﬁ[BTrq]]l +d [u'B'r, + 6,]1-

To respond to the ciphertext challenge for one of g¢, g; with policy f’, our B queries

the security experiment of KP-1-ABE for a secret key for f’, receiving
S/I(jyl = |ISJT-A]]2, S’l\(jyz = |ISJT-AW + i;]]z,
where f is garbled with g to get Ly, . . ., L,,. Note that

W =cU=cU+cd‘y =cU+pu,
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so B can garble f” with ¢'U to obtain Ly, . .., L,, and stitch the response as
Cto,l = [[CT]]z, Cto,z =gp + [[CTV]]T, (_] € [m]) Ctj,l = Skj,l, Ctj,z = Skj,z + [[i;]]z

The linearity of Garble guarantees that the result is well-distributed. Lastly, B outputs
whatever A outputs.

Clearly B is efficient and it makes at most one secret key query in the security
experiments of KP-I-ABE. If B is in Exp} , .., it has simulated H? for A. Otherwise, B is
in Exp} ,;; and has simulated H for A. Therefore, the two have the same advantage.

By KP-1-ABE security, H? ~ HJ. o

Proof (Claim 5.16). This is analogous to the proof of Claim 5.12. Observe that v appears
in mpk as Dv, in sk’s as {v + §,d*},, and in the challenge ciphertext as ¢'v. Consider
the change of variable v = v + §d*, then in mpk we only use Dv, in sk’s we only use

(v + (8, + 8)d*},, and in the challenge ciphertext the message appears as
gp +[cv]r = (gs + [0]1) + [c"V]T,

which means g, (thus b) is perfectly hidden. We conclude H) = Hl. o

5.8 Further Discussions
Here are some further comments about the research around [LL20c,LL20d].

Generic Compiler. Theorem 5.2 shows that selective IND-CPA and gradual simulation
security are not existentially separated. Its proof is in [LL20d]. The generically lifted
scheme from [ABDP15] can also be used to construct CP-1-ABE, KP-ABE, and CP-ABE.
Other than lesser efficiency, that route also leads to non-ergonomic reductions when

performing dual system encryption.

Opening Up Abstraction. One might ask whether this chapter truly is within the
general paradigm, as we use dual system encryption for lifting 1-ABE to ABE. Instead
of answering this question, I cast the research of this chapter as an ablation study of

the framework.
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What purpose does IPFE serve in each phase of constructing an ABE scheme?
In Chapter 4, IPFE was regarded as an all-in-one tool for obtaining ABE from linear
garbling. The current chapter provides a refined understanding. In the case of 1-ABE
for ABP,*° IPFE provides i) the secure evaluation of garbling, allowing the choices of
input and function to be separate while enabling the computation when components
are put together. When converting from 1-ABE to ABE, two things are in effect —
one must i) rerandomize the garbling properly and iii) compute the rerandomized
labels securely. In Chapter 4, the three items are achieved by function-hiding, DDH,
function-hiding. In the current chapter, they are achieved by simulation security, DDH,
“nothing”. From this we deduce that function-hiding (hiding both key and plaintext
vectors) is not essential to the paradigm, as i) needs one-side security (hiding just the

plaintext vectors) and iii) does not require any security from IPFE.>!

I came to know (the name of) dual system encryption method at the beginning of
the research of Chapter 4, but could not construct schemes using it at that time — it
was way too complex for me at that time. Some time after completing the research of
Chapter 4, a lightbulb suddenly clicked in my head and I started to understand dual
system encryption (the version using MDDH in prime-order pairing groups) through
the lens of IPFE — I regarded it as a method to rerandomize without the power of
IPFE. Moreover, the version using MDDH boils down to projective hash functions

(hash proof systems).

A common wisdom in computer science is to understand one level below one’s
day-to-day abstraction. Chapters 4 and 5 show an example of such. The abstraction
of IPFE has taught us one way to construct ABE. Opening it up has enabled us to
analyze its purposes. Replacing parts of it by other well-established methods has made
the ABE scheme much more efficient. Although we eventually arrive at a scheme
reachable purely using dual system encryption, it is the abstraction of IPFE that paved

its way. Furthermore, we still use IPFE in the step of constructing 1-ABE to simplify

50The case of uniform computation is more complex — even for 1-ABE, the computed garbling is only
computationally secure.

SlIn the current chapter, it relies on the structure of the keys of the specific 1-ABE schemes used.
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its presentation.

To make my case for learning through abstraction, then opening it up for improvement,

I present the next two points.

Improved Exposition of Dual System Encryption for CP-ABE. In many dual-system
CP-ABE, the proof considers more than two forms (normal and semi-functional) of
keys. For example, the CP-ABE in [KW20] uses normal, pseudo-normal, pseudo-semi-
functional, semi-functional forms. Their reason® of having to consider four forms is
that their CP-ABE security proof is by reduction to their core 1-ABE (corresponding
to our CP-1-ABE), and the transition with pseudo forms essentially redoes a KP-ABE
proof.

The proof of our CP-ABE (Construction 5.7) does not explicitly use four forms
of keys, because we are reducing to KP-(1-)ABE security. Let P/N/SF mean pseudo,
normal, semi-functional. If we open up the proof of the reduced-to KP-ABE security

inside the CP-ABE proof, then in Construction 5.7 and its proofs:
+ an N secret key uses sk; = [B'r]); and puts v in sks;
+ a PN secret key uses truly random sk; and puts v in sks;
+ a PSF secret key uses truly random sk; and puts (v + dd*) in sks;
« an SF secret key uses sk; = [B'r]]; and puts (v + d*) in sks.

The transitions N — PN and PSF — SF are (forward and backward applications of)
Claim 5.10, and that from PN to PSF is Claims 5.11 and 5.12 — all of those claims are
part of our KP-ABE security proof. We can fully abstract them away, so our CP-ABE
proof goes directly from N to SF in Claim 5.15. I regard this as an improved exposition

for dual system encryption.

52There are other reasons, such as using bilinear entropy expansion for unbounded ABE. The point
here is that pseudo forms can be encapsulated during the proof of CP-ABE. In contrast, the entropy-

expanded form necessarily appears in an ABE security proof.
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Efficiency Comparison with Certain Dual-System CP-ABE. There is a curious effi-
ciency difference between our CP-ABE (Construction 5.7) and the CP-ABE in [KW20].>3
Specifically, we are interested in how size-efficient a CP-ABE scheme is compared to
its corresponding KP-ABE scheme.

When relying on MDDHp, the shapes of the public matrices are often k& x (k +r)
for various r > 0. Roughly speaking, r is the amount of programming space available
during the security proof. Typical values of r are 0,1, k, 2k. A larger r means larger
components. Therefore, we are interested in the change of r from KP-ABE to CP-ABE.

Our CP-1-ABE / KP-ABE / CP-ABE (Constructions 5.5, 5.6, and 5.7) have redundancy
2/2,1/2,1,1in A/ A,B/ A,B,D. Here, 2 in A is for simulating two labels at one
time (embedding two instances of OTP-IPFE in CP-1-ABE), 1 in B for embedding one
instance of CP-1-ABE in KP-ABE, and 1 in D for embedding one instance of KP-(1-)ABE
(¢) in CP-ABE (U). Compared to KP-ABE, our CP-ABE has one additional public matrix
with redundancy 1. In particular, the size dependency on % of a key in our CP-ABE is
the same as that of a ciphertext in our KP-ABE.

In [KW19,KW20], their 1-ABE has redundancy 0, because its security is proven by
guessing reductions, and no embedding of smaller instances is needed. Their KP-ABE
has redundancy 1 in their A (corresponding to our B), for embedding one instance
of 1-ABE. Their CP-ABE, however, has redundancy 1, % in their B,A. The B in their
CP-ABE corresponds to our B. The A in their CP-ABE plays the roles of our A, D. It
appears to me that the direct reduction to 1-ABE, whose secret is £-dimensional (see
w in [KW19; Section 5.4]), necessitated the large redundancy % in their construction.
Regardless of the reason, the size dependency on & of a key in their CP-ABE is twice
that of a ciphertext in their KP-ABE.

A quick survey into other dual-system ABE in prime-order pairings reveals that
in many works, the redundancy increases by (k% — 1) from KP-ABE to CP-ABE. This
happens for ABE for branching programs in [GW20b; Appendices H and J] (from 1
to k) and ABE for monotone span programs in [CGKW18b; Sections 7 and 8] (from

S3Results-wise, the closest would be Section 6.9 of [AT20], but the constants inside the latter is not

easily identifiable.
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(k + 1) to 3k). The notable exception is [CGW15], where KP-/CP-ABE schemes have the
same level of redundancy. This last work is also by direct reduction to the core 1-ABE
(predicate encodings), but its core 1-ABE secret is 1-dimensional, which might be the
reason why the redundancy did not get bumped up.

Since I have not talked to the authors on this question, it is unclear to me why
the over-increased redundancy. In any case, it should be possible to shave a factor
of 2 from the secret key size of the CP-ABE scheme of [KW20] by shrinking its A to
k x (k + 1) and using a separate public matrix for projecting its Uy.’* Note that this
is about reducing blow-up in CP-ABE compared to KP-ABE, which is orthogonal to

improving ABE to succinct.

54This would correspond to forming their core 1-ABE using a public-key encryption, which becomes
exactly a CP-1-ABE. The modified version of their CP-ABE is the same as going from their CP-1-ABE to
KP-ABE to CP-ABE as done in this chapter.
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CHAPTER 6
Succinct KP-ABE for Circuits and

Doubly Succinct CP-ABE for Formulae

(Pairing-Based IPFE, Noisy Linear Garbling)

This chapter is an overhaul of [LLL22b,LLL22a].>

In this chapter, we show how to compose pairing-based IPFE and lattice-based
garbling to obtain ABE with new efficiency characteristics. We obtain KP-ABE for
circuits with constant-size keys, independent of the circuit depth, and CP-ABE for
formulae with double succinctness. In addition, we prove adaptive security under
suitable assumptions, which was unknown for lattice-based ABE except for limited

classes of policies.

6.1 Introduction

In Chapter 5, we have constructed ABE whose x-part is succinct. There are also
known schemes with succinct f-part. It is natural to ask for succinctness on both
parts. How close can we get to the ideal efficiency of having both constant-size keys
and ciphertexts? Despite tremendous effort, the state-of-the-art is still far from ideal.
Current ABE schemes with either succinct keys or succinct ciphertexts can be broadly

classified as follows (see Figures 6.1 and 6.2).

+ The work of [BGG*14], based on LWE, built KP-ABE for polynomial-size circuits
with succinct keys [ske| = poly(d) and ciphertexts of size |cty| = x| poly(d), where

d is the maximum depth of the circuit.*®

SSHanjun Li, Huijia Lin, Ji Luo: ABE for Circuits with Constant-Size Secret Keys and Adaptive Security,
© 2022 TACR, DOI 10.1007/978-3-031-22318-1_24.

S6Polynomial factors in the security parameter is ignored in this overview.


https://doi.org/10.1007/978-3-031-22318-1_24

196

|cty|
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(circuits) (circuits)
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[YAHK14,Att16,AT20]
and Chapter 4
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and Chapter 5
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Figure 6.1. Efficiency comparison among KP-ABE schemes.
The shaded region highlights succinctness for |cty| and |ske].
This chapter and [BGG*14] are KP-ABE schemes for circuits.
The rest of the schemes are for low-depth computation.

|cty|
[Att16,AT20] and Chapter 5
odfl-1xD) + J
olfh + o [YAHK14,Att16,AT20] and Chapter 4
poly(|x|) + e this chapter
o(x)) + o [AY20,AWY20]
ideal
o) + . o [AT20]

} } } t 4 > skl
0(1) O(lx|) O(If1) poly(Ifl, IxI)
Figure 6.2. Efficiency comparison among CP-ABE schemes.

The shaded region highlights succinctness for |ct¢| and |sky].
All the schemes shown here are for low-depth computation.
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« Several works ([ALdP11,YAHK14,Tak14,Att16,ZGT"16,AT20] and Chapter 5), based
on pairing, constructed KP-ABE and CP-ABE for low-depth computations with
either constant-size secret keys or constant-size ciphertexts, i.e., either |sk| = O(1)
or |ct| =0(1), at the cost of the other component being much larger, of

size Q(|f] - [x]).

+ The recent works of [AY20,AWY20] constructed CP-ABE for Boolean formulae
with succinct ciphertexts |ct;| = ©(|x|) and compact keys |sky| = ©(|x|). These
schemes are based on LWE and strong assumptions on pairing groups — either

the generic (pairing) group model [AY20] or knowledge assumptions [AWY20].

In this chapter, we set out to improve the state-of-the-art towards the direction of ideal
efficiency. We observe that though there are ABE schemes for low-depth computations

with constant-size keys, we do not have such ABE for general circuits. We ask:
Can we construct ABE for circuits with constant-size keys?

Furthermore, all of the aforementioned schemes have either succinct keys or succinct
ciphertexts, but never both at the same time. If we were to eventually achieve ideal
efficiency, we would have to first overcome the intermediate barrier of simultaneously
having succinct keys and ciphertexts — we refer to this as double succinctness. We thus

ask:

Can we construct ABE for expressive policies with

both succinct keys and succinct ciphertexts?

We note that the questions above are unanswered even when assuming the strong
primitive of indistinguishability obfuscation (10). Several works [GGH"13a,GGSW13,
KNTY19] constructed ABE for circuits (or even functional encryption for circuits) using
indistinguishability obfuscation or related primitives. However, they all have large
secret keys of size poly(|f]). The only work [GKP"13a] that manages to obtain ABE for
RAM with constant-size keys relies on a strong primitive called extractable witness

encryption, which however lacks provably secure instantiation.
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Our Results. We address both questions. For the former, we construct the first KP-ABE
scheme for circuits with constant-size keys while keeping the ciphertext size the same
as in [BGG*14]. Concretely, each secret key consists of only 3 group elements. For the
latter, we present the first CP-ABE scheme for Boolean formulae achieving double
succinctness — it has constant-size keys and succinct ciphertexts. Concretely, each
secret key consists of only 2 group elements. Both constructions rely on LWE and the

generic (pairing) group model, similar to [AY20].

Construction 6.2 (KP-ABE). Assuming LWE, in the generic (pairing) group model, there
is a KP-ABE for circuits that achieves selective security and has key size |sk¢| = poly(A1)
(concretely, containing 3 group elements) and ciphertext size |ctx| = x| poly(A, d), where d

is the maximum depth of the policy circuits.

Construction 6.5 (CP-ABE). Assuming LWE, in the generic (pairing) group model, there
is a CP-ABE for Boolean formulae that achieves very selective security and has constant-
size keys |skx| = poly(A) (concretely, containing 2 group elements) and ciphertexts of size

cte| = [x|? poly(A) independent of the formula size |f|.

Additional Contribution — Adaptive Security. The standard security property of
ABE is collusion resistance, which stipulates that no information of the message u
encrypted in a ciphertext should be revealed even when multiple secret keys are
issued, as long as none of the keys alone is authorized to decrypt the ciphertext.
Adaptive security requires collusion resistance to hold even when attributes and
policies tied to the challenge ciphertext and the secret keys are chosen adaptively
by the adversary. The weaker selective security restricts the adversary to commit
to the attribute (in KP-ABE) or the policy (in CP-ABE) associated with the challenge
ciphertext before seeing any parameters of the system, and very selective security
further requires all attributes and policies in both the challenge ciphertext and the
secret keys to be chosen statically.

Adaptive security guards against more powerful adversaries than selective security.
It is known that the latter implies the former at the cost of subexponential hardness
assumptions via complexity leveraging. However, complexity leveraging is undesirable

not only because it requires subexponential hardness, but also because it requires
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scaling the security parameter to be polynomial in the length of the information to
be guessed, 1 = Q(poly(|x|)) in KP-ABE or 1 = Q(poly(|f|)) in CP-ABE. Consequently,
complexity leveraging is not a viable solution when aiming for constant-size keys, as
key size poly(1) would already depend on |x| or |f].

Instead, we show that in our constructions of KP- and CP-ABE, if assume adaptive
LWE instead of plain LWE, then they achieve adaptive security and our reduction only
incurs a polynomial amount of security loss. The adaptive LWE assumption [QWW18]
postulates that LWE samples of the form {s"(A; - x[i]G) + e]}; are pseudorandom,

even if the adversary adaptively chooses x depending on the random matrices {A;};.

Theorem (adaptive security). Assuming the polynomial hardness of adaptive LWE
(instead of LWE), in the generic (pairing) group model, Constructions 6.2 and 6.5 (KP-ABE
and CP-ABE) are adaptively secure.

In the literature, the ABE schemes for circuits based on lattices [GVW12,BGG"14]
achieve only selective security (without complexity leveraging). Adapting it to
have adaptive security has remained a technical barrier, except for very limited
classes of policies such as 3-CNF [Tsal9]. Alternatively, there are schemes based
on indistinguishability obfuscation or functional encryption for all circuits that are
adaptively secure [Watl5,KNTY19], but requiring stronger assumptions. Our technique
can be viewed as making the lattice-based schemes adaptively secure when combined
with pairing. Note that this is non-trivial. For instance, the recent CP-ABE schemes
in [AY20,AWY20] that combine [BGG'14] with pairing groups inherit the selective
security of the former (even when assuming adaptive LWE).

For follow-up discussion on adaptive LWE, see Section 6.8.

6.2 Technical Overview

High-Level Ideas. Let’s focus on our KP-ABE scheme for circuits first. The first known
construction of KP-ABE for circuits from LWE [GVW13] has keys of size |f| poly(1, d).
The scheme of [BGG'14] reduces the key size to poly(A,d). Both schemes achieve

only selective security because they rely on the lattice trapdoor simulation techniques.
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Consider the BGG" scheme. Its ciphertext encodes the attribute x and the message u

as follows:
B
——

s'A + (€, s'((A1,...,Ay) - x®G) +e, s'z+e+ulq/2].
One can homomorphically evaluate any circuit f on the attribute encoding to obtain
(s"(Br - f(x)G) + ef). To decrypt, the secret key sky simply is a short vector 1y satisfying
(A, B)ry =z, which can be sampled using a trapdoor of A. This approach however

has two drawbacks.

« Difficulty Towards Constant-Size Keys. The short vector ry contained in the

secret key sky has size poly(4, d). This is because it has dimension m = n[log, ¢

for log, ¢ = poly(4, d) and entries of magnitude exponential in d.

« Difficulty Towards Adaptive Security. The security proof relies on the ability

to simulate trapdoors for matrices (A,By) corresponding to the secret keys
unauthorized to decrypt the challenge ciphertext with attribute x, i.e., f(x) = 1.
However, to do so, the current technique plants x in the public matrices A;’s (in
mpk), leading to selective security. Note that even with the stronger adaptive
LWE assumption, it is unclear how to simulate these trapdoors in another way.

(However, see Section 6.8 for a follow-up discussion on adaptive LWE.)

Towards constant-size keys and adaptive security, our construction circumvents the use
of lattice trapdoors altogether. At a high level, we turn our attention to a much weaker
lattice primitive called attribute-based laconic function evaluation (AB-LFE) [QWW18],
and lift it to a KP-ABE scheme for circuits using pairing. AB-LFE is an interactive
protocol. A receiver sends a digest of a function, which is exactly the matrix By in

BGG". The sender then encodes the attribute x and message y as follows:
s'(B-x®G) +e, s'Brr+e+ uq/2].

Here, r = G"!(a) is the bit decomposition of a random vector a. Security guarantees
that the encoding reveals p only when f(x) = 0. At a first glance, the LFE encoding
appears to be the same as BGG', but the novelty is in the details. Since the LFE

encoding can depend on B (and hence f), it can be generated without using
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lattice trapdoors — the short vector r sampled first, and B;r computed next. When
f(x) =1, the hiding of y follows directly from the pseudorandomness of LWE samples
(s"(B—x®G)+e") and (s'a+e). When x is adaptively chosen, security follows
naturally from adaptive LWE.

However, AB-LFE is able to avoid lattice trapdoor only because it is significantly
weaker than ABE, or even 1-key ABE: 1) its message encoding depends on By (unknown
at ABE encryption time), and ii) it is only secure for a single function. Our next
challenge is lifting AB-LFE back to full ABE, for which we use pairing.

More specifically, we first modify the AB-LFE scheme of [QWW18] to obtain a

weakly nearly linear secret sharing scheme for circuits. It contains two parts:

I*=s'"B-x®G) +e' (mod q),

Ly =s'|Ber - p/ql + ulp/2] (mod p).

Note that we round Byr from modulus ¢ of poly(4,d) bits to p of poly(A1) bits so
that the component Ly dependent on f and u has constant size, which is crucial
towards constant-size ABE keys. To solve the problem that L; requires knowledge
of By unknown at encryption time, we use a pairing-based inner-product functional

encryption (IPFE) to compute Ly in the exponent, by viewing it as an inner product

Ly =((s", ), ([Ber - p/ql, Lp/2D)),

where the two vectors are known respectively at ABE encryption and key generation
time. To overcome that AB-LFE only guarantees security for a single L;. We follow
the idea of [AY20,AWY20] to compute Jr - Ly in the exponent instead, where §; is an
independent and random scalar chosen at key generation time. In the GGM, the
presence of Jy’'s prevents adversaries from meaningfully “combining” information

from multiple L;’s for different f’s.

Comparison with [AY20,AWY20]. Our way of combining lattice-based LSS with pairing-
based IPFE differs from that of [AY20,AWY20], in order to address unique technical
difficulties. To start with, they use an LSS scheme based on the BGG" ABE and inherits

the selective security. Second, our KP-ABE scheme reveals part of the shares, L*, in the
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clear (in ciphertext), and only computes Ly in the exponent, whereas [AY20,AWY20]
compute the entire sharing in the exponent. This is because the decryptor needs to
perform the non-linear rounding operation on the result of homomorphic evaluation
on L¥, in order to obtain [s"Bsr - p/q] for decryption. Keeping L* in the clear allows
rounding, but renders security harder to prove.

Furthermore, the security proof of AB-LFE relies on noise flooding — their
technique can only show that (L +¢) is pseudorandom for a super-polynomially
large e. But noise flooding is incompatible with computing L, in the exponent, since
we must keep noises polynomially small in order for decryption to be efficient (which
brute-forces discrete logarithm). Without noise flooding, we cannot prove that the
unauthorized shares are pseudorandom as in [QWW18]. Nevertheless, we show that
they are “entropic”, captured by a new notion called non-annihilability, and that the
“entropic” Ly computed in the exponent still hides the message . In this dissertation,
we present a simplified proof of non-annihilability using union bound (also better
because the reduction no longer requires extra non-uniform advice). The original
proof in [LLL22a] combines techniques from AB-LFE and leakage simulation [JP14,
CCL18], reflecting the idea of L; being entropic. The work of [AY20,AWY20] does not
encounter issues with super-polynomial noises.

We add a note on our doubly succinct CP-ABE for Boolean formulae. It is closer to
the CP-ABE scheme of [AY20,AWY20]. However, to obtain constant-size keys, we rely on
an IPFE scheme with strong simulation security — it enables simultaneously simulating
a polynomial number % of ciphertexts, while keeping the secret key constant-size
(independent of k). Such strong simulation is impossible in the standard model
following an incompressibility argument (each secret key must be prepared to have
arbitrary % inner products programmed). We show that this is possible in GGM, and in
particular, the IPFE scheme of [ABDP15] satisfies it. IPFE with such strong simulation
may find other applications.

Next, we explain our ideas in more details.

Combining LSS with IPFE. An IPFE scheme enables generating keys isk(v;) and

ciphertexts ict(u;) associated with vectors v;,u; € fo such that decryption reveals
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only their inner products (u;, v;) and hides all other information about u; encrypted
in the ciphertexts (whereas v; associated with the keys are public). It can be based on
a variety of assumptions such as MDDH, LWE, or DCR [ABDP15,ALS16].

A weakly nearly linear secret sharing scheme enables generating shares L, L,
{Lf’ }f’ associated with a policy f and some secret g, such that for any input x € {0,1}¢,
its corresponding subset of shares L* = (L, {L;‘[i]}i), together with Ly, can be used to

approximately reconstruct the secret p if and only if f(x) = 0:

be{0, .
(Ly, Lo AL Y5 « Share(f, 5 8),

f(x)=0 = u~Recon(f,x, Ls, L¥).

Weak near linearity means that Recon is linear in the share Ly and that its output is
close to the secret u.

How can we combine these two primitives to construct a KP-ABE? We require
Lo, {Lf.’}f.’ to be independent of f and y, and Ly to be linear in ¢ and the randomness s
of Share. The first requirement allows us to simply put L* in the ciphertext. The
second requirement allows us to encode g, s into ict’s and the coefficients (of Ly as
a function of y, s) into isk’s, so that their inner product is exactly Ly. The idea is as

follows.

kpske @ [[0]2, isk(6 - (coefficients of Ly)) } [5L,]r and L 61
kpcty :  LX, ict(u,s)
If f(x) =0, the linear reconstruction can be carried out in the exponents to
approximately obtain [[du]r. Decryption enumerates all possible errors to recover y
exactly. We stress again that different from [AY20,AWY20], we keep L* in the clear (in
the ciphertext), instead of computing the entire secret sharing L*, L, in the exponent,
which is important for achieving constant-size keys, but makes proving security more
difficult.

We construct a secret sharing scheme that features Ly of constant size, which
translates to KP-ABE with constant-size secret keys.

Combining secret sharing and IPFE to construct CP-ABE is similar. We can encode

Lo, {Lf}f in ict’s, and a “selection” vector according to x in isk’s, so that their inner
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products are exactly LX.

cpsky : [6]2, isk(& - (selection vector for x))

[[5Lf]]”[‘ and [[5Lx]]T. (6.2)
cpcty :  {ict(component of Ly, Lo, {L?}?) }/0/i
We use an IPFE scheme with secret keys of constant size, independent of the
vector dimension or the number of ciphertexts, and a secret sharing scheme whose

L¢,L* grows only with the input length |x|. This translates to CP-ABE with double

succinctness.

6.2.1 KP-ABE with Constant-Size Keys

Lattice-Based Weakly Nearly Linear Secret Sharing. The BGG" ABE scheme intro-
duces an important homomorphic evaluation procedure. Given a public LWE
matrix B = (Ag, Ay, ...,Ay) and the following encoding of an input x, one can homo-

morphically evaluate any circuit f on the input encoding to obtain an output encoding:

L*=s"(B-(1,x)®G) + e,

EvalCX(B, f,x,L¥) = ¢; =s'(By — f(X)G) + e;, where EvalC(B, f) = By. (6.3)

As discussed before, the BGG" ABE scheme uses lattice trapdoor simulation technique,
which we try to avoid in order to get constant-size key and adaptive security.

We hence turn to using the weaker primitive of AB-LFE scheme introduced
by [QWW18]. It is a two-party protocol between a sender and a receiver who share the
LWE public matrix B as the common reference string. The receiver first computes
a digest By = EvalC(B, f) for a function f and sends it to the sender. Upon receiving
the digest, the sender masks a message ¢ by an LWE sample Ly =8z + e + 11| q/2],
where r = G(a) and z = Br are the analogues of ry and z in BGG". It also encodes
an attribute x into LWE samples L* as described below.

ad Zg, z
crs =B, —_—
ctrx(u) = Lr = ulq/2] +s'B;G}(a) +e,

digest; = By = EvalC(B, f),
L*=s"B-(1,x)®G) +e'.
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To decrypt when f(x) = 0, first run EvalCX(B, f, x, L*) to obtain c}I =s"(Br - f(X)G) + e/,
then compute Ly — c}Ir =ulq/2] + (e - e}Ir) and round it to recover u.

Observe that the above scheme can be viewed as a weakly nearly linear secret
sharing scheme, where the shares L* are chosen by x and the share L; is dependent
only on f and u. At the moment, the bit-length of L, is ©(log q). Since the noise growth
during the homomorphic evaluation is exponential in the depth of the computation,
q must be a poly(A, d)-bit modulus to accommodate for the noise growth. We next

turn to reducing the size of L, to a constant independent of d.

Rounding to Make L, Constant-Size. Since the encrypted message is only a single bit,
we can afford to lose a lot of precision in the above decryption process. In particular,
the scheme is still correct if we round down the digest B; to a much smaller, depth-
independent, modulus p, and change L, to use the rounded digest (while keeping L*

unchanged):
L =pulp/21 +s'|B;G'(a) - p/q] +e  over Z,.

During decryption, one now computes, over Z,, i

—_——
Ly - 6™ (a) - p/q] = Ly — [ (s'B;G () — f(x)s'a+e;G '(a)) - p/q]
=Ly —s'|B/G(a) - p/q] - &;G™'(a) - p/q] +e;

= ulp/2] + (e —ef +es), o (6.4)

where the rounding error e; is of magnitude |es| = O(]|s||1). As long as the error terms
are much smaller than p/4, when f(x) = 0, one can still recover u. We can now recast
the above rounded AB-LFE scheme into a secret sharing scheme (below) with L; of
bit-length ©(log p), independent of depth d. (Only the larger modulus ¢ will, and thus

e, itself can, grow with d.)

pp = (a,B) (mod q),
Ly =ulp/2] +s'|BG '(a) - p/q] +e (mod p),
L*=s"B-(1,x)®G) +e€' (mod q).

As shown in Equation (6.1), to obtain KP-ABE, we will use a pairing-based IPFE

to compute L; in the exponent. In particular, the IPFE secret key isk encodes
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Setup(): pp=(a,B) =(a,Ag,Aj,...,Ay).
ShareX(pp): Compute LWE samples
Ly =s"Aq +e), L’=s"(A;-bG)+e],
and output (Lo, {L?}%,s).
ShareF(pp, f, 1,s): Compute B; = EvalC(B, f), and
output Lr =s'|B;G™(a) - p/q] + ulp/2]-
For all x € {0,1}¢, let LX = (Lo, {L}"1}).
Recon(pp, f,Xx, Ly, LX): If f(x) =1, output L;
otherwise, compute c}I = EvalCX(B, f, x, LX),

and recover u from Ly — Lc}IG‘l(a) -p/q] ~ 1lp/2].

Figure 6.3. Sketch of secret sharing scheme for KP-ABE.

(LBfG%(a) - p/q1, Lp/2]) and the IPFE ciphertext ict encodes (s', u). Together, they
decrypt to exactly [ Ly [r. Since both vectors live in Z,, the KP-ABE key, consisting of
only isk, is of size independent of d.

Our secret sharing scheme is summarized in Figure 6.3. It turns out that arguing

security is actually tricky and requires additional modification.

Entropic Shares. However, using AB-LFE creates a further complication, as its security
relies on flooding the ef, e; terms (which may contain information of s) with e, in

order to prove pseudorandomness of Ly. By Equations (6.3, 6.4), when f(x) =1,

Ly = pp/2] + |EvalCX(LY, £,%)'G™(a) - p/q] ~ [(s'a + e4) - p/q] + (e —ef +ey).

Observe that in the above, for convenience later, an additional LWE noise e, is
introduced in | (s'a +e,) - p/q] (wWhich, by rounding, simply equals to |[s'a- p/q]).

At this point, in order to show that L; is pseudorandom, if x is chosen before
Setup, one could program the public matrices by A; = A} + x[i]G according to x, where
B’ =(A¢-G,A],...,A)) is sampled at random. And one would hope to apply LWE to

argue that

L*=s"B-(1,x)®G)+e"=s'B'+e’ and s'a+e,
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are jointly pseudorandom. However, the noise terms ef, e; may leak information about
e (hence s).

The solution in [QWW18] is noise flooding. By setting e to be super-polynomially
larger than (er —e;), we have e —ef + e5 =5 e. By LWE, we can now switch L* and
(s'a + e,) to random and conclude that Ly is pseudorandom.

However, the unique challenge here is that Ly is going to be computed in the
exponent of the pairing group and decryption only recovers (u|p/2] +e) in the
exponent. When e is super-polynomial, we can no longer extract ¢ out of the exponent.
Our solution is avoiding flooding altogether (and as a by-product, forgoing the noise e
in Ly). As such, we cannot prove pseudorandomness of L, but only a weaker security
notion that we call non-annihilability (for L;). This notion captures that Ly is still

entropic.

NON-ANNIHILABILITY. Non-annihilability requires that no adversary, after seeing L*
(but not L¢), can come up with a non-zero affine function y such that y(Ls) = 0. As
we will see, this security notion, combined with GGM, suffices for our proof.

The intuition behind non-annihilability is that the noise e contributes so little to
the entropy of L, that it does not hurt to remove it. The noise (es — e,) is a leakage
of the randomness (in particular, e) that generates L*. The results of [JP14,CCL18]
(leakage simulation) suggest that any polynomial-range leakage can be simulated to
arbitrary polynomial precision in polynomial time, which fits our case of (ef — e;).
However, even with leakage simulation, Ly cannot be proven pseudorandom, because
the simulated is still (ef — e;) is dependent on (the random values switched from) LWE
samples — consider an imaginary case where the leakage simulation forces the least
significant bit of L to be zero. In summary, L is something pseudorandom plus
a small value, hence its non-annihilability. When formalized, it turns out that the
proof can be done using a simple union bound. For the original proof using leakage

simulation, see [LLL22a].

Multi-Key Security of KP-ABE in GGM. Our KP-ABE scheme combines an IPFE scheme
with the secret sharing scheme described above. In our KP-ABE scheme, we only

compute the Ly part of secret sharing using IPFE, and leave the L* part in the clear
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so that rounding can be performed. To achieve multi-key security, we further employ
the idea from [AY20,AWY20] to “isolate” each ABE secret key in GGM by multiplying it

with a fresh random element §. Equation (6.1) expands to

kpskr = [6]2, isk([61BsG ™ (a) - p/q1, 51p/21]2)
4 4 [[5Lf]]T and L*.
kpcty @ LX, ict([ s' , T
The decryption algorithm first computes IPFE decryption to recover [[§Ly|r. It then

computes (homomorphically in the exponent of Gr)

[6L¢Tr ~ 1612 - [LefG™ (@) - /g1l = [6]2 - [lp/2] + (=¢f + €)1

Since the noise (—er +e;) is in a polynomial range, the decryption algorithm
enumerates all its possible values to recover u.

Multi-key security, at a high level, relies on the fact that in GGM, an adversary
can only learn information about [§L¢]r by submitting zero-test queries of affine
functions. When the adversary attacks multiple keys, it is submitting zero-test queries
over {0, 6;Ly};. Let y({9;,0;Ly},) be any adversarial zero-test query, we can view it

as a degree-1 polynomial over §;’s:
y({8;, 0Ly }j) =70 + ZYJ’(Lf,-) -0},
J

where y;(Ly,) is the coefficient of §;. Since each §; is sampled independently at
random, by Schwartz-Zippel, with all but negligible probability, y evaluates to zero
only if all y;’s evaluate to zero. In other words, the adversary is effectively constrained
to annihilate each Ly, individually. By the non-annihilability for Ly, if any y; is not the
zero function, it evaluates to non-zero with overwhelming probability. Therefore, the
adversary learns no information about any L. and hence the message u encoded in

them.

Summary of Our KP-ABE. Combining the above secret sharing scheme with an IPFE
scheme, we obtain a KP-ABE scheme for bounded-depth circuits as summarized in
Figure 6.4.

Our KP-ABE scheme achieves the same asymptotic ciphertext compactness as

the BGG" scheme. Let d be an upper bound on the depth of the policy £, then
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|ct| = (|x] + 1) poly(4,d). The secret keys of our scheme contains only O(1) group
elements, in fact only three using the IPFE scheme of [ALS16]. We set log p = poly(21)

and obtain constant-size keys.

Setup(): mpk = (pp, impk) and msk = imsk.
KeyGen(msk, f): Sample random non-zero 6. Compute B; = EvalC(B, f).
Output sk = ([6]2,isk([6BsG(a) - p/q1,51p/21]2))-
Enc(mpk,x, #):  Run (Lo, {L®}%,s) < ShareX(pp).
Output ct = (LX,ict([s", «]1))-
Dec(mpk, f,sk,x,ct): Run IPFE decryption to get [dL¢]r.
Compute c}I = EvalCX(B, f, x, LX).
Find y from
[6LeIr — [6]2[LefG67 (@) - p/q1]1 ~ [S]= klp/21]1-

Figure 6.4. Sketch of KP-ABE.

6.2.2 CP-ABE with Double Succinctness

Building Doubly Succinct CP-ABE. To build a CP-ABE scheme we need a different
secret sharing construction. As described in Equation (6.2), in the CP case, we use IPFE
to compute L* in the exponent and cannot perform rounding on it. Without rounding,
the e term, as a result of EvalCX, in Equation (6.4) becomes super-polynomial. This
again makes ABE decryption inefficient.

Fortunately, for Boolean formulae, the work of [GV15] develops specialized
homomorphic evaluation procedures EvalF, EvalFX ensuring that the evaluation noise
e is in a polynomial range. Therefore, our secret sharing scheme for CP-ABE removes
the rounding and replaces EvalC, EvalCX by EvalF, EvalFX. We summarize our modified
secret sharing scheme in Figure 6.5 (Setup, ShareX mostly remain the same).

As noted before, in our CP-ABE scheme we use IPFE to compute L*. We put an
IPFE key for a “selector” vector into sk for x, and arrange L’s in IPFE ciphertexts in ct

for f carefully so that they decrypt to [[6L*]r.
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Given x € {0,1}" , its selection vector is
v=(1,1-x[1], x[1], ..., 1—-x[¢], x[4])".

The shares are encoded as the columns of

Ly Lo[l] Lo[2] == 0O 0 0 0 0 0
0 0 0 0 Lo[1] LI[2] --- O 0 0

0 0 0 0 0 0 0 Li[1] Li[2]

The inner product between v and each column is L, or a component of Ly, or a

component of Lf[i], or zero (from zero times a component of L;x[i]). In other words,
exactly the shares Ly, LX.
Our CP-ABE scheme for Boolean formulae is summarized in Figure 6.6. It is doubly

succinct — the key size is |sk| = poly(1) and the ciphertext size is |ct| = (¢ + 1) poly(A).

Simulation Security for IPFE in GGM. Similar to the security proof for KP-ABE, our
security proof for CP-ABE requires simulation security of IPFE. Suppose the adversary

submits the challenge after a key query, then we need
isk([6v]2), {ict([us]1)} ~ isk([6V] 2; [ 6Ly, SLX]2), {ict(L)}.

In the above, we need to simulate multiple IPFE ciphertexts and program all their
decryption outcome JLy, 6LX in the secret key. This is possible using existing IPFE

schemes (see [ALS16] and Chapter 5), but at the cost of having the secret key size

ShareF’(pp, f, 1t,8): Compute B; = EvalF(B, f), and
output Ly = s'B,G}(a) + e + u|p/2].
Recon’(pp, f, X, Ly, LX): If f(x) =1, output L;
otherwise, compute c}I = EvalFX(B, f, x, L*),

and recover u from Ly — c;G‘l(a) ~ ulp/21.

Figure 6.5. Modified secret sharing scheme for CP-ABE.
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Setup(): mpk = (pp,impk) and msk = imsk.
KeyGen(msk,x): Sample random non-zero &.
Let v be the selector vector for x.
Output sk = ([5] 2, isk([oV]2))-
Enc(mpk, £, #):  Run (Lo, {L®}%, ) < ShareX(pp).
Run L & ShareF (pp, f, &, S).
Output ct = {ict(components of L¢, Lo, {L?}?)}¢/0/i,5-
Dec(mpk, x, sk, f,ct): Run IPFE decryption to get [dL¢]r and [SL*]r.

Compute [[c;]]T = EvalFX(B, 1, x, [L*]1)-
Recover u from

[6L¢ It - [/ 1vG " () ~ [8]2[ ulp/21]:-

Figure 6.6. Sketch of CP-ABE.

proportional to the number of ciphertexts to be simulated, which is at least ¢ for us.
However, we aim for constant-size secret keys (independent of ¢). Unfortunately, in
the standard model, it is impossible to achieve simulation security for % ciphertexts
if the secret key is shorter than % bits by an incompressibility argument [BSW11].
We show that simulation security for unbounded polynomially many ciphertexts can
nevertheless be achieved with constant-size secret keys in the GGM. In particular,
the IPFE scheme of [ABDP15], whose secret key is a single group element, satisfies it.
Roughly speaking, in the GGM, an adversary only learns information about values
in the exponent through zero-test queries over the pairings of keys and ciphertexts,
which the simulator can answer by translating them into zero-test queries over the
inner products. We in fact prove adaptive simulation security for the [ABDP15] IPFE

scheme.

6.2.3 Adaptive Security

Examining the security sketch for KP-ABE, we observe that in our construction, the

ict([[s, #]1) component does not depend on the challenge attribute x. This means that
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even in the adaptive KP-ABE game, where x is decided after some key queries, the
ict component of ABE ct can be fixed at the beginning of the game, before any key
queries. Therefore, we can still rely on selective simulation security of IPFE for the
first proof step.

However, when we next need to invoke non-annihilability for L, we run into a
problem. The security only holds when x is chosen before the LWE public matrix
B is revealed in the public parameter pp of the secret sharing scheme. To achieve
adaptive security for ABE, we need adaptive non-annihilability, which allows x to be
chosen adaptively, dependent on pp. We show that this is implied by the adaptive LWE
assumption formulated in [QWW18].

In summary, we obtain adaptively secure KP-ABE for circuits and CP-ABE for
Boolean formulae both with constant-size keys from GGM and adaptive LWE. (Our
adaptive CP-ABE still enjoys ciphertext smaller than policy description size.) However,

see Section 6.8 for a follow-up discussion on adaptive LWE.

6.3 Preliminaries

Table 6.1 explains select single-letter symbols used in this chapter.

The following lemmas will come handy.

Lemma 6.1 (Schwartz-Zippel). Let P(z) be a non-zero polynomial with Z indeterminates

of degree at most d over Z,,, then Pr[z & Zf :P(z) = 0] <d/p.
Lemma 6.2 (splitting rounding). It holds that ||x + y] — [x] - [y]| < 1 for allx,y € R.
Lemma 6.3 (factoring rounding). Letn € N, s € Z", b € R", then |LsTb] - sTLb]| < n||s|.

Lemma 6.4 (rounding and modulus switching). Let p,q € N, and X,Y be uniformly
distributed over Z4,Z,, respectively, then the statistical distance between |X - p/q] and Y
is bounded by p/q, where the multiplication is done over R by taking any representative

and the rounded value is interpreted as an element of Z,,.

Computation Models. In this chapter, we construct KP-ABE for circuits and CP-ABE

for formulae. For technical reasons, when working with CP-ABE, we use permutation
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Table 6.1. Select single-letter symbols in this chapter.

symbol | meaning

b, 1 | challenge bits
p,q | modulus of pairing, modulus of LWE
v,y,I' | zero-test query (or batches of them; GGM/pairing)
G,H | gadget matrix, homomorphic evaluation matrix
A, a,s,e | public matrix, public vector, secret, noise (LWE)

B, Q | public matrix, matrix introduced by reduction (adaptive LWE)

f,x,L,L | function, input, share, shares

r /s | secret sharing randomness (abstract/concrete)

0 | random scalar (GGM/pairing)
w,a | IPFE master secret key, public key randomness (DDH-style)

s,a | IPFE encryption randomness

branching programs of width five (5-permutation branching programs, or 5-PBP) in
place of Boolean formulae. They are inter-convertible in polynomial time [Bar86].
The precise definition of 5-PBP is standard in the literature, for which we refer the

readers to [GV15].

6.3.1 Lattice Tools

Homomorphic Evaluation. We use the following abstraction of homomorphic
evaluation for ABE over lattices, developed in a series of works [GSW13,BGG"14,GV15]
with the syntax in [BV15,BTVW17]. The actual algorithms we use are that for ABE
for circuits in [BGG*14] (slightly changed), and that for ABE for 5-PBP in [GV15]. The
former handles general polynomial-size circuits, but the noise grows exponentially in
the circuit depth. The latter is specialized for 5-PBP, and the noise grows polynomially
in the branching program size.

In our version of the algorithms from [BGG"14], instead of using G as the gadget

matrix, we consider QG for any invertible Q. Note that G}(Q~! - .) is a right inverse
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of QG with binary output. We replace any invocation of G'() in the original

algorithms by G™1(Q™! - ) to obtain the following.

Lemma 6.5 (homomorphic evaluation for circuits, adapted from [BGG*14]). There
are two efficient deterministic algorithms EvalC, EvalCX satisfying the following conditions.
Let n, ¢, q be positive integers, m = n[log, q1, G the gadget matrix, B a matrix over Z, of
shape n x (¢ + 1)m, Q an invertible matrix over Z, of shape n X n, X an ¢-bit string (row

vector), and f a circuit of depth d with input length £.
« EvalC(B, Q, f) outputs Hy € Z+Dmxm
« EvalCX(B, Q, f, x) outputs Hy x € Z(¢¥Vmxm,
They satisfy
IECIL IH | < (m +2)%  (B- (1,X") ® QG)Hyx = BH; — f(X)QG.

Lemma 6.6 (homomorphic evaluation for 5-PBP [GV15]). There exist two efficient
deterministic algorithms EvalF, EvalFX satisfying the following conditions. Let n,¥,q be
positive integers, m =n[log,q], G the gadget matrix, B a matrix over Z, of shape

n X (€ + 1)m, x an ¢-bit string (row vector), and f a 5-PBP of length ¢gp with input length ¢.
« EvalF(B, f) outputs Hy € Z+Dmxm,
« EvalFX(B, f, x) outputs Hy x € Z(¢¥Dmxm,

They satisfy

IEFII, 11 H ] < 3mbep + 1, (B-(1,x") ® G)Hy x = BH; — f(x)G.

Assumption. We rely on the adaptive learning with errors (LWE) assumption, a
natural variant of LWE first proposed in [QWW18]. (However, see Section 6.8 for a

follow-up discussion on this assumption.)

Assumption 6.1 (adaptive LWE, adapted from [QWW18]). Let n < poly(1), g < 2P°Y(),
o =0(A), m =n[log,q], and G be the gadget matrix. (The argument A for those
functions are omitted below.) The adaptive LWE assumption ALWE, ,, states that

EngLWE ~ Exp}kLWEJ where ExszWE(l/‘, A) proceeds as follows.
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« Setup. Launch A(1%) and receive (1¢,1"") from it. Sample
A <i ZZXm’, B <i ng(éﬂ)m’
and send (A, B) to A.

+ Challenge. A submits x € {0,1}*. Depending on b,

: _ $ —n $ m’ $ (L+1)m

(if 5 =0) s < 77, e <& Dz,a,gaﬁ’ f& Dz,a,st//T’
cT(—STA+eT’ dT<_ST(B_(1,XT)®G)+fT;

(ifb=1) o & Z}}Xm” d & Z}}X(ﬁﬂ)m.

Send (c,d) to A.
* Guess. A outputs a bit, which is the outcome of the experiment.
For our KP-ABE, we need a small-secret variant of the adaptive LWE assumption.

Assumption 6.2 (small-secret adaptive LWE). Using the symbols in Assumption 6.1,
the small-secret adaptive LWE assumption SALWE, q, states that Expl, «r = EXPL, e

where Expé’ALWE(l’l, A) proceeds as follows.

« Setup. Launch A(1%) and receive (1¢,1"") from it. Sample

A&z, B &z (tm Q &z,

conditioned on Q being invertible. Send (A, B, Q) to A.

- Challenge. A submits x € {0,1}. Depending on b,

. B s - $ m’ $ (€+1)m
(ifb=0) s« DZ,O’,SO’\/I , €« DZ,U,SJ\//T’ f< DZ,O’,SO"&’

c'—s'A+e’, d «s'(B-(1,x) ®@G) +f7;
(f b=1) Sz d &z
Send (c,d) to A.
* Guess. A outputs a bit, which is the outcome of the experiment.

Lemma 6.7 (7). Small-secret adaptive LWE sALWE, 4 , (Assumption 6.2) holds if so does
adaptive LWE ALWE,, 4 » (Assumption 6.1).
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Parameters. We rely on the hardness of adaptive LWE with subexponential modulus-
to-noise ratio. For some 0 < p < 3, the adaptive LWE assumption is assumed to be
hard when the dimension is n = poly(1), the prime modulus is ¢ = 2°*")| and the
noise width is o = Bin;t/ VA for some Biy;: = poly(1).%” Similarly to Section 2.3, those
parameters should be chosen by the adversary subject to those constraints — we
require a prime gq, it is currently unknown [TCH12] how to pick poly(1)-bit primes
in deterministic polynomial time, and the adversary’s choice of scheme parameters

affect the ranges of LWE parameters.

Proof (Lemma 6.7). We follow the ideas in [ACPS09] to transform LWE samples into
small-secret LWE samples. For now, suppose ¢ is prime (this restriction can be
removed later). Let A be an efficient adversary against sALWE, ; ,. Consider the

following B against ALWE,, 4 .

1. The adversary B launches A(), receives (1/,1™) from A, and sends (1¢, 16"4+™)

to its own experiment.

2. It receives back (A, B) of shapes n x (6nA +m’) and n X (¢ + 1)m. The adversary
B goes through the first 6n1 columns of A to accumulate n columns that form
an invertible matrix. If no such invertible matrix is found, B aborts. Otherwise,
it sets Q7! to be this invertible matrix, and A’ to be the last m’ columns of A.

The adversary B sends (QA’, QB, Q) to A.
3. B receives an input x € {0, 1} from A, and forwards x to its own experiment.

4. B receives back (c,d). It defines q to be the entries of ¢ corresponding to the
columns that form Q7!, and ¢’ to be the last m’ entries of ¢. The adversary B

sets
¢ = qTQA/ _ (c/)T’ '&T — qTQB _ (1, XT) ® qTQG _ dT,

and sends (¢, d) to A.

S7Unlike in Section 2.3, where the initial noise can be super-polynomial in A, we crucially rely on Bjy;
being polynomial because later, we will brute-force discrete logarithm in a range polynomially related

to Bijnit-
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5. The adversary B receives a bit from A. It outputs the same bit.

Since q is prime, 3 can complete Step 2 by greedily taking each column as long as it is
independent of the already chosen ones. Therefore, B is efficient. If 5 does not abort
in Step 2, then B in Exp}, .. emulates Exp?, ;... for A (the case of b = 0 can be verified
with tedious yet routine calculation). It remains to show the aborting probability is

negligible. We split the 6n1 columns into 61 blocks of n columns, then

+00
Pr|[first block is invertible] = (1-¢™)---(1-¢ %) > l_[ 1-27)
k=1

= exp (io log(1 - 2_”)) > exp (—2 io 2_”) =e 2,

k=1

When B aborts, no block can be invertible. This gives

Pr[B aborts] < Pr[all blocks are non-invertible]
< (Pr[first block is non-invertible])®*

< (1 _ e—2)6/1 < ((1 _ e—z)QZ)/l/logze < (e—l)/l/logze — 2—/1'

This completes the reduction for prime q.

It can be tweaked to work with arbitrary g, without knowing its prime factors.”®
For this, we need nt columns (split into ¢ blocks of n columns) for finding Q! and let
B pick the first invertible block. Calculation shows that ¢ = ©(1 Iog2 log q) ensures a

failure probability of at most 27, O

6.3.2 Generic Asymmetric Pairing Group Model

We construct our ABE using pairing groups and prove its security in the generic
(asymmetric) pairing group model (GGM), where the pairing groups can only be
accessed via handles representing group elements and oracles for operating the
handles. There are several different yet equivalent definitions of the model. We use a

minimalist definition simplified from [Ps16], which suffices for security proofs.

58When ¢ contains two prime factors, the greedy algorithm fails. When ¢ contains three known
prime factors, deciding whether A contains an invertible n X n matrix is NP-hard by reduction from
3-dimensional matching. All hope is not lost (read on). The tweak can be ported back to the setting

of [ACPS09] (the latter only considers the case when ¢ is a prime power).
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Definition 6.1 (GGM [Ps16]). Let {p;}1en be a sequence of distributions over prime
numbers. The generic (asymmetric pairing) group model (GGM) of order {p;}ien
consists of four stateful oracles. The state consists of a sample p < p, and three
lists {Vals; };eq1,2,1) storing the encoded values, which are initially singleton lists of 1

(representing the generators). The oracles are as follows.

+ The encoding oracle GrpEnc;(v), where i € {1,2,T}, takes v € Z, as input. It

appends v to Vals; and outputs the current length of Vals; (as a handle for v).

« The zero-test oracle GrpZT(y) takes as input a linear function y. It evaluates

y ({Valsi[j1] - Valsa [ 72]} el jetal> {ValSTL ]} rea] )

where oJ; is the current length of Vals; for i € {1,2, T}. The oracle outputs whether

the evaluation yields 0 or not.

Both the security experiment and the adversary is given (1%, p) at the beginning. The
security experiment can call all the four oracles, yet the adversary is only allowed to

call GrpZT.

We remark two major differences between our formulation and that in [Ps16]. First,
instead of random bit-strings, we use sequential indices as the handles, which can be
used to position the coefficients of linear functions passed into GrpZT. Second, for
zero-test queries, the function is linear over all values that can be computed in the
target group, which simplifies the interface.

As noted in [Ps16], the definition does not explicitly allow algebraic operations over
the encodings, yet this is without loss of generality. The security experiment provides
the oracles and maintains their states, so it knows each value encoded inside each
handle, and can operate over the values and call GrpEnc; on the result.>® The adversary
can replace all (allowed) algebraic operations by keeping track of appropriate linear

functions over the values encoded by the security experiment, and zero-test them.

% Due to the sequential numbering of handles, the handles returned from GrpEnc;’s are “leaked” to
the adversary, even if the security experiment intends to keep it as an intermediate computation result
not given to the adversary. Therefore, it is important to model the security experiment as not making

extra calls.
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6.3.3 Inner-Product Functional Encryption

Inner-product functional encryption schemes enable generating keys and ciphertexts
tied to vectors. Decryption reveals the inner product and nothing more about the
plaintext vector. In this chapter, we consider IPFE schemes based on pairing, where
keys and ciphertexts are encoded in the two source groups and decryption recovers

inner products encoded in the target group.

Definition 6.2 (IPFE). Let GroupGen be a pairing group sampler (Definition 2.5). An

inner-product functional encryption scheme based on GroupGen is a PHFE (Definition 2.1)

with
Params) gp = {1Y|N e N}, [vl2 € Fygpiv = GZZV,
X/l,gp,lN = {J-}’ IIu]]l € Y/l,gp,lN = Gllv’
Z/l,gp,lN = Gr, (»0/1,gp,1N([[V]]27 4, [[ulll) = [[uTV]]T-

The scheme is succinct if the length of isk®® is independent of N and only depends

on A, gp.

Definition 6.3 (selective simulation [Weel7]). A simulator for an IPFE scheme (Defi-

nition 6.2) consists of three efficient algorithms.

« SimSetup (14, gp, 1V) takes the same input as Setup, and outputs simulated keys

(impk, imsk).

+ SimKeyGen(imsk, [v]2, [z]2) takes as input the simulated imsk, a vector encoded

in Gy, and an inner product encoded in G,. It outputs a simulated key isk.

« SimEnc(imsk) takes the simulated master secret key as input, and outputs a

simulated ciphertext ict.

The IPFE scheme is selectively simulation-secure if there exists a simulator such that

EXPreal & EXPsim, Where Exprear (11, A) or Expgm (14, A) proceeds as follows.

0 Although this kind of IPFE is formally defined as a PHFE, by convention, we still write impk, imsk,
isk, ict for its components. Compare with Definition 4.4, which directly defines another kind of IPFE and

specifies its component names.
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+ Challenge. Launch A(1%, gp) and receive from it the vector dimension 1V and

the challenge vector u € Z).
* Setup. Run

(in Expreq) (impk,imsk) < Setup(1%, gp, 1Y), ict & Enc(1%,impk, [u]y);
(in EXpsim) (impk, imsk) & SimSetup(1%, gp, 1), ict & SimEnc(imsk).
Send impk, ict to A.

* Query. Repeat the following for arbitrarily many rounds determined by A. In
each round, A submits a vector [[v;]. encoded in G,. Upon receiving the query,
run

(in EXPreql) isk; < KeyGen(1%,imsk, [v;]2);

(in EXpsim) isk; & SimKeyGen(imsk, [vill2, u'[v;]2).
Send isk; to A.
* Guess. A outputs a bit, which is the outcome of the experiment.

Lemma 6.8 ([ALS16,Weel7]). Assuming the MDDH assumption (Assumption 2.1; true in
GGM per Definition 6.1), there exists a succinct selectively simulation-secure IPFE scheme

(Definitions 6.2 and 6.3). Its components have sizes

limpk| =k(k +1+ N)|g1l, limsk| = (k + 1)N - ©(log, p),

lisk| = (k +1)|g2l, lict] = (£ +1+ N)l|gl,

where p is the modulus, k is the MDDH parameter (can be 1 in GGM), N is the dimension,
and |g;| is the bit-length of an element of G;.

6.4 Computational Secret Sharing

Secret sharing schemes have been used extensively to construct ABE schemes. The
seminal work of [GPSWO06] and a long line of follow-up works ([LOS"10,0T10,LW12,

Att16,KW19] to name a few) used linear secret sharing schemes to construct ABE
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schemes in pairing groups. Its security notion is information-theoretic. The share size
of such a scheme is equal to the smallest monotone span program [KW93] computing
the policy. It is also known that functions computed by polynomial-size span programs
are in NC [Bei96,Ber84,BDHM92,KW93,Mul87].

The works of [AY20,AWY20] introduced the notion of nearly linear secret sharing
with computational security. The relaxations enabled greater expressiveness and
better efficiency. Assuming LWE, such a scheme exists for all polynomial-size
circuits [BGG*14,GV15,AY20,AWY20] and the shares are succinct, i.e., they only grow
with the circuit depth, but not the circuit size. However, the scheme is only selectively
secure. Furthermore, due to technical reasons, when combined with pairing to obtain
ABE, it only applies to Boolean formulae (equivalent to 5-PBP).

This chapter follows the blueprint of [AY20,AWY20] for the notions of secret sharing
schemes, but departs from them in three important aspects. First, we consider
a different security notion, adaptive non-annihilability, which is incomparable® to
selective pseudorandomness considered in [AY20,AWY20] and enables us to prove
adaptive security of ABE. Second, we further relax the linearity requirement so that
it could apply to KP-ABE for polynomial-size circuits. Third, we refine the syntax to
separate encodings of input and function. This separation helps proving adaptive
security for our CP-ABE scheme, in which we need to simulate input encodings before
the function is known. Our secret sharing schemes for both variants achieve succinct

share sizes.

Definition 6.4 (secret sharing). Let F = {7} ¢ param }1,¢eN,parameparams, , b€ an ensemble
of Boolean function families such that for all 1, ¢ € N and param € Params, ¢, every
f € Faeparam is a function mapping {0, 1}¢ to {0,1}. A secret sharing scheme for F

consists of four efficient algorithms.

« Setup(1*,1¢, param) takes as input the input length and param. It outputs some

public parameter pp.

be{0,1}

icre » and

« ShareX(pp) takes pp as input. It outputs (1+ 2¢) shares, LO,{Lf?}

611t is stronger in that it is adaptive, but weaker in that the shares are not necessarily pseudorandom.
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some shared randomness r. For x € {0,1}, denote by L* the set of shares

x[i]
Lo, {L; }ie[é]‘

+ ShareF(pp, f, ,r) takes as input pp, some f € F) ¢ param, @ secret u € {0,1}, and

the shared randomness r (output by ShareX). It outputs a share L.

* Recon(pp, f,x, Ly, LX) takes as input pp, f, the input x € {0, 1} to £, and the

shares Ly, L*. Tt is supposed to recover y if f(x) = 0.5

The scheme must be correct, i.e., for all A,¢ € N, param € Params; ¢, f € Fi ¢ param,

x € {0,1}¢, u € {0,1} such that f(x) =0, it holds that

pp < Setup(1%,1¢, param)
Pr| (Lo L7} Sg" 7)< ShareX(pp) : Recon(pp, £, X, Lp, L¥) = | =1
Ly < ShareF(pp, f, p,7)

Definition 6.5 (succinct shares). A secret sharing scheme (Definition 6.4) is succinct
if the size of each share output by ShareX, ShareF is a fixed polynomial in A, |param|,
independent of the length of x or the description size of f, i.e., |L¢|, |Lol, |Lf’| are all
poly(A, |param|), where i € [¢], b € {0,1}.%®

While correctness and succinctness (Definitions 6.4 and 6.5) are defined similarly to
those in [AWY20], our linearity and security notions are different. Furthermore, our
secret sharing schemes for KP-ABE and CP-ABE require slightly different linearity and
security properties, so we introduce their definitions separately with the respective

constructions.

6.5 KP-ABE for Circuits with Constant-Size Keys

6.5.1 More Definitions for Secret Sharing

In our KP-ABE construction, we need a secret sharing scheme with two linearity

properties. The first is a relaxation of the nearly linear reconstruction requirement

62We use f(x) = 0 to express authorization.

%There are (2 + 2|x|) shares, so the total share size is linear in the length of x.
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in [AWY20]. Our relaxed version (Definition 6.6) only stipulates it to be linear in Lr
(and possibly non-linear in L*). The second is an additional linearity requirement on

ShareF.

Definition 6.6 (weakly nearly linear reconstruction). A secret sharing scheme (Defi-

nition 6.4) is weakly nearly linear if it satisfies the following requirements.
« The parameter has the format of param = (p,...) with p being a prime.
+ Ly =Ly is a vector over Z,.

« There is an efficient coefficient-finding algorithm FindCoef(pp, f,x, L*), taking
as input pp, f € F¢param, some X € {0, 1}¥ to f, and the shares L*. It out-
puts an affine function y over Z, and a noise bound 18. For all 1,¢ € N,
(p,...) =param € Params, ¢, x € {0, 1}4, f € Faeparam, ¢ € {0,1} with f(x) =0, it
holds that

pp & Setup(1%, 1%, param)

(Lo, {Lf}f.’:[{eo]’l}, r) <& ShareX(pp) 4B +1 < p and

Pr :
Ly < ShareF(pp, f, i,7) y(L) - ulp/2] € [-B, B]

(y,1B) & FindCoef(pp, f,x, L)

A weakly nearly linear scheme is always correct. Given FindCoef, we let Recon call

FindCoef to obtain y, B and output the unique y € {0,1} satisfying

y(Ly) — ulp/2] € [-B, B].

The constructed Recon is efficient and correct. Since Recon is implied by FindCoef,
we will only specify FindCoef and omit Recon when constructing weakly nearly linear

secret sharing schemes.

Definition 6.7 (linear function sharing). A secret sharing scheme (Definition 6.4) has

linear function sharing if it satisfies the following requirements.
« The parameter has the format of param = (p,...) with p being a prime.

+ The public parameter has the format of pp = (1%,...).
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+ r =s is an n-dimensional vector over Z,.

« ShareF(pp, f, i, s) is deterministic and linear in (u,s).

Security. We consider a new security notion called non-annihilability. Unlike [AWY20],
which fixes the choice of policy f before Setup is run, we allow the adversary to
adaptively choose f after seeing the public parameter pp and the input shares LX.
Another difference is that instead of requiring all shares (L, L*) to look random,
we only require that efficient adversaries cannot find a non-trivial affine function
(potentially dependent on LX) that evaluates to zero on Lr. This notion suffices for the

security proofs of our KP-ABE scheme.

Definition 6.8 (non-annihilability for L¢). Given a secret sharing scheme (Defini-
tion 6.4) such that param = (p, ...) with p being prime and Ly is a vector over Z,, the
scheme is adaptively non-annihilable for Ly if every efficient adversary wins Expf,,, with

only negligible probability, where Expf,, (1%, A) proceeds as follows.

+ Setup. Launch A(1%) and receive (1¢, param) from it, where param = (p,...).

Run

pp < Setup(1*,1¢, param), (Lo, {Lf}fj[{e(;’l},r) & ShareX(pp),

and send pp to A.

« Share. Optionally, the adversary A submits an input x € {0,1}¢. Upon receiving

it, send L* to A.

+ Challenge. The adversary A outputs some f € F} ¢ param, @ message bit u € {0,1},

and an affine function y. Upon receiving them, run
Ly < ShareF(pp, f, i, r)

to determine the outcome of the experiment. The adversary A wins if i) f(x) =1
or x was not submitted® and ii) y is not the zero function and iii) y(L¢) = 0.

Otherwise, A loses.

%4In the conference version [LLL22a], the case without x is missing. However, it only affects the

intermediate abstraction, not the security of ABE (see Footnote 65).
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A secret sharing scheme is selectively non-annihilable for Ly if it satisfies the above with

the change that the adversary must choose the input x before receiving pp.

6.5.2 Secret Sharing for Bounded-Depth Circuits from Adaptive LWE

We now construct a succinct secret sharing scheme, satisfying the above linearity and
adaptive annihilability for bounded-depth circuits from small-secret adaptive LWE.
Our construction is based on the attribute-based laconic function evaluation scheme

of [QWW18], which itself is based on [BGG'14].
Construction 6.1 (secret sharing for circuits). Let (see Definition 6.4)
Params; = { (p,1?) | p prime, p > po(A), d < d.(p) },
Fy.pa¢ = { Boolean circuit C : {0,1}* — {0,1} of depth at most d },

where p is a minimum smaller modulus function and d is a maximum depth bound
function (both specified later). Let (EvalC, EvalCX) be the algorithms in Lemma 6.5.
Our weakly nearly linear secret sharing scheme for F with succinct shares works as

follows.

+ Setup(1¢, p, 1) takes as input the input length ¢, the smaller modulus p, and the
maximum depth d. The algorithm picks appropriate n, B, ¢ (specified later)

and sets m = n[log, q] and o = Bip;t/ VA. It samples and sets
acZ!  ApA AL A EZP, B=(Ag,A LA Ap).
The algorithm samples a random invertible matrix Q € Z¢*" and outputs
pp = (1", p,1%, ¢, m, Binit, 0,2, B, Q).
« ShareX(pp) takes pp as input. It samples and sets®

s & D

$ m
7.0 <Bii’ ep,e_j,e,...,e — Dy

0,<Binit’

85We prepend an extra bit x_; =0 to the input, which will be set to x_; =1 if x is not submitted
during Expf,, (see Footnote 64), ensuring that f’ always evaluates to 1. The conference version [LLL22a]
simply uses Hy, which, for the trivial circuit of f(x) = 0, is the zero matrix, making L easily annihilable.
However, such f is not a useful choice for the adversary against ABE security (as no x can be chosen

without trivializing the experiment). This is merely an artifact of abstraction.
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Lo =(s"(Ao— QG) + e, s'A_; +e',),

Lf =s"(A; - bQG) + € (for i € [#],b € {0,1}),

and outputs (Lo, {L? }ﬁf [{g()]’l}, s).

* ShareF(pp, f, 1, s) takes as input pp, some f € F; , 4, a secret bit u € {0,1}, and

the shared randomness s. The algorithm defines

fl(x-1,%) =x1 V f(x).

It runs Hy « EvalC(B, Q, f’) and sets and outputs
Ly =s'|BH/G '(a) - p/q] + ulp/2].

The entries of BHG™!(a) are over Z,, the multiplication by p/q is done over
Z by taking any representative, and L is over Z, (invariant under choice of

representative).

» FindCoef(pp, f, x, LX) takes as input pp, some f € F; , 4, some input x € {0, 1}¢
to f, and the shares LX. If f(x) =1, the algorithm outputs L and terminates.
Otherwise, it runs Hy o x < EvalCX(B, Q, f’,0,x), where f’ is as in ShareF. The

algorithm defines
y(Ly) =Ly — |[L*Hp0xG7'(a) - p/q], B =(n+1)Binie+1,

and outputs (7, 15).

Linearity Properties. The scheme indeed has linear function sharing (Definition 6.7)

because ShareF is a deterministic linear function over u,s with coefficients [p/2],

|BH-G™*(a) - p/q].

Parameters. Recall that 0 < p < 3 is the exponent of LWE hardness (Assumption 6.2).

In our application, we let py = 21°"no(logd) pe 5 super-polynomial lower bound of the
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order of pairing groups, and p > py is the actual order. We require (for correctness)®
g > (m+2)"p, 4((n +1)Binie +1) +1< p,
for which we can set (also considering security)

n = Binit = ((d +2)(p™' +1) + log, p + 0(d))*” < poly(4, d, log p),

pp/4 _ 10g2 p

= 20(n") d
q * 1+ p71

-O(1).
Since p is super-polynomial, d. is super-polynomial in 1.

Efficiency and Succinctness. In Construction 6.1, the algorithm FindCoef is indeed
efficient as B is polynomially bounded. The public parameter pp primarily consists of
matrices a, B, Q, whose total bit-length is (¢ + 1) - poly(A, d). The share L, is a vector
in Z2™ and each of L? is a vector in 77, so each share is of size poly(4, d). Lastly, Ly
is a single element of Z,, so its size is poly(1). Therefore, the scheme has succinct
shares (Definition 6.5).

Furthermore, the size of Ly does not depend on d — this is stronger than required in
Definition 6.5, because |param| > d and d, (the upper bound of d) is super-polynomial
in A.

Theorem 6.9 (1]). Construction 6.1 is weakly nearly linear (Definition 6.6).

Proof (Theorem 6.9). This amounts to showing that if f(x) =0, then 4B +1 < p and

y(Lr) = ulp/2] + e for some e € [-B, B]. By the choice of n, Biyjt, we have
4B+1=4((n+1)Bjpit +1) +1 < p.
By construction we have
y(Iy) =Ly — [L¥H; 0xG™'(a) - p/q]

= pulp/2] +s'|BH-G(a) - p/q]

—[(s"(B-(1,0,x") ® QG) + (e}, €}, e],...,e)))Hp oxG'(a) - p/q]

%The bounds in [LLL22a] are different (and have typos, fixed here). In the conference version, it
was implicit that the basic gates in a circuit are addition, subtraction, and multiplication constrained
to {0, +1}. In this dissertation, they are AND, OR, NOT. In addition, the construction is changed to

accommodate Footnote 64 (see also Footnote 65).
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(Lemma 6.5) = u|p/2] +s'|BH/G ™ (a) - p/q]

— | (s"(BHy — f(x') QG)G () + (e],...)Hp 0 xG'(a)) - p/q|
~——

=0Vvf(x)=0 =¢f

= ulp/2] +s'|BH-G '(a) - p/q] - L(s'BH/G (a) +¢f) - p/q].

Since G1(a) € {0,1}", by Lemma 6.5, we have (note that f” is one level deeper than f)
lerl <m - |[HJ, Il - 11 (ep, €Ly, €], e)) [l < (m +2)%**Big.

We can break a rounded sum into a sum of individually rounded terms, at the expense

of some rounding errors:

L(s'BHyG™'(a) +¢r) - p/q] = |s'BH/G™'(a) - p/q] + les - p/q] +¢”,  where |¢"| <1,

|s'BH/G'(a) - p/q] =s"|BHyG'(a) - p/q] + s, where |es| <n - ||s|| < nBin.
The bounds of ¢”, es are due to Lemmas 6.2 and 6.3. Combining the above,

y(Iy) = ulp/2] +'|BHpG ' (a) - p/q] — | (s'BH/G'(a) +¢/) - p/q]

= pulp/21 - (Lef - p/ql + " +e5).

=e

By our choice of g,

le| < [(m +2)™*2Binit - p/q] + 1+ nBinit < B. -

6.5.3 Security Proof of Secret Sharing Scheme

Theorem 6.10 (7). Assuming small-secret adaptive LWE (Assumption 6.2), Construction 6.1
is adaptively non-annihilable for L (Definition 6.8).

If we only assume plain (non-adaptive) LWE (implying small-secret LWE [ACPS09]),

then Construction 6.1 (with Q always set to I) is selectively non-annihilable for L.

Proof (Theorem 6.10). Let A be an efficient adversary against the non-annihilability
experiment for Ly of the scheme. Recall that A chooses 1¢, p, 1%, sees pp, chooses

x (or not), and lastly £, u,y such that f(x) =1 (if x is chosen) and y is not the zero
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function. It wins if y (L) = 0. Let

(0,x")", if x is chosen; _
X = L'=s"(B—-(1,(x)") ® QG) + (ej, e, ei,...,e}),
(1,0)", otherwise;

then f/(x’) = 1 because either f(x) =1 or x is not chosen, and L' = L* whenever x is

chosen. We proceed to rewrite Ly in Expf,,. By Lemma 6.5,

s'BH;G ' (a) =s'(QG + BHy — f'(x)QG)G ' (a)
=s'Qa+s'(BHy - f'(X)QG)G ' (a)
=s'Qa+s'(B-(1,(x)") ® QG)Hy xG'(a)
=(s'Qa+¢) + (s'(B- (1, (x)") ® QG) + (e}, €', e],...,e)))Hy G '(a)
—¢' = (e} e €, ..., e Hy G (a)

=(s'"Qa+e) + L'Hy G 1(a) — ¢ —ef,
1, f

where ¢/ & Dz,0,<B;,;, 15 @ newly introduced noise and e; = (e, .. )Hp G (a) is the

init
homomorphic noise. Note that |e;| < Bt - (m +2)%* - m < (m + 2)4+2Byy;,. We have
Iy = ulp/2] +s'|BHrG '(a) - p/q] = p|p/2] + es + |s'BH/G () - p/q]
=ulp/2] +es+ [((s'Qa+e) + L'Hy x G '(a) — ¢’ —¢r) - p/q]

=ulp/2l +es+e” + (- —er) - p/ql +|((sQa+e’) + L'Hy v G '(a)) - p/q|

=e

where |es| < n - ||s|| < nBjn;t (Lemma 6.3) and |e”| < 1 (Lemma 6.2). Furthermore,

|L(=¢’ —er) - p/q1| < (Binit + lef]) - p/q@ + 1 < Binit - 1+ leg| - p/q + 1 < 2Bjpse + 1

by our choice of q. Therefore, |e] < (n + 2)Bijpit + 2.
Let B’ = (n + 2)Bjpj; + 2. With the above, we are ready to proceed to the hybrids.®’

For hybrid H;, we write ¢; for Pr[.4 wins in H;].

* Hi is Expl,, (Definition 6.8). Define

Yeuz) =y(z+e’ +pulp/2]) fore’ €Z, upe{0,1},

7The proof is simplified from [LLL22a]. We no longer rely on the leakage simulation lemma.
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then yz , is not the zero function if and only if neither is y. In Hy, the adversary

wins if and only if f(x) =1 (or x is not chosen) and yz, is not the zero function

and
Yo ( |((s'Qa+¢) + L'Hy G '(a))  p /q]) - 0.
The condition above is a rewritten form of y(L¢) = 0.
+ H, proceeds identically to H; except that .4 wins if and only if

- f(x) =1 or x is not chosen,
- for all ¢’ € [-B’, B'], the function yz , is not the zero function, and

- there exists e’ € [-B’, B’] such that
yg/,ﬂ(L((sTQa +e) + ETHf/,x/G_l(a)) -p/q]) =0.

The first condition is the same in H; and H,, the second condition equivalent in

both, and the third is relaxed in H,. Therefore, €, > €.

+ H3 proceeds identically to H, except that L" and (s'Qa + ¢’) are replaced by

random.

Claim 6.11 (7). Under small-secret adaptive LWE (Assumption 6.2), Hy ~ Hs.

* H4 proceeds identically to Hs, except that the third condition is changed as

follows. Sample ¢’ & 7, and check that there exists e’ € [-B’, B’] such that
yeu(c’) =0.
Claim 6.12 (7). H3 ~¢ Hy.
We claim the following.
Claim 6.13 (). €4 is negligible.
By hybrid argument, &, is also negligible, and hence sois &; (dueto 0 < e; < &). O

Proof (Claim 6.11). Consider the following adversary B against small-secret adaptive

LWE (Assumption 6.2).
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« B launches A() and receives (1%, p,1¢) from it. It chooses n, Binit,q, m, 0 as
in Setup, sets m’ =1, and sends (1°*!,1™) to the small-secret adaptive LWE

experiment.
* B receives (A, B, Q). It sets a = Q'A and sends the assembled pp to A.

- If B receives x € {0,1}¢ from A, it sends x’ = (1,x")" to its own experiment, and

receives

¢’ = either s'A +e' or random,

d' = either s"(B - (1, (x')") ® QG) + " or random.

The adversary B sets L = d (implicitly, f" = (e],e’,e],...,e})). It sends L* =L
to A.

 Breceives f, u,y from A. If A did not choose x, the adversary B sends x’ = (1,0)"
to its own experiment, receives (c,d), and sets L = d. It sets f’ from f, then
checks whether f(x) =1 (or x is not chosen) and y is not the zero function and

there exists ¢’ € [-B’, B’] such that
veu(l(€ +THyxG (@) - p/q]) = 0.
If so, B outputs 1. Otherwise, it outputs 0.

The adversary B is efficient, thanks to B’ being polynomially bounded. Moreover, B

b

simulates A in Ha,, When it is in EXpy ;g

In particular, when b = 0, it implicitly sets

¢’ =e and indeed c" =s'A + e" =s'Qa + ¢’. This completes the reduction. ]

Proof (Claim 6.12). Conditioned on pp, which fixes p,q, we have that ¢ & Z, is
(conditionally) independent of everything else in the check whether there exists

e’ € [-B’, B’] such that
veu(l(€ +THyxG (@) - p/q]) = 0.
Therefore, so is the quantity (¢’ + L'Hy » G (a)). By Lemma 6.4, replacing

I_(cT + ETHf/,er_l(a)) -p/q-l
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by an independent ¢’ & 7, incurs a statistical error no more than p/q. Our choice
of ¢ =29"") with n > logﬁ/”p satisfies ¢ > p?, so p/q < 1/p < 1/po. By the law of total

expectation (to remove the conditioning of pp), it follows that |e3 — £4] < 1/po. O

Proof (Claim 6.13). Conditioned on pp (fixing p), by a union bound (enumerating e”)

over Schwartz-Zippel (Lemma 6.1) for degree-1 polynomials,
2B’+1 2B +1
< .
bo
By the law of total expectation, €4 < (2B’ + 1)/ po, which is negligible. m]

Pr[A wins in Hyq | pp] <

6.5.4 Construction of KP-ABE Scheme

Ingredients of Construction 6.2. Let

+ GroupGen be a pairing group sampler (Definition 2.5),

« KPSS = (KPSS.Setup, KPSS.ShareX, KPSS.ShareF, KPSS.FindCoef) the weakly nearly
linear secret sharing scheme in Construction 6.1, with succinct shares and linear

function sharing (Definitions 6.4, 6.5, 6.6, and 6.7), and

* IPFE = (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) an IPFE scheme based on
GroupGen (Definition 6.2).

Construction 6.2 (KP-ABE). Let (see Definition 2.3)
Params = { (14,19) | ¢,d € N, d < d+ (1) },
Fyeqa = {circuit £ | £ : {0,1}¢ — {0,1} is of depth at most d },
Xyepa ={0,1}, Pye1a(f,%) = ~f (%),

where d, is a super-polynomial upper bound on the maximum depth.®® Our KP-ABE

scheme works as follows.

+ Setup(1¢,19) takes as input the attribute length ¢ and the maximum depth d. It

runs and sets

(p,...) =gp < GroupGen(),

%8d, (1) = min, d, (p), where p runs through all possible primes produced by GroupGen and d/, is the
d, of KPSS (Construction 6.1).
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(1",...) = KPSS.pp < KPSS.Setup(1, p,19),
(impk, imsk) < IPFE.Setup(gp,1V)  for dimension N =n +1,

mpk = (gp, KPSS.pp, impk), msk = (mpk, imsk).
The algorithm outputs (mpk, msk).

KeyGen(msk, 1) takes as input msk and a circuit /. Since KPSS has linear function
sharing (Definition 6.7), the function KPSS.ShareF(KPSS.pp, f, -, =) is linear in
(u,s), where s is n-dimensional. The algorithm KeyGen efficiently finds its

coefficients ¢ € ZI’,‘“. It samples and runs
§ & 7,)\ {0}, isk < IPFE.KeyGen(imsk, [5¢c]2).
The algorithm outputs sk = ([ ]2, isk).

Enc(mpk, x, 1) takes as input mpk, an attribute x € {0,1}¢, and a message
u € {0,1}. It runs
(Lo, {Lf}fj[{{?]’”,s) & KPSS.ShareX(KPSS.pp), ict € IPFE.Enc(impk, [ (1, s) ).

The algorithm outputs ct = (LX, ict).

Dec(mpk, f, sk, x, ct) takes as input mpk, sk with its policy f, and ct with its
attribute x. If f(x) # 0, the algorithm outputs L and terminates. Otherwise, it

parses sk, ct as defined in KeyGen, Enc, recomputes ¢ as in KeyGen, and runs

L’ & IPFE.Dec(impk, [6]2 - ¢, isk, ict),

(y,18) & KPSS.FindCoef(KPSS.pp, f, x, LX).

The algorithm reads the coefficients y1, yy € Z, of y (so that y(L¢) = y1L¢ + o).
It finds the unique y’ € {0,1} and e € [-B, B] such that

nL +[yolildl2 = [#'Lp/21 + el1[ 6],

The algorithm outputs this p'.
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Correctness. By the correctness of IPFE and the linear function sharing of KPSS,

L' =[(u,s") - 5¢]r = [ 6KPSS.ShareF(KPSS.pp, f, 1, 8) [ = [6L¢]r.

Therefore,

L' +[yolil 612 = rill 6Lr It + [¥olall 612 = [y @A) 11 [612-

By the correctness of KPSS and due to § # 0, the decryption algorithm outputs y’ = pu.

Efficiency. By Lemma 6.8, when instantiated with MDDH; and N =n + 1 = poly(4, d),
the IPFE components have bit-lengths

limpk], [imsk], lict| = poly(4, d), lisk| = poly(A).

Notably, the pairing group is sampled independently of d, and isk consists of two

elements of G,. Recall that KPSS components have bit-lengths
KPSS.pp| = (£ + 1) poly(1,d),  [Lo|,|L}| = poly(4,d),  |L| = poly(A).
In Construction 6.2,
« mpk consists of KPSS.pp and impk, of total size |mpk| = (¢ + 1) poly(A4, d),

« sk consists of a single isk and [[d],, of total size |sk| = poly(1) (independent of d,

i.e., constant-size; concretely, three elements of G,), and

« ct consists of a single ict and (¢ + 1) shares, of total size |ct| = (¢ + 1) poly(A, d).

6.5.5 Security of KP-ABE Scheme
Security. We state and prove the security of Construction 6.2.

Theorem 6.14 (7). Suppose IPFE is selectively simulation-secure (Definition 6.3) and
KPSS is adaptively non-annihilable for L (Definition 6.8), then Construction 6.2 is secure
(Definition 2.3) in GGM (Definition 6.1).

We remark that if KPSS is selectively non-annihilable for L¢, then the resultant KP-ABE

achieves selective security in GGM.



235

Proof (Theorem 6.14). Recall that in Exp),,, the adversary adaptively chooses f;’s to
receive sk;’s, both before and after submitting the challenge attribute x and being
given ct encrypting ¢ € {0,1}. Let (IPFE.SimSetup, IPFE.SimKeyGen, IPFE.SimEnc) be the

simulator of IPFE. Consider the following hybrids.

- HY' is Exp} ;. More concretely,

(impk, imsk) < IPFE.Setup(gp,1"*!),  ict & IPFE.Enc(impk, [ (1, s")"]1),

5; & 7,)\ {0}, isk; < IPFE.KeyGen(imsk, [5;¢;]2),
and sk; = ([ 5;]2, isk;) and ct = (L¥, ict).
- In HY, the §,’s are no longer conditioned to be non-zero, i.e.,

(impk, imsk) < IPFE.Setup(gp, 1"*!), ict & IPFE.Enc(impk, [(x,s")"]1),

5; & , isk; < IPFE.KeyGen(imsk, [d;¢;]2).
We have Hf' ¢ Hj.

e In Hg‘ , the IPFE components become simulated, i.e.,

(impk, imsk) < ’ IPFE.SimSetup ‘(gp, ™, & ’ IPFE.SimEnc(imsk)

>

§; & 7, isk; < | IPFE.SimKeyGen |(imsk, [ ;¢;]12,| [ 6,1y ]2 -

Since the IPFE plaintext vector is (u,s"), independent of any adversarial choice
(except n), the selective simulation security (Definition 6.3) of IPFE applies.

Moreover, the purported inner products are indeed correct,
(,8") - 6j¢; = 0Ly,
because by definition, ¢; is the coefficients of (y,s") — L. Therefore, Hy ~ Hf.
Let’s consider the following experiment G} in GGM (Definition 6.1).

» Setup. Launch A() and receive from it (1,1%). Let p be the pairing group order.

Run

KPSS.pp <~ KPSS.Setup(1¢, p,19), (Lo, {Lf}fj[{f]’”,s) & KPSS.ShareX(KPSS.pp),

and send (p, KPSS.pp) to A.
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* Query I. Repeat the following for arbitrarily many rounds determined by .A.
In each round, A submits a circuit f; : {0, 1} — {0,1} of depth no more than d.

Sample and run
5; &z, Ly < KPSS.ShareF(pp, f;, i, §),
and send handles representing (4}, 6;Ly,) in G2 to A.
+ Challenge. The adversary A chooses x € {0,1}¢. Send L* to A.
* Query II. Same as Query I.

* Guess. The adversary outputs a bit ¢’. The outcome of the experiment is y’ if

fi(x) =1 for all queried f;’s. Otherwise, the outcome is set to 0.

Clearly, H; in GGM is just G/ Let y;, denote the k™ GGM query, then
Ye({0), 6;Lg}j) = vro + Z 6;vr.j(Lg,),
J

where y; ;’s are affine functions whose coefficients can be read out from those of y

and Yz is the constant term of y. Consider the following hybrids.
- In GY, each GGM query is answered as whether it evaluates to zero.

- In Gf, each GGM query y;, is answered as zero if and only if y; j (L) evaluates
to zero for all j and y;9 =0. By Schwartz-Zippel (Lemma 6.1) for degree-1
polynomials (J,’s being the indeterminates), we have Gf ~g G‘; . (The statistical

error is K/p, where K is the maximum number of zero-test queries.)

- In G}, each GGM query y}, is answered as zero if and only if y; ;(Ls) is the zero

function for all j and y; = 0.
We make the following claims.
Claim 6.15 (7). G, ~ Gy by the non-annihilability for Ly of KPSS.
Claim 6.16 (). G3 = Gj.

By hybrid argument, we have ExpQ,. = HY ~ H] = Exp} ;.. in GGM. i
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Proof (Claim 6.15). We use a guessing and coupling reduction. Fix p € {0,1}. Let K, J
be polynomial upper bounds of the number of zero-test queries and secret key queries
made by A, respectively. Couple one trial with A of G; and G5 and augment them with
a flag of bad event, which is set when y;, ; with the lowest (%, j), in lexicographical
order, evaluates to zero (in Gg ) but is not the zero function (in Gg ). Clearly, the two
trials are identical until the bad flag is set. It remains to prove Pr[bad] is negligible.

Let B be the following efficient adversary against the (adaptive) non-annihilability

for Ly of KPSS.

« B prepares a GGM oracle and samples (%, j) & [K] % [J]. It launches A(),
receives (1¢,1¢) from A, and sends (1%, p,19) to its own security experiment,

where p is the pairing group order of the GGM oracle prepared by B for A.
- B receives KPSS.pp and sends (p, KPSS.pp) to A.

- B interacts with A, until A submits the £ zero-test query, as follows.

If A queries for a secret key, B records the function and hands out GGM

handles.

If A submits a challenge x, the adversary B forwards it to its own security

experiment.

If A submits a zero-test query, B responds as in Gg .

If A makes a guess, B gives up and terminates.

« If A submits the £™ zero-test query, B checks whether y; ; has an out-of-range

index. If not, it outputs (fj, i, yz ;). Otherwise, it gives up and terminates.
Routine calculation shows Pr[5 wins] > Pr[bad]|/KJ, completing the reduction. 0O

Proof (Claim 6.16). We use induction to show that after ¢ rounds of interaction in H’; y
the view of A does not depend on u. The base case of ¢ =0 is clear, since the view
of A prior to any interaction is just its random tape. For the inductive case, by the
induction hypothesis, the next query submitted by .4 do not depend on g, since it is
computed from the view of A prior to this query. This fact is used in all of the cases

analyzed below.



238

« If the interaction is Setup, Challenge, or Guess, then by definition the response

does not depend on u.

« If the interaction is Query I/IL, then only handles are returned, which do not
reveal any information about the encoded values (including g). The number of

handles returned is also independent of wu.

« If the interaction is a zero-test query, since the response is computed solely from
the coefficients of y;, not encoded values inside the handles (including ), the

response also does not depend on u.

This completes the induction. m]

6.6 IPFE in GGM with Stronger Security

For our CP-ABE, we rely on IPFE with very strong simulation security — the only
information that can be inferred from keys and ciphertexts is whether known affine
functions over the inner products and the key vectors evaluate to zero or not. We

define and realize such security in GGM.

Definition 6.9 (adaptive simulation of IPFE in GGM). A simulator for an IPFE scheme

(Definition 6.2) in GGM consists of four efficient algorithms.

+ SimSetup (1%, p, 1V) takes as input the prime group order p and the dimension N.

It outputs a simulated master public key impk and an initial state st.
+ SimKeyGen(st) outputs a simulated key isk and an updated state st’.
+ SimEnc(st) outputs a simulated ciphertext ict and an updated state st’.

* SimGrpZT'™T(st, y) takes as input a (GGM) zero-test query y, which is an affine
function over all possible parings of the group handles created by earlier calls
to the other simulation algorithms. It has oracle access to IPZT, which performs
zero-tests of affine functions of the inner products and the vectors in the keys
(described in more details later). The algorithm outputs an answer z to the

query y and an updated state st’.
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The scheme is adaptively simulation-secure in GGM of order {p;}1en (Definition 6.1) if
there exists a simulator such that Expgjn, halts in polynomial time whenever Expye,;
does so and Expyea ~ EXpsim, Where the experiments Expeq (14, A) and Expgim (1%, .A)

proceed as follows.

+ Setup. Sample the group order gp =p & py, launch A(1%, p), and receive the
dimension 1V from it. Run
(in EXPreal) (impk, imsk) < Setup(1*, gp, 1),

(in EXPsim) (impk, st) & SimSetup(1*, p, 1Y),
and send impk to A.

+ Challenge. Repeat the following for arbitrarily many rounds determined by .A.

In each round, A has three choices.

- It can submit a vector v; encoded in G for a key. Upon receiving such a

query, run

(in EXPrear) isk; < KeyGen(imsk, [v;]2),

(in EXPsim) (isk;, st') < SimKeyGen(st),

and send isk; to A. In addition, in Expsm, update the state st « st’.

- It can submit a vector u; encoded in G; for a ciphertext. Upon receiving

such a query, run

(in EXPrea) ict; < Enc(impk, [wi]1),

(in EXpsim) (ict;, st’) < SimEnc(st),

and send ict; to A. In addition, in Expsy,, update the state st « st’.

- It can submit a GGM zero-test query y. In Exp,ey, it is responded by the
real GGM oracle. In Expgn, it is done as follows. Let {u;};c[r), {V;};e[s] be
the lists of vectors in ciphertexts and keys queried up to this point. Let

IPZT(y’) be a function that on input an affine function y’, outputs whether

Y ({(Vi}jera), {0]V;}iein) jel 1)
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evaluates to zero. Run
(z,st") & SIMGrpzT™T(st, y),
update the state st « st’, and return z to A.

* Guess. The adversary A outputs a bit, which is the outcome of the experiment.

6.6.1 The ABDP Scheme

The IPFE scheme in [ABDP15] is only known to be selectively IND-CPA secure in the
standard model. It turns out that the very same scheme satisfies the (much stronger)

adaptive simulation security in GGM. We recall the construction below.
Construction 6.3 (JABDP15]). The ABDP scheme works as follows.

* Setup(gp, 1Y) reads the group order p from gp. It samples a & 2y, W & Z},V, and

outputs impk = [[a, aw']|;, imsk = w'.

KeyGen(imsk, [v]2) outputs isk = w'[[v],.
« Enc(impk, [u]};) samples s <~ 7, and outputs ict = (s[a]1, s[aw']; + [u']1).

« Dec(impk, [v]2, isk, ict) outputs ict - (_ISk )
[v]-

Correctness is readily verified by —sa - w'v+ (saw' +u") - v=u'v. The scheme is

succinct, as each secret key consists of only one group element, independent of N.

We remark that the above construction has two minor differences compared to the
original scheme of [ABDP15]. One is that in the original version, key vectors are
encoded in Z, instead of any group G, that can pair with G;. The other is that the
master public key in [ABDP15] is simply [w];, without the random scalar a. As we

will see later, the introduction of random scalar a makes our security analysis easier.

6.6.2 Stronger Security of the ABDP Scheme

Theorem 6.17 (1]). Construction 6.3 is adaptively simulation-secure in GGM (Defini-

tion 6.9).
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Proof (Theorem 6.17). Since impk, isk, ict all consist of a fixed number of group elements,
the simulator simply hands out the handles for them. Our simulator will keep
counters st = (I,J) of the numbers of ciphertext and key queries as its state. Instead
of specifying SimGrpZT upfront, we list the hybrids, and the simulator is just what the
final hybrid does.

* Hj is Expreal, Where the components are
impk =[a, aw'], isk; = [w'v;]2, ict; = [sia, s;aw’ +ul ;.
The zero-test queries are answered by the GGM oracle.

+ In Hy, we change how impk and ict’s are generated into
impk = [[ao|, [ao[w'1,  isk =[W'v;lla, ict = [[ai], [ai[w +u]s,
where a;’s are independent and uniformly random over Z,. We have H; ~¢ H,.
For convenience, we write uy = 0, then impk is in the form of an ict for ug, and
each zero-test query is (equivalently)
v((L (@dicion, taw” + ]}, ) © (L (¥ e, {WTVJ}J'E[J]))’
where y is a linear function (note that 1 is included in the arguments). We omit

the range of i, j below.

« In Hs, the zero-test queries are answered differently. Each zero-test query is

regarded as a degree-3 polynomial with {a;};, w being the indeterminates, i.e.,
Y((L {aiti, {aw" +uj};) @ (1, {v;}, {WTVj}j))
=1-yo({w}i, {vj}j, {w; ®v;}i ;)  +w -y1({v;};, {w; ®v;}i )
+ Z ai -2, ({vj};) + Z aiw' - ys3i({vj})) + Z a;w' - Tq;({v;})) - W,
where each entry of yo,¥1, {2, V3., Ia;}i is affine in their respective arguments
and (see below) their coefficients can be read out from those of y. The zero-test

query is answered as “zero” if and only if yo, y1, {y2,, ¥3.i}: all evaluate to zero

and I} ;({v;};) +T,;({v;};) = 0 for all i.””

%Due to the symmetry of w and w™ (quadratic form), the condition I‘Z,i({vj} i)+ T4;({v;};) = 0 exactly

says all coefficients of a;w[u]w|[v] are zero (when p # 2, of course).
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Since a;, w are sampled at random, H, ~¢ H3 by Schwartz-Zippel (Lemma 6.1)

for degree-3 polynomials.

* Hy is EXpsim, Which is mostly identical to Hs except that the GGM zero-test queries
are answered as follows. Each query y is first dissected into yo, y1, {¥2i, ¥3,i, T4.i }i
as in Hz. Next, consult IPZT to check whether {y2,,¥3., I‘I"i + I‘4yi}i evaluate to
zero — note that these functions are affine over {v;};. If any of them evaluates
to non-zero, the response to y is “non-zero”. Otherwise, convert ¥, y: into
equivalent queries affine over {v;};, {ulij}i’j (in particular, not over u; or u; ® v;

like yo, y1 themselves), then use IPZT again to determine the final response to y.

The efficient conversion is explained below (hence specifying SimGrpZT), which

yield answers identical to those in Hs, implying Hs = Hs.

Now, the conversion of ¥, y1. Writing out a zero-test query y explicitly,

y((l, {aiti, {aw' +u'}) ® (1, {v;};, {wij}j))

=a+ D (bi-ai+c (aw+w))+ > (d; - Wy +f]-v))

3 J
T T T T T
+ Z (gi,j ca; - WYV; + hi,j *a;*Vj + mi’j . (a,-w+ ui) WV, + (aiw+ui) . Ni’j -Vj),
i,J
where a, b;,¢;,d;, f;, g j,h; j,m; ;,N; ; are the coefficients. We remark that the last
term (a;w+u;)" - N; j - v; enables arbitrary cross-pairing of (a;w + u;) with v; and
combining the results. Each entry in N; ; corresponds to the coefficient of one such

pairing result. From these coefficients, we read out yo, ¥1, {2, V3., T'4:}i, Which are

yo({u i, {vi}j, {w; ® v} ;) =a + Z uc, + Z fiv, + Z uN, v, (6.5)
2 J LJ
ril{v;}, {w; ®v;}; ;) = Z djv; + Z v,m; u, (6.6)
J L,J
7’2,i({vj}j) =b; + Z th"jVj, (6.7)
J
v3i({vj}j) =¢ci + Z (givj + Nijv;), (6.8)

J

Ty ({v;};) = Z m; v;. (6.9)
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Since vy is tested only when {y3;}; all evaluate to zero, we substitute (6.8) into (6.5)

and obtain
rolwti, (vjdy {w @ Vi}ij) =+ 3 65w, + > “IT(C" + 2 Ni’fvj)
J v J
=a+ > v+ D (Ys,i({vj}j) -2 gi,jVj)
J i J
=a+ Z fiv, - Zgi,jll}vj,
J i

which is affine in {v;};, {ujv }, .. Similarly, since y; is tested only when {I}; + T, ;},

all evaluate to zero, we substitute (6.9) into (6.6) and obtain
ri{v;l, {w ®v;}ij) = Z d;jv; + Z (Z ijz’j)ui

J l J

= Z djvj + Z I‘L,i({vj}j) ‘u;
j i

= Z d;v; - Z T ({vi})) - w
j i

= ; FATEDY (; mi’jv})ui = ; djv; — lZJ] m;  -viu,

i

which is again affine in {v;};, {ujv}, .. ]

6.7 Doubly Succinct CP-ABE for Boolean Formulae

6.7.1 More Definitions for Secret Sharing

In our CP-ABE construction, we need a secret sharing scheme with the following

linearity property, defined similarly to that of [AWY20].

Definition 6.10 (nearly linear reconstruction). A secret sharing scheme (Defini-

tion 6.4) is nearly linear if it satisfies the following requirements.
« The parameter has the format of param = (p,...) with p being a prime.
* Lo =Ly, L’ =12, Ly = Ly are vectors over Z,.

« There is an efficient coefficient-finding algorithm FindCoef(pp, f, x), taking as

input pp, f € Fi,¢,param, and some x € {0, 1}¢ to f. It outputs an affine function
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y over Z, and a noise bound 18. For all ,¢ € N, (p,...) = param € Params; 4,
x € {0,1}%, f € Fy 0 param; # € {0,1} with £(x) = 0, it holds that
— pp < Setup(1%,1¢, param)
(Lo, {Lﬁ’}fee[{f]’l},r) & ShareX(pp) ~ 4B+l<pand
Ly & ShareF(pp.f,t,r)  y(Ly,L%) ~ ulp/2] € [-B, Bl

(y, 1B) & FindCoef(pp, f, X)

Pr

Security. Unlike the case of KP-ABE, our CP-ABE requires non-annihilability jointly
for Ly, LX.

Definition 6.11 (joint non-annihilability). Given a secret sharing scheme (Defini-
tion 6.4) such that param = (p, ...) with p being prime and Ly, Lf, L are vectors over

Z,, the scheme is adaptively jointly non-annihilable if every efficient adversary wins

ExpfX, with only negligible probability, where ExpfX (1%, A) proceeds as follows.

+ Setup. Launch A(1') and receive (1¢, param) from it, where param = (p,...).

Run
pp < Setup(1%, 1%, param)
and send pp to A.

+ Challenge. The adversary A outputs f € F} ¢ param, an input x € {0, 1}5, a message

bit u € {0,1}, and an affine function y. Upon the challenge, run
(Lo, {Lf}?:[{eo]’l},r) & ShareX(pp), L; < ShareF(pp,f, i, r),

to determine the outcome of the experiment. The adversary A wins if i) f(x) =1

and ii) y is not the zero function and iii) y(L¢, LX) = 0. Otherwise, A loses.

A secret sharing scheme is selectively jointly non-annihilable if it satisfies the above
with the change that the adversary must choose the input x before receiving pp.
6.7.2 Secret Sharing for Boolean Formulae from Adaptive LWE

We now construct a succinct secret sharing scheme, satisfying the above linearity

and security definitions, for 5-PBP from adaptive LWE. Our scheme is based on the



245
attribute-based laconic function evaluation scheme in [QWW18] and we employ the
techniques in [BGG'14,GV15] to control LWE noises.

Construction 6.4 (secret sharing for 5-PBP). Let (see Definition 6.4)
Params, = { p | p prime, p > po(1) },
Fop ={5PBP f:{0,1}* — {0,1} of length at most s.(1,¢,p) },

where pg is a minimum modulus function and s, is a maximum length bound function
(both specified later). Let (EvalF, EvalFX) be the algorithms in Lemma 6.6. Our nearly

linear secret sharing scheme for F with succinct shares works as follows.

* Setup(1¢, p) takes as input the input length ¢ and the modulus p. The algorithm
picks appropriate n, Byt (specified later) and sets m = n[log, p] and o = Bipi/ VA.

It samples and sets
aiZ}‘, Ao,Al,...,AZ&ZZX’n, B =(Ag,Ay,...,Ap).
It outputs pp = (1%, p, m, Binit, 0, a, B).

+ ShareX(pp) takes pp as input. It samples and sets

s & z, €y, e,..., e <& D'Zn,a,san’
be{0,1
Lo =s"(Ag - G) + e, {L} =s'(A; - bG) + etT}iee[{é] g

and outputs (Lo, {Lf}f:[{%’l} ,S).
« ShareF(pp, f, i, 8) takes as input pp, some f € F,,, a secret bit x € {0,1}, and

the shared randomness s. It runs Hy < EvalF(B, f), and samples and sets

¢ Drocn Ly = s'BH;G™'(a) +2 + ulp/2].

init ?
The algorithm outputs L.

* FindCoef(pp, f, x) takes as input pp, some f € F;,, and some input x € {0, 1}¢
to f. If f(x) =1, the algorithm outputs L and terminates. Otherwise, it runs

H; x «— EvalFX(B, f,x) and defines
y(Le, LX) = Ly — L*H; 4G '(a), B = (3m%lgp + m + 1) Bipis,

where #p is the length of f. The algorithm outputs (y, 1).
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Parameters. Recall that 0 < p < 3 is the exponent of LWE hardness (Assumption 6.2).
In our application, we let pg = 21°@nw(logd) he 4 super-polynomial lower bound of the
order of pairing groups, p > po the actual order, and ¢ = p the LWE modulus. We

require (for correctness)
4(3m%s, + m +1)Bpir + 1 < p,

for which we can set (also considering security)

p —2—4(m +1)Bipit
12m?2Bip;; .

n, Binit = POIY(/D: m = nrlogz p]’ Sy =
Note that s, = A*d), so the scheme is unbounded in terms of 5-PBP length (i.e.,

Boolean formula size).

Efficiency and Succinctness. In Construction 6.4, the algorithm FindCoef is indeed
efficient as B is polynomially bounded. The public parameter pp primarily consists
of matrices a, B, whose total bit-length is (¢ + 1) - poly(1). Each share is a vector in
7} and Ly is a single element of Z,, so their sizes are poly(1). This shows that the

scheme has succinct shares (Definition 6.5).
Theorem 6.18 (). Construction 6.4 is nearly linear (Definition 6.10).

Proof (Theorem 6.18). This amounts to showing that if f(x) =0, then 4B+1 < p and

y(L¢, L*) = u| p/2] + e for some e € [-B, B]. By the choice of s, we have
4B +1=4(3m%bgp + m + 1)Binit + 1 < 4(3m?s, + m + 1)Bipir + 1 < p — 1 < p.
Letting e" = (e, e},...,e)), by construction,

y(Le, LX) = Ly — L*H; G '(a)
= (s'BH;G (a) + e+ u|p/2]) - ((s"(B- (1,x") ® G) + e )H; xG ' (a))

= ulp/2] - e H;xG '(a) +e +s'(BH; — (B (1,x") ® G)H;x)G '(a)

(Lemma 6.6) =pu|p/2] —e'HrxG '(a) +e. =0, since f(x)=0
Write e = —e"Hy xG™!(a) + e. Since G™!(a) € {0,1}", by Lemma 6.6,

le| < Binit(3m¥gp + 1)m + Bjn; = B. O
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6.7.3 Security Proof of Secret Sharing Scheme

Theorem 6.19 (7). Assuming adaptive LWE (Assumption 6.1), Construction 6.4 is adap-
tively jointly non-annihilable (Definition 6.11).

If we only assume plain (non-adaptive) LWE, then Construction 6.4 is selectively jointly

non-annihilable.

Proof (Theorem 6.19). The proof is similar to that of Theorem 6.10. Let .A be an efficient
adversary against the joint non-annihilability experiment of the scheme. Recall that
A chooses 1¢, p, sees pp, chooses f,x, i,y such that f(x) =1 and y is not the zero
function. It wins if y (L, L*) = 0.

Write e” = (ej,e],...,e)), then

L =s'BH;G '(a) + ¢ + u|p/2]
(since f(x) =1) =s"(BH; - f(x)G)G1(a) + (s'a+2) + 1| p/2]
(Lemma 6.6) =s"(B-(1,x") ® G)H;xG ' (a) + (s'a+¢e) + u|p/2]

= L*H; xG '(a) — e'H; G (a) + (s'a+e) + u|p/2].

Let ¢ = —e"Hy xG™'(a) and B’ = Byt (3m¥sp + 1)m, then it follows from Lemma 6.6 that
le] < B’ is polynomially bounded. We are ready to proceed to the hybrids.”® For hybrid

H;, we write ¢; for Pr[.A wins in H;].
* H, is ExpX | (Definition 6.11). Define
You(z, L) =y(z+e’ + ulp/2], L¥) fore’ €Z, p €{0,1},

then yz , is not the zero function if and only if neither is y. In Hy, the adversary

wins if and only if f(x) =1 and yz,, is not the zero function and
Yeu(L¥Hr xG () + (s'a+¢), LX) = 0.
The condition above is a rewritten form of y (L, LX) = 0.

+ H, proceeds identically to H; except that .4 wins if and only if

70The proof is simplified from [LLL22a]. We no longer rely on the leakage simulation lemma.
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- f(x) =1,
- for all e’ € [-B’, B’], the function yz , is not the zero function, and

- there exists e’ € [-B’, B’] such that
ye.u(L*Hr xG ' (a) + (sa +¢), L¥) = 0.

The first condition is the same in H; and H,, the second condition equivalent in

both, and the third is relaxed in H,. Therefore, £ > €.

* Hs proceeds identically to Hy, except that L* and (s'a + ) are replaced by random.

Under adaptive LWE (Assumption 6.1), H, ~ Hs.

* H4 proceeds identically to Hs, except that the third condition is changed as

follows. Sample ¢’ & 7, and check that there exists e’ € [-B’, B’] such that
Y?,,u(c’, LX) =0.
Clearly, H3 = Hy.

Lastly, by a union bound (enumerating e”’) over Schwartz-Zippel (Lemma 6.1) for
degree-1 polynomials, ¢4 is negligible. By hybrid argument, ¢, is also negligible, and
hence so is €1 (due to 0 < &1 < &7). O

6.74 Construction of CP-ABE Scheme

Ingredients of Construction 6.5. Let
+ GroupGen be a pairing group sampler (Definition 2.5),

« CPSS = (CPSS.Setup, CPSS.ShareX, CPSS.ShareF, CPSS.FindCoef) the nearly linear
secret sharing scheme in Construction 6.4, with succinct shares (Definitions 6.4,

6.5, and 6.10), and

* IPFE = (IPFE.Setup, IPFE.KeyGen, IPFE.Enc, IPFE.Dec) an IPFE scheme based on

GroupGen with adaptive simulation security in GGM (Definitions 6.2 and 6.9).
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Construction 6.5 (CP-ABE). Let (see Definition 2.3)
Params = {1/ | ¢ e N, }, Fpe ={0,1}¢,
Xy ={5-PBP f | f : {0,1}* — {0,1} is of length at most s, },
Pr(x,f) ==f(x),

where s, is the super-polynomial bound on 5-PBP length of Construction 6.4. Our

CP-ABE scheme works as follows.
+ Setup(1¢) takes the attribute length ¢ as input. It runs and sets

(p,...) =gp < GroupGen(), CPSS.pp < CPSS.Setup(1Y, p),
(impk, imsk) < IPFE.Setup(gp,1¥)  for dimension N =2¢ +1,

mpk = (gp, CPSS.pp, impk), msk = (mpk, imsk).
The algorithm outputs (mpk, msk).

+ KeyGen(msk, x) takes as input msk and x € {0, 1. It samples & & 7, \ {0} and
defines the “selector vector” v € Zﬁ‘m as (recall that ¢’s are the standard basis

vectors)

V=it Z L2i+x[i]-
ie[¢]

The algorithm runs
isk < IPFE.KeyGen(imsk, [6v]2)
and outputs sk = ([ ], isk).
« Enc(mpk, f, u) takes as input mpk, a 5-PBP f, and a message u. It runs

(Lo, {Lj?}fj[{;’]’”,r) & CPSS.ShareX(CPSS.pp),

L; < CPSS.ShareF(CPSS.pp, f, i, 7).

Let mo, m;, my be the dimensions of Ly, Lf? ,Lr, respectively. The algorithm sets

and runs

(k € [mf]) icts 2 & IPFE.Enc(impk, [Le[%] - e1]2),

(k € [mo]) icty, < IPFE.Enc(impk, [Lo[%] - £1])2),
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(G €[€],b€{0,1}, k€ [mip]) ictips < IPFE.Enc(impk, [L2[%] - t2:45]2).

It outputs ct = ({ictr x }re[m]> {iCtor bre[mo]» {ICti bk Yic[e]be (0,1} ke[mis])-

« Dec(mpk, x, sk, f, ct) takes as input mpk, x, sk, f, ct. If f(x) # 0, the algorithm
outputs L and terminates. Otherwise, it parses sk,ct as input KeyGen, Enc,

recomputes v, and runs

(y,1B) & CPSS.FindCoef(pp, f, X),
(k € [my]) Asr < IPFE.Dec(impk, [ 8] 2v, isk, ict 1),
(k € [mo]) Ao < IPFE.Dec(impk, [8]2v, isk, ictoz),

(i € [€],k € [mixp]) Aixpilx < IPFE.Dec(impk, [ 8]2v, isk, ict; x[i1.¢)-
The algorithm defines
Ar=(Ar1, M) A = ({ Ao Yrelmol» { Nix(il h Yiclelkemixg]) »
and finds the unique g’ € {0, 1} such that there exists e € [-B, B] satisfying
Y(Ar, A%) = [/ Lp/2] + e]1[ 6]
It outputs this y’.
Correctness. By the correctness of IPFE and how the vectors are set,
As = [6L¢]r, A* = [6L T,
and therefore,
y(Ap, AY) =[[6 - y (L, LY) |1
Since ¢ # 0, by the correctness of CPSS, we have y’ = p.
Efficiency. By Construction 6.3, the IPFE components have bit-lengths
[impk], [imsk|, |ict| = (N + 1) poly(A), lisk| = poly(A),

where N =2¢ + 1. Notably, isk consists of a single element of G,. Recall that the
bit-length of CPSS.pp is (N + 1) poly(1). Together with the fact that CPSS has succinct

shares, in Construction 6.5,



251

« mpk consists of CPSS.pp and impk, of total size |mpk| = (¢ + 1) poly(A, d),

« sk consists of a single isk and [[J],, of total size |sk| = poly(1) (i.e., constant-size;

concretely, two elements of G,), and

+ ct consists of ©(¢?) many ict’s, of total size |ct| = (¢ +1)poly(1) (notably,
potentially much smaller than the description size of f, with which ct is

associated).

Therefore, the scheme is doubly succinct.

6.7.5 Security of CP-ABE Scheme

Security. We state and prove the security of Construction 6.5.

Theorem 6.20 (7). Suppose IPFE is adaptively simulation-secure in GGM (Definition 6.9)
and CPSS is adaptively jointly non-annihilable (Definition 6.11), then Construction 6.5 is
secure (Definition 2.3) in GGM (Definition 6.1).

We remark that if CPSS is selectively jointly non-annihilable, then the resultant CP-ABE

achieves selective security in GGM.

Proof (Theorem 6.20). Recall that in Exp},;, the adversary adaptively chooses x;’s
to receive sk;’s, both before and after submitting the challenge policy f and
being given ct encrypting u € {0,1}. Let (IPFE.SimSetup, IPFE.SimKeyGen, IPFE.SimEnc,
IPFE.SimGrpZT) be the simulator of IPFE. Consider the following hybrids (always in
GGM).

- HY' is Exp} ;. More concretely,

(impk, imsk) < IPFE.Setup(gp, 12*1), ictr; < IPFE.Enc(impk, [L¢[%] - e1]1),
icty, ¢~ IPFE.Enc(impk, [Lo[%] - e1]1), ictipz < IPFE.Enc(impk, [L[%] - £2:4]1),

(5j <i Zp \ {0}, V; = Z 12i+xj[i], iSkj <i IPFE.KeyGen(imsk, IIajVj]]Z)'
€[]
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- In HY, the §,’s are no longer conditioned to be non-zero, i.e.,

(impk, imsk) < IPFE.Setup(gp, 12*1), icty;, <> IPFE.Enc(impk, [L¢[%] - e1]1),
ictor, < IPFE.Enc(impk, [Lo[%] - e1]1), ictipp < IPFE.Enc(impk, [L2[%] - t2i45]1),
§j <i , vV, = Z l2i+xj[i]: iSkj <i IPFE.KeyGen(imsk, [[5J'Vj]]2).

€[]
We have HY ~ Hy.

In HY, the IPFE is simulated, i.e.,

(impk, ) & ’ IPFE.SimSetup ‘(, 1260y (ictey,

, st/

u

) < |IPFE.SimEnc(st)

(icto x|, st'|) & | IPFE.SimEnc(st) | (ict; sz, st' ) < | IPFE.SimEnc(st) |
5 &7, Vi = D bisgli,  (iskj|,st']) & |IPFE.SimKeyGen(st) |
€[]

The simulator’s state is appropriately updated. In addition, the GGM queries are

answered by IPFE.SimGrpZT using IPZT. The inner products are
(icty  and iskj) ;L [k], (ictix(i1 and isk;) oL ],
(ictor and isk;) O;iLolk], (ict; —x;[i1.% and isk;) 0.
Therefore, the ¢ query to IPZT tests whether some
23872, (Ly, 1Y)
J

evaluates to zero, where each y; ; is an affine function. The constant term of y; ;
comes from [[§;], or the fact that vectors in keys can always be combined for

testing. The coefficients of always-zero inner products are ignored.

. .
By the security of IPFE, we have H, ~ Hj.

In Hf, the oracle IPZT is changed. For each test % d;y: (L, LY), it returns

whether all of y; ;’s evaluate to zero (without combining using §;s).

By Schwartz-Zippel (Lemma 6.1) for degree-1 polynomials, we have Hj ~, Hf.

In HE, the oracle IPZT is changed again. For each test 3; 8;y¢ (L, LY), it returns

whether all of y; ;s are the zero function.

Claim 6.21 (). H}, ~ HY by the joint non-annihilability of CPSS.
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Clearly, HY = HL — in both hybrids, ¢ only (nominally) appears inside group handles
and answers to zero-test queries do not depend on u.

By hybrid argument, Exp{,. = H) ~ H] = Exp, ... H

Proof (Claim 6.21). We use a guessing and coupling reduction. Fix y € {0,1}. Let T',J
be polynomial upper bounds of IPZT queries and secret key queries, respectively.
Couple one trial of H} and HY and augment them with a flag of bad event, which is
set when y; ; with the lowest (¢, j), in lexicographical order, evaluates to zero (in Hﬁf )
but is not the zero function (in Hg‘ )- The two trials are identical until the bad flag is
set. It remains to prove Pr[bad] is negligible.

Consider the following efficient adversary B against the (adaptive) joint non-

annihilability of CPSS.

« B prepares a GGM oracle and samples (¢, j) & [T]x [J]. Tt launches A(),
receives 1° from A, and sends (1%, p) to its own security experiment, where

p is the pairing group order of the GGM oracle prepared by 5 for A.

B receives CPSS.pp and sends (p, CPSS.pp, impk) to A, where impk consists of

an appropriate number of GGM handles.
« Binteracts with A, until it encounters the ¢ IPZT query, as follows.
- If A queries for a secret key for x; or submits a challenge for f, then B

records x; or f and hands out GGM handles.

- If A submits a GGM zero-test query, B internally converts it to (potentially
many) IPZT queries using IPFE.SimGrpZT. Each IPZT query is then processed
as in Hé‘ (except if the t™ one is reached, in which case B breaks out of this
loop). If all the converted IPZT queries are processed here, B responds to .4

by finishing IPFE.SimGrpZT.

- If A makes a guess, B gives up and terminates.

- If B encounters the ™ IPZT query, it checks whether y; ; has an out-of-range

index. If not, it outputs (f,X;, i, y+,;). Otherwise, it gives up and terminates.

Routine calculation shows Pr[B wins] > Pr[bad]/TJ, completing the reduction. 0O



254

6.8 Further Discussions

During the writing of this dissertation, adaptive LWE (Assumption 6.1) is proven to
fail when ¢ is large enough (¢ ~ n?log? g suffices for a complete break). The attack
is due to [AMR25b] and easily extends to the small-secret variant (Assumption 6.2).
This does not affect the efficiency parameters of our KP- and CP-ABE schemes, since
they can be based on the usual LWE. If we insist on adaptive security and assume
LWE with subexponential advantage, we can use complexity leveraging, which makes
A scale polynomially with ¢. At first sight, it appears that our KP-ABE no longer has
constant-size keys and our CP-ABE is no longer doubly succinct. Closer inspection
shows that this is not the case and the most important efficiency characteristics are
preserved.

For our KP-ABE, the key size depends on the pairing group order. We apply
complexity leveraging, not to lift ABE from selective to adaptive, but to prove adaptive
LWE from LWE. Consequently, the pairing group order is not bumped up, and our
KP-ABE still has constant-size keys.

For our CP-ABE, the pairing group order p is the same as the LWE modulus ¢ and
affects both key and ciphertext sizes. Although complexity leveraging could make q
grow exponentially with ¢, we can fix it. Suppose ALWE, , , (Assumption 6.1) holds,
then ALWE,, ,/, » also holds for any super-polynomial z by a simple reduction. Thanks
to the polynomial noise growth (see Construction 6.4 and the parameters after it), we
can artificially tune down ¢ (to a smaller super-polynomial) while keeping the size
upper bound of supported formulae super-polynomial. In effect, relying on complexity
leveraging only enlarges n, m, o, not ¢, used in Constructions 6.4 and 6.5. It makes
the ciphertext size of CP-ABE larger, but still poly(4, ¢), but does not affect the key

size, which can still be poly(1). Therefore, the scheme is still doubly succinct.
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CHAPTER 7
Succinct CP-ABE for Circuits and ABE for DFA

from Lattices via Evasive IPFE

(Lattice-Based IPFE, Noisy Linear Garbling)

This chapter is an adaptation of [HLL24b,HLIL24a].”!

In this chapter, we show how to instantiate the general paradigm solely using
lattice-based components. We obtain a new candidate of lattice-based CP-ABE for
circuits as well as the first provably secure lattice-based public-key ABE for uniform

models of computation (concretely, DFA and L).

7.1 Introduction

The area of ABE witnessed substantial progress over the past decade, thanks to the
insights on leveraging the mathematical structures present in integer lattices and
the learning with errors (LWE) assumption. Notably, Gorbunov, Vaikuntanathan, and
Wee [GVW13] achieved a significant milestone by constructing the first KP-ABE scheme
for circuits of unbounded size, but with a priori bounded depth, relying on the LWE
assumption. Subsequent work by Boneh et al. [BGG*14] further enhanced KP-ABE
efficiency, delivering the first scheme with short ciphertexts and secret keys, both
scaling polynomially with the depth bound and independent of the circuit size.
Despite these remarkable advances, several challenges have persisted for over a
decade in the lattice-based ABE landscape. They include i) the search for ABE schemes

accommodating circuits of unbounded depth, ii) the construction of CP-ABE schemes
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supporting all polynomial-size circuits, even confined to predetermined depth bounds,
and iii) extending ABE to uniform models of computation, such as deterministic finite
automata (DFA), logspace Turing machines, and RAM, which have much more succinct
descriptions than circuits and can process arbitrarily long inputs. Until recently, the
only lattice-based solution addressing challenges i) and iii) were due to Goldwasser
et al. [GKP*13a], who presented a KP-ABE scheme for RAM. However, it relies on the
heavy tools of SNARK and extractable witness encryption, which can be instantiated
using lattices, but require strong knowledge-type assumptions. Beyond the scope of
lattice-based constructions, one could attain these objectives using indistinguishability
obfuscation (0) as shown in [GGH"13a] and Chapter 9.

Recently, the landscape has evolved with the introduction of a novel class of
assumptions known as evasive LIWE [Wee22,Tsa22]. At a high level, evasive LWE
captures a “generic-model view” on lattices. When presented with LWE samples
(s'B +e],s'A + e)) and a short (i.e., low-norm) trapdoor preimages K such that BK = P,
denoted as K = B™!(P), where all terms are relative to a randomly sampled matrix
B and jointly sampled matrices A and P, it postulates that if the LWE samples
(s'"P+e),s'B+e],s'A +e)) are pseudorandom when e} is freshly generated, then
so are (s'B +e],s'A + e)) given B~!(P). In simpler terms, adversaries are limited to
utilizing the trapdoor to acquire LWE samples (s'P + e}) and treating them as LWE
samples with fresh noises. The work by [Wee22] argued that if this type of generic
attacks fail, then all known cryptanalytic techniques, including the family of zeroizing
attacks (e.g., [CHL*15,CVW18,H]JL21,JLLS23]), would also be ineffective.

The introduction of the evasive LWE assumption has catalyzed new progress on
multiple fronts, including i) and ii) mentioned above. Wee [Wee22] presented a CP-ABE
scheme for bounded-depth circuits under evasive LWE and another new assumption
called tensor LWE. More recently, in Chapter 8, we achieved the first KP-ABE scheme
for circuits of unbounded depth. Two other works [VWW22,Tsa22] constructed witness
encryption schemes, which can be viewed as CP-ABE where the secret key for an
attribute is the attribute itself. Furthermore, Water, Wee, and Wu [WWW?22] proposed

a multi-authority ABE for subset policies without resorting to random oracles.
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These accomplishments underscore the potential of evasive LWE. However, each
work uses evasive LWE in a way tailored to each construction, relying on a customized
variant of evasive LWE following the generic-model principle. This often requires

intricate handling of algebraic details. We ask:

Can we formulate a general framework for

constructing ABE schemes based on evasive LWE?

Such a framework would provide several advantages, including i) deepening our
understanding, specifically by elucidating the role of evasive LWE, ii) facilitating
the development of new ABE constructions, by making them more modular and
conceptually simpler, and iii) streamlining security proofs, by encapsulating low-level

algebraic intricacies within the framework and providing natural and useful tools.

Our Results. To this end, we propose a new notion called evasive inner-product
functional encryption (IPFE), and present a general framework for constructing CP-
and KP-ABE schemes for a class of functions from evasive IPFE and noisy linear secret
sharing for the same class. Our framework can be seen as the lattice-world counterpart
of the general framework for constructing ABE from pairing-based IPFE and (noiseless
or noisy) linear secret sharing, as described in Chapters 4, 5, and 6. Similar ideas
have been employed in various previous pairing-based ABE constructions, which have
been realized through different methods, including dual system encryption and hash

proof systems.

EVASIVE INNER-PRODUCT FUNCTIONAL ENCRYPTION (IPFE). Let’s start by introducing
evasive IPFE. Similar to a standard IPFE [ABDP15], evasive IPFE allows encrypting
a vector u € ZqZ into a ciphertext ict(u), and generating secret keys {isk(v;)}; tied
to vectors v; € ZZ, except that decryption reveals noisy (as opposed to exact) inner
products {u'v; + e;};. The more substantial difference lies in the security requirements.
Standard IPFE ensures that only the inner products are revealed and no other
information of the encrypted vector u is leaked (the key vectors v; are public). Evasive
IPFE tries to capture a “generic-model view” similar to evasive LWE, but at the higher

abstraction level of IPFE. It postulates that if the noisy inner products {u'v; + e;}; with
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“idealized”, i.e., freshly generated (hence independent), noises are pseudorandom,

then the ciphertext is pseudorandom. More formally,

if {Vj, llTVJ' + ej}j X {Vj, $}j,

then impk, ict(u), {v;, isk(v;)}; = impk, $, {v;, isk(v;)};,

Q

where e;’s are independent Gaussian noises. Evasive IPFE is a convenient tool for
generating LWE samples. Consider a simple example where the encrypted vector
is an LWE secret u =s and the key vectors correspond to an LWE public matrix
A, which may or may not be random. Security ensures that as long as the noisy
outputs (s'A + e") with fresh noises are pseudorandom, the ciphertext encrypting s is
pseudorandom.

Jumping ahead, in Section 7.4, we present candidate lattice-based evasive IPFE
schemes, and show their security for restricted distributions of plaintext vectors

(observed by all our ABE constructions) based on evasive LWE.

NOISY LINEAR SECRET SHARING SCHEME (LSSS). The other ingredient of our general
framework is noisy LSSS. A noisy LSSS over Z, for a function f (say, of Boolean
input and output), denoted as LSSSy, consists of a non-zero vector wo,t and matrices
T,{Wys}ep. Given randomness s, the secret and the shares for an L-bit input x are

created from those matrices.

LSSSr: Wout, T, {We b tee(L],e(0,1)5

Secret: $'Woyut + eout; Shares: S'T +e{, {S" Wy (¢ + €}sc[L]-

If £(x) =1, the secret (8"Woyt + eout) can be approximately recovered from the shares,
whereas if f(x) =0, the secret and the shares must be jointly pseudorandom. In
addition, we say that LSSSy is short if its Wout, T, {Wy }¢» have small norms.

Noisy LSSS is a significantly weaker primitive than ABE in that it only considers
a single function f and a single input x, and that the shares for x can depend on f.
In contrast, ABE supports publishing secret keys and ciphertexts for many functions
and many inputs, and both must be generated independent of the data on the other

side. Interestingly, almost every known LWE-based ABE scheme implicitly defines an
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LSSS scheme. In the literature, noiseless and information-theoretically secure LSSS
are known for low-depth functions [KW93,Ber84,BDHM92,Mul87]. Based on LWE,
prior works have constructed a similar primitive, called nearly linear secret sharing
scheme, for arbitrary circuits (see [QWW18,AY20,AWY20] and Chapter 6). See related

works for a comparison.

GENERAL FRAMEWORK FOR CONSTRUCTING ABE. Our general framework uses evasive
IPFE to generically “lift” noisy LSSS into full-fledged ABE schemes. For technical

reasons elaborated in Section 7.2, we need to start from a short noisy LSSS.

Construction 7.5. Given a short noisy LSSS for any family of functions over Z,, KP-
and CP-ABE schemes for the same family can be constructed from an evasive IPFE scheme
over Z,.

When instantiated with our evasive IPFE scheme (Section 7.4.4), the KP-ABE scheme has

Impk| = poly(log q), |ske| = [LSSS¢| poly(log q), |ctx| = x| poly(log q),

and the CP-ABE scheme has

|mpk| = poly(logq), |skx| = |x| poly(log q), |cte| = |LSSSy| poly(logq).

Here, |LSSSy| is the length of its defining vectors and matrices, and polynomial factors in

the security parameter A are hidden.

Using our general framework, the task of building ABE for an arbitrary function class
reduces to the simpler task of constructing noisy LSSS for it. This has led to the

following new ABE constructions.

« In Section 7.6, we design new short noisy LSSS for all arithmetic circuits based on
LWE. The schemes are adapted from the arithmetic garbling proposed by [AIK11].
Combining them with our evasive IPFE scheme yields a new CP-ABE scheme for
bounded-depth bounded-arithmetic circuits from evasive LWE. Compared with
Wee’s construction [Wee22], our scheme eliminates the tensor LWE assumption,

but does not have succinct ciphertext.
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« For deterministic finite automata (DFA) and logspace Turing machines (L),
noiseless LSSS are known, which have been used to construct pairing-based
ABE for DFA and L in Chapter 4. In lattice-based ABE landscape, handling
uniform models of computation has been a challenge. The state-of-the-art
ABE schemes for DFA only tolerate bounded collusion [AS17a,Wee21], are in
the secret-key setting [AMY19a] (this also supports NFA), or do not come with
a security proof [Wee2l]. In Section 7.8, we apply our general framework to
those LSSS with simple tweaks for uniform computation, obtaining both KP-
and CP-ABE for DFA and L based on evasive LWE, the first provably secure
lattice-based public-key ABE schemes tolerating unbounded collusion for these

uniform models.

Corollaries 7.17 and 7.25 (CP-ABE for circuits and ABE for DFA). Assuming LWE and

evasive LWE, there exists a CP-ABE scheme for arithmetic circuits with
Impk| = poly(d,log M), |sk| = |x| poly(d,log M), |ctc|=|C]|poly(d,log M),

where |C| is the circuit size, d is a bound on the depth of C, and M is a bound on the
magnitude of intermediate computation values.

Under the same set of assumptions, there exist ABE schemes for DFA.

KP-ABE for DFA: Impk| = 0(1), Iskx| = O(]x]), |ctr| = O(|T]);

CP-ABE for DFA: |mpk| = 0(1), Iskr| = O(|T)), |ctx| = O(]x]).

Here, |x| is the input length and |T'| is the number of states of the DFA. Each O(-) hides a

polynomial factor in A.

UPGRADING OUR GENERAL FRAMEWORK. An unsatisfactory aspect of the above
general framework is that it requires short noisy LSSS. On the other hand, there are
noisy LSSS that are not short. For instance, the noisy LSSS underlying the ABE scheme
of [BGG'14], as described below.

LSSSr: Wout = ArG™ (), T = Ao, {Wep, = Ay — bG}re[L]bcl0.1);

Secret: s'A/G(u); Shares: s'A; +ej, {s"(A, - x[¢]G) + e}}ée[L].
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The vector u and matrices Ay, A,’s are random, hence they have large entries. (So are
the entries of the gadget matrix G.) We would like to upgrade our general framework to
accommodate the BGG-based LSSS. Beyond the consideration of generality, that LSSS
is the only known LSSS for circuits of succinct size, in particular, |LSSS;| = poly(d)
grows polynomially with the maximum depth of the computation, instead of size. Once
combined with our framework, we immediately obtain a CP-ABE scheme supporting
bounded-depth circuits with succinct ciphertexts.

We achieve this by introducing a stronger variant of evasive IPFE, where the noisy
inner products returned from decryption additionally contains structured noises in
the form of e’g, where g is the gadget vector. More precisely, in an evasive IPFE
scheme with structured noises, a ciphertext ict(u) still encrypts a vector u, but a
secret key isk(V) now encodes a matrix V whose number of columns is the dimension
of g. Decryption produces (u'V + ¢’g" + e'), where e is a small noise vector as before
and e’g is the structured noise. Security is enhanced correspondingly. If the noisy

outputs with idealized fresh noises ¢’, e are pseudorandom, so is the ciphertext, i.e.,

Q

if {V;, u'V; +e/g' + e}

{Vj7 $}7

then impk, ict(u), {V;, isk(V;)}; ~ impk, $, {V;, isk(V;)};.

X

Using evasive IPFE with structured noises, we can now “lift” arbitrary noisy LSSS,

without any norm restriction, into full-fledged ABE schemes.

Construction 7.10 and Corollary 7.30. Given a (not necessarily short) noisy LSSS for any
family of functions over Z,, KP- and CP-ABE schemes for the same family can be constructed
from evasive IPFE with structured noises over Z.

When instantiated with our evasive IPFE with structured noises (Section 7.4.5), the
resultant ABE schemes have the same asymptotic sizes as those in Construction 7.5 —
compared with which, it is now possible to use LSSS with smaller sizes. Assuming LWE and

a variant of evasive LWE, there exists a CP-ABE scheme for arithmetic circuits with
mpk| = poly(d,log M), |skx| = |x| poly(d, log M), Icte| = poly(d,log M).

CONSTRUCTIONS OF EVASIVE IPFE. We propose candidate lattice-based evasive IPFE

schemes, both with and without structured noises in Section 7.4, and extensively study
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them. We show that when the input vectors u; have certain form, namely u/ = s'A. for
arbitrary A;’s sampled using public coins and independent and uniformly random s
(e.g., u' =s' =s'I), then we can base the security of evasive IPFE on variants of evasive
LWE. All ABE constructions in this chapter uses evasive IPFE to encrypt vectors of
this form. For evasive IPFE without structured noises, we rely on the usual type of
evasive LWE assumption, where all noises involved are small (Assumption 7.2). For the
version with structured noises, we rely on a variant of evasive LWE with structured
noises (Assumption 7.1).

In order to reduce to evasive LWE, the ABE constructions must use a single IPFE
instance, instead of many instances with independently sampled master public key.
However, we often want to impose some restriction on what inner products are
produced, e.g., only computing u;v, and ujv,, without revealing ujv, or u,v,. To
achieve this using a single instance of evasive IPFE, we extend the interface to be
identity-based (see Section 7.4.4), so that a pair of ciphertext ictiq(u) and secret key
iskig (v) only reveals the noisy inner product if id = id".

A nice addition is that the study of evasive IPFE already employs several pairing-
based techniques. Nevertheless, the constructions and security proofs are intricate
and require ironing out many details. We hope our evasive IPFE schemes serve as

useful tools in future works.
Related Works. We discuss related works by aspects.

LATTICE-BASED LINEAR SECRET SHARING SCHEMES FOR CIRCUITS. The works of [AY20,
AWY?20] constructed CP-ABE with succinct ciphertext for NC! relying on LWE and the
generic (pairing) group model (GGM). In Chapter 6, we constructed CP-ABE for circuits
with constant-size keys (i.e., of size poly(1)) and succinct ciphertext (of size |x| poly(A),
independent of depth). Both schemes combine a nearly linear secret sharing scheme
with a pairing-based IPFE.

Nearly LSSS is very similar to noisy LSSS. Both are noisy and if f(x) = 1, evaluation
reveals a random secret s perturbed by a small noise e. The major differences are
i) nearly LSSS requires linear reconstruction and the noise e to be small, which are not

required by noisy LSSS, and ii) noisy LSSS shares must have the specific form s'T + e,



263

{s"Wexie) + €}, e[z where the noises are small. These requirements are tailored for
composition with pairing-based IPFE and evasive IPFE, respectively. We compare
their secret sharing scheme and techniques with ours.

Based on the laconic function evaluation (LFE) protocol of [QWW18], which in
turn is based on the circuit KP-ABE scheme of [BGG"14], the works of [AY20,AWY20]
proposed a nearly linear secret sharing scheme for NC! and Chapter 6 one for circuits.
The nearly LSSS schemes are then lifted to ABE schemes using pairing-based IPFE
— those ABE schemes use pairing-based IPFE to compute rerandomized nearly LSSS
shares. As a result, the computed shares reside in the exponent of the pairing
group. By the fact that reconstruction is linear, the perturbed secret (s +e) can
be recovered in the exponent if f(x) =1. However, to recover the secret s in the
clear, the schemes rely on exhaustive search of the noise e. Therefore, e must be
polynomially bounded, which is particularly difficult to achieve when evaluating high-
depth circuits (see Chapter 6). The fact that e must be small also makes the security
proof more challenging, as one cannot rely on noise smudging.

Differently, in our general framework and hence CP-ABE schemes, the secret
shares are computed in the clear and the evaluation noise e just need to be sufficiently
small compared to the modulus, and evaluation can be non-linear. However, we
require randomization of the shares in the form of s'T + e, {s"W, [ + €/}, L] with
small noises, in order to match the precondition of evasive LWE, where these small
noises are “idealized” to be fresh.

A technical relation is that those ABE schemes rely on GGM or knowledge-type
assumption (the Knowledge of OrthogonALity Assumption, or “KOALA”) on the pairing
group to argue that correlated instances of secret sharing for different computation
{(fi,x;)};; where f;(x;) = 0 for all , j (resulting from decrypting all pairs of secret keys
and ciphertexts) are jointly secure. In our ABE scheme, we rely on evasive IPFE (and
by reduction, evasive LWE) to assert the security of the many correlated instances of
secret sharing. In folklore, evasive LWE is regarded as a lattice counterpart of GGM,
although there has been no formal known connections between them.

The works of [AY20,AWY20] as well as Chapter 6 combine pairing techniques with
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lattice ones, relying on pairing-based IPFE as well as LWE. This chapter translates
pairing techniques to the lattice world, creating a lattice implementation of IPFE,
suitable for ABE when combined with LWE. Evasive IPFE is reminiscent to the very
strong simulation security of IPFE in GGM proven in Chapter 6, which can be seen as

a step towards understanding the connection between GGM and evasive LWE.

Noisy IPFE. The work of [Agrl9], followed by [AP20], proposed a primitive called
noisy IPFE, which evaluates noisy inner products, i.e., (u'v +e). It is defined with
strong security property. For any two plaintext vectors u,u’ and key vectors vy, ...,V
such that their inner products are approximately equal, i.e., (u —u’)"v; is small for
all j, the ciphertext encrypting u and that encrypting u’ must be indistinguishable.
The rationale is that the noises resulting from decryption is sufficient to “smudge”
the difference between the inner products. This primitive is strong enough to imply
indistinguishability obfuscation when combined with other well-studied assumptions.

Our evasive IPFE has a different security requirement. It states that if the
inner products plus fresh noises are pseudorandom, i.e., {uLTVJ. + eij} ~ {$}, then the
ciphertexts encrypting u;’s are pseudorandom given the keys. We achieve this under

evasive LWE for a general class of distributions of inputs.

ABE FOR DFA FROM LATTICES. The work of [AS17a] presented a public-key FE for DFA
from LWE against bounded collusion. A bounded-collusion ABE for DFA, with better
efficiency and also based on LWE, was presented in [Wee21]. In [AMY19a], the authors
devised a lattice-based secret-key ABE for NFA. The work of [Wee21] also proposed
a candidate public-key KP-ABE for DFA based on lattices. In terms of methods, it
relies on the DFA garbling implicit in [Wat12] (made explicit in Chapter 4), which we
also use for our scheme. While many known ABE for DFA (including [Wat12,GWW19,
GW20a,Wee21], Chapter 4, and this chapter) are roughly based on the idea of securely
computing a pseudorandom garbling for DFA, to our knowledge, only Chapter 4 and
this chapter explicitly use functional encryption (concretely, IPFE) to do so. In terms of
results, in [Wee21], there was no reductionist proof of security but some preliminary
cryptanalysis, in which an idea in the line of evasive LWE is used (replacing a trapdoor

preimage by the intended usage result, with fresh noises). The development of evasive
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LWE is later to [Wee21]. While we do not immediately see a proof from the version
of evasive LWE in our work or [Wee22,Tsa22], it is plausible that another variant of
evasive LWE could be formulated to prove its security (or a slightly modified variant

thereof).

7.2 Technical Overview

We give an overview of our techniques.

7.2.1 Review and Renew

Our starting point is a well-established method of constructing ABE using linear secret
sharing schemes (LSSS) and pairing.

A traditional LSSS is noiseless and information-theoretic. An LSSS for an arithmetic
function f : ZF — {0, 1} is specified by vector woy: # 0 and matrices T, {Wy o, Wy x YeelL]
over Z,, each of which has ny rows. Given randomness s € ng , the secret is s"wyyt

and the shares are
s'T and {s'(Wyo +X[€]Wy ) }re(r-

For correctness, if f(x) = 1, the shares s'T, {S"W, x4} }sc[z] must determine the secret
$'Wout, where Wy xis = Wy + X[¢]W, . For security, if f(x) =0 and s is uniformly
random, the shares must be independent of §"wo.

To obtain (KP- or CP-) ABE from LSSS, pairing is used so that when decrypting a
ciphertext using a key, tied to f,x, it will first compute the LSSS; shares of x encoded
in the exponent of the target group, which can then be used to recover the secret
(again, in the exponent) if f(x) = 1. For the construction to be secure, the computed
shares should use good randomness, which must be kept hidden. The mechanism
of computing the shares vary across known constructions, and oftentimes it can be
regarded as inner-product functional encryption (IPFE) [ABDP15]. Since the shares
are computed in the exponent, pseudorandomness can often be obtained from DDH-
style rerandomization, e.g., in CP-ABE, keys contain random r, ciphertexts contain

S'T, {S"Wy x[¢] }¢e[z] With random s, and the computed shares are rs'T, {rs"Wy x[¢] }rez]
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in the exponent of the target group. Intuitively, by the decisional Diffie-Hellman
assumption, the computed shares, using rs as its randomness, is indistinguishable
from being created with fresh randomness. This intuition has been implemented
in multiple ways, e.g., dual system encryption, hash proof systems, or using slotted

IPFE.

ABE from LSSS and Lattices. Pairing-based ABE only supports low-depth computa-
tions, because the expressive power of polynomial-size LSSS is limited in NC [KW93,
Ber84,BDHM92,Mul87]. To circumvent this lower bound, we must relax the notion of
LSSS to support richer classes of functions. We consider LSSS with noises, termed
noisy linear secret sharing in this chapter. Such a scheme for f is again specified by

Wout, T, {We 0, Wy x }rez], but the secret and the shares now contain noises.

Secret:  $"Wout + eout;

Shares: s'T+e[ and {s"(Wyo+X[¢]W,) + e}}k[”.

We additionally allow the secret sharing to have a reusable part R (always given
and not randomized). If f(x) = 1, correctness only guarantees recovering the secret
approximately. For security, if f(x) = 0, the secret and the shares should be jointly
pseudorandom even given R, Wy, T, W’s. Following the previous pairing-based general
framework, we now need an appropriate IPFE that can compute and rerandomize the

noisy secret shares.

Insufficiency of Existing IPFE. When using pairing-based IPFE, since the shares
are computed in the exponent, one can only reconstruct the secret plus noise in the
exponent. To be able to recover the secret in the clear, the noise must be polynomially
small to allow for exhaustive search. However, keeping the noise small is difficult
when evaluating arbitrary depth circuits.

To get around this limitation, we ask whether lattice-based IPFE schemes such
as [ABDP15,ALS16] can help. They yield decryption results in the clear, dispensing
the limitation on the magnitude of noise. However, it is unclear how to use these
scheme to generate the noises needed in each rerandomized secret shares. In fact,

Agrawal [Agrl9] together with Pellet-Mary [AP20] showed that a noisy IPFE scheme
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capable of computing inner products added with (computationally) good Gaussian

noises implies iO when combined with other standard assumption.

Evasive IPFE. We solve the aforementioned challenges with a new primitive called
evasive IPFE. For convenience, we directly define the identity-based variant. Each key
is for a vector v under some identity id’, and each ciphertext, u and id. Decryption

yields an approximation of u'v if and only if id = id".

iskig' (V)| pec |U'V+e, ifid=id;
—_—

ictig(u") 1, ifid # id’.
We also denote batches of keys and ciphertexts as iskig(V) and ictiq(U") so that their
pairwise decryptions approximate U'V.
For security, given arbitrarily many keys, the ciphertexts hide u’s if all the inner
products that can be computed are jointly pseudorandom, when they are added
with fresh Gaussian noises. More precisely, given secret keys generated for v; under

identity id’ and ciphertexts for u; under id;, the security property stipulates that

if aux, {w;v; +e; ;}ig=ia; ~ aux, {$}iq,=ia,

then aux, {iskiaq (v;)};, {ictia; (w;) }; ~ aux, {iskiq (v;)};, {ictia; ($)}:.

Here, e; ;’s are fresh (Gaussian) noises, and aux is auxiliary information about v, u’s —

think of it as the public coins for sampling v’s.

7.2.2 ABE from Noisy Linear Secret Sharing and Evasive IPFE

Given evasive IPFE and noisy LSSS, our general framework for constructing KP- and
CP-ABE is modular and simple. For example, to construct CP-ABE, each ciphertext
for a function f consists of a series of IPFE ciphertexts encoding S"W’s, where S is an
LWE secret matrix, and each key consists of IPFE keys encoding LWE public vector
r and input x. Their decryption produces rerandomized secret shares of the form

(r'STW + e'). Below is an example.
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Sky : isko( Lg/2], r ), {iske( r, X[4]r )}eer);
th : iCto( 0, T'S ), {iCtg( W},OS’ W},XS )}ZE[L] s
icto( H, W, .S ).

The decryption yields a noisy version of W'Sr’s as desired.

The security proof of ABE involves invoking the security of evasive IPFE to argue
that all IPFE ciphertexts are hiding, which only applies if all noisy inner products are
pseudorandom. Recall that in the ABE security game, there are multiple keys, and the

inner products are

(for x;) (Sr))'T + e{,j, {(St;))" (Wpo + Xx;[£]W, x) + ejT',Z}ée[L]’

(Srj)Twout + eout,; + - Lg/2].

Those are exactly the shares and secrets generated using randomness Sr;, but the
components as-is are not pseudorandom, because r;’s are public, and the same
secret matrix $§ and matrices T, W’s are reused in all shares for different x;’s.
Hopefully, if we could somehow change the randomness from Sr; to (Sr; + e, ) with
independent Gaussian e, ;’s, then by LWE (for secret S), the rerandomization generates
pseudorandomness, i.e., Sr; + e}’j ~ $, and then so are the shares. We show that how

to achieve this in two ways.

Short Secret Sharing. If we require that the secret sharing be short, i.e., the matrices

Wout, T, Wy x(¢1’s have sufficiently small norm, then thanks to flooding by e ;’s,
{(Sr))'T + el’j}jem ~s {(Sr; + e )T+ e{,j}jew].
The same holds for all the shares and secrets, achieving rerandomization.

Evasive IPFE with Structured Noises. Alternatively, we can augment the notion of
evasive IPFE to include structured noises to work with arbitrary noisy LSSS. Instead of
having only small noises, the noisy inner products now look like (u'V + e'G + (e’)"),
where V is associated with the secret key. Correspondingly, security holds if the noisy
inner products with fresh noises ¢’ and e are pseudorandom.

To use such evasive IPFE with structured noises to rerandomize secret shares,

we need an additional trick. The problem is that the structured noises are of the
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form e'G instead of "W x (¢, and the e here is different for each decryption (e.g.,
for computing the shares corresponding to x;[1] and x;[2] for the same ;). To get
consistent eJT-Wg,x[g] for each x; (key) independent of ¢ (input bit index), we perform a

noisy secret sharing
(8 + €)W 1) = 1}8We 1) — (£)'QG™ (We 1)) +((£)'Q + €66 (Wex ),

where the wavy underlines indicate small noises (without G structure) and each noisy
term on the right-hand side can be computed using evasive IPFE, without and with
structured noises respectively. Importantly, each ABE key only uses one structured

noise e;, and the shares for the L input bits use the same e; in €;Wy (s

Short Noisy Linear Secret Sharing for Polynomial-Size Circuits. Our construction
of short noisy linear secret sharing scheme for circuits is inspired by the arithmetic
garbling scheme of [AIK11] and deals with the circuit gate by gate. In this paragraph,
we will use “labels” for “shares” as it is customary for circuits (noisy linear secret
sharing is a partially hiding garbling).

To begin, each gate i is associated with two random low-norm matrices W; o, W; «,
which we call the label function of gate i. The label (before randomization) encoding
some value x is W;, = W, +xW,,, and its randomized version is (s'W; . +elT’x).
Suppose gate i has its input wires connected to gates i1, i, and their output values are

x,x1,x2, we can sample a random low-norm matrix U; and rewrite

Wio+ (x1+22)W; o = (U; + 61 W, ) + (Wi — U; + 20W,; ),

Wio + x100W; 5 = 22(U; + 01 W, ) + (W 9 — x2U),

depending on whether gate i is an addition or multiplication gate. We denote the
decomposed terms that are affine in x; as W;, ,,, and those affine in x, as W;, ., — note
that W, , is contributed by all the fan-outs of gate i. The randomized, noisy s'W, , can
be obtained from the noisy versions of s'W; ,, and s'W;, .,. We call W’s and s"W’s the
expanded labels, and consequently, W’s and s"W’s the shrunken labels.

For each gate i, we also sample and publish a low-norm matrix R;, and publish
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in 8'T (the “garbled table entries” for gate i)
s"(WioR; + Wig) + (€] ), 8T(WiR; + Wi,) + (€] ).

The values of R;’s and noisy s'T are given regardless of the input values. Note that
these values enable computing the expanded label s'"W; , from the shrunken label
s'W, , for any value x that gate i happens to take. We also include s"(W\¢| oRjc| + Wout)
to facilitate the recovery of secret when C(x) = 0. The shares consist of the input
labels as well as the garbled table entries for all gates.

Evaluation also proceeds gate by gate, starting from the input gates. For each
gate i with value x, the evaluation procedure recovers the shrunken label, then use R;
and the garbled table to recover the expanded label, which is later used to recover
the shrunken labels for gates taking gate ¢ as input. Eventually, if the output is 0, we
approximately recover s'wqy; from s"W ¢ o and s"(Wc|oRc| + Wout) and Ric|.

We sketch the security proof. In the first step, we replace all the noisy s"W; ¢’s
and s"W;,’s by random 47 and 47, using the flipped LWE assumption. Then, for
a particular input x, we simulate &, and ; x using d;,, (call this “active”) and 6, »,
where x; is the value of gate i when evaluated on input x. The key observation here is
that in such hybrids, the active expanded labels and garbled table entries no longer
depend on the “x” ones. To argue the input labels and the garbled table are jointly
pseudorandom, we deal with active labels/table and “x” ones in two passes. In the
first pass, we work on the “x” labels/table bottom-up (output gate to input gate). This
step is computational and involves flipped LWE for public matrix R — for each “x”
table (67 R; + EI’X), the secret 7 will be absent everywhere else when the proof
comes to this table, so flipped LWE ensures that the first term is pseudorandom,
hiding &, x, thus removing information about the “x” labels of its fan-outs. In the
second pass, we work on the active labels/table top-down. This step is statistical using
the information-theoretic garbling security (so technically security is already in place
when we finish the first pass), and the top-down order is just a pedagogy device for

understanding the proof.

Succinct CP-ABE for Circuits. A (non-short) noisy linear secret sharing scheme can

be distilled from the celebrated KP-ABE for circuits due to [BGG*14], as observed
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by [AWY20]. The scheme is succinct — the sizes of R, T, W’s only depend on the depth,
not the size of the circuit. Combined with evasive IPFE with structured noises, we

immediately obtain succinct CP-ABE.

Secret Sharing and ABE for DFA. The existing linear secret sharing scheme for DFA
(see [Wat12] or Construction 4.8) can be cast as a noisy linear secret sharing and is
short. The definition of noisy linear secret sharing inherently considers fixed input
length, while in (say, CP-) ABE for uniform computation like DFA, we would like a
ciphertext (tied to DFA) to potentially authorize a key (tied to input) of arbitrary length,
and conversely a key to be accepted by a ciphertext of arbitrarily many states. In the
previous scheme, ct; determines the input length it accepts, so the same construction
cannot be directly used.

We follow the paradigm in [Wat12] and Section 4.6 and exploit the locality of DFA
computation. Namely, each DFA step is simply reading an input bit from a fixed
location and transitioning the previous state to the next. At a very high level, the
most important shares (related to state transitions) are of the form (s}[‘x[ 0~ S)_1)s
where Iy, I'; are determined by the DFA state transition function, and s, . .., Sz, each
of dimension Q (number of states of DFA), together constitutes the secret sharing
randomness s of length LQ. The locality of shares in s is inherited from the locality
of DFA computation, and the subtraction expresses the state transition. Evaluation is
a telescoping sum that chains the state transitions.

In (again, say CP-) ABE, we set s to be LWE samples jointly generated by the keys
(size dependent on L) and the ciphertexts (size dependent on RQ), s, = Sry for r/’s in
each key and S in each ciphertext. Continuing with the high level form of the most

important shares, we set

Sky : {isk( (1-x[€Dre, X[l]re, o1 )}eeirs
ctppa : iCt( I'BS, I‘{S, -S )

Upon decryption, they compute all the shares, which reveal the secret approximately if
the computation is accepting. For security, we first argue that St’s are pseudorandom,

hence the shares are indistinguishable to created using fresh randomness, then we
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invoke the (information-theoretic) security of DFA secret sharing, and conclude ABE

security from evasive IPFE security and pseudorandomness of the shares.

7.2.3 Instantiation of Evasive IPFE

Our candidate evasive IPFE schemes draw inspiration heavily from known IPFE

constructions, and we proceed in three steps.

Basic Scheme. The basic scheme without identities nor structured noises is
reminiscent to the schemes due to [ABDP15,ALS16]. The master public key consists of

two matrices B, A, the master secret key is a trapdoor of B, and
isk(v) = B/(AG™ (v)), ict(u) = (d'B,d'A + W'G) = (c], c}),

where B™!(p) is a low-norm vector k satisfying Bk = p, which can be sampled using
the master secret key. For correctness, observe that ¢;G(v) — c]k approximates
u'v. We study the security of this simple scheme extensively in Section 7.4. Most
importantly, its security can be reduced to a variant of evasive LWE if the plaintext

vectors u are uniformly random over a publicly known subspace.

Identity-Based Scheme. We borrow techniques from pairing to generically achieve
identity-based schemes. In pairing-based IPFE, identity binding can be achieved using
a single-identity scheme (denoted with primes) by adding a blinding factor in the

decryption result. Let ¢, ¥ be random, then

iskig:(v) : isk'( v, v, id-yw ),

ictig(u) : ict/( wu, id-e, -p ).
The decryption outcome is (u'v + (id — id")pw). When the identities match, the result
is the desired. When they do not match, the result is blinded by ¢w, which is
pseudorandom in the exponent (e.g., by DDH). The similar idea can be applied to
evasive IPFE, except the blinding factor is @', which is pseudorandom by LWE. To
see security, observe that non-matching identities, due to @', yield pseudorandom
inner products concerned by the underlying scheme, whereas matching inner

products are already pseudorandom by premise.
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Scheme with Structured Noises. The structured noise g' ® e’ is simply e multiplied

by powers of two. To obtain them, we change the format of d'B in ict into

d'By +2%" + ()", ..., d'Bg_;+25'e"+ (e} ),
where e, e[, ..., e} ; are Gaussian noises. For u'V + g' ® ¢”, we would like to transform

the previous blocks into
d'AG (vo) +2%" +ey, ..., d'AG(vg_p)+2K7le" v+ |,

so that they will cancel d"TAG™ (V) from (d"A + u'G)G (V) while attaching g" ® ¢” to
it. This can be done by finding low-norm K such that B,K = AG™}(v;) for all %, or
equivalently BK = P for

By AG_I (Vl)

W
Il
-1
I

Bx_1 AGH(vy)

We sample B with trapdoor to be able to sample K. Some more care is required
to support decryption with either structured noises or not. Relying on a modified
version of evasive LWE, termed evasive learning with structured errors assumption,
our candidate is again secure for u random over public subspace, sufficient for our

application of succinct ABE.

7.3 Preliminaries
Table 7.1 explains select single-letter symbols used in this chapter.

Auxiliary Gadget Vector/Matrix. Recall that G =1, ® g’ for the usual gadget, where g
is of dimension m/n. Given K € N, we let (note the different order in the Kronecker

product)
g=(2°...,25)  and G=g ®L

When 2K > g, the vector G }(p) is again the bit decomposition of p € 7y, arranged so

that GG™(p) = p. The notation G™1(-) extends to matrices column-wise.
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Table 7.1. Select single-letter symbols in this chapter.

context symbol | meaning
LAk computational/statistical security parameter
genetic B,0,0,A challenge bit, random scalar/vector/matrix
ABE J,J key count, index
r,s rerandomizer, garbling randomness
n,m,q,p dimension, dimension, modulus, hardness exponent
g G gadget vector/matrix
p,P. kK image vector/matrix, preimage vector/matrix
lattices A B 1 rrTatrix, matrix. With. tra.pdo.or, traI.)door
D,o discrete Gaussian distribution, width
e,e,E,B noise scalar/vector/matrix, noise bound
d,r (evasive) LWE secret, sampler randomness
K,k structured noise length/index
7,q9,Z,z identity space (family), modulus, dimension, index
B,o error bound, noise width
IPFE v,u' key/plaintext vector
J, 1, j,i key/ciphertext count, key/ciphertext index
v, Q' key/ciphertext randomness for identity binding
F,f,x,L,¢ | function family, function, input, length, index
q,n,s modulus, randomness dimension, garbling randomness
. w,w,w, W | secret scalar/vector, label (function) vector/matrix
garbling .
t, T garbled table vector/matrix
R reusable information
B,e noise bound, garbling noise
C,d circuit, depth (bound)
circuits | x, M wire value, wire value bound
x,L,¢ input, length, index
r,Q,qrT DFA, number of states, state, transition matrix
DFA 1,&,L initial/rejection state vector, input length bound
x,L,¢ input, length, index
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Evasive LWE Assumption. Conceptually, we consider two knowledge assumptions —
evasive learning with errors (evasive LWE) and evasive learning with structured errors
(not abbreviated). The former is a special case of the latter, and we formulate the

definitions as such.

Assumption 7.1 (evasive learning with structured errors). Let S(1};r) be an algorithm

that, given randomness r, outputs

K !oad 41 !
1n7 1m7 1 »q, 1n ) I ’ 1 ’ ]-m ) -1, UpOSt = Upre = Oy

D K J 4 ’ ’
Pz, % (A1, Ao ticin (A € Z57™, Ao € Z77™),

b

where m > mo(n(K +1),q) and o1 > 0p(n(K + 1), m) are constrained by Lemma 2.3.

Suppose
(B, 7) & TrapGen(1"E+D 1™ q), K <& SampD(B, 7,P, 0.1),
$ !, $ / $ / $ 4
do < ZZ ; €pre,i0 < D,Zn,gpre, €post,i,0 < D£gpost, bio « ZZz )
$ $ m(K+1 $ m(K+1 $ m(K+1
d; — ZZ, €pre,il < DZ,Upre ), €post,i,1 < Dzyg'post)’ 6i,1 — Zq ( );
$ J(K+1) $ J $ J(K+1)
€pre,i,2 < DZ,Upre , €pre,i 4 < ,Dz’gpre7 61’,2 — Zq s
$ $ .
€pre,i3 < D%Upre, €post,i,3 < ngpost, for all i € [I].
Letg’ =(2%2! ...,25 )T and
B T T T T
B:(B—]jB(),"'aBK_I) ’ B= (B—17B07"'7BK—1)1
D T T T T
P: (P—]_’P()y"-7PK_]_) ’ P: (P—].aPO’""PK—].))

where By, € Z;"™ and Py, € ng']. The precondition evLWsEgre is

1* [d]P + (04,8 ® €hreia) + €hreins 1%, 6],
T dIB + (OIXm, gT ® el)re,i,s) + e;re,i,l’ ~ T (SLT,I’
B, diA; +dpAg; + €0 ietn) ) yen B, |0, ietn1)) 1o
The postcondition evLWsES , is
1,7, |dB+ (01xm, B ® €] 3) + €hosi s ()i
B, K, diA;; +dpA; + egost,i,o B.K, (4,

i€lll) ) jeN © el ) jen
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The evasive learning with structured errors assumption states that evLWsE‘psre implies

evLWsES _ for all efficient S.

post

Assumption 7.2 (evasive LWE). A sampler S (Assumption 7.1) does not use structured

noises if Pr[K = 0] = 1, for which evLWEgre (resp. evLWEgost) is defined to be evLWsEgre
S

post

S
pre

S

(resp. evLWsE post

). The evasive LWE assumption states that evLWEg . implies evLWE

for all efficient S not using structured noises.
Note that for evasive LWE, B=B=B_; and P=P =P_,.

Remark 7.1 (public-coin samplers). As in [Wee22, WWW22], our evasive assumptions are
only for public-coin samplers, which we enforce by providing the sampler randomness
to the distinguisher. It is weaker than the versions [Tsa22,VWW22] used for witness
encryption, which considers private-coin samplers and the distinguisher, instead
of the sampler randomness, gets the auxiliary information, an additional output
produced by the sampler. The public-coin assumption avoids obfuscation-based
counterexamples, where P is sampled with a trapdoor and the auxiliary information

contains an obfuscated program with the trapdoor hardwired.

Remark 7.2 (comparison with [Wee22, WWW22]). As suggested in [Wee22], the noise
magnitude in the postcondition can be made larger than that in the precondition for
a more conservative assumption. We can implement it by requiring the assumptions
to hold only for samplers with a gap between opost and opre. We additionally allow a
worse Gaussian preimage K. Other than the magnitudes of samples, our version of
evasive LWE is stronger than the version in [Wee22], and is similar to but incomparable

with that in [WWW22].

While appearing much more complex, our evasive learning with structured errors
assumption follows the same rationale as all existing versions of public-coin evasive

LWE. In evasive LWE (without structured noises), the basic idea is that given
K & BL(P), d'B +e], d'A+e],

the trapdoor preimages can only be meaningfully used to multiply the corresponding

LWE samples, i.e., (d'B+e])K=d'P+e/K, and that moreover, the correlation



277

between e, and e[K is not useful to the attacker if the samples have no apparent

relations when e]K is replaced by fresh e). Therefore, the precondition requires that
d'P+e), d'B +e], d'A+e
be pseudorandom, and evasive LWE asserts that (d'B + e[, d"A + e]) is pseudorandom

in the presence of K.

For evasive learning with structured errors, suppose we are given
T kT T T T
K, {d'B;, + 2%e; + €, bocrex-10 d'A +e,

where B.K = P;, for all k. Again, the trapdoor preimages can only be meaningfully

used to multiply the corresponding LWE samples to obtain
(d'B, + 2"} + €] ,)K = d'P;, + 2*e[K + e[ K.

Following the same rationale of “correlation among noises not helpful if samples with
fresh noises are pseudorandom”, we replace {e{’kK} ,» €;K by independent {eg,k} b €4
This gives rise to the conditions in our assumption. It remains to figure out how to
sample K simultaneously satisfying B;K = P;, for all k2. The equations can be rewritten

as

so it suffices to sample the vertically blocked B,’s with trapdoor. We further incorpo-

rate a block (B_; and P_;) without structured noises and arrive at Assumption 7.1.

7.4 Evasive Inner-Product Functional Encryption

We define identity-based IPFE with structured noises and its security. A scheme might
not support every combination of moduli, identities, and noise structures, which can

be signaled by the algorithms aborting.

Definition 7.1 ((IB-)evIPFE(-w/sn)). Let 7 = {7, , x,z}1,4,k,zeN be a family of sets. An
(identity-based) evasive IPFE (with structured noises) scheme for Z consists of four efficient

algorithms.
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« Setup(14, ¢, 1%,1%) takes as input the modulus g, the noise parameter K, and the

dimension Z. It outputs a pair (impk, imsk) of master public/secret keys.

« KeyGen(14,imsk, id, v,, V,) takes as input imsk, an identity id € 7, , x z, a key
vector v, € ZZ, and a key matrix V, € ZZ*K, It outputs a secret key isk for (v, V)

under identity id.

* Enc(1%,impk, id, s, u") takes as input impk, id, a noise structure s € {o, g}, and
a plaintext vector u € ZZ. It outputs a ciphertext ict of u under id for noise

structure s.

« Dec(1%,impk, id, vy, Vy, isk, 5, ict) takes as input impk, id, vy, Vy, isk, s, ict. If ict is for
noise structure s and both isk and ict are under id, the decryption result is in Z,

and is supposed to approximate u'v, (when s = o) or u'Vy (when s = g).

Let B be a function mapping (4, ¢, K, Z) to natural numbers. The scheme is B-correct

foroifforall A,q,K,Z €N, id € T) gk z, Vs € ZZK, v,,u € ZZ, it holds that

(impk, imsk) & Setup(l’l, q,1¥,1%) Dec(1%, impk, id, vy, Vg, isk, o, ict)
Pr isk <& KeyGen(1%, imsk, id, vy, Vg) : =u'v,+e, forsome =1
ict & Enc(1%,impk, id, o, u") es € [-B(A,q,K,Z),B(A,q,K, Z)]

For B-correctness for g, the requirement is

Dec(1%, impk, id, vy, Vj, isk, g, ict)
—»— for impk, imsk, isk
Pr : =u'Vy+ g ®eg+ey, forsome | =1
ict & Enc(1%,impk, id, g, u")
eqsr €0 € [-B(1,¢,K,Z),B(A,q,K,Z)|*

The scheme is B-correct if both are satisfied.

The correctness property is trivial when Z =@ or B > g/2. We are interested in
large enough 7 and reasonably small B, for useful choices of ¢, Z. Jumping ahead,
Constructions 7.2 and 7.3 support exponentially large |Z| and ¢/B, which suffice for
our ABE schemes.

When referring to specific schemes, if |Z| is small, we remove “identity-based”

(IB), and if they only support K =0, we remove “with structured noises” (w/sn).
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Batch Notations. It is convenient to consider KeyGen, Enc, Dec in batches. Let
Vo= (Vie,..., Vo) €Z2, Vy=(Vi,..., Vg €Z2% U=(w,...,up) € 229
be matrices (batches of vectors/matrices) and id € Z, s € {o, g}. We write
isk & KeyGen(imsk, id, V,, Vg) and ict & Enc(impk, id, s, U")

for isk « {isk;}jers) and ict « {ict;};c[r, where

isk; <~ KeyGen(imsk, id,v;,,V;,) forall j € [J],

ict; < Enc(impk, id, s, u}) for all i € [I],
and Dec(impk, id, V,, Vg, isk, s, ict) means

Dec(impk, id, v1 o, V1 g, isky, s, icty) ‘.- Dec(impk, id, v o, Vg4, isky, s, icty)

Dec(impk, id, v1,o, V1,4, isk1, 5, icty) e Dec(impk, id, vz, Vg g4, 5Ky, s, ictr)
which is approximately U'V,. The mnemonic is that the decryption result is the

plaintext matrix U™ multiplied by the key matrix V..
Security. We consider very selective (also known as static) security with respect to a
sampler producing pseudorandom structurally noisy outputs.

Definition 7.2 (IB-evIPFE-w/sn security). Fix an IB-evIPFE-w/sn scheme (Defini-
tion 7.1). Let S = (Sy, Sy) be two algorithms with the following syntax.

- Sy(1h Tpub), given randomness rp,yp, outputs
K 12 Jid 1ldo 1k
qa 1 > 1 ’ lD g I/Lq,K,Za {1 Id’ 1 Id,l)’ 1 Id’g}id€|Da Upre 2 07
Z X, ZxKJ;
{Vid.0» Vid g }ideid (Vig,o € 25, Vig g € Z7771).

. SU(l/l,rpub; rpriv), given ryy, and additional randomness riy, Outputs

ZxIid s
{Ude,S}idelD,se{o,g} (Uid,s € Zq ‘ ),

where q, Z, ID, {Iiq s }ideD,sc{0,q) agree with the output of Sy (14 Tpub)-

Suppose (impk,imsk) < Setup(1%, ¢,1¥,1%) and for all id € ID, s € {0, g},

$  ~JidXid,0 $  ~Jidxlid $ ~Keiaxlig
E , <D ' E, . <7D 9 E, ., <D 9
id,0 Z,0pre ’ id,0g Z,0pre ’ id,g0 Z,0pre O’
$  —JidXlid,o $ 5 KJigXlidg
Apre,id,o — Zq ’ Apre,id,g — Zq ’
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iskig < KeyGen(1%,imsk, id, Vig 5, Vig 4),

ictly . < Enc(1*,impk,id, s, Uf ,),

ZxIig,s
q s

U &7z ict}y , < Enc(1!,impk,id, s, Ug 4 ).

$,id,s

S has pseudorandom structurally noisy inner products, denoted IPFEsec‘gre, if

A T T A T
1 ’ id,oVid,o +Eid,n’ 1 ’ pre,id,o>

~
=~

T o7 T T T
"pubs (Uid,gVidg +8 @ Eiggg + Eid,go idein/ ) jen "pub> \Ppre,id,g Jigep 1eN

The scheme is S-secure, denoted IPFEsec® ., if

post?
A . Lk A H $
17, |ctid’D, 17, |ctid’0,
T'pub> iCtTd,g7 ~ T'pubs iCt?d,gp
impk, |isk; impk, |isk;
PX, id )igein/ ) genN P¥, id )igein/ ) genN

The scheme is oypreo-secure if it is S-secure for all efficient S such that opre < opreo and

IPFEsecS... holds.

pre

Remark 7.3 (public and private coins). It is necessary to make the sampling of U private-
coin. Since IPFE does not protect V (the key vectors/matrices), the adversary is
assumed to have full knowledge of V. If U were sampled with public coins, the
distinguisher against the ciphertexts (in IPFEsec,ost) would know both V and U, thus
U'V. In the first distribution (containing ciphertexts of U), decryption will yield the
correct output, whereas it is not the case for the second distribution (containing
ciphertexts of random vectors).

We formulate Sy as public-coin and Sy as fully private-coin, to avoid obvious

counterexamples (e.g., obfuscation-based).

7.4.1 Basic Construction — Single-Identity, No Structured Noises

We first present a simple candidate for one identity without structured noises. The
scheme is reminiscent to many existing IPFE constructions, e.g., in [ABDP15,ALS16,

Weel7,Agr19,AP20] and Chapters 4 and 5.
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Ingredients of Construction 7.1. We rely on Lemma 2.3 for correctness. The security

of the scheme is elaborated in Sections 7.4.2 and 7.4.3.
Construction 7.1 (evIPFE). Our scheme works as follows.

* Setup(q, 1¥,1%) takes as input ¢, K, Z. If K # 0, it sets 7, x z = @ and terminates
(aborting case). Otherwise, the algorithm sets Z, x 7 = {1}, and deterministically
picks n,m and o_; > 0g(n, m) appropriate for Lemma 2.3, as well as opost, k.
It samples and sets

(B, 1) & TrapGen(1",1™, q), A& Z;szl'logz q],

impk = (1",1™, ¢, 1%, 0_1, Opost, 1¥, A, B), imsk = (impk, 7).
The algorithm outputs (impk, imsk).
+ KeyGen(imsk, id, v,, V,) takes as input imsk, id =1, v, € Zqz, and Vg = L. It runs
k <& SampD(B, 7,AG 1 (v,), 0-1).
Here, G is of shape Z x Z[log, q]. The algorithm outputs isk = k.

* Enc(impk, id, s, u") takes as input impk, id =1, s € {o,g}, and u € Zg. If s = g, the
algorithm outputs L and terminates (the scheme does not produce any key

capable of decrypting such a ciphertext). Otherwise, it samples

eO <i DZUOgQ q-]

$ n $ m
d—Z e, —D .
q’ 1 Z,Upostyﬁapostﬁ

Zﬁ'postaﬁapost‘/;’
The algorithm outputs ict = (d'B + e], d'A + ej + u'G).
+ Dec(impk, id, vy, Vg, isk, s, ict) computes and outputs
) —isk
ict - .
G! (Vo)
Correctness. By Lemma 2.3, we have Bk = AG™(v,) and | k|| < 0_1Vm, so

—isk -k
ict - —u'v,=(d'B+e],d'A+e)+u'G) -u'v,
G (vy) G (vy)

=-elk +e[G(Vy),
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|~eik + ;G (Vo) < m - [ler] - [IKl| + Z[log, g1 - lleoll - 167 (Vo) |

< kM2 0pest(m*?a_1 + Z[log, q1).

Let B be the right-hand side, then Construction 7.1 is B-correct.

7.4.2 Security as an Assumption

Inspired by the evasive LWE assumption, we propose a new assumption that is closely
related and translates to the security of Construction 7.1.

The precondition of evasive LWE rules out a combination of two attacking
strategies [Wee22], attacks against LWE and zeroizing attacks. Alternatively, the
evasive LWE assumption can be seen as a belief that i) the only meaningful way
of using B}(P) is to multiply it to a noisy version of d'B, and that ii) the skewed noise
attached to d"P in (d'B + €") - B™1(P) does not give adversaries more advantage as long
as there is no apparent relation among quantities related to d when the noises are not
skewed. The pseudorandomness in the precondition of evasive LWE exactly captures
the absence of apparent relation.

Similar to the belief captured by evasive LWE, we propose the following.

Assumption 7.3 (evasive IPFE). Let S = (Sy, Sy) be two algorithms with the following

syntax.
. Sv(lﬁ; rpub)) given randomness T'pub, OUtpULS
1",1™,q,1%,17,1¢, o1, Opost = Tpre > 0, VezZY,
where m > my(n,q) and o_; > 0¢(n, m) are constrained by Lemma 2.3.

- Su(14, Tpubs Tpriv), given ryyp, and additional randomness ryyiy, outputs U', where

U € 22 and q, Z,1 agree with the output of Sy(1*; rpyp).

Suppose
(B, 7) <& TrapGen(1",1™,q), A ngZ[logz a1 D& ZZXI,
Ao & Zqulogz qIxI ’ A & Z(r]nxl’ Ay, & ngz’
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$ yZ[log, q1xI $ mymxI $ yIxI
Epre0 < DZ,Upre , Epre1 < ’Dz,gpre, Epre2 < DZ,Upre’
$ 1yZ[logy q1xI $ mymxI
EPOSt’O - DZ,Upost ’ EPOSt’l - DZ,‘Tpost’

K & SampD(B, 7,AG™L(V), 0_1).
The inner-product precondition evIPFE% e 18
{1, rpub, UV + E] ) hen ~ {(14, rpup, A baen.
The stricter precondition evIPFES, . is

{(1*, rpun, A, B,D'AG (V) + Ej .0, D'B+E .,

~ {(1/17 rpub: A7 B’ A; s A.{ s AB )}/1€JN-

D'A + E;re,o + UTG) eN

o . S .
The postcondition evIPFE] . is

{(1", roup, A, B, K, D'B+ E] |, D'A+E] .+ U'G)}ien

~ {1 rpun, A, B, K, A , A} )}ien.

The (no, Opost,0)-evasive IPFE assumption states that evIPFEi) - implies eVIPFES . for all
efficient S such that n > ng and opost > Opost,0- The conservative evasive IPFE assumption

states that evIPFES, .. implies evIPFES _ for all efficient S.”?

spre post

The rationale of public and private coins in the above formulation is similar to that

(Remark 7.3) of evasive IPFE security definition.

Evasive IPFE Security from Evasive IPFE Assumption. There are only minor syntac-
tical differences between the samplers of evasive IPFE (Assumption 7.3) and IPFEsec
(Definition 7.2) instantiated for Construction 7.1. The evasive IPFE assumption implies

the security of our basic scheme:

Theorem 7.1 (). Construction 7.1 is opost-secure (Definition 7.2) under (n, opost)-evasive

IPFE (Assumption 7.3), where n, opost are those picked by Setup.

2For the first part, explicitly requiring lower bounds on =, Opost 1S necessary, because evIPFE;,. could
be unconditional when J < Z yet evIPFE,qs is always computational. For the second part, evIPFEgyye

implies LWE, so the lower bounds on n, o0 are implicit.
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Proof (Theorem 7.1). Let S = (Sy, Sy) be an efficient sampler (Definition 7.2) satisfying

Opre < Opost and IPFEsecy,.. Consider the following &' = (S, S) for Assumption 7.3.

* Sy(rpup) runs
(q7 10; 1Z, {1}, 1J17 ]-Il’u, 10’ O'pre, Vl,D’ J—) — SV(rpub)’

picks n,m, 0_1, opost according to Construction 7.1, sets o/, I,V to o1, I1 o, V1,5, and

outputs’®

Z qd 11
1n71m7q71 7]- ’]- ’ 0-1, Upostaaprea V.

* S4(rpub; Tpriv) TUNS (U{’D, 1) « Suy(rpub; rpriv) and outputs UT = U{,D.

Clearly, evIPFEg o 18 simply IPFEsecgre, which is assumed to hold. Therefore, by the

(n, 0post)-evasive IPFE assumption, evIPFEgc')St holds, implying
(rpub» A, B,K, D'B+E} ., DA+E] (+U'G )
~ (rpun,A,B,K, Al Al )
= (7pubs A, B, K, A , Aj + U;G )
~ (rpun, A, B K, D'B+E, 1, D'A+E,,+ (U+Us)'G)
= (rpurs A, B,K, D'B+E} .\, D'A+E]  ( + UG ),

where Ug = U ; , & ZqZXI . Opening up IPFEsecgOst for Construction 7.1, we see that

efficiently computable from rpy,

rpub = rpub ’ Impk = (171’1"’1«’ q9, 1Z70—170p05t71K7A7 B)> iSkl = Ka
—— ——
S S ict’l"o =(D'B+ E;)ost,l’ D'A + E;)ost,O +U'G),
ict} , = (D'B+E],,,D'A +E] ,+UG),

except for noise truncation only up to a negligible statistical error by Lemma 2.1.

Therefore, IPFEsec®

post follows from the previous indistinguishability. ]

BWwithout loss of generality, we may assume that Sy always outputs ID = {1} and ;4 =0. The
other cases can be converted to ID = {1} and I; , =J; =0, with U{g discarded, or both. The values of

n,m, 01, Opost are determined by ¢, Z, so S;, does not rely on the randomness of Setup of Construction 7.1.
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Full and Conservative Versions. The evasive IPFE assumption might appear custom-
made for the scheme, rendering the security proof almost tautological, and it looks
far-fetched from and bears little resemblance to the evasive LWE assumption. We

justify it below.

Intuitively, the only meaningful way of using B"}(AG™(V)) is to compute
-D'B-B'(AG(V)) + (DA + U'G)G™(V) =UY,

where wavy underlines indicate noises. In this computation, it appears that some
cancellation has happened so that U'V is approximately recovered, which is different
from evasive LWE, where no cancellation happens. But the precondition requires that
the inner products with noise be pseudorandom, i.e., the “cancellation” only leads to
pseudorandom results, morally equivalent to that there is no actual cancellation. It

excludes the obvious zeroizing attacks.

The conservative evasive IPFE assumption is more along the lines of the evasive
LWE assumption, for which the only addition is the ability to combine privately
sampled value U with LWE sample D'A. It appears to be a smaller leap of faith than

the full version, yet this is actually superfluous.

In fact, the full version does not demand more than the conservative version in
suitable parameter regimes. We show that evIPFES _ implies evIPFES, .. under the LWE
ipre pre

assumption with noise super-polynomially smaller than opre:

Theorem 7.2 (9). If S (Assumption 7.3) is efficient and LWE, ;1 zlog, o] (Assump-

»4>0help

tion 2.2) holds for some oelp < 57 Jpre

TNr Zfog, 71 where q, Z, opre are those picked by S, then
: 2

S ; S
evIPFEL implies eVIPFEG, ..

We obtain a conservative version of Theorem 7.1 as a corollary.

Corollary 7.3 (7). Construction 7.1 is opost-secure (Definition 7.2) under conservative

evasive IPFE (Assumption 7.3) and LWE,, m+2[10g, 41,¢,0herp (Assumption 2.2) for some

o < Opost
help = (2+6v/x)2Z[log, q1’

by Setup.

where q, Z are those picked by S and n, m, opost, k are those picked
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The idea for the proof of Theorem 7.2 is

D'AG LV ,D'B, DA+ UG

(LWE)

Q

(

(noise flooding) = ((D'A+U'G)G™'(V) -U'V, D'B, D'A + U'G
( AGTH(V) UV, A},  Af
(

)
)
)
)

(precondition)

Q

A, Al A

K

where wavy underlines indicate noises. The rewriting in the first step is essentially
IPFE simulation (see [Weel7,ACF*18,ALMT20] and Chapter 5), i.e., DTAG_'(V) contains
exactly the information of U'V, when given D'B and (D'A + U'G).

Proof (Theorem 7.2). We consider the following hybrids.

* Ho is the first distribution in evIPFES,, i.e.,

roub, A,B,  D'AGT(V) + E} o

DB+E,., D'A+E,. ,+UG.

« In H;, the matrix B is sampled uniformly at random, without a known trapdoor.

By Lemma 2.3, we have Hy =~ H;.
* In Hy, helper noises are inserted and flooded by Ep.’s, i.e.,

rpub, A, B, D'AGTH(V) + (Ef,, +Ej o (GTH(V)),

D'B + (Epre,l + Ehelp,l)T, D'A+U'G+ (Epre,O + Ehelp,O)T;

where the entries of Epp’s are sampled independently from Dz, et <oheipVE*
Since [(G™(V))"|| < Z[log, q1, the entries of (Enep’s and) ELelp ,G71(V) are
bounded by oyeip V& - Z[log, q1. Together with opre > 28"y, Vi - Z[log, ¢, it

follows from Lemma 2.2 that H; ~5 H».

* In H3, we change Epre 2 to (—Epre2), rearrange some terms, and derive the noisy

D'AG !(V) from the IPFE decryption relation, i.e.,

roubsA,B,  (D'A+E]

help.o T U'G)G H(V) - (U'V + El o),

(D'B + ELelp,l) + ELre,p (D'A + ELelp,O +U'G) + E;re’o.

Since Epre» follows a symmetric distribution, Hy = Hs.
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* In Hy, the Eypp’s are no longer truncated, i.e., their entries are sampled inde-

pendently from Dz,04 By Lemma 2.1, it holds that Hz ~s Ha.

* In Hs, we invoke LWE,, n+z[log, ¢1,q,01a, 10T secrets’* D and public matrix (B, A),

and the distribution becomes

Tpub> A, B, (AB + UTG)G_l (V) - (UTV + EI)re,Z)’
A + E;re,l, (A +U'G) + E;)re,O'
By the LWE assumption, Hq ~ Hs.”
+ In Hg, we make A’s absorb terms added to them, i.e.,
roubs A B, (A)—EL )G (V) = (U'V+E] ), Al, A].

Clearly, Hs = Hs.
 In H;, we invoke evIPFE% - S0 the distribution becomes
roun, A B, (A) - E;re,O)G‘l(V) - Al A], Aj.
By the assumption, Hg ~ H7.

» Hg is the second distribution in evIPFES, ., i.e.,

roubs A, B, A}, Al, A
Clearly, H7 = Hs.

By a hybrid argument, Hy ~ Hg, i.e., evIPFES . holds. O

spre

Proof (Corollary 7.3). Given an efficient S (Definition 7.2) satisfying opre < 0post and

IPFEsecgre, we do the following:

1. construct S’ (Assumption 7.3) similarly to the proof of Theorem 7.1 and show

that evIPFES_ holds,

ipre

"Technically, there are a series of hybrids over the columns of D.

SThis step requires that S (part of the reduction algorithm) be efficient.
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2. apply Theorem 7.2 to &’ for proving evIPFE;?I;re,

3. derive evIPFES

post from the conservative evasive IPFE assumption, and

4. conclude IPFEsecgOSt in the same way as the final parts of the proof of Theo-

rem 7.1.

Let Ugre, al‘fr'e be the opre of S, S’. We set

S £ S Opost_,
S _ Opre> if Opre 2 2K5+6/x
pre

Opost, Otherwise.

In the first case, evIPFES _ is just IPFEsecS,, and Theorem 7.2 applies because
pre pre
Opost o-gre

< .
(2+vx)?Z[log, q1 =~ 2¥*6x - Z[log, q]

s S
In the second case, we cannot set oy t0 o5

Ohelp <

, which might not be large enough
compared to oy,1p per the premise of Theorem 7.2. Instead, with our choice, evIPFEgre

follows from IPFEsecgre by noise truncation and flooding (Lemmas 2.1 and 2.2), and

Theorem 7.2 again applies. m]
We remark that for security against S with particular opre’s (e.8., Opre = Opost), the
bound on oyl can be tuned accordingly (e.g., without the quadratic blow-up).

7.4.3 Security for Restricted Samplers from Evasive LWE

We prove that Construction 7.1 is S-secure for a restricted class of samplers under the
evasive LWE assumption. These samplers are efficient, satisfy IPFEsecgre, and their
Sy’s output a uniformly random vector in a publicly known subspace. This will suffice

for our ABE applications.

Definition 7.3 (restricted IB-evIPFE-w/sn security). A sampler S = (Sy, Sy) per Defi-

nition 7.2 is restricted if Sy (1%, T'pub; Tpriv) Works as follows.

1. It uses a fixed deterministic algorithm S, to compute

(1, {Aid,s,0, }ideiD,sefog} iclTas]) < Sao(1h, 7pup),
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where Aigs0; € Z¥*% for allid € ID, s € {0, g},7 € [Iigs], and the values of ¢, Z, ID,
,%,0, q 51

{Iid,s YideD,se(o,) agree with the output of Sy (1% rpyp).

2. Tt uses ryry to sample do - Z7'. The algorithm outputs {U .} iye;p o (00)

for  Uids= Wids1, .-, Widsfgs)

with ude,s,L. = d(T)Aid,s,O,i for allid € ID, s € {o,a}, i € [Ligs].

An IB-evIPFE-w/sn scheme (Definition 7.1) is restricted-opreo-secure if it is S-secure

(Definition 7.2) for all efficient restricted S such that opre < Opreo and IPFEsecgre holds.

Parallel to restricted security, we formulate the following assumption.

Assumption 7.4 (restricted conservative evasive IPFE). A sampler S = (Sy, Sy) for

Assumption 7.3 is restricted if Sy (1%, T'pub; Tpriv) Works as follows.

1. It uses a fixed deterministic algorithm S,, to compute
(1", {AY i) — Sao(,rpup)  With Ay, € 227 for all i € [1],
where g, Z, I agree with the output of Sy(1*; rpup)-

2. Tt uses rprjy to sample do & Zg'. The algorithm outputs U' for
U=(u,...,u;) and u]= dgA{),i for all i € [I].

S

The restricted conservative evasive IPFE assumption states that evIPFEg, . implies

evIPFE‘gOst for all efficient restricted S.
Lemma 7.4. The sampler (Assumption 7.3) constructed in the proof of Corollary 7.3 is
restricted (Assumption 7.4) if so is the original sampler (Definitions 7.2 and 7.3).

Lemma 7.4 can be easily verified. The following implication holds:

Theorem 7.5 (€]). Evasive LWE (Assumption 7.2) implies restricted conservative evasive

IPFE (Assumption 7.4).

Combining Theorem 7.2, the proof of Corollary 7.3, Lemma 7.4, and Theorem 7.5:
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Corollary 7.6. Construction 7.1 is restricted-opost-secure (Definition 7.3) under evasive

LWE (Assumption 7.2) and L\WE, n.1zlog, ¢1,q, (Assumption 2.2) for some

Ohelp
Opost
(2x+6x)?Zlog, q1°

where q, Z are those picked by S and n, m, opost, k are those picked by Setup.

Ohelp <

Proof (Theorem 7.5). Let S = (Sy,Sy) be any efficient restricted sampler with Sy,
(Assumptions 7.3 and 7.4) such that evIPFEfpre holds. Construct the following S’(r) for

Assumption 7.2. It parses r = (rpup, r'pup) and runs

(171, ]-m) q, ]-Z, ]-J) 117 0-1, apOSD Uprea V) — Sv(rpub)7
(ln,a {Aa,i}ie[l]) — SAO("pub)-

nxZ[log, q1

The algorithm samples A uniformly random over Z,

using rjyp in the straight-

forward manner,’® and sets K =0 and m’ = Z[log, q]. It outputs

K " qd 11 !
1n,1m11 ’qa]-n ,1 71 ’1m > 0-1, Upost, Upre,

P=AG ! (V), {A1;,Api}icry (With Aj; =A and Ag; = Ag,G),
By setting
D=(dy,...,dp), Ay = (014,...,014) for all @ € {0,1, 2},

(pre, 2), (pre, 1), (pre, 0),
E,o=(€1a,...,€p10q) forall (p,a) € ,

(post, 1), (post, 0)

the components in evIPFEfpre Jpost’ evLWE‘g;e Jpost aT€ perfectly lined up, except that A

corresponds to rpyp. It is readily verified that evLWES,,, follows from evIPFES, .. By the

pre spre*

S/
post

S 77

post® =

evasive LWE assumption, evLWE>_ . holds, implying evIPFE

6Precisely speaking, the distribution of r};, conditioned on A should be efficiently sampleable from A
so that it does not contain a trapdoor of A or otherwise impedes security. If we insist that r},;, be a
binary string, we can make g, at least max, . ((x + [log, q1) - nZ[log, ¢q1) bits long and set A[i, j] to be
its (i — 1) + (j — Dn + 1)t chunk of (x + [log, q]) bits interpreted as an integer in binary then reduced
modulo g, incurring a statistical error of 27*nZ[log, q].

"7The reduction algorithms reshape components between vectors and matrices, and either reversely

sample ryy;, from A or computes A from rfyp,.
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7.4.4 Identity-Based Scheme

Construction 7.1 only supports a single identity. We employ pairing-based techniques
to generically obtain an exponentially large identity space. The core idea is to generate
identity-based keys and ciphertexts using a single-identity IPFE (denoted with primes),
e.g., when not considering structured noises,

iskigz(v) = isk'( v, , id" - /
) ( vo Y ) L s G- iy

ictig(w) : ict/( u, id-¢, —-p )
so that decryption yields u'v if id =id’ and the result is masked by a blinding
factor (id —id")¢ey if id # id’. Intuitively, the masks are pseudorandom by the DDH
assumption (this idea can be materialized in various ways). In our adaptation, we use
the LWE assumption to create the pseudorandom blinding factors.

We note that the transformation of [GKW16] compressing exponentially many
copies of a single-identity scheme into an identity-based scheme is not as desirable
as the upcoming construction. Security of evIPFE(-w/sn) is knowledge-type. Since
Definition 7.2 requires fully private-coin sampling of plaintext vectors (see Remark 7.3),
it cannot be applied to two copies unless the two copies only encrypt independent
plaintext vectors — but in our applications, plaintext vectors under different identities
are correlated. Moreover, even if we consider an alternative definition with arbitrary
(efficiently computable) auxiliary information about the plaintext vectors, we would
have to assume evasive LWE with very tight pre/postcondition distinguishing gap for it
to be applied super-constantly many times (corresponding to the number of identities;

used in CP-ABE for circuits).

Ingredients of Construction 7.2. Let IPFE’ = (Setup’, KeyGen’, Enc’, Dec’) be an under-

lying evIPFE(-w/sn) such that 1 € I(’i7 x 7 (e.g., Constructions 7.1 and 7.3).
Construction 7.2 (IB-evIPFE(-w/sn)). Our scheme works as follows.

* Setup(q, 1%,1%) takes as input ¢,K,Z. If q is not a prime or 1 ¢TI x5 the

algorithm sets 7, x z = @ and terminates (aborting case). Otherwise, it sets
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Z,k.z = [q)’® and deterministically picks n.”” The algorithm runs
(impk’, imsk’) & Setup’(q, 1%, 1%+%")

and outputs impk = (g, 1%,1%,1",impk’) and imsk = (g, 1¥,1%,1", imsk’).

» KeyGen(imsk, id, v,, V) takes as input imsk, id € [q], v, € ZZ, and V; € ZZ¥ . 1t

samples ¥, < 7! and ¥, < Z»¥, runs

Vo Vg
isk’ & KeyGen'’ [imsk’, 1, v, | Y ||
id -y, id - ¥,

and outputs isk = (y,, ¥, isk’).

« Enc(impk, id, s, u") takes as input imsk, id € [¢], s € {0, g}, andu € ZqZ. It samples

¢ < 77, and runs and outputs
ict = ict’ <& Enc’(impk/, 1, s, (u',id - ", —¢")).
+ Dec(impk, id, vy, Vg, isk, s, ict) runs and outputs

A\ vV,

/

Dec’ | impk/, 1, v, | v, ,isk’, s, ict
id * WD id N ‘Pg

Correctness. Suppose IPFE’ is B’(q’, K’, Z’)-correct, then for noise structure o,

Dec(impk, id, vy, Vg, isk, 0,ict) =u’ - v, + (id - ") - @, + (—¢p") - (id - w,) +

=u'v, +e,

for some e, € [-B’(q,K,Z + 2n),B’(q,K,Z + 2n)], and similarly for the case of g. In

summary, Construction 7.2 is B-correct for B(q,K,Z) = B'(q,K,Z + 2n).

8Due to homomorphic noise growth and noise flooding, ¢ is super-polynomial in this chapter. When
q is polynomially large, the identity space can be enlarged using full-rank difference hash [ABB10].
This construction is generic. The quantity n here is unrelated to those in Construction 7.1 or 7.3,

although they can be set to the same value.
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Security. We state and prove the security of Construction 7.2.

Theorem 7.7 (€). Suppose the underlying IPFE’ is opreo-secure (Definition 7.2) and

Opre,0
(2x+6\/g)21
is also opre0-secure, where q and J| = Yidep Jiq are picked by S and n is picked by Setup.

LWE,, v 80 then Construction 7.2

0. Thelp (Assumption 2.2) holds for some Opelp <

Suppose instead IPFE’ is restricted-opre o-secure (Definition 7.3) while keeping the other

conditions intact, then Construction 7.2 is also restricted-opre o-secure.

The proof works by arguing that when the noisy inner products for the matching

identities are pseudorandom, so are the inner products concerned by IPFE’, e.g., for o,

id#id": Uj Vg, + (id = id) @y Wigry + (Eigiago)” ~ Uy, Vi +$ =8$; s
1 IPFEsecy.

. . . LWE ~
id=1id": Uly,Vig,+ (Egig0)" ~$

When the noise widths of IPFEsecS

pre and LWE do not match, we resolve the issue

similarly to the proof of Corollary 7.3.

Proof (Theorem 7.7). Let S = (Sy, Sy) be an efficient sampler (Definition 7.2) such that

Opre < Opre,o and IPFEsecgre holds against Construction 7.2. Consider the following

efficient §" = (S, Sp).

U

* Sy (rpup) parses roun = (Fpub, "pub) and runs
K 1Z ' 1lide 154
(g,1%,1%,ID, {1J'd, 1hde 17548 e, Opre, {Vid,o, Vid,g}ideID) — Sv(rpub)-

The algorithm aborts if ¢ is not a prime or 1¢ Z; ;. ,. Otherwise, it computes

n used by Setup of Construction 7.2, and samples {Wid s}ideip,sc{o,q}» With ¥id o

(resp. Wig,) uniformly random over Z7*7¢ (resp. ZV%¥7¢) for all id € ID, usin
p .9 y q P- £q s g

rfub in the straight-forward manner.®! The algorithm sets

Z' =7+ 2n, ID" = {1}, Jy= > Jid, I = > Igs,
idelD ”ided

-f > Opre,0 , Vidyg
, Opre,  1I Opre 2 K46 ,
Upre = ‘f175 = e ‘Fid,s N ,
Opren, Otherwise; .

pre® ’ id - Wig s .

’ idelD

80Here, x is unrelated to that in Construction 7.1, although they can be set to the same value.
81The distribution of roup conditioned on {Wigs}idein,se(o,g) Must be efficiently sampleable from

{Wid,s}ideD,se{o,q)- S€€ Footnote 76.
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’ ’ I I "
and outputs (g,1%,1%,1D’,171, 110, 109, 07, V1, V] ).

* 84 (rpub; Tpriv) Parses rpup = (Fpubs "pub) and rhriv = (Fpriv, Tpriv)- [t recomputes g,
ID, {Iid,s }ideiD,se{0.qy @and 1 as in 8. The algorithm runs
T . )
{Uid,S}ideID,se{n,g} - SU(rpub) rprw),

and samples ®jq ; uniformly random over ZZXI“”" for all id € ID and s € {o, g}

using rpry. It sets

7NT — T : T T
(Uy) =| Uy, id-@y, -®

idelD

and outputs {(U’Ls)T}SE{D,g}.
Claim 7.8 (1]). \PFEsecs,, (Definition 7.2) holds.

From the oy o-security of IPFE’, it follows that

(b, impk’, isky, {Enc’(impK’, L, 5, (U] )") }oc(p.qy)

~ (rpub, ImpK’, isky, {Enc’(impk’, 1, s, AL )} (00))s

’

Z'XI .
where A, & z, e, (This is the “initial part” of this proof.)

Now consider the following efficient S = (S, Ss.u)-
+ Sy is just Sy.

¢ 8$,U(rpub5 r$,priv) recomputes q, Z, ID, {Iid,s}ideID,se{o,g} as in S$,V; then uses I'$,priv

to sample Ugiq iZqZXI‘d’S for all id € ID and s € {o,g}, and lastly outputs
{U;,id,s}idelD,se{o,g}'

It can be readily verified that IPFEsecgs, follows from IPFEsecy,:

pre
T T
. $id.o Vid,o +Eig o,
b
o U;;'d Vidg+gT®E{dgq+Edeqo
1d,g =% 99 9% JidelD
T T
(U$,id,o + Uid,o) Vid,n + Eid,o’
= | T
pub,
T =T T T
(U$,id,g + Uid,g) Vid,g +g ® Eid,gg + Eid,go

idelD
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T T T
U$,id,0Vid,n + Apre,id,o’ _ pre,id,o>
& | "pub> = | Tpub»
Ul V.. +AT . AT
$,id,g ' id,g preids )iicp pre.idg ). o

Applying the initial part of the proof to S5, we obtain

(rpub, impK’, isky, {Enc’(impk’, 1, 5, (Ug; )} c(0.0))

~ (rpub, IMmpK’, isky, {Enc’(impk’, L s, Al )}icqpq)s
where Ug, _is to U$’id,5’s as U} _ is to Uy s for each s € {v, g}. Therefore,

(rgub, impk', iSki, {EnC’(impk,a ]-7 S, (Ué’l,s)-r)}se{o,g})

~ (rpup, impK’, isky, {Enc’(impK’, L, 5, (U1 )" ) }ecioq))-

Opening up IPFEsecs, ;, we see that
part of riyp from ryup
—— —_——
Ppub » impk = (¢,1%,1%,1%,impk),

{ictia s} igein sefngy = {ENC'(MPK, 1,5, (U7 )" ) }sefng)s
{ictly sHigeivseqog) = (ENC(IMPK', 1,5, (UL, ) }eeog)
{iskiq}tideip = ({ Wid,0» Wid g }ideins 15K1),
_
from rfy, in ry
so it follows from the previous indistinguishability.
For the part regarding restricted security, it remains to verify that S’ is restricted
whenever S is restricted (below), and that Sy is always restricted (clear by inspection).
Let Sxo be the algorithm in Definition 7.3 for S. The S;((rjup) for &’ parses rjy, as

(Tpub» Tpub), recomputes ID, {Iid,s}idem,se{o,g},ILD, Iig, n as in Sy, runs and sets

a, {Aid,s,O,i}idelD,se{o,g},ie[Iid,s]) — SAO(rpub), n" =n"+ n’(Ii,o + Ii,g)’
Aid 00, Aid,g,0,i
, B 0,.(i7-1)xn N B 017, +i5-1)xn
1,00, — ) v 2M,0,0,8 . ’
id- I, -1, id- I, -0,

0n(1; ,-if+17 ) xn 0,17 ~if)xn
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with (id, ) being the (i)™ item among all such that id € ID and i € [fiqs]. It outputs

(1" {A1 50,  Yse{o,g}, I 1). Conceptually, let

(d )T_(dT, ""(pde,D,i""’ “"‘pde,g,i"")’

idelD, i€[lig,0] idelD, i€ fig 4]

then
(u,l,s,i;)T = (ule,s,i’ id - ‘pde,s,i’ _‘pde,s,i)
_(d AIdSOhld (p|d51,’ (pldsL)_(d )TAISOl o
Proof (Claim 7.8). Consider the following hybrids.
* Hp is the first distribution in IPFEsecpre, ie.,
rI,)IUb’ (UII,U)TV,I,D + (E,I,D)T’ (U )TVI 8 + g ® (El QQ)T + (El QU)T'
The components can be rearranged into
Tpub> rf)ub:
: id#id’
{Uld o Yid)p + ('d id’ )q)ld o Yidjp + (Eld |d’0)T}iId,qit(;|’elD’
. deid’
{Uld ,g Vidg + ('d id’ )q)ld ,g Tidjg + g ® (Eld |d’qg) + (Eld |d’go) }:d;iilj'em’
{Ul4,0Vid,o + (Eigic0) Jigerns

{Ude,gVid,g + gT ® (Egd,id,gg)T + (E,id,id,go)T}idelD’

where
E; *,8 ?d,*,e
/ —
Ee=| Elige Eiqjae - for all ¢ € {o, gg, g0}

id’,idelD

1 i qr X1 Jiqr X1 K i XIi i H
with E{y 4, € Z7¢*N90, Bl ig0q € 279008, Ely 140 € 279140 for all id, id” € ID.

« In Hy, we insert noises EP®P into the inner products for o between non-matching

identities, i.e.,

’
Tpub> Tbubs

. hel id#id’
{Uld oVido T (ld id’ )q)ld o Xidp T (E|de|g/)T + (Eld |d’o)T}ild,¢i(|1’elD’

. -~ ’ ’ id#id’
{UlggVigg + (id — id) @y ,Wig,g +gT®(Eid,idjgg)T+(Eid,idigo)T}ild,;i&é’elD’
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{Uld.0Vido + (Bigja.0) Fideins
{Uld ,g Vid,g + g ® (E id,id gq) + (Eld id qo) }ldeID7

help s i XLido
where E. ., < ’
ere by iq Z,0help<Ohelp VK

By Lemma 2.2, we have Hy ~¢ Hj.

, each of which is flooded by E{4 q,-

In Hy, (With 0 < a < |ID|), we no longer truncate EP*P| and change the non-
matching inner products with the ciphertexts under the first a identities for o

to random, i.e.,

7’
T'pub> Tbubs

id#id’,id<id
{Uld oVido T (Ald |d’n)T + (Egd,idﬁo)T}id id’elD “

. hel id#id’,id>idy
{U|d o Yidp + (Id id’ )q)ld o Yidjp + (E|de|(Ij)’)T + (Eld Id'l))T}ild,i(lj’EllD>I ?

: d=#id’
{Uld ,g Vidg + ('d id’ )q)ld ,g Tidjg + g ® (Eld |d’qq) + (Eld |d’qo) }:d;ité'em’
{Ul.0Vido + (Bidia.0) Fiderns
{Ude,gVid,g + gT ® (Egd,id,gg)T + (E,id,id,go)T}idelD’

where Ef:fllg, J Dzd(;:?d” and Ay g, < Z; Xl for all id,id’ € ID. Here, id, € ID
is the atP-smallest among all id € ID in some fixed efficiently comparable total
order for all @ € [|ID|], and idy is a sentinel value that compares less than all
id € ID.

By Lemma 2.1, we have H; ~5 Hy . By a hybrid argument, from LWE, it

1°9>0help

follows that Hy 4 & Ha 441 for all 0 < @ < |ID|, with the LWE public matrix being

. . id’#id
( ceey (lda+]_ - |d’)\l’|d:0, “e )ild’€||Da+1

and the LWE secret being each column of ®;q ,. Roughly speaking, the reduction
algorithm computes®? Wiy, for all id’ € ID from the public matrices, and samples

the other components by itself.

+ In H3, we change all non-matching inner products for o to random, i.e.,

id#id’
rpub, r{)uba {(A,id,idZD)T}ild,;i&(Ii’ElD’

82This step relies on g being a prime.
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{Uud oVidg + (id —id) @y Wigg + 8" ® (Eigiggg)’ + (Eigiargo)’ }:g;itg'jeln’
{Uld o Yid,o + (E/id,id,o)T}idelD’

{UligVidg + 8" ® (Bigiage) + (Bididgo) fidein-

Comparing H,p; and Hjz, we see that (A")’s absorb the terms added to them

without changing the distribution, so H, jip| = Hs.
« In H4, we change all non-matching inner products for g to random, i.e.,
id#id’ did’
Tpub, Tpub; {(A’id,idio)T}ild,ié’elo’ {(Ald idig)’ }:d dreins
{Ul.0Vid,o + (Elgiq.0)" fidein»
{UligVidg + 8" ® (Blgiage) + (Bididgo) fidein-
The transition from Hj to H4 is analogous to that from Hy to Hs, and H3 ~ Hq.
« In Hs, we alter the noises attached to the matching inner products into
id#id’ id#id’
pubs  Toubs  {(Algia) tididens  {(Aiaia) Hdldens
{Uld o Yid,o + Ele,o}idelD’
{Ude,gVid,g + gT ® E{d,gg + Ede,go}idelD’

where for all id € ID and ¢ € {o, gg, go},

1 pre,0 .
E Eid,e’ if Opre > 2K+6\F SO Upre Opre;
id,e =
’ . .
Eg,+E{y4. otherwise;
. $ J|d><1|du $ J|d><I,dq s KJidXIidq

with Eig, < D S o ) |
ido < & ,Opre,<Opre VK’ Eid gg Z,0pre,<0pre VK’ Eid go . Torer <OV

In the first case, the two hybrids are statistically close by Lemma 2.1, and in the

second case, by Lemma 2.2, as 0y, = Opre0 > 2¥*gpreVk. Therefore, Hy ~ Hs.

+ In He, we no longer truncate Eiq.’s, i.e.,
’ ’ TYid#id’ id=id’
Tpub> Tpub> {(Aid,id:o) }id,id’eID’ {(Ald |d'g) }Id id’elD>
T 7" T
{Uld o Yid,o + Eid,o + (Eid,o) }ideID’

{Ude,gVid,g + gT ® E?d,gg + Eld ,80 + (Eld g) }ideID’
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. $ Jiaxlide 1. $ Jidxlidg g $ KJidxlidg
where Eigo < DZ,Upre 5 Eidgq < DZ,Upre s Eidgo < D

14 4
Zome and Efy , (resp. Efy,)

is either 0 or E{y 4, (resp. 8§ ® Eigq 44 + Eid,id.q0) for all id € ID.

By Lemma 2.1, we have Hs ~4 Hg.
* Hy is the second distribution in IPFEsecgée, ie.,
, / Tyid#id’ / Tyid#id’
Tpub> Tpub, {(Aid,idio) }id,id/eID’ {(Aid,idig) }id,id/eID’

{(Aldid.0) Fideins {(Algia.0) Vigeins

where
’ ’
A*,*,s id,*,s
’ —_
Ais=| Aligs  Dlgjigis " for all s € {o, g}

id idelD
. Jiqr X1 K X1 . .
with Ay g < Zg¥ ™, Algiqy & Zg """ for all id, id’ € ID.

He ~ H; follows from IPFEsecgre, with Ay ;4 ; being either Ay . or (Ajq, — Eigiq)-

SI
ore: m]

By hybrid argument, Hy ~ H7, which is exactly IPFEsec

7.4.5 Scheme with Structured Noises

To support structured noises, we modify Construction 7.1, fitting it into the shape of
evasive learning with structured errors. We explain a subtlety in the adaptation. In
the basic scheme, a key k for 0 makes d'Bk small (not pseudorandom). Therefore,
in the presence of such a key, no ciphertext can be provably secure from evasive
LWE. This is not a problem for Construction 7.1, because every (plaintext) vector has
non-pseudorandom noisy inner product with 0. Similar properties of keys are not
allowed in a scheme with structured noises, as security should hold for a ciphertext of
random vector for g, given a key for v, = 0 and random V. Preventing noise structure
mix-and-match is akin to having two identities, for which we employ a mechanism

similar to yet simpler than that of Construction 7.2.

Ingredients of Construction 7.3. We rely on Lemma 2.3 for correctness. For security,
we need LWE (Assumption 2.2) and evasive learning with structured errors (Assump-

tion 7.1).
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Construction 7.3 (evIPFE-w/sn). Our scheme works as follows.

« Setup(q, 1¥,1%) takes as input q, K, Z. It sets 7, x z = {1}, and deterministically
picks n and m > mo(n(K +1),q) and o_; > 0y(n, m) appropriate for Lemma 2.3,

as well as opost, k. The algorithm samples and sets

(B, 7) & TrapGen(1"E*D 1™ ), A & ZpAEmNogdl

impk = (1",1™, ¢,1%,1%, 01, 0post, 1%, A, B), imsk = (impk, 7).
where B = (B_y,...,Bg_;) for B = (BL,,...,Bg_))". It outputs (impk,imsk).
» KeyGen(imsk, id, v, Vy) imsk, id = 1, v, € ZZ, and V, € ZZ*K, It samples and runs
v, & 77, v, &z, K & SampD (B, 7,P,0_1),
where P = (PT,,...,PL )" for

Vy

P=(P,,.. . Pry)=a6"""

Vq
W,
The algorithm outputs isk = (,, ¥y, K).

« Enc(impk, id, s,u") takes as input impk, id =1, s € {0,g}, and u € ZqZ. It samples

and sets

$ —n $ —n $ 2(Z+n)[log, q1

P q° d q> €9 Z,Upost,SUposﬂ/’?
$ m(K+1) $ m

e, — D e; — D

1 Z,O'post,SUpOSt‘/;, 3 Z’Upost,ﬁlfpost\/?’
NT (uTa 01)(77.7 01><Z9 ‘pT); if S = D;
COR

(01xz, @'G,U'G, 01,,), ifs=g.

The algorithm outputs ict = (d'B + (01x, 8" ® €3) + e, d'A + (0)'G + e)).
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* Dec(impk, id, vy, Vg, isk, s, ict) computes and outputs

_IK+1 ®K
v
° (1,014x)", ifs=o;
ict- v, .
-1

G (0gx1,Ix)", if s=g.

Vg

¥,

Correctness. It is readily verified, similarly to Construction 7.1, that the scheme is

B-correct for
B = Kl/zapost(ms/za_l +2(Z +n)[log, q1).

Theorem 7.9 (€). Construction 7.3 is restricted-opost-secure (Definition 7.3) under

evasive learning with structured errors (Assumption 7.1) and LWE, p (g +1)+2(Z+n)[log, 41,90 help

Opost
(2¥*+6+/x)2-2(Z+n)[log, 1’
and n, m, opost, k are those picked by Setup.

(Assumption 2.2) for some Opelp < where q, K, Z are those picked by S

Proof Sketch (Theorem 7.9). The proof done by combining the techniques demonstrated
earlier in this section. Roughly speaking, the desired can be cast as a postcondition
of evLWsE. In the precondition of evLWsE, first use IPFE simulation as in the proof of
Theorem 7.2 so that we only consider the inner products, both for matching and non-
matching noise structures. Then, use the proof of Claim 7.8 to argue that non-matching
inner products, due to the presence of ¥'¢, or y¥'®,, are pseudorandom. Lastly, use
the premise that the matching inner products are pseudorandom to conclude the

proof. i
Applying Construction 7.2 to Construction 7.3, we obtain the following:

Corollary 7.10. Under LWE, o1y 1),0,0hep (Assumption 2.2) and evasive learning with
structured errors (Assumption 7.1), there exists an IB-evIPFE-w/sn (Definition 7.1) with

identity space [q]| and correctness bound

B = Kl/zapost(ms/za_l +2(Z + 3n)[log, q1)

Opost
(2¥+64/x)2-2(Z+3n)[log, q1°

that is restricted-opost-secure (Definition 7.3), where operp <
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7.5 Noisy Linear Garbling

We consider a notion of noisy linear garbling with authenticity (i.e., conditional
disclosure of secrets)®® reusable for multiple inputs. Our formulation characterizes a
promise primitive. Given a function f : Z* — {0,1, 1}, the garbling consists of labels
decomposable and affine in the input x, a garbled table, a secret, and some auxiliary
information. For correctness, if f(x) = 1, the secret can be approximately recovered
from the other information; for security, if f(x) = 0, the secret remains hidden; when
f(x) = L, we require neither correctness nor security. The promise feature of the
definition is used to exclude x leading to out-of-bound wire values in arithmetic

computations, and x ¢ {0,1}* in Boolean computations.

Definition 7.4 (noisy linear garbling). Let 7 = {F} param } 1eN,parameparams, be a sequence
of function families, where Params = {Params; } ;N is a sequence of function family
description sets and each f € F} param is a function 7F — {0,1, 1} (with potentially
different L for each f). A noisy linear garbling scheme for F consists of three efficient

algorithms.

+ Setup(1%, param) takes the function family description param € Params; as input.

It outputs some public parameter pp = (q, ... ), where g € Ny, is the modulus.?*

* GenF(14, pp, f) takes as input pp and f € Faparam :ZF — {0,1, 1}. It outputs a
deterministic dimension 1"/ of garbling randomness, a secret vector wyyt, label
functions {Wy,o, Wy » }se1], @ garbled table T, and some reusable information R.
Here, Wout, W’s, and T are ns-row matrices over Z, and their shapes, including

ny, are fully determined by pp, f.

« Eval(1%, pp, f, R, X, {w), t’) takes as input pp, f, R, input x (to f), one set of

}ée[L]’

8The terminology is changed from “secret sharing” in introduction and technical overview, because
the policy function might not be monotone.

841n the conference version [HLL24a], the definition requires ¢ be deterministic. While that version
still works (by smuggling g into param and checking its suitability in Setup), it was an unintended error
— it is easier and more consistent to let Setup sample ¢ instead. This is currently necessary since we

need prime ¢ and it is unknown [TCH12] how to generate large primes in deterministic polynomial time.
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randomized labels, and the randomized garbled table t. If f(x) = 1, it is supposed
to output an approximation of the randomized secret wou:. Here, wout, {W¢}re[L],

t are over Z,.

Let B;, and Byt be functions mapping (A, param) to natural numbers. The scheme
is (Bin, Bout)-correct if for all A € N, param € Params;, f € F) param : 7zF — {0,1, 1},
x € ZX, equt, @1, . . ., €r, € € [—Bin (A, param), Bi, (A, param)]* (of suitable dimensions)®°

such that f(x) =1, it holds that

$ A 1%,pp,f R X,
pp «— Setup(l , pal'am) EVal {ST(W[‘O_'_X[Z]W!YX)_'_e}}[E[L],
1" Wout, ) A s'T+e]
Pr | [ {We0.Westeern), | < GenF(1%, pp,f) . =1.
TR — (8'Wout + eout)
s&zy € [~Bout(4, param), Boyt (1, param)]

Definition 7.5 (short garbling). A noisy linear garbling scheme (Definition 7.4) is
Bghort-short (for some function Byt mapping (A, param) to natural numbers) if for

all 1 € N, param € Paramsy, f € Fj param : ZF — {0,1, L}, x € ZL such that f(x) =0,

Pr ( U Wout, DWWy + X[€]W || < Bghort(4, param) | =1.

{Wé,o,Wz,x}ee[L],) & GenF(lA, pp, f)
TR for all ¢ € [L]

Definition 7.6 (fixed randomness dimension). A noisy linear garbling scheme (Defi-
nition 7.4) has fixed randomness dimension if param is of the form (¢,1%,...) and nf =n

always holds.

Security. We require that the randomized (by noisy linear combination) secret, labels,

and garbled table be pseudorandom if f(x) = 0.

Definition 7.7 (noisy linear garbling security). Let (Setup, GenF, Eval) be a noisy linear
garbling scheme for F (Definition 7.4) and GenNoise an efficient algorithm with suitable
input/output formats. The scheme is GenNoise-secure if Exp™®a =~ Exprandom ywhere

garble garble ’
real A random (14
Expgarble(l ,A) and Expgarble (1%, A) proceed as follows.

8The dimensions could depend on the randomness of Setup. Formally, they can be quantified over

sufficiently large dimensions then truncated appropriately.
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« Setup. Launch A(1") and receive param € Params, from it. Sample I'Setup, TUN
pp « Setup(1*, param; rsetup),
and send rsetyp to A.

+ Challenge. A chooses f € Fj param : ZLX — {0,1, L} and x € ZL. Sample rgenr and

run
(1", Wout, {Wr,0, Wox brerz), T, R) < GenF(1%, pp, f; rgenr).-
Sample s < 7,7, run
(eouts €1, - - -, €L, €;) <~ GenNoise(1*, param, pp, f, Wout, {We,0, Wex teerz), T, R, X),

and compute

real

Wout < $'Wout + €out, W, «— 8" (Wyo +X[]W,y) +e), t'—s'T+e{, in EXPgarbies

Wout & Z,, w, &7y (forallCe[L]), t &7, in Expparie s

where {W;}scz) and t in Exp;?glzm are of the same dimensions as their counter-

parts in Engﬁ)le‘ Send (rgenF, Wout, {We}re[z], t) to A.

« Guess. A outputs f’ € {0,1}. The outcome of the experiment is g’ if f(x) = 0.

Otherwise, the outcome is set to 0.

7.6 Noisy Linear Garbling for Bounded-Arithmetic Circuits

In this section, we construct a noisy linear garbling scheme for arithmetic circuits of
bounded wire values. It is a variant of [AIK11,IW14] and Chapter 4. The garbling
scheme serves as the central component in our CP-ABE for bounded-arithmetic
circuits. (The notations have undergone some major changes since the conference

version [HLL24a] — see Remark 7.4.)
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Construction 7.4 (noisy linear garbling for bounded-arithmetic circuits). The

function family of bounded-arithmetic circuits is
Params = { (M,19)|[M e N, and d e N},

Far1¢ = { fuc | C is an arithmetic circuit of depth no more than d },

1, if some wire value ¢ [-M, M| when evaluating C(x);
fuc(X) =11, if C(x) =0 and all wire values € [-M, M];
0, if C(x) # 0 and all wire values € [-M, M];
for C: Z* — Z and x € 7.

Since M is known from param, the function fy ¢ is simply represented by C. The

scheme works as follows.

* Setup(M, 1%) picks suitable ¢, N and outputs pp = (g, M, 1¢,1"). The constraints
of ¢, N are specified in Theorems 7.11, 7.12, and 7.13.

+ GenF(pp, C) generates the garbling for C : ZF — Z in the following steps.

- It parses C into L input gates 1,...,L and (|C| - L) arithmetic gates
L +1,...,|C|. They are sorted in topological order so that gate |C| is the
output gate of C and the inputs to every non-input gate i are connected to
gates gin[i, 1], gin[z, 2] < i.

- For each gate i, the algorithm samples its shrunken label function

W <& {0,131V, W, & {0,137V,

We write W, , = W, o + xW, », where x € [-M, M] is a potential output value
of gate i, for the corresponding shrunken label (before randomization).

. : . = (i,1 ~ (i1
- For each non-input gate i, the algorithm samples Wgn[)u],o’ ;n[)i,l],x’
~(i,2) = (i,2)

ein(.21.0° Wein[i.2].x? which contribute to the expanded label function of
each input to gate i. Here, the superscript indicates the purpose of the part
(due to being an input to gate i), and the subscript indicates the matrix

containing that part, so

W, o=(..,W

v,

@) -~ _ a7 (@:7)
0 gntigrer Wase= (o WO )
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Similarly, we write Wir,x = WL»,O + x‘TV,v,X for the expanded label (before ran-
domization) corresponding to a potential output x € [-M, M| of gate 7'.
Suppose the input values to gate i are x;,x,, the goal is to compute the
shrunken label W; , from the expanded labels ngn[,-,l] 10 ngn[,-,z],xz. Follow-
ing [AIK11] (adapted for authenticity only), first sample U; & {0, 1}V,

* If gate 1 is addition, set

(i,1) ) (1) .
ngn[i,l],o < U, ngn[i,l],x = Wix,
w (-2 . . w(:2) .
Weinli21,0 = Wio = Ui, Weintizx — Wixo
- : w (D w2 -
which are subject to Wy, ), + Wi =W,

* If gate ¢ is multiplication, set

(1) ) (1) .
ngn[i,l],o < U, ngn[i,l],x « W’»X’
ar(@:2) ) v (0:2)
Wainizno < Wios ginfi2lx < ~Uis
which are subject to o WD + w2 =W. .
gin[i,1],x1 gin[i,2],x2 1,X1%2

- For the output gate |C|, sample the expanded label function

Wico < {0, 1}V, Wicx < {0, 1}V,

Here, W c| o, W|c| x are vectors (single-column matrices; still in upper case

for consistency with the other components).

The algorithm computes the garbled table, which enables conversion to
the expanded label Wi/,x from the shrunken label W; , for each gate i with
output value x, akin to the key-shrinking gadget in [AIK11]. For each tuple
(i’,1,7) with gin[i,y] =7 (i.e., gate i’ is the ™ input to gate i), sample and

set
RE}J’) & {O, 1}N><N’

T(f’w — W, R(,i’y) + W(i’y) T(f’w — W
7,0 7,07 i,X

@y) | wy)
ir,0 ° R, +Wi’,>< :

i',>< 1
Similarly define Tl(‘ ’xy), then TL(L ’xy) =W, xRL(L g Wfl ’Z). For the output gate,

sample Rjc) <~ {0, 1} and set

Tic0 < WicjoRic| + Wic) 0, Tic|x < Wic| xRic) + Wic|x.



307

Here, Ric|, T|c|,0, Tc|,x are vectors (single-column matrices; still in upper

case for consistency with the other components).

All the samplings are done in a straight-forward way.®® The algorithm outputs
1" =1V, Wout = W|c|,o, {Weo, Westeer

_ @y) oy) _ @@y)
T= ( - TL.,’0 , Ti,’x , "‘)gin[i,y]:i” R= ( e Ri, s ...)gin[i’y]:i,.

« Eval(pp,C,R,x, {w}}k[L],tT) parses C,R as in GenF and

_ (i,y) @y)
t = ( ce (ti/, )T’ (ti’,x )T’ tt )gin[i,y]:i"

It evaluates C(x) for the wire values {x;};c[|c|] of each gate i, namely,

x[4], if gate i is an input gate (i = ¢ € [L]);

)

Xi <= {Xgin[i1] *+ Xgin[i2], if gate i is addition;

Xgin[i,1]%gin[i,2]» if gate 7 is multiplication.

The algorithm has the (shrunken) input labels {w}}, c(z) @s input. It computes

the label of each non-input gate in increasing order by its index i.

- The algorithm decrypts for the expanded label using

~(i,1) T @i,1) T T @i,1)
Woinpin) < (tgin[i,u,xgm[i,u) ~ Wein[i,1] Vgin[i,1)’
<(1,2) T @,2) T T (,2)
(ngn[i,z]) - (tgin[i,Z],xginli,ZJ) ~ Wain[i,2] Ngin[1,2]’
(i) _ LD (i,1) .. (i,2)
where tgin[i,ll,xgin[i,u = tintian0 + Faingi Yaini) < (similarly for t . can

gin[i,2],xgin[i,2)
be computed from t (input to Eval) and x’s.

- The algorithm recovers the shrunken label as
~(3,1) —~(i,2) . .. ape
Wointia] ¥ Wein(i2)’ if gate 7 is addition;

~(i,1 ~(i,2 . .. RTIT
xgin[i,Z]Wgn[)i,u + wgn [)i,z]’ if gate i is multiplication.

W;

86 precisely speaking, rgenr conditioned on the sampled matrices must be efficiently sampleable given
those matrices (with negligible statistical error), e.g., when the matrices are just the bits read sequentially
from rgenr. This ensures that no sampled matrix has a known trapdoor, and is important because rgenr

is incorporated into the sampler’s randomness in a security proof.
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Lastly, the algorithm computes and outputs the secret
T T
Wout =Ygy = WicRicy-

Here, tic| 4, is a scalar (one-dimensional vector; still boldfaced for consistency

with the other components).

Remark 7.4 (changes since the conference version [HLL24a]). We list major changes for

those who have read the conference version of Construction 7.4.

« In Params, the wire value bound M is now encoded in binary (instead of unary)

for stronger functionality since it need not be poly(1)-bounded.

« The dimension of secret is N (instead of n, m) since it is for flipped LWE secret.

It is now encoded in unary in pp to emphasize poly(A1)-boundedness.
+ Gates are named simply by their indices (instead of g subscript index).

+ The notations 7,7’ are more consistent. When both appear in a context, gate i’ is
always an input to gate i, and i’ never appears as component superscript. The

notations in the proof are also improved for consistency.

« The expanded label function of the output gate is now W (instead of W) to reduce

ambiguity.

7.6.1 Correctness and Shortness

Theorem 7.11 (). Construction 7.4 is (Bin, Bout)-correct (Definition 7.4) if
(6NM*)™'Biy (M, d) < Bour(M, d).

Proof (Theorem 7.11). Let C : ZF — Z be an arithmetic circuit of depth at most d and
x € ZF an input with C(x) = 0 such that all wire values in C(x) are bounded by M.
Letse Zflv be a secret and egyt, €1, . . . , €1, €; any Bj,-bounded errors. We extend the
notation of e’s by e; =w; — (s'W; )" for all L < i < |C|, where x;’s are the wire values.

The extension symbolically agrees with ey, ..., er.
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We show by induction that during evaluation, ||e;|| < (6NM?)% B;, for every gate i,
where d; is the depth of gate i (the input gates are of depth 0). The base case (for
ey, ...,er) is by assumption. For the inductive case, let L <i < |C|. Assuming the
induction hypothesis for all i’ < i, then it applies to i’ = gin[i, y] < i for both y € {1, 2},
and together with d; < d; — 1, we have

llev || < (6NM?*)% By, < (6NM*)“™'Byy.
By the definition of t and how Eval proceeds,

i . . . . ‘,
(wg,l 7)) = (sTTg,‘ e (ei‘i,yg N+, (sTTE,‘,I) + (eififi)T) —(s'W, . + elT,)REf v

— STW(L,V (e(z,y) +x, el )T _ elT,Rl(-,i’Y) _ ST‘TVz(lxyl) + (‘é’i(,iJ’))T

’ b
v,xy t,i/,x

where superscripts/subscripts follow the usual meaning of taking the relevant parts.

It follows that the errors on the expanded labels are

57| < [leoll + ol - lel ]l + | (REY] - llex

<Bi,+ M Bj, + N - (6NM?)% 1B,

<(N+M+1)(6NM?*)%'B,,.
We proceed to a case analysis.

« If gate i is addition, 6D )

W.= +wW

=W gin[i,1] gin[i,2]
T _ (oTyar(i,1) (z 1) s’ (i,2) (z 2)
ei - (S ngn[i,l],xgin[ivl] ( gin[i 1]) ) ( ng[L 2], %gin[i 2] ( gin[i 2]) ) xz:
N A))] (i,2) T
= (egin[i,l] + egin[i,2])
so |le;|| < 2(N + M + 1)(6NM?)% 1By, < (6NM?)%By,.
« If gate i is multiplication, , _
wo=x Wil g2
i gin[i,2] T gin[i,1] gin[z,2]
T _ Tvar(Z,1) (L 1) T (i,2) (L 2)
€ = xgin[i,Z] (S ngn[i,l],xgm[,;l] ( gin|i, 1]) ) ( ng[L 2] xginfi,2] ( gin[i 2]) ) Wi,xi

_ (i) @2 1
= (xgin[i,Z] €oinfi + eginlill)

so |le;|| < (M +1)(N + M +1)(6NM?*)%~1B;, < (6NM?)%B;,.
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This completes the induction.

Applying the error bound to the output gate, we have

lleicll < (6NM*)4C By, < (6NM?)“Byy,.

Note that x| = C(x) = 0 by assumption, and we have

Wout — (STWout + eout)
= (t|TC|,0 - WITC|R|C|) - (STwout + eout)
— T T T T T
= (s Tioot et,lCl,O) — (s Weot e|C|)R|C| — 8 Wout ~ €out

AT _aT _ T — _ YW
= €100~ o1 Ric) — Cour + 8T (Wig oRic) + Wig o = Wi 0By = Wie o).

0
Therefore, the output error is bounded by

lecicroll + [Rig || - lleieill + leout] < Bin + N - (6NM?)?Biy + By

< (6NM*)**'Bin < Bou. o
Theorem 7.12 (). Construction 7.4 is Bghort-short (Definition 7.5) if
Bgort(M,d) > (N +M + 2)N.

Proof (Theorem 7.12). By definition, w]

T €10, 13" 50

Wil < N < (N + M +2)N < Byt
For all ¢ € [L], when |x[¢]| £ M,
Wy sl < Wl + MW, [l < (M +1)N < (N + M + 2)N < Bgyort,

because W’s are in {0,1}"*". For T, observe that each W is a signed sum of at most

}NXN

two matrices in {0, 1 , so each W™ has norm bound 2N. Therefore,

RT WT WT
—_— —~
ITf< M - N + 2N =(M+2)N < (N + M +2)N < Bgort- mi
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7.6.2 Security with Gaussian Noise
Theorem 7.13 (). Suppose

GenGaussian(M, 14, (¢, M, 14, 1Y), C, Wout, {We .0, Wy }re(z], T, R, X)
samples (truncated) Gaussian noises with appropriate width o of suitable shape

$ *
(eout, €,...,er, et) — DZ,U‘,S(T\/E’

then Construction 74 is GenGaussian-secure (Definition 7.7) if q is always a prime and

FipLWEN poly(1),q,0 (Assumption 2.3) holds for some o’ < m.”

It is known (see [AIK11,IW14] and Chapter 4) that the information-theoretic version of
arithmetic garbling satisfies the following simple simulation property — the labels are
uniformly random conditioned on evaluation correctness. Construction 7.4 is similar
in this regard. The garbling is a noisy linear randomization of the public matrices.

Once LWE is applied:

« the expanded labels of fan-ins are uniformly random conditioned on the correct

evaluation into the shrunken labels (of fan-outs),

« the garbled table is uniformly random conditioned on the correct recovery of

the expanded labels from the shrunken labels (of the same gate), and

« the expanded labels of the output gate are uniformly random conditioned on

the approximate recovery of s"(Wc) o + C(X) - Wi¢|x).

Combining these points, the input labels and the garbled table are jointly random,
conditioned on the approximate recovery of s"(Wc| o + C(X) - Wi¢|x). When this latter
value itself is random, the overall distribution of input labels and garbled table is
simply random. Recall that security is considered only when C(x) # 0. Since ¢ is a
prime, the evaluation result will be independent of the secret approximating STW|C|,0
once LWE is applied. Therefore, the revealed components (secret, input labels, garbled

table) are jointly pseudorandom. The proof below formalizes this idea.

87The constant has been changed from the conference version [HLL24a]. Both versions are correct.

The new version fits the proof better.
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Proof (Theorem 7.13). We show Expgzer‘ile ~ Expg‘rﬁ‘;m with the following hybrids.

* Hgis Expgﬁ)le. The adversary sees rsetup, "cenr and

Wout = STVV|C|,0 + €out, W} = ST(WZ,O + X[g]wé,x) + e;’

Gt _ Tp(GY) @Yyt Gt _ Tp(GY) @yt
(o) =s T +(e5), (t, ) =sT, +(e ),

where the indices for t are constrained by gin[i,y] =i’ (henceforth same and

omitted).

« In H;, we rewrite the garbling using distributivity and associativity. Recall
that each block in T is a signed sum of W’s and U’s. Instead of computing T,
multiplying s, then adding the noise, we compute s multiplied by W’s and U's,
sum them with appropriate signs, then add the noise. Namely, for all i € [|C|],

compute

T — al T — al
W;o=$ Wi,O’ W, =S Wi,x,

(ifi>L) u =s'U,

1

and Wouto = $'Wic|0 and Wout x = 8"Wc| x. Those components are called “initial
w’s and u’s”, which are not given directly to the adversary. Next, compute
the randomized expanded label functions as follows (compare with GenF of

Construction 7.4).

- If gate i is addition, set

= (i,1) e = (i,1) —
Woinfi,11,0 — Wis ginli,1],x — Wi
=(i,2) N . =(i,2) I
gin[i,21,0 — Wi.0 ~ Wi gin[i,2],x — Wi
- If gate i is multiplication, set
= (i,1) — =(i,1) I
gini,11,0 — Wi> gin[i,l],x — Wixo
=(i,2) I =(i,2) .
gin[i,21,0 = W0’ Wein[i,21,x = ~Wi-

Then, compute the s-linear parts (denoted by t) of t as

@) =wl R + (W), @) =w, RO+ (WD)

7, U, X7
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The randomized secret, input labels, and garble table are

Wout = wout,o + €out, Wy =Wy + X[Z]Wé,x + €y,
@y) _FGy) @) @y) _FGy @,y)
to =tio Te t =t e

Clearly, Hy = H;.

In H,, additional small noises are attached to the initial w’s and u’s as follows.

Sample €, €; «, €y;’s of appropriate dimensions and egut 0, €out x, €ach entry from
D5 <oy @nd set

T ol =T T ol =T . T _ ol =T

W, =SW, +e,, w,, =sW, +e, (i>L) u =s'U + ey

Wout,0 =8 Wiclo + €out,o, Woutx =S Wic|x + €out,x-

Recall that the initial w’s and w’s are not directly given to the adversary. In
the revealed components (secret, input labels, garbled table), the magnitude of

errors contributed by the additional small noises is bounded by
o'Vk -max{M +1,N+2} < (N+M+2)c'Vk <27%%g.

Therefore, they are flooded (Lemma 2.2) by the randomizing noises (e’s and e’s,

without bars), i.e., H; ~¢ Hs.

In Hs, the small noises €;, €; x, €y,i’s and eout,0, €out,x are no longer truncated,

i.e., the entries are from Dz ,-. We have Hy ~5 H3 by Lemma 2.1.

In Hy, the initial w’s and u’s are replaced by random values, i.e.,
$ N $ N . $ SN  ~ $ ~ $
Wi,() — Zq ) Wi,X — Zq ) (l > L) u; <« Zq 5 Wout,0 — Zq, Wout,x — Zq-

Hs ~ H, follows from FlipLWEN n(z+[c))+2,g,07 -

For this step, we rely on the “straight-forwardness”, i.e., rgenr, Wwhich must be
produced by the reduction algorithm for the underlying adversary, is efficiently
sampleable conditioned on and given W; o, W; », U;’s and W|C|,0, V~V|c|,x, which are

LWE public matrices received by the reduction algorithm.
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+ In Hs, instead of sampling w; ¢’s and u;’s, we sample and set

$ N —
Wi,y — Zq , Wio =Wy, —XW;x,
. — $ 5N T
(> L) u —7Z,, w; =W — Xgin[i, 1]Wi,x

where x;’s are the wire values in the evaluation of C(x). This is simply a change
of variable, so H4 = Hs.

Approximations of w; ,,’s would be computed during an honest evaluation — we
call w; .’s the “active” shrunken labels. Note that the input labels given to the
adversary are just the active ones, i.e., w, = w; o + X[¢]W; « + €/ =W, ,, + e,. For
the “active” expanded labels, we use a case analysis. If gate i is addition,

W(i’l) ~(i,1) (L 1)

ginli. 1] xgnisy  vginli1],0 T Vgl Weingi 1) x = Wi+ Lgin[i, Wix = Wi,
~(i,2) _=(i2) )
Woin(i,2] xgniz) — Vginli21,0 T Xain(i:21Weinf; 2] x

= (Wi 0 — W;) + Xgin[; 2] Wi,x
=W o + (Xgin[i,1] + Xgin[i,2]) Wi,x — (Wi + Xgin[i,1)Wi,x)
(% = Xgin[i1] + Xgin[i2]) = Wi — ;.

If gate ¢ is multiplication,

— (i,1) <G T )
ginli, U egngiy Vel 1,0 T 8in(il Weinpi 1,5 = Wi + Xgin[i,1] Wix = Wi,

—(i,2) _(i2) ~(i2

Wain[i,2)xgniz) — ginli,2],0 T Xginli, 21 Wein (i 2],

= W; 0 — Xgin[;,2]U
= W; 0 + Xgin[i,1]Xgin[i,2] Wi,x — Xgin[i,2] (Wi + Xgin[i,1] Wi x)
(% = Xgin[i 1) Xgin[i,2]) = Wix; — Xgin[i,2]Wi-
The point is to see that the active expanded labels are random subject to correct

evaluation into active shrunken labels, and that they are independent of values

with subscript “x”. Moreover, t components with subscript “0” now become

(t(l,Y))T Wl OR(M’) + (W(ly)’))T

- JC~,WT, X)R'/LJ/) ((“’(L:V))T X, (W(l 7’)) )

Lx/

_(sz

=wl RO+ (WY -, (81
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i.e., the active expanded label (W (Z’Y)) padded by the active shrunken label (w; .,
t(lvy))‘

U X

stretched by R), shifted by some known amount (x.

In Hg, additional small noises are attached to t components with subscript “x

(:V)’

as follows. Sample w; ., W; », ;s at random, compute W,/ '’s as explained in Hs,

( !7‘) 7}/) b/

and compute w '/’ as usual. Sample e e, .’s with entries independently from

D75 <oyx and set

(fl(ll;z’))T — W R(lﬁ’) + ("'(h?’))T + (e(lﬁ’) )T.

X t,07,%

’Y)’s as explained in Hs, and lastly the revealed components (secret,

Compute t(
input labels, garbled table). The magnitude of inserted noises in the revealed

components (in fact, just the randomized garbled table t) is bounded by
o’Vi -max {|x;|} < (N + M +2)o’'Vk < 2% ¢,

so Hs ~s Hg by Lemma 2.2.

Y ), (m’)

In H‘7’, the small noises in ti(,’ s are no longer truncated, i.e., entries of e

follow Dz . We have Hg =~ H7 by Lemma 2.1.

In Hi7’ (for i from 1 up to |C|), the components Ft:(LXY) with i’ < 1" are replaced by

random. Comparing H;"l and H;’, the only change is

(’fi(/i;Z’))T from W R(l Y) + (~(L’Y))T+ (e(l7))T in Hi7/—1

to random in Hi7', where gin[i,y] = 1.

The indistinguishability follows from flipped LWE with secret wy x and public

matrix (..., Rf’ ’7), . To verify that the reduction works, we inspect

e )gin[i,y]=i/’
where wy x might appear in the revealed components.

- The secret is wout = Wout,0 + €out, independent of wy
- The input labels are wy = wy,, + e/, independent of wy

— The garbled table is t plus randomizing noises (without bars, independent

&« )7

of wy »). The t components with subscript “x” require a case analysis.
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* For i <, the Ft:(LXY)’s are already replaced by random, hence indepen-

dent of wy .

* For i’ > ', we have

G0 =wi R+ () (@)

The first and third terms are either received together as input to the
reduction algorithm (for i’ =1') or independent of wy  (for i’ > i'). The
second term cannot contain wy » since by construction (see H; and how
u’s are set in Hs), it is computed from w; ,, u; with subscripti > " > 1
(topological sorting implies i > i’) as well as the wiring of C and the
wire values of C(x).

The t components with subscript “0”, as explained in Hs, are computed from

W; ,,’s and Wg,iy’xyg’s (independent of wy ») and t components with subscript

“x” (analyzed above, either received or sampled by reduction).

Therefore, H'™! ~ H! follows from FlipLWEy 4,0 (the minimum required m’
varies by how gate i’ is connected in C; bounded by some fixed poly(N, |C|)).

This step also relies on the “straight-forwardness”.

|Cl+1
In Hyg

, we replace ¢ (actually a scalar) by random. Comparing H|7C| and

HICI*! the only change is

T

T
teo from wg o

=T _ 3T : IC|
Ric) * Wioj o ~ Mot x 1 Hy

. 1
to random in H'SC|+ )

Note that the active expanded label is V~V|C|,x‘c| = L?|C|’0 +x|C|w|C|7X. Since q is a
prime, x|¢| = C(x) # 0 (constraint for security), and wc| x is not used elsewhere
in the revealed components (secret, input labels, garbled table except t|c|), it

follows that x|cjw|c| x is a one-time pad for ’tv|C|70, SO H|7C| = chlH.

In H} (for i from |C| down to (L + 1)), the components At;(,iby) with i > i (note that

. . . [ YRR . -
the indices being compared are i, i, not i, as in HJ’s) are replaced by random.
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Comparing Hi' and Hj, the only change is

(tg(llny[z vl O)T from wgm[t ¥1:Xgin[iy] gny[)ly] + (Wé:;’lyl)iv}/],xgin[i,)]) ~ Xginliy] (tg(llr’wyz [ty],x )T
in HH
to random in H;, where y € {1, 2}.
Observe that
(uj, Wiy, — ), if gate i is addition;

(Wb, , w2 =
gin[i,1],xgini1)”  8inl[i,2],%ginfi,2] _ _ . . L.
(Ui, Wiy, — Xginfi2]ui), if gate i is multiplication;

SO Uj, Wj,, can serve as one-time pads if they do not appear elsewhere in the

revealed components. We inspect their appearances.

— The secret is wout = Wout,0 + €out, NO appearance.
- The input labels are wy, = wy,, + e/, no appearance (note i > L > ¢).

- The garbled table is Tplus randomizing noises (without bars, no u;, wi ).

‘( ”»

The t components with subscript “x” are already replaced by random, so

t-(l’}/)

no appearance. The t, ;" components require a case analysis.

* For i > i, they are already replaced by random, so no appearance.

* For i < i, we have

(’t’i(,l;yy))T w), x,R(l)Y) + ("‘(1,7))T x;, (t(m’))T

lx/

The first term has no appearance of u;, wi,,, since i’ = gin[i,y] <i <i
by topological sorting. Neither does the third term. The second term
either (if = i) is among the ones being one-time-padded, or (if i < i)
cannot contain u;, wi,,, because by construction (see Hs), they are
computed from only u;, w; ., (note ¢ < i), the wiring of C, and the wire

values of C(x).
Therefore, Hi'! = Hi.

« In Ho, all the revealed components (secret, input labels, garbled table) are

replaced by random. We inspect them in H.*.
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- The secret is wout = Wout,0 + €out and Wout,o S€rves as a one-time pad.
- The input labels are wy = wy,, + e, and wy,,’s serve as one-time pads.

- The garbled table is t plus randomizing noises. The t components with

subscript “x” are independent and random thanks to Hi7"s, and those with

subscript “0”, thanks to H}’s — the output component is handled in ngclﬂ and

~(,ibw (for some L < i <|C|) hence indeed

the others must belong to some t;
handled in Hj.

Therefore, Hi*! = Ho.

Clearly, Ho is just Exp;‘rl&zm. By hybrid argument, Exp;ﬂ)le =Ho~ Hg = Exp;?ﬁ‘ém. o

7.7 Ciphertext-Policy ABE from Short Noisy Linear Garbling

In this section, we show how to generically construct a CP-ABE scheme from a noisy

linear garbling scheme and an identity-based evasive IPFE scheme.

Ingredients of Construction 7.5. We rely on

e a nOisy linear garbling SCheme NLG Supporting f = {Fparam/}paramfeparams’ that
is (Bin, Bout)-correct, Bgyori-short, and GenNoise-secure such that the output of

GenNoise is in [-Byig, Bnig]* (Definitions 7.4, 7.5, and 7.7), and

+ an identity-based evasive IPFE scheme IPFE for Z 2 [0, L] that is Bjpge-correct

and restricted-oipre-secure (Definitions 7.1 and 7.3).

Construction 7.5 (CP-ABE). Define (see Definition 2.3)

Params = { param = (param’,1%) | param’ € Params’, L e N},  Fporam 1z = ZF,

Xparam’,lL = {f : ZL - {07 1, J—} |f € -Fparam/ }’ Pparam’,lL (X, f) = f(X)
Our CP-ABE for P works as follows.

« Setup(param’, 1F) runs

pp = (g,...) < NLG.Setup(param’),
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deterministically picks a suitable n, based on ¢, and sets K =0 and Z = 2n,. It

then sets up the IPFE scheme by
(impk, imsk) < IPFE.Setup(q, 1¥,1%).
The algorithm outputs mpk = (pp, 1™, 1%, 1%, impk) and msk = (mpk, imsk).

KeyGen(msk, x) samples r & Z; and sets

r r
Vo—| 1 |, Vp — for all ¢ € [L].
x[{]r
Onr—l

It generates IPFE secret keys

id structured noises, unused
—

$ -
iskg < IPFE.KeyGen(imsk, 0 ,vg, L1 ),

isk, < IPFE.KeyGen(imsk, ¢ ,v,, L ) forall ¢ ¢ [L],
and outputs sk = (r, isko, isky, . . ., iskg).
Enc(mpk, f, i) generates a noisy linear garbling of f by

(1nf7w0ut’ {WE,OaWZ,X}feu;]aT’ R) <i NLG’GenF(ppa f)

It samples a random secret matrix § < z; “™ and a sufficiently large message

encoding scalar spy;sg & Z4\ [-2-27%q,2-27%q]. The algorithm computes

uinsg A (W(T)utsa HSmsg, 01><(nr—1))5 UI — (TTS, O*an)a

Uy « (W, S, W, .S) for all ¢ € [L].
Lastly, it generates IPFE ciphertexts

iCtmsg < IPFE.Enc(impk, 0, 0, ul,), ict; & IPFE.Enc(impk, 0, o, U),

ict, < IPFE.Enc(impk, ¢, 0,U)) forall ¢ € [L],

and outputs ct = (R, ictysg, icty, icty, .. ., icty).
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« Dec(mpk, x, sk, f, ct) outputs L if f(x) # 1. Otherwise, it parses sk, ct as in KeyGen,
Enc, and recomputes vy, vy, ..., vz as in KeyGen. The algorithm decrypts all the

IPFE ciphertexts for the rerandomized garbling instance, i.e.,
Wmsg < IPFE.Dec(impk, 0, vy, L, isko, 0, ictmsg),
t — IPFE.Dec(impk, 0, vg, L, iskg, o, icty),
wy <« IPFE.Dec(impk, €, vy, L,isky, o, icty) for all ¢ € [L].
It evaluates the garbling by
wout < NLG.Eval(pp, f, R, X, {W;}ée[L]’tT)
and outputs the decryption result

, O, if LUmsg — Wout € [_2_Kq7 2_Kq];

JIR
1, otherwise.

7.7.1 Correctness

Theorem 7.14 (€]). Construction 7.5 is correct (Definition 2.3) if

« the modulus q output by NLG.Setup(param’) is always a prime and always satisfies
Boyt(param’) < 27%q, and

« it holds that Bipre(q, 0, 2n;) < Bjn(param’).

Proof (Theorem 7.14). The correctness of Construction 7.5 follows directly from the
correctness of the underlying IPFE and garbling schemes. Since q is a prime, by the
Bipre-correctness of the evasive IPFE scheme,
Wmsg = uInsgVO + eéout = W(T)utsr + USmsg + €out = (ST)"Wout + eout + MSmsg,
t'=viUi+e{ =(Sr)'T + e,
T _ 1 T _ T T
W, = VgU[ + e(, = (Sl’) (W[’o + X[[]Wg)x) + eé,,

where Sr € ng randomizes the garbling and the errors (from IPFE decryption) are

bounded by Bipee(q, 0, 2n;) < Bijn(param’). By the (Bjy,, Bout)-correctness of garbling,

Wout — ((Sr)TWout + eout) € [_Bout(param,), Bout(param/)] - [_2_’(‘17 2_K‘I]-
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If u =0, it always holds that wmsg — wout € [-27%q,27"q], which never holds when

1 =1 by our choice of sysg. We conclude that Construction 7.5 is correct. m]

7.7.2 Security

Theorem 7.15 (7). Construction 7.5 is very selectively secure (Definition 2.3) if®®

2—1(—6

OIPFE and

* LWE,,, poly(1),q,00 (Assumption 2.2) holds for some oy < Ve B (param?)’

« it holds that 2¥*°By.c(param’) < oipre.

Proof (Theorem 7.15). Let A be an efficient adversary. We assume that it always chooses
challenges such that f(x;) =0 for all j € [J/] — otherwise, we alter A so that when
the condition fails, it resets J to zero and aborts when it receives back the ABE
components (incomplete per its expectation), as its output is irrelevant to ExpﬁBE in

that case. Consider the following evasive IPFE sampler &% = (S,, 55) per Definition 7.2.
* Sv(rpup) parses rpun = (7.4, "'NLG.Setup, T'r» 'NLG.GenF) - 1t Tuns A(r4) to obtain
param = (param’, 1%), {Xi}jer) x5 € zh), f:7F - {0,1, 1}).
The algorithm next sets up the noisy linear garbling by
pp = (g, ...) < NLG.Setup(param’; rnig.setup),

and deterministically picks n,, K, Z as in Setup of Construction 7.5. It then uses
ry to sample ry,...,r; € Zy" uniformly at random in a straight-forward way.*

The algorithm sets for all j € [/],

vio=| 1 [ Vie = (for all ¢ € [L]).
Xj [g]l'j
0nl-—l

8The constants have been changed from the conference version [HLL24a]. Both versions are correct.
The new version fits the proof better.

8 Precisely speaking, r must be efficiently sampleable conditioned on and given ry,...,r,.
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It runs

(1", Wout, {We,0, We x }ee(z], T, R) <= NLG.GenF(pp, f; 'NLG.GenF) -

Suppose Wy € Z; ™ and T € Z;”™, the algorithm outputs
g,1¥,1, D=[0,L], 17¢=17, 100 = ymuetl 1ee = 1M
1Iid,g = 105 Upre = 0-|PFE’ Vid,D = (V].,id7 s 5VJ,id)’ Vid,g = J—7

where the indices are id € ID and ¢ € [L].

. Sg (Tpub; Tpriv) first runs the deterministic subprocedure Sfo (Tpub), which does
the following. It first reruns Sy(rpup) to obtain Wout, {We0, Wy x}re(z), T. The
algorithm then rearranges them into matrices Amsg, {At,}ic[m,], {Av,i}ee[L],ic[me]

so that for all 8, .. .,8,, € Z; and smsg € Z,,

dBAmsg = u1nsg = (W(T)uts’ ﬂsmsgy le(nr—l)),
(A dy, - -, AL, dy)" = U = (T'S, Oixn,),

t,mt

(A},ldo, ... ,A},Wdo)T =U, = (W},OS, W},XS) (for all ¢ € [L]),

where dj = (smsg,EIT, ...,8,) and 8 = (sy,...,8,). This is possible since every

entry on the right-hand side is linear in dy. The algorithm S, outputs

1 =1l Ao, = At (for all i € [m4]),

Ag0,0,mi+1 = Amsg; Ay o0 =As (for all ¢ € [L], i€ [mé])
Completing S,, the algorithm Sy samples dy & Zg' using ryriy and outputs

T
dOAid,n:),O,l

do = : for all id € ID.

T
dOAid,n,O,Iid,D

By definition, S” is a restricted sampler (Definition 7.3). We have the following:

Claim 716 (7). SP has pseudorandom noisy inner products, i.e., IPFEsecS’,

pre (Definition 7.2)
holds for both g € {0,1}.
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The very selective security of Construction 7.5 follows from Claim 7.16. Consider the

following hybrids.

. H'g is ExpﬁBE for Construction 7.5. Note that sy in the challenge ciphertext is

uniformly random over Z, \ [-2-27%¢,2-27¥q].

« In Hf , the scalar sy, is changed to be uniformly random over Z,. Clearly,

Sh

Hg g Hf . Moreover, Hf corresponds to the left distribution of IPFEsec ;.

« In Hf , the vectors inside IPFE ciphertexts (components of the ABE challenge
ciphertext) are replaced by random, which corresponds to the right distribution

of IPFEsecS’

post* By Claim 7.16 and the restricted-ojpre-security of IPFE, we have

B b
H] ~ H,.

Lastly, H) = H}. By hybrid argument, we conclude Exp$,, ~ Exp} ., completing the

proof. i
Proof (Claim 7.16). Fix B € {0,1} and consider the following hybrids.

* Hy is the left distribution of IPFEsecgfe. Recall that the public randomness is

Tpub = (74, "'NLG.Setup; 'r> 'NLG.GenF) - Adopting the notations of the ABE decryption

algorithm, the noisy inner products are

T T
Wmsg,j = UmsgVj,0 + €out,j = (Sr;) Woyut + ﬂsmsg + €out,;»

T

T _ T T _ AT
t,=v, Ui+e  =(Sr) T+e,

J

wi, =V ,Up+e,=(St;) (Weo +X;[£]Wex) + €, (for all ¢ € [L]),
where j € [J] and the entries of e’s are independent Dz ;-

+ In H;, additional small noises are attached to {Sr;}c[. For all j € [J], sample

$ ng .
P —
ej =D, _, VR and set the inner products to
T T T T
Wmsg,j = (Srj + er,j) Wout + ﬁsmsg + €out,j» tj = (Srj + er,j) T+ et,j:

WJT’[ =(Srj+e. ;) (Wpo+X;[0]W, ) + eJT.’[ (for all ¢ € [L]).
The errors introduced into the inner products are bounded by

Bghort(param’) - oV < 27 Gipre,
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so they are flooded (Lemma 2.2) by {eout,;, €t,j, {€j.¢}re[1]}je[s], and Ho ~s Hi.

In Hy, the e, ;s are no longer truncated, i.e., e, < DZU:' We have H; ~5 Hy by

Lemma 2.1.

In H3, the garblings use uniform randomness. For all j € [J], sample s; < z;

and set the inner products to

T

T T T
Wmsg,j = S;Wout + ,BsmSg + €out,;, tj = SjT te

W, =8 (Weo+X;[(]Wex)+e;,  (forall ¢ e [L]).

By ns hybrids of applying LWE,, ;.. over the rows of S with public matrix

(r1,...,ry), we have

S(ry,...,ry) +(er1,...,€r ) = (S1,...,87),

which implies H, ~ Hs. In this step, we rely on the “straight-forwardness” of

sampling r;’s from r; in SP.

In H4, additional noises generated by GenNoise are attached to the garblings. For

all j € [J], run
(Sout,j» {€),¢}ec(L] €r;) <~ GenNoise(param’, pp, f, Wout, {We.0, Wex bee(z) T, R, X;),
and set the inner products to

T — T _ o ~ T
Wmsg,j = $;Wout + €out,j + ,Bsmsg + éout,;, tj = sz Te,te

W, =8 (Weo+X;[(]Wp,) + €, +el,  (forall ¢ e [L]).

The ¢, €’s introduced into the inner products are bounded by Byic < 27 ®aipe,

so they are flooded (Lemma 2.2) by e, e’s. We have Hs ~g Hy.

In Hs, all the inner products are replaced by random, i.e., the right distribution
of IPFEsecgrﬂe. Note that the inner products in Hy4 are well-randomized garblings
(by s, e, €’s) plus independent noises (e, €’s). Therefore, by J hybrids of applying

GenNoise-security of NLG, we conclude H4 ~ Hs.

By hybrid argument, Hy ~ Hs, i.e., IPFEsecS’. holds. ]

pre
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7.7.3 Unbounded Attribute and Summary

Unbounded Attribute. Construction 7.5 can be modified for attributes of unbounded
length. Before presenting the scheme, we shall clarify the predicate family of such a
scheme, in particular, what P(x, f) is when x is shorter than an input to f. There are
multiple approaches in the literature. The following is the discussion in Section 8.5.3.
For monotone functions, the missing attribute bits can be assumed to be zero.
For general functions: the specification is silent in many works, which should be
interpreted as P(x, f) = L (neither correct nor secure); it might require exact length
matching, or only reject x shorter than input to f (prefix-matching), or attach index
sets to x, f and require equal-match or subset-match.

The “silent” specification is straight-forward to achieve. We explain how to achieve
prefix-matching. For simplicity, we require that f(x) # L for all x € {0,1}*. The

predicate family is (see Definition 2.3)

Params = { param = param’ | param’ € Params’ },

h)
Foaram = /A , Xparam’ = {f 7 — {0,1, 1} |f € Fparanv },

f(x’), if the input length of f is L and X’ is the L-prefix of x;

Poaram (X, f)
0, otherwise.

Construction 7.5 with L (textually) removed is already quite close to an unbounded

ABE — it becomes one with the following modifications similar to Section 8.5.3.
+ The identity space satisfies Z 2 {0,1,...,4,A+1,...,A +2* —1}.

« When generating a key for x, instead generate a key for (Ly, X), where Ly is the

A-bit encoding of x.
« When generating a ciphertext for f, instead generate a ciphertext for

0, if Ly is less than the input length of f;
f,(LX7X,) =
f(x’), otherwise.

+ The security reduces to that of Construction 7.5 by appropriately appending

zeros to every key attribute.
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Summary. By instantiating our CP-ABE with the garbling scheme of Construction 7.4
and the IPFE scheme of Construction 7.2, we obtain CP-ABE for bounded-arithmetic

circuits.

Corollary 7.17. Under LWE (Assumption 2.2) and evasive LWE (Assumption 7.2), there exist
CP-ABE schemes (bounded/unbounded in attribute length) for bounded-arithmetic circuits
with |mpk| = poly(4,log M, d) and

|skx| = (|x| + 1) poly(A,log M, d), Icte] = (|C| + 1) poly(A,log M, d),

where M is the maximum wire value and d is the maximum depth.

7.8 ABE for DFA

We define DFA in a minimal format convenient for garbling. The notable difference
from Definition 4.16 is that Definition 7.8 uses rejection states instead of accepting states,
because it is more convenient for noisy linear garbling (Definition 7.4) to authorize

recovery of message when the computation yields zero.

Definition 7.8 (DFA). A deterministic finite automaton I' over the binary alphabet is
a tuple (1%,Ty, Ty, §), where Q € N is its number of states, Ty, T € {0, 1}V are its
transition matrices, & € {0,1}% is its rejection state vector, and each column of I'y,I';

contains exactly one 1. The DFA accepts an input x € {0,1} if and only if

1
& l—lrx[g] -1, =0.
¢=L

Implicitly, for T, the set of states is [Q], the initial state is 1, and the set of accept
states is { g € [Q] | é[q] =0}. After reading x € {0, 1}, the machine transitions from q
to ¢’ if and only if I';[¢’, q] = 1, which is equivalent to I'y¢, = ¢y (recall that ¢, € {0, 1R

is the ' standard basis vector). The following lemma, readily verified, will be handy:

Lemma 7.18. For all DFA (1¥,Ty,T1, ¢) and input x € {0, 1}F, it holds that

<1, & | | Txer - 11 € {0,1}.

L

.
l_[ rx[é]
/=1

1
¢=L
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7.8.1 Noisy Linear Garbling for DFA

DFA is defined for inputs of arbitrary length, yet our notion of garbling is only for
functions with fixed-length input. Following the paradigm in Section 4.6, we consider
the garbling scheme for each possible input length. The existing (see [Watl2] or
Construction 4.8) linear secret sharing scheme for DFA can be cast into a noisy linear

garbling (Definition 7.4).

Construction 7.6 (DFA garbling, adapted from Construction 4.8). Let*°

Params = {(¢,L)|q,L €N, ¢ > 2},
FoL={frr:2" - {0,1,1}|T'isaDFAand L € [0,L] },
1, ifxe{0,1}F and I accepts x;
fro(x) =70, ifxe {0,1}F and T rejects x;

1, ifxe¢{0,1}%.

The function f 1, is represented by (T, 1%). The noisy linear garbling scheme works as

follows.
- Setup(param) outputs pp = param = (g, L).

+ GenF(pp, fr,r) parses T = (1%,To, Ty, &), sets

nrL=(L+1)Q+1, Wout = (=11, 01x1.9, 0), R=1,
0,-1ax 0,-1axa
-Ig 0oy 0r0x0
Woo=| Iy , Wy =T =T , T=|-Ig ,
0(z-roxQ 0(z-r)oxQ &
0150 0:x0

and outputs (1'%, Wout, {Wr,0, Wex }re(z], T, R). Here, 1; € {0,1}".

%Here, the DFA input length upper bound L is needed due to perfect correctness requirement in the
presence of noise accumulation. For our garbling and ABE constructions, we can simply set L = 2% to

support arbitrary polynomial-size computations.
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« Eval(pp, fr.r, R, X, {W;}ée[L],tT) computes and outputs

l_[F ] ‘1+2(We l—[I'x[cﬂ' )

=L 0'=0-1

Theorem 7.19 (1]). Construction 7.6 is (Bin, Bout)-correct (Definition 7.4) if
Bout > (L + 2)Bip.
It is 2-short (Definition 7.5) and GenNoise-secure (Definition 7.7) for all GenNoise.

Proof (Theorem 7.19). The proof is basically that for Construction 4.4 plus handling the

noise. It suffices to consider x € {0,1}~. Note that (the second by Lemma 7.18)

W ut — (_l-{:o) S ”W ut” < 1 < 2a

W, +x[£]W,, = (0, -Ig, I‘;m 0) = Wy +X[£]Wy, [l <1+1<2,

T' = (0, -Ig, ¢) = IT' | <1+1<2,

so the scheme is 2-short.
Let the garbling randomness/noise be
S =(8),81,...,8,5.,1) e=(epeq,....,e e 1),
where each s;, e, is Q-dimensional, then
Wout = —Spt; + €, w, =8,Ix[e) —S)_; + €, t'=s,,,&"—s; +e],.

Since evaluation is linear in w’s and t, we first consider the non-noisy part,

1 1 1
(t—ep) [ [Txper -t + ((W? —e)" [ [Txier - ’1)
=L

V=L r=0-1
= (spé" —87) HFXU” b "‘Z ((Se —8;4)" l—[I' e )
r-L o=0-1

=sp¢" l_[ Txjp) -t =S l—[ Ixje) -

¢'=L ¢'=L

1 1 1
(telescoping) + Z(s} J I Txien -t —spq - [ [ Txien - ll)



329

- . 0, if I accepts x;
= SL+1£ : I—[ I‘}n{[(Z/] by —Spl = (wout — eo) +
&=L sr+1, otherwise.

Writing

1 1 1
T T
€Eval =€, ° | | I‘x[m i+ E (eg : | | I'x[gf] -11) - €o,
¢=L ¢

¢'=L '=¢-1

we have

I . L 0, if I' accepts x;
Eval(pp, fr.z, R, X, {Wg}[e[L], t') = wout + egval +
sp+1, Otherwise.

Transposing egval and applying Lemma 7.18, we find

L 1 /-1
leevatl < llegll - [ [Ty pqll - llezsall + 275 (el - T TITL oIl - lleell| + leol
'=1 ¢=L =1
— S—
<1 <1

< (L +2)Bi, < (L + 2)Bj, < Bout.

This proves (Bjy, Bout)-correctness.

Perfect security without noise is Theorem 4.18, which implies security with any
noise. To recap, observe that with param, pp, fr 1, output of GenF, and x € {0, 1} fixed,
the values (w1, ..., Wz, sp4+1) are jointly uniformly random — thanks to the subtraction

of sy in each wy. When x is rejected by T,

wout = Eval(pp, fro, R, X, {W;}ge[L]’ tT) — €Eval — SL+1,

independent of sz41

so (wout, W1, - . ., Wz,) is again jointly uniformly random. O

7.8.2 Construction of KP-ABE for DFA

We present our KP-ABE for DFA, utilizing the telescoping-sum structure of the DFA
garbling. The idea is similar to Section 4.6.5 — an ABE key contains roughly Q IPFE
keys and an ABE ciphertext, L IPFE ciphertexts, so that decryption yields ©(LQ) inner
products corresponding to a garbling generated using pseudorandomness. The proof,
yet, is much simpler than that in Section 4.6 (as well as those of all previous pairing-

based ABE for DFA), thanks to the easy-to-use security of evasive IPFE (Definition 7.2).
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Ingredients of Construction 7.7. We rely on
+ Construction 7.6, a specific noisy linear garbling NLG for DFA, and

+ an identity-based evasive IPFE scheme IPFE for Z 2 {0, 1,2} that is Bjpge-correct

and restricted-oipre-secure (Definitions 7.1 and 7.3).
Construction 7.7 (KP-ABE for DFA). Let (see Definition 2.3)
Params = {L|L e N}, F;={DFAT}, Xg={xe{0o,1}*|L<L},
1, if T accepts x;

PL(T,x) =
0, if T rejects x.

Our KP-ABE for DFA works as follows.

« Setup(L) picks suitable g,n in a straight-forward way.”! The algorithm sets
pp = (¢,L) and K =0,Z = 3n. It runs (impk,imsk) < IPFE.Setup(q, 1¥,1%) and

outputs

mpk = (pp, 1*,1¥,17,impk), msk = (mpk, imsk).

+ KeyGen(msk,T') parses I' = (1%, Ty, Ty, ). It samples and sets

R & 708, r &7,
—Rl1 -R Rro
0 ré’ RI4
Vmsg = " , Vi = , Vin = )
1
0,x0 -R
0,-1

where 11 = (1,0,...,0)" € {0,1}" is the first standard basis vector. The algorithm
generates IPFE secret keys
iskmsg < IPFE.KeyGen(imsk, 0, Visg, L),
isk; < IPFE.KeyGen(imsk, 1, Vg, L),

iski, < IPFE.KeyGen(imsk, 2, Vi, L).

9Precisely speaking, the randomness used to sample g, » must be separate from that to run IPFE.Setup

and efficiently sampleable conditioned on and given g, n.
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It outputs sk = (R, r, iSKmsg, iSKt, iSKin).

Enc(mpk, x, z) samples

§07F§17 e 7§L7§L+1 <i ZZ: 3msg <i Zq \ [_2 : 2_Kq7 2 : 2_Kq]'
It sets
uInsg = ( 33, 01xn, HSmsg, O1x(n-1) )s
u{ = ELT7 §LT+1) 01><n )’
w,=( (I-x[2]s,;, x[{]s; , s, , )y  forall ¢ e [L],

generates IPFE ciphertexts

iCtmsg & IPFE.Enc(impk, 0, o,u}nsg),
icty < IPFE.Enc(impk, 1, o, uy),

icty < IPFE.Enc(impk,2,0,u})  for all ¢ € [L],
and outputs ct = (ictmsg, icty, icty, .. ., icty).

Dec(mpk, T, sk, x, ct) outputs L and terminates if I' rejects x. Otherwise, it parses
sk, ct as in KeyGen, Enc. Suppose x € {0, 1}%, the algorithm recomputes Visg, Vi,

Vi, as in KeyGen and performs IPFE decryptions

Wmsg < IPFE.Dec(impk, 0, Visg, L, iSKmsg, 0, iCtmsg),
t" — IPFE.Dec(impk, 1, Vy, L, isky, 0, icty),

w, «— IPFE.Dec(impk, 2, Vi, L, iskin, 0, icty) for all ¢ € [L].
It evaluates the DFA garbling
wout — NLG.Eval(pp, (T, 15), 1, x, Wolperop t)
and outputs

, 0, if wl'nsg — Wout € [_Z_Kq7 2_Kq];

o
1, otherwise.
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Theorem 7.20 (€). Construction 7.7 is correct (Definition 2.3) if
(L +2)Bipre(q,0,3n) < 27%q.

Proof (Theorem 7.20). The IPFE decryption results in Dec are

. —
Wmsg = —SoRe; + Usmsg + €out = SyR - (=) + MSmsg T €out,
T T T_ =T =T T, AT
t=uV,+e =-sR+s; ;r-& +e,
T T T _ ~7 =T =T T
w, =u,V, +e,=(1-x[{])s,RTy +x[¢]s,RT1 -5, R+e,

=s,R- Iy -5, R+e, forall?e[L],

where the errors ey, €, {€¢}sc[z] are Bipre-bounded by the correctness of IPFE. They

form a DFA garbling with randomness
s=(s;R,s/R,...,s/R, 5] 1)
Therefore, by the (Bipge, (L + 2)Bjpee)-correctness of NLG (Theorem 7.19), we have

wout — (SR * (—11) + eout) € [—(L + 2)Bipre(q, 0, 3n), (L + 2)Bipre(q, 0, 3n)]

C [-27%q,2%q].

If 4 =0, it always holds that wmsz — wout € [-27"¢,27"¢q], which never holds when

1 =1 by our choice of syse. We conclude that Construction 7.7 is correct. |

7.8.3 Security of KP-ABE for DFA

Theorem 7.21 (). If LWE,, poiy(1),q.0. (Assumption 2.2) holds for some oy < %\/‘SPFE,% then

Construction 7.7 is very selectively secure (Definition 2.3).

Proof (Theorem 7.21). The proof is similar to that of Theorem 7.15. Let A be an efficient
adversary and assume that it always chooses challenges such that I'; rejects x for all

Jj € [J]. Consider the following evasive IPFE sampler S# = (S,, 85) per Definition 7.2.
* Sv(rpup) parses rpu, = (r4,7gn, r). It runs A(r4) to obtain

param = L, {TiYiery (T =(A%,T0,T1, &), x € {0,1}=F.

92This condition is the same as in Theorem 7.15, instantiated with Bgpoy = 2 and Byig = 0.



333

The algorithm uses rq, to sample ¢,n as in Setup of Construction 7.7. It uses
rr to sample R; € ZZXDj and r; € Zj; uniformly at random in a straight-forward

way”® for all j € [J]. It computes

-Rji -R; R;Tjo0
Vmsg,j = ™ Vij= 4 ) Vin,j = sl
' 0,x9; -R;
0,1
and sets
K=0, Z=3n, 1ID={0,1,2}, Jo=4d, Ji=dr= D, Qj,
JelJ]
Iy, =1,=1, L,=L, Ing=lhg=103=0,  Opre = OipFe,
Vo,0 = (Vmsg,15 - - - » Vmsg,J ) Vio = (Vt1,..., V),
Voo = (Vin1s - - - VinJ)s Vo, =Vig=Vyq=1.

Lastly, the algorithm outputs the required components.

. 85 (Tpub; Tpriv) first runs the deterministic subprocedure Sfo (rpun), Which does

the following. It first reruns Sy(rpup) to obtain g, n,x, L. The algorithm finds

matrices Amsg, At, {A¢}sc(z) such that for all s, ...,8z41 € Z] and smsg € Z,
dBAmsg = uInsg = (E(;r, 01xn, ﬁsmsga le(n—l))’ dBAt = u{ = (§£,§£+17 len),
djA, =u, = ((1-x[¢])s;,x[¢]s;,s, ;) (for all ¢ € [L]),

where dj = (smsg,Eg, ...,8;.1). The algorithm S, outputs
1 =172 A 001 = Amsg, Avo01 =Ar, Azgor =Ag (forall £ € [L]).
Completing Sy, the algorithm Sy samples dgy - Zg' using rpriy and outputs

T
dOAid,o,O,l

do = : for all id € ID.

T
dOAid,D,O,Iid,D

%Precisely speaking, r must be efficiently sampleable conditioned on and given Ry, 1y, ...,Ry, 1.
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By definition, S” is a restricted sampler (Definition 7.3). We have the following:

Claim 7.22 (7). SP has pseudorandom noisy inner products, i.e., IPFEsec‘gfe (Definition 7.2)
holds for both g € {0,1}.

The very selective security of Construction 7.7 follows from Claim 7.22. Consider the

following hybrids.

. Hg is EXpﬁBE for Construction 7.7. Note that sy in the challenge ciphertext is

uniformly random over Z, \ [-2-27%¢,2-27¥q].

« In Hﬁ the scalar sy is changed to be uniformly random over Z,. Clearly,

H'B s Hﬁ Moreover, Hﬁ corresponds to the left distribution of IPFEsecpost

« In Hf , the vectors inside IPFE ciphertexts (components of the ABE challenge
ciphertext) are replaced by random, which corresponds to the right distribution

of IPFEsecS. .. By Claim 7.22 and the restricted-ojpre-security of IPFE, we have

post
B b
Hy ~ H;.

Lastly, H) = H}. By hybrid argument, we conclude Exp?.. ~ Expl._, completing the

proof. m]
Proof (Claim 7.22). Fix f € {0,1} and consider the following hybrids.

* Hy is the left distribution of IPFEsec:pre Recall that the public randomness is
Tpub = (74, 7qn, 7r). Adopting the notations of the ABE decryption algorithm, the

noisy inner products are

T =T )
Wmsg,j = umsgvmsg,j + eout,; = S()Rj : (_‘1) + ,Bsmsg + €out,j»

t=wV,  +e =-SR +s 1 ¢ +e

w,=wV,+e ,=5R -Tjx-s,_ R +e, (for all ¢ € [L)]),
where j € [J] and the entries of e, €’s are independent Dz g -

« In Hy, additional small noises are attached to s'R,s'r’s. For all j € [J], set the
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inner products to

Wmsg,j = @SRJ- + eTr,Lo)(_ll) + Psmsg + €out,j

(sLR + erj o)+ (sL+1r te, L+1)£T + etj,

wJT.’Z = (E(}Rj + e;j,e)I'j,X[g] - (EL,T_IRJ. + e;,ﬂ—l) + eJT.JZ (for all ¢ € [L]),
where e, ;, & Dzjar,sarxf for all £ € [0,L] and e 141 < Dz 4. <oy~ The errors

introduced into the inner products are bounded by
20:VK < 27 Coipge,
so they are flooded (Lemma 2.2) by {eout,;, €t,;, {€j,¢}ee[r] }je[s], and Ho ~s Hi.

In H,, the e,’s are no longer truncated, i.e., for all j € [J], sample e, ; , & DZU

T

for all ¢ € [0, L] and ey, ; 1+1 <~ Dz,4,. We have H; ~s H, by Lemma 2.1.

In Hj, the garblings use uniform randomness. For all j € [J], sample s; ; <> 7z

for all ¢ € [0, L] and sj r+1 & Z,, and set the inner products to

.

Wmsg,j = Sj’o c(—0) + ,Bsrnsg + €out,j»
T_ T
t=-s,+s,.¢; +etJ,

Wi = S},el“j,xm ~sl,,+e, (forall ¢ [L]),

By (L +1) hybrids of applying LWE, 4, 4., With public matrix (Ry,...,Ry) and

secrets Sy, . .., Sz, then LWE, ; , ,, with public matrix (ry,...,r;) and secret sz.1,
we have
{{s R;+e. s Yoefor) SLalj +erjrn },e ~{{s oY oelo,L) S L+l }JG[J]’

which implies H; ~ Hs. In this step, we rely on the “straight-forwardness” of

sampling R, r’s from r; in S¥.

In Hy4, all the inner products are replaced by random, i.e., the right distribution
of IPFEsecgfe Note that the inner products in Hs are well-randomized garblings
(by s’s) plus independent noises (e, €’s). Therefore, by J hybrids of applying the

security of NLG, we conclude Hs = Hy.

By hybrid argument, Ho ~ Hy, i.e., IPFEsecS’, holds. O

pre
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7.8.4 CP-ABE for DFA and Summary

Our CP-ABE for DFA is similar to KP-ABE for DFA and general CP-ABE and features a

mixture of how components are set in both schemes.

Ingredients of Construction 7.8. We rely on

« Construction 7.6, a specific noisy linear garbling NLG for DFA, and

+ an identity-based evasive IPFE scheme IPFE for Z 2 {0, 1, 2} that is Bjpgg-correct

and restricted-oipre-secure (Definitions 7.1 and 7.3).

Construction 7.8 (CP-ABE for DFA). Let (see Definition 2.3)
Params = {L|L e N}, Fr={xe{0,1}*|L<L}, Xz ={DFAT},
1, ifT accepts x;
PL(x,T) =
0, if I rejects x.
Our CP-ABE for DFA works as follows.
« Setup(L) picks suitable ¢, in a straight-forward way. It sets pp = (¢, L), K =0,

Z = 3n. The algorithm runs (impk, imsk) < IPFE.Setup(q, 1X,1%) and outputs

mpk = (pp,1%,1%,1%,impk),  msk = (mpk, imsk).

+ KeyGen(msk, x), given x € {0,1}%, samples and sets

rO’-"er&ZZ, rL+1(iZq,
To rL (1-x[£]Dr,
Vmsg = 1 |, Vi=|rra s ve=| x[l]r, for all ¢ € [L].
02,1 02,1 ro_1

It generates IPFE secret keys

iskmsg ¢~ IPFE.KeyGen(imsk, 0, Vinsg, L),
isk & IPFE.KeyGen(imsk, 1, v, L),

isk, < IPFE.KeyGen(imsk, 2, vy, 1) for all ¢ € [L].

The algorithm outputs sk = (x, ..., Tz, rr41, iSKmsg, iSkt, ik, . . ., iskg).
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* Enc(mpk, T, 1) parses I' = (1%, Ty, T, ¢). It samples
S &z, s &7y, Smsg & Zg \ [-2-27%¢,2-27%¢],
and sets
Upoe = (=418, f8msg, O1x(2n-1)),  Up = (=8,5-1§, 0ax(2n-1)),  Uj, = (LS, T3S, -S).
The algorithm generates IPFE ciphertexts

iCtmsg <~ IPFE.Enc(impk, 0, 0, ul,,e,),
ict; & IPFE.Enc(impk, 1, 0, U}),

ictin < IPFE.Enc(impk, 2, 0, UL ),
and outputs ct = (ictmsg, icty, ictin).

« Dec(mpk, x, sk, I', ct) outputs L and terminates if I rejects x. Otherwise, it parses
sk, ct as in KeyGen, Enc. Suppose x € {0,1}%, the algorithm recomputes Vmsg, Vt,

V1,...,Vz as in KeyGen and performs IPFE decryptions

wmsg < IPFE.Dec(impk, 0, Vipsg, L, iSKmsg, 0, iCtmsg),
t «— IPFE.Dec(impk, 1, vy, L, isky, o, ictt),

wy « IPFE.Dec(impk, 2, vy, 1, isky, o, ictj,) for all ¢ € [L].
It evaluates the DFA garbling
wout < NLG.Eval(pp, (T, 1%), L, %, {W}} (1}, t)
and outputs

, 0, if wInsg — Wout € [_2_Kq7 Z_Kq])'

Mo~
1, otherwise.

Theorem 7.23. Construction 7.8 is correct (Definition 2.3) if (L + 2)Bipre(q, 0, 3n) < 27%q.

Theorem 7.24. If LWE, ,o1y(1),q,0, (Assumption 2.2) holds for some oy < %\/‘E"FE, then

Construction 7.8 is very selectively secure (Definition 2.3).
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Summary. By instantiating our ABE schemes with the IPFE scheme of Construction 7.2,

we obtain KP- and CP-ABE for DFA.

Corollary 7.25. Under LWE (Assumption 2.2) and evasive LWE (Assumption 7.2), there
exists KP-ABE for DFA with

Impk| = poly(4), Iskr| = (IT'] + 1) poly(4), |ctx| = (Ix] + 1) poly(4),
and CP-ABE for DFA with

Impk| = poly(4), |skx| = (x| +1) poly(4), |ctr| = ('] + 1) poly(A),
where |T| is the number of states of T

We remark that, starting from the linear secret sharing scheme for L (Construction 4.4),
we also obtain ABE for L via the same construction. However, ABE for NFA or NL
cannot be obtained so. The schemes for DFA and L crucially rely on the fact that,
when noises are added to the LSSS shares, the output noise grows linearly with the
computation size. On the other hand, the secret sharing schemes for NFA and NL, once
cast as noisy linear garbling, incur exponential noise growth during reconstruction.

The latter fact makes the resultant ABE bounded.

7.9 CP-ABE with Succinct Ciphertexts

In this section, we show that with the help of evasive IPFE with structured noises,
we can construct CP-ABE from general noisy linear garbling scheme (not necessarily
short). When instantiated with the noisy linear garbling implicit in [BGG*14], this
yields a CP-ABE scheme with ciphertext size dependent only on circuit depth instead

of circuit size.

79.1 Succinct Noisy Linear Garbling for Circuits

The work of [BGG'14] presented a KP-ABE scheme with succinct keys for circuits based

on lattices. At the core of their construction are a pair of deterministic homomorphic
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evaluation algorithms EvalC,EvalCX, which, for circuit C : {0,1}* — {0,1}, input

nxm(L+1)

x € {0,1}%, and public matrix A € Z,

, satisfies the relation

EvalC(A,C) = Ac € Z™™,

EvalCX(s'(A - (1,x") ® G) + €', f,x) =s'(A¢ - C(X)G) + e,

where ||ec||, relative to ||e||, grows exponentially with the depth of C. (In [BGG'14], it
also works for bounded-arithmetic circuits, but we only present the Boolean version.)

It naturally yields a noisy linear garbling scheme.
Construction 7.9 (garbling adapted from [BGG*'14]). Let

Params = {1¢|d e N},

Fia ={fc|C is a Boolean circuit of depth no more than d },

1, if x ¢ {0,1}%;
fo(x) = for C : {0,1}* — {0,1} and x € Z*.

-C(x), ifxe{0,1}%;
The noisy linear garbling scheme works as follows.
+ Setup(1%) picks suitable ¢, n, m (with m > n[log, q]) and outputs pp = (gq,1%,1™).
- GenF(pp,C) samples Ag, A, ..., Ay & 7" and a & Zp. It computes
Ac «— EvalC((Ag,Aq,...,AL),C).
The algorithm outputs

1nc = 171, Wout = ACG_I(a)’ W[’() = Af} W@,X = _G7 (for all [ € [L])

T=Ay - G, R=a.
All the samplings are done in a straight-forward way.

« Eval(pp,C,R,x, {w

}}gel LJ,tT) computes and outputs

EvalCX((t',wy,...,w}),C,x) - G '(a).
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Lemma 7.26 ([BGG'14]). Construction 7.9 is correct (Definition 7.4) if
(m +2)™*'Bin(d) < Bout(d).
It has fixed randomness dimension (Definition 7.6). Suppose
GenGaussian’ (1%, (g, n,m), C, Wout, {Wr,0, We s }re(z), T, R, X)
samples (truncated) Gaussian noises with appropriate width o of suitable shape

$ 1+(L+1)m
H
(eoubela- .. >eL)et) DZ,U,S(T e’

then Construction 7.9 is GenGaussian’-secure (Definition 7.7) if LWE, noly(1),q,00 (ASsump-
: ’ ag
tion 2.3) holds for some o’ < TR

79.2 CP-ABE from General Noisy Linear Garbling

We present a construction of CP-ABE from noisy linear garbling with fixed randomness
dimension that is not necessarily short. It has a lot in common with Construction 7.5.
Both compute rerandomized garbling using IPFE. In Construction 7.5, security relies
on flooding to introduce noises to argue that the garblings use good pseudorandom-
ness. Here, we use structured noises, together with some algebraic tweaks (“noisy
secret sharing”, see Section 7.2), to attach the same noise to the garbling pseudo-

randomness.

Ingredients of Construction 7.10. We rely on

+ a noisy linear garbling scheme NLG supporting F = {Fparam’ }param’eparams’ that is
(Bin, Bout)-correct, has fixed randomness dimension, and is GenNoise-secure
such that the output of GenNoise is in [—Bnig, Bnig]* (Definitions 7.4, 7.6, and 7.7),

and

« an identity-based evasive IPFE with structured noises scheme IPFE for identity
space Z 2 [-1, L] that is Bjpre-correct and restricted-ojpre-secure (Definitions 7.1

and 7.3).
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Construction 7.10 (CP-ABE from general garbling). Let (see Definition 2.3)

Params = { param = (param’, 15) | param’ € Params’,L € N}, Foaramr 12 = {0, 1L,
Xparamraz = {2 - {0,1, L} | f € Fparamr }, Parany 12 (X, f) = f(X).
(Note that x is confined to Boolean.) Our CP-ABE scheme works as follows.

« Setup(param’, 1) runs
pp = (¢,1%,...) & NLG.Setup(param’).

The algorithm sets K = [log, ¢] to be the dimension of g (for structured noises),
and Z = 2(n + n2K). It runs (impk,imsk) < IPFE.Setup(g, 1¥,1%) and outputs
1%,17

mpk = (pp, ,impk), msk = (mpk, imsk).

» KeyGen(msk,x) samples r <~ Z! and Q < Z*"K_ Recall that col(Q) is a column

of dimension n2K concatenating the columns of Q. The algorithm sets

r (1-x[])r
1-x[¢])col
Vo = ¢ , Vo= col(@) , Vo= (1= x(EDeoll@ forall ¢ € [L].
0(Z-n)xnk 1 x[l]r
Ot x[¢]col(Q)

It generates IPFE secret keys
isk_; < IPFE.KeyGen(imsk, 1,0, Vy),
iskg <~ IPFE.KeyGen(imsk, 0, vg, 0),
isky < IPFE.KeyGen(imsk, ¢,v,,0)  forall ¢ € [L],

and outputs sk = (r, Q, isk_1, isko, isky, . . . , iskz).

* Enc(mpk, f, i) runs

(1", Wout, {Wr,0, Wes}eerz), T, R) < NLG.GenF (pp, f).

It samples S & 75", sq & 7y, smsg & 74\ [-2-27%q,2-27%q], and sets

ug, = (84, 01x(z-n))>

uinsg (W<T)uts’ _(G_l (Wout) ® SQ)Ta HMSmsg, 01><(n—1+n2K)) ,

UI = (TTS, —((~}‘1(T) ® SQ)Ta 0*x(n+n2K))’
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U = (W},S,— (G (Wrp) ®q)", (W) + W} )S, —(G™ (W + W) ®80)7),
where ¢ € [L]. The algorithm generates IPFE ciphertexts

icto - IPFE.Enc(impk, -1, g, up),
iCtmsg & IPFE.Enc(impk, 0, o, Upse)s ict; & IPFE.Enc(impk, 0, o, UY),

icty < IPFE.Enc(impk, ¢,0,U})  forall ¢ € [L],
and outputs ct = (R, icty, ictmsg, icty, icty, .. ., icty).

+ Dec(mpk, x, sk, f, ct) outputs L and terminates if f(x) # 1. Otherwise, it parses
sk, ct as in KeyGen, Enc, recomputes Vg, Vo, {V/}s¢[z], and performs IPFE decryp-

tions for the shares

shI2 «— IPFE.Dec(impk, —1,0, Vg, isk_1, g, ictp),
Shimsg < IPFE.Dec(impk, 0, Vo, 0, isko, 0, ictmsg),
sh¢ « IPFE.Dec(impk, 0, vy, 0, isko, o, ict;),

shy « IPFE.Dec(impk, £, vy, 0, isky, 0, icty) for all ¢ € [L].
The algorithm reconstructs the garbling from the shares as

Wmsg < Shmsg + shHG ™ (Wour), t' — shl +shpG™(T),
W}, — sh} + shhG ™ (Wyo + X[¢]W,,)  forall ¢ e [L].

It evaluates the garbling by

Wout <— NLGEval(pp’ f7 R; X, {W;}[E[L] ’ tT)
and outputs

, 0, if Wmsg — Wout € [-27%q, 2%q];
W o
1, otherwise.

Theorem 7.27 (€]). Construction 7.5 is correct (Definition 2.3) if

« the modulus q output by NLG.Setup(param’) is always a prime and always satisfies

Boyt(param’) < 27%q, and
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« it holds that (nK + 1)Bipre(q, K, 2(n + n?K)) < Bi,(param’).
Proof (Theorem 7.27). By the correctness of IPFE and how we set the vectors, we have
shy =8,Q +g8' ® e, + e, =5,Q + el G+ e,
for some Bjpre-bounded errors e, €. For any matrix A € ZZX*,

shyG(A) = (shQ + e[,G+el)G ' (A) =sLQG 1 (A) + el A  +e,G'(A).
———— —— ———

one-time pad  “attached” error  small error
For the table shares, we have

shy = Ulv, + e, = T'Sr - ((G"{(T))" ® sg)col(Q) + ey

= T'Sr - col(s,QG(T)) + e; = ((S1)'T + €] — s,QG(T))’,

where the third equality follows from col(ABC) = (C' ® A)col(B) and the last equality

holds because nga‘l(T) is a row vector. The reconstructed garbled table is hence

t' = (Sr)'T +e] - s,QG (T) + s;,QG () + e, T +e,G ' (T) = (Sr+ey)'T +é¢,

shT shyG™L(T)

where e; = e; + (a‘l(T))TeQ is (nK + 1)Bjpe-bounded. Similarly,

T —~
Wmsg = (ST + €5r) 'Woyt + MSmsg T €out,

W, = (St +ey) (Weo +X[£]W, ) +€,  forall ¢ e [L],

with egyt, €’s bounded by (nK + 1)Bjpre. The garbling uses secret Sr + ey, € 7z and
its noises (e’s) are bounded by (nK + 1)Bipre(q, K, Z) < Bjy(param’). Therefore, by the

correctness of NLG,
wout — ((ST + €sr) 'Wout + €1) € [~Bout(param’), Boyt(param’)] € [-27%¢,27¥q].

If 4 =0, it always holds that wmss — wour € [-27¢,27"¢q], which never holds when

1 =1 by our choice of sps. We conclude that Construction 7.10 is correct. m]

79.3 Security and Summary

Theorem 7.28 (]). Construction 7.10 is very selectively secure (Definition 2.3) if
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* LWE, poly(1),q,0 (Assumption 2.2) holds for some o < %, and

« it holds that 2¥*®By.g(param’) < oipre.

Proof (Theorem 7.28). Let A be an efficient adversary and assume that it always chooses
challenges such that f(x;) =0 for all j € [J]. Consider the following evasive IPFE
sampler S# = (S, S”) per Definition 7.2.

* Sv(rpup) parses rpun = (7.4, "'NLG.Setup, 'rq» 'NLG.GenF ) - It Tuns A(r4) to obtain
param = (param’, 1%), (X}epp (x5 € {0,1}5), f:7F - {0,1, 1}.
The algorithm next sets up the noisy linear garbling by
pp = (g,1",...) < NLG.Setup(param’; rn.c.setup)»

and computes K, Z as in Setup of Construction 7.10. It then uses rq to sample
r,...,t7 €27, Q1,...,Q7 € ZZX”K uniformly at random in a straight-forward

way.”* The algorithm sets for all j € [J],

rj (1 — Xj [2])rj
~ 1(Q (1-x;[£])col(Q))
Vo, = & » Vjo= ol @) , Vie= ! 7| forall ¢ € [L].
0(z-n)xnk 1 x;[¢]r;
On-tanti x;[£]col(Q))

It runs

(1", Wout, {We,0, We x }oe[z), T, R) <= NLG.GenF(pp, f; rNLG.GenF)-

nxXmy

Suppose Wy € Z;°™ and T € Z;™, the algorithm outputs

q, 1K7 ]-Z7 ID = [_17 L]a 1J|d = ]-Ja
11_1,0 — 10’ 1[0,0 — 1mt+1’ 11[,0 — lmg’
1 =11, 108 =1fes =10, Opre = OIPFE,
*Precisely speaking, rrq must be efficiently sampleable conditioned on and given ry,...,r; and

Qi,...,Q,.
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v*l,g = (VQ,l’ R 7vQ,J)7 V*l,[) = 07
Voo = (Vo,0,--.,V70), Voq =0,
Voo=(Vie,...,Vg0), Vg =0,

where the indices are id € ID and ¢ € [L].

. 85 (Tpub; Tpriv) first runs the deterministic subprocedure Sfo (rpun), Which does
the following. It first reruns Sy(rpup) to obtain Wout, {We0, Wy x}se(z), T. The
algorithm then rearranges them into Ag, Amsg, {Ati }ie[m]» {A¢,i}ee[L],ic[m,] SUCh

that for all sq, sy, ...,8, € Z and smsg € Zg,

d-(r)AQ = ug = (sayolX(Z—n)))
dA sg = Uhnsg = (WoueS, —(G™ (Wour) ® 8o)", BSmsgs Oix(n-142K) )
(Al,dy, ..., A7, dy)" = U] = (T'S,—(G(T) ® 80)", 0,y (n4n2K) )

(A} dy, .., A}, dy) = U]

,me

= (W},48,—(G™ (W) ®8q)", (Wy o + W} )8, —(G™(Wy o + We ) ®8o)"),

where ¢ € [L] and d = (smsg,sg,'s'f, ...,8;)and S = (sy,...,S,). This is possible

since every entry on the right-hand side is linear in dy. The algorithm S,, outputs

! 1)+1
1" = 1n(n+ )+ , A—l,g,O,l — AQ,

A0,0,0,me+1 = Amsg, Ao o0, = Ay, (for all i € [m4]),

A€,0,0,i = Agyi (for all ¢ € [L], 1€ [mg])
Completing S, the algorithm Sy samples dy <~ Z using rpyiy and outputs

dBAid,s,O,l
s = : for allid € ID, s € {0, g}.

-
dOAid,S,O,Iid,s

By definition, S” is a restricted sampler (Definition 7.3). We have the following:

Claim 7.29 (). SP has pseudorandom structurally noisy inner products, i.e., IPFEsecS’,

pre
(Definition 7.2) holds for both f € {0,1}.
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The very selective security of Construction 7.10 follows from Claim 7.29. Consider the

following hybrids.

. Hg is ExpﬁBE for Construction 7.10. Note that sps in the challenge ciphertext is

uniformly random over Z, \ [-2-27%¢,2-27¥q].

« In Hf , the scalar spsg is changed to be uniformly random over Z,. Clearly,

Sh

H'g s Hf . Moreover, Hlﬁ corresponds to the left distribution of IPFEsec; ;.

« In Hf , the vectors inside IPFE ciphertexts (components of the ABE challenge
ciphertext) are replaced by random, which corresponds to the right distribution

of IPFEsecS”

post* By Claim 7.29 and the restricted-ojpge-security of IPFE, we have

B b
H] ~ H,.
Lastly, H) = H}. By hybrid argument, we conclude Exp?.. ~ Expl._, completing the
Yy, Ay = H,. By hy g ABE ABE p
proof. m]

Proof (Claim 7.29). Fix 8 € {0,1} and consider the following hybrids.

* Hy is the left distribution of IPFEsecgfe. Recall that the public randomness is
Tpub = (74, "'NLG.Setup, 'rq» "'NLG.GenF) . Adopting the notations of the ABE decryption
algorithm, the noisy inner products are

T .
Q,J’

shg i =80Q; + e;ryjé +e
SNieg i = (ST)) 'Wout + €out,j + Bsmsg — ngjé‘l(wout),

shi, = (Sr,)'T +e], - s5,Q,G™(T),

shi, = (St;) (Weo + X;[£]Wex) + € , — ngjE‘l(Wg,o +X;[0]Wyy) (¢ €[L]),

where j € [J] and the entries of e’s are independent Dz g -

« In H;, additional small noises are attached. For all j € [J], the inner products
become

shgj = ngj +e’

=T T T
ot esr’jG + esr,jG +e,
<7 ool
Shmsg,j = (Srj)Twout + €out,j + ,Bsmsg - (SIQQJ' + e&j)G (Wout),
T T T T =T -1
sht’j =(Sr;)'T+ e ;- (sQQj + eQ’j)G (T),

ShJT‘,g = (Srj)T(Wé,O +X;[(]Wy ) + eJT',g - (SIQQJ' +E(£,J‘)a_l(wé,0 +X;[]Wy ),
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where ¢ € [L] and the entries of € are independent Dz, _,x- In shq;’s, the
€,,;’s and ey ;s are flooded by e ;s and e, ;’s, respectively. In the other inner

products, each 'ég j(}‘l(- --) is flooded by the e or e in that term. Since

; 2% 5 gipre —x—6
(fOI' ShQ)j S) oVkK < T <2 K O|PFE,
27564
(for the rest) nK - oVk < nK - n—K'PFE = 27" % gipre,

Lemma 2.2 applies and Hy ~s H;.

« In Hy, the €’s are no longer truncated, i.e., their entries follow Dz ,. We have

H; ~s Hy by Lemma 2.1.

+ In Hs, the LWE samples (ngj +E$ J.) are replaced by random. For all j € [J],

sample q; & 7 and the inner products are

shi  =q/+e G+el G+el
Shipse; = (1)) Wout + €out,j + Bsmsg — 96 (Wou),
shi,; = (S5)'T +ef ;- /G (T),
shl, = (St)) (Wpo + X [£]Wy,) + €] , - q/G T (Wyo + X;[£]W,,) (£ € [L]).
By LWE, 7,0, We have H, ~ H3. In this step, we rely on Q’s sampling being

“straight-forward” (for reduction to sample r;q conditioned on and given Q’s).

« In Hy4, we perform a change of variable. For all j € [J], sample ﬁj & 7} and set

q; = ﬁjT - Eg j(~}, then the inner products are

shi =q  +e G+e]
Shinsg.j = (ST7) Wout + eout,j + fsmsg — (4, — €} ;6)G ™ (Wour)
= (St} + € ) Wout + €out,j + Fsmsg — 4, G (Wour),
shi = (Sr;))'T+e, - (q] - €] GG (T)
= (Sr; +€,)'T+e], —q/G(T),
shT, = (1)) (Weo + X [£]We) + €], — (4 — €] ,G)G ™ (Weg + X; [£]Wp)
= (St; + €q,,) (Wpo + X;[£]We ) + €] , - @G (Weg + X;[£]Wy0),

where ¢ € [L]. Clearly, Hs = Hy.
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* In Hs, the LWE samples (Sr; + € ;) are replaced by random. For all j € [J],

sample s; < 7 and the inner products are

T .
Q.J’°

T _ 5T T
shQ,j =q; +e, G+e
T =Tn-1
Shmsg,j = $;Wout + €out,j + Bsmsg — q; G~ (Wout),
T _ T T ~Tn-1
sht,j =s;T+e ; -qG (T),

shl, =8/ (Weo +X;[0]Wp ) + €], - /G (Weo +X;[0]We ) (€ € [L]).

By n hybrids of LWE, ; 4, over the rows of § with public matrix (ry,...,r;), we

have H4 ~ Hs.

« In He, additional noises generated by GenNoise are attached to the garblings. For

all j € [J], run
(Pout,j» {€),¢}ee[L], €1,) <~ GenNoise(param’, pp, f, Wout, {We,0, We s} eerz) T, R, X)),
and set the inner products to

T _ =T T T
shy,; =4 + e ;G+eg
T - ~TH-1
Shmsg,j =8;Wout + €out,; + €out,; + Bsmsg — q; G~ (Wout),
T _ T =T T ~Tn-1
sht,j =sT+e  +e  — qu (T),

shl, =] (Wyo +X;[£]Wy,) + €, + €], - @G (Weo + X;[(]W,,) (£ € [L]).

The ¢, €’s introduced into the inner products are bounded by Byig < 27 ®aipe,

so they are flooded (Lemma 2.2) by e, e’s. We have Hs ~¢ Hg.

+ In Hy, all the inner products are replaced by random, i.e., the right distribution
of IPFEsecgfe. Note that in He, non-shg ;’s are well-randomized garblings (by
s, e, e’s) plus independent noises and values derived from shq ;. Therefore, by
J hybrids of applying GenNoise-security of NLG, the non-shg ;’s can be replaced
by random, after which q;’s ensure shq,;’s are independent random. Therefore,

H6 =~ H7.

By hybrid argument, Hy ~ Hy, i.e., IPFEsecS’. holds. ]

pre
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Summary. Combining Corollary 7.10, Construction 7.9, and Construction 7.10, we

obtain a CP-ABE scheme for Boolean circuits with succinct ciphertexts.

Corollary 7.30. Under LWE (Assumption 2.2) and evasive learning with structured errors

(Assumption 7.1), there exists a CP-ABE scheme for Boolean circuits with
Impk| = poly(4,d),  |sk«| = (L +1) poly(4,d),  |ctc| = (L +1) poly(4,d),

where L = |X| is the attribute length and d is the maximum depth.

7.10 Further Discussions

Here are further comments around the research of this chapter.

Evasive LWE as Unstucker/Pathway. I have not mastered lattice techniques to heart
and often feel stuck when trying to prove the security of lattice-based constructions
based on standard lattice techniques. In general, the community has been stuck
on lattice-based ABE for a while. Take CP-ABE for example, the work of [BV22] was
published in 2022, first preprinted in 2020, although its scheme has been circulating
since 2015 [BV20; Section 1.1] — that is one year after [BGG'14] then seven years
without an attack nor a security proof.

In between, there were LWE-based schemes for limited class of functions [Tsal9]
(with adaptive security). The needle started to move following [AY20,AWY20] (see
Chapter 6 on this line), which in addition relied on pairing. The formulation of evasive
LWE [Wee22,Tsa22] greatly improved the momentum, and there have been a flurry of
new results — see the many works cited in this chapter and Chapter 8, as well as the
two chapters themselves.

Given the “generic-model” view of evasive LWE, I regard it as a pathway to unstuck
progress, by providing some security proofs for constructions that are previously
stuck due to a lack of security proof. As excited as I am to see the new ideas and
results, it is also important to research methods of bringing those ideas into schemes
provable under falsifiable assumptions. There has been some effort in this direction,

including [CW23,CW24, Wee24, AMR25a, Wee25].
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PART II

More
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CHAPTER 8

ABE for Circuits of Unbounded Depth from Lattices

This chapter is an adaptation of [HLL23b,HLL23a,HLL25].%

In this chapter, we push the frontier of ABE in the realm of (or at least close to)
implementable cryptography. The structure and hardness of integer lattices has been a
rare gem fueling many powerful cryptography primitives, notably fully homomorphic
encryption (FHE) supporting all circuits, without bounds on size or depth. It can
also be used to construct ABE supporting polynomial-size circuits, but the known
constructions require setting a polynomial upper bound on the maximum circuit depth
upon initializing the scheme. Despite the structural connections between lattice-based
FHE and ABE schemes, removing the depth bound has remained elusive for almost
fifteen years. We construct the first ABE supporting circuits of unbounded depth (and

size) from lattices.

8.1 Introduction

Over the past few decades, there has been remarkable progress in developing a diverse
array of homomorphic primitives. They enable computations involving secrets in a
non-interactive and reusable manner, all while ensuring data privacy and/or integrity.
This advancement has realized long-sought-after primitives such as fully homomorphic
encryption (FHE) [RAD78,Gen09], attribute-based encryption (ABE) [SW05,GPSWO06],
functional encryption (FE) [SW05,GPSW06,0’N10,BSW11], and indistinguishability

%Yao-Ching Hsieh, Huijia Lin, Ji Luo:
Attribute-Based Encryption for Circuits of Unbounded Depth from Lattices,
© 2023 IEEE, DOI 10.1109/F0CS57990.2023.00031;
Attribute-Based Encryption for Circuits of Unbounded Depth from Lattices:
Garbled Circuits of Optimal Size, Laconic Functional Evaluation, and More,

© 2025 SIAM, DOI 10.1137/24M1629316.
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obfuscation (0) [DH76,BGI'01]. Additionally, a plethora of intriguing concepts
have emerged, including laconic function evaluation (LFE) [QWW18], reusable
garbling [GKP*13b], homomorphic commitments and signatures [BF11,GVW15b],
constrained pseudorandom functions [BW13], among others.

A central research objective is to develop homomorphic primitives supporting
all unrestricted polynomial-size computations, with no predetermined bound on the
parameters such as description size, input length, and depth. Notable successes in this
pursuit include the development of FHE from circular security assumptions [Gen09,
BV11], as well as FE and iO from well-studied assumptions [JLS21,JLS22]. These
constructions accommodate unrestricted polynomial-size circuits. Since :O serves as
a powerful tool for achieving other cryptographic goals, the latter results imply the
feasibility of FHE [CLTV15] and ABE (see [GGH'13a] and Chapter 9) for unrestricted
polynomial-size computations, and potentially other homomorphic primitives.

However, beyond these two successes, progress has stagnated, particularly
concerning ABE and related primitives. ABE provides fined-grained access control
for encrypted data, allowing data owners to encrypt data tied to public attributes x.
Users hold partial decryption keys linked to various access policies f, ensuring that
a ciphertext can only be decrypted by keys with matching policy, i.e., f(x) = 1. The
state-of-the-art ABE construction based on the hardness of learning with errors (LWE)
by Boneh et al. [BGG*14], following the initial work by Gorbunov, Vaikuntanathan, and
Wee [GVW13], only supports circuits up to predetermined (polynomially bounded) depth,
akin to leveled homomorphic encryption. This depth dependency presents itself in
two ways. Functionally, it requires fixing a bound d on the maximum computation
depth when generating the master public key, limiting subsequent computations to
depths below d. In terms of efficiency, the scheme’s components — master public keys,
secret keys, and ciphertexts — grow in length polynomial in d. Such dependency has
been inherited by other homomorphic primitives that employ techniques developed
for ABE, including predicate encryption [GVW15a] (PE, enhanced from ABE by further
hiding the attribute in the non-decrypting case), homomorphic signatures [GVW15b],

and constrained pseudorandom functions [BV15]. For ABE, Chapter 6 and the work
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of [CW23] reduced the size of secret keys to be independent of d, and the works
of [GKW16,BV16,CW24] made the schemes unbounded in input length, but they did
not support unbounded depth, unlike the bootstrapping of FHE.

Even in the simpler scenario with just one secret key published, there is no known
solution to overcome the depth limitation. Hence, we only have 1-key ABE for bounded-
depth circuits, and similarly for LFE [QWW18], 1-key FE [SS10,GVW12,GKP*13b], and
reusable garbling [GKP*13b].

In summary, without using O, we are limited to leveled versions of ABE and
related homomorphic primitives. However, these primitives are intuitively closer
to homomorphic encryption in terms of capabilities and techniques than to iO.
Gentry [Gen09] introduced the bootstrapping technique based on circular security
assumptions to remove depth dependency in FHE. However, after nearly fifteen years,
there is no equivalent of bootstrapping for ABE, even when considering circular
security assumptions and other lattice-based assumptions. In this chapter, we aim to
fill the gap and give direct lattice-based constructions of unbounded depth ABE, PE,
LFE, 1-key FE, and reusable garbling. Such direct constructions without relying on :O
yield simpler, more efficient, and post-quantum secure schemes. (There is no known

candidate of post-quantum :O.)

8.1.1 Our Results

We obtain the first lattice-based constructions of ABE and several related primitives
supporting circuits of unbounded depth (and size). Our results come in two versions.
In the single-key setting, we achieve 1-key ABE, LFE, 1-key FE, and compact reusable
garbling schemes, based on a circular security assumption. In the multi-key setting,
we achieve full-fledged ABE (secure against unbounded collusion) and PE by leveraging
a new evasive circular LWE assumption, which is a variant of the recently proposed
evasive LWE assumptions [Wee22,Tsa22]. Notably, our LFE, 1-key FE, and reusable
garbling schemes enjoy almost optimal succinctness (up to polynomial factors in the
security parameter). Their input encoding/ciphertexts scale in length linear in the

input length, while function encoding/secret keys are of constant size (for Boolean-
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output circuits), independent of circuit size or depth. In fact, we obtain the first
garbled circuits where neither online nor offline size depends on the circuit size,
without using i, irrespective of the reusability property. Our ABE and PE schemes
have the same level of succinctness. Compared to prior constructions, our schemes
eliminate the multiplicative overheads that grow polynomially with the maximum
depth of the computations.

Only attribute-based LFE (AB-LFE) and full-fledged ABE are included in this

dissertation. See Section 8.6 for discussion of the other results.

Depth-Unbounded AB-LFE from Circular IWE. Circular security assumptions
postulate that LWE samples are pseudorandom even when they are used to encrypt the

underlying secret vector. We rely on the following specific circular LWE assumption

(Assumption 8.1):

. Athe ST
with Age = _ , S = AmeR - bits(r',-1) ® G,
r'Afpe
it holds that Amme, S, A, TTA' ~$, 8,8, 8,

where r consists of small Gaussian entries, G is the gadget matrix, Ame < zym,
A& Z{I‘X’"', R & {0,1}™™" for some appropriate m, m” and any polynomial m’, and
independent Gaussian noises are added to the terms with wavy underlines. Here, Af,e
is a public key with the corresponding secret key s = (r', -1)" satisfying s"Ame =0,
and S is a circular encryption of (the bits of) s under the secret key s, both generated
honestly using the Gentry-Sahai-Waters FHE scheme [GSW13]. The assumption
states that this circular encryption together with the other LWE samples are jointly
pseudorandom. It is almost identical to the circular security assumption needed for
bootstrapping the [GSW13] FHE scheme, except here the secret key is small Gaussian
instead of uniformly random. In the literature, circular security assumptions with
small secrets have already been used, e.g., for bootstrapping the Brakerski-Gentry-
Vaikuntanathan FHE scheme [BGV12].

Assuming the above circular LWE assumption, we construct depth-unbounded

AB-LFE.
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LACONIC FUNCTION EVALUATION. Introduced by Quach, Wee, and Wichs [QWW18],
LFE enables one party, Alice, to compress a large circuit C into a short digest. Using
this digest, Bob can encrypt any input x in a way that allows Alice to recover C(x)
without learning anything else about x. In LFE, the digest size and the encryption
time (consequently, the ciphertext) are small — much smaller than the circuit size.
In AB-LFE, Bob encrypts message ¢ with public attribute x, and Alice can recover
u if and only if C(x) = 0. It is a useful primitive in secure computation, implying
Bob-optimized 2-party function evaluation and MPC protocols with laconic online
computation. The prior construction of LFE [QWW18] uses techniques developed in
the constructions of ABE by [BGG*14] and 1-key FE of [GKP*13b], and inherits their
depth dependency. The common reference string, circuit digests, and ciphertexts all
grow in length polynomially in a bound on the computation depth (specified when
generating the common reference string). Assuming the circular LWE assumption,

we remove such dependency.

Construction 8.3 (AB-LFE). Under the circular LWE assumption, there exists a very
selectively secure®® AB-LFE scheme for circuits of unbounded depth and bounded input/

message lengths L, L’ with
lcrs| = O(L), |digestc| = O(L), Tenc = O(L + L), |cty| = O(L + L').
In the above statement and rest of this introduction, O(-) hides poly(1) factors.

Full-Fledged Depth-Unbounded ABE from Evasive Circular LWE. We also construct
full-fledged depth-unbounded ABE assuming a stronger assumption, called the
evasive circular LWE assumption, which incorporates circularity into the evasive LWE

assumption of [Wee22] (more on that later). Our ABE is a direct construction.

Construction 8.4 (depth-unbounded ABE). Under the evasive circular LWE assumption

and the circular LWE assumption, there exists a very selectively secure ABE scheme for

%In very selective security (including that for ABE later in the introduction), all adversarial choices
(notably, functions and attributes) must be made independently of any information (notably, public

parameters or master public key) about the scheme instance.
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circuits of unbounded depth and bounded input length L with
Impk| = O(L), Iskel = O(1), |ctx| = O(L).

The secret key size of our ABE scheme is constant, while the master public key and
the ciphertexts are compact, of size linear in the maximum attribute length. We
can further remove the predetermined bound L on attribute length by applying the
generic transformation of [GKW16] to obtain an ABE scheme for, truly, all polynomial-
size computations, at the price of increasing the secret key size to be linear in the

input length of the function encoded.

Corollary 8.17 (attribute-unbounded depth-unbounded ABE). Under the evasive
circular LWE assumption and the circular LWE assumption, there also exists a very selectively

secure ABE scheme for circuits of unbounded depth and input length with
Impk| =0(1),  Iske| =0O(L),  [cts| = O(|x]),
where L is the input length of C in sk¢ (not necessarily the same as |x|).

The Evasive Circular IWE Assumption. We explain the evasive circular LWE
assumption at a high level. The evasive LWE assumption [Wee22,Tsa22] asserts that
LWE samples (s'B + e}) remain secure even in the presence of low-norm trapdoors
B~}(P) mapping B to another (not necessarily random) matrix P, provided that
(r'B + ep, r'P + e}) (with fresh random noises ep) are jointly pseudorandom. A simple
formal version is the following. Fix an efficiently sampleable joint distribution S of

matrices A, P and auxiliary information aux € {0,1}*, the evasive LWE assumption

postulates that

if @®:B A, P, B A, rP,aux ~ @: B, A, P, §, $, $ aux,

)RR

then ®: B, A,P, B, r'A, K,aux ~ @: B, A, P, §, $, K, aux.

Here, B & zy™ for m = @(nlogq), and K & BY(P) is a low-norm matrix satisfying
BK = P.°” The public-coin version of this assumption requires that aux contain the

random coins used for sampling from S.

97K can be efficiently sampled using a trapdoor [MP12] of B.
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Our multi-key depth-unbounded ABE schemes rely on a stronger variant of
the evasive LWE assumption, where both the precondition and the postcondition
additionally include a public key Ag, of [GSW13] and a circular encoding of the secret
key. The circular encoding consists of two parts — a circular encryption S of the
secret key under itself, and the attribute encoding [BGG"14] of S using the same secret
and a matrix Agr.. More formally, fix an efficiently sampleable joint distribution of

Acire, A, P, aux, the evasive circular LWE assumption (Assumption 8.2) stipulates that

if @5 Afhe, S7 ACiI‘C’ M ~ @’ $) $) ACirCa $7
then ®, Amhe, S, Acirc, M ~ @, $, $, Acirc, $.

Recall that s = (r", —1) is essentially the same as r. Note also that A, A’, P, aux are
sampled independent of the public key Am. and the circular ciphertext S, which are
honestly generated.

The works of [Wee22,VWW?22] argue that for evasive LWE, if the precondition
holds, then no attacks are known against the postcondition. In particular, the family
of zeroizing attacks (e.g., [CHL*15,CVW18,H]JL21,JLLS23]) that have successfully ruled
out many post-quantum obfuscation candidates and several recently proposed LWE
with leakage assumptions (e.g., [GP21,WW21,DQV*21]) do not work. These attacks
crucially rely on collecting equations of LWE secrets over the integers from correlated
LWE samples (provided by or derived from the assumption or construction being
analyzed). For evasive LWE, this strategy fails, since the precondition ensures that
all LWE samples that can be obtained are jointly pseudorandom, and hence one
cannot collect any useful equation over the integers. Our circular variant adds an FHE
public key and a circular encoding to the precondition and the postcondition, while
maintaining the same justification.

Lastly, we remark that it is possible to construct contrived auxiliary information
with respect to which the (circular or non-circular) evasive LWE assumption becomes
false (e.g., aux contains an obfuscation [VWW?22]). However, no such counterexamples
are known in the public-coin case, when aux contains the randomness used for
sampling the matrices. Our KP-ABE schemes only rely on the public-coin version of

the evasive circular LWE assumption.
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Barriers to Adaptivity. Our ABE is very selectively secure — the functions and the
challenge attribute must be chosen prior to seeing the master public key. This is
weaker than selective security often considered in the literature, where the functions,
but not the challenge attribute, can be chosen dependent on the master public key,
the challenge ciphertext, and all previously queried keys. The security proof of the
ABE scheme in this chapter, as well as those of [Wee22] and Chapter 7, relies on
evasive LWE to deal with the trapdoor preimages in all the keys. Since evasive LWE is
non-interactive, the functions in the keys cannot be chosen adaptively.

We note that proving adaptive security for lattice-based ABE for circuits [GVW13,
BGG'14] has been a long-standing open problem. In addition, the recent work of
[BM24] shows evidence that black-box reductions to LWE (or any bounded-round
assumption) are implausible, and the recent work of [AMR25b] presents an adaptive
attack against the ABE scheme of [BGG'14] when the LWE parameters do not grow
fast enough with the attribute length.

A straight-forward idea to enable proof of (non-very) selective security is to
consider an interactive version of evasive LWE, as suggested in [Wee22]. However,
there is a simple counterexample to even the most modestly interactive formulation.
Consider a version of evasive LWE where P (determined by functions in ABE
keys) could depend on B (in ABE master public key). The high-level idea is that
when P is correlated with B, the preimage K could be more useful than one-time
multiplication with LWE samples, enabling attacks to the postcondition not modeled
by the precondition. In our counterexample, it is used for two-time multiplication.

The sampler could set

I
P = QMQ'B, with M = ,
IrL/2

where Q is a random n X n invertible matrix. Writing
s'Q = (s,8y), Q'B=(B},B),

then

s'B+e; =[s/B, +e;|+8)B,, s'’P+e,=s,B +|s{B, +e;|
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so the precondition holds under LWE. However, since M? =1,
BK’ = PK = QMQ 'BK = QMQ'P = QMQ 'QMQ'B =B,

and we have
small

——
(s'B+el)(K>—1I) =s"(BK> - B) + e[ (K> - I) =e[(K* - I).
We conjecture that K? — I # 0 with noticeable (in fact, quite high) probability, then for
the postcondition, ¢l (K? - I) is small if ¢cp consists of LWE samples, and large if cj is
random, i.e., the postcondition fails.

Note that the counterexample is not known to apply to ABE adversaries (it is not
clear how to efficiently find functions leading to such P), similarly to the case of
private-coin evasive LWE and witness encryption [VWW22]. However, the simplicity
of our counterexample renders proving selective security based on an even stronger
assumption less meaningful, even if it could be done. In contrast, the (usual, non-
interactive) version of evasive circular LWE used in this chapter is not known to suffer
from any counterexample. We leave the question of obtaining selective security (or

ambitiously, even adaptive security) for future work.

Our Techniques in a Nutshell. Our key technical contribution is a new bootstrapping
method for the ABE schemes of [BGG'14].

To briefly recap [BGG*14], starting from an input encoding (s'(A - x® G) + €'),
for any circuit C, the homomorphic evaluation procedure produces an output
encoding (8" (A¢ — C(x)G) + e} ), where the noise is exponential in d. A key authorizing
decryption when C(x) = 0 enables transforming (s"A¢ + e} ) to approximately s’z for
some z chosen during set-up, which is used as a one-time pad to hide the message.
To make decryption work, the modulus ¢ (chosen when the scheme is set up) must
be larger than the maximum output noise, upper-bounding the maximum depth of
circuits that can be handled. Since ¢, hence the maximum d, is determined during
set-up before the circuit is known, the scheme of [BGG*14] only supports evaluating
circuits with a priori bounded depth.

To support circuits of unbounded depth, our bootstrapping technique allows

transforming an attribute encoding (s'(A — vG) + e!) of a bit v with large noises e,
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into another encoding (s"(A’ — vG) + (€’)") of the same bit with smaller noises e’ of
some fixed magnitude. Moreover, the new matrix A’ can be derived efficiently from
A and other public matrices, independent of s, v, and the noises. Now, using our
bootstrapping technique, when the noise becomes too large, we can simply reduce
the noise to obtain a refreshed encoding (s'(A’ — vG) + (e’)"), and perform further
homomorphic evaluation on it. Since bootstrapping can be applied for an unbounded
number of times, we can handle circuits of unbounded depth.

Our ABE bootstrapping is inspired by the FHE bootstrapping [Gen09], but differs
significantly. The idea of FHE bootstrapping is publishing a circular encryption
S of the secret key s, and whenever a ciphertext C becomes too noisy, one can
homomorphically evaluate the decryption function Dec(-,C) with the ciphertext
hardcoded inside, over the circular ciphertext S to obtain a new, less noisy, ciphertext
C’ of the same plaintext. Unfortunately, throughout the past decade, it remained
unknown how to adapt FHE bootstrapping to the context of ABE.

Our ABE bootstrapping proceeds roughly in two steps. The first step adapts the
rounding (or modulus reduction) technique used in the FHE scheme of [BGV12] to
the ABE setting. Rounding an attribute encoding (s"(A — vG) + e}) naively would
cause the modulus to decrease, leading again to depth-bounded evaluation. Instead,
our new technique first rounds the encoding, which brings down the modulus, and
then restores the modulus. But after restoration, the result is not a well-formed
attribute encoding, instead, it can be regarded as a “noiseless ciphertext” of the form
(RndPad(s) — vs'G), where vs'G is the payload and RndPad(s) is a “blinding factor”
that depends only on s and public matrices. We complement round-then-restore with
another procedure generating an encoding of the form (s"A” — RndPad(s) + (e’)") with
small noises, whose sum with the “noiseless ciphertext” is a well-formed attribute
encoding (s"(A’ — vG) + (e’)") for the same bit v with small noises. The second
step crucially relies on an attribute encoding (s"(Acirc — S ® G) + e[;,.) of the circular
ciphertext. More details can be found in the technical overview (Section 8.1.3).

Lastly, we mention that it is not clear how to combine our bootstrapping techniques

with the lattice trapdoor techniques employed in prior ABE constructions [GVW13,
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BGG'14]. As a result, our security proof does not rely on trapdoor simulation, more
similar to recent works (see [QWW18,Wee22] and Chapter 6). This contributed to our
full-fledged ABE schemes relying on the evasive circular LWE assumption. We leave

the question of removing the new assumption as an interesting future direction.

8.1.2 Related Works

Table 8.1 summarizes the state of KP-ABE for circuits when the underlying work was

initially written. (We discuss concurrent and follow-up works later.)

ABE Constructions Using iO and Related Primitives. Prior to the work underlying
this chapter, depth-unbounded ABE and (l-key or multi-key) ABE with depth-
independent succinctness were only known using the strong tools of iO or iO-related
primitives. The work of [GKP*13a] builds ABE for Turing machines from extractable
witness encryption and SNARK. Both the existence of extractable witness encryption
and that of SNARK are knowledge assumptions in nature, and the only candidate of
extractable witness encryption relies on differing-input obfuscation [ABG*13], which is
even stronger than (O. It is well known that ;O itself implies FE for unbounded-depth
circuits [GGH"13a], which implies ABE for unbounded-depth circuits. However, the
direct construction yields an FE with non-succinct secret keys, of size polynomial in
the circuit size. In Chapter 9, we use such FE with non-succinct keys to construct
FE and ABE for random-access machines (RAM) with succinct components. All the
components of that scheme, the master public key, secret keys, and ciphertexts, are
of constant size, whereas the master public key and ciphertexts of the ABE schemes

in this chapter still scales with input length.

ABE Constructions Without :O. As mentioned earlier, the lattice-based ABE schemes
of [GVW13,BGG"14] support circuits of a priori bounded depth and input length,
and the scheme of [BGG*14] has components of size polynomial in the maximum
depth. Several follow-up works improve their construction on the fronts considered
in this chapter. Chapter 6 improves the secret key size from poly(A, d) to poly(1),
but unfortunately still suffer the constraint of being depth-bounded and have the
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Table 8.1. Comparison among select KP-ABE schemes for circuits.

depth-

reference . @ ed Impk| Iske| |ctx| assumptions
[GGH*13a] v poly(L) poly(|C]) poly(L) O
[GKP*13a] v 0o(1) 0o(1) poly(L)  exWE & SNARK
[AS16] v o(1) poly(|C]) poly(L) 10
[AJS17] v o(1) o(|c)) O(L) iO (subexp)
[AM18] v 0o(1) poly(|C]) O(L) FE
[KNTY19] v 0(1) poly(|C|) poly(L)  FE
[GWZ22] v poly(L) poly(|C]) O(L) i0
[ACFQ22] v 0o(1) poly(|C|) poly(L)  FE & DE-PIR
Chapter 9 v o(1) o(1) 0o(1) FE
[GGH*13b] Lpoly(d) |C| poly(d) Lpoly(d) MMaps
[GVW13] L poly(d) |C| poly(d) Lpoly(d) LWE
[BGG'14] L poly(d) poly(d) Lpoly(d) LWE
[BV16] 0(1) O(L) + poly(d) |x|poly(d) LWE
this, 1-key v O(L) 0(1) O(L) csLWE
this v O(L) o(1) O(L) evcsLWE
this v o(1) O(L) o(|x]) evcsLWE

L, d,|C| are the input length, the depth, and the size of C, and x| is the length of x in attribute-

unbounded schemes. For schemes supporting Turing machines or random-access machines,

the shown efficiency is that when the scheme is used for circuits. In component sizes, poly(1)

factors are ignored. For assumptions: exWE is extractable witness encryption; subexp means

subexponential security; FE is for circuits; DE-PIR is doubly efficient private information

retrieval; MMaps is multilinear maps; csLWE is circular small-secret LWE; evcsLWE is evasive

circular small-secret LWE; only the heaviest assumptions are listed.
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master public key and ciphertexts of size polynomially dependent on d. In addition,
that scheme is designed in the generic pairing group model, thus not post-quantum

secure.

Unbounded Attributes. Brakerski and Vaikuntanathan [BV16] presented an ABE
scheme supporting unbounded attributes, based on and modified from the scheme
of [BGG'14]. Goyal, Koppula, and Waters [GKW16] presented a generic transformation
converting any attribute-bounded ABE into an attribute-unbounded one. (Both also
make security stronger.) As mentioned above, the transformation of [GKW16] can also
be applied to our depth-unbounded ABE scheme to further remove the predetermined
bound on attribute length, yielding a scheme that handles truly all polynomial-size

computations.

Concurrent and Follow-Up Works. The concurrent work of [CW23] achieves ABE
for circuits (of bounded depth) with poly(A1)-size secret keys and (L + 1) poly(4, d)-
size master public key and ciphertexts, based solely on LWE (same efficiency as
Chapter 6, with pairing removed). The technical core of this chapter, unbounded
homomorphic evaluation for attribute encodings, has been used in many follow-up
works. Oftentimes, if a lattice-based construction uses the homomorphic evaluation
of [BGG'14], then swapping it out by ours yields depth-unbounded and more efficient
schemes. The only case of follow-up work where it is explicitly stated that the encoding
of [BGG'14] cannot be swapped out for ours is [ARS24]. Otherwise, it is the case for
ABE for RAM [DHM*24] and ABE for circuits [Wee24] with secret key size poly(4, d)
and ciphertext size sublinear in L (attribute length). The work of [AKY24a] tweaks
our encoding and evaluation for rerandomization, achieving CP-ABE for circuits
of unbounded depth and ABE for Turing machines. The work of [AKY24b] further
generalized [AKY24a] to achieve, not just ABE, but a new kind of partially hiding
functional encryption, “pseudorandom PHFE”, whose security holds when the outputs
are pseudorandom, with optimal component sizes. The pseudorandom PHFE can
be bootstrapped to KP-ABE, KP-PE, CP-ABE for circuits of unbounded depth with
optimal component sizes, which in turn implies ABE for TM with improved efficiency.

Surprisingly, in [AKY24b], no circularity assumption is needed. However, the variants
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of evasive LWE used in [AKY24a,AKY24b] allow private coins (and such feature is
indeed used in the proof). This renders our result (public-coin, circular) and theirs
(private-coin, non-circular) incomparable. See Section 8.2.3 for a discussion of variants

of evasive LWE.

8.1.3 Technical Overview

In this section, we present the core techniques of our unbounded homomorphic
evaluation before exemplifying its usage with attribute-based laconic function

evaluation (AB-LFE).

[BGG*14] Bounded Homomorphism. Our starting point is the attribute encoding
and its homomorphic evaluation due to [BGG*14]. Let G be the gadget matrix. Given
public matrix A and LWE secret s, the encoding of x (bit-string) is s"(A - x® G),
where the wavy underline indicates the presence of noise. Given A and a circuit C
with Boolean output, one can compute a low-norm matrix H¢, and given A, C,Xx, a

low-norm matrix Hc x, satisfying
(A-X®GHox =AHo -C(G —  §'(A-X86)Hox = (AHg - C(X)G).

The procedure can be regarded as evaluation on a matrix-valued circuit x — C(x)G,
and it can be extended to such circuits having arbitrary matrix output (not just
multiples of G).

The norms of H¢e and He x grow exponentially with the depth of C, which translates
to the noise growth. Once the modulus q is fixed, it puts a polynomial bound on the
depth — O(logq) at the very most. After some a priori fixed polynomial depth, the
noise will grow beyond tolerance. Beyond correctness, the security proof of [BGG*14]
also relies on He, He x being low-norm. Clearly, the crux of the matter is controlling

noise growth during homomorphic evaluation.

Inspirations from FHE. In fully homomorphic encryption literature, there are two
major ways of dealing with noise, rounding and bootstrapping.
Let M (factor of q) be a rounding resolution, C a low-depth subcircuit, x an input,

and A¢ = AH¢ the public matrix for C. As a first attempt, after evaluation of C with
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noise about to overflow, we might try

(s"(A¢ - C(xX)G) + eITarge) mod g
M

= (8'A¢ smatl = C(X)8'Ggman + € ;) mod % (8.1)
The secret s is now assumed to be low-norm so that it can be “factored” out of
rounding. Here, €y, contains both the rounded ey, and the rounding error.
Rounding reduces the absolute magnitude of noise, but it also shrinks the modulus,
and the modulus-to-noise ratio remains large. Therefore, rounding does not enable
unbounded homomorphic evaluation by itself.

Bootstrapping reduces the noise without diminishing the modulus. Let hct(x)
represent an FHE ciphertext of x. Suppose HEval is the FHE evaluation procedure

such that
HEvalc (hct(x)) = hct(C(x)) for any circuit C : x — C(x),

where the noise magnitude of the output hct(C(x)) depends on that of the input hct(x)
and the depth of C. To bootstrap, we publish hct(hsk), an FHE ciphertext of the FHE
secret key hsk (encrypted under itself). Given hcty,ge = hct(x), which, though still
decryptable to x, might contain large noise, we let C,, (v) be a circuit with » hardwired

that performs FHE decryption on u (ciphertext) using input v (key), and run
hetgman = HEvalChctlarge (hct(hsk)) = hct(Chctlarge(hsk)) = hct(x).

The output hctg,,y is again a ciphertext of x, but its noise magnitude only depends
on that of hct(hsk) and the depth of FHE decryption circuit, not that of hctjrge.
This procedure restores the noise to a fixed amount and helps achieving (non-
leveled) FHE. However, it is not clear how bootstrapping can be applied to attribute

encoding [BGG'14] (or more generally, ABE).

DIFFICULTIES OF BOOTSTRAPPING ABE. A naive idea to reduce the noise in
¢’ =s'(A¢ - C(x)G) by bootstrapping is to homomorphically evaluate, on an attribute

encoding of s, a circuit C,(v) with u = ¢ hardwired that outputs the value (i.e., C(x))
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encoded using the input v = s so that*®
(vishful thinking) 8 (4 - 6o =5'(AHg, = Ce(9)6) =8/ (AHe, - C(X),

where the output noise only depends on that in s'(A — s ® G) and the depth of C¢, but
not that in ¢. There are two issues with this approach.

One is that the circuit C, is ciphertext-dependent, thus unknown at key generation
time, making it difficult, if possible at all, to generate the key corresponding to
the correct circuit. (Concretely, the key depends on H of the circuit, supposedly
independent of the ciphertext.) This is also highlighted by the difference between the
security of FHE and ABE — in FHE, decryption works regardless of the homomorphic
computation applied to the ciphertext, whereas in ABE, since the key is bound to a
specific circuit, the homomorphic evaluation must be authenticated and decryption
must implicitly verify that the correct computation is performed.

The other difficulty is that in [BGG*'14] homomorphism, it is necessary to know
the value being encoded, so evaluating a circuit on s requires knowing s, which we

cannot afford as revealing it would destroy security.

Our Unbounded Homomorphic Evaluation. We achieve unbounded homomorphism
for [BGG'14] attribute encoding by combining rounding and (circular-FHE-style)

bootstrapping.

NOISE REMOVAL. We make rounding noiseless. Recall that eg,; in Equation (8.1)
contains both the rounded ey, and the rounding error. To remove the former, we
round when |||l is much less than M. To get rid of the latter, we draw inspiration
from the learning with rounding (LWR) assumption — instead of taking s out from

rounding, we keep it inside:

(ST(AC -C(x)G) + elTarge) mod q 3 (STAC + elTarge) mod q _ C(X)STG mod q
M - i 'small M
s'Ac mod ¢

(with high probability) = ({ w - C(x)sTGsmau) mod %.

M

%Precisely speaking, the attribute encoding (and FHE ciphertexts of s later) is bit-by-bit for s (and §
later), and needs to include a helper encoding of 1. We let go of those details for a simplified exposition

in this overview.
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For the first equality to hold, we need M to be a power of two so that M | G (ignoring
the small entries in G for now) and C(x),s, % are integral hence can be freely
taken out of rounding. The second equality holds when ej,;g. does not introduce
carrying/borrowing. Intuitively, s"A¢ for A¢ arising from homomorphic evaluation
should just be random, hence is likely to be far away from the boundary of rounding
jumps.

Rounding transfers the encoding to a smaller modulus . We restore the large

modulus ¢ by multiplication:

ar

M

s'A¢c mod g
M

(s"(Ac - C(x)G) + ] ge) mod qw
= (M

} - C(x)s" - MGy | mod gq.

We want to recover G, but MGgp, only contains the large powers of two in G. We
also glossed over the issue of entries in G less than M when rounding. The fix is to
rearrange G by small and large portions G, Gz and amplify G, by M before rounding.
Let Q be the permutation matrix such that (G, Gz)Q = G, then the rounding procedure

is

{ST(AC - C(x)G)G Y (MG, Gg) mod q} I
M MI

The matrix multiplying C(x)s’ is (note that the quantity being rounded is integral)

-1 I I
{GG (Z\;IGL,GR)}( )Q= (GL,%)( >Q= (61,6r)Q =G,
MI M1

and the other part is a rounded pad dependent on A¢ and s,

"AcG (MG, G dql(l

RndPada, (s) = {s cG (MG, Gg) mo q} 0.
M M1

We note that proving correctness for the small portion is quite different from that for

the large portion and relies on s being low-norm (see Section 8.3.1).

BOOTSTRAPPING. After noise removal (rounding and modulus restoration), the

encoding is no longer amenable to [BGG*14] homomorphism. If we can compute
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W for some (other) public matrix A/, related to C, we will be able to

continue homomorphic evaluation using
s'A;, — RndPady (s) + (RndPady, (s) — C(x)s'G) = s"(A;, — C(x)G).

This naturally calls for homomorphic evaluation on s. But again, we cannot perform
[BGG'14] evaluation on s as it must not be known to the evaluator for security. Instead,
we circularly encrypt s, perform [BGG'14] evaluation on its ciphertext § under itself,
and employ the dual-use technique of [BTVW17] for automagic decryption.

In the FHE scheme of [GSW13], the secret key is s', a ciphertext is a matrix C,
and decryption is noisy linear. Suppose C encrypts x', then s'C = x" + noise.”” The
technique of [BTVW17] is to use the same s for attribute encoding and FHE secret key.
We additionally publish

(circular encryption) S = hct(s), (circular encoding) s'(Acirc — S ® G).
Given Ac, we evaluate HEvaandpadAC on attribute S, which yields the desired

T . —
MHH EvaandPadAc ,S AcircHHEvaandpadAC

;
([BGG+14]) = STAcircHHEvaandpadAC - STHEvaandPadAC (S) = % - STHEvaandPadAC (hct(s))
([GSW13]) =s"A}, —s'hct(RndPada,(s)) = s'A;; — RndPada, (s).

Note that FHE decryption happens automagically when an FHE ciphertext is evaluated

on the attribute. The noise in s'A}, — RndPada. (s), thus that in s'(A;, — C(x)G), only

grows with the depth of HEvalgngpad g which is fixed and does not grow with that of C.

SUMMARY. By removing noise and bootstrapping after every gate, we keep the noise
at a fixed level hence achieve unbounded homomorphic evaluation. Abstractly, the

procedure gives rise to two efficient algorithms (corresponding to H¢, He x of [BGG'14])

UEvalC(Aattr, Acire, C) = Ac, UEvalCX(Aattr, C;ttr, Acire, c;ttra C,x,8) = CTC,

%The formulation in [GSW13] is different. For their bit encryption, we can regard xs'G as the
plaintext x". It extends to any vector X" and to ciphertexts homomorphically evaluated for vector-

valued circuits. (See Section 8.2.4.)
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satisfying (with high probability)
UEvalC(Aattr,Acirc,C)
UEValCX(Aatr, 8 (Agtr =X ® G). Acire: S/ (Aus = $ @ 6). €. %, $) =5'(Ac ~C(1)G)

if § is a circular [GSW13] encryption of s.

ONE MINUTE DETAIL. We highlight a technicality here. Recall that noise removal
relies on s"A¢ being far away from the boundary of rounding jumps. The intuition
was s8'A¢ is (pseudo-)random, but in reality, s'"A¢ = s'"AH¢ for some low-norm H¢
dependent on A. Although s"A is marginally random, H¢ has complicated dependency
(described by C) on it, so the distribution of s'A¢ is not easy to work with. For our
scheme, the last entry of s is always —1, in the worst scenario without considering
the exact structure of Hc, for every z, there exists a function H : A — H outputting a
low-norm matrix that makes s"TAH(A) = z' happen with overwhelming probability.'?

We take advantage of the fact that the low-norm Hg is efficiently computable. Our
technique is to introduce (another, independent) noise e. Under the LWE assumption,
(s"A + e")H( is indistinguishable from 6"H¢ (for § random and independent of He).
The latter can be shown to be far away from the boundary of rounding jumps. (See
Lemma 8.6.)

Alternatively, the issue can be worked around by adding a random shift to the

value before rounding. The shifts can be generated using a PRF key.

Laconic Function Evaluation. Putting things together, we present our AB-LFE

construction using unbounded homomorphic evaluation. Its components are
crs = (Aattr, Acirc), digeSt =Ac, Ctx(,u) = (S, Cattr, Ccirc, Z, cmsg)a

A . . .
where S = (sTKﬂff el )R — s ® G is the circular ciphertext, and

T _ ol T T T T
Cattr =8 (Aattr -X® G) + €attrs Ceirc =S (Acirc -8$® G) + €circ>

Cmsg = STACG_I(Z) temsg t U- Lq/2]

10For most z, this H is not known (nor believed) to be efficiently computable.
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are the attribute/circular/message encodings. To decrypt when C(x) = 0, run UEvalCX

to obtain

which can be used to cancel s"A¢G}(z) in cmsg fOor message recovery.
The security proof when C(x) =1 involves two steps. First, simulate message
encoding using
=1
—
S'ACG(2) + - 1q/2] = - L9/2]1+ €456 (@) + C(x) -8z
N———— ——

sT(Ac—C(x)G)G™!(z)

Then, invoke circular LWE on secret s to hide u with the pseudorandom pad s'z.

Attribute-Based Encryption. Our ABE scheme has many components similar to our
LFE scheme, with two major differences — ciphertexts are not specific to any circuit
and security holds against multiple unauthorized keys. The first means cnsg cannot
depend on A¢. We use “one more level of indirection” of one-time pads. We sample

B, z during set-up and let
c; =s'B +ep, Cmsg = S'Z+ emsg + 1+ [ q/2].

For decryption, we let the secret key be a random vector z’ together with a low-norm
vector k (sampled using the trapdoor of B) such that Bk = AcG™!(z’) + z. Think of
s"AcG}(Z) as a one-time pad for s'z (conditionally removable if C(x) = 0), and the

latter as a one-time pad for the message. When C(x) = 0, the decryptor computes
cmsg + €k —8'Ac - 67 (z) = - |/2].

To argue security based on the evasive circular LWE assumption, it suffices to prove
the precondition, which asserts that all directly given LWE samples and all LWE
samples computable from the trapdoor are jointly pseudorandom. The difference

between the precondition proof and the LFE proof is that in the view, there are

ck; : W +s'z  for all queried keys for C;
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due to the trapdoor. We simulate these components as
=1

1
cTCJ_’XG_ (z}) + C;(x) -st;. +8'z,

AL

————

and invoke circular LWE to argue pseudorandomness.

8.2 Preliminaries

All circuits in this chapter are Boolean and use only conjunction, disjunction, and
negation gates. For conceptual reasons, the domain/codomain of circuits might be
written as any finite set, but pragmatically, the input/output are always encoded as bits.
We write A %> B for distributions over B indexed by 4, i.e., a randomized function
mapping A to B.

Useful facts about intervals (intersected with the set of integers, see Chapter 2)
are |[a,b)| = [b] - [a] for all a < b, and 2a —1< [a] - [-a] < 2a +1 for all a. For
z € Z4, the canonical bits(z) is the binary representation of its smallest non-negative
representative (less than ¢), low to high, potentially with extra trailing (high) zeros.

q 9

The expression (z mod q) denotes the representative in [—5,5). We also write

(z mod p) when p divides g. Remainder extends to matrices entry-wise.

Symbols. Table 8.2 explains select single-letter symbols used in this chapter.

8.2.1 Attribute-Based Laconic Function Evaluation

See Section 8.6 for further discussions on general LFE.!%!

DEﬁnition 8.1 (AB'LFE [QWW].S]). Let P = {P/Lparam}AeN)parameParamsﬁ be a fami].y Of
predicate sets, where each P} param is a set of predicates { f : X3 param — {0, I}IXL' 1,
with Params = {Params, } ,en being a sequence of parameter sets, X} param @ domain

dependent only on A and param, and L’ the output length of f (different for each f).

0lThe definitions in this dissertation are specialized for AB-LFE and are textually quite different from

the versions in [HLL23a,HLL25,HLL23b].
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Table 8.2. Select single-letter symbols in this chapter.

symbol | meaning
A, B, A, S | security parameter, challenge bit, adversary, sampler
J,Jj | key count, index
f,x, p | function, attribute, messages [abstract]
C,d,x,L,¥¢,u | circuit, depth, input, length, index, message
¢,r | commitment, opening/randomness
t,I,g,G | standard basis, identity matrix, gadget vector, gadget matrix
n,m | LWE dimension, sample count [shape of matrix with trapdoor]
m’,q,0 | LWE sample count, modulus, Gaussian error width
0, B | hardness exponent, error bound
A, A,a’ | matrix without trapdoor, first n rows, last row
B, 7 | matrix with trapdoor, trapdoor of matrix
p, P,k K | image, many, Gaussian preimage, many
r,s | circular LWE secret without —1, with —1 [s" = (1", -1)]
e,e,c,d,0,A | error, many, LWE samples, random value, many, many
R,X,C,S | FHE randomness, ciphertexts of x, of C(x), of s
H,h,2 | homomorphic evaluation matrix, column, column function
M, p | rounding resolution (dividing g), generic factor of g
Gy, Gy, Q | “left” part of G, “right” part, permutation [(G., Gr)Q = G]
z | public vector creating one-time pad

To save space, “many” following X means “many X’s”, e.g., P is “many images”.
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An attribute-based laconic function evaluation scheme for P consists of four efficient

algorithms.

+ GenCRS(1%*, param) takes some param € Params, as input and outputs a common

reference string crs.

« Compress(1%, crs, f) takes as input crs and some £ : X param — {0, I}IXL’ € Pj param-
It outputs a potentially randomized digest, whose length only depends on L/,
A, and param (not the description size of f). If the algorithm is randomized, it
must be public-coin, i.e., digest is a pair whose first component is the random

tape prefix read by that invocation of Compress.

* Enc(1%, crs, L/, digest, x, p) takes as input crs, L', digest, some x € X} param, and

a multi-bit message u € {0,1}¥". It outputs a ciphertext ct of g bound to f, x.
« Dec(1%, crs, f, digest, x, ct) is supposed to recover u[¢] if f(x)[1, ¢] = 1.

Definition 8.2 (AB-LFE correctness). Given an AB-LFE (Definition 8.1), consider the

following Ex pZ%P_)EVFE y (1%, A).

Setup. Launch A(1*) and receive param € Params; from it. Run
crs & GenCRS(1%, param)

and send crs to A.

* Query. A chooses some f : X} param — {0, 1}1XL’ € P) param- Run
digest & Compress(1%, crs, f)

and send digest to A.

Challenge. A chooses some x € X} param and u € {0, l}L'. Run

ct & Enc(14, crs, L', digest, x, p1).

- Test. Run g’ & Dec(1%,crs, £, digest, x, ct). If £(x)[1,¢] =1 but u'[¢] # p[¢] for

some ¢ € [L’], the outcome of the experiment is 1. Otherwise, the outcome is 0.
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f-sel

. . adptv
aprpp, 1S modified from Exp,p’

Exp LFE ./

by requiring A to choose f during Setup

together with param (before it receives crs).

102 gdaptively correct if Pr[Exp®®PY (1%, A) — 1] is

The scheme is (computationally AB-LFE v/

negligible for all efficient .A. For statistical correctness, A can be inefficient but its

total output length (|param| + |f| + |x| + L’) must be poly(1)-bounded. For f-selective

f-sel

correctness, the experiment is EXpy, or

Definition 8.3 (AB-LFE security). Given an AB-LFE scheme (Definition 8.1) and a

. . . dpt 1 dptv,si
simulator SimEnc, consider Expygpg . (14,.4) and Expy X op (14, A).

« Setup. Launch A(1%) and receive param € Params, from it. Run
crs & GenCRS(1%, param)

and send crs to A.

1L’

* Query. A chooses some f : X} param — {0, 1} € Pj param- Run

digest & Compress(14, crs, f)
and send digest to A.

+ Challenge. A chooses some x € X} param and p € {0, l}L'. Run

adptv,real

Enc(1%, crs, L', digest, x, p1), in EXp,pipe

ct &
adptv,sim

SimEnC(l/l, crs, f, digeSt: X, (ﬂ [g])f(x)[l,i]:l), in EXpAB—LFE )

and send ct to A.
+ Guess. A outputs a bit # € {0, 1}, which is the outcome of the experiment.

) is modified from Exp?®"

x-sel very-sel
Exp (resp. Exp \B.LFE

B LFE AB.LFE by requiring A to choose x

(resp. f,x) during Setup together with param (before it receives crs).

The scheme is adaptively (resp. x-selectively; very selectively) secure if there exists an

adptv,real _ E adptv,sim

x-sel .
BirE S EXPaprpe  (resp. for Exp for

efficient simulator SimEnc such that Exp B LFE

very-sel
EXPyp1pE)-

102The strength of correctness is not the same as the nature of its proof. See Footnote 103.
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8.2.2 Attribute-Based Encryption (Lesser Correctness)

We remind the readers of [HLL23b] that the meaning of ¢ outputting L is different.
In [HLL23D], it is used to characterize the gap in correctness and security for predicate
encryption (PE). In this dissertation, it is for abandoning both correctness and security
— used in Chapters 7 and 9.

We will define PE separately when we need it (see Definition 8.5). Below, we define

the lesser versions of correctness for ABE, only for non-L cases.

Definition 8.4 (ABE correctness). Given an ABE scheme (Definition 2.3 with T not

important and P never 1), consider the following Epo%pEt‘;r(l/l, A).

+ Setup. Launch A(1*) and receive param € Params, from it. Set up the scheme

by running (mpk, msk) & Setup(1%, param) and send (mpk, msk) to A.

* Query I. Repeat the following for arbitrarily many rounds determined by .A.
In each round, A chooses f; € F) param. Run sk; & KeyGen(1%, msk, f;) and send

ski to A.

+ Challenge. A chooses x € X} param and y € Y3 param. Run ct & Enc(1%, mpk, x, y)

and send ct to A.
* Query II. Same as Query L.

« Test. Run z; <& Dec™i:sk5(14) for all j. If Py param(f;,%) =1 but z; # y for

some j, then the outcome of the experiment is 1. Otherwise, the outcome is 0.

» » &«

Variants of Expz‘]i;;’;j+ are “xy-selt+”, “f-sel+”, “adptv”, “xy-sel”, “f-sel”, “very-sel”, where
“+” (strong) means msk is given (default is non-strong) and “xy-sel” (resp. “f-sel”;
“very-sel”) means (x,y) (resp. all fj’s; (x,y) and all f;’s) must be chosen together with
param (before mpk is generated).

The scheme is computationally (resp. statistically) which-correct (default is compu-

tational)'*® if Pr[Expyhich (11, A) — 1] is negligible for all efficient A (resp. all, poten-

103The strength of correctness is not the same as the nature of its proof. Since there is no interaction

in Ex pvery—sel

Apk, » computational very selective correctness against non-uniform adversaries is equivalent
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tially inefficient, A whose total output length (|param| + X; |f;| + |x| + |y]) is poly(A)-

bounded). It is perfectly correct'®* if Pr[Epr%rg'jd(l’l, A) — 1] =0 for all A.

8.2.3 Lattices

For ergonomics, some lattice-related notations in this chapter are different from
the usual convention in Chapter 2. Let n,m >1 and ¢ > 2 be integers such that

log, ¢ < ;° € Z (note that the denominator is now (n + 1), instead of n). Let

m G
g=(2%2...,22a7)"  and G=I,,;,9g =

lIz+1 ® gT
be the gadget vector and the gadget matrix (note that their shapes are changed), with

G being the first n rows of G. The notations G™'(p), G™'(P) are for (n + 1)-row p, P.

Circular LWE. We rely on the LWE assumption for small secrets with circular security.

Assumption 8.1 ((circular) small-secret LWE). Let n,m,m’ < poly(1), g < 2P°¥()

o =0(1), 0’ =0’(1), and (with the argument 1 omitted for those functions)

ry $ YAk / $
Ape & 2™, A Sz, r=D) | S—@-D,
$ m ’ 8 m’ $ mx(n+1)[log, g1m
«— — «—
€fhe DZ,U,SU\/T € DZ,O",SU'\/Z, R {O’ 1} ’
5fhe <i Z;n, 5 <i Z;n/, A <i Zl(1n+1)><(n+1) [log, q"lm.

The circular small-secret LWE assumption cSLWE,, », m’ .0,0- States that

Kﬂqe the

1 g R - bits(s) ® G, A’, r’A” + (€')"
r'Ame + €/ \r'Ame + €f,
AeN
A —
o R A A, (@)
Ofhe
AeN

circular terms

to statistical very selective correctness, and its proof might well rely on non-uniform computational
hardness.

104This definition of perfect correctness is equivalent to the version per Definition 2.1.
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For the small-secret LWE assumption sSLWE, 40,07, the circular terms are removed

from both distributions.

Lemma 8.1. The following hardness implications are true:

. CSLWE,, i q,0,00 = SLWE,, 1 g,0,00 = WWE;, pr g,075
. LWEp tnsm.g.0r = SLWE,, ' g.07.00 [ACPS09];
. LWE,, 214n[log, q1,q,2-10r = LWEn m',q,0 for all m’ = poly(2);

. SLWE,, 21+n[log, ¢1,0,0,2- 40" = SLWEn v g.0,0" for all m’ = poly(1);
* CSLWE,, 1, 214nl0g, ql,0,0,2- 40" = CSLWEy o m g,0,07 for all m” = poly(4).

In addition, if m > 21 + n[log, q1, then cSLWE,, 104,00 implies ¢SLWE,, , . o 5 21, for all
m’ = poly(A).

Here, LWE is Assumption 2.2 (not directly used in this chapter), which is equivalent to
Assumption 8.1 with the distribution of r changed tor & 7}, and the circular terms removed

(the two equivalent versions differ in truncation of noises).

The first implication is by ignoring additional terms. The third to the last are by the
leftover hash lemma and noise flooding. Due to the presence of circular encryption,

the last two reductions in Lemma 8.1 cannot alter the distribution of r.

PARAMETERS. We rely on csLWE with the following parameters:
* n is a fixed polynomial in A and m = 3(n + 1)[log, q1;'*
« m’ varies over all possible polynomials in 1;

+ log, g is an integer and fixed polynomial in n;

+ 0,0’ are fixed functions of n such that #ﬁ, == Q(2"") for some constant

S

0<p<%.

105This choice of m enables the reduction of non-circular IND-CPA security of the [GSW13] FHE scheme
(used in the circular terms) to LWE, », 40/, providing heuristic justification for our assumption. It also

satisfies the constraint in Lemma 2.3 for trapdoor generation.
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By Lemma 8.1, they reduce to a single csSLWE, ,,, 511n[log, g1,,0,2-10¢ @SSUMption, which
also implies all SLWE,, yo1y(1),q,0,00 @0d LWE,, 5019(1),4,0-- In our derivation, we might use
more specific choices of parameters.

We remark that we could solely rely on quasi-polynomial modulus-to-noise ratio.
Clearly, the correctness error would not go below quasi-polynomial. There is a
less obvious cost. Since our security proof relies on correctness, the provable
advantage bound would also be quasi-polynomial, even if the assumptions have
subexponential security. We choose to not go this route. In contrast, we obtain
subexponential correctness and security from subexponential modulus-to-noise ratio if
the assumptions are subexponentially secure, because our reductions are polynomial-

time.

Evasive LWE. We formulate the variant of evasive LWE assumption needed for our
KP-ABE. While it appears complicated due to incorporation of circular ciphertext and
encoding, the assumption follows the same rationale as existing variants of evasive

LWE. More discussion follows the definition.

Assumption 8.2 (evasive circular small-secret LWE). Let S(1%;aux) be an algorithm

that, given randomness aux, outputs

nx(m(n+1)2 [log, q1?+1)m

Acirc € Zq s

A/ nxm’ nxdJ ’
A e Zq ’ Pe Zq , 0, 0, 0-1, UpOSta Uprea

where m > mg(n, q) and o_1 > 0¢(n, m) are constrained by Lemma 2.3 and opost > Opre-

Suppose e € Z™, ep € Z7, &y < 7y, op & zj, and

Afe & VA (B, 7) & TrapGen(1%,1",q), K <& SampD(B,7,P,0.1),
$ ym o8 (m@+D)?log, 1> +D)m ’ S ym
€fhe < DZ,U,SU\/I’ €circ < DZ,G’,SU’\//T , € & DZ,U’,SU’\//T’
2 2 ’
Sihe < Z77, Beire & Z((}m(nﬂ) llog, gT*+Dm 5/ s zr,
$ n $ x(n+1)[log, glm ry
r—7>DD , R < {0,1}™ 241 Agq
Z.0,<0V1 s= ¢ R - bits(s) ® G.
S «— (rT, _1)T’ A <i Zl(ln+1)><(n+1) flog: q]m7 rTAfhe + e}he

In the precondition, the entries of eg, e, are independent and follow D, Gorer<Opme VT2
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and evcsLWES,, states that

1%, aux, Ame, B, r"Age + €f., S, 11, aux, Ame, B, 0%, A,

T .
circ»

(67)7, 8%, Oy

X

1'T(Kt:irc - (1, bitS(S)) ® a) + etT:irc’

r'A’ +(e), r'B+el, r'P +e]

AeN AeN

In the postcondition, the entries of ez are independent and follow D, Cposts<Tpost V7 and

S
evcsLWEpost states that

1*, aux, Ame, B, t"Ape + €fp, S, 1*, aux, Ame, B, 6fe, A,
rT(Kcirc - (1, bitS(S)) ® a) + ezirc, ~ I:irm
TA/ NT T T NT T
rA'+(e), rB+e;, K LeN (67, 65, K LeN
The evasive circular small-secret LWE assumption postulates that evcsLWEgre implies

evesLWED , for all efficient sampler S.

Remarks. We briefly compare known variants of evasive LWE assumptions. Assump-
tion 8.2 and those in [Wee22, WWW22] and Chapter 7 are only for public-coin samplers,
enforced by providing the sampler randomness to the distinguisher. Those in [Tsa22,
VWW22,ARYY23] consider private-coin samplers, where the auxiliary information
passed to the distinguisher is an additional output of the sampler. Assuming evasive
LWE only for public-coin samplers avoids obfuscation-based counterexamples, where
P is sampled with a trapdoor and the auxiliary information contains an obfuscated
program with the trapdoor hardwired. From a provable security perspective, the
desideratum for public-coin variants (achieved by all such ones) is that the assump-
tion should not suffer from any known counterexamples and should suffice for the
application.

The exact formulations vary — whether the matrix B (with trapdoor) is public
or not, whether the secret S is sampled by S (only for private-coin versions) or
prescribed, specification of advantage relation'’® between precondition and post-

condition, number of matrices with trapdoors, how additional LWE samples can be

06There are three levels of specifications. The most coarse is “polynomial indistinguishability implies
polynomial indistinguishability”, which is the approach taken here and in Chapter 7. The intermediate

version [Wee22, WWW22,ARYY23] requires unspecified polynomial relation between the two adversaries
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formed (i.e., A), noise structure, circularity, etc. They are formulated to be natural (in
the sense that they deal with preimages of general A, P, decoupled from the specific
distributions of A, P used in the application) and sufficient for the intended application.
The common underlying intuition is that the trapdoor preimages are only useful in
breaking pseudorandomness by its natural usage, i.e., multiplying the LWE samples
under the matrix with trapdoor.

As suggested in [Wee22], the noise magnitude in the postcondition can be
made larger than that in the precondition for a more conservative assumption.
We can implement it by requiring evasive LWE to hold only for samplers with
a certain gap between opost and opre. We additionally allow a worse Gaussian
preimage K. Otherwise, our assumption is stronger than the version in [Wee22],
and is incomparable to those in [WWW22] and Chapter 7.

We note that in our formulation, in contrast to eg,ep, the distributions of
T, €fhe, €circ, € are invariant across evesLWE,re and evesLWEpos¢. Intuitively, eg, ep being
smaller in the precondition compensates for the fact that in the postcondition, the
noise attached to r'BK is not an independent e, but correlated with ez. However, this
does not apply to r, ese, €circ, €. In the presence of circular encryption, a distribution-
varying r is difficult to interpret. Lastly, the formulation must consider different
magnitudes for e’,ep, — for correctness, efme,ecirc,@ (the last contains attribute
encoding noises) must be small to be successfully refreshed; operationally, the
(refreshed) homomorphic noises are larger than e; for security, e, must be large to
flood the homomorphic noises. We thus settle for the version above.

The sampler is allowed to choose A.ire. Since the public matrices for circuits
depend on it, it must be known to the sampler, either (here) chosen by or (alternatively)
given to the sampler. In both cases, the structure of (Agrc — (1, bits(S)) ® G) must be
incorporated into the assumption, because the sampler cannot choose S. We settle

for one possible version here.

in the two conditions. The finest level stipulates exact polynomial relation between the two adversaries,
which is needed if the assumption is to be applied super-constantly many times [Tsa22, VWW22] (pointed
out in [AKY24b]).
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For a more complete study of evasive LWE assumptions, we refer the reader

to [BUW24].

8.24 Homomorphic Encryption and Evaluation a la [GSW13]

We rely on the (leveled fully) homomorphic encryption due to [GSW13]. Since we use
it as a building block and the security proof of our construction will be different, we

only recall the format (without the distribution) of its components and the correctness

property.
Lemma 8.2 ([GSW13]). The leveled FHE scheme works as follows.
* The keys are

Am
(public) Ame=| _ e zimhm, (secret) s’ =(r",-1) € Z"",
r'Ame + €

where t € Z", Ape € Z™, e € Z.
* A ciphertext of x € {0,1} is
X = AmeR — 2G € ZV,
where R € 2™ is the encryption randomness. The decryption equation is
s'X =-ep R-x8'GeZ,
which can be used to extract x via multiplication by G™*(|q/2]tn+1)-
* There is an efficient algorithm
MakeHEvalCkt(1*,1™, ¢, C) = HEval¢
that takes as input n,m, q and a circuit C : {0,1}* — {0,1} and outputs a circuit
HEvalg(Xy,...,X.) =C

taking L ciphertexts as input and outputting a new ciphertext C.
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— The depth of HEvalc is d O(log m loglog q),'"” where d is the depth of C.
- Suppose X; = AmeRy — X[4]G for ¢ € [L] with x € {0, 1}E, then
C= AfheRC - C(X)G’
where |R7|| < (m + 2)? maxez [IR]]l.

Additionally, in the circular version, ciphertexts of bits(s) are published.

It will be convenient for us to extend the homomorphic evaluation procedure for

vector-valued functions similarly to [BTVW17].

Lemma 8.3 (homomorphic evaluation for vector-valued functions; q[). For the scheme

in Lemma 8.2, there is an efficient algorithm
MakeVEvalCkt(n, m, q,C) = VEvale

that takes as input n,m,q and a vector-valued circuit C : {0, S Z}IX’”' and outputs a

circuit
VEvale(Xy,...,X;) =C
taking L ciphertexts as input and outputting a new ciphertext C of different format.
« The depth of VEvalc is (d O(log m loglog q) + O(log®log q))'%¢ for C of depth d.

« Suppose X; = AmeRy — X[£]G for ¢ € [L] with x € {0,1}%, then

where |[R7|| < (m + 2)?Tlog, q1 maxyc(r [|Ry|l. The new decryption equation is

s'C = —ep Re +C(x) € Z)™ .

1077 better bound is O(log m + loglog q). Consequently, some parameters can be tighter. We choose to
keep the bound used during the initial write-up to avoid an overhaul at this time.

1084 better bound is (d O(logm +loglogq) + O(loglogq)). See Footnote 107.
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Proof (Lemma 8.3). Recall that the codomain of C being Z}IX’”’ is just conceptual —
pragmatically, the output is computed bit by bit. Let C,, : {0,1}* — {0,1} be the
subcircuit of C computing the v bit (low to high) of the u™ scalar output, i.e.,

Cyy(x) = bits(C(x)[1, u])[1,v]. The algorithm MakeVEvalCkt works as follows.
1. Given n,m,q,C, it splits C into C,,’s and runs

HEvalc,, < MakeHEvalCkt(n,m,q,C., ) for all u € [m’] and v € [0,log, q).

2. It constructs and outputs the following circuit VEvalc.

(a) Given X, ..., Xy, first use HEvalc,, to obtain C,, for all u,v in parallel.

(b) Then compute, for all u in parallel,
C, = Z Cu,vG_l(zvtn+1)~
(c) Lastly, output C = (Cy,...,Cp).

To analyze the depth of VEvalc, let d,,, be the depth of Cy,, then d,, < d since Cy,, is
a subcircuit of C, which is of depth d. Step 2a thus is of depth d O(log m loglogq) by
Lemma 8.2. In Step 2b, multiplication by G™*(2"¢,41), which is a standard basis vector
known to MakeHEvalCkt as a constant, can be implemented by wiring the correct
entries (namely, the (n- ;5 +v + 1)S* column) of C,,, hence requires no additional
depth. Summing up [log, ¢] values in Z, takes O(log” log q)'*° depth. Step 2c simply
specifies the output, making no contribution to the depth. The bound for the total
depth follows.

To see the new decryption equation and analyze ||R;|/, by Lemma 8.2, we have

Cuy = AmeRe,, — Cu,v(X)G, where

R. || < (m+2)% max||R}|| < (m + 2)% max ||R}]|.
IRc, Il < Om o+ 2% max Ryl < (m + 2)* max Ry

1097 better bound is O(loglog q). See Footnote 107.
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For each u € [m/],

Cu = Z Cu,vG_l(zvlrﬁl) = Afhe Z RCu,v G_1(2U5n+1) - Z Cu,v (X)GG_l(ZUlIHI)

0n 1
=Ame >, Re,, G (2%0n41) - ) ,
v C(x)[1,u]
and therefore,
0n><m’
C:(Cla---’cm’):AfheRC_ 5
C(x)
with  Re={> Re,,6 7 (2%ns1), ..., D Re,, 67 (2%004) ).

Note that every row of Rj, is a sum of [log, q] rows among all the rows of ng, from

which the desired norm bound follows. O

8.2.5 Attribute Encoding and Homomorphic Evaluation

aux [BGG'14,BTVW17]

We use the attribute encoding and its homomorphic evaluation in [BGG*14], with
the extension to matrix-valued circuits in [BTVW17]. We further extend the dual-use

technique in [BTVW17] to circular encryption and vector-valued circuits.

Lemma 8.4 ([BGG*14,BTVW17]). The attribute encoding and its homomorphic evaluation

work as follows.

« For L-bit input, the public parameter is Ay € Z((I”H) X(Lth)m,
* The encoding of x € {0,1}" is
s (Aattr — (1,X") ® G) + €4,
where 8™ = (r", -1) with r € Z" and ey € ZE+V™,
« There are efficient deterministic algorithms [BGG*14]

EvalC(Aatr, C) = He and EvalCX(Aattr, C,X) = Ho x

that take as input Agw, a circuit C:{0,1}Y — {0,1}, and ( ‘for EvalCX) some

x € {0,1}F, and output some matrix in ZELVmxm,
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— Suppose C is of depth d, then |[HL||, |HL || < (m +2)%.
- They satisfy encoding homomorphism,
(Aartr — (1, XT) ® G)HC,X = AairHe - C(%)G.
* There are efficient deterministic algorithms [BTVW17]

MEvalC(A,ttr, C) = He and MEvalCX(Aattr, C,X) = He x

that take as input Agyr, a matrix-valued circuit C : {0,1}F — Z((I”H)X’",, and (for
MEvalCX) some x € {0,1}X, and output some matrix in ZE+Dmxm’,

- Suppose C is of depth d, then |[HZ||, ||H£,’X|| < (m +2)%log, q1.

- The matrix encoding homomorphism is

(Aatr — (1, XT) ® G)HC,X = Azt He — C(X).

Dual-Use Technique and Extension. In [BTVW17], the attribute encoded with secret s’
is FHE ciphertexts under key s’ (the same, “dual-use”) and the circuit being MEvalCX'ed
is some HEvalc. This leads to automagic decryption. Let C be a circuit with Boolean
output, x an input, X a bunch of FHE ciphertexts of bits(x) under s', and ey, €', e”
some unspecified noises, then
(ST(Aattr - (17 bitS(X)) ® G) + e;ttr)HHEvalC,X
(MEvalCX) = s"AttrHieval, — S'HEvVale(X) + (€')7
(HEval decryption) = s"AzrHueval, — S'C(X)G + ()"
= ST(AattrHHEvalc - C(X)G) + (e”)T-
To extend the dual-use technique to vector-valued circuits, let the codomain of C be

Z>™, then VEvalc is Z‘(I””)X""—mlued and
(ST(Aattr - (1’ bitS(X)) ® G) + e;ttr)HVEvalC,X
(MEvalCX) = s"AuttrHyeval, — 8'VEvVale(X) + (€)'

(VEval decryption) = s"AutrHygval, — C(X) + (€”)".

Extension to circular encryption means setting x = s, for which we say S, Acirc in place

Of X, Aattr-



388

8.3 Bootstrapping Homomorphic Evaluation

We first introduce some lemmas that will come handy later.

Lemma 8.5 (). Fix g andh e Z™. Let g = gcd(q, h[1],...,h[m']) and d & Z2, then

d'h is uniformly random over

8Z,={g-x|xcZ,}={g- (xmod (q/g)) |x € Zys }.
—_——

multiplication over Z, multiplication over Z
then sent into Z,

Proof (Lemma 8.5). Let i run through [m’]. By Bézout’s lemma, there exist zg, 21, . . .,

zm € Z with

zoq+Zzl =

Let x & Z, and d'[i] =d[i] — xz;, then d’ is independent of x. Note that
dh=gx+dh- gx—gx+2d —x(20q+Zzl )

=gx — qxzo + Z (d[7] —xz;))h[i] = gx + (d")"h.
=0

Clearly, (d’)"h € gZ,. Since gx is uniformly random over gZ, and (d’)'h is inde-

pendent of x, we conclude that d'h = gx + (d’)"h follows the uniform distribution

over gZ,. O
Lemma 8.6 (). Let B,B’,n,m/,q,0,0’,p >0 and h: Z((I”H)X’”/ 57 be efficiently
computable. Suppose p | q, Pr[ [|(h(A)'ll < B'] = 1, and SLWEy g0, (Assumption 8.1)
holds, then
A (i Z(n+1)><m’
q

((rT —1)Ah mod p) ’ ’
Pr r<—D; oV 21—234_(20%4_1)3 —negl(1).
0,50 [—— +B2_ B) p
h & h(A)

Proof (Lemma 8.6). Let

A’ $ ’ $ ’ D ’ T ’
A= |, e&Dm , 67", B=B+Bo'Vi, Eo:|ehl<BaVi,
a Z,0' <o’V q

Ey: ((r",-1)Ah mod p) € —l—Z) + B, g - B),
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E,: ((r'"A’+e"—a")hmodp) €

[_l_’
2
Es: ((6" —a"h mod p) € [—’E’
Note that (r'A’ +e" —a")h = (r",-1)Ah + e'h, so E; 2 Ey N E,. Combining this with
Pr[Ey] =1, we have

Pr[E;] > Pr[Ey N E,] = Pr[E,].

It follows from SLWE, 4 5,0 that Pr[E;] > Pr[E3] — negl(1). (Roughly speaking, the
reduction algorithm receives A’ and either (r"A’ + e") or random 4", and performs the
range testing after sampling a, h.)

Moving to modulus p, write g = gcd(p, h[1],...,h[m’]) and let d € Z;“ be such
that d = (6 —a) mod p, then d is uniformly random and independent of h, g. By
Lemma 8.5, conditioned on g, the quantity d'h is uniform over gZ,. Since ||h'|| < B,

either g = p (if h =0) or g < max |h[i]| < B’. We proceed with a case analysis.

* (g = p.) In this case, dh mod p =0, so Pr[E3 | g =p] =121—B'%2§.

mod p

. B , . d'h . . p p
(g = go < B’.) In this case, 20 is uniformly random over ~2g07 2g5 )» SO

Pr[E3|g=g0] =Pr -—— ,
280 8o 280 &o

o e )
280" 280

u&[_i L);ue

[(p - 2B)/2g0] - [~(p - 2B)/2g0] _ 2(p—2B)/2g0- 1
p/8o p/8o
_g0+2§ZI_B’+2§
p p

>

>1

Therefore,

Pr[E;] > Pr[E;] > Pr[E3] —negl(1) = E[Pr[ E3| g]] — negl(1)

2B+ (20'VA+1)B'
p

B +2B
>1-

—negl(1) =1- negl(1). O

Lemma 8.7 (€]). Forallu,veZ andw € Z.,

u+v}

= {1} if and only if (v +v) mod w = (v mod w) + v.
w

w
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Proof (Lemma 8.7). Taking the difference between the two sides,

utv] |u]_ (u+v) - ((u+v) mod w) _ u—(umod w)
w w B w w
B ((w mod w) +v) — ((u + v) mod w)
= ” )
The lemma follows from the equivalence of being zero for both sides. m]

Notations and Parameters. Let

* g be the modulus,

M the rounding resolution,
* B the bound of removable noises (also a loose bound on the secret),
+ B’ the bound of homomorphism matrices for one step of computation, and
» 0,0’ Gaussian widths.
For the purpose of this section, they must satisfy these relations:
+ M is an exact power of two (so that M divides a large portion of G) and M | g;
« M?B/q, 0’B’/q, B/M, 0’B’/M are negligible;
- B’ is 2908°D) and gv1 < 2B and o’ V1 < 271B.
For the applications except KP-ABE, we need another Gaussian width omse and require
Umsgﬁ +Bm+1<q/4, Omsg > 2M%(Bm + o’V1).
For KP-ABE, we need 0_1, Opre, 0post and require!'”

m - OpostVA - 0_1\Vm + 0'VA + Bm +1 < q/4,

Upre 2 2/1+6(Bm + 20”\/1), Upost 2 apre.

10In the conference version [HLL23a], the inequality lower bounding opre is different. Both are correct
and the concrete values below are not changed. The current bound enables the transition Hy ~5 H3 in the

proof of Theorem 8.16 by invoking Lemma 2.2 once. The conference version requires two invocations.
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We rely on ¢sLWE,, ,, 511n1log, g1,,0,2-10- (Assumption 8.1) for some n < poly(1) (depen-
dent on p; see discussion after Lemma 8.1) and m = 3(n + 1)[log, q]. By Lemma 8.1, it
implies cSLWE,, . g,0,07s SL(WE, v g,0,07s LWEp m g.0» for all m’ < poly(1) and ¢” > o”.

We always write 8" = (r', —1) for r € Z". We define “left/right” gadgets

g-ll—, :(207217229"'1M/2)a GL :In+1®g1];7

g-ll-{:(Msz"I'M’"-’zﬁ_l), GR:In+1®g;7

then g' = (g}, g and G = (G, Gr)Q for some efficiently computable permutation
matrix Q.

Concretely, for sufficiently large A, we can set (exact numbers)

q = 215/1’ M — 25/1’ B — 24/1’ B/ - 2/1, g = 2/1 0,/ — 22/1’

b

61 A 61 71
Omsg =277, 01=2", Opre =277, Opost =27,

and choose n appropriately. (The proofs in this section work with the general relations,
not this particular version, and some are stated for conditions even weaker than the

general ones set above.)

8.3.1 Noise Removal

In this subsection, we present the procedure RemoveNoise(-). It takes as input
an attribute encoding (s'(A — xG) + e') € Z7 with large noise e. The deterministic
algorithm, with overwhelming probability over the input, outputs a noiseless encoding
(RndPada(s) — x8'G) € Z7, where the function RndPady (-) is fully described by A (not

dependent on x, e).

Construction 8.1 (noise removal). RemoveNoise(u' € Z}IX’”) computes

+ mod
| Y mo qD 0.

M

T mod
vV — WG YMG,), V. uGl(Gy), W (P q}, -

and outputs w' as an element of Z7'. The function RndPads(s) is RemoveNoise(s'A).

Lemma 8.8. A canonical Boolean circuit of RndPada (-) of depth O(lognloglogq)''! can

(n+1l)xm
q .

be efficiently generated from A € Z.

1A better bound is O(logn + loglog q). See Footnote 107.
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RemoveNoise satisfies the following conditional correctness property.

Theorem 8.9 (). Let T = G (MG, Gg). For all s, A such that ||s|| < B, if both

m
(s'AT' mod ¢)" € —% + M?B, % - M?B| and (s"AI' mod M) €

M m
M g M B)
2 2
hold, then for all x € {0,1} and e such that ||e|| < B,
RemoveNoise(s"(A — xG) + ") = RndPad, (s) — xs'G.

Proof (Theorem 8.9). We simply expand RemoveNoise. Letting u" =s"(A - xG) + e" and

v' =u'T, we can rewrite v as
(vi,vE) = (s"(A - xG) + €")G (MG, Gy)
=(s'A, — Mxs'G, +e], sS"A; —x8'G; + e}), (8.2)
where (A, Ag) = AT and (e[, e;) = e'T are blocked correspondingly. Because M is an

exact power of two and M? < g, each column of I' = G"}(MG,, Gg) is a standard basis

vector, which implies ||I'"|| < 1. Since (G, Gr)Q = G, it suffices to prove both of

v] mod s'A; mod
(left part) { L i q} = { LM qw — x8'Gy,
T d T
(right part) M{ww = {%} -x8'Gg  (mod q).

For the left part, observe that
|(~Mxs'G, +e])"|| <M -|s||- |GL|| +|le]| - IT"| <M-B-M/2+B-1< M*B.
Combining it with the first premise, we obtain
(s"A, — Mxs'G, +e]) mod g = (s"A, mod q) - Mxs'G +e,. (8.3)
By the second premise and the fact that ||e.|| < ||e]| - ||T"|| < B,

((s"A;, mod q) + ;) mod M = ((s"A;, mod M) + e]) mod M

= (s'A, mod M) + e = ((s"A;, mod q) mod M) +ej.

Applying Lemma 8.7 to it,

(s"A; mod q) + €]

i (8.4)

_|s"A, mod ¢
= m )
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Now we have
v; mod ¢ 82) (s"A; — Mxs'G, +e[) mod ¢ 83 (s"A; mod q) — Mxs'G, +e]
M M M
_ (s"A, mod q) + e]
M

4 | sTA, mod
- xSTGL @ \‘LT(I“ - xSTGL.

This completes the proof for the left part.
For the right part, since M | g, for all £, u € Z, it holds that

M{i}sM{%}+kq:M{%+k.%wEM{uqu} (mod q). (8.5)

Therefore,

{V; mod q} 8.2) (s"Ap —x8'Gy + ep) mod q}

M i M
(COR (s"A; mod q) — x8'Gy; + e}
i M
s'A dg) +e;f
byM|Gy) =M (8"Ag m](‘)l 7 R} -x8'Gy (mod q).

By the second premise, the fact that ||eg|| < ||e|| - [|II"|| < B, and Lemma 8.7,

(s"Ay mod q) + eﬂ B {STAR mod qw

M M
This completes the proof for the right part. m]

8.3.2 Bootstrapping

In the previous subsection, we showed how to remove noise from an attribute
encoding, yet the noiseless encoding is not amenable to further homomorphism.
To support unbounded evaluation, we transform it back to an attribute encoding with
smaller noise (magnitude independent of that of the old encoding). This is done with

the help of a circular encoding of the secret.
Theorem 8.10 (bootstrapping; €[). It works as follows.

« The secret is s = (1", —1)" € Z"*! with bits(s) € {0, 1}»*DMog2 a1,

* The circular ciphertext is

S

A
_ the (Rl, ce ,R(,H.l) [log, q]) - bitS(S) ®Ge Z((In+1)><m(n+1) [log, a1
r'Ag. + €he
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where A € 77", eme € 2™, and Ry € {0,1}™™ for 1 < £ < (n +1)[log, q].
Let Ls = m(n + 1)2[log, q? be the bit-length of S so that bits(S) € {0,1}*Ls.
* The circular encoding is
8" (A — (1, bits(S)) ® G) + ey,
where Acire € Z‘(I"“)X(Lsﬂ)m and eiye € Z\Lsthm
« There are efficient deterministic algorithms
EvalRndPad(Acirc, A) = H{"%¢ and  EvalRndPadS(Acirc, A, S) = Hy'g"

that take as input Acirc, a target matrix A € Z,(Inﬂ)xm, and (for EvalRndPadS) some S,

and output some matrix in Z sV It holds that
|I(H§ndPad)T||’ ”(Hg?sdPad)T” <(m+ 2)O(lognlogmlogzlogq) < 20(10g5/1)_
Moreover, when S is indeed of the correct form,
8" (Acire — (1, bits(S)) ® GYH{K™ = s"Acir H{"P*! — RndPada (s) + efeRendpad,
for RndPady defined in Construction 8.1 with
[ Rincpag, | < (m +2)01°8" 108 10E9) . O(log ) < 2008,
Before proceeding to the proof, we remark that the procedure, combined with

RemoveNoise, indeed reduces the encoding noise. Suppose ||efmel|, ||€circ|l < 27*B, then

the output encoding is

(8" (Agirc — (1, bits(A)) ® G) + el )HY P

RndPad RndPad
= STACiI‘CHAn o — RndPadA(S> + e}heRRndPadA + e::ircHA?S ° >

whose noise is bounded by
RndPad ~A+poly(log 1
llefhell - ”REndPad | + llecirell - ||(HAnS )l <B-274P° y(logd),
A )

Adding it to the output of RemoveNoise, we restore the format of attribute encoding
with the noise level reduced from close to B to much lower below it, which can be

done after each step of homomorphic evaluation for unbounded homomorphism.
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Proof (Theorem 8.10). We employ the dual-use technique from Section 8.2.5. By
Lemmas 8.3 and 8.4, define
VEvalgndpad, = MakeVEvalCkt(n,m, g, RndPady),
EvalRndPad(Acirc, A) = MEvalC(Agirc, VEValgndpad, )
EvalRndPadS(Acirc, A, S) = MEvalCX(Agirc, VEValrndpad, , bits(S)),

all of which can be efficiently computed. By Lemma 8.8, the depth of RndPad, is
O(lognloglogq), so by Lemma 8.3, the circuit VEvalgndpad, is of depth

O(lognloglog q) - O(log m loglog q) + O(log® log q) = O(log nlog mlog®log q).

The desired norm bounds of H§"%d and HY"¢" follow from Lemma 8.4.

When 8§ is in the correct form,
8" (Acire — (1, bits(8)) ® G H g™
(Lemma 84) = s"AqcHY'9P29 _ s"VEvalgndpad, (S)

(Lemma 8.3) = s"AcircHy 9" — RndPada(s) + €l Renapad, -

Lastly, Rgndrad, Satisfies (again by Lemma 8.3)

<m<m+2

IREngpag, | < (m +2)°U08n 108108 D Iog) ¢ - maxi<sc(nan)iog, g1 IRl

< (m + 2)0Uognloglogd) . o (log q). o

8.3.3 Unbounded Homomorphic Evaluation

In this subsection, we present homomorphic evaluation for circuits of unbounded
depth. Unlike Lemma 8.4, our evaluation procedure is non-linear, and we cannot

formulate them as producing low-norm linear transformation.

Construction 8.2 (unbounded homomorphic evaluation of attribute encoding). It

works as follows.
« UEvalC(Aattr, Acire, C) takes as input the public matrices

Agitr € ZEI”“)X(LH)’” (for attribute encoding)  and

Adirc € Zé””)X(LS“)m (for circular encoding, with Ls = m(n + 1)*[log, ¢1%),
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and a circuit C : {0,1}X — {0,1}**L" of arbitrary size and depth. It does the

following.

1. Let C; (for ¢ € [L]) be the input gate of C corresponding to x[¢], and
Cr+1, - - .,C|c| the other gates of C in topological order. Let

Aattr = (A07A17 .o 7AL)7

where Ay corresponds to the constant 1 and A, (for ¢ € [L]), the input x[¢],

in the attribute encoding.

2. Fori =L +1,...,|C|, let fan-ins of C; be fan-outs of C;/, C;» for some i’,i"” < 1

(for negation gates, ignore i”). Use Lemma 8.4 to compute!!?

H'ci «— EvalC((Ag,A;, Aj»), gate C; as one-gate circuit),

A} — (Ao, Ay, Ap)H,
then use Theorem 8.10 to compute
HYMP2d  EvalRndPad (Acirc, A)), A; — A HRMP,

3. Let i,...,irr be the indices of the output gates. Set Ac., « A;, for all
¢ € [L'] and output A¢ = (Acu, ..., Ac:)-

+ UEvalCX(A,ttr> Chttr> Acires Coires C» X, S) takes as input all the input to UEvalC,
attribute encoding cayr € ZEILH)’”, circular encoding cCcirc € ZEILSH)’”, attribute

Zl(]n+1)><m(n+l) [log, q1

x € {0,1}%, and circular ciphertext S € . It does the following.

1. Parse C into Ci,...,Cr,Cr41,...,Cc) and Auyr into (Ag,Ay,...,Ar) as
in UEvalC. Split ¢}y, into (c¢f,c],...,c}), where ¢ is the encoding of the

constant 1 and ¢, (for ¢ € [L]), that of input x[¢].

12The notations are different from those used in the technical overview. Here, primes are put on
matrices before bootstrapping (an implementation detail) so that matrices defined for gates (the interface
if the gate is an output) do not use primes (contrary to technical overview, where primes are attached to

matrices appearing later in text).
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2. Fori =L +1,...,|C|, let fan-ins of C; be fan-outs of C;, C;» for some i’,i"” < 1
(for negation gates, ignore "), and x[i’], x[¢”'] the wire values out of C;, C;~.
Evaluate the gate and store the result into x[i] (extending x). Use Lemma 8.4

to compute

’

He iixiin] < EvalCX((Ao, A;, Aj»), gate C; as one-gate circuit, (x[i'],x[i"])),

and set (¢})" « (¢, cLT,,clT,,)H’Ci,x[i,]’x[i,,]. Next, run Construction 8.1,

(c!)" < RemoveNoise((c))").
Then, use Theorem 8.10 to compute

H}'$™? — EvalRndPad(Acirc, A}, S),

and set ¢! « (c/)" + clirCHi?gPad.
3. Let iy,...,izr be the indices of the output gates. Set ccx:¢ < ¢;, for all

¢ € [L’] and output ¢, = (€ 415+ - -> €0 yp/)-

We expect the homomorphism property — with overwhelming probability over the
input, the output satisfies ¢, , =s'(A, - C(x) ® G) + e}, for small e, ,. We consider
this in two steps. We first show a sufficient condition (barring “bad event”) for

correctness, and then prove that “bad event” happens with negligible probability.

Theorem 8.11 (). Let A be sufficiently large. For C : {0, 5 {0, 13> and x € {0, 1},

suppose

A
R € {0, 1) m(n+Dlog; a1 s=[ _ "™ |R-bits(s)®G,
S'Age + €he

cgttr = ST(Aattr + (1’ XT) ® G) + e;ttr’ cI:irc =s' (Acirc + (17 bitS(S)) ® G) + e;irc’

sl < B, and ||emell, l|€att:|l, |€circll < 27*B. Define T' = G™Y(MGy, Gr) as in Theorem 8.9

and let A, A be those in Construction 8.2. If both premises

sA;lmodg) € (—o + v~ and (s'A'T' mo €|-—+B,— -
AT mod Z M?B Z M?B| and (s'A;T mod M - +B,> -B
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hold for alli € [L + 1,|C|], then the output

Ac = UEvalC(Aattr, Agire, C)

and ¢, = UEValCX(A,yy, Chutrs Acires Ceire» C5 X, 8) = 8" (A — C(X) ® G) + e,
satisfy |lecxl|l < B.

Proof (Theorem 8.11). Evaluate C(x) and store the intermediate wire values into the
extended x as done in UEvalCX. It suffices to show the stronger statement that for all

€ [0,|Cl],
leil <27*2B  with ¢ =s"(A; - x[i]G) +e].

We prove it by induction on i. The basis case of i € [0, L] is by assumption. For
the inductive case, suppose i € [L + 1,|C|]. By the definitions of UEvalC, UEvalCX and

Lemma 8.4,

(€)' = (¢, €y ) Hp, L1 xpim)

= (ST((AOa Ai” Ai") - (LX[il] [ ”]) ® G) + (eoae e ;7 )H’C X['].x[i”]

[

= ST(A; [ ]G) + (eo,e €. ")HC X['],x[i"]

[

)"

Since a single gate C; is of depth 1, by Lemma 8.4, it holds that |H/ ] | <m+2,

C; . x[i’],x
and

eIl < max{[leoll, llex |, llei I} - I, 4y oyl < 272B - (m +2) < B,

where the second-last inequality invokes the induction hypothesis on 0,/,i"” <.

Combining the premises with ||e|, [|s|| < B, Theorem 8.9 yields

(/)" = RemoveNoise((c;)") = RemoveNoise(s' (A — x[i]G) + (e})")

= RndPady/(s) - x[i]s'G.
By Theorem 8.10, we have

HPY = (87 (A — (1,bits(8)) ® 6) + el HYP

Cer

s RndPad T T RndPad
ACHCH RndPadA;(s) + efmeRpndpad, + €circHyrs -
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Because we set A, = A H'9d it follows that

e =c/ —s"(A, -x[i]G) = (¢/)" + czircﬂizgpad + (-s'A, +x[i]s'G)
= (RndPady, (s) — x[i]s'G) + (s"A, Hy'*™® - RndPady(s)
13
T R T HRndPad —s"A 1s'G
* €melRndprad, t €circ ALS ) +(-s i+X[l]S )
_ RndPad
- e}heRRndPadA{ + elircHA?,s .
13

Therefore,

RndPad
lleill < llefmell - [Rndpad,, Il + ll€cire|l - [ (HL7™)"l
13

< z—ﬂ,B . 20(10g4 /1) + 2—ﬂ.B . 20(10g5 /1) < 2_/1/2B,

where the second-last inequality relies on Theorem 8.10 and the assumption that

llemell, ll€circ|l < 27*B. This completes the induction proof. O

Assuming small-secret LWE, the premises of Theorem 8.11 hold with overwhelming

probability.

Theorem 8.12 (1]). Let A be an efficient adversary choosing circuit C : {0, 1 - {0, 1}
and suppose L is a polynomial upper bound of L that could ever be chosen by A. Under

SLWE,, (T+Lg+2)m.q,0,00 (Assumption 8.1) and our choice of parameters,

s
C < AQ there exists i € [L + 1, |C|] such that

A & g HDX(Lm
. attr q : (s'A'T mod q) ¢

m
-2, m?B, Y _ m2B
2 2
M M "
s or (s'SATmod M) ¢ |-— +B,— - B
r<7Dp" ' 2 2
Z,U,SU\//T

is negligible, where the matrices A are those in Construction 8.2.
Combined with Theorem 8.11 and the fact that ||r|| < oVA < 27*B (by our choice of
parameters), it follows as a corollary that
for all eme, €attr, €circ Such that ||emell, [|€attl, [l€circ |l < 2_/13,
Pr| allRe {0,1}>m*Dlog a1 and all x € {0, 1},

it holds that |lecx|| < B.
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is overwhelming, where the probability is taken over C, Aattr, Acire, ¥ as in the previous one

and the variables follow the relations in Theorem 8.11.

We emphasize that the correctness is strong in the sense that it does not depend on
the randomness of e’s or R, nor the choice of x — only reliant on s (i.e., r) and A’s
following the right distribution. Moreover, in case of non-uniform assumptions, it
holds for any C of polynomially bounded size (by letting the “worst” C be the advice
of A).

Proof (Theorem 8.12). Augment the probability space in the statement with
it & [L+1,|C]] and 7 & [ml,
define events (with i, j running through [L + 1,|C|] and [m])

Eij1: ((s'AI)[1,/] modq) ¢

~Z m2B, L m2B),
2 2

Eij>: ((S'AT)[1, ;] mod M) ¢ [—% + B, % - B),

cl m
E: V 'V (EioV Ei),
1=L+1 j=1

and let C > 0 be a polynomial upper bound of the size of C that could ever be chosen

by A, then

Pr[E; j1VE; 2 |E,C]1>1/(|C|-L)ym>1/Cm
= Pr[Ep o1V Ep joo] = E[Pr[Ep jo1 V Ep jo2 | C] |
> E[Pr[E|C]/Cm] =Pr[E]/Cm
— Pr[E] <CmPr[Ey j«1VEp jo 2]

< Em Pr[Ei*,j*,l] + Em Pr[Ei*,j*,Z] .

It suffices to show that both Pr[E;: ;- 1] and Pr[E;- ;- »] are negligible. We prove it
by reduction to Lemma 8.6. Let m’ = (L + Ls + 2)m and define & : Z,(I”"Ll)xml 2 7™ as

follows. On input A...

1. Sample C & A() to obtain C : {0,1}* — {0,1}*F. Sample i* & [L +1,|C|] and
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2. Parse A as (Aatr, Acirc, - - - ), Where Aggr € Zfln+1)x(L+1)m and Agyc € Z[(I”“)X(Ls“)m,

with the rest (“...”) ignored.

3. Run UEvalC(A,ttr, Acire, C) and use the intermediate values to find (low-norm) H

such that AH = Al.. Let ¢/,i” be the fan-in indices of C;:, then
A} = (Ao, Av, Ap)H, .

Here, A, is part of Auyr, and the first third (by rows) of Hy,  becomes part of H.
When ¢’ < L, the matrix A; is again part of Ayy,. When i’ > L, by definition,
A, = Ay HY9™, and HY9*¢ multiplied by the second third of H, contributes

to H. Similar handling applies to i”, and most parts of H are zero-padded.
4. Split HT by column into (hy,...,h,,) and output h = h;-.

Clearly, h is efficient. Recall that B’ is 2908’1 in our choice of parameters. By

construction,
0[] < )| - IT7)| < 3 2008' D . (i 4 2) 1< B,

where the factors come from addition among the three parts, Hf;[_‘d"ad, H, , T,
respectively. Note also that s"h = (s'A/.T')[1, j*]. Invoking Lemma 8.6 on A with its
(p, B) being our (q, M?B) and (M, B) yields that under SLWE,, ».q,0,075

2M?B + (20'VA + 1)B’

q
2B+ (20'VA +1)B’
= M

PI‘[Ei*’j*J] <

+ negl(1),

Pr[E;: ;-] +negl(1),

both of which are negligible under our choice of parameters. This completes the

proof. m]

8.3.4 Stronger Correctness

The primary version in the previous subsections requires that A’s be chosen indepen-
dently of C. It can be avoided by applying a random shift to each RemoveNoise. We

explain the modifications.
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In Construction 8.1, define RemoveNoise’(u’,w") to be

u'G {(MG,,Gg) +w' (I
M M1

Q’

and define RndPad} ,,(s) to be RemoveNoise’(s'A, w'). In all the succeeding con-
structions, propositions, and proofs, replace RemoveNoise (resp. RndPad) by

RemoveNoise’ (resp. RndPad’).

In Construction 8.2, the algorithm UEvalC is randomized. It samples wy; for
each A’ and outputs the information necessary to recover them. The algorithm
UEvalCX additionally takes that information as input so that it can use the same
w’s. The w’s can be either truly random or pseudorandom — in the latter case,

the information can be just a PRF key of length some fixed poly(A).
In Theorems 8.9 and 8.11, change s'ATI' to (s"AT' + w').

In Theorem 8.12, the adversary A is allowed to choose C and Agttr, Acirc, ¥, but

not w’s. The probability is taken over the randomness of A and w’s.

- If w’s are truly random, the statement holds unconditionally against worst-

case C, Auttr, Acire,  of polynomial total length.

- If w’s are pseudorandom (against uniform adversaries), it holds against

uniform A’s.

- If w’s are pseudorandom against non-uniform adversaries, it holds against

worst-case C, Ayttr, Acirc, ¥ 0f polynomial total length.

The stronger correctness makes the applications adaptively (instead of only selectively)

correct and enables proofs of selective (instead of only very selective) security.

Comparison with Transformation for Perfect Correctness. In Section 8.5.4, we

present a transformation making our KP-ABE (constructed using unbounded homo-

morphic evaluation) perfectly correct. It is incomparable with the method in this

section. The technique here works on unbounded homomorphic evaluation itself,

whereas Section 8.5.4 is for specific applications. The method in this section enables
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proofs of stronger security, but the transformation in Section 8.5.4 does not yield a
more secure scheme. (For KP-ABE, there are multiple obstacles limiting the security
to be very selective. The point is that the technique in this section removes one of the

obstacles but Section 8.5.4 does not remove any.)

8.4 Attribute-Based Laconic Function Evaluation

In this section, we show how our new homomorphic evaluation algorithm helps
achieving attribute-based laconic function evaluation for circuits of unbounded depth.
See Section 8.6 for its implications.

The AB-LFE scheme of [QWW18] is obtained by modifying the ABE scheme
of [BGG'14] and its proof does not rely on the techniques for multi-key security.
Essentially the same construction using our unbounded homomorphic evaluation

yields AB-LFE for circuits of unbounded depth.

Construction 8.3 (AB-LFE for circuits of unbounded depth). Let (see Definition 8.1)
Params = {1* |L e N},
Py ={fc|C:{0,1}* — {0,1}"" is a circuit for some L' € N },
fe(x)[0] = -C(x)[¢] forx e {0,1}F, ¢ € [L].
The function f¢ is simply represented by C. Our AB-LFE works as follows.
* GenCRS(1F) takes the attribute length L as input. It samples
Ay <& Z((In+1)><(L+l)m, Agire & Z((In+1)><(Ls+1)m,
and outputs crs = (Aattr, Acire)-

- Compress(crs, C) takes as input crs and a circuit C : {0, 1} — {0,1}*%". The algo-

rithm computes and outputs

digest = (Acu, ..., Ac:) = Ac < UEvalC(Aattr, Acire, C).

« Enc(crs, L/, digest, x, ) takes as input crs, L/, digest, an attribute x € {0,1}%, and

a multi-bit message u € {0, )t samples r & D; and sets s « (r",-1)".
0,

<oVa
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The algorithm creates a circular encryption by

e $ X $ $ xm(n+1)[log, q]
Ame <77 eme <Dy, RE{OYTIERL,

Afhe .
Age | _ , S «— AmeR - bits(s) ® G,
r'Ame + €,

and the attribute/circular encodings by

$ (L+1)m T T T T
Cattr < DZ,U’,SU’\/T Cattr < S (Aattr — (1,X') ® G) + €,
ecire & plstim L. — 8 (Acirc — (1, bits(S)) ® G) + el ..
Z,O",SU'/\//T Circ Clrc

It then samples and sets
Z,...,21 <i Z;H-l’ Amsg « (ACZlG_l(z1)7 e ’A02L’G_1(ZL’))‘
The algorithm creates the message encoding by

$ L’ T T T T
emsg - DZ,O'msgaSUmsg‘//T’ cmSg S AmSg + emSg + Lq/z-l K
It outputs ct = (S, €Cattr, Ceirc, Z1, - - - , 217, Cmsg) -
« Dec(crs, C, digest, x, ct) evaluates C(x), computes
(cTC,X:l, e ,cTC,X:L,) = cg,x «— UEvalCX(A,trs Cattr> Acires Coires C> X, S),
(€)' — (Crsg = (€316 (#), .., (4,6 (21,))) mod g,
and sets for all ¢ € [L'],
1, ifC(x)[1,¢] =1
H'[€] < Jo0, ifC(x)[1,¢]=0andc'[¢] € [-q/4,q/4);
1, otherwise.
The algorithm outputs g'.
This scheme has a deterministic Compress, and satisfies
lcrs| = O(L), |digestc| = O(L'), |ctx] = O(L + L),

TGencrs = O(L), TCompress, Toec = O(|C|)7 Tenc = O(L + L,)-
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Theorem 8.13 (1]). Under sSLWE (Assumption 8.1) suitable for Theorem 8.12, Construction 8.3
is computationally f-selectively correct (Definition 8.2; C must be chosen before seeing
crs). If the assumption holds against non-uniform adversaries, then the correctness becomes

statistical (still f-selective).

f-sel

ap.Lpp, and write

Proof (Theorem 8.13). Let A be an efficient adversary against Exp
Cox =S (A —-C(X)®G) +ep,, Coyp=8(Ar,~CX)[L4]G)+e,., for £ € [L],
then eg,x = (e{lx:l, . ,ez.,X:L,). For each ¢ € [L'], it suffices to consider the case of

C(x)[1,¢] =0, in which during decryption,
¢'[€] = (s"Ac:eG ™ (2¢) + emsg[€] + p[£] - Lg/21)
— (s"(Ag,, —C(X)[1,£]G) + e} ,.,)G " (z)

= (emsgl¢] ~ €}, 67 (z)) + €] - g/2] (mod g).
Suppose |lecx|| < B, then |lec x| < |lecx|| < B and by our choice of parameters,

lemsg[€]] + [€f ., G (zo)| + p£[€] - (a/2 = |/21)| < TmsgVA + llec xeell - [1(G ™ (20))7| + 1

so ¢'[4] € [-q/4,q/4) (i.e., p'[€] =0) if and only if u[¢] =0. It remains to bound
Pr[ ”eC,x:ZH > B]. Note that

lemell < oV1 < 275, leael, lleciell < o'V < 278,

so applying Theorem 8.12 (corollary part) to the first phase of A (choosing 1%, C) yields
the desired bound.

Statistical f-selective correctness follows from non-uniform assumption, because
Theorem 8.12 guarantees simultaneous correctness for all x (not necessarily efficiently

computable after choosing C and seeing A’s) with overwhelming probability. o

Theorem 8.14 (). Under csLWE (Assumption 8.1) with our choice of parameters, Con-

struction 8.3 is very selectively secure (Definition 8.3).

Proof (Theorem 8.14). The simulator SimEnc(crs, C, digest, x, u’), with g’ over indices ¢
such that C(x)[1, ¢] = 0, works as follows.
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1. Sample S, Cattr, Ceirc, 21, - - - , Z uniformly at random and epsg & pr

Z,O'msg;ﬁgmsg\//T

2. Compute
(cg,x:l’ o cg,x:L’) — UEvaICX(Aattr’ c;ttr’ Acirm c::irc’ C7 X, S)a
and for each ¢ € [L/],

— CE’X:ZG_I(Z@ +emsg[f] + 1'[4] - 1q/2], if C(x)[L,¢] =0;

Cmsg[ 4] {
&z, ifC(x)[1,¢] =1.

3. Output (85 Cattrs Ccirc, 21, - - -, ZL/, cmsg)-
We describe the hybrids by their changes to the previous one.

« Hgis Expvery-sel,real

apirr o Where the ciphertext sent to A is from Enc. We write

T T T T
(cc,x:l, c 5 Cox 1) = UEvValCX(A 1, Cattr> Acires Ceires C> X, S)

= (8"(Ac; —C(M[L1]G) +eg .y, ---5 8 (A, —C(O[L L]G) +eg 1)
* In Hy, for each ¢ € [L’], the component ¢yse[#] is computed as
Cox:eG 7 (20) — e .,G 1 (2) + emsg[€] + p'[£] - 1g/2], if C(%)[L,¢] = 0;
CE,XzéG_l(Zg) +8'zy — eTC’X:ZG_l(Zg) +emsg[f] + (4] - 1q/2], ifC(x)[1,¢]=1.
Note that g’[¢] = u[¢] when C(x)[1, ¢] = 0. This is just rewriting, so Hy = Hj.

« In H,, the experiment aborts if ||ecx|| > B. We have H; = H, by (the proof of)

Theorem 8.13.113

* In Hs, using e, for flooding, the terms eg,x:gG_l(Zg) are removed from €psg,

and a small noise €l ?] is inserted into cmsg[ 4] if C(x)[1, £] =1, i.e., Cmsg[ 4] is

cax:[G_l(z@) +emsg[4] + 1'[€] - [q/2], if C(x)[L,¢] =0;

CE,XMG_I(Z[) +8'2 + €[ €] + emsg[ €] + €] - Lg/2], if C(x)[1,4] =1;

13This relies on A being selective in C.
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’ $ L’ _ ’ ’
where e}, < Dz,a',sm/j' We let w[¢] =8"z¢ + €[ [¢] for ¢ € [L’]. When the

experiment does not abort, we have
2M([e'[0]] + |€f .G " (zo)]) < 2M*0(l€’[€]] + llecll - (G (ze))]])

< 2M*%(g'VA + Bm) < Omsg
by our choice of parameters, so Hy ~s H3 by Lemma 2.2.

« In Hy4, the experiment no longer tests whether ||ec x|| > B nor aborts. H3 ~ Hy4 by

(the proof of) Theorem 8.13.

. Hsis Expvery-sel,sim

ApLFE » Where S, Catr, Ceirc are uniformly random and

e .G (Z0) + emsg[€] + p'[€] - [g/2], if C(x)[L, €] =0;
Cmsgl €] =

random, ifC(x)[1,¢4] =1.

To prove H, ~ Hs, we invoke csLWE while setting!'*

’

(Aattr, ACiI’C7 z,..., ZL') = T + ((]" XT7 17 bItS(S)) ® G’ 0(n+1)XL’)7
a

where A’, S are public matrix and circular ciphertext received from csLWE, and a is

sampled by the reduction algorithm. Note that in Hy,
(c;ttr’ CZirc’WT) = rTK/ + (e/)T - QT - ((la XT7 17 bitS(S)) ® ‘IL+1 ® gTa 01><L’),
and for each ¢ € [L/],

CE’XMG_I(Z() +emsg[4] + ' [4] - Lq/2], if C(x)[1,¢] =0;
cmsg[g] =

Clx:oG ' (Z) + WIE] + emsg[€] + p[€] - [q/2], i C(X)[L €] =1.
The components change into the distribution in Hs once csLWE is applied.

_sel.si
= Ho ~ Hs = Expvery sel.sim 0

By hybrid argument, Exp)o¥ sered! AB-LFE

AB-LFE

Stronger Correctness and Security. When using unbounded homomorphic eval-
uation with stronger correctness, the AB-LFE schemes become adaptively correct
(computationally or statistically) and selectively secure. They will use randomized

Compress (see Definition 8.1).

4Embedding x into Auy relies on A being selective in x.
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8.5 KP-ABE for Circuits of Unbounded Depth

In this section, we show how to achieve full-fledged ABE with our unbounded homo-
morphic evaluation algorithms by additionally assuming the evasive (circular small-

secret) LWE assumption.

8.5.1 Construction of KP-ABE

Our KP-ABE shares much similarity with AB-LFE (Construction 8.3). There are
two major differences. First, an ABE ciphertext is not bound to any policy and is
supposed to work with every authorized key. Second, ABE security should hold against
unbounded collusion.

Recall that in AB-LFE, the message is blinded by a one-time pad specific to the
policy. To make the ciphertext potentially work with every policy, we use “another
level of indirection”.!’> The message is now padded with a policy-independent pad
s'z. The decryptor can still compute W To bridge policy evaluation and
decryption authorization, a secret key enables computing W, so that
W can be cancelled to recover §'z given an authorized key, i.e., C(x) = 0.
This is implemented by putting s'B in the ciphertext, where B is a public matrix

sampled with trapdoor (Lemma 2.3; the trapdoor is kept in msk), and putting
ke & B‘l(ACG‘l(zg) +2) = SampD(B, ... ,ACG‘l(z’C) +2z,...)

in the secret key for C. During decryption, the bridging value is computed as §'B - k¢.
For security, we rely on evcsLWE (Assumption 8.2) and need to sample fresh z,
for each secret key. Using the same argument of security for AB-LFE, we see that
{W}C indeed serve as indirect one-time pads that jointly protect §'z from all
the bridging values when all the keys are unauthorized, i.e., C(x) = 1, and that s’z in
turn hides the message.
In the preceding paragraphs, we ignored the difference between r,s and matrices

with/without bars. The construction below is formally accurate.

115¢A]1 problems in computer science can be solved by another level of indirection.” — David Wheeler.
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Construction 8.4 (KP-ABE for circuits of unbounded depth). Let (see Definition 2.3)

Params = {1"|L e N}, Fy = {circuit C | C : {0,1}* — {0,1} },

X ={0,1}%, P..(C,x) = =C(x).
Our KP-ABE works as follows.

+ Setup (1Y) defines appropriate n,m,q, o, 0’, 01, Opost as described in Section 8.3,

and sets Ls = m(n + 1)*[log, q]*. The algorithm samples

Aattr <i Z((]n+1)X(L+1)m7 (B) T) (i TrapGen(1n7 1m7 q)7

. $ (n+1)x(Lg+1)m $ n
Acire <« Z4 Z Zq.

It outputs mpk = (n,m,q,0,0",0_1, Opost, Aaitr, Acire, B, z) and msk = (mpk, 7).

+ KeyGen(msk,C) takes as input msk and some circuit C : {0,1}f — {0,1}. It
first computes A¢ « UEvalC(Aatir, Acire, C), next samples z’ & Z’;*l, and then

generates a trapdoor
k & SampD(B, 7,AcG L (Z) +2,0.1),
where A¢ € Z;™ is the first n rows of Ac. The algorithm outputs sk = (z', k).

« Enc(mpk, x, i) takes as input mpk, attribute x € {0,1}%, and message u € {0,1}.

It samples r & D; and sets s « (r',—1)". The algorithm creates a circular
T,

<oV
encryption by
Ame & 7™, eme D o R&{o,1pmmiond,
A
Ape | e , S « AmcR - bits(s) ® G,
r'Ag. +€h,

and the attribute/circular encodings by

$ (L+1)m
€attr 2.0 <oNT’ Cattr < 8" (Aattr — (L, X)) ® G) + €y,
ecirc <& Dstim Lo — ST (Acire — (1, bits(S)) ® G) + eL.....

’ circ
Z,a’,ﬁa'\/z
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It also generates the message encoding as

$ m T T T
eg — D c,—rB+e
Z,Upostyﬁgpostﬁ’ B B

$ T
€msg < Dz,gf,saf(, Cmsg < T'Z+emsg+ - [q/2].

The algorithm outputs ct = (S, Cattr, Ccirc, s Cmsg)-

« Dec(mpk, C, sk, x, ct) takes mpk, C, sk, x, ct as input. It computes

Ac
= Ac « UEvalC(Aattr, Acire, C),
a’

o]
T T T
CC,x — UEvalCX(Aattr’ Cattrs Acirc’ Ceirc> C, X, 8)7
¢/ — cmsg + €0, G (Z) - (cjk —apG (7).

The algorithm outputs ¢’ =0 if ¢’ € [—q/4, q/4), and ' =1 otherwise.

The efficiency parameters of the scheme are

Impk| = O(L), Iske| = 0(1), |ctx| = O(L),
TSetup =0(L), TKeyGen, Toec = O(IC)), Tenc = O(L).

Theorem 8.15 (). Under sLWE (Assumption 8.1), Construction 8.4 is strongly f-selectively
correct (Definition 8.4).

Proof (Theorem 8.15). The proof resembles that of Theorem 8.13. When C;(x) =0, we

write

cch,x =s'(A¢, - C;(x)G) + ech,x =s'Ac, + ech,x-

By definition,

c;k; - gEjG‘l(zJ") =1r"A,G7'(z) +r'z + efk; - z_lEjG‘l(z]’.)
=s'Ac,G ™\ (Z) + 'z + e[k,
= ¢’ = cmsg + cTCJ_)XG‘l(zJ’-) — (cpkj - gTCjG‘l(zJ’.))
= (r'z+emsg + 1 - g/2]) + (sA¢;,G7'(2) + eTijxG_l(z}))

- (s"A¢,G (7)) + 1’z + e} k)

=1 q/2 + (eyK; + emsg + €¢ G (Z) + 1 (Lg/2] — q/2)).
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When |lec; x|| < B, according to our choice of parameters, the total error is bounded

by

m - lles| - K]l + lemsgl + llec;xIl - (G (z)))"I| +1

Sm-apost\/i-a_lx/ﬁ+a’\ﬁ+3-m+l<q/4,

in which case y’ = u. From Theorem 8.12, it follows that Pr| |lec; x|| < B for all j| is

overwhelming by a standard guessing reduction. This completes the proof. m]

Stronger Correctness. When using unbounded homomorphic evaluation with
stronger correctness, our KP-ABE scheme becomes (computationally or statistically)
adaptively correct. We note that it does not become more secure due to the reliance

on evcsLWE.

8.5.2 Security of KP-ABE

Theorem 8.16 (€). Under csLWE (Assumption 8.1) and evcsLWE (Assumption 8.2), Con-

struction 8.4 is very selectively secure (Definition 2.3).

Proof (Theorem 8.16). Let A be an efficient adversary against the very selective security

of Construction 8.4. Consider the following sampler S(aux).
 Parse aux into (r,r’).

« Launch A(r) to obtain (1%,x, {C;}e[s1), where x € {0, 1}* and C; : {0, 1 - 0,1}
with Cj(x) =1 for all j € [J].

* Pick n,m,q,0’,0’,0_1, Opost as in Setup(1¥). Pick an appropriate Opre-

Ajttr Acirc , . . 116
« Sample Ay = ) A = b z, {zj}je[J] in a straight-forward way
QAattr Acire

using r’.

W6precisely speaking, r conditioned on Agtir, Acirc, Z, {z}}jem should be efficiently sampleable given

them so that ' does not contain a trapdoor breaking LWE for those public matrices.
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« Compute and set

Tf' = A¢; — UEvalC(Aqttr, Acire, C)), pj — A6 (Z) +1z,
a
=C;

K/<_ (Kattr_(]~7XT)®Eaz)’ P« (pb"'apJ)a
where G is the first n rows of G.
* Output (Kcirc, K/a P,0,0’,0.1, Opost, Opre)-

We first show that evcsLWEgost implies ABE security against .A. Rewriting the view

of Ain ExpﬁBEJ we find

mpk = (n> m,q,0, O-,a 0-1, UPOSt’ Aattr; ACiI’Ca ’ Z),
{ski}jers) = ({Z)}jer, | K]),

ct = (@ » Cattr, Ceirc, , Cmsg)

where

Cattr = 8 (Aattr — (1, X') ® G) + €y,

= r"(Astr — (1,X) ® G) + €}, |- ALy + (LX) ® ¢, ,, ® 8,

c::irc = ST(AcirC - (1, bitS(S)) ® G) + eZirC

=" (Acire — (1,bits(S)) ® G) + €Ly, | - aliye + (L, bits([S]) ® 1], ® &,

Cmsg = r'z+ emsg |+ 0 [q/2].

Here, the boxed terms are from the non-aux part of the first distribution in evcsLWEgost.

In the right distribution of evcsLWEgost, all components of ct are one-time padded by

a random value due to the boxed terms. In particular, 8 is perfectly hidden, implying

the very selective security of Construction 8.4.

It remains to prove evcsLWEgre using csLWE. This is analogous to the proof of

Theorem 8.14. We consider the following series of hybrids.
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* Hy is the first distribution of evcsLWEgre, consisting of

equivalent to r’ in aux

A A ’ A TA T
r, Aattry ﬂattr, ACiI‘C7 Ecirc, Z, {zj}jE[Jla Afhe9 B’ r Afhe + efhe’

A _ _
s=| "™ |R-bits(s) ®G, 1 Ay - (1,bits(S)) ® G) + €Ly,
r'Ag. +€h.
Ay — (LX) ®G) + €Ly, T'Z+emsg,  (ie, A + (&) for A’ of S)
r'B + ey,
{r'(Ac;G7'(2) +2) + ep j}je) (i.e., r'P +e}).

The width of r, eme (resp. ecirc, €attr, €msg; €s, {€p,;}jc[s]) iS 0 (resp. o’; Opre)-

 In H;, we write

cgj,x =U EvalCX(Aattr’ c;ttr’ Acirc7 czirc’ Cj’ X, S)
=1"(A¢, - C;(x)G) — a; +Ci(x)g' +eg
Cj(x)=1) =1"(A¢,-G) - ap +1,,, 08 +eg
with which the last J components can be rewritten as
r'(Ac,G(Z) +2) +ep; = (Cox + A0, — tri1 @ —€c,x) G (Z) + 12, + 12 + ep ,
causing no change to the distribution. We change the sampling of Acirc, Aatir tO
A = Al + (1,bits(S)) ® G, A = ALy + (LX) ®G,

where A, A, are uniformly random matrices of appropriate shapes sampled

independently from everything else. The distribution becomes

r, K:;irc + (]-a bItS(S)) ® a’ Acires K;lttl‘ + (1’ XT) ® aa Aatirs Z, {z}}jE[J]a

Aﬂqe

Age, B, r'Ag.+ef,, S= R - bits(s) ® G,

r'Ag. +€he
TA/ T TR/ T T T T
r Acirc +€re, T Aattr te€uuyr, TZtemsg T B+ €3,
Tn-1/, T/ T
{(ceix+ac, —th1®g—€cx) G (2) +T'Z +T'Z+epjel).

Clearly, Hy = Hy, since S, x are computed independently of A, Asirs Alirer Aty
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« In Hy, the last J components have the homomorphic noises truncated:

ry A+ (Lbits(8) ®G,  ace, Apy+ (LX) ®G, Ay, 2, {Z}jer),

_ _ A
Ag., B, rAg. +eh., S= fhe R - bits(s) ® G,

r'Ag, + €,

TA/ T TA’ T T T T
r Acirc + €, T Aattr + €, TrZ+ €msg> rB+ €5,

/

-1
{(eqx+ a0, — 1 @B —| €« |)'G(2) +T'Z; +T'Z+ ep j}jefg),

where e&j,x is € x if ||eCj’X|| < B, and 0 otherwise. By (the proof of) Theorem 8.15,

it holds that H; = H».

+ In H3, we modify the noises as follows (highlighted in boxes):

r, Al + (Lbits(8) ®G,  agre, Apy + (LX) ®G, Ay, 2z {Z}ew),

_ _ A
Af., B, 1A +eh., S= fhe R - bits(s) ® G,

r'Ag, + €f,

TA’ T TA’ T T T INT T
r Acirc + €cires r Aattr + €attrs rz+ €msg> rB+ (eo) + €5,

{(Ceyx + 8¢, — trs1 @8 —[0)) G (Z) + 17 +| ¢ [+ T2+ | emsg | + ep j}jei)-

Here, each entry of ef,{e;}c(s] is independently sampled from D, ,_ .7
By our choice of parameters that opre > 26(Bm + 20’VA) and thanks to
eg, {ep;}je[s) (of width opre), we have Hy ~s Hz. Note that in Hs, the values of

el

¢, ¢ are no longer used and hence need not be computed.
]

eCj,X’

« In Hy, all r-dependent components are changed to random, arriving at the

second distribution of evcsLWEgre.

It follows from csLWE (Assumption 8.1) that

Hs ~ H,. Roughly speaking, the reduction regards A’ (of csLWE, not S) as
(K,cirm K;ttﬁ z,B,17,... 7ZJ)

and samples (including eg, {ep ;}jc[s]) and computes the required components

by itself.

S
pre

By hybrid argument, Hy = Hy, i.e., evcsLWES,, holds. This concludes the proof. ]
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8.5.3 Attribute-Unbounded Depth-Unbounded KP-ABE

We can apply the result of [GKW16] to obtain KP-ABE unbounded in both attribute
length and circuit depth:

Corollary 8.17 (KP-ABE for circuits of unbounded depth and input length). Under
CSLWE (Assumption 8.1) and evcsLWE (Assumption 8.2), there exists a strongly f-selectively
correct (Definition 8.4), very selectively secure (Definition 2.3) KP-ABE scheme for circuits
of unbounded depth and input length with

Params = {1}, X =Ho0, 1}<ZA,

F = {circuit C | C: {0,1}* — {0,1} for some L < 2"},

-C(x'), ifC:{0,1}Y — {0,1} and

P(C,x) = x’ is the L-prefix of x;
0, otherwise;
Impk| = O(1), Iske| = O(L), |cte| = O(Ix]),
Tsetup = O(1), TkeyGen, Toec = O(|C]), Tenc = O([x]),

where L is the input length of C (not necessarily the same as |x|).

The generic transformation of [GKW16] only handles equal-length matching, i.e., x
must be of exactly the input length of C for decryption to succeed. It can be extended
to prefix matching when based on Construction 8.4 with two changes, as observed

by [BV16].

« For correctness, we use a PRF to generate an exponentially large A,y matrix
(instead of unrelated A,y matrices for different lengths), and use the relevant
parts of it in key generation and encryption. This ensures that sk and ct use the

same A, for decryption to succeed.

« For security, we transform C and x into C” and (Ly, x), where Ly = |x| is the A-bit

binary representation of the length of x and
C(x'), if Lyx>L;

C,(LX7X,) =
1, if Ly < L;
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with L being the input length of C and x’ (hopefully) a prefix of x. In the
security proof, during reduction to Construction 8.4, we choose (|x],(x,0))
for 0 of appropriate length when generating the challenge ciphertext (part
of which is thrown away) so that the challenge has the correct length as far as
Construction 8.4 is concerned and policy circuits taking overlong input are sure

to reject decryption.

When using unbounded homomorphic evaluation with stronger correctness, the

scheme becomes (computationally or statistically) adaptively correct.

8.5.4 Scheme with Perfect Correctness

The downside of the previous scheme (Construction 8.4) is that it is not perfectly
correct. The importance of perfect correctness has been discussed in [GKVW20]. In
this section, we show how to obtain a perfectly correct KP-ABE scheme by adding
error checking to Construction 8.4. We rely on a perfectly correct predicate encryption
(PE) for circuits of bounded depth and a perfectly binding commitment scheme, both
known from LWE [GVW15a,BTVW17,Reg05].

The basic idea is as follows. Recall that by Theorem 8.11, decryption errs only
when an entry of s'A'T is close to carry/borrow boundaries (“bad event”), where i
runs through all the gates in the circuit. To fix this case, we encrypt the message u
again under PE, with the (hidden) attribute being s, and provide in the ABE key
additionally a PE key that checks for and authorizes decryption in the unlikely case of
the bad event. Each check takes O(log 1) depth and aggregating them takes O(log|C|)
depth. Therefore, it suffices to use a depth-bounded PE scheme. A final catch is that
Construction 8.4 does not indicate decryption error and the PE schemes of [GVW15a,
BTVW17] does not detect decryption failure (due to policy not authorizing). Given
this, how can we know, with absolute certainty, which decryption yields the correct
message? Enters the commitment scheme. We commit to the message ¢ and encrypt
its opening r. The decryption result that opens the commitment is always the correct
one, due to the commitment scheme being perfectly binding.

The security of the scheme follows from those of its ingredients — PE decryption
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is almost never authorized due to the computational correctness of Construction 8.4,
so its security applies to hide the opening as well as s, which in turn enables ABE
security to completely erase the opening before invoking the hiding property to show
that the message is hidden.

We start with the additional preliminaries for this part.

Definition 8.5 (depth-bounded KP-PE). A key-policy predicate encryption scheme for

circuits of bounded depth consists of four efficient algorithms.

» Setup(14,1%,19) takes as input the attribute length L and the maximum depth d.

It outputs a pair of master public/secret keys (mpk, msk).

« KeyGen(1#, msk, C) takes as input msk and a circuit C : {0,1}* — {0,1} of depth

at most d. It outputs a secret key sk for C.

Enc(1%, mpk, x, 1) takes as input mpk, an attribute x € {0,1}%, and some message

u € {0,1}. It outputs a ciphertext ct.
« Dec(1*, mpk, C, sk, ct) takes as input mpk, C, sk, ct (no x). It is supposed to recover
wif C(x) =0.
The scheme must be (perfectly) correct, i.e., for all A, L, d € N, circuit C:{0,1}* — {0, 1}
of depth at most d, attribute x € {0,1}*, message u € {0,1} such that C(x) =0,
(mpk, msk) < Setup(1*,1%,1%)
Pr sk <& KeyGen(1%, msk,C) : Dec(1*, mpk,C,sk,ct) = u| = 1.
ct & Enc(1*, mpk, x, u)

The scheme is very selectively secure if ExpgE ~ Expll,E, where ExpﬁE(lﬂ, A) proceeds as

follows.

« Setup, Query, Challenge. Launch A(1') and receive from it 1%, 1, {C;}jcs,
Xo,X; € {0,1}%, where C; : {0, 1} — {0,1} are circuits of depth at most d. Run
(mpk, msk) & Setup(1%,1%,19),
sk; < KeyGen(1', msk, C;) (for j € [J]),

ct < Enc(1!, mpk, x4, §),
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and send (mpk, msk, {sk;};e[], ct) to A.

* Guess. A outputs a bit f’ € {0,1}. If C;(x¢) = C;(x;) =1 for all j € [J], the out-

come of the experiment is f’. Otherwise, the outcome is set to 0.

We remark that Definition 8.5, while requiring security when C(x) =1, does not
guarantee perfect detection of C(x) =1 during decryption, i.e., it is permissible that
Dec outputs a random bit when C(x) = 1. This gap between correctness and security

is not captured by PHFE per Definition 2.1, so we must define it separately.

Definition 8.6 (perfectly binding commitment). A commitment scheme consists of two

efficient algorithms.

+ GenCRS(1%) outputs crs = (1%om . ), where Lcon is the length of commitment

randomness.

« Commit(1%, crs, i, r) takes as input crs, a message u, and some r € {0,1}Fem, It

is deterministic and outputs a commitment c.
The scheme is perfectly binding if for all A € NN,

there exist ro,r; € {0,1}<m such that
Pr =0.
crs=(1keom, . )&GenCRS(11) | Commit(14, crs, 0, 7o) = Commit(14, crs, 1, 77)

It is (computationally) hiding if {(1%, crs, co) }aen = {(1%, crs, ¢1) }1en, Where

crs = (1L°°m, .. ) & GenCRS(lA), r & {07 l}Lcoma

cp — Commit(1%, crs, B, r) for B € {0,1}.

Multi-Bit Messages for Basic Scheme. We modify Construction 8.4 for better usage
as follows. The message is now u € {0, 1}, and 1% is part of param. The following

replacements are made:

7,7,k become Z,7' & 70V K ez,

$ L’ T .
emsg, Cmsg beCOITle emsg — DZ)U'”S()”\/I, Cmsg —7Tr Z + emsg + Lq/2-| * ”,

o o L 0, if (€] € [~q/4,q/4);
c,i/ become ' €Z;, p €{0,1}7, p'[f] «
1, otherwise.
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It can be readily verified that strong f-selective correctness and very selective security

still hold.

Ingredients of Construction 8.5. We rely on
+ Construction 8.4 modified as above (Setup’, KeyGen’, Enc’, Dec’),

« a perfectly correct depth-bounded KP-PE scheme (Setup”, KeyGen”, Enc”, Dec”),

and
« a perfectly binding commitment scheme (GenCRS, Commit).

Construction 8.5 (perfectly correct KP-ABE). The functionality is that of Construc-

tion 8.4. The perfectly correct scheme works as follows.
« Setup(1%) runs
crs = (1reom ) & GenCRS(), (mpk’, msk’) & Setup’(1F, 11+ Leom),
It computes a polynomial upper bound dy on the depth of circuit
0, if (s'A/T' mod q) ¢ [-q/2+ M?*B,q/2 - M?B)™;
CheckOney(s) =10, if (s'A'T mod M) ¢ [-M/2+B,M/2- B)™;
1, otherwise;

where s,A’, T, q, M, B, m are those in (the modified) Construction 8.4. Let Ls be

the bit-length of s. The algorithm runs
(mpk//,msk//) (i Setup"(1L5,1d°+/1),
and outputs mpk = (1, mpk’, Lg, do, mpk”, crs) and msk = (mpk, msk’, msk”).

+ KeyGen(msk,C) checks whether |C| > 2}. If so, it modifies C into the trivially

authorizing one, i.e., C(x) = 0 always, before proceeding.!’’ The algorithm runs

W This truncation is just to adhere to the formalism (Definitions 2.3 and 8.4) that the resultant KP-ABE
is correct for all circuits, ensuring that CheckAllc is of depth at most (dy + 1) so the underlying depth-
bounded KP-PE works. It does not affect security as the adversary cannot choose a circuit of size 2%,

Such a huge circuit also need not be considered in practical scenarios.
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sk & KeyGen’(msk’,C) and collects all the {A};c[r11,c) matrices produced by

KeyGen’. It then creates a circuit

IC|
CheckAllg(s) = /\ CheckOney (s),

i=L+1

and runs sk” ¢ KeyGen”(msk”, CheckAllc). The algorithm outputs sk = (sk’, sk”).
* Enc(mpk, x, 1) runs

r & {0, 1) Leom, ¢ « Commit(crs, u,r),

ct’ & Enc’(mpk’, x, (i, 7)), ct” & Enc”’(mpk”, s, 1),
where the input s to Enc” is the one used in Enc’. It outputs ct = (¢, ct/, ct”).
« Dec(mpk, C, sk, x, ct) runs
(', r") < Dec’(mpk’,C,sk’,x,ct’), u” < Dec”(mpk”, CheckAllc, sk”, ct”).
It outputs p’ if Commit(crs, ¢/, r’) = c. Otherwise, it outputs p”.

We note that dy can be chosen as O(log A). The efficiency parameters of the scheme

are still

Impk| = O(L), skel = O(1), |ctx| = O(L),

TSetup = O(L), TKeyGen, Toec = O(|C|), Tenc = O(L)-

Perfect Correctness. By the perfect binding property of the commitment scheme,
if during decryption Commit(crs, u/,r’) = ¢, then ¢’ = p and correctness holds. When
the commitment check fails and C(x) = 0, the modified Construction 8.4 must be
incorrect, and it follows from Theorem 8.11 that CheckAllc(s) = 0 must hold. Note
that CheckAllc is a conjunction of at most 24 circuits, each of depth at most d, so it
is of depth at most (dy + 1) and can be handled by the PE scheme. By the perfect
correctness of predicate encryption, we have ¢” = u, which is also the output of the

decryption algorithm in this case.

Theorem 8.18 (). Under csLWE (Assumption 8.1) and evcsLWE (Assumption 8.2), if the
predicate encryption is very selectively secure (Definition 8.5) and the commitment scheme

is hiding (Definition 8.6), then Construction 8.5 is very selectively secure (Definition 2.3).
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Proof (Theorem 8.18). We list the hybrids.
. H'g is ExpﬁBE, with the ciphertexts being

¢ « Commit(crs, B,r), ct’ & Enc’(mpk’,x, (B,r)), ct” & Enc”(mpk”, s, B).

« In H’f , the PE attribute and message are removed, i.e.,

¢ « Commit(crs, B,r), ct’ & Enc'(mpk’,x, (B,r)), ct” & Enc”(mpk",).

By (the proof of) Theorem 8.15, it holds with overwhelming probability that
CheckAllc;(s) =1 for all j. Combining it with the security of PE, we have Hg A Hf.

« In Hf, the ABE message is removed, i.e.,

¢ « Commit(crs, B,r), «ct’ & End’(mpkK, x,| (0,05m) ), ct” & Enc”(mpk”, 0,0).

Hf ~ Hg by the very selective security of ABE (Theorem 8.16 modified for multi-

bit messages).

By the hiding property of the commitment scheme, we have H) ~ H}. Therefore,

ExpSpg = HY ~ Hj = Expypp by hybrid argument. O

We remark that our AB-LFE can be similarly modified (using a depth-bounded LFE)

for perfect correctness.

8.6 Further Discussions

The results listed below are excluded from this dissertation. They are corollaries of
the unbounded homomorphic evaluation procedure. See [HLL23a,HLL25,HLL23b] for

details.

Corollary (LFE). Under the circular LWE assumption, there exists a very selectively secure

LFE scheme for circuits of unbounded depth and bounded input/output lengths L, L’ with

lcrs| = O(L), |digestc| = O(L'), Tene = O(L + L), |ct(x)| = O(L + L').
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Corollary (1-key FE, implying 1-key ABE). Under the circular LWE assumption, there
exists a very selectively I-key simulation-secure FE scheme for circuits of unbounded depth

and bounded input/output lengths L, L’ with
Impk| = O(L + L"), ske| = O(L)), |ct(x)| = O(L + L').

Corollary (reusable garbled circuits). Under the circular LWE assumption, there exists

a selectively secure reusable garbling scheme for circuits with
Cl=0(L), Ipkl=0(L+L),  [XI=0(L+L),
where L, L’ are the input/output lengths of C.

Corollary (depth-unbounded KP-PE). Under the evasive circular LWE assumption and
the circular LWE assumption, there also exists a very selectively secure PE scheme for circuits

of unbounded depth with

Impk| =O(L),  [ske| =0(1),  [|ct(x)] =O(L).
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CHAPTER 9

On the Optimal Succinctness and Efficiency of ABE

This chapter is a remix of [JLL22,Lu022,JL123,Luo24].!'®

In this chapter, we push the frontier of ABE on the theoretical side of cryptography.
Although the research of ABE has progressed significantly since its conception, we are
yet to understand its best-possible efficiency. We initiate a systematic investigation
into this basic question, prove inherent space-time trade-offs for ABE, and present

several optimal constructions in obfustopia.

9.1 Introduction

Over the past decade, significant progress has been made in establishing the feasi-
bility of ABE, for various classes of computation, with different levels of efficiency
and security, and from different assumptions. However, we are yet to understand the

asymptotic optimality and theoretical limits of its efficiency. We ask:

What is the best-possible asymptotic efficiency of ABE?
Are there trade-offs among different aspects of efficiency?

Can we construct optimally efficient ABE?

We make progress towards answering the above questions.

For the lower bounds, we prove inherent trade-offs between the ciphertext (or key)
size and the decryption time. On the constructive front, we present the first collusion-
resistant ABE for RAM solely based on (polynomially secure) collusion-resistant FE

for circuits, which in turn can be based on well-studied assumptions [JLS21,JLS22].

118 Aayush Jain, Huijia Lin, Ji Luo:
On the Optimal Succinctness and Efficiency of Functional Encryption and Attribute-Based Encryption,
© 2023 TACR, DOI 10.1007/978-3-031-30620-4_16.

Ji Luo: Ad Hoc Broadcast, Trace, and Revoke, DOI 10.62056/a39qxrxq1.


https://doi.org/10.1007/978-3-031-30620-4_16
https://doi.org/10.62056/a39qxrxqi
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Our schemes have minimally sized keys and ciphertexts and optimal decryption time,

matching our lower bounds.

Dream Efficiency. Before describing our results, we first picture the dream efficiency
with respect to three important dimensions. Each dimension has been a consistent
research theme across many primitives in cryptography. These dimensions are not
disparate but closely related.

For simplicity, we consider key encapsulation mechanism, where the message is
A-bit long. Conversion to regular ABE is standard and ensures best-possible efficiency

in all dimensions with respect to the message length.

EFFICIENT COMPUTATION MODEL. Using a realistic and efficient model helps
accurately characterizing efficiency. For example, the time of computation in the
clear serves as a baseline for decryption time. For this reason, functions should
be represented by random-access machines (RAM), the most efficient computation
model subsuming both circuits and Turing machines. It is also closer to real-world
computers.

We consider a RAM U (fixed'! at set-up time) with random access to three tapes,
a function tape containing f, an input tape containing x, and a working tape. In
general, it may produce arbitrarily long output, e.g., one bit at every step. For the
purpose of ABE, it suffices to consider a decision machine, i.e., U outputs one bit
right before halting, indicating whether decryption is authorized. This flexible model
captures many natural scenarios, e.g., binary search where the database could be part
of f,x. It can emulate the evaluation of a circuit C on input x by putting the circuit
description on the function tape. In ciphertext-policy ABE, each ciphertext is tied to a
function, which can be captured by setting x to be the description of that function.
These examples tell us that either or even both of f,x could be long, and we want to

optimize the efficiency dependency on their lengths.

SUCCINCTNESS. Enjoying low communication and storage overhead means having

short master public key mpk, secret keys skr, and ciphertexts ct,. At the most basic

19We can think of U as a universal RAM.
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level, the size of each component should be polynomial in the length of its associated
information — [mpk| = 0(1),'% |sk¢| = poly(|f|]), and |ct,| = poly(|x|), where |f|, |x| are
the description lengths of f,x, respectively — referred to as polynomial efficiency.'*
However, there is much to be desired beyond this basic level of efficiency. For instance,
linear efficiency means |sk¢| = O(|f]) and |ct| = O(|x|), and rate-1 efficiency means
Iske| = |f] + O(1) and |ct| = |x| + O(1).

In fact, even smaller parameters are possible. Since ABE does not aim to hide
the function f, it is allowed to put the description of f in the clear in the secret key,
and the non-trivial part of the secret key may be shorter than f. In this case, the
right measure of efficiency could be the size of the non-trivial part (i.e., the overhead),
which we now view as the secret key. We can aim for secret keys of size independent
of that of the function — i.e., |sk¢| = O(1) — referred to as constant-size keys. The same
observation applies to the public input x tied to the ciphertext and we can hope for
ciphertexts of size independent of |x|, i.e., |ct,| = O(1) — for long messages, it becomes

|cte ()| = || + O(1). In summary:

IDEAL COMPONENT SIZES. |mpk| =0(1), |[ske| =O(1), |[ct|=0(1).

Note that the ideal component sizes are completely independent of the running time

of the computation.

DECRYPTION TIME. Decryption is also a RAM computation, Dec™Pk/:skr%¢t () " which
with random access to mpk, f, sk, x, ct,, recovers the message if UT*() accepts. We
want decryption to be efficient, ideally taking time linear in the instance running

time T of the RAM computation in the clear:

IDEAL DECRYPTION TIME. Toec = O(T).

1201 this introduction, O(-) hides a multiplicative factor of poly(A).

1211t may appear that polynomial efficiency is the bare minimum. However, it is possible to consider
components whose sizes depend on an upper bound of the length of some information not tied to them.
Many early schemes are as such, e.g., the celebrated ABE scheme by [BGG*14] has |mpk|, |ct| growing
polynomially with the maximum depth of the computation. When a scheme requires fixing an upper

bound on parameter Z (e.g., input length, depth, or size), it is said to be Z-bounded.
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Note that since decryption necessarily has to verify that U/*() accepts (otherwise
there is no security), due to the time-hierarchy theorems for RAM [CR73,Iva82], we

cannot expect Dec to run in time O(7T'7¢) for any constant € > 0.

9.1.1 Our Results

Is the dream efficiency attainable simultaneously in all of the three dimensions?

Towards understanding this, we present both new constructions and lower bounds.

New ABE for RAM with Optimal Succinctness. Starting from polynomially secure
bounded FE for circuits, i.e., all of [mpk|, |sk¢|, |ct(y)| are just poly(|f], |y]), which in
turn can be constructed from well-studied assumptions [JLS21,JLS22], we construct an

adaptively secure (unbounded) ABE for RAM with optimal succinctness.

Theorem 9.12. Assuming polynomially secure FE for circuits, there exists an adaptively

secure ABE for RAM with
Impk| = 0(1), |ske| = O(1), |cte| = O(D), Toec = O(T + [£] + |x]).

Our construction gives the first ABE for RAM from falsifiable assumptions, and also the
first ABE for any model of computation (e.g., circuit or TM) with optimal succinctness
(both keys and ciphertexts are constant-size). The only prior construction of ABE for
RAM by [GKP*13a] relies on non-falsifiable assumptions like SNARK and differing-input
obfuscation. In terms of succinctness, existing schemes achieve either constant-size
keys or constant-size ciphertexts (see [ALdP11,YAHK14,Tak14,Att16,ZGT*16,AT20] and
Chapters 5 and 6). Achieving constant-size keys and ciphertexts simultaneously has
been an important theoretical open question (see discussion in Chapter 6). The state-

of-the-art is summarized in Table 9.1. We further discuss related works in Section 9.1.4.

Lower Bounds on Component Sizes and Decryption Time. The decryption time of
our ABE appears suboptimal. In addition to the necessary linear dependency on T, it
also grows linearly with |f|, |x|. It turns out that ideal succinctness and ideal decryption

time are at conflict.
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Theorem 9.4. For all moderately expressive secure ABE scheme, it holds that
|cty] - Thec = Q(|x]), Iske| - Toec = Q(IF1).

We note that the latter bound (about sk) is not formally proven. Its proof is similar
to that of the former (about ct). Our ABE scheme matches the lower bounds — it is

Pareto-optimal with respect to the dependency on |f], |x|.

Table 9.1. Comparison among select KP-ABE schemes.

reference functionality |sk| |ct] Toec adaptive assumption
[GGH*13a] circuit poly(|C]) poly(|x|) poly(|C}) 10
[KNTY19] circuit poly(|C]) poly(|x|) poly(|C)) v 1-key sls FE
[GWZ22] circuit poly(|C]) lx| + O(1) poly(|C]) 10
[AS16] ™ poly(Ifl)  poly(lx]) T poly(|f],|x|) 4 10
[AJS17] ™ clfl+0() clx|+0(1) T poly(|fl, |x]) v subexp 1O
[AM18] ™ poly(|£]) O(l[) T poly(|f1, lx]) 4 FE
[KNTY19] TM  poly(If)  poly(lx)) T poly(|f],|x]) I-key sls FE
[ACFQ22] RAM poly(If])  poly(lx])  Tpoly(|f]) PK-DE-PIR & FE
Chapter 5 ABP o(|C| - |«]) 0o(1) o(|C| - |«]) v k-Lin
[BGG*14] circuit poly(d) || poly(d) |C| poly(d) LWE
Chapter 6 circuit 0(1) poly(d) |C| poly(d) v GGM & LWE
[GKP*13a] RAM o(1) poly(lx])  O(T + |f| + |x|) SNARK & diO
Theorem 9.12 RAM 0(1) O(1) O(T+If|+Ix]) v FE
Corollary 9.15 RAM If1+0() o) O(T + |x|) v FE
Corollary 915  RAM o(1) |x|+0() O(T+I|f) v FE
Corollary 9.15 RAM £+ 0(1) x| +O0(1) O(T) v FE

The first group of works study FE, and the rows show them used as ABE. The second group of
works study ABE directly. All the schemes encrypt at least a single bit (maybe more, but not
considered in this table). C is the circuit. T is the instance running time of TM/RAM. ABP means
arithmetic branching programs (also denoted by C). All poly(-) and O(-) implicitly contains A.
For assumptions, “/0” mean indistinguishability obfuscation, “FE” means functional encryption
for circuits, “1-key sls” means 1-key sublinearly succinct, “subexp” means subexponentially
secure, “PK-DE-PIR” means public-key doubly efficient private information retrieval, “k-Lin”
means k-Linear in pairing groups, “LWE” means learning with errors, “GGM” means generic
pairing group model, “SNARK” means succinct non-interactive argument of knowledge, and

“di0” means differing-input obfuscation.
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ABE for RAM with Optimal Decyrption Time. By tweaking the construction, we

obtain several other Pareto-optimal ABE schemes.

Corollary 9.15. Assuming polynomially secure FE for circuits, there exist adaptively secure

ABE schemes for RAM with
Impk| =0(1), [ske| = |f|* +0(1), lcte| =[x[” +0(1), Tpec = O(T +|fI"™* +|x|'*).
All of the four combinations of (A, B) € {0,1}? are possible.

Succinct Garbled RAM. The main tool in our construction of ABE for RAM is succinct
garbled RAM (GRAM). Initiated by [KLW15,BGL*15,CH]JV15], a sequence of works
have constructed succinct garbled RAM [CH16,CCC"16,ACC"16,CCHR16] based on
subexponentially secure FE for circuits and succinct garbled Turing machines [KLW15,
AJS17,AL18,GS18b] based on polynomially secure FE for circuits.

In this chapter, we formulate a new notion of succinct GRAM geared for building
highly efficient ABE for RAM, and construct it based on polynomially secure FE for
circuits. Previously, succinct GRAM (our or the standard notion) was only known from

subexponential hardness assumptions.

9.1.2 What’s Next?

Recent developments of ABE for RAM leave several interesting questions open for

future research.

size exponent

achieved

O

impossible

achieved
time exponent

Figure 9.1. Trade-offs between ABE component sizes and decryption time
(dependency on f or x).
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Exact Pareto Frontier of ABE Efficiency. The efficiency trade-offs characterized in
this chapter are depicted in Figure 9.1. There is a triangular area where neither
lower bounds nor constructions are known. On the one hand, the lower bound only
uses broadcast functionality, a rather simple ABE whose predicate can be decided
in constant time. It is well possible that ABE for general RAM is subject to stronger
lower bounds. On the other hand, it is also possible that a more clever construction
achieves trade-offs other than the two corners of the impossibility triangle. Of course,

both could be true. It remains to pin down the exact Pareto frontier of ABE efficiency.

Rethinking Formulation of ABE Efficiency.'?” ABE per Definition 2.3 gives verbatim
copies of f, x to the decryption algorithm for free, and our lower bound (on component
sizes) applies to the overhead in keys and ciphertexts. This has become the norm
in the literature of ABE, possibly in the hope that discounting the non-hidden £, x
would provide a more accurate characterization of ABE efficiency. Let’s call this the
“verbatim-for-free” model.

Consider an alternative (or rather, the original [GPSW06]) formulation, where f, x
are not explicitly given to Dec. Instead, f,x must be encoded in sk, ct. Let’s call it
the “custom-encoded” model. In this model, the sizes of keys and ciphertexts are at
least the lengths of policies and attributes, respectively (as long as the functionality
is sufficiently expressive and dependent on f,x). Clearly, putting a copy of f,x in
sk, ct is one way to encode them, so any verbatim-for-free ABE can be converted to a
custom-encoded ABE. If the verbatim-for-free ABE has constant-size components, the
converted custom-encoded ABE has minimally sized components, but its decryption
time is also linear in the component sizes. However, our lower bounds do not apply
to custom-encoded ABE in general, i.e., it is well possible that there is a custom-
encoded ABE, which cannot be obtained by conversion from verbatim-for-free ABE,
that has minimally sized components and |f|- and/or |x|-independent decryption time

simultaneously. If such highly efficient custom-encoded ABE exists, we should use

122This is a new thought during the preparation of this dissertation. Previously, the lower bound was
taken to suggest rethinking whether succinctness is indeed the pursuit of ABE. See [Luo24] for the

discussion on that aspect.



430

the custom-encoded model as the standard accounting model for ABE efficiency.
We note that the succinctness of custom-encoded ABE is only meaningful at a very

fine grain. See Section 9.8 for further discussion.

9.1.3 Technical Overview

We start with an overview of the lower bound.

YOU CAN (NOT) OPTIMIZE. As introduced earlier, we show that |cty| - Tpec = Q(|x]) is
inherent for mildly expressive secure ABE schemes. For the bound to hold, the ABE
only needs to support what we call the restricted broadcast functionality. In restricted
broadcast encryption, there are 2N users, each with their own key and paired into
N groups. The users are indexed by (j,s) for j € [N] (group index) and s € {0,1}
(indicating which user in group j), i.e., (J,s) is the policy. The encryptor chooses
exactly one user from each group, described by the attribute R € {0,1}", so that the
users {(Z, R[i]) };e|n) can, and only they can, decrypt the ciphertext. This is a restricted
form of broadcast encryption as it constrains how the recipient set can be chosen.
Formally, we also only require very weak security, but this detail is not important for
now. We will prove our lower bound for restricted BE. Interestingly, the adversary
used in the proof simply runs the decryption algorithm with a non-decrypting key
(while lying about the recipient set), so the bound holds as long as the scheme is not
blatantly insecure.

We explain the ideas of our proof based on a corollary'®® of a result [Unr07] dealing
with random oracles in the presence of non-uniform advice. Let S, T > 0 be such that
ST is much smaller than N. The corollary says that for any adversary learning any
S-bit function (advice) of a random string R < {0,1}" and additionally (adaptively)
querying at most 7T bits in R, it is “indistinguishable” to flip a bit in R at a random
location after the advice is computed (using the non-flipped R) and before queries are
answered, even if the index of the potentially flipped bit is revealed to the adversary

after the advice is computed.

123This corollary is also a lower bound of a probabilistic variant of Yao’s box problem [Ya090]

(generalized and studied in [CHK22]), on which our proof can be alternatively based.
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Back to restricted BE. Consider a ciphertext ct encrypting a random plaintext with
a random string R as the attribute and regard ct as the advice. Suppose Y is either
R itself or R flipped at index i* < [N]. Let’s try decrypting ct using sk;- y[;-] while
pretending that ct is generated for Y. By way of contradiction, suppose |ct| - Tpec iS
much smaller than N, which would translate to ST being much smaller than N in
the corollary. By the correctness of restricted BE, when Y is R itself, the attempted
decryption should successfully recover the plaintext. From the corollary it follows
that the other case (Y is R flipped at i*) should also lead to successful recovery. But if
Y[i*] = =R[i*], by the security of restricted BE, the attempted decryption must fail to

recover the plaintext except for negligible probability, yielding a contradiction.

Overview of Our ABE for RAM. At a very high level, we compose FE for circuits with
succinct garbled RAM (GRAM) (for conditional disclosure of secrets) to obtain ABE
for RAM. The latter can be viewed as a 1-key, 1-ciphertext, secret-key ABE for RAM,
where succinctness means that the running time of key generation and encryption
is independent of the running time of the RAM computation. A (collusion-resistant)
FE for circuits then lifts one-time security to many-time. This high-level approach
first appeared in [AS16] for building FE for TM and can be regarded as a powered-up
version of the paradigm in Part I. In this chapter, towards nearly optimally efficient
ABE for RAM, we first observe that existing definitions and constructions of succinct
GRAM [BGL*15,CHJV15,CH16,CCC"16,ACC*16,CCHR16] are insufficient. Therefore, we
formulate a new variant of succinct GRAM, termed laconic GRAM, then construct it.
Along the way, we also weaken the assumption needed for succinct/laconic GRAM
schemes from {0, which is considered an inherently subexponential assumption, to
polynomially secure FE for circuits.

Let’s first review the syntax and security of standard GRAM schemes. They consist
of the following algorithms. The encoding algorithm encodes a database D into D
and outputs a private state k. The garbling algorithms uses k to garble a RAM M
into M and outputs a collection of input labels {L;}; . The evaluation algorithm,
given the garbled RAM M, one set of labels corresponding to an input w, and random

access to D, returns the output MP(w) of the RAM computation. Simulation-based
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security ensures that 5, M ,{L;w(i1}i can be simulated using only the output M D(w).

The efficiency requirements of those algorithms are
(D, k) & Encode(D), (M, {Lis}is) < Garble(M, k), MP(w) — Eval® (B, {Liufir}),

ID| = O(|D}), |M| = poly(|M]), Teval = T poly(|M]).

Unfortunately, the standard notion falls short for our purpose of building highly

efficient ABE for RAM. We elaborate and explain how to address those issues.

« multi-tape instead of single-tape. To begin, we consider RAM computation with

multiple tapes, M/*(u), instead of MP(w) with a single tape. GRAM schemes
directly constructed often have (inevitably bad) polynomial efficiency depen-
dency on |M|, which is inherited by the ABE. By making M a universal machine
and letting f, x be the tape contents, it is easier to characterize and achieve the

desired efficiency.

« public tape instead of private tape. The tape contents D or parts of them (such

as f,x) are public. The standard GRAM is defined only for private tapes, making
the encoding size at least |D|. In ABE, we provide verbatim copies of f,x for
free and only count the overhead in sk, ct, so we must not use standard GRAM

when aiming for |sk|, |ct| independent of |f], |x|.

« compressing instead of encoding. Our notion requires a compression algorithm

that hashes public tapes down to short digests, and the garbling algorithm
“binds” the hashes to the garbled program. Lastly, the evaluation algorithm gets
random access to the tape contents in the clear, like ABE decryption. Our GRAM
only handles public tapes and the hiding of u is provided by the (short) input

to M, which can then be used as an encapsulated key for the actual message.

- reusable digests instead of one-time encoding. The encoded D in standard GRAM

can only be used once for a single garbled program generated using the secret

k.'>* When lifted to multi-time security, each decryption of ABE for RAM requires

generating a fresh D inside the FE for circuits, inheriting its bad efficiency. To

124We remark that D is often sequentially reusable, meaning that it can be updated by one execution,
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get rid of it, we require the digests be reusable, so that decryption does not have

to recompute them.

« relaxed evaluation time. Reusability comes at a cost. In our notion, the evalua-

tion time is (T + |f] + |x|) poly(|M|), whereas in standard GRAM it is independent
of the tape lengths |f], |x|. Nevertheless, our negative results imply that the

dependencies are impossible (subject to the laconic requirement) to get around.

Putting the above pieces together,'?® we formulate our laconic GRAM as in Figure 9.2.

« Compress(7, D;) compresses the 7th public tape D; into a short hash digest;

of constant length. It runs in time O(|D;|).

- Garble(M, {digest, };) outputs a garbled program M bound to the public

tapes via their hashes, and pairs of labels {L; 3 }; 5. It runs in time poly(|M]).

- EvalPv--27 (M, {digest, },, M, {L; (i) }:) returns the output of RAM computa-
tion MPv-P7 (w). It runs in time O(T + X, |D;|) poly(|M]).

- Security guarantees that if MPv+P7 (wg) and MP+P7 (w;) have identical
outputs and running time, the distributions of (1\2 {digest; }o, {Liwoli) 1)
and (ﬁ ,{digest; };, {Liw,[;1}:) are indistinguishable. This holds when the
tape contents {D,}; are chosen adaptively, dependent on the hashes of
previously chosen tape contents, before the program M and inputs wy, w;
are chosen. (For ABE, only fixed-memory security is needed, i.e., the

addresses and the memory contents are identical for security to hold.)

Figure 9.2. An overview of the notion of laconic GRAM.

from where the next execution resumes. However, in ABE, we need D to be parallel reusable because
multiple decryptions start from the same tape contents and can be done in no particular order.

25gee [JLL22] for the treatment of laconic GRAM for constructing PHFE. The overview in this
dissertation handles the private input (message) in ABE-specific ways and does not consider long

output. Formal definitions later in this chapter might still have remnants of the general treatment.
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OUR CONSTRUCTION OF LACONIC GRAM. One approach towards constructing laconic
GRAM for RAM is to first obtain a non-succinct GRAM for RAM (with garbling size
proportional to the worst-case running time) with tape compression from laconic OT
techniques, then further compress the GRAM. First introduced in [BGL"15], the second

step uses i@ to obfuscate a circuit that on input an index ¢ outputs the ¢

component
of the non-succinct GRAM. If each component can be locally generated using a small
circuit of size poly(|M]), then the obfuscated circuit is also of size poly(|M|) and
can be used as the succinct garbled program. To prove security, [BGL*15] identified
that the non-succinct garbling scheme must satisfy another property, articulated
later by [AL18], called local simulation. Informally, the non-succinct garbling must
be proven secure via a sequence of hybrids where the components of every hybrid
garbled program can be locally generated using a small circuit, and in neighboring
hybrids, only a few components change. Beyond succinct garbling, local simulation
has also found applications in achieving adaptive security [BHR12] of garbling schemes.
A sequence of works developed local simulation strategies for garbled circuits [HJO*16,
GS18a], Turing machines [GS18b,AL18], and RAM [GOS18]. Most notably, the work
of [GS18a] took advantage of a clever pebbling technique.

Our construction of laconic GRAM proceeds in multiple steps. First, we use the
techniques of [GS18a] to obtain a non-succinct GRAM with local simulation proof
for a weak security called fixed-memory security. Indistinguishability holds when
the two RAM computations have identical memory access pattern, memory content,
outputs, and running time. Albeit weak, it already suffices for ABE. Then, by the
same approach of [BGL*15,GS18b,AL18], we turn it into a succinct one, still with only
fixed-memory security, relying on iO for polynomial-size domains, which is implied by
polynomially secure FE for circuits.

For the full treatment of laconic GRAM (needed for general PHFE), see [JLL22].

9.1.4 Related Works

Our new constructions significantly improve upon the efficiency of prior ABE schemes.
The state-of-the-art is summarized in Table 9.1. For discussion of PHFE-themed works,

see [JLL22]. Below, we compare with prior works related to ABE in more detail.
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FE for Circuits and Turing Machines. Many works (including an underlying work
[JLL22,JLL23] of this chapter) study functional encryption (FE), a stronger primitive
than ABE. We list those works (excluding ours) used as ABE in the first group of
Table 9.1.

The first construction of collusion-resistant FE for polynomial-size circuits is
by [GGH"13a] and based on iO, which in turn relies on subexponential hardness. Later
works [GS16,LM16,KNT18,KNTY19] improved the assumption from ;O to 1-key FE with
sublinearly compact ciphertext, |ct(y)| = |f|*"¢ poly(]y|), where ¢ is a positive constant
and |f| is the maximum circuit size of f. The latter has been recently constructed
by [JLS21,JLS22] from the polynomial hardness of three well-studied assumptions.
However, these FE schemes for circuits only enjoy polynomial efficiency. The only
exception is the recent construction due to [GWZ22], which has rate-1 ciphertexts, i.e.,
[ct(y)| = ly| + O(1), yet large secret keys with |ske| = poly(|f]).

Several works constructed FE for Turing machines with arbitrary-length inputs,
first from (O [AS16], then from FE for circuits [AM18], and more recently from 1-key
sublinearly compact FE [KNTY19]. The scheme of [AS16] relies on a 1-key 1-ciphertext
secret-key FE for TM, which is essentially a succinct garbling scheme for TM with
indistinguishability-based security. They constructed it by modifying the succinct
garbling for TM of [KLW15]. Later, the works of [AL18,GS18b] improved and simplified
the garbling construction. The work of [KNTY19] improved the assumption to 1-key
sublinearly succinct FE, and showed that their garbling scheme can be combined
with [AS16] to obtain FE for TM. On the other hand, the work of [AM18] presented an
alternative direct approach to FE for TM from FE for circuits without going through
succinct garbling for TM. Prior constructions of FE for TM [AS16,AM18,KNTY19] put
more focus on weakening the underlying assumptions, and only show polynomial

efficiency.

ABE for Circuits and Turing Machines. The literature on ABE focuses on constructing
ABE from weaker assumptions and achieving better efficiency, among others. The
celebrated works of [GVW13,BGG*14] showed that ABE for bounded-depth circuits

can be constructed from the learning with errors (LWE) assumption. Parameters
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of these schemes, however, depend polynomially on the maximum depth d of the
supported circuits, namely, |mpk| = poly(d), |sk¢| = poly(d), |cti| = |x| poly(d), and the
decryption time is Tpec = |f| poly(d). In Chapter 6, we improved it to obtain constant-
size keys while keeping the sizes of master public key and ciphertext intact, but at
the cost of additionally relying on the generic (pairing) group model (GGM). ABE
for low-depth computation such as NC! or (arithmetic) branching programs can be
constructed using pairing groups, where several schemes have either constant-size
keys or constant-size ciphertexts, but never both (see [ALdP11,YAHK14,Tak14,Att16,
ZGT*16,AT20] and Chapter 5).

The work of [GKP*13a] constructed ABE for Turing machines and RAM with
constant-size secret keys |sk¢| = O(1), yet large ciphertexts |ct;| = poly(|x|). Their
scheme uses SNARK and differing-input obfuscation, which cannot be based on
falsifiable assumptions. Another work [AFS19] tries to construct ABE for RAM from
LWE, at the cost of making the master public key, secret keys, and ciphertexts all grow
polynomially with the maximum running time, i.e., it is an ABE for bounded-time
RAM.

In summary, we give the first ABE schemes for RAM from falsifiable assumptions,
simultaneously having constant- or linear-size secret keys, constant- or linear-size
ciphertexts, and the best-possible decryption times matching the lower bound, also
proven in this chapter. We summarize the ABE-specific works and our results in the

second and third groups of Table 9.1.

Lower Bounds. Previous works [BC95,1.S98, KYDB98,AK08,KY09,GKW15,DLY21] show
a few efficiency lower bounds related to ABE, yet they only apply to information-
theoretically secure primitives and even specific construction techniques. Moreover,
all of them prove space (ciphertext or secret key size, or their trade-off) lower bounds,
whereas we prove space-time trade-offs. The two underlying works of this chapter
are the first systematic study of inherent efficiency trade-offs of advanced forms of

encryption.

Concurrent and Independent Work on FE for RAM. Concurrently and independently

of the research of this chapter, the recent work by Ananth, Chung, Fan, and
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Qian [ACFQ22] also considers the question of FE for RAM. Despite an apparent overlap
between the two works, there are many differences. The two works start with different
motivations. Our goal is to understand the optimal succinctness and efficiency of
PHFE (only ABE in this dissertation), both constructively and from a lower-bound
perspective, whereas [ACFQ22] aims to construct FE for RAM with optimal decryption
time Tpec = O(T'). Consequently, the two works obtain mostly complementary results.
The detailed comparison is best discussed in the context of PHFE, for which we refer

the reader to [JLL22].

9.2 Preliminaries

Let X be a set and n a natural number, =" is the set of non-empty strings of length
at most n over the alphabet X. For a string x, its i symbol is denoted by x[i]. As an

example, the third bit in some sufficiently long x € ({0,1}*)=3 is x[2][1].

Symbols. Table 9.2 explains select single-letter symbols used in this chapter.

9.2.1 Multi-Tape Random-Access Machine

We use a model of multi-tape random-access machines with several read-only input
tapes and one read/write working tape. In addition to the tapes, the machine also has
a short input and maintains a (small) state.!?® The behavior of a RAM is described by

its step circuit
CPU .
(&4,...,4,w,oldst,rdata) —— (done, newst, 7, i, wdata, out).

The step circuit takes as input i) the input tape lengths 4, ..., ¢ and a short input w,
which stay the same throughout the computation, and ii) the previous state oldst
and the last string rdata read from the tapes, which change from step to step during
the computation. It outputs whether the machine should halt in the flag done. If

the machine does not halt, it outputs the next state newst, and the next tape 7 and

26The distinction between input and state is arbitrary, and many works formulate them as a single

entity. We choose to separate them for clearer semantics.
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Table 9.2. Select single-letter symbols in this chapter.

context‘ symbol meaning

A, A, B,q security parameter, adversary, output of adversary, query index
B,B,b challenge bit, output of adversary, choice bit
general B,f’,b choice bit (parameter, name), choice bit (argument, value)
¢,r length, randomness
J,J’ object in constructed scheme, object J in underlying scheme

T,7,D tape count, tape index, tape content
i,j address (index into tape content / of cell), index into cell content
RAM M,w,t,T RAM, short input, time step, instance running time
T instance running time bound (for security)
Tmax time / time and space bound (for correctness, T' < T < Trmax)

M,M,L program, garbled program, label
b,i short input bit (choosing L), index into short input

t,s hybrid index (time step), hybrid index (pebbles)
t* pebble to be changed (time step, t* < t)

LGRAM M,L encrypted underlying garbling, encrypted underlying label
K,W SKE key, short input (parameters, names)
k,w SKE key, short input (arguments, values)
E logarithm of attempted running time (parameter, name)
e logarithm of attempted running time (argument, value)
e,e upper bound of attempted e, hybrid index related to e and e
@, ®,P functionality, functionality family, predicate (family)
f,F function description, function description space
x,X,y,Y public input, public input space, private input, private input space
PHFE z,Z output, output space
and T,T baseline of decryption efficiency, upper bound of T' (for security)
ABE idx, idx’ index, encrypted index (proof progress)
k,s,k’ PPRF key, PPRF input, SKE key
q hybrid index (PHFE key being operated)
B,w,k choice bit, double encryption, PRF key
i0 ‘ C,C circuit, obfuscated circuit
D,D,h database, processed database, hash
LOT m,b message, cell content / hash bit (choosing m)
rct,wct  simulated rct, simulated wct
C,C,L circuit, garbled circuit, label
GC b,i input bit (choosing L), index into input

7m,x point-and-permute string, permuted input

PPRF k,k,k, key, punctured key, key punctured over p
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address i to read from. Additionally, if 7 specifies the working tape, then the step
circuit also outputs a string wdata, which gets written at address i of the working tape.
Each step also optionally generates out, one bit of output.

The execution of a machine M with D, ..., Dy on the input tapes and w as the
short input begins by zero-initializing'?’ the working tape, the state, and the last-read
string. Throughout the process, the short input stays unchanged and the state is
updated by the machine. At each step, the requested location (determined by the
output of the previous step) is read, whose value is passed into the last-read string
of the current step, before that location is overwritten. For simplicity, we insist that
overwriting happen if and only if the requested tape is the working tape (the input
tapes are read-only). The whole sequence of out’s, including their timing (at which

step each output bit is produced), is the output of the execution. This process is

Definition 9.1 (multi-tape RAM). Let 7 € N. A 7-tape RAM M is specified by its step

circuit
CPU: (4,..., ¥4, w,oldst, rdata) — (done, newst, 7, i, wdata, out),
which is subject to the constraints below.

Addresses and Tapes. An (input-tape) address is an {,qq,-bit string indexing a cell.
Each input tape consists of at most 244 cells and each cell is 4, -bit long, i.e., the
content D of each input tape is in ({0, l}éce“)ﬁzéaddr. For technical convenience in [JLL23,
JLL22], the working tape uses address and cell lengths ({,ppr and €gr1) different from
the input tapes. Without loss of generality (efficiency- and security-wise), we assume

Oippr = buadr and fepry > £ Conceptually, the working tape has exactly 2%ror cells.
Inputs and Outputs of CPU. The inputs include the following.
+ ¢, € [2%dar] is the length (in cells) of the 7™ input tape.

« w € {0,1}% is the short input of length 4.

127We do not consider persistent memory in this chapter.
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« oldst € {0,1}% is the state of length 4.

« rdata € {0,1}%® is the string that was read.

Among the outputs, done is a flag indicating whether the machine should halt. If done

is set, all of newst, 7,7, wdata, out should be L. Otherwise, they are as follows.
« newst € {0,1}% is the new state.
« 7 € [T] U{work} is the tape to read from (and possibly write to).

- If 7 € [T], then i € [4] is the address to read from on the 7" input tape,

and wdata = L.

- If 7 = work, then i € [2%»=] is the address to read from and write to on the

working tape, and wdata € {0, 1}%= is the string to be written.
« out € {0,1, L} is an optional output bit.

Executing RAM. We now formally present the steps involved in RAM execution.
Let Dy, ..., Dy € ({0,1}%1)<2% he the input tape contents and w € {0, 1} the short

input. To execute MDD (w)...
1. Let sty — 0%, rdatag « 0%st, Dyoryo — (0%me)2™ ¢ 1,
2. Let (doney, sty, 74, iy, wdatay, out;) « CPU(|D4|,...,|D7|, w, st;_1, rdata;_1).
3. If done; is set, the execution halts.
4. If 1, € [T], let rdata; « D, [i;]||0%=:-~%el and Dyork s < Dwork ¢-1-

5. Otherwise, 7; =work, let rdata; < Dyork-1[i:] and Dyork: be Dyorks—1 With

Dyork ¢ [i] replaced by wdata;.

6. Lett « ¢ +1 and go back to Step 2.

We assume, without loss of generality, that all those constraints are respected during

all executions.'?® For a halting execution,

28For example, memory access should never be out of range. Given a step circuit, it is efficient to
wrap it inside another circuit checking all the constraints and correcting any error (e.g., by halting

immediately when a constraint is violated).
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+ its running time T = time(M, D1, ..., Dy, w) is the value of ¢ when it halts;'*

« its running space is space(- - -) = max;<7.r,—work it; "

* its state sequence is stS(---) = (sty, ..., str_1);

« its address sequence is addrS(---) = (71,11, ..., Tr-1,i7-1);
« its write sequence is writeS(---) = (wdatay, ..., wdatar_;);
* its output sequence is outS(---) = (outy,...,outy_1).

Remark 9.1 (output sequence). The machine does not necessarily produce non-_L outputs
at the end or even consecutively. In this chapter, we do not care whether the output
sequence is in some particular format. When defining secure evaluation of RAM,
we simply require that all information be hidden except the output sequence, which
implies that the running time and the timing of each non-1 output are not supposed

to be hidden as such information is incorporated in the output sequence.

Remark 9.2 (running space). A better name for space(---) is address bound. Jumping
ahead, the running space must be polynomially bounded in bounded laconic garbled

RAM schemes, but can be exponentially large (and is hidden) in (full-fledged) LGRAM.

9.2.2 Laconic Garbled RAM

Our notion of garbling RAM laconically involves two steps. First, a reusable short
digest is created for each input tape. The digest has length independent of that of the
tape content and must be computable in linear time. Second, the RAM and the short
digests are put together to produce a garbled program and the labels. This procedure
runs in time poly-logarithmic in the RAM running time. Given a garbled program and
one set of labels (selected by the bits of the short input), the evaluation procedure
computes the output sequence in time linear in the RAM running time.

We consider indistinguishability-based security for the short input. The input tape

contents can be chosen adaptively, but the short input cannot depend on the garbled

1291f the execution does not halt, we say time(---) = +co.

130To be complete, space(---) is defined to be 1 if the working tape is never accessed.
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program (i.e., selectiveness). We also consider several weaker notions, where the

running space is bounded and more information about the execution is allowed to be

revealed.

Definition 9.2 (LGRAM). Let 7 be a natural number. A laconic garbling scheme for

T-tape RAM consists of three algorithms.

Compress(1%, 1%, 144ar 7. D,) takes as input a cell length £.;, an address
length €44y, an input tape index 7 € [T, and its content D, € ({0, 1}%el)<2% 1t
outputs a short digest digest;. The algorithm runs in time |D;| poly (A, &e11, 4addr)
and its output length is poly(A, e, baddr)-

Garble(1}, Tiax, M, {digest; };¢[77) takes as input a time bound Tax € Ny, a 7-
tape RAM M, and T input tape digests. It outputs a garbled program M and

4, pairs of labels {L; p}ic[s, ] ef0,1}- The algorithm runs in polynomial time.

EvalPrP7 (14, Tipax, M, {digest,},em,ﬁ, {Li}icie,)) takes as input Tmax, M, the
input tape digests, M, and one set of labels. Given random access to the input
tapes, it is supposed to compute the output sequence. The algorithm runs in

time
T
mln{Tmax, time(M,D,,...,DT, w)} + Z | Dy | POIY(/L |M], 10g Tmax),
=1

where w is the short input corresponding to the labels.

The scheme must be correct, i.e., for all A € N, 4.e1, badgdar € Ny, Tmax € Ny, 4n € N, T-

tape RAM M, input tape contents D1, ..., Dy € ({0, 1}%1)<2 short input w € {0, 1}%

such that MPv-PT (w) halts in time at most Ty, it holds that

Pr

digest, < Compress(1, 1% 1%ar 7 D)y forall 7 € [T]

(M, {LipYiere,, betony) < Garble(1!, Tmax, M, {digest; }re(77)

=outS(M, D, ...,Dr,w)

Remark 9.3 (unboundedness). Our notion of LGRAM is unbounded, i.e., it is not necessary

to know a polynomial upper bound of the instance running time upon garbling. By
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choosing an exponentially large Tr.x, one garbling works for all polynomial-time
computation. In contrast is a bounded scheme for all polynomial-time computation,
where Thax can be any polynomial, but it must be a polynomial, hence every garbling is
restricted to some polynomial time bound upon creation. Unboundedness is reflected

in both efficiency and security (below), where Th,x is written in binary.
See also Remark 9.2 on RAM running space.

Definition 9.3 (LGRAM security). An LGRAM scheme per Definition 9.2 is (tape-
adaptively, indistinguishability-based) secure if EXp .. .\; ® EXP{ cpaypy Where the experi-

ment ExpfGR AM(lﬂ, A) proceeds as follows.
« Setup. Launch .4(1*) and receive from it 1% and 1%dar,

« Tape Choices. Repeat the following for 7 rounds. In each round, .4 chooses

7 € [T] and D; e ({0, 1}%1)<2%" {pon receiving such choice, run
digest; & Compress(l/l, 1leen 1tdar D,)
and send digest; to A.

+ Challenge. A chooses an instance running time bound 17 (in unary), a time

bound Thax (in binary), a 7-tape RAM M, and two inputs (wg, w;). Run
(M, {Lip}iela,) pet0,1)) < Garble(1?, Tmax, M, {digest; }re(77)
and send (M, {Liwgli) bielan)) to A.

* Guess. A outputs a bit #’. The outcome of the experiment is f’ if all of the

following conditions hold.

- The 7’s in all rounds of Tape Choices are distinct.

tical output sequences outS(- - -).
Otherwise, the outcome is set to 0.

Weaker security notions are obtained by strengthening the second condition in Guess.
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* Fixed-address security. “... with identical outS(---) and addrS(---).”
* Fixed-memory security. “... with identical outS(---), addrS(---), and writeS(---).”

Remark 9.4 (polynomial security). Although Thax can be exponentially large, we only
require security for polynomially large instance running time, which is captured by
the requirement that the adversary must produce 17, an upper bound of the instance

running time in unary.

Bounded LGRAM. As an intermediate primitive, we consider bounded LGRAM.

Definition 9.4 (bounded LGRAM and security). The notion of bounded LGRAM is

obtained by modifying Definition 9.2 as follows.

+ The evaluation procedure runs in time

T

(Tmax + Z |Dr|) poly(4, |M|,10g Tmax)-

i=1
time at most Thax.

Its security notions are obtained by modifying Definition 9.3 as follows.

+ In Challenge, the adversary chooses 17max (instead of 17 and Tiay)-

+ In Guess, the second condition is strengthened to “.. halt using space at most

Tmax in time T < Tyax With identical...”

Remark 9.5 (efficiency and security). Although evaluation efficiency is relaxed and
security is restricted to polynomially large Thax, the garbling procedure of a bounded
LGRAM scheme still runs in time poly-logarithmic in Tyax. This is important for its

bootstrapping to (unbounded) LGRAM.

9.2.3 PHFE Efficiency and FE for Circuits

Definition 9.5 (PHFE efficiency). For a PHFE scheme, on top of the basic efficiency

required in Definition 2.1, the following time-efficiency properties are considered.
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« It has linear-time KeyGen if KeyGen runs in time |f| poly(A, [param|); for Enc, it is

(Jx] + |y]) poly(A, |param|); for Dec, it is (T + |f| + |x| + |y]) poly(A, |param]).
« It has f-fast Dec if Dec runs in time (T + |x| + |y|) poly(A, |param|); for x-fastness, it
is (T + |f] + |y|) poly(A, |param|); for y-fastness, itis (T + |f| + |x|) poly(A, |param|).
The following size-efficiency properties are considered.
« Itis f-succinct if [ske| = poly(A, [param|), independent of |f].
o It is x-succinct if |ct,| = poly(A, |param|, |y|), independent of |x|.

« It has rate-c ciphertext for some constant c if |ct,| = c|y| + poly(A, |param|).

FE for Circuits. We will use FE for circuits as a building block:

Definition 9.6 (FE for circuits). A functional encryption scheme for circuits is a PHFE

scheme (Definition 2.1) for

Params; = { (1°,1%) | ¢,s € N, },
F) 1¢1s = { circuits of input length ¢ and size at most s },
X/l,lg,ls = {J_}, Y/l,lé,ls = {0, 1}2, Z/l,lg,ls == {0, 1}*,

(p/l,le,ls(f’ J-’y) = (Lf(y))

Remark 9.6. The first output of ¢, ;¢ ;s is just a placeholder value and all efficiency
parameters (Definition 9.5) are always allowed arbitrary polynomial dependency
on 1, ¢,s by our choice of param = (1¢,1%). This is intended as we use FE for circuits

as a building block and do not wish to start with too strong a scheme.

Thanks to a long line of beautiful prior works, we can weaken the assumption of FE
for circuits all the way down to an “obfuscation-minimum FE” with only polynomial

security, summarized in the lemma below.

Lemma 9.1 ([KNTY19]). Assuming the existence of “weakly selectively secure, 1-key, sub-
linearly succinct FE for circuits” (per definitions in [KNTY19]), i.e., a so-called “obfuscation-
minimum FE with polynomial security”, there exists an FE scheme for circuits (Defi-

nition 9.6) with adaptive IND-CPA security (Definition 2.2).
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9.2.4 Universal RAM and ABE for RAM

In this section, we define ABE for RAM after explaining some rationales behind certain
subtleties in our formulation. (For a treatment of PHFE for RAM, see [JLL22].)

To obtain ABE for RAM, we will employ the standard transformation [QWW18]
of using FE for circuits to compute LGRAM (with fixed-memory security). However,
in LGRAM (Definition 9.2), the running time of Garble depends on the machine size.
This dependency is inherited by all the efficiency parameters of the resultant ABE for
RAM if we associate each key with a RAM. To get rid of this dependency, we fix some
universal RAM U of size poly(1)'*! upon setting up the scheme, and associate with
each key a piece of code interpreted by U.

The other issue is that LGRAM puts an upper bound on the running time and its
incorrectness in case of exceeding the time limit is propagated to the ABE scheme.
We avoid it'*? by defining ¢ = L if the running time exceeds some super-polynomial
value prescribed upon set-up.

The above explains the intended usage of ABE for RAM, yet we define it for general
machines. Moreover, we make it handle A-bit messages (it can be used as an AB-KEM

for arbitrary messages).

Definition 9.7 (ABE for RAM). An ABE scheme for RAM is an ABE scheme (Defini-
tion 2.3) for
Params; = { (M’, T},o,) | M’ is a 2-tape RAM and T}, € N, },
Fyw o, =X, = ({0, 1 ea) <25dr Yiw o, ={0,1}4,
(T,b), iftime(M’,f,x) =T € [2,T’,,] and
Py, (frx) = outS(M’, f,x)[T - 1] =b € {0,1};
1, otherwise.

Here, we are using M’ as a decision machine and consider the computation accepting

if and only if its last-step output is 1.

377 is not the same RAM across different values of 1 — its input address length should be w(log 1) to
accommodate all polynomially long input.

132 An alternative solution is to blatantly reveal the message when the running time is too large —
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Remark 9.7 (unbounded scheme and polynomial security). When Definitions 2.1 and 2.2
are instantiated into ABE for RAM (Definition 9.7), the scheme is unbounded, meaning
that Thax can be exponentially large, yet security only holds for polynomially bounded

instance running time. See also Remarks 9.3 and 9.4.

Remark 9.8 (falsifiability and efficient reduction). In Definition 2.2, limiting T to be
polynomially bounded ensures that PHFE security is falsifiable [Nao03,GW11]. Roughly
speaking, falsifiability means that there is an efficient procedure to verify with high
confidence that a given adversary breaks the property, if it indeed does so. We want
to base the security of our schemes on falsifiable assumptions by efficient reductions,
but such proofs often only prove falsifiable properties, so it is important to make the
security definition itself falsifiable.

Concretely, running ExngFE involves checking whether decryption is unauthorized
for all the keys requested by the adversary. Due to time hierarchy theorems, the check
cannot be done significantly faster than performing the RAM computations, so the
policy evaluation time must be polynomially bounded. From the perspective of proofs,
the security loss incurred by the reductions (from ABE to the underlying ingredients)

grows polynomially with 7', again prompting us to require a polynomial upper bound.

9.2.5 Indistinguishability Obfuscation

We will use indistinguishability obfuscation for circuits with polynomial-size domains

as a building block.

Definition 9.8 (i©0). An indistinguishability obfuscator is an efficient algorithm iO(14, C)
taking a circuit C as input. It outputs an obfuscated circuit C. The obfuscator must be

correct, i.e., for all A € N, circuit C : {0,1}" — {0,1}"™, and input x € {0,1}",
Pr[iO(1%,C)(x) =C(x)] = L.

The iO is secure for polynomial-size domains if for all polynomial-size (12", Cy, C;) such

security is not affected because the adversary is not allowed to choose keys and ciphertexts exhibiting
super-polynomial instance running time. The current treatment follows that for general PHFE, where

non-halting computation is best dealt as L.
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that Cy, C; : {0,1}" — {0,1}™ have identical truth tables and sizes, it holds that
{(1%,Co,C1,i0(14,C0)) }, . = { (14, Co, C1,iO (14, C1))} | n-

Remark 9.9. The above definition does not allow the obfuscator to work by simply
outputting the truth table, as the constraint of having polynomial-size domains only

applies to security, not efficiency nor correctness. See also Remarks 9.3, 9.4, and 9.7.

Secure (O for polynomial-size domains is implied by polynomially secure FE for
circuits, via either a tight security reduction [LT17] of FE-to-iO transformation or

decomposable obfuscation [LZ17].

Lemma 9.2 ([LT17,LZ17]). Assuming the existence of secure FE for circuits (Definitions 9.6
and 2.2), there exists an 1O for circuits that is secure for polynomial-size domains (Defi-

nition 9.8).

9.2.6 Laconic Oblivious Transfer

We will use selectively secure laconic oblivious transfer as a building block.

Definition 9.9 ((updatable) LOT [CDG*17]). A laconic oblivious transfer scheme consists

of four algorithms.

+ HashGen(1#, 1%en, 1%dir) takes as input a cell length £.¢;; and an address length £,4q;.

It outputs a hash key hk in polynomial time.

« Hash(1%, hk, D) takes as input hk and a database D € ({0, 1}%<1)<2%" 1t determinis-
tically outputs a hash A and a processed database D in time |D| poly(A, been, baddr),
with the hash length being 4,5y = poly (A, &ei1s faddr)-

+ SendRead (1%, hk, A, i, {mjl.’ JI.’:[{;)’;}]) takes as input hk, h, an address i € [2%dir], and
411 pairs of messages of identical length. It outputs a read ciphertext rct. The

algorithm runs in polynomial time.

. RecvReadﬁ(ll, hk, &, 1, rct) takes as input hk, A, 7, rct. Given random access to 5,

it is supposed to recover {m;)[i] L] }jeltey]- It Tuns in time poly(A, e, 4ddr [rct]).
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The scheme must be correct, i.e., for all 1 € N, Ly, fugar € Ny, D € ({0, 1}belr) <25

e [ID]], { JZ’}JZ’:{O I of identical length, it holds that

hk <& HashGen(1%, 1%en, 1%dar)

(h, D) — Hash(1*, hk, D)
Pr -
rct & SendRead(14, hk, A, i, { Jb Jb:{gco’}l})

RecvReadD(l’1 hk, h,i,rct) = {m [J]}Je[é’ceu]

An updatable LOT has two additional algorithms.

« SendWrite(1%, hk, A, i, wdata, {mJ’.’ fee[{,?l’li]) takes as input hk, A, i, an overwriting
string wdata € {0,1}%!, and 4,,¢, pairs of messages of identical length. It outputs

a write ciphertext wct in polynomial time.

. Receriteﬁ(lﬁ, hk, h, i, wdata, wct) takes as input hk, 4,7, wdata, wct. Given ran-
dom access to D, it is supposed to update D to D’ and recover {mj."[j ] }ielbusnls
where D’ is D with D’[i] replaced by wdata and 4’ is the hash of D’. The algo-

rithm runs in time poly(A, 411, Gaddr, |WCt|)-

Correctness requires that for all 1 € N, €., fadar € Ny, D € ({0, 1} ey <259 i o (1D,

wdata € {0, 1} el { Jb}Jb:{O I of identical length,

hk < HashGen(1%, 1%en, 1%dar)
(h,D) « Hash(1*,hk,D)  (K,D’) « Hash(1*, hk, D’)
$ . 1 . by b€{0,1} _
Pr| wct < SendWrite(1*, hk, A, 7, wdata, {m; }je[éilash]) =1,
ReceriteD(IA, hk, h, 1, wdata, wct) = {m;” 7] el

and D is updated to D’ by RecvWrite

where D’ is D with D’[i] replaced by wdata.

Part of our LGRAM garbling procedure involves hashing the all-zero string (the initial

working tape) under a newly generated LOT hash key. It must be done very efficiently.

Definition 9.10 (LOT fast initialization). An LOT scheme (Definition 9.9) has fast

initialization if there is an efficient algorithm Hash0s(1%, hk, S) computing the hash
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of (0%a)S, More precisely, for all 1 € N, &1, 4qar € Ny, S € [2%ddr], it holds that

hk < HashGen (1%, 1%ei | 1%dar)
Pr R : HashOs(lA, hk,S) =h| =1.
(h, D) « Hash(1%, hk, (0%e1)%)
The generic bootstrapping procedure [CDG"17,AL18,KNTY19] for LOT using Merkle

tree always yields a scheme with fast initialization, because the Merkle hash of an

all-zero string can be computed in time poly(A, &el, 4addr)-

Security. Following [KNTY19], we consider database-selective security for LOT.

Definition 9.11 (LOT read security [CDG*17]). An LOT scheme (Definition 9.9) is read-
secure if there exists an efficient simulator SimRead such that for all polynomial-size

14en 16aar D e ({0, 1}%)<2%9% ;¢ [|D]], {mj”}j”;{0 I of identical length, it holds that

{(1/17 1€:ell, 1€addr’ hka D) L, { ‘5) ;):[{(f():e}l}]’ t)}/le]N ~ {( ) F&) }AE]NJ Where

hk < HashGen(1%, 1%, 14dar) (h, D) « Hash(1%, hk, D),

rct & SendRead(14, hk, &, 1, { ffj{egi})

rct & SimRead(1%, hk, D, i, {m? 1y ).

Definition 9.12 (LOT write security [CDG*17]). An updatable LOT scheme (Defini-
tion 9.9) is write-secure if there exists an efficient simulator SimWrite such that for all
polynomial-size 141, 14ar| D e ({0, 1}%e1)<2% ;¢ [|D|], wdata € {0, 1}%l, {m? J”e[{;}ili]
of identical length, letting D" be D with D’[i] replaced by wdata, it holds that

{ (14, 1en, 1% hk, D, i, wdata, {mJb}JbEE{0 o wet) )} ien ® { (- wet)}, ., where

hk < HashGen(1%, 1%t 1%ddr)
(h,D) «— Hash(1*,hk,D), (k’,D’) « Hash(1*, hk,D’),

. ) 1 . by be{0,1}
wct < SendWrite(1%, hk, &, i, wdata, {m '} Cfp" ),

wct & SimWrite(1%, hk, D, i, wdata, {m]’.l'[j] Vieltoaenl)-

Remark 910 (partially adaptive security). The above definitions are index- and message-
selective. Yet, without loss of generality, we may assume that security holds even when

the adversary is allowed to choose ¢ and mjl?’s adaptively (dependent on hk). Adaptive
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security with respect to i can be obtained by a standard guessing argument as noted
in [GOS18], and that with respect to mj’.”s by using the scheme as a key encapsulation

mechanism (or by encrypting bit by bit and following a standard hybrid argument).

Lemma 9.3 ([LZ17,CDG*17,AL18,KNTY19]). Assuming the existence of secure FE for
circuits (Definitions 9.6 and 2.2), there exists a read- and write-secure updatable LOT with

fast initialization (Definitions 9.9, 9.10, 911, and 9.12).

9.2.7 Garbled Circuits

Following the formulation in [GS18a], we make the garbling procedure take the labels
as input instead of letting it generate them. However, their formulation cannot be
perfectly correct,'®® which we fix by incorporating the point-and-permute [BMR90]

technique.

Definition 9.13 (garbled circuits [Yao82]). A circuit garbling scheme with label length

4, (1) < poly(A) consists of two efficient algorithms.

« Garble(1%, C, 7, {Lip}icn) pefo1y) takes as input a circuit C of input length n,
a point-and-permute string 7 € {0,1}", and n pairs of labels (each label of

length £,(1)). It outputs a garbled circuit C.

« Eval(1%, 5, x, {L;}ie[n)) takes as input 5, the permuted input, and one set of labels.

It is supposed to compute C(x).
The scheme must be correct, i.e., for all 1 € N, C : {0,1}* — {0,1}*, x € {0,1}",

7 & {0,1)"

Lip < {0,1}%W for all i € [n],b € {0,1}
Pr| i y=Cx)| =1
C & Garble(1*,C, 71, {L; p }ie[n] be(0,1})

y — Eval(l/l,é\,x ® 71, {L; x[i] }ic[n])

133The inevitable correctness error of [GS18a] arises from the absence of point-and-permute string and

the (albeit unlikely) possibility of two labels for one input bit being the same.
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The scheme is secure if there exists an efficient simulator Garble such that for all

polynomial-size (C,x),

{(1*, ¢, x, Garble(1%, C, 7, {L;p }ie[n]pefo,1}), X © 7T, {Li,x[i]}ie[n])}leN

~ {(1*,C,x, Garble(1*,1°, C(x),x ® 7, {L; x[i) bie[n) ), 2 ® 71, {Lix[i) Yie[n]) } yen

where 7 & {0,1}" and Lip & {0,114W for all i € [n],b € {0,1}.

9.2.8 Puncturable Pseudorandom Function

We need puncturable pseudorandom functions as a building block.'**

Definition 9.14 (PPRF [BW13]). A puncturable pseudorandom function with key (resp.
input, output) length fy (1) (resp. #in(1), but(1); all poly(1)-bounded) consists of two

efficient algorithms.

« Eval(1%, &, x) takes as input a (punctured or not) key % and an input x € {0, 1},

It deterministically outputs a bit-string of length 4y:(1).

* Puncture(1%, k, p) takes as input a non-punctured key % € {0, 114y and some

set p C {0,1} ™ It outputs a punctured key 1%,0.

The scheme must be correct, i.e., forall A € N, & € {0, 1}%@® p c {0,1}%W and input
x € {0,1}%@W \ p it holds that

Pr[Eval(1, Puncture(1*, &, p),x) = Eval(1}, k,x)] = 1.
The scheme is secure if for all polynomial-size p C {0, 134 it holds that

{(1/17 p: ];p: {EVal(]./l, kax)}xGD)};leN ~ {(]-/17 p7 ];D: {rx}xep)}/leNa

where £ & {0, l}éiﬁyw, I;p & Puncture(14, &, p), and ry & 10,1} ™ for all x € p.

134We also use selectively secure usual PRF, yet omit it here as it is implied by PPRF.
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9.2.9 Secret-Key Encryption

We will use secret-key encryption as a building block.

Definition 9.15 (SKE). A secret-key encryption scheme consists of three efficient

algorithms.
+ Gen(1") outputs a key k.

* Enc(1%, &, m) takes as input £ and a message m of arbitrary length, and outputs

a ciphertext c.
« Dec(14, %, c) takes as input &, c. It is supposed to recover the message.

The scheme must be correct, i.e., for all A € N and m € {0,1}*, it holds that
Pr[k & Gen(1") : Dec(1*,Enc(1*,k,m)) =m| = 1.

It has pseudorandom ciphertexts if the ciphertext length is a function of 1 and the
message length (independent of key generation and encryption randomness) and for

all A € N and polynomially bounded {mg}4c[q], it holds that

{(1’1, lQ, {mg, Cq}qe[Q])}le]N ~ {(1/1, 1Q, {mq7rq}q€[Q])}/1€]N’

where & & Gen(1%), and cq & Enc(1*, k,my), 1y & {0, 1Y% for all ¢ € [Q].

9.2.10 Primitive Related to Lower Bound

We formally define the class of ABE to which the lower bound applies. The primitive
is restricted from broadcast encryption, in the sense that the users are paired and each
ciphertext can be decrypted by exactly one user in each pair. The required security
notion is also weak — it does not consider collusion among multiple keys nor adaptive

attacks.

Definition 9.16 (restricted BE and security). A restricted broadcast encryption scheme is

an ABE scheme (Definition 2.3) with
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Paramsy = {1V [N e N},  (i,r) € Fy v = [N] x{0,1}, R eXn={0,1}",

1

, ifR[i] = 5
pe Yy =101y, P R) =Rl @) = T

0, otherwise.

The scheme is I-key secure for random challenge against uniform adversaries (or simply

weakly 1-key secure) if

{(1/17 1N7 mpk7 R7 i*7 Ho, Ski*,ﬁR[i*b)}/le]N ~ {(1/17 lNa mpka R7 i*> Ho, Ski*,—!R[i*]a)}AeN

with the components being (8 is 0 or 1)

(mpk,msk) <& Setup(1%,1Y), R & {0,1}Y, & E[N], ps & {0,114,

sk —rpir < KeyGen(11, msk, (i*, =R[i*])), cts < Enc(1*, mpk, R, up),

for all polynomially bounded N = N(1),"**> where the computational indistinguishabi-

lity only has to hold against uniform adversaries.

9.3 Lower Bound on Ciphertext Size and Decryption Time

We start with the negative result.

Theorem 9.4 (). For all weakly 1-key secure restricted BE (Definition 9.16),

N

ct| - Thec > ——
max |ct| - max Tpec > 1000

for all polynomially bounded N = N (A) and sufficiently large A, where ct runs through all
possible ciphertexts and Tpec the time to probe R and produce output by Dec, both for R of
length N.

We remark that “for sufficiently large 1” is necessary because asymptotic security, by
definition, is a tail property unaffected by finitely many A’s. The bound starts to hold

once the scheme starts to be secure against the adversary used in the proof. While

135N need not be a computable function of A. This does not make the security definition “non-uniformy”,
as a standard guessing argument (with advantage sign correction) applies to an interactive formulation

in which the uniform and efficient A chooses N.
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the statement and the proof here apply to perfectly correct schemes with polynomial
security, it is straight-forward to adapt them for schemes with sufficient (say, constant)
gap between correctness and security.

To prove Theorem 9.4, we need the following lemma:

Lemma 9.5 (adapted from [Unr07; Theorem 2]). For all N,P € N with 1< P <N,
distribution D supported over some finite set Z, function W : Z x {0,1}¥ — {0,1}5, there

exists a function G : Z x {0,1}"¥ — {0,1, 1}V such that
{j € [N]:G(z,R)[j] # L} <P forallze ZandR € {0,1}"

and for all**® oracle (randomized) algorithm BY making at most T queriestoY,

|Pr [B%(2,W(2,R)) — 1] - Pr [BY (2, W(2,R)) — 1]| < , /i_T,
where

$ N $ . =G(Z’R)[j], 1fG(Z,R)[J] ;I: J_’-
R&E{0, 1Y,  2z<& D, H[J

& (0,1}, if G(z,R)[j] = L.
Proof (Theorem 94). Define
S =1+ max|ct|, T =1+ max {number of bits in R probed by Dec}.

For A,N > 1, it is necessary that max|ct| > 1 because ct can encode any string u of
length A, and that max Tpec > T because Dec performs all the probes then produces at

least 1 bit of output. Therefore,

max |ct| +1 ST
max |ct| - max Tpec > —s max Tpec > -

It remains to prove ST > % for sufficiently large A. It suffices to consider the case

when N > 2 and ST < 2N.

136Here, BY need not be efficient for the lemma to hold. The particular BY used below is efficient.
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We prepare for Lemma 9.5. Let P be determined later, and'®’

pe {0,114
2z = (U4, zenc, Mpk, msk) & D =z : randomness for Enc | ,
(mpk, msk) < Setup(1)

w=W(z,R) = 057141 1|ct, where ct « Enc(mpk, R, 1£; zgnc).
Let G be the function guaranteed by Lemma 9.5 and make BY (z, w) do the following.
« Sample i* & [N] and query r* « Y[i*].
* Read u, mpk, msk from z. Read ct from w.
* Run sk;: .- & KeyGen(msk, (i*,7%)).
« Run g/ <& Dec™Ph(i"r)skie e Yt (),
* Output 1 if and only if p = p/'.

Indeed, B makes at most T' queries to Y, the first to obtain r*, the rest to run Dec.

For k € {1,2,3,4,5}, write p;, for Pr[BY(z, w;i*) — 1], where

RE{0,1}Y, z2&D,  w=W(,R), i< [N], Yi=R,

_|=GE R[], ifG(z,R)[j] # L;
Y>[J]
& 0,13, if G(z, R)[j] = L;
=G(z,R)[j], ifj#i*and G(z,R)[j] # 1;
Y3711 < {0,113, if j #i* and G(z,R)[j] = L;
& 40,1}, if j =%
=Rl if j #i%; _|=R[j], ifj#i%
Y4[j] YS[.]]
& 40,1}, if j=i% =-R[i*], ifj=i"

By the correctness of the restricted BE scheme, p; = 1.

1373 does not use zgnc. It is included in z only to “provide randomness” for W.
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From Lemma 9.5,
| < [|ST | < /ST
b1 —p2l = 2p’ b4 —p3| = 2P
Here, the second inequality is obtained by applying the lemma to
) =Y[j], ifj+#i%
¥ (z,w) = BY (z,w;i"),  where i* < [N], Y'[j] ’
& 40,1}, ifj ="

Clearly, |ps — p3| < £. Setting P = [f/STTNﬂ, we have

|p1 = pal < |p1— p2|l + |p2 — ps| + |p3 — p4l

[ST P |ST s[ST 1 s/ ST
S =+t = S =+ = <H —,
2P N 2 2N N 2N

where the last inequality follows from N > 2. By how Y [i*] is set,

p1+p ST
D4 = 12 > == p5=P1—2(P1—p4)2p1—2|P1—P4|>1—8\3/§v'

Consider the following adversary A(mpk, R, i*, to, sk;- -gJi-], ct) against the weak 1-key

security of the restricted BE scheme.
+ Construct Y5 from R and let r* « Ys[i*] = =R[i*].

* Run g/ & Dec™Pk(r)skis e Ysct(y e pretend R[i*] were =R[i*] and attempt to

decrypt using the (supposedly non-decrypting) key given to A.
« Output 1 if and only if ¢’ = y.

If ct = ct; is an encryption of y;, then gy is uniformly random and independent of

everything else, hence
Pr[A(---) — 1 with ct = ct;] <274
Note that A is a uniform adversary. By the security of the restricted BE scheme,
ps = Pr[BY(z,w;i*) — 1] = Pr[A(---) — 1 with ct = ctg] < 27" + negl(1) < é

for sufficiently large A, which gives

ST 1 IN
1-8J/=2— < < = - ST > ——. O
Von P55 1000
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9.4 Bounded LGRAM with Fixed-Memory Security

In this section, we present our LGRAM with fixed-memory security. The construction
is based on the works of [GS18a,GOS18,AL18,KNTY19].

Roughly speaking, [GS18a] constructs a circuit garbling scheme from adaptively
secure LOT with local proof of security and lifts it to an adaptively secure scheme
using somewhere equivocal encryption, which is further developed to obtain a garbled
RAM scheme with fixed-memory security (or unprotected memory access) [GOS18].
The work of [AL18] modularizes the construction and shows how to obtain a succinct
garbling scheme using obfuscation for circuits with polynomial-size domains, which is
in turn implied by FE for circuits. The work of [KNTY19] shows that selectively secure
LOT suffices and that such an LOT is implied by FE for circuits.

All of the works consider garbling schemes with no public input, and the security
notions for their final products are simulation-based. Consequently, the length of the
garbling necessarily [AIKW13] grows linearly with the input and output lengths. In
contrast, our notion of garbling has a short private input and we are interested in
indistinguishability and succinctness. (The contrast between long and short outputs

do not show up here. See [JLL22] for the case when it matters.)

94.1 Construction

Ingredients of Construction 9.1. Let
* 10 be a circuit obfuscator (Definition 9.8),
+ LOT an updatable LOT with fast initialization (Definitions 9.9 and 9.10),
LOT = (LOT.HashGen, LOT.Hash, LOT.SendRead, LOT.RecvRead,
LOT.SendWrite, LOT.RecvWrite, LOT.HashOs),
+ GC = (GC.Garble, GC.Eval) a circuit garbling scheme (Definition 9.13), and

« PPRF = (PPRF.Puncture, PPRF.Eval) a puncturable PRF (Definition 9.14).

Construction 9.1 (bounded LGRAM with fixed-memory security). Our bounded
LGRAM works as follows.
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GenAugCPU [{hkr, hz, |Dr|}re[7’], hkworlm k] (t)

Hardwired. hk;, hkyok, LOT hash keys for the tapes;
hz, |Dy|, LOT hashes and lengths of the input tapes;
k, PPRF key.

Input. ¢ € [Thax], current time (step number).
Output. AugCPU;, the garbled “augmented step circuit” at time ¢,
computed as follows.
1. Obtain randomness from PPRF:
(706, {Ls i p}ip, 70T, 7S¢) « PPRF.Eval(k, t)

(7441, {Ls+1,4p}ip) < PPRF.Eval(k, ¢ + 1) with 7], rSC removed

2. Garble AugCPU (Figure 9.4):

{hk,, hTa |Dr|}re[7'], hkwork,
AugCPU; « AugCPU
LOT

a1, ALss1,ip bih> Ty

output AugCPU, «— GC.Garble(AugCPUy, 71y, {L¢ip}ip; rSC)

Figure 9.3. The circuit GenAugCPU in Construction 9.1.

+ Compress(1%e, 144 7 D) takes as input the cell length, the address length, the

tape index, and the tape content. It runs
hk, < LOT.HashGen (1%, 1%ddr), (hy, D;) « LOT.Hash(hk,, D,),
and outputs digest; = (hk;, 2., |D;]).

* Garble(Tmax, M, {digest; };¢[77) takes as input an upper bound of the running

time, the machine, and the input tape digests. It runs
hkyork < LOT.HashGen (1%t 1%oor) Pworko < LOT.Hash0s(hkyork, Timax),
samples PPRF key %, prepares GenAugCPU using M (Figure 9.3), and runs

GenAugCPU <> iO(GenAugCPU[k, {hk;, i, |D;|}re7], hkwork])-
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GenAugCPU is padded to size poly (4, |M|,log Tmax) for the security proof to work.
The algorithm computes using % and splits 7, L for AugCPU; as defined in

Figure 94,

. w _st _rdata _h
ML T LT, T T,

) d h
{Liisio : ALY pYictonl oo ALY Yictaa oo ALTTE Yicltemnl b (L1 Yiclbuasir) 6>
sets sty = 0%, rdatag = 0%, and outputs

. hkwork, GenAugCPU, sty & 75t, rdatag @ 7193, hyoro @ 7,

- ’

d h
{Lfi,sto [i] Ve[l {L;,i?:gatao ] Yieltopal {Ll,i,hwo,k,() [i] Yielbunsul»
{Lip = (b @ [iDIILY; ; tielan] befo,1)-
« EvalPrPT (Tax, M, {digest,},e[ﬂ,ﬁ, {Li}ic(e,)) takes as input the upper bound

of the running time, the machine, the input tape digests, the garbled machine,

and a set of labels. It parses M as specified in Garble, and does the following.

1. Initialize by

(hy, D) « LOT.Hash(hk,,D,)  for 7 € [T],

(hwork,o, ﬁwork,O) — LOT-HaSh(hkwork, (0€CELL)TmaX),

sty « 0%, rdatag « 0=, t«— 1.
2. Writing
X; = wl|st;_1|[rdata;_1 | Awork,t-1,
Y; = parts of (X;41 @ 7441) and L1 and rcty, wety,
runls®

AugCPU, «— GenAugCPU(¢),

(donet, Tt it, Wdatat, Outt,Yt) — GC.Eval(mt,Xt & 7y, {Lt,i,Xt[i] }i),

and halt if done; is set. Otherwise, output out; and continue.

138X, itself is not needed for evaluation and is not supposed to be efficiently computable. The values
of (X; ® m;) and {L;, x,[;1}; for ¢ =1 are read from ]l7I, and those for ¢ > 1 are computed by evaluating

AugCPU,_; as explained later.
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{hkr, hz, |DT|}TE[7'] s hkwork,
AugCPU,; :  AugCPU (w, st;_1, rdata;_1, Awork,¢~1)

LoT
Tee1, {Lts1,i Yios Ty

Hardwired. hk;, hkyork, 27, |D;|, see Figure 9.3;

Te+1, { L1 Yiby to be selected for evaluating mt+1;

riot, LOT randomness to select 7, L for AugCPU,,;.
Input. w,st; 1, rdata;_q, short input, old state, last-read cell content;

hwork t1, LOT hash of the old working tape.

Output. doney, 74, i;, wdatas, out;, produced by MP1P7 (w) at time ¢;
selected (or LOT ciphertexts to select) =, L for AugCPU,,1;

computed as follows.

1. Execute one step of M:
(doney, sty, 4, 14, wdata,, out;) « CPU(|D4|, ..., |D7|, w,st;—1, rdata;_1)

output doney, 73, i;, wdata,, out;

2. Split °T, and 741, {Ls41.6 )6 by the input components of AugCPU:

LOT ..LOT w st rdata _h
rt,rct’ rt,wct’ ﬂt+1’ ﬂt+1’ ﬂt+1 > ”t+1’

LoT
(LY, ettt os ALSS pbietaass | (7 s {Lesnip i)
dat h
{L3T7 s bieltmnlbr  {Lg1 5 Yielhunsul b
3. Select 7, L for w, st; if ~done;:

output  w @ 7, {Ly; i diclanls St ® i L3 g iy Vielad

4a. If 7, € [T], select x, L for Dy, [i;] ||0"CELL‘ el and Aworkt = Awork,t-1:
hk‘l’t’ hTt’ it>

output rct, « LOT.SendRead e ot ST
{(bo ”;ﬁ [i]) ”L;ﬁ,?,b}iewceu],b
and  {(0® m 232 [DIILI5% 0 Heltemu N\ 4]
3 3
and  hworkt ® 41, {Lt+1,i,hwork,t [i] Vi€l buasu]
4b. If 7, = work, select 7, L for Dyork-1[i:] and updated Ayork s
hkwork, hWOI’k,t—l’ it7 LOT
output rct; « LOT.SendRead 5T et

datar - dat
{(b & 7T;+? ° [l]) ” Ltr‘+al,?,b}i€[€CELL],b

hk ks h, k,t—1> it7 Wdatah
and wct; < LOT.SendWrite wore Twer ;r'{,evTct

{(bo 7[?+1 [i]) ||L?+1,i,b}iEMHASH]7b

Figure 9.4. The circuit AugCPU in Construction 9.1.
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3. If 1; € [T], pick rct; from Y; and run

{(rdata [i] ® 733 1 L3937 rgata, (1] Hieltar] < LOT-RecvRead” (hky,, iy, iy, rct;).

Combine it with parts of (X;1 @ 7441) and Lyy; already in Y; to obtain
(Xt41 @ 7e41) and {Lyi1x,,.(i] Vi

4. Otherwise, 7; = work, then pick rct;, wct; from Yy, run

{(rdata,[i] ® ”;?—Tza) | L;‘ialf?,rdatat [i] }ie[i’CELL] « LOT RecvRead k-1 (hKwork, Awork,t—1, i, rcts),
3 3 -+ Duork hkworks hwork,t—l,
{(hworkt ® 3y L1 ; o, 1) Vil uasn] < LOT.RecyWrite worke-t . wct |,
lt, Wdatat,

updating 5work,t—1 into ﬁwork,t. Again, combine it with parts of (X;1 ® 7441)

and L., already in Y; to obtain (X;41 @ m411) and {Ls1 x,,.1i1 }i-

5. Lett « ¢ +1 and go back to Step 2.

Correctness and Efficiency. They follow from those of all the ingredients and the
invariant that AugCPU; is evaluated on w, st;_1, rdata;_1, Awork -1 coinciding with those
from the execution of M. We remark that the evaluation time is not instance-
specific, because processing the empty working tape for LOT already takes time

Tmax Poly(4, |[M]).

9.4.2 Security

Theorem 9.6 (). Suppose in Construction 9.1, iO is secure for polynomial-size domains
(Definition 9.8), LOT is read- and write-secure (Definitions 9.11 and 9.12), and GC, PPRF
are secure (Definitions 9.13 and 9.14), then the constructed scheme is fixed-memory secure

(Definition 9.4).
The proof follows the pebbling strategy in [GS18a]. Recall that in ExpfGR vy the LGRAM
which we write M (wp) hereafter in this proof. Along the hybrids from Exp} ;.\ to

EXP[ grany W gradually switch the trailing steps from those for M (wo) to those for

M (wy).
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Specification of Hybrids. Each hybrid H; is indexed by an integer 0 <t < Thax + 1
and a set s C [Tmax]. The indices t, s specify how AugCPU; is garbled and what it does:

« when ¢ < t, it runs the ™ step of M (wy);

- if t ¢ s, the step is garbled normally;

- if ¢ € 5, the step is simulated with true randomness for labels and LOT

encryption that selects the labels for AugCPU,,;

« when ¢ =1, it is simulated and outputs the labels so that AugCPUy,; runs the

(t+ 1)t step of M (wy), i.e., it switches the execution from M (wo) to M (w);

« when ¢ > t, it is garbled normally but runs the ™ step of M (w1), due to the
behavior of AugCPUj.

There are two special cases:

« when t =0, we give the LGRAM labels for w; (think of them as the output of
the zeroth step circuit) to the adversary so that AugCPU; runs the first step of
M (w;) when the LGRAM is evaluated normally;

- when ¢ > T for t € {t} Us, neither execution has a ¢ step, and we simulate this
step as if it were the last step of the execution, whose output would not select

any label for the (¢ + 1)t step.'®
In the parlance of [GS18a], consider a line graph where vertex ¢ represents step ¢,
« a gray pebble is placed on ¢ € s if ¢ < t (the step is being simulated), and

« a black pebble is placed on ¢ > t (the step is done for good).

139This pretention trick unifies the usage of garbled circuit security. Since an out-of-range ¢ step is
pretended to repeat the last existent step, simulating it removes all the labels for the (¢ + 1) step, and
consequently (and inductively), we can pretend that the set of labels for the (¢ + 1)t step corresponding
to the input to the last existent step were revealed, so that the (¢ + 1) step can also be pretended to
repeat the last step. Without pretending, we will need another security notion of garbled circuits, namely
that it can be simulated without any output if no input labels are given. This notion holds for many

known constructions, but is not implied by the usual version.
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However, the first black pebble (on t) is special for us as step t facilitates the transition
from M (wg) to M (w;). We will use an optimized pebbling sequence [GS18a] to
connect the hybrids.

Formally, let

stS(M, Dy, ...,D7,wo) = (sto,...,Stor-1),
stS(M, Dy, ...,Dr,w1) = (st11,...,stir-1),
addrS(...,wo) =addrS(...,w1) = (11,11,...,Tp-1,17-1),
writeS(...,wq) = writeS(...,w;) = (wdatay, ..., wdatar_;),
outS(...,wqg) =outS(...,wy) = (outy,...,outyr_q).
We also write Dyork; for the working tape content, rdata; for the read cell content,

and A;, hwork: for the LOT hashes — due to the constraint of fixed-memory security,

the values of them in the two executions coincide. Define
Xy = wp || sty -1l rdata;_1 || Awork,¢-1 Vb € {0,1}.
In His, we change GenAugCPU in M to

. {hkT7h77|DT|}T€[7—]7thOI’k7
iO| GenAugCPV’

t7 S, ];{t}Us, {”ta {Lt,i,b}i,ba mt}te{t}Us

b

where
+ GenAugCPU’ is shown in Figure 9.5,
» Egyus is a PPRF key punctured at {t} Us,
« /s and L;;3’s are random strings, and
- AugCPU,’s are the simulated garbled step circuits.

We still use 4, L; ; 5 for part of the PPRF output when ¢ ¢ {t} Us.
AugCPU,’s are generated by

_ ) 0, ift<tandtes;
GC.Garble(l'A“gCPU|, Zb,t, XO,t ® ¢, {Lt,i,Xo,t[i] }L) with b =

1, ift=t
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{hkT7 hT’ |DT|}T€[ﬂ1 thOI’kﬁ
GenAugCPU’ (t)

t, s, kityuss {76 {Ltip }ips AUBCPU, e qtyus

Hardwired. hk;, hkyork, 27, |D;|, see Figure 9.3;

1,5, switching time, hardwired step numbers;

I;{t}Us, punctured PPRF key;

{me, {Lt;in}ip, mt}te{tws, hardwired randomness and garbled steps.

Input. ¢ € [Thax], current time (step number).
Output. mt, computed as follows.

1. Check for hardwired steps, if ¢ € {t} U s:

output hardwired AugCPU, and terminate

2. Otherwise, obtain randomness, either hardwired or from PPRF:
(76, {Lti p }ipr -0, 7€) «— PPRF.Eval(ytyus, t)
hardwired, ift+1e{t}uUs;
(741, {Les1i b }ip) — { PPRF.Eval(Egtyus, ¢ + 1) with 7197, 8¢ removed,
ift+1¢{tjus;
3. Garble AugCPU (Figure 9.4) as done in GenAugCPU (Figure 9.3):

{hk,, hr; |DT|}TE[7—]7 I”'kwork,
AugCPU; < AugCPU
LOT

Teats {Lt+1,i b bibs T

output AugCPU, «— GC.Garble(AugCPU,, 7r;, {L: i3 }ip; r°)

Figure 9.5. The circuit GenAugCPU’ in the proof of Theorem 9.6.
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where GC.Garble is a simulator for GC, and Z;, for b € {0,1} consists of (done;, 7, iz,

wdata,, out;), parts of (Xp ;41 ® 7441) and L1, and rct,, wet, (see Figure 9.4).

« If —done,, then Z;, contains (dependent on b)

w w w st
W ® 715 ALy i Viellnls Stot @ T ALy, i) ielad

« If 1, € [T], then Z;, contains (independent of b)

p— $ . hth’DT“its
rct; < LOT.SimRead ,

{(rdata,[i] ® 7[R [i]) || LIdata (i Vielbal

t+1,i,rdata;

{00 7GR EDILETS o ielm\ (el Pworke ® i ALYy iy Viclbussil-
« If 7, = work, then Z;; contains (independent of b)

—~ . hkworks Dwork,t—l,it,
rct; « LOT.SimRead ,

{(rdata,[i] © S5 (i) L2 iy Vs

— 8 . . thork, Dwork,t—l, it, Wdatat,
wct, < LOT.SimWrite

{(hwork,¢[1] ® 7[?+1[i]) ”L?"'l,i,hwork,t[i] }ie[éHASH]
Connecting the Hybrids. We start with the experiments in Definition 9.4
Claim 9.7 (). EXp)ipan ~ Hepaxr1,0 ad EXP gy = Hoo

It remains to connect Hr 41 and Hg g, for which we employ the pebbling strategy

of [GOS18]. We state our claims in parallel with the pebbling rules.

Claim 9.8 (Rule A; q[). A gray pebble can be placed on or removed from t* if t* =1 or a
gray pebble is placed on (t* — 1). Formally, Hys ~ Hy (iyus for t* ¢ s and ¢* < tift* =1 or

t*—1les.

Claim 9.9 (Rule B; €). A gray pebble on t* can be replaced by a black pebble if black
pebbles are placed on all vertices greater than t*. Formally, His ~ Hi_1e\t-1) f t—1€s

(here, t* =t —1). Moreover, Hi1 o ~ Ho .

Claim 9.9 is different from rule B in [GOS18] (no need for a gray pebble on (¢* — 1) for

us) because the step corresponding to the first black pebble is always simulated.



467

It is helpful to consider a virtual vertex 0 (corresponding to M and the LGRAM
labels), where a gray pebble is initially placed, and put 0 into s. With the virtual
vertex, the separate case t* = 1in rule A is just a special case of #* —1=0 € s, and the
separate case Hj g =~ Ho o in rule B becomes a special case of the general rule (which
would read Hj oy = Ho » instead). However, for consistency with existing literature, we
will go without the virtual vertex in the text below.

The hybrid sequence can be built using an optimized pebbling strategy.

Lemma 9.10 ([Ben89,GS18a)]). There exists an efficient algorithm that on input 1Tmex
computes a pebbling sequence for a line graph of size Tmax with O(log Tmax) gray pebbles
at any time during the poly(Tmax) moves using rule A or B, starting with no pebbles and

ending with black pebbles on all vertices. As a corollary, the efficient algorithm can compute
to =Tmax + 1,50 = 2, c1, t1, 81, 2,12, 52, RN
Cpoly(Timax) ~1> tpoly (Tax)-1 = 1 Spoly (Tnax)-1 = D> Cpoly(Tima)> tpoly(Timax) = 05 Spoly(Trnar) = 2
such that max; |s;| = O(log Tiax) and Ht,_,,s,, = Hy, s, by Claim c; € {9.8,9.9}.
A typical sequence of hybrid transitions is depicted in Figure 9.6.

Proof (Theorem 9.6). By Claims 9.7, 9.8, 9.9, Lemma 9.10, EXpY .z \ns ® EXP[ gran-

|

:

v, I
SsEssnnn | B
Sssnnnnn || B

{8}
sto7  stig  stio

Legend: box shading for pebble, star for switching execution,
curved arrows for labels selected for next garbled step.

Figure 9.6. Typical hybrid transitions in the proof of Theorem 9.6.
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We remark that for full rigor, Thax is @ random variable, not a fixed number for
each A. It cannot be derandomized even in the non-uniform setting, because A, given
hk’s returned for the input tapes, can choose Th,x adaptively, whose randomness
originates from that of the LGRAM scheme. This phenomenon is not uncommon and
can be solved by either guessing Tmax (or targeting a specific Tax in the non-uniform
setting), or considering a polynomial upper bound of Tmax and supplying appropriate

definitions for hybrids with out-of-range indices.
Proof (Claim 9.7). Both follow from the security of O for polynomial-size domains. O

Proof (Claim 9.8). Let t, s, ¢* be such that t* ¢ s and t* < t and either ¢* =1lort* - 1€ s.
The hybrids below are mostly identical to H; s except the contents hardwired into

GenAugCPU’ are modified. We specify them.
* Go. This is just Hy s, where the hardwired information is

{hk‘l”hra |DT|}T€[7—]a thOI‘ka t: 57 I;{t}US:

{me, {Ltin}ip, AUgCPUt}te{t}us-

* G;. In this hybrid, the PPRF key % is punctured at {¢*,1} U s instead of {t} U s, and
the (¢*)™ garbled step (but not its randomness) is hardwired into GenAugCPU’,

i.e., the hardwired information is

{hkr,hra |Dr|}re[7']a thOf'ka t, {t*} Us|, ];{t,t*}US s

{76, {L¢ip}ip, mt}te{t}ua mt*,

where the newly hardwired information is computed using (Figure 9.5 Step 3)

(e ALpr i p Yips 7o, 7oC) — PPRF.Eval(k, t*),

t*

{hkfy hT7 |DT|}T€[7—]’ thOFk’
AugCPUs « AugCPU
oT

L
Tt AL 11,06 Yisbs Tpr

mt* — GC.Garble(AugCPUt*, T, {Lt*,i,b}i,b; rf*c).

This is different from AugCPU,’s for ¢ € {t} U s, which are simulated. The absence

of m« and {L;p}ip in GenAugCPU’ is fine, because they are only used in Step 2
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(Figure 9.5) for ¢t =¢* — 1 and ¢ = ¢*. In G;, that branch is not taken for those
two values of ¢ as both of them are handled by Step 1. Therefore, the two
versions of GenAugCPU’ in Gy and G; have identical truth tables (and are padded
appropriately to the same size), and Gy ~ G; follows from the security of iO for

polynomial-size domains.

* Gy. In this hybrid, PPRF.Eval(k,t*) is replaced by a uniformly random string,

i.e., the hardwired information is

{hkT7 hT’ |DT|}T€[ﬂ7 thOI’kﬁ t7 {t*} U S, ];{t,t*}us’

(705 {Ltip}ip, AUECPU, beqtyus,  AUECPUgs,

where

(74, {Lt*’i’b}i,b,rtLPT,rth) «— | uniformly random |,

{hkr, hr, |Drl}re[7']7 hkwork,
AugCPU;» « AugCPU
sty {100 Yips Tho !

mt* — GC.Garble(AugCPUt*, TCp*, {Lt*,i,b}i,b; I‘S*C).
G; ~ Gy follows from the security of PPRF.

* Gz. In this hybrid, Au’ngt* is simulated instead of being normally generated,

i.e., the hardwired information is

{hkr, B, ID: ey, Bkwork, 1 {E*}US,  Egissyus,
(705 {Ltip}ip, AUECPU, beqtyus,  AUECPUgs,
where

| |
(e, AL i p Yip, 70T, 750 )  uniformly random,
L - - -4

AjgcTUpv <i GC.Garble(l‘AugCPU‘a ZO,t*aXO,t* @ Tlyx, {Lt*,i,XOL* [l]}l) >

in the clear,

Zop 2 pes1, {Lews1iptip | in rety « LOT.SendRead(- - 5707 ,),

in wctyx «— LOT.SendWrite(- - -5 r,';%ct .
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This is different from Z;,’s for ¢ € {t} U s, which might contain simulated rct,’s
and wct,s. In Gy, the augmented step circuit AugCPU, is garbled with truly
random 7+, {Lpx i p }ip, roC. If t* = 1, then 71, {L1; }i5 only additional appear in
M and the LGRAM labels given to the adversary as (Xo1 ® 1) and {Ly; x,,[;] }i-

If * — 1 € 5, then they are only additionally used to simulate
AugCPU;+_; & GC.Garble(. .., Zos_1,...),

where Zg 1 contains only (Xos ® 7+) and {Ls; x, .[i]}i, potentially in the
clear, in rcts_y, in wct_q, and by imagination.’ Also, AugCPU;(Xo ) = Zo . It

follows from the security of GC that G, ~ Gs.

G4. In this hybrid, Zy,« contains rct,s, wety simulated using LOT.SimRead and
LOT.SimWrite as needed, instead of normally generated ones, i.e., the hardwired

information is
{hk‘l” hTa |DT|}TE[7—]a thOf'ka t7 {t*} U S, Ig{t,t*}USa
{ﬂta {Lt,i,b}i,ba mt}tE{t}U% mt*a

where

r--— - -1
(e, {Lprip}in) . 70" ) « uniformly random,
T

[ |

mt* <i GC.Garble(llAUgCPU|, ZO,t*7 XO,t* @ Ty, {Lt*,i,XO * [7] }i),

in the clear,

Zopx 2| Xopri1 @ pei1, {Lpri1i X e, 1113 | 1D rctys | LOT.SimRead(---) |,

in wctyx & | LOT.SimWrite(---) |

The LOT ciphertexts rcty, wct,» are encrypted using truly random 12" in Gs. Each
database is known before its LOT hash key is provided to the adversary: for an
input tape, hk; is provided after D; is chosen; for the working tape, Dyork x-1 and

i;x, wdata; are known once the adversary commits to the challenge M, wo, wi,

“OWhen t* > T, none of m,+, {L ;3 }ip appears in Zg +_1. We pretend Xy s+ = Xor and that (Xp » & 7,+)

and {#*,1, Xj s [i]}; are revealed, imagining that the (t*)th step repeated the last existent step.
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after which hkyork is provided. Therefore, it follows from the read/write security

of LOT that Gg ~ Gg.

* Gs. In this hybrid, we hardwire 74+, {L;;5};» into GenAugCPU’, i.e., the hard-

wired information is

{hk‘l’a hl’a |DT|}TE[ﬂa thOI’ka t; {t*} U S, ];{t,t*}USa

{705 {Luip}ips AUBCPU, beqtyuss | o {Lixip}is |AUGCPUps.

G4 ~ Gs follows from the security of O for polynomial-size domains.
By inspection, Gs is just Hy (s+jus. Therefore, Hys = Go = Gs = Hy p+yus- ]

Proof (Claim 9.9). Lett, s be such thatt =1ort—1 € s. The hybrids are mostly identical

to Hi s except for the contents hardwired into GenAugCPU’.

* Go. This is just Hy s, where the hardwired information is

{hk‘[’hra |DT|}T€[ﬂ1 thOI’ky t7 S, ];{t}US7

{7, {L¢,ip}ip, AUECPU; }reityus.

* Gi. In this hybrid, we no longer directly hardwire ¢, {L;;5}i» into GenAugCPU’

for ¢ =1, i.e., the hardwired information is

{hk‘h hT) |DT|}T€[7—] ’ thOI‘k’ t’ S, ];{t}US’

{me,{L¢;p}ip, AUgCPUt}, 7, {Ltis)is, AUgCPUEY,
where

(w1, {Lt;}ip) < uniformly random;
M, LGRAM labels « Xo1 ® 71, {L1; xo,[i1}i> - - - » ift=1
1|AUgCPU|, ZO,t—l,

AugCPU;_; < GC.Garble ,
Xo,4-1® -1, {Lt-1,i,x0,1[i] }i

Zot-1 : Xot © 7y, {Lt,i,Xo,t [1] }i in the clear, F&H, th—l, ift-1¢ S;
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o 1|AugCPU|’ th’
AugCPU; < GC.Garble ’ ,
Xot @ mt, { Lt xo,[i) }i

Z1t: X141 ® 741, {Lte1i X0, [i) i i0 the clear, rety, wety,  if £ < Tiax.

Note that GenAugCPU’ still indirectly contains 7y, {Lt; 4} Via M and LGRAM
labels, or Zj;_1. Removal of their direct hardwiring does not alter the truth table
of GenAugCPU’ as they are only used in Step 2 (Figure 9.5) fort =tand ¢t =t-1,
a branch never taken for those values of ¢ because they are handled by Step 1.

By the security of {0 for polynomial-size domains, Gy ~ G;.

* Gy. In this hybrid, we change the input of AugCPU; from Xyt to X;+ by modifying
the permuted input and the labels selected for AugCPUy, i.e., the hardwired

information is

{hkT7 hT7 |DT|}T€[7—] ’ thOFk’ t’ S, I;{t}US’

{ﬂta {Lt,i,b}i,b, mt}tes, Wh,
where

(w1, {Lt;3}ip) < uniformly random;

M, LGRAM labels « X110 7, {Ll,i,Xl,l [i]}i A ift= 1

J1AugCPU| 77
AugCPU;_; < GC.Garble ’ ,

Xot-1® -1, {Lt-1,i Xo,4[11 }i

Zot1 ¢ | Xit © m, {Lt,i,XLt[i] }i |in the clear, F&t_l, th_l, ift—-1¢€s;

1|AugCPU|’ th,
AugCPU; < GC.Garble ,
X110 ® 71, {Lyix100 b

Zit: X141 ® a1, {Ltr,i Xy [0) 1 i0 the clear, rety, wety,  if £ < Thay.

This change does not alter the distribution, i.e., G; = G,, because 7 is a one-time
pad that hides Xyt or X;+ and either set of {L;;};» chosen by X, and X is

simply random.
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* Gs. In this hybrid, we undo the simulation of rcty and vﬁt, i.e., the hardwired

information is

{hk‘DhT) |DT|}TE[7—]7 thOI‘k’ t’ S, ];{t}US’

{”t, {Lt,i,b}i,b7 mt}tes, AUgCPUt,

where

(i, {Lip}ip "' |) < uniformly random;

M, LGRAM labels « X1,1 ® 1, {Ll,i,Xl,l[i]}i’ ey

lhveCPUl 7
AugCPU;_; < GC.Garble ’ ,
Xo,t-1® -1, {Lt-1,1,x0,1 111 i

Zoi-1 : X1t © 7y, {Lt,inl,t [i]}i in the clear, ITE:Et_l, Vﬁt_l,

o - 1|AugCPU|’ th’
AugCPU; < GC.Garble ’ ,
X101 @ 71, {Lix, 100 i

Zyt t | 71, {Lts1p )i | in the clear, | rety, wet |,

G2 ~ G3 by the read/write security of LOT.

ift=1;
ift-1es;
if t < Thax.

« G4. In this hybrid, we undo the simulation of AugCPUy, i.e., the hardwired

information is

{hk‘l’ahra |DT|}TE[ﬂa thOI’ka t; 55 é{t}US;

{765 {Lejip}ip, AUECPU, bes,  AugCPU:,

where

(4, {Ltip}ip, 1O |, 7£¢ ) & uniformly random;

M, LGRAM labels « X11 @ 1, {Ly; x,,i1 s - - - »
_ SR 11AuetPUl 704 1,
AugCPU;_; < GC.Garble ’ ,
Xot-1 0 -1, {Lt-1,i Xo,4[i] }i

Zos-1 : X141 ® 71, {Lt; x,, (1 }: in the clear, rety1, wetyg,

ift=1;

ift-1es;
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{hk‘h hT’ |DT|}T€[ﬂ7 thOI’k,
AugCPU; « AugCPU

LOT
Tt+1, {Lt+1,ib }ihy T

Wh — GC.Garble(AugCPUt, T, {Lt,i,b}i,b;' r‘tGC) , ift< Tmax-

Since AugCPU(X1t) = Z14, it follows from the security of GC that G3 ~ G4.

* Gs. In this hybrid, we change the randomness for step t to the PPRF evaluation,

i.e., the hardwired information is

{hk‘l”hra |DT|}TE[7—]ath0rka t7 57 Ig{t}USy

{ﬂta {Lt,i,b}i,ba mt}t657 mta

where

(4, { L }ip, 0T, 70C) € PPRF.Eval(k, 1)

M, LGRAM labels « X1 ® 71, {L1; x,,1i1 }is - - - » ift=1;

1|AugCPU|, ZO -1,
AugCPU;_; < GC.Garble ’ ,
Xot-1 0 -1, {Lt-1,i Xo 4[] }i

Zoi1 : X1t © 7y, {Lt,i,Xl,t [i]}i in the clear, I”‘Cj[t_l, V/chtt_l, ift-1¢ S5

{hkT7 hT’ |DT|}T€[ﬂ7 thOI’k7
AugCPU; « AugCPU

it {Ltr1ip Fipr TH0
Wh — GC.Garble(AugCPUt, T, {Lt,i,b}i,b; rtGC), ift< Tmax-
G4 ~ Gs by the security of PPRF.

* G¢. In this hybrid, we no longer puncture the PPRF key at t and no longer
hardwire the randomness nor the garbled step for t, i.e., the hardwired

information is

{(hks, Ar, ID: Yrerr, Bworks,  t=1, s\ {t =1}, | Zinjuis 1)) b

{”t,{Lt,i,b}i,b7AugCPUt} te{t—-1}u(s\{t-1}) |

and M and the LGRAM labels given to the adversary contain (X;; @ 7;) and

{Lyix,,i}: if t = 1. By the security of iO for polynomial-size domains, Gs ~ Ge.

By inspection, Gg is just Hi_j ¢\ t-1}. Therefore, His = Go ~ G = Hi_1 6\ (t-13- O
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9.5 From Bounded LGRAM to Unbounded LGRAM

In this section, we employ the powers-of-two transformation [AL18] to construct an
unbounded LGRAM from a bounded one.'*!

Construction 9.1 is a bounded LGRAM. Recall that a bounded scheme has the
following three deficiencies: i) its evaluation time scales with the time bound Tiax
instead of the instance running time T'; ii) it only works if the maximum address
accessed by the machine is within Thay; and iii) its security only holds if Ty is
polynomially bounded. To get rid of these restrictions, we apply the transformation
due to [AL18]. The idea is to generate a series of LGRAM garblings with T7,,, , = 2° for
e € [log Tmax], each encrypted under a different key. The e garbling simulates the
execution, but if the time exceeds 2¢, it outputs the secret key that decrypts the next
garbling, and the evaluation can be retried. This avoids the exponential security loss
because we can apply the LGRAM security to the garblings with T} ,, < 2T and argue
that any larger garblings are hidden by encryption, removing the need to apply the

LGRAM security on those large garblings.

Ingredients of Construction 9.2. Let
« LGRAM’ = (Compress’, Garble’, Eval’) be a bounded LGRAM (Definition 9.4), and

» SKE = (SKE.Gen, SKE.Enc, SKE.Dec) an SKE scheme (Definition 9.15).

Construction 9.2 (unbounded LGRAM). Our scheme works as follows.
+ Compress(1%dar 1%en 7 D,) is the same as Compress’.

* Garble(Tmax, M, {digest; };c[77) prepares M’ from M and Tmax as described in
Figure 9.7. For e € [[log, Tmax1], it samples SKE key k. and runs

(M;: {L;,i,b }ip) & Garble’(TI;laX,e, M, {digeStr}re[T]) foree [|—10g2 Tmax 1,

4gee the full version of the original paper [JLL22] for other transformations for fixed-address or full

security.
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Machine M’ Transformed from M and Ty«

Lengths. ¢ =&y + poly(4), 4, = b + O(log Tmax) + poly(4, [M]),
bodar = taddr, Cyppr = POLY(4, [M],108 Tmax),
ben = beell €ere = POLy(, | M, 10g Trmax).-
Input w’. W, short input to M;
E, attempted time limit of M,
K, secret key of SKE.
Statest’. -1, current time period minus one (initially 0);

to—1, current time step minus one (initially 0)
modulo the period;

st, state of M.

Steps. Each step of M is simulated by one period of M’.

1. When ¢ < 2%:
1 step for one step of M
poly(A, |M|,log Tmax) steps for the memory operation of M
(using a deterministic balanced binary tree of capacity 2
to implement a virtual sparse memory for M)
halt if M halts
2. When 2F < ¢ < 2F 4 poly(A):
report running time exceeded

output K

Figure 9.7. The machine M’ in Construction 9.2.



477

where TV

maxe = 2° + poly(A, |M|,log Tmax). The algorithm encrypts M’ and L’
by

e,i,b

M, & SKE.Enc(ke, M.), L, < SKE.Enc(k., L, ,),

and splits the encrypted labels into {L". {LE

7K
eibS e’ e,i,b}e,i,b’{L by the

e,i,bSeib
portion of input to M’ they correspond to. Defining Eqiog, 1,,,,1+1 = L, it sets

and outputs

> v’ TE TK _ _
M = (kl, {Me, Le,i)b s and Le,i,b sforE =e, K = ke+1}ee[[log2Tmax1])’

=TV o TW
Lip = Ll,i,b” ”Lrlog2 Trnax1,5,0°

Garble. For e =1,.. ., [log, Tmax], it retrieves k,, either from M if e =1, or from

the previous call to Eval’ if e > 1, and runs

outs, if running time is not exceeded,
ﬁ

(prefix of outS, k.4+1), if running time is exceeded.
The algorithm removes the empty, placeholder output from outS, use the
stripped version as the output, and halt, if the running time is not exceeded.

Otherwise, it attempts the next e.

Correctness and Efficiency. Those are clear by inspection.

Theorem 9.11 (7). Suppose in Construction 9.2, LGRAM’ is a (fixed-memory, fixed-address,
fully) secure bounded LGRAM (Definition 9.4) and SKE is secure (Definition 9.15), then
the constructed scheme is an unbounded LGRAM (Definition 9.3) with the same level of

security as LGRAM'.

Proof (Theorem 9.11). Since M’ uses a deterministic balanced binary tree to implement
the virtual sparse memory for M, it preserves the constraints of fixed-memory, fixed-
address, or full security. Let T be the instance running time and e = [log, T']. We

consider the following hybrids.



478

- Hf 1~ This is just ExpfGRAM for the constructed scheme, where

e

. 1’ TE TK _ _
M :ky, M, Lg;,s and Lg; s for B = ¢, K = keat}, (1106, 0

. TW _
L;: {Le’i’b s for W = wﬁ}eemog2 T
. Hf for e =0,...,[log, Tmax|. In this hybrid, we remove kz,; as well as all the

unused garblings up to time bound 2°¢ as follows.

i’ TE TK _ _ : =.
M, Le,i’b s and Le’i,b sforE =e,K = k.1, ife<e;

M., LE sand LK sforE=¢e, K= 1| ife=¢
e e,l,b el,b )

random |, ife>eandec<eg

v TE TK _ _ : = .
M, Le’i,b’s and Le,i’b’s forE =e¢,K = k.1, ife>eande> ¢

TW > — ; >
Ly ysfor W=uws, ife<e

L;: random |, ife>eande<e¢

LY Jsfor W=ws, ife>eande>e.

To see indistinguishability...

. H/jl ~ Hg. Compared to H'fl, in Hg, the garbling M has K in its input changed

from kg1 to L. Since 2° > T, the execution of M in that garbling does not
output K and this change satisfies the constraint of LGRAM security. Moreover,

T/

max,e

= 2% < 2T is polynomially bounded. Therefore, H” L& Hg by the bounded
security of LGRAM'.

Hf_l ~ H?. The two hybrids are different only when ¢ > g, in which case the
ciphertexts under k. changes into random strings and k%, is not used in the two

hybrids. Therefore, Hf_l ~ Hf by the ciphertext pseudorandomness of SKE.

HO ~ HL
[logy Tmax1 flogz Tax 1"

W in their inputs changed between w, and w;. By how M’ works, this

H The difference is that the e non-erased garblings have

change satisfies the constraint of LGRAM security. Moreover, all of them have

Tl

max.e follows

: 0 ~ Hl
< 2T polynomially bounded. Therefore, H[logz Tae] ™ Hrlogz Ton]

from a standard hybrid argument by the bounded security of LGRAM'.

We conclude that Exp?. . = H°, ~ HY = Expl o\ |
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9.6 ABE for RAM

In this section, we build an ABE for RAM that is f- and x-succinct and has linear-time
KeyGen and Enc and whose Dec runs in time O(T + |f| + |x|), ignoring polynomial
factors in the security parameter. (See Definitions 2.1, 2.2, and 9.7.)

Recall that in ABE for RAM, the functionality (resp. key, ciphertext) is associated
with some RAM M and (up to exponential) time bound Thax (resp. f of arbitrary
length, x of arbitrary length and u of A bits) and decryption recovers u if M/*()

accepts in time at most Tiax.

Ingredients of Construction 9.3. Let

« ckt = (ckt.Setup, ckt.KeyGen, ckt.Enc, ckt.Dec) be an FE scheme for circuits (Defi-

nition 9.6),

* LGRAM = (LGRAM.Compress, LGRAM.Garble, LGRAM.Eval) a 2-tape LGRAM scheme

(Definition 9.2; fixed-memory security suffices),
« PPRF = (PPRF.Puncture, PPRF.Eval) a puncturable PRF (Definition 9.14), and

» SKE = (SKE.Gen, SKE.Enc, SKE.Dec) an SKE scheme (Definition 9.15).

Construction 9.3 (ABE for RAM). It works as follows.

* Setup(M’,T.,.,) defines Tmay = T,y + A. It writes down a machine M/**(u) that
simulates (M’)/*() step-for-step, for at most T%,,, steps, and if the simulation
reaches acceptance, uses another 1 steps to output the A bits of u (otherwise, M

halts without further output).!*> The algorithm runs
(ckt.mpk, ckt.msk) & ckt.Setup(17,17),

and outputs (mpk, msk) = ((Tmax, M, ckt.mpk), ckt.msk), where the input/circuit

sizes given to ckt.Setup are appropriately chosen (see below).

142Note that the memory of M is fixed for fixed f,x. This allows us to rely on fixed-memory security

of LGRAM in the security proof.
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digest, spprF,
GenLGRAM | EESY SPPRF

( digesty, 1, kpprr, mode,

idx(,, lgram;, | \ 1/, idxct, idxy, &gy, kl’gram, lgramct

Hardwired. digest, LGRAM digest of f (tape 1);

SPPRF, PPRF input for LGRAM randomness;
idx/,, encrypted ordinal (¢ query) of this key;
lgram/,, encrypted hardwired LGRAM garbling.

Input. digest,,u, LGRAM digest of x (tape 2), message;

kPPRF, PPRF key for LGRAM randomness;

mode, mode of ciphertext and security proof;

W, alternative message;

idXct, ordinal of the challenge ciphertext
(number of pre-challenge keys);

idxy, progress of security proof

(number of keys using ');

iax> klgram,  SKE keys to decrypt idx;,, lgram/,;

lgramet, hardwired LGRAM garbling.
Output. [gram, LGRAM garbling, computed as follows.

1. If mode = normal (garbling is for u):

Vi Tonax, M, digeste, digest,;
(M,{L;p}ip) < LGRAM.Garble max gesty, digesty;
PPRF.Eval(kppRF, SPPRF)

output lgram = (Zl7I, {Li uri1 })

2. Otherwise, this key is decrypting the challenge ciphertext:
idxsi «<— SKE.Dec(k{y,, idx,)

3a. If mode = hybrid or idxg # idxy (garbling is for u or y'):
Tmax, M, digesty, digestx;)

M,{L;3};3) < LGRAM.Garble
(M, {Lip}ip) ( PPRF.Eval(%pprr, SpPRF)

(M, {Liu}e),  ifidxy < idxgy;

output [gram :{ _ o ]
(M, {Li,[i]}i), if idxy > idXg.

3b. If mode = hardwire and idxg = idxy (garbling is hardwired):

{lgramct, if idxct > idxey;
output lgram =

SKE.Dec(k{gram, lgram(,), if idxct < idxsk.

Figure 9.8. The circuit GenLGRAM in Construction 9.3.
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’

sk’

’

o TUnNS

+ KeyGen(msk, f) samples random strings sppgp, idX/, , lgram

digesty & LGRAM.Compress(lfcell, 1hddr 1 ),

ckt.sk & ckt.KeyGen(ckt.msk, GenLGRAM[digesty, spprr, idx,, lgram/, ),

and outputs sk = (digests, sppgr, idX]

"o lgram?, , ckt.sk), where GenLGRAM is defined

in Figure 9.8.
« Enc(mpk, x, ) samples random string kppgf, runs

digest, < LGRAM.Compress(1%el 1%ddr 2 )

1 idXct,idxy ,ki’dx,kl’gram,lgra Mct

———
ckt.ct ¢ ckt.Enc(ckt.mpk, L, (digest,, i, kppre, normal, 1, L, 1, 1, 1, 1)),
and outputs ct = (digest,, ckt.ct).

« DecMPk/-skxct() checks whether (M")f*() accepts. If not, it outputs L and termi-

nates. Otherwise, the algorithm parses mpk, sk, ct as defined earlier, runs

(ﬁ’ {Li}i) (i th.Decckt.mpk,GenLGRAM[digestf,sF»pRF,idx;k,lgram;k],ckt.sk,L,ckt.ct()’

then LGRAM.Eval/* (Tinax, M, digesty, digest,, M ,{L;};), from which it obtains and
outputs u.

Correctness and Efficiency. To ensure correctness, it suffices to set the input/circuit
sizes of the underlying FE for circuits to be poly(1, M,log Tax) — the normal branch
of GenLGRAM is just LGRAM.Eval, which runs in time poly(A, M, log Tmax). This (order
of) value is also sufficient for the security proof to go through. By the efficiency
guarantees of its ingredients, Construction 9.3 is f- and x-succinct, has linear-time

KeyGen and Enc, and its Dec runs in time (7' + |f| + |x|) poly(A, M, Tax)-

Theorem 9.12 (€]). Suppose in Construction 9.3, ckt, PPRF are secure (Definitions 2.2
and 9.14), LGRAM is fixed-memory secure (Definition 9.3), and SKE has pseudorandom

ciphertexts (Definition 9.15), then the constructed ABE scheme is secure (Definition 2.2).

We prove security by hybridizing over the keys. We denote by

. C gy ,
dlgestfq » SPPRF,g> idx sk,q

kg lgram
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the content hardwired into GenLGRAM for the q™ secret key sk,. In the hybrids,
K, idXet, idxy, lgramct, kige, £igram

in the challenge ciphertext ct are used, and its decryption behavior is controlled by
mode and those values. The strategies of handling pre- and post-challenge keys are

different. At a high level, they work as follows.
+ idx, , is an encryption of g so that each key “knows” its ordinal number.
« idx is the ordinal number of the challenge ciphertext.
« idxy indicates the progress of the proof and increases from 0 to Q:

- initially, ¢ > idxy, decrypting ct by sk, yields an LGRAM garbling for u;
- when transitioning, ¢ = idxy, the behavior depends on mode and the relative

timing of ct and sk,

* when mode = hardwire, the decryption takes the hardwired LGRAM
garbling from either lgram;kq (in skg) or lgrame (in ct), whichever is
generated later the security game (decided by comparing idx. and q);

* when mode = hybrid, the behavior is the same as when ¢ < idxy;

- eventually, ¢ < idxy, decrypting ct by sk, yields an LGRAM garbling for ;.

Proof (Theorem 9.12). Let @1, @2 be the number of secret key queries in Query I and
Query II, respectively. Writing kjgx for a random key of SKE and % for a random
(non-punctured) key of PPRF, we list our hybrids.

* Ho. This is just Exppy.p, described as

. $ N $ ’ $ .
skg ©  spprrq < random, |dxsk7q < random, lgramsk,q < random;
ct: U — Mo, kppre < R, mode < normal,
uo— 1, idXet «— L, idxy «— L,
iax < L, kfgram — 1, lgrame «— L.

* Hi. In this hybrid, we sample sppgr,’s without replacement, i.e.,

. $ . .- c $ ’ $ .
skq : spprrg < |distinct |, |dxsk’q < random, lgramskyq « random;
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ct: U — U, kpprr < R, mode < normal,
uo— 1, idxt «— L, idxy «— L,
’ 4
iax < L, Rigram < L, lgramet « L.

Ho and H; are statistically indistinguishable.

* Hy. In this hybrid, we change idx;kq into an encryption of ¢ (padded to some

fixed poly(A) bits), i.e.,

sky @ spprrg ¢ distinct, idx}, & ‘ SKE.Enc(kig, ), lgramj, & random;
ct: U — Mo, kppre < R, mode « normal,
uo— 1, idxet «— L, idxy < L,
’ ’
iax < L, kigram < L, lgramet < L.

H; ~ H; follows from the ciphertext pseudorandomness of SKE, as the key kigx is

not used anywhere else.

* Hs. In this hybrid, we prepare for hybridizing over the keys. Hs is described as

sky ' SpPRFg & distinct, idx;k)q & SKE.Enc(kidx, q), lgram;k’q & random,;
ct: M — Ho, kpprr < k&, mode « ,
woelm idxet | Q1 idxy 0],
klgy — , Rigram < L, lgramet «— L.
It is readily verified that the decryption outcome (as perceived by ckt) does not

change. Therefore, H, ~ H; follows from the security of ckt.

* Hyqfor g =0,...,Q1 + Q. In this hybrid, idxy is incremented to g, i.e.,

sk spprrg < distinct, idx}, & SKE.Enc(kigx, q), lgram;, , & random;
ct: U — Mo, kppre <— R, mode « hybrid,
o, idxet < Q1, idxy @,
kigy < kidx Rigram < L, lgramet « L.

Ha is just Hs. The proofs of indistinguishability between Hy4 o—; and H4 , depend

on whether g < @1 or q > Q.
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Claim 913 (). Hagq-1 ~ Haq forq=1,..., Q1.

Claim 914 (). Haq-1 ® Hagforq=@Q1+1,...,Q1 + Q2.

* Hs. In this hybrid, we finish the hybrid argument over the keys. Hs is described

as
sky:  spprrg < distinct, idx}, & SKE.Enc(kigx, q), lgram;,, & random;
ct: U — Mo, kppre <— R, mode « hybrid,
o, idxet < Q1, idxy ,
Rigx < kidx, Rigram < L, lgrame; «— L.

Hs is just H40,+q,-
* He. In this hybrid, the challenge ciphertext becomes a normal one for y;, i.e.,

sky :  spprrg < distinct, idx}, & SKE.Enc(kigx, ), lgram; , & random;

ct: U , kppRF — k, mode « ,
§o—l L) idxet — [ L, idxy [ L],

klgx — , Elgram < L, lgramet «— L.
Hs ~ He follows from the security of ckt, analogously to H, ~ Hs.

* Hy. In this hybrid, we revert idx;k’q to random, i.e.,

. $ e e c o $ ’ $ .
sky 1 spprrq < distinct, |dxsk, . < , lgramsk,q « random;
ct: Uo— , kpprr < R, mode < normal,
Woe— 1, idxt «— L, idxy «— L,
f — L kf — 1 lgramet «— L
idx ’ lgram ’ g ct .

He ~ H; by the ciphertext pseudorandomness of SKE, analogously to H; = H,.

* Hg. In this hybrid, spprr4’s are sampled as specified by KeyGen, i.e.,

. $ N $ ’ $ .
skg :  SpPRrg , idxg, , < random, lgram;, , < random;
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ct: U— , kpprr < R, mode < normal,
uo— 1, idxt «— L, idxy «— L,
’ 4
iax < L, Rigram < L, lgramet « L.

Hg is statistically indistinguishable from Hjy.
By inspection, Hg is just Exppyp, and therefore, Expd, ez = Ho ~ Hs = EXPpyypg- o

Proof (Claim 9.13). To show indistinguishability between H4 41 and Hs4 4, when
we temporarily hardwire the LGRAM garbling yielded by decryption ct using sk, into

, which is generated when both f; and «x, o, 11 are known.
Let ];{SPPRF,q} be k punctured at the singleton set {spprr,q}. We specify the hybrids.

* Go. This is just Hy q-1, described as

skgt  Spprrg & distinct, idx;k,q & SKE.Enc(kidy, q), lgram;k’q & random;
ct: M < Ho, kpprr < k&, mode « hybrid,
Yo, idxet < @1, idxy < q—1,
kiax < Eidxs Rigram < L, lgramet «— L.

* G;. In this hybrid, we puncture kppgr, hardwire the decryption result of ct by sk,

into ct at lgramct, indicating hardwiring using mode, and increment idxy, i.e.,

skg:  Spprrg & distinct, idx;k,q & SKE.Enc(kidy, q), lgram;k’q & random;
ct: i — po, EppRF < | R {sponr o) b mode « [ hardwire |,
W=, idxct < @1, idxy E,
kg < Eidxs Rigram < L,

_ Timax, M, digesty, , digest,;
lgramet — | (M, {L; y,;1}i) from LGRAM.Garble
PPRF.Eval(k, SPPRF,q)

Go =~ G; follows from the security of ckt.

* Gy. In this hybrid, we change the LGRAM randomness from PPRF.Eval(%, spprr,q)

to true randomness, i.e.,

sk spprrg < distinct, idx}, & SKE.Enc(kigx, q), lgram;, , & random;
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ct: U — lo, RppRE — IS{SPPRFA}, mode « hardwire,
W, idxet < @1, idxy < q,
idx < Fidx kl,gram — 1,

Timax, M, digesty,, digest,;

random

lgramgt « (M, {L; 45[s7}:) from LGRAM.Garble

G; ~ Gy follows from the security of PPRF.

* Gs. In this hybrid, we change the hardwired LGRAM garbling into one for y;,

ie.,
sk, spprrg < distinct, idx;, & SKE.Enc(kigx, q), lgram;, & random;
ct: U — U, RppPRF — IQ{SPPRM}, mode « hardwire,
o, idxet < @1, idxy < q,
Rigx < kidx, Rigram < L,

-~ Timax, M, digesty, , digest,;
lgramet « (M, {L;[;; i1 }i) from LGRAM.Garble ,
random

Gy ~ G3 follows from the fixed-memory security of LGRAM.

¢ G4. In this hybrid, the hardwired LGRAM garbling is reverted to be generated

with pseudorandomness PPRF.Eval(Z, spprr,q), i.€.,

sky 1 spprrg ¢ distinct, idxg, & SKE.Enc(kigx, q), lgramy, & random;
ct: U — U, RppRF — IE{SPPRF,Q}, mode « hardwire,
wo— idxct «— Q1, idxy < q,
Rigx < kidx, Rigram < L,

= Tinax, M, digGStfq, digest,;
lgramey «— (M, {L; ,[;1}i) from LGRAM.Garble

‘ PPRF.Eval(%, spprr,q) ‘ |

G3 ~ G4 follows from the security of PPRF.
* Gs. In this hybrid, %pprr is no longer punctured and hardwiring is undone, i.e.,

sk spprrg < distinct, idx, & SKE.Enc(kigx, q), lgram;, , & random;
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ct: U — U, RppRe — , mode « hybrid,
W=, idxt < Q1, idxy < q,
iax — FRidxs kfgram — 1, lgramc; « .

G4 ~ Gs follows from the security of ckt.

By inspection, Gs is exactly Hs 4. Therefore, Hsq—1 = Go & G5 = Hyq.

Proof (Claim 9.14). To show indistinguishability between Hy4 -1 and H4 , when

O

we temporarily hardwire the LGRAM garbling yielded by decryption ct using sk, into

’
lgramsk’q

at {spprr,q} and kigram a random secret key of SKE. We specify the hybrids.

* Go. This is just Hy -1, described as

SKgzq ©  SPPRFq & distinct, idx;k’q & SKE.Enc(kidy, q), lgramgk’q & random,;
ct: U — o, kppre — k, mode « hybrid,
Mo, idxt < @1, idxy < q -1,
kg < Ridx, Rigram < L, lgramet «— L;
Skg>@,:  SPPRF.q & distinct, idx;k,q & SKE.Enc(kidy, q), lgram;k,q & random.

* Gj. In this hybrid, we encrypt the LGRAM garbling into lgram’, ,i.e.,

ska?
Skgzq 1 SppRrg ¢ distinct, idxg, & SKE.Enc(kigx, q), lgramy, & random;
ct: U — U, kpprr «— k, mode « hybrid,
p o=, idxet < @1, idxy g -1,
idx < Fidxs Rigram < L, lgrame; « L;
sky>@,:  SpPR,q < distinct, idx}, & SKE.Enc(kigx, q),
(M, {Li o1 }i) from
lgramg, & | SKE.Enc| kigram, Trmax, M, digesty, , digest,;
LGRAM.Garble
PPRF.Eval(k, spprr.q)

Gp ~ G; by the ciphertext pseudorandomness of SKE.

, generated when both x, g, 11 and f; are known. Let l%{SPPRF,q} be % punctured
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* Gy. In this hybrid, we puncture % at {spprr,q}, activate the hardwiring using k{g,m

and mode, and increment idxy, i.e.,

Skgzq 1 Spprrg ¢ distinct, idx),,, < SKE.Enc(kiar,q),  lgramy, = < random;
ct: 1 — Ho, kpprr — IQ{SPPRF’Q} , mode « | hardwire |,
Yo, idxet < Q1, idxy E,
iax < Ridx Rigram < , lgramet « L;
SKe>@,:  SPPRF.q & distinct, idx;k’q & SKE.Enc(kigy, 9),

(M, {Li o111 }:) from
lgramg, & SKE.Enc| kigram, Tmax, M, digesty, , digest,;

LGRAM.Garble
PPRF.Eval(k, SppRF)q)

G; ~ G, follows from the security of ckt.

* G3. In this hybrid, we generate the hardwired garbling with true randomness

instead of PPRF.Eval(%, spprr,q), i-€.,

Skgzq:  Spprrg ¢ distinct, idx},, < SKE.Enc(kia,q),  lgramy, < random;
ct: U — Uo, RppRE — I;,{SPPRFA}, mode « hardwire,
yo— idxt <« @1, idxy < q,
idx < Fidxs Rigram < Figram, lgramey < 1;
sky>@,:  SpPR,q < distinct, idxg, & SKE.Enc(kigx, 9),

(M, {Li o[ }:) from

lgramg, < SKE.Enc kigram, Tmax, M, digesty, , digest,;
LGRAM.Garble

G2 ~ G3 follows from the security of PPRF.
¢ Gy4. In this hybrid, the hardwired garbling becomes one for y;, i.e.,

Skgsq :  SppRrg ¢ distinct, idx}, & SKE.Enc(kigx, q), lgram;, , & random;
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ct: U — Lo, kpprr IS{SPPRFA}, mode « hardwire,
W, idxct < Q1, idxy < q,
iax < Fidxs Rigram < Figram, lgramet «— 1;
sky>@,:  SppRr,q < distinct, idx), , <= SKE.Enc(kidx, 9),

(M, {L;[ ;] }:) from
lgramy, , & SKE.Enc kigram, Tmax, M, digesty,, digest,;

LGRAM.Garble
random

Gz ~ G4 follows from the fixed-memory security of LGRAM.

* Gs. In this hybrid, the randomness for generating the hardwired LGRAM garbling

is reverted to be pseudorandom, i.e.,

Skgq :  SppRrg < distinct, idx},, < SKE.Enc(kidax,q),  lgramy, < random;
ct: U — Lo, kpprr IS{SPPRFA}, mode « hardwire,
Yo, idxet < @1, idxy < q,
ki/dx «— kidx, kl,gram «— klgram, lgramct — 1;
sky>Q,:  SpPR,q < distinct, idx}, & SKE.Enc(kigx, q),

(M, {L; ;5 }:) from

lgramy, , & SKE.Enc| kigram, Tmax, M, digesty, , digest,;
LGRAM.Garble

‘ PPRF.Eval(%, spprr.q) \

G4 ~ Gs follows from the security of PPRF.

* Gg. In this hybrid, the hardwiring is deactivated by reverting most of the changes

made in the transition from G; to Gy, i.e.,

Skgsq :  SppRrg < distinct, idxg & SKE.Enc(kidx, ), lgramy, , & random;
ct: U — U, RppRe — , mode « | hybrid |,
Yo, idxet < @1, idxy < q,

ki/dx A kian kl,gram — ’ lgramCt — 1
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Skg>@, * SPPRF,q & distinct, idx, & SKE.Enc(kidx, ),

sk,q
(M, {Li ,11}:) from
lgram(, , <~ SKE.Enc| kigram, Tmax, M, digesty, , digest.;
LGRAM.Garble
PPRF.Eval(k, SPPRF,q)

Gs ~ Gg follows from the security of ckt.

* Gy. In this hybrid, we revert lgram;k’q to random, i.e.,

Skgzq 1 SPPRFgq & distinct, idx;kq & SKE.Enc(kidx, q), lgram;kq & random,;
ct: U — U, kpprr < R, mode « hybrid,
wo— idxct < Q1, idxy < q,
kiqx < Eidxs Rigram < L, lgrame; « L
sky>@,:  SpPRr,q < distinct, i}, & SKE.Enc(kiax, q),  lgram/, . &Ll
Ge ~ Gy by the ciphertext pseudorandomness of SKE.
By inspection, G; is exactly Hy 4. Therefore, Hs q—1 = Go = G7 = Hyq. m]

9.7 Trading Short Components for Fast Decryption

Theorem 9.12 matches the lower bound in Section 9.3. By breaking abstraction and
slightly tweaking our construction, we obtain additional trade-offs matching the lower

bound:

Corollary 9.15 (€1). Assuming FE for circuits (Definition 9.6), for all A, B € {0, 1}, there
exists ABE for RAM (Definition 9.7) with

Txeyen = |f| poly(A, |M|,10g Tmax), Isk| =|fI* + poly(A, M|, log Tmax),
Tenc = |x| poly(A, |IM|,10g Tmax), Ict| = |x|B + poly(A, |[M|,1log Tmax),

|mpk| = POIY(/L |M|,1og Trmax), Toec = (T + |f|1_A + |x|1_B) pOIY(/L |M|,10g Trmax)-

Proof Sketch (Corollary 9.15). When Construction 9.3 is instantiated with Construc-
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tions 9.2 and 9.1, the linear dependency of Tpec 0n |f], |x| comes solely from recomput-
ing the LOT processed databases (for f,x). In the proof of Lemma 9.3, the processed
database D is the Merkle hash tree of D, whose bit-length can be made to be that
of D.!** Therefore, by choosing to store the Merkle tree of f,x (or not) in sk, ct, we

achieve the four promised trade-offs. m]

9.8 Further Discussions

Here are some further comments on the topic of this chapter, after which some results

excluded from this dissertation are listed.

Concreteness in Space-Time Trade-Offs. I hold the opinion that the characterization
of storage complexity should be down-to-constant in the leading terms, whereas
that of time/space complexity can be asymptotic. For storage, the bottleneck is
often the amount of necessary information. For time/space complexity, the bounds
depend on the minor details of computation model. As an example, for PKE, having
|ct| = |u| + poly(1), poly(A)-time decryption for any specific bit in the plaintext, and
|| poly(1)-time decryption for the entire ciphertext can be considered optimal —
we require strict storage dependency on u, but multiplicative poly(A1) slow down in

reading bits in u from ct compared to direct reading (i.e., 1 step for every bit).

Trade-Offs in Theorem 9.4 and Corollary 9.15. We do not achieve all the trade-offs
still possible subject to Theorem 9.4 in Corollary 9.15. One straight-forward idea is to
store a part of the LOT Merkle tree and reconstruct missing parts on demand, say
by omitting the last L levels. The simplest implementation will blow up the time to
evaluate each step of the garbling by poly(1) min(2%, |x|), the time to reconstruct one
root-to-leaf path, while reducing the size dependency by 2~.

If L = w(log 1), we would have |ct| = poly(1) but Tpec > T'|x| as |x| < poly(1) < 2%,
which is worse than Tpec ~ T + |x|. If L =|log \/H], then |ct| = \/H+ poly(1) but

143The standard Merkle tree is twice as long as the database as the leaves constitute the database itself.
Recall that in the syntax of PHFE (Definition 2.1), the databases f,x are given in the clear for free, so we

can exclude them from the Merkle trees stored in sk, ct.
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Toec > T\/m . This is a strange trade-off and often worse than Tpec ~ T' + |x|. However,
when T = poly(1), we do achieve all the possible trade-offs by tuning L dependent
on |x|. A simple version of this fact is reflected in [Luo24].

Setting L = ©(log 1), one can achieve |ct| = /1—1k|x| + poly(1) and Tpec independent
of |x|, for any constant k. (There is an expense of larger poly(A) hidden in front of T
in Tpec.) This is not satisfactory to me. For one, |x| should be thought of as varying
independently of 1 (polynomially bounded for security, but there is no fixed poly(2)

bounding |x|). Otherwise, this gives an iffy feeling of “playing with” trade-offs.

Custom-Encoded ABE and Fine-Grained Rate Characterization. Continuing the
discussion of accounting models of ABE efficiency from Section 9.1.2, the iffy trade-offs

imply one can achieve rate (1 + component sizes in the custom-encoded model

1
poly(l))
(recall that in this model, «, f are to be arbitrarily encoded in ct, sk and not provided for
free during decryption, unlike the verbatim-for-free model used in this dissertation).
This means the interesting characterization of optimal rate must be finer-grained,
e.g., whether one can achieve |ct| = |x| + poly(A1) or |ct| = |x| + +/|x| + poly(1) while

maintaining The. independent of |x|.

Results Excluded Here. See [JLL23,JLL22] for details.

Theorem (PHFE for RAM, nearly optimal succinctness, linear decryption efficiency).
Assuming polynomially secure FE for circuits, there exists an adaptively secure PHFE for

RAM with

Impk| =0(1), [ske| =0(1), [cte(y)| =2]y[+0O(),  Tpec =O(T +|f]+ [x] +[y]),
and a semi-adaptively secure PHFE for decisional (1-bit output) RAM with

Impk| =0(1), [ske| =0(1), [cte()=Iy|+0O(1),  Tpec = O(T + [F] + [x[ + [y]).

Note that the first PHFE implies an ABE with the same efficiency and security
characteristics as Construction 9.3, but the latter is not the scheme obtained from the
former by using it as ABE. In general, ABE should be studied separately due to the
theorem below, which subjects PHFE to stricter lower bounds than currently known

for ABE (Theorem 9.4).
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Theorem (PHFE time-space trade-offs). For a secret-key 1-key I-ciphertext selectively
secure moderately expressive PHFE with
either  |sk| = O(If[") and  Toec = (T + |f|” +|y]) poly(Jx|),
or |t = [«* poly(ly) and  Tpec = (T +|f| + |x[”) poly(ly]),
it must hold that A > 1 or B > 1. In the first case, the same (without x) is true for FE.

The lower bound above is stricter than Theorem 9.4 (for ABE). In particular, the blue

unknown area in Figure 9.1 is impossible for PHFE.

Theorem (PHFE and DE-PIR). Suppose a secret-key moderately expressive PHFE with

selective security has

either Iskel = O(If1*) and Toec = |f1” poly(T, |x], ly]),
or |cte| = [x[* poly(ly]) and Toec = |x|” poly(T, If |, 1¥1),
or |ct.| = |y|* poly(|x]) and Thec = ly|® poly(T, If1, lxI),

for constants A and 0 < B <1, then there exists a secret-key doubly efficient private

information retrieval (DE-PIR) with
ID| =|D| + O(|D|*), Tereatequery = O(1),
TCreateResponse = O(|D|B)a TDecryptResponse = O(l)-

In the first case, the PHFE only has to be I-key secure, and if it is public-key, then so can be
the resultant DE-PIR.

DE-PIR [BIPW17,CHR17,BHMW21,LMW23] enables clients to query servers for bits
in a long string encoded and stored on the server while keeping the query indices
hidden from the server. A PHFE scheme with decryption time independent of |y|
and ciphertext size linear in |y| implies a DE-PIR with ID| = O(|D|) and constant time
complexity per query. Such efficiency is currently considered open (see [JLL22] for

elaboration on this point), so the corresponding PHFE is difficult to construct.

Theorem (constant-overhead iO). Assuming subexponentially secure FE for circuits,
there exists a subexponentially secure i©O for RAM, where the obfuscated program is of size

(2|f| + poly(A, N)) for input length N.
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