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Generative and general-purpose Al systems stand poised to reshape longstanding information
infrastructures and professions, ranging from search to social media to online journalism.
Yet questions surrounding subtle biases, misinforming output, and system reliability and
transparency — epistemic risks related to the way knowledge is encoded and disseminated —
have followed these technologies since their inception. Without strategies for understanding
and managing the risks they pose, general-purpose models may degrade the reliability of
the information ecosystem, as well as introduce hazards for the individuals and institutions
deploying them. This dissertation introduces methods to understand epistemic risks in
generative and general-purpose Al and approaches to responsibly deploy these systems in the
presence of inevitable epistemic risk.

Concretely, this dissertation develops three approaches to epistemic risk in generative
and general-purpose Al. First, I introduce computational approaches to identifying both the
manifestations of epistemic risks like bias and misrepresentation and their underlying causes,
such as the scale of a model’s pretraining dataset and the unanticipated biases present in
high-quality media data such as online newspaper articles. Second, I introduce novel design
frameworks that account for epistemic risk in generative models, taking into account the need

for information integrity among organizations engaged in data-driven knowledge work, as



well as among users in interpersonal communication online. Finally, I introduce transparency-
maximizing approaches to mitigate the heightened epistemic risk of using generative models
served over black-box APIs, including an approach that customizes small open models on
consumer-grade GPUs, as well as a context-sensitive approach to the adoption of open and
proprietary models that accounts for the needs of organizations engaged in human-centered
data science work. Taken together, these approaches point toward a future for generative

and general-purpose Al that values reliability and information integrity.



TABLE OF CONTENTS

Page

[List of Figures . . . . . . . . iv
(List of Tablesl . . . . . . . . viii
[Chapter 1: Introduction| . . . . .. ... 2
(1.1 Characterizing Emergent Epistemic Risk in Generative and General Purpose Al| 2
(1.2 Designing for Information Integrity in the Presence of Epistemic Riskl . . . . )
(1.3 Contending With the Heightened Epistemic Risks of Closed, Proprietary Models| 7
(.4 Dissertation Overviewl . . . . . . . . . . .. ... ... .. ... . ... 8
[Chapter 2:  Related Work| . . . . . . ... ... .. oo 14
[2.1 Generative and General-Purpose Al| . . . . . ... ... ... ... ... ... 14
2.2 Epistemic Riskl . . . . . ..o 21
[2.3  kEpistemic Risk in Generative and General-Purpose All. . . . . . .. ... .. 23
[2.4 Study-Specific Background| . . . . ... ..o 000000 29

[Chapter 3: The Risk of Misrepresentation: A Bilingual, Bicultural Study of Adoles- |

| cent Representation Bias im Al . . . . ... ... ... ... ...... 44
BI Prefacd. . . ... .. . . . 44
3.2 Introductionl . . . . . . . . . ... 44
[3.3 Models and Training Datal . . . . . ... ... ... 000 47
3.4 Methodsl . . . . . . . . 48
BE Resulfsl. . . . . . o o 54
3.6 Discussion| . . . . . ... 66
B.7 Conclusion]. . . . . . . . . .. 68

[Chapter 4: ocaling Performance, Scaling Risk: Dataset Scale and Societal Consis- |

| tency Mediate Facial Impression Bias in Language-Vision Al| . . . . . . 69




4.2 Introductionl . . . . . . . . .. 69
E3Datal . . . . oo 73
(4.4 Approachl . . . . . . 76
(4.5 Experiments . . . . . ... 78
E6 Resulfsl . . . . . . o o 81
A7 Discussionl . . . . . . ... 89
4.8 Conclusion|. . . . . . . . . . 91
[Chapter 5: Designing for Verification: An Approach to the Epistemic Risks ot Al in |
| High-Stakes Knowledge Workl . . . . . . ... ... ... ... ... .. 93
BI Prefacd. . . . . . . 93
b.2  Introductionl . . . . . . . . .. 93
.3 Methodsl . . . . . . . 96
[>.4  Findings: Opportunities and Challenges ot Generative Al in Fact-Checking| . 99
D.0  Discussionl . . . . ... 113
.6 Conclusion|. . . . . . . . . 118
[Chapter 6: Needs-Conscious Design: A Design Framework Using Nonviolent Com- |
[ munication to Mitigate Epistemic Risk in Interpersonal Communication| 119
6.1 Preface . . . . . . . . 119
6.2 TIntroductionl . . . . . . . . . . ... 120
6.3 Methods . . . . . . ... 122
[6.4 Findings: Conceptual Model of Needs-Conscious Design|. . . . . . . . .. .. 129
[6.5 Findings: Design Considerations and Concepts| . . . . . . . . . . . ... ... 134
6.6 Design Risks|. . . . . . . . .. 156
6.7 Discussionl . . . . . . ... 161
6.8 Conclusion|. . . . . . . . . e 163
[Chapter 7: Toward Laboratory-Scale Al: Contending With the Heightened Epistemic |
[ Risks of Proprietary Models| . . . . . .. ... ... ... ... ... .. 165
I Prefacd. . . . . . . 165
[(.2 Introductionl . . . . . . . . .. 165
[7.3 Approachl . . . . . . . 168

i



[7.4 Multitaceted Evaluation of Open vs. Closed Models . . . . . . .. ... ... 173

[7.5 Responsible Use of Open Models| . . . . ... ... ... ... ... ..... 181
[7.6_Discussionl . . . . . . . . e 186
[(. Conclusion|. . . . . . . . . . 188
[Chapter 8: 'Iradeofts of Iransparency: Developing A Human-Centered Approach to |
| Epistemic Risk in Open and Proprietary Models|. . . . . . . . ... .. 189
BRI Prefacd. . . . . . . . 189
8.2 [ntroductionl . . . . . . . . . . .. 190
[8.3 Approach| . . . . . . . 194
8.4 Data Pipelines in Fact-Checking . . . . . .. ... ... ... .. ... .... 195
8.5 Motivations for Open Models| . . . . . ... ... .. ... ... ... ..., 201
[8.6 Limitations of Open Models| . . . . . . ... ... .. ... ... .. ..... 205
B7 Discussionl . . . . . . . . e 211
8.8 Conclusionl. . . . . . . . . . L 212
[Chapter 9: Conclusion| . . . . . . . . . 213
9.1 Findings and Implications| . . . . . . . .. ... ... ... 0L 213
9.2 Directions for Future Workl . . . . . . . ... ... ... oL 217
9.3 Final Remarks|. . . . . . . . . ... 220

1l



LIST OF FIGURES

Figure Number

Page

B

Left: Teenage participants were much less likely to continue prompts about

teenagers with social problems than generative language models. Right: Words

associated with adolescents over any other age in English static word embed-

dings reflect violence, rebellion, and sexualization.| . . . . . . . . .. ... ..

45

B2

Social problems predominate in the English-language generative models con-

tinuing prompts related to teenagers. | . . . . . .. ...

o7

13.3

Word associations with “teenager” in F'T' are decorrelated from U.S. teens’

ratings of similarity to “teenager.”| . . . . . ... ...

61

A1

CLIP models learn human-like facial impression biases. 'I'he highest model-

human correlations are obtained for intuitively visual categories that are

broadly shared by a society (such as gender, age, and happiness). Models

trained on the largest dataset (LAION-2B) exhibit more human-like biases

than FaceCLIP or OpenAl models for most attributes.| . . . . . .. . .. ..

70

4.2 Examples from the OMI dataset repository at https://github.com/jcpeterson/omi,
[ wusedasstimuliin thisresearchl. . . . . . . . . . . . .. ... ... .. ... ..

74

3

The similarity of CLIP bias to human bias is strongly correlated with human

IRR, indicating that the societal consistency of a bias plays a significant role

in whether a model learns 1t during semi-supervised pretraining.| . . . . . . .

80

%!

CLIP models exhibit significant Spearman’s p between Mean Model-Human

Similarity and OMI'IRR.| . . . . . .. ... ... ... . ... ... ... ..

83

A5

The structure of facial impression biases in CLIP-Vi'T-L-14 mirrors that ot

human facial impression biases quantified in the OMI dataset. Clusters related

to ethnicity emerge in each, as do clusters grouping gender, sexuality, and

SINMUENESS.| . .« .« v v v v e e e e e e e e e e e

84

G

ocaling-28 CLIP models exhibit the greatest structural similarity to human

facial impression biases.| . . . . . . . ...

v



4.7 Stable Diftusion XL-Turbo exhibits differential White-Black biases, projecting |
[ White individuals as more dominant, electable, and attractive. I plot eftect size |
| and significance (* < .05, ** < .01, *** < .001) below significant comparisons.| 89

[p.1 Incorporating a society-altering technology like generative Al into sociotechnical
fact-checking work requires “intangible” investments [60] (new processes and
skills) to realize its potential without deprioritizing the values of fact-checking

[ or displacing the role of human experts.|. . . . . . . . ... .. ... ... .. 94

[>.2 A description of In Use, In Progress, and Envisioned generative technologies |
[ grouped according to five fact-checking infrastructures.| . . . . . . . . . . .. 100

[5.3 A description of the Technological, Organizational, and Environmental chal- |
[ lenges to generative Al in tact-checking . . . . . . . .. .. ... ... ... 107

(5.4  Designing for verification: A sociotechnical verification space for the production |

(6.1 An illustration of the Observation-Feeling-Need-Request (OFNR) syntax of
| Nonviolent Communication (NVC), with examples drawing on interviews with
[ certified NVC trainers.) . . . . . . . . . . . Lo 121

[6.2  'T'he structure of the diary study with lay participants, which began with an |
[ entry interview followed by a six-day diary study before concluding with an |
[ exit survey and co-design session.| . . . . . . ... . 124

6.3 A grid illustrating the three design objectives of Needs-Conscious design. Each |
| objective is the header of a column, and rows describe what the design objective |

[ intends to maximize and minimizel . . . . . ... ..o 129
[6.4 An illustration of the three levels of attunement of NCD, expanding from |

[ pointing arrows illustrate that outer levels of attunement can yield benefits for |

[ inner circles as welll. . . . . .. .o oo 132

6.5 A conceptual model of Needs-Conscious Design illustrating the interaction of |
design objectives (mapped to pink/blue/purple hues) and circles of attunement
(mapped to circles shaded progressively darker as they move away from the
center of the diagram).| . . . . . . ... L 133

6.6 Left: Visualization of the Login Check design, which asks users a series ot |
| questions about their emotional state before logging in. Right: Visualization |
[ of the Boay-to-Needs Map design, which helps users map sensations in their |
[ body to feelings and needs.|. . . . . . . . ... Lo 135




6.7

Lett: The Communication Style design, which allows the user to make clear

what to expect when communicating with them. Center: The OCEAN Profile

design, which allows the user to provide information about their personality

to other users. Right: T'he Demand Button design, a negative design that

encourages a user to disregard the boundary set by another person. . . . . .

138

6.8

Lett: The Cool Down design, which interrupts algorithmically accelerated com-

munication with a calming visual element to support acting with intentionality.

Right: The Response Countdown design, a negative design for intentionality

that threatens to delete a message unless 1t’s responded to within a certain

timetrame. . . . . . L.

139

6.9

Lett: The Empathy Flag design, which allows a user to communicate explicitly

when they need empathy from another person. Right: The Needs Highlighter

design, which supports observation of needs by helping the user to recognize

them in messages.|. . . . . . . . . .

142

6.10

Lett: The Modality-Free design, which encourages user effort by removing

text as a default response modality. Center: The Scratch Space design, which

encourages effort by providing an overlay in which to consider how to respond.

Right: The Auto-Connection design, a negative design that uses Al to automate

communication and marginalize emotional attunement to others.|. . . . . . .

144

611

Lett: 'The Direct Connection design, which creates a safe space for connection

by blocking metadata collection and allowing for immediate deletion atter the

conversation. Center: A positive version of the Big Moments design, which

highlights the best interactions one has had with a contact. Right: A negative

version ot the Big Moments design, highlighting unpleasant or controversial

mteractions . . . . L.

146

6.12

Lett: The Needs and Feelings Inventory design, which supports the user in

precisely describing feelings and needs for a given context. Center: The

Dynamic EF'moyr Bar design, which uses Al to produce emojis appropriate to

the context. Right: T'he Tone Tuner design, which allows the user to request

Al assistance with getting the tone right for a message.| . . . . . . . . . . ..

149

6.13

Lett: The Judgment Translator design, which notifies the user if their message

contains a judgment and helps them reframe 1t as an expression of needs.

Right: T'he Tvmed Grievance design, which encourages blame by reminding a

user every hour that their message was not responded to.| . . . . . . .. ...

vi

152



6.14

Left: The Voice Connect design, which allows the user to highlight that they

are communicating vocally so that their tone can convey the authenticity of the

message. Right: The Fualse Connection Menu design, which produces perfectly

formed NVC messages but divorces the message from the consciousness of the

153

6.15

A visualization of the Message Mirror design, which prompts selt-reflection by

presenting a user with their own messages as though they had been sent by a

conversation partner. . . . . . .. .. L0000

155

6.16

A grid 1illustration of five design risks of NCD identified using interviews with

NVC trainers. The header row includes the design risks. The first row describes

trainers’ words of caution about potential misuses and mistakes surrounding

NVC practice. The second row describes how these concerns might translate

into design risks associated with NCD.| . . . ... ... ... ... ... ...

156

6.17

Left: An illustration of Empathy Fog, an emergent design risk for communica-

tion significantly mediated by technology (and especially Al) that obscures

the empathy and connection received by a user. Right: A potential solution to

empathy fog suggested by NVC trainers, wherein technology helps the user

with self-reflection but does not directly mediate communication.| . . . . . .

158

[7.1

Left: Fine-tuning improvements emerge during the first 50% of the training

data, only a few hundred training samples in the case of Medical Summarization

and Entity Resolution. Right: Finetuned open models are competitive with

finetuned GPT-3.5-Turbo with little data (1,000 fact-checking samples).|. . .

178

72

Models fine-tuned on a task using qLoRA offer strong zero-shot performance

on other tasks, often stronger than the base model.| . . . . . . . .. ... ..

180

73

Increasing privacy (by decreasing €) leads to noisier gradients, delaying conver-

gence; but privately trained open models do learn.|. . . . . . . ... ... ..

182

B

Conversational tiplines are novel data science pipelines tor tact-checking accel-

erated by the advent of chat-based language models. Four components leverage

generative Al: Data Ingestion, Data Retrieval, Data Analysis, and Data Delivery.[191

82

A sociotechnical media monitoring pipeline, with generative Al in red, and

human processes in teal.| . . . . . . . . ... ...

8.3

Motivations of participants for preferring open models over proprietary models

in fact-checking organizations.| . . . . . . . . . .. ... ... ...

201

!

Limitations of open models described by participants as preventing their further

adoption in fact-checking.| . . . . .. ... ... 0 0L

vil

206



LIST OF TABLES

Table Number Page

[3.1 Prompts for generative language models, drawing on Stern (2005) [372[] . . . 51

[3.2 Clusters of the most and exclusively associated words with the Teenager group |
| in English and Nepali embeddings.] . . . . .. ... .. .. ... ... .... 55

[3.3  Clusters of words associated with teenagers, according to teen participants in |
| the US.and Nepal|. . . . . .. ... oo 60

(4.1 17 of 34 of attributes exhibit significant differences and large eftect sizes between |
[ model groups.| . . . ... 82

4.2 Fitting a linear regression to model-human similarity coefficients reveals that |
[ Human IRR and Dataset Scale are significant predictors a bias will be learned |

[ by a CLIP model|. . . . . . .. .. oo 85
4.3 SDXL-Turbo reflects human facial impression biases, with Spearman’s p = .60 |
[ between [RR and SDXL F1.1 . . . . ... ... ... .. ... ... 88

[>.1  Participants were recruited from 6 continents, 19 countries, and 29 tact-checking |

[ organizatlons.) . . . . . . ... L L 97
[5.2 I leverage the IFCN principles to identity tact-checking values, and participant |
| insights to describe tensions with generative AIL| . . . . . . .. ... ... .. 115
[>.3 I propose nine research directions for generative Al in fact-checking in which |
[ study participants expressed interest.| . . . . . . . . ... ... 117
[6.1 'T'he compensation schedule used for the diary study,| . ... ... ... ... 127
[6.2  Selt-reported demographics of diary study participants.| . . . . . . . . . . .. 127

[7.1 Representative tasks with total training, validation, and test samples, as well |
[ as evaluation metrics). . . . . ... L. oL 172

[7.2  Pertormance for three open and two closed models on two classification tasks |
[ and one text summarization task. GP'T-4 outperforms other models in few- |
[ shot settings, but open models are competitive after ine-tuning with modest |
[ assumptions.). . . . . ... L 174

viil



[7.3

Open models are less costly than GPT-4-Turbo, based on costs computed using

fact-checking data. The cost of fine-tuning GP'T-3.5-Turbo includes 727,845

Training Tokens, billed at $0.008 per 1,000.. . . . . . . . . ... ... .. .. 177
[7.4  Privately tuned models can approach non-private performance at lower levels |

of privacy.| . . . . . . 182
[7.5 Fine-tuning marginally improves toxicity classification accuracy in open models, |

but closed models still consistently outpertorm them.| . . . . ... ... ... 184
[7.6  Fine-tuning significantly improves the performance of open models on the |

QASPER science question answering dataset, though open models still lag |

behind few-shot GPT-4-Turbo and finetuned GPT-3.5-Turbol) . . . . . . .. 184
[7.7  Without context, models that abstain well in the zero-shot setting (GPT3.5

and Mistral) do not abstain well after finetuning. Models that abstain poorly

in the zero-shot setting (Falcon and Llama) improve after finetuning,| . . . . 185
[8.1 Participants in 15 countries, 20 organizations.| . . . . . . . . . . . ... ... 193
[8.2  Research directions for addressing limitations of both open and proprietary |

models proprietary models in fact-checking.| . . . . ... ..o 0000 210

1X



ACKNOWLEDGMENTS

[ am glad to have the opportunity to express gratitude to the many people and institutions

who have shaped and supported me on the path to the Ph.D.

This must begin with my co-advisors, Dr. Alexis Hiniker and Dr. Bill Howe. Despite
my relative lack of experience in HCI, Alexis took me into her User Empowerment lab and
provided the kind of constant mentorship that has allowed me to grow into a mature scientist.
Her qualitative research and career preparation classes provided some of the most important
resources for setting me on the path I now pursue. Bill trusted me with leading the early
work of his Volitional Al lab, producing one of the studies included in this dissertation, and
his guidance has helped me to center responsible and transparent science in my own research.
His confidence in me has often exceeded my own, and reflects his unusual capacity to see the
best in people. Both Bill and Alexis have equipped me with perspective that will stay with
me long beyond the Ph.D.

Beyond my advisors, I have benefited from the guidance of many mentors throughout the
Ph.D. Dr. Tanushree Mitra advised two of the most interesting studies I've pursued so far,
and she provided direct, concrete advice that improved the rigor of my qualitative research.
Dr. Leilani Battle has generously served as the GSR of my supervisory committee, and she
has provided consistently insightful and helpful feedback at all of the major milestones of my
Ph.D. journey. Dr. Nic Weber has expanded the intellectual richness of my Ph.D. experience
with his insights about novel research methods and adjacent subfields of information science.
My first teaching experience came with Dr. Jevin West, who gave me the opportunity to
develop course materials and teach several class sessions in the second year of my Ph.D., a

critical early experience that built my confidence as a new instructor. Dr. Wanda Pratt



served on my advisory committee during the early years of my Ph.D., and she generously
welcomed me to her lab during a challenging time of transition. Dr. Noah Smith and
Dr. Yulia Tsvetkov also served on my advisory committee during the first year of my
Ph.D., and I am grateful for their time and guidance. I am also grateful to Dr. Clarita
Lefthand-Begay and Nicole Kuhn for welcoming me into their directed research group
during the second year of the Ph.D. Several of the most enjoyable experiences of the Ph.D.
have come at the Kids Team program with Dr. Jason Yip, where I've had a chance to
see kids interact, test, and often joyfully break the technologies I've designed with other
researchers. I'm thankful to Dr. Anind Dey for his capable leadership of the iSchool.
Finally, I remain grateful to Dr. Robert Pless and Dr. Abdou Youssef of the George
Washington University, who served on my thesis committee on very short notice during the
summer of 2021, allowing me to rapidly complete my master’s degree at GWU and begin the

Ph.D. at UW.

The support of the iSchool’s institutional staff has also been important for my success
during the past few years. Nick Dempsey was a godsend, providing technical guidance at
numerous times during the Ph.D., and extraordinary assistance after a hard drive failure
that left me scrambling to retrieve seemingly lost data. Leigh Eisele and Andrea Gnessin
have made the iSchool a warmer place, and offered a receptive ear to me and to many
other students. I also am grateful to Dowell Eugenio for helping me better understand
the iSchool during my early days on campus. Megan Greene, Jon Larson, and Nicky
West have provided invaluable support for obtaining the technical infrastructure underlying
many of the studies in this dissertation. The consistent competence of Lily Allred, Kate
Kerschbaum, Matt Saxton, and Wendie Phillips has made my path through the Ph.D.

relatively seamless.

I have had the good fortune to be surrounded by many peers who embody the excellence of

the iSchool. This is certainly true of the i’21 cohort, whose diverse approaches to information

x1



science have helped to expand my understanding of how to do great research. I am particularly
grateful to the members of Dr. Howe’s Volitional AI Lab, including the many collaborators
on the laboratory-scale Al project, and to the members of Dr. Hiniker’'s User Empowerment
Lab. These groups have provided me with a vibrant research community during the Ph.D.
I am especially grateful to those peers who have invited me to contribute to their research.
These include JaeWon Kim, Ishita Chordia, Amanda Baughan, Lucas Rosenblatt,
Bingbing Wen, Yiwei Yang, Bin Han, and Zening Qu — and, of course, Aayushi

Dangol. I have learned so much from all of you.

Though I will graduate as an information scientist, I began my academic life as a student
of literature, and I am deeply grateful to the many humanists whose mentorship guided
my early life and ultimately paved the path to scientific inquiry. Dr. Ingrid Satelmajer
taught me to see the points of intersection between science and art, a perspective that has
proven beneficial throughout my graduate studies. Dr. Matthew Pavesich helped me
arrive at the intellectual foundation for my first master’s thesis, and he inspired an interest
in rhetorical ecologies that ultimately led to my study of NLP and information science. Dr.
Brian Hochman introduced me to media studies, a field that has remained central for me
throughout the Ph.D. Professor John Auchard taught me the importance of paying close
enough attention to notice the meaning even of those things that go unsaid. Dr. Norma
Tilden reminded me that academics should not guard the door to the ivory tower, but find
ways to open it ever wider. Dr. Ricardo Ortiz helped me to understand the real-world
impacts that can be achieved through humanistic scholarship. Maud Casey, Tom Earles,
Noah Siela, Johnna Schmidt, and Dean Hebert fostered my abilities as a writer and an
artist, and helped me understand that sometimes one can only approach the truth by writing

one’s way into it.

It is also safe to say that I would never have had the opportunity to pursue the Ph.D.

without the guidance of my colleagues at DisputeSoft, where I spent nearly seven years of my

x1i



professional life. Jeff Parmet provided the best example of capable, responsible leadership
anyone could hope for, and I'm deeply grateful for the years I spent learning from him. Todd
Trivett became a great friend, mentor, and civic-minded fellow traveler during the COVID-19
pandemic. Brendan McParland reshaped the way I write, and his presence can likely still
be felt in many of the stylistic choices made throughout this dissertation. Nick Ferrara
could always be counted on for a lively conversation, and he did much to further my early
computer science education by sketching out proofs on our office whiteboards as I took classes
in the evenings. Josh HelfinSiegel exemplified the consistency and good character that I
aspire to as a professional, and he taught me my way around computer hardware. I was never
able to stop saying a midwestern goodbye to T.J. Wolf, who I'm glad to have been able to
see a few times during the Ph.D. Hunter Jones, Frank Hydoski, and Allen Klein shared
with me the kind of wisdom that can only come from a long, successful career. Mikaela
Berst, Haley Miller, Amanda Doran, Anne Ackerman, Tom Ashley, Sandelle Sefa,
Aparna Kaliappan, and Evan D’Aversa were great colleagues throughout my years at

the firm.

[ am also grateful to the friends who have stuck with me through the Ph.D. These include
Jean Salac and John Zhang, who changed the course of my life by introducing me to
Aayushi at a potluck, and who have remained constant and devoted friends in the years since.
I am glad to have met Kunsang Choden during the Ph.D., whose good energy has often
lifted my spirits. I am also happy to have found friendship with Charles Bugre, Turam
Purdy, Chris Fu, Isaac Slaughter, Katelyn Mei, and many other fellow Ph.D. students
who made UW a happier place throughout the Ph.D. Tarsilla Moura, Taylor Osbourne,
and Sohayl Vafai have been some of my oldest friends, and I'm grateful for the times we’ve
been able to see each other during the Ph.D., despite the distance. I'm also grateful to the
old friends who have made an effort to reach out from afar, including Tori Peck, Tori

Kronz, and Rebecca Ogle. Finally, I'm grateful to the Fairfax Freethinkers for the rich

xiil



intellectual community I found a home in for several years, including remotely during the
pandemic and through the beginning of the Ph.D.

I am deeply grateful to my family. I am the beneficiary of decades of hard work on the
part of my parents, Robert Wolfe, Jr. and Sue Wolfe, and [ am grateful for their love
and support during the Ph.D. I am also grateful for my brother, Steven Wolfe, and his wife
Chrissa Wolfe, and I look forward to being close enough to drive to West Virginia again
soon. It has also been wonderful to become part of a new family during the Ph.D. Exploring
Seattle with my father-in-law Purushottam Dangol was one of the most enjoyable weeks
of the past few years. I'm also glad to have experienced a little bit of Nepal over FaceTime
with my mother-in-law Ishwari Dangol and sister-in-law Abhigya Dangol.

Finally, I am grateful to my wife, Aayushi Dangol. She has been the greatest companion,
friend, and collaborator I could have asked for since the day we met, and I would not have
finished this dissertation without her. Though I will miss the wonderful home we have made
together in Seattle, I also look forward taking the next steps toward building a life together

on the east coast.

Xiv



DEDICATION

For Aayushi.

XV



Thesis Statements

This dissertation makes six claims concerning epistemic risk in generative and general-purpose

Al

e Statement 1: Epistemic risk in generative and general-purpose Al models results not
only from explicitly toxic training data but from using ethical, high-quality data sources

outside of their original context in order to train Al.

e Statement 2: Epistemic risk in general-purpose models is predicted by 1) the size of
the dataset on which a model has been pretrained and 2) the relative consistency of

the bias, insofar as this can be captured by large-scale psychometric surveys.

e Statement 3: Design that centers the verification of information can mitigate epistemic

risk when using generative and general-purpose Al in the production of knowledge.

e Statement 4: Design that centers attunement to human needs can mitigate epistemic

risk when using generative and general-purpose Al in interpersonal communication.

e Statement 5: The heightened epistemic risks posed by closed-weight proprietary
models can be mitigated by fine-tuning small open models to perform specific tasks

while maintaining their general-purpose chat interface.

e Statement 6: In practice, human-centered data science work benefits from a blend of
open and proprietary models that leverages the strengths of each paradigm to reduce

epistemic risk.



Chapter 1

INTRODUCTION

General-purpose Al systems like the now-ubiquitous ChatGPT stand poised to reshape
longstanding information infrastructures and professions, ranging from search to social media
to online journalism [127, 242]. Yet questions surrounding subtle biases, misinforming output,
and uncertain data provenance—epistemic risks related to the way knowledge is encoded and
disseminated—have followed these technologies since their inception [28| 424]. Understanding
the nature of these risks and managing them effectively in models that can take conceivably
any input and produce a plausible output remains a complex and high-stakes challenge that
necessitates approaches not only computational but also social and qualitative.

The primary contributions of this dissertation describe approaches to 1) identify and
characterize the manifestations of epistemic risks like bias and misinformation in generative
and general-purpose Al, along with their underlying causes; 2) develop context-sensitive
techniques and designs that preserve information integrity, allowing for the responsible
deployment of epistemically flawed but nonetheless useful technologies; and 3) produce
alternative approaches to closed, proprietary systems, mitigating the heightened epistemic

risk of these models where reliability and transparency are valued as highly as raw performance.

1.1 Characterizing Emergent Epistemic Risk in Generative and General Purpose
Al

Impressive technological advances in general-purpose Al are often marred by incomplete or
misguided assessments of epistemic risk. What’s more, where such systems fail, they often do
so by undermining the very values their organization intended to promote. Meta’s Galactica,

a model intended for generating scientific articles [386], was shut down 72 hours after launch



due to its proclivity to generate misinformation, authoritatively presented in the syntax of
scientific communication [168]. Google’s Gemini image generator, a model trained to boost
the representation of minority racial and gender groups [387, 336], produced images of people
of color when prompted to generate images of Nazis, depictions that were not only offensive
but also disturbing to users [341]. When it comes to managing epistemic risks in systems
built on large-scale web scrapes, good intentions—and partial evaluation—are not sufficient.

Managing the risk of bugs or downtime in traditional software systems meant writing
tests to ensure that deployed software fulfilled its intended purpose and met standards of
reliability expected by consumers [401]. Yet the capacity of general-purpose models to take
nearly any input and produce a plausible output presents a problem that is as much social as
technical, as Al may replicate subtle, even unconscious biases of the human mind [68], 67].
These problems can affect even production-grade models [19], impacting systems intended
to perform societally beneficial functions. Consider BeMyAI, a system using OpenAl’s
GPT-4-Vision model to describe the world in real-time to low-vision users [24]. Though
broadly useful, OpenAl disabled the system’s capacity to describe people because it made
unwarranted inferences about human emotions and character traits (such as trustworthiness)
based on facial features [I73]—a problem known “facial impression bias” [396].

Though studied by psychologists using methods like three dimensional mesh modeling
[48], facial impression bias had never before been documented in general-purpose Al models,
which are not explicitly trained to make such inferences. Chapter 4 of this dissertation,
however, provides evidence for precisely this problem, as I used a dataset developed by
psychologists [304] to study a suite of 43 pretrained multimodal CLIP models (classifiers
that learn to match images with text based on the cosine similarity between them [321]),
with systematically varying training regimes and parameter counts [84]. I found that two
variables predominantly accounted for the traits learned by the models: the extent to which
the inference was consistent across society (based on human inter-rater reliability), and
the size of the dataset on which the model trained. This introduces a catch-22 for training

general-purpose Al: the same variables that produce models that are more accurate (scale) and



preferred by more people (societal consistency) also lead to novel biases, with consequences
for downstream applications.

Moreover, aiming for models that appeal to the broadest base of people can reproduce
skewed representations of social groups reflective primarily of their depiction in the popular
media. Teenagers, for example, are a vulnerable group in many societies who lack agency
due to their age, and a large body of research establishes that popular and news media tends
to present teenagers as either a risk to society or at risk from society, with responsible or
civic-minded teenagers presented as notable exceptions to the norm [292] [373], 17]. Chapter 3
of this dissertation shows that these stereotypes exist not only in these media sources but
also in the Al models trained on them, as teenagers are represented as rebellious, violent, and
sexually vulnerable, both in static word embeddings and in modern generative models [440].
Because prior work describes differences in the representation of teenagers across cultures
[212, 112], T also studied whether AT trained on Nepali text corpora reflect similar biases,
working with a primary co-author who was a native speaker of Nepali. While not free of
stereotypes about adolescents, Nepali embeddings and generative models exhibited little of
the lurid sensationalism present in English models.

Addressing these problems requires actually understanding the perspectives of the popula-
tions thus represented. To do so, I held workshops with N=14 English-speaking adolescent
participants residing in the U.S. and N=18 Nepali-speaking adolescent participants residing
in Nepal. The participants received a brief tutorial about how Al is trained, and were then
asked for their perspectives about how teenagers were represented in the media, and how
they should be represented in Al. English-speaking participants foregrounded that Al should
represent the diversity of teenagers, while Nepali-speaking participants foregrounded that Al
should represent teenagers with positivity. Managing epistemic risk that affects a specific,
vulnerable population requires more than a one-size-fits-all approach, pointing to the need to
develop models that can be personalized to the needs of smaller populations, rather than to
the needs of the average user.

The studies above continue a line of work in which I have applied and developed psy-



chologically grounded tests for quantifying epistemic risk in general-purpose Al systems
[438, 1436, [442], especially multimodal models like CLIP and Stable Diffusion [433] [434), [446].
My research on these models has studied consequential topics ranging from biased defaults in
general-purpose classification [437] to problems of safety when generating images of women

[446], highlighting unanticipated epistemic problems in novel Al architectures.
1.2 Designing for Information Integrity in the Presence of Epistemic Risk

Flaws that prevent general-purpose Al from reaching its full potential do not necessarily
prevent its responsible use today; BeMyAI can still provide a remarkable interface to most of
the world for low-vision users, even if it is programmatically prevented from describing images
of people. Thus, while developing effective technical solutions to epistemic issues remains an
important research direction, and one I have explored in my collaborations [454], an equally
important direction explores how organizations can responsibly deploy general-purpose Al in
the presence of epistemic risk.

Addressing this question requires studying not only general-purpose Al but the orga-
nizations that adopt it. To that end, I conducted an interview study with fact-checking
organizations, for whom success depends on navigating epistemic risk not only in their own
organization but in society as a whole. To capture global perspectives, I interviewed 38
participants at 29 signatory organizations of the International Fact-Checking Network (IFCN)
[312] in 19 countries, asking how interviewees use generative Al, how they envision using it,
and what prevents them from adopting it further.

The interviews surfaced tensions between the need to provide audiences with an efficient
response to misinforming content circulating online and the need to carefully verify all
published fact-checking content. Fact-checking organizations necessarily embrace task-specific
Al and machine learning solutions to sift through enormous quantities of online content [195],
and most expressed openness to adopting general-purpose Al not only for processing data
internally but also for user-facing applications, like collecting tips and delivering fact-checking

content via novel interfaces like conversational tiplines. Yet most organizations were also



acutely aware of the risks of a mistake. Even as his organization moved forward with a variety
of chatbot-driven solutions, one of the CEOs I interviewed said that an Al-generated error
could be a catastrophic event that jeopardizes the organization’s existence and casts doubt
on its commitment to its expressed values. In light of such risks, how could this organization
move forward with deploying generative AI?

The answer is an approach I call Designing for Verification [443]. Interviewees
consistently described a process of information production followed by verification to ensure
the epistemic integrity of their organization’s content. Depending on the context, either a
human fact-checker or a generative model could play the role of the Producer and/or the
role of the Verifier. Though human fact-checkers did verify machine-generated content (and
systematically tested in-beta conversational tiplines), the more common use of generative
models (and more appealing, to many organizations) was in quality assurance—fact-checkers
valued an adversarial analysis of their own content prior to publication, which helped them to
address epistemic errors and uphold their organization’s values, rather than creating errors
that could harm their organization.

Though generative models carry clear epistemic risks for knowledge work, they also have
the potential to impact human interactions and relationships by affecting the integrity of
interpersonal information. In an advertisement for the 2024 Paris Olympics, Google suggested
that its Gemini language model might be appropriately deployed to write a letter to an athlete
on behalf of an admiring child [I50]. The ad, awarded a “gold medal for worst Olympic ad”
by The Atlantic columnist Caroline Mimbs Nyce [268|, was widely criticized for lauding the
hollow connection achievable when using Al to produce the contents of human communication
[2506, [176].

How, then, should Al—and technology more broadly—be used to mediate human connec-
tion and communication, if at all? To answer this question, I enrolled N=13 participants
in a diary study that examined their empathy-seeking behaviors online. I also conducted
an interview study with N=14 certified trainers of Nonviolent Communication (NVC), an

approach to interpersonal communication that centers the clear expression and satisfaction



of human needs [347), 346]. Triangulating between the needs of lay users and the advice of
NVC trainers yielded an approach to technology in interpersonal settings that I call Needs-
Conscious Design, which is characterized by its three design objectives of supporting precise
observation of needs, supporting taking personal responsibility for needs, and supporting
intentional action to meet needs. One of the design risks identified in the study found that
positioning Al between people often produced an effect I call empathy fog, where an individual
is unsure of whether the connection they are being offered comes from another person, or
from an AI mediator. On the other hand, many participants also proposed designs to help
users to slow down their online communication, often with the help of Al, allowing reflect
on their intended communication and achieve greater presence with other people. As with
knowledge work, human-centered design can help to mitigate the epistemic risk of Al in

interpersonal communication.

1.3 Contending With the Heightened Epistemic Risks of Closed, Proprietary
Models

While one contends with epistemic risk when using any present generative or general-purpose
model, the risk is heightened when using proprietary models in particular, like OpenAl’s
ChatGPT and Anthropic’s Claude. Submitting materials through the web-based APIs
available for using these models may result in that data being retained by a corporation
and used for a purpose not intended by the user, such as training a future iteration of the
corporation’s language model. Open-source and open-weight models like Mistral [191] or
Meta’s LLaMA series [398] seem to offer an alternative by allowing companies to download
and run models either locally or on a private cloud instance. But how competitive are
open models with proprietary models served via corporate APIs, and what tradeoffs do
organizations see in using them? I addressed these questions in a study that found that
open models like LLaMA-2 lag behind proprietary models like ChatGPT out of the box, but
can match the task-specific performance of proprietary models with only a small amount

of supervised fine-tuning [445]. The study observed a tradeoff between cost and speed at



runtime: while customized open models could be run at a significant savings on low-cost
hardware, they could not match the speed of highly optimized proprietary APIs like that
offered by OpenAl. Subsequent experiments showed that proprietary models also produced
less misinforming content by default than open models, but the gap could be closed with
modest fine-tuning.

Of course, whether organizations choose to use open models or proprietary models is
determined by more than technical characteristics like task performance and runtime cost.
To better understand the tradeoffs of using open vs. proprietary models, I conducted a study
with 24 fact-checking organizations [444], asking specifically about when they used open vs.
proprietary models. The study revealed that organizations can’t be neatly divided those
that use proprietary models and those that use open models; rather, most interviewees saw
the tradeoff between open and proprietary models as situation-specific. Open models were
preferred when dealing with valuable or sensitive data, or when performance needed to be
especially strong for specific tasks, as open models can be extensively customized. Proprietary
models were preferred for user-facing applications, as they offer reliable out-of-the-box usability
and fairness mitigations that interviewees viewed as safer for audiences. Interviewees also
observed that building user-facing applications with proprietary models offered business
opportunities that open models precluded, such as integration of a branded chatbot into a
proprietary Al ecosystem like OpenAl’'s GPT Store [285]. Should such ecosystems become
more popular, interviewees believed they may serve as a new means of disseminating content
and generating revenue. In many cases, the epistemic risks of general-purpose Al can be
better managed with a contextual, human-centered approach, rather than a blanket policy

governing the use of open or proprietary models.
1.4 Dissertation Overview

This dissertation presents six finished research projects on epistemic risks in generative and
general-purpose Al. The projects employ quantitative, qualitative, and mixed methods, as

demanded by the research questions animating them. Five of the projects were published in



2024 at the two flagship conferences of the Al Ethics community: the ACM Conference on
Fairness, Accountability, and Transparency (FAccT), and Al, Ethics, and Society (AIES).
One study remains under submission.

In the second chapter, I review the related work on the subjects germane to this dissertation:
the technical and sociotechnical characteristics of generative and general-purpose Al; the
reflection of societal attitudes and humanlike biases in these systems; the epistemic risks
posed by such systems; and the existing human-centered approaches and designs that enable
both the use of Al systems and the study of their epistemic flaws.

In the third chapter, I demonstrate the epistemic risk of training general-purpose models on
media data taken out of its original context: namely, a disconnect between the representations
learned by these models and the perceptions and experiences of vulnerable and marginalized
people. Chapter 3 thus presents evidence for Thesis Statement 1: FEpistemic risk in
generative and general-purpose Al models results not only from explicitly tozic training data
but from using ethical, high-quality data sources outside of their original context in order to
train Al This chapter reflects the findings of the research project Adolescent Representational
Bias: A Bilingual, Bicultural Study [440], for which I held workshops with N=13 adolescents
in the U.S. and N=18 adolescents in Nepal to understand how they believed they were
represented in the media, and how they wanted to be represented in emerging generative
AT systems. The views shared by these participants showed that the (often sensationalistic)
depiction of adolescents in generative models is misaligned with adolescent lived experiences.
Participants expressed two prevailing beliefs about how adolescents should be represented in
generative models: Nepalese participants mostly preferred that Al represent them positively,
while U.S. participants preferred that AI highlight the diversity of adolescents.

In the fourth chapter, I show that training general-purpose vision-language Al on ever-
larger datasets produces novel epistemic risks, even as it improves the accuracy of such models
on benchmarks and traditional machine learning tasks [84]. Chapter 4 presents evidence
for Thesis Statement 2: Epistemic risk in general-purpose models is predicted by 1) the

size of the dataset on which a model has been pretrained and 2) the relative consistency of
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the bias, insofar as this can be captured by large-scale psychometric surveys. This chapter
reflects the findings of the research project Dataset Size and Human Agreement Mediate Facial
Impression Bias in Language-and-Image AI [439], in which I study the CLIP models trained
by Cherti et al. (2022) [84], who demonstrate a scaling law relating CLIP performance to
total compute. My results show that associations of unobservable traits (e.g., trustworthiness)
with images of human faces more closely reflect real-world human bias (as approximated by
participants in a large scale online study rating such faces [304]) as dataset scale increases.
Moreover, measures of human inter-rater reliability in human facial judgments predict how
strongly CLIP biases reflect human biases, indicating that CLIP learns to rely on the same
biased heuristics as humans [396], B04] as it observes greater quantities of human data. Facial
impression bias plays a socially detrimental role in domains such as hiring [374) 382], criminal
sentencing [431], and policing [196]. That models often presented as possessing superhuman
visual abilities [61] might confirm the bias of a human user compounds the epistemic risk

associated with their use.

In the fifth chapter, I show that human-centered design building on the design space
of generative models [255] can enable the reliable use of even epistemically flawed models.
Chapter 5 presents evidence for Thesis Statement 3: Design that centers the verification of
information can mitigate epistemic risk when using generative and general-purpose Al in the
production of knowledge. This chapter reflects the findings of The Impact and Opportunities
of Generative Al in Fact-Checking [443], for which T conducted an interview study with
N =38 professional fact-checkers about the implemented and envisioned uses of generative
Al in fact-checking, as well as when and why fact-checkers avoid the technology. I employ a
Technology-Organization-Environment (TOE) framework [313] to specify the model-related,
organizational, and societal concerns of participants. The study introduces the dimension of
Verification, a novel dimension in the design space of generative Al introduced by Morris et
al. (2023) [255]. Verification is conceptualized as a four-quadrant space, with the (human or
AT) Producer of information on the X-axis, and the (human or AI) Verifier of information

on the Y. Participants envisioned designs belonging to all four quadrants to support the
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sociotechnical objectives of fact-checking, but they always required that any published content

be reviewed by a human Verifier.

In the sixth chapter, I show that human-centered design can facilitate information integrity
not only in factual contexts, but in interpersonal contexts, where users’ trust in each other can
depend on the way in which Al mediates human communication. Chapter 6 presents evidence
for Thesis Statement 4: Design that centers attunement to human needs can mitigate
epistemic risk when using generative and general-purpose Al in interpersonal communication.
This chapter reflects the findings of Toward Needs-Conscious Design: A Design Framework
for Nonviolent Communication, for which I conducted an interview study with N=14 certified
Nonviolent Communication (NVC) trainers [347, 1340, [130] and a diary study and co-design
with N=13 lay participants, who recorded emotional needs they satisfied via online interaction.
This study introduces Needs-Conscious Design, a framework for envisioning technologies
that support precise observations of interpersonal needs, encourage users to take personal
responsibility for their own needs, and support users in taking intentional action to meet
those needs. Needs-Conscious Design employs three levels of attunement to help designers
consider whether a technology helps with self-attunement, others-attunement, or context-
attunement, the last of which reflects a level of maturity that allows one to prioritize between
needs depending on context. Though this study touches on a broader suite of technologies,
generative and general-purpose Al were at the front of the mind for most of the participants,
and many of the design concepts and design risks produced by the study focus specifically
on implementations of generative Al. The study is optimistic about the possibility of Al
helping to improve the clarity of human interpersonal communication, but it also clearly
identifies the risks of even well-intended applications of generative models in interpersonal
communication. Among these risks is empathy fog, a scenario wherein an individual becomes
unsure of whether the empathy they are receiving from a conversation partner is genuine,
or if it has been manufactured in a low-effort manner using a generative Al writing tool.
This study makes clear that, whatever the opportunities it presents, in some cases inserting

generative Al to produce more palatable and even more accurate information nonetheless
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degrades the value of that information, as well as the human experience underlying it.

In the seventh chapter, I propose an approach to mitigate the heightened epistemic risks
posed by closed, proprietary Al, as described in the many recent position papers [293] 243],
literature reviews |28, 44], and introductions for technologies for increasing the usability of
open models [100, 418, 447|. Chapter 7 thus presents evidence for Thesis Statement 5:
The heightened epistemic risks posed by closed-weight proprietary models can be mitigated
by fine-tuning small open models to perform specific tasks while maintaining their general-
purpose chat interface. This chapter reflects the findings of Laboratory-Scale Al: Open- Weight
Models are Competitive Even in Low-Resource Settings [445], in which I investigate whether
scientists and public interest organizations can extricate themselves from dependence on
proprietary models by leveraging available hardware. The findings are promising: quantizing
[108] small-scale open chat models like Mistral-7B-Instruct [191] and LLaMA-2-Chat-7B
[399] and using low-rank adaptation [181] [107] to fine-tune them on consumer-grade GPUs
produces domain-specialist models that surpass the performance of GPT-4-Turbo, without
degrading the chat interface that renders generative models usable by non-experts. The total
cost of both fine-tuning and evaluation is less than evaluation alone in GPT-4-Turbo, and
only a few hundred training examples are required. Results also empirically validate benefits
such as differentially private gradient noising [457, [456] and tunable abstention properties
[365, [483] in open models. Choosing open models for reproducible science and data privacy
is possible and increasingly practical.

In the eighth chapter, I show that open models present their own epistemic risks and
demonstrate that context-sensitive selection of proprietary and open models provides organi-
zations with an effective approach to managing epistemic risk. Chapter 8 presents evidence
for Thesis Statement 6: In practice, human-centered data science work benefits from a
blend of open and proprietary models that leverages the strengths of each paradigm to reduce
epistemic risk. This chapter reflects the findings of The Implications of Open Generative Mod-
els in Human-Centered Data Science Work: A Case Study with Fact-Checking Organizations
[444], for which I conducted an interview study with N=24 data scientists at fact-checking
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organizations. In addition to concerns about the performance, usability, and safety of open
models, participants worried about the opportunity cost of choosing open models, anticipating
an economy of generative models through which users access information, similar to search
engines. To survive in this information economy might mean choosing proprietary systems,
even if they preferred open models. Participants also felt more comfortable with the robust
bias mitigations of proprietary models, as users stress test their conversational systems for
(usually political) bias. Thus, for open models to present a viable alternative may require
an ecosystem-level view [397) [469], accounting for not only model-related costs and internal
usability, but also opportunity costs and external accessibility.

Finally, in the ninth chapter, I discuss the implications of the findings of the six studies
presented in this work, and I describe the research directions I expect to pursue in the future,

building on the present work.



14

Chapter 2
RELATED WORK

This section reviews the Related Work on which this dissertation builds, considering first
the definitions of generative Al, general-purpose AI, and epistemic risk, before discussing
existing manifestations and means of mitigating epistemic risk in these technologies, and

presenting study-specific related work needed to meaningfully interpret the findings.
2.1 Generative and General-Purpose Al

Defining generative and general-purpose Al is challenging due to the many domains in which
these technologies are now used. In the sections below, I provide precise definitions adequate

to the purposes of the studies comprising this dissertation.

2.1.1 Generative Al

Generative Al can be technically described as “a type of machine learning architecture
that uses Al algorithms to create novel data instances, drawing upon the patterns and
relationships observed in the training data” [133]. The capacity to produce novel data
instances distinguishes generative models from other machine learning methods and underlies
the shift in how most users interact with most generative models: by “prompting” them
[58, [422], rather than by programming them or further training them. Prompting a model
refers to providing a series of example inputs and outputs such that, given a new input, the
model generates an appropriate output (i.e., a novel data instance conditioned on the input)
[324, 58]. Consider a simple application that produces the phylum of an animal given its
species. Given a set of examples like tiger: chordate, beetle: arthropod, earthworm: annelid,

frog:, a generative model can produce chordate, and if allowed to continue generating, it
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might produce a longer output string such as chordate, cicada: arthropod, shark: chordate.
Generative language models can thus be prompted not only to capably sort the new animal
into a phylum, but they can also generate new pairs of “species : phylum” data instances,
despite not explicitly training to perform any task other than generating the next word in a

sequence.

Generative models have been learned for many other modalities in addition to language.
Generative image models can produce full images given a sequence of pixels [79]; generative
models of music can produce songs given an audio sample [I11]; and generative models of
code can produce source code given a few lines of code or a comment [80]. Due to its benefits
for usability, many generative models train to process multiple modalities [321], typically by
using a language component as the primary means of interacting with the user. Generative
text-to-image models, for example, allow the user to input text and receive a generated image
as output [345], while generative speech-to-text models produce text conditioned on spoken
language [322].

Recent advances in generative models simplify the process of prompting a model by
training the model to infer the user’s intent from a simple instruction. For example, rather
than prompting the model with a set of species : phylum pairs, the user might instead provide
the model an instruction like “Please output the phylum of the following animal: hawk”, and
the model would respond with a natural language answer like “chordate.” Further extending
the capability to generate novel data instances, instruction-tuned generative models can also
respond to a request to produce data without conditioning on specific examples in the prompt;
for example, the model could respond with a list of species: phylum pairs given the user
prompt “Please output the phylum of any ten animals in a structured format such as species:
phylum.” This process of adapting a pretrained generative model to follow instructions is
called instruction-tuning [231]. Though an instruction-tuned model can perform many tasks
without receiving examples of these tasks from the user [421], providing examples still helps to
carry out complicated instructions, and evaluations of popular instruction-tuned models often

utilize many examples provided in-context [336] 280]. The now-ubiquitous chatbot format of
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models like ChatGPT is a specific form of instruction tuning, wherein the model learns to
respond to special tokens demarcating the message of the user and the model [398] 281].
Instruction-tuning typically precedes or occurs simultaneously with a method for aligning a
generative model to human preferences, such as reinforcement learning from human feedback
or direct preference optimization [290, 326], such that the data produced by generative
models is not considered objectionable by end users. These methods have achieved significant
reductions in explicit bias and toxicity in generative models, rendering interaction more

palatable for most users [399].

2.1.2 General-Purpose Al

This dissertation will adopt the definition of Gutierrez et al. [I61], who characterize general-
purpose Al as “|ajn Al system that can accomplish or be adapted to accomplish a range of
distinct tasks, including some for which it was not intentionally and specifically trained.”
For example, chatbot models like ChatGPT [281] might be used to summarize a scientific
article, classify a review as positive or negative, or produce a draft of an email response to a
colleague. To do so, the model would require no additional parameter updates, and using it
for one task would not impede its ability to carry out the other tasks.

The characteristics of general-purpose Al bear some resemblance to those of “foundation
models”, a term coined by Bommasani et al. [51] to describe Al models that are “trained
on broad data at scale and are adaptable to a wide range of downstream tasks.” However,
general-purpose Al differs in that foundation models are “central yet incomplete” [51]—that
is, an application must be built on top of the base provided by the pretrained foundation
model, generally by fine-tuning the foundation model for a task of interest. A fine-tuned
foundation model might only be capable of performing a single specific task, even though the
base foundation model can be adapted for many different such tasks. Conversely, one expects
a general-purpose model to be usable for many tasks out-of-the-box; one does not think of
ChatGPT, for example, as an incomplete model on which to construct something of use, but

as a system capable of performing many tasks without additional training, even if it may also
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be further fine-tuned to perform additional tasks more capably [283].

Whether a model or system constitutes general-purpose Al is more a question of degree
than kind, as described by Gutierrez et al. [161], who note that a system can be made
“more” general-purpose by accomplishing more distinct tasks. Though generative chatbot
interfaces capable of inferring the user’s intent presently permit perhaps the widest range of
generality in responses to user input, zero-shot image associators like the CLIP language-and-
image model [321] can be considered a more limited version of general-purpose AI. With no
parameter updates and solely natural-language interaction, CLIP can be used in numerous
computer vision settings, including image classification [321], retrieval [379], and scoring
[170, 416]. Models like this expand the range of machine learning tasks possible without
customizing the model, even if they do not seek to infer user intent, as facilitated by a chatbot
interface. Similarly, future models will likely ingest and output data in many more domains
and modalities than present-day chatbots, given attempts to expand user input channels
even in present-day models like GPT-40 [284], meaning that the current state-of-the-art may
someday seem like a relatively limited version of general-purpose Al.

Finally, note that general-purpose Al is also often described as a “general-purpose technol-
ogy” [127], a term from economics meaning that its impact on productivity will affect every
sector of the economy, rather than only one [60]. Unless otherwise stated, this dissertation
refers not to the economic aspects of general-purpose Al but to the technical aspects described

above.

2.1.8 Why This Dissertation Studies Generative and General-Purpose Al

Most of the models studied in this dissertation can be characterized as both generative
and general-purpose. Instruction-tuned language models in particular possess the defining
characteristics of both technologies. Moreover, even those models that cannot be described
as generative are often employed as components in generative models; for example, CLIP
models are often used in the pipelines of generative text-to-image models [329, 306].

Why, then, does this dissertation distinguish between generative Al and general-purpose
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AI? The reason is that this permits the adoption of two distinct viewpoints on epistemic
risk in these models. To study epistemic risk in a generative model is to study the risk in a
technology capable of producing novel data, while to study epistemic risk in a general-purpose
model is to study risk in a technology that is appropriate for use in many distinct tasks.
Focusing on only one viewpoint would fail to account for the full impact of these models.
Considering ChatGPT only as a model that can perform many different tasks ignores its
capacity to create new data, like blogs or news stories. Considering CLIP solely in relation
to its use in generative text-to-image models ignores its use in numerous other impactful
settings, like zero-shot classification and image retrieval. This dissertation thus attends to

epistemic risk as it concerns both generative and general-purpose Al.

2.1.4  Description of the AI Technologies Studied in This Dissertation

This section provides an overview of the forms of Al studied in chapters 3, 4, and 7 of this
dissertation. Chapters 5, 6, and 8 consider sociotechnical approaches to generative and
general-purpose Al more generally, rather than focusing on specific instantiations of the
technologies. Note that I also provide specific detail about the technologies discussed below

in the chapters that use or evaluate them.

Static Word Embeddings

Chapter 3 of this dissertation uses static word embeddings to study Al representations of
teenagers. Static word embeddings are trained using deep neural networks to represent
words as vectors based on the conditional probability of their co-occurrence with surrounding
words [244], 9T]. This dissertation studies FastText [49], an extension of Word2Vec [245] that
incorporates information from subwords, and Global Vectors for Word Representation (GloVe)
[302], which incorporates corpus-level statistics to improve the semantics of a representation.
Word embeddings are now widely used in social science [36] 158] to study societal attitudes
[142], because the cosine distance between word vectors captures information about semantic

similarity [I72]. Though static word embeddings can be used in a wide variety of NLP
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settings, including as input to generative models like recursive neural networks [467], their
use requires too much additional engineering effort for them to be considered general-purpose

Al

Generative Language Models

Chapters 3 and 7 of this dissertation study generative language models. Generative language
models, sometimes referred to as “GPTs” (for “Generative Pretrained Transformer”) use
a modified transformer deep learning architecture [407], employing solely decoder layers
to generate an output conditioned on the preceding input [323]. GPT language models
[324., [58], 281] are pretrained on the “causal” language modeling objective, taking as input a
series of subword tokens and generating the predicted next token [98]. To provide a more
naturalistic and reliable way of interacting for lay users, most modern GPT models are
fine-tuned to adhere to the natural language instructions of a human user [290], producing a
“chat” based interface wherein the model and a human user take turns, with the user typically
providing an instruction or request [335]. Such models are typically trained to be safe and
helpful to the end user via reinforcement learning from human feedback (RLHF) [20], or
direct optimization using a language model as the reward model [326].

Chapter 3 of this dissertation studies three generative language models which are not
fine-tuned as chatbots, as this study intends to observe differences between the human
response to a freeform response and the model’s response to the same prompt. These
models include GPT-2 [324], LLaMA-2-7B [399], and distilGPT-2-Nepali. Chapter 7 of this
dissertation studies five generative language models instruction-tuned to interact with the
user as a chatbot, as this chapter is concerned with producing an approachable, chat-driven
alternative to ChatGPT. These models include LLaMA-2-Chat-7B [399], Mistral-7B-Instruct
[191], Falcon-7B-Instruct [7], OpenAl GPT-3.5-Turbo, and OpenAl GPT-4-Turbo [281] 288].

Note on Low-Resource Languages Chapter 3 of this dissertation studies Nepali, a

“low-resource” language for which much less text data exists than other languages [32].
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Much literature has established that the performance of models trained on low-resource
languages is likely to lag behind that of higher-resource languages such as English [332].
While a multilingual model may improve performance in a low-resource language [355], its
representations may also take on semantic properties and biases of a higher-resource languages
(e.g., English) [476], 331]. Because chapter 3 is concerned with detecting potential differences
in English and Nepali, I use solely monolingual language modeling techniques, regardless of
performance disparities, to ensure that I accurately capture the semantic properties of the

target language, rather than the influence of a higher-resource language.

CLIP and Vision-Language Al

Chapter 4 of this dissertation studies facial impression biases in CLIP, a multimodal vision-
language model pretrained using a symmetric cross-entropy loss [279, 474] to pair images
with associated text captions [321]. After pretraining, CLIP can rank, retrieve, or classify
images based on their association with text classes specified by a user at inference rather
than pre-selected at the time of training, making it a “zero-shot” vision-language model [321],
as well as a good source for semantically rich embeddings [435]. CLIP is composed of a
language model (usually GPT-2 [324]), and an image encoder, such as a Vision Transformer
(“ViT”) [123] or a ResNet [167]. The language and image models are jointly pretrained, and
representations are projected into a multimodal embedding space, in which cosine similarity
quantifies the similarity between image and text [321I]. In addition to standard CLIP models,
chapter 4 studies “FaceCLIP” models trained by Zheng et al. (2022) [482], who introduce
Facial Representation Learning (FaRL), which combines CLIP training with a masked image

modeling objective [451] and trains on a faces-only subset of the LAION-400M dataset [359].

Impact of Scale in Deep Learning and in CLIP Chapter 4 specifically considers the
impact of scale (expressed in pretraining dataset size and model parameters) on the extent to
which CLIP learns facial impression bias. Prior research shows that the impact of dataset

scale on deep learning models is empirically predictable [I7I] and that task performance
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scales with training dataset size [380), 58|. Zhai et al. (2022) [468] empirically demonstrate
that both model and data scale impact visual task performance, and set new state of the
art on Imagenet [103] by efficiently scaling a ViT. In CLIP models, Cherti et al. (2022)
[84] demonstrate a relationship between pretraining data scale and task performance. Prior
work on Al bias also demonstrates increases in hate speech in CLIP models trained on larger

uncurated datasets [42].

Text-to-Image Generators

Chapter 4 of this dissertation considers facial impression bias in Stable Diffusion text-to-image
generators [345]. Most modern image generators are created using CLIP models like those
discussed above, and one of the first uses of a CLIP model was to provide training supervision
to OpenAT’s first DALL-E image generator model [330]. Other text-to-image generators
like VQGAN-CLIP similarly use CLIP embedding space measurements in their objective
function [97]. Recent image generators such as Stable Diffusion 2 employ CLIP models as
text encoders [345], passing CLIP text embeddings to a U-Net or similar latent diffusion
architecture capable of generating an image conditioned on those text embeddings. More
recently, DALL-E 3 (“unCLIP”) decodes images directly from a CLIP embedding space,
translating CLIP text embeddings into image embeddings, and inverting them [329].

2.2 Epistemic Risk

The contributions of this dissertation address epistemic risk in generative and general-purpose
Al T adopt the definition provided by Biddle et al. (2017) [39], who describe epistemic risk
as “exposure to harm (in the broadest sense) from acting in the face of uncertainty.” Biddle
et al. intentionally deploy the term epistemic risk to encompass manifestations of risk in
the process of producing knowledge that are not covered by the more narrowly scoped term
inductive risk, which refers specifically to exposure to harm due to correctly or incorrectly
accepting a hypothesis on the basis of given empirical evidence. In subsequent work, Biddle

(2022) [38| considers the sources of epistemic risk in machine learning, specifically in the



22

context of a recidivism prediction system. He identifies six points of decision in the process
of creating a machine learning system that involve “epistemic risk judgments”, including:
“(1) problem identification and framing, (2) data decisions and model competencies, (3)
algorithm design: accuracy and explainability, (4) algorithm design: conceptions of fairness,
(5) algorithm design: choices of outputs, and (6) deployment decisions about transparency
and opacity” [38]. This description demonstrates the broad scope of epistemic risk, which can
be assessed at many points in a a sociotechnical pipeline. It also bridges an important divide
for this dissertation, taking a problem typically seen through the lens of algorithmic fairness
or bias—machine-learned racial bias in a consequential social setting—and considering it
through the lens of epistemic risk, or the potential harm done due to being wrong by virtue

of flaws in the production of knowledge.

The epistemic risk posed by a generative or general-purpose model differs in meaningful
ways from that of a narrowly scoped classifier. In their consideration of risk (not solely
epistemic) presented by general-purpose Al models, Zanotti et al. (2024) [465] employ a
multi-component model to characterize risk, breaking it down into hazard, or the source
of harm (including its probability and magnitude); exposure, or who or what stands to
be harmed; and vulnerability, or the level of susceptibility to harm. What makes risk in
general-purpose Al distinct from risk in narrowly scoped machine learning models is its
expansion of all three of these components. It expands hazard by introducing numerous
situations in which a model could now be deployed, including many uses for which it was
not explicitly intended; it expands exposure by significantly increasing the number of users
capable of interacting with it via an approachable chat interface; and it increases vulnerability
in that the authoritative and seemingly objective interface of such systems renders it more
difficult for users to identify its shortcomings [465]. Envisioning how these considerations are
relevant to epistemic risk rather than risk generally requires little additional work, as one
need only restrict the range of tasks to those that produce information on which a user might
rely.

The framework above offers further useful insight for the structure of this dissertation. As
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noted by Zanotti et al. (2024) [465], hazard cannot be mitigated without first specifying the
hazard, a sometimes challenging task for “multi-hazard” general-purpose models. Chapters 3
and 4 of this dissertation intend seek to accomplish this, addressing epistemic risk related
to misrepresentations of individuals and groups by generative and general-purpose models.
These misrepresentations can have harmful downstream effects: if a model learns subtle
facial impression biases as described in chapter 4, a hiring decision might be made on the
basis that the Al-driven system judged a person to be untrustworthy due to their facial
features. Alternatively, the same model might be used in a dating app as part of an algorithm
to match users based on personality traits inferred from their facial features. Thus, the
contributions of the two studies primarily focused on characterizing epistemic risk largely
involve the specification of hazard in generative and general-purpose models.

Zanotti et al. also address the mitigation of risk, noting that mitigation can include control-
ling the conditions under which people interact with a model (for example, implementing age
restrictions), intervening at the “design level” (for example, constraining a model’s capability
to respond where it might produce undesirable output), and reducing the vulnerability of a
population (potentially using automated tools, such as a spam filter in the case of email), as
well as reducing the hazard itself, though this is not always possible [465]. This contributions
of the this dissertation focusing on design and transparency can be considered design-level
interventions and vulnerability-reduction interventions, in that they 1) produce strategies for
using or positioning models in sociotechnical infrastructures that mitigate epistemic risk, as
in chapters 5, 6, and 8; and 2) employ alternative technologies that reduce specific epistemic

risks, such as those posed when using proprietary models, as in chapter 7.
2.3 Epistemic Risk in Generative and General-Purpose Al

This section provides an overview of specific sources of epistemic risk identified in prior work
on generative and general-purpose Al. Comprehensively characterizing such sources would
require more space than the dissertation can afford, so this section intends instead to provide

an overview of the most salient sources of risk for the dissertation.
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2.3.1 Characterizing Epistemic Risk

In this section, I address several model-specific sources of epistemic risk in generative and
general-purpose Al, including Secondary Factuality, Non-Semantic Variance, and Social

Misrepresentation.

Secondary Factuality: Despite their positioning as epistemic artifacts capable of
delivering information about the world to end users [169, [460], epistemic risk arises from the
training objectives of generative and general-purpose models like ChatGPT, which do not
optimize for the factuality of their output. During pretraining, generative language models
train to predict the most probable next word [323] [324] 58, 398|, and during fine-tuning, they
optimize to accord more closely with user preferences [290) 399]. Where a model produces
factual output, it does so as a result of being trained for these objectives. However, the
preference for the most probable output renders generative models vulnerable to hallucination,
a phenomenon wherein the model produces plausible but non-factual data instances [190)].
Efforts to increase the factuality of model output have focused on measuring and improving
the truthfulness [225] and abstention [427]| properties of such models, such that they either
1) answer a user correctly based on knowledge encoded in their parameters; or 2) abstain
from answering the question. Preference alignment strategies like RLHF also improve the
factuality of model output because in most contexts, human users prefer factual outputs
over misinforming outputs [399]. Another common method known as retrieval-augmented
generation (RAG) supplies the model with pertinent information from an external database
or from the open internet [216], 262], positioning the model more as a vehicle for delivering

information rather than as both the source and disseminator of information.

Non-Semantic Variance: Epistemic risk also arises from inconsistency in model re-
sponses between semantically interchangeable inputs. Recent work by Sclar et al. (2023)
[360] demonstrates that non-semantic formatting differences in prompts (such as spacing and
capitalization) can cause the performance of generative models to vary on common NLP tasks

by up to 76 percentage points. Drawing on the example discussed previously, this means
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that a model might output a meaningfully different answer depending on whether it received
prompt A, tiger: chordate, beetle: arthropod, earthworm: annelid, frog:, or prompt B, Tiger:
Chordate, Beetle: Arthropod, Farthworm: Annelid, Frog:. This introduces epistemic risk when
using such models for tasks that benefit from reproducibility, as in many scientific settings.
Underlining the potential susceptibility of research to prompt-based variance, reviews of
recent social science research show that studies using language models often employ only one
prompt, and that similar studies exhibit greater variance among reported model performance
than might be expected [274]. Strategies for addressing prompt-driven variance include
quantifying the difference induced by prompts using metrics like FormatSpread [360], as well

as calibrating language models to account for baseline variance [477].

Social Misrepresentation: Epistemic risk in generative and general-purpose Al can
concern the representation of social groups, which may be misrepresented or too narrowly
represented by a model [364]. Numerous studies have shown that models trained on internet-
scale web scrapes learn biased, oversimplified representations of marginalized groups, which
generative models incorporate into the data they produce and general-purpose models transfer
into the tasks for which they are employed [260, 2, 276]. My own prior work on CLIP models
demonstrates the presence of hypodescent, also known as the one-drop rule [433]; markedness,
wherein one demographic serves as a reference category for a model [437]; xenophobia, wherein
American identity is conflated with White ethnic identity [434]; and sexual objectification of
women [446]. These biases exist not only the CLIP model itself but also in generative models
built utilizing CLIP [446| 434]. Even preference-aligned models like ChatGPT continue to
misrepresent social groups, often in subtle ways: Cheng et al. (2023) [82], for example,
demonstrate that text generated by chatbot personas reflects a default reference category
that accords most closely with a White persona, while Omiye et al. (2023) [276] find
that models propagate inaccurate, race-based medical theories. Approaches to mitigating
misrepresentations of social groups vary widely, and they include debiasing methods for both
the embedding space and the alignment process [417, [449], as well as community-engaged Al,

which measures misrepresentation and seeks to address it in coordination with the people
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most likely to be affected [109].

2.3.2  Epistemic Risk in Interaction

In this section, I address sources of epistemic risk that occur when users interact with
generative and general-purpose Al, including Sycophancy, Latent Persuasion, and Implicit
Bias.

Sycophancy: Producing models that accord with user preferences has mixed effects for
epistemic risk. On the one hand, alignment to user preferences produces models that adhere
more closely to user instructions and are more likely to correct infer user intent, and as
noted above, users generally prefer factually accurate models that do not fabricate output
[290, 399]. The exception to this rule, however, is that users also tend to prefer models that
agree with them, even when they are not correct. Sharma et al. (2023) [363] demonstrate
that models aligned to be helpful prefer responses that reflect the user’s beliefs back to them,
rather than accurate responses, an outcome the authors refer to as sycophancy, and which
has subsequently been demonstrated to also occur in aligned vision-language models [479].
Similarly, Laban et al. (2023) [209] further show that aligned models change their response to
agree with users after being challenged, even when the initial answer was correct. Thus, even
aligned models have objectives that can supersede the dissemination of factual information,
introducing epistemic risk. Strategies to mitigate sycophancy include explicitly aligning
language models for “honesty” [455], as well as training on synthetic data to improve the
robustness of the model [423].

Latent Persuasion: Interaction with generative and general-purpose Al may also sway
users’ perspectives without their conscious awareness. Jakesch et al. (2023) [188] found
that individuals who wrote with the assistance of an opinionated Al co-writer were more
likely to adopt the views of the model, both in the written text itself and in a subsequent
survey, an effect the authors refer to as latent persuasion. Padmakumar et al. (2023) [291]
further demonstrate that co-writing with language models “increases the similarity between

the writings of different authors and reduces the overall lexical and content diversity.” Though
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these shifts do not necessarily connote an improvement or diminishment of information
integrity, it introduces the possibility that users’ epistemic values and practices will change
in ways they cannot fully explain when producing information in collaboration with Al
Moreover, popular models like ChatGPT have recently incorporated Memory features, such
that their output can be personalized to a user based on notes maintained by the model about
the user [287]. The possibility of latent persuasion and confirmation bias may be further
amplified when interacting a model that maintains significant knowledge about the user.

Implicit Bias: Finally, although aligning to user preferences reduces explicit toxicity
[399, 290], including blatant misrepresentations of social groups, alignment strategies do
not consistently reduce implicit and task-specific bias, which users might be less attuned
to given the absence of explicit bias. Bai et al. (2024) [19] demonstrate that an array of
instruction-tuned language models exhibit numerous implicit social biases that correlate with
the model’s bias in decision-making settings, such as the implicit consideration of race when
a model is prompted to make a decision about hiring. Moreover, Acerbi et al. (2023) [3]
demonstrate that ChatGPT directs attention to the most bias-congruent information in a
text when prompted to recursively summarize a text, known as a “chain-of-transmission” bias
in psychology. For example, a model might include information about a woman’s role as
a mother in a summary while leaving out information about her career, and the issue will
become more magnified as the chain of summarizations continues. Implicit bias in the model
bears some similarities to latent persuasion, but differs in that the user is not persuaded but

tacitly encouraged to accept an epistemically flawed outcome influenced by societal bias.

2.3.83 Epistemic Risk in Proprietary and Open Models

In this section, I address sources of epistemic risk that occur when users interact with
proprietary generative and general-purpose models, including Uncertain Data Provenance,
Hidden Processes, and Observer Effects. This section requires a definition of open and
proprietary models, for which I draw on the work of Palmer et al. (2024) [293|, who

characterize open models as those that can be downloaded, run outside of an API, and
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versioned by the user, and for which the model’s training data is fully disclosed, even if the
data itself is not made accessible. Conversely, proprietary models cannot be downloaded or
versioned by the user, and they may thus be updated by the external organization serving the
model, potentially without notifying the user [275]. They cannot be run outside of an API,
and their training data is usually not disclosed [280] 275]. As discussed below, proprietary
models introduce epistemic risk in two ways: by limiting what the user knows about the
model and system they are using, and by introducing the possibility that the provider will
change what the user knows about the system they are using, potentially without informing

the user.

Uncertain Data Provenance: As noted by Biddle (2022) [38], the choice of training
data is a source of epistemic risk for a machine learning model. However, in the case of
proprietary models, users do not know what data the model was trained on at any stage in
the production of the model, ranging from pretraining to alignment to additional fine-tuning
[280, 293]. Though characteristic of proprietary models, the non-disclosure of training data
sources also affects some “open-weight” models such as Mistral-7B [191], a model studied in
dissertation. Model developers often discuss the confidentiality of a model’s data sources as
key to competitive advantage, though such opaqueness necessarily increases uncertainty about
a model’s fitness for a task, and thus also increases epistemic risk. Though attempts at more
comprehensive benchmarks like Stanford’s Holistic Evaluation of Language Models (HELM)
[223] can help to mitigate some of this risk by measuring model performance across many
domains, they do not serve as a substitute for disclosed data sources, which can themselves

be studied for insight into the risks of training on them [45].

Hidden Processes: Using proprietary models increases epistemic risk because the processes
by which such models produce their output are hidden from the user. Consider that OpenATI’s
ol model, released in September 2024, intentionally hid the raw chain-of-thought reasoning
process used to produce its output [286]. Rather than providing this output to the user, who
might gain valuable information about whether the model’s reasoning process was sound,

OpenAI makes only a model-generated summary of that reasoning available to the user [286].
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Model providers usually place restrictions on what users see about their models in order to
protect them from reverse engineering approaches [72]. However, hiding the true reasoning
process of a reasoning model, and suppressing the full probability distribution used to produce
linguistic output, can increase uncertainty about the validity of how a model arrived at its

output, and thus also increase epistemic risk.

Observer Effects: Finally, corporate entities often update their models to prevent unde-
sirable behaviors, without providing access to the previous model [275], which may have
been used to obtain results of epistemic import. This may be socially desirable, but it
introduces what Holtzman et al. (2023) [177] characterize as “observer effects” in scientific
studies, wherein research on observing an undesirable behavior in the model is no longer
reproducible by virtue of being observed. One notable example of this includes OpenAl’s
attempt to mitigate the lack of demographic diversity in DALL-E 2 outputs by postprocessing
user prompts without the user’s knowledge [282, 269]; for example, the prompt “a portrait
photo of a firefighter” might be suffixed with “who is female and Asian.” Like the hidden
processes discussed above, the epistemic risk of observer effects concerns uncertainty about
how a model arrived at its output, but observer effects also consider changes in the visibility
of epistemic processes that that occur due to observed model behavior. Open models can
mitigate observer effects, because they are downloadable, and previous model checkpoints

typically remain available [293], albeit with developer warnings.

2.4 Study-Specific Background

While the studies included in this dissertation are unified in presenting new approaches to
epistemic risk, they are also informed by a diverse variety of fields, including information
science, computer science, and psychology and the social sciences. The purpose of this section
is thus to provide an overview of the background literature relevant to each of the studies

included in this dissertation.
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2.4.1 Teenagers and Representation Bias

Chapter 3 of this dissertation considers the epistemic risk of systematically misrepresenting a
social group—in this case, teenagers (or adolescents). In this section I review the Related

Work on societal representations of teenagers, as well as on age-related biases in Al.

Defining Adolescence

The National Institutes of Health (NIH) define Adolescents as persons between 13 and 17
years old, distinct from Children (1 through 12), Adults (18 and older), and Older Adults (65
and older) [265]. While definitions may vary between cultures and across time [13], in this

dissertation I adopt the NIH definition, which is consistent with the related work below.

Media Representations of Adolescents

Prior work finds that popular and news media depictions of adolescents are generally negative,
with positive interactions involving teenagers portrayed as deviations from the norm [31].
News coverage of teenagers often depicts supposed epidemics of violence, crime, drug abuse,
mental illness, and immorality, which are usually not well supported by evidence [148] [389].
In foundational work, Dorfman et al. (1997) [119] find that most California TV news reports
related to violence feature youth, and that only education policy receives as much treatment
as violence in newspaper coverage about adolescents. Males (1999) [237] find that LA Times
articles included adolescents in stories about violence five times more frequently than adults.
Adolescent behavior may be presented as dangerous even when not volitional, as Best (2008)
[34] find that activities as simple as teenage driving can be framed as pressing issues in the
media. More recently, teenage use of technology has become a subject of public concern, and
Stern and Burke Odland (2017) [373] find that print and online news media portray teens
as having an unhealthy relationship with social media. Previously, Stern (2005) [372] found
that U.S. films depict teenagers as violent, self-absorbed, and disengaged from civic life. In

chapter 3, I draw specifically on the work of Stern (2005) [372] and Stern and Burke Odland
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(2017) [373] to create prompts for evaluating the output of generative language models.

Societal Impact

Media depictions shape adult views of adolescents and may shape adolescent behavior.
Hancock (2001) [164] shows that adults overestimate and perceive illusory increases in
adolescent crime. Aubrun and Grady (2000) [I7] find most adults report good experiences
with teenagers they know but consider such experiences atypical, rather than questioning
media framing. Dorfman and Schiraldi (2001) [I18] note that negative media portrayals,
especially of adolescents of color, lend justification to harsher treatment and more restrictive
policies. Moreover, Qu et al. (2020) [3I8] find that younger teens’ own beliefs in teenage
stereotypes contribute to behavioral problems. Buchanan et al. (2023) [62] argue that, to
prevent a self-fulfilling prophecy, commonplace descriptions of adolescent “stress and storm”

must be replaced with a less reductive framing, such as “possibility and promise.”

Societal Variation

Though some aspects of adolescence appear consistent around the world [371], scholars
describe significant variation in characterizations of adolescence both within and across
cultures [63]. Enright et al. (1987) [128] note that definitions of adolescence change over time
based on society’s needs: during war time, teens are portrayed as rugged and adultlike, but
when they are not desired in the workforce, teens are portrayed as more childlike. Arnett
(1999) [13] note that adolescent stress may be more pronounced in individualistic western
cultures, while Larson and Wilson (2004) [212] use the plural form “adolescences” to describe
variations around the world and across time, noting that teen years are not consistently
characterized by emotional turmoil and psychic separation from parents. Finally, Di Giunta et
al. (2023) [112] observe differences in emotion regulation in teenagers in Italy and Colombia,
suggesting cultural factors play a role in adolescent well-being. The study discussed in chapter

3 of this dissertation considers the outputs of both English and Nepali Al models and the
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perspectives of both English and Nepali participants to provide insight into the potential

variation of this representation bias across languages and societies.

Age Biases in Al

Considering the flawed representation of teenagers in Al also necessitates that I locate chapter
3 in the literature on age-related biases in Al. Prior research on age-related biases in Al
describes the functional failure of technologies like emotion recognition for older adults [202],
often precipitated by underrepresentation of older adults in training data [297]. Studies of
young/old bias in static word embeddings find that youth is preferable to old age [68] 1T13] [383]
but they do not analyze adolescents as a distinct age group. Studies of biases in multimodal
language-vision models, on the other hand, have identified several undesirable biases associated
with teenagers. Agarwal et al. (2021) [5] find that OpenAI’s CLIP [321] associates criminality
with images of adolescents. In my own prior work [446], I find that CLIP exhibits sexual
objectification biases and that text-to-image generators like Stable Diffusion [345] output

sexually objectifying images of teenage girls.

2.4.2  Facial Impression Bias

Chapter 4 of this dissertation considers the epistemic risk of Al making unwarranted inferences
about human faces. In this section I review the Related Work on facial impression biases in

human society, as well as computational approaches to studying facial impression biases.

Facial Impression Bias

A wealth of psychological research indicates that humans make immediate judgments about
the attributes of people they do not know based solely on facial appearance [430} 27T, [76].
Information inferred from faces includes character traits (like trustworthiness and outgoingness)
and socially constructed group memberships (like gender and ethnicity), as well as relatively

objective traits (like hair color and weight) [396], [304]. Research on facial first-impression
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biases in humans has found that the inference of attributes from facial appearance plays a role
in numerous consequential domains, including employment decisions [374} 151), 382], criminal
sentencing [431], 194], and the election of political candidates [111, 273, 214, [185]. While facial
impression biases may be consistent among a population, inferences of unobservable attributes
such as character traits are inaccurate and often reflect societal stereotypes [381], 396]. Al
systems are increasingly employed to automate or mediate access to information in domains
such as hiring [222], political analysis and advertising [294], and law [87], and to the extent

that such systems reflect facial impression biases, they may have socially undesirable impacts.

Relationship to Social Group Biases

Some studies suggest a connection between facial impression biases and biases related to
demographic traits such as gender and ethnicity. Oh et al. (2019) [271] find that gender biases
associating men with competence are reflected in participant impressions of the competence of
faces. Xie et al. (2021) [450] find that the structure of impressions of novel faces is predicted
by learned social stereotypes about gender and race. Peterson et al. (2022) [304] find that
facial impression biases are correlated with demographic categories, such that judgments
of traits like “cuteness” are related to age. The relationship between facial impression bias
and social stereotypes can have real-world consequences. For example, prior work finds that
White phenotypic prototypicality (looking like the average White person) can moderate use
of force by police [196].

Computational Models of Facial Impression Bias

Chapter 4 evaluates the presence of facial impression biases in CLIP and Stable Diffusion
as a manifestation of epistemic risk in a general-purpose Al system. However, much prior
work intentionally creates computational models of facial impression biases to aid in scientific
study. Most recently, Peterson et al. (2022) [304] collect facial impression ratings from human
subjects and use them to create a model facial impressions using the StyleGAN-2 network

[199], demonstrating its capacity to manipulate faces such that the average U.S. perceiver
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would consider them similar to an attribute (such as trustworthiness). They build on research
on the scientific modeling of facial impression biases, which commonly utilizes techniques
including landmark annotations of faces [403|, parametric three-dimensional mesh modeling
[48], geometric morphological analysis [353], and supervised deep learning models [459]. As
noted by Peterson et al. (2022) [304], creating a computational model of a bias differs from
modeling the attribute itself (i.e., trying to predict if an individual is trustworthy from their
face, rather than whether the average person would perceive an individual as trustworthy),
which would amount to physiognomy [453] for an unobservable attribute like trustworthiness.
The reflection and dissemination of such unwarranted inferences is precisely the concern,
though, with models like CLIP, which do not intentionally learn these biases for scientific

study, and which may reflect them to lay users.

2.4.83 Fact-Checking and Sociotechnical Infrastructures

Chapter 5 of this dissertation studies epistemic risk in the context of fact-checking, specifically
asking the question of how generative Al is affecting fact-checking before contributing a
“dimension of verification” to the design space of generative models. This section reviews the
related work on fact-checking, including its sociotechnical infrastructure, disciplinary values,

and points of contact with generative Al.

Sociotechnical Infrastructures of Fact-Checking

“Fact-checking” refers to the investigation of potentially misinforming claims and narratives
that may adversely impact individuals and society [I54] [156]. While a version of fact-checking
has long existed in the form of investigative journalism [IT14], modern fact-checking coincides
with the rise of the internet and social media in particular [156], which provided new conduits
for the spread of misinforming content among vast networks of people. Fact-checking is
primarily a “socio-technical” task [88] 458 [325], wherein technology is useful and meaningful
only in the context of its relationship to the humans who interact with it [385, 463]. While

fact-checkers necessarily employ data-driven technologies [160} [115], and envision further
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uses of technologies to, for example, minimize the amount of harmful content to which
they are exposed [195], human judgment is also crucial to the fact-checking process [155],
and fact-checkers are skeptical of technologies that promise to fully automate parts of fact-
checking work [195]. Prior work has sought to clarify the communities [57] and sociotechnical
infrastructure undergirding the processes of fact-checking. Juneja and Mitra (2022) [195]
describes fact-checking organizations as composed of “human and algorithmic infrastructures”
fulfilling distinct roles in fact-checking, such as editing and investigation. Chapter 5 of this
dissertation builds on these roles to describe the opportunities presented by generative Al in
fact-checking.

Prior work has discussed some of tradeoffs described by journalists and fact-checkers in
adopting generative AI. Such technologies can both pose difficulties for fact-checkers, who
must contend with higher quality misinformation produced more easily [462, 198, 187], but
also opportunities for novel technologies for supporting their work [340), 100]. Recent work
highlights difficulties with generative AI for journalism and fact-checking, including low
audience trust in Al-generated content [230] and algorithmic biases in the dissemination of

Al-assisted fact-checks [263].

Technology Adoption and Organizational Change

One of the chief concerns of Chapter 5 pertains to how generative Al will reshape the profession
of fact-checking, and to that end we review the relevant related work on technology-driven
organizational change. The primary framework used to describe organizational change in
chapter 5 is the Technology-Organization-Environment (TOE) framework of Prasad Agrawal
(2023) [313], which provides a means of breaking down factors motivating technology adoption
based on elements like regulation (an environmental or societal concern) and organization
size (an organizational concern). Though chapter 5 poses questions related to generative Al,
its potential as a general-purpose technology capable of automating many tasks previously
performed by humans looms large in the challenges and opportunities identified by fact-

checkers. In the context of organizations, Brynjolfsson et al. (2021) [60] describes general
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purpose technologies as necessitating intangible “complementary investments” to realize their
potential, such as “co-invention of new processes, products, business models and human
capital,” suggesting the sociotechnical and potentially transformative nature of technology
adoption. However, in a now foundational text, Fichman and Kemerer (1999) [134] also
note that the widespread acquisition of a technology by organizations may not result in its
widespread deployment, especially where “knowledge barriers” mitigate effective use. Chapter
5 provides a consideration both of what new processes and products might be enabled
by generative Al, and what barriers might prevent its adoption or mitigate its ultimate

effectiveness as an epistemic tool.

Human-Centered Design and the Values of Fact-Checking and Al

Researchers in HCI have mapped the design space [71] of generative AI [255], describing
interactions possible with users and ways to use it in domains like scientific research [254]
and creative writing [74]. Building on participatory design [47), B70], recent work develops
“participatory Al wherein human subjects envision new Al-driven designs with researchers
[102, [43] [319]. In fact-checking, Das et al. (2023) [100] conduct a review of human-centered
NLP and develop a confusion matrix for calibrating trust in human-Al collaborations.
Chapter 5 contributes to the design space of generative models by drawing on interviews
with fact-checkers who are primarily members of the International Fact Checking Network
(IFCN) [311]. These fact-checkers adhere to the IFCN’s rigorous ethical codes [305], which
are made publicly available and to which signatories must commit prior to admission in the
IFCN [312]. The principles set forth by the IFCN and reflected in the interviews are useful
both for proposing a socio-technical dimension of verification in the design space of generative
models, and for considering the potential tensions between fact-checking and generative Al
For example, scholars have found that Al and machine learning research is not “value neutral”
but prioritizes values like performance and generalization, while neglecting considerations
like “negative potential” [44]. Thus, chapter 5 also uses the IFCN principles directly to chart

value tensions between generative Al and fact-checking.
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2.4.4  Nonwviolent Communication and Needs-Conscious Design

Chapter 6 of the dissertation utilizes the principles of Nonviolent Communication (NVC)
to create a design framework called Needs-Conscious Design, which prioritizes empowering
people to meet their interpersonal needs using technology, including AI. This section reviews
the related work on NVC, designing for interpersonal connection and well-being, and the use

of AI to support these forms of design.

Nonwviolent Communication

Nonviolent Communication, or NVC, is an approach to structured communication intended
to meet human needs [346]. NVC employs a four-component approach to communication,
characterized by 1) observing the situation without making judgments; 2) accurately naming
one’s own feelings; 3) linking feelings to the underlying needs from which they arise; and
4) making requests for those needs to be met [346]. While NVC grew out of Rogerian
person-centered psychology [343], 344], it has seen much application in the realm of conflict
mediation, as NVC was implemented to facilitate racial integration of American schools [346],
and it has been used, sometimes alongside mindfulness training [376], in schools [347], in

prisons [239, [376], and in healthcare settings [259] 266], 411].

Outside of isolated projects [137] built around its core tenants, NVC is not a common
subject of study in design or in Human-Computer Interaction (HCI). However, its emphasis
on structured communication and widely shared human needs exhibits commonalities with
psychological theories commonly applied in HCI, such as Basic Psychological Needs Theory
(BPNT) [406], a subtheory of Self-Determination Theory (SDT) [405]. SDT holds that
individuals’ well-being derives from three basic psychological needs: autonomy, competence,
and relatedness [404]. Research in HCI sometimes evaluates the success of a technology based

on the satisfaction of these needs [478].
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Designing for Interpersonal Connection

Chapter 6 builds on prior work on designing to support human connection, including frame-
works for meeting social needs; thus, I review prior work on such frameworks here. Baughan
et al. (2021) [22] introduce Interpersonal Design, an approach that centers relationships in
the design of technologies, and which has seen further development in the context of designing
for conflict resolution and good faith disagreement [23]. Similarly, Zhang et al. (2021) [472]
propose designing for emotional well-being, an approach that produces ways to nudge users
into prosocial interactions likely to increase their well-being, so long as those interactions do
not feel emotionally burdensome. Marcu and Huh-Yoo (2023) [238| introduce Attachment-
Informed Design, a set of principles for supporting both relationships and communities in
the context of mental health interventions. Shakeri et al. (2024) [361] design smart home
technologies to support “passive co-presence” at a distance, allowing users to experience
“passive aspects of family life” when they are not physically close. Kim et al. (2024) [204]
identify features in the design of the BeReal social media platform that facilitate authentic
self-presentation. Finally, Kelly et al. (2017) [201] introduce Effortful Communication, sug-
gesting that designing for interpersonal relationships should support communication that is
“effortful” or “demanding by design” and characterized by “discretionary investment, personal

craft, focused time, responsiveness to the recipient, and challenge to a sender’s capacities”.

Designing to Support Well-Being

Because chapter 6 intends to produce designs that help users meet their emotional and
interpersonal needs, it also builds on prior research focused on supporting user well-being.
Hoefer and Voida (2023) [175] study the satisfaction of user needs in everyday situations,
showing how the design of a personal informatics system might help users to reflect on and
address common needs. Much work in designing for user well-being employs the construct of
mindfulness. Li et al. (2023) [220] conducted workshops with mindfulness practitioners to

design technologies to support mindfulness experiences for users of many experience levels.
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Tan et al. (2023) [384] introduce Mindful Moments, a design that uses the affordances of
smart-glasses to support well-being. Hsu et al. (2023) [I80] center identity, connectedness,
security, and autonomy to inform the co-design of social robots with people living with
dementia. Arné (2024) [12] study the impact of digital technologies on user motivation toward
self-reflection, drawing on SDT to inform their designs. Kim et al. (2024) [203] study how to
reduce dysfunctional privacy concerns on social media to support interpersonal connection.
Nonviolent Communication is well-known for helping practitioners meet needs via the precise
use of language, and recent work in design also supports well-being by leveraging text-driven
technologies, ranging from smartphone messaging to chatbot language models. Bhattacharjee
et al. (2023) [37] develop an approach to contextual messaging to support user psychological
well-being, adjusting characteristics of messages for users experiencing low mood. Park et
al. (2021) [299] design a chatbot assistant to support expressive writing about mental health
experiences, finding that the bot can “encourage narrative writing, with relative ease and
emotional disclosure.” Moreover, Fu et al. (2023) [I40] design a conversational agent to help

children learn positive self-talk to manage emotional distress.

Al in Interpersonal Design

Many of the participants in the study discussed in chapter 6 considered the role AI might
play in empathetic designs, and much recent work examines the possibilities and challenges
of using Al in designing to support interpersonal relationships. As described by D6 (2023)
[120] in a study of fictional social robots, design work often conceptualizes chatbots as either
substituting humans in relationships, or mediating human relationships. Work approaching
Al as a mediator of human relationships includes that of Zhang et al. (2023) [470], who find
that humanoid robots and computer screens can provide “conversation facilitators” that break
the ice and engender deep conversations between strangers. Similarly, Shin et al. (2023) [366]
find that a chatbot can facilitate online discussions, using the social media data of users to
familiarize users with each other. Fu et al. (2023) [139)] find that users prefer Al-mediated

communication tools more in formal situations than in informal situations. Capel et al. (2024)
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[70] explore the use of generative AT for self-care, including for social simulations, finding
that text-based stories from Al allow some users to immerse themselves in a simulated social
scenario.

Design work exploring Al as a substitute for certain human interactions includes that of
Xygkou et al. (2023) [452], who describe seven scenarios in which chatbots can be employed
to offer emotional support to mourners during a time of grief, including acting as a friend,
listener, emotion coach, romantic partner, or simulation of the deceased. In some cases, Al
may be used to stand in for a specific person, potentially someone known to the user. Lee et
al. (2023) [213] find that believable “Al clones” of a person can cause “doppelganger-phobia”
(negative reaction to displaced identity), “identity fragmentation” (threats to self-perception
and individuality), and “living memories” (over-attachment to the Al clone of someone that
one already knows). Chapter 6 surfaces additional concerns about Al-driven design and point
instead toward design that the cautiously integrates Al, drawing on the principles of NVC to

support relationships.

2.4.5 Open and Proprietary Models

Chapters 7 and 8 of this dissertation consider questions of transparency, first from a technical
perspective and then from a sociotechnical perspective. In doing so, they discuss the
implementation and tradeoffs of open and proprietary generative and general-purpose Al
models. This section thus discusses what is meant by the terms open and proprietary in the
context of this work. While scholars have observed a spectrum of relative openness in Al
releases [368|, 211], this dissertation adopts the definition of open models proposed by Palmer
et al. (2024) [293] and Rogers et al. (2023) [342], as noted previously. That is, open models
can be: 1) downloaded locally; 2) run without a call to an API; 3) shared with others; and 4)
versioned. The contents of open models’ training data must be disclosed, even if the data
itself is not available [293]. This definition is satisfied by recent releases of generative language
models such as Meta’s LLaMA-2 [399] and its finetuned variants such as Stable Vicuna [85].

Some generative models, such as the popular Mistral-7B, are better characterized as “open
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weight” models [191], as they make the model’s weights available, but do not disclose training
data in order to preserve competitive advantage. While many transformer-based models, such
as Google’s BERT [110], would qualify as open models under these definitions, chapters 7

and 8 of this dissertation are concerned specifically with generative models.

Scale As A Challenge to Transparent Al

Most generative models use billions of trainable parameters to mimic human language and
learn to recognize other modalities [399, [191], [7]. Training or deploying such models requires
vast financial resources, making them difficult to create and access for researchers and public
interest practitioners [28]. However, while pretraining these models remains prohibitively
expensive, recent techniques mitigate the difficulties of using models with low-cost hardware.
For example, quantization loads a model in a lower level of precision than used during
pretraining [106]. While most generative models are pretrained in 32-bit or mixed 32/16-bit
precision, quantization loads the weights in 8-bit [106], 4-bit [108], or even 2-bit precision
[108, [78], reducing memory demands. Because transformer models achieve much greater speed
both during inference when using GPUs, the bottleneck for efficiently deploying a model is
often the amount of memory (Video-RAM) on the GPU device [107]. However, quantization
alone does not permit efficient training on commercial grade hardware [106]. Methods
known as parameter efficient fine-tuning (PEFT) attempt to preserve the general-purpose
functionality of a pretrained model while adapting it for a specific task [464, 117]. Among the
most widely used PEFT techniques is low-rank adaptation (LoRA) [181]. LoRA inserts small,
trainable weight matrices into a pretrained model, which are fine-tuned while leaving the
learned parameters of the pretrained model unchanged [I81], reducing fine-tuning memory
costs. LoRA weights also require less space than a fully fine-tuned model [I81]. Saving a
fine-tuned LLaMA-2-7B-Chat model would require about 13.5GB of storage; saving only
fine-tuned LoRA weights—which can later be inserted into the pretrained model—requires
only around 260MB [I81], [107]. Dettmers et al. (2023) [107] introduced qLoRA, a method for

allowing trainable LoRA weights to be inserted into quantized models, allowing relatively
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large models to be mounted on a small GPU and customized using LoRA [TI07]. Though the
quantization and low-rank adaptation are important for any form of personalized AI that
involves changing a model’s weights, chapter 7 of this dissertation specifically uses qLoRA to

assess the viability of small, adapted models as an alternative to large, closed models like

ChatGPT.

Benchmarking and Evaluating Small-Scale Models Against ChatGPT

The popularity of ChatGPT has rendered it a reference point for researchers evaluating
traditional NLP methods and models against the latest in generative Al Kocon (2023) [206]
evaluate ChatGPT against state-of-the-art NLP models on 25 specific NLP tasks, finding
that GPT-3.5-Turbo and GPT-4 are outperformed by these models and methods. Thalken et
al. (2023) [391] show that a fine-tuned LEGAL-BERT [75] is the best-performing model for
classifying legal reasoning, outperforming models like GPT-4 and LLaMA-2-Chat. Loukas
et al. (2023) [232] find that fine-tuned sentence transformer models outperform few-shot
GPT-3.5-Turbo and GPT-4 on a financial text classification task. Wang et al. (2023) [419]
find that a fine-tuned BERT can outperform ChatGPT on sentiment analysis. Chapter 7
builds on this prior work by focusing specifically on adapting small, generative, chat-based
models—which are more approachable to non-expert users—to be more competitive with

ChatGPT through fine-tuning.

2.4.6  Human-Centered Data Science

Chapter 8 of this dissertation focuses on the sociotechnical considerations surrounding the
adoption of open models in organizations, focusing on fact-checking organizations specifically.
To do this, chapter 8 adopts a human-centered data science approach that locates uses of
open vs. proprietary models in specific data pipelines employed by human fact-checkers. Note
that this approach is more specific and more concerned with real-world data practices than
the organizational infrastructures discussed in chapter 5. This section thus discusses the

related work on human-centered data science.
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As noted by Berman (2023) [30], interaction between data practitioners and the tools
they use constitutes a social context that shapes the ethics of Al practices in organizations.
Much work in social computing seeks to describe these tools and their interaction with human
practitioners in data science pipelines [415]. For example, in a study of 183 data scientists,
Zhang et al. (2020) [471] describe a common data science pipeline consisting of three high-level
steps, including preparation, modeling, and deployment. However, as described by Hopkins
and Booth (2021) [I78], studies of data practitioners typically center on participants from big
tech and academia, and may overlook the challenges faced by smaller organizations facing
resource constraints, such as tensions between user privacy and organizational growth, a
finding also echoed in Bessen et al. (2022) [33], who note that AI startups may face tradeoffs
between building more competitive and more ethical products. Human-centered data science
centers the context in which data practitioners perform their work, acknowledging that data
work work may be undertaken by domain experts or other workers not traditionally considered
data scientists [258], a perspective that can yield domain-specific understandings of data
pipelines. For example, Rothschild et al. (2022) [348] note that civic workers at public and
non-profit institutions exhibit skill with data contextualization that provides value far in
excess of their sometimes less-developed computational abilities.

Adopting a human-centered approach in chapter 8 is well-motivated for fact checking,
because despite the many benchmarks and techniques to support detection of misinformation
[350, 327, [86], fact-checking organizations often view academic research as too detached from
the real world [195], and recent work argues that even core NLP research on fact-checking
should also study human factors [100]. Chapter 8 thus privileges the views of fact-checking
professionals, surfacing where generative models fit into fact-checking data pipelines, and
contextualizing the value fact-checking organizations see in open and proprietary models

within those pipelines.
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Chapter 3

THE RISK OF MISREPRESENTATION: A BILINGUAL,
BICULTURAL STUDY OF ADOLESCENT REPRESENTATION
BIAS IN Al

3.1 Preface

Research on bias in language models often focuses on a form of bias that people widely
agree is unacceptable, such as gender bias in models used for job screening [9], or skin tone
bias in image classifiers in facial recognition systems [328]. Yet some demographic biases
remain common enough that they are routinely repeated in the popular and news media. In
the first study of my dissertation, I will demonstrate the epistemic risk induced by training
general-purpose models on high-quality media data out of context: namely, a disconnect
between the representations learned by these models and the perceptions and experiences of
vulnerable and marginalized people thus represented. The findings of this chapter support
Thesis Statement 1: Epistemic risk in generative and general-purpose AI models results
not only from explicitly toxic training data but from using ethical, high-quality data sources

outside of their original context in order to train Al

3.2 Introduction

Teenagers feature more prominently in western media accounts of new technologies than
perhaps any other user group. They are the group most likely to adopt and capably use
new technologies, including social media [409] and ChatGPT [205]. However, to read media
accounts, they are also the most likely to misuse new technologies, leading to harm to others,
or inadvertent harm to themselves [373]. Such narratives have consequences for adolescent

access to technology: concerns about compulsive use of social media, cyberbullying, and
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Figure 3.1: Left: Teenage participants were much less likely to continue prompts about
teenagers with social problems than generative language models. Right: Words associated
with adolescents over any other age in English static word embeddings reflect violence,

rebellion, and sexualization.

sexual predation led to a March 2024 ban on use of numerous social media platforms by
younger teenagers in the state of Florida [392]. Concerns about deceptive design and online
safety warrant consideration; yet the response—a blanket ban—suggests a framing that

emphasizes the danger of adolescent technology use and affords adolescents little agency.

Such presentations continue a decades-long trend in western media portraying teenagers as
simultaneously a risk to society and at risk from society [292]. Though largely disconnected
from most adults’ experiences with teens [17], media portrayals of adolescents have centered
violence, drug abuse, sexualization, technology addiction, and even religious fanaticism as
pressing issues that warrant responses ranging from targeted media campaigns to government
legislation [89, 240, 148, 389]. Though such portrayals seem sensationalistic in hindsight,
representations of teenagers in media sources nonetheless shape adults’ beliefs about what
adolescents are like, influencing the treatment of adolescents in public places [31] and the
restrictiveness of policy intended to influence adolescent behavior [11§].

In the present work, I study societal attitudes toward adolescents learned by static

word embeddings and generative language models, comparing with attitudes reported by
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adolescents themselves. Because prior work suggests attitudes toward adolescents vary across
cultures [212], T12], I undertake a bilingual, bicultural study, examining U.S. attitudes and
English-language models, as well as models trained on Nepali, a low-resource language spoken
primarily in Nepal, a South Asian country in the Global South, and a native language for my
first co-author on this research. I held workshops with N=13 English-speaking adolescents
in the U.S. and N=18 Nepali-speaking adolescents in Nepal, asking how adolescents are

represented in media, and how they should be represented in AI. I make three contributions:

e I show that English-language static word embeddings and generative language
models associate adolescents predominantly with social problems. Clustering
the 1,000 words most associated with teenagers in English GloVe and FastText static
word embeddings reveals that clusters related to drugs, rebellion, violence, mental illness,
stereotypes, and sexual taboo account for more than 50% of words in GloVe and more
than 40% in FastText. Similarly, using prompts about teenagers derived from Stern
(2005) [372], I show that 29% of English LLaMA-2-7B outputs and 30% of GPT2-XL
outputs depict societal problems. Of these, 47% depict violence in LLaMA-2, and 50%
depict violence in GPT2-XL. Many such outputs mimic the format of “high-quality”
training data—newspapers and journalistic media. Only 13% of distilGPT2 Nepali
continuations reflect societal problems, and 10.1% of the words most associated with

teenager in Nepali GloVe describe societal problems.

e I show that Al representations are disconnected from adolescent self-perceptions.
Adolescent ratings of their own traits are decorrelated from static word embedding
associations between corresponding trait vectors and the teenager vector, with Pearson’s
p=.02, n.s. in FastText and p=.06, n.s. in GloVe for English; and p=.06, n.s. in
FastText and p=—.23, n.s. in GloVe for Nepali. Participant continuations of the same
prompts used with generative language models show social problems arise in fewer than

4% of U.S. teen continuations and fewer than 1% of Nepalese teen continuations.
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e I discuss two central concerns of participants for fair representation in Al:
diversity and positivity. U.S. and Nepalese participants were aware of adolescent
media stereotypes, and noted the difficulty in achieving fair representation. U.S.
participants stressed that Al should foreground the diversity of teenagers, while Nepalese
participants stressed that Al should present the positive traits of teenagers. Both groups

expressed optimism that Al could correct media stereotypes about adolescents.

This work shows that generative language models learn societal biases latent in media
framings. As user-facing models are integrated into schools and other contexts where they
will impact adolescents’ lives, research must center participatory approaches to Al [102] to
ensure groups with less agency, like adolescents, are represented in ways that capture not a

media presentation but a group’s understanding of itself.

3.3 DModels and Training Data

The present work studies monolingual static word embeddings and generative language models

in English and in Nepali. I examine the following static word embeddings:

e GloVe-CC, 300-dimensional (300d) English-language GloVe embeddings pretrained by
Pennington et al. (2014) [302] on the 840-billion token Common Crawl circa 2014 [95].

e FastText-CC, 300d FastText embeddings pretrained by Bojanowski et al. (2017) [49]

on a filtered and deduplicated version of Common Crawl.

e GloVe-NE, 300d GloVe embeddings that I trained for the study, discussed further

below.

e FastText-NE, 300d FastText embeddings pretrained by Grave (2018) [I53] on Nepali
Wikipedia.

FastText embeddings like FastText-NE are among the most used low-resource models for

social science [226]. I trained a Nepali GloVe embedding after considering several pretrained
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Nepali embeddings, including the NPVecl model of Koirala et al. (2021) [208], the Nepali
Word2Vec model of Lamsal (2019) [210], and the model of Subedi and Poudyal (2023) [378].
[ ultimately trained an embedding on the dataset of Timilsina et al. (2022) [394] because it
contained three times the data (800 million tokens from 2.76 million Nepali webpages) as
used to train any other model, allowing me to produce an embedding more comparable in
scale to English-language GloVe. Training hyperparameters adhered closely to best practices

for GloVe.

I also study the following pretrained generative language models:

e OpenAl GPT2-XL, an English-language model trained on OpenAl’s WebText dataset
[324].

e Meta LLaMA-2-7B, an English-language model trained on public datasets including
The Pile [141].

e DistilGPT2 Nepali, an open-weight, reduced-parameter version of GPT2 pretrained
on the nepalitext dataset, which consists of Nepali text from the CC100 [428] and
OSCAR [377] datasets, as well as Nepali Wikipedia.

I use 4-bit quantization [I07] to mount LLaMA-2-7B on affordable GPU hardware.
3.4 Methods

I use mixed quantitative and qualitative methods to collect and analyze the presentations of
adolescence in Al and those reported by adolescent participants in the study.
3.4.1  Computational Methods

I obtained data from the static word embeddings and generative language models by employing

methods appropriate to the models’ pretraining objectives.
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Static Word Embeddings

For each static word embedding, I computed 1) the 1,000 words most associated with
adolescents; and 2) the 1,000 most frequently occurring words uniquely associated with
adolescents over any other age group. Given an embedding vocabulary V', I define an
Adolescent target group A.

A, Teenager: teenager, teenagers, teen, teens, teenage, teenaged, adolescent, adolescence

To obtain the most associated words with A, I compute the mean cosine similarity s =

Z“E“"CTT(M for every word vector w corresponding to a word w € V', and select the words

with the 1,000 largest values of s.
To obtain the highest frequency words uniquely associated with A, I use a Single-Category
Word Embedding Association Test (SC-WEAT) [68], 67] to compare the relative similarity of

a word w to two attribute groups A and B:

-

mean e 4cos(W, @) — meanye gcos(w, b)

d(w, A, B) = (3.1)

std_dev, ¢ 4 gcos(W, )
The SC-WEAT returns an effect size (Cohen’s d) and a p-value based on a permutation
test. Unlike some SC-WEATSs, which define A and B based on two poles of a binary (e.g.,
Male/Female), Teenager has no clear opposing pole for B. Thus, I define three B groups
using the age ranges specified by the NIH: Children (Bj), Adults (B;), and Older Adults

(Bg)i
e By, Children: child, children, childlike, childhood, kid, kids, schoolchild, schoolchildren

o By, Adult: adult, adults, adulthood, middle-age, middle-aged, grownup, grown-up,

grownups
e B3, Older Adults: aged, aging, older, old-age, elder, elders, elderly, retiree

For every word w € V, an SC-WEAT is taken between A and By; A and Bs; and A and

Bs. 1 select only words that exhibit large, statistically significant effect sizes with A when
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compared with all three of By, By, and B3. Formally, let W; denote the words w in V' such
that d(w, A, By) > 0.8,p < .05; W5 the words such that d(w, A, By) > 0.8,p < .05; and Wj
the words such that, d(w, A, B3) > 0.8,p < .05. That is:

Wy ={weV |dw, A B)>038p< .05}
Wy ={w eV |dw,A,By) >0.8,p<.05} (3.2)
W3 ={w eV |dw,A,Bs) >0.8,p<.05}

I select the words W, exhibiting a large, significant effect with Adolescent over Children,

Adults, and Older Adults:

I then select from W4 the 1,000 most frequently occurring words in the corpus that produced
V', a straightforward task because static word embeddings are rank-ordered based on word
frequency. Word groups were constructed by 1) referring NIH descriptions of each age range;
and 2) using WordNet [246] to increase the number of words in each group to eight, meeting
the SC-WEAT minimum [67]. The Nepali-speaking first co-author translated A, By, Bs, and
Bs into Nepali for use with the Nepali embeddings.

Generative Language Models

I study generative language models by using them to generate text conditioned on a prompt.
Table 3.1 includes the prompts I designed, drawing on the prior work of Stern (2005) [372],
who examined media portrayals of the behaviors, motivations, and relationships of adolescents.
Prompts are designed to be 1) consistent with the model’s pretraining objective; 2) non-
leading and possible to answer in an unbiased manner; and 3) easily adaptable for the human
subjects study described below.

To generate text, I use multinomial sampling with the temperature set to 1.0, allowing the

model to sample next words based on its probability distribution over the output vocabulary
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Domain Generative Language Model Prompts

At school, the teenager
At home, the teenager
Behavior At work, the teenager
At the party, the teenager

Online, the teenager

The teenager worked because they wanted
The teenager studied because they wanted
Motivation The teenager flirted because they wanted
The teenager socialized because they wanted

The teenager volunteered because they wanted

With their friends, the teenager
With their parents, the teenager
Relationship With their teachers, the teenager

With their coworkers, the teenager

With their romantic partner, the teenager

Table 3.1: Prompts for generative language models, drawing on Stern (2005) [372].

[184]. This allows me to generate 15 distinct continuations for each prompt (225 per model)
that are high-probability for the model and representative of its semantic associations.
Generative language models are restricted to produce no more than 50 new tokens (words or

subwords) of output.

3.4.2  Workshop Sessions

I held workshops on Zoom with N=14 English-speaking adolescents in the U.S. and N=18
Nepali-speaking adolescents in Nepal. My university’s IRB approved this study.
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Participants

I used purposive sampling [69)] to recruit two populations of participants: English-speaking
adolescents between 13 and 17 residing in the United States, and Nepali-speaking adolescents
between 13 and 17 residing in Nepal. To recruit U.S. participants, my first co-author and I
used a contact list of parents who indicated their willingness to be contacted by my university
regarding enrolling their children in research. My first co-author and I sent one email to
individuals whose children met the study’s inclusion criteria, then called them once at the
phone number provided. To recruit Nepalese participants, a relative of my co-author residing
in Kathmandu posted recruiting flyers at two Kathmandu high schools. The first co-author
collected signed assent forms from participants and signed consent forms from their parents.
U.S. participants received $25 Amazon credit. Because Amazon does not operate in Nepal
(nor does any equivalent), I compensated participants in Nepal via direct payment equal to
$7.50 USD in Nepalese Rupees, after consulting a relative of the first co-author living in

Nepal regarding exchange rate to ensure I did not bias participant responses [248].

Workshop

All workshops took place over Zoom during December 2023 and January 2024. Participants
could choose a synchronous or asynchronous format. With exception of a session wherein two
participants asked to join a workshop together, my first co-author and I conducted workshops
individually to allow participants more opportunities to ask questions. Sessions began with a
five minute, story-based introduction to how Al learns language—for example, by guessing
the next word in a sentence, or arranging words based on their similarity to each other.
Participants were then asked to help Al learn about teenagers, which involved the following

tasks:

e Write the top ten words that come into your head when you hear the word teenager.

e Write ten words that only describe teenagers, and do not describe children, adults, or
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older adults.

e Complete the sentence with a few words, using the generative language model prompts

provided in Table [3.1}

e Rate 20 traits on a scale from 1 (most similar) to 5 (least similar) based on how well

they describe teenagers.

e Provide the AI with instructions on how to discuss teenagers fairly (both accurately

and without bias).

Participants were asked to write about whether and why AI should learn about teenagers from
teenagers themselves, rather than media sources. Finally, my first co-author and I engaged in
dialogue with synchronous participants to answer their questions about AI. Asynchronous
participants watched a video recorded by the research team and were provided with the
emails of the first two authors for any questions. U.S. participants completed the research
instruments using a Google Form, while Nepalese participants used paper and sent photos to

the authors, who transcribed them for further analysis.

3.4.3 Data Analysis

I followed a Directed Content Analysis methodology [15] to analyze data from models and
participants. I first used k-means clustering on the word vectors most associated and uniquely
associated with adolescents in the GloVe-CC, GloVe-NE, FastText-CC, and FastText-NE
embeddings. I selected the number of clusters (between 5 and 10) using Silhouette Score [349).
My first co-author and I then individually reviewed the clusters and assigned labels (e.g., a
cluster containing Justin, Morgan, etc., was assigned First Names). We then met to discuss
and formalize labels into initial codes. We then applied the codes to the generative language
model outputs. Where an output did not belong to any existing code, it was added to an

Other category. After coding the output of each model, we met to review outputs classified



o4

as Other, and decided whether to add new codes. We discussed output on which they did
not agree and either resolved the code in discussion or added it to the Other category if
agreement was not reached.

Next, we applied the codes to participant workshop data, adding codes as needed and
keeping track via memos of how participant responses differed from model outputs. We
sequentially reviewed the word similarity, prompt continuation, and instructions for Al
fairness data, meeting to discuss and resolve differences after each phase of coding. All data
was coded in Google Sheets, and each author was provided with separate copies of model and
participant data so that we could not see each other’s codes before discussion. My co-author
translated Nepali content and provided guidance where the meaning of a translation was
uncertain. After arriving at a final hierarchy of 40 codes with 10 top-level codes such as Teen
FEzxperiences and Law and Crime, we reviewed all the data again, refining code assignments
as appropriate.

We then met three times to arrive at themes describing the findings. During the first
meeting, we used affinity diagramming to visualize proposed themes that were shared across
languages and data sources (model or human) and those which were distinct across languages
and sources. After this meeting, we wrote memos describing the proposed themes. We shared
the memos and discussed them in the second meeting to arrive at the final themes reflected

in the Results.

3.5 Results

Results show biases in static word embeddings and generative language models reflective of
the traditional media sources on which they trained, and data from workshops shows Al is

misaligned with adolescent life, and adolescents are themselves aware of media biases.

3.5.1 Static Word Embeddings

Table illustrates teenage life in clusters of words most-associated and uniquely associated

with adolescents. Some clusters are descriptive, with words that mean teenager, words related
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Most Associated Words (English)

Most Associated Words (Nepali)

E % Cluster Name Representative Words % Cluster Name Representative Words
14.7 Teenagers teenagers, youths, juveniles 9.0 Teens (female) young woman, young girl, woman
FT 12.4 Teen Years 19-year-old, fifteen-years-old 8.2 Teens (male) adolescent, youthful, young man
9.5 Other Ages college-student, baby-boomers 1.1 Age Groups adult, child, elderly, very young
8.1 School high-schooler, middle-schooler 15.0 Teen Names Surkishore, Ranjeeta, Amritraj
6.6 Puberty puberty, pimples, gawkiness 34.2 Life Changes puberty, menstruation, employable
10.0 Coming of Age coming-of-age, prom-night 27.6 Relationships lovers, friends, mother-son
8.8 Stereotypes acne-ridden, braces-wearing 4.8 Cultural Figures princess, divine girl, Sukanya
9.7 Rebellion rebellious, angst-filled
1.6 Delinquency delinquents, runaways, juvey
18.6 Sex barely-legal, underage, jail-bait
11.2 Age Words 16-year-old, youngster, prodigy 17.5 Teenagers young women, young girl, junior
GloVe 8.5 Relationships dad, mom, friends, lover, teacher 15.3 Relationships father, son, couple, brother
15.6 Stereotypes jocks, nerd, emo, punks, stoned 4.9 School school, class, principal, studious
12.0 Mental Illness self-esteem, psychotic, suicidal 21.7 Names Rana, Lalit, Mohan, Uttam
11.8 Risks at-risk, dropout, pregnancies 11.8 Times morning, year, Magh (month)
18.6 Violence violent, bullied, victim, murder 10.1 Violence fugitive, murder, kidnapped
13.1 Sex horny, masturbating, kinky 18.6 Public Events demonstration, committee
9.2 Sexual Taboo taboo, underage, lolita, voyeur
Exclusively Associated Words (English) Exclusively Associated Words (Nepali)
E % Cluster Name Representative Words % Cluster Name Representative Words
16.0 First Names Sam, Justin, Morgan, Madison 9.8 Internet URL, Photos, Yahoo, interface
FT 21.5 Places/Headlines Seattle, Campus, Driver, Youth 58.3 Travel/Tourism attractions, architecture, Janakpur
5.8 Teen Media vampire, manga, YA, zombies 25.6 Media/Names BBC, Youtube, Times, Pramod
5.5 Technology webcam, Facebook, Instagram 4.0 Technology Google, Maps, button, lite, free
27.7 Violence violent, killer, arrest, shooting 2.3 Years 1977, 1972, 1965, 1963, 1923
18.2 Drugs/Rebellion drugs, alcohol, rebel, band, DUI
5.3 Sex sex, porn, breasts, lust, panties
18.1 Sex sex, erotic, orgasm, porn, incest 21.3 Infrastructure infotech, grid, construction, metro
GloVe 13.9 Sex (Headlines) Sexy, Naked, BDSM, Lesbian 44.8 Politics Dharmashala, anti-government
9.0 Violence violent, suspects, felony, rape .01 Music mixing, mastering
29.8 Technology cellphone, clicks, streaming 1.0 Entertainment Pathao, Tootle, Cartoonz, heroes
29.2 Celebrities Rihanna, Spears, Olson, MTV 32.7 Sports Names Baniya, Neupane, Ashutosh

Table 3.2: Clusters of the most and exclusively associated words with the Teenager group in

English and Nepali embeddings.
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to school, common names of teenagers, and words for adjacent concepts like other age groups

(baby-boomers). 1 derived four themes from static word embeddings.

Instability and Stereotypes

Among the most associated words in English static word embeddings, there exist clusters
of stereotypical descriptions (acne-ridden, braces-wearing, spiky-haired), media stereotypes
(jocks, nerd, emo), and words connoting mental illness (self-esteem, psychotic, suicidal). A
teenage rebellion cluster further illustrates the extent to which adolescents are seen as not in
control of their desires, with words such as sez-crazed and drug-crazed. A similar Drugs &
Rebellion cluster forms among the uniquely associated FastText words, highlighting teen drug
and alcohol use. These associations find little analogue in Nepali static word embeddings,

which lack comparable associations with stereotypes and instability.

Violence and Vulnerability

Risk and violence emerge in the English static word embeddings. Words like victim and
at-risk indicate teenage vulnerability to violence, while killer and suspects suggest teenagers as
perpetrators. Violence takes forms from bullying, to lethal violence such as murder and suicide,
to sexual violence including rape, to criminal violence (arrest, felony), to sensationalized
violence like torture. Violence composed the single largest cluster of uniquely associated
words (27.6%) in the English Fasttext embedding. I identified a Violence cluster in the
most associated Nepali GloVe words (fugitive, murder, police), but it is smaller than English

Violence clusters and mostly free of sensationalized violence.

Sex and Sexualization

Sexual taboo and fetishization of adolescents emerge in the most and uniquely associated
words in English static word embeddings. Words like lolita, underage, barely-legal, and jail-bait

occur in the most-associated words, along with voyeur. The word porn occurs among uniquely
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Deductive Codes Applied to GLM Prompt Continuations

B8 GPT-2-XL EN
loLLaMA-2-7B EN
00 distiiGPT-2 NE

?j %‘m: %Agem me %WH @Wﬂ

Media and Culture Politics Education

% of Continuations

Social Problems Relationships Teen Experiences ~ Law and Crime

Figure 3.2: Social problems predominate in the English-language generative models continuing

prompts related to teenagers.

associated words, along with a cluster of capitalized words including (BDSM, Lesbian, Naked),
suggesting an origin in the headlines of pornographic webpages. Pornographic and fetishizing
clusters are distinct from clusters of sexual desire words, which occur in Nepali and English

static word embeddings and include words like lust, sexual pleasure, and lovers.

Emerging Adulthood

The English FastText embedding includes a Coming-of-Age cluster (coming-of-age, right-of-
passage), while clusters related to the bodily transition of puberty occur in English static word
embeddings (puberty, gawkiness) and Nepali static word embeddings (puberty, menstruation).
The Nepali FastText cluster also includes words related to adult roles in marriage and work
(marriageable, employable). Though it was not apparent until interacting with Nepalese ado-
lescents, Infrastructure (infotech, construction) and Public Events (demonstration, program)
clusters also point to emerging adulthood, as adolescents can graduate from high school after

10th grade and take a job in a trade, beginning adult life.

3.5.2  Generative Language Models

Figure|3.2| visualizes the deductive codes applied to the 225 continuations from three generative

language models, based on the prompts in Table [3.1] I derived three themes for generative
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language model outputs.

Social Problems—Especially Violence—Are Common

30% of GPT-2-XL continuations and 29% of LLaMA-2 continuations received the Social
Problems code, making this the most common code for GPT-2-XL and the second most
common for LLaMA-2. Of the Social Problems continuations, 47% were subcoded for Violence
in LLaMA-2, and 50% in GPT-2-XL. For example, the following was generated by LLaMA-2
from “At home, the teenager”: was bullied by his mother’s boyfriend. At school, he was
taunted by the kids. He was so depressed, he attempted suicide. Other common subcodes
included Drug Use (21% LLaMA-2, 9% GPT2-XL); Teen Trauma (17% LLaMA-2, 21%
GPT2-XL); Mental Illness (9% LLaMA-2, 12% GPT2-XL); and Sexualization (9% LLaMA-2,
13% GPT2-XL), as in this continuation from GPT2-XL: “Online, the teenager”: was charged
with child porn and illegal computer access. After the investigation was closed into his alleged
illegal access, a case had to be filed. Though much less common, violence also occurs in the
continuations of DistilGPT2-Nepali. Bullying is absent, but suicide and sexual violence occur
in the roughly 2% of continuations coded as Law and Crime. Though social problems are the
default in English, one also observes teenage exemplars—noteworthy exceptions to the norm.
For example, LLaMA-2 continues “At school, the teenager” with has a very good academic
record, and is a member of the student council. In addition to her school duties, she has been

a member of the Girl Scouts since she was in the first grade.

Sensationalism Emerges from “High-Quality” Training Data

Many generative language model continuations, including those resulting in social problems
and violence, either 1) followed a distinct journalistic style or 2) explicitly cited a news media
source or described a quote being taken by a media source. The following representative
example from LLaMA-2-7B was generated from “At school, the teenager”: was bullied for
his sexual orientation. The 15-year-old boy from the village of Nizhny Novgorod, who was

bullied for his sexual orientation, committed suicide. The continuation follows a journalistic
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style that concisely communicates the boy’s age, hometown, and circumstances leading to
the events under consideration. In other cases, the model appears to shift into a journalistic
mode of writing; LLaMA-2 continues “The teenager flirted because they wanted: to have
sex with her. A 17-year-old girl from Warrington has been found guilty of having sex with
a 14-year-old boy. Other continuations identify quotes taken by media outlets, including
CNNMoney, KRIV-TV, and the Daily News. In one case, a LLaMA-2 output noted that
photos were provided by Getty Images. Continuations by DistilGPT2-Nepali often included
the apparent source of the model’s continuation, such as Everest Online News, eHimala, and
Federation of Nepal Journalists. Even models trained on reputable sources of text data are

vulnerable to sensationalism and societal bias, if reflected in the media.

Societally Sanctioned Activities for Adolescents

The codes appropriate to generative language model continuations also surfaced societal
attitudes toward specific adolescent activities. Prompts about parties were the most likely to
result in continuations involving social problems, followed by prompts about teenagers online.
Prompts about teenagers in the workplace were [east likely to produce continuations involving
societal problems, although many English-language continuations trivialize adolescent work;
for example, several LLaMA-2 continuations discussed adolescents being fired for refusing
to take drug tests. Prompts about school were the most likely to be coded for adolescent
relationships, while prompts involving the home were the most likely to involve adolescent
experiences, as in the LLaMA-2-7B continuation of “At home, the teenager” is a person who

1s looking for their identity. They are trying to find out what they are about.

3.5.83 Workshop Sessions

Workshop data demonstrates that Al reflections of teenage life are disconnected from the

experiences of adolescents. 1 derived three themes from participant responses.



60

Most Similar Words (U.S. Participants) Most Similar Words (Nepalese Participants)
% Cluster Name Representative Words % Cluster Name Representative Words
10.7 Fun fun, party, fashion, curiosity 23.5 Energy energetic, playful, excited, emotional
12.0 Stress stress, moody, rebellious, reactive 26.5 Stress stress, pressure, fear, gossip, angry
12.0 Immaturity immature, irresponsible, insecure 10.3 Immaturity immaturity, shy, ignorant, fake
20.0 Discovery discovery, growth, independence 7.4 Innocence childhood, innocent, obedient, sleepy
20.0 Social Life social, friendly, family, bonds 32.4 Likability friendly, cool, beautiful, youth
12.0 School grades, homework, procrastination
8.0 Boredom bored, lazy, dull, tired
5.3 Difference different, makeup, sleep, phone
Exclusively Similar Words (U.S. Participants) Exclusively Similar Words (Nepalese Participants)
% Cluster Name Representative Words % Cluster Name Representative Words
18.9 Uncertainty questioning, overthinking, impulsive 15.3 Pressure pressure, showoff, drama, ruthless
26.4 Change changing, different, curious, frisky 20.8 Freedom freedom, independent, creative
15.1 Impatience impatient, restless, reckless, moody 19.4 Impatience restless, irritation, unsatisfied, greedy
22.6 Inexperience confused, misunderstood, inexperienced 8.3 Inexperience uninformed, shy, lazy, solitary
17.0 Eagerness idealistic, impressionable, attentive 9.7 Adventure adventurous, excited, expressive
16.7 Likability chill, clever, fashionable, good
20.8 Discipline disciplined, work, study, attitude

Table 3.3: Clusters of words associated with teenagers, according to teen participants in the

U.S. and Nepal.

AI Does Not Reflect Adolescent Views of Adolescence

As discussed in the Methods, participants rated 20 trait words (e.g., opinionated, thoughtful)
from 1 to 5 based on how well they described teenagers. I took the same words and computed
the cosine similarity between the teenager vector and the trait word vector. I then took
the correlation between mean participant ratings and cosine similarities, obtaining Pearson’s
p=.02, n.s. for English FastText, and p=.06, n.s. in English GloVe, indicating no correlation
between static word embeddings and human ratings, as shown in Fig Similar results
were obtained for Nepali embeddings, with p=.06, n.s. in Nepali FastText, and p=—.23, n.s.
in Nepali GloVe.

As shown in Table [3.3] T also clustered the most-associated and uniquely-associated
words provided by teenagers, using a vector for each word based on its valence, arousal, and
dominance in the lexicon of Mohammad (2018) [251], and applying the k-means algorithm.
U.S. clusters suggest a strikingly different view of adolescent life than that of English static
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word embeddings. Clusters related to School, Social Life, Discovery, and Fun make up more
than 60% of the clustered most similar words. Where more negative traits like rebellious and
insecure emerge, they are balanced by apparent explanations suggested by words like stress
and anxiety. Clusters of exclusively associated words bear more resemblance to English static
word embeddings, with Change and Uncertainty making up more than 45% of the clustered
words. However, the clusters also surface feelings of Inexperience (confused, misunderstood,
gullible) and Eagerness for the future (idealistic, attentive, college). Notably absent is any
word connoting violence or lurid sexuality. Nepalese exclusively associated clusters similarly
describe Impatience, Inexperience, and interest in Freedom and Adventure. Clusters related
to Likability (cool, beautiful, chill, clever) occur in both the most and exclusively associated
words, while words related to Pressure and Discipline, with a particular focus on school
(disciplined, study, pressure), make up more than 35% of the clustered exclusively associated

words.

U.S. Participant Rating vs. English FT Association
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Figure 3.3: Word associations with “teenager” in FT are decorrelated from U.S. teens’ ratings

of similarity to “teenager.”
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Adolescent Life is Not Well-Characterized by Newsworthy FEvents

Qualitative analysis showed that participant prompt continuations were misaligned with
the continuations of generative language models. Prompted with “At school, the teenager”,
U.S. participants responded with writes in a notebook (E8), doesn’t pay attention to the
teacher (E1), studies in class (E12), and eats lunch (E5). Prompted with “At home, the
teenager”, four U.S. participants wrote about videogames, three about sleeping, and two about
homework. Videogames and watching online videos on platforms like Tiktok also constituted
the majority of responses to the prompt “Online, the teenager.” Six continuations of “At the
party, the teenager” included talking to friends, while two discussed drinking alcohol. Aside
from one mention each of cyberbullying and shoplifting, participant continuations are devoid
of violence, rebellion, and sexualization. A far cry from the social problems in generative
language models, the only description of a teenager facing discipline is specified by E10 for
“With their teachers, the teenager”: got in trouble for sleeping in class.

Responses from Nepalese participants were similarly mundane. Continuing “At school, the
teenager,” nine participants described studying, learning, or reading, two described respecting
teachers, and two described getting scoldings or beatings from teachers. In response to “At
home, the teenager”, five participants described doing chores, three using a cellphone, two
browsing social media, and three doing homework. In response to “At the party, the teenager,”
five participants described dancing, three wearing new or beautiful clothing, and three eating
or feasting. In response to “Online, the teenager”, six participants described searching for
information or studying, five chatting or gossiping, and two playing games. Far from the
sensationlized outputs of static word embeddings and generative language models, adolescents

describe everyday activities: going to school, playing videogames, and talking with friends.

Societal Fxpectations Inform Adolescent Presentations of Adulthood

Comparing responses of U.S. and Nepalese participants revealed differing manifestations of

emerging adulthood. Responding to “At work, the teenager”, eight Nepalese participants
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wrote that the teenager is hardworking, while three others described focusing, or being fired
due to lack of focus. In response to “The teenager worked because they wanted”, seven
participants described a shortage or need of money, and two more described helping with
family finances. By contrast, every U.S. participant wrote money, describing potential uses
of this money to buy clothes (E9), new games (E10), a car (E11), or just stuff (E1, E12). E3
wrote the freedom that money allows while having minimal bills. Responding to “At work,
the teenager”, three U.S. participants described completing assigned tasks, two talking to
friends or coworkers, playing on their phone (E11), ignoring their manager (E13), or doing the
bare minimum (E1). Where U.S. participants described work as an avenue to independence
and agency, Nepalese participants described it as a means of supporting their family. Both
descriptions reflect emerging adulthood, contextualized by the expectations and opportunities

of two societies.

3.5.4  Instructions for Fair Al

Participants wrote instructions for Al to represent teenagers fairly, and shared thoughts on

the sources of data on which Al trained. I arrived at four themes based on this data.

Adolescents are Aware of Media Stereotypes

U.S. participants contended that media representations of teenagers are biased and reflect a
stigma around adolescence. E7 wrote: Out of all age groups, teenagers are by far the most
stigmatized and many people hold stereotypical views of teenagers. .. consistently reinforced
through media. Similarly, E4 wrote teenagers are viewed in a very negative light because we
have a tendency to deal with things in a very different way than adults or people from other
age groups deal with their problems. Nepalese participants also highlighted that societal views
differ from those of teenagers. N16 wrote that it is important to describe the teenager as they
are. .. teenagers’ views are different from society’s point of view. N13 wrote teenager[s| aren’t
like the society think[s,| because they create their own way. Participants also noted that how

Al learned about adolescents would affect their view of using it. E8 wrote: for teenagers
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to feel seen or heard I think it would be good to have them be the ones that tell [AI] about
themselves and not have [it] assuming. E6 wrote that, were Al to train on data on teenagers
from the media, [it] would most likely learn what a stereotypical teenager is like and not how
they actually are. The media usually puts teenagers in a bad light but. .. they can be smart,
well mannered, and successful. E10 wrote that Al trained on media would be disconnected
from teenage life, noting Teens make fun of how movies and TV shows portray them, finding
it to be really far off from what they are in real life. Finally, N13 wrote Al should represent
[teenagers| as they are rather than what other[s| think of them.

No Media Source is Unbiased, But Some are More Biased Than Others

Reflecting on using traditional and online media sources for Al training data, E11 wrote:
mouvies, newspapers, and other media often portray teens in a stereotypical fashion that only
captures part of what a teen really is. The information. .. would be surface level at best. E13
wrote that if Al systems read the newspaper, much of the information they would gain could
be false as it is the way others view teenagers rather than the way they actually are. Whereas
teenagers would be able to provide the real way they see themselves. N4 stressed the disconnect
between media and reality, writing what we learn from media and newspapers is different
[from] when we learn from human beings.

Participants acknowledged that perfectly unbiased media might be unachievable. E1
wrote: [ think it is almost impossible to represent teenagers, or anything really, in media
without some kind of bias. E9 further noted: the way social media represents teenagers can
be very far-fetched, and possibly even offensive to what teenagers are really like. I believe
it’s important for... Al to accurately represent teenager/s| in comparison to possible lies and
fake information being spread about them. But. .. all teenagers are different so I don’t believe
there’s a specific way to represent them all accurately. E3 highlighted that the attention-driven
business model of media companies underlies the problem, writing I don’t think the media is
a good representation of any group of people because of the business model they work under.

Most participants agreed that Al should interact with teenagers to learn about them. N17
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wrote: Teens know more about themself than [any] other. So if teenagers teach [AI] about
them it will be more effective compare[d] to learning about them from other media. N1 wrote:
media only explains about surface feeling[s,| but a teenager could explain about it in detail.
Finally, E10 suggested that Al might search through past chats with other teens in order to
figure out what shared interests most teenagers have, a strategy similar to that employed by
many chat-based language models, which train on datasets of conversations [480]. While such
a dataset might raise an array of ethical concerns, E10 identifies a gap in training data for

conversational models specific to underrepresented user groups.

Diversity and Positivity: Perspectives on Fair Representation

Two perspectives on how adolescents could be fairly represented by Al emerged in the data.
U.S. participants (nine of thirteen) stressed portraying the diversity of teenagers. E7 wrote:
Instruction 1: Clarify that not all teenagers are the same. As it is with every age group, traits
can vary drastically between individuals. E3 wanted to ensure that Al would include examples
of teenagers from all backgrounds. E9 noted: teenagers are all very different. .. there’s no
specific category to place teenagers under. The preference for diverse representation was
sometimes juxtaposed with an assumption that Al would focus on adolescents’ negative traits.
E1 wrote: Instruction 1: When asked about teenagers, don’t just say the bad things; teenagers
are different from each other, so you should represent all of them. E13 wrote: Give both
good and bad examples. For example, mention that they are rebellious but also innovative.
Where U.S. participants stressed diversity, Nepalese participants centered positivity, with
ten participants listing positive traits in instructions to AI. N9 wrote that Al should reflect
that teenagers are the most creative and confidenft| and thoughtful. N13 similarly wrote that
teenagers are free minded, introvert/ed/, and curious. While the preference for diversity may
reflect a U.S. cultural value, the motivation is similar between U.S. and Nepalese participants:
to present adolescents generously, including positive traits rather than replicating negative

media biases.
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The Potential for AI to Correct Stereotypes

Both U.S. and Nepalese participants expressed optimism that Al could help in correcting
stereotypes. E10 positioned Al as a mediator, writing that society has a negative stereotype
of teenagers, that they are moody for no reason and that they are disrespectful. But teens have
various reasons for acting the way they do, and [AI] could help people understand that. E13
suggested proactively addressing biases, writing there is no way to break the social stereotype
that teenagers act a certain way if the only information being put out about teens supports
the stereotype, rather than showing the stereotype is false. N4 wrote that Al could express
the teenagers in [a] way [that] every one will accept it. Highlighting that AT could serve
as a vector for better interpersonal communication, N7 said that society should also know
about how the teenagers feel and the way they think. In contrast with existing information

architectures like social media, N1 wrote that Al could be the place where teenagers feels safe.

3.6 Discussion

I show that even training on high-quality data sources like news articles can reproduce
harmful societal attitudes depicting adolescents as violent, criminal, and rebellious. That
some of these biases do not exist in monolingual Nepali-language models might prompt us
to re-examine assumptions that these biases are unavoidable. Moreover, that user-facing
generative language models associate adolescence with social problems shows the potential for
AT to amplify bias, as it serves as a mediator of culture [56, [99] and a source of information
[242).

Adolescents’ access to information and shared spaces is often mediated by societal attitudes.
For example, Bernier (2011) [31] find that only 2.2% of facility square footage is devoted
to teenage users in libraries, where youth represent nearly 25% of all users, observing that
this disparity is motivated by unsavory stereotypes and marginalizes them in a space for
information seeking. As AI begins to serve society’s information seeking needs, this work

poses the question of whether Al can serve as a place where teenagers feel safe, as N1 put it,
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or if it will reflect the attitudes and serve primarily the needs of adults. Feeling safe using Al
may also support teen development by providing a space to “enact maturity,” inviting teens

into conversations about consequential subjects, like politics [21].

Participants also saw Al as a means of addressing societal stigma in traditional and social
media. To do so, they believed Al would need to understand adolescents by interacting
directly with them. Some participants even envisioned Al mediating between adolescents and
adults, providing perspective when teens aren’t able to express themselves. Such optimism
about the role of Al suggests the need to develop frameworks for ethical engagement between
adolescents and language technologies. While AT may hold potential for changing societal
attitudes, it can also be used to collect data or financial resources from users [441]. Finding

ways to maximize user agency while personalizing models could be explored in future work.

The study paired an analysis of a societal attitude in Al with a human subjects study of
the group impacted, revealing the disconnect between adolescent experiences of the world
and Al presentations. Participants provided context that helped to understand how societal
expectations of teenagers shape their self-presentation, and their presentation in media
sources. This work indicates that more complete descriptions of Al and societal biases can
be obtained through mixed methods work, involving not only Al-based measurements but

also participation of human subjects.

3.6.1 Limitations and Future Work

I used solely monolingual, open models to maximize reproducibility and prevent cross-lingual
transfer of semantic associations. Nonetheless, most users prefer proprietary, chat-based,
multilingual models like ChatGPT. Future work might examine such models not as reflections
of culture but as sociotechnical tools. Moreover, while the Nepali-language models used are
the best I know of, I observed some disfluencies in their output, a limitation for low-resource
languages. Finally, adolescents are a large, diverse group that I cannot hope to fully capture

in a single study.
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3.7 Conclusion

This work demonstrates the epistemic risk introduced by relying on media sources to inform
how groups of people are represented in generative and general-purpose Al. It showed that
the lurid and sensationalized depictions of adolescents present in Al are decoupled from the
everyday experiences of U.S. and Nepalese adolescents, whom the workshops revealed are
well-aware of media stereotypes. However, it also offers a means of mitigating that risk by
centering the perspectives of those affected: even as teenagers grapple with perceived social
stigma, they view Al as having potential to help create a safer and more positive environment

for adolescents. I hope this research will inspire further work that helps to realize that goal.



69

Chapter 4

SCALING PERFORMANCE, SCALING RISK: DATASET SCALE
AND SOCIETAL CONSISTENCY MEDIATE FACIAL
IMPRESSION BIAS IN LANGUAGE-VISION AI

4.1 Preface

One of the central contentions of Al research over the past ten years has been that many
problems are solvable via scaling: all else being equal, increasing the parameter count of
a model or the size of the dataset on which a model trains will result in corresponding
improvements in the model’s performance [58, 84, [I71]. In some cases, increasing scale
appears to facilitate the emergence of novel model capabilities, such as few-shot learning in
GPT models [324], 58]. But how can researchers and practitioners understand the epistemic
risk induced by datasets that are too large for curators to audit or meaningfully describe [28],
and by the ever more complex models fit to those datasets? In this study, I consider the role
played by scale in amplifying the epistemic risk posed by general-purpose vision-language Al.
The findings of this chapter support Thesis Statement 2: Epistemic risk in general-purpose
models is predicted by 1) the size of the dataset on which a model has been pretrained and 2)
the relative consistency of the bias, insofar as this can be captured by large-scale psychometric

sSurveys.

4.2 Introduction

OpenAl’s multimodal GPT-4 powers the beta version of Be My Al, an extension of the
Be My Eyes app [24], 25] that provides “instantaneous identification, interpretation, and
conversational visual assistance” to blind and low-vision users. Until recently, the app allowed

users to ask questions about images of people and receive live explanations. The temporary
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Mean Model-Human Similarity of 34 OMI Attributes
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Figure 4.1: CLIP models learn human-like facial impression biases. The highest model-human
correlations are obtained for intuitively visual categories that are broadly shared by a society
(such as gender, age, and happiness). Models trained on the largest dataset (LAION-2B)

exhibit more human-like biases than FaceCLIP or OpenAl models for most attributes.

discontinuation of this feature was motivated by concern that GPT-4 “would say things it

shouldn’t about people’s faces, such as assessing their gender or emotional state” [I73].

The decision belies a broader concern: that by learning to associate language and images,
multimodal Al may make insufficiently informed judgments about human attributes based
solely on a person’s face. When studied in human subjects, this kind of inference is known as
a “first impression” or “facial impression” bias [396], and it is known to affect consequential
spheres of human social life such as criminal sentencing [431], employment decisions [374],
and political elections [I1]. Such impressions can include traits like trustworthiness, which are
unobservable from a person’s face and societally mediated to extent that they are consistent

in a population [396]. While psychologists have used computational geometry and supervised
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machine learning approaches to modeling facial impression biases [4§], it is not known whether
semi-supervised vision-language Al models could inadvertently learn such biases in pretraining
and propagate them to the many domains in which such models are used.

While features permitting facial image analysis are disabled in GPT-4, the opportunity to
study facial impression bias is afforded by CLIP (“Contrastive Language Image Pretraining”),
a state-of-the-art vision-language model that allows users to define text classes at inference
using natural language [321]. Rather than fine-tuning CLIP to model facial impressions
similar to prior work using supervised learning, I study this bias in three families of pretrained
CLIP models used in a wide range of multimodal computer vision tasks: the nine models
trained by OpenAl [321]; five “FaceCLIP” models post-trained for facial analysis [482]; and
29 “Scaling” models trained by Cherti et al. (2022) [84] on systematically differing amounts
of data, allowing for statistical analysis of the effects of model and dataset parameters on
facial impression bias.

Analyzing whether CLIP models learn human-like facial impression biases requires a
reliable source of human data. This research uses the authoritative One Million Impressions
(OMI) dataset of Peterson et al. (2022) [304], which includes 1,004 images of faces rated by
human participants across 34 attributes, with which Peterson et al. (2022) [304] learned a
supervised model of facial impression biases. In the present work, I used CLIP to compute
the similarity of each OMI image to text prompts for the 34 attributes, mimicking the task
given to human subjects, and I compared the CLIP similarities to human subject ratings. I

offer four primary findings:

1. CLIP models learn societal facial impression biases, including for unobserv-
able traits such as trustworthiness and sexuality. Moreover, the extent to which
an attribute bias is learned by a CLIP model is strongly correlated with the inter-rater
reliability (IRR) of human judgments of the attribute (Spearman’s p = .73 for OpenAl
models; p = .76 for FaceCLIP models; and p = .72 for Scaling models). A multiple
linear regression predicting the similarity of CLIP bias to Human bias finds that the IRR
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of the attribute plays a larger role than any model-related variable, with £(912) = 25.47,
p < .001. The extent to which a facial impression bias is learned by a model depends
on how consistently it is shared in the population that produced the data on which the

models trains.

. Dataset Scale is a significant predictor of facial impression bias in CLIP.
Comparison of model-human similarity in two groups of nine CLIP models trained on
LAION-80M (80 million examples) and LAION-400M (407 million examples) yields
large effect sizes (d > 0.8) and statistically significant (p < .05) paired samples t-tests
for 17 of 34 attributes, indicating increases in the human similarity of bias in models
trained on LAION-400M. Differences between models trained on LAION-2B (2.32 billion
examples) and LAION-400M are mostly not significant, with the notable exception of
unobservable attributes like trustworthiness (d = 1.33, p < .05) and sexuality (d = 1.14,
p < .05). While models trained on larger datasets exhibit stronger task performance
[84], they also more faithfully reflect the biases of the population that produced the
data.

. CLIP models learn human-like associations between facial impression biases.
Hierarchical clustering of CLIP and OMI attribute correlation matrices reveals similar
groupings of traits, including clusters related to ethnicity, and clusters grouping gender,
sexuality, and age. Computing the normalized Frobenius inner product of CLIP
correlation matrices with the OMI matrix reveals increasing similarity as pretraining
data size increases, with a one-way ANOVA yielding F'(2) = 15.71, p < .001, and large
(d > 0.8) pairwise effect sizes between groups of Scaling-80M with 400M and 2B models.

. Stable Diffusion text-to-image models employing CLIP as a text encoder
learn facial impression biases that intersect with demographic biases. Images
generated by Stable Diffusion XL-Turbo (SDXL) are classified by a classifier fit using

the OMI images. Classifications reflect human facial impression biases for subjective,
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observable attributes like attractiveness (F1=.98), and to a lesser extent for unobservable
attributes like liberal (F1=.68) and smart (F1=.65). Applying the classifier to SDXL
images generated for White and Black prompts reveals biases in SDXL differentially

associating White individuals with traits like memorable, attractive, electable, and

happy.

Training VL models on vast web-scraped datasets produces consequential emergent biases.
Such models may serve as useful tools for social science, illuminating factors that contribute to
human bias. However, the presence of these biases also renders fraught VL models’ real-world

use, as they may subtly reinforce existing inequities in an online environment increasingly

mediated by Al

4.3 Data

This research uses the One Million Impressions (OMI) dataset and 43 English-language
CLIP models trained on web-scraped text-and-image datasets, as well as three text-to-image

generators employing CLIP models as text encoders.

4.3.1 The One Million Impressions Dataset

The OMI dataset is a collection of 1,004 images of human faces produced by Peterson et al.
(2022) [304] using StyleGAN-2 [200]. Each face is rated by 30 or more human participants on
Amazon Mechanical Turk for 34 attributes. For each attribute, participants rate the face on a
sliding scale, where one end represents one pole of an attribute binary (such as “trustworthy”)
and the other end represents the opposing pole of the binary (such as “untrustworthy”). The
OMI dataset records the mean participant rating for each of the 34 attributes. Consistent
with Peterson et al. (2022) [304], I use these ratings as measurements of human bias at a

societal scale, against which CLIP associations can be compared.
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Figure 4.2: Examples from the OMI dataset repository at https://github.com/jcpeterson/omi, used

as stimuli in this research.

4.3.2  CLIP Training Data

I study CLIP models pretrained on one of five datasets, ordered from smallest to largest:

e LAION-Face: A 20-million sample subset of human faces and captions filtered from
LAION-400M (see below) using RetinaFace [104] and intended for training facial analysis
models [482].

e LATION-80M: An 80-million sample subset of LAION-2B (see below) created by Cherti
et al. (2022) [84] to study scaling behavior in CLIP.

e LAION-Aesthetics: A 120-million sample subset of aesthetically pleasing images
from LAION-5B as determined using a CLIP model [35§].

e WebImageText (WIT): A web-scraped corpus of 400 million images and captions,
constructed by Radford et al. (2021) [321] from a query list using Wikipedia and
WordNet.

e LATON-400M An open source collection of 407 million image-text pairs intended to
replicate the WIT dataset [359].

e LATON-2B: An open source English-language dataset of 2.32 billion image-text pairs

I358).



75

4.3.8  Pretrained CLIP Models

This research studies the following CLIP models:

e OpenAl CLIP: 9 models pretrained by Radford et al. (2021) [32I] on the WIT

dataset.

e Scaling CLIP: 29 models pretrained by Cherti et al. (2022) [84] on LAION-80M,
LAION-400M, and LAION-2B to study CLIP scaling behavior.

e FaceCLIP: 5 models trained on the LAION-Face dataset of Zheng et al. (2022) [482].
FaceCLIP models post-train from pretrained OpenAl CLIP-ViT models.

4.8.4  Pretrained Stable Diffusion Models

This research studies three Stable Diffusion (SD) models:

e Stable Diffusion XL-Turbo: A high-resolution text-to-image generator employing
adversarial distillation diffusion to speed up the rate of image generation [354]. Uses
a CLIP-ViT-L and CLIP-ViT-bigG for its text encoder, and pretrains on an internal
dataset.

e Runway Stable Diffusion 1.5: A high-resolution text-to-image generator finetuned
on LATON-Aesthetics [345]. Uses a CLIP-ViT-L-14 as the text encoder, and pretrains
on LAION-5B.

e Stable Diffusion 2: A text-to-image generator using a CLIP-ViT-H as the text
encoder, and pretraining on a filtered subset of LAION-5B [345].
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4.4 Approach

I used embeddings from 43 CLIP models to compare facial impression biases measured
in CLIP to biases measured in humans by Peterson et al. [304], and extended subspace

projection methods from prior work to study bias in generative text-to-image models.

4.4.1  Obtaining Image and Text Embeddings

I obtained image embeddings for the 1,004 images in the OMI dataset after projection to
each CLIP model’s text-image latent space. Text embeddings use the “a photo of image
class” prompt recommended by Radford et al. (2021) [321I]. Because OMI consists of images
of faces, I modify this prompt to “a photo of someone who is attribute.” In keeping with
the binary sliding scale of Peterson et al. (2022) [304], I computed an image’s association
with each attribute by subtracting its cosine similarity with one pole of the attribute binary
(“a photo of someone who has dark hair”) from its similarity with opposing pole (“a photo
of someone who has light hair”). Formally, given a model m from which embeddings are
obtained, the association mj of an image vector Z; at index j of the OMI dataset with an
attribute a is the difference of the vector’s cosine similarity with a positive pole text vector
ter and its cosine similarity with a negative pole text vector t,-:

—

m§ = cos(i;,ta+) — cos(i;,t:—) (4.1)

4.4.2  Adjusting Prompts for Negation

CLIP may fail to adjust for negation in text prompts [296] and can behave like a visual
bag-of-words model [461]. For example, CLIP might match the text “a photo with no apples”
to a photo of apples, due to how unlikely it is for a text caption (i.e., CLIP’s training
supervision) to describe something not present in the photo. To adjust for this, negative pole

prompts were chosen such that they did not simply negate the positive class. For example,

the “outgoing” attribute uses “a photo of someone who is shy” as the negative text class,
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rather than “a photo of someone who is not outgoing.” This strategy is not viable for some
attributes, like those related to ethnicity, which instead use “a photo of someone” as the

negative prompt.

4.4.8  Computing CLIP Model-Human Similarity

I denote the ordered set of n=1,004 OMI images as I. The vector of associations m? for a

model m with an attribute a for all images ¢ € [ is given by:

m? = (mg,m{,...,mp_,,m2) (4.2)

Similarly, the vector of human-rated associations h? for attribute a for all images i € [ is
given by:
h® = (hg, h,... ho 1, he) (4.3)

where h{ denotes the OMI mean for image Zj at index j. The similarity s?, of bias in a model

m for attribute a to human bias is given by Spearman’s p:

s = p(m?*, h?) (4.4)

m

4.4.4  CAT: Correlated Attribute Test

I compute the correlation between two attributes in a CLIP model using a simple test I call

the CAT. As above, the vector of associations m? for a model m is given by:

m® = (mg,m{,...,mp_;,me) (4.5)

The measurement CAT,,(a, b) between attributes a and b in a model m is given by Spearman’s

p:

CAT,,(a,b) = p(m® mP) (4.6)



78

4.4.5 Subspace Projection for Text-to-Image Models

I draw on subspace projection methods used by Bolukbasi et al. (2016) [50] and Omrani
Sabbaghi et al. (2023) [278] to measure facial impression biases in generative text-to-image
models. First, I first obtain image embeddings for the 1,004 OMI images from the top layer
of a ViT-Large-Patch32-384 model pretrained on ImageNet. For each attribute a, I learn
a weights vector w® predicting the OMI attribute ratings h®, corresponding to a semantic
subspace in the embeddings for the attribute. I then use a generative model g to generate n
images via a prompt corresponding to either the positive (a™) or negative (a™) pole of an
attribute. I embed each generated image g; at position j with the ViT-Large-Patch32-384 to
obtain the vector gj, and compute an attribute association g7 as its projection product with

wa.

7 w®
g =9 (4.7)

]

The vector of associations g for a generative model g with an attribute a is given by:

ga = (987 g?v e 792—17 QZ) (48)
4.5 Experiments

Four experiments test the existence of human-like facial impression bias in vision-language Al,
with consideration given to Human IRR, model and dataset scale, and downstream impact in

image generation.

4.5.1 Model vs. Human Biases

I tested whether OpenAl, Scaling, and FaceCLIP CLIP models reflect human-like facial
impression biases. I obtained the human-model similarity s¢ for each model m with each
attribute a for the 34 OMI attributes. I then compared the mean human-model similarity

for each group of models to the Human IRR for the attribute reported by Peterson et al.
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(2022) [304], calculating Pearson’s p between Human IRR and model-human similarity for
each of the 34 attributes. A large coefficient indicates that the more societally consistent
a facial impression bias (i.e., as Human IRR increases), the more likely the bias is to be
learned during semi-supervised CLIP training. I also computed Pearson’s p pairwise between
OpenAl, Scaling, and FaRL models to assess whether models trained on different datasets

learn similar biases.

4.5.2  FEffects of Dataset Scale

I calculated human-model similarity s for each model m with each attribute a for the 34
attributes studied, and I constructed a multiple linear regression to predict the model-human
similarity s? for a given CLIP model m and an attribute a. I examined the 27 CLIP
models trained by Cherti et al. (2022) [84] and produced via the combination of three CLIP
architectures (ViT-B32, ViT-B16, and ViT-L14), three dataset sizes (80M, 400M, 2B), and
three total training example counts (3B, 13B, 34B). Independent variables include Human
IRR (from Peterson et al. [304]), as well as Dataset Size, Model Parameter Count, and Total
Training Examples (from Cherti et al. (2022) [84]). I normalized variables with range outside
of (0,1) by dividing by their max. I conducted post hoc comparisons between each level of

scale (80m, 400m, 2b), using paired-samples ¢-tests.

4.5.8  Structure of Facial Impressions

I computed the correlation matrix C,, for the 27 CLIP models studied in the Dataset Scale
analysis by obtaining CAT,,(a,b) for every attribute pair a« € A and b € A. I computed a
corresponding matrix Cy, by obtaining correlations for the same attributes using the human
ratings of the OMI dataset. I then measured the similarity of C,, and C} based on the
normalized Frobenius inner product F,, ;. I used a one-way ANOVA to test for differences in
F,,.n between the 80M, 400M, and 2B models. I used a paired-samples ¢-test to conduct post

hoc comparisons.
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Mean Model-Human Similarity vs. Human IRR for 34 OMI Attributes
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Figure 4.3: The similarity of CLIP bias to human bias is strongly correlated with human
IRR, indicating that the societal consistency of a bias plays a significant role in whether a

model learns it during semi-supervised pretraining.

Peterson et al. (2022) [304] study the structure of facial impressions by computing the
correlation matrix of OMI ratings and qualitatively examining its hierarchical structure. The
present research also qualitatively compares the structure of the OMI correlation matrix to
the hierarchically clustered correlation matrix of a CLIP-ViT-L-14 trained on LAION-2B for
13-billion total samples. If the structure of OMI biases is similar to CLIP, I expect to observe

similar attribute clusters at higher levels, with differences emerging in leaf nodes.

4.5.4  Generative Text-to-Image Models

Finally, I extended the analysis to SDXL-Turbo, SD2, and Runway SD1.5. I first studied
the similarity of these models’ representations to human attribute ratings. To do so, I
generated N=25 images for each attribute’s positive pole and 25 for its negative pole. I
adjusted prompts for the models to “a realistic portrait photo of someone who is attribute,”
because image generators may create cartoonish images that do not center the face. I
extracted embeddings for these images and computed their projection products ¢*+ and g®-.

If generative text-to-image models reflect human-like facial impression biases, I expect images

generated from a positive prompt to have positive projections, and images from a negative
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prompt to have negative projections. I thus frame model-human similarity as a classification
problem, wherein images generated from the positive pole prompt receives a label of 1, and
from the negative pole prompt receive a label of 0. The OMI subspace is positioned as a
classifier, which predicts 1 where an image vector’s projection product is positive, and 0
where it is negative. I report Recall, Precision, and F1 Score. I validated this approach using
the Outdoors attribute, a control group for measuring validity in the OMI dataset, obtaining
F1=.94 for SDXL-Turbo

I then study social bias in Stable Diffusion XL-Turbo by projecting the positive prompt
images generated for the White and Black attributes onto all 34 of the OMI attribute

subspaces. For each subspace, I compute the White-Black differential bias by obtaining an

Whitet Blackt

effect size (Cohen’s d) between the projection products g and g , then measure

statistical significance using a paired samples t-test.
4.6 Results

Results indicate that 1) CLIP models exhibit facial impression biases; 2) Human IRR is a
significant predictor of which biases are learned; 3) models trained on larger datasets exhibit
emergence of subjective facial impression biases, and more human-like associations among
impressions; and 4) text-to-image generators exhibit facial impression biases and undesirable

social biases associating preferred attributes with images of White individuals.

4.6.1 CLIP Models Reflect Human Biases

As shown in Figure [4.1) OpenAl, FaceCLIP, and Scaling CLIP models exhibit human-like
facial impression biases. Relatively objective attributes like age, hair-color, and happiness
exhibit high model-human similarity, as do many socially constructed attributes such as
gender and cuteness. Notable exceptions include Black, White, and skin color attributes,
which fall short of expectations based on Human IRR, as visualized in Figure [£.3] Model-
human similarities of traits like Trustworthiness, Electability, and Intelligence are significant

but lower, consistent with the lower IRR of these attributes. That CLIP learns these biases
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Model-Human Similarity of Facial Impression Bias in CLIP Models by Pretraining Dataset Size

Measurement Mean (Std) Max Cohen’s d

Attribute 2b 400m 80m 2b 400m | 80m | 2b-80m | 400m-80m | 2b-400m
Happy 8 (0.02) .86 (0.03) .76 (0.06) | .91 .90 .84 1.54%* 1.36%* 0.73
Gender 5 (0.02) .87 (0.02) .83 (0.04) | .87 91 .89 0.61 1.08* —0.84%*
Age 3 (0.08) .84 (0.05) .73 (0.11) | .93 .90 .90 0.94 1.03* —0.04
Asian (0 03) .81 (0.05) .73 (0.06) | .85 .86 .79 1.40%* 1.13%* 0.43
Hispanic 2 (0.02) .80 (0.02) .67 (0.07) | .85 .84 .78 1.62% 1.50%* 1.07*
Outdoors 1 (0.01) .79 (0.04) .65 (0.10) | .82 .84 .75 1.51%* 1.39* 0.57
Pacific Islander 76 (0.03) .74 (0.04) .62 (0.11) | .81 .81 .7 1.28* 1.15% 0.50
Middle Eastern 72 (0.02) .68 (0.05) .57 (0.11) | .75 .78 .71 1.43* 1.17* 0.88
Native American 8 (0.06) .67 (0.06) .53 (0.13) | .78 .78 7 1.20%* 1.15% 0.14
Weight 8 (0.03) .69 (0.03) .63 (0.05) | .72 .72 .67 1.05 1.24%* —0.40
Hair-Color . (0 07) .61 (0.09) .50 (0.12) | .76 .70 .67 1.31%* 0.92 0.67*
Cute 5 (0.10) .67 (0.08) 41 (0.15) | .78 .76 .56 1.35% 1.46%* —0.31
Long-Haired 3 (0.10) .63 (0.11) 43 (0.16) | .76 .75 .67 1.20%* 1.16* 0.06
Gay 9 (0.07) .41 (0.06) .30 (0.11) | .57 .51 42 1.46%* 1.09* 1.14*
Attractive 8 (0.08) | .50 (0.11) | .28 (0.21) | 60 | .65 | .57 1.11% 1.11% —0.16
Electable 7 (0.22) .50 (0.11) .30 (0.25) | .68 .65 .60 0.72 0.94 —0.16
Smart 2 (0.15) .45 (0.14) .25 (0.11) | .62 .59 .50 1.09%* 1.23%* —0.20
Black 1 (0.09) .35 (0.11) .37 (0.12) | .51 .49 .51 0.46 —0.10 0.59
Smug 8 (0.11) .19 (0.20) .07 (0.15) | .50 .45 .25 1.50%* 0.63 1.02*
Trustworthy 6 (0.18) | .04 (0.18) | -.06 (0.15) | .59 | .35 | .15 1.56% 0.60%* 1.33%
Skin-Color 6 (0.14) .37 (0.13) 8 (0.11) | .59 .58 43 0.58 0.70 —0.11
Outgoing 3(0.13) | .21 (0.17) 6 (0.16) | .52 | .35 | .42 1.02* 0.31 0.74
Privileged 26 (0.15) | .21 (0.12) 5(007) | 49 | 44 | .16 1.35% 1.31% 0.33
Godly .20 (0.09) .26 (0.17) 5 (0.10) | .34 .51 42 —0.57 0.01 —0.42
Liberal .14 (0.15) .22 (0.15) 3 (0.19) | .32 45 .50 —0.49 —0.05 —0.51
Typical 3(0.10) | .11 (0.16) 5(0.13) | 28 | .28 | .20 0.72 0.46 0.16
Dorky 3 (0.23) .17 (0.22) 5 (0.21) | .38 .52 .33 0.37 0.52 —0.15
Familiar 2(0.12) | .04 (0.08) | -.00 (0.14) | 32 | .14 | .16 0.90% 0.42 0.75%
Well-Groomed 2 (0.26) | -.04 (0.21) 1(018) | 43 | 44 | 31 0.03 —0.71 0.62
Dominant .11 (0.23) .06 (0.18) .00 (0.29) | .47 .34 .29 0.41 0.25 0.23
Memorable 8 (0.11) | -.05 (0.15) 4 (0.12) | .24 .13 .18 0.35 —0.67* 0.92*
White 0 (0.28) .12 (0.21) | -.03 (0.20) | .45 .45 .26 0.12 0.67 —0.46
Looks-Like-You || -.13 (0.14) | -.10 (0.14) | -.11 (0.16) | .15 | .06 | .11 | —0.17 0.08 —0.26
Alert -.29 (0.10) | -.17 (0.10) | -.14 (0.09) | -.16 | -.03 | .05 | —1.25% —0.31 —1.05%

Table 4.1: 17 of 34 of attributes exhibit significant differences and large effect sizes between

model groups.
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Figure 4.4: CLIP models exhibit significant Spearman’s p between Mean Model-Human
Similarity and OMI IRR.

at all is noteworthy: to my knowledge, this is the first research to document unobservable
facial impression biases learned by a semi-supervised vision-language model (rather than a
supervised model of facial impressions) consistent with human societal biases.

As described in Figure [£.4] all three families of models exhibit strong correlations ranging
from .72 to .76 between the mean model-human similarity of a trait and its Human IRR.
Coefficients are larger between OpenAl and FaceCLIP models than with Scaling CLIP models,

likely a result of FaceCLIP post-training from OpenAl base models.

4.6.2  Dataset Scale

A multiple linear regression finds that only Human IRR and Dataset Size are statistically
significant predictors of model-human similarity. As described in Table 1.2, Human IRR plays
the larger role of the two independent variables, as evidenced by a much larger coefficient and

t-value. Total Training Samples, Image Parameters, and Text Parameters are not statistically
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Figure 4.5: The structure of facial impression biases in CLIP-ViT-L-14 mirrors that of human

facial impression biases quantified in the OMI dataset. Clusters related to ethnicity emerge

in each, as do clusters grouping gender, sexuality, and smugness.
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Statistic
Adj. R? 420
F-Statistic 134.0
N 918
DoF Residuals 912
DoF Model 5

Ind. Variable Coef t p < |t|
Human IRR 1.1204 25.470 .001
Dataset Size .0877 4.484 .001
Total Samples —.0132 —.599 .549
Image Params —.5615 —.150 .881
Text Params 7898 144 .885
Constant —.7542 —.434 .665

Table 4.2: Fitting a linear regression to model-human similarity coefficients reveals that
Human IRR and Dataset Scale are significant predictors a bias will be learned by a CLIP

model.

significant predictors of facial impression bias in vision-language models.

Table describes the mean (with standard deviation) and maximum model-human
similarity for each dataset size, and it reports Cohen’s d between the groups of models trained
on the three dataset sizes. Effect sizes obtained between the 400M and the 80M level are large
and statistically significant for 17 of 34 attributes, with large absolute differences between
attribute means, such as .41 for Cute at the 80M level vs. .67 at the 400M level. For most
attributes, comparisons are not statistically significant between the 2B and 400M levels,
though they may return small or medium effect sizes. A notable exception emerges for several
unobservable attributes, including Trustworthiness and Sexuality, which exhibit large effect
sizes and statistically significant differences between the 2B level and the 400M level. While
observable attributes such as Happpiness reflect human ratings well at the 80M level, and
more subjective but still visually observable attributes like Cute are reflected consistently

at the 400M level, it is not until the 2B level that CLIP models reflect subjective and
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visually unobservable attributes such as Trustworthiness. The results indicate that increases
in the scale of the pretraining data have more significant effects for learning subtle societal
biases reflecting attributes with lower IRR. Models trained on additional data approximate a
distribution that more closely reflects the perceptions of society as a whole, learning to use
the biased visual heuristics present in the human-authored captions in the pretraining data,

even for unobservable attributes.

4.6.3 Structure of Facial Impressions

Results indicate that dataset size impacts the extent to which the structure of facial impression
bias in CLIP reflects the structure of the facial impression bias in humans. Figure [4.5] visualizes
the hierarchical similarities between the attribute cross-correlation matrix for CLIP-ViT-
L-14 (the most commonly used CLIP model as of this writing) and the OMI attribute
cross-correlation matrix. The most salient similarities between the two include a cluster of
correlated racial and ethnic identities, such as Hispanic, Middle-Eastern, Native American,
and Pacific Islander, as well as a cluster grouping together the Smugness, Gender, Sexuality,
and Age attributes. There are also differences between the model and human ratings: while
Trustworthy is correlated with Cute in OMI, it is correlated with Smart and Happy in CLIP.
Similarities between CLIP attribute correlations and OMI attribute correlations are more

evident at the higher levels of the hierarchy, with differences appearing toward the leaf nodes.

A one-way ANOVA provides evidence that similarities in the structure of facial impression
biases increase for models trained on larger datasets, with F'(2) = 15.71, p < .001 after
Bonferonni correction, demonstrating statistically significant differences in F,, , between the
Scaling-2B, Scaling-400M, and Scaling-80M models. One can observe statistically significant
differences and large effect sizes both between the 80M and 400M levels and between the
80M and 2B levels with post-hoc tests. Figure illustrates the differences among the three
model groups, showing that the magnitude of difference is greater between the 80M level and

the 400M level than between the 400M level and the 2B level.
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CLIP Similarity to OMI Correlation Matrix
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Figure 4.6: Scaling-2B CLIP models exhibit the greatest structural similarity to human facial

impression biases.

4.6.4 Generative Text-to-Image Models

As shown in Table [£.3] one can observe more variance in text-to-image generator F1 scores
than in CLIP model-human similarities. SDXL has the most human-like associations, with
Spearman’s p = .60, p < .001 between Human IRR and SDXL F1 scores. Runway-SD1.5
is also correlated with IRR, with p = .50, p < .01, while SD2 is not significantly correlated
with IRR, with p = .32,p = .06. Notably, the Attractive attribute has the highest F1
score for SDXL, whereas it is the 16th most human-similar attribute in CLIP models,
suggesting the importance of representing beauty for user-facing image generators, which
often undergo additional training to better reflect user aesthetic preferences [345]. With the
exception of Liberal, unobservable traits rank in the bottom half of F1 scores for SDXL, and
Trustworthy is lowest of any trait. Though SD2 and Runway-SD1.5 are more human-like
than SDXL for trustworthiness, the results suggest that exploiting biased heuristics may be
more straightforward for a classifier like CLIP.

Images generated by Stable Diffusion XL-Turbo also bear signs of racial bias: as shown in

Figure [4.7] one observes statistically significant differences indicating that generated images
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Attribute F1 Scores by Stable Diffusion Model
Attribute SDXL | SD2 | Runway-SD1.5
attractive 0.98 0.7 0.65
outdoors 0.94 0.67 0.60
well-groomed 0.91 0.66 0.59
hair-color 0.83 0.79 0.77
weight 0.76 0.57 0.37
long-haired 0.76 0.67 0.65
black 0.75 0.76 0.76
white 0.74 0.43 0.53
asian 0.70 0.63 0.69
middle-eastern 0.69 0.70 0.64
cute 0.69 0.58 0.55
happy 0.68 0.79 0.77
islander 0.68 0.66 0.69
age 0.68 0.68 0.72
liberal 0.68 0.60 0.62
skin-color 0.67 0.68 0.61
alert 0.67 0.57 0.59
gender 0.66 0.64 0.62
smart 0.65 0.57 0.71
dominant 0.65 0.68 0.67
hispanic 0.65 0.66 0.69
native 0.64 0.69 0.68
electable 0.61 0.65 0.60
dorky 0.53 0.60 0.60
looks-like-you 0.53 0.68 0.49
smug 0.51 0.58 0.57
memorable 0.48 0.66 0.59
privileged 0.47 0.60 0.58
gay 0.37 0.56 0.40
godly 0.31 0.65 0.59
typical 0.29 0.63 0.63
familiar 0.27 0.68 0.51
outgoing 0.24 0.66 0.71
trustworthy 0.12 0.51 0.64

Table 4.3: SDXL-Turbo reflects human facial impression biases, with Spearman’s p = .60
between IRR and SDXL F1.
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Differential White-Black Bias in Stable-Diffusion-XL-Turbo
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Figure 4.7: Stable Diffusion XL-Turbo exhibits differential White-Black biases, projecting
White individuals as more dominant, electable, and attractive. I plot effect size and significance

(* < .05, ** < .01, ¥** < .001) below significant comparisons.

of White individuals are more likely to be perceived as dominant, privileged, memorable,
attractive, electable, and happy than images of Black individuals, which are more likely to be
perceived as more liberal and heavy (vs. thin). Note that many of these relationships are not
observed in the OMI correlation clusters seen in Figure [4.5] indicating that they originate

not with the OMI dataset but with the text-to-image model.

4.7 Discussion

Results make clear the inter-connection of visual perception in Al with the human social
world: where a facial impression bias is more consistently shared among humans, CLIP is also
more likely to learn it. Facial impression biases have notable consequences in professional
and civic life [374], and prove difficult to dislodge even after intervention [I86]. While CLIP
may serve as a tool for studying such biases, it may also reinforce or amplify these biases in

society, especially given their presence in user-facing image generators.
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4.7.1 Scale and Bias

Training on larger datasets results in emergent and amplified facial impression biases. CLIP
models exhibit more human-like biases related to trustworthiness and sexuality when trained
on LAION-2B, and nearly every OMI attribute increases in model-human similarity between
the 8OM level and the 400M level. That model parameterization plays no detectable role
in facial impression bias underlines that what CLIP models have learned is a biased visual
heuristic reflected in the training data, not a more precise representation of an objectively
detectable attribute. Greater attention to the characteristics of the training data is also
advisable when pretraining CLIP systems for use in downstream applications without fine-
tuning, or for supervising other models, including text to image generators using CLIP as a

text encoder.

4.7.2  Ramifications of Human-like Models

Amid the excitement over vision-language models like GPT-4 that convincingly imitate
aspects of human intelligence [6I], the emergence of subtle biases in multimodal models
trained on the largest datasets elicits a corrective question: is more “human-like” always
better? Approximating the distribution of societal associations present in the pretraining
dataset as completely as possible may be useful for providing a more general-purpose model.
However, as zero-shot vision-language models continue to become more accessible to the
general public, including via conversational interfaces that mimic text-based interaction with
a human being [221], 228|, monitoring for subtle emergent biases in need of mitigation is
likely to become a more pressing concern. Humans interacting with fluent, mostly debiased
models may be less skeptical of subtle reflections of societal bias than of the more blatant

misrepresentations of demographic groups in previous models.
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4.7.8  Implications for Computational Social Science

The present work is also notable in its consequences for computational social science. By
my estimation, Peterson et al. (2022) [304] spent tens of thousands of dollars to collect the
human subject data needed to learn a supervised model of facial impressions; CLIP produces
a model of facial impressions as a side effect of pretraining. While CLIP provides a less
precise model of these biases than the supervised counterpart of Peterson et al. (2022) [304],
this research nonetheless suggests that CLIP models might play a role similar to static word
embeddings, which social scientists now employ in computational studies of human attitudes,
including in research that generalizes the findings of human subjects experiments [252] [67], or
quantifies shifts in human attitudes over decades [52] [142]. That CLIP models reflect facial
impression bias suggests that they could model other complex sociocultural phenomena not

observable via text embeddings alone.

4.7.4  Limitations

While participants in the study of Peterson et al. (2022) [304] were reflective of U.S.
demographics as a whole, this also means that a majority of perceivers identified as White, as
is clear from the correlation of White and Looks-Like-You OMI attributes in Figure Such
a demographic skew may render attribute ratings sensitive to correlated biases, given that
prior work observes a relationship between social bias and face impressions [450]. In addition,
while I adopt now-standard prompts specified by OpenAl when introducing CLIP Radford et

al. (2021) [321], significantly changing these prompts may induce variance in the results.

4.8 Conclusion

The present work demonstrates that training general-purpose vision-language Al on ever-
larger datasets produces novel epistemic risks, even as it improves the accuracy of these
models on benchmarks and traditional machine learning tasks. Such models may serve as

useful tools for social science, potentially illuminating factors that contribute to human bias.
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However, the epistemic risk induced by these biases in vision-language Al also renders fraught
these models’ real-world use, as they may subtly reinforce existing inequities, including in an

online environment increasingly mediated by Al.
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Chapter 5

DESIGNING FOR VERIFICATION: AN APPROACH TO THE
EPISTEMIC RISKS OF AI IN HIGH-STAKES KNOWLEDGE
WORK

5.1 Preface

Epistemic risk that prevents general-purpose Al from reaching its full potential does not
necessarily prevent its responsible use today. In the case of facial impression bias, BeMyAlI
can still provide a remarkable interface to most of the world for low-vision users, even when it
is programmatically prevented from describing images of people. While developing effective
technical solutions to epistemic risk remains an important research direction, and one I have
explored in my collaborations [454], an equally important direction explores how general-
purpose Al systems can be responsibly deployed in the presence of inevitable epistemic risk.
In this third study, I create a novel dimension in the design space of generative models [255]
intended to reduce epistemic risk in human-AI collaboration. To do so, I specifically sought
out the input of professional fact-checkers, a group in the process of reckoning with the
transformations of generative Al for their work. The findings of this chapter support Thesis
Statement 3: Design that centers the verification of information can mitigate epistemic risk

when using generative and general-purpose Al in the production of knowledge.

5.2 Introduction

A research report issued by OpenAl in March 2023 [127], days after the release of its flagship
GPT-4 model, contended that generative pretrained transformers (GPTs) are general purpose
technologies, technologies with the potential to reshape not an individual profession but an

entire economy. Unlike many previous general purpose technologies, the authors asserted that
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Figure 5.1: Incorporating a society-altering technology like generative Al into sociotechnical
fact-checking work requires “intangible” investments [60] (new processes and skills) to realize
its potential without deprioritizing the values of fact-checking or displacing the role of human

experts.

generative Al will impact primarily professions with a higher barrier to entry, those requiring
more education and experience to carry out. Among the professions estimated by an OpenAl
model as “fully exposed” to transformation by generative Al, defined as reducing by at least
50% the time needed to complete the tasks of an occupation, was “News Analysts, Reporters,
and Journalists” [127]. Yet these professions have outsized epistemic effects on society [126],
as they remain the primary means for producing knowledge claims and for critically assessing
sources and information [125], thus ensuring the integrity of the online information space.
If generative Al is to reshape such roles, understanding how it might do so — and where to

draw the boundaries — is crucial to ensure the health of the information ecosystem.

In this work, I study the impact of generative Al in fact-checking, a profession that
specializes in determining the reliability of information disseminated through traditional and
social media, undertaken at publishing houses and independent organizations around the
world. Fact-checking is a complex sociotechnical process, involving human judgment exercised
in conjunction with Al-based tools to observe misinforming claims and narratives as they

spread [160]. While most fact-checking organizations necessarily embrace technological tools,
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they are skeptical of technologies that promise to automate large parts of the fact-checking
process, and deprioritize or displace human expertise [I95]. Understanding perspectives of
key stakeholders at fact-checking organizations is thus important to facilitate adoption of a
technology that could help respond efficiently to misinformation, while prioritizing the role of

human expertise. I address two research questions:

1. RQ1: Opportunities of Generative Al in Fact-Checking: What opportunities do
fact-checking organizations see in generative AI? How are organizations presently using

generative Al, and how do they envision using it?

2. RQ2: Challenges and Limitations of Generative Al in Fact-Checking: What
challenges do fact-checkers see in using generative Al to support their work? What

prevents them from further incorporating generative models?

To address these questions, I interviewed N=38 participants at 29 fact-checking organizations
in a range of roles, from investigation, to management, to engineering. I captured diverse,
global perspectives from participants located across 19 countries and six continents. Interviews
provided detailed accounts of where fact-checkers envisioned using generative Al, and concrete
examples of applications in use or in development. Participants also shared barriers to
adopting generative Al, ranging from technical limitations to value misalignments. Figure [5.1
draws on organizational research [60] to illustrate the investment to overcome these challenges

and realize the benefits envisioned by participants. I make four contributions:

¢ Enumerating Opportunities and Limitations of Generative Al in Fact-Checking:
I describe the opportunities for generative Al in five fact-checking infrastructures (Edit-
ing, Investigation, Audience Management, Technology, and Advocacy), and adopt the

Technology-Organization-Environment framework [313] to describe challenges.

e Designing for Verification: I propose a novel dimension in the design space for

generative models that centers Verification, or ensuring the veracity of content. I describe
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this dimension with a 2x2 matrix, with the Producer of content on the X axis, and its

Verifier on the Y axis, and discuss its use beyond fact-checking in high stakes domains.

e Mapping Value Tensions: Using the principles of the International Fact Checking
Network (IFCN) [311] as a basis for the sociotechnical values of fact-checking, I describe
value tensions between fact-checking, which centers transparency and reliability, and

generative Al, a technology exhibiting unpredictable and often unreliable behavior.

¢ Defining a Research Agenda: I propose nine directions for fairness, accountability,
and transparency researchers to develop technologies, designs, and approaches supporting

responsible use of generative Al in fact-checking.

5.3 DMethods

5.3.1 Participant Recruitment

I conducted an interview study with N=38 employees of fact-checking organizations or teams
in publication houses, with experience in their current role ranging from 1 year to 18 years. As
shown in Table I recruited from a total of 29 fact-checking organizations using purposive
sampling and snowball sampling [129, 261], first reaching out to potential participants by
sending an email with my senior co-author to advertise the study to the listserv of the
IFCN. This resulted in three interviews with six participants working at three organizations.
The Community Manager of the IFCN then provided contact information for six potential
participants for the study, to whom I reached out. This resulted in three interviews with
three participants at three organizations. I next utilized a list of 23 fact-checkers known to my
senior co-author, who has maintained a long-term relationship with the global fact-checking
community. This resulted in five interviews with six participants at five organizations. Finally,
I sent cold emails to 60 IFCN signatory organizations, explaining my interest in an interview
and how I found their contact information. I recruited in this way not only to increase the

number of participants in the study, but also to increase the study’s global reach, as I emailed
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Continents (6) | Countries (19) Fact-checking Organizations (29)

Australian Associated Press [315], Agence
France-Presse [316], Africa Check [77], Aos
Fatos [I31], Chequeado [83], Code for Africa

[135], ColombiaCheck [92], Der Spiegel [369],
Factly [130], India Today [395], Infoveritas

[183], Lead Stories [375], Litmus [227],
logically.ai [229], Maldita.es [236], Meedan

[241], MindaNews [249], Newtral [264],
Pagella Politica [307], PolitiFact [308], Pravda
[314], Rappler [333], RMIT FactLab
CrossCheck [96], Science Feedback [132],
Taiwan FactCheck Center [73], Tech4Peace
[388], The Quint [320], Thomson Reuters
[337], Univision El Detector [105]

Table 5.1: Participants were recruited from 6 continents, 19 countries, and 29 fact-checking

organizations.

primarily organizations in developing countries and the global south. This strategy resulted
in 14 interviews with 18 participants at 14 organizations across five continents. I employed
snowball sampling when participants offered to connect me with a participant well-suited to
the study, and reached out via email. This resulted in five interviews with five individuals

working at five organizations.

5.3.2 Interview Protocol

I created a semi-structured interview protocol that posed general questions regarding the use
and impact of generative Al in fact-checking. I began interviews by asking participants to

tell me about their background, including their position, experience in fact-checking, and



98

familiarity with generative Al I asked about their company’s background, including the size
and technical experience of the fact-checking team, and how long the company had been
performing fact-checking work. I then explicitly posed the primary research questions of the
study, asking participants to characterize 1) how they used generative Al in their work; 2)
opportunities for using generative Al in fact-checking; 3) challenges and limitations of using
generative Al in fact-checking; and 4) how researchers could design generative technologies
that better support fact-checkers. I asked participants to clarify, discuss, and expand upon
responses to better understand their perspectives. I also asked follow up questions where
appropriate about several specific topics, including the use of corporate vs. open source Al;
modalities (text, image, etc.) of misinformation they use generative Al to handle; use of
generative Al to handle narratives; guidelines for using generative Al in their organization;
and impacts the participant witnessed generative Al having. I submitted the interview

protocol as part of the supporting materials to my University’s Institutional Review Board.

5.3.3 Interview Process

I conducted 30 interviews between October 2023 and January 2024. Multiple participants
attended seven interviews, with one participant typically a manager, and the other(s) involved
in technology or investigation. In one case, I interviewed two managers who passed follow-up
questions to the engineering team, forwarding their responses by email. Interviews lasted
30 to 90 minutes, averaging approximately 45 minutes. Interviews were conducted solely in
English. T accommodated the request of one participant to send answers by email because
they preferred writing over speaking in English. The participant then also met with me over
Zoom for 20 minutes. Participants who used generative Al sometimes shared their screen
and displayed the interfaces used with these technologies. One participant shared a Jupyter
notebook showing their use of Al in a data science pipeline. Other participants linked me to
Github pages or company technical reports. I did not offer to compensate participants to

prevent feelings of coercion.
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5.8.4  Data Analysis

After transcribing the interviews, they were deductively coded according to four categories tied
closely to the research questions: Present Use of Generative Al in Fact-Checking; Opportuni-
ties to Use Generative Al in Fact-Checking; Challenges and Limitations to Using Generative
AT in Fact-Checking; and Ways Computational Research in Fairness and Transparency Can
Support Fact-Checking. They were then inductively coded within each deductive category.
My co-author and I first coded four interview transcripts, after which I created a codebook
that included inductively derived codes organized within the deductive categories. The
codebook consisted of the names of codes, explanations of the codes, and the associated
participant quotes. I shared the codebook, and my co-author offered feedback and suggestions,
after which we met to discuss the codes and revised or removed codes on which they could not
reach agreement. We then coded four additional transcripts at a time, updating the codebook
after each round with more precise definitions and additional context from participant quotes.
Next, we followed a thematic analysis process [90] 55] to generate themes that described the
findings and addressed the research questions. Specifically, we reviewed the codes and their
associated participant quotes, drafted memos describing proposed themes, met to discuss
the proposed themes, and converged on a set of final themes on which agreement could be

reached. These themes form the basis of the Findings section.

5.4 Findings: Opportunities and Challenges of Generative Al in Fact-Checking

5.4.1 RQ1: Opportunities of Generative Al

I found during thematic analysis that the technologies used and envisioned by fact-checking
organizations depend largely on the organizational infrastructures into which they would be
integrated. These infrastructures accorded to a large degree with the work of Juneja and
Mitra (2022) [195], which described the sociotechnical work of editors; fact-checkers; social
media managers; and long-term advocators. Drawing on these roles, I organize the findings

according to the following divisions of organizational infrastructure, as shown in Fig.
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Figure 5.2: A description of In Use, In Progress, and Envisioned generative technologies

grouped according to five fact-checking infrastructures.
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Editing, Investigation, Audience Management, Advocacy, and Technology, the last of which
is new to this work but necessary to describe the impact of generative Al on the work of
software developers and data scientists who build and maintain the data science pipelines
employed by fact-checking organizations.

When describing a technology, I also identify its status according to three levels of maturity,

denoted using icons:

e P In Use: Technologies presently in use by participants, denoted with a rightward arrow

to evoke a “Play” symbol.

e X In Progress: Technologies undergoing prototyping, testing, betas, or development by
participants, denoted with an hourglass symbol to communicate that some time remains

before these technologies will be implemented.

e 69 Envisioned: Technologies envisioned but not implemented or prototyped by partici-
pants, denoted with eyeglasses to communicate that these technologies are further away

and not yet in development.

Where fact-checking organizations reported achieving differing levels of maturity for a tech-
nology, I describe the most mature, and make note if this level of maturity has not been

achieved by most other fact-checking organizations.

Editing

Editing ensures fact-checking content is engaging, approachable, and error-free, and spans
from the beginning of a fact-check to publication, as editors are often involved in deciding
which claims are worthy of a fact-check [195]. Participants in the study who were involved in
Editing usually reported managing small teams.

Many participants described using generative Al to refine and restructure fact-checks and

internal reports, which then undergo human review. P3 reported using “premium” ChatGPT
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for Pp Content Formatting—to edit and refine written reports, and to restructure “dense
content” into an approachable format for readers. P18 noted using ChatGPT to help in
“brushing up text.” Several participants described in-development applications of generative
AT for systematic € Quality Assurance, to prevent cosmetic and substantive editorial errors.
P35 reported using ChatGPT to highlight grammatical and factual errors, tasks for which

they normally use Grammarly [I52]. P27 developed an app to address such errors:

We began with simple mistakes, geographical errors, or misspellings [...| I made a little
Shiny app out of [ChatGPT| and showed it around, and people were really like [...] T
can really see how this helps us. [...] And my aim is that we don’t have these kind of
simple mistakes anymore [...] this would be a huge achievement because simple mistakes
are trivial on the one hand, but on the other hand |[...| it’s really important for the sense

of quality the reader has and for trust.

P3 expanded on this view and envisioned generative Al providing ® Adversarial Analysis
before publishing a fact-check, referencing a strategy in development at a Sudanese newsroom:
“They use generative Al to actually give it an article that has been written, and ask the model
to actually tell us whether there are any assumptions that have been met, that are inaccurate
or incorrect.” Finally, P8 envisioned fine-tuning a generative model on verified fact-checking
articles, and using it for 68 Content Generation at the beginning of the composition
process, improving “fact-checking output |by| pre-writing those fact-check articles,” provided
that the content did not require deep scientific knowledge of a topic, and remained subject to
human review. While some participants envisioned using generative Al for content generation,
many expressed deep discomfort with generative Al writing fact-checks, a finding explored in

sections [5.4.2] and [5.5.1)

Investigation

Investigation refers to the process of assessing the accuracy of potentially misinforming claims,

and involves monitoring online sources for misinforming content; gathering verified sources to
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substantiate or refute claims; and writing a fact-check or internal report [195]. 19 of the 38
participants described working primarily in Investigation.

Participants described many ongoing and envisioned uses of generative Al to perform
tasks related to investigation and research assistance. As P25 noted, generative Al is used in
common and “taken-for-granted” tasks like P> Transcription, which save time and money for
fact-checkers. P20 highlighted the use of generative AI for P> Translation of internet content
in need of investigation, such as “many translations from Ukraine” due to misinformation
related to the Russia-Ukraine war. Participants also described adopting generative Al to
directly support investigations. P11 noted that, while they never use ChatGPT for writing
fact-checks, they use it for P Lead Generation, “trying to generate ideas for stories.” P28
used ChatGPT for P> Document Synthesis, to save time by organizing research notes and
summarizing text from web pages. P19 used GPT-4 for P> Image Analysis, substituting the
model for reverse image search in some cases, noting they can “ask it where the photo was
taken, and sometimes we [get the| correct answer,” or useful hints for continuing the search.
P25 fine-tuned GPT-3.5-Turbo to perform P> Assisted Search, generating custom Google
search queries, often in a language not spoken by the fact-checker, noting that such a task
would “take me hours to do and I still might miss some of the terms.” P14 reported using
ChatGPT for > Trend Analysis, to keep abreast of media produced by websites known to
produce misinforming content: “We take the top 200 headlines from the last 24 hours from
those sites |...| and run them through ChatGPT, asking it to summarize the main narratives
[...]| and extract the names of people, places, entities |...| and then send that to me by email.
So every six hours, |...] we get an email.”

Participants envisioned technologies to increase their expertise and verify novel content.
P29 noted fact-checkers need to “become a little mini expert in a certain specific topic,” and
envisioned a technology for 68 Domain Research, summarizing and collating literature
for review. P24 envisioned using generative Al for 68 Synthetic Content Detection,
identifying content produced by AIl. P24 described this as their “holy grail” given recent

increases in synthetic content and the difficulty of fact-checking it. P29 envisioned a tool
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for 69 Origin Identification, scanning the internet for the first occurrence of content,
bringing fact-checkers “closer to the verification.” Finally, P26 envisioned a 68 Retrieval-
Augmented Fact-Checking system that could “retrieve data in almost real time, to consult

with databases.”

Audience Management

Audience management refers to processes supporting the publication and wide dissemina-
tion of fact-checking content. Audience managers increase engagement by employing SEO
optimization, online advertising, and conversion of written content to short videos [195]. Inter-
views revealed that audience management involves connecting with consumers of fact-checks
over many channels, of which social media is one.

Participants used generative Al to both connect with existing audiences and reach
new audiences. P33 used generative Al for P> Metadata Generation to support social
media content, including “summaries, SEO for article publishing, title generation.” P14
used generative text-to-speech models for P> Format Conversion, taking fact-checks and
converting them into audio for short videos posted to “Tiktok, Instagram, YouTube shorts,”
noting that AI helps achieve the right volume for disseminating content via video sharing
algorithms. P31 described working on Al-based ® Story Translation of their fact-checked
content into multiple languages, a goal echoed by P14, who envisioned translating their short
videos.

Participants also described efforts to connect immediately with audiences, before misinfor-
mation could go viral. P32 described a beta of a fact-checking chatbot in a § Conversational
Tipline using OpenAl’'s GPT-4, from which they collect circulating misinformation from
users and instantaneously deliver information to audiences who use more private platforms
like WhatsApp, rather than Facebook and X. Other participants, including P1 and P17,
described in-progress chat-based tiplines via which users can submit suspected misinformation.
P13 described an in-progress tool for & Live Fact-Checking that “can do claim matching

while a person is speaking,” allowing for claims to be debunked in real time.
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Participants envisioned tools for automatic web content generation and predictive analysis
of audience engagement. P28 envisioned automatic 68 Web Page Generation that could
produce fact-checks “based on social media posts that are verified |...| and then just code the
iFrames for us to be able to embed it in our own content,” saving programming labor. Finally,
P12 envisioned a system for 68 Audience Analysis, providing insight into how audiences
would consume a factcheck, and recommending it be presented as a video, an infographic, or

a short or long-form article.

Technology

Technology refers to work building and maintaining data science pipelines used by fact-
checking organizations. While not all organizations have a Technology unit, many uses of
generative Al would be invisible without specific reference to the work of software engineers
and data scientists employed by fact-checkers and their partners.

Participants described in-progress generative technologies to improve the core functionality
and end user experience of fact-checking data science pipelines. P2 used generative Al for P
Data Preprocessing, to “get a rewriting or a restatement of the claim that’s a bit cleaner”
than unprocessed social media content or tipline messages. P8 noted that generative models
improve on PP Core NLP Tasks over finetuned BERT models—“the previous generation” of
NLP——including for claim content matching. P> Data Summarization for human end users
was another predominant use reported by participants. For example, P2 described using
generative Al to provide a human-readable summary of clusters of misinforming content,
describing “the variety of content” and “how it’s changing over time.” P25 tested the capability
of Google’s generative models for natively ® Handling Multimodal Misinformation,
wherein the relationship between text and image must be parsed to understand subtle
misinformation or hate speech. P2 described ongoing experiments for & Addressing Data
Scarcity, noting that they would “generate pseudo labeled data” where real, “gold standard”
data for novel misinformation did not exist, and either “use those labels directly or use them

to train a lower cost classifier.” Finally, P16 envisioned a generative model for 68 Detecting
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Coordinated Inauthentic Behavior and influence operations, noting AI might “do more

meaningful work on [detecting] coordinated networks, behavior.”

Advocacy

Advocacy refers to long-term processes to influence information policy, forge connections
between fact-checking organizations, and engage with the public via misinformation literacy
campaigns [195]. Participants performing advocacy work were often senior managers who
also managed teams of investigators.

Participants suggested generative Al could encourage information literacy, promote
relationships between organizations, and improve access to information. P8 envisioned
generative Al helping in 69 Connecting Fact-Checking Organizations, by standardizing
the methods and technologies to combat misinformation in Europe, noting that recent models
handle most European languages well. P12 envisioned generative Al scaling fact-check
operations by connecting organizations across Africa: “I think that’s one area in which
generative Al can really help. If fact-checkers are working together |[...|] they can help scale
the impact of their fact check to different segmented audiences that they serve |...|, whether
it’s local language, whatever format.” P21 envisioned generative Al for 6 Promoting
Information Literacy: “people will have the option to kind of play games with the chatbot
that are intended for media literacy on misinformation.” Finally, P30 envisioned generative
Al 69 Changing the Tenor of Fact-Checking, shifting the way audiences consume

fact-checking content:

Changing the way users can consume reliable and good information could be incredibly
beneficial for fact-checkers |[...| If |...] they need and get good information [...] with a
chatbot, for example, or with other ways, that would be fantastic. [...| people value us
as we are because we give them reliable information and they know they can trust us,
but if they also knew that they can consume [that| information in any way they wanted

to, I think it would be an incredible leap forward.
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Challenges of Generative Al in Fact-Checking

Technological Challenges | | Organizational Challenges| | Environmental Challenges

Section 4.2.1 Section 4.2.2 Section 4.2.3
e Usability ‘& Reputational Risks &} Uncertain and Evolving Policy
& Labor of Output Verification | |“a® Resource Constraints | |48 Skillset Scarcity and Disruption
e Process Transparency ‘@t Data Governance & Western-Centric Design
Domain |

‘- &} Environmental |

‘aa* Organizational

|
‘ e Technological

Figure 5.3: A description of the Technological, Organizational, and Environmental challenges

to generative Al in fact-checking

5.4.2 RQ2: Challenges and Limitations

I found during thematic analysis that, unlike RQ1, challenges did not break down based
on organizational infrastructure. Rather, participants described challenges related to using
the technology itself; to incorporating it in an organization; and to factors that affected
society as a whole, and were often out of their organization’s control. As illustrated in
Fig. , the Technology-Organization-Environment (TOE) framework [313] offers a ready
model for these findings, and I use it to describe participant challenges as follows: o
Technological Challenges that impact the user of a system, such as the manual labor of
verifying generative model outputs, denoted with an icon of a person (note that Technological
challenges are in fact sociotechnical, involving human interaction with technology [45§]);
’a Organizational Challenges that impact an organization in the aggregate, such as
reputational risks incurred by using systems that hallucinate, denoted with an icon of multiple

people; and & Environmental Challenges that impact not only an organization but an

entire society, such as the scarcity of skilled workers, denoted with a globe icon.
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& Technological Challenges

Participants described barriers related to model usability; the labor of verifying model
output; and the conflict in using a hard-to-explain technology in a process requiring absolute

transparency.

& Usability: Participants noted a lack of clarity concerning prompt engineering and
hyperparameter tuning. P27 described an iterative process of choosing prompts for OpenAl
models that resulted in uncertainty: “We prompted and we coded a bit and we thought,
oh, this prompting technique, and combining this prompt with that one and iterating it,
and then majority rule. And we [...] thought, okay, is this really the way that this should
be used?” P2, who develops Al for fact-checking, noted that generative Al is “incredibly
sensitive” to prompts, and “I'm sure we don’t have the best approach” to prompt design.
P8 noted the verbosity of ChatGPT reduced its usefulness for fact-checking content, which
is “laser-focused.” P14 noted that OpenAl models used for summarization randomly enter
“loops” of repeating one word. P25 tweaked settings like temperature to improve reliability,
but the effects were hard to see in model output. Finally, P13 expressed frustration over
failures of image models like DALL-E to render text in images, limiting their use in creating

visual content for stories.

& Labor of Output Verification: Every participant described human review of Al-
generated content as non-negotiable for ensuring the quality of published fact-checking
content. Participants described some uses of generative Al as currently untenable due to the
verification labor required. P11 summed up participants’ opinions: “Of course it’s not as
accurate. The tools are not as accurate. You still need to corroborate the information that
you get.” P25 noted that while it is “tempting to use |[generative Al| for speeding up your
work,” its unreliability means fact-checkers must “see [if]| this is correct, what is the source?”
P36 noted that, even if ChatGPT provides a lead or answers a question, “it’s just as quick for
us to go and find it [...] we’re just so used to that lateral sort of work. And to be honest |...|

we’d be going and double checking all that anyway.” P14 noted that, like the internet before



109

it, generative Al re-organized the efforts of fact-checkers to fit the technology, noting “we had
to train them” on writing styles that led to better outcomes with generative Al

& Process Transparency: Participants described generative Al as a potential impediment
to the transparency needed to create trustworthy content. P29 noted, “Our sourcing is |...|
always actually quite transparent. [...] we fill our story with hyperlinking to our sources and
[...]| how we got to everything.” P8 noted that hallucinations prevented them from using
ChatGPT: “The result was largely unusable |...] The sources have to be very well integrated
[...] it just doesn’t work. Sounds very good, |[but] there will be hallucinations, it will just
make up sources.” P12 said explaining research that uses generative Al is hard because “as
fact-checkers, we actually do not understand the processes” of the models. Finally, P35 noted
that generative AI may engender questions about bias concerning selection of experts: “Have
[models| weighed whether |[...| there are uncertainties about them, have they been disgraced
for some reason? |...] humans have biases as well, but I think in factcheck |[...] there’s always

many, many different sets of eyes on our checks and the experts we use.”

‘& Organizational Challenges

Participants described organizational barriers including reputational risks in unpredictable
technology; resource constraints preventing investment; and concerns over data provenance
and ownership.

‘&t Reputational Risks: The most common organizational barrier participants identified
was the reputational risk of a mistake in a fact-check. P16 said “just by default we need to be
much more cautious than almost anyone else, because it’s hard for us to come back from a big
mistake.” P8 and P26 both noted that 90% accuracy is insufficient for fact-checkers, whose
relationship with audiences depends on offering information verified by experts. P2 noted
that sharing generative technologies with partner organizations also shares risk, prompting
further caution: “It’s their organization’s reputation that’s at risk, not ours only.” P18 said
they would not trust generative models when there is only one correct answer. Finally, P2

noted that academic evaluations of generative Al are unreliable, as fact-checkers handle novel
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information: “In an academic context, it’s always retrospective. [...| you put that into the
Bing API or Google and you find lots of relevant content that can help refute that claim. But
when it first appeared |[...] I don’t think that was the case.”

‘&t Resource Constraints: Participants said that most fact-checking organizations lack
the financial resources to invest in generative Al. P3 noted that donor funding informs the
building of new technologies: “We rely on donor funding a lot, and donor funding is to address
a specific use case. So if there’s not enough resources here marked for building a machine
learning model, then, we just do that out of pocket or partner with other organizations.

7 P27 notes that, even at their well-resourced

So that has been a main limitation for us.
organization, “we don’t have really this Al development department” and that colleagues
in low-resource organizations only develop Al tools with universities. P13 said that their
organization cannot afford tools developed by better-resourced fact-checkers: “[I| met the
team of <Organization> at the last IFCN conference, and they told me it’s going to be a

huge sum to get that subscription [...| a small company with seven people, [we|] might not be

able to afford that.” P21 noted resource constraints facing organizations in the global south:

We’re in the global south, so sometimes the resources are not the same, either to use
generative Al [...] for investigating or creating our own tools. For example, some
colleagues in Spain have a chatbot [...] and right now we’re trying to find resources to
buy the chatbot, the basic form of the chatbot |[...| it’s more like an economic problem
and it’s not exclusive for [us|, but probably more small fact-checking organizations in

different global south countries.

‘&t Data Governance: Participants expressed concerns about the privacy of their data and
the provenance of Al training data. P27 noted using open source models when possible, as
they “have very sensitive material [...| investigative reporting and investigative stories, and
we don’t want this to be used in models and as training material.” P27 appreciated the “legal
safety” of European data protection laws, recalling a conversation with a fact-checker who

highlighted the importance of trust between organizations: “I really would like to work with
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all these Google tools, but still, it’s Google and I'm kind of hesitating. I wish the New York
Times would’ve developed it. Then it would be very easy for me to trust it.” P31 noted many
organizations questioned if they should be compensated for the labor of producing content
used to train generative models: “You'll just continue to see more interest in using fact-check
information to feed Al [...] Are we going to be compensated?” P12 described the uncertainty

of what data was used to train models as “problematic” for fact-checkers.

AAN

& Environmental Challenges

Participants described society-wide barriers including uncertain government and partner
policy; skillset scarcity and disruption; and western-centric design.

& Uncertain and Evolving Policy: P16 contended that, though evolving, government
policies in Europe are not equipped to deal with generative Al, as well as the new forms
of misinformation arising from it. P13 noted that law around generative Al in India is
limited by technicalities and intended primarily to stop citizens from being “cheated” by
deepfakes. P26 expressed concern about “impinging on the freedom of speech” if generative
AT were overapplied for moderating speech, including that produced by Al models. P8 noted
uncertainty about the policies of networks like the IFCN, saying “I think you can’t just
use that too much in your work, if you want to stay within the framework, which is super
important for us.”

& Skillset Scarcity and Disruption: Participants consistently noted the short supply
of generative Al skills. P35 said this scarcity rendered them unaffordable: “people who do
know how to do that are working in organizations where they’re on a much higher wage than
anything that a fact-checking or journalism organization could offer.” P3 said finding tech
workers in Africa with generative Al skills was difficult and made harder by the headhunting
practices of U.S. tech companies, noting “getting the right skill at a level we can actually
afford as an NGO has been a |...] major challenge.”

Many participants reported attempts to build generative Al skills internally, in part to

prepare for its disruptive impact on fact-checking workflows. P25 described generative Al
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skills as important both for efficiently dealing with misinformation and for awareness of
the misinforming content that generative Al enables. P27 noted difficulty incorporating
generative Al due to fears of displacement by the technology, and of changes to the fact-
checking profession: “I think the biggest challenge is how to communicate this in a department
[...] It won’t replace us, probably, but it will change our work tremendously.” P28 characterized
generative Al as a generational issue for local fact-checkers, noting that aversion to new
technology hampers the ability to match promulgators of misinformation: “We are not even
yet at the point of being comfortable appearing on videos [...] if you [...|] confidently face
your cell phone and record what is happening, the same way malign actors are, maybe we
would have a fighting chance. And I’'m not even at the point of talking about Al yet.”

& Western-Centric Design: P2, P4, and P11 each said that, while generative Al tools
perform well in English, their quality remains poor for low-resource languages, particularly
local African languages. P13 described the local languages they dealt with as a low priority
for companies developing language models. P12 highlighted the need for Africa-centered
partnerships to overcome western biases and lack of access to the data for training African

models:

The challenge we have right now is, it’s like the new shiny toy and everybody is talking
about Al in Africa, but when you actually ask from an African point of view [...], the
problem comes with [...| integrated bias in Eurocentric, or let me just say American
platforms. So Meta, Google, they’re all developed there and then they’re used here. So
the inherent biases in that, that’s not something that we can do anything about |[...] it’ll
be good to find ways, at least for African tech, to partner with these people, to develop

the tools that would work for the continent. Otherwise, it’s just noise.

P28 connects Al language with inauthentic colonial power: “In post-colonial places like ours,
we are taught to read in another language. It’s monotonous. And what I'm getting at is that
that monotony is the same sound you hear in Al, and it appears very authentic, even if it’s

not [...|] It really affects the way we are being shaped as a country.”
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Figure 5.4: Designing for verification: A sociotechnical verification space for the production

and verification of content.

5.5 Discussion

Realizing opportunities of generative Al in fact-checking requires not only building new
technical competencies, but also addressing responsible use in a domain concerned primarily
with reliability. I introduce a novel sociotechnical dimension to the design space for generative
models that centers information verification; discuss tensions between the values of fact-
checking and the values of generative Al; and outline a research agenda for generative Al in

fact-checking.

5.5.1 Design Considerations for Generative Al in Fact-Checking
Designing for Verification

Every participant centered one concern about generative Al: verification. This arose in
Organizational challenges, in reputational risks of publishing unverified output, and in
Technological challenges, as fact-checkers must transparently explain their processes and

verify model output.
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To begin addressing these challenges, I introduce a sociotechnical dimension to the design
space of generative models focused on the production and verification of content, conceived
using a 2x2 matrix. I locate the Producer of content on the X axis, and the Verifier of
content on the Y axis (see Fig. [5.4). The upper right (Human Producer, Human Verifier)
characterizes workflows in most fact-checking and digital media companies, as experienced
staff review content authored by junior staff, and editors refine content authored by fact-
checkers and writers. The bottom right (Human Producer, GenAI Verifier) characterizes
the ¥ Quality Assurance system for catching small errors (P27), and the ¥ Adversarial
Analysis of fact-checking content (P3). It adds security for high-stakes tasks like fact-check
publication that are performed primarily by humans. Fact-checkers generally agreed that the
bottom left quadrant (GenAI Producer, GenAlI Verifier), which includes no human oversight,
is suitable for low-stakes settings, or where there is a clear evaluation metric that can be
used by the verifying model. For example, P2 used generative Al to refine prompts used by
other generative models in PP Core NLP Tasks, improving pipeline performance with little
human oversight. Finally, participants held mixed views of the upper left quadrant (GenAl
Producer, Human Verifier), noting that the & Labor of Output Verification may render
such designs inefficient, or devalue the role of the human. Participants welcomed Al for P
Metadata Generation and P Format Conversion of content into new modalities, noting

such uses saved time, even with human review.

Verification is essential for domains where generative Al may provide transformative
benefits, but where the consequences of incorrect output are high. Consider applications of
generative Al in law [393], where high-profile mistakes have rendered use of generative models
suspect, or medicine, where research suggests demographic biases emerge in models trained
on medical text [4]. The verification dimension, envisioned for the high-stakes, information-
centered domain of fact-checking, provides a framework for conceptualizing applications that

value veracity at least as highly as efficiency.
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IFCN Principle IFCN Description Value ‘ Tension with Generative Al
Generative Al exhibits wide
“Signatory organizations fact-check claims using the same
variance depending on the
standard for every fact-check. They do not concentrate
Non- structure of a user’s input,
their fact-checking on any one side. They follow the Fair-
Partisanship and may reflect both implicit
same process for every fact-check and let the evidence ness
and Fairness and explicit societal biases
dictate the conclusions. Signatories do not advocate or
based on its training and
take policy positions on the issues they fact-check.”
fine-tuning data.
“Signatories want their readers to be able to verify
Models cannot affirmatively
Standards findings themselves. Signatories provide all sources in
identify sources, and may
and Trans- enough detail that readers can replicate their work, Trans-
hallucinate inaccurate
parency of except in cases where a source’s personal security could parency
sources of information when
Sources be compromised. In such cases, signatories provide as
asked to do so.
much detail as possible.”
“Signatory organizations are transparent about their Models are pretrained using
funding sources. If they accept funding from other poorly specified data, and
T organizations, they ensure that funders have no influence may be aligned via practices
rans-
over the conclusions the fact-checkers reach in their Ac- exploiting low-cost workers
parency of
reports. Signatory organizations detail the professional count- | in developing countries.
Funding and
background of all key figures in the organization and ability | Developers deny
Organization
explain the organizational structure and legal status. responsibility to compensate
Signatories clearly indicate a way for readers to producers of web-scraped
communicate with them.” data.
Standards
“Signatories explain the methodology they use to select, Even when models produce a
and Trans- Ex-
research, write, edit, publish and correct their fact-checks. correct answer, they cannot
parency of plain-
They encourage readers to send claims to fact-check and give a reliable explanation of
Methodol- ability
are transparent on why and how they fact-check.” how it was arrived at.
ogy
Generative Al opens a
Open and “Signatories publish their corrections policy and follow it
channel to disseminate
Honest scrupulously. They correct clearly and transparently in Open-
information not easily
Corrections line with the corrections policy, seeking so far as possible ness
observed or corrected by
Policy to ensure that readers see the corrected version.”

experts.

Table 5.2: I leverage the IFCN principles to identify fact-checking values, and participant

insights to describe tensions with generative Al.
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Describing Value Tensions

Value tensions refer to cases wherein the values of a stakeholder in a technology or process
come into conflict with the values of another stakeholder or of the technology itself [138].
Drawing on Birhane et al. (2022) [44], I do not view generative Al as value-neutral by default,
and I conduct a conceptual investigation into the tensions between the values of fact-checking
in interaction with generative Al [247]. T use the five principles of the IFCN, an organization
founded to promote common standards in fact-checking [311], as a basis for examining the
values of fact-checking. Building on insights from interviews with IFCN signatories and
partners, I map each IFCN principle to an underlying value, and describe its tension with
generative Al. Table describes these values and value tensions in detail, illustrating
conflicts between generative Al and core fact-checking values such as fairness, transparency,
and explainability. While many primarily technical tensions are resolvable, especially in
the context of human-AI collaboration, tensions surrounding values like Accountability
may require significant changes in the relationships between information professionals like

fact-checkers and the technology companies that benefit from their labor [21§].

Defining A Research Agenda

I describe directions for research identified by the participants in the interview study, grouped
by the research community (fairness, accountability, or transparency) they primarily address
(see Table . Participants stressed that researchers at universities and partner organizations
will play an important role in advancing these research directions, but that research cannot
have meaningful impact without the involvement of fact-checking organizations. P37 noted
the limited effort of researchers to connect with fact-checkers, saying, “normally researchers
are doing research without even talking with fact-checkers, so they don’t know how the fact-
checking world works.” Some directions, such as developing technology for the global south,
or combating information inequality, may also require researchers to forge new relationships

with individuals and organizations outside of their existing networks.


https://ifcncodeofprinciples.poynter.org/know-more/the-commitments-of-the-code-of-principles

Directions that seek to mitigate both technical and societal bias and

Fairness Interest
unfairness.
Building technologies in coordination with fact-checking organizations in the
Technology for the P2, 3, 11,
global south to improve model performance and usability, especially in local
Global South 12, 13, 28
languages.
Detecting and Developing technical and human-centered approaches to identifying and P5, 6, 21,
Mitigating Bias minimizing bias in model output and human-AlI collaborations. 33, 35
Combating
Developing methods to reach audiences outside of well-educated, P4, 9, 17,
Information
well-resourced communities that typically consume fact-checking content. 29, 30, 31
Inequality
Directions to improve accountability of Al developers to users, fact-checkers
Accountability Interest
to audiences.
Improving Data
Developing technical and policy approaches to ensuring that fact-checker data | P27, 29, 31,
Standards and
and content is not misused when training or fine-tuning generative Al models. 37
Safety
Auditing for Auditing generative Al systems for deceptive design patterns that manipulate P1, 12, 25,
Deceptive Design human users into placing too much faith in the veracity of their output. 26, 28
Developing highly usable open source and open weight generative AT models
Improving Open P2, 5, 14,
to alleviate fact-checker concerns related to the privacy and ownership of
Models 16, 27, 37
their data.
Directions to equip fact-checkers with designs and approaches to maximize
Transparency Interest
transparency.
Developing benchmarks that measure language model performance in settings
Benchmark P2, 3, 16,
closer to the real-world scenarios faced by fact-checkers, accounting for the
Development 37, 38
novelty of misinformation.
P3, 10, 13,
Synthetic Content Developing approachable generative Al tools for reliably detecting synthetic
15, 22, 23
Detection content, whatever the modality (such as text, image, audio, or video). T
24
Designing for Developing design spaces and methodologies that center the transparent
P27, 31, 36

Transparency

processes of fact-checking professionals and organizations.

participants expressed interest.
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Table 5.3: I propose nine research directions for generative Al in fact-checking in which study



118

5.5.2 Limitations and Future Work

The findings are limited in that they focus solely on fact-checkers, and primarily on IFCN
signatories and partners. There are many stakeholders in fact-checking, including audiences for
fact-checks, technology providers, government bodies, and indirect beneficiaries of the impact
of fact-checking on the information ecosystem [195]. Future work might center the interests
and values of these stakeholders. Moreover, while I draw on the literature of organizational
change, this work is primarily concerned with understanding the evolution of organizations
undertaking the work of information verification, rather than organizations broadly. Future

work might seek to generalize or contextualize findings with other organizations and sectors.
5.6 Conclusion

This study drew on interviews with N=38 participants at 29 fact-checking organizations
across six continents to describe the opportunities and challenges of incorporating generative
AT in sociotechnical fact-checking infrastructures. Insights from the interviews formed the
basis for a novel Verification dimension in the design space for generative models for fact-
checking. Meanwhile, the principles of the IFCN informed a description of the value tensions
between fact-checking, which centers transparency, fairness, accountability, and reliability,
and generative Al, an unpredictable and sometimes unreliable technology.

Human-centered design building on the design space of generative models [255] can enable
the reliable use of even epistemically flawed models, helping users and organizations decide
which situations lend themselves to adoption of a generative model, and when such models
should not be used because they introduce epistemic risks that can compromise closely held
values. Moreover, if used effectively in human-Al collaboration, these epistemically flawed
models have the potential to improve the health of the information ecosystem, rather than

further polluting it.



119

Chapter 6

NEEDS-CONSCIOUS DESIGN: A DESIGN FRAMEWORK
USING NONVIOLENT COMMUNICATION TO MITIGATE
EPISTEMIC RISK IN INTERPERSONAL COMMUNICATION

6.1 Preface

Though generative and general-purpose models have clear potential to expand epistemic risk
when used in knowledge work, they also have the potential to impact human interactions
and relationships by affecting the integrity of interpersonal information. In the research that
follows, I draw on Nonviolent Communication, a well-established, process-oriented framework
for improving the clarity of interpersonal communication, to create a design framework that
prioritizes precise, effortful technology-mediated interactions between people, rather than
low-effort interactions or scenarios that substitute people with technology. Though this
study describes epistemic risk posed by many forms of online communication, generative Al
emerged as a central concern among both populations of participants, and it inspired design
concepts both intended to improve interpersonal connection online, and designs that, though
well-intended, would effectively inhibit interpersonal connection. Ultimately, by centering its
focus on interpersonal needs, Needs-Conscious Design intends to produce technologies that
cut through the noise of technology-mediated communication and refocus human attention
on the interpersonal information that actually matters. The findings of this chapter support
Thesis Statement 4: Design that centers attunement to human needs can mitigate epistemic

risk when using generative and general-purpose Al in interpersonal communication.
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6.2 Introduction

Social disconnection has become one of the most pressing challenges of our time, significant
enough that the U.S. surgeon general has warned of an “epidemic of loneliness and isolation”
[270]. Technologies designed to capture user attention play a central role in discussions of
these issues, as online communication platforms and in particular social media—a technology
ostensibly designed to foster interpersonal relationships [390]—appear to contribute not to
a sense of connection but to a reinforced sense of isolation for many users [317]. Creating
technology that has a prosocial effect—and avoids amplifying existing problems—will require
intentional design that centers human interpersonal needs, rather than simply capturing user
attention, or offering a technological substitute for human connection.

In this research, I turn to a well-established model for communication that centers human
interpersonal needs: that of Nonviolent Communication [347], or NVC, a process-oriented
approach to empathetic communication positing that human conflict and feelings of isolation
arise from unmet needs, and that communicating those needs without judgment can yield
deeper connections between people [346]. NVC originated in Rogerian person-centered
psychology [343] and now sees application in conflict mediation, much of which is overseen by
the Center for Nonviolent Communication (CNVC) [136], which certifies trainers who teach
the fundamentals of NVC. In the present work, I draw on NVC to create an approach to
designing for interpersonal needs that I call Needs-Conscious Design (NCD). I address three

research questions:

1. RQ1: How can the principles and constructs of NVC be used to produce a design

framework that supports empathetic connection online?

2. RQ2: What design considerations and design concepts to support empathetic connection
are supported by both NVC theory and the experiences of real users seeking empathy

online?

3. RQ3: What are the design risks of a framework building on NVC that intends to
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Syntax of Nonviolent Communication (NVC)

Observation | — Feeling - Need — Request
My partner arrived at | feel confusion, | feel I need respect from m Could you let me know if
7pm, but | was expecting anger, and | feel partner and autonomy you will arrive later than
them at 6pm. humiliation. over my time. expected?

Figure 6.1: An illustration of the Observation-Feeling-Need-Request (OFNR) syntax of
Nonviolent Communication (NVC), with examples drawing on interviews with certified NVC

trainers.

support empathetic communication online?

To answer these questions, I enrolled N=14 trainers certified by the CNVC in an interview
study. In parallel, I enrolled N=13 lay users of online communication technologies in a
six-day diary study bookended with an entry interview at the beginning and an exit survey
and co-design session at the end. I intended to capture both high-level perspectives from
NVC trainers and the everyday experiences of users who seek empathy online. 1 applied
a deductive-inductive coding approach [I§] to the interviews with CNVC trainers and the
responses and designs of lay users to derive a set of themes [53] to answer the study’s research

questions. I make the following contributions:

1. I offer a conceptual model for Needs-Conscious Design, defined by the
three design objectives and three levels of attunement. Drawing on the study

data, I identify supporting users in making precise observations, assuming personal
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responsibility for needs, and taking intentional action as design objectives. I further
define self-attunement, others-attunement, and context-attunement as progressively

more complex circles in which to realize these design objectives.

2. I provide nine design considerations for Needs-Conscious Design correspond-
ing to the 3x3 design of the conceptual model. Specifically, I map each of the
three design objectives and each level of attunement to a concrete design consideration
supported both by NVC theory and the real-world concerns of diary study participants.
I further draw on co-design sessions with diary study participants to produce at least
two high-fidelity design concepts illustrating how each of these design considerations

could be realized.

3. I identify five design risks for Needs-Conscious Design based on the perspec-
tives and experiences of certified NVC trainers. Specifically, I find that designers
using NCD should be prepared to contend with challenges related to user consent,
coercion and gaslighting, responsiveness to systemic harms, real-world well-being, and
empathy fog, an emergent design risk wherein using technologies like Al to for empathetic

communication obscures the effort and attention offered by a sender to a recipient.

Needs-Conscious Design offers a model for designing for empathetic connection online,
grounded in a longstanding approach to meeting human interpersonal needs. Amid an
increasingly polarized [215] and Al-driven [127), 121] landscape, NCD foregrounds authentic
connection and mutual satisfaction of needs, providing a foundation for designs that leverage
technology not as a replacement for human-to-human connection, but as a facilitator and

supporter of such connection.
6.3 Methods

I conducted a diary study with N=13 participants who reported using text-based online

communication at least daily, and an interview study with N=14 CNVC-certified trainers.
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My University’s IRB approved this research.

6.3.1 CNVC Trainer Interview Study

Interviews with CNVC-certified trainers lasted between 30 minutes and two hours, with most
interviews lasting approximately one hour. Throughout the paper, I notate trainer comments

with the prefix T (e.g., “T3 said...”).

Interview Protocol

I created a semi-structured interview protocol that asked trainers about the following:

1. The four-component NVC model (Observation, Feeling, Need, Request).

2. Strategies and exercises for effectively using NVC.

3. What successful NVC looks like, and how CNVC trainers identify progress in their

trainees.

4. Challenges in learning and effectively using NVC.

5. How NVC might inform online communication, and limitations of online settings for

employing NVC.

6. What designs for more empathetic online communication might arise from NVC.

I also asked clarifying questions when participants raised other topics germane to the study
(for example, I asked follow-up questions when T14 suggested that generative Al could be
useful for NVC training).
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Reflection on diary
study and priming for

Ten structured questions
about empathetic
co-design.

communication online.

[Entry Interviewj — ( Diary Study ] - ( Exit Survey ) - [ Co-Design ]

Elicitation of designs to

Six-day contextual

inquiry about needs
participants meet online.

promote (and inhibit)
empathetic connection.

Figure 6.2: The structure of the diary study with lay participants, which began with an
entry interview followed by a six-day diary study before concluding with an exit survey and

co-design session.

Participants

I used the CNVC website to filter a list of certified NVC trainers in the U.S. who spoke
English, in accordance with the inclusion criteria described in the IRB. I then reached out to
30 certified trainers via email, explaining my interest in interviewing them and providing an
overview of the study. I provided these expert participants $50 Amazon credit and did not

request that they provide demographic information.

6.3.2 Lay User Diary Study

I conducted a four-phase diary study with N=13 participants, notated with the prefix P (e.g.,
“P3 said...”). The study began with an entry interview, then asked participants to submit
diary entries for one week, and concluded with an exit survey and co-design. To prepare
for the study, I piloted it first with a member of the research team and subsequently with a
relative of another research team member, allowing me to correct issues with data collection

forms and revise confusing interview questions.
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Entry Interview

I designed a ten-question structured interview protocol for the entry interview. Four questions
asked about a time participants had 1) extended empathy online; 2) received empathy online;
3) sought but not received empathy online; and 4) not extended empathy to someone who
sought it online. Questions sought to elicit the interpersonal needs participants hoped to
satisfy via online communication, and to surface any scenarios wherein they did not feel
comfortable exchanging empathy online. The remaining questions asked about the relative
difficulty of empathetic connection online vs. in person; easy vs. difficult social situations for
connecting with empathy online; whether some platform designs make it easier to extend
empathy; times when showing empathy is less important online; and what communication

styles encourage empathy online.

Diary Study

After the entry interview, participants were asked to submit two diary entries per day via
a Google Form. The first entry would describe a time during the day when the participant
sought empathy online, and the second would describe a time when someone else sought
empathy from the participant online. Participants summarized these interactions and shared
the full text of conversations (with names and PII redacted) if they were comfortable. I

gathered 109 total entries, an average of 8.4 per participant (about 1.4 per day).

Exit Survey

The exit survey asked participants about their experiences during the the diary study.
Participants were asked to describe when they sought empathy and received it, and when they
did not receive it; when it was easy to think in terms of needs and feelings underlying online
interactions, and when it was not easy; with whom it was easiest and hardest to converse with
empathy; when they chose not to communicate their needs and feelings; aspects of the online

environment that made it easier or harder to communicate empathetically; and what stood
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out most to them from their week of submitting the diary entries. Survey questions mirrored
those of the entry interview to encourage observations that might only become salient to
participants after six days of contextual inquiry [334]. A second page of the survey primed
participants for the co-design by asking them to reflect on thirteen technologies envisioned by
the study team, which were based on NVC teaching methods described by Rosenberg and
Chopra (2015) [346].

Co-Design

The study concluded with a co-design session conducted via Zoom video call. Participants
met individually with me or with the second author and reflected aloud on design features
that would facilitate more empathetic communication online. After arriving at a design, the
participant sketched a low-fidelity prototype using pen and paper or Zoom Whiteboarding. The
participant then also reflected on features that would result in less empathetic communication,
in order to surface designs to avoid. Participants then sketched a low-fidelity prototype of

this design as well.

Participants

I posted study advertisements to Reddit, LinkedIn, Facebook, and to several Slack channels
at my University. I enrolled 15 participants who met the study’s inclusion criteria. Upon
enrollment, all participants were provided with a consent form outlining the study procedures
and providing detailed information about payment and study timelines.

One participant completed only the entry interview, and a second completed the entry
interview and one day of the diary study. I compensated these participants for the parts of
the study they completed. N=13 participants completed all phases of the study. I used the
pilots to estimate participant time commitment and provided compensation according to
the schedule in Table [6.1] Compensation for the co-design session was higher to motivate
participants to complete the full study. Participants received Amazon gift credit, not cash,

and could earn an additional $5 by completing optional fields that asked them to explain
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Study Phase Time Commitment | Compensation
Entry Interview 30-40m $10

Diary Entries 10-20m/day $5/day ($30)
Exit Survey 30-40m $10
Co-Design Session 30-40m $25

Table 6.1: The compensation schedule used for the diary study.

their perspectives in the exit survey. Table describes the demographics of the study

participants. I happened to over-sample people who identify as women and people aged 25-34.

Category | Participant Demographics (N=13)

Gender 7 Women, 3 Men, 1 Nonbinary, 1 Woman and Nonbinary, 1 Prefer Not to Say
Race 5 Asian, 3 Black, 3 White, 1 Asian and White, 1 Prefer Not to Say
Ethnicity | 12 Not Hispanic or Latino, 1 Prefer Not to Say

Age Range | 7 25-34, 3 35-44, 1 18-24, 1 45-54, 1 Prefer Not to Say

Table 6.2: Self-reported demographics of diary study participants.

6.3.3 Data Analysis

The study team applied a deductive-inductive approach [I§] to coding the study data using
the Atlas.ti qualitative analysis software [16]. Please note that, despite the Al capabilities
of the software, no generative Al features were used at any point during the data analysis
process. Deductive codes mirrored the research questions and included: Needs supported
online (RQ1), Self-care and Self-empathy (RQ1), Patterns of empathetic communication
(RQ1), Design Considerations (RQ2), Patterns of non-empathetic communication (RQ3), and

Challenges in empathetic communication online (RQ3). The study team generated inductive
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subcodes within these deductive codes (for example, “Needing a Space to Vent” was a subcode
for the “Needs supported online” deductive code).

The second author, the last author, and I together coded all data collected from two diary
study participants and met to discuss the initial set of inductive subcodes. The second author
and I then independently coded data (including co-designs) submitted by one diary study
participant each. We then met to propose new subcodes, merge redundant subcodes, and
exchange notes and relevant quotes. We repeated this process five times to code all participant
data, before meeting with the last author to discuss the final codebook. The same process
was applied to code the CNVC trainer interviews, with data from two participants first
coded jointly, and the remaining twelve coded by the second author and I, two participants
at a time. Using the deductive and inductive codes, the we followed a thematic analysis
process [54] and wrote memos on themes answering the research questions. We then met
to discuss the themes, grouping them according to question, with explanatory notes and
supporting quotes. To ensure that we captured both the theoretical grounding of NVC and
the practical experience of individuals in the findings, we intentionally foregrounded design
considerations for which we found support both in trainer interviews and in the observations
of lay participants. Finally, we met and agreed on the set of final themes reflected in the

Findings.

6.3.4 High-Fidelity Design Concepts

After thematic analysis, the study team used the low-fidelity prototypes and participant
comments from co-design sessions to produce the higher-fidelity design concepts present in
the Findings section. Note that because I conducted co-design sessions on Zoom, some user
sketches were blurry or poorly realized in comparison to the full verbal description given by
the participant, especially when using Zoom Whiteboarding. I include participant quotes
where possible to illustrate the participant’s vision for the design. The study team also
identified several potential designs from NVC trainer interviews. Where trainer quotes about

these designs occurred in the findings, we also created high-fidelity versions of these designs
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Figure 6.3: A grid illustrating the three design objectives of Needs-Conscious design. Each
objective is the header of a column, and rows describe what the design objective intends to

maximize and minimize.

for inclusion in the present work.

Eleven of the thirteen co-design sessions produced a positive (empathy-promoting) design,
and eight produced a negative (empathy-inhibiting) design included in the present work.
Note that I excluded some co-designs that ultimately did not have enough relevance for a
framework intended for meeting interpersonal needs, such as an empathy-inhibiting design
that exposed the user to sensationalistic news stories. I created high-fidelity versions of four

designs envisioned by NVC trainers during interviews.

6.4 Findings: Conceptual Model of Needs-Conscious Design

The thematic analysis produced three primary design objectives for Needs-Conscious Design,

as well as three circles of attunement in which to locate those objectives.
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6.4.1 Design Objectives of Needs-Conscious Design

This research considered not only the principles of NVC that would produce better communi-
cation online, but also what would result in actionable objectives that could be translated into
real designs. The data contributed by diary study participants (including their co-designs)
thus proved useful in grounding the analysis in what can be realized. To that end, I identified
three concrete design objectives that support meeting interpersonal needs, emerging from the

studies with NVC trainers and lay participants. These objectives include:

1. & Supporting Precise Observation of Needs: Helping users to precisely describe
their experiences and name their needs, and to become more aware of and responsive
to their emotional experiences and those of others. 1 use a magnifying glass icon to

represent this objective when discussing design concepts.

2. &’ Supporting Responsibility for Needs: Helping users to assume responsibility
and exert the emotional effort necessary to meet their needs, including by creating
spaces for connection and by finding ways to approach an interaction that support

connection. I use a user icon with a checkmark to represent this objective.

3. Supporting Intentional Action to Meet Needs: Helping users to speak and act
with authenticity and in accordance with their own intentions, including by designing
for slower, less algorithmically accelerated interaction. I use a calendar icon with a

checkmark to represent this objective.

Figure further illustrates what each of these design objectives seeks to maximize, as
well as what it seeks to minimize. These objectives can also be viewed as helping users
to overcome common obstacles to meeting interpersonal needs online, including 1) failing
to acknowledge or adequately describe one’s needs; 2) locating the responsibility for one’s
interpersonal needs outside of oneself; and 3) failing to take appropriate action to meet one’s
needs after understanding what they are. As discussed in the next section, these design

objectives can be approached with several circles of attunement in mind.
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6.4.2 Clrcles of Attunement in Needs-Conscious Design

The levels of attunement defined by Needs-Conscious Design draw inspiration from NVC
practice. When trainers addressed questions about how individuals make progress in learning
NVC, they described several stages of NVC practice and awareness. The first was an internal
practice of NVC, wherein an individual learns to recognize and acknowledge their own needs.
For example, T6 identified that the first step in learning NVC as “an internal application
of Nonuviolent Communication, sometimes known as self-empathy or self-connection.”. T1
highlighted the importance of being receptive to needs for achieving connection with others
and with oneself: “People who have maybe never, one, known that they had needs; two, thought
that needs were okay to have; and three, ever expressed their needs, begin to acknowledge, and
accept, and express [them/. .. that opens up a real connection in relationships.” This typically
precedes practicing NVC with another person, at which point one can recognize and help to

satisfy the needs of others.

Trainers also described a more advanced form of NVC practice wherein one appreciates that
the syntax of NVC is merely a vehicle to what trainers describe as Nonviolent Consciousness
or Needs Consciousness. This stage is characterized by the ability to adjust appropriately to
context and to negotiate between competing needs. Trainers noted that embedding nonviolent
consciousness into one’s life can mean disregarding NVC’s OFNR syntax in favor of what
trainers referred to as informal NVC or colloquially as “Street Giraffe” (the giraffe is sometimes
used as a symbol of NVC), wherein an individual uses less structured language to dynamically

surface and respond to needs.

The three stages of NVC practice identified from the interviews inform the three circles of
attunement used to structure Needs-Conscious Design. By attunement, [ mean awareness and
responsiveness to emotional state and underlying interpersonal needs. As shown in Figure
[6.4) Self-Attunement is the first circle of attunement, corresponding to internal practice
of NVC. Others-Attunement is the second circle, corresponding to practice with others.

Context-Attunement is the last circle, corresponding to the embedding of needs consciousness
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Figure 6.4: An illustration of the three levels of attunement of NCD, expanding from
Self-Attunement to Others-Attunement to Context-Attunement. Backward-pointing arrows

illustrate that outer levels of attunement can yield benefits for inner circles as well.

in one’s life, and the maturity to negotiate between competing needs.

Both in NVC and in the model for Needs-Conscious Design, progressing to subsequent
circles of attunement can yield benefits for the practice of inner circles. Learning to attune
to others, for example, can yield benefits for learning to better attune to oneself. Learning to
attune to context and embedding needs consciousness in one’s life can yield benefits both for
attuning to oneself and for attuning to others. I illustrate this in Figure [6.4) using arrows

pointing from the outer circles back to the inner circles.

6.4.3 Conceptual Model of Needs-Conscious Design

By combining design objectives and circles of attunement, I form the conceptual model of
Needs-Conscious Design illustrated in Figure Each of the three design objectives of
NVC is illustrated using a different base color: pink for Precise Observation, blue for Needs
Responsibility, and purple for Intentional Action. The three concentric circles represented in
the conceptual model correspond to the levels of attunement, with Self-Attunement as the

innermost circle and Context-Attunement as the outermost circle, reflecting the expansion of
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Figure 6.5: A conceptual model of Needs-Conscious Design illustrating the interaction of
design objectives (mapped to pink/blue/purple hues) and circles of attunement (mapped to

circles shaded progressively darker as they move away from the center of the diagram).
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concern associated with each level. I also shade the outer levels a darker hue of the same
color as the inner levels in the conceptual model to illustrate this progression, as well as to
communicate the consistency of purpose across the levels of attunement.

Each of the circles of attunement can be accordingly divided into three arcs, each
corresponding to a design objective of NCD. Within each of these arcs is written the title of
a design consideration discussed in Section [6.5 I intend for the conceptual model to help
designers in producing designs that help users to meet interpersonal needs, whether they are
attempting to connect with themselves, or trying to better understand and communicate

with others.

6.5 Findings: Design Considerations and Concepts

I discuss design considerations for NCD by first considering Self-Attunement, followed by
Others-Attunement, followed by Context-Attunement, in accordance with the expansion of
NVC practice. For each circle of attunement, I offer design considerations for each of the three
design objectives of NCD, drawing extensively on perspectives offered by participants and
presented using a descriptive title intended to summarize the consideration. I conclude each
section with at least two high-fidelity design concept illustrations created based on co-design
sessions and interviews with participants. Design concept illustrations are labeled with 1) the
design objective supported by the concept; 2) the circle of attunement corresponding to the
concept; and 3) a green plus marker indicating a positive design that supports the objective
or a red minus marker indicating a negative design that undermines the objective. The name

of each design concept is included below the panel in which it is illustrated.
6.5.1 Self-Attunement

@ Precise Observation: Supporting Needs Awareness

In the circle of Self-Attunement, designing for precise observation entails helping users

recognize and acknowledge their own emotional and interpersonal needs. However, becoming
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Figure 6.6: Left: Visualization of the Login Check design, which asks users a series of questions
about their emotional state before logging in. Right: Visualization of the Body-to-Needs Map

design, which helps users map sensations in their body to feelings and needs.

aware of what one’s needs actually are can be a point of difficulty, according to NVC trainers,
who said that needs can be obscured by several common false equivalences. T14 concretely
identified two of these, the first of which is equating an evaluation or judgment with a feeling,
resulting in a faux feeling: “I've asked a room full of people, who knows what it feels like
to feel attacked?...One person feels angry. Another person feels scared. Another person
feels confused. Another person feels disappointed when they see themselves as attacked. So

attacked would be a faux feeling.”

T14 describes a second false equivalence caused by a
failure in “differentiating between stimulus and cause. The thing that happened outside is a
stimulus, but it’s not the cause of my feelings.” These false equivalencies can direct attention
away from an unmet need and toward a judgment (faux feeling) or other stimulus, preventing
an individual from taking action that actually meets the need.

To help become more aware of needs, trainers described exercises that link bodily sensations

(such as tightness in the chest, or feelings of heat) to feelings and ultimately to unmet needs,
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providing individuals with a tangible way of mapping from sensation to need. T5 said, “in
our classes, one thing we practice is being able to name the feelings and then sort of actually
feel how they feel in your body physically. And of course, the most important thing is to
use the feelings, stay with them just long enough to identify your need.” T8 similarly said,
“for example, sadness often can be felt in the body as an emptiness or a heaviness and an
emptiness. Whereas happiness is like a lightness and a buoyancy. And anger is like a tension

that involves movement. You got to move. That’s why you slam doors.”

Design Concepts: Study data produced several designs intended to focus the user’s aware-
ness on their own internal state, rather than potentially algorithmically induced distractions.
P1 envisioned the Login Check design illustrated in the left panel of Figure which presents
a user with a series of questions about their emotional state answerable using sliders, and
which appears before they log into an online communication platform. P1 envisioned this as
a way to become more aware of their internal state before entering an online space replete

with distractions. During their co-design session, P1 described Login Check as follows:

It’d be like five questions. .. and you can answer them quickly. .. but it’s also. . . let’s
take a pre-K pause. .. if you realize, you know what, I don’t feel like doing this,
then maybe you realize I don’t feel like being on social media. Be kind of neat if

there’s a little ‘leave’ button.

Drawing on interviews wherein NVC trainers like T5 described mapping bodily sensations
to unfulfilled needs, the study team also created the Body-to-Needs Map design illustrated
in the right panel of Figure The design would allow the user to press on an area of the
body and identify the sensation they were experiencing, and the interface would provide
an NVC-supported explanation of the feelings and underlying needs associated with that

sensation.
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&’ Needs Responsibility: Setting Expectations and Boundaries

In the circle of Self-Attunement, taking personal responsibility for one’s needs entails clearly
communicating what those needs are, and when those needs are not being met. Such self-
advocacy has a theoretical grounding in NVC, as T1 said that NVC should help people in “being
able to speak up for what’s important to them ... self-responsibility is a huge piece. .. where’s
my responsibility in this experience that I'm having?. .. we begin to have our sense of our life
experience is because of ourself, instead of being at the mercy of the people and events outside

of ourselves.”

Diary study participants, whose observations were grounded in practical experiences, were
especially aware of the importance of knowing when one’s needs were not being met, and
they asserted the importance of safety and reciprocity in online spaces. P3 explained that
extending empathy to someone who has “an agenda” online can backfire and harm the person
who is trying to be empathetic. P6 noted they set boundaries when requests from others
involve “unreasonable resources from the outside, like lending money, or like, coming to your

house for a night.”

Participants also noted the need to set boundaries and practice self-care when one’s
emotional resources run low. In the exit survey, P7 expressed the difficulty of extending
empathy “when you already have emotional distress.” During the entry interview, P1 noted
the importance of caring for oneself when a boundary is crossed: “If somebody crosses a
boundary, then you need to extend that kindness to yourself. You don’t stop having empathy
for the other person, but...I'm going to step away. .. It took me a long time to realize that

harm none also means don’t put myself in harm’s way.”

Design Concepts: Co-design sessions produced two designs intended to help users set
expectations and boundaries, as well as a negative design to illustrate disregard for boundaries
set by a user. P5 envisioned the Communication Style design in the left panel of Figure
to explicitly set forth their communication preferences and expectations. Describing Commu-

nication Style, P5 said, “here’s the important things to know before contacting me. . .instead
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of letting you just type a message . ..you to have read the first part before you actually. . . start
typing.” P3 had a similar purpose in mind for their OCEAN Profile design (center panel of
Figure[6.7), which allows a user to rate themselves on the big-five traits [94} [14] so that others
know how to communicate with them in a way that accords with their personality. Describing
OCFEAN Profile, P3 said, “a person is more logical, and another person is more emotional.
Talk to each other, then it’s hard to connect. So it’s kind of like, you’ve got to know the
other person’s language. You’ve got to know the other person’s way.” Demand Button, the
negative design shown in the right panel of Figure [6.7] also arose from the co-design with
P3, who illustrated the “insensitivity” of making a significant request at work at 4:59pm. In
this negative design, when the Contact sets a boundary, the user has an option to make a

demand that disregards that boundary.

Intentional Action: Slowing Down to Support Intentionality

In the circle of Self-Attunement, intentional action entails slowing oneself down to prevent
avoidable conflicts and ensure intended connections are made. Trainers and diary study
participants alike described the fast pace of much online communication as an impediment to
intentionality. As T14 concisely explained, ‘the faster the medium, the less conducive it is to
connection. . . when we need to actually create an emotional connection, we’re missing a ton
of information.” T1 similarly noted that “if you’re gonna use text, then slow it down. Take
your time, let the person know you’re taking your time, that you recewed it, think it through.”
During the co-design session, P10 reflected on the inflammatory effects of platform-induced
speed in online spaces, saying, “I think that’s one of the biggest contributors to unempathetic
conflict online. It’s just the speed of it all. .. when ['ve had unempathetic conversations with
family members in the past, the speed of it, and the algorithm. ..t just felt like a wrestling
match with everybody in the ring.” In the entry interview, P1 described the importance
of “checking in” with oneself when emotions run high, and becoming aware of one’s own
emotional state: “I think when it’s distressing, your fight-or-flight response is kicking in, and

I mean, you can’t run away from the thing that’s in your pocket.”
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On the other hand, without algorithmic incentives motivating a fast response, participants
said that asynchronous communication could actually help them to give more attention to
their response. P9 said, “I can choose to react in my own way, and in my own time, and
choose my words a little more carefully.” P2 similarly said that “when your emotions are
running high or you’re just lashing back as a reaction, it’s harder to stop that in person than
with online communication. You can really take more time to step away or rethink what your
words are before you send them.”

Design Concepts: Co-design sessions with diary study participants produced one positive
design and one negative design concerned with the speed of communication. P10 envisioned
the Cool Down design shown in the left panel of Figure[6.8 which they described as a way of
escaping from algorithmically accelerated negative emotion: “Some sort of calming image
that pops up would be great. You know, like an ice cube. .. I think it would be fun if it just
melted from the top to the bottom, something to kind of interrupt the pattern.” On the other
hand, P12 envisioned the Response Countdown negative design shown in the right panel of
Figure [6.8] which deletes messages if not responded to within a given time limit. Describing
Response Countdown, P12 noted that “I like to read things over sometimes and give them
more thought when I'm trying to be more empathetic. But I don’t necessarily get the amount

of time. .. I don’t use Snapchat because of this.”

6.5.2 Others Attunement
@ Precise Observations: Seeing Opportunities in the Ordinary

For the circle of Others-Attunement, precise observation entails being able to see opportunities
to connect with others, including in everyday interactions. NVC Trainers said that simply
offering one’s presence facilitated empathetic connection with others, and that this opportunity
for connection was almost always available. T12 said that “empathy is really about presence. . . if
I'm just present with what’s going on inside of you. .. that alone is going to feel good.” T10

noted that technology is well-suited to simple, everyday demonstrations of connection and
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concern: “I think that’s one of the beauties of ... fast but thin communication. My buddy was
just diagnosed with lymphatic cancer. So I check in with him and just say, hi, how are you
doing? I mean, there’s a lot of weight in that. That means I care about you. I'm thinking
about you. I hold you dear. That’s the beauty of this, technology, I think.” Similarly, when
diary study participants reported receiving empathy, it sometimes occurred unexpectedly in
low-stakes situations. In their exit survey, P9 described the time they felt most empathized
with as “the instance yesterday when I was telling my friend about how I ate too much
pizza. . . really trivial but stood out because he would usually make fun of me for something
like this.”

Design Concepts: Co-design sessions produced two designs focused on helping users see
opportunities for everyday connection with others. P12 envisioned the Empathy Flag design
illustrated in the left panel of Figure [6.9, which allows a user to signal when they need an
empathetic connection. Describing Empathy Flag, P12 said that it could be useful when
“this 1s a serious topic, like if you’re just having like a reqular conversation, sometimes I'll be
doing something else and just reply, and maybe not think deeply about it. But there’s a way
to indicate . ..something more serious.” P9 envisioned the Needs Highlighter design shown
in the right panel of Figure [6.9] which automatically reads an incoming text and highlights
sections that might indicate an interpersonal need. Describing Needs Highlighter, P9 said “I
drew a messaging feature where it highlights more emotionally salient pieces of the message
from the other person ...when you’re writing the [response| message, I think it could highlight

the components that feel the most helpful.”

&’ Needs Responsibility: Supporting Effortful Connection

For the circle of Others-Attunement, taking responsibility for needs entails committing effort
to connect with others. Both trainers and lay participants observed that effort that helps
to facilitate meaningful connection. T7 expressed skepticism about low-effort connection
afforded by social media platforms: “I think about people having connection on Instagram

or Facebook. .. something inside kind of makes a little checkmark, like I'm connected. I've
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had intimacy here. But I think the reality of it is really different...we’re fooling ourselves
at the nourishment we’re getting.” T14 noted that a fundamental part of NVC is “to want
to contribute to one another’s wellbeing”, a process that often requires significant effort to

attune sufficiently to another’s needs.

Diary study participants similarly noted the salutary effects of high-effort interactions.
P8 described a friend’s Facebook post that elicited empathy, noting that the effort the friend
had put into it—indicated by its length and emotional honesty—had prompted P8 to reply
with an encouraging comment. On the other hand, P12 described a time that perceived low
effort created distance: “Someone was asking for help. I told the person I always got them
but they found out I was [at] an event, and the conversation went nowhere. .. I was unsure
what happened so I felt confused. . . they thought I was too busy to hear them out.” P10 further
described a similar effect in a different context: “I noticed that Instagram story reactions and
direct messages in response to a story can sometimes be hard to respond to with empathy,
because they feel cheap.” Where effort was not clearly visible, participants often found both
that they were unwilling to attune to others, and that others were unwilling to connect with

them.

Design Concepts: Co-design sessions and trainer interviews produced two designs to
support effort in connection, and one negative design that would undermine effort. The study
team drew on a co-design envisioned by P6 to produce the Modality Free design shown in
the left panel of Figure [6.10] which presents the user not with a default text entry bar, but
with an array of different choices of modality (voice, video, image, text, music, etc.) in which
to respond, encouraging users to consider how best to connect with the recipient of their
message. [ also drew on a co-design with P6 to create the Scratch Space design, illustrated in
the center panel of Figure [6.10} Scratch Space allows the user to press on a notepad icon
that fades into view a few seconds after receiving a message, and which opens an overlay
for freewriting one’s thoughts about the message just received. The user would also have
the option of interacting with a chatbot that would ask guiding questions to help the user

reflect on the conversation. Describing the ideas behind Scratch Space, P6 said “you either
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like, freeform write down your thoughts, or have like guiding prompts to help you refilect, to
kind of work through feelings and emotions. .. I think AI could be used in some cases when
you just need help with having a sounding board, or just something that you can respond to.”

On the other hand, P9 envisioned Auto-Connection, a negative, low-effort design illustrated
in the right panel of Figure [6.10] wherein two users use generative AI models to automatically
respond to each other. Describing Auto-Connection, P9 said “it would kind of be bad if people
only rely on this technology. .. so that people aren’t using critical thinking to understand why

they’re feeling that way. .. I think the essence of empathy is understanding the deeper context.”
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Intentional Action: Spaces for Fostering Relationships

In the circle of Others-Attunement, intentional action entails creating spaces in which action
can be taken to build and maintain relationships. Whether with family, romantic partners,
friends, or larger groups, I found that participants in the studies believed that successfully
connecting in an online space requires an environment that respects the dynamics of the
relationships. In the entry interview, P13 discussed maintaining connection with their family,
from whom they were spatially distant, “I don’t stay over there with them, so we try to talk
online. We try to communicate in whatever way we can. .. trying to explain our side of the
story, what we’re actually going through.” P9 shared a similar experience with their partner:
“my boyfriend. .. he’s long distance. .. when we message each other I have to express empathy,
and he also shows empathy to me.” P4 described an empathetic environment fostered by
a friend in an online space during the diary study: “during a conversation with my friend,
we were discussing a personal challenge I was facing, and my friend created a safe and
non-judgmental space for me to express my emotions and share my needs.” Moreover, in the
entry interview, P1 said “I see a lot of empathy exhibited in a bisexual group. It’s a social
community, and there’ll be some thirst posts. .. but there’s also posts from people who are
going through it with their families, and they’ll make it clear what they need. Like, hey guys,
I really just need to talk to someone about this and probably some of you have gone through

this.”

Design Concepts: Co-design sessions produced two designs concerned with creating spaces
for taking intentional action in relationships. The study team drew on the co-design of P13
to produce Direct Connection, a fully private space for two people to connect, illustrated
in the left panel of Figure [6.11] P13 noted concern with connection online because of the
possibility that their intimate conversation with another person might be stored or recorded
for use outside of its initial context, and that information from the conversation could be
“tapped in[to]” by someone else. T drew on P13’s design, which used traditional corded phones

to symbolize safety from digital monitoring, to create a design concept that allows the user
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to lock out any monitoring by other apps, and protects the conversation against metadata
collection, also providing the user with an easy mechanism to erase the protected part of the
conversation permanently after it ends.

The co-design session with P11 produced both positive and negative versions of a Big
Moments design, illustrated in the center and right panels of Figure respectively. Big
Moments algorithmically curates a user’s interactions with another person. The positive
version of the design highlights pleasant or meaningful experiences online with the contact,
while the negative version highlights experiences that will draw the user’s attention, but will
likely not lead to better connection. Describing the inspiration for the negative version of
Big Moments, P11 said that “I know some people on Reddit. . . they like to go through people’s
histories and they’ll be like, didn’t you say this thing. .. like your most disliked comment or
maybe your most controversial comment.” Describing the fundamental congruency of the
design for a positive version, P11 said that the “only difference is, I think, it’s my most liked

comment.”

6.5.3 Context Attunement
@ Precise Observation: Mature Emotional Vocabulary

At the level of Context-Attunement, precise observations means using a well-developed
emotional vocabulary that’s appropriate to the situation. Many NVC trainers highlighted
that gaining maturity in NVC practice meant developing an expressive vocabulary for needs
and feelings. T14 emphasized the need for a “mature emotional vocabulary”, noting “I can
use my words to block you out and not let you know what’s going on inside me, or I can
use my words to give you a sense of what my experience is.” Referring to an inventory of
descriptive words sometimes used in NVC practice, T12 encouraged trainees to “memorize the
needs and feelings vocabulary. I think that’s really important.” T7 described learning NVC as
analogous to learning a new language, and noted they use an NVC-inspired deck of cards

[157] containing the “inventory of feelings and an inventory of needs” with trainees.
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Diary study participants similarly noted the importance of an expressive vocabulary for
connection online. P3 noted in their exit survey that “with online communication, I feel like
I don’t need to beat around the bush. .. as long as there are words that indicate emotions (‘this
is so exciting!” | ‘I love it so muchl’, ‘thank you!’) then the reader will not view my messages
as threats.” P8 similarly affirmed in their exit survey the importance of a good vocabulary for
expressing needs: “Language and expression is quite important. Sometimes emoticons can be
used to convey what words don’t.” Conversely, participants noted difficulty connecting with
others who do not clearly communicate feelings and needs. P9 said, “it’s harder when people
don’t respond. . .it’s also hard when even if I follow up, they don’t clarify any more.”
Design Concepts: The study data produced three designs concerned with employing an
expressive and contextually appropriate emotional vocabulary. The study team created the
Needs and Feelings Inventory design illustrated in the left panel of Figure based on the
interviews with T12 and T7 described above. The design includes buttons that users can
press to access an inventory of needs or feelings, which can also be linked to more complete,
NVC-supported definitions of these needs and feelings. The co-design with P4 produced
the Dynamic Emoji Bar design, illustrated in the center panel of Figure [6.12] which uses
generative Al to dynamically create emojis appropriate to the context. P4 echoed P8’s
suggestion that emojis could play a role in online platforms, where words were sometimes
not sufficiently expressive. The co-design session with P2 produced the Tone Tuner design,
illustrated in the right panel of [6.12] Tone Tuner allows a user to select the tone they were
seeking to achieve after writing out a response, and have a generative Al model suggest
revisions that accord with that tone. Note that Tone Tuner does not function without the
user first writing a response (i.e., it does not write the response for the user), lest the design

undermine the previously described goal of supporting users in effortful connection.

&’ Needs Responsibility: Reframing from Blame to Needs

For the circle of Context-Attunement, taking personal responsibility for needs entails reframing

expressions of blame and judgment into expressions of unmet interpersonal needs. T4 described
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how NVC attempts to facilitate this reframing: “we’ve been conditioned to focus on who’s right
and who’s wrong. . . and we shift the question [in NVCJ...rather than who was wrong, who
needs what?” T10 noted that NVC “isn’t about making them wrong and bad. . . it’s more. . . the
way you’'re meeting your needs is not meeting mine.” T8 described a strategy common in
NVC “to translate judgments to needs. The need is the opposite of the judgment most of the
time, especially if it’s a negative judgment. .. for exzample, I felt betrayed. .. I can translate that
to... I have a need for trust. Trust would be the opposite of the idea of betrayal.” T2 noted
that failing to make this translation, and instead assigning blame, comes at a price: “what’s
the cost of blame?. .. blame brings defensiveness and disconnection.” Diary study participants
also said that evaluations of who is right and wrong tend to inhibit empathetic connection.
P11 noted in the entry interview, “you tend to be less empathetic to others because you have

like this baseline of, well, I think this is right and this is wrong.”

Design Concepts: The study data produced one design to support reframing blame to
needs and one negative design that encourages the assignment of blame. The study team
envisioned a Judgment Translator design based on the perspective of T8 noted above, as
illustrated in the left panel of Figure [6.13] Judgment Translator alerts the user when a
message they’ve written might contain a judgment that masks a need. It then prompts the
user to write what they’re feeling and what they’re needing before translating that judgment
into an expression of what they need. The co-design session with P5 produced the negative
design Timed Grievance, illustrated in the right panel of Figure [6.13] Timed Grievance
reminds the user at one-hour intervals that their most recent message has been left at seen,
subtly encouraging the user to assign blame for the lack of response. Describing Timed
Grievance, P5 said that “you might’ve completely forgotten about it, and then it just brings it
to the forefront.” They noted that this could be an especially negative design “if youve said

something very vulnerable.”
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Intentional Action: From Syntax to Consciousness

In the circle of Context-Attunement, intentional action entails embedding needs consciousness
into the choice architecture with which one navigates everyday life. Every trainer with whom
I spoke highlighted the difference between following the structured format of NVC (i.e., the
Observations, Feelings, Needs, Requests [OFNR] formula) and practicing NVC with authentic
Nonviolent Consciousness, sometimes referred to as Needs Consciousness. T12 explained that
the structure of NVC is just “a framework that helps you get to... NVC consciousness, which
is focusing on, ‘I care more about my connection with you, and also my [connection] with
myself.” Transcending the syntax of NVC means living authentically within the principles of
NVC. T7 tried to capture this by explaining the “core value of NVC response: authenticity,
empathy, responsibility, shared power, and choice. . .not to get my agenda over on you, get

your buy-in, or coerce you into my agenda.”

Design Concepts: The co-design sessions with diary study participants produced one design
intended to help transcend syntax in favor of authenticity, and a negative design intended that
highlights the drawbacks of syntax without consciousness. P7 envisioned the Voice Connect
design illustrated in the left panel of Figure [6.14] which provides a user with the ability
to send a voice message, along with a message highlighting that the message is being sent
specifically so that the contact can hear the intention in their tone. Describing the intention
behind Voice Connect, P7 said they prioritized “voice recording because in texts I feel like
people can read in different tones, and maybe misjudge the message you are trying to send.”
Conversely, P2 envisioned the False Connection Menu negative design, illustrated in the
right panel of Figure [6.14] False Empathy Menu automatically presents the user with three
perfectly formed empathetic responses to a conversation partner. While the responses are
well-formed on the surface, they are created independently from the user’s consciousness, and
without the user’s effort. Describing False Connection Menu, P2 made clear the mechanical
intention behind the design, noting that “you’re just presented with a list of options, kind

of similar to those phone call automation flows where you’re just stuck in this infinite loop
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partner.

of trying to get help, but just being bounced around from place to place.” As noted in the
illustration, these menu options could be presented in perfect NVC syntax, but still lack
needs consciousness.

Finally, the study team produced the Message Mirror design illustrated in Figure [6.15
based on the interview with T2. T2 envisioned using Al to help a user reason about whether
one’s words were intended for connection and appropriate to the user’s immediate context:
“train an Al with that ... what would it be for you to receive what you’re about to say? Just
that mirror.” Message Mirror includes a small mirror icon in the text input bar. When the
icon is pressed, an overlay presents the user’s messages as though they are the Contact’s, and
vice versa. The unsent message being typed by the user is presented as though it had already

been sent.
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row describes how these concerns might translate into design risks associated with NCD.

6.6 Design Risks

Drawing on interviews with NVC trainers, I surfaced five design risks resulting from the NCD
design framework’s foundation in NVC. While NVC trainers were uniformly enthusiastic
about NVC, they were also careful to warn about the potential for misguided and flawed
approaches to NVC, including in the context of technology. I thus discuss five design risks
by describing both the concerns expressed by NVC trainers and their potential implications
for NCD. Figure [6.16] illustrates the five design risks, along with the concerns expressed by

trainers and the corresponding concern for NCD.

6.6.1 Empathy Fog

The first design risk surfaced by the study was a phenomenon I call Empathy Fog, referring

to the uncertainty of whether or not empathy was in fact being exchanged in a technological
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environment increasingly mediated by artificial intelligence. While the study did not directly
ask participants about Al (except to seek clarification), this concern was more common
and more salient than any other expressed by the trainers, who discussed the challenges to
empathetic connection online posed by ChatGPT [281] and other generative Al technologies
[324]. T4 expressed this concern succinctly: “as we enter the age of Al there’s a part of me
that doubts it’s even you. . .it could affect empathy and connection in a potentially dangerous
way.”

While there are risks associated with using Al to mediate one’s relationship and commu-
nication with oneself, trainers were more supportive of improving interpersonal connection
by using Al to improve the relationship with oneself. T7 captured this perspective when
discussing the role Al-driven technologies could play in helping people to slow down and
reflect: “Al is going to be really good at that, not injecting the make-wrong thing, helping
people to re-requlate their nervous system. And while they’re doing that, during the pause,
they’re giving themselves empathy. So they’re connecting to their needs and their feelings and
hopefully doing the same for the other side.”

I illustrate Empathy Fog in the left panel of Figure [6.17], which visualizes the opacity of
the connection offered when Al is used to directly mediate communication. The right panel of
Figure illustrates the more optimistic perspective offered by T7: that by helping the user

improve their relationship with themselves, a design can ultimately improve their connection

with others as well.

6.6.2 User Consent

The second design risk surfaced by the study was the need for User Consent. Trainers noted
that NVC can come off as an unwelcome psychological strategy to people who don’t practice
NVC themselves. This is particularly true when using the highly structured OFNR syntax of
traditional NVC, but it can also be the case when people are asked about feelings or needs
that they’re not prepared to explore. Trainers discussed obtaining consent as an important

part of NVC, especially when practicing it with people who are not themselves versed in
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Figure 6.17: Left: An illustration of Empathy Fog, an emergent design risk for communication
significantly mediated by technology (and especially AI) that obscures the empathy and
connection received by a user. Right: A potential solution to empathy fog suggested by NVC
trainers, wherein technology helps the user with self-reflection but does not directly mediate

communication.

NVC. Consider the perspective of T7, who said they always asks for consent before practicing

NVC with new trainees:

“Always ask permission. . . give that person permission, if you get this feeling that
I'm doing this thing to you, just please let me know and we can stop right away.
So, real permission, giving consent. .. that builds trust. .. honesty and transparency,
in my experience with NVC, and other places and other realms, is worth the while.

It’s worth slowing down for.”

Designs produced using NCD must also foreground user consent, especially given that
such designs would likely involve the creation and transmission of user emotional data [93]. I
suggest that the affirmative consent framework of Im et al. (2021) [I82], which asserts that
consent given online should be voluntary, informed, specific, revertible, and unburdensome,
can be leveraged to pose guiding questions with regard to the consentful creation of designs
using NCD. Even when technology mediates only between a user and themselves, the user
should feel they have consented to an interaction that may inform how much of themselves

they are willing to offer, including emotional data.
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6.6.3 Coercion and Gaslighting

The third design risk surfaced by the study is the potential for misuse that supports coercion
and gaslighting. The Consent section above intends to address concerns about potentially
well-intended but nonetheless non-consensual applications of NCD. However, trainers also said
that without nonviolent consciousness, the NVC syntax can be abused, potentially leading to
gaslighting or coercion. T14 said that “if you miss the consciousness part, then my intention
could be to get my way, or my intention could be to manipulate a certain outcome. And then
I'm using words that sound like NVC, but now I've weaponized NVC' and it’s not NVC at
all.” Similarly, T3 said, “NVC can be a tool that can contribute to harm if not used with the
mindset of seeking connection. .. it’s very important to use NVC with a lot of intentionality.”

Like NVC, designs produced using NCD must be mindful of the possibility that they
may either enable the user to gaslight or coerce another person. As noted previously, T14
describes true NVC connection as desiring “to contribute to one another’s wellbeing” and
then acting accordingly. Designs that enable coercion either of the user or by the user fail to
achieve the goals of NCD, in that they do not support the user in truly taking responsibility

for their own needs, or in sufficiently attuning to the needs of others.

6.6.4 Accounting for Systemic Harms

The fourth design risk surfaced by the study is the potential to overlook or ignore systemic
injustice. Some trainers pointed out that NVC does not necessarily enable people to better
respond to systemic harms. T2 said “there’s not a complete agreement between all NVC
practitioners around. . . how to look at social justice. .. some people who are like, yeah, the
question of privilege has nothing to do with NVC. That’s not what it’s about. It’s just about
feelings and needs. There’s a lot of other people saying, absolutely not. Privilege is essential to
have a deeper sense of empathy and understanding power dynamics.” T3 pointed specifically
to a debate within the NVC community about whether observing a power dynamic should be

regarded as an observation, and thus a precursor to a discussion on feelings and ultimately
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needs, or as a judgment or evaluation—which comes with blame attached. T3 said “I think
NVC needs to be very much informed about privilege, systemic racism...and I do believe that
to go and say, well, these are not observations, is actually a harmful move. So somebody who
would teach NVC' that way, to me contributes to the very systems that are oppressive and

harmful.”

As is clear from much prior work on algorithmic reflection and magnification of societal
harms |28, 65, 328], online spaces are not immune from systemic injustice [29 400]. The
perspective of T3 above suggests that designs produced using NCD should also seek to be
aware of how they contribute to addressing or potentially exacerbating existing harms in

online spaces.

6.6.5 Real-World Well-Being

The final design risk surfaced by the study is the failure to prioritize real-world well-being.
Despite the enthusiasm of many trainers for better online spaces for connection, they also
noted that nothing could replace the richness of in-person interaction. Remarking on what’s
missing in online communication, T14 said, “so much of communication is non-verbal. It’s
body language, it’s tone of voice, it’s other pieces.” While T12 noted that they embraced
practicing NVC in online spaces and were optimistic about developing new apps to help
people use NVC, they also said that “having the same interaction online does not stimulate the
same. .. there’s a reason why people in the NVC community are drawn to in-person. There’s

an energetic exchange that you can’t reproduce 100% online.”

Unlike many designs that seek to capture user attention (i.e., user engagement) [235] 234]
356], NCD should not seek to maximize time on an app, but to maximize connection to
others and to oneself. In many cases, that goal is better met by in-person connection and
time spent away from devices than it can be by online communication. Designs for NCD
should thus avoid user engagement for the sake of engagement, and help users to make the

decisions that are best for meeting their interpersonal needs.
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6.7 Discussion

The NCD framework builds on the tradition laid down by prior work seeking to give users
more control over their online relationships and their emotional lives. However, by focusing
specifically on enabling users to meet their interpersonal needs, and by drawing on the rich
theoretical tradition of Nonviolent Communication and the lived experiences of diary study

participants, the NCD framework differs from prior work in a few key ways.

The first difference lies in the less-is-more philosophy that runs through both design
objectives like supporting needs responsibility and through design risks like empathy fog.
NCD acknowledges that even though their intentions are good, designers can easily do too
much when attempting to support empathetic connection online. This can occur when a
design leads to decreased effort on the part of a user, or, in the case of empathy fog, to
confusion about how much effort has been committed to an interaction. Technologies like
generative Al constitute a double-edged sword in this respect; while they can enable designs
like Needs Highlighter that promote attention to another person’s needs, or enable more
expressive interactions between individuals via designs like the Dynamic Emoji Bar, they
also risk automating the most important parts of an empathetic interaction. Successfully
designing to support empathetic connection thus requires close attention to the effects of

powerful new tools on the process by which communication is produced.

A second significant difference from prior work lies in NCD’s utility at several levels of
interpersonal attunement, starting at the level of the individual. This mirrors the progression
described by NVC trainers, wherein a trainee first practices an internal version of NVC,
then applies it in interpersonal settings, and finally learns to embed the values of NVC
in their life. While the levels of NCD reflect this progression, they also provide designers
with an opportunity to reflect on what sort of empathetic interaction they intend to design
for—does it intend to help the user to connect more with themselves, with others, or to more
successfully navigate a complex interpersonal environment online? As the design concepts

demonstrate, the design objectives of NCD can manifest quite differently depending on
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the intended level of attunement. For example, for the precise observation of needs design
objective, I offered the Login Check design concept at the level of self-attunement, the
Empathy Flag concept at the level of others-attunement, and the Tone Tuner concept at the
level of context-attunement. While more expansive forms of attunement may benefit more
individual attunement, I also noted that designers need to be careful of increasing complexity
and potentially unintended consequences in Others-attunement and Context-attunement,
such as the potential for supporting coercion or gaslighting in the hands of a user whose goal
is not to connect but to get their way.

Finally, the NCD framework differs from prior work in its emphasis on the user’s personal
responsibility for meeting their interpersonal needs. This is something that good design can
support, including by providing spaces that give the user a space to reason through their
needs in a conversation, as in the Scratch Space design, and by helping users to communicate
personal boundaries and expectations more clearly, as in the Communication Style design.
While an approach that foregrounds personal responsibility can help users to see the agency
they have to meet their needs, it may also comes with some of drawbacks that were highlighted
during trainer interviews. As noted in the design risks, the emphasis on personal responsibility
can also potentially result in a failure to properly recognize and contend with systemic harms.
Some NVC trainers have adapted their approach by allowing the observation step of the
OFNR syntax to describe oppressive systems, and I suggest that responsible design with

NCD should be similarly responsive to unjust treatment in society.

6.7.1 Limitations and Future Work

This work has several limitations. First, while I have read the authoritative background
literature on NVC and have sought to represent the perspectives of certified NVC trainers
accurately, I am not an NVC trainer myself, and thus there may yet be aspects of NVC
not fully captured in this work. Second, while I developed NCD to be broadly applicable,
some of the more concerning recent applications of technologies intended for empathetic

connection online apply to specific settings. Examples of these include Al-assisted therapy
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[162, 272] or romantic relationships with AT companions [217, [165], applications that might
be construed as meeting interpersonal needs through self-reflection, but which carry very
different implications and expectations from person-to-person communication online. How
to design for settings like these could be more specifically covered in future work. Third,
I relied primarily on lay participants for co-designs, drawing on trainer design ideas only
when trainers explicitly suggested a design during interviews. Future work might conduct
a more complete and intentional co-design study with CNVC trainers or other experts on
interpersonal communication. Fourth, I note that NVC has developed into a framework
focused primarily on conflict mediation and interpersonal connection, rather than explanatory
theories of human behavior. While psychological theories like BPNT [406] and SDT [405] are
likely compatible with NVC, I did not seek to develop that connection in the present work.
Future work might seek to more concretely make this connection, or to interview therapists
to produce design frameworks that connect contemporary therapeutic approaches with the
methods of NVC. Finally, note that participants were all English speakers. Future work
might also study the application of Needs-Conscious Design in diverse cultural contexts, as

NVC is itself practiced around the world [66], 197].
6.8 Conclusion

This study introduced Needs-Conscious Design, an approach that draws on Nonviolent Com-
munication and centers precisely observing interpersonal needs, taking personal responsibility
for needs, and acting with intentionality. It showed that human-centered design can facilitate
information integrity not only in factual contexts (like knowledge work), but in interpersonal
contexts, where users’ trust in each other can depend on the way in which human communi-
cation is mediated. Needs-Conscious Design offers an approach that values human-to-human
connection and the satisfaction of needs, providing a foundation for designs that leverage
technology not as a replacement for human-to-human connection, but as a facilitator and
supporter of such connection. Such designs can help to reduce epistemic risk by prompting

users to think more critically about their communication, rather than increasing epistemic
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risk by automating communication and reducing human intentionality.
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Chapter 7

TOWARD LABORATORY-SCALE Al: CONTENDING WITH THE
HEIGHTENED EPISTEMIC RISKS OF PROPRIETARY MODELS

7.1 Preface

One of the most noteworthy risks of general-purpose Al, surfaced both in my study with
fact-checkers and in my study with CNVC trainers, is that of data privacy and provenance.
Users and organizations alike express concern that their data may be captured by a chat
interface or an API and used for purposes they did not intend. The broader question of
data and model transparency—how data is captured, manipulated, and postprocessed—also
plagues the scientific study of proprietary models, for which the reproducibility of results
is uncertain [275]. To make matters worse, the hardware resources needed to run open
alternatives to proprietary models are both scarce and costly. In this study, I investigated
whether users and organizations can extricate themselves from the heightened epistemic risk
of proprietary models by leveraging small open models running on low-cost, widely available
hardware. The findings of this chapter support Thesis Statement 5: The heightened
epistemic risks posed by closed-weight proprietary models can be mitigated by fine-tuning small

open models to perform specific tasks while maintaining their general-purpose chat interface.

7.2 Introduction

According to a report by The Verge, OpenAIl’s ChatGPT boasts more than one hundred
million weekly users, two million developers using the API, and more than 80% adoption
of among Fortune 500 companies, making it one of fastest growing services in history [309].
Despite the influence of OpenATI’s flagship language models on the world’s ways of working and

seeking information, scientists know little about them: details of the architecture, parameter
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counts, and training data of GPT-3.5-Turbo and GPT-4-Turbo are omitted or glancingly
described in the company’s technical reports [280]. Reaffirming the “values encoded in
machine learning research” described by Birhane et al. (2022) [44], transparency has taken
a back seat to values that preserve corporate competitive advantage. For many scientists
and public interest practitioners, this lack of transparency is at best concerning, and often a
reason to avoid such models in their work altogether [224] 293]. At the same time, recent
research has enabled the use of accessible and inexpensive hardware to train domain-adapted
models. Eight-bit and four-bit quantization allow very large models to run on affordable
commercial-grade GPUs [106) 108]. Quantized low-rank adaptation (qLoRA) [181 107]
allow large models to be customized to a domain by adding and tuning a modest number of
parameters while allowing most pretrained weights to remain fixed.

These technologies could collectively help enable a future for AI that is not wed to the
interests of Big Tech corporations—one that prioritizes transparency, cost-efficiency, and the
domain-specific and responsible application of language technologies, in addition to strong
performance. In this work, I intend to provide an empirical, practical foundation for this
approach, which I call “Laboratory-Scale AI.” Concretely, I address the following research

questions:

e RQ1: Do open models offer domain-specific performance competitive with
closed models for tasks of scientific and public interest? I assess open models
against closed models on three tasks selected for their scientific or public interest value:
government records entity resolution [143], climate misinformation fact-checking [116],
and clinical dialogue summarization [27]. I evaluate OpenAI’s GPT-3.5-Turbo and
GPT-4-Turbo against three open instruction-tuned models: Mistral-7b-Instruct-v.01
[191], Falcon-7b-Instruct [7], and LLaMA-2-Chat-7b [398]. Results show GPT-4-Turbo
exceeds the performance of the four other models when using them in a few-shot setting,
but GPT-3.5-Turbo and open models are comparable to GPT-4-Turbo or exceed

its performance after fine-tuning for a single dataset epoch. On fact-checking,
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fine-tuned Mistral-7b-Instruct achieves accuracy of .75, exceeding the mark of .72 by
three-shot GPT-4-Turbo.

RQ2: Are open models cost-competitive with closed models? I find that
the cost of running inference on a test dataset with GPT-4-Turbo is comparable to
both fine-tuning and inference using an open model. Cost savings achieved by using
an open model after fine-tuning are especially notable: on the climate fact-checking
test dataset, inference is almost ten times less costly using an open model

(Mistral-7B-Instruct, $.31) than zero-shot GPT-4-Turbo ($2.65).

RQ3: How responsive are small open models to domain-specific fine-tuning
data? I evaluate the performance of LLaMA-2-Chat-7B fine-tuned for clinical dialogue
summarization after 0%, 20%, 40%, 60%, 80% and 100% of task training data, and
evaluate the performance of the LLaMA-2-Chat-7B, Falcon-7B-Instruct, and Mistral-
7B-Instruct every 500 steps of the 4,298-sample fact-checking dataset. After 20% of
the fine-tuning dataset (240 samples), the summarization model achieves accuracy
of .79 on the test dataset, within .02 of its best. After 2,000 fact-checking samples,
Mistral-7B-Instruct achieves accuracy of .71, comparable to fine-tuned GPT-3.5-Turbo.
The results show open models can be adapted with a small amount of data,

without the need for large-scale data collection.

RQ4: Can fine-tuned, domain-specific models provide a general-purpose
chat-based interface for end users? Chat-based language models provide an
approachable interface to end users. I investigate whether fine-tuning inhibits the
utility of this interface by comparing the performance of fine-tuned LLaMA-2-Chat-7B
models with the base model on tasks not reflected in the model’s fine-tuning dataset.
For example, I measure performance of the fine-tuned fact-checking model on the
entity resolution task. I find that fine-tuned open models exhibit performance

comparable to general-purpose base chat models, and in some cases exceed it:
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for example, the fact-checking LLaMA-2 improves to .85 accuracy on entity resolution,

from the base model’s .77.

e RQ5: Can laboratory-scale language models be used in a responsible manner?
I evaluate open and closed models on three tasks of importance for the ethical application
of instruction-tuned language models: question answering under differentially private
fine-tuning, demographic bias in toxic comment classification, and abstention from
answering questions for which insufficient information is available to answer correctly. I
find that the performance of open models fine-tuned using a private optimizer approaches
non-private fine-tuning, suggesting a better privacy alternative to closed models; that
open models exhibit moderate bias that fine-tuning largely fails to mitigate; and that
fine-tuning open models can improve their abstention properties: fine-tuned LLaMA-2-
7B-Chat achieves an abstention score of .99 (maximum 1.0), exceeding the performance
of fine-tuned GPT-3.5-Turbo. While open models exhibit greater bias, they offer
greater privacy affordances than closed models, and in some cases abstain

more reliably after fine-tuning.

The experiments demonstrate that a fine-tuned open model running on inexpensive
hardware can exceed the performance of GPT-4-Turbo at lower cost. In addition to core
empirical contributions, I offer a practical discussion of the challenges and opportunities of

adopting a laboratory-scale approach in the Discussion section.
7.3 Approach

I review the models studied, evaluations employed, and consistent cloud environment used

across the experiments.

7.8.1 Models

The models studied share the following characteristics:
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e Causal (Generative) Pretraining Objective: All models share the causal language
modeling (next-word prediction) objective introduced to the transformer architecture by

Radford et al. (2018) [323].

e Instruction-Following: All models undergo supervised fine-tuning to enable a user to
issue instructions in natural language, and receive a natural language response from the

model [290].

e 7-Billion Parameters (Open Models): The open models each have approximately seven
billion trainable parameters, allowing them to be deployed on identical cloud instances.
OpenAl has not disclosed parameter counts for GPT-3.5-Turbo and GPT-4-Turbo, but

studies suggest they are much larger than open models [300].

I study only generative, instruction-following models for three reasons. First, this accords
with the architecture and training regimen of the closed, industry-dominant OpenAl models
against which I assess open models. Second, both the closed and open models studied are
among the most widely used language models in the world as of this writing, with Meta’s
LLaMA-2 model and Mistral’s Instruct model routinely among the most popular models in
the HuggingFace Transformers Python library. Third, these models provide an approachable
natural language interface for users who may not be skilled in machine learning but would
nonetheless benefit from the use of a domain-aligned language model. In addition to being
aligned with the goal of empowering scientists and public interest users, the importance of an
accessible interface is borne out by the success of ChatGPT, which far exceeds the userbase
of OpenAl’s own GPT-3 base models [26]. Finally, studying one group of similar models

permits use of consistent infrastructure, allowing me to evaluate cost.

Defining Closed vs. Open Models

I define a closed model as a model which is accessible only via a call to an API, and the

weights and architecture of the model cannot be accessed. An open model is one for which the


https://huggingface.co/models?sort=trending
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pretrained weights and architecture are made available and can be modified and built upon.
These models are not necessarily licensed to permit any use of the model, as such licenses may
still prohibit commercialization or use for unethical purposes as defined by the organization
releasing the weights [398] [399]; that is, open models are not necessarily fully open source
models. This definition of “open” aligns with that employed by Palmer et al. (2024) [293]
and Rogers et al. (2023) [342], but omits the requirement that researchers know the data on
which the open model was trained, as even in previous definitions, data requirements come

with the caveat that such data need not actually be “available for direct inspection” [293].

Closed Models

I study two closed OpenAl models: GPT-3.5-Turbo and GPT-4-Turbo.

e OpenAl GPT-3.5-Turbo: OpenAl’s cost-efficient and broadly performant model op-
timized to follow instructions [281], 288]. A GPT-3.5-Turbo fine-tuned with RLHF and
Proximal Policy Optimization is the model available to non-paying users who access Chat-
GPT through the online interface rather than the OpenAl APT [281]. T used OpenATI’s
default GPT-3.5-Turbo at the time of the experiments, which points to “gpt-3.5-turbo-0613"
[283).

e OpenAl GPT-4-Turbo: OpenAl’s state-of-the-art language model, available at greater
cost than GPT-3.5-Turbo [288] 289]. GPT-4-Turbo holds the zero-shot state-of-the-art on
numerous NLP tasks as of this writing, and achieves first place in human evaluations of
chat-based models in Chatbot Arena, [481]. GPT-4-Turbo handles much longer text input
sequences (128,000 tokens) than GPT-3.5-Turbo, as well as multiple input modalities, such
as images [28§].

Open Models

I study the following three open models:


https://crfm.stanford.edu/helm/lite/latest/#/leaderboard
https://huggingface.co/spaces/lmsys/chatbot-arena-leaderboard
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e TII Falcon-7B-Instruct: A generative model pretrained on 1.5 trillion tokens of the
RefinedWeb dataset [301], released under the Apache 2.0 license by the UAE’s Technology
Innovation Institute (TII) in April 2023 [7]. TII's RefinedWeb dataset consists of filtered

web data, and a subset is publicly available [301].

e Meta LLaMA-2-7TB-Chat: A generative model pretrained on two trillion tokens of
publicly available datasets and made available under the LLaMA 2 Community License by
Meta Al in July 2023 [399]. The Chat model was fine-tuned for dialogue and underwent

RLHF to improve helpfulness and minimize toxic output [399].

e Mistral AI Mistral-7B-Instruct-v0.1: A generative model released under the Apache
2.0 license by Mistral Al in September 2023 [191]. Mistral-7B-Instruct-v0.1 is trained on
an undisclosed quantity of data from the open internet, and exceeds LLaMA-2-7B-Chat
and LLaMA-2-13B-Chat on common benchmarks [I91].

7.8.2 Model Evaluation

I evaluate models in zero-shot, few-shot, and fine-tuned settings.

e Zero-Shot: The model is provided with a bare instruction of the task, and given the data

to perform the task.

e Few-Shot: The model is provided with an instruction and examples of how to respond.
I use multi-turn formatting to provide few-shot examples to the model, following the
HuggingFace chat template documentation/ for open models, and OpenAl’s documentation
for closed models. Falcon-7b-Instruct is not fine-tuned with a defined chat template, and
I adhere to the guidance of the model’s developers, including examples in a single user

prompt.

e Fine-Tuned: The model is fine-tuned on a task-specific dataset before evaluation on the

task’s test dataset. For consistency, I fine-tune for a single dataset epoch, reporting total


https://huggingface.co/docs/transformers/chat_templating
https://platform.openai.com/docs/guides/prompt-engineering/strategy-write-clear-instructions
https://huggingface.co/tiiuae/falcon-7b-instruct/discussions/1#64708b0a3df93fddece002a4
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examples in train and test datasets. I was unable to fine-tune GPT-4-Turbo at the time of

the study, for which fine-tuning was available only via an experimental program.

Hyperparameters

I employ four-bit quantization [107] in both inference and fine-tuning. T use qLoRA adapters
[181], [107] to fine-tune on domain-specific data, adopting the optimal hyperparameters specified
by Dettmers et al. (2023) [107]. Specifically, I use qLoRA to tune linear layers, set LoRA
matrix rank to 32, and set LoRA dropout to .05, which improves performance in models with
fewer than 13-billion parameters [107]. I used gradient checkpointing during fine-tuning to
save memory by recomputing activations during the model’s backward pass [811, [64]. T set
batch size to 1 due to memory limitations. I use the default hyperparameters for training
GPT-3.5-Turbo, with the exception of fine-tuning for only one dataset epoch, rather than the
OpenAl default of three.

‘ Representative Task Train Samples | Val Samples | Test Samples Eval Metrics
Entity Resolution 700 100 200 Accuracy, F1 Score
Climate Fact Checking 4,298 1,842 1,535 Accuracy, Weighted F1
Clinical Dialogue Summarization 1,201 100 400 BLEU [295], BERTScore F1 [473]

Table 7.1: Representative tasks with total training, validation, and test samples, as well as

evaluation metrics.

7.3.8  Cloud Infrastructure

I use a consistent cloud environment, allowing comparison of the cost and runtime of open
vs. closed models. I defined the environment such that a 7-billion parameter model could be
fine-tuned using qLoRA in 4-bit precision with a 1,024-token context window. I chose this
setup because 7-billion parameter models are the lowest entry point for the three families of

models I study (LLaMA-2-Chat-7B, Falcon-7B-Instruct, and Mistral-7B-Instruct), because


https://platform.openai.com/docs/guides/fine-tuning
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fine-tuning in four-bit precision is competitive with fine-tuning in higher precision [107], and
because the tasks (e.g., summarization), benefit from a context window of at least 1,000
tokens. Fine-tuning used a $0.32 per hour Google Cloud Platform (GCP) [46] spot instance
with the following characteristics: a 16GB Nvidia T4 GPU; 60GB RAM; a 16vCPU, 8-core
processor; and 200GB disk. While cost may vary based on region and provider, I found price
was generally consistent on GCP and other providers such as AWS and Lambda Labs, within
about $.05 per hour. Because I expect that most laboratory-scale Al applications will be
fault-tolerant during fine-tuning, I use spot instances, which may be terminated to support

higher paying workloads, but are less costly than on-demand resources.
7.4 Multifaceted Evaluation of Open vs. Closed Models

[ select a practical, representative sample of tasks, including those that 1) reflect real-world
uses of generative instruction-tuned models (e.g., fact-checking chatbots, like Aos Fatos’
FatimaGPT [I31] or Meedan’s Check [241])); and 2) reflected consequential work envisioned by
other research. For example, Gilardi et al. (2023) [147] suggest ChatGPT can be used for data
annotation (I consider specifically entity resolution), and Waisberg et al. (2023) [413] explore
GPT-4 for triaging patients via clinical dialogues. I acknowledge it may not be desirable

to use an LM in a setting like clinical dialogue summarization or fact-checking, especially

without human supervision, and that the tasks are proxies to real-world applications.

7.4.1 Representative General Tasks

I study three tasks to compare performance of open vs. closed models, with sample and

evaluation metrics in Table [T.1l

1. Entity Resolution: I use a custom dataset of public records to evaluate performance on
Entity Resolution [143]. Given two pairs of names and addresses, the model determines
whether the pairs refer to the same person. One set is derived from home deeds in

Mecklenburg County, NC; the other comes from voter records. The dataset contains 1,000



Entity-Resolution

Fact-Checking

Med-Summarization

Model Scenario Acc F1 Acc F1 BLEU BERT-F1
Zero-Shot 0.93 0.94 0.72 0.72 0.06 0.78
CPT-ATurbo One-Shot 0.93 0.94 0.72 0.70 0.08 0.79
Two-Shot 0.97 0.98 0.67 0.68 0.08 0.80
Three-Shot 0.97 0.97 0.72 0.72 0.08 0.80
Zero-Shot 0.75 0.78 0.43 0.42 0.05 0.76
One-Shot 0.85 0.87 0.52 0.52 0.07 0.78
GPT-3.5-Turbo Two-Shot 0.79 0.79 0.42 0.40 0.08 0.79
Three-Shot 0.78 0.78 0.52 0.52 0.08 0.79
Fine-Tuned 0.97 0.97 0.73 0.71 0.07 0.85
Zero-Shot 0.83 0.86 0.62 0.62 0.06 0.77
One-Shot 0.69 0.64 0.62 0.62 0.07 0.79
Mistral-7B-Instruct Two-Shot 0.64 0.58 0.50 0.53 0.07 0.79
Three-Shot 0.82 0.84 0.59 0.61 0.07 0.80
Fine-Tuned 0.97 0.98 0.75 0.74 0.10 0.81
Zero-Shot 0.68 0.79 0.25 0.11 0.02 0.70
One-Shot 0.60 0.75 0.25 0.11 0.06 0.76
Llama-2-7B-Chat Two-Shot 0.60 0.75 0.24 0.10 0.06 0.78
Three-Shot 0.77 0.80 0.24 0.10 0.06 0.79
Fine-Tuned 0.97 0.98 0.74 0.73 0.08 0.80
Zero-Shot 0.59 0.75 0.46 0.46 0.07 0.78
One-Shot 0.59 0.73 0.23 0.29 0.04 0.73
Falcon-7B-Instruct Two-Shot 0.60 0.75 0.16 0.13 0.05 0.74
Three-Shot 0.60 0.75 0.16 0.12 0.04 0.74
Fine-Tuned 0.96 0.97 0.73 0.72 0.09 0.78
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Table 7.2: Performance for three open and two closed models on two classification tasks and

one text summarization task. GPT-4 outperforms other models in few-shot settings, but

open models are competitive after fine-tuning with modest assumptions.
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records annotated by three humans (Krippendorff’s a of 0.88, 95% CI: 0.85, 0.90 [466]).

2. Fact-Checking: I use the Climate-FEVER dataset [I16] to evaluate performance on a
fact-checking task. Given a climate-related claim and an associated piece of evidence, the
model answers whether the evidence Supports, Refutes, or provides insufficient information
to support or refute the claim [I16]. For predefined training, validation, and test splits,
I use the version of this dataset available at https://huggingface.co/datasets/aman
dakonet/climate_fever_adopted, used in fine-tuning in-domain climate fact-checking

models like a Climate-BERT) [420].

3. Clinical Dialogue Summarization: I use the MTS-Dialog dataset [27] to evaluate
models on clinical dialogue summarization, following prior work [412, 163]. Given a
dialogue between doctor and patient, plus the topic (e.g., medication history, chief
complaint), the model must summarize the dialogue, capturing information relevant to

the topic.

A simple postprocessing script removed extra words so model output could be measured
against labels for tasks 1-2. Given “The answer is Supports” for fact-checking, the script

removes “The answer is.”

7.4.2  Performance — Fine-tuned Open Models Can Outperform Closed Models

As shown in Table[7.2] GPT-4-Turbo outperforms open models in the few-shot setting, and by
substantial margins for the entity resolution and fact-checking tasks. Of the open models, only
Mistral-7B-Instruct is competitive with GPT-3.5-Turbo in the few-shot setting. Fine-tuning
for a single dataset epoch, however, yields open models that are competitive and in some
cases even outperform GPT-4-Turbo and fine-tuned GPT-3.5-Turbo. LLaMA-2-7B-Chat
achieves no more than 25% accuracy on the fact-checking task in any few-shot setting, yet
outperforms GPT-4-Turbo after fine-tuning. GPT-4-Turbo also achieves the best few-shot

performance on medical summarization. With fine-tuning, though, Mistral-7B-Instruct


https://huggingface.co/datasets/amandakonet/climate_fever_adopted
https://huggingface.co/datasets/amandakonet/climate_fever_adopted
https://huggingface.co/amandakonet/climatebert-fact-checking
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outperforms GPT-4-Turbo few shot, achieving higher BLEU score (but not higher BERT
score) than GPT-3.5-Turbo, while fine-tuned LLaMA-2-7B-Chat and Falcon-7B-Instruct

achieve results competitive with few-shot GPT-4-Turbo.

7.4.3 Cost Analysis — Open Models Are More Affordable

To better understand the financial cost of customizing and using open models versus using
closed models out of the box, I compute the approximate cost of inference and of fine-tuning
for the climate fact-checking task. For closed models, I obtain the number of input tokens in
the test dataset using the tiktoken tokenizer| for OpenAl models. I multiply this total by the
per-token costs published by OpenAl. I omit the cost of output tokens in this computation,
which I estimate to be less than 1% of the total cost of inference for the tasks. I compute
cost for open models by taking the per-hour price of the cloud instance times the runtime
logged to my Weights and Biases [40] account. Costs reported are consistent with billing by
OpenAl and GCP. I also report runtime for open and closed models.

If laboratory-scale Al is feasible, I expect open models to be cost-competitive with closed
models, and ideally more affordable. Table [7.3| shows that the few-shot cost of GPT-4-Turbo
is approximately ten times that of a few-shot open model or GPT-3.5.-Turbo. The cost of
fine-tuning any open model for one dataset epoch and evaluating it once (“Fine-Tuning” in
Table , a process which Performance results indicate produces a superior fact-checking
model to GPT-4-Turbo, is lower than the cost of running inference once using GPT-4-Turbo
in the one-shot setting. The most significant savings come when using the model after
fine-tuning (“Fine-Tuned” in Table . Fine-tuned open models are much less expensive
than GPT-4-Turbo, and more performant than few-shot closed models.

Closed models excel on runtime. Fine-tuned GPT-3.5-Turbo is the fastest option, and ten
times faster than open models. Few-shot GPT-4-Turbo requires 1.5 times as long as few-shot
GPT-3.5-Turbo, but is three times as fast as open models. Measurements do not include all
costs, such as purchasing persistent disk storage, static IPs, and more reliable cloud instances,

but provides an empirically grounded analysis of the cost of entry to locally train and deploy


https://github.com/openai/tiktoken
https://openai.com/pricing
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Model Scenario Input Tokens 1k Token Cost Runtime Hours Cloud Cost Total Cost
Zero-Shot 260,056 $0.010 0.32 N/A $2.60
GPTATurbo One-Shot 385,926 $0.010 0.34 N/A $3.86
Two-Shot 484,166 $0.010 0.31 N/A $4.84
Three-Shot 550,171 $0.010 0.32 N/A $5.50
Zero-Shot 260,056 $0.001 0.20 N/A $0.26
One-Shot 385,926 $0.001 0.23 N/A $0.39
GPT3.5-Turbo Two-Shot 484,166 $0.001 0.20 N/A $0.48
Three-Shot 550,171 $0.001 0.20 N/A $0.55
Fine-Tuning 260,056 $0.003 1.54 N/A $6.60
Fine-Tuned 260,056 $0.003 0.11 N/A $0.78
Zero-Shot N/A N/A 0.84 $0.32 $0.27
One-Shot N/A N/A 1.24 $0.32 $0.40
Falcon-7B-Instruct ~ Two-Shot N/A N/A 1.37 $0.32 $0.44
Three-Shot N/A N/A 1.58 $0.32 $0.50
Fine-Tuning N/A N/A 9.95 $0.32 $3.18
Fine-Tuned N/A N/A 0.96 $0.32 $0.31
Zero-Shot N/A N/A 0.91 $0.32 $0.29
One-Shot N/A N/A 1.27 $0.32 $0.41
LLaMA-2-7B-Chat = Two-Shot N/A N/A 1.48 $0.32 $0.47
Three-Shot N/A N/A 1.64 $0.32 $0.53
Fine-Tuning N/A N/A 10.92 $0.32 $3.49
Fine-Tuned N/A N/A 1.08 $0.32 $0.34
Zero-Shot N/A N/A 0.97 $0.32 $0.31
One-Shot N/A N/A 1.10 $0.32 $0.35
Mistral-7B-Instruct ~ Two-Shot N/A N/A 1.25 $0.32 $0.40
Three-Shot N/A N/A 1.37 $0.32 $0.44
Fine-Tuning N/A N/A 10.90 $0.32 $3.49
Fine-Tuned N/A N/A 0.92 $0.32 $0.29

Table 7.3: Open models are less costly than GPT-4-Turbo, based on costs computed using
fact-checking data. The cost of fine-tuning GPT-3.5-Turbo includes 727,845 Training Tokens,
billed at $0.008 per 1,000.
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Figure 7.1: Left: Fine-tuning improvements emerge during the first 50% of the training
data, only a few hundred training samples in the case of Medical Summarization and Entity
Resolution. Right: Finetuned open models are competitive with finetuned GPT-3.5-Turbo
with little data (1,000 fact-checking samples).

a model.

7.4.4 Data Responsiveness — Modest Fine-tuning Can Make Open Models Competitive

To understand the amount of data needed to produce a domain-specific open model, I study
the performance of LLaMA-2-7TB-Chat checkpoints for clinical dialogue summarization, entity
resolution, and climate fact-checking tasks. I save intermediate model weights at 20%, 40%,
60%, 80%, and 100% of each task-specific training dataset, and assess the intermediate model
on the full test dataset. Moreover, for the climate fact-checking task, which has a larger
training set of 4,298 samples, I save checkpoints every 500 samples, and assess accuracy
using these checkpoints on 150 test samples (approximately 10% of the test dataset). I
save these 500-step fact-checking checkpoints for LLaMA-2-7B-Chat; Mistral-7B-Instruct;
Falcon-7B-Instruct; and GPT-3.5-Turbo. Because OpenAl does not allow saving model
checkpoints during fine-tuning, I submit separate fine-tuning jobs for GPT-3.5-Turbo using
subsets of the training dataset.

If laboratory-scale Al is feasible, one would expect that massive data-gathering projects
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would not be needed to produce a competitive in-domain model. As shown in Figure (left
plot), LLaMA-2-Chat-7B achieves BERTScore-F1 of .79 on clinical dialogue summarization
after only 20% of training samples (240 samples), and .97 F1 on entity resolution after
only 40% of training samples. Similarly (right plot), Mistral-7B-Instruct trained on climate
fact-checking achieves accuracy of .71 after 2,000 samples, while LLaMA-2-Chat-7B achieves
accuracy comparable to fine-tuned GPT-3.5-Turbo after about 3,500 samples. Fine-tuned
laboratory-scale models capable of results comparable to GPT-4-Turbo can be trained using
quantities of data feasible for researchers to gather. Variance among open models reflects
base model benchmark performance, with Mistral generally outperforming LLaMA-2, and
LLaMA-2 outperforming Falcon [223], [169], suggesting pretraining disparities (e.g., LLaMA-2

pretraining on a larger dataset than Falcon) carry over during domain adaptation.

7.4.5 Model Generality — Fine-tuning Does Not Inhibit the Generality of Open Models

While fine-tuning may improve the performance of a chat-based model for a specific task, it
is not clear whether this would compromise the model’s general-purpose utility when a user
interacts with it via natural language. To study whether the model maintains this utility, I
evaluate each of the domain-specific (entity resolution, fact-checking, and clinical dialogue
summarization) LLaMA-2-Chat-7B models on the other tasks for which the model was not
fine-tuned. I then compare the domain-specific model’s performance on each task against the
general-purpose base LLaMA-2.

If the model maintains a general purpose utility, one would expect to see at worst
insignificant decreases in the performance of a fine-tuned model when compared with the base
model. As illustrated in Figure performance actually increases marginally in most cases
when using fine-tuned models on tasks for which they were not fine-tuned. For example, the
fine-tuned fact-checking model exceeds base model performance in the one, two, and three
shot settings for the entity resolution task. This may not mean that low-rank fine-tuning will
always improve performance on related tasks, but the findings suggest that fine-tuning for a

specific domain does not degrade the general-purpose utility of an open model.
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Figure 7.2: Models fine-tuned on a task using qLoRA offer strong zero-shot performance on

other tasks, often stronger than the base model.
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7.5 Responsible Use of Open Models

One of the presumed advantages offered by closed models is the process used to mitigate
bias and prevent the closed model from generating harmful or inaccurate output. I thus
evaluate three scenarios related to responsible and transparent model use: question answering
under differential privacy (privacy), toxicity classification (bias), and abstention, referring
to a model refusing to confidently answer questions for which it does not have the answer

(transparency).

7.5.1 Differential Privacy — Privately Fine-tuned Open Models Approach Non-Private

Performance

Differentially private (DP) deep learning (using a privatized gradient descent optimizer [1])
has been adopted to protect users and avoid legal risks of sensitive data use [149, [146]. While
challenging in the context of language models [303], recent work [457, [448] demonstrates
the potential to train general purpose models using differentially private fine-tuning on
sensitive data [456]. I adopt the perspective of a small medical lab with sensitive data, seeking
to privately fine-tune an open-source, general purpose medical model. T use the MedQA
[193] task as a proxy for this scenario (included in the MultiMedBench [402] benchmark),
simplifying it to a binary classification task. I employ private fine-tuning with qLoRA, and
report results at five levels of privacy (e = 0.5, 1, 5, 20, oo, where lower € denotes greater
privacy, and € = oo is non-private).

Table [7.4] illustrates how challenging MedQA-TF proved for open models, which performed
much lower than the state-of-the-art [402]. However, the results show that private fine-tuning
allowed a model like Mistral-7B-Instruct to approach its non-privately fine-tuned performance
at e=20. Figure demonstrates how different privacy settings used in Mistral-7B-Instruct
impact evaluation loss curves, showing that at lower €, models take longer to converge. A
challenge of noisy, privatized updates is that batch size needs to be large, posing issues for

lab-scale approaches that use smaller batches.
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Acc. at Privacy Level F1 at Privacy Level

Scenario Model (finetuned)
€e=05|e=1|e=5|e=20|e=00||e=05|e=1|e=5|e=20]|€e=00

Falcon-7B-Instruct 0.47 0.51 | 0.52 | 0.53 0.52 0.35 0.36 | 0.36 0.36 0.51
MedQA-TF | Llama-2-7B-Chat 0.19 0.41 | 0.52 | 0.52 0.56 0.26 0.46 | 0.53 | 0.54 0.55
Mistral-7B-Instruct 0.57 0.58 | 0.59 | 0.59 0.65 0.53 0.55 | 0.56 | 0.59 0.65

Table 7.4: Privately tuned models can approach non-private performance at lower levels of

privacy.

Private Fine-Tuning Loss Curves - Mistral-7B-Instruct
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Figure 7.3: Increasing privacy (by decreasing €) leads to noisier gradients, delaying convergence;

but privately trained open models do learn.
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7.5.2  Toxicity Bias — Open Models Improve with Fine-Tuning, But Lag Behind Closed
Models

[ evaluate open and closed models on a subset of CivilComments-WILDS [207], a dataset of
real online comments curated from the Civil Comments platform. Dataset labels describe
the toxicity of the comment and whether a demographic membership is mentioned in the
comment. Models must classify whether a comment is toxic, and their classifications are
analyzed through the lens of performance and fairness (whether classifications are incorrect
more often for certain demographic groups). I report 1) accuracy on all comments assessed
and 2) worst-group accuracy, which represents the lowest accuracy after segmenting the
model’s output by demographic membership and toxicity label (e.g., worst-group accuracy
might refer to accuracy for non-toxic comments and male demographic membership). To
ensure a controlled and interpretable experiment, I limited the demographic groups to Male
and Female, such that the measurements correspond to gender bias. I used 800 training,
100 validation, and 200 test samples from the dataset. Training, validation, and test data
were balanced across the four groups (Male Toxic, Male Non-Toxic, Female Toxic, Female

Non-Toxic).

As shown in Table [7.5] closed models outperform open models on this assessment. Fine-
tuning improves overall (Mean) accuracy for Mistral and Falcon, but had no discernable
effect for LLaMA-2. Fine-tuning did not increase Worst-Group accuracy over performance
in the few-shot setting for any of the open models. The strongest performing model of
the group was three-shot GPT-4-Turbo, which exceeded other models in both Mean and
Worst-Group accuracy. Fine-tuned GPT-3.5-Turbo matches three-shot GPT-4-Turbo on
overall accuracy, but not Worst-Group accuracy. However, the task is difficult, and three-
shot Mistral-7B-Instruct surprisingly outperforms zero-shot GPT-4-Turbo on Worst-Group

accuracy.
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) GPT-4-Turbo | GPT-3.5-Turbo | Mistral-7B-Instruct | Falcon-7B-Instruct | Llama-2-7B-Chat
Scenario Worst Mean | Worst Mean | Worst Mean Worst Mean Worst Mean
Zero-Shot 0.37 0.63 0.61 0.66 0.1 0.53 0 0.51 0.14 0.52
One-Shot 0.37 0.64 0.59 0.63 0.3 0.49 0.4 0.5 0.1 0.5
Two-Shot 0.63 0.68 0.62 0.64 0.41 0.51 0.49 0.53 0.14 0.52
Three-Shot 0.69 0.71 0.54 0.61 0.5 0.56 0.17 0.5 0.09 0.52
Fine-Tuned - - 0.66 0.71 0.49 0.57 0.15 0.55 0.11 0.48

Table 7.5: Fine-tuning marginally improves toxicity classification accuracy in open models,

but closed models still consistently outperform them.

7.5.8  Abstention — Fine-tuned Open Models Largely Abstain from Emitting Misinformation

Instruction-tuned language models answer questions based on their parametric knowledge [290]
or based on context provided as part of the prompt by the user [352]. If the model has the
necessary information in neither its parametric knowledge nor the user-provided context, the

model should abstain from answering to avoid misinforming a user [426].

Scenario GPT-4-Turbo | GPT-3.5-Turbo | Mistral-7B-Instruct | Falcon-7B-Instruct | Llama-2-7B-Chat
Zero-Shot 0.59 0.54 0.36 0.26 0.11
One-Shot 0.56 0.46 0.33 0.31 0.11
Two-Shot 0.60 0.34 0.37 0.21 0.12

Three-Shot 0.67 0.47 0.41 0.16 0.13
Fine-Tuned - 0.74 0.52 0.45 0.47

Table 7.6: Fine-tuning significantly improves the performance of open models on the QASPER
science question answering dataset, though open models still lag behind few-shot GPT-4-

Turbo and finetuned GPT-3.5-Turbo.

I evaluate the ability of open models to abstain by adapting questions from context-
dependent scientific knowledge benchmarks, where some questions are designed to be unan-
swerable if annotators cannot find the answers based on the context. I use the full training set

from QASPER [101] science question answering dataset to finetune and use the answerable
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questions from the test set to assess abstention in the following way: I remove the context
completely, such that the correct answer is to abstain (“Without Context” in Table . I
use abstention rate to evaluate models’ abstention performance following previous work [426].
Ideally, the abstention rate should be 1 if I remove the context completely. In addition to
abstention, I evaluate model performance on the full QASPER test set (via F1 score) to
assess tradeoffs between overall performance and abstention ability (Table [7.6]). I follow the
original split of train, validation, and test sets, resulting in 2,593, 1,005, and 1,451 questions
respectively. Table describes task performance on QASPER test set. GPT-4-Turbo excels
in few-shot settings. Fine-tuning significantly improves task performance across models, and
fine-tuned GPT-3.5-Turbo achieves the highest F1 of 0.74, 0.07 higher than GPT-4-Turbo.
Fine-tuning improves Mistral-7B-Instruct, Falcon-7B-Instruct and LLaMA-2-7B-Chat, but

performance does not approach GPT-4-Turbo on this challenging task.

Scenario Model Without Context
GPT3.5-Turbo 0.93
Falcon-7B-Instruct 0.02

Zero-Shot
Llama-2-7B-Chat 0.00
Mistral-7B-Instruct 0.70
GPT3.5-Turbo 0.53
Falcon-7B-Instruct 0.65
Fine-Tuned

Llama-2-7B-Chat 0.99
Mistral-7B-Instruct 0.38

Table 7.7: Without context, models that abstain well in the zero-shot setting (GPT3.5 and
Mistral) do not abstain well after finetuning. Models that abstain poorly in the zero-shot

setting (Falcon and Llama) improve after finetuning.

Table describes results for the abstention task (“Without Context” means the model is
not provided enough information to answer the question and should always abstain) using

answerable questions from QASPER test set. Surprisingly, with fine-tuning, abstention
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performance is reduced for the best question-answering models, suggesting an “overconfidence”
effect: Models that are capable of abstaining in the zero-shot setting (GPT3.5Turbo at 0.93
and Mistral-7B-Instruct 0.70) are less likely to abstain in the fine-tuned setting (GPT3.5Turbo
at 0.53 and Mistral-7B-Instruct 0.38). However, for models that are unable to abstain in
the zero-shot setting (Falcon-7B-Instruct at 0.02 and Llama-2-7B-Chat at 0.00), fine-tuning
significantly improves this capability (Falcon-7B-Instruct at 0.65 and Llama-2-7B-Chat at
0.99). Results suggest a sweet spot in balancing overall performance with the ability to

abstain using ordinary training regimes.

7.6 Discussion

7.6.1 The Viability and Implications of Laboratory-Scale Al

This research provides empirical support for the viability of adopting a “laboratory-scale”

approach to Al that prioritizes user autonomy, privacy, fairness, and transparency while
maintaining much of the performance and usability offered by industry-dominant corporate
models. With a small GPU card, users can create domain-specific, chat-based language
models and deploy them without losing the general-purpose utility and interface that makes
such technologies appealing. The laboratory-scale approach intends to address, in a limited
capacity, the challenges posed by scholars such as Bender et al. (2021) [28], who highlight the
dangers of training language models on poorly specified web scraped data generally unrelated
to the tasks for which the model will be used; Birhane et al. (2022) [44], who describe the
performance-centric "values encoded in machine learning research,” and highlight the field’s
capture by big tech companies; and Palmer et al. (2024) [293], who contend that scientists
and academic researchers must justify the use of proprietary, closed models over open models.
Laboratory-scale Al centers the domain-specific, responsible application of small, open models,
presenting an option for scientists and public interest technologists who have good reason to

avoid closed models that cannot be accessed except via a call to an API.
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7.6.2  Affordances and Challenges of Open Models.

I used the libraries and model ecosystem provided by HuggingFace [432]. The Supervised
Fine-Tuning trainer class provided by the TRL library made adapting open language models
relatively simple, and primarily dependent on the organization of the data. The Huggingface
ecosystem also supports qLoRA [107], which made customizing quantized models relatively
straightforward. However, I nonetheless encountered difficulties with using open models
that bear discussion. The most intractable problem I encountered in fine-tuning my own
models lay in the difficulty of obtaining cloud instances equipped with even low-cost GPU
hardware. I experienced consistent difficulties obtaining results due to lack of available cloud
resources. Moreover, I did not expect the quantized open models I tested to run so much
more slowly than the closed models I tested. This is related in part to the choice of a low-end
GPU, but where inference speed makes a difference, the evidence suggests that cost-efficient,

laboratory-scale models still trail closed models.

Open models showed room for improvement on tasks related to responsible use and
deployment. While results on differentially private question answering show the potential
for privacy-centering open models, they are impeded by small batch sizes required to use
low-cost hardware. Fine-tuning has mixed effects for abstention: where a model exhibits
strong question answering performance, it is less likely to abstain when it should; but when
it exhibits weak question answering performance, it more reliably abstains from answering a
question when it should not. Results on the toxicity bias task suggest that open models lag
behind closed models on bias mitigation. Though tempting to conclude that the RLHF process
used by OpenAl is the right way to address this problem, I note that LLaMA-2-Chat-7B
also undergoes RLHF [399], and performs most poorly of any of the models assessed. Future

research can contribute by centering these issues.


https://huggingface.co/
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7.6.8 Limitations and Future Work.

While the work attempts to provide an open, low-cost approach, I acknowledge that open
models have undergone expensive, resource intensive pretraining on large-scale, sometimes
opaque datasets. While libraries like qLoRA help to enable adaptations of pretrained models,
they cannot equip one with a means of circumventing pretraining, which at this time remains
the only reliable means of producing a fluent, general-purpose base model. Future work might
explore alternatives that change the pretraining paradigm. I also acknowledge that results
from closed models may not be reproducible, should OpenAl change or remove models from
its API, potentially without notifying the end user. This is a limitation of closed models that
motivates the study, but also necessarily a limitation of the work. Finally, I could not reliably
model the carbon cost of closed models due to uncertainties about the exact hardware used
to run these models, the location of the data centers on which they run, and practices such

as batching user inputs, which may allow for economies of scale.

7.7 Conclusion

The findings of this study demonstrate that choosing open models to reduce epistemic risk
in consequential settings (such as those that require reproducibility and data privacy) is
both possible and increasingly practical. The study showed that small, open, models are
competitive with closed models, in that they are cost-efficient, responsive to user data, and
robust to fine-tuning. As a methodological approach, laboratory-scale Al can serve as a basis
for future scientific and public interest work, enabling practitioners to customize models

without needing to rely on closed, API-based Al.
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Chapter 8

TRADEOFFS OF TRANSPARENCY: DEVELOPING A
HUMAN-CENTERED APPROACH TO EPISTEMIC RISK IN
OPEN AND PROPRIETARY MODELS

8.1 Preface

Though my study of Laboratory-Scale Al establishes that fine-tuning small, open models
can render them competitive with closed, proprietary models, it does not take into account
how humans reason about the use of open models in real-world data science work, and how
their interactions with open vs. proprietary models might impact epistemic risk. In this
study, I sought to better understand the societal implications and tradeoffs of open models
by conducting a follow-up study of their use at fact-checking organizations. The findings
of this study ultimately suggest that the choice of open or proprietary is highly contextual:
most fact-checking organizations use a mix of both, considering factors such as the quality of
information received from the model, whether using a model would impact end user trust, and
the need to keep confidential information gathered during investigations. This study continues
the inquiry opened in chapter 5 into how epistemic risk is distributed across organizational
infrastructures, probing into the specific data science pipelines at fact-checking organizations
that incorporate open and proprietary generative models. The findings of this chapter support
Thesis Statement 6: In practice, human-centered data science work benefits from a blend of
open and proprietary models that leverages the strengths of each paradigm to reduce epistemic

risk.
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8.2 Introduction

Generative Al models have rapidly become a component of organizational infrastructure,
with more than 90% of Fortune 500 companies now using ChatGPT [309]. Such models
promise to transform information work by providing approachable conversational interfaces
for performing complex tasks involving large quantities of text and data [166, 127]. Recent
research indicates that organizational integration of generative Al can complement the skills
of educated professionals, especially early in their careers, increasing productivity and job
satisfaction by automating repetitive tasks and making know-how of experienced workers

more available to entry-level staff [267) 59].

Despite this potential for positive impact, however, many scholars have voiced concerns
over the growing reliance on closed, proprietary models [44]. Concerns have arisen from
scholars in both Natural Language Processing (NLP) and the social sciences [342, 274,
responding to a growing body of research contending that ChatGPT and similar proprietary
models can be used as a substitute for human subjects, both for labeling data in scientific
studies [147, 8, and simulating the behavior of human subjects [298] 362], ignoring the paucity
of technical information available about proprietary models and the uncertain reproducibility
of results obtained. Palmer et al. (2024) [293] contend that academic researchers should
prioritize the use of open models for which the weights are available for download, and
training data is specified to the end user, unless they can provide an explicit, study-specific
justification for choosing a proprietary model (e.g., studying the impact of OpenAIl’s DALL-E

models on artists due to their widespread adoption [192]).

While these studies address the importance of open models for scientific integrity, they
do not consider the impact that choosing open models can have on organizations that
adopt generative language models as technological infrastructure. In the present work, I
seek to better understand the societal implications of open models by studying their use
at fact-checking organizations, a group that shares several characteristics that render them

worthy of consideration in this context. First, fact-checking organizations routinely employ



191

N % Data Ingestion Conversational Tipline Infrastructure
S Preprocessing Fact-Checking Data Pipeline
[ 7 Reformatting -\
G
S 2 infl Truth Social — o H
ource: influencer on Iru ocial E Data Retneva[ Q\ Data AnalySIS

There is no evidence $3: % Claim Matching m @ CIGSS’ﬁCGF’O")
that eating ginger cures Semantic Search Synthesis

COVID. Hereisalinkto a &/ S
Match: COVID-Ginger Update: g
fact check on this topic . _Fact i ginger cures COVID is
\i’ Data Delive ry circulating on Truth Social.
@ Retrieval Augmentation
Rewriting for Dialogue /
Model Response: There is .
K N g 2 Role of Generative Model

[
ﬂ There’s an influencer on
Truth Social saying that

eating ginger can cure
COVID... what? Is that true?

no evidence that eating ...

User Interface

Figure 8.1: Conversational tiplines are novel data science pipelines for fact-checking accelerated
by the advent of chat-based language models. Four components leverage generative Al: Data

Ingestion, Data Retrieval, Data Analysis, and Data Delivery.

state-of-the-art language models in their work, lest they find themselves overwhelmed by
large volumes of misinformation [I00] [I60]. Second, they must ensure the reproducibility,
reliability, and impartiality of their work, or they will compromise both trust with their
audiences and their membership in organizations such as the International Fact-Checking
Network (IFCN) [310, [414]. And third, they play a vital role in maintaining the health
of information ecosystems around the world [219]. Understanding use of open models at
fact-checking organizations can thus provide insight into the experiences of public interest
organizations leveraging generative Al in an impactful sociotechnical context. In this work, I

address three research questions:

e RQ1: Where do fact-checking organizations employ generative AI models in their data

science pipelines?
e RQ2: What motivates the adoption of open models by fact-checking organizations?

e RQ3: What prevents fact-checking organizations from further employing open models

in their work?
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To answer these questions, I conducted an interview study with N=24 professionals working
at 20 fact-checking organizations across six continents. Adopting a human-centered approach
to contextualize fact-checker perspectives on generative Al within the context of its use
by practitioners, I found that fact-checking organizations reported employing generative
models for Data Ingestion, Data Analysis, Data Retrieval, Data Delivery, and Data Sharing.
Most participants preferred open models over proprietary models due to concerns related to
organizational autonomy, data privacy and ownership, application and domain specificity, and
model capability transparency. However, with a few exceptions, their use of open generative
models was largely aspirational, as participants cited significant perceived shortcomings in the
performance, usability, and safety of open models, as well as opportunity costs associated with
not participating in emerging generative Al ecosystems offered by companies like OpenAl

and Google. I make three contributions:

e I offer a five-component conceptual model to describe where fact-checker
organizations employ generative models in sociotechnical fact-checking data
science pipelines. [ offer two concrete examples of in-use pipelines that employ
generative models: media monitoring pipelines, and retrieval-augmented conversational
tiplines (illustrated in Figure , the latter of which has seen significant improvements

since the advent of general-purpose conversational models such as ChatGPT.

e I offer taxonomies of 1) motivations of fact-checking organizations for prefer-
ring open models, and 2) limitations that prevent further adoption of open
models. I contextualize motivations and limitations by identifying the components of
the data science pipeline wherein participants most located their impact, providing a
grounded view of the relationship between the model itself and its organizational and

societal impacts.

e I propose a research agenda for addressing the concerns of fact-checking

organizations with both open and proprietary generative models. I offer
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concrete suggestions for research addressing the performance, usability, and safety of
open models, which I suggest can help further their adoption. Given that general-
purpose performance of proprietary models will mostly exceed open models, and the
revenue of fact-checking organizations may be dependent on producing custom models
that integrate with proprietary ecosystems, I also offer directions for research addressing

transparency, agency, privacy, and specificity in proprietary models.

Rather than offering a prescriptive approach to open models or an empirical study of
their effectiveness, I contribute an understanding of open models in a consequential setting,
including how open and proprietary models are valued in practice. I believe these insights

can inform the perspectives and research agenda of the Al ethics community.

20 Organizations in 15 Countries on 6 Continents

x -

Australian Associated Press [315], Africa Check [77], Aos Fatos [131], Chequeado [83], Code for

Africa [135], Der Spiegel [369], Factly [130], India Today [395], Lead Stories [375], logically.ai
[229], Maldita.es [236], Meedan [241], MindaNews [249], Newtral [264], Pagella Politica [307],

Pravda [314], Rappler [333], Science Feedback [132], Snopes [367]

Table 8.1: Participants in 15 countries, 20 organizations.
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8.3 Approach

I conducted an interview study with N=24 professionals at the 20 organizations shown in
Table to better understand the use of open models at fact-checking organizations. The

study was approved by my university’s IRB.

8.3.1 Participants

I reached out to 92 organizations via cold email, explaining the research and asking for an
interview. I employed primarily purposive sampling [129] in emailing member organizations
of the International Fact Checking Network (IFCN) [312] and their partner organizations, and
snowball sampling [261] when individuals at these organizations offered to connect me with
another organization well-positioned for participation. Five participants at five organizations
enrolled in the study as a result of snowball sampling; the rest enrolled as a result of purposive
sampling. Individuals at ten additional fact-checking organizations responded to my emails
but lacked technical knowledge needed to respond to the questions about open and proprietary
models, as their roles were related to editing or upper management. I thus excluded them from
this study. Most participants were engineers, research scientists, or department managers,
with experience ranging from two years to 18 years in their current role. I refer to participants

using a randomly assigned number between 1 and N (e.g., P24 said “...”).

8.3.2 Interview Process

I developed a semi-structured interview protocol that asked participants about their organi-
zation’s use of generative language models; the opportunities and challenges of generative Al
in fact-checking; their organization’s use of open models, and their motivations for adopting
them; their reasons for using proprietary models; and what research could support the use
of language models in fact-checking work. Where participants raised topics germane to the
research but not covered in the interview protocol, I asked follow-up questions; for example, I

asked P4 clarifying questions about their organization’s beta release of a generative chatbot
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Figure 8.2: A sociotechnical media monitoring pipeline, with generative Al in red, and human

processes in teal.

to collect misinformation circulating on platforms such as WhatsApp [429)]. Interviews lasted
between twenty-five and ninety minutes and averaged approximately forty-five minutes. All

interviews were conducted in English.

8.3.8 Data Analysis

Interviews were recorded over Zoom [484], transcribed using Rev Max Al [338], and manually
corrected as necessary. To answer the study’s research questions, my co-author and I adopted
a deductive-inductive approach to coding the interview transcripts. We employed the following
deductive codes: Uses of Open Models, Motivations for Using Open Models, Limitations of
Open Models, Motivations for Using Proprietary Models, and Implications for Research. My
co-author and I first coded four transcripts, and I created an initial codebook that included
inductively generated themes. My co-author reviewed the codebook, and we jointly revised
the codes. We then coded four additional transcripts at a time until all transcripts had been
coded, reviewing and revising the codebook after each round of coding. Finally, we followed a
thematic analysis process [55] to generate themes that answered the study’s research questions,

using shared memos to precisely define the themes.
8.4 Data Pipelines in Fact-Checking

Consistent with prior work in human-centered data science, I found during thematic analysis

that understanding the motivations of fact-checking organizations for using open or proprietary



196

models requires understanding the ways in which they collect, analyze, and exchange fact-
checking data—and specifically where they use generative models in these processes. To that
end, I begin by providing a conceptual model of five components of fact-checking data science
pipelines in which participants described using generative models. I assign each component
an icon subsequently used in the Motivations and Limitations sections to associate participant

perspectives with components of the pipeline.

8.4.1 N\ Data Ingestion

Participants reported using generative Al to collect and preprocess data, whether via media
monitoring efforts employing Al-driven tools designed by social media companies or by the
organizations themselves, or via tipline interfaces wherein a user can submit misinformation
for fact-checking. I refer to this component of the data science pipeline as N\ Data Ingestion,
and denote it using an RSS icon M\ to suggest the role of monitoring novel information.
Most participants described media monitoring pipelines like that illustrated in Figure 8.2
as an essential means of observing circulating misinformation. P3 noted that “social media
listening is the main point of entry” to their data pipeline, while P11 said that they focus on
monitoring WhatsApp because “the coverage is so massive” in their country. P17 said that
automated approaches including generative Al were necessary for media monitoring “given
the volume of production and how much content we can reasonably digest.” P2 noted that
one of their primary uses of generative Al was automating the data ingestion stages of their
data pipeline: “we’re totally focused on this pipeline, and we’re capable of automating the
monitoring and the detection phases.” Participants also used generative Al to preprocess
data for other pipeline stages. P16 said that they use generative Al to “clean up data” and
that "those things [language models| are a time saver” when ingesting data. P19 described
using generative Al such that “content can be synthesized and reformatted” for analysis.
Participants also described gathering information using conversational tiplines (i.e., chat-
bot interfaces) via which audiences can submit potential misinformation. Such interfaces are

novel in comparison to media monitoring: P24 described an internal conversational interface



197

that existed as early as 2016, but this interface was never used for data collection. P11 said
they first developed a user-facing tipline in 2019, and that they had to significantly scale
the tipline during the COVID-19 pandemic, as user interactions increased more than tenfold.
Conversational models utilizing modern generative Al first saw release in 2023, as P4 released
a beta for a tipline utilizing ChatGPT for its back end, and P11 improved their existing
framework with generative models. Generative tiplines serve several purposes, including
engaging audiences and bringing in data from sources not easily observed through media
monitoring. P24 noted conversational tiplines help to observe “especially provincial media
that we are not that aware of or that we're not looking at regularly,” while P14 noted they
use a tipline to bring in new claims for investigation. P20 expressed interest in adapting their
existing tipline to utilize generative Al for “constraining the conversation with [the user| to

elicit more data that’s actionable.”

8.4.2 @& Data Analysis

Participants reported using generative Al to analyze large volumes of potentially misinforming
content, leveraging its capabilities to parse highly contextual information, and utilizing few-
shot approaches to avoid fine-tuning additional models. I denote & Data Analysis with a
magnifying glass & to suggest the closer study of information.

Participants reported using generative Al to support classification and synthesis of text
and multimodal content. P4 used generative Al to classify text based on constructs like
urgency that they previously captured using proxies like message formatting: “instead of
counting how many exclamation points a post has or how many caps it uses. .. Gen Al. .. give[s]
us a score from zero to a hundred of the sense of urgency.” P15 noted using generative models
as part of an ensemble of deep learning and rule-based NLP classifiers. P2 used generative
Al to extract and classify “patterns of manipulative messages. . .like the government doesn’t
want you to know this or share it,” noting that generative Al can be “something like an
anti-spam filter” for misinformation. P3 said they use generative Al for classifying multimodal

misinformation, including memes: “the text itself isn’t disinformation. The image without the
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text isn’t disinformation. The image plus the text can feed very clearly into a disinformation
narrative.” P2 noted that user-friendly generative Al enables less technical fact checkers to
create classifiers: “Generative Al ..democratizes who can work with Al ..with an API and a
little magic with a prompt, you can have something really powerful.”

Participants also embraced uses of generative Al for synthesizing data. P22 said that
“one of the values of generative Al is really synthesis, and looking and combing through tons
of material, which. .. [we| will not have time for.” P1 noted using ChatGPT to synthesize
hundreds of documents collected every day via media monitoring, and to structure the data
“In a tabular format...in 90% of the cases, it gives me a nice table.” P3 used generative Al
to synthesize component claims into narratives, improving the scalability of fact-checking
work: “large language models are super good at basically clustering claims into a narrative.
Fact checking just individual claims is whack-a-mole, a losing proposition. .. you’ll never be
able to scale it.” P11 demoed a GPT-4 driven narrative system for us, explaining that it
synthesizes new claims into overarching narratives already associated with fact checks, pending
human review: “this summary is linked to these four different contexts that we have already
received. . . generative Al here has proposed to us something that is a bit overarching. .. [it] is
seeing what we produce, and the evidence that accompanies [our| debunks, and is proposing

to us [a fact check| that has already been verified by a human.”

8.4.8 S Data Retrieval

Participants reported using generative Al to facilitate & Data Retrieval from catalogues of
past fact checks or other verified sources of information maintained by the organization. I
denote Data Retrieval with a database & to suggest the retrieval of stored data.

Many participants described using Retrieval-Augmented Generation (RAG) [216] to allow
GPT models to incorporate factual data. P4 described “a RAG pipeline that connects
OpenAl’'s GPT-4 with our database of fact checks...we have all the articles and fact checks
that we ever published stored as embeddings. And then. .. we perform semantic search using

cosine similarity, and we take the most relevant results.” P19 described retrieving data
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from a catalogue of past fact checks to support fact-checker investigations. P13 noted using
third-party reliability metrics to determine what external content can be accessed using RAG.
P11 noted that RAG allowed them “to go beyond very basic keyword searches. ..so that
the search in the database was actually fruitful and accurate.” Some participants adopted
more complex methods. P22 described creating an internal knowledge graph from which
generative models could retrieve content: “We started building our own knowledge graph,
our own ontology, and using that, the structured data from that, to generate content.” P23
created custom GPTs to retrieve data: “we built it on the claim review database. .. only our
factcheck articles. . . so interacting with that search persona would give results only from the
database along with a source link.” P23 also produced custom models to retrieve external
data: “Parliament data is completely public, so we had the tech team...scrape the entire

database ...and the persona only picks up responses from this dataset.”

8.4.4 & Data Delivery

Participants reported using generative Al to support & Data Delivery to end users on
websites or social media, as well as by providing automatic responses to users via conversational
tiplines. I denote Data Delivery with a download icon & to suggest the transfer of data to
the end user.

Among the most common uses of generative Al reported was to format content or generate
metadata prior to sharing it with audiences. P1 described using GPT models to “generate
hashtags for. .. mini FactCheck videos that we publish on TikTok.” P8 said that “in most
daily use cases, in terms of generative Al use, I would say it’s help with promotion. So all of
the social media content, coming up with summaries for SEO purposes for article publishing,
title generation.” P5 noted that they use a generative Al-backed tool that “suggests times
the best times for us to post our content on social media based on the type of demographic
our subscribers are, or our audiences are, and when they’re using social media.”

Participants who used conversational tiplines reported using generative Al to deliver

information to end users, in addition to ingesting misinforming content. P4 said that
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incorporating ChatGPT into their tipline was “an obvious use case to improve a product that
was already relevant for our readers,” noting their conversational tipline had “over 70,000 users,
which for an organization our size is quite a lot.” Several participants described an evolving
information ecosystem wherein users sought information from specialized conversational
agents, rather than traditional search applications. P21 said that they see generative Al as
“a preferred medium for somebody to get at the work that we have done. .. it is summarizing
or reporting on work that was done by the trusted fact checkers.” P24 said that they use
a WhatsApp chatbot that “allows us to answer to a high volume of messages,” noting that
“if you could actually ask the [chatbot|, can you please tell me what the inflation was in
the last five years? And it could actually answer you with information that comes from
a reliable source, which we know is one of the big problems of generative Al, we think
that’s an enormous leap forward in the way that we can actually reach people with verified
information.” P19 contended that conversational agents can assist users “even if we don’t
have a fact check...explain this persuasion technique that’s being used or the trope that is
being repeated.” P9 envisioned reaching younger audiences with an in-progress tool allowing
a user to “chat with our archive. .. this is a hurdle for young people to get into the discourse,

that some background knowledge is missing. Maybe the Al could help.”

8.4.5 *&% Data Sharing

Participants noted that generative Al assists in ‘@ Data Sharing between organizations,
in that they structure data for sharing, and serve as shared computational infrastructure. I
denote Data Sharing with a Users icon & suggesting transfer of data between organizations.

P18 described generative Al as a tool for exchanging fact check data and collectively
scaling audiences to address problematic information: “especially during elections, we try at
(anonymized) to bring together other fact checkers so that people are not working in their
own little silos. .. that’s one area in which generative Al can really help. If fact-checkers are
working together, whatever data they have, they can help scale the impact of their fact check

to different segmented audiences that they serve.” P3 described a prototype generative Al
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Figure 8.3: Motivations of participants for preferring open models over proprietary models in

fact-checking organizations.

system operating on shared data, noting that especially in the case of elections, “fact checkers
are banding together to offer a united response. .. European checkers will put their claims in a
common database, and we will build systems in which, when we detect a new narrative. .. [if]
it’s present more than one or two countries, there will be a special task force that will be tasked
with producing a debunk. .. we could not do it with a BERT or a Sentence BERT. . . early tests
are promising with a [generative| large language model. This is also where the multilingual
aspect comes in very handy.” P11 described a similar multi-organization "project where we
have installed [generative| technology. .. at fact-checkers in all Russia bordering countries.
And we are also looking at. .. Spanish speaking Latin America. And we can see how common

threats appear. .. where there are common narratives that point to particular actors.”

8.5 DMotivations for Open Models

I found that four primary concerns motivate the use of open models: Organizational Autonomy;,
Data Privacy and Ownership, Task Specificity, and Capability Transparency. I describe these
concerns in turn, making reference to the components of the data pipeline with which they

intersect.
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8.5.1 Organizational Autonomy

Participants expressed concern that dependence on proprietary generative models could
compromise the autonomy of their organizations. They noted that open models offer more
@ Reliable Availability than proprietary models, which could be affected by unexpected
deprecation or provider instability. Several participants described uncertainty about using
OpenAl’s models in the wake of its CEQO’s firing and reinstatement. P4 said “the whole
OpenAl drama was an eye opener. If OpenAl goes bankrupt tomorrow, then it’s really bad
to build products that depend on their software and on their API. We’d rather just host all
the models that we use.” P2 said that their organization is building next-generation content
moderation and misinformation detection tools to circumvent this dependence, while P7 noted
that their company builds on open models, mitigating issues of deprecation: “We primarily rely
on open source technologies. When Facebook releases their models and they open source it,
that’s what we use. We don’t primarily rely on any [closed| corporate models.” Participants
also preferred open models because they facilitated N\ Intentional Design of tools for
fact-checking use cases. P8 said that proprietary tools offered by social media companies were
often inadequate because they “are targeting brands. And brands like McDonald’s will have
certain sets of keywords that will not change over time. .. we want to have this additional
aspect, which is discovering new keywords because we want to stay on top of narratives.” P24
said “for example, social media monitoring or social listening tools. .. we end up developing a
lot of things out of need...because we don’t have the same needs as a marketing agency.”
Similarly, participants noted that N\ Avoiding Gatekeeping by corporations motivates open
models. P10 said that “we have to prove ourselves to the social media companies” to gain
access to the only tools to monitor and address misinformation on their platforms, noting this
process is onerous for resource-challenged local organizations. Finally, participants said open
models could help fact-checking organizations in & Shaping the Future of fact-checking.
P9 argued for accelerating adoption of open generative models: “This all brings chances and

holds a lot of potential for us, and we should be the one who shape this development, and not
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let others be the one who dictate how we have to deal with this at some point because we
waited too long.” Similarly, P22 remarked that “fact-checkers need to be part of the creation
of these tools. .. a lot of the tools that we are seeing don’t really quite fit our use cases. . .it’s

about the process by which things are created.”

8.5.2  Data Privacy and Ownership

Participants described concerns surrounding data privacy and ownership as a central motiva-
tion for using open models. P9 preferred using open models for & Protecting of Internal
Data, saying that “we have very sensitive material that we’re working with here, investigative
reporting and investigative stories, and we don’t want this to be used in [corporate| models
and as training material,” and further noting that they use cloud instances hosted only in
Europe for “a sort of legal safety” due to stricter European data protection laws. P4 said
that, due to data privacy concerns, “we have as a policy to always prioritize using open source
software where we can.” P21 noted “I blocked [OpenAl’s| crawlers from being able to train
on our content until some type of commercial compensation becomes available. I think most
of us are kind of waiting, holding our breaths for the New York Times case lawsuit to play
out because otherwise individual orgs the size of the fact checkers, we don’t really have the
leverage to accomplish what that lawsuit stands to do in setting a precedent.” Participants
also said that *@ Publisher Solidarity motivated use of open models over proprietary
models that profit from journalistic organizations’ data without consent. P4 noted their
discomfort with “the notion that those companies are profiting using other companies’ and
other people’s work.” Participants also preferred open models that disclosed their training
datasets, providing a sense of 3 Legal Safety, especially for user-facing applications. P4
said that “the issue of copyright is a big one, especially for image generation. .. we could never
use anything, any tool that generate images in our workflow, because we don’t know how
most models were trained.” P8 noted that they delayed using generative models due to fears
of copyright infringement: “With generative Al, we were. . .scared to use it, because of the fact

that we don’t want to feel like we are plagiarizing. .. because of the possibility of. .. [copying]
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other articles.” Participants noted that open models at least disclose their training datasets,
offering some clarity concerning the risk of infringement. Finally, participants preferred open
models for 4@ Mitigating Shared Risk when building technologies for the fact-checking
community. P4 created a transcription tool for the community using OpenAl’s models, but
noted is not in production because “a lot of people have concerns about sending their data -

interviews, important interviews - to OpenAl”

8.5.3 Application Specificity

Participants preferred open models for specific applications that demanded high performance,
domain-specific tone, and control over toxic content. P14 said that their organization preferred
small, fine-tuned open models for internal data analysis, noting that they exhibit stronger
@ Task Performance and & Cost Efficiency than proprietary generative models. P6
echoed this, noting that their organization still prefers thoroughly vetted, task-specific models
for many tasks, despite hype about replacing these methods with proprietary models. P10
considered GPT models one of many tools, not the sole solution to any problem involving
language, despite the marketing of proprietary models. Participants also noted that proprietary
models intended for general-purpose use couldn’t achieve & Domain-Specific Tone for
end user applications. P4 said “out of the box, GPT-4, for instance, you get very decent
results, but it’s also very generic.” P8 noted that, as a result of RLHF, GPT-4 “sounds
completely unnatural,” rendering it difficult to incorporate in their user-facing applications.
Participants also reported using open models to gain more granular @ Toxic Content
Control. Participants including P17 took issue with corporate models’ one-size-fits-all
approach to alignment with human values, which they noted could hamper the model’s ability
to respond to toxic and hateful content that fact-checking organizations handle during their
work. P5 noted that the OpenAIl’s RLHF process makes it difficult for models “to unlearn
things that you've already taught it through human feedback,” which are not advantageous

for many fact-checking applications.
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8.5.4 Capability Transparency

While participants agreed that GPT-4 outperformed open models, they also said that the
capabilities of open models were presented with more @ Performance Transparency. P3
expressed surprise that GPT-4 performed poorly for restructuring their data, a task they
thought fell within the model’s capabilities, noting that while it looked reasonable “on the
surface. .. when you actually dug into whether it was structured coherently, it wasn’t as
good.” Participants also said that & Avoiding Deceptive Marketing motivated use of
open models in settings involving user interaction. P17 said the presentation of models
like ChatGPT encouraged inappropriate trust by non-experts: “Yes, there is a popup on
ChatGPT, and a line at the ending that tells you the results could be inaccurate, so beware.
But how the interface is built, and how it is marketed, how it is presented, and the fact that
it answers you in a confident way...there is a constant behavioral trick...that what you
have in front of you, what a machine is telling you, answering to your prompt, is the truth.”
P1 echoed this sentiment, noting that “There’s a problem with people assigning too much
credibility to large language models.” Finally, participants said that providing &% Tools for
Replication motivated open models. P8 noted that “we want to give a reader the ability to
replicate our research in total. ..every source, everything.” P9 said that, while all models
created problems of explainability, API-gated proprietary models introduced more “black box

problems” than open models, rendering reproducibility uncertain for end users.

8.6 Limitations of Open Models

Despite the many motivations participants gave for preferring open models, most nonetheless
used primarily proprietary models, especially OpenAl’s GPT models [288], citing their
Performance, Usability, Safety, and the Opportunity Costs of not participating in proprietary

AT ecosystems.
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Figure 8.4: Limitations of open models described by participants as preventing their further

adoption in fact-checking.

8.6.1 Performance

While fine-tuned open models may achieve the strongest performance on a given task, all
participants said that GPT-4 was the best-performing general-purpose generative model,
motivating its adoption over open models in many settings where general-purpose reasoning
is preferable to task specialization. P13 noted that they use GPT-4 over LLaMA models
due to & Few-Shot Reasoning disparities, while P9 echoed this in noting that “if you
want to work with a narrative generative AI model, then I think there is, at the moment, no
alternative to GPT-4.” Participants also noted that open models lag OpenAl significantly in
@ Multilingual Performance. P4, who reported creating primarily non-English models,
said that “we tried the largest [LLaMA models|. .. usually the models tend to perform poorly
in languages that are not English. And in the case of OpenAl, it’s pretty good.” P4 also
said that performance disparities affected the &% End User Readiness of open models:
“when we were developing [our conversational tipline|, we tested a bunch of models, especially
LLaMA-2; but in terms of performance, it’s behind OpenAl significantly...I’d love to use
open source models.” P2 said that the @ Pace of Innovation in generative Al made it
untenable to try to build open models: “the pace of innovation nowadays is so quick that
it’s very difficult to keep the pace...you don’t know which is the new tech that you need

to use or which is the model that is going to work. .. even research institutions, they don’t
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know.” In some cases, participants reported that GPT-3.5-Turbo’s inexpensive & Average
Performance was good enough. P1 said that, for retrieving data internally, they needed
high recall and not necessarily high accuracy, since human fact-checkers would see the data.
They noted “OpenAl is...so easy and cheap. We pay a couple of dollars per month...I can
use the old (anonymized) servers to run an open language model and see what it can do. But
the savings would be minimal, like a couple of dollars, and the results would probably be

worse.”

8.6.2 Usability

Most participants said the ease of calling proprietary APIs motivated their use of proprietary
generative models. P19 said that, even though they prefer to build on open source models, &
API Simplicity motivated them to OpenAl: “OpenAl models are convenient for prototyping
because it’s just an API call, and you don’t have to worry too much about it.” P2 said, “what is
the good part of OpenAl? Everything with an API is much easier.” However, P2 also pointed
to the possibility that OpenAl’s perceived edge in usability is actually due more to its market
dominance, noting that “there are a lot of different frameworks now. .. [such as| LangChain,
there are a lot of frameworks that make it easier to work with [open models|, and they are
the solution.” Participants noted the & Demands of Fine-Tuning open models drove
them to use few-shot proprietary models. Even if task-specific performance exceeding GPT-4
is achievable with fine-tuned open models, data scientists at fact-checking organizations may
not have the time to invest in fine-tuning. P2 said “the other issue for typical fact-checking
organizations, is we are not Microsoft, we are not big technology companies, is the cost of
the systems ...to fine tune your own language model it is too...time demanding.” P4 said
it was hard to find time to understand the opportunities of fine-tuning, noting they only
used LLaMA “out of the box, we didn’t try to fine tune it. Maybe in the future we will,

but. .. resources are limited, so we opted not to explore more.”
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8.6.3 Safety

Participants said that proprietary models offer advantages for user-facing applications because
of the safety features built into them by larger technology corporations. P13 noted that
because user-facing fact-checking technologies typically involved & Handling Charged
User Input, reliably adhering to ethical guardrails was essential for maintaining user trust,
and open models could not always accomplish this. P4 said that user-facing technologies also
had to be prepared for & Handling Bias Stress Tests, noting that users actively attempt
to probe their in-beta conversational model (leveraging GPT-4) for political biases: “one of
the most common types of questions that I think people were asking the bot. .. [was| just
swapping the name of the [politician| you're asking about. ..and so far we haven’t noticed
anything that would be concerning for us...it’s not symmetric, but I think it usually gives
you a quite nuanced answer.” P4 also noted that proprietary models tend to outperform
open models in & Abstaining from False Output, noting that users most frequently
complained that their RAG-enabled GPT-4 chatbot couldn’t answer a question, but that
“in most cases, we didn’t have the answer. So the bot behaved as expected as it should,
which is to say that it doesn’t know the answer to a question instead of trying to come up an
invented answer.” Finally, participants said that proprietary model developers were better
positioned to perform & Ongoing Safety Updates. P21 said that “fact check organizations
are underequipped to really test everything and keep up with everything on an ongoing basis”;
accomplishing this with open models, they said, would require ‘“revenue streams. .. that’s still

trying to be figured out.”

8.6.4  Opportunity Costs

Participants worried that using open models would entail foregone opportunities for integration
into an emerging information ecosystem, potentially lessening the relevance of their content
and precluding them from taking advantage of new streams of revenue. P9 said that &

Content Revenue Models would “totally define how we will work with Gen AI models,
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and if we will work in close partnerships with these companies, or if we will work with open
source models, or if they will be state funded projects. All the journalistic companies say we
need it to save democracy, and we push for open source models; or we say, no, we'’re fine,
we're getting millions and millions from Google, and OpenAl, and Amazon, and so on. So
yeah, we're sort of at a crossroads.” P21 noted that, in addition to direct compensation for
content, proprietary models might be preferred due to %@ Advertising Models, noting
that “the value exchange that we're familiar with today with Google search is you structure
your metadata the right way, and you’ll show up in Search, and you’ll get clicked on, and
you’ll generate ad revenue. And perhaps Google’s even the one who buys those ads, and the
revenue comes from them anyway. I think that [Google is| more ready as an organization
to think about paying publishers. With ChatGPT that’s not really established yet.” P21
also said that they hoped to leverage the #@ Brand Name Recognition of emerging Al
ecosystems to increase their reach, noting “ultimately ChatGPT is the biggest brand name in
chatbots, and they are also already integrated and backing Bing...to reach all of the users
who are using chatbots, it’s not realistic to think that we’ll make the biggest splash just by
having our own private code base and onsite chat experience. I do think that we have to
be able to play into the bigger arena.” P10 further discussed the possibility of integrating
their internal models into broader & Application Ecosystems, noting that “we use the
Google workspace workflow, so it really helps to incorporate the Bard features.” Finally, P21
raised broader concerns about the information ecosystem, describing the possibility of s
Information Islands if internet users privately interact with open chat models: “if people
choose to search or engage with a chat bot that...isn’t trained on your content, we stand
to have these kind of information islands. .. someone who searches on Google today or Bing
today, they’re going to get [our content| as results that were fully enabled to be crawled by
search engines. But as more and more chat bots emerge. ..that is kind of a threat, I think,

to information integrity overall.”
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Research Directions for Use of Open Models in Fact Checking

Concern

Research Question

Research Directions

Performance of
Open Models

How can open models offer competitive perfor-
mance to proprietary models while maintaining

an approachable conversational interface?

Developing scale-efficient open models; Devel-
oping more suitable evaluation suites for fact-
checking; Developing evaluations specifically

for open models.

Usability of Open
Models

What kinds of open application interfaces can
help fact-checkers feel as comfortable with open
models as proprietary models for inference and

fine-tuning?

Creating open source or public APIs of com-
parable simplicity to OpenAl; Decreasing the

time and expertise demands of fine-tuning.

Safety of Open Mod-

els

How can open models achieve the actual and
perceived safety of proprietary models without

incurring significant time and cost burdens?

Community standards for lightweight red-
teaming of open models; Technologies to mon-
itor the fairness of model responses in user-

facing conversational tiplines.

Opportunity Costs
of Open Models

How can open model ecosystems facilitate reli-
able revenue streams for fact-checking organi-
zations similar to those in proprietary model

ecosystems?

Fostering community and collaboration be-
tween fact-checking organizations and Al de-
velopers; Developing a revenue model for open

model ecosystems.

Research Directions for Use of Proprietary Models in Fact Checking

Lack of Autonomy

How can proprietary model developers assure
clients of access to models integrated in data

pipelines?

Developing approaches to allowing selective ac-

cess to deprecated models.

Lack of Data Pri-
vacy and Owner-

ship

How can proprietary model developers guaran-
tee clients that their data won’t be used inap-
propriately? How can they guarantee clients
that using their products will not put them in

legal jeopardy?

Developing models of compensation for publish-
ers; Supporting legal standards for client data
privacy; Clearly communicating when data will

be retained or used outside of initial context.

Lack of Application

How can developers afford clients more control

Developing approaches for personalized mod-

Specificity over tone in user-facing applications and more | els that meet fact-checking use cases without
contextually appropriate means of processing | compromising model safety.
toxic content?
Lack of  Trans- | How can developers provide transparency about | Communicating capabilities of domain-specific
parency model capabilities and afford fact-checking or- | GPTs through systematic quantitative & qual-

ganizations the ability to explain their use to

audiences?

itative evaluation; more explainable outputs

like token-level probabilities.

proprietary models in fact-checking.

Table 8.2: Research directions for addressing limitations of both open and proprietary models
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8.7 Discussion

These findings add new perspective to the evolving conversation about the use of open or
proprietary generative Al, surfacing the tradeoffs that face organizations as they consider
whether and where to adopt open models. Some tradeoffs would seem contradictory without
being contextualized within the fact-checking data science pipeline. For example, participants
chafed at limitations imposed by toxicity guardrails when using OpenAl models for internal
analysis tasks, yet reported relying on those guardrails for user-facing applications. Moreover,
while participants preferred fine-tuned open models for strong performance on internal tasks,
they also accepted “good enough” performance via the cheap, easy-to-use GPT-3.5-Turbo

API for high-recall data retrieval tasks, over the time cost incurred for an open model.

Table outlines research questions and directions arising from this work. Fact-checking
organizations appear at first to face diverging futures: one in which they adopt open models and
control their AT infrastructure; and another operating profitably in the emerging ecosystems
of chat-driven interfaces now collecting and delivering information in interactions with users.
However, the findings surface that the future may resemble the present, with organizations
employing specialized open models for mission-critical tasks, proprietary generalist models to
handle interactions with users, and the least expensive option when performance just needs
to be good enough. Even so, proprietary models face challenges around data ownership.
Participants voiced unease with their work and that of their colleagues being used without
consent to create a lucrative competing product. Some participants also avoided generative
Al for fear of inadvertently committing plagiarism. These concerns echo those of many
journalists, as well as domains like visual art [192]. Addressing data privacy, ownership, and
compensation may prove paramount for proprietary model providers to establish relationships

with producers of factual and creative content.



212

8.7.1 Limitations and Future Work

While I sought to capture perspectives of fact-checking organizations globally, the participants
all spoke English, and most used models in English. Aside from noting that OpenAl’s models
outperform open models in multilingual settings for generalist conversational tasks, this
work does not speak to the additional intricacies of multilingual NLP, including NLP in
low-resource languages. Additionally, this work is concerned with open generative models,
rather than with all open models. Future work might study perspectives on open models and

proprietary models of any architecture.
8.8 Conclusion

Rather than offering a prescriptive approach to open models or an empirical study of their
effectiveness, this study contributed an understanding of open models in a consequential
setting, including how open and proprietary models are valued in practice by users who have
high-stakes epistemic needs. The research shows that, while proprietary models are associated
with clear and pressing sources of epistemic risk, open models introduce context-dependent
risks of their own. Drawing on these findings, I offer recommendations on how the context-
sensitive selection of proprietary and open models can provide organizations with an effective

approach to managing epistemic risk.
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Chapter 9
CONCLUSION

This dissertation has presented a series of approaches to epistemic risk in generative and
general-purpose Al. It contributes approaches to measuring and understanding epistemic risk
in Al; designing systems and interfaces that mitigate epistemic risk in Al; and evaluating the
capabilities of open models to present a viable alternative to the heightened epistemic risk of
proprietary Al This research brings together perspectives from human-centered computing,
Al fairness and ethics, and psychology and the social sciences to produce ways of contending
with the risks posed by an emerging general-purpose technology, while also appreciating the

opportunities offered by this technology to produce a healthier information ecosystem.

9.1 Findings and Implications

In this section, I summarize the contributions made in this dissertation, considering the
potential implications of the research as generative and general-purpose Al continue to reshape

our sociotechnical infrastructures.

9.1.1 Understanding Factors Contributing to Epistemic Risk

Understanding the sources of epistemic risk in modern generative and general-purpose Al
systems is a complex problem due to the opacity of the enormous datasets on which they train
[28], the capability of such systems to issue a response to virtually any prompt entered by a
user [I61], and the fundamental technical difficulty of understanding deep neural networks
themselves [122], the technology underlying these systems. Though this dissertation cannot
render such systems interpretable enough to fully explain epistemic risk, it does contribute

approaches that increase our understanding of the sources of such risk. First, chapter 3
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demonstrates that even high-quality data like that created by news organizations can produce
epistemic problems when Al models are trained on this information and then used in a different
context. Though the information is accurate, the qualities that make a story newsworthy
may well render it inappropriate for forming an epistemically reliable representation of a
social group. Second, chapter 4 provides quantitative evidence of the relationship between
the scale of the data used to train a model and the unwarranted inferences made by that
model. Though prior work has expressed justified concern about scale in language models
and identified increases in ethical problems like hate speech as training dataset size increases
[42, 28], chapter 4 presents one of the first studies to demonstrate that novel forms of epistemic
risk (in this case, physiognomic facial impression biases) can arise as dataset size is scaled.
Though approaches that scale a model’s pretraining dataset have recently run into
barriers [35], such as challenges in expanding the size of existing datasets [408|, or legal
challenges related to the use of copyrighted data [233], recent research has found new frontiers
for exploiting scale. These have included, for example, scaling inference-time compute to
generate better answers to users [257, 286]. Rather than training on more information, that
is, the model produces more information and then uses that information to work through
its response to the user. This is one of the foundations of recent reasoning models like
DeepSeek or OpenAl’s 03, which produce long “thinking” chains in response to a user’s input
before generating a user-visible output [159, 286]. Though this technology may ultimately
improve the epistemic reliability of generative models by helping them produce more reliable
answers, and may also further improve the performance of small, open models in domains
like mathematical reasoning [I59], research has yet to probe what unintended side effects

may also from these new forms of Al scaling.

9.1.2 Designing to Mitigate Epistemic Risk and Improve Information Quality

Generative and general-purpose Al present many opportunities to designers, as they can be
integrated into widely differing settings and can be used to create new data or manipulate

data submitted by a user [425]. This dissertation makes two primary design contributions
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that intend to help mitigate epistemic risk. Chapter 6 introduces a novel design framework
based on Nonviolent Communication for helping to produce technologies that help people
communicate more clearly about their interpersonal needs. It also highlights the potential
for Al to introduce new epistemic risks in the mediation of interpersonal communication,
including empathy fog, a situation wherein an individual can no longer distinguish between
true empathy communicated by a person over an online platform and Al-manufactured
empathy. Chapter 5 considers how generative Al is impacting fact-checking organizations,
providing a concrete array of opportunities and challenges of using generative models in a
high-stakes epistemic setting. Despite the inevitable existence of epistemic risk when using
a generative model, this study produced a contribution to the design space of generative
models focused on the verification of information, drawing on interviews and the code of
principles of the IFCN to improve the quality of information produced by fact-checkers. This
suggests that design may help to produce tractable approaches for using generative models in

many similar epistemically consequential settings.

The idea of using generative models to improve information quality has already become
mainstream in some domains of science. Consider, for example, that the International
Conference on Learning Representations (ICLR), one of the most respected venues for
publishing machine learning research, has begun using generative models to provide feedback
to human reviewers for the 2025 conference [410]. That is, the model assesses the quality of a
human review of a conference paper and suggests ways to improve it prior to release to the
paper’s author. Designs that support epistemic interventions like this can help to understand
whether generative models can play a role in improving the health of critical—and sometimes
overwhelmed [253]—information ecosystems like scientific publishing. However, we should
keep in mind that unintended consequences—Ilike empathy fog—can occur when a technology
is used to automate a task that actually requires real human attention to have meaning.
Identifying where human input remains important will likely be critical for maintaining the

epistemic authority of scientific institutions.
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9.1.8 Ewvaluating the Role of Open Models in Addressing Epistemic Risk

This dissertation reckoned with the heightened epistemic risk of closed, proprietary AI models
by evaluating the competitiveness of small, open models, and by probing the adoption of
open vs. proprietary models by organizations with significant epistemic needs. Chapter 7
empirically evaluates small, open models, finding that in task-specific settings, they can match
or even exceed the performance of proprietary models on tasks of epistemic consequence.
Small, open models also present a cost-efficient alternative to larger models, though they
require some technical skill to fine-tune, and their fairness and speed of response leaves much
room for improvement. Chapter 8 investigates the approaches taken to the use of open
vs. proprietary generative models by fact-checking organizations, finding that fact-checkers
see not a binary choice but a highly contextual one, dependent on the sensitivity of the
information with which they are dealing as well as their need for a reliable and reproducible
output. This study also found that data privacy and ownership factor significantly into the
decisions made by many fact-checking organizations with regard to their use of generative Al,

suggesting the need for a better model for compensating creators of factual content.

Where open models are the most appropriate choice, one promising and now widespread
technique for producing small, open models involves “distilling” the information learned by
much larger models by training a smaller model on the the larger model’s output [179, [174].
This technique was used to produce highly capable small reasoning models, like a 1.5-billion
parameter distilled version of DeepSeek R1 [160]. Making such models open source or
open weight significantly improves the opportunities available to the scientific community.
Techniques for producing ever-smaller models may also enable greater personalization of Al as
it becomes more feasible to run such models locally on device [124] and potentially to update
them to respond specifically to the individual using them. As discussed in greater detail
below, the potential for Al-personalized information presents both epistemic opportunities

and potential threats to the broader information ecosystem.
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9.2 Directions for Future Work

Continuing progress in generative and general-purpose Al will demand new approaches to
epistemic risk, and it may also enable solutions to some of the difficult epistemic problems
facing society. In this section, I discuss potential directions for future work addressing novel

risks and opportunities.

9.2.1 FEpistemic Risk in Al FEcosystems

Several of the fact-checking organizations I spoke with anticipated the need to adapt their
business models for the emergence of new information ecosystems like the OpenAI GPT Store
[285]. Already, forward-thinking companies like Canva and Kayak have created customized
GPT Store chatbots that serve as interfaces to functionality traditionally presented through
a website. But how should institutions that specialize in providing information as a service
configure and advertise custom conversational models? And what norms can emerging Al
ecosystems establish to help organizations connect responsibly to their audiences? I scratched
the surface of these questions in a recent position paper at the ACM CHI 2024 Dark Patterns
Workshop [44T], which contends that misleading presentations of model capabilities—including
in such sensitive domains such as law and medicine—are common even among the highest
ranked models on the GPT Store. Future work might undertake comparative studies of
marketplaces for general-purpose Al (such as the GPT Store [285], the Claude Prompt
Library [10], and the HuggingFace open model ecosystem [432]), or build interfaces that allow

controlled studies of how to accurately communicate the capabilities of customized chatbots.

9.2.2 Al Alignment for Epistemic Reliability

Could the epistemic problems posed by Al be addressed by an alignment strategy that explicitly
centers reliability? Most generative models are aligned to be “helpful” and “harmless” [20],
a policy which also renders them obsequious and verbose [363]. But perhaps such models

could be aligned to act in accordance not with user preferences but with scientific best
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practices, and to emphasize clarity, consistency, and succinctness. Recent work introduces
a promising method for this: Jang et al. (2023) [I89] decompose preference alignment into
multiple characteristics to which a model can be aligned, such as “expert,” “unpretentious,”
“informative,” and “concise,” and allow the user to merge in preferred characteristics with an
open chatbot model. This might be tested for its capability to produce model alignments
that reduce formatting-based variance and inappropriate deference to users. Efficacy could be
assessed in downstream tasks, measuring variance across prompts with the FormatSpread [360)]
and Validity Rate [6] metrics. If successful, the method could provide a more reliable option
for producing user-facing chatbots in scientific research and other epistemically consequential

contexts.

9.2.83 Emergent Epistemic Risk in Frontier AI Models and Systems

My studies of emergent bias in systems like CLIP have revealed that tests designed to measure
bias in already existing systems like online search failed to anticipate the novel forms of
epistemic risk possible in new models [437, [439]. As generative and general-purpose Al
continue to improve, what novel risks will they introduce, and how can organizations develop
a means of monitoring and managing these risks even as they leverage the capabilities of new
models? Future work must study the challenges presented by agent-based Al systems, which
utilize language models to create instructions based on a user’s input and execute them using
programmatic tools [298] [357]. Such systems promise new efficiencies that can save users
time by performing more complex tasks—but also introduce new uncertainties about the

source and validity of information.

9.2.4 Al-Personalized Information

Recent updates equip ChatGPT with what OpenAl refers to as “Memory”—in practice, a
series of notes made by the model about the user, leveraged during future conversations to
inform how the model communicates with the user [287]. While organizations have long used

metadata to gain insight about users based on the websites they visit and the purchases they
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make [339], generative Al provides a much more nuanced way to observe a user’s preferences
and habits. Generative models open the way for applications that help organizations deliver
more targeted information; for example, a generative model might be able to rewrite a news
story or a fact-check, and draw on the notes maintained in Memory to deliver a version
designed to that specific user. The rewritten article might adopt an ideological stance more in
line with the user’s own perspective, or lead with content that speaks to the reader’s interests.
Future work might build interfaces to study the effects of delivering personalized information
using the notes maintained by generative models. Such studies might address the question
of trust in generative models as information arbiters, as well as the potentially undesirable

effects of such systems on user privacy and autonomy.

9.2.5 Contextual Integrity of User Data

Generative Al possesses the capability to collect, solicit, and even make decisions about data
from users, including sensitive personal data such as health information, personal financial
information, and private conversations [250]. Sharing such information with a generative
model might enable that model to provide a more nuanced and contextual response to the
user, making this exchange seem like a reasonable proposition [475]. Yet the ultimate recipient
of this data is not a chatbot but an organization serving the chatbot, and the potential
cost of sharing such information could be high, were it to be used outside of its original
context. Future work might consider how to equip users with a means of reasoning about the
contextual integrity of their interactions with Al interfaces, and the potential costs associated
with sharing sensitive personal information. It might also probe the tradeoff between privacy
and user perceptions of utility or personalization, to understand how users reason about the

value of the privacy of their data.

9.2.6 Natural Language Explanations for Detecting and Addressing Epistemic Risk

Recent research suggests that generative models can produce human-understandable explana-

tions of other generative models. For example, Bills et al. (2023) [41] use GPT-4 to explain
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why every neuron in GPT-2 activates in response to user input - and then to simulate which
neurons would likely activate given a new prompt. Similarly, Ghandeharioun et al. (2024)
[145] use algebraic interpretability measures [144] 277] in tandem with a 13-billion parameter
Stable Vicuna chatbot [85] to explain the activation patterns of a smaller Vicuna chatbot. If
a model could explain risks in natural language, this could inform strategies for mitigating
risk in the smaller model, potentially by using the larger model to produce targeted synthetic
data useful for risk mitigation. This could also allow for partial automation of searching for

risks in need of mitigation.

9.3 Final Remarks

Though the problem of epistemic risk in generative and general-purpose Al remains far from
solved, the contributions of this dissertation provide a means of characterizing and contending
with manifestations of epistemic risk in these technologies, in some cases enabling such models
to be used in the service of information integrity. These approaches and others building upon
them can help to reckon with changes to the process of creating and disseminating knowledge
as individuals, organizations, and even governments begin to integrate general-purpose Al

more completely into the epistemic foundations of our society.
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