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Synthetic data generation (SDG) lauds the benefit of augmenting, enhancing, and safeguard-
ing real data, which in many applications is scarce. When acting as a privacy-enhancing
technology, SDG aims to exclude any personally identifiable information from the underly-
ing real data, all while maintaining important statistical properties that keep it useful to data
consumers. Many SDG algorithms provide robust differential privacy guarantees. However,
we show that those that preserve marginal probability statistics of the underlying data leak
more information about individuals than has been previously understood. We demonstrate
this by conducting a novel membership inference attack, MAMA-MIA, on three state-of-
the-art differentially private SDG algorithms: MST, PrivBayes, and RAP. We present the
heuristic for our attack on marginals-based SDG algorithms here. It assumes knowledge of
auxiliary “population” data, and also assumes knowledge of which SDG algorithm was used.
We use this information to adapt the recent DOMIAS attack to MST, PrivBayes, and RAP.
Our approach went on to win the international SNAKE challenge in November 2023.
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Chapter 1

INTRODUCTION

Access to quality data is essential for machine learning applications. Yet much of the
most useful data from a research perspective is oftentimes the most protected. First in
Europe with the adoption of the GDPR! in 2016, and more recently in the United States
with the inception of the AI Bill of Rights?, and the Executive Order on Al issued in late
2023 [4], guidelines to protect data privacy have greatly strengthened, and will continue to
do so.

Synthetic data is seen as a solution to many of these privacy concerns, keeping sensitive
data hidden, while generating artificial data that retains utility similar to the original data
for downstream science tasks. There are a whole host of new SDG techniques developed
to balance these objectives. Many of them do this by maintaining statistical properties of
the real data, while perturbing these statistics with randomness to sever any connection to
personally identifiable information (PII).

SDG techniques are even being adopted in industry. For example, “SDG-as-a-service”
offered by Mostly AI®, and others, is used by major companies with privacy concerns. Sim-
ilarly, the U.S. and U.K. governments recently generated synthetic financial and biomedical
data for use in a prestigious data science competition?.

On the other hand, synthetic data with privacy assurances has been shown to leak private

!'European General Data Protection Regulation
https://gdpr-info.eu/

2The AI Bill of Rights, unveiled by President Joe Biden in October 2022, may become a law in the future.
https://www.whitehouse.gov/ostp/ai-bill-of-rights/

Shttps://mostly.ai/

‘https://petsprizechallenges.com/
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Figure 1.1: Membership Inference Overview. The SDG algorithm takes Dy;.q;, as input, and
produces Dy, While an attacker has access to Dgye and Dgypnin, Dypain remains hidden.
The goal is to detect which records in Dygp4e¢ are included in Dyvgin, 1.€. Dpemper-

information from the training data, depending on the generation mechanism and the “privacy
budget” used [25, 5, 11, 16]. For this reason, academically-motivated attacks have been

developed to empirically show which generation techniques protect privacy best.

One fundamental attack is the membership inference attack (MIA). The goal of member-
ship inference is to determine which real data examples were used to train the generator that
produced the synthetic records. For example, synthetic data generated from a database of
cancer patients may theoretically remove PII. But an MIA might make observations on the
synthetic data that give confidence as to whether an individual was present in the training
set, allowing the attacker to infer that the individual has cancer. MIAs can be conducted in
other contexts too, such as on the output of a machine learning model instead of a generated
dataset [22]. But in this thesis, we focus on the former, known as “Inference-on-Synthetic”

attacks [15], depicted in Figure 1.1.

Different MIAs can rely on a different set of assumptions for the threat model; some MIAs
use a threat model where an adversary knows little. Others assume a generous amount of
knowledge in the hands an the adversary (the motivation being to build stronger privacy
protections against a stronger opponent). A threat model with “the auxiliary data assump-

tion” admits knowledge of the population data D, to the adversary [15]. A threat model



with “black-box knowledge of the generator” admits knowledge of the SDG algorithm used
to generate the synthetic data Dgypnsp,, as well as its hyperparameters. We omit a discussion
on the “white-box” threat model, where an adversary knows the internal weights and ran-

domness used by the generator. Always, Dy, is presumed published and the training data

Dyyain 1s hidden.

A prominent class of SDG algorithms are so-called marginals-based algorithms that pre-
serve estimated marginal probabilities of the training data as their primary way of retaining
the resemblance and utility of that data. Three state-of-the-art marginals-based SDG al-
gorithms, MST [18], PrivBayes [27], and RAP [2] have been shown to be strong against
MIAs, while providing superior utility [23, 19]. Importantly, unlike several other popular
SDG algorithms, these three each provide robust mathematical definitions of their privacy
using differential privacy (DP) [8]. The view that proper application of DP will quell many

of the legality concerns of privacy is becoming a mainstay [3].

The well-known definition of differential privacy states that a randomized algorithm A
with range O is e-DP if for any two adjacent datasets D; and D, (datasets that differ in
only one entry)

Pr[A(D,) € O] < e Pr[A(Dy) € O] (1.1)

In the context of this thesis, A is a SDG algorithm, and A(D;) and A(Ds) are the synthetic
datasets obtained when applying A to real datasets D; and Dy respectively. DP ensures
that the inclusion or exclusion of any entry in the real dataset is obscured, in the sense
that any output (synthetic dataset) obtained from computations over the real dataset would
have been similarly likely to be reached whether the entry was present in the dataset or not.
Differentially private SDG algorithms are, in other words, designed to withstand membership
inference attacks. The privacy guarantees of course depend on the privacy budget ¢ > 0,
with smaller values indicating stronger privacy guarantees. An e-DP algorithm A is usually
created out of an algorithm A* by adding noise that is inversely proportional to €. A high-
level explanation of how each of these SDG algorithms apply DP noise, and how they work



in general, is given in Chapter 3.

Our main contribution in this thesis is a novel attack MAMA-MIA (MArginal Measure-
ment Aggregation based Membership Inference Attack) on synthetic data. We modify the
MAMA-MIA slightly for each SDG algorithm discussed here, and we make the case that
it can be extended to others that are also based on marginal measurements. It works by
exploiting simple, easily-reproducible behaviors of the SDG algorithms. We show that our
attack is highly effective at detecting overfitting by the generator, allowing us to learn about
individuals in the hidden training data.

As expected, our approach is very successful for high values of ¢, and diminishes in
efficacy as the privacy-loss parameter is reduced. The threat model we adhere to makes
the two aforementioned assumptions, i.e. knowledge of D,,, and knowledge of the SDG
algorithm used, and we discuss the merit in doing so. Our attacks are enhancements of the
recently-proposed DOMIAS MIA [25]. DOMIAS makes use of the auxiliary data assumption
to great success, but assumes no knowledge of the SDG algorithm. Our work shows that,
with this second assumption, substantially more information about the hidden data can be
learned than without it.

Our attacks are simple and efficient. While some MIAs require extensive computation of
“shadow” synthetic datasets as a way of understanding the generator’s behavior, MAMA-
MIA performs minimal shadow modelling, discussed in Chapter 3. This is significant because
burgeoning privacy laws are more protective against attacks with greater practical feasibility
9, 10].

Lastly, our membership inference heuristic and experiments are motivated by our partici-
pation in the international SNAKE (SaNitization Algorithm under attacK ...e) Challenge [1],
where our approach won first place. In this competition, we carried out an MIA on datasets
generated by MST and PrivBayes, using a demographic auxiliary dataset. The MAMA-MIA
used to win the competition is detailed in this thesis. Additionally, we extend our experi-
ments to a third marginals-based SDG algorithm, RAP, and to a second dataset, which were
not a part of the competition, in order to demonstrate MAMA-MIA’s generalizability.
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Chapter 2
DOMIAS OVERVIEW

The novel MIA proposed recently, DOMIAS [25], outperforms many other approaches by
leveraging the auxiliary data assumption. Conceptually, DOMIAS estimates the probability
distribution of Dy, (using some density estimation S), and also of Dgy,. With these, it

simply divides the probability estimation of Dy, by that of Dyyy.

S<Dsynth)

A= S D)

(2.1)

The idea is that, if the generator trained by the SDG algorithm was at all overfit to its
training data, then S(Dgyn,) should more closely resemble S(Dyyq:,) than S(Dgys). This
discrepancy becomes pronounced in A. A member’s presence may be inferred when S( Dy
at that member’s value is high relative to its probability at that value in S(Dgy. ).

To demonstrate this visually, without loss of generality, consider a density estimation
of one numerical feature for two datasets Dy, and Dy, depicted in Figure 2.1 (left). If
the synthetic data was overfit to the training data, then normalizing the curve of Dy,
with Dy, (right) makes clear where there may have been a concentration of training data
used by the SDG algorithm. In the figure, a target record with value somewhere in the red
shaded region would be classified as a member by DOMIAS!. Without the auxiliary data

assumption, it is more difficult to contextualize observations on Ds,,.;, and detect overfitting.

'In this example the threshold for membership is when A = 1.0. But it needn’t be. Normalization allows
for any threshold to identify overfitting meaningfully.
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Chapter 3
OUR APPROACH

The success of DOMIAS largely depends on the quality of the density estimation. If
poor, the estimated probability distributions won’t distinguish Dgypns, from Dg,,. And in
practice, when the datasets are large, or have many dimensions, key discrepancies in their
density estimations become overshadowed by noise. Since the DOMIAS attack assumes no
knowledge of the SDG algorithm, it uses generic density estimation techniques, such as KDE
[21] and BNAF [7].

Our approach assumes black-box knowledge of the SDG algorithm. From this, we leverage
basic knowledge of how MST, PrivBayes, and RAP preserve marginals in order to design a
stellar density estimator for each. We use these instead of generic estimators, and therefor
have a much stronger ability to detect overfitting. Applicable to any marginals-based SDG

algorithm, our approach is to:

1. identify the way in which marginal measurements taken on Dy,.q;, are chosen (we will refer

to these measurements as “focal-points”)

2. simulate the SDG algorithm several times (known as “shadow modelling” ), recording the

frequency at which focal-points are chosen

3. aggregate the frequently-chosen focal-points into a density estimation, {, a replacement

of A in DOMIAS.



Algorithm 1 MAMA-MIA

Input: Dy, the synthetic dataset, D,,, the auxiliary dataset, F" a list of h focal-points, a
corresponding list of weights W for focal-points in F', Dy4ge¢ the target records.

Output: ¢ the list of density estimations of (Dgynin/Daus) for each t €

Dtarget
1: Let C5 = {c51,Cs2...¢5, } be the marginals of focal-points in F' measured on Dy,
2: Let Cy, = {ca1,Ca2---Can} be the marginals of focal-points in F' measured on Dg,,
3: Let ¢ =[]
4: for t € Digpger do
5 Let ([t] = 00 wi - coalt)/cau(t)
6: return (

To expound on the first step, MST, PrivBayes, and RAP approximate the joint probabil-
ity distribution of Dy,.q;, using marginal probability measurements. They select a subset of
all marginals because maintaining higher specificity through all marginals is computationally
infeasible when Dj,..;, is even moderately sized. They select which marginal measurements
of Diyain, which we call “focal-points” (FPs), to retain in Dyyy,. They are chosen and
measured differently in MST, PrivBayes, and RAP, requiring our density estimation to be
implemented slightly differently for each.

These focal-points are highly relevant to an attacker because they show what the gen-
erators measured on the hidden Dy,.;,,! The success of our density estimation depends on
choosing the same focal-points that the generator chose during its training because attaining
such a measurement will give us the clearest possible picture of Dy.4in. So determining how
MST, PrivBayes, and RAP choose the focal-points is the first step.

All three algorithms are designed to choose focal-points that yield the most amount of
of mutual information (or some variant thereof). But in order to adhere to e-DP, they make

these choices indeterminately. This is where we make use of shadow modelling.
3.1 Shadow Modelling

In the second step, we simulate the creation of Dy, by running the same SDG algorithm

several times, using the same ¢ and training conditions. Since we do not know the true
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Dyyain, we using random samples of D, as Dtrain~ From this process, we can record which
focal-points are chosen, and with what frequency. This step involves obtaining an accurate
implementation of the SDG algorithm, and modifying it to record the focal-points. No

computation is necessary on any Dgy,.,, which are discarded.

Since we are using all the same parameters, using random samples of D,,,,., we can develop
a confidence of which focal-points were chosen, and then measured by the SDG on the hidden
Dyygin. For example, if we notice that MST chose to measure the marginal probability of
feature-pair (‘age’, ‘income’) 48 times out of 50 runs, we can say that the generator measured

this marginal from Dy, i, and maintained it in Dgy,,,, with high likelihood.

3.2 Estimating the Densities ( on Marginals-based Synthetic Data

Once the oft-chosen FPs are known, we can build for any dataset a density estimation that
closely resembles the generator’s approximation of the same data. This custom density
estimation, (, is depicted in Algorithm 1. Lines 1-2 are unique to each SDG algorithm. The
overall aggregation of focal-point measurements into ¢ is the same for all.

How this aggregation is done is discretionary. Our approach achieves success by summing
focal-point measurements from Dy, for a particular target’s value, divided by the same
measurement on Dg,,. Since the true focal-points are chosen stochastically, we weight each
focal-point measurement by its frequency chosen in shadow modelling w;; if one focal-point
is chosen only half the time, we don’t exclude it in the density metric, but rather cut its
influence in half. This weighting is less important when ¢ is large and the generator’s focal-

point choices become more deterministic.

A more theoretically-sound aggregation might be to replace line 5 of Algorithm 1 with

h log(csi(t)/cas if w; > w
o= 3o | e 0) it

i—1 | O if w, <w

Clt] = e (3.1)
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where w is some threshold for how many times the FP f; was chosen out of 50 runs (w = 40,
for instance). However, we chose our heuristic in Algorithm 1 because the resulting density
estimation achieved slightly better attack accuracy.

Once ( is measured for the targets, we convert it to a probability of membership, P €
[0,1]. Like DOMIAS and other works on MIAs, we omit detailing this activation here,
since this step is also discretionary, and may be impractical when the amount of members
in Digrgets is unknown. However we provide a description of the activation we designed in
Appendix A.2, since it achieved strong results in the SNAKE Competition.

This density estimation approach can be tailored to similar SDG algorithms that esti-
mate the probability distribution of a training dataset via marginals. It is highly efficient,
and operates in linear time with respect to the size of Dy and D, (we offer an asymp-
totic analysis in Appendix A.5). We now describe how the focal-points manifest in MST,
PrivBayes, and RAP.

3.2.1 MAMA-MIA on MST

MST [18] builds a graphical approximation of the joint probability distribution of Dy.qn
where the nodes are the features of Dy, the edges are the two-way marginal probabilities
between two features, and the graph is an undirected tree. During synthesis, MST creates
data samples in proportion with the probabilities of all of the marginals measured in the
graph.

The edges chosen by MST (i.e. marginals) are the focal-points in our density estimation,
so how the graph is constructed is most interesting to us. MST attempts to draw edges
that create a maximum spanning tree (hence “MST”) based on the mutual information of
each feature-pair. But the attempt is inexact because of the differential privacy mechanisms
applied to this decision process. Half of the privacy budget is spent on selecting the optimal
edges, and half is spent on calculating the marginal measurements themselves.

During shadow modelling, we will observe that the amount of FPs chosen is h = d — 1,

where d is the number of features in Dy, since that’s how many edges are in a tree of d
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nodes. Algorithm 1, we input the counts as weights W for all focal-points F' observed during

shadow modelling.

3.2.2 MAMA-MIA on PrivBayes

Our tailored MIA on PrivBayes synthetic data follows a similar approach. PrivBayes [27] also
estimates the probability distribution of Dy,.q;, by constructing a graph. Except that, while
MST constructs an undirected tree, with exactly d—1 edges by default, PrivBayes constructs
a directed graph, where edges represent important conditional probabilities between “child”
features and sets of “parent” features.

Like MST, it uses the conditionals-based graphical approximation in order to generate
Dgynin', making this approximation highly relevant to an attacker. Edges that yield high
mutual information are preferred by PrivBayes, but how many parents are allowed in each
conditional depends on e.

Specifically, when ¢ is small, PrivBayes reduces k, the maximum number of parents in
its graphical approximation. Intuitively, setting k£ to be large can allow conditionals to
more closely approximate the true probability distribution. However, it also means that
the high-specificity conditionals are more susceptible to the DP-noise. Throttling back k&
mitigates this. So entirely different conditionals are tended towards for different €. We use
these conditionals as our focal-points for PrivBayes, and determine which are chosen during

shadow modelling, using the correct €.

3.2.3 MAMA-MIA on RAP

RAP (Relaxed Adaptive Projection) [2], in contrast, does not build a graphical model to
estimate the joint probability distribution. Instead, it encodes Dy,.q;,’s features into binary
form, then initializes an arbitrary dataset D’ of the same dimension. RAP then updates the

values in D" until the focal-point measurements resemble those taken on Dj,qip,.

!This is done by sampling values directly from the conditionals, and then following the corresponding
path along the directed graph.
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RAP’s focal-points are called “queries”, which are simply k-way marginals on the bina-
rized features, where k = 3 by default. Over several iterations, it measures new queries, and
re-updates D’ using differentiable learning with respect to the errors of those queries. This
update happens using Sparsemax (a variant of softmax) to achieve gradient descent [17].
Once RAP is finished updating D', it is projected from a table of floating point values into
the binarized domain. This one-hot encoding is then decoded into Dy,

The queries that yield the greatest differences between Dy,..;, and D" are favored by RAP,
in an effort to reduce the maximum error across all queries. The default number g of queries
is 50. Note that ¢ = 50 is quite small, relative to the d — 1 marginals measured by MST,
since there are far more possible queries over the binarized domain. Consequentially, the
amount of information contained in a marginal on binary features is much less.

So RAP expects the scientist to specify a “workload” — that is, hand-select a subset of
features to be considered in the query selection process — using domain- and task-specific
knowledge. This greatly narrows the amount of possible focal-points considered, and so poses
a challenge for us during shadow-modelling; since we only have access to default information,
the FPs we observe will likely be wildly different from those actually measured on Dy,qp.
Even when default behavior is used to train the generator, as is done in our experiments,
the shear amount of FPs considered causes the fitting of Dgy,s, to be highly volatile, even
when ¢ is large. This notwithstanding, our density estimation ¢ of RAP synthetic data uses
the frequencies of queries chosen during shadow modelling, and we use those as the weighted

focal-points in Algorithm 1.
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Chapter 4

EXPERIMENTAL RESULTS
4.1 Setup

Our experiments are motivated by our participation in the SNAKE Challenge [1], which is
framed as follows, and depicted in Figure 1.1. Provided is an auxiliary tabular dataset D,
(the "SNAKE data” is described in Appendix A.1). The SNAKE data consists of twelve
categorical features, and three discrete, numerical features, all depicting socio-economic
data. Several Dy, are generated using the Reprosyn! implementations of MST and
PrivBayes, using all default parameters. The synthetic datasets are generated for values
of e € {1,10,100, 1000}, each using random samples Dy.qin, C Dgye as training data. Both
Dgynin, and Dyy.q4, contain 10,000 records.

Our goal is to perform membership inference on 100 “targets” Digrget C Daug. 50 targets
are members of the hidden training data, Dmemper = Diarget N Dirain a0d Dygrger € Dirain,
diagrammed in Figure 1.1.

The records can also be grouped into record sets (for example, a record set could be a
family of individuals in census data). Record sets have between one and ten records in the
SNAKE dataset. Of the 201,279 auxiliary records in the SNAKE data, there are 77,111
sets (families). Membership inference is conducted both on individuals as targets, known as
“single MI”, and on entire record sets as targets, known as “set MI”, where all records in a
set are members of Dy.q, [13].

We also extend our experiments to continuously-valued data, the California Housing

Dataset (see Section A.1) with similar results, and apply our MIA to the authors’ imple-

'https://reprosyn.readthedocs.io
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’Dtrain| ’Dsynthl ‘Dtarget| ’Dmember‘

100 100 10 5

316 316 26 13
1,000 1,000 64 32
3,162 3,162 158 79
10,000 10,000 398 199
31,623 31,623 1,000 200

Table 4.1: Experimental dataset size configurations. Values are spaced evenly on the log-
arithmic scale. |Diemper| is always half of |Dygrget|, and the ratio of |Dygrget| t0 |Dirain| is
varied.

mentation of RAP? to legitimize our findings. We augment our experiments with thirteen
privacy-loss parameters, € € {107%| — 3 < i < 9}, and with six dataset sizes, listed in Table
4.1.

For each experiment, we run 30 times and average our results. This entails generating our
own Dy, with different e values, from random samples of the auxiliary data. To maintain
consistency, we use the same Dy,..;, for each of the three SDG algorithms in a run. Appendix
A .4 provides a more thorough appraisal of our setup. And lastly, we score our membership

predictions for Di,,qe: using “membership advantage”, described in Section 4.2.

4.2 FEvaluation

In alignment with the SNAKE challenge, we evaluate our predictions P of the targets against
the ground truth “membership advantage” (MA) [26], defined as:

MA = (tpr— fpr+1)/2 (4.1)

where tpr, fpr are the true positive rate and false positive rate, computed by weighting
individual predictions by their distance from a 0.5 threshold: 2- (0.5 — p;|,p; € P. An MA

score of 0.5 is as good as random guessing.

’https://github.com/amazon-science/relaxed-adaptive-projection
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For set MI, MA is evaluated on inferences for entire record sets, rather than inferences for
individual records. We approach set MI by first making inferences for each individual record
in the set, then by simply taking the average. This scored better than other approaches, such
as trusting the most confident individual inference of the set, or other trivial weightings.

In order to contextualize our accuracy, we compare all results from using our custom
density estimator ¢ against the DOMIAS attack using KDE as its density estimator. Since
KDE is an estimator of numerical values we encode categorical values from the SNAKE data
ordinally.

Additionally, for every run, we compute the distance between Dy,q;, and Dy e, generated
by the SDG algorithms in order to evaluate the trade-off between the quality of the data
and the level of privacy preserved for each algorithm separately. We calculate distance over
the binarized form of Dyyqin, and Dgypny, with a summation of the Wasserstein Distances of
each corresponding column in lieu of other distance metrics® [20]. By measuring individual

columns separately, we render the calculation deterministic.

4.3 Results

Our attacks on MST, PrivBayes, and RAP, revealed remarkable increases in privacy leakage
when € > 10. As shown in Figure 4.1, our attack on synthetic data generated by MST
identifies members with almost perfect accuracy when ¢ > 100, and far outperforms DO-
MIAS+KDE. Our attack on PrivBayes fared somewhat less well, but still showed a clear

improvement. However, if ¢ is set low enough, then all of our attacks, along with our config-

3Note that related works suggest that quantifying quality of generative models is inherently application-

specific [24, 6, 12]. While other works too evaluate the quality of synthetic data using Wasserstein distance,
training machine learning models on both Dy;.qsn, and Dgypin, then comparing their predictive success, has
become commonplace [14, 19]. So has comparing arbitrary k-way marginals between the two. For our
purposes, training models would have been excessive for the scope of this work, and was more likely to
introduce bias. Our aim is simply to provide a modest, reliable distance metric with which to weigh
against empirical privacy loss. Furthermore, we deliberately abstained from measuring marginals in our
distance computation; since we already know that these SDG algorithms maintain marginal consistency,
and since relying fully on marginals is contrary to the argument we are making, we opted to show the
relative distances from a different angle.
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Figure 4.1: MA scores for set MI averaged over 30 runs, evaluating our attack and the
DOMIAS+KDE attack on synthetic data derived from the SNAKE dataset across different
e. These results are achieved with our smallest configuration, where |Dyqi| = 100. Values
averaged over all size configurations, and on the California dataset are listed in Appendix
Tables A.1 and A.2.

uration of DOMIAS, perform close to random guessing. Our attack on RAP was the least
successful, but on average, still outperformed the attack not based on predicting internal

marginal measurements.

Our strong performance on MST and PrivBayes is consistent for both set MI and single
MI, though set MI yielded greater privacy leakage, shown in Figure 4.2. These graphs and
Appendix Tables A.1 and A.2 show how MAMA-MIA generalizes to the California dataset,
and to several different sizes of Diyain, Dsyntn, and Dygrger. But we weren’t able to improve
results on RAP for larger dataset sizes, or for the California dataset. Fitting Dgynin t0 Dypgin
without defining a workload is highly volatile, due to limitations discussed in Section 3.2.3.
In practice, the FPs chosen during shadow modelling were highly variable, even for large ¢.

So the following findings will largely omit RAP results.

Our results for MST and PrivBayes were better than anticipated, which we credit in part
to our confident identifications of focal-points during shadow modelling. In our investigation,
it became apparent that measuring the correct focal-points in our density estimation { was

critical our the attack’s success. See, for example, how much our MA scores degrade when
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Figure 4.2: Average MA scores for MAMA-MIA and DOMIAS+KDE over all data sizes in
Table 4.1. The left two graphs depict membership inference on SNAKE data. The right two
show membership inference on California Housing data. The top two graphs present results
obtained on set MI experiments. And the bottom two, single MI experiments.

we use arbitrary focal-points in ¢, depicted in Figure 4.3. Our density estimation is still more
accurate than DOMIAS, but it is substantially less accurate than when we use focal-points
predicted in our shadow modelling step, which lends weight to its effect.

As expected, we observed that the variability of FP selection increased as the privacy-loss
budget ¢ decreased. For MST, we visualize these findings as a bar graph in Figure 4.4, where
each bar represents a percentage of shadow runs FPs were reselected, across different values
of . Notice that, when € = 0.1, most of the marginals selected by MST were only chosen less
than 50% of the time, boding poorly for our confidence. On the other hand, with higher ¢, a
vast majority of marginals were chosen more than 75% of the time during shadow modelling,

which allows our density estimation of Dy, to be closer to that of the hidden Dy, gy,
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Figure 4.3: MA results of MAMA-MIA when |Dy.qin] =1,000. The higher curve in each
graph show the result of our attack when using FPs obtained during shadow modelling in
our density estimation (. The lower curves show the degraded, yet still strong, performance
when arbitrarily-chosen FPs are used in (.
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Figure 4.4: Amount of marginals that were chosen by MST at least x percentage of the time,
with the tick ‘100%’ representing the amount of FPs chosen 100% of the time during shadow
modelling. This chart combines FP counts observed using the California and SNAKE data.

Moreover, PrivBayes preferred different FPs for different €. Figure 4.5 shows a histogram
of how frequent conditionals’ parents sizes were selected, and the trends for different e. When
e = 0.1, PrivBayes only ever allows for conditionals to have one or zero parents. But when
e = 1000, the graphical estimation is constructed by favoring conditionals with two, three, or
four parents. This was expected because of the way PrivBayes changes its maximum parent

size k to make the most effective use of its privacy budget.
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Figure 4.5: Frequencies at which parent sizes were chosen for PrivBayes conditionals, com-
bining shadow modelling on the SNAKE and California data.

Next, our difficulty in launching a successful attack on RAP is corroborated by our
measures of the high average distances from Dyyq;n, to RAP Dygypyp, which are considerably
greater than distances to Dy, generated by MST and PrivBayes (shown in Figure 4.6).
This distance decreases for all of them when privacy is relaxed. Of the three, MST’s Dy,
had the smallest distance to the training data without fail, which is consistent with other
works’ conclusions that the utility of MST outperforms PrivBayes, but only slightly [19, 23].
This also aligns with our findings of greater overfitting in MST. The high distance of RAP
is caused by using default parameters, rather than hand-selecting a workload, from which
RAP would more consistently select FPs as discussed in Section 3.2.3.

For the SNAKE Challenge, we were tasked with conducting set MI on eights sets of targets
and synthetic datasets; one for each ¢ € {1,10,100,1000}, for both MST and PrivBayes.
Dirain, and Dgypnyp, contained 10,000 records, while Dy, g contained 100 sets of records, 50 of
which were members of Dy.q;,. Our predictions using this novel attack achieved the highest
MA scores for all eight tasks (shown in Tables 4.2 and 4.3), resulting in our team winning

the final phase of the competition.
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Figure 4.6: Average distances from Dy.qin t0 Dgynin generated by each SDG algorithm,
using our summation of Wasserstein Distance for each binarized column. As the privacy-loss
budget e increases, these distances diminish, ostensibly showing improved qualities, with
MST yielding the greatest qualities.

3 | 1 10 100 1000
MAMA-MIA | 0.61 0.79 0.76 0.81
(participant #2) | 0.60 0.60 0.55 0.69
(participant #3) | 0.60 0.53 0.56 0.54

Table 4.2: Podium results for SNAKE Challenge on MST

€ | 1 10 100 1000

MAMA-MIA | 0.65 0.71 0.83 0.94
(participant #2) | 0.53 0.62 0.69 0.51
(participant #3) | 0.57 0.59 0.61 0.55

Table 4.3: Podium results for SNAKE Challenge on PrivBayes
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Chapter 5
CONCLUSION AND DISCUSSION

In this thesis, we proposed a new membership inference attack, MAMA-MIA, that is
tailored to synthetic data generators that employ marginals. These types of generators are
numerous and are generally found to produce the highest quality tabular data. However,

this thesis shows that it comes with a previously unseen cost to privacy.

Our attack shows that a substantial amount of individual privacy leakage can be retrieved
from synthetic datasets when ¢ is large. Shadow modelling was essential to this end, by bring-
ing the true probability of a generator’s focal-point selection into focus. We use this result
to build the case that marginals-based SDG algorithms should be re-examined to strengthen
privacy protections. We compare our results against the recently proposed DOMIAS MIA,
off of which our attack is based. We apply our approach to three SDG algorithms, MST,
PrivBayes, and RAP, and verify our results by using two datasets, thirteen values of ¢, and

six dataset sizes.

The question of choosing ¢ is certainly application-specific — dependent on a multitude
of factors such as the desired utility and characteristics of the dataset. But care must be
taken when the application’s privacy concerns are significant. Our work also shows how an
adversary can use black-box knowledge of the SDG algorithm and which € used in an attack,
if this information is published. Our attack heuristic is general enough that it is likely to do
well on similar, marginals-focused algorithms that offer high utility.

Curiously, the accuracy curve of our approach against PrivBayes increases more sharply
than for MST, and in some cases, outperforms it. As Figure 4.5 shows, PrivBayes with
e = 1000 chooses mostly multiple-parent conditionals in its graphical estimation of Dy,.qp.

This means that measurements are highly specific, and that an attacker’s measurement of the



23

same conditionals may gain this specific knowledge of the hidden data, minus the unknown
DP noise added.

On the other hand, MST only ever selects two-way marginals by default, which can only
approximate the distribution of Dy,..;, so well, and explains why our curves for MST on
larger datasets mostly level off with increasing . Only by constructing a perfect probability
distribution could MST and an attacker capture perfect information of D4, which is
computationally infeasible when Dy,..;, is even moderately sized.

To return to our results on RAP, we are even more limited by our threat model. We
can’t know any specifications in creating Dy, by the algorithms that aren’t default. In
generating quality synthetic data, RAP expects the owners of D4, to use domain knowledge
to specify a workload, i.e. which subset of k-way marginals to consider during FP selection.
Without this information, our search is without a compass, and choosing the correct FPs
during shadow-modelling is close to random guessing. Insight gained on which FPs would be
selected out ofall choices is both computationally exhaustive and unrepresentative of those
apt to be selected from a much smaller, hand-selected subset. But, to some degree, when
| Dirain| = 100, MAMA-MIA is still able to do better than random guessing.

So then, off the cuff, this reveals one defense MST can take; MST also provides the
option for the scientist to manually select k-way marginals for its estimation of the training
data’s probability distribution. These hand-picked marginals obviously cannot be determined
through shadow-modelling, which only simulate default behavior, and so would weaken an
attacker’s ability to reconstruct an estimation of the hidden data.

Broader questions of our work can also be raised. Whether or not the black-box knowledge
assumption is reasonable is a well-founded one. However, given the open-source nature of
these algorithms, and the ease of shadow-modelling, this assumption is well within reason.
It is also our belief that opposing a strong adversary motivates the effort to build strong
defenses — an effort in which we hope to partake.

Further, the high accuracies we achieved might be questioned if € = 1000 were considered

excessive, or impractical. Given how how noisy these datasets are, we don’t consider using
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e = 1000 out of the realm of possibility. But more to the point, the purpose of our work is not
to build a practical attack, but rather to pronounce the disparity between successes of prior
attacks and what can be achieved using a stronger threat model. A broader investigation
into practical SDG techniques will lead to more insight on high ¢ allowance.

Exciting possible directions to continue research on this topic include designing new den-
sity functions to exploit traits of other state-of-the-art synthetic generators, like MWEM-
PGM. Or, these could include adapting our heuristic to GAN-based algorithms and algo-
rithms that generate images and types of data other than tabular. An important direction
would be to analyze the disparities in privacy leakage for groups underrepresented in the
training data when using our approach. There also is the angle further analyzing €’s effect
on each algorithm’s synthetic data quality, and how our attack’s success on each calls for a
serious reevaluation of that trade-off. And most importantly, future work includes improv-
ing or developing new synthetic data generation techniques that are resistant to membership

inference attacks that use this approach.
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Appendix A
SUPPLEMENTARY MATERIALS

A.1 Datasets

A.1.1 SNAKE Dataset

This is the dataset used in the 2023 SNAKE competition. It is comprised of three numerical
features, two finite ordered features, and ten purely categorical features. It holds demo-
graphic information. To give a sense, the features include age, state of residency, number
of children, marital status, ethnicity, gender, field of profession, weekly hours worked, etc.
Each record represents an individual, and individuals are grouped by a household identifier,
which we use as record sets during set MI. This dataset has 201,279 records, containing

77,111 households (i.e. record sets).

A.1.2  California Housing Dataset

We use sklearn’s sample California Housing Dataset!, which has been used frequently in
machine learning research. The data holds information on residential homes and households
by district, collected as part of the 1990 U.S. Census. It contains nine continuously-valued
features, and has a total of 20,640 records. It is useful for our purposes to compare against
the more categorical-heavy SNAKE data. We create groupings of records arbitrarily to use

as sets during set MI experiments.

https://scikit-learn.org/stable/modules/generated/sklearn.datasets.fetch_california_
housing.html
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A.2 Activation Function

Once we compute ( for the set of targets Dygyger, We convert them to a probability of mem-

bership in Dyy.qin, P(C) € [0,1]. We achieve this by designing an activation function,

1
(1 —+ e—c(log C*m))

P(¢) = (A1)

which maintains the monotonicity of (. This is simply a modified sigmoid function, where c is
a confidence parameter, defining how far away from probability 0.5 we want our predictions.

This function also maintains that P(¢) = 0.5 when the densities for Dy, and D, are
the same for a given target, which is consistent with the intuition behind how A is defined
in DOMIAS, Chapter 2. m is the value of ( for a certain percentile among all of the targets.
This percentile is the expected proportion of targets that are actually members. For example,
since in all of our experiments exactly half of the targets were members, we set m in P(()
to the median density estimation of the targets. This maps half of the targets to P > 0.5,
and half of the targets to P < 0.5 (except for the median, which is predicted at P = 0.5).

Or, in the more realistic setting, when an attacker has no knowledge or expectation of
how many targets are members, setting P(¢) = min(y/(/2, 1) can be a useful mapping of ¢
to probabilities, with ¢ similarly acting as a confidence level. This function maintains that
when ¢ > 1, probability of membership is > 50%, which is still consistent with the intuition
behind A.

DOMIAS and other works on MIAs stop short of defining an activation function, and
score their results using AUC. We define ours here because of the good results it achieved in
the SNAKE Challenge, and because our density estimation function ( is a direct replacement
for DOMIAS. But we also recognize that this activation step is discretionary, and may not be
useful in real-world attack scenarios where the adversary does not know how many candidates

are members to calibrate the function.
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A.3 Extended Results

MST PrivBayes RAP
€ MAMA-MIA KDE MAMA-MIA KDE MAMA-MIA KDE
1 0.50 0.50 0.50 0.48 0.48 0.48
22 0.51 0.51 0.50 0.51 0.54 0.54
.46 0.51 0.51 0.50 0.49 0.50 0.48
1 0.53 0.49 0.52 0.50 0.47 0.54
2.15 0.54 0.51 0.53 0.51 0.54 0.52
4.64 0.60 0.53 0.55 0.52 0.50 0.50
10 0.67 0.52 0.59 0.52 0.51 0.51
21.54 0.76 0.52 0.63 0.51 0.53 0.45
46.42 0.82 0.53 0.68 0.52 0.54 0.53
100 0.84 0.53 0.71 0.51 0.60 0.51
215.44 0.84 0.54 0.75 0.53 0.55 0.52
464.16 0.85 0.54 0.82 0.54 0.58 0.58
1000 0.85 0.55 0.84 0.53 0.59 0.54

Table A.1: MA scores for set MI using MAMA-MIA and DOMIAS+KDE on the SNAKE
data, averaged over 30 runs, and over each size configuration in Table 4.1 (except that
experiments on RAP were only run with | D] € {100, 316}).

MST PrivBayes RAP
€ MAMA-MIA KDE MAMA-MIA KDE MAMA-MIA KDE
1 0.50 0.49 0.50 0.50 0.52 0.53
.22 0.50 0.51 0.51 0.50 0.51 0.50
.46 0.51 0.50 0.50 0.49 0.49 0.50
1 0.53 0.49 0.52 0.49 0.48 0.48
2.15 0.53 0.51 0.53 0.51 0.52 0.56
4.64 0.58 0.51 0.53 0.50 0.46 0.49
10 0.62 0.51 0.56 0.50 0.48 0.54
21.54 0.66 0.51 0.56 0.51 0.48 0.52
46.42 0.67 0.54 0.62 0.52 0.47 0.52
100 0.67 0.52 0.71 0.54 0.52 0.48
215.44 0.68 0.53 0.73 0.54 0.53 0.51
464.16 0.69 0.54 0.82 0.57 0.56 0.54
1000 0.68 0.53 0.87 0.62 0.54 0.51

Table A.2: MA scores for set MI using MAMA-MIA and DOMIAS+KDE on the California
Housing Dataset, averaged over 30 runs, and over each size configuration from dataset
sizes in 4.1 excluding the last size configuration (since D,,, only contains 20,640 records)
and experiments on RAP were only run with |Dy.q:| € {100, 316}.
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A.4 Experimental Parameters

For each attack, shadow-modelling consisted of 50 runs. For each membership experiment
described in this thesis, results were averaged over 30 runs. The results shown in Figure 4.1
are based on set MI, conducted on SNAKE data, with |Dy4in| = 100, | Dsynen| = 100, with
ten target record sets, five of which members. The results in Figure 4.2 are an average of
results from experiments run with data size configurations listed in Table 4.1. All of these
values are evenly spaced on the logarithmic scale, while the proportion of Dygrger t0 Dirgin
changes, to stage different inference challenges. (We omit experiments on the California
Housing Dataset using the last configuration because it only contains 20,640 records.)

Since MST, PrivBayes, and RAP operate on discretely valued data, we segment con-
tinuous values into ten buckets. This was a conservative choice, since finer granularity of
buckets would allow the marginals to better approximate the joint probability distribution,
and explains why our results were better on the SNAKE data, which has much more than
ten values for most of its features.

During set MI experiments, sets in Dyqrq4e; contain at least four records. When we compare
MA accuracies of using ¢ with FPs found in shadow-modelling versus using ¢ with arbitrary
FPs, shown in Figure 4.3, we fairly select the same size and amount of focal-points as
the generators do by default during synthesis. But otherwise the feature combinations are
randomly selected, as if we hadn’t shadow-modelled.

The results on RAP from Figure 4.1 deviate from the default parameters, in that, in-
stead of selecting 50 queries per epoch, we select 70 queries per epoch, and increase the
maximum possible updates per epoch to 2600 from 1000. We do this as a counter measure
to induce fitting on the chosen focal-points, selected from a much larger domain of queries
(773,239 possible for the binarized SNAKE data), rather than fitting to a specified workload
as RAP intends. Otherwise, all default values for MST, PrivBayes, and RAP are used in our
experiments.

All experiments are conducted on an Apple M2 Max chip with 64GB of memory.
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A.5 Computational Complexity and Runtime

SNAKE Data California Data
104 DOMIAS+KDE | DOMIAS+KDE
MAMA-MIA MST MAMA-MIA MST

v == MAMA-MIA PrivBayes == MAMA-MIA PrivBayes
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Figure A.1: Runtime results for MAMA-MIA’s density estimation step, over different size
configurations of Dy..;,. Both axes use a logarithmic scale.

The computational costs of our approach can be broken down into two stages. The first stage
is where we conduct shadow modelling to determine which focal-points to use in our density
estimation. We omit an analysis of the complexity of the SDG algorithms themselves, but
can think of them each as some function of the size of the sample training data O(f (|[7tmm!))-
Therefore, if we simulate the algorithm u times, then the complexity of this stage is simply
O(t - f(|Dirain])), since the only computations we add are constant-time steps of recording
which focal-points were chosen.

The second stage is where we perform the density estimation to calculate membership
predictions for Dygrger. For each tuple in MST and RAP, we construct a marginal probability
table for Dyyz, Dgynin. We make the reasonable assumption of the ability to use amortized
constant-time hash tables during this construction, and so constructing these takes linear
time with respect to the size of the datasets, at most size n. Then for each record in
Diarget, we look up the probability of its value. Together these steps for one tuple amount to

O(|Dauz| + | Dsyntn| + 2| Diarget|) time, which is just O(n), since Dygrget € Dgus, and assuming
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| Dsyntn| < |Dauz|- This is also the case for PrivBayes, where we build conditional probability
tables instead. Like marginal tables, constructing conditional tables with hash tables requires
looking at each feature in the tuple for each record once, since the number of features in
each conditional is practically small.

We note the worst case, if our hash tables fail, where runtime of building a probability
table for a tuple as O(n -] 1), assuming for simplicity’s sake that each feature has [ possible
values. This does manifest somewhat when attacking PrivBayes on SNAKE data, which has
a larger domain than our discretized California Dataset, and so stresses hashing capability.
These average runtime performances are shown in Figure A.1. The seemingly superlinear
behavior of PrivBayes may be explained by the added layer of hashing required for computing
conditionals. However, since both axes are scaled logarithmically, this actually misrepresents
how linear the PrivBayes runtime results appear graphically. Measurements are taken in
seconds (s), and taken only on the density estimation step. However, even for D, containing
over 200,000 records, computation happens in a matter of seconds. We can also explain
MST’s seemingly constant runtime by the fact that the O(n) runtime is dominated by size

of Dgys, which doesn’t change between runs, and is far larger than every Dy, size processed.



