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Abstract

Ultra-low-power Bluetooth Low Energy (BLE) compatible backscatter

communication and energy harvesting for battery-free wearable devices

Joshua F. Ensworth

Chair of the Supervisory Committee:
Associate Professor Matthew S. Reynolds

Electrical Engineering & Computer Science and Engineering

This thesis explores new wireless power and backscatter communication architec-
tures for ultra-low-power wireless sensors and other devices such as wearables. We
first present measurement, analysis and harvesting approaches for extracting energy
from 2.4 GHz wireless communication signals, including an approach for powering
a relatively high power sensor in burst mode at an input power level of -15 dBm.
We present the first backscatter-based data uplink approach that achieves compat-
ibility between backscatter devices and billions of completely unmodified standard
wireless devices using the Bluetooth Low Energy standard. We show that this data
uplink approach can communicate with BLE receivers with a radio communication
efficiency of 28.4 pJ/bit. This is over 100x lower energy per bit than conventional
BLE transmitters. One microcontroller based implementation consumes over 6x less
power than the best commercially-available Bluetooth transmitters, and can leverage
both modulated and unmodulated carriers to provide the backscatter uplink. This al-
lows us to transform one BLE signal as a carrier source for another BLE-Backscatter
signal.

We investigate the range of the BLE-Backscatter system in both bistatic and

monostatic, full-duplex application scenarios. The range analysis considers the BLE
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receiver sensitivity and performance in the presence of self-jamming interference from
the external carrier source in the bistatic case. We also present a carrier cancellation
architecture that reduces self-jamming in the monostatic case. We characterize the
packet error rate and received signal strength in both cabled and over-the-air sce-
narios. Finally we present an ultra-low power superheterodyne receiver architecture
that leverages an external carrier as the local oscillator, removing the need for on
board (or on chip) generation of the local oscillator signal. The receiver uses a two-
port mixer for simultaneous mixing and power harvesting of the external carrier and
desired BLE signal.

This thesis shows a path toward the widespread adoption of backscatter commu-
nication in low-power wireless devices such as smart watches, fitness bands, biomed-
ical sensors, etc. Other wireless devices, such as sensors for the Internet of Things
(IoT) where power consumption is a crucial consideration could also benefit from the

approaches presented.
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Chapter 1

Introduction

This thesis explores new wireless power and backscatter communication architec-
tures for ultra-low-power wireless sensors and other devices such as wearables. We
first present measurement, analysis and harvesting approaches for extracting energy
from 2.4 GHz wireless communication signals, including an approach for powering
a relatively high power sensor in burst mode at an input power level of -15 dBm.
We present the first backscatter-based data uplink approach that achieves compat-
ibility between backscatter devices and billions of completely unmodified standard
wireless devices using the Bluetooth Low Energy standard. We show that this data
uplink approach can communicate with BLE receivers with a radio communication
efficiency of 28.4 pJ/bit. This is over 100x lower energy per bit than conventional
BLE transmitters. One microcontroller based implementation consumes over 6x less
power than the best commercially-available Bluetooth transmitters, and can leverage
both modulated and unmodulated carriers to provide the backscatter uplink. This al-
lows us to transform one BLE signal as a carrier source for another BLE-Backscatter

signal.



We investigate the range of the BLE-Backscatter system in both bistatic and
monostatic, full-duplex application scenarios. The range analysis considers the BLE
receiver sensitivity and performance in the presence of self-jamming interference from
the external carrier source in the bistatic case. We also present a carrier cancellation
architecture that reduces self-jamming in the monostatic case. We characterize the
packet error rate and received signal strength in both cabled and over-the-air sce-
narios. Finally we present an ultra-low power superheterodyne receiver architecture
that leverages an external carrier as the local oscillator, removing the need for on
board (or on chip) generation of the local oscillator signal. The receiver uses a two-
port mixer for simultaneous mixing and power harvesting of the external carrier and
desired BLE signal.

This thesis shows a path toward the widespread adoption of backscatter commu-
nication in low-power wireless devices such as smart watches, fitness bands, biomed-
ical sensors, etc. Other wireless devices, such as sensors for the Internet of Things
(IoT) where power consumption is a crucial consideration could also benefit from the

approaches presented.
1.1  Motivation

With the continued growth of Internet of Things (IoT) devices and wearable technol-
ogy, reducing the device energy consumption has become a pressing problem. The
small form factor that many of these devices require impose restrictions on battery
volume, forcing designs to adhere to a small power budget. At the same time, wireless
connectivity is an essential function for IoT and wearable devices and one that con-
sumers have come to expect. Recognizing the need for communications with more
energy constrained devices, the Bluetooth special interest group (SIG) developed
a low power Bluetooth protocol called Bluetooth Low Energy (BLE) or Bluetooth
Smart. BLE has been integrated in a variety of wearable products including iBea-

2
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FIGURE 1.1: Battery free wireless device incorporating energy harvesting, low power

backscatter data uplink, and a low power receiver architecture for a low power down-
link

cons, Apple watch, Nike Fuelband, Microsoft Band, Fitbit Surge, and Pebble Time.
Using BLE, these devices are able to pair with smart phones, tablets, or any other
nearby BLE compatible devices. This technology is an improvement on the more
energy intensive classic Bluetooth but it still requires conventional active radios in
both the central and peripheral devices.

An alternative communication technique, far-field modulated backscatter (MBS),
can move the power and complexity burden onto a more energy-rich device, such
as a smart phone or wireless access point, providing orders of magnitude energy

savings during data transmission for small energy-constrained devices. The large



gap in energy requirements per bit of transmitted data between conventional radios
and backscatter radios is illustrated in Fig. 1.2. Information about a variety of
radios are plotted according to power consumption and data rate. The dotted lines
represent lines of constant energy per transmitted bit of data. For the same data
rate, backscatter radios are between one and three orders of magnitude more energy

efficient than conventional radios.
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With the potential energy savings offered by backscatter communication, why
isn’t long range backscatter incorporated into smart phones? The reason is a combi-
nation of size constraints, device complexity, and economic incentives for smart phone
manufacturers. Take for example the iPhone 6S. This smart phone already supports
wireless communication for Wi-Fi, Bluetooth 4.2, NFC, GPS, GSM, CDMA, and

LTE [13]. Adding an additional radio further complicates the design and takes up



Table 1.1: References used for Fig. 1.2

Figure Key Radio Type Year
Ensworth15 [2, 3] | Backscatter | 2016, 2015

Thomas12 [4] Backscatter 2012
Thomas13 [5] Backscatter 2013
Pillai07 [6] Backscatter 2007

Wi-Fi (802.11g) [7] | Conventional 2010
WiFi (802.11n) [8] | Conventional 2008

BLE [9] Conventional 2015
ZigBee [10] Conventional 2006
Bluetooth [11] Conventional 2004
FSK [12] Conventional 2006

valuable board area in the phone. If there isn’t a clear economic advantage to intro-
ducing a new radio, smart phones will continue to use the set of radios they’ve already
incorporated and monetized. A relatively recent hardware addition to iPhones that
meets this criteria is near-field communication (NFC). The inclusion of NFC was
driven primarily by a perceived market for mobile payments. Currently, NFC is used
by Samsung, Android, and Apple smart phones for their mobile payment solutions.

The influence of the smart phone and tablet market on technology adoption and
awareness can be seen in Fig. 1.3, which shows the normalized Google search vol-
ume for NFC. Two significant spikes occur in September 2012 and September 2014
that coincide with the announcements of Microsoft mobile wallet and Apple Pay. A
small number of hardware manufacturers set the expectations for which communi-
cation protocols will become standards. Securing buy-in for a hardware change from
the decision makers at these major electronics manufacturers requires a significant
market opportunity and is a challenging route for new technology adoption.

Being excluded from smart phones and tablets meant that a special purpose
reader infrastructure needed to be developed for the deployment of backscatter de-
vices. Commercial RFID is built around a relatively sparse, expensive custom RFID

reader infrastructure with relatively plentiful, inexpensive RFID tags. A concep-
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tual drawing of a traditional backscatter system is shown in Fig. 1.4(a). A dedicated
MBS reader transmits a high power continuous wave (CW) carrier signal and a mod-
ulated backscatter device selectively reflects the incident carrier by modulating the
load presented to its antenna. By switching between two states, binary data can
be communicated to the MBS reader with a mutually agreed upon communication
protocol.

Recognizing the impediment of sparse MBS infrastructure to MBS adoption,
some researchers have worked to reduce the dependency on expensive dedicated
RFID readers. One effort was to modify existing wireless communication devices
to act like MBS readers. A group in [14] modified a Wi-Fi router to function as
an MBS reader but the authors dismissed the idea of directly communicating with

conventional wireless devices using backscatter communications, noting that:

Achieving this capability, however, is challenging since conventional
low-power Wi-Fi transceivers require much more power than is available
from ambient RF signals. Thus, it is not feasible for RF powered devices
to literally speak the Wi-Fi protocol. Conversely, since existing Wi-Fi
devices are specifically designed to receive Wi-Fi signals, it is unclear

how they would decode other kinds of signals from RF-powered devices.
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FIGURE 1.4: (a) Traditional view of a backscatter communication system (b) Inter-
operable view of a backscatter communication system

Our observation was that a backscatter device needs to know what a receiver
expects in order to convey information, but it isn’t necessary for the receiver to
have been designed specifically for modulated backscatter. If the backscatter device
can create a signal that is indistinguishable from a conventional transmission, it
makes no difference to the receiver how it was generated. This view of interoperable
backscatter devices is described in Fig. 1.4(b). A continuous wave signal source can
be modulated with a backscatter device to generate a signal that is indistinguishable

from the point of view of a conventional wireless receiver. With this scheme, no



hardware, firmware, or software changes are needed for the conventional receiver
allowing for low power wireless communication that leverages the existing wireless
infrastructure.

Although we believe interoperable communication with conventional wireless com-
munication devices can be useful for a variety of applications such as wireless sensing,
inventory tracking, and indoor localization (similar to the Apple iBeacon [15]), the
application we will focus on in this document is wearable electronics. These de-
vices have greatly increased in popularity in recent years particularly in the area of
health monitoring and smart watches. These connected wearable devices have been
explored for some time but had been difficult to produce with commercially attrac-
tive battery life, cost, and features [16, 17]. One of the fundamental problems with
wearable devices is the competing desire for a small form factor together with power
hungry applications. For wearable electronics to be more than a novelty, they have
to provide a value to a consumer that justifies the investment of time and money.
Partly due to the mobile phone paradigm users expect their devices to be constantly
connected. This is a significant challenge for wearable devices because of the power
requirements for both transmitting and receiving wireless signals.

To visualize the power consumption breakdown for wearable devices, we consider
four subgroups of the wearable fitness monitor the Fitbit Surge: 1. CPU, 2. Display,
3. Sensors, and 4. Communications [18, 19]. For most wearable devices the total
energy consumption of each subgroup will depend on the application. For instance,
some applications may not call for the display to be on continuously, or may use a
subset of the available sensors. As we can see from Fig. 1.5, the most power hungry
subsystem in the Fitbit Surge is the communication link. To achieve a long battery
life with active communication devices one of the best ways to save energy is to
transmit data as infrequently as possible. However, this restricts the functionality of

the device.
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FIGURE 1.5: (a) Fitbit Surge power breakdown by subsystem (b) Energy breakdown
over a one week period

The Fitbit surge claims a 7 day device lifetime between charges. It uses a 100 mAh
3.7 V battery. Based on that information and the specifications of individual com-
ponents, we have created a hypothetical use case scenario to see which components
consume the most energy. With the accelerometer sensor constantly running, the
display in a low power state mode, and the CPU in a low frequency energy conser-
vation mode, there is only enough energy for approximately 5 hours of accumulated
display manipulation and approximately 1 hour of wireless data communication per
week. Fig. 1.5 shows the power budget for this hypothetical application scenario.
Even if the communications system is running at the heavily duty cycled rate of 1
hour per week, it still consumes approximately 14 % of the total energy budget. To
achieve a constant communication link for the energy-poor FitBit Surge, the power
consumption of the communication link has to be reduced by more than two orders
of magnitude. The rest of this document will show that backscatter communication

is a viable solution to achieve constant communication with wearable devices.
1.2 Original Contributions

The original contributions discussed in this document include:



Characterization of available ambient energy in the 2.4 GHz band and harvest-

ing approaches. Published in [20, 21, 22, 23].

An approach for powering a relatively high power sensor in burst mode at an

input power level of -15 dBm at 2.4 GHz. Published in [24].

The first approach shown to create backscatter signals that are compatible with
conventional wireless communication receivers using FSK, PSK, ASK, QAM,
and OFDM modulation schemes such as Bluetooth, WiFi, etc. Published in

3, 25].

The first demonstration of backscatter communication with absolutely un-
modified conventional Bluetooth Low Energy receivers (neither hardware nor

firmware nor software modifications are required). Published in [3].

A microcontroller based “BLE-Backscatter” tag that produces band-pass fre-
quency shift keying (FSK) modulation at 1 Mbps, enabling compatibility with

conventional BLE receivers. To appear in [26] and Submitted [2].

A low power receiver approach using an external LO and two port mixer has

been demonstrated in a bench top, cabled setup. To be submitted and [27].

1.3 Dissertation Organization

The remainder of this document is organized as follows: Chapter 2 begins with

background on research and commercial efforts in wearable technology, including

problems that have delayed the widespread adoption of such devices. Section 2.2

outlines related work on MBS. Chapters 3, 4, and 5 contain an analysis of harvesting

RF energy in the 2.4 GHz ISM band for the purpose of powering wireless sensors
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or other low power devices. Chapter 6 describes how a device that uses backscatter
communication can be made compatible with the preexisting infrastructure of wire-
less receivers, specifically Bluetooth 4.0 Low Energy (BLE) receivers. Background on
BLE is covered explaining why this protocol is particularly well suited for backscatter
interoperability. The remainder of Chapter 6 discusses the progress to date of our
BLE-Backscatter tags including the prototype design choices along with range and
energy consumption theory and measurements. Chapter 7 explores the requirements
of the carrier signal used for BLE-Backscatter communication. Both unmodulated
and modulated carrier signals are used including conventional BLE transmissions as
a carrier source for BLE-Backscatter. Chapter 8 characterizes the communication
distance achievable for BLE backscatter with a focus on the effects of the carrier
signal as a source of interference. A commercial BLE receiver is used to provide
measurement, data for both the receiver sensitivity and receiver performance with
an out of band carrier source acting as a self-jammer. Finally, Chapter 9 describes
a low power receiver architecture that takes advantage of the backscatter system’s
carrier source in place of an on board local oscillator. The two-port mixer used in the
receiver is shown to work simultaneously to produce an IF output and a harvested
DC output. Combining the backscatter transmitter and low power receiver will allow
for a low power bidirectional data link that is important for providing connectivity

to wearable devices without imposing a prohibitively expensive power burden.

1.4 Publications

All publications to date are included below.

[1] J. F. Ensworth, A. T. Hoang, T. Q. Phu, and M. S. Reynolds, “Full-Duplex Backscat-
ter System Using a Bluetooth Low Energy (BLE) Receiver”, IEEE Radio Wireless Week

(To appear)
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Chapter 2

Wearable Technology and Backscatter
Communication

2.1  Wearable Technology

Wearable technology is currently in an exciting phase with the recent commercial
success of heads up displays (HUDs), fitness trackers, and smart watches. The history
of wearable technology, however, predates electronic devices. Eyeglasses, one of the
most widespread pieces of wearable technology, were invented in the 13th century.
The technology of lenses was used to help people correct their vision. Similarly
for people with hearing problems, the ear trumpet was created prior to the use
of electronics. These devices may no longer seem as exciting as the modern view
of wearable technology, but they had a profound impact for the user and required
minimal upkeep.

With the invention of electronics, inventors had new tools at their disposal, and
they continued to explore interesting work in the area of human sensory inputs.
By utilizing electronic amplification hearing aids became more than just physically

large horns designed to collect and funnel sounds waves [28]. Prior to the invention
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of the transistor, hearing aids were large, power hungry devices that looked more like
old fashioned telephones than the sleek designs now seen worn on or implanted in
the ear. For visual sensory input one exciting development owes its start to WWII
when pilots needed to simultaneously see what was happening in front of them and
acquire electronic data. The solution was the HUD, which projected the data on a
see-through display allowing pilots to maintain their field of view and see displayed
data. HUDs are currently used in modern military aircraft, some commercial aircraft,
and some commercially available cars [29]. One benefit of special purpose HUDs over
a wearable device is a less constrained energy source and a specific use case.

While some companies and researchers are focused on creating wearable device
platforms, others have approached the problem from the point of view of solving
a specific problem. One interesting example is the Smart Hat [30]. This device is
designed to alert the wearer that they have entered a hazardous work zone. The
hat will beep when it receives a high power RF transmission at the appropriate
frequency. If a work zone is illuminated by a highly directive antenna, the beeping
will only occur when someone has entered the predefined hazardous zone. Another
focused effort with a specific target audience is the Google smart contact lens [31].
The smart contact is designed to aid diabetic users with monitoring their glucose
levels by imbedding an energy harvesting unit, glucose sensor, and communication
system into a contact lens.

Focusing on a specific target audience for a new technology may help with early
adoption issues because the solution can be tailored to a specific problem; the draw-
back, however, is a limited user population. For general purpose wearable devices
such as smart watches there is a larger potential audience but meeting the diverse
application requirements for that user base can be challenging while maintaining a
useful battery life and aesthetically appealing designs. Applications vary in their
requirements for sensors, displays, processing capabilities, communications, and bat-
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tery life, but a general purpose device like a smart watch is required to support the
extreme use cases for each of these subsystems in a compact design. Adding flexi-
bility for specially built applications gives designers leeway to provide functionality
without wasting resources. An example is the display with its colorful touch screen.
Some applications used the display in its high power mode but often the display is
off or in a low-power static mode. Currently for communications with smart watches
the options are a power hungry communication link or no communication. BLE-
Backscatter offers another option: dramatically reduced power requirement with a
shorter range and the requirement for an external carrier source. This additional
communication mode could be a valuable option given its interoperability with cur-

rently used conventional communication standards.
2.2 Backscatter Communication

Backscatter communication dates back to 1948 when it was first reported by Harry
Stockman as a way of communicating using modulated reflections generated by me-
chanical devices [32]. Commercial applications of backscatter communication modify
reflected signals by implementing load modulation with electronic components. One
early commercial application for backscatter communication was automated tolling
systems where cars are assigned RFID tags that can be interrogated and read by a
reader infrastructure implemented in toll booths. Other commercial endeavors using
UHF RFID have largely focused on inventory management. RFID readers are used
to query tags and learn the identification information stored on nearby RFID tags.

Recent research in MBS can be thought of as belonging to one of two broad
approaches. One approach is to leverage RFID readers and build applications and
capabilities around the current EPC Class 1 Generation 2 UHF RFID standard. A
second approach is to demonstrate the capabilities of MBS without adhering to any

preexisting wireless standards. One of the most widely used research platforms for
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working with the current RFID standard is the Wireless Identification and Sensing
Platform (WISP) [33]. The WISP is a programmable, microcontroller-based sensor
tag that has been used to demonstrate battery free cameras, temperature sensors,
capacitive touch sensors, and acoustic sensors [34, 35].

Researchers focused more on demonstrating some of the possibilities of MBS
haven’t designed around the current RFID standard and have largely used custom
MBS reader implementations. A variety of carrier frequencies have been explored for
MBS including 2.4 GHz [14, 36], 5.8 GHz [37], 10 GHz [38] and 34 GHz [39] where
the physical size of antennas, operating bandwidths, and differing path loss lead
to interesting design trade offs and performance for data transfer and localization.
Different modulation schemes have also been researched. While the traditional view
of MBS has focused on amplitude modulation, 16 QAM MBS at a rate of 96 Mbps
has been demonstrated. Backscatter with an FSK modulation scheme have been
shown in [40, 41, 42]. Additionally, work has been done with MBS systems that
do not rely on a single carrier frequency. TV signals have been used as carriers for
backscatter communication by [43, 44] in a concept they call ambient backscatter.
The communication signals are selectively reflected by the ambient backscatter tags
and those reflections convey information to other nearby backscatter devices.

A similar approach that uses communication signals as the energy source to be re-
flected has been shown with Wi-Fi. Both [14, 36] produced systems that backscatter
data on Wi-Fi transmissions. Instead of having both backscatter transmission and
reception performed by backscatter devices, as was the case in ambient backscatter
43, 44], Kellogg et al. [14] used a Wi-Fi access point’s channel state information
(CSI), and received signal strength indicator (RSSI) to decode backscattered mes-
sages. While Kellogg’s approach showed that it’s possible to decode backscatter
messages with Wi-Fi access points, they required MBS devices with relatively large

differential radar cross sections and a custom protocol stack running on off-the-shelf
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Wi-Fi access points. The Wi-Fi Backscatter device transmits data to a custom
protocol stack running on off-the-shelf Wi-Fi hardware by causing a time varying
change in the multipath environment surrounding the Wi-Fi device. Because Wi-Fi
devices operating according to the IEEE 802.11n specification use a multi-carrier
OFDM communication scheme that requires frequent channel estimation to equal-
ize the channel, the time varying multipath caused by the Wi-Fi Backscatter tag is
perceived as a time variation in the CSI and RSSI at the Wi-Fi device. A custom
protocol stack that interacts with the Wi-Fi chipset uses a statistical signal process-
ing approach to process the CSI and RSSI data and extract the Wi-Fi Backscatter
data. A data rate of 1 kbps is reported with a range of 2.1 meters.

We consider the Wi-Fi Backscatter work to be an example of an “out-of-band”
approach, where the MBS signal is piggy-backed on existing Wi-Fi transmissions
using a non-standard protocol stack, requiring access to vendor-specific CSI and RSSI
information from the Wi-Fi chipset. A high rate of Wi-Fi transmissions are necessary
to serve as a “carrier” for the backscatter signals; in the initial implementation,
30 Wi-Fi packets are needed to transfer a single bit of MBS data [14]. The effect of
time-varying multipath due to physical motion of Wi-Fi devices or moving objects
such as people is not reported by the authors but seems likely to have an adverse
effect on the CSI and RSSI modulation used in that work. The Wi-Fi Backscatter
link is bidirectional; data is signaled from the Wi-Fi chipset to the transponder by
varying the time interval between Wi-Fi packets being sent. An envelope detector
on the transponder uses the presence or absence of a Wi-Fi packet in a given time
interval to detect whether a one or a zero is being sent.

In contrast, the work in this document and in [3] presents an “in-band” approach
to interoperability between a MBS transponder and an unmodified BLE device run-
ning an unmodified BLE stack [45]. From the perspective of the BLE device, the

BLE advertising packets created by MBS are indistinguishable from a BLE adver-
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tising packet sent by a conventional BLE device. They appear in the same channels,
with the same modulation scheme, and the same packet formatting. BLE advertising
packets (e.g. Apple iBeacons) are designed for unidirectional communication, and
[3] accordingly presents a unidirectional uplink. One potential disadvantage of this
work is the need for a carrier in the environment at a carefully chosen frequency.
This carrier could be supplied by a purposefully deployed transmitter, for example,
if the MBS devices were wirelessly powered by that carrier. The carrier is not coordi-
nated in any way with the BLE device or the MBS device, so it can be considered to
be an exciter or illumination source for wirelessly powered MBS transponders. We
have demonstrated operation at 1 Mbps at a range of 9.4 m using a +15 dBm CW
source with an unmodified Apple iPad as the BLE receiving device [3]. With a later
microcontroller based implementation described in this document we have demon-
strated operation at 1 Mbps at a range of 30 m using a +16 dBm carrier source with
an unmodified Apple iPad as the BLE receiving device. A following “in-band”
approach to interoperability between a MBS transponder and an unmodified Wi-Fi
device has been demonstrated in [46]. In experiments with an FPGA-based MBS de-
vice backscatter is implemented at all four 802.11b bit rates of 1, 2, 5.5 and 11 Mbps.
A simulated IC predicts operating power consumptions of 14.5 and 59.2 pyW with

data rates of 1 and 11 Mbps respectively.
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Chapter 3

Characterizing Ambient RF for Energy Harvesting

This chapter presents a measurement system for characterizing wideband ambient
RF energy. The feasibility of using ambient RF energy to power wireless sensors de-
pends on the availability of harvestable energy in the environment. A comprehensive
characterization of the available RF energy will inform the design of the harvester
and set power limits on any potential networked sensors. By using wideband anten-
nas, logarithmic amplifiers, and a variety of filters on a mobile testing station, we
have captured data describing the amount of available energy around a laboratory
building on a university campus. We improve on prior work by sampling the out-
put of a log amp with input filters to better approximate the behavior of wide-band
diode-based harvesters. We present statistics for available energy in our test location,
at frequencies between 700 MHz and 2.6 GHz. We use histograms to understand the

distribution of time varying power levels across different frequency bands.
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3.1 Introduction

Many efforts in RF energy harvesting begin with selecting potentially interesting
signals and designing harvester systems based on sources that are known to have
high transmit powers or widespread transmitter locations. Some common signals
researched include TV broadcast stations [47, 48, 49], mobile phone base stations [50,
51], Wi-Fi [52, 53, 54], or a specially designed transmitter [30]. Television broadcast
stations, mobile phone base stations, and Wi-Fi are ubiquitous ambient RF energy
sources and appear to be obvious choices from which to base a harvester’s design.
An alternative approach is to survey an environment, identify the strongest signals,
and then design a harvester based on observations of the RF energy statistics in the
environment.

Information regarding the statistics of ambient RF energy would better inform
the design of a harvester, leading to a more efficient overall design. We observe that
many sources do not have a constant envelope. Many types of digitally modulated
RF sources have a strongly bursty character. Wi-Fi signals are a common example of
bursty signals with a significant peak-to-average ratio. This chapter offers a method
for measuring the statistics of observed ambient RF power levels by utilizing two
differently polarized antennas, and a logarithmic amplifier with various input filters

to isolate specific communication bands.
3.2 Related Work

Harvesting energy from ambient RF sources has generally focused on three ubiquitous
modes of communication: TV broadcast stations, mobile phone base stations, and
Wi-Fi. Prototype power harvesters focusing on extracting power from TV signals
often require close proximity to specialized RF transmitters, or line-of-sight to high

power broadcast stations. One such RF energy harvesting prototype for powering
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ultra low-powered sensors has demonstrated harvesting energy up to 2.55 km from
a TV broadcast tower while maintaining line-of-sight [47]. Characterization of DTV
signals has also been investigated while maintaining line-of-sight [49]. While useful
power can be harvested from TV broadcast stations in line-of-sight, it may not be
practical for the deployment of sensor nodes, as each would have to be carefully
aligned for proper operation.

Mobile phone base stations are another avenue of ambient RF energy harvesting.
In a suburban area, Kitazawa et al [50] are able to harvest enough ambient RF
energy over periods of 1-3 days to run low-power electronic devices, such as an LCD
clock and thermometer, for short amounts of time. These results were obtained in
close proximity to a mobile phone base station, within approximately 500 m.

Specialized transmitters offer high energy densities in a small area. High energy
densities allow harvesters to operate at high input power levels, but only in a confined
operating region. Harvesting ambient energy in a typical office environment, on the

other hand, requires a harvester capable of operating at significantly lower input
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powers. A harvester operating in the Wi-Fi frequency range would ideally be capable
of harvesting voltages even when the incoming RF energy is as low as -45 dBm [52].
In complicated, cluttered, unknown environments where the location and orientation
of transmitters are also unknown, the characteristics of ambient RF energy cannot
be accurately predicted and must be measured.

Characterization of available ambient RF energy has often been performed with
a spectrum analyzer. Baroudi et al [55] used a spectrum analyzer to determine if
enough ambient RF energy is available to power commercial off-the-shelf (COTS)
harvesters and wireless devices. Other methods of characterization have relied on
the "max-hold” function on spectrum analyzers [54]. While these measurements
reveal the presence of in-band ambient RF energy, information concerning the duty
cycle of these signals is lost. The use of a spectrum analyzer in max-hold mode
gives a misleading response to bursty, low duty cycle, digital signals. We instead
introduce the use of a logarithmic amplifier with input filters to better approximate

the behavior of wideband diode-based harvesters.
3.3 Measurement Method

The measurement setup shown in Fig. 3.1(a) is built on a rolling plastic cart so
data can be collected anywhere an outlet is accessible. The measurement apparatus
features both vertically and horizontally polarized antennas mounted to the cart.
The antennas are connected to filters before delivering RF signals to logarithmic
amplifiers, ADL5513 from Analog Devices. The log amps convert the input RF power
into a DC output voltage which is then digitized in the NI USB-6251 acquisition
box. The acquisition box samples the incoming voltage from the log amp at 8000
samples per second, with 16 bits of resolution. This sampling rate was chosen because
we assumed that most practical RF power harvesters would have sufficient bypass

capacitance to act as a low-pass filter well below the 4 kHz Nyquist frequency of our
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sampler.
Apparatus Components

The logarithmic amplifier is a wide band measurement device and is able to operate
from 1 MHz to 3 GHz. Log amps generally exhibit very good amplitude resolution
(measured by logarithmic conformance), but they are not frequency selective. By
using a log amp, we have approximated the behavior of a wide-band diode based

energy harvester which is also not frequency selective within its impedance-matching

bandwidth.
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The log amp converts RF power to DC voltage, but it needs to be calibrated to
determine the correlation between output voltage and input power level. Data for
Fig. 3.2(a) was collected by connecting the log amp directly to an Agilent N5181A
analog signal generator and recording the log amp’s DC output voltage on a multi-
meter. Fig. 3.2(a) shows that between -60 and 0 dBm input power, the log amp is
operating in its log region. Plotting a line of best fit for the input power and out-
put voltage created a mapping to convert the log amp’s output voltage to an input
power measurement. The log amp has a very flat response over frequencies from
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1 MHz to 3 GHz. The variation in power vs. input frequency seen in Fig. 3.2(b) can
be explained by the increased loss at high frequencies in the cables connecting the
antennas to the log amp. In both Fig. 3.2(a) and Fig. 3.2(b), the noise floor of our

measurement system can be seen to be approximately -67 dBm.
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FIGURE 3.3: Return Loss

The antenna selected for the measurement apparatus is an 11 dBi log periodic yagi
antenna, L-Com HG824-11LP. As seen in Fig. 3.3, the return loss for this antenna
shows an operating range from 700 MHz to 2.6 GHz. This antenna is suitable
for measuring signals from the Global System for Mobile Communications (GSM),
Wireless Local Area Network (WLAN), and Wi-Fi, all of which are widely used and
have been investigated in previous work [56].

Three filters were used separately in the measurement apparatus to isolate the
frequency bands measured by the log amp. By using each of the three filters char-
acterized in Fig. 3.4, the RF energy source’s frequency information can be observed
along with the amount of ambient energy available. The measurement system’s an-

tenna and 1 GHz LPF block signals from both DTV and Wi-Fi and pass signals
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between 700 MHz and 1.3 GHz, a frequency range that captures the lower section
of the GSM/CDMA band. The measurement apparatus’s effective bandwidth with
the HPF is from 1.5 - 2.6 GHz. This window encompasses both the higher section
of the GSM/CDMA band and Wi-Fi. The 2.4 GHz BPF was chosen to provide in-
formation about the available ambient Wi-Fi power while filtering out signals from
GSM/CDMA. With the amount of Wi-Fi traffic in a typical university building, this
frequency band was expected to yield a large portion of the total available ambient

RF energy.
Log amp Advantages

Both a log amp and a spectrum analyzer can be used to observe the energy received
from an RF signal. For signals with high duty cycles, there is little difference between
the two approaches, but for low-duty-cycle spikes we have found that a sampled log
amp is more representative of the behavior of diode based energy harvesters. The

following example of measuring the total received energy during a 30-second time
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interval illustrates the benefits of the log amp.

Using the horizontally polarized antenna and power splitter, Mini-Circuits ZAPD-
4-S+, RF power was received and split evenly between a log amp and a spectrum
analyzer, Agilent N9320B. The 2.4 GHz BPF was placed after the antenna to isolate
the Wi-Fi band. A "max-hold” and log amp measurement were taken over the same
30-second time interval.

To compute the energy in Joules in a given bandwidth as measured by the spec-

trum analyzer, equation 3.1 was used:

Foq Uf (Psa— RBW) df | ¢ (3.1)

Here, Ps, is the power reported by the spectrum analyzer at each frequency,
RBW is the resolution bandwidth, f; and f; are the lower and upper frequency,
respectively, and ¢ is the time over which the energy reported by the spectrum an-
alyzer, Ega, is computed. The quantity Pss — RBW must be in linear units to
accurately determine Eg4.

The energy reported by the log amp is calculated using equation 3.2:

N
1
Epa=). Prag (3.2)

FEr 4 is the energy, in Joules, captured by the log amp during a given time interval,
N is the total number of samples, Pr 4 is the power level, in Watts, reported by the
log amp using the calibration curve in Fig. 3.2(a), and F; is the sampling frequency
of the NI USB-6251 acquisition box.

The total energy reported by the log amp over the 30-second interval is 24.7 nJ
compared to 26,800 nJ reported by using the max hold function of the spectrum

analyzer. The energy calculation with the max hold drastically overestimates how
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often high power signals are present. Fig. 3.5(a) shows a 0.25 second interval of the
30-second measurement from the log amp. A signal with a low duty cycle can be seen
on this time scale and since each 125 ps sample interval is taken into account in the
log amp’s energy calculation, the duty cycle has very little impact on the reported
energy. The max hold energy calculation, on the other hand, becomes less accurate
as the duty cycle of the measured signal decreases. In a similar manner, max hold
calculations over long time intervals heavily skew energy measurements by reporting

high power outliers.
3.4 Example Results

Measurements were taken from 6 locations as depicted in Fig. 3.6. All 6 locations
are inside the university building on the 3rd floor. Measurements were performed in
the hallway near each numbered room, except for the measurement at 3418 which
was taken inside a lab. At each location, measurements were taken in 30-second
intervals with the antennas facing 4 directions — North, East, South and West — to

increase the area covered by the directive antennas. Additionally, data was collected
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with each filter described in Fig. 3.4. In total, there are 12 minutes of log amp
measurements collected with each of the 3 filters as part of the measurement system.

The measurements were collected between 9:00AM and 5:00PM.

FIGURE 3.6: Measurement Locations

All 12 minutes of data were combined to calculate histograms and cumulative
distribution functions (CDFs). As can be seen in Fig. 3.7, much higher power levels
were observed in measurements taken with the 1 GHz LPF. While there doesn’t
appear to be a significant difference between the horizontal and vertical antennas in
Fig. 3.7(c) or Fig. 3.7(e), there is a clear vertical polarization preference in Fig. 3.7(a).

The CDF in Fig. 3.7(b) more clearly illustrates the difference in received power
based on antenna polarization. The median received power at the vertical antenna
is approximately 8 dB higher than the horizontal antenna after passing through the
LPF. There is an even larger difference, approximately 15 dB, for the highest 5 %
of received signals depending on the antenna’s polarization, with a preference for
vertical polarization.

The signals within the 2.4 GHz passband have lower total power than signals in
the 1.5 GHz - 3 GHz range. Fig. 3.7(d) and Fig. 3.7(f) show similar probabilities of
receiving a signal above -45 dBm, but there appears to be a source, out of band for
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the 2.4 GHz BPF, that is contributing powers between -60 and -45 dBm when using
the HPF. Another observation about Fig. 3.7(f) is that half of the measurements
from the 2.4 GHz BPF are at the noise floor of the log amp. Due to the noise floor of
the log amp, signals with a power level of -67 dBm or below are reported as -67 dBm.

Figs. 3.8(a)-3.8(e) shows one minute of recorded power with each filter. Figs. 3.8(b)-
3.8(f) are closeup views of the same time domain power display, 120 ms in duration.
Zooming in on the power time series collected with the 1 GHz LPF doesn’t reveal
much about the composition of the signal, but Fig. 3.8(d) and Fig. 3.8(f) shows the
existence of fine detail in the waveform. This is the same information that is glossed
over by the max hold option of spectrum analyzer measurements.

The received power above 1.5 GHz is much more volatile than the received power
between 700 MHz - 1.3 GHz. The bursty nature of the higher frequency signals is
evidenced by the frequent power spikes. The range of the power fluctuations is much
higher in Fig. 3.8(f) than Fig. 3.8(d). These power fluctuations could be due to
low duty cycle communication. Even if an energy harvester could operate at these
low power levels, they would only be able to produce an output voltage during very
brief windows. The harvester’s output voltage would fluctuate rapidly with the time
varying power source.

A single short-time high-power spike in Fig. 3.8(c) exists around 40 seconds with
a horizontally polarized power of approximately -27 dBm, and a vertically polarized
power of approximately -35 dBm. The magnitude of this power spike is significantly
greater than the average power in this time series, and it occurs infrequently at these
high frequencies, which is also shown in Fig. 3.7(c). The BPF filter attenuates more
frequencies than the HPF, but still shows a similar bursty nature in the signals that
fall within the 2.2 - 2.6 GHz band. The signals within this band spend the majority
of the time at a very low power level, around -63 dBm, and have quick power spikes

before returning back to the “base” power level. The duty cycle of the power spikes
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captured by the BPF is lower than those captured by the HPF.
3.5 Chapter Conclusion

In this chapter, we have presented a method for measuring the statistics of wide-
band ambient RF energy. While this work focused on a laboratory building on a
university campus, the measurement method can be applied to various environments.
Using both horizontally and vertically polarized antennas, logarithmic amplifiers,
and a variety of filters, the characteristics of ambient RF energy in specific bands
were captured and analyzed. The fluctuation of RF power over time is shown in
different frequency bands. This information can aid in the design of an efficient
harvester, and sets power limits on networked sensors. We show improvement over
prior measurement methods by utilizing a logarithmic amplifier together with input
filters to better approximate the behavior of diode-based harvesters. We’ve shown
that in a laboratory building on a university campus that there is a significant vertical
polarization preference from 700 MHz - 1.3 GHz and that power availability is greater
here than in the range from 1.5 - 2.6 GHz. The bursty, low duty cycle nature of signals
in the 1.5 - 2.6 GHz band, which includes Wi-Fi, was also revealed.

Depending on the achievable bandwidth of a power harvester’s matching net-
work, narrower BPF's could be added to the measurement apparatus to calculate the
statistics of harvestable signals. Recording measurements in more locations, includ-
ing outdoor locations, will give a better picture of where ambient harvesters could
be successfully deployed. One way to enhance the data collected by the measure-
ment apparatus is to use an analog to digital converter with a higher sampling rate.
The 8 kSps sampling rate limited the frequency of power variations that could be
observed. Lastly, a power harvester could be added to the measurement cart along
with a 10 dB coupler so both the received power levels and harvested voltages could

be recorded simultaneously.
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Chapter 4

Waveform-Aware Ambient RF Energy Harvesting

In this chapter we suggest a new class of RF energy harvesters, which we call wave-
form aware harvesters. In contrast to traditional rectenna designs, which are usually
designed for high efficiency with continuous wave (CW) signals, waveform aware
harvesters are RF to DC converters which are optimized for their performance with
non-CW signals. We suggest that waveform aware harvesters may have significant
advantages in ambient energy harvesting, where the available RF energy is in the
form of communication waveforms of a variety of types. We present an initial proof-
of-concept demonstration of a waveform aware harvester optimized for harvesting
energy from 2.4 GHz Wi-Fi (802.11b/g) signals with a realistic traffic model. Un-
der realistic traffic conditions, 802.11b/g client transmissions are bursty, with a high
peak-to-average ratio and a low duty cycle. We demonstrate optimized recovery of
harvested energy from single 802.11b/g transmission bursts on the order of 1 ms
in duration. We present an expression for maximizing usable energy stored in an
energy reservoir given a signal model and parameters of the energy-harvester circuit.

In contrast to other work where assumptions of CW sources lead to the desirability of
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a large storage capacitor, our approach considers the existing communication signal
model and optimizes capacitor size to maximize the stored usable energy for a short

transmission burst.
4.1 Introduction

A critical aspect of any wireless power transfer (WPT) system is the rectifier, or
energy harvester, which converts incoming radio frequency (RF) energy to a usable
form, usually a DC voltage. The conversion from RF to DC energy can be performed
by circuits of a wide variation in complexity, ranging from single Schottky diodes to
complex circuits employing maximum power point tracking (MPPT) or controlled
synchronous rectification of the RF signal.

Often, the term energy harvester is used for circuitry which encompasses both
the initial RF to DC conversion (e.g. as performed by a diode), some form of power
reservoir, such as a capacitor, supercapacitor, or a rechargeable battery, and some
form of supervisory circuit, such as a threshold comparator which supplies a wake-up
signal when sufficient energy has accumulated in the reservoir to perform a useful
task. The critical properties of an energy harvester include its ability to harvest
energy efficiently from available RF signals, its ability to store the harvested en-
ergy efficiently with minimal storage loss, and its ability to make the stored energy
available to meet the voltage, current, and duty cycle requirements of a desired ap-
plication. In this chapter we are focused on WPT systems operating in the VHF,
UHF and microwave regime, but these general harvester properties also apply to
WPT systems operating in the LF and HF regimes as well.

WPT systems can be broadly divided into two overall categories or types. The
first type is the purpose-built WPT system which includes a custom wireless power
transmitter to supply the RF energy being transferred to a harvester, often a rectifier-

antenna combination called a rectenna [57]. The second type is the ambient energy
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harvesting case, e.g. [58, 47, 59|, where signals of opportunity that are already
present in the environment are harvested.

A key distinction between these two classes of WPT systems is the ability of the
WPT system designer to control the waveform being transmitted. In the purpose-
built case, the WPT system designer has free choice of the transmitted waveform
and power levels, within the limitations of regulatory requirements (e.g. FCC, ETSI,
etc) and the limitations imposed by human electromagnetic exposure regulations. In
the ambient energy harvesting case, the WPT system designer must work around

the waveforms and power levels that are already present in the environment.
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In this chapter we introduce the concept of the waveform aware harvester as
shown in Fig. 4.1, targeting the ambient energy harvesting case. We present a spe-
cific proof-of-concept where an 802.11b/g waveform with actual network traffic as
shown in Fig. 4.2 is incorporated into the design of a 2.4 GHz diode-based harvester.
The proof-of-concept harvester is shown in Fig. 4.3 and Fig. 4.4. We consider har-
vester optimizations including maximum power-point tracking (MPPT) as well as
reservoir capacitor selection to maximize useful harvested energy given an existing
communication waveform having a bursty traffic model with transmissions on the or-
der of 100us to 1ms. We consider the nonlinear behavior of the diode itself, as well as
the requirements of a typical application load requiring one of two power-up thresh-
old voltages: (1) Vry = 0.8 V, as is typical for CMOS logic, and (2) Vrg = 50 mV, as
is typical for ultra-low startup voltage boost converters using JFETs [60, 61, 62, 63].
While we have based our original implementation around a voltage-doubling diode
configuration, our approach is equally applicable to any number of voltage multiplier
stages with suitable adjustment for the maximum power point of each harvester.

As shown in Fig. 4.5 we define usable energy as energy stored in a reservoir
capacitor with its terminal voltage exceeding Vyry. We derive an expression for
the useful-energy-maximizing reservoir capacitance C'x as a function of ambient RF
signal duty cycle and the load impedance Ry at a diode harvester’s maximum power

point.
4.2 Related Work

The work presented in this chapter is focused on ambient energy harvesting, where
the available RF energy is originally intended for some other purpose, usually for
communication. Many examples of ambient RF energy harvesting systems have re-
cently been developed. Examples of commonly-harvested ambient RF energy sources
include digital television (DTV) broadcasts [58, 48, 64, 65|, cellular base station
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transmissions (GSM / CDMA) [51, 56], Wi-Fi transmissions [54, 53, 1], among oth-
ers.

While some of these transmissions are generally continuously available (e.g. DTV
broadcast, which is usually continuous except during maintenance periods), other
transmissions such as GSM and Wi-Fi are bursty and transmission duty cycle (and
thus average power) varies with communication traffic [50, 49]. In this work, we
consider the bursty traffic case, and show how the harvester can be optimized given
a waveform and a particular traffic assumption. We present a first proof of con-
cept based on a static optimization of reservoir capacitor value Cx for a particular

operating point, which has the drawback of optimality only in a limited operating
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regime.

Fortunately we observe that this approach yields a fairly stable optimum and thus
a wide tolerance in the value of C'y. Alternative implementations based on switched
capacitors, with a circuit implementation analogous to the ultracapacitor switching
scheme presented in [66], may offer a good compromise between efficiency gains at

the optimal point, and the energy consumed by a dynamic optimization algorithm.
4.2.1  Comparison with Power Optimized Waveforms (POWs)

In the purpose-built WPT system case, prior research has shown that there can
be significant advantages to co-designing the transmitted waveform given a partic-
ular RF energy harvesting circuit. Because diode-based RF energy harvesters have
nonlinear I-V curves, they exhibit a threshold effect where RF-DC conversion effi-
ciency is much higher once the incident RF power (and thus the instantaneous RF
voltage across the diode) exceeds some threshold that is a function of diode proper-
ties. Waveforms including Gaussian-shaped pulses and raised cosines (examples of
so-called “Power optimized waveforms” or POWSs) [67, 68, 69], multi-sines [70], and
chaotic signals [71] have all been designed to exhibit favorable properties such as high

peak to average power ratios. For example, it has been shown in simulation [69] that
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multicarrier POWs, harvested by realistic diode models, could yield over 20dB im-
provement in harvestable power over the CW case, albeit with a significant penalty
in waveform bandwidth (250 MHz vs. essentially zero for CW). The POW work has
shown that designing the transmitted waveform with knowledge of the behavior of
the harvester can yield a significant advantage in harvester performance.

The work described in this chapter addresses the dual of the POW design problem-
in the POW design problem, the harvester is given and the waveform is optimized
to drive it. In the work presented here, the waveform is given and the harvester is

optimized to function with that waveform.
4.2.2  Comparison with Maximum Power-Point Tracking (MPPT) approaches

There is a substantial literature in MPPT and application duty-cycle management for
harvested-energy systems, including for RF powered systems. MPPT is best known
in solar photovoltaic (PV) system applications. In both the PV and RF harvesting
applications, the harvesting element is a diode with a nonlinear I-V curve. Because
the diode is a nonlinear device, the power delivered to the load varies dramatically
with load impedance. The MPPT circuit functions as a load impedance converter
to maximize the power delivered to the load, given a particular nonlinear operating
point.

The challenge in the RF harvesting case, compared to the PV case, is designing
a MPPT circuit that will operate at the much lower incident power densities typical
of the RF harvesting case (usually 107° to 0.1 W/m? for ambient RF, compared
to 1500 W/m? in the PV case. Several examples of low-power MPPT systems are
described in [72, 73, 74, 75].

For example, the system described in [72] targets harvesting of ambient RF sig-
nals from a cell-phone tower. This system includes a microprocessor-based power

management controller employing a dual-mode continuous / discontinuous switch-
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mode DC-DC converter at the output of the rectifying diode. This DC-DC converter
is used to accomplish MPPT and to deliver a charging current to a lithium battery.
One disadvantage of this approach is the relatively high power consumption of the
microcontroller and the switch-mode gate drive oscillator. The power management
controller is shown to have a net advantage in charging energy delivered to the bat-
tery for incident RF powers of 125 yW (-9 dBm) and 250 ¢W (-6 dBm), and to
represent a net loss of efficiency for incident RF power substantially lower than those
levels. The work presented here is focused on incident power levels of less than 50uW
(-13 dBm), well below the power levels where existing MPPT solutions have shown

a net advantage.
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FIGURE 4.6: Benchtop 802.11b/g traffic testbed schematic

4.2.8  Comparison with Duty Cycle Management algorithms

Duty-cycle management refers to harvested-energy systems in which the application
duty cycle varies in response to available energy over a period of time, usually sec-
onds to hours. Most harvested-energy systems make use of duty cycling at varying

levels of sophistication. The system described in [65] presents an example of two
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alternative duty-cycle management algorithms in an RF-powered sensor scenario.
In this example, energy is harvested from incoming digital television (DTV) signals
and dissipated in a combination of capacitor leakage and microprocessor operating
current over time periods of seconds to minutes. A dynamic control strategy is
proposed which updates the microprocessor run-time every few minutes in response
to changing conditions. The authors’ data-driven simulations indicate that with a
simple linear-quadratic (LQ) strategy, 73.2% of harvested energy can be used for
the sensing task, while an improved model incorporating capacitor leakage improves
sensor task energy utilization to 74.6% of harvested energy.

The work presented in this chapter is distinct from [65] because storage capacitor
selection Cx is optimized on the time scale of network traffic for the signal being

harvested, usually on the order of 100 us to ~ 1 s.

42



4.3 Wi-Fi Traffic Testbed

In order to perform repeatable experiments when developing harvesters for ambient
Wi-Fi signals, we have constructed a benchtop testbed as shown in Fig. 4.6 and
4.7. This testbed is designed to allow experimenting with representative signal levels
and traffic in a connectorized environment to ensure repeatability. Two Asus eeePCs
running Ubuntu Linux (PC #1 and PC #2) are set up with USB 802.11b/g adapters
that have been modified with SMA connectors in place of their internal antennas.
The Wi-Fi adapters are both configured to Channel 7 (2.442 GHz center frequency),
while the output power of the USB Wi-Fi adapter can be set as high as +15 dBm.
Attenuation of 70 dB is employed between the two Wi-Fi adapters. A sample of the
transmitted signal from PC #1 is obtained using a 10dB directional coupler, and
this sample is then split into two paths. The 5 dB attenuator shown at the output
of the directional coupler was varied to permit harvesting measurements at varying
incident power levels. In the experiments presented in this chapter, incident RF
levels of -8 dBm and -21 dBm at the harvester were used as two standard conditions.

The sampled signal path is further split to two harvesters, A and B. The second
path is fed to an Analog Devices ADL5513 logarithmic amplifier selected because of
its excellent log conformance over 80dB of dynamic range, and fast rise/fall time of
around 20 ns [1]. An Agilent MSO6014 oscilloscope is used to simultaneously sample
the harvester and log amp outputs. The log amp was calibrated over its entire
dynamic range by reference to an Agilent N5181 MXG signal generator. Network
traffic is generated using VNC, F'TP, and open-source tools supplied with WireShark

(www.wireshark.org).
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4.4 Diode-based harvester characterization

The harvester shown in Fig. 4.3 and Fig. 4.4 was designed to be well matched at
input power levels below -20 dBm where the majority of ambient Wi-Fi signals are
expected to fall. The harvester was characterized both in terms of its input match
from 2.3 GHz to 2.6 GHz, as measured with an Agilent E5062A VNA and shown
in Fig. 4.8, as well as for harvesting efficiency at its maximum power point (MPP).
Harvesting efficiency is defined as the ratio of input RF power at the harvester to
harvested DC power at the load (n = Ppc/Prr).

To perform the MPP measurement, a Keithley 2401 source-measure unit (SMU)
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FIGURE 4.10: Measured maximum power point curve for the 2.4 GHz harvester

was connected to the harvester, which was driven from an Agilent N5181A MXG
signal generator. A Matlab script controlled both instruments and the I-V curve of
the harvester was extracted at each input power level. At each input power level,
the optimal load resistance R; was calculated from the I-V curve and plotted in
Fig. 4.10. The peak efficiency of the harvester was measured at around 45.3% with
a load resistance of around 5 k(2 at 3 dBm, which is due to the impedance match
being optimized for much lower input power levels. A higher peak efficiency could
be obtained if the harvester were re-matched for the 3 dBm input level, but this
level is much higher than would be expected from the ambient harvesting case given
the signal levels shown in Fig. 4.2. In the expected ambient RF signal harvesting
regime below -20 dBm, the MPP occurs at load resistances of the order of 100 k2.
This MPP curve was stored in Matlab and used to create a table-lookup based MPP

tracker in the experiments to follow.
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4.4.1  Time-domain response of the diode-based harvester

Because of this work’s emphasis on harvesting bursty 802.11b/g signals, the time
domain response of the harvester was compared with the calibrated ADL5513 log
amp. Fig. 4.11 shows the response time of two nearly-identical harvesters A and B
responding to the same 802.11b/g signal. In this figure, the load on each harvester
diode consisted of the 5 pF RF bypass capacitor in parallel with a 250 k() resistance
and a 1 MQ//10 pF oscilloscope probe. With this high impedance (200 kf2), low
capacitance (15 pF) load, each harvester developed around 80 mV when driven by
an 802.11b/g transmission at -21 dBm, and the rise and fall times of the harvester

output were negligible compared to the ~1 ms transmission duration.
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FIGURE 4.11: Measured time-domain response of the diode based harvester driven
by an 802.11b/g transmission at -21 dBm

4.5 Optimizing Cx given observed 802.11b/g traffic

The effect of harvester first-stage reservoir capacitor C'xy will now be considered.
Cx is in parallel with the 5 pF RF bypass capacitor that is always present in the
harvester design. The purpose of Cx is to store charge for any subsequent active

electronic circuitry. We consider two commonly found power-up threshold voltages:
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(1) Vg = 0.8 V, as is typical for CMOS logic in commodity processes, and (2)
Vrg = 50 mV, as is typical for ultra-low startup voltage boost converters using
JFETs [60, 61, 62, 63]. Most prior work in the literature employs one of these
two classes of circuitry, although specially doped CMOS transistors, floating gate
devices, or SOI transistors may be capable of operation down to voltages approaching
Vrg = 50 — 100 mV as well.

We consider a circuit model shown in Fig. 4.12. The diode output model consists
of an open-circuit voltage Viouce along with a nonlinear source resistance Rgouree. In
our work, these model parameters have been extracted from commercial nonlinear
device models (Avago Inc), as well as being directly measured in situ using the
MPP measurement apparatus described above. The load resistance Rj,.q includes
any leakage currents in C'xy as well as the quiescent current of the active circuitry
attached to the harvester. We assume in this work that R),.q is greater than or equal
t0 Reource- In our experiments, this condition is enforced using table-lookup MPPT
as mentioned above.

The cartoon of Fig. 4.13 shows the effect of the choice of C'x on the ability of the
harvester to deliver a voltage above Vrgy. If Cx is too large, as shown for Harvester
B, the active circuitry will never be powered. On the other hand, if C'y is minimized,
little energy will be stored in the reservoir Cx and the runtime of the active circuitry
will not extend beyond the transmission intervals of the RF source. Harvester A

appears intuitively to represent a good choice of Cy.
4.5.1  An expression for usable energy in Cx

We previously defined the usable energy in C'x to be the shaded portion of the curve
in Fig. 4.5. We now calculate the usable energy as a function of the known parameters

and the unknown capacitance C'x.
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The energy E stored on Cx is

1
E = 5(JV2 (4.1)

where C' is the capacitance and V' is the terminal voltage of C'x. We assume that the
energy stored on the capacitor is only usable when the capacitor voltage is above the
desired threshold V. The usable energy is thus the difference between the stored
energy at the end of an RF transmission (at time ¢ = Tp) and the stored energy

when C'y is charged only to Vyg. This is expressed as

1
Eusable = 50 I:ngp - ‘/t%jl (42)
where
VTp = Vvsrc (1 - eiTp/RLC) (43)
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is the capacitor’s terminal voltage at the end of an RF transmission of duration 7,.
4.5.2  Mazximizing Esae by choice of C'x given waveform constraints

The usable energy stored on the capacitor can be optimized using a model of the
waveform and known harvester characteristics. The MPP curve of the harvester is
assumed to be known a priori, as in the Matlab table lookup from the measured I-V
curve that we have implemented in this proof-of-concept. Based on the expected RF
input power of the RF transmission, R;, is constrained to be greater than or equal
to Rs. as measured at the harvester’s MPP.

We now substitute to find E\gpie in terms of C' and the known values for R;, Vi,

and T,

E usable —

1 2
5OV,

27y Tp 2
e F? —2e ELC 4 (1 - (&> )] (4.4)
Vr,

4.5.3  Ezample choices of Cx given particular 802.11b/g signals

In our benchtop testbed, we have observed that the 802.11b/g traffic always includes
at least a series of beacon pulses with 7}, = 1 ms. Given the sampled RF power
P, = —21 dBm, the corresponding MPPT load resistance is R; = 200 k€. In
this configuration, the maximum voltage output from our harvester is 80 mV, which
exceeds our Vg requirement of 50 mV. Fig. 4.14(a) shows a plot of Eq. 4.4 given these
waveform parameters, while Fig. 4.15(a) shows a similar plot with P, = —8 dBm
and Vrg = 0.8 V. The measured values were obtained from the benchtop testbed by
substituting several values of C'x = {336 pF,4.6 nF,9.8 nF, 23 nF,47 nF, 104 nF}.
Numerical solution of Eq. 4.4 yields optimal values of 4.28 nF for the -21 dBm
case, and 26.9 nF for the -8 dBm case. The nearest actual components available for

confirmation by measurement were 4.6 nF and 33.9 nF respectively.

49



Measured # @ Input Power (dBm)
! -20¢ A Cy=0nF(mV)
1 -
o | & Cx=36pF@mY) ||
-30f n Cx=4.6 nF (mV) _
E ;g‘ % Cy=9.8nF(mV) ,753
g S 0l C, = 23 nF (V) Y
g0 1 g 0.8V Threshold _||60 £
£ H :
E < -50f 1453
13 5
i = 1ag @
10 | B _60- 30
! 5
4 [ i . T0L A
1045 i I i L r L L f f i
107 107" 0" 0° 10° 107 0o 05 1 15 2 25 3 35 4
Capacitance (F) Time (mSec)
(a) Eusable as a function of C (b) Vou as a function of C'y
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4.5.4  Time domain view of harvester V,,; vs C'x

Figs. 4.14(b) and 4.15(b) show the measured harvester output voltage V. as a
function of Cx in both the low power (-21 dBm) and high power (-8 dBm) cases.
The measured behavior aligns well with the cartoon view of Fig. 4.13 in that capacitor
values that are too large prevent V., from ever reaching Vrp, while values that are

too small do not maximize the stored energy.
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4.6 Chapter Conclusion

In this chapter we have suggested a new class of RF energy harvesters, which we call
“waveform aware harvesters”. In contrast to traditional rectenna designs, which are
usually designed for high efficiency with continuous wave (CW) signals, waveform
aware harvesters are RF to DC converters which are optimized for their performance
with non-CW signals. We suggest that waveform aware harvesters may have signif-
icant advantages in ambient energy harvesting, where the available RF energy is in
the form of communication waveforms that were not designed with harvestability in
mind.

We also describe a testbed developed for optimizing harvester performance with
realistic Wi-Fi signals. We demonstrate optimized recovery of harvested energy from
single Wi-Fi transmission bursts on the order of 1 ms in duration. The proposed ap-
proach yields a fairly stable optimum and thus a wide tolerance in the value of
reservoir capacitor C'xy. Alternative implementations based on switched capacitors,
with a circuit implementation analogous to the ultracapacitor switching scheme pre-
sented in [66], may offer a good compromise between efficiency gains at the optimal
point, and the energy consumed by a dynamic optimization algorithm. While our
initial proof-of-concept demonstration has focused on a simple optimization of C'x
given bursty 802.11b/g traffic, we believe that many other opportunities may exist

for harvester optimization in the presence of communication waveforms.
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Chapter 5

A timer-based burst-mode 2.4 GHz energy
harvester

5.1 Introduction

The goal of this work is to minimize the required input power to achieve a net
positive energy balance between incoming harvested energy and the energy costs
of transforming the input signal to a useful voltage level. To reduce the energy
requirements of our low voltage boost converter a low power timer is used to trigger
the boosting operation. For low input power levels the act of monitoring the input
voltage can use more energy than is recovered by the harvester. To extend the range
of useful input powers a timer circuit is used to control how often and for how long
the boost converter is activated. In this initial proof of concept, a net positive energy
balance is achieved at a conducted input power level of -15 dBm at 2.45 GHz, yielding
a harvester output voltage of 460mV and a boosted output voltage of 1.8 V.

In order to power the internet of things (IoT) energy harvesting from a variety of
sources have been proposed including solar, RF, vibration, thermal, and biological

[76, 77, 78]. This work focuses on harvesting from RF energy sources. There are
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many examples of RF energy harvesting both from dedicated RF sources [57, 67],
and ambient RF sources [58, 54, 65, 79]. Energy can be harvested at low power levels
on the order of uWs to 10s of pWs but the output voltage is below what is required
for sensor operations. To increase the harvested voltage to a useful level a variety
of low power boost converters have been proposed [80, 81] . One of the promising
topologies uses a JFET and transformer based circuit. These boost converters have
been shown to operate with an input voltage as low as 80 mV [61, 21]. A persistent
problem for harvesting from low energy sources is activating a boost converter to

bring low voltage inputs up to a useful voltage level, typically around 1 to 3 volts.

2.4 GHz RF
Energy In Boost Control | |ong Interval

N Timer
Boost - Energy -

Harvester T‘/._ Converter “| Reservoir > System Load

Cin

FIGURE 5.1: Timer based harvester system block diagram

The RF energy harvesting system proposed in this chapter is shown in Fig. 5.1.
The system consists of a dual polarized circular patch antenna, two RF harvesters, a
large input capacitor, a low voltage boost converter, and an output energy reservoir.
The energy reservoir can be either a large output capacitor or a battery. In the
initial proof of concept a large output capacitor is powered by the boost converter
and supplies the timer circuit. For a realistic deployment scenario a battery would be
needed to supply power during any extended periods with low available RF power.

The entire system is built on two 7 cm x 7 cm PCBs. The ground plane of the
circuits in Fig. 5.2 acts as the ground plane for the dual polarized antenna in Fig. 5.2.
An air gap of 5 mm is maintained between the two PCBs by aluminum spacers which

also act as the feeding points connecting the antenna to the harvester. The boost
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FIGURE 5.2: (a) Dual Polarized Patch Antenna (b) Integrated RF harvester and
timer controlled boost converter.

converter circuit presented in this chapter differs from previous work by introducing

a low power timer circuit to activate the low voltage boost converter.
5.2 Related Work

Many examples exist of triggering mechanisms for low power boost converters. An
interesting design that tackles the problem of cold starting a low power harvester
was done by Ramadass et al. A motion activated switch was used to kick start
their system with an input voltage as low as 35 mV [62]. The work in this chapter
focuses on extending battery life rather than turning on a system from a zero energy
state. Other work has focused on maximizing the harvested energy by dynamically
optimizing the trigger for a boost converter [72, 82]. As the power level changes
adjustments are made to maximize the input power. Our approach differs from
previous work by focusing solely on a single input power. By targeting the minimum
input power a low power timer can be used instead of a more energy expensive

monitoring circuit. The trade off in lowering the required input power is a decrease
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in efficiency at high input powers.

5.3 Diode-based harvester characterization

A single stage rectifier using Avago HSMS286C Schottky diodes converts the input
RF energy into a DC output. The Avago HSMS286C diodes were selectedfor their
performance at high frequencies and low input power. An open stub matching net-
work was implemented to maximize the power transfer from the dual polarized patch
antenna to the diode based harvesters. The design was created in AWR Microwave
Office targeting the center of the Wi-Fi frequency band. The matching network was
built on a 31 mil Rogers RO4003C substrate. The substrate was chosen for its low
loss compared to the more common FR4 substrate material. Measurements of the
fabricated matching network were performed on an Agilent N5222A network ana-
lyzer. A plot of both the simulated and measured return loss is shown in Fig. 5.3.
The frequency that achieves minimum return loss occurs within 10 MHz of the target
frequency of 2450 MHz.
C

S11 (dB)

1 —Simulated I
1 -|-| o Measured
_14 . . . .
2300 2350 2400 2450 2500 2550 2600

A B D Freq (MHz)
(a) (b)
FIGURE 5.3: (a) Matching Network Dimension, wA = 1.81 mm, LA = 5 mm, wB =
0.9 mm, LB = 11.6 mm, wC = 2.9 mm, LC = 16 mm, wD = 1.81 mm, LD = 2 mm.
(b) S11 measurements for the simulated and measured matching network
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5.4 Timer circuit characterization

A timer based boost converter uses the DC signal from the harvester to produce a
2.2 volt output. The circuit shown in Fig. 5.4 contains a boost converter consisting of
a transformer, CoilCraft LPR6235-253PMRB, and a P channel JFET, MMBFJ270.
A negative input voltage stored on Cj, is used by the boost converter to produces a
positive voltage across C,,;. This boosted voltage can be used to charge a battery
or a large output capacitor with an eventual goal of driving low power sensors. The
boost converter is controlled by a low powered timer circuit, TI TPL5100. The timer
controls when the JFET’s source is connected to ground. The TT TPL5100 runs off
of a 1.8 volt supply and draws a constant current of 30 nA resulting in a power
consumption of 54 nW. The timer output drives a PMOS (BSS84W) which drives
an N channel FET (FDV301N) and provides the bias to the boost converter JFET.
The rds(on) of the N channel FET is a critical parameter for the boost converter
operation. When the JFET source is pulled to ground the transition should be as fast
as possible and with a low rds(on) to avoid limiting the current flow in the primary

coil of the inductor. The rds(on) of the FDV30IN FET is 5 €.
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FIGURE 5.4: Boost Converter Circuit

The amount of time the boost converter operates is determined by the resistance
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and capacitance of the RC;ping components, as seen in Fig. 5.4. The TPL5100 timer
produces a square output signal with a 30 ms window. To extend the operating time
of the boost converter the RCyming resistor and capacitor stretch the 30 ms window
by controlling the discharge rate of the RCliping capacitor. A resistance of 940 MQ
and a capacitance of 4.7 nF were used. This pair allowed the boost converter to run
for approximately 1 second, enough time for the input capacitor to be depleted by
the boost converter. The RCy;ming choice impacts the system’s operation because the
boost converter should only operate for as much time as necessary to deplete charge
on Cj,, the large input capacitor. If the boost converter is turned off too quickly
energy is left in the input capacitor that could have contributed to a boosted output.
However, if the boost converter is left running for too long any RF energy going into
the input capacitor is immediately wasted instead of being allowed to fully charge

the input capacitor for the next boosting operation.
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FIGURE 5.5: Operating circuit measured by an Agilent MSO-X-3104A oscilloscope.
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Rpoost 1s used in conjunction with Cj,.s to drain the gate-source voltage of the P
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channel JFET. The time it takes for the gate-source voltage to reach the threshold
voltage can be configured with the values of RCj..s;. Keeping the Chops constant
at 0.1 uF, Ry,0st can be increased to reduce the duration of wasted energy. If Rpoost
is set too high, the JFET will not be in the saturation when the FDV301N is in
saturation. This would result in no oscillations occurring for multiple RCyjming pulses.
Alternatively, Rpo0st can’t be set too low because that would cause the JFET to be in
the saturation region before the FDV301N is in saturation. This would increase the
duration of wasted energy through the JFET. The optimal Ry, value causes the
FDV301N and JFET to reach saturation at the same time. Optimizing Rpeos Will
assure that the duration of wasted energy is minimized and that the boost converter
functions every time there is a pulse from the TPL1500 timer.

Fig. 5.5 shows data collected from the timer circuit when probing the drain of
the JFET, source of the JFET, and Cj,.s;. The plot shows that when the source
of the JFET is pulled to ground, oscillations occur at the drain of the JFET. A
boosted output voltage is produced that is used to charge a large output capacitor.
The measurement in Fig. 5.5 is for a cabled RF input power of -15 dBm. The timer
was set for an interval of 16 seconds. The TI TPL5100 timer can be set to 16, 32,
64,100,128, 256, 512, or 1024 seconds depending on the connections to digital input
pins (D0, D1, D2). While the boost converter is off the input capacitor charges to a
voltage of -460 mV then is quickly discharged once the boost converter is connected.
The boosted output voltage reaches 2.19 volts, enough to charge the output capacitor

used to supply the TI TPL5100 timer requirement of 1.8 V.
5.5 System evaluation

To evaluate the boost converter system two separate measurements were performed.
The first measurement uses a cabled continuous wave RF input into one harvester to

measure the harvester’s open circuit voltage. The open circuit voltage is a measure of
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the harvester performance independent of the boost converter. This value represents
the upper limit of the input voltage to the boost converter for a given input power

level.
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FIGURE 5.6: Timer based boost converter performance vs. input power

The second measurement uses the boost converter in Fig. 5.4 as the output to
a single harvester. The 300 pF input capacitor C, and the boosted voltage at the
0.1 puF Choost capacitor were measured with harvester input powers ranging from
-30 dBm to -10 dBm. The voltage on C}, supplies the input energy to the boost
converter. During each timer cycle, the energy on the input capacitor rises until the
boost converter is triggered. The values shown in Fig. 5.6 indicates the maximum
voltage on C}, prior to the boost converter being activated by the timer. The voltage
at (', is never as high as the open circuit voltage due to the leakage in the capacitors
and the intermittent load presented by the boost converter. The voltage requirement
to operate the TPL5100 is reached at -15 dBm. An overhead voltage of 2.19 V is
required because of the voltage drop across the IN5711 diode.

With an input power of -15 dBm a break even point was achieved for harvested
energy vs. energy consumed by the timer circuit. An initial voltage of 1.85 volts

on the 400 pF capacitor acting as the energy reservoir was used to power the timer
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circuit. The harvested energy maintained the energy reservoir voltage of 1.85 volts
after 2 hours of testing. Bursts of input energy every 16 seconds made up for the

small amount of continuous power being consumed by the timer circuit.
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Chapter 6

BLE-Backscatter

6.1 Introduction

Significant challenges remain before the promise of the Internet of Things (IoT) can
be realized. Two of the primary challenges limiting the practical deployment of large
numbers of IoT sensor nodes include battery lifetime and wireless communication
limitations. Many IoT applications are severely energy constrained, either by limited
harvestable energy in the environment, or by the desire to maximize the lifetime of
batteries given finite energy capacity. Additionally, the need for specialized wireless
communication infrastructure (such as Zigbee / 802.15.4 Internet gateways, or even
extra WiFi access points to achieve good coverage) creates a cost and maintenance
barrier impeding wider adoption of IoT sensor nodes.

Modulated backscatter communication (MBS) relies on the time varying reflec-
tion of an externally generated carrier source in the environment. The backscatter
device need not bias any active devices for gain at the carrier frequency, which per-
mits the dramatic savings in operating power compared to a conventional transmitter

employing a power-hungry frequency synthesizer. In the RFID case, a continuous
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wave (CW) carrier is supplied by the RFID reader that is powering up the tags.
We have previously demonstrated that MBS can be used to generate ASK, FSK,
PSK, and QAM modulated signals at data rates of up to 96 Mbps with orders of
magnitude savings in node energy cost per bit (pJ/bit) compared with conventional
transmitters (> 10 nJ/bit) [83, 4]. In this work we consider a special case where
PSK backscatter modulation is used to generate a subcarrier in one or more Blue-
tooth 4.0 low energy (BLE) channels. The subcarrier is then FSK modulated with
the desired data. The resulting backscatter signal thus has a band-pass component
which is in-channel from the perspective of the BLE receiver. This approach yields a
BLE-Backscatter signal which can be demodulated and passed up an existing BLE
stack without any modifications whatsoever to hardware, firmware, or software. This
approach is of interest because Bluetooth 4.0 Low Energy (BLE) compatible chipsets
are widely deployed in essentially all smart phones, tablets, and PC’s from major
manufacturers including Apple, Samsung, etc. Shipments of BLE-enabled devices

have recently exceeded over a billion units per year [45, 84].
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FIGURE 6.1: BLE-Backscatter system concept

62



In this work, an expanded version of [3], we demonstrate MBS devices that gen-
erate signals that can be received by unmodified BLE devices. From the point of
view of the BLE receivers, the MBS signals are indistinguishable from conventional
BLE advertising transmissions. The key insight is that backscatter modulation can
be considered as a mixing process, where an incident carrier source is mixed at a
backscatter modulator with a baseband or subcarrier signal generated locally in the
backscatter device. We have previously shown in [3] that both fundamental mode
and harmonic mode mixing can be used to create BLE compatible signals.

In our prior work we used laboratory equipment including an arbitrary waveform
generator to generate the backscatter signal. In this work, we present a stand-alone,
low power (sub-1 mW) implementation of the BLE-Backscatter concept with an
MSP430 based tag powered by a CR2032 lithium watch battery. The stand alone im-
plementation eliminates the need for laboratory instruments and points the way to a
practical application. We demonstrate reception of the backscattered BLE messages
with two unmodified BLE devices, an Apple iPad mini and a generic PC equipped
with a Nordic Semiconductor nRF51882 BLE chipset. Each device successfully de-
modulates and accepts the advertising messages, passing them up their Bluetooth
stacks without any modifications whatsoever. Successful reception is shown at a
range of 13 meters using a +23 dBm EIRP fixed frequency source.

The structure of this chapter is as follows: In Section 6.2 we review related
work in wireless sensors for IoT applications. Section 6.3 describes the key features
of the BLE specification that enable backscatter devices to be interoperable with
conventional Bluetooth devices. In Section 6.4 we consider backscatter modulation
as a mixing process and show how a carefully constructed baseband or subcarrier
modulation can produce band-pass signals compatible with the conventional BLE
channel scheme. In Section 6.5 we describe the stand-alone BLE-Backscatter tag.
Section 6.6 presents our experimental results in over-the-air testing, and summarizes
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the energy advantage of the BLE-Backscatter concept. Finally, Section 6.7 presents

our concluding thoughts on this concept.
6.2 Related Work

One early vision for the nascent Internet of Things (IoT) is the Berkeley “Smart
Dust” of the early 2000s [85]. The initial smart dust mote concept included a solar
cell for energy harvesting, a variety of sensors, and an optical backscatter communi-
cation link using a modulated MEMS mirror to communicate by selectively reflecting
laser energy from an external source. The development of battery-free UHF RFID
tags using the EPC Generation 2 standard also occurred during this period, using
less exotic standard-CMOS compatible technologies of RF energy harvesting and RF
backscatter communication. The availability of Generation 2 RFID tags and readers
led to the development of the popular wireless identification and sensing platform
(WiSP) family of devices [33]. These low power, microcontroller-based RFID tags use
RF energy harvesting and backscatter communication compatible with the Genera-
tion 2 RFID standard. The programmability of the general purpose microcontroller
on the WiSP has enabled a variety of battery-free sensing demonstrations including
capacitive touch sensors, acoustic sensors, and battery free cameras [34, 35].

One drawback of Generation 2 RFID devices, including the WiSP platform, is
the reliance on specialized RFID reader hardware to receive data from the tags or
WiSP sensors. While the Generation 2 RFID technology has continuously grown
in industrial importance, it remains largely confined to commercial and industrial
applications and is not yet widely available in the consumer space. In contrast, the
Bluetooth 4.0 Low Energy (BLE) standard has experienced explosive growth in both
consumer and industrial applications, with billions of BLE devices now deployed each
year. Essentially all smart phones and tablets now support BLE, so it has become

a ready-made platform for communication with sensor devices. A variety of use
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cases have been suggested for BLE including industrial applications [86], vehicular
applications [87], in smart agriculture [88, 89], in smart homes [90], and for a range
of medical applications [91, 92, 93, 94, 95].

One challenge in leveraging BLE for sensor data uplink is the need for a battery
or other energy source to power the BLE devices. Batteries suffer from the significant
drawback of limited capacity and thus limited lifetime; they thus create a long tail
of maintenance that must be considered when deploying large numbers of sensors,
particularly in inaccessible places. An eventual objective of this work is to combine
energy harvesting with backscatter communication to eliminate the need for batter-
ies, yet retain compatibility with BLE receivers. In areas where ambient energy in
the 2.4 GHz band is available, the same 2.4 GHz signal that provides power to the
BLE-Backscatter device could be used to provide the communication carrier. Recent
work including [96, 97, 79, 22, 98, 99] has served to quantify the available energy in
typical indoor and outdoor environments, and demonstrated a variety of strategies
for harvesting that energy.

In addition to the use of specialized carrier emitters, for example specialized
readers in the RFID case, it has recently been shown that “signals of opportunity”
such as digital TV broadcast signals [43] and Wi-Fi [14] signals can be used as
carriers for backscatter communication. In [43] and [14], the MBS signals were
modulated in a non-standard manner that required custom firmware and a custom
software stack to receive the backscattered data. In this work we demonstrate an
alternative approach that yields BLE-Backscatter signals that are indistinguishable
from ordinary BLE beacon transmissions from the BLE receiver’s perspective; no
modifications whatsoever to hardware, firmware, or software are needed. Thus the
approach presented here enables billions of existing BLE devices to serve as a ready-

made IoT infrastructure.
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6.3 Relevant aspects of the Bluetooth 4.0 Low Energy (BLE) stan-
dard

BLE is an ideal candidate for demonstrating modulated backscatter compatibility
with conventional devices because billions of existing smartphones, tablets, and other
devices are BLE enabled, and the physical layer is relatively simple. One mode
of operation supported by the BLE standard is a beacon mode, where low power,
transmit-only sensors or devices periodically transmit in one of three dedicated “ad-
vertising channels” set aside for this purpose. BLE compatible receiving devices
must periodically listen in each of the three advertising channels in turn to receive
broadcast advertising packets from the beacon devices. One example application
leveraging this mode of operation is Apple’s iBeacon, which provides location aware-
ness to their i10S devices [15].

In this work, we leverage three key BLE features to achieve a similar functionality
to iBeacon using a backscatter based device. First, sensor ID and data may be
broadcast in advertising packets, without requiring acknowledgements. Second, the
three advertising channels defined in the BLE spec use a fixed modulation scheme,
Gaussian-shaped binary FSK at 1 Mbps in three fixed frequency channels centered
on 2402 MHz, 2426 MHz, and 2480 MHz. Third, every BLE receiver must listen
for incoming advertising packets across all three advertising channels, so reception
of advertising packets on any one channel is sufficient for the message to be received

with probabilistic delivery.
6.3.1 BLE Frequency Plan

There are two different types of channels in the BLE frequency plan: advertising
channels used for unidirectional (broadcast) communication, including device dis-
covery and sensor beacons, and data channels used in bidirectional communication.

Three advertising channels, shown in blue in Fig. 6.2, are spread out over the 2.4 GHz
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ISM band to mitigate jamming or fading. Per the BLE specification, the advertising
channels serve to advertise services and establish data links, and they also provide

for a broadcast sensor data uplink capability, as is exploited by e.g. Apple’s iBeacon

devices.
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FIGURE 6.2: BLE frequency plan showing advertising (blue) and data channels
(orange)

6.3.2 BLE channel layout

Each of the 40 BLE channels occupies a 2 MHz bandwidth specified by the channel
center frequency, F.. The modulation scheme is Gaussian-shaped binary frequency
shift keying (FSK) at a data rate of 1 Mbps. A positive frequency deviation above the
channel center frequency corresponds to a “1” bit and a negative frequency deviation
corresponds to a “0” bit. The frequency deviations must be greater than 185 kHz as
shown in the example channel layout in Fig. 6.3. A Gaussian filter is used to smooth

the data transitions.
6.3.3 BLE Advertising Packet Structure

While many different types of packet structures are defined in the BLE specification,

this work is focused solely on BLE advertising packets. One popular advertisement
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packet structure is the Apple iBeacon which has a major and minor ID string, unique
identifier (UUID), and an Apple, Inc. company ID [15], although the approach
presented here is not limited to the iBeacon standard and can be used with any
advertising packet format.

Each advertising packet consists of four parts as shown in Fig. 6.4. The first
8 bits comprise a preamble, followed by a 32 bit access address, then a variable
length payload data unit (PDU), and finally a 24 bit CRC. The PDU can vary from
16 to 312 bits and is the portion of the packet that contains node specific data. For
our proof of concept BLE-Backscatter devices, we transmit 232-bit packets contain-
ing recognizable English device names, such as “Alice” and “Bob”. Per the BLE
specification, each packet must be uniquely encoded for transmission on a specific
channel. To achieve this, we employed a data whitening linear feedback shift register
(LFSR), with an initial register value based on the specific channel number. For
example, the “Alice” packet is formatted for transmission on channel 37 and the

“Bob” packet on channel 38.
6.4 Spectral engineering for MBS-BLE compatibility

In most backscatter communication systems, the functions of carrier generation and

modulation are partitioned between two separate devices (for example, a reader and
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LSB MSB

Preamble Access Address PDU CRC
(8 bits) (32 bits) (16 to 312 bits) (24 bits)
(a)
LSB MSB
Preamble Access Address PDU CRC
OxAA Ox8E89BED6 0x43C80844210712140201050909456E73776F727468 0x9BC70A

(b)

FIGURE 6.4: (a) BLE packet format (b) example packet bit string

a tag in the RFID case). This partition enables the power burden of generating a
carrier signal to be offloaded to an energy rich device, allowing the backscatter tag
or sensor to consume much less power than a conventional transmitter-based device.
In the BLE-Backscatter case, the tag or sensor makes use of a carrier at a known

frequency to generate band-pass signal components in the fixed advertising channels.
6.4.1 MBS as a Mixing Process

A key insight of this work is to consider the backscatter modulator as a 2-port
switching mixer, mixing the externally generated carrier with a locally generated
subcarrier, and where at least one of the mixing products is in-band with respect to
the BLE channel scheme. To create a BLE compatible message, we modulate the
externally supplied carrier with a locally-generated offset subcarrier that drives a
backscatter modulator between two impedance states (in our case, open and short,
producing a double sideband PSK signal). The offset subcarrier is in turn FSK
modulated by a baseband signal at 1 Mbps to match the BLE specification. The
resulting spectrum thus contains two band-pass signals that are each compatible
with the BLE specification. We have previously shown [3] that a single CW signal
along with a combination of fundamental and harmonic mode subcarriers can achieve
transmission in all three BLE advertising channels.

The most straightforward method of creating the MBS signal is to use a fixed CW
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FIGURE 6.5: Frequency plan serving channels 37 and 38 using N = 1 with a fixed
F., = 2414 MHz

carrier frequency, F.,, and the fundamental mode of the offset subcarrier. The BLE
receiver is expecting a binary FSK signal centered at the channel’s center frequency F
with a deviation ¢ fgr g = +185 kHz. We can accomplish this by introducing an offset
subcarrier, fy., that is itself FSK modulated with the same deviation, 0 fs. = d f5LE.
When a CW carrier is backscatter modulated with the offset subcarrier, the resulting

double sideband spectrum contains the following components:

M'chiN'(fsciéfsc) (61)

where M is the carrier harmonic number and N is the subcarrier harmonic number.
In this chapter we use the fundamental mode with M and N equal to 1. Either the
upper or the lower sideband spectrum (USB/LSB) may be used to reach the desired
BLE channel frequency. To reach multiple advertising channels while minimizing the
subcarrier frequency one can choose to use both the LSB and USB spectra, with a
carrier frequency centered e.g. between BLE channels 37 and 38 at F,, = 2414 MHz

as shown in Fig. 6.5. The necessary subcarrier frequencies are thus
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fseo =12 =8 fs. = 11.7 MHz

fsen =12+ 6 f;c = 12.3 MHz

With this frequency plan the USB is used to reach channel 38 and the LSB is
used to reach channel 37 as shown in Fig. 6.5. For the USB component, a positive
subcarrier deviation, ¢ f., results in a “1” being recorded at the receiver and a nega-
tive subcarrier deviation results in a “0”. However, for the LSB component a positive
subcarrier deviation now results in a negative frequency deviation as observed by the
receiver at channel 37. To account for this the data bits of BLE messages intended

for channel 37 must be inverted prior to transmission.
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FIGURE 6.6: (a) Entire “Bob” packet (b) Zoom of preamble and access address
regions

Fig. 6.6 shows an example of how packets were created for one of the messages
used in this chapter. The BLE message has a length of 232 bits and with a data
rate is 1 Mbps resulting in a transmit time of 232 uS. To transmit a “1” a baseband
frequency of 12.3 MHz is generated and to transmit a “0” a baseband frequency of
11.7 MHz is generated. Fig. 6.6 b shows the first 40 uS of a BLE packet consisting

of the preamble and access address.
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6.4.2 Interference due to unwanted mizing products

In addition to the desired mixing products there are unwanted frequency components
generated by modulated backscatter. This is true of conventional UHF RFID tags
as well as the BLE Backscatter devices presented here. To date, regulatory bodies
such as the US FCC have allowed backscatter devices to radiate unwanted frequency
components as long as the out-of-band emissions comply with the applicable inci-
dental radiator regulations, for example as specified by FCC regulations Part 15.247.
To date we haven’t observed any interference between our MBS BLE tags and other
nearby Wi-Fi or BLE devices, but a careful characterization of potential interference

represents an important area for future work.
6.5 Standalone BLE Backscatter Tag Implementation

In prior work [3], we presented an early experiment using a bench top arbitrary
waveform generator to produce the required subcarrier signals. In this work we
present a standalone, battery-operated low power (sub-mW) BLE Backscatter tag

that doesn’t rely on test equipment.

[l

FIGURE 6.7: Stand alone board level prototype
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The stand-alone BLE Backscatter tag implementation was designed for low power
consumption by using a custom designed analog clock generator to generate the
required subcarrier. A block diagram of the tag is outlined in Fig. 6.8 and a photo of
the tag is shown in Fig. 6.7. This tag consists of a TT MSP430F2132 microcontroller
controlling an analog oscillator which in turn drives an Analog Devices ADG918 RF
switch. The analog oscillator is continuous-phase frequency modulated at 1 Mbps
with a frequency deviation of +£300 kHz. The tag is powered by a CR2032 lithium
coin cell battery regulated down to 2.5 V by an LT3008 linear regulator. Between
transmissions, the analog oscillator and RF switch are disabled and the MSP430
enters sleep mode, reducing current consumption to ~ 1 pA. To reduce the power
consumption during active mode, the microcontroller clock rate was set to the lowest
possible frequency of 1 MHz. Hardware serial clocking on the MSP430 permits the
processor to clock out BLE data bits at the required rate of 1 Mbps (one bit per
clock cycle).

Fig. 6.8 presents the schematic of the subcarrier oscillator. It is a cross-coupled
LC oscillator with a fixed inductor and a parallel combination of a fixed capacitance
(150pF // Ciune1) and a switched additional capacitor Cyupnea. The frequency select
line controls which frequency the oscillator will generate. A first subcarrier frequency
is generated when the BF1105 switching FET is open and a second subcarrier fre-
quency is generated when the switching FET is closed and Cl,,.2 increases the total
capacitance. The frequency select signal is driven by the MSP430’s hardware serial
peripheral. In the initial prototype, 4 - 25 pF variable capacitors are used for Cy,e1
and Cy,nes to account for component variation and allow fine tuning of the subcarrier
frequencies. In a future single-chip implementation, a capacitor array would likely be
considered to implement these capacitances to permit digital tuning. Adjusting the
frequency with a switched capacitor allows for a phase continuous transition between
the two subcarrier frequencies, which is important for proper reception at the BLE
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FIGURE 6.8: (a) Block Diagram of BLE-backscatter tag (b) Circuit diagram of
analog oscillator and modulating RF switch

receiver.

An engineering tradeoff in this circuit is the balance between biasing for low cur-
rent consumption and achieving an acceptable voltage swing to drive the modulating
switch. The bias resistors, Rpias1 and Rp.s0 set the DC operating point and limit
the current drawn by the oscillator. In the prototype tag the bias point was set with
Rpias1 = 2 kQ and Ry = 4.7 kQ given our choice of the ADG918 RF switch which
has an internal LVCMOS switching threshold.

The BLE Backscatter tag sends alternating messages designed for BLE advertis-

ing channels 37 and 38. The message sent on channel 37 contains the device name
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FIGURE 6.9: Stand alone board state machine

“Alice” and the message sent on channel 38 contains device name “Bob”. As shown
in Fig. 6.9 after initialization the tag alternates between “Alice” and “Bob” mes-
sages with a 100 mS deep sleep period between messages. This tag operates with
the frequency plan outlined in Fig. 6.5 where an externally supplied CW carrier
frequency of 2414 MHz is provided. The lower sideband (LSB) targets channel 37
and has subcarrier frequencies

fseorsp =12+ 0.3 = 12.3 MHz

fseqsp =12 —0.3 = 11.7 MHz

and the upper sideband (USB) targets channel 38 and has subcarrier frequencies
fscovss =12 —0.3 = 11.7 MHz

fsc,l,USB =12+ 0.3 =12.3 MHz

To set the tuning capacitors to achieve the desired frequencies a cabled backscat-
ter setup was used to avoid capacitively loading the oscillator circuit by directly
probing the V,; signal. Fig. 6.10 shows the implemented backscatter frequencies
captured on an Agilent N9320B spectrum analyzer.

The tag’s firmware consists of a loop. It enters a sleep mode for 100 ms, the
minimum inter-packet interval described in the Bluetooth V4 specification [45], then
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FIGURE 6.10: Subcarrier frequencies observed with a spectrum analyzer

wakes up and alternates sending either an Alice or a Bob packet. Fig. 6.11 shows
a time domain capture of the VDD Tx, Frequency Select, and V., signals during a
single packet transmission. The active-mode duration is 270 us to account for wake

up, transmission of a 232 bit message, and returning to a sleep mode.
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FIGURE 6.11: Oscilloscope capture showing key signals in the BLE-backscatter tag
as the tag wakes up, transmits a single packets, and enters sleep mode.

6.6 Experimental Results

6.6.1 Link Budget

A link budget based on the approach of [100] was calculated to estimate the operating
range of the BLE Backscatter tag. The BLE Backscatter system is similar to a
bistatic radar setup where the CW source and BLE receiver are physically separated.

The received power at the BLE receiver is calculated as the product of two parts.
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Referring to the geometry of Fig. 6.13, the backscattered power available from the

tag is

(6.2)

where D, is the distance from the CW signal source to the tag, P, and G, are the

CW source output power and gain of the transmitting antenna respectively, and Ao

is the differential radar cross section (RCS) [101, 102, 83] given by
A2 |2

Ao = GR I — T3 (6.3)

where Gy is the antenna gain of the node (tag) and I'* is the conjugate match

reflection coefficient

Zr— 7,

e R 6.4
Zo+ Zp, ( )
for a resonant antenna impedance Z, and the complex load impedance Z;.
The power received at the BLE receiver (e.g. a smartphone) is
Po G N2
Pp=-—""""" 6.5
" (4m)2D3 (6:5)

where G, is the gain of the receiver’s antenna and D, is the distance from the tag to
the BLE receiver.

Combining Equations 6.5 and 6.3 gives the backscattered power at the BLE
receiver, assuming that antenna gains and transponder RCS are in the preferred

orientation

P,GiAcG N2

Pn =
" (4m)DID}

(6.6)
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Table 6.1: Parameters for link budget calculation

A 0.124 meters

P, +20.9 dBm
G, 21 dBi

Gn 2.1 dBi

G, | 0 dBi (estimated)
7, 50 +30Q

7 76-3 74 Q
Za| T8+j93Q

Parameters for the link budget calculations are shown in Table 6.1. The CW
source and tag antennas are dipole whip antennas with 2.1 dBi gain. We have as-
sumed that the gain of the BLE antenna in the iPad or smart phone is approximately
0 dBi. Values for Z;; and Zr5 were measured over the 2400 MHz to 2483 MHz band
with modulating RF switch control voltages of 0.4 and 0.5 V, representing either
side of the measured logic threshold of the ADG918 switch. Measurements shown in
Fig. 6.12 were performed with an Agilent N5222A PNA network analyzer at the SMA
port of the stand alone board. The values of Z;; and Z;5 at 2414 MHz were used
in our link budget calculation since that is the mid point between BLE advertising

channels 37 and 38.

g ch =04V
- vctrl =05V

10

—50

FIGURE 6.12: Measured Si; of ADG918 over 2400-2480 MHz, V,;,; = 0.4 V and 0.5
V.
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6.6.2  Qver-the-air (OTA) test setup

To validate the link budget analysis in an indoor environment (a hallway in our
building), we temporarily programmed a BLE Backscatter tag to backscatter at a
constant subcarrier frequency. As shown in Figs. 6.13 and 6.14 we recorded the
received power with an Agilent N9320B spectrum analyzer as a function of distances
Dy and Dy, with the CW carrier source, BLE Backscatter tag, and receiving BLE
device positioned on moveable plastic carts. Dipole whip antennas are used for the
CW carrier source and BLE tag and are positioned at the edge of the plastic carts
with a horizontal polarization. The CW carrier is generated by an Agilent N5181A
signal generator and amplified with a Mini Circuits ZRL-3500+ RF amplifier to
provide a transmit power of P, = +20.9 dBm. The BLE Backscatter tag is placed
between the carrier source and the receiving device, either an Apple iPad mini or
a spectrum analyzer depending on the experiment. The BLE Backscatter tag was
moved in &~ 1 meter increments with the total distance between the CW source and
receiver fixed at ~ 13 m. At each step the received power at the spectrum analyzer

was recorded.

D, D,
RF Amplifier < > <

Mini Circuit
ZIPr\]II_-3IE:((:)l;)I+S <7 :7 iPad Mini Running

Bluetooth
Smart Scanner
BLE Backscatter Tag

%4

Y

Agilent N5181A
Signal Generator

Agilent N9320B
Spectrum Analyzer

FIGURE 6.13: OTA test setup diagram

The received power at a variety of distances D, is displayed with red squares

in Fig. 6.15 and the estimated received power from Eq. 6.6 is plotted with a solid
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FIGURE 6.14: Photo of OTA test setup

blue line, and the manufacturer’s specified receiver sensitivity of a commercial BLE
device, Nordic Semiconductor nRF51822, is plotted with a dashed black line. The
receiver sensitivity indicates the power level required for a bit error rate < 0.1%.The
measured received power is close to what we predicted based on the link budget
analysis, modulo the effect of multipath propagation in the hallway. The estimated
power follows a symmetrical bathtub curve where the received power is maximized
when the BLE tag is close to either the CW source or the BLE receiver. We attribute
the discrepancy between the calculated and measured results to multipath reflections
in the hallway environment.

Following the spectrum analyzer measurements, the backscattered “Alice” and
“Bob” messages were received at every measured location within the 13 m range, with
the iPad mini and a Nordic Semiconductor nRF51882-based USB dongle acting as a
receiver. Fig. 6.16 presents a screen shot from the iPad mini running a BLE scanner
app showing the device names “Alice” and “Bob” for the received BLE packets as

expected. We found that the RSSI values reported by the iPad BLE Scanner app are
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FIGURE 6.15: OTA signal strength from the BLE Backscatter tag

significantly different than those measured by the spectrum analyzer. This could be
attributed to a combination of poor calibration of the iPad’s receiver chipset or the
iPad’s BLE stack, and/or the unknown radiation pattern of the Bluetooth antenna
inside the iPad. We feel that the spectrum analyzer measurements are more reliable

than those reported by the BLE Scanner app.

10:16 PM % 84% ()

Pa,Uy BLE Scanner Scan

74D52F34-4FBF-3188-DA80-67D84E35F42D

Name : Alice
RSSI: -101 dBm

44DDDA2B-A245-1A0E-4497-32EC44D3B58A
Name : Bob
RSSI: -98 dBm

FIGURE 6.16: iPad screenshot showing successful reception of “Alice” and “Bob”
messages
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6.6.3 FEnergy Savings of BLE-Backscatter vs Conventional BLE

A primary reason for decoupling the carrier generation and baseband modulation
in the BLE-Backscatter concept is to reduce the energy requirements of the tags.
A necessary energy expenditure when generating an RF signal are the switching
losses associated with charging and discharging capacitors. The energy consumed by

charging and discharging a capacitor is:

cVEfT
2

E =

(6.7)

where ¢ is the capacitance, V' is the voltage, f is the switching frequency, and
T is the time during which the varying voltage is present. The switching energy is
proportional to the operating frequency meaning that a lower operating frequency
is desirable for an energy poor device like a sensor node. Lets take for example the
ADGI18 RF switch used in this work. The control input capacitance for this switch
is ~ 2 pF, the operating voltage swing is 0.1 V, and the switching rate is around
12 MHz. The BLE data rate is 1 Mbps so the FET must be switched for 1 usec
per transmitted bit. The energy used in charging and discharging the input control
capacitance is thus 0.12 pJ/bit, over two orders of magnitude less than if the signal
was at the carrier frequency of 2414 MHz.

Table 6.2 compares the measured energy per bit of the BLE-Backscatter tag to the
datasheet-supplied energy consumption of the frequency synthesizer and transmit-
ter sections only (not counting microprocessor or baseband energy consumption) of
three widely used conventional BLE chipsets: the Nordic Semiconductor nRF51822,
the Texas Instruments CC2540F128, and the Dialog Semiconductor DA14580. The
calculated energy per bit is based on a 232-bit BLE advertising packet. As shown in
Table 6.2, the prototype BLE-Backscatter tag achieves over 6X reduction in energy

per bit transmitted, compared to state-of-the-art conventional BLE transmitters.
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Table 6.2: Energy / bit comparison

TX Active 232-bit pkt
Radio Type | Device Name Current | Voltage | Energy/bit
Conv- Nordic Semi.
entional nRF51822 6.3 mA 3V 18.9 nJ/bit
Conv- TI
entional CC2540F128 18.6 mA 3V 55.8 nJ /bit
Conv- Dialog Semi.
entional DA14580 3.4 mA 3V 10.2 nJ/bit
Back- MSP430 MCU 310 uA 25V
scatter Analog Osc. 305.4 uA 2.5V
ADGI18 RF Sw. 1.6 uA 2.5V
Total 623 uA 2.5V | 1.56 nJ/bit

6.7 Chapter Conclusion

In this chapter, we present BLE Backscatter, an ultra-low-power approach to data up-
link from a backscatter based sensor tag to existing smartphones or tablets equipped
with a BLE chipset, without any modifications whatsoever to their hardware, firmware,
or software. Building on our prior work with a test equipment based implementation
[3], we present here a stand-alone, microcontroller based implementation of the BLE-
Backscatter concept. This allows us to combine the power advantages of backscatter
communication with the nearly ubiquitous availability of BLE chipsets in billions of
existing smart phones, tablets, and PCs.

We demonstrate reception of the backscattered BLE advertising packets from
the stand-alone BLE Backscatter tag with two unmodified BLE devices: an Apple
iPad mini and a generic PC equipped with a Nordic Semiconductor nRF51882 BLE
chipset. Each device successfully demodulates and accepts the advertising messages
and passes them up the Bluetooth stack to the application layer. BLE Backscatter

range of 13 meters is demonstrated using a +23 dBm EIRP fixed frequency carrier
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source in the environment, with an unmodified Apple iPad mini. The BLE Backscat-
ter tag consumes only 1.56 uJ/bit, over 6X lower power than the best commercially
available BLE transmitters.

Future work includes integrating RF energy harvesting into the BLE-Backscatter
tags to create a battery free BLE tag. Harvesting from a 2.4 GHz energy source
such as a specially deployed CW source or ambient RF signals from Wi-Fi, BLE,
or other 2.4 GHz transmissions would allow for a dual use of a single antenna on
the tag. Such a tag would spend a majority of its time harvesting energy, switching
periodically to the backscatter communication mode to generate BLE compatible
packets to uplink sensor data. We will also conduct a more detailed investigation of
the interference potential of the unwanted mixing products generated by the BLE-
Backscatter tags, although we note that unwanted mixing products are a well known
feature of existing backscatter devices; an image rejecting mixer approach could
be considered to mitigate this issue by suppressing the unwanted sideband and its
harmonics.

Finally, we expect that a future, integrated single-chip approach could substan-
tially improve on our power result. For example, fixed-function logic to generate
the outgoing bit stream would be lower power than the software based approach we
used in this prototype. CMOS oscillators (such as those designed for conventional
UHF RFID tags) generally have significantly lower power than the discrete bipolar
oscillator that we used. Further, integration of a CMOS RF switch for backscatter
modulation would reduce the amount of power needed to drive the switch compared

with the board-level pads and wires in our prototype.
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Chapter 7

Carrier options: modulated and unmodulated
carriers

7.1 Introduction

Creating new ways to connect devices to the internet of things (IoT) requires new
technologies but also attention to the patterns of technology adoption. Widespread
use of a new technology will require some combination of significantly improved
performance, lower cost, and ease of implementation compared to previously used
solutions. Backscatter communication offers orders of magnitude lower power con-
sumption compared to Bluetooth and Wi-Fi and yet for most wearable devices the
preferred communication method is Bluetooth and Wi-Fi. These are widely deployed
and established technologies and, critically, they have been adopted in most smart
phones, laptops, routers, and smart home devices. The early lead and widespread
adoption of these existing solutions make it more difficult for backscatter to break
through as an alternative. Until recently it appeared that for backscatter to gain
access to the valuable and growing areas of wearable devices backscatter readers

would need to be incorporated into smart phones or be deployed on a large scale

85



in individual homes and offices. Even with the performance improvement for low
power communication this implementation cost hurdle represented a big challenge

for backscatter communication.

Bluetooth Signal Smart Phone,

Tablet, PC, etc.

\
o
Bluetooth
Transmitter /I
I// Bluetooth Signal
/,
Y\

Bluetooth Signal :7

( BLE Backscatter Tag J

Ficure 7.1: BLE backscatter using a BLE signal as a carrier source

Interestingly, it has recently been shown that backscatter devices can be created
to communicate directly with existing wireless receivers. The technique of using
conventional wireless receivers in backscatter systems was first demonstrated in [3]
using BLE receivers and it has since been shown to also work with Wi-Fi and Zigbee
receivers [103]. Achieving compatibility with the billions of existing conventional
receivers solves part of the problem for allowing backscatter to be easily adopted.
Because backscatter requires an external carrier source there are some additional
complexities associated with a backscatter solution. Until smart phones have full
duplex capabilities, the functions of carrier source and receiver will have to remain
on two separate subsystems. The carrier source can come from any number of places
including a dedicated transmitter, an access point, a smart home devices, or a smart
phone. In [3, 46, 2] dedicated continuous wave (CW) transmitters were used as

carrier sources. A modified BLE message was used by Iyer et. al to create a CW
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signal for generating Wi-Fi and Zigbee backscatter packets [103]. This chapter will
look into the requirements of the carrier source for generating BLE-Backscatter. We
show that it is possible to create BLE-Backscatter with conventional data carrying
BLE messages as illustrated in Fig. 7.1. A continuous wave carrier is not a require-
ment for producing BLE Backscatter messages; the 1 Mbps Gaussian shaped Binary
Frequency Shift Keying (GFSK) modulation scheme used by BLE transmissions can
also be used as a carrier signal. In this chapter we will discuss related works, provide
an overview of BLE Backscatter, characterize the performance of a commercial BLE
receiver and, finally, describe our results using BLE transmission as a carrier source

for generating BLE Backscatter messages.
7.2 Related Work

Backscatter communication has been researched for decades, with the earliest ex-
amples using mechanical reflection of incident RF signals [32]. Since then many
examples exist of using backscatter with custom backscatter readers. This includes
work with conventional RFID protocols [104, 33, 35] and specialized protocols for
communicating sensor data [105, 106]. Recent research has shown that conventional
wireless receivers can also be used as backscatter readers with specially designed
backscatter devices.

The most straightforward source for a carrier wave in these systems has been a
CW signal either from an RFID reader or a custom built backscatter reader. There
are some notable exceptions to using a CW source for backscatter communication,
including for increasing the energy harvesting capabilities of a tag or for tag-to-tag
communication. It has been shown that using signals with a high peak to average
power ratio (PAPR) increases the energy harvesting efficiency of diode based har-
vesters as compared to a CW signal with the equivalent average power. These high
PAPR signals go by the names of Power Optimized Waveforms (POW) [67], multi-

87



sine excitation [70], and chaotic waveforms [71]. To solve the forward link limitation
of passive RFID tags, multifrequency signals were used for power transfer and as a
carrier source for backscatter communication. Crucially, signals capable of providing
an increase in harvesting efficiency were also shown to be adequate for data transfer.
Another interesting approach used a data carrying signal, in this case a TV trans-
mission, as a carrier signal for implementing backscatter communication [44]. With a
custom two-antenna receiver, ambient backscatter communication was demonstrated
at a range of greater than 80 feet and data rates of up to 1 Mbps with TV signals
as the carrier source.

This chapter is focused on using commercially available BLE receivers with abso-
lutely no modifications made to the receiver’s hardware, firmware, or software. We
investigate the requirements of the carrier source for creating backscatter signals that

are compatible with unmodified BLE receivers.
7.3 BLE Receiver Requirements

Bluetooth Low Energy or Bluetooth Smart was designed as a low power communi-
cation standard targeting applications in wearable devices, wireless sensors, location
awareness, healthcare, and security. With the adoption of Bluetooth 4.0 by major
smart phone, tablet, and PC manufacturers it has rapidly become one of the dom-
inant wireless connectivity solutions. BLE uses a 1 Mbps Gaussian shaped Binary
Frequency Shift Keying (GFSK) modulation scheme. In each of the 40 BLE channels
a positive frequency deviation of greater than 185 kHz above the channel’s center
frequency indicates a “1” bit and a negative frequency deviation of greater than
185 kHz below the channel’s center frequency indicates a “0” bit.

As described in chapter 6, a BLE-Backscatter tag reflects a carrier signal to create
a backscattered message containing frequency components at the desired frequency

for a particular choice of BLE channel. When a CW signal is backscatter modulated
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Ficure 7.2: Example frequency plan, used in this chapter, for creating BLE com-
patible backscatter messages

with the modulated subcarrier, the resulting frequency components are:

M ' Fcarrier i N . (fsc i 5fsc) (71)

where Flqrier is the frequency of the carrier, f,. is the subcarrier frequency, and
0 fsc is the subcarrier frequency deviation. As illustrated in Fig. 7.2, a possible
frequency plan could have F_.,..r be a CW signal at 2402 MHz with a backscatter
message designed for BLE channel 38. To accomplish this frequency plan, subcarrier
frequencies of 23.75 and 24.25 MHz could be used. BLE channel center frequencies
are spaced apart by 2 MHz allowing for a variety of subcarrier frequency options that
would still be successfully received. In the following sections we describe experimental
results showing the range of useful carrier and subcarrier signals for creating BLE

Backscatter messages.
Frequency plans with harmonics

One way to increase the options for generating a frequency plan for BLE Backscat-
ter devices is to take advantage of the harmonics generated in the backscatter pro-
cess. An example frequency plan, from [3], uses a single CW frequency to produce
backscatter messages in all three BLE advertising channels by using a combination

of fundamental-mode and harmonic-mode backscatter signals. From Eq. 7.1, where
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N is the subcarrier harmonic number, we choose N=1 to use the first harmonic of
the subcarrier frequency. We can choose to map either the upper or lower sideband
spectrum (USB/LSB) to a given BLE channel. Alternatively, as shown in Fig. 7.3,
we can choose a center frequency F, at the midpoint between two BLE channels.
In so doing, the upper sideband will communicate in the upper BLE channel with
a normal spectrum (positive subcarrier deviation yields positive on-channel devia-
tion), while the lower sideband will communicate in the lower BLE channel with an
inverted spectrum (positive subcarrier deviation yields negative on-channel devia-
tion). For BLE advertising channels 38 and 39, a center frequency F,, = 2453 MHz
with f,. = 27 MHz serves Channel 38 from the LSB and Channel 39 from the USB.
In this case the MBS transponder generates two subcarrier frequencies, fsco, fsc1
where | fsc0 — fsea| = 2 x (185 kHz). In our initial proof of concept, we have chosen
fseo = 26.7 MHz and f,.; = 27.3 MHz for Channel 39 (USB). Note that the zero
and one frequencies are flipped for Channel 38 (LSB). This is easily accommodated

by simply inverting the outgoing data bits prior to transmission.

& & &
< < <
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FI1GURE 7.3: Frequency plan serving channels 38 and 39 using N = 1 and channel
37 with N = 2 from a fixed F,=2453 MHz

We leverage the harmonic mode (where N > 1) to serve other BLE channels from
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the same F,,. To serve Channel 37, which has a center frequency of 2402 MHz, we

choose the lower side band, LSB, second harmonic with N = 2 and
fseo = 25.5 4 0 fs./2 = 25.650 MHz

fse1 = 25.5 — 6 fs/2 = 25.350 MHz

as shown in Fig. 7.3. Note that in the harmonic mode, the subcarrier deviation must
be reduced by a factor equal to the harmonic number N.

As was demonstrated in [3], advertisements were transmitted sequentially. The
proof of concept transponder consists of a single BF1108 RF FET switch, Fig. 8.10(a)
and a modulation source. For initial testing, the modulation source is an Agilent
33500B series arbitrary waveform generator (AWG). The AWG is used as a digital
signal source so it would be straightforward to replace it with logic in an FPGA
or ASIC. We have programmed the AWG to send three concatenated subcarrier
modulated packets containing three distinct PDUs encoding device names { “Alice”,
“Bob”, “Charlie”} on BLE advertising channels {37, 38, 39} respectively. A delay
of 65us was introduced between each of the packets. As previously described, the
frequency plan shown in Fig. 7.3 allows a fixed CW frequency of 2453 MHz to serve all
three advertising channels using the fundamental mode for channels 38 and 39, and
the second harmonic mode for channel 37. A spectrogram of the concatenated sample
vector is shown in Fig. 7.4. The first 232us show the subcarrier frequencies required
to generate an “Alice” packet using the second harmonic with N=2. Following a 65us
delay the subcarrier frequencies required to generate a “Bob” packet are displayed.
Finally, after another 65us delay the subcarrier frequencies for a “Charlie” packet
are shown. We create all three BLE channels by backscattering a single incident
CW carrier using a novel combination of fundamental-mode and harmonic-mode
backscatter subcarrier modulation, with two of the band-pass channels generated by

the fundamental mode and one of the band-pass channels generated by the second
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harmonic mode. An unmodified Apple iPad is shown to correctly receive and display
these packets at a range of over 9.4 m using its existing iOS Bluetooth stack with no

changes whatsoever.
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FIGURE 7.4: Spectrogram of three subcarrier modulated packets destined for BLE
channels 37, 38, and 39 using the frequency plan described in Fig. 7.3.

7.4 Characterizing BLE receiver performance

To characterize the performance of a BLE receiver with our BLE-Backscatter sig-
nals, we focus on a cabled test setup to allow for controlled input powers to the BLE
receiver. A block diagram of the cabled test setup is illustrated in Fig. 7.5. A carrier
source is connected to the input of a directional coupler, and at the output of the
coupler is our BLE-Backscatter tag. The BLE-Backscatter tag selectively reflects the
carrier signal and a portion of the backscattered signal is fed into a Nordic Semicon-
ductor nRF51822 evaluation board. Using the nRF Sniffer application together with
Wireshark allows us to see the received packets and determine if they were decoded
successfully without any bit errors. A photo of the evaluation board is shown in
Fig. 7.6. The evaluation board has been modified to include an SMA input where

there was originally a PCB trace antenna. This modification was made to facilitate
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a cabled test setup.

BLE receiver

nRF51822-EK
50 Q
Coupler
Carrier Source p— Mini-Circuits —— BLE Backscatter Tag
ZABDC20-252H-S+

Modulation Source
Waveform Generator
Agilent 33500B

F1GURE 7.5: Cabled backscatter test setup

FIGURE 7.6: Modified nRF51822 evaluation board

The BLE-Backscatter tag consists of a BF1108R modulating switch, Fig. 7.6,
which is driven by an Agilent 33500B waveform generator. The waveform generator
was used for the ease of implementing a variety of subcarrier frequency deviations,
0 fse, as compared to the BLE-Backscatter tag built with a custom hardware imple-

mentation discussed in Chapter 6.
7.4.1  CW Carrier Source

The example frequency plan from Fig. 7.2 uses a carrier signal that centers the
backscattered signal in BLE channel 38. To determine the robustness of the BLE-

Backscatter system, it is important to determine how far from the ideal value of 2402
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FIGURE 7.7: (a) Photo of RF switch used for backscatter modulation (b) Photo of
nRE24L01+ wireless transceiver module

MHz the CW signal can vary without severely impacting the BLE receiver’s ability
to correctly demodulate received packets. To answer this question, we used the
cabled test setup with a CW carrier source coming from an Agilent N5181A signal
generator. The CW source was varied from 2401.3 to 2402.9 MHz in 50 kHz steps
with a backscattered message using subcarrier frequencies of 23.7 and 24.3 MHz. The
same message was transmitted 10,000 times at each CW frequency and the percentage
of error free messages was calculated. To properly center the BLE-Backscatter signal
in BLE channel 38 (2426 MHz center frequency), the ideal value for the CW source
is 2402 MHz. Fig. 7.8 shows a plot of the packet success rate with respect to the
CW frequency.

The experimental measurements show that the CW carrier source may vary by up
to 1.2 MHz without negatively impacting the BLE receiver’s ability to decode BLE
Backscatter messages. Both a positive and negative CW deviation of up to 500 kHz
result in a received success rate of greater than 97%. The specific BLE receiver we
tested has a slightly skewed response where a positive CW frequency deviation of up
to 700 kHz still results in a packet success rate of greater than 97%. A significant

amount of drift or uncertainty in the exact carrier frequency is thus expected to be
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FIGURE 7.8: Packet success rate with CW source varying from the ideal value of
2402 MHz

acceptable for generating BLE-Backscatter messages.
7.4.2 BFSK Carrier Source

Based on the observation that the carrier signal can vary in such a way that the
backscatter signal is significantly offset from the center frequency of the target chan-
nel, we next explore using a modulated carrier signal. The modulation used for
the carrier signal is binary frequency shift keying (BFSK). For the measured data
presented in this section, the BFSK carrier signal is centered at 2402 MHz and
the frequency deviations are varied. The data rate for the BFSK carrier signal is
1 Mbps. A random sequence of ones and zeros was used as the data for the BFSK
carrier signal, where a one corresponds to a positive frequency deviation and the zero
corresponds to a negative frequency deviation. Every 1lus the subcarrier frequency
is selected based on the random sequence of 0 and 1 bits.

Cabled measurements are performed with the test setup described in Fig. 7.5. The
carrier source for these measurements is a BFSK signal generated with the test setup

shown in Fig. 7.9. By using an Agilent 33500B series arbitrary waveform generator
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we can define our signals in Matlab and quickly test the receiver’s performance with

a variety of BFSK carrier signals.

Mixer BPF

Mini-Circuits Mini-Circuits

ZX05-30W-S+ VBF-2435+
Agilent N5181A &
Signal Generator %

Modulation Source
Waveform Generator
Agilent 33500B

FIGURE 7.9: Test setup for generating BFSK carrier signal

Measurements are performed with BFSK deviations of + 100 kHz, + 150 kHz, +
200 kHz, + 250 kHz, and + 300 kHz. In comparison to commercial transceiver the
Texas Instruments CC2541 has frequency deviation options of 160 kHz and 320 kHz,
[107], and the Nordic Semi nRF51822 has a frequency deviation of 250 kHz for BLE
transmissions and 170 kHz for 1 Mbps Bluetooth transmissions [108]. The measured
success rate of BLE-Backscatter packets is plotted vs. the received power for each
of the different BFSK carrier signals in Fig 7.10. The received power is measured
with an Agilent N9320B spectrum analyzer using the channel power function with a
resolution bandwidth of 100 kHz as described in [45]. Once the channel power was
measured at a relatively high input power level, ~ —42 dBm, attenuators were added
to vary the input power to the BLE receiver.

As power is spread out over a wider frequency range when the carrier modulation
deviation increases, the RSSI value reported by the BLE receiver goes down. Spread-
ing out the received signal in the frequency domain reduces the received power in
the desired channel and makes packets more difficult to decode properly.

Interestingly, above a certain power level the packet success rate levels off for

a given BFSK carrier signal. There appears to be a constant error rate associated
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FIGURE 7.10: Packet success rate with BFSK carrier sources
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FiGure 7.11: Normalized packet success rate with BFSK carrier sources, relative
to the packet success rate with a received power of -42 dBm

with using a BFSK signal as the carrier. The wider the BFSK signal, the lower the
success rate for a given received power. The input power at which the performance
begins to degrade for each BFSK carrier also depends on the frequency spacing of
the BFSK signal. As shown in Fig. 7.11 the decrease in performance, once the knee
of each curve is reached, is relatively consistent. Relative to the maximum success
rate for each BFSK carrier spacing, the performance drop associated with a decrease

in received power is fairly constant.
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7.5 Conventional BLE Messages as a Carrier

The Bluetooth 4.0 Low Energy spec has channels with a bandwidth of 2 MHz and
a requirement for the subcarrier spacing of only +/- 185 kHz, leaving a significant
range of frequencies that are assigned to either a “1” or “0” data bit. This opens the
possibility for using a conventional BLE signal as the carrier while still having the
backscatter message fall within the BLE spec. Unlike typical backscatter systems
that use an unmodulated carrier, this is an example of modifying a communication
signal containing data and inserting a new message with modulated backscatter.
With this scheme a pair of BLE enabled devices, such as two smart phones, can act
as both the carrier source and the receiver. For a single device to operate as both the
carrier and receiver the BLE chipset would need to be able to operate in full duplex
mode, simultaneously transmitting in one channel and receiving in another.

Using a BLE message as the carrier signal would allow for simultaneous transmis-
sion of a data carrying conventional BLE message and a BLE-Backscatter message.
This could enable easy coordination of the carrier signal and receiving device since
they would be communicating on a conventional wireless communication protocol.
It may also be possible to leverage a device that is actively communicating to simul-
taneously serve as a carrier source. In this chapter we will exclusively use advertising
packets as the conventional BLE transmission source but this technique would also
work for transmission using BLE data channels since they use the same modulation

scheme.
7.5.1 Packet Timing Considerations

One challenge when using a communication signal as the carrier, instead of a CW sig-
nal, is the brief transmission time of the communication signal. For the conventional

BLE message to act as the carrier, the transmission must last for the full length of
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the backscatter message. There must be full overlap of the conventional message and
backscatter message for the backscatter device to constantly have a carrier source to

selectively reflect.

"Conventional-BLE"

LSB MSB
- Preamble Access Address PDU CRC
Conventional BLE (8 bits) (32 bits) (232 bits) (24 bits)
"BLE-MBS!"
LSB MSB
MBS BLE Preamble Access Address PDU CRC
(8 bits) (32 bits) (168 bits) (24 bits)

FiGure 7.12: BLE packet format for conventional BLE message and BLE Backscat-
ter message

In this work, we use advertising packets for both the conventional BLE transmis-
sion and backscattered BLE transmission. For a BLE packet there is a requirement
for an 8 bit preamble, a 32 bit access address, a 24 bit CRC and a variable length
payload data unit (PDU). To create a carrier BLE message that is longer than the
backscatter window, we take advantage of the BLE advertising packet’s variable
length PDU. By using a PDU of 168 bits in the backscatter message and 232 bits in
the conventional message, we are able to create a carrier signal that will last for the
full duration of our backscatter message. As shown in Fig. 7.12 the BLE messages
have been created to have device names “Conventional-BLE” and “BLE-MBS!” so
they can be easily identified after being received. It is not important at what time
during the conventional transmission backscattering begins, since there is no data
coordination. The conventional transmission can contain any message. The use of
the “Conventional-BLE” message as a device name is only to show that both the

conventional message and backscattered message can be received successfully.

99



7.5.2  Frequency Plan

In addition to timing considerations, the other important factor is how a GFSK
receiver interprets the backscattered signal. If a conventional BLE message is mod-
ulated such that the subcarrier frequency deviations are kept close to the mini-
mum required in the BLE spec of +/- 185 kHz, a message from one channel can be
backscattered to a new channel containing entirely new data. The original frequency
deviation is still present in the backscattered signal, but it becomes a deviation con-
tained entirely in the “0” or “1” frequency range as determined by the backscatter
modulation.

The cartoon frequency plan shown in Fig. 7.13 uses a conventional BLE message
created for channel 37 and illustrates in the frequency domain how that message can
be backscattered to channel 38. This method will work with any BLE channels, so
the use of channels 37 and 38 are referenced here as an example for demonstrating this
idea. The message on channel 37 will contain device name “Conventional-BLE” and
the backscattered message on channel 38 will contain device name “BLE-MSG!”. The
conventional signal is transmitting in channel 37 and it is switching between 2 FSK
frequencies, at a 1 Mbps data rate. To meet the minimum frequency deviation spec
of + 185 kHz the binary frequencies would be 2401.815 MHz and 2402.185 MHz.
Using this signal as a carrier is similar in concept to using a CW carrier that drifts
quickly in time or has high phase noise. The exact carrier frequency is unknown but
the range is specified, and that range is narrow enough to still be useful given the
tolerance of the receiver to carrier offset.

The BLE transmission designed for channel 37 is then backscatter modulated
with subcarrier frequencies of 24 MHz + 500 kHz. The 500 kHz frequency deviation
is able to shift either of the channel 37 frequencies to the “0” or “1” frequency range

for channel 38. Since the carrier and backscattered message are both BLE packets,
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FIGURE 7.13: (a) Conventional BLE message (b) Scattered BLE message carrier to
create a zero (c¢) Scattered BLE message carrier to create a one

the data rate of 1 Mbps is the same for both. That means there will be at most
one carrier frequency deviation per bit in the backscattered signal. For example,
over 1 us, which is the duration of 1 bit of the backscatter message, if the carrier
message transitions from a “0” to a “1” and the backscatter data bit is a “1” the
receiver will see first 2426.185 MHz and then 2426.685 MHz. Both 2426.185 MHz and
2426.685 MHz are received as a “1” data bit. Additionally, the conventional BLE
signal has a continuous phase when transitioning between the two binary frequencies.

To verify the frequency plan, we use a cabled test setup with an nRF24L01+4

acting as the conventional BLE source and a BF1108R switch controlled by an Agilent
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FIGURE 7.14: Cabled spectrum measurement showing a BLE message in advertising
channel 37 and a Backscatter BLE message in advertising channel 38

33500B Waveform Generator as a backscatter device. The nRF24L01+ is set to
transmit BLE advertising packets on channel 37 with a center frequency of 2402 MHz.
Each packet is formatted to have a device name of “Conventional-BLE” and each
message has a total length of 296 bits. The backscattered message is created with
a subcarrier frequency of 24 MHz to operate in BLE channel 38, with a center
frequency of 2426 MHz. Each BLE-Backscattered packet is 232 bits long with device
name “BLE-MBS!”.

Fig. 7.14 shows that, as expected, there are signals in both channel 37 and 38. As
expected the backscattered signal in channel 38 has a wider frequency spread than
the conventional BLE message in channel 37. After validating the frequency plan,

the next step involves testing the BLE-Backscatter system in an over the air test.
7.5.83 OTA Testing

The test setup for our over the air (OTA) testing involved a carrier source separated
from the BLE-Backscatter tag by a distance, D1, and the BLE-Backscatter tag

separated from a BLE receiver by a distance, D2, as shown in Fig. 7.15. The carrier
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source used in this test was a Nordic Semiconductor nRF24L014 wireless transceiver,
Fig. 8.10(b). The nRF24L01+ wireless transceiver module was controlled using an
Arduino Nano. As was the case in Section 7.4 the backscatter device consists of a
BF1108R switch controlled by an Agilent 33500B Waveform Generator. The receiver
is also the same as the one used in Section 7.4 but now a dipole antenna has been

used instead of a cabled connection.
D, D,

\4

BLE Receiver
[BLE Backscatter Tag]

F1GURE 7.15: OTA test setup diagram

BLE Rx: RF51822

Modulation Switch

BLE Tx: nRF24L01

FIGURE 7.16: Photo of OTA test setup

By using the nRF sniffer together with Wireshark we can view the received pack-
ets on channel 38 produced by our BLE-Backscatter tag. For each successfully re-
ceived packet the RSSI is also reported. For each receiver measurement location, D2
from 10 cm to 115 ¢cm in 5 cm steps, recordings were measured for a 1 minute inter-
val. Even at the same measurement location the reported RSSI varied by as much as
10 dB. Fig. 7.17 shows the maximum, average, and minimum RSSI for successfully
received packets in the 1 minute recording interval. At 90 cm the maximum, average,
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FIGURE 7.17: Reported RSSI (arbitrary dB units) with the distance between the
BLE transmitter and BLE Backscatter tag separated by 10 cm

and minimum RSSI have identical values because each successfully received packet

is at the lower limit of what can be received by the nRF24L01+ receiver.
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FiGURE 7.18: Cropped screen shot of Apple iPad Mini running a BLE scanner app
showing a successfully received and decoded conventional BLE message and BLE-
Backscatter message

With an unmodified Apple iPad mini running a BLE scanner app, we were able
to see both the carrier signal, “Conventional-BLE”, and backscattered signal, “BLE-
MBS!”. In our lab area there are many other BLE advertising packets that were also
picked up by the iPad mini. We have cropped out many of the other devices to more
clearly show the packets of interests for this experiment. As expected the reported
RSSI for the conventional transmission was significantly higher, approximately 28 dB
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higher, than the backscattered transmission. The iPad mini is able to successfully
decode the weaker backscatter signal because of the 24 MHz of frequency separation
between BLE advertising channels 37 and 38. The interference performance of the

BLE receiver is covered in detail in Chapter 8.
7.6 Chapter Conclusion

Recent work on backscatter communication has continued to push the low power
communication technique as a potential solution for connecting the internet of things.
This chapter explores the requirements of the carrier source for creating BLE-Backscatter
messages. We demonstrate that conventional BLE messages can be used as a carrier
source for BLE-Backscatter messages. The only required information about the con-
ventional BLE message is the operating channel frequency. Advance knowledge of the
contents of the conventional BLE packet are not required to receive the backscattered

message with an unmodified BLE receiver.
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Chapter 8

Communication Distance Achievable for
BLE-Backscatter

Limiting factors for operating BLE-Backscatter devices are explored for monstatic
and bistatic setups. A characterization of a commercially available BLE receiver is
conducted to understand the performance limits of a BLE-Backscatter system. The
characterization focuses on the receiver sensitivity and interference rejection perfor-
mance of the receiver, both of which influence the achievable communication distance.
Interference mitigation techniques are explored and implemented for monostatic and
bistatic systems. In the monostatic setup a range of 3 m is achieved by implementing
a carrier suppression circuit. A range of greater than 30 m is demonstrated for the
bistatic setup where the receiver and BLE Backscatter devices are in a physically

paired configuration.
8.1 BLE Receiver Sensitivity

The receiver sensitivity listed by Bluetooth transceiver chip manufacturers is the

receiver sensitivity without any interference sources in the environment. The receiver
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sensitivity depends on signal to noise ratio (SNR) at the receiver resulting from
thermal noise and noise added by the receiver itself. The thermal noise power can
be calculated easily if the receive bandwidth is known. The equation for the received

noise power is:

P, = kTB (8.1)

where k is the Boltzmann constant (1.38064852 x 10723J/K), T is the temperature
in Kelvin, and B is the system bandwidth in hertz. Assuming the receiver is at room
temperature, 293 K, with a typical BLE receiver bandwidth of 2 MHz the thermal
noise power is P, = —110.9 dBm, from Eq. 8.1. This is the input noise level to the
receiver, but various components in the receiver decrease the signal to noise ratio as
the signal propagates through the receiver.

In a typical BLE receiver, the first component in the receiver chain is a low noise
amplifier (LNA), followed by a mixer and an IF stage. The noise figure, F, of the

receiver is defined as:

SN,

F
So/No

(8.2)

where S;/N; is the input signal to noise ratio and S,/N, is the output signal to noise
ratio. Typical low cost CMOS receivers in the 2.4 GHz band have a noise figure
on the order of 5 dB. Further, to receive a BFSK signal with a low probability of a
bit error (BER < 0.1%), an SNR of at least 7 dB is required. This puts our final
receiver input power requirement at P, >= P, + F + BFSKgyg or -98.9 dBm. The
manufacturer’s specified receiver sensitivities of a number of BLE receivers are listed
in Table 8.1 below. With receiver sensitivities ranging from -92 dBm to -95 dBm
these receivers are close to the minimum we expect from our quick thermal noise

evaluation.
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Table 8.1: BLE receiver sensitivity requirements and typical performance of com-
mercially available Bluetooth ICs

Manufacturer Device Name Receiver Sensitivity (dBm)
Nordic Semiconductor nRF51822 [108] -93
Texas Instruments CC2540F128 [107] -93
Dialog Semiconductor DA14580 [109] -93
Silicon Lab Bluegiga BLE112 [110] -92
NXP QN902 [111] 95

To test the receiver sensitivity of a conventional transceiver in Bluetooth low en-
ergy mode, cabled experiments are performed with a Nordic Semiconductor nRF24L01+
transceiver IC acting as a repeatable source of BLE transmissions. The transmitter
is configured to transmit a known BLE advertising packet with device name “Alice”
in advertising channel 38. The cabled measurement setup is shown in Fig. 8.1. The
nRF24L01+ prototype board has a PCB trace antenna and therefore can’t be di-
rectly connected to our cabled test setup. To acquire a known power level from the
transmitter we place the transmitter unit inside a metal shielding container along
with a 2.4 GHz dipole antenna. With a fixed antenna spacing inside the container
we measure the received power at the output of the 2.4 GHz dipole and feed the
received signal from the dipole to the BLE receiver being tested, through a known
attenuator and power splitter, keeping track of the input power to the receiver. By
varying the attenuator we are able to control the input power to the receiver. The
cabled test setup described in Fig. 8.1 shows a signal generator also connected to
the power splitter feeding the receiver. For the receiver sensitivity measurements the
signal generator has no output. The signal generator is used for later experiments to
characterize the receiver performance in the presence of an interference source. The
BLE receiver used in this experiment is a Nordic Semiconductor nRF51822 Blue-
tooth transceiver, Fig. 7.6. Each received packet is analyzed to determine if there

are any errors in the decoded packet and to set a packet error rate (PER) for various
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FiGURE 8.1: Cabled test setup for characterizing BLE receiver

Fig. 8.2 shows a plot of the PER as a function of input power to the nRF51822
Bluetooth transceiver. The receiver sensitivity is defined as the input power for
which the bit error rate (BER) < 0.1%. For our 232 bit packets, assuming inde-
pendent errors, this corresponds to a PER of 20.7% (1 — .999%%?). The minimum
receiver sensitivity for devices meeting the Bluetooth specification is -70 dBm and
the typical receiver sensitivity for the Nordic Semiconductor nRF51822 is specified
by the manufacturer as -93 dBm. The measured receiver sensitivity of the nRF51822
evaluation board is -83 dBm. The reduced sensitivity compared to the typical value
from the manufacturer’s specification comes from two main sources; mismatch losses
introduced by replacing the PCB antenna of the evaluation board with a coaxial
connector and the losses in the discrete matching network on the evaluation board.
As shown in Fig. 8.2, the measured receiver sensitivity, the minimum input power
for which the PER < 20.7% is significantly below the -70 dBm minimum set by the
Bluetooth SIG. The measured PER using the nRF51822 receiver is nearly zero when
the input power is greater than -76 dBm. The PER increases as the input power
decreases from -76 dBm to -96 dBm leveling off at a 100% PER with input powers
at or below -96 dBm.
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FIGURE 8.2: Measured PER vs. received BLE power for a Nordic Semiconductor
nRF58122 evaluation board

8.2 Self-jamming due to the carrier

In conventional, active radios Bluetooth receivers are limited by the receiver sensi-
tivity and interference performance. Nearby transmitters may be transmitting at
the same or nearby frequency to the receiver’s operating frequency. Conventional
Bluetooth devices have several ways to deal with interfering signals. There are cer-
tain performance requirements BLE receivers must meet even in the presence of high
power interference sources at nearby frequencies. Conventional Bluetooth devices
also use frequency hopping schemes to prevent one device from constantly jamming
another by operating in the same or adjacent Bluetooth channels. Additionally, con-
ventional Bluetooth transmissions can repeat messages in order to avoid overlapping
transmissions in time. In a backscatter scenario, there is a constant source of inter-
ference, or self-jamming, coming from the external carrier signal source. The carrier
signal can be co-located with the receiver, in a monostatic setup, or exist in a sepa-
rate device, in a bistatic setup. In both scenarios the receiver has to contend with the
high power carrier source desensitizing the receiver to the desired BLE-Backscatter
transmission. Understanding the performance of a commercial Bluetooth receiver
with a single tone interference source will help in characterizing the performance of

a BLE-Backscatter system as well as defining the crucial parameters required for
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successful deployment of future BLE-Backscatter devices.
8.2.1 Blocker Specifications

The Bluetooth SIG defines a minimum interference rejection performance for cer-
tified Bluetooth receivers. Table 8.2 summarizes the specifications outlined in [45]
and the manufacturer’s specified performance for three commercially available BLE
transceivers, including the nRF51822 transceiver used in our measurements. These
interference performance values are defined for Bluetooth interference sources where
the interference signal is modulated according to the BLE specifications. For exam-
ple, according to the Bluetooth requirements, if an interference source is offset by
4 MHz from the desired signal’s channel frequency, the receiver should be able to
decode the desired signal with a signal to interference ratio (SIR) of -27 dB. The
performance listed for the nRF51822 transceiver only has to meet this minimum to
be certified but for a 4 MHz offset the manufacture’s specified SIR is -51 dB.

Table 8.2: Interference performance requirements for BLE receivers and typical per-
formance of commercially available Bluetooth ICs

BLE Spec | nRF51822 | QN902 | DA14580
Co-Channel , C/L.o—channel 21 dB 10 dB 7 dB 6 dB
Adjacent (1 MHz), C/Iinp. 15 dB 1dB -3 dB -1dB
Adjacent (2 MHz), C/Tonra- -17 dB -25 dB -30dB | -40 dB
Adjacent (> 3 MHz), C/ls3mpm. | -27dB 51 dB -35dB | -40 dB

Experimental measurements of the receiver’s interference rejection performance
were conducted with the cabled test set up in Fig. 8.1. As with the receiver sensitivity
measurements, the source of our desired BLE packets is from a Nordic Seminconduc-
tor nRF24L.O01+ transceiver. The interference source is a CW signal coming from
an Agilent N9310A signal generator. The BLE and CW signals are combined using a

Mini-Circuits ZN2PD2-63-S+ power splitter. The combined signals are then cabled
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directly to the nRF51822 receiver. Both the Bluetooth transmitter and receiver are
placed in shielding boxes to minimize the influence of wireless transmissions from
nearby Wi-Fi and Bluetooth devices in the lab. The input power from the BLE

transmitter to the receiver is adjusted by changing the attenuator shown in Fig. 8.1.
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FIGURE 8.3: Sample measurement showing PER as a function of SIR with a BLE
signal at 2426 MHz and a CW interferer at 2412 MHz

All measurements in this section were performed with a BLE input power of
approximately -74 dBm. All BLE transmissions have device name “Alice” and are
broadcast on advertising channel 38. Interference measurements are then performed
with the signal generator set to a variety of frequencies and input powers to deter-
mine the SIR with an acceptable packet error rate (PER < 20.7%) at a number of
interference offset frequencies. A sample result is shown in Fig. 8.3. The interference
source is set at a 14 MHz offset frequency from the desired BLE transmission and the
PER is measured with a number of interference input powers ranging from -33 dBm
to -11 dBm. When the SIR is at or above -42 dB the received packet error rate
is ~ 0% for 10,000 total receiver packets. The PER increases between SIR values
of -43 dB to -62 dB until the PER reaches 100%. With an interference source at
2412 MHz the Nordic Semiconductor nRF51822 transceiver is able to receive BLE
packets with a BER < 0.1% at 2426 MHz when the power of the CW interference

source is 49 dB higher than the desired BLE signal.
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FIGURE 8.4: Measured interference performance with a CW interferer using an
nRF51822 evaluation board as a BLE receiver

The results of the interference measurements are summarized in Fig. 8.4. The
BLE minimum requirements are plotted in blue and the typical values provided
by the manufacturer from the nRF51822 transceiver are plotted in green. The red
data points indicate the measured minimum SIR for a BER < 0.1%. The measured
interference performance shows that, as expected, a greater frequency difference be-
tween the carrier source and desired BLE frequency results in better rejection of the
carrier by the receiver. From these measurements there appears to be diminishing
returns beyond a 9 MHz carrier offset frequency. For a BLE-Backscatter system the
subcarrier frequencies generated by the tag determine the offset frequency from the
self-jamming carrier source and BLE-Backscatter signal. Increasing the subcarrier
frequency will reduce the effect of the self-jamming carrier source at the cost of a
greater energy expenditure at the BLE-Backscatter tag as described in section 6.6.3,
Energy Savings of BLE-Backscatter vs Conventional BLE. It is also important to
note that the minimum requirement given by the Bluetooth specification does not
call for improved interference rejection beyond a 3 MHz offset from the receiver’s cen-

ter frequency. Individual manufacturers may exceed the performance specifications

113



outlined by the Bluetooth specification but there is no guarantee that a particular de-
vice will have an interference rejection performance beyond the Bluetooth minimum

plotted in Fig. 8.4
8.3 Received Backscatter Power

To understand the influence of the receiver sensitivity and interference rejection per-
formance on a BLE-Backscatter system we have to understand the expected received
signal power of both the BLE-Backscatter signal and carrier signal. From this anal-
ysis we will see how the performance of the system depends on the deployment

scenario.

Bistatic Configuration

D;
BLE Receiver Ds
Carrier Source Ex: Smart Phone, D D.
D, D, PC, etc. ! :

BLE Receiver
Carrier Source Ex: Smart Phone
BLE Backscatter Tag BLE Backscatter Tag ' PC, etc. '

(a) (b)

FIGURE 8.5: (a) General bistatic backscatter block diagram (b) Straight line bistatic
backscatter block diagram

A link budget based on the approach of [100] was calculated to estimate the
operating range of a BLE-Backscatter tag. In a scenario with a physically separated
carrier source and BLE receiver the BLE-Backscatter system is similar to a bistatic
radar setup. The received power at the BLE receiver is calculated as the product of
two parts. Referring to the geometry of Fig. 8.5a., the backscattered power available

from the tag is

(8.3)



where D; is the distance from the carrier source to the tag, P, and G; are the carrier
source output power and gain of the transmitting antenna respectively, and Ao is

the differential radar cross section (RCS) [101, 102, 83] given by

)\2
Ao = Gy - T3 (8.4)

where Gy is the antenna gain of the node (tag) and I'* is the conjugate match

reflection coefficient

A
=== 8.5
Lo+ 41 ( )

for a resonant antenna impedance Z, and the complex load impedance Z;. The
power received at the BLE receiver (e.g. a smartphone) is

PtagGr)\2

PrpLe = (4m)2 D2 (8.6)

where (5, is the gain of the receiver’s antenna and D, is the distance from the tag to
the BLE receiver.

Combining Equations 8.6 and 8.4 gives the backscattered power at the BLE
receiver, assuming that antenna gains and transponder RCS are in the preferred

orientation

P,GiAcG, N2

PrprLe = (4m)P D23 (8.7)

In addition to the backscattered signal at the receiver, there is a self-jamming
signal coming from the carrier source. The backscattered signal is offset in frequency
from the carrier signal but to understand the influence on the receiver we need to
determine the SIR where the desired signal is the BLE-Bluetooth signal and the
interference is coming from the carrier. Using the geometry of Fig. 8.5(a). the
carrier signal power at the receiver is
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where D3 is the distance from the carrier source to the BLE receiver. The SIR is

then
P
SIR = —TLBLE (8.9)
PR,Carrier
or
PthAO'GT)\Z(47T)2D§
SIR = 8.10
PthGT)\Q(ZLW)SD%D% ( )
which reduces to
Ao D?
SIR = ——3_ 8.11
(i) DI} (811

Interestingly, Eq. 8.11 suggests that the SIR is independent of the transmit power
and is determined largely from the geometry of the backscatter setup.

To see the impact of the blocker performance on the range in our bistatic setup
we compare the theoretical received power from the backscatter device with the
theoretical received power from the carrier source as described in Eqgs. 8.8 and 8.7.
We use measured data from the BLE-Backscatter tag described in Chapter 6 to
model the backscatter power.

The carrier source and tag antennas are dipole whip antennas with 2.1 dBi gain.
We have assumed that the gain of the BLE antenna in the Apple iPad mini or smart
phone, acting as a BLE receiver, is approximately 0 dBi. Values for Z;; and Zp,
were measured over the 2400 MHz to 2483 MHz band with modulating RF switch
control voltages of 0.4 and 0.5 V, representing either side of the measured logic
threshold of the ADG918 switch. Measurements shown in Fig. 8.6 were performed

with an Agilent N5222A PNA network analyzer at the SMA port of a stand-alone
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FIGURE 8.6: Measured S7; of ADG918 over 2400-2480 MHz, V., = 0.4 V and 0.5
V.

test board. The values of Z;; and Z;5 at 2414 MHz were used in our link budget

calculation since that is the mid point between BLE advertising channels 37 and 38.

Table 8.3: Parameters for bistatic link budget calculation

A 0.124 meters
P, | +33.9 dBm, +23.9 dBm, +13.9 dBm
Gy 2.1 dBi
Gn 2.1 dBi
G, 0 dBi (estimated)
Zq 50 4+ 00
Z 76 -3 74 Q
Zro 78 + 393 Q

Using the straight line bistatic setup shown in Fig. 8.5b. we have calculated the
expected received power of the BLE-Backscatter signal and carrier signal. In Fig. 8.7
the theoretical received powers for the carrier signal are plotted as solid lines and
BLE-Backscatter powers as dashed lines. The three sets of colored lines are for carrier
transmit powers of +36 dBm, +26 dBm, and +16 dBm EIRP. Additionally, Fig. 8.7
shows a solid black line at 0 dBm and a dashed black line at -93 dBm indicating the
manufacturer’s specified maximum received signal strength and receiver sensitivity

respectively, for the Nordic Semiconductor nRF58122 transceiver. A total carrier
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source to BLE receiver distance, D; + Dy, of 13 m is used because that is the
distance for which backscattered powers were collected in Fig. 6.15 of Chapter 6.
The expected carrier source power at the BLE receiver does not depend on the BLE-
Backscatter tag location and as a result, the expected carrier source power depends
on the transmit power but not on distance D;. The expected BLE-Backscatter power
depends on both the transmit power of the carrier source, Pr,, and the distance D;.
For a given transmit power the received BLE-Backscatter power forms a bathtub
curve where the power is maximized when the BLE-Backscatter tag is close to either

the carrier source (D; = 0 m) or receiver (Dy = 13 m).
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FIGURE 8.7: Receiver power levels for straight line bistatic setup, D; + Dy = 13 m

As we can see from Fig. 8.8 the SIR also forms a bathtub curve, where the
desired signal is the BLE-Backscatter signal and the interference is from the self-
jamming carrier source. The SIR is maximized when the BLE-Backscatter tag is
close to either the carrier source or receiver and the SIR is at a minimum when the
BLE-Backscatter tag is directly between the carrier source and receiver. Since both
the BLE-Backscatter signal power and carrier source signal power depend on the
transmit power of the carrier source the SIR is the same for all transmit powers and
depends only on the distance D;. Fig. 8.8 also shows two dotted lines representing

the SIR required for a PER < 20.7% with a self-jamming carrier signal 9 MHz away
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from the BLE-Backscatter frequency.
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FiGUurE 8.8: SIR for straight line bistatic setup, D; + Dy = 13 m

These theoretical SIR curves help explain why we were able to successfully receive
BLE-Backscatter packets in the OTA tests summarized in Fig. 6.15 of Chapter 6.
If the BLE receiver in the Apple iPad mini used in those experiments has a similar
performance to the Nordic Semiconductor nRF51822 transceiver, then with a 13 m
separation between the carrier source and receiver we were operating just inside
the SIR margin for successful reception of BLE-Backscatter packets at tag locations
directly between the carrier source and receiver. By allowing ourselves to slightly
reposition the Apple iPad mini we avoided multipath nulls and locations that would
have similarly minimized the received SIR.

To see how the SIR changes as a function of carrier to receiver separation distance,
Dy + Dy, Fig. 8.9 shows a 2D illustration of SIR varying with changes in Dy + D,
and D,, the tag to receiver distance. As in Fig. 8.8 the SIR is minimized when
Dy = %. Fig. 8.9b is a cut from Fig. 8.9(a) showing only the minimum value
of SIR as a function of D; + D,. This shows the SIR performance required of
a receiver for a successfully deployed bistatic setup given a particular carrier to
receiver separation. To ensure meeting only the BLE minimum SIR specification the

carrier source must be quite close to the BLE receiver. As the gray dotted line in
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F1cure 8.9: (a) SIR for straight-line bistatic setup (b) Minimum SIR for straight-
line bistatic setup

Fig. 8.9(b) shows the modeled SIR with a source transmit power of +16 dBm EIRP is
above the measured SIR requirement for the Nordic Semiconductor nRF51822 with
a 9 MHz offset frequency for all distance Dy + Dy from 0 m to 13 m. In practical
applications some margin should be added to account for the effects of misalignment

and multipath fading.

8.4 Mitigating Interference

8.4.1 Paired Bistatic Setup

There are two potential pairings that lead to an increased SIR at the receiver.
The backscatter device and receiver can be paired, or the carrier signal source and
backscatter device can be paired. An example application where the backscatter
device and receiver are paired is a wearable device scenario. An example applica-
tion where the carrier source and backscatter device are paired is a wireless sensor
scenario.

One example application scenario for the proposed BLE-Backscatter approach

is to provide a data uplink from a wearable sensor, such as a fitness tracker or a
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FIGURE 8.10: (a) Building floor plan used for OTA testing with measurement loca-
tions (b) Photo of OTA test setup

smart watch, to a user’s smart phone or tablet. We conducted the OTA experiments
to explore this scenario in a large open atrium (14 m x 40 m) in our building. To
simulate this wearable sensor scenario, we fixed the distance D, at 1 m to represent
the distance between a wearable sensor and a smart phone or tablet carried by the
user. A CW source at a frequency of 2414 MHz was set up at one end of the atrium
using an Agilent N5181A RF signal generator and a MiniCircuits ZHL-16W-43-S+
RF amplifier at three different power levels to yield an EIRP of +36, +26, and
+16 dBm EIRP using a dipole whip antenna.

Fitness trackers or smart watches are normally powered by an internal battery to
ensure continuous operation when the wearable sensor is away from other sources of
energy, so this application does not require RF energy harvesting, although we con-
sidered this possibility by measuring the available RF power at the BLE-Backscatter
device to determine how much RF power was available at each location. A second
dipole whip antenna was connected to an Agilent N9320B spectrum analyzer to mea-

sure the available RF power from the CW source as the distance D1 was varied from
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1 m to 30 m. The resulting measurements are shown in Fig. 8.11. With an RF
energy harvesting sensitivity of -25 dBm, as described in [22], the distance D1 at
which useful power could be harvested ranges from 8 meters for a +36 dBm EIRP

source to 5 meters for a +26 dBm EIRP source.

o
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-10r B =©-Ptx = +26 dBm EIRP|
s -0 Ptx = +16 dBm EIRP

Received Power (dBm)

FIGURE 8.11: Measured available RF power from carrier source vs. tag distance D1

The spectrum analyzer was then disconnected and the BLE-Backscatter tag was
attached to the dipole whip antenna. An unmodified Apple iPad Mini was fixed
at a distance of 1 m from the BLE-Backscatter tag to simulate the wearable sensor
application described above. The combination of the BLE-Backscatter tag and the
iPad Mini were then moved radially away from the CW source to change the distance
D, as above. At each measurement distance D; the Apple iPad Mini was rotated
within a 10 ¢m radius to optimize the RSSI value, since the radiation pattern and
polarization of the iPad Mini antenna are not specified by Apple.

The maximum observed RSSI value at each distance D; is plotted in Fig. 8.12.
The sensitivity of the iPad Mini, as determined by the minimum RSSI at which valid
packets were reported, is plotted as a black dotted line at -105 (arbitrary units). For
all three of our transmitter power levels (436, +26, and +16 dBm EIRP) we were
able to successfully receive BLE packets at all of the measurement positions for D,

=1m to D; = 30 m.

122



=B~ Ptx = +36 dBm EIRP

—60- FE : -6~ Ptx = +26 dBm EIRP |
N -0~ Ptx = +16 dBm EIRP

- = =iPad Min RSSI I

—70-
B -so- i
2
—90f i
-100} 1
-110 i i i i i i
0 5 10 15 20 25 30
D1 (m)

FIGURE 8.12: Measured maximum reported RSSI (arbitrary dB units) with a fixed
1 m separation between iPad Mini and BLE Backscatter tag

8.4.2 Monostatic carrier cancellation

One challenge in most backscatter communication systems is that the receiver must
demodulate the desired, relatively weak, backscattered signal in the simultaneous
presence of the carrier, which is usually much stronger and thus prone to desensitize
the receiver. In a backscatter system, the interfering carrier is often called a self-
Jammer.

The use of unmodified, standard wireless receivers (e.g., a Bluetooth chipset) in
backscatter systems was first demonstrated in [3]. The same approach has since
been shown to also work with Wi-Fi and Zighee communication standards [103]. To
date, these implementations have used two-antenna bistatic configurations where the
carrier source is physically separated from the receiver. The bistatic configuration
has the advantage of reducing self-jamming at the receiver caused by the carrier
source. In this section, we consider a single-antenna, monostatic approach where the
carrier source and the receiver share a single antenna as shown in Fig. 8.13.

The system permits the co-location and simultaneous operation of a commer-
cial Bluetooth chipset with a carrier source, enabling the use of specially designed

BLE-Backscatter tags to send data to the commercial Bluetooth chipset with no
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F1GURE 8.13: Backscatter reader using a commercial off-the-shelf BLE receiver

software modifications. This demonstration shows the potential for reusing the wire-
less chipsets in future full-duplex devices as readers for backscatter tags and other
backscatter-based devices. We leverage the properties of a directional coupler with
a mismatched port to provide significant (= 50 dB) cancellation of the self-jamming
carrier at the receiver port. This approach is similar to that used in some UHF RFID
readers [112, 113]. We believe that this architecture also has other benefits in future
full-duplex wireless communication systems, because self-jammer cancellation will
likely be needed in future smart phones, mobile devices, and access points imple-
menting full-duplex operation [114, 115, 116]. As full-duplex devices become com-
mercially viable, they will likely already have a majority of the hardware required
to function as backscatter readers with the specially designed backscatter tags de-
scribed in [3, 103]. Thus we see the development of full-duplex wireless hardware
as a potential boon for interoperation with backscatter tags and other backscatter

devices.
Monostatic Link Budget

A monostatic link budget was constructed to estimate the strength of the backscat-
tered signal from the BLE-Backscatter tag in a free-space propagation environment.
A detailed description of the BLE-Backscatter tag used in this section can be found

in Chapter 6. The backscattered power available from the tag is
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(8.12)

where R is the distance from the carrier source (and co-located receiver) to the tag,
P, and G, are the carrier power and gain of the transmitting antenna respectively,

and Ao is the differential radar cross section (RCS) of the tag [102, 83] given by

)\2

M

A G2 |1 —T3)? (8.13)

where G, is the gain of the tag antenna and ['* is the conjugate match reflection

coeflicient

A A
e 8.14
Zo+ Zp, ( )
for a resonant antenna impedance Z, and the complex load impedance Z.
The power received at the reader is
P,G?Ac)\?
i 20 (8.15)

PrypLE = (47T)—3R4

Parameters for the link budget calculations are shown in Table 8.4. The reader
and tag antennas are standard whip dipoles with 2.1 dBi gain. Values for Z;, and Z,
were measured with an Agilent N5222A PNA network analyzer over the 2400 MHz
to 2483 MHz band at the SMA port of the BLE-Backscatter tag. The values of Zp;
and Zpo at 2414 MHz were used in our link budget table since that is the carrier

frequency used for this demonstration.

Monostatic Carrier Cancellation

The carrier cancellation architecture shown in Fig. 8.14 uses the properties of a
directional coupler to suppress the self-jamming carrier at the receiver’s input port.
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Table 8.4: Parameters for monostatic link budget calculation

A 0.124 meters
P, +33.9 dBm
Gy, G, 2.1 dBi
Zq 50 4+ 02
AR 76 -3 74 Q
A 78 +393Q
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Fi1GURE 8.14: Full-duplex backscatter system block diagram showing carrier cancel-
lation network

The scattering matrix (S) defining the four port network of the directional coupler

is

0 S Sizs Su
Siz2 0 Sy Su
Sig Saz3 0 S3
Sia Soa Sz 0

S = (8.16)

For the purpose of analysis, we assume the coupler is terminated in perfect 50 2
impedances at ports 1 and 3 by the carrier source and receiver respectively. Port 2
is connected to an antenna with a non-ideal return loss. Port 4 is connected to a
reflective termination (short) via a variable phase shifter and attenuator with o dB

of attenuation. The voltage seen at port 3, the receiver, is then a combination of the
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signals from ports 1 and 2:

Vg =V1.831 + V1.521'94 552 + VaSs0+
(8.17)
[ViSi + VaS12]S54(10%2°)2 £ (2¢) + 180°)

where V] is the voltage from the carrier source, V5 is the received voltage at the
antenna, and ', is the reflection coefficient at port 2 of the coupler going in the
antenna. The term V.55 in Eq. 8.17 occurs because the isolation between the carrier
source at port 1 and the receiver at port 3 of the coupler is not perfect. Additionally,
there is some impedance mismatch between the output of the coupler at port 2 and
the antenna. The reflected power from the antenna (forming the self-jammer), along

with the desired backscatter signal, is coupled into the receiver at port 3.
Monostatic carrier cancellation results

In our experiments, we used a Mini-Circuits ZABDC20-252H-S+ directional cou-
pler, an Aeroflex 980-2K phase shifter (340 degrees phase shift range), and a JFW
Industries Inc. 50R-019 step attenuator (0-10 dB attenuation, 1 dB step size). As
shown in Fig. 8.15, the dipole antenna used in our over-the-air testing is relatively

well matched, having a return loss of 20 dB at the selected carrier frequency of

2414 MHz.

Return Loss (dB)

15/ , ]
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2400 2414 2440 2460 2480
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FIGURE 8.15: Measured return loss of the dipole antenna

By terminating the antenna port (port 2) of the directional coupler with a 50 €2

load, and using an Agilent N5222A PNA network analyzer, we were able to measure
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the self-jammer power received at port 3 from the carrier source (port 1). This is the
baseline self-jammer power due to the coupler’s directivity. When we attached the
actual antenna at port 2 and manually tuned the attenuation, «, and phase, ¢, at
port 4, we received another measurement for the self-jammer due to reflection from

the antenna.
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FIGURE 8.16: (a) Measured carrier suppression at 2414 MHz (b) Measured insertion
loss of the carrier cancellation network, antenna to receiver input port

By taking the difference of return losses when there is a 50 €2 terminator vs. with
the actual dipole antenna, we can calculate the suppression of the antenna-reflected
self-jammer. As shown in Fig 8.16a., we achieve 50 dB carrier suppression at our
designated carrier frequency of 2414 MHz. We observe a 3 dB suppression bandwidth
of 1 MHz.

This suppression comes at a cost, of course. Since we used a 20 dB directional
coupler, we expect to observe a 20 dB reduction in the backscatter tag signal at the

receiver port. This is confirmed by the measurement shown in Fig. 8.16b.
Monostatic over-the-air test results

To test the performance of our monostatic BLE-Backscatter reader we performed
over the air (OTA) measurements with a Nordic Semiconductor nRF58122 evaluation

board acting as our BLE receiver. The carrier source was an Agilent N5181A signal
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generator, amplified by 45 dB using a Mini-Circuits ZHL-16W-43-S4+ RF amplifier

to achieve an output power of +33.9 dBm.

Tx/Rx Antenna

PC Running
Range (R) Wireshark :

) BLE Backscatter
- Tag

FI1GURE 8.17: Photo of monostatic test setup

The distance R from the backscatter tag to reader was moved in 0.5 m steps from
1 to 4 m and at each location the carrier cancellation circuit was adjusted to minimize
the received carrier power. While this adjustment was performed manually in our
test setup, a commercial version of this architecture would include automatic tuning
of the carrier cancellation circuit. A photo of this test setup is shown in Fig. 8.17.
At each measurement location, 10,000 backscatter packets were transmitted and
the number of successfully received packets was recorded using Wireshark, an open
source packet analyzing tool. The packet success rate as a function of range from
the tag to reader is shown in Fig. 8.18a.

The received signal strength indicator (RSSI) values provided by the Nordic Semi-
conductor chipset were also recorded at each measurement location. These RSSI
values are reported by the chipset in arbitrary log units (dB), rather than being
well-calibrated relative to any reference power. When the BLE-Backscatter tag is
within 3 meters of the co-located carrier source and receiver, over 80% of the trans-
mitted backscatter packets are received with zero bit errors. Beyond 3 meters no
packets were received successfully. The maximum range of the reader appears to be

limited by the receiver sensitivity of the Nordic Semiconductor nRF58122 evaluation
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FIGURE 8.18: (a) Packet success rate as reported by Wireshark (b) RSSI values
reported by Wireshark

board. The minimum RSSI value observed for successfully received packets is —103
(arbitrary units). Asshown in Fig. 8.18b. the observed RSSI values for measurements
at 2.5 and 3 meters are just above the minimum RSSI threshold, with average RSSI
values near -100. Future work will consider implementing an automated adaptive
carrier cancellation circuit that will automatically minimize the self-jammer power
as the antenna return loss changes. A directional coupler with increased coupling

(e.g. 10 dB) will be considered rather than the 20 dB coupler used here.
8.4.3 Frequency Diversity

Transmitting OTA messages using frequency diversity is a technique for dealing
with the negative influence of destructive interference and narrow band interferers.
To overcome the possibility of transmitting at a frequency that is already being used
by another transmitter, or transmitting at a frequency that results in a multipath
null at the receiver many communication schemes will transmit simultaneously or
sequentially at multiple frequencies. One reason why the BLE frequency plan has
three advertising channels is to provide three different opportunities for an advanta-
geous channel and to establish a connection between a central and peripheral device.
The BLE advertising channels are spaced out in the 2.4 GHz ISM band at channels
centered at 2402 MHz, 2426 MHz, and 2480 MHz. These frequencies were chosen
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in part to avoid interference from the 3 non-overlapping Wi-Fi channels 1,6, and 11,
centered at 2412 MHz, 2437 MHz, and 2462 MHz respectively.

As mentioned earlier in Section 7.3, backscatter messages can be designed for
any of the BLE advertising channels with a single frequency carrier source. Creating
messages for all three advertising channels reduces the likelihood that a multi path

null will make successful reception impossible.
8.4.4 Chapter Conclusion

Limiting factors for operating BLE-Backscatter devices are explored for monstatic
and bistatic setups. A characterization of a commercially available BLE receiver is
conducted to understand the performance limits of a BLE-Backscatter system. The
characterization focuses on the receiver sensitivity and interference rejection perfor-
mance of the receiver, both of which influence the achievable communication distance.
Interference mitigation techniques are explored and implemented for monostatic and
bistatic systems. In the monostatic setup a range of 3 m is achieved by implementing
a carrier suppression circuit. A range of greater than 30 m is demonstrated for the
bistatic setup where the receiver and BLE Backscatter devices are in a physically

paired configuration.
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Chapter 9

A Low Power BLE Receiver Using an External LO
Source

9.1 Introduction

This chapter focuses on a wireless receiver topology for sensors and mobile devices
that consumes less power than conventional architectures while retaining compati-
bility with existing wireless standards used by mobile devices. The work described
in Chapters 6-8 concerned a low power uplink using backscatter modulation to com-
municate with existing unmodified BLE receivers. Here we explore an approach to
receive BLE signals that takes advantage of an externally generated local oscillator
(LO). The proposed device leverages the same carrier source and antenna to perform
three distinct operations. The three operations are energy harvesting, backscatter

modulation, and demodulation using an externally generated LO.

A block diagram of a receiver using an external LO can be seen in Fig. 9.1.
Both the desired wireless signal and external carrier source are received by the same
antenna and jointly fed to a specially designed two-port mixer. A low power re-

ceiver that uses an external carrier source can leverage the same carrier used in the
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F1GURE 9.1: Simplified receiver block diagram

backscatter technique that was previously described in Chapters 6-8. Both the up-
link using BLE-Backscatter and downlink using our low power receiver architecture
leverage an external carrier source to reduce the energy expenditure of generating
an on-board (or on-chip) LO. Characterization of the receiver includes an evaluation
of the specially designed two-port mixer for its low LO input power performance. A
measured conversion loss of 27 dB is observed for the two-port with an RF input
power of -20 dBm and an LO input power of -20 dBm. In a cabled, bench top test,
successful reception of BLE messages is achieved with zero bit errors using a Matlab

decoder with an RF input power of -8 dBm and an LO input power of 3 dBm.
9.2 External LO Approach: Two-Port Mixer

For conventional receivers, LO generation is a significant energy expenditure. Creat-
ing a precise high frequency LO typically involves a power hungry PLL circuit. Our
receiver topology, as shown in Fig. 9.1, offloads the LO generation to the external
carrier source described in Fig. 1.1. The receiver takes the LO from the carrier source
and RF from a transmitter, such as a smart phone transmitting BLE signals, and
uses them as the input to a “two-port mixer”. In conventional frequency mixers

there are usually three ports: one each for the LO input, RF input, and IF output
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signals. In the two-port mixer described here, the LO and RF inputs are received
simultaneously on the same antenna and jointly fed into the first port of the mixer.
The IF output port contains energy at the sum and difference frequencies between
the LO and RF frequencies. The LO signal may be a higher frequency than the
desired wireless signal (high-side injection) or a lower frequency than the desired RF
signal (low-side injection). A frequency domain illustration of the two-port mixer
operation is shown in Fig. 9.2. The data-carrying RF signal is translated in fre-
quency from the carrier frequency down to a much lower IF frequency for filtering
and demodulation. In the case where the desired RF signal is a BLE message the
frequency translation is from the 2.4 GHz ISM band down to a desired IF frequency.
The choice of IF frequency could include traditional IF frequencies such as 455 kHz,
10.7 MHz, 45 MHz, or 100 MHz.

Magnitude H Magnitude
1
1
H 2 Port Mixer BPF
1
1
] 1 % ]
. ; > .
] : ~ IF ]
1
| ] | ' | ] |
2 H ' LPF N H
& A I : 2 f
0 Hz Fio Fre Flo : -—}2 0 Hz Fie
(Low-side) ~ Wireless (High-side) : : DC Output
Channetl T Option

FIGURE 9.2: BLE receiver mixing concept

After mixing, a band pass filter is used to reject unwanted mixing products and
leave only a baseband version of the transmitted BLE signal. The baseband signal
is then amplified to bring it to a useful power level for demodulation. Since the BLE
transmission is an FSK signal, two options for demodulation are a discriminator
circuit or I/Q) demodulation of the IF signal. The demodulated outputs are then fed
into a comparator to digitize the BLE waveform. For our proof of concept prototype
decoding packets is performed by a CPU running Matlab following the specifications

for BLE advertising packets.
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We describe an optional DC output where the DC component of the mixer output
is used as a power source for the receiver or other circuitry. Depending on the
operation of the tag the harvested DC output and IF output can either be used
simultaneously or independently. In low duty cycle applications the DC output would
be harvested over a long period of time to accumulate enough energy to operate the

IF' demodulator.
9.3 Mixer Design and Characterization

Diode based mixers have been used for decades for their frequency conversion prop-
erties [117, 118, 119, 120]. An example single diode mixer is shown in Fig. 9.3. The
diode is presented with two inputs, an LO and RF input and the resulting output

frequencies contain the sum and difference frequencies of the LO and RF inputs.

IF BPF

s H F%_y IF Output

VRF VLo

FIGURE 9.3: Single diode mixer

For a simplified explanation of how diode based mixers produce mixing products
we can think of the LO signal changing the resistance or conductance of the diode

that is seen by the RF signal. The time-varying conductance can be written as
g(t) = Go + Gy cos(wro t) (9.1)
and the time-varying RF voltage can be written as
Vrr(t) = Vrr cos(wrr t) (9.2)
The resulting time-varying current is then

i(t) = g(t)Vrr (1) (9.3)
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i(t) = GoVrp cos(wrp t)+%G1VRF [cos( (wrr—wro) t)+cos( (wrrp+wro) t)] (9.4)

The time-varying current from equation 9.4 contains frequency components at both
the sum frequency wrr + wro and difference frequency wrr — wro. For our receiver
we will use the difference frequency and filter out the other mixing products with an
IF band pass filter.

Our designs have focused on diode based two-port mixers. An important element
in the design of the mixer is a matching network to maximize the total power transfer
from the received signal at the antenna to the input of the mixer. For accurate
modeling of the matching network for a nonlinear device, a choice of input power is
required. As an initial estimate of the expected input power to the mixer, Fig. 9.4
shows the expected received power from a +23 dBm EIRP carrier source plotted
with a solid blue line and a +10 dBm EIRP BLE source plotted with a dashed
green line. The 410 dBm EIRP BLE transmission is the maximum output power
specified for Bluetooth Low Energy transmitters in the Bluetooth specifications [45].
For situations where the receiver is near the carrier source (e.g. within 2 meters
from a +23 dBm EIRP source) a reasonable target power level for RF matching is
-20 dBm. This target input power level is also reasonable given the measured data
from Fig. 8.11 showing the received power at distances of 1 m to 30 m with transmit

powers of +36, +26, and +16 dBm EIRP.

The design of the two-port diode mixer and RF matching circuit was performed
using AWR Microwave Office. Avago HSMS-286C Schottky diodes were selected for
their high frequency, low power performance. To properly simulate the HSMS-286C
diodes, both the diode model and package model must be included in the simulation
[121, 122]. The design uses a microstrip matching network for RF matching and a
lumped element matching network for IF matching, as illustrated in Fig. 9.5(a) The

RF matching is designed for a 50 €2 system for convenient cabled testing and use with
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FIGURE 9.4: Estimated received power from a +23 dBm ERIP carrier source and a
+10 dBm EIRP BLE source

50 2 antennas. The RF matching network was optimized for an input power level of
-20 dBm. A Rogers 4003C substrate was used to minimize losses in the microstrip

matching network.
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FIGURE 9.5: (a) Diode based two-port mixer block diagram (b) Photo of two-port
mixer including distributed element RF matching and lumped element IF matching

A photo of the fabricated and populated two-port mixer is shown in Fig. 9.5b.
The microstrip matching network is on the left of the board directly after an SMA
connector input for the RF and LO signals. The Avago HSMS-286C diodes are near
the center of the board. The bottom right hand corner shows the lumped element
matching network leading to the SMA output connector.

Characterizing the performance of the fabricated two-port mixer required using a

network analyzer for RF matching measurements and the cabled test setup in Fig. 9.6
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F1GURE 9.6: Cabled test setup for mixer conversion loss testing

for conversion loss measurements. The input return loss shown in Fig 9.7(a). was
measured with an Agilent N5222A PNA network analyzer with a measurement power
of -20 dBm. A good matching performance is observed for our desired frequency

range near BLE channel 38 at 2426 MHz.
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FIGURE 9.7: (a) Measured return loss of two-port mixer (b) Mixer conversion loss
vs. frequency, Pro = -20 dBm, Prp: -20 dBm

The mixer conversion loss shown in Fig. 9.7(b) was measured with RF and LO
input powers of -20 dBm. Mixer conversion loss is reported with reference to the RF
input power. At 10.9 MHz, when the conversion loss is at its minimum, the IF power
at the spectrum analyzer is -47 dBm, for a conversion loss of 27 dB with respect to
the initial RF input power. Fig. 9.7(b) shows the importance of the IF matching
network. The IF frequency response is matched to our desired frequency range, 9 -

11 MHz and provides significant rejection of higher frequency mixing products prior

to the BPF.

138



Y
a

== AWR HB Simulation
o Measurement

Y
o
T

(2]
o
T

Conversion Loss (dB)
w
(3,

Il Il Il n Il
-30 -25 -20 -15 -10 -5 0
LO input power (dBm)

N
(3]

FIGURE 9.8: Mixer conversion loss measurements and simulation, Pro = Pgrpr

To measure the conversion loss as a function of input power, a single frequency is
used for the LO and RF source of 2400 and 2411 MHz respectively. Measurements
were again performed with the cabled test setup described in Fig. 9.6. A comparison
between measured results and AWR Microwave Office harmonic balance simulations
is shown in Fig. 9.8. For these measurements the conversion loss is listed as a function
of RF input power.

A constraint when relying on an external LO is that the receiver architecture
described in this chapter requires operation with a wide range of LO and RF input
powers. The input power of the mixer is dependent on the transmit power and range
to the receiver from the desired wireless transmission source and carrier source. When
the LO is generated onboard the receiver, an optimized, known LO input power can
be used to drive the receiver’s mixer at the cost of using energy to generate the
required high frequency LO signal. Our alternative architecture requires an external
LO source and must be able to operate with uncertain input power levels of the LO
and RF data carrying signals. Use cases for this receiver architecture will depend on
the useful range of LO and RF input powers expected from the carrier source and
source of the desired wireless signal. For the range of input power between -7 dBm
and -31 dBm there is good agreement between measured and simulated conversion

loss.
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FI1GURE 9.9: Measured DC output voltage from two-port mixer

To test the DC output of the two-port mixer a cabled test was performed using a
single CW input to the mixer with a voltmeter measuring the harvested DC voltage.
An Agilent N9310A signal generator producing a CW signal at 2400 MHz was used.
As shown in Fig. 9.9 the harvested voltage was collected between input power levels
from -30 to 0 dBm. The harvested voltage was measured with an open circuit output,
with a 100 k€2 load, and with a 10 k2 load. Depending on the voltage and power
requirements of the receiver and backscatter transmitter this DC output can be used

directly or with a DC-DC boost converter like the one described in Chapter 5.
9.4 Bench top testing of complete receiver

Key elements of the receiver architecture were tested with a cabled bench top test
setup shown in Fig. 9.10. A Nordic Semiconductor nRF24LO1+ transceiver is used
to generate a repeatable source of known BLE transmissions. The BLE transmis-
sions represent the desired wireless signal. All BLE transmissions are in advertising
channel 38, which has a center frequency of 2426 MHz. The total duration of the
BLE transmission is 232 ps and the transmissions are repeated once every 140 ms.
The LO signal of 2415 MHz is provided by an Agilent N9310A signal generator. The
2415 MHz LO signal is continuously present. The LO signal and BLE signal are

combined with a Mini-Circuits ZN2PD2-63-S+ power splitter and are then fed into
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the input port of the two-port mixer. In an OTA test these signals would be received

simultaneously by the antenna and fed to the two-port mixer.

Shielding Box

Power Splitter 2 port Mixer Band Pass Filter IF Amplifiers Quadrature Comparator
9.5-11.5 MHz (2x20dB) Demodulator MAX985EXK

BLE Signal

¢

=

Oscilloscope

® Y
CW Signal
Low Pass Filter
Agilent N9310A
Signal Gneerator —» DC Output

FI1GURE 9.10: Block diagram of cabled receiver test setup

’

The band pass filter shown in Fig. 9.10 is a three pole Butterworth band pass with
cutoff frequencies of 9 and 13 MHz implemented with lumped element capacitors and
inductors. In the bench top test setup we use two IF amplifiers in cascade. Both are
Mini-Circuits ZFL-550+ amplifiers with individual gains of 20 dB resulting in a total
IF gain of 40 dB. The quadrature demodulator consists of a Mini-Circuits ZFY-1-
S+ mixer and phase shifter circuit. The output of the quadrature demodulator is
connected to a MAX985EXK comparator where the demodulated data is digitized.
The digitized output of the comparator is connected to an oscilloscope to view the
resulting waveform.

Fig. 9.11 shows a photo of the cabled receiver test setup. Two DC power supplies
are used, one to power the IF amplifiers and another to power the MAX985EXK
comparator. The two cables going into the power splitter are coming from the
RF signal generator and the shielding box containing the Nordic Semiconductor
nRF24LO1+ transceiver. A shielding box was used to prevent interference from
nearby BLE-enabled smart phones transmitting on Ch. 38. The oscilloscope pictured
on the right shows a full BLE packet captured using the oscilloscope. Raw sampled

data from the oscilloscope are saved to a USB stick as .csv files and decoded offline
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on a PC running Matlab.

FIGURE 9.11: Photo of cabled receiver test setup

To determine if the receiver and Matlab decoder are functioning properly, without
introducing bit errors in the received packets, a known BLE advertising packet is re-
peatedly transmitted by the Nordic Semiconductor nRF24LO1+ BLE signal source.
The packet used to test the low power receiver has a total packet length of 232 bits
and is shown in Fig. 9.12(b). The preamble and access address are fixed for BLE
advertisement messages. The payload data unit (PDU) contains information for the

length of the total packet and the device name. In this case “BLE-MBS!” is used.

LSB MSB
Preamble Access Address PDU CRC
(8 bits) (32 bits) (16 to 312 bits) (24 bits)
(a)
LSB MSB
Preamble Access Address PDU CRC
OxAA 0x8EB9BED6 0x42130719123006D60201050909424C452D4D425321 O0xEFD2C8

(b)

Ficure 9.12: (a) BLE packet format (b) example packet bit string with device
name “BLE-MBS!”

To verify the “ground truth” of the known packet, for BLE transmissions from
the nRF24LO1+ transceiver both an Apple iPad mini and nRF51822 evaluation

board were used. The Apple iPad mini showed packets with the desired device name
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“BLE-MBS!”. The full packet information was also verified with data collected from
Wireshark using a Nordic Semiconductor nRF51822 evaluation board.

Fig. 9.13 shows the known transmitted BLE signal on the top plot and a saved
data file of a received packet from the oscilloscope on the bottom plot. The start
of the received packet was determined using a correlation with the known 8 bit
preamble. The total length of the packet was determined by the length field in the
PDU. The bottom plot shows output voltages from the comparator at either 0 V or
2.3 V representing a digital zero or one. The total plotted time is from 0 to 232 us,
the full length of the BLE advertisement packets used in this test. Both plots in
Fig. 9.13 show four gray boxes indicating the time intervals for the preamble, access

address, PDU, and CRC.
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FIGURE 9.13: Demodulated Packet

Fig. 9.14 shows the Matlab decoding of the preamble and access address portion
of the BLE advertising packet. The first 8 bits of the advertising packet are the
preamble and the next 32 bits are the access address. These 40 bits are always
the same for BLE advertising packets. Once the received signal has been digitized
to decode the preamble and access address, the bits have to be grouped into bytes

with the least significant bit first, meaning the first bit to arrive at the receiver is
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the least significant bit of each byte. Once the received data stream is grouped into
bytes, both the preamble and access address are interpreted with the least significant
byte having been transmitted first. These operations are shown in Fig. 9.14 and
the required information for decoding the remaining section of the BLE advertising

packet is explained in [45].
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FIGURE 9.14: Decoded Preamble and Access Address

9.5 Performance Characterization

In our bench top cabled test setup successful demodulation and decoding has been
performed with a BLE advertising channel input power of -8 dBm and a CW carrier
input power of 3 dBm into the two-port mixer. These minimum input power levels
are higher than would be expected in OTA testing.

Improvements to the receivers are required before OTA testing can take place.
The current frequency plan has an IF frequency centered at 11 MHz. The BLE signal
of interest uses a GFSK modulation scheme with binary frequencies of + 250 kHz.

Lowering the IF center frequency would result in a more sensitive quadrature de-

144



modulator resulting from a greater phase difference caused by the 90° phase shifter
designed for one of the two modulation frequencies.

The greatest source of losses in the receiver come from the two-port mixer which
has a measured conversion loss of 27 dB with RF and LO input powers of -20 dBm.
New designs to minimize the conversion loss of the mixer would also decrease the
minimum required input power of the receiver. A low power active mixer could be

considered as an alternative to the lossy diode mixer.
9.6 Chapter conclusion

We have validated a low power BLE receiver architecture using an external LO source
with a custom designed passive two-port mixer and functional testing blocks from
Mini-Circuits. This receiver architecture takes advantage of an externally generated
LO and removes the requirement for onboard LO generation. It has a measured
sensitivity of -8 dBm with a CW source power of +3 dBm. Remaining work on
this low power receiver includes a consideration of an active diode based or FET
based two-port mixer. Switching from a passive mixer to an active mixer design will
increase the power consumption of that portion of the receiver but with a significant

potential savings in the mixer conversion loss at low LO input powers.
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Chapter 10

Conclusion and Future Work

This document has presented new wireless power and communication architectures
for ultra-low-power wireless sensors and other devices such as wearables. We con-
sider the benefits of having a carrier present in the environment for ultra-low-power
applications. The external carrier provides benefits for three distinct operations: RF
energy harvesting, a backscatter based low power data uplink, and a data downlink
that does not require on board (or on chip) local oscillator (LO) production.

Harvesting RF energy from both ambient and dedicated RF sources is considered
in this document. An approach for characterizing and measuring the amount of RF
energy in an environment is presented along with an analysis of the useable energy
that can be harvester from ambient sources. RF harvesting approaches using a DC-
DC boost converter to generate a useable voltage level are demonstrated using a 2.4
GHz CW carrier source with an input power level of -15 dBm.

This work expands the applicability of backscatter based devices beyond opera-
tion only with specialized infrastructure (e.g. RFID readers). We demonstrate that

communication systems for energy constrained devices can be designed for MBS
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without requiring a dedicated reader infrastructure. With an external carrier source
a backscatter tag can generate a 1 Mbps backscatter signal that is indistinguishable
from a conventional BLE transmission from the point of view of a BLE receiver.

For wireless sensors or beaconing devices that are mainly focused on transmitting
data, BLE-Backscatter offers a means of significantly reducing their communication
energy requirements. This could result in longer battery lifetime of current devices
and it also opens up the possibility for completely new applications that were once
thought of as being too energy intensive. We show that this data uplink approach
can communicate with BLE receivers with a radio communication efficiency of 28.4
pJ/bit. This is over 100x lower energy per bit than conventional BLE transmitters.
With off-the-shelf components, we’ve demonstrated communication with standard
BLE receivers with a 6X reduction in energy consumption compared to conventional,
active BLE transmitters. The microcontroller based BLE-Backscatter tag presented
here consumes just 1.56 nJ/bit while maintaining compatibility with the billions of
existing BLE receivers in smart phones, tablets, and BLE enabled devices.

Using a commercially available BLE receiver we have investigated the carrier
signal requirements for generating backscatter messages. With BLE receivers we
have observed that both unmodulated and modulated carriers can be used with our
BLE-Backscatter tags to transmit data to unmodified BLE receivers. The use of
conventional BLE transmissions as a carrier source for BLE-Backscatter tags has
also been presented. Factors limiting the range of these backscatter communication
techniques have been investigated for bistatic and monostatic configurations. The
effect of self-jamming with the external carrier source has been characterized and
interference mitigation strategies have been presented. An achieved communication
range of 3 m in a monostatic configuration and 30 m in a bistatic configuration have
been demonstrated.

A BLE receiver has been shown in a cabled bench top test to validate an architec-
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ture using an external LO source. The receiver uses the same external carrier source

leveraged to generate backscatter messages for the receiver’s initial frequency down-

conversion stage. In a cabled, bench top test, successful reception of BLE messages

is achieved with zero bit errors using a Matlab decoder with an RF input power of

-8 dBm and an LO input power of 3 dBm.

10.1  Original Contributions

The original contributions discussed in this document include:

Characterization of available ambient energy in the 2.4 GHz band and harvest-

ing approaches. Published in [20, 21, 22, 23].

An approach for powering a relatively high power sensor in burst mode at an

input power level of -15 dBm at 2.4 GHz. Published in [24].

The first approach shown to create backscatter signals that are compatible with
conventional wireless communication receivers using FSK, PSK, ASK, QAM,
and OFDM modulation schemes such as Bluetooth, WiFi, etc. Published in

3, 25].

The first demonstration of backscatter communication with absolutely un-
modified conventional Bluetooth Low Energy receivers (neither hardware nor

firmware nor software modifications are required). Published in [3].

A microcontroller based “BLE-Backscatter” tag that produces band-pass fre-
quency shift keying (FSK) modulation at 1 Mbps, enabling compatibility with

conventional BLE receivers. To appear in [26] and Submitted [2].
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e A low power receiver approach using an external LO and two port mixer has

been demonstrated in a bench top, cabled setup. To be submitted and [27].

10.2 Future Work

10.2.1 Battery-free bidirectional data link

By reducing both the transmit and receive power using backscatter communication
and a low power receiver architecture, one could create a BLE transceiver device
that is capable of running solely from harvested RF energy sources. The battery-free
transceiver would harvest RF energy from the same carrier source used for backscat-
ter communication. As illustrated in Fig. 9.2, the low power receiver architecture
using a diode based two-port mixer can simultaneously harvest a DC output and pro-
duce an IF output. Similarly, the backscatter device shown in Fig. 6.7 can harvest RF
energy while communicating by connecting the harvester as a matched impedance
state. Alternatively, the battery-free transceiver could operate with a duty cycled
communication capability where the device alternates between harvesting and com-
munication. The duty cycle will depend on the amount of available RF energy. These
power management schemes have been studied and used in other backscatter devices

such as [123, 35].
10.2.2  Single-chip approach

We expect that a future, integrated single-chip approach could substantially improve
on our power result for both the backscatter data uplink and low power receiver
downlink. For example in the backscatter data uplink, using fixed-function logic
to generate the outgoing bit stream would be lower power than the software based
approach we used in the prototype described in Chapter 6. CMOS oscillators (such as
those designed for conventional UHF RFID tags) generally have significantly lower

power than the discrete bipolar oscillator that we used. Further, integration of a
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CMOS RF switch for backscatter modulation would reduce the amount of power
needed to drive the switch compared with the board-level pads and wires in our

prototype.
10.2.3 Integration with conventional BLE transceivers

While MBS offers reduced energy consumption, the nature of using a reflected signal
can reduce the effective range of a device if the physical separation from the carrier
source and MBS tag are unfavorable. It is also possible that data would need to
be transmitted at a time when no carrier source is available in the environment.
This could be due to the increased two-way path loss of MBS or because an external
carrier source is not available. In most applications, the backscatter based commu-
nication system would likely be paired with a conventional transmitter and receiver.
Since BLE is the dominant choice for billions of wearable devices it makes sense to
choose BLE-Backscatter and an ultra low power BLE receiver as design choices for
convenient integration.

Depending on the availability of a suitable carrier signal, a device with both a con-
ventional and BLE-Backscatter communication system could choose which method
is appropriate. The goal would be to use the backscatter approach whenever possible
to reduce communication costs which retaining the longer operating ranges available
with conventional transmitters. Similar work has been done using a WISP device
and a BLE transmitter [124]. One drawback with using a WISP and BLE transmit-
ter is the need for a separate RFID reader and BLE reader depending on the chosen
communication method. By using BLE-Backscatter only the BLE reader would be
necessary for receiving either the backscatter or conventional transmissions.

For the receiver further integration could be possible since the low power receiver
architecture proposed in Chapter 9 and conventional receivers both perform IF fil-

tering and demodulation. The frequency plan for the low power receiver could be
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adjusted such that the IF blocks in the conventional receiver could be used following

the two-port mixer.
10.2.4 Backscatter with higher-order modulation schemes

In addition to the compatibility with BLE receivers described in this document and in
3, 2] compatibility with Wi-Fi and Zigbee has been demonstrated using backscatter
transmitters [46, 103]. Backscatter with high-order modulation schemes has been
demonstrated with 16-QAM [4] but required the use of a custom backscatter receiver.
In the future it could be possible to create a low power backscatter transmitter that

works with conventional QAM receivers.
10.2.5 Multi-antenna carrier source

Multi-antenna transmitters with some form of relative amplitude and phase control
could help to maximizing power transfer to a BLE-Backscatter tag. Maximize the
signal power at the MBS tag would provide significant benefits for energy harvesting
as well as maximizing the L.O signal when using the low power receiver. Additionally,
the self-jamming interference source could be minimized at the receiving device. Prior
work in [125, 126] has shown the ability to create significant nulls at desired locations
with a multi-antenna transmitter. Since self-jamming is a limiting factor for bistatic
BLE-Backscatter having a carrier source that could actively minimize the power of

the self-jammer at the BLE receiver could greatly improve the operating range.
10.2.6  Active mixer design for increased receiver sensitivity

The low power receiver architecture described in Chapter 9 has a limited sensitivity
due to the high conversion loss in the passive, diode based two-port mixer. To lower
the receiver sensitivity and increase the operating range of the receiver a new lower
loss mixer is required. In the future an active, diode based or FET based two-

port mixer could be incorporated in the receiver. The active two-port mixer would
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consume more power than the current passive two-port mixer but with a potential

benefit to the overall receiver performance.
10.2.7 Closing Thoughts

This is an exciting time to be involved in low power communications as the need for
new solutions is being fueled by the excitement of the emerging internet of things.
I look forward to the development of future backscatter based sensor nodes and

wearable devices.
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