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Abstract

Tradeoffs in Cryptography

Ashrujit Ghoshal

Chair of the Supervisory Committee:
Stefano Tessaro
Department of Computer Science & Engineering

The primary objective of provable security is to characterize, as precisely as possible, the resources an attacker
needs to compromise the security of a cryptographic system. While the time complexity of an attacker has
traditionally been the key factor considered, actual attackers choose to invest in various other resources such
as memory, preprocessing, parallelism etc. Moreover, an attacker may also exploit tradeoffs between these
various resources in order to compromise security. This thesis develops new theory that characterizes the
tradeoffs between various resources required to compromise the security of a cryptographic system. It makes

progress in the two following directions:

1. Memory-tightness: Firstly, this thesis develops a toolbox of new techniques for giving memory-tight
reductions. Earlier works on memory-tightness gave some generic elementary techniques to make re-
ductions memory-tight, but they were somewhat limited in their applicability. The work here addresses
this issue and invents more involved techniques to make certain types of reductions memory-tight. Sec-
ondly, this thesis gives new results on the impossibility of making certain reductions memory-tight.
While prior impossibility results in other settings were known, this thesis proves a memory-tightness

impossibility for a scheme with algebraic structure for the first time.

2. Time-space tradeoffs: This thesis continues the recent line of work on time-space tradeoffs in cryp-
tography. Firstly, it proves new results that characterize time-space tradeoffs for mechanisms underly-
ing the most popular cryptographic hash functions. Secondly, it gives a new hashing mechanism that
provides optimal security against these time-space tradeoff attacks. Finally, it addresses the question

of how much time is needed to produce the advice for preprocessing attacks.






TABLE OF CONTENTS

Page

List of Figures . . . . . . . e e e e v

List of Tables . . . . . . . L o xii

Chapter 1: Introduction . . . . . . . . 1

Part I: Memory-Tightness: New Techniques and Impossibilities . . . . .. .. ... ... .. 8
Chapter 2: Memory-Tightness: Introduction, Prior Work and Contributions . . . . . . . . . . ..

2.1 New Techniques for Memory-tight Reductions: Prior Work and Our Contributions . . . . . . 9

2.1.1 Technique 1: Adversary Memory Dependent Memory-Tight Reductions . . . .. . .. 9

2.1.2  Technique 2: Memory-Tight Reductions using Randomness Programming . . . . . . . 12

2.2 Impossibility Results for Memory-tightness: Prior Work and Our Contributions . . . . . . . . 17

2.2.1 Impossibility 1: Memory-Tightness of Hashed ElGamal . . . ... ... ... ... .. 18

2.2.2  Impossibility 2: A Generic Memory-Tightness Impossibility for INDR + CTXT = AE 19

Chapter 3: Adversary Memory Dependent Memory-Tight Reductions . . . . ... ... ... .. 21
3.1 Definitions . . . . . . .. e 21
3.1.1 Cryptographic Background . . . . . . . . . . ... ... ... 22

3.2 Nonce-based Encryption and Memory-boundedness . . . . . . ... ... ... ... ... ... 24
3.2.1 Indistinguishability From Random (INDR) Security . . . ... ... ... ... .... 25

3.2.2  Security Beyond Confidentiality . . . . . . . . . .. ... 27

3.2.3  Security of the CAU Encryption Scheme . . . . . . . . ... ... ... ... ... . 28

3.3 Memory-tight Reductions for Cryptographic Channels . . . . . . .. ... ... ... ..... 31
3.3.1 Syntax and Security Notions . . . . . . . . .. . o 31

3.3.2 Confidentiality and Integrity Imply Authenticated Encryption. . . . . . . ... .. .. 32

3.3.3 AE Security of a TLS 1.3-like Channel . . . . . .. .. ... .. ... ... .. .... 37

3.4 Proof of Thm. 3.3.4 (NCH[CAU[E,H]] is CTXT secure) . . .. ... ... ........... 40
Chapter 4: Hiding in Plain Sight: Memory-tight proofs using Randomness Programming . . . . 45
4.1 Preliminaries . . . . . . . oL e 45
4.1.1 Computational Model . . . . . . .. . . .. 45

4.1.2  Cryptographic Background . . . . .. . ... .. o 46

4.2  Adversaries With Access to Random Functions . . . . . . . . . . . . ... . ... ... .... 47



4.3 Multi-challenge Security of Digital Signature Schemes . . . . . . ... ... .. ... ..... 49
4.3.1 Syntax and Security . . . . . . ... 50
4.3.2  Multi-Challenge Security for Extractable Message Distributions . . . . . . . . . .. .. 52
4.3.3 Proof of Theorem 4.3.1 (IUFCMA=mUFRMA) . ... ... ... ... ........ 54
4.3.4 Applications and Weakly Extractable Variant . . . . . . .. ... .. ... ... ... 56
4.3.5 mSUFCMA Security of RSA-PFDH . . . . . . ... . .. ... ... 60

4.4 AE Security of Encrypt-then-PRF . . . . . . .. .. oo o 66
4.4.1 Security Result . . . . . . .. 67

4.5 Chosen Ciphertext Security of Public Key Encryption . . . . . ... ... ... ........ 70
4.5.1 Left-or-right CCA Security of PKE . . . . . . . ... ... o . 71
4.5.2 Indistinguishable from Random CCA Security of PKE . . . . .. .. .. ... ... .. 79

4.6 Extended Discussion of Oracle Adversaries . . . . . . . . . .. .. .. ... ..., 87

4.7 KEM/DEM (Application Requiring AE/$SCCA-m) . . ... ... ... ... ... ....... 89
4.7.1 Secret-key KEM/DEM . . . . . ... e 90
4.7.2 Publickey KEM/DEM . . . . . . .. 95

Chapter 5: Memory-Tightness of Hashed ElGamal . . . . . .. ... . ... ... . ....... 103

5.1 Preliminaries . . . . . . . . . e 106
5.1.1 Generic Group Model . . . . . . .. 106
5.1.2 Compression Lemma . . . . . . .. .. 109
5.1.3 Polynomials and Schwartz-Zippel Lemma . . . . . . . . ... .. ... ... 109
5.1.4 Key Encapsulation Mechanism (KEM) . . . . . .. ... ... ... . ... .... 109

5.2 Result and Proof Outline . . . . . . . . . . . . ... e 110

5.3 Proof of Theorem . . . . . . . . . . . . e 113
5.3.1 Adversary Aagainst ODH . . . . . . ... ... o 113
5.3.2 The Shuffling Games . . . . . . . . . .. L 116
5.3.3 Proof of Lemma 5.2.4 . . . . . .. 121
5.3.4 Memory Lower Bound when |Z| > | (Proof of Lemma 5.2.5) . . . .. ... ... .... 137
5.3.5 Proof of Lemma 5.3.9 . . . . . . . ... 142

5.4 Conclusions . . . . . . . .. e 151

5.5 Proof Sketch of Correctness of Decoding in Section 5.3.5 . . . . . . ... ... ... .. .... 152

5.6 Rewinding: Conjecture and Obstacles . . . . . . . . ... ... ... .. 155

Chapter 6: A Generic Memory-Tightness Impossibility for INDR + CTXT = AE .. ... .. 156

6.1 Negative Results for Memory-tight AE Reductions . . . . . . .. .. ... ... ... ..... 157
6.1.1 Memory Lower Bound for Straightline Reductions . . . .. ... .. ... .. ..... 161
6.1.2  Memory Lower Bound for Full-Rewinding Reductions . . . . . ... ... ... .... 164

6.2 Proof of Theorem 6.1.8 (Impossibility for Full-Rewinding Reductions) . . . ... ... .. .. 165

6.3 Analysis of Brute-Force Adversary’s Advantage . . . . . . . .. .. ... ... ... 170

6.4 Proofs of Lemma 6.1.6, Lemma 6.2.1, and Lemma 6.2.3 (INDR Reductions) . . . .. ... .. 171

ii



6.4.1 Proof of Lemma 6.1.6 . . . . . . . . . . 171

6.4.2 Proof of Lemma 6.2.1 . . . . . .. .. 172

6.4.3 Proof of Lemma 6.2.3 . . . . . . . ... 174

6.5 Proof of Lemma 6.1.7 . . . . . . . .. e 174
6.6 Proof of Lemma 6.2.4 (Compression Argument) . . . . . . . ... ... ... L. 175
Part II: Time-Space Tradeoffs: Attacks, Limitations and Feasibility . . . . . .. ... ... .. 178
Chapter 7: Time-Space Tradeoffs: Introduction, Prior Work and Our Contributions . . . . . .. 179
7.1 Time-Space Tradeoffs for Finding Short Collisions in Merkle-Damgard . . . . . ... ... .. 181
711 Our Results . . . . . .o 183

7.1.2 Discussion . . . . . . ..o e e 185

7.2 Time-Space Tradeoffs for Short Collisions in Sponge . . . . . .. . ... ... ... ... ... 186
7.2.1 Our Results . . . . . . . . e 189

7.3 Optimal security of Keyed Hash Functions: Avoiding Time-Space Tradeoffs for Finding Collisions192
7.3.1 Our Results . . . . . . . e 195

7.4 The Query Complexity of Preprocessing Attacks . . . . . .. ... . ... . ... .. ..... 202
Chapter 8: Time-Space Tradeoffs for Bounded-Length Collisions in Merkle-Damgard Hashing . . 208
8.1 Preliminaries . . . . . . . .. e 215
8.2 The Framework: Reducing the Problem to a Multi-instance Collision Finder . . . . . . . . .. 217
8.3 Proving the STB Conjecture for BE O(1) . . . . . . .. .. i 219
8.3.1 The Compression Argument . . . . . . . . . . . L e e 224

8.3.2 Handling Cases 1 t04 . . . . . . . . e 227

8.3.3 Handling Case 5 . . . . . . . . o e 228

8.3.4 Handling Case 6 . . . . . . . . . e 232

8.3.5  Description of our Encoding and Decoding Procedures of Theorem 9.3.5 . . . . . . .. 241

8.3.6 The Encoding Procedure . . . . . .. . . . .. 241

8.3.7 The Decoding Procedure . . . . . . . . .. . . 247

8.4 Proving the STB Conjecture for SB « T . . . . . . . . . o it 251
8.4.1 Changes for Theorem 8.4.1 . . . . . . . . . . . e 257
Chapter 9: Time-Space Tradeoffs for Sponge Hashing: Attacks and Limitations for Short Collisions258
9.1 Preliminaries . . . . . . . . . e e e 265
0.2 Attacks . ... e 267
9.2.1 Generic Attack for B-Block Collisions . . . . . . . . ... ... ... ... ... ..., 267

9.2.2 Preprocessing Attack for B =1 . . . . . . . .. .. . 271

9.2.3 Time-Space Tradeoffs for Inverting a Restricted Permutation . . . . .. ... .. ... 275

9.3 Impossibility Results . . . . . . . . . e 284
9.3.1 Advantage Upper Bound for B=1. . . . . . . .. .. ... ... ... ... ... 284

9.3.2 Advantage Upper Bound for B =2 . . . . . . . .. .. ... 286

iii



9.3.3 Encoding and decoding procedure pseudocodes for Theorem 9.3.5. . . . . . . .. . .. 298

Chapter 10: Optimal Security for Keyed Hash Functions: Avoiding Time-Space Tradeoffs for Find-
ing Collisions . . . . . . . . . 309
10.1 Preliminaries . . . . . . . . oL e e 314
10.2 Merkle-Damgard Framework with a Keyed Inner Hash . . . . . .. ... ... .. ... .. .. 318
10.3 Instantiating the Inner Hash: Standard MD . . . . . . .. ... ... ... ... ... ..., 320
10.4 Instantiating the Inner Hash: Two-Level Merkle Tree . . . . . . . . .. ... .. ... .. ... 323
10.4.1 The [AGL22] Framework . . . . . . . . . . .. 323
10.4.2 Two-Level Merkle Tree . . . . . . . . . o L o o e 324
10.4.3 Variable-Input Length Hash from Two-Level Merkle Trees . . . . . . . . . . ... ... 332
10.5 Merkle Tree Framework with a Keyed Inner Hash . . . . . . .. .. .. ... ... ... .... 333
Chapter 11: The Query-Complexity of Preprocessing Attacks. . . . . . . .. ... ... ... ... 338
11.1 Preliminaries . . . . . . . . oL e 338
11.2 Offline-Online Tradeoffs and the Role of Salting . . . . . . .. .. ... ... ... .. ..... 339
11.2.1 A general framework for offline-online attacks . . . . .. ... .. ... ... ... ... 339
11.2.2 The power of salting . . . . . . . . . . . e 342
11.3 Offline-Online Security of Salted Random oracles . . . . . .. ... ... ... ... ...... 344
11.3.1 Pre-image-resistance of a salted random oracle . . . . . ... ... ... ... ... .. 344
11.3.2 Collision-resistance of a salted random oracle . . . . . . .. ... ... .. .. ..... 345
11.3.3 Attacks . . . . . . L e 349
11.3.4 Strategies for offline-only attacks . . . . . . ... . o oo 358
11.4 Offline-Online Security of Two-Block Merkle-Damgard . . . . . ... ... ... ... ..... 359
11.4.1 Pre-image-resistance of two-block Merkle-Damgard . . . . . . .. ... ... ... ... 360
11.4.2 Collision-resistance of two-block Merkle-Damgard . . . . . . ... ... ... ... ... 365
11.4.3 Proof of Lemma 11.4.7 . . . . . . . . . . . e 372
11.4.4 Proof of Lemma 11.4.8 . . . . . . . . . . . e 374
11.4.5 Proof of Lemma 11.4.9 . . . . . . . . . . . e 375
11.4.6 Proof of Lemma 11.4.10 . . . . . . . . . . o 377
11.4.7 Proof of Lemma 11.4.11 . . . . . . . . . . . e 380
11.4.8 Proof of Lemma 11.4.12 . . . . . . . . . . . e 383
11.4.9 Proof of Lemma 11.4.13 . . . . . . . . . .. e 387
11.4.10 Proof of Lemma 11.4.14 . . . . . . . . . . . 399
11.5 Upper Bounding Offline-Online advantage via the Multi-Instance Approach . . . . . .. . .. 420
Bibliography . . . . . . e 423

iv



LIST OF FIGURES

Figure Number Page

2.1 Memory-tight reductions we provide. A 1 vs. an m prefix indicates whether one or many
challenge queries are allowed. A v vs. an X indicates whether the reduction is tight with respect
to that complexity metric. Reductions lacking tightness multiply running time/advantage by
O(q) or add O(g) to the memory complexity, where ¢ is the number of queries. An x vs. a w
indicates whether the coins underlying the distribution of messages can be extracted from the
message. RDS is randomization of any digital signature scheme by padding input messages
with randomness. RSA-PFDH is probabilistic full-domain hash with RSA. EtP is the Encrypt-

then-PRF AE construction. . . . . . . . . . . . . e 16
3.1 Security games for PRF and PRP security of E and the switching lemma. . . . . .. ... .. 23
3.2 Security game for AXU security of H. . . . . . . . . .. . 23
3.3 Syntax of nonce-based encryption scheme. . . . . . . . ... ... 25
3.4  Games defining INDR, CTXT-w, and AE-w security of NE for we {1,2,3}. . ... ... ... 26

3.5  Encryption scheme CAU parameterized by function family E (typically a block cipher) and
hash function H. In the code, pad(N) = N|0™ |1 for the appropriate choice of m and

My ... My <, M splits M into n-bit blocks. . . . . . . . ... ... ... .. ... .. ... .. 29
3.6 Left: Syntax of channel algorithms. Right: Channel correctness game. . . . . . ... .. .. 31
3.7 Games defining the INDR, CTXT, and AE security of a channel. . . . . . ... ... ... .. 33
3.8 Information theoretic game in which A tries to remember a § bit sequence in an L-bit random
string. . . . . L 33
3.9 Hybrid games for proof of Theorem 3.3.2. Highlighted code is only included in highlighted
games. Boxed code is only included in boxed games. . . . . . ... .. ... ... 36
3.10 INDR adversaries for proof of Theorem 3.3.2. Highlighting indicates code that is only used
by adversary Af. . . . ... 37
3.11 Algorithms of channel NCH[NE] constructed from encryption scheme NE. . . . ... ... .. 38
3.12 Games Go and G; introducing badfge for proof of Thm. 3.3.4. Highlighted code is only
included in Gi. . . . . . . e e e e 40
3.13 Games used to analyze badfyge for proof of Thm. 3.3.4. Boxed or highlighted code is only
included in correspondingly indicated game. . . . . . . .. ..o Lo o oL 42
3.14 PRF adversaries for proof of Thm. 3.3.4. Highlighted code is only used by the highlighted
AdvVersary. . . . . ... e e e e 43
3.15 Adversary against the AXU security of H. . . . . . . . .. ... ... ... ... ... . 44
4.1 Security game capturing the pseudorandomness of function family F. . . . .. . ... ... .. 47
4.2 Syntax of digital signature scheme. . . . . . . .. .. L oL o 50
4.3 Security games capturing the unforgeability of a digital signature scheme. . . . . . .. .. .. o1



4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12

4.13
4.14
4.15
4.16
4.17
4.18
4.19
4.20
4.21
4.22
4.23

4.24

4.25

4.26

4.27
4.28
4.29
4.30
4.31
4.32
4.33

4.34
4.35
4.36
4.37

Adversary A, used in proof of Theorem 4.3.1. . . . . . . . . .. ... ..
Hybrid games used in proof of Theorem 4.3.1. . . . . . . . . . . . . ... ... ... ......
Reduction adversary used in proof of Theorem 4.3.3. . . . . . . . . . .. .. ... ... ....
Hybrid games used in proof of Theorem 4.3.3. . . . . . . . . .. .. ... . ... ...,
RSA one-wayness security game. . . . . . . . ... e e
Digital signature scheme RSA = RSA-PFDH[R,rl]. . . . . . . . .. .. . . ...
Adversary for Theorem 4.3.4. Highlighting shows where it halts with the specified output. . .
Hybrid games Hy through Hs used in proof of Theorem 4.3.4. . . . . . .. ... ... .. ...

Hybrid games Ly through Ly used in proof of Theorem 4.3.4. Grey highlighting indicates
where Ly differs from Hs. . . . . . . .

Adversaries used for proof of Theorem 4.4.1.. . . . . . . . . . . .. .. ... .. ... .....
Hybrid games for proof of Theorem 4.4.1. . . . . . . . .. . ... . ...
Syntax of a public key encryption scheme PKE. . . . . . .. ... ... ... ..
Game defining CCA-w security of PKE for we {m,o, L}. . . . ... ... ... ... .....
Adversary A; for Theorem 4.5.1. . . . . . . . . ..
First set of hybrids H? used in the proof of Theorem 4.5.1.. . . . . . . ... ... ... ....
Second set of hybrids used in the proof of Theorem 4.5.1. . . . . .. .. ... .. ... ....
Final set of hybrids for the proof of Theorem 4.5.1. . . . . . . . .. . ... .. ... ....
Game defining $CCA-w security of PKE for w e {m,o, L}. . . ... . ... ... ... .....
Adversary A; for Theorem 4.5.2. . . . . . . ..

First set of hybrids used for proof of Theorem 4.5.2. Highlighting indicates modifications in
HY from GRSca™. . o o

Second set of hybrids used for proof of Theorem 4.5.2. Highlighting indicates modifications
from HS. . .

Final set of hybrids for the proof of Theorem 4.5.2. The highlighted line is new with respect
tothe code of HMP. . . . . . L

Nonce-based AE scheme KD[NEy, NE4] constructed from nonce-based AE schemes NE, and
NE4 via the KEM/DEM paradigm. . . . . . . . .. .0 i ittt

Game defining multi-user AE security . . . . . . .. ... oL
First set of hybrids used for proof of Theorem 4.7.1. I denotes the identity function. . . . . .
Adversary B, for Theorem 4.7.1. . . . . . . . . . . e
Second set of hybrids used for proof of Theorem 4.7.1. . . . . . . . ... ... ... ......
Adversary C, for Theorem 4.7.1. . . . . . . . . . e
Game defining multi-user $CCA security of nonce-based encryption. . . . . . ... ... ...

A public-key scheme KD[PKE, NE] constructed from a public key encryption scheme PKE and
a nonce-based encryption scheme NE. . . . . .. .. ... o oo

First set of hybrids used for proof of Theorem 4.7.2. T denotes the identity function. . . . . .
Adversary B, for Theorem 4.7.2. . . . . . . . .
Second set of hybrids used for proof of Theorem 4.7.2. . . . . .. .. .. ... .. .. .....
Adversary C, for Theorem 4.7.2. . . . . . . . . . e

vi

33
54
58
99
60

64

68
69
71
72
73
76
(s
78

93



4.38

4.39

5.1
5.2
5.3

5.4
5.5

5.6
5.7
5.8
5.9

5.10
5.11

5.12

5.13

5.14

5.15

5.16

5.17

Third set of hybrids used for proof of Theorem 4.7.2. Hybrids after My are mostly undoing

prior transitions. . . . . . . . L L L L e e e e e 101
Adversary &, for Theorem 4.7.2. . . . . . . . .. e 102
Games for ODH and SDH assumptions . . . . . . . . . . . . .. ... . 108
The adversary A . . . . . . . 116
Game G;. We use the phrase R1, Ro win G; to mean G; = true. We shall use this convention

for all games in the chapter that output boolean values. . . . . . . ... . ... ... ..... 118
Adversary B . . . . . 119

Games Gg, G3. The Eval, O, oracles in Go, G3 are identical to those in G; and hence we do
not rewrite it here. The newly introduced changes compared to G; are highlighted. The
statement within the thinner box is present only in G3 and the statement within the thicker

box is present only in Go. . . . . . .. L e 121
The permutation game PG being played by adversary A is denoted by PG(A) . . . . . . . .. 122
Encoding and decoding 7 using A . . . . . .. L. L 123
Subroutines PopulateSetsEval, PopulateSetsO, . . . . . . . . .. ... ... ... ... ..., . 124
G4 introduces additional bookkeeping. The newly introduced changes compared to Go are

highlighted. . . . . . . . . o o e 125
G5 lazily samples 0. The newly introduced changes compared to G4 are highlighted. . . . . . 127

In G7 we remove the restriction on ¢;’s. The main procedure of Gg,G; are identical to Gg
and the only changes in the oracles are the AssignPoly procedure, hence we write only the
AssignPoly procedure. The changes in the procedure from that in G5 have been highlighted.
The boxed statement is present only in Gg. . . . . . . . . . . .. ... 128

Games Gg, Gg introduce new bad events. We remove o from these games. The changes from
G7 have been highlighted. The boxed statements are present only in Gg. . . . . ... ... .. 129

In games Gig, Gy pa has been replaced by A~!(a) for labels a and t;’s are removed. The
procedure AssignPoly is no longer written separately, its code is written inline instead. In

Gi1, 9;'s, v are sampled with the restriction that the set {1,v,41,-- ,ix,41 - v, , 4% - v} has
cardinality 2k + 2. The changes from Gg have been highlighted. The boxed statements are
present only in Gip.. . .« . . oL 131

Game Gi; has been written more compactly than the one in Figure 5.13 by removing redundant

Subroutine PolyMultCheck for simulating O,. In particular, coefficient(p, M) returns the
coefficient of the monomial M in the polynomial p. The sets S and Z’ have no effect on the
behavior, and are only used in the analysis of D. The symbol ABORT indicates that D aborts
and outputs L. . . . . L 133

Adversary D which plays the permutation game PG. The changes in D compared to Gy, have
been highlighted. . . . . . . . . . . . e 134

Games Gy, G13. The statement within the thinner box is present only in G5 and the statement
within the thicker box is present only in Gi3. The newly introduced changes compared to Gj
are highlighted. . . . . . . . . 0. 0L 138

vii



5.18

5.19
5.20

5.21

6.1

6.2
6.3
6.4
6.5

6.6

6.7

6.8

6.9

6.10

6.11
6.12

7.1

7.2

7.3

The first part of the Encode procedure. If | Z| < [, a fixed encoding D (the output of Encode for
some fixed o when |Z| > 1) is returned. The function T.append(tuple) appends tuple into T.
The first inserted tuple has index 1 and the index increases by 1 for every subsequent insertion.
T[¢] returns the tuple at index ¢ in T. The function T(a) returns pre-image expression A such
that (a, A, *) € T. The function VarReduce(T, C, C") equates expressions C' and C, expresses
the variable with highest subscript in the equation (say X;) in terms of other variables, and

substitutes X; throughout T. . . . .. ... .. ... .. ... ... . o oo 143
Second part of the Encode procedure. . . . . . . . . . . ... ... 144
The first part of the Decode procedure. The function T.append(tuple) appends tuple into

T. The first inserted tuple has index 1 and the index increases by 1 for every subsequent
insertion. T[i] returns the tuple at index 7 in T. The function T.index(a) returns the index of
the tuple of the form (a, #,#) in T and the function T(a) returns pre-image expression A such
that (a, A, ) € T. The function VarReduce(T, C, C") equates expressions C' and C”, expresses
the variable with highest subscript in the equation (say X;) in terms of other variables, and

substitutes X; throughout T. . . . .. ... ... ... ... ... . . 0o 145
The second part of the Decode procedure. . . . . . . . .. . .. .. .. ... ... .. ..... 146
Syntax of a black-box reduction R running AE-1 adversary .A. We represent the oracles R

has access to collectively as O. . . . . . . . . . . 158
Information theoretic game played by adversary (D1,Ds2). . . . . o« o v v v v v i oo 159
Game sz’;j;"]%h' and adversary D} used in the proof of Lemma 6.1.2. . . . . . . ... ... ... 160
Games G' and G for b € {0, 1}. Highlighted code is only included in G'. . . . ... ... ... 162
Adversaries against the AE-1 security of NE. Boxed code is only included in §. Highlighted

code is only included in A and B. . . . . . . . ... e 163

Adversaries against the AE-1 security of NE used for proof of Thm. 6.1.8. Highlighted code is
only included in A. Boxed code is only included in . Adversaries B (used by A) and £ (used
by W) are repeated from Fig. 6.5. . . . . . .. .. 166

Sequence of games used in proof Theorem 6.1.8. On the left, boxed code is not included in
G! and highlighted code is only included in h2. On the right, highlighted code is included in

both games (indicating where they differ from G') and boxed code is only included in G*. . . 167
Adversary (Dq,Dz) used to prove Lemma 6.2.3. . . . . ... ... Lo oL 169
Adversaries C; and Cs used for Lemma 6.1.6. The highlighted code is present only in C; and

the boxed code is present only in Co. . . . . . . . .. L L 171
Adversaries C; and Cs for Lemma 6.2.1 and adversary Cs for Lemma 6.2.3. Highlighted code

is only included in C; and boxed code is only included in Co. . . . . . . . .. ..o 173
Adversary (D1, Ds) used in the proof of Lemma 6.1.7. . . . . . .. ... ... ... ... .. 174
Procedures Encode and Decode. Highlighting indicates interesting code changes from G%. . . . 176

A summary of the attacks and advantage upper bounds for finding B-block collisions for the
Sponge hash function. All bounds are given ignoring poly(c,r) terms. We note that the attack

for B =T is implicitly claimed in [CDG18] based on [CDGS18].. . . . . .. ... ... .... 192
Our framework for building keyed hash functions based on the Merkle-Damgard construction

with a keyed inner compression function. . . . . . . ... oL oo oo 196
Our framework for building keyed hash functions based on the Merkle tree construction. . . . 196

viii



7.4

7.5

7.6

7.7

8.1

8.2

8.3

8.4

8.5

8.6
8.7

9.1

9.2

9.3

9.4
9.5

The construction H; underlying Theorem 7.3.1 given a hash function h: {0,1}* — {0, 1}" for
A> 2N L e e 198

The construction Hs underlying Theorem 7.3.2 given a hash function h: {0,1}* — {0, 1}" for
a > n. The gray dotted boxes represent the compress function, instantiated with the Merkle-
Damgéard construction, that uses k € {0, 1}" as the key and y; 1 |m; € {0,1}*>" as the message.

The construction Hs underlying Theorem 7.3.3 given a hash function h: {0,1}* — {0, 1}" for
a > 3n/2. The gray dotted boxes represent the compress function, instantiated with a two-
block Merkle-Damgard construction, that uses k € {0, 1} as the key and y;_1 |m; € {0,1}?¢72"
as the message. The 2a — 2n bit message is split evenly into the first and second call to h,
indicated in the figure by a diamond. . . . . . . ... L Lo 200

The construction Hy underlying Theorem 7.3.4 given a hash function h: {0,1}* — {0, 1}" for
a = 2n. The gray dotted boxes represent the compress function, instantiated with a two-level
Merkle tree, that uses k € {0,1}" in each leaf and y;_1|m; € {0,1}2?2" as the message. The
2a — 2n bit message is split evenly between the two leaves of the Merkle tree, indicated by a
diamond in the figure. We require a > 2n so that both outputs from the leaves can be fed
into the next layer of the Merkle tree. . . . . . . . . . .. . L o 201

A mouse structure. For ease of visual representation we do not draw the nodes and edges of
the graph, instead represent it as a continuous structure. . . . . . . . .. . ... ... 211

An example of a “hard” mouse structure. The NEW queries are drawn in red, REPEATED USED
p q )
queries are drawn in blue and the REPEATEDUNUSED queries are drawn in green. . . . . . . . 213

The bounded-length collision resistance game of salted MD hash in the AI-ROM, denoted
G?\i,j LB+ o v o e e e 216

A mouse structure. For ease of visual representation we do not draw the nodes and edges of
the graph, instead represent it as a continuous structure. . . . . . . ... ..o 223

Cases 1 to 4. The NEW queries are drawn in red, the REPEATEDUSED queries are drawn in
blue, and the rREPEATED UNUSED queries are drawn in green. The black dashed lines indicate
zero or more queries of any type. . . . ... .o e 227

Mouse structure for case 5 . . . . . . . . e e e e e e 229

Mouse structures categorized in case 6. The NEW queries are drawn in red, and the REPEAT-
EDUNUSED queries are drawn in green. The black dashed lines indicate zero or more NEW or
REPEATEDUNUSED QUETI€S. . . . . . o o o i i e e e e e e e e e e e e e e e e e e e 234

An illustration of the preprocessing phase of the generic attack. In red, we depict the compo-
nents that are part of the output of the preprocessing phase. In blue we see the collisions that
will be outputted in the online phase if some chain is hit. Notice that we denote f(-) := II(0, -)[2].259

Partite representation of TI(+) and I171(0,-). Notice that II is a permutation and thus forms
a perfect matching while IT"1(0, -) is not a permutation and in expectation a random image

will have several pre-images. . . . . . . . . .. Lo 260
The bounded-length collision resistance game of salted sponge based hash in the AI-RPM,
denoted Gf:i'f,jg. ............................................ 266
Adversary A used in the proof of Theorem 9.2.1. . . . . . . . ... ... .. ... ....... 269
The bounded-length collision resistance game of salted sponge based hash in the BF-RPM,
denoted Glc’f;fg. ............................................ 285

ix



10.1

10.2

10.3

10.4

10.5

10.6

10.7
10.8

11.1

11.2

11.3
114

11.5
11.6

11.7

11.8

11.9

The collision resistance game ;i,j“ in AI-ROM for a function g" based on a random oracle

h:{0,1}* — {0,1}". The construction g" has a parameter k associated with it, where « is
the bit length of k used in g. . . . . . . . .. o 316
The keyed Merkle-Damgérd construction KMD": {0,1}% x {0,1}* — {0,1}" given any under-
lying function h: {0,1}* x {0,1}"*% — {0,1}", where « is the key length, n is the output
length, and s is the message block size. . . . . . . . . . ... L oL oo 318
The standard Merkle-Damgard construction with fixed input message length b FM DZ : {0, 1} x
{0,1}> — {0,1}™ given any underlying function h: {0,1}™ x {0,1}* — {0,1}", where n is the
key and output length, and s is the message block size. . . . . . . . .. ... ... ... .. .. 321
The multi-instance game Gg‘hi,'g, where B is a uniform adversary with oracle access to the
function h. . . .. ... .. e 323
The two-level, keyed Merkle tree construction 2MTy: {0,1}% x {0,1}> — {0,1}" with fixed
input message length b given any underlying function A: {0,1}* — {0, 1}", where @ > max(2n+
2,k +3) and b < 2a — 2k — 4. hy, ho, hg are all domain-separated using the first two bits of h
to encode 1,2,3, respectively. . . . . . .. L 325
The construction KMT” given a hash function h: {0,1}% — {0,1}" for a > max(k +2,2n +1).
Let s = a—x — 1. The inputs to h are padded with appropriate number of zeros if the size of
the input is less than x + s + 1 bits. [ is the identity function that is used to “push” a value

up the tree until it needs to be merged. . . . . . ... Lo Lo 334
The Merkle tree construction with a keyed inner hash. . . . . ... ... .. ... ... ... 335
Recursive collision search procedure used in the proof of Theorem 10.5.2 . . . . . . . . .. .. 336

Offline-Online security games for an original game G. Left: the unsalted case. Right: the salted
case. Here, 7 is meant to be sampled from a salted ideal primitive Zs, and 7, (-) = 7 (a,-), i.e.,

the primitive with salt fixed toa. . . . . . . . . oL 341
Left: Oracle Game PR" for preimage-resistance of oracle h. Right: Oracle Game CR" for
collision-resistance of oracle h. . . . . . . . .. ... Lo 345

Oracle game 2—PR-MD2 formalizing the pre-image-resistance of the two-block MD construction.360
Game H used in the analysis of pre-image-resistance of two-block MD. The events introduced
in this game are marked inred. . . . . . . .. ..o L 362
Oracle game 2-CR-M D};L formalizing collision-resistance of two-block MD. . . . . . . ... ... 366
The structure of the six different types of two-block MD collisions in the query graph. The
nodes in the query graph are labelled with values in {0, 1}", and there is an edge (a, a’) labelled
with M if the adversary made a query h(a, M) = a’. We omit the node and edge labels for
simplicity. . . . . oL e 367
Game H used in the analysis of collision-resistance of two-block MD against offline-online
adversaries. The events introduced in this game are marked inred. . . . . . . ... ... ... 369

Ilustrating successor queries of a salt in the query graph. The queries marked in red to a salt
a are successor queries for a. . . ... oL oL Lo 379

Illustrating meeting queries of a salt in the query graph. The queries marked in red to a salt
a are meeting queries for a. . . . . ... L L. 382

11.10Illustrating successor-hitting queries of a salt in the query graph. The queries marked in red

to a salt a are successor-hitting queries fora. . . . . . ... Lo 386

11.11The different categories of triangles. The edge colored red is the last of the three queries made.388



11.12The zigzag structure for a salt pair (a,a’) in the query graph. . . . . . ... . ... ... ... 395
11.13The different categories of diamonds. The edge colored red is the last of the four queries made.400
11.14The hexagon structure for a salt pair (a’,a’) in the query graph. . . . . ... ... ... ... 405
11.15The different categories of hexagons. The edge colored red is the last of the six queries made. 408

11.160racle Game s-mi-k-CR" capturing multi-instance salted collision-resistance of oracle h . . . . 421

xi



LIST OF TABLES

Table Number Page
4.1 Summary of the F-oracle adversaries obtained by the results in this chapter. . . . .. .. .. 87

7.1 A summary of our results as well as the standard MD construction for reference. The advantage
of a construction is given in terms of the probability of (S, T')-attackers to find collisions relative
to a random key. The efficiency is measured in terms of the number of calls to A that maps
a-bit inputs to n when processing a b-bit input. The assumptions column specifies conditions
ON Various parameters. . . . . . . . ..l o e e e e e e e e e e e e 202

10.1 Upper bounds on probability of the cases . . . . . . . .. ... ... ... 329

xii



ACKNOWLEDGMENTS

Thank you to my primary advisor, Stefano Tessaro. I am very grateful to Stefano for being patient with
me when I started and for pushing me towards higher standards when I required it. I am thankful also for
the advice he was always ready to give about things beyond research. Thank you to my co-advisor, Rachel
Lin. Even though I did not work on research with Rachel, her feedback about my talks and general advice
and encouragement was very valuable to me. Thank you to Ilan Komargodski. Ilan was my mentor during
my two internships at NTT Research. I am very grateful to Ilan for introducing me to a research area which
became one of the main focuses of this thesis and for his constant encouragement and positivity. Thank you
to Anup Rao and Cynthia Vinzant for agreeing to be part of my PhD supervising committee. Thank you
to Debdeep Mukhopadhyay, my undergraduate thesis advisor, for sowing the seeds of interest in research in
me and being a mentor to me over all these years.

Thank you to all my co-authors: Stefano Tessaro, Ilan Komargodski, Joseph Jaeger, Cody Freitag and
Riddhi Ghosal. This thesis is based primarily on my works with them in [GT20, GJT20, GGJT22, GK22,
FGK22, FGK23, GT23].

Thank you to all the other members of the crypto group at UW during my time here: Binyi Chen, Pratik
Soni, Ben Terner, Ji Luo, Xihu Zhang, Anna Kornfeld Simpson, Tianren Liu, Chenzhi Zhu, Hanjun Li,
Marshall Ball, Champ Chairattana-Apirom, Yao-Ching Hseih, Marian Dietz and Andrea Coladangelo. I am
grateful to all of them for numerous conversations about cryptography and for a very supportive environment.
I am especially grateful to Pratik for being a mentor who I could always turn for advice to. I am grateful
to Ji and Xihu for being my companions for large parts of my PhD journey. I am also grateful to all the
visitors to the group for helping make our weekly reading group an interactive shared learning experience.

Thank you to the PhD advising team at the Allen School. They did everything in their powers to make
all the bureaucratic work go very smoothly during my time here.

Thank you to all my friends in the Allen School, Seattle, friends I made during my internships at NTT
Research and friends who were there both at the beginning and the end of my PhD journey. Trying to name
all of them is a futile exercise, so I will highlight only some of them. I am extremely grateful to Siddharth
Iyer, Ben Lee and Siva Natarajan Ramamomoorthy for being amazing friends and huge sources of support

throughout my PhD. At the very end of my PhD, I suffered an unfortunate and sudden medical emergency.

xiii



During this extremely challenging period, I had unflinching support from several friends: Sudheesh Sin-
ganamalla, Priyal Suneja, Tapan Chugh,Siddharth Iyer, Ben Lee, Siva Natarajan Ramamomoorthy, Arani
Roy, Venkatesh Potluri, Sahil Verma, Reshabh Sharma, Gantavya Bhatt, Raghav Somani, Ashish Sharma,
Sebastian Santy. I cannot thank them enough for all the help and care they gave me at this time.

Thank you to the more senior folks in the cryptography community who were always welcoming and gave
me some very valuable advice during conversations I had with them during visits, conferences or internships.
I am grateful to Mihir Bellare, Yevgeniy Dodis, Elette Boyle, Hoeteck Wee, Mark Zhandry, Elaine Shi,
Aayush Jain, David Wu, Brent Waters, Jeremiah Blocki for such conversations.

Thank you to my family for always being very supportive. Thank you to my aunt Saptaparnee Mondal,
uncle Saptarshi Mondal for being a family to me in the US. Lastly and most importantly, thank you to my
parents Maa (Pampa Ghoshal) and Baba (Ashok Kumar Ghoshal) to whom this thesis is dedicated. I can
never put in words the magnitude of my gratitude towards them for all they have done for me. Thank you

for believing in me more than I ever did and providing so much love, care and encouragement at all times.

Xiv



DEDICATION

To Maa and Baba

XV






Chapter 1

INTRODUCTION

Designing secure cryptographic systems is a challenging task. No amount of testing against individual
vulnerabilities can give enough confidence because there might always be a new vulnerability that is discov-
ered in the future. This has led to the rise of the subfield of provable security which advocates relying on
mathematical proofs to show that cryptographic systems provide security guarantees under plausible com-
putational assumptions, e.g., factoring large integers is hard. This approach has been extremely successful
over the years, and provable security is now seen as a necessary requirement for real-world cryptographic
systems.

One main focus of provable security is to give a concrete characterization of the resources needed by an
adversary to break a cryptographic system. This is important because these characterizations inform our
choices of parameters for cryptographic systems that get deployed in the real world. In general, setting larger
parameters means better security guarantees at the cost of reduced efficiency. This is why we aim for as
precise characterizations as possible, because then we can set parameters in a way that guarantees us good
security guarantees without unnecessarily sacrificing efficiency.

The most exact of these characterizations are given in the three following steps: (1) a model for an
adversary is defined formally in a way which closely captures the strongest capabilities of any attack that can
be done in the real world (2) a specific adversary in the aforementioned model that breaks the cryptographic
system is described (3) a mathematical proof is provided which shows that this adversary is optimal, i.e.,

any other adversary with lesser amount of resources, fails.

BREADTH OF ADVERSARIAL RESOURCES. Traditionally, the running time of an adversary has been the main
resource that has been almost exclusively considered while giving security proofs in cryptography. There
are mainly two reasons for this. First, one can obtain reasonable upper bounds on the running time of any
plausible attacks from the computing powers of the fastest known processors, and accordingly set parameters
of the cryptographic systems to ensure its security. Secondly, considering more resources makes the proofs
significantly harder and the techniques for handling them had not developed enough.

However, restricting provable security to only take into account the running time of an adversary paints
an incomplete picture of the real world. Real world attacks can choose to invest in or can be constrained

by various other resources, e.g., memory, preprocessing, parallelism, availability of randomness, etc. The



traditional guarantees in provable security are agnostic to the use of these resources and assume no constraints
on these other resources when providing guarantees about the best possible attacks. However, in many cases,
when one or more of these resources are limited in quantity, the best possible attacks become significantly
slower. For instance, memory is often a bottleneck for attacks, and there are several assumed-to-be-hard
problems in cryptography for which the attacks which have no limitations on the amount of available memory
significantly outperform attacks that only have some limited amount of memory. In turn, this means that if a
reasonable upper bound on the amount of memory available to an attack is known, one could potentially set
parameters more optimistically. This would ensure that the cryptographic system is more efficient without

sacrificing its security.

ANOTHER ANGLE: RESOURCE TRADEOFFS. This can be viewed from another angle as well- real world attacks
can choose to trade the amount of running time with resources such as preprocessing, memory, randomness,
parallelism etc. In some cases this is necessary, e.g., if an adversary is trying to attack a cryptographic
system for which the underlying secret resets at regular intervals, any useful attack can not run in time
that is longer than the interval. When this is the case, the adversary can instead choose to invest in other
resources. In other cases it can make this choice for a different reason— for example, certain attacks can be
significantly sped up by using preprocessing advice, which is extremely expensive to compute but reusable.
Therefore, if the adversary has to solve many instances of some hard problem, the large preprocessing cost

amortizes over the number of instances.

The first example of an adversary exploiting a tradeoff between preprocessing advice and running time
appeared in a seminal work [Hel80] by Hellman. Hellman explored the problem of function inversion where,
for a function f, an adversary is given y = f(x) as input where z is a randomly sampled point in the domain
of f. The adversary needs to compute =’ such that f(2') = y. This, in particular, captures the hardness of

inverting one-way functions, a very fundamental problem in cryptography.

Hellman demonstrated that an adversary might be able to invest a significant amount of effort in prepro-
cessing on the function f, and compute some “advice” about f. This advice helps in significantly reducing
the online time, i.e., the time required by the adversary to complete the inversion after gets the point y
as input. Even though the preprocessing cost might be very large, if the adversary needs to invert f on
many different y’s, the preprocessing cost gets amortized. The tradeoff between the amount of preprocessing
advice and running time is popularly known as a “time-space tradeoff”, where space refers to the storage
required for the preprocessing.

In addition to this, modeling adversaries in this fashion captures non-uniform attacks, which is generally

the chosen model of adversaries in theoretical cryptography. There are several technical reasons behind

this choice, one of them being there are certain examples where non-uniformity is necessary for composition



within larger systems [GK96].

GOALS AND BARRIERS. My thesis work is focused on extending the framework of provable security to consider
additional adversarial resources. In particular, the additional resources that I consider in my thesis work are
(1) memory and (2) pre-processing advice. My work has focused on developing new theory towards precisely
characterizing the tradeoffs of time-complexity with these two resources. In several cases, these tradeoffs have
connections to questions in areas such as combinatorics, complexity theory, information theory, etc., e.g.,
prior progress in time-memory tradeoffs [Din20] used connections to communication complexity. In many
cases, these connections lead to major obstacles due to pre-existing known barriers in these areas, e.g., [CK19]
showed that any improvement in proving limitations on best possible attacks on function inversion, would

imply circuit lower bounds that have been longstanding open problems.

CONTRIBUTIONS. More concretely, the contributions of my thesis work can be summarized into the two

following broad directions.

1. Memory-tightness: New techniques and impossibilities: Cryptographic security proofs proceed
via reductions, which show that given an adversary that can break some cryptographic algorithm, one
can construct another adversary that can solve some well-known hard problem efficiently. Traditionally,
security reductions have taken delicate care of relating the running time of the two adversaries, but
ignored the relationship between the memory usage by the two adversaries. However, it is extremely
important to take the relative memory usage into account because there are time-memory tradeoffs for
many well-known hard problems in cryptography, i.e., these problems can be solved significantly faster
when more memory is available. My thesis work has contributed towards correcting this oversight
regarding memory. In [GT20], [GJT20] and [GGJT22|, we revisited the paradigm of cryptographic
reductions to also consider memory as a resource of the adversary. In particular, these results helped

determine whether time-memory tradeoffs are preserved by certain commonly used security reductions.

In more detail, in [GT20] we studied the memory-tightness of security reductions in public-key cryp-
tography, focusing in particular on Hashed ElGamal. We proved that any straightline (i.e., without
rewinding) black-box reduction needs memory which grows linearly with the number of queries of the
adversary it has access to, as long as this reduction treats the underlying group generically. This made
progress towards proving a conjecture by Auerbach et al. (CRYPTO 2017), and is also the first lower
bound on memory-tightness for a concrete cryptographic scheme (as opposed to generalized reductions

across security notions).

In [GJT20], we initiated the study of the provable security of authenticated encryption (AE) in the
memory-bounded setting. Prior works [TT18, JT19, Din20] had focused on confidentiality, and looked



at schemes for which tradeoffs between the attacker’s memory and its data complexity are inherent.
Here, we asked whether these results and techniques can be lifted to the full AE setting, which addi-

tionally asks for integrity.

We showed both positive and negative results. On the positive side, we provided tight memory-
sensitive bounds for the security of GCM and its generalization, CAU [BT16]. Our bounds apply to
a restricted case of AE security which abstracts the deployment within protocols like TLS, and rely
on a new memory-tight reduction to corresponding restricted notions of confidentiality and integrity.
In particular, our reduction uses an amount of memory which linearly depends on that of the given
adversary, as opposed to only imposing a constant memory overhead as in earlier works (Auerbach
et al., CRYPTO ’17). On the negative side, we showed that a large class of black-box reductions
cannot generically lift confidentiality and integrity security to a joint definition of AE security in a

memory-tight way.

In [GGJT22], we addressed the fact that despite the importance of memory-tight reduction, only a few
techniques to achieve memory-tightness were known and impossibility results in prior works showed
that even basic, textbook reductions cannot be made memory-tight. We introduced a new class of
memory-tight reductions which leverage random strings in the interaction with the adversary to hide
state information, thus shifting the memory costs to the adversary. We exhibited this technique with
several examples. We gave memory-tight proofs for digital signatures allowing many forgery attempts
when considering randomized message distributions or probabilistic RSA-FDH signatures specifically.
We proved security of the authenticated encryption scheme Encrypt-then-PRF with a memory-tight
reduction to the underlying encryption scheme. By considering specific schemes or restricted definitions
we avoid generic impossibility results of [ACFK17] and [GJT20]. As a further case study, we considered
the textbook equivalence of CCA-security for public-key encryption for one or multiple encryption
queries. We showed two qualitatively different memory-tight versions of this result, depending on the

considered notion of CCA security.

In Part I of this thesis, we cover this line of work. We give a more detailed overview of our results on
this line of work in Chapter 2. Further, we provide the details of the results in [GT20] in Chapter 5,
the details of the results in [GJT20] in Chapters 3 and 6 and the details of the results in [GGJT22] in
Chapter 4.

. Time-space tradeoffs: attacks and limitations: A number of prior works [Hel80, Oec03, FN99,
Unr07, DTT10, DGK17, CDGS18, CK18, CDG18] have focused on the time-space tradeoffs in many

different contexts of cryptography. However, even after all these works, there remained numerous hard-



to-resolve theoretical gaps in our understanding of time-space tradeoffs. Our works in [GK22, FGK22]
have contributed to significantly improving the understanding of the time-space tradeoffs for mechanisms
underlying cryptographic hash functions, one of the most widely adopted cryptographic algorithms
in practice. These include the SHA-2 and SHA-3 standards [SHA]. Further, our work in [FGK23]
constructs a new cryptographic hashing mechanisms that is optimally resitant to these time-space
tradeoff attacks. Finally, our work in [GT23] studies the actual cost of the preprocessing phase of these

attacks.

In more detail, in [GK22], we studied the power of preprocessing adversaries in finding bounded-length
collisions in the widely used Merkle-Damgard (MD) hashing in the random oracle model. Our goal is
to characterize the advantage of such adversaries in finding a B-block collision in an MD hash function
constructed using the random oracle with range size N as the compression function (given a random
salt). The answer to this question is completely understood for very large values of B (essentially
Q(T)) as well as for B = 1,2. For B ~ T, [CDGS18] gave matching upper and lower bounds of
O(ST?/N). Akshima et al [ACDW?20] observed that the attack of [CDGS18] could be adapted to work
for any value of B > 1, giving an attack with advantage Q(STB/N + T2?/N). Unfortunately, they
could only prove that this attack is optimal for B = 2. Their proof involves a compression argument
with exhaustive case analysis and, as they claim, a naive attempt to generalize their bound to larger
values of B (even for B = 3) would lead to an explosion in the number of cases needed to be analyzed,
making it unmanageable. With the lack of a more general upper bound, they formulated the STB
conjecture, stating that the best-possible advantage is O(STB/N—i-Tz/N) for any B > 1. In this work,
we confirmed the STB conjecture in many new parameter settings. For instance, in one result, we show
that the conjecture holds for all constant values of B, significantly extending the result of [ACDW?20].
Further, using combinatorial properties of graphs, we were able to confirm the conjecture even for
super constant values of B, as long as some restriction is made on S. For instance, we confirmed the
conjecture for all B < T* as long as S < T'/8. Technically, we developed structural characterizations
for bounded-length collisions in MD hashing that allow us to give a compression argument in which

the number of cases needed to be handled does not explode.

In [FGK22], we studied time-space tradeoffs in the context of sponge hashing while is a novel alternative
to the popular Merkle-Damgard hashing design. The sponge construction has become increasingly
popular in various applications, perhaps most notably, it underlies the SHA-3 hashing standard. Sponge
hashing is parametrized by two numbers, r and ¢ (bitrate and capacity, respectively), and by a fixed-
size permutation on r 4 ¢ bits. In this work, we studied the collision resistance of sponge hashing

instantiated with a random permutation by adversaries with arbitrary S-bit auxiliary advice input



about the random permutation that make T online queries. Recent work by Coretti et al [CDG18]
showed that such adversaries can find collisions (with respect to a random c¢-bit initialization vector)
with advantage ©(ST?/2¢ + T?/27). lthough the above attack formally breaks collision resistance in
some range of parameters, its practical relevance is limited since the resulting collision is very long (on
the order of T' blocks). Focusing on the task of finding short collisions, we studied the complexity of
finding a B-block collision for a given parameter B > 1. We gave several new attacks and limitations.
Most notably, we give a new attack that outperforms the previously-known best attack. To the best of
our knowledge, this was the first natural application for which sponge hashing is provably less secure
than the corresponding instance of Merkle-Damgard hashing. Our attack relies on a novel connection
between single-block collision finding in sponge hashing and the well-studied function inversion problem.
We also give a general attack that works for any B > 2 and has advantage Q(STB/2¢ + T2 /2mirirc}),
adapting an idea of Akshima et al. [ACDW20]. We complemented the above attacks with bounds on
the best possible attacks. Specifically, we proved that there is a qualitative jump in the advantage of
best possible attacks for finding unbounded-length collisions and those for finding very short collisions.
Most notably, we prove (via a highly non-trivial compression argument) that the above attack is optimal

for B = 2 in some range of parameters.

In our work in [FGK23], we studied how to key hash functions that gives optimal security against time-
space tradeoff attacks. The most well-known methods for designing variable-input length hash function
families from a fixed idealized function are the Merkle-Damgard and Sponge designs. The former
underlies the SHA-1 and SHA-2 constructions and the latter underlies SHA-3. Unfortunately, recent
works [CDGS18, CDG18| show non-trivial time-space tradeoff attacks for finding collisions for both.
Thus, this forces a parameter blowup (i.e., efficiency loss) for reaching a certain desired level of security.
We asked whether it is possible to build families of keyed hash functions which are provably resistant to
any non-trivial time-space tradeoff attacks for finding collisions, without incurring significant efficiency
costs. We presented several new constructions of keyed hash functions that are provably resistant to any
non-trivial time-space tradeoff attacks for finding collisions. Our constructions provide various tradeoffs
between their efficiency and the range of parameters where they achieve optimal security for collision
resistance. Our main technical contribution wad proving optimal security bounds for converting a hash
function with a fixed-sized input to a keyed hash function with (potentially larger) fixed-size input.
We then used this keyed function as the underlying primitive inside the standard Merkle-Damgard and
Merkle tree constructions. We strongly believe that this paradigm of using a keyed inner hash function
in these constructions is the right one, for which non-uniform security had not been analyzed prior to

this work.



In our work in [GT23], we addressed the fact that while a large number of works prove lower bounds
on time-space tradeoffs in preprocessing attacks, the question of how much time is needed to produce
this advice is often received less attention. We contend that is question is equally important, and often
highly non-trivial. In this work, we presented lower bounds on the complexity of preprocessing attacks
that depend on both offline and online time. As in the case of time-space tradeoffs, we focused in
particular on settings with ideal primitives, where both the offline and online time-complexities are
approximated by the number of queries to the given primitive. We gave generic results that highlight
the benefits of salting to generically increase the offline costs of preprocessing attacks. The majority of
our work covers focused on salted hash functions. In particular, we provided a fairly involved analysis
of the pre-image-and collision-resistance security of the (two-block) Merkle-Damgard construction in

our model.

In Part IT of this thesis, we cover this line of work. We give a more detailed overview of our results
on this line of work in Chapter 7. Further, we provide the details of the results in [GK22, FGK22,
FGK23, GT23] in Chapters 8 to 11 respectively.



Part I
MEMORY-TIGHTNESS: NEW TECHNIQUES AND IMPOSSIBILITIES



Chapter 2

MEMORY-TIGHTNESS: INTRODUCTION, PRIOR WORK AND
CONTRIBUTIONS

Security proofs rely on reductions, i.e., they show how to transform an adversary A breaking a scheme
into an adversary B solving some underlying assumed-to-be-hard problem. Generally, the reduction ought to
be tight — the resources used by B, as well as the attained advantage, should be as close as possible to those
of A. Indeed, the more resources B needs, or the smaller its advantage, the weaker the reduction becomes.

Auerbach et al. [ACFK17] were the first to explicitly point out that memory resources have been ignored
in reductions, and that this leads to a loss of quality in security results. Indeed, it is conceivable that
A’s memory is naturally bounded (say, at most 264 bits), and the underlying problem is very sensitive to
memory. For example, the best-known algorithm for discrete logarithms in a 4096-bit prime field runs in

2156 using memory 280, With less memory, the best algorithm is the generic one, requiring

time (roughly)
time O©(\/p) ~ 22048 " Therefore, if B also uses memory at most 264, we can infer a larger lower bound on the
necessary time complexity for A to break the scheme, compared to the case where B uses 2'%° bits instead.

One should therefore target reductions that are memory-tight, i.e., the memory usage of B is similar
to that of A. In this thesis, we continue the ongoing line of works on memory-tightness in two fronts: (1)

coming up with new classes of techniques to make reductions memory-tight (2) proving impossibilities about

the memory-tightness of certain reductions. We elaborate on our two contributions in Sections 2.1 and 2.2.
2.1 New Techniques for Memory-tight Reductions: Prior Work and Our Contributions

Auerbach et al. [ACFK17] gave several simple techniques that could be used to make reductions memory-
tight. While these techniques are elementary, there are many reductions which cannot be made memory-
tight using these techniques. More advanced techniques to make reductions memory-tight had been left
unexplored. In this thesis, we introduce two new classes of techniques for making reductions memory-tight.

In Sections 2.1.1 and 2.1.2 we summarize and contextualize our two new techniques.

2.1.1 Technique 1: Adversary Memory Dependent Memory-Tight Reductions

The starting point of our first technique is the observation that existing memory-tight reductions in the
literature which are (near) “memory-less”, i.e., the reduction adds a small memory overhead, independent of

the memory of the adversary. We observe that if the size of the additional memory used by the reduction



10

depends linearly on the adversary’s memory complexity, the total memory of the resulting reduction adversary
is still linear in the size of the memory of the original adversary. Such a reduction would still be memory-
tight. We give a memory tight reduction that has this aforementioned property. First off, we provide the
necessary background and context for this new memory-tight reduction.

[JT19, Din20] had initiated the study of time-memory tradeoffs for symmetric encryption. More specifi-
cally, they had analyzed INDR security, a notion which measures the indistinguishability of ciphertexts from
truly random ones, of nonce-based encryption. For example, consider a toy scheme SE based on a block

cipher E with block length n which encrypts M € {0, 1}"™ with key K as
SE.E(K,N,M)=Eg(N)® M .

Here, N is the nonce and INDR security should hold as long as no two messages are encrypted with the
same nonce. One can show that for every adversary A with time, data, and memory complexities ¢, ¢, and
S, respectively,

AdvIi"(A4) < O (‘W) + AdVEP(B) | (2.1)
where B is an adversary against the security of E as a pseudorandom permutation (PRP), which has time
and memory complexities (roughly) ¢ and S, respectively, and makes ¢ queries. In particular, if S < 2n/2
then SE achieves beyond-birthday security ¢ > 2?2 with respect to data complexity.

However, INDR security is rarely sufficient on its own — we want fully secure AE schemes which also
satisfy (ciphertext) integrity (or CTXT security, for short). Following [RS06], we adopt a single AE security
definition that incorporates both INDR and CTXT, by measuring indistinguishability of two oracle pairs
(ENCy, DECy) for b € {0,1}. For b = 1, ENC; returns real ciphertexts, and DEC; decrypts properly. For
b = 0, instead, ENC( returns random ciphertexts, and DEC(y decrypts only previous outputs from ENCg.
It is important to use a combined definition, as it captures settings such as chosen-ciphertext attacks and

padding-oracle attacks [Vau02], which use a decryption oracle to break confidentiality.

LIFTING TRADEOFFS. We want to prove a bound analogous to that of (2.1) for AE security, preserving in
particular the existing space-time tradeoff. The usual approach is to prove INDR and CTXT individually,
and then combine them to show AE security. This makes sense because (1) we know how to prove tight
tradeoffs for INDR security, and (2) we may be able to prove stronger bounds on CTXT easily, even without

memory restrictions. The classical statement (originally in [RS06]) is that for every adversary A,
AdviE(A) < AdvEg"(B) + Adveg*(C)

for suitable adversaries B and C, with similar time and query complexities as those of A. However, this is

only helpful towards our goal if the reduction is memory-tight, in the sense Auerbach et al. [ACFK17], i.e., B
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and C’s memory costs must not noticeably exceed those of A. This is fundamental to preserve a time-memory
tradeoff like the one from (2.1).

Unfortunately, the standard proof is not memory-tight with respect to the INDR adversary B, as it needs
to simulate DEC( which requires remembering prior ciphertexts.

We provide a novel memory-tight reduction for the common case where AE is used to establish a secure
communication channel, as in TLS. The key point is that in this setting, only certain restricted adversarial

interactions can occur in the AE security game, i.e.:

1. Nonces are implicit — they are incremented as a counter.

2. The receiver aborts upon the first decryption failure. In particular, messages need to be delivered in the

same order as they are encrypted.

Our memory-tight reduction is for an abstraction of this setting we refer to as a channel. We apply our
reduction to prove (tight) memory-sensitive bounds for a channel instantiated with the CAU scheme by

Bellare and Tackmann [BT16], an abstraction of GCM [MV04].

THE SECURITY GAME. When restricting AE security to this setting, we can assume that the adversary A can
encrypt messages M1, Mo, ... and obtains ciphertexts C, Ca, ... via an encryption oracle ENCy, for b € {0, 1}.
When b = 1, the C;’s are actual encryptions of the M;’s (with increasing nonces), whereas when b = 0, they
are truly random ciphertexts. The adversary is also given access to a decryption oracle DEC,. If b = 1, this
just applies the decryption algorithm of the AE scheme, using increasing nonces. If decryption fails, DECy
responds to this and any future queries with L. For b = 0, the oracle responds with My, M, ... as long as it
is supplied the ciphertexts C1,Cs, ... in the order they have been produced by ENCq. If the ciphertexts come
in the wrong order, DECy responds to this and any future queries with 1. The goal here is to distinguish

(ENCo, DECg) and (ENcy, DECq).

PROOF IDEA. In this channel setting, to obtain a memory-tight reduction from AE security to CTXT and
INDR security, we first use CTXT security to replace the oracles (ENCy, DEC;) with (ENCy, DECy). (This
step is easily seen to be memory-tight.) Next, we aim to use INDR security to replace ENC; with ENCq. The
catch here is that when doing so, we need to simulate the DECq oracle in the INDR security game (which
does not provide one). Again, this seems to require remembering all prior ciphertexts, thus preventing
memory-tightness.

A key observation, however, is that ciphertexts are only accepted when arriving with the right order.
For this reason, we will show (via an information-theoretic argument) that our reduction only needs to store

the 0 oldest ciphertexts which have not been delivered yet, for some § — the key point here is that § can be
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chosen to depend (roughly linearly) on the memory of the adversary used by the reduction, so the overall
memory of the constructed adversary is of the same magnitude of that of the AE adversary.

This is in contrast to existing memory-tight reductions in the literature which are (near) “memory-less”,
i.e., the reduction adds a small memory overhead, independent of the memory of the adversary. Our reduction
is the first example where the reduction uses memory in addition to that of the adversary, but the size of

this memory is bounded in terms of the adversary’s memory complexity.
APPLICATION TO CAU. We apply our memory-tight reduction to show bounds for CAU (and hence GCM)
in the communication channel setting. We refer to the resulting channel as NCH, and it is based on a block
cipher E. We show that for every adversary A, there exists B such that

AdVIEEE(A) < 4-AdVEP(B) + O (gqf) , (2.2)

where O(-) hides a small constant, ¢ and S are the data and memory complexities of A, and p is an upper
bound on the length of ciphertexts. Further, B makes g - p queries, and has time complexity similar to that
of A. Instrumental to our result here is Dinur’s Switching Lemma [Din20]. The main challenge is to prove a
bound for CTXT security — our proof relies once again on similar techniques to our memory-tight reduction.

In Chapter 3, we provide the full details of this result.

2.1.2  Technique 2: Memory-Tight Reductions using Randomness Programming

For our second technique, we identify a class of examples which admit a new kind of memory-tight reductions.
Our approach relies on the availability of random strings exchanged between the adversary and the security
game, and which the reduction can leverage to encode state which can be recovered from later queries of the
adversary, without the need to store this information locally, and thus saving memory. (In particular, the
burden of keeping this information remains on the adversary, which needs to reproduce this random string
for this state information to be relevant.) We refer to this approach as randomness programming.

As a motivating example, consider the standard UFCMA security notion for signatures. It is defined via
a game where the attacker, given the verification key vk, obtains signatures for chosen messages m1,ms, ...,
after which it outputs a candidate message-signature pair (m*,o*), and wins if m* was not signed before,
and o* is valid for m*. When ignoring memory, this notion is tightly equivalent to one (which we refer to as
mUFCMA) that allows for an arbitrary number of “forgery attempts” for pairs (m*, o*), and the adversary
wins if one of them succeeds in the above sense. This is convenient: we generally target mUFCMA, but only
need to deal with proving the simpler UFCMA notion.

The classical reduction transforms any mUFCMA adversary into a roughly equally efficient UFCMA

adversary, which wins with the same probability, by (1) simulating forgery queries using the verification
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key, and (2) outputting the first forgery query (m®*,oc*) which validates and such that m* is fresh. This
reduction is however not memory-tight, as we need to ensure the freshness of m*, which requires remembering
the previously signed messages. ACFK [ACFK17] prove that this is in some sense necessary, by showing

that a (restricted) class of reductions cannot be memory-tight via a reduction to streaming lower bounds.

OUR IDEA: EFFICIENT TAGGING. To illustrate our new technique, which we refer to as efficient tagging,
imagine now that we only use the signature scheme to sign random messages mi,...,mq <s {0, 1}¢, and
consider a corresponding variant of mUFCMA security, which we want to reduce to (plain) UFCMA security.
This, intuitively, does not seem to help resolve the above issue, because random messages are hardest to
compress.

However, what is important here is that the reduction is responsible for simulating the random messages,
and can simulate them in special ways, and program them so that they encode state information. For
instance, assume that the reduction has access to an injective random function f : [¢] — {0, 1}*, with inverse
f~1, which can be simulated succinctly from a short key as a pseudorandom object. Then, the reduction
to UFCMA can set m; < f(i) for the i-th query, and upon simulating a forgery query for (m*,o*), the
reduction checks whether f~1(m*) € [¢] to learn whether m* is a fresh signing query or not.

Of course, the simulation is not perfect: The original m;’s are not necessarily distinct (this can be handled
via the classical “switching lemma”). Also, the reduction could miss a valid forgery if the adversary outputs

m; before it is given to the adversary, but this again only occurs with small probability.

INEFFICIENT TAGGING AND NON-TIME-TIGHT REDUCTIONS. In the above example, we can efficiently check
that f~1(m*) € [¢q]. However, in some cases we may not — again, consider an example where the messages
to be signed are sampled as m; < h(r;), where h is a hard-to-invert function and r; is random. Then, we
could adapt our proof above by setting m; < h(f(i)), but now, to detect a prior signing query, we would
have to check whether m* = h(f(¢)) for some i € [¢], and this can only be done in linear time. The resulting
UFCMA adversary runs in time ¢’ = ¢ + O(gp - q), where ¢ is the running time of the original adversary and
qr is the number of forgery attempts. For example, if ¢ ~ qr =~ t, the reduction is not time tight, and the

adversary runs in time ¢’ = O(¢?).

ARE NON-TIME-TIGHT REDUCTIONS USELESS? It turns out that such non-time-tight reductions can still be
helpful to infer that breaking a scheme requires memory, although this ultimately depends on the concrete
security of the problem targeted by the reduction. Say, for example, a reduction for a given scheme transforms
a successful adversary running in time ¢ and using memory s into an adversary running in time ¢?> and using
memory s breaking discrete logarithms over IFp, for a 4096-bit prime p. It turns out that if we have fewer
than 278 bits of memory, no known discrete logarithm algorithm is better than a generic one (i.e. runs in

time better than 229%) which means that our non-time-tight reduction is still sufficient to infer security for
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278 21024

any s < as long as t <

MESSAGE ENCODING. At the highest level, what happens is that the reduction is in control of certain random
values which we can exploit to hide state information which can later be uniquely recovered, since triggering a
situation where the reduction needs to remember requires the adversary to actually give back to the reduction
this value. In the above, this state information is simple, namely whether the query is old or not. But as
we will show below, the paradigm can be used to store complex information — we refer to this technique as

message encoding, and discuss an example below.

A NEwW VIEWPOINT: F-ORACLE ADVERSARIES. In our technique described above we needed access to a large
random injection, which we argue can be simulated pseudorandomly. Prior works have similarly used PRFs
to pseudorandomly simulate random oracles [ACFK17, Ber11] with low memory. The fact that one needs to
decide how to simulate such objects when stating a memory-tight reduction is rather inconvenient: different
instantiations seemingly lead to quantitatively different reductions, although this fact does not appear to be
a reflection of any particular reality. In this chapter, we propose (and advocate for) what we believe to be the
“right” viewpoint: Our reductions are stated in terms of F-oracle adversaries where F is a set of functions
and such an adversary expects oracle access to a random f € F. Then, a memory-tightness theorem is
obtained in one of two ways, by either (1) applying a generic lemma stating that f can be instantiated in
low memory using an F-pseudorandom function, or (2) assuming that the use of f does not functionally
increase the success chances of the adversary because f is independent of the problem instance being solved
(this is provably the case for some information theoretic problems). In particular, (1) is more conservative
than (2), but it is very likely that (2) is also a viable approach which leads to cleaner result — indeed, we do
not expect any of the considered memory-sensitive problems to become easier given access to an oracle from

any natural class F — e.g., Factoring does not become easier given access to a random injection.

Our Results

We now move to an overview of our results (summarized in Fig. 2.1) which exemplify different applications

of the tagging and message-encoding techniques.

MULTI-CHALLENGE SECURITY OF DIGITAL SIGNATURES. Our first results consider the security of digital
signatures in the face of multiple forgery attempts (i.e., challenge queries), generalizing the examples discussed
above. We work with a notion we refer to as UFRMA (unforgeability under randomized message attack).
This notion is parameterized by a message distribution D and when the attacker makes a signing query for
m it receives a signature of m’ = D(m;r) for a random r. If m and r can be extracted from m’, giving
the notion xXUFRMA (or mxUFRMA for many forgery attempts), we can generalize our efficient tagging
approach above by having the reduction to UFCMA choose r = f(m,i) where each f(m,-) is a random
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injection. This setting can capture, e.g., the signatures used in key exchange protocols like TLS 1.3 where
the server signs a transcript which includes a random 256-bit nonce. A version of our inefficient tagging
example works when only m can be extracted from m’ (WUFRMA); we pick r = f(m, i) and in verification
of a forgery query perform the linear time check of whether m* = D(m; f(m, 1)) for some ¢ € [g]. This setting
captures places where the message to be signed includes a fresh public key or ciphertext. This includes, for
example, the use of signatures for signing certificates, in some key exchange protocols, and in signcryption.

We further prove mUFCMA security for particular schemes. First, we can randomize any digital sig-
nature scheme DS (obtaining a scheme we call RDS) by signing m | r for random r chosen by the signing
algorithm and including r as part of the signature. An immediate implication of our mxUFCRA result is
a tight reduction from the mUFCMA security of RDS to the UFCMA security of the underlying scheme.
One particular instantiation of RDS is Probabilistic Full Domain Hash with RSA (RSA-PFDH) which was
introduced by Coron [Cor02] to provide a variant of Full Domain Hash [BR93] with an (advantage-) tighter
security proof. Using our efficient tagging technique we obtain a fully tight proof of the strong mUFCMA
security of RSA-PFDH from the RSA assumption.

In independent and concurrent work, Diemert, Gellert, Jager, and Lyu [DGJL21] studied the mUFCMA
security of digital signature schemes. They also considered the RDS construction, proving that if DS can be
proven strong UFCMAL secure' with a restricted class of “canonical” memory-tight reductions then there is
a memory-tight reduction for the strong mUFCMA security of RDS. This complements our result, showing
memory-tight strong mUFCMA security of RDS based on a restricted class of schemes while our result
proves memory-tight plain mUFCMA security based on any plain UFCMA scheme. They apply their RDS
result to establish tight proofs for the strong mUFCMA security of RSA-PFDH (matching our direct proof

in Theorem 4.3.4). as well as schemes based on lossy identification schemes and pairings.

AUTHENTICATED ENCRYPTION SECURITY. Ghoshal, Jaeger, and Tessaro [GJT20] had recently observed
that in the context of authenticated encryption (AE), it is difficult to lift confidentiality of the scheme, in
terms of INDR security, to full AE security, when additionally assuming ciphertext integrity, if we want to
do so in a memory-tight way. This is well motivated, as several works establish tight time-memory tradeoffs
for INDR security [TT18, JT19, Din20, DTZ20, SOS20], which we would like to lift to their AE security.
The difficulty in the proof is that the INDR reduction must simulate a decryption oracle which rejects all
ciphertexts except those forwarded from an encryption query. Recognizing these forwarded ciphertexts seems

to require remembering state.

Here, we give a different take and show that for specific schemes — in particular, those obtained by adding

IThe suffix ‘1’ indicates a variant of UFCMA security in which the adversary can only obtain a single signature per message.
The security game always returning the same signature if the adversary repeats signature queries.
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Assumption Scheme Result ‘ Time ‘ Memory ‘ Advantage | New Technique
1UFCMA Any mxUFRMA v v v Efficient tagging
RDS mUFCMA v v v Efficient tagging
Any mwUFRMA X v 4 Inefficient tagging

RSA RSA-PFDH | mSUFCMA v v v Efficient tagging
(PRF, INDR) EtP AE V)| (XV) (V) Efficient tagging
1CCA Any mCCA X v X Inefficient tagging
1$CCA Any m$CCA v v X Message encoding

Figure 2.1: Memory-tight reductions we provide. A 1 vs. an m prefix indicates whether one or many challenge
queries are allowed. A v vs. an X indicates whether the reduction is tight with respect to that complexity
metric. Reductions lacking tightness multiply running time/advantage by O(q) or add O(g) to the memory
complexity, where ¢ is the number of queries. An x vs. a w indicates whether the coins underlying the
distribution of messages can be extracted from the message. RDS is randomization of any digital signature
scheme by padding input messages with randomness. RSA-PFDH is probabilistic full-domain hash with RSA.
EtP is the Encrypt-then-PRF AE construction.

integrity via a PRF, following the lines of [Rog04, BN08, NRS14] — a memory-tight reduction can be given.
Our INDR reduction is applied after arguing that the PRF looks like a random function f and thus forgeries
are unlikely to occur. It uses f in a version of our efficient tagging technique to identify whether a ciphertext

queried to decryption is fresh.?

CHOSEN CIPHERTEXT SECURITY: ONE TO MANY. A classical textbook result for public-key encryption
shows that CCA-security against a single encryption query (1CCA) implies security against multiple queries
(mCCA), with a quantitative advantage loss accounting to the number of such queries. ACFK [ACFK17]
claim, incorrectly, that the associated reduction from 1CCA to mCCA is easy to make memory-tight, but
this appears to be an oversight: No such reduction is known, and here we use our techniques to recover a
memory-tight version of this result.

Let us consider concretely the “left-or-right” formulation of 1CCA/mCCA-security: The reduction from
1CCA to mCCA, given an adversary A, picks a random ¢ <s [q] (where ¢ is the number of encryption
queries) and simulates the multi-query challenger to A by answering its first ¢ — 1 encryption queries with

an encryption of the left message, whereas the last ¢ — ¢ queries are answered by encrypting the right

2Ghoshal et al. [GJT20] in fact described three variants of AE with different conventions for how decryption responds to
non-fresh queries. By our results, memory-tight reductions to INDR are possible for two of the three variants.
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message. Only the answer to the i-th query is answered by the single-query challenger. A problem arises

when simulating the decryption queries: Indeed, we need to guarantee that a decryption query for any of the

*®

challenge ciphertexts cf,...,c;

returns an error L, yet this suggests that we seemingly need to remember
the extra challenge ciphertexts c;‘.‘ for j # 1.

We will resolve this in two ways. First, we give a new memory-tight reduction using the inefficient tagging
method, with the same advantage loss as the original textbook reduction. Our reduction is non-time-tight,
so may not be suitable for all situations. The main idea here is that we use the randomness used to generate
the challenge ciphertext as our tag.

To obtain a reduction which is also tight with respect to time, we resort to the observation that changing
to a stronger (but still commonly achieved) definition of CCA-security allows for different memory-tight
reductions. We give in particular a memory-tight and time-tight reduction (with the usual factor ¢ advantage
loss) from the notion of 1$CCA-m security to the notion of m$§CCA-m security. These are variants of CCA
security where (1) encryption queries are with respect to a single message, and return either the encryption
of the message, or a random, independent ciphertext, and (2) decryption queries on a challenge ciphertext
cf returns the associated message.

Our reduction uses the full power of our message encoding approach, simulating random ciphertexts in a

careful way which allows for recovering the associated challenge plaintext.

A FEW REMARKS. The above results on CCA security show us that the ability to give a memory-tight
reduction is strongly coupled with definitional choices. In particular, different equivalent approaches to
modeling the decryption oracle in the memory unbounded regime may not be equivalent in the memory-
bounded setting. This means in particular that we need to exercise more care in choosing the right definition.
We believe, for example, that the approach taken in m$CCA-m security is the more “natural” one (as it does
not require artificially blocking the output of the decryption oracle, by always returning a message), but
there may be contexts where other definitional choices are favored.

Another important lesson learnt from our AE result is that impossibility results, such as those in [ACFK17,
WMHT18, GT20, GJT20], do not preclude positive results in form of memory-tight reductions, either by
leveraging the structure of specific schemes, or by considering restricted security notions.

In Chapter 4, we describe this technique and the related results in detail.

2.2 Impossibility Results for Memory-tightness: Prior Work and Our Contributions

The work of Auerbach et al. [ACFK17], and a follow-up by Wang et al. [WMHT18], showed negative results
with respect to memory-tightness, i.e., they proved that certain reductions cannot be memory tight). These

lower bounds are tailored at general notions (e.g., single- to multi-challenge reductions), and lower bounds
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follow from a natural connection with classical frequency problems on streams. This thesis tackles the more
ambitious question of proving impossibility of memory-tight reductions for concrete schemes. We summarize

these contributions in Sections 2.2.1 and 2.2.2.

2.2.1 Impossibility 1: Memory-Tightness of Hashed ElGamal

Motivated by a concrete open question posed in [ACFK17], we consider the CCA-security of Hashed ElGamal.
In its KEM variant, the scheme is based on a cyclic group G = {g) — the secret key sk is a random element

from Zg|, whereas the public key is pk = ¢°F. Then, encapsulation produces a ciphertext-key pair
C«—g", K< H(pk").

for 7 < Z| and a hash function H : G — {0,1}*. Decapsulation occurs by computing K « H(C*).

The CCA-security of Hashed ElGamal in the random-oracle model was proved by Abdalla, Bellare, and
Rogaway [ABRO1] based on the Strong Diffie-Hellman (SDH) assumption (also often called GapDH), and
we briefly review the proof.? First, recall that in the SDH assumption, the attacker is asked to compute g**
from ¢g" and g¢", given additionally access to a decision oracle O, which on input h,y € G, tells us whether
h' =y.

The reduction sets the Hashed ElGamal public-key to pk = g¥ (setting implicitly sk = v), the challenge
ciphertext to be C* = g%, and the corresponding key K* to be a random string. Then, it simulates both
the random oracle and the decapsulation oracle to the adversary A (which is run on inputs pk, C* and K*),
until a random-oracle query for g*¥ is made (this can be detected using the O, oracle). The challenge is to
simulate both oracles consistently: As the reduction cannot compute discrete logarithms, it uses the oracle
O, to detect whether a random-oracle query X and a decapsulation query C; satisfy O,(C;, X) = true, and,
if this is the case, answers them with the same value.

This reduction requires memory to store all prior decapsulation and random-oracle queries. Unlike other
reductions, the problem here is not to store the random-oracle output values (which could be compressed
using a PRF), but the actual inputs to these queries, which are under adversarial control. This motivates
the conjecture that a reduction using little memory does not exist, but the main challenge is of course to

prove this is indeed the case.

OUR RESULT, IN SUMMARY. We provide a memory lower bound for reductions that are generic with respect to

the underlying group G. Specifically, we show the existence of an (inefficient) adversary A in the generic group

3Abdalla et al. [ABRO1] do not phrase their paper in terms of the KEM/DEM paradigm [Sho01, CS03], which was introduced

concurrently — instead, they prove that an intermediate assumption, called Oracle Diffie-Hellman (ODH), follows from SDH
in the ROM. However, the ODH assumption is structurally equivalent to the CCA security of Hashed ElGamal KEM for one
challenge ciphertext.
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model (GGM) which breaks the CCA security of Hashed ElGamal via O(k) random oracle/decapsulation
queries, but such that no reduction using less than k - A bits of memory can break the SDH assumption even
with access to A, where \ is the bit-size of the underlying group elements.

Our lower bound is strong in that it shows we do not even have a tradeoff between advantage and memory,
i.e., if the memory is smaller than k - A, then the advantage is very small, as long as the reduction makes a
polynomial number of queries to O, and to the generic group oracle. It is however also important to discuss
two limitations of our lower bound. The first one is that the reduction — which receives g, g” in the SDH game
— uses pk = gV as the public key to the Hashed ElGamal adversary. The second one is that the reduction is
straightline, i.e., it does not perform any rewinding.

We believe that our impossibility result would extend even when the reduction is not straightline. How-
ever, allowing for rewinding appears to be out of reach of our techniques. Nonetheless, we do conjecture a
lower bound on the memory of Q(klog k) bits, and discuss the reasoning behind our conjecture in detail in
Section 5.6.

We stress that our result applies to reductions in the GGM, but treats the adversary as a black box. This
captures reductions which are black-box in their usage of the group and the adversary. (In particular, the
reduction cannot see generic group queries made by the adversary, as in a GGM security proofs.) Looking at
the GGM reduces the scope of our result. However, it is uncommon for reductions to depend on the specifics
of the group, although our result can be bypassed for specific groups, e.g., if the group has a pairing.

In Chapter 5, we provide the details of this result.

2.2.2  Impossibility 2: A Generic Memory-Tightness Impossibility for INDR + CTXT = AE

In the context of the memory-tight reduction that we discussed in Section 3, a meaningful question is whether
we can give a memory-tight reduction beyond the setting of channels, and reduce AE security to INDR and
CTXT security in the most general sense. We show that this is unlikely by giving impossibility results for
black-box reductions.

We consider reductions to INDR and CTXT which are restricted, but note that all prior impossibility
results on memory-tight reductions [ACFK17, WMHT18, GT20] make similar or stronger restrictions. In
particular, we require the reductions to simulate their encryption oracles “faithfully” to an AE adversary,
i.e., if they answer an encryption query with a ciphertext C, the same query (1) has been asked to the
encryption oracle available to the reduction and (2) it has returned C. This restriction is natural, and we

are not aware of any reductions evading it.

STRAIGHTLINE REDUCTIONS. Our first result builds an (inefficient) adversary A against AE security which

no straightline reduction can use to (1) break CTXT security (regardless of the memory available to the
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reduction) or, more importantly, to (2) break INDR security (unless the reduction uses an amount of memory
proportional to the query complexity of the adversary). Moreover, A uses little memory, and thus our result
implies impossibility even for “weakly memory-tight reductions” which adapt their memory usage (such as
the one we give here). This is unlike recent works [WMHT18, GT20], which only rule out reductions with
memory independent of that of the adversary.

At a high level, A forces the reduction to complete a memory-hard task before being useful. If the
reduction succeeds, A executes an (inefficient) procedure to break INDR security. (And importantly, this
procedure does not help in breaking CTXT security!) More in detail, the first part of A’s execution consists
of challenge rounds. In each of these rounds, A encrypts random plaintexts My, ..., M,, which result in
ciphertexts C1,...,C,, and also picks a random index i* € [u]. It then asks for the decryption of Cjx,
and checks whether the response equals M. If so, it moves to the next round, if not it aborts by doing
something useless. Only if all rounds are successful A proceeds to break INDR security. We use techniques
borrowed from the setting of random oracles with auxiliary input (AI-ROM) [CDGS18] to prove that the
probability that all rounds are successful decays exponentially as long as the reduction’s memory does not

fit all of My,..., M,.

FuLL REWINDING. The restriction to straightline reductions seem too restrictive: After all, a reduction could
(1) wait for a decryption query Cjx, then (2) rewind the adversary to re-ask My, Moy, ... until M;x is asked.
The caveat is that our definition of INDR security does not allow for re-asking encryption queries (again, as
pointed out above, such a notion would prevent us from using the results of [JT19, Din20]). Therefore, if we
assume that all the reduction can do is remember (say) S plaintext-ciphertext pairs, the above adversary A
will fail to pass a challenge round with probability at least 1 — .S /u.

Still, this does not mean that rewinding cannot help when allowing more general adversarial strategies.
While handling arbitrary rewinding appears to be out of reach, we make partial progress by extending our
proof (and our construction of A) to show that “full” rewinding (i.e., re-running A from the beginning) does
not help. This is the same rewinding model considered in prior memory-tightness lower bounds [ACFK17].
However, in those results, one obtains a rewinding-memory tradeoffs (in that reducing memory would require
more rewinding). Here, our result is absolute, in the sense that if memory is too small, no amount of rewinding
can help.

In Chapter 5, we provide the details of this result.
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Chapter 3

ADVERSARY MEMORY DEPENDENT MEMORY-TIGHT REDUCTIONS

This chapter presents the new memory-tight reduction technique where the memory of the reduction
depends on the memory of the adversary that we introduced in Section 3. This chapter is based on our work
in [GJT20].

The chapter is organized as follows: in Section 3.1, we introduce our notation, basic definitions and cover
some cryptographic background necessary for the chapter. In Section 3.2, we recall the standard definitions
for the security notions of nonce-based encryption. We point out several nuances while defining security in the
memory bounded setting. We conclude the section by giving a time-memory tradeoff for the INDR security
of CAU. In Section 3.3, we show that memory-tight reductions can be given for the combined confidentiality
and integrity security of cryptographic channels. Using the result from Section 3.2, we prove the security of
a channel based on CAU. The resulting channel can be viewed as (a simplification of) the channel obtained

when using GCM in TLS 1.3.

3.1 Definitions

Let N={0,1,2,...}. For De N, let [D] = {1,2,...,D}. If S and S’ are finite sets, then Fcs(S, S’) denotes
the set of all functions F' : S — S’ and Perm(.S) denotes the set of all permutations on S. Picking an element
uniformly at random from S and assigning it to s is denoted by s «—s S. The set of finite vectors with entries
in S'is S* or (S)*. Thus {0,1}* is the set of finite length strings.

If x € {0,1}* is a string, then |z| denotes its bitlength. If n € N and = € {0,1}*, then |z|, =
max{1,[|z|/n]}. Welet z1...x¢ <, x denote setting ¢ « |z, and parsing x into ¢ blocks of length n (except
x¢ which may have |x¢| < n). We let z[: n] denote the first n bits of  and z[i : n] denote the i-th (exclusive)
through n-th (inclusive) bits of z. We adopt the convention that if |z| < |2/| then z @2’ = @ 2'[: |z|]. The
empty string is €.

We will make use of queues which operate in first-in, first-out order. If @ is a queue then Q.add(M)
adds M to the back of the queue and M « Q.dq() removes the first element of the queue and assigns it to
M. If the queue is empty, then M is assigned the value L ¢ {0,1}* which is used to represent rejection or
uninitialized values.

Algorithms are randomized when not specified otherwise. If A is an algorithm, then y < A%t (z,...;7)
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denotes running A4 on inputs z1,... with coins r and access to the oracles Oq,... to produce output y.
Performing this execution with a random r is denoted 3 <—s A°+(x1,...). The set of all possible outputs
of A when run with inputs z1,... is [A(z1,...)]. The notation y <« O(zy,...) is used for calling oracle
O with inputs z1,... and assigning its output to y. (Note, the code run by the oracle is not necessarily
deterministic.)

We make regular use of pseudocode games inspired by the code-based framework of [BR06]. Examples of
games can be found in Fig. 9.3. We let Pr[G] denote the probability that a game G outputs true. Booleans

are implicitly initialized to false, integers to 0, and all other types to L.

COMPLEXITY CONVENTIONS. When measuring the efficiency of an adversary we follow the standard con-
vention used in studying memory-tightness [ACFK17] on measuring the local complexity of an adversary
and not included the complexity of whatever game it interacts with. We primarily focus on the worst-case
runtime (i.e. how much computation it performs in between making oracle queries) and memory complexity
(i.e. how many bits of state it stores for local computation) of adversaries. Note that while these exclude the
time and memory used within whatever oracles the adversary may call, we do include the time and memory

used to write down an oracle query and receive the response.

3.1.1 Cryptographic Background

FUNCTION FAMILY. A function family is an efficiently computable function F : A x B — C, where A, B, and

C' are sets. A hash function is a family of functions. We often write Fi(-) in place of F(K,-).

PSEUDORANDOM FUNCTION/PERMUTATION. Let E : {0,1}* x {0,1}" — {0,1}™ be a function family. If
n =m and Eg(-) is a permutation for each K € {0,1}*, then we say that E is a block-cipher. The primary
security notions of interest for such functions are PRF and PRP security. The former is typically more useful
in applications, but when E is a block-cipher we prefer to assume PRP security and use that to deduce PRF
security.

These security notions are defined by games shown in Fig. 3.1. In GPP, the adversary is given access to
cither Ex(+) for a random key or a random permutation P : {0,1}" — {0,1}". Game GP" is defined similarly
except a random function F : {0,1}" — {0,1}™ is used in place of the permutation. For x € {prp, prf}, we

define the advantage of A by Advg(A) = Pr[Gg ; (A)] — Pr[Gg o(A)].

SWITCHING LEMMA. A classic result in cryptography is the “switching lemma” which bounds how well
an adversary can distinguish between a random function and a random permutation. Consider the game

Sll),b shown in Fig. 11.6a. In it, the adversary is given oracle access to either a random function or a
random permutation with domain/range [D] and is trying to figure out which. We define Adv$,(A) =
Pr[G3,(A)] — Pr{Gh , (A)].
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Game Gy, (A) Game GpErfb(A) Game G, ,(A)

K «s{0,1}* K «s{0,1}* F «sFcs([D], [D])
P «s Perm({0,1}") F «sFcs({0,1}",{0,1}™) P «s Perm([D])

b/ —s AEVALb b/ —s AE\"ALb bl —s AE\fALb
Return &’ =1 Return b’ = 1 Return b’ = 1
Oracle EVALy (z) Oracle EVALy(z) Oracle EVALy(z)
y1 — Ex(2) y1 — Ex(z) y1 — F(z)

Yo — P(x) Yo «— F(x) Yo < P(x)

Return yp Return y Return y

Figure 3.1: Security games for PRF and PRP security of E and the switching lemma.

Game Gi“(X)

((A1,C1),(A2,C2),2) s X

L« {0,1}*

If (A1, C1) = (A2, C5) then return false
Return Hy (A1,C1) @ Hp (A2, C2) = Z

Figure 3.2: Security game for AXU security of H.

The classic switching lemma shows Advy,(A) € O(¢?/D) where ¢ is the number of queries made by A.
In general, bounding the memory-complexity of the attacker cannot be used to meaningfully improve this
bound because a low-memory collision-finding attack (e.g., using Pollard’s p-method [Pol75, QD90]) achieves
advantage Adv$,(A) € Q(¢2/D). However, as originally observed by Jaeger and Tessaro we can obtain better

results when restricting attention to adversaries that never repeat any queries.

Let Adv$(g,S) denote the maximal value of Adv$)(A) for all A that are S-bounded and make ¢ non-
repeating queries to their oracle. Jaeger and Tessaro [JT19] showed that /—\dv%(qﬁ') < 4/Sq/D under a
combinatorial conjecture. Later, Dinur [Din20] improved this to show that Adv$,(q, S) € O(Sqlog(q)/D).

An immediate application of the switching lemma is that if A is an S-bounded adversary which makes ¢
non-repeating queries to its oracle, then |Adv® (A) — AdvPP(A)] < Advi, (g, S) for any block-cipher E whose

range has size D.
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AXU HASH FUNCTION. Let H : {0, 1}* x ({0,1}* x {0,1}*) — {0,1}" be a hash function. Its almost XOR-
universal (AXU) security is defined by the game Gi“ shown in Fig. 3.2. In it, an adversary X attempts
to guess the xor of the output of H on two distinct inputs of its choosing for a random key L. We define
Advir"(X) = Pr[Gi"(X)]. Typically one makes use of a ¢c-AXU hash which for all X satisfy Advif"(X) <
¢-(N1+ N2)/2"™ where Ny (resp. Na) is the maximum block length of any A (resp. C) output by X'. Note this

is unconditional, so we will not have to worry about memory complexity when reducing to AXU security.

3.2 Nonce-based Encryption and Memory-boundedness

In this section we recall known definitions and results for nonce-based encryption [Rog04]. We carefully
consider how these change when we move to the memory-bounded setting. For example, as was previously
noted by Auerbach, et al. [ACFK17], definitions which are tightly equivalent when the memory usage of
adversaries is not bounded do not necessarily remain so with bounds on memory. So we will consider
several variants of the definitions we are recalling and try to reason about which is the “correct” one to use.
We additionally note some results which can be extended to give appealing time-memory tradeoffs in the
memory-bounded setting and some for which this does not seem to be possible.

In Section 3.2.1, we discuss INDR security which measures the indistinguishability of ciphertexts from
truly random ones. This security notion requires that the adversary be disallowed from repeating nonces. We
discuss three conventions for capturing this which are tightly equivalent when ignoring memory restrictions,
but observe they are no longer tightly equivalent with these restrictions. Based on these discussions, the rest
of the chapter focuses on the restricted class of adversaries that will never repeat nonces in their queries to
encryption oracles. In Section 3.2.2, we discuss CTXT (integrity of ciphertexts) and AE security (combined
INDR and CTXT) security. For these, the adversary must be disallowed from trivially winning by forwarding
ciphertexts from its encryption oracle to its decryption oracle. Again we discuss several conventions for this
which are tightly equivalent when ignoring memory restrictions. Based on these discussions, the rest of the
chapter will use the convention that if an adversary queries (N, C) to its decryption oracle after receiving C
from an encryption query for (N, M), the oracle will respond with M.

Finally, in Section 3.2.3 we recall the CAU scheme by Bellare and Tackmann [BT16], an abstraction of
GCM [MV04]. Following existing proofs [BT16, IOM12, MV04] and using [JT19, Din20], we show that INDR
security of CAU can be proven by a memory-tight reduction to PRP security with an appealing time-memory

tradeoff and we informally discuss why such reductions seem impossible for CTXT or AE security.

SYNTAX AND CORRECTNESS. A (nonce-based) encryption scheme NE is defined by algorithms NE.K, NE.D,
and NE.E. Additionally it is associated with message space NE.M € {0, 1}* and nonce space NE.N.

The syntax of the algorithms is shown in Fig. 3.3. The key generation algorithm NE.K takes no input
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NE Syntax
K «sNE.K
C « NE.E(K,N, M)
M «— NE.D(K, N, C)

Figure 3.3: Syntax of nonce-based encryption scheme.

and returns key K. The encryption algorithm NE.E takes key K, nonce N € NE.N, and message M € NE.M.
It returns ciphertext C'. The decryption algorithm NE.D takes key K, nonce N € NE.N, and ciphertext C.
It returns message M € NE.M U {L}. When M = L, the ciphertext is rejected as invalid.

We additionally assume there is a ciphertext-length function NE.cl : N — N such that for any K € [NE.K],
N e NE.N, and M € NE.M we have |C| = NE.cl(|M|) whenever C' — NE.E(K, N, M). Typically, a nonce-
based encryption scheme also takes associated data as input which is authenticated during encryption.
Associated data does not meaningfully effect our results, so we have omitted it for simplicity of notation.

Correctness of an encryption scheme requires for all K € [NE.K], N € NE.N, and M € NE.M that
NE.D(K, N,NE.E(K,N,M)) = M.

3.2.1 Indistinguishability From Random (INDR) Security

The first security notion we will consider requires that ciphertexts output by the encryption scheme cannot

be distinguished from ciphertexts chosen at random.

DEFINITIONS. Consider the game Gi,{l‘gfb shown in Fig. 3.4. Here an adversary A is given access to an encryption
oracle ENC to which it can query a pair (N, M) and receive back either the encryption of message M with
nonce N (b = 1) or a random string of the appropriate length (b = 0). The adversary outputs a bit trying
to guess which of these two views it was given. We define Adviia (A) = Pr[Gi,{,“Eifl (A)] - Pr[Gi,{,'CE'fo(.A)].

In defining security we must address how to handle the possibility of A making multiple queries with
the same nonce. Encryption schemes are typically designed under the assumption that the same nonce will
not be used multiple times and may become completely insecure in the face of such nonce repetition. The
primary convention we will adopt is to restrict attention to adversaries that will never repeat nonces in their
encryption queries. We use the phrase “nonce-respecting INDR” to refer to security with respect to such
adversaries.

An alternate approach would be to modify the code of the game to respond appropriately to queries

where nonces repeat. One version of this, which we will refer to as INDR-R, would restrict attention to
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Game G, (A) Game GRg5" (A) |Oracle DECy (N, C)

K s NEK K <sNEK If M[N,C] # L then

b o AN b o ABNerDecy Return M[N,Clifw =1
Return b =1 Return ' =1 Return ¢ if w = 2

Oracle ENCy(N, M) Game GRg ' (A) Return L if w =3

C1 « NE.E(K,N,M) |K «<sNE.K M, <« NE.D(K,N,C)

Co s {0, 1}NE.cI(|I\4\) b AENCHDECY Mo «— L

MI[N,Cy] <+ M Return ¥’ =1 Return M,

Return C,

Figure 3.4: Games defining INDR, CTXT-w, and AE-w security of NE for w € {1, 2, 3}.

adversaries that will only repeat nonces when they also repeat the message queried to encryption. For this
the game would be modified to keep track of all encryption queries that have been made so far. When it
receives a repeated (N, M) pair, it simply returns the same C that it returned last time it saw that pair. A
second version of this, which we will refer to as INDR-B, makes no restriction on the queries of the adversary.
Instead, the game is modified to return L whenever the adversary makes a query with a nonce it has already

used.

DiscussioN. When memory is not an issue, all of these variants would be equivalent. Proving this follows
by noting that an adversary can just remember all prior queries it has made and thus never need to repeat.
This proof strategy is no longer available to us when we want to preserve the memory usage of adversaries.
We focus on nonce-respecting INDR because it hits the sweet spot of being strong enough for common
applications, yet weak enough that we know how to give provable time-memory tradeoffs.

Because nonce-respecting INDR considers a strictly smaller class of adversaries than the other two and
all of the games behave identically for this class of adversary it is tightly implied by the others. In fact, using
ideas from [JT19, Din20] we can see that nonce-respecting INDR is strictly weaker. The toy encryption
scheme SE considered in the introduction built from a block-cipher with block length n is vulnerable to
low-memory collision-finding attacks with advantage ©(q?/2") in the INDR-R and INDR-B settings, but
no attacks can have advantage better than O(gs/2™) in the nonce-respecting INDR setting. Here ¢ and s
refer to the number of queries and amount of memory used by the attackers, respectively. This underlies
why the ideas of Jaeger and Tessaro [JT19] can be used to prove nonce-respecting INDR, (but not INDR-R
or INDR-B) time-memory tradeoffs for natural counter-mode based encryption schemes. In most common

uses of nonce-based encryption the nonces are incremented as a counter or picked uniformly at random. In
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the former case, nonces clearly never repeat so nonce-respecting INDR suffices (we will see this formally in
Section 3.3). Nonces may repeat in the latter case, but we can follow [JT19, Din20] here and replace the

uniform random values with random, non-repeating values so again nonce-respecting INDR suffices.

3.2.2  Security Beyond Confidentiality

INDR security only guarantees confidentiality of the messages against passive attackers. However, in practice,
attackers may actively modify ciphertexts in transit. As such, it is important to consider security definition
that take this into account. We will consider integrity definitions and authenticated encryption definitions
which simultaneously asked for integrity and confidentiality.

DEFINITIONS. Consider the other two games shown in Fig. 3.4. We will first focus on G’y which defines three
variants of authenticated encryption security parameterized by w € {1,2,3}. In this game, the adversary is
given access to an encryption oracle and a decryption oracle. Its goal is to distinguish between a “real” and
“ideal” world. In the real world (b = 1) the oracles uses NE to encrypt messages and decrypt ciphertexts. In
the ideal world (b = 0) encryption returns random messages of the appropriate length and decryption returns
L. For simplicity, we will restrict attention nonce-respecting adversaries which do not repeat nonces across
encryption queries (as in nonce-respecting INDR, security). Note there is no restriction placed on nonces
used for decryption queries. Integrity of ciphertext security is defined by ﬁéf;“’ which behaves similarly
except the adversary is always given access to the real encryption algorithm.

The decryption oracle needs to prevent trivial attacks. If the adversary receives C' from a query of
ENC(N, M) and then queries DEC(N, C') it would receive M in the real world and L in the ideal world,
making them easy to distinguish. We must adopt some convention for how the oracles behave when such a
query is made to prevent this type of trivial attack. Towards this, the decryption oracle is parameterized by
the value w € {1,2,3} corresponding to three different security notions. In all three, we use a table M[-, ]
to detect when the adversary forwards encryption queries on to its decryption oracle. When w = 1, the
decryption oracle returns M [N, C] in this case. When w = 2, it returns a special symbol o. When w = 3, it
returns the symbol L which is also used by the encryption scheme to represent rejection. For x € {ae, ctxt}
and w € {1,2,3} we define the advantage of an adversary A by Advyg’(A) = Pr[Grg'; (A)] — Pr[Grgo(A)].

The corresponding security notions are referred to as AE-w and CTXT-w.

DiscussioN. When memory usage is not an issue, the choice of w does not matter. We can without loss of
generality assume that the adversary never makes one of these trivial attack queries because it could simply
store the table M-, ] for itself and simulate any such queries.! It’s not clear that this equivalence holds if

we do not assume that storing M[-, -] is “free” for the adversary.

IRestricting attention to adversaries which never make trivial attack queries is, indeed, a fourth way one could define security.
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The only memory-tight implication we are aware of between these is that security for w = 2 tightly
implies security for w = 3. This follows because an adversary with access to DEC; can simulate DEC] with
low memory. If DEC] returns M = o the adversary returns L, otherwise it does not modify M. All of
the other implications we might want to show seem to require remembering all prior encryption queries to
properly simulate DEC.

Ultimately, for heuristic reasons, we believe that w = 1 is the “correct” choice and will focus on it
in our later sections. The typical motivation behind chosen-ciphertext security notions is that in practice
an attacker can often observe the behavior of the decrypting party to learn something about the message
they received. There is no reason to think an attacker should only be able to do that for ciphertexts that
have been modified, but not ciphertexts that have been unmodified. This is best captured by w = 1. The
w = 2 definition seems to posit that the adversary can distinguish between ciphertexts it forwarded on and
ciphertexts that it modified (whether they were accepted or rejected) by observing the decrypting party’s
behavior. The w = 3 definition seems to posit that the adversary cannot learn anything about ciphertexts it
forwards on unmodified, but can learn about other modified ciphertexts by observing the decrypting party’s

behavior.

REVISITING A CLASSIC RESULT. A classic result, which has been shown for numerous styles of encryption,
is that confidentiality and integrity together imply authenticated encryption [RS06]. However, this becomes
more difficult for nonce-based encryption when we consider memory-tightness.

The classic proof that INDR and CTXT-1 security imply AE-m security first replaces real decryption with
1 via a reduction to CTXT-1 security and then replace real encryption with random using INDR security.
However, in this second step the reduction adversary would have to simulate the oracle DEC(l) which seems
to require storing the table M[:,].2 This potentially requires using much more memory than the AE-m
adversary, losing the benefit of time-memory tradeoffs for INDR-R. In this chapter we make it memory tight
when restricting attention to secure channels which only accept ciphertexts if they are received in order. In
Chapter 6, we give negative results showing that for nonce-based encryption this reduction cannot be made

memory tight (using a black-box reduction).

3.2.3 Security of the CAU Encryption Scheme

We conclude this section by considering the specific encryption scheme CAU for which we can prove INDR
security with a time-memory tradeoff. We will use this scheme in Section 3.3 to show a time-memory tradeoff
for the authenticated encryption security of a channel instantiated with it.

One of the most widely deployed encryption schemes is Galois Counter-Mode (GCM) [MVO04]. Bellare

2The standard reduction would be memory tight for w = 3.
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Algorithm CAU[E, H].E(K, N, M) Algorithm CAU[E,H].D(K,N,T | C)
Y « pad(NV) L« Ex(0"); Y « pad(N)
My... My —, M Ci...Cp , C
Fori=1,..,4 do T «— Hp(A,C)® Ex(Y)
C; « M; ® Ex(Y +1) If T # T' then return L
C—Ci...C Fori=1,...,¢ do
L « Ex(0™) M; « Ci @ Ex(Y +1)
T — Hi(A,C)® Ex(Y) M« M ... M,
Return T'| C Return M

Figure 3.5: Encryption scheme CAU parameterized by function family E (typically a block cipher) and hash
function H. In the code, pad(N) = N ||0™ || 1 for the appropriate choice of m and Mj ... My «—, M splits M
into n-bit blocks.

and Tackmann [BT16] generalized it to the scheme CAU which constructs an encryption scheme from a block
cipher E and hash function H. Using the techniques of Jaeger and Tessaro [JT19] we obtain a proof of

security for its nonce-respecting INDR security with an appealing time-memory tradeoff.

CONSTRUCTION. We recall the CAU construction of an encryption scheme. Fix a key length kICAU € N, a
block length n = CAU.bl € N, and a nonce length CAU.nl < CAU.bl. Then let E be a function family with
E : {0, 1}KCAU {0, 1}CAVLE 5 {0 1}CAVB and H be a function family with H : {0, 1}“AY"b1x ({0, 1}*x {0, 1}*) —
{0, 1}CAV-Bl The scheme constructed from E and H is denoted CAU[E, H]. Its message space CAU[E, H].M is
the set of all strings of length at most n-(27~AY-" —1) and its nonce space CAU[E, H].N is the set {0, 1}“AV-nl.

The algorithms of CAU[E, H] are shown in Fig. 3.5. The code uses pad(-) to denote the padding function
which on input N outputs N | 07~CAVEHIn=1 1 " GSince our simplified notation does not use associated data

we instead assume there is a fixed associated data string A used with every message.

The encryption algorithm parses the input message into ¢ blocks of length n (except for the last, which
may be shorter) and pads the nonce to a string Y of length n. It encrypts the message using counter-mode
encryption with Y +1 as the first counter. This gives it a partial ciphertext C. The authentication is inspired
by a Carter-Wegman MAC. A key L for the hash function is obtained as L « Ex(0™). This key is used to
compute the tag T as T «— Hp(A,C)® Ex(Y) and then T || C is the full ciphertext output by encryption.

The decryption algorithm parses the input ciphertext as 7' | C. It computes the correct tag T' for C by
setting L « Ex(0™) and T « HL(A,C) @ Ex(Y) (as was done in encryption). If T # T” the ciphertext is
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rejected by returning M = L. Otherwise the message M is obtained by counter-mode decrypting C'.

INDR securiTY OF CAU. The following theorem formalizes that CAU is nonce-respecting INDR secure

assuming E is a secure PRF.

Theorem 3.2.1. Let A be an adversary against the nonce-respecting INDR, security of CAU[E, H] that makes

at most q oracle queries, each at most p - CAU.bl bits long. Then we can construct a A, such that
AdVER [ 1 (A) < AdVET(A,) -

Adversary A, has runtime essentially that of A, makes at most q(p + 1) + 1 queries to its oracle, has

memory/time complexity essentially that of A and never repeats queries to its oracle.

It is important that A, never repeats queries because it allows us to apply the time-memory switching

lemma from Section 11.4.3. This gives us roughly,
AdvERD 5,117 (A) € AdVEP (Ap) + O(S - pq - log(pq)/2")

where S is a bound on the memory complexity of A. For variants other than nonce-respecting INDR it

would not be clear how to prevent A, from repeating queries without storing the prior queries of A.

Proof. [Sketch] One constructs A, to first set L « EVAL(0™). Then it runs A and simulates encryption
queries by running CAU.E while using its EVAL oracle in place of Ex. It does not recompute L each time
because it has already computed it. Its final output is whatever A outputs. One can verify that the view of
A when simulated by A, is “real” encryptions when b = 1 and random strings when b = 0, so the claimed

advantage bound follows. ]

CTXT/AE SecuURITY OF CAU. It does not appear to be possible to give a similar time-memory tradeoff for
the CTXT or AE security of CAU. The standard analysis of either of these first uses PRF security to replace
the output of E with random. It then argues that the adversary’s view is independent of the Hy, (A4, C') values
produced in encryption so that it can apply the security of H. For x = ae or z = ctxt this would give a
bound of the form,

AdvEny 11 (A) = AdvE (Ap) + Advi® (X) .

However, this PRF adversary A, needs to to simulate a decryption oracle to .A. The natural ways of doing this
(remembering all prior encryption queries or using EVAL to run decryption) either require significant use of
memory or repeating queries to EVAL. This prevents us from applying the switching lemmas of [JT19, Din20]
to get appealing time-memory tradeoffs when E is a PRP.

In Section 3.3.3, we will use a new technique for memory-tight reductions to prove that using CAU in a

channel can provide (the channel equivalent of) CTXT security (and thus AE security from Section 3.3.2).
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CH Syntax Game GZ$"(A) Oracle ENCDEC, (M)
(0°,0") «s CH.Sg (0°,07) «s CH.Sg (c°,C) «s CH.S(o°, M)
(6°,C) «s CH.S(c°, M) b s ABNCDEC (6", M1) « CH.R(c",C)
(¢", M) « CH.R(¢",C) Return b’ =1 Return M,

Figure 3.6: Left: Syntax of channel algorithms. Right: Channel correctness game.

3.3 Memory-tight Reductions for Cryptographic Channels

In this section we show that memory-tight reductions can be given for the combined confidentiality and
integrity security of cryptographic channels. These are a form of stateful encryption which provide the
guarantee that messages cannot be duplicated or reordered, in addition to the typical confidentiality and

integrity goals of encryption.

3.83.1 Syntax and Security Notions

SYNTAX AND CORRECTNESS. A (cryptographic) channel CH specifies algorithms CH.Sg, CH.S, and CH.R
along with message space CH.M < {0,1}*. The syntax of these algorithms is shown in Fig. 3.6. The state
generation algorithm CH.Sg takes no input. It returns sender state ¢® and receiver state ¢”. The sending
algorithm CH.S takes a sender state o° and message M € CH.M. It returns updated sender state ¢® and a
ciphertext C. The receiving algorithm CH.R takes a receiver state ¢” and a ciphertext C. It returns updated
receiver state 0" and a message M € CH.M u {L}. When M = 1, this represents the receiver rejecting the
message as invalid.

A channel is expected to never again return M # L after if it has rejected a message. This models
the behavior of protocols such as TLS which are assumed to be run over a reliable transport layer and has
been the standard notion for channels since the work of Bellare, Kohno, and Namprempre [BKN04]. When
a protocol (e.g. QUIC or DTLS) is run over an unreliable transport layer, then a robust channel is used
instead [FGJ20]. We leave memory-tight proofs of security for robust channels as an interesting direction for
future work.

We typically assume there is a ciphertext-length function CH.cl : N — N such that for any M € CH.M
and state o®, we have Pr[|C| = CH.cl(|M]) : (6%,C) «s CH.S(c%, M)] = 1.

Correctness requires that if the receiver is given the ciphertexts sent by the sender in order and without
modification then the receiver will output the same sequence of messages that were sent. One way to formalize

this is via the game GZ;;%"™ shown in Fig. 3.6. We define Advg;;*"(A) = Pr[GELT"(A)] — Pr[GZ: S (A)].
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Perfect correctness requires that Advg;®"(A) = 0 for all (even unbounded) .A. This implies that the M,

output by CH.R always equals M.

SECURITY DEFINITIONS. We consider indistinguishability from random, integrity of ciphertext, and authen-
ticated encryption security for channels just like we did for nonce based encryption.

Authenticated encryption security of a channel CH is defined by game Gg",;af defined in Fig. 3.7. In
it the adversary is given access to an encryption oracle and a decryption oracle. The adversary’s goal
is to distinguish between a “real” and “ideal” world. In the real world (b = 1) the oracles use CH to
encrypt messages and decrypt ciphertexts. In the ideal world (b = 0) encryption returns random messages
of the appropriate length and decryption returns L. In both worlds, as long as the adversary’s queries to
decryption have consisted of the outputs of encryption in the correct order, the oracles are considered in
sync and decryption just returns the appropriate message that was queried to encryption.® After the first
time the adversary queries something else, the oracles are out of sync and will never be in sync again (so
DEc will always return Mp).

Authenticated encryption security is a combined confidentiality and integrity notion. We can also define
separate notions. INDR security is defined by the game Géh,_',fzd' which is the same as Gcch,_]af except the
adversary is only given oracle access to ENC,. CTXT security is defined by the game GCC’H’C;“ which is

the same as GEh,_]alf‘ except the adversary is given oracle access to ENC; and DEC,. These games are given

explicitly in Fig. 3.7. We define the advantage of A by Adv¢y(A) = Pr[Gey 1 (A)] — Pr[GEy o(A)] for = €

{ch-ae, ch-indr, ch-ctxt}.

3.3.2  Confidentiality and Integrity Imply Authenticated Encryption

We will show that INDR security plus CTXT security imply AE security using a memory-tight reduction.
While the normal proof that INDR and CTXT security suffice to imply AE security is not particularly
difficult, it uses a non-memory tight reduction to INDR security. Making the proof memory tight will

require more involved analysis.

INFORMATION THEORETIC LEMMA. Before proceeding to the proof, we first will provide a simple information
theoretic lemma that will be a useful subcomponent of that proof. Consider the game Gii’ s shown in Fig. 3.8.
In it, an adversary is given a length L string R and tries to choose an index ¢ for which it is able to remember
the next d-bits of the string using state 0. We say that an adversary (A, As) is S-bounded if |o| = S always.
We define AdviItJ’(;(AhAg) = Pr[ ii,(;(Al,.Az)].

3This matches the convention of CTXT-1 and AE-m for encryption schemes. We believe it to be “correct” for the same
reasons discussed for those definitions.



Game G5 (A)
sync « true
(0°,07) «s CH.Sg
b/ —s AENCb,DECb
Return b’ =1
Game G (A)
sync « true
(0°,07) «s CH.Sg
b/ —s AENCb

Return b’ =1

Game GZ3*(A)
sync « true
(0°,07) «<s CH.Sg
b/ —s AENCl,DE('b

Return b’ =1

Oracle ENCy (M)
(c°,C1) «s CH.S(c°, M)
Co < {0, 1}CH-<(M])
M.add(M); C.add(Ch)
Return C

Oracle DEC(C)

(6", M;) « CH.R(¢",C)
My «— L
M' «— M.dq()
C' « C.dq()
If sync then
If C = C’ then
Return M’
sync « false

Return M,

Figure 3.7: Games defining the INDR, CTXT, and AE security of a channel.

Game G} 5(A1, A2)

R «s{0,1}*F

(i, 0) s Ar (R)

r s As(i,0, R[: i — 1])
Return r = R[i : i + 0]
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Figure 3.8: Information theoretic game in which A tries to remember a § bit sequence in an L-bit random

string.

Lemma 3.3.1. Let L,§,5 € N. Let (A1, As) be an S-bounded adversary. Then

AdvY 5(A1, Ag) < L-25/2°

Proof. Let L, 9,5, Ay, As be defined as in the theorem statement. Without loss of generality we can assume
that A; and A, are deterministic. Then for any fixed choice of ¢ and o, the probability that As(i, o, R[:
i—1]) = R[i : i + 6] will be exactly 1/2°. Then we can calculate as follows.
Pr[G} (A1, A2)] < Prg[Ji,o st. R[i:i+6] = As(i,o, R[: i — 1])]
< ). Pr[R[i:i+ 6] = Ag(i, 0, R[: i — 1])]

=1/ <L-25/2°.

1,0
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The last inequality follows from there being at most L - 2° choices for (i, ).

SECURITY RESULT. Now we can proceed to our security result showing that AE security can be implied by
INDR and CTXT security in a memory-tight manner. The technical crux of the result is the reduction
adversary As which simulates the view of an AE adversary A to attack the INDR security of the channel.
In our theorem statement this reduction adversary is parameterized by a variable § which determines how
much local memory it uses. Using Lemma 3.3.1, our concrete advantage bound is expressed in terms of ¢

and establishes that the reduction can be successful with this value not much larger than the local memory

of A.

Theorem 3.3.2. Let CH be a cryptographic channel. Let A be an adversary with memory complexity S and
making at most q queries to its ENC oracle, each of which returns a ciphertext of length at most x. Then for

any 6 € N we can build an adversary As (described in the proof) such that
AdvE2¢(A) < AdvE P (A) + 2 - Advd ™ (As) + 2 - - 25/29
Adversary As has running time approximately that of A and uses about S + 28 bits of state.

Setting 6 = S + log(qx) + x makes the last term about 1/2* while limiting the memory usage of As to
only 25 + 2log(qz) + 2k.

The standard way of proving that INDR security and CTXT security imply AE security would first use
CTXT security to transition from a world in which A is given oracle access to (ENCy, DECy) to a world in
which A is given oracle access to (ENC1, DECg). Then INDR security would be used to transition to A being
given oracle access to (ENCp, DECq). The issue in our setting with this proof arises in the second step. The
INDR reduction adversary needs to simulate DEC( for 4. The natural way of doing so requires storing the
entirety of the tables M and C which means that A5 may use much more memory than A.

Our proof of Thm. 3.3.2 follows this same general proof flow, but uses a more involved analysis for
the reduction to INDR security. In particular, we make use of the following insight: If A has memory
complexity S but cannot distinguish the ciphertexts it sees from random (because of INDR security), then
from Lemma 3.3.1 it cannot remember many more than S of the ciphertext bits that it has received from
ENC but not yet forwarded to DEC.

If A ever queries a ciphertext which is not the next ciphertext in C, then DECq oracle will never again
return anything other than 1. Because we can assume that .4 will be unable to remember too many bits of
ciphertext, we can just have our reduction adversary As remember a few more bits of ciphertext than A can.

If the total length of ciphertext that A has received from its encryption oracle, but not forwarded on to its
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decryption oracle ever exceeds the amount that A4s will store, then 45 assumes .4 must have forgotten some
intermediate ciphertext before that point, allowing the reduction to cease storing future ciphertexts because

sync will be false before that point.
Proof. We will construct INDR adversaries A5, Af, and S-bounded adversary (A;,.As) and show that
AdvER*e(A) < Advg™ (A) + Adva™ (A5) + 2 Advir, 5(Ar, Az) + AdvE ™ (A7) .

The stated theorem then follows by applying Lemma 3.3.1 and constructing the adversary As which runs
either A or Aj (chosen at random) and outputs whatever that adversary does. The resulting As will satisfy
the efficiency constraints stated in the theorem statement. We will prove this bound via a sequence of

transformations that slowly change Géh,f,af to Géh['aoe

CTXT TRANSITION. Let Gy = Gccrﬁaf(A) and G; = Gg‘,__,%“(A). Because G‘g‘,_]af(A) and Gg'ﬁfth(A) are identical
games we have that Pr[Go] — Pr[G;] = Adv& <" (A).

TRANSITION TO LIMITED MEMORY GAME. Next we want to transition to a version of G; that stores a bounded
amount of local state. Consider the games Go and Gz shown in Fig. 3.9. The tables My and Cs track the
messages and ciphertexts as in the real game. Because of this Pr[G;] = Pr[Gz].

In the transition to G3 we are going to stop using these tables and instead solely rely on the tables M
and C. With these tables, if the total number of bits of ciphertexts that would be stored in C exceeds § then
we permanently stop adding elements to these tables — we assume that the adversary will cause sync to be
set to false at some point earlier in the game. Note that up until this point the tables (Ms, Cs) and (M, C)
are used identically. The two games only differ in the boxed code in DEC which returns My if the adversary
has queried a ciphertext stored in C, that was not stored in C. Hence, these games are identical-until-bad

so the Fundamental Lemma of Game Playing [BRO6] gives,
Pr[Gs] — Pr[Gz] < Pr[Gs sets bad].

We want to apply Lemma 3.3.1 to bound the probability that bad is set. To do so we need to be able to
treat the ciphertexts as random strings. Thus we defer the analysis of the probability that it occurs until

after applying INDR security.

INDR TRANSITION. Now consider the game G4. It is identical to G except that the ciphertexts returned by
ENC are chosen at random instead of using CH. We can transition to this game using a reduction to INDR
security. It is important here that our reduction adversary will not need to use too much memory because
of the way that we have limited the memory needed for Gg.

Consider the adversaries As and A shown in Fig. 3.10. Highlighted code is only included in the latter

adversary.
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Games [G2), G3, Gu, Oracle ENC(M) Oracle Dec(C)

flag « true (¢°,C) «s CH.S(c°, M) M’ «— M.dq(); Mz <« Mo.dq()
sync « true C s {0, 1}H-<1MD C" « C.dq(); C2 « Ca.dq()
(6°,0") «s CH.Sg M;.add(M); Cz.add(C) If sync then

b s AENCDEC If flag then If C = C’ then

Return b’ =1 If ||C|| + |C| < ¢ then Return M’

M.add(M); C.add(C) Elif C = C, then

Else bad « true
flag « false
Return C sync « false
Return L

Figure 3.9: Hybrid games for proof of Theorem 3.3.2. Highlighted code is only included in highlighted games.

Boxed code is only included in boxed games.

Adversary Aj uses its ENC oracle to present A with a view identical to Gg if b = 1 and identical to G4 if
b = 0. Note here that the tables (Ms, Cs) do not effect the view of A in either of these game, allowing Aj
not to have to store them. We have that Pr[Gf;h,]frl‘dr(Ag)] = Pr[Gs] and Pr[GCCh,_]der(Ag)] = Pr[G4]. In other
words, Advgy ™ (A5) = Pr[Gs] — Pr[Ga].

Adversary Aj instead uses its INDR oracle to simulate the view of A, but returns 1 if the flag bad would
have been set. Because this can only be set by the first ciphertext not stored in C we only need to be able
to simulate the games up until that point. So we store this extra ciphertext and put an # in C so that in
DEC we know when we have reached the relevant point. We have that Pr[GCC*;_',jrl‘d'(Ag’ )] = Pr[Gj sets bad] and

Pr[GCCh,;der(Ag)] = Pr[Gy sets bad]. In other words, Pr[Gs sets bad] < Adva; ™ (A%) + Pr[Gy sets bad].

FINAL TRANSITION. The final transition is from G4 to Gs. These two games are identical-until-bad as can

be seen in DEC. Because of this we have that
Pr[G4] — Pr[Gs] < Pr[Gy sets bad].

Using all of My and C, instead of just M and C makes G5 identical to Gcch['aoe )

BOUNDING PROBABILITY OF bad. We conclude by bounding the probability G4 sets bad via a reduction to
our information theoretic analysis. Consider the S-bounded (A;,.A2) that behaves as follows. First, Ay
internally simulates the view of A in G4 using the coins for .4 which maximize the probability of bad and

using the bits of R as the ciphertext bits returned by encryption. If A causes flag to be set to false, A; will
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Adversary AF™NC Oracle SIMENC(M) Oracle SIMDEC(C)
flag « true flag « true M' «— M.dq(); C' « C.dq()
sync «— true sync « true If sync then
b s ASMENCSIMDEC C «s Enc(M) If C = C’ then
Return b’ =1 If flag then Return M’
If ||C|| + |C| < ¢ then Elif C' = # and C = C* then
Adversary A5 M.add(M); C.add(C) abort(1)
flag « true Else sync « false
sync « true C.add(#); C* « C Return L
ASIMENC,SIMDEC flag « false
Return 0 Return C

Figure 3.10: INDR adversaries for proof of Theorem 3.3.2. Highlighting indicates code that is only used by

I
adversary Aj.

halt and output the current state of A as o with 7 chosen so the next § bits of C and ¢ are the values of R
for As to guess.

Then As will resume executing A using . When A makes encryption queries it will just make up its own
responses. When A makes a decryption query for a ciphertext C then A5 will concatenate it into its guess r.
It just assumes this was the correct next ciphertext that should have been stored in C (otherwise .A would fail
in setting bad). To determine which M to return for this query, As re-runs A from the beginning using the
same coins A; used. It uses its given prefix of R and the current value of r to respond to encryption queries
until it reaches the encryption query corresponding to the current decryption query. Whatever message A
queried for this encryption query is then returned for the decryption query. Once r is § bits long, Az outputs
that as its guess.

We can see that when bad would be set in Gy, the view of A is perfectly simulated up until that point
and As will guess r correctly. This gives us Pr[G4 sets bad] < Adviqt_m’(;(Al, As) as desired.

Combining all the bounds we have shown completes the proof. |

3.8.83 AE Security of a TLS 1.3-like Channel

We have shown that the AE security of a channel can be reduced to its constituent INDR and CTXT security
in a way that preserves memory complexity. This is, of course, only meaningful if we have channels for which

we can give provable time-memory tradeoffs for their INDR and CTXT security. Using the ideas of Jaeger
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NCH[NE].Sg NCH[NE].S((K, N), M) |NCH[NE].R(K,N),C)
K «—sNE.K N«<N+1 If N =1 then
N «s NE.N C « NE.E(K,N, M) Return ((L,1),1)
Return ((K,N), (K,N)) |Return ((K,N),C) Ne«N+1
M « NE.D(K, N, C)
If M =1 then
Return ((L,1),1)
Return ((K,N), M)

Figure 3.11: Algorithms of channel NCH[NE] constructed from encryption scheme NE.

and Tessaro [JT19] it is easy to give such examples for INDR security.

Using the ideas from proof of Thm. 3.3.2 we will prove the security of a channel based on GCM (or more
generally CAU). The resulting channel can be viewed as a (simplified) version of the channel obtained by

using GCM in TLS 1.3.

THE CONSTRUCTION. The construction we consider is a straightforward construction of a channel from a
nonce-based encryption scheme NE by using a counter for the nonce. The INDR, security of this channel
follows easily from the nonce-respecting INDR, security of NE. Proving integrity of the channel from the
integrity of NE is possible, but of limited applicability since we do not have examples of encryption schemes
with proven time-memory tradeoffs for integrity. We will instead only show integrity for the specific case
that NE = CAU.

The channel NCH[NE] is parameterized by an encryption scheme NE. It has NCH[NE].M = NE.M. We
assume that NE.N can be interpreted as a cyclic group written using additive notation. Its algorithms are
shown in Fig. 3.11. State generation sets the state of both parties equal to a shared random key and nonce.
Encryption increments the nonce and uses NE to encrypt the message with the current nonce. Decryption
increments the nonce and uses NE to decrypt the ciphertext with the current nonce. If the ciphertext is
rejected (M = 1), the receiver will replace its state with 1’s. Henceforth it will reject all ciphertexts it

receives (via the first line which checks if N = 1 already holds.

INDR SECURITY. The INDR security of NCH[NE] follows easily from nonce-respecting INDR security of NE.
This is captured by the following theorem.

Theorem 3.3.3. Let A be an adversary against the INDR security of NCH[NE] that makes less than [NE.N|
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oracle queries. Then we can construct B such that
Advicring) (A) < Advig' (B) -
Adversary B has complexity comparable to that of A and is nonce-respecting.

Proof. [Sketch] Adversary B picks N at random and then starts executing .A. Whenever A makes a ENC(M)
query, B increments N, queries C' < ENC(N, M), and returns C to A. Adversary B outputs whatever A

does. Verifying the claims made about this adversary is straightforward. |

CTXT SecurITY. For CTXT security we need to focus our attention on the particular construction of
NCH[NE] obtained when using the encryption scheme NE = CAU[E, H] for some function families E and H.

In our proof, we will take advantage of the fact that the adversary can essentially only make a single
forgery attempt. If it fails at this attempt, then the state of the decryption algorithm can be erased and it will
henceforth always return 1. Because CAU uses a Carter-Wegman style MAC we have to first use the PRF
security of E to hide the values of H,(A, C) used in encryption queries. To get our desired state-aware results
we need to make sure that our PRF reduction does not use much more memory than the original adversary.
This creates an issue similar to what we saw in Section 3.3 where it can be difficult to simulate the values
returned by DEC. This issue is resolved by adjusting the proof technique used to establish Thm. 3.3.2 where

we exploit the fact that ciphertexts look random to assume that A cannot remember too many ciphertexts.

Theorem 3.3.4. Let NE = CAU[E, H] for some E and H. Let A be a nonce-respecting adversary against
the CTXT security of NCH[NE] with memory complexity S that makes at most ¢ < 2"V — 1 encryption
queries, each of which returns a ciphertext of length at most x. Then for any § € N we can construct an

adversary Ap such that
AdViGETE (A) < 2 AdvET(A,) + Advi (X) + ¢ 2 - 25/2° .

Adversary Ay has running time approzimately that of A and uses about S + 25 bits of state. It makes at

most q(z/n + 2) + 1 non-repeating queries to its oracle.

The proof is given in Section 3.4. As with Thm. 3.2.1, the PRF adversary we give never repeats queries
so we can apply the switching lemma to obtain a bound using PRP security of E. Here it is important that
the memory of A, is not much more than that of A. Assuming |A| < p, setting ¢ ~ S + n, and assuming

S > n we can combine all of our theorems so far to obtain a bound of

1
AdviiEine (A) < 4 AdET(B) + O (qu Og(pq;f b+ q)>

for a B with comparable efficiency to A and assuming H is c-AXU.
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Games G, G1
sync « true

N, s {0, 1}CAU-n!
Ng < N,

K s {0, 1}KICAU
L« Ex (0°AU)
b s AENC.DEC

Return b’ =1

Oracle Dec(C)

If Ny = 1 then return L
Ng«— Ng+1
M’ «— M.dq()
C' « C.dq()
If sync then
If C = C’ then
Return M’

sync « false

Ne < Ne +1
Y « pad(N.)
Mi...My <, M
Fori=1,..,¢ do

Ci — Mi® Ex (Y +1)
Ce—C1...Cy
T — HL(A,C)® Ex(Y)
Return ((K,N),T| C)

Algorithm D(T || C)

Y « pad(Ng)
Cr..Cpe, C
T «— Hr(A,C)® Ex(Y)
If T =T then
badforge < true
Ng «— L
Return L
Fori=1,...,¢ do

Oracle ENC(M)

C — E(M) My < D(C) M; « Ci®Ex (Y +i)
M.add(M); C.add(c) Mo <L M« M ... M,
Return C Return M, Return M

Ng «— L

Return L

Figure 3.12: Games Gy and G; introducing badsyrge for proof of Thm. 3.3.4. Highlighted code is only included

in Gl.

3.4 Proof of Thm. 3.3.4 (NCH[CAU[E, H]] is CTXT secure)

In this section we provide a proof of Thm. 3.3.4 which gave a concrete bound on the CTXT security of

NCH[NE] for NE = CAU[E, HJ.

Proof. Consider the game Gy shown in Fig. 3.12. It was obtained by plugging the code of NCH[NE]
into Gﬁ,ec,_,[,\,EL1 and making some minor organizational changes (e.g. L is computed once for all time and
encryptions/decryptions are performed in the separate algorithms E and D). The game G; is the same
except that when a forgery would occur (i.e. when badforge is set) the oracle D sets the nonce to L and

returns | anyway. Equivalently, this game always returns | once sync is false. Because of this we have that

Gy is identical to GNcune,o- Thus we have that
AdeNhéﬁt[x,\t,E] (A) = Pr[Gg| — Pr[G:] < Pr[Gy sets badforge]-

The rest of the proof is dedicated to bounding this probability.
TRANSITIONING TO RANDOM. Recall that CAU’s authentication is inspired by a Carter-Wegman MAC. Thus
we ultimately expect to reduce security to the AXU security of H. However, to do so we first will need to

replace the output of E with random so that the key L looks random and the encryption queries before the
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forgery attempt have not revealed anything about L. Naturally, this consists of a reduction to the PRF
security of E, but this is somewhat difficult in our setting. We’d like the reduction to be memory tight and
not repeat PRF queries. This makes it difficult to simulate DEC while sync = true.

Ultimately, the approach we will take here closely mirrors that used in our proof of Thm. 3.3.2. We will
assume that the adversary A cannot remember too many bits of ciphertext at a time because the ciphertexts
should look random to it. If there are ever more than that many bits of ciphertext that .4 has received from
ENC, but not forwarded to DEC then we can stop remembering additional ciphertext bits in our table and
assume the sender and receiver will be out of sync before A has forwarded on all the ciphertext bits.

To start this analysis consider the game hy shown in Fig. 3.13 for which we claim Pr[G; sets badforge] =
Pr[ho]. Note that hg returns badsyge rather than something depending on the bit guessed by A. To obtain
hg from G; we have made a few syntactic changes that do not effect the probability badforge is set. First, the
use of tables surrounding sync has been re-organized to use two copies of the table as was done in proving
Thm. 3.3.2. The flag sync has been removed because we will simply abort whenever it would be changed.
Next, all executions of Ex has been forwarded to an oracle RF which simply runs E. Finally, we have added
code to DEC to make the game abort and output baderge rather than return L and continue execution (after
a failed attempt to set badforge in G; the nonce Ny would be set to L, preventing badsorge from ever being set
again in the future).

The game h; is the analog of Gs in the proof of Thm. 3.3.2. It differs from hy by never using My to
determine the output of DEC, thereby limiting how much memory is needed to simulate it. Games hy and

h; are identical-until-bad so we have that

Pr[ho] — Pr[h1] < Pr[h; sets bad].

PRF TRANSITION. Having moved to a game that can be simulated with low memory we can now apply
PRF security to replace the output of E with random. Consider the game hs. It differs from h; in that the
highlighted code has been removed from RF which now implements a (lazily sampled) random function. In

Fig. 3.14, we give PRF adversaries Aj, and A} satisfying
Pr[h1] — Pr[ha] < Advi' (A7) and Pr[hy sets bad] — Pr[hy sets bad] < Advyy' (A%).

These adversaries simulate the view of A in h; or hy by using its EVAL oracle whenever E would be executed,
the first outputting 1 whenever badgyge would be set and the second outputting 1 whenever bad would be set.
They store one extra ciphertext C* beyond what C stores to know when bad occurs. We want to be careful
that neither adversary repeats queries to EVAL. This is immediate for A”. When A’ checks if the tag of a

ciphertext is correct in SIMDEC we have to be careful not to create a repeat query. This would be possible
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Games [hgl, h1, ho, h3

flag < true

sync «— true

N, «s {0, 1}CAU-n!
Ng < N,

K «s {0, 1}}CAY
L « Rr(0%AU-b!)
Run AENC:DEC

Return false

Oracle ENc(M)

C «— E(M)
Ms.add(M); Ca.add(C)
If flag then
If ||C|| + |C]| < 6 then
M.add(M); C.add(C)
Else
flag « false

Return C

Oracle Dec(C)
Ng«— Ng+1
M’ «— M.dq()
C" « C.dq()
My « Ma.dq()
Ca « Ca.dq()

If C = C' then
Return M’
Elif C = C5 then
bad « false
abort(false)

T|C«C

Y « pad(Ng)

X « Hi(A, Q)

If T = X ®Rr(Y) then
badforge < true
abort(true)

abort(false)

Algorithm E(M)

Ne < Ne +1

Y « pad(Ne)

Mi...My—n, M

C1...Cp s {0,1}IM

Fori=1,...,—1do
FIY +i] « C; @ M;
Ci — M; ®RF(Y +1)

Ce—Ci...C

T s {0, 1}CAU

FlY]<T®HL(AC)

T« H(A,C)®RF(Y)

Return T'| C

Oracle RF(z)

If Flz] = 1 then
Fla] s {0, 1}CAV4!

y « Fla]

y — Ex(z)

Return y

Figure 3.13: Games used to analyze badiyge for proof of Thm. 3.3.4. Boxed or highlighted code is only

included in correspondingly indicated game.

if No = Ny, but in that case we have the corresponding ciphertext stored from which we can re-derive the

appropriate output of EVAL (referred to as Z).

REWRITING TRANSITION. Our next transition (to hg) is merely a conceptual change which does not effect

the behavior at the game. This gives
Pr[hs] — Pr[hs] = 0 and Pr[hy sets bad] — Pr[hs sets bad] = 0.

The change occurs solely in E where, rather than creating the output ciphertext by xor-ing things with
entries of the table F' (via RF), we instead pick these outputs at random and use them to define F' to match.
Note that this results in a uniform distribution for F' either way as long as F' had not already been defined at
that point. This is necessarily the case; E never repeats queries to RF because IV, is always always increasing

and if DEC makes a query to RF, then the game will abort immediately afterwards.
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Adversaries Aj"", AREVAE Oracle SIMENC(M) Oracle SIMDEC(C)
flag « true C «— E(M) Ng «— Ng+1
N, s {0,1}cAU If flag then M’ « M.dq(); C" « C.dq()
N4« N, If ||C|| 4+ |C| < ¢ then If C = C’ then return M’
L « EvAL(0®AU-b M.add(M) Elif ¢ = * and C = C* then
Run ASMENGSMDEC C.add(C) abort(1)
Return 0 Else abort(0)
Algorithm E(M) C.add(*) abort(0)
N. N, +1 C* —C Y « pad(Ng)
Y < pad(N.) flag « false T|C«C
My My e M Return C' X « Hp(A, Q)
Fori=1,...—1do If C" = # then ¢  C*

Zi — EvAL(Y + 1) If C" # L then

Cy « M;® Z; T|C «C
CeCi...Co X' Hp(4,C)
X « Hi(A,C) ZeT®X
T « X @EvaL(Y) Else
Return T'| C Z « EvaL(Y)

If T = X @ Z then abort(1)
abort(0)

Figure 3.14: PRF adversaries for proof of Thm. 3.3.4. Highlighted code is only used by the highlighted

adversary.

BOUNDING PROBABILITY OF bad. At this point we are in a game where the adversary is given ciphertexts
which are picked uniformly at random. To set bad is must at some point remember more than § bits of
ciphertext that it delayed sending to DEC. In the exact same way we saw in the proof of Thm. 3.3.2 we can

create an (A;, Az) that succeeds in qut_zﬁ with the same probability that bad is set, giving
Pr[hs sets bad] < Adviqt,W;(Al, As).

This advantage is then bounded by ¢ - z - 2°/2% using Lemma 3.3.1.

FINAL BOUND. Finally we can conclude the proof by analyzing Pr[hs]. This reduces naturally to the AXU
security of the hash function H. Note that ENC returns random bits, so when A makes its one attempt to set

badforge its view is independent of L. Assuming N, > Ny (the N, < Ny case is strictly harder) at the time of
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Adversary X Oracle SIMDEC(C') Algorithm E(M)
flag « true Ng— Ng+1 Ne « Ne +1
Ne s {0, 1}CAV M’ « M.dq(); C’" « C.dq() C «s {0, 1}1M!
Ny < Ne M; «— M;.dq(); C2 « C2.dq() T «s {0, 13"
Run ASMENC.SMDEC If C = C' then return M’ Return T' | C
Return L Elif C = C; then abort(l)
Oracle SIMENC(M) T|C«cC
C — E(M) If C2 # L then
M..add(M); Cs.add(C) 12| C2 < C2
If flag then Else
If ||C|| + |C] < § then Ty s {0, 1}
M.add(M); C.add(C) C; — C1
Else z (4,0
flag « false w2 (4,C2)
Return C abort(zy,z2, T @ T>)

Figure 3.15: Adversary against the AXU security of H.

this attempt, the adversary has seen a random tag T and random C' from which F[pad(Ny)] was defined to
equal T @ Hp(A,C). Letting T* | C represent its final query, it will win if 7* = Hp(A,C*) @ F[pad(Ng)].
Plugging in for F' and re-arranging gives T* @ T = H(A,C*) ® H(A,C). The adversary X shown in
Fig. 3.15 captures this idea. It simulates the view of A with random strings until a query is made to DEC
that has the potential of setting badforge, in which case it provides (In the case that Ny > N, it just picks
T, at random and sets C5 to anything other than C. This gives the correct probability distribution because
A’s view would have been independent of F[pad(Ng)] at that point and it would have needed to guess
Hp(A,C*)® F[pad(Ng)] to set the flag.)
The above reasoning tells us that

Prlhs] = Advii"(X).

Completing the proof is then a simply matter of combining all of the equations we have established. The
PRF adversary A is defined to randomly choose either A and Aj (each with probability 1/2) and then run

the adversary it chose, outputting whatever that adversary does. |
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Chapter 4

HIDING IN PLAIN SIGHT: MEMORY-TIGHT PROOFS USING
RANDOMNESS PROGRAMMING

In this chapter, we elaborate on a new technique of giving memory-tight reductions that we introduced
in Section 2.1.2. This chapter is based on our work in [GGJT22].

The following is an outline of this chapter: section 4.1 introduces notation, our computational model,
and basic cryptographic background. Section 4.2 discusses our convention of using JF-oracle adversaries.
Section 4.3 gives our memory-tight reduction for digital signature schemes when many forgery attempts are
allowed. In particular, the generic results are in Section 4.3.2, while the result specific to RSA-PFDH is in
Section 4.3.5. Section 4.4 proves the security of Encrypt-then-PRF with a memory-tight reduction to the
INDR security of the encryption scheme. Section 4.5 gives our results relating the one- and many-challenge
query variants of CCA security. In particular, Section 4.5.1 gives our result for the traditional “left-vs.-right”

notion and Section 4.5.2 gives our result for the “indistinguishable from random” variant.
4.1 Preliminaries

Let N = {0,1,...} and [n] = {1,...,n} for n € N. If x € {0,1}* is a string, then |z| denotes its length in
bits. If S is a set, then |S| denotes its size. We let = |y|| ... denote an encoding of the strings z,y, ... from
which the constituent strings can be unambiguously recovered. We identify bitstrings with integers in the
standard way.
FUNCTIONS. Let T be a set (called the tweak set) and for each t € T let D; and Ry be sets. Then Fes(T, D, R)
denotes the set of all f such that for each ¢ € T', f(¢,-) is a function from D; to R;. Similarly, Inj(T, D, R)
denotes the set of all f such that for each ¢t € T, f(¢,-) is an injection from D; to R;. When D, or R, are
independent of the choice of ¢ we may omit the subscript.

If f € Inj(T, D, R), then its inverse f~! is defined by f~1(¢, f(¢t,x)) = x for all (¢,z) and f~'(t,y) = L for
y ¢ f(t, D). For such f we let f* denote the function defined by f*(+,z) = f(z) and f*(—,2) = f~(z).
We let Inj*(T, D, R) = {f* : f € Inj(T, D, R)}.

4.1.1  Computational Model

PSEUDOCODE. We regularly use pseudocode inspired by the code-based framework of [BR06]. We think of al-

gorithms as randomized RAMs when not specified otherwise. If A is an algorithm, then y < A%t (zy,...;7)
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denotes running A on inputs x1, ... with coins r and access to the oracles O1, ... to produce output y. When
the coins are implicit we write «s in place of « and omit r.

We let x <s D denote sampling x according to the distribution D. If D is a set, we overload notation
and let D also denote the uniform distribution over elements of D. The domain of D is denoted by [D].

Security notions are defined via games; for an example see Fig. 9.3. The probability that G outputs true
is denoted Pr[G]. In proofs we sometimes define a sequence of “hybrid” games in one figure, using comments
of the form “//Hp; ;). A line of code commented thusly is only included in the hybrids Hy for i < k < j.
(We are of course referring only to values of k € N.) By this convention to identify the differences between
Hi—1 and Hy one looks for comments Hp; x) (code no longer included in the k-th hybrid) and Hik, ) (code
new to the k-th hybrid).

We let L be a special symbol used to indicate rejection. If we do not explicitly include | in a set, then
L is not contained in that set. If 1 is an input to a function or algorithm, then we assume its output is L.

We do not distinguish between 1 and tuples (L,...,1). Algorithms cannot query L to their oracles.

COMPLEXITY MEASURES. To measure the complexity of algorithms we follow the conventions of measuring
their local complexity, not including the complexity of whatever oracles they interact with. Local complexity
was preferred by Auerbach et al. [ACFK17] for analyzing memory-limited adversaries so that analysis can be
agnostic to minor details of security definitions’ implementations. We focus on worst-case runtime Time(.A)
and memory complexity Mem(A) (i.e. how many bits of state it stores for local computation). These
exclude the internal complexity of oracles queried by A4, but include the time and memory used to write
the query and receive the response. If A expects access to n oracles then we let Query(A) = (¢1,--.,)
where ¢; is an upper bound on the number of queries to its i-th oracle. (Here we index from left to right,
so for A91+-On the i-th oracle is O;.) If S is a scheme, then Time(S) and Mem(S) are the sums of the
corresponding complexities over all of its algorithms. If G is a game, then we define Time(G) and Mem(G)

to exclude the complexity of any adversaries embedded in the game.

4.1.2  Cryptographic Background

IDEAL MODELS. Some schemes we look at may be proven secure in ideal models (e.g. the random oracle or
ideal cipher models). To capture this we can think of a scheme S as specifying a set of functions S.I. At the
beginning of a security game a function h will be sampled from this set. The adversary and all algorithms

of S are given oracle access to h.

FUNCTION FAMILIES. A family of functions F specifies, for each K € F.K, an efficiently computable function
Fx € F.F. We refer to F.F as the function space of F. Pseudorandom (PR) security of F is captured by the

game defined in Fig. 4.1. It measures how F with a random key can be distinguished from a random function



47

Game G}, (A) Ev(z)
h«sF.l Y — Fi(x)
K «sF.K Yo < f(z)
f<sF.F Return gy

b/ —s AEv,h

Return ¥’ =1

Figure 4.1: Security game capturing the pseudorandomness of function family F.

in F.F via oracle access. We define Advg'(A) = Pr[GE' | (A)] — Pr[GE ((A)]. The standard notions of (tweak-
able) pseudorandom functions/injections/permutations or strong injections/permutations are captured by

appropriate choices of F.F.

SWITCHING LEMMA. We restate the Switching Lemma in the notation of this chapter.

Lemma 4.1.1 (Switching Lemma). Fiz T, D, and R. Let N = minser |R¢|. Then for any adversary A with
q = Query(A) we have that
[PrlAS = 1] — Pr[AY = 1]| < 0.5 ¢*/N.

The probabilities are measured over the coins of A, the uniform choice of f from Fes(T, D, R), and the

uniform choice of g from Inj(T, D, R).

Recent papers [JT19, Din20, SOS20] have given improved versions of the switching lemma for adver-
saries with bounded memory complexity, as long as it does not repeat oracle queries. In our application
of the switching lemma the adversary’s memory complexity is too large for these bounds to provide any

improvement.

OTHER PRIMITIVES. We recall relevant syntax and security definitions for digital signatures, nonce-based
encryption, and public key encryption schemes in the sections where we consider them (Sections 4.3, 4.4,

and 4.5 respectively).
4.2 Adversaries With Access to Random Functions

This chapter proposes and adopts what we consider to be a better formalism to deal with memory-tight
reductions. Namely, all of our reductions will require access to some variety of large random functions which
it will query on a small number of inputs (specifically uniformly random functions and invertible random

injections). That is, our reduction adversaries can be written in the form shown of the left below, for some
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set of functions F and algorithm As. (On the right is a pseudorandom version of .4 which we will discuss

momentarily.)

Adversary A°(in) | Adversary AP (in)

fes F K «sF.K
out —s A7 (in) out —s A< (in)
Return out Return out

We refer to such an A as an F-oracle adversary. In this section we will generally discuss such adversaries,
rather than separately providing the discussion for such adversaries each time we apply them.

The time and memory complexity of any F-oracle adversary must include the complexity of sampling,
storing, and evaluating f. This will be significant if F is large. However, as we will argue, this additional
state and time should be assumed to not significantly increase the advantage of A. As such, we will define

the reduced complezity of A by
Time*(A) = Time(A>) and Mem™(A) = Mem/(A5).

Later we state theorems in terms of reduced complexity.

PSEUDORANDOM REPLACEMENT. The most conservative justification of F-oracle adversaries is to bound how
much the oracle can help by replacing it with a pseudorandom version. This was the approach taken by
Auerbach et al. [ACFK17] when they used pseudorandom functions for purposes such as emulating random
oracles and storing the coins required by an adversary with low memory, and has been adopted by follow-up
work [WMHT18, Bha20, DGJL21]. If F is a function family with F.F = F, then the adversary Ar we gave
above does exactly this. It replaces Ay’s oracle access to f with access to Fx for a random K. The following

lemma is straightforward.

Lemma 4.2.1. Let A be an F-oracle adversary for a game G. Then for any function family F with F.F = F

we can define a pseudorandomness adversary A; such that
Pr[G(A)] < Pr[G(A4f)] + AdvF' (A4;), Time(A;) = Time*(A) + Time(G(A)),
Query(A;) = q, and Mem(A;) = Mem*(A) + Mem(G(A)).
Here q is an upper bound on the number of queries Ay makes to its second oracle.
Note that the complexity of Af is given by Time(Af) = Time*(A) + ¢ - Time(F) and Mem(Ag) =
Mem™*(A) + Mem(F). Thus the existence of an appropriate pseudorandom F ensures that the memory

and time complexity excluded by Time* and Mem™ cannot significantly aid an adversary. In the use of

this technique by Auerbach et al. [ACFK17] the reduction 4; was memory-tight. Note this is not strictly
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necessary as long as we are willing to assume the existence of F with sufficient security as a function of
attackers’ time and query complexities without regard to memory complexity.

We could have combined Lemma 4.2.1 with any of our coming theorems to obtain bounds in terms of
Time and Mem, rather than their reduced version. However we find the use of reduced complexity cleaner
as it simplifies our theorems, allowing us to focus on the conceptual core of the proofs without having to
repeat the rote step of replacing random objects with pseudorandom ones.

When combining the lemma with a theorem, game G would correspond to the security game played by
the reduction adversary. For our theorems, that game will have low time and memory overhead over that of
A, so the application of the lemma would be time- and memory-tight. That said, the tightness of this is less
important than the tightness of the other components of the theorem we would apply it to. Note that the
definition of A; is independent of the choice of F. Consequently, we can always choose F with a very high
security threshold to counteract any looseness in the lemma. In Section 4.6, we summarize the F used in

our theorems and how they could be pseudorandomly instantiated.

ASSUMED INDEPENDENCE. As a second observation why the storage of f may not help A, note that f is
completely “independent” of the problem A is trying to solve (as specified by in and the behavior of O).
In various settings it seems likely that such independent state does not help. For example, it would be
very surprising (or even a breakthrough) to show a better factoring or lattice algorithm given access to a
random function f from a natural set. Indeed, cryptanalytic work often makes use of random oracles without

significant comment (from which other types of random functions can be constructed).

INFORMATION THEORETIC SETTINGS. In some information theoretic settings, the “independence” of f from
the problem can be made rigorous. Information theoretic results are typically depending only on the query
complexity of the attacker or its memory usage, ignoring code size. In such settings, we expect bounds of the
form Adv(A) < e(Mem(A), Query(A)) for some function . Because this bound does not depend on the
code size of A, if A is an F-oracle adversary we should be able to prove Adv(A) < e(Mem™*(A), Query(.A))
by a coin-fixing argument in which we fix the random choice of function ahead of time and embed it in
the description of the adversary. This is, for example, the case for the recent time-memory tradeoffs shown
for distinguishing between a random function and a random injection without repeating queries [JT19,
Din20, SOS20]. A coin-fixing readily shows that these tradeoffs hold when using Mem®(A) in place of
Mem(A), Query(A).

4.3 Multi-challenge Security of Digital Signature Schemes

In the context of memory-tightness, the security of digital signature schemes has been considered in several

works [ACFK17, WMHT18, DGJL21]. The standard security notion for signatures asks the attacker, given
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DS Syntax

h «s DS.I

(vk, sk) «<s DS.K

o «s DS.Sign" (sk, m)
d « DS.Ver®(vk,m, o)

Figure 4.2: Syntax of digital signature scheme.

examples, to come up with a forged signature on a fresh message. A straightforward proof shows (in the
standard setting where memory efficiency is not a concern) that the security notion is equivalent whether the
attacker is allowed one or many forgery attempts. However, Auerbach et al. [ACFK17] proved an impossibility
result showing that a (certain form of black-box) reduction cannot be time, memory, and advantage tight.
The difficulty faced by the reduction is in distinguishing between when the adversary has produced a novel
forgery and when it is simply repeating a signature that it was given.

In this section we show a few ways that security against many forgery attempts (i.e., multiple challenges)
can be proven to follow from security against a single forgery (i.e., a single challenge) in a memory-tight
manner. Our first results consider a variant definition of digital signature security we introduce (called
UFRMA) in which the adversary has only partial control over the messages being signed. Using our new
techniques, we show that single challenge UFCMA security implies multi-challenge UFRMA security in a
memory-tight manner (for some practically relevant distributions over messages). We also consider the
security of the RSA full domain hash digital signature scheme. Auerbach et al. [ACFK17] gave a memory-,
but not advantage-tight proof of the security of the standard version of this scheme in the single challenge
setting. By considering a probabilistic variant of the scheme introduced by Coron [Cor02] we are able to

provide a memory-, time-, and advantage-tight proof of the many-forgery SUFCMA security of the variant.

4.8.1 Syntax and Security

DIGITAL SIGNATURE SYNTAX. A digital signature scheme DS specifies a key generation algorithm DS.K, a
signing algorithm DS.Sign, and a verification algorithm DS.Ver. The syntaxes of these algorithms are shown
in Fig. 4.2. We capture ideals models by providing DS.Sign and DS.Ver with oracle access to a function h
drawn at random from the set DS.I. When relevant we let DS.M denote the set of messages it accepts. The
verification and signing keys are respectively denoted by vk and sk. The message to be signed is m, the

signature produced is o, and the decision is d € {true, false}. Correctness requires DS.Ver" (vk,m, o) = true



Game |GES™ (A)}, GBS

(A)

h «sDS.|
(vk, sk) «s DS.K
Sy

win « false

SIGN(m)
S« Su{m}
o «s DS.Sign"(sk, m)

Return o

RSI1GN(m)

r«sD.R

m’ « D.S(m;r)

S Su{m’}

o «s DS.Sign" (sk, m’)

ol

ForGE(m®*, o*)

‘Run AS]GN,FORGE,h(,Uk,)‘ Return (0’7 7”)

Run .AR SI1GN,FORGE,h (Uk)

Ifm*¢S:
If DS.Ver® (vk, m, 0):

Return win

win < true

Figure 4.3: Security games capturing the unforgeability of a digital signature scheme.

for all h € DS.I, all (vk, sk) € [DS.K], all m € DS.M, and all o € [DS.Sign" (sk, m)].

MESSAGE DISTRIBUTION SYNTAX. One of the security notions we consider for digital signature schemes will
be parameterized by a message distribution via which the adversary is given incomplete control over the
messages which are signed. A message distribution D specifies sampling algorithm D.S which samples an
output message m’ based on parameters m given as input (written m’ <—s D.S(m)). The parameters m must
be drawn from a set D.M, which we typically leave implicit. When making the randomness of the sampling
algorithm explicit we let D.R be the set from which its randomness is drawn and write m’ < D.S(m;r).
If there exists an extraction algorithm D.X such that D.X(D.S(m;r)) = (m,r) for all m, r then we say D
is extractable. If D.X(D.S(m;r)) = m for all m,r then we say D is weakly extractable. We assume that

D.X(m') = L if m’ # D.S(m;r) for all m,r. We define the min-entropy of D as

D.H, = —lgmaxPr[r «<sD.R: D.S(m;r) =m'] .

UNFORGEABILITY SECURITY. The unforgeability security notions we consider are defined in Fig. 4.3. The
standard notion of UFCMA (unforgeability under chosen message attack) security is captured by G“f™2 which
includes the boxed but not the highlighted code, giving the adversary access to a regular signing oracle SIGN.
The goal of the adversary is to query FORGE with a valid signature o* of a message m* which was not
previously included in a signing query (as stored by the set S). We define Adviis™ (A) = Pr[GEem2(A)].
Our new security notion UFRMA (unforgeability under randomized message attack) is captured by the
game G2 which is parameterized by a message distribution D. In this game the adversary is instead given
access to the randomized signing oracle RSIGN where the message to be signed is chosen by D. Note that

the coins used by D are returned to the adversary along with the signature. Otherwise this game matches
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that of UFCMA security. We define Adefg’"S (A) = Pr[GHIE (A)].

We will relate the advantage of attacks making only a single forgery attempt and those making many
such attempts. When wanting to make the distinction explicit we prefix the abbreviation of a security notion
with an ‘m’ or ‘1’. Strong UFCMA security, denoted SUFCMA, is captured by modifying G“™ to store
the tuple (o,m) in S in SIGN and checking (m*,0*) ¢ S in FORGE. We denote this by Gf™ and the
corresponding advantage by Adv®™. We define SUFRMA, G*f™ma and Adv**'™ analogously. We write

xUFRMA when assuming that D is extractable and wUFRMA when assuming it is weakly extractable.

4.8.2  Multi- Challenge Security for Extractable Message Distributions

The first applications we show for our techniques are generic methods of tightly implying security of a digital
signature scheme against multiple forgery attempts (i.e., multi-challenge security). Recall that Auerbach et
al. [ACFK17] gave a lower bound showing that a black-box reduction proving that single UFCMA security
implies many UFCMA cannot be made memory-tight and time-tight. We avoid this in two ways; first by
considering mUFRMA, rather than mUFCMA, security and then by considering a particular choice of digital

signature scheme.

HiGH-LEVEL IDEA. The primary difficulty of a tight proof that 1TUFCMA security implies mUFCMA security
is that a successful mUFCMA attacker may have made many FORGE queries which verify correctly, one
of which is a valid forgery and the rest of which were just forwarded from its SIGN oracle. A 1TUFCMA
reduction must then somehow be able to identify which of the queries is the true forgery so it can forward

this to its own FORGE oracle.

The technical core of the coming proof for mUFRMA is that our reduction adversary will use the random
coins of the message distribution D to signal things to its future self. In particular, when A, makes a
query RSIGN(m), the reduction will choose coins for D.S via r « f(m,4) where ¢ is a counter which is
incremented with each query and f is a random tweakable function/injection. The coins then act as a sort
of authentication tag for m. On a later FORGE(m*, o*) query, if m* = D.S(m;r) where r = f(m, ) for some

i € [gsien] the reduction can safely assume this message was signed by an earlier RSIGN query.

When D is fully extractable, we can perform the requisite check for FORGE by having f be an injection.
We extract m and r from m* and then compute i < f~!(m,r). This is the strategy used in Theorem 4.3.1.
If we assume only that D is weakly extractable, we can extract m if D has a sufficient amount of entropy,
and then individually check if D.S(m; f(m,i)) holds for each choice of i. This reduction strategy, used in
Theorem 4.3.3, obtains the same advantage at the cost of an extra runtime being needed to iterate over the

possible choices of 7 in FORGE.
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Adversary ASIOVFORGED () SIMRSIGN (m) SIMFORGE(m*, o*)

10 te—i+1 (m,r) « D.X(m*)

f s Inj=(DS.M, [gsicx], D-R)) r— f(m,1) If f7H(m, ) & [gsies]:

Run APMRSIGN, SIMFORGE, (4, ) m’ « D.S(m;7) If DS.Ver" (vk, m*, o*):
o « S1IGN(m/) Query FORGE(m™,o*)
Return (o, 1) Halt execution

Figure 4.4: Adversary A, used in proof of Theorem 4.3.1.

EXTRACTABLE MESSAGE DISTRIBUTION. If the message distribution D is extractable, the following theorem
captures that TUFCMA security tightly implies mUFRMA security. The proof makes use of our efficient
tagging technique.

Theorem 4.3.1 (1UFCMA = mxUFRMA). Let DS be a digital signature scheme and D be an extractable
message distribution. Let A, be an adversary with (gsien, qrorer, ¢n) = Query(A;) and assume gsign <

0.5|D.R|. Let A, be the Inj*(DS.M, [gsiex], D.R)-oracle adversary shown in Fig. 4.4. Then,

AdVBETS (A1) < Advps™ (Au) + (0.5 - gGian + 2 - gsiox - groras)/|D-R|

Query(Au) = (gsiens 1, qn + grorcs - Query(DS))

Time*(A,) = Time(A,) + gsicy - Time(D) + grores(Time(D) + Time(DS))
(Au

Mem*(A,) = Mem(A,) + Mem(D) + Mem(DS) + lg(gsi)-

This is time-tight because Time(A;) € Q(gsign + groree) must hold and Time(D) and Time(DS) will be
small. This is memory-tight because Mem(D), Mem(DS), and 1g(gsien) will be small.

The main idea of A, is using the output of an invertible random injection f on the message and a counter
as coins instead of sampling them uniformly at random when answering RSIGN queries. Since D is fully
extractable, during a FORGE query on m*, we can extract (m,r) « D.X(m®*) and use the fact that f is
invertible to compute f~!(m,r) and check if the index is in [gsigy]. This is used to avoid remembering S.
If m* € S, and (m,r) <« D.X(m™*), then there exists j € [gsiex] such that = f(m,j) — so the check passes.
We can argue that if m* ¢ S, our check is unlikely to pass. We give the formal proof of this theorem in
Section 4.3.3. It applies the switching lemma to argue the use of f cannot be distinguished from honestly
sampling r with advantage better than 0.5 - q%mN /|D.R| and shows that the probability of falsely making the
check pass is bounded by 2¢s;enGrorae/|D-R|.
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Games Hy, for 0 < h <4 RS1GN(m)

h «sDS.I r<sD.R //Hpo1

(vk, sk) «sDS.K; S « & te—i+1//Hpu o)

win « false re f(m,i) //Hpo)
i 0 I[] — & Im] < I[m] U {i} //Hi3.4)
J <8 Fcs(DS.M, [gsicn], D.R) //H[1,2) m’ « D.S(m;r)

f «<sInj*(DS.M, [gsiex], D-R) //Hpz.) S Su{m'} //Huos)
Run AFSCNFORGER (4 o «s DS.Sign" (sk, m’)
Return win Return (o, )

FORGE(m™, o *)

(m,7) < D.X(m*)

If m*¢S: //Hp.s

If f=H(m, ) ¢ I[m]: //Hs.

If f=H(m,7) ¢ [gsien]: //Hpao)
If DS.Ver" (vk, m*, o*):

win « true

Figure 4.5: Hybrid games used in proof of Theorem 4.3.1.

We would not be able to use the technique in this proof to prove mxSUFRMA from 1SUFCMA in a
memory-tight way. In particular, since the coins r of the message distribution are chosen before ¢ is known,

our trick of using r to signal freshness of a forgery query does not work for a message-signature pair.

4.3.3  Proof of Theorem 4.3.1 (1UFCMA=mUFRMA)

Proof. We consider a sequence of hybrids Hy through H, defined in Fig. 4.5. When examining these hybrids
recall our conventions regarding “//H[; ;)” comments described in Sec. 4.1.1. Of these hybrids we will make

the following claims, which establish the upper bound on the advantage of A, claimed in the proof.

1. Pr[GEEm(A,)] = Pr[Ho] = Pr[H1] 4. Pr[Hs] < Pr[H4] + 2gsioxqrores/|D-R|
2. Pr[H;] < Pr[Ha] + 0.5 - ¢3,.n/ID-R| 5. PrlHy] = Adviim2(4,)
3. PI’[HQ] = [Hg]

TRANSITION Hg TO Hj. The hybrid Hg is simply a copy of the game G2, (We also added code to initialize
variables i and I[-] that will be used in later hybrids.) Hence Pr[G'f™m3(A4,)] = Pr[Hg]. In hybrid H;, we
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replace the random sampling of r for D in RS1GN with the output of a random function f applied to m, using
a counter ¢ to provide domain separation between different queries. This method of choosing r is equivalent,
so Pr[Ho] = Pr[H4].

TRANSITION Hy; TO Hs. In hybrid Hy we replace the random function with a random injection. This modifies
the behavior of the game only in that values of r are guaranteed not to repeat across different signing queries
that used the same message. There are at most ggiy invocations of f, so the switching lemma (Lemma 11.4.7)

tells us that Pr[H;] < Pr[Hz2] + 0.5 - ¢,./ID-R|.

TRANSITION Hy TO Hgs. In hybrid Hs, we replace the check whether m* ¢ S in oracle FORGE with a check
if f=Y(m,r) ¢ I[m] where (m,r) = D.X(m*). Here I[-] is a new table introduced into the game. In RSIGN,
code was added which uses I[m] to store each of the counter values for which A, made a signing query for

m. Hence f~1(m,r) will be in I[m] iff m* is in & and so Pr[Hz] = Pr[H3].

TRANSITION H3 TO Hy. In the final transition to hybrid Hy we replace the FORGE check f=1(m,r) ¢ I[m]
with f~1(m,r) ¢ [gsicx]. This does change behavior if A, ever makes a successful forgery query for m* =
D.S(m; f(m, 1)) without its i-th signing query having used the message m. This would require guessing f(m, @)
for some i € [gsion]\I[Mm]. We can bound the probability of this ever occurring by a union bound over the
FORGE queries made by A,. Consider the set f(m, [gsion]\I[m]) = {f(m, ) : i € [gsiex]\I[m]}. It has size at
most ggiey. Because f is a random injection it is uniform subset of the set D.R\ f(m, I[m]) (which has size at
least |D.R| —gsien). Hence the probability of any particular query triggering this different behavior is at most
gsion/(|D-R] —gsian) < 2¢gsien/|D-R|. Applying the union bound gives us Pr[Hs] < Pr[H4]+2¢sion - gForae/|D-R|.

REebpucTION TO UFCMA. We complete the proof using adversary A, from Fig. 4.4 which simulates hybrid Hy
and succeeds whenever A, would. The adversary A, samples f at random from Inj(DS.M, [gsiex], D-R). When
run on input vk, it runs A, on the same input. It gives A, direct access to h. To simulate a query RSIGN(m),
it computes m’ <« D.S(m; f(m, 1)), increments ¢, and queries SIGN(m'), returning the result to A,. On a
query FORGE(m*,c*), it computes (m,r) « D.X(m*). If f=1(r) ¢ [gsien] and DS.Ver(vk, m* o*) = true
then it queries its own oracle with (m*,o*) and halts. Otherwise it ignores the query.

If adversary A, ever makes a FORGE query, it will succeed. It ensured that (m*,o*) is verified correctly
and f~1(r) ¢ [gsiox] ensures that it is has not previously made a SIGN query for m*. If A, would have
succeeded in hybrid Hy, its winning query will cause A, to make a FORGE query. Hence, we have Pr[H4] =
AdviE™ (A,).

The claimed complexity of A, is straightforward. Clearly it makes gsey queries to its signing oracle and
1 query to its forgery oracle. It forwards all of A,’s queries to h and additionally may make queries when
running DS.Ver in SIMFORGE giving gy, + ¢rorar - Query(DS.Ver) queries total. The time complexity of A,
includes that of A,, plus the time to execute D.S for each signing query, and the time to run D.X and DS.Ver
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for each forgery attempt. The memory complexity of A, includes that of A,, plus the amount of memory

required to run the algorithms D.S, D.X, and DS.Ver and to store the counter 3. [ |

4.8.4  Applications and Weakly Extractable Variant

We discuss some applications of Theorem 4.3.1. This includes scenarios where extractable message distri-
butions are used and proving security of digital signature schemes when their messages are padded with
randomness. Additionally, we give a variant of the theorem when the underlying message distribution is only

weakly extractable. The resulting reduction is memory- but not time-tight.

EXAMPLE EXTRACTABLE DISTRIBUTIONS. The simplest extractable distribution does not accept parameters
as input and simply outputs its randomness as the message. Security with respect to this is the standard
notion of security against random message attacks which was originally introduced by Even, Goldreich, and
Micali [EGM96].

Extractable distributions arise naturally when the messages being signed include random values. For
example, protocols often include random nonces in messages that are signed. In TLS 1.3, for example, when
the server is responding to the Client Hello Message it signs a transcript of the conversation up until that
point which includes a 256-bit nonce just chosen by the server. We could think of the security for this setting
being captured by an extractable distribution Dyjs that takes as input message parameter m that specifies

all of the transcript other than the nonce and sets the nonce to its randomness r € {0, 1}256.

PADDING SCHEMES WITH RANDOMNESS. Using Theorem 4.3.1, we can see that augmenting any digital signa-
ture scheme by appending auxiliary randomness will give us a memory-tight reduction from the mUFCMA
security of the augmented scheme to the TUFCMA security of the original scheme.

Let DS be a digital signature scheme and R be a set. We define RDS[DS, R] as follows. The signing
algorithm RDS[DS, R].Sign(sk, m) does the following: “r «sR; Return DS.Sign(sk,m | r)|r”. The verifica-
tion algorithm RDS[DS, R].Ver(vk, m,c’) does: “o |r « o'; Return DS.Ver(vk,m|r,0).” We also define a
related message distribution RD[R] by RD[R].R = R and RD[R].S(m;7) = m | r. Clearly it is extractable.

The following reduces the mUFCMA security of RDS to the mUFRMA security of DS. Theorem 4.3.1 can
in turn be used to reduce this to the ITUFCMA security of DS. It also relates the mSUFCMA security of RDS
to the mSUFRMA security of DS. We note this because if DS has unique signatures, then its mSUFRMA
and mUFRMA security are identical and hence UFCMA security of DS implies mSUFCMA security of RDS

in a memory-tight way.

Theorem 4.3.2. Let DS be a digital signature scheme and R be a set. Then for any A, we can construct A,
such that AdviSeis r) (Au) = Advie ko (Ar)- 1t additionally holds that Advpaids gy (Au) = AdvEERS R (A)).

Adversary A, has essentially the same complexity as A, .
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Proof. [Sketch] The proof of this is straightforward. If A, queries SIGN(m), then A, queries SIGN(m) and
receives (o, 1) and returnso || r to A,. If A, queries FORGE(m*, o* | r*), then A, queries FORGE(m* | r*, o*).

Note that A, wins whenever A, would. [

In independent and concurrent work, Diemert, Gellert, Jager, and Lyu [DGJL21] also considered RDS,
proving that if DS can be proven SUFCMA1 secure (in this notion the game records its responses to signature
queries and repeats them if the adversary repeats a query) with a restricted class of “canonical” memory-tight
reductions, then there is a memory-tight reduction for the mSUFCMA security of RDS. This complements
our results as they use a more restrictive assumption to prove mSUFCMA while we use a generic assumption

to prove mUFCMA.

WEAKLY EXTRACTABLE MESSAGE DISTRIBUTION. If D is only weakly extractable (but still has high entropy),
then we can prove a variant of Theorem 4.3.1 with a less efficient reduction. (In particular, the running time
of the reduction has an additional term of grorar - gsiey - Time(D.S).) This difference arises because rather
than extracting r and computing j < f~*(m,r) in FORGE we instead need to iterate over the possible values

of f(m,J) to check for consistency. Thus the proof is an instance of our inefficient tagging technique.

Theorem 4.3.3 (IUFCMA = mwUFRMA). Let DS be a digital signature scheme and D be a weakly
extractable message distribution. Let A, be an adversary with (gsiex, Qrorce, qn) = Query(A,). Define the

Fes(DS.M, [gsien], D-R)-oracle adversary A, as shown in Fig. 4.6. Then.
Aqung,nS (Ar) < Aqungma (Au) + gsien * QForar - 9~ D-He

QueI'Y(Au) = (qSIGN7 1, qn + grorer Quer}’(DS))

Time*(A,) = Time(A,) + gsioy - Time(D) + grorar(gsiexTime(D) + Time(DS))

(A,
Menm?* (4,) = Mem(A,) + Mem(D) + Mem(DS) + lg(gsicx)

This running time is not time-tight because Time(A,) € O(gsign + grorer) may hold, while Time*(A,) €
Q(groree - gsiex)- This is memory-tight because we expect Mem(D) + Mem(DS) + 1g(gsien) to be small.
Recall that, as discussed in the introduction, such non-time-tight reductions may be useful when the best
attack for the underlying problem with low memory requires significantly more running time than the best
attack with high memory.

This theorem is useful when the messages being signed include values derived from randomness which
are hard to invert to recover the underlying randomness. Examples of this include the signing of public
keys, as is done for certificates or some key exchange protocols, and the signing of ciphertexts, as is done for
signeryption. We could capture such settings with appropriate choices of D.

The main idea behind adversary A, is very similar to the idea behind the adversary in Theorem 4.3.1.

Because we now only assume weak extractability, we extract m and then iterate over each choice of j to
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Adversary ASIOFORGED () SIMRSIGN (m) SIMFORGE(m*, o*)
10 te—i+1 (m,r) « D.X(m*)
f <3 Fcs(DS.M, [gsian], D-R) r < f(m,1) If Vj € [gsien],D.S(m; f(m,j)) #
Run APMRSIGN, SIMFORGE, (4, ) m’ « D.S(m;7) m*:
o « S1IGN(m/) If DS.Ver® (vk, m*, o*):
Return (o, 1) Query FORGE(m™*, o*)
Halt execution

Figure 4.6: Reduction adversary used in proof of Theorem 4.3.3.

check whether D.S(m; f(m,j)) = m*. Moreover, since we no longer need to invert f here, it suffices for f to

be a random function. We give formal proof of Theorem 4.3.3.

Proof. We consider a sequence of hybrids Hy through Hy defined in Fig. 4.7. Of these hybrids we will make

the following claims, which establish the upper bound on the advantage of A, claimed in the proof.
1. Pr[GELE (Ar)] = Pr[Ho] = Pr[Hi]
2. Pr[Hi] = Pr[H2]
3. Pr[Hz2] = Pr[Hs]
4. Pr[Hz] < Pr[Ha] + gsiox - qronae - 272>
5. Pr[Hy] = AdviEm(A,)

TRANSITION TO Hg. The hybrid Hg is simply a copy of the game GY™m2. (We also added code to initialize
variables i and I[-] that will be used in later hybrids.) Hence Pr[G*f™M2(4,)] = Pr[Ho].

TRANSITION Hy TO H;. In hybrid Hy, we replace the random sampling of r for D in RS1GN with the output of
a random function f applied to m, using a counter ¢ to provide domain separation between different queries.

This method of choosing r is equivalent, so Pr[Hg] = Pr[H1].

TRANSITION H; TO Hs. Hybrid Hs is identical to hybrid Hy. So Pr[H;] = Pr[H3]. We include this redundant
hybrid to maintain consistency of the hybrid numbers with the proof of Theorem 4.3.3.



99

Games Hy, for 0 < h <4 RSIGN(m)

h«sDS.I r<sD.R //Hjo1)

(vk, sk) «sDS.K; S « & te—i+1//Hpu o)

win « false r e f(m,i) //Hp o

i =0 I[] <O I[m] < I[m] v {i} //Hps.a
f < Fes(DS.M, [gsien], D-R) //H[1,00) | m' < D.S(m;r)

Run ARSIGNFORGED (1)1 Se—Su{m'} //Huos
Return win o «s DS.Sign" (sk, m’)

Return (o, 1)

FORGE(m™, o*)

m « D.X(m*)

If m*¢S: //Hp.s

If Vj € I[m],D.S(m; f(m, 5)) #m*: //Hz )

If Vj € [gsien], D.S(m; f(m, ) # m™: //Hpa )
If DS.Ver(vk, m*, o*):

win < true

Figure 4.7: Hybrid games used in proof of Theorem 4.3.3.

TRANSITION Hy TO Hs. In hybrid Hs, we replace the check whether m* ¢ S in oracle FORGE with a check
it Vj € Ilm], D.S(m; f(m, j)) # m*. Here I[-] is a new table introduced into the game. In RSIGN, code was
added which uses I[m] to store each of the counter values for which .4, made a signing query for m. It is
easy to see that if for all j € I[m], D.S(m; f(m,j)) # m*, then m* ¢ S. Also if there exists j € I[m] such
that D.S(m; f(m,j)) = m*, the j-th signing query was on m and hence m* € S. Therefore the new check is

equivalent to the replaced one and so Pr[Ha] = Pr[Hs].

TRANSITION Hz TO Hy. In the final transition to hybrid Hy we replace the FORGE check Vj € I[m],
D.S(m; f(m,7)) # m®* with Vj € [gsian], D.S(m; f(m,j)) # m*. This does change behavior if A, ever
makes a successful forgery attempt for m* = D.S(m; f(m, 7)) without its j-th signing query having used the
message m. Note that the view of the adversary would be independent of f(m,j) in this case and hence
f(m, j) can be thought of as a value chosen uniformly at random from D.R. Thus for every FORGE query

2-DHe By an union bound over all

and j € [gsien] the probability that m* = D.S(m; f(m, 7)) is at most
values of j it follows that for every FORGE this happens with probability at most groras - 27°H*. By a union

bound over all FORGE queries we get that Pr[H3] < Pr[H4] + gsicx * qrores - 27 0-H=.
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Game GR" "™ (A)
(N,e,d) «s R.Gen
x s L%

y <« x° mod N

' — A(N,e,y)

Return = = 2’

Figure 4.8: RSA one-wayness security game.

REDUCTION TO UFCMA. We complete the proof by designing an adversary A, (see Fig. 4.6)). It is easy
to see that adversary A, simulates hybrid Hy to A, and succeeds whenever A, would. It follows that,
Pr{Hs] = Adviis™ (A,).

The claimed complexity of A, is straightforward. Clearly it makes gsqn queries to its signing oracle and
1 query to its forgery oracle. It forwards all of A,’s queries to h and additionally may make queries when
running DS.Ver in SIMFORGE giving g + grorar - Query(DS.Ver) queries total. The time complexity of A,
includes that of A, plus the time to execute D.S for each signing query, and the time to run D.X at most
gsien times and DS.Ver once for each forgery attempt. The memory complexity of A, includes that of A,,

plus the memory required to run the algorithms D.S, D.X, and DS.Ver and to store the counter i. ]

4.8.5 mSUFCMA Security of RSA-PFDH

We saw that augmenting any digital signature scheme by including extra randomness gives us a memory-tight
reduction for the mUFCMA security of the augmented scheme from the 1TUFCMA security of the original
scheme in Theorem 4.3.2. Now we will consider a particular signature scheme, RSA-based Probabilistic Full-
Domain Hash (RSA-PFDH) which was originally introduced by Coron [Cor(02]. This is a digital signature
scheme obtained by including extra randomness in the standard RSA-based Full Domain Hash (RSA-FDH)
scheme. Theorem 4.3.2 gives us a memory-tight reduction from the mUFCMA security of RSA-PFDH to the
1UFCMA security of RSA-FDH, but the UFCMA security reduction of the latter to hardness of inverting
the RSA permutation is not tight in terms of advantage. In this section, we use the efficient tagging trick to
give a direct reduction from the mSUFCMA security of RSA-PFDH to the hardness of RSA which is tight

in terms of both memory and advantage.

RSA TRAPDOOR PERMUTATION. The RSA function defines a trapdoor permutation that is plausibly one-

way. It is based on the observation that given modulus N € N and an integer e > 2 relatively prime to ¢(N)



RSA.K

(N,e,d) «sR.Gen
sk« (N,d)

vk < (N,e)
Return (sk, vk)

RSA.Sign" (sk,m)

(N,d) « sk
r s {0, 1}"
w —h(N,m|r)

z —wlmod N

RSA.Ver" (vk, m*, o*)

(N,e) « vk
z|r«o*
w «— z° mod N

Return (w = h(N,m* | r))
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Return z || r

Figure 4.9: Digital signature scheme RSA = RSA-PFDHI[R, rl].

(where ¢ is Euler’s totient function), exponentiation to the e-th power modulo N is a permutation on Z%.
An RSA generator R specifies a generation algorithm R.Gen such that R.Gen returns (N, e, d) where N is an
integer such that e is co-prime to N and d = e~! mod ¢(IN). We assume N is always of a fixed bit-length
R.k.

Typically N = pq for distinct (R.k/2)-bit primes p and q. The one-wayness of an RSA generator R
is defined by the game GR'™® in Fig. 4.8. The game runs R.Gen to obtain (N,e,d), and then samples
x uniformly at random from Z%,. It computes y = z° mod N and runs the adversary on input (N, e,y).
The adversary wins if it returns 2’ = x. The advantage of an adversary A against RSA generator R is
Advg" ™ (A) = Pr[Gg¥ 2 (A)].

We let Time(R) denote the time required by R.Gen plus an upper bound on the time to compute
multiplication or exponentiation by e in Z%; for any (V, e, d) output but R. We define Mem(R) analogously.

FuLL DOMAIN HASH. Full Domain Hash (FDH) [BR93] is a digital signature scheme where the message m
is first hashed using a hash function h onto the domain of a one-way trapdoor permutation f. Then the
signature is f~*(h(m)). When instantiated with the RSA trapdoor permutation, it is known as RSA-FDH.

Assuming h is a random oracle, it can be proven [BR93, Cor00] that for every adversary A that makes
gsiey queries to its signing oracle and achieves advantage € against the UFCMA security of RSA-FDH, we
can construct an adversary B that breaks RSA with advantage & ~ ggioy - €. Auerbach et al. [ACFK17]
showed how to make this reduction memory-tight.

In order to overcome the advantage loss factor of ggex, Coron [Cor02] introduced Probabilistic FDH (PFDH)
where a random salt 7 is hashed with the message m and the signature is f~(h(m|r))|r. Using Theo-
rem 4.3.2, and the result of Auerbach et al. we can give a memory-tight reduction for the mUFCMA security
of RSA-PFDH, but the reduction is not-tight in terms of advantage. Via a more direct proof we will obtain

a reduction that is tight in all metrics.
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Adversary Agrsa(NV, e, y) SIGN(m)

fi s Fes({0, 137 {0, 1}*, Z¢)) iei+1

2 s I ({0, 1}, [gsien], {0, 1}") 7 fa2(m, i)

i 0 z— fi(N,m]|r)

Run AJEVFOREED (N e)) o—z|r

h(N',m | r) Return o

If N# N" Oracle FORGE(m™, o*)
Return fi(N',m|r) z|r e« o*

If fo ' (m,7) & [gsio]: If fo ' (m,7) & [gsion]:
Return y - f1(IN,m | r)® mod N w <« z° mod N

Return fi(N,m | r)¢ mod N If w=h(N,m|r):

Halt(z - f1(N,m|r)~" mod N)

Figure 4.10: Adversary for Theorem 4.3.4. Highlighting shows where it halts with the specified output.

We let RSA-PFDHIR,rl] denote the instantiation of RSA-PFDH with a given RSA generator R and
randomness length rl € N. For compactness we typically define RSA = RSA-PFDHIR, rl]. Its algorithms are
given in Fig. 4.9. They expect access to a random oracle h € RSA-PFDHI[R, rl].I = Fes({0, 1}R* {0, 1}*, ZE“.)).
Typical analysis of FDH constructions (e.g., [BR93, Cor00]) uses a single non-tweakable hash function with
range Zx. Thus h depends on N which is determined by the verification key used. This dependence does
not make sense with our notation conventions for treating ideal models, so we instead represent h as a hash

function tweaked by N. Here the Zz’f) indicates that for h € RSA-PFDHI[R,rl].l, the function h(N,-) has a
range of Z%. Thus RSA-PFDHI[R, rl] is the same as the scheme considered by Coron, merely with different

notational conventions.

SECURITY RESULT. The following result gives a memory-tight and advantage-tight reduction for the mSUFCMA
security of RSA-PFDH.

Theorem 4.3.4 (mnSUFCMA security of RSA-PFDH). Let R be an RSA generator. Let rl € N and assume
rl < R.k. Let RSA = RSA-PFDHIR,rl]. Let An be an adversary with (gsicn, qrorce, ¢h) = Query(Am) and
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assume qsien < 2" 1. Let Arsa be the adversary defined in Fig. 4.10. Then,

AstRustma (-Am) < Adv%\l—rsa (ARSA) + (0-5 ' CI§1GN +2 - gsien qFORGE)/QrI
Time*(ARSA) = O(Time(An)) + O((gn + grorce) Time(R))

Mem*(Arsp) = O(Mem(An)) + O(Mem(R)) + 1g(gsien)-
Adversary Agrsa is an F-oracle adversary for
F = Fes({0, 117, {0, 1}%, Z)) x Inj({0, 1}*, [gsian], {0, 1}7).

The advantage of the adversary Agrsa is nearly the same as the advantage of Ay, if rl is chosen so that
0.5- q%IGN 4+ 2 gsien * QForce K 2" will hold. The reduced complexity of Agsa is nearly the same as the running
time and memory of A,,. Therefore, the reduction is tight with respect to advantage, time, and memory.

Its main idea of Agsa is based around its simulation of h using the random function f;. We have
h(N',m| r) simply return f1(N’,m |r) whenever N’ # N because these queries are not relevant for security.
We want to return f1 (N, m||r)¢ mod N for any m | r that will be signed in S1GN. This allows us to return
fi(N,m|r) | r as the signature because then h(N,m | 7)? mod N = f;(N,m|r). Finally we want to embed
our challenge y into all other h queries by returning y - f1(N,m |7)¢ mod N. Then given a forgery with
respect to such a value (that is, given z such that z° mod N = h(N,m|r)) we can see that y¢ mod N =
z+ fi(N,m]r)~! mod N, solving the RSA game.

If memory was not a concern we could sample r at random in SIGN and remember each m |7 used to
respond appropriately to them in h and FORGE. To make things memory-tight we instead chose r as fa(m, 1)
for a random function f, and counter ¢. Then whenever we see m | r such that f5 Y(m,r) € [gsicn] We assume
this must have been used in a signing query and respond appropriately. In concurrent work, Diemert, Gellert,
Jager, and Lyu [DGJL21] also give a time, memory, and advantage tight reduction for RSA-PFDH via a
different proof.

We give the formal proof of Theorem 4.3.4.

Proof. We consider a sequence of hybrids Hg through Hs and Ly through Ls defined in Fig. 4.11 and 4.12.
Of these hybrids we will make the following claims, which establish the upper bound on the advantage of

Am claimed in the proof.

1. Pr[Gf?“Schma(Am)] = Pr[Ho] = Pr[H1] = Pr[H2] 4. Pr[Lo] < Pr[L1] + 2gsion - qFORGE/2rI
2. Pr[Hz2] < Pr[H3] + 0.5 - g2, /2" 5. Pr[L;] = Pr[Lz]
3. PF[HS] = PI’[L()] 0. PF[LQ] = AdV%W_rsa(ARSA)

TRANSITION TO Hg. Hybrid Hy was obtained by embedding the code of RSA into G*™ and rewriting h as

an oracle that simply evaluates the random function f; chosen in the same way that h was sampled. Hence,

Pr{GREA™ (Am)] = Pr[Ho].
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Hybrids Hp for 0 < h <3

(N,e,d) «<s R.Gen

S—g

fi s Fes({0, 137 {0, 1}*, Z¢))

fa s Fes({0, 1}*7 [gsien], {0, 1}rl) //H[Q.S)
f2 s ({0, 1}*, [asion], {0, 13") //Hps.0)
i 0 //H[2,£)

win « false

Run ASCFORSEh (7 ¢))

Return win

h(N',m | r)

Return f1(N',m|r) //Ho.1)
If N #N: //Hji o

Return fi(N',m|r) //Hp0
Return fi(N,m ) mod N //Hpi )

SIGN(m)

te—i+1//Hpa.

rs{0,1}" //Hjo.2)

e f2(m, i) //Hp.o)

w —h(N,m|r) //Hp1

z—w?mod N //H1)

z < filN,m|r) //Hp )

oc—z|r

S—Sui{m,o}

Return o

z|re—o*

If (m*,0%) ¢ S:
w «— z° mod N

If w = h(N,m* | r):

win « true

Figure 4.11: Hybrid games Hy through Hs used in proof of Theorem 4.3.4.

TRANSITION FROM Hg TO Hy.In hybrid Hy, we assign f1 (N, m | r)¢ mod N to h(N,m | r) instead of fi(N,m | r).
Because exponentiation by e us a permutation this is still a uniformly random element. Then for a SIGN
query, we directly assign f1 (N, m | r) to z since (fi(N,m | r)¢)? mod N = f;(N,m| r). This does not change
the distribution of the hash values or the signatures, so Pr[Ho] = Pr[H1].

TRANSITION FROM H; TO Hs. In hybrid Hs, we replace the random sampling of r during signing with the
output of a random function f5, using a counter i to provide domain separation between different SIGN

queries. This method of choosing r is equivalent, so Pr[H;] = Pr[Hz].

TRANSITION FROM Hs TO Hs.In hybrid Hs we replace the random function fe with a random injection
(tweaked by the message m). This modifies the behavior of the game only in that values of r are guaranteed
not to repeat across different signing queries that used the same message. There are at most gs;gn invocations

of f2, so the switching lemma (Lemma 11.4.7) tells us that Pr[H2] < Pr[Hs] + 0.5 - ¢3,../2".

TRANSITION FROM Hg TO L. Now consider Ly shown in Fig. 4.12. We’ve used grey highlighting to indicate

places where code was changed from Hjz to Lg. In hybrid Ly’s oracle FORGE, we replace the check whether



Hybrids Ly for 0 < h < 2
(N,e,d) «<s R.Gen

zesZy;y<—a°mod N //Lj2.o)
I[l< o

fi s Fes({0, 1}7%, {0, 1}*, 2
f2 < InjT ({0, 1}*, [gsien], {0, 1}")
10

win « false

Run ASCNFOREh (N7 o))

Return win

SIGN(m)

ie—1i+1

I[m] < I[m] v {i}
7« fa(m, 1)

z < filN,m]|r)
oc—z|r

Return o
Force(m*, %)
z||r < o*

If f3 1 (m*,7) ¢ I[m*]: //Ljo)
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WV m | r) It £ (m*, ) ¢ lgsi)s //Lpse)
If N#N" w « z° mod N

Return fi(N',m|r) If w = h(N,m* | r):
If £y (m,7) ¢ [gsien]: //Li20) win « true

Return y - fi(N,m||r)* mod N //Lp2 )
Return f1 (N, m | r)® mod N

Figure 4.12: Hybrid games Lo through Ly used in proof of Theorem 4.3.4. Grey highlighting indicates where
Lo differs from Hs.

(m*,0*) ¢ S with a check whether f=1(m,r) ¢ I[m]. Here I[-] is a new table; code was added to SIGN which
in I[m] stores each of the counter values for which A, made a signing query for m. Note that f=1(m,r) is
in I[m] iff the f~!(m,r)-th signing query was for m and returned 2’ || r for some 2’. Hence, if (m*,0*) € S,
then f=Y(m,r) € I[m]. If (m*,0*) ¢ S either f=1(m,r) ¢ I[m] or f~1(m,r) € I[m], but in the latter case it
must be that o* = z || r for some z not equal to the z’ returned by the signing query and so z¢ # h(N, m* | r).

Hence these games are equivalent, giving Pr[H3] = Pr[Lo].

TRANSITION Ly TO L;. Next, in hybrid L; we replace the FORGE check f~1(m,r) ¢ I[m] with f~!(m,r) ¢
[gsien]. Detecting this change requires guessing fao(m®*,7) for some i € [gsian]\[[m]. We can bound the
probability of this ever occurring in Ly by a union bound over the FORGE queries made by the adversary.
Consider the set f(m®*, [gsiex [\ [m*]) = {f(m*,9) : i € [gsiex|\I[m*]}. It has size at most ggicx. Because
f2 is a random injection, this is uniform subset of the set {0, 1}"\ fa(m*, I[m*]) (which has size at least
2" — gs1ox). Hence the probability of any particular query being the first to trigger this different behavior is
at most gsien /(2" — gsien) < 2gsian/2". Applying the union bound gives us Pr[Lg] < Pr[L1]+2gsiex - qrorce/2"-
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TRANSITION FROM L; TO Ly.In hybrid Ly we now begin the game by sampling « at random from Z%
and setting y <« x¢mod N. Our goal is to “embed” y into the responses to random oracle queries so
that a successful forgery allows x to be recovered. In particular, we change the output of h whenever
F 7 (m,7) ¢ [gsion], now returning y- fo(m | r)® mod N. Note that multiplying the fixed element y € Z% by a
uniformly random element still gives a uniformly random element. Because we only perform this modification
for f=1(m,r) ¢ [gsicx], it Will not cause any inconsistency with SIGN where f=1(m,r) € [gsien] always holds.

Hence the view of the adversary is unchanged and so Pr[L;] = Pr[Ls].

REDUCTION TO RSA. We complete the proof by arguing that Agrsa perfectly simulates hybrid Ly and succeeds
whenever Ay, would. It is formally defined in Fig. 4.10. Examining its code, we can see that the code is
basically identical to that of Lo, except it is given (IV,e,y) as input rather than generating them locally.
The grey highlighted code in FORGE shows where Agsa will halt early whenever A,, would win. The check
immediately before this ensures that z¢ mod N = y- f3(m||r)¢ mod N. Hence y = (z-(f3(m|r))~%)¢ mod N,

meaning that z - (fs(m|r))~! is indeed the correct response. Hence Pr[Ly] = Advy' "™ (Arsa)-

The complexity of Agrsa follows from its description. The counter 4 is the additional 1g(gsicy) storage.

The Time(R) and Mem(R) terms come from performing operations in Z% for h and FORGE queries.

4.4 AE Security of Encrypt-then-PRF

In this section we look at the AE security (introduced in chapter 3) of a particular scheme which we refer to
as Encrypt-then-PRF. Given a nonce-based encryption scheme NE that only has INDR security, one generic
way to construct a new encryption scheme NE' which also achieves ciphertext integrity is to use a PRF and
let the ciphertext of NE' be the concatenation of the ciphertext of NE and a tag which is the evaluation of
the PRF on the ciphertext and the nonce.

We show that in the context of Encrypt-then-PRF, for two of the notions of AE security introduced
in [GJT20], we can give a memory-tight reduction to the INDR security of the underlying encryption scheme
and a non-memory-tight reduction to the security of the PRF. This shows that we can bypass the generic
impossibility result of [GJT20] if we consider specific constructions of nonce-based authenticated encryption
schemes. In more detail, the impossibility result of [GJT20] rules out lifting the INDR security of a scheme
to full AE security in a memory tight way, when additionally assuming ciphertext integrity for a generic
scheme. Here, we show that for the specific case of Encrypt-then-PRF schemes, lifting the INDR security of
the encryption scheme to full AE security of Encrypt-then-PRF is possible in a memory-tight way, assuming
security of the PRF.
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ENCRYPT-THEN-PRF. In this section we consider the Encrypt-then-PRF construction of a nonce-based
encryption scheme, due to Rogaway [Rog04]. Namprempre et al. [NRS14] gave a more extensive exploration
of the many ways to construct an AEAD encryption scheme via generic composition. Given nonce-based
encryption scheme NE and function family F, we define EtP[NE, F] by the following algorithms. We refer to
the ¢ component of the ciphertext returned by EtP[NE, F].E as the “tag” below. When including associated
data, it would be input to F.

EtP[NE,F].K | EtP[NE,F].E(K,n,m) | EtP[NE,F].D(K,n,c)

K «—sNE.K (K,K') « K (K,K') « K; (c,t) < ¢

K' —sF.K ¢ < NE.E(K,n,m) If t = Fgo(n,c):

Return (K, K’) | t « Fg/(n,c) Return NE.D(K,n,m)
Return (¢, ) Return L

Our security result will analyze the authenticated security of EtP assuming NE has ciphertexts indistinguish-
able from random ciphertexts and F is pseudorandom. We re-use the security notions defined in Chapter 3.

We argue that w = m is the “correct” definition because chosen ciphertext security is intended to capture
the power of an adversary that can observe the behavior of a decrypting party. Both the w = 1 and w = ¢
definitions restrict what the adversary learns about this behavior when honestly generated ciphertexts are
forwarded, which does not seem to model anything about real use of encryption. The w = m definition avoids
this unnatural restriction.

We provide some technical context for this philosophical argument. In Section 4.7 we give memory-tight
proofs for the security of encryption schemes constructed with the KEM/DEM paradigm with w = m and
noting this does not seem possible for the other choices of w. In this section and Sec. 4.5 we prove the
AE/CCA-w security of encryption schemes for differing choices of w. We view this as a general exploration
of what results are possible with memory-tight proofs. A proof which works for some w, but not others helps

build some understanding of how these notions related.

4.4.1 Security Result

Now we give a proof of the AE-o security of EtP[NE, F]. In particular we provide a memory-tight reduction
to the INDR security of NE and a non-memory-tight reduction to the security of F. Such a result is useful

if a time-memory tradeoff is known for NE and F is sufficiently secure even against high-memory attackers.

Theorem 4.4.1 (Security of EtP). Let NE be a nonce-based encryption scheme and F be a family of function
with F.F = Fcs(NE.N,NE.C,{0,1}7) for 7 € N. Let A, be an AE-o adversary with (qexc, gpec) = Query(Ay).
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Adversary A} Adversary AP

K «sNEK f < Fes(NE.N, NE.M, {0, 1}7)
B ASMENCSNDEC B ASMENCSNDEC
Return b’ Return b’

SIMENC(n, m) SIMENC(n, m)

¢ «— NE.E(K,n,m) ' «— ENc(n,m)

t — Ev(n,c) t— f(n,c)

c« (t,¢) c« (t,c)

Mn,c] «m Return ¢

Return ¢ SiMDEC(n, ¢)
SmMDEC(n, ¢) (t,d) ¢

If M[n,c] # L: Return ¢ Ift = f(n,c'): Return o
(t,d) «c Return L

If t = Ev(n,c): Return NE.D(k,n,c)

Return L

Figure 4.13: Adversaries used for proof of Theorem 4.4.1.

Define adversaries A, and A, as shown in Fig. 4.13. Then,

AdVESRINE 1 (Aa) < AdVE (Ap) + Advig (Ar) + 2apec/27

QuerY(Ap) = @E~c + qDEc QuerY(Ar) = (@Enc
Time(A,) = Time(GEpne r(Aa)) Time™*(A,) = Time(A,)
Mem(A,) = Mem(Giye ry(As)  Mem®(A,) = Mem(A,).

Adversary A, is an F.F-oracle adversary.

The standard (not memory-tight) proof of the security of EtP begins identically to our proof; we start in
GaEi?[NEﬂJ replace the use of F with a truly random function (using A,) and then information theoretically
argue that the attacker shall be incapable of creating any forgeries. In the standard proof we would transition
to a game where the decryption oracle is exactly that of DECY, i.e. it always returns L when M|n,c] = L.

Then we reduce to the security of NE to replace the generated ciphertexts with random. However this

standard reduction will not be memory-tight because the attacker must store the table M[-,-] to know
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Games Hp for 0 < h <4 ENc(n,m) DEec(n,c)
K «sNE.K ¢« NE.E(K,n,m) //Hjo s If M[n,c] # L: Return
K’ «sF.K //Ho1) ¢ s {0, 1INEAUmD (t,d) «c
f «sFes(NE.N,NE.C, {0,1}7) t — Frr(n,c) //Hpo Ift = Frer(n,c') : //Hpo.1)
//H1,0) t e f(n,c) //Hp0 Ift=f(n,c): //Huo)
b« AlNe.DEC ¢+ (t,c) bad « true
Return ' =1 Mn,c]l «m Return NE.D(K,n,c') //H{o,2)
Return ¢ Return o //H[2 4)
Return L //Hp4 )
Return L

Figure 4.14: Hybrid games for proof of Theorem 4.4.1.

whether it should return ¢ or L when simulating decryption queries.! Instead we first transition to a world
where F has been replaced by the random function f and DEC always returns ¢ when given a ciphertext with
a correct tag. (Which we can do because either M[n,c] # L held or the attacker managed to guess a random
tag, which is unlikely.) Now we can make our INDR reduction memory-tight. It forwards encryption queries
to its encryption oracle and then uses its own function f to create the tag. For decryption queries it checks
f(n,d) =t, returning ¢ if so and L otherwise. Then we can finally conclude by switching to the decryption
oracle DEC{ by arguing that noticing this change requires guessing a random tag.

It does not seem possible to extend this proof technique to AE-m security because the tag would be too
short to embed values of m we need to remember.

We give the formal proof of Theorem 4.4.1.

Proof. We consider a sequence of hybrids Hy through Hy defined in Fig. 4.14. Of these hybrids we will make

the following claims, which establish the upper bound on the advantage of A, claimed in the proof.

L. PG p.1 (Aa)] = Pr[Ho] 4. Pr[Hy] < Pr[Hs] + Advidr(A,)
2. Pr[Ho] < Pr[Hq] + Advi (Ap) 5. Pr[Hs] < Pr[H4] + gprc/27
3. Pr[H1] < Pr[Hz] + gpre/27 6. Pr[H4] = Pr[GIQEi?[NE,F],O(Aa)]

The claims regarding the complexities of the adversaries considered are clear from their code.

TRANSITION TO Hg. The hybrid Hy was obtained by plugging the code of EtP[NE, F] into GE?];TNE}F]J(AG),

so the first claim is clear.

INote this would be memory-tight for AE- L security.
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TRANSITION Hy TO H;p.In H; we replace each use of F with a random f sampled from F.F. The reduction
to the PR security of F is given by A, in Fig. 4.13. It simply simulates these hybrids for A,, using its Ev

oracle in place of F or f. The claimed bound follows (and is in fact an equality).

TRANSITION H; TO Hs. In Hs, we change the behavior of DEC. Now the oracle returns ¢ when M|[n,c] = L
and t = f(n, ). Note that this is the only case in which the hybrids we are considering differ. In particular,
they are identical-until-bad and so the Fundamental Lemma of Game Playing [BR06] gives Pr[H;] < Pr[Hz]+
Pr[Hz sets bad]. Setting bad requires guessing a value f(n,c’) which is a uniform value in {0,1}”. Hence by

a union bound Pr[Hs sets bad] < gprc/27, giving the claim.

TRANSITION Hy TO Hs. In Hs, we replace the real encryption of m in ENC with a uniformly random c'.
Consider the adversary A, given in Fig. 4.13. It perfectly simulates hybrid Hs to A, when interacting with
Gig'; and hybrid Hz to A, when interacting with Gyig'y. Note that A, avoids storing the table M — this is
possible because observe that M[n,c] # L holds if and only if f(n,c’) = t also holds in Hs, H3. Since the
check M|[n,c] # L is the sole place in the code of hybrids Ho, H3 where M affects execution, A, replaces it
with the equivalent check f(n,¢’) = t and avoids storing M. So it follows that Pr[Hs] < Pr[Hs]+Advind"(A,.).

TRANSITION Hs TO Hy.In Hy, we change the behavior of DEC. Now the oracle returns 1 when M[n,c] = L
and t = f(n,c'). Using an identical-until-bad argument analogous to when we transitioned between H; and

Ho we get Pr[H1] < Pr[Hs] + ¢prc/27 as desired.

FINAL TRANSITION. Finally we claim that the view of A, in Hy is identical to its view in GE‘:‘P‘}NEF]’O, giving
Pr[H4] = Pr[G‘E‘iﬁNE’F],O(Aa)]. If M[n,c] = L in DEC, then the oracle it always returns L so we can ignore
its use of f. This means the only use of f is in ENC and these uses never repeat inputs because the nonces

do not repeat. Hence setting ¢ « f(n,¢) is equivalent to sampling ¢ uniformly from {0,1}” which gives us

ae-<

exactly the view expected in GEive £ o-

4.5 Chosen Ciphertext Security of Public Key Encryption

Now we apply our techniques to give memory-tight reductions between single- and multi-challenge notions
of chosen-ciphertext security. The standard reduction bounds the advantage of an adversary making ggxc
encryption queries by gy times the advantage of an adversary making 1 query. The reduction requires
memory linear in ¢gxe and so is not memory-tight.? In Section 4.5.1, we consider the most common “left-

or-right” definition of CCA security and introduce three different variants (mirroring the three notions for

2 Auerbach et al. [ACFK17] stated that this reduction is memory-tight for both CPA and CCA security. While the former
is correct, the latter depends on the definition of CCA. In personally communication with Auerbach et al. [ACFK21], they
concurred that their claim was incorrect for their intended definition of CCA security (w = ¢) but pointed out that it does
work for an “exclusion” variant, w = E, which we will mention briefly.
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PKE Syntax

(ek,dk) «s PKE.K
¢ «<s PKE.E(ek, m)
m «— PKE.D(dk, c)

Figure 4.15: Syntax of a public key encryption scheme PKE.

AE security in Section 4.4). We give a memory-tight reduction between single- and multi-challenge security
for two of the three variants (¢ and 1), but the reduction is not time-tight. In Section 4.5.2, we look at the
CCA security variant that requires ciphertexts be indistinguishable from random. We give a memory-tight

and time-tight reduction between single- and multi-challenge security for all three variants of this notion.

PUBLIC KEY ENCRYPTION. A public key encryption scheme PKE specifies algorithms PKE.K, PKE.E, and
PKE.D. The syntax of these algorithms is shown in Fig. 4.15. The key generation algorithm PKE.K returns
encryption key ek and decryption key dk. The encryption algorithm PKE.E encrypts message m with ek
to produce a ciphertext ¢. We write PKE.E(ek, m;r) when making random coins r € PKE.R explicit. The
decryption algorithm decrypts ¢ with dk to produce m. The decryption algorithm may output m = L to
indicate rejection.

Correctness requires that PKE.D(dk, ¢) = m for all (ek, dk) € [PKE.K], all m, and all ¢ € [PKE.E(ek, m)].
We define the min-entropy of PKE as

PKE.H,, = —1g max Pr[r «<s PKE.R : PKE.E(ek, m;1) = (] .

m,ek,c

4.5.1 Left-or-right CCA Security of PKE

LEFT-OR-RIGHT CCA SECURITY. In this section, we consider the left-or-right definition of CCA-security
most commonly used in the literature. For w € {m,o, L} we denote this as CCA-w?® and the corresponding
security game Gpgg" is defined in Fig. 4.16. The adversary gets the encryption key ek and has access to an
encryption and a decryption oracle. The encryption oracle takes in messages mg and m; and encrypts my
where b is the secret bit. The decryption oracle returns the decryption of a ciphertext, unless the ciphertext
was previously returned by an encryption query. This is tracked by table M. When w = m, the decryption
oracle returns M [¢] which is m; from the earlier encryption query. When w = o, it returns . When w = 1, it

returns L which is also used by the encryption scheme to represent rejection. The advantage of an adversary

3The discussion in Section 4.4 about the choice to have three variants of the definitions is applicable here as well.
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Game Gpge'y (A) ENCy (mo, m1) DEC”(c)
(ek,dk) «s PKE.K // Imo| = |ma| If M[c] # L:
b APN-DEC (o) co «s PKE.E(ek, mo) Return M[c] if w =m
Return ' =1 c1 < PKE.E(ek, m1) Return ¢ if w = o
Mcp] < ma Return L if w =1
Return ¢ m «— PKE.D(dk, c)
Return m

Figure 4.16: Game defining CCA-w security of PKE for w € {m, ¢, 1}.

A against the CCA-w security of PKE is defined as Advpge”(A) = Pr[GERg" (A)] — Pr[GEE' (A)].
The goal of this section is to relate the advantage of attacks making only a single encryption query and
those making many such queries. When wanting to make the distinction explicit we may use the adjectives

“many” and “single” or prefix the abbreviation of a security notion with an ‘m’ or ‘1’.

1CCA-o iMPLIES mCCA-o. The following theorem gives a memory-tight reduction establishing that CCA-o
security against adversaries making one encryption query implies security for an arbitrary number of queries.
The proof makes use of our inefficient tagging technique. The reduction performs a hybrid over the encryption

queries of the original adversary and is thus not advantage-tight.

Theorem 4.5.1 (1CCA-0 = mCCA-¢). Let PKE be a public key encryption scheme. Let Ay, be an adversary
with (gexc, @oec) = Query(Am). Define Dy by Dy, = {0,1}" x [grxc]. Let A1 be the Fes(N, D, PKE.R)-oracle
adversary shown in Fig. 4.17. Then,

A V(I:’CI:I?(Am) < ¢Bnc - Advgclzéo(Al) +4 - gExnc - QDEC/2PKE'HL
QuerY(Al) = (17qDEC)
Time*(.Al) = O(Time(Am)) + genc(gprc + 1) Time(PKE)

Mem*(A4;) = O(Mem(An)) + Mem(PKE) + 1g gxo.

The standard (non-memory-tight) reduction against 1CCA security picks an index k € [grxc] where grxc
is the number of encryption queries made by A,. It runs A,,, simulating encryption queries as follows. For
the first £ — 1 encryption queries, it answers with an encryption of my, for the k-th encryption query it
forwards the query to its own encryption oracle, and the rest of the queries it answers with an encryption
of my. To answer the decryption queries, the reduction returns ¢ if it was ever queried the ciphertext for

a previous encryption query. Otherwise, it forwards the query to its own decryption oracle. Finally, the
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Adversary AP (ek)

k s [gexc]

10

D¢y « {0, 1}(') X [genc]
f «sFes(N, D, PKE.R)
b/ P AS[]\IENC,SIMDEC(ek)

Return &’

SIMENC(mag, m1)

te—1+1
For d e {0,1}:
ra < f(Imal, (ma, 1))
cq <« PKE.E(ek,mq;rq)
Ifi<k:icec
Ifi=k:

¢ «— ENc(mo, m1)

SIMDEC(c)

If ¢ = ¢*: Return ¢
m « DEC(c)

If m = 1: Return L
For j € [i] do:

If me {m& mf}and j =k:

Skip to next j

r— f(lml, (m, j))

c*e—c If PKE.E(ek, m;r) = c:
(mg,m¥) « (mo,m1) Return ¢

Ifi>k: c—co Return m

Return ¢

Figure 4.17: Adversary A; for Theorem 4.5.1.

reduction adversary outputs whatever A, outputs. Standard hybrid analysis shows that if the advantage
of An, is €, then the advantage of the reduction adversary is £/gunc. Simulating decryption queries required

remembering all prior encryption queries and hence the reduction is not memory-tight.

We give an adversary A; in Fig. 4.17 that is very similar to the reduction just described, but avoids
remembering prior encryption queries. The main idea is that it picks the coins when encrypting mgo or my
locally as the output of a random function f applied to the message and a counter. This allows A; to detect
whether a ciphertext ¢ queried to the decryption oracle is one it answered to an earlier encryption query as
follows: it first asks for the decryption of ¢ from its own decryption oracle and receives m. Then it iterates
over all counter values for which encryption queries have been made so far and checks if ¢ was the encryption
of m using the output of f on m and the counter as coins. If any of these checks succeed it returns o,
otherwise it returns m. If ¢ was the answer of an encryption query A; detects it successfully. The probability

that A; returns ¢ for a decryption query when it should not is small.

Notice that the additional memory overhead for A; is just that required to store a counter, run PKE.E,
and store (c*, m&, m¥). However, there is an increase in runtime by genc - gpec - Time(PKE) because of the
iteration over the counters to answer decryption queries. As discussed in the introduction, such reductions
may be useful when the best attack for the underlying problem with low memory requires significantly more

running time than the best attack with high memory.
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EXTENSION TO CCA-1. We can prove the same result for CCA-L, using a very similar proof flow. Alter-
natively, Theorem 4.5.1 directly implies the same result for CCA-L. First off, 1CCA-L implies 1ICCA-¢ in
a memory-tight way because an adversary with access to DECT can simulate DEC® by just remembering
the ciphertext ¢* returned for the single ENC query, returning ¢ if ¢* is queried to DEC, and otherwise
forwarding the response of its own decryption oracle. We also noted above that mCCA-¢ implies mCCA- L

in a memory-tight way. Putting it together with Theorem 4.5.1 gives the desired result.

However, it does not seem possible to extend this proof technique to CCA-m security because if the
adversary queries the decryption oracle on a ciphertext ¢ which was an answer to a previous query for
(mp, my) the oracle needs to return m; even if ¢ is an encryption of mg. This seems to require memory to

simulate.

OTHER VARIANTS (EXCLUSION AND PENALTY). In personal communication with Auerbach et al. [ACFK21]
they pointed out two other variants of CCA security which were given in [BHK15]. For the sake of concrete-
ness we will described them as based on CCA-L, but the way they are defined means we could just as well
have started from CCA-m or CCA-¢. The first, which we will refer to as CCA-E (where ‘E’ stands for “exclu-
sion”) is defined the same as CCA-L except we require security only for adversaries that will never make a
decryption query DEC(c) if ¢ was ever returned by a prior encryption query. The standard hybrid argument
is memory-tight for CCA-E. This follows immediately because we do not have to simulate decryption for

forwarded ciphertexts.

For the second, which we will refer to as CCA-P (where ‘P’ stands for “penalty”), we can think of the
adversary as being penalized at the end of the game if it even makes a decryption query DEC(c) if ¢ was
ever returned by a prior encryption query. Let GE,CQ'EI’DI be identical to G,%CQ'Eﬁ, except the game returns false
no matter what b’ is if the adversary ever made such a query. Similarly, let G,%CQ'EI:O be identical to G,%C;'Eb,
except the game returns true no matter what b’ is if the adversary ever made such a query. Then we define
AdVESE (A) = PriGERe 1 (A)] — Pr[GERE G (A)]. Tt is not clear how to write a memory-tight hybrid argument
for CCA-P.

The philosophical and technical arguments from Sec. 4.4 for why w = m may be “correct” apply similarly
to argue in favor of it over w = E and w = P. Additionally, w = E seems particularly “weak” because
it seems overly restrictive. Consider a low-memory attacker that has made a large number of encryption
queries so far. It will be incredibly restricted in what decryption queries it can make because it is required to
absolutely avoid any query that has a non-zero chance of being a ciphertext returned by a prior encryption
given its current state. Note that even very naive adversaries are excluded, for example one that asks a

random string of appropriate format to the decryption oracle after seeing some challenge ciphertexts.
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TIME-TIGHTNESS IF MESSAGES DO NOT REPEAT. If we require that A,, never repeats messages queried to
ENC then we can make Theorem 4.5.1 time-tight as well. In that case, A; would not need to use the counter
i to ensure domain separation for f and so it would not have to use the loop inside SIMDEC. One setting
where this suffices is if PKE is being used as a key-encapsulation mechanism. Then we can think of mg
and m; being picked uniformly at random. Using the switching lemma we can switch to my and m; being
sampled without replacement, meaning the encryption queries do not repeat.* We next give the formal proof

of Theorem 4.5.1.

Proof. We start by considering the hybrid games H? for 0 < h < 2 defined in Fig. 4.18. Of these we make
the following claims for b € {0, 1}.

L. Pr[Gge%,] = Pr[HG]
2. Pr[Hg] = Pr[Hl{]

3. |Pr[HY] — Pr[H5]| < genc - qpic - 27 PKEH
Combining the above claims, we get that

AQVERE (An) = PrIGERE ] — PrIGEZES,] = Pr[H] — Pr[H])

= Pr[H1] — Pr[H3] < Pr[H] = Pr[HS] + 2 - gexe - qpe - 277 KEH=, (4.1)

Next, we prove the claims.

TRANSITION TO Hj. The game HY was copied from the game GEREp- We added variable i that counts the
number of ENC queries and will be used for future hybrids and unrolled the encryption to make the sampling
of coins explicit. It follows that Pr[GERe%] = Pr[HZ].
TRANSITION FROM HY TO H%.In game HY, we replace the random sampling of ro and 71 with the output of
a random function f, using a counter ¢ to provide domain separation between different queries. This method
of choosing 7 is equivalent, so Pr[H}] = Pr[H}].
TRANSITION FROM H? TO H}. In game H5, we stop using M[-] to keep track ciphertexts that were returned
by ENcC. Instead we first decrypt ¢ to m and then iterating over j € [i] to check whether m encrypted with
ek using randomness r = f(|m|, (m,j)) is c. Note that if M[c] # L holds in H} then there will necessarily
be such a j (in particular j being the value i held at the time of the query that set M|[c]).

So H% and HY are identical unless the following bad event happens: there is a DEC query on ¢ and for

some j € [j], it holds that ¢ = PKE.E(ek, m; f(|m], (m,j))) and despite m was not my for the j-th query to

4Here the list of mg and mj to be queried can be specified by an oracle given to the adversary.
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Games HZ for0<h<2 ENCy(mo, m1)
(ek, dk) «s PKE.K T—i+1
i+ 0 For d € {0,1}:
Dey — {0,13Y x [gexc] //Hl[)l,/,) ra < PKE.R //Hl[)(u)
f s Fes(N, D, PKER) //HE, | ra o f(mal, (ma,)) /M)
[ AENCb‘DEC(ek) cqa — PKE.E(ek, mg;74)
Return b’ =1 Mlep] —my //H o)
Return ¢
DEec(c)

If M[c] # L then //H[, .
Return ¢ //HI[‘U_z)
m « PKE.D(dk, c)
For j € [i]: / /..,
T f(|m|7 (maj)) //HZ[)Q,/,)
If ¢ = PKE.E(ek,m;7): //H}, )
Return ¢ //Hl[’gr,r)

Return m

Figure 4.18: First set of hybrids Hl;L used in the proof of Theorem 4.5.1.

ENC. We can analyze the probability of this in H%. Since m was not the j-th query to ENC, the view of the
adversary was independent of f(|m|, (m,j)) at this time. By the min-entropy of PKE, the probability of this

2PKE.H o

occurring for a given decryption query and j is at most 1/ . Taking a union bound over all j € [ggxc]

2PKE.HJJ

and decryption queries the overall probability is at most ggxc - gpec/ . We could formalize this via the

Fundamental Lemma of Game Playing [BRO6], to get |Pr[H%] — Pr[H%]| < grxc - qpuc/2PKEH= as desired.

TRANSITION TO H¥® HYBRIDS. We next consider the hybrid games H*® for (k,b) € [grxc] x {0,1} defined
in Fig. 4.19. In these hybrids, ciphertexts for m; are returned when i < k, ciphertexts for mg are returned
when i > k, and a ciphertext for my is returned when ¢ = k. Note that at the extremes (k = 1,b = 0 and
k = ggxe, b = 1), An will receive either all ciphertexts of mg or all ciphertexts of m;. The decryption queries
are answered as in HS. So HY? perfectly matches H) and H%x! perfectly matches Hi. Hence combining

with (4.1), we have

A V|%C|2_E0(Am) < Pr[HqEN("l] - Pr[HLO] + 2 gEne * @Drc ¢ 9 PKEH (4'2)
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Hybrids H*® ENCy(mo, m1) DEec(c)
//(k,b) € [genc] % {0,1} te—i+1 m «— PKE.D(dk, c)
(ek,dk) «s PKE.K For d € {0,1} : For j € [i]:
i 0 ra — f(mal, (ma, ) r e f(iml, (m,9))
Dey {0,139 x [gexc] ¢4 — PKE.E(ek, ma; ra) If ¢ = PKE.E(ek, m;7):
f «s Fes(N, D, PKE.R) Ifi<k:icec Return ¢
b — AENCb’DEC(ek) Ifi=k c—c Return m
Return ¥’ =1 Ifi>k: c—co

Return ¢

Figure 4.19: Second set of hybrids used in the proof of Theorem 4.5.1.

In general, in H®? the first k +b— 1 encryption queries use m; and the rest use mq; so Pr[H*!] = Pr[H*+1.0]

holds. Hence

Pr[Ho ] — Pr[HY0] = Pr[H® ] — Pr[HYO]+ > Pr[H®'] — Pr[HET10]
ke[QE\l(:_l]
D7 Pr[HR] = Pr[HEO]. (4.3)
ke[QEM‘]

TRANSITION TO Hj HYBRIDS. Next, consider the games shown in Fig. 4.25. Of these we make the following

claims.

1. 2Pr[Ho] = 1 = (1/genc) Ypeqgng PrIHE] — Pr[HE]

2. Pr[Ho] < Pr[Hy] + qpgc - 27 PKEH=

4. 2Pr[Ha] — 1 = AdvEge (A1)
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Hybrids Hy, for 0 < h <2
(k,b) s [gunc] x {0,1}
(ek, dk) «s PKE.K

1«0

Dy {0,139 x [gaxc]
f «s Fes(N, D, PKE.R)
b — AENC]J,DEC (6k)
Return b’ = b

DEec(c)

If ¢ = ¢*: Return ¢ //Hj1 o)
m « PKE.D(dk, ¢)
For j € [i] do:
If me{m&,mf}and j =k: //Hp o)
Skip to next j //Hj1 )
r < f(Iml, (m, j))
If PKE.E(ek, m;7) = c:

Return ¢

Return m

ENCy(mo, m1)
te—1+1
For d € {0,1}:
ra  f(mal, (ma,))
cq <« PKE.E(ek,mg;74q)
If i < k:
ce—
If i = k:
cecp //Hpon
r e f(Imsl, (ms, ) //Hp12)
r«s PKE.R //H2 )
¢ < PKE.E(ek,mp;7) //Hp o)
c* «—c//Hpx
(mg,m{) « (mo,m1) //Hp )
If ¢ > k:
ce—co

Return ¢

Figure 4.20: Final set of hybrids for the proof of Theorem 4.5.1.

In the rest of the proof we address these one at a time. Putting them together along with (4.2) and (4.3)

gives the bound claimed in the theorem statement via,

AdvERE’ (Am) =2 gine * qDrc - 2 PREH. 4 Z Pr[HkJ] - Pr[HhO]
ke[gexc]

= 2 @Exc " QDkc 9~ PKEH= + QENC(2Pr[H0] - 1)
< 2 @ggnc * Drc 9 PKEH. 4 qu\'C(QPr[H2] + 2qprc - 2 PKEH- _ 1)

= AdVERE (A1) + 4gmxc - gpre - 277 e

TRANSITION TO Hg. Game Hy is identical to H®? with (k,b) chosen at random and with the game returning
true if A, correctly guessed b. Standard calculations by conditioning on all the possible values of (k,b) gives

the claim.
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Game Ggffé:g“ (A) ENCy(m) DEC”(c)
(ek, dk) «s PKE.K ¢1 s PKE.E(ek, m) If M[c] # L:
b ABNCHDECY (o)) co «s PKE.C(ek, |m|) Return M|c] if w =m
Return b’ =1 Mcp] «m Return ¢ if w = ¢
Return ¢ Return L if w =1
m «— PKE.D(dk, c)
Return m

Figure 4.21: Game defining $CCA-w security of PKE for w € {m, ¢, 1}.

TRANSITION FROM Hy TO H;. We make three changes to transition to Hy. First, when ¢ = k£ in ENC we store
the two messages queried as m{ and mf along with the ciphertext returned as ¢*. Then on a DEC query,
¢ is returned immediately if ¢ = ¢*. Finally in DEC we skip over the iteration of j = k if m € {m{,m{}.
When m = m; this does not change anything because the ¢ = ¢* check will have covered that case.

So this changes the behavior of the oracle only if m = mj , # m}, ¢ = PKE.E(ek,m; f(Im|, (m, k))),
in Hp it would return ¢ while in H; it may return m. Note then that in H; the view of the adversary is
completely independent of this f(|m/|,(m,k)). So we can think of the adversary having DEC attempts to
guess a ciphertext generated with uniformly random coins. Hence the probability of this sort of query in Hy
is at most gppc - 2 PKEH< . This gives Pr[Hg] < Pr[H;] + gppc - 27PKEH=,

TRANSITION FROM H; TO Ha. The only change in Hy is that in ENC for ¢ = k, the randomness is sampled
uniformly at random instead of by evaluating f. Because f(|msl, (m,k)) is used nowhere else, this does not

change the behavior of the game. It follows that Pr[H;] = Pr[Hz].

ADVERSARY Aj. Finally we can see that our adversary A; (defined in Fig. 4.17) perfectly simulates the
view of A, in Hs. It was obtained by copying the code of Hy and then modifying it to query its ENC and
DEC oracle as appropriate. It follows that Pr{Hz] = 0.5Pr[GERE’ (A1)] + 0.5(1 — Pr[GERe% (A1)]). Hence,
2Pr[Ha] — 1 = Advpge (Ayp).

Adversary A;’s extra running time comes from using PKE.E in SIMENC and in the loop in SIMDEC. Its

extra memory is that required for running PKE.E, for storing 4, and for storing (c¢*, mg, m7). ]

4.5.2  Indistinguishable from Random CCA Security of PKE

We saw in the previous section that we could have a memory-tight reduction from mCCA-¢ to 1CCA-o;

however, the reduction is not tight with respect to running time. In this section, we show that for a different
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formalization of CCA security, we can indeed have a memory-tight and time-tight reduction between many-

and single-challenge variants.

CIPHERTEXT AND ENCRYPTION KEY SPACE. Before describing the indistinguishable from random formaliza-
tion of CCA security, we need to make some assumptions on PKE. We define the encryption keyspace by
PKE.Ek = {ek : (ek, dk) € PKE.K}. We assume for each ek € PKE.Ek and allowed message length n € N there
is a set PKE.C(ek,n) such that PKE.E(ek, m;r) € PKE.C(ek, |m|) always holds. Let PKE.C~!(ek, ¢) returns n
such that ¢ € PKE.C(ek, n). Correctness implies that PKE.C(ek,n) and PKE.C(ek,n') are disjoint for n # n’.

INDISTINGUISHABLE FROM RANDOM CIPHERTEXT CCA SECURITY. The security notion we will consider in

this section is captured by the game GSccaw

shown in Fig. 4.21. Tt requires that ciphertexts output by
the encryption scheme cannot be distinguished from ciphertexts chosen at random even given access to a
decryption oracle. The adversary gets the encryption key ek and has access to an encryption oracle ENC and
a decryption oracle DEC. The adversary needs to distinguish the following real and ideal worlds: in the real
world, a query to ENC with a message m returns an encryption of m under ek, while in the ideal world, the

w

same query returns a uniformly random element of PKE.C(ek, |m|). The decryption oracle DEC" acts exactly

as the corresponding oracle in G® ™. The advantage of an adversary A against the $CCA-w security of
PKE is defined as Advisea ™ (A4) = Pr[Gﬁcle:}”(A)] - Pr[chles“(A)]. If PKE.E(ek, m; ) is injective, then this
is exactly identical to the standard CCA notion for PKE.C(ek,n) = {PKE.E(ek, m;r) : |m| = n,r € PKE.R}.
1$CCA-m 1MPLIES m$CCA-m. The following theorem captures a memory-tight reduction establishing that

1$CCA-m security implies m$CCA-m security. The proof makes use of our message encoding technique.

Theorem 4.5.2 (1$CCA-m = m3CCA-m). Let PKE be a public key encryption scheme. Let T satisfy
|PKE.C(ek,n)| = 2™ - 27 for all n, ek. Let Ay be an adversary with (quxc, qorc,qn) = Query(An) and
assume Gexc + qpec < 0.5-27. Let F = Inji(T,D,R) where T', D, and R are defined by T'= N x PKE.Ek,
Dy e = {0,1}" X [qunc] and Ry, = PKE.C(ek,n). Let Ay be the F-oracle adversary defined in Fig. 4.22.
Then,

AdvchCE_m(Am) < ¢Exc AdVﬁcéE_m(Al) + 8qEncqDEc/2" + 5q}2ENC/2T
Query(Al) = (17 gdDEC) Qh)
Time*(A;) = O(Time(An,)) + gene Time(PKE)

Mem*(A;) = O(Mem(Ap,)) + Mem(PKE) g gexc.

The standard (non-memory-tight) reduction against 1I$CCA security that runs an m$CCA adversary A,

5 As mentioned, the discussion in Section 4.4 about the three variants definitions is applicable here as well. In Section 4.7 we
give an example where we can prove CCA security of a KEM/DEM scheme in the memory restricted setting, but only if we
use the w = m definition.
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Adversary AP (ek)

k s [gexc]
1«0
f s Inj*(T, D, R)

b/ - Ai{]\IENC,SIMDE(‘(ek)

SIMENC(m)

ie—1i+1

c1 «<s PKE.E(ek,m)

co < f((Iml, ek), (m, 1))

Ifi<k:ce—c

SIMDEC(c)

If ¢ = ¢*: Return m™*
n « PKE.C™*(¢k, c)
(m,5) < [~} ((n, ek), c)

Ifm#1land k<j<i:

Return ¢’ Ifi =k: If (m,j) = (m*, k):
¢ «— ENnc(m) Skip next line
(c*,m*) « (c,m) Return m

Ifi>k ce—co m «— DEC(c)

Return ¢ Return m

Figure 4.22: Adversary A; for Theorem 4.5.2.

works in a similar manner as the standard reduction from an 1CCA adversary and an mCCA adversary
that we described in Section 4.5.1. Again here, simulating decryption queries requires remembering all the

answers of the encryption queries, and hence the reduction is not memory-tight.

We give an adversary A; in Fig. 4.22 that is very similar to the standard reduction, but avoids remember-
ing all the answers of the encryption queries. The main idea here is picking the ciphertext ¢y as the output
of a random injective function f evaluated on the message and a counter, instead of sampling it uniformly at
random. This way of picking the ¢y allows A; detect whether a ciphertext ¢ queried to the decryption oracle
was the answer to an earlier encryption query as follows: it first checks if the inverse of f on the ciphertext
is defined (i.e., not L), it returns the message part of the inverse. Otherwise it asks for the decryption of
the ciphertext to its own decryption oracle and returns the answer. Using our assumption on the size of
PKE.C(ek,n), we can argue that except with small probability, .4; simulates the decryption oracle correctly.
The additional memory overhead for A; is only a counter. Moreover, there is no increase in the running

time of A; unlike the adversary in Theorem 4.5.1.

EXTENSION TO $CCA-o, $CCA-L. We can prove the same result for $CCA-o, $CCA-L but the adversary
would not be tight with respect to running time. The adversary in these cases would pick the coins for
encrypting m (to compute ¢;) like the adversary in Theorem 4.5.1. This would require iterating over counters
to answer decryption queries and hence lead to looseness with respect to running time. We omit the theorems

for these notions because they would not involve any new ideas beyond those presented in Theorems 4.5.1

and 4.5.2.
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Games H} (A) for 0 < h <3 ENCy(m) DEC"(c)

(ek, dk) «s PKE.K ie—i+1 If M[c] # L then //H{, »

i< 0 c1 «<s PKE.E(ek,m) Return M|c| //HI[’O_Q)

f <sInj*(T, D, R) co s PKE.C(ek, [m|) //H}, 1) Ifb=0andi>1:

b o APNDEE (o) co «— f((|m], ek), (m,1)) //Hl[’l_[) n « PKE.C™!(¢k, c)

Return b’ =1 Mlcp] «m (m, j) « f~'((n,ek),c)
Return ¢ Ifm# 1 and j <

If M[c] = L then:
bad « true
Return m //H’[’:;,,()
Else
Return m

m « PKE.D(dk, c)

Return m

Figure 4.23: First set of hybrids used for proof of Theorem 4.5.2. Highlighting indicates modifications in H}

$cca-m
from GPKE, b

We give the formal proof of Theorem 4.5.2.

Proof. We start by considering the hybrid games H? defined in Fig. 4.23. In this and future games we define
T, D, and R by T = N x PKE.Ek, D,, ¢, = {0, 1}" x [genc] and Ry, e = PKE.C(n, ek) Of these we make the

following claims for b € {0, 1}.

1. PGz = PrlHY)

2. [Pr[HG] — Pr[HY] < 0.5+ gfye/27

3. Pr[H}] = Pr[H}]

4. |Pr[H8] — Pr[H5]| < 2¢prcqrne/27
Combining the above claims, we get that

AVESE™(Am) = PrGHEET] — PrIGEER] = PrlHi] - Pr[H{]

< Pr[H}’)] - Pr[Hg] + q]%l\'(?/ZT + 4(]ENCQDEC/27- (4’4)
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Next, we prove the claims.

TRANSITION TO HY. The game HY was copied from the game GﬁcKCETZ“ with some code added that has been
highlighted (note that the entire code inside the highlighted if statement is new). We added a variable 4
that counts the number of ENC queries and sample a random injective function f that we will be used for
future hybrids. We add an if statement in DEC that checks if b = 0 and ¢ > 1 and if true it computes
(m, j) < f~Y((n,ek),c) where n « PKE.C~!(ek, c) and then if the check m # | and j < i succeeds, it sets a
flag bad, otherwise returns m. We note that in H}, the return statement never occurs because if M[c] # L,
we would have returned before the execution of this if statement. Hence the code inside the highlighted if
statement can be ignored in Hj. Therefore, there is no change in behavior in H} compared to Gﬁclff_:’:g‘. It
follows that Pr[Gﬁ"}fE:l‘;‘] = Pr[H}].

TRANSITION FROM HY TO H}.In game HY, we replace the random sampling of ¢y with the output of the
random injective function f, using the counter ¢ to provide domain separation between different queries. We
again note that in H%, we would never return anything from inside the highlighted if statement, and hence
the code inside it can be ignored. In particular that means the behavior of DEC is independent of f. So this
modification in how we compute ¢y changes behavior only in ENC since the values of ¢y will never repeat in
HY unlike HY. Hence, the switching lemma (Lemma 11.4.7) gives us |Pr[H§] — Pr[H%]| < 0.5 ¢3,./2" (since

the image of f always has size at least 27).

TRANSITION FROM H} TO HY.In DEC of game HY, we stop returning M|[c] if it is not L at the beginning. If
b = 1 the behavior remains the same as the highlighted if statement fails and we return m = PKE.D(dk;, )
which we would have returned in Hi (not if M[c] # L then M[c] = PKE.D(dk,c) holds in this game).
When b = 0 and M[c] # L, then both H} and HJ return M[c] = f~1((n,ek),c). If b = 0 and M[c] = L,
then both H} and H} return m = PKE.D(dk,c). Hence the behavior of DEC is identical in H? and H}. So,
Pr[H%] = Pr[H5].

TRANSITION FROM HY TO HY.In game HY, we return m if the bad flag gets set. Note that for a DEC query
on ¢, bad is set in Hy only if M[c] = L and f~!((n,ek),c) # L. This has no effect when b = 1. The
probability that in H) that a given DEC query has a ¢ such that M|[c] = L and f~1((n,ek),c) # L is at most
qEnc2™/(2"TT — grne) < 2¢Ene/27. This follows because there are gryc - 2" values in the domain (and hence
image) of f and the view of the adversary in H} is dependent only on ggxc points of f which are mapped to
¢ satisfying M[c¢'] # L (i.e. those returned by ENC). Taking a union bound over all DEC queries, we get
that bad is set with probability at most 2qgxc - gpec/27. Since H5 and H} are identical-until-bad, using the
Fundamental Lemma of Game Playing [BR06], we get, for b € {0, 1}, [Pr[H5] — Pr[H}]| < 2¢exc - qDrc/27-

TRANSITION TO HF? HYBRIDS. We next consider the hybrid games H** for (k,b) € [grnc] % {0,1} defined

in Fig. 4.24 which have been derived by cleaning up (removing M and bad) and modifying the code of HY.
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Hybrids H** ENc(m) DEec(c)
//(k,b) € [genc] % {0,1} te—i+1 Ifi=k+b:
i<« 0 c1 «s PKE.E(ek, m) n « PKE.C™*(¢ek, c)
(ek, dk) «s PKE.K co <« f((Im], ek), (m,17)) (m,j) < f~((n,ek),c)
f s nj(T, D, R) Ifi<kice—a Ifm#.land k+b<j<i:
b ARNGDEC(o) Ifi=k ceoc Return m
Return ¥’ =1 Ifi > k: ¢« co m « PKE.D(dk, c)
Return ¢ Return m

Figure 4.24: Second set of hybrids used for proof of Theorem 4.5.2. Highlighting indicates modifications

from H.

The modified code has been highlighted in Fig. 4.24. In ENC of H*?, ciphertexts ¢y and ¢; are computed
as in Hg, but H%? returns ¢; when i < k, ¢y when i > k, and ¢, when i = k. Note that at the extremes
(k=1,b =0 and k = gpnc,b = 1) A, will either always receive ¢y or always receive ¢;. The decryption
queries are answered as in H} with some modifications — the b = 0 and i > 1 check is modified to i > k+b and
the check j < i is modified to k + b < j < 1.5 Observe that DEC queries in H™? will be answered identically
as in HJ because the condition i > k + b in H? is i > 1 and the condition b = 0 A i > 1 is equivalent to
7>=11n Hg, and 1 < j < i is equivalent to j < i since j > 1. Similarly the DEC queries in H%! will be
answered identically as in H3 because the condition i > guyc + 1 in H%0 is always false and the condition
b=0A1i>1is always false in H}, and the check k +b < j < i is never executed in H%x! just like the check
j <iin Hi. So HYO perfectly matches HY and H%=x:! perfectly matches Hi. Hence combining with (4.4), we

have

Advi?flaz_m(flm) < PI’[HLI] - Pr[HqENC’O] + (q%NC +4 - gexnc - QDEC)/QT . (4'5)

In general, in H*? the first k + b — 1 encryption queries use ¢; and the rest use co; also in DEC, the checks

involve k + b, making them identical in H*! and H**1.9 so Pr[H*1] = Pr[H*+1.0] holds. Hence

Pr[Ho ] — Pr[HY0] = Pr[H ] — Pr[HYO] + > Pr[H®"] — Pr[HE+10]
ke[QE\l(:_l]
D1 Pr[HR] = Pr[HFO]. (4.6)
ke[grnc]

6The latter check already implies former, so in future games we remove the former.
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TRANSITION TO Hj HYBRIDS. Next, consider the games shown in Fig. 4.25. Of these we make the following

claims.

1. 2Pr[Ho] =1 = (1/gExc) Xrefgue] Pr[H®'] — Pr[H*]
2. Pr[Ho] < Pr[H1] + (genc + 2gDrc) /27

3. Pr[H1] < Pr[Hz] + gune/27

4. 2Pr[Hy] — 1 = AdvESse™(Ay)

In the rest of the proof we address these one at a time. Putting them together along with (4.5) and (4.3)

gives the bound claimed in the theorem statement via the following calculation, where we let € = (g, +
4(]ENCQDEC)/2Ta

AdVEE™(Am) =c+ Y. Pr[H¥] — Pr[H"O]

ke[gexc]
1-1)
< € + gene(2Pr[H1] + (2¢exe + 4gpec)/27 — 1)
1+

(2QENC + 4qDEC)/QT + 2qENC/QT — 1)

= ¢ + gunc(2Pr[Ho

[
[
< € + qenc(2Pr[Hs
= AdVEE ™ (A1) + € + 4qExcqDrc/27 + 4aEye/2"
)

= Advgflsfé_m(-Al + SqENCqDEC/2T + 5(]]?31\@/27

TRANSITION TO Hg. Game Hy is identical to H®® with (k,b) chosen at random and with the game returning
true if A, correctly guessed b. We added highlighted code to ENC which stores the message and ciphertext
from when ¢ = k in preparation for the next hybrid. We removed the ¢ > k 4+ b check in DEC because it is
anyway implied by the k + b < j < i check. Standard calculations by conditioning on all the possible values
of (k,b) gives the claim.
TRANSITION FROM Hg TO H;. We make three changes to DEC to transition to H;. First, it immediately
returns m* if given ¢ = ¢*. Secondly, we modify the check k£ + b < j < i to k < j < 4. Thirdly, we add an if
statement inside the if statement checking m # 1 and k < j <4, which checks if (m, j) = (m*, k) and skips
returning m if that is the case.

Note that if b = 0, a DEC query on ¢ = ¢* would never exhibit different behavior in H; compared to
Ho because it returns m* in both cases. A DEC query on ¢ # ¢* would never exhibit different behavior in

H; compared to Hy because in H; the condition to skip a line never gets triggered since f~1((n,ek),c) #
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Hybrids Hp
//0<h<2

(k,b) s [guxc] x {0, 1}
10

(ek, dk) «s PKE.K
f<sInj*(T, D, R)

B e ABNODEC(of)
Return b’ = b

ENc(m)

te—1+1
c1 «s PKE.E(ek, m)
co < f((Im], ek), (m, i)
Ifi < k:
ce—c
Ifi=k:
co <8 PKE.C(ek, |m|) //H2.)
cecp
(c*,m*) « (c,;m)

If i > k:

DEec(c)

If ¢ = ¢*: Return m* //Hp1 o
n « PKE.C™*(ek, c)
(m, j) « [~ ((n, ek), )
Ifm#land k+b<j<i: //Hpn
Ifm#Land k<j<i //Hp o

If (m, j) = (m*, k): //Hp )

Skip next line //Hpi )

Return m

m «— PKE.D(dk, c)

Return m

c <« Cp

Return ¢

Figure 4.25: Final set of hybrids for the proof of Theorem 4.5.2. The highlighted line is new with respect to
the code of H¥?.

fY(n,ek),c*) = (m*, k) (because f is injective). Since b = 0, the change from k + b < j to k < j has no
effect.

For b = 1, a DEC query on ¢ = c¢* would exhibit different behavior in Hg than in Hy only if f=((n, ek), c*) #
1 in H; (recall that for b = 1, ¢* is an actual encryption of m*). Note that, up until ¢* is defined in Hy,
the view of the adversary is independent of f. So, the probability that f~!((n,ek),c*) # L is at most
qEnc2" /2T < qEnc/27.

For b = 1, a DEC query on ¢ # c¢* would exhibit different behavior in H; compared to Hy only if
f~1((n,ek),c) = (m,j) and m # L and k = j holds in H;. Because otherwise if m = L or k < j, the outer
if statements would not be true in either game or if k > j then the skip condition (the only difference inside
the outer if statement for Hy and H;) would never be triggered for H;.

For every DEC(c) query, the probability that it was first query where c satisfies f=1((n, ek),c) = (m, k)
is at most 2"/(2"*" — guxc — gprc) < 2/27. This follows because there are 2" values in the domain of f~!
that map to (m, k) for some m and because it is the first query where c satisfies f~1((n, ek),c) = (m, k), the
view of the adversary is dependent only on points of f~! which are mapped to L or (m/, k') where k' # k.
Taking a union bound over all DEC queries, this event happens with probability at most 2¢pgc/27 (where

we use the fact that ¢prc + guxe < 0.5 7). This gives us, Pr[Ho] < Pr[H1] + (¢exc + 29Drc)/27.
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TRANSITION FROM H; TO Hs. The only change in Hs is that in ENC for ¢ = k, ¢y sampled uniformly at
random instead of evaluating f. Note that this changes behavior in ENC of Hy only if the ¢y sampled is the
same as ¢g for some previous ENC query — since the size of PKE.C is always at least 27, this happens with
probability at most guxe/27. For DEC queries on ¢ = ¢*, the behavior is identical in H; and Hy because of
the check at the beginning. For a DEC query on ¢ # c¢*, the answer of the query in no way would depend on

¢ sampled for i = k. So the behavior of DEC is unchanged. It follows that Pr[H;] < Pr[Ha2] + ¢pnc/27.

ADVERSARY A;. Finally we can see that our adversary A; (defined in Fig. 4.22) perfectly simulates the view of
Am in Hs. It was obtained by copying the code of Hz and then modifying it to query its ENC and DEC oracle as
appropriate. It follows that Pr[Hs] = 0.5Pr[G§,°,fE:‘1"] +0.5(1— Pr[G%,C,fE:’S]). Hence, 2Pr[Ha] —1 = AdvES2™(A4,).

Adversary A;’s extra running time comes from using PKE.E in SIMENC. Its extra memory is that required

for running PKE.E, for storing 4, and for storing (¢*, m*). ]
4.6 Extended Discussion of Oracle Adversaries

Following our convention from Section 4.2, the reduction adversaries we provide in a variety of our results are
F-oracle adversaries for different choices of F. This is summarized by the table in Fig. 4.1. One justification
for why this is acceptable is that this oracle can always be pseudorandomly instantiated, if needed (as
captured by Theorem 4.2.1). In this section we will give examples to show that appropriate pseudorandom

objects exist.

Result | Security Notion Required Oracle
Thm. 4.3.1 1UFCMA Inj* (DS.M, [gsiex], D-R)
Thm. 4.3.3 1UFCMA Fes(DS.M, [gsiex], D-R)
Thm. 4.3.4 OW-RSA Fes({0, 1}R*, {0,1}*, ZF ) x Inj({0, 1}*, [gsiox], {0, 13")
Thm. 4.4.1 INDR Fes(NE.N, NE.C, {0,1}7)
Thm. 4.5.1 1CCA-o Fes(N, D, PKE.R)
Thm. 4.5.2 1$CCA-m Inj* (N x PKE.Ek, {0,1}" X [qxc], PKE.C(ek, n))

Table 4.1: Summary of the F-oracle adversaries obtained by the results in this chapter.

However we emphasize that our perspective is that, in general, fixing specific concrete choices for these
instantiations is a secondary concern. Suppose, for example, that an efficient, low-memory adversary A is
shown to exist against the security of a digital signature scheme DS which was proven secure with an F-oracle

reduction R[] to cryptographic assumption II. A motivated cryptographer could easily put together a list
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F1,F2,... or many candidate F-pseudorandom functions. Either instantiating R[.A]’s oracle with one of the
functions on this list would give an efficient, low-memory attack against II or R[.A] would be successfully

attacking the pseudorandomness of every F,; on our list (which was chosen after R and A were fixed).

Consequently, our priority in this section is to highlight the existence of appropriate pseudorandom ob-
jects, not in making optimal choices for them. We optimize our choices for ease of explanation. For example,
all the required tweakable random functions (Theorems 4.3.3, 4.3.4, 4.4.1, and 4.5.1) can implemented using
a hash function (say SHA2 or SHA3) which is commonly modeled as a random oracle. For Fes(T, D, R)
given a hash function H : {0,1}* — R we simply define Fx(t,d) = H(K |{t,d)) where is {:,-) encoding of
tuples from 7' x D. If R = {0,1}7, finding such an H is straightforward. For other R of interest we expect
to be able to use standard techniques to create such a H from H’ with range {0,1}" (e.g. using rejection

sampling, so H(xz) = H'(i,z) for the first i € [n] such that H'(i,z) € R).

Tweakable injections, Inji(T, D, R), are needed for Theorems 4.3.1, 4.3.4, and 4.5.2. We first note that
a tweakable pseudorandom injection with efficient inversion can be instantiated from blockciphers using the
CMC enciphering scheme [HRO03]. Since blockciphers can in turn be constructed from PRFs [LR88], the
assumption of existence of tweakable pseudorandom injection with efficient inversions is essentially same as
the assumption of existence of PRFs. A large, structured tweak set T' can always be handled by using a
collision-resistant hash function to map it to a more standard tweak set. For examples of interest, the choices
of R for Theorems 4.3.1 and 4.3.4 are likely to be {0,1}'?® or {0,1}2%°. Thus we can implement them by
taking tweakable blockciphers obtained from standard blockciphers and restricting their domain to match
D. Should Theorem 4.3.1 require a larger R we can use a large-block blockcipher such as those designed by
Hoang, Krovetz, and Rogaway [HKR15].

For Theorem 4.5.2, given tweak (n, ek) we need an injection from elements of {0, 1}" x[¢rxc] to PKE.C(ek, n)
the ciphertext space of PKE using key ek for messages of length n. How this is achieved, will of course de-
pend on the choice of PKE. One common possibility is PKE.C(ek,n) = C(ek) x {0,1}""" where C is some
structured set dependent on ek (e.g. Zpy for RSA) and 7 is a constant (e.g. 128). If [log gmnc| bits of a
random element of ¢ € C(ek) look uniformly random (when not conditioned on the rest of ¢) then we can use
a misuse-resistant authenticated encryption scheme with ciphertexts 7 bits longer than the input message
to encrypt the message (m,i) € {0,1}"™ X [genc] using (n,ek) as a nonce to obtain a ciphertext of length
[log guxc] + 1 + 7. Treating the first [log grnc] bits of the ciphertext as part of some ¢ € C(ek) we can use

deterministic rejection sampling (using some PRF) to sample the rest of the bits of c.
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4.7 KEM/DEM (Application Requiring AE/$CCA-m)

In this section we exhibit reductions which are memory-tight when we use the w = m variant of definitions,
but for which this memory-tightness does not appear possible if we use w = ¢ or L. The reductions are for
proving the security encryption schemes based on the KEM/DEM paradigm. In the paradigm we construct
an encryption scheme KD given two encryption schemes KEM and DEM. To encrypt a message m we first
sample a random key K for DEM which we encrypt using KEM. Then using DEM with key K we encrypt
m. Decryption proceeds by using KEM to recover K and then using it with DEM to recover m.

We consider the cases when KEM (and hence KD) is a secret-key or public-key encryption scheme.” In
either case we use a secret-key encryption scheme for DEM. For now let us consider the secret-key case; the
public-key case is similar. Our goal is to show that if KEM is AE-w secure and DEM is AE-w secure (against
multi-user attacks making one encryption query per user), then KD is AE-w secure. Our goal is for these
reductions to be memory-tight.

In particular, for motivating the usefulness of -m style definition, we are most interested in the reduction
to the security of KEM. In fact, the standard reduction to the security of KEM works and is memory-tight
when w = m. (The reduction to the security of DEM will require non-standard steps making use of our
efficient tagging technique.) It seems unlikely the reduction to KEM’s security can be made memory-tight if
w € {1, o} instead.

To understand the issue at hand, let us discuss how the proof works at a high level. Broadly, we use a
reduction to the security of KEM to switch ciphertexts encrypting K to be random so that K itself is random
from the perspective of the adversary. With these random K we can then apply the security of DEM. Our
focus is on the memory-tightness of the first step. Given adversary Ayq against KD we build Ay against
security of KEM as following. On an encryption query for m, adversary Ay will sample a random K and then
ask its own encryption oracle for an encryption ¢x of K and locally use K to encrypt m into the ciphertext
cq- It returns (cx, cq) to Axg- The interesting challenge is in simulating decryption queries for some (¢, ¢q).
When w = m, adversary Ay can query ¢ to its own decryption oracle to receive some K and use that to
decrypt c¢q. For w € {L, o}, this works fine unless ¢x was previously returned by an encryption query in which
case Ay’s oracle returns L or ¢ (as appropriate) which does not enable Ay to simulate decryption properly if
¢4 was not also returned by that encryption query. As such, it is not clear how Ay could respond correctly
without storing all prior encryption queries.

The step described above is main motivation of this section, showing how w = m can be useful for security

proofs. The second step of the proof also required some care to be memory-tight. The natural reduction to

"The public-key case is a standard “textbook” construction of an encryption scheme. The secret-key case also arises in
practice where a master key is used to encryption subkeys which are used to encryption the message. See, for example, some
key-rotation schemes [EPRS17].
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KD[NEy, NE4].K KD[NEx, NE4].E(Ki, 1, m) KD[NEy, NEq].D(K, 7, )
Ky «s NE,.K K «sNE4.K (ck,cd) « ¢
Return K ¢k < NEx.E(Ky,n, K) K « NEx.D(Ky,n,cx)
cq < NE4.E(K,0,m) If K # 1:
Return (e, cq) Return NE4.D(K, 0, cq)
Return L

Figure 4.26: Nonce-based AE scheme KD[NEy, NE4] constructed from nonce-based AE schemes NEy and NE4
via the KEM/DEM paradigm.

the multi-user security of DEM works as follows. For an encryption query it samples a random ciphertext for
the KEM, samples key K at random, then queries its oracles to create a new user for DEM and have that user
encrypt K. On a decryption query (ck, cq), if ¢k was a ciphertext it picked randomly for a prior encryption
query, it wants to query its decryption oracle to get cq decrypted. This requires remembering the name of
the new user created during the encryption query that returned cx and would thus not be memory-tight.
We use our message encoding technique to make this memory-tight. In particular, to respond to encryption
queries we create ¢k as the output of an injection applied to the name of the new user being created which
allows us to later recover this when responding to decryption queries.

In Section 4.7.1 we formalize the proof when KEM is a secret-key, nonce-based scheme and in Section 4.7.2

we do the same for when it is a public-key scheme.

4.7.1 Secret-key KEM/DEM

KEM/DEM ScHEME. Let NE, and NE4 be nonce-based encryption schemes. Then we define the KEM/DEM
nonce-based encryption scheme KD[NEy, NE4] as shown in Fig. 4.26. Technically KD does not meet our syntax
for nonce-based encryption from Section 4.4, due to being randomized. Requiring nonce-based encryption

be deterministic is not actually important for our purposes, so we ignore this technicality.

MULTI-USER AE SECURITY. For our proof we will require that NE4y provide multi-user security against
attacks making one encryption query. So we require an extension of the notion of AE security to the multi-
user setting. The multi-user setting allows the adversary to make encryption and decryption queries for
multiple keys. We use the games in Fig. 4.27 to define the multi-user AE (muAE) security. For w € {m, ¢, L},
mu-ae-w mu-ae-w

the advantage against multi-user AE security of a scheme NE is defined as Advyg (A) = Pr[GRE™ (A)]—
PriGRe = (Al
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Game GRg ;¥ (A) ENCy(i,m, m) DEecy (i,n,c)

u 0 c1 < NE.E(K;,n,m) If M[i,n,c] # L

b ANBWENC DECE co s {0, 1}NECmD Return M[i,n,c] if w =m
Return ' =1 Mli,n,cp] «m Return ¢ if w = o

NEW() Return ¢ Return L if w =1
we—u+1 my «— NE.D(K;,n,c)

K, «sNEK mo < L

Return my

Figure 4.27: Game defining multi-user AE security

SECURITY RESULT. The following theorem captures our result, that KD[NEy, NE4] can be proven AE-m secure

from the AE-m security of NEx and the muAE-m security of NE4, where both reductions are memory-tight.

Theorem 4.7.1. Let NE, NE4 be nonce-based encryption schemes and let 7 = NEy.cl(NE4.kl) > 0. Let A,
be an AE-m adversary with Query(A,) = (¢enc, @oec). Define (T, D, R) = (NEk.N, [ggxc], {0,1}7). Let B,
be as defined in Fig. 4.29 and C, be the Inji(T, D, R)-oracle adversary defined in Fig. 4.31. Then,

AdViDINE, NE,] (Aa) < ADVRE(Ba) + Adviig,* " (Ca) + grne(grne + 4gpsc) /27

Query(B,) = (gexc, qDrc) Query(C,) = (grxc, prc)
Time(B,) = Time(A,) + (¢exc + ¢pec) Time(NEy) Time*(C,) = Time(A,)
Mem(B,) = Mem(A,) + Mem(NEy). Mem*(C,) = Mem(A,).

Proof. We consider the hybrids Hy through Hz and Ly through L4 defined in Figs. 4.28 and 4.30. Of these

hybrids we will make the following claims, which establish the claimed upper bound on the advantage of A,.

L. PrlGiping, neap1 (Aa)] = Pr[Ho] 6. Pr[Lo] < Pr[Li] + Advyg, ™ (Ca)
2. Pr[Ho] < Pr[Hi] 4 Advig! (Ba) 7. Pr[L1] < Pr[L2] + 2gExcqDrc/27
3. Pr[Hi] < Pr[Ha] + 0.5 - ¢&,./27 8. Pr[La] < Pr[Ls] + 0.5 ¢}./27
4. Pr[Hs] = Pr[H3] 9. Pr[L3] = Pr[GaKelS[NEhNEd] o(Ad)l
5. Pr[H3] < Pr[Lo] + 2¢ncgpic/27

TRANSITION TO Hg. We claim that Hg is identical to GaKels"[lNEkaEdLl. Note that, in the latter, ENC produces
honest encryptions using KD and DEC produces honest decryptions. It is immediately clear that the same

holds for ENC in Hy and the else branch of DEC in Hy. Consider the first branch in DEc. We have used
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Hybrids Hp, for 0 < h < 3
fesnj(T, D, R) //Hp2.)
<1

u—0//Hp.0

Ky «s NE.K

/ Enc,DEc
b — A

ENc(n,m)

ue—u+1//Hpg o

K «sNE4.K

ek < NE.E(Ky,n, K) //Hpo,1)
ox s {0, 1NEAIKD /o
ac— f(n,u) //Hpz.0)

DEec(n,c)

(ck,cd) « ¢
If Y[i(n,ca)] # L:
If M[l(n,c0),cal # L //Hpz 0
Return M[i(n,c),cd] //Hps,o)
K <« Y[l(n,c)]

Return ¥’ =1 cqg «— NE4.E(K,0,m) Return NE4.D(K, 0, cq)
Y[i(n,e)] « K Else:
MTl(n, c), ca] <= m //His, ») K « NE«.D(Kk,n,c) //Hpo1)
Return (cx, cq) K« 1 //Hpo
If K # 1:
Return NE4.D(K, 0, cq)
Return L

Figure 4.28: First set of hybrids used for proof of Theorem 4.7.1. T denotes the identity function.

grey highlighting to indicate the relevant code. Note that [ is the identity function (its presence will be
notationally convenient for future game transitions). Y is a table indexed by n, ¢ pairs which stores the key
in encrypted cx. The use of Y in DEC simply recovers this K without decrypting cx. By the correctness of

NEy this is identical to having done the decryption, so Pr[Gipiye, ne,,1(Aa)] = Pr[Ho] follows.

TRANSITION Hy TO Hjp.In hybrid Hy, the ciphertext ¢y is now sampled uniformly at random. Also in DEC,
the key K is assigned the value L if the Y[n, ck] = L. These difference correspond to what we expect from the
security of NEx. We define B, in Fig. 4.29 from hybrid H; by replacing encryption and decryption of K with
appropriate queries to its oracle. This adversary is nonce-respecting because A, is. Note that the use of table
Y in the hybrids matches the table from G**™. We can see that when interacting with Gy, B, simulates
Ho to A, and when interacting with G{g', Ba simulates Hq to A,. Hence Pr[Ho] = Pr[H1] + Advyg, (Ba)-

After this transition the else branch in DEC is dead code. We remove it later when transitioning to L.

TRANSITION H; TO Hs. In hybrid Hs, instead of sampling ¢k at random, we assign it the output of a random
injective function f applied to nonce n and a counter u (we will later make u correspond to users in GM'72¢™%),

The switching lemma tells us that Pr[Ha] < Pr[H1] + 0.5 - ¢&,./2".

TRANSITION Hy TO Hs. In hybrid Hs, we introduce a table M which is indexed by n, ¢k, c¢g4 (the first two via

1) and stores the value of m whose encryption under K = Y[l(n, ck)] is ¢g. This table is used in DEC to skip



Adversary BEY:DEe

bl - AilMENC,SmDEC

Return b’

SIMENC(n, m)

K «sNEq4.K

ck <« ENc(n, K)

cqd < NE4.E(K,0,m)

Return (ex, cd)

SIMDEC(n, ¢)

(ck,cd) « ¢
K « DEec(n, c)
If K #1:
Return NE4.D(K, 0, cq)
Return L

Figure 4.29: Adversary B, for Theorem 4.7.1.
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Hybrids Ly for 0 < £ < 3
fsInj* (T, D, R) //Lo.
L 17" //L02)

LT //Lpm

w0 //Ljos

Ky s NE,.K

b/ - AEI\'C,DHC

Return ¥’ =1

ue—u+1//Los

K «3NEq4.K

ac = f(n,u) //Ljos)

cc s {0, MBI /s
ca «— NE4.E(K,0,m) //Ljo.1)
ca = {0, LINEmD /L
Y[i(n,ce)] <« K
MTl(n, ), ca] <« m

Return (cx, cd)

DEc(n, ¢)
(ck,cd) < ¢
If1<f (nye) Sw [/l
Y[, ] # L /L)

If M[l(n,cx), ca] # L:

Return M[i(n, c), cd]

K« Yl )] /Lo

Return NE4.D(K, 0, cq) //Lio,1)
Return L

Figure 4.30: Second set of hybrids used for proof of Theorem 4.7.1.

the step of decrypting c4. By the correctness of NE4 this does not change functionality, so Pr[Hay] = Pr[Hs].

TRANSITION H3 TO Ly. Next we transition to hybrid Ly shown in Fig. 4.30. We have highlighted all ways
that this differs from hybrid Hs (other than the elimination of the aforementioned dead code in the else
branch of DEC). Our changes were twofold, consisting of switching the function ! indexing into our tables to
f~1 and switching the if condition in DEC. Considering the latter first, note that the checks Y[I(n,cx)] # L
in Hy and 1 < f~'(n,cx) < u in Lo can only differ if the second is true and the first is false. This requires
the adversary to guess something in the image of f(n,-) other than the (at most) one example it can obtain
from ENC. Switching to using [ = f~! similarly can only change behavior if a DEC(n, (ck, cq)) query is made
where ¢ is in the image of f(n,:), but ¢« was not returned in a prior ENC query with n. Note that the

domain (and hence the image) of f(n,-) has size grne and its range has size 27. So for a given decryption
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Adversary CaNEw,ENc,DEc

f<sInj(T, D, R)

u«—0

bl - AS]I\IENC,SIMDHC

Return b’

SIMENC(n, m)
u—u+1

NEw()

ek — f(n,u)

cq «— ENC(u,0,m)

Return (cx, cd)

SIMDEC(n, c)
(ck,cd) « ¢
it (n, )
Ifi<i<u

Return DEC(%, 0, cq)
Return L

Figure 4.31: Adversary C, for Theorem 4.7.1.

query this bad event happens in Hz with probability at most gquxe/(27 — 1) < 2¢pne/27. Taking a union
bound over all DEC queries gives that Pr[Hs] < Pr[Lo] + 2¢gxcqDrc/27-

TRANSITION Lg TO L;.In hybrid Lq, the ciphertext ¢4 is now sampled uniformly at random. Also in DEC,
if the M[l(n,c),cq4] = L then the oracle always returns L. These difference correspond to what we expect
from the multi-user security of NE4. We define C, in Fig. 4.31 from hybrid L; by replacing encryption

and decryption of ¢q with appropriate queries to its oracle. We claim that when interacting with Gﬁgjfe‘m,

C, simulates Ly to A, and when interacting with Gﬁ,‘;‘jge'm, C, simulates L; to A,. To see this, note that

the variable u in these hybrids matches the same variable in G™*2¢™  Additionally, if ¢ = I(n, ¢x) then the

values Y[i] and MJi,cq] in these hybrids always match K; and MT[i,0,cq] in G™2¢™. (The claims can be
mu-ae-m

rigorously verified by plugging the code of Gg 7™ into C, and comparing side-by-side with L1_4.) This gives
Pr[L1] < Pr[Lo] + Advye *™(Ca)-

TRANSITION L; TO Ls. In hybrid Ls, we undo the code changes used to transition from Hs to Ly. Namely,
l is set back to I and the if statement in DEC is reverted. By the same logic as that prior transition,
Pr[L2] < Pr[L1] + 2¢ExcqDic/27-

TRANSITION Ly TO Ls. In hybrid L3, we undo the code changes used to transition from H; to Hy. Namely,
we get rid of the injection f and sample ¢, uniformly. By the same logic as that prior transition, Pr[L3] <
Pr[La] + 0.5 - ¢A../2".

FiNAL TRANSITION. Finally, we claim that L3 and G;e,;fNEk’NEd]’O are identical. Recall that in the latter,
ENC always returns random ciphertexts. The same holds in Ls. Similarly, the two games have the same
behavior in only responding with non-_L values to DEC queries for ciphertexts that were trivially forwarded
from earlier ENC queries. In particular, we can see this by noting that M[I(n,ck), cq] in Lg always has the

same value as M[n, (cx, ca)] In GiGine, ney0 and that M[I(n, ci), ca] # L implies Y[I(n, c)] # L.
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Game G',\',‘E:gcca'w (A) ENCy(i,m, m) DEcy (i, n, )

u<«—0 c1 « NE.E(K;,n,m) If M[i,n,c] # L

b e ANEWENC DECY co «s {0, 1}NECmD Return M[i,n,c] if w =m
Return b’ =1 Mli,n,cp] «m Return ¢ if w = ¢

NEW() Return ¢ Return L if w =1
e+ 1 m «— NE.D(K;,n,c)

K, «s NE.K Return m

Figure 4.32: Game defining multi-user $CCA security of nonce-based encryption.

4.7.2  Public-key KEM/DEM

KEM/DEM scHEME. Let NE be a nonce-based encryption scheme. Let PKE be a public-key encryption
scheme. Then we define the KEM/DEM public-key encryption scheme KD[PKE, NE] as shown in Fig. 4.33.

MUuLTI-USER $CCA SECURITY OF NE. For our proof we will again require that NE provide multi-user security
against attacks making one encryption query. For this proof we will use a $CCA-style definition rather than
AE. We use the games in Fig. 4.32 to define the multi-user $CCA (mu$CCA) security of NE. If differs
from muAE only in that the decryption oracle always returns honest decryptions of ciphertexts that were
not trivially forwarded. For w € {m,¢, 1}, the advantage against multi-user AE security of a scheme NE is
defined as AdvpuSecaw( 4) — Pr[GwE:fcca'“’ (A)] = Pr(GRES™ (A)].

UNIFORMITY OF PKE. For our proof we will additionally need to make the statistical assumption that the
distribution of sampling ciphertexts randomly from PKE.C(ek, NE.kl) is close (in statistical distance) to the
distribution obtained by encrypting a random K. Formally, we say that PKE is (k,&)-uniform if for all
(ek,dk) € PKE.K and all (not necessarily efficient) A it holds that

Pr[A(c) = 1:c«sPKE.C(ek, k)] — Pr[A(c) = 1: K «{0,1}"; c «<s PKE.E(ek, K)] < €.

As one example, this will hold with € = 0 for schemes in which PKE.E(ek, K; -) is injective for all K € {0,1}"
and PKE.C(ek, k) = {PKE.E(ek, K;7)} K o

SECURITY RESULT. The following theorem captures that KD[PKE, NE] can be proven $CCA-m secure from

the security of PKE and NE, where all reductions are memory-tight.
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KD[PKE, NE].K KD[PKE, NE].E(ek, m) KD[PKE, NE].D(dk, c)
(ek,dk) «s PKE.K K «sNE.K (ckyca) « ¢
Return (ek, dk) ck <3 PKE.E(ek, K) K « PKE.D(dk, c)
cs «— NE.E(K, 0,m) If K # L:
Return (e, cq) Return NE.D(K, 0, cq)
Return L

Figure 4.33: A public-key scheme KD[PKE, NE] constructed from a public key encryption scheme PKE and

a nonce-based encryption scheme NE.

Theorem 4.7.2. Let NE be a nonce-based encryption scheme with NE.cl(n) = n + NEXI for all n and let
PKE be a (NE.K, e)-uniform public key encryption scheme. Let T satisfy |PKE.C(ek,NE.kI)| = 27 for all ek
and NExl = 7. Let A. be an $CCA-m adversary with Query(A.) = (¢rxc, gDrc) and assume qene < 0.5 27.
Define T = PKE.Ek and (Dek, Rer) = ([qunc], PKE.C(ek,NE.kl)) for ek € T. Define T" = {0,1}* x N,

Di.,,, = {01}, and R} ) = {0, 1}NEAD) - Let B, be as defined in Fig. 4.35, let C4 be the Inj* (T, D, R)-

oracle adversary defined in Fig. 4.37, and let E. be the Inji(T', D', R')-oracle adversary defined in Fig. 4.39.
Then,

AdvESTme vy (Ac) < AdVESE™(B,) + AdVRES77(C,) + AdVERZT(E.) + 2qmnc - € + (25 - Ghye + A0Dsc) /27

Query(B.) = (gxc, qDrc) Query(Ca) = (grxc, qEne; gDEc)
Time(B.) = Time(A.) + (grxc + gprc) Time(NE) Time*(C,) = Time(A,)

Mem(B;) = Mem(A.) + Mem(NE). Mem™(C,) = Mem/(A,).

Query(£c) = grxe + dpro
Time(&.) = Time(A.) + (¢exc + qprc) Time(NE)

Mem(&.) = Mem(A.) + Mem(NE).

Proof. We consider the hybrids Hg through Hs and Ly through L3 defined in Figs. 4.34 and 4.36. Of these

hybrids we the following claims establish the upper bound on the advantage of A. claimed in the proof.



97

Hybrids Hp, for 0 < h < 3
fesInj(T,D,R) //Hpz )
<1

w0 //Hp.0

(ek, dk) «s PKE.K

B APNCDEC (o)
Return b’ = 1

ENc(m)

u<—u+1//Hp .

K «sNE.K

o s PKE.E(ek, K) //Hpo.1)
cx s PKE.C(ek, |K|) //H[1,2)
cc — flek,u) //Hp2.0)

cq — NE.E(K,0,m)
Y[l(ek, )] « K
M]l(ek, ), cd]l <= m //His,0)

Return (ck, cq)

DEc(c)

(ckycd) « ¢
If Y[l(ek, ck)] # L:
If M[i(ek,cx),ca]l # Lt //Hpz,0
Return M[i(ek, c),ca] //Hiz,0)
K « Y[i(ek,cx)]
Return NE.D(K, 0, cq)
Else:
K « PKE.D(dk, cx)
If K # 1:
Return NE.D(K, 0, cq)
Return L

Figure 4.34: First set of hybrids used for proof of Theorem 4.7.2. T denotes the identity function.

L. PrlGEseke nep.1 (Ae)] = PrHo] 10.
2. Pr[Ho] < Pr[H;] + AdvEe™(B,) 11.
3. Pr[H1] < Pr[Ha] + 0.5 - ¢2/27 12.
4. Pr[Hz] = Pr[H3] = Pr[Lo] 13.
5. PrLo] < + Advpeieem () 14.
6. Pr[L4] = = Pr[Ls] 15.
7. Pr[Ls] < +0.5- gy ./27 16.
8. Pr[Ly] = 17.
9. Pr|

TRANSITION TO Hp. We claim that Hg is identical to

G$cca—m
KD[PKE,NE], 1

Pr[M1] < Pr[M2] + 2¢pgc/27
Pr[Ma] < Pr[M3] + genc - €
PrIMs] < PriM.] + AdvEZ(E.)
Pr[My] < Pr[Ms] + qenc - €
Pr[Ms] < Pr[Mg] + 2qpec/2
Pr[Me] < Pr[M7] + 0.5 - ¢3./2"
Pr[Mz7] < Pr[Mg] +0.5 - gf./27
Pr[Msg] = P"[Gi%a[];&E,NE],O(AC)]

. Note that, in the latter, ENC produces

honest encryptions using KD and DEC produces honest decryptions. It is immediately clear that the same

holds for ENC in Hy and the else branch of DEC in Hy. Consider the first branch in DEc. We have used

grey highlighting to indicate the relevant code. Note that [ is the identity function I (its presence will be

notationally convenient for future game transitions). Y is a table indexed by ek, ¢k pairs which stores the

key encrypted in ¢k. The use of Y in DEC simply recovers this K without decrypting cx. By the correctness

of PKE this is identical to having done the decryption, so Pr|

G$cca-m

KD[PKE,NE],l(‘AC)] = Pr[Ho] follows.
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Adversary BEYOPEC(ek) SIMENC(m) SiMDEC(c)
b ASMENCSNMDEC (o) K «sNE.K (ckycd) « ¢
Return b’ ek «— ENc(K) K « DEc(cx)
cg « NE.E(K, 0, m) If K # L:
Return (e, cq) Return NE.D(K, 0, cq)
Return L

Figure 4.35: Adversary B, for Theorem 4.7.2.

TRANSITION Hg TO Hy.In hybrid Hy, the ciphertext ¢y is now sampled uniformly at random. This difference
corresponds to what we expect from the $CCA-m security of PKE. We define B, in Fig. 4.35 from hybrid
H; by replacing encryption and decryption of K with appropriate queries to its oracle. Note that the use of
table Y in the hybrids is similar to the table M from G¥@™ (in Y all entries are additionally indexed by the
same ek). We can see that when interacting with G?,CKCETT, B, simulates Hg to A. and when interacting with
Giecam. B, simulates Hy to A.. Hence Pr[Ho] < Pr[Hi] + Advpie ™(B.).

TRANSITION H; TO Hs. In hybrid Hs, instead of sampling ¢y at random, we assign it the output of a random
injective function f applied to the encryption key ek as the tweak and a counter u (we will later make u

correspond to users in G™"2*™®). The switching lemma tells us that Pr[H;] < Pr[Ha] + 0.5 - ¢i./27.

TRANSITION Hy TO Hj. In hybrid Hs, we introduce a table M which is indexed by ek, ¢k, ¢4 (the first two via
1) and stores the value of m whose encryption under K = Y[l(ek, ck)] is ¢q. This table is used in DEC to skip

the step of decrypting cg. By the correctness of NE this does not change functionality, so Pr[Hs] = Pr[Hs].

TRANSITION H3 TO Ly. Next we transition to hybrid Ly shown in Fig. 4.36. We have highlighted all ways
that this differs from hybrid Hs. Our changes were twofold, consisting of switching the function ! indexing
into our tables to f~! and switching the if condition in DEC. Considering the latter first, note that the
checks Y[l(ek,ck)] # L in Hy and 1 < f=%(ek,cx) < u in Loy are identical. Note that Y[i(ek,ck)] # L iff
cx was returned by the u’-th ENC query for some 1 < u/ < u which holds iff f=!(ek,cx) = u'. Switching
to using | = f~! cannot change behavior since (ek,cx) = (ek,d}) iff f~'(ek,cx) = f~'(ek,c) # L. Thus
Pr[Hs] = Pr[Lo].

TRANSITION Ly TO L;.In hybrid L;, the ciphertext cq is now sampled uniformly at random. We define C, in
Fig. 4.37 from hybrid L; by replacing encryption and decryption of ¢q with appropriate queries to its oracle.
We claim that when interacting with G',{I‘E:f“a'm, C, simulates L to A, and when interacting with G‘,I,‘,‘_:"'g“a'm,

C, simulates L; to A.. To see this, note that the variable u in these hybrids matches the same variable in
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Hybrids L, for 0 < £ < 4 ENc(m) DEc(c)
fesnj*(T,D,R) //Lo.4) ue—u+1//Lo (ci, ca) < ¢
g s Fes(T',D',R') //Lj2,) K «sNE.K If 1< f'(ek, o) < w:/ /Lo
e 71 //Lpo ac— flek,u) / /Lo If Y[i(ek, )] # L://Ls.0)
l—1//Liz,0) ok <3 PKE.C(ek, | K|) //Lia,0) If M[l(ek,cx),cd] # L:
w0 //Loa cq < NE.E(K,0,m) //Lo1) Return M[l(ek, cx), cd]
(ek, dk) «s PKE.K cq <5 {0, IINEAUmD /o) K « YT[l(ek, c)]
b AZNGDEC (o) ca — g((cx, Iml]),m) //L2,2) Return NE.D(K, 0, cq4)
Return V' =1 Yi(ek, )] <« K Else:

MTi(ek, k), ca] «m K « PKE.D(dk, cx)

Return (ex, cd) If K # 1:

Return NE.D(K, 0, cq)
Return L

Figure 4.36: Second set of hybrids used for proof of Theorem 4.7.2.

Gmu-Sccam - Additionally, if 4 = I(ek, c) then the values Y[i] and M[i, cq] in these hybrids always match K;
and MTi, 0, cq] in GMu=8<ea™  (The claims can be rigorously verified by plugging the code of G’,{,‘Ef“""m into

C, and comparing side-by-side with L;_;.) This gives Pr[Lo] < Pr[L;] + AdvpeS<am(c,).

TRANSITION Ly TO Ly. In hybrid Ls, the ciphertext cq is now the output of a random function g from
Fes(T', D', R'), rather than being sampled uniformly. (Recall 7/ = {0,1}* x N, chk;l) = {0,1}}, and R’(ck’l) =
{0, 1}NE<(M) ) The inputs to g never repeat (because ¢, never repeats), so this does not modify the behavior

of the game, giving Pr[L;] = Pr[Lz].

TRANSITION Ly TO Ls. In hybrid L3, we undo the code changes used to transition from Hs to Ly. Namely,
l is set back to I and the if statement in DEC is reverted. By the same logic as that prior transition,

PF[LQ] = PI’[Lg]

TRANSITION L3 TO L4. In hybrid Ly, we undo the code changes used to transition from H; to Hy. Namely,
we get rid of the injection f and sample ¢, uniformly. By the same logic as that prior transition, Pr[L3] <

Pr[Ls] + 0.5 - g3 /27-

TRANSITION Ly TO Mg. Next we transition to the game My shown in Fig 4.38. In this game we made
simplifications to L4 to prepare us for our final transitions. In particular, we removed the labelling function

[ and instead index into tables Y and M directly. We additionally drop the use of ek in this indexing. Then



100

Adversary Co""-ENeDEe SIMENC(m) SiMDEC(c)
f s Inj*(T, D, R) ue—u+1 (ck,cd) « ¢
u«0 NEW() i [ (ek, k)
(ek,dk) «s PKE.K e — fek,u) Ifl<i<uw
b ASMENCSNDEC (o) cq < ENc(u, 0,m) Return DEC(i, 0, cq)
Return b’ Return (cx, cq) Else:

K « PKE.D(dk, ¢x)

It K#1:

Return NE.D(K, 0, cq)
Return L

Figure 4.37: Adversary C, for Theorem 4.7.2.

the code in DEC was rewritten for ease of comparison to the final game we are trying to reach (Mg, which we
will show is equivalent to Giclge[’;,“(E’NE]’o(Ac)). Because M|ek, ek, cq] # L implies Y[ek, ck] # L, we separated
out the if statement which checks M, rather than leaving it nested inside of the check for Y. Rather than
repeating the code which runs NE.D in two separate branches we consolidated to be run at the end of the

oracle. None of these changes modify the behavior of the game, so Pr[L4] = Pr[Mg].

Note that the final game Mg we are moving toward differs from this game primarily in that, for decryption
queries when M|ek, ek, cq] = L but Y[ek,ex] # L game Mg uses the key stored in Y (which was chosen at
random) to decrypt cq while game Mg will used whatever key is encrypted in ¢x. These extra transition were
not needed in our secret-key KEM/DEM proof because the final game we were transitioning to in that proof

returned L for any decryption query not directly forwarded from encryption.

TRANSITION My TO M. To transition to M; we sample g as an injection, rather than a function. The

switching lemma tells us that Pr[Mo] < Pr[M;] + 0.5 - ¢&,./2".

TRANSITION M; TO M. In My we replace the use of the table M with g~! in DEC. These games will differ only
if the adversary makes a decryption query for (cx, cq) where M|cx, cq] = L and g7 ((ck, |ca] = NExI), cq) # L.
We can bound the probability of such a query in M;. To make such a query, the adversary must be
“guessing” a new point in the image of g~ '((ck,|ca] — NE.xl),-) other than the at most qeyc examples it
may have been given from ENC. Note that in My, these examples from ENC are the only way that g affects
the behavior of the game. Note that the range of g=!((cy, |ca| — NE.xI),-) has size 2%l and its image has

size 21I=NEXI " Thys (using that gpye < 0.5 -27) any particular decryption query has probability at most
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Hybrids M, for 0 < £<8 DEec(c)
(ek, dk) «s PKE.K (ck,cd) « ¢
g<sFcs(T",D',R’) //Mg.1), M7 ) If Mex,ca] # L: //Mig,2), Mig,0)
g<sInj(T", D", R") //Mp 7 Return M e, ca] //Mio,2), M6,
b AP (ek) m — g~ (¢, |eal — NEXI), ca)//Mpa.6)
Return b’ = 1 If m # L: Return m/ /M)
If Yek] # L:
ENc(m) K < Yla]//Mo.4)
K s NEK K « PKE.D(dk, c)//Mys )
cx s PKE.C(ek, |K]) //Mio,5), M5, Else:
K’ s NEK //Ms.5) K « PKE.D(dk, )
ok < PKE.E(ek, K') //M|3 5 If K # 1:
ca < g((ex, Im|),m) //Mjo.s) Return NE.D(XK, 0, cq)
cq s {0, 1INEAU™D /Mg Return L
Y[a] « K
Mex, ca] < m
Return (ck, cq)

Figure 4.38: Third set of hybrids used for proof of Theorem 4.7.2. Hybrids after My are mostly undoing

prior transitions.

2leal =NEX / (2'6‘1| — qine) < 2/27. Applying a union bound gives Pr[M;] < Pr[Ma] + 2¢pge/27.

TRANSITION My TO M3. Now in M3 we sample ¢ as the encryption of a random key K’ rather than choosing
it uniformly at random. The key K’ will thus be the key obtained if ¢y is decrypted in DEC. A standard
hybrid argument using the (NE.kl, £)-uniformity of PKE gives that Pr[Mz] < Pr[M3] + gxc - €.

TRANSITION M3 TO My. Next we change the behavior of the decryption oracle when Y[c¢] # L and
97 ((ck, |ed| = NExI),cq) = L. In M3, we used the key Y[ck] to decrypt cq. In My, we use the decryp-
tion of ¢« (which was called K’ when originally sampled in ENc). This difference actually corresponds to
the CCA security of PKE.

Consider the adversary &, shown in Fig. 4.39. It was obtained by modifying the code of hybrids M3 and
M, to query its own encryption oracle to obtain ¢, when responding to encryption queries and to use its own

decryption oracle to obtain K when responding to and query for which it cannot obtain its response using
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Adversary 58P (ck) SIMENC(m) SiMDEC(c)
g<sInj(T", D", R") Ko «sNE.K (ck,cd) « ¢
b ASMENCSIMDEC (o) K; «sNE.K m «— g ((cx, |ca| — NExI), cq)
Return 1 — 8’ ck «— ENc(Ko, K1) If m # L: Return m

4 gl{(co lml), m) K « Dro(e)

Return (cx, cd) If K #1:

Return NE.D(K, 0, cq)
Return L

Figure 4.39: Adversary &, for Theorem 4.7.2.

CcCa—-m

g~"'. We claim that the view of A. in M3y, perfectly matches its view when simulated by €. in GEZg%. In
particular, K sampled during encryption in Ms4; “matches” the Kj_; sampled for encryption in G,%C;'E'?b(gc)
and K’ matches Kj. Note that K;/K’ is always the key encrypted in ¢x. When b = 0, a later decryption
query using ¢y will use the key stored in Y[ck] which is K7 /K. When b = 1, a later decryption query using
cx will use the key actually encrypted by ¢« which is K1 /K’ (in Gpkg,1 this value is stored in Y, in My this
is obtained by encryption).

Now, noting that &. returns the opposite bit of what A. returned we have that Pr[Ms ;] = 1 —
Pr[Gpke »(Ec)] and so Pr[Ms] < Pr[My] + Advpge"(Ee).
TRANSITIONS My THROUGH Mg. The next couple transition all serve to undo prior transitions. In Ms, we
switch back to ¢k being sampled uniformly. By the same logic as our transition to M3 we have Pr[My] <
Pr[Ms] + gexc - €. In Mg, we switch back to using the table M rather than g—!. By analogous reasoning to
our transition to Ms we have Pr[Ms] < Pr[Mg] + 2¢pic/27. In M7, we switch from g being a random injection
to a random function. By the switching lemma, Pr[Mg] < Pr[M7] + 0.5 - ¢&../27. In Mg, we switch back to
cq being sampled uniformly rather than using g. This give differing behavior only if ¢k ever repeats, giving
Pr[M7] < Pr[Mg] + 0.5 - ¢3../2"-
FINAL TRANSITION. Finally, we conclude by observing that Mg is identical to Gi%’f;“KE’NE]’O(AC). In both
ENC returns a uniformly random ciphertext. For a decryption query DEC(c), if ¢ was returned by an earlier
encryption query, then the table M is used to return the message from that query. Otherwise, ¢ is honestly

decrypted as specified by KD[PKE, NE]. Hence, Pr[Mg] = Pr[Gachl;TkE,NE],o(AC)]' [
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Chapter 5
MEMORY-TIGHTNESS OF HASHED ELGAMAL

In this chapter we prove the impossibility result for the memory-tight reduction of Hashed ElGamal that
we introduced in Section 2.2.1. This chapter is based on our work in [GT20]. We first give a high-level

overview of our techniques.

THE SHUFFLING GAME. Our adversary against Hashed ElGamal A first attempts to detect whether the
reduction is using a sufficient amount of memory. The adversary A is given as input the public key ¢*, as
well as g%, as well as a string C* € {0,1}¢, which is either a real encapsulation or a random string. It first

samples k values i1, ..., from Z,. It then:

(1) Asks for decapsulation queries for C; « g%, obtaining values K, for j € [k]
(1) Picks a random permutation 7 : [k] — [k].

(1) Asks for RO queries for H; < H(V;) for j € [k], where V; « g,

After this, the adversary checks whether K; = Hy; for all j € [k], and if so, it continues its execution,
breaking the ODH assumption (inefficiently). If not, it just outputs a random guess.

The intuition here is that no reduction using substantially less than & - log p bits succeeds in passing the
above test — in particular, because the inputs C; and V; are (pseudo-)random, and thus incompressible. If

the test does not pass, the adversary A is rendered useless, and thus not helpful to break SDH.

Remark 5.0.1. The adversary here is described in a way that requires secret randomness, not known to the
reduction, and it is easier to think of A in this way. We will address later in the chapter how to generically

make the adversary deterministic.

Remark 5.0.2. We stress that this adversary requires memory — it needs to remember the answers Cq,. .., Cy.
Howewver, recall that we adopt a black-box approach to memory-tightness, where our requirement is that the
reduction itself uses little memory, regardless of the memory used by the adversary. We also argue this is
somewhat necessary — it is not clear how to design a reduction which adapts its memory usage to the ad-
versary, even if given this information in a non-black-box manner. Also, we conjecture different (and much

harder to analyze) memory-less adversaries exist enabling a separation. An example is multi-round variant,
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where each round omits (2), and (3) only asks a single query H(V}) for a random j <s[k], and checks
consistency. Intuitively, the chance of passing each round is roughly klogp/s, but we do not know how to

make this formal.

INTRODUCING THE GGM. Our intuition is however false for an arbitrary group. For instance, if the discrete
logarithm (DL) problem is easy in the group, then the reduction can simply simulate the random oracle via a
PRF, as suggested in [ACFK17]. Ideally, we could prove that if the DL problem is hard in G, then any PPT
reduction given access to A and with less than k - logp bits of memory fails to break SDH.! Unfortunately,
it will be hard to capture a single hardness property of G sufficient for our proof to go through. Instead, we
will model the group via the generic group model (GGM) [Sho97, Mau05]: We model a group of prime order
p defined via a random injection o : Z, — £. An algorithm in the model typically has access to o(1) (in lieu

of g) and an evaluation oracle which on input a,b € £ returns o(c~!(a) + o~1(b)).

THE PERMUTATION GAME. In order to fool A, the reduction can learn information about 7 via the O,
oracle. For example, it can try to input C; = ¢g% and Vj = gVinu" (both obtained from A’s queries), and
0.(Cj,Vy) = trueif and only if 7(j') = j. More generally, the reduction can compute, for any @ = (a1, ..., ax)

and5=(b1,...,b;€),
k
c* —g J 1 @5t H , V*—gZJ 1 Jvl”(”ZHV

and the query O,(C*,V*) returns true iff b; = a,(;) for all j € [k], which we write as b = m(a@). We abstract
this specific strategy in terms of an information-theoretic game — which we refer to as the permutation game
— which gives the adversary access to an oracle O which takes as inputs pairs of vectors (d, 5) from Z’;, and
returns true iff b = 7(@) for a secret permutation 7. The goal of the adversary is to recover 7.

Clearly, a strategy can win with O(k?) oracle queries (€;,€;) for all 4, j, where &; € Z’; is the unit vector
with a 1 in the i-th coordinate, and 0 elsewhere. This strategy requires in particular querying, in its first
component, vectors which have rank k. Our first result will prove that this is necessary — namely, assume
that an adversary makes a sequence of ¢ queries (Z1,%1), .., (%4, Jy) such that the rank of Zy,..., 7, is at
most £, then the probability to win the permutation game is of the order O(q*/k!). We will prove this via a
compression argument.

Note that roughly, this bound tells us that to win with probability € and ¢ queries to the oracle, the

attacker needs

_ klogk — log(1/e)
- ( log(q) ) ‘

1This statement is somewhat confusing, so note that in general, the existence of a reduction is not a contradiction with the
hardness of DL, as the reduction is meant to break SDH only given access to an adversary breaking the scheme, and this
does not imply the ability to break SDH without access to the adversary.
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A REDUCTION TO THE PERMUTATION GAME. We will think of the execution of the reduction against our
adversary as consisting of two stages — we refer to them as Ry and Ry. The former learns the decapsulation
queries g'1, ..., g", whereas the latter learns the RO queries gi=? ... g~®? and (without loss of gener-
ality) attempts to guess the permutation . We will lower bound the size of the state ¢ that Rq passes on
to Ro. Both stages can issue O, and Eval queries.

Note that non-trivial O, queries (i.e., those revealing some information about the permutation), are
(except with very small probability) issued by Rs, since no information about 7 is ever revealed to Ry. As
one of our two key steps, we will provide a reduction from the execution of R1,Rs against A in the GGM to
the permutation game — i.e., we build an adversary D for the latter game simulating the interaction between

R1,R2 and A, and such that R1, Ro “fooling” A results in D guessing the permutation.

MEMORY VS. RANK. The main question, however, is to understand the complexity of D in the permutation
game, and in particular, the rank ¢ of the first component of its queries — as we have seen above, this affects
its chance of winning the game.

To do this, we will take a slight detour, and specifically consider a set Z € L of labels (i.e., outputs of )
that the reduction R2 comes up with (as inputs to either of Eval or O,) on its own (in the original execution),
i.e., no earlier Eval query of Ry returned them, and that have been previously learnt by R; as an output of
its Eval queries. (The actual definition of Z is more subtle, and this is due to the ability of the adversary to
come up with labels without knowing the corresponding pre-image.)

Then, we will show two statements about Z:

(i) On the one hand, we show that the rank ¢ of the oracle queries of the adversary D is upper bound by

|Z| in its own simulation of the execution of Ry, Ro with A.

(i) On the other hand, via a compression argument, we prove that the size of Z is related to the length of

¢, and this will give us our final upper bound.

This latter statement is by itself not very surprising — one can look at the execution of Rq, and clearly every
label in Z that appears “magically” in the execution must be the result of storing them into the state ¢.
What makes this different from more standard compression arguments is the handling of the generic group
model oracle (which admits non-trivial operations). In particular, our compression argument will compress

the underlying map o, and we will need to be able to figure out the pre-images of these labels in Z.

MEMORY-TIGHT AGM REDUCTION. The Algebraic Group Model (AGM) was introduced in [FKL18]. AGM
reductions make strong extractability assumptions, and the question of their memory-tightness is an inter-

esting one. In [GT20], we construct a reduction to the discrete logarithm problem that runs an adversary
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against the KEM-CCA security of Hashed ElGamal in the AGM such that the reduction is memory-tight but
not tight with respect to advantage. We note that the model of our reduction is different than a (full-fledged)
GGM reduction which is not black-box, in that it can observe the GGM queries made by the adversary. Our
result does not imply any impossibility for these. In turn, AGM reductions are weaker, but our results do
not imply anything about them, either.

In the rest of the chapter we provide all the details of this result.

5.1 Preliminaries

In this section, we review the formal definition of the generic group model. We also state ODH and SDH as

introduced in [ABRO1] in the generic group model.

NOTATION. Let N = {0,1,2,---} and, for k € N, let [k] = {1,2,--- ,k}. We denote by InjFunc(S1, S2) the set
of all injective function from S to Ss.

We also let # denote a wildcard element. For example 3¢ : (t,*) € T is true if the set T contains an
ordered pair whose first element is ¢ (the type of the wildcard element shall be clear from the context). Let
S, denote the set of all permutations on [k]. We use f : D —» R u {1} to denote a partial function, where
f(z) = L indicates the value of f(z) is undefined. Define in particular D(f) = {d € D : f(d) # 1} and
R(f)={reR : 3deD : o(d) = r}. Moreover, we let D(f) = D\D(f) and R(f) = R\R(f).

We shall use pseudocode descriptions of games inspired by the code-based framework of [BR06]. We
make use of pairs of games being identical-until-bad (i.e., the games are identical until a bad flag is set),
and apply the so-called “Fundamental Lemma” to upper bound the difference in the probability of the game
outputs in terms of the probability of bad being set to true in either of the games. The output of a game is
denoted using the symbol =. In all games we assume the flag bad is set to false initially. In pseudocode, we
denote random sampling using «s , assignment using < and equality check using =. In games that output
boolean values, we use the term “winning” the game to mean that the output of the game is true.

We also introduce some linear-algebra notation. Let S be a set vectors with equal number of coordinates.
We denote the rank and the linear span of the vectors by rank(S) and span(S) respectively. Let &, % be
vectors of dimension k. We denote Z of dimension 2k which is the concatenation of &,y as zZ' = (Z, 7). We

denote the element at index i of a vector & as Z[i].

5.1.1 Generic Group Model

The generic group model [Sho97] captures algorithms that do not use any special property of the encoding of
the group elements, other than assuming every element of the group has a unique representation, and that

the basic group operations are allowed. This model is useful in proving lower bounds for some problems, but
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we use it here to capture reductions that are not specific to the underlying group.

More formally, let the order of the group be a large prime p. Let Z, = {0,1,2,--- ,p—1}. Let £ < {0,1}*
be a set of size p, called the set of labels. Let o be a random injective mapping from Z, to £. The idea
is that now every group element in Z, is represented by a label in £. An algorithm in this model takes as
input o(1),0(z1),0(x2),- - ,0(zy,) for some z1,--- ,z, € Z, (and possibly other inputs which are not group
elements). The algorithm also has access to an oracle named Eval which takes as input two labels a,b € £
and returns ¢ = o(o!(a) + 0~ 1(b)). Note that for any d, given o(z;), o(d - z;) can be computed using
O(logd) queries to Eval. We denote this operation as Exp(o(x;),d). We assume that all labels queried by
algorithms in the generic group model are valid i.e. all labels queried by algorithms in the generic group

model are in £.2

ORACLE DIFFIE-HELLMAN ASSUMPTION (ODH). We first formalize the Oracle Diffie-Hellman Assumption
(ODH) [ABRO1], which we are going to use in lieu of the CCA security of Hashed ElGamal. Suppose, a group
has generator g and order p. The domain of hash function H is all finite strings and range is {0, 1}"-*". The
assumption roughly states for u,v «s Z,, W «s {0, 1}"t"_ the distributions (g, g, H(g"")) and (g“, g%, W)
are indistinguishable to an adversary who has access to the oracle H, where H,(g*) returns H(g*") with the
restriction that it is not queried on g".

We give a formalization of this assumption in the random-oracle and generic group models. For a fixed
hLen € N, let Quien be the set of hash functions mapping {0,1}* to {0,1}'"e". In Figure 5.1, we formally

define the Games G2OH REAL-GG  GODH-RAND-GC - The advantage of violating ODH is defined as
ODH-GG ODH-REAL-GG ODH-RAND-GG
Advﬁ,p,hLen(A) = |Pr [Gz:,p,hLen (A) = 1] —Pr [Gz:,p,hLen (A) = 1]| .

STRONG DIFFIE-HELLMAN ASSUMPTION (SDH). This is a stronger version of the classical CDH assumption.
This assumption roughly states that CDH is hard even in the presence of a DDH-oracle O, where O, (g%, g¥)
is true if and only if z - v = y.

We formally define the game GSP"-G in the generic group model in Figure 5.1. The advantage of violating
SDH is defined as

SDH-GG -
AdVLI,DprhLen(A) = |Pr [G%I?:hfi(A) = true]| .

Note in particular that one can upper bound this advantage unconditionally.
We shall drop the £ from the subscript of advantages and games henceforth since the set of labels £ remains

the same throughout our chapter.

Brack Box REDUCTIONS IN THE GGM. We consider black-box reductions in the generic group model.

We will limit ourselves to an informal description, but this can easily be formalized within existing formal

2We stress that we assume a strong version of the model where the adversary knows L.
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ODH-REAL-GG .
Game Gﬂ,p,hLen (A) :

o «s InjFunc(Z, — L)

U «$ Zp; U «— o(u)

v $ZLp; V — o(v)

H s Qhien

W H(o(u))

b AMOHOERC) ([ YV W, (1))

Return b

ODH-RAND-GG .
Game Gz:,p,hl_en (A) .

o s InjFunc(Z, — L)

s Zp; U < o(u)

vesZy V — o(v)

H s QhLen

W e {0, 1}hen

b AMOHROERC) (Y W, 0 (1))
Return b

Oracle Eval(a,b) :
Return o (o' (a) + o~ (b))

Oracle H,(a) :
If a = U then return L
Else return H(o(o0™*(a) - v))

Game G55, (4) -

o «s InjFunc(Z, — L)

U s Zp; U < o (u)
vesZp; V «— o(v)

2 ABACD00) (1 W, 0 (1))

Return (z = o(uv))

Oracle O,(a,b) :
Return (o (a) -v = o~ (b))

Figure 5.1: Games for ODH and SDH assumptions

frameworks for reductions (see e.g. [RTV04]). We let the reduction R access an adversary A, and denote by
RA the resulting algorithm — understood here is that R supplies inputs, answers queries, etc. In addition,
we let R and A access the Eval oracle available in the GGM. We stress that the GGM oracle is not under
the reduction’s control here — typically, the reduction itself will break a (hard) problem in the GGM with

help of A. We will allow (for simplicity) A to be run depending on some secret private coins® not accessible

3If we want to allow the reduction to control random bits, we model them explicitly as an additional input.
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by R. Reductions can run A several times (with fresh private coins). We call a reduction straigthline if it
only runs A once.

GSDH—GG

In our case, the reduction R will be playing G)3I'5r®. It receives as inputs (1), U = o(u), V = o(v),

and has access to the Eval, O, oracles, as well as an adversary A for Ggy'ﬁ,'_tnREAL'GG or GZ?EF;nRAND'GG. The
reduction needs therefore to supply inputs ((1),U’, V', W) to A, and to answer its queries to the oracles

H,, as well as queries to H. We will call such a reduction restricted if it is straightline and V' = V.

5.1.2 Compression Lemma

In our lower bound proof we use the compression lemma that was formalized in [DTT10] which roughly
means that it is impossible to compress every element in a set with cardinality ¢ to a string less than logc

bits long, even relative to a random string. We state the compression lemma here as a proposition.

Proposition 5.1.1. Suppose, there is a (not necessarily efficient) procedure Encode : X x R — Y and a

(not necessarily efficient) decoding procedure Decode : Y x R — X such that
Preex rer [Decode(Encode(z,r),r) =z] > ¢,

then log |V| = log |X| — log(1/¢).

5.1.3 Polynomials and Schwartz-Zippel Lemma

Let p(X1,---,X,) be a n variate polynomial. We denote by p(x1,--- ,z,) the evaluation of p at the point
(1, ,x,) throughout the chapter. The polynomial ring in variables Xi,---,X,, over the field Z, is
denoted by Z,[X1,- - , X, ]. We state the Schwartz-Zippel Lemma in Z, which will be useful later.

Proposition 5.1.2. Let p be a non-zero n variate polynomial with degree d. Then

d
Pre, 2 sz, [Q(x1,-- ,2,) =0 (mod p)] < 5 .

5.1.4 Key Encapsulation Mechanism (KEM)

A key-encapsulation mechanism (KEM) consists of three probabilistic polynomial time (PPT) algorithms
Gen, Encap, Decap. The key generation algorithm Gen is probabilistic and outputs a key-pair (pk, sk). The
encapsulation algorithm Encap is a probabilistic algorithm that takes pk as input and outputs a ciphertext ¢
and a key K where K € K for some non-empty set K. The decapsulation algorithm Decap is a deterministic
algorithm that takes as input the secret key sk and a ciphertext ¢ outputs a key K € K if (sk,c) is a valid
secret key-ciphertext pair and 1 otherwise. For correctness, it is required that for all pairs (pk, sk) output

by Gen, if (K, ¢) is output by Encap(pk) then K is the output of Decap(sk, c).
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SINGLE CHALLENGE KEM-CCA SECURITY. The single challenge CCA security of a KEM is defined by a
pair of games called GKEM-CCA-REAL 'GKEM-CCA-RAND ' Ty hoth games a (pk, sk) pair is generated by Gen, and
(¢, K) is output by the encapsulation algorithm Encap on input pk. The adversary is provided with (pk, ¢, K)
in GKEM-CCA-REAL and with (pk, ¢, K') in GKEM-CCARAND where K7 is a randomly sampled element of K. The
adversary has access to the decapsulation oracle with sk as the secret key and it can make decapsulation
queries on any ciphertext except the ciphertext ¢ and has to output a bit. We define the advantage of violating
single challenge KEM-CCA security is defined as the absolute value of the difference of probabilities of the
adversary outputting 1 in the two games. A KEM is single challenge CCA-secure if for all non-uniform PPT
adversaries the advantage of violating single challenge KEM-CCA security is negligible.

SINGLE CHALLENGE KEM-CCA ofF HASHED ELGAMAL. We describe the KEM for Hashed ElGamal in a
group with order p and generator g and a hash function H. The function Gen samples v at random from
Z,, and returns (g",v) as the (pk,sk) pair. The function Encap on input v, samples v at random from
Z, and returns g" as the ciphertext and H(g"") as the key K. The function Decap on input ¢, returns
H(c"). Note that Decap in KEM of Hashed ElGamal is identical to the H, function as defined in the ODH
assumption. It follows that the single challenge KEM-CCA security of Hashed ElGamal is equivalent to the
ODH assumption. In particular, in the generic group model when H is modeled as a random oracle, the
single challenge KEM-CCA security of Hashed ElGamal is equivalent to the ODH assumption in the random

oracle and generic group model.

5.2 Result and Proof Outline

In this section, we prove a memory lower bound for restricted black-box reductions from ODH to SDH.
We stress that the restricted reduction has access only to the H, H, queries of the adversary. As discussed
above, the ODH assumption is equivalent to the single-challenge KEM-CCA security of Hashed ElGamal, this
proves a memory lower-bound for (restricted) black-box reductions of single challenge KEM-CCA security

of Hashed ElGamal to the SDH assumption.

Theorem 5.2.1 (Main Theorem). In the generic group model, with group order p, there exists an ODH
adversary A that makes k H queries and k H, queries (where k is a polynomial inlogp), a function e1(p, hLen)

which is negligible in log p, hLen, and a function eo(p) which is negligible in logp, such that,

1. AdvORILSC(A) =1 — £1(p, hLen).

2. For all restricted black-box reductions R, with s bits of memory and making a total of q (assuming
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q =k and 6 < p — 4k — 4) queries to O, Eval,

k.
48q3>86 (1 N 6q>q N 4q®logp + 13¢% + 5q o)

AdVSDH—GG(R.A) < 2. 2% (
p p p

p,hLen

1
ok |-

where ¢ = 4|

SDH-GG

ohLen (R*4) is non-negligible for a reduction R making q queries where ¢ is a

This result implies that if Adv
polynomial in log p, then s = Q(klogp) i.e. the memory required by any restricted black-box reduction grows
with the number of queries by A. Hence, there does not exist any efficient restricted black-box reduction
from ODH to SDH that is memory-tight.

In Section 5.6, we discuss how rewinding can slightly improve the memory complexity to (roughly)

O(klog k), with heavy computational cost (essentially, one rewinding per oracle query of the adversary). We

conjecture this to be optimal, but a proof seems to evade current techniques.

DE-RANDOMIZATION. Before we turn to the proof — which also connects several technical lemmas presented
across the next sections, let us discuss some aspects of the results. As explained above, our model allows
for the adversary A to be run with randomness unknown to R. This aspect may be controversial, but we
note that there is a generic way for A to be made deterministic. Recall that A must be inefficient for the
separation to even hold true. For example, A can use the injection ¢ from the generic group model to
generate its random coin — say, using 0 ~!(a;) as coins a priori fixed labels a;, as, .. .. It is a standard — albeit
tedious and omitted — argument to show that unless the reduction ends up querying the pre-images (which

happens with negligible probability only), the 0~!(a;)’s are good random coins.

STRENGTHENING BEYOND SDH. We would like to note that our result can be strengthened without much
effort to a reduction between ODH and a more general version of SDH. Informally, we can extend our result
to every problem which is hard in the generic group model in presence of an O, oracle. For example, this
could be a problem where given g, g%, and ¢V, the attacker needs to output ¢f(“*) where f is (a fixed)
two-variate polynomial with degree at least 2. We do not include the proof for the strengthened version for
simplicity. However, it appears much harder to extend our result to different types of oracles than O,, as

our proof is tailored at this oracle.

Proof. Here, we give the overall structure, the key lemmas, and how they are combined — quantitatively —
to obtain the final result.

First off, Lemma 5.2.2 establishes that there exists an adversary A such that AdV;?,EILtf G(A) is close to
1, which we will fix (i.e., when we refer to A, we refer to the one guaranteed to exist by the lemma). The

proof of Lemma 5.2.2 is in Section 5.3.1 and the proof of Lemma 5.2.3 is in Section 5.3.2.
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Lemma 5.2.2. There exists an adversary A and a function €1(p, hLen) such that is negligible in logp, hlLen,

and

Advg,lare_nGG (A) =1—¢e1(p,hLen) .

After that, we introduce a game, called G; and described in Figure 5.3 in Section 5.3.2. Very informally,
this is a game played by a two-stage adversary R, Re which can pass a state to each other of size s bits
and have access to the Eval, O, oracles. The game captures the essence of the reduction R the adversary

A of having a sufficient amount of memory. This is made formal in Lemma 5.2.3, where we show that the

probability of the reduction R winning G302 ¢ while running A is bounded by the probability of winning

G;.

GSDH-GG

Lemma 5.2.3. For every restricted black box reduction R that runs A while playing G)3I'cs

, there exist
adversaries Ry, Ra playing Gy, such that the number of queries made by R1, Ro to Eval, O, is same as the
number of queries made by R to Eval, O, the state passed from Ry to Ra is upper bounded by the memory
used by R and,

4K (log p)* | daklogp+q*

AdvRH-GE(RA) < Pr (G, = true] +
P p

p,hLen

We introduce Games Gg, Gz in Figure 5.5 in Section 5.3.2. These games are identical to Gy except for
the condition to output true. The condition to output true in these games are disjoint and the disjunction
of the two conditions is equivalent to the condition to output true in G;. A little more specifically, both
games depend on a parameter [, which can be set arbitrarily, and in G3 and Gy the winning condition of G;
is strengthened by additional ensuring that a certain set defined during the execution of the game is smaller

or larger than [, respectively. Therefore, tautologically,
Pr[G; = true] = Pr[Gy = true] + Pr[Gs = true] . (5.1)
We now prove the following two lemmas below, in Sections 5.3.3 and 5.3.4,

Lemma 5.2.4. If (R1,R2) make q queries to their oracles in total in the game Go as defined in Figure 5.5,

then
Uo2g(2k+3g+2) 5 K+ k+2
Pr[G2:>true]<q7+w_i_7q+L.
k! p p P

Lemma 5.2.5. If the size of the state ¢ output by Ry is s bits and (R1,Re) make q queries in total in the

game Gs as defined in Figure 5.5, then

L 2g=1
8q2(2k+2+3Q)>2<1+6q) 2 +k2+k+2
P P P '

Pr[Gs = true] < 2-22 (
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Combining (5.1) and the result of Lemmas 5.2.4 and 5.2.5 we get,

2

! g1
8422k +2+39)\ ? 60\ 2
Pr(G; = true] <2-2 (W) <1 + ;) +

ol

202 +k+2 L 2g(2k+3¢g+2) 5
Uk +k+2) +)+q—,+—Q( F30+2) 50 (5
P k! P P

> q
Since (1 + %) P < (1 + %) , combining Lemma 5.2.3, (5.2) we get,

‘ 2 3 q 2
ARG (RA) <2 23 <8q<2k+2+3q>) (1 + 6‘1> LA SR

p,hLen P P P
2¢(2k +3¢+2) 5q 4k*(logp)®  Adqklogp+¢*> ¢
a( q+2) | 5g 4k (logp)”  Agklogp q+g'
p P p P k!
We let,
L2k +k+2)  4k%*(logp)®
62(p):g+( ) 4~ (logp)”
k! p p
Setting ¢ = Hggg] and | = 2, % < kz# By Sterling’s approximation k! > k*t1/2¢=%_ Therefore,

k‘k/4 kk/4 ek 1
TR kR RR/A R

1 l
For k > e* (we can set k > e%), 5L < W i.e. % is negligible in logp for k polynomial in logp. Also,

2(k®+k+2) | 4k*(logp)?
p

We have that,

+

is negligible in logp (since k is a polynomial in logp). So, £2(p) is negligible in log p.

k
s (8¢%(2k +2 8 !
AdvSPH-GE(RAY <9 . 93 <8q (2k + +3Q)> (1 n 6q> n

p,hLen P p
2q(2k +3¢+2) 5q  4qklogp + ¢?
q( g+2)  5q  Agklogp+g o).
p p p
where ¢ = 4”252]. Assuming ¢ > k (and thus ¢ > e* > 2), we get,
4843 * 60\¢  4¢21 1342 + 5
AR RA) <228 (B0) 7 (14 80) 4 MBREIEEN ),

5.3 Proof of Theorem

5.8.1 Adversary A against ODH
In this section, we construct the ODH adversary A needed for the proof.

Lemma 5.3.1. There exists an adversary A and a function €1(p, hLen) such that is negligible in logp, hlLen,
and

AdvOPHCE(4) =1 — 4 (p, hLen) .

p,hLen
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Proof. The adversary A is formally defined in Figure 5.2. Adversary A samples i1,--- ,4 from Z,, and
computes o(i;),0(i; - v) for all j in [k]. It then makes H, queries on o(i;)’s for all j in [k]. Adversary A
then samples a permutation 7 on [k] — [k], and then makes H queries on (i - v)’s for all j in [k]. If
answers of all the H queries are distinct and the answers of all the H, queries are distinct and for all j in
[k], Hy(o(4;)) = H(o (i -v)), A computes the discrete logarithm of V' outputs the correct answer. Otherwise
it returns a bit sampled uniformly at random. Note that A is inefficient, but only if it is satisfied from the
responses it gets from the reduction using it.

First off, we note that adversary A does not use its input W until after the flag honest is set. So,
W does not affect the setting of honest in any way. Since W is the only difference among the inputs of
GORIEREAL-GG(A) and GOPIERAND-GE(A) to A, Pr[honest = 0] and Pr[honest = 1] are equal in both games.

The flag honest is set to 0 in the following two cases.

1. for some distinct j,1 € [k] , ans1[j] = ans1[l] or ansa[j] = ansy[l]). i.e.
3j,le[k],j #1:H(o(i;)) = H(o(i)) v H(o (4 - v)) = H(o (i - v)) .

We name this event E;. Note that if for some distinct 7,1 € [k], i; = 4;, then the event E; happens
with probability 1 since H(i;) = H(4;). We compute the probability of that there exists some distinct
J, L e [k], such that i; = ;.

k—1)

S
Pridjlelklj#ltij=i]=) =
ap p

Also, note that if v = 0, E; happens with probability 1 since H(o(i; - 0)) = H(cg(0)) = H(o(i; - 0)).

Since v is sampled uniformly at random from Z,, Pr[v = 0] = % .

We define the event E, as follows.
(g, le[k),j#1:ij=0) A (v#0) .

Using the union bound,

Pr[—F2] < k1) —I—1 .
p p

Since, o is an injective function, E5 implies
di,le k], j#1:0(ij) =0c(i) volij -v)=o(i-v).
Since H is a random oracle, the collision probability is,

Pr[H(r)=H(s)|r;ﬁs] = Shlen -
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Therefore, using the union bound we have,

Rk —1)
Pr[E1|E2] < W .

Hence,
k(k—1)+1 k(k—1)
+ hL
p 2 en

PI’ [El] S Pr [_'EQ] =+ Pr [El |E2] S

2. for some j € [k], ans1[j] # ansa[j] i.e.
3j € [k] : Ho(o(45)) # H(o(i; - v)) .

This is an impossible event in GZ?’EE;HREAL'GG (A) and GS,EEQHRAND'GG(A) by the definition of H,.

Therefore,

k(k -1 1 k(k—1
Pr[honest = 0] = Pr[E4] < ( p)+ + (2hLen)

In Gg,EE;nREAL’GG (A), if honest = 1, the output of GOPH-REAL-GG( A) will always be 1 because W = H(o(uv)) =

p,hLen
H({I}) = W’. Therefore,

Pr [GS,ELH(;”REAL'GG(A) = 1] = Pr[honest = 1] > 1 — (k(k —D+1 Rk 1))

P + 2hLen

In GS’E{'(;”RAND'GG(A), if honest = 1, the probability that W = W’ is at most Qh—{en because W is sampled

uniformly at random from the range of H in GgELHgnRAND'GG. So we have,

- _ 1 1
Pr [GS)ELHenRAND CC(A) = 1] < Pr[honest = 0] - B + Pr[honest = 1] - hlen
E(k—1)+1 k(k-—1) 1 E(k—1)+1 k(k-—1)
< 2p 2hLen+1 2hLen 1- D - 2hLen
Hence,
PrGphlen - 6(A) = 1] = PrGRIGANPC(A4) = 1]
3k(k—1)+1 3k(k—1) 1 k(k—1)+1 k(k-1)
=1- 2p T ohCen+1 ohLen 1= I ~ " ghLen :

We let, €1(p, hLen) = (3k(k2_pl)+1 + 3;(&:})) + thLen (1 — k(k_pl)ﬂ — kg:;nl)). Since k is polynomial in log p,

€1(p, hLen) is negligible in log p, hLen. Therefore,

Ade’EEgnGG( A) = 1—¢1(p,hLen) .
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Adversary AHV(.),H(4),EvaI(4,.)(U7 ‘/7 W, 0.(1)) .

TR
For each j € [k]:

Qulj] — Expl((1), i5); Qs[j] — Exp(V: )
honest « 1
For each j € [k]:

ansi[j] < H(Qu5])
T «—3$ Sk
For each j € [k]:

ansa[7(7)] — H(@Qz[x (7))
If 35,1 € [k],j # 1 : (ansi[j] = ans1[l] v ansz[j] = ans2[!]) then honest « 0
If 35 € [k] : ans1[j] # ansz[j] then honest « 0
If honest = 1 then

temp «— o(1);v « 1

While (temp # V)

temp « Eval(temp,o(1));v <~ v +1

{1} — Exp(U,v); W’ < H({I}); b « (W' = W)

Else b «s {0, 1}

Return b

Figure 5.2: The adversary A

5.3.2  The Shuffling Games

THE GAME G;. We first introduce the two-stage game G; played by a pair of adversaries R; and Rq. (With

some foresight, these are going to be two stages of the reduction.) It is formally described in Figure 5.3.

Game G; involves sampling o, %1, - ,ix,v from Z,, then running R, followed by sampling permutation 7
from Sy and then running Ro. The first stage Rq has inputs o(i1),--- ,0(ix) and it outputs a state ¢ of s
bits along with & strings in {0, 1}"'*". The second stage R has inputs ¢, o(ir(1) V), ,0(ix) - v) and it

outputs k strings in {0, 1}"*". Both the stages R, Ro have access to oracles Eval, 0,. Game G; outputs true
if all the k strings output by R, are distinct, and if all the k strings output by Rs are distinct, and if for all
j € [K], the j*" string output by R, is identical to the (j)*™ string output by R;. Additionally, G; involves
some bookkeeping. The Eval, O, oracles in G; take an extra parameter named from as input which indicates

whether the query was from Ry or Rs.
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We introduce the phrase “seen by” before describing the bookkeeping. A label has been “seen by” Ry if it
was an input to Ry, queried by Ry or an answer to a previously made Eval(.,.,1) query. A label has been
“seen by” Rq if it was an input to Re, queried by Ro or an answer to a previously made Eval(.,.,2) query.

We describe the sets X', )1, Vs, Z which are used for bookkeeping in Gj.

- The labels in X are answers to Eval(., ., 1) queries such that it has not yet been “seen by” Ry before

the query.

- )1 contains all the labels that are input to R, queried by Ry or answers to Eval(.,., 1) queries i.e. it

is the set of labels “seen by” R;.

- s contains all the labels that are input to Ra, queried by R or answers to Eval(.,.,2) queries i.e. it

is the set of labels “seen by” Rs.

- All labels in Z are queried by R2 and have not been “seen by” Ro before the query and are in X

The following lemma tells us that we can (somewhat straightforwardly) take a reduction as in the theorem
statement, and transform it into an equivalent pair R1, Rs of adversaries for G;. The point here is that the
reduction is very unlikely to succeed in breaking the SDH assumption without doing an effort equivalent to
winning G; to get A’s help — otherwise, it is left with breaking SDH directly in the generic group model,
which is hard.

Proof. We introduce the adversary B which is identical to A till setting of honest and then returns a bit
uniformly at random. It is formally defined in Figure 5.4. The value of honest will be identical in A, 5. Also,
observe that if honest is set to 0 in A, A’s output is identical to that of B.

Consider any restricted black-box reduction R from ODH to SDH in the random oracle and generic group
model that has oracle access to A. During the execution of R4 if honest = 0 in A, then it has the same

output as B. So, Therefore,

Pr [GZSPhE;EG(RA) = true| < Pr [GISB]'E;SG (RP) = true| + Pr [honest = 1 in A during the execution of ’RA] .
(5.3)

The adversary R makes at most 2k log p + ¢ queries to its oracles. From the hardness of SDH in the generic

group model [ABRO1], it follows

4k2(log p)* | Aaklogp+ ¢
p p '

AdVSDH—GG (RB) <

p,hLen (54)

We show that if honest = 1 in A when R runs A, R = (R1,R2) can run R and win G; . We next describe



118

Game G; :

o «s InjFunc(Zyp, L);41, -+ ik, v s Zp

X {o(1),00), o), o) — {o(1),0(0), o), olin)}
Bty s e REACDOCD (1) (o) o(ir), - olia)

T8 Sp; Vo < {o(1),0(v),0(i1-v), - ,0(ix -V}, Z «— &

$hosh, o s e Ry POCD(6,0(1),0(0), 0 i) 0), 0 (inr) )
win «— (Vje[k] i sy =s5) A (Vi le[k]:j#1 = sj #s1 A8 #s))

Return win

Oracle Eval(a, b, from) :
c—o(oc'(a) + o (b))
If from = 1 then
If c ¢ V1 then X < {c}
V1 < {a,b,c}
If from = 2 then
If a€ X\)> then Z < {a}
If b e X\): then Z < {b}
Vs <~ {a,b,c}

Return ¢

Oracle O,(a, b, from) :
If from = 1 then ) < {a, b}

If from = 2 then
If a€ X\)> then Z < {a}
If b e X\): then Z < {b}
V> < {a, b}

return (v-o *(a) = ¢ (b))

Figure 5.3: Game G;. We use the phrase R1, R win G; to mean G; = true. We shall use this convention

for all games in the chapter that output boolean values.

how R, Rz run and simulate A, GZS)F,)]E;EG to R.

Recall that R4 has inputs o(1),0(v),0(i1),- - ,0(ix). First off, Ry samples u uniformly at random from

Z, and computes o(u) = Exp(o(1),u). It then starts running R with inputs o(1),0(u), o(v) and simulates
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Adversary B HOERIC) (@7 v W, o(1))

TR
For each j € [k]:
Qulj] — Expl((1), i5); Qs[j] — Exp(V: )
honest « 1
For each j € [k]:
ansi 7] H(QuLj])
T« Sk
For each j € [k]:
ansz[7(5)] « H(Q2[7(5)])
If 35,1 e [k],j # L : (ans1[j] = ans1[l] v ansz[j] = ans2[l]) then honest « 0
If 35 € [k],j # I : ans1[j] # ans2[j] then honest « 0
b«s{0,1}

Return b

Figure 5.4: Adversary B

the oracles Eval, O, to R. For every Eval(a,b) query made by R, R; makes an Eval(a,b, 1) query to its own
oracle and forwards the answer to R. For every O,(a,b) query made by R, R1 makes an O,(a, b, 1) query
to its own oracle and forwards the answer to R. R1 makes H, queries to R on o(i1),--- ,0(ix) and receives
responses Si,--- ,Sk. K1 stops the execution of R after making the H, queries, records the local state st of
R. Finally, R; outputs st along with s1,---,s;. Recall that Ry has inputs st,o(ir(1y - v), 0 (ix@) - V).
First, R, restarts R from state st. For every Eval(a, b) query made by R, R, makes an Eval(a, b, 2) query to

its own oracle and forwards the answer to R. For every O,(a,b) query made by R, Ro makes an O,(a, b, 2)

query to its own oracle and forwards the answer to R. Ro makes H queries to R on o (ir(1)-v),++ , 0 (i) v)
and receives responses sf,- - , s,. Finally, Ry outputs s, -, s}.
Observe that o, u,v are sampled identically in G;S;%T;SG (RA), Gy, iy, ,ig, m are sampled identically in

A, Gy and Ry, Ro make the same queries to R as A does in the same order. It follows that Ry, Ro perfectly
simulate A, G;SRE;EG to R. Also note that the number of queries made by R1, R to Eval, O, is same as
the number of queries made by R to Eval, O, and the state passed from R; to Ro is upper bounded by the

memory used by R because ¢ is the local state st of R at a certain point in its execution.

Next we relate the probabilities of honest = 1 in A and G; = true. If honest = 1 in A we have the

following.
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1. There does not exist distinct 7,1 € [k] such that ansi[j] = ans1[l]. The equivalent condition in G; is

Vjlelkl:j#1 = s;#s;.

2. There does not exist distinct j,! € [k] such that ansy[j] = ansg[l]. The equivalent condition in G; is

Vilelk]:j#1 = s} #s].

3. For all j € [k], ans1[j] = ans3[j]. The equivalent condition in Gy is Vj € [k] : sz(j) = s/ .

It follows that whenever honest = 1 in A, G; = true. Hence,
Pr [honest = 1 in A during the execution of RA] < Pr[Gy = true] . (5.5)
From (5.3) and (5.5), it follows that,
AdVDESO(RA) < AdvENSC(RE) + Pr[Gy = true] . (5.6)

Combining (5.4) and (5.6), we have,

4k%(log p)* N dgklogp + ¢>
p P '

Advz%PhT;r?G(RA) < Pr[Gy = true] +

Lemma 5.3.2. For every restricted black box reduction R that runs A while playing GISPhE;nGG, there exist

adversaries Ry, Ro playing Gi, such that the number of queries made by R1,Ro to Eval, O, is same as the
number of queries made by R to Eval, O, the state passed from Ry to Ro is upper bounded by the memory

used by R and,
4k%(log p)* N 4qklogp + ¢?

AdvSH-CC(RAY < Pr[G, = true] +
p p

p,hLen

THE GAMES Gy AND Gg. In Figure 5.5 we define Gy, Gg which have an added check on the cardinality of Z
to output true. Everything else remains unchanged (in particular Eval, O, are unchanged from G; and we
do not specify them again here). The statement within the thinner box is present only in Gz and statement
within the thicker box is present only in Go. The changes from G; have been highlighted. We shall follow
these conventions of using boxes and highlighting throughout the chapter.

The games G, G3 are identical to G; except for the condition to output true. Since this disjunction of
the conditions to output true in Gs, G3 is equivalent to the condition to output true in Gy, and the conditions

to output true in Go, G are disjoint, we have,

Pr[G; = true] = Pr[Gy = true] 4+ Pr[G3 = true] .



121

Game 7 :

o s InjFunc(Zp, L);i1, -+ ik, v <5 Zp

X —{o(1),0(v),0(ir), - ,0(ir)}; V1 <« {o(1),0(v),0(i), -, 0(ir)}
B0, s RYDCDOCD(6(1) 6(0),0(0n), -, 0 (ik))

T $8k; Ve —{o(1),0(v), 001 -v), -+ o(ix-v)} 2 — I

s sl = RO (6,0(1),0(0), 0 (in(ry - v), - 0 lingr) )

win < (Vje[k] i sry =55) A (Vi,l€[k]:j#1 = sj # s1 A8 #s))

|return (win A |Z] < l)l ‘return (win A |Z] = 1) ‘

Figure 5.5: Games Go, Gz. The Eval, O, oracles in Gy, Gs are identical to those in G; and hence we do not
rewrite it here. The newly introduced changes compared to G; are highlighted. The statement within the

thinner box is present only in G3 and the statement within the thicker box is present only in Gs.

5.3.8 Proof of Lemma 5.2.4
Recall we are going to prove the following lemma.

Lemma 5.3.3. If (R1,R2) make q queries to their oracles in total in the game Go as defined in Figure 5.5,

then
PGy = true] < L 4 242k +34+2) | B K 4h+2
k! p p p
Proof. We introduce a new game — called the permutation game and denoted PG — in order to upper bound
Pr[Ga = true]. In the rest of this proof, we are going to first define the game, and upper bound the winning

probability of an adversary. Then, we are going to reduce an adversary for G to one for PG.

THE PERMUTATION GAME. In Game PG, an adversary has to guess a randomly sampled permutation 7
over [k]. The adversary has access to an oracle that takes as input two vectors of length k and returns true
if the elements of the first vector, when permuted using m, results in the second vector and false otherwise.
Figure 5.6 formally describes the game PG.

In the following, we say an adversary playing PG is a (g, 1)-query adversary if it makes at most ¢ queries
to O, and the rank of the vectors that were the first argument to the O queries returning true is at most .

The following lemma — which we prove via a compression argument — yields an upper bound on the
probability of winning the game for a (g, !)-query adversary.

Lemma 5.3.4. For a (q,l)-query adversary A playing PG the following is true.

!
Pr[PG(A) = true] < % .
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Game PG(A) : Oracle O(&,)://i € ZF,§ € ZE
T s Sk Return (Vi € [k] : Z[7(4)] = ¢[7])

e AO(q.)

Return (7 = ')

Figure 5.6: The permutation game PG being played by adversary A is denoted by PG(.A)

Proof. We construct an encoding of 7 by running adversary A. In order to run 4, all the O queries need to
be correctly answered. This can be naively done by storing the sequence number of queries whose answers
are true. In fact, of all such queries, we need to just store the sequence number of just those whose first
argument is not in the linear span of vectors which were the first argument of previous such queries i.e.
we store the sequence number of only those O queries returning true whose first argument form a basis of
the first argument of all O queries returning true. This approach works because for every vector &, there
is only a unique vector ¢ such that O(Z,y) = 1. The random tape of the adversary can be derived using
the common randomness of Encode, Decode and hence the adversary produces identical queries and output.
For simplicity, we do not specify this explicitly in the algorithms and treat A as deterministic. The formal
description of the algorithms Encode, Decode are in Figure 5.7.

Observe that S is a basis of vectors & such that O(Z, ) = true. Note that for an O(Z, ) query returning
true, if # € S then the sequence number of the query is stored in enc. Therefore, (Z, %) € S’ in Decode. Again,
for an O(&, §) query returning true, if Z ¢ S then the sequence number of the query is not stored in enc and
therefore (Z, %) ¢ S’. So, for an O(Z,¥) query returning true, (Z,7) € S’ iff £ € S. Since, for all (Z,¥) such
that O(Z, ) = true we have that for all i € [k], §[i] = Z[71(i)], it follows that S’ forms a basis of vectors
(Z,4) such that O(Z,v) = true.

—

In Decode(enc), the simulation of O(Z,¥) is perfect because

- If ¢ is in enc, then Z € S in Encode. From the definition of S in Encode, it follows that O(Z, %) should

return true.

- Otherwise we check if (Z,¥) € span(S’) and return true if the check succeeds, false otherwise. This is

correct since in S’ is a basis of vectors (Z,¢) such that O(Z, ) = true.

The encoding is a set of |S| query sequence numbers. Since there are at most ¢ queries, the encoding

space is at most (\g‘l)' Using X to be the set Sk, )V to be the set of all possible encodings, R to be the set
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Procedure Encode(r) : Procedure Decode(enc) :
c—0 c—0

S« S — &

enc — & 7 — A9G)

7 — A9C) Return 7’

Return enc

Oracle O(Z,¥) :

Oracle O(Z,7) : ce—c+1
ce—c+1 If c € enc then
If (3i € [k] : Z[n(¢)] # ¢[i]) then S — S u{@ 9}
Return false Return true
Else Return ((Z,¥) € span(S’))
If Z ¢ span(S) then
S« Su{zr}

enc < enc U {c}

Return true

Figure 5.7: Encoding and decoding 7 using A

of random tapes of A, it follows from Proposition 11.1.1 that,

(%)

Pr[Decoding is sucessful] < T

Since the simulation of O(&, ) is perfect in Decode, decoding is successful if PG(.A) = true. Therefore,

(¢ S|
&) _d
Pr[PG(A) = true] < lk—" < )
Since A is a (g, 1)-query adversary, |S| < I. Thus, we have,
I
Pr[PG(A) = true] < % (5.8)

REDUCTION TO PG. We next show that the Pr[Ga = true] is upper bounded in terms of the probability of

a (g,1)-query adversary winning the game PG.

Lemma 5.3.5. There exists a (q,1)-query adversary D against the permutation game PG such that

292k +3¢+2) 5 K24+ k+2
292k +3¢+2)  5¢ kK +k+2

Pr[Gs = true] < Pr[PG(D) = true] +
p p p
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Procedure PopulateSetsEval(a, b, ¢, from) : Procedure PopulateSetsO, (a, b, from) :
If from = 1 then If from = 1 then ) <= {a, b}

If c ¢ V1 then X < {c} If from = 2 then

V1 < {a,b,c} If a€ X\)»> then Z « {a}
If from = 2 then If b e X\): then Z < {b}

If a€ X\ V> then Z < {a} Vs < {a, b}

If be X\); then Z <~ {b}

V2 < {a, b, c}

Figure 5.8: Subroutines PopulateSetsEval, PopulateSetsO,

Proof. We transform Rp,R2 playing G, to an adversary D playing the game PG through a sequence of
intermediate games and use the upper bound on the probability of winning the game PG established previ-
ously to prove an upper bound on Pr[Gz = true]. In order to make the pseudocode for subsequent games
compact we define the two subroutines PopulateSetsEval, PopulateSetsO, and invoke them from Eval, O,. The

subroutines PopulateSetsEval, PopulateSetsO,, are formally described in Figure 5.8.

THE GAME G4. We next describe game G4 where we introduce some additional bookkeeping. In G4, every
valid label that is an input to R1, Ro or queried by R1,Rs or an answer to a query of Ry, R, is mapped
to a polynomial in Zy[I1,---, I, V,T1, -+ ,Taq] where ¢ is the total number of Eval, O, queries made by
R1,R2. The polynomial associated with label a is denoted by p,. Similarly, we define A to be a mapping
from polynomials to labels. For all labels a € £, A(pa) = a. The mapping from labels to polynomials is done

such that for every label a mapped to pa,
Gil(a) = pa(ih T 77;1€7U7t17 e 7t2q) .

For compactness, let us denote (i1, - - , ik, v, 1, ,t2q) by 7. Prior to running Ry, polynomials 1, V, I, - -+ , I,
LV, IV are assigned t0o py(1); Po(v)s Po(ir)s """ s Pa(in)s Po(ii-v)s """ s Po(iy-v) Tespectively and for all other
labels a € L, p, = 1. The function A is defined accordingly. For labels a queried by R1, Ro that have not
been previously mapped to any polynomial (i.e. pa = L), pa is assigned Tyew (new starting from 1 and being
incremented for every such label queried), the variable ¢ey is assigned the pre-image of the label and A(Thew)
is assigned a. Since there are ¢ queries (each with two inputs), there can be at most 2¢ labels that had not

previously been mapped to any polynomial. Hence, the polynomials have variables Iy,--- , I, V,T1,--- ,Tq.

For an Eval(a, b,.) query where ¢ = o(c~!(a) + 071(b)), let p’ = pa + pp. From the definition of p, we
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Game Gy :

o «s InjFunc(Zy, L);For each a € L : pa « L; For each p’ € Z,[I1,--

dg, e

For each j € [K] :

. 7Ik7‘/7T17"

If po'(ij) = 1| then pg-(ij) «— I],A(IJ) — 0'(7,])
If pa(v-ij) = 1 then pO(’U-ij) «— ‘/IJ7 A(V[]) — O'(Z) . Z])

new « 0; X « {o(1),0(v),o(i1),- -

¢7517"'

T 5 Sp; s, 8o,

S5k — Ry

Eval(.,.,1),0,(.,.,1) (0_(1)

Eval(.,.,2),0(.,., .
s = RO (6 5(1), 0(v), 0 (inqry - V),

yo (i)} 01— {o(1),0(v),0(i1),- -
o (1)) Vo — {o(1),0(v), o(ix

70'(U),G'(Z’1), Ty

N (O RED)

win « (Vj e [k] : spjy =85) A (Vi le[k] 1 #1 = s5 #s1 A S; #5))

Return (win A |Z] < 1)

 Taq] s A(p) «— L
2k U 8 Zpipo(1) < L A1) < 0(1); If powy) = L then po(w) < V;A(V) < a(v)

yo(in)}; 2 = O

),

0 (ik - v)}

Oracle Eval(a, b, from) :

If pa = L then AssignPoly(a)
If pr = L then AssignPoly(b)
P’ < Pa+pp

If A(p’) = L then

If3c’ € £ : per (i) = p' (i) then A(p') «— ¢

Else
A(p') < a(o7'(a) + o' (b));
Pa) < P
PopulateSetsEval(a, b, A(p’), from)
Return A(p’)

Oracle O,(a, b, from) :
If pa = L then AssignPoly(a)
If pr, = L then AssignPoly(b)

ans < (Vpa = pb)

If (vpa(i) = pw(i)) # ans then
ans « (vpa(i) = pu (7))

PopulateSetsO, (a, b, from)

Return ans

Procedure AssignPoly(l) :

new <« new + 1
tnew «— U_l(l)
pP1 < Thew

A(Thew) <1

Figure 5.9: G4 introduces additional bookkeeping. The newly introduced changes compared to Gy are

highlighted.

-

have that p’(7) = o~ !(a) + o~ 1(b). If A(p’) # L, then by definition of A, we have A(p’) = c. If A(p’) = 1,

then exactly one of the following two must be true.

- -,

1. The label ¢ has been mapped to a polynomial which is different from p’. In this case p.(i) = p’(i) and

A(p’) is assigned c.

2. The label ¢ has not been mapped to any polynomial. In this case, pc is assigned p’ and A(p’) is assigned

C.
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The label A(p’) is returned as the answer of the Eval query. Note that the output of Eval is ¢ = o(0c~1(a) +

o~ !(b)) in all cases, i.e. it is the same as the output of Eval in G,.

For an O,(a,b,.) query, we first assign the boolean value Vp, = pp, to ans. Note that if ans is true, then
v-o~!(a) = 071(b). However, we might have that v-o~!(a) = 0~!(b) and Vp, # pp. When this happens,
the boolean value v(pa(i) = pb(i)) is assigned to ans. Oracle O, returns ans. From the definition of p, it
follows that the value returned by O, in G4 is (v- o !(a) = o~ 1(b)) i.e. it is the same as the output of O,

in G2.

Figure 5.9 formally describes G4. The changes in G4 compared to Gs have been highlighted. We have
already pointed out that the outputs of O,, Eval in G4 are identical to those in G3. Since the other changes

involve only additional bookkeeping, the outputs of Gy, G4 are identical. Therefore
Pr[Gs = true] = Pr[Gs = true] . (5.9)

THE GAME G5. We define G5 in Figure 5.10 where ¢ is lazily sampled. Since o is lazily sampled, it is a partial

function and we use previously defined notations D(c), R(c), D(c), R(o). There are no other changes in Gs
compared to Gy.

In G4, o is sampled uniformly at random from InjFunc(Z,, £). In Gs, if (i) is previously not defined,
it is sampled uniformly from the values in the range that do not have a pre-image and similarly if o—*(x)
is previously not defined, it is sampled uniformly from the values in the domain that do not have a image.
Therefore, the distribution of o on the points in D(o) in G5 is identical to the distribution of o on the points
in D(o) if 0 was sampled from InjFunc(Z,, £). So, in Gs, the distribution of o on the points in D(o) is
identical to that of G4. Since o is never evaluated on points outside D(o) in either games and there are no

other changes in G, the outputs of G4, G5 are identical.

Pr[Gs = true] = Pr[Gs = true] . (5.10)

THE GAMES Gg AND Gr7. Next, we define Games Gg, G7. The changes introduced in Gg from Gg have been
highlighted (as before). In G; we want to sample t;’s from Z, instead of W. So in Gg we first sample
them from Z, and define a bad event if o(¢;) # Li.e. t; € D(o). If this bad event happens, then we resample
t; from W. We then remove this resampling in G7. The main procedure of Gg, G; are identical to G5 and
the only changes in the oracles are the AssignPoly procedure, hence we rewrite only the AssignPoly procedure
in Figure 5.11.

Observe from the pseudocode that outputs of Gs, Gg are identical. Therefore,

Pr[Ge = true] = Pr[Gs = true] . (5.11)
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Game G5 :
For each ¢ € Zy: o(i) « L;For each a€ L: pa « L
For each p' € Zp[I1, -+ , I, V,T1,- - , Toq]: A(p') « L
Q1,0 0k, U 8 Zp;o (1) <8 Lipo(1y < 1;A(1) « o (1)
If po(s) = L then o(v) <8 R(0); po(o) <« V
A(V) —a(v)
For each j € [k]:

If po(i;) = L then o(i;) «s R(0):po(i,) — L;jiA(I;) < o(iy)

If Po(vij) = 1 then o(v - i) «s %;pg(v.ij) —VIj; AVIj) «o(v-ij)
new < 0; X  {o(1),0(v),0(ir), -, o(ix)}; Y1 — {o(1),0(v), 0 (ir), -+, o (i)}
gos1, sk e RO (0 (1),0(0),0(0n), 0 (i)
T s Sp; Vo «— {0(1),0(v),0(i1-v), - ,0(ix-V)}; Z «—
sh, 8,y sf  REACDOCD (G 6(1),0(v), 0(inqr) - v), -+ 0 (ingr) - V)
win « (Vje[k] : spjy =s5) A (Vi,le[k] :j#1 = s; #s1 A S; #s))
Return (win A |Z] < 1)

Oracle Eval(a, b, from) : Oracle O,(a, b, from) :

If pa = L then If pa = L then
AssignPoly(a) AssignPoly(a)

If pp = L then If pp = L then
AssignPoly(b) AssignPoly(b)

P’ —patpp ans — (Vpa = pb)

— —

If A(p’) = L then If (vpa(i) = pw (7)) # ans then

If3c' € £ : per (i) = p'(7) then

—

ans « (vpa(i) = po(i))

Ap) < ¢ PopulateSetsO, (a, b, from)
Else Return ans

o(p' (i) s R(0); A(p)) < o(p' ()

PA(p) < P'

PopulateSetsEval(a, b, A(p’), from)
Return A(p)

Procedure AssignPoly(1) :

new <« new + 1
tnew <8 D(0); 0 (tnew) < 1
P1 < Thew

A(Thew) < 1

Figure 5.10: Gj lazily samples 0. The newly introduced changes compared to G4 are highlighted.
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Game , Gr:

Procedure AssignPoly(1) :

new <— new + 1; tnew <35 Zyp

If o(tnew) # L then bad « true;m

U(tnew) — ly p1 < Tnevv; A(Tnevv) 1

Figure 5.11: In Gy we remove the restriction on ¢;’s. The main procedure of Gg, G7 are identical to G5 and
the only changes in the oracles are the AssignPoly procedure, hence we write only the AssignPoly procedure.
The changes in the procedure from that in G5 have been highlighted. The boxed statement is present only

in Gﬁ.

After o(1),0(v),0(i1),- - ,0(ix),0(i1 - v),--- ,0(ig - v) are sampled, the size of D(0) is at most 2k + 2. For
every query D(o) can grow by size at most 3 (in case of Eval queries). Therefore, the size of D(o) is at most
2k + 3q + 2. Since bad is set only when an element from D(co) is sampled,

2q(2 2
Pr[bad = true in G7] < q(k—;3q+) .

It is evident from their pseudocodes that Gg,G; are identical-until-bad. From the Fundamental Lemma

Game Playing we get,
2q(2k 2
Pr[Gg = true] < Pr[G; = true] + 22k +3q+2) . (5.12)
p

In Gy, note that R(c) = R(A) and D(o) is not used anywhere. Also the condition p,(;) # L is equivalent
to the condition that there exists some p such that A(p) # L and p(;) = j and the condition there exists

—

¢’ € L such that pe (i) = p'(i) is equivalent to the condition there exists some p such that A(p) # L and

—

p(i) = p'(i). Hence, G can be rewritten without o.

THE GAMES Gg AND Gg. Next, we introduce games Gg, Gg. In Gg we remove o (we had previously pointed
out G7 can be rewritten without o), remove some redundant code and the bad event in G; and add new bad

events when there is some p such that A(p) # L and p(i) = p’(¢) in Eval and (vpa(i) = pw(¢)) # ans in O,.

Hence outputs of G7, Gg are identical.
Pr[G; = true] = Pr[Gg = true] . (5.13)

Since 7 affects only the setting of bad in Eval, O, we see that Zmay well have been sampled at the very end
of Gg and it can be checked if any of the Eval, O, queries would have set bad to true. The degree of any
polynomial is at most 2 since every polynomial has monomials only of the form I;,VI;,T;, V and constants.

We compute the probability of bad « true in Gg in Eval, O,.
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Game 7 Go :
For each a € L: pa « L; For each p' € Zp[I1, - , I, V,T1, -+ ,Toq] : A(p') « L
i1, ik, 0 <8 Zp;A(L) <=8 Lippay < 1
If 3p : A(p) # L A p(i) = v then A(V) « A(p)
else A(V) «<s R(A); pagp) < V
For each j € [k]:
If 3p : A(p) # L A p(i) = i; then A(I;) « A(p)
else A(I;) s R(A); Pa;) < I
If 3p : A(p) # L A p(@) = ij - v then A(V ;) «— A(p)
else A(VI;) «s R(A); pacvry) < VI
new « 0; X « {A(1), A(V), A(T1), -+, A(k)}; V1« {A(1), A(V), A(Th), - -, A(Tk)}
By 1,0 s RYIOCd )( A1 ) AV), ML), -+ A(Ix))
T8 8y Vo — {A(1), A(V),A(VT), -+ ,A(VIK) 2 « I
sh,sh, oo, sh e RGO (6 A1), AV, AlLnry - V), -+, Alniy - V)
win «— (Vje[k] : sy =s5) A (Vi le[k]:j#1 = sj #s1 A8 #5))
Return (win A |Z] < 1)

Oracle O,(a, b, from) :
If pa = L then AssignPoly(a)
If ppr = L then AssignPoly(b)

Oracle Eval(a, b, from) :
If pa = L then AssignPoly(a)
If pr = L then AssignPoly(b)

p < pa+pb ans « (Vpa = pb)
If A(p’) = L then If (vpa(i) = pw(i)) # ans then
If3p : A(p) # L A p(i) = p'(4) then bad « true
bad « true ‘ans — (vpa(i) = pp(1)) ‘

A(p") < A(p)

AP) s R(R); pagyy < P

PopulateSetsEval(a, b, A(p'), from)

PopulateSetsO, (a, b, from)

Return ans

Return A(p’)

Procedure AssignPoly(1) :

new < new + 1
tnew <3 Zyp

P1 < Thew
A(Thew) < 1

Figure 5.12: Games Gg, Gg introduce new bad events. We remove o from

have been highlighted. The boxed statements are present only in Gg.

In Eval, bad is set to true if A(p’) = L and for some label ¢’ pe (i)

these games. The changes from Gy

= p'( 3 From the definition of A,

it follows that A(p’) = L implies per # p’. We therefore have p’(i) — pc/(i) = 0. Note that p’ — pe is not
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identically zero since A(p’) = L and the degree of p’ — pes is at most 2. Observe that the elements of i are
sampled from Z, and could have been sampled at the very end of Gy because i does not affect anything other
than setting bad. So, the probability p/(i) — pe (i) = 0 is bounded by % by Proposition 5.1.2. Since there are
at most ¢ Eval queries, the probability that bad is set to true due to this condition in any of the Eval queries
in Gg is bounded by %q using the union bound.

In Oy, bad is set to true is when (vpa(i) = pp(7)), (Vpa = pp) are different boolean values. Note that
when (Vpa = pp) = true then (vpa(i) = pp(7)). The only case when the two boolean values differ is when
(Vpa = pp) = false and vpa (i) = pp (i) i.e. (Vpa—pp) is not identically zero but vpa(i) —pb (i) = 0. Note that
the degree of (Vpa —pp) is at most 3 (since Vp, can have degree at most 3) . Like the previous analysis since
the elements of 7 are sampled from Z, and could have been sampled at the very end of Gg, the probability
vpa(f) —pb(i) = 0 is bounded by % by Proposition 5.1.2. Since there are at most ¢ O, queries, the probability
that bad is set to true due to this condition in any of the O, queries in Gg is bounded by %q using the union
bound. Therefore,

Pr[bad = true in Gg] < 54 .
Note that Gg and Gg are identical-until-bad. Therefore, using the Fundamental Lemma of Game Playing we

get,

Pr[Gg = true] < Pr[Gg = true] + 5 . (5.14)
p

We note that in Gg, A becomes an injective function since for p # p’, A(p) # A(p’). Therefore, A=1 is well
defined. This means that for all labels 1, p; can be replaced by A~!(1) throughout Gg. Also,(Vpa = pp) is
always returned from O, and hence the check on ans can be omitted. The bad events can be removed from
Gy because it does not affect its execution in any way. That in turn implies ¢;’s do not affect the execution
of Gg and can also be removed. Since Gig only introduces a new bad event compared to Gg and the bad event

does not affect the output,

Pr[Gg = true] = Pr[Gyg = true] . (5.15)

We need to compute the probability that bad is set to true in procedure RestrictedSample of Gig. First we

compute the probability that v € {0, 1},
2
Pry sz, [ve {0,1}] = .

Note that just before i; sampled in Gig the size of S U S’ is at most 2j. We compute the probability that

ij € Su S’ for some j € [k],

9
Prij<_$zp [ijESUS/] <i
p
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Game G107:

For each p € Zp[I1,--- , I, V,T1, -+ , Tag]: A(p) < L

i1, ,ik,v < RestrictedSample();A(1) «s L
If 3p : A(p) # L A p(i) = v then A(V) « A(p) else A(V) «s R(A)
For each j € [k]:

If 3p : A(p) # L A p(@) = i; then A(I;) « A(p) else A(I;) «s R(A)

If3p: A(p) # L A p(i) = ij - v then A(VI;) «— A(p) else A(VI;) «s R(A)
new « 0; X « A(1), A(V), A(L1), -+, ATe) }; V1 {A(1), A(V), A(T1), - -+, A(Ik)}
B0, s e RYDCDOCD A1), AV), AT, -+, A(Tr))

T s Sp; Vo — {ANL),A(V),A(VL), - , AV} 2 — &

S, 85, sh = REVC DO (@ A1), AV, AlLnry - V), Ay - V)
win «— (Vje[k] :sxjy =s5) A (Vi le[k]:j#1 = s5 #£s1 A8 #))
Return (win A |Z] < 1)

Oracle Eval(a, b, from) : Oracle O,(a, b, from) :
If A='(a) = L then If A='(a) = L then
new < new + 1; A(Thew) < a new < new + 1; A(Thew) < a
If A='(b) = L then If A='(b) = L then
new < new + 1; A(Thew) < b new < new + 1; A(Thew) < b
p<—A~'(a) + A" (b) PopulateSetsO, (a, b, from)
If A(p) = L then Return (VA (a) = A~*(b))
A(p) s R(A)
PopulateSetsEval(a, b, A(p), from)
Return A(p)

Procedure RestrictedSample() :
v s Zp;If v € {0,1} then bad « true;
S {158 « o)
For each j € [k]:
ij <8 Zp; If i; €S U S’ then bad « true;‘ i; s Z,\(SuS") ‘

S & {i 1S = {vh i}

Return 41, --- , ik, v

Figure 5.13: In games Gig,Gi1 pa has been replaced by A~!(a) for labels a and ¢;’s are removed. The
procedure AssignPoly is no longer written separately, its code is written inline instead. In Gy, i;’s, v are
sampled with the restriction that the set {1,v,41,--- ,ig, 41 -v,- - ,ix - v} has cardinality 2k +2. The changes

from Gg have been highlighted. The boxed statements are present only in Gy;.
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Game Gq1 :

For each p € Zp[I1, -+ , I, V,Th, -+ ,Toq]: A(p) « L;A(1) «s L

A(V) s R(A)

For each j € [k]:

A(I;) s R(A); A(VI;) s R(A)

new « 0; X « {CorrespondingString(1), A(V),A(I1), - ,A(Ir)}; V1 « {AQQ),A(V),A(L1), -, A1)}
¢ys1,0 s e RYACDOCD A1), AV), AT, -+, A(Tr))

m s Sp; Vo — {A), A(V), AV L), -+, AVIRE 2 < O

S, 8, sh = REVC DO (@ A1), AV, AlLrr) - V), Ay - V)

win «— (Vje[k] i srjy =s5) A (Vi le[k]:j#1 = s5 #s1 A8 #5))

Return (win A |Z] < 1)

Oracle Eval(a, b, from) : Oracle O,(a, b, from) :
If A='(a) = L then If A='(a) = L then
new < new + 1; A(Thew) < a new < new + 1; A(Thew) < a
If A='(b) = L then If A='(b) = L then
new < new + 1; A(Thew) < b new < new + 1; A(Thew) < b
p«— A7 a) + A7 (b) PopulateSetsO, (a, b, from)
If A(p) = L then Return (VA (a) = A7 (b))
A(p) s R(A)
PopulateSetsEval(a, b, A(p), from)
Return A(p)

Figure 5.14: Game Gi; has been written more compactly than the one in Figure 5.13 by removing redundant

code.

In Gqg, since bad can be set to true only in RestrictedSample, the probability that bad is set to true. Therefore,

using the union bound,

k
Pr[bad = true in Gyo] < — Z
o=

Note that Gig and G;; are identical-until-bad. Therefore, using the Fundamental Lemma of Game Playing

we get,
k2 +k+2
Pr[Gio = true] < Pr[Gy; = true] + Mahte (5.16)
p
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Procedure PolyMultCheck(pa, pb) :

If 35 : (coefficient(pa, Tj) # 0 v coefficient(pa, V' I;) # 0) then return false
If 35 : (coefficient(pw, T;) # 0 v coefficient(pn, I;) # 0) then return false
If coefficient(pn, V') # coefficient(pa, 1) then return false
For each j € [k]: Z[j] « coefficient(pa, I;); §|j] < coefficient(py, VI;)
If O(%, §) = true then

If Z ¢ span(S) then S <~ {#}; Z’' <~ {a}

If |S| = I then ABORT

Return true

Else return false

Figure 5.15: Subroutine PolyMultCheck for simulating O,. In particular, coefficient(p, M) returns the
coefficient of the monomial M in the polynomial p. The sets S and Z’ have no effect on the behavior, and

are only used in the analysis of D. The symbol ABORT indicates that D aborts and outputs L.

THE GAMES G1g AND Gy1. We introduce a procedure named RestrictedSample in order to sample i1, - ,ig, v
instead of sampling them uniformly at random, replace p by A~!, remove ¢;’s and the bad events in Gg. In
Gi1, RestrictedSample sets bad to true if v € {0, 1} or if the cardinality of the set {1,v,41,- - , ik, i1-v,-- - , ik -V}
is less than 2k +2. In Gy1, RestrictedSample samples these values with the restriction that [{1,v,41,- - , ik, 1"

vy i - 0| = 2k + 2.

We note that since 41, - - , i, v sampled in Gy satisfy |1,v,41,- -« ik, 910, -+ i 0| = 2k + 2, the three
set of if statements after sampling v will always evaluate to true. Since i1, --- , i, v do not affect the execution
of Gy1 at any other point, the sampling of i1,--- ,ix,v and the three set of if statements after sampling v

can be omitted from Gy;. Therefore, Gi; can be rewritten as shown in Figure 5.14. We next upper bound

Pr[G4 = true] in terms of Pr[Gy; = true] in Lemma 5.3.6.

Lemma 5.3.6. For the games G4, G171, we have,

2q(2k +3¢+2)  Bq  K*+k+2
Pr[G4$true]SPr[G11=>true]+M+fq+L.
p p p

Proof. Combining (5.10) to (5.16) we get,

2q(2k + 3 2 5 B +k+2
292k +3¢+2) 5¢ kK +k+2

Pr[Gs = true] < Pr[Gy; = true] +
p p p
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Adversary D :

A1) s L;A(V) «s R(A)
For each j € [k]:

If win’ = true then

Return 7

Else return L

For each p € Zp[I1, -+, I, V,K1, - -

A(I;) <5 R(A); A(K;) <s R(A)

new — 0; X — {A(L), A(V), A(L1), -, AU} V1 {AQ), A(V), A(), -+, A(Ik)}
51,0 sk RO DA), AV), AR, -, AT))

Yo {AL), A(V), A(KL), - AMER) S 2 — B2« @8 « &

$h, b,y sh e RO D (g A1), AV),AKL), -+ A(KR))

win’ «— ({s1,---,si} ={s1,- -, 1) A (Vj,le[k] : j#1 = s; # s1 A 8 # s7)

For each i, j € [k] : If s; = s} then (i) = j

. 7Kk7T17"' 7T2(1]: A(p) —1

Oracle Eval(a, b, from) :
If A='(a) = L then

new « new + 1; A(Thew) < a
If A='(b) = L then

new « new + 1; A(Thew) < b
P < Pa+Pb
If A(p) = L then A(p) «s R(A)
PopulateSetsEval(a, b, A(p), from)
Return A(p)

Oracle O,(a, b, from) :
If A='(a) = L then

new <« new + 1; A(Thew) < a
If A='(b) = L then

new < new + 1; A(Thew) < b
PopulateSetsO, (a, b, from)
PolyMultCheck(pa, pb)

Procedure PopulateSetsEval(a, b, c, from) :

If from = 1 then
If c ¢ Y1 then X < {c}
V1 <= {a,b,c}
If from = 2 then
If ae X\): then Z < {a}
If b € X\)> then Z < {b}
V2 < {a, b, c}

Procedure PopulateSetsO,(a, b, from) :

If from = 1 then ) < {a, b}
If from = 2 then
If a€ X\)> then Z «- {a}
If b e X\): then Z < {b}
V2 < {a, b}

Figure 5.16: Adversary D which plays the permutation game PG. The changes in D compared to Gy; have

been highlighted.
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THE ADVERSARY D. Next, we construct the adversary D that plays PG by simulating G1; to R1, Ro, where
the permutation 7 is the secret permutation from PG. As we will discuss below, the core of the adversary
D will boil down to properly simulating the O, oracle using the O oracle from PG and simulating the labels
o(ir(j)) (and the associated polynomials) correctly without knowing 7. After a correct simulation, D will
simply extract the permutation .

To see how this can be done, let us first have a closer look at Gi;. Let us introduce the shorthand
K; = VI for j € [k]. With this notation, every polynomial input to or output from Eval is a linear
combination of the monomials 1, I, ..., Iy, V, Ky,..., K, T1,T5,... . Now, it is convenient to slightly rethink
the check of whether Vp, = pp within O, with this notation. First off, we observe that if either of the
polynomial contains a monomial of the form T;, the check fails. In fact, it is immediately clear that the check
can only possibly succeed is if p, is a linear combination of 1 and the I;’s and py, is a linear combination of

V' and the K;’s. Now, assume that

Pa(l1,. .-, 1k)

k
ag +

=1

k
po(V, K1, ... Ki) = bo -V + > iljl- K; .
j=1

—|

Then, V - p, = pp if and only if ag = by and §[j] = Z[w(j)] for all j € [k]. If we are now in Game PG, and 7
is the chosen permutation, then this is equivalent to O(Z,¥) = true and ag = by.

This leads naturally to the adversary D, which we formally describe in Figure 5.16. The adversary
will simply sample labels fy, ..., fy for o(v-ir1)),...,0(v - izx)), and associate with them polynomials in
the variables Ki,...,K;. Other than that, it simulates the game G;;, with the exception that the check
V - pa = pp is not implemented using the above approach — summarized in Figure 5.15. Note that D aborts
when |S| = [ and makes at most g queries to O. Thus D is a (g,l)-query adversary against PG. If D does
not abort, then its simulation of Gy is perfect. If G;; = true and D does not abort, then win’ shall be true

and D will output the correct .

The rest of the proof will now require proving that whenever G;; outputs true our adversary D will never
abort due to the check |S| = 1. Since Gi; = true only if |Z| < I, the following lemma implies that D does

not abort if Gy; = true.
Lemma 5.3.7. Let (Z1,41), -, (Zu,Yu) be the queries made by D to O which return true. Then,
rank(Zy,--- , @) < |Z] .

Proof. We introduce an operator proj(p) which maps a polynomial to a vector in Z’; consisting of the

coefficients of the monomials Iy, ..., I;. We will show below that for all ¢ € [u], there exists a set Z; € Z
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such that ; € span(proj(A~1(Z;))). From this, the claim is immediate, because
rank(Zy,- -+ , &) < rank <U proj(A_l(Zi))>

i=1
u
U=
i=1

First off, note that every non-zero query (Z;,7;) that returns true is made during the simulation of the

u

| proi(a~"(23))

i=1

< < <|z].

execution of Rg. This is because such a query requires the polynomial associated with ¢; to contain a
monomial in K; for at least some j € [k], and such polynomials can only occur in the execution of Rs.
Also note that every vector z; is associated with a polynomial p;. This polynomial must have form ag +
Z§=1 Z;[j] - 1;, as discussed before.

Let us look at an execution of D after-the-fact, and more specifically, the simulated execution of Rq, Ro
within D. Let a; be the label associated with the polynomial p;. If it has not been output by an Eval query
ever, then it must be that a, = A(J;) for some j € [k]. Because a; € X, then a; € Z, and thus Z; = {a;}.
Similarly, assume that a was output last by an Eval query of R;. Then, it must be that a; has been added
to X', because every output of an Eval query by R, is aded to X', unless the string a; was associated earlier
with one of the T, monomials. But this label would not lead the oracle query to output 1. Therefore, a; is
added to Z upon Ry’s corresponding O, query, and we can set Z; = {a;}.

We are left with the harder case that a; is the output of an Eval query of R5. Note that because of this,

it is not hard to see that we can write

pi = Z Vi 'Ail(b]') ;
j=1

where by, ..., b; are inputs to Eval queries made by Ro. This in turn implies that
T
;= proj(pi) = Y, 75 - proj(A ' (b;)) .
j=1

We now claim that if proj(A~!(b;)) # 0, then it must be that b; € X, and therefore it is added to Z. (Either
within the Eval query, or in an earlier O, query using it.)

Note that if proj(A~!(b;)) # 0, then b; is not a fresh label input to an Eval query by either of R or R» (as
it would have been associated with T, for some z), and it is not one of the labels A(1), A(V'), A(K1), ..., A(Kk)
input to Rqy. So, b; is either A(Iy),...,A(Iy), or the output of an Eval query by R: which is added to X.

In both cases, b; € X. Hence, we can now define
2 ={b; : jelk], proj(A!(by) #0} .

This concludes the proof. [ |
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We have established that if Gy; outputs true, then D will not abort and hence D simulates G1; to R1, Ro
perfectly. If win = true in Gqp, the checks by D succeed and D outputs the correct permutation and wins

PG. Therefore, D is a (g,1)-query adversary such that PG(D) = true if Gy; = true. Hence,
Pr[Gi; = true] < Pr[PG(D) = true] . (5.17)

Combining Lemma 5.3.6 and (5.9),(5.17) we get,

2¢(2k+3¢+2) 5 B+ Ek+2
29(2k+3¢+2) 5¢ Kk +k+2

Pr[Gs = true] < Pr[PG(D) = true] + (5.18)
p p p
|
Combining (5.8) and (5.18) we get,
b2q(2k+3¢+2)  B5q | k*+k+2
Pr[G2=true]<i+w+7q+L
k! p p p
|

5.3.4 Memory Lower Bound when |Z| =1 (Proof of Lemma 5.2.5)
Recall that we need to prove the following lemma, which we do by using a compression argument.

Lemma 5.3.8. If the size of the state ¢ output by Ry is s bits and (R1,Re) make q queries in total in the
game Gz as defined in Figure 5.5, then

L 2q-1
(8q2(2k+2+3q)>2<1+6q) 2 +k2+k+2
P P p

Wl

Pr{Gs = true] <2-2

Proof. Our proof does initial game hopping, with easy transitions. It first introduces a new game, G2 whose
minor difference from game Gg is that it samples i1, - - , i, v using RestrictedSample which was previously
used in game Gi;. It adds a bad flag while sampling i1, -+ , 4k, v which is set to true if v is in {0,1} or if
[1,v,41, - ik, 410, ,ig-v| < 2k+2. The bad event does not affect the output of Gi3 in any way. Observe
that even though the sampling of i1, - ,ix, v is written in a different manner in Gis, it is identical to that

in G3. In all other respects these two games are identical.
Pr[Gs = true] = Pr[Giz = true] . (5.19)

Games Gio, Gy3 differ in the procedure RestrictedSample and the condition to return true. Note that the
conditions of bad being set to true is identical in G2, G13 and given that bad is not set to true, Gi3 returns

true whenever Gi5 returns true. Therefore, using the Fundamental Lemma of Game Playing

Pr[Gi2 = true] < Pr[Gy3 = true] 4+ Pr[bad = true in Gy3] .
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Game G [G0].

o «s InjFunc(Zy, L£);41,- - - , ik, v < RestrictedSample()

X —{o(1),0(v),0(ir), - ,0(ix)}; Y1 —{o(1),0(v),0(ir), - ,o(ix)}
51,000 s REDD O (6(1), 0(0),0(00), -+, 0 (in))

T8 Sp; Vo < {0(1),0(v),0(i1-v), - ,0(ix-V)}; Z «— &

sh,8h, 0o, 8 = REVCDOCD (G 5(1),0(v), 0 (ixr) ), O ingr) V)
win « (Vj e [k] : srjy =85) A (Vi,le k] :j#1 = s5 # s1 A S; #5))

Return (|Z| =>1)

Procedure RestrictedSample() :
v« Zp; If v € {0,1} then bad « true;
S {118 « {v7'}
For each j € [k]
ij«$Zp; Ifi; € SUS' then bad « true;lz'j —s Zp\(S v S’)l

S {ij}h S e {v 45}

Return 41, -+ ik, v
Oracle Eval(a, b, from) : Oracle O,(a, b, from) :
c —o(o7 (a) + o7(b)) If from = 1 then ) < {a, b}
If from = 1 then If from = 2 then
If c ¢ )1 then X < {c} If a€ X\)> then Z «- {a}
V1 <~ {a,b,c} If b e X\): then Z < {b}
If from = 2 then Vs < {a, b}
If a € X\)»> then Z <~ {a} Return (v- o~ '(a) = 071 (b))
If be X\), then Z <~ {b}
V> < {a,b,c}
Return ¢

Figure 5.17: Games G2, G13. The statement within the thinner box is present only in Gi2 and the statement

within the thicker box is present only in G;3. The newly introduced changes compared to Gs are highlighted.

From our analysis in the proof of Lemma 5.3.6, we have established that the probability of bad being set to

B1kt2  Gince in Gy bad is set only in RestrictedSample, the probability

true in RestrictedSample is at most s
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of bad being set to true is the same. Hence, we get,

B +k+2
Pr[Gia = true] < Pr[Gy3 = true] + MAkte (5.20)
p
THE COMPRESSION ARGUMENT. We assume Pr[Gi3 = true] = 2e. We say a o is “good” in Gi3 if
Pr [G13 = true | o was sampled in G13] >c. (5.21)

It follows from Markov’s inequality that at least € fraction of ¢’s are “good”. The following lemma captures

the essence of our compression argument.

Lemma 5.3.9. If the state output by Ry in Gi3 has size s bits, all the “good” o’s can be encoded such that

the size of the encoding space is at most

(2¢—1) =1
2°p! (1 n 6q> ( P ) 7
D 8¢2(2k + 2 + 3q)

and decoded correctly with probability at least €.

We first give some intuition regarding how we achieve compression and show how Lemma 5.3.9 leads to

an upper bound on Pr[G3 = 1]. We defer the proof of Lemma 5.3.9 to Section 5.3.5.

INTUITION REGARDING COMPRESSION. Observe in Gis, the labels in Z were queried by R (these labels were
not seen by Ro before they were queried) and were answers to R1 and were not seen by R; before the query.
The core idea is that for all a € £L\Z, we store exactly one of a or its pre-image in the encoding and for all
labels in Z, we store neither the label nor its pre-image. Since Ry queries all the labels in Z, these labels
can be found by running Rs while decoding. Since all the labels in Z are answers to queries of R and were

not seen by R, before the query, their pre-images can be figured out while running R .

HiGH LEVEL OUTLINES OF Encode, Decode. In Encode, we simulate the steps of Gi3 to R, Re, including
bookkeeping and then run R; again assuming the particular o we are compressing is sampled in Gi3. In
Decode, we run Ry and then R4 to recover 0. We treat the values iy,--- ,ix,v, 7 as part of the common
randomness provided to Encode, Decode (we assume they are sampled from the same distribution they are
sampled from in Gys). The random tapes of R1,R2 can also be derived from the common randomness
of Encode, Decode. For simplicity, we do not specify this explicitly in the algorithms and treat Ri,Ro as

deterministic.

RUNNING R,. First off, we assume that R, queries labels that it has “seen” before and Ry queries labels
that R, has “seen” or it has “seen” before. We shall relax this assumption later. Ideally, we would want to
just store only ¢, the inputs labels to R, and the labels that are answers to Ro’s queries. We append the

input labels of Ro and labels that are answers to its Eval queries that it has not “seen” before to a list named
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Lbls. However, it is easy to see that this information is not enough to answer O, queries during decoding,
as answering O, queries inherently requires knowledge about pre-images of Ro. This naturally leads to the

idea of maintaining a mapping of all the labels “seen by” Rs to their pre-images.

THE MAPPING T OF LABELS TO PRE-IMAGE EXPRESSIONS. The pre-images of input labels and the labels
that were results of sequence of Eval queries on its input labels by R, are known. However, R, might query
labels which were neither an input to it nor an answer to one of its Eval queries. Such a label is in Z since
we have assumed that all labels queried by Ro were “seen by” Ry or “seen by” R, before. We represent
the pre-images of labels in Z using a placeholder variable X,, where n is incremented for every such label.
Note that the pre-image of every label seen by Ro can be expressed as a linear polynomial in the X,,’s (these
linear polynomials are referred to as pre-image expressions from hereon). Therefore we maintain a mapping
of all labels “seen by” and their pre-image expressions in a list of tuples named T. Our approach is inspired
by a similar technique used by Corrigan-Gibbs and Kogan in [CK18]. Like in [CK18], we stress that the
mapping T is not a part of the encoding.

For Eval queries, we can check if there is a tuple in T whose pre-image expression is the sum of the
pre-image expressions of the input labels. If that is the case, we return the label of such a tuple. Otherwise,
we append the answer label to Lbls. For O, queries, we can return true if the pre-image expression of the first
input label multiplied by v gives the pre-image expression of the second input label. Otherwise we return

false.

SURPRISES. There is a caveat, however. There might arise a situation that the label which is the answer to
the Eval query is present in T but its pre-image expression is not the sum of the pre-image expressions of
the input labels. We call such a situation a “surprise” and we call the answer label in that case a “surprise
label”. For O, queries, there might be a surprise when the answer of the O, query is true but the pre-image
expression of the first input label multiplied by v is different pre-image expression of the second input label.
In this case we call the second input label the surprise label. We assign a sequence number to each query
made by Rao, starting from 1 and an index to each tuple in T, with the indices being assigned to tuples in
the order they were appended to T. To detect the query where the surprise happens, we maintain a set
named Srps; that contains tuples of query sequence numbers and indices of the surprise label in T. This set
Srps; is a part of the encoding. Note that whenever there is a surprise, it means that two different pre-image
expressions evaluate to the same value. Since these two pre-image expressions are linear polynomials, at

least one variable can be eliminated from T by equating the two pre-image expressions.

RUNNING R;. Now that we have enough information in the encoding to run Rs, we consider the information
we need to add to the encoding to run R; after Rs is run. First, we need to provide R its input labels.

Our initial attempt would be to append the input labels of Ry (except o(1), o (v), which are already present)
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to Lbls. However, some of these input labels to R1 might have already been “seen by” Rs. Since all labels
“seen by” Ry are in T, we need a way to figure out which of o(i;)’s are in T. Note that such a label was
either queried by Ry or an answer to a query of Ro (cannot have been an input to Ro given the restrictions
on i1,--- ,1x,v). Suppose ¢ was the sequence number of the query in which o(i;) was queried or an answer.
The tuple (g,b,7) is added to the set Inputs where b can take values {1,2,3} depending on whether o(i;)
was the first input label, the second input label or the answer label respectively. This set Inputs is a part of
the encoding. The rest of the labels o(i;), which do not appear in T, are added to T with their pre-images
and the labels are appended to Lbls. Note that for all queries of Rq, it follows from our assumption that the
input labels will be in T. For every surprise, we add a tuple of sequence number and an index in T to the

set Srps,.

RELAXING THE ASSUMPTION. When we allow R2 to query labels it has not seen before or R has not seen,
there are two issues. First, we need to add a tuple for the label in T (since T, by definition contains a tuple
for all labels queried by R3). We solve this issue by adding the tuple made of the label and its pre-image.
We have no hope of recovering the pre-image later, hence, we append the pre-image to a list named Vals.
This list needs to be a part of the encoding since the pre-image of the label needs to be figured out to be
added to T during decoding. For queries of Rq, if the input label is not present in T, we do the same thing.
The second issue that comes up when we relax the assumption is that we need to distinguish whether an
input label was in Z or not. We solve this issue by maintaining a set of tuples named Free. For all labels in
Z that are not an input label to R1, we add the tuple consisting of the sequence number of the query of Ro
and b to Free where b set to 1 indicates it was the first input label and b set to 2 indicates it was the second

input label.

THE FINAL STEPS. The labels the are absent in T are appended to a list named RLbls. If |Z| < [, a fixed
encoding D (the output of Encode for some fixed o when |[Z| > [) is returned. Otherwise the encoding of o

consisting of Lbls, RLbls, Vals, Inputs, Srps;, Srps,, Free, ¢ is returned.

WRAPPING UP. The set of all “good” o’s has size at least ep! (where we have used that the total number of
injective functions from Z, — £ is p!). Using X to be the set of the “good” ¢’s, Y to be the set of encodings,
R to be the set of cartesian product of the domains of iy, --- i, v, m, the set of all random tapes of R, the
set of all random tapes of Ro and L, it follows from Lemma 5.3.9 and Proposition 11.1.1 that

6
log (Pr [Decoding is correct]) <s + (2 — 1) log <1 + q)
p

—llog (2 p ) —loge .
8¢2(2k + 2 + 3¢)
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We have from Lemma 5.3.9 that Pr[Decoding is correct] > €. Therefore,

6q D
21 < 2g — 1)1 1+—] =11 .
oge < s+ (2¢—1) og< +p) l0g<8q2(2k+2+3q)>

Since Pr[Gis = true] = 2¢, using (5.19) and (5.20) we have,

l 2g—1
8¢2(2k +2+3 2 6g\ > K24k +2
¢2k+2+ ‘I)) <1+q> G REAREe
p p p

Pr[Gs = true] < 2-22 (

5.3.5 Proof of Lemma 5.3.9

We provided the intuition behind our compression of ¢ in Section 5.3.4. We formally define the Encode, Decode

algorithms here and then analyze the size of the encoding space for “good” o’s.

THE Encode PROCEDURE. As we have previously mentioned Encode simulates Gi3 to R1,R2 and then runs
R, again. The Encode procedure has been formally defined in Figures 5.18 and 5.19. We shall next explain
the pseudocode in detail and relate it to the intuition we provided in Section 5.3.4. In order to understand
the pseudocode of Encode, initially ignore the code involving T, Lbls, Vals, RLbls, Free, Srps;, Srps,.

First off, note that the oracles Eval(.,., 1), Eval(.,.,2),Eval(.,.,3) have identical outputs to the oracle
Eval(.,.) in Gy3 and the oracles O,(.,.,1),0,(.,.,2),0y(.,.,3) have identical outputs to the oracle O,(.,.) in
Gi13. As mentioned previously the randomness input to Encode i.e. iy,--- ,4,, v, 7 are distributed according to
the distribution of these values in Gy3. Observe that till Ro is run, Encode perfectly simulates Gi3 to R, Ra.
Then, R4 is run again. Recall that we treat Rq, R2 as deterministic without loss of generality (alternatively
we could have specified the random tape of these adversaries as an input to Encode, Decode). Therefore,
R1 shall make the same queries when it is run the second time as it did in its first run since it receives
identical answers to its queries (we have previously argued that the outputs of oracles Eval(., ., 1), Eval(., ., 3)
are identical and the outputs of oracles O,(.,.,1),0,(.,.,3) are identical on same inputs).

Now that we have explained the high-level structure of Encode and related it to the intuition provided
before, we shall delve into the details of its book-keeping. Recall that we say that a label has been seen by
Ry if it was an input to Ry, queried by R or an answer to a previously made Eval(.,.,1) query and a label
has been seen by Rs if it was an input to R, queried by Rs or an answer to a previously made Eval(., ., 2)
query. To begin with we note that the sets Z, X, )1, )s are never updated after R, is run in Encode and
hence are identical to what they would have been in Gi3 if the ¢ input to Encode was sampled.

The ordered first-in first-out (FIFO) list Lbls first contains the input labels of R, then the labels that
are answers to the Eval queries of Ry and had not been seen before by Ry (these labels are ordered in the

order of the queries). Next, it contains labels that are input to Rq that were not queried by R during its
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Procedure Encode(o, (i1, - ,ik,v,7)) :

X —{o(1),0(v),0(ir), -, 0(ie)}i Y1 « {o(1),0(v),0(i1), -, o(ir)}
bys1,- s e REVDOCD (6(1), 0(0), 0 (i), -, 0 (k)

Yo = {o(1),0(v),0(i1-v),- - ,0(ix-v)}; 2 — I

T « []; T.append((c(1),1,1)); T.append((c(v), v, 1))

For each j € [k] : T.append(o(i; - v),i; - v, 1))

Free « J;Srps; < &;Srps, «— F;n « 0;Inputs «— F;¢1 < 0;¢2 « 0
S, 85, sp = REVC DO (g 0(1),0(0), (i) - 0), -+, 0 ingry - v)
For each j € [k]:
If (o(ij),#,%) ¢ T then T.append((o(i;),%;,1));
¢,51,0 s — RYADOCI (6(1) 6(0),0(in), -, a(i))
Lbls « []; Vals « []; RLbls « []
For each j € [|T|]:
(s,m, f) « T[j]
If f =1 then Lbls.append(s)
If f =2 then Vals.append(m)
For each j € [p]:
If (6(j),#,*) ¢ T then RLbls.append(c(5))
If |Z] < I then return D

Else return (Lbls, RLbls, Vals, Srps,, Srps,, Inputs, Free, ¢)

Oracle Eval(a, b, 1) : Oracle O,(a,b,1) :
c«— oo™ (a) +o7(b)) c=o(v- -0 a))

If c ¢ Y1 then X < {c} V1 < {a, b}

V1 <~ {a,b,c} Return (b = ¢)
Return ¢

Figure 5.18: The first part of the Encode procedure. If |Z| < [, a fixed encoding D (the output of Encode
for some fixed o when |Z| > 1) is returned. The function T.append(tuple) appends tuple into T. The first
inserted tuple has index 1 and the index increases by 1 for every subsequent insertion. T[] returns the
tuple at index 4 in T. The function T(a) returns pre-image expression A such that (a, A,*) € T. The
function VarReduce(T, C, C”) equates expressions C' and C’, expresses the variable with highest subscript in

the equation (say X;) in terms of other variables, and substitutes X; throughout T.
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Oracle Eval(a, b, 2) :

c1«—c1+1
c—o(c '(a)+0 "' (b))
If a¢ Ys then
AddToTable(a, c1,1); Vo <= {a}
If b ¢ V> then
AddToTable(b, ¢1,2); Vo <~ {b}
If (c, #,+) ¢ T then
T.append(c, T(a) + T(b),1)
Vo = {c}
If 3j € [k] : ¢ = o(i;) then
Inputs - {(c1,3,4)}
VarReduce(T, T(a) + T(b), ;)
Else
If T(c) # T(a) + T(b) then
Srps, «= {(c1, T.index(c))}
VarReduce(T, T(a) + T(b), T(c))

Return ¢

Oracle O,(a,b,2) :

cp—c+1
c—o(v-o ' (a)
If a¢ Vs then
AddToTable(a, c1,1); V2 <= {a}
Ifb¢ Vs then
AddToTable(b, c1,2); Vo < {b}
If (c,#,%) ¢ T then
Return false
Else
If T(c) # vT(a) then
Srps, <= {(c1, T.index(c))}
VarReduce(T,vT(a), T(c))
Return (b = c)

Oracle Eval(a, b, 3) :

co«—co+1
c—o(c™"(a) + o7 (b))
If (a, #,+) ¢ T then T.append(l, 0" (a),2)
If (b, #,%) ¢ T then T.append(l,0*(b),2)
If (c, *,%) ¢ T then T.append(c, T(a) + T(b), 1)
Else
If T(c) # T(a) + T(b) then
Srps, <= {(c2, T.index(c))}
VarReduce(T, T(a) + T(b), T(c))

Return ¢

Oracle O,(a, b, 3) :

cog«—co+1
c—o(v-o*(a))
If (a, #,%) ¢ T then T.append(l,c~'(a),2)
If (b, #,%) ¢ T then T.append(l,0~*(b),?2)
If (c,#, %) ¢ T then return false
Else
If T(c) # vT(a)
Srps, <= {(c2, T.index(c))}
VarReduce(T,vT(a), T(c))
Return (b = c)

Procedure AddToTable(l, ¢, b) :
If 1€ X then
Z {1}

Else T.append(l, o 1(1),2)

163 € [K] : 1= 0(iy) then Inputs < {(c,b,)}: T.append(l ;.0)
Else Free <= {(c,b)};n < n + 1; T.append(1, X, 0)

Figure 5.19: Second part of the Encode procedure.
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Procedure Decode((Lbls, RLbls, Vals, Srps,, Srps,, Inputs, Free, ¢), (i1, - ,ir, v, 7)) :

For each j € Zp: 0(j) « L;z1 « 120 « L1523 «— 1; T « []

0(1) « Lbls[z1]; z1 < 21 + 1; T.append((c(1),1,1))

o(v) « Lbls[z1]; z1 « 21 + 1; T.append((c(v),v,1))

For each j € [k]: o(i; - v) « Lbls[z1]; z1 < 2z1 + 1; T.append((o(i; - v),i; - v,1))

n <« 0;c1 <« 0;c2 «— 0

Return o

St 8,0t RO D(6,0(1),0(0),0(ix) ), 0 lin v))
For each j € [k]: If o(ij) = L then o(ij) « Lbls[z1];21 « 21 + 1

Gr51, 0 sk RYMODOC D (0(1),0(0),0(0), s (in)

For each j € [|T|]: (s,m, f) « T[j];0(m) « s

For each j € [p]: If o(j) = L then o(j) « RLbls[z3]; 23 <« 23 + 1

Oracle Eval(a, b, 2) :

c1—c1+1
If (a, *,*) ¢ T then AddToTable(a, c1, 1)
If (b, #,#) ¢ T then AddToTable(b, ¢1,2)
If 3¢’ : (¢, T(a) + T(b),*) € T then
cec
Elseif 3¢ : (¢1,1) € Srps, then
(e, T(e), ) < T[i]
VarReduce(T, T(a) + T(b), T(c))
Else
c «— Lbls[z1];21 « 21 + 1
T.append(c, T(a) + T(b), 1)
If 35 € [k] : (c1,3,7) € Inputs then
o(ij) «c
VarReduce(T, T(a) + T(b), ;)

Return ¢

Oracle O,(a,b,2) :

cp«—c1+1
If (a, *, %) ¢ T then AddToTable(a, c1,1)
If (b, #, ) ¢ T then AddToTable(b, c1,2)
If 3c’ : (¢, vT(a), *) € T then
cc
Elseif 3¢ : (¢1,¢) € Srps; then
(e, T(e), ) < TIi]
VarReduce(T,vT(a), T(c))
Else return false

Return (b = c)

Figure 5.20: The first part of the Decode procedure. The function T.append(tuple) appends tuple into T.

The first inserted tuple has index 1 and the index increases by 1 for every subsequent insertion. T[¢] returns

the tuple at index 7 in T. The function T.index(a) returns the index of the tuple of the form (a, *, ) in T and

the function T(a) returns pre-image expression A such that (a, A, *) € T. The function VarReduce(T,C,C")

equates expressions C' and C’, expresses the variable with highest subscript in the equation (say X)) in terms

of other variables, and substitutes X; throughout T.
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Oracle Eval(a, b, 3) : Oracle O,(a,b,3) :
co—co+1 co«—co+1
If (a,*,*) ¢ T then If (a,#,%) ¢ T then
T.append(a, Vals[z2],2); 22 « 22 + 1 T.append(a, Vals[22],2); 22 « 22 + 1
If (b, *,*) ¢ T then If (b, #, %) ¢ T then
T.append(a, Vals[z2],2); 22 « 22 + 1 T.append(a, Vals[22],2); 22 « 22 + 1
If 3¢’ : (¢/, T(a) + T(b),#) € T then If 3¢’ : (¢, vT(a), *) € T then
cec c—c
Elseif 3i : (c2,7) € Srps, then Elseif 3i : (c2,1) € Srpsy then
(e, T(), /) < TIi] (e, T(c), /) < TIi]
VarReduce(T, T(a) + T(b), T(c)) VarReduce(T,vT(a), T(c)
Else Else return false
c «— Lbls[z1];21 « 21 + 1 Return (b = ¢)
T.append(c, C)
Return ¢

Procedure AddToTable(l, ¢, b) :

If 35 € [k] : (¢, b, 4) € Inputs then o(i;) « 1; T.append(l, i;, 0)
If (c,b) € Free then n « n + 1; T.append(l, X, 0)
If (L, %, %) ¢ T then T.append(l, Vals[z2],2); 22 « 22 + 1

Figure 5.21: The second part of the Decode procedure.

run (ordered in the order of inputs of R1). Finally, it contains labels that are answers to the Eval queries of
R1 during its second run that had not been seen by it before (during the second run) and are not among
labels seen by Ro during its run (again ordered in the order of the queries).

The ordered (FIFO) list Vals first contains the pre-image of the labels (i.e. values in Z,) that were queried
by R» that it had not seen before (these pre-images are ordered in the order of the queries). It also contains
the pre-image of the labels that queried by R, during its second run that had not been seen by it before
(during the second run) and are not among labels seen by Ry during its run (again ordered in the order of
the queries).

The set Inputs is used to keep track of the labels that are inputs to R; that Ro makes a query on or is
an answer to Ro’s Eval query. Each element of the set is a tuple that consists of the sequence number of

the query, a flag indicating whether the label was the first or the second label of a query or the output of a
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query and the j such that the label is o(i;).

The data structure T is an ordered list of tuples with each tuple consisting of a label, its pre-image
expression (as defined in Section 5.3.4) and a flag which takes value 0,1,2. The flag set to 1 indicates that
the label in the tuple needs to be written to the list Lbls and the flag set to 2 indicates that the pre-image
of the label in the tuple needs to be written to the list Vals. The tuples containing the input labels of Ro
are first added to T with the pre-image of the labels being the pre-image expression. For every unique label
seen by Ro a tuple containing the label is added to T when the label is queried or is an answer to a query.
When Rq queries a label, there might already be a tuple containing the label- in that case, no new tuple
containing the label is added to T. In case there was no tuple in T containing the queried label, the label
might either have been (a) an input to R4 or (b) a label that was an answer to R1’s Eval query and had not
been seen by R before the query or (c¢) neither of (a), (b). For case (a) and (c) the pre-image expression
for the label is its actual pre-image. For case (b), the pre-image expression of the label is a placeholder
variable X,, (with n incremented every time for a new placeholder). In this case, a tuple that consists of
the sequence number of the query, whether the label was the first or the second label of the query is added
to the set Free. Other than the input labels and the labels queried by Rs, the only labels seen by Ry are
the answers to the Eval queries. Consider an Eval query by Rs on labels a,b. Let ¢ = (o 1(a) + o~ 1(b)).
Suppose no tuple in T contains c, in that case a tuple containing the label ¢ and the pre-image expression
the sum of the pre-image expressions of labels a and b is added to T. On the other hand if T contains ¢
but its pre-image expression differs from the sum of the pre-image expressions of labels a and b, then c is a
surprise label as defined in Section 5.3.4. The two pre-image expressions are equated and the variable with
highest subscript in the equation (say X) is expressed in terms of other variables, and then X is substituted
throughout T (we name this the VarReduce procedure). A tuple that consists of the sequence number of the
query, the index of the tuple containing the label c is added to the set Srps;. As mentioned previously, a
surprise label may arise even for a O, query by Ro. Suppose an O, query was made on labels a, b. In this
case b is a surprise label if there is a tuple containing b such that the pre-image expression is different from
the pre-image expression of the a by v. Again, in this case in a similar fashion, one variable is substituted
throughout T using the VarReduce procedure and a tuple that consists of the sequence number of the query,

the index of the tuple containing the label b is added to the set Srps;.

After Ro finishes running, tuples containing input labels of R; that Ro did not see are added to T with
the pre-image expression being the actual pre-images (this ensures that all labels input to Ry are in T).
Next, when R; is run, for every unique label seen by R; by that is not contained in a tuple in T, a tuple
containing the label is added to T in the way similar to while running Ry with the only major differences

being (a) no placeholder variables are introduced in this run i.e. for input labels that were previously not
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in T, the pre-image expression is the pre-image of the label itself (b) surprises are kept track of in the set
Srps, in this case.

After R4 is run for the second time, the sets Lbls, Vals are populated based on the entries in T. All the
labels that are not in T are inserted into the list RLbls in lexicographical order of the pre-images. Finally if
|Z| < 1, the encoding D for some fixed o for which | Z| < [ is returned. Otherwise Lbls, RLbls, Vals, Srps;, Srps,,

Inputs, Free along with ¢, the state output by R is returned by Encode.

THE Decode PROCEDURE. The Decode procedure, as mentioned previously runs Ro and then R;. It starts
running Ry using the state ¢ and the first k + 2 labels in Lbls. It maintains the data structure T just like
Encode. It inserts tuples containing the input labels of Ry into T with the pre-image expressions being the
pre-images (which it gets from the input randomness). On an Eval or O, query on labels a, b, it first checks
if a tuple containing a is in T. If not it checks if a tuple containing the sequence number of the query, 1 and
some j € [k] is present in Inputs- if that is the case, the pre-image expression of a is i;. It then checks whether
a tuple containing the sequence number of the query and 1 is present in Free- in that case the pre-image
expression of a is a new placeholder variable X, (n is incremented). Otherwise, it reads the next value of
Vals and assigns it to the pre-image expression of a. For the other input label b, the same steps are followed.

In order to find the answer label for an Eval query, it first checks whether there is a tuple in Srps; with
the first entry being the sequence number of the query and some i- if that is the case the label in the "
tuple of T is returned as answer and the pre-image expression of the i*" tuple of T and the sum of the
pre-image expressions of the two inputs are equated and one variable is substituted throughout T using the
VarReduce procedure. Otherwise, it returns removes the top label from the list Lbls and returns it. It also
adds a tuple containing the label to T. The O, queries are answered in an analogous fashion. Also note that
for every label queried by Ro and every label that is an answer to Ro’s Eval query, the Decode procedure
checks whether it is an input label to Ry using the Inputs set.

After running Rs, some of the inputs to Ry might have been figured out using the set Inputs during Rs’s
query. The rest are obtained by removing the elements of the list Lbls and assigning them to unassigned
inputs of Ry. For each such label, a tuple containing the label is inserted to T. Then Decode runs R, with
the state ¢ and its input labels. The queries of R, are answered in a similar fashion like the queries of Rs.

After R has finished running, for every tuple in T, Decode assigns the labels to the pre-image expression
(we shall argue that if the input to Decode was a valid encoding i.e. not D, then after the execution of R4
all the pre-image expressions in T are actual pre-images i.e. there are no more placeholders in T). Finally,
the values in Z, that have not been assigned images are assigned images using the labels in RLbls.

We say that the output of Encode is a valid encoding if the output was produced after the check |Z] > 1

succeeded in Encode. We claim that Decode produces the correct ¢ whenever it receives a valid encoding as



149

input. The main observation here is that T is identically populated in Encode, Decode. From the pseudocode
and description above of Encode, Decode, it is not very difficult to infer correctness. Nonetheless, we provide
a proof sketch of correctness of decoding to Section 5.5.

Next we shall relate the probability of Encode returns a valid encoding to the probability of Ri, Ro
winning Gy3. We have already argued that the outputs of Eval(.,.,1),0,(.,., 1), Eval(.,.,2),0,(.,.,2) and the
sets Z, )1, Vs are identical in Gi3 and Encode and the outputs of Eval(., ., 3), O, (., ., 3) of Encode are identical
to the outputs of Eval(.,.,1),0,(.,.,1) of Gy3 respectively.

Therefore, G13 = true implies that |Z| > [ in Encode. So, for good ¢’s, the probability that Encode
produces a valid encoding (i.e. does not output D) is e.

Since, Encode produces a valid encoding whenever |Z| > [, i.e. whenever Gy3 outputs true given that o

was sampled in Gy3 we have,

Pr[Decoding is correct] > ¢ . (5.22)

At the end of execution of Encode, let |Lbls| = by, |RLbls| = by, [Vals| = o, |[Free| = f, |Inputs| = i, |Srps,| =
s1,|Srpsy| = s2,|T| = t. Let the size of the internal state output by Rq be s. We make the following

observations about the outputs of Encode.

- For every ¢ € Z,, exactly one of the following is true.

i is present in Vals.

— o (%) is present in Lbls.

— o(4) is present in RLbls.

— o(i) was queried by R9 and an entry was added to Inputs.

— o(i) was queried by Rs and an entry was added to Free.

Therefore, |Lbls| + |RLbls| + |Vals| + |Free| + |Inputs| = p i.e. by + b2 + 0+ f + i = p. Also note that
every label that is not present in T is added to RLbls, so bo =p—t and by =t —o0— (i + f)

- Since a placeholder X is introduced only when an entry is added to Free and at least one placeholder
is removed from T whenever an entry is added to Srps; or Srps,, we have |Srps; | + |Srps,| < |Free| i.e.

s$1+ sy < f.

- |Free| + |Inputs| = | Z| because every entry in Z is in one of Free, Inputs. We also have that |Z| > [ (for

any encoding that is output, including D). It follows that |Free| + |Inputs| >l ie. f+i> 1
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Claim 5.3.10. If o is “good” then the size of the encoding space is at most

(2¢=1) —l
oopi(1+ % P .
P 8¢*(2k + 2+ 3q)

Proof. Below, we establish upper bounds on the number of possibilities of various components present in

the encoding.

- Each entry in Free is a tuple where the first element is in [¢] and the second element is in [2]. There

are f entries in total. Therefore, the number of possibilities of Free is (2q)/.

- Since each entry in Srps; consists of triple whose first element is in [g], second element is in [¢] (an

index of T). Therefore, the number of possibilities of Srps; is (2tq)%*.

- Since each entry in Srps, consists of triple whose first element is in [g], second element is in [t].

Therefore, the number of possibilities of Srps, is (2tq)*2.

- Each entry of Inputs consists of a tuple whose first element is in [¢] and the second element is in [3]

and the third element is in [k]. Since there are i entries in total, there are at most (3¢k)? possibilities.

- The list values has o entries. Since 2k+2 values are already known to not be in Vals (as 1, v, 4y, - - , i, i1-
v,- - ,ig---v will never be in Vals) and all the entries are distinct and are in Z,,, there are (p_QOk_Q) o!
possibilities.

- The list Lbls has by =t — o0 — (i + f) distinct labels each of which are in £ (a set of size p). Hence, the

total number of possibilities are at most (tfofp(iJrf)) (t—o—(0G+ ).

- Since the labels being added to the list RLbls are the only ones absent in T, and T is fully populated
in Decode before RLbls is used, it suffices to remember their lexicographical ordering. There are p — ¢

known distinct labels in RLbls. The number of possibilities are (p — ¢)! .

- The state output by R; is s bits, hence the number of possibilities are 2°.

The encoding space is at most the product of the number of possibilities of all the components. Hence, the

size of the encoding space is upper bounded by

2%(29)7 (2tq)*1+%2) (3¢k)" (p —2k - 2) 0!( p(i N f)> (t—o—(Gi+f)p—1)".

10) t—o—
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Since s1 + so < f, and 4t > 3k (since t = 2k + 2), the size of the encoding space is at most

2° (4tq®) I+ (p_%_2>o!< P >(t—o—(z‘+f))!(p—t)!-

0 t—o—(i+f)

Since o < 2g — |Z| < 2¢ — 1 (as Vals, Z are populated only for labels on which queries are made), we have

(1o s ) =oM<t (o b )

t—o—(i+f p—2k—2—-(G+ )l p—t+o+i+ f)!
<p(P=2=2°
(p—t)orits
2q—1
p—2k—2 s
)| —)—@+5)
p( p— ) (p—1)
Since t < 2k + 2 + 3¢ (size of T can increase by at most 3 on every query), i + f = [, o < 2¢ — [, and

p—2k—2—3q =1L (because 6¢ < p — 4k — 4) we have the size of the encoding space is at most

2sp' - @ (2¢—1) » —1
' P 8¢2(2k + 2 + 3q) '

This concludes the proof. [ |

5.4 Conclusions

Despite a clear restriction of our result to straightline reductions, we believe the main contribution of this
work is the introduction of novel techniques for proving lower bounds on the memory of reductions that
will find wider applicability. In particular, we clearly departed from the framework of prior works [ACFK17,
WMHT18] tailored at the usage of lower bounds for streaming algorithms, and provided the first lower bound
for “algebraic” proofs in the public-key domain. The idea of a problem-specific proof of memory could be
helpful elsewhere.

Of course, there are several open problems. It seems very hard to study the role of rewinding for such
reductions. In particular, the natural approach is to resort to techniques from communication complexity
(and their incarnation as streaming lower bounds), as they are amenable to the multi-pass case. The
simple combinatorial nature of these lower bounds however is at odds with the heavily structured oracles
we encounter in the generic group model. Another problem we failed to solve is to give an adversary A in
our proof which uses little memory — we discuss a candidate in the body, but analyzing it seems to give us
difficulties similar to those of rewinding.

This latter point makes a clear distinction, not discussed by prior works, between the way in which we
prove memory-tightness (via reductions using small memory), and its most general interpretation, as defined

in [ACFK17], which would allow the reduction to adapt its memory usage to that of A.
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5.5 Proof Sketch of Correctness of Decoding in Section 5.3.5

We shall argue that Decode produces the correct ¢ whenever it receives a valid encoding as input. So we
assume throughout that the input to Decode is a valid encoding.

We shall show that T is identically populated in Encode, Decode and the answers to the queries of Ro, Ry
are identical in Encode, Decode. This would mean that the runs of R, R; would be identical in Encode,
Decode since answers to every query is identical in Encode, Decode. In Encode, after running R, note that
T does not have any placeholder variables remaining because all the elements were Z were answers to R
and would have had the placeholder variables for their pre-images removed by the time R finishes. So,
all the tuples of T are triples of labels, pre-images and the flag after running R;. Since Encode returns a
valid encoding (i.e. the check |Z| = [ succeeds), the labels in RLbls are the ones absent in T appended in
the lexicographical order of their pre-images. Now we shall use the fact that T is identical in Decode after
running R; i.e. 1l the tuples of T are triples of labels, pre-images and the flag after running R;. Note that
in Decode, the labels in T are correctly assigned to their pre-images and all unassigned pre-images in Z, are
assigned the labels in RLbls sequentially i.e. for all z € Z,, o(x) is recovered correctly. Therefore Decode
produces the correct . So all we need to show now is that T is identically populated in Encode, Decode and

answers to every query is identical in Encode, Decode.

T IS IDENTICALLY POPULATED AND QUERIES ARE ANSWERED IDENTICALLY IN Encode, Decode. In Encode,
since T is created after R is run for the first time, T is not affected by the first run of R;. Now, observe
that the first k 4+ 2 tuples appended to T are (o(1),1,1), (o(v),v, 1), (o(i1 - v),41 v, 1), -+, (o(ig V), g - v, 1)
in Encode. It follows that o(1),0(v),---,0(i1 - v),--- ,0(ix - v) are the first k + 2 labels appended to Lbls.
This means that in Decode, o(1),0(v), o(i; - v)’s are correctly assigned using the first k£ + 2 labels in Lbls
and the first £ + 2 tuples in T are the same as that in Encode. This means the first k£ + 2 tuples are
identically populated in T in Encode, Decode. Next, we sketch a proof that T is identically populated in
Encode, Decode on every query made by Rq,Ri. We shall also show that the answers to the queries are
identical in Encode, Decode. Note that T is modified only by the append and VarReduce operations. We shall
be using the phrase “a label 1is not in T” to mean (L, %, %) ¢ T throughout this proof sketch.

We shall first show that T is identical in Encode, Decode after an Eval(.,.,2) query if it was identical
in Encode, Decode before the query and that the answer to the query is identical in Encode, Decode. We
can prove a similar statement about O,(.,.,2) queries analogously. We shall then show T is identical in
Encode, Decode after before R is run in both of them for the last time. Then we shall that T is identical in
Encode, Decode after an Eval(.,.,3) or Oy(.,.,3) query if it was identical in Encode, Decode before the query
and that the answers to the queries are identical in Encode, Decode. This would conclude our proof that T

is identically populated in Encode, Decode and that the queries of Ro and R4 are answered identically.
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Assuming that T is identical in Encode, Decode before an Eval(.,.,2) query, we show that T is identical
after the query in Encode, Decode and the answer to the query is identical in Encode, Decode. In Encode,
when an Eval(., .,2) query (assume the query sequence number is ¢;) is made by Rs, AddToTable is invoked
on the input labels if they are not present in T (the input label not being in ) is equivalent to it not being in
T). Suppose lis such an input label that is not present in T in Encode- this also means that 1 is not present in
T in Decode from our assumption. Therefore, AddToTable(l, ¢,b) would be invoked in both Encode, Decode.

There are three possibilities.

1. In Encode, 1 € X and for some j € [k], 1 = o(7;). In this case, observe that (c,b, j) is added to Inputs.
Since, this is the only point where tuples of the form (x,1,#), (,2, %) are added to Inputs in Encode,
the equivalent condition in Decode is that there exists some j € [k] such that (¢,b,j) € Inputs. Note

that the same tuple is appended to T in Encode, Decode when these equivalent conditions are true.

2. In Encode, 1 € X and for no j € [k], 1 = (i;). In this case, observe that (c,b) is added to Free. Since,
this is the only point where tuples are added to Free in Encode, the equivalent condition in Decode is
(c,b) € Free. Again, note that the same tuple is appended to T in Encode, Decode when these equivalent

conditions are true.

3. In Encode, neither of the previous two conditions are true. In Decode, note that when AddToTable was
invoked, 1 was not present in T and if either of the preceding two conditions were true, then a tuple
containing 1 was appended to T. Therefore, 1is not in T if and only if neither of the preceding conditions
are true. Since the two preceding conditions are equivalent in Encode, Decode, the complement of the
disjunction of the two conditions are also equivalent in Encode, Decode. Since the tuple (1,071(1),2) is
added to T in Encode, it is easy to see that o~!(1) is the element popped out to the list Vals. Therefore,

again the same tuple is appended to T in Encode, Decode.

Therefore, after the invocation of AddToTable function, T is identical in Encode, Decode.

Note that the condition that c is in T and T(c) # T(a)+ T(b) in Encode implies that there does not exist
¢’ such that (¢/, T(a) + T(b),*) € T. Also a tuple of the form (cy, *) is added to Srps; in Encode if and only
if cisin T and T(c) # T(a)+ T(b). Therefore, the condition ¢ is in T and T(c) # T(a) + T(b) is equivalent
to the condition that there does not exist ¢’ such that (¢, T(a) + T(b), *) € T and there is some ¢ such that
(c1,1) € Srps; in Decode. Since T is identical up until this point, the operation VarReduce is identical in
Encode, Decode.

The only other point when tuples are appended to T in Encode on an Eval(a, b,2) query is when a tuple

containing ¢ (the answer of the Eval query) is added. Note that a tuple containing ¢ is added to T in
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Encode if ¢ is not in T. If ¢ is not in T, then (¥, T(a) + T(b),*) ¢ T which in turn implies that no tuple
of the form of (c1,*) was added to Srps;. Therefore the equivalent condition in Decode is that for no ¢/,
(c/,T(a)+T(b),+) € T and for no %, (¢1,) € Srps;. It is easy to see that c is the label popped from the list Lbls
in Decode when the condition is true. Therefore, again, the same tuple is appended to T in Encode, Decode.
Also, the same label is the answer to the Eval query in Encode, Decode. Again, the condition ¢ is not in T
and for some j € [k], ¢ = 0(i;) in Encode is equivalent to the condition that for no ¢/, (¢, T(a)+ T(b),*) e T
and for no i, (¢1,7) € Srps; and for some j € [k], (c1,3,75) € Inputs because a tuple of the form (¢, 3, #)
is added to Inputs if and only if ¢ is not in T and for some j € [k] : ¢ = o(i;) in Encode. Therefore, the
VarReduce operation is identical in Encode, Decode. Also, in this case the same label o(i;) is returned in
Encode, Decode. In Encode, the condition ¢ is in T and T(c) = T(a) + T(b) is equivalent to the condition
there exists ¢’ such that (c¢’, T(a) + T(b), *) € T. Since, T is identical up until this point in Encode, Decode,
the condition c is in T and T(c) = T(a) + T(b) in Encode is equivalent condition (c, T(a) + T(b),*) € T in
Decode. Note that for this equivalent condition, no changes are made to T in Encode, Decode and the same

label is returned in both procedures.

Thus, we have argued that the changes to T and the answer is identical in Encode, Decode on an Eval(., ., 2)
query. Therefore, if T was identical in Encode, Decode before an Eval(., .,2) query, it remains identical after

the query too and the answer of the Eval(.,.,2) query is identical in Encode, Decode.

Using very similar arguments we can prove that if T was identical in Encode, Decode before an O,(., .,2)
query, it remains identical after the query too and the answer of the O, (., ., 2) query is identical in Encode, Decode.

We omit the proof since it is very similar to the previous one.

Since T was identical before running Rs in Encode, Decode, it remains identical after running R, since
the changes made on each Eval(.,.,2),0,(.,.,2) query are identical in Encode, Decode and all the answers to
queries of R are identical in Encode, Decode. In Encode, the condition o(i;) is not in T is equivalent to the
condition o(i;) = 1 in Decode because whenever a tuple of containing o(i,;) was appended to T in Decode,
the value of o(i;) was set and for o(¢;)’s not in T, the value of o(i;) is L. Therefore, T remains identical in

Encode, Decode till before running R; in Encode, Decode.

Just like we argued that T remains identical after running Ro and all the answers to queries of Ry are
identical in Encode, Decode, we can use very similar arguments to prove the T remains identical after running
R1 in Encode, Decode and all the answers to queries of Ry are identical in Encode, Decode. We omit the

proof since it is very similar to the proof before.

There are no other changes to T after running R, in Encode, Decode. Therefore, T is identical in

Encode, Decode and all the answers to queries of Ry, R1 are identical in Encode, Decode.
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5.6 Rewinding: Conjecture and Obstacles

We briefly discuss the barriers in extending our result to consider rewinding.

A REDUCTION. First off, we informally describe a reduction R that does rewind the adversary .4 and answers
all the H, H, queries using O(klog k + logp) bits of memory where & is the total number of H and H, query
A makes. To simulate the random oracle in a memory-efficient way, the reduction R uses a PRF with key

ks whose domain is £ and range is {0, 1}"ten

and a list L. It keeps a counter on the number of queries by
A and increments it by 1 on each H and H, query. The reduction R samples a key k; (assume k; can be
expressed in r bits) for the PRF and initializes L to empty before running A.

For the first query made by A (H or H,), R responds with PRF(ks,1) and appends 1 to L. If the i‘h
query by A is a H, query on a, R records a, rewinds A to its beginning, and checks if A had made a H, query
on a before the i*® query or if A had made a H query on b such that O,(a,b) = 1 before the i*" query. If A
does find either of these to be true on the j** query, R appends L[j] to L. Similarly, if the i*" query by A is
a H query on a, R records a, rewinds A to its beginning, and checks if .4 had made a H query on a before
the i*" query or if A had made a H, query on b such that O,(b,a) = 1 before the i*" query. If A does find
either of these to be true on the ;" query, R appends L[j] to L. While rewinding, R answers the ¢ query
(t <) by PRF(ky, L[t]). Clearly, using this strategy, R simulates the answers to the queries of A correctly.
Note that k¢ can be expressed in 7 bits, L can be expressed in at most klog £ bits, a can be expressed in at

most log p bits and the query sequence number can be expressed in at most log k bits. Therefore, R uses at

most r + klogk + logp + logk = O(klog k + logp) bits of memory.

REMARKS. Note that even if R rewinds A, R needs to answer the queries of A from its beginning to the point
where R rewound it, again. Therefore, it seems unavoidable that R needs to remember some information
about each query of A. Since there are k queries, this information would take at least log k bits for each
query (since answer to each query could be unique) and klogk bits in total. Hence, we conjecture a lower
bound of Q(klog k) bits even when R rewinds A.

We are not aware of any techniques that could help us establish this bound, and this appears a much

harder problem than the straightline case.
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Chapter 6

A GENERIC MEMORY-TIGHTNESS IMPOSSIBILITY FOR
INDR + CTXT = AE

A meaningful question is whether we can give a memory-tight reduction beyond the setting of channels,
and reduce AE security to INDR and CTXT security in the most general sense. In this chapter, we show
that this is unlikely by giving impossibility results for black-box reductions. This chapter is based on our
work in [GJT20].

We consider reductions to INDR and CTXT which are restricted, but note that all prior impossibility
results on memory-tight reductions [ACFK17, WMHT18, GT20] make similar or stronger restrictions. In
particular, we require the reductions to simulate their encryption oracles “faithfully” to an AE adversary,
i.e., if they answer an encryption query with a ciphertext C, the same query (1) has been asked to the
encryption oracle available to the reduction and (2) it has returned C. This restriction is natural, and we

are not aware of any reductions evading it.

STRAIGHTLINE REDUCTIONS. Our first result builds an (inefficient) adversary A against AE security which
no straightline reduction can use to (1) break CTXT security (regardless of the memory available to the
reduction) or, more importantly, to (2) break INDR security (unless the reduction uses an amount of memory
proportional to the query complexity of the adversary). Moreover, A uses little memory, and thus our result
implies impossibility even for “weakly memory-tight reductions” which adapt their memory usage. This is
unlike recent works [WMHT18, GT20], which only rule out reductions with memory independent of that of
the adversary.

At a high level, A forces the reduction to complete a memory-hard task before being useful. If the
reduction succeeds, A executes an (inefficient) procedure to break INDR security. (And importantly, this
procedure does not help in breaking CTXT security!) More in detail, the first part of A’s execution consists
of challenge rounds. In each of these rounds, A encrypts random plaintexts My, ..., M,, which result in
ciphertexts Ci,...,C,, and also picks a random index i* € [u]. It then asks for the decryption of Cjx,
and checks whether the response equals M;x. If so, it moves to the next round, if not it aborts by doing
something useless. Only if all rounds are successful A proceeds to break INDR security. We use techniques
borrowed from the setting of random oracles with auxiliary input (AI-ROM) [CDGS18] to prove that the
probability that all rounds are successful decays exponentially as long as the reduction’s memory does not

fit all of M, ..., M,.
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FuLL REWINDING. The restriction to straightline reductions seem too restrictive: After all, a reduction could
(1) wait for a decryption query Cjx, then (2) rewind the adversary to re-ask Mi, Mo, ... until M;« is asked.
The caveat is that our definition of INDR security does not allow for re-asking encryption queries (again, as
pointed out above, such a notion would prevent us from using the results of [JT19, Din20]). Therefore, if we
assume that all the reduction can do is remember (say) S plaintext-ciphertext pairs, the above adversary A
will fail to pass a challenge round with probability at least 1 — .S/u.

Still, this does not mean that rewinding cannot help when allowing more general adversarial strategies.
While handling arbitrary rewinding appears to be out of reach, we make partial progress by extending our
proof (and our construction of A) to show that “full” rewinding (i.e., re-running A4 from the beginning) does
not help. This is the same rewinding model considered in prior memory-tightness lower bounds [ACFK17].
However, in those results, one obtains a rewinding-memory tradeoffs (in that reducing memory would require
more rewinding). Here, our result is absolute, in the sense that if memory is too small, no amount of rewinding

can help.
6.1 Negative Results for Memory-tight AE Reductions

In this section we give impossibility results for giving a memory-tight reduction (for a natural restricted
class of black-box reductions) from AE-m security to nonce-respecting INDR and CTXT-1 security. This

establishes that our restriction to the channel setting for Section 3.3 was necessary for our positive results.

BLACK-BOX REDUCTIONS. A reduction R maps an adversary A to an adversary R[.A]. We consider reduc-
tions that run an AE-m adversary A in a black-box manner as shown in Fig. 6.1. It starts with initial state
o output by R.Init. The parameter R.rew determines how many times R will perform a full rewind of A.
Then it runs A while simulating its encryption and decryption oracles. For every encryption query, R runs
R.SimEnc with the query and its state as input to produce the updated state, a flag rf, and a ciphertext. If
the flag rf is true, then R starts running A from the beginning again. Otherwise, it answers with the query
answer R.SimEnc returned. Decryption queries are handled analogously. If R did not rewind A before A
finished its execution, then it runs R.Upd on A’s output to updates its state and starts running 4 from the
beginning if has not already rewinded R.rew times. Finally, R outputs whatever R.F*"¢"(g) returns. The

following definition captures some restrictions we will place on reductions.

Definition 6.1.1. Let R be a reduction using the syntax from Fig. 6.1. It is full-rewinding if R.rew > 0
or straightline if R.rew = 0. It is nonce-respecting if R[.A] is nonce-respecting when A is nonce-respecting.
It is faithful if R[A] answers encryption queries of A consistent with its own encryption oracle, i.e., R
responds with C' on an encryption query made on (N, M), only if it previously queried its own encryption

oracle with (N, M) and received C as the answer.



158

Reduction R[.A]° Oracle RENC(N, M)

o «s RO.Init (o,rf,C) < R°.SimEnc(o, N, M)
i 0 If rf then goto NEXT

While 7 < R.rew do Return C

RENc,RDEC
bes A Oracle RDEC(N, C)

O
o s R°.Upd(a, b) (o, rf, M) «s R° .SimDec(o, N, C)
NEXT: 4« i+1 If rf then goto NEXT
Return RC.F™™"(g) Return M

Figure 6.1: Syntax of a black-box reduction R running AE-1 adversary A. We represent the oracles R has

access to collectively as O.

ADDITIONAL NOTATION. We fix an understood nonce-based encryption scheme NE for which we assume that
{0,1}™ < NE.M. We also assume N x N € NE.N and we use N = NE.N as shorthand. We assume that
[NE.K] = {0, 1}¥. We let C = {0, 1}NE<m) " We also introduce some new notation for the complexity of an
algorithm A. First, Mem(.A) is defined as the number of bits of memory that A uses. The total number of
queries to its oracles is Query(A), and the number of computation steps Time(.A). For a reduction R we
use Mem(R) to denote the number of bits of memory that R uses in addition any memory of the adversary

it runs.

INFORMATION THEORETIC LEMMA. We give a lemma that will be a useful sub-component of our proofs. It
pertains to game Gi;j,ﬁ;‘"r in Fig. 6.2. It is an r-round game, played by a two-stage adversary (D1, D2). In
each round, D, gets state o from the prior round, along with u random strings M, ..., M, each of length m.
Adversary D; outputs state o which is input to Dy along with a randomly sampled index j* from [u]. Then
D, outputs a string M and state o that is passed to D; in the next round. If M = Mj;«, we say that (D;,Ds)
has answered the challenge of this round correctly. If (D;,Ds3) answers all the r challenges correctly, the

game returns true. Otherwise it returns false. We define Advifjf,?"r(l)l, Dy) = Pr[Glhr(Dy, Dy)]. Adversary

(D1, Ds) is S-bounded if the state output by D; is at most S bits long. We can prove the following.
Lemma 6.1.2. If (Dq,Ds) is S-bounded, then

AV (D, Dy) < <2(S+m) 3 )r |

u om
The proof reduces to the r = 1 case and analyzes this case using techniques from the AI-ROM set-

ting [CDGS18].
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Game Gi:f,r{"r (D1, Do)

o« 1
For i € [r] do
For j € [u] do
M {0, 1}™
o« Di(o, My,...,M,)
7* sl
(0, M) « Ds(0,5%)
If M;s # M then return false

Return true

Figure 6.2: Information theoretic game played by adversary (D1, Ds).

Proof. We split this lemma into the following two claims. The first claim bounds advantage of any S-
bounded adversary playing the one round version of the game (r = 1). The second step bounds the advantage

of an adversary playing the full r rounds in using an adversary playing only one round.

m

Claim 6.1.3. If (Dy,Ds) is S-bounded, then Adejﬁi’"l(Dl,Dz) < 25*% + Qi

Claim 6.1.4. If Advi "™ (Dy,Ds) < € for all S-bounded (D, Ds), then Advi o' (D%, D) < & for all

u,m

and all S-bounded (Df,DY).

FIRST cLAIM. In order to show the upper bound on Advit_ChH(Dl, Ds), we first define the game Gzt'rlf:;h' in

u,m

Fig. 6.3. It is the “Bit-Fixed Random Oracle” [CDGS18] version of G"""1. (The sequence of u random

w,m
strings that are input to the adversary can be viewed as a random oracle [u] — {0,1}".) This game is played
by a two-stage adversary (B, Bs2). The first stage By outputs two lists I and @, each of length P. All the
entries of I are in [u] and all the entries of @ are in {0,1}". Then u bit-strings My, -, M, are sampled
uniformly at random from {0, 1}"*. For each j € [P], the bit-string M; is overwritten by Q[j], where i = I[j].
The second stage adversary Bs is given the lists and a randomly sampled j* as input. It returns M € {0, 1}™.
The game returns true if M = M;+ and false otherwise. We define Advzf;;f:fgh'(lgl, By) = Pr[GET (B, By)].

We claim that Advi'ﬁ}hl(Bl,Bg) < £ 4 5. The first term captures the probability that j* is in I.
The second term captures the probability that By guesses the random string M € {0,1} when j* is not
in I. Since (D1, D3) is S-bounded, Theorem 6 of [CDGS18] gives that for any P € N and every v > 0, if

P > S +logy~! then there exists an adversary (By, Bs) such that

AdVZ?ﬁsl_l(Dth) < 9. Adbe_it_Chl(Bl,BQ) .

u,m,P
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Game G2 8(By, Bo) Adversary Dy (L, My, -+, M,)
(I,Q)e«sB1 // |I|=|Q|=P While(true)
For j € [u] do win « 1;¢ « L
M; «s{0,1}™ For k € [i — 1] do
For j € [P] do For j € [u] do
My < Qljl Mj s {0,1}™
j* s u] b« D (6, M, M)
M s Ba(1,Q,5%) j* s [u]
If M;% # M then return false (¢, M) <« DX (9, 5™)
Return true If M' # M]'* then win « 0
If win = 1 then break
¢ < DY (¢, My, -+, M)
Return ¢

Figure 6.3: Game GZf;if:I%h' and adversary D} used in the proof of Lemma 6.1.2.

Setting v = 2%,7 and P = S + m, gives the claimed bound.

SECOND CLAIM. Let us assume, towards contradiction, that there exists S-bounded (Df, D) such that
Advi:f,?l""(l)f, D3) > e” # 0. Then we can construct an adversary (D}, D}) such that Adviﬁjf:f"l( 1, Dy) > e.

We give D} in Fig. 6.3 and let Dy = Di. We say (D¥, D}) wins round j if GI"$"™" did not return false before
the (7 + 1) iteration. It follows that,

Advtﬂ"’r(Df, Di) = H Pr[(Df, D3) wins round j | (D}, D3) wins round j — 1].
j=1

Since Advi;;:"r(Dj“, D) > ", there must exist some i € [r], such that,
Pr[(Df,D5) wins round i | (D}, D3) wins round i — 1] > ¢ .

Adversary D} keeps running (D5, D) until it wins round ¢ — 1 on randomly generated M; ;’s. Once this
occurs Df runs DF on its own inputs and returns the state returned by Df. Adversary D) runs D on its own

inputs and returns whatever Di returns. Note that (D], D5) is S-bounded because (D§,D}) is. Moreover,
Pr[Gyst! (D}, D4)] = Pr[(Df,Dj) win round i | (Df, D}) win round i — 1] .

Thus Advif?f:'_r( 1, DS) > e, which contradicts our assumption.
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6.1.1 Memory Lower Bound for Straightline Reductions

Our first theorem shows that it is not possible to give memory-tight, straightline reductions proving the
AE-1 security of an encryption scheme from its INDR and CTXT-1 security. (As the theorem statement is

somewhat complicated, we will describe how to interpret it below.)

Theorem 6.1.5 (Impossibility for straightline reductions). Let NE be a nonce-based encryption scheme.
Fiz u,r € N and define the nonce-respecting adversary A as shown in Fig. 6.5. Let R be a straightline,
nonce-respecting, faithful black-box reduction from AE-1 to nonce-respecting INDR with Mem(R) = S. Let
R’ be a straightline, nonce-respecting, faithful reduction from AE-1 to CTXT-1. Then, we can construct

adversaries C and W such that,

. se- 2k|
(i) AdvRE' (A) > 1 - 92NE.c(ml) ’
. 2(5 +1 k) +2ml 3\ .
(i) Adv',{,'g'(R[A])<2-< (5+ Ogr;r )+ 2m +2m|> + 4. AdVRE(C)

(i) AdvRe™ (R'[A]) < AdvRe™ (R'[WV]) -

Moreover, A satisfies Query(A) = (u+1)-r+2 and Mem(A) < 2kl +2ml+ 2NE.cl(ml) +21log [N| +logu - r.
Also C and W satisfy Query(C) < Query(R) + Query(A), Time(C) € O(Query(A) + Time(R)), and
Query(W) = Query(A) and Time(W) € O(Query(.A)).

To interpret this theorem, assume that the parameters of NE are such that the advantage of A is essentially
one. Hence, a successful pair of reductions R and R’ would need at least one of R[A] or R’[A] to have high
advantage. For memory-tight R and R’ we expect there to be linear functions f; and fo such that their local
computation time and memory usage when interacting with an adversary A would be bounded by f1(g4)
and fo(s4) where g4 = Query(A) and s4 = Mem(A).

Suppose this was the case. Then we can fix upper bounds for log(u) and log(r), determining the memory
usage of A and hence f1(s4) = S. Now we can pick reasonable u and r such that, 2- (w + %) '
is very small (by say making the inside of the parenthesis less than 1/2 and setting » = 128). Then, for
one of the reductions to have high advantage, one of C or R'[W] would have to have high advantage. But
the efficiencies of these are bounded as small functions of the query complexity of A (rather than its local

runtime) so cannot be too large. But then assuming security of NE prevents any of them from having high

advantage.
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Games Gj, G! Oracle ENCy (N, M)

b1 Co«sC

K* «sNE.K(); 0 «s R"™ Init C1 « NE.E(K*, N, M)

For i € [r] do Cy « NE.E(K*,N,0™)
¥ s [u] Return Cy

For j € [u] do

M;j s {0, 1}™; Nj « (i, )

(0,-,C;) «s R™% SIMENC(0, Nj, M)
(0,+, M) s R SIMDEC(0, N, Cjx)
If M # M;» then return false

Return true

Figure 6.4: Games G' and G} for b € {0, 1}. Highlighted code is only included in G*.

Proof. Consider the adversary A in Fig. 6.5 against AE-1 security of NE. Note that it is nonce-respecting.
It has a challenge phase followed by an invocation of B. Each iteration of the challenge phase consists
of A making u encryption queries with unique nonces and making one decryption query on one of the u
ciphertexts it received as answers chosen uniformly at random with its corresponding nonce. If the answer
of the decryption query is not consistent with the prior encryption query, A returns 1. There are r iterations
of the challenge phase. If these are all passed, A runs adversary B (shown on the right) with its ENC oracle
and outputs whatever B outputs. From the code of A we can see that it makes r - u + 2 encryption queries,

r decryption queries, and satisfies
Mem(A) < 2kl + 2ml + 2NE.cl(ml) + 2log |N| + logu - 7 .

To prove the theorem we need to separately establish the three advantage claims (and corresponding state-
ments about the efficiency of various algorithms). For the first claim, note that Advir='(A) = Advi='(B)
because M will always equal M;+ when A is playing GaNeg’lb. The simple analysis giving the needed bound on
AdviEz! (B) is deferred to Section 6.3.

For the third claim, consider adversary W defined as shown in Fig. 6.5. It is identical to A, except that
it calls £, which is similar to B but always returns 1. Because R’ is faithful, B would never return 0 when
run by R'[A] playing G5! so Advie™ ! (R'[A]) = Adviie " (R'[W]) holds trivially.

We spend the rest of the proof establishing the second claim. Consider the adversary S in Fig. 6.5. It
behaves identically to A until the flag bad is set. Using the Fundamental Lemma of Game Playing [BRO6],
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Adversaries APNGPEC [ GENCDEC] e, Drc Adversaries BENC, £ENC
For i € [r] do M, «s {0,1}™
j* s [u] My s {0, 1™
For j € [u] do N1« (0,1); N2 « (0,2)
M; s {0,1}™ Cy « ENC(Ny, M)
Nj « (i,5) Cy « ENC(Na2, M)
C; < ENc(N;, M;) For K € {0,1} do
M « DEC(N;x, Cjx) eq, « (NE.E(K, Ny, My) = C1)
If M # M then return 1 eq, < (NE.E(K, Na, M) = C2)
bad « true If eq, and eq, then return 1
Return B™; Return ¢ Return 0; Return 1

Figure 6.5: Adversaries against the AE-1 security of NE. Boxed code is only included in S. Highlighted code
is only included in A and B.

we can obtain for b € {0,1} that
|Pr [Gi,{,‘gfb(R[A])] — Pr [G',{,'grb(R[S])” < Pr [R[A] sets bad in Gi,{}gfb] .

Consider the games G for b € {0, 1} in Fig. 6.4. In it, we assume that R always outputs rf = false since it is
straightline. Note that G simulates the challenge phase of A and the game Gibndr to R perfectly, so it returns

true whenever R[A] would set bad is set in GI"". From this we can show
AdviiE (R[A]) < Advig'(R[S]) + Pr[G] + Pr[GY] . (6.1)

Now consider the game G! defined in the same figure. It is identical to either G except that it answers all
encryption queries with the encryption of the message 0™. We now state two lemmas which give bounds on
both Pr[G)]’s via G'. First, in Lemma 6.1.6, we use that the INDR security of NE implies G!’s encryption
oracle is indistinguishable from those in either Gg to transition to G'. Next, in Lemma 6.1.7 we give a bound
on Pr [Gl] which was obtained by using R to construct an adversary for GZ:,%*‘,"T and bounding its advantage

with Lemma 6.1.2. The proofs of these lemmas are deferred to Section 6.4.1 and Section 6.5, respectively.

Lemma 6.1.6. There exist adversaries C; and Co such that

Pr[G]

0 r [Gg] + Advi,\r,'g'(cl),
Pr[Gg]

<P
< Pr[G'] + Advig' (Ca)
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where GY and G are defined as in Fig. 6.4. Moreover Query(C;) < Query(R)+ Query(A) and Time(C;) €
O(Query(A) + Time(R)). Adversary Co’s complexity is the same.

Lemma 6.1.7. If R is a straightline, nonce-respecting, faithful black-box reduction from AE-1 to monce-

respecting INDR, with Mem(R) = S. Then,

l T
Pr[G!] < (2(S+ ogr + kl) + 2ml +23m|>
u

where G' is defined as in Fig. 6.4.

Applying these lemmas to equation (6.1) gives

S + logr + ki) + 2ml 3
_l’_ JR—
u oml

Adviid(R[A]) < 2- (2( ) + AdViRE (R[S]) + 2 - Adviig (Cy) + Advind"(Cy) .

To complete the proof, we combine the three INDR adversaries R[S], Ci, and C2. Let C be the INDR
adversary that randomly chooses one of R[S], C1, or Cy (with probabilities 1/4, 1/2, and 1/4, respectively)

then runs the adversary it chose, outputting whatever that adversary does. Simple calculations give
4- Adviie'(C) = AdvE (R[S]) + 2 - Adviie'(C1) + Advie(Ca) -

The claimed complexity of C follows from that of R[S], C1, and Cs.

6.1.2 Memory Lower Bound for Full-Rewinding Reductions

We can extend our result to cover full-rewinding reductions as captured by the following theorem. Its

interpretation works similarly to that of Thm. 6.1.5.

Theorem 6.1.8 (Impossibility for full-rewinding reductions). Let NE be a nonce-based encryption scheme.
Fiz u,r,c € N. We can construct a nonce-respecting adversary A such that for all full-rewinding, nonce-
respecting, restricted reductions R from AE-1 to nonce-respecting INDR with Mem(R) = S and all full-
rewinding, nonce-respecting, restricted reductions R’ from AE-1 to CTXT-1 there exist adversaries C and W
such that,

2k|

(i) AdVaNeE_l(A) = 1- 22NE.cI(mI) ’

. T S+1
(i) Advid(RIA]) < 2- (2(S+logr+kl)+2m| 3) . 9

indr
" ol SenEamy T 6 AdE (C),

(i) AdvRe™ (R'[A]) < Adve™ (R'[W)).
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Moreover, A satisfies Query(A) = ¢+ (u+ 1) - r + 2 and Mem(A) < 2kl + 2ml + 2NE.cl(ml) + 21og |N| +
logu - r. Also C and W satisfy Query(C) < Query(R)+ Query(A), Time(C) € O(Query(A) +Time(R)),
Query (W) = Query(A), and Time(W) € O(Query(A)).

The proof of this result has been deferred to Section 6.2. We give a very brief intuition about how this
impossibility proof proceeds. We define a new adversary that is similar to .4 used for the proof of Thm. 6.1.5,
but has an additional “buffer” phase before the challenge phase. In the buffer phase, it makes ¢ encryption
queries on a fixed message 0™ using different nonces. The key idea is that if the reduction rewinds the
adversary after going past the buffer phase and still manages to pass the challenge phase, it must have
remembered the ¢ ciphertexts. Because these ¢ ciphertexts look random (from the INDR security of NE), the
memory of the reduction has to grow with ¢. This rules out low memory reductions that pass the challenge
phase after rewinding the adversary after going past the buffer phase. As in the previous section, we can
show that if a reduction cannot pass the challenge phase, it cannot have a high advantage of breaking INDR,
security. If the reduction does not rewind after going past the buffer phase, we can bound its advantage

analogously to the straightline reduction case.
6.2 Proof of Theorem 6.1.8 (Impossibility for Full-Rewinding Reductions)

In this section we prove Thm. 6.1.8 which was given in Section 6.1.2.

Consider the adversary A shown in Fig. 6.6 playing against AE-1 security of NE. It has a buffer phase,
followed by a challenge phase, followed by an invocation of adversary B. In the buffer phase, A makes ¢
encryption queries on a fixed message 0™ using different nonces. The next phase is the challenge phase. Each
iteration of the challenge phase consists of A making u encryption queries to and asking for the decryption
of one randomly chosen ciphertext from the ones it received as the answer of the encryption queries. If
the answer of the decryption query is not consistent with the corresponding encryption query, then A halts
and returns 1. There are r iterations of the challenge phase. If all of these phases are passed, then A runs
adversary B which is defined in the same figure (identically to the B that was defined in Fig. 6.5). From
the code of A we can see that it makes r - u + ¢ + 2 encryption queries, r decryption queries, and satisfies
Mem(Az) < 2kl + 2ml 4+ 2NE.cl(ml) + 2log [N| + log u - r.

To prove the theorem we need to separately establish the three advantage claims (and corresponding

statements about the efficiency of various algorithms).

FIRST AND THIRD CLAIMS. For the first claim, note that Advie'(A) = Advie'(B) because M will always
equal M;x when A is playing Gz}, The simple analysis showingn that AdVAEL (B) = 1 — 2K /92NEcl(m]) jg
given in Section 6.3.

For the third claim, consider adversary W defined as shown in Fig. 6.6. It is identical to A, except that
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Adversaries ANGPEC [GENCDEC] ke, Drc Adversaries BENC, £ENC
For i € [¢] do // Buffer Phase My «s{0,1}™
N; « (r+1,4) M; s {0, 1}™
Ci « ENC(N;,0™) N1« (0,1); N2 « (0,2)
For i € [r] do // Challenge Phase C1 < ENC(N1, My)
J* s [u] Cs «— ENC(N2, M>)
For j € [u] do For K € {0,1} do
M; «s {0,1}™ eq, < (NE.E(K, N1, M) = C1)
N; « (4,7) eq, <« (NE.E(K, N2, M2) = Cs)
C; « ENc(Nj, Mj) If eq; and eq, then return 1
M « DEC(N;x,Cjx) Return 0; Return 1
If M # M+ then return 1
bad « true
Return BEN¢; Return 8N

Figure 6.6: Adversaries against the AE-1 security of NE used for proof of Thm. 6.1.8. Highlighted code is
only included in A. Boxed code is only included in S. Adversaries B (used by A) and & (used by W) are
repeated from Fig. 6.5.

it calls £ which is defined in the same figure (identically to the £ that was defined Fig. 6.5), which is similar
ctxt-1

to B but always returns 1. Because R’ is faithful, B would never return 0 when run by R'[.A] playing GRED
so AdviE"H(RITA]) = Advig™H (R'[W]) holds trivially.

SECOND CLAIM. We spend the rest of the proof establishing the second claim. Consider the adversary S
in Fig. 6.6. It behaves identically to A until the flag bad is set. Using the Fundamental Lemma of Game
Playing [BRO6], we obtain for b € {0,1} that

Pr[GRE, (R[A])] — Pr[GRE(R[S])]| < Pr[R[A] sets bad in GRg',] -

We will use the sequence of games shown in Fig. 6.7 to bound these probabilities that R[.A] sets bad. Start
by considering the games G for b € {0, 1}. They were obtained by plugging the code of R[.A] into G}{,“E’fb, then
changing the code to output true if R passes all of A’s challenges and output false otherwise (and adding a
flag crw that we will use later). In other words, GJ) outputs true whenever R[A] would set bad in Gijg",. This

gives us that

AdviiE (R[A]) < Adviie (R[S]) + Pr[G§] + Pr[GY] . (6.2)
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Games G}, [6'],

b1

K* «sNEK(); k « 0; 0 «s R™ Init
While k¥ < R.rew do
For i € [c] do // Buffer Phase
Ni «— (r +1,4)
(o, rf, C;) «s REY SimEnc(o, N;, 0™)
If rf then goto NEXT?2
For i € [r] do // Challenge Phase
7 s [ul
For j € [u] do
M; s {0, 13"
Nj < (i,5)
(o, rf, C}) «s R™ SimEnc(o, N;, M)
If rf then goto NEXT
(o, rf, M) s R™ SimDec(, N;x, C;x)
If rf then goto NEXT
If M # M+ then
o <3 R™% Upd(o, 1)
Goto NEXT
Return true
NEXT: crw « true; k «— R.rew + 1
NEXT2: k < k+1

Return false

Oracle ENcy (N, M)
CosC

Cy « NE.E(K*, N, M)
C1 < NE.E(K*,N,0™)]
Return C

Games G2,

be1
K* «sNE.K(); k « 0; 0 «s R Init
While & < R.rew do
For i € [c] do // Buffer Phase
N; « (r + 1,4)
(o, rf, C;) «s REY SimEnc(o, Ny, 0™)
If rf then goto NEXT2
For i € [r] do // Challenge Phase
5 s [l
For j € [u] do
M; s {0, 13"
Nj < (i,5)
(0, tf,C}) «s RFN SimEnc(o, N;, M;)
If rf then goto NEXT
(o, rf, M) «s R™ SimDec(, N, C;x)
If rf then goto NEXT
If M # M;% then
o <3 R™% Upd(a, 1)
Goto NEXT
Return true A crw
NEXT: crw « true
NEXT2: k< k+1

Return false

Oracle ENCy(N, M)

Cy « NE.E(K*,N,0™)
Ci«sC

Return C,

Figure 6.7: Sequence of games used in proof Theorem 6.1.8. On the left, boxed code is not included in
G! and highlighted code is only included in h?. On the right, highlighted code is included in both games

(indicating where they differ from G') and boxed code is only included in G>.
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Now consider the game G' defined in the same figure. It is identical to either G) except that it answers
all encryption queries with the encryption of the message 0™. The following lemma allows us to bound the
Pr [Gg] ’s using Pr[G'] and the advantage of two adversaries attacking the INDR security of NE. Its proof is

given in Section 6.4.2.

Lemma 6.2.1. There exist adversaries C1 and Co such that
Pr[GY] < Pr[GJ] + Adviie"(C1) and Pr[G)] < Pr[G'] + Advi (C2)

where GY and G are defined as in Fig. 6.7. Moreover Query(C;) < Query(R)+ Query(A) and Time(C;) €
O(Query(A) + Time(R)). Adversary C2’s complezity is the same.

Next we are going to bound Pr[G!] < Pr[h?] + Pr[G®]. Game h? does not let R rewind again if it has
already passed the buffer, so it captures the possibility that R passes the challenges on its first attempt
past the buffer. Game G2 only outputs true if R has passed the buffer, then rewinded, and then passed
the buffer again before successfully completing the challenge. To make this formal, let crw denote the event
that crw = true at the end of the execution of a game and Trw to denote the opposite event in the following

probability statements. We claim that,
Pr[G' ncw| < Pr[h?] and Pr[G' A crw] < Pr[G?]. (6.3)

The former of these holds because G! and h? are identical until crw has been set (and hence Pr [G1 A W] =
Pr [h1 A W]) The latter holds because G? is identical to G' except it only outputs true if G' would and
crw = true.

Because R only has one attempt to pass the challenge phase in h?, we can directly bound the probability

chl-r

17" and bounding its advantage with

that it succeeds in this by using R to construct an adversary for Gﬁ'

Lemma 6.1.2. This gives the following lemma.

Lemma 6.2.2. Let R be a full-rewinding, nonce-respecting, faithful black-box reduction from AE-1 to nonce-

respecting INDR with Mem(R) = S. Then,

Pr[1?] < (2(S+10gr+kl) + 2ml N 23m|)
u

where h? is defined as in Fig. 6.7.
Proof. Consider the adversary (D1, Dy) for Gﬁjfnk}"r defined in Fig. 6.8. It assumes that R will succeed in h?

and tries to use this to succeed in its own game. The first time D is executed (i.e. when ¢ = 1) it simulates

the buffer phase, allowing R to rewind up to R.rew times until R completes the buffer phase (if R never
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Adversary D1 (¢, M1, -+, Mu) Adversary D2 (¢, 5*)
If ¢ = L then (i, K*,0) « ¢2
K* « NE.K; k « 0; 0 «s REY Init Njx « (i,5%)
While k£ < R.rew do Cjx «— NE.E(K*, N;x,0™)
For i € [c] do // Buffer Phase (0,+, M) s R™.SimDec(N;x, C;x)
N; « (r+1,1) $p—(G+1,K* o)
(o, rf, C;) s R¥™°.SimEnc(o, N;, Mo) Return (¢, M)
If rf then goto NEXT?2 Oracle ENC(N, M)
Goto BUF-END Return NE.E(K*, N,0™)

NEXT2: k—k+1

BUF-END: ¢ « (1,K*,0)
(i, K*,0) « ¢1
For j € [u] do

N; « (i,7)

(0,-,C;) «s R¥™° SimEnc(o, N;, M)
¢« (i,K*,0)
Return ¢

Figure 6.8: Adversary (D;,D2) used to prove Lemma 6.2.3.

completes the buffer phase, reaching the code “Goto BUF-END”, then it couldn’t have won in h? so we do
not need to worry about the behavior of D; in this case).

After this, and in all subsequent executions, D; uses its input as the messages given to R in one iteration
of the challenge. We let D; ignore R’s output rf here because if R ever output rf = true then it would be
unable to win that execution of h?. Then D; halts, passing the current state of R to Dy which uses R to
attempt to answer its challenge.

The view of R is perfectly simulated for any execution of h? in which it would have succeeded, so
Pr[h?] < AdVZjﬂil_r(Dl,Dg). The state used by (D1, Ds) is a tuple ¢ = (i, K*, o) where |i| = logr, |[K*| = kI,

and |o| = S so (D1, Ds) is S + logr + kl-bounded. Applying Lemma 6.1.2 gives the claimed bound. [ |

We now state two lemmas which give us a bound on Pr [GQ] via G*. First, in Lemma 6.2.3 we use the
INDR security of NE to transition from G? to G* which is identical, except the encryption oracle returns
random ciphertexts to R. Its proof is given in Section 6.4.3. Now consider G3. The reduction R must pass

the buffer phase, then rewind, then pass the buffer phase again to win this game. Because it is faithful,
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passing the buffer phase the second time requires R to remember ¢ random ciphertexts. In Lemma 6.2.4, we
use a compression argument (via a lemma from [DTT10]) to give an information theoretic bound on Pr[G3].

Its proof is given in Section 6.6.

Lemma 6.2.3. There exists an adversary Cs such that
Pr[G?] < Pr[G’] + Advig'(Cs)

where G2 and G* are defined as in Fig. 6.7. Moreover, Query(C3) < Query(R)+Query(A) and Time(C3) €
O(Query(A) + Time(R)).

Lemma 6.2.4. Let R be a full-rewinding, nonce-respecting, faithful black-box reduction from AE-1 to nonce-

respecting INDR with Mem(R) = S. Then,

95 25
3 —
PriC] < 1o = zemeamy

where G* is defined as in Fig. 6.7.
We combine (in order) Equation 6.2, Lemma 6.2.1, Equation 6.3, and Lemma 6.2.3 to obtain

Adviie' (R[A]) < Adviie'(R[S]) + Pr[G§] + Pr [GY]

AdviE (R[S]) + Advig'(C1) +2 - Pr[Gp]

s mdr RIST) + Advlndr

[SD
[SD) e (C1) +
< Ad '“d'(R[S]) + AdviiE (C1) + 2+ (AdviE (C2) + Pr[G'])
e (R[S]) (C1) +2 - (AdViE'(C2) + Pr[h®] + Pr[G7])
ne (R[S]) (€1) +

R[S]) + Adviig" (C1) + 2 - (AdVjE(Ca) + Pr[h?] + Advig' (C5) + Pr [G]).

To complete the proof, we apply our information theoretic bounds from Lemma 6.2.3 and Lemma 6.2.4,
then combine the four INDR adversaries R[S], C1, C2, and Cs. Let C be the INDR adversary that randomly
chooses one of R[S], C1, Ca, and Cs (with probabilities 1/6, 1/6, 2/6, and 2/6, respectively), then runs the

adversary it chose, outputting whatever that adversary does. Simple calculations give

6 - Advie (C) = Advig (R[S]) + Advie (C1) + 2 - Adviie (C2) + 2 - AdviiE'(C3) -
The claimed complexity of C follows from that of R[S], C1, C2, and Cs.
6.3 Analysis of Brute-Force Adversary’s Advantage

We prove a bound on the advantage of the adversary B we use in the proofs of Thm. 6.1.5 and Thm. 6.1.8.
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Adversary CI™, Oracle SIMENC(N, M)

0 s ROMENC |njt Return ENc(N, M)

For i € [r] do Return ENC(N, Om')‘
5% s [u]

For j € [u] do
M; s {0,1}™
Nj < (i,7)
(0,.,C;) s RS™ENC SimEnc(o, N;, M)
(0, ., M) «s RS SimDec(a, N;x, C,x)
If M # M;s then return 0;
Return 1;

Figure 6.9: Adversaries C; and Cy used for Lemma 6.1.6. The highlighted code is present only in C; and the

boxed code is present only in Cs.

Lemma 6.3.1. Fiz kl,ml € N. Let NE be a nonce-based encryption scheme for which {0,1}™ < NE.M,
[NE.K] = {0,1}¥, and {(0,1),(0,2)} € NE.N. Then,

AdVaNeE—l (B) >1— 2k|/22NE.c|(ml).
for B as defined in Fig. 6.5.

Proof. Adversary B makes two encryption queries then performs a brute-force to check if there is an en-

cryption key consistent with those queries, returning 1 if so, and 0 otherwise. In G3*'! there will always be

a consistent key so B will always return 1. For fixed M, M5, and N7 # N5 there are at most 2K values the

ordered pair (NE.E(K, Ny, M;),NE.E(K, No, My)) can take (one for each K € {0,1}"). Moreover, there are

22NE-c(ml) different values of (C1,Cs) that might be chosen at random by the encryption oracle, so B will
ae-1

return 1 with probability at most 2K /QQNE‘C'("") when interacting with G{g ;. Combining these observations

gives the desired bound.

6.4 Proofs of Lemma 6.1.6, Lemma 6.2.1, and Lemma 6.2.3 (INDR Reductions)

6.4.1 Proof of Lemma 6.1.6

Consider the adversary C; shown in Fig. 6.9. It was obtained by copying the code of GJ and GY (from

Fig. 6.4), then modifying the code to use its own ENC oracle to respond to encryption queries from R and,



172

to return 1 whenever the games would output true and 0 otherwise. Consequently, C; playing Gi,{,‘gfo (resp.

Gie,) perfectly simulates G (resp. G9) to R and we have
Pr[Gg] = Pr[GRE(C1)] and Pr[GY] = Pr[Gyg,(C1)] -

It follows that,
Pr[GY] < Pr[G)] + Advig'(Cy) -

The claims on C;’s complexity can be verified from its code.

Now consider the adversary Ca shown in Fig. 6.9. It was obtained by copying the code of G) and G! (from
Fig. 6.4), then modifying the code to use its own ENC oracle to respond to encryption queries from R, and
to return 0 whenever the games would outputs true and 1 otherwise. Consequently, Co playing Gi,{l“E‘fO (resp.

Gie,) perfectly simulates G (resp. G') to R and we have
1—Pr[Gy] = Pr[GRE((C2)] and 1 —Pr[G'] = Pr[GR, (C2)] -
It follows that,
Pr[G)] < Pr[G'] + Advijg' (C2) .

The claims on Cy’s complexity can be verified from its code.

6.4.2 Proof of Lemma 6.2.1

Consider the adversary C; shown in Fig. 6.10. It was obtained by copying the code of G and G (from
Fig. 6.7), then modifying the code to use its own ENC oracle to respond to encryption queries from R, and
indr

to return 1 whenever the games would output true and 0 otherwise. Consequently, C; playing GNg', (resp.

Gi{,‘gfl ) perfectly simulates GJ (resp. G{) to R and we have
Pr[Go] = Pr[GRE(C1)] and Pr[GY] = Pr[GNg, (C1)] -
It follows that,
Pr[GY] < Pr[GJ] + Advyg (Cy) -

The claims on C;’s complexity can be verified from its code.

Now consider the adversary Co shown in Fig. 6.10. It was obtained by copying the code of GJ and G!
(from Fig. 6.7), then modifying the code to use its own ENC oracle to respond to encryption queries from
R, and to return 0 whenever the games would output true and 1 otherwise. Consequently, Cy playing G}{,‘Efo

(resp. Gi,{,‘gfl) perfectly simulates G} (resp. G!) to R and we have

1—Pr[GJ] = Pr[GRE(C2)] and 1 —Pr[G'] = PrGRg, (C2)] -
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Adversaries CPN°,

k «— 0; 0 «s RSMENC |njt
While £ < R.rew do
For i € [c] do // Buffer Phase

N; « (r+1,4)
(o, rf, C;) s RS™MENC SimEnc(a, N;, 0™)
If rf then goto NEXT?2
For i € [r] do // Challenge Phase
7 s [ul
For j € [u] do
Mj s {0,1}"
Nj < (i,5)
(0, 1f,C;) s R¥™C SimEnc(a, N;, M;)
If rf then goto NEXT
(o, rf, M) s RS SimDec(, N, C,)
If rf then goto NEXT
If M # M+ then
o s R™° Upd(a, 1)
Goto NEXT
Return 1;
NEXT: crw « true
NEXT2: k—k+1
Return 0;

Oracle SIMENC(N, M)
C « ENc(N, M)

C « ENc(N,0™)]
Return C

ENC

Adversary Cs
k «— 0; o «s RSMENC |njt
While k < R.rew do
For i € [c] do // Buffer Phase
Ni « (r+1,1)
(o, rf, C;) s RS™ENC SimEnc(o, N;, 0™)
If rf then goto NEXT2
For i € [r] do // Challenge Phase
J* s [u]
For j € [u] do
M;j «s{0,1}™
Nj « (i, 7)
(o, rf, ;) «s RSMENC SimEnc(o, N;, M;)
If rf then goto NEXT
(o, rf, M) s RS SimDec(, N, C;x)
If rf then goto NEXT
If M # M;» then
o s RSMENC Upd(o, 1)
Goto NEXT
If crw then return 1 else return 0
NEXT: crw < true
NEXT2: k«— k+1

Return 0

Oracle SIMENC(N, M)
C « Enc(N,0™)
Return C

Figure 6.10: Adversaries C; and Cy for Lemma 6.2.1 and adversary Cs for Lemma 6.2.3. Highlighted code

only included in C; and boxed code is only included in Cs.

—e

S
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Adversary D1 (¢, M, - -+, M) Adversary D2 (¢, 5*)
If ¢ = L then (i, K*,0) « ¢
i 1; K* « NE.K; 0 <8 REY® Init Ny « (i,5%)
Else Cjx « NE.E(K*, N;x,0™)
(i, K* o) < ¢ (0,., M) s R™.SimDec(N,x, M,x)
Foreach j € [u] do ¢ (i+1,K* o)
N; « (4,7) Return (¢, M)
(0,.,C}) s R™°.SimEnc(a, N; ;, M;) Oracle ENC(N, M)
¢ (i, K*,0) Return NE.E(K*, N, 0™)
Return ¢

Figure 6.11: Adversary (D;,Ds) used in the proof of Lemma 6.1.7.

It follows that,
Pr[G)] < Pr[G'] + Advijg' (C2) .

The claims on Co’s complexity can be verified from its code.

6.4.3 Proof of Lemma 6.2.3

Proof. Consider the adversary C3 shown in Fig. 6.10. It was obtained by copying the code of G2 and G3
(from Fig. 6.7), then modifying the code to use its own ENC oracle to respond to encryption queries from
R, and to return 1 whenever the games would output true and 0 otherwise. Consequently, C3 playing G}{,‘Efo

indr

(resp. G\g';) perfectly simulates G? (resp. G?) to R and we have
Pr 6] = Pr[GRL,(C)] and Pr[67] = Pr [GRE (C)]
It follows that,
Pr[G?] < Pr[G®] + Advyg (Cs) -
The claims on C3’s complexity can be verified from its code. [ ]

6.5 Proof of Lemma 6.1.7

Consider the adversary (D1, D2) shown in Fig. 6.11. Adversary D; samples a key for NE and starts running
R from the beginning in the first round of Gij:ﬁﬂ"’" (when ¢ = 1) and from the state at which R was last

stopped in later rounds. It responds to the encryption queries of R as in G! (Fig. 6.4). Adversary D; makes
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u encryption queries which are distributed identically to the queries made to R in one iteration of G' since
the inputs to D; are sampled uniformly at random in Gilf:rﬁ]h'"r. It then stops running R and outputs its
state ¢ which consists of the state o of R along with the iteration number ¢ and the key K*. Adversary
D5 resumes running R from the state it was last stopped and makes a decryption query which is identically
distributed to the decryption query made in G' because j* is chosen at random and independently of the
M;’s in Gi:rfqh,"’". It outputs the message M it received as answer to the decryption query along with a state
¢ which consists of the current state of R, the next iteration number i + 1, and the key K*.

It follows from their that during the r iterations of Glf:fn*}"r, the view of R provided by (D;, Ds) perfectly
matches its view in G!. Note that GZ:;’]I-T(D17D2) will output true whenever G! would output true, so
Pr[G] < Advi ™" (Dy, Ds).

The state of (D1, D2) is always a tuple (i, K*, o) for which |i| = logr, |K*| = kl, and |o| = S all hold.
Hence (D;,Ds) is (S + logr + kl)-bounded and the desired bound follows by applying Lemma 6.1.2.

6.6 Proof of Lemma 6.2.4 (Compression Argument)

For this proof we use the compression lemma given in [DTT10], which we state here as a proposition. It
quantitatively formalizes that it is impossible to compress a random element in set X to a string that than

log |X| bits long, even relative to a random string.

Proposition 6.6.1. Let Encode be a randomized map from X to Y and let Decode be a randomized map

from Y to X such that
Pr[z «s X : Decode(Encode(z)) = z] > ¢,

then log |V| = log |X| — log(1/¢).

To apply this proposition we use the reduction R to construct procedures Encode and Decode which
attempt to encode an element of X = C¢ with a state o € {0,1}° = ) and succeed whenever G* (Fig. 6.7)
would output true. They are shown in Fig. 6.12.

The procedure Encode was obtained by copying the code of G2, then making two modifications. First,
whenever R makes a ENC oracle query corresponding to the i*® buffer query, Encode responds using its input
string T; € C (the other queries are answered at random as in G*). Second, Encode returns the state o of R
whenever crw would be set in G* (i.e. whenever there was a goto NEXT) or whenever G* would halt and
return an output.

The procedure Decode uses o to run R and see if it would ever again pass the buffer phase. If R does so,
Decode does not need to continue simulating its view correctly because it already has the required values.

Because Decode does not know how many times R has already rewinded, it simply allows R to rewind R.rew
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Algorithm Encode((Th, - ,T%))

kE «— 0; o «s RE Init
While k£ < R.rew do
For i € [¢] do // Buffer Phase
N; « (r+1,3)
(o, rf, C;) s R™.SimEnc(a, N;,0™)
If rf then goto NEXT?2
For i € [r] do // Challenge Phase
j* s [ul
For j € [u] do
M; s {0, 1}™
Nj < (i,5)
(o, rf, C}) <s R™°.SimEnc(o, N;, M;)
If rf then return o
(0, rf, M) «s R™.SimDec(c, N;x, C;x)
If rf then return o
If M # M+ then
o «s R™° Upd(c, 1)
Return o
Return o
NEXT: crw « true
NEXT2: k< k+1

Return o

Oracle ENC(N, M)

For i € [c] do

If (N, M) = ((r + 1,4),0™) then return T}
C«sC
Return C

Algorithm Decode(o)
k<0

While £ < R.rew do
For i € [c] do // Buffer Phase
Ni « (r+1,4)
(o, rf, CF) s R™°.SimEnc(a, N;, 0™)
If rf then goto NEXT?2
NEXT2: k—k+1
Return (C§,--- ,C¥)

Oracle ENC(NV, M)
C«sC
Return C

Figure 6.12: Procedures Encode and Decode. Highlighting indicates interesting code changes from GZ.
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times. The final output of Decode consists of the strings C},--- ,C¥ that R responded to buffer queries
with.

We argue that Decode answers correctly if G would return true. Since G* returns true only if crw is
set, we only look at executions of Encode and Decode where crw would have been set in G2. Observe that
Encode simulates G to R perfectly right up until crw is set in G* (the simulation of ENC is perfect because
Ty, -+, T. are distributed uniformly at random in C). Then Decode perfectly simulates G to R from the
point crw is set until R passes the buffer phase (or until G* would have halted without R passing the buffer
again). While Encode and Decode may end up running R for more than R.rew iterations, G would have
returned false if it has completed R.rew iterations and R had never passed the buffer phase a second time,
so we need not worry about incorrectness simulation after the first R.rew iterations.

Now, because R is faithful, it must have queried the buffer queries to ENC before passing the buffer
phase in Encode and on every rewind, it answers with the same answers it had given previously. Hence, if R
passes the buffer phase in both Encode and Decode, then it must have responded with T3, --- , T, in Decode.

Consequently, if G* would return true, then T7,--- , T, will be output by Decode. So, we have that
Pr[(Ty, - ,T.) <s C° : Decode(Encode((T%, - ,T.))) = (T1,--- ,T.)] = Pr[G’] .

Letting Pr[G®] = ¢ and applying Proposition 11.1.1 gives log2% > log |C|° — log 1/e. Then rearranging the

terms gives ¢ < 2°/|C|¢, which concludes the proof.
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Part 11
TIME-SPACE TRADEOFFS: ATTACKS, LIMITATIONS AND FEASIBILITY
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Chapter 7

TIME-SPACE TRADEOFFS: INTRODUCTION, PRIOR WORK AND OUR
CONTRIBUTIONS

In a seminal work [Hel80], Hellman presented the first example of an adversary exploiting the tradeoffs
between various resources. This work studied the hardness of the random function inversion problem, which
entails that an adversary invert a function f : {0,1}" — {0,1}™ at y = f(x) where z is a random point
in {0,1}". Hellman demonstrated that an adversary might be able to invest a significant amount of effort
in preprocessing the particular function f before seeing y, compute some “advice” about it, and thereby
significantly reduce the online time required for breaking a particular instance. More precisely, for the
specific case when f is a random function, Hellman gave an explicit attack that computes roughly S = 227/3
bits of advice about f, and needs online time (time after it sees y) roughly T = 22"/3 to invert f on y
successfully. Even though the preprocessing cost might be very large, if the adversary needs to invert f on
many different values of y, the preprocessing cost gets amortized. For example, if the adversary has to invert
on 2™/3 different y’s, the amount of preprocessing per y amortizes to 23 since the preprocessing is reusable.

Yao [Ya090] showed that Hellman’s algorithm for function is optimal when f is a one cycle permutation.
De et al. [DTT10] later proved the optimality of Hellman’s algorithm for any permutation f. They used
a compression argument to prove this result. A compression argument is based on a simple information-
theoretic idea that random bits cannot be compressed. The results of [Yao90, DTT10] more generally imply
that any attack against function inversion with preprocessing advice S and online running time 7' needs
roughly S - T = 2" to be successful. Till date, this is the best-known limitation for the function inversion
problem. In recent work, Corrigan-Gibbs and Kogan [CK19] showed that any improvement to this limitation
would imply new lower bounds on depth-two circuits with arbitrary gates.

Fiat and Naor [FN99] later provided a rigorous analysis of Hellman’s algorithm and extended it to
invert all possible functions f, though with a slightly worse tradeoff of the form roughly ST = 23" for

2374 < § < 2" De et al. [DTT10] improved this attack for certain ranges of parameters.

AUXILIARY-INPUT RANDOM ORACLE MODEL. Hash functions are a very fundamental primitive in cryptogra-
phy that are used in many different applications. While it is empirically believed that concrete cryptographic
hash functions satisfy various useful security properties, formalizing this seems to be currently out of reach.
Thus, in the context of provable security, cryptographic hash functions are usually modeled as random or-

acles, i.e., completely random functions [BR93]. This is referred to as the Random Oracle Model (ROM).
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An implicit assumption in this model is that the adversary is fixed before the random oracle is sampled.
Therefore, it does not, in particular, capture adversaries who might be able to invest a large amount of

preprocessing on the hash function.

To this end, Unruh formally introduced the Auxiliary-Input Random Oracle Model [Unr07], where an
adversary is modelled as a two stage one. The first stage, known as the preprocessing phase gets unbounded
access to the random oracle and can compute a limited amount of advice (say S bits, this is known as the
auxiliary-input) about it. The second phase, known as the online phase, gets the advice as input, can make a
bounded number of queries (say T queries) to the random oracle and has to accomplish some task involving
the random oracle. We refer to such an adversary as an (5, T)-Al adversary. Analyzing adversaries in this
model is a rather difficult task, since the preprocessing phase is unbounded, and it can compute any arbitrary
advice on the random oracle. Unruh introduced a technique known as presampling that allows us to upper
bound the success probability of an (S, T)-Al adversary with the success probability of an adversary that
first fizes roughly S - T points of the random oracle, and then tries to accomplish the same task after the
rest of the points of the random oracle are re-sampled. In particular, this adversary does not get any advice

as input, and is therefore significantly easier to analyze.

Dodis et al. [DGK17] proved quantitative bounds on the security for specific applications of random
oracles in the AI-ROM. The applications that they considered included security of the random oracle as a
one-way function, collision resistant hash function, pseudorandom generator (PRG), pseudorandom function
(PRF), etc. They used compression arguments and were able to prove stronger security guarantees than
those that could be proved using the presampling technique developed in [Unr07]. In a subsequent work,
Coretti et al. [CDGS18] improved the analysis of the presampling technique and gave simpler proofs of all
the results in [DGK17] along with new results. Guo et al. [GLLZ21] extended the presampling technique to
prove security against quantum adversaries with auxiliary inputs. They do so by giving an alternative but

equivalent view of the presampling technique which allows them to adapt it to the quantum setting.

Two concurrent works [ACDW20, CGLQ20] developed a new technique to analyze security in the Al-
ROM, known as the multi-instance framework. Here the probability of any adversary winning in the AI-ROM
with S bits of advice is related to the probability of an adversary that has no advice and has to win on roughly
S randomly and independently sampled instance. This framework was inspired by the work of Impagliazzo
and Kabanets [IK10] which gave constructive proofs of Chernoff bounds. Since the multi-instance adversary
does not have any pre-computed advice, analyzing it is easier. In order to analyze this multi-instance
adversary [ACDW20] used a compression argument. This compression argument was significantly simpler
than the direct compression arguments in [DGK17]. In a follow-up work, Gravin et al. [GGKL21], proved

new concentration inequalities on sum of binary random variables which satisfy conditions weaker than K-
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wise independence. This helped them re-derive the multi-instance framework in [ACDW20, CGLQ20], and

also extend the framework for indistinguishability games.

OTHER AUXILIARY INPUT IDEAL MODELS. Beyond the Random Oracle Model, there are other ideal models
that we consider in cryptography, e.g., the Ideal Cipher Model (ICM), the Random Permutation Model
(RPM), the Generic Group Model (GGM) etc. Corretti et al. [CDG18] formalized the auxiliary-input
version of these models (AI-ICM, AI-RPM, AI-GGM) and adapted the presampling technique to work for Al-
ICM, AI-RPM, AI-GGM. Corrigan-Gibbs and Kogan [CK18] studied the hardness of the discrete logarithm
problem and variants of the Diffie-Hellman problem in the AI-GGM in [CK18] and proved guarantees on the
best possible attacks.

In this thesis, we continue the ongoing line of work exploring time-space tradeoffs in ideal models. Our
exploration takes us in three different directions (1) studying time-space tradeoffs in finding collisions for
standardized hashing mechanisms (2) constructing new hashing mechanisms that have optimal security
against time-space tradeoff attacks for finding collisions (3) exploring what is the actual query complexity

of the the preprocessing phase of these attacks. In Sections we describe our concrete contributions in detail.

7.1 Time-Space Tradeoffs for Finding Short Collisions in Merkle-Damgard

The Merkle-Damgard hash function construction [Mer82, Mer88, Mer90a, Dam87] is a popular design
for building an arbitrary-size-input compression function from a fixed-size-input compression function. This
design is not only extremely fundamental in cryptographic theory, but it also underlies popular hash functions
used in practice, most notably MD5, SHA-1, and SHA-2.

The MD construction is defined relative to a compressing function h: [N] x [M] — [N]}, modeled as a

random oracle, as follows. First, for a € [N] and « € [M], let MDj,(a, @) = h(a, ). Then, define recursively
MDp(a, (a1, ...,ap)) = h(MDg(a, (a1,...,ap-1)),ap)

for a € [N] and o, ...,ap € [M]. The a is referred to as salt (sometimes also called IV) and each of the
following B elements are referred to as blocks.

Due to the ubiquitous influence of this hashing paradigm, both in theory and practice, characterizing
the complexity of finding collisions in MDj, (on a random salt) is a fundamental problem. The well-known
birthday attack gives a T-query attacker with ©(T2/N) advantage. However, this attack is very generic:
it neither takes advantage of the structure of MDj, nor does it utilize the fact that the attacker may have

access to some limited amount of “advice” about h due to a long preprocessing phase. But, there is a

IWe use the notation [N] to denote the set {1,2,..., N} for a natural number N.
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good reason that security against non-uniform attackers has become the standard notion of security in the
cryptographic literature: it captures the natural idea that an adversary may have been designed to attack
specific instances, guaranteeing security against an expensive preprocessing stage, or even unknown future
attacks. On the whole, it is widely believed by the theoretical community that non-uniformity is the right
cryptographic modeling of attackers, despite being overly conservative and including potentially unrealistic
attackers. Therefore, understanding the complexity of finding collisions in MD, allowing preprocessing, is a

fundamental problem.

The auxiliary-input random oracle model. The concrete hash functions i used in real-life do not
have solid theoretical foundations from the perspective of provable security. Therefore, when analyzing the
security of the MD construction, the function A is typically modeled as a completely random one, i.e., a
random oracle. We follow the standard approach and model preprocessing adversaries using the influential
extension of the random oracle model termed auziliary-input random oracle model (AI-ROM). This model
was (implicitly) used, for example, in the classical works of Yao [Yao90] and Fiat and Naor [FN99], and
formally defined in the influential work of Unruh [Unr07] which was recently revisited by Dodis, Guo, and
Katz [DGK17] and Coretti et al. [CDGS18].

The AT-ROM models preprocessing adversaries as two-stage algorithms (A, .43) parametrized by S (for
“space”) and T (for “time”). The first part .4; has unbounded access to the random oracle h, and its goal is
to compute an S-bit “advice” o for As. The second part As gets the advice o, can make at most T' queries
to the random oracle, and attempts to accomplish some task involving h. In our case, A gets a random
salt a as a challenge and its goal is to come up with a collision in MDy(a, -). Both A; and Ay are unbounded

in running time.

Known results. Collision resistance of salted MD hash functions in the AI-ROM was first studied by
Coretti, Dodis, Guo, and Steinberger [CDGS18]. Among other results, they showed an attack, loosely based
on the idea of rainbow tables [Hel80, Oec03], with advantage Q(ST?/N).2 3 They further showed that
this attack is optimal. Namely, no attack can have an advantage better than O(ST?/N). (Notice that this
attack beats the naive birthday attack mentioned above for typical values of S.) In a more recent work of
Akshima, Cash, Drucker, and Wee [ACDW20] observed that the attack of Coretti et al. [CDGS18] results
in very long collisions, of the order of T" blocks, which may limit their practical usefulness. While formally,
a length T collision does violate collision resistance, it is hard to imagine a natural application where it is
— 960

useful. Indeed, for reasonable values of T, say T , it is unlikely that such a collision, which is several

2Throughout the chapter, the “notation suppresses poly-logarithmic terms in N.

3By “advantage” we mean the probability of finding a collision.
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petabytes long, could damage any widely-used application.
Akshima et al. [ACDW20] therefore raise the very natural question of what is the complexity of finding

short collisions.

What is the complexity, as a function of S and T (the allowed space and query bounds, respectively),
of finding a B-block collision in salted MD?

Although this question is very natural and clean, as mentioned, a complete answer is known only in the
extreme cases, either when B = 2 or when B = Q(T) Indeed, when B is very close to T', the result above
of Coretti et al. [CDGS18] implies that the advantage is ©(ST2/N). The case of B = 2 was resolved by
Akshima et al. [ACDW20] who showed that the advantage is ©(ST/N +T?/N). Even for B = 3, a complete
answer is not known: The analysis of Akshima et al. [ACDW20] consists of an elaborate case analysis tailored
to the B = 2 case, and they claim that even for B = 3 the proof of their lower bound “... would be too long

and complex to write down”.*

The STB conjecture. In terms of upper bounds, Akshima et al. [ACDW20] showed that a variant of
Coretti et al.’s (rainbow tables inspired) attack could be generalized to get a B-block collision with advantage
Q(STB/N). This attack generalized the attack of Coretti et al. [CDGS18] which gives an O(T')-block collision
with probability Q(ST2/N). With the lack of better bounds on the best possible attack for a wide range of
B’s (anywhere between B = 3 and B « T'), Akshima et al. [ACDW20] put forward the “STB conjecture”
which posits that the optimal attack for finding length B collisions has advantage ©(STB/N + T2/N) (i.e.,
the better between their attack and the generic birthday attack).

We believe that our current understanding of the exact security that MD-style constructions could ideally
achieve is insufficient. Therefore, given how widespread MD-based hash functions are, progress towards

resolving the conjecture is highly important.

7.1.1 Our Results

Our main result confirms the STB conjecture in many new parameter settings. Specifically, we prove two
new upper bounds on the advantage of the best attack for finding short collisions in salted MD hash functions
in the AI-ROM. The first bound confirms the STB conjecture for all constant values of B. The second result
confirms the STB conjecture even for super constant values of B but only for moderately large values of S

compared to T'.

4For B = 1 a tight bound of ©(S/N + T?2/N) is known [DGK17].
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STB conjecture is true for all constant B. We show that for any B € O(1), the advantage of any
S-space T-query attacker in finding a length B collision is bounded by O(ST/N + T2/N), matching the

known attack up to poly-logarithmic factors.
Theorem 7.1.1 (Informal; See Theorem 9.3.5). For every constant B, the STB conjecture is true.

This theorem is obtained as a special case of a more general bound on the advantage of any S-space

T-query attacker in finding a length B collision of the form
~ (STB2(10g2 S)B-2 T2>

o N N

Note that this bound is meaningful when B is a constant (or slightly bigger) but becomes vacuous when say,

B =logN.

STB conjecture is true for all SB « T. We show that as long as S, B « T, the conjecture is true
again. Specifically, we show that whenever S*B? € O(T), the maximal advantage of any S-space T-query
attacker in finding a length B collision is obtained by the birthday attack, up to poly-logarithmic factors.
For example, when SB < T4, the maximal advantage is O(T?/N), and therefore the STB conjecture holds.

Theorem 7.1.2 (Informal; See Theorem 8.4.1). For every S*B? € O(T), the STB conjecture is true. For

instance, the conjecture holds if either
- BepolylogN and S € O(T1/4), or
- Be O(TY%) and S € O(T'/®).

This theorem is obtained as a special case of a more general bound on the advantage of any S-space
T-query attacker in finding a length B collision of the form

O S4TB? +T2
N N )’

A concrete comparison between the results. The two bounds are generally incomparable. While
the bound from Theorem 7.1.1 is asymptotically tight whenever B is constant (independent of S,T), it
becomes vacuous for say B = log N. On the other hand, the bound from Theorem 7.1.2 is meaningful for all
B € o(N'?), as long as S*- B> « N. For instance, assume that S = N'/16 and B € ©(N¢) (for 0 < € < 1/8).
In this setting, the bound from Theorem 7.1.1 is trivial. On the other hand, the bound from Theorem 7.1.2
gives that any successful attack must satisfy T € Q(N 1/2) which is strictly better than what the generic
O(ST?/N) bound gives (it only gives T € Q(N15/32)).
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Technical highlight. The main technical component in both of our bounds is a compression argument
that uses a “too-good-to-be-true” attacker to non-trivially compress a uniformly random sequence of bits,
thereby getting a contradiction. The setup is somewhat similar to the one of Akshima et al. [ACDW20]
(although slightly more modular), but our compression argument deviates from theirs significantly. Their
argument inherently relied on the fact that there are at most two blocks in the collision, therefore greatly
simplifying the possible structures to consider. In contrast, we consider arbitrary length collisions, and thus
we have to deal with all possible structures of collisions. Our proof identifies and analyzes a general structure
for MD collisions and unveils a natural combinatorial problem that influences the resulting upper bound on
the advantage of preprocessing adversaries. Specifically, it turns out that the “dominant extra” terms in
both of our bounds ((log? $)%~2 in the first bound and S in the second) emerge due to the need to encode
a reverse path in a general (fan-out 1, but possibly large fan-in) directed graph, where the graph is the one
induced by the queries that the adversary makes to the random oracle. Any improvement on this encoding

would immediately imply a better upper bound, a fact that we hope will lead to better bounds in the future.

7.1.2 Discussion

As mentioned, the MD paradigm underlies numerous hash function constructions that are central building
blocks in many applications. There are several popular variants of the MD paradigm implemented in practice.
In this work, we follow previous works and focus on the cleanest variant for concreteness. One prominent
variant withstands length extension attacks by padding the input message with its length. (In fact, this is
the version suggested by Merkle and Damgard.) We remark that our results directly apply to this padded
variant. Specifically, the “ST B” attack finds a collision with the same number of blocks, so it readily extends
to this padded variant. Our bounds on the best possible attacks also extend to this setting since the argument
did not use any specific property on the collision blocks. It is interesting to study other practically used
variants and understand if similar results can be obtained. To this end, we hope that the techniques we
develop in this work will be helpful.

From a theoretical perspective, no single function can be collision-resistant (in the plain model), as a non-
uniform attacker can trivially hardwire a collision. This is why collision resistance is considered with respect
to a family of hash functions indexed by a key called salt. The salt is chosen after the attacker is fixed (and so
is the non-uniform advice about the family of functions). Still, in practice, a single hash function is typically
defined by fixing an IV, making it insecure against non-uniform attackers. This contrasts with how we define
the collision resistance game, where the IV is chosen randomly after the preprocessing phase. Thus, it may
seem that the expensive preprocessing needed for attacks in our model does not represent real-life scenarios.

However, often the hash function used in a particular application (relying on collision-resistance) is salted by
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prepending a random salt value to the input. One such well-known application is password hashing [ST79].
Such salting essentially corresponds to the random-IV setting considered here, and, therefore, the attack
becomes relevant again.

The primary motivation for our work is to make progress towards the STB conjecture, which we view as
a fundamental problem. To this end, we focused on asymptotic bounds as a function of S,T, and B. We
hope that the concrete bounds could be improved in future works, affecting design choices of real-life hash
functions.

We provide the details of this result in Chapter 8.
7.2 Time-Space Tradeoffs for Short Collisions in Sponge

Due to a series of successful attacks on widely used hash functions such as MD5, SHA-0, and SHA-1, in
2006 the National Institute of Standards and Technology (NIST) organized a competition to create a new
hash standard. At that time, the existing hash functions were all based on the well-known Merkle-Damgard
hash function construction [Mer82, Mer88, Mer90a, Dam87]. The goal of the competition was to find an
alternative, dissimilar cryptographic hashing design. It took almost a decade until the winner, a family
of cryptographic functions called Keccak, become a hashing standard called SHA-3. The Keccak family is
based on the sponge construction [BDPVA07, BDPV08] which was a novel alternative to the popular Merkle-
Damgard design. By now, the sponge paradigm is used for building collision resistant hash functions, message
authentication codes (MACs), pseudorandom functions (PRFs) [BDPVAL11], key derivation functions [GT16],
and more.

A sponge function Sp: {0,1}* — {0,1}" is defined via three parameters: (1) two natural numbers r (for
bitrate) and ¢ (for capacity) so that n = ¢ + r, (2) an initial state 0(®) = (o',(«o), ago)) € {0,1}" x {0,1}¢, and
(3) a function IT : {0,1}"™ — {0,1}™ which is usually thought of as a (public) pseudorandom permutation.
The hashing operation (a.k.a. absorbing) is defined by iterating the state by computing a round function.
Specifically, given a sequence of r-bit blocks (m1,ma, ..., mg), Sp(myi,ma,...,my) is defined as:®

1. Fori=1,...,¢, do:

m; m, my

(a) Compute the round function
H((Ugi_l) ®m;) | a?‘l)) and let o(® T
denote the output. ¢ o

(b) Parse 0@ as (o!”, 0{") € {0,1}" x {0, 1}°.

2. Output the first r bits of (), namely, O'g).

5For simplicity, we do not consider padding of the input.
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Typically, (TSO) is initialized to 0 and aﬁo) is a random initialization vector (IV). If one wants to be explicit,

we write Sp,. .y v for the sponge function. There are several common instances of r and ¢ used in practice,
for example in SHA-3-256 ¢ = 512 and r = 1088, and in SHA-3-512 ¢ = 1024 and r = 576. These instance
are particularly useful since they were designed to be used as drop-in replacements for the corresponding

SHA-2 instances, and as such they were intended to have identical (or better) security properties.

Sponge in the random permutation model. The concrete permutations II that are used in real-life do
not have solid theoretical foundations from the perspective of provable security. Therefore, when coming to
analyze the security of the sponge construction, we model the permutation II as a completely random one.
That is, the permutation is randomly chosen, and all parties are given (black-box) access to it and its inverse.5
This is called the random permutation model (RPM). Such bounds are used as an approximation to the best
possible security level that can be achieved by the corresponding construction in the real-life implementation.
This heuristic has been extensively and successfully used in the past several decades, with exceptions (i.e.,
examples where the real-life implementation and the ideal world construction are separated) being somewhat
contrived and artificial. For “natural” applications it is widely believed that the concrete security proven
in the RPM is the right bound even in the real-world, assuming the “best possible” instantiation for the
idealized permutation is chosen.

As mentioned, the sponge construction was introduced by Bertoni et al. [BDPVAOQ7] and its security was
analyzed in a follow-up work [BDPVO08] assuming that the underlying hash function is an invertible random
permutation. The latter work showed a strong property called indifferentiability from a random oracle, which
directly implies many other properties such as collision resistance, pseudorandomness, and more.

For instance, the following is known about Sponge’s collision resistance (which is perhaps the most widely
used property). For fixed ¢, r, the collision resistance game is defined as follows: a challenger sends a uniformly
random |V to the adversary. The adversary “wins” if it is able to come up with distinct m, m’ € {0,1}*
for which Sp,. . 11 ,v(m) = Sp,. . 11,v(m’). There is a well-known attack due to the original works of Bertoni
et al. [BDPVAQ7, BDPVO0S]: the adversary is given an IV and it merely queries the permutation oracle on
inputs of the form (m|IV), where the m’s are chosen uniformly at random. If a collision was observed (i.e.,
the adversary finds distinct my,mso such that the first r bits of II(m4||IV), II(mg|IV) are the same), then
the adversary wins. By the well-known birthday bound, the success probability of this event is Q(72/2").
Alternatively, if two messages mj, mo such that the query returned a state with the same last ¢ bits (i.e.,

II(m1|IV) = a1]b and II(mz|IV) = az2|b, then m; || a1 and mg || az form a collision. The success probability

6In typical permutation designs, including the permutations underlying the Keccak family, if you have the entire state, you
can apply the inverse permutation to go backward to the previous state. This is why we also give free access to the inverse
of the permutation as part of the model.
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of this event is Q(72/2¢). Overall, the attacker wins with probability Q(7?2/2™*{¢"}). This is known to be
the best possible attack due to the indifferentiability result of [BDPVO0S].

Non-uniformity / preprocessing attacks. The above discussion assumes that the adversary is uniform
in the sense that it starts off with no knowledge about II, as if it did not exist before it was invoked.
However, this does not capture real-life attack scenarios where an attacker can invest a significant amount
of preprocessing on the public permutation I to speed up the actual attack whenever the IV is chosen. This
is why most works (at least in theoretical cryptography) model attackers as non-uniform machines, where
the attacker could obtain arbitrary but bounded-length advice, before attacking the system. The advice
generation phase is called the offiine phase and the “attack” given the advice and the challenge is called the
online phase. The output size of the offline phase (i.e., the size of the advice) is denoted S and the number
of queries allowed in the online phase is denoted T'; computation is free of charge in both phases. This
model, being an extension of the RPM where the online adversary may know a bounded-length hint about
the permutation, is called the auxiliary-input RPM, or AI-RPM in short. This model was first explicitly put
forward by Coretti, Dodis, and Guo [CDG18], naturally extending the influential auxiliary-input random
oracle model (AI-ROM) from the seminal work of Unruh [Unr07] (which in turn is an explicit version of the
model studied by Hellman [Hel80], Yao [Ya090], and Fiat-Naor [FN99]). Bounds on the power of “auxiliary-
input” adversaries are also referred to as “time-space” tradeoffs.

Although the sponge paradigm is becoming widespread, very little is known about its formal security
guarantees against such attackers that may have a short preprocessed hint about the permutation computed
in an offline phase. In fact, there is an attack that utilizes this extra power to achieve advantage Q(ST2/2¢ +
T?/27) (notice the extra multiplicative S term).” The attack is based on a combination of a birthday-style
attack, as above, together with a variant of an attack by Hellman [Hel80] which is nowadays referred to as
rainbow tables (due to Oechslin [Oec03]). While this attack uses known techniques, we were not able to find
an explicit description of it in the literature and so for completeness, we give the attack and its analysis in
Section 9.2.1.8 9 Only very recently, in the beautiful work of Coretti et al. [CDG18] (henceforth CDG) it was
shown that this attack is optimal; that is, no S-space T-query attackers can find a collision with probability
better than Q(ST7?/2¢ + T?/27).

It turns out that the above attack results in a very long collision. Specifically, for parameters S and T as

"Throughout the introduction, for easy of notation, we supress poly-logarithmic (i.e., poly{c,r) terms inside the big “O/Q”
notation. The formal theorems state the precise bounds.

8More precisely, we give a generalization of this attack which finds collisions of length B > 2, and this particular attack
follows by setting B = T

9A related bound is stated in CDG [CDG18, Table 1] but after communication with an author, they confirmed that the
attack was never worked out.
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above, the above attack results in a collision of length ~ 7. While this formally breaks collision resistance,
it is hard to imagine a natural application where such a collision would be helpful in an attack. Say we have
a system that uses a sponge-based hash with an output of size 256 bits. Running the above attack with
S =T = 2% would result in a collision of several petabytes long, which is likely to be practically useless
for any natural attack scenario. Therefore, we ask whether there exist attacks that find shorter collisions
and what is their success probability. Specifically, we introduce an additional parameter B (for blocks) and
require an attacker, on a random IV, to come up with two < B-block messages that collide. The main

question studied in this work is:

What is the complexity of a preprocessing attacker in finding a B block collision in a Sponge hash function,

assuming the underlying permutation is modeled as random?

7.2.1 Our Results

We initiate the study of time-space tradeoffs for bounded length collisions in sponge hashing. First, the known
best attack that gives a single-block collision has advantage

JE T) . (71)

2¢ 2

In this attack, the preprocessing is used to “remember” a collision for S different IVs. If the challenge IV
is in the set of remembered IVs, then the attack succeeds (this happens with probability S/2¢); otherwise,
we run a birthday-style attack which succeeds with probability ©(72/2"). For MD hashing, the analogous
bound for B =1 is known to be tight. Second, there is an attack (loosely based on rainbow tables) that has
advantage Q(ST?/2¢ 4+ T?/2") and results with a Q(7T')-blocks collision [CDG18].

At this point, if one were to speculate that sponge’s security guarantees are at least as good as MD’s,
one would guess that the above attacks should be tight, at least for B € {1,2}. With some luck and labor,
we may even be able to prove it. This is where the situation gets interesting. We show that the above
speculation is false for B = 1 and in some natural settings of parameters, sponge is strictly less secure
than MD for this task. On the other hand, for B = 2 we can only prove tightness for a certain range of
parameters.

In what follows, we elaborate on our results. We design two new attacks, one designed for any B > 2
and the other specifically for B = 1. We complement our attacks with “lower bounds”, which are actually
upper bounds on the best possible advantage. Specifically, we prove that there is a qualitative jump in the
advantage of best possible attacks for finding unbounded-length collisions and those for finding very short

collisions (i.e., B < 2).
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Attacks

We give two new attacks, one for any B > 2 and the other is specialized for B = 1. The generic attack is the
first to result with an arbitrary block length collision while the one specialized to B = 1 beats the previously
known best attack, at least in some range of parameters. By the latter, to the best of our knowledge, we

show the first natural application for which sponge hashing is less secure than MD.

A new attack for B > 2. The above-mentioned attack on sponge hashing that has advantage Q(ST?/2¢ +
T?/2") can be modified to result with a B-block collision for B > 2 and with advantage

STB T2
Q ( 2c + 2min{c,r}> : (72)

The attack follows a similar observation of ACDW [ACDW20] regarding MD hashing. Given the upper
bound of CDG [CDGI18] mentioned earlier, this attack is optimal for B € Q(T"). For MD hashing, the
analogous bound is known to be tight for B = 2 and B € Q(T).

A new attack for B = 1. We design a new attack for sponge hashing that results with a a single-block

collision. Specifically, we show that if ST? > 2¢, then there is an attack with advantage

s2r\ % 2
Q<(2) )

To see why this attack is superior to the previously known one (Eq. 7.1), we give a setting of parameters

where it achieves a significantly higher advantage. Consider r = ¢, § = 2%/5 and T = 22¢/5. Indeed,

ST? > 2¢ and therefore we can apply the attack. The previously known best attack (Eq. 7.1) has advantage

S+ T2 1
o(55-) =0 (zm)

This attack is the analog of the provably best attack for MD. On the other hand, our new attack has strictly

better advantage

S2T\3 2 98¢/592¢/5\ 2/3 1

Thus, at least in this range of parameters, we beat the state-of-the-art attack and show that sponge is

less secure than MD. In the example above, we chose a setting of parameters where the gap between the
attacks is the largest (our attack succeeds with constant probability, while the previously known one succeeds
with exponentially small probability). However, there are many more concrete settings where our attack is
superior, although the gap could be less dramatic. We note that our bounds in this section and the technical

overview are simplified for ease of parsing and refer the reader to the technical sections for the exact bounds.
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Conceptual novelty: Our attack for B = 1 use the famous time-space tradeoffs for function inversion
of Hellman [Hel80] and its extension by Fiat-Naor [FN99]. We leverage the possibility of inverse queries to
the underlying permutation II in the random-permutation model. This is in contrast to Merkle-Damgard
construction which is analyzed in the random-oracle model that does not permit inverse queries. At a very
high level, we use time-space tradeoffs for function inversion to “invert” the function II~! on a restricted
domain. We view this conceptual connection between time-space tradeoffs for collision resistance of sponge
hashing and function inversion as novel and hope that it will lead to better designs and additional attacks

in the future.

Lower Bounds

We complement the picture by showing “lower bounds”, namely impossibility results for better attacks. (In
other words, these are upper bounds on the best possible advantage of any attacker.) We prove two such

lower bounds, one for the case where B = 1 and the other is for B = 2, corresponding to our attacks.

On optimal attacks for B = 2. We show that any attack for B = 2 must have advantage

0 ST n S274 n T2
9min(c,r) 922c omin{c,r} |

We note that this bound is tight with the best known attacks for a large range of parameters, but there
still may be a gap otherwise. Specifically, if ST® < 2¢,r > ¢, then the above bound simplifies to O(ST/2¢ +
7?2 /2min{erhy which matches the attack from Eq. (7.2). Thus, any improvement on the generic attack from
Eq. (7.2) must take advantage of the regime where ST > 2¢.

The proof of this result provably cannot be obtained via the bit-fixing method. Rather, we obtain the
result via a compression argument. In such arguments, an imaginary adversary that is successful too often

is used to compress a uniformly random string, a task which is (information-theoretically) impossible.

On optimal attacks for B = 1. We show that any attack for B = 1 must have an advantage

ST T2
o(S. 7).

The proof of this result is relatively straightforward by using an optimized version of the remarkable bit-fixing

(or presampling) method [Unr07, CDGS18, CDG18]. The main point of distinction of our proof from most
previous ones is that we need to apply this technique in the RPM context, so our argument needs to handle
inverse queries. (This result might have been known before, but we could not find such a statement, so we
give it for completeness.)

We summarize our main results as well as the known best bounds in Fig. 7.1.

We provide the details of this result in Chapter 9.



192

Best Attack Advantage Upper Bound
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Figure 7.1: A summary of the attacks and advantage upper bounds for finding B-block collisions for the
Sponge hash function. All bounds are given ignoring poly(c,r) terms. We note that the attack for B =T is
implicitly claimed in [CDG18] based on [CDGS18].

7.3 Optimal security of Keyed Hash Functions: Avoiding Time-Space Tradeoffs for Finding
Collisions

Dealing with non-uniform attackers in the context of hashing and collision finding makes it necessary to
consider a family of keyed hash functions, rather than a single hash function. Collision finding is then
defined via the following two-stage game. First, a (keyed) family H of hash functions is fixed, and the
attacker can depend arbitrarily on H. Second, a random key k is sampled, and the adversary needs to
find a collision in H relative to k. Intuitively, in order to attack the hash function (e.g., find a collision), a
non-uniform attacker must either (a) have some hard-coded information about k, or (b) can essentially be
treated as uniform.

For applications, we typically want each member of H to operate on unbounded input lengths. That
is, H: {0,1}* x {0,1}* — {0,1}" should be viewed as a two-input function, operating on (k,m), where
k € {0,1}" is the key and m € {0, 1}* is an arbitrary length input. Since it is practically infeasible to design
a different hash function for every input length, what happens is that a single basic compressing function
h:{0,1}* — {0,1}™ for some a > n is designed, and then it is iterated in some way to get a hash function
that compresses arbitrarily. For instance, the well-known Merkle-Damgard design [Mer90a, Dam89] iterates
such a basic compressing function in order to get a variable-input-length hash function that can operate on

arbitrary sized data up to some maximum length (e.g., 264 bits).

Building a keyed hash from a single hash function. Observe that for every keyed hash construction,

there is an (S, T)-attacker that finds a collision relative to a random k with probability'® Q(S/2" + T2 /2")

10To simplify notation throughout the introduction, we suppress poly factors in n in the asymptotic O(-) and Q(-) notation.
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via the following attack. First, the preprocessing adversary outputs €(S) collisions with respect to arbitrary
distinct keys. The online adversary receives a random k. If k is in the remembered list from the preprocessing
phase, it outputs the corresponding collision. Otherwise, it performs a T-query birthday-style attack. The
adversary wins if either the challenge k appears in one of its preprocessed collisions (giving the S/2% term)
or if the birthday attack succeeds (giving the T%/2" term). We refer to this attack as the naive attack, and
say that a construction is optimally secure if there is provably no better attack. This brings us to the main

question we consider in this work.

Can we build a keyed hash function (i.e., H: {0,1}* x {0,1}* — {0,1}")

from non-keyed one (i.e., h: {0,1}* — {0,1}") with optimal non-uniform security?

If we could design an h,: {0,1}* — {0,1}" for every a € N, then the above task is easy. We can simply
parse the input to the appropriate h, into two parts, one for the key and the other for the input to H: {0, 1}" x
{0,1}* — {0,1}". That is, define H(k,m) = Ay}, (k|m), where | stands for string concatenation and | - |
stands for bit length. For this construction, Dodis, Guo and Katz [DGK17] showed that the best attack
achieves advantage O(S/2% 4+ T?/2™), matching the advantage of the naive attack.

Unfortunately, it is infeasible to design a different hash function for every input length as discussed above.
The design of a new h is a delicate and lengthy process that could take many years to test and standardize.
Having a single hash function is therefore more robust security-wise. Thus, the standard procedure is to
design a hash function h with fixed input size and then iterate it in some way to get a hash function that
supports arbitrary input lengths.

It may seem that standard domain extension techniques for hash functions (like Merkle-Damgard, Sponge,
or Merkle trees) provide a solution for this problem. Indeed, their goal is to take a hash function on a small
domain and turn it into a hash function with arbitrary-size domain. But, as we point out next, the standard
constructions suffer from a significant security loss. A priori, it is not even clear that this security loss is

avoidable.

The security of existing constructions. First, consider (a keyed variant of) the Merkle-Damgard (MD)
construction [Mer90a, Dam89], perhaps the most widely popular design for getting a hash function on long
inputs from one on fixed input sizes. This design is not only extremely fundamental in cryptographic the-
ory, but it also underlies popular hash functions used in practice, most notably MD5, SHA-1, and SHA-2.
The MD: {0,1}" x {0,1}* — {0,1}"™ construction iterates the basic hash function h: {0,1}* — {0,1}"™ by
feeding in input blocks of size s = a — max{k,n} one by one. It first pads the message appropriately such
that it is a multiple of s bits. For key k € {0,1}* and input m € {0,1}*, define MD(k,m) = h(k|m).

Then, for a longer input m € ({0,1}*)¢, viewed as £ blocks my, ..., m, each from {0,1}*, recursively define
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MD(k, (m1,...,m¢)) = h(MD(k, (my,...,me_1)),m¢). We note that in the standard MD construction (stud-
ied, for example, in [CDGS18, ACDW20, GK22, AGL22]), k is only explicitly included once when processing
the first message block.

Collision resistance of MD in the AI-ROM was first studied by Coretti, Dodis, Guo, and Steinberger [CDGS18|
and more recently by [ACDW20, GK22, AGL22]. It is known that there is an attack, loosely based on the idea
of rainbow tables [Hel80, Oec03], which succeeds in finding a collision with probability Q(S5/2" + ST?/2").
In typical settings of parameters, the ST?/2" term dominates the above expression and in this case it is
evident that MD suffers from a significant security loss.

Concretely, in the SHA-1 construction, a = 678 and x = n = 160. If we model the underlying primitive
h: {0,115 — {0,1}1%° as a perfectly random function, an (S, T)-attacker with S = 253 and T = 25 will
find a collision with probability ~ 277 (essentially completely breaking the scheme).!’ On the other hand,
the best one could hope is a construction with maximal advantage O(S/2% + T?/2") ~ 27%° (obtained by
the naive attack).

Another construction we mention is the Sponge [BDPVAQO7, BDPVO08] construction, an alternative to
the Merkle-Damgard design that underlies the modern SHA-3 hashing standard. As opposed to MD, the
Sponge construction relies on a random permutation I1: {0,1}" — {0,1}™. Sponge iterates II by feeding in
blocks of size 7 < n from the input one at a time in a certain way. It results with a keyed hash function
Sp: {0,1}" x {0,1}* — {0,1}" with x +7 = n. Coretti et al. [CDGS18] (see also [FGK22]) showed that there
is a collision finding (S, T')-attack with advantage Q(ST?/2" + T?/2") against Sp relative to a random key.
Again, we see that there is a non-trivial security loss in this construction.

It is important to note that for every choice of S and T the above attacks on Merkle-Damgard and Sponge
beat the naive attack. In particular, there is no non-trivial choice of parameters where MD or Sp achieve the
optimal security bound.

Lastly, we mention two other popular (variable-input-length) hash function designs: Merkle trees [Mer88]
and the BLAKE family [AHMP08, AMPH14]. The former (Merkle trees) is a popular design that has
important features like local opening and can be easily parallelized. Although it is extremely popular both
in theory and in practice, we are not aware of a keyed variant that has been studied in the non-uniform
setting. The latter (BLAKE) is a runner-up in NIST’s competition to create a new hashing standard (where
Sponge ended up as the winner). This design is based on the MD design, but they allow the inner hash
function h to be keyed at every invocation. We are not aware of a formal study of its security in the
non-uniform setting. Looking ahead, two of our main contributions are a proposal and analysis of the non-

uniform security of Merkle tree and the MD/ BLAKE design, where the inner hash function h is keyed in

HThese parameters roughly correspond to an attacker with ~ 1000 terabytes of memory that uses optimized hardware that
can compute 3 billion hashes per second for a long weekend.
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every invocation. Concretely, we believe that this is the right notion to consider moving forward, in terms

of non-uniform security.

A different perspective. Above, we considered the scenario where h: {0,1}* — {0,1}" is given, and we
want to build an H: {0,1}" x {0,1}* — {0,1}™ which is as secure as possible for every (S, T)-attacker. A
different perspective, slightly more target oriented, is to first fix a desired security level (say 27°°) and the
power of adversaries (say S = T = 259) and then understand which A is needed in order to get the desired H.
If we use MD (for concreteness) for H, we will need n > 230, but if we had an optimally secure construction

of H, we would need only n > 170. The latter could potentially be easier to design and argue about.

7.3.1 Our Results

We provide several constructions of keyed hash functions from non-keyed ones that do not suffer from
any security loss (i.e., the naive attack that has advantage ©(S/2" + T?/2") is provably optimal). Our
constructions provide various tradeoffs between their efficiency and the range of parameters (S and T') where

they achieve optimal security.

Merkle-Damgard and Merkle trees with a keyed inner hash. All of our constructions can be viewed
within a framework that builds on the Merkle-Damgard and Merkle tree constructions.

We start by discussing the MD-based approach. We consider an iterative hashing design where a com-
pression phase is performed in every step using an “inner hash” function. The input for the compression
phase is the current state and the next input. At the end, the compression phase outputs the next state.
Of course, the inner hash function in the compression phase can use h as a subroutine. Abstractly, the

compression phase for the MD-based construction is
y := compress(k, y, m),

where importantly the compress function takes k as input. See Figure 7.2 for an illustration. With this
notation, the compression function of the standard MD function (at least as studied in numerous recent
works including [CDGS18, ACDW20, GK22, AGL22]) is simply compress(k, y, m) = h(y, m), and for the first
step, vy is initialized to k. Notably key is not included in every compression phases.

We next consider a parallelizable hashing design that generalizes the Merkle tree hash function. Here,
each input is fed into a “leaf” of the Merkle tree, along with the k value. The compression function is
then used to recursively combine outputs in previous levels until a final output is generated. Crucially, we
always include k in the compression function. See Figure 7.3 for an illustration. This framework provides an

alternative to the generalized MD approach described above. It requires at most a factor of two more calls
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Figure 7.2: Our framework for building keyed hash functions based on the Merkle-Damgard construction

with a keyed inner compression function.

to compress, but it is extremely parallelizable. Further, it provides a local opening property, where someone

can prove that an individual message block m; was included in the hash, without providing the full message.
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Figure 7.3: Our framework for building keyed hash functions based on the Merkle tree construction.

Our constructions are obtained by different implementations of compress, namely viewing compress as
an inner keyed hash function used in the MD and Merkle tree designs. Quantitatively, the MD and Merkle
tree approaches give similar results, so we focus our attention on instantiating compress in the case of the
MD-based framework. However, all of our main results extend to the setting of the generalized Merkle tree
framework, which we provide in Section 10.5 for completeness.

For simplicity of presentation of our results, we slightly simplify notation and assume that s (the key
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length) is equal to n (the output size of the hash function).!? In our formal theorem statements in the
technical sections, x and n are treated independently when relevant.

Efficiency: We measure efficiency of a given construction by the number of calls to h needed to evaluate
H at a single point. For example, in the standard MD construction with an underlying hash that maps
{0,1}% to {0,1}", to hash a b-bit input, the query complexity is b/(a —n) (ignoring rounding'?). Indeed,
every application of h takes as input the previous output (n bits) and so it can process a — n bits from the

input each time.

Assuming a large inner hash. Our first result shows that optimal security loss is achievable. That
is, we show that there is a way to take a random oracle that operates on a fixed input length and get a
keyed hash H that operates on arbitrary-length inputs with the following security guarantee: for any S,7T,
any (S, T)-attacker has minimal possible advantage in finding a collision in H relative to a random key. In
words, the new construction is a variant of MD where we also feed k as input in every block. We refer to this
construction as the MD construction with a keyed inner hash, in contrast to the standard MD construction
where k is only fed in the first block. At a high level, feeding the key into every invocation of h allows us
to reduce the probability of finding a long collision in H to that of finding a collision in h, which achieves
optimal security O(S/2" + T?/2") [DGK17]. Refer to Figure 7.4 for an illustration of how the construction

works.

Theorem 7.3.1 (Informal; see Theorem 10.2.3). Assume h: {0,1}* — {0,1}™ is modeled as a random oracle

with a > 2n. Then, there is an Hy: {0,1}" x {0,1}* — {0,1}" such that:

1. For any S,T € N and any (S,T)-attacker, their advantage in finding a collision in Hy(k,-) relative to
a random k «s {0, 1}™ is O(S/2" +T?/2").

2. One evaluation of Hy on a given key and a b-bit message requires b/(a — 2n) queries to h.

The above result is optimal in terms of security and is almost as efficient as standard MD if a = 2n+Q(n).
For example, if a = 3n, processing a b-bit input of H; requires querying h as many as b/(a—2n) = b/n times.
In the standard MD construction, only b/(a —n) = b/(2n) queries are required, so our construction is less

efficient than MD by a small constant factor at most 2 when a = 3n.

12We note that there are constructions that use x # n by design (e.g., BLAKE hash [AHMP08, AMPH14] uses k = n/2).

13To be more precise, MD requires [(b+n -+ 1)/(a —n)] calls to h after padding the input with its length followed by a 1 and a
sequence of Os to fill the remaining current block. However, for ease of presentation, we ignore rounding in the introduction.
In the formal theorem statements, we give exact efficiency bounds.
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Figure 7.4: The construction H; underlying Theorem 7.3.1 given a hash function h: {0,1}* — {0,1}" for

a > 2n.

However, H; is significantly less efficient than MD if a is roughly 2n, i.e. h compresses by a factor of 2.
For example, if a = 2n + 1, then processing a b-bit input of H; requires invoking i as many as b times.
However, MD requires only b/(n + 1) queries. This is a significant difference. We emphasize that having
an efficient construction even when a ~ 2n is not only a technicality but is rather important: concretely,
assuming that the basic compressing function shrinks by a factor 2 is extremely common, both in theory and

in practice. Thus, our next results are focused on closing this gap.

Instantiating the keyed inner hash with standard MD. To this end, we start by considering a
construction Hs that works for any a > n and only incurs a factor of 2 overhead in terms of efficiency
relative to MD. While this may seem too good to be true, we pay in terms of the assumptions we need to

b2

make to claim optimal security for collision resistance. Namely, the scheme has “optimal security,” meaning
any (S, T)-attacker can find a collision with probability at most O(S/2" +T2/2"), only whenever S < T and
ST? < 2™,

This main idea behind the construction Hs is to instantiate the compress function in the MD-based
framework of Figure 7.2 with a standard MD hash function. We use k as the key for MD, and we treat
yi—1]|m; as the message. If we use a message block size |m;| = n, this results in only a factor of two overhead
relative to MD (essentially, half of the invocations of h incorporate bits of the message m;, and half of the

invocations incorporate bits of the previous output y;—1). This construction is depicted in Figure 7.5 and

gives the following result.

Theorem 7.3.2 (Informal; see Theorem 10.3.2). Assume h: {0,1}* — {0,1}™ is modeled as a random oracle

with a > n. Then, there is an Hy: {0,1}" x {0,1}* — {0, 1}" such that:
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1. For any S,T € N such that S < T, ST? < 2", and any (S, T)-attacker, their advantage in finding a
collision in Hy(k,-) relative to a random k «s {0,1}" is O(S/2" + T?/2").

2. One evaluation of Hy on a given key and a b-bit input requires 2 -b/(a — n) queries to h.

0"— yollma € {0, 1}*" yi[lma € {0,1}*" yolms € {0, 1}*"
N L L
MD’L MDH MDh
> > >

key € {0,1}"

Figure 7.5: The construction Hs underlying Theorem 7.3.2 given a hash function h: {0,1}* — {0,1}" for
a > n. The gray dotted boxes represent the compress function, instantiated with the Merkle-Damgard

construction, that uses k € {0,1}" as the key and y;_1|/m; € {0,1}?" as the message.

We note that the assumption that S72? < 2" in the construction above comes from the fact that best
currently known time-space tradeoffs for the collision resistance of standard MD (culminating in [GK22,
AGL22] following the works of [CDGS18, ACDW20, CGLQ20]) require this assumption to get optimal
bounds when analyzing the ¢-block MD construction when ¢ € w(1). In the special case where we only use a
2-block variant of MD as the underlying compress function, [ACDW20] give tight bounds that do not require
that ST? < 2" (and furthermore, [GK22] gave tight bounds for all constants ¢). This motivates our next
construction, Hs, which uses the 2-block MD construction for compress, but requires that the input size to
h satisfies a > 3n/2. See Figure 7.6 for an illustration, and the corresponding result is given in the following

theorem.

Theorem 7.3.3 (Informal; see Corollary 10.3.3). Assume h: {0,1}* — {0, 1}™ is modeled as a random oracle

with a > 3n/2. Then, there is an Hsz: {0,1}" x {0,1}* — {0,1}™ such that:

1. For any S,T € N such that S < T and any (S, T)-attacker, their advantage in finding a collision in
Hjs(k, ) relative to a random k «<s {0,1}" is O(S/2" + T?/2").

2. One evaluation of Hs on a given key and a b-bit input requires 2 - b/(2a — 3n) queries to h.
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Figure 7.6: The construction Hs underlying Theorem 7.3.3 given a hash function h: {0,1}* — {0,1}" for
a > 3n/2. The gray dotted boxes represent the compress function, instantiated with a two-block Merkle-

}2a—2n

Damgard construction, that uses k € {0,1}™ as the key and y;_1|m; € {0,1 as the message. The

2a — 2n bit message is split evenly into the first and second call to h, indicated in the figure by a diamond.

Instantiating the keyed inner hash with a 2-level Merkle tree. For our final construction, we seek to
build a hash function Hy that is both efficient and optimally secure whenever a &~ 2n (h is only compressing
by a factor of 2), without assuming that S < 7. In particular, S » T makes sense in many practical scenarios:
the pre-processing attacker may have much more than time T to generate its advice string of size S, the
online attacker may have easy random access to a structured advice string, or the online time 7" may be small
for applications that enforce a timeout with fixed-time communication session (see [ASST16] as an example
of an attack on a TLS session that requires relatively heavy computation in an offline phase). Lastly, we
mention that the bounds we obtain on Hy and Hj are tight—there is a non-trivial attack whenever S > T
that scales with advantage 2(ST¢/2™) for standard ¢-block MD [CDGS18, ACDW20].

For H,, we instantiate the compress function from the framework of Figure 7.2 using a keyed variant of
a Merkle tree construction (this has never been formally defined or analyzed to the best of our knowledge).
In our variant, we feed k into all leaves of the Merkle tree. Concretely, in our construction, we use a 2-level
Merkle tree and feed k to both of them, corresponding to two distinct invocations of h, and we split the
“message” y;_1|m; into the remaining input bits for the leaves. The second level of the Merkle tree combines
the two outputs from the first level, to produce a n bit output for compress. The full construction of Hy
is illustrated in Figure 7.7. We conjecture that this Merkle tree-based construction is optimally secure for
collision resistance (see Remark 7.3.5 for more details), but analyzing its security turns out to be highly
non-trivial. In particular, our current analysis is only optimally secure when ST? < 27", as stated in the

following theorem.
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Theorem 7.3.4. Assume h: {0,1}* — {0,1}" is modeled as a random oracle with a = 2n. Then, there is

an Hy: {0,1}" x {0,1}* — {0,1}" such that:

1. For any S,T € N such that ST? < 2" and any (S, T)-attacker, their advantage in finding a collision in
Hy(k, ) relative to a random k «s {0,1}* is O(S/2" + T?/2").

2. One evaluation of Hy on a given key and a b-bit input requires 3 - b/(2a — 3n) queries to h.

0" = yollm1 € {0,13272" o g1 |lmg € {0,1}2072" > ys|lms € {0,1}272"

key € {0,1}"

Figure 7.7: The construction Hy underlying Theorem 7.3.4 given a hash function h: {0,1}* — {0,1}" for
a = 2n. The gray dotted boxes represent the compress function, instantiated with a two-level Merkle tree,
that uses k € {0,1}" in each leaf and y;_;||m; € {0,1}272" as the message. The 2a — 2n bit message is split
evenly between the two leaves of the Merkle tree, indicated by a diamond in the figure. We require a = 2n

so that both outputs from the leaves can be fed into the next layer of the Merkle tree.

We summarize our results in Table 7.1.

Remark 7.3.5 (A conjecture on the security of keyed Merkle trees). The main building block in our con-
struction of Theorem 7.3.4 is a Merkle tree where the key value k is included only at the leaves. Concretely,
we include a key k in each of the leaves of a Merkle tree and then fill in the rest of the leaves with bits of
some message m € {0,1}*, and then run the Merkle tree construction (with an unkeyed hash) as normal to
get an n-bit output. In this work, we analyze the simplest case where the Merkle tree has depth 2 with only
two leaves. However, this naturally generalizes to any number of £ leaves resulting in a tree of depth O(log /).

We congecture that this approach, where only the leaves are keyed, is as secure as the Merkle tree approach

of Figure 7.3 where the inner hash function is keyed at every invocation, including interior nodes. This latter
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Advantage Efficiency | Input Size | Assumptions
MD O(ST?/2") b/(a —n) a>n None
Hy (Thm. 7.3.1) | ©(S/2" + T?/2") | b/(a —2n) a>2n None
Hy (Thm. 7.3.2) | ©(S/2" +T?/2") | 2-b/(a —n) a>n S<T,ST? <2"
Hj (Thm. 7.3.3) | ©(S/2" +T?/2") | 2-b/(2a —3n) | a > 1.5n S<T
Hy (Thm. 7.3.4) | ©(S/2" +T?/2™) | 3-b/(2a — 3n) az=2n ST? < 2n

Table 7.1: A summary of our results as well as the standard MD construction for reference. The advantage
of a construction is given in terms of the probability of (S, T')-attackers to find collisions relative to a random
key. The efficiency is measured in terms of the number of calls to h that maps a-bit inputs to n when

processing a b-bit input. The assumptions column specifies conditions on various parameters.

approach requires a larger, more complicated, inner hash function, so we would like to avoid this if at all
possible.

First, for the simple case of a depth two tree with keyed leaves, we conjecture that the bound we show
in this work is not tight (see Theorem 10.5.3 for the exact bound we show). Namely, we belicve that we
should not need to assume ST? < 2™ (or make any assumptions on S, T) in order to get optimal security.
Second, we believe that this intuition should extend to the arbitrary depth Merkle trees that are keyed at the
leaves, and we conjecture that it should also achieve optimal (S,T) security without any assumptions on S, T.
However, even getting a bound in this case that is optimal in the setting ST? < 2" we believe would be very
interesting. Additionally, handling deeper Merkle trees could potentially allow for constructions that do not
necessarily have even a two-to-one structure, meaning that we could build a keyed hash function based on

Merkle trees without assuming the hash function h has input size a = 2n.
We provide the details of this result in Chapter 10.
7.4 The Query Complexity of Preprocessing Attacks

While time-space tradeoffs have been extensively studied, question that has received less attention, however,
concerns the study of tradeoffs between the offline time needed to compute the advice and the online time.

To the best of our knowledge, the only such result, due to Corrigan-Gibbs and Kogan [CK18], focuses on
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the discrete logarithm problem in the generic-group model.

Initiating a more comprehensive and grounded study of such offfine-online time tradeoffs is the main
goal of this chapter. As in prior works on space-time tradeoffs, we focus on proving lower bounds relying
on ideal primitives, thus approximating time with query-complexity. In addition to providing a generic
overview of how salting makes preprocessing attacks expensive, we revisit under a new lens the recent
works [CDGS18, ACDW20, AGL22, GK22] on preprocessing attacks against salted hash functions and the

Merkle-Damgard construction.

WHY DOES TIME-COMPLEXITY MATTER? One main reason to study preprocessing attacks is to model non-
uniform security. In this case, it is indeed irrelevant how long it takes to compute a good advice string
since its mere existence suffices for an attack, although such an attack may well never be explicitly found.
This perspective has emerged from the debate around the use of non-uniformity in security [KM12, BL13],
although often the issue can be bypassed entirely via cleverer uniform reductions, as in e.g. [GPR14]. The
importance of non-uniform attacks in practice has also been a source of debate [Rog06].

Here, we are concerned with a more practical and less formal perspective where preprocessing is used in

practical, explicit attacks for one of two reasons:

1. An attack needs to run very quickly in the online stage (e.g., must succeed before a time-out occurs
in an Internet protocol) but can afford to run much slower in an offline stage. For instance, Adrian et
al. [ABD™"15] use offline computation to break 512-bit finite-field discrete logs in less than a minute of

online time, hence compromising legacy versions of the Diffie-Hellman handshake.

2. The advice is computed once and for all and is re-used to attack multiple instances. This is the scenario
of Rainbow Tables [Oec03], which leverage Hellman-type tradeoffs to speed up attacks against unsalted

password hashes.

In both cases, it is imperative that the offline time remains within a feasible range.

WHEN IS PREPROCESSING WORTH IT? Different preprocessing attacks exhibit very different offline-online
time tradeoffs. The main goal is to ensure that, thanks to preprocessing, the online complexity of an attack
is better than the best preprocessing-free attack. For example, in Rainbow Tables, for a password dictionary
of size N, the preprocessing takes time 77 ~ N to produce advice of size S, for which the online complexity
is then Ty ~ N/S. The online complexity bests the optimal online-only attacks, which is Q(N); moreover,
the preprocessing time is optimal since the sum of the offline and online time cannot beat the complexity of
the best online only attack.

A more interesting example is finding collisions in the salted Merkle-Damgard (MD) construction, as

studied in a line of recent works [ACDW20, AGL22, GK22]. Given a (random) compression function h :
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[N] x [M] — [N], the offline phase of the optimal attack for two-block collisions finds S collisions of the
form h(a;, m;) = h(a;, m}) for m # m’ and salts ay, ... ,as, for which offline time T} ~ S - /N is necessary.
Then, the online phase, given the salt a, uses time To = N/S to find m such that h(a,m) = a; for some
i, which yields a collision m/|m;, m|m/}. This attack achieves the tradeoff T} x To = N%?2, and the online
time beats the naive Birthday attack whenever T = Q(N). It is not clear, however, whether the tradeoff is

optimal, and this is indeed one of the questions we are addressing below.

OUR CONTRIBUTIONS. This chapter initiates an in-depth investigation of the time-complexity of preprocessing
attacks, and we focus primarily on salted constructions using hash functions, which is where the most

interesting technical questions emerge. In particular:

- Generic salting. We propose a generic technique to analyze the common practice of salting to
mitigate the effects of preprocessing attacks. We consider a model where every call to the underlying
primitive is salted. Qualitatively, our result implies that in most settings, to beat the best online-only

attack, one needs to invest an offline effort proportional to compromising the primitive on every salt.

- Concrete bounds for random oracles. Our generic technique can be combined with a recent work
by Jaeger and Tessaro [JT20] to provide concrete quantitative upper bounds on the advantage of an
offline-online adversary. These bounds are not always optimal, and we prove more refined bounds.
We exemplify this situation by studying the pre-image-resistance and collision-resistance of a salted

random oracle.

- Merkle Damgard construction. The technical bulk of this chapter studies the salted Merkle-
Damgard (MD) construction with a random ideal compression function. Here, salting achieves a more
limited effect and still allows for non-trivial tradeoffs between the offline and online complexity of an
attack. We deliver quantitative upper bounds on the advantage of breaking pre-image-resistance and

collision-resistance of the two-block salted MD for offline-online adversaries.

SALTING DEFEATS PREPROCESSING. We start with a result that generically justifies the practice of salting
cryptographic primitives to defeat preprocessing attacks. Such results were proved for space-time-complexity
in [CDGS18], but we give an analogue result for offline-online query-complexity.

Concretely, we assume that we have a scheme II9 that relies on a random function g : [M] — [N], and
that the advantage in breaking I1Y, as a function of the number of queries to g, is a well understood quantity.
(In particular, here we assume that the security depends only on the number of queries to g.) Now, we

replace g(-) with a salted hash function h(a,-), where h : [S] x [M] — [N]. We aim to quantify security for
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an attacker A4 which, during an offline phase, is allowed to issue T} queries to h(-,-). Then, after learning
the random salt a «s [S], A attacks II"(®7). In this online stage, A can issue T queries to h(-, ).

We show that if (roughly) T* queries to g are needed to break II9 in the worst case with very high
probability, then for the attacker A to succeed with high probability as well, Ty = S -T*/2 or Ty, > T%/2
must hold. In other words, the only way to beat the best online-only attack is to invest an amount of
preprocessing equivalent to that of breaking the scheme for every choice of the salt. At the core of this proof
is a simple argument that shows how to build an adversary B against I19, achieving the same advantage as
A, with ezpected query-complexity T1/S + Tb.

QUANTITATIVE BOUNDS FOR SALTED RANDOM ORACLES. The above generic result holds for adversaries
achieving high advantage. Overall, we would like to go one step further to obtain quantitative precise upper
bounds on the advantage of A as a function of 77 and 75 and to characterize the whole advantage curve.
As our first result, we combine the above reduction to an adversary with expected query-complexity with
the work by Jaeger and Tessaro [JT20]. This allows us to show that any adversary attempting to break
pre-image-resistance of a random oracle with a s-bit salt and n-bit outputs succeeds with probability at

most
T b
sNtTN

where N = 2" S = 2% and, once again, 71 and T» are the offline- and online-query-complexity. This bound

ends up being nearly ezact in that there are offline- and online-only attacks achieving each of the two terms.
Unfortunately, the same approach via [JT20] yields only suboptimal bounds for other properties, such as
the collision resistance of a salted random oracle. Here, we give a direct proof that shows a bound of order
T T3
SUN TN

This proof is of independent interest, and uses a compression argument to bound the number of salts for

which a collision is found in the preprocessing stage. And indeed, the first term is matched by an attack
that finds collisions for Q([T;/+/N]) salts, issuing /N queries for each of these salts.

TRADEOFFS FOR MERKLE-DAMGARD. Our first set of results aims to show that salting prevents offline-
online tradeoffs—the best attack is either fully offline or fully online. However, we show that this is not
true if we cannot afford to salt each call to a primitive. We focus in particular on the salted Merkle-
Damgard (MD) construction [Mer90b, Dam90], which has also been central to a recent wave of works in
the context of space-time tradeoffs [ACDW20, AGL22, GK22]. Here, we are given a compression function
h:{0,1}" x {0,1}* — {0,1}" and a message M that consists of B blocks Mj,..., Mg € {0,1}*. To hash M,

one sets the initial value yo to equal the salt a and computes the final hash yp by iterating

yi < h(yi—1, M;) .
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Here, we focus on the case of messages of length at most two, which, as in the case of space-time trade-
offs [ACDW20], already captures many of the challenges. (In fact, we believe that going beyond requires
significantly new techniques than those we explore in this chapter.) For pre-image-resistance, we prove a
bound (which we show to be tight) of the form (when ignoring constant factors and lower-order terms)

T, LTy 17
N Nz T N3

The most interesting term is the middle one: it is leading, e.g., for T} = N® and T, = N¥®, and suggests an
inherent tradeoff between offline and online query-complexities. Indeed, this advantage is (roughly) matched
by an actual attack that first evaluates h(a;, M) on N distinct M’s for T1/N different salts ay,...,ap /n.
Then, upon learning the value y to invert on, as well as the salt a, the online adversary spends its 15
queries looking for M € {0,1}" such that h(a, M) = a; for some i € [T1/N], succeeding with probability
Q(TyT>/N). Then, given it succeeds, the attacker knows N evaluations of h(a;,-) and is thus likely able to
find M’ € {0,1}" such that h(a;, M') = y. Hence, (M, M’) is a pre-image of y.

COLLISION-RESISTANCE OF MD. Our most involved result is the analysis of the collision-resistance of the
two-block MD construction, which in particular relies on a number of sophisticated compression arguments

and results in a bound that we know to be only partially tight. Ignoring lower order terms and constant

factors, we show a bound of order
T2 NT T T?
22y Ly L
N N3/2 N5/4 N7/3

Here, we show matching attacks for all terms except the last one. This (potential) lack of tightness of the last
term is due to our combinatorial analysis of a special type of offline-only attack. Namely, an offline attacker
could repeatedly attempt to find a special type of collision called a diamond for a (potential) salt a, namely,
four (distinct) queries h(a,x1) = y1, h(a,xz2) = y2, h(y1,x}) = 21, h(y2,x5) = 22 such that z; = 29. If the
attacker finds a diamond for & salts, then in the online phase it wins with probability k/N (with no further
query). Therefore, this boils down to proving a tail inequality on the number of salts for which a diamond is
found with 77 queries. This is challenging since in the regime 77 » N the combinatorics of random functions
are not very well understood. The challenge stems from the fact that the “outer” queries h(y;,2}) = 21 and
h(ys2,x4) = 22 in one diamond could, individually, be part of diamonds for different salts. Our proof uses
compression arguments to provide a suitable tail bound, but we leave it as an open problem to improve our
analysis (or show it is tight).

COMBINING SPACE AND TIME. In conclusion, we observe that our approach is entirely dual to that of space-
time tradeoffs. The latter completely ignores the issue of time to produce advice, whereas we completely
ignore the issue of advice size. The obvious question is whether both can be combined, and we currently

lack good techniques to combine space and query-complexity.
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RELATIONSHIP WITH MULTI-INSTANCE SECURITY. We note that a remark in [CK18] observed that a lower
bound against multiple-discrete-log algorithms also yields lower bounds on the preprocessing time for discrete-
log algorithms with preprocessing (observation attributed to Dan Bernstein). We can extend this approach
to relate the advantage of an offline-online adversary with the advantage of an adversary playing a multi-
instance game. However, we find that this does not give tight bounds for the advantage of offline-online
adversaries that succeed with small (sub-constant) probability. In Section 11.5, we illustrate this via an
example.

We provide the details of this result in Chapter 11.
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Chapter 8

TIME-SPACE TRADEOFFS FOR BOUNDED-LENGTH COLLISIONS IN
MERKLE-DAMGARD HASHING

In this chapter, we study the time-space tradeoffs for short collisions the Merkle-Damgard (MD) hashing.
Specifically, we confirm the STB conjecture posed by [ACDW20] in many new parameter settings. For
instance, in one result, we show that the conjecture holds for all constant values of B, significantly extending
the result of [ACDW20]. This chapter is based on our work in [GK22].

We start off this chapter by providing a high-level overview of our techniques. Both of our results follow a
similar high-level rationale, and thus throughout this overview, we mainly focus on the techniques for proving
the STB conjecture whenever B € O(1) (Theorem 7.1.1). Towards the end, we describe the additional ideas
needed to obtain the result for SB « T' (Theorem 7.1.2).

Before explaining the ideas, let us describe the challenge more precisely. We are given a compressing
function h : [N] x [M] — [N], modeled as a random oracle, and we want to upper bound the probability of
a non-uniform attacker in finding a collision in an MDy, instance with a random salt. We model non-uniform
attackers by thinking of them as two-stage adversaries A = (A1,.42). The offline part A; is unbounded in
running time, and its only restriction is that it can output only S bits. This output is the non-uniform advice
given to the online part Ay which is then allowed to make up to T queries after which it must output a
B-block collision for MD;, and terminate. We assume unbounded running time for both parts A; and A5 and
only restrict the output-size for A; and the number of queries for A;. We refer to such a two-stage adversary

(A1, As) as a (S, T)-adversary. In the context of length-B collisions in MDy,, the game is as follows:

A; has unbounded access to h and it outputs o € {0, 1}°.
- A gets o as input along with a random salt a € [N].

As outputs a, a.

- A wins if a # o/, a, &’ consist of < B blocks, and MDy,(a, «) = MDy(a, o).

There are essentially two main generic approaches known in the literature for proving bounds of this

sort. The first is the so-called pre-sampling technique, originally due to Unruh [Unr07], and the second is
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a compression argument. The first technique reduces the problem from considering general hash functions
and adversaries (A1, .42) as above to a simpler model (and associated attacker) called the bit-fizing model.
The advantage of the latter model is that it is typically easier to analyze and results in clean proofs. The
second technique is based on a simple information-theoretic idea that random bits cannot be compressed.!
Thus, an attacker that succeeds in finding collisions is used to compress some random information that is
used in the game, and thereby contradiction is reached. This technique, while being extremely influential
in many fields and problems in computer science (e.g., “Algorithmic Lovédsz Local Lemma” [MT10], lower
bounds on cryptographic constructions [GT00, DTT10, GT20], analyzing hardness of problems in the non-
uniform setting [DGK17, CK18] and time-space tradeoffs for quantum algorithms [CGLQ20]), often results
in technical and complex proofs.

It would have been convenient if any non-trivial bound on our problem could be obtained using the bit-
fixing technique. Unfortunately, Akshima et al. [ACDW20] observed that finding short collisions is relatively
easy in the bit-fixing model. Hence, the only remaining potentially helpful technique is based on compression.
Indeed, Akshima et al. [ACDW20], as their primary technical contribution, managed to carry out such an
argument for the particular case of B = 2, and already then their proof is highly non-trivial and consists
of a tedious case analysis. We distill some of the main ideas underlying their general framework approach?

next—this will be useful for us, as well.

THE FRAMEWORK. We reduce the task of handling arbitrary (S, T)-adversaries to the problem of handling
(S, T')-adversaries, where the preprocessing part A; is degenerate and outputs a fixed string o, independent
of h. Specifically, we define a game, parameterized by u € N.o, where A has an arbitrary size S string
o hard-coded, and its goal is to find a collision relative to a given salt. As wins the game if it succeeds
in finding a collision when executed with every one of w uniformly random salts (there is no A; in this
game). The reduction shows that if 4o has advantage € in the modified game, then the best advantage
of an (S, T)-adversary in the original game is (roughly) O(¢¥*) for u ~ S. This reduction, formalized in
Lemma 10.4.1, is adapted from Akshima et al. [ACDW20] and it uses the beautiful “constructive Chernoff
bound” of Impagliazzo and Kabanets [IK10].3

The advantage of considering the new game is that there is no A, so it is easier to handle. But, to obtain
a meaningful result for the original (S,T) game, say an upper bound of £, we need to prove a somewhat
stronger upper bound for the new game, that is, roughly €“. This means, in other words, that we need to

show how to compress about log(1/¢) bits per each one of the u salts. (Actually, keep in mind that it suffices

ISpecifically, it is impossible to save w bits of information about a random string, except with probability 2~%.
2We note that [CGLQ20] introduced an equivalent framework in independent work.

3The use of this reduction is the main (and perhaps only) point of similarity between our proof and [ACDW20]’s.
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to achieve this on average!) For our target €, we therefore have the following goal.

Main challenge: For every one of the u salts, we need to “save/compress” (on average) roughly the

following number of bits:

log ( min N ﬁ
s uT(logu)2B-2)pB2’ T2 | ) °

By impossibility of non-trivial compression, this would imply that As must succeed with probability at most

uT(logu)2B-2p2  T2\"
< _
e<O (( N + N )

which would give our result when plugged into the framework.

THE COMPRESSION ARGUMENT. The random string that we shall compress consists of the set of salts denoted
U, as well as the function h. We give encoding and decoding algorithms that use A5 first to encode the
pair (U, h) and then use the result to fully decode them whenever As wins the game. If As wins with good
enough probability, the output of the encoding procedure will be non-trivially short with good probability,

which is a contradiction.

Remark 8.0.1. Akshima et al. [ACDW20] used the same approach for B = 2, but their proof does not seem
to scale for larger values of B. Specifically, their proof involves an exhaustive case analysis. It seems like a
naive attempt to generalize their bound to larger values of B would proliferate the number of cases needed
to be analyzed, making it unmanageable. One of our key conceptual insights is a structural characterization
of collisions in MDy, that prevents this explosion in the number of cases needed to be handled. While our

analysis applies to any B, the number of total cases we consider is roughly the same as Akshima et al.

A FIRST ATTEMPT AND A GLIMPSE AT THE CHALLENGE. Let us make a strong (and typically false) assump-
tion: the adversary As never repeats any query to h across all the u runs.* Since we can assume (w.l.0.g)
that if Ay outputs (o, @) when run on salt a, it has queried h at all values needed to compute MDy,(a, @)
and MDy,(a, '), we are guaranteed that for each of the salts u € U there are at least two distinct queries
which have the same answer, i.e., a collision. The indices of these queries reside in [T] as this is the query
complexity of Ay when executed on the particular salt a. Thus, we could avoid encoding the answer of the
second query and instead encode these two indices in T' and remove the answer of the second query from
evaluations of h. This saves us log(N/T?) bits for every salt, giving us even more savings than what we are
aiming for. Such compression, in turn, would imply that the birthday attack is optimal, no matter what B

is (which makes sense given our assumption but is clearly false for general attackers).

4While we can assume without loss of generality that As does not repeat queries within a single execution (since it is not
memory-bounded), it is not very reasonable to assume that it will never repeat queries across different executions on different
salts.
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top body

—

T

tail bottom body

Figure 8.1: A mouse structure. For ease of visual representation we do not draw the nodes and edges of the

graph, instead represent it as a continuous structure.

A naive way to get rid of the assumption (that queries never repeat across different u runs) would be to
encode the index of the other query among all uT queries made (instead of T'). But, this would eventually
result in another multiplicative S term in our bound. Namely, we would only be able to save log(N/(ST?))
bits per salt which is too little for us (as it leads to a trivial upper bound). This motivates us to look more
closely at how MD collisions are formed, what kind of queries could be involved, and how we could leverage

the fact that collisions are short to get more efficient encoding.

THE MOUSE STRUCTURE AND QUERY TYPES. We consider the graph implicitly formed through the queries
made by Ay when running on salts ay,...,a, € U. The nodes of the graph are the possible salts and there

is a directed edge from salt a to o’ with label « if h(a, @) = a' and this query was made by As.

Suppose that As, when run on salt a;, outputs («,’). Since Ay wins on every salt in U, its output
on salt a;, denoted a,a’ must satisfy: (1) MDp(a;, ) = MDp(a;, o), (2) o # o', and (3) o, are at
most B blocks long. Without loss of generality we can assume that the adversary 45 outputs a “minimal”
collision, i.e., one that does not contain a prefix which is a collision by itself. For instance, say the collision
is x1, %2, X3, T4, T5, T and y1, Yo, Y3, Ya, Ys, Yo (wrt salt a) and it happens that x1,x9, x3, x4 and y1, Yo, Y3, Ya
already collide (wrt same salt a), we can simply ignore x5, xg, ys5, ys. Considering the core sub-graph of the
query graph that is induced by queries made by A, that are required to evaluate MDy,(a, a) and MDy(a, o),
we obtain a structure that we call a mouse structure. Important parts of the mouse structure are the tail,
top and bottom body, and the tip, as depicted in Fig. 8.1. Our entire approach is based on studying these

mouse structures to come up with encoding strategies.

Given the concept of a mouse structure and our discussion from above about the adversary, possibly
repeating queries motivates us to classify each query into one of three types. The first is called NEW and
refers to queries made for the first time. The rest of the queries are called repeated, and they are further

classified into two types, depending on whether they previously appeared in some mouse structure or not.
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Specifically, a repeated query is called REPEATEDUSED if the same query was already made by A3 when

executed on a previous salt, and otherwise, a repeated query is called

Intuitively, we want to save bits when the answer of a NEW query was the input salt of a repeated query.
A REPEATEDUSED query facilitates such savings since we can encode the answer to the query by storing its
index along with the index of the previous query and the corresponding index within the mouse structure—a
total of & log(uT B) bits instead of log N—which eventually turns into an ST B/N term in the upper bound,
as conjectured. The problem is with encoding queries—there seems to be no trivial way
to write the index of the previously-made query with less than log(u7?) bits, which is too much (since it will

eventually turn into a ST?/N term in the upper bound).

SOME “EASY” MOUSE STRUCTURES. We observe that some cases of mouse structures readily give us a way
to have efficient encoding and save sufficiently many bits. We offer three examples to convey intuition on
how our analysis is done. Throughout, let us assume that every mouse structure contains at least one NEW

query—otherwise, we will ignore this mouse structure altogether.’

As a first example, if two NEW queries form the tip of the mouse structure of salt a;, we can simply encode
the index of these queries within the queries made while handling this salt—this uses 2logT" bits instead of
log N bits which is sufficient. As another example, if a self-loop forms the body of the mouse structure and
the self loop query is NEW or , we can simply encode the index of the self loop query in
the list of queries used to handle this salt and avoid encoding the answer of the query—this uses log(uT') bits
instead of log N which is again sufficient. As the last example, suppose the answer to a NEW query is a salt
that appeared in some earlier mouse structure. In this case, we can avoid encoding the answer of the NEW
query and instead encode the index of the query and which of the salts in the previous mouse structures is
the answer—this uses log(2uB) bits (because there are at most 2B salts in mouse structures and at most u

mouse structures) instead of log N which is also sufficient.

SOME “HARD” MOUSE STRUCTURES. The aforementioned easy cases give rise to a relatively easy encoding
that results in an optimal STB/N term. Next, we focus on the more complex cases, which cause our bound

to have the extra ~ B - (log S)® factor.

Assume that there is a mouse structure where there are two salts a’ and a” such that o’ is the input
salt to a REPEATEDUSED query, a” is the answer to a NEW query, and the path from a” to a’ in the mouse

structure consists of only queries (as shown in Figure 8.2). By definition, the distance

5In the technical section, we refer to salts a; in U that were not the input salt of a query when running Az on a; for i < j as

fresh. It follows that mouse structures for fresh salts will always have a NEW query. For salts that are not fresh, it is relatively
straightforward to achieve some compression by avoiding storing these salts in the encoding of U. For now, the reader can
imagine that all salts are fresh for simplicity.
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Figure 8.2: An example of a “hard” mouse structure. The NEW queries are drawn in red, REPEATED USED

queries are drawn in blue and the queries are drawn in

between o’ and a” is at most B.% Potential savings could be achieved by not encoding a”, the answer of
the NEW query, as it can essentially be extracted from already-observed queries. We can easily encode the
appropriate index of the query in the mouse structure and the salt o’ using roughly log(uB) bits, but how
can we encode the information about the path back from a’ to a”?

The non-triviality is that for each node on this path, there might be many possible ways to reach it among
all the different queries that have been already made, i.e., if each node on this path has fan-in m, namely an
m-multi-collision, then the natural encoding of the path back would cost at most log(m?) bits, specifying
which back edge to take for every node. Here, m could be very large, e.g., as large as S or even larger, making
the whole result meaningless for most reasonable parameters settings. (We also need to encode the length
of the path, which would lead to the additional multiplicative B factor, but we ignore it in the discussion
here.)

We get around this problem of m potentially being very large by observing that one of the following two

cases holds:

- Many small multi-collisions: either the fan-in of every node along the path (i.e., the number of

previously-made queries whose result is a node on this path) is smaller than logu, or

- One large multi-collision: there is (at least one) node on the path where the fan-in is at least log u.

In the earlier case, we encode the path back as mentioned above, where we write the index of each back

7 as we have in

edge. This costs us B - loglogu bits, which eventually translates to an extra (log S)” term,
our main theorem. The question is, what do we do when the second case occurs.

The idea is to leverage the fact that there is a large multi-collision and obtain our savings from a
completely different place. Specifically, we remember the index of all the queries involved in the multi-

collision and the common answer. A calculation reveals that if the collision consists of ~ logu edges, we can

6By being slightly more careful, we can show that the distance is B — 2 but we ignore this fact for the overview.

"Remember that the actual term is (log S)Z~2 and that is why the proof of Akshima et al. [ACDW?20], in which it was
assumed that B = 2, did not have an extra term that depends on S.
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already save enough. One subtlety is that the same multi-collision might repeat throughout many different
mouse structures, and we need to make sure not to double count the savings from a single multi-collision
more than what we get. The reason why we do not double count is that a single large-enough (i.e., with
log u edges) multi-collision saves us enough bits for about logw different structures, and at the same time,
such a multi-collision can appear in at most logu mouse structures.

Let us finally remark that while the above description conveys the main idea underlying our compression
strategy, it is somewhat simplified and glossed over many technicalities and the complete specification of all

possible cases that our full proof covers. We refer to Section 9.3 for full details.

PROVING THE STB CONJECTURE FOR S - B « T. The proof of our second upper bound follows the same
overall structure. The only difference is, naturally, in the way we encode reverse paths in mouse structures
that have nodes corresponding to queries between the output a” of a NEW query and a
node a’ corresponding to a REPEATEDUSED query.

In the earlier proof, when we needed to locate the salt a” from salt a’, we encoded the number of edges in
between and all the edges on the path. Here, we prove a purely graph-theoretic lemma saying that if for salt
a' there are more than ~ u? salts a” such that there are d > 0 edges on the shortest path back from a’ to
a” in the query graph, then there must be ¢ > 1 multi-collisions in the graph, such that the total number of
edges involved in the ¢t multi-collisions is at least ~ u2. While the proof of this lemma is a simple inductive
argument, it turns out to be extremely helpful for us. Specifically, if there are ¢ > 1 different multi-collisions
such that a total of at least ~ u? different queries are involved in the ¢ multi-collisions, we can save enough
by only encoding these multi-collisions and nothing else. To prove this fact, we consider the minimum savings
we can get from encoding these ¢ multi-collisions. We show using some elementary calculus that if there are
~ u? queries involved in ¢ different multi-collisions, the minimum saving is more than the total amount of
savings we need.

Equipped with this fact, we split our analysis into the two following scenarios.

1. The first is where for each case where we need to encode the location of a” from o’ at a distance d,

there are at most ~ u? salts — here we simply encode the index of the “right” a” using ~ log u? bits.

2. The other scenario is when for at least one case, there are more than ~ u? salts. Here we can save
enough by encoding the ¢ multi-collisions involving at least ~ logu? that the graph-theoretic lemma

guarantees us. We get enough savings by only encoding these ¢t multi-collisions.

The u? term from the first scenario above turns into an additional factor of the form 52 in the final bound.
Due to additional technicalities that we glossed over during this overview, we suffer another multiplicative

factor S in our bound, which amounts to having an S* term. Full details appear in Section 8.4.
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Chapter Organization. We provide details of these results in the rest of this chapter. In Section 8.1,
we introduce our notation, definitions, and well-known propositions that we use in the chapter. We present
our modular framework for the analysis (adapted from [ACDW20]) in Section 8.2. In Section 8.3, we prove
the STB conjecture for all constant B. Finally, in Section 8.4, we show how to extend this proof to prove the

STB conjecture for SB « T.

8.1 Preliminaries

Let N = {0,1,2,...} denote the set of all natural numbers and let Noo = N\{0}. For N € N.q, let
[N] ={1,2,...,N} and for k € N such that k < N, let ([JZ]) denote the set of k-sized subsets of [N]. For
a set X, let | X| be its size and Xt denote one or more elements of X. We denote Fcs(D, R) the set of all
functions mapping elements in D to the elements of R. We let x «—s D denote sampling x according to the
distribution D. We let * denote a wildcard element. For example (x,z) € L is true if there is an ordered
pair in L where z is the second element (the type of the wildcard element shall be clear from the context).
If D is a set, we overload notation and let x «<—s D denote uniformly sampling from the elements of D. For
a bit-string s we use |s| to denote the number of bits in s.

When referring to directed graphs in this , we mean directed multi-graphs, i.e., these directed graphs

might have parallel edges. All logarithms in this chapter are for base 2 unless otherwise stated.

MERKLE-DAMGARD (MD) HASHING. For N, M € N.q, let h : [N] x [M] — [N] be a compression function.
We recursively define Merkle-Damgard (MD) hashing MDy, : [N] x [M]* — [N] as MDy(a, ) = h(a, o) for
a € [N],a € [M] and

MDy(a, (aq,...,ap)) = h(MDy(a, (a1,...,a5-1)),ap)

for a € [N] and aq,...,ap € [M]. The elements of [M] shall be referred to as blocks and a, the first
input to MDy, is referred to as the salt. This is the same abstraction of plain MD hashing as the one used

in [ACDW20).

AUXILIARY-INPUT RANDOM ORACLE MODEL (AI-ROM). We use the Auxiliary-Input Random Oracle
Model (AI-ROM) introduced by Unruh [Unr07] to study non-uniform adversaries in the Random Oracle
Model. This model is parameterized by two non-negative integers S and T and an adversary A is divided
into two stages (A1, As). Adversary A;, referred to as the preprocessing phase of A, has unbounded access
to the random oracle h and outputs an S-bit auxiliary input o. Adversary As, referred to as the online phase,
gets o as input and can make T queries to h, attempting to accomplish some goal involving the function h.
Formally, we say that A = (A1, As) is an (S, T)-Al adversary if A; outputs S bits and A issues T queries

to its oracle. We next formalize the salted-collision resistance of MD hash functions in AI-ROM.
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Game GX 5. 5(A = (A1, A2)) Subroutine Al-CR}, o (A = (A, Az))
1. h«sFes([N] x [M],[N]) 1. o «s A (h)
2. a«s[N] 2. (a,a’) «s Ak(0, a)
3. Return AI-CRy,q(A) 3. Return true if:
(a) a#d,

(b) «,a’ consist of < B blocks from [M], and

(c) MDp(a,a) = MDy(a,a’)

4. Else, return false

Figure 8.3: The bounded-length collision resistance game of salted MD hash in the AI-ROM, denoted G:}\'}" VB

SALTED SHORT COLLISION RESISTANCE OF MD IN AI-ROM. We formalize the hardness of bounded-length
collision resistance of salted MD hash functions in the AI-ROM. The game is parametrized by N, M, and B.
The game first samples a function A uniformly at random from Fes([N] x [M],[N]) and a salt a uniformly
at random from [N]. Then, A; is given unbounded access to h, and it outputs o. At this time, As is
given the auxiliary input o, a salt a, as well as oracle access to h, and it needs to find o # o such that
(1) |a, || £ B- M, and (2) MDp(a,«) = MDy,(a, «’). This game, denoted G‘I’\'}jﬁ\z73, is explicitly written in
Fig. 8.3. In Fig. 8.3, we write the adversary’s execution in its own subroutine only for syntactical purposes

(as we shall use it later in our proof).

Definition 8.1.1 (AI-CR Advantage). For parameters N,M,B € N, the advantage of an adversary A
against the bounded-length collision resistance of salted MD in the AI-ROM is

Advi/il_DCjN,M,B(A) = Pr[ ?\Il-(]:\r/IB(A) = true]
For parameters S, T € N, we overload notation and denote
AdVﬁ/il_tg,rN,M,B(Sv T) = mjx {AdVﬁ/il_[g,rN,M,B(A)} )
where the mazimum is over all (S,T)-AI adversaries.

THE COMPRESSION LEMMA. Our proof uses the well-known technique of finding an “impossible compression”.
The main idea, formalized in the following proposition, is that it is impossible to compress a random element

in set X' to a string shorter than log|X| bits long, even relative to a random string.
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Proposition 8.1.2 (E.g., [DTT10]). Let Encode be a randomized map from X to Y and let Decode be a

randomized map from Y to X such that
Pr; s x [Decode(Encode(z)) = z] > e.
Then, log |Y| = log|X| — log(1/¢).

CONSTRUCTIVE CHERNOFF BOUND. We use the following “constructive” Chernoff bound taken from Akshima
et al. [ACDW20] which in turn is a variant of a similar lemma of Impagliazzo and Kabanets [IK10]. We refer

to [ACDW20, Section 9] for a proof of this proposition.

Proposition 8.1.3 ([ACDW20, Theorem 1]). Let N € Nog, u € N such that u < N, 0 < < 1 and let
X1,...,Xn be 0/1 random variables. Let X = X1 +---+ Xy and let U be an independent random subset
of [N] of size u.

If Pr l/\)(]] < 0%, then Pr[X = max{6iN,u}] <27
ieU

8.2 The Framework: Reducing the Problem to a Multi-instance Collision Finder

Our task here is to upper-bound the advantage of an adversary in finding a short collision in a salted MD,
according to the game G?\iﬁ 97, described in Figure 9.3. First, without loss of generality, in what follows, we
assume that the adversary is deterministic. This follows since we can transform any probabilistic attacker
into a deterministic one by hard-wiring the best randomness (see Adleman [AdI78]).

We reduce the task of bounding the advantage of an attacker in finding a short collision in a salted MD,
according to the game Gj’\i," 9,5 b0 a “multi-instance” game where the adversary does not have a preprocessing
phase but instead only has a non-uniform auxiliary input, chosen before the random oracle h. The latter
game is easier to analyze. Although the statement and reduction below were implicit in the work of Akshima
et al. [ACDW20], we make it formal and hopefully useful for future works.

mi-cr

We define the following “multi-instance” game Gy BM(O’, As), where the preprocessing part of the

adversary A; is degenerate and outputs the fixed string 0. More precisely, the game has the following steps:

1. h s Fcs([N] x [M],[N])
2. U s ()
3. Define A; to be the algorithm that always outputs the string o.

4. Return true if Al-CRy, (A = (A, Ag)) = true for every a € U. Otherwise, return false.
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For a string ¢ and an adversary As, define
AdVR’]/liIS(,:;WM,B,u(U’ A2) = Pr[ %i,-](\:/},B,u(U7 A2)] :

Lemma 8.2.1. Fiz N, M, B,S,T,u € N~g. Then,

AdviaS a5 (S, T) < 6+ (mix {Advl’\",,‘,ngle’B’u(@ Az)}) +oS—u,

where the maximum is taken over all o € {0,1}° and T-query algorithms As.
Proof. Define

1
= (max {Advmi[-)f;mM,B,u(o-a -/42)}) :

o,As

We need to upper bound Pry, o [Al-CR}, o(A) = true] for every (S, T)-Al adversary A. We say that h is
easy for adversary A = (A1, As) if A wins the Al-CR;, , game on a random a «<s [N] with probability 6.
That is,

h is easy for A <= Pr, s n] [Al-CRp, o (A) = true] > 6.
By the law of total probability,

Pri.a [AI-CRp o (A) = true] =Prp, o [AI-CR} o(A) = true | h is easy for A] - Pry[h is easy for A]+
Pri.q [AI-CRp, o (A) = true | h is not easy for A] - Prj[h is not easy for A]
<Pry[h is easy for A] + Pry, o [AI-CR}, o (A) = true | h is not easy for A]

<Pry[h is casy for A] + 6.
The lemma readily follows from the following claim where we prove an upper bound on Pry,[h is easy for A].

Claim 8.2.2. For any (S,T)-AI adversary A, it holds that Pry,[h is easy for A] < 257%.

Proof. Fix an adversary as in the statement A = (A;, A3). Define A, the canonical preprocessing adversary
that outputs the string o € {0,1}°, ignoring its input. Denote A, the (S, T)-Al adversary (A,,Az). By
definition and by a union bound, it holds that

Prp[h is easy for A] < Pry, [Eio— € {0,1}°: h is easy for Ag]

<25. Pry [h for A,]. 8.1
Uer?oa’mf}s rn [h is easy for A, ] (8.1)
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For a fixed a € [N], o € {0,1}%, and h € Fes([N] x [M], [N]), define the indicator X5 . =1if and only if
Al-CR}, o(A,) = true. By definition and with this notation, for every o € {0,1}7, it holds that

Pry, [k is easy for A,] = Pry [Pra es [V] [AI-CRy o (As) = true] > 67]

= Pry, [Pra(_g [N] [Xg’a] = 6’}/]

= Pl’h Z Xg’a 2 GNP)/ . (82)
a€[N]

By definition, Adv',\",|i|5f§\,’ a.8.u(0, A2) is the advantage of the T-query attacker Ay given auxiliary input
o in finding collisions in salted MD relative to h and on u uniformly random salts denoted U. Written

differently, for every o € {0,1}° and T query adversary As, it holds that

PrhﬁU l/\ Xg,a] = Advlr\n/lilz)f;V,M,B,u(O—V AQ)
acU

mi-cr * ®
< max {AdVMD,N,M,B,u(U aAz)} = 9",

o”“,.A;I=

where the last equality follows from the definition of 7. Applying Proposition 10.1.1, we get that for every
o € {0,1}%, it holds that

Pro | Y X7, =6Nvy| <27
ag[N]

Plugging this back into (8.2), we get that Prp, [h is easy for A,] < 27*. In turn, plugging the latter back
into (8.1), we get that Pry, , [AI-CR}, o (A) = true] < 297, as needed. [

8.3 Proving the STB Conjecture for B € O(1)

This section proves an upper bound on the advantage of any auxiliary-input adversary in the bounded-length

collision resistance game of salted MD hash in the AI-ROM. The main theorem is stated next.
Theorem 8.3.1. Let C =216.6.¢2. For any N, M, B,S,T € Nog and fizing S := S + log N, it holds that

STB? (73610g$)2(3_2) 72 .
i-cr log log §
Adviis a5 (9 T) < C'- max ng\‘;g ’ <N> TN

Theorem 9.3.5 follows as a direct corollary of Lemma 10.4.1 together with the following lemma and setting

u=.S5+logN.
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Lemma 8.3.2 (Hardness for a multi-instance collision finder). Fiz N, M, B, S, T, u € N=g and o € {0,1}".

Then, for any Ao that makes at most T queries to its oracle, it holds that

mi-cr
Advin N, B, (05 A2) <

162 uT B?(3elog u/loglog u)?(B—2) 22 “
(2 e” - max {( N A\ .

The rest of this section is devoted to the proof of Lemma 9.3.6. Unlike the proof of Lemma 10.4.1,

the proof of this lemma is novel and differs completely from that of Akshima et al. [ACDW20]. The key
conceptual insight is a structural characterization of collisions in MDy, that prevents the explosion in the
number of cases that [ACDW20] faced during the case analysis.

We are interested in bounding the advantage of the best strategy, i.e., a pair (o, As) where o € {0,1}% is a
fixed string and A is a T-query algorithm, of finding bounded-length collisions in a salted MD with respect
to the game G'}\}"ﬁ B,u(a, As). Recall that in this game, A needs to find proper collisions for u randomly
chosen salts, denoted U. The main idea in the proof is to use any such adversary (o, As) to represent the
function h as well as the set of random salts U with as few bits as possible. If the adversary is “too good to

be true,” we will get an impossible representation, contradicting Proposition 11.1.1.
NON-TRIVIAL RANGE. If either

2 2 2(B—2)
™ 1 or uT' B*(3elogu/loglog u)
N N

> 1,

then Lemma 9.3.6 is trivially true. Hence, from now on we assume that both of the above left hand side

terms are upper bounded by 1.

Setup. Denote

2 2(B—2) 2 u
* e (21662 — { (uTB (3elog ué\l{og log u) ) ’ <1];[> }) .

Assume the existence of an adversary A = (0,.43), where o € {0,1}° is a string and A, is a T-query

adversary, that contradict the inequality stated in the lemma. That is, there is ¢ > ¢* such that

AdVIr\?IBC,;V,M,B,u(A) =(> (" (8.3)

Define G to be the set of functions-sets of salts pairs for which the attacker succeeds in winning the game

for every salt in the set relative to the function, That is,

u

G= {(Uv My e Fes([N] x [M], [N]),

Vae U : Al-CRy, o (A) = true} .
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Recall that ¢ is defined to be the advantage of A in the game GN'f 5 ,(A) in which h and U are chosen

uniformly, and then A needs to find a collision with respect to every one of the u salts in U. Therefore,
N
|g| = C <u> _NMN.

In what follows we define an encoding and a decoding procedure such that the encoding procedure gets
as input U, h such that U € ([]I]) and h € Fes([N] x [M],[N]), and it outputs an L bit string, where
L = log (C* . (1;/) . NMN>. The decoding procedure takes as input the string L and outputs U*, h*. It will
hold that U* = U and h* = h with probability ¢.® Using Proposition 11.1.1, this would give us that

10g§<L—10g<(JZ> -NMN) = (< (¥

which is a contradiction to the assumption (see (9.3)).

NOTATION AND DEFINITIONS. Fix (U, h) € G. Let U = {ay, ..., a,} where the a;’s are ordered lexicographi-
cally. Let Qrs(a) € ([N] x [M])T be the list of queries that A; makes to h when executed with input (o,a).
Namely, for a € [V],

Qrs(a) = {(a’, ') € [N] x [M] | As(0,a) queries h on (a’,a’)} .

Note that Qrs(a) is indeed a set as we can assume (without loss of generality) that 4o never repeats queries
in a single execution (since A, can just store all of its past queries).

We say that o’ € Slts(a) if there is some o € [M] such that (a’,a’) is an entry in Qrs(a). Namely, for
a,a’ € [N],

a’ € Slts(a) <= 3o’ € [M] s.t. (d’,a’) € Qrs(a).

We define the set of fresh salts in U. A salt a; for i € [u] is called fresh if it was never used as the salt in
any query performed by A, while being executed on salts a; for j < ¢ — 1 which are fresh. The first salt a;
is always fresh. A salt a; for i > 2 is fresh if for any fresh a; for j <i—1, a; ¢ Slts(a;). Namely, denoting

the set of fresh salts by Ugesh, we have the following inductive (on i € [u]) definition:
a; € Ugresh = Vj <i—1, a; € Ufresh: a; ¢ Slts(aj)'

Looking ahead, we define Ugesn like this because we run A, on the salts in Ugesy in lexicographical order,

and this definition ensures that each salt that A5 is executed on was not queried by it previously. Denote

F :=|Utesh| and  Ufesh = {a},...,a’} (ordered lexicographically).

8Essentially, we will show that for all (U, h) € |G|, if the encoding procedure produces output L, then the decoding procedure
on input L outputs U*, h* such that U* = U and h* = h.
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Denote
Vie[F]: Q; :=Qrs(a;) and Qfesh :=Q1] ... |QF,

where | is the concatenation operator. Let Qgesn[7] be the rth query in the list Qfesh. Note that r € [F-T1.
For every a € U\Ukesh, let t, be the minimum value such that Qgesh[ta] is @ query with salt a. Define the set

of prediction queries as
P .= {ta | a€ U\Ufresh}.

The encoding algorithm will output Ugesh, P, which suffices to recover the set U by running As.

We let h be the list of h(a,a) values when executed on distinct queries in Qfesh, in the same order as
they appear in Qfresh, followed by the evaluation of h on the following values in lexicographical order of the
inputs.

{(a,a) : a € [N], o € [M]}\Qfresh -

Therefore, h is initialized to contain the evaluation of h at all points in its domain. Looking ahead, in the

encoding procedure, we will remove elements from h as needed to compress h.

FUNCTION AND QUERY GRAPHS. A notion that will be useful is that of a “function graph”.

Definition 8.3.3 (Function graph). For a function h : [N] x [M] — [N], consider the following directed
graph: it has N nodes labelled with elements of [N] and each node has exactly M outgoing edges, each labelled

with elements of [M]. There is an edge from node a; to a; labelled o if and only if h(a;, o) = a;.
We define the notion of query graph for an adversary as follows.

Definition 8.3.4 (Query graph). Ezecution of an adversary Az on salts af,...,ar defines a query graph
as follows. Initially the graph is empty. Whenever As queries (a,«) to h, we add a node with label a if not

already present and add an edge (a, h(a,a)) with label o if not already present.
Fact 8.3.5. The query graph is always a sub-graph of the function graph of h.

STRUCTURE OF COLLISIONS: THE MOUSE STRUCTURE. Since adversary As succeeds on all of the salts in
U, it holds that for every j € [F], the output of the adversary is (a;, a};) such that a; # o, MDy(a;, a;) =
MDy,(aj, @) and both aj, o) are at most B blocks long. We can assume without loss of generality that
the colliding messages a; and 043» are “minimal” (because otherwise, we can trim oy, a; to obtain a shorter

’) induce a structure that

collision). The evaluations of h in order to compute MDjy(a}, a;) and MDy,(a’;, o

we call a mouse structure as shown in Fig. 8.4. More explicitly, suppose the output of the Ay is (o; =
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top body

Yy Yre
f—/%

L1y--, Tk Rlye-ey R

tail bottom body

Figure 8.4: A mouse structure. For ease of visual representation we do not draw the nodes and edges of the

graph, instead represent it as a continuous structure.

(s sajB,), 05 = (a)y,...,a5 g,)) for By, Bo < B such that a;; = o} ; for all 1 <i <k where k > 0.

Define (z1,..., %k, Y1s-- -, Yk, 215 - - -, 2k ) Where k' = By — k, k" = By — k as follows.
xr1 = h(a;,ozﬂ) , Ty = h(xi_l,aj,i) forl<i<k

h(a;-,()éjﬂ) ifk=0
Y1 =9 , Yi = h(yi—1,qj0k) for 1 <i< By —k

| h(zg, ajg+1) otherwise
.
h(a’;, o 1) ifk=0

3 .
z] = R h(zi,l,a;7i+k) for 1 <i< By —k

/ .
| h(wg, oy yq)  otherwise

Then (z1,..., Tk, Y1s-- -, Yk's 21, - - -, 2kr) form a mouse structure as specified in Figure 8.4. Without loss of
generality, we can assume that the mouse structure is present in the query graph of Ay before it outputs the
answer for salt a’;. We refer to this structure as the mouse structure for salt a;.

We define MouseQrs; to be the set of queries in the mouse structure. Similarly, we define MouseSlts; as

the set of salts that comprise the mouse structure. By definition, 1 < [MouseQrs;|, [MouseSlts;| < 2B.

CLASSIFYING QUERIES. We classify every one of the queries in Qgesh into one of 3 types by scanning through
them in order. Recall that Qgesn consists of F' blocks, each consisting of T' queries. Each block contains a
mouse structure as in Figure 8.4. The first type of query is called NEW. A NEW query did not appear in
any previous block. Non-NEW queries are called repeated and they are classified further into one of 2 types:
REPEATEDUSED, and . A query (a,a) would be a REPEATEDUSED query if it was made
as part of a mouse structure during some earlier salt in Ufesn. Lastly, a query is one that

was made before but is not part of any mouse structure. That is,
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1. NEW: A query with index r € [F'-T] is NEW if there does not exist 7' < 7 such that Qfresh[7'] = Qfresh[7']-

2. A non-NEW queries is called repeated. We classify the latter into two subcategories:

(a) REPEATEDUSED: A query in Q; with index s € [T'] such that h(Q;[s]) = a is REPEATEDUSED if

it is not NEW and Q;[s] € MouseQrs; for some i < j.

(b) ¢ A query in Q; with index s € [T'] such that h(Q;[s]) = ais

if it is not NEW, Q;[s] ¢ MouseQrs; for all ¢ < j.

Note that this classification covers all queries made during execution. The following is a simple observation.

Claim 8.3.6. FEvery mouse structure has at least one NEW query.

Proof. For every j € [F], the queries in Q; with salt ag- are necessarily NEW because we defined Ugesh to
contain aj’s that were not queried earlier by Az when run on a; for i < j, and also assumed that Ay does

not repeat queries during a single execution. |

8.8.1 The Compression Argument

As mentioned, our goal is to compress (U, h), and we will achieve this by using our collision finding adversary
As. The encoding procedure shall output the set Ugesn, the set P, the list h with some entries removed and
additional lists and sets. We will be describing the details of these lists and sets below and which entries we
remove from h. It is instructive to think about how decoding would work to understand the intuition behind
our encoding strategy. The decoding procedure will run A5 on the salts in Ugesp and answer its queries using
the entries in & and the other lists and sets it gets as input. We need to encode enough information in these
lists and sets so that the decoding procedure can correctly answer the queries whose answers will be removed
from h. The salts in U \Utresh Will be recovered using P. Our main goal is to show that we are compressing
when we remove entries of /& and instead use additional lists and set. Our ways to compress will depend on
the induced mouse structure in each Q; for j € [F]. To this end, we first classify the mouse structures into
six broad cases. We classify the jth mouse structure for each j € [F] into the first of the following six cases

it satisfies, e.g., if a mouse structure satisfies both cases 2 and 3, we categorize it into 2.
1. There is a NEW query (a, «) such that h(a,a) = a.
2. There are two distinct NEW queries (a1, 1), (ag, a2) such that h(ar,a1) = h(az, asz).

3. There is a NEW query (a, ) such that h(a,«) = o’ and a’ € MouseSlts; for some i < j.
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4. There is a query (a,«) such that h(a,a) = a.

5. There is at least one salt a such that a € MouseSlts; for some i < j and there is a path of at most B — 2

edges in the mouse structure from a back to a’ where a’ is an answer to a NEW query.

6. There are no REPEATEDUSED queries in the mouse structure.

Note that these cases cover all mouse structures.

Claim 8.3.7. Every mouse structure can be categorized into one of the cases 1 to 6.

Proof. We will show that if a mouse structure does not satisfy case 6, it has to satisfy case 5, which suffices
to prove our claim. Since the mouse structure is not in 6, it has a REPEATEDUSED query. Let the input salt
of this query be a. Moreover, since the first query of the mouse structure has to be new, let the answer salt
of this query be a’. Since the longest path in the mouse structure is of length B, it follows that there are at

most B — 2 edges in the mouse structure between a and a’. Hence, case 5 is satisfied. ]

COMPRESSION BUDGET. Recall that we need to prove that the size of the output of the encoding procedure

(o (225) ) )

bits, where mg = 3elogu/loglogu. In other words, we need to show that the encoding procedure saves at

is

least

N N
w-log [ min{ —, ———5—=—+ —2uloge — 14u (8.4)
( {4T2 auTB2miP~2 })

bits overall.

Required savings in h. As mentioned earlier, the output of the encoding algorithm will consist of
Usresh, P,iL, and some additional sets and lists. The lists Ugesn and P will suffice to recover the set U.
The list ~ and the additional sets and lists are used to recover h.

Denoting |Ugesn| = F and |U| = u, we can describe P using ("7, bits. Therefore, U, which is trivially

described using log (]X ) bits, can be encoded using the following number of bits

o8 ( (uliTF) (J;) ) |
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Therefore, the saving in bits in the description of U is at least

log ({Z) —log (<uF;TF> <Jf\‘5>) > o (ijT )( 2? (TN)F
>+ < U_Q:uFFF)

()
> (u— F)log (3;) — ulogde . (8.5)

- ooy () s (e ()" (7

where the first inequality uses the basic bounds for binomial coefficients (n/r)” < (') < (en/r)", and the
last inequality follows since x < 2% for every x > 0, and u > F.
By subtracting (9.5) (how much we save in U) from (9.4) (how much we need to save in total), it suffices

to show that we save at least

N N
u - log | min I73 s 2(B=2) —2uloge
AT*" 4T B2m¢

N
—14u — (u— F)log (UT) + ulog4de

bits while encoding h. Since log(N/uT) > log (min {N/4T2,N/4uTBzmg(372)})7 this is at most the

following number of bits.

. N N
FlOg (mln{4T2,4W}> _Uloge_ 12u (86)

To show that the compression indeed achieves the savings from (9.7), we will show that for every salt

in Ugesh, we can save at least the following number of bits, except for a few cases.
log (min {N/4T2, N /4T B2m2 P2 }) .

In the rare cases where we cannot save as much, we will incur a small penalty. We will show that the
cumulative penalty we incur is at most 7u + uloge bits. Additionally, we will label each of the salts in
F with a few bits that describe its “type” (according to the cases described above — case 5 will have 3
subcategories, and case 6 will have 10 subcategories), and for this 5 bits will suffice. This will cost, in total,
another 5u bits, and therefore the total size of the encoding will indeed be bounded by the term from (9.7).

We now describe the details of how we handle each case. Assuming that the mouse structure for salt
a;» satisfies a particular case, we describe the encoding procedure, calculate the amount of compression we

get, and then explain how decoding would work. In Section 8.3.2 we handle Cases 1 to 4, in Section 8.3.3,
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(a) Case 1 (b) Case 2
(c) Case 3 (d) Case 4

Figure 8.5: Cases 1 to 4. The NEW queries are drawn in red, the REPEATEDUSED queries are drawn in blue,
and the queries are drawn in . The black dashed lines indicate zero or more queries

of any type.

we handle case 5, and lastly in Section 8.3.4, we handle case 6. We note that here we describe the details
such that they are locally verifiable, i.e., we describe the encoding, show that we save enough and describe
the decoding for each case locally. We made this choice due to the complexity of the encoding and decoding
procedures- we felt it was much easier to parse in the locally verifiable form. For sake of completeness, we

do provide the full pseudocode of encoding and decoding in Section 8.3.5.

8.3.2 Handling Cases 1 to 4

In each of the four cases below, we will be saving more bits than we need, i.e., more bits than

log (min {N/4T2, N /4T B2m2 P2 }) .

CASE 1. The jth mouse structure contains a NEW query (a, «) such that h(a, @) = a, as depicted in Fig. 8.5a.
The encoding procedure stores the index of the query (a, ) in Q; in a list Ly and removes the entry h(a, o)
from h.
In decoding, if the current (jth) salt is categorized as case 1, then it removes the front index in the list
Ly, and denote the index by i. It answers the ith h query, denoted (a, «), with a and sets h(a, @) = a.
Since the index of the query (a,«) in Q; is in [T], and we remove one element of h, we save log(N/T)

which is more than what we need to save.

CASE 2. The jth mouse structure contains two distinct NEW queries (a1, ay), (as, as) such that h(ay, 1) =

h(as, as), and (a1, ) is queried before (as,as). This is depicted in Fig. 8.5b. The encoding procedure
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stores the pair indices of the queries (a1, a1), (a2, @2) in Q; in a list Ly and removes the entry h(az, o) from
h.

In decoding, if the current (jth) salt is categorized as case 2, then it removes the front element (i1,42) in
the list Ly. Suppose that the ¢;th A query while running on salt a;. is on (a1, 7). The decoding procedure
gets the answer to this query from h. It answers the isth h query on (az,a2) with h(a1,a1) and sets
h(as, as) = h(ay,a1).

Since the pair of indices of the queries (a1, a1), (a2, a2) in Q; are in [T'], and we remove one element of

h, we save log(N/T?) bits which is more than what we need to save.

CASE 3. The jth mouse structure contains a NEW query (a, ) such that h(a,a) = o’ and o’ € MouseSlts; for
some ¢ < j. This is depicted in Fig. 8.5c. The encoding procedure stores the tuple consisting of ¢, the index
of the query (a, ) in Q;, and the lexicographical order of a’ in MouseSlts; in a list L3 and removes the entry
h(a, ) from h.

In decoding, if the current (jth) salt is categorized as case 3, it removes the front element (i1,42,43) in
the list L. Suppose the iath h query while running on salt a’; is on (a, ). It answers the query with a’ such
that o’ is the salt in MouseSlts;, whose lexicographical order is i3. It sets h(a,a) = a'.

Since i € [F], F' < u, the index of (a,a) in Q; is in [T], the lexicographical index of a’ in MouseSlts; is
in [2B], and we remove one element of &, we save log(N/(2uT B)) bits which is more than what we need to

save.

CASE 4. The jth mouse structure contains a query (a,«) such that h(a,«) = a. This
is depicted in Fig. 8.5d. The encoding procedure stores the smallest index of the query (a, @) in Qfesh in a
set S and removes the entry h(a,«) from h. Note that we never add an index corresponding to the same
query multiple times to S. Indeed, if an index associated with (a, ) already appears in S, the next query on
(a, ) will be a REPEATEDUSED query and not a one, meaning that it cannot be added
to S again.

In decoding, if the current (jth) salt is categorized as case 4, it checks for every h query on (a, &) whether
S contains the index of the query in Qgesh. If s0 it answers with a and sets h(a, o) = a.

Since the smallest index of the query (a, @) in Qfresh is in [F'T], and we remove one element of h, we save

at least log(N/(uT')) which is more than necessary.

8.3.83 Handling Case 5

In this section, we describe our compression strategy in case the jth mouse structure for salt a;- is categorized
as case 5. This is depicted in Fig. 8.6. That is, there is at least one salt d such that d € MouseSlts; for some

i < j and there are at most B — 2 edges in the mouse structure between d and s where s is an answer to
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Figure 8.6: Mouse structure for case 5

a NEW query. If there are several possible candidate pairs, we choose one where the number of edges is the

smallest between the source and the destination salt.

Intuition. We refer to the salt s in the answer to the NEW query as the source salt, and the salt that appears
in some earlier mouse structure as the destination. We are guaranteed that the path in the mouse structure
from the source salt to the destination salt consists of at most B — 2 edges that are

queries. (There is at least one intermediate edge between the source and the destination because otherwise,
the answer of a new query will be the input of a REPEATEDUSED query, in which case this scenario would
have been classified into case 3. Additionally, all the intermediate edges must be since
we consider the shortest possible path from such source to such destination.)

Let the NEW query, whose answer is s, be (a,«). Suppose the path from the s to the d in the mouse
structure consists of queries (a1,01),...,(ap,ap) where a1 = s, p < B —2. The main
idea is to avoid encoding s = h(a, @) and recover it by encoding the lexicographical order of d in MouseSlts;
and encoding the path required to backtrack from d to s in the query graph at the time (a, «) is queried, i.e.,
encoding which of the past queries were (ap, o), . .., (a1, 1) (in this order). The problem is that, in general,
the path back from d to s might be too expensive to encode. This depends on the number of “other” edges
incident on the nodes on the real path back from ¢ to s. If all nodes on the path have very few edges incident
on them, say less than mg of them, we encode each back edge using logmg bits per node, which requires
with at most log(B(mg)®~2) bits for the whole path back (the term B comes from encoding the length of
the path). But, if some node has many adjacent edges, namely a multi-collision with more than mg edges,

we will need to take advantage of this fact to obtain our savings (and not encode the path back from d to s).

Definition 8.3.8 (Large multi-collision). We say that queries qi,--- ,qm form an m-way multi-collision if
all the ¢;’s are distinct and all the h(q;) are equal. We say that the multi-collision is large if m = mg, where

mo := 3elogu/loglogu.

If any of the queries in (ap, ayp),. .., (a1, 1) are involved in a large multi-collision of
queries in the query graph so far, we say we have “encountered a large multi-collision”. In what follows, we

explain how to obtain the required compression if a large multi-collision was not encountered.
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ENCODING WHEN NO LARGE MULTI-COLLISION. Suppose that the NEW query whose answer is the source
salt s is (a, @), the destination salt is d and d € MouseSlts; for some i < j. The path back from d to s
contains only nodes that have at most mg adjacent edges in the corresponding query graph since we have

not encountered a large multi-collision. The encoding procedures constructs a tuple consisting of:

the index i,

- the index of query (a,a) in Q;,

the lexicographical index of d in MouseSlts;, and

- the path back from d to s in the query graph when (a, ) is queried.

It stores the tuple in a list Ls. Finally, it removes the entry h(a, ) from h.

In decoding, if the current (jth) salt is categorized as case 5 without a large multi-collision, it detects the
query (a, ) from its index in Q;, then finds the salt d using the index ¢ and the lexicographical order of d
in MouseSlts;, and finally finds s using the path back from d to s. It answers the query with s.

Since i € [F], the index of (a,a) in Q; is in [T7], the lexicographical index of a’ in MouseSlts; is in [2B],
the path back from d to s can be encoded in log(B(mg)?~2) bits, and we remove one element of h, we save

at least log(N/(2uT B?(mo)®~2)) bits which is more than necessary.

ENCODING WITH LARGE MULTI-COLLISION. Suppose that the NEW query whose answer is the source salt s is
(a, @), the destination salt is d and d € MouseSlts; for some ¢ < j. Suppose further that the path back from
d to s contains at least one node that has m > mg adjacent edges in the corresponding query graph (i.e.,
an m-multi-collision) such that these m edges are queries when running As on a;. First,
observe that the multi-collision does not involve a self-loop. Indeed, if any node in the mouse structure has
a query whose answer is itself, the mouse structure would be classified into case 4, and

therefore we will never reach this case.

At this point, we argue that we can record the multi-collision by encoding the indices of all queries

associated with the multi-collision and the center, and remove their answers from h. To this end, we store
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log N + log (}:nT) bits and remove mlog N bits. We have that the saving is at least

mlog N —log N — log (T) > log (Nm—l . ( m )m>
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bits, where the first inequality follows by using the binomial inequality (Ig ) < (eFT/m)™, the second
inequality follows since F' < u, and the last inequality follows since for m > mgy = 3elogu/loglogu it holds

that m™ > e™u?. Therefore, we have

Claim 8.3.9. The number of bits saved is at least

(m—1)-log (min {N N })
27 2(B—2 :
T uTBQmO( )

Proof. The claim follows since the minimum between the two terms is always upper bound by N/(uT') and

upper bounded by N /T2 ]

Thus, every m-multi-collision we record allows us to save the number of bits corresponding to m — 1
mouse structures. It is left to argue that we do not over-count, namely, that we do not count the removal
of the same element from h twice. Indeed, the same multi-collision may be encountered in several mouse
structures. To this end, observe that if a salt in a mouse structure is the center of a large multi-collision

which we had recorded earlier, we will be in one of the following two cases:

1. There is a query in this mouse structure whose answer is the center of the multi-collision, and this

query was in an earlier mouse structure.

2. There is a query in this mouse structure whose answer is the center of the multi-collision, and this
query was not in any earlier mouse structure. (Note that by the structure of collisions, i.e., a mouse

structure, there could be either one such query or two.)

Case 1 need not be handled. The reason is that if the condition in it holds, then the multi-collision is, in
fact, outside of the (shortest) path from the source to the destination. Therefore the scenario will either
be classified as a mouse structure without a large multi-collision or a different large multi-collision will be

encountered for this mouse structure.
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In case 2, first note that when we encounter a multi-collision, we add the relevant queries to the multi-
collision if they were not already recorded and only then remove the corresponding entry from h. Therefore,
we never remove anything twice. The last point we need to argue is that the we get enough savings. Above we
showed that we have sufficient saving for m — 1 mouse structures. Recall that we defined that we encounter
a large multi-collision if at least my queries are involved in a multi-collision on some
path we care about. It follows from this that a multi-collision of size m will be relevant in at most m — mg
mouse structures- beyond that, it will no longer be a multi-collision because there will be less than mg

queries among the queries of the multi-collision. Since mg = 1, savings for m — 1 mouse
structures is sufficient for us.

Overall, as claimed earlier, case 5 has 3 different further categorizations— no multi-collisions and the two

cases for multi-collisions.

8.3.4 Handling Case 6

Handling this case, where there are no REPEATEDUSED edges, is somewhat more complicated compared to

the previous ones as we need to further divide the compression strategy into the four following sub-cases.

(a) The body of the mouse structure has at least one NEW query, and there is a NEW query at the tip of the

mouse structure

(b) The body of the mouse structure has at least one NEW query, but there are no NEW queries at the tip

of the mouse structure

(¢) The body of the mouse structure has no NEW queries, and the body of the mouse structure is a directed

cycle

(d) The body of the mouse structure has no NEwW queries, but the body of the mouse structure is not a

directed cycle.

The cases a and b are easier to deal with, and the strategy we will use for them mirrors the strategy used
for case 5. The cases ¢ and d are more challenging to deal with. We present the strategies for each of them
individually assuming that we do not encounter any large multi-collisions while encoding paths. The case for

large multi-collisions is handled the same as it was handled in Section 8.3.3.

HANDLING SUB-CASE A. In this case, the mouse structure looks like one of the structures shown in Fig. 8.7a.

We make the following claim.
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Claim 8.3.10. A mouse structure that has been categorized in case 6 a must contain three distinct queries

q1,q2,q3 such that

- q1,Qq2 are NEW queries.
- g3 isa query.
- q2,q3 form the tip of the mouse structure.

- The path back from qs to q1 has only queries.

The proof of this claim follows readily from the definition of the case, and it is easiest to see from Fig. 8.7a.
Nevertheless, below we provide detailed proof of this claim and remark that we shall omit the detailed proof

in similar claims made below.

Proof. [of Claim 8.3.10] Let the NEW query at the tip of the mouse structure be g2 and let the

query at the tip of the mouse structure be ¢3. (Indeed, we are guaranteed that the other query at
the tip of the mouse structure is a query because otherwise this mouse structure would
have been categorized into either case 2 or case 5). Let g1 be the first NEW query when backtracking from g3
along with the mouse structure — we are guaranteed such a NEW query because on backtracking, eventually,
we will reach the salt a;- and by the definition of fresh salts, any query with a;- as the input salt is NEW. We
are guaranteed that ¢; is different from g because g; is not at the tip of the mouse structure. Given these

definitions of ¢1, g2, g3 the claim follows. ]

Given this claim, the encoding procedure defines a tuple consisting of the following:

- the indices in Q; of the g1, ¢,
- the smallest index of g3 in Qfesh, and

- the path back from input salt of g3 to the answer of ¢; in the query graph when ¢; was queried

This tuple will be stored in a list. The answers corresponding to queries q1, g2 is removed from h.

The decoding procedure figures out the answer to query go from the answer of g3, and the answer to ¢;
using the path back from the input salt of g3 to the answer of ¢; in the query graph.

The indices of ¢1,¢2 in Q; can be encoded in 2logT bits, the index of g3 in Qgesh can be encoded in
log(FT) < log(uT) bits, and the path requires at most log(Bmg~2) bits (the calculation is the same as
was done in Section 8.3.3 for case 5). Therefore, we save a total of log N2/(uT?*Bm§—2) = log N/T? +
log N/(uTBm§~2) bits which is sufficient.
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Figure 8.7: Mouse structures categorized in case 6. The NEW queries are drawn in red, and the REPEATE-

DUNUSED queries are drawn in green. The black dashed lines indicate zero or more NEW or REPEATED UNUSED

queries.
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HANDLING SUB-CASE B. In this case the mouse structure looks like one of the structures shown in Fig. 8.7b.
We claim that a mouse structure that is categorized in case 6 b must contain distinct queries q1,q2, g3, g4

such that

- ¢1,q2 are NEW queries

- ¢3,q4 are queries such that g3 was made for the first time before ¢4

- q3,q4 form the tip of the mouse structure

The paths back from g3 to ¢; and g4 to ¢» have only queries

The proof of this claim can be verified from Fig 8.7b. Since the details are very similar to the proof of
Claim 8.3.10, we omit them. The encoding procedure, in this case, will define a tuple consisting of the

following:

the indices in Q; of the g1, ¢2

- the smallest indices of g3, q4 in Qfresh

the path back from the input salt of g3 to the answer of ¢; in the query graph when ¢; was queried.

- the path back from the input salt of g4 to the answer of ¢ in the query graph when g was queried.

This tuple is stored in a list. The answer of the queries ¢1, g2, ¢4 are removed from h.

The decoding procedure figures out the answer to the query g4 from the answer of query g3 which came
before it and the answer of queries g» and ¢ using the paths back from g4 to g2 and g3 back to ¢; in the
query graph, respectively.

Therefore, by a calculation similar to the one above, we save at least the following number of bits which
is sufficient.

log N*/(u*T" Bmg ") = log N/T? + 2log N /(ul Bm{ ~2) .

HANDLING SUB-CASE C. In this case the mouse structure looks like one of the structures shown in Fig. 8.7c.
We claim that a mouse structure that has been categorized in case 6 ¢ must have three queries ¢1, g2, g3 in

it such that

- @1 is a NEW query
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- q2,Qs are queries

q3 is one of the queries at the tip of the mouse structure

- The answer of g3 is the input salt of ¢

The body of the mouse structure is a single directed cycle starting with ¢go and ending with g3

- The queries in the mouse structure between ¢; and the answer of g3 are queries.

The proof of this claim can be verified from Fig 8.7c. Since the details are similar to the proof of Claim 8.3.10,

we omit it.

Remark 8.3.11 (Naive encoding fails). Note that a similar encoding strategy to the one we used in sub-
cases a and b, i.e., encoding the indices of q2,q3 in Qfesn, the index of g1 in Q; and the paths required to
backtrack, will not suffice. Indeed, it will save no more than log N2/(F?T3) = log N/T? +log N/(F?T) bits
which might not suffice since N/(F*T) could be less than 1, in general.

The key idea for compression is that we will achieve enough cumulative compression over all the mouse
structures that satisfy this sub-case by storing some of the components of the encoding in an unordered set.

We provide the details below.

SCENARIO 1. First, let us additionally assume that the body of the mouse structure is formed in sequence,
i.e., the query g3 was made for the first time after all the other queries in the body of the mouse had been
made for the first time. In this case, we encode the index of queries g2 and ¢; in a list, but the index of
the query ¢3 and the path back from g3 to g2 is encoded in an unordered set. In more detail, the encoding

procedure stores the following:

- A tuple consisting of the minimum index of the query g2 in Qfresh, index of query ¢; in Q;, and the
path back to the answer salt of ¢; from answer salt of ¢3 in the query graph when ¢; was queried. This

tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query g3 in Qgesh along with the path back from the
input salt of g3 to the input salt of g5 in the query graph when ¢3 was queried. This is stored in an

unordered set.

The answers of queries ¢; and g3 are removed from h.
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The decoding procedure answers g3 as follows. It detects which query is g3 and the path back from the
input salt of g3 to the input salt of g from the unordered set, locates the right ¢o, and answers with the
input salt of go. It answers ¢; by using the path from the answer salt of g3 back to the answer of ¢;.

If there are y mouse structures that are captured by this sub-case, then the total number of bits saved

over the y mouse structures is at least

FT
ylog N2 —ylogFT—ylogT—log( y ) —2y10g(BmOB_2)

> 1 N 1 N 1
21 Ogﬁ‘i‘ Ogm —u—yloge,

where the last inequality follows since F' < u and

y y
<FT> < <6FT> < eVTV (F> < VTY(2FM) < TP < VTV,
Yy Yy Yy

Ignoring the missing v + yloge bits in the encoding size, we indeed save as much as we need to save.
The missing u + ylog e bits are consumed by the additional terms we introduced in the compression budget

(see (9.7)): wu is consumed by the penalty budget of 14u and yloge by the penalty budget of uloge.

SCENARIO 2. Here, the mouse structure is not formed in sequence. Namely, there is a query g4 in the body

such that it was the last query to be made in the body. The encoding procedure stores the following:

- A tuple consisting of the minimum index of the query gs in Qfresh, index of query ¢; in Q;, and the
path back to the answer salt of ¢; from the answer salt of g3 in the query graph when ¢; was queried.

This tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query ¢4 in Qgesp along with the path back to the
answer salt of g4 from the input salt of ¢4 in the query graph when g4 was queried. This tuple is stored

in an unordered set.

The answers corresponding of queries ¢, g4 are removed from h.

The decoding procedure answers ¢4 by using the path corresponding to g4 and finding the answer salt of
q4 in the query graph. It answers g1 using the path back from answer of ¢s.

The compression analysis is the same as in scenario 1, so we avoid repetition. We remark that here we

incur a similar penalty of yloge + u bits, as well.

HANDLING SUB-CASE D. In this case the mouse structure looks the structure shown in Fig. 8.7d. We claim

that a mouse structure that has been categorized in case 6 d must have three queries ¢1, g2, g3 in it such that

- @1 is a NEW query
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- query go was made for the first time before the query g3 was made for the first time
- @2,qs3 are queries that form the tip of the mouse structure

- The paths from ¢; to g2 and g1 to g3 in the mouse structure have only queries.

The proof of this claim can be verified from Fig 8.7d. The details are similar to the proof of Claim 8.3.10
and are therefore omitted.

The main idea for the compression is similar to that in sub-case c i.e., we achieve enough cumulative
compression over all the mouse structures that satisfy this sub-case by storing some of the components of

the encoding in an unordered set.

Definition 8.3.12 (Frontal tail queries). Queries in the mouse structure that occur after the query q1 but

before the body are the frontal tail queries.

SCENARIO 1. First, let us additionally assume that the last query to be made for the first time among the
queries in the body of the mouse structure and the frontal tail queries is ¢3. In this scenario, the encoding

procedure stores the following.

- A tuple consisting of the minimum index of the query g2 in Qfresh, index of query ¢; in Q;, the path
back from the input salt of go to the salt that is the answer of ¢; when in the query graph when g3 is

queried. This tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query ¢3 in Qfesn and the path back from the input
salt of g3 to the salt that is the answer of ¢; when in the query graph when g3 is queried. This tuple

is stored in an unordered set.

The answers of queries g, g3 are removed from .

The decoding procedure answers g3 by using the path corresponding to g3 to locate the answer of ¢, and
then for every candidate g, it checks whether the corresponding path back leads to the answer of g;. Note
that, only for the correct g, this would be true. Otherwise, if it were true for some other g, as well, then the
mouse structure corresponding to the other g3 would have been categorized in case 5. Once the correct g
has been found, it answers with the answer salt of ¢o. It has already located the answer of ¢;, in this case.

If there are y mouse structures that are captured by this sub-case, then the total number of bits saved

over the y mouse structures is at least
2 FT B—2
ylog N* —ylog FT — ylog T — log —ylog(Bmg 7)
Y

N
zy|log  tlog———F5— | —u—yloge,
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where the last inequality follows since F' < u and (}L T) < e¥TY2%, as in sub-case c¢. Note that in this case, as
in sub-case ¢, we incur another (global) u + yloge penalty which we can tolerate by the total compression
budget; ignoring this penalty, we compress sufficiently.

SCENARIO 2. Suppose there is a query g4 in the body that is not at the tip of the mouse structure, and it
was the last query to be made for the first time among the body queries and the frontal tail queries. Assume
without loss of generality that ¢ is the query in the same body curve as g4. The encoding procedure stores

the following

- A tuple consisting of the minimum index of the queries g2, ¢3 in Qfresh, index of query ¢; in Q;, the path
back to the answer salt of ¢4 from the input salt of query ¢ in the query graph when ¢, is queried,
and the path back from the input salt of g3 to the answer salt of query ¢; in the query graph when ¢4
is queried. This tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query g4 in Qfresh, and the path back from the input
salt of g4 to the answer salt of query ¢; in the query graph when g4 is queried. This tuple is stored in

an unordered set.

The answers of queries ¢, g3, ¢4 are removed from h.

The decoding procedure answers g3 using the answer of the corresponding ¢. It answers g4 by first
locating the right g3 by using the paths back from input salt of g4 to the answer salt of ¢; and from input
salt g3 to the answer salt of ¢;. This automatically locates the right go— it locates the answer of ¢4 using the
path back from the input salt of go to the answer salt of ¢4. It has already found the answer of ¢; in this
case.

A similar calculation as in the previous scenario shows that this encoding procedure saves at least this
many bits:

Y <log1\g +210gN_> —yloge —u
T uT B2m§(B 2)
which is again within our budget (incurring with a global u + yloge penalty).

In this remaining scenario, there is a query g4 in the frontal tail that is made for the first time after all

the body queries and the other frontal tail queries. We split it again into two cases, depending on the order

in which the queries were made.

SCENARIO 3. We will first consider the case when one of the queries g2, g3 at the tip of the mouse structure
is the last to be made for the first time among the body queries. Recall the first body node of the mouse
structure was the node from which the two body curves of the mouse separated (see Fig. 8.4). The encoding

procedure here will store the following.



240

- A tuple consisting of the minimum index of the queries g2 in Qfesh, index of query ¢; in Qj;, the

minimum index of the query g4 in Qfesh, the path back to the answer salt of g4 from the first body
node of the mouse structure in the query graph when ¢4 is queried, the path back from the input salt
of go to the first body node in the query graph when ¢3 was queried for the first time, and the path
back from the input salt of g4 to the answer salt of query ¢; in the query graph when ¢; is queried.

This tuple is stored in a list ordered by j.

A tuple consisting of the minimum index of the query g3 in Qfesh, the path back from the input salt
of g3 to the first body node of the mouse structure in the query graph when g3 is queried for the first

time. This tuple is stored in an unordered set.

It removes the answers of queries ¢3, g4, ¢1 from h. We can do similar calculations like the previous scenario

and show here that we save at least y(log N/T? + 2log N/uTB2m3(B_2)) —yloge — u bits.

The argument that decoding will succeed is similar to the earlier scenarios, and we omit it here.

SCENARIO 4. And finally, for the other scenario when a different query g5 (without loss of generality in the

same body curve as g2) which is not at the tip of the mouse structure is the last query to be made for the

first time among the body queries, the encoding procedure will store the following.

- A tuple consisting of the minimum index of the queries g2, ¢3 in Qfesh, index of query g1 in Qj, the

minimum index of the query ¢4 in Qfesh, the path back to the answer salt of ¢; from the input salt
of g2 when g5 was queried for the first time, the path back from the input salt of ¢3 to the first body
node when ¢5 was queried for the first time, the path back to the answer salt of ¢4 from the first body
node of the mouse structure when g5 was queried for the first time, and the path back from the input
salt of g4 to the answer salt of query ¢; in the query graph when ¢4 is queried for the first time. This
tuple is stored in a list ordered by j.

A tuple consisting of the minimum index of the query ¢5 in Qgesh, the path back from the input salt of

@5 to the first body node when g5 was queried for the first time. This is stored in an unordered set.

It removes the answers of queries ¢s, g4, g5, q1 from h. We can do similar calculations like before and show

here that we save at least the following number of bits:

y(log N/T? + 3log N/uTB2m(2)(372)) —yloge —u .

The argument that decoding will succeed is similar to the earlier scenarios, and we omit it here.
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Remark 8.3.13 (Total penalties incurred throughout sub-cases ¢ and d.). There are two scenarios we
considered in sub-case c and in each case, the penalty incurred was u + yloge bits. For sub-case d, we
considered four scenarios, and in each scenario the penalty incurred was u + yloge bits. So the total penalty
we incur is at most 6u + uloge bits. Overall, case 6 has 8 (= 1+ 1+ 2 +4) different further categorizations
if there are no multi-collisions and 2 categorizations concerning multi-collisions, leading to 10 sub-categories

as claimed earlier.

8.3.5 Description of our Encoding and Decoding Procedures of Theorem 9.3.5

This section describes the encoding and decoding procedure used in the proof of Theorem 9.3.5. The encoding
and decoding procedures for Theorem 8.4.1 require very small changes, and so the modifications are given

in Section 8.4.1.

8.3.6 The Encoding Procedure

This section gives the decoding procedure. Recall that the sets Qfesh, Slts, Qrs, Q;, MouseSlts; are defined as

mentioned in the setup in Section 9.3. We do not explicitly repeat these definitions to avoid cluttering.

The encoding algorithm Encode(o, U, h):

1. Parse U as {a1,...,a,} where ay,...,a, are in lexicographical order.
2. Set j < 0.

3. Initialize the set P to be empty, the lists Cases and h to be empty, and the set of nodes in the query
graph to [N] and the set of edges to be empty.

4. Fori=1,...,u, do:

(a) If a; € Slts(a) for some a € Ugresh, let 7 € [jT] be the smallest index such that Qgesh[r] = (a;, *).

Add r to P, and continue to next iteration.

(b) Otherwise, increment j, set a’ < a;. Run Ay on (0,a}), answering its queries to h. For every
query made by As to h on (a,«) with answer o/, add an edge (a,a’) with label «a to the query
graph. Add h(a,«) to the list h if it was not already added earlier. Classify the query as

NEW, REPEATED USED, SEMIFAMILIARREPEATED, as defined in Section 9.3.

(c) Determine the category of the mouse structure using the classification in Section 8.3.1. According

to the categorization do the following.
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If the mouse structure gets categorized in case 1, then the mouse structure contains a NEW
query (a, ) such that h(a,a) = a. Let the index of the query in Q; be n. Add n to the list

Ly, set Cases[j] « 1 and remove the entry h(a,a) from h.

Else, if the mouse structure gets categorized in case 2, the mouse structure contains two
distinct NEW queries (a1, o), (a2, az) such that h(ai,a1) = h(asz, as), and (a1, ) is queried
before (as, az). Let the indices of the two queries be ny,ng, respectively, in Q;. Add (n1,n2)
to the list Ly, set Cases[j] « 2 and remove the entry h(az,as) from h. Continue to next

iteration.

Else, if the mouse structure gets categorized in case 3, then it contains a NEW query (a, a)
such that h(a,«) = @’ and a’ € MouseSlts;, for some k < j. Let the index of the NEW query in
Q; be n and the lexicographic order of the salt a’ in MouseSlts, be o. Add (k,0,n) to a list

Ls, set Cases[] < 3 and remove the entry h(a, ) from h. Continue to next iteration.

Else, if the mouse structure gets categorized in case 4, then it contains a
query (a, o) such that h(a, ) = a. Let n the smallest index of the query (a, ) in Qfesh. Add
n to the set Sy, set Cases[j] « 3 and remove the entry h(a,a) from k. Continue to next

iteration.

Else, if the mouse structure is categorized in case 5, there is at least one salt d such that
d € MouseSlts; for some i < j and there are at most B — 2 edges in the mouse structure
between d and s where s is an answer to a NEW query. If there are several possible candidate
pairs, choose one where the number of edges is the smallest between the source and the
destination salt. Let the path back from d to s in the query graph when (a, «) is queried be
P. If we have “encountered a large multi-collision” (as defined in Section 8.3.3) in P, then
set Cases[j] < 5bm and goto MULCOL below. Else, suppose that the NEw query that results
with the source salt s is (a, @), the destination salt is d and d € MouseSlts; for some i < j.

Construct the tuple consisting of the following.”

Element Size in bits
i log u
index of query (a, ) in Q; logT
lexicographical index of d in MouseSlts; log B
path P log Bm(()B_Q)

9We list the elements of the tuple in a table along with the sizes of each element to enable a reader cross check the size
calculations we did in section 9.3.
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Store the tuple in a list L, set Cases[j] < 5a it removes the entry h(a, ) from k. Continue
to next iteration.

- Else, if the mouse structure gets categorized in case 6, sub-categorize into sub-cases a to d as
specified in Section 8.3.4.

— If the mouse structure is categorized in a, define queries q1, g2, g3 as defined under the
heading “Handling sub-case a” in Section 6. Let the path back from input salt of g3 to
the answer of ¢; in the query graph when ¢; was queried be path P. If there was a large
multi-collision encountered on path P, set Cases[j] = 6m and goto line MuLCoOL.

Otherwise define a tuple consisting of the following.

Element Size in bits

the indices of g1, g2 in Q; 2logT

the smallest index of g3 in Qfresh log F'T

path P log Bm(()B_Q)

Add the tuple to the list Lg,. Remove the answers corresponding to queries ¢y, g2 from h
and set Cases[j] = 6a.

— If the mouse structure is categorized in b, define queries ¢, g2, ¢3, g4 as defined under the
heading “Handling sub-case b” in Section 6. Let the path back from the input salt of g3
to the answer of ¢; in the query graph when ¢; was queried be P;. Let the path back
from the input salt of ¢4 to the answer of ¢ in the query graph when ¢y was queried be
Ps. If there was a large multi-collision encountered on either Py or Py, set Cases[j] = 6m

and goto MULCOL. Otherwise define the following tuple.

Element Size in bits

the indices of g1, ¢z in Q; 2logT

the smallest indices of ¢3, g4 in Qfresh 2log FT

paths P, Ps log B2m(2)(B_2)

Add this tuple to the list Lg,. Remove the answers corresponding to queries g1, 2, g4

from h and set Cases[j] = 6b.

— If the mouse structure is categorized in c, define queries ¢1, g2, g3 as defined under the
heading “Handling sub-case c¢” in Section 6. Further, we categorize to scenarios 1 or 2,
as defined there.

i. If it is in scenario 1 let the path back to the answer salt of ¢; from answer salt of ¢3 in

the query graph when ¢; was queried be Py and let the path back from the input salt
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of q3 to the input salt of ¢o in the query graph when g3 was queried be Ps. If there is a
large multi-collision encountered either Py or Ps, set Cases[j] = 6m and goto MULCOL.

Otherwise define the following tuple.

Element Size in bits

the index of ¢; in Q; logT

the smallest index of g2 in Qfresn log F'T

path P, log Bm{?=?
Add the tuple to the list Lge1. Define the following tuple.

Element Size in bits

the smallest index of g3 in Qfresh log F'T

(B—2)
0

path Py log Bm,

Add the tuple to the set Sge1.

Remove the answers corresponding to queries q1, g3 from h and set Cases[j] = 6¢l.

ii. Otherwise if it is in scenario 2, define g4 as mentioned in scenario 2 under heading
“Handling sub-case ¢” in Section 6. Let the path back to the answer salt of ¢; from the
answer salt of g3 in the query graph when ¢; was queried be P;. Let the path back to
the answer salt of ¢4 from the input salt of g4 in the query graph when g4 was queried be
Po. If there is a large multi-collision encountered on either Py or Pa, set Cases[j] = 6m

and goto MULCOL. Otherwise, define the following tuple.

Element Size in bits

the index of ¢; in Q; logT

the smallest index of g3 in Qfresh log FT

paths Py log BméBiz)
Add the tuple to the list Lges. Define the following tuple.
Element Size in bits

the smallest index of g4 in Qfresh log FT

path P, log BméBiz)

Add this tuple to the list Lg.o. Remove the answers corresponding to queries ¢, g4

from h and set Cases[j] = 6¢2.

— If the mouse structure is categorized in d, define queries q1,¢2, g3 as defined under the

heading “Handling sub-case d” in Section 6. Further, categorize into scenarios 1, 2, 3 or
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ii.
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as defined there.

If it is in scenario 1 let the path back from the input salt of ¢» to the salt that is the
answer of g; when in the query graph when g3 is queried be P; and let the path back
from the input salt of q3 to the salt that is the answer of ¢; when in the query graph
when ¢3 is queried be Py If there is a large multi-collision encountered either Py or Po,

set Cases[j] = 6m and goto MULCOL. Otherwise define the following tuple.

Element Size in bits

the index of ¢; in Q; logT

the smallest index of go in Qfresh log FT

path Py log Bm(()sz)
Add the tuple to the list Lgg1. Define the following tuple.
Element Size in bits

the smallest index of g3 in Qfresh log FT

(B—2)
0

path Po log Bm,

Add the tuple to the set Sgq1.

Remove the answers corresponding to queries ¢, g3 from h and set Cases[j] = 6d1.

If it is in scenario 2, define g4 as mentioned in scenario 2 under heading “Handling sub-
case d” in Section 6. Let the path back to the answer salt of g4 from the input salt of
query ¢o in the query graph when g4 is queried be P;. Let the path back from the input
salt of g3 to the answer salt of query ¢ in the query graph when ¢4 is queried be Ps.
Let the path back from the input salt of g4 to the answer salt of query ¢; in the query
graph when ¢4 is queried be P3. If there is a large multi-collision encountered either
P1,P2 or Ps, set Cases[j] = 6m and goto MULCOL. Otherwise define the following

tuple.

Element Size in bits

the index of ¢; in Q; logT

the smallest indices of ¢2, g3 in Qfresh 2log FT

paths Py, Py log B2m(2)(B_2)

Add the tuple to the list Lggo. Define the following tuple.
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Element Size in bits

the smallest index of g4 in Qfresh log FT

path P3 log Bm(()sz)

Add the tuple to the set Sggo.

Remove the answers corresponding to queries q1, g3, g4 from h and set Cases[j] = 6d2.

iii. If it is in scenario 3, let the path back to the answer salt of ¢4 from the first body node

of the mouse structure in the query graph when ¢4 is queried be P;. Let the path back
from the input salt of g2 to the first body node in the query graph when g3 was queried
for the first time be P5. Let the path back from the input salt of g4 to the answer salt of
query ¢; in the query graph when ¢; is queried be P3. Let the path back from the input
salt of g3 to the first body node of the mouse structure in the query graph when ¢35 is
queried for the first time be P4. If there is a large multi-collision encountered either
P1, P2, P3 or Py, set Cases[j] = 6m and goto MULCOL. Otherwise define the following
tuple.

Element Size in bits

the index of ¢; in Q; logT

the smallest indices of ¢, g4 in Qfresh 2log FT

paths P, P2, P3 3log BméBiz)

Add the tuple to the list Lggz. Define the following tuple.

Element Size in bits

the smallest index of g3 in Qfresh log FT

path Py log Bm(()sz)

Add the tuple to the set Sgq3. Remove the answers corresponding to queries q1, g3, 4

from h and set Cases[j] = 6d3.

iv. If it is in scenario 4, define ¢5 as mentioned in scenario 4 under heading “Handling

sub-case d” in Section 6. Let the path back to the answer salt of g5 from the input salt
of g2 in the query graph when ¢5 was queried for the first time be P;. Let the path
back from the input salt of g3 to the first body node in the query graph when ¢5 was
queried for the first time be P5. Let the path back to the answer salt of g4 from the
first body node of the mouse structure in the query graph when g5 was queried for the
first time be P3. Let the path back from the input salt of ¢4 to the answer salt of query
q1 in the query graph when ¢4 is queried for the first time be P,4. Let the path back to
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the input salt of g5 to the first body node in the query graph when g5 was queried for
the first time be P5. If there is a large multi-collision encountered either Py, Ps, P3, Py,

or Ps, set Cases[j] = 6m and goto MULCOL. Otherwise define the following tuple.

Element Size in bits
the index of ¢; in Q; logT
the smallest indices of g2, g3, ¢4 In Qfresh 3log F'T
paths P, Ps, P3, Py 2log Bzmg(sz)

Add the tuple to the list Lggq. Define the following tuple.

Element Size in bits

the smallest index of g5 in Qfresh log FT

paths Ps log BméBiQ)

Add the tuple to the set Sgq4. Remove the answers corresponding to queries q1, ¢3, 44, g5

from h and set Cases[j] = 6d4.
— Continue to next iteration.

- MurLCoL: If there is a query in this mouse structure whose answer is the center of the multi-
collision, and this query was in an earlier mouse structure, do nothing. Else if there is a query
in this mouse structure whose answer is the center of the multi-collision, and this query was
not in any earlier mouse structure. If the center multi-collision of the multi-collision is s and
(s,Qs) € Smc, add the first index in Qgesh of all the queries in the large multi-collision into
the set that were not already in Qg to it. Otherwise, set s to be the center of the multi-
collisions and Qg to be the set of the first index in Qgesn Of the queries involved in the large
multi-collision., and remove the answer of all these queries from h. Add (s,Qs) to Swmc, set

Cases[j] « m.
5. Add all the evaluations of h(a,a) to h in lexicographical order for all (a,a) that were never queried.

6. Output F, U’, P, Ly, Lo, L3, La, L5, Suc, Lea, Leb, Leéc1, Lec2, Lear, Leaz, Leds, Leda, Sect, Sec2,

Sed1, Seazs S6dz, Seda, N

8.3.7 The Decoding Procedure
This section gives the decoding procedure.

The decoding algorithm Decode:
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1. Parse U’ as {a},...,a%} where a,...,a’ are in lexicographical order.

2. Set j < 0.

3. Initialize the set of nodes in the query graph to [N] and the set of edges to empty.

4. For j =1,...,F do:

ii

ii

iv

vi

vii

Run A3 on (o,a}), answering its queries to h.

Answer the i-th query made by A, to h on (a, a) as follows.

If for some (a’,Qq) € Smc, ((j —1) - T +14) € Qq, then set h(a, @) < a’. Return a'.
If (j —1)- T +i) € P then add a to U.

If ((j —1) T +1i) € Sy then set h(a,a) = a and return a.

If ((j — 1) - T + 1) appears as ¢4 in any tuple of Lgp, then let @’ be the answer of the query ¢z listed

in the tuple. Set h(a,a) < a’ and return a’.

If ((j —1)-T +4) appears as g3 in any tuple of Sg.1, then let the path Py in the tuple starting from

a end in a’. Set h(a,a) < o' and return o'.

viii If ((j — 1) - T + i) appears as g4 in any tuple of Sg.2, then let the path Py in the tuple starting

ix

xi

xii

from a end in o’. Set h(a,a) < a’ and return a'.

If (( —1)-T +1) appears as g3 in any tuple of Sg41, then let the path Py in the tuple starting from
a end in a’. Check for which tuple in the list Lgg; the path P; from the answer of the query ¢
of the tuple ends in a’. Let a” be the answer of the query g2 of that tuple. Set h(a,«) <« a” and

return a”.

If ((j —1)-T + 1) appears as g3 in any tuple of Sgg2, then let o’ be the answer of the query ¢o of

that tuple. Set h(a,a) < o’ and return a’.

If (( —1)-T +1) appears as g4 in any tuple of Sg4o, then let the path Ps in the tuple starting from
a end in a’. Check for which tuple in the list Lggo the path Py from the answer of the query g of
the tuple ends in a’. Let a” be the answer of the query g of that tuple. Let the path Py in the

tuple starting from a” end in a”. Set h(a, ) < a” and return a”.

If ((j —1)-T +1) appears as g3 in any tuple of Sggs, then let the path P4 in the tuple starting from
a end in /. Check for which tuple in the list Lggo the path Py from the answer of the query g¢o
of the tuple ends in a’. Let a” be the answer of the query ¢s of that tuple. Set h(a, ) « a” and

return a”.
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xiii If ((j —1)-T +1) appears as g4 in any tuple of Lggs, then let a’ be the first body node of the mouse
structure located when answering the query g3 corresponding to the tuple. Let the path P in the

tuple starting from a’ end in a”. Set h(a, ) < a” and return a”.

xiv If ((j — 1) - T +14) appears as g3 in any tuple of Lgq4, then let o’ be the answer of the query go of

the tuple. Set h(a, ) < a’ and return a'.

xv If (( —1)-T +1) appears as g5 in any tuple of Sgq4, then let the path P5 in the tuple starting from
a end in a’. Check for which tuple in the list Lggo the path Py from the answer of the query g3 of
the tuple ends in a’. Let a” be the input of the query g2 of that tuple. Let the path Py in the tuple

starting from a” end in o”. Set h(a,a) « a” and return a”.

xvi If ((—1)-T +4) appears as g4 in any tuple of Lgqs, then let a’ be the first body node of the mouse
structure located when answering the query ¢s corresponding to the tuple. Let the path P3 in the

tuple starting from o’ end in a”. Set h(a,a) < a” and return o”.

xvii If Cases[j] = 1 and ¢ is the front element of the list Ly, then remove i from Ly, set h(a,a) < a

and return a.

xviil If Cases[j] = 2 and (k,%) is the front element of the list Ly for some k < i, let a’ be the answer

of the k-th query. Remove (k,) from Lo, set h(a,a) < o’ and return a'.

xix If Cases[j] = 3 and (k, o0,4) is the front element of the list Lg for some k < j, let a’ be the salt that
has lexicographic order o in MouseSltsi-th query. Remove (k,0,4) from L3, set h(a,«) < o’ and

return a’.

xx If Cases[j] = 5a and (k,0,i) is the front element of the list L3 for some k < j, let a’ be the salt
that has lexicographic order o in MouseSlts;-th query. Remove (k,0,4) from L5, set h(a, ) « o

and return a’.

xxi If Cases[j] = 6a and if the tuple which is at the front of list Lg, has i as the index of ¢g, then
suppose the query listed as g3 had answer a’, set h(a,«) « a’ and return o’. Remove the tuple

from the list Lg, if both the queries g1, ¢2 in the tuple have been answered.

xxii If Cases[j] = 6a and the tuple which is at the front of list Lg, has i as the index of g1, then suppose
the query listed as g3 had answer a’. Let the path P in the tuple from @’ in the query graph end
in salt a”. Set h(a,«) < a” and return a”. Remove the tuple from the list Lg, if both the queries

q1,q2 in the tuple have been answered.

xxiii If Cases[j] = 6b and if the tuple which is at the front of list Lg, has ¢ as the index of g1, then
suppose the query listed as g3 had answer a’. Let the path Py in the tuple from a’ in the query
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graph end in salt a”. Set h(a,a) < a” and return a”. Remove the tuple from the list Lg;, if both

the queries ¢1, g2 in the tuple have been answered.

xxiv If Cases[j] = 6b and if the tuple which is at the front of list Lg, has 7 as the index of go, then
suppose the query listed as g4 had answer a’. Let the path Py in the tuple from a’ in the query
graph end in salt a”. Set h(a,a) < a” and return a”. Remove the tuple from the list Lg;, if both

the queries g1, g2 in the tuple have been answered.

xxv If Cases[j] = 6¢1 and if the tuple which is at the front of list Lg.; has i as the index of g, then
suppose the query listed as g3 had answer a’. Let the path Py in the tuple from a’ in the query

graph end in salt a”. Set h(a,a) « a” and return a”. Remove the tuple from the list Lg.;.

xxvi If Cases[j] = 6¢2 and if the tuple which is at the front of list Lg.o has ¢ as the index of ¢;, then
suppose the query listed as g3 had answer a’. Let the path P; in the tuple from a’ in the query

graph end in salt a”. Set h(a,a) « a” and return ¢”. Remove the tuple from the list Lgco.

xxvii If Cases[j] = 6d1 and if the tuple which is at the front of list Ls41 has ¢ as the index of ¢i, then
let o’ be the salt a’ computed when answering the query ¢3 that corresponded to this tuple. Set

h(a,a) <« a’ and return ¢’. Remove the tuple from the list Lgg;.

xxviil If Cases[j] = 6d2 and if the tuple which is at the front of list Lgge has ¢ as the index of ¢;, then
then let @’ be the salt @’ computed when answering the query g3 that corresponded to this tuple.

Set h(a, ) < a’ and return a’. Remove the tuple from the list Lggs.

xxix If Cases[j] = 6d3 and if the tuple which is at the front of list Lggs has ¢ as the index of ¢q, then
suppose the path P from the input salt of the query listed as g3 ended in salt a’. Set h(a, ) < o

and return a’. Remove the tuple from the list Lggs.

xxx If Cases[j] = 6d3 and if the tuple which is at the front of list Lgg3 has i as the index of ¢, then
suppose the query listed as g4 had answer a’. Let the path P3 in the tuple from a’ in the query

graph end in salt a”. Set h(a,a) < a” and return a”. Remove the tuple from the list Lggs.

xxxi If Cases[j] = 6d4 and if the tuple which is at the front of list Lggs has ¢ as the index of ¢, then
suppose the query listed as g4 had answer a’. Let the path P4 in the tuple from a’ in the query

graph end in salt a”. Set h(a,a) < a” and return a”. Remove the tuple from the list Lgg4.

5. Populate the rest of h by remaining elements in h in lexicographical order.

6. Output (U, h).
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8.4 Proving the STB Conjecture for SB « T
This section proves another upper bound on the advantage of any auxiliary-input adversary in the bounded-

length collision resistance game of salted MD hash in the AI-ROM. The main theorem is stated next.

Theorem 8.4.1. Let C =2°-6-¢e*. For any N,M,B,S,T € Nog and fixing S:=5+ log N, it holds that

i-cr T2 S'4TBQ 1
Adviio v, ar,5(S: T') < C - max { (N) ; (N) } ¥

The proof of this theorem mostly mirrors that of Theorem 9.3.5, except in the way that few of the cases
are handled in the compression argument. Technically, we derive the following Lemma 8.4.2 (an analogue of

Lemma 9.3.6), and combine it with Lemma 10.4.1 to get the claimed bound in Theorem 8.4.1.

Lemma 8.4.2. Fiz N,M,B,S,T,u € N=q, 0 € {0,1}°. Then, for any Ay that makes at most T queries to
its oracle, it holds that

mi-cr u4T32 T2 u
AdV|\/|D,N,M,B,u(U7 Az) < (2964 max{( i ) , (N) }) i

The proof of this lemma is in the same spirit as the proof of Lemma 9.3.6 with several key differences. The

main difference is how we encode the path back from a given destination node to the associated source node.
In Section 9.3, we do this in a somewhat straightforward manner by encoding the length of the path and then
the index of every edge to take, where the index might be large if there is a large multi-collision associated with
that node. Large-enough multi-collisions were handled separately, so we had a bound (mg ~ logu/loglogu)
for the range of the index of each back-edge. In this section, we encode the source node by just writing its
lexicographic index among all possible sources within a given distance in the query graph. Of course, there
might be too many possible sources at a given distance, making it too expensive to encode. But, and this
is our main technical observation in this section, if there are too many possible sources, then there must be
many large multi-collision, and therefore we can save enough bits by taking advantage of it.

We proceed by setting up the graph-theoretic definitions and lemmas. In the lemma below, we show that
if in the query graph there is a node v such that there are at least p nodes which have a shortest path of
length d to the node v, then there must be at least p — 1 edges involved in a multi-collision in the induced
sub-graph.

Definition 8.4.3 (d-neighborhood of a vertex). Let G = (V, E) be a directed graph. We say that a node

v1 € V is in the d-neighborhood of va € V' if the shortest directed path from vy to ve in G consists of (exactly)
d edges.

Definition 8.4.4 (multi-collision of edges in a graph). For an edge e = (a,b), we refer to b as the target of
the edge. We say that edges ey, - , e, form a m-multi-collision if all of them share a common target. We

refer to the common target as the center of the multi-collision. We refer to m as the size of the multi-collision.
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We prove the following lemma.

Lemma 8.4.5. Let G = (V, E) be a directed graph. Let d € N~y and p € Nog such that p > 2. Suppose
that there is a node v € V such that there are p distinct nodes in its d-neighborhood. Then, there aret > 1

distinct nodes in G, such that each of them have in-degree B; = 2 fori=1,...,t, and 25:1(&‘ -1)=zp-1.

Proof. The proof is via induction on p. The base case is for p = 2. If there are at least 2 nodes in the
d-neighborhood of v, it is easy to see that the graph has to have a node with in-degree 2. Here ¢t = 1 and
B1 = 2 and therefore, the statement holds.

For the induction hypothesis, assume that the statement holds for p = k, and we will show that it also
holds for p = k + 1. Since p = k + 1, the graph G has a node v with k + 1 nodes in its d-neighborhood. Let
this set of k + 1 nodes be S. Consider the subgraph G’ of G with only the edges on the shortest directed
path from the nodes in S to the node v (choose one shortest path strategically if there are multiple paths of
the same length— making sure that internal node in G’ has out-degree 1. One way to do this is by following
a BFS tree). By definition, in G, the node v still has k + 1 nodes in its d-neighborhood. Consider a node
v’ € S such that it has in-degree 0 in G’ (note that such a v must exist as there are no cycles in G’). Further,
consider the set of edges P’ that are on the path from v’ to v but not on the path from the other edges in S

to v. In other words, denoting F,x_,, the set of edges on the path from v* to v, we define

P = Ev’—)v\ U Ev"—>v~
v”eS\{v'}

Definition 8.4.6 (Frontal edge of path). For a directed path in a graph, we define the edge whose target
node has out-degree zero to be the frontal edge of the path.

Define a subgraph H' of G’ by removing the edges in P’ from G’. Observe that P’ will consist of a path
and the frontal edge of the path will necessarily be incident on the target of an edge in H’ — this is true
because the first possibility is that this path is incident directly on v. In this case, there has to be at least
one other path incident of v since p > 2 and we did not remove edges on the shortest path from other nodes
in S to v. Hence, it is incident on the target of some edge in H’. The other possibility is that the frontal
edge of this path incident on the end-point of some other edge in H' because we know this is part of a path
from v’ to v. The end-point has to be the target of some edge because otherwise, the length of the path from
v’ to v would be more than d.

It follows from the definition of P’ that v has p distinct nodes in its d-neighborhood in H’. Using the
induction hypothesis H' has t nodes with in-degree 8; such that 3; = 2 and Z§=1(5i —1) =2 k—1. When
we add back the edges in G’, there are two possible cases. In the first case, one of the edges we add

back is incident to one of the t edges, in which case G’ has t edges each of size ; such that 5/ > 2 and



253

Z::l(ﬂz{ —1) 2 k—1+1 =k, because one of the ] will be larger than 5; by 1. In the other case, one of the
edges we add back is incident on the target of an edge in G which was not incident on one of those ¢ nodes.
But this edge now creates a node of in-degree 2 in G’. So G’ has t + 1 nodes each of in-degree 3} such that
B =2 and 27;:1(51/‘ —1)>k—1+1=k. Since G’ is a subgraph of G, it follows that for some ¢, G has ¢
nodes with in-degree 3} such that £ > 2 and 2221 Bl = k.

|

A direct corollary is that in the query graph, if for any salt s there are at least p + 1 salts in its d-
neighborhood, then there must be p queries involved in multi-collisions on the paths from the nodes in its

d-neighborhood to s. We obtain non-trivial compression for large enough p by encoding those multi-collisions.

Non-trivial encoding for multiple multi-collisions. We consider ¢ multi-collisions of sizes 31, ..., f;.
We encode these ¢ multi-collisions by encoding the ¢ centers of the multi-collision, and for each center, we
encode the index of the queries in Qgesh that form the multi-collision in a set. Recall that the indices of the

queries in Qesh are in [F'T]. The total number bits we need to encode is

N\ (FT\ (FT — FT -y Nt(uT)Zi=1 Bi
log < >< >( /81>< Zzlﬁl> < log M
t B1 B2 By 16,181 3!
Nt(u4T)ﬁ72tT2tu8t73ﬁ
=1 ,
< 1B 1al -~ ] )
where the inequality follows by using (:}) < 2 and F < u, and the equality follows by letting 8 = Z§=1 Bi

T

(8.8)

and rearranging.
Claim 8.4.7. If 8 > ¢*u?/2, then Eq. (8.8) < log (N*(u*T)P~2T2).

Proof. If 8 < 343, then the claim is immediate. Otherwise, we use the fact that §;!82!--- 5! > (6/(te))ﬁ
(see Claim 8.4.8 for a proof) and the fact that ¢! > (/)" in order to get
N (uAT) P =22t 86=3B 4Bt B+t
7 )
Since 38/8 < t < /2 (with the upper bound since each 8; > 2 and the lower bound by our assumption),

(8.8) < log (

we can show that 38 > u8t=36¢P—tef+t. See Claim 8.4.9 for a proof. Then, by plugging this bound into the

above inequality we get the claim. [ |

From this claim it follows that when 3 > e3u?/2, by storing the multi-collisions as above, the amount of bits

saved is at least

T2

>(B—t)1 1 E i > ul 3 ﬁ i
= og | min T2 AT = ulog | min T2 AT ,

N N
log N® — log (Nt(u4T)/3—2tT2t) = tlog <> + (8 — 2t) log <4T>
u
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where the second inequality follows since t < 3/2, and 3/2 > e3u?/4 > u?

\%

U.
For the bound that we want to get in this section, the amount of bits we need to save per mouse structure
is log (min {%, ﬁ}) (see explanation below), and so we indeed save enough from encoding one such set

of multi-collisions.

THE COMPRESSION ARGUMENT. We encode a source node from a destination node by encoding the distance
and which of the nodes at the given distance from the destination node is the source node. If the number of
candidate nodes at the specified distance is larger than e3u?/2, by Lemma 8.4.5, we are guaranteed that there
exist ¢t multi-collisions of size 31, B2, . .., B: such that 3 > 25:1(,81'—1) > e3u?/2. This implies, by Claim 8.4.7,
that we can already save enough by only encoding this set of multi-collisions. Using this argument we prove
Lemma 8.4.2 which in turn implies Theorem 8.4.1, as explained above. We sketch the proof of Lemma 8.4.2
below. (We note that in Section 8.4.1 we state the changes in the pseudocode of encoding and decoding

algorithms, compared to the algorithms used in the proof of Theorem 9.3.5.)

Proof. [Sketch of Lemma 8.4.2] We continue using the setup and notation we defined in the proof of
Lemma 9.3.6. After encoding U into Ugesh, P and accounting for the list that classifies the mouse structure

into the various cases, here the budget of bits per mouse structure will be

log | min N N
& 3AT2 43 TB | )

The first difference here is how we encode source salts from destination salts, an action that we need to

do to handle Cases 5 and 6. Except this, there are no differences in the argument, namely, handling Cases 1

to 4 remains the same.

ENCODING SOURCE SALTS. We let d be the minimum number of edges between the source and destination
nodes. If there are at most eu?/2 possible salts such that their shortest path to the source node in the
query graph so far has d edges, we encode the distance and which of the nodes is the actual destination
node. This would take log(e3u?B/2) bits. By repeating the same proof with this term, we obtain that the
term B(mg)?~2 is replaced by e*u?B/2. In Case 5 and sub-cases a and b of Case 6, this strategy will save
enough directly.

If there are more than e*u?/2 possible salts such that their shortest path to the destination node in the
query graph so far has d edges, we encode the set of multi-collisions that we are guaranteed by Lemma 8.4.5
and save at least u log (min {%, % }) bits, which is more than what we need across all mouse structures.
In this case, the entire encoding just removes the answers of queries from h involved in these multi-collisions

and just outputs the rest of h and these multi-collisions.

HANDLING SUB-CASES C AND D OF CASE 6. For sub-cases ¢ and d of Case 6, if we use the new strategy to

encode the destination nodes, we might not save enough. We explain why this is the case. Recall that in
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sub-case ¢ of Case 6, per mouse structure, our savings was

log N +log ———————
T2 uTBzmg(B*Q)

bits. Now, when we replace Bmég*2 with e3u?B/2, the per mouse structure savings is

1 N log ———
8 T2 +log e3udTB?

bits. For our current budget, this is not enough. To accommodate this, we could increase our budget per
mouse structure by replacing the u* term with a u® term.'® But, by slightly modifying the encoding/decoding
procedures, we can use the allocated budget.

The idea here is that because we have a larger budget in terms of u, we no longer need to use the
unordered set trick. In more detail, we were encoding indices of some queries in unordered sets and paths
related to that query to figure out the order of these queries. Here we can encode all queries in their right
order and no longer encode the paths required to recover the order of these queries. We explain this through
the example of how we handle Scenario 1 of sub-case c.

The encoding procedure now stores the following:

- Minimum index of the query g2, g3 in Qfresh, index of query ¢; in Q;. These are stored in lists.

- The number of edges d on the shortest path from the answer salt of query ¢s in the query graph when
q1 was queried and the lexicographic index i of the answer salt of ¢; among the salts whose shortest

path to the answer salt of query g3 is d. This is stored in a list ordered by j.

The answers of queries ¢; and g3 are removed from h.

The decoding procedure answers g3 with the input salt of g3. On query ¢, it locates the salts in the
query graph such that they have d edges on the shortest path answers with the salt with lexicographic index
i among these salts.

Here the total number of bits saved per mouse structure is at least

log N? —2log FT —log T — log B — log(e3u?/2)

N
2 log 7y + 108 5 57

N

= log T2 + log BATH’

10This would result in an S® term in the total upper bound on the advantage of the attacker. Our improved compression
strategy gives an S4 term.
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where the last inequality follows since F' < u. Note that this is within our budget. We can similarly show
that we can save enough bits (as required by our budget) for other scenarios of sub-cases ¢ and d. We avoid
repetition and omit the full details. Otherwise, there are no other differences in this proof compared to

Lemma 9.3.6. u

Finally, we prove the two claims we used in calculations earlier.

Claim 8.4.8. Lett € Nyg and ai,as,...,a; € Nug. Leta =ay +as + ...+ a;. Then

a a
arlag! - ay! = (%)

Proof. From Sterling’s approximation, we have that a;! > (%)a So it suffices to prove that

t
X a\ e
[Tar=(5) -
=1

Since a = a1 + az + . .. + a4, this is equivalent to proving

[

t a a;
() < 1 .
1 tCLi

(3

We have that

)
| =

G,j aj t— ].
Y11 &2
LD Il LRl D Ve
Je[tI\{i} Je[tI\{i}

t a a; t aj 1
()" e
3 @i i=1

i=1
Simplifying we have
t a;
I (a) R S P
o1 \tai
H to(e)"
ence, | [;_; o < 1, as needed. [ ]

Claim 8.4.9. Let 3,u,t € Nug such that 33/8 <t < 3/2 and B = e3u?/2. Then

B8 > B3Pt Bt

Proof. Let g(t) = ud=38tF—tef+t/38. Let f(t) = Ing(t) where In is the natural logarithm. Since In is
an increasing function, ¢(t) is maximized where f(t) is maximized and vice versa. We show that ¢(t) is
maximized at t = /2 (see why below). For this, it suffices to show that f(¢) is maximized at ¢t = /2 for
33/8 <t < B/2 and B = e3u?/2.
We have

f&)=@t=38) lnu+(B—t)lnt+(B+t)—FIng.



257

Differentiating with respect to ¢, we have

ud

T .

Bg—t

f'(t)=81nu+T—lnt+1= +In

Sl S

Since 3 > e3u?/2, and 33/8 <t < 3/2, f'(t) is positive throughout in the domain we are interested in. So,

the maximum occurs for ¢t = 3/2. At t = 3/2,

Since 8 > e3u?/2, this is at most 1. Since at ¢t = 3/2 the value of g(t) is maximized for the range we are

interested in, the claim follows. u

8.4.1 Changes for Theorem 8.4.1

In the encoding procedure, all the checks for multi-collisions are replaced by the check for the number of
possible destination salts at the specified distance d from the source salt: if there are more than e3u?/2
possible salts such that their shortest path to the destination salt in the query graph so far has d edges,
we encode the set of multi-collisions. For cases 6¢ and 6d, the indices of queries q1, g2, q3 are all stored in
lists (i.e. we do not need the sets which thereby reduces the number of paths). The code for the decoding

procedure is modified accordingly.
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Chapter 9

TIME-SPACE TRADEOFFS FOR SPONGE HASHING: ATTACKS AND
LIMITATIONS FOR SHORT COLLISIONS

In this chapter, we study the time-space tradeoff attacks for finding short collisions in the Sponge con-
structions. We give several new attacks and prove several limitations on the best possible attacks. This
chapter is based on our work in [FGK22].

We start off this chapter by providing a high-level overview of our techniques. We first describe the
generic attack for finding B-block collisions for B > 2. This attack is a variant of an analogous attack for
MD, given by ACDW [ACDW20]. We also recall the known best attack for B = 1. Then, we describe
our new attack for finding 1-block collisions. In particular, our attack outperforms the optimal analogous
attacks for MD for specific regimes of parameter settings. Lastly, we overview the techniques used to prove

limitations on the best possible attacks for finding short collisions.

SPONGE NOTATION. A sponge function is a keyed hash function that takes as input an a ¢-bit initialization vec-
tor IV along with an arbitrary size input and outputs an r-bit string: Sp: {0,1}¢ x {0,1}* — {0,1}". The sec-
ond input is parsed as a sequence of r-bit blocks, denoted (m1, ms,...). Onsuch an input Sp(lV, (m1, ma,...))
is defined as follows. The function Sp is defined relative to a permutation II: {0,1}"*¢ — {0,1}"*¢. An input
to or an output of this permutation, denoted o € {0,1}" ¢, contains an r-bit block, denoted ¢[1], and a c-bit
block, denoted o[2]. We sometimes use (o[1], o[2]) to mean o[1]|o[2] = 0.

On input my,ma,...,my to Sp, it works as follows:

1. Tnitialize 0(® = (¢(O[1],6@[2]) = (0,1V).

2. Fori=1,...,¢, compute ¢ = I((c"D[1] @ my) || c~V[2]).
3. Output o(¥[1].

Attacks

GENERIC ATTACK FOR FINDING LENGTH B COLLISIONS. In the preprocessing phase the adversary randomly

samples t ~ S different IVs IVq,...,IV; and for i = 1,...,t it does as follows.

1. Compute o; ; for j € [B/2 — 1] as 0, ; = I1(0, 05 j—1[2]), where ;9 = (0, 1V).
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The sequence 0, ,...,0; g/2—1 forms a “zero-walk” on IV;.

2. Find m;, m} such that II(m;, 0; go—1[2])[1] = IL(m], 05 gr2—1[2])[1]-

The preprocessing phase outputs (o; g/o—1[2], mi, m})i=1,...+. In Fig. 9.1, we depict the preprocessing phase

of the attack. In the online phase, the adversary gets a challenge IV as input. Fori =1,...,T/B, it computes

Tem,, (1]

TI(my, (1]

}
o021
— T, (1]
W
7221

E}/B/

Figure 9.1: An illustration of the preprocessing phase of the generic attack. In red, we depict the components

1em, (1]
fC+) :=TI0,)]2]

that are part of the output of the preprocessing phase. In blue we see the collisions that will be outputted

in the online phase if some chain is hit. Notice that we denote f(-) := II(0, -)[2].

IV, = II(i, IV)[2] (for simplicity, we assume that ¢ is in its bit representation). For each of the IV,’s, it does
a zero-walk of length B — 2. Formally, it sets o; 0 < II(¢,1V;) and then for j = 1,...,B — 1 it does the

following.
1. If there is a tuple of the form (o; ;1[2],m,m’) in the preprocessing output, then return

(Giol1]] - oij-1[1]m), (gio[1]]] .. - 052 [1] [ m/).

2. Set 04,5 < H(0,0’i’j,1[2]).

Correctness is easy to verify. We next discuss the success probability of the adversary. Suppose that the
online phase of the adversary computes a o; ; during the first half of any of the T'/B zero-walks such o; ;[2]
matches the last ¢ bits of one of the oy ;s defined in the preprocessing phase. Then, it is guaranteed to
stumble on ¢y pjp_1[2] during its zero walk. Hence, in this case, it would output a collision.

Since the adversary encounters roughly Q(SB) distinct o; ;[2]’s in expectation during the preprocessing
phase, this suffices to prove that with probability roughly Q (ST B/2¢) the online phase will win. The term
Q(T?/2¢ + T?/2") appears due to birthday-style collisions. We refer the reader to Section 9.2.1 for details.
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ATTACK FOR B = 1. As described in the introduction, the best attack known so far for B = 1 has an
advantage of O(S/2¢+T?/2"). The analogous attack for MD is provably optimal, as mentioned. However, in
contrast to the setting in MD where the ideal object is a random function, here the ideal object is a random
permutation, which gives us the additional ability to make inverse queries. This is precisely the leverage
that we utilize to get our improved attack. We remark that we are not aware of any prior work that takes
advantage of making inverse queries in related contexts.

For B = 1, recall that the goal is, given a random IV, to find m, m’ such that I(m, IV)[1] = II(m/, IV)[1].
Our first step is a bit counter-intuitive since we actually aim to solve a harder task. Specifically, rather
than finding an arbitrary collision, we set out to find a collision on 0, that is, find m and m’ such that
II(m, IV)[1] = II(m/,IV)[1] = 0. This step helps us since a natural way to use inverse queries arises, as we

argue next.

Main observation: Finding a collision on 0 can be obtained by finding distinct y and g’ such that

10, y)[2] =T11(0,9)[2] = IV.

In other words, it suffices to find two pre-images of IV with respect to the function fr: {0,1}¢ — {0,1}¢
where frj(x) outputs the last ¢ bits of II"1(0, x). In Fig. 9.2, we show the partite representations of II(-) and
I171(0,-). Note that while II(-) is a perfect matching, the function fr(-) = II=%(0,-) has several elements in

its co-domain with multiple pre-images.

{0.1)¢

ne) 0,912

Figure 9.2: Partite representation of II(-) and IT-*(0,-). Notice that II is a permutation and thus forms a
perfect matching while IT71(0, -) is not a permutation and in expectation a random image will have several

pre-images.

At this point, we made some progress: we reduced the problem of collision finding to a function inversion
problem (for the function fr: {0,1}¢ — {0,1}°). Indeed, preprocessing attacks for function inversion have
been well studied since the 80’s. Hellman [Hel80] described an algorithm that gets S bits of preprocessing on

the random function f: {0,1}* — {0,1}" as input and inverts it at a point in its image making 7" queries to
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the function. It was later formally analyzed by Fiat and Naor [FN99] and shown to have advantage (a,b)

at inverting y = f(x) for a random x «s {0, 1}*, where

_ ST s’ \Y°
6(0,7 b) = <mln {1’ 9min(a,b)’ (22 min(a,b)) (91)

We are almost done; three technical challenges remain. First, the result of Hellman applies only to

random functions. On the other hand, our function is a restriction of a random permutation (which is not a
random function). Fiat and Naor [FN99] showed a clever method to extend Hellman’s algorithm to support
any function (rather than only random ones), but this improvement is more complicated and comes with a
cost in efficiency, which we would like to avoid. To this end, we re-do and adapt the analysis of Hellman to
our setting by using the fact that restrictions of permutations are “close enough” to random functions. Our
analysis achieves the same parameters as the original one of Hellman, up to constants.

The second problem is that we want to find a pre-image of IV «s {0,1}¢ under fr, but IV may not even
have any pre-images under fi7, let alone two which are required for our attack. Fortunately, as fr is at
least “close” to a random function, we can show via a balls-into-bins analysis that a constant fraction of
the co-domain will have at least two distinct pre-images. Still, could it be the case that Hellman’s attack
somehow fails on this fraction of the co-domain? Via a closer analysis of Hellman’s attack, we show that for
any function f: {0,1}% — {0,1}® and fixed element y € {0,1}", the attack succeeds at finding a pre-image
2’ € f~1(y) with probability £(a,b) where

-1 2 =102\ 1/3
e(a,b) zQ(lljmin <1,ST |§a (y)|’ (S T |2J;a W) ) )) (9.2)

The last problem we face is that we need to find two distinct pre-images for IV. However, applying an

inversion algorithm in a black box fashion does not guarantee that distinct inverses will be found. Thus, we
also prove that Hellman’s inversion algorithm finds a uniform pre-image among all possible pre-images for a
given element in the co-domain.

After resolving the above technical challenges, we show that if we run Hellman’s attack twice indepen-
dently for the function fi1 on the image IV, if IV has at least two pre-images (which it does with constant
probability), then we will find two distinct pre-images with at least 1/2 probability times the probability that
both attacks succeed. Thus, our overall success probability is roughly Q(e(c, ¢)?) where € is defined in (9.2).

We refer the reader to section 9.2.2 for the details.

Impossibility Results for Best Attacks
When giving new attacks for finding short collisions, the natural question is how far we can go. In other
words, what are the best possible attacks? For B = 1,2 in the case of MD, optimal attacks are known.

Our goal here is to prove an upper bound on the advantage for the best-possible adversary that has S bits
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of preprocessing as input and can make T queries to II,II"! in finding collisions of length 1 and 2 for the

sponge construction.

IMPOSSIBILITY RESULT FOR B = 1. We use the pre-sampling technique proposed by [Unr07] and later
optimized and adapted to the AI-RPM by [CDG18] to get an advantage upper bound of roughly O(ST/2° +
T?/27). However, we note that this bound does not match the best B = 1 attacks, so it is open which side
can be improved. Ideally, one could use a compression-based technique as done in [DGK17] to get a tight
bound for the B = 1 case for MD, but it is not clear how to adapt this argument to handle inverse queries

in the AI-RPM model, as we shall see below.

IMPOSSIBILITY RESULT FOR B = 2. The presampling technique of [Unr07, CDG18] provably cannot give an
advantage upper bound better than O(ST?/2¢+T?/2") for B = 2. Since we can prove this advantage upper
bound even for unbounded length collisions, it is natural to ask whether we can prove that 2-block collisions
are, in fact, harder to find than collisions of arbitrary length. Aside from presampling techniques, the main
technique used to rule out attacks is via a compression argument [GT00, Wee05], which we turn to for our
impossibility result. As a warm up, we first give an overview for the B = 1 compression argument for MD

from [DGK17] to highlight the key challenges in our setting.

Overview of B = 1 compression argument for MD. In a compression argument, the main idea is to use
an adversary A that succeeds at some task involving a random object O, to compress O beyond what is
information theoretically possible. This clearly establishes a contradiction, which gives an upper bound in
the success probability of A.

Let h: [N] x [M] — [N] be a hash function that is modeled as a random oracle, and A = (A;, A3) be an
(S,T) adversary that tries to find a 1-block collision in h. 4; gets h as input and can output S bits of advice
o. Ag gets o along with a random salt a € [N], can make T queries to h, and tries to output m,m’ € [M]
such that h(a,m) = h(a,m’) and m # m’. We show that if A succeeds at this task for many salts a, then
we can describe h with fewer bits than possible.

To encode h, we first compute o « A;(h). We let G € [N] be the set of elements for which A, succeeds
on inputs (o, a) for all a € G. We run Ay on (o, a) for all a € G in lexicographic order. The hope is that
whenever As succeeds in finding a collision, we can use the corresponding queries for the collision it makes
to compress the function h.

For example, if Az (0, a) outputs a collision (m, m’), then we can assume that .45 must have queried h(a, m)
and h(a,m') at some point (we assume without loss of generality that (a,m) was queried before (a,m')). So
whenever it queries h(a,m’), rather than encoding the output of h, we write down information to indicate

that it’s the same output as the query for h(a,m). It is easy to see by a counting argument that at least half
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of the a € G cannot be queried by A; more than 27 times. For all such a, we can refer back to the previous
query h(a,m) using log 2T bits, and we use another log 2T bits to identify the query h(a,m’). Thus, we

save log N —21log 2T bits per each of these a values in G, which gives a non-trivial compression of h if T2 < N.

The problem with inverse queries. As we stated before, the first major roadblock we encounter when adapting
this framework to the AI-RPM is the existence of inverse queries. Let’s try to adapt the argument above
to the setting of Sponge with 1-block collision. Now the preprocessing adversary 4; is given a random
permutation IT and outputs some state o with |o| < .S. The online adversary As receives o and a random

IV, and tries to find m,m’ such that II(m, IV)[1] = II(m/, IV)[1].

Now suppose that As outputs a collision (m,m’) with respect to the sponge construction. We can no
longer even assume that Ay queries both II(m, V) and II(m/,IV)! For example, it may have first queried
II(m, V) = (y,u;) and then queried II-*(y, uz) = (m/,1V). At first glance, this doesn’t seem like a problem,
we can again note that part of the output of query (y,us) is the same as the input to the query for (m, V).
So maybe we can use the same trick as before and instead of storing the whole answer of II=!(y,u’), store
information indicating that the last ¢ bits of the answer is the same as the input of the query II(m, IV). This
intuition is misleading. We can no longer do a counting argument to show that this information is short.
It is not clear how to identify the query II7!(y, ') with few bits to be able to point back to the II(m, V)
query. For example, the adversary may just query II7!(y, *) many times and hope to hit IV twice. We hope
that this example sheds light on why, at a minimum, inverse queries significantly complicate the situation

and deserve extra attention.

Compression for B = 2 via multi-instance games. The above compression approach is not known to generalize
to the case of B > 2 collisions for MD. To overcome this limitation, Akshima et al. [ACDW20] propose a
beautiful framework that gives non-trivial bounds B > 2 for the case of MD. Their framework reduces the

problem to a related “multi-instance” game.

In a multi-instance game, the adversary has an arbitrary size string o of S-bits hard-coded, and its goal
is to find a 2-block collision for a set of u© ~ S uniformly random a’s. The adversary Ay can make T' queries
to h when running on each of the u IVs. The key distinctions in this multi-instance game is that (1) the
advice sigma that Ay receives is independent of h, and (2) we only need to analyze As’s success probability
for a random set of u IVs. The core of the proof is a compression argument to upper bound the advantage
of this adversary. This framework unfortunately is not strong enough to deal with B = 1, as at best it gives
the same bound as bit-fixing. However, we adapt this framework to the setting of random permutations to

give a non-trivial bound for B = 2.



264

In our case, we need to build a compression argument to compress II and a set of u random IVs,
IVi,...,IVy, (for v ~ S) using an adversary Ay which has some fixed hard-coded advice. Az runs on
the Vs one by one and succeeds in finding 2-block collisions for all of them. The encoding avoids storing
some of the values of II explicitly, and instead stores information about the queries of Ay to II and II*
which help during the decoding procedure to recover these particular values of II.

For B = 2 collisions, there are possibly 4 “crucial” queries that the adversary might make that correspond
to a 2-block collision (two for each message). We possibly need to consider all combinations of ways that the
queries could have been made in either the forward or the reverse direction. For the case of this overview, we
zoom in on a single case where inverse queries complicate the situation, and explain how we overcome this.

Suppose on an input IV, (where Ay had previously been run on inputs IVi,...,IV;_1), Ay arrives at a

collision by making the crucial queries ¢, g2, g3, ¢4 (not necessarily in that order) such that

1. q1 was a query to Il on (mq,1V;) and returned (1, IV})
2. g was a query to Il on (mg, IV;) and returned (z2,1V5)
3. g3 was a query to IT on (m3 @ x1,IV]) and returned (y, IV3)

4. q4 was a query to IT on (mg @ 2, IV5) and returned (y, IV})

Clearly, (m1,ms) and (mq,m4) hash to the same output and hence are a collision. Now suppose queries g1
and ¢o were first made during A2(|Vj)7l while queries g3 and g4 were each made previously while running
Ay on an earlier IV; value. Now, the strategy to compress on the lines of [ACDW20] is not to include the
last ¢ bits of the answers of g1, g2 and the last r bits of the answer of ¢4 in the encoding. Instead, we can
store the index of the queries g3, ¢4 among all queries (these indices will be in [¢T] since there are u Vs and
T queries for each of them) and store the indices of the queries ¢1, g2 among the queries made while running
Ag on IV; (these indices will be in [T']). This leads to a saving of roughly 2¢+ r —2log T'— 2log T bits. For
reasonable parameters of S, T, ¢, r, this implies a compression of at least ¢ —logwT bits, so if uT ~ ST < 2°,
this gives non-trivial compression. This implies an upper bound of ST'/2¢ on the advantage for this case.
However, with inverse queries allowed, things get more complicated. Suppose instead that queries g3 and
q4 were made in the reverse direction, so Az queries II"1(y, IV4) and II"*(y, IV}}) prior to running Az (IV;).
In this case, we can still save the ¢ bits from the answers of ¢1,¢2. But there is no clear way to save in

storing the answer to query g since its answer (m4 @ z2, IV4) has seemingly no relation to either the answer

INote that this assumption is easy to remove as otherwise we can achieve compression by not including IV; in the encoding
and recovering it from A>’s queries during decoding
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or input of ¢g3. So, in this case, we are only able to save 2c —2log T — 2log uT" bits, which leads to non-trivial
compression only if u?T* ~ S?T* < 2¢. This implies an upper bound of $2T*/22¢ on the attacker’s advantage
for this case. Note that this is actually better than the ST/2° bound we got when considering only forward
queries whenever ST® < 2¢. However, it is important to note that we still need to consider all possible ways
in which the attacker may find a collision. We need to show even in the worst case, we can compress II in
order to get an upper bound on the advantage.

The above highlights just one of the several subtleties that inverse queries introduce in the proof. The
ability of the adversary to make queries in two directions makes the encoding and decoding procedures
significantly more complicated and lengthy.

Chapter Organization. We describe the details of this result in the rest of this chapter. In Section 9.1
we give the necessary preliminaries for this chapter. In Section 9.2, we give our new attacks and in Section 9.3,

we prove limitations on the best possible time-space tradeoff attacks.
9.1 Preliminaries

We let [N] ={1,2,...,N} for N € N and for k € N such that k < N, let (i) denote the set of k-sized subsets
of S. We use |X]| to denote the size of a set X and use Xt to denote one or more elements of X. The set of
all permutations on D is denoted by Perm(D). We let # denote a wildcard element. For example (x,z) € L
is true if there is an ordered pair in L where z is the second element (the type of the wildcard element shall
be clear from the context). For a random variable X we use E[[]X] to denote its expected value.

We use z «s D to denote sampling x according to the distribution D. If D is a set, we overload notation
and let & «s D denote uniformly sampling from the elements of D. For a bit-string s we use |s| to denote
the number of bits in s.

All logarithms in this chapterr are for base 2 unless otherwise specified.

SPONGE-BASED HASHING. For ¢,7 € N, let I : {0,1}°T" — {0,1}°" be a permutation. We define sponge-
based hashing Spy; : {0,1}¢ x ({0,1}")* — {0,1}" as follows. For s € {0,1}""¢ we use s[1] to denote its first
r bits and s[2] to denote its last ¢ bits.

SpH(|V7m = (m17' . 'amB))

S0« 0" || IV
Fori=1,...,B

si1] [5:12] T ((ms @ i [1]) | 511 [2])
Return sp[1]

The elements of {0, 1}" shall be referred to as blocks and IV refers to the initialization vector (also referred to

as salt in the literature). This is the same abstraction of sponge-based hashing as the one used in [CDG18].
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Game G275 (A = (A1, A2)) Subroutine Al-CRp v (A = (A1, Az))
1. II s Perm({0, 1}°*7) 1. o s A ()
2. IV s {0,1}° 2. (a, ') s AT (51V)
3. Return Al-CR,v(A) 3. Return true if:
(a) a#d,

(b) |, |&'| are at most B blocks long and

(c) Spn(lV,a) = Spy(IV,d)

4. Else, return false

Figure 9.3: The bounded-length collision resistance game of salted sponge based hash in the AI-RPM,

denoted GI7.

AUXILIARY-INPUT RANDOM PERMUTATION MODEL (AI-RPM). We use the Auxiliary-Input Random Per-
mutation Model (AI-RPM) introduced by Coretti, Dodis and Guo [CDG18] to study non-uniform adversaries
in the Random Permutation Model (this was a natural extension of the AI-ROM model proposed by Unruh
in [Unr07]). This model is parameterized by two non-negative integers S and T and an adversary A is divided
into two stages (Aj,.A2). Adversary A;, referred to as the preprocessing phase of A has unbounded access
to the random permutation IT and it outputs an S-bit auxiliary input o. Adversary As, referred to as the
online phase, gets o as input and can make a total of T queries to I, II™!, and attempts to accomplish some
goal involving TI. Formally, we say that A = (A;,.A2) is an (S, T)-Al adversary if .A; outputs S bits and As
issues T' queries to its oracles. We next formalize the collision resistance of sponge-based hash functions in

AI-RPM.

SHORT COLLISION RESISTANCE OF SPONGE-BASED HASHING IN AI-RPM. We formalize the hardness of
bounded-length collision resistance of sponge-based hash functions in the AI-RPM. The game is parame-
terized by c¢,7. The game first samples a permutation II uniformly at random from Perm({0,1}**") and IV
uniformly at random from {0,1}¢. Then, A; is given unbounded access to II, and it outputs o. At this
time, Ay gets o and IV as input and has oracle access to II, II" L. It needs to find o # o' such that (1)
Spi(IV,a) = Spy(IV,a’) and (2) a,a’ consist of < B blocks from {0,1}". This game, denoted G2, is
explicitly written in Fig. 9.3. In Fig. 9.3, we write the adversary’s execution in its own subroutine only for

syntactical purposes (as we shall use it later).
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Definition 9.1.1 (AI-CR Advantage). For parameters c,r, B € N, the advantage of an adversary A against
the bounded-length collision resistance of sponge in the AI-RPM 1is

Advgi;C'mB(A) = Pr[ i';cfg(.A) = true]
For parameters S, T € N, we overload notation and denote
AV, 5 (S,T) = max {AdVET, 5(A) |
where the mazimum is over all (S,T)-AI adversaries.

THE COMPRESSION LEMMA. Our proof of the impossibility result for B = 2 uses the well-known technique
of finding an “impossible compression”. The main idea, formalized in the following proposition, is that it is
impossible to compress a random element in set X’ to a string shorter than log |X| bits long, even relative to

a random string.

Proposition 9.1.2 (E.g., [DTT10]). Let Encode be a randomized map from X to Y and let Decode be a

randomized map from Y to X such that
Pry s x [Decode(Encode(z)) = 2] > ¢.

Then, log |Y| = log |X| — log(1/e).

9.2 Attacks

In this section, we first provide the generic attack for finding B-block collisions inspired by the analogous
attack for MD in [ACDW20]. We then provide our new AI-RPM attack for finding 1-block collision (Sec-
tion 9.2.2). Additionally, in Section 9.2.3, we prove the key lemma for our attack. The key lemma is a
preprocessing attack for inverting a function f which is a restricted random permutation. The attack is
closely related to that of Hellman [Hel80], but we provide rigorous analysis for our specific application for

completeness.

9.2.1 Generic Attack for B-Block Collisions

We give a (9,T) adversary A that has advantage O(STB/2¢ + T?/2¢ + T?/2") against Gi'}cjg The main
idea for this attack is similar to the zero-walk attack for finding B-block collisions in the Merkle-Damgard

construction introduced in [ACDW20] which was in turn inspired by an attack in [CDGS18].
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HiGH LEVEL IDEA. In the preprocessing phase the adversary randomly samples ¢ ~ S different IVs IVq, ..., 1V,
and for each of them computes o; ; for j € [B/2 — 1] as 0;; = 11(0,0;;-1[2]), where 0;0 = (0,1V). The
sequence 050, - - ., 0; pj2—1 forms a “zero-walk” on IV;. It then finds m;, m; such that Il(m, 0; g2—1[2])[1] =

(m}, 05, ga—1[2])[1] for i = 1,...,t. It outputs
(04,8/2-1[2), mi, m§)i=1,...t -

In the online phase, the adversary gets a challenge IV as input. For ¢ = 1,...,T/B, it computes IV; =
I1(4, IV)[2]. For each of the IV,’s, it does a zero-walk of length B —2. If on any of the walks it hits an IV that
the preprocessing phase output then it outputs a collision. The reason this attack achieves an advantage of
Q(STB/2°) is because in the preprocessing phase the adversary roughly hits Q(SB) distinct IVs and in the
online phase if it hits any of these IV’s in the first half of its T'/B (i.e., in roughly T'/2 of the queries) walks
it finds a collision.

We formally state our result below.

Theorem 9.2.1. Let S, T, B,c,r € N such that SB < 2¢7!, T < min{(2¢71,2"1)}, T > 2B. There exists
an (S,T) adversary A = (A1, As) such that

c+or|l2 9c+3 9c+1 or+3 T oeler-1)

Adv"g‘gfgmB(A)z{ S Hg J T (T-B(T-B-1) 3T-B)(T-B-1) S

Proof. The adversary is A = (A;, Az) defined in Figure 9.4.
We first note that the probability that the preprocessing phase aborts in any of the iterations is at most
H?;El(Zchr _ 220)
H?;EI(QC” — ) ’

This follows since the numerator indicates the number of ways to sample II(-, V) such that no two outputs

match in the first r bits, while the denominator is the total number of ways to sample II(,1V). The above

product is upper bounded by

2" -1 /541 _ 9c 2" -1 ”
[E55!(27 = i2) T gy ¢ =23t
H?_Ol 264’7‘71 0

Using the union bound it follows that the preprocessing phase will abort with probability at most
S/e@ 1),

We next calculate the probability that A5 succeeds in finding a collision. Let R be the event that the
adversary As returns due to the if statements in line 9 or line 14 and let @) be the event that it returns
due to the if statement in line 11. Clearly, adversary A, succeeds with probability Pr[R] + Pr[Q]. First we
compute Pr[R]. Note that R happens if all the IV}, ;’s are not distinct or if all the IV, ;’s are distinct but all
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Algorithm A, (II)

1

2

3

4.

5.

8.

9.

10

.t |S/(c+2r)]
. B < |B/2] -1
. Fori=1,...,t
IVpi0 «s{0,1}°
For j =0,...,B"
Vp.ij < I1(0,IVp,ij-1)[2]
IVp,i « le,i,B/271
Compute (m;, m;) such that TI(m; | IVp:)[1] = IL(m] || IV,p,:)[1]
If no such m;, m} found, ABORT

. Return {(IVp,s, mi,mi)}ic1,.. Bj2—1

Algorithm Az (IV, o)

1

2.

3.

10.

11.

12.

13.

14

15.

.t |S/(c+2r)]
B« |B/2] -1
T « |T/B|

. Parse o as (IV,;, mi,m})io;
. If i€ [t] - IVp = IV: return (my, m})
Fork=1,...,T7"
mi,o || Vo0 <« (k, 1V)
Forj=1,...,B—1:
If IVyr jo = Vg j—1 for some (K',5') # (k,j — 1):
Return (&' | mus o | mwr o |- o, B mo [ mea |- | megi—1)
If IVg,j—1 = IVp,; for some i € [¢]:

Return (k|| mo| ... [ mi -1 [mi, k[[meoll ... | mi;-1 | m5)

M [ Wi < (0 [ IVk,j-1)
IRk K5, 50) s m = mug e

Return (k| mg,o

| oo Imu—, K Impr o || - [ mer o 1)

Figure 9.4: Adversary A used in the proof of Theorem 9.2.1.
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the my ;’s are not distinct. The probability that all the IVy ;’s are not distinct is at least

T'B ,
i _T'B _w@=pa-s=1) (T'-B)(T—B-1)
1-— 1— >1—e Zi-13° >1— o1 >

The second inequality follows using 1 — x < e~ and the third inequality follows using 7B > T — B, and
the last inequality follows using e=2* < 1 — x for < 1/2 (this can be verified using elementary calculus).
It is also easy to see that the probability that all the IV} ;’s are not distinct is at most T?%/2¢! using an
union bound. Using 72 < 27! we have that this probability is at most 1/4. Hence the probability that all
the IV}, ;’s are distinct is at least 3/4. Similarly we can show that the probability that all the my, ;’s are not

distinct given all IV}, ;’s are distinct is at least ”*B;&#. This would give us that

prig] > L= Bf“— B-1)  3(T- B);z;g- B—1)

It is also easy to see that the probability that all the my ;’s are not distinct is at most 7%/2"*! using an
union bound. Using T2 < 27! we have that this probability is at most 1/4. Hence the Pr[R] < 1/2.
We next note that

Pr[@Q] + Pr[R] = Pr[Q|—R](1 — Pr[R]) + Pr[R] = 1/2Pr[Q|—R] + Pr[R] .

Above we used Pr[R] < 1/2. Now we shall show a lower bound on Pr[Q|—R]. First note that the event =R
implies that all the IV ;’s are distinct.
Define
A={IV,,;;:1<i<t,0<j<BY}.

Let Fj ; be the event that IV ; € A and for all & < k,0 < j' < B—1, Vi ;s ¢ A and for all j' < j,
xi ;0 ¢ A. We have that

(i—1)B+j
|A] |A]
Pr[F | ~R] = PR i N
sl =Bl = e B ) [1 2 —i+1

i=1

Using T < 27! we have that 2¢ —i + 1 > 2°71. Therefore

(k—=1)B+j . .
MIF%% gmogwwlwﬂ>

Prifl-r > bl

2¢ 2¢ = 9 2¢

) > |A|/2c+1 )
It is clear that Fy ; are disjoint, and given that R does not happen, @ happens if for any k € [T"], in the
first B — B’ iterations of the loop in j, z; ; € A. Therefore

PriQI-R] > » Pr[Fr,|—R] = (B—1— B)T'(|A|/2°*")

ke[T'] je{0,...,B—1—B’}

= ([B/2)IT/BJ|Al/2°"" = T|AJj2e+T
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The last inequality follows using T > 2B.

Hence we have that the advantage of the adversary A is

B
AdvE Z "PrlA|=iTi  (T-B)(T-B-1) 3I-B(T-B-1) 5

Sp.cr.B( 9c+2 9c+1 or+3 e(27—1)

_E{gayr AT (T B 1) MBI B S
2c+ 9c+1 or+3 e(27=1) °

The second equality follows from the definition of expectation. We next need to show that E[[]A] >
%[%J[g — 1] to finish the proof.
Let E; ; be the event that IV, ; ; is a new IV discovered while preprocessing. We compute a lower bound

on Pr[E; ;] as follows.

PI’[EZ‘J] = PI’[EZ"() N Ei,l N...N Ei,j] = 1_[ PI’[EZ’]{;|EZ oN...N Ei’kfl]
k=0
2c+r _ i1 BI 1 k)2r J 2c+r 20+r—1
=11 5err —(((Z(z‘ - ig(B'jL + i)++ l)c) > =12
k=0 k=0
The second inequality uses SB < 2¢~!. Hence we have that
t B
1 S B
E[[]4] = PrlE; ;] = = - —1].
(041 =2, 2, PrlBis1 > 5 L—i—%J [2 J
i=175=0
This concludes the proof. [ |

9.2.2  Preprocessing Attack for B =1

We give a new AI-RPM attack for finding 1-block collisions in the Sponge construction. The key ingredient
in our attack is an (S, T') adversary for a function f finds two distinct pre-images of a random element of the
co-domain under f. We construct this adversary in Lemma 9.2.3 based on the adversary from Lemma 9.2.5

that finds a single pre-image of a random element of the co-domain under f.

Theorem 9.2.2. Letc,7 € N. For any S,T € N such that S > 24c, 2¢ > 245, and 2¢ > (S/(T—2))-243, there
exists an (S,T) attacker A = (A1, As) that on input {0,1}° outputs a valid 1-block collision with probability

N 1 _ ST —2)2 (ST —2)\**
= 20 - 2882 . ¢2 -min | 1, 92c+2 ’ 92c+1 :

Proof. Let II: {0,1}¢t" — {0,1}“"" be a random permutation. Define the function fr: {0,1}¢ — {0,1}¢
as fri(z) = II71(0" | x)[2]. Note that fr is equivalent to the function that outputs the first ¢ bits of the

e, where

permutation IT'(z | 07), where II'(x || y) for x € {0,1}¢,y € {0,1}" computes I (y | #) and shifts the first r
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bits of the output to the end of its output. Thus, we can invoke Lemma 9.2.3 for the function fr;, which
implies an (S, T — 2) attacker B = (B1, B2) for finding two distinct pre-images of a random y «s {0, 1}¢. The
attacker A = (A1, Ay) is defined as follows.

- Al(H):
1. Output o « Byi(fm).
- As(IV, 0):

1. Compute (x1,z2) <« Bi(IV,0).

2. If fu(z1) = fu(ze) = IV and 1 # 22, compute my | IV =TI (0" | 1) and mo | IV = IT (0" || z2)

and output (mq,ms).

3. Otherwise, output L.

For correctness, we note that if Ay outputs a non-_L value, then A5 succeeds in finding a 1-block collision.
Recall that Spy(IV,m1) = H(my | IV)[1] and Spy(IV,m2) = II(m2 || IV)[1]. By construction, fr(zi) =
fr(xa) = IV implies my | IV = IT71(0" | 21) and mg | IV = IT71(0" || 22) for some mq,my € {0,1}". But this
in turn implies that II(mq | IV)[1] = II(me || IV)[1] = 0". Since II is a permutation and z; # xq, it must be
the case that my # ma, so (my,ms) is a valid 1-block collision, as required.

Whenever B succeeds, A succeeds, so the success probability follows immediately from Lemma 9.2.3. =

Lemma 9.2.3. Letn =1, a <n—3 and II be a random permutation over {0,1}". Let f: {0,1}* — {0,1}*
such that f(x) consists of the first a bits output by U(x |0~ *). For any S,T € N such that S > 24a,
20 > 245, and 2* = (S/T) - 243, there exists an (S,T) attacker A = (A1, As) that on input y «s {0, 1}°
outputs x1,x9 such that f(x1) = f(x2) =y and x1 # xo with probability e, where

1 , s2r? [ S2T\*?
€= 20 - 2882 . a2 - i 1’ 22a+2’ 922a+1 :

Proof. Let B = (B1,B2) be an (5/2,T/2) adversary from Lemma 9.2.5. In the offline phase, A; on input the
function f runs By (f) twice and gets o1, 02. A; outputs ¢ = (61, 02). In the online phase, Az on input ¢ and
y = f(x) for x < {0,1}%, computes x1 = Ba(y,01) and 2 = Ba(y,02). If f(z1) = f(z2) = y and 1 # z2,
Ay outputs (x1,x2) and otherwise outputs L. It directly follows that .4 uses space |o| = |o1| + |o2] < S and
makes at most 2 - (T/2) = T queries. So it remains to analyze the advantage of A.

We define the following events that are relevant to the analysis. Let Success;, Successs be the events that

Bi(f,o1) and Bi(f,02) output a valid pre-image, respectively. Let Inverse be the event that |f~1(y)| > 2
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for the challenge y «s {0, 1}*. Let Distinct be the event that the outputs z; and x2 are distinct. Thus, the

probability of success is given by
€ = Pr[Success; A Successy A Inverse A Distinct].

Note that Success; and Successy are identical and independently distributed given a fixed value for y. Thus,

we can rewrite the success probability as

¢ = Pr[Inverse] - Pr[Success; | Inverse] - Pr[Successy | Inverse]
- Pr[Distinct | Success; A Successa A Inverse].

= Pr[Inverse] - Pr[Success; | Inverse]?

-Pr|

Pr[Distinct | Success; A Successy A Inverse]

We analyze each of these terms separately.
In Claim 9.2.4, we show that Pr[Inverse] > 1/10 as long as a < n — 3. Pr[Success; | Inverse] is given in

Lemma 9.2.5 using S = S/2 and T" = T/2. As |f~1(y)| = 2 by assumption, it holds that

1 . ST (ST \Y°
Pr[Successy | Inverse] > (288 : a) - min (1, JatT” (22a+1> .

For the event Distinct, note that in the worst case |f~1(y)| = 2. In this case, it is equally as likely that

x1 = x5 compared to x1 # o since there are only two equally likely values for z1,x5. Thus,
Pr[Distinct | Success; A Successy A Inverse] = 1/2.

Combining the above, we conclude that the attackers probability of success is at least

11 1 |, P12 (ST 23
5/§'E' 2882 . 2 - min ' 92a+2° \ 92a+1 )

as required. |

Claim 9.2.4. Letn > 1, a < n—3 and II be a random permutation over {0,1}". Let f: {0,1}* — {0,1}“
such that f(z) consists of the first a bits output by (x| 0"~2). Then, Prly «<s{0,1}* : |f~(y)| = 2] = 1/10.

Proof. We analyze this as a balls-into-bins problem. Specifically, we imagine each output y € {0,1}% as
a bin, and for each z € {0,1}%, we put a ball in the bin corresponding to f(x). Let z1,...,Z2. be an
arbitrary ordering of {0,1} that denotes the order we place the balls into the bins. Let X, ; be a random
variable corresponding to the set of bins with ¢ balls inside after placing b balls via this process. Since

Z?:o | X 20| = 2%, to get a lower bound on Zf; E[[]|X;,22 ], it suffices to upper bound E[[]| X¢,24| + [ X1 24 |].
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First, note that Xy o = 2% In general when adding the bth ball, X, either decreases if the ball hits

Xo,p—1 or stays the same otherwise. This gives the following recursive expression for E[[]| X0 5|]-

E[[l[Xo,s[] = E[[]|Xo0,6-11] = Pr[f(zs) € Xop—1]-

We claim that Pr[f(zy) € Xop—1] = |Xo,p-1] - (2"7*)/(2" — (b — 1)). This is because each y € X¢ 1 has
not been mapped to, so there are 2" values y | v that II(z; | 0" ) can take that cause f(zp) = y out of

2™ — (b —1) total values to choose from. We can thus rewrite the recursive expression as
27’L—a
E[[]|X =E[[l| X011 — E[[J|X0p-1]] - | =———
004l = B0 K001 - B X011 (52— 5 )
~ B[ (1= 5=
- 00t 2 —(b—1))"

Solving for this expression, we get

b on—a
E[[]|X = E[[]|X . l—
000 = EI0Xoall- TT (1 525 5)

K2

_ b b
AL 1

<2 (1-— =2 (1——=—) .
2n 2a

For X p, we first note that X; o = 0. Using our result for X 5, we can again write a recursive expression

Thus, E[[]|Xo.2¢[] < 2%/e.

for E[[]|X1,s]]. The key point is that X; ,—; increases by one if f(xp) lands in X ;-1 and decreases by one
if f(zp) lands in X4 p_1.

E[[|X1,0]] = E[[]|X1,-1]] — Pr[f(zs) € X1 p—1] + Pr[f(zs) € Xop—1]-

We already have an expression for Pr[f(xy) € Xop—1]. For Pr[f(xp) € Xip-1], we note that now each
y € X1 31 has been mapped to exactly once. So there are only 2"~*—1 possible y || u values that II(x | 0"~*)
can take to cause f(zp) = y. It follows that Pr[f(zp) € X1 p-1] = | X1p-1] - (2" =1)/(2""* — (b—1)), so

we can rewrite the recursive expression as

L0 X1al] = BL0X ol ~ X0l (s ) + B Xosall (5 )

- (5 T (o) (o)

i=1

We use the fact that (1 — 2—) < (1 — £7=1) and X;,0 = 0, we can solve for an upper bound on this
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recurrence as follows.

<
2n_2a

b
B (7"
7 8- 29

where the last inequality follows since a < n — 3. Thus,

(St T2 )
)

.9on gn—a _ 1
b .(1_

/N

E[[]| X1 20]] < 2% (8/7) - e /8 < 2%/2.
It follows that
g
D VEINIXi 20[] = 2% — E[[]|Xo,20]] — E[[]| Xo,24 ]
=2

>2%. (1-1/2—1/e)

> 27/10.

Define the set S; to be the set of functions f such that |[{y : |f 1(y)| = 2}| = i. Then

Prilf ()| > 2]

2 .
1
Z;Pr[fesg e

- 2% E[Hy - 1f 7 )l = 24
120 1

> oo =,
2¢ 10 10

as required. [ |

9.2.8  Time-Space Tradeoffs for Inverting a Restricted Permutation

In this section, we prove a time-space tradeoff for inverting a restricted permutation. Let n € N, a,b < n,
and let IT «<— Perm (n) be a randomly chosen permutation. Consider the function f: {0,1}* — {0, 1} defined
such that f(z) outputs the first b bits of II(x || 0™~ *). We show that there exists an (S,T) adversary A that
inverts f with advantage roughly Q(min(1, ST/2min(e:0) (2T /22min(a:b))1/3))  Additionally, we show that
on input y = f(z) for a random z «s {0,1}%, A outputs a uniformly random pre-image 2’ € f~1(y) if it

succeeds.



276

We note that our attack closely follows the approach of Hellman [Hel80] and its extension from Fiat and
Naor [FN99]. We provide the full details of the attack and analysis for completeness. We emphasize that
our analysis differs from Hellman’s analysis since our function f is not quite a random function. Still, we
do not need the full generality of the result of Fiat and Naor that works for arbitrary functions. We also
note that we show how to instantiate and analyze the “g” functions (see the proof for full details) used in
Hellman’s attack using only pairwise independence, whereas Fiat and Naor’s result for arbitrary functions

required k-wise independence for k ~ T'.

Lemma 9.2.5. Let n > 1, a,b < n and II be a random permutation over {0,1}". Let f: {0,1}% — {0,1}®
such that f(x) consists of the first b bits output by (x| 0"~%). For any S,T € N such that S > 24 max(a,b),
omin(a.b) > 945 and 2@ > (S/T) - 243, there exists an (S,T) attacker A = (A;, As) that succeeds in
inverting f on input y = f(x) for x «s{0,1}* with probability £, where

S (1 (ST s \Y?
€z 288 - b s om ? 9min(a,b)’ \ 22min(a,b) :

Additionally, the following hold:

- If the attacker A = (A1, As) succeeds at inverting y = f(x), it outputs a uniform pre-image x' € f~1(y)

over the randomness of A1 and As.

- For any fized x € {0,1}* and y = f(x), the altack succeeds with probability at least

1 . ST -|f—1 S2T| -1 2\ 1/3
52(2884))““(17 I <y>|7( |£2a(y)|) )

Proof. We start by describing a “Hellman table,” which is the main building block in our attack. It is

helpful to think of a Hellman table as the preprocessing phase of an (S,T) adversary B = (B, Bs) for a
restricted range of S and T'. Our full adversary A = (A, .A2) uses many Hellman tables to boost its success

probability for any range of S and T'.

Hellman tables. For any m, /¢ € N, a Hellman table consists of m chains each of length ¢ and makes use of
a common function g: {0,1}* — {0,1}* that we provide as input to B; and Bs. We will specify the function
g to be used in our full construction. Let h: {0,1}* — {0,1}® be the function such that h(y) = f(g(y)).
Denote by h9)(y) the jth iteration of A on input 3, so R (y) = h(h(...h(y)...)) consisting of j invocations
of h. For the ith of m chains, we sample a random y; g < {0, 1}*, and compute the remaining ¢ entries
yi.j = 9 (y; ) for all j € [£]. The preprocessing phase B; outputs the starting point y; ¢ and the final chain
entry y; ¢ for each chain, o = {(y;,0,9i,¢) : ¢ € [m]}.
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The online attacker Bs receives as input o, some y = f(z) for a random x «s {0, 1}%, and the description
of a function g. By computes ) (y) for each j € [£] number of steps. If, for any j > 1, h¥)(y) = y; , for any
final chain entry stored in o, By computes y; 1 = h*)(y; o) for each k € [¢]. If y; x = y for some k € [{], Bs
outputs &’ = ¢(y;,x—1), and outputs L if no such k is found.

To see the correctness guarantee, consider the set of points Table = {y; ; : i € [m], j € [(]}. We claim that
if the challenge y received by By is in the set Table, then By outputs a valid pre-image 2’ € f~1(y). Suppose
y € S. Then, by definition of S, we know that y = h9)(y, o) for some i € [m], j € [¢]. But that implies
that y; ¢ = ) (Yi0) = hY=9)(z), so By will compute ;¢ during its online attack. At this point, B, will then
compute y; = h(k) (yi,0) for each k € [¢] and see that y; ; = y. It outputs =’ = ¢g(y; ;—1), and it holds that

f(a") = y by construction, as required.

The full construction. Our full adversary A = (A;,.As) is as follows. For any space bound S and time

bound T, we compute the parameter v € N as follows,

ST s2 \"
V= |max zmin<a,b>’<2min<“vb>> .

In the pre-processing phase, we sample functions g1, ..., g,: {0,1}* — {0, 1} from a pairwise independent

hash family where additionally g; and g; are independent for all ¢ # j € [y]. This requires at most 6-max(a, b)
bits to describe, using the construction of Claim 9.2.9. Using these functions, we construct v Hellman tables
of m chains each of length ¢ where,

_ | S = 6max(a,b) | T
m_{ 29b J’é_[MJ :

For each ¢ € [7], the function g; induces a new function h:(x) = f(g:(x)) used to construct the chains for the
tth Hellman table. For all ¢ € [v], let oy < B1(f, g¢) be the output of By, which depends on the function g; as
well as the choice of starting points y; 1 0, - - -, Y,m,0 sampled by By for the tth table. A; outputs {oy : t € [7]}
plus the descriptions of g1,...,g,.

The online attacker A receives pre-processing o = ({0, : t € [v]}, (91, ..., 9y)) and the challenge y = f(x)
for a random x «s {0,1}. For all ¢ € [k], it computes a candidate pre-image «’ = Ba(oy,y, g¢). If all such 2’
are invalid, As outputs L. Otherwise Ay outputs the first 2’ such that f(z') = y.

By the correctness guarantee of B, it follows that if Ay outputs a non-_L value, it is valid pre-image of y.
Let 2’ # 1 be the pre-image output by Az, we claim that 2 is a uniformly random pre-image of y. Suppose
x' was first output by Ba(oy,y, g:). Let P = f~1(y). We want to show that for all Z € P, Pr[z’ = Z] = 1/|P|.
By construction, it holds that @’ = g¢(y;; j—1) for some index j € [¢] in chain ¢ € [m]. Thus, 2’ is uniformly

distributed in {0, 1}%, so it is equally like to be equal to any Z € P, as required.
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Analyzing the attack’s efficiency. For space efficiency, we remark that |o;| = 2mb for each table ¢ € [k].
Additionally, by Claim 9.2.9, the functions g, .. ., gr requires 6 - max(a, b) bits to store. So, the space usage
overall is

|o| = 2mby + 6 - max(a,b) < S,

since m < (S — 6 - max(a, b))/(2vb) by construction.

To analyze the time efficiency, consider the attacker A, that does not stop at T queries. We will revisit
the analysis of Ay as opposed to Ay at the end of the proof after analyzing As’s success probability. Let T
be the random variable describing the number of queries that ./2(2 makes. Let Success be the event that fig
finds a valid pre-image in this experiment. We analyze the expected number of queries T conditioned on A,
finding a valid pre-image, E[[]T | S/L?CE/SS].

For each t € [v], Bz2(ot, y, g:) always makes at least £ oracle calls to f in computing hgk)(y) for all k € [£].
For each i € [m] and j € [¢] such that hgj )(y) = Y410, B2 potentially makes ¢ more oracle calls to f. However,
each time that By starts to search for y in one of these chains, it is either because (a) y is actually in Table
or (b) By got unlucky and hit some y;,, value that was not preceded by y in the chain. Whenever case
(a) occurs, By can terminate early at a cost of at most ¢ extra queries to f. Case (b) is known as a “false
alarm” [Hel80] and causes By to make ¢ more queries to f. We show in Claim 9.2.7 that the probability a
single chain in any table results in a false alarm is at most (¢ + 1)2/(2™™@:b)) 5o the expected number of
false alarms per table is at most m(¢ 4 1)2/(2™(@9) Thus, given that A, succeeds, it will make at most
20~ queries plus ¢ times the number of false alarms across all tables, so

yml - (£ + 1)?

E[[]T | Success] < 20 + Smin(ab)

Since m < (S/(2yb)) and £ + 1 < T/(67), it follows that m(¢ + 1) < (S/(2vb)) - (T?/(364%)) < N, by
construction. This implies that

E[[]T | Success] < 3¢y < T2,

where the last inequality follows since £ < T'/(6).

Analyzing the attack’s success probability. Again, we first analyze the hypothetical attack A, that
does not stop at T" queries, and we will analyze As’s success probability at the end of the proof. Recall that
Success is the probability that A, outputs a pre-image 2’ € f~1(y).

For each table t € [k], let Table, = {y;;; = th)(yt,i,o) ci€[m],j € [€],yiio0 € 01} be the set of points
that table ¢ covers. For the full construction, we define Table = U, Table;. Since Ay succeeds whenever
some By (ot,y,g:) succeeds, it follows that Ay succeeds if y € Table; for any ¢t € [y]. We first analyze the
success probability for y = f(z) for a random x «s {0,1}%, and then describe why it holds for any fixed z
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as well. Note that over a random permutation I, y = f(z) for z «<s {0,1}* is uniformly distributed over
the range of f. Therefore, it follows that Pr[SF(Ee/ss] > E[[]| Table|]/2™™(*%) for a random z «s {0, 1}%, so it

suffices to lower bound the expected size of |Table|. By Claim 9.2.8, it follows that

— _ E[[]|Table]] ymt
Pr[SUCCQSS] = 9min(a,b) = 6 - 2min(a,b)

Now for any fixed « € {0,1}* and y = f(x), recall that each y; ; ; value added to Table from Claim 9.2.8 is
of the form f(g¢(yt,5,j-1))- S0 g¢(¥¢,5,5—1) is a uniformly random value in {0,1}*. Thus, the probability that
J(z) = yri; is at least | f~1(y)|/2%, and the probability that f(z) € Table is at least E[[]|Table|]- | f~*(y)|/2¢.

Putting it all together. Let ¢ be the probability that As succeeds at inverting y = f(x) for x «s {0, 1}%.

& = Pr[Success] = Pr[Success A T' < T

= Pr[T’ < T | Success] - Pr[Success]

> <1 _ E[[]77 | Success]) . yml

T . 9min(a,b)
s> amt
12 . 9min(a,b)
S o S —6max(a,b) (T .
~ 12 2min(a;b) 27b 6y

S ST — 6vS — 61 max(a,b)
144,Yb . 9min(a,b)
ST
Z e omin(ad)’
988D - 2min(ab)

where the last line holds if T > 24y and S > 24 max(a,b). We note that T > 24~ as long as
T>24- [maX(ST/2min(“’b)7 (STQ/QIIlin(a’b))1/3)]7

which holds as long as 2™"(@:0) > 248 and 2min(@:) > (§/T) - 243, We assume these hold in the statement

of our lemma. Note that for a fixed x € {0,1}* and y = f(z), the bound holds for ¢ > %ﬁé}{)'.

Finally, we note that either v = 1, or we set 7 such that
v > [maX(ST/2min(a,b)’ (ST2/2min(a,b))1/3)] )

v = 1 corresponds to the case where ST? < 2@ In this case, we get,

(1 ) (ST
7 \288 5/ \ omin(ed)
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Otherwise if v > 1, which corresponds to the case where ST? > 2™in(@b)  we get the following bound,

ST ST
9288 - (ST/Qmin(a,b)) . b - 9min(a,b) ’ 988 . ((STQ/Zmin(a,b))l/S) . b - 9min(a,b)

1 s \“Y?
= 2883 -min | 1, <22min(a,b)> .

However, note that if ST2 > 2min(a:d) thep

ser \Y ST
<22min(a,b)) = <2min(a,b)> ’

so the second bound dominates in this case. This implies that the probability of success is always at least
(1 (st s2r Y
€= 288 . b min ’ 2min(a,b) ) 22 min(a,b) ’

Doing the same analysis for fixed z € {0,1}* and y = f(x), we get that the probability of success it as

= () i <1, ST ) <S2T|f—1<y>|2>”3> |
288 - b 2a 22a

52min<

as required.

least

Claim 9.2.6. Letn > 1, a,b < n and II be a random permutation over {0,1}"™. Let f: {0,1}* — {0,1}"
such that f(x) consists of the first b bits output by II(x || 0"~*). Then

Ty, T2 <3 {071}(17 1 1

Pr s flxy) = f(x) <27a+§.

IT — Perm ({0, 1}")
Proof. Let II be a random permutation, x1,zs «s {0,1}%, and y | u = II(x; | 0"~2) for y € {0,1}°. First, if
x1 = xo, then clearly f(x1) = f(z2). This happens with probability 1/2%. Otherwise, for any x2 € {0,1}*
such that z; # xo, we note that IT(z3 | 0" ®) can take any value other that y | u. There are (2" ° — 1) such

values of the form y | v’ for v’ # u, so the probability over a random II that the first b bits of II(zo | 0"~%) =y

I - .
is 25— 1. This is at most 1/2° since

1 2nh—1 2n—1

P T R T T
and (2" —1)/(2" —2b) > 1 for b > 1. Thus,

1 1

Prif(w1) = f(w2)] < Prlzy = @o] + Prlf(21) = f(w2) [ 21 # 22] < 57 + 55,

as required. m
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(+1)?

Claim 9.2.7. The probability that a chain results in a false alarm is at most sty -

Proof. Let t € [k] be the table considered and ¢ € [m] the chain in the table. Let y = f(x) for a random
x «s{0,1}* be the challenge. Let gy = y and define y; = h,gj)(y) for all j € [¢] be the steps computed in
the online phase. Recall that y; ; ¢ < {0,1}* is the initial point of the chain, and y, ; ; = hgj) (yt,i,0) for each
j € [¢] are the subsequent points.

A false alarm occurs if §; = y;; 5 for any j € [¢] and j* > j. This happens if the initial chain points
are equal, §o = ¥,4,0, since then the chains immediately collide and we cannot find a pre-image for y. Note
that if y = o = v, for some j' > 0, then this is not a false alarm as this allows the attacker to invert.
Otherwise, there is a false alarm whenever §; =y, ; i+ for any j' > j > 0, given that the preceding values are

not equal. By a union bound, we upper bound this probability as

Pr[go = ye,i,0] + Pr[35 € [€], 5 = 595 = Yri,j]
=Prfo = yeiol + D, Prlf =weiy |V 25> 05845/ <j' AJ<j, G5 # 4,
Jj'zj>0
First, note that the probability that 9o = y; 4,0 is at most 1 /2b, since y; ;0 is a uniformly random value in
{0,1}". Next, for any j' = j > 0, yrijr = f(9:(yr.i0—1)) and §; = f(g:(55-1)). Given that ye; 51 # F5-1,
it holds that g;(y,: j—1) and g.(g;—1) are uniform and independent by pairwise independence of g;. Thus,
they collide with probability at most 1/2% + 1/2b. It follows that each term in the sum above is at most

1/2% +1/2°, so the probability that a chain results in a false alarm is at most

- (0+1) 1 1 (0 +1)?
(10 00 (L 1) L Con

Claim 9.2.8. E[[]|Table|] = ym{/6.

Proof. We consider the process of adding each element in each chain for each table one at a time. To
capture this, we define two sets, Prog, ; ; and TableProg, ; ;. For each table ¢, chain i € [m] with starting
point y; ;0 € oy, and value j € [{], recall that v, ,; = hgj)(gt(yt%o)) is the jth element in the chain. Let
Prog, ; ; be the set containing all preceding yy/ i j» values before y; ; ; is computed. We also define a similar
set per table, TableProg, ; ;, which is the set of yu i1 j» values for fixed t' =t before y;; ; is computed. For

convenience, we define Prog, ;, o = Prog,;; and TableProg, ; , = TableProg, ; ;. Thus, it follows that the
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expected size of Table is the probability that each value y; ; j is new and not contained in the set Prog, ; ., so

[
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Privei; ¢ PVOgt71,1] Prysi; ¢ TabIeProgt)m],

where the last equality holds since the function g; is independent of each previous gy for t' < t. We analyze
each of these two terms in the summation separately.

First, we analyze Pr[y; ; ; ¢ Prog, 1 1]. Recall that y; ; ; = f(9:(yt.s,j—1)) and consider yy i j» = f(ge (ye 7 j—1))
for any ¢’ < t,i € [m],j’ € [¢]. Since the function g; and gy are universal and pairwise independent for
all t' < ¢, it holds that g;(y:;—1) and ¢:(yw s ;7—1) are independent and uniform on {0,1}*. Thus, by
Claim 9.2.6,

1 1
Prlyeij = yeir ] = Prif(ge(we,ii—1)) = fge(yer i jo—1))] < 2 T3

Taking a union bound over all such ¢',4', 5/, we have that

. . 1 1
Pr[flt' < t,l € [m],] € [f],yt,i,j = yt’ﬂl’,j’] = Pr[ym,j € Progm?l] < (t — 1)m€ . (2(1 + 2b> .

Next, we analyze Pr[y;;; ¢ TableProg,,; ;]. Note that y;;; ¢ TableProg,; ; holds only if y;;; ¢

TableProg, ; ; for all 1 < j" < j and y; ;0 ¢ TableProg, ; ;, since otherwise the chain has already collided with

a previous chain in the table. It follows that, for all t € [v], i € [m],

Priveq; ¢ TabIeProgm?j]
= Pr[VO < j' <j,yiiy ¢ TableProg, ; ;]
= Prlycio ¢ TabIeProgm-’O]
-Prlyeiq ¢ TableProg, ; 4 | Yei0 ¢ TabIeProgtyiyo] -

- Prly:,i.; ¢ TableProg, ; . | VO < j' < j,usij ¢ TableProg, ; .1].

We analyze each individual term in the product above. Specifically, consider the term corresponding to
7 Pr[yt’i’j ¢ TableProg, ; - | Vi’ < 3,yt,i7j/ ¢ TableProg, ; ;,]. First, we consider the case where 7 =0.In
this case, y;.,0 < {0, 1}% is a uniformly random value. So the probability is it in TableProg, ; o is at most
|Tab|eProgt’i’O|/2b < il/2°. For j > 0, we are given that Yeijo1 ¢ TableProgt,i,7 — 1. Thus, by pairwise
independence of g;, we have that gt(ym i,§‘71) and g¢(y¢,i7 ;) are uniform and independent for all earlier values

Of ’L"“jl in table t ThUS, Pr[yt,i,j = yt,i’,j'] = Pr[f(gt(yt,id‘_l)) = f(gt’ (yt',i’,j'—l))] g 2% —+ 2% by Claim 926,
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and by a union bound

1 1
Prly:,i.; € TableProg, ; . | YO < j' < j,ys.i ¢TabIeProgt”]\i€-<2a+2b>.

Multiplying out all j + 1 terms in the product, we get that

1 1 j+1
Pr(y,:,; ¢ TableProg, ”] <1 — il < + 2b>> .

Combining the previous two results, we get that

t=14i=1j5=1
ol m J+1
2(t—1) mﬁ) 2if
1- 22( i)
min(a,b min(a,b
t=1 < 2 1=17=1 2 )
N 2t—)ml <y —(2i0(j+1))/ (2™ () _24¢)
Z o 9omin(a b) Z Z
t=1 i=1j5=1
(v =1m/t —(4me?)/(2™in(a:D) o p)
ymd - <1 ~ omin(ad) ) e .

In the third inequality above, we use the fact that (1 — 1/71)"*1 > 1/e for all n € N, so if we set n =
. : . . omin(a,b) _9ip) /(24
22@/2“““(‘17’7), it follows that (1 - an?nil({z,b))( 0/

—(4me?

>e 1.

For the above, we note that e )/ () —2me) > 1/e by the following sequence of inequalities,

S T2 ST? 1
Ame? + 2ml <6 02 <6 — — ) < — < 2m1n(a b)
meem " (2%) (3672> ~3 T 12b

where the last inequality holds since y > ((ST?)/(2™(@:)))1/3, Next, we note that (1—(y—1)mé/(2mn(@:0)) >

1/2 since
S T ST ;
2 _ 1 E < 2 _ _ 2m1n(a,b)
o-ome<2 (55) (57) < 5 |

where the last inequality holds since y > ST/2™n(@%) Combining these two facts, it follows that
E[[]|Table[] = ymt- (1/2) - (1/e) = ym{/6,
as required. .

Claim 9.2.9 ([FN99]). Let a,be N. For any q € N, there exists a family G of universal q-wise independent
functions from {0,1}° to {0,1}% such that:

1. k functions g1,...,gx from G can be sampled using 2(q + 1) - max(a,b) bits, and

2. for each i # j € [k], g; and g; are independent.
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Proof. The construction is taken from [FN99]. Consider the finite field F of size 2m2*(%:5) The construction
samples 2(q + 1) random elements from F, «y, ..., a4 and By, ..., B8,. Let g, be the polynomial over F' whose
Jjth coefficient is «; - i + ;, and then set g;(z) = gi(z) mod 2*. Pairwise independence follows since each g;
is a random degree-2 polynomial. Independence of g;, g; for ¢ # j holds since the coefficients themselves are

uniform and independent between any two functions. |
9.3 Impossibility Results

We next give impossibility results for attacks for 1-block and 2-block collisions for sponge hashing. This

consists of upper bounding the best possible advantage of any (S,T) adversary.

9.3.1 Advantage Upper Bound for B=1

We prove an upper bound for the advantage of an adversary in finding a 1-block collision for the sponge
construction. We use the result of [CDG18] which relates the advantage upper bound of an adversary in the
AI-RPM to that in BF-RPM (bit-fixing RPM). We also argue why the bit-fixing technique cannot be used
to prove a better advantage upper bound for B = 2 than the upper bounded for collisions of unbounded
length.

In the BF model, the first stage of a two stage adversary fixes P points of the permutation II. The
permutation II is then sampled uniformly at random from the set of permutations with the restriction of the
points fixed by the first stage adversary. The second stage adversary can make T queries to I, II! and has

be—cr

to accomplish some given task involving II. In Fig. 9.5, we formally define the game which captures

the the bounded length collision resistance in the BF-RPM.
For parameters ¢,r, B € N, the advantage of an adversary A against the bounded-length collision resis-

tance of sponge in the BF-RPM is
AdveSS 5(A) = Pr G5 (A) = true] .
For parameters P,T € N, we overload notation and denote
bf-cr bf-cr
Advg, T, (P, T) = max {Advsp;’T’B(A)} ,

where the maximum is over all (P, T)-AI adversaries.
We restate the following proposition from [CDG18] that relates upper bounds Advgi;’ccrmB(S, T) in terms
of Adv&yS" 5(P,T).

Proposition 9.3.1. For any S,T, P,B € N and v > 0 such that P > (S +logy~1)T we have that

Advgip_,ccr,r,B(S’ T) < Advgt)-,ztr,B(P7 T) +7.
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Game GET;?rB (A= (A1, A))

L (1,Q) — A // 1] = Q]
2. S g

3. For j e [[I]] set TI(I[7]) <= Q[j], S1 < St v {Q[jI}, S2 < S2 v {I[5]}
4. For j € [2°7"]\S2 sample II[j] <—s [2°T"]\Sy, set S1 < S1 U {I1[j]}
5. (a,0)) s A3T(1,Q1V)

6. Return true if:

7. a # o and |af, |o/| are at most B blocks long, and Spy(IV, @) = Spy(IV, o)

Figure 9.5: The bounded-length collision resistance game of salted sponge based hash in the BF-RPM,

bf-cr
denoted G.' .

We prove the following theorem that upper bounds the advantage of finding 1-block collisions for sponge
in the AI-RPM.

Theorem 9.3.2. For all S,T,c,7r € N

2(S+C)T+1+T2

Adva™ (S, T) < i
v ( ’ ) 2c or

Sp,c,r,1

Proof. The proof of the theorem follows directly from from setting P = (S+¢)T, v = 27¢ in Proposition 9.3.1

and the claim below.

Claim 9.3.3. For all P,T,c,r e N

AGET, L (PT) < P2 T2

Proof. If IV which is given as input to Ay is such that (x, V) not among any of the P points, IV’s then the
probability that As finds a 1-block collision is bounded by the birthday bound i.e., T?/2"+1. The probability

that (#,1V) is among the P fixed points is at most P/2¢ and hence the claim follows. [ |
|

BIT-FIXING UPPER BOUND FOR B = 2 IS TRIVIAL. We note that we cannot prove an advantage upper
bound better than O(ST?/2¢) for B = 2, since there is a (P,T) adversary that has advantage PT/2¢ in
finding 2-block collisions. This adversary chooses P/2 tuples (y;, z;, z}) for i € [P/2] such that y; € {0,1}¢,
x;,x; € {0,1}", x; # x}. It sets the P points of II such that II(x;, y;)[1] = II(xf, y;)[1] for i € [P/2].
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The second stage of the adversary on getting IV as input queries (m, V) for T different m’s. With
probability roughly PT/2¢ it succeeds in finding m such that II(m, V) = (#,y;) for some y; chosen by the
first stage adversary. In this case it can output a 2 block collision of (m, II(m, IV)[1]®z;), (m, II(m, IV)[1]®z})
with probability Q(PT/2¢). This would translate to an upper bound no better than O(ST?/2¢).

9.3.2  Advantage Upper Bound for B = 2

In this section we prove an upper-bound the advantage of an adversary in finding a 2-block collision for the
sponge construction in the AI-RPM, according to the game Gzi;f'B described in Fig. 9.3. First, without loss of
generality, in what follows we assume that the adversary is deterministic. This is because we can transform
any probabilistic attacker into a deterministic one by hard-wiring the best randomness (see Adleman [AdI78]).

We reduce the task of bounding the advantage of an attacker in finding a 2-block collision in the sponge
construction, to a “multi-instance” game where the adversary does not have a preprocessing phase but rather
only has non-uniform auxiliary input, chosen before the random permutation II. The latter game is easier
to analyze. This is in line with the work of Akshima et al. [ACDW20).

We define the following “multi-instance” game ngi;féyu(a, As), where the preprocessing part of the ad-

versary A; is degenerate and outputs the fixed string o. More precisely, the game has the following steps:
1. I «s Perm({0,1}¢")
0,1}°
3. Define A; to be the algorithm that always outputs the string o.

4. Return true if Al-CRpyv(A = (Aq, Az)) = true for every IV € U. Otherwise, return false.

For a string o and an adversary As, define

AdvE S 5 (0, As) = Pr[GIES, (0, As)] .

Sp,c,r,B,u c,r,B,u

Lemma 9.3.4 (Reducing the problem to the multi-instance game). Fiz ¢,r, B,S,T,u € N. Then,
1
AdVgi;;fg,r,B(S, T) <6- <{‘nf}‘}2( {Advg}l:z,rT,B,u(Ua A2)}> + 25'—u7

where the maximum is taken over all o € {0,1}° and T-query algorithms As.

We next prove an upper bound on the advantage of any auxiliary-input adversary in finding a 2-block

collision for the sponge construction. The main theorem is stated next.
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Theorem 9.3.5. For any ¢,r,S,T € N and fizing S := S + ¢, it holds that

_ 2 2 & 5 &27d
AVES (ST < <276_max{ T ST ST §PT })Jrl.

Sp,c,m,2 2c—1 ’ gr—1 ’ 2(:—3’ or—1 ’ 92c—2 9c

Theorem 9.3.5 follows as a direct corollary of Lemma 10.4.1 together with the following lemma, setting

u = S + ¢ and observing that (1) the lemma holds trivially when 2?21 > 1, (2) 20+, = < 2@‘% whenever

< 1, (8) the lemma holds trivially when uT® - 1, and (4) 2’1+TT32 < 2L whenever 2L < 1.

2c—1 2c—1 2c—1

27‘1

Lemma 9.3.6 (Hardness of the multi-instance game). Fiz ¢, r, T, u € N and o € {0,1}°. Then, for any
As that makes at most T queries to its oracle, it holds that
; T2 T2 T uT? w?T3  ulT?
mi-cr 7
AdVSPyc,r,Q,u(O—v AZ) < (2 © € max { 9¢=17 9r—17 9¢=3’ 9c+r—2" 9c+r—2" 92c—2 })

The rest of this section is devoted to the proof of Lemma 9.3.6.

We are interested in bounding the advantage of the best strategy, i.e., a pair (o,.As) where o € {0,1}°
is a fixed string and As is a T-query algorithm, of finding collisions of length 2 in a sponge with respect to
the game G;"'Tcz'u(a, A3). Recall that in this game A; needs to find proper collisions for u randomly chosen
IVs, denoted U. The main idea in the proof is to use any such adversary (o,.42) in order to represent the

permutation IT as well as the set of random IVs U with as few bits as possible. If the adversary is “too good

to be true” we will get an impossible representation, contradicting Proposition 11.1.1.

Setup. Denote

T2 T Wl T3 W73 2T\ [2¢
* o 5 . . . . ctr
C T log ((2 de - max { 92c—1 ? or—1 ’ 2073’ 2C+T727 9c+r—2 ’ 22¢—2 }) (U) (2 )'> :

Assume the existence of an adversary A = (0,.43), where o € {0,1}° is a string and A, is a T-query

adversary, that contradict the inequality stated in the lemma. That is, there is { > (* such that

Adva e 5 (A) == ¢ > ¢* (9.3)

Sp,c,r,2,u

Define G to be the set of permutations-sets of IV pairs for which the attacker succeeds in winning the game
for every IV in the set relative to the permutation, That is,

Ue({Ol})

G= {(U’ M e Perm({0, 1}¢+7),

VIVe U : Al-CRy v(A) = true} )

Recall that ¢ is defined to be the advantage of A in the game G™ Y, (A) in which II and U are chosen

c,r,2,u

uniformly, and then A4 needs to find a collision with respect to every one of the v IVs in U. Therefore,

Gl =¢- (i) (2oL



288

In what follows we define an encoding and a decoding procedure such that the encoding procedure gets
as input U, II such that U € ({O’i}c) and IT € Perm({0,1}*"), and it outputs an L bit string, where L =
log (C (2 (2C+’”)!). The decoding procedure takes as input the string L and outputs U*, IT*. It will hold
that U* = U and IT* = II with probability (.2 Using Proposition 11.1.1, this would give us that

log¢ < L —log <<§j) -(2C+T)!) = (<"

which is a contradiction to the assumption (see (9.3)).
Using A, we shall define procedures Encode, Decode such that for every (U, II) € G, Decode(Encode(U, 1)) =
(U,II) and the size of the output of Encode(U, II) is at most L bits where

T T? Wl uT® W73 2T\ 20
- 5 i
L =log <<2 +de - max { 9c—1° 9r—1" 9c—3" 9ctr—2’ getr—2’ 92c—2 }) ' (u) (27 T)!> :
Using Proposition 11.1.1, this would give us that

- <27 { T T? Wl uT® W13 u?T* })“
(SIS - € 1nax .

92c—1 ’ or—1 ’ 2c73’ 9ctr—2 ’ 9ctr—2 ’ 22c¢—2

This immediately gives the bound claimed in the statement of the lemma. The rest of the proof of the
lemma would define Encode, Decode, show an upper bound on the size of the output of Encode and that
Decode(Encode(U, II)) = (U, II) for all (U,II) € G.

NOTATION AND DEFINITIONS. Fix (U,II) € G. Let U = {IVy,...,IV,} where the 1V,’s are ordered lexico-
graphically. Let Qrs(1V) € ({0,1}77¢)T be the list of queries that A makes to IT or II™! when executed with
input (o, V). Namely, for IV € {0,1}°,

Qrs(IV) = {s € {0, 1}°"" | As(0, V) queries IT or II™" on s}

Note that Qrs(1V) is indeed a set as we can assume (without loss of generality) that Ay never repeats queries
in a single execution (since Ay can just remember all of its past queries).

Let Ans(IV) € ({0,1}77<)T be the list of answers to the queries of that Ay to IT or II7! when executed
with input (o, V). Namely, for IV € {0,1}¢,

Ans(IV) = {s € {0,1}°"" | As(0,IV) queries IT or II™" on s}

We say that IV’ € SIVs(1V) if there is some s[2] € {0, 1}" such that s[2] | IV is an entry in Qrs(IV) or Ans(IV).
Namely, for IV, IV’ € {0, 1}¢,

IV € SIVs(IV) <= 3s[2] € {0,1}" s.t. s[2] IV € Qrs(IV) U Ans(IV).

2Essentially, we will show that for all (U,II) € |G|, if the encoding procedure produces output L, then the decoding procedure
on input L outputs U*,IT* such that U* = U and IT* = II.
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We define the set of fresh IVs in U. An IV IV, for i € [u] is called fresh if it was never an IV in either input
or output of any query performed by .A; while being executed on IV, for j < i —1 which are fresh. The first
IV 1V; is always fresh. An IV IV, for ¢ > 2 is fresh if for any fresh IV; for j <i—1, IV, ¢ SIVs(IV,). Namely,

denoting the set of fresh IVs by Ugesh, we have the following inductive (on i € [u]) definition:
IV; € Upresh = Vj <1 — 1,1V} € Upresh: IV, ¢ SIVs(IV;).

Looking ahead, we define Uges, like this because we run As on the IVs in Ugeg, in lexicographical order, and

this definition ensures that each IV that A5 is executed on was not queried by it previously. Denote
F = |Ugesn| and  Ugesh = {IV],...,IVx} (ordered lexicographically).

Denote
Vie[F]: Qi :=Qrs(IV])) and Qfresh := Q1| Q2] ... | Qpr,

where | is the concatenation operator. Let Qgesn[7] be the rth query in the list Qfresh. Note that r € [F-T1.
For every IV € U\Ugesh, let tiy be the minimum value such that Qgesh[tiv] is a query either with input or
output of the form (#,1V). Let by = 0 if input of Qgesn[tiv] was of the form (x,1V) and 1 otherwise. Define

the set of prediction queries as
P:.= {2t|\/ — b|V | Ve U\Ufresh}-

The encoding algorithm will output Ugesh, P, which suffices to recover the set U by running As.

STRUCTURE OF COLLISIONS. Since adversary Ay succeeds on all of the IVs in U, it holds that for every
j € [F], the output of the adversary is (;,a}) such that a; # o}, Spy(IV}, ;) = Spy(IV}, ) and both
aj # ;. We can assume without loss of generality that the last blocks of «; and o are distinct (because

otherwise we can trim a;, o to obtain a shorter collision).

Definition 9.3.7 (Crucial queries). The queries to II,II7! in Q; include a subset of queries that we call
the crucial queries. The subset consists of earliest appearing queries in Q; that are required to compute
SpH(IV;-,aj) and SpH(IV;,a;»). It follows that for 2-block collisions, this subset consists of at most four

queries.

We say that a query made by running while running on (o, IV;-) is NEW if either of the following hold.

- the query is IT(m, IV) with answer (m/, V') and neither IT(m, V) or II=!(m’, IV") had been queried by

!

Ajs while running on IV7,...,IV;_,.
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- the query is II-!(m, IV) with answer (m’, V') and neither II=!(m, IV) or TI(m/,IV') had been queried

by Ay while running on |V'1, ey IV;;l.

If a query is not NEW we classify it into one of 2 types: REPEATEDUSED, and . A
REPEATEDUSED query is one such that it was a crucial query for IV; where i < j. A
query is one such that it is not a NEW or a REPEATEDUSED query.

Our goal is to compress (U,1II) and we are going to achieve this by using our collision finding adversary
As. The encoding procedure shall output the set Ugesh, the set P, the list II with some entries removed
and some additional lists and sets. We will be describing the details of these lists and sets below and which
entries we remove from II. It is instructive to think about how decoding would work to understand the
intuition behind out encoding strategy. The decoding procedure will run A5 on the IVs in Ugesn, and answer
its queries using the entries in II and the other lists and sets it gets as input. We need to encode enough
information in these lists and sets so that decoding procedure can correctly answer the queries whose answers
will be removed from II. The IVs in U \Utresh Will be recovered using P. Our main goal is to show that when
we remove entries of IT and instead using additional lists and set, we are actually compressing. Our ways to
compress will depend on the crucial queries in each Q; for j € [F].

We classify the IV;th for each j € [F] into the first of the following cases it satisfies, e.g., if the crucial

queries for IV;- satisfies both cases 1 and 2, we categorize it into 1.

!

1. One of the crucial queries for IV; is a query such that the last ¢ bits of the answer is IV

2. All of the crucial queries to are NEW.

3. At least one of the crucial queries is REPEATEDUSED.

4. There is exactly one crucial query.

5. There are exactly two crucial queries.

Claim 9.3.8. We claim that each IV;- will be categorized into one of the above cases.

Proof. To begin with, observe that given how we define fresh IV;-, there will have to be a NEW crucial query
such that either it is a query to IT with input of the form (s, IV;) or it is a query to II™! with answer of the
form (s, IV;-), because we have assumed without loss of generality that .45 makes all the queries while running
on IV; required to find the collision. If there is a NEW crucial query to II~! with answer of the form (, IV;.)

then case 1 is satisfied. Also observe that there are at most two crucial queries that are not NEW since we are
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looking at 2-block collisions because any query whose input or output is of the form (s, IV;-) is NEW for all
|V9 as they are fresh. So it follows if |V9 is not categorized into 1, it will either have all NEW crucial queries
(case 2) or have at least one REPEATEDUSED query (case 3) or have one (case 4) or two

(case 5) queries. This proves the claim. [ |

COMPRESSION BUDGET. Recall that we need to prove that the size of the output of the encoding procedure

T2 T2 T uT? wiT3 2T vooroc
_ 5 m c+r
L= lOg <<2 -4e - max { 92¢=17 9r—17 9¢—=3’ 9c+r—2’ 9c+r—2’ 92c—2 }) ’ (u> ) (2 )'>

is

bits.

In other words, we need to show that the encoding procedure saves at least

w-min{min{(c — 1), (r — 1)} —2logT, (¢ — 1) — log 4uT,
c+r—2—logul —2logT,c+1—2—2loguT —logT,2¢c —2 — 2logT — 2loguT}

— 5u —ulogde (9.4)

bits overall.

We make the following claim.

Claim 9.3.9. To show that the compression indeed achieves the savings from (9.4), for every IV in Upesh, it

suffices to save at least the following number of bits.

min{ min{(c — 1), (r — 1)} — 2log T, (c — 1) — log4FT,

c+r—2—logFT —2logT,c+7r—2—10g2FT —logT,2c — 2 —2logT — 2log F'T} .

Proof. First we look at the amount of savings we get from II.

Required savings in II. As mentioned earlier, the output of the encoding algorithm will consist of
Usresh, P,l:I7 and some additional sets and lists. The lists Ugesh and P will suffice to recover the set U. The

list II along with the additional sets and lists are used to recover II.

First we compute the amount of bits we save for encoding U, then that would give us the amount of

bits we need to save for encoding II. Denoting |Ugesh| = F and |U| = u, we can describe P using (uF_ TF)

bits. Therefore, U, which is trivially described using log (i) bits, can be encoded using log ((Zi g) (3:)) bits.
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Therefore, the saving in bits in the description of U is at least

1 2¢ ] 2FT 2¢ >

o8 U 8 u—F F = 108 (
2c(u—F) (’U, _ F)u—FFF 9c— (u _ F)u—FFF

= log < i (FT)— T ) =(u— F)log ( T > + log (e“u“ )

oo () e () (27) )
)

20—1
> (u—F)log ( )T ulog4e . (9.5)

where the first inequality uses the basic bounds for binomial coefficients (n/r)” < (') < (en/r)", and the

last inequality follows since x < 2% for every > 0, and u > F.
By subtracting (9.5) (how much we save in U) from (9.4) (how much we need to save in total), it suffices
to show that we save at least
w-min{ min{(c — 1), (r — 1)} —2log T, (c — 1) —log4uT,c + r — 2 — loguT — 2log T,
2C
c+r—2-2logul —logT,2c—2—2logT —2loguT} — 5u — (u — F)log (T) (9.6)
U
bits while encoding II. Observe that

log(2¢/uT) = ¢ —loguT = min{min{(c — 1), (r — 1)} — 2log T,

(c—1)—logduT,c+r—2—logul —2logT,2c —2 —2logT — 2loguT} .
Using this observation and w > F', we have that the expression in (9.6) is at least

F-min{min{(c—1),(r — 1)} —2logT, (¢ — 1) — log4FT,
c+r—2—1ogFT —2logT,c+r—2—2log FT —logT,2c — 2 —2logT — 2log FT} —5u  (9.7)
bits.
We will label each of the IVs in F' with few bits that described its “type” (according to the cases described
above — case 1 will have 2 subcategories, case 2 will have 4 subcategories, case 3 will have 2 subcategories,
case 4 will have 13 subcategories and case 5 will have 8 subcategories), and for this 5 bits will suffice. This

will cost, in total, another 5u bits, and therefore for each IV in Ugesp it suffices to save the following number

of bits.

min{ min{(c¢ — 1), (r — 1)} —2log T, (c — 1) — log 4FT,

c+r—2—logFT —2logT,c+r—2—2log FT —logT,2c —2 —2logT — 2log FT} .
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We make the following observation- the values of IT which are never queried by the adversary will be
stored at the end of IT and these will be at least 2¢7" —T"-2¢ values (since on every IV there will be T' queries
made). Since we have assumed 7 > 2 and T < 27/2, it follows that at least 2°7"~! values will be at the end
of TI- meaning for every value of II we will remove from II to recover from m bits of other data structures,
we make a saving of ¢ +r — 1 —m bits.

For each of these cases we will devise strategies to compress the amount of specified amount of bits.
Before diving into the details, we give a brief glimpse of the complexity of this task in terms of handling a
large number of subcases for some of the cases. Cases 1 to 3 are fairly simple in this regard (they do not
lead to a large number of sub-cases). Handling cases 4 and 5 requires way more care since they give rise to
many subcases.

For instance in case 4 where there is one crucial query that is , one of these possibilities
arise: namely a) there are only two crucial queries b) there are three crucial queries, or c¢) there are four
crucial queries. For the possibility b) we have three different scenarios depending on the structure formed

by the crucial queries — the collision could be caused by either the answer of the two NEW queries sharing

common bits with the input and answer of the query, or the input of one NEW query
sharing bits with the input/answer of the query and the output of the same NEW query
sharing bits with the answer/input of the query or the answer of one NEW query sharing

common bits with the answer or input of the other NEW query.

Further depending on whether queries were made in the forward direction or the reverse direction, even
more possibilities come up. Similarly for case 5, there are numerous possibilities that arise. We need to give
a strategy covering all of these possibilities, making the compression argument extremely cumbersome by
design.

We now describe the details of how we handle each case. Assuming that the crucial queries for IV;» satisfies
a particular case, we describe the encoding and decoding procedures, and the amount of savings. We provide
this locally verifiable view for ease of parsing- in Section 9.3.3, we also include the full descriptions of the

encoding and decoding procedures for the sake of completeness.

HANDLING CASE 1. Assume that the query for which the answer is of the form (m, IV;») is a query to II*
on (m/,IV'). This query has to be NEW since IV is fresh. Let the index of this query among all the queries
made by A when running on IV;- be i. The encoding procedure stores (i,m) in a list and removes the entry
for TI(m, IV}) from II.

In decoding, if the IV;» is categorized as case 1, then it removes the front element (7, m) the list. It answers
the ith query made while running on IV; with (m, IVS»), and appropriately sets II(m, IV;) to (m’,IV').

If the query for which the answer is of the form (x,1V}) is a query to II, the encoding and decoding
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procedure will be similar with appropriate changes (e.g., what is removed from I etc).
In this case we save at least (c+r —1) —r —logT = (¢ — 1) — log T bits, which is more than what we

need.

HANDLING CASE 2. If IV; gets categorized into this case then there will always be two NEW queries q1, g2
with ¢; queried before ¢o such that either the last ¢ bits in the answer of ¢o is the same as the last ¢ bits in
the input or answer of ¢ or the first r bits in the answer of ¢ is the same as the first r bits in the input or
answer of ¢; (giving rise to four sub-cases as claimed).

The encoding procedure stores in a list the tuple consisting of the indices of ¢1, g2, and the other ¢ or r
bits. It removes the entry corresponding to go from II.

In decoding, if the IV;- is categorized as case 2, the front element of list is removed and the information
is sufficient to answer the NEW query whose entry was removed from II.

In this case we save at least min{(c — 1), (r — 1)} — 2log T bits, which suffices.

HANDLING CASE 3. In this case it is easy to see that there is a NEW query to IT on (m/,1V);) such that the
last ¢ bits of the answer is same as that of the last ¢ bits of the answer or input of a REPEATEDUSED query ¢
(giving rise to two sub-cases as claimed). Let the index of the query ITI(m/, IV;-) among all the queries made
by As when running on IV;» be i and its answer be (m,V). Let the REPEATEDUSED query ¢ be a crucial
query for IV} such that k < j and let it be the nth crucial query (n < 4).

The encoding procedure stores (i, k,n,m) in a list and removes the entry for II(m’, IV;-) from II.

In decoding, if the IV; is categorized as case 3, then it removes the front element (i, k,n,m) the list. It
answers the ith query made while running on IV} with (m/,1V};), where IV} is computed using (k,n) (and
the relevant sub-case categorization) and appropriately sets II(m/, IV;-) to (m, V).

In this case we save at least (c+7—1) —logT —log F' —log4 —r = (¢ —1) —log 4FT bits, which suffices.

HANDLING CASE 4. First we observe that if IV;- is categorized into this case, then there are five following

possibilities.

(a) There is a NEW crucial query g of the form (¥,IV}) to II with answer (m/,IV’) and there is only one
other crucial query g2 which is such that either it is a query to IT with input of the
form (%,1V') and answer of the form (m’, *) or it is a query to I~ with input of the form (m’, *) and

answer of the form (#,1V’) (i.e., two sub-sub-cases).

(b) There are two NEW crucial queries g1, g2 to II with input (, IV;-) and a crucial query
g3 such that if g3 is a query with input of the form (#,1V") and output of the form (m/’, #) then the answer

of q; is of the form (#,1V’) and the answer to go is of the form (m’, #).
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(c) There is a NEW crucial query ¢; to IT with input of the form (x,1V}) and answer of the form (x,1V’) and
there is a second NEW crucial query ¢ and a crucial query g3 such that one of the

following happen.

i go is a query to II on input of the form (#, V') and answer of the form (m/, *) and ¢3 is a query to

I on input (*,1V’) and answer (m/, #).

ii g2 is a query to II on input of the form (x,1V’) and answer of the form (m/, *) and g3 is a query to

1! on input (m/, ) and answer (#, V).

iii g9 is a query to II™! on input of the form (m’, #) and answer of the form (#, V') and g3 is a query to

I on input (#,1V’) and answer (m/, #).

iv go is a query II"! on input of the form (m’, *) and answer of the form (#,1V’) and g3 is a query to

II-! on input (m/, *) and answer (#, IV').

(d) There are two NEW crucial queries ¢1, g2 such that ¢; is made before ¢; and the last ¢ bits of the answer

of g5 is same as the last ¢ bits of the input or answer of ¢,

(e) There are two NEW crucial queries ¢1,¢2 to II both with input of the form (&, IV;) and answer of
the form (#, V"), (*,IV") respectively and there is a third NEW crucial query g3 made after q;, and a

crucial query g4 such that one of the following happen.

i g3 is a query to II on input of the form (#,1V’) and answer of the form (m/, ) and g4 is a query to

I on input (#,1V”) and answer (m/, #).

ii g3 is a query to II on input of the form (#,1V’) and answer of the form (m/, *) and g4 is a query to

11! on input (m’, *) and answer (x, V").

iii g3 is a query to II™! on input of the form (m’, ) and answer of the form (#, V') and ¢4 is a query to

II on input (*,IV") and has answer (m’, *).

iv g3 is a query to II7! on input (m/, ) and has answer (x,1V’) and g4 is a query to II™! on input (m/, )

and has answer (#,IV").

First we argue why these possibilities are exhaustive for an |V; that has gotten categorized in case 4.
Since we are looking for 2-block collisions, there can be only one or two other crucial queries that do not
involve IV;-— these will be or NEW in this case. If there are only two crucial queries- one
NEW query and one query then it will satisfy sub-case a. Otherwise if there are three

crucial queries: two NEW queries and one query such that both new queries are to II
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and of the form (=, IV;-), then it will satisfy sub-case b. It is easy to see that sub-case c¢ covers the other
possibility of two NEW queries and one query when there are three crucial queries because
for a 2-block collision, the NEW query which is not of the form (s, IV;) and the query will
share either the the first ¢ or last r bits in input or output (hence four sub-sub cases) and share the ¢ bits of
either input or output with the NEW query of the form (x, IV;-). Similarly it is easy to see that if there are
four crucial queries- three NEW and one then it is covered by sub-cases d, e.

For 4a, the encoding algorithm stores in a list the tuple consisting of the index of the NEW crucial query
among the queries made while running on IV;- and the index of the first occurrence of the

crucial query among all queries made by A,. The answer of the NEW crucial query is removed from II.

During decoding the and NEW queries can be correctly identified and from the input
and answer of the query both m’, IV’ can be inferred and the NEW query can be answered
correctly.

It follows that savings for this sub-case is at least ¢ +r — 2 — log F'T' — log T bits.

For 4b, the encoding algorithm stores in a list the tuple consisting of the indices of ¢, g2 among the
queries made while running on IV;- and the index of the first occurrences of the queries g3 among all queries
made by As and the remaining ¢ and r bits of the answers of q1, g2 respectively . It removes the answers of
q1,q> from L.

During decoding queries ¢1, g2, g3 can be identified correctly using the information from the encoding and
q1, g2 can be correctly answered using the answer of g3 and whatever is present in the encoding.

It follows that savings for this sub-case is at least ¢ +r — 2 — 2log T — log F'T bits.

For 4c, the encoding algorithm stores in a list the tuple consisting of the indices of ¢;, g2 among the
queries made while running on IV; and the index of the first occurrences of the queries ¢3 among all queries
made by As and the remaining ¢ and r bits of the answers of ¢1,¢2 (depending on the sub-sub case) . It
removes the answers of ¢, go from II.

During decoding queries q1, g2, g3 can be identified correctly using the information from the encoding and
q1, g2 can be correctly answered using the answer of g3 and whatever is present in the encoding.

It follows that savings for this sub-case is at least min{2¢ — 2,¢ +r — 2} — 2log T — log F'T bits.

For 4d, the encoding algorithm stores in a list the tuple consisting of the indices of ¢, g2 among the
queries made while running on IV; and the remaining ¢ or r bits of the answer of ¢a (depending on the
sub-sub case). It removes the answer of gy from II.

During decoding queries q1, g2, can be identified correctly using the information from the encoding and
g2 can be correctly answered using the answer of ¢g; and whatever is present in the encoding.

It follows that savings for this sub-case is at least min{c — 1,7 — 1} — 2log T bits.
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For 4e, the encoding algorithm stores in a list the tuple consisting of the indices of ¢2, g3 among the
queries made while running on IV; and the indices of the first occurrence of the query g4 among all queries
made by As and the remaining ¢ and r bits of the answers of ¢3,¢3 (depending on the sub-sub case) . It
removes the answers of ¢, g3 from II.

During decoding queries g2, g3, g4 can be identified correctly using the information from the encoding and
q2, g3 can be correctly answered using the answer of g3 and whatever is present in the encoding.

It follows that savings for this sub-case is at least min{2¢ — 2,¢ +r — 2} — 2log T — log F'T bits.

To conclude, in this case we save at least the following number of bits which suffices.
min{min{2¢ — 2,¢+r — 2} —log FT — 2log T, min{c — 1,7 — 1} — 2logT'} .

HANDLING CASE 5. First we observe that if IV; is categorized into this case, then one of the following must

happen.

(a) There is a NEW crucial query g of the form (#,1V’) to IT with answer (m/, V') and there are two other
crucial queries g2, g3 (g2 is made for the first time before g5 is made for the first time) both of which are

such that one of the following happen.

i go is a query to IT on input (*,IV’) and with answer (m/, %) and g3 is a query to IT on input (*, V')
and with answer (m/’, ).

ii g9 is a query to IT on input (#,1V’) and with answer (m’, *) and g3 is a query to II"! on input (m/, )
and with answer (#, IV").

ili ¢ is a query to II"! on input (m’, #) and with answer (,1V’) and g3 is a query to II on input (#, V)
and with answer (m/, *).

iv go is a query to II"! on input (m/,*) and with answer (#,IV’) and g3 is a query to II"! on input

(m/, %) and with answer (x,1V’).

(b) There are two NEW crucial queries g1, g2 to IT both with input of the form (x, IV;-) and answer of the
form (#,1V"), (#,1V") respectively and there are two crucial queries g3, ¢4 (g3 is made

for the first time before ¢4 is made for the first time) such that one of the following happen.

i g3 is a query to IT on input (#, V') and with answer (m’, #) and g4 is a query to IT on input (, V")
and with answer (m/’, ).
ii g3 is a query to II on input (#, V') and with answer (m/, ) and g4 is a query to II"! on input (m’, #)

and with answer (, IV").
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iii g3 is a query to II=! on input (m’, *) and with answer (#,1V’) and ¢4 is a query to IT on input (*, V")

and with answer (m/’, ).

iv g3 is a query to II"! on input (m/,*) and with answer (#,IV’) and ¢4 is a query to II"! on input

(m/, %) and with answer (%, IV").

First we argue why these possibilities are exhaustive for an IV;- that has gotten categorized in case 5. Since
we are focusing on two block collisions and we are not in the case 3, the queries other than NEW queries will
be queries. Again from the definition of fresh IVs and since IV;- did not get categorized
into 1, there must be one or two crucial NEW queries (sub-cases ba, 5b) on (, IV;-). Since we are looking
for 2-block collisions, there can be only two other crucial queries that do not involve IV;— these will be

in this case. It is easy to see that these two queries will satisfy one
of the four sub-sub-cases of 5a and 5b. Hence this categorization is exhaustive for this case.

For 5a, the encoding algorithm stores in a list the tuple consisting of the index of ¢; among the queries
made while running on IV; and the indices of the first occurrences of the queries go, g3 (assume wlog that go
is queried earlier) among all queries made by Ay, the message m’ and r or ¢ bits of rest of the answer of go
or g5 depending the on the sub-sub-case. The answer of ¢; and ¢ is removed from II.

During decoding the queries ¢1, g2, g3 can be inferred from what is present in the encoding and hence the
answers of ¢; and whichever of ¢; or g3 was removed can be computed correctly.

It follows that savings for this sub-case is at least min{2¢ — 2,¢ +r — 2} —logT — 2log F'T bits.

For 5b, the encoding algorithm stores in a list the tuple consisting of the indices of ¢, g2 among the
queries made while running on IV;- and the indices of the first occurrences of the queries g3, qs among all
queries made by Ajs, the messages m’, m” and r or ¢ bits of rest of the answer of g3 or g4 depending the on
the sub-sub-case.

During decoding the queries g1, g2, g3, g4 can be inferred from what is present in the encoding and hence
the answers of ¢; and g2 can be computed correctly using things present in the encoding and answers of
q3;494.

The decoding for this is similar to that for 5a.

It follows that savings for this sub-case is at least 2¢ — 2 — 2log T — 2log F'T bits.

In this case we save at least the following number of bits which suffices.
min{c+r —2—logT —2log FT,2¢ — 2 — 2logT — 2log F'T} .
9.3.83 Encoding and decoding procedure pseudocodes for Theorem 9.3.5

The encoding algorithm Encode(o, U, II):
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Parse U as {IVy,...,IV,} where IVq,... IV, are in lexicographical order.
Set j « 0.

Initialize the set P to be empty, the lists Cases and II to be empty
Fori=1,...,u, do:

— If IV; € SIVs(a) for some a € Uesh, let 7 € [jT'] be the smallest index such that either Qfesn[r] or
its answer is of the form (#,IV;). If Qgesh[r] = (,1V;) then set b « 1 and 0. Add 2r — b to P,

and continue to next iteration.

— Otherwise, increment j, set IV; «— IV;. Run A; on (o, IV;-), answering its queries to IL,II-1. If
the query was one to IT with input (m, V), add II(m, IV) to the list II if it was not already added
earlier. If the query was one to II"! with output (m, IV), add II(m, IV) to the list II if it was not
already added earlier. Classify the queries as NEW, REPEATEDUSED, as defined

above.

— Determine the crucial queries as specified in Definition 9.3.7. Determine which category IV;
belongs to among Cases 1 to 5 based on the crucial queries. According to the categorization do

the following.

w If IV;» gets categorized into case 1
(a) If the query for which the answer is of the form (m/, V%) is a query to II=" on (m”, V),
then let index of this query among all the queries made by A when running on IV;- be d.
Set Cases[j] < la, add (d,m’) to a list L1, and remove the entry for II(m’,IV}) from II.
(b) If the query for which the answer is of the form (m/,1V}) is a query to II on (m”,IV’),
then let index of this query among all the queries made by Ay when running on IV;. be d.
Set Cases[j] « 1la, add (d,m’) to a list Ly, and remove the entry for ITI(m”, V') from II.
Continue to next iteration
x Else if IV; gets categorized into case 2, define ¢, g2 as specified above under heading “Handling
case 27. Let the input of ¢; be (m/, V') and its answer be (m”, IV"). Let the indices of queries
q1, g2 among the queries made by As when running on IV;- be dy, ds.
(a) If the answer of gy is (m™, V") for some m", set Cases[j] < 2a, add (dy,ds, m") to list
Lo,, remove the entry in I corresponding to the answer of ¢y (i.e. if g2 was a query to

II on (m, IV) remove II(m, V) and if gz was a query to II™! with answer (m, IV) remove

II(m, IV) from II).
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(b) If the answer of o is (m/,IV") for some IV”, set Cases[j] « 2b, add (dy,dz, V") to list
Ls,, remove the entry in I corresponding to the answer of ¢s.

(c) If the answer of gy is (m™,IV") for some m”, set Cases[j] < 2c, add (dy,d2, m") to list
Ls., remove the entry in I corresponding to the answer of gs.

(d) If the answer of ¢ is (m”, V") for some IV”, set Cases[j] < 2d, add (dy,d2, m") to list
Loy, remove the entry in I corresponding to the answer of go.

Continue to the next iteration.

Else if IV;- gets categorized into case 3, define g as specified above under heading “Handling

case 3”. Let ¢ be a crucial query for IV}, and let it be the n-th crucial query (in query order)

among the crucial queries for IV} Let the input of ¢ be (m/,1V’) and its answer be (m”, IV").

Let the NEW crucial query for IV; the last ¢ bits of whose answer is same as the last ¢ bits

of the answer or input of q. Let the index of query ¢’ among the queries made by A when

running on IV; be d.

(a) If the answer of ¢’ is (m”,IV) for some m”, set Cases[j] < 3a, add (d, k,n,m") to list
Lsq, remove the entry in II corresponding to the answer of ¢'.

(b) If the answer of ¢’ is (m”,IV") for some m”, set Cases[j] < 3b, add (d, k,n,m") to list
L3y, remove the entry in I corresponding to the answer of ¢'.

Else if IV;- gets categorized into case 4, determine which of the sub-cases IV;- belongs to

according to the categorization specified above under heading “Handling case 4”.

(a) If IV} gets categorized into sub-case a, define qi,qq, (m',IV') as specified above for the
sub-case. Let d be the index of ¢; among all the queries made by A when running on
IV; and let e be the smallest index of the query ¢s in Qfresh-

i If g» was a II query with input of the form (#,1V’) and answer of the form (m/, ), set
Cases[j] « 4al, add (d,e) to the list Lyq;, remove the entry in II corresponding to
the answer of ¢;.

ii If go was a II™! query with input of the form (m/, *) and answer of the form (*, V),
set Cases[j] « 4a2, add (d, e) to the list Lyqo, remove the entry in II corresponding
to the answer of ¢;.

(b) If IV;. gets categorized into sub-case b, define q1, g2, g3, m’, IV’ as specified above for the
sub-case. Let dy, da be the indices of ¢1, g2 among all the queries made by .As when running
on IV;- and let e be the smallest index of the query ¢3 in Qfesh.- Suppose the answer of
q1 is (m”,IV") and that of go is (m/, IV").Set Cases[j] < 4b, add (dy, d2,e,m”,IV") to the

list L4y, remove the entry in I corresponding to the answers of ¢, go.
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(c) If IV;- gets categorized into sub-case c, define g1, g2, g3, IV’ as specified above for the sub-
case. Let dyi,ds be the indices of ¢1, ¢ among all the queries made by As when running
on IV;» and let e be the smallest index of the query g3 in Qfesh- Let the answer of ¢; be
(m" V).

i If g2 is a query to IT on input (m”,1V’) and with answer (m’, IV") and g3 is a query to
IT on input (*,1V’) and answer (m/, ), then set Cases[j] « 4cl, add (di, da, e, m",IV")
to the list Lae1, remove the entry in II corresponding to the answers of ¢1, gs.

ii If ¢» is a query to II on input (m”,IV’) and with answer (m/,IV”) and ¢3 is a
query to II"! on input (m/,#) and answer (#,1V’), then set Cases[j] « 4c2, add
(dy,dg,e,m",IV") to the list Lyco, remove the entry in II corresponding to the an-
swers of ¢, qa.

iii If go is a query to II"! on input (m/, IV”) and with answer (m”,1V’) and ¢3 is a query to
II on input (x,1V’) and answer (m/, *), then set Cases[j] « 4¢3, add (dy,dz, e, m"”, m")
to the list Ly.3, remove the entry in II corresponding to the answers of q1, gs.

iv If go is a query to II"! on input (m/,IV”) and with answer (m”,IV’) and ¢3 is a
query to II"1 on input (m/,*) and answer (#,1V’), then set Cases[j] « 4c4, add
(dy,dy,e,m", m") to the list Lyeq, remove the entry in IT corresponding to the answers
of q1, qa.

(d) If IV;- gets categorized into sub-case d, define ¢q, g as specified above for the sub-case.
Let dy, dy be the indices of g1, g2 among all the queries made by As when running on IV;.

i If the answer of ¢ is (m/,1V’) and the input of ¢; is of the form (#, V), set Cases[j] <
4d1, add (dy,d2, m') to list Lyg1, remove the entry in II corresponding to the answer
of go.

i If the answer of ¢ is (m’, IV') and the answer of ¢y is of the form (#, V'), set Cases[4] «
4d2, add (dy,d2, m') to list Lyge, remove the entry in I corresponding to the answer
of go.

(e) It IV; gets categorized into sub-case e, define ¢1, g2, g3, g4 as specified above for the sub-
case. Let dji,ds be the indices of ¢o, g3 among all the queries made by A; when running
on IV;. Let e be the smallest index of the query ¢4 in Qfesh- Suppose the answer of ¢o is
(m”, IV").

i If g3 is a query to II on input of the form (*,IV’) and with answer (m’,IV") and ¢4
is a query to II on input (#,IV") and answer (m/, ), then set Cases[j] « 4el, add

(dy,dy,e,m” ,IV") to the list Lye1, remove the entry in II corresponding to the answers
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ii

iii

v

of g2, qs.

If g3 is a query to II on input of the form (#,IV’) and with answer (m’,IV") and
qs4 is a query to II™! on input (m’, *) and answer (#, V"), then set Cases[j] « 4e2,
add (dy,ds,e,m",IV") to the list Lyeo, remove the entry in II corresponding to the
answers of ¢o, q3.

If g3 is a query to II"! on input of the form (m’, %) and with answer (m”,IV’) and
q4 is a query to II on input (*,IV”) and answer (m/, ), then set Cases[j] < 4e3, add
(dy,dy,e,m”, m") to the list Lye3, remove the entry in IT corresponding to the answers
of g2, ¢3.

If g3 is a query to II"! on input of the form (m’, %) and with answer (m”,IV’) and
qs is a query to II7% on input (m’, ) and answer (*, V"), then set Cases[j] « 4e4,
add (dy,da, e, m”, m") to the list Lyeq, remove the entry in II corresponding to the

answers of ¢o, q3.

x Else if IV;» gets categorized into case 5, determine which of the sub-cases IV; belongs to

according to the categorization specified above under heading “Handling case 5”.

(a) If IV;- gets categorized into sub-case a, define ¢, g2, g3 as specified above for the sub-case.

Let d be the index of ¢; among all the queries made by As when running on IV}. Let

e1, ez be the smallest indices of g2, ¢3 in Qgesh. Let the answer of ¢; be (m”, 1IV').

i

ii

iii

v

If ¢ is a query to II on input (#,1V') and with answer (m/,*) and g3 is a query
to IT on input (#,1V') and with answer (m/,IV"), then set Cases[j] « 5al, add
(d, e, ez, m",IV") to the list Ls,1, remove the entry in II corresponding to the an-
swers of ¢, gs.

If g» is a query to IT on input (#,1V’) and with answer (m’,#) and ¢3 is a query
to II"! on input (m/,*) and with answer (m”, V'), then set Cases[j] « 5a2, add
(d, e1,e2,m”, m") to the list Lg,2, remove the entry in II corresponding to the answers
of g1, ¢s-

If go is a query to II"! on input (m/, ) and with answer (#,1V’) and g3 is a query
to II on input (x,1V') and with answer (m’,IV”), then set Cases[j] « 5a3, add
(d, e, ez, m”,IV") to the list Ls,3, remove the entry in IT corresponding to the an-
swers of q1, q3.

If go is a query to II"! on input (m/, ) and with answer (x,IV’) and g3 is a query
to II7! on input (m’,*) and with answer (m”,IV’), then set Cases[j] < 5a4, add

(d, ey, ez, m”, m") to the list Ls,4, remove the entry in II corresponding to the answers
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of g1, qs-

(b) If |V} gets categorized into sub-case b, define g1, q2, g3, g4 as specified above for the sub-
case. Let dq, ds be the indices of ¢1, g2 among all the queries made by A5 when running on
IV;-. Let e, eo be the smallest indices of g3, g4 in Qgresh. Let the answer of ¢; be (m”, V')
and that of go be (m”,IV").

i If g3 is a query to IT on input (#,1V’) and with answer (m’, ) and ¢4 is a query to II on
input (*, IV") and with answer (m/, ), then set Cases[j] < 5b1, add (d1, dz, €1, €2, m”, m")
to the list Lsy1, remove the entry in II corresponding to the answers of q1, go.

ii If g3 is a query to IT on input (#,IV’) and with answer (m’,*) and q4 is a query
to II"! on input (m',*) and with answer (x,1V”), then set Cases[j] « 5b2, add
(dy,ds,e1,ea,m”, m") to the list Ly, remove the entry in II corresponding to the
answers of qi, qo.

iii If g3 is a query to I on input (m/, *) and with answer (#,1V’) and g4 is a query to II
on input (*,IV") and with answer (m/, %), then set Cases[j] < 5b3, add (dy, da, e1, e2, m”, m")
to the list Lgys, remove the entry in II corresponding to the answers of ¢1, ga.

iv If g3 is a query to II"! on input (m’,#) and with answer (#,1V’) and g4 is a query
to II"! on input (m',*) and with answer (x,IV”), then set Cases[j] « 5b4, add
(dy,dg,e1,ea,m”, m") to the list Ly, remove the entry in II corresponding to the

answers of ¢1,qs.

— Add all the evaluations of II(m, IV) to II in lexicographical order for all (m,V)’s such that no II

query was not made on them and no II™! query had (m,IV) as answer.

- ()utput Fa Ula Pa Llaalea L2a; L2ba L207 L2d7 L3a7 L3b; L4a13 L4a23 L4b7 L4cla L4027 L4C3a L4c47

Lag, Laaz, Laer, Laeo, Lae3, Laea, Lsar, Lsa2, Lsa3, Lsaa, Lsv1, Lsp2, Lsps, Lspa, 11

The decoding algorithm Decode:

1. Parse U’ as {IV],..., IV} where IV}, ... IV} are in lexicographical order.
2. Set j « 0.

3. For j=1,...,F do:

i Run A5 on (o, IV;), answering its queries to IT, IT~ 1.

ii Answer the ith query made by Az on (m, V) as follows.
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iii If2-((j —1)-T +i) € P then add IV to U.

iv If2-((j—1)-T+1i)— 1€ P then add the IV of the answer to U before returning it.

v If (#,d,c,#,IV") € Ly, then let the answer of the query with index d in Qgesn be (m/, #).
(m, IV) « (m/,IV"), return (m/, V")

vi If (#,d,c,#,m") € Lsq2 then let the input of the query with index d in Qgesh be (x,1V').
(m",IV") « (m, V), return (m”,IV")

vii If (#,d,c,*,IV") € Lsu3 then let the input of the query with index d in Qgesh be (m', ).
(m, IV) « (m/,IV"), return (m/, V")

viii If (#,d,c, *,m") € Lsaq then let the answer of the query with index d in Qgesn be (%, V).
I(m™,IV") < (m, V), return (m”,IV")

Set

Set

Set

Set

ix If Cases[j] = la and the tuple in front of list L, is (i,m’). Set II(m/,IV}) < (m, V), and remove

the tuple from Ly,. Return (m’,IV}).

x Else if Cases[j] = 1b and the tuple in front of list Ly, is (4,m’). Set I(m, V) « (m’/,IV}), and

remove the tuple from Ly;. Return (m/,1V}).

xi Else if Cases[j] = 2a and the tuple in front of list Lo, is (d, i, m"), let the query with index d in Q;

have input (m/,IV’) and answer (m”,IV"). Set II(m,IV) < (m”,IV’), and remove the tuple from

Lo,. Return (m”, V).

xii Else if Cases[j] = 2b and the tuple in front of list Lo, is (d, i, V"), let the query with index d in Q;

have input (m/,IV') and answer (m”,IV"). Set II(m,IV) « (m’/,IV"), and remove the tuple from

Lay. Return (m/, IV").

xiii Else if Cases[j] = 2c and the tuple in front of list Loy, is (d, 4, m"), let the query with index d in Q;

have input (m/,1V’) and answer (m”,IV"). Set II(m,IV) < (m™”,IV"), and remove the tuple from

L. Return (m”,IV").

xiv Else if Cases[j] = 2d and the tuple in front of list Lo, is (d, 4, IV"), let the query with index d in Q;

have input (m/,IV') and answer (m”,IV"). Set II(m, V) < (m”,IV"), and remove the tuple from

Log. Return (m”,IV").

xv Else if Cases[j] = 3a and the tuple in front of list L3, is (i, k,n,m"), let the query with index e in

Qfresh have input (x, V') and answer (%, 1V"). Set II(m, IV) « (m”,IV’), and remove the tuple from

L3a. Return (m”1V').

xvi Else if Cases[j] = 3b and the tuple in front of list Lg, is (i, k,n,m"), let the query with index e

in Qfresh have input (#,1V') and answer (#,IV"). Set II(m, V) « (m",IV"), and remove the tuple

from Lgp. Return (m”, IV").
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xvii Else if Cases[j] = 4al and the tuple in front of list Ly,1 is (7, €), let the query with index e in
Qfresh have input (#, V') and answer (m/, #). Set II(m, V) < (m/,1V’), and remove the tuple from

Lyq1. Return (m/, V).

xviii Else if Cases[j] = 4a2 and the tuple in front of list Ly,o is (7,e), let the query with index e in
Qfresh have answer (#,1V’) and input (m’, ). Set II(m,IV) « (m/,IV’), and remove the tuple from

Lya2. Return (m/, V).

xix Else if Cases[j] = 4b and the tuple in front of list Ly is (i, da, e, m”,IV"), let the query with index
e in Qfesh have input (x, V') and answer (m/,*). Set II(m, V) « (m”,IV'), and remove the tuple

from Ly, if do <. Return (m”,IV’).

xx Else if Cases[j] = 4b and the tuple in front of list Ly, is (dy,i,e,m”,IV"), let the query with index
e in Qfesh have input (#,1V') and answer (m/, #). Set II(m,IV) « (m/,IV"), and remove the tuple

from Ly if dy < i. Return (m/,IV").

xxi Else if Cases[j] = 4cl and the tuple in front of list Ly.; is (i,da, e, m”,IV"), let the query with
index e in Qgesh have input (#,1V’) and answer (m’, #). Set II(m, V) < (m”,IV’), and remove the

tuple from Ly if do < i. Return (m”,IV’).

xxii Else if Cases[j] = 4cl and the tuple in front of list Ly is (dy,i,e,m”,IV"), let the query with
index e in Qgesh have input (*,1V’) and answer (m’, *). Set II(m, V) < (m/,IV"), and remove the

tuple from Ly if dy < i. Return (m/, IV").

xxiii Else if Cases[j] = 4c2 and the tuple in front of list Lycs is (i,ds, e, m™,IV"), let the query with
index e in Qgesh have input (m’, #) and answer (#,IV’). Set II(m, V) « (m”,IV'), and remove the

tuple from Ly if dy < i. Return (m”,IV’).

xxiv Else if Cases[j] = 4c2 and the tuple in front of list Lyeo is (d1,4,e,m",IV"), let the query with
index e in Qgesh have input (m/, #) and answer (#,IV'). Set II(m,IV) « (m/,IV"), and remove the

tuple from Ly if dy < i. Return (m/,IV").

xxv Else if Cases[j] = 4¢3 and the tuple in front of list Ly is (¢, da, e,m”, m"), let the query with
index e in Qgesh have input (x,1V') and answer (m/, *). Set II(m, V) « (m" V'), and remove the

tuple from Ly.3 if dy < i. Return (m”,IV’).

xxvi If Cases[j] = 4¢3 and the tuple in front of list L4.3 is (di,4,e,m"”,m"), let the query with index
e in Qfesh have input (#,1V') and answer (m/, #). Set II(m”,IV') « (m,IV), and remove the tuple

from Ly.3 if d < i. Return (m”,IV').

xxvil Else if Cases[j] = 4¢4 and the tuple in front of list Lycq is (i,da,e,m”, m”), let the query with

index e in Qfesh have input (m’, *) and answer (#,IV’). Set II(m, V) « (m”,IV'), and remove the
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tuple from Ly if do < i. Return (m”,IV').

xxviii Else if Cases[j] = 4c4 and the tuple in front of list Lyeq is (d1,4,e,m",IV"), let the query with
index e in Qgesh have input (m/, #) and answer (#,IV’). Set II(m”,IV') « (m, V), and remove the

tuple from Ly if dy < i. Return (m”,1V’).

xxix Else if Cases[j] = 4d1 and the tuple in front of list Lsg; is (dy,i,m’), let the query with index
di in Q; have input (x,1V’). If the query is a query to II, set II(m,IV) « (m/,IV’) else set
O(m/,IV") < (m,1V), and remove the tuple from Lyq;. Return (m’, IV’).

xxx Else if Cases[j] = 4d2 and the tuple in front of list Lsge is (di1,4,m’), let the query with index
di in Q; have answer (,IV'). If the query is a query to II, set II(m,IV) « (m/,IV’) else set
II(m/,IV') « (m, V), and remove the tuple from Lyge. Return (m’,IV’).

xxxi Else if Cases[j] = 4el and the tuple in front of list Lye; is (i, da, e, m”,IV"), let the query with
index e in Qgesh have input (#, V") and answer (m/, %). Set II(m, V) « (m”,IV"), and remove the

tuple from Ly if do < 4. Return (m”, IV").

xxxii Else if Cases[j] = 4el and the tuple in front of list L1 is (dy,i,e,m”,IV"), let the query with
index e in Qfresh have input (#, V") and answer (m’, #). Set II(m, IV) « (m/,IV"), and remove the

tuple from Ly if do < 4. Return (m/, IV").

xxxiii Else if Cases[j] = 42 and the tuple in front of list Lyes is (i,dz, e,m”,IV"), let the query with
index e in Qfresh have input (m/, *) and answer (,IV”). Set II(m, V) < (m”,IV"), and remove the

tuple from Ly if dy < i. Return (m”,IV").

xxxiv Else if Cases[j] = 4e2 and the tuple in front of list Lyeo is (d1,4,e,m”,IV"), let the query with
index e in Qfesh have input (m/, *) and answer (#,1V"). Set II(m, IV) « (m/,IV"), and remove the

tuple from Lyes if dy < 4. Return (m’, IV").

xxxv Else if Cases[j] = 4e3 and the tuple in front of list Lycs is (i,da,e,m”, m"), let the query with
index e in Qgesh have input (#,1V”) and answer (m/, %). Set II(m, V) « (m”,IV"), and remove the

tuple from Ly.3 if dy < i. Return (m”,1V”).

xxxvi Else if Cases[j] = 4e3 and the tuple in front of list Lgcs is (dy,4,e,m”, m"), let the query with
index e in Qgesh have input (#,1V”) and answer (m’, #). Set II(m”,IV’) « (m, V), and remove the

tuple from Ly if dy < i. Return (m”,IV’).

xxxvil Else if Cases[j] = 4e4 and the tuple in front of list L4eq is (i,dz, e, m”, m"), let the query with
index e in Qgesh have input (m/, #) and answer (#,IV”). Set II(m, IV) « (m”,IV"), and remove the

tuple from Lyeq if dy < i. Return (m”,IV").
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xxxviii Else if Cases[j] = 4e4 and the tuple in front of list Lyeq is (d1,7,e,m”, m"), let the query with
index e in Qgesh have input (m/, #) and answer (#,IV”). Set II(m”,IV") « (m, V), and remove the

tuple from Lyeq if dy < i. Return (m”,IV").

xxxix Else if Cases[j] = 5al and the tuple in front of list Ls,; is (i,e1, e2, m”, IV"), let the query with
index e; in Qgesh have input (x,IV'). Set TI(m,IV) « (m”,IV'), and remove the tuple from Ls,;.

Return (m”, IV').

x1 Else if Cases[j] = 5a2 and the tuple in front of list Ls,e is (i,e1,ea,m”, m™), let the query with
index e; in Qgesh have input (#,1V’). Set II(m, V) « (m”,IV’), and remove the tuple from Ls,s.

Return (m”, IV").

xli Else if Cases[j] = 5a3 and the tuple in front of list Lsu3 is (i,e1,e2, m”, V"), let the query with
index e; in Qgesh have answer (#,1V’). Set II(m, IV) < (m”,IV’), and remove the tuple from Lsq3.

Return (m”, IV').

xlii Else if Cases[j] = 5a4 and the tuple in front of list Lsaq is (4, e1, ez, m”, m"), let the query with
index e; in Qgesh have answer (x,IV'). Set II(m, V) « (m”,IV"), and remove the tuple from Ls,,.

Return (m”, IV').

xliii Else if Cases[j] = 5b1 and the tuple in front of list Lsp; is (i, da, €1, ea, m”, m"”  IV"), let the query
with index e; in Qgesh have input (#,1V’). Set I(m,IV) < (m”,IV’), and remove the tuple from

Lspy if @ > dy. Return (m”,IV').

xliv Else if Cases[j] = 5b1 and the tuple in front of list Lsp; is (dy, i, e1, ea, m”, m" IV"), let the query
with index ey in Qgesh have input (#, V). Set TI(m,IV) « (m”,IV"), and remove the tuple from
Lspiif i > dy. Return (m”,IV").

xlv Else if Cases[j] = 5b2 and the tuple in front of list Lgps is (4, dz, e1, €2, m”, m"” ,m")

, let the query
with index e; in Qgesh have input (,1V'). Set II(m, V) < (m”,IV’), and remove the tuple from
Lsyo if i > dy. Return (m”, IV").

n )

xlvi Else if Cases[j] = 5b2 and the tuple in front of list Lgpo is (d1, 1, €1, e2, m”, m", m"™), let the query
with index ey in Qgesh have answer (x,1V”). Set TI(m, V) « (m”,IV"), and remove the tuple from

Lsyo if i > dy. Return (m”,IV").

xlvii Else if Cases[j] = 5b3 and the tuple in front of list Lsys is (i, dz, €1, €2, m”, m”,IV"), let the query
with index e; in Qgesnh have answer (#,1V’). Set II(m, V) < (m”,IV'), and remove the tuple from

Lsps if i > dy. Return (m”, IV').

xlviii Else if Cases[4] = 5b3 and the tuple in front of list Lsy3 is (dy, i, e1, ez, m”, m”  IV"), let the query

with index ez in Qgesh have input (#,1V"). Set TI(m,IV) « (m”,IV"), and remove the tuple from
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Lsys if i > dy. Return (m”,IV").

xlix Else if Cases[j] = 504 and the tuple in front of list Lsps is (4, da, 1, €2, m”, m” m™), let the query

////)
with index e; in Qfesh have answer (#,1V’). Set II(m, V) < (m”,IV’), and remove the tuple from
Lspy if @ > dy. Return (m”,IV').

1 Else if Cases[j] = 5b4 and the tuple in front of list Lsps is (7, do, e1, ea, m”, m" , m™)

, let the query
with index e; in Qgesh have answer (#, V). Set II(m, IV) « (m”,IV"), and remove the tuple from

Lspy if i > dy. Return (m”,IV").
4. Populate the rest of II by remaining elements in II in lexicographical order.

5. Output (U,II).
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Chapter 10

OPTIMAL SECURITY FOR KEYED HASH FUNCTIONS: AVOIDING
TIME-SPACE TRADEOFFS FOR FINDING COLLISIONS

In this chapter, we present several new constructions of keyed hash functions that are provably resistant
to any non-trivial time-space tradeoff attacks for finding collisions. Our constructions provide various trade-
offs between their efficiency and the range of parameters where they achieve optimal security for collision
resistance. This chapter is based on our work in [FGK23].

We start this chapter by giving a high level overview of our main techniques used for this result. Our
goal is to construction a variable-input length, keyed, hash function H": {0,1}* x {0,1}* — {0,1}" from an

idealized, fixed-input length hash function h: {0,1}* — {0, 1}".

Non-uniform security in the AI-ROM. We consider non-uniform (5, T')-attackers A = (A, Az) in the
auxiliary-input random oracle model (AI-ROM) [Unr07] with the following structure. First, h is randomly
sampled from the space of all a-bit to n-bit functions. Then, in the preprocessing phase, .4; has unbounded
access to h and outputs an advice string o such that |o| < S. The online phase A, receives auxiliary input
o and a random key k <« {0,1}" as input, and then has to find two distinct messages msg, msg’ such that
H"(k,msg) = H"(k, msg’) while making at most 7" queries to h. Our goal is to give constructions H" such
that no (S, T)-attacker as above can find a collision with better than O(S/2* + T?/2™) probability. This
is “optimal” in the sense that this matches a naive attack against a purely random H: the preprocessing
attacker stores collisions for Q(S) keys, and the online attacker either gets “lucky” and receives one of those

keys as input or performs a standard birthday-style attack.

Merkle-Damgard framework with a keyed inner hash. We consider a general framework based on
the Merkle-Damgard (MD) transformation where we instantiate the inner hash function with a keyed one.
Let s € N be the desired message block size. Then, given a function g: {0, 1}**t"*$ — {0,1}", we can build a
function HY where any attack on the collision resistance of HY implies an attack on g. The idea behind HY
is as follows. We first break our message up into blocks my, ..., my of size a — k —n. We initialize the value
yo = 0™, and for i = 1,2,...,¢ we compute y; = g(k|y;—1|m;). Finally, we output y,. It is known (e.g. see

Section 8.5 of [GB08]) that if you can find a collision in the MD construction HY for a keyed ¢ in the uniform
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setting, then this implies you can find a collision in ¢g. Indeed, this reasoning extends to the non-uniform
setting with (S, T)-attackers in the AI-ROM. Hence, this shows that HY is as secure as g. So, our new goal
is to construct such a g with “optimal security” given an idealized hash function h: {0,1}¢ — {0, 1}"™.

Our first observation is that if a > x + n + s, then we can simply use g = h. Furthermore, h has optimal
security O(S/2% + T?%/2") (first formalized by [DGK17] in the AI-ROM), so we are done! So our next goal
is to try to use an h from minimal assumptions. Namely, can we get a keyed hash function with arbitrary
length input from any h: {0,1}* — {0,1}" where a is much smaller, i.e. even a = n + 1?7 This will allow us
to focus on building as simple a primitive as possible which we can bootstrap to a full variable-input length
hash function with optimal security.

Next, we note that for any a > max(k,n), we can always do the standard Merkle-Damgard transformation
using h to construct g, where k is not fed into every invocation of h. For standard MD, it makes sense to set
K = n since we use the key k as the initialization vector. Recall, the MD”" construction sets Yo = k, computes
yi = h(yi—1||m;) for i = 1,...,¢, and outputs y,. This approach has a major downside in that instantiating
MD without inserting k into each invocation of h suffers non-trivial time-space tradeoffs. In general, there is
an attack on the general MD” construction with advantage Q(ST?/2"). This is strictly worse than the optimal
bound of O(S/2"+T?/2") for any setting of parameters with S, T » 1. However, this attack finds very large—
roughly length T—collisions. In our setting, we only care about using MD" to get a function g with inputs
of size 2n + s. Thus, we leverage a recent line of work (see [CDGS18, ACDW20, CGLQ20, GK22, AGL22])
that shows that if you only use MD" on ¢-block messages, then the best known attack has advantage at most
O(ST¢/2" +T?/2™) (and further this is provably tight for constant ¢ [ACDW20, GK22] and, when ST? < 2",
is provably tight for all ¢ [AGL22]).

So, if we instantiate g in our framework with a fixed-length MD" construction where we set x and s to be
equal to the output length n, we get a construction for H" where any (S, T')-attacker has advantage at most
O(ST/2"™ +T?/2™) (up to poly(n) factors). This is only “optimal,” however, under the (strong) assumption
that S < T.

Our main technical contribution is instantiating g in the framework above using a new keyed Merkle tree

approach, which does not require the assumption that S < T

Keyed Merkle Tree Analysis

For the rest of this technical overview, we focus on our analysis of the keyed Merkle tree construction.

Construction. We start by defining the 2-level construction. We want a keyed function g: {0,1}" x
{0,1}"*+* — {0,1}"™ from a hash function h: {0,1}* — {0,1}" where a > 2n. To do so, we split the (n+ s)-bit

input into two parts, call them mp, mpg, of size at most a— x (hence we require here that a —k = (n+s)/2, or
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a = k+n/2+5/2). We concatenate each part with the key k and compute yr, « h(k|mr) and yr < h(k|mg).
We then concatenate y;, with yr and feed the resulting string into h to get the output z <« h(yr|yr) (we
require here that a > 2n). For technical purposes, we “domain separate” each call to h, so yr = hi(k|mp),

yr = ha(k|mg), and z = hs(yL|lyr)-

Analysis. We want to bound the probability that any (S, T)-attacker can find a collision in this keyed
Merkle tree construction of g. To simplify the analysis here, we consider the case where x and s are equal
to n. Hence, each call to h takes two n-bit inputs and has one n-bit output. We also assume from the start
that ST? < 2",

We start with the following observation. The probability that any (S,T)-attacker finds a collision at
the leaves, corresponding to the calls to hi, hg, is at most O(S/2" + T?2/2"). Because these calls include
the key k, if such an event happened, we could reduce to finding a collision in h directly. So, the challenge
is to reason about the advantage of an (S, T)-attacker finding a collision at the second level of the Merkle
tree, which is only implicitly related to the key k in the Merkle tree construction. We have to somehow
characterize all possible ways that an (S, T)-attack can encode information about & in its advice string from
the preprocessing phase.

One of the first tools one often turns to in such analysis is to use the presampling technique from [Unr07,
CDGS18]. We note that if we were to use the presampling technique, we would obtain a term of the form
ST/2™ in out bound, which is optimally secure only in the range S < 7. Our main technical contribution
is getting an optimally secure protocol for the range S » T, which therefore requires techniques other than

presampling.

The AGL [AGL22] framework: reducing to multi-instance games. To make our lives significantly
easier, we use the multi-instance framework of [AGL22], previously used in somewhat different forms in [IK10,
ACDW20, CGLQ20, GK22]. At a very high level, this framework gives a way to reason about (5, T')-attackers
using an average-case advice string rather than a worst-case one. In more detail, they show how to bound
the advantage that any (S, T)-attacker A finds a collision in ¢g" by the advantage of a (uniform) attacker B
in the following game. First, a random function h is sampled. Then, B has to win the following game for
all i =1,...,S sequentially, where it is allowed to maintain arbitrary state (that it generates) between each
successive game. In each game ¢, the attacker B receives a random key k;, its state from the previous games,
and has to come up with a pair of messages msg;, msg’ such that g"(k;, msg;) = g"(k;, msg}) using at most
T queries to h. [CGLQ20, AGL22] show that if the advantage of B is at most §°, then the advantage of
the (S, T)-attacker A is at most 25. The magic of this framework is that we can analyze the advantage of

B in each game 4 only given its state from the previous games, instead of having to reason about arbitrary
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advice strings as in the case of (S, T)-attackers. Namely, we can lazily sample h on any point that B has not
queried, in a way that is independent of B’s current state.

Note that it suffices to show that the advantage of B “in game i” is at most § given it has won all previous
games. Let W; be the event that B wins game ¢ and W.; be the event that B wins all games before 7. This
follows since Pr[Wy A ... A Ws] = Hf:1 Pr[W;|W;] < 8% if Pr[W;|W.,;] < 6 for all i € [S]. Hence, our goal
is to show that Pr[W;|W.;] < O(S/2" +T?/2"), up to poly(n) factors.

Knowledge gaining event: bounding “hitting” queries. Now, to even further simplify the analysis
of Pr[W;|W;], we define a key “knowledge gaining event” (based on the techniques of [AGL22]) representing
the kind of information that B may have encoded into its state based on the queries it made to h before game
1 has started. At a high level, this is an event that we show happens with very small probability (technically

at most 272m)

for an average-case advice string for B at the start of game ¢. Then, assuming this event
does not occur, we can more easily characterize the strategies of B.

To define this event, we introduce some notation to characterize B’s queries. We refer to all (i — 1) - T
queries B makes before the start of game ¢ as “offline” queries, and we refer to the 1" queries made in game ¢
as “online” queries. An offline query is said to be “hitting” if its output is equal to an output or either of the

two inputs to some prior query, i.e. it “hits” a previous query. We are now ready to state our key knowledge

gaining event.

- We say that Ej, holds if there are more than i - poly(n) hitting queries among the (i — 1) - T' offline

queries.

Briefly, we justify why E}. holds with very small probability. The output for each query is uniformly
sampled, and there are at most 3 - (i — 1) - T values to hit across inputs/outputs in the previous (i — 1) - T'
offline queries. So the probability each offline query is a hitting query is at most 3i7/2", meaning we expect
at most 3i2T2/2" hitting queries accounting for all (i — 1) - T' offline queries. Furthermore, we show using a
Chernoff bound that there will not be more than i - poly(n)-max(1,i72/2") = O(i) hitting queries (assuming
ST? < 2™) with high probability (recall that we ignore poly(n) terms).

A case analysis based on collision queries. Now, assuming there are at most - poly(n) hitting queries,
we are ready to show that Pr[W;|W.;] < O(S/2" + T?/2"). To do so, we look at the following “collision”
queries corresponding to the valid collision msg; = (mr, mg) # msg; = (m,, m;) that B outputs in game ¢

(we assume that B makes all of these queries at some point during or before game ).

- Q1,Q2, Q3 are the queries yr, «— hy(k;|mr), yr < ha(k;|mgr), 2 < hs(yrllyr), respectively.
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1, @5, Q5 are the queries y; « hi(k;|mY), vy < ha(k;|m7), 2 < hs(y}|yR), respectively.
Recall that we assumed the collision occurs among @3, Q% (not at the leaves), so it must be the case that
(yr,yr) ¥ (¥1,y%) and queries Q3, Q5 are distinct.

If all of these collision queries are online (were first made during game ), then clearly Pr[W;|[W.;] <
O(T?/2™). Specifically, as Q3 and Q% are online (and distinct by assumption) and form a collision, this
follows by a birthday bound on at most 1" online—and hence lazily sampled—queries that B makes during
game i. The challenge comes when analyzing the cases where B may have made some of these queries before
game i, so it could have encoded information about these queries in its state. To do so, we consider the
following remaining cases, which cover all possible strategies that B may employ.

As we already considered when both @3, Q% are online queries, it must be the case that one of Q3, Q%
must be an offline query. Assume without loss of generality that Q3 is offline. Then either (A) both @1, Q2
are online, (B) exactly one of Q1, Q2 are online, or Q1,Q> are both offline. The latter case implies that
Q1,Q2, Qs are all offline. Then either is the case that (C) Q% is online, or Q% is also offline. If Q% is also offline,
then either we reduce to case (A) or (B) above by symmetry, or it holds that (D) all Q1, Q2, @3, Q}, Q%, Q%
are offline. So, it suffices to show in cases (A-D) that Pr[W;|W.;] < § < O(S/2" +T?/2"), at least assuming

ST? < 2". We proceed to give the main ideas behind each of these cases.

(A) Qs is offline but @1, Q)2 are online.

There are at most (i — 1) - T' options for the offline query Q3. Both online queries 1 and @2 have
to hit such a query, which happens with at most (i — 1) - T - (T//2")? = O(iT3/2°") < O(T/2") when

ST? < 2™ since 7 < S.

(B) @Q1,Qs3 are offline but Q5 is online (symmetrically for @, online and Qs offline).

In this case, we claim we can “associate” the key k; in game 7 to the query @3 since both @); and Q)3 are
offline queries. If we can associate k; to at most &k possible ()3 queries, then this implies the probability
the output of some online query hits an input of such an associated query is at most k-7'/2". But how

many ()3 queries can we associate to a key k;?

In the worst case, k; may be associated to (i — 1) - T many @3 queries, but this implies a suboptimal
bound of O(iT?/2™). But this cannot be true for too many values of k simultaneously. In particular, if
a Q3 query is associated with more than k& possible values of k, this means there are k hitting queries,
so each 3 query can be associated with at most O(i) keys. This implies there are at most O(i2T) pairs

of associated k values with potential ()3 queries, meaning a random k; value will be associated with at
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most O(i%T/2") potential Q3 values on average. Plugging this average-case bound into k above, this

implies a bound of O(i272/2%") < O(S/2") assuming ST? < 2" given i < S.

C) Q1,Q2, Q3 are offline but Q% is online.
( ’ ’ 3

In this case, Q% is a distinct query from Q3 by assumption, but again we can “associate” Q3 with k;
as above. Then, since Q% must share an output with @3, the same argument as above gives a bound

of O(S/2™) in this case.

(D) All collision queries Q1,Q2,Q3, @}, @5, Q% are offline.

In this case, we show that every full collision structure with respect to some k among the offline queries
leads to a hitting query. Furthermore, two collision structures cannot share the same hitting query.
So if there are at most O(7) hitting queries, the probability Q1,Q2, @3, @}, @5, Q% are all offline for a
random k; is at most O(i/2"™) < O(S/2"™).

Thus, we showed that Pr[W;|[W.;] < O(S/2" + T?/2") no matter when Q1,Q2,Q3,Q}, Q%, Q% were
queried before or during game ¢. Further, recall the last case where there is a collision at one of the leaves
(corresponding to Q1, Q) or Q2,Q%), which can happen with at most O(S/2" +T?/2") probability since such
a collision directly involves k;. Thus, in all possible cases, we have shown Pr[W;|W.;] < 6§ < O(S/2"+T?/2"),
at least assuming S7? < 2". Finally, by the framework of [CGLQ20, AGL22], this implies the same bound
(up to a multiplicative factor of 2) on the advantage of finding a collision for any (S, T')-attacker.

Chapter Organization. In the rest of the chapter we provide the technical details of these results. In
Section 10.1, we cover the required preliminaries for this chapter. In Section 10.2, we lay out the general
framework for our main results, based on the Merkle-Damgard transform using a keyed inner hash. In 10.3, we
present different approaches of instantiating the keyed inner hash using Merkle-Damgard itself. Section 10.4
contains our main result where we instantiate the inner hash using a two-level Merkle tree. Finally in

Section 10.5, we lay out an alternative framework based on Merkle trees with a keyed inner hash.

10.1 Preliminaries

We let N = {1,2,3,...} denote the natural numbers. The set of all functions with domain D and range R
is denoted by Fcs(D, R). We let * denote a wildcard element. For example (x,z) € L is true if there is an
ordered pair in L where z is the second element (the type of the wildcard element shall be clear from the
context). For a random variable X we use E[X] to denote its expected value. We use x «—s D to denote
sampling x uniformly sampling from the elements of D. All logarithms in this chapter are for base 2 unless

otherwise specified.
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For a bit-string s, we use |s| to denote the number of bits in s. For two strings s1, s2, we use s1|s2 to
denote the concatenation of two strings. We use standard regular expression notation where s* denotes 0 or
more copies of s, sT denotes one or more copies of s, and s* denotes k copies of s. Similarly, for a set S,
we use S*, S*, and S* to represent 0 or more, 1 or more, of k elements takes from a set S. In particular,
we use {0, 1}* to represent any arbitrary string of bits. We use the notation {0, 1} to represent a string of

length at most k.

CHERNOFF BOUND. We state a Chernoff bound which we use in the technical part of the chapter.

Proposition 10.1.1. Letn € N. Let X1, X5, ..., X,, be independent 0-1 random variables. Let X = Z?zl X;.
Let p’ be such that E[X] < p/. Then we have that

PrX = (1+0)u'] <e /3,

Notice that this version is somewhat non-standard as it even works when we know only an upper bound
on the expectation (usually, in standard formulations of Chernoff bound, we need to know the expectation

exactly). We refer the interested reader to [FGK23] for proof of this.

AUXILIARY-INPUT RANDOM ORACLE MODEL (AI-ROM). The auxiliary-input random oracle model, intro-
duced by Unruh [Unr07], captures the power of non-uniform adversaries against random oracles. An attacker
A = (A1, As) in this model is formalized as a two stage adversary. In its first stage, which is referred to
as the preprocessing phase, A; has unbounded access to the random oracle h, and outputs any arbitrary
S-bit advice string or auxiliary input o. In the second stage, referred to as the online phase, gets ¢ as input,
As can make at most T queries to its oracle h. Its aim is to accomplish some task involving h, e.g. find a

collision in a construction based on h. We refer to such an adversary A = (A, .As) as an (S, T)-attacker.

COLLISION RESISTANCE OF g" IN AI-ROM. We next formalize the keyed-collision resistance of an iterated
hash function construction g relative to a hash function h : {0,1}* — {0, 1}"™ in the AI-ROM. The construction
g has a parameter x associated with it, where x is the bit length of k used in g. It first samples a random
function A : {0,1}* — {0, 1}". The adversary A; gets unbounded access to h, and it outputs an advice string
o. At this time, As is given the auxiliary input o, a randomly sampled k from {0,1}", as well as oracle
access to h, and it needs to find msg # msg’ such that g"(k, msg) = ¢"(k, msg’). This game, denoted G;‘;c' is
formally defined in Fig. 10.1.

Definition 10.1.2 (AI-CR Advantage). The advantage of an adversary A against the collision resistance
of g" in the AI-ROM is

Adv" (A) = Pr [G;L:“(A) = true] .

gh
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Game G’;i;'f'(A = (A1, A2))

1. h < Fes({0,1}%,{0,1}"™)
2. o «s A (h)
3. ks {0,1}"
4. (msg, msg’) «s A% (o, k)
5. Return true if:
(a) msg # msg’, and
(b) ¢"(k, msg) = g"(k, msg’)

6. Else, return false

Figure 10.1: The collision resistance game G;i;“ in AI-ROM for a function g" based on a random oracle
h:{0,1}* — {0,1}"™. The construction ¢g" has a parameter s associated with it, where & is the bit length of

k used in g.

For parameters S, T € N, we overload notation and denote
AV (S, T) = max {Advgi,:“(A)} :
where the mazimum is over all (S, T)-attackers.

Throughout the chapter, for any (S, T')-attacker A that outputs messages msg, msg’ that causes Ggiﬁ”(A)
to output true on a key k, we assume that A has fully queried g"(k, msg) and ¢”(k, msg’). This is true without
loss of generality (up to constant factors in the advantage) as if there exists any (S, T)-attacker A that does
not, you can construct an (S, T + 2¢)-attacker B that does, where g requires at most £ invocations of h to
compute either g"(k,msg) or g"(k,msg’). As ¢ < T, the resulting attacker will have comparable advantage
up to constant factors in 7. We note that this is a standard assumption in existing related works in the

AI-ROM.

ON PADDING. The variable-input length hash functions we consider of this work all act on messages which
have been parsed into many fixed size blocks of some specified size s. We therefore need a padding function
that takes arbitrary length inputs and converts them to a sequence of fixed-size blocks. We need to ensure
that this padding function maintains certain properties like injectivity in order to guarantee that if an

adversary finds a collision on the padded versions of messages, then it implies a collision with respect to the
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underlying messages as well. For the purpose of this chapter, we define the following padding function, which
is a slightly simplified version of the padding function used by the SHA family of hash functions (see [GB0S,
Section 8.5] for more discussion on MD-compliant padding functions). The function pad we use takes in a
message msg € {0,1}*, an integer s € N representing the size of each block, and an integer n that stipulates

that |msg| < 2". The construction is formally defined as follows.

pad(msg, s, n):

1. Let k = s — ((Jmsg| + n) mod s + 1).
2. Interpret |msg| € [2"] as an n-bit string.

3. Output (myq,...,my) € ({0,1}*)¢ where my]|. .. |m, = msg||msg]||1]0*.

We formalize the guarantees we use for this padding function in the following theorem.

Theorem 10.1.3 (Padding). Let s,n € N. The function pad(msg, s,n) on messages msg € {0,1}>" satisfies

the following properties:

1. |pad(msg,s,n)| € ({0,1}*) for £ = [(|msg| +n + 1)/s].

2. There is a unique decoding procedure that outputs msg given pad(msg, s,n), and outputs L on invalid

padded messages.
3. If pad(msg, s,n) = pad(msg’, s,n), then msg = msg’.

4. If |msg| < |msg’|, then pad(msg, s,n) is not a suffiz of pad(msg’, s,n).

Proof. The length of a padded message follows by construction.

For the decoding process, note that to recover msg from pad(msg, s,n), you simply need to remove the
trailing Os and preceding 1. Parse the remaining final n bits as an integer |msg| and check that there are
exactly |msg| bits leftover. If such a recovery process fails, we output L and say that the padded message is
invalid (as it corresponds to no message msg).

To see injectivity, suppose two messages msg, msg’ are padded to the same value. This means they both
end in 1]|0% for k = (Jmsg| +n + 1) mod s and |msg| = |msg’|. Thus, if both are valid padded messages, they
only consist of |msg| remaining bits, which are the same, implying that msg = msg’, as required.

Now suppose that |msg| < |msg’| but pad(msg, s, n) is a suffix of pad(msg’, s,n). This implies that both
strings end in 1|0* for k = (Jmsg| +n + 1) mod s and |msg| = |msg’|. Thus, one of the encodings must be

invalid as we assumed |msg| < |msg’|. |
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Construction KMD" (k, msg):

1. (m1,ma,...,m¢) < pad(msg, s,n) where £ = [(|msg| + n + 1)/s] given by Theorem 10.1.3.

2. Initialize yo = 0", and compute y; « h(k,yi—1|m;) for i =1,..., L.

3. Output ye.

Figure 10.2: The keyed Merkle-Damgard construction KMD": {0,1}* x{0,1}* — {0, 1}" given any underlying
function h: {0,1}* x {0,1}""5 — {0,1}", where & is the key length, n is the output length, and s is the

message block size.

10.2 Merkle-Damgard Framework with a Keyed Inner Hash

In this section, we lay out the general framework for our main results, based on the Merkle-Damgard
transform using a keyed inner hash. We note that this framework has been explicitly considered in the
uniform setting in Section 8.5 of the lecture notes of Goldwasser and Bellare [GB08].! We extend this
framework to the preprocessing setting, modeled by the AI-ROM of Unruh [Unr07], noting that the high
level ideas are similar.

For a key length k, output length n, and message block size s, we assume an underlying primitive
h:{0,1}% x {0,1}"*% — {0,1}"™. In other words, viewing the primitive h as a function from {0, 1}* to {0,1}",
this implies that a = Kk +n + s.

Given such a primitive h, we define the following keyed Merkle-Damgard hash function KMD": {0, 1}% x
{0,1}* — {0,1}"™. On input key k € {0,1}" and message msg € {0,1}* of length at most 27, the function
KMD" first pads the message to split it into £ = [(b4n +1)/s] message blocks of size s as in Theorem 10.1.3.
It then essentially computes the Merkle-Damgard hash function using the underlying hash function h, except
that the key k is inserted into every invocation of h. This is formalized in Figure 10.2.

Since the key k is included in every call to the underlying primitive h, it follows that any (S, T')-attacker
that finds a collision in KMD" with respect to a key k also finds a collision in & with respect to k. This is
formalized via a reduction, which gives the following theorem. Again, we note that the following theorem
very closely follows the reduction given in [GBO08, Section 8.5], but we give the full details in the AI-ROM

for completeness.

Theorem 10.2.1. Let k,n,s € N. Let h: {0,1}7x{0,1}"+5 — {0,1}" be any function, and let KMD" : {0,1}" x

IThe existence of this variant of the Merkle-Damgard transform has gone completely unnoticed in recent works studying
non-uniform security of this transformation [CDGS18, ACDW20, GK22, AGL22].
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{0,1}* — {0,1}™. Then, for every S,T € N, it holds that
Advinn (S, T) < Advy ™ (S, T).

Proof. Let A = (A1, Ay) be any (S, T)-attacker against the collision resistance of the construction KMD".
Recall that we assume for simplicity that if Ay outputs a successful collision msg, + msg’, such that
KM Dh(k, msg 4) = KM Dh(k, msg’y), then Ay queried all the necessary values to fully compute each of these
functions. We construct an (S, T)-attacker B = (By, Bz) against the collision resistance of h as follows.

In the preprocessing phase, Bq(h) simply computes ¢ «— Aj(h) and outputs o where |o| < S. In
the online phase, B%(o,k) is given a random key k « {0,1}* that it needs to find a collision for. B
computes (msg 4, msg’y) < A% (0, k), where it uses its own query access to the function h to answer queries
that Ay makes to h. Ba sets (my,...,my) < pad(msg,s,n) and (m),...,mj) < pad(msg/y,s,n), where
£ = [(|msg 4| +n+1)/s] and ¢’ = [(|msg/s| + n + 1)/s]. It initializes yo = y; = 0" as in the construction
of KMD". For i = 1,...,¢, it looks for the queries y; « h(k,y;—1|m;), and for j = 1,...,¢, it looks for
the queries y; < h(k,y;_;[m/) made by Ay (which must exist if Az succeeds in outputting a collision by
assumption). Let ¢*,j* be the minimal i,j > 0 such that y; = y; but y; 1|m; * y;_;|lmj_;. If such an
i*,j* exists, By outputs (msg, msg’) where msg = y;+ 1||m;+ and msg’ = yj._,[m/.. Otherwise, By aborts
and outputs L.

It remains to analyze the complexity and success probability of B. First, as B simply runs A in the
preprocessing and online phases, it follows that if A is an (.S, T)-attacker, then so is B.

For the success probability, we claim that whenever A succeeds, then B also succeeds. To see this, first
observe that y, = yj, by assumption. If ye_1|me_1 =+ yp_,|lm}_, that implies that such an ¢*, j* exist
leading to a valid collision, and we are done. Otherwise, we have that y,—1 = y},_,. Assume without loss of
generality that ¢/ > ¢ and let ¢/ = £ + i for ¢« > 0. Peeling back message blocks one at a time, B will either
find a collision in h relative to k, or we will have two sequences of identical message blocks (my,...,my) and
(miyq,...,m;,,). We proceed to show that if B does not find a collision, then A must have not actually
succeeded in finding a collision.

First, consider the case where ¢/ = £ so ¢« = 0. By injectivity of pad of Theorem 10.1.3, this implies that
msg 4 = msg’y, so A in fact did not succeed at finding a valid collision. Next, consider the case where ¢’ > ¢
so ¢ > 0. Theorem 10.1.3 guarantees that pad(msg,s,n) is not a suffix of pad(msg/y,s,n), so one of the
padded messages must be invalid.

Thus, whenever A succeeds, B will also succeed, so it follows that
Adviyitn (S, T) < Advy™(S,T),

as required. m
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Next, we recall that if h is a keyed function modeled as a random oracle (in the AI-ROM of Unruh [Unr07]),
Dodis, Guo, and Katz [DGK17] give the following bound on the success probability that any (S, T')-attacker

can find a collision in h with respect to a random key.

Theorem 10.2.2 ([DGK17]). Let h: {0,1}* x {0,1}> — {0,1}" be modeled as a random oracle in the
AI-ROM. Then, for any S,T € N,

285 4+ 2k n 5072
2K on

Adv3 (S, T) <
Combining Theorems 10.2.1 and 10.2.2, we get the following result.

Theorem 10.2.3. Let a,k,n € N be such that a > k+n. Let h: {0,1}* — {0,1}"™ be modeled as a random
oracle in the AI-ROM. Then, there is an H": {0,1}* x {0,1}<?" — {0,1}" such that:

1. For any S,T e N,
25 + 2k 5072

on + on

Adv3E(S,T) <
2. One evaluation of H" on messages of length b requires [(b+n+1)/s] queries to h, where s = a — Kk —n.

Proof. As a > k + n, we define s = a — Kk —n > 0. Then, we view h as a function from {0,1}* x {0,1}"**
to {0,1}" and use it in the construction KMD" of Figure 10.2 to get the hash function H” required by the
theorem.

The bound on the advantage immediately follows as a corollary of Theorems 10.2.1 and 10.2.2. As for
efficiency, we note that padding a message msg € {0,1}® via Theorem 10.1.3 results in a message consisting
of ¢ blocks each of length s, where £ = [(b+n+1)/s]. Each block of the message requires a single invocation

of h, so evaluating KMD" on msg requires £ = [(b+n + 1)/s]| queries to h as required. [
10.3 Instantiating the Inner Hash: Standard MD

We next consider instantiating the Merkle-Damgard framework of Section 10.2 whenever the underlying hash
function h: {0,1}* — {0,1}" has input length a such that n < a < k + n + s, where & is the key length, n
is the output length, and s is the desired message block size. Specifically, our goal is to use such a primitive
h: {0,1}% x {0,1}" to build a larger (fixed-length) hash function g": {0,1}* x {0,1}"** that can be plugged
into the construction KMD?" .

The first approach we consider is by simply building ¢ from h using the standard Merkle-Damgard
construction where h is not keyed in every invocation. We emphasize that in the standard version of MD, a
random initialization vector/ key is still included in the first invocation of h. However, it is not included in

the subsequent invocations of h, allowing h to take in smaller inputs overall.
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Construction FMDZ (k, msg):

1. Parse msg into £ blocks (m1,ma, ..., me) each of size s where £ = [b/s]

and my is padded with Os if needed.
2. Initialize yo = k, and compute y; «— h(yi—1,m;) for i = 1,... L.

3. Output ye.

Figure 10.3: The standard Merkle-Damgard construction with fixed input message length b FM DZ: {0,1}™ x
{0,1}> — {0,1}" given any underlying function h: {0,1}" x {0,1}* — {0, 1}, where n is the key and output

length, and s is the message block size.

Given an underlying hash function h: {0,1}* — {0,1}" where a > max(k,n), we define the standard
Merkle-Damgérd hash function with fixed input message length b FMD}: {0,1}* x {0,1}* — {0,1}" as
follows. For sake of simplicity and due to the nature of the MD construction, we will assume that the key
length k is equal to the output length n. Let s = a — n be the message block size we will include in each
invocation of the underlying h. On input a key k € {0,1}" and a message msg € {0, 1}®, the function FM D{f
splits the message msg into ¢ = [b/s] message blocks of size s (adding Os to the last block if needed). It
initializes yg = k, and for ¢ = 1,...,¢, computes y; as the hash of y;_; concatenated with m; using h. The
output of FM Dg is then y,. This is formalized in Figure 10.3.

If we instantiate g" := FM DZ only on input messages of size at most b = n+ s as required to instantiate it
inside KM Dgh, then we only need to worry about ¢-block collisions for £ = [(n + s)/(a —n)]. Akshima, Guo,
and Liu [AGL22] currently show the best known upper bound on the advantage of finding general ¢-block

collisions in MDh, given by the following theorem.

Theorem 10.3.1 ([AGL22)). Let b,n,s € N such that b > s, and set £ = [b/s]. Let h: {0,1}" x {0,1}* —
{0,1}™ be modeled as a random oracle in the AI-ROM. Then, for any S,T € N,
200n-(ST+T2) if € =2, and

MBS (T <] 7

2 2
34n-STL o (1 ST ) n 2.277:

o ) T if £ > 2.

We note that Ghoshal and Komargodski [GK22] give a bound of O(ST/2" + T?2/2") whenever ¢ is a
constant, which doesn’t require the assumption that ST? < 2". However, their bound does not extend to

super constant £.

Combined with Theorem 10.2.1, we get the following result.
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Theorem 10.3.2. Let a,n,s € N be such that a > n. Let £ = [(n+s)/(a —n)]. Let h: {0,1}* — {0,1}" be
modeled as a random oracle in the AI-ROM. Then, there is an H": {0,1}* x {0,1}<2" — {0,1}" such that:

1. For any S,T € N,

i 200n(STHT?) if € =2,and
AdviiE (S, T) <

34n-STY ST? 272
T-max(l, 2n)+ on 'Lf€>2

2. One evaluation of H" on messages of length b requires £ - [(b+n + 1)/s] queries to h.

Proof. As a > n, we parse h: {0,1}" x {0,1}*™ — {0,1}" and use it to construct FMD! _ as defined in

Figure 10.3. We then use Fl\/IDZ+

S

5 as the primitive underlying our MD-based hash function of Figure 10.2.
So, we set

H" := KMD™MPn+:

The bound on the advantage follows as a corollary to Theorems 10.2.1 and 10.3.1, where the message

length required for the FM DZ 45 construction is only n + s. Furthermore, this implies that FM DZ 45 Tequires

S

¢ = [(n + s)/(a — n)] invocations of h per invocation of FMD"_ _, and KMDMD%+ requires [(b+n +1)/s]

invocations of FM DZ 15, giving the resulting efficiency bound. [ |

We emphasize that because our reduction in Theorem 10.2.1 is generic, any improvement on the bound
of [AGL22, GK22] for finding an ¢-block collision in MD will immediately imply an improved bound in
Theorem 10.3.2.

We next state a corollary of Theorem 10.3.2 where we restrict to using ¢ = 2 invocations of h in the
underlying FM DZ +s construction. For this setting, the bound of [AGL22]| above is optimal (up to poly(n)

factors), and we observe that the resulting bound matches our desired bound of O(S/2" + T?/2") whenever

S<T.

Corollary 10.3.3. Let a,n,s € N be such that a = 3n/2 + s/2. Let h: {0,1}* — {0,1}™ be modeled as a
random oracle in the AI-ROM. Then, there is an H": {0,1}* x {0,1}<?" — {0,1}" such that:

1. For any S,T € N,
200n - (ST + T?)

27L

Adv3E (S, T) <
2. One evaluation of H" on messages of length b requires 2 - [(b+n + 1)/s]| queries to h.

Proof. Restricting to ¢ = 2 in Theorem 10.3.2, we require that £ = [(n +s)/(a —n)] < 2. This holds as long

as a = 3n/2 + s/2, as required. |
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Game GJ'5"(B)
1. h<sFcs({0,1}%,{0,1}"™)
2. ky,... kg <s {0, 1}"
3. ste— L
4. Fori=1to S
(a) (msg, msg’, st) «s B"(st, k;)
(b) Output false if:
i. msg = msg’, or,
ii. g"(k;, msg) # ¢" (k;, msg’)

5. Otherwise, output true

Figure 10.4: The multi-instance game G;"hi,'g, where B is a uniform adversary with oracle access to the

function h.

10.4 Instantiating the Inner Hash: Two-Level Merkle Tree

In this section, we instantiate the Merkle-Damgard framework of Section 10.2, that uses a keyed inner hash,
in the setting where the underlying hash function h: {0,1}* — {0, 1} satisfies a > max(2n+2, k+[n/2]+3).

The compression function in this instantiation of the MD-based framework, is a Merkle tree with two
leaves, where we additionally input the key into each leaf. We describe next the framework introduced

in [AGL22] that we use to analyze the collision-resistance of this construction in AI-ROM.

10.4.1 The [AGL22] Framework

In this section, we briefly introduce the framework given by [AGL22] which is useful in analyzing non-uniform
security. An earlier version of this framework was introduced by [CGLQ20, ACDW20] inspired by techniques
used in proving constructive Chernoff bounds in [IK10] and later refined by [ACDW20, GK22, AGL22| to
upper bound Adv;i;”(S, T). This framework involves upper bounding the advantage of an (S, T)-attacker
using the advantage of a uniform adversary for a multi-instance game that has to find collisions for S

randomly chosen values of k.

We define the “multi-instance” game G;‘,i“g(b’) in Fig. 10.4. We refer an adversary playing Gg‘,['csr and
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making at most T' queries for each k as a (S5,7T)-MI adversary. For any (5,7')-MI adversary, define

AdvT(B) = Pr[ rg“,!'cS'(B) = true] .

gh

Further,

g h

Advi(S,T) = max Adv™ e (B) ,

where the maximum is taken over all (S, T)-MI adversaries. The following key lemma relates Adv;iﬁcr(S, T)

to Adv;";ifcr(S, T), which is proven in [AGL22].

Lemma 10.4.1 ([AGL22)). Fiz S,T €N and 0 < < 1, if AV (S, T) < 6%, then Adv2i'(S,T) < 26.

OFFLINE AND ONLINE QUERIES. Since the adversary in the multi-instance game is stateful, we can assume
without loss of generality that it does not repeat queries since they can simply remember the answers.
Additionally, [AGL22| formalized the notion of “offline” and “online” queries during a particular instance
of the game. When running the adversary on k;, the queries that were made while the adversary was run
on ky,...,k;_; are collectively known as the “offline” queries, and the queries made while running on k; are

“online queries”.

10.4.2 Two-Level Merkle Tree

In this section, we present our construction of a keyed Merkle tree and analyze its collision resistance in
the AI-ROM using the framework in the previous section. Specifically, given an underlying hash function
h:{0,1}* — {0,1}" where a > max(2n + 2, k + [n/2] + 3), we define a keyed, 2-level Merkle tree 2M T}’ for
message length b < 2a — 2k — 4.

Before we define 2MT2, we introduce notation that allows use to “domain-separate” h into three separate
functions. Given a fixed hash function h: {0,1}* — {0,1}", we define three domain-separated functions
hi,ho, hs: {0,1}%2 — {0,1}", where h;(z) outputs h(i|z) where i € {0,1}? is the 2-bit binary representation
of i. Moreover, we refer to a query h(i|#) as a query to the function h; (which is also clearly a query to h).

To construct 2MTP: {0,1}* x {0,1}* — {0,1}", we use hy and hy above to process the two leaves of the
depth-2 Merkle tree, where we include k € {0,1}* in each leaf. We then feed those outputs as input to hs to
get the output of 2MT}. This construction is formalized in Figure 10.5.

Our main result of this section is the following theorem, which bounds the probability that any (S,T)-

attacker finds a collision in 2MT£’.

Theorem 10.4.2. Let a,x,n € N be such that a > max(k + [n/2] + 3,2n + 2). Let h: {0,1}* — {0,1}" be
modeled as a random oracle in the AI-ROM. Then, for s = 2a—2k—n—4, the construction 2MTZ+S: {0,1}7x
{0,1}"*% — {0,1}" of Figure 10.5 satisfies the following.
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2MTE (k, msg)
1. Parse msg € {0,1}°* 2"~ as msg, |[msg, where msg;,msgy € {0,1}* "2,
2. Compute yr, < hi(k|msg,).

3. Compute yr < ha(k|msgg).

4. Output z « hs(yr|yr).

Figure 10.5: The two-level, keyed Merkle tree construction 2MT}: {0,1}* x {0,1}> — {0,1}" with fixed
input message length b given any underlying function h: {0,1}* — {0, 1}", where a > max(2n+2,x+ 3) and

b < 2a—2k—4. hy, ho, hs are all domain-separated using the first two bits of A to encode 1,2, 3, respectively.

- For any S,T € N,
. S T2 2
Advi (S, T) < <2n - (14n + 42ny + 42n9°) + o <2 + 2y >) ;

where v = ST?/2™.

We prove this theorem using the framework described in Section 10.4.1. So, by Lemma 10.4.1, it suffices

to prove the following lemma which bounds the advantage of an (S, T)-MI adversary.
Lemma 10.4.3. Let S, T € N. Then

s
AdvTiI(S, T) < ﬁ-(7n+21n-7+21n-72)+22- 1-i-l+i
g J 9K 2n T T? ’

where v = ST?/2™.

Proof. Following the techniques of [AGL22], we reduce the task of bounding /—\dvgq;ifcr(S7 T) to that of
bounding any T-query adversaries advantage of succeeding in iteration ¢ given that it has succeeded in all
previous iterations. Fix any (S, T)-MI attacker A. Let W; be the indicator random variable that A wins on

k; in Gg‘,i'g'. Define the random variable W.; := Wi A ... A W;_;. We have that

S
Advgi ' (A) = Pr[Wy A Wa Ao A W] = [Pr[Wi[Wa] .

gh
i=1
We will prove that for every A and each i € [S], Pr[W.;11] < (d5)% where

T2 S S2T? ST3 S3T4 1
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Note that dg is equal to the term in the lemma statement raised to the S power. Also, we observe that if
Pr(W.;] < (d5)%, then we are done since Pr[W.;,1] < Pr[W.;]. Therefore, we assume from here on that
Pr(W.;] > (6s)".

To simplify the analysis of Pr[W;|W.;], we define the “knowledge-gaining event” E}. as follows. We say
that an offline query to h (via hi, he, or h3) is a “hitting” query if its output is equal to the output or the
left/ right inputs of a prior h query (after removing the first two bits if necessary). We define E};, to be the
event that there are more than 7n - max(i, 3i272/2") hitting queries among the first (i — 1) - T offline queries.

Conditioning on this event, we upper bound Pr[W;|W;] for any i € [S] as follows.

PrWi|Wx;] = Pr[Wi|[We; A —Epie] - Pr[—Efie] Wi]
+ Pr[W;|Wai A Epie] - Pr[EfelWei]
< Pr[WiWei A —Eje] + Pr[Efe [ W<i]
Pr [Ef]
Pr{W.i]
Pr[WilW<i A =Ej] + Pr[Ep] - (277),

Pr{Wi[W<i A —|Eh,t]

where the last line follows by the assumption that Pr[W.;] > (6s)* = (1/2")%. Hence, it suffices to separately
bound Pr[E{.] and Pr[W;|W.; A —E}.], which we do in Claims 10.4.4 and 10.4.5, respectively, below.
Specifically, we show in Claim 10.4.4 that Pr[El.] < (27™%), so Pr[EL,] - (2™%) < 1/2". Then in
Claim 10.4.5, we show that Pr[W;|W.; A —Ej.] < s — 1/2".
It follows that for any (S, T)-MI attacker A,

S
AV (A) = Pr[Wegs1] = H [WilW-] < (65)°.

As this holds for any such A, it follows that Advml (S, T) < (6s)°, as required by the lemma statement. It

remains to prove the claims.
Claim 10.4.4. Pr[E | < (2")2

Proof. Let the random variable Z; be an indicator random variable for the j-th query among the first
(¢ = 1) - T queries being a hitting query. Define the random variable Z := Z;:ll)'T Z; to denote the total
number of hitting queries. Thus, it suffices to show that Pr[Z > 7n - max(i, 3i2T2/2")| < 27271,

First, note that output of each query can hit either the output of a previous query, or one of the left /right
inputs. As each new output is lazily sampled and has to match n bits of some previous value, this implies
that

E[Z;] = Pr[Z; = 1] < 3iT/2" = 3iT/2".
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Using linearity of expectation over at most i7" possible offline queries, we have that
E[Z] < 3i*T?/2".

We next give a general tail bound on Z for any upper bound pimax on E[Z]. Let § := Tn — 1, which is at
least 1 as n > 1. So, we can apply the Chernoff bound of Proposition 10.1.1 to get the following tail bound
on Z.

PriZ =Tn- timax] < Pr[Z = (1+06) - fimax]

N

exp (—Hmax - 6/3)

2*#max'(7n/371/3)-10g e

YA\

92N Pmax

YA\

We consider two cases: (a) i > 3i2T2/2", or (b) i < 3i®T?/2". In case (a), this implies that E[Z] < i =

Imax, SO by the above tail bound,
Pr(Z=Tn-i|i>3T?/2"] <27

In case (b), we use jmax = 3i°72/2" and the fact that pmax < i in the tail bound above. Furthermore,

1 < ltmax, SO it follows that
Pr(Z = Tn-(3i*T%/2") | i < 3¢°T?/2"] < 272"
Combining the two cases, it holds that
Pr[Z = Tn-max(i, 3i°T%/2")] < 27",

as required.

Claim 10.4.5. Pr[W;|W.; A —E}, ] < és —1/2".

Proof. Suppose that the adversary A wins in game ¢ on key k;. We can assume without loss of generality
that the adversary makes all the queries that are required to compute a collision. We define the queries

Q1,0Q2,Qs, Q1 , Qh, Q% corresponding to a collision on k; as follows:
1. Q1 = (1, (k;||z1),y1), where y; = hy(k;|z1) was queried.

2. Q2 = (2, (k;|z2), y2), where yo = hy(k;|x2) was queried.
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3. Q3 = (3, (y1]|y2), 2), where z = hz(y1 |y2) was queried.

4. Q) = (1, (k;[|=}), y;) where y} = hi(k;||z}) was queried.

5. Q4 = (2, (k;||z5), v5), where y4 = hy(k;, z5) was queried.

6. Q% = (3, (¥illvh), z), where z = hg(y]|y5) was queried.

If there are multiple such candidates of queries (Q1,Q2,Q3, @], @5, Q%), we fix the candidate that is the
lexicographically smallest.

We categorize the possibilities for the queries of k; into one of the following cases and sub-cases for the
following analysis. Recall that an offline query is one made before game i started, and an online query is one

made during game 1.

1. The queries Q3, Q% are identical queries. Assume without loss of generality that the queries Q1, Q)
are different (the other symmetric possibility is that the queries Q2, Q% are different, since otherwise if
Q1, Q) are same, @2, Q% are same, @3, Q5 are same then by definition they cannot lead to a collision).

We further have the following sub-cases.

(a) Q1,Q] are both online queries.
(b) One of @1, Q] is offline, and the other is online.

(¢) @Q1,Q) are both offline.

2. @3, Q4 are different queries. We have the following sub-cases.

(a) Q3,Qf% are both online queries.
(b) Qs is offline, but @1, Q2 are online.
(¢) Qs is offline, and one of @1, Q2 is online, and the other is offline.

d) Q1,Q2, Q3 are offline but Q% is online.
( 3

(e) Qh Q27 Q37 Qllv Q127 Qé are 3.11 Oﬁ:ﬁne'

First, we argue that these cases are exhaustive. If the queries @3, Q5 are identical, we can assume without
loss of generality that @1, Q) are different queries that have the same answer. So the three possibilities are
both are online (sub-case 1a), exactly one of them is online (sub-case 1b), and both are offline (sub-case 1c).

When @3, Q% are different, the possibility that they are both online is captured by sub-case 2a. If one of them
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Case Probability
la g—:
1b S
1c ™m- 2% + 21n - ;i—{i
2a g—f
2b i
2c |Tn- ;i—{i + 21n - 2‘;%
2d | 7n- BT 4 210 - S
% | Tn-ge +2ln- L5

Table 10.1: Upper bounds on probability of the cases

is offline-say Q3 without loss of generality— then either one of )1, Q2 is online (captured by sub-case 2b), or
one of Q1, Q- is offline and the other online (captured by sub-case 2c), or they are both offline (this is captured
by sub-case 2d since we know @)% is online). Finally when Qs, Q% are both offline — if any of Q1,Q2,Q, Q%
is online, this is captured by one of the sub-cases 2b and 2c. The final possibility is Q1, Q2, @3, Q}, Q%, Q%
are all old which is captured by sub-case 2e.

We will upper bound Pr[W;|W.; A —'E,ﬂit] by upper bounding the probability of each of these cases
happening. We will prove the upper bound on the probability of the cases as shown in Table 10.1. As
Pr [VVZ|I/V<Z A —Eﬁit] is at most the maximum of the probabilities in Table 10.1, it follows that

2

i T {
Pr [Wi|W<i A ﬁEhit] < o +7n- o +21n - iR

272 T3 ST
+ o TN o

We proceed to prove the upper bound on the probability of each case happening one by one.

Case la: (Q3 = Q%, and Q1, Q] are both online queries) We can simply upper bound the probability of
this case happening by the probability of two h; online queries producing a collision, which is at most T2 /2"

by a birthday bound.

Case 1b: (Qs3 = Q%, and exactly one of @1, Q) are online) Assume without loss of generality that (), is
the offline query and @ is online. Q1 must correspond to some offline hy query that contains k; as a prefix.

If there are k such offline queries, then one of the online queries has to hit the same output as one of those k
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queries to be the Q) query. This implies a bound of k-T/2" probability. But, the expected number of offline
hi queries that had k; as a prefix is at most (¢ — 1) - T'/2". Thus, this case happens with probability at most

(i-1)-T
Z Pr[there are k offline hy queries prefixed by k;] - k- T/2"
k=0

= E [number of offline hy queries prefixed by k;] - T'/2"

< iT2/2n+H.

Case 1c: (Q3 = Q%, and both of @1, @} are offline) If this case happens, there are two different offline hy
queries on (k||*) such that they both produce the same answer, i.e., in particular there is hitting query of the
form hq (k). If this happens for k different ks, there are at least k hitting queries. Since we know that there
are at most 7n - max(i, 3:272/2") hitting queries, and k is sampled uniformly at random this case happens

with probability at most 7n - /2% + T - (3i2T2/2") /2% = Tn - i/2% + 21n - 2T2 /254",

Case 2a: (Q3 # Q%, and both of @3, Q% are online) We can simply upper bound the probability of this
case happening by the probability of two hs online queries producing a collision, which is at most 72/2" by

a birthday bound.

Case 2b:  (Q3 F Q%, Qs is offline, but @)1, Q2 are online) For this case to occur, the adversary needs to make
distinct online queries Q1, @2 whose outputs hit the input of some offline query Q3. Since there are (i —1)-T

offline queries, and T online queries, this happens with probability at most (i — 1) - T - T?/22" < T3 /22",

Case 2c: (@3 F Qf, Q3 is offline, and exactly one of @1, Q2 is online) Assume without loss of generality
that Q2, Qs are offline and @ is online. We say that an offline hs query on (z|y) is “associated” with k; if
either there exists an offline query hq(k;||*) = x or there exists an offline query ha(k;|#) = y. Given that the
event E/. does not hold, there cannot exist a set of more than k = 7n - max(i, 3iT%n/2") distinct hq or ho
queries that all have the same output, since otherwise there will be k hitting queries. Hence, an hz query can
be associated with at most 7n - max(i, 3i?T?n/2") distinct k values. Given that there are at most (i — 1) - T
offline h3 queries, it follows that there are at most 7n - iT - max(i, 3i?T?n/2") different pairs of associated
hs queries and k values. Therefore, for any randomly sampled k, the expected number of h3 queries it is
associated with it is at most 7n - 4T - max(i, 3iT%n/2") /2"

For the specific k; value sampled, if there are k hs queries associated with k;, then there are at most k

possible values of the output of some potential online ()1 query. Hence, the probability of this case happening
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is at most

(i—1)T
Z Pr [there are k hs queries associated with k;] - k- (T/2")
k=0

= T/2" - E[number of hz queries associated with k;]

< Tn-d2T2/2"F 4 21n - 3T /220 +r

Case 2d: (Q3 + Qf, Q1,Q2, Q3 are offline but Q% is online) Suppose for the value of k; sampled there
are k hs queries associated with k; as above. Then, there are at most k£ possible values that some potential
online Q% query has to hit to cause this case to happen. Thus, the analysis follows identically to the previous

case, giving a bound of 7n - 272 /2" "% + 21n - 374 22+~

Case 2e: (@3 F Q% and Q1,Q2, Q3, @}, Q5, Q% are all offline) We refer to a collision structure for k as a set
of offline queries of the form @1, Q2, @3, Q}, @5, Q5 corresponding to k. We claim that if there are k values
of k with a corresponding collision structures queried, then there must be at least k different hitting queries.
First it is easy to see that for every k that gets classified into this case, at least one out of Q3,Q% is a
hitting query because they have the same answer. It remains to show that a set of k collision structures
implies k distinct hitting queries.
To do so, we build a set of hitting queries as follows assuming there are k values of k with queried collision

structures. For every such k value in lexicographic order, do the following.

- If one of Q1, Q2, Q}, Q% is a hitting query, add it to this set,

- Otherwise, Q3 or Q% must be a hitting query, so add it to the set.

We now claim this set has size at least k. Note that if a Q1,Q2, @}, Q% is added to the set, it is unique
since it is an h; or hy query that contains k, so it increases the size of the set by one. Otherwise, a Q3 or
QY% query is added. Assume without loss of generality this Q3 is added. Either this increases the size of the
set by one, or Q3 was already in the set. In the latter case, there must exist some previous key k for which
some hg query corresponding to Q3 was added. We use Q1, Q2, Qs, ~’1, Q’Q, Qg to denote the corresponding
queries in the collision structure for k. By assumption Q3 = Q3 and neither of the two collision structures
have a hy or ho-type hitting query. But this is impossible since there must exist a pair of h; or hy queries,
containing k and R, with output contained in the input of Q5 = Qs, so there must be a hy or ho-type hitting
query for either k or k. Therefore, for k collision structures, there will be at least k distinct hitting queries.

Given the above claim regarding collision structures, and assuming E{.. doesn’t hold, this implies there

are at most 7n - max(i, 3i272/2") distinct k values with collision structures queried. But this implies that a
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randomly sampled k; gets classified into this case is at most

Tn - max(i, 3i°T2/2™) /25 = Tn - i/25 + 21n - i2T2 /2" FF,

This completes the proof of Lemma 10.4.3. ]

10.4.8 Variable-Input Length Hash from Two-Level Merkle Trees

We combine the construction of Section 10.4.2 with the framework of Section 10.2 to get a variable-input
length hash function. This construction is optimally secure as long as ST? < 2" and requires an underlying
function h: {0,1}* — {0, 1}" where a > max(x + [n/2] + 3,2n + 2). This results in the following theorem.
We note if we modify values of k,n by additive constant factors, we can get the same result as below
with only O(1) multiplicative loss in security. In this sense, we can achieve the theorem below assuming a

function h: {0,1}?" — {0,1}", i.e. @ = 2n so only compressing by a factor exactly two.

Theorem 10.4.6. Let a,x,n € N be such that a > max(k + [n/2] + 3,2n + 2). Let h: {0,1}* — {0,1}" be
modeled as a random oracle in the AILROM. Then, there is an H": {0,1}* x {0,1}<2" — {0,1}" such that:

1. For any S,T € N,

i-cr S T2 2’)/ 2
Advi (8, T) < (2& - (1n 4 42ny +4207°) + o (2 ot T2>> ’

where v = ST?/2™.

2. One evaluation of H" on a message b bits long requires 3 - [(b + n + 1)/s] queries to h where s =

20 — 2k —n — 4.

Proof. We define H := KMD2MTr+5 where 2MTZ+
have that Advir<"(S,T) is upper bounded by Adv;i,\',lc-{-hJr (S,T). Therefore, the bound on the advantage of

is defined in Figure 10.5. From Theorem 10.2.1, we

S

any (S, T)-attacker on H" follows from Theorem 10.4.2.
We have that 2MT/,

n+s

padding, will result in [(b+n + 1)/s] message blocks that are fed into 2MT!, .. For each call of 2MT", . we

{0,1}* x {0,1}"*% — {0,1}", for s = 2a — 2k —n — 4. A b bit message, after

need 3 calls to h, which implies the bound on the efficiency of H".
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10.5 Merkle Tree Framework with a Keyed Inner Hash

In this section, we give another framework similar to the MD-based framework in Section 10.3. This frame-
work is a keyed version of the Merkle tree construction where the key is used in every invocation of the inner
hash function, not just at the leaves.

For a key length x, output length n, and message block size s (where s > 2n), we assume an under-
lying primitive h: {0,1}% x {0,1}**!1 — {0,1}". Given h, we define the keyed Merkle tree hash function
KMT": {0,1}* x {0,1}* — {0,1}". On input key k € {0,1}", and message msg. The function KMT" first
pads the message to split it into £ = [(b + 1)/s] message blocks of size s using padding pad’ which is defined
as follows.

pad’(msg, 5):
1. Let k = s — ((Jmsg| mod s) + 1).

2. Output (my,...,myg) € ({0,1}*)¢ where my]|...|m, = msg|/1]0*.

Similar to Theorem 10.1.3 we can prove the following theorem for pad’.

Theorem 10.5.1. Let s € N. The function pad’'(msg,s) on messages msg € {0,1}* satisfies the following

properties:
1. |pad’(msg, s)| € ({0,1}%)" for £ = [(Imsg| +1)/s].

2. There is a unique decoding procedure that outputs msg given pad’(msg,s), and outputs L on invalid

padded messages.

Note that the second point implies that pad’ is injective. We omit the proof of this theorem because it
follows from the proof of Theorem 10.1.3.

After padding the message msg to get message blocks (myq, ..., my), the construction essentially computes
a standard Merkle tree with message blocks at the leaves, using the hash function h(k, -) as the compression
function. For technical reasons, we additionally use a single bit appended to k to indicate whether a block
in the Merkle tree corresponds to a leaf (specified by a 0) or an interior node (specified by a 1). This is
done to avoid trivial collisions that can be obtained by just outputting a subtree of a given tree (say the
root and its two children). To deal with trees with ¢ leaves where ¢ is not a power of 2, we simply “push” a
value up the levels of the tree until it needs to be merged. This is formalized in Figure 10.5. We illustrate
an example of how the Merkle tree is built for £ = 7 in Fig. 10.6. Since the key k is included in every call
to the underlying primitive h, it follows that any (S, T)-attacker that finds a collision in KMT" with respect
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Y13 = KMT(key, (my, ms, ..., m-))
key||l m; € {0’1 }a—x—l
h key € {0,1}*

¥ g

Y10 Y20 V3, Yao Y50

T
T AU Wy U W A VA Wy A Sy A
(R T N S N T

key[l0  m, nmy ms ny ms mg my
|

Figure 10.6: The construction KMT" given a hash function h: {0,1}* — {0,1}" for a > max(k + 2,2n + 1).
Let s = a — k — 1. The inputs to h are padded with appropriate number of zeros if the size of the input is
less than k + s + 1 bits. I is the identity function that is used to “push” a value up the tree until it needs

to be merged.

to a key k also finds a collision in h with respect to key. This is formalized via a reduction, which gives the

following theorem.

Theorem 10.5.2. Let k,n,s € N such that s > 2n. Let h: {0,1}* x {0,1}**1 — {0,1}" be any function,
and let KMT": {0,1}% x {0,1}* — {0,1}" as shown in Figure 10.7. Then, for every S,T € N, it holds that

AdVEiT (S, T) < Advi (S, T).

Proof. Let A = (A1, As) be any (S, T)-attacker against the collision resistance of the construction KMT".
Recall that we assume for simplicity that if Ay outputs a successful collision msg, + msg’, such that
KM Dh(k, msg 4) = KM Dh(k, msg’y), then Ay queried all the necessary values to fully compute each of these
functions. We construct an (S, T')-attacker B = (B, B2) against the collision resistance of h as follows.

In the preprocessing phase, Bi(h) simply computes o «— A;(h) and outputs o where |o|] < S. In
the online phase, B2(o,k) is given a random key k « {0,1}* that it needs to find a collision for. B
computes (mMsg 4, msg’A) — A’; (0, k), where it uses its own query access to the function h to answer queries
that As makes to h. Bs sets (mq,...,my) < pad'(msgy,s) and (m},...,m}) < pad’(msg/,,s), where

£ =[(|msg 4| +1)/s] and ¢’ = [(|msg’y| + 1)/s]. Assume without loss of generality that ¢’ > .



335

Construction KMT" (k, msg):

1. (m1,ma,...,mg) < pad’(msg, s) where £ = [(Jmsg| + 1)/s].

2. Initialize y;,0 < h(k||0,m;) for ¢ = 1,... L.

3.0 ¢

4. For j =1 to [log/].
(a) Compute yi,; = h(k|1, y2i—1,j—1]y2i,j—1[0°7>") for i = 1,...,|¢/2].
(b) If ¢ mod 2 =1 then ypy1)/2,; = Yer j—1, £ — (€' +1)/2.
(c) Else £/ « ¢'/2.

5. Output Y1 iog e1-

Figure 10.7: The Merkle tree construction with a keyed inner hash.

B looks at the queries made by A and recovers the corresponding Merkle trees with leaves (myq, ..., my)
and (mf,...,my) (A2 must have made the queries which are required to compute these trees since A
succeeds in outputting a collision by assumption). It looks for any collisions in h among these queries in the

Merkle tree. If it finds one, it outputs the collision, otherwise aborts and outputs L.

It remains to analyze the complexity and success probability of B. First, as B simply runs A in the
preprocessing and online phases and makes no additional queries to h, it follows that if A is an (5,7)-

attacker, then so is B.

To analyze the success probability of B, we claim that whenever A succeeds, then B also succeeds. To
help in our analysis, we define a recursive procedure CollisionSearch (in Figure 10.8) that takes as input two
different nodes in a Merkle tree with the same value, treated as the roots, and outputs true if there is a

collision and false otherwise.

First, we claim that CollisionSearch outputs true only if it finds a collision. This is because it is always
called on two roots which have the same value and returns true only if the two children of the roots have
different values (in which case it has found a collision because the roots have the same value), or if one root
is a leaf and the other is not (in this case it has to be the collision because the leaves have input prefixed by

k[|0 while other nodes have inputs prefixed by k|1).

As a result, it remains to argue that whenever CollisionSearch returns false, A fails to find a collision.

If £ = ¢, then the two Merkle trees will have the same structure, so CollisionSearch will return false only
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Procedure CollisionSearch(root, rootz):

1. Let the number of leaves of the tree rooted at root; be £, and the number of leaves of the tree rooted

at roots be £'.
2. If £ = ¢’ = 1, then return false.
3. If¢=1,/>1or ¢ =1, > 1, then return true.

4. Find the left and the right child of root;, (going down the I nodes if required), call these rooti,r
and rooty,z. Find the left and the right child of roots, (going down the I nodes if required), call

these rootz 1, and rootz r.

5. If the value at root;,;, and roots 1 are different or if the value at root; r and roots r are different

return true.
6. Make a recursive call to CollisionSearch(root, 1., roots 1), and return true if it returns true.
7. Make a recursive call to CollisionSearch(root;, g, rootz r), and return true if it returns true.

8. Otherwise return false.

Figure 10.8: Recursive collision search procedure used in the proof of Theorem 10.5.2

if all the leaves of the two trees are same. This means that (mi,...,my) = (mf,...,m}), so msg = msg’
by injectivity of pad’. Therefore, A did not find a valid collision, as required. If one of ¢ or ¢ is 1 and
CollisionSearch returns false, then it must be that / = ¢ = 1, meaning A has failed to find a collision as
above. Finally, consider the case where ¢/ > ¢ > 2. Let £, and £g be the number of leaves in the left and
right subtrees of the tree with ¢ leaves, i.e., {1, + g = £. Similarly define ¢;, ¢y so that ¢} + ¢}, = ¢'. Then
it must be the case that either ¢;, & ¢ or (g # ¢, at every step. It follows inductively that at every step
of the recursion, either the left or the right subtree will have a different number of leaves, so eventually,
CollisionSearch will arrive at a case when one subtree has one leaf and the other has more than one, returning
true, in contradiction.

Thus, whenever A succeeds, B will also succeed, so it follows that
A VaKiR/(I:EI'h(S’ T) < Adv?j_cr(s’ T)a
as required. |

We combine the construction of Section 10.4.2 with the framework presented above to get a variable-input

length hash function. This construction is optimally secure as long as ST? < 2" and requires an underlying



337

function h: {0,1}* — {0, 1}" where a > max(x+[n/2]+3,2n+2, k+3[n/2]—1). This results in the following
theorem.

We note if we modify values of k,n by additive constant factors, we can get the same result as below
with only O(1) multiplicative loss in security. In this sense, we can achieve the theorem below assuming a

function h: {0,1}*" — {0,1}", i.e. a = 2n so only compressing by a factor exactly two.

Theorem 10.5.3. Let a,k,n € N be such that a = max(k + 3[n/2] +2,2n + 2). Let h: {0,1}* — {0,1}" be
modeled as a random oracle in the AI-ROM. Then, there is an H": {0,1}* x {0,1}* — {0,1}" such that:

1. For any S,T € N,

i-cr S T2 2"}’ 2
AV (S, T) < <25 (14n + 420y +4207%) + o7 - <2 +o T2>> ’

where v = ST?/2™.

2. One evaluation of H" on a message b bits long requires at most 6 - [(b + 1)/s] — 3 queries to h where

s=2a—2k—n—4.

Proof. Let s = 2a—2k—n—4. We define H := KMT?MTn+: where 2MTZ+S is defined in Figure 10.5. Since we
have that a > k+3[n/2]+2, it implies s = 2a—2k—n—4 > 2n. Therefore, from Theorem 10.5.3, we have that
Adv3r< (S, T) is upper bounded by Adv;i,\_/lcTerrs(S, T). Therefore, the bound on the advantage of any (S,T)-
attacker on H” follows from Theorem 10.4.2 since a > max(k+3[n/2]+2,2n+2) > max(x+[n/2]+3,2n+2).

We have that 2MTZ+S{O, 1}% x{0,1}"*t% — {0,1}", for s = 2a—2k—n—4. A b bit message, after padding,
will result in [(b + 1)/s] message blocks that are fed into 2MT!, .. To build a Merkle tree on [(b + 1)/s]
blocks we need 2[(b+1)/s] calls to 2MT", _ and for each call of 2MT"

nts nts» We need 3 calls to h, which implies

the bound on the efficiency of H".
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Chapter 11
THE QUERY-COMPLEXITY OF PREPROCESSING ATTACKS

In this chapter, we focus on the question of how much t¢ime is needed to produce the advice for
preprocessing attacks. This question is highly non-trivial and often overlooked. As in the case of space-
time tradeoffs, we focus in particular on settings with ideal primitives, where both the offline and online
time-complexities are approximated by the number of queries to the given primitive. We give generic results
that highlight the benefits of salting to generically increase the offline costs of preprocessing attacks. The
majority of our pauper presents several results focusing on salted hash functions. In particular, we provide a
fairly involved analysis of the pre-image- and collision-resistance security of the (two-block) Merkle-Damgard
construction in our model. This chapter is based on our work in [GT23].

In Section 11.1, we introduce the preliminaries for this chapter. In Section 11.2, we prove a result that
generically justifies the practice of salting cryptographic primitives to defeat preprocessing attacks. Then
in Section 11.3, we introduce new non-generic techniques specific results for offline-online attacks on salted
random oracles. Finally, in Section 11.3, we analyze the security of two-block Merkle-Damgard against

offline-online attacks.
11.1 Preliminaries

Let N = {0,1,2,...} denote the set of all natural numbers and N>y = N\{0}. For N € N.g, let [N] =
{1,2,...,N}. For a set X, let |X| be its size and X denote one or more elements of X. For a set S and
r € N.g such that r < |S|, we denote using (i) the set of subsets of S with 7 elements. We denote Fes(D, R)
the set of all functions mapping elements in D to the elements of R. Security notions are defined via games;
for an example see Fig. 11.2. The probability that a game G outputs true is denoted using Pr [G].

We let x <—s D denote sampling x according to the distribution D. If D is a set, we overload notation
and let 2 «s D denote uniformly sampling from the elements of D. For a bit-string s we use |s| to denote

the number of bits in s. For a random variable X, we use E [X] to denote its expectation.

MERKLE-DAMGARD. We recall the Merkle-Damgérd hashing mechanism. For n,¢ € N5, let h : {0,1}" x
({0,1}¥)* — {0,1}™ be a compression function. We recursively define Merkle-Damgard (MD) hashing
MD" : {0,1}" x ({0,1})* — {0,1}" as

MD"(a, M) = h(a, M)
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for a € {0,1}", M € {0,1}* and
MD"(a, (M, My, ..., Mp)) = h(MD"(a, (M1, Ms, ..., Mg_1)), Mg)

for a € {0,1}" and My,..., Mp € {0,1}*. We refer to a as the salt.

THE COMPRESSION LEMMA. The compression lemma states that it is impossible to compress a random

element in set X’ to a string shorter than log |X| bits long, even relative to a random string.

Proposition 11.1.1 (E.g., [DTT10]). Let Encode be a randomized map from X to Y and let Decode be a
randomized map from Y to X such that

Pr. «s v [Decode(Encode()) = x] > e.
Then, log |Y| = log|X| — log(1/¢).

MARKOV’S INEQUALITY. We use Markov’s inequality multiple times in this chapter. We state it here for the

sake of completeness.

Proposition 11.1.2. Let X be a non-negative random variable and a > 0. Then

ELX]

PriX >a] <
(X >a] < =

11.2 Offline-Online Tradeoffs and the Role of Salting

We present some basic facts about offline-online tradeoffs and discuss the role of salting. To do this, we

define a notational framework that captures the generality of our statements.

11.2.1 A general framework for offline-online attacks

GAMES. We formalize security guarantees in cryptography using games, which we also use for security proofs.
A game G describes an environment an adversary A can interact with, and the combination of G and A results
in a random experiment G(A) (we refer to this as A “playing” the game G) which produces a Boolean output.

We also denote this output as G(.A).

GAMES WITH IDEAL PRIMITIVES. We are interested in a special class of games that depend on an ideal
primitive, such as a random oracle, random permutation, ideal cipher, etc. We model this via a distribution
7 on a set of functions. For example, a random oracle with (finite) domain D and range R would be modeled

by the uniform distribution on Fcs(D,R).! Similarly, an ideal cipher with key space K and domain X can

1 As usual, one must be more precise when formally defining a random oracle with D = {0,1}*, but we remain intentionally
informal on this front; all of our examples can be assumed to work on a finite domain.
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be modeled as a uniformly chosen function e from the set Fcs(K x X x {—1,1},X) such that e(k,-,1) is a
permutation on X for all k € K, and e(k, -, —1) is its inverse. We can also model a variant of the generic-group
model (GGM) [Sho97] by looking at the uniform distribution of functions f € Fes(Z, x X x X, X x X), where
IX| = p, and

m(z,l,l2) = ((x), p(6™ (1) + ¢ (1))
where ¢ : Z, — X is a bijective function.

GAMES WITH PRIMITIVES. An oracle game G™ is one where both the adversary A and the game procedures
are given access to an oracle 7, from an understood set of possible functions 7, which we refer to as compatible
with the game G. We denote by G™(A™) both the experiment where A plays the game, and is given access to
the same 7 as the game as well as the random variable denoting the output. We say that an (oracle) game
G is compatible with an ideal primitive Z, if the range of Z is a subset of the compatible oracles for G. We

write specifically

Adv$(A) = Pr[G™(A™)] (11.1)

where 7 <—sZ. One could define a more general notion that permits other advantage formats (e.g., to model

distinguishing notions). This is straightforward, and outside the scope of this chapter.

DEFINING OFFLINE-ONLINE ATTACKS. With the above formalism, given an oracle game G, we introduce a new
oracle game pre-G, which enhances the original game to model offline-online attacks. Both games preserve
compatibility with any oracle. In particular, an adversary A is split into two parts, the offline adversary A;
and the online adversary A,. Initially, in the offline stage, A; is given access solely to the game oracle w. At
the end of this stage, A; outputs a state st. Then, in the online stage, adversary Aj is initialized with state
st and run in the game G. Both A and G are given access to the oracle w. Crucially, the game G might give
Az additional oracles plus additional initialization values, etc., which are not available in the offline stage.
(This is formalized in Figure 11.1 on the left). We colloquially refer to A = (A1, A2) as an offline-online
adversary. Further, we say that A is a (T}, Ty)-adversary if A; makes at most 77 queries and Ay makes
at most T» queries. (Note that As could make additional game-dependent queries, which we would specify
separately if necessary.) We overload notation and define advantage in terms of (T, T3) as follows.

ANS(Ty, Ty) = AdvS(A) . 11.2
VI( ! 2) (Tl,Tz)—gil\a/‘gsariesA VI( ) ( )

SOME BASIC FACTS. The following elementary fact, while straightforward, establishes some important base-
lines for when offline-online attacks are interesting. It relies on the basic observation that one can consider

A; and Aj to be a single online adversary.
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Game pre-G”™ (A = (A1, A2)) Game s-pre-G”™ (A = (A1, .A2))
st — AT st — AT
Return G™ (A3 (st)) a«s{0,1}°

Return G™+ (A3 (st,a))

Figure 11.1: Offline-Online security games for an original game G. Left: the unsalted case. Right: the salted
case. Here, 7 is meant to be sampled from a salted ideal primitive Zs, and 7,(-) = 7(a, ), i.e., the primitive

with salt fixed to a.

Lemma 11.2.1. Let G be a game compatible with the ideal primitive Z. For any (11, T3)-adversary A, there
exists an adversary B such that

AdVEC(A) = AdvE(B) .

Here, B makes Ty + Ty queries to the primitive, and its time-complezity is the sum of the time-complexities

of A1 and As. Further, for any game-dependent type of query, B makes the same number of queries as As.

For an ideal primitive Z, we let Q(Z) be an upper bound on the number of queries needed by an adversary,
given oracle access to m «<sZ, to reconstruct m with probability 1. Then, the following also holds true and
formalizes the fact that one can simulate an offline-online adversary by having the offline adversary first

reconstruct 7 and then store it in st.

Lemma 11.2.2. Let T be a primitive that is compatible with game G. For all offline-online adversaries A,

there exists a (Q(Z),0)-adversary B such that
AdVEC(A) = AdvE¢(B)

Note that the adversary B could be much less efficient than A; however, in many cases, we will study
games that only target information-theoretic security, and time-complexity will not matter. It also naively

follows that there always exists an optimal adversary that is a (Q(Z), 0)-adversary.

WHICH GAMES ARE INTERESTING? Some games are more interesting than others in the context of offline-
online tradeoffs, and the above two lemmas already provide some guidance.

Consider the problem of inverting a random permutation = : {0,1}" — {0,1}". It is well known that
the best adversary takes time Q(N) queries, where N = 2", to invert with constant probability. Then,
Lemma 11.2.1 implies that any (T}, 75)-offline adversary needs Ty + T = Q(N) to invert with constant

probability. Thus, to get To = o(IN) and beat the naive inversion attack in the online phase, we need
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Ty = Q(N). Further, we already have an (N,0)-adversary by Lemma 11.2.2, so we cannot really expect
interesting tradeoffs. The question becomes interesting only if we limit the state size between A; and As,
which is exactly what is considered by prior works on space-time tradeoffs.

This is in contrast to the setting of the discrete logarithm problem with preprocessing [CK18]. There, for
a group of order p, by combining Lemma 11.2.1 with the well-known result by Shoup [Sho97], we get that
Ty + T = Q(/p). Lemma 11.2.2 guarantees only a (p,0) attacker, so we can expect that Tb = o(y/p) while
still having 77 = o(p). And indeed, one can achieve the tradeoff T} - T5 > p, as indicated in [CK18].

11.2.2 The power of salting

A special case of interest is that of salting, where the cryptographic primitive Z permits an additional

input—called a salt-that is chosen in the online phase of an attack.

GENERIC SALTING. Let Z be an ideal primitive, whose range is a subset of Fcs(D,R). We define its s-
bit salted version, denoted Z,, as the ideal primitive with range Fcs({0,1}* x D,R); sampling a function
m:{0,1}* x D — R occurs by first sampling 2° independent copies 7, «sZ for each a € {0,1}* and then
letting

m(a,z) = ma(z) ,
for all @ € {0,1}° and z € D.

For any game G compatible with an ideal primitive Z, we can now define an s-bit salted version of the
game, s-pre-G, that is compatible with Zs;. This is given on the right of Figure 11.1. Essentially, we now
sample a primitive 7 «<s 7 to which the adversary A is given access. However, in the online phase, the games
themselves have access only to m, for a randomly sampled salt a, which is revealed to only the adversary As.
FROM SALTED TO UNSALTED GAMES. The following theorem relates the advantage of an offline-online ad-
versary for the salted game with that of an adversary for the original game. We provide an interpretation

below (and use this lemma quantitatively in Section 11.3).

Theorem 11.2.3. Let G be a game compatible with an ideal primitive Z. Let A = (A1, A2) be a (T1,T»)

offtine-online adversary. Then, there exists an adversary B playing G such that
Advs 0 (A) = AdvE(B) .

The adversary B makes a number of queries, expressed as a random variable T with expectation E[T] <

Ty /25 + Ty.

Proof. Given access to 7 in the range of Z, the adversary B samples a random salt a from {0, 1} and then

samples 7, «s Z for a’ # a. It then simulates an execution of A = (A;,.A3) in s-pre-G as follows: it answers
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the ideal-primitive query of A for salt a using oracle queries to m, and those for salt o’ # a using the local
evaluation of m, . It is immediate that B perfectly simulates the execution of s-pre-G to A. Therefore, A
wins if and only if B does and the claim about advantages follows.

Observe that B queries its ideal primitive, sampled from Z only when it receives an ideal object query from
A that is prefixed by the actual salt a. Since it is not given access to a when simulating A1, its queries are
independent of a, and each of them is indeed on salt a with probability 1/2°. In contrast, queries A5 makes
queries after learning a, and therefore, those queries are on salt a with probability upper bounded by one.
By linearity of expectation, the total number of queries T to m = 7, made by B satisfies E [T'] < T1/|S| + 15,

as we intended to show. O [ |

SALTING GENERICALLY DEFEATS PREPROCESSING ATTACKS. We illustrate one first main application of
Theorem 11.2.3, i.e., the fact that salting generically defeats preprocessing in a qualitative sense. Here,
“qualitative” means that we only look at the power of attacks that achieve large advantage. Subsequent
sections (Sections 11.3 and 11.4) take a more quantitative angle on this, studying the whole advantage curve.

We now say that a game G compatible with Z is (T*,¢)-hard if Adv$(A) < e for all T*-query A*. We
say that game G is (T*, ¢)-expected-hard if the same holds for all adversaries running in ezpected time at

most T*. The following fact is helpful.

Lemma 11.2.4. If G is (T*,0.4)-hard, then it is (T*/2,0.9)-expected-hard.

Proof. By contradiction, let A run in expected time at most 7% /2, and Adv$(A) > 0.9. Then, build B that
runs A for T* queries and then aborts with some default answer if A did not finish running. Let T" be the
running time of A. Then, for 7 «s7Z,
Pr(G™(B™)] = Pr[G"(A™) A T <T%]
= Pr[GT(A™)] = Pr[T>T*]>09-05=04,

where we used Markov’s inequality and the fact that E[T] < T*/2. O [ |

Now, say that s-pre-G is (11, Ty, ¢)-hard if for all (T}, Ty)-adversaries A, we have that Advi™*¢(A) < e.

Then, Lemma 11.2.4 and Theorem 11.2.3 yield the following corollary.

Corollary 11.2.5. If G is (T*,0.4)-hard, then s-pre-G is (T1,T%,0.9)-hard for any Th,Ts such that T1/2° +
Ty < T*/2.

This means that if a (77, T»)-adversary is to achieve advantage larger than 0.9 in s-pre-G, then T} > 25T* /4
or Tp > T* /4. In other words, in order to win s-pre-G with an advantage larger than 0.9, an attacker needs
to either use online time which is (almost) as large as that of the best online attack achieving advantage 0.4

or run 2° times that amount of time in the offline stage.
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MOVING ON. We can easily revisit the remainder of this chapter using what we saw in this section. First
of all, our conclusion about salting applies only to large advantage adversaries since otherwise we cannot
prove an analogue of Lemma 11.2.4. Section 11.3 examines tight exact bounds on the advantage of (11, T»)-
adversaries that hold for each choice of T7 and Ts. Second, this conclusion applies only to the case where G
salts every call to the primitive. In Section 11.4, we characterize the pre-image- and the collision-resistance
of the salted MD construction against offline-online attacks and show that salting, while still useful, has a

more limited effect.

11.3 Offline-Online Security of Salted Random oracles

In this section, we study the security of salted monolithic random oracles against offline-online adversaries.
Specifically, we consider the security properties of pre-image-resistance and collision-resistance. Our analysis
begins by applying Theorem 11.2.3 in conjunction with [JT20, Theorem 1] to derive advantage upper bounds
for offline-online adversaries against these properties. This approach already yields a tight bound for pre-
image-resistance, but not for collision-resistance. We then use a non-generic technique to prove a tight bound

for the latter.

11.3.1 Pre-image-resistance of a salted random oracle

Oracle game PR" in Fig. 11.2 formalizes the preimage-resistance of oracle h, which has co-domain {0, 1}".
In the game the adversary is given as input y, which is randomly sampled from {0, 1}™. It has oracle access
to h and wins if it manages to output = such that h(z) = y.

We aim to upper bound the advantage of offline-online adversaries A against pre-image-resistance of salted
random oracles. Let Hj g, be the uniform distribution over Fes({0,1}* x {0,1}%,{0,1}"). The quantity of

interest is Adefr;fR(Tl, T3). Using Theorem 11.2.3 and [JT20, Theorem 1], we get the following corollary.

Corollary 11.3.1. Let T1,T5,n,s,£ € N~g. Then

—pre- T T:

s-pre-PR 1 2

AdVHE,Z” (Tl,TQ) <5 <23+n + 2n> .

Proof. We fix the adversary (T}, T)-adversary A that maximizes Advzfij(Tl, T3). From Theorem 11.2.3
we have that there exists an adversary B that makes at most T" queries to its h oracle, where E[T] < T1/2°+T5
and

AdviPePR(A) = AdviR, (B).

5E[T]
2’",

Using Theorem 1 in [JT20], we can show that Adv?{z n(B) < , which completes the proof. [ |
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Game PRM(B) Game CR"(A)
x s {0, 1}* (M, M) « A"
y « h(z) If M # M and h(M) = h(M’)
' — B"(y) Return true
If h(z') = y: Return false
Return true
Return false

Figure 11.2: Left: Oracle Game PR for preimage-resistance of oracle h. Right: Oracle Game CR" for

collision-resistance of oracle h.

TIGHTNESS. We remark that this bound is tight up to constant factors. To see the tightness of the term
T5/2™, consider the online-only adversary that simply makes k distinct queries with the salt a. It fails only
if all the queries have answer different from y, which happens with probability (1 —1/2")"2 < e=72/2", Since
e™ < 1—x/2 for & < 1.5, for Ty < 27, e~ T2/2" < 1 —T,/2"*!. This means the adversary succeeds with
probability at least T5/2"+!, meaning the second term in the bound is tight up to constant factors.

To see why the first term is tight, consider the adversary A; which makes 2™ queries on different inputs
for k =Ty /2™ different salts (where T} is a multiple of 2"). In the online phase, it simply checks whether it
had made a query with salt a, that had output y; if so it returns the query input.

Let the set of k salts A; had made queries on be S. For each salt in S, the probability that A; had not
made query with that salt that had answer y is at most (1 — 1/2")2" < 1/e. So, for each salt in S with
probability at least (1 — 1/e), A; had made a query that had answer y. Now .4 wins if the a sampled is in
S, and A; has made a query with salt a that had answer y; this probability is at least (1 — 1/e)k/2° since a

is sampled at random. Since k = T;/2", it follows that the second term in the bound is tight as well.

11.8.2  Collision-resistance of a salted random oracle

Oracle game CR" in Fig. 11.2 formalizes the collision-resistance of oracle h. In the game the adversary has
oracle access to h and wins if it manages to output M, M’ such that M # M’ and h(M) = h(M’).

We aim to upper bound the advantage of offline-online adversaries A against collision-resistance of salted
random oracles. Let Hg s, be the uniform distribution over Fes({0, 1} x {0,1}*,{0,1}"). We seek to tightly
upper bound AdvESTZ:lCR(Tl, T3). Using Theorem 11.2.3 and [JT20, Theorem 1] we get the following corollary.
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Corollary 11.3.2. Let T1,T5,n,s,£ € Nog. Then

ore- T T
s-pre-CR 1 2
Ammwlumn)smﬁ(%mp+wm>.

Proof. We fix the adversary (T}, T)-adversary A that maximizes Advzer:LCR(Tl, T3). From Theorem 11.2.3
we have that there exists an adversary B such that it makes at most T queries to its h oracle, where
E [T] < T1/28 + Ty, and
s-pre-PR PR
Adean (A) < Advy , (B) .

Using [JT20, Theorem 1], we can show that Adv%’i%n (B)<5 2E2[77T1]2, which concludes the proof. ]

TicHT BOUND. The bound in corollary 11.3.2 is suboptimal. In Theorem 11.3.3, we obtain a better bound
s-pre-CR
for Adefan (Ty, T2).

Theorem 11.3.3. Letn, s, ¢, T1,Ts € Noq. Let Hy 4., be the uniform distribution on Fes({0, 1}°x{0, 1}, {0, 1}").
Then, we have that

Ts
s-pre-CR ( 2 ) T el n 1
AdVHs,e,n (Tl’T2) < on + 92s+n 23+n/2 + 92s+1 + 27 :

TIGHTNESS. We argue that this bound is tight up to constant factors. Initially, observe that for 75 > 2"/2, the

right side becomes greater than one, and the bound always holds. For Ty < 22, we have that QT}L% < 2‘1%

Therefore, the term g}f’;‘ is never the dominant term in the bound, and it suffices to show attacks that

(2)

on

achieve advantage of the order and 288&/2 to show that this bound is tight. A birthday style attack with

(2)

5+ Finally, we prove the following theorem to show that term

T queries achieves advantage of the order

2:;#/2 is tight up to constant factors.

Theorem 11.3.4. Let Ty, s,n,f € Nog such that n is a multiple of 2 and Ty is a multiple of 2"/?%1. Let
Hg ¢ be the uniform distribution over Fcs({0,1}° x {0,1}%,{0,1}"). Then there ezists a (Ty,0)-adversary A
such that

(1-1/e)T}

s-pre-CR
AdVHs,e,n (‘A)Z 9s+n/2+1

We defer the formal proof of this theorem to Section 11.3.3. We next prove Theorem 11.3.3

Proof. Let A = (A1, As) be the (T1,Ts)-offline-online adversary that maximizes Advi;zrz:LCR(Tth). We
can treat A as deterministic by fixing its randomness that maximizes its advantage.

We seek to upper bound the probability that the adversary A finds a one-block collision for the randomly
chosen salt a that it gets as input in its online phase. We can assume without loss of generality that if A

outputs a collision, it must have made the relevant queries either in the offline or the online phase. This is
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without loss of generality because if .4 does not make one of these queries, we can construct a (77,7 + 2)-
offline-online adversary A’ that does whatever A does, and at the end of its online phase, makes the two
relevant queries if not made earlier after A outputs M, M’. The term T would then be replaced by T + 2
in our bounds; for ease of readability, we omit this.

Also, without loss of generality we can assume that no query across the offline and online phases is
repeated because the adversary can simply remember the query answer since we do not restrict its memory
or the amount of advice it can pass on from offline to the online phase.

We define the following three events.

1. onecollyy: Az makes two queries h(a, M) = z, h(a, M') = z for some M # M’

2. onecollofron: A1 makes a query h(a, M) = z, and Ay makes a query whose answer is z
3. onecollyg: A; makes two queries h(a, M) = z, h(a, M') = z for some M # M’

Observe that if none of onecolly,, onecollyon, onecollyss happen, A cannot find a collision. We have that
Pr [s—pre—CR];IS’M (.A)] < Pr[onecolloy] + Pr[onecollofron] + Pr[onecollon] - (11.3)

We upper bound the probability of these three events one by one.

UPPER BOUNDING Pr[onecoll,,]. This event happens only if A5 makes two queries that collide. The prob-
ability of any two queries of Ay colliding is 1/2™. Using a union bound over all pairs of queries of Ay, we

have

(3)
Pr [onecollon] < 2% . (11.4)

UPPER BOUNDING Pr[onecolloffon]. Observe that onecollosfon happens only if there is an online query that has
the same answer as one of the offline queries that had input salt a. There are a total of T} offline queries,

and a is random. Therefore, the expected number of offline queries with salt a is T7/2%. We have that

T
kT
Pr [onecollofron] < Z Pr[There are k offline queries with salt a] 2—;
k=0
. . . 13
= E [Number of offline queries with salt a] on (11.5)
AV

= cetn - (11.6)
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UPPER BOUNDING Pr [onecollyg]. The main challenge of this proof is proving an upper bound on Pr [onecollyf].
We do it as follows: we define an event off-oneblk-k since there are k different salts for which a one-block

collision has been found in the offline phase. We have that for any k,
Pr[onecollos] < Pr [onecollofr —-ofF—onebIk—k] + Pr [off-oneblk-k] . (11.7)

Since onecolly happens if for the salt a that is chosen uniformly at random from {0,1}*, A; had queried
h(a, M),h(a, M’) that have the same answer, we have that Pr [onecollofr | ﬁoff—oneblk—k] < k/2™. We upper
bound Pr [off-oneblk-k] using a compression argument.

The encoding procedure encodes the random oracle h as follows.

1. It runs A" and initializes a list L to the empty list and a set S to the empty set.

2. For every query h(a, M) made by A;, it does the following:

(a) Let z = h(a,M). If there was ezactly one earlier query by A; of the form (a,M’) for some
M’ # M that had answer z, and |S| < 2k, it adds the index of the query h(a, M”’) and the current

query to S.

(b) Otherwise, it adds h(a, M) to L.

3. It appends the evaluation of h on the points not queried by A; to L in the lexicographical order of the

inputs.
4. If |S| < 2k it outputs &J; otherwise, it outputs L, S.
The decoding procedure works as follows.

1. If the encoding is ¢, it aborts.
2. It runs A%,

3. For every query h(a, M) made by A;, it does the following:

a) If the index of the query is in S, and there is an earlier query h(a, M’) for some M’ by A; such
y y Y
that its index is in S, answer this query with h(a, M").

(b) Otherwise, it removes the element in front of L and answers with that.
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4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

L

Correctness of decoding: For adversary A; that causes the event off-oneblk-k to happen, the encoding
algorithm will never return ¢ because by the definition of off-oneblk-k there will be at least k different salts
a; for which Ay queries h(a;, M;) = z;, h(a;, M]) = z;; meaning the size of S will be 2k. For such an adversary
A it is easy to verify the decoding algorithm will always produce the correct output because for the answers
of h that were not added to L, the decoding algorithm recovers them using the set of indices S. Therefore,

we have that
Pr[ Decoding is correct | = Pr[off-oneblk-k] .

The size of the output space of the encoding algorithm is upper bounded by (;i) - (2”)2‘”[”“. The size of

the input space is (2”)2S+Z. From the compression lemma (Proposition 11.1.1), we have that

T:
Pr[off-oneblk-k] < Pr[ Decoding is correct | < (22k’“3 .

We k = max (;%,n/?) If max (;n%,n/Q) = 257%, then k = n/2. Therefore,

1 k n
(sz) < elh ? < 1 .
onk 2”/2(2k) 2

If max (263;12 , n/2) =n/2, then k > 263/12 Therefore,

Therefore, for k = max (263;12 ,n/2), Pr[off-oneblk-k] < 1/2™. Therefore, from (11.8) we have

€T1 n 1

9s+n/2 9s+1 + 27 : (118)

Pr [onecollo] <

Plugging (11.4), (11.6) and (11.7) into (11.3) gives us that

T
s-pre-CR ( 2 ) T, el n 1
Ades,z,n (A) < an 2n+s 25+n/2 25+1 + 27 :

O |

11.3.8 Attacks

In this section we add the proof of the various theorems that show the tightness of the bounds we obtained

for security against offline-online adversaries.
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Attacks for pre—2-CR-MD£‘L (Proofs of Theorems 11.4.5 and 11.4.6)
We first prove Theorem 11.4.6.

Proof. [Theorem 11.4.6] Let T7/2"/?*2 = k. We start by describing A. Its offline phase A; does the

following.

1. Let S be a set of k distinct salts.
2. For each salt a in S, it makes 2"/2+2 distinct queries with the salt

3. For each salt in {0,1}™\S, it makes T3 /2"+! distinct queries

Its online phase Ay does the following: on getting input salt a, it checks if A; had made queries that led to
a two-block MD-collision for a. If so it outputs the collision.

Clearly A; makes Ty /2/2+2.27/2+1 LTy /on+1.(2" — T\ /2n/2 + 2) < Ty queries, and Ay makes no queries.
So A is a (T4, 0)-adversary.

Now, we analyze the advantage of A. We say that a salt a’ in S is good if the A; made two queries for

a’ that collided. For each a’ € S, we have that
Pr[a’ is good] =1 — Pr[a’ is not good] .

Observe that a’ is not good if and only if all the 2/2+1 queries made on it produce distinct answers

Pr|a’ is not good|

[l
7N
[
|

~.
21

=

N———

_(2n/2+1)(22nn/2+171) < 1/6 .
Let X be the random variable that denotes the number of salts in S that are not good. We have that
E[X] < k/e. Using Markov’s equality we have that

E[X] _

1
Pr[X > 2k/e] < <z
(X > 2k/e] < 570 <3

Therefore,

Pr(X <2k/e] >

N =

Let Q4 be the event that for a salt a, A; made a query on « in line 3 such that one of the queries had an
answer a’ such that a’ is a good salt in S. Let win4 be the event that the a that was sampled before the

online phase was such that
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1. a¢S

2. @, happens
We have that

Priwing] =Prla ¢S A Q]
2Pria¢SAQs X <2k/e]
Prla¢S A X <2k/e]Pr[Qa|a¢S X <2k/e] .

Since a is sampled independent of A; we have that
Prla¢ SA X <2k/e] =Prla ¢S] Pr[X < 2k/e] .

Pra ¢S] 1 — k/2" since a is sampled uniformly at random. Since Ty < 2°*/4 and n > 2, Pr[a ¢ S| > 1/2.

Further we have Pr[X < 2k/e] = 1/2. Therefore,
Prla¢SAX <2k/e] =21/4.

Ifa ¢S, Qg does not happen only if none queries made on A; have answers that are not among the good

salts in S. Therefore, we have that

2n _ k(l _ 2/6))T1/27L+1
2n ’

Pr[Qa|a¢SAX$2k/e]>1—<

We have that

<2n _ k(l _ 2/6)>T1/2n+1 ~ (1 k(l _ 2/6))T1/2n+1
2n U

k(1—2/e) Ty
e P Ton+T |

N

Note that

k(1—2/e) T4 (1—2/e)T?

on on+l —  95n/2+3

Above we used the fact that T} < 257/, We have that e=* <1 — x/2 for 0 < x < 1.5, therefore,

<2n k(1 - 2/e)>T1/2"“ (1—2/e)T?
- <1— 1
on 25n/2+4

This implies

1—2/e)T?
Pr[Qa|a¢S/\X<2k/e]>(25n%
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Therefore,

(1—2/e)TF _ (1-—2/e)T?

Priwina] > (1/4) - o5n/2+4  95n/216

Clearly if win4 happens, A has won. Hence

2
pre-2-CR-MD (1—2/e)T;
AdVHn,@,n > 251’L/2+6

We next prove Theorem 11.4.5.

Proof. [Theorem 11.4.5] Let T1/2"/?*! = k. We start by describing A. Its offline phase A; does the

following.

1. Let S be a set of k distinct salts.

2. For each salt a in S, it makes 2"/2+1 distinct queries with the salt
Its online phase A does the following:

1. Let T be the set of salts for which 4; found a collision.

2. On getting salt a input it makes T, distinct queries with salt a. If any of the answers are in T — say
the query h(a, M) produced o’ such that A; had made queries h(a’, M’) = z and h(a’, M") = z for
M' # M". Tt outputs (M, M’) and (M, M") as the two-block collision.

Clearly A; makes Ty /2/2+1.27/2+1 = T queries, and Ay makes Ty queries. So A is a (T}, Ty)-adversary.
Now, we analyze the advantage of A. We say that a salt o’ in S is good if the A; made two queries for
a’ that collided. Let X be the random variable that denotes the number of salts in S that are not good.

In our analysis in 11.4.6, we showed that

PrX <2k/e] >

|~

Let win4 be the event that for a salt a, As made a query on a such that one of the queries had an answer

a’ such that a’ is a good salt in S. We have that

Prlwin] = Pr[wing A X < (2k/€]

Pr[X < 2k/e] Prwing | X < 2k/e] .
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Note that win 4 does not happen only if none queries made on 45 have answers that are not among the good
salts in S. Therefore, we have that

2" — k(1 — 2/e)>T2 .

Pr[winA|X<2k/e]>1—< o

We have that
(gn —k(1— 2/e)>T2 _ (1 k(- 2/6)>T2

2n 2n

_kQ=2/e) 1,

/N

Note that

K1=2/) . (1-2/TT,

on 93n/2+1
Above we used the fact that 73Ty < 23/2. We have that e™% < 1 — x/2 for 0 < x < 1.5. Therefore,

(2" — k(1 — 2/6))T2 1 (=2/0NT

on 23n/2+2

This implies

(]. — 2/€)T1T2

Pr[wing | X < 2k/e] > 3242

Therefore,

(1 - 2/6)T1T2 (1 - 2/6)T1T2
23n/2+2 93n/2+3

Pr[win] > (1/2) -

Clearly if win4 happens, A has won. Hence

pre-2-CR-MD (1 —2/e)T1 T
Ade”,[,n 2 W

O |

Attacks on pre—2—PR—MD},1L (Proofs of Theorems 11.4.2 and 11.4.3)

We first prove Theorem 11.4.2.

Proof. [Theorem 11.4.2] Let k = T;/2™. The offline phase of the adversary A does the following:

1. It chooses a set of k distinct salts S

2. For each salt a € S, it makes 2”2 distinct queries
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Its online phase A5 does the following: on getting input salt a, it makes T, distinct queries with salt a. If
some query h(a, M') = o’ such that a’ € S and for A; had made a query h(a’, M") = y then Ay outputs the
(M', M").

Clearly A; makes T7/2™ - 2" = T} queries, and Az makes Ty queries. So A is a (11, Tz)-adversary.

Now, we analyze the advantage of A. We say that a salt o’ in S is good if the A; made a query for o’

that had answer y. For each o’ € S, we have that
Pr[a’ is good] = 1 — Pr[a’ is not good] .
Observe that a’ is not good if and only if all the 2" queries made on it produce answers other than y
1\*
Pr[a is not good| = (1 — 2n>

<1/e.

Let X be the random variable that denotes the number of salts in S that are not good. We have that
E[X] < k/e. Using Markov’s equality we have that

Therefore,

Pr(X <2k/e] =

N =

Let winy4 be the event that for a salt a, As made a query on a such that one of the query had an answer a’

such that a’ is a good salt in S. We have that

Prwina] =Pr[wing A X < 2k/e]

=Pr[X < 2k/e]Pr [winA | X < 2k;/e] .

Note that win 4 does not happen only if none queries made on 4; have answers that are not among the good

salts in S. Therefore, we have that

M — k(1—2/e)\ "

Pr [win | X < 2k/c] > 1 <

We have that
<2n k(1 - 2/e)>T1/2"“
2n

- <1 _ k@ 2—712/€)>T2

_kG=2/e)
< .
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Note that

K1 =2/e) o (1=2/e)[Ty

Above we used the fact that Ty Ty < 22", We have that e < 1 — 2/2 for 0 < x < 1.5, therefore,

<2n — k(1 - z/e)>T2 (-2
on = 22n :

This implies

(]. — 2/6)T1T2

Pr[wing | X < 2k/e] > o2n

Therefore,

Pr [Win_A] > (1/2) . (]. — 2/6)T1T2 _ (]. — 2/6)T1T2 .

22n 22n+1
Clearly if win4 happens, A has won. Hence
pre-2-PR-MD (1 —2/e)Th T
AdVHn,e,n = 92n+1
O ]

We next prove Theorem 11.4.3.

Proof. [Theorem 11.4.3] Let k = T} /2"*1. The offline phase of the adversary A does the following:

1. It chooses a set of k distinct salts S
2. For each salt a € S, it makes 2”2 distinct queries

3. For every salt in {0, 1}™\S it makes T3 /2" "1 distinct queries

Its online phase A5 does the following: on getting input salt a, it checks the queries made by A; to find a
message M, at most two blocks long such that the MDh(a, M) = y. If so it outputs M.

Clearly A; makes Ty /271 .27 + T3 /271 (2" — Ty /2n/2 + 2) < Ty queries, and A; makes no queries. So
A is a (T, 0)-adversary.

Now, we analyze the advantage of A. We say that a salt a’ in S is good if the A; made a query for o’

that had answer y. For each a’ € S, we have that

Pr|a’ is good] = 1 — Pr|[a’ is not good] .
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Observe that a’ is not good if and only if all the 2" queries made on it produce answers other than y

gn
Pr[a’ is not good| = <1 - 21n>

<1/e.

Let X be the random variable that denotes the number of salts in S that are not good. We have that
E[X] < k/e. Using Markov’s equality we have that

E[X] 1
> < < -
Pr[X > 2k/e] < ohfe <2

Therefore,

Pr(X <2k/e] =

N =

Let Q4 be the event that for a salt a, A; made a query on « in line 3 such that one of the queries had an
answer a’ such that a’ is a good salt in S. Let win4 be the event that the a that was sampled before the

online phase was such that

1. a¢S

2. @, happens
We have that

Priwing] =Prla ¢ S A Q]
2Pria¢SAQs X <2k/e]

Prla¢S A X <2k/e]Pr[Qa|a¢S X <2k/e] .
Since a is sampled independent of A; we have that
Prla¢ SA X <2k/e] =Pr[a ¢S] Pr[X < 2k/e] .

We have that Pr[a ¢ S] = 1 — k/2" since a is sampled uniformly at random. Since Ty < 2%"/2, and n > 2,

Prla ¢ S] = 1/2. Further we have Pr[X < 2k/e] > 1/2. Therefore,
Prla¢ SAX <2k/e] >1/4.

Ifa ¢S, Qg does not happen only if none queries made on A; have answers that are not among the good
salts in S. Therefore, we have that

2 k(1 — 2/e) )Tl/Q"'“

Pr[Qa|a¢S/\X<2k/e]>1_< =
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We have that

<2n_k(1_2/e)>T1/2n+1 - (1 k(1_2/e))T1/27z+1
2n IR

_k(1=2/e) Ty
<e P ont1

Note that

Kl-2/e) Ti _(1-20TF _,
on ’ 2n+1 - 23n+2 = :

Above we used the fact that Ty < 23". We have that e=* < 1 — z/2 for 0 < 2 < 1.5, therefore,

o k(1 —2/e)\ /2T _, (=2
on = 23n+2
This implies
1—2/e)T?
Pr(Qala¢S A X <2kfe] > (23%

Therefore,

(1—2/e)T¢ _ (1—2/e)T¢

Pr [WinA] > (1/4) ’ 93n+2 N 93n+4

Clearly if win4 happens, A has won. Hence

pre-2-PR-MD (1 —2/€)T}
AdVHn,z,n = 23n+4

O |

Offtine-only attack for s-pre-CR" (Proof of Theorem 11.3.4)

In this section we prove Theorem 11.3.4.

Proof. [Theorem 11.3.4] Let k = T1/2"/2+1. We describe the adversary A = (A1, As). Its offline phase 4;

works as follows:
1. It picks a set S of k distinct salts
2. For each salt in S it makes 27/2%1 distinct queries

The online phase on getting salt a as input simply checks whether A; queried a collision for A. If so it

outputs the collision.
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We say that a salt o’ in S is good if the A; made two queries for a’ that collided. For each a’ € S, we

have that
Pr[a’ is good] =1 — Pr[a’ is not good] .

Observe that a’ is not good if and only if all the 2/2+1 queries made on it produce distinct answers

gn/2+1 . on/2+1 .
’ . 1—1 _G=D
Pr|a’ is not good| = 1-— < e 7
27’L
i=1 i=1
(2n/2+1y(an/2+1_y,
=e " <1/e.

Now, notice that A wins whenever a is sampled from the set of good salts in S. Therefore

Advgz’mm(A) > PrlaeS aaisagood salt in S]

=PrlaeS]-Pr[aisagood salt in |a€S]

(1-1/e)T)

Z (1 o 1/6)]@‘/2” = 28+n/2+1

The second inequality above follows since a is sampled at random and for all a’ € S, Pr[a’ is good] >

1—1/e. O m

We note that there is a dual of this strategy for an offline-only adversary compared to the one we presented
in this proof — instead of making 2"/2 queries for T} /2”/ 2 salts, it could make T3 /2% for all 2° salts — in this
case its advantage of be of the order T7/2%57". Note that if we care about constant advantage, then both
the attack strategies need the same amount of queries. However, this latter attack is worse than the one we
give in Theorem 11.3.4 since T?/225*" < Ty /2572 when both the terms are at most one. In Section 11.3.4,

we formalize this difference between the two attack strategies for a general class of games.

11.3.4 Strategies for offline-only attacks

In this section, we present the qualitative difference between two strategies behind offline only attacks.
Suppose game G is compatible with ideal distribution Z. Suppose there exists d, N,Tp € N, ¢ € [0, 1] that
depend on G,Z and satisfy the following.

- Ty = N1/d

- for all T < Ty, there exists a T-query adversary Ar such that Adv%(AT) =>c- TWd

Td
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This property hold for several random oracle based games, e.g., for collision-resistance of random oracles
with n bit outputs, ¢ = 1/2,d = 2, Ty = 2"/2.
Let Ty, s € Nog. Assume T3 is a multiple of 25, and N¥/¢ and Ty < N'/?.25. Consider the two following

T1-query offline-only adversaries B,C against s-pre-G™.

- By: Tt chooses a set S of Ty /N'/? salts. For each salt a in the set, it runs A7 for T = N'/¢ and simulates

G™e to it.
- Cy: For each salt a € {0,1}?, it runs Ag for 7' = T3 /2%, simulating G to it.

The online phases of both adversaries do not make any queries themselves, and decide their output based
on the queries made by their offline phase.
First we analyze the success probability of 5. We have that B wins if the sampled salt ¢ was in S and

G™ (Ar) (where T = N'/¢) returns true. Therefore,

Advs P (B) = Pr[{]a e S}Pr[G™ (A7) |a€ S|

S T1 i CT1
Z Nijdgs €T Nijdgs

The inequality follows because a is sampled independently of A, and for any salt a, Advg(.AT) =>c- %d =c.
Next we analyze the success probability of C. We have that C wins if G™ (Ar/) (where TV = T3/2%)

returns true. Therefore,

Advy P (B) = Pr[G™ (A)]

c- T
T 28N
d
Note that since Ty < NV .25, Nﬁ}? > QTTlN So for d > 1, the better offline only strategy is to trying to

win on T} /N4 salts instead of distributing queries across all 2° salts.
11.4 Offline-Online Security of Two-Block Merkle-Damgard

In previous sections, we focused on proving security guarantees against offline-online attacks on constructions
where every query to the ideal primitive is salted. Here, we will see an example of a construction (Merkle
Damgard) where only the first query to the underlying primitive (random oracle) is salted. Specifically, we
will study the pre-image-resistance and collision-resistance for two-block Merkle-Damgard.

The main takeaway from this section is that for primitives that are not salted for every call, we can have
parameter regimes where a term of the form 7775 dominates the bound, meaning that in these regimes there

are tradeoffs between the number of offline and online queries for the advantage to be close to one. This
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Game 2-PR-MD! (A4)
a«s{0,1}"

y < {0,1}"
M «— A"(a,y)
If |M| € {¢,2¢} and MD"(a, M) =y

Return true

Return false

Figure 11.3: Oracle game 2-PR-M D};L formalizing the pre-image-resistance of the two-block MD construction.

contrasts with what we saw earlier in Section 11.2.2. There we demonstrated that for constructions that salt
every query to the ideal primitive, an adversary must have either online time close to the online time of the
best online-only attack that attains an advantage close to one, or offline time close to the best offline-only

attack that attains an advantage close to one to achieve an advantage close to one.

11.4.1 Pre-image-resistance of two-block Merkle-Damgard

In this section we study the offline-online attacks against the pre-image-resistance of the two-block Merkle-
Damgaard (MD) construction. Pre-image-resistance of two-block Merkle-Damgard is formalized in the game
2—PR—MD2 in Figure 11.3. A salt a and a value y are sampled uniformly at random from {0,1}" and given
as input to A. A can make queries to h and wins if it outputs a message M that is one or two blocks long
whose MD evaluation with a is y.

Let H, ¢, be the uniform distribution over Fcs({0,1}™ x {0, 1}, {0,1}"). We are interested in proving an

upper bound on Advpf;i_i_fR_MD(Tl, Ty). We prove the following theorem.
Theorem 11.4.1. Let Ty, Ty, n,l € Nxg. Let H,, 4., be the uniform distribution over Fes({0, 1} x {0, 1}%,{0, 1}").
Then

275 +1 n Ty +nTy + T n 4€T12
on 22n 23n

-2-PR-MD
Adv%i,é,n (Tl,Tg) <

OFFLINE-ONLINE TRADEOFFS. Note that in the regime Ty = 2"(1%4) T, = 2"(1=9) for 0 < £ < 1/2, the term

T1T5/2?" dominates the bound, meaning there is an offline-online query tradeoff in that regime.

TIGHTNESS. We show that this bound is tight up to factors of n. Observe that the dominant terms are of
the order Ty/2", Ty T5/2?", and T?/23". We briefly describe how we show this.
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The tightness of T»/2" follows easily — the online only attack simply makes T5 queries with the given salt.
The advantage of this attack is at least (1 — 1/e)T5/2™ for To < 2", as argued in the tightness discussion for
pre-image-resistance of the salted random oracle.

The following theorem proves that the term TT5/2%" is tight.

Theorem 11.4.2. Let Ty, T»,n,¢ € Nog such that Ty is a multiple of 2™, TyTy < 22™. Let Hy, ¢n be the
uniform distribution over Fcs({0,1}™ x {0,1}¢,{0,1}™). Then there exists a (T, T>)-adversary such that

-PR- T To(1 —2/e)
2-PR-MD 142
Ade”,Ln (A) = o

We defer the proof of this theorem to Section 11.3.3.
The following theorem proves that the term T7/23" is tight.

Theorem 11.4.3. Let Ty, n,f € N.og such that Ty is a multiple of 2", Ty < 231/2  Let H, ¢n be the
uniform distribution over Fcs({0,1}" x {0,1}*,{0,1}"). Then there exists a (T1,0)-adversary such that

TE(1—2/e)

2-PR-MD
Advy (A) = K

We defer the proof of this theorem to Section 11.3.3.

Proof. [Theorem 11.4.1] Let A be the (71, T3)-adversary that maximizes Adv%}fi‘j"D(Th T5). Without loss
of generality A is deterministic and does not repeat any queries. We also assume without loss of generality
that A4 makes all the queries needed to compute the MD evaluation of the messages it outputs.

We can formulate an alternate version of the game for pre-image-resistance of MD in game H in Fig. 11.4.

Note that whenever A wins 2-PR-MD"

n’

it has to win H because from our assumption that A makes all the
queries needed to compute the MD evaluation of the messages it outputs, it follows that at least one of the

following happens.

- A makes a query h(a, M’) = y — meaning it has found a one-block message M’ whose MD evaluation

with salt a is y.

- A queries h(a, M’) = z and h(z, M") = y — meaning it has found a two-block message (M’, M") whose

MD evaluation with salt a is y.

In either of these cases the flag win is set in H, meaning A wins the game. Therefore,

AdvZPRMD Ay < Pr[H(A)] .

n,l,n

Note that win is set to true H only if one of oneblkinv, twoblkinv is set to true. It follows that

Pr[H(A)] = Pr[A sets win] < Pr [oneblkinv] + Pr [twoblkinv] .
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Game H(A = (A1, A2))
h «s Fes({0,1}™ x {0, 1}%, {0, 1}™)

win « false
oneblkinv, twoblkinv « false
T [l,a,y <L
st — Al
a<«s{0,1}"
y < {0,1}"
IfIM : ((a, M), y) € :
win < true
oneblkinv « true
If IM, M,z :
((a, M), 2), ((z, M"),y) € 7:
win < true
twoblkinv « true
Al (st, a,y)

Return win

Oracle H(a’, M)

77U {((d, M), h(d, M)}
IfIM' : ((a,M'),y) € T:
win < true
oneblkinv « true
If IM’', M”, 2 :
((a, M), 2), ((z, M"),y) € T:
win < true
twoblkinv « true

Return h(a’, M")

Figure 11.4: Game H used in the analysis of pre-image-resistance of two-block MD. The events introduced

in this game are marked in red.
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We show that

15 Ty

P blkinv] < =,
r [oneblkinv] on T on

and

s+ 1 " T T +nTy 46T12

Pr [twoblkinv] < on o2n 93n

Putting it all together would give us the theorem.
We next upper bound Pr [oneblkinv], Pr [twoblkinv].

Towards upper bounding Pr [oneblkinv], we define the two following events:

1. oneblkinveg: A1 makes a query with input salt a and output y

2. oneblkinv,,: Ay makes a query which has output y

It is easy to see that if oneblkinv happens, then at least one of oneblkinveg, oneblkinv,, has to happen.

Therefore
Pr [oneblkinv] < Pr[oneblkinveg] 4+ Pr[oneblkinve,] .

We first upper bound Pr [oneblkinv,,]. Each query by As has answer y with probability 1/2". Using a union

bound over all queries of As, we have that
Pr[oneblkinve, ] < To/2™ .

We next upper bound Pr [oneblkinveg]. Consider the set of (s,y) pairs such that there is a query by A; with
input salt s and answer y. There are at most T; such pairs. Note that, oneblkinves happens only if (a,y)

which is sampled uniformly at random, is among those at most 7 pairs. Hence,
Pr [oneblkinveg] < 71 /2% .

Putting this together, we have the required bound on Pr [oneblkinv].
We next upper bound Pr [twoblkinv]. We define the three following events.

1. twoblkinveg: A; makes queries h(a, M) = z and h(z, M’) = y for some M, M’ z
2. twoblkinvefron: A1 makes a query h(z, M) = y and Ay makes a query h(a, M') = z for some M, M’', z

3. twoblkinve,: Ao makes a query with answer y
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It is easy to see that if twoblkinv happens then at least one of twoblkinvys, twoblkinvefron, twoblkinve, has to

happen. Therefore,
Pr [twoblkinv] < Pr [twoblkinveg ] + Pr [twoblkinvefron] + Pr [twoblkinve,] - (11.9)

We upper bound these probabilities one by one starting with Pr [twoblkinve,]. Observe that every query by

As has probability 1/2™ of having answer y. Using a union bound over all queries of As, it follows that
T
Pr [twoblkinven ] < 27“; . (11.10)

We next upper bound Pr [twoblkinvefron]. Observe that this event happens only if A makes a query that has

answer z such that A4; made a query with salt z that had answer y. Therefore, using total probability

T
kT:
Pr [twoblkinveon ] < Z Pr[A; made k queries with answer y] 2—;
k=1
T &
= 2% Z E [Number of queries of A; with answer y]
k=1
15T
B ;nl ' (11.11)

The last equality follows since each query of A; has answer y with probability 1/2".

Finally, we upper bound Pr [twoblkinveg]. For this we initially take a short detour and define the event
(m 4+ 1)-col as the event that A; has made m + 1 distinct random oracle queries, all of which have the same
answer. We claim that

mT1
22n °

Pr [twoblkinvef | = (m + 1)-col] <

This is because if (m 4 1)-col does not happen, there can be at most mT; pairs of queries such that the answer
of the one query of the pair is the input of the other query (as otherwise there would be a m + 1-multi-collision
since there are T} queries made by A;j). Now, twoblkinves happens only if (a,y) that is sampled uniformly
at random is such that one of these at most m7T} pairs have a as the salt for one query and y as the answer

m T1

of the other query. This happens with probability at most Fst.

Finally, we upper bound Pr[(m + 1)-col]. For any subset of m + 1 queries made by A;, the probability
that they have the same answer is 1/2"™. Using a union bound over all possible m + 1 sized subsets of the
queries of A;, we have that

()

2nm

Pr[(m + 1)-col] <

46T1

We let m = max (n, T) Ifn< 4;#, we have that m = 4¢h

on

( T ) T m+1 1 m 1 n
P 1)-col] < ~+ < e < (=) g (2) .
rllm+1)-coll < 500 (m+ 1)2" 1 2

> n. Therefore,
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46T1
on

Ty ) m+1 m+1 n
( T 1 1
P 1)-col < m+1 < €l] on <= on < (= -
rlm+1)-coll < o <(m+ 1)2n 1 2

Therefore, we have that for m = max (n, 21), Pr[(m + 1)-col] < 1/2". Hence

s Ton
nTy  4eT? 1
— — . 11.12
22n + 23n + omn ( )

4€T1
on

Otherwise, if n > we have that m =n > . Therefore,

Pr [twoblkinveg] <

Plugging (11.10) to (11.12) into (11.9) gives us the required bound for Pr[twoblkinv] and concludes the
proof. [ ]

11.4.2 Collision-resistance of two-block Merkle-Damgard

In this section, we study the collision-resistance of two-block Merkle-Damgard (MD) against offline-online
adversaries. Collision-resistance of two-block MD is formalized by the oracle game 2-CR-M D];‘L in Fig. 11.5.
In this game a salt a is picked at random from {0,1}" that is given to the adversary A. The adversary A
has oracle access to h, and wins if it can output two messages M, M’ that are distinct; both at most 2 blocks
long, and satisfy MD"(a, M) = MD"(a, M").

The game pre-2-CR-M D}fl captures the collision-resistance of 2-block MD against offline-online adversaries.

We prove the following upper bound on Adv%fj—fR_MD’".

Theorem 11.4.4. Let T1, Ty, s,{,n € Nog. Let Hy, ¢, be the uniform distribution on Fes({0, 1} x{0, 1}, {0, 1}™).
- 272 +nTy/2 + 3n%/2 + 99n/2 + 33
~ 2n

T
+ <231n/§> (n® + 5n + 83)

AdvE 2 NP (4)

! 1/2 1/3 T?
+ (25/4> (53n + 14n'/2 + 5607 + 342) + 468 =17 ) -

OFFLINE-ONLINE TRADEOFFS. Note that, in the regime of parameters Ty = 27(1+e) T, = 2n(1/2=¢) for
0 < e < 1/6, the term T1T2/23”/2 dominates the bound, i.e., there is a tradeoff between the number of offline
and online queries in that regime.

TIGHTNESS OF THE BOUND. We show that the first three terms in the above bound are tight by giving
matching attacks. We could not find an attack matching the last term in the bound and leave improving it
or showing it tight to be future research.

We briefly describe how we show the other terms to be tight. The first term is dominated by T3 /2" — we
can show that this is tight up to constant factors using the birthday attack, which achieves advantage of the
order T3 /2".

In the second term, ignoring constants and powers of n, the dominant factor is ;}TT/é We prove this

theorem to show that it is tight.
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Game 2-CR-MD% (A)

a «s{0,1}"

(M, M) « A"(a)

If |M|,|M'| € {¢,2¢} and M # M’ and MD"(a, M) = MD"(a, M")

Return true

Return false

Figure 11.5: Oracle game 2-CR-M D?L formalizing collision-resistance of two-block MD.

Theorem 11.4.5. Let Ty,T5,n,¢ € Nog such that n is a multiple of 2, Ty is a multiple of 2"**1, and
TiTy < 232, Let Hy o, be the uniform distribution over Fes({0,1}" x {0,1}%,{0,1}"). There exists a
(Th,T>) adversary A such that

(1-2/e)h Ty .

pre-2-CR-MD
Advy, (A) = 93n/2+3

on

The proof of this theorem is in Section 11.3.3.
In the third term, ignoring constants and powers of n, the dominant factor is 257:—}/4 We give an attack
2 2
that achieves advantage of the order ;Tl/z While 23"71/2 < QTTIM for Ty < 2°"/%, observe that both of them

become one at T; = 25/4. Formally, we prove the following theorem.

Theorem 11.4.6. Let T1,T»,n,{ € Nog such that n is a multiple of 2, and Ty is a multiple of 2"+, Let
H, 00 be the uniform distribution over Fcs({0,1}" x {0,1}¢,{0,1}"). There exists a (Ty,T>) adversary A
such that

pre-2-CR-MD (1—2/e)T}
Aden,l{,n (A) > 25n/2+6 :

The proof of this theorem is in Section 11.3.3.

We now proceed to prove Theorem 11.4.4.

Proof. The proof of this theorem fixes the (77, 75)-offline-online adversary A = (A;,.4A3) that maximizes
Advr;;i_j__fR_MD(Tl, T3). We can treat A as deterministic by fixing its randomness that maximizes its advan-
tage. Without loss of generality we can assume that A does not repeat any query across the offline and
online phases because we have no restrictions on the memory of the adversary.

We rewrite the collision-resistance game for two-block MD in game H in Figure 11.7. Note that whenever
A wins Gf;;’R'MD, from our assumption that A makes all the queries needed to compute the MD evaluation

of the messages it outputs, at least one of the following happens.
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¢ _Q

(a) Self-loop. (b) Self-loop on stem.
- >
(c) Bulb. (d) Bulb on stem.
(e) Triangle. (f) Diamond.

Figure 11.6: The structure of the six different types of two-block MD collisions in the query graph. The

nodes in the query graph are labelled with values in {0,1}", and there is an edge (a,a’) labelled with M if

the adversary made a query h(a, M) = o/. We omit the node and edge labels for simplicity.

A makes a query h(a, M') = a, meaning it has found a one-block message M’ whose MD evaluation
with salt a is a. This is sufficient for a two-block collision because for any M” € {0,1}*, (M’, M") and

M" have the same MD evaluation with salt a.

A makes queries h(a, M’) = z and h(z, M") = z; this is a two-block collision because (M’, M") and

M’ have the same MD evaluation with salt a.

A makes queries h(a, M’) = z and h(a, M") = z for M' # M"; this is a two-block collision because
M’, and M" have the same MD evaluation with salt a.

A makes queries h(a, M') = z, h(y, M") = z and h(y, M") = z for M” # M"; this is a two-block
collision because (M', M") and (M’, M") have the same MD evaluation with salt a.

A makes queries h(a, M') =y, h(y, M") = z and h(a, M") = z; this is a two-block collision because
(M', M") and M" have the same MD evaluation with salt a.

A makes queries h(a, M') =y, h(y, M") = z, h(a, M") = ¢, and h(y', M") = z for M' # M" and
M” # M"™; this is a two-block collision because (M’, M") and (M", M"™) have the same MD evaluation

with salt a.
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If any of these occur, win is set in H, meaning A wins the game. Therefore,

AdvEE MO () < PrH(A)] -

on

The game H defines events s, sos, bulb, bos, tri, dia. We name the events this way because of the following
alternative view of MD collisions via the query graph of A: the nodes of the query graph are labelled with
strings from {0,1}", and whenever A makes a query h(a, M) = o', an edge (a,a’) labelled M is added to
the graph. Finding a two block collision can be viewed as finding one of the following structures in the
query graph: self-loop, self-loop on stem, bulb, bulb-on-stem, triangle, and diamond; Fig. 11.6 shows these
structures.

It follows from inspection that in game H, win is set only if one of these event among {sl, sos, bulb, bos, tri, dia}

happen. Therefore, using the union bound we have that

Pr[H(A)] = Pr[A sets win]
< Z Pr [event] (11.13)

evente{sl,sos,bulb,bos,tri,dia}

Our proof is divided into these following lemmas each of which upper bound the probability of these events.

Lemma 11.4.7.

Lemma 11.4.8.

T, +3 T: 2 2eTy Ty + 6enT: 8e2T?
Pr[sos] < 2t -1—2;12+n + =L 222—; L ;nl.

Lemma 11.4.9.

(7;2) n T2T1 €T1 n n 1

Pr [bulb] < on 922n + 923n/2 + on+l ' on °

Lemma 11.4.10.

+nT/2+n2/2+4  eD\To+enTy  nTyTy + ThTF + 2enTy
on 23n/2 22n
4€2T12 4eT12T2
25n/2 23n :

Pr[bos] < (I;)

Lemma 11.4.11.

o _(5)+18n 48 3(24e) /2Ty +3(8en) Ty 9(2)3eT/?
Pr[tri] < on + /2 5073

T Ty + Ty Ty + T2Th + 12e(2)Y2TY?  8eT2T, + 2T\ T
+ 22n + 23n :
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Game H(A = (A1, A2))
h s Fes({0, 1} x {0,1}™, {0,1}")

win « false, 7 « [],a < L
sl, sos, bulb, bos, tri, dia « false
st Al
a«s{0,1}"
If IM’ : ((a,M’),a) € T:
win « true, sl « true
If IM’', M”, z -
((a, M"), 2), ((z, M"),z) € T
win « true, sos « true
IfIM’ # M" 2 :
((a, M"),2), ((a, M"), 2) € T
win « true, bulb « true
IfaM' , M" #= M" y, 2 :
((a’ M/)7y)7 ((yv M”)v Z) ET,
((y, M"),z) € T:
win « true, bos « true
IfIM'  M" , M" y, 2 :
((a’ M/)7y)7 ((yv M”)v Z) ET,
((a, M™), 2) € T
win « true, tri < true
If HMI ¢ M”’,M” ¢ M////’x7y’2 .
((a, M), @), ((a, M"),9) € 7,
(@, M"), 2), ((y, M), z) € T
win « true, dia « true
A (st, a)

Return win

Oracle H(a, M)
T —7u{((a,M),h(a, M))}
If IM’ : ((a,M’),a) € T:
win <« true, sl « true
If IM’, M", z
((a, M), 2), (2, M"),2) € T:
win « true, sos «— true
IfIM’ # M", 2 :
((a, M"), 2), ((a, M"), z) € T
win « true, bulb « true
IfAM' M" # M" y, 2
((a, M), y), ((y, M"),2) € 7,
((y, M), 2) € T
win <« true, bos « true
IfIM’  M" M" y, 2 :
((a, M), ), ((y, M"), ) € 7,
((a, M), 2) € T
win « true, tri < true
IfAM # M" M" # M" z,y,z:
((a, M"), ), ((a, M"),y) € ,
(@, M), 2), (g, M), 2) € 7
win « true, dia « true
A (st, a)
Return h(a, M)

Figure 11.7: Game H used in the analysis of collision-resistance of two-block MD against offline-online

adversaries. The events introduced in this game are marked in red.
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Lemma 11.4.12.

T> 2 22
+30n + 16  4eT?1 271411 4eT71
Pf[dia]s(Q) ! T

nTh Ty 4+ T3T) +n*ThTo + nTi T3 4eT3Ty
22n + 24n
4O(en)1/3T1 (86)1/2nT1 + 10(26)1/2nT1
24"/3 2371/2
24062/3T12 8(2)1/263/2T12 + 40(26)1/2T12
27n/3 925n/2 :

Plugging in Lemmas 11.4.7 to 11.4.12 into (11.13) and grouping the terms, we get that

_ 334 99n/2 + 2Ty + 3nT5/2 + 30%/2 + 4(%)
~ 27l
L Qe+ 80e)Ty + (3+ )TV T3 + 12¢(2)/2T72
22n
(2 + 2e +4n + n2)T1T2 6T1T2
922n 23n/2
1/2 1/2 1/2 1/2
1
(e + en + 3(24e)V/? + 3(8en)/? + (8¢)Y2n 4 10(2¢)/?n)T
+ 23n/2
N 8?T? + 16eT2Ty + 4T\ Ty + 4T T2
23n
N (4€? + 8(2)1/2e%2 + 40(2¢)/?)T?
25n/2
9(2)V3eT?  4eT3Ty  40(en)Y3Ty  240e%/3T?
251/3 24n + 24n/3 + 27n/3

Advze—}CR—MD(A)

s,8,n

(11.14)

Note that this bound trivially holds when Ty > 2/2 because in that case T5/2" > 1 and the left hand side
is a probability which is at most 1. Similarly, it trivially holds when ToT}; > 232 or T} > 2°"/%. Therefore,

we can assume Th < 272, Ty < 257/4 and T\ T, < 23"/2. For T} < 254, we have the following inequalities.

T2 T2 T2 TP TRT, TS, N

22n ’ 93n’ 95n/27 95n/37 93n 7 94n = 25n/4

For Th < 22, we have the following inequalities.

TT2 TVT2 T
22n 7 92n = 23n/2

For Ty Ty, < 2372 we have that T2T2/23" < T1T2/23”/2. Further for any 77,75 > 0, we have the following

inequalities.

n T Ty < T
921 93n/2° 94n/3 > 95n/4
Ty ThTy < T,
22n ’ 93n T 93n/2
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Using all of these inequalities in (11.14), we have that

_ 33+99n/2 4+ 2Ty + 3nT3/2 + 3n%/2 + 4(3)
~ 2"1
((2e + 8ne) +12e(2)V2)Ty (3 +n)T1 T,
+ 25n/4 23n/2
(2 + 2e +4n + ﬂ2)T1T2 6T1T2
+ 23n/2 23n/2
(e +en + 3(24e)V? + 3(8en) /2 + (8€)Y2n 4 10(2¢)Y2n) T}
+ 25n/4
8€2T1 (166 +4+ 4€)T1T2
925n/4 23n/2
(4€® + 8(2)12e%? + 40(2¢)/?) T
+ 25n/4
9(2)Y3eT, N 4T Ty N 40(en)/3 Ty N 240e2/3T?
25n/4 23n/2 25n/4 27n/3

AdV?_;e_2_CR-MD(A)

s.0,m

Consolidating terms we get that

- 275 + nTy/2 + 3n?/2 + 99n/2 + 33
~ 2n

Ty
+ (23”/2> (n? + 5n + 27e + 9)

AdVI;_;e_2_CR_MD(A)

s,8,n

T
! (25"1/4> (n(9c + (8¢)"” +10(20)'/2) + n*/*(3(8¢)'/?)
+n'/3(40eM?) + (3¢ + 12e(2)1? + 12e + 8(2)1/2e%2 + 40(2¢) '/

240e2/3T}

+9(2)Y3e + 3(24e)V/?) + ST

We observe that the following inequalities hold

27e +9 <83

9e + (8¢)'/2 +10(2¢)'/? < 53

3(8¢)' /2 < 14

40e/3 < 56

3e 4+ 126(2)/2 + 12e® + 8(2)/2e%2 + 40(2¢)'/? +9(2) e + 3(24e)'/? < 342

240e%/3 < 468
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Using this we have that

-2-CR-MD 2T2 + ’I’LTQ 2+ 3n2 2499n/2 + 33
AdvEZERTIP(4) < =2 / Qn/ /
T,
T 1/2 1/3 Tl2
+ <25n/4> (53n + 14n*/= + 56n-/° 4 342) + 468 s | -
This proves the required bound.
We prove Lemmas 11.4.7 to 11.4.12 in Sections 11.4.3 to 11.4.8, respectively. [ ]

11.4.3 Proof of Lemma 11.4.7

Proof. [Lemma 11.4.7) We define the two following events.

1. slo: A7 made a query h(a, M) =a

2. slon: Az made a query h(a, M) =a
Notice that sl happens only if at least one of sl or sl,, happens. Therefore, we have that
Pr[sl] < Pr[slog] + Pr[slon] - (11.15)

We first prove an upper bound on Pr[sl,,]. Note that, for every query h(a, M) made by As, the probability

that its answer is a is 1/2". Therefore, using a union bound over all the queries of Ay, we have that
Pr[slon] < T2/2" .

To prove an upper bound on Pr [slyg], we define the following event off-sl-k: A; makes at least k different
queries such that the input salt of the query is the answer of the query. Using total probability, we have that
for any k

Pr [slofr] < Pr [slofr | —off-sl-k] + Pr [off-sl-k] + 2% . (11.16)

Note that, if the adversary A; makes at most k different queries, such that the input salt of the query is the
answer, slog happens only if the salt a that is sampled uniformly at random is same as the salt for one of
those at most k queries. Therefore, Pr [Sloff | —-ofF—sI—k] < k/2m.

We upper bound Pr[off-sl-k] as follows. Let B; be the indicator random variable that indicates whether
the j-th query of A; is such that its answer is same as its input salt. Since A; does not repeat queries, all

the B;’s are independent, and Pr[B;] = 1/2". From the definition of B;’s, it follows that

T
Pr [off-sl-k] = Pr lz B; > k] .

j=1



373

We rewrite the term on the right as

T
dBi=k

Jj=1

Pr =Pr[3Sc[Ti],|5|=k:Vje S, B; =1] .

Using a union bound over all subsets of T} of size k, we have

Pri3sc[ni]|S|=k:¥jeS B =1]< >  Pr[VjeS B =1].
Sc[T1],|S|=k
Since there are (7,;1) subsets of [T7] of size k, and all the B;’s are independent and Pr[B; = 1] = 1/2", we
have that
T
)

Prias c [T1].IS| = k:Vje S, By = 1] < S5 .

Therefore

Pr[off-sl-k] <

Plugging this in (11.16),we have that for any k,

€T1 k k
on

Pr[slor] < (2L
Bl < (30

We let £ = max (n, 2;:{1). Ifn< 2;{% we have that k = 25:":1 > n. Therefore,

()

el \* NN 1
ok S\ ) S\2) Son-
2eTy
2"’L

() o (em\ (1) _ L
2nk = \k2n ) T\ 2 2n

2eTy
271, )

Otherwise if n > we have that k =n > . Therefore,

Hence,

1 n 2eT}
Pr(slog] < — + — .
r[s ff] on + on + o2n

Plugging this back into (11.15) gives us

1 n 2e¢Ty T
Prisll < — 4+ — .
< o+ on e o
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11.4.4 Proof of Lemma 11.4.8

Proof. [Lemma 11.4.8] We first define the three following events.
1. sosef: A; made queries h(a, M’) = z and h(z, M") = z
2. SOSoffon: A1 made a query h(y, M”) = y and A3 made a query h(a, M') =y
3. soson: Az made a query h(z, M') = z, i.e., a query whose answer is the same as its input salt

From inspection one can verify that sos happens only if at least one of sosusf, S0Son, SOSoffon happen. It follows
that
Pr [sos] < Pr[sosofr] + Pr[s0son] + Pr [s0Soffon] - (11.17)

We first upper bound Pr[sos,,]. Note that for every query h(a, M) made by Az, the probability that its
answer is a is 1/2". Therefore, using a union bound over all the queries of Ay, we have that

Pr[soson] < T2/2™ . (11.18)

We next upper bound Pr[soseffon]. Recall that the event off-sl-k defined in the proof of Lemma 11.4.7: A,

makes at least k different queries such that the input salt of the query is the answer. We have that
Pr [s0soffon]| < Pr [sosofron | ﬁoff—sl—k] + Pr[off-sl-k] .

In this case, soseffon happens only if A5 makes a query whose answer is the input salt of one of at most k

such queries. Therefore, we have that for any k,

kT
Pr [soSoffon]| < Pr[off-sl-k] + 2—712 .

As seen in the proof of Lemma 11.4.7, setting k = max (n, 25 ) makes Pr[off-sl-k] < 1/2". Therefore, by

setting this value of k, we have that
nTg 2€T1T2 1

Tt T T (11.19)

Pr [sosoffon] <

We finally upper bound Pr [sosef]. For this we recall (m + 1)-col as the event that we defined in the proof of
Theorem 11.4.1. We say that (m + 1)-col happens if the A; has made m + 1 distinct random oracle queries

that all have the same answer. Using total probability, we have that for any k, m

Pr [s0soff] < Pr [sosoff | —off-sl-k A =(m + 1)-col] + Pr[off-sl-k v (m + 1)-col]
< Pr [soseft | —0ff-sl-k A —(m + 1)-col| + Pr [off-sl-k] 4+ Pr[(m + 1)-col] . (11.20)
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We claim that
mk
Pr [sosfr | —0ff-sl-k A —(m + 1)-col| < o

This is because if off-sl-k and (m + 1)-col do not happen, there can be at most k - m salts a that satisfy that

A; makes a query h(a, M') = z and h(z, M") = z. The probability that the salt a that is sampled uniformly

mk
2’7L .

at random is among one of those at most k - m salts is at most

From our calculations in the proof of Theorem 11.4.1, we have that for m = max (n, 4‘29%), Pr[(m + 1)-col] <

1/2". We also know that for k = max (n, 2211), Pr [off-sl-k] < 1/2". We set m, k to these values and obtain
from (11.20) that

n?  6enTy 8e*T?

Pr [sosoff] < on tom 52n KD (11.21)
This is because for m = max (n, 4;#), k = max (n, 22{1),
k-m < n? + 6enTy /2" + 82T2 /22" .
Plugging (11.18), (11.19) and (11.21) into (11.17), we get that
T +3+nTy +n? 21T + 6enT; 82T
P < :
r [sos] o + o2m +
O [ |
11.4.5 Proof of Lemma 11.4.9
Proof. We define the three following events.
1. bulbeg: A; made queries h(a, M) =y, h(a, M') = y for some M # M’ and y
2. bulbeffon: A1 made queries h(a, M) = y, and Ay made a query with answer y for some M,y
3. bulby,: Az made queries h(a, M) =y, h(a, M') = y for some M # M’ and y
Observe that bulb happens only if at least one of bulbygr, bulbgfron, bulby, happen. Therefore
Pr [bulb] < Pr [bulbeg] + Pr [bulbsfron] + Pr [bulbon] - (11.22)

The rest of the proof consists of upper bounding these probabilities one by one. We begin with Pr [bulb,,].

Observe that bulb,, happens only if As makes two queries that have the same answer. The probability of



376

any two queries of A having the same answer is 1/2". Using a union bound over all pairs of queries of As,

we have that

()

Pr[bulbe,] < ;n (11.23)

We next upper bound Pr [bulbeffon]. Let @, be the random variable denoting the number of queries .A; makes

with salt a. Using total probability

r [bulbefon ] Z Pr[Qq = k] Pr [bulbsfion | Qu = K]
= Z Pri@ kT2
2n
_B T
= on ElQd = 5 (11.24)

The second equality above follows because if A; makes k queries with salt a, the probability that bulbsgron
happens is at most kT5/2™ using a union bound over all queries of A;. The final equality uses the fact that
E[Q.] = T1/2", because A; makes T queries and « is sampled uniformly at random.

Finally, we upper bound Pr [bulbyg]. We define an event off-bulbs-k as follows: there is a set of at least k
distinct salts a1, . .., a such that for each a;, A; has made a pair of queries h(a;, M;) = z and h(a;, M) = =
for M; # M.

We have that for any k,

Pr [bulbegs] < Pr [bulbegt | —off-bulbs-k] + Pr [off-bulbs-k] . (11.25)

Since bulbys happens if for the salt a that is chosen uniformly at random from {0,1}", A; had queried
h(a, M),h(a, M’) that have the same answer, we have that Pr [bulbeg | —off-bulbs-k| < k/2". We upper
bound Pr [off-bulbs-k] using a compression argument.

Note that the event off-bulbs-k is similar to the event off-oneblk-k we defined in the proof of Theo-
rem 11.4.1, the only difference being the salt length was s there and is n here. However, Pr [off-oneblk-k] did
not depend on s, hence we can prove the same bound for Pr [off-bulbs-k]. We showed in that proof that for

k = max (£, n/2), Pr[off-oneblk-k] < 1/2".

Hence from (11.25) we have

n 1

€l
Pr [bulboff] < 237/2 2n+1 + 27 . (1126)

Plugging (11.23) to (11.25) into (11.22) gives us that

(Tz) T2T1 €T1 n 1
Pr [bulb] < on + 22n + 23n/2 + on+1 + on

O |
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11.4.6 Proof of Lemma 11.4.10

Proof. We define the five following events.

1. bose: A; makes queries h(a, M') =y, h(y, M") = z, h(y, M") = z for some M', M" # M" and y

2. boseffon,1: A1 makes queries h(a, M') =y, h(y, M") = z and A makes a query with answer z for some

Z.

3. bosoffon,2: A1 makes a query h(y, M’) = z, and A makes a query with answer z and another with

answer y, for some y, z, M'.

4. boseffon,3: A1 makes queries h(y, M') = z, and h(y, M") = z and A2 makes query with answer z for

some M’ # M" vy, z.

5. bosen: Az makes queries two queries that have the same answer.

Observe that bulb happens only if at least one of bosefr, boSefron,1, DOSoffon,2, DOSoffon,3, boson happens. To see
why this is true, observe that for bos to happen A has to make queries ¢; = h(a, M) =y, g2 = h(y, M") = z,
gs = h(y, M") = z for M" # M", and some y, z. We show that all the possibilities are covered.

- If ¢o, g3 are both online, then bos,, happens.

- If one of ¢o, g3 is online, the other offline and

— if g1 is offline then bosyfron,1 happens

— if ¢y is online, then bosyfon,1 happens

- If both g2, g3 are offline and

— ¢ is online, then bosggron,3 happens

— ¢ is offline, then bosys happens

Therefore

Pr[bos] < Pr[boses] + Pr[bosefron,1] + Pr [boseffon,2] + Pr [bosefton,3] + Pr[bosen] - (11.27)
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We upper bound these probabilities one-by-one. First off, we upper bound Pr[bosy,]. For every pair of
queries made by Ajs, the probability that they have the same answer is 1/2". From a union bound over all

pairs of queries by A; it follows that

T2)
Pr[bosen] < 22n

(11.28)

Next, we upper bound Pr [bossffon 2]. Fix a query ¢ = h(y, M) = z made by A; and a pair of queries ¢, ¢"
by As. The probability that the answer of ¢’ is y and that of ¢” is z, is 1/22". Taking a union bound over
all possible ¢, ¢, ¢” we have that

T2T,
22n

Pr [bosoffon,2] < (11.29)

Next, we upper bound Pr [bosefron,3]. Recall the event off-bulbs-k defined in the proof of Lemma 11.4.9: there
is a set of at least k distinct salts aq, .. ., ax such that for each a;, A; has made a pair of queries h(a;, M;) = z
and h(a;, M]) = z. For a salt a;, we refer to the adversary querying h(a;, M;) = z and h(a;, M}) = z for
some M; # M/ as a bulb query for the salt. In other words off-bulbs-k is the event that the adversary makes
bulb queries for at least k salts.

We have that
Pr [boseffon,3] < Pr [boseffon,s | —off-bulbs-k| + Pr [off-bulbs-k] .

If A; makes bulb queries for at most k salts, bosefon s happens only if A; makes a query whose answer is
among these at most k salts. Hence Pr [bOSofFomg | ﬁoff—bulbs—k] < kT1/2". We know from the analysis in

Lemma 11.4.9, that for £ = max (eTl/Q"/Q,n/Q)7 Pr[off-bulbs-k] < 1/2™. Therefore, it follows that

1 T: T
Pr [bosoffon,S] < — 4+ 2. (TL + © 1)

on " on \ 2 T 2n/2
TLT2/2 +1 eTlTQ
= on + anf2 (11.30)

Next, we upper bound Pr[bosefron.1]. We define the notion of a query being A; being a successor query

for a particular salt a. We say that a query ¢ = h(y, M) = z made by 4, is a successor query for a salt a if

-YFa,zFEAQYFZ

- there is a query ¢’ = h(a, M) = y made by A; for some M

In Fig. 11.8, we illustrate how successor queries to a salt look like in the query graph of A.
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Figure 11.8: Illustrating successor queries of a salt in the query graph. The queries marked in red to a salt

a are successor queries for a.

Let (), denote the number of successor queries for a salt a. Note that bosyfon,1 happens only if Ay makes

a query whose answer is same as the answer of one of the successor queries made of a. We have that

kT
Pr [bosoffon,1] Z Pr{@ 2n1

_E[Qa] on .

We prove an upper bound on @Q,. Recall the event m + 1-col: (m + 1)-col happens if the A; has made m + 1

distinct h all of which have the same answer. We have using total expectation
E[Q.] < E[Qa|—(m + 1)-col] + E[Q4 | (m + 1)-col] Pr[(m + 1)-col] . (11.31)

We claim that E [Q, | —(m + 1)-col] < mT1/2". This is because we have that E [Zae{oﬁl}n Qo | —m + 1—co|] <
mT}- since if there is no (m + 1)-multicollision, a query can be a successor query to at most m different salts.

Since a is sampled uniformly at random from {0, 1}", the claim follows.

We have from earlier analysis in Theorem 11.4.1 that for m = max (n, 4;3,11)

Pr[(m + 1)-col] € 1/2™ .

Moreover E[Q, | (m + 1)-col] < T} since a salt cannot have more than T; successor queries. Therefore,
plugging this into (11.31)

4€T12 nT1 T1

E[Q.] < — .
[Q] 22n oan 22n
So, we have
2 4€T2 T2 nT1 TQ T1 Tg
Pr [bosofron,1] = E[Qa] 55 < 231n + ot S (11.32)

Finally, we upper bound Pr [bos.]. We have that for any k, m

Pr [bosett] < Pr[boseft | =(m + 1)-cola # off-bulbs-k]| + Pr [(m + 1)-col] + Pr[off-bulbs-k] .
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We claim that Pr|boss | —(m + 1)-colA # off-bulbs-k| < k- m/2", because if there are no m + 1-multi-

collisions and the adversary finds bulbs for at most k salts, there are at most k-m salts such that these when

sampled cause bosys. Since a is sampled uniformly at random, it follows that this probability is at most

k-m/2m.
We let £ = max (26:{/12771/2)7 m = max (n, 4;?1), we have that
elin  2eTyn  4€*T?
< nl .
k m\n/2+2n/2+ on 93nf2 "
This implies
1 1 1 9 el'tn 2elin 462T12
Pr [bosof] S% + on + T (n /2 + o2 on 32

n?/2+2 enTy  2enTy  4e®T?
= + + + .
on 23n/2 22n 25n/2

Plugging (11.28) to (11.30), (11.32) and (11.33) into (11.27) we get

+nT5/2+n?/2+4 DTy +enTy  nTyTh + TiT3 + 2enTy

(5)
Pr [bOS] S m 23n/2 22n

4e®T?  4eTETy
925n/2 23n

11.4.7 Proof of Lemma 11.4.11

Proof. [Lemma 11.4.11] We define the six following events.

(11.33)

1. triog: A; makes queries h(a, M') =y, h(y, M") = z, h(a, M") = z for some M', M" M" and y # a

2. trioffon,1: A1 makes queries h(a, M') =y, h(y, M") = z and Az makes a query with answer z for some

Z.

3. trioffon,2: A1 makes a query h(y, M’) = z, and A makes a query with answer z and another with

answer ¥, for some y, z, M'.

4. trioffon,3: A1 makes queries h(a, M') = z, and A2 makes query with answer z for some M’, z.

5. trioffon,a: A1 makes queries h(a, M') = z, h(y, M") = z and Az makes a query with answer y for some

y7 Z? MI’ M”

6. trion: Ao makes queries two queries that have the same answer.
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Observe that tri happens only if at least one of triof, trioffon, 1 trioffon,2; trioffon,3, trioffon,4, trion happens. To see
why this is true, observe that for tri to happen A has to make queries ¢; = h(a, M’) =y, g2 = h(y, M") = z,
qs = h(a, M") = z for M', M", M" |y, z. We show that all the possibilities are covered.

- If g9, g3 are both online, then tri,, happens.

If g2 is online, g3 is offline then triqfon,3 happens

If g3 is online, g5 is offline and

— ¢ is online, then triggon,2 happens

— ¢ is offline, then triggon,1 happens

- If both g2, g3 are offline and

— ¢ is online, then trigfon,4 happens

— q1 is offline, then triog happens
Therefore

Pr [tri] <Pr [triof] + Pr [trioffon,1] + Pr [trioffon,2] + Pr [trioffon,3]

+ Pr [trioffon,a] + Pr [trion] - (11.34)

We upper bound these probabilities one-by-one.
We start with upper bounding Pr[tri,,]. Observe that trio, is the same event as bos,n in the proof of

Lemma 11.4.10. Therefore, from (11.28), it follows that

Pr [trion] < (;;z) . (11.35)

Next we upper bound Pr [trigon 1]. Observe that triggon,1 is the same event as boseffon 1 in the proof of
Lemma 11.4.10. Therefore, from (11.32), it follows that

4eT2Ty,  nTiTy TiTy

Pr [trioffon,l] S 23n 922n 23n

(11.36)

Next we upper bound Pr[trigfron,2]. Observe that trisron,2 is the same event as boson 2 in the proof of

Lemma 11.4.10. Therefore, from (11.29), it follows that

T2T,
22n

Pr [trioffong] < (11.37)
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Figure 11.9: Illustrating meeting queries of a salt in the query graph. The queries marked in red to a salt a

are meeting queries for a.

Next we upper bound Pr [trisffon,s].- Observe that triegon s is the same event as bulbggon in the proof of

Lemma 11.4.9. Therefore, from (11.24), it follows that

T, T
Pr [triofon,3] < % . (11.38)

Next we upper bound Pr [trigfon,4]. We define the notion of a query being A; being a meeting query for a
particular salt a. We say that a query ¢ = h(y, M) = z (y # a) made by 4; is a meeting query for a salt a
if:

-YyFa,yFz,aFz
- there is a query ¢’ = h(a, M) = 2z made by A,

In Fig. 11.9, we illustrate how meeting queries to a salt look like in the query graph of A.
Let (), denote the number of meeting queries for a salt a. Note that trigeon 4 happens only if 4; makes

a query whose answer is same as the answer of one of the meeting queries made of a. We have that

kT
P trlofron 4 Z Pr 2n1

—E[Qu -

We prove an upper bound on E[Q,]. Recall the event m + 1-col: (m + 1)-col happens if the .4; has made

m + 1 distinct h all of which have the same answer. We have using total expectation
E[Q.] < E[Qq|—(m + 1)-col] + E[Q4 | (m + 1)-col] Pr[(m + 1)-col] . (11.39)

We claim that E[Q, | =(m + 1)-col] < mT;/2". This is because we have that E [Zae{O 1y Qa | —m + 1—co|] <
mT} — since if there is no (m + 1)-multicollision, a query can be a meeting query to at most m different salts.

Since a is sampled uniformly at random from {0, 1}", the claim follows.
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We have from earlier analysis in Theorem 11.4.1 that for m = max (n, o

Pr{(m + 1)-col] < 1/2™.

Moreover E[Q,|(m + 1)-col] < Tj since a salt cannot have more than 77 meeting queries.

plugging this into (11.39)

4€T12 nT1 T1
ElQul < oo + 50+ 5m -

So, we have

. T: 4eT?T. nTyT: T
Pr [triorona] = E[Qu] 57 <~ + 3+ San

We finally upper bound Pr [trie] in Lemma 11.4.13.

Lemma 11.4.13.

12e(2)2T%2  3(8en)Y2Ty  3(24e)V2Ty  9(2)Y3eT/?
922n 23n/2 23n/2 25n/3
18n 8

o T on

Pr [trioff] <

Plugging (11.35) to (11.38), (11.40) and (11.41) in (11.34) we have that

T:
Pr[tri]<(22) +4eT12T2 Ty TiTy, T3Th T1T2+46T12T2 nT, Ty

on 23n 2277, 2371 2277, 22n 23n 22n
Ty 12e(2)Y2T5%  3(8en)Y2Ty  3(24e)V2Ty  9(2)Y3eT}?
23n + 22n 923n/2 + 23n/2 + 25n/3
8n 8
on T on
_(B) + 18048 3(240)2Ty + 3(8en) /2Ty 9(2)1/3eT?
= on + 23n/2 25n/3
T\ Ty + TuTs + T2Ty + 12e(2) 2T 8eT2Ty + 2T\ Ty
+ 22n + 23n
O

We defer the proof of Lemma 11.4.13 to Section 11.4.9.

11.4.8 Proof of Lemma 11.4.12

Proof. [Lemma 11.4.12] We define the six following events.

383

Therefore,

(11.40)

(11.41)

1. diaof: A; makes queries h(a, M') = y, h(y, M") = z, h(a, M") = ¢, h(a, M"™) = z for some M’ #

]\4///7 M/I ;ﬁ M/I/I and y ;ﬁ yl
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2. diaoffon,1: A1 makes queries h(a, M') =y, h(y, M") = z and Ay makes a query with answer z for some

Z.

3. diaoffon,2: A1 makes a query h(y, M') = z, and Ay makes a query with answer z and another with

answer ¥, for some y, z, M.

4. diacffon,3: A1 makes queries h(a, M') =y, h(y, M") = z, h(y', M") = z, Ap makes a query with answer
y' for some y # y', M', M", M"

5. diaoffon,4: A1 makes queries h(y, M') = z, h(y’, M") = z, Ay makes queries with answer y’, y for some

y 7& y/’ MI’M/I

6. diaon: Az makes queries two queries that have the same answer.

Observe that dia happens only if at least one of diasff, diaofron,1, didoffon,2, didoffon,3, didoffon,4, diagn happens.
To see why this is true, observe that for dia to happen A has to make queries ¢; = h(a, M') = y, g2 =
h(y, M") = z, g3 = h(a, M") = ¢/, g4 = h(y’',M") = z for M' . M" , M" M" y,y', z such that y # v/,
M # M", M" # M". We show that all the possibilities are covered.

If g2, q4 are both online, then dia,, happens.

- If g5 is online, ¢4 is offline and

— g3 is online, then diagfon,2 happens

— g3 is offline, then diagfron,1 happens

- If ¢o is offline, g4 is online and

— ¢ is online, then diagfon,2 happens

— q1 is offline, then diagfron,1 happens

- If g9, g4 are both offline

— q1,¢s are both online, then triyfon 4 happens
— one of ¢, g3 is offline, the other offline, then trigfon,3 happens

— q1,q3 are both offline, then triog happens
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Therefore

Pr[dia] <Pr[diags] + Pr [diacfron,1] + Pr [diactton,2] + Pr [diagsron,3]

+ Pr[diacffon,4] + Pr[diagn] - (11.42)

We upper bound these probabilities one-by-one.
We start with upper bounding Pr[diag,]. Observe that diao, is the same event as bos,n in the proof of

Lemma 11.4.10. Therefore, from (11.28), it follows that

Pr[diagn] < (22 : (11.43)

Next we upper bound Pr[diacffon,1]- Observe that diagfron,1 is the same event as boseffon,1 in the proof of

Lemma 11.4.10. Therefore, from (11.32), it follows that

4€T12T2 n nT1T2 T1T2

23n 22n 23n (1144)

Pr [diaoffon,l] <

Next we upper bound Pr[diacffon2]- Observe that diagfron,2 is the same event as boseffon 2 in the proof of
Lemma 11.4.10. Therefore, from (11.29), it follows that

T2T,

el (11.45)

Pr [diaoffon,2] <

Next we upper bound Pr [diagfron,3]. We first define the notion of a successor-hitting query for a salt. We say

that a query g = h(y, M) = z made by A; is a successor-hitting query for a salt a if
- Z;éa,yqéa’y;éz
- there are queries ¢’ = h(a, M’) = b, ¢" = h(b, M") = z with b # a,z # b made by A; for some M, M’

Informally, a query ¢ is a successor-hitting query to salt a if there query ¢’ = h(y’, M') = z such that ¢’ is a
successor query to a and ¢’ # ¢. In Fig. 11.10, we illustrate how successor-hitting queries to a salt look like
in the query graph of A.

Let @, denote the number of successor-hitting queries for a salt a. Note that diagfon,3 happens only if

As makes a query whose answer is same as the answer of one of the successor-hitting queries made of a. We

have that
Ty
. kT
Pr [diacfion;s] = Y. Pr{Qq = k]- 2—;
k=1
T;
=E [Qa] = .

27L
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Figure 11.10: Tllustrating successor-hitting queries of a salt in the query graph. The queries marked in red

to a salt a are successor-hitting queries for a.

We prove an upper bound on E[Q,]. Recall the event m + 1-col: (m + 1)-col happens if the .4; has made

m + 1 distinct h all of which have the same answer. We have using total expectation
E[Q.] < E[Qa|—(m + 1)-col] + E[Q4 | (m + 1)-col] Pr[(m + 1)-col] . (11.46)

We claim that E [Q, | =(m + 1)-col] < m?Ty/2". This is because we have that E [Zae{o 1y Qa | —m + 1—co|] <
m?2T, — since if there is no (m + 1)-multicollision, a query can be a sucessor-hitting query to at most m?

different salts. Since a is sampled uniformly at random from {0, 1}", the claim follows.

4eTy )

We have from earlier analysis in Theorem 11.4.1 that for m = max (n, o

Pr[(m + 1)-col] < 1/2™ .
Moreover E [Q | (m + 1)-col] < T since a salt cannot have more than 7} successor-hitting queries. Therefore,

plugging this into (11.46)

46T3 n2T1 T1
E[Q.] < 23;

So, we have

T 4eT3T: n?T T T
2 i11; Nl Ty

Pr [diaoffon,3] = E [QCL] 27 < 247’L 22’ﬂ 23,”

(11.47)

Next, we upper bound Pr [diagffon.4]. We have that
Pr [diaoffon,4] < Pr [diaofronA | —(m + 1)—col] + Pr[(m + 1)-col] .

We claim that Pr [diagffon 4 | =(m + 1)-col| < mT1T§/2?". This is because, given there are no (m + 1)-
multicollision there can be at most mT; pairs of queries that collide. For diagffon,4 to happen, As needs to
make two queries such that the answer of the queries are the input salts of a pair of colliding offline queries.

Using a union bound over all colliding offline queries and pairs of queries by As, the claim follows. Moreover,

4eTy )

we have from earlier analysis in Theorem 11.4.1 that for m = max (n, o

Pr[(m + 1)-col] < 1/2™ .
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Therefore, we have that

. 4eT?T2  nT\ T3 1
Pr [diactron 4] <~ + 2§n2 + 5 (11.48)

A\

We finally upper bound Pr [diacs] in Lemma 11.4.14.

Lemma 11.4.14.

Pr [diaosr] <30 +15 40(en)Y3Ty  (8e)Y2nTy + 10(2¢)Y?nTy

on 24n/3 23n/2
240e2/3TE  8(2)Y2e32TE + 40(2¢)' 2T}
e 253 : (11.49)
Plugging (11.43) to (11.45) and (11.47) to (11.49) in (11.42) we have that
Pr [dia] < () N 4eT2T, nTiTy T\Ty T2Ty  4eT3T, N n2Ty Ty
= on 23n. 922n 23n 22n 924n 922n

T, 4eTPTy  nTVT§ 1 L 30n+15
23n 23n 22n mn omn
40(en)3Ty  (8e)2nT) +10(2e)/?nT,

24n/3 23n/2
240e2/3T} N 8(2)1/2e32TZ + 40(2¢)'/?T?

27n/3 25n/2

_ () +30n+16 | AeTPTy + 2T + 4eTPTS
nT1T2 + T22T1 + Tl2T1T2 + nT1T22 4€T13T2
+ 2271 + 24n

40(en)\3Ty  (8e)'2nTy + 10(2e)Y/2n T,

24n/3 23n/2
240e2/3TE  8(2)Y2e3/2TE + 40(2¢)'/?T?

27n/3 25n/2 ’

|

We defer the proof of Lemma 11.4.14 to Section 11.4.10.

11.4.9 Proof of Lemma 11.4.13

Proof. [Lemma 11.4.13] We say that A; has found a triangle for a salt a if it has made queries h(a, M) =y,
h(y, M") = z, h(a, M") = z for some M, M' M" y,z. We define the event off-tri-k as A; finding triangles
for at least k salts. We have that for any k,

Pr [triofr] < Pr [triof | —off-tri-k] + Pr [off-tri-k] . (11.50)

We claim that Pr [trioff | —|ofF-tri-kz] < k/2™ — this is because if A; finds triangles for at most k different salts,

triofr happens with probability at most &/2™.
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AN AN AN

(a) Category 1 Triangle. (b) Category 2 Triangle. (c) Category 3 Triangle.

Figure 11.11: The different categories of triangles. The edge colored red is the last of the three queries made.

Towards upper bounding off-tri-k, we define a categorization of the triangles. For a triangle on salt a, let

the three queries forming the triangle be ¢; = h(a, M) =y, ¢o = h(y, M') = z, g3 = h(a, M") = 2.
- We say that a triangle is of category 1, if the query g3 was the last among the three
- We say that a triangle is of category 2, if the query ¢; was the last among the three

- We say that a triangle is of category 3, if the query g» was the last among the three

We illustrate the categories of triangles in Fig. 11.11.

We define the event off-1-tri-k; as A; find triangles of category 1 for ky different salts. We define the
event off-2-tri-ko as A; find triangles of category 2 for ko different salts. We define the event off-3-tri-k3 as
A; find triangles of category 3 for k3 different salts. We would have that for any ky, ko, k3,

Pr[off-tri-3 max(ky, k2, k3)] < Pr[off-1-tri-k1] + Pr[off-2-tri-k2] + Pr [off-3-tri-k3] . (11.51)
We prove the three following claims.

Claim 11.4.15. For any k1 € N~g, such that ki is a multiple of 2

16e2T{>>’“/2 <4enT12>k1/2 1
on

Pr[off-1-tri-k1] < (k%22” o il

Claim 11.4.16. For any ks € N=g, such that ko is a multiple of 2

1662T13>k2/2 <4enT12>"’2/2+ 1

Pr[off-2-tri-ka] < (%2% k32n 2

oan -’

Claim 11.4.17. For any ks € N.q, such that ks is a multiple of 6

126T12> ks/6 (2763T14> ks/3

Pr[off-3-tri-k3] < ( Ko Ko
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1/2 1/2
We let k1 = max <(32;22313) , (8@;?"3) 72n>. We then have that

Pr[off-1-tri-k; ] < 2% .

1/2 1/2
Similarly we let ko = max ((322622313) ) (86;?12) ,2n>, and have that

Pr[off-2-tri-ks] < 2% .

1/2 1/3
We let k3 = max ((24;?12) , (5426;?{1) ,6n>, and have that

2
Pr[off-3-tri-k3] < on -

We have that

23\ 1/2 2\ 1/2 2\ 1/2 3a N 1/3
max(ks, ko, ks) < (326 T; ) N (867’LT1 ) N <246T1) ’ (546 T; ) +én

22n n on 22n
42T (8en) 2Ty (24€)2Ty | 3(2)M3eT)?
- on + on/2 + on/2 + 22n/3 +6n .

1/23/2 1/2 1/2 aroN1/3 4/3
Let k=3 (‘wén A G G D T 6n>. Using (11.51) we have that

Pr [off-tri-k] < 2% . (11.52)

Using the fact that we showed earlier that Pr [tri| —off-tri-k] < k/2", setting k as above, using (11.50) we
have that

12e(2)Y2T32  3(8en)V2Ty  3(24e)Y2Ty  9(2)3eTi/? L8, 8

Pr[triof] < 92n 93n/2 93n/2 95n/3 on ' on

We now prove these claims one by one.

UPPER BOUNDING Pr [off-1-tri-k;]. First off, we upper bound Pr [off-1-tri-k;]. We have that for any m,
Pr[off-1-tri-k1] < Pr[off-1-tri-k; A —(m + 1)-col] + Pr[m + 1-col] . (11.53)

We upper bound Pr [off-1-tri-k; A —(m + 1)-col] using a compression argument. Before giving the compres-
sion argument, we recall the notion of successor queries we introduced in the proof of Lemma 11.4.10: we
say that a query ¢ = h(y, M) (y # a) made by A; is a successor query for a salt a if there is a query
¢ =h(a, M) =y made by A;.

The encoding procedure encodes the random oracle h as follows.

1. It first runs A}, answering all its queries using h.
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2. If m + 1-col happens or off-1-tri-k; does not happen, it outputs &

3. It finds a set of salts S of size k;/2 such that for each a € S

- A; found a category 1 triangle for a

- The salt a has no more than 2mT; /k; successor queries
4. If no such S is found, return &
5. It marks the ¢o, g3 queries corresponding to the triangle for each salt in S
6. It initializes lists L1, Lo to empty lists, T to empty set
7. It starts running A; again

8. For every query h(a, M) made by A; it does the following;:

(a) If the query is marked as a g3 query for a salt @ € S, then it adds the index of this query in T,

and it adds the lexicographical index of g among all successor queries for the salt a in the list Lo

(b) Otherwise it adds h(a, M) to L.

9. It appends the evaluation of h on the points not queried by A; to L; in the lexicographical order of
the inputs.

10. It outputs L1, Lo, T.
The decoding procedure works as follows.

1. If the encoding is J it aborts.
2. Tt runs Ab.

3. For every query h(a, M) made by A; it does the following;:

(a) If the index of the query is in T, it removes the element 7 on the front of list Ly, and locates the
query ¢ which has lexicographic order ¢ among all the successor queries of the salt a. It answers

with the answer of ¢
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(b) Otherwise it removes the element in front of Ly and answers with that.

4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ly

Correctness of decoding: First off, we argue that for adversary A; that causes the event off-1-tri-k; A
—(m + 1)-col to happen, the encoding algorithm will never return . To argue this it suffices to show that
the encoding algorithm never returns ¢ from line 4. Note that the encoding algorithm reaches this line
only if the event off-1-tri-k; A —(m + 1)-col was caused by running .4;, which means there is a set of k;
salts S’ such that A; found category one triangles for them. Now, since A; makes at most T} queries, and
# (m =+ 1)-col happens, there are at most mT} salt-successor query pairs. Therefore, for at least k;/2 salts
(note that from our assumption kp is a multiple of 2, so k1/2 is an integer) in S” such that it has at most
2Tym/ky successor queries (because otherwise there would be more than mTy salt, successor query pairs).
Therefore, such a set S € S’ of size ki/2 always exists.

If the encoding algorithm does not return ¢, it is easy to see the decoding algorithm decodes correctly,
because the query answers that the encoding algorithm does not add in the list L; can be recovered by the

decoding algorithm correctly using S, L. Therefore, we have that
Pr [ Decoding is correct | = Pr[off-1-tri-ky A —(m + 1)-col] .

Observe that the encoding algorithm removes k1 /2 answers of the random oracle from the encoding, and
all the removed answers are distinct because those were q3 queries for different salts. It instead adds an
unordered set T of k;/2 values in [T1], and an ordered list of k1/2 elements where each value is at most

2mT /k1. Using the compression lemma, we have that

(2mTy [k, )k /? (15}2) < <46mT12 ) k1/2

Pr[ Decoding is correct | < k2 K22n

Therefore,

demT2\ "1/?
Pr[off-1-tri-ky A —(m + 1)-col] < ( zgr;nl ) :
1

4€T1
)y 9n

We know from previous analyses that Pr[(m + 1)-col] < 1/2™ for m = max (n ) Plugging this value of

m we have

16€2T3 ) F/2 <4enT12 ) ka/2

- | = .— - = <
Pr [off-1-tri-k; A —(m + 1)-col] < ( ji222n k32n

Plugging this into (11.53), we get that

, 16273\ " /4enT2\"/? 1
Pr[off-1-tri-k1] < ( k%22"1 > + ( k%Z"l > + on (11.54)
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UPPER BOUNDING Pr [off-1-tri-kz]. We next upper bound Pr[off-2-tri-k2]. We have that for any m,
Pr[off-2-tri-k2] < Pr[off-2-tri-ko A —(m + 1)-col] + Pr[m + 1-col] . (11.55)

We upper bound Pr [off-2-tri-ke A —(m + 1)-col] using a compression argument. Before giving the compres-
sion argument, we recall the notion of meeting queries we introduced in the proof earlier: we say that a

query ¢ = h(y, M) = z (y # a) made by A; is a meeting query for a salt a if:
-YFa,YyFz,aFz
- there is a query ¢’ = h(a, M) = z made by A,
The encoding procedure encodes the random oracle h as follows.
1. It first runs A", answering all its queries using h.
2. If m + 1-col happens or off-2-tri-k; does not happen, it outputs &

3. Tt finds a set of salts S of size k2/2 such that for each a € S

- A; found a category 2 triangle for a

- The salt a has no more than 2mT; /ks meeting queries
4. If no such S is found, return &
5. It marks the ¢;, g2 queries corresponding to the triangle for each salt in S
6. It initializes lists L1, Lo to empty lists, T to empty set
7. It starts running A; again

8. For every query h(a, M) made by A; it does the following;:

(a) If the query is marked as a ¢; query for a salt a € S, then it adds the index of this query in T,

and adds the lexicographical index of ¢o among all successor queries for the salt a in the list Lo

(b) Otherwise it adds h(a, M) to L;.

9. It appends the evaluation of h on the points not queried by A; to Ly in the lexicographical order of
the inputs.
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10. It outputs Ly, Lo, T.
The decoding procedure works as follows.

1. If the encoding is ¢ it aborts.
2. It runs A%

3. For every query h(a, M) made by A; it does the following:

(a) If the index of the query is in T, it removes the element 7 on the front of list Ly, and locates the
query ¢ which has lexicographic order ¢ among all the successor queries of the salt a. It answers

with the answer of ¢

(b) Otherwise it removes the element in front of Ly and answers with that.

4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ly

Correctness of decoding: First off, we argue that for adversary A; that causes the event off-2-tri-ko A
—(m + 1)-col to happen, the encoding algorithm will never return . To argue this it suffices to show that
the encoding algorithm never returns ¢ from line 4. Note that the encoding algorithm reaches this line
only if the event off-2-tri-ka A —(m + 1)-col was caused by running .4;, which means there is a set of ko
salts S’ such that A; found category two triangles for them. Now, since .A; makes at most T} queries, and
—(m + 1)-col happens, there are at most m7; salt-meeting query pairs. Because otherwise there exists a
query which is a meeting query to at least m + 1 different salts- which means (m + 1)-col has happened.
Therefore, for at least ko/2 salts in S” such that it has at most 2773m/ks meeting queries (because otherwise
there would be more than mT} salt, meeting query pairs). Therefore, such a set S € S’ of size ko /2 always
exists.

If the encoding algorithm does not return ¢, it is easy to see the decoding algorithm decodes correctly,
because the query answers that the encoding algorithm does not add in the list L; can be recovered by the

decoding algorithm correctly using S, L. Therefore, we have that
Pr[ Decoding is correct | = Pr [off-2-tri-ka A —(m + 1)-col] .

Observe that the encoding algorithm removes ky/2 answers of the random oracle from the encoding, and

all the removed answers are distinct because those were ¢, queries for different salts. It instead adds an
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unordered set T of ko/2 values in [T1], and an ordered list of ko/2 elements where each value is at most

2mT /ko. Using the compression lemma, we have that

(2mT [ka)*2/2 (13 demT?\ ¥/
Pr [ Decoding is correct | < (k2/2) < ( e )

2nk2/2 k-%Qn

Therefore,

demT? ) ka/2

Pr[off-2-tri-ka A —(m + 1)-col] < 5
ka2n

46T1
) 9n

We know from previous analyses that Pr[(m + 1)-col] < 1/2" for m = max (n ) Plugging this value of

m we have

16€2T3 ) ha/2 <4enT12 ) ka/2

Pr [off-2-tri-ky A —(m + 1)-col] < ( k222n k32n

Plugging this into (11.55), we get that

166273 > ka/2 <4enT12 > ka2

et - 1156
k322 B ) Tan (11.56)

Pr [off-2-tri-ks] < (
UPPER BOUNDING Pr [off-3-tri-ks3]. Finally, we upper bound Pr [off-3-tri-k3]. One could hope for an analysis
similar to what we did for Pr[off-1-tri-k1] and Pr[off-1-tri-ko]— with the difference that in the compression
argument, the encoding algorithm omits the answer of the g3 queries and instead stores information like the
set S, Lo to recover its answers. However, this approach does not work! The main reason for this is if the
adversary finds triangles of category three for ks different salts, it is not necessary that the g2 queries for the
triangle are unique for each of the salts.

However, notice that if A; finds triangles of category three for two salts a,a’ that share the gs query,
the following must have happened: It must have made queries h(a, M) = y, h(a, M') = ¢/, h(a’, M") =y,
h(a’, M") =y for some y,y', M, M’ , M", M" such that y # a,y’ # a,y # y'. If this happens, we say A;
has found a zig-zag for the salt pair (a,a’). We illustrate the structure of a zigzag in the query graph in
Fig. 11.12. We define the event off-zz-k as A; finding a zig-zag for k different salt pairs {{a1 ;, a2 ;}ier} where

all the salts a;;’s are distinct. We have that for any k4
Pr[off-3-tri-k3] < Pr[off-3-tri-k3 A —off-zz-k4] + Pr [off-zz-k4] . (11.57)
We prove the following lemmas.

Lemma 11.4.18. For k € Ny,

ST\
Pr[off-zz-k] < (k:3221"> .
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a

Figure 11.12: The zigzag structure for a salt pair (a,a’) in the query graph.

Lemma 11.4.19. For any k, k' € Nog such that k = 2k', k is a multiple of 2,

4eT12 (k—2Kk")/2
22n :

_3-tri- —offezz k'l < ( — 1
Pr[off3tr|k/\ offzzk]\<(k_2k,)

Since k3 is a multiple of 6, k3/3 is an integer. By setting k4 = k3/3, putting together (11.58) with Lem-
mas 11.4.18 and 11.4.19, we have

12eTf)’“3/6 (27e3Tf*>k3/ . (11.58)

Botri-ka] < | =L 21
Pr[off-3-tri-k3] < ( 5D 3

O ]
We need to prove the Lemmas 11.4.18 and 11.4.19. We first prove Lemma 11.4.18.

Proof. [Lemma 11.4.18] We upper bound Pr [off-zz-k] via a compression argument.

The encoding procedure encodes the random oracle h as follows.
1. It first runs A}, answering all its queries using h.
2. If off-zz-k does not happen, it outputs &

3. It finds a set of k salt pairs {{a; 1, a;2}e[r} such that all the a; ;’s are distinct and A; found a zig-zag

for each of these pairs.

4. For each of the salt pairs a;1,a;2, it isolates the four queries h(a;1,M) = y, h(a;1,M') = ¢/,
h(ai 2, M") =y, h(ai2, M") = y'. It labels the query that was the last among these four as gu.
It labels the query which has the same answer as g4 but came earlier as q3. It labels the earlier of the

remaining two queries q1, and later as gs.

5. It initializes lists L1, Lo to empty lists, T4, T3, T4 to empty sets
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6. It starts running A; again

7. For every query h(a, M) made by A, it does the following:

(a) If the query is marked as a go query for some zigzag salt pair, it adds the index of the query to

the set To, inserts the index of the corresponding ¢; in front of the list L

(b) If the query is marked as a g4 query for some zigzag salt pair, it adds the index of the query to
the set T4, adds the index of the corresponding ¢3 in the set Tj

(¢) Otherwise it adds h(a, M) to Ls.

8. It appends the evaluation of h on the points not queried by .4; to Ly in the lexicographical order of
the inputs.

9. It outputs Ly, Lo, T.
The decoding procedure works as follows.

1. If the encoding is & it aborts.

2. It runs A%,

3. For every query h(a, M) made by A; it does the following:

(a) If the index of the query is in Ty, it removes the element ¢ on the front of list Ly, and locates the

query ¢ which has index ¢ among. It answers with the answer of q.

(b) Otherwise if the index of the query is in Ty, it locates the query ¢ that has its index in Ts or Ly

that had input salt a. If such ¢ is not found or more than one such ¢ is found it aborts.

- If ¢ is in To, it finds the query ¢’ in L; which was located to answer ¢ — it then finds a query
q" in the set T3 which has the same input salt as ¢’. If none or more than one ¢’ is found, it

aborts. Otherwise it answers with the answer of ¢’

- If g is in Ly, it finds the query ¢’ in Ty which located g when being answered earlier in the
decoding — it then finds a query ¢” in the set T3 which has the same input salt as ¢’. If none

or more than one ¢’ is found, it aborts. Otherwise it answers with the answer of ¢’

(¢) Otherwise it removes the element in front of Ly and answers with that.
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4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ly

Correctness of decoding: First off, observe that for adversary A; that causes the event off-zz-k to happen, the
encoding algorithm will never return . Further, we argue that whenever the decoding algorithm receives
an output of the encoding algorithm that is not ¢J, the decoding algorithm will decode correctly. This is
because the encoding algorithm removes the answer of two of the queries from the pair of zig-zag salts which
the decoding algorithm recovers using L1, Ty, T3, T4. It is easy to see decoding answers the queries whose
answers were in L; and the ones whose answers were not in Ly but indices were put in Ty correct. What
is left is verifying that the queries whose answers were not in L; and whose indices were put in T4 were
answered correctly.

This can be verified by inspecting line 3b. For an output of the encoding algorithm that is not &F, the
decoding algorithm will never abort here — this is because for the g4 queries removed, there is exactly one
other query among all the queries whose indices are in L;, To whose salt is same as g4, by the definition of
the event off-zz-k. And this step successfully recovers that value and returns the correct answer. Therefore,
whenever A; causes off-zz-k, the encoding produces an outputs that decodes correctly.

Therefore, we have that
Pr[ Decoding is correct | = Pr [off-zz-k] .

Observe that the encoding algorithm removes 2 - k answers of the random oracle from the encoding, and all
the removed answers are distinct because those were queries for different salts. It instead adds an unordered
sets Ta, To, T4 of k values in [T1], and an ordered list of k values in [T1]. Using the compression lemma, we

have that

Pr [off-zz-k] < Pr[ Decoding is correct | < ( YL 13o2n

3
() Tk 3 (&T{*)’“ |
0 -

We next prove Lemma 11.4.19.

Proof. [Lemma 11.4.18] We need to upper bound Pr [off-3-tri-k A —off-zz-k’]. Note that if A; does not cause
off-zz-k’ and finds triangles of category three for at least k salts, it means that there is a set of at least k— 2k’
salts for which A; finds triangles of category three such that no two triangles in the set share any query. We
use this to intuition to build a compression argument that upper bounds Pr [off-3-tri-k A —off-zz-E'].

The encoding procedure encodes the random oracle h as follows.

1. It first runs A}, answering all its queries using h.
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2. If off-zz-k' happens or off-3-tri-k does not happen, it outputs &

3. It finds a set of salts S of size (k — 2k’)/2 such that for each a € S

- A; found a category 3 triangle for a

- The salt a has no more than 273 /(k — 2k’) queries on it
4. If no such S is found, return &
5. It marks the g3, g2 queries corresponding to the triangle for each salt in S
6. It initializes lists L1, Lo to empty lists, T to empty set
7. It starts running A; again

8. For every query h(a, M) made by A; it does the following;:

(a) If the query is marked as a g3 query for a salt a € S, then it adds the index of this query in T,
and it adds the index of g3 in the list Lo

(b) Otherwise it adds h(a, M) to L;.

9. It appends the evaluation of h on the points not queried by .4; to L; in the lexicographical order of
the inputs.

10. It outputs Ly, Lo, T.
The decoding procedure works as follows.

1. If the encoding is & it aborts.
2. It runs A%,

3. For every query h(a, M) made by A; it does the following;:

(a) If the index of the query is in T, it removes the element ¢ on the front of list Ly, and locates the

query ¢ which has index 4. It answers with the answer of ¢

(b) Otherwise it removes the element in front of Ly and answers with that.
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4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ly

Correctness of decoding: First off, we argue that for adversary A; that causes the event off-3-tri-k A —off-zz-k’
to happen, the encoding algorithm will never return ¢J. To argue this it suffices to show that the encoding
algorithm never returns ¢ from line 4. Note that the encoding algorithm reaches this line only if the event
off-2-tri-k A —off-zz-k’ was caused by running A;, which means there is a set of k salts S’ such that A; found
category three triangles for them. Moreover there does not exist a set of k' salt pairs for which A; found a
zig-zag. Meaning one can find a set of at least k — 2k’ salts such that A; found a category three triangle for
all of them but no two of these triangles share a g query. Now, since A; makes at most 77 queries, at least
half of these salts are such that the adversary makes at most 27'p/(k — 2k’) queries on them. Therefore, such
a set S of size (k — 2k’)/2 always exists.

If the encoding algorithm does not return &, it is easy to see the decoding algorithm decodes correctly,
because the query answers that the encoding algorithm does not add in the list L; can be recovered by the

decoding algorithm correctly using S, Ly. Therefore, we have that
Pr [ Decoding is correct | = Pr[off-3-tri-k A —off-zz-k'| .

Observe that the encoding algorithm removes (k — 2k")/2 answers of the random oracle from the encoding,
and all the removed answers are distinct because those were ¢; queries for different salts. It instead adds an
unordered set T of (k — 2k")/2 values in [T7], and an ordered list of (k — 2k’)/2 values in [T7]. Using the

compression lemma, we have that

T, /(k — 2k'))k—2k)/2( T1 2 (k—2K")/2
Pr[ Decoding is correct | < e/ ) ((ki% )/2) < <( el 22n> :

on(k—2k")/2 k —2k")
Therefore,
4eT?2 (k—2K")/2
Pr [off-3-tri-k A —off-zz-k'| < (m) . (11.59)
O [ ]

11.4.10 Proof of Lemma 11.4.14

Proof. [Lemma 11.4.14] We say that 4; has found a triangle for a salt a if it has made queries h(a, M) = y,
h(y, M’) = z, h(a, M") = z for some M, M’ , M" y,z. We define the event off-dia-k as A; finding diamonds
for at least k salts. We have that for any k,

Pr[diaosr] < Pr [diacf | ~off-dia-k] + Pr [off-dia-k] . (11.60)



400

a) Category 1 diamonds.

<>

b) Category 2 diamonds.

Figure 11.13: The different categories of diamonds. The edge colored red is the last of the four queries made.

We claim that Pr [diaoff | —-off—dia—k] < k/2™ — this is because if A; finds diamonds for at most k different
salts, since a is sampled uniformly at random, diasr happens with probability at most k/2™.

Towards upper bounding off-dia-k, we define a categorization of the diamonds. For a diamond on salt
a, let the four queries forming the triangle be ¢1 = h(a, M) =y, ¢ = h(y, M') = z, g3 = h(a, M") = ¢/,
qa =h(y, M") =z

- We say that a diamond is of category 1, if the query ¢; or g3 was the last among the three

- We say that a triangle is of category 2, if the query g2 or g4 was the last among the three

We illustrate the categories of diamonds in Fig. 11.13. We define the event off-1-dia-k; as A; find diamonds
of category 1 for k; different salts. We define the event off-2-dia-ky as A; finds diamonds of category 2 for
ko different salts.

We would have that for any ki, ks,
Pr [off-dia-2 - max(ky, k2)] < Pr[off-1-dia-k; ] + Pr [off-2-dia-k2] .
We prove the three following claims.

Claim 11.4.20. For any k1 € N+, such that k1 is a multiple of 2

64€3T14> /2 <4en2T12 ) M2

-1-dia- < P N
Pr[off-1-dia-k1] < ( K72 K

on :
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Claim 11.4.21. For any ko € Nwg, such that ko is a multiple of 30

1600eT4\ " /100en2T2\ /" 32e(60¢)378 ) "/
el 8 Loven-1tq 4 3 (326400e)7 Iy
(k2)223n (k2)22n k12324n

3<2565T>/ L

k32n o

Pr [off-2-dia-kq] < (

1/2 1/2
We let k; = max <(12§§,in1) , (Segile) ,2n>. Then we have that

Pr [off-1-dia-k1] < 5

ﬁ .
We let
by = e [ (RO (200w TENY (646(00TPN Y (51250 enTP ' o
2 = Imax 23n ’ on ) 94n s o , .
Then we have that
12
Pr [off-1-dia-ks] < o
Also
12863T14 2 8‘37127112 12 3200€T14 12 2006712T12 12
maX(kla k2) < (23n> + ( on ) (2371) + (271)
4 36 /3 1953 . enT3\ /3
+ <6e(622?1) n (552716"1> + 30
_ 8(2)1/263/2T12 L (86)1/2nT1 N 40(26)1/2T12 . 10(26)1/2TLT1
= 923n/2 on/2 23n/2 on/2
240e%/3T} 40(en)'3Ty
<24n/3> <2n/3) +30n .

Let k = 2max(k1, k2). We have that
1
Pr [off-dia-k] < 2—5 .

Plugging this into (11.60) we have that
8(2)1/263/2T12> N <(8e)1/2nT1> N (40(26)1/2T12) N <10(26)1/2nT1>

Pr [diaoff] < (

25n/2 23n/2 25n/2 23n/2
240e*T7 40(en) Ty 30n 15
+
27n/3 24n/3 amn on
30n 415  40(en)3Ty  (8¢)Y2nTy + 10(2e)Y/2nTy
- AL + 24n/3 + 23n/2
240e2/3T2  8(2)1/2e3/2T2 1 40(2¢)'/2T2
27n/3 + 25n/2 :

We now prove these claims one by one.
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UPPER BOUNDING Pr [off-1-dia-k;]. We have that for any m,
Pr[off-1-dia-k1] < Pr[off-1-dia-ky A —(m + 1)-col] + Pr[m + 1-col] . (11.61)

We upper bound Pr [off-1-dia-k; A —(m + 1)-col] using a compression argument. Before giving the compres-
sion argument, we recall the notion of successor-hitting queries we introduced earlier in the proof: we say

that a query ¢ = h(y, M) = z made by A; is a successor-hitting query for a salt a if
- ZFEAQYF Y FZ
- there are queries ¢’ = h(a, M’') =b, ¢" = h(b, M") = z with b # a, z # b made by A;, for some M’ M"

Informally, a query ¢ is a successor-hitting query to salt a if there query ¢’ = h(y’, M’) = z such that ¢’ is a
successor query to a and ¢’ # gq.

The encoding procedure encodes the random oracle h as follows.
1. Tt first runs A?, answering all its queries using h.
2. If m + 1-col happens or off-1-dia-k; does not happen, it outputs &

3. It finds a set of salts S of size k;/2 such that for each a € S

- A; found a category 1 triangle for a

- The salt a has no more than 2m?27T} /k1 successor-hitting queries
4. If no such S is found, return &
5. It marks the ¢o, g3 queries corresponding to the triangle for each salt in S
6. It initializes lists L1, Lo to empty lists, T to empty set
7. It starts running A; again

8. For every query h(a, M) made by A; it does the following:

(a) If the query is marked as a g3 query for a salt a € S, then it adds the index of this query in T,
and it adds the lexicographical index of g among all successor-hitting queries for the salt a in the

list LQ
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(b) Otherwise it adds h(a, M) to L;.

9. It appends the evaluation of h on the points not queried by A; to L; in the lexicographical order of
the inputs.

10. It outputs Ly, Lo, T.
The decoding procedure works as follows.

1. If the encoding is ¢ it aborts.

2. It runs A",

3. For every query h(a, M) made by A; it does the following:

(a) If the index of the query is in T, it removes the element 7 on the front of list Ly, and locates the
query g which has lexicographic order i among all the successor-hitting queries of the salt a. It

answers with the answer of ¢

(b) Otherwise it removes the element in front of Ly and answers with that.

4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ly

Correctness of decoding: First off, we argue that for adversary A; that causes the event off-1-dia-k; A
—(m + 1)-col to happen, the encoding algorithm will never return . To argue this it suffices to show that
the encoding algorithm never returns ¢ from line 4. Note that the encoding algorithm reaches this line
only if the event off-1-dia-k; A —(m + 1)-col was caused by running .4;, which means there is a set of k;
salts S’ such that A; found category one diamonds for them. Now, since 4; makes at most T} queries,
and —(m + 1)-col happens, there are at most m2T} salt-successor-hitting query pairs. This is because if
there were more than m?T} salt-successor hitting query pairs, there would be at least one query which is
a successor hitting query to m? + 1 salts. Given that there are no m + l-multi-collisions, this would be
contradiction.

Therefore, for at least k1/2 salts (note that since k; is a multiple of 2, k1/2 is an integer) in S’ such
that it has at most 277m?/k; successor queries (because otherwise there would be more than m?Ty salt,

successor-hitting query pairs). Therefore, such a set S € S’ of size k;/2 always exists.
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If the encoding algorithm does not return ¢, it is easy to see the decoding algorithm decodes correctly,
because the query answers that the encoding algorithm does not add in the list L; can be recovered by the

decoding algorithm correctly using S, L. Therefore, we have that
Pr[ Decoding is correct | = Pr [off-1-dia-k; A —(m + 1)-col] .

Observe that the encoding algorithm removes k1/2 answers of the random oracle from the encoding, and
all the removed answers are distinct because those were q3 queries for different salts. It instead adds an
unordered set T of k1/2 values in [T1], and an ordered list of k1/2 elements where each value is at most

2m?T1 /k;. Using the compression lemma, we have that

(2m>Ty [k )2/ (ig}z) < (4@1712T12 ) /2

Pr[ Decoding is correct | < k12 K22n

Therefore,

dem?T2\ "/
Pr [off-1-dia-k1 A —(m + 1)-col] < <e,:;2nl>
1

4eTy
) 2n

We know from previous analyses that Pr[(m + 1)-col] < 1/2" for m = max (n ). Plugging this value of

m we have

. 64e3TEN "2 (den?T2\ "2
Pr [off-1-dia-k1 A =(m + 1)-col] < < |223n ) ( k32n > .

Plugging this into (11.61), we get that

, 643 TN fden2T2\M? 1
Pr[off-1-dia-k1] < ( EoET > + < E5% ) + o - (11.62)

We next upper bound Pr[off-2-dia-k3]. One could hope for an analysis similar to what we did for
Pr[off-dia-k1]— with the difference that in the compression argument, the encoding algorithm omits the
answer of the last query and instead stores information like the set S, Lo to recover its answers. However,
this approach does not work! The main reason for this is if the adversary finds diamonds of category two for
ko different salts, it is not necessary that the last queries for the diamond are unique for each of the salts.
Therefore, we need to separately handle the case where a particular query is the last query for diamonds of
category two of multiple salts.

Now, consider how two salts with category two diamonds can share the last query. There are two
possibilities here: either the diamonds share both the queries ¢a, g4 queries or they share one of the queries
G2, qq. If they share both the queries gs, ¢4, we have that the pair of salts form a zig-zag, and we can re-use
our analysis from Lemma 11.4.11. The other possibility is both the category two diamonds share one query
that was the last query for both of them. For this to happen for salts a, a’, before the shared query is made,

there must have been queries
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Q

Figure 11.14: The hexagon structure for a salt pair (a’,a’) in the query graph.

- ¢q1 := h(a, M) = w for some w, M7 such that w # a, da’

- g2 := h(a, Ms) = y for some y, My such that y # w,a,d’

- g3 := h(y, M3) = z for some z, M3 such that z # a,a’,w,y

- q4 :=h(d’, My) = w for some M,

- g5 :=h(d/, M5) = ¢/ for some y’, M5 such that ¢y’ # w,a,d’,y, 2

- g6 :=h(y', Mg) = z for some M;g

We refer to such a structure as a hezagon because this structure consists of a total of six queries and two
of these six collide. If for some salt pair {a,a’}, A; has made the above queries, we say that it has found a
hexagon for the salt pair. We illustrate the structure of a hexagon in a query graph in Fig. 11.14.

We define the event off-hex-k as follows: there is a set of k salt pairs {{a; 1, a;2}[x]} such that
L | Ve {ai1, ai2}| = 2k
2. A; has found a hexagon for each pair {a; 1, a; 2} for all i € [k].

We have that for all ks, kg, m
Pr[off-2-dia-kz] < Pr [off-2-dia-ko A —off-zz-k3 A —off-hex-k4 A —(m + 1)-col] (11.63)
+ Pr[off-zz-k3] + Pr [off-hex-k4] + Pr[m + 1-col] . (11.64)
We prove the following lemmas.

Lemma 11.4.22. For k € N.g such that k is a multiple of 6

— . 11.65
k324n k39n + ( )

326(126)3T16>’“/6 s (256enT§>’“/6 3
271

Pr[off-hex-k] < 3 (
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Lemma 11.4.23. For any k, k', k", m € N> such that k is a multiple of 2, k > 2k’ + 2k”,

Pr [off-2-dia-k A —off-zz-k" A —off-hex-k" A —(m + 1)-col]

_ 4em?T2 (k—2K'—2k")/2 |
S\ (k — 2k — 2k")22n

From Lemma 11.4.18 we had that for k € N.g,

ST\
Pr [off-zz-k] < (k3221n) .

Plugging this into (11.63), we have that for any ks, k3, kg, m such that k4 is a multiple of 6, ks is a multiple
of 2, k > 2ks + k4

46m2T12 (k2—2k3—2k4)/2
(kg — 2ks — 2]{34)22”>

L g (32601277 ’“4/6+  ((256enT} ha/6
k.i)24n kiQn

Pr [off-2-dia-ks] < <

+ 2% + Pr[(m + 1)-col] .

Setting k4 = ks = ka/5, we have

1 221\ K2/10 9 376 F2/30
Pr [off-2-dia-k2] < <006ml> <3€(60€)1>

(k2)22n k§24n
256 - 5% . enT3\ "% 3
3 (k32nenl> + 27 + Pr [(m =+ 1)—CO|] .
2

Further in the proof of Lemma 11.4.10 we had that for m = max(n,4eT1/2™), Pr[(m + 1)-col] < 1/2™.

Setting m to this value we have that for any ks such that ks is a multiple of 30,

k2/10 k2 /10
Pr [off-2-dia-ks] < (16006T14 ) g (1006”2T12 ) .

(k2)223n (k2)22n
5 ((326(600)°TF ’“2/3°+ , ((256-5° - enT} RS0y
j32An K32n on

We prove Lemma 11.4.22.

Proof. [Lemma 11.4.22] For the adversary to query a hexagon for salts a,a’, there must have been queries
- ¢q1 := h(a, M) = w for some w, M7 such that w # a, da’

- g2 := h(a, Ms) = y for some y, My such that y # w,a,ad’
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- g3 = h(y, M3) = z for some z, M3 such that z # a,a’,w,y

- q4 :=h(d’, My) = w for some M,

- g5 :=h(a’, M5) = 3/ for some y', M5 such that 3’ # w,a,a’,y, 2

- g6 :=h(y', Mg) = z for some M;g

We categorize hexagons into three categories based on the query that was the last one among the six

1. category 1 hexagons: g3 or gg is the last query

2. category 2 hexagons: gy or g5 is the last query

3. category 3 hexagons: ¢; or g4 is the last query

We illustrate the different categories of hexagons in Figure 11.15.

We define these three events.

1. off-1-hex-k1: A; has found hexagons of category 1 for a set of ky salt pairs such that none of the two

salt pairs in the set share a salt

2. off-2-hex-ky: A; has found hexagons of category 2 for a set of k; salt pairs such that none of the two

salt pairs in the set share a salt

3. off-3-hex-k3: A; has found hexagons of category 3 for a set of kj salt pairs such that none of the two

salt pairs in the set share a salt

Since if A; finds 3k hexagons, it must have found k hexagons of one of the categories, we have that for any

k
Pr [off-hex-3k] < Pr [off-1-hex-k] + Pr[off-2-hex-k] + Pr [off-3-hex-k] .
We prove the three following claims.

Claim 11.4.24. For any k € N~ such that k is a multiple of 2

A

32e(4e)*TIN"?  (32enTP\*? 1
k.324n Ek39n

Pr[off-1-hex-k] < (
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(a) Category 1 hexagons.

(b) Category 2 hexagons.

jQL g>t jQL g;t jCL gj
[SEEE

(c) Category 3 hexagons.

Figure 11.15: The different categories of hexagons. The edge colored red is the last of the six queries made.

Claim 11.4.25. For any k € N5 g such that k is a multiple of 2

326(46)3T16>k/2 (32ean>’“/2 1

k394n k39n on

Pr [off-2-hex-k] < ( on °

Claim 11.4.26. For any k € N> such that k is a multiple of 2

326(46)3T16>k/2 (32(3an>’“/2 1

Pr [off-3-hex-k] < ( 39 —in il

on ’

Putting this all together we have for any k that is a multiple of 2

326(46)3T16)k/2 3(32ean’)’“/2 3
on -

Pr[off-hex-3k] < 3 ( 3oin ign 2

Equivalently, we have that for any k£ that is a multiple of 6

o

32¢(12¢)3T9 ’“/6+3 256enT?\*° 3
k324n k32n

Pr[off-hex-k] < 3 (
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UPPER BOUNDING Pr [off-1-hex-k]. We have that for any m,
Pr[off-1-hex-k] < Pr[off-1-hex-k A —=(m + 1)-col] + Pr[(m + 1)-col] . (11.66)

We upper bound Pr[off-1-hex-k A =(m + 1)-col] using a compression argument. The encoding procedure

encodes the random oracle h as follows.

1. It runs A", answering all its queries using h.
2. If m + 1-col happens or off-1-hex-k does not happen, it outputs &

3. it finds a set of salt pairs S of size k/8 such that for each {a,a’} € S

(a) Ay found a hexagon for {a’,a"}
(b) A; made no more than 47} /k queries with salt o

(
G

)
)
¢) A; made no more than 477 /k queries with salt a”
) The salt a has no more than 4mT; /k successor queries
)

(e) The salt a has no more than 4mT; /k successor queries
4. If no such S is found, it returns &

5. For every {a’,a"} pair in S it picks one type 1 hexagon formed by the queries of A; (if there is more
than one, it picks one arbitrarily). It lets the queries forming the hexagon be ¢; = h(a’, M) = w,qs =
h(a, M2) = y,q3 = h(y, M3) = z,q4 = h(a", My) = w,q5 = h(d', M5) = v, g6 = h(y’, Mg) = z for some
My, Mo, M3, My, M5, Mg, w,y,y’, z such that [{a’,a”, w,y,y’,z}| = 6 such that gs was the last of the

six queries made by Aj;.
6. It initializes lists Ly, Lo, L3, Ly, Ls to empty lists, T to empty set
7. It starts running A; again

8. For every query h(a, M) made by A; it does the following:

(a) If the query is marked as a gg query for a salt pair {a,a’} € S

i. it adds the index of this query in T

ii. it adds the lexicographical index of the corresponding g5 query among all queries with answer

a to the list L
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iii. Let the input salt of the corresponding g5 query be a”. It adds the lexicographical index of

the corresponding g4 query among all queries with input salt a” to the list Lo

iv. Let the answer of the corresponding ¢4 query be w. It adds the lexicographical index of the

corresponding g; query among all queries with answer w to the list Lg

v. Let the input salt of the corresponding q; query be a’. It adds the lexicographical index of
the corresponding g3 query among all queries which are successor queries of the salt a’ to the

list |_4.

(b) Otherwise it adds h(a, M) to Ls.

9. It appends the evaluation of h on the points not queried by .4; to L in the lexicographical order of
the inputs.

10. Tt outputs |_1, LQ, |_37 L4, |_57 T.

The decoding procedure works as follows.

1. If the encoding is ¢ it aborts.

2. Tt runs AL

3. For every query h(a, M) made by A; it does the following;:

(a) If the index of the query is in T,
i. it removes the element ¢ on the front of list L, and locates the query g5 which has lexicographic
order i among all queries with answer a.

ii. Let the input of g5 be a”. It removes the element ¢ on the front of list Ly, and locates the

query g4 which has lexicographic order 7 among all queries with input salt a”.

iii. Let the answer of g4 be w. It removes the element 7 on the front of list L3, and locates the

query q; which has lexicographic order ¢ among all queries with answer w.

iv. Let the input salt of ¢; be a’. It removes the element 7 on the front of list L4, and locates the

query g3 which has lexicographic order 7 among all successor queries of the salt a’
It answers with the answer of query gs.

(b) Otherwise it removes the element in front of L5 and answers with that.
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4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ls

Correctness of decoding: First off, we argue that for an adversary A; that causes the event off-1-hex-k A
—(m + 1)-col to happen, the encoding algorithm will never return . To argue this it suffices to show that
the encoding algorithm never returns ¢ from line 4. Since off-1-hex-k happens, there is a set S’ of k salt
pair such that no two pairs share a salt and A; has found a hexagon for each pair. We first claim that at
most k/4 of the pairs in S” are such that .4; has made more than 47} /k queries on one or both the salts in
the pair- this is because otherwise there would need to be more than 77 queries which is a contradiction.
Further, since —(m + 1)-col happens, we have that there are at most m7} salt-successor query pairs — this
was argued in the proof of 11.4.11. We next claim that at most k/4 of the pairs in S’ are such that for one or
both salts in the pair- there are more than 4mT; /k successor queries — this is because otherwise there would
be more than mT; salt-successor query pairs.

Therefore, we have that

- The subset of S’ such that at least one of the salts is such that there are more than 47} /k queries on

the salt is of size at most k/4

- The subset of S’ such that at least one of the salts is such that there are more than 4mT; /k successor

queries for the salt is of size at most k/4

Therefore, this implies the subset of S’ such that for at least one of the salts a) there are more 47} /k queries
on the salt or, b) there are more than 4mT; /k queries that are successor query to the salt is of size at most
k/2. This in turn means the subset of S’ such that for both of the salts a) there are at most 47} /k queries
on the salt and, b) there are at most 4mT} /k queries that are successor query to the salt is of size at least
k/2. Therefore, the encoding algorithm will always find such a set S, and never produce & in line 4.

Further, we argue that whenever the decoding algorithm receives an output of the encoding algorithm
that is not ¢, the decoding algorithm will decode correctly. It is easy to see decoding answers the queries
whose answers were in Ls. What is left is verifying that the queries whose answers were not in L; and whose
indices were put in T were answered correctly.

This can be verified by inspecting line 8a in the encoding algorithm and line 3a in the decoding algorithm.
It can be checked that the decoding algorithm always returns the same answer as the encoding algorithm.
Therefore, whenever A; causes off-1-hex-k A —(m + 1)-col, the encoding produces an outputs that decodes

correctly.
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Therefore, we have that
Pr [ Decoding is correct | = Pr[off-1-hex-k A —(m + 1)-col] .

Observe that the encoding algorithm removes k/2 answers of the random oracle from the encoding, and all

the removed answers are distinct because those were queries for different salts. It instead adds

1. T: a set of k/2 distinct values in [T7]

2. Ly: a sequence of k/2 values that are each at most m

3. La: a sequence of k/2 values that are each at most 477 /k
4. Ls: a sequence of k/2 values that are each at most m

5. L4: a sequence of k/2 values that are each at most 4mT; /k

Using the compression lemma, we have that

Pr[off-1-hex-k A —(m + 1)-col] <Pr[ Decoding is correct |

E)m? () " mk ()”

onk/2
(2€T71) (4mTy) (AT ym2 \ "/
}32n

32eT3m3\ ¥/
k3on '

YA\

We know from proof of Lemma 11.4.10, that for m = max(4eT1/2",n), Pr{(m + 1)-col] < 1/2". We set m
to this value and plug this into (11.66).

2e(de)3T8\ 9enT3\ 52 1
Pr [off-1-hex-k] < <3€(e)1> n <3 en 1> N

k394n L39n on *

UPPER BOUNDING Pr [off-2-hex-k]. The analysis for this is identical to that for Pr [off-1-hex-k] with a slightly
modified compression strategy (but one that gives identical amount of compression). For the sake of com-
pleteness, we just give the modified encoding and decoding algorithms here.

The encoding procedure encodes the random oracle h as follows.

1. Tt runs A", answering all its queries using h.

2. If m + 1-col happens or off-hex-k does not happen, it outputs &
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3. it finds a set of salt pairs S of size k/8 such that for each {a,a’} € S

- A, found a hexagon for {da’,a”}

- A; made no more than 47} /k queries with salt a’

- A; made no more than 477 /k queries with salt a”

- The salt a has no more than 4mT; /k successor queries

The salt a has no more than 4mT} /k successor queries

4. If no such S is found, it returns &

5. For every {a’,a”} pair in S it picks one type 1 hexagon formed by the queries of A; (if there is more

than one, it picks one arbitrarily). It lets the queries forming the hexagon be ¢; = h(a', M;) = w,q2 =
h(a, Ma) =y, q3 = h(y, Ms) = 2,q4 = h(a", M) = w,q5 = h(a', M5) =y, g6 = h(y', M) = 2 for some
My, My, M3, My, M5, Mg, w,y,y’, z such that |{a’,a”,w,y,y’, z}| = 6 such that g5 was the last of the

six queries made by A;.

6. It initializes lists Ly, Lo, L3, L4, Ls to empty lists, T to empty set

7. It starts running A; again

8. For every query h(a, M) made by A; it does the following;:

(a) If the query is marked as a g5 query for a salt pair {a,a'} € S

i.

ii.

iii.

iv.

it adds the index of this query in T

it adds the lexicographical index of the corresponding ¢5 query among all queries with input
a to the list L

Let the answer of the corresponding g4 query be w. It adds the lexicographical index of the
corresponding ¢q; query among all queries with answer w to the list Lo

Let the input salt of the corresponding ¢; query be a’. It adds the lexicographical index of
the corresponding g3 query among all successor queriesof a’ to the list Lg

Let the answer of the corresponding g3 query be z. It adds the lexicographical index of the

corresponding g query among all queries with answer z to the list Ly.

(b) Otherwise it adds h(a, M) to Ls.
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9. It appends the evaluation of h on the points not queried by .4; to Ls in the lexicographical order of
the inputs.

10. Tt outputs |_1, Lg, |_37 L4, |_57 T.
The decoding procedure works as follows.

1. If the encoding is ¢ it aborts.
2. Tt runs AL

3. For every query h(a, M) made by A; it does the following:

(a) If the index of the query is in T,
i. it removes the element ¢ on the front of list L, and locates the query g4 which has lexicographic
order ¢ among all queries with input salt a.

ii. Let the answer of g4 be w. It removes the element i on the front of list Ly, and locates the

query q; which has lexicographic order ¢ among all queries with answer w.

iii. Let the input salt of g; be a’. It removes the element 7 on the front of list L, and locates the

query gz which has lexicographic order ¢ among all successor queries of a’.

iv. Let the answer of g3 be z. It removes the element ¢ on the front of list L4, and locates the

query gg which has lexicographic order ¢ among all queries with answer z.
It answers with the input of query gg.

(b) Otherwise it removes the element in front of L5 and answers with that.

4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ls

UPPER BOUNDING Pr [off-3-hex-k]. The analysis for this is identical to that for Pr [off-1-hex-k] with a slightly
modified compression strategy (but one that gives identical amount of compression). For the sake of com-
pleteness, we just give the modified encoding and decoding algorithms here.

The encoding procedure encodes the random oracle h as follows.

1. It runs A", answering all its queries using h.

2. If m + 1-col happens or off-hex-k does not happen, it outputs &
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3. it finds a set of salt pairs S of size k/8 such that for each {a,a’} € S

- A, found a hexagon for {da’,a”}

- A; made no more than 47} /k queries with salt a’

- A; made no more than 477 /k queries with salt a”

- The salt a has no more than 4mT; /k successor queries

The salt a has no more than 4mT} /k successor queries

4. If no such S is found, it returns &

5. For every {a’,a”} pair in S it picks one type 1 hexagon formed by the queries of A; (if there is more

than one, it picks one arbitrarily). It lets the queries forming the hexagon be ¢; = h(a', M;) = w,q2 =
h(a, Ma) =y, q3 = h(y, Ms) = 2,q4 = h(a", M) = w,q5 = h(a', M5) =y, g6 = h(y', M) = 2 for some
My, My, M3, My, M5, Mg, w,y,y’, z such that |{a’,a”,w,y,y’, z}| = 6 such that ¢4 was the last of the

six queries made by A;.

6. It initializes lists Ly, Lo, L3, L4, Ls to empty lists, T to empty set

7. It starts running A; again

8. For every query h(a, M) made by A; it does the following;:

(a) If the query is marked as a g4 query for a salt pair {a,a'} € S

i.

ii.

iii.

iv.

it adds the index of this query in T

it adds the lexicographical index of the corresponding g query among all succesor queries of
a to the list L

Let the answer of the corresponding g query be z. It adds the lexicographical index of the
corresponding ¢s query among all queries with answer z the list Ly

Let the input salt of the corresponding g3 query be 3’. It adds the lexicographical index of
the corresponding g» query among all queries with answer 3’ to the list L3

Let the input salt of the corresponding g2 query be a’. It adds the lexicographical index of

the corresponding ¢; query among all queries with input salt a’ to the list Ly.

(b) Otherwise it adds h(a, M) to Ls.
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9. It appends the evaluation of h on the points not queried by .4; to Ls in the lexicographical order of
the inputs.

10. It outputs Ll, LQ, |_37 |_4, |_57 T.
The decoding procedure works as follows.

1. If the encoding is ¢ it aborts.
2. It runs A%

3. For every query h(a, M) made by A; it does the following;:

(a) If the index of the query is in T,
i. it removes the element ¢ on the front of list L, and locates the query g which has lexicographic
order ¢ among all successor queries to a.

ii. Let the answer gg be z. It removes the element i on the front of list L, and locates the query

q3 which has lexicographic order ¢ among all queries with answer z.

iii. Let the input salt of g3 be y. It removes the element i on the front of list L3, and locates the

query g2 which has lexicographic order ¢ among all queries with answer y.

iv. Let the input salt of g2 be a’. It removes the element ¢ on the front of list Ly, and locates the

query g1 which has lexicographic order i among all queries with input salt o’
It answers with the answer of query g¢;.

(b) Otherwise it removes the element in front of L5 and answers with that.

4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

Ls

We finally prove Lemma 11.4.23.
Proof. We want to upper bound
Pr [off-2-dia-k A —off-zz-k" A —off-hex-k” A =(m + 1)-col] .

Note that if A; does not cause off-zz-k’, off-hex-k” and finds diamonds of category two for at least k salts,

it means that there is a set of at least k — 2k’ — 2k” salts for which A; finds diamonds of category two such
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that no two diamonds in the set share the last query completing the diamond. We will use this to intuition
to build a compression argument that upper bounds this probability.

The encoding procedure encodes the random oracle h as follows.

1. It first runs A%, answering all its queries using h.

2. If off-zz-k’ happens or off-hex-k” happens or (m + 1)-col happens or off-2-dia-k does not happen, it
outputs &

3. It finds a set of salts S of size (k — 2k’ — 2k”)/2 such that for each a € S

- A; found a category 2 diamond for a
- The salt a has no more than 2T1m/(k — 2k’ — 2k") successor queries

- The category 2 diamond for no two salts in the set share the last query of the diamond
4. If no such S is found, return &

5. For every a' in S it picks the category 2 diamond that does not share the last query with the diamond
of any other salt in S found by .4; (if there is more than one, it picks one arbitrarily). It lets the queries
forming the diamond be ¢; = h(a’, M1) = y,q2 = h(y, M) = 2z,q3 = h(a’, M3) = ¢, qs = h(y', My) = 2
for some My, My, M3, My,y,y', z such that [{a’,y,y’, z}| = 4 such that g4 was the last of the four queries
made by Aj.

6. It initializes lists Ly, Lo, L3 to empty lists, T to empty set
7. It starts running A; again

8. For every query h(a, M) made by A; it does the following:

(a) If the query is marked as a g4 query for a salt a € S, then

i. it adds the index of this query in T
ii. it adds the lexicographical order of g3 among all of the queries made by A; with answer a in
the list L
iii. Let the input salt of g3 be a’. It adds the lexicographical order of go among all of the successor

queries of the salt a’ in the list L
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(b) Otherwise it adds h(a, M) to Ls.

9. It appends the evaluation of h on the points not queried by 4; to Lz in the lexicographical order of
the inputs.

10. It outputs Ly, Lo, L3, T.
The decoding procedure works as follows.

1. If the encoding is ¢ it aborts.
2. Tt runs Ab.

3. For every query h(a, M) made by A; it does the following;:

(a) If the index of the query is in T,

i. it removes the element ¢ on the front of list L1, and locates the query g3 which has lexico-
graphical order i among the queries with answer a

ii. Let a’ be the input salt of g3. it removes the element ¢ on the front of list Lo, and locates the
query g2 which has lexicographical order ¢ among all the successor query of salt a’. It answers

with the answer of ¢

(b) Otherwise it removes the element in front of Ls and answers with that.

4. Tt populates h on the points not queried by A; in the lexicographical order by the remaining entries of

L3

Correctness of decoding: First off, we argue that for adversary .4; that causes the event off-2-dia-k A
—off-zz-k' A —off-hex-k” A —(m + 1)-col to happen, the encoding algorithm will never return . To argue
this it suffices to show that the encoding algorithm never returns ¢ from line 4. Note that the encoding
algorithm reaches this line only if the event off-2-dia-k A —off-zz-k’ A —off-hex-k” A —(m + 1)-col was caused
by running A, which means there is a set of k salts S’ such that A; found category two diamonds for them.
Moreover there does not exist a set of k' salt pairs for which A; found a zig-zag. Also there does not exist
a set of k' salt pairs for which A; found a hexagon. Now let P be the maximally large set of salt pairs such

that

1. each salt in the salt pairs of P is in S
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2. no two salt pairs in P share a salt

3. A; found a hexagon for each salt pair in P

Since —off-hex-k” happens we have that |P| < k”. Let S” be all the salts in the salt pairs in P. We have that
|S\S”| = |S’| — 2|P| > k — 2k”. Now let P’ be the maximally large set of salt pairs such that

1. each salt in the salt pairs of P’ is in $'\S”
2. no two salt pairs in P’ share a salt

3. A; found a zigzag for each salt pair in P’

Since —off-zz-k’ happens we have that |P'| < k’. Let S” be all the salts in the salt pairs in P. We have
that |S\S"\S”| = |S\S| — 2|P’|| > k — 2k” — 2k’. Let Notice that for every salt in a in S'\S"\S”, A;
found a category 2 diamond for a and category 2 diamond for no two salts in the set share the last query
of the diamond by the maximality of S”,S”. Further, since —(m + 1)-col happens, the total number of
salt-successor query pairs are at most mT;. Therefore, at least (k — 2k” — 2k')/2 of the salts (note that
(k — 2k' — 2k”)/2 is an integer because k is a multiple of 2) in S\S”\S” are such that there are at most
2mTy/(k — 2k’ — 2k") successor queries for the salt. Therefore, such a set S always exists.

If the encoding algorithm does not return ¢, it is easy to see the decoding algorithm decodes correctly,
because the query answers that the encoding algorithm does not add in the list Ls can be recovered by the

decoding algorithm correctly using S, L, Ls. This can be verified by inspection. Therefore, we have that

Pr[ Decoding is correct |

> Pr[off-2-dia-k A —off-zz-k" A —off-hex-k” A —(m + 1)-col] .

Observe that the encoding algorithm removes (k — 2k’ — 2k")/2 answers of the random oracle from the
encoding, and all the removed answers are distinct because those were ¢; queries for different salts. It
instead adds an set T of (k — 2k" — 2k”) /2 distinct values in [T1], and sequence Ly of (k — 2k" — 2k)/2 values
that are at most m, and sequence Lo of (k — 2k" — 2k)/2 values that are at most 2mT; /(k — 2k’ — 2k"). Using

the compression lemma, we have that

Pr[ Decoding is correct |
((k72k’Ti2k”)/2)m(k_%l_zk”)/z(2mT1/(k — 2k! — 2k")) (k2K —2k")/2
on (k—2k'—2k") ]2

_ 4em2T12 (k—2K'—2K")/2 |
=\ (k — 2K — 2k")22n

<
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Therefore,

Pr [off-2-dia-k A —off-zz-k" A —off-hex-k” A =(m + 1)-col]

- 4em2T12 (k—2k'—2K")/2 |
=\ (k — 2k — 2k")22n

O [ |
11.5 Upper Bounding Offline-Online advantage via the Multi-Instance Approach

In [CK18], the authors remark that in personal communication with them, Dan Bernstein noted that a
lower bound against multiple-discrete-log algorithms also yields lower bounds on the preprocessing time for
discrete-log algorithms with preprocessing. In this section, we explore an example of using this approach to
prove guarantees against offline-online adversaries against collision-resistance of a salted random oracle.

This approach upper bounds the advantage of a (T3, T)-adversary A against the collision-resistance of
a salted random oracle in terms of the advantage of an adversary B against a multi-instance version of the
game that makes T7 + k75 queries. The oracle game s-mi-k-CR" in Fig 11.16 is the multi-instance version
of the salted collision-resistance game: the adversary gets k distinct salts as input, and wins if it finds a
collision for each of them. (Note that k < 2° since there are at most 2° salts).

We prove the following theorem.

Theorem 11.5.1. Let s,{,n € Nog. Let Hy 4., be the uniform distribution over Fes({0, 1} x {0, 1}¢,{0,1}™).
Let A be a (T1,Ts) adversary such that

Adv;PeR(A) =€

Then for any 0 < €, and any k < 0 - 2°, there exists an adversary B such that

i-k-CR (5.25)
Advy™ N (B) = (e - 0) (2’1) .
k

Moreover B makes Ty + k'Ty queries to h.

Proof. We construct the following 77 + k - Ta-adversary B against s-mi-k-CR" where:

- B first runs A%

- Tt then runs A%(a;) for i € [k], and outputs all the values A, outputs.

We next compute a lower bound on Adv}q};";f_CR(B). Let 0 < <e. Say h is “good” for A if A succeeds

on finding collisions for at least § - 2° salts for h. We claim that € — § fraction of the h are good. This is true
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Game s-mi-k-CRP(A)
{O,kl} )

ar, ... ak < (
For i e k:
{(My, M])ier} — A™(ax,...,ax)

If for all i € k, M; # M] and h(a;, M;) = h(a;, M;)

Return true

Return false

Figure 11.16: Oracle Game s-mi-k-CR" capturing multi-instance salted collision-resistance of oracle h

because if o fraction of h are good, we have that
AdvE ,  (A) < Pr[his good] +4 .

Therefore, a > £ — 6, i.e., € — § fraction of h are good. Observe that B always wins if h is good for A, and

ai,...,ay are sampled from the § - 2% salts on which A wins. Therefore, for k < § - 2%, we have that

Advi;™ " R(B) >Pr[h is good for A]Pr[A win on ai, ..., ax |h is good for A]

s,0,m
508

()

O [ |

The hope is to then use the upper-bound on the advantage of any (77 + kT%)-adversary against s-mi-k-CR
to give an upper bound on the advantage of A against CR. We show an example where the left hand side
and the right hand side of the advantage inequality in Theorem 11.5.1 are very far away, meaning we cannot
hope for tight-bounds for collision-resistance of salted random oracles using this approach.

Consider a (2"/2,0)-adversary A that makes 2/2 distinct queries for one salt in the offline phase. Let e
be the advantage of A. It is east to see that ¢ is at most 1/2°.

Theorem 11.5.1 requires k < § x 2° < - 2%, Since ¢ < 1/2%, we have that £ < 1. Now note that there
exists an adversary 22 against s-mi-1-CR that succeeds with constant probability. On the other hand, for
any choice of §, the right hand side of the inequality is much smaller than 1. So, we cannot hope for tight
bounds from this approach.

However, if we were only interested in adversaries that succeed with probability 1, we would have that
the advantage of B would be 1 (since A wins on all inputs/random oracles). Then we could upper bound

the advantage of A with the advantage of any (T} + kT%) adversary B against s-mi-k-CR. We can simply use
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our analysis in Theorem 11.3.3 of the event off-oneblk-k to upper bound this advantage. Namely off-oneblk-k

was the probability that the adversary finds one-block collisions for k different salts using 77 queries, and

T
we showed that Pr[off-oneblk-k] < (21’%) . Clearly the probability that any adversary finds collisions for salts

ai,...,ar using Ty + kTy queries is at least the probability that the adversary finds collisions for & different

(M1em) (T +ET) ) 2

k
salts. Therefore the advantage of such B is at most ~—w— which is at most ( SnITE, ) . Since we know

B has advantage 1,we would have that

L < <e(T1 + kTg)>2k '
2n/2;

Setting k& = 2° and simplifying we get,

Ty on/2
— + Ty > — .
2s—1 +1 e

Therefore, for advantage 1 adversaries, we get the right guarantee using this approach.
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