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The primary objective of provable security is to characterize, as precisely as possible, the resources an attacker

needs to compromise the security of a cryptographic system. While the time complexity of an attacker has

traditionally been the key factor considered, actual attackers choose to invest in various other resources such

as memory, preprocessing, parallelism etc. Moreover, an attacker may also exploit tradeoffs between these

various resources in order to compromise security. This thesis develops new theory that characterizes the

tradeoffs between various resources required to compromise the security of a cryptographic system. It makes

progress in the two following directions:

1. Memory-tightness: Firstly, this thesis develops a toolbox of new techniques for giving memory-tight

reductions. Earlier works on memory-tightness gave some generic elementary techniques to make re-

ductions memory-tight, but they were somewhat limited in their applicability. The work here addresses

this issue and invents more involved techniques to make certain types of reductions memory-tight. Sec-

ondly, this thesis gives new results on the impossibility of making certain reductions memory-tight.

While prior impossibility results in other settings were known, this thesis proves a memory-tightness

impossibility for a scheme with algebraic structure for the first time.

2. Time-space tradeoffs: This thesis continues the recent line of work on time-space tradeoffs in cryp-

tography. Firstly, it proves new results that characterize time-space tradeoffs for mechanisms underly-

ing the most popular cryptographic hash functions. Secondly, it gives a new hashing mechanism that

provides optimal security against these time-space tradeoff attacks. Finally, it addresses the question

of how much time is needed to produce the advice for preprocessing attacks.
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Chapter 1

INTRODUCTION

Designing secure cryptographic systems is a challenging task. No amount of testing against individual

vulnerabilities can give enough confidence because there might always be a new vulnerability that is discov-

ered in the future. This has led to the rise of the subfield of provable security which advocates relying on

mathematical proofs to show that cryptographic systems provide security guarantees under plausible com-

putational assumptions, e.g., factoring large integers is hard. This approach has been extremely successful

over the years, and provable security is now seen as a necessary requirement for real-world cryptographic

systems.

One main focus of provable security is to give a concrete characterization of the resources needed by an

adversary to break a cryptographic system. This is important because these characterizations inform our

choices of parameters for cryptographic systems that get deployed in the real world. In general, setting larger

parameters means better security guarantees at the cost of reduced efficiency. This is why we aim for as

precise characterizations as possible, because then we can set parameters in a way that guarantees us good

security guarantees without unnecessarily sacrificing efficiency.

The most exact of these characterizations are given in the three following steps: (1) a model for an

adversary is defined formally in a way which closely captures the strongest capabilities of any attack that can

be done in the real world (2) a specific adversary in the aforementioned model that breaks the cryptographic

system is described (3) a mathematical proof is provided which shows that this adversary is optimal, i.e.,

any other adversary with lesser amount of resources, fails.

Breadth of adversarial resources. Traditionally, the running time of an adversary has been the main

resource that has been almost exclusively considered while giving security proofs in cryptography. There

are mainly two reasons for this. First, one can obtain reasonable upper bounds on the running time of any

plausible attacks from the computing powers of the fastest known processors, and accordingly set parameters

of the cryptographic systems to ensure its security. Secondly, considering more resources makes the proofs

significantly harder and the techniques for handling them had not developed enough.

However, restricting provable security to only take into account the running time of an adversary paints

an incomplete picture of the real world. Real world attacks can choose to invest in or can be constrained

by various other resources, e.g., memory, preprocessing, parallelism, availability of randomness, etc. The
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traditional guarantees in provable security are agnostic to the use of these resources and assume no constraints

on these other resources when providing guarantees about the best possible attacks. However, in many cases,

when one or more of these resources are limited in quantity, the best possible attacks become significantly

slower. For instance, memory is often a bottleneck for attacks, and there are several assumed-to-be-hard

problems in cryptography for which the attacks which have no limitations on the amount of available memory

significantly outperform attacks that only have some limited amount of memory. In turn, this means that if a

reasonable upper bound on the amount of memory available to an attack is known, one could potentially set

parameters more optimistically. This would ensure that the cryptographic system is more efficient without

sacrificing its security.

Another angle: Resource tradeoffs. This can be viewed from another angle as well– real world attacks

can choose to trade the amount of running time with resources such as preprocessing, memory, randomness,

parallelism etc. In some cases this is necessary, e.g., if an adversary is trying to attack a cryptographic

system for which the underlying secret resets at regular intervals, any useful attack can not run in time

that is longer than the interval. When this is the case, the adversary can instead choose to invest in other

resources. In other cases it can make this choice for a different reason– for example, certain attacks can be

significantly sped up by using preprocessing advice, which is extremely expensive to compute but reusable.

Therefore, if the adversary has to solve many instances of some hard problem, the large preprocessing cost

amortizes over the number of instances.

The first example of an adversary exploiting a tradeoff between preprocessing advice and running time

appeared in a seminal work [Hel80] by Hellman. Hellman explored the problem of function inversion where,

for a function f , an adversary is given y � fpxq as input where x is a randomly sampled point in the domain

of f . The adversary needs to compute x1 such that fpx1q � y. This, in particular, captures the hardness of

inverting one-way functions, a very fundamental problem in cryptography.

Hellman demonstrated that an adversary might be able to invest a significant amount of effort in prepro-

cessing on the function f , and compute some “advice” about f . This advice helps in significantly reducing

the online time, i.e., the time required by the adversary to complete the inversion after gets the point y

as input. Even though the preprocessing cost might be very large, if the adversary needs to invert f on

many different y’s, the preprocessing cost gets amortized. The tradeoff between the amount of preprocessing

advice and running time is popularly known as a “time-space tradeoff”, where space refers to the storage

required for the preprocessing.

In addition to this, modeling adversaries in this fashion captures non-uniform attacks, which is generally

the chosen model of adversaries in theoretical cryptography. There are several technical reasons behind

this choice, one of them being there are certain examples where non-uniformity is necessary for composition
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within larger systems [GK96].

Goals and barriers. My thesis work is focused on extending the framework of provable security to consider

additional adversarial resources. In particular, the additional resources that I consider in my thesis work are

(1) memory and (2) pre-processing advice. My work has focused on developing new theory towards precisely

characterizing the tradeoffs of time-complexity with these two resources. In several cases, these tradeoffs have

connections to questions in areas such as combinatorics, complexity theory, information theory, etc., e.g.,

prior progress in time-memory tradeoffs [Din20] used connections to communication complexity. In many

cases, these connections lead to major obstacles due to pre-existing known barriers in these areas, e.g., [CK19]

showed that any improvement in proving limitations on best possible attacks on function inversion, would

imply circuit lower bounds that have been longstanding open problems.

Contributions. More concretely, the contributions of my thesis work can be summarized into the two

following broad directions.

1. Memory-tightness: New techniques and impossibilities: Cryptographic security proofs proceed

via reductions, which show that given an adversary that can break some cryptographic algorithm, one

can construct another adversary that can solve some well-known hard problem efficiently. Traditionally,

security reductions have taken delicate care of relating the running time of the two adversaries, but

ignored the relationship between the memory usage by the two adversaries. However, it is extremely

important to take the relative memory usage into account because there are time-memory tradeoffs for

many well-known hard problems in cryptography, i.e., these problems can be solved significantly faster

when more memory is available. My thesis work has contributed towards correcting this oversight

regarding memory. In [GT20], [GJT20] and [GGJT22], we revisited the paradigm of cryptographic

reductions to also consider memory as a resource of the adversary. In particular, these results helped

determine whether time-memory tradeoffs are preserved by certain commonly used security reductions.

In more detail, in [GT20] we studied the memory-tightness of security reductions in public-key cryp-

tography, focusing in particular on Hashed ElGamal. We proved that any straightline (i.e., without

rewinding) black-box reduction needs memory which grows linearly with the number of queries of the

adversary it has access to, as long as this reduction treats the underlying group generically. This made

progress towards proving a conjecture by Auerbach et al. (CRYPTO 2017), and is also the first lower

bound on memory-tightness for a concrete cryptographic scheme (as opposed to generalized reductions

across security notions).

In [GJT20], we initiated the study of the provable security of authenticated encryption (AE) in the

memory-bounded setting. Prior works [TT18, JT19, Din20] had focused on confidentiality, and looked
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at schemes for which tradeoffs between the attacker’s memory and its data complexity are inherent.

Here, we asked whether these results and techniques can be lifted to the full AE setting, which addi-

tionally asks for integrity.

We showed both positive and negative results. On the positive side, we provided tight memory-

sensitive bounds for the security of GCM and its generalization, CAU [BT16]. Our bounds apply to

a restricted case of AE security which abstracts the deployment within protocols like TLS, and rely

on a new memory-tight reduction to corresponding restricted notions of confidentiality and integrity.

In particular, our reduction uses an amount of memory which linearly depends on that of the given

adversary, as opposed to only imposing a constant memory overhead as in earlier works (Auerbach

et al., CRYPTO ’17). On the negative side, we showed that a large class of black-box reductions

cannot generically lift confidentiality and integrity security to a joint definition of AE security in a

memory-tight way.

In [GGJT22], we addressed the fact that despite the importance of memory-tight reduction, only a few

techniques to achieve memory-tightness were known and impossibility results in prior works showed

that even basic, textbook reductions cannot be made memory-tight. We introduced a new class of

memory-tight reductions which leverage random strings in the interaction with the adversary to hide

state information, thus shifting the memory costs to the adversary. We exhibited this technique with

several examples. We gave memory-tight proofs for digital signatures allowing many forgery attempts

when considering randomized message distributions or probabilistic RSA-FDH signatures specifically.

We proved security of the authenticated encryption scheme Encrypt-then-PRF with a memory-tight

reduction to the underlying encryption scheme. By considering specific schemes or restricted definitions

we avoid generic impossibility results of [ACFK17] and [GJT20]. As a further case study, we considered

the textbook equivalence of CCA-security for public-key encryption for one or multiple encryption

queries. We showed two qualitatively different memory-tight versions of this result, depending on the

considered notion of CCA security.

In Part I of this thesis, we cover this line of work. We give a more detailed overview of our results on

this line of work in Chapter 2. Further, we provide the details of the results in [GT20] in Chapter 5,

the details of the results in [GJT20] in Chapters 3 and 6 and the details of the results in [GGJT22] in

Chapter 4.

2. Time-space tradeoffs: attacks and limitations: A number of prior works [Hel80, Oec03, FN99,

Unr07, DTT10, DGK17, CDGS18, CK18, CDG18] have focused on the time-space tradeoffs in many

different contexts of cryptography. However, even after all these works, there remained numerous hard-
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to-resolve theoretical gaps in our understanding of time-space tradeoffs. Our works in [GK22, FGK22]

have contributed to significantly improving the understanding of the time-space tradeoffs for mechanisms

underlying cryptographic hash functions, one of the most widely adopted cryptographic algorithms

in practice. These include the SHA-2 and SHA-3 standards [SHA]. Further, our work in [FGK23]

constructs a new cryptographic hashing mechanisms that is optimally resitant to these time-space

tradeoff attacks. Finally, our work in [GT23] studies the actual cost of the preprocessing phase of these

attacks.

In more detail, in [GK22], we studied the power of preprocessing adversaries in finding bounded-length

collisions in the widely used Merkle-Damg̊ard (MD) hashing in the random oracle model. Our goal is

to characterize the advantage of such adversaries in finding a B-block collision in an MD hash function

constructed using the random oracle with range size N as the compression function (given a random

salt). The answer to this question is completely understood for very large values of B (essentially

ΩpT q) as well as for B � 1, 2. For B � T , [CDGS18] gave matching upper and lower bounds of

Θ̃pST 2{Nq. Akshima et al [ACDW20] observed that the attack of [CDGS18] could be adapted to work

for any value of B ¡ 1, giving an attack with advantage Ω̃pSTB{N � T 2{Nq. Unfortunately, they

could only prove that this attack is optimal for B � 2. Their proof involves a compression argument

with exhaustive case analysis and, as they claim, a naive attempt to generalize their bound to larger

values of B (even for B � 3) would lead to an explosion in the number of cases needed to be analyzed,

making it unmanageable. With the lack of a more general upper bound, they formulated the STB

conjecture, stating that the best-possible advantage is ÕpSTB{N�T 2{Nq for any B ¡ 1. In this work,

we confirmed the STB conjecture in many new parameter settings. For instance, in one result, we show

that the conjecture holds for all constant values of B, significantly extending the result of [ACDW20].

Further, using combinatorial properties of graphs, we were able to confirm the conjecture even for

super constant values of B, as long as some restriction is made on S. For instance, we confirmed the

conjecture for all B ¤ T 1{4 as long as S ¤ T 1{8. Technically, we developed structural characterizations

for bounded-length collisions in MD hashing that allow us to give a compression argument in which

the number of cases needed to be handled does not explode.

In [FGK22], we studied time-space tradeoffs in the context of sponge hashing while is a novel alternative

to the popular Merkle-Damg̊ard hashing design. The sponge construction has become increasingly

popular in various applications, perhaps most notably, it underlies the SHA-3 hashing standard. Sponge

hashing is parametrized by two numbers, r and c (bitrate and capacity, respectively), and by a fixed-

size permutation on r � c bits. In this work, we studied the collision resistance of sponge hashing

instantiated with a random permutation by adversaries with arbitrary S-bit auxiliary advice input



6

about the random permutation that make T online queries. Recent work by Coretti et al [CDG18]

showed that such adversaries can find collisions (with respect to a random c-bit initialization vector)

with advantage ΘpST 2{2c � T 2{2rq. lthough the above attack formally breaks collision resistance in

some range of parameters, its practical relevance is limited since the resulting collision is very long (on

the order of T blocks). Focusing on the task of finding short collisions, we studied the complexity of

finding a B-block collision for a given parameter B ¥ 1. We gave several new attacks and limitations.

Most notably, we give a new attack that outperforms the previously-known best attack. To the best of

our knowledge, this was the first natural application for which sponge hashing is provably less secure

than the corresponding instance of Merkle-Damg̊ard hashing. Our attack relies on a novel connection

between single-block collision finding in sponge hashing and the well-studied function inversion problem.

We also give a general attack that works for any B ¥ 2 and has advantage ΩpSTB{2c � T 2{2mintr,cuq,
adapting an idea of Akshima et al. [ACDW20]. We complemented the above attacks with bounds on

the best possible attacks. Specifically, we proved that there is a qualitative jump in the advantage of

best possible attacks for finding unbounded-length collisions and those for finding very short collisions.

Most notably, we prove (via a highly non-trivial compression argument) that the above attack is optimal

for B � 2 in some range of parameters.

In our work in [FGK23], we studied how to key hash functions that gives optimal security against time-

space tradeoff attacks. The most well-known methods for designing variable-input length hash function

families from a fixed idealized function are the Merkle-Damg̊ard and Sponge designs. The former

underlies the SHA-1 and SHA-2 constructions and the latter underlies SHA-3. Unfortunately, recent

works [CDGS18, CDG18] show non-trivial time-space tradeoff attacks for finding collisions for both.

Thus, this forces a parameter blowup (i.e., efficiency loss) for reaching a certain desired level of security.

We asked whether it is possible to build families of keyed hash functions which are provably resistant to

any non-trivial time-space tradeoff attacks for finding collisions, without incurring significant efficiency

costs. We presented several new constructions of keyed hash functions that are provably resistant to any

non-trivial time-space tradeoff attacks for finding collisions. Our constructions provide various tradeoffs

between their efficiency and the range of parameters where they achieve optimal security for collision

resistance. Our main technical contribution wad proving optimal security bounds for converting a hash

function with a fixed-sized input to a keyed hash function with (potentially larger) fixed-size input.

We then used this keyed function as the underlying primitive inside the standard Merkle-Damg̊ard and

Merkle tree constructions. We strongly believe that this paradigm of using a keyed inner hash function

in these constructions is the right one, for which non-uniform security had not been analyzed prior to

this work.
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In our work in [GT23], we addressed the fact that while a large number of works prove lower bounds

on time-space tradeoffs in preprocessing attacks, the question of how much time is needed to produce

this advice is often received less attention. We contend that is question is equally important, and often

highly non-trivial. In this work, we presented lower bounds on the complexity of preprocessing attacks

that depend on both offline and online time. As in the case of time-space tradeoffs, we focused in

particular on settings with ideal primitives, where both the offline and online time-complexities are

approximated by the number of queries to the given primitive. We gave generic results that highlight

the benefits of salting to generically increase the offline costs of preprocessing attacks. The majority of

our work covers focused on salted hash functions. In particular, we provided a fairly involved analysis

of the pre-image-and collision-resistance security of the (two-block) Merkle-Damg̊ard construction in

our model.

In Part II of this thesis, we cover this line of work. We give a more detailed overview of our results

on this line of work in Chapter 7. Further, we provide the details of the results in [GK22, FGK22,

FGK23, GT23] in Chapters 8 to 11 respectively.
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Part I

MEMORY-TIGHTNESS: NEW TECHNIQUES AND IMPOSSIBILITIES
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Chapter 2

MEMORY-TIGHTNESS: INTRODUCTION, PRIOR WORK AND
CONTRIBUTIONS

Security proofs rely on reductions, i.e., they show how to transform an adversary A breaking a scheme

into an adversary B solving some underlying assumed-to-be-hard problem. Generally, the reduction ought to

be tight – the resources used by B, as well as the attained advantage, should be as close as possible to those

of A. Indeed, the more resources B needs, or the smaller its advantage, the weaker the reduction becomes.

Auerbach et al. [ACFK17] were the first to explicitly point out that memory resources have been ignored

in reductions, and that this leads to a loss of quality in security results. Indeed, it is conceivable that

A’s memory is naturally bounded (say, at most 264 bits), and the underlying problem is very sensitive to

memory. For example, the best-known algorithm for discrete logarithms in a 4096-bit prime field runs in

time (roughly) 2156 using memory 280. With less memory, the best algorithm is the generic one, requiring

time Θp?pq � 22048. Therefore, if B also uses memory at most 264, we can infer a larger lower bound on the

necessary time complexity for A to break the scheme, compared to the case where B uses 2100 bits instead.

One should therefore target reductions that are memory-tight, i.e., the memory usage of B is similar

to that of A. In this thesis, we continue the ongoing line of works on memory-tightness in two fronts: (1)

coming up with new classes of techniques to make reductions memory-tight (2) proving impossibilities about

the memory-tightness of certain reductions. We elaborate on our two contributions in Sections 2.1 and 2.2.

2.1 New Techniques for Memory-tight Reductions: Prior Work and Our Contributions

Auerbach et al. [ACFK17] gave several simple techniques that could be used to make reductions memory-

tight. While these techniques are elementary, there are many reductions which cannot be made memory-

tight using these techniques. More advanced techniques to make reductions memory-tight had been left

unexplored. In this thesis, we introduce two new classes of techniques for making reductions memory-tight.

In Sections 2.1.1 and 2.1.2 we summarize and contextualize our two new techniques.

2.1.1 Technique 1: Adversary Memory Dependent Memory-Tight Reductions

The starting point of our first technique is the observation that existing memory-tight reductions in the

literature which are (near) “memory-less”, i.e., the reduction adds a small memory overhead, independent of

the memory of the adversary. We observe that if the size of the additional memory used by the reduction
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depends linearly on the adversary’s memory complexity, the total memory of the resulting reduction adversary

is still linear in the size of the memory of the original adversary. Such a reduction would still be memory-

tight. We give a memory tight reduction that has this aforementioned property. First off, we provide the

necessary background and context for this new memory-tight reduction.

[JT19, Din20] had initiated the study of time-memory tradeoffs for symmetric encryption. More specifi-

cally, they had analyzed INDR security, a notion which measures the indistinguishability of ciphertexts from

truly random ones, of nonce-based encryption. For example, consider a toy scheme SE based on a block

cipher E with block length n which encrypts M P t0, 1un with key K as

SE.EpK,N,Mq � EKpNq `M .

Here, N is the nonce and INDR security should hold as long as no two messages are encrypted with the

same nonce. One can show that for every adversary A with time, data, and memory complexities t, q, and

S, respectively,

Advindr
SE pAq ¤ O

�
q � S � logpqq

2n



� Advprp

E pBq , (2.1)

where B is an adversary against the security of E as a pseudorandom permutation (PRP), which has time

and memory complexities (roughly) t and S, respectively, and makes q queries. In particular, if S   2n{2,

then SE achieves beyond-birthday security q ¡ 2n{2 with respect to data complexity.

However, INDR security is rarely sufficient on its own – we want fully secure AE schemes which also

satisfy (ciphertext) integrity (or CTXT security, for short). Following [RS06], we adopt a single AE security

definition that incorporates both INDR and CTXT, by measuring indistinguishability of two oracle pairs

pEncb,Decbq for b P t0, 1u. For b � 1, Enc1 returns real ciphertexts, and Dec1 decrypts properly. For

b � 0, instead, Enc0 returns random ciphertexts, and Dec0 decrypts only previous outputs from Enc0.

It is important to use a combined definition, as it captures settings such as chosen-ciphertext attacks and

padding-oracle attacks [Vau02], which use a decryption oracle to break confidentiality.

Lifting tradeoffs. We want to prove a bound analogous to that of (2.1) for AE security, preserving in

particular the existing space-time tradeoff. The usual approach is to prove INDR and CTXT individually,

and then combine them to show AE security. This makes sense because (1) we know how to prove tight

tradeoffs for INDR security, and (2) we may be able to prove stronger bounds on CTXT easily, even without

memory restrictions. The classical statement (originally in [RS06]) is that for every adversary A,

Advae
SEpAq ¤ Advindr

SE pBq � Advctxt
SE pCq ,

for suitable adversaries B and C, with similar time and query complexities as those of A. However, this is

only helpful towards our goal if the reduction is memory-tight, in the sense Auerbach et al. [ACFK17], i.e., B
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and C’s memory costs must not noticeably exceed those of A. This is fundamental to preserve a time-memory

tradeoff like the one from (2.1).

Unfortunately, the standard proof is not memory-tight with respect to the INDR adversary B, as it needs

to simulate Dec0 which requires remembering prior ciphertexts.

We provide a novel memory-tight reduction for the common case where AE is used to establish a secure

communication channel, as in TLS. The key point is that in this setting, only certain restricted adversarial

interactions can occur in the AE security game, i.e.:

1. Nonces are implicit – they are incremented as a counter.

2. The receiver aborts upon the first decryption failure. In particular, messages need to be delivered in the

same order as they are encrypted.

Our memory-tight reduction is for an abstraction of this setting we refer to as a channel. We apply our

reduction to prove (tight) memory-sensitive bounds for a channel instantiated with the CAU scheme by

Bellare and Tackmann [BT16], an abstraction of GCM [MV04].

The security game. When restricting AE security to this setting, we can assume that the adversary A can

encrypt messages M1,M2, . . . and obtains ciphertexts C1, C2, . . . via an encryption oracle Encb, for b P t0, 1u.
When b � 1, the Ci’s are actual encryptions of the Mi’s (with increasing nonces), whereas when b � 0, they

are truly random ciphertexts. The adversary is also given access to a decryption oracle Decb. If b � 1, this

just applies the decryption algorithm of the AE scheme, using increasing nonces. If decryption fails, Decb

responds to this and any future queries with K. For b � 0, the oracle responds with M1,M2, . . . as long as it

is supplied the ciphertexts C1, C2, . . . in the order they have been produced by Enc0. If the ciphertexts come

in the wrong order, Dec0 responds to this and any future queries with K. The goal here is to distinguish

pEnc0,Dec0q and pEnc1,Dec1q.
Proof idea. In this channel setting, to obtain a memory-tight reduction from AE security to CTXT and

INDR security, we first use CTXT security to replace the oracles pEnc1,Dec1q with pEnc1,Dec0q. (This

step is easily seen to be memory-tight.) Next, we aim to use INDR security to replace Enc1 with Enc0. The

catch here is that when doing so, we need to simulate the Dec0 oracle in the INDR security game (which

does not provide one). Again, this seems to require remembering all prior ciphertexts, thus preventing

memory-tightness.

A key observation, however, is that ciphertexts are only accepted when arriving with the right order.

For this reason, we will show (via an information-theoretic argument) that our reduction only needs to store

the δ oldest ciphertexts which have not been delivered yet, for some δ – the key point here is that δ can be
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chosen to depend (roughly linearly) on the memory of the adversary used by the reduction, so the overall

memory of the constructed adversary is of the same magnitude of that of the AE adversary.

This is in contrast to existing memory-tight reductions in the literature which are (near) “memory-less”,

i.e., the reduction adds a small memory overhead, independent of the memory of the adversary. Our reduction

is the first example where the reduction uses memory in addition to that of the adversary, but the size of

this memory is bounded in terms of the adversary’s memory complexity.

Application to CAU. We apply our memory-tight reduction to show bounds for CAU (and hence GCM)

in the communication channel setting. We refer to the resulting channel as NCH, and it is based on a block

cipher E. We show that for every adversary A, there exists B such that

Advch-ae
NCH pAq ¤ 4 � Advprp

E pBq �O
�
pqS

2n



, (2.2)

where Op�q hides a small constant, q and S are the data and memory complexities of A, and p is an upper

bound on the length of ciphertexts. Further, B makes q � p queries, and has time complexity similar to that

of A. Instrumental to our result here is Dinur’s Switching Lemma [Din20]. The main challenge is to prove a

bound for CTXT security – our proof relies once again on similar techniques to our memory-tight reduction.

In Chapter 3, we provide the full details of this result.

2.1.2 Technique 2: Memory-Tight Reductions using Randomness Programming

For our second technique, we identify a class of examples which admit a new kind of memory-tight reductions.

Our approach relies on the availability of random strings exchanged between the adversary and the security

game, and which the reduction can leverage to encode state which can be recovered from later queries of the

adversary, without the need to store this information locally, and thus saving memory. (In particular, the

burden of keeping this information remains on the adversary, which needs to reproduce this random string

for this state information to be relevant.) We refer to this approach as randomness programming.

As a motivating example, consider the standard UFCMA security notion for signatures. It is defined via

a game where the attacker, given the verification key vk, obtains signatures for chosen messages m1,m2, . . .,

after which it outputs a candidate message-signature pair pm�, σ�q, and wins if m� was not signed before,

and σ� is valid for m�. When ignoring memory, this notion is tightly equivalent to one (which we refer to as

mUFCMA) that allows for an arbitrary number of “forgery attempts” for pairs pm�, σ�q, and the adversary

wins if one of them succeeds in the above sense. This is convenient: we generally target mUFCMA, but only

need to deal with proving the simpler UFCMA notion.

The classical reduction transforms any mUFCMA adversary into a roughly equally efficient UFCMA

adversary, which wins with the same probability, by (1) simulating forgery queries using the verification
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key, and (2) outputting the first forgery query pm�, σ�q which validates and such that m� is fresh. This

reduction is however not memory-tight, as we need to ensure the freshness of m�, which requires remembering

the previously signed messages. ACFK [ACFK17] prove that this is in some sense necessary, by showing

that a (restricted) class of reductions cannot be memory-tight via a reduction to streaming lower bounds.

Our idea: Efficient tagging. To illustrate our new technique, which we refer to as efficient tagging,

imagine now that we only use the signature scheme to sign random messages m1, . . . ,mqÐ$ t0, 1u`, and

consider a corresponding variant of mUFCMA security, which we want to reduce to (plain) UFCMA security.

This, intuitively, does not seem to help resolve the above issue, because random messages are hardest to

compress.

However, what is important here is that the reduction is responsible for simulating the random messages,

and can simulate them in special ways, and program them so that they encode state information. For

instance, assume that the reduction has access to an injective random function f : rqs Ñ t0, 1u`, with inverse

f�1, which can be simulated succinctly from a short key as a pseudorandom object. Then, the reduction

to UFCMA can set mi Ð fpiq for the i-th query, and upon simulating a forgery query for pm�, σ�q, the

reduction checks whether f�1pm�q P rqs to learn whether m� is a fresh signing query or not.

Of course, the simulation is not perfect: The original mi’s are not necessarily distinct (this can be handled

via the classical “switching lemma”). Also, the reduction could miss a valid forgery if the adversary outputs

mi before it is given to the adversary, but this again only occurs with small probability.

Inefficient tagging and non-time-tight reductions. In the above example, we can efficiently check

that f�1pm�q P rqs. However, in some cases we may not – again, consider an example where the messages

to be signed are sampled as mi Ð hpriq, where h is a hard-to-invert function and ri is random. Then, we

could adapt our proof above by setting mi Ð hpfpiqq, but now, to detect a prior signing query, we would

have to check whether m� � hpfpiqq for some i P rqs, and this can only be done in linear time. The resulting

UFCMA adversary runs in time t1 � t�ΘpqF � qq, where t is the running time of the original adversary and

qF is the number of forgery attempts. For example, if q � qF � t, the reduction is not time tight, and the

adversary runs in time t1 � Opt2q.
Are non-time-tight reductions useless? It turns out that such non-time-tight reductions can still be

helpful to infer that breaking a scheme requires memory, although this ultimately depends on the concrete

security of the problem targeted by the reduction. Say, for example, a reduction for a given scheme transforms

a successful adversary running in time t and using memory s into an adversary running in time t2 and using

memory s breaking discrete logarithms over Fp, for a 4096-bit prime p. It turns out that if we have fewer

than 278 bits of memory, no known discrete logarithm algorithm is better than a generic one (i.e. runs in

time better than 22048), which means that our non-time-tight reduction is still sufficient to infer security for
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any s   278 as long as t   21024.

Message encoding. At the highest level, what happens is that the reduction is in control of certain random

values which we can exploit to hide state information which can later be uniquely recovered, since triggering a

situation where the reduction needs to remember requires the adversary to actually give back to the reduction

this value. In the above, this state information is simple, namely whether the query is old or not. But as

we will show below, the paradigm can be used to store complex information – we refer to this technique as

message encoding, and discuss an example below.

A New Viewpoint: F-oracle adversaries. In our technique described above we needed access to a large

random injection, which we argue can be simulated pseudorandomly. Prior works have similarly used PRFs

to pseudorandomly simulate random oracles [ACFK17, Ber11] with low memory. The fact that one needs to

decide how to simulate such objects when stating a memory-tight reduction is rather inconvenient: different

instantiations seemingly lead to quantitatively different reductions, although this fact does not appear to be

a reflection of any particular reality. In this chapter, we propose (and advocate for) what we believe to be the

“right” viewpoint: Our reductions are stated in terms of F-oracle adversaries where F is a set of functions

and such an adversary expects oracle access to a random f P F . Then, a memory-tightness theorem is

obtained in one of two ways, by either (1) applying a generic lemma stating that f can be instantiated in

low memory using an F-pseudorandom function, or (2) assuming that the use of f does not functionally

increase the success chances of the adversary because f is independent of the problem instance being solved

(this is provably the case for some information theoretic problems). In particular, (1) is more conservative

than (2), but it is very likely that (2) is also a viable approach which leads to cleaner result – indeed, we do

not expect any of the considered memory-sensitive problems to become easier given access to an oracle from

any natural class F – e.g., Factoring does not become easier given access to a random injection.

Our Results

We now move to an overview of our results (summarized in Fig. 2.1) which exemplify different applications

of the tagging and message-encoding techniques.

Multi-challenge Security of Digital Signatures. Our first results consider the security of digital

signatures in the face of multiple forgery attempts (i.e., challenge queries), generalizing the examples discussed

above. We work with a notion we refer to as UFRMA (unforgeability under randomized message attack).

This notion is parameterized by a message distribution D and when the attacker makes a signing query for

m it receives a signature of m1 � Dpm; rq for a random r. If m and r can be extracted from m1, giving

the notion xUFRMA (or mxUFRMA for many forgery attempts), we can generalize our efficient tagging

approach above by having the reduction to UFCMA choose r � fpm, iq where each fpm, �q is a random
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injection. This setting can capture, e.g., the signatures used in key exchange protocols like TLS 1.3 where

the server signs a transcript which includes a random 256-bit nonce. A version of our inefficient tagging

example works when only m can be extracted from m1 (wUFRMA); we pick r � fpm, iq and in verification

of a forgery query perform the linear time check of whether m� � Dpm; fpm, iqq for some i P rqs. This setting

captures places where the message to be signed includes a fresh public key or ciphertext. This includes, for

example, the use of signatures for signing certificates, in some key exchange protocols, and in signcryption.

We further prove mUFCMA security for particular schemes. First, we can randomize any digital sig-

nature scheme DS (obtaining a scheme we call RDS) by signing m } r for random r chosen by the signing

algorithm and including r as part of the signature. An immediate implication of our mxUFCRA result is

a tight reduction from the mUFCMA security of RDS to the UFCMA security of the underlying scheme.

One particular instantiation of RDS is Probabilistic Full Domain Hash with RSA (RSA-PFDH) which was

introduced by Coron [Cor02] to provide a variant of Full Domain Hash [BR93] with an (advantage-) tighter

security proof. Using our efficient tagging technique we obtain a fully tight proof of the strong mUFCMA

security of RSA-PFDH from the RSA assumption.

In independent and concurrent work, Diemert, Gellert, Jager, and Lyu [DGJL21] studied the mUFCMA

security of digital signature schemes. They also considered the RDS construction, proving that if DS can be

proven strong UFCMA1 secure1 with a restricted class of “canonical” memory-tight reductions then there is

a memory-tight reduction for the strong mUFCMA security of RDS. This complements our result, showing

memory-tight strong mUFCMA security of RDS based on a restricted class of schemes while our result

proves memory-tight plain mUFCMA security based on any plain UFCMA scheme. They apply their RDS

result to establish tight proofs for the strong mUFCMA security of RSA-PFDH (matching our direct proof

in Theorem 4.3.4). as well as schemes based on lossy identification schemes and pairings.

Authenticated Encryption Security. Ghoshal, Jaeger, and Tessaro [GJT20] had recently observed

that in the context of authenticated encryption (AE), it is difficult to lift confidentiality of the scheme, in

terms of INDR security, to full AE security, when additionally assuming ciphertext integrity, if we want to

do so in a memory-tight way. This is well motivated, as several works establish tight time-memory tradeoffs

for INDR security [TT18, JT19, Din20, DTZ20, SOS20], which we would like to lift to their AE security.

The difficulty in the proof is that the INDR reduction must simulate a decryption oracle which rejects all

ciphertexts except those forwarded from an encryption query. Recognizing these forwarded ciphertexts seems

to require remembering state.

Here, we give a different take and show that for specific schemes – in particular, those obtained by adding

1The suffix ‘1’ indicates a variant of UFCMA security in which the adversary can only obtain a single signature per message.
The security game always returning the same signature if the adversary repeats signature queries.
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Assumption Scheme Result Time Memory Advantage New Technique

1UFCMA Any mxUFRMA 3 3 3 Efficient tagging

RDS mUFCMA 3 3 3 Efficient tagging

Any mwUFRMA 7 3 3 Inefficient tagging

RSA RSA-PFDH mSUFCMA 3 3 3 Efficient tagging

(PRF, INDR) EtP AE (3,3) (7,3) (3,3) Efficient tagging

1CCA Any mCCA 7 3 7 Inefficient tagging

1$CCA Any m$CCA 3 3 7 Message encoding

Figure 2.1: Memory-tight reductions we provide. A 1 vs. an m prefix indicates whether one or many challenge

queries are allowed. A 3 vs. an 7 indicates whether the reduction is tight with respect to that complexity

metric. Reductions lacking tightness multiply running time/advantage by Opqq or add Opqq to the memory

complexity, where q is the number of queries. An x vs. a w indicates whether the coins underlying the

distribution of messages can be extracted from the message. RDS is randomization of any digital signature

scheme by padding input messages with randomness. RSA-PFDH is probabilistic full-domain hash with RSA.

EtP is the Encrypt-then-PRF AE construction.

integrity via a PRF, following the lines of [Rog04, BN08, NRS14] – a memory-tight reduction can be given.

Our INDR reduction is applied after arguing that the PRF looks like a random function f and thus forgeries

are unlikely to occur. It uses f in a version of our efficient tagging technique to identify whether a ciphertext

queried to decryption is fresh.2

Chosen ciphertext security: One to many. A classical textbook result for public-key encryption

shows that CCA-security against a single encryption query (1CCA) implies security against multiple queries

(mCCA), with a quantitative advantage loss accounting to the number of such queries. ACFK [ACFK17]

claim, incorrectly, that the associated reduction from 1CCA to mCCA is easy to make memory-tight, but

this appears to be an oversight: No such reduction is known, and here we use our techniques to recover a

memory-tight version of this result.

Let us consider concretely the “left-or-right” formulation of 1CCA/mCCA-security: The reduction from

1CCA to mCCA, given an adversary A, picks a random iÐ$ rqs (where q is the number of encryption

queries) and simulates the multi-query challenger to A by answering its first i � 1 encryption queries with

an encryption of the left message, whereas the last q � i queries are answered by encrypting the right

2Ghoshal et al. [GJT20] in fact described three variants of AE with different conventions for how decryption responds to
non-fresh queries. By our results, memory-tight reductions to INDR are possible for two of the three variants.
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message. Only the answer to the i-th query is answered by the single-query challenger. A problem arises

when simulating the decryption queries: Indeed, we need to guarantee that a decryption query for any of the

challenge ciphertexts c�1 , . . . , c
�
q returns an error K, yet this suggests that we seemingly need to remember

the extra challenge ciphertexts c�j for j � i.

We will resolve this in two ways. First, we give a new memory-tight reduction using the inefficient tagging

method, with the same advantage loss as the original textbook reduction. Our reduction is non-time-tight,

so may not be suitable for all situations. The main idea here is that we use the randomness used to generate

the challenge ciphertext as our tag.

To obtain a reduction which is also tight with respect to time, we resort to the observation that changing

to a stronger (but still commonly achieved) definition of CCA-security allows for different memory-tight

reductions. We give in particular a memory-tight and time-tight reduction (with the usual factor q advantage

loss) from the notion of 1$CCA-m security to the notion of m$CCA-m security. These are variants of CCA

security where (1) encryption queries are with respect to a single message, and return either the encryption

of the message, or a random, independent ciphertext, and (2) decryption queries on a challenge ciphertext

c�i returns the associated message.

Our reduction uses the full power of our message encoding approach, simulating random ciphertexts in a

careful way which allows for recovering the associated challenge plaintext.

A few remarks. The above results on CCA security show us that the ability to give a memory-tight

reduction is strongly coupled with definitional choices. In particular, different equivalent approaches to

modeling the decryption oracle in the memory unbounded regime may not be equivalent in the memory-

bounded setting. This means in particular that we need to exercise more care in choosing the right definition.

We believe, for example, that the approach taken in m$CCA-m security is the more “natural” one (as it does

not require artificially blocking the output of the decryption oracle, by always returning a message), but

there may be contexts where other definitional choices are favored.

Another important lesson learnt from our AE result is that impossibility results, such as those in [ACFK17,

WMHT18, GT20, GJT20], do not preclude positive results in form of memory-tight reductions, either by

leveraging the structure of specific schemes, or by considering restricted security notions.

In Chapter 4, we describe this technique and the related results in detail.

2.2 Impossibility Results for Memory-tightness: Prior Work and Our Contributions

The work of Auerbach et al. [ACFK17], and a follow-up by Wang et al. [WMHT18], showed negative results

with respect to memory-tightness, i.e., they proved that certain reductions cannot be memory tight). These

lower bounds are tailored at general notions (e.g., single- to multi-challenge reductions), and lower bounds
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follow from a natural connection with classical frequency problems on streams. This thesis tackles the more

ambitious question of proving impossibility of memory-tight reductions for concrete schemes. We summarize

these contributions in Sections 2.2.1 and 2.2.2.

2.2.1 Impossibility 1: Memory-Tightness of Hashed ElGamal

Motivated by a concrete open question posed in [ACFK17], we consider the CCA-security of Hashed ElGamal.

In its KEM variant, the scheme is based on a cyclic group G � xgy – the secret key sk is a random element

from Z|G|, whereas the public key is pk � gsk. Then, encapsulation produces a ciphertext-key pair

C Ð gr , K Ð Hppkrq .

for r Ð Z|G| and a hash function H : GÑ t0, 1u`. Decapsulation occurs by computing K Ð HpCskq.
The CCA-security of Hashed ElGamal in the random-oracle model was proved by Abdalla, Bellare, and

Rogaway [ABR01] based on the Strong Diffie-Hellman (SDH) assumption (also often called GapDH), and

we briefly review the proof.3 First, recall that in the SDH assumption, the attacker is asked to compute guv

from gu and gv, given additionally access to a decision oracle Ov which on input h, y P G, tells us whether

hv � y.

The reduction sets the Hashed ElGamal public-key to pk � gv (setting implicitly sk � v), the challenge

ciphertext to be C� � gu, and the corresponding key K� to be a random string. Then, it simulates both

the random oracle and the decapsulation oracle to the adversary A (which is run on inputs pk, C� and K�),

until a random-oracle query for guv is made (this can be detected using the Ov oracle). The challenge is to

simulate both oracles consistently: As the reduction cannot compute discrete logarithms, it uses the oracle

Ov to detect whether a random-oracle query X and a decapsulation query Ci satisfy OvpCi, Xq � true, and,

if this is the case, answers them with the same value.

This reduction requires memory to store all prior decapsulation and random-oracle queries. Unlike other

reductions, the problem here is not to store the random-oracle output values (which could be compressed

using a PRF), but the actual inputs to these queries, which are under adversarial control. This motivates

the conjecture that a reduction using little memory does not exist, but the main challenge is of course to

prove this is indeed the case.

Our result, in summary. We provide a memory lower bound for reductions that are generic with respect to

the underlying group G. Specifically, we show the existence of an (inefficient) adversary A in the generic group

3Abdalla et al. [ABR01] do not phrase their paper in terms of the KEM/DEM paradigm [Sho01, CS03], which was introduced
concurrently – instead, they prove that an intermediate assumption, called Oracle Diffie-Hellman (ODH), follows from SDH
in the ROM. However, the ODH assumption is structurally equivalent to the CCA security of Hashed ElGamal KEM for one
challenge ciphertext.
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model (GGM) which breaks the CCA security of Hashed ElGamal via Opkq random oracle/decapsulation

queries, but such that no reduction using less than k �λ bits of memory can break the SDH assumption even

with access to A, where λ is the bit-size of the underlying group elements.

Our lower bound is strong in that it shows we do not even have a tradeoff between advantage and memory,

i.e., if the memory is smaller than k � λ, then the advantage is very small, as long as the reduction makes a

polynomial number of queries to Ov and to the generic group oracle. It is however also important to discuss

two limitations of our lower bound. The first one is that the reduction – which receives g, gv in the SDH game

– uses pk � gv as the public key to the Hashed ElGamal adversary. The second one is that the reduction is

straightline, i.e., it does not perform any rewinding.

We believe that our impossibility result would extend even when the reduction is not straightline. How-

ever, allowing for rewinding appears to be out of reach of our techniques. Nonetheless, we do conjecture a

lower bound on the memory of Ωpk log kq bits, and discuss the reasoning behind our conjecture in detail in

Section 5.6.

We stress that our result applies to reductions in the GGM, but treats the adversary as a black box. This

captures reductions which are black-box in their usage of the group and the adversary. (In particular, the

reduction cannot see generic group queries made by the adversary, as in a GGM security proofs.) Looking at

the GGM reduces the scope of our result. However, it is uncommon for reductions to depend on the specifics

of the group, although our result can be bypassed for specific groups, e.g., if the group has a pairing.

In Chapter 5, we provide the details of this result.

2.2.2 Impossibility 2: A Generic Memory-Tightness Impossibility for INDR� CTXT ùñ AE

In the context of the memory-tight reduction that we discussed in Section 3, a meaningful question is whether

we can give a memory-tight reduction beyond the setting of channels, and reduce AE security to INDR and

CTXT security in the most general sense. We show that this is unlikely by giving impossibility results for

black-box reductions.

We consider reductions to INDR and CTXT which are restricted, but note that all prior impossibility

results on memory-tight reductions [ACFK17, WMHT18, GT20] make similar or stronger restrictions. In

particular, we require the reductions to simulate their encryption oracles “faithfully” to an AE adversary,

i.e., if they answer an encryption query with a ciphertext C, the same query (1) has been asked to the

encryption oracle available to the reduction and (2) it has returned C. This restriction is natural, and we

are not aware of any reductions evading it.

Straightline reductions. Our first result builds an (inefficient) adversary A against AE security which

no straightline reduction can use to (1) break CTXT security (regardless of the memory available to the
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reduction) or, more importantly, to (2) break INDR security (unless the reduction uses an amount of memory

proportional to the query complexity of the adversary). Moreover, A uses little memory, and thus our result

implies impossibility even for “weakly memory-tight reductions” which adapt their memory usage (such as

the one we give here). This is unlike recent works [WMHT18, GT20], which only rule out reductions with

memory independent of that of the adversary.

At a high level, A forces the reduction to complete a memory-hard task before being useful. If the

reduction succeeds, A executes an (inefficient) procedure to break INDR security. (And importantly, this

procedure does not help in breaking CTXT security!) More in detail, the first part of A’s execution consists

of challenge rounds. In each of these rounds, A encrypts random plaintexts M1, . . . ,Mu, which result in

ciphertexts C1, . . . , Cu, and also picks a random index i� P rus. It then asks for the decryption of Ci� ,

and checks whether the response equals Mi� . If so, it moves to the next round, if not it aborts by doing

something useless. Only if all rounds are successful A proceeds to break INDR security. We use techniques

borrowed from the setting of random oracles with auxiliary input (AI-ROM) [CDGS18] to prove that the

probability that all rounds are successful decays exponentially as long as the reduction’s memory does not

fit all of M1, . . . ,Mu.

Full Rewinding. The restriction to straightline reductions seem too restrictive: After all, a reduction could

(1) wait for a decryption query Ci� , then (2) rewind the adversary to re-ask M1,M2, . . . until Mi� is asked.

The caveat is that our definition of INDR security does not allow for re-asking encryption queries (again, as

pointed out above, such a notion would prevent us from using the results of [JT19, Din20]). Therefore, if we

assume that all the reduction can do is remember (say) S plaintext-ciphertext pairs, the above adversary A
will fail to pass a challenge round with probability at least 1� S{u.

Still, this does not mean that rewinding cannot help when allowing more general adversarial strategies.

While handling arbitrary rewinding appears to be out of reach, we make partial progress by extending our

proof (and our construction of A) to show that “full” rewinding (i.e., re-running A from the beginning) does

not help. This is the same rewinding model considered in prior memory-tightness lower bounds [ACFK17].

However, in those results, one obtains a rewinding-memory tradeoffs (in that reducing memory would require

more rewinding). Here, our result is absolute, in the sense that if memory is too small, no amount of rewinding

can help.

In Chapter 5, we provide the details of this result.
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Chapter 3

ADVERSARY MEMORY DEPENDENT MEMORY-TIGHT REDUCTIONS

This chapter presents the new memory-tight reduction technique where the memory of the reduction

depends on the memory of the adversary that we introduced in Section 3. This chapter is based on our work

in [GJT20].

The chapter is organized as follows: in Section 3.1, we introduce our notation, basic definitions and cover

some cryptographic background necessary for the chapter. In Section 3.2, we recall the standard definitions

for the security notions of nonce-based encryption. We point out several nuances while defining security in the

memory bounded setting. We conclude the section by giving a time-memory tradeoff for the INDR security

of CAU. In Section 3.3, we show that memory-tight reductions can be given for the combined confidentiality

and integrity security of cryptographic channels. Using the result from Section 3.2, we prove the security of

a channel based on CAU. The resulting channel can be viewed as (a simplification of) the channel obtained

when using GCM in TLS 1.3.

3.1 Definitions

Let N � t0, 1, 2, . . . u. For D P N, let rDs � t1, 2, . . . , Du. If S and S1 are finite sets, then FcspS, S1q denotes

the set of all functions F : S Ñ S1 and PermpSq denotes the set of all permutations on S. Picking an element

uniformly at random from S and assigning it to s is denoted by sÐ$ S. The set of finite vectors with entries

in S is S� or pSq�. Thus t0, 1u� is the set of finite length strings.

If x P t0, 1u� is a string, then |x| denotes its bitlength. If n P N and x P t0, 1u�, then |x|n �
maxt1, r|x|{nsu. We let x1 . . . x` Ðn x denote setting `Ð |x|n and parsing x into ` blocks of length n (except

x` which may have |x`|   n). We let xr: ns denote the first n bits of x and xri : ns denote the i-th (exclusive)

through n-th (inclusive) bits of x. We adopt the convention that if |x|   |x1| then x` x1 � x` x1r: |x|s. The

empty string is ε.

We will make use of queues which operate in first-in, first-out order. If Q is a queue then Q.addpMq
adds M to the back of the queue and M Ð Q.dqpq removes the first element of the queue and assigns it to

M . If the queue is empty, then M is assigned the value K R t0, 1u� which is used to represent rejection or

uninitialized values.

Algorithms are randomized when not specified otherwise. If A is an algorithm, then y Ð AO1,...px1, . . . ; rq
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denotes running A on inputs x1, . . . with coins r and access to the oracles O1, . . . to produce output y.

Performing this execution with a random r is denoted yÐ$ AO1,...px1, . . . q. The set of all possible outputs

of A when run with inputs x1, . . . is rApx1, . . . qs. The notation y Ð Opx1, . . . q is used for calling oracle

O with inputs x1, . . . and assigning its output to y. (Note, the code run by the oracle is not necessarily

deterministic.)

We make regular use of pseudocode games inspired by the code-based framework of [BR06]. Examples of

games can be found in Fig. 9.3. We let PrrGs denote the probability that a game G outputs true. Booleans

are implicitly initialized to false, integers to 0, and all other types to K.

Complexity conventions. When measuring the efficiency of an adversary we follow the standard con-

vention used in studying memory-tightness [ACFK17] on measuring the local complexity of an adversary

and not included the complexity of whatever game it interacts with. We primarily focus on the worst-case

runtime (i.e. how much computation it performs in between making oracle queries) and memory complexity

(i.e. how many bits of state it stores for local computation) of adversaries. Note that while these exclude the

time and memory used within whatever oracles the adversary may call, we do include the time and memory

used to write down an oracle query and receive the response.

3.1.1 Cryptographic Background

Function family. A function family is an efficiently computable function F : A�B Ñ C, where A, B, and

C are sets. A hash function is a family of functions. We often write FKp�q in place of F pK, �q.
Pseudorandom function/permutation. Let E : t0, 1uk � t0, 1un Ñ t0, 1um be a function family. If

n � m and EKp�q is a permutation for each K P t0, 1uk, then we say that E is a block-cipher. The primary

security notions of interest for such functions are PRF and PRP security. The former is typically more useful

in applications, but when E is a block-cipher we prefer to assume PRP security and use that to deduce PRF

security.

These security notions are defined by games shown in Fig. 3.1. In Gprp, the adversary is given access to

either EKp�q for a random key or a random permutation P : t0, 1un Ñ t0, 1un. Game Gprf is defined similarly

except a random function F : t0, 1un Ñ t0, 1um is used in place of the permutation. For x P tprp, prfu, we

define the advantage of A by AdvxEpAq � PrrGxE,1pAqs � PrrGxE,0pAqs.
Switching Lemma. A classic result in cryptography is the “switching lemma” which bounds how well

an adversary can distinguish between a random function and a random permutation. Consider the game

Gsl
D,b shown in Fig. 11.6a. In it, the adversary is given oracle access to either a random function or a

random permutation with domain/range rDs and is trying to figure out which. We define Advsl
DpAq �

PrrGsl
D,bpAqs � PrrGsl

D,bpAqs.
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Game Gprp
E,bpAq

KÐ$ t0, 1uk

P Ð$ Permpt0, 1unq

b1 Ð$ AEvalb

Return b1 � 1

Oracle Evalbpxq

y1 Ð EKpxq

y0 Ð P pxq

Return yb

Game Gprf
E,bpAq

KÐ$ t0, 1uk

F Ð$ Fcspt0, 1un, t0, 1umq

b1 Ð$ AEvalb

Return b1 � 1

Oracle Evalbpxq

y1 Ð EKpxq

y0 Ð F pxq

Return yb

Game Gsl
D,bpAq

F Ð$ FcsprDs, rDsq

P Ð$ PermprDsq

b1 Ð$ AEvalb

Return b1 � 1

Oracle Evalbpxq

y1 Ð F pxq

y0 Ð P pxq

Return yb

Figure 3.1: Security games for PRF and PRP security of E and the switching lemma.

Game Gaxu
H pX q

ppA1, C1q, pA2, C2q, Zq Ð$ X

LÐ$ t0, 1uk

If pA1, C1q � pA2, C2q then return false

Return HLpA1, C1q `HLpA2, C2q � Z

Figure 3.2: Security game for AXU security of H.

The classic switching lemma shows Advsl
DpAq P Opq2{Dq where q is the number of queries made by A.

In general, bounding the memory-complexity of the attacker cannot be used to meaningfully improve this

bound because a low-memory collision-finding attack (e.g., using Pollard’s ρ-method [Pol75, QD90]) achieves

advantage Advsl
DpAq P Ωpq2{Dq. However, as originally observed by Jaeger and Tessaro we can obtain better

results when restricting attention to adversaries that never repeat any queries.

Let Advsl
Dpq, Sq denote the maximal value of Advsl

DpAq for all A that are S-bounded and make q non-

repeating queries to their oracle. Jaeger and Tessaro [JT19] showed that Advsl
Dpq, Sq ¤

a
Sq{D under a

combinatorial conjecture. Later, Dinur [Din20] improved this to show that Advsl
Dpq, Sq P OpSq logpqq{Dq.

An immediate application of the switching lemma is that if A is an S-bounded adversary which makes q

non-repeating queries to its oracle, then |Advprf
E pAq � Advprp

E pAq| ¤ Advsl
Dpq, Sq for any block-cipher E whose

range has size D.



24

AXU hash function. Let H : t0, 1uk � pt0, 1u� � t0, 1u�q Ñ t0, 1un be a hash function. Its almost XOR-

universal (AXU) security is defined by the game Gaxu
H shown in Fig. 3.2. In it, an adversary X attempts

to guess the xor of the output of H on two distinct inputs of its choosing for a random key L. We define

Advaxu
H pX q � PrrGaxu

H pX qs. Typically one makes use of a c-AXU hash which for all X satisfy Advaxu
H pX q ¤

c �pN1�N2q{2n where N1 (resp. N2) is the maximum block length of any A (resp. C) output by X . Note this

is unconditional, so we will not have to worry about memory complexity when reducing to AXU security.

3.2 Nonce-based Encryption and Memory-boundedness

In this section we recall known definitions and results for nonce-based encryption [Rog04]. We carefully

consider how these change when we move to the memory-bounded setting. For example, as was previously

noted by Auerbach, et al. [ACFK17], definitions which are tightly equivalent when the memory usage of

adversaries is not bounded do not necessarily remain so with bounds on memory. So we will consider

several variants of the definitions we are recalling and try to reason about which is the “correct” one to use.

We additionally note some results which can be extended to give appealing time-memory tradeoffs in the

memory-bounded setting and some for which this does not seem to be possible.

In Section 3.2.1, we discuss INDR security which measures the indistinguishability of ciphertexts from

truly random ones. This security notion requires that the adversary be disallowed from repeating nonces. We

discuss three conventions for capturing this which are tightly equivalent when ignoring memory restrictions,

but observe they are no longer tightly equivalent with these restrictions. Based on these discussions, the rest

of the chapter focuses on the restricted class of adversaries that will never repeat nonces in their queries to

encryption oracles. In Section 3.2.2, we discuss CTXT (integrity of ciphertexts) and AE security (combined

INDR and CTXT) security. For these, the adversary must be disallowed from trivially winning by forwarding

ciphertexts from its encryption oracle to its decryption oracle. Again we discuss several conventions for this

which are tightly equivalent when ignoring memory restrictions. Based on these discussions, the rest of the

chapter will use the convention that if an adversary queries pN,Cq to its decryption oracle after receiving C

from an encryption query for pN,Mq, the oracle will respond with M .

Finally, in Section 3.2.3 we recall the CAU scheme by Bellare and Tackmann [BT16], an abstraction of

GCM [MV04]. Following existing proofs [BT16, IOM12, MV04] and using [JT19, Din20], we show that INDR

security of CAU can be proven by a memory-tight reduction to PRP security with an appealing time-memory

tradeoff and we informally discuss why such reductions seem impossible for CTXT or AE security.

Syntax and correctness. A (nonce-based) encryption scheme NE is defined by algorithms NE.K, NE.D,

and NE.E. Additionally it is associated with message space NE.M � t0, 1u� and nonce space NE.N.

The syntax of the algorithms is shown in Fig. 3.3. The key generation algorithm NE.K takes no input
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NE Syntax

KÐ$ NE.K

C Ð NE.EpK,N,Mq

M Ð NE.DpK,N,Cq

Figure 3.3: Syntax of nonce-based encryption scheme.

and returns key K. The encryption algorithm NE.E takes key K, nonce N P NE.N, and message M P NE.M.

It returns ciphertext C. The decryption algorithm NE.D takes key K, nonce N P NE.N, and ciphertext C.

It returns message M P NE.MY tKu. When M � K, the ciphertext is rejected as invalid.

We additionally assume there is a ciphertext-length function NE.cl : NÑ N such that for any K P rNE.Ks,
N P NE.N, and M P NE.M we have |C| � NE.clp|M |q whenever C Ð NE.EpK,N,Mq. Typically, a nonce-

based encryption scheme also takes associated data as input which is authenticated during encryption.

Associated data does not meaningfully effect our results, so we have omitted it for simplicity of notation.

Correctness of an encryption scheme requires for all K P rNE.Ks, N P NE.N, and M P NE.M that

NE.DpK,N,NE.EpK,N,Mqq �M .

3.2.1 Indistinguishability From Random (INDR) Security

The first security notion we will consider requires that ciphertexts output by the encryption scheme cannot

be distinguished from ciphertexts chosen at random.

Definitions. Consider the game Gindr
NE,b shown in Fig. 3.4. Here an adversary A is given access to an encryption

oracle Enc to which it can query a pair pN,Mq and receive back either the encryption of message M with

nonce N (b � 1) or a random string of the appropriate length (b � 0). The adversary outputs a bit trying

to guess which of these two views it was given. We define Advindr
NE pAq � PrrGindr

NE,1pAqs � PrrGindr
NE,0pAqs.

In defining security we must address how to handle the possibility of A making multiple queries with

the same nonce. Encryption schemes are typically designed under the assumption that the same nonce will

not be used multiple times and may become completely insecure in the face of such nonce repetition. The

primary convention we will adopt is to restrict attention to adversaries that will never repeat nonces in their

encryption queries. We use the phrase “nonce-respecting INDR” to refer to security with respect to such

adversaries.

An alternate approach would be to modify the code of the game to respond appropriately to queries

where nonces repeat. One version of this, which we will refer to as INDR-R, would restrict attention to



26

Game Gindr
NE,bpAq

KÐ$ NE.K

b1 Ð AEncb

Return b1 � 1

Oracle EncbpN,Mq

C1 Ð NE.EpK,N,Mq

C0 Ð$ t0, 1uNE.clp|M |q

M rN,Cbs ÐM

Return Cb

Game Gctxt-w
NE,b pAq

KÐ$ NE.K

b1 Ð AEnc1,Decwb

Return b1 � 1

Game Gae-w
NE,b pAq

KÐ$ NE.K

b1 Ð AEncb,Decwb

Return b1 � 1

Oracle Decwb pN,Cq

If M rN,Cs � K then

Return M rN,Cs if w � 1

Return � if w � 2

Return K if w � 3

M1 Ð NE.DpK,N,Cq

M0 Ð K

Return Mb

Figure 3.4: Games defining INDR, CTXT-w, and AE-w security of NE for w P t1, 2, 3u.

adversaries that will only repeat nonces when they also repeat the message queried to encryption. For this

the game would be modified to keep track of all encryption queries that have been made so far. When it

receives a repeated pN,Mq pair, it simply returns the same C that it returned last time it saw that pair. A

second version of this, which we will refer to as INDR-B, makes no restriction on the queries of the adversary.

Instead, the game is modified to return K whenever the adversary makes a query with a nonce it has already

used.

Discussion. When memory is not an issue, all of these variants would be equivalent. Proving this follows

by noting that an adversary can just remember all prior queries it has made and thus never need to repeat.

This proof strategy is no longer available to us when we want to preserve the memory usage of adversaries.

We focus on nonce-respecting INDR because it hits the sweet spot of being strong enough for common

applications, yet weak enough that we know how to give provable time-memory tradeoffs.

Because nonce-respecting INDR considers a strictly smaller class of adversaries than the other two and

all of the games behave identically for this class of adversary it is tightly implied by the others. In fact, using

ideas from [JT19, Din20] we can see that nonce-respecting INDR is strictly weaker. The toy encryption

scheme SE considered in the introduction built from a block-cipher with block length n is vulnerable to

low-memory collision-finding attacks with advantage Ωpq2{2nq in the INDR-R and INDR-B settings, but

no attacks can have advantage better than Opqs{2nq in the nonce-respecting INDR setting. Here q and s

refer to the number of queries and amount of memory used by the attackers, respectively. This underlies

why the ideas of Jaeger and Tessaro [JT19] can be used to prove nonce-respecting INDR (but not INDR-R

or INDR-B) time-memory tradeoffs for natural counter-mode based encryption schemes. In most common

uses of nonce-based encryption the nonces are incremented as a counter or picked uniformly at random. In
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the former case, nonces clearly never repeat so nonce-respecting INDR suffices (we will see this formally in

Section 3.3). Nonces may repeat in the latter case, but we can follow [JT19, Din20] here and replace the

uniform random values with random, non-repeating values so again nonce-respecting INDR suffices.

3.2.2 Security Beyond Confidentiality

INDR security only guarantees confidentiality of the messages against passive attackers. However, in practice,

attackers may actively modify ciphertexts in transit. As such, it is important to consider security definition

that take this into account. We will consider integrity definitions and authenticated encryption definitions

which simultaneously asked for integrity and confidentiality.

Definitions. Consider the other two games shown in Fig. 3.4. We will first focus on Gae-w
NE,b which defines three

variants of authenticated encryption security parameterized by w P t1, 2, 3u. In this game, the adversary is

given access to an encryption oracle and a decryption oracle. Its goal is to distinguish between a “real” and

“ideal” world. In the real world (b � 1) the oracles uses NE to encrypt messages and decrypt ciphertexts. In

the ideal world (b � 0) encryption returns random messages of the appropriate length and decryption returns

K. For simplicity, we will restrict attention nonce-respecting adversaries which do not repeat nonces across

encryption queries (as in nonce-respecting INDR security). Note there is no restriction placed on nonces

used for decryption queries. Integrity of ciphertext security is defined by Gctxt-w
NE,b which behaves similarly

except the adversary is always given access to the real encryption algorithm.

The decryption oracle needs to prevent trivial attacks. If the adversary receives C from a query of

EncpN,Mq and then queries DecpN,Cq it would receive M in the real world and K in the ideal world,

making them easy to distinguish. We must adopt some convention for how the oracles behave when such a

query is made to prevent this type of trivial attack. Towards this, the decryption oracle is parameterized by

the value w P t1, 2, 3u corresponding to three different security notions. In all three, we use a table M r�, �s
to detect when the adversary forwards encryption queries on to its decryption oracle. When w � 1, the

decryption oracle returns M rN,Cs in this case. When w � 2, it returns a special symbol �. When w � 3, it

returns the symbol K which is also used by the encryption scheme to represent rejection. For x P tae, ctxtu
and w P t1, 2, 3u we define the advantage of an adversary A by Advx-wNE pAq � PrrGx-wNE,1pAqs � PrrGx-wNE,0pAqs.
The corresponding security notions are referred to as AE-w and CTXT-w.

Discussion. When memory usage is not an issue, the choice of w does not matter. We can without loss of

generality assume that the adversary never makes one of these trivial attack queries because it could simply

store the table M r�, �s for itself and simulate any such queries.1 It’s not clear that this equivalence holds if

we do not assume that storing M r�, �s is “free” for the adversary.

1Restricting attention to adversaries which never make trivial attack queries is, indeed, a fourth way one could define security.
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The only memory-tight implication we are aware of between these is that security for w � 2 tightly

implies security for w � 3. This follows because an adversary with access to Dec2
b can simulate Dec3

b with

low memory. If Dec2
b returns M � � the adversary returns K, otherwise it does not modify M . All of

the other implications we might want to show seem to require remembering all prior encryption queries to

properly simulate Dec.

Ultimately, for heuristic reasons, we believe that w � 1 is the “correct” choice and will focus on it

in our later sections. The typical motivation behind chosen-ciphertext security notions is that in practice

an attacker can often observe the behavior of the decrypting party to learn something about the message

they received. There is no reason to think an attacker should only be able to do that for ciphertexts that

have been modified, but not ciphertexts that have been unmodified. This is best captured by w � 1. The

w � 2 definition seems to posit that the adversary can distinguish between ciphertexts it forwarded on and

ciphertexts that it modified (whether they were accepted or rejected) by observing the decrypting party’s

behavior. The w � 3 definition seems to posit that the adversary cannot learn anything about ciphertexts it

forwards on unmodified, but can learn about other modified ciphertexts by observing the decrypting party’s

behavior.

Revisiting a classic result. A classic result, which has been shown for numerous styles of encryption,

is that confidentiality and integrity together imply authenticated encryption [RS06]. However, this becomes

more difficult for nonce-based encryption when we consider memory-tightness.

The classic proof that INDR and CTXT-1 security imply AE-m security first replaces real decryption with

K via a reduction to CTXT-1 security and then replace real encryption with random using INDR security.

However, in this second step the reduction adversary would have to simulate the oracle Dec1
0 which seems

to require storing the table M r�, �s.2 This potentially requires using much more memory than the AE-m

adversary, losing the benefit of time-memory tradeoffs for INDR-R. In this chapter we make it memory tight

when restricting attention to secure channels which only accept ciphertexts if they are received in order. In

Chapter 6, we give negative results showing that for nonce-based encryption this reduction cannot be made

memory tight (using a black-box reduction).

3.2.3 Security of the CAU Encryption Scheme

We conclude this section by considering the specific encryption scheme CAU for which we can prove INDR

security with a time-memory tradeoff. We will use this scheme in Section 3.3 to show a time-memory tradeoff

for the authenticated encryption security of a channel instantiated with it.

One of the most widely deployed encryption schemes is Galois Counter-Mode (GCM) [MV04]. Bellare

2The standard reduction would be memory tight for w � 3.
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Algorithm CAUrE,Hs.EpK,N,Mq

Y Ð padpNq

M1 . . .M` Ðn M

For i � 1, ..., ` do

Ci ÐMi ` EKpY � iq

C Ð C1 . . . C`

LÐ EKp0
nq

T Ð HLpA,Cq ` EKpY q

Return T }C

Algorithm CAUrE,Hs.DpK,N, T }Cq

LÐ EKp0
nq; Y Ð padpNq

C1 . . . C` Ðn C

T 1 Ð HLpA,Cq ` EKpY q

If T � T 1 then return K

For i � 1, ..., ` do

Mi Ð Ci ` EKpY � iq

M ÐM1 . . .M`

Return M

Figure 3.5: Encryption scheme CAU parameterized by function family E (typically a block cipher) and hash

function H. In the code, padpNq � N } 0m } 1 for the appropriate choice of m and M1 . . .M` Ðn M splits M

into n-bit blocks.

and Tackmann [BT16] generalized it to the scheme CAU which constructs an encryption scheme from a block

cipher E and hash function H. Using the techniques of Jaeger and Tessaro [JT19] we obtain a proof of

security for its nonce-respecting INDR security with an appealing time-memory tradeoff.

Construction. We recall the CAU construction of an encryption scheme. Fix a key length klCAU P N, a

block length n � CAU.bl P N, and a nonce length CAU.nl   CAU.bl. Then let E be a function family with

E : t0, 1uklCAU�t0, 1uCAU.bl Ñ t0, 1uCAU.bl and H be a function family with H : t0, 1uCAU.bl�pt0, 1u��t0, 1u�q Ñ
t0, 1uCAU.bl. The scheme constructed from E and H is denoted CAUrE,Hs. Its message space CAUrE,Hs.M is

the set of all strings of length at most n�p2n�CAU.nl�1q and its nonce space CAUrE,Hs.N is the set t0, 1uCAU.nl.

The algorithms of CAUrE,Hs are shown in Fig. 3.5. The code uses padp�q to denote the padding function

which on input N outputs N } 0n�CAUrE,Hs.nl�1 } 1. Since our simplified notation does not use associated data

we instead assume there is a fixed associated data string A used with every message.

The encryption algorithm parses the input message into ` blocks of length n (except for the last, which

may be shorter) and pads the nonce to a string Y of length n. It encrypts the message using counter-mode

encryption with Y �1 as the first counter. This gives it a partial ciphertext C. The authentication is inspired

by a Carter-Wegman MAC. A key L for the hash function is obtained as LÐ EKp0nq. This key is used to

compute the tag T as T Ð HLpA,Cq ` EKpY q and then T }C is the full ciphertext output by encryption.

The decryption algorithm parses the input ciphertext as T }C. It computes the correct tag T 1 for C by

setting L Ð EKp0nq and T Ð HLpA,Cq ` EKpY q (as was done in encryption). If T � T 1 the ciphertext is
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rejected by returning M � K. Otherwise the message M is obtained by counter-mode decrypting C.

INDR security of CAU. The following theorem formalizes that CAU is nonce-respecting INDR secure

assuming E is a secure PRF.

Theorem 3.2.1. Let A be an adversary against the nonce-respecting INDR security of CAUrE,Hs that makes

at most q oracle queries, each at most p � CAU.bl bits long. Then we can construct a Ap such that

Advindr
CAUrE,HspAq ¤ Advprf

E pApq .

Adversary Ap has runtime essentially that of A, makes at most qpp � 1q � 1 queries to its oracle, has

memory/time complexity essentially that of A and never repeats queries to its oracle.

It is important that Ap never repeats queries because it allows us to apply the time-memory switching

lemma from Section 11.4.3. This gives us roughly,

Advindr
CAUrE,HspAq P Advprp

E pApq �OpS � pq � logppqq{2nq

where S is a bound on the memory complexity of A. For variants other than nonce-respecting INDR it

would not be clear how to prevent Ap from repeating queries without storing the prior queries of A.

Proof. [Sketch] One constructs Ap to first set L Ð Evalp0nq. Then it runs A and simulates encryption

queries by running CAU.E while using its Eval oracle in place of EK . It does not recompute L each time

because it has already computed it. Its final output is whatever A outputs. One can verify that the view of

A when simulated by Ap is “real” encryptions when b � 1 and random strings when b � 0, so the claimed

advantage bound follows.

CTXT/AE security of CAU. It does not appear to be possible to give a similar time-memory tradeoff for

the CTXT or AE security of CAU. The standard analysis of either of these first uses PRF security to replace

the output of E with random. It then argues that the adversary’s view is independent of the HLpA,Cq values

produced in encryption so that it can apply the security of H. For x � ae or x � ctxt this would give a

bound of the form,

Advx-1CAUrE,HspAq � Advprf
E pApq � Advaxu

H pX q .
However, this PRF adversary Ap needs to to simulate a decryption oracle to A. The natural ways of doing this

(remembering all prior encryption queries or using Eval to run decryption) either require significant use of

memory or repeating queries to Eval. This prevents us from applying the switching lemmas of [JT19, Din20]

to get appealing time-memory tradeoffs when E is a PRP.

In Section 3.3.3, we will use a new technique for memory-tight reductions to prove that using CAU in a

channel can provide (the channel equivalent of) CTXT security (and thus AE security from Section 3.3.2).
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CH Syntax

pσs, σrq Ð$ CH.Sg

pσs, Cq Ð$ CH.Spσs,Mq

pσr,Mq Ð CH.Rpσr, Cq

Game Gch-corr
CH,b pAq

pσs, σrq Ð$ CH.Sg

b1 Ð$ AEncDec

Return b1 � 1

Oracle EncDecbpM0q

pσs, Cq Ð$ CH.Spσs,M0q

pσr,M1q Ð CH.Rpσr, Cq

Return Mb

Figure 3.6: Left: Syntax of channel algorithms. Right: Channel correctness game.

3.3 Memory-tight Reductions for Cryptographic Channels

In this section we show that memory-tight reductions can be given for the combined confidentiality and

integrity security of cryptographic channels. These are a form of stateful encryption which provide the

guarantee that messages cannot be duplicated or reordered, in addition to the typical confidentiality and

integrity goals of encryption.

3.3.1 Syntax and Security Notions

Syntax and correctness. A (cryptographic) channel CH specifies algorithms CH.Sg, CH.S, and CH.R

along with message space CH.M � t0, 1u�. The syntax of these algorithms is shown in Fig. 3.6. The state

generation algorithm CH.Sg takes no input. It returns sender state σs and receiver state σr. The sending

algorithm CH.S takes a sender state σs and message M P CH.M. It returns updated sender state σs and a

ciphertext C. The receiving algorithm CH.R takes a receiver state σr and a ciphertext C. It returns updated

receiver state σr and a message M P CH.M Y tKu. When M � K, this represents the receiver rejecting the

message as invalid.

A channel is expected to never again return M � K after if it has rejected a message. This models

the behavior of protocols such as TLS which are assumed to be run over a reliable transport layer and has

been the standard notion for channels since the work of Bellare, Kohno, and Namprempre [BKN04]. When

a protocol (e.g. QUIC or DTLS) is run over an unreliable transport layer, then a robust channel is used

instead [FGJ20]. We leave memory-tight proofs of security for robust channels as an interesting direction for

future work.

We typically assume there is a ciphertext-length function CH.cl : N Ñ N such that for any M P CH.M

and state σs, we have Prr|C| � CH.clp|M |q : pσs, Cq Ð$ CH.Spσs,Mqs � 1.

Correctness requires that if the receiver is given the ciphertexts sent by the sender in order and without

modification then the receiver will output the same sequence of messages that were sent. One way to formalize

this is via the game Gch-corr
CH,b shown in Fig. 3.6. We define Advch-corr

CH pAq � PrrGch-corr
CH,1 pAqs � PrrGch-corr

CH,0 pAqs.
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Perfect correctness requires that Advch-corr
CH pAq � 0 for all (even unbounded) A. This implies that the M1

output by CH.R always equals M0.

Security definitions. We consider indistinguishability from random, integrity of ciphertext, and authen-

ticated encryption security for channels just like we did for nonce based encryption.

Authenticated encryption security of a channel CH is defined by game Gch-ae
CH,b defined in Fig. 3.7. In

it the adversary is given access to an encryption oracle and a decryption oracle. The adversary’s goal

is to distinguish between a “real” and “ideal” world. In the real world (b � 1) the oracles use CH to

encrypt messages and decrypt ciphertexts. In the ideal world (b � 0) encryption returns random messages

of the appropriate length and decryption returns K. In both worlds, as long as the adversary’s queries to

decryption have consisted of the outputs of encryption in the correct order, the oracles are considered in

sync and decryption just returns the appropriate message that was queried to encryption.3 After the first

time the adversary queries something else, the oracles are out of sync and will never be in sync again (so

Dec will always return Mb).

Authenticated encryption security is a combined confidentiality and integrity notion. We can also define

separate notions. INDR security is defined by the game Gch-indr
CH,b which is the same as Gch-ae

CH,b except the

adversary is only given oracle access to Encb. CTXT security is defined by the game Gch-ctxt
CH,b which is

the same as Gch-ae
CH,b except the adversary is given oracle access to Enc1 and Decb. These games are given

explicitly in Fig. 3.7. We define the advantage of A by AdvxCHpAq � PrrGxCH,1pAqs � PrrGxCH,0pAqs for x P
tch-ae, ch-indr, ch-ctxtu.

3.3.2 Confidentiality and Integrity Imply Authenticated Encryption

We will show that INDR security plus CTXT security imply AE security using a memory-tight reduction.

While the normal proof that INDR and CTXT security suffice to imply AE security is not particularly

difficult, it uses a non-memory tight reduction to INDR security. Making the proof memory tight will

require more involved analysis.

Information theoretic lemma. Before proceeding to the proof, we first will provide a simple information

theoretic lemma that will be a useful subcomponent of that proof. Consider the game Git
L,δ shown in Fig. 3.8.

In it, an adversary is given a length L string R and tries to choose an index i for which it is able to remember

the next δ-bits of the string using state σ. We say that an adversary pA1,A2q is S-bounded if |σ| � S always.

We define Advit
L,δpA1,A2q � PrrGit

L,δpA1,A2qs.

3This matches the convention of CTXT-1 and AE-m for encryption schemes. We believe it to be “correct” for the same
reasons discussed for those definitions.
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Game Gch-ae
CH,b pAq

sync Ð true

pσs, σrq Ð$ CH.Sg

b1 Ð$ AEncb,Decb

Return b1 � 1

Game Gch-indr
CH,b pAq

sync Ð true

pσs, σrq Ð$ CH.Sg

b1 Ð$ AEncb

Return b1 � 1

Game Gch-ctxt
CH,b pAq

sync Ð true

pσs, σrq Ð$ CH.Sg

b1 Ð$ AEnc1,Decb

Return b1 � 1

Oracle EncbpMq

pσs, C1q Ð$ CH.Spσs,Mq

C0 Ð$ t0, 1uCH.clp|M |q

M.addpMq; C.addpCbq

Return Cb

Oracle DecbpCq

pσr,M1q Ð CH.Rpσr, Cq

M0 Ð K

M 1 Ð M.dqpq

C 1 Ð C.dqpq

If sync then

If C � C 1 then

Return M 1

sync Ð false

Return Mb

Figure 3.7: Games defining the INDR, CTXT, and AE security of a channel.

Game Git
L,δpA1,A2q

RÐ$ t0, 1uL

pi, σq Ð$ A1pRq

rÐ$ A2pi, σ,Rr: i� 1sq

Return r � Rri : i� δs

Figure 3.8: Information theoretic game in which A tries to remember a δ bit sequence in an L-bit random

string.

Lemma 3.3.1. Let L, δ, S P N. Let pA1,A2q be an S-bounded adversary. Then

Advit
L,δpA1,A2q ¤ L � 2S{2δ .

Proof. Let L, δ, S,A1,A2 be defined as in the theorem statement. Without loss of generality we can assume

that A1 and A2 are deterministic. Then for any fixed choice of i and σ, the probability that A2pi, σ,Rr:
i� 1sq � Rri : i� δs will be exactly 1{2δ. Then we can calculate as follows.

PrrGit
L,npA1,A2qs ¤ PrRrDi, σ s.t. Rri : i� δs � A2pi, σ,Rr: i� 1sqs

¤
¸
i,σ

PrrRri : i� δs � A2pi, σ,Rr: i� 1sqs

�
¸
i,σ

1{2δ ¤ L � 2S{2δ .
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The last inequality follows from there being at most L � 2δ choices for pi, σq.

Security result. Now we can proceed to our security result showing that AE security can be implied by

INDR and CTXT security in a memory-tight manner. The technical crux of the result is the reduction

adversary Aδ which simulates the view of an AE adversary A to attack the INDR security of the channel.

In our theorem statement this reduction adversary is parameterized by a variable δ which determines how

much local memory it uses. Using Lemma 3.3.1, our concrete advantage bound is expressed in terms of δ

and establishes that the reduction can be successful with this value not much larger than the local memory

of A.

Theorem 3.3.2. Let CH be a cryptographic channel. Let A be an adversary with memory complexity S and

making at most q queries to its Enc oracle, each of which returns a ciphertext of length at most x. Then for

any δ P N we can build an adversary Aδ (described in the proof) such that

Advch-ae
CH pAq ¤ Advch-ctxt

CH pAq � 2 � Advch-indr
CH pAδq � 2q � x � 2S{2δ .

Adversary Aδ has running time approximately that of A and uses about S � 2δ bits of state.

Setting δ � S � logpqxq � κ makes the last term about 1{2κ while limiting the memory usage of Aδ to

only 2S � 2 logpqxq � 2κ.

The standard way of proving that INDR security and CTXT security imply AE security would first use

CTXT security to transition from a world in which A is given oracle access to pEnc1,Dec1q to a world in

which A is given oracle access to pEnc1,Dec0q. Then INDR security would be used to transition to A being

given oracle access to pEnc0,Dec0q. The issue in our setting with this proof arises in the second step. The

INDR reduction adversary needs to simulate Dec0 for A. The natural way of doing so requires storing the

entirety of the tables M and C which means that Aδ may use much more memory than A.

Our proof of Thm. 3.3.2 follows this same general proof flow, but uses a more involved analysis for

the reduction to INDR security. In particular, we make use of the following insight: If A has memory

complexity S but cannot distinguish the ciphertexts it sees from random (because of INDR security), then

from Lemma 3.3.1 it cannot remember many more than S of the ciphertext bits that it has received from

Enc but not yet forwarded to Dec.

If A ever queries a ciphertext which is not the next ciphertext in C, then Dec0 oracle will never again

return anything other than K. Because we can assume that A will be unable to remember too many bits of

ciphertext, we can just have our reduction adversary Aδ remember a few more bits of ciphertext than A can.

If the total length of ciphertext that A has received from its encryption oracle, but not forwarded on to its
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decryption oracle ever exceeds the amount that Aδ will store, then Aδ assumes A must have forgotten some

intermediate ciphertext before that point, allowing the reduction to cease storing future ciphertexts because

sync will be false before that point.

Proof. We will construct INDR adversaries A1
δ, A2

δ , and S-bounded adversary pA1,A2q and show that

Advch-ae
CH pAq ¤ Advch-ctxt

CH pAq � Advch-indr
CH pA1

δq � 2 � Advit
q�x,δpA1,A2q � Advch-indr

CH pA2
δq .

The stated theorem then follows by applying Lemma 3.3.1 and constructing the adversary Aδ which runs

either A1
δ or A2

δ (chosen at random) and outputs whatever that adversary does. The resulting Aδ will satisfy

the efficiency constraints stated in the theorem statement. We will prove this bound via a sequence of

transformations that slowly change Gch-ae
CH,1 to Gch-ae

CH,0 .

CTXT transition. Let G0 � Gch-ae
CH,1 pAq and G1 � Gch-ctxt

CH,0 pAq. Because Gch-ae
CH,1 pAq and Gch-ctxt

CH,1 pAq are identical

games we have that PrrG0s � PrrG1s � Advch-ctxt
CH pAq.

Transition to limited memory game. Next we want to transition to a version of G1 that stores a bounded

amount of local state. Consider the games G2 and G3 shown in Fig. 3.9. The tables M2 and C2 track the

messages and ciphertexts as in the real game. Because of this PrrG1s � PrrG2s.
In the transition to G3 we are going to stop using these tables and instead solely rely on the tables M

and C. With these tables, if the total number of bits of ciphertexts that would be stored in C exceeds δ then

we permanently stop adding elements to these tables – we assume that the adversary will cause sync to be

set to false at some point earlier in the game. Note that up until this point the tables pM2,C2q and pM,Cq
are used identically. The two games only differ in the boxed code in Dec which returns M2 if the adversary

has queried a ciphertext stored in C2 that was not stored in C. Hence, these games are identical-until-bad

so the Fundamental Lemma of Game Playing [BR06] gives,

PrrG3s � PrrG2s ¤ PrrG3 sets bads.

We want to apply Lemma 3.3.1 to bound the probability that bad is set. To do so we need to be able to

treat the ciphertexts as random strings. Thus we defer the analysis of the probability that it occurs until

after applying INDR security.

INDR Transition. Now consider the game G4. It is identical to G3 except that the ciphertexts returned by

Enc are chosen at random instead of using CH. We can transition to this game using a reduction to INDR

security. It is important here that our reduction adversary will not need to use too much memory because

of the way that we have limited the memory needed for G3.

Consider the adversaries Aδ and A1
δ shown in Fig. 3.10. Highlighted code is only included in the latter

adversary.
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Games G2 , G3, G4, G5

flag Ð true

sync Ð true

pσs, σrq Ð$ CH.Sg

b1 Ð$ AEnc,Dec

Return b1 � 1

Oracle EncpMq

pσs, Cq Ð$ CH.Spσs,Mq

CÐ$ t0, 1uCH.clp|M |q

M2.addpMq; C2.addpCq

If flag then

If ||C|| � |C|   δ then

M.addpMq; C.addpCq

Else

flag Ð false

Return C

Oracle DecpCq

M 1 Ð M.dqpq; M2 Ð M2.dqpq

C 1 Ð C.dqpq; C2 Ð C2.dqpq

If sync then

If C � C 1 then

Return M 1

Elif C � C2 then

bad Ð true

Return M2

sync Ð false

Return K

Figure 3.9: Hybrid games for proof of Theorem 3.3.2. Highlighted code is only included in highlighted games.

Boxed code is only included in boxed games.

Adversary A1
δ uses its Enc oracle to present A with a view identical to G3 if b � 1 and identical to G4 if

b � 0. Note here that the tables pM2,C2q do not effect the view of A in either of these game, allowing Aδ

not to have to store them. We have that PrrGch-indr
CH,1 pA1

δqs � PrrG3s and PrrGch-indr
CH,0 pA1

δqs � PrrG4s. In other

words, Advch-indr
CH pA1

δq � PrrG3s � PrrG4s.
Adversary A2

δ instead uses its INDR oracle to simulate the view of A, but returns 1 if the flag bad would

have been set. Because this can only be set by the first ciphertext not stored in C we only need to be able

to simulate the games up until that point. So we store this extra ciphertext and put an � in C so that in

Dec we know when we have reached the relevant point. We have that PrrGch-indr
CH,1 pA2

δqs � PrrG3 sets bads and

PrrGch-indr
CH,0 pA2

δqs � PrrG4 sets bads. In other words, PrrG3 sets bads ¤ Advch-indr
CH pA2

δq � PrrG4 sets bads.
Final transition. The final transition is from G4 to G5. These two games are identical-until-bad as can

be seen in Dec. Because of this we have that

PrrG4s � PrrG5s ¤ PrrG4 sets bads.

Using all of M2 and C2 instead of just M and C makes G5 identical to Gch-ae
CH,0 .

Bounding probability of bad. We conclude by bounding the probability G4 sets bad via a reduction to

our information theoretic analysis. Consider the S-bounded pA1,A2q that behaves as follows. First, A1

internally simulates the view of A in G4 using the coins for A which maximize the probability of bad and

using the bits of R as the ciphertext bits returned by encryption. If A causes flag to be set to false, A1 will
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Adversary A1Enc
δ

flag Ð true

sync Ð true

b1 Ð$ ASimEnc,SimDec

Return b1 � 1

Adversary A2Enc
δ

flag Ð true

sync Ð true

ASimEnc,SimDec

Return 0

Oracle SimEncpMq

flag Ð true

sync Ð true

CÐ$ EncpMq

If flag then

If ||C|| � |C|   δ then

M.addpMq; C.addpCq

Else

C.addp�q; C� Ð C

flag Ð false

Return C

Oracle SimDecpCq

M 1 Ð M.dqpq; C 1 Ð C.dqpq

If sync then

If C � C 1 then

Return M 1

Elif C 1 � � and C � C� then

abortp1q

sync Ð false

Return K

Figure 3.10: INDR adversaries for proof of Theorem 3.3.2. Highlighting indicates code that is only used by

adversary A1
δ.

halt and output the current state of A as σ with i chosen so the next δ bits of C and c are the values of R

for A2 to guess.

Then A2 will resume executing A using σ. When A makes encryption queries it will just make up its own

responses. When A makes a decryption query for a ciphertext C then A2 will concatenate it into its guess r.

It just assumes this was the correct next ciphertext that should have been stored in C (otherwise A would fail

in setting bad). To determine which M to return for this query, A2 re-runs A from the beginning using the

same coins A1 used. It uses its given prefix of R and the current value of r to respond to encryption queries

until it reaches the encryption query corresponding to the current decryption query. Whatever message A
queried for this encryption query is then returned for the decryption query. Once r is δ bits long, A2 outputs

that as its guess.

We can see that when bad would be set in G4, the view of A is perfectly simulated up until that point

and A2 will guess r correctly. This gives us PrrG4 sets bads ¤ Advit
q�x,δpA1,A2q as desired.

Combining all the bounds we have shown completes the proof.

3.3.3 AE Security of a TLS 1.3-like Channel

We have shown that the AE security of a channel can be reduced to its constituent INDR and CTXT security

in a way that preserves memory complexity. This is, of course, only meaningful if we have channels for which

we can give provable time-memory tradeoffs for their INDR and CTXT security. Using the ideas of Jaeger
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NCHrNEs.Sg

KÐ$ NE.K

N Ð$ NE.N

Return ppK,Nq, pK,Nqq

NCHrNEs.SppK,Nq,Mq

N Ð N � 1

C Ð NE.EpK,N,Mq

Return ppK,Nq, Cq

NCHrNEs.RppK,Nq, Cq

If N � K then

Return ppK,Kq,Kq

N Ð N � 1

M Ð NE.DpK,N,Cq

If M � K then

Return ppK,Kq,Kq

Return ppK,Nq,Mq

Figure 3.11: Algorithms of channel NCHrNEs constructed from encryption scheme NE.

and Tessaro [JT19] it is easy to give such examples for INDR security.

Using the ideas from proof of Thm. 3.3.2 we will prove the security of a channel based on GCM (or more

generally CAU). The resulting channel can be viewed as a (simplified) version of the channel obtained by

using GCM in TLS 1.3.

The construction. The construction we consider is a straightforward construction of a channel from a

nonce-based encryption scheme NE by using a counter for the nonce. The INDR security of this channel

follows easily from the nonce-respecting INDR security of NE. Proving integrity of the channel from the

integrity of NE is possible, but of limited applicability since we do not have examples of encryption schemes

with proven time-memory tradeoffs for integrity. We will instead only show integrity for the specific case

that NE � CAU.

The channel NCHrNEs is parameterized by an encryption scheme NE. It has NCHrNEs.M � NE.M. We

assume that NE.N can be interpreted as a cyclic group written using additive notation. Its algorithms are

shown in Fig. 3.11. State generation sets the state of both parties equal to a shared random key and nonce.

Encryption increments the nonce and uses NE to encrypt the message with the current nonce. Decryption

increments the nonce and uses NE to decrypt the ciphertext with the current nonce. If the ciphertext is

rejected (M � K), the receiver will replace its state with K’s. Henceforth it will reject all ciphertexts it

receives (via the first line which checks if N � K already holds.

INDR Security. The INDR security of NCHrNEs follows easily from nonce-respecting INDR security of NE.

This is captured by the following theorem.

Theorem 3.3.3. Let A be an adversary against the INDR security of NCHrNEs that makes less than |NE.N|
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oracle queries. Then we can construct B such that

Advch-indr
NCHrNEspAq ¤ Advindr

NE pBq .

Adversary B has complexity comparable to that of A and is nonce-respecting.

Proof. [Sketch] Adversary B picks N at random and then starts executing A. Whenever A makes a EncpMq
query, B increments N , queries C Ð EncpN,Mq, and returns C to A. Adversary B outputs whatever A
does. Verifying the claims made about this adversary is straightforward.

CTXT Security. For CTXT security we need to focus our attention on the particular construction of

NCHrNEs obtained when using the encryption scheme NE � CAUrE,Hs for some function families E and H.

In our proof, we will take advantage of the fact that the adversary can essentially only make a single

forgery attempt. If it fails at this attempt, then the state of the decryption algorithm can be erased and it will

henceforth always return K. Because CAU uses a Carter-Wegman style MAC we have to first use the PRF

security of E to hide the values of HLpA,Cq used in encryption queries. To get our desired state-aware results

we need to make sure that our PRF reduction does not use much more memory than the original adversary.

This creates an issue similar to what we saw in Section 3.3 where it can be difficult to simulate the values

returned by Dec. This issue is resolved by adjusting the proof technique used to establish Thm. 3.3.2 where

we exploit the fact that ciphertexts look random to assume that A cannot remember too many ciphertexts.

Theorem 3.3.4. Let NE � CAUrE,Hs for some E and H. Let A be a nonce-respecting adversary against

the CTXT security of NCHrNEs with memory complexity S that makes at most q ¤ 2CAU.nl � 1 encryption

queries, each of which returns a ciphertext of length at most x. Then for any δ P N we can construct an

adversary Ap such that

Advch-ctxt
NCHrNEspAq ¤ 2 � Advprf

E pApq � Advaxu
H pX q � q � x � 2S{2δ .

Adversary Ap has running time approximately that of A and uses about S � 2δ bits of state. It makes at

most qpx{n� 2q � 1 non-repeating queries to its oracle.

The proof is given in Section 3.4. As with Thm. 3.2.1, the PRF adversary we give never repeats queries

so we can apply the switching lemma to obtain a bound using PRP security of E. Here it is important that

the memory of Ap is not much more than that of A. Assuming |A|   p, setting δ � S � n, and assuming

S ¡ n we can combine all of our theorems so far to obtain a bound of

Advch-ae
NCHrNEspAq ¤ 4 � Advprf

E pBq �O
�
Spq logppqq � cpp� qq

2n



for a B with comparable efficiency to A and assuming H is c-AXU.
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Games G0, G1

sync Ð true

NeÐ$ t0, 1uCAU.nl

Nd Ð Ne

KÐ$ t0, 1uklCAU

LÐ EKp0
CAU.blq

b1 Ð$ AEnc,Dec

Return b1 � 1

Oracle EncpMq

C Ð EpMq

M.addpMq; C.addpCq

Return C

Oracle DecpCq

If Nd � K then return K

Nd Ð Nd � 1

M 1 Ð M.dqpq

C 1 Ð C.dqpq

If sync then

If C � C 1 then

Return M 1

sync Ð false

M1 Ð DpCq

M0 Ð K

Return Mb

Algorithm EpMq

Ne Ð Ne � 1

Y Ð padpNeq

M1 . . .M` Ðn M

For i � 1, ..., ` do

Ci ÐMi ` EKpY � iq

C Ð C1 . . . C`

T Ð HLpA,Cq ` EKpY q

Return ppK,Nq, T }Cq

Algorithm DpT }Cq

Y Ð padpNdq

C1 . . . C` Ðn C

T 1 Ð HLpA,Cq ` EKpY q

If T � T 1 then

badforge Ð true

Nd Ð K

Return K

For i � 1, ..., ` do

Mi Ð Ci`EKpY �iq

M ÐM1 . . .M`

Return M

Nd Ð K

Return K

Figure 3.12: Games G0 and G1 introducing badforge for proof of Thm. 3.3.4. Highlighted code is only included

in G1.

3.4 Proof of Thm. 3.3.4 (NCHrCAUrE,Hss is CTXT secure)

In this section we provide a proof of Thm. 3.3.4 which gave a concrete bound on the CTXT security of

NCHrNEs for NE � CAUrE,Hs.

Proof. Consider the game G0 shown in Fig. 3.12. It was obtained by plugging the code of NCHrNEs
into Gae

NCHrNEs,1 and making some minor organizational changes (e.g. L is computed once for all time and

encryptions/decryptions are performed in the separate algorithms E and D). The game G1 is the same

except that when a forgery would occur (i.e. when badforge is set) the oracle D sets the nonce to K and

returns K anyway. Equivalently, this game always returns K once sync is false. Because of this we have that

G1 is identical to Gae
NCHrNEs,0. Thus we have that

Advch-ctxt
NCHrNEspAq � PrrG0s � PrrG1s ¤ PrrG1 sets badforges.

The rest of the proof is dedicated to bounding this probability.

Transitioning to random. Recall that CAU’s authentication is inspired by a Carter-Wegman MAC. Thus

we ultimately expect to reduce security to the AXU security of H. However, to do so we first will need to

replace the output of E with random so that the key L looks random and the encryption queries before the
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forgery attempt have not revealed anything about L. Naturally, this consists of a reduction to the PRF

security of E, but this is somewhat difficult in our setting. We’d like the reduction to be memory tight and

not repeat PRF queries. This makes it difficult to simulate Dec while sync � true.

Ultimately, the approach we will take here closely mirrors that used in our proof of Thm. 3.3.2. We will

assume that the adversary A cannot remember too many bits of ciphertext at a time because the ciphertexts

should look random to it. If there are ever more than that many bits of ciphertext that A has received from

Enc, but not forwarded to Dec then we can stop remembering additional ciphertext bits in our table and

assume the sender and receiver will be out of sync before A has forwarded on all the ciphertext bits.

To start this analysis consider the game h0 shown in Fig. 3.13 for which we claim PrrG1 sets badforges �
Prrh0s. Note that h0 returns badforge rather than something depending on the bit guessed by A. To obtain

h0 from G1 we have made a few syntactic changes that do not effect the probability badforge is set. First, the

use of tables surrounding sync has been re-organized to use two copies of the table as was done in proving

Thm. 3.3.2. The flag sync has been removed because we will simply abort whenever it would be changed.

Next, all executions of EK has been forwarded to an oracle Rf which simply runs E. Finally, we have added

code to Dec to make the game abort and output badforge rather than return K and continue execution (after

a failed attempt to set badforge in G1 the nonce Nd would be set to K, preventing badforge from ever being set

again in the future).

The game h1 is the analog of G3 in the proof of Thm. 3.3.2. It differs from h0 by never using M2 to

determine the output of Dec, thereby limiting how much memory is needed to simulate it. Games h0 and

h1 are identical-until-bad so we have that

Prrh0s � Prrh1s ¤ Prrh1 sets bads.

PRF Transition. Having moved to a game that can be simulated with low memory we can now apply

PRF security to replace the output of E with random. Consider the game h2. It differs from h1 in that the

highlighted code has been removed from Rf which now implements a (lazily sampled) random function. In

Fig. 3.14, we give PRF adversaries A1
p and A2

p satisfying

Prrh1s � Prrh2s ¤ Advprf
E pA1

pq and Prrh1 sets bads � Prrh2 sets bads ¤ Advprf
E pA2

pq.

These adversaries simulate the view of A in h1 or h2 by using its Eval oracle whenever E would be executed,

the first outputting 1 whenever badforge would be set and the second outputting 1 whenever bad would be set.

They store one extra ciphertext C� beyond what C stores to know when bad occurs. We want to be careful

that neither adversary repeats queries to Eval. This is immediate for A2. When A1 checks if the tag of a

ciphertext is correct in SimDec we have to be careful not to create a repeat query. This would be possible
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Games h0 , h1, h2, h3

flag Ð true

sync Ð true

NeÐ$ t0, 1uCAU.nl

Nd Ð Ne

KÐ$ t0, 1uklCAU

LÐ Rfp0CAU.blq

Run AEnc,Dec

Return false

Oracle EncpMq

C Ð EpMq

M2.addpMq; C2.addpCq

If flag then

If ||C|| � |C|   δ then

M.addpMq; C.addpCq

Else

flag Ð false

Return C

Oracle DecpCq

Nd Ð Nd � 1

M 1 Ð M.dqpq

C 1 Ð C.dqpq

M2 Ð M2.dqpq

C2 Ð C2.dqpq

If C � C 1 then

Return M 1

Elif C � C2 then

bad Ð false

Return M2

abortpfalseq

T }C Ð C

Y Ð padpNdq

X Ð HLpA,Cq

If T � X `RfpY q then

badforge Ð true

abortptrueq

abortpfalseq

Algorithm EpMq

Ne Ð Ne � 1

Y Ð padpNeq

M1 . . .M` Ðn M

C1 . . . C`Ð$ t0, 1u|M |

For i � 1, ..., `� 1 do

F rY � is Ð Ci `Mi

Ci ÐMi `RfpY � iq

C Ð C1 . . . C`

T Ð$ t0, 1uCAU.bl

F rY s Ð T `HLpA,Cq

T Ð HLpA,Cq `RfpY q

Return T }C

Oracle Rfpxq

If F rxs � K then

F rxs Ð$ t0, 1uCAU.bl

y Ð F rxs

y Ð EKpxq

Return y

Figure 3.13: Games used to analyze badforge for proof of Thm. 3.3.4. Boxed or highlighted code is only

included in correspondingly indicated game.

if Ne ¥ Nd, but in that case we have the corresponding ciphertext stored from which we can re-derive the

appropriate output of Eval (referred to as Z).

Rewriting transition. Our next transition (to h3) is merely a conceptual change which does not effect

the behavior at the game. This gives

Prrh2s � Prrh3s � 0 and Prrh2 sets bads � Prrh3 sets bads � 0.

The change occurs solely in E where, rather than creating the output ciphertext by xor-ing things with

entries of the table F (via Rf), we instead pick these outputs at random and use them to define F to match.

Note that this results in a uniform distribution for F either way as long as F had not already been defined at

that point. This is necessarily the case; E never repeats queries to Rf because Ne is always always increasing

and if Dec makes a query to Rf, then the game will abort immediately afterwards.
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Adversaries A1Eval
p , A2Eval

p

flag Ð true

NeÐ$ t0, 1uCAU.nl

Nd Ð Ne

LÐ Evalp0CAU.blq

Run ASimEnc,SimDec

Return 0

Algorithm EpMq

Ne Ð Ne � 1

Y Ð padpNeq

M1 . . .M` Ðn M

For i � 1, ..., `� 1 do

Zi Ð EvalpY � iq

Ci ÐMi ` Zi

C Ð C1 . . . C`

X Ð HLpA,Cq

T Ð X ` EvalpY q

Return T }C

Oracle SimEncpMq

C Ð EpMq

If flag then

If ||C|| � |C|   δ then

M.addpMq

C.addpCq

Else

C.addp�q

C� Ð C

flag Ð false

Return C

Oracle SimDecpCq

Nd Ð Nd � 1

M 1 Ð M.dqpq; C 1 Ð C.dqpq

If C � C 1 then return M 1

Elif C 1 � � and C � C� then

abortp1q

abortp0q

abortp0q

Y Ð padpNdq

T }C Ð C

X Ð HLpA,Cq

If C 1 � � then C 1 Ð C�

If C 1 � K then

T 1 }C 1 Ð C 1

X 1 Ð HLpA,C
1q

Z Ð T 1 `X 1

Else

Z Ð EvalpY q

If T � X ` Z then abortp1q

abortp0q

Figure 3.14: PRF adversaries for proof of Thm. 3.3.4. Highlighted code is only used by the highlighted

adversary.

Bounding probability of bad. At this point we are in a game where the adversary is given ciphertexts

which are picked uniformly at random. To set bad is must at some point remember more than δ bits of

ciphertext that it delayed sending to Dec. In the exact same way we saw in the proof of Thm. 3.3.2 we can

create an pA1,A2q that succeeds in Git
q�x,δ with the same probability that bad is set, giving

Prrh3 sets bads ¤ Advit
q�x,δpA1,A2q.

This advantage is then bounded by q � x � 2S{2δ using Lemma 3.3.1.

Final bound. Finally we can conclude the proof by analyzing Prrh3s. This reduces naturally to the AXU

security of the hash function H. Note that Enc returns random bits, so when A makes its one attempt to set

badforge its view is independent of L. Assuming Ne ¥ Nd (the Ne   Nd case is strictly harder) at the time of
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Adversary X

flag Ð true

NeÐ$ t0, 1uCAU.nl

Nd Ð Ne

Run ASimEnc,SimDec

Return K

Oracle SimEncpMq

C Ð EpMq

M2.addpMq; C2.addpCq

If flag then

If ||C|| � |C|   δ then

M.addpMq; C.addpCq

Else

flag Ð false

Return C

Oracle SimDecpCq

Nd Ð Nd � 1

M 1 Ð M.dqpq; C 1 Ð C.dqpq

M2 Ð M2.dqpq; C2 Ð C2.dqpq

If C � C 1 then return M 1

Elif C � C2 then abortpKq

T }C Ð C

If C2 � K then

T2 }C2 Ð C2

Else

T2 Ð$ t0, 1uCAU.bl

C2 Ð C ` 1|C|

xÐ pA,Cq

x2 Ð pA,C2q

abortpx1, x2, T ` T2q

Algorithm EpMq

Ne Ð Ne � 1

CÐ$ t0, 1u|M |

T Ð$ t0, 1uCAU.bl

Return T }C

Figure 3.15: Adversary against the AXU security of H.

this attempt, the adversary has seen a random tag T and random C from which F rpadpNdqs was defined to

equal T `HLpA,Cq. Letting T� }C represent its final query, it will win if T� � HLpA,C�q ` F rpadpNdqs.
Plugging in for F and re-arranging gives T� ` T � HLpA,C�q ` HLpA,Cq. The adversary X shown in

Fig. 3.15 captures this idea. It simulates the view of A with random strings until a query is made to Dec

that has the potential of setting badforge, in which case it provides (In the case that Nd ¡ Ne it just picks

T2 at random and sets C2 to anything other than C. This gives the correct probability distribution because

A’s view would have been independent of F rpadpNdqs at that point and it would have needed to guess

HLpA,C�q ` F rpadpNdqs to set the flag.)

The above reasoning tells us that

Prrh3s � Advaxu
H pX q.

Completing the proof is then a simply matter of combining all of the equations we have established. The

PRF adversary A is defined to randomly choose either A1
p and A2

p (each with probability 1{2) and then run

the adversary it chose, outputting whatever that adversary does.
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Chapter 4

HIDING IN PLAIN SIGHT: MEMORY-TIGHT PROOFS USING
RANDOMNESS PROGRAMMING

In this chapter, we elaborate on a new technique of giving memory-tight reductions that we introduced

in Section 2.1.2. This chapter is based on our work in [GGJT22].

The following is an outline of this chapter: section 4.1 introduces notation, our computational model,

and basic cryptographic background. Section 4.2 discusses our convention of using F-oracle adversaries.

Section 4.3 gives our memory-tight reduction for digital signature schemes when many forgery attempts are

allowed. In particular, the generic results are in Section 4.3.2, while the result specific to RSA-PFDH is in

Section 4.3.5. Section 4.4 proves the security of Encrypt-then-PRF with a memory-tight reduction to the

INDR security of the encryption scheme. Section 4.5 gives our results relating the one- and many-challenge

query variants of CCA security. In particular, Section 4.5.1 gives our result for the traditional “left-vs.-right”

notion and Section 4.5.2 gives our result for the “indistinguishable from random” variant.

4.1 Preliminaries

Let N � t0, 1, . . . u and rns � t1, . . . , nu for n P N. If x P t0, 1u� is a string, then |x| denotes its length in

bits. If S is a set, then |S| denotes its size. We let x } y } . . . denote an encoding of the strings x, y, . . . from

which the constituent strings can be unambiguously recovered. We identify bitstrings with integers in the

standard way.

Functions. Let T be a set (called the tweak set) and for each t P T let Dt and Rt be sets. Then FcspT,D,Rq
denotes the set of all f such that for each t P T , fpt, �q is a function from Dt to Rt. Similarly, InjpT,D,Rq
denotes the set of all f such that for each t P T , fpt, �q is an injection from Dt to Rt. When Dt or Rt are

independent of the choice of t we may omit the subscript.

If f P InjpT,D,Rq, then its inverse f�1 is defined by f�1pt, fpt, xqq � x for all pt, xq and f�1pt, yq � K for

y R fpt,Dtq. For such f we let f� denote the function defined by f�p�, xq � fpxq and f�p�, xq � f�1pxq.
We let Inj�pT,D,Rq � tf� : f P InjpT,D,Rqu.

4.1.1 Computational Model

Pseudocode. We regularly use pseudocode inspired by the code-based framework of [BR06]. We think of al-

gorithms as randomized RAMs when not specified otherwise. If A is an algorithm, then y Ð AO1,...px1, . . . ; rq
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denotes running A on inputs x1, . . . with coins r and access to the oracles O1, . . . to produce output y. When

the coins are implicit we write Ð$ in place of Ð and omit r.

We let xÐ$ D denote sampling x according to the distribution D. If D is a set, we overload notation

and let D also denote the uniform distribution over elements of D. The domain of D is denoted by rDs.
Security notions are defined via games; for an example see Fig. 9.3. The probability that G outputs true

is denoted PrrGs. In proofs we sometimes define a sequence of “hybrid” games in one figure, using comments

of the form “//Hri,jq.” A line of code commented thusly is only included in the hybrids Hk for i ¤ k   j.

(We are of course referring only to values of k P N.) By this convention to identify the differences between

Hk�1 and Hk one looks for comments Hri,kq (code no longer included in the k-th hybrid) and Hrk,jq (code

new to the k-th hybrid).

We let K be a special symbol used to indicate rejection. If we do not explicitly include K in a set, then

K is not contained in that set. If K is an input to a function or algorithm, then we assume its output is K.

We do not distinguish between K and tuples pK, . . . ,Kq. Algorithms cannot query K to their oracles.

Complexity measures. To measure the complexity of algorithms we follow the conventions of measuring

their local complexity, not including the complexity of whatever oracles they interact with. Local complexity

was preferred by Auerbach et al. [ACFK17] for analyzing memory-limited adversaries so that analysis can be

agnostic to minor details of security definitions’ implementations. We focus on worst-case runtime TimepAq
and memory complexity MempAq (i.e. how many bits of state it stores for local computation). These

exclude the internal complexity of oracles queried by A, but include the time and memory used to write

the query and receive the response. If A expects access to n oracles then we let QuerypAq � pq1, . . . , qnq
where qi is an upper bound on the number of queries to its i-th oracle. (Here we index from left to right,

so for AO1,...,On the i-th oracle is Oi.) If S is a scheme, then TimepSq and MempSq are the sums of the

corresponding complexities over all of its algorithms. If G is a game, then we define TimepGq and MempGq
to exclude the complexity of any adversaries embedded in the game.

4.1.2 Cryptographic Background

Ideal models. Some schemes we look at may be proven secure in ideal models (e.g. the random oracle or

ideal cipher models). To capture this we can think of a scheme S as specifying a set of functions S.I. At the

beginning of a security game a function h will be sampled from this set. The adversary and all algorithms

of S are given oracle access to h.

Function families. A family of functions F specifies, for each K P F.K, an efficiently computable function

FK P F.F. We refer to F.F as the function space of F. Pseudorandom (PR) security of F is captured by the

game defined in Fig. 4.1. It measures how F with a random key can be distinguished from a random function
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Game Gpr
F,bpAq

hÐ$ F.I

KÐ$ F.K

f Ð$ F.F

b1 Ð$ AEv,h

Return b1 � 1

Evpxq

y1 Ð Fh
Kpxq

y0 Ð fpxq

Return yb

Figure 4.1: Security game capturing the pseudorandomness of function family F.

in F.F via oracle access. We define Advpr
F pAq � PrrGpr

F,1pAqs � PrrGpr
F,0pAqs. The standard notions of (tweak-

able) pseudorandom functions/injections/permutations or strong injections/permutations are captured by

appropriate choices of F.F.

Switching lemma. We restate the Switching Lemma in the notation of this chapter.

Lemma 4.1.1 (Switching Lemma). Fix T , D, and R. Let N � mintPT |Rt|. Then for any adversary A with

q � QuerypAq we have that

|PrrAf ñ 1s � PrrAg ñ 1s| ¤ 0.5 � q2{N.

The probabilities are measured over the coins of A, the uniform choice of f from FcspT,D,Rq, and the

uniform choice of g from InjpT,D,Rq.

Recent papers [JT19, Din20, SOS20] have given improved versions of the switching lemma for adver-

saries with bounded memory complexity, as long as it does not repeat oracle queries. In our application

of the switching lemma the adversary’s memory complexity is too large for these bounds to provide any

improvement.

Other primitives. We recall relevant syntax and security definitions for digital signatures, nonce-based

encryption, and public key encryption schemes in the sections where we consider them (Sections 4.3, 4.4,

and 4.5 respectively).

4.2 Adversaries With Access to Random Functions

This chapter proposes and adopts what we consider to be a better formalism to deal with memory-tight

reductions. Namely, all of our reductions will require access to some variety of large random functions which

it will query on a small number of inputs (specifically uniformly random functions and invertible random

injections). That is, our reduction adversaries can be written in the form shown of the left below, for some
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set of functions F and algorithm A2. (On the right is a pseudorandom version of A which we will discuss

momentarily.)

Adversary AOpinq
f Ð$ F
outÐ$ AO,f

2 pinq
Return out

Adversary AO
F pinq

KÐ$ F.K

outÐ$ AO,FK
2 pinq

Return out

We refer to such an A as an F-oracle adversary. In this section we will generally discuss such adversaries,

rather than separately providing the discussion for such adversaries each time we apply them.

The time and memory complexity of any F-oracle adversary must include the complexity of sampling,

storing, and evaluating f . This will be significant if F is large. However, as we will argue, this additional

state and time should be assumed to not significantly increase the advantage of A. As such, we will define

the reduced complexity of A by

Time�pAq � TimepA2q and Mem�pAq � MempA2q.

Later we state theorems in terms of reduced complexity.

Pseudorandom replacement. The most conservative justification of F-oracle adversaries is to bound how

much the oracle can help by replacing it with a pseudorandom version. This was the approach taken by

Auerbach et al. [ACFK17] when they used pseudorandom functions for purposes such as emulating random

oracles and storing the coins required by an adversary with low memory, and has been adopted by follow-up

work [WMHT18, Bha20, DGJL21]. If F is a function family with F.F � F , then the adversary AF we gave

above does exactly this. It replaces A2’s oracle access to f with access to FK for a random K. The following

lemma is straightforward.

Lemma 4.2.1. Let A be an F-oracle adversary for a game G. Then for any function family F with F.F � F
we can define a pseudorandomness adversary Ai such that

PrrGpAqs ¤ PrrGpAFqs � Advpr
F pAiq,

QuerypAiq � q, and

TimepAiq � Time�pAq �TimepGpAqq,
MempAiq � Mem�pAq �MempGpAqq.

Here q is an upper bound on the number of queries A2 makes to its second oracle.

Note that the complexity of AF is given by TimepAFq � Time�pAq � q � TimepFq and MempAFq �
Mem�pAq � MempFq. Thus the existence of an appropriate pseudorandom F ensures that the memory

and time complexity excluded by Time� and Mem� cannot significantly aid an adversary. In the use of

this technique by Auerbach et al. [ACFK17] the reduction Ai was memory-tight. Note this is not strictly
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necessary as long as we are willing to assume the existence of F with sufficient security as a function of

attackers’ time and query complexities without regard to memory complexity.

We could have combined Lemma 4.2.1 with any of our coming theorems to obtain bounds in terms of

Time and Mem, rather than their reduced version. However we find the use of reduced complexity cleaner

as it simplifies our theorems, allowing us to focus on the conceptual core of the proofs without having to

repeat the rote step of replacing random objects with pseudorandom ones.

When combining the lemma with a theorem, game G would correspond to the security game played by

the reduction adversary. For our theorems, that game will have low time and memory overhead over that of

A, so the application of the lemma would be time- and memory-tight. That said, the tightness of this is less

important than the tightness of the other components of the theorem we would apply it to. Note that the

definition of Ai is independent of the choice of F. Consequently, we can always choose F with a very high

security threshold to counteract any looseness in the lemma. In Section 4.6, we summarize the F used in

our theorems and how they could be pseudorandomly instantiated.

Assumed independence. As a second observation why the storage of f may not help A, note that f is

completely “independent” of the problem A is trying to solve (as specified by in and the behavior of O).

In various settings it seems likely that such independent state does not help. For example, it would be

very surprising (or even a breakthrough) to show a better factoring or lattice algorithm given access to a

random function f from a natural set. Indeed, cryptanalytic work often makes use of random oracles without

significant comment (from which other types of random functions can be constructed).

Information theoretic settings. In some information theoretic settings, the “independence” of f from

the problem can be made rigorous. Information theoretic results are typically depending only on the query

complexity of the attacker or its memory usage, ignoring code size. In such settings, we expect bounds of the

form AdvpAq ¤ εpMempAq,QuerypAqq for some function ε. Because this bound does not depend on the

code size of A, if A is an F-oracle adversary we should be able to prove AdvpAq ¤ εpMem�pAq,QuerypAqq
by a coin-fixing argument in which we fix the random choice of function ahead of time and embed it in

the description of the adversary. This is, for example, the case for the recent time-memory tradeoffs shown

for distinguishing between a random function and a random injection without repeating queries [JT19,

Din20, SOS20]. A coin-fixing readily shows that these tradeoffs hold when using Mem�pAq in place of

MempAq,QuerypAq.

4.3 Multi-challenge Security of Digital Signature Schemes

In the context of memory-tightness, the security of digital signature schemes has been considered in several

works [ACFK17, WMHT18, DGJL21]. The standard security notion for signatures asks the attacker, given
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DS Syntax

hÐ$ DS.I

pvk, skq Ð$ DS.K

σÐ$ DS.Signhpsk,mq

dÐ DS.Verhpvk,m, σq

Figure 4.2: Syntax of digital signature scheme.

examples, to come up with a forged signature on a fresh message. A straightforward proof shows (in the

standard setting where memory efficiency is not a concern) that the security notion is equivalent whether the

attacker is allowed one or many forgery attempts. However, Auerbach et al. [ACFK17] proved an impossibility

result showing that a (certain form of black-box) reduction cannot be time, memory, and advantage tight.

The difficulty faced by the reduction is in distinguishing between when the adversary has produced a novel

forgery and when it is simply repeating a signature that it was given.

In this section we show a few ways that security against many forgery attempts (i.e., multiple challenges)

can be proven to follow from security against a single forgery (i.e., a single challenge) in a memory-tight

manner. Our first results consider a variant definition of digital signature security we introduce (called

UFRMA) in which the adversary has only partial control over the messages being signed. Using our new

techniques, we show that single challenge UFCMA security implies multi-challenge UFRMA security in a

memory-tight manner (for some practically relevant distributions over messages). We also consider the

security of the RSA full domain hash digital signature scheme. Auerbach et al. [ACFK17] gave a memory-,

but not advantage-tight proof of the security of the standard version of this scheme in the single challenge

setting. By considering a probabilistic variant of the scheme introduced by Coron [Cor02] we are able to

provide a memory-, time-, and advantage-tight proof of the many-forgery SUFCMA security of the variant.

4.3.1 Syntax and Security

Digital signature syntax. A digital signature scheme DS specifies a key generation algorithm DS.K, a

signing algorithm DS.Sign, and a verification algorithm DS.Ver. The syntaxes of these algorithms are shown

in Fig. 4.2. We capture ideals models by providing DS.Sign and DS.Ver with oracle access to a function h

drawn at random from the set DS.I. When relevant we let DS.M denote the set of messages it accepts. The

verification and signing keys are respectively denoted by vk and sk. The message to be signed is m, the

signature produced is σ, and the decision is d P ttrue, falseu. Correctness requires DS.Verhpvk,m, σq � true
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Game Gufcma
DS pAq , Gufrma

DS,DpAq

hÐ$ DS.I

pvk, skq Ð$ DS.K

S ÐH

win Ð false

Run ASign,Forge,hpvkq

Run ARSign,Forge,hpvkq

Return win

Signpmq

S Ð S Y tmu

σÐ$ DS.Signhpsk,mq

Return σ

Forgepm�, σ�q

If m� R S:

If DS.Verhpvk,m, σq:

win Ð true

RSignpmq

rÐ$ D.R

m1 Ð D.Spm; rq

S Ð S Y tm1u

σÐ$ DS.Signhpsk,m1q

Return pσ, rq

Figure 4.3: Security games capturing the unforgeability of a digital signature scheme.

for all h P DS.I, all pvk, skq P rDS.Ks, all m P DS.M, and all σ P rDS.Signhpsk,mqs.
Message distribution syntax. One of the security notions we consider for digital signature schemes will

be parameterized by a message distribution via which the adversary is given incomplete control over the

messages which are signed. A message distribution D specifies sampling algorithm D.S which samples an

output message m1 based on parameters m given as input (written m1Ð$ D.Spmq). The parameters m must

be drawn from a set D.M, which we typically leave implicit. When making the randomness of the sampling

algorithm explicit we let D.R be the set from which its randomness is drawn and write m1 Ð D.Spm; rq.
If there exists an extraction algorithm D.X such that D.XpD.Spm; rqq � pm, rq for all m, r then we say D

is extractable. If D.XpD.Spm; rqq � m for all m, r then we say D is weakly extractable. We assume that

D.Xpm1q � K if m1 � D.Spm; rq for all m, r. We define the min-entropy of D as

D.H8 � � lg max
m

PrrrÐ$ D.R : D.Spm; rq � m1s .

Unforgeability security. The unforgeability security notions we consider are defined in Fig. 4.3. The

standard notion of UFCMA (unforgeability under chosen message attack) security is captured by Gufcma which

includes the boxed but not the highlighted code, giving the adversary access to a regular signing oracle Sign.

The goal of the adversary is to query Forge with a valid signature σ� of a message m� which was not

previously included in a signing query (as stored by the set S). We define Advufcma
DS pAq � PrrGufcma

DS pAqs.
Our new security notion UFRMA (unforgeability under randomized message attack) is captured by the

game Gufrma which is parameterized by a message distribution D. In this game the adversary is instead given

access to the randomized signing oracle RSign where the message to be signed is chosen by D. Note that

the coins used by D are returned to the adversary along with the signature. Otherwise this game matches
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that of UFCMA security. We define Advufrma
DS,D pAq � PrrGufrma

DS,D pAqs.
We will relate the advantage of attacks making only a single forgery attempt and those making many

such attempts. When wanting to make the distinction explicit we prefix the abbreviation of a security notion

with an ‘m’ or ‘1’. Strong UFCMA security, denoted SUFCMA, is captured by modifying Gufcma to store

the tuple pσ,mq in S in Sign and checking pm�, σ�q R S in Forge. We denote this by Gsufcma and the

corresponding advantage by Advsufcma. We define SUFRMA, Gsufrma, and Advsufrma analogously. We write

xUFRMA when assuming that D is extractable and wUFRMA when assuming it is weakly extractable.

4.3.2 Multi-Challenge Security for Extractable Message Distributions

The first applications we show for our techniques are generic methods of tightly implying security of a digital

signature scheme against multiple forgery attempts (i.e., multi-challenge security). Recall that Auerbach et

al. [ACFK17] gave a lower bound showing that a black-box reduction proving that single UFCMA security

implies many UFCMA cannot be made memory-tight and time-tight. We avoid this in two ways; first by

considering mUFRMA, rather than mUFCMA, security and then by considering a particular choice of digital

signature scheme.

High-level idea. The primary difficulty of a tight proof that 1UFCMA security implies mUFCMA security

is that a successful mUFCMA attacker may have made many Forge queries which verify correctly, one

of which is a valid forgery and the rest of which were just forwarded from its Sign oracle. A 1UFCMA

reduction must then somehow be able to identify which of the queries is the true forgery so it can forward

this to its own Forge oracle.

The technical core of the coming proof for mUFRMA is that our reduction adversary will use the random

coins of the message distribution D to signal things to its future self. In particular, when Ar makes a

query RSignpmq, the reduction will choose coins for D.S via r Ð fpm, iq where i is a counter which is

incremented with each query and f is a random tweakable function/injection. The coins then act as a sort

of authentication tag for m. On a later Forgepm�, σ�q query, if m� � D.Spm; rq where r � fpm, iq for some

i P rqSigns the reduction can safely assume this message was signed by an earlier RSign query.

When D is fully extractable, we can perform the requisite check for Forge by having f be an injection.

We extract m and r from m� and then compute iÐ f�1pm, rq. This is the strategy used in Theorem 4.3.1.

If we assume only that D is weakly extractable, we can extract m if D has a sufficient amount of entropy,

and then individually check if D.Spm; fpm, iqq holds for each choice of i. This reduction strategy, used in

Theorem 4.3.3, obtains the same advantage at the cost of an extra runtime being needed to iterate over the

possible choices of i in Forge.
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Adversary ASign,Forge,h
u pvkq

iÐ 0

f Ð$ Inj�pDS.M, rqSigns,D.Rqq

Run ASimRSign,SimForge,h
r pvkq

SimRSignpmq

iÐ i� 1

r Ð fpm, iq

m1 Ð D.Spm; rq

σ Ð Signpm1q

Return pσ, rq

SimForgepm�, σ�q

pm, rq Ð D.Xpm�q

If f�1pm, rq R rqSigns:

If DS.Verhpvk,m�, σ�q:

Query Forgepm�, σ�q

Halt execution

Figure 4.4: Adversary Au used in proof of Theorem 4.3.1.

Extractable Message Distribution. If the message distribution D is extractable, the following theorem

captures that 1UFCMA security tightly implies mUFRMA security. The proof makes use of our efficient

tagging technique.

Theorem 4.3.1 (1UFCMA ñ mxUFRMA). Let DS be a digital signature scheme and D be an extractable

message distribution. Let Ar be an adversary with pqSign, qForge, qhq � QuerypArq and assume qSign ¤
0.5|D.R|. Let Au be the Inj�pDS.M, rqSigns,D.Rq-oracle adversary shown in Fig. 4.4. Then,

Advufrma
DS,D pArq ¤ Advufcma

DS pAuq � p0.5 � q2
Sign � 2 � qSign � qForgeq{|D.R|

QuerypAuq � pqSign, 1, qh � qForge �QuerypDSqq
Time�pAuq � TimepArq � qSign �TimepDq � qForgepTimepDq �TimepDSqq
Mem�pAuq � MempArq �MempDq �MempDSq � lgpqSignq.

This is time-tight because TimepArq P ΩpqSign � qForgeq must hold and TimepDq and TimepDSq will be

small. This is memory-tight because MempDq, MempDSq, and lgpqSignq will be small.

The main idea of Au is using the output of an invertible random injection f on the message and a counter

as coins instead of sampling them uniformly at random when answering RSign queries. Since D is fully

extractable, during a Forge query on m�, we can extract pm, rq Ð D.Xpm�q and use the fact that f is

invertible to compute f�1pm, rq and check if the index is in rqSigns. This is used to avoid remembering S.

If m� P S, and pm, rq Ð D.Xpm�q, then there exists j P rqSigns such that r � fpm, jq – so the check passes.

We can argue that if m� R S, our check is unlikely to pass. We give the formal proof of this theorem in

Section 4.3.3. It applies the switching lemma to argue the use of f cannot be distinguished from honestly

sampling r with advantage better than 0.5 � q2
Sign{|D.R| and shows that the probability of falsely making the

check pass is bounded by 2qSignqForge{|D.R|.
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Games Hh for 0 ¤ h ¤ 4

hÐ$ DS.I

pvk, skq Ð$ DS.K; S ÐH

win Ð false

iÐ 0; Ir�s Ð H

f Ð$ FcspDS.M, rqSigns,D.Rq //Hr1,2q

f Ð$ Inj�pDS.M, rqSigns,D.Rq //Hr2,8q

Run ARSign,Forge,h
r pvkq

Return win

RSignpmq

rÐ$ D.R //Hr0,1q

iÐ i� 1 //Hr1,8q

r Ð fpm, iq //Hr1,8q

Irms Ð Irms Y tiu //Hr3,4q

m1 Ð D.Spm; rq

S Ð S Y tm1u //Hr0,3q

σÐ$ DS.Signhpsk,m1q

Return pσ, rq

Forgepm�, σ�q

pm, rq Ð D.Xpm�q

If m� R S: //Hr0,3q

If f�1pm, rq R Irms: //Hr3,4q

If f�1pm, rq R rqSigns: //Hr4,8q

If DS.Verhpvk,m�, σ�q:

win Ð true

Figure 4.5: Hybrid games used in proof of Theorem 4.3.1.

We would not be able to use the technique in this proof to prove mxSUFRMA from 1SUFCMA in a

memory-tight way. In particular, since the coins r of the message distribution are chosen before σ is known,

our trick of using r to signal freshness of a forgery query does not work for a message-signature pair.

4.3.3 Proof of Theorem 4.3.1 (1UFCMAñmUFRMA)

Proof. We consider a sequence of hybrids H0 through H4 defined in Fig. 4.5. When examining these hybrids

recall our conventions regarding “//Hri,jq” comments described in Sec. 4.1.1. Of these hybrids we will make

the following claims, which establish the upper bound on the advantage of Ar claimed in the proof.

1. PrrGufrma
DS,D pArqs � PrrH0s � PrrH1s

2. PrrH1s ¤ PrrH2s � 0.5 � q2
Sign{|D.R|

3. PrrH2s � PrrH3s

4. PrrH3s ¤ PrrH4s � 2qSignqForge{|D.R|
5. PrrH4s � Advufcma

DS pAuq

Transition H0 to H1. The hybrid H0 is simply a copy of the game Gufrma. (We also added code to initialize

variables i and Ir�s that will be used in later hybrids.) Hence PrrGufrmapArqs � PrrH0s. In hybrid H1, we
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replace the random sampling of r for D in RSign with the output of a random function f applied to m, using

a counter i to provide domain separation between different queries. This method of choosing r is equivalent,

so PrrH0s � PrrH1s.
Transition H1 to H2. In hybrid H2 we replace the random function with a random injection. This modifies

the behavior of the game only in that values of r are guaranteed not to repeat across different signing queries

that used the same message. There are at most qSign invocations of f , so the switching lemma (Lemma 11.4.7)

tells us that PrrH1s ¤ PrrH2s � 0.5 � q2
Sign{|D.R|.

Transition H2 to H3. In hybrid H3, we replace the check whether m� R S in oracle Forge with a check

if f�1pm, rq R Irms where pm, rq � D.Xpm�q. Here Ir�s is a new table introduced into the game. In RSign,

code was added which uses Irms to store each of the counter values for which Ar made a signing query for

m. Hence f�1pm, rq will be in Irms iff m� is in S and so PrrH2s � PrrH3s.
Transition H3 to H4. In the final transition to hybrid H4 we replace the Forge check f�1pm, rq R Irms
with f�1pm, rq R rqSigns. This does change behavior if Ar ever makes a successful forgery query for m� �
D.Spm; fpm, iqq without its i-th signing query having used the messagem. This would require guessing fpm, iq
for some i P rqSignszIrms. We can bound the probability of this ever occurring by a union bound over the

Forge queries made by Ar. Consider the set fpm, rqSignszIrmsq � tfpm, iq : i P rqSignszIrmsu. It has size at

most qSign. Because f is a random injection it is uniform subset of the set D.Rzfpm, Irmsq (which has size at

least |D.R|�qSign). Hence the probability of any particular query triggering this different behavior is at most

qSign{p|D.R|�qSignq ¤ 2qSign{|D.R|. Applying the union bound gives us PrrH3s ¤ PrrH4s�2qSign �qForge{|D.R|.
Reduction to UFCMA. We complete the proof using adversary Au from Fig. 4.4 which simulates hybrid H4

and succeeds whenever Ar would. The adversary Au samples f at random from InjpDS.M, rqSigns,D.Rq. When

run on input vk, it runs Ar on the same input. It gives Ar direct access to h. To simulate a query RSignpmq,
it computes m1 Ð D.Spm; fpm, iqq, increments i, and queries Signpm1q, returning the result to Ar. On a

query Forgepm�, σ�q, it computes pm, rq Ð D.Xpm�q. If f�1prq R rqSigns and DS.Verpvk,m�, σ�q � true

then it queries its own oracle with pm�, σ�q and halts. Otherwise it ignores the query.

If adversary Au ever makes a Forge query, it will succeed. It ensured that pm�, σ�q is verified correctly

and f�1prq R rqSigns ensures that it is has not previously made a Sign query for m�. If Ar would have

succeeded in hybrid H4, its winning query will cause Au to make a Forge query. Hence, we have PrrH4s �
Advufcma

DS pAuq.
The claimed complexity of Au is straightforward. Clearly it makes qSign queries to its signing oracle and

1 query to its forgery oracle. It forwards all of Ar’s queries to h and additionally may make queries when

running DS.Ver in SimForge giving qh � qForge �QuerypDS.Verq queries total. The time complexity of Au

includes that of Ar, plus the time to execute D.S for each signing query, and the time to run D.X and DS.Ver
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for each forgery attempt. The memory complexity of Au includes that of Ar, plus the amount of memory

required to run the algorithms D.S, D.X, and DS.Ver and to store the counter i.

4.3.4 Applications and Weakly Extractable Variant

We discuss some applications of Theorem 4.3.1. This includes scenarios where extractable message distri-

butions are used and proving security of digital signature schemes when their messages are padded with

randomness. Additionally, we give a variant of the theorem when the underlying message distribution is only

weakly extractable. The resulting reduction is memory- but not time-tight.

Example extractable distributions. The simplest extractable distribution does not accept parameters

as input and simply outputs its randomness as the message. Security with respect to this is the standard

notion of security against random message attacks which was originally introduced by Even, Goldreich, and

Micali [EGM96].

Extractable distributions arise naturally when the messages being signed include random values. For

example, protocols often include random nonces in messages that are signed. In TLS 1.3, for example, when

the server is responding to the Client Hello Message it signs a transcript of the conversation up until that

point which includes a 256-bit nonce just chosen by the server. We could think of the security for this setting

being captured by an extractable distribution Dtls that takes as input message parameter m that specifies

all of the transcript other than the nonce and sets the nonce to its randomness r P t0, 1u256.

Padding schemes with randomness. Using Theorem 4.3.1, we can see that augmenting any digital signa-

ture scheme by appending auxiliary randomness will give us a memory-tight reduction from the mUFCMA

security of the augmented scheme to the 1UFCMA security of the original scheme.

Let DS be a digital signature scheme and R be a set. We define RDSrDS,Rs as follows. The signing

algorithm RDSrDS,Rs.Signpsk,mq does the following: “rÐ$ R; Return DS.Signpsk,m } rq } r”. The verifica-

tion algorithm RDSrDS,Rs.Verpvk,m, σ1q does: “σ } r Ð σ1; Return DS.Verpvk,m } r, σq.” We also define a

related message distribution RDrRs by RDrRs.R � R and RDrRs.Spm; rq � m } r. Clearly it is extractable.

The following reduces the mUFCMA security of RDS to the mUFRMA security of DS. Theorem 4.3.1 can

in turn be used to reduce this to the 1UFCMA security of DS. It also relates the mSUFCMA security of RDS

to the mSUFRMA security of DS. We note this because if DS has unique signatures, then its mSUFRMA

and mUFRMA security are identical and hence UFCMA security of DS implies mSUFCMA security of RDS

in a memory-tight way.

Theorem 4.3.2. Let DS be a digital signature scheme and R be a set. Then for any Au we can construct Ar

such that Advufcma
RDSrDS,RspAuq � Advufrma

DS,RDrRspArq. It additionally holds that Advsufcma
RDSrDS,RspAuq � Advsufrma

DS,RDrRspArq.
Adversary Ar has essentially the same complexity as Au.
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Proof. [Sketch] The proof of this is straightforward. If Au queries Signpmq, then Ar queries Signpmq and

receives pσ, rq and returnsσ } r to Au. If Au queries Forgepm�, σ� } r�q, then Ar queries Forgepm� } r�, σ�q.
Note that Ar wins whenever Au would.

In independent and concurrent work, Diemert, Gellert, Jager, and Lyu [DGJL21] also considered RDS,

proving that if DS can be proven SUFCMA1 secure (in this notion the game records its responses to signature

queries and repeats them if the adversary repeats a query) with a restricted class of “canonical” memory-tight

reductions, then there is a memory-tight reduction for the mSUFCMA security of RDS. This complements

our results as they use a more restrictive assumption to prove mSUFCMA while we use a generic assumption

to prove mUFCMA.

Weakly extractable message distribution. If D is only weakly extractable (but still has high entropy),

then we can prove a variant of Theorem 4.3.1 with a less efficient reduction. (In particular, the running time

of the reduction has an additional term of qForge � qSign �TimepD.Sq.) This difference arises because rather

than extracting r and computing j Ð f�1pm, rq in Forge we instead need to iterate over the possible values

of fpm, jq to check for consistency. Thus the proof is an instance of our inefficient tagging technique.

Theorem 4.3.3 (1UFCMA ñ mwUFRMA). Let DS be a digital signature scheme and D be a weakly

extractable message distribution. Let Ar be an adversary with pqSign, qForge, qhq � QuerypArq. Define the

FcspDS.M, rqSigns,D.Rq-oracle adversary Au as shown in Fig. 4.6. Then.

Advufrma
DS,D pArq ¤ Advufcma

DS pAuq � qSign � qForge � 2�D.H8

QuerypAuq � pqSign, 1, qh � qForge �QuerypDSqq
Time�pAuq � TimepArq � qSign �TimepDq � qForgepqSignTimepDq �TimepDSqq
Mem�pAuq � MempArq �MempDq �MempDSq � lgpqSignq.

This running time is not time-tight because TimepArq P OpqSign� qForgeq may hold, while Time�pAuq P
ΩpqForge � qSignq. This is memory-tight because we expect MempDq � MempDSq � lgpqSignq to be small.

Recall that, as discussed in the introduction, such non-time-tight reductions may be useful when the best

attack for the underlying problem with low memory requires significantly more running time than the best

attack with high memory.

This theorem is useful when the messages being signed include values derived from randomness which

are hard to invert to recover the underlying randomness. Examples of this include the signing of public

keys, as is done for certificates or some key exchange protocols, and the signing of ciphertexts, as is done for

signcryption. We could capture such settings with appropriate choices of D.

The main idea behind adversary Au is very similar to the idea behind the adversary in Theorem 4.3.1.

Because we now only assume weak extractability, we extract m and then iterate over each choice of j to
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Adversary ASign,Forge,h
u pvkq

iÐ 0

f Ð$ FcspDS.M, rqSigns,D.Rq

Run ASimRSign,SimForge,h
r pvkq

SimRSignpmq

iÐ i� 1

r Ð fpm, iq

m1 Ð D.Spm; rq

σ Ð Signpm1q

Return pσ, rq

SimForgepm�, σ�q

pm, rq Ð D.Xpm�q

If @j P rqSigns,D.Spm; fpm, jqq �

m�:

If DS.Verhpvk,m�, σ�q:

Query Forgepm�, σ�q

Halt execution

Figure 4.6: Reduction adversary used in proof of Theorem 4.3.3.

check whether D.Spm; fpm, jqq � m�. Moreover, since we no longer need to invert f here, it suffices for f to

be a random function. We give formal proof of Theorem 4.3.3.

Proof. We consider a sequence of hybrids H0 through H4 defined in Fig. 4.7. Of these hybrids we will make

the following claims, which establish the upper bound on the advantage of Ar claimed in the proof.

1. PrrGufrma
DS,D pArqs � PrrH0s � PrrH1s

2. PrrH1s � PrrH2s

3. PrrH2s � PrrH3s

4. PrrH3s ¤ PrrH4s � qSign � qForge � 2�D.H8

5. PrrH4s � Advufcma
DS pAuq

Transition to H0. The hybrid H0 is simply a copy of the game Gufrma. (We also added code to initialize

variables i and Ir�s that will be used in later hybrids.) Hence PrrGufrmapArqs � PrrH0s.
Transition H0 to H1. In hybrid H1, we replace the random sampling of r for D in RSign with the output of

a random function f applied to m, using a counter i to provide domain separation between different queries.

This method of choosing r is equivalent, so PrrH0s � PrrH1s.
Transition H1 to H2. Hybrid H2 is identical to hybrid H1. So PrrH1s � PrrH2s. We include this redundant

hybrid to maintain consistency of the hybrid numbers with the proof of Theorem 4.3.3.
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Games Hh for 0 ¤ h ¤ 4

hÐ$ DS.I

pvk, skq Ð$ DS.K; S ÐH

win Ð false

iÐ 0; Ir�s Ð H

f Ð$ FcspDS.M, rqSigns,D.Rq //Hr1,8q

Run ARSign,Forge,h
r pvkq

Return win

RSignpmq

rÐ$ D.R //Hr0,1q

iÐ i� 1 //Hr1,8q

r Ð fpm, iq //Hr1,8q

Irms Ð Irms Y tiu //Hr3,4q

m1 Ð D.Spm; rq

S Ð S Y tm1u //Hr0,3q

σÐ$ DS.Signhpsk,m1q

Return pσ, rq

Forgepm�, σ�q

mÐ D.Xpm�q

If m� R S: //Hr0,3q

If @j P Irms,D.Spm; fpm, jqq � m�: //Hr3,4q

If @j P rqSigns,D.Spm; fpm, jqq � m�: //Hr4,8q

If DS.Verpvk,m�, σ�q:

win Ð true

Figure 4.7: Hybrid games used in proof of Theorem 4.3.3.

Transition H2 to H3. In hybrid H3, we replace the check whether m� R S in oracle Forge with a check

if @j P Irms,D.Spm; fpm, jqq � m�. Here Ir�s is a new table introduced into the game. In RSign, code was

added which uses Irms to store each of the counter values for which Ar made a signing query for m. It is

easy to see that if for all j P Irms, D.Spm; fpm, jqq � m�, then m� R S. Also if there exists j P Irms such

that D.Spm; fpm, jqq � m�, the j-th signing query was on m and hence m� P S. Therefore the new check is

equivalent to the replaced one and so PrrH2s � PrrH3s.
Transition H3 to H4. In the final transition to hybrid H4 we replace the Forge check @j P Irms,
D.Spm; fpm, jqq � m� with @j P rqSigns,D.Spm; fpm, jqq � m�. This does change behavior if Ar ever

makes a successful forgery attempt for m� � D.Spm; fpm, jqq without its j-th signing query having used the

message m. Note that the view of the adversary would be independent of fpm, jq in this case and hence

fpm, jq can be thought of as a value chosen uniformly at random from D.R. Thus for every Forge query

and j P rqSigns the probability that m� � D.Spm; fpm, jqq is at most 2�D.H8 . By an union bound over all

values of j it follows that for every Forge this happens with probability at most qForge �2�D.H8 . By a union

bound over all Forge queries we get that PrrH3s ¤ PrrH4s � qSign � qForge � 2�D.H8 .
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Game Gow-rsa
R pAq

pN, e, dq Ð$ R.Gen

xÐ$ Z�N
y Ð xe mod N

x1 Ð ApN, e, yq

Return x � x1

Figure 4.8: RSA one-wayness security game.

Reduction to UFCMA. We complete the proof by designing an adversary Au (see Fig. 4.6)). It is easy

to see that adversary Au simulates hybrid H4 to Ar and succeeds whenever Ar would. It follows that,

PrrH4s � Advufcma
DS pAuq.

The claimed complexity of Au is straightforward. Clearly it makes qSign queries to its signing oracle and

1 query to its forgery oracle. It forwards all of Ar’s queries to h and additionally may make queries when

running DS.Ver in SimForge giving qh � qForge �QuerypDS.Verq queries total. The time complexity of Au

includes that of Ar, plus the time to execute D.S for each signing query, and the time to run D.X at most

qSign times and DS.Ver once for each forgery attempt. The memory complexity of Au includes that of Ar,

plus the memory required to run the algorithms D.S, D.X, and DS.Ver and to store the counter i.

4.3.5 mSUFCMA Security of RSA-PFDH

We saw that augmenting any digital signature scheme by including extra randomness gives us a memory-tight

reduction for the mUFCMA security of the augmented scheme from the 1UFCMA security of the original

scheme in Theorem 4.3.2. Now we will consider a particular signature scheme, RSA-based Probabilistic Full-

Domain Hash (RSA-PFDH) which was originally introduced by Coron [Cor02]. This is a digital signature

scheme obtained by including extra randomness in the standard RSA-based Full Domain Hash (RSA-FDH)

scheme. Theorem 4.3.2 gives us a memory-tight reduction from the mUFCMA security of RSA-PFDH to the

1UFCMA security of RSA-FDH, but the UFCMA security reduction of the latter to hardness of inverting

the RSA permutation is not tight in terms of advantage. In this section, we use the efficient tagging trick to

give a direct reduction from the mSUFCMA security of RSA-PFDH to the hardness of RSA which is tight

in terms of both memory and advantage.

RSA trapdoor permutation. The RSA function defines a trapdoor permutation that is plausibly one-

way. It is based on the observation that given modulus N P N and an integer e ¥ 2 relatively prime to φpNq
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RSA.K

pN, e, dq Ð$ R.Gen

sk Ð pN, dq

vk Ð pN, eq

Return psk, vkq

RSA.Signhpsk,mq

pN, dq Ð sk

rÐ$ t0, 1url

w Ð hpN,m } rq

z Ð wd mod N

Return z } r

RSA.Verhpvk,m�, σ�q

pN, eq Ð vk

z } r Ð σ�

w Ð ze mod N

Return (w � hpN,m� } rq)

Figure 4.9: Digital signature scheme RSA � RSA-PFDHrR, rls.

(where φ is Euler’s totient function), exponentiation to the e-th power modulo N is a permutation on Z�N .

An RSA generator R specifies a generation algorithm R.Gen such that R.Gen returns pN, e, dq where N is an

integer such that e is co-prime to N and d � e�1 mod φpNq. We assume N is always of a fixed bit-length

R.k.

Typically N � pq for distinct pR.k{2q-bit primes p and q. The one-wayness of an RSA generator R

is defined by the game Gow-rsa
R in Fig. 4.8. The game runs R.Gen to obtain pN, e, dq, and then samples

x uniformly at random from Z�N . It computes y � xe mod N and runs the adversary on input pN, e, yq.
The adversary wins if it returns x1 � x. The advantage of an adversary A against RSA generator R is

Advow-rsa
R pAq � PrrGow-rsa

R pAqs.
We let TimepRq denote the time required by R.Gen plus an upper bound on the time to compute

multiplication or exponentiation by e in Z�N for any pN, e, dq output but R. We define MempRq analogously.

Full domain hash. Full Domain Hash (FDH) [BR93] is a digital signature scheme where the message m

is first hashed using a hash function h onto the domain of a one-way trapdoor permutation f . Then the

signature is f�1phpmqq. When instantiated with the RSA trapdoor permutation, it is known as RSA-FDH.

Assuming h is a random oracle, it can be proven [BR93, Cor00] that for every adversary A that makes

qSign queries to its signing oracle and achieves advantage ε against the UFCMA security of RSA-FDH, we

can construct an adversary B that breaks RSA with advantage ε1 � qSign � ε. Auerbach et al. [ACFK17]

showed how to make this reduction memory-tight.

In order to overcome the advantage loss factor of qSign, Coron [Cor02] introduced Probabilistic FDH (PFDH)

where a random salt r is hashed with the message m and the signature is f�1phpm } rqq } r. Using Theo-

rem 4.3.2, and the result of Auerbach et al. we can give a memory-tight reduction for the mUFCMA security

of RSA-PFDH, but the reduction is not-tight in terms of advantage. Via a more direct proof we will obtain

a reduction that is tight in all metrics.
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Adversary ARSApN, e, yq

f1 Ð$ Fcspt0, 1uR.k, t0, 1u�,Z�p�qq

f2 Ð$ Inj�pt0, 1u�, rqSigns, t0, 1u
rlq

iÐ 0

Run ASign,Forge,h
m ppN, eqq

hpN 1,m } rq

If N � N 1:

Return f1pN
1,m } rq

If f�1
2 pm, rq R rqSigns:

Return y � f1pN,m } rqe mod N

Return f1pN,m } rqe mod N

Signpmq

iÐ i� 1

r Ð f2pm, iq

z Ð f1pN,m } rq

σ Ð z } r

Return σ

Oracle Forgepm�, σ�q

z } r Ð σ�

If f�1
2 pm, rq R rqSigns:

w Ð ze mod N

If w � hpN,m } rq:

Halt(z � f1pN,m } rq�1 mod N)

Figure 4.10: Adversary for Theorem 4.3.4. Highlighting shows where it halts with the specified output.

We let RSA-PFDHrR, rls denote the instantiation of RSA-PFDH with a given RSA generator R and

randomness length rl P N. For compactness we typically define RSA � RSA-PFDHrR, rls. Its algorithms are

given in Fig. 4.9. They expect access to a random oracle h P RSA-PFDHrR, rls.I � Fcspt0, 1uR.k, t0, 1u�,Z�p�qq.
Typical analysis of FDH constructions (e.g., [BR93, Cor00]) uses a single non-tweakable hash function with

range Z�N . Thus h depends on N which is determined by the verification key used. This dependence does

not make sense with our notation conventions for treating ideal models, so we instead represent h as a hash

function tweaked by N . Here the Z�p�q indicates that for h P RSA-PFDHrR, rls.I, the function hpN, �q has a

range of Z�N . Thus RSA-PFDHrR, rls is the same as the scheme considered by Coron, merely with different

notational conventions.

Security result. The following result gives a memory-tight and advantage-tight reduction for the mSUFCMA

security of RSA-PFDH.

Theorem 4.3.4 (mSUFCMA security of RSA-PFDH). Let R be an RSA generator. Let rl P N and assume

rl   R.k. Let RSA � RSA-PFDHrR, rls. Let Am be an adversary with pqSign, qForge, qhq � QuerypAmq and
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assume qSign ¤ 2rl�1. Let ARSA be the adversary defined in Fig. 4.10. Then,

Advsufcma
RSA pAmq ¤ Advow-rsa

R pARSAq � p0.5 � q2
Sign � 2 � qSign � qForgeq{2rl

Time�pARSAq � OpTimepAmqq �Oppqh � qForgeqTimepRqq
Mem�pARSAq � OpMempAmqq �OpMempRqq � lgpqSignq.

Adversary ARSA is an F-oracle adversary for

F � Fcspt0, 1uR.k, t0, 1u�,Z�p�qq � Injpt0, 1u�, rqSigns, t0, 1urlq.

The advantage of the adversary ARSA is nearly the same as the advantage of Am if rl is chosen so that

0.5 � q2
Sign�2 � qSign � qForge ! 2rl will hold. The reduced complexity of ARSA is nearly the same as the running

time and memory of Am. Therefore, the reduction is tight with respect to advantage, time, and memory.

Its main idea of ARSA is based around its simulation of h using the random function f1. We have

hpN 1,m } rq simply return f1pN 1,m } rq whenever N 1 � N because these queries are not relevant for security.

We want to return f1pN,m } rqe mod N for any m } r that will be signed in Sign. This allows us to return

f1pN,m } rq } r as the signature because then hpN,m } rqd mod N � f1pN,m } rq. Finally we want to embed

our challenge y into all other h queries by returning y � f1pN,m } rqe mod N . Then given a forgery with

respect to such a value (that is, given z such that ze mod N � hpN,m } rq) we can see that yd mod N �
z � f1pN,m } rq�1 mod N , solving the RSA game.

If memory was not a concern we could sample r at random in Sign and remember each m } r used to

respond appropriately to them in h and Forge. To make things memory-tight we instead chose r as f2pm, iq
for a random function f2 and counter i. Then whenever we see m } r such that f�1

2 pm, rq P rqSigns we assume

this must have been used in a signing query and respond appropriately. In concurrent work, Diemert, Gellert,

Jager, and Lyu [DGJL21] also give a time, memory, and advantage tight reduction for RSA-PFDH via a

different proof.

We give the formal proof of Theorem 4.3.4.

Proof. We consider a sequence of hybrids H0 through H3 and L0 through L3 defined in Fig. 4.11 and 4.12.

Of these hybrids we will make the following claims, which establish the upper bound on the advantage of

Am claimed in the proof.

1. PrrGsufcma
RSA pAmqs � PrrH0s � PrrH1s � PrrH2s

2. PrrH2s ¤ PrrH3s � 0.5 � q2
Sign{2rl

3. PrrH3s � PrrL0s

4. PrrL0s ¤ PrrL1s � 2qSign � qForge{2rl

5. PrrL1s � PrrL2s
6. PrrL2s � Advow-rsa

R pARSAq
Transition to H0. Hybrid H0 was obtained by embedding the code of RSA into Gsufcma and rewriting h as

an oracle that simply evaluates the random function f1 chosen in the same way that h was sampled. Hence,

PrrGsufcma
RSA pAmqs � PrrH0s.
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Hybrids Hh for 0 ¤ h ¤ 3

pN, e, dq Ð$ R.Gen

S ÐH

f1 Ð$ Fcspt0, 1uR.k, t0, 1u�,Z�p�qq

f2 Ð$ Fcspt0, 1u�, rqSigns, t0, 1u
rlq //Hr2,3q

f2 Ð$ Injpt0, 1u�, rqSigns, t0, 1u
rlq //Hr3,8q

iÐ 0 //Hr2,8q

win Ð false

Run ASign,Forge,h
m ppN, eqq

Return win

hpN 1,m } rq

Return f1pN
1,m } rq //Hr0,1q

If N � N 1: //Hr1,8q

Return f1pN
1,m } rq //Hr1,8q

Return f1pN,m } rqe mod N //Hr1,8q

Signpmq

iÐ i� 1 //Hr2,8q

rÐ$ t0, 1url //Hr0,2q

r Ð f2pm, iq //Hr2,8q

w Ð hpN,m } rq //Hr0,1q

z Ð wd mod N //Hr0,1q

z Ð f1pN,m } rq //Hr1,8q

σ Ð z } r

S Ð S Y tm,σu

Return σ

Forgepm�, σ�q

z } r Ð σ�

If pm�, σ�q R S:

w Ð ze mod N

If w � hpN,m� } rq:

win Ð true

Figure 4.11: Hybrid games H0 through H3 used in proof of Theorem 4.3.4.

Transition from H0 to H1. In hybrid H1, we assign f1pN,m } rqe mod N to hpN,m } rq instead of f1pN,m } rq.
Because exponentiation by e us a permutation this is still a uniformly random element. Then for a Sign

query, we directly assign f1pN,m } rq to z since pf1pN,m } rqeqd mod N � f1pN,m } rq. This does not change

the distribution of the hash values or the signatures, so PrrH0s � PrrH1s.

Transition from H1 to H2. In hybrid H2, we replace the random sampling of r during signing with the

output of a random function f2, using a counter i to provide domain separation between different Sign

queries. This method of choosing r is equivalent, so PrrH1s � PrrH2s.

Transition from H2 to H3. In hybrid H3 we replace the random function f2 with a random injection

(tweaked by the message m). This modifies the behavior of the game only in that values of r are guaranteed

not to repeat across different signing queries that used the same message. There are at most qSign invocations

of f2, so the switching lemma (Lemma 11.4.7) tells us that PrrH2s ¤ PrrH3s � 0.5 � q2
Sign{2rl.

Transition from H3 to L0. Now consider L0 shown in Fig. 4.12. We’ve used grey highlighting to indicate

places where code was changed from H3 to L0. In hybrid L0’s oracle Forge, we replace the check whether
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Hybrids Lh for 0 ¤ h ¤ 2

pN, e, dq Ð$ R.Gen

xÐ$ Z�N ; y Ð xe mod N //Lr2,8q

Ir�s Ð H

f1 Ð$ Fcspt0, 1uR.k, t0, 1u�,Z�p�qq

f2 Ð$ Inj�pt0, 1u�, rqSigns, t0, 1u
rlq

iÐ 0

win Ð false

Run ASign,Forge,h
m ppN, eqq

Return win

hpN 1,m } rq

If N � N 1:

Return f1pN
1,m } rq

If f�1
2 pm, rq R rqSigns: //Lr2,8q

Return y � f1pN,m } rqe mod N //Lr2,8q

Return f1pN,m } rqe mod N

Signpmq

iÐ i� 1

Irms Ð Irms Y tiu

r Ð f2pm, iq

z Ð f1pN,m } rq

σ Ð z } r

Return σ

Forgepm�, σ�q

z } r Ð σ�

If f�1
2 pm�, rq R Irm�s: //Lr0,1q

If f�1
2 pm�, rq R rqSigns: //Lr1,8q

w Ð ze mod N

If w � hpN,m� } rq:

win Ð true

Figure 4.12: Hybrid games L0 through L2 used in proof of Theorem 4.3.4. Grey highlighting indicates where

L0 differs from H3.

pm�, σ�q R S with a check whether f�1pm, rq R Irms. Here Ir�s is a new table; code was added to Sign which

in Irms stores each of the counter values for which Am made a signing query for m. Note that f�1pm, rq is

in Irms iff the f�1pm, rq-th signing query was for m and returned z1 } r for some z1. Hence, if pm�, σ�q P S,

then f�1pm, rq P Irms. If pm�, σ�q R S either f�1pm, rq R Irms or f�1pm, rq P Irms, but in the latter case it

must be that σ� � z } r for some z not equal to the z1 returned by the signing query and so ze � hpN,m� } rq.
Hence these games are equivalent, giving PrrH3s � PrrL0s.
Transition L0 to L1. Next, in hybrid L1 we replace the Forge check f�1pm, rq R Irms with f�1pm, rq R
rqSigns. Detecting this change requires guessing f2pm�, iq for some i P rqSignszIrms. We can bound the

probability of this ever occurring in L0 by a union bound over the Forge queries made by the adversary.

Consider the set fpm�, rqSignszIrm�sq � tfpm�, iq : i P rqSignszIrm�su. It has size at most qSign. Because

f2 is a random injection, this is uniform subset of the set t0, 1urlzf2pm�, Irm�sq (which has size at least

2rl � qSign). Hence the probability of any particular query being the first to trigger this different behavior is

at most qSign{p2rl�qSignq ¤ 2qSign{2rl. Applying the union bound gives us PrrL0s ¤ PrrL1s�2qSign �qForge{2rl.
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Transition from L1 to L2. In hybrid L2 we now begin the game by sampling x at random from Z�N
and setting y Ð xe mod N . Our goal is to “embed” y into the responses to random oracle queries so

that a successful forgery allows x to be recovered. In particular, we change the output of h whenever

f�1pm, rq R rqSigns, now returning y �f2pm } rqe mod N . Note that multiplying the fixed element y P Z�N by a

uniformly random element still gives a uniformly random element. Because we only perform this modification

for f�1pm, rq R rqSigns, it will not cause any inconsistency with Sign where f�1pm, rq P rqSigns always holds.

Hence the view of the adversary is unchanged and so PrrL1s � PrrL2s.

Reduction to RSA. We complete the proof by arguing that ARSA perfectly simulates hybrid L2 and succeeds

whenever Am would. It is formally defined in Fig. 4.10. Examining its code, we can see that the code is

basically identical to that of L2, except it is given pN, e, yq as input rather than generating them locally.

The grey highlighted code in Forge shows where ARSA will halt early whenever Am would win. The check

immediately before this ensures that ze mod N � y �f3pm } rqe mod N . Hence y � pz �pf3pm } rqq�1qe mod N ,

meaning that z � pf3pm } rqq�1 is indeed the correct response. Hence PrrL2s � Advow-rsa
R pARSAq.

The complexity of ARSA follows from its description. The counter i is the additional lgpqSignq storage.

The TimepRq and MempRq terms come from performing operations in Z�N for h and Forge queries.

4.4 AE Security of Encrypt-then-PRF

In this section we look at the AE security (introduced in chapter 3) of a particular scheme which we refer to

as Encrypt-then-PRF. Given a nonce-based encryption scheme NE that only has INDR security, one generic

way to construct a new encryption scheme NE1 which also achieves ciphertext integrity is to use a PRF and

let the ciphertext of NE1 be the concatenation of the ciphertext of NE and a tag which is the evaluation of

the PRF on the ciphertext and the nonce.

We show that in the context of Encrypt-then-PRF, for two of the notions of AE security introduced

in [GJT20], we can give a memory-tight reduction to the INDR security of the underlying encryption scheme

and a non-memory-tight reduction to the security of the PRF. This shows that we can bypass the generic

impossibility result of [GJT20] if we consider specific constructions of nonce-based authenticated encryption

schemes. In more detail, the impossibility result of [GJT20] rules out lifting the INDR security of a scheme

to full AE security in a memory tight way, when additionally assuming ciphertext integrity for a generic

scheme. Here, we show that for the specific case of Encrypt-then-PRF schemes, lifting the INDR security of

the encryption scheme to full AE security of Encrypt-then-PRF is possible in a memory-tight way, assuming

security of the PRF.
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Encrypt-then-PRF. In this section we consider the Encrypt-then-PRF construction of a nonce-based

encryption scheme, due to Rogaway [Rog04]. Namprempre et al. [NRS14] gave a more extensive exploration

of the many ways to construct an AEAD encryption scheme via generic composition. Given nonce-based

encryption scheme NE and function family F, we define EtPrNE,Fs by the following algorithms. We refer to

the t component of the ciphertext returned by EtPrNE,Fs.E as the “tag” below. When including associated

data, it would be input to F.

EtPrNE,Fs.K
KÐ$ NE.K

K 1Ð$ F.K

Return pK,K 1q

EtPrNE,Fs.EpK,n,mq
pK,K 1q Ð K

c1 Ð NE.EpK,n,mq
tÐ FK1pn, c1q
Return pc1, tq

EtPrNE,Fs.DpK,n, cq
pK,K 1q Ð K; pc1, tq Ð c

If t � FK1pn, c1q:
Return NE.DpK,n,mq

Return K

Our security result will analyze the authenticated security of EtP assuming NE has ciphertexts indistinguish-

able from random ciphertexts and F is pseudorandom. We re-use the security notions defined in Chapter 3.

We argue that w � m is the “correct” definition because chosen ciphertext security is intended to capture

the power of an adversary that can observe the behavior of a decrypting party. Both the w � K and w � �
definitions restrict what the adversary learns about this behavior when honestly generated ciphertexts are

forwarded, which does not seem to model anything about real use of encryption. The w � m definition avoids

this unnatural restriction.

We provide some technical context for this philosophical argument. In Section 4.7 we give memory-tight

proofs for the security of encryption schemes constructed with the KEM/DEM paradigm with w � m and

noting this does not seem possible for the other choices of w. In this section and Sec. 4.5 we prove the

AE/CCA-w security of encryption schemes for differing choices of w. We view this as a general exploration

of what results are possible with memory-tight proofs. A proof which works for some w, but not others helps

build some understanding of how these notions related.

4.4.1 Security Result

Now we give a proof of the AE-� security of EtPrNE,Fs. In particular we provide a memory-tight reduction

to the INDR security of NE and a non-memory-tight reduction to the security of F. Such a result is useful

if a time-memory tradeoff is known for NE and F is sufficiently secure even against high-memory attackers.

Theorem 4.4.1 (Security of EtP). Let NE be a nonce-based encryption scheme and F be a family of function

with F.F � FcspNE.N,NE.C, t0, 1uτ q for τ P N. Let Aa be an AE-� adversary with pqEnc, qDecq � QuerypAaq.
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Adversary AEv
p

KÐ$ NE.K

b1 Ð ASimEnc,SimDec
a

Return b1

SimEncpn,mq

c1 Ð NE.EpK,n,mq

tÐ Evpn, c1q

cÐ pt, c1q

M rn, cs Ð m

Return c

SimDecpn, cq

If M rn, cs � K: Return �

pt, c1q Ð c

If t � Evpn, c1q: Return NE.Dpk, n, c1q

Return K

Adversary AEnc
r

f Ð$ FcspNE.N,NE.M, t0, 1uτ q

b1 Ð ASimEnc,SimDec
a

Return b1

SimEncpn,mq

c1 Ð Encpn,mq

tÐ fpn, c1q

cÐ pt, c1q

Return c

SimDecpn, cq

pt, c1q Ð c

If t � fpn, c1q: Return �

Return K

Figure 4.13: Adversaries used for proof of Theorem 4.4.1.

Define adversaries Ap and Ar as shown in Fig. 4.13. Then,

Advae-�
EtPrNE,FspAaq ¤ Advpr

F pApq � Advindr
NE pArq � 2qDec{2τ

QuerypApq � qEnc � qDec

TimepApq � TimepGae-�
EtPrNE,FspAaqq

MempApq � MempGae-�
EtPrNE,FspAaqq

QuerypArq � qEnc

Time�pArq � TimepAaq
Mem�pArq � MempAaq.

Adversary Ar is an F.F-oracle adversary.

The standard (not memory-tight) proof of the security of EtP begins identically to our proof; we start in

Gae-�
EtPrNE,Fs,1 replace the use of F with a truly random function (using Ap) and then information theoretically

argue that the attacker shall be incapable of creating any forgeries. In the standard proof we would transition

to a game where the decryption oracle is exactly that of Dec�0, i.e. it always returns K when M rn, cs � K.

Then we reduce to the security of NE to replace the generated ciphertexts with random. However this

standard reduction will not be memory-tight because the attacker must store the table M r�, �s to know
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Games Hh for 0 ¤ h ¤ 4

KÐ$ NE.K

K 1 Ð$ F.K //Hr0,1q

f Ð$ FcspNE.N,NE.C, t0, 1uτ q

//Hr1,8q

b1 Ð AEnc,Dec
a

Return b1 � 1

Encpn,mq

c1 Ð NE.EpK,n,mq //Hr0,3q

c1 Ð$ t0, 1uNE.clp|m|q //Hr3,8q

tÐ FK1pn, c1q //Hr0,1q

tÐ fpn, c1q //Hr1,8q

cÐ pt, c1q

M rn, cs Ð m

Return c

Decpn, cq

If M rn, cs � K: Return �

pt, c1q Ð c

If t � FK1pn, c1q : //Hr0,1q

If t � fpn, c1q: //Hr1,8q

bad Ð true

Return NE.DpK,n, c1q //Hr0,2q

Return � //Hr2,4q

Return K //Hr4,8q

Return K

Figure 4.14: Hybrid games for proof of Theorem 4.4.1.

whether it should return � or K when simulating decryption queries.1 Instead we first transition to a world

where F has been replaced by the random function f and Dec always returns � when given a ciphertext with

a correct tag. (Which we can do because either M rn, cs � K held or the attacker managed to guess a random

tag, which is unlikely.) Now we can make our INDR reduction memory-tight. It forwards encryption queries

to its encryption oracle and then uses its own function f to create the tag. For decryption queries it checks

fpn, c1q � t, returning � if so and K otherwise. Then we can finally conclude by switching to the decryption

oracle Dec�0 by arguing that noticing this change requires guessing a random tag.

It does not seem possible to extend this proof technique to AE-m security because the tag would be too

short to embed values of m we need to remember.

We give the formal proof of Theorem 4.4.1.

Proof. We consider a sequence of hybrids H0 through H4 defined in Fig. 4.14. Of these hybrids we will make

the following claims, which establish the upper bound on the advantage of Aa claimed in the proof.

1. PrrGae-�
EtPrNE,Fs,1pAaqs � PrrH0s

2. PrrH0s ¤ PrrH1s � Advpr
F pApq

3. PrrH1s ¤ PrrH2s � qDec{2τ

4. PrrH2s ¤ PrrH3s � Advindr
NE pArq

5. PrrH3s ¤ PrrH4s � qDec{2τ
6. PrrH4s � PrrGae-�

EtPrNE,Fs,0pAaqs
The claims regarding the complexities of the adversaries considered are clear from their code.

Transition to H0. The hybrid H0 was obtained by plugging the code of EtPrNE,Fs into Gae-�
EtPrNE,Fs,1pAaq,

so the first claim is clear.

1Note this would be memory-tight for AE-K security.
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Transition H0 to H1. In H1 we replace each use of F with a random f sampled from F.F. The reduction

to the PR security of F is given by Ap in Fig. 4.13. It simply simulates these hybrids for Aa, using its Ev

oracle in place of F or f . The claimed bound follows (and is in fact an equality).

Transition H1 to H2. In H2, we change the behavior of Dec. Now the oracle returns � when M rn, cs � K
and t � fpn, c1q. Note that this is the only case in which the hybrids we are considering differ. In particular,

they are identical-until-bad and so the Fundamental Lemma of Game Playing [BR06] gives PrrH1s ¤ PrrH2s�
PrrH2 sets bads. Setting bad requires guessing a value fpn, c1q which is a uniform value in t0, 1uτ . Hence by

a union bound PrrH2 sets bads ¤ qDec{2τ , giving the claim.

Transition H2 to H3. In H3, we replace the real encryption of m in Enc with a uniformly random c1.

Consider the adversary Ar given in Fig. 4.13. It perfectly simulates hybrid H2 to Aa when interacting with

Gindr
NE,1 and hybrid H3 to Aa when interacting with Gindr

NE,0. Note that Ar avoids storing the table M – this is

possible because observe that M rn, cs � K holds if and only if fpn, c1q � t also holds in H2,H3. Since the

check M rn, cs � K is the sole place in the code of hybrids H2,H3 where M affects execution, Ar replaces it

with the equivalent check fpn, c1q � t and avoids storing M . So it follows that PrrH2s ¤ PrrH3s�Advindr
NE pArq.

Transition H3 to H4. In H4, we change the behavior of Dec. Now the oracle returns K when M rn, cs � K
and t � fpn, c1q. Using an identical-until-bad argument analogous to when we transitioned between H1 and

H2 we get PrrH1s ¤ PrrH2s � qDec{2τ as desired.

Final transition. Finally we claim that the view of Aa in H4 is identical to its view in Gae-�
EtPrNE,Fs,0, giving

PrrH4s � PrrGae-�
EtPrNE,Fs,0pAaqs. If M rn, cs � K in Dec, then the oracle it always returns K so we can ignore

its use of f . This means the only use of f is in Enc and these uses never repeat inputs because the nonces

do not repeat. Hence setting t Ð fpn, cq is equivalent to sampling t uniformly from t0, 1uτ which gives us

exactly the view expected in Gae-�
EtPrNE,Fs,0.

4.5 Chosen Ciphertext Security of Public Key Encryption

Now we apply our techniques to give memory-tight reductions between single- and multi-challenge notions

of chosen-ciphertext security. The standard reduction bounds the advantage of an adversary making qEnc

encryption queries by qEnc times the advantage of an adversary making 1 query. The reduction requires

memory linear in qEnc and so is not memory-tight.2 In Section 4.5.1, we consider the most common “left-

or-right” definition of CCA security and introduce three different variants (mirroring the three notions for

2Auerbach et al. [ACFK17] stated that this reduction is memory-tight for both CPA and CCA security. While the former
is correct, the latter depends on the definition of CCA. In personally communication with Auerbach et al. [ACFK21], they
concurred that their claim was incorrect for their intended definition of CCA security (w � �) but pointed out that it does
work for an “exclusion” variant, w � E, which we will mention briefly.
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PKE Syntax

pek, dkq Ð$ PKE.K

cÐ$ PKE.Epek,mq

mÐ PKE.Dpdk, cq

Figure 4.15: Syntax of a public key encryption scheme PKE.

AE security in Section 4.4). We give a memory-tight reduction between single- and multi-challenge security

for two of the three variants (� and K), but the reduction is not time-tight. In Section 4.5.2, we look at the

CCA security variant that requires ciphertexts be indistinguishable from random. We give a memory-tight

and time-tight reduction between single- and multi-challenge security for all three variants of this notion.

Public key encryption. A public key encryption scheme PKE specifies algorithms PKE.K, PKE.E, and

PKE.D. The syntax of these algorithms is shown in Fig. 4.15. The key generation algorithm PKE.K returns

encryption key ek and decryption key dk. The encryption algorithm PKE.E encrypts message m with ek

to produce a ciphertext c. We write PKE.Epek,m; rq when making random coins r P PKE.R explicit. The

decryption algorithm decrypts c with dk to produce m. The decryption algorithm may output m � K to

indicate rejection.

Correctness requires that PKE.Dpdk, cq � m for all pek, dkq P rPKE.Ks, all m, and all c P rPKE.Epek,mqs.
We define the min-entropy of PKE as

PKE.H8 � � lg max
m,ek,c

PrrrÐ$ PKE.R : PKE.Epek,m; rq � cs .

4.5.1 Left-or-right CCA Security of PKE

Left-or-right CCA security. In this section, we consider the left-or-right definition of CCA-security

most commonly used in the literature. For w P tm, �,Ku we denote this as CCA-w3 and the corresponding

security game Gcca-w
PKE,b is defined in Fig. 4.16. The adversary gets the encryption key ek and has access to an

encryption and a decryption oracle. The encryption oracle takes in messages m0 and m1 and encrypts mb

where b is the secret bit. The decryption oracle returns the decryption of a ciphertext, unless the ciphertext

was previously returned by an encryption query. This is tracked by table M . When w � m, the decryption

oracle returns M rcs which is m1 from the earlier encryption query. When w � �, it returns �. When w � K, it

returns K which is also used by the encryption scheme to represent rejection. The advantage of an adversary

3The discussion in Section 4.4 about the choice to have three variants of the definitions is applicable here as well.
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Game Gcca-w
PKE,bpAq

pek, dkq Ð$ PKE.K

b1 Ð AEncb,Decpekq

Return b1 � 1

Encbpm0,m1q

// |m0| � |m1|

c0 Ð$ PKE.Epek,m0q

c1 Ð$ PKE.Epek,m1q

M rcbs Ð m1

Return cb

Decwpcq

If M rcs � K:

Return M rcs if w � m

Return � if w � �

Return K if w � K

mÐ PKE.Dpdk, cq

Return m

Figure 4.16: Game defining CCA-w security of PKE for w P tm, �,Ku.

A against the CCA-w security of PKE is defined as Advcca-w
PKE pAq � PrrGcca-w

PKE,1pAqs � PrrGcca-w
PKE,0pAqs.

The goal of this section is to relate the advantage of attacks making only a single encryption query and

those making many such queries. When wanting to make the distinction explicit we may use the adjectives

“many” and “single” or prefix the abbreviation of a security notion with an ‘m’ or ‘1’.

1CCA-� implies mCCA-�. The following theorem gives a memory-tight reduction establishing that CCA-�
security against adversaries making one encryption query implies security for an arbitrary number of queries.

The proof makes use of our inefficient tagging technique. The reduction performs a hybrid over the encryption

queries of the original adversary and is thus not advantage-tight.

Theorem 4.5.1 (1CCA-� ñ mCCA-�). Let PKE be a public key encryption scheme. Let Am be an adversary

with pqEnc, qDecq � QuerypAmq. Define Dp�q by Dn � t0, 1un�rqEncs. Let A1 be the FcspN, D,PKE.Rq-oracle

adversary shown in Fig. 4.17. Then,

Advcca-�
PKE pAmq ¤ qEnc � Advcca-�

PKE pA1q � 4 � qEnc � qDec{2PKE.H8

QuerypA1q � p1, qDecq
Time�pA1q � OpTimepAmqq � qEncpqDec � 1qTimepPKEq
Mem�pA1q � OpMempAmqq �MempPKEq � lg qEnc.

The standard (non-memory-tight) reduction against 1CCA security picks an index k P rqEncs where qEnc

is the number of encryption queries made by Am. It runs Am, simulating encryption queries as follows. For

the first k � 1 encryption queries, it answers with an encryption of m1, for the k-th encryption query it

forwards the query to its own encryption oracle, and the rest of the queries it answers with an encryption

of m0. To answer the decryption queries, the reduction returns � if it was ever queried the ciphertext for

a previous encryption query. Otherwise, it forwards the query to its own decryption oracle. Finally, the



73

Adversary AEnc,Dec
1 pekq

kÐ$ rqEncs

iÐ 0

Dp�q Ð t0, 1up�q � rqEncs

f Ð$ FcspN, D,PKE.Rq

b1 Ð ASimEnc,SimDec
m pekq

Return b1

SimEncpm0,m1q

iÐ i� 1

For d P t0, 1u:

rd Ð fp|md|, pmd, iqq

cd Ð PKE.Epek,md; rdq

If i   k: cÐ c1

If i � k:

cÐ Encpm0,m1q

c� Ð c

pm�
0 ,m

�
1 q Ð pm0,m1q

If i ¡ k: cÐ c0

Return c

SimDecpcq

If c � c�: Return �

mÐ Decpcq

If m � K: Return K

For j P ris do:

If m P tm�
0 ,m

�
1 u and j � k:

Skip to next j

r Ð fp|m|, pm, jqq

If PKE.Epek,m; rq � c:

Return �

Return m

Figure 4.17: Adversary A1 for Theorem 4.5.1.

reduction adversary outputs whatever Am outputs. Standard hybrid analysis shows that if the advantage

of Am is ε, then the advantage of the reduction adversary is ε{qEnc. Simulating decryption queries required

remembering all prior encryption queries and hence the reduction is not memory-tight.

We give an adversary A1 in Fig. 4.17 that is very similar to the reduction just described, but avoids

remembering prior encryption queries. The main idea is that it picks the coins when encrypting m0 or m1

locally as the output of a random function f applied to the message and a counter. This allows A1 to detect

whether a ciphertext c queried to the decryption oracle is one it answered to an earlier encryption query as

follows: it first asks for the decryption of c from its own decryption oracle and receives m. Then it iterates

over all counter values for which encryption queries have been made so far and checks if c was the encryption

of m using the output of f on m and the counter as coins. If any of these checks succeed it returns �,
otherwise it returns m. If c was the answer of an encryption query A1 detects it successfully. The probability

that A1 returns � for a decryption query when it should not is small.

Notice that the additional memory overhead for A1 is just that required to store a counter, run PKE.E,

and store pc�,m�
0 ,m

�
1 q. However, there is an increase in runtime by qEnc � qDec �TimepPKEq because of the

iteration over the counters to answer decryption queries. As discussed in the introduction, such reductions

may be useful when the best attack for the underlying problem with low memory requires significantly more

running time than the best attack with high memory.
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Extension to CCA-K. We can prove the same result for CCA-K, using a very similar proof flow. Alter-

natively, Theorem 4.5.1 directly implies the same result for CCA-K. First off, 1CCA-K implies 1CCA-� in

a memory-tight way because an adversary with access to DecK can simulate Dec� by just remembering

the ciphertext c� returned for the single Enc query, returning � if c� is queried to Dec, and otherwise

forwarding the response of its own decryption oracle. We also noted above that mCCA-� implies mCCA-K
in a memory-tight way. Putting it together with Theorem 4.5.1 gives the desired result.

However, it does not seem possible to extend this proof technique to CCA-m security because if the

adversary queries the decryption oracle on a ciphertext c which was an answer to a previous query for

pm0,m1q the oracle needs to return m1 even if c is an encryption of m0. This seems to require memory to

simulate.

Other variants (exclusion and penalty). In personal communication with Auerbach et al. [ACFK21]

they pointed out two other variants of CCA security which were given in [BHK15]. For the sake of concrete-

ness we will described them as based on CCA-K, but the way they are defined means we could just as well

have started from CCA-m or CCA-�. The first, which we will refer to as CCA-E (where ‘E’ stands for “exclu-

sion”) is defined the same as CCA-K except we require security only for adversaries that will never make a

decryption query Decpcq if c was ever returned by a prior encryption query. The standard hybrid argument

is memory-tight for CCA-E. This follows immediately because we do not have to simulate decryption for

forwarded ciphertexts.

For the second, which we will refer to as CCA-P (where ‘P’ stands for “penalty”), we can think of the

adversary as being penalized at the end of the game if it even makes a decryption query Decpcq if c was

ever returned by a prior encryption query. Let Gcca-P
PKE,1 be identical to Gcca-K

PKE,1, except the game returns false

no matter what b1 is if the adversary ever made such a query. Similarly, let Gcca-P
PKE,0 be identical to Gcca-K

PKE,0,

except the game returns true no matter what b1 is if the adversary ever made such a query. Then we define

Advcca-P
PKE pAq � PrrGcca-P

PKE,1pAqs � PrrGcca-P
PKE,0pAqs. It is not clear how to write a memory-tight hybrid argument

for CCA-P.

The philosophical and technical arguments from Sec. 4.4 for why w � m may be “correct” apply similarly

to argue in favor of it over w � E and w � P. Additionally, w � E seems particularly “weak” because

it seems overly restrictive. Consider a low-memory attacker that has made a large number of encryption

queries so far. It will be incredibly restricted in what decryption queries it can make because it is required to

absolutely avoid any query that has a non-zero chance of being a ciphertext returned by a prior encryption

given its current state. Note that even very naive adversaries are excluded, for example one that asks a

random string of appropriate format to the decryption oracle after seeing some challenge ciphertexts.
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Time-tightness if messages do not repeat. If we require that Am never repeats messages queried to

Enc then we can make Theorem 4.5.1 time-tight as well. In that case, A1 would not need to use the counter

i to ensure domain separation for f and so it would not have to use the loop inside SimDec. One setting

where this suffices is if PKE is being used as a key-encapsulation mechanism. Then we can think of m0

and m1 being picked uniformly at random. Using the switching lemma we can switch to m0 and m1 being

sampled without replacement, meaning the encryption queries do not repeat.4 We next give the formal proof

of Theorem 4.5.1.

Proof. We start by considering the hybrid games Hbh for 0 ¤ h ¤ 2 defined in Fig. 4.18. Of these we make

the following claims for b P t0, 1u.

1. PrrGcca-�
PKE,bs � PrrHb0s

2. PrrHb0s � PrrHb1s

3. |PrrHb1s � PrrHb2s| ¤ qEnc � qDec � 2�PKE.H8

Combining the above claims, we get that

Advcca-�
PKE pAmq � PrrGcca-�

PKE,1s � PrrGcca-�
PKE,0s � PrrH1

0s � PrrH0
0s

� PrrH1
1s � PrrH1

0s ¤ PrrH1
2s � PrrH0

2s � 2 � qEnc � qDec � 2�PKE.H8 . (4.1)

Next, we prove the claims.

Transition to Hb0. The game Hb0 was copied from the game Gcca-�
PKE,b. We added variable i that counts the

number of Enc queries and will be used for future hybrids and unrolled the encryption to make the sampling

of coins explicit. It follows that PrrGcca-�
PKE,bs � PrrHb0s.

Transition from Hb0 to Hb1. In game Hb1, we replace the random sampling of r0 and r1 with the output of

a random function f , using a counter i to provide domain separation between different queries. This method

of choosing r is equivalent, so PrrHb0s � PrrHb1s.
Transition from Hb1 to Hb2. In game Hb2, we stop using M r�s to keep track ciphertexts that were returned

by Enc. Instead we first decrypt c to m and then iterating over j P ris to check whether m encrypted with

ek using randomness r � fp|m|, pm, jqq is c. Note that if M rcs � K holds in Hb1 then there will necessarily

be such a j (in particular j being the value i held at the time of the query that set M rcs).
So Hb1 and Hb2 are identical unless the following bad event happens: there is a Dec query on c and for

some j P rjs, it holds that c � PKE.Epek,m; fp|m|, pm, jqqq and despite m was not mb for the j-th query to

4Here the list of m0 and m1 to be queried can be specified by an oracle given to the adversary.
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Games Hbh for 0 ¤ h ¤ 2

pek, dkq Ð$ PKE.K

iÐ 0

Dp�q Ð t0, 1up�q � rqEncs //Hbr1,8q

f Ð$ FcspN, D,PKE.Rq //Hbr1,8q

b1 Ð AEncb,Dec
m pekq

Return b1 � 1

Encbpm0,m1q

iÐ i� 1

For d P t0, 1u:

rdÐ$ PKE.R //Hbr0,1q

rd Ð fp|md|, pmd, iqq //Hbr1,8q

cd Ð PKE.Epek,md; rdq

M rcbs Ð mb //Hbr0,2q

Return cb

Decpcq

If M rcs � K then //Hbr0,2q

Return � //Hbr0,2q

mÐ PKE.Dpdk, cq

For j P ris: //Hbr2,8q

r Ð fp|m|, pm, jqq //Hbr2,8q

If c � PKE.Epek,m; rq: //Hbr2,8q

Return � //Hbr2,8q

Return m

Figure 4.18: First set of hybrids Hbh used in the proof of Theorem 4.5.1.

Enc. We can analyze the probability of this in Hb1. Since m was not the j-th query to Enc, the view of the

adversary was independent of fp|m|, pm, jqq at this time. By the min-entropy of PKE, the probability of this

occurring for a given decryption query and j is at most 1{2PKE.H8 . Taking a union bound over all j P rqEncs
and decryption queries the overall probability is at most qEnc � qDec{2PKE.H8 . We could formalize this via the

Fundamental Lemma of Game Playing [BR06], to get |PrrHb1s � PrrHb2s| ¤ qEnc � qDec{2PKE.H8 as desired.

Transition to Hk,b hybrids. We next consider the hybrid games Hk,b for pk, bq P rqEncs � t0, 1u defined

in Fig. 4.19. In these hybrids, ciphertexts for m1 are returned when i   k, ciphertexts for m0 are returned

when i ¡ k, and a ciphertext for mb is returned when i � k. Note that at the extremes (k � 1, b � 0 and

k � qEnc, b � 1), Am will receive either all ciphertexts of m0 or all ciphertexts of m1. The decryption queries

are answered as in Hb2. So H1,0 perfectly matches H0
2 and HqEnc,1 perfectly matches H1

2. Hence combining

with (4.1), we have

Advcca-�
PKE pAmq ¤ PrrHqEnc,1s � PrrH1,0s � 2 � qEnc � qDec � 2�PKE.H8 . (4.2)
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Hybrids Hk,b

//pk, bq P rqEncs � t0, 1u

pek, dkq Ð$ PKE.K

iÐ 0

Dp�q Ð t0, 1up�q � rqEncs

f Ð$ FcspN, D,PKE.Rq

b1 Ð AEncb,Dec
m pekq

Return b1 � 1

Encbpm0,m1q

iÐ i� 1

For d P t0, 1u :

rd Ð fp|md|, pmd, iqq

cd Ð PKE.Epek,md; rdq

If i   k: cÐ c1

If i � k: cÐ cb

If i ¡ k: cÐ c0

Return c

Decpcq

mÐ PKE.Dpdk, cq

For j P ris:

r Ð fp|m|, pm, jqq

If c � PKE.Epek,m; rq:

Return �

Return m

Figure 4.19: Second set of hybrids used in the proof of Theorem 4.5.1.

In general, in Hk,b the first k� b�1 encryption queries use m1 and the rest use m0; so PrrHk,1s � PrrHk�1,0s
holds. Hence

PrrHqEnc,1s � PrrH1,0s � PrrHqEnc,1s � PrrH1,0s �
¸

kPrqEnc�1s

PrrHk,1s � PrrHk�1,0s

�
¸

kPrqEncs

PrrHk,1s � PrrHk,0s. (4.3)

Transition to Hh hybrids. Next, consider the games shown in Fig. 4.25. Of these we make the following

claims.

1. 2PrrH0s � 1 � p1{qEncq°kPrqEncs
PrrHk,1s � PrrHk,0s

2. PrrH0s ¤ PrrH1s � qDec � 2�PKE.H8

3. PrrH1s � PrrH2s

4. 2PrrH2s � 1 � Advcca-�
PKE pA1q
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Hybrids Hh for 0 ¤ h ¤ 2

pk, bq Ð$ rqEncs � t0, 1u

pek, dkq Ð$ PKE.K

iÐ 0

Dp�q Ð t0, 1up�q � rqEncs

f Ð$ FcspN, D,PKE.Rq

b1 Ð AEncb,Dec
m pekq

Return b1 � b

Decpcq

If c � c�: Return � //Hr1,8q

mÐ PKE.Dpdk, cq

For j P ris do:

If m P tm�
0 ,m

�
1 u and j � k: //Hr1,8q

Skip to next j //Hr1,8q

r Ð fp|m|, pm, jqq

If PKE.Epek,m; rq � c:

Return �

Return m

Encbpm0,m1q

iÐ i� 1

For d P t0, 1u:

rd Ð fp|md|, pmd, iqq

cd Ð PKE.Epek,md; rdq

If i   k:

cÐ c1

If i � k:

cÐ cb //Hr0,1q

r Ð fp|mb|, pmb, iqq //Hr1,2q

rÐ$ PKE.R //Hr2,8q

cÐ PKE.Epek,mb; rq //Hr1,8q

c� Ð c //Hr1,8q

pm�
0 ,m

�
1 q Ð pm0,m1q //Hr1,8q

If i ¡ k:

cÐ c0

Return c

Figure 4.20: Final set of hybrids for the proof of Theorem 4.5.1.

In the rest of the proof we address these one at a time. Putting them together along with (4.2) and (4.3)

gives the bound claimed in the theorem statement via,

Advcca-�
PKE pAmq � 2 � qEnc � qDec � 2�PKE.H8 �

¸
kPrqEncs

PrrHk,1s � PrrHk,0s

� 2 � qEnc � qDec � 2�PKE.H8 � qEncp2PrrH0s � 1q
¤ 2 � qEnc � qDec � 2�PKE.H8 � qEncp2PrrH2s � 2qDec � 2�PKE.H8 � 1q
� Advcca-�

PKE pA1q � 4qEnc � qDec � 2�PKE.H8 .

Transition to H0. Game H0 is identical to Hk,b with pk, bq chosen at random and with the game returning

true if Am correctly guessed b. Standard calculations by conditioning on all the possible values of pk, bq gives

the claim.
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Game G$cca-w
PKE,b pAq

pek, dkq Ð$ PKE.K

b1 Ð AEncb,Decw pekq

Return b1 � 1

Encbpmq

c1 Ð$ PKE.Epek,mq

c0 Ð$ PKE.Cpek, |m|q

M rcbs Ð m

Return cb

Decwpcq

If M rcs � K:

Return M rcs if w � m

Return � if w � �

Return K if w � K

mÐ PKE.Dpdk, cq

Return m

Figure 4.21: Game defining $CCA-w security of PKE for w P tm, �,Ku.

Transition from H0 to H1. We make three changes to transition to H1. First, when i � k in Enc we store

the two messages queried as m�
0 and m�

1 along with the ciphertext returned as c�. Then on a Dec query,

� is returned immediately if c � c�. Finally in Dec we skip over the iteration of j � k if m P tm�
0 ,m

�
1 u.

When m � m�
b this does not change anything because the c � c� check will have covered that case.

So this changes the behavior of the oracle only if m � m�
1�b � m�

b , c � PKE.Epek,m; fp|m|, pm, kqqq,
in H0 it would return � while in H1 it may return m. Note then that in H1 the view of the adversary is

completely independent of this fp|m|, pm, kqq. So we can think of the adversary having Dec attempts to

guess a ciphertext generated with uniformly random coins. Hence the probability of this sort of query in H1

is at most qDec � 2�PKE.H8 . This gives PrrH0s ¤ PrrH1s � qDec � 2�PKE.H8 .

Transition from H1 to H2. The only change in H2 is that in Enc for i � k, the randomness is sampled

uniformly at random instead of by evaluating f . Because fp|mb|, pm�
b , kqq is used nowhere else, this does not

change the behavior of the game. It follows that PrrH1s � PrrH2s.
Adversary A1. Finally we can see that our adversary A1 (defined in Fig. 4.17) perfectly simulates the

view of Am in H2. It was obtained by copying the code of H2 and then modifying it to query its Enc and

Dec oracle as appropriate. It follows that PrrH2s � 0.5PrrGcca-�
PKE,1pA1qs � 0.5p1 � PrrGcca-�

PKE,0pA1qsq. Hence,

2PrrH2s � 1 � Advcca-�
PKE pA1q.

Adversary A1’s extra running time comes from using PKE.E in SimEnc and in the loop in SimDec. Its

extra memory is that required for running PKE.E, for storing i, and for storing pc�,m�
0 ,m

�
1 q.

4.5.2 Indistinguishable from Random CCA Security of PKE

We saw in the previous section that we could have a memory-tight reduction from mCCA-� to 1CCA-�;
however, the reduction is not tight with respect to running time. In this section, we show that for a different



80

formalization of CCA security, we can indeed have a memory-tight and time-tight reduction between many-

and single-challenge variants.

Ciphertext and encryption key space. Before describing the indistinguishable from random formaliza-

tion of CCA security, we need to make some assumptions on PKE. We define the encryption keyspace by

PKE.Ek � tek : pek, dkq P PKE.Ku. We assume for each ek P PKE.Ek and allowed message length n P N there

is a set PKE.Cpek, nq such that PKE.Epek,m; rq P PKE.Cpek, |m|q always holds. Let PKE.C�1pek, cq returns n

such that c P PKE.Cpek, nq. Correctness implies that PKE.Cpek, nq and PKE.Cpek, n1q are disjoint for n � n1.

Indistinguishable from random ciphertext CCA security. The security notion we will consider in

this section is captured by the game G$cca-w shown in Fig. 4.21. It requires that ciphertexts output by

the encryption scheme cannot be distinguished from ciphertexts chosen at random even given access to a

decryption oracle. The adversary gets the encryption key ek and has access to an encryption oracle Enc and

a decryption oracle Dec. The adversary needs to distinguish the following real and ideal worlds: in the real

world, a query to Enc with a message m returns an encryption of m under ek, while in the ideal world, the

same query returns a uniformly random element of PKE.Cpek, |m|q. The decryption oracle Decw acts exactly

as the corresponding oracle in Gcca-w.5 The advantage of an adversary A against the $CCA-w security of

PKE is defined as Adv$cca-w
PKE pAq � PrrG$cca-w

PKE,1 pAqs � PrrG$cca-w
PKE,0 pAqs. If PKE.Epek,m; �q is injective, then this

is exactly identical to the standard CCA notion for PKE.Cpek, nq � tPKE.Epek,m; rq : |m| � n, r P PKE.Ru.
1$CCA-m implies m$CCA-m. The following theorem captures a memory-tight reduction establishing that

1$CCA-m security implies m$CCA-m security. The proof makes use of our message encoding technique.

Theorem 4.5.2 (1$CCA-m ñ m$CCA-m). Let PKE be a public key encryption scheme. Let τ satisfy

|PKE.Cpek, nq| ¥ 2n � 2τ for all n, ek. Let Am be an adversary with pqEnc, qDec, qhq � QuerypAmq and

assume qEnc � qDec ¤ 0.5 � 2τ . Let F � Inj�pT,D,Rq where T , D, and R are defined by T � N � PKE.Ek,

Dn,ek � t0, 1un � rqEncs and Rn,ek � PKE.Cpek, nq. Let A1 be the F-oracle adversary defined in Fig. 4.22.

Then,

Adv$cca-m
PKE pAmq ¤ qEnc � Adv$cca-m

PKE pA1q � 8qEncqDec{2τ � 5q2
Enc{2τ

QuerypA1q � p1, qDec, qhq
Time�pA1q � OpTimepAmqq � qEncTimepPKEq
Mem�pA1q � OpMempAmqq �MempPKEq lg qEnc.

The standard (non-memory-tight) reduction against 1$CCA security that runs an m$CCA adversary Am

5As mentioned, the discussion in Section 4.4 about the three variants definitions is applicable here as well. In Section 4.7 we
give an example where we can prove CCA security of a KEM/DEM scheme in the memory restricted setting, but only if we
use the w � m definition.
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Adversary AEnc,Dec
1 pekq

kÐ$ rqEncs

iÐ 0

f Ð$ Inj�pT,D,Rq

b1 Ð ASimEnc,SimDec
m pekq

Return b1

SimEncpmq

iÐ i� 1

c1 Ð$ PKE.Epek,mq

c0 Ð fpp|m|, ekq, pm, iqq

If i   k: cÐ c1

If i � k:

cÐ Encpmq

pc�,m�q Ð pc,mq

If i ¡ k: cÐ c0

Return c

SimDecpcq

If c � c�: Return m�

nÐ PKE.C�1pek, cq

pm, jq Ð f�1ppn, ekq, cq

If m � K and k ¤ j ¤ i:

If pm, jq � pm�, kq:

Skip next line

Return m

mÐ Decpcq

Return m

Figure 4.22: Adversary A1 for Theorem 4.5.2.

works in a similar manner as the standard reduction from an 1CCA adversary and an mCCA adversary

that we described in Section 4.5.1. Again here, simulating decryption queries requires remembering all the

answers of the encryption queries, and hence the reduction is not memory-tight.

We give an adversary A1 in Fig. 4.22 that is very similar to the standard reduction, but avoids remember-

ing all the answers of the encryption queries. The main idea here is picking the ciphertext c0 as the output

of a random injective function f evaluated on the message and a counter, instead of sampling it uniformly at

random. This way of picking the c0 allows A1 detect whether a ciphertext c queried to the decryption oracle

was the answer to an earlier encryption query as follows: it first checks if the inverse of f on the ciphertext

is defined (i.e., not K), it returns the message part of the inverse. Otherwise it asks for the decryption of

the ciphertext to its own decryption oracle and returns the answer. Using our assumption on the size of

PKE.Cpek, nq, we can argue that except with small probability, A1 simulates the decryption oracle correctly.

The additional memory overhead for A1 is only a counter. Moreover, there is no increase in the running

time of A1 unlike the adversary in Theorem 4.5.1.

Extension to $CCA-�, $CCA-K. We can prove the same result for $CCA-�, $CCA-K but the adversary

would not be tight with respect to running time. The adversary in these cases would pick the coins for

encrypting m (to compute c1) like the adversary in Theorem 4.5.1. This would require iterating over counters

to answer decryption queries and hence lead to looseness with respect to running time. We omit the theorems

for these notions because they would not involve any new ideas beyond those presented in Theorems 4.5.1

and 4.5.2.
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Games HbhpAq for 0 ¤ h ¤ 3

pek, dkq Ð$ PKE.K

iÐ 0

f Ð$ Inj�pT,D,Rq

b1 Ð AEncb,Decmpekq

Return b1 � 1

Encbpmq

iÐ i� 1

c1 Ð$ PKE.Epek,mq

c0 Ð$ PKE.Cpek, |m|q //Hbr0,1q

c0 Ð fpp|m|, ekq, pm, iqq //Hbr1,8q

M rcbs Ð m

Return cb

Decmpcq

If M rcs � K then //Hbr0,2q

Return M rcs //Hbr0,2q

If b � 0 and i ¥ 1:

nÐ PKE.C�1pek, cq

pm, jq Ð f�1ppn, ekq, cq

If m � K and j ¤ i:

If M rcs � K then:

bad Ð true

Return m //Hbr3,8q

Else

Return m

mÐ PKE.Dpdk, cq

Return m

Figure 4.23: First set of hybrids used for proof of Theorem 4.5.2. Highlighting indicates modifications in Hb0

from G$cca-m
PKE,b .

We give the formal proof of Theorem 4.5.2.

Proof. We start by considering the hybrid games Hbh defined in Fig. 4.23. In this and future games we define

T , D, and R by T � N� PKE.Ek, Dn,ek � t0, 1un � rqEncs and Rn,ek � PKE.Cpn, ekq Of these we make the

following claims for b P t0, 1u.

1. PrrG$cca-m
PKE,b s � PrrHb0s

2. |PrrHb0s � PrrHb1s| ¤ 0.5 � q2
Enc{2τ

3. PrrHb1s � PrrHb2s

4. |PrrHb2s � PrrHb3s| ¤ 2qDecqEnc{2τ

Combining the above claims, we get that

Adv$cca-m
PKE pAmq � PrrG$cca-m

PKE,1s � PrrG$cca-m
PKE,0s � PrrH1

0s � PrrH0
0s

¤ PrrH1
3s � PrrH0

3s � q2
Enc{2τ � 4qEncqDec{2τ . (4.4)
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Next, we prove the claims.

Transition to Hb0. The game Hb0 was copied from the game G$cca-m
PKE,b with some code added that has been

highlighted (note that the entire code inside the highlighted if statement is new). We added a variable i

that counts the number of Enc queries and sample a random injective function f that we will be used for

future hybrids. We add an if statement in Dec that checks if b � 0 and i ¥ 1 and if true it computes

pm, jq Ð f�1ppn, ekq, cq where nÐ PKE.C�1pek, cq and then if the check m � K and j ¤ i succeeds, it sets a

flag bad, otherwise returns m. We note that in Hb0, the return statement never occurs because if M rcs � K,

we would have returned before the execution of this if statement. Hence the code inside the highlighted if

statement can be ignored in Hb0. Therefore, there is no change in behavior in Hb0 compared to G$cca-m
PKE,b . It

follows that PrrG$cca-m
PKE,b s � PrrHb0s.

Transition from Hb0 to Hb1. In game Hb1, we replace the random sampling of c0 with the output of the

random injective function f , using the counter i to provide domain separation between different queries. We

again note that in Hb1, we would never return anything from inside the highlighted if statement, and hence

the code inside it can be ignored. In particular that means the behavior of Dec is independent of f . So this

modification in how we compute c0 changes behavior only in Enc since the values of c0 will never repeat in

Hb1 unlike Hb0. Hence, the switching lemma (Lemma 11.4.7) gives us |PrrHb0s � PrrHb1s| ¤ 0.5 � q2
Enc{2τ (since

the image of f always has size at least 2τ ).

Transition from Hb1 to Hb2. In Dec of game Hb2, we stop returning M rcs if it is not K at the beginning. If

b � 1 the behavior remains the same as the highlighted if statement fails and we return m � PKE.Dpdk, cq
which we would have returned in H1

1 (not if M rcs � K then M rcs � PKE.Dpdk, cq holds in this game).

When b � 0 and M rcs � K, then both H0
1 and H0

2 return M rcs � f�1ppn, ekq, cq. If b � 0 and M rcs � K,

then both Hb1 and Hb2 return m � PKE.Dpdk, cq. Hence the behavior of Dec is identical in Hb1 and Hb2. So,

PrrHb1s � PrrHb2s.
Transition from Hb2 to Hb3. In game Hb3, we return m if the bad flag gets set. Note that for a Dec query

on c, bad is set in H2 only if M rcs � K and f�1ppn, ekq, cq � K. This has no effect when b � 1. The

probability that in H0
2 that a given Dec query has a c such that M rcs � K and f�1ppn, ekq, cq � K is at most

qEnc2n{p2n�τ � qEncq ¤ 2qEnc{2τ . This follows because there are qEnc � 2n values in the domain (and hence

image) of f and the view of the adversary in Hb2 is dependent only on qEnc points of f which are mapped to

c1 satisfying M rc1s � K (i.e. those returned by Enc). Taking a union bound over all Dec queries, we get

that bad is set with probability at most 2qEnc � qDec{2τ . Since Hb2 and Hb3 are identical-until-bad, using the

Fundamental Lemma of Game Playing [BR06], we get, for b P t0, 1u, |PrrHb2s � PrrHb3s| ¤ 2qEnc � qDec{2τ .

Transition to Hk,b hybrids. We next consider the hybrid games Hk,b for pk, bq P rqEncs � t0, 1u defined

in Fig. 4.24 which have been derived by cleaning up (removing M and bad) and modifying the code of Hb3.
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Hybrids Hk,b

//pk, bq P rqEncs � t0, 1u

iÐ 0

pek, dkq Ð$ PKE.K

f Ð$ InjpT,D,Rq

b1 Ð AEnc,Dec
m pekq

Return b1 � 1

Encpmq

iÐ i� 1

c1 Ð$ PKE.Epek,mq

c0 Ð fpp|m|, ekq, pm, iqq

If i   k: cÐ c1

If i � k: cÐ cb

If i ¡ k: cÐ c0

Return c

Decpcq

If i ¥ k � b:

nÐ PKE.C�1pek, cq

pm, jq Ð f�1ppn, ekq, cq

If m � K and k � b ¤ j ¤ i:

Return m

mÐ PKE.Dpdk, cq

Return m

Figure 4.24: Second set of hybrids used for proof of Theorem 4.5.2. Highlighting indicates modifications

from Hb3.

The modified code has been highlighted in Fig. 4.24. In Enc of Hk,b, ciphertexts c0 and c1 are computed

as in Hb3, but Hk,b returns c1 when i   k, c0 when i ¡ k, and cb when i � k. Note that at the extremes

(k � 1, b � 0 and k � qEnc, b � 1) Am will either always receive c0 or always receive c1. The decryption

queries are answered as in Hb3 with some modifications – the b � 0 and i ¥ 1 check is modified to i ¥ k�b and

the check j ¤ i is modified to k � b ¤ j ¤ i.6 Observe that Dec queries in H1,0 will be answered identically

as in H0
3 because the condition i ¥ k � b in H1,0 is i ¥ 1 and the condition b � 0 ^ i ¥ 1 is equivalent to

i ¥ 1 in H0
3, and 1 ¤ j ¤ i is equivalent to j ¤ i since j ¥ 1. Similarly the Dec queries in HqEnc,1 will be

answered identically as in H1
3 because the condition i ¥ qEnc � 1 in HqEnc,0 is always false and the condition

b � 0^ i ¥ 1 is always false in H1
3, and the check k� b ¤ j ¤ i is never executed in HqEnc,1 just like the check

j ¤ i in H1
3. So H1,0 perfectly matches H0

3 and HqEnc,1 perfectly matches H1
3. Hence combining with (4.4), we

have

Adv$cca-m
PKE pAmq ¤ PrrH1,1s � PrrHqEnc,0s � pq2

Enc � 4 � qEnc � qDecq{2τ . (4.5)

In general, in Hk,b the first k � b� 1 encryption queries use c1 and the rest use c0; also in Dec, the checks

involve k � b, making them identical in Hk,1 and Hk�1,0, so PrrHk,1s � PrrHk�1,0s holds. Hence

PrrHqEnc,1s � PrrH1,0s � PrrHqEnc,1s � PrrH1,0s �
¸

kPrqEnc�1s

PrrHk,1s � PrrHk�1,0s

�
¸

kPrqEncs

PrrHk,1s � PrrHk,0s. (4.6)

6The latter check already implies former, so in future games we remove the former.
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Transition to Hh hybrids. Next, consider the games shown in Fig. 4.25. Of these we make the following

claims.

1. 2PrrH0s � 1 � p1{qEncq°kPrqEncs
PrrHk,1s � PrrHk,0s

2. PrrH0s ¤ PrrH1s � pqEnc � 2qDecq{2τ

3. PrrH1s ¤ PrrH2s � qEnc{2τ

4. 2PrrH2s � 1 � Adv$cca-m
PKE pA1q

In the rest of the proof we address these one at a time. Putting them together along with (4.5) and (4.3)

gives the bound claimed in the theorem statement via the following calculation, where we let ε � pq2
Enc �

4qEncqDecq{2τ ,

Adv$cca-m
PKE pAmq � ε�

¸
kPrqEncs

PrrHk,1s � PrrHk,0s

� ε� qEncp2PrrH0s � 1q
¤ ε� qEncp2PrrH1s � p2qEnc � 4qDecq{2τ � 1q
¤ ε� qEncp2PrrH2s � p2qEnc � 4qDecq{2τ � 2qEnc{2τ � 1q
� Adv$cca-m

PKE pA1q � ε� 4qEncqDec{2τ � 4q2
Enc{2τ

� Adv$cca-m
PKE pA1q � 8qEncqDec{2τ � 5q2

Enc{2τ

Transition to H0. Game H0 is identical to Hk,b with pk, bq chosen at random and with the game returning

true if Am correctly guessed b. We added highlighted code to Enc which stores the message and ciphertext

from when i � k in preparation for the next hybrid. We removed the i ¥ k � b check in Dec because it is

anyway implied by the k � b ¤ j ¤ i check. Standard calculations by conditioning on all the possible values

of pk, bq gives the claim.

Transition from H0 to H1. We make three changes to Dec to transition to H1. First, it immediately

returns m� if given c � c�. Secondly, we modify the check k � b ¤ j ¤ i to k ¤ j ¤ i. Thirdly, we add an if

statement inside the if statement checking m � K and k ¤ j ¤ i, which checks if pm, jq � pm�, kq and skips

returning m if that is the case.

Note that if b � 0, a Dec query on c � c� would never exhibit different behavior in H1 compared to

H0 because it returns m� in both cases. A Dec query on c � c� would never exhibit different behavior in

H1 compared to H0 because in H1 the condition to skip a line never gets triggered since f�1ppn, ekq, cq �
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Hybrids Hh

//0 ¤ h ¤ 2

pk, bq Ð$ rqEncs � t0, 1u

iÐ 0

pek, dkq Ð$ PKE.K

f Ð$ Inj�pT,D,Rq

b1 Ð AEnc,Dec
m pekq

Return b1 � b

Encpmq

iÐ i� 1

c1 Ð$ PKE.Epek,mq

c0 Ð fpp|m|, ekq, pm, iqq

If i   k:

cÐ c1

If i � k:

c0 Ð$ PKE.Cpek, |m|q //Hr2,8q

cÐ cb

pc�,m�q Ð pc,mq

If i ¡ k:

cÐ c0

Return c

Decpcq

If c � c�: Return m� //Hr1,8q

nÐ PKE.C�1pek, cq

pm, jq Ð f�1ppn, ekq, cq

If m � K and k � b ¤ j ¤ i: //Hr0,1q

If m � K and k ¤ j ¤ i: //Hr1,8q

If pm, jq � pm�, kq: //Hr1,8q

Skip next line //Hr1,8q

Return m

mÐ PKE.Dpdk, cq

Return m

Figure 4.25: Final set of hybrids for the proof of Theorem 4.5.2. The highlighted line is new with respect to

the code of Hk,b.

f�1ppn, ekq, c�q � pm�, kq (because f is injective). Since b � 0, the change from k � b ¤ j to k ¤ j has no

effect.

For b � 1, a Dec query on c � c� would exhibit different behavior in H0 than in H1 only if f�1ppn, ekq, c�q �
K in H1 (recall that for b � 1, c� is an actual encryption of m�). Note that, up until c� is defined in H0,

the view of the adversary is independent of f . So, the probability that f�1ppn, ekq, c�q � K is at most

qEnc2n{2n�τ ¤ qEnc{2τ .

For b � 1, a Dec query on c � c� would exhibit different behavior in H1 compared to H0 only if

f�1ppn, ekq, cq � pm, jq and m � K and k � j holds in H1. Because otherwise if m � K or k   j, the outer

if statements would not be true in either game or if k ¡ j then the skip condition (the only difference inside

the outer if statement for H0 and H1) would never be triggered for H1.

For every Decpcq query, the probability that it was first query where c satisfies f�1ppn, ekq, cq � pm, kq
is at most 2n{p2n�τ � qEnc � qDecq ¤ 2{2τ . This follows because there are 2n values in the domain of f�1

that map to pm, kq for some m and because it is the first query where c satisfies f�1ppn, ekq, cq � pm, kq, the

view of the adversary is dependent only on points of f�1 which are mapped to K or pm1, k1q where k1 � k.

Taking a union bound over all Dec queries, this event happens with probability at most 2qDec{2τ (where

we use the fact that qDec � qEnc ¤ 0.5 � τ). This gives us, PrrH0s ¤ PrrH1s � pqEnc � 2qDecq{2τ .
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Transition from H1 to H2. The only change in H2 is that in Enc for i � k, c0 sampled uniformly at

random instead of evaluating f . Note that this changes behavior in Enc of H2 only if the c0 sampled is the

same as c0 for some previous Enc query – since the size of PKE.C is always at least 2τ , this happens with

probability at most qEnc{2τ . For Dec queries on c � c�, the behavior is identical in H1 and H2 because of

the check at the beginning. For a Dec query on c � c�, the answer of the query in no way would depend on

c0 sampled for i � k. So the behavior of Dec is unchanged. It follows that PrrH1s ¤ PrrH2s � qEnc{2τ .

Adversary A1. Finally we can see that our adversary A1 (defined in Fig. 4.22) perfectly simulates the view of

Am in H3. It was obtained by copying the code of H3 and then modifying it to query its Enc and Dec oracle as

appropriate. It follows that PrrH2s � 0.5PrrG$cca-m
PKE,1s�0.5p1�PrrG$cca-m

PKE,0sq. Hence, 2PrrH2s�1 � Adv$cca-m
PKE pA1q.

Adversary A1’s extra running time comes from using PKE.E in SimEnc. Its extra memory is that required

for running PKE.E, for storing i, and for storing pc�,m�q.

4.6 Extended Discussion of Oracle Adversaries

Following our convention from Section 4.2, the reduction adversaries we provide in a variety of our results are

F-oracle adversaries for different choices of F . This is summarized by the table in Fig. 4.1. One justification

for why this is acceptable is that this oracle can always be pseudorandomly instantiated, if needed (as

captured by Theorem 4.2.1). In this section we will give examples to show that appropriate pseudorandom

objects exist.

Result Security Notion Required Oracle

Thm. 4.3.1 1UFCMA Inj�pDS.M, rqSigns,D.Rq
Thm. 4.3.3 1UFCMA FcspDS.M, rqSigns,D.Rq
Thm. 4.3.4 OW-RSA Fcspt0, 1uR.k, t0, 1u�,Z�p�qq � Injpt0, 1u�, rqSigns, t0, 1urlq
Thm. 4.4.1 INDR FcspNE.N,NE.C, t0, 1uτ q
Thm. 4.5.1 1CCA-� FcspN, D,PKE.Rq
Thm. 4.5.2 1$CCA-m Inj�pN� PKE.Ek, t0, 1un � rqEncs,PKE.Cpek, nqq

Table 4.1: Summary of the F-oracle adversaries obtained by the results in this chapter.

However we emphasize that our perspective is that, in general, fixing specific concrete choices for these

instantiations is a secondary concern. Suppose, for example, that an efficient, low-memory adversary A is

shown to exist against the security of a digital signature scheme DS which was proven secure with an F-oracle

reduction Rrs to cryptographic assumption Π. A motivated cryptographer could easily put together a list
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F1,F2, . . . or many candidate F-pseudorandom functions. Either instantiating RrAs’s oracle with one of the

functions on this list would give an efficient, low-memory attack against Π or RrAs would be successfully

attacking the pseudorandomness of every Fi on our list (which was chosen after R and A were fixed).

Consequently, our priority in this section is to highlight the existence of appropriate pseudorandom ob-

jects, not in making optimal choices for them. We optimize our choices for ease of explanation. For example,

all the required tweakable random functions (Theorems 4.3.3, 4.3.4, 4.4.1, and 4.5.1) can implemented using

a hash function (say SHA2 or SHA3) which is commonly modeled as a random oracle. For FcspT,D,Rq
given a hash function H : t0, 1u� Ñ R we simply define FKpt, dq � HpK } xt, dyq where is x�, �y encoding of

tuples from T �D. If R � t0, 1uτ , finding such an H is straightforward. For other R of interest we expect

to be able to use standard techniques to create such a H from H 1 with range t0, 1uτ (e.g. using rejection

sampling, so Hpxq � H 1pi, xq for the first i P rns such that H 1pi, xq P R).

Tweakable injections, Inj�pT,D,Rq, are needed for Theorems 4.3.1, 4.3.4, and 4.5.2. We first note that

a tweakable pseudorandom injection with efficient inversion can be instantiated from blockciphers using the

CMC enciphering scheme [HR03]. Since blockciphers can in turn be constructed from PRFs [LR88], the

assumption of existence of tweakable pseudorandom injection with efficient inversions is essentially same as

the assumption of existence of PRFs. A large, structured tweak set T can always be handled by using a

collision-resistant hash function to map it to a more standard tweak set. For examples of interest, the choices

of R for Theorems 4.3.1 and 4.3.4 are likely to be t0, 1u128 or t0, 1u256. Thus we can implement them by

taking tweakable blockciphers obtained from standard blockciphers and restricting their domain to match

D. Should Theorem 4.3.1 require a larger R we can use a large-block blockcipher such as those designed by

Hoang, Krovetz, and Rogaway [HKR15].

For Theorem 4.5.2, given tweak pn, ekq we need an injection from elements of t0, 1un�rqEncs to PKE.Cpek, nq
the ciphertext space of PKE using key ek for messages of length n. How this is achieved, will of course de-

pend on the choice of PKE. One common possibility is PKE.Cpek, nq � Cpekq � t0, 1un�τ where C is some

structured set dependent on ek (e.g. ZN for RSA) and τ is a constant (e.g. 128). If rlog qEncs bits of a

random element of c P Cpekq look uniformly random (when not conditioned on the rest of c) then we can use

a misuse-resistant authenticated encryption scheme with ciphertexts τ bits longer than the input message

to encrypt the message pm, iq P t0, 1un � rqEncs using pn, ekq as a nonce to obtain a ciphertext of length

rlog qEncs � n � τ . Treating the first rlog qEncs bits of the ciphertext as part of some c P Cpekq we can use

deterministic rejection sampling (using some PRF) to sample the rest of the bits of c.
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4.7 KEM/DEM (Application Requiring AE/$CCA-m)

In this section we exhibit reductions which are memory-tight when we use the w � m variant of definitions,

but for which this memory-tightness does not appear possible if we use w � � or K. The reductions are for

proving the security encryption schemes based on the KEM/DEM paradigm. In the paradigm we construct

an encryption scheme KD given two encryption schemes KEM and DEM. To encrypt a message m we first

sample a random key K for DEM which we encrypt using KEM. Then using DEM with key K we encrypt

m. Decryption proceeds by using KEM to recover K and then using it with DEM to recover m.

We consider the cases when KEM (and hence KD) is a secret-key or public-key encryption scheme.7 In

either case we use a secret-key encryption scheme for DEM. For now let us consider the secret-key case; the

public-key case is similar. Our goal is to show that if KEM is AE-w secure and DEM is AE-w secure (against

multi-user attacks making one encryption query per user), then KD is AE-w secure. Our goal is for these

reductions to be memory-tight.

In particular, for motivating the usefulness of -m style definition, we are most interested in the reduction

to the security of KEM. In fact, the standard reduction to the security of KEM works and is memory-tight

when w � m. (The reduction to the security of DEM will require non-standard steps making use of our

efficient tagging technique.) It seems unlikely the reduction to KEM’s security can be made memory-tight if

w P tK, �u instead.

To understand the issue at hand, let us discuss how the proof works at a high level. Broadly, we use a

reduction to the security of KEM to switch ciphertexts encrypting K to be random so that K itself is random

from the perspective of the adversary. With these random K we can then apply the security of DEM. Our

focus is on the memory-tightness of the first step. Given adversary Akd against KD we build Ak against

security of KEM as following. On an encryption query for m, adversary Ak will sample a random K and then

ask its own encryption oracle for an encryption ck of K and locally use K to encrypt m into the ciphertext

cd. It returns pck, cdq to Akd. The interesting challenge is in simulating decryption queries for some pck, cdq.
When w � m, adversary Ak can query ck to its own decryption oracle to receive some K and use that to

decrypt cd. For w P tK, �u, this works fine unless ck was previously returned by an encryption query in which

case Ak’s oracle returns K or � (as appropriate) which does not enable Ak to simulate decryption properly if

cd was not also returned by that encryption query. As such, it is not clear how Ak could respond correctly

without storing all prior encryption queries.

The step described above is main motivation of this section, showing how w � m can be useful for security

proofs. The second step of the proof also required some care to be memory-tight. The natural reduction to

7The public-key case is a standard “textbook” construction of an encryption scheme. The secret-key case also arises in
practice where a master key is used to encryption subkeys which are used to encryption the message. See, for example, some
key-rotation schemes [EPRS17].
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KDrNEk,NEds.K

Kk Ð$ NEk.K

Return K

KDrNEk,NEds.EpKk, n,mq

KÐ$ NEd.K

ck Ð NEk.EpKk, n,Kq

cd Ð NEd.EpK, 0,mq

Return pck, cdq

KDrNEk,NEds.DpKk, n, cq

pck, cdq Ð c

K Ð NEk.DpKk, n, ckq

If K � K:

Return NEd.DpK, 0, cdq

Return K

Figure 4.26: Nonce-based AE scheme KDrNEk,NEds constructed from nonce-based AE schemes NEk and NEd

via the KEM/DEM paradigm.

the multi-user security of DEM works as follows. For an encryption query it samples a random ciphertext for

the KEM, samples key K at random, then queries its oracles to create a new user for DEM and have that user

encrypt K. On a decryption query pck, cdq, if ck was a ciphertext it picked randomly for a prior encryption

query, it wants to query its decryption oracle to get cd decrypted. This requires remembering the name of

the new user created during the encryption query that returned ck and would thus not be memory-tight.

We use our message encoding technique to make this memory-tight. In particular, to respond to encryption

queries we create ck as the output of an injection applied to the name of the new user being created which

allows us to later recover this when responding to decryption queries.

In Section 4.7.1 we formalize the proof when KEM is a secret-key, nonce-based scheme and in Section 4.7.2

we do the same for when it is a public-key scheme.

4.7.1 Secret-key KEM/DEM

KEM/DEM Scheme. Let NEk and NEd be nonce-based encryption schemes. Then we define the KEM/DEM

nonce-based encryption scheme KDrNEk,NEds as shown in Fig. 4.26. Technically KD does not meet our syntax

for nonce-based encryption from Section 4.4, due to being randomized. Requiring nonce-based encryption

be deterministic is not actually important for our purposes, so we ignore this technicality.

Multi-user AE security. For our proof we will require that NEd provide multi-user security against

attacks making one encryption query. So we require an extension of the notion of AE security to the multi-

user setting. The multi-user setting allows the adversary to make encryption and decryption queries for

multiple keys. We use the games in Fig. 4.27 to define the multi-user AE (muAE) security. For w P tm, �,Ku,
the advantage against multi-user AE security of a scheme NE is defined as Advmu-ae-w

NE pAq � PrrGmu-ae-w
NE,1 pAqs�

PrrGmu-ae-w
NE,0 pAqs.
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Game Gmu-ae-w
NE,b pAq

uÐ 0

b1 Ð ANew,Encb,Decwb

Return b1 � 1

Newpq

uÐ u� 1

KuÐ$ NE.K

Encbpi, n,mq

c1 Ð NE.EpKi, n,mq

c0 Ð$ t0, 1uNE.clp|m|q

M ri, n, cbs Ð m

Return cb

Decwb pi, n, cq

If M ri, n, cs � K

Return M ri, n, cs if w � m

Return � if w � �

Return K if w � K

m1 Ð NE.DpKi, n, cq

m0 Ð K

Return mb

Figure 4.27: Game defining multi-user AE security

Security result. The following theorem captures our result, that KDrNEk,NEds can be proven AE-m secure

from the AE-m security of NEk and the muAE-m security of NEd, where both reductions are memory-tight.

Theorem 4.7.1. Let NEk, NEd be nonce-based encryption schemes and let τ � NEk.clpNEd.klq ¡ 0. Let Aa

be an AE-m adversary with QuerypAaq � pqEnc, qDecq. Define pT,D,Rq � pNEk.N, rqEncs, t0, 1uτ q. Let Ba
be as defined in Fig. 4.29 and Ca be the Inj�pT,D,Rq-oracle adversary defined in Fig. 4.31. Then,

Advae-m
KDrNEk,NEdspAaq ¤ Advae-m

NEk
pBaq � Advmu-ae-m

NEd
pCaq � qEncpqEnc � 4qDecq{2τ .

QuerypBaq � pqEnc, qDecq
TimepBaq � TimepAaq � pqEnc � qDecqTimepNEdq
MempBaq � MempAaq �MempNEdq.

QuerypCaq � pqEnc, qDecq
Time�pCaq � TimepAaq
Mem�pCaq � MempAaq.

Proof. We consider the hybrids H0 through H3 and L0 through L4 defined in Figs. 4.28 and 4.30. Of these

hybrids we will make the following claims, which establish the claimed upper bound on the advantage of Aa.

1. PrrGae-m
KDrNEk,NEds,1

pAaqs � PrrH0s
2. PrrH0s ¤ PrrH1s � Advae-m

NEk
pBaq

3. PrrH1s ¤ PrrH2s � 0.5 � q2
Enc{2τ

4. PrrH2s � PrrH3s
5. PrrH3s ¤ PrrL0s � 2qEncqDec{2τ

6. PrrL0s ¤ PrrL1s � Advmu-ae-m
NEd

pCaq
7. PrrL1s ¤ PrrL2s � 2qEncqDec{2τ
8. PrrL2s ¤ PrrL3s � 0.5 � q2

Enc{2τ
9. PrrL3s � PrrGae-m

KDrNEk,NEds,0
pAaqs

Transition to H0. We claim that H0 is identical to Gae-m
KDrNEk,NEds,1

. Note that, in the latter, Enc produces

honest encryptions using KD and Dec produces honest decryptions. It is immediately clear that the same

holds for Enc in H0 and the else branch of Dec in H0. Consider the first branch in Dec. We have used
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Hybrids Hh for 0 ¤ h ¤ 3

f Ð$ InjpT,D,Rq //Hr2,8q

lÐ I

uÐ 0 //Hr2,8q

Kk Ð$ NEk.K

b1 Ð AEnc,Dec
a

Return b1 � 1

Encpn,mq

uÐ u� 1 //Hr2,8q

KÐ$ NEd.K

ck Ð NEk.EpKk, n,Kq //Hr0,1q

ck Ð$ t0, 1uNEk.clp|K|q //Hr1,2q

ck Ð fpn, uq //Hr2,8q

cd Ð NEd.EpK, 0,mq

Y rlpn, ckqs Ð K

M rlpn, ckq, cds Ð m //Hr3,8q

Return pck, cdq

Decpn, cq

pck, cdq Ð c

If Y rlpn, ckqs � K:

If M rlpn, ckq, cds � K: //Hr3,8q

Return M rlpn, ckq, cds //Hr3,8q

K Ð Y rlpn, ckqs

Return NEd.DpK, 0, cdq

Else:

K Ð NEk.DpKk, n, ckq //Hr0,1q

K Ð K //Hr1,8q

If K � K:

Return NEd.DpK, 0, cdq

Return K

Figure 4.28: First set of hybrids used for proof of Theorem 4.7.1. I denotes the identity function.

grey highlighting to indicate the relevant code. Note that l is the identity function (its presence will be

notationally convenient for future game transitions). Y is a table indexed by n, ck pairs which stores the key

in encrypted ck. The use of Y in Dec simply recovers this K without decrypting ck. By the correctness of

NEk this is identical to having done the decryption, so PrrGae-m
KDrNEk,NEds,1

pAaqs � PrrH0s follows.

Transition H0 to H1. In hybrid H1, the ciphertext ck is now sampled uniformly at random. Also in Dec,

the key K is assigned the value K if the Y rn, cks � K. These difference correspond to what we expect from the

security of NEk. We define Ba in Fig. 4.29 from hybrid H1 by replacing encryption and decryption of K with

appropriate queries to its oracle. This adversary is nonce-respecting because Aa is. Note that the use of table

Y in the hybrids matches the table from Gae-m. We can see that when interacting with Gae-m
NEk,1

, Ba simulates

H0 to Aa and when interacting with Gae-m
NEk,0

, Ba simulates H1 to Aa. Hence PrrH0s � PrrH1s � Advae-m
NEk
pBaq.

After this transition the else branch in Dec is dead code. We remove it later when transitioning to L0.

Transition H1 to H2. In hybrid H2, instead of sampling ck at random, we assign it the output of a random

injective function f applied to nonce n and a counter u (we will later make u correspond to users in Gmu-ae-w).

The switching lemma tells us that PrrH2s ¤ PrrH1s � 0.5 � q2
Enc{2τ .

Transition H2 to H3. In hybrid H3, we introduce a table M which is indexed by n, ck, cd (the first two via

l) and stores the value of m whose encryption under K � Y rlpn, ckqs is cd. This table is used in Dec to skip



93

Adversary BEnc,Dec
a

b1 Ð ASimEnc,SimDec
a

Return b1

SimEncpn,mq

KÐ$ NEd.K

ck Ð Encpn,Kq

cd Ð NEd.EpK, 0,mq

Return pck, cdq

SimDecpn, cq

pck, cdq Ð c

K Ð Decpn, ckq

If K � K:

Return NEd.DpK, 0, cdq

Return K

Figure 4.29: Adversary Ba for Theorem 4.7.1.

Hybrids L` for 0 ¤ ` ¤ 3

f Ð$ Inj�pT,D,Rq //Lr0,3q

lÐ f�1 //Lr0,2q

lÐ I //Lr2,8q

uÐ 0 //Lr0,3q

Kk Ð$ NEk.K

b1 Ð AEnc,Dec
a

Return b1 � 1

Encpn,mq

uÐ u� 1 //Lr0,3q

KÐ$ NEd.K

ck Ð fpn, uq //Lr0,3q

ck Ð$ t0, 1uNEk.clp|K|q //Lr3,8q

cd Ð NEd.EpK, 0,mq //Lr0,1q

cd Ð$ t0, 1uNEd.clp|m|q //Lr1,8q

Y rlpn, ckqs Ð K

M rlpn, ckq, cds Ð m

Return pck, cdq

Decpn, cq

pck, cdq Ð c

If 1 ¤ f�1pn, ckq ¤ u: //Lr0,2q

If Y rlpn, ckqs � K: //Lr2,8q

If M rlpn, ckq, cds � K:

Return M rlpn, ckq, cds

K Ð Y rlpn, ckqs //Lr0,1q

Return NEd.DpK, 0, cdq //Lr0,1q

Return K

Figure 4.30: Second set of hybrids used for proof of Theorem 4.7.1.

the step of decrypting cd. By the correctness of NEd this does not change functionality, so PrrH2s � PrrH3s.
Transition H3 to L0. Next we transition to hybrid L0 shown in Fig. 4.30. We have highlighted all ways

that this differs from hybrid H3 (other than the elimination of the aforementioned dead code in the else

branch of Dec). Our changes were twofold, consisting of switching the function l indexing into our tables to

f�1 and switching the if condition in Dec. Considering the latter first, note that the checks Y rlpn, ckqs � K
in H3 and 1 ¤ f�1pn, ckq ¤ u in L0 can only differ if the second is true and the first is false. This requires

the adversary to guess something in the image of fpn, �q other than the (at most) one example it can obtain

from Enc. Switching to using l � f�1 similarly can only change behavior if a Decpn, pck, cdqq query is made

where ck is in the image of fpn, �q, but ck was not returned in a prior Enc query with n. Note that the

domain (and hence the image) of fpn, �q has size qEnc and its range has size 2τ . So for a given decryption
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Adversary CNew,Enc,Dec
a

f Ð$ InjpT,D,Rq

uÐ 0

b1 Ð ASimEnc,SimDec
a

Return b1

SimEncpn,mq

uÐ u� 1

Newpq

ck Ð fpn, uq

cd Ð Encpu, 0,mq

Return pck, cdq

SimDecpn, cq

pck, cdq Ð c

iÐ f�1pn, ckq

If 1 ¤ i ¤ u:

Return Decpi, 0, cdq

Return K

Figure 4.31: Adversary Ca for Theorem 4.7.1.

query this bad event happens in H3 with probability at most qEnc{p2τ � 1q ¤ 2qEnc{2τ . Taking a union

bound over all Dec queries gives that PrrH3s ¤ PrrL0s � 2qEncqDec{2τ .

Transition L0 to L1. In hybrid L1, the ciphertext cd is now sampled uniformly at random. Also in Dec,

if the M rlpn, ckq, cds � K then the oracle always returns K. These difference correspond to what we expect

from the multi-user security of NEd. We define Ca in Fig. 4.31 from hybrid L1 by replacing encryption

and decryption of cd with appropriate queries to its oracle. We claim that when interacting with Gmu-ae-m
NE,1 ,

Ca simulates L0 to Aa and when interacting with Gmu-ae-m
NE,0 , Ca simulates L1 to Aa. To see this, note that

the variable u in these hybrids matches the same variable in Gmu-ae-m. Additionally, if i � lpn, ckq then the

values Y ris and M ri, cds in these hybrids always match Ki and M ri, 0, cds in Gmu-ae-m. (The claims can be

rigorously verified by plugging the code of Gmu-ae-m
NE,b into Ca and comparing side-by-side with L1�b.) This gives

PrrL1s ¤ PrrL0s � Advmu-ae-m
NE pCaq.

Transition L1 to L2. In hybrid L2, we undo the code changes used to transition from H3 to L0. Namely,

l is set back to I and the if statement in Dec is reverted. By the same logic as that prior transition,

PrrL2s ¤ PrrL1s � 2qEncqDec{2τ .

Transition L2 to L3. In hybrid L3, we undo the code changes used to transition from H1 to H2. Namely,

we get rid of the injection f and sample ck uniformly. By the same logic as that prior transition, PrrL3s ¤
PrrL2s � 0.5 � q2

Enc{2τ .

Final Transition. Finally, we claim that L3 and Gae-m
KDrNEk,NEds,0

are identical. Recall that in the latter,

Enc always returns random ciphertexts. The same holds in L3. Similarly, the two games have the same

behavior in only responding with non-K values to Dec queries for ciphertexts that were trivially forwarded

from earlier Enc queries. In particular, we can see this by noting that M rlpn, ckq, cds in L3 always has the

same value as M rn, pck, cdqs in Gae-m
KDrNEk,NEds,0

and that M rlpn, ckq, cds � K implies Y rlpn, ckqs � K.
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Game Gmu-$cca-w
NE,b pAq

uÐ 0

b1 Ð ANew,Encb,Decwb

Return b1 � 1

Newpq

uÐ u� 1

KuÐ$ NE.K

Encbpi, n,mq

c1 Ð NE.EpKi, n,mq

c0 Ð$ t0, 1uNE.clp|m|q

M ri, n, cbs Ð m

Return cb

Decwb pi, n, cq

If M ri, n, cs � K

Return M ri, n, cs if w � m

Return � if w � �

Return K if w � K

mÐ NE.DpKi, n, cq

Return m

Figure 4.32: Game defining multi-user $CCA security of nonce-based encryption.

4.7.2 Public-key KEM/DEM

KEM/DEM scheme. Let NE be a nonce-based encryption scheme. Let PKE be a public-key encryption

scheme. Then we define the KEM/DEM public-key encryption scheme KDrPKE,NEs as shown in Fig. 4.33.

Multi-user $CCA security of NE. For our proof we will again require that NE provide multi-user security

against attacks making one encryption query. For this proof we will use a $CCA-style definition rather than

AE. We use the games in Fig. 4.32 to define the multi-user $CCA (mu$CCA) security of NE. If differs

from muAE only in that the decryption oracle always returns honest decryptions of ciphertexts that were

not trivially forwarded. For w P tm, �,Ku, the advantage against multi-user AE security of a scheme NE is

defined as Advmu-$cca-w
NE pAq � PrrGmu-$cca-w

NE,1 pAqs � PrrGmu-ae-w
NE,0 pAqs.

Uniformity of PKE. For our proof we will additionally need to make the statistical assumption that the

distribution of sampling ciphertexts randomly from PKE.Cpek,NE.klq is close (in statistical distance) to the

distribution obtained by encrypting a random K. Formally, we say that PKE is pκ, εq-uniform if for all

pek, dkq P PKE.K and all (not necessarily efficient) A it holds that

PrrApcq � 1 : cÐ$ PKE.Cpek, κqs � PrrApcq � 1 : KÐ$ t0, 1uκ; cÐ$ PKE.Epek,Kqs ¤ ε.

As one example, this will hold with ε � 0 for schemes in which PKE.Epek,K; �q is injective for all K P t0, 1uκ
and PKE.Cpek, κq � tPKE.Epek,K; rquK,r.
Security result. The following theorem captures that KDrPKE,NEs can be proven $CCA-m secure from

the security of PKE and NE, where all reductions are memory-tight.
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KDrPKE,NEs.K

pek, dkq Ð$ PKE.K

Return pek, dkq

KDrPKE,NEs.Epek,mq

KÐ$ NE.K

ck Ð$ PKE.Epek,Kq

cd Ð NE.EpK, 0,mq

Return pck, cdq

KDrPKE,NEs.Dpdk, cq

pck, cdq Ð c

K Ð PKE.Dpdk, ckq

If K � K:

Return NE.DpK, 0, cdq

Return K

Figure 4.33: A public-key scheme KDrPKE,NEs constructed from a public key encryption scheme PKE and

a nonce-based encryption scheme NE.

Theorem 4.7.2. Let NE be a nonce-based encryption scheme with NE.clpnq ¥ n � NE.xl for all n and let

PKE be a pNE.kl, εq-uniform public key encryption scheme. Let τ satisfy |PKE.Cpek,NE.klq| ¥ 2τ for all ek

and NE.xl ¥ τ . Let Ac be an $CCA-m adversary with QuerypAcq � pqEnc, qDecq and assume qEnc ¤ 0.5 � 2τ .

Define T � PKE.Ek and pDek, Rekq � prqEncs,PKE.Cpek,NE.klqq for ek P T . Define T 1 � t0, 1u� � N,

D1
pck,lq

� t0, 1ul, and R1
pck,lq

� t0, 1uNE.clplq. Let Bc be as defined in Fig. 4.35, let Ca be the Inj�pT,D,Rq-
oracle adversary defined in Fig. 4.37, and let Ec be the Inj�pT 1, D1, R1q-oracle adversary defined in Fig. 4.39.

Then,

Adv$cca-m
KDrPKE,NEspAcq ¤ Adv$cca-m

PKE pBcq � Advmu-$cca-m
NE pCaq � Advcca-m

PKE pEcq � 2qEnc � ε� p2.5 � q2
Enc � 4qDecq{2τ

QuerypBcq � pqEnc, qDecq
TimepBcq � TimepAcq � pqEnc � qDecqTimepNEq
MempBcq � MempAcq �MempNEq.

QuerypCaq � pqEnc, qEnc, qDecq
Time�pCaq � TimepAcq
Mem�pCaq � MempAcq.

QuerypEcq � qEnc � qDec

TimepEcq � TimepAcq � pqEnc � qDecqTimepNEq
MempEcq � MempAcq �MempNEq.

Proof. We consider the hybrids H0 through H3 and L0 through L3 defined in Figs. 4.34 and 4.36. Of these

hybrids we the following claims establish the upper bound on the advantage of Ac claimed in the proof.
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Hybrids Hh for 0 ¤ h ¤ 3

f Ð$ InjpT,D,Rq //Hr2,8q

lÐ I

uÐ 0 //Hr2,8q

pek, dkq Ð$ PKE.K

b1 Ð AEnc,Dec
c pekq

Return b1 � 1

Encpmq

uÐ u� 1 //Hr2,8q

KÐ$ NE.K

ck Ð$ PKE.Epek,Kq //Hr0,1q

ck Ð$ PKE.Cpek, |K|q //Hr1,2q

ck Ð fpek, uq //Hr2,8q

cd Ð NE.EpK, 0,mq

Y rlpek, ckqs Ð K

M rlpek, ckq, cds Ð m //Hr3,8q

Return pck, cdq

Decpcq

pck, cdq Ð c

If Y rlpek, ckqs � K:

If M rlpek, ckq, cds � K: //Hr3,8q

Return M rlpek, ckq, cds //Hr3,8q

K Ð Y rlpek, ckqs

Return NE.DpK, 0, cdq

Else:

K Ð PKE.Dpdk, ckq

If K � K:

Return NE.DpK, 0, cdq

Return K

Figure 4.34: First set of hybrids used for proof of Theorem 4.7.2. I denotes the identity function.

1. PrrG$cca-m
KDrPKE,NEs,1pAcqs � PrrH0s

2. PrrH0s ¤ PrrH1s � Adv$cca-m
PKE pBcq

3. PrrH1s ¤ PrrH2s � 0.5 � q2
Enc{2τ

4. PrrH2s � PrrH3s � PrrL0s
5. PrrL0s ¤ PrrL1s � Advmu-$cca-m

NE pCaq
6. PrrL1s � PrrL2s � PrrL3s
7. PrrL3s ¤ PrrL4s � 0.5 � q2

Enc{2τ
8. PrrL4s � PrrM0s
9. PrrM0s ¤ PrrM1s � 0.5 � q2

Enc{2τ

10. PrrM1s ¤ PrrM2s � 2qDec{2τ
11. PrrM2s ¤ PrrM3s � qEnc � ε
12. PrrM3s ¤ PrrM4s � Advcca-m

PKE pEcq
13. PrrM4s ¤ PrrM5s � qEnc � ε
14. PrrM5s ¤ PrrM6s � 2qDec{2τ
15. PrrM6s ¤ PrrM7s � 0.5 � q2

Enc{2τ
16. PrrM7s ¤ PrrM8s � 0.5 � q2

Enc{2τ
17. PrrM8s � PrrG$cca-m

KDrPKE,NEs,0pAcqs

Transition to H0. We claim that H0 is identical to G$cca-m
KDrPKE,NEs,1. Note that, in the latter, Enc produces

honest encryptions using KD and Dec produces honest decryptions. It is immediately clear that the same

holds for Enc in H0 and the else branch of Dec in H0. Consider the first branch in Dec. We have used

grey highlighting to indicate the relevant code. Note that l is the identity function I (its presence will be

notationally convenient for future game transitions). Y is a table indexed by ek, ck pairs which stores the

key encrypted in ck. The use of Y in Dec simply recovers this K without decrypting ck. By the correctness

of PKE this is identical to having done the decryption, so PrrG$cca-m
KDrPKE,NEs,1pAcqs � PrrH0s follows.
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Adversary BEnc,Dec
c pekq

b1 Ð ASimEnc,SimDec
c pekq

Return b1

SimEncpmq

KÐ$ NE.K

ck Ð EncpKq

cd Ð NE.EpK, 0,mq

Return pck, cdq

SimDecpcq

pck, cdq Ð c

K Ð Decpckq

If K � K:

Return NE.DpK, 0, cdq

Return K

Figure 4.35: Adversary Bc for Theorem 4.7.2.

Transition H0 to H1. In hybrid H1, the ciphertext ck is now sampled uniformly at random. This difference

corresponds to what we expect from the $CCA-m security of PKE. We define Bc in Fig. 4.35 from hybrid

H1 by replacing encryption and decryption of K with appropriate queries to its oracle. Note that the use of

table Y in the hybrids is similar to the table M from G$cca-m (in Y all entries are additionally indexed by the

same ek). We can see that when interacting with G$cca-m
PKE,1 , Bc simulates H0 to Ac and when interacting with

G$cca-m
PKE,0 , Bc simulates H1 to Ac. Hence PrrH0s ¤ PrrH1s � Adv$cca-m

PKE pBcq.
Transition H1 to H2. In hybrid H2, instead of sampling ck at random, we assign it the output of a random

injective function f applied to the encryption key ek as the tweak and a counter u (we will later make u

correspond to users in Gmu-ae-m). The switching lemma tells us that PrrH1s ¤ PrrH2s � 0.5 � q2
Enc{2τ .

Transition H2 to H3. In hybrid H3, we introduce a table M which is indexed by ek, ck, cd (the first two via

l) and stores the value of m whose encryption under K � Y rlpek, ckqs is cd. This table is used in Dec to skip

the step of decrypting cd. By the correctness of NE this does not change functionality, so PrrH2s � PrrH3s.
Transition H3 to L0. Next we transition to hybrid L0 shown in Fig. 4.36. We have highlighted all ways

that this differs from hybrid H3. Our changes were twofold, consisting of switching the function l indexing

into our tables to f�1 and switching the if condition in Dec. Considering the latter first, note that the

checks Y rlpek, ckqs � K in H3 and 1 ¤ f�1pek, ckq ¤ u in L0 are identical. Note that Y rlpek, ckqs � K iff

ck was returned by the u1-th Enc query for some 1 ¤ u1 ¤ u which holds iff f�1pek, ckq � u1. Switching

to using l � f�1 cannot change behavior since pek, ckq � pek, c1kq iff f�1pek, ckq � f�1pek, c1kq � K. Thus

PrrH3s � PrrL0s.
Transition L0 to L1. In hybrid L1, the ciphertext cd is now sampled uniformly at random. We define Ca in

Fig. 4.37 from hybrid L1 by replacing encryption and decryption of cd with appropriate queries to its oracle.

We claim that when interacting with Gmu-$cca-m
NE,1 , Ca simulates L0 to Ac and when interacting with Gmu-$cca-m

NE,0 ,

Ca simulates L1 to Ac. To see this, note that the variable u in these hybrids matches the same variable in
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Hybrids L` for 0 ¤ ` ¤ 4

f Ð$ Inj�pT,D,Rq //Lr0,4q

gÐ$ FcspT 1, D1, R1q //Lr2,8q

lÐ f�1 //Lr0,3q

lÐ I //Lr3,8q

uÐ 0 //Lr0,4q

pek, dkq Ð$ PKE.K

b1 Ð AEnc,Dec
a pekq

Return b1 � 1

Encpmq

uÐ u� 1 //Lr0,4q

KÐ$ NE.K

ck Ð fpek, uq //Lr0,4q

ck Ð$ PKE.Cpek, |K|q //Lr4,8q

cd Ð NE.EpK, 0,mq //Lr0,1q

cd Ð$ t0, 1uNE.clp|m|q //Lr1,2q

cd Ð gppck, |m|q,mq //Lr2,8q

Y rlpek, ckqs Ð K

M rlpek, ckq, cds Ð m

Return pck, cdq

Decpcq

pck, cdq Ð c

If 1 ¤ f�1pek, ckq ¤ u://Lr0,3q

If Y rlpek, ckqs � K://Lr3,8q

If M rlpek, ckq, cds � K:

Return M rlpek, ckq, cds

K Ð Y rlpek, ckqs

Return NE.DpK, 0, cdq

Else:

K Ð PKE.Dpdk, ckq

If K � K:

Return NE.DpK, 0, cdq

Return K

Figure 4.36: Second set of hybrids used for proof of Theorem 4.7.2.

Gmu-$cca-m. Additionally, if i � lpek, ckq then the values Y ris and M ri, cds in these hybrids always match Ki

and M ri, 0, cds in Gmu-$cca-m. (The claims can be rigorously verified by plugging the code of Gmu-$cca-m
NE,b into

Ca and comparing side-by-side with L1�b.) This gives PrrL0s ¤ PrrL1s � Advmu-$cca-m
NE pCaq.

Transition L1 to L2. In hybrid L2, the ciphertext cd is now the output of a random function g from

FcspT 1, D1, R1q, rather than being sampled uniformly. (Recall T 1 � t0, 1u��N, D1
pck,lq

� t0, 1ul, and R1
pck,lq

�
t0, 1uNE.clplq.) The inputs to g never repeat (because ck never repeats), so this does not modify the behavior

of the game, giving PrrL1s � PrrL2s.
Transition L2 to L3. In hybrid L3, we undo the code changes used to transition from H3 to L0. Namely,

l is set back to I and the if statement in Dec is reverted. By the same logic as that prior transition,

PrrL2s � PrrL3s.
Transition L3 to L4. In hybrid L4, we undo the code changes used to transition from H1 to H2. Namely,

we get rid of the injection f and sample ck uniformly. By the same logic as that prior transition, PrrL3s ¤
PrrL4s � 0.5 � q2

Enc{2τ .

Transition L4 to M0. Next we transition to the game M0 shown in Fig 4.38. In this game we made

simplifications to L4 to prepare us for our final transitions. In particular, we removed the labelling function

l and instead index into tables Y and M directly. We additionally drop the use of ek in this indexing. Then
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Adversary CNew,Enc,Dec
a

f Ð$ Inj�pT,D,Rq

uÐ 0

pek, dkq Ð$ PKE.K

b1 Ð ASimEnc,SimDec
c pekq

Return b1

SimEncpmq

uÐ u� 1

Newpq

ck Ð fpek, uq

cd Ð Encpu, 0,mq

Return pck, cdq

SimDecpcq

pck, cdq Ð c

iÐ f�1pek, ckq

If 1 ¤ i ¤ u:

Return Decpi, 0, cdq

Else:

K Ð PKE.Dpdk, ckq

If K � K:

Return NE.DpK, 0, cdq

Return K

Figure 4.37: Adversary Ca for Theorem 4.7.2.

the code in Dec was rewritten for ease of comparison to the final game we are trying to reach (M8, which we

will show is equivalent to G$cca-m
KDrPKE,NEs,0pAcq). Because M rek, ck, cds � K implies Y rek, cks � K, we separated

out the if statement which checks M , rather than leaving it nested inside of the check for Y . Rather than

repeating the code which runs NE.D in two separate branches we consolidated to be run at the end of the

oracle. None of these changes modify the behavior of the game, so PrrL4s � PrrM0s.
Note that the final game M8 we are moving toward differs from this game primarily in that, for decryption

queries when M rek, ck, cds � K but Y rek, cks � K game M0 uses the key stored in Y (which was chosen at

random) to decrypt cd while game M8 will used whatever key is encrypted in ck. These extra transition were

not needed in our secret-key KEM/DEM proof because the final game we were transitioning to in that proof

returned K for any decryption query not directly forwarded from encryption.

Transition M0 to M1. To transition to M1 we sample g as an injection, rather than a function. The

switching lemma tells us that PrrM0s ¤ PrrM1s � 0.5 � q2
Enc{2τ .

Transition M1 to M2. In M2 we replace the use of the tableM with g�1 in Dec. These games will differ only

if the adversary makes a decryption query for pck, cdq where M rck, cds � K and g�1ppck, |cd|�NE.xlq, cdq � K.

We can bound the probability of such a query in M1. To make such a query, the adversary must be

“guessing” a new point in the image of g�1ppck, |cd| � NE.xlq, �q other than the at most qEnc examples it

may have been given from Enc. Note that in M1, these examples from Enc are the only way that g affects

the behavior of the game. Note that the range of g�1ppck, |cd| � NE.xlq, �q has size 2|cd| and its image has

size 2|cd|�NE.xl. Thus (using that qEnc ¤ 0.5 � 2τ ) any particular decryption query has probability at most
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Hybrids M` for 0 ¤ ` ¤ 8

pek, dkq Ð$ PKE.K

gÐ$ FcspT 1, D1, R1q //Mr0,1q,Mr7,8q

gÐ$ InjpT 1, D1, R1q //Mr1,7q

b1 Ð AEnc,Dec
c pekq

Return b1 � 1

Encpmq

KÐ$ NE.K

ck Ð$ PKE.Cpek, |K|q //Mr0,3q,Mr5,8q

K 1 Ð$ NE.K //Mr3,5q

ck Ð$ PKE.Epek,K 1q //Mr3,5q

cd Ð gppck, |m|q,mq //Mr0,8q

cd Ð$ t0, 1uNE.clp|m|q //Mr8,8q

Y rcks Ð K

M rck, cds Ð m

Return pck, cdq

Decpcq

pck, cdq Ð c

If M rck, cds � K: //Mr0,2q,Mr6,8q

Return M rck, cds //Mr0,2q,Mr6,8q

mÐ g�1ppck, |cd| � NE.xlq, cdq//Mr2,6q

If m � K: Return m//Mr2,6q

If Y rcks � K:

K Ð Y rcks//Mr0,4q

K Ð PKE.Dpdk, ckq//Mr4,8q

Else:

K Ð PKE.Dpdk, ckq

If K � K:

Return NE.DpK, 0, cdq

Return K

Figure 4.38: Third set of hybrids used for proof of Theorem 4.7.2. Hybrids after M4 are mostly undoing

prior transitions.

2|cd|�NE.xl{ �2|cd| � qEnc

� ¤ 2{2τ . Applying a union bound gives PrrM1s ¤ PrrM2s � 2qDec{2τ .

Transition M2 to M3. Now in M3 we sample ck as the encryption of a random key K 1 rather than choosing

it uniformly at random. The key K 1 will thus be the key obtained if ck is decrypted in Dec. A standard

hybrid argument using the pNE.kl, εq-uniformity of PKE gives that PrrM2s ¤ PrrM3s � qEnc � ε.
Transition M3 to M4. Next we change the behavior of the decryption oracle when Y rcks � K and

g�1ppck, |cd| � NE.xlq, cdq � K. In M3, we used the key Y rcks to decrypt cd. In M4, we use the decryp-

tion of ck (which was called K 1 when originally sampled in Enc). This difference actually corresponds to

the CCA security of PKE.

Consider the adversary Ec shown in Fig. 4.39. It was obtained by modifying the code of hybrids M3 and

M4 to query its own encryption oracle to obtain ck when responding to encryption queries and to use its own

decryption oracle to obtain K when responding to and query for which it cannot obtain its response using
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Adversary EEnc,Dec
c pekq

gÐ$ InjpT 1, D1, R1q

b1 Ð ASimEnc,SimDec
c pekq

Return 1� b1

SimEncpmq

K0 Ð$ NE.K

K1 Ð$ NE.K

ck Ð EncpK0,K1q

cd Ð gppck, |m|q,mq

Return pck, cdq

SimDecpcq

pck, cdq Ð c

mÐ g�1ppck, |cd| � NE.xlq, cdq

If m � K: Return m

K Ð Decpckq

If K � K:

Return NE.DpK, 0, cdq

Return K

Figure 4.39: Adversary Ec for Theorem 4.7.2.

g�1. We claim that the view of Ac in M3�b perfectly matches its view when simulated by Ec in Gcca-m
PKE,b. In

particular, K sampled during encryption in M3�b “matches” the K1�b sampled for encryption in Gcca-m
PKE,bpEcq

and K 1 matches Kb. Note that Kb/K
1 is always the key encrypted in ck. When b � 0, a later decryption

query using ck will use the key stored in Y rcks which is K1/K. When b � 1, a later decryption query using

ck will use the key actually encrypted by ck which is K1/K 1 (in GPKE,1 this value is stored in Y , in M4 this

is obtained by encryption).

Now, noting that Ec returns the opposite bit of what Ac returned we have that PrrM3�bs � 1 �
PrrGPKE,bpEcqs and so PrrM3s ¤ PrrM4s � Advcca-m

PKE pEcq.
Transitions M4 through M8. The next couple transition all serve to undo prior transitions. In M5, we

switch back to ck being sampled uniformly. By the same logic as our transition to M3 we have PrrM4s ¤
PrrM5s � qEnc � ε. In M6, we switch back to using the table M rather than g�1. By analogous reasoning to

our transition to M2 we have PrrM5s ¤ PrrM6s�2qDec{2τ . In M7, we switch from g being a random injection

to a random function. By the switching lemma, PrrM6s ¤ PrrM7s � 0.5 � q2
Enc{2τ . In M8, we switch back to

cd being sampled uniformly rather than using g. This give differing behavior only if ck ever repeats, giving

PrrM7s ¤ PrrM8s � 0.5 � q2
Enc{2τ .

Final Transition. Finally, we conclude by observing that M8 is identical to G$cca-m
KDrPKE,NEs,0pAcq. In both

Enc returns a uniformly random ciphertext. For a decryption query Decpcq, if c was returned by an earlier

encryption query, then the table M is used to return the message from that query. Otherwise, c is honestly

decrypted as specified by KDrPKE,NEs. Hence, PrrM8s � PrrG$cca-m
KDrPKE,NEs,0pAcqs.
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Chapter 5

MEMORY-TIGHTNESS OF HASHED ELGAMAL

In this chapter we prove the impossibility result for the memory-tight reduction of Hashed ElGamal that

we introduced in Section 2.2.1. This chapter is based on our work in [GT20]. We first give a high-level

overview of our techniques.

The shuffling game. Our adversary against Hashed ElGamal A first attempts to detect whether the

reduction is using a sufficient amount of memory. The adversary A is given as input the public key gv, as

well as gu, as well as a string C� P t0, 1u`, which is either a real encapsulation or a random string. It first

samples k values i1, . . . , ik from Zp. It then:

(1) Asks for decapsulation queries for Cj Ð gij , obtaining values Kj , for j P rks

(1) Picks a random permutation π : rks Ñ rks.

(1) Asks for RO queries for Hj Ð HpVjq for j P rks, where Vj Ð gv�iπpjq .

After this, the adversary checks whether Kj � Hπpjq for all j P rks, and if so, it continues its execution,

breaking the ODH assumption (inefficiently). If not, it just outputs a random guess.

The intuition here is that no reduction using substantially less than k � log p bits succeeds in passing the

above test – in particular, because the inputs Cj and Vj are (pseudo-)random, and thus incompressible. If

the test does not pass, the adversary A is rendered useless, and thus not helpful to break SDH.

Remark 5.0.1. The adversary here is described in a way that requires secret randomness, not known to the

reduction, and it is easier to think of A in this way. We will address later in the chapter how to generically

make the adversary deterministic.

Remark 5.0.2. We stress that this adversary requires memory – it needs to remember the answers C1, . . . , Ck.

However, recall that we adopt a black-box approach to memory-tightness, where our requirement is that the

reduction itself uses little memory, regardless of the memory used by the adversary. We also argue this is

somewhat necessary – it is not clear how to design a reduction which adapts its memory usage to the ad-

versary, even if given this information in a non-black-box manner. Also, we conjecture different (and much

harder to analyze) memory-less adversaries exist enabling a separation. An example is multi-round variant,
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where each round omits (2), and (3) only asks a single query HpVjq for a random jÐ$ rks, and checks

consistency. Intuitively, the chance of passing each round is roughly k log p{s, but we do not know how to

make this formal.

Introducing the GGM. Our intuition is however false for an arbitrary group. For instance, if the discrete

logarithm (DL) problem is easy in the group, then the reduction can simply simulate the random oracle via a

PRF, as suggested in [ACFK17]. Ideally, we could prove that if the DL problem is hard in G, then any PPT

reduction given access to A and with less than k � log p bits of memory fails to break SDH.1 Unfortunately,

it will be hard to capture a single hardness property of G sufficient for our proof to go through. Instead, we

will model the group via the generic group model (GGM) [Sho97, Mau05]: We model a group of prime order

p defined via a random injection σ : Zp Ñ L. An algorithm in the model typically has access to σp1q (in lieu

of g) and an evaluation oracle which on input a,b P L returns σpσ�1paq � σ�1pbqq.
The permutation game. In order to fool A, the reduction can learn information about π via the Ov

oracle. For example, it can try to input Cj � gij and Vj1 � gviπpj1q (both obtained from A’s queries), and

OvpCj , Vj1q � true if and only if πpj1q � j. More generally, the reduction can compute, for any ~a � pa1, . . . , akq
and ~b � pb1, . . . , bkq,

C� � g
°k
j�1 ajij �

k¹
j�1

C
aj
j , V � � g

°k
j�1 bjv�iπpjq �

k¹
j�1

V
bj
j ,

and the query OvpC�, V �q returns true iff bj � aπpjq for all j P rks, which we write as ~b � πp~aq. We abstract

this specific strategy in terms of an information-theoretic game – which we refer to as the permutation game

– which gives the adversary access to an oracle O which takes as inputs pairs of vectors p~a,~bq from Zkp, and

returns true iff ~b � πp~aq for a secret permutation π. The goal of the adversary is to recover π.

Clearly, a strategy can win with Opk2q oracle queries p~ei, ~ejq for all i, j, where ~ei P Zkp is the unit vector

with a 1 in the i-th coordinate, and 0 elsewhere. This strategy requires in particular querying, in its first

component, vectors which have rank k. Our first result will prove that this is necessary – namely, assume

that an adversary makes a sequence of q queries p~x1, ~y1q, . . . , p~xq, ~yqq such that the rank of ~x1, . . . , ~xq is at

most `, then the probability to win the permutation game is of the order Opq`{k!q. We will prove this via a

compression argument.

Note that roughly, this bound tells us that to win with probability ε and q queries to the oracle, the

attacker needs

` � Ω

�
k log k � logp1{εq

logpqq


.

1This statement is somewhat confusing, so note that in general, the existence of a reduction is not a contradiction with the
hardness of DL, as the reduction is meant to break SDH only given access to an adversary breaking the scheme, and this
does not imply the ability to break SDH without access to the adversary.
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A reduction to the permutation game. We will think of the execution of the reduction against our

adversary as consisting of two stages – we refer to them as R1 and R2. The former learns the decapsulation

queries gi1 , . . . , gik , whereas the latter learns the RO queries giπp1qv, . . . , giπpkqv, and (without loss of gener-

ality) attempts to guess the permutation π. We will lower bound the size of the state φ that R1 passes on

to R2. Both stages can issue Ov and Eval queries.

Note that non-trivial Ov queries (i.e., those revealing some information about the permutation), are

(except with very small probability) issued by R2, since no information about π is ever revealed to R1. As

one of our two key steps, we will provide a reduction from the execution of R1,R2 against A in the GGM to

the permutation game – i.e., we build an adversary D for the latter game simulating the interaction between

R1,R2 and A, and such that R1,R2 “fooling” A results in D guessing the permutation.

Memory vs. rank. The main question, however, is to understand the complexity of D in the permutation

game, and in particular, the rank ` of the first component of its queries – as we have seen above, this affects

its chance of winning the game.

To do this, we will take a slight detour, and specifically consider a set Z � L of labels (i.e., outputs of σ)

that the reduction R2 comes up with (as inputs to either of Eval or Ov) on its own (in the original execution),

i.e., no earlier Eval query of R2 returned them, and that have been previously learnt by R1 as an output of

its Eval queries. (The actual definition of Z is more subtle, and this is due to the ability of the adversary to

come up with labels without knowing the corresponding pre-image.)

Then, we will show two statements about Z:

(i) On the one hand, we show that the rank ` of the oracle queries of the adversary D is upper bound by

|Z| in its own simulation of the execution of R1,R2 with A.

(i) On the other hand, via a compression argument, we prove that the size of Z is related to the length of

φ, and this will give us our final upper bound.

This latter statement is by itself not very surprising – one can look at the execution of R2, and clearly every

label in Z that appears “magically” in the execution must be the result of storing them into the state φ.

What makes this different from more standard compression arguments is the handling of the generic group

model oracle (which admits non-trivial operations). In particular, our compression argument will compress

the underlying map σ, and we will need to be able to figure out the pre-images of these labels in Z.

Memory-Tight AGM Reduction. The Algebraic Group Model (AGM) was introduced in [FKL18]. AGM

reductions make strong extractability assumptions, and the question of their memory-tightness is an inter-

esting one. In [GT20], we construct a reduction to the discrete logarithm problem that runs an adversary
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against the KEM-CCA security of Hashed ElGamal in the AGM such that the reduction is memory-tight but

not tight with respect to advantage. We note that the model of our reduction is different than a (full-fledged)

GGM reduction which is not black-box, in that it can observe the GGM queries made by the adversary. Our

result does not imply any impossibility for these. In turn, AGM reductions are weaker, but our results do

not imply anything about them, either.

In the rest of the chapter we provide all the details of this result.

5.1 Preliminaries

In this section, we review the formal definition of the generic group model. We also state ODH and SDH as

introduced in [ABR01] in the generic group model.

Notation. Let N � t0, 1, 2, � � � u and, for k P N, let rks � t1, 2, � � � , ku. We denote by InjFuncpS1, S2q the set

of all injective function from S1 to S2.

We also let � denote a wildcard element. For example Dt : pt, �q P T is true if the set T contains an

ordered pair whose first element is t (the type of the wildcard element shall be clear from the context). Let

Sk denote the set of all permutations on rks. We use f : D Ñ R Y tKu to denote a partial function, where

fpxq � K indicates the value of fpxq is undefined. Define in particular Dpfq � td P D : fpdq � Ku and

Rpfq � tr P R : Dd P D : σpdq � ru. Moreover, we let Dpfq � DzDpfq and Rpfq � RzRpfq.
We shall use pseudocode descriptions of games inspired by the code-based framework of [BR06]. We

make use of pairs of games being identical-until-bad (i.e., the games are identical until a bad flag is set),

and apply the so-called “Fundamental Lemma” to upper bound the difference in the probability of the game

outputs in terms of the probability of bad being set to true in either of the games. The output of a game is

denoted using the symbol ñ. In all games we assume the flag bad is set to false initially. In pseudocode, we

denote random sampling using Ð$ , assignment using Ð and equality check using �. In games that output

boolean values, we use the term“winning” the game to mean that the output of the game is true.

We also introduce some linear-algebra notation. Let S be a set vectors with equal number of coordinates.

We denote the rank and the linear span of the vectors by rankpSq and spanpSq respectively. Let ~x, ~y be

vectors of dimension k. We denote ~z of dimension 2k which is the concatenation of ~x, ~y as ~z � p~x, ~yq. We

denote the element at index i of a vector ~x as ~xris.

5.1.1 Generic Group Model

The generic group model [Sho97] captures algorithms that do not use any special property of the encoding of

the group elements, other than assuming every element of the group has a unique representation, and that

the basic group operations are allowed. This model is useful in proving lower bounds for some problems, but
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we use it here to capture reductions that are not specific to the underlying group.

More formally, let the order of the group be a large prime p. Let Zp � t0, 1, 2, � � � , p�1u. Let L � t0, 1u�
be a set of size p, called the set of labels. Let σ be a random injective mapping from Zp to L. The idea

is that now every group element in Zp is represented by a label in L. An algorithm in this model takes as

input σp1q, σpx1q, σpx2q, � � � , σpxnq for some x1, � � � , xn P Zp (and possibly other inputs which are not group

elements). The algorithm also has access to an oracle named Eval which takes as input two labels a,b P L
and returns c � σpσ�1paq � σ�1pbqq. Note that for any d, given σpxiq, σpd � xiq can be computed using

Oplog dq queries to Eval. We denote this operation as Exppσpxiq, dq. We assume that all labels queried by

algorithms in the generic group model are valid i.e. all labels queried by algorithms in the generic group

model are in L.2

Oracle Diffie-Hellman assumption (ODH). We first formalize the Oracle Diffie-Hellman Assumption

(ODH) [ABR01], which we are going to use in lieu of the CCA security of Hashed ElGamal. Suppose, a group

has generator g and order p. The domain of hash function H is all finite strings and range is t0, 1uhLen. The

assumption roughly states for u, vÐ$ Zp,W Ð$ t0, 1uhLen, the distributions pgu, gv,Hpguvqq and pgu, gv,W q
are indistinguishable to an adversary who has access to the oracle Hv where Hvpgxq returns Hpgxvq with the

restriction that it is not queried on gu.

We give a formalization of this assumption in the random-oracle and generic group models. For a fixed

hLen P N, let ΩhLen be the set of hash functions mapping t0, 1u� to t0, 1uhLen. In Figure 5.1, we formally

define the Games GODH-REAL-GG
L,p,hLen , GODH-RAND-GG

L,p,hLen . The advantage of violating ODH is defined as

AdvODH-GG
L,p,hLenpAq �

��Pr
�
GODH-REAL-GG
L,p,hLen pAq ñ 1

�� Pr
�
GODH-RAND-GG
L,p,hLen pAq ñ 1

��� .
Strong Diffie-Hellman Assumption (SDH). This is a stronger version of the classical CDH assumption.

This assumption roughly states that CDH is hard even in the presence of a DDH-oracle Ov where Ovpgx, gyq
is true if and only if x � v � y.

We formally define the game GSDH-GG in the generic group model in Figure 5.1. The advantage of violating

SDH is defined as

AdvSDH-GG
L,p,hLenpAq �

��Pr
�
GSDH-GG
L,p,hLenpAq ñ true

��� .
Note in particular that one can upper bound this advantage unconditionally.

We shall drop the L from the subscript of advantages and games henceforth since the set of labels L remains

the same throughout our chapter.

Black Box reductions in the GGM. We consider black-box reductions in the generic group model.

We will limit ourselves to an informal description, but this can easily be formalized within existing formal

2We stress that we assume a strong version of the model where the adversary knows L.
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Game GODH-REAL-GG
L,p,hLen pAq :

σÐ$ InjFuncpZp Ñ Lq

uÐ$ Zp;U Ð σpuq

vÐ$ Zp;V Ð σpvq

H Ð$ ΩhLen

W Ð Hpσpuvqq

bÐ AHvp.q,Hp.q,Evalp.,.qpU, V,W, σp1qq

Return b

Game GODH-RAND-GG
L,p,hLen pAq :

σÐ$ InjFuncpZp Ñ Lq

uÐ$ Zp;U Ð σpuq

vÐ$ Zp;V Ð σpvq

H Ð$ ΩhLen

W Ð t0, 1uhLen

bÐ AHvp.q,Hp.q,Evalp.,.qpU, V,W, σp1qq

Return b

Oracle Evalpa,bq :

Return σpσ�1paq � σ�1pbqq

Oracle Hvpaq :

If a � U then return K

Else return Hpσpσ�1paq � vqq

Game GSDH-GG
L,p,hLenpAq :

σÐ$ InjFuncpZp Ñ Lq

uÐ$ Zp;U Ð σpuq

vÐ$ Zp;V Ð σpvq

z Ð AEvalp.,.q,Ovp.,.qpU, V, σp1qq

Return pz � σpuvqq

Oracle Ovpa,bq :

Return pσ�1paq � v � σ�1pbqq

Figure 5.1: Games for ODH and SDH assumptions

frameworks for reductions (see e.g. [RTV04]). We let the reduction R access an adversary A, and denote by

RA the resulting algorithm – understood here is that R supplies inputs, answers queries, etc. In addition,

we let R and A access the Eval oracle available in the GGM. We stress that the GGM oracle is not under

the reduction’s control here – typically, the reduction itself will break a (hard) problem in the GGM with

help of A. We will allow (for simplicity) A to be run depending on some secret private coins3 not accessible

3If we want to allow the reduction to control random bits, we model them explicitly as an additional input.
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by R. Reductions can run A several times (with fresh private coins). We call a reduction straigthline if it

only runs A once.

In our case, the reduction R will be playing GSDH-GG
p,hLen . It receives as inputs σp1q, U � σpuq, V � σpvq,

and has access to the Eval, Ov oracles, as well as an adversary A for GODH-REAL-GG
p,hLen or GODH-RAND-GG

p,hLen . The

reduction needs therefore to supply inputs pσp1q, U 1, V 1,W q to A, and to answer its queries to the oracles

Hv, as well as queries to H. We will call such a reduction restricted if it is straightline and V 1 � V .

5.1.2 Compression Lemma

In our lower bound proof we use the compression lemma that was formalized in [DTT10] which roughly

means that it is impossible to compress every element in a set with cardinality c to a string less than log c

bits long, even relative to a random string. We state the compression lemma here as a proposition.

Proposition 5.1.1. Suppose, there is a (not necessarily efficient) procedure Encode : X � R Ñ Y and a

(not necessarily efficient) decoding procedure Decode : Y �RÑ X such that

PrxPX ,rPR rDecodepEncodepx, rq, rq � xs ¥ ε ,

then log |Y| ¥ log |X | � logp1{εq.

5.1.3 Polynomials and Schwartz-Zippel Lemma

Let ppX1, � � � , Xnq be a n variate polynomial. We denote by ppx1, � � � , xnq the evaluation of p at the point

px1, � � � , xnq throughout the chapter. The polynomial ring in variables X1, � � � , Xn over the field Zp is

denoted by ZprX1, � � � , Xns. We state the Schwartz-Zippel Lemma in Zp which will be useful later.

Proposition 5.1.2. Let p be a non-zero n variate polynomial with degree d. Then

Prx1,��� ,xnÐ$ Zp rQpx1, � � � , xnq � 0 pmod pqs ¤ d

p
.

5.1.4 Key Encapsulation Mechanism (KEM)

A key-encapsulation mechanism (KEM) consists of three probabilistic polynomial time (PPT) algorithms

Gen,Encap,Decap. The key generation algorithm Gen is probabilistic and outputs a key-pair ppk, skq. The

encapsulation algorithm Encap is a probabilistic algorithm that takes pk as input and outputs a ciphertext c

and a key K where K P K for some non-empty set K. The decapsulation algorithm Decap is a deterministic

algorithm that takes as input the secret key sk and a ciphertext c outputs a key K P K if psk, cq is a valid

secret key-ciphertext pair and K otherwise. For correctness, it is required that for all pairs ppk, skq output

by Gen, if pK, cq is output by Encapppkq then K is the output of Decappsk, cq.
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Single challenge KEM-CCA security. The single challenge CCA security of a KEM is defined by a

pair of games called GKEM-CCA-REAL,GKEM-CCA-RAND. In both games a ppk, skq pair is generated by Gen, and

pc,Kq is output by the encapsulation algorithm Encap on input pk. The adversary is provided with ppk, c,Kq
in GKEM-CCA-REAL and with ppk, c,K 1q in GKEM-CCA-RAND where K 1 is a randomly sampled element of K. The

adversary has access to the decapsulation oracle with sk as the secret key and it can make decapsulation

queries on any ciphertext except the ciphertext c and has to output a bit. We define the advantage of violating

single challenge KEM-CCA security is defined as the absolute value of the difference of probabilities of the

adversary outputting 1 in the two games. A KEM is single challenge CCA-secure if for all non-uniform PPT

adversaries the advantage of violating single challenge KEM-CCA security is negligible.

Single challenge KEM-CCA of Hashed ElGamal. We describe the KEM for Hashed ElGamal in a

group with order p and generator g and a hash function H. The function Gen samples v at random from

Zp, and returns pgv, vq as the ppk, skq pair. The function Encap on input v, samples u at random from

Zp and returns gu as the ciphertext and Hpguvq as the key K. The function Decap on input c, returns

Hpcvq. Note that Decap in KEM of Hashed ElGamal is identical to the Hv function as defined in the ODH

assumption. It follows that the single challenge KEM-CCA security of Hashed ElGamal is equivalent to the

ODH assumption. In particular, in the generic group model when H is modeled as a random oracle, the

single challenge KEM-CCA security of Hashed ElGamal is equivalent to the ODH assumption in the random

oracle and generic group model.

5.2 Result and Proof Outline

In this section, we prove a memory lower bound for restricted black-box reductions from ODH to SDH.

We stress that the restricted reduction has access only to the H,Hv queries of the adversary. As discussed

above, the ODH assumption is equivalent to the single-challenge KEM-CCA security of Hashed ElGamal, this

proves a memory lower-bound for (restricted) black-box reductions of single challenge KEM-CCA security

of Hashed ElGamal to the SDH assumption.

Theorem 5.2.1 (Main Theorem). In the generic group model, with group order p, there exists an ODH

adversary A that makes k H queries and k Hv queries (where k is a polynomial in log p), a function ε1pp, hLenq
which is negligible in log p, hLen, and a function ε2ppq which is negligible in log p, such that,

1. AdvODH-GG
p,hLen pAq � 1� ε1pp, hLenq.

2. For all restricted black-box reductions R, with s bits of memory and making a total of q (assuming
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q ¥ k and 6q ¤ p� 4k � 4) queries to Ov, Eval,

AdvSDH-GG
p,hLen pRAq ¤ 2 � 2 s2

�
48q3

p


 k
8c
�

1� 6q

p


q
� 4q2 log p� 13q2 � 5q

p
� ε2ppq ,

where c � 4r log q
log k s.

This result implies that if AdvSDH-GG
p,hLen pRAq is non-negligible for a reduction R making q queries where q is a

polynomial in log p, then s � Ωpk log pq i.e. the memory required by any restricted black-box reduction grows

with the number of queries by A. Hence, there does not exist any efficient restricted black-box reduction

from ODH to SDH that is memory-tight.

In Section 5.6, we discuss how rewinding can slightly improve the memory complexity to (roughly)

Opk log kq, with heavy computational cost (essentially, one rewinding per oracle query of the adversary). We

conjecture this to be optimal, but a proof seems to evade current techniques.

De-randomization. Before we turn to the proof – which also connects several technical lemmas presented

across the next sections, let us discuss some aspects of the results. As explained above, our model allows

for the adversary A to be run with randomness unknown to R. This aspect may be controversial, but we

note that there is a generic way for A to be made deterministic. Recall that A must be inefficient for the

separation to even hold true. For example, A can use the injection σ from the generic group model to

generate its random coin – say, using σ�1paiq as coins a priori fixed labels a1,a2, . . .. It is a standard – albeit

tedious and omitted – argument to show that unless the reduction ends up querying the pre-images (which

happens with negligible probability only), the σ�1paiq’s are good random coins.

Strengthening beyond SDH. We would like to note that our result can be strengthened without much

effort to a reduction between ODH and a more general version of SDH. Informally, we can extend our result

to every problem which is hard in the generic group model in presence of an Ov oracle. For example, this

could be a problem where given g, gu, and gv, the attacker needs to output gfpu,vq, where f is (a fixed)

two-variate polynomial with degree at least 2. We do not include the proof for the strengthened version for

simplicity. However, it appears much harder to extend our result to different types of oracles than Ov, as

our proof is tailored at this oracle.

Proof. Here, we give the overall structure, the key lemmas, and how they are combined – quantitatively –

to obtain the final result.

First off, Lemma 5.2.2 establishes that there exists an adversary A such that AdvODH-GG
p,hLen pAq is close to

1, which we will fix (i.e., when we refer to A, we refer to the one guaranteed to exist by the lemma). The

proof of Lemma 5.2.2 is in Section 5.3.1 and the proof of Lemma 5.2.3 is in Section 5.3.2.
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Lemma 5.2.2. There exists an adversary A and a function ε1pp, hLenq such that is negligible in log p, hLen,

and

AdvODH-GG
p,hLen pAq � 1� ε1pp, hLenq .

After that, we introduce a game, called G1 and described in Figure 5.3 in Section 5.3.2. Very informally,

this is a game played by a two-stage adversary R1,R2 which can pass a state to each other of size s bits

and have access to the Eval,Ov oracles. The game captures the essence of the reduction R the adversary

A of having a sufficient amount of memory. This is made formal in Lemma 5.2.3, where we show that the

probability of the reduction R winning GSDH-GG
p,hLen while running A is bounded by the probability of winning

G1.

Lemma 5.2.3. For every restricted black box reduction R that runs A while playing GSDH-GG
p,hLen , there exist

adversaries R1,R2 playing G1, such that the number of queries made by R1,R2 to Eval,Ov is same as the

number of queries made by R to Eval,Ov, the state passed from R1 to R2 is upper bounded by the memory

used by R and,

AdvSDH-GG
p,hLen pRAq ¤ Pr rG1 ñ trues � 4k2plog pq2

p
� 4qk log p� q2

p
.

We introduce Games G2,G3 in Figure 5.5 in Section 5.3.2. These games are identical to G1 except for

the condition to output true. The condition to output true in these games are disjoint and the disjunction

of the two conditions is equivalent to the condition to output true in G1. A little more specifically, both

games depend on a parameter l, which can be set arbitrarily, and in G3 and G2 the winning condition of G1

is strengthened by additional ensuring that a certain set defined during the execution of the game is smaller

or larger than l, respectively. Therefore, tautologically,

Pr rG1 ñ trues � Pr rG2 ñ trues � Pr rG3 ñ trues . (5.1)

We now prove the following two lemmas below, in Sections 5.3.3 and 5.3.4,

Lemma 5.2.4. If pR1,R2q make q queries to their oracles in total in the game G2 as defined in Figure 5.5,

then

Pr rG2 ñ trues ¤ ql

k!
� 2qp2k � 3q � 2q

p
� 5q

p
� k2 � k � 2

p
.

Lemma 5.2.5. If the size of the state φ output by R1 is s bits and pR1,R2q make q queries in total in the

game G3 as defined in Figure 5.5, then

Pr rG3 ñ trues ¤ 2 � 2 s2
�

8q2p2k � 2� 3qq
p


 l
2
�

1� 6q

p


 2q�l
2

� k2 � k � 2

p
.
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Combining (5.1) and the result of Lemmas 5.2.4 and 5.2.5 we get,

Pr rG1 ñ trues ¤ 2 � 2 s2
�

8q2p2k � 2� 3qq
p


 l
2
�

1� 6q

p


 2q�l
2

�
2pk2 � k � 2q

p
� ql

k!
� 2qp2k � 3q � 2q

p
� 5q

p
. (5.2)

Since
�

1� 6q
p

	 2q�l
2 ¤

�
1� 6q

p

	q
, combining Lemma 5.2.3, (5.2) we get,

AdvSDH-GG
p,hLen pRAq ¤2 � 2 s2

�
8q2p2k � 2� 3qq

p


 l
2
�

1� 6q

p


q
� 2pk2 � k � 2q

p
�

2qp2k � 3q � 2q
p

� 5q

p
� 4k2plog pq2

p
� 4qk log p� q2

p
� ql

k!
.

We let,

ε2ppq � ql

k!
� 2pk2 � k � 2q

p
� 4k2plog pq2

p
.

Setting c � r log q
log k s and l � k

4c ,
ql

k! ¤ kk{4

k! . By Sterling’s approximation k! ¥ kk�1{2e�k. Therefore,

kk{4

k!
� kk{4

kk{4
ek

kk{4
1

kk{2�1{2
.

For k ¡ e4 (we can set k ¡ e4), ql

k! ¤ 1
kk{2�1{2 i.e. ql

k! is negligible in log p for k polynomial in log p. Also,

2pk2�k�2q
p � 4k2plog pq2

p is negligible in log p (since k is a polynomial in log p). So, ε2ppq is negligible in log p.

We have that,

AdvSDH-GG
p,hLen pRAq ¤2 � 2 s2

�
8q2p2k � 2� 3qq

p


 k
8c
�

1� 6q

p


q
�

2qp2k � 3q � 2q
p

� 5q

p
� 4qk log p� q2

p
� ε2ppq .

where c � 4r log q
log k s. Assuming q ¥ k (and thus q ¡ e4 ¡ 2), we get,

AdvSDH-GG
p,hLen pRAq ¤ 2 � 2 s2

�
48q3

p


 k
8c
�

1� 6q

p


q
� 4q2 log p� 13q2 � 5q

p
� ε2ppq .

5.3 Proof of Theorem

5.3.1 Adversary A against ODH

In this section, we construct the ODH adversary A needed for the proof.

Lemma 5.3.1. There exists an adversary A and a function ε1pp, hLenq such that is negligible in log p, hLen,

and

AdvODH-GG
p,hLen pAq � 1� ε1pp, hLenq .
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Proof. The adversary A is formally defined in Figure 5.2. Adversary A samples i1, � � � , ik from Zp, and

computes σpijq, σpij � vq for all j in rks. It then makes Hv queries on σpijq’s for all j in rks. Adversary A
then samples a permutation π on rks Ñ rks, and then makes H queries on σpiπpjq � vq’s for all j in rks. If

answers of all the H queries are distinct and the answers of all the Hv queries are distinct and for all j in

rks, Hvpσpijqq � Hpσpij � vqq, A computes the discrete logarithm of V outputs the correct answer. Otherwise

it returns a bit sampled uniformly at random. Note that A is inefficient, but only if it is satisfied from the

responses it gets from the reduction using it.

First off, we note that adversary A does not use its input W until after the flag honest is set. So,

W does not affect the setting of honest in any way. Since W is the only difference among the inputs of

GODH-REAL-GG
p,hLen pAq and GODH-RAND-GG

p,hLen pAq to A, Pr rhonest � 0s and Pr rhonest � 1s are equal in both games.

The flag honest is set to 0 in the following two cases.

1. for some distinct j, l P rks , ans1rjs � ans1rls or ans2rjs � ans2rlsq. i.e.

Dj, l P rks, j � l : Hpσpijqq � Hpσpilqq _ Hpσpij � vqq � Hpσpil � vqq .

We name this event E1. Note that if for some distinct j, l P rks, ij � il, then the event E1 happens

with probability 1 since Hpijq � Hpilq. We compute the probability of that there exists some distinct

j, l P rks, such that ij � il.

Pr rDj, l P rks, j � l : ij � ils �
ķ

j�1

j � 1

p
� kpk � 1q

p
.

Also, note that if v � 0, E1 happens with probability 1 since Hpσpij � 0qq � Hpσp0qq � Hpσpil � 0qq.
Since v is sampled uniformly at random from Zp, Pr rv � 0s � 1

p .

We define the event E2 as follows.

pEj, l P rks, j � l : ij � ilq ^ pv � 0q .

Using the union bound,

Pr r E2s ¤ kpk � 1q
p

� 1

p
.

Since, σ is an injective function, E2 implies

Ej, l P rks, j � l : σpijq � σpilq _ σpij � vq � σpil � vq .

Since H is a random oracle, the collision probability is,

Pr
�
Hprq � Hpsq �� r � s

� � 1

2hLen
.
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Therefore, using the union bound we have,

Pr
�
E1

��E2

� ¤ kpk � 1q
2hLen

.

Hence,

Pr rE1s ¤ Pr r E2s � Pr
�
E1

��E2

� ¤ kpk � 1q � 1

p
� kpk � 1q

2hLen
.

2. for some j P rks, ans1rjs � ans2rjs i.e.

Dj P rks : Hvpσpijqq � Hpσpij � vqq .

This is an impossible event in GODH-REAL-GG
p,hLen pAq and GODH-RAND-GG

p,hLen pAq by the definition of Hv.

Therefore,

Pr rhonest � 0s � Pr rE1s ¤ kpk � 1q � 1

p
� kpk � 1q

2hLen
.

In GODH-REAL-GG
p,hLen pAq, if honest � 1, the output of GODH-REAL-GG

p,hLen pAq will always be 1 because W � Hpσpuvqq �
HptIuq �W 1. Therefore,

Pr
�
GODH-REAL-GG
p,hLen pAq ñ 1

� ¥ Pr rhonest � 1s ¥ 1�
�
kpk � 1q � 1

p
� kpk � 1q

2hLen



.

In GODH-RAND-GG
p,hLen pAq, if honest � 1, the probability that W � W 1 is at most 1

2hLen because W is sampled

uniformly at random from the range of H in GODH-RAND-GG
p,hLen . So we have,

Pr
�
GODH-RAND-GG
p,hLen pAq ñ 1

� ¤ Pr rhonest � 0s � 1

2
� Pr rhonest � 1s � 1

2hLen

¤ kpk � 1q � 1

2p
� kpk � 1q

2hLen�1
� 1

2hLen

�
1� kpk � 1q � 1

p
� kpk � 1q

2hLen



.

Hence,

Pr
�
GODH-REAL-GG
p,hLen pAq ñ 1

�� Pr
�
GODH-RAND-GG
p,hLen pAq ñ 1

�
¥ 1�

��
3kpk � 1q � 1

2p
� 3kpk � 1q

2hLen�1



� 1

2hLen

�
1� kpk � 1q � 1

p
� kpk � 1q

2hLen


�
.

We let, ε1pp, hLenq �
�

3kpk�1q�1
2p � 3kpk�1q

2hLen�1

	
� 1

2hLen

�
1� kpk�1q�1

p � kpk�1q
2hLen

	
. Since k is polynomial in log p,

ε1pp, hLenq is negligible in log p, hLen. Therefore,

AdvODH-GG
p,hLen pAq ¥ 1� ε1pp, hLenq .
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Adversary AHvp.q,Hp.q,Evalp.,.qpU, V,W, σp1qq :

i1, � � � , ikÐ$ Zp

For each j P rks:

Q1rjs Ð Exppσp1q, ijq;Q2rjs Ð ExppV, ijq

honest Ð 1

For each j P rks:

ans1rjs Ð HvpQ1rjsq

πÐ$ Sk

For each j P rks:

ans2rπpjqs Ð HpQ2rπpjqsq

If Dj, l P rks, j � l : pans1rjs � ans1rls _ ans2rjs � ans2rlsq then honest Ð 0

If Dj P rks : ans1rjs � ans2rjs then honest Ð 0

If honest � 1 then

temp Ð σp1q; v Ð 1

While ptemp � V q

temp Ð Evalptemp, σp1qq; v Ð v � 1

tIu Ð ExppU, vq;W 1 Ð HptIuq; bÐ pW 1 �W q

Else bÐ$ t0, 1u

Return b

Figure 5.2: The adversary A

5.3.2 The Shuffling Games

The Game G1. We first introduce the two-stage game G1 played by a pair of adversaries R1 and R2. (With

some foresight, these are going to be two stages of the reduction.) It is formally described in Figure 5.3.

Game G1 involves sampling σ, i1, � � � , ik, v from Zp, then running R1, followed by sampling permutation π

from Sk and then running R2. The first stage R1 has inputs σpi1q, � � � , σpikq and it outputs a state φ of s

bits along with k strings in t0, 1uhLen. The second stage R2 has inputs φ, σpiπp1q � vq, � � � , σpiπpkq � vq and it

outputs k strings in t0, 1uhLen. Both the stages R1,R2 have access to oracles Eval,Ov. Game G1 outputs true

if all the k strings output by R1 are distinct, and if all the k strings output by R2 are distinct, and if for all

j P rks, the jth string output by R2 is identical to the πpjqth string output by R1. Additionally, G1 involves

some bookkeeping. The Eval,Ov oracles in G1 take an extra parameter named from as input which indicates

whether the query was from R1 or R2.
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We introduce the phrase “seen by” before describing the bookkeeping. A label has been “seen by” R1 if it

was an input to R1, queried by R1 or an answer to a previously made Evalp., ., 1q query. A label has been

“seen by” R2 if it was an input to R2, queried by R2 or an answer to a previously made Evalp., ., 2q query.

We describe the sets X ,Y1,Y2,Z which are used for bookkeeping in G1.

- The labels in X are answers to Evalp., ., 1q queries such that it has not yet been “seen by” R1 before

the query.

- Y1 contains all the labels that are input to R1, queried by R1 or answers to Evalp., ., 1q queries i.e. it

is the set of labels “seen by” R1.

- Y2 contains all the labels that are input to R2, queried by R1 or answers to Evalp., ., 2q queries i.e. it

is the set of labels “seen by” R2.

- All labels in Z are queried by R2 and have not been “seen by” R2 before the query and are in X

The following lemma tells us that we can (somewhat straightforwardly) take a reduction as in the theorem

statement, and transform it into an equivalent pair R1,R2 of adversaries for G1. The point here is that the

reduction is very unlikely to succeed in breaking the SDH assumption without doing an effort equivalent to

winning G1 to get A’s help – otherwise, it is left with breaking SDH directly in the generic group model,

which is hard.

Proof. We introduce the adversary B which is identical to A till setting of honest and then returns a bit

uniformly at random. It is formally defined in Figure 5.4. The value of honest will be identical in A,B. Also,

observe that if honest is set to 0 in A, A’s output is identical to that of B.

Consider any restricted black-box reduction R from ODH to SDH in the random oracle and generic group

model that has oracle access to A. During the execution of RA if honest � 0 in A, then it has the same

output as B. So, Therefore,

Pr
�
GSDH-GG
p,hLen pRAq ñ true

� ¤ Pr
�
GSDH-GG
p,hLen pRBq ñ true

�� Pr
�
honest � 1 in A during the execution of RA� .

(5.3)

The adversary RB makes at most 2k log p� q queries to its oracles. From the hardness of SDH in the generic

group model [ABR01], it follows

AdvSDH-GG
p,hLen pRBq ¤ 4k2plog pq2

p
� 4qk log p� q2

p
. (5.4)

We show that if honest � 1 in A when R runs A, R � pR1,R2q can run R and win G1 . We next describe
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Game G1 :

σÐ$ InjFuncpZp,Lq; i1, � � � , ik, vÐ$ Zp

X Ð tσp1q, σpvq, σpi1q, � � � , σpikqu;Y1 Ð tσp1q, σpvq, σpi1q, � � � , σpikqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq

πÐ$ Sk;Y2 Ð tσp1q, σpvq, σpi1 � vq, � � � , σpik � vqu;Z ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ, σp1q, σpvq, σpiπp1q � vq, � � � , σpiπpkq � vqq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

Return win

Oracle Evalpa,b, fromq :

c Ð σpσ�1paq � σ�1pbqq

If from � 1 then

If c R Y1 then X Y
ÐÝ tcu

Y1
Y
ÐÝ ta,b, cu

If from � 2 then

If a P X zY2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,b, cu

Return c

Oracle Ovpa,b, fromq :

If from � 1 then Y1
Y
ÐÝ ta,bu

If from � 2 then

If a P X zY2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,bu

return pv � σ�1paq � σ�1pbqq

Figure 5.3: Game G1. We use the phrase R1,R2 win G1 to mean G1 ñ true. We shall use this convention

for all games in the chapter that output boolean values.

how R1,R2 run and simulate A, GSDH-GG
p,hLen to R.

Recall that R1 has inputs σp1q, σpvq, σpi1q, � � � , σpikq. First off, R1 samples u uniformly at random from

Zp and computes σpuq � Exppσp1q, uq. It then starts running R with inputs σp1q, σpuq, σpvq and simulates
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Adversary BHvp.q,Hp.q,Evalp.,.qpU, V,W, σp1qq :

i1, � � � , ikÐ$ Zp

For each j P rks:

Q1rjs Ð Exppσp1q, ijq;Q2rjs Ð ExppV, ijq

honest Ð 1

For each j P rks:

ans1rjs Ð HvpQ1rjsq

πÐ$ Sk

For each j P rks:

ans2rπpjqs Ð HpQ2rπpjqsq

If Dj, l P rks, j � l : pans1rjs � ans1rls _ ans2rjs � ans2rlsq then honest Ð 0

If Dj P rks, j � l : ans1rjs � ans2rjs then honest Ð 0

bÐ$ t0, 1u

Return b

Figure 5.4: Adversary B

the oracles Eval,Ov to R. For every Evalpa,bq query made by R, R1 makes an Evalpa,b, 1q query to its own

oracle and forwards the answer to R. For every Ovpa,bq query made by R, R1 makes an Ovpa,b, 1q query

to its own oracle and forwards the answer to R. R1 makes Hv queries to R on σpi1q, � � � , σpikq and receives

responses s1, � � � , sk. R1 stops the execution of R after making the Hv queries, records the local state st of

R. Finally, R1 outputs st along with s1, � � � , sk. Recall that R2 has inputs st, σpiπp1q � vq, � � � , σpiπpkq � vq.
First, R2 restarts R from state st. For every Evalpa,bq query made by R, R2 makes an Evalpa,b, 2q query to

its own oracle and forwards the answer to R. For every Ovpa,bq query made by R, R2 makes an Ovpa,b, 2q
query to its own oracle and forwards the answer to R. R2 makes H queries to R on σpiπp1q �vq, � � � , σpiπpkq �vq
and receives responses s11, � � � , s1k. Finally, R2 outputs s11, � � � , s1k.

Observe that σ, u, v are sampled identically in GSDH-GG
p,hLen pRAq,G1, i1, � � � , ik, π are sampled identically in

A,G1 and R1,R2 make the same queries to R as A does in the same order. It follows that R1,R2 perfectly

simulate A, GSDH-GG
p,hLen to R. Also note that the number of queries made by R1,R2 to Eval,Ov is same as

the number of queries made by R to Eval,Ov and the state passed from R1 to R2 is upper bounded by the

memory used by R because φ is the local state st of R at a certain point in its execution.

Next we relate the probabilities of honest � 1 in A and G1 ñ true. If honest � 1 in A we have the

following.
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1. There does not exist distinct j, l P rks such that ans1rjs � ans1rls. The equivalent condition in G1 is

@j, l P rks : j � l ùñ sj � sl .

2. There does not exist distinct j, l P rks such that ans2rjs � ans2rls. The equivalent condition in G1 is

@j, l P rks : j � l ùñ s1j � s1l .

3. For all j P rks, ans1rjs � ans2rjs. The equivalent condition in G1 is @j P rks : sπpjq � s1j .

It follows that whenever honest � 1 in A, G1 ñ true. Hence,

Pr
�
honest � 1 in A during the execution of RA� ¤ Pr rG1 ñ trues . (5.5)

From (5.3) and (5.5), it follows that,

AdvSDH-GG
p,hLen pRAq ¤ AdvSDH-GG

p,hLen pRBq � Pr rG1 ñ trues . (5.6)

Combining (5.4) and (5.6), we have,

AdvSDH-GG
p,hLen pRAq ¤ Pr rG1 ñ trues � 4k2plog pq2

p
� 4qk log p� q2

p
. (5.7)

Lemma 5.3.2. For every restricted black box reduction R that runs A while playing GSDH-GG
p,hLen , there exist

adversaries R1,R2 playing G1, such that the number of queries made by R1,R2 to Eval,Ov is same as the

number of queries made by R to Eval,Ov, the state passed from R1 to R2 is upper bounded by the memory

used by R and,

AdvSDH-GG
p,hLen pRAq ¤ Pr rG1 ñ trues � 4k2plog pq2

p
� 4qk log p� q2

p
.

The Games G2 and G3. In Figure 5.5 we define G2,G3 which have an added check on the cardinality of Z
to output true. Everything else remains unchanged (in particular Eval,Ov are unchanged from G1 and we

do not specify them again here). The statement within the thinner box is present only in G3 and statement

within the thicker box is present only in G2. The changes from G1 have been highlighted. We shall follow

these conventions of using boxes and highlighting throughout the chapter.

The games G2,G3 are identical to G1 except for the condition to output true. Since this disjunction of

the conditions to output true in G2,G3 is equivalent to the condition to output true in G1, and the conditions

to output true in G2,G3 are disjoint, we have,

Pr rG1 ñ trues � Pr rG2 ñ trues � Pr rG3 ñ trues .
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Game G2 , G3 :

σÐ$ InjFuncpZp,Lq; i1, � � � , ik, vÐ$ Zp

X Ð tσp1q, σpvq, σpi1q, � � � , σpikqu;Y1 Ð tσp1q, σpvq, σpi1q, � � � , σpikqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq

πÐ$ Sk;Y2 Ð tσp1q, σpvq, σpi1 � vq, � � � , σpik � vqu;Z ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ, σp1q, σpvq, σpiπp1q � vq, � � � , σpiπpkq � vqq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

return pwin ^ |Z|   lq return pwin ^ |Z| ¥ lq

Figure 5.5: Games G2,G3. The Eval,Ov oracles in G2,G3 are identical to those in G1 and hence we do not

rewrite it here. The newly introduced changes compared to G1 are highlighted. The statement within the

thinner box is present only in G3 and the statement within the thicker box is present only in G2.

5.3.3 Proof of Lemma 5.2.4

Recall we are going to prove the following lemma.

Lemma 5.3.3. If pR1,R2q make q queries to their oracles in total in the game G2 as defined in Figure 5.5,

then

Pr rG2 ñ trues ¤ ql

k!
� 2qp2k � 3q � 2q

p
� 5q

p
� k2 � k � 2

p
.

Proof. We introduce a new game – called the permutation game and denoted PG – in order to upper bound

Pr rG2 ñ trues. In the rest of this proof, we are going to first define the game, and upper bound the winning

probability of an adversary. Then, we are going to reduce an adversary for G2 to one for PG.

The Permutation Game. In Game PG, an adversary has to guess a randomly sampled permutation π

over rks. The adversary has access to an oracle that takes as input two vectors of length k and returns true

if the elements of the first vector, when permuted using π, results in the second vector and false otherwise.

Figure 5.6 formally describes the game PG.

In the following, we say an adversary playing PG is a pq, lq-query adversary if it makes at most q queries

to O, and the rank of the vectors that were the first argument to the O queries returning true is at most l.

The following lemma – which we prove via a compression argument – yields an upper bound on the

probability of winning the game for a pq, lq-query adversary.

Lemma 5.3.4. For a pq, lq-query adversary A playing PG the following is true.

Pr rPGpAq ñ trues ¤ ql

k!
.
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Game PGpAq :

πÐ$ Sk

π1 Ð AOp.,.q

Return pπ � π1q

Oracle Op~x, ~yq://~x P Zkp, ~y P Zkp
Return p@i P rks : ~xrπpiqs � ~yrisq

Figure 5.6: The permutation game PG being played by adversary A is denoted by PGpAq

Proof. We construct an encoding of π by running adversary A. In order to run A, all the O queries need to

be correctly answered. This can be naively done by storing the sequence number of queries whose answers

are true. In fact, of all such queries, we need to just store the sequence number of just those whose first

argument is not in the linear span of vectors which were the first argument of previous such queries i.e.

we store the sequence number of only those O queries returning true whose first argument form a basis of

the first argument of all O queries returning true. This approach works because for every vector ~x, there

is only a unique vector ~y such that Op~x, ~yq � 1. The random tape of the adversary can be derived using

the common randomness of Encode,Decode and hence the adversary produces identical queries and output.

For simplicity, we do not specify this explicitly in the algorithms and treat A as deterministic. The formal

description of the algorithms Encode,Decode are in Figure 5.7.

Observe that S is a basis of vectors ~x such that Op~x, ~yq � true. Note that for an Op~x, ~yq query returning

true, if ~x P S then the sequence number of the query is stored in enc. Therefore, p~x, ~yq P S1 in Decode. Again,

for an Op~x, ~yq query returning true, if ~x R S then the sequence number of the query is not stored in enc and

therefore p~x, ~yq R S1. So, for an Op~x, ~yq query returning true, p~x, ~yq P S1 iff ~x P S. Since, for all p~x, ~yq such

that Op~x, ~yq � true we have that for all i P rks, ~yris � ~xrπ�1piqs, it follows that S1 forms a basis of vectors

p~x, ~yq such that Op~x, ~yq � true.

In Decodepencq, the simulation of Op~x, ~yq is perfect because

- If c is in enc, then ~x P S in Encode. From the definition of S in Encode, it follows that Op~x, ~yq should

return true.

- Otherwise we check if p~x, ~yq P spanpS1q and return true if the check succeeds, false otherwise. This is

correct since in S1 is a basis of vectors p~x, ~yq such that Op~x, ~yq � true.

The encoding is a set of |S| query sequence numbers. Since there are at most q queries, the encoding

space is at most
�
q
|S|

�
. Using X to be the set Sk, Y to be the set of all possible encodings, R to be the set
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Procedure Encodepπq :

cÐ 0

S ÐH

enc ÐH

π1 Ð AOp.,.q

Return enc

Oracle Op~x, ~yq :

cÐ c� 1

If pDi P rks : ~xrπpiqs � ~yrisq then

Return false

Else

If ~x R spanpSq then

S Ð S Y t~xu

enc Ð enc Y tcu

Return true

Procedure Decodepencq :

cÐ 0

S1 ÐH

π1 Ð AOp.,.q

Return π1

Oracle Op~x, ~yq :

cÐ c� 1

If c P enc then

S1 Ð S1 Y tp~x, ~yqu

Return true

Return pp~x, ~yq P spanpS1qq

Figure 5.7: Encoding and decoding π using A

of random tapes of A, it follows from Proposition 11.1.1 that,

Pr rDecoding is sucessfuls ¤
�
q
|S|

�
k!

.

Since the simulation of Op~x, ~yq is perfect in Decode, decoding is successful if PGpAq ñ true. Therefore,

Pr rPGpAq ñ trues ¤
�
q
|S|

�
k!

¤ q|S|

k!
.

Since A is a pq, lq-query adversary, |S| ¤ l. Thus, we have,

Pr rPGpAq ñ trues ¤ ql

k!
(5.8)

Reduction to PG. We next show that the Pr rG2 ñ trues is upper bounded in terms of the probability of

a pq, lq-query adversary winning the game PG.

Lemma 5.3.5. There exists a pq, lq-query adversary D against the permutation game PG such that

Pr rG2 ñ trues ¤ Pr rPGpDq ñ trues � 2qp2k � 3q � 2q
p

� 5q

p
� k2 � k � 2

p
.
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Procedure PopulateSetsEvalpa,b, c, fromq :

If from � 1 then

If c R Y1 then X Y
ÐÝ tcu

Y1
Y
ÐÝ ta,b, cu

If from � 2 then

If a P X z Y2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,b, cu

Procedure PopulateSetsOvpa,b, fromq :

If from � 1 then Y1
Y
ÐÝ ta,bu

If from � 2 then

If a P X zY2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,bu

Figure 5.8: Subroutines PopulateSetsEval,PopulateSetsOv

Proof. We transform R1,R2 playing G2 to an adversary D playing the game PG through a sequence of

intermediate games and use the upper bound on the probability of winning the game PG established previ-

ously to prove an upper bound on Pr rG2 ñ trues. In order to make the pseudocode for subsequent games

compact we define the two subroutines PopulateSetsEval,PopulateSetsOv and invoke them from Eval,Ov. The

subroutines PopulateSetsEval,PopulateSetsOv are formally described in Figure 5.8.

The game G4.We next describe game G4 where we introduce some additional bookkeeping. In G4, every

valid label that is an input to R1,R2 or queried by R1,R2 or an answer to a query of R1,R2, is mapped

to a polynomial in ZprI1, � � � , Ik, V, T1, � � � , T2qs where q is the total number of Eval,Ov queries made by

R1,R2. The polynomial associated with label a is denoted by pa. Similarly, we define Λ to be a mapping

from polynomials to labels. For all labels a P L, Λppaq � a. The mapping from labels to polynomials is done

such that for every label a mapped to pa,

σ�1paq � papi1, � � � , ik, v, t1, � � � , t2qq .

For compactness, let us denote pi1, � � � , ik, v, t1, � � � , t2qq by~i. Prior to running R1, polynomials 1, V, I1, � � � , Ik,

I1V, � � � , IkV are assigned to pσp1q, pσpvq, pσpi1q, � � � , pσpikq, pσpi1�vq, � � � , pσpik�vq respectively and for all other

labels a P L, pa � K. The function Λ is defined accordingly. For labels a queried by R1,R2 that have not

been previously mapped to any polynomial (i.e. pa � K), pa is assigned Tnew (new starting from 1 and being

incremented for every such label queried), the variable tnew is assigned the pre-image of the label and ΛpTnewq
is assigned a. Since there are q queries (each with two inputs), there can be at most 2q labels that had not

previously been mapped to any polynomial. Hence, the polynomials have variables I1, � � � , Ik, V, T1, � � � , T2q.

For an Evalpa,b, .q query where c � σpσ�1paq � σ�1pbqq, let p1 � pa � pb. From the definition of p, we
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Game G4 :

σÐ$ InjFuncpZp,Lq;For each a P L : pa Ð K; For each p1 P ZprI1, � � � , Ik, V, T1, � � � , T2qs : Λpp1q Ð K

i1, � � � , ik, vÐ$ Zp;pσp1q Ð 1; Λp1q Ð σp1q; If pσpvq � K then pσpvq Ð V ; ΛpV q Ð σpvq

For each j P rks :

If pσpijq � K then pσpijq Ð Ij ; ΛpIjq Ð σpijq

If pσpv�ijq � K then pσpv�ijq Ð V Ij ; ΛpV Ijq Ð σpv � ijq

new Ð 0; X Ð tσp1q, σpvq, σpi1q, � � � , σpikqu;Y1 Ð tσp1q, σpvq, σpi1q, � � � , σpikqu;Z ÐH

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq;Y2 Ð tσp1q, σpvq, σpi1 � vq, � � � , σpik � vqu

πÐ$ Sk; s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ, σp1q, σpvq, σpiπp1q � vq, � � � , σpiπpkq � vqq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

Return pwin ^ |Z|   lq

Oracle Evalpa,b, fromq :

If pa � K then AssignPolypaq

If pb � K then AssignPolypbq

p1 Ð pa � pb

If Λpp1q � K then

If Dc1 P L : pc1p~iq � p1p~iq then Λpp1q Ð c1

Else

Λpp1q Ð σpσ�1paq � σ�1pbqq;

pΛpp1q Ð p1

PopulateSetsEvalpa,b,Λpp1q, fromq

Return Λpp1q

Oracle Ovpa,b, fromq :

If pa � K then AssignPolypaq

If pb � K then AssignPolypbq

ans Ð pV pa � pbq

If pvpap~iq � pbp~iqq � ans then

ans Ð pvpap~iq � pbp~iqq

PopulateSetsOvpa,b, fromq

Return ans

Procedure AssignPolyplq :

new Ð new � 1

tnew Ð σ�1plq

pl Ð Tnew

ΛpTnewq Ð l

Figure 5.9: G4 introduces additional bookkeeping. The newly introduced changes compared to G2 are

highlighted.

have that p1p~iq � σ�1paq � σ�1pbq. If Λpp1q � K, then by definition of Λ, we have Λpp1q � c. If Λpp1q � K,

then exactly one of the following two must be true.

1. The label c has been mapped to a polynomial which is different from p1. In this case pcp~iq � p1p~iq and

Λpp1q is assigned c.

2. The label c has not been mapped to any polynomial. In this case, pc is assigned p1 and Λpp1q is assigned

c.
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The label Λpp1q is returned as the answer of the Eval query. Note that the output of Eval is c � σpσ�1paq �
σ�1pbqq in all cases, i.e. it is the same as the output of Eval in G2.

For an Ovpa,b, .q query, we first assign the boolean value V pa � pb to ans. Note that if ans is true, then

v � σ�1paq � σ�1pbq. However, we might have that v � σ�1paq � σ�1pbq and V pa � pb. When this happens,

the boolean value vppap~iq � pbp~iqq is assigned to ans. Oracle Ov returns ans. From the definition of p, it

follows that the value returned by Ov in G4 is pv � σ�1paq � σ�1pbqq i.e. it is the same as the output of Ov

in G2.

Figure 5.9 formally describes G4. The changes in G4 compared to G2 have been highlighted. We have

already pointed out that the outputs of Ov,Eval in G4 are identical to those in G2. Since the other changes

involve only additional bookkeeping, the outputs of G2,G4 are identical. Therefore

Pr rG4 ñ trues � Pr rG2 ñ trues . (5.9)

The game G5. We define G5 in Figure 5.10 where σ is lazily sampled. Since σ is lazily sampled, it is a partial

function and we use previously defined notations Dpσq, Rpσq, Dpσq, Rpσq. There are no other changes in G5

compared to G4.

In G4, σ is sampled uniformly at random from InjFuncpZp,Lq. In G5, if σpiq is previously not defined,

it is sampled uniformly from the values in the range that do not have a pre-image and similarly if σ�1pxq
is previously not defined, it is sampled uniformly from the values in the domain that do not have a image.

Therefore, the distribution of σ on the points in Dpσq in G5 is identical to the distribution of σ on the points

in Dpσq if σ was sampled from InjFuncpZp,Lq. So, in G5, the distribution of σ on the points in Dpσq is

identical to that of G4. Since σ is never evaluated on points outside Dpσq in either games and there are no

other changes in G5, the outputs of G4,G5 are identical.

Pr rG4 ñ trues � Pr rG5 ñ trues . (5.10)

The Games G6 and G7. Next, we define Games G6,G7. The changes introduced in G6 from G5 have been

highlighted (as before). In G7 we want to sample tj ’s from Zp instead of Dpσq. So in G6 we first sample

them from Zp and define a bad event if σptjq � K i.e. tj P Dpσq. If this bad event happens, then we resample

tj from Dpσq. We then remove this resampling in G7. The main procedure of G6,G7 are identical to G5 and

the only changes in the oracles are the AssignPoly procedure, hence we rewrite only the AssignPoly procedure

in Figure 5.11.

Observe from the pseudocode that outputs of G5,G6 are identical. Therefore,

Pr rG6 ñ trues � Pr rG5 ñ trues . (5.11)
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Game G5 :

For each i P Zp: σpiq Ð K;For each a P L: pa Ð K

For each p1 P ZprI1, � � � , Ik, V, T1, � � � , T2qs: Λpp1q Ð K

i1, � � � , ik, vÐ$ Zp;σp1q Ð$ L;pσp1q Ð 1; Λp1q Ð σp1q

If pσpvq � K then σpvq Ð$Rpσq; pσpvq Ð V

ΛpV q Ð σpvq

For each j P rks:

If pσpijq � K then σpijq Ð$Rpσq;pσpijq Ð Ij ;ΛpIjq Ð σpijq

If pσpv�ijq � K then σpv � ijq Ð$Rpσq;pσpv�ijq Ð V Ij ; ΛpV Ijq Ð σpv � ijq

new Ð 0;X Ð tσp1q, σpvq, σpi1q, � � � , σpikqu; Y1 Ð tσp1q, σpvq, σpi1q, � � � , σpikqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq

πÐ$ Sk;Y2 Ð tσp1q, σpvq, σpi1 � vq, � � � , σpik � vqu;Z ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ, σp1q, σpvq, σpiπp1q � vq, � � � , σpiπpkq � vqq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

Return pwin ^ |Z|   lq

Oracle Evalpa,b, fromq :

If pa � K then

AssignPolypaq

If pb � K then

AssignPolypbq

p1 Ð pa � pb

If Λpp1q � K then

If Dc1 P L : pc1p~iq � p1p~iq then

Λpp1q Ð c1

Else

σpp1p~iqq Ð$Rpσq; Λpp1q Ð σpp1p~iqq

pΛpp1q Ð p1

PopulateSetsEvalpa,b,Λpp1q, fromq

Return Λpp1q

Oracle Ovpa,b, fromq :

If pa � K then

AssignPolypaq

If pb � K then

AssignPolypbq

ans Ð pV pa � pbq

If pvpap~iq � pbp~iqq � ans then

ans Ð pvpap~iq � pbp~iqq

PopulateSetsOvpa,b, fromq

Return ans

Procedure AssignPolyplq :

new Ð new � 1

tnew Ð$Dpσq;σptnewq Ð l

pl Ð Tnew

ΛpTnewq Ð l

Figure 5.10: G5 lazily samples σ. The newly introduced changes compared to G4 are highlighted.
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Game G6 ,G7 :

Procedure AssignPolyplq :

new Ð new � 1; tnew Ð$ Zp

If σptnewq � K then bad Ð true; tnew Ð$Dpσq

σptnewq Ð l; pl Ð Tnew; ΛpTnewq Ð l

Figure 5.11: In G7 we remove the restriction on tj ’s. The main procedure of G6,G7 are identical to G5 and

the only changes in the oracles are the AssignPoly procedure, hence we write only the AssignPoly procedure.

The changes in the procedure from that in G5 have been highlighted. The boxed statement is present only

in G6.

After σp1q, σpvq, σpi1q, � � � , σpikq, σpi1 � vq, � � � , σpik � vq are sampled, the size of Dpσq is at most 2k � 2. For

every query Dpσq can grow by size at most 3 (in case of Eval queries). Therefore, the size of Dpσq is at most

2k � 3q � 2. Since bad is set only when an element from Dpσq is sampled,

Pr rbad � true in G7s ¤ 2qp2k � 3q � 2q
p

.

It is evident from their pseudocodes that G6,G7 are identical-until-bad. From the Fundamental Lemma

Game Playing we get,

Pr rG6 ñ trues ¤ Pr rG7 ñ trues � 2qp2k � 3q � 2q
p

. (5.12)

In G7, note that Rpσq � RpΛq and Dpσq is not used anywhere. Also the condition pσpjq � K is equivalent

to the condition that there exists some p such that Λppq � K and pp~iq � j and the condition there exists

c1 P L such that pc1p~iq � p1p~iq is equivalent to the condition there exists some p such that Λppq � K and

pp~iq � p1p~iq. Hence, G7 can be rewritten without σ.

The Games G8 and G9. Next, we introduce games G8,G9. In G8 we remove σ (we had previously pointed

out G7 can be rewritten without σ), remove some redundant code and the bad event in G7 and add new bad

events when there is some p such that Λppq � K and pp~iq � p1p~iq in Eval and pvpap~iq � pbp~iqq � ans in Ov.

Hence outputs of G7,G8 are identical.

Pr rG7 ñ trues � Pr rG8 ñ trues . (5.13)

Since ~i affects only the setting of bad in Eval,Ov we see that ~i may well have been sampled at the very end

of G9 and it can be checked if any of the Eval,Ov queries would have set bad to true. The degree of any

polynomial is at most 2 since every polynomial has monomials only of the form Ij , V Ij , Tj , V and constants.

We compute the probability of bad Ð true in G9 in Eval,Ov.
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Game G8 ,G9 :

For each a P L: pa Ð K; For each p1 P ZprI1, � � � , Ik, V, T1, � � � , T2qs : Λpp1q Ð K

i1, � � � , ik, vÐ$ Zp;Λp1q Ð$ L;pΛp1q Ð 1

If Dp : Λppq � K ^ pp~iq � v then ΛpV q Ð Λppq

else ΛpV q Ð$RpΛq; pΛppq Ð V

For each j P rks:

If Dp : Λppq � K ^ pp~iq � ij then ΛpIjq Ð Λppq

else ΛpIjq Ð$RpΛq; pΛpIjq Ð Ij

If Dp : Λppq � K ^ pp~iq � ij � v then ΛpV Ijq Ð Λppq

else ΛpV Ijq Ð$RpΛq; pΛpV Ijq Ð V Ij

new Ð 0;X Ð tΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu; Y1 Ð tΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqq

πÐ$ Sk; Y2 Ð tΛp1q,ΛpV q,ΛpV I1q, � � � ,ΛpV Ikq u;Z ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ,Λp1q,ΛpV q,ΛpIπp1q � V q, � � � ,ΛpIπpkq � V qq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

Return pwin ^ |Z|   lq

Oracle Evalpa,b, fromq :

If pa � K then AssignPolypaq

If pb � K then AssignPolypbq

p1 Ð pa � pb

If Λpp1q � K then

If Dp : Λppq � K ^ pp~iq � p1p~iq then

bad Ð true

Λpp1q Ð Λppq

else Λpp1q Ð$RpΛq; pΛpp1q Ð p1

PopulateSetsEvalpa,b,Λpp1q, fromq

Return Λpp1q

Oracle Ovpa,b, fromq :

If pa � K then AssignPolypaq

If pb � K then AssignPolypbq

ans Ð pV pa � pbq

If pvpap~iq � pbp~iqq � ans then

bad Ð true

ans Ð pvpap~iq � pbp~iqq

PopulateSetsOvpa,b, fromq

Return ans

Procedure AssignPolyplq :

new Ð new � 1

tnew Ð$ Zp

pl Ð Tnew

ΛpTnewq Ð l

Figure 5.12: Games G8,G9 introduce new bad events. We remove σ from these games. The changes from G7

have been highlighted. The boxed statements are present only in G8.

In Eval, bad is set to true if Λpp1q � K and for some label c1 pc1p~iq � p1p~iq. From the definition of Λ,

it follows that Λpp1q � K implies pc1 � p1. We therefore have p1p~iq � pc1p~iq � 0. Note that p1 � pc1 is not
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identically zero since Λpp1q � K and the degree of p1 � pc1 is at most 2. Observe that the elements of ~i are

sampled from Zp and could have been sampled at the very end of G9 because~i does not affect anything other

than setting bad. So, the probability p1p~iq� pc1p~iq � 0 is bounded by 2
p by Proposition 5.1.2. Since there are

at most q Eval queries, the probability that bad is set to true due to this condition in any of the Eval queries

in G9 is bounded by 2q
p using the union bound.

In Ov, bad is set to true is when pvpap~iq � pbp~iqq, pV pa � pbq are different boolean values. Note that

when pV pa � pbq � true then pvpap~iq � pbp~iqq. The only case when the two boolean values differ is when

pV pa � pbq � false and vpap~iq � pbp~iq i.e. pV pa�pbq is not identically zero but vpap~iq�pbp~iq � 0. Note that

the degree of pV pa�pbq is at most 3 (since V pa can have degree at most 3) . Like the previous analysis since

the elements of ~i are sampled from Zp and could have been sampled at the very end of G9, the probability

vpap~iq�pbp~iq � 0 is bounded by 3
p by Proposition 5.1.2. Since there are at most q Ov queries, the probability

that bad is set to true due to this condition in any of the Ov queries in G9 is bounded by 3q
p using the union

bound. Therefore,

Pr rbad � true in G9s ¤ 5q

p
.

Note that G8 and G9 are identical-until-bad. Therefore, using the Fundamental Lemma of Game Playing we

get,

Pr rG8 ñ trues ¤ Pr rG9 ñ trues � 5q

p
. (5.14)

We note that in G9, Λ becomes an injective function since for p � p1, Λppq � Λpp1q. Therefore, Λ�1 is well

defined. This means that for all labels l, pl can be replaced by Λ�1plq throughout G9. Also,pV pa � pbq is

always returned from Ov and hence the check on ans can be omitted. The bad events can be removed from

G9 because it does not affect its execution in any way. That in turn implies tj ’s do not affect the execution

of G9 and can also be removed. Since G10 only introduces a new bad event compared to G9 and the bad event

does not affect the output,

Pr rG9 ñ trues � Pr rG10 ñ trues . (5.15)

We need to compute the probability that bad is set to true in procedure RestrictedSample of G10. First we

compute the probability that v P t0, 1u,

PrvÐ$ Zp rv P t0, 1us � 2

p
.

Note that just before ij sampled in G10 the size of S Y S 1 is at most 2j. We compute the probability that

ij P S Y S 1 for some j P rks,
Prij Ð$ Zp

�
ij P S Y S 1

� ¤ 2j

p
.
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Game G10, G11 :

For each p P ZprI1, � � � , Ik, V, T1, � � � , T2qs: Λppq Ð K

i1, � � � , ik, v Ð RestrictedSamplepq;Λp1q Ð$ L

If Dp : Λppq � K ^ pp~iq � v then ΛpV q Ð Λppq else ΛpV q Ð$RpΛq

For each j P rks:

If Dp : Λppq � K ^ pp~iq � ij then ΛpIjq Ð Λppq else ΛpIjq Ð$RpΛq

If Dp : Λppq � K ^ pp~iq � ij � v then ΛpV Ijq Ð Λppq else ΛpV Ijq Ð$RpΛq

new Ð 0;X Ð Λp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu;Y1 Ð tΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqq

πÐ$ Sk;Y2 Ð tΛp1q,ΛpV q,ΛpV I1q, � � � ,ΛpV Ikqu;Z ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ,Λp1q,ΛpV q,ΛpIπp1q � V q, � � � ,ΛpIπpkq � V qq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

Return pwin ^ |Z|   lq

Oracle Evalpa,b, fromq :

If Λ�1paq � K then

new Ð new � 1; ΛpTnewq Ð a

If Λ�1pbq � K then

new Ð new � 1; ΛpTnewq Ð b

p ÐΛ�1paq � Λ�1pbq

If Λppq � K then

Λppq Ð$RpΛq

PopulateSetsEvalpa,b,Λppq, fromq

Return Λppq

Oracle Ovpa,b, fromq :

If Λ�1paq � K then

new Ð new � 1; ΛpTnewq Ð a

If Λ�1pbq � K then

new Ð new � 1; ΛpTnewq Ð b

PopulateSetsOvpa,b, fromq

Return pV Λ�1paq � Λ�1pbqq

Procedure RestrictedSamplepq :

vÐ$ Zp;If v P t0, 1u then bad Ð true; vÐ$ Zpzt0, 1u

S Ð t1u;S 1 Ð tv�1u

For each j P rks:

ij Ð$ Zp; If ij P S Y S 1 then bad Ð true; ij Ð$ ZpzpS Y S 1q

S Y
ÐÝ tiju;S 1 Y

ÐÝ tv�1 � iju

Return i1, � � � , ik, v

Figure 5.13: In games G10,G11 pa has been replaced by Λ�1paq for labels a and tj ’s are removed. The

procedure AssignPoly is no longer written separately, its code is written inline instead. In G11, ij ’s, v are

sampled with the restriction that the set t1, v, i1, � � � , ik, i1 �v, � � � , ik �vu has cardinality 2k�2. The changes

from G9 have been highlighted. The boxed statements are present only in G11.
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Game G11 :

For each p P ZprI1, � � � , Ik, V, T1, � � � , T2qs: Λppq Ð K; Λp1q Ð$ L

ΛpV q Ð$RpΛq

For each j P rks:

ΛpIjq Ð$RpΛq; ΛpV Ijq Ð$RpΛq

new Ð 0;X Ð tCorrespondingStringp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu;Y1 Ð tΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqq

πÐ$ Sk;Y2 Ð tΛp1q,ΛpV q,ΛpV I1q, � � � ,ΛpV Ikqu;Z ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ,Λp1q,ΛpV q,ΛpIπp1q � V q, � � � ,ΛpIπpkq � V qq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

Return pwin ^ |Z|   lq

Oracle Evalpa,b, fromq :

If Λ�1paq � K then

new Ð new � 1; ΛpTnewq Ð a

If Λ�1pbq � K then

new Ð new � 1; ΛpTnewq Ð b

p Ð Λ�1paq � Λ�1pbq

If Λppq � K then

Λppq Ð$RpΛq

PopulateSetsEvalpa,b,Λppq, fromq

Return Λppq

Oracle Ovpa,b, fromq :

If Λ�1paq � K then

new Ð new � 1; ΛpTnewq Ð a

If Λ�1pbq � K then

new Ð new � 1; ΛpTnewq Ð b

PopulateSetsOvpa,b, fromq

Return pV Λ�1paq � Λ�1pbqq

Figure 5.14: Game G11 has been written more compactly than the one in Figure 5.13 by removing redundant

code.

In G10, since bad can be set to true only in RestrictedSample, the probability that bad is set to true. Therefore,

using the union bound,

Pr rbad � true in G10s ¤ 2

p
�

ķ

j�1

2j

p
¤ k2 � k � 2

p
.

Note that G10 and G11 are identical-until-bad. Therefore, using the Fundamental Lemma of Game Playing

we get,

Pr rG10 ñ trues ¤ Pr rG11 ñ trues � k2 � k � 2

p
. (5.16)
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Procedure PolyMultCheckppa, pbq :

If Dj : pcoefficientppa, Tjq � 0_ coefficientppa, V Ijq � 0q then return false

If Dj : pcoefficientppb, Tjq � 0_ coefficientppb, Ijq � 0q then return false

If coefficientppb, V q � coefficientppa, 1q then return false

For each j P rks: ~xrjs Ð coefficientppa, Ijq; ~yrjs Ð coefficientppb, V Ijq

If Op~x, ~yq � true then

If ~x R spanpSq then S
Y
ÐÝ t~xu;Z 1 Y

ÐÝ tau

If |S| � l then ABORT

Return true

Else return false

Figure 5.15: Subroutine PolyMultCheck for simulating Ov. In particular, coefficientpp,Mq returns the

coefficient of the monomial M in the polynomial p. The sets S and Z 1 have no effect on the behavior, and

are only used in the analysis of D. The symbol ABORT indicates that D aborts and outputs K.

The Games G10 and G11. We introduce a procedure named RestrictedSample in order to sample i1, � � � , ik, v
instead of sampling them uniformly at random, replace p by Λ�1, remove tj ’s and the bad events in G9. In

G11, RestrictedSample sets bad to true if v P t0, 1u or if the cardinality of the set t1, v, i1, � � � , ik, i1 �v, � � � , ik �vu
is less than 2k�2. In G11, RestrictedSample samples these values with the restriction that |t1, v, i1, � � � , ik, i1 �
v, � � � , ik � vu| � 2k � 2.

We note that since i1, � � � , ik, v sampled in G11 satisfy |1, v, i1, � � � , ik, i1 � v, � � � , ik � v| � 2k� 2, the three

set of if statements after sampling v will always evaluate to true. Since i1, � � � , ik, v do not affect the execution

of G11 at any other point, the sampling of i1, � � � , ik, v and the three set of if statements after sampling v

can be omitted from G11. Therefore, G11 can be rewritten as shown in Figure 5.14. We next upper bound

Pr rG4 ñ trues in terms of Pr rG11 ñ trues in Lemma 5.3.6.

Lemma 5.3.6. For the games G4,G11, we have,

Pr rG4 ñ trues ¤ Pr rG11 ñ trues � 2qp2k � 3q � 2q
p

� 5q

p
� k2 � k � 2

p
.

Proof. Combining (5.10) to (5.16) we get,

Pr rG4 ñ trues ¤ Pr rG11 ñ trues � 2qp2k � 3q � 2q
p

� 5q

p
� k2 � k � 2

p
.
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Adversary D :

For each p P ZprI1, � � � , Ik, V,K1, � � � ,Kk, T1, � � � , T2qs: Λppq Ð K

Λp1q Ð$ L; ΛpV q Ð$RpΛq

For each j P rks:

ΛpIjq Ð$RpΛq; ΛpKjq Ð$RpΛq

new Ð 0;X Ð tΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu;Y1 Ð tΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pΛp1q,ΛpV q,ΛpI1q, � � � ,ΛpIkqq

Y2 Ð tΛp1q,ΛpV q,ΛpK1q, � � � ,ΛpKkqu;Z ÐH;Z 1 ÐH;S ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ,Λp1q,ΛpV q,ΛpK1q, � � � ,ΛpKkqq

win1 Ð pts1, � � � , slu � ts11, � � � , s
1
luq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

If win1 � true then

For each i, j P rks : If si � s1j then πpiq � j

Return π

Else return K

Oracle Evalpa,b, fromq :

If Λ�1paq � K then

new Ð new � 1; ΛpTnewq Ð a

If Λ�1pbq � K then

new Ð new � 1; ΛpTnewq Ð b

p Ð pa � pb

If Λppq � K then Λppq Ð$RpΛq

PopulateSetsEvalpa,b,Λppq, fromq

Return Λppq

Oracle Ovpa,b, fromq :

If Λ�1paq � K then

new Ð new � 1; ΛpTnewq Ð a

If Λ�1pbq � K then

new Ð new � 1; ΛpTnewq Ð b

PopulateSetsOvpa,b, fromq

PolyMultCheckppa, pbq

Procedure PopulateSetsEvalpa,b, c, fromq :

If from � 1 then

If c R Y1 then X Y
ÐÝ tcu

Y1
Y
ÐÝ ta,b, cu

If from � 2 then

If a P X zY2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,b, cu

Procedure PopulateSetsOvpa,b, fromq :

If from � 1 then Y1
Y
ÐÝ ta,bu

If from � 2 then

If a P X zY2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,bu

Figure 5.16: Adversary D which plays the permutation game PG. The changes in D compared to G11 have

been highlighted.
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The Adversary D. Next, we construct the adversary D that plays PG by simulating G11 to R1,R2, where

the permutation π is the secret permutation from PG. As we will discuss below, the core of the adversary

D will boil down to properly simulating the Ov oracle using the O oracle from PG and simulating the labels

σpiπpjqq (and the associated polynomials) correctly without knowing π. After a correct simulation, D will

simply extract the permutation π.

To see how this can be done, let us first have a closer look at G11. Let us introduce the shorthand

Kj � V Iπpjq for j P rks. With this notation, every polynomial input to or output from Eval is a linear

combination of the monomials 1, I1, . . . , Ik, V,K1, . . . ,Kk, T1, T2, . . . . Now, it is convenient to slightly rethink

the check of whether V pa � pb within Ov with this notation. First off, we observe that if either of the

polynomial contains a monomial of the form Ti, the check fails. In fact, it is immediately clear that the check

can only possibly succeed is if pa is a linear combination of 1 and the Ij ’s and pb is a linear combination of

V and the Kj ’s. Now, assume that

papI1, . . . , Ikq � a0 �
ķ

j�1

~xrjs � Ij ,

pbpV,K1, . . .Kkq � b0 � V �
ķ

j�1

~yrjs �Kj .

Then, V � pa � pb if and only if a0 � b0 and ~yrjs � ~xrπpjqs for all j P rks. If we are now in Game PG, and π

is the chosen permutation, then this is equivalent to Op~x, ~yq � true and a0 � b0.

This leads naturally to the adversary D, which we formally describe in Figure 5.16. The adversary

will simply sample labels f1, . . . , fk for σpv � iπp1qq, . . . , σpv � iπpkqq, and associate with them polynomials in

the variables K1, . . . ,Kj . Other than that, it simulates the game G11, with the exception that the check

V � pa � pb is not implemented using the above approach – summarized in Figure 5.15. Note that D aborts

when |S| � l and makes at most q queries to O. Thus D is a pq, lq-query adversary against PG. If D does

not abort, then its simulation of G11 is perfect. If G11 ñ true and D does not abort, then win1 shall be true

and D will output the correct π.

The rest of the proof will now require proving that whenever G11 outputs true our adversary D will never

abort due to the check |S| � l. Since G11 ñ true only if |Z|   l, the following lemma implies that D does

not abort if G11 ñ true.

Lemma 5.3.7. Let p~x1, ~y1q, � � � , p~xu, ~yuq be the queries made by D to O which return true. Then,

rankp~x1, � � � , ~xuq ¤ |Z| .

Proof. We introduce an operator projppq which maps a polynomial to a vector in Zkp consisting of the

coefficients of the monomials I1, . . . , Ik. We will show below that for all i P rus, there exists a set Zi � Z
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such that ~xi P spanpprojpΛ�1pZiqqq. From this, the claim is immediate, because

rankp~x1, � � � , ~xuq ¤ rank

�
u¤
i�1

projpΛ�1pZiqq
�

¤
����� u¤
i�1

projpΛ�1pZiqq
����� ¤

����� u¤
i�1

Zi
����� ¤ |Z| .

First off, note that every non-zero query p~xi, ~yiq that returns true is made during the simulation of the

execution of R2. This is because such a query requires the polynomial associated with ~yi to contain a

monomial in Kj for at least some j P rks, and such polynomials can only occur in the execution of R2.

Also note that every vector ~xi is associated with a polynomial pi. This polynomial must have form a0 �°k
j�1 ~xirjs � Ij , as discussed before.

Let us look at an execution of D after-the-fact, and more specifically, the simulated execution of R1,R2

within D. Let ai be the label associated with the polynomial pi. If it has not been output by an Eval query

ever, then it must be that ai � ΛpIjq for some j P rks. Because ai P X , then ai P Z, and thus Zi � taiu.
Similarly, assume that a was output last by an Eval query of R1. Then, it must be that ai has been added

to X , because every output of an Eval query by R1 is aded to X , unless the string ai was associated earlier

with one of the Tz monomials. But this label would not lead the oracle query to output 1. Therefore, ai is

added to Z upon R2’s corresponding Ov query, and we can set Zi � taiu.
We are left with the harder case that ai is the output of an Eval query of R2. Note that because of this,

it is not hard to see that we can write

pi �
ŗ

j�1

γj � Λ�1pbjq ,

where b1, . . . ,bj are inputs to Eval queries made by R2. This in turn implies that

~xi � projppiq �
ŗ

j�1

γj � projpΛ�1pbjqq .

We now claim that if projpΛ�1pbjqq � ~0, then it must be that bj P X , and therefore it is added to Z. (Either

within the Eval query, or in an earlier Ov query using it.)

Note that if projpΛ�1pbjqq � 0, then bj is not a fresh label input to an Eval query by either of R1 or R2 (as

it would have been associated with Tz, for some z), and it is not one of the labels Λp1q,ΛpV q,ΛpK1q, . . . ,ΛpKkq
input to R2. So, bj is either ΛpI1q, . . . ,ΛpIkq, or the output of an Eval query by R1 which is added to X .

In both cases, bj P X . Hence, we can now define

Zi �
!
bj : j P rks , projpΛ�1pbjqq � ~0

)
.

This concludes the proof.
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We have established that if G11 outputs true, then D will not abort and hence D simulates G11 to R1,R2

perfectly. If win � true in G11, the checks by D succeed and D outputs the correct permutation and wins

PG. Therefore, D is a pq, lq-query adversary such that PGpDq ñ true if G11 ñ true. Hence,

Pr rG11 ñ trues ¤ Pr rPGpDq ñ trues . (5.17)

Combining Lemma 5.3.6 and (5.9),(5.17) we get,

Pr rG2 ñ trues ¤ Pr rPGpDq ñ trues � 2qp2k � 3q � 2q
p

� 5q

p
� k2 � k � 2

p
. (5.18)

Combining (5.8) and (5.18) we get,

Pr rG2 ñ trues ¤ ql

k!
� 2qp2k � 3q � 2q

p
� 5q

p
� k2 � k � 2

p
.

5.3.4 Memory Lower Bound when |Z| ¥ l (Proof of Lemma 5.2.5)

Recall that we need to prove the following lemma, which we do by using a compression argument.

Lemma 5.3.8. If the size of the state φ output by R1 is s bits and pR1,R2q make q queries in total in the

game G3 as defined in Figure 5.5, then

Pr rG3 ñ trues ¤ 2 � 2 s2
�

8q2p2k � 2� 3qq
p


 l
2
�

1� 6q

p


 2q�l
2

� k2 � k � 2

p
.

Proof. Our proof does initial game hopping, with easy transitions. It first introduces a new game, G12 whose

minor difference from game G3 is that it samples i1, � � � , ik, v using RestrictedSample which was previously

used in game G11. It adds a bad flag while sampling i1, � � � , ik, v which is set to true if v is in t0, 1u or if

|1, v, i1, � � � , ik, i1 �v, � � � , ik �v|   2k�2. The bad event does not affect the output of G12 in any way. Observe

that even though the sampling of i1, � � � , ik, v is written in a different manner in G12, it is identical to that

in G3. In all other respects these two games are identical.

Pr rG3 ñ trues � Pr rG12 ñ trues . (5.19)

Games G12,G13 differ in the procedure RestrictedSample and the condition to return true. Note that the

conditions of bad being set to true is identical in G12,G13 and given that bad is not set to true, G13 returns

true whenever G12 returns true. Therefore, using the Fundamental Lemma of Game Playing

Pr rG12 ñ trues ¤ Pr rG13 ñ trues � Pr rbad � true in G13s .
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Game G12 , G13 :

σÐ$ InjFuncpZp,Lq; i1, � � � , ik, v Ð RestrictedSamplepq

X Ð tσp1q, σpvq, σpi1q, � � � , σpikqu;Y1 Ð tσp1q, σpvq, σpi1q, � � � , σpikqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq

πÐ$ Sk;Y2 Ð tσp1q, σpvq, σpi1 � vq, � � � , σpik � vqu;Z ÐH

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ, σp1q, σpvq, σpiπp1q � vq, � � � , σpiπpkq � vqq

win Ð p@j P rks : sπpjq � s1jq ^ p@j, l P rks : j � l ùñ sj � sl ^ s1j � s1lq

Return p win^ |Z| ¥ lq

Procedure RestrictedSamplepq :

vÐ$ Zp; If v P t0, 1u then bad Ð true; vÐ$ Zpzt0, 1u

S Ð t1u;S 1 Ð tv�1u

For each j P rks

ij Ð$ Zp; If ij P S Y S 1 then bad Ð true; ij Ð$ ZpzpS Y S 1q

S Y
ÐÝ tiju;S 1 Y

ÐÝ tv�1 � iju

Return i1, � � � , ik, v

Oracle Evalpa,b, fromq :

c Ð σpσ�1paq � σ�1pbqq

If from � 1 then

If c R Y1 then X Y
ÐÝ tcu

Y1
Y
ÐÝ ta,b, cu

If from � 2 then

If a P X zY2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,b, cu

Return c

Oracle Ovpa,b, fromq :

If from � 1 then Y1
Y
ÐÝ ta,bu

If from � 2 then

If a P X zY2 then Z Y
ÐÝ tau

If b P X zY2 then Z Y
ÐÝ tbu

Y2
Y
ÐÝ ta,bu

Return pv � σ�1paq � σ�1pbqq

Figure 5.17: Games G12,G13. The statement within the thinner box is present only in G12 and the statement

within the thicker box is present only in G13. The newly introduced changes compared to G3 are highlighted.

From our analysis in the proof of Lemma 5.3.6, we have established that the probability of bad being set to

true in RestrictedSample is at most k2�k�2
p . Since in G13 bad is set only in RestrictedSample, the probability
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of bad being set to true is the same. Hence, we get,

Pr rG12 ñ trues ¤ Pr rG13 ñ trues � k2 � k � 2

p
. (5.20)

The compression argument. We assume Pr rG13 ñ trues � 2ε. We say a σ is “good” in G13 if

Pr
�
G13 ñ true

��σ was sampled in G13

� ¥ ε . (5.21)

It follows from Markov’s inequality that at least ε fraction of σ’s are “good”. The following lemma captures

the essence of our compression argument.

Lemma 5.3.9. If the state output by R1 in G13 has size s bits, all the “good” σ’s can be encoded such that

the size of the encoding space is at most

2sp!

�
1� 6q

p


p2q�lq�
p

8q2p2k � 2� 3qq

�l

,

and decoded correctly with probability at least ε.

We first give some intuition regarding how we achieve compression and show how Lemma 5.3.9 leads to

an upper bound on Pr rG3 ñ 1s. We defer the proof of Lemma 5.3.9 to Section 5.3.5.

Intuition regarding compression. Observe in G13, the labels in Z were queried by R2 (these labels were

not seen by R2 before they were queried) and were answers to R1 and were not seen by R1 before the query.

The core idea is that for all a P LzZ, we store exactly one of a or its pre-image in the encoding and for all

labels in Z, we store neither the label nor its pre-image. Since R2 queries all the labels in Z, these labels

can be found by running R2 while decoding. Since all the labels in Z are answers to queries of R1 and were

not seen by R1 before the query, their pre-images can be figured out while running R1.

High level outlines of Encode, Decode. In Encode, we simulate the steps of G13 to R1,R2, including

bookkeeping and then run R1 again assuming the particular σ we are compressing is sampled in G13. In

Decode, we run R2 and then R1 to recover σ. We treat the values i1, � � � , ik, v, π as part of the common

randomness provided to Encode,Decode (we assume they are sampled from the same distribution they are

sampled from in G13). The random tapes of R1,R2 can also be derived from the common randomness

of Encode,Decode. For simplicity, we do not specify this explicitly in the algorithms and treat R1,R2 as

deterministic.

Running R2. First off, we assume that R1 queries labels that it has “seen” before and R2 queries labels

that R1 has “seen” or it has “seen” before. We shall relax this assumption later. Ideally, we would want to

just store only φ, the inputs labels to R2 and the labels that are answers to R2’s queries. We append the

input labels of R2 and labels that are answers to its Eval queries that it has not “seen” before to a list named
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Lbls. However, it is easy to see that this information is not enough to answer Ov queries during decoding,

as answering Ov queries inherently requires knowledge about pre-images of R2. This naturally leads to the

idea of maintaining a mapping of all the labels “seen by” R2 to their pre-images.

The mapping T of labels to pre-image expressions. The pre-images of input labels and the labels

that were results of sequence of Eval queries on its input labels by R2, are known. However, R2 might query

labels which were neither an input to it nor an answer to one of its Eval queries. Such a label is in Z since

we have assumed that all labels queried by R2 were “seen by” R1 or “seen by” R2 before. We represent

the pre-images of labels in Z using a placeholder variable Xn where n is incremented for every such label.

Note that the pre-image of every label seen by R2 can be expressed as a linear polynomial in the Xn’s (these

linear polynomials are referred to as pre-image expressions from hereon). Therefore we maintain a mapping

of all labels “seen by” and their pre-image expressions in a list of tuples named T. Our approach is inspired

by a similar technique used by Corrigan-Gibbs and Kogan in [CK18]. Like in [CK18], we stress that the

mapping T is not a part of the encoding.

For Eval queries, we can check if there is a tuple in T whose pre-image expression is the sum of the

pre-image expressions of the input labels. If that is the case, we return the label of such a tuple. Otherwise,

we append the answer label to Lbls. For Ov queries, we can return true if the pre-image expression of the first

input label multiplied by v gives the pre-image expression of the second input label. Otherwise we return

false.

Surprises. There is a caveat, however. There might arise a situation that the label which is the answer to

the Eval query is present in T but its pre-image expression is not the sum of the pre-image expressions of

the input labels. We call such a situation a “surprise” and we call the answer label in that case a “surprise

label”. For Ov queries, there might be a surprise when the answer of the Ov query is true but the pre-image

expression of the first input label multiplied by v is different pre-image expression of the second input label.

In this case we call the second input label the surprise label. We assign a sequence number to each query

made by R2, starting from 1 and an index to each tuple in T, with the indices being assigned to tuples in

the order they were appended to T. To detect the query where the surprise happens, we maintain a set

named Srps1 that contains tuples of query sequence numbers and indices of the surprise label in T. This set

Srps1 is a part of the encoding. Note that whenever there is a surprise, it means that two different pre-image

expressions evaluate to the same value. Since these two pre-image expressions are linear polynomials, at

least one variable can be eliminated from T by equating the two pre-image expressions.

Running R1. Now that we have enough information in the encoding to run R2, we consider the information

we need to add to the encoding to run R1 after R2 is run. First, we need to provide R1 its input labels.

Our initial attempt would be to append the input labels of R1 (except σp1q, σpvq, which are already present)
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to Lbls. However, some of these input labels to R1 might have already been “seen by” R2. Since all labels

“seen by” R2 are in T, we need a way to figure out which of σpijq’s are in T. Note that such a label was

either queried by R2 or an answer to a query of R2 (cannot have been an input to R2 given the restrictions

on i1, � � � , ik, v). Suppose q was the sequence number of the query in which σpijq was queried or an answer.

The tuple pq, b, jq is added to the set Inputs where b can take values t1, 2, 3u depending on whether σpijq
was the first input label, the second input label or the answer label respectively. This set Inputs is a part of

the encoding. The rest of the labels σpijq, which do not appear in T, are added to T with their pre-images

and the labels are appended to Lbls. Note that for all queries of R1, it follows from our assumption that the

input labels will be in T. For every surprise, we add a tuple of sequence number and an index in T to the

set Srps2.

Relaxing the assumption. When we allow R2 to query labels it has not seen before or R1 has not seen,

there are two issues. First, we need to add a tuple for the label in T (since T, by definition contains a tuple

for all labels queried by R2). We solve this issue by adding the tuple made of the label and its pre-image.

We have no hope of recovering the pre-image later, hence, we append the pre-image to a list named Vals.

This list needs to be a part of the encoding since the pre-image of the label needs to be figured out to be

added to T during decoding. For queries of R1, if the input label is not present in T, we do the same thing.

The second issue that comes up when we relax the assumption is that we need to distinguish whether an

input label was in Z or not. We solve this issue by maintaining a set of tuples named Free. For all labels in

Z that are not an input label to R1, we add the tuple consisting of the sequence number of the query of R2

and b to Free where b set to 1 indicates it was the first input label and b set to 2 indicates it was the second

input label.

The final steps. The labels the are absent in T are appended to a list named RLbls. If |Z|   l, a fixed

encoding D (the output of Encode for some fixed σ when |Z| ¥ l) is returned. Otherwise the encoding of σ

consisting of Lbls, RLbls, Vals, Inputs, Srps1, Srps2, Free, φ is returned.

Wrapping up. The set of all “good” σ’s has size at least εp! (where we have used that the total number of

injective functions from Zp Ñ L is p!). Using X to be the set of the “good” σ’s, Y to be the set of encodings,

R to be the set of cartesian product of the domains of i1, � � � , ik, v, π, the set of all random tapes of R1 the

set of all random tapes of R2 and L, it follows from Lemma 5.3.9 and Proposition 11.1.1 that

log pPr rDecoding is correctsq ¤s� p2q � lq log

�
1� 6q

p



� l log

�
p

8q2p2k � 2� 3qq


� log ε .
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We have from Lemma 5.3.9 that Pr rDecoding is corrects ¥ ε. Therefore,

2 log ε ¤ s� p2q � lq log

�
1� 6q

p



� l log

�
p

8q2p2k � 2� 3qq


.

Since Pr rG13 ñ trues � 2ε, using (5.19) and (5.20) we have,

Pr rG3 ñ trues ¤ 2 � 2 s2
�

8q2p2k � 2� 3qq
p


 l
2
�

1� 6q

p


 2q�l
2

� k2 � k � 2

p
.

5.3.5 Proof of Lemma 5.3.9

We provided the intuition behind our compression of σ in Section 5.3.4. We formally define the Encode,Decode

algorithms here and then analyze the size of the encoding space for “good” σ’s.

The Encode procedure. As we have previously mentioned Encode simulates G13 to R1,R2 and then runs

R1 again. The Encode procedure has been formally defined in Figures 5.18 and 5.19. We shall next explain

the pseudocode in detail and relate it to the intuition we provided in Section 5.3.4. In order to understand

the pseudocode of Encode, initially ignore the code involving T, Lbls,Vals,RLbls,Free,Srps1,Srps2.

First off, note that the oracles Evalp., ., 1q,Evalp., ., 2q,Evalp., ., 3q have identical outputs to the oracle

Evalp., .q in G13 and the oracles Ovp., ., 1q,Ovp., ., 2q,Ovp., ., 3q have identical outputs to the oracle Ovp., .q in

G13. As mentioned previously the randomness input to Encode i.e. i1, � � � , iv, v, π are distributed according to

the distribution of these values in G13. Observe that till R2 is run, Encode perfectly simulates G13 to R1,R2.

Then, R1 is run again. Recall that we treat R1,R2 as deterministic without loss of generality (alternatively

we could have specified the random tape of these adversaries as an input to Encode,Decode). Therefore,

R1 shall make the same queries when it is run the second time as it did in its first run since it receives

identical answers to its queries (we have previously argued that the outputs of oracles Evalp., ., 1q,Evalp., ., 3q
are identical and the outputs of oracles Ovp., ., 1q,Ovp., ., 3q are identical on same inputs).

Now that we have explained the high-level structure of Encode and related it to the intuition provided

before, we shall delve into the details of its book-keeping. Recall that we say that a label has been seen by

R1 if it was an input to R1, queried by R1 or an answer to a previously made Evalp., ., 1q query and a label

has been seen by R2 if it was an input to R2, queried by R2 or an answer to a previously made Evalp., ., 2q
query. To begin with we note that the sets Z,X ,Y1,Y2 are never updated after R2 is run in Encode and

hence are identical to what they would have been in G13 if the σ input to Encode was sampled.

The ordered first-in first-out (FIFO) list Lbls first contains the input labels of R2, then the labels that

are answers to the Eval queries of R2 and had not been seen before by R2 (these labels are ordered in the

order of the queries). Next, it contains labels that are input to R1 that were not queried by R2 during its
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Procedure Encodepσ, pi1, � � � , ik, v, πqq :

X Ð tσp1q, σpvq, σpi1q, � � � , σpikqu;Y1 Ð tσp1q, σpvq, σpi1q, � � � , σpikqu

φ, s1, � � � , sk Ð REvalp.,.,1q,Ovp.,.,1q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq

Y2 Ð tσp1q, σpvq, σpi1 � vq, � � � , σpik � vqu;Z ÐH

T Ð rs; T.appendppσp1q, 1, 1qq; T.appendppσpvq, v, 1qq

For each j P rks : T.appendpσpij � vq, ij � v, 1qq

Free ÐH; Srps1 ÐH; Srps2 ÐH;nÐ 0; Inputs ÐH; c1 Ð 0; c2 Ð 0

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ, σp1q, σpvq, σpiπp1q � vq, � � � , σpiπpkq � vqq

For each j P rks:

If pσpijq, �, �q R T then T.appendppσpijq, ij , 1qq;

φ, s1, � � � , sk Ð REvalp.,.,3q,Ovp.,.,3q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq

Lbls Ð rs; Vals Ð rs; RLbls Ð rs

For each j P r|T|s:

ps,m, fq Ð Trjs

If f � 1 then Lbls.appendpsq

If f � 2 then Vals.appendpmq

For each j P rps:

If pσpjq, �, �q R T then RLbls.appendpσpjqq

If |Z|   l then return D

Else return pLbls,RLbls,Vals, Srps1, Srps2, Inputs,Free, φq

Oracle Evalpa,b, 1q :

c Ð σpσ�1paq � σ�1pbqq

If c R Y1 then X Y
ÐÝ tcu

Y1
Y
ÐÝ ta,b, cu

Return c

Oracle Ovpa,b, 1q :

c � σpv � σ�1paqq

Y1
Y
ÐÝ ta,bu

Return pb � cq

Figure 5.18: The first part of the Encode procedure. If |Z|   l, a fixed encoding D (the output of Encode

for some fixed σ when |Z| ¥ l) is returned. The function T.appendptupleq appends tuple into T. The first

inserted tuple has index 1 and the index increases by 1 for every subsequent insertion. Tris returns the

tuple at index i in T. The function Tpaq returns pre-image expression A such that pa, A, �q P T. The

function VarReducepT, C, C 1q equates expressions C and C 1, expresses the variable with highest subscript in

the equation (say Xj) in terms of other variables, and substitutes Xj throughout T.
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Oracle Evalpa,b, 2q :

c1 Ð c1 � 1

c Ð σpσ�1paq � σ�1pbqq

If a R Y2 then

AddToTablepa, c1, 1q;Y2
Y
ÐÝ tau

If b R Y2 then

AddToTablepb, c1, 2q;Y2
Y
ÐÝ tbu

If pc, �, �q R T then

T.appendpc,Tpaq � Tpbq, 1q

Y2
Y
ÐÝ tcu

If Dj P rks : c � σpijq then

Inputs
Y
ÐÝ tpc1, 3, jqu

VarReducepT,Tpaq � Tpbq, ijq

Else

If Tpcq � Tpaq � Tpbq then

Srps1
Y
ÐÝ tpc1,T.indexpcqqu

VarReducepT,Tpaq � Tpbq,Tpcqq

Return c

Oracle Ovpa,b, 2q :

c1 Ð c1 � 1

c Ð σpv � σ�1paqq

If a R Y2 then

AddToTablepa, c1, 1q;Y2
Y
ÐÝ tau

If b R Y2 then

AddToTablepb, c1, 2q;Y2
Y
ÐÝ tbu

If pc, �, �q R T then

Return false

Else

If Tpcq � vTpaq then

Srps1
Y
ÐÝ tpc1,T.indexpcqqu

VarReducepT, vTpaq,Tpcqq

Return pb � cq

Oracle Evalpa,b, 3q :

c2 Ð c2 � 1

c Ð σpσ�1paq � σ�1pbqq

If pa, �, �q R T then T.appendpl, σ�1paq, 2q

If pb, �, �q R T then T.appendpl, σ�1pbq, 2q

If pc, �, �q R T then T.appendpc,Tpaq � Tpbq, 1q

Else

If Tpcq � Tpaq � Tpbq then

Srps2
Y
ÐÝ tpc2,T.indexpcqqu

VarReducepT,Tpaq � Tpbq,Tpcqq

Return c

Oracle Ovpa,b, 3q :

c2 Ð c2 � 1

c Ð σpv � σ�1paqq

If pa, �, �q R T then T.appendpl, σ�1paq, 2q

If pb, �, �q R T then T.appendpl, σ�1pbq, 2q

If pc, �, �q R T then return false

Else

If Tpcq � vTpaq

Srps2
Y
ÐÝ tpc2,T.indexpcqqu

VarReducepT, vTpaq,Tpcqq

Return pb � cq

Procedure AddToTablepl, c, bq :

If l P X then

Z Y
ÐÝ tlu;

If Dj P rks : l � σpijq then Inputs
Y
ÐÝ tpc, b, jqu; T.appendpl, ij , 0q

Else Free
Y
ÐÝ tpc, bqu;nÐ n� 1; T.appendpl, Xn, 0q

Else T.appendpl, σ�1plq, 2q

Figure 5.19: Second part of the Encode procedure.
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Procedure DecodeppLbls,RLbls,Vals, Srps1, Srps2, Inputs,Free, φq, pi1, � � � , ik, v, πqq :

For each j P Zp: σpjq Ð K; z1 Ð 1; z2 Ð 1; z3 Ð 1; T Ð rs

σp1q Ð Lblsrz1s; z1 Ð z1 � 1; T.appendppσp1q, 1, 1qq

σpvq Ð Lblsrz1s; z1 Ð z1 � 1; T.appendppσpvq, v, 1qq

For each j P rks: σpij � vq Ð Lblsrz1s; z1 Ð z1 � 1; T.appendppσpij � vq, ij � v, 1qq

nÐ 0; c1 Ð 0; c2 Ð 0

s11, s
1
2, � � � , s

1
k Ð REvalp.,.,2q,Ovp.,.,2q

2 pφ, σp1q, σpvq, σpiπp1q � vq, � � � , σpiπpkq � vqq

For each j P rks: If σpijq � K then σpijq Ð Lblsrz1s; z1 Ð z1 � 1

φ, s1, � � � , sk Ð REvalp.,.,3q,Ovp.,.,3q
1 pσp1q, σpvq, σpi1q, � � � , σpikqq

For each j P r|T|s: ps,m, fq Ð Trjs;σpmq Ð s

For each j P rps: If σpjq � K then σpjq Ð RLblsrz3s; z3 Ð z3 � 1

Return σ

Oracle Evalpa,b, 2q :

c1 Ð c1 � 1

If pa, �, �q R T then AddToTablepa, c1, 1q

If pb, �, �q R T then AddToTablepb, c1, 2q

If Dc1 : pc1,Tpaq � Tpbq, �q P T then

c Ð c1

Elseif Di : pc1, iq P Srps1 then

pc,Tpcq, fq Ð Tris

VarReducepT,Tpaq � Tpbq,Tpcqq

Else

c Ð Lblsrz1s; z1 Ð z1 � 1

T.appendpc,Tpaq � Tpbq, 1q

If Dj P rks : pc1, 3, jq P Inputs then

σpijq Ð c

VarReducepT,Tpaq � Tpbq, ijq

Return c

Oracle Ovpa,b, 2q :

c1 Ð c1 � 1

If pa, �, �q R T then AddToTablepa, c1, 1q

If pb, �, �q R T then AddToTablepb, c1, 2q

If Dc1 : pc1, vTpaq, �q P T then

c Ð c1

Elseif Di : pc1, iq P Srps1 then

pc,Tpcq, fq Ð Tris

VarReducepT, vTpaq,Tpcqq

Else return false

Return pb � cq

Figure 5.20: The first part of the Decode procedure. The function T.appendptupleq appends tuple into T.

The first inserted tuple has index 1 and the index increases by 1 for every subsequent insertion. Tris returns

the tuple at index i in T. The function T.indexpaq returns the index of the tuple of the form pa, �, �q in T and

the function Tpaq returns pre-image expression A such that pa, A, �q P T. The function VarReducepT, C, C 1q
equates expressions C and C 1, expresses the variable with highest subscript in the equation (say Xj) in terms

of other variables, and substitutes Xj throughout T.
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Oracle Evalpa,b, 3q :

c2 Ð c2 � 1

If pa, �, �q R T then

T.appendpa,Valsrz2s, 2q; z2 Ð z2 � 1

If pb, �, �q R T then

T.appendpa,Valsrz2s, 2q; z2 Ð z2 � 1

If Dc1 : pc1,Tpaq � Tpbq, �q P T then

c Ð c1

Elseif Di : pc2, iq P Srps2 then

pc,Tpcq, fq Ð Tris

VarReducepT,Tpaq � Tpbq,Tpcqq

Else

c Ð Lblsrz1s; z1 Ð z1 � 1

T.appendpc, Cq

Return c

Oracle Ovpa,b, 3q :

c2 Ð c2 � 1

If pa, �, �q R T then

T.appendpa,Valsrz2s, 2q; z2 Ð z2 � 1

If pb, �, �q R T then

T.appendpa,Valsrz2s, 2q; z2 Ð z2 � 1

If Dc1 : pc1, vTpaq, �q P T then

c Ð c1

Elseif Di : pc2, iq P Srps2 then

pc,Tpcq, fq Ð Tris

VarReducepT, vTpaq,Tpcq

Else return false

Return pb � cq

Procedure AddToTablepl, c, bq :

If Dj P rks : pc, b, jq P Inputs then σpijq Ð l; T.appendpl, ij , 0q

If pc, bq P Free then nÐ n� 1; T.appendpl, Xn, 0q

If pl, �, �q R T then T.appendpl,Valsrz2s, 2q; z2 Ð z2 � 1

Figure 5.21: The second part of the Decode procedure.

run (ordered in the order of inputs of R1). Finally, it contains labels that are answers to the Eval queries of

R1 during its second run that had not been seen by it before (during the second run) and are not among

labels seen by R2 during its run (again ordered in the order of the queries).

The ordered (FIFO) list Vals first contains the pre-image of the labels (i.e. values in Zp) that were queried

by R2 that it had not seen before (these pre-images are ordered in the order of the queries). It also contains

the pre-image of the labels that queried by R1 during its second run that had not been seen by it before

(during the second run) and are not among labels seen by R2 during its run (again ordered in the order of

the queries).

The set Inputs is used to keep track of the labels that are inputs to R1 that R2 makes a query on or is

an answer to R2’s Eval query. Each element of the set is a tuple that consists of the sequence number of

the query, a flag indicating whether the label was the first or the second label of a query or the output of a
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query and the j such that the label is σpijq.

The data structure T is an ordered list of tuples with each tuple consisting of a label, its pre-image

expression (as defined in Section 5.3.4) and a flag which takes value 0, 1, 2. The flag set to 1 indicates that

the label in the tuple needs to be written to the list Lbls and the flag set to 2 indicates that the pre-image

of the label in the tuple needs to be written to the list Vals. The tuples containing the input labels of R2

are first added to T with the pre-image of the labels being the pre-image expression. For every unique label

seen by R2 a tuple containing the label is added to T when the label is queried or is an answer to a query.

When R2 queries a label, there might already be a tuple containing the label- in that case, no new tuple

containing the label is added to T. In case there was no tuple in T containing the queried label, the label

might either have been (a) an input to R1 or (b) a label that was an answer to R1’s Eval query and had not

been seen by R1 before the query or (c) neither of (a), (b). For case (a) and (c) the pre-image expression

for the label is its actual pre-image. For case (b), the pre-image expression of the label is a placeholder

variable Xn (with n incremented every time for a new placeholder). In this case, a tuple that consists of

the sequence number of the query, whether the label was the first or the second label of the query is added

to the set Free. Other than the input labels and the labels queried by R2, the only labels seen by R2 are

the answers to the Eval queries. Consider an Eval query by R2 on labels a,b. Let c � σpσ�1paq � σ�1pbqq.
Suppose no tuple in T contains c, in that case a tuple containing the label c and the pre-image expression

the sum of the pre-image expressions of labels a and b is added to T. On the other hand if T contains c

but its pre-image expression differs from the sum of the pre-image expressions of labels a and b, then c is a

surprise label as defined in Section 5.3.4. The two pre-image expressions are equated and the variable with

highest subscript in the equation (say Xj) is expressed in terms of other variables, and then Xj is substituted

throughout T (we name this the VarReduce procedure). A tuple that consists of the sequence number of the

query, the index of the tuple containing the label c is added to the set Srps1. As mentioned previously, a

surprise label may arise even for a Ov query by R2. Suppose an Ov query was made on labels a,b. In this

case b is a surprise label if there is a tuple containing b such that the pre-image expression is different from

the pre-image expression of the a by v. Again, in this case in a similar fashion, one variable is substituted

throughout T using the VarReduce procedure and a tuple that consists of the sequence number of the query,

the index of the tuple containing the label b is added to the set Srps1.

After R2 finishes running, tuples containing input labels of R1 that R2 did not see are added to T with

the pre-image expression being the actual pre-images (this ensures that all labels input to R1 are in T).

Next, when R1 is run, for every unique label seen by R1 by that is not contained in a tuple in T, a tuple

containing the label is added to T in the way similar to while running R2 with the only major differences

being (a) no placeholder variables are introduced in this run i.e. for input labels that were previously not
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in T, the pre-image expression is the pre-image of the label itself (b) surprises are kept track of in the set

Srps2 in this case.

After R1 is run for the second time, the sets Lbls,Vals are populated based on the entries in T. All the

labels that are not in T are inserted into the list RLbls in lexicographical order of the pre-images. Finally if

|Z| ¤ l, the encoding D for some fixed σ for which |Z| ¤ l is returned. Otherwise Lbls,RLbls,Vals,Srps1,Srps2,

Inputs,Free along with φ, the state output by R1 is returned by Encode.

The Decode procedure. The Decode procedure, as mentioned previously runs R2 and then R1. It starts

running R2 using the state φ and the first k � 2 labels in Lbls. It maintains the data structure T just like

Encode. It inserts tuples containing the input labels of R2 into T with the pre-image expressions being the

pre-images (which it gets from the input randomness). On an Eval or Ov query on labels a,b, it first checks

if a tuple containing a is in T. If not it checks if a tuple containing the sequence number of the query, 1 and

some j P rks is present in Inputs- if that is the case, the pre-image expression of a is ij . It then checks whether

a tuple containing the sequence number of the query and 1 is present in Free- in that case the pre-image

expression of a is a new placeholder variable Xn (n is incremented). Otherwise, it reads the next value of

Vals and assigns it to the pre-image expression of a. For the other input label b, the same steps are followed.

In order to find the answer label for an Eval query, it first checks whether there is a tuple in Srps1 with

the first entry being the sequence number of the query and some i- if that is the case the label in the ith

tuple of T is returned as answer and the pre-image expression of the ith tuple of T and the sum of the

pre-image expressions of the two inputs are equated and one variable is substituted throughout T using the

VarReduce procedure. Otherwise, it returns removes the top label from the list Lbls and returns it. It also

adds a tuple containing the label to T. The Ov queries are answered in an analogous fashion. Also note that

for every label queried by R2 and every label that is an answer to R2’s Eval query, the Decode procedure

checks whether it is an input label to R1 using the Inputs set.

After running R2, some of the inputs to R1 might have been figured out using the set Inputs during R2’s

query. The rest are obtained by removing the elements of the list Lbls and assigning them to unassigned

inputs of R1. For each such label, a tuple containing the label is inserted to T. Then Decode runs R1 with

the state φ and its input labels. The queries of R1 are answered in a similar fashion like the queries of R2.

After R1 has finished running, for every tuple in T, Decode assigns the labels to the pre-image expression

(we shall argue that if the input to Decode was a valid encoding i.e. not D, then after the execution of R1

all the pre-image expressions in T are actual pre-images i.e. there are no more placeholders in T). Finally,

the values in Zp that have not been assigned images are assigned images using the labels in RLbls.

We say that the output of Encode is a valid encoding if the output was produced after the check |Z| ¥ l

succeeded in Encode. We claim that Decode produces the correct σ whenever it receives a valid encoding as
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input. The main observation here is that T is identically populated in Encode,Decode. From the pseudocode

and description above of Encode,Decode, it is not very difficult to infer correctness. Nonetheless, we provide

a proof sketch of correctness of decoding to Section 5.5.

Next we shall relate the probability of Encode returns a valid encoding to the probability of R1,R2

winning G13. We have already argued that the outputs of Evalp., ., 1q,Ovp., ., 1q,Evalp., ., 2q,Ovp., ., 2q and the

sets Z,Y1,Y2 are identical in G13 and Encode and the outputs of Evalp., ., 3q,Ovp., ., 3q of Encode are identical

to the outputs of Evalp., ., 1q,Ovp., ., 1q of G13 respectively.

Therefore, G13 ñ true implies that |Z| ¥ l in Encode. So, for good σ’s, the probability that Encode

produces a valid encoding (i.e. does not output D) is ε.

Since, Encode produces a valid encoding whenever |Z| ¥ l, i.e. whenever G13 outputs true given that σ

was sampled in G13 we have,

Pr rDecoding is corrects ¥ ε . (5.22)

At the end of execution of Encode, let |Lbls| � b1, |RLbls| � b2, |Vals| � o, |Free| � f, |Inputs| � i, |Srps1| �
s1, |Srps2| � s2, |T| � t. Let the size of the internal state output by R1 be s. We make the following

observations about the outputs of Encode.

- For every i P Zp, exactly one of the following is true.

– i is present in Vals.

– σpiq is present in Lbls.

– σpiq is present in RLbls.

– σpiq was queried by R2 and an entry was added to Inputs.

– σpiq was queried by R2 and an entry was added to Free.

Therefore, |Lbls| � |RLbls| � |Vals| � |Free| � |Inputs| � p i.e. b1 � b2 � o � f � i � p. Also note that

every label that is not present in T is added to RLbls, so b2 � p� t and b1 � t� o� pi� fq

- Since a placeholder Xi is introduced only when an entry is added to Free and at least one placeholder

is removed from T whenever an entry is added to Srps1 or Srps2, we have |Srps1| � |Srps2| ¤ |Free| i.e.

s1 � s2 ¤ f .

- |Free| � |Inputs| ¥ |Z| because every entry in Z is in one of Free, Inputs. We also have that |Z| ¥ l (for

any encoding that is output, including D). It follows that |Free| � |Inputs| ¥ l i.e. f � i ¥ l.
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Claim 5.3.10. If σ is “good” then the size of the encoding space is at most

2sp!

�
1� 6q

p


p2q�lq�
p

8q2p2k � 2� 3qq

�l

.

Proof. Below, we establish upper bounds on the number of possibilities of various components present in

the encoding.

- Each entry in Free is a tuple where the first element is in rqs and the second element is in r2s. There

are f entries in total. Therefore, the number of possibilities of Free is p2qqf .

- Since each entry in Srps1 consists of triple whose first element is in rqs, second element is in rts (an

index of T). Therefore, the number of possibilities of Srps1 is p2tqqs1 .

- Since each entry in Srps2 consists of triple whose first element is in rqs, second element is in rts.
Therefore, the number of possibilities of Srps2 is p2tqqs2 .

- Each entry of Inputs consists of a tuple whose first element is in rqs and the second element is in r3s
and the third element is in rks. Since there are i entries in total, there are at most p3qkqi possibilities.

- The list values has o entries. Since 2k�2 values are already known to not be in Vals (as 1, v, i1, � � � , ik, i1�
v, � � � , ik � � � v will never be in Vals) and all the entries are distinct and are in Zp, there are

�
p�2k�2

o

�
o!

possibilities.

- The list Lbls has b1 � t� o� pi� fq distinct labels each of which are in L (a set of size p). Hence, the

total number of possibilities are at most
�

p
t�o�pi�fq

�pt� o� pi� fqq! .

- Since the labels being added to the list RLbls are the only ones absent in T, and T is fully populated

in Decode before RLbls is used, it suffices to remember their lexicographical ordering. There are p� t
known distinct labels in RLbls. The number of possibilities are pp� tq! .

- The state output by R1 is s bits, hence the number of possibilities are 2s.

The encoding space is at most the product of the number of possibilities of all the components. Hence, the

size of the encoding space is upper bounded by

2sp2qqf p2tqqps1�s2qp3qkqi
�
p� 2k � 2

o



o!

�
p

t� o� pi� fq


pt� o� pi� fqq!pp� tq! .
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Since s1 � s2 ¤ f , and 4t ¡ 3k (since t ¥ 2k � 2), the size of the encoding space is at most

2sp4tq2qpf�iq
�
p� 2k � 2

o



o!

�
p

t� o� pi� fq


pt� o� pi� fqq!pp� tq! .

Since o ¤ 2q� |Z| ¤ 2q� l (as Vals,Z are populated only for labels on which queries are made), we have�
p

t� o� pi� fq


pt� o� pi� fqq!

�
p� 2k � 2

o



o!pp� tq! ¤ p!

� pp� 2k � 2q!
pp� 2k � 2� pi� fqq!

pp� tq!
pp� t� o� i� fq!



¤ p!

� pp� 2k � 2qo
pp� tqo�i�f



¤ p!

�
p� 2k � 2

p� t

2q�l

pp� tq�pi�fq .

Since t ¤ 2k � 2 � 3q (size of T can increase by at most 3 on every query), i � f ¥ l, o ¤ 2q � l, and

p� 2k � 2� 3q ¥ p
2 (because 6q ¤ p� 4k � 4) we have the size of the encoding space is at most

2sp!

�
1� 6q

p


p2q�lq�
p

8q2p2k � 2� 3qq

�l

.

This concludes the proof.

5.4 Conclusions

Despite a clear restriction of our result to straightline reductions, we believe the main contribution of this

work is the introduction of novel techniques for proving lower bounds on the memory of reductions that

will find wider applicability. In particular, we clearly departed from the framework of prior works [ACFK17,

WMHT18] tailored at the usage of lower bounds for streaming algorithms, and provided the first lower bound

for “algebraic” proofs in the public-key domain. The idea of a problem-specific proof of memory could be

helpful elsewhere.

Of course, there are several open problems. It seems very hard to study the role of rewinding for such

reductions. In particular, the natural approach is to resort to techniques from communication complexity

(and their incarnation as streaming lower bounds), as they are amenable to the multi-pass case. The

simple combinatorial nature of these lower bounds however is at odds with the heavily structured oracles

we encounter in the generic group model. Another problem we failed to solve is to give an adversary A in

our proof which uses little memory – we discuss a candidate in the body, but analyzing it seems to give us

difficulties similar to those of rewinding.

This latter point makes a clear distinction, not discussed by prior works, between the way in which we

prove memory-tightness (via reductions using small memory), and its most general interpretation, as defined

in [ACFK17], which would allow the reduction to adapt its memory usage to that of A.
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5.5 Proof Sketch of Correctness of Decoding in Section 5.3.5

We shall argue that Decode produces the correct σ whenever it receives a valid encoding as input. So we

assume throughout that the input to Decode is a valid encoding.

We shall show that T is identically populated in Encode,Decode and the answers to the queries of R2,R1

are identical in Encode,Decode. This would mean that the runs of R2,R1 would be identical in Encode,

Decode since answers to every query is identical in Encode,Decode. In Encode, after running R1, note that

T does not have any placeholder variables remaining because all the elements were Z were answers to R1

and would have had the placeholder variables for their pre-images removed by the time R1 finishes. So,

all the tuples of T are triples of labels, pre-images and the flag after running R1. Since Encode returns a

valid encoding (i.e. the check |Z| ¥ l succeeds), the labels in RLbls are the ones absent in T appended in

the lexicographical order of their pre-images. Now we shall use the fact that T is identical in Decode after

running R1 i.e. ll the tuples of T are triples of labels, pre-images and the flag after running R1. Note that

in Decode, the labels in T are correctly assigned to their pre-images and all unassigned pre-images in Zp are

assigned the labels in RLbls sequentially i.e. for all x P Zp, σpxq is recovered correctly. Therefore Decode

produces the correct σ. So all we need to show now is that T is identically populated in Encode,Decode and

answers to every query is identical in Encode,Decode.

T is identically populated and queries are answered identically in Encode,Decode. In Encode,

since T is created after R1 is run for the first time, T is not affected by the first run of R1. Now, observe

that the first k� 2 tuples appended to T are pσp1q, 1, 1q, pσpvq, v, 1q, pσpi1 � vq, i1 � v, 1q, � � � , pσpik � vq, ik � v, 1q
in Encode. It follows that σp1q, σpvq, � � � , σpi1 � vq, � � � , σpik � vq are the first k � 2 labels appended to Lbls.

This means that in Decode, σp1q, σpvq, σpij � vq’s are correctly assigned using the first k � 2 labels in Lbls

and the first k � 2 tuples in T are the same as that in Encode. This means the first k � 2 tuples are

identically populated in T in Encode,Decode. Next, we sketch a proof that T is identically populated in

Encode,Decode on every query made by R2,R1. We shall also show that the answers to the queries are

identical in Encode,Decode. Note that T is modified only by the append and VarReduce operations. We shall

be using the phrase “a label l is not in T” to mean pl, �, �q R T throughout this proof sketch.

We shall first show that T is identical in Encode,Decode after an Evalp., ., 2q query if it was identical

in Encode,Decode before the query and that the answer to the query is identical in Encode,Decode. We

can prove a similar statement about Ovp., ., 2q queries analogously. We shall then show T is identical in

Encode,Decode after before R1 is run in both of them for the last time. Then we shall that T is identical in

Encode,Decode after an Evalp., ., 3q or Ovp., ., 3q query if it was identical in Encode,Decode before the query

and that the answers to the queries are identical in Encode,Decode. This would conclude our proof that T

is identically populated in Encode,Decode and that the queries of R2 and R1 are answered identically.
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Assuming that T is identical in Encode,Decode before an Evalp., ., 2q query, we show that T is identical

after the query in Encode,Decode and the answer to the query is identical in Encode,Decode. In Encode,

when an Evalp., ., 2q query (assume the query sequence number is c1) is made by R2, AddToTable is invoked

on the input labels if they are not present in T (the input label not being in Y2 is equivalent to it not being in

T). Suppose l is such an input label that is not present in T in Encode- this also means that l is not present in

T in Decode from our assumption. Therefore, AddToTablepl, c, bq would be invoked in both Encode,Decode.

There are three possibilities.

1. In Encode, l P X and for some j P rks, l � σpijq. In this case, observe that pc, b, jq is added to Inputs.

Since, this is the only point where tuples of the form p�, 1, �q, p�, 2, �q are added to Inputs in Encode,

the equivalent condition in Decode is that there exists some j P rks such that pc, b, jq P Inputs. Note

that the same tuple is appended to T in Encode,Decode when these equivalent conditions are true.

2. In Encode, l P X and for no j P rks, l � σpijq. In this case, observe that pc, bq is added to Free. Since,

this is the only point where tuples are added to Free in Encode, the equivalent condition in Decode is

pc, bq P Free. Again, note that the same tuple is appended to T in Encode,Decode when these equivalent

conditions are true.

3. In Encode, neither of the previous two conditions are true. In Decode, note that when AddToTable was

invoked, l was not present in T and if either of the preceding two conditions were true, then a tuple

containing l was appended to T. Therefore, l is not in T if and only if neither of the preceding conditions

are true. Since the two preceding conditions are equivalent in Encode,Decode, the complement of the

disjunction of the two conditions are also equivalent in Encode,Decode. Since the tuple pl, σ�1plq, 2q is

added to T in Encode, it is easy to see that σ�1plq is the element popped out to the list Vals. Therefore,

again the same tuple is appended to T in Encode,Decode.

Therefore, after the invocation of AddToTable function, T is identical in Encode,Decode.

Note that the condition that c is in T and Tpcq � Tpaq�Tpbq in Encode implies that there does not exist

c1 such that pc1,Tpaq � Tpbq, �q P T. Also a tuple of the form pc1, �q is added to Srps1 in Encode if and only

if c is in T and Tpcq � Tpaq �Tpbq. Therefore, the condition c is in T and Tpcq � Tpaq �Tpbq is equivalent

to the condition that there does not exist c1 such that pc1,Tpaq � Tpbq, �q P T and there is some i such that

pc1, iq P Srps1 in Decode. Since T is identical up until this point, the operation VarReduce is identical in

Encode,Decode.

The only other point when tuples are appended to T in Encode on an Evalpa,b, 2q query is when a tuple

containing c (the answer of the Eval query) is added. Note that a tuple containing c is added to T in
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Encode if c is not in T. If c is not in T, then p�,Tpaq � Tpbq, �q R T which in turn implies that no tuple

of the form of pc1, �q was added to Srps1. Therefore the equivalent condition in Decode is that for no c1,

pc1,Tpaq�Tpbq, �q P T and for no i, pc1, iq P Srps1. It is easy to see that c is the label popped from the list Lbls

in Decode when the condition is true. Therefore, again, the same tuple is appended to T in Encode,Decode.

Also, the same label is the answer to the Eval query in Encode,Decode. Again, the condition c is not in T

and for some j P rks, c � σpijq in Encode is equivalent to the condition that for no c1, pc1,Tpaq�Tpbq, �q P T

and for no i, pc1, iq P Srps1 and for some j P rks, pc1, 3, jq P Inputs because a tuple of the form pc1, 3, �q
is added to Inputs if and only if c is not in T and for some j P rks : c � σpijq in Encode. Therefore, the

VarReduce operation is identical in Encode,Decode. Also, in this case the same label σpijq is returned in

Encode,Decode. In Encode, the condition c is in T and Tpcq � Tpaq � Tpbq is equivalent to the condition

there exists c1 such that pc1,Tpaq � Tpbq, �q P T. Since, T is identical up until this point in Encode,Decode,

the condition c is in T and Tpcq � Tpaq � Tpbq in Encode is equivalent condition pc,Tpaq � Tpbq, �q P T in

Decode. Note that for this equivalent condition, no changes are made to T in Encode,Decode and the same

label is returned in both procedures.

Thus, we have argued that the changes to T and the answer is identical in Encode, Decode on an Evalp., ., 2q
query. Therefore, if T was identical in Encode,Decode before an Evalp., ., 2q query, it remains identical after

the query too and the answer of the Evalp., ., 2q query is identical in Encode,Decode.

Using very similar arguments we can prove that if T was identical in Encode, Decode before an Ovp., ., 2q
query, it remains identical after the query too and the answer of the Ovp., ., 2q query is identical in Encode,Decode.

We omit the proof since it is very similar to the previous one.

Since T was identical before running R2 in Encode,Decode, it remains identical after running R2 since

the changes made on each Evalp., ., 2q,Ovp., ., 2q query are identical in Encode,Decode and all the answers to

queries of R2 are identical in Encode,Decode. In Encode, the condition σpijq is not in T is equivalent to the

condition σpijq � K in Decode because whenever a tuple of containing σpijq was appended to T in Decode,

the value of σpijq was set and for σpijq’s not in T, the value of σpijq is K. Therefore, T remains identical in

Encode,Decode till before running R1 in Encode,Decode.

Just like we argued that T remains identical after running R2 and all the answers to queries of R2 are

identical in Encode,Decode, we can use very similar arguments to prove the T remains identical after running

R1 in Encode,Decode and all the answers to queries of R1 are identical in Encode, Decode. We omit the

proof since it is very similar to the proof before.

There are no other changes to T after running R1 in Encode,Decode. Therefore, T is identical in

Encode,Decode and all the answers to queries of R2,R1 are identical in Encode,Decode.
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5.6 Rewinding: Conjecture and Obstacles

We briefly discuss the barriers in extending our result to consider rewinding.

A reduction. First off, we informally describe a reduction R that does rewind the adversary A and answers

all the H,Hv queries using Opk log k � log pq bits of memory where k is the total number of H and Hv query

A makes. To simulate the random oracle in a memory-efficient way, the reduction R uses a PRF with key

kf whose domain is L and range is t0, 1uhLen and a list L. It keeps a counter on the number of queries by

A and increments it by 1 on each H and Hv query. The reduction R samples a key kf (assume kf can be

expressed in r bits) for the PRF and initializes L to empty before running A.

For the first query made by A (H or Hv), R responds with PRFpkf , 1q and appends 1 to L. If the ith

query by A is a Hv query on a, R records a, rewinds A to its beginning, and checks if A had made a Hv query

on a before the ith query or if A had made a H query on b such that Ovpa,bq � 1 before the ith query. If A
does find either of these to be true on the jth query, R appends Lrjs to L. Similarly, if the ith query by A is

a H query on a, R records a, rewinds A to its beginning, and checks if A had made a H query on a before

the ith query or if A had made a Hv query on b such that Ovpb,aq � 1 before the ith query. If A does find

either of these to be true on the jth query, R appends Lrjs to L. While rewinding, R answers the tth query

(t   i) by PRFpkf , Lrtsq. Clearly, using this strategy, R simulates the answers to the queries of A correctly.

Note that kf can be expressed in r bits, L can be expressed in at most k log k bits, a can be expressed in at

most log p bits and the query sequence number can be expressed in at most log k bits. Therefore, R uses at

most r � k log k � log p� log k � Opk log k � log pq bits of memory.

Remarks. Note that even if R rewinds A, R needs to answer the queries of A from its beginning to the point

where R rewound it, again. Therefore, it seems unavoidable that R needs to remember some information

about each query of A. Since there are k queries, this information would take at least log k bits for each

query (since answer to each query could be unique) and k log k bits in total. Hence, we conjecture a lower

bound of Ωpk log kq bits even when R rewinds A.

We are not aware of any techniques that could help us establish this bound, and this appears a much

harder problem than the straightline case.



156

Chapter 6

A GENERIC MEMORY-TIGHTNESS IMPOSSIBILITY FOR
INDR� CTXT ùñ AE

A meaningful question is whether we can give a memory-tight reduction beyond the setting of channels,

and reduce AE security to INDR and CTXT security in the most general sense. In this chapter, we show

that this is unlikely by giving impossibility results for black-box reductions. This chapter is based on our

work in [GJT20].

We consider reductions to INDR and CTXT which are restricted, but note that all prior impossibility

results on memory-tight reductions [ACFK17, WMHT18, GT20] make similar or stronger restrictions. In

particular, we require the reductions to simulate their encryption oracles “faithfully” to an AE adversary,

i.e., if they answer an encryption query with a ciphertext C, the same query (1) has been asked to the

encryption oracle available to the reduction and (2) it has returned C. This restriction is natural, and we

are not aware of any reductions evading it.

Straightline reductions. Our first result builds an (inefficient) adversary A against AE security which

no straightline reduction can use to (1) break CTXT security (regardless of the memory available to the

reduction) or, more importantly, to (2) break INDR security (unless the reduction uses an amount of memory

proportional to the query complexity of the adversary). Moreover, A uses little memory, and thus our result

implies impossibility even for “weakly memory-tight reductions” which adapt their memory usage. This is

unlike recent works [WMHT18, GT20], which only rule out reductions with memory independent of that of

the adversary.

At a high level, A forces the reduction to complete a memory-hard task before being useful. If the

reduction succeeds, A executes an (inefficient) procedure to break INDR security. (And importantly, this

procedure does not help in breaking CTXT security!) More in detail, the first part of A’s execution consists

of challenge rounds. In each of these rounds, A encrypts random plaintexts M1, . . . ,Mu, which result in

ciphertexts C1, . . . , Cu, and also picks a random index i� P rus. It then asks for the decryption of Ci� ,

and checks whether the response equals Mi� . If so, it moves to the next round, if not it aborts by doing

something useless. Only if all rounds are successful A proceeds to break INDR security. We use techniques

borrowed from the setting of random oracles with auxiliary input (AI-ROM) [CDGS18] to prove that the

probability that all rounds are successful decays exponentially as long as the reduction’s memory does not

fit all of M1, . . . ,Mu.
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Full Rewinding. The restriction to straightline reductions seem too restrictive: After all, a reduction could

(1) wait for a decryption query Ci� , then (2) rewind the adversary to re-ask M1,M2, . . . until Mi� is asked.

The caveat is that our definition of INDR security does not allow for re-asking encryption queries (again, as

pointed out above, such a notion would prevent us from using the results of [JT19, Din20]). Therefore, if we

assume that all the reduction can do is remember (say) S plaintext-ciphertext pairs, the above adversary A
will fail to pass a challenge round with probability at least 1� S{u.

Still, this does not mean that rewinding cannot help when allowing more general adversarial strategies.

While handling arbitrary rewinding appears to be out of reach, we make partial progress by extending our

proof (and our construction of A) to show that “full” rewinding (i.e., re-running A from the beginning) does

not help. This is the same rewinding model considered in prior memory-tightness lower bounds [ACFK17].

However, in those results, one obtains a rewinding-memory tradeoffs (in that reducing memory would require

more rewinding). Here, our result is absolute, in the sense that if memory is too small, no amount of rewinding

can help.

6.1 Negative Results for Memory-tight AE Reductions

In this section we give impossibility results for giving a memory-tight reduction (for a natural restricted

class of black-box reductions) from AE-m security to nonce-respecting INDR and CTXT-1 security. This

establishes that our restriction to the channel setting for Section 3.3 was necessary for our positive results.

Black-box Reductions. A reduction R maps an adversary A to an adversary RrAs. We consider reduc-

tions that run an AE-m adversary A in a black-box manner as shown in Fig. 6.1. It starts with initial state

σ output by R.Init. The parameter R.rew determines how many times R will perform a full rewind of A.

Then it runs A while simulating its encryption and decryption oracles. For every encryption query, R runs

R.SimEnc with the query and its state as input to produce the updated state, a flag rf, and a ciphertext. If

the flag rf is true, then R starts running A from the beginning again. Otherwise, it answers with the query

answer R.SimEnc returned. Decryption queries are handled analogously. If R did not rewind A before A
finished its execution, then it runs R.Upd on A’s output to updates its state and starts running A from the

beginning if has not already rewinded R.rew times. Finally, R outputs whatever R.Finnerpσq returns. The

following definition captures some restrictions we will place on reductions.

Definition 6.1.1. Let R be a reduction using the syntax from Fig. 6.1. It is full-rewinding if R.rew ¡ 0

or straightline if R.rew � 0. It is nonce-respecting if RrAs is nonce-respecting when A is nonce-respecting.

It is faithful if RrAs answers encryption queries of A consistent with its own encryption oracle, i.e., R
responds with C on an encryption query made on pN,Mq, only if it previously queried its own encryption

oracle with pN,Mq and received C as the answer.
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Reduction RrAsO

σÐ$ RO.Init

iÐ 0

While i ¤ R.rew do

bÐ$ AREnc,RDec

σÐ$ RO.Updpσ, bq

NEXT: iÐ i� 1

Return RO.Finnerpσq

Oracle REncpN,Mq

pσ, rf, Cq Ð$ RO.SimEncpσ,N,Mq

If rf then goto NEXT

Return C

Oracle RDecpN,Cq

pσ, rf,Mq Ð$ RO.SimDecpσ,N,Cq

If rf then goto NEXT

Return M

Figure 6.1: Syntax of a black-box reduction R running AE-1 adversary A. We represent the oracles R has

access to collectively as O.

Additional notation. We fix an understood nonce-based encryption scheme NE for which we assume that

t0, 1uml � NE.M. We also assume N � N � NE.N and we use N � NE.N as shorthand. We assume that

rNE.Ks � t0, 1ukl. We let C � t0, 1uNE.clpmlq. We also introduce some new notation for the complexity of an

algorithm A. First, MempAq is defined as the number of bits of memory that A uses. The total number of

queries to its oracles is QuerypAq, and the number of computation steps TimepAq. For a reduction R we

use MempRq to denote the number of bits of memory that R uses in addition any memory of the adversary

it runs.

Information theoretic lemma. We give a lemma that will be a useful sub-component of our proofs. It

pertains to game Git-chl-r
u,m in Fig. 6.2. It is an r-round game, played by a two-stage adversary pD1,D2q. In

each round, D1 gets state σ from the prior round, along with u random strings M1, . . . ,Mu each of length m.

Adversary D1 outputs state σ which is input to D2 along with a randomly sampled index j� from rus. Then

D2 outputs a string M and state σ that is passed to D1 in the next round. If M �Mj� , we say that pD1,D2q
has answered the challenge of this round correctly. If pD1,D2q answers all the r challenges correctly, the

game returns true. Otherwise it returns false. We define Advit-chl-r
u,m pD1,D2q � PrrGit-chl-r

u,m pD1,D2qs. Adversary

pD1,D2q is S-bounded if the state output by D1 is at most S bits long. We can prove the following.

Lemma 6.1.2. If pD1,D2q is S-bounded, then

Advit-chl-r
u,m pD1,D2q ¤

�
2pS �mq

u
� 3

2m


r
.

The proof reduces to the r � 1 case and analyzes this case using techniques from the AI-ROM set-

ting [CDGS18].
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Game Git-chl-r
u,m pD1,D2q

σ Ð K

For i P rrs do

For j P rus do

Mj Ð$ t0, 1um

σ Ð D1pσ,M1, . . . ,Muq

j� Ð$ rus

pσ,Mq Ð D2pσ, j
�q

If Mj� �M then return false

Return true

Figure 6.2: Information theoretic game played by adversary pD1,D2q.

Proof. We split this lemma into the following two claims. The first claim bounds advantage of any S-

bounded adversary playing the one round version of the game (r � 1). The second step bounds the advantage

of an adversary playing the full r rounds in using an adversary playing only one round.

Claim 6.1.3. If pD1,D2q is S-bounded, then Advit-chl-1
u,m pD1,D2q ¤ 2S�2m

u � 3
2m

Claim 6.1.4. If Advit-chl-1
u,m pD1,D2q ¤ ε for all S-bounded pD1,D2q, then Advit-chl-r

u,m pD�
1 ,D�

2 q ¤ εr for all r

and all S-bounded pD�
1 ,D�

2 q.

First claim. In order to show the upper bound on Advit-chl-1
u,m pD1,D2q, we first define the game Gbf-it-chl

u,m,P in

Fig. 6.3. It is the “Bit-Fixed Random Oracle” [CDGS18] version of Git-chl-1
u,m . (The sequence of u random

strings that are input to the adversary can be viewed as a random oracle rus Ñ t0, 1um.) This game is played

by a two-stage adversary pB1,B2q. The first stage B1 outputs two lists I and Q, each of length P . All the

entries of I are in rus and all the entries of Q are in t0, 1um. Then u bit-strings M1, � � � ,Mu are sampled

uniformly at random from t0, 1um. For each j P rP s, the bit-string Mi is overwritten by Qrjs, where i � Irjs.
The second stage adversary B2 is given the lists and a randomly sampled j� as input. It returns M P t0, 1um.

The game returns true if M �Mj� and false otherwise. We define Advbf-it-chl
u,m,P pB1,B2q � PrrGbf-it-chl

u,m,P pB1,B2qs.
We claim that Advbf-it-chl

u,m,P pB1,B2q ¤ P
u � 1

2m . The first term captures the probability that j� is in I.

The second term captures the probability that B2 guesses the random string Mj� P t0, 1um when j� is not

in I. Since pD1,D2q is S-bounded, Theorem 6 of [CDGS18] gives that for any P P N and every γ ¡ 0, if

P ¥ S � log γ�1 then there exists an adversary pB1,B2q such that

Advit-chl-1
u,m pD1,D2q ¤ 2 � Advbf-it-chl

u,m,P pB1,B2q � γ .
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Game Gbf-it-chl
u,m,P pB1,B2q

pI,Qq Ð$ B1 // |I| � |Q| � P

For j P rus do

Mj Ð$ t0, 1um

For j P rP s do

MIrjs Ð Qrjs

j� Ð$ rus

M Ð$ B2pI,Q, j
�q

If Mj� �M then return false

Return true

Adversary D1
1pK,M1, � � � ,Muq

While(true)

win Ð 1;φÐ K

For k P ri� 1s do

For j P rus do

M 1
j Ð$ t0, 1um

φÐ D�
1 pφ,M

1
1, � � � ,M

1
uq

j� Ð$ rus

pφ,M 1q Ð D�
2 pφ, j

�q

If M 1 �M 1
j� then win Ð 0

If win � 1 then break

φÐ D�
1 pφ,M1, � � � ,Muq

Return φ

Figure 6.3: Game Gbf-it-chl
u,m,P and adversary D1

1 used in the proof of Lemma 6.1.2.

Setting γ � 1
2m and P � S �m, gives the claimed bound.

Second claim. Let us assume, towards contradiction, that there exists S-bounded pD�
1 ,D�

2 q such that

Advit-chl-r
u,m pD�

1 ,D�
2 q ¡ εr � 0. Then we can construct an adversary pD1

1,D1
2q such that Advit-chl-1

u,m pD1
1,D1

2q ¡ ε.

We give D1
1 in Fig. 6.3 and let D1

2 � D�
2 . We say pD�

1 ,D�
2 q wins round j if Git-chl-r

u,m did not return false before

the pj � 1qst iteration. It follows that,

Advit-chl-r
u,m pD�

1 ,D�
2 q �

r¹
j�1

Pr
�pD�

1 ,D�
2 q wins round j

�� pD�
1 ,D�

2 q wins round j � 1
�
.

Since Advit-chl-r
u,m pD�

1 ,D�
2 q ¡ εr, there must exist some i P rrs, such that,

Pr
�pD�

1 ,D�
2 q wins round i

�� pD�
1 ,D�

2 q wins round i� 1
� ¡ ε .

Adversary D1
1 keeps running pD�

1 ,D�
2 q until it wins round i � 1 on randomly generated Mi,j ’s. Once this

occurs D1
1 runs D�

1 on its own inputs and returns the state returned by D�
1 . Adversary D1

2 runs D�
2 on its own

inputs and returns whatever D�
2 returns. Note that pD1

1,D1
2q is S-bounded because pD�

1 ,D�
2 q is. Moreover,

Pr
�
Git-chl-1
u,m pD1

1,D1
2q
� � Pr

�pD�
1 ,D�

2 q win round i
�� pD�

1 ,D�
2 q win round i� 1

�
.

Thus Advit-chl-r
u,m pD1

1,D1
2q ¡ ε, which contradicts our assumption.
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6.1.1 Memory Lower Bound for Straightline Reductions

Our first theorem shows that it is not possible to give memory-tight, straightline reductions proving the

AE-1 security of an encryption scheme from its INDR and CTXT-1 security. (As the theorem statement is

somewhat complicated, we will describe how to interpret it below.)

Theorem 6.1.5 (Impossibility for straightline reductions). Let NE be a nonce-based encryption scheme.

Fix u, r P N and define the nonce-respecting adversary A as shown in Fig. 6.5. Let R be a straightline,

nonce-respecting, faithful black-box reduction from AE-1 to nonce-respecting INDR with MempRq � S. Let

R1 be a straightline, nonce-respecting, faithful reduction from AE-1 to CTXT-1. Then, we can construct

adversaries C and W such that,

(i) Advae-1
NE pAq ¥ 1� 2kl

22NE.clpmlq
,

(i) Advindr
NE pRrAsq ¤ 2 �

�
2pS � log r � klq � 2ml

u
� 3

2ml


r
� 4 � Advindr

NE pCq ,

(i) Advctxt-1
NE pR1rAsq ¤ Advctxt-1

NE pR1rWsq .

Moreover, A satisfies QuerypAq � pu�1q �r�2 and MempAq ¤ 2kl�2ml�2NE.clpmlq�2 log |N|� log u � r.
Also C and W satisfy QuerypCq   QuerypRq � QuerypAq, TimepCq P OpQuerypAq � TimepRqq, and

QuerypWq � QuerypAq and TimepWq P OpQuerypAqq.

To interpret this theorem, assume that the parameters of NE are such that the advantage of A is essentially

one. Hence, a successful pair of reductions R and R1 would need at least one of RrAs or R1rAs to have high

advantage. For memory-tight R and R1 we expect there to be linear functions f1 and f2 such that their local

computation time and memory usage when interacting with an adversary A would be bounded by f1pqAq
and f2psAq where qA � QuerypAq and sA � MempAq.

Suppose this was the case. Then we can fix upper bounds for logpuq and logprq, determining the memory

usage of A and hence f1psAq � S. Now we can pick reasonable u and r such that, 2�
�

2pS�log r�klq�2ml
u � 3

2ml

	r
is very small (by say making the inside of the parenthesis less than 1{2 and setting r � 128). Then, for

one of the reductions to have high advantage, one of C or R1rWs would have to have high advantage. But

the efficiencies of these are bounded as small functions of the query complexity of A (rather than its local

runtime) so cannot be too large. But then assuming security of NE prevents any of them from having high

advantage.
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Games G0
b , G1

bÐ 1

K� Ð$ NE.Kpq; σÐ$ REncb .Init

For i P rrs do

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml; Nj Ð pi, jq

pσ, �, Cjq Ð$ REncb .SimEncpσ,Nj ,Mjq

pσ, �,Mq Ð$ REncb .SimDecpσ,Nj� , Cj�q

If M �Mj� then return false

Return true

Oracle EncbpN,Mq

C0 Ð$ C

C1 Ð NE.EpK�, N,Mq

C1 Ð NE.EpK�, N, 0mlq

Return Cb

Figure 6.4: Games G1 and G0
b for b P t0, 1u. Highlighted code is only included in G1.

Proof. Consider the adversary A in Fig. 6.5 against AE-1 security of NE. Note that it is nonce-respecting.

It has a challenge phase followed by an invocation of B. Each iteration of the challenge phase consists

of A making u encryption queries with unique nonces and making one decryption query on one of the u

ciphertexts it received as answers chosen uniformly at random with its corresponding nonce. If the answer

of the decryption query is not consistent with the prior encryption query, A returns 1. There are r iterations

of the challenge phase. If these are all passed, A runs adversary B (shown on the right) with its Enc oracle

and outputs whatever B outputs. From the code of A we can see that it makes r � u� 2 encryption queries,

r decryption queries, and satisfies

MempAq ¤ 2kl� 2ml� 2NE.clpmlq � 2 log |N| � log u � r .

To prove the theorem we need to separately establish the three advantage claims (and corresponding state-

ments about the efficiency of various algorithms). For the first claim, note that Advae-1
NE pAq � Advae-1

NE pBq
because M will always equal Mj� when A is playing Gae-1

NE,b. The simple analysis giving the needed bound on

Advae-1
NE pBq is deferred to Section 6.3.

For the third claim, consider adversary W defined as shown in Fig. 6.5. It is identical to A, except that

it calls E , which is similar to B but always returns 1. Because R1 is faithful, B would never return 0 when

run by R1rAs playing Gctxt-1
NE,b so Advctxt-1

NE pR1rAsq � Advctxt-1
NE pR1rWsq holds trivially.

We spend the rest of the proof establishing the second claim. Consider the adversary S in Fig. 6.5. It

behaves identically to A until the flag bad is set. Using the Fundamental Lemma of Game Playing [BR06],



163

Adversaries AEnc,Dec, SEnc,Dec , WEnc,Dec

For i P rrs do

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

Cj Ð EncpNj ,Mjq

M Ð DecpNj� , Cj�q

If M �Mj� then return 1

bad Ð true

Return BEnc; Return 0; Return EEnc

Adversaries BEnc, EEnc

M1 Ð$ t0, 1uml

M2 Ð$ t0, 1uml

N1 Ð p0, 1q; N2 Ð p0, 2q

C1 Ð EncpN1,M1q

C2 Ð EncpN2,M2q

For K P t0, 1ukl do

eq1 Ð pNE.EpK,N1,M1q � C1q

eq2 Ð pNE.EpK,N2,M2q � C2q

If eq1 and eq2 then return 1

Return 0; Return 1

Figure 6.5: Adversaries against the AE-1 security of NE. Boxed code is only included in S. Highlighted code

is only included in A and B.

we can obtain for b P t0, 1u that

��Pr
�
Gindr

NE,bpRrAsq
�� Pr

�
Gindr

NE,bpRrSsq
��� ¤ Pr

�
RrAs sets bad in Gindr

NE,b

�
.

Consider the games G0
b for b P t0, 1u in Fig. 6.4. In it, we assume that R always outputs rf � false since it is

straightline. Note that G0
b simulates the challenge phase of A and the game Gindr

b to R perfectly, so it returns

true whenever RrAs would set bad is set in Gindr
b . From this we can show

Advindr
NE pRrAsq ¤ Advindr

NE pRrSsq � Pr
�
G0

0

�� Pr
�
G0

1

�
. (6.1)

Now consider the game G1 defined in the same figure. It is identical to either G0
b except that it answers all

encryption queries with the encryption of the message 0ml. We now state two lemmas which give bounds on

both Pr
�
G0
b

�
’s via G1. First, in Lemma 6.1.6, we use that the INDR security of NE implies G1’s encryption

oracle is indistinguishable from those in either G0
b to transition to G1. Next, in Lemma 6.1.7 we give a bound

on Pr
�
G1

�
which was obtained by using R to construct an adversary for Git-chl-r

u,ml and bounding its advantage

with Lemma 6.1.2. The proofs of these lemmas are deferred to Section 6.4.1 and Section 6.5, respectively.

Lemma 6.1.6. There exist adversaries C1 and C2 such that

Pr
�
G0

1

� ¤ Pr
�
G0

0

�� Advindr
NE pC1q,

Pr
�
G0

0

� ¤ Pr
�
G1

�� Advindr
NE pC2q
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where G0
b and G1 are defined as in Fig. 6.4. Moreover QuerypC1q   QuerypRq�QuerypAq and TimepC1q P

OpQuerypAq �TimepRqq. Adversary C2’s complexity is the same.

Lemma 6.1.7. If R is a straightline, nonce-respecting, faithful black-box reduction from AE-1 to nonce-

respecting INDR with MempRq � S. Then,

Pr
�
G1

� ¤ �
2pS � log r � klq � 2ml

u
� 3

2ml


r
where G1 is defined as in Fig. 6.4.

Applying these lemmas to equation (6.1) gives

Advindr
NE pRrAsq ¤ 2 �

�
2pS � log r � klq � 2ml

u
� 3

2ml


r
� Advindr

NE pRrSsq � 2 � Advindr
NE pC1q � Advindr

NE pC2q .

To complete the proof, we combine the three INDR adversaries RrSs, C1, and C2. Let C be the INDR

adversary that randomly chooses one of RrSs, C1, or C2 (with probabilities 1{4, 1{2, and 1{4, respectively)

then runs the adversary it chose, outputting whatever that adversary does. Simple calculations give

4 � Advindr
NE pCq � Advindr

NE pRrSsq � 2 � Advindr
NE pC1q � Advindr

NE pC2q .

The claimed complexity of C follows from that of RrSs, C1, and C2.

6.1.2 Memory Lower Bound for Full-Rewinding Reductions

We can extend our result to cover full-rewinding reductions as captured by the following theorem. Its

interpretation works similarly to that of Thm. 6.1.5.

Theorem 6.1.8 (Impossibility for full-rewinding reductions). Let NE be a nonce-based encryption scheme.

Fix u, r, c P N. We can construct a nonce-respecting adversary A such that for all full-rewinding, nonce-

respecting, restricted reductions R from AE-1 to nonce-respecting INDR with MempRq � S and all full-

rewinding, nonce-respecting, restricted reductions R1 from AE-1 to CTXT-1 there exist adversaries C and W
such that,

(i) Advae-1
NE pAq ¥ 1� 2kl

22NE.clpmlq
,

(i) Advindr
NE pRrAsq ¤ 2 �

�
2pS � log r � klq � 2ml

u
� 3

2ml


r
� 2S�1

2c�NE.clpmlq
� 6 � Advindr

NE pCq ,

(i) Advctxt-1
NE pR1rAsq ¤ Advctxt-1

NE pR1rWsq.
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Moreover, A satisfies QuerypAq � c � pu � 1q � r � 2 and MempAq ¤ 2kl � 2ml � 2NE.clpmlq � 2 log |N| �
log u � r. Also C and W satisfy QuerypCq   QuerypRq�QuerypAq, TimepCq P OpQuerypAq�TimepRqq,
QuerypWq � QuerypAq, and TimepWq P OpQuerypAqq.

The proof of this result has been deferred to Section 6.2. We give a very brief intuition about how this

impossibility proof proceeds. We define a new adversary that is similar to A used for the proof of Thm. 6.1.5,

but has an additional “buffer” phase before the challenge phase. In the buffer phase, it makes c encryption

queries on a fixed message 0ml using different nonces. The key idea is that if the reduction rewinds the

adversary after going past the buffer phase and still manages to pass the challenge phase, it must have

remembered the c ciphertexts. Because these c ciphertexts look random (from the INDR security of NE), the

memory of the reduction has to grow with c. This rules out low memory reductions that pass the challenge

phase after rewinding the adversary after going past the buffer phase. As in the previous section, we can

show that if a reduction cannot pass the challenge phase, it cannot have a high advantage of breaking INDR

security. If the reduction does not rewind after going past the buffer phase, we can bound its advantage

analogously to the straightline reduction case.

6.2 Proof of Theorem 6.1.8 (Impossibility for Full-Rewinding Reductions)

In this section we prove Thm. 6.1.8 which was given in Section 6.1.2.

Consider the adversary A shown in Fig. 6.6 playing against AE-1 security of NE. It has a buffer phase,

followed by a challenge phase, followed by an invocation of adversary B. In the buffer phase, A makes c

encryption queries on a fixed message 0ml using different nonces. The next phase is the challenge phase. Each

iteration of the challenge phase consists of A making u encryption queries to and asking for the decryption

of one randomly chosen ciphertext from the ones it received as the answer of the encryption queries. If

the answer of the decryption query is not consistent with the corresponding encryption query, then A halts

and returns 1. There are r iterations of the challenge phase. If all of these phases are passed, then A runs

adversary B which is defined in the same figure (identically to the B that was defined in Fig. 6.5). From

the code of A we can see that it makes r � u � c � 2 encryption queries, r decryption queries, and satisfies

MempA2q ¤ 2kl� 2ml� 2NE.clpmlq � 2 log |N| � log u � r.
To prove the theorem we need to separately establish the three advantage claims (and corresponding

statements about the efficiency of various algorithms).

First and third claims. For the first claim, note that Advae-1
NE pAq � Advae-1

NE pBq because M will always

equal Mj� when A is playing Gae-1
NE,b. The simple analysis showingn that Advae-1

NE pBq ¥ 1 � 2kl{22NE.clpmlq is

given in Section 6.3.

For the third claim, consider adversary W defined as shown in Fig. 6.6. It is identical to A, except that
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Adversaries AEnc,Dec, SEnc,Dec , WEnc,Dec

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

Ci Ð EncpNi, 0
mlq

For i P rrs do // Challenge Phase

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

Cj Ð EncpNj ,Mjq

M Ð DecpNj� , Cj�q

If M �Mj� then return 1

bad Ð true

Return BEnc; Return 0; Return EEnc

Adversaries BEnc, EEnc

M1 Ð$ t0, 1uml

M2 Ð$ t0, 1uml

N1 Ð p0, 1q; N2 Ð p0, 2q

C1 Ð EncpN1,M1q

C2 Ð EncpN2,M2q

For K P t0, 1ukl do

eq1 Ð pNE.EpK,N1,M1q � C1q

eq2 Ð pNE.EpK,N2,M2q � C2q

If eq1 and eq2 then return 1

Return 0; Return 1

Figure 6.6: Adversaries against the AE-1 security of NE used for proof of Thm. 6.1.8. Highlighted code is

only included in A. Boxed code is only included in S. Adversaries B (used by A) and E (used by W) are

repeated from Fig. 6.5.

it calls E which is defined in the same figure (identically to the E that was defined Fig. 6.5), which is similar

to B but always returns 1. Because R1 is faithful, B would never return 0 when run by R1rAs playing Gctxt-1
NE,b

so Advctxt-1
NE pR1rAsq � Advctxt-1

NE pR1rWsq holds trivially.

Second claim. We spend the rest of the proof establishing the second claim. Consider the adversary S
in Fig. 6.6. It behaves identically to A until the flag bad is set. Using the Fundamental Lemma of Game

Playing [BR06], we obtain for b P t0, 1u that

��Pr
�
Gindr

NE,bpRrAsq
�� Pr

�
Gindr

NE,bpRrSsq
��� ¤ Pr

�
RrAs sets bad in Gindr

NE,b

�
.

We will use the sequence of games shown in Fig. 6.7 to bound these probabilities that RrAs sets bad. Start

by considering the games G0
b for b P t0, 1u. They were obtained by plugging the code of RrAs into Gindr

NE,b, then

changing the code to output true if R passes all of A’s challenges and output false otherwise (and adding a

flag crw that we will use later). In other words, G0
b outputs true whenever RrAs would set bad in Gindr

NE,b. This

gives us that

Advindr
NE pRrAsq ¤ Advindr

NE pRrSsq � Pr
�
G0

0

�� Pr
�
G0

1

�
. (6.2)
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Games G0
b , G1 , h2

bÐ 1

K� Ð$ NE.Kpq; k Ð 0; σÐ$ REncb .Init

While k ¤ R.rew do

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

pσ, rf, Ciq Ð$ REncb .SimEncpσ,Ni, 0
mlq

If rf then goto NEXT2

For i P rrs do // Challenge Phase

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

pσ, rf, Cjq Ð$ REncb .SimEncpσ,Nj ,Mjq

If rf then goto NEXT

pσ, rf,Mq Ð$ REncb .SimDecpσ,Nj� , Cj�q

If rf then goto NEXT

If M �Mj� then

σÐ$ REncb .Updpσ, 1q

Goto NEXT

Return true

NEXT: crw Ð true; k Ð R.rew � 1

NEXT2: k Ð k � 1

Return false

Oracle EncbpN,Mq

C0 Ð$ C

C1 Ð NE.EpK�, N,Mq

C1 Ð NE.EpK�, N, 0mlq

Return Cb

Games G2, G3

bÐ 1

K� Ð$ NE.Kpq; k Ð 0; σÐ$ REncb .Init

While k ¤ R.rew do

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

pσ, rf, Ciq Ð$ REncb .SimEncpσ,Ni, 0
mlq

If rf then goto NEXT2

For i P rrs do // Challenge Phase

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

pσ, rf, Cjq Ð$ REncb .SimEncpσ,Nj ,Mjq

If rf then goto NEXT

pσ, rf,Mq Ð$ REncb .SimDecpσ,Nj� , Cj�q

If rf then goto NEXT

If M �Mj� then

σÐ$ REncb .Updpσ, 1q

Goto NEXT

Return true ^ crw

NEXT: crw Ð true

NEXT2: k Ð k � 1

Return false

Oracle EncbpN,Mq

C1 Ð NE.EpK�, N, 0mlq

C1 Ð$ C

Return Cb

Figure 6.7: Sequence of games used in proof Theorem 6.1.8. On the left, boxed code is not included in

G1 and highlighted code is only included in h2. On the right, highlighted code is included in both games

(indicating where they differ from G1) and boxed code is only included in G3.
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Now consider the game G1 defined in the same figure. It is identical to either G0
b except that it answers

all encryption queries with the encryption of the message 0ml. The following lemma allows us to bound the

Pr
�
G0
b

�
’s using PrrG1s and the advantage of two adversaries attacking the INDR security of NE. Its proof is

given in Section 6.4.2.

Lemma 6.2.1. There exist adversaries C1 and C2 such that

Pr
�
G0

1

� ¤ Pr
�
G0

0

�� Advindr
NE pC1q and Pr

�
G0

0

� ¤ Pr
�
G1

�� Advindr
NE pC2q

where G0
b and G1 are defined as in Fig. 6.7. Moreover QuerypC1q   QuerypRq�QuerypAq and TimepC1q P

OpQuerypAq �TimepRqq. Adversary C2’s complexity is the same.

Next we are going to bound Pr
�
G1

� ¤ Prrh2s � PrrG2s. Game h2 does not let R rewind again if it has

already passed the buffer, so it captures the possibility that R passes the challenges on its first attempt

past the buffer. Game G2 only outputs true if R has passed the buffer, then rewinded, and then passed

the buffer again before successfully completing the challenge. To make this formal, let crw denote the event

that crw � true at the end of the execution of a game and crw to denote the opposite event in the following

probability statements. We claim that,

Pr
�
G1 ^ crw

� ¤ Pr
�
h2
�

and Pr
�
G1 ^ crw

� ¤ Pr
�
G2

�
. (6.3)

The former of these holds because G1 and h2 are identical until crw has been set (and hence Pr
�
G1 ^ crw

� �
Pr

�
h1 ^ crw

�
). The latter holds because G2 is identical to G1 except it only outputs true if G1 would and

crw � true.

Because R only has one attempt to pass the challenge phase in h2, we can directly bound the probability

that it succeeds in this by using R to construct an adversary for Git-chl-r
u,ml and bounding its advantage with

Lemma 6.1.2. This gives the following lemma.

Lemma 6.2.2. Let R be a full-rewinding, nonce-respecting, faithful black-box reduction from AE-1 to nonce-

respecting INDR with MempRq � S. Then,

Pr
�
h2
� ¤ �

2pS � log r � klq � 2ml

u
� 3

2ml


r
where h2 is defined as in Fig. 6.7.

Proof. Consider the adversary pD1,D2q for Git-chl-r
u,ml defined in Fig. 6.8. It assumes that R will succeed in h2

and tries to use this to succeed in its own game. The first time D1 is executed (i.e. when φ � K) it simulates

the buffer phase, allowing R to rewind up to R.rew times until R completes the buffer phase (if R never
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Adversary D1pφ,M1, � � � ,Muq

If φ � K then

K� Ð NE.K; k Ð 0; σÐ$ REnc.Init

While k ¤ R.rew do

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

pσ, rf, Ciq Ð$ REnc.SimEncpσ,Ni,M0q

If rf then goto NEXT2

Goto BUF-END

NEXT2: k Ð k � 1

BUF-END: φÐ p1,K�, σq

pi,K�, σq Ð φ1

For j P rus do

Nj Ð pi, jq

pσ, �, Cjq Ð$ REnc.SimEncpσ,Nj ,Mjq

φÐ pi,K�, σq

Return φ

Adversary D2pφ, j
�q

pi,K�, σq Ð φ2

Nj� Ð pi, j�q

Cj� Ð NE.EpK�, Nj� , 0
mlq

pσ, �,Mq Ð$ REnc.SimDecpNj� , Cj�q

φÐ pi� 1,K�, σq

Return pφ,Mq

Oracle EncpN,Mq

Return NE.EpK�, N, 0mlq

Figure 6.8: Adversary pD1,D2q used to prove Lemma 6.2.3.

completes the buffer phase, reaching the code “Goto BUF-END”, then it couldn’t have won in h2 so we do

not need to worry about the behavior of D1 in this case).

After this, and in all subsequent executions, D1 uses its input as the messages given to R in one iteration

of the challenge. We let D1 ignore R’s output rf here because if R ever output rf � true then it would be

unable to win that execution of h2. Then D1 halts, passing the current state of R to D2 which uses R to

attempt to answer its challenge.

The view of R is perfectly simulated for any execution of h2 in which it would have succeeded, so

Prrh2s ¤ Advit-chl-r
u,ml pD1,D2q. The state used by pD1,D2q is a tuple φ � pi,K�, σq where |i| � log r, |K�| � kl,

and |σ| � S so pD1,D2q is S � log r � kl-bounded. Applying Lemma 6.1.2 gives the claimed bound.

We now state two lemmas which give us a bound on Pr
�
G2

�
via G3. First, in Lemma 6.2.3 we use the

INDR security of NE to transition from G2 to G3 which is identical, except the encryption oracle returns

random ciphertexts to R. Its proof is given in Section 6.4.3. Now consider G3. The reduction R must pass

the buffer phase, then rewind, then pass the buffer phase again to win this game. Because it is faithful,
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passing the buffer phase the second time requires R to remember c random ciphertexts. In Lemma 6.2.4, we

use a compression argument (via a lemma from [DTT10]) to give an information theoretic bound on Pr
�
G3

�
.

Its proof is given in Section 6.6.

Lemma 6.2.3. There exists an adversary C3 such that

Pr
�
G2

� ¤ Pr
�
G3

�� Advindr
NE pC3q

where G2 and G3 are defined as in Fig. 6.7. Moreover, QuerypC3q   QuerypRq�QuerypAq and TimepC3q P
OpQuerypAq �TimepRqq.

Lemma 6.2.4. Let R be a full-rewinding, nonce-respecting, faithful black-box reduction from AE-1 to nonce-

respecting INDR with MempRq � S. Then,

Pr
�
G3

� ¤ 2S

|C|c �
2S

2c�NE.clpmlq

where G3 is defined as in Fig. 6.7.

We combine (in order) Equation 6.2, Lemma 6.2.1, Equation 6.3, and Lemma 6.2.3 to obtain

Advindr
NE pRrAsq ¤ Advindr

NE pRrSsq � Pr
�
G0

0

�� Pr
�
G0

1

�
¤ Advindr

NE pRrSsq � Advindr
NE pC1q � 2 � Pr

�
G0

0

�
¤ Advindr

NE pRrSsq � Advindr
NE pC1q � 2 � pAdvindr

NE pC2q � Pr
�
G1

�q
¤ Advindr

NE pRrSsq � Advindr
NE pC1q � 2 � pAdvindr

NE pC2q � Prrh2s � PrrG2sq
¤ Advindr

NE pRrSsq � Advindr
NE pC1q � 2 � pAdvindr

NE pC2q � Prrh2s � Advindr
NE pC3q � Pr

�
G3

�q.
To complete the proof, we apply our information theoretic bounds from Lemma 6.2.3 and Lemma 6.2.4,

then combine the four INDR adversaries RrSs, C1, C2, and C3. Let C be the INDR adversary that randomly

chooses one of RrSs, C1, C2, and C3 (with probabilities 1{6, 1{6, 2{6, and 2{6, respectively), then runs the

adversary it chose, outputting whatever that adversary does. Simple calculations give

6 � Advindr
NE pCq � Advindr

NE pRrSsq � Advindr
NE pC1q � 2 � Advindr

NE pC2q � 2 � Advindr
NE pC3q .

The claimed complexity of C follows from that of RrSs, C1, C2, and C3.

6.3 Analysis of Brute-Force Adversary’s Advantage

We prove a bound on the advantage of the adversary B we use in the proofs of Thm. 6.1.5 and Thm. 6.1.8.
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Adversary CEnc
1 , CEnc

2

σÐ$ RSimEnc.Init

For i P rrs do

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

pσ, ., Cjq Ð$ RSimEnc.SimEncpσ,Nj ,Mjq

pσ, .,Mq Ð$ RSimEnc.SimDecpσ,Nj� , Cj�q

If M �Mj� then return 0; return 1

Return 1; Return 0

Oracle SimEncpN,Mq

Return EncpN,Mq

Return EncpN, 0mlq

Figure 6.9: Adversaries C1 and C2 used for Lemma 6.1.6. The highlighted code is present only in C1 and the

boxed code is present only in C2.

Lemma 6.3.1. Fix kl,ml P N. Let NE be a nonce-based encryption scheme for which t0, 1uml � NE.M,

rNE.Ks � t0, 1ukl, and tp0, 1q, p0, 2qu � NE.N. Then,

Advae-1
NE pBq ¥ 1� 2kl{22NE.clpmlq.

for B as defined in Fig. 6.5.

Proof. Adversary B makes two encryption queries then performs a brute-force to check if there is an en-

cryption key consistent with those queries, returning 1 if so, and 0 otherwise. In Gae-1
1 there will always be

a consistent key so B will always return 1. For fixed M1, M2, and N1 � N2 there are at most 2kl values the

ordered pair pNE.EpK,N1,M1q,NE.EpK,N2,M2qq can take (one for each K P t0, 1ukl). Moreover, there are

22NE.clpmlq different values of pC1, C2q that might be chosen at random by the encryption oracle, so B will

return 1 with probability at most 2kl{22NE.clpmlq when interacting with Gae-1
NE,0. Combining these observations

gives the desired bound.

6.4 Proofs of Lemma 6.1.6, Lemma 6.2.1, and Lemma 6.2.3 (INDR Reductions)

6.4.1 Proof of Lemma 6.1.6

Consider the adversary C1 shown in Fig. 6.9. It was obtained by copying the code of G0
0 and G0

1 (from

Fig. 6.4), then modifying the code to use its own Enc oracle to respond to encryption queries from R and,
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to return 1 whenever the games would output true and 0 otherwise. Consequently, C1 playing Gindr
NE,0 (resp.

Gindr
NE,1) perfectly simulates G0

0 (resp. G0
1) to R and we have

Pr
�
G0

0

� � Pr
�
Gindr

NE,0pC1q
�

and Pr
�
G0

1

� � Pr
�
Gindr

NE,1pC1q
�
.

It follows that,

Pr
�
G0

1

� ¤ Pr
�
G0

0

�� Advindr
NE pC1q .

The claims on C1’s complexity can be verified from its code.

Now consider the adversary C2 shown in Fig. 6.9. It was obtained by copying the code of G0
0 and G1 (from

Fig. 6.4), then modifying the code to use its own Enc oracle to respond to encryption queries from R, and

to return 0 whenever the games would outputs true and 1 otherwise. Consequently, C2 playing Gindr
NE,0 (resp.

Gindr
NE,1) perfectly simulates G0

0 (resp. G1) to R and we have

1� Pr
�
G0

0

� � Pr
�
Gindr

NE,0pC2q
�

and 1� Pr
�
G1

� � Pr
�
Gindr

NE,1pC2q
�
.

It follows that,

Pr
�
G0

0

� ¤ Pr
�
G1

�� Advindr
NE pC2q .

The claims on C2’s complexity can be verified from its code.

6.4.2 Proof of Lemma 6.2.1

Consider the adversary C1 shown in Fig. 6.10. It was obtained by copying the code of G0
0 and G0

1 (from

Fig. 6.7), then modifying the code to use its own Enc oracle to respond to encryption queries from R, and

to return 1 whenever the games would output true and 0 otherwise. Consequently, C1 playing Gindr
NE,0 (resp.

Gindr
NE,1 ) perfectly simulates G0

0 (resp. G0
1) to R and we have

Pr
�
G0

0

� � Pr
�
Gindr

NE,0pC1q
�

and Pr
�
G0

1

� � Pr
�
Gindr

NE,1pC1q
�
.

It follows that,

Pr
�
G0

1

� ¤ Pr
�
G0

0

�� Advindr
NE pC1q .

The claims on C1’s complexity can be verified from its code.

Now consider the adversary C2 shown in Fig. 6.10. It was obtained by copying the code of G0
0 and G1

(from Fig. 6.7), then modifying the code to use its own Enc oracle to respond to encryption queries from

R, and to return 0 whenever the games would output true and 1 otherwise. Consequently, C2 playing Gindr
NE,0

(resp. Gindr
NE,1) perfectly simulates G0

0 (resp. G1) to R and we have

1� Pr
�
G0

0

� � Pr
�
Gindr

NE,0pC2q
�

and 1� Pr
�
G1

� � Pr
�
Gindr

NE,1pC2q
�
.
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Adversaries CEnc
1 , CEnc

2

k Ð 0; σÐ$ RSimEnc.Init

While k ¤ R.rew do

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

pσ, rf, Ciq Ð$ RSimEnc.SimEncpσ,Ni, 0
mlq

If rf then goto NEXT2

For i P rrs do // Challenge Phase

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

pσ, rf, Cjq Ð$ RSimEnc.SimEncpσ,Nj ,Mjq

If rf then goto NEXT

pσ, rf,Mq Ð$ RSimEnc.SimDecpσ,Nj� , Cj�q

If rf then goto NEXT

If M �Mj� then

σÐ$ REnc.Updpσ, 1q

Goto NEXT

Return 1; Return 0

NEXT: crw Ð true

NEXT2: k Ð k � 1

Return 0; Return 1

Oracle SimEncpN,Mq

C Ð EncpN,Mq

C Ð EncpN, 0mlq

Return C

Adversary CEnc
3

k Ð 0; σÐ$ RSimEnc.Init

While k ¤ R.rew do

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

pσ, rf, Ciq Ð$ RSimEnc.SimEncpσ,Ni, 0
mlq

If rf then goto NEXT2

For i P rrs do // Challenge Phase

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

pσ, rf, Cjq Ð$ RSimEnc.SimEncpσ,Nj ,Mjq

If rf then goto NEXT

pσ, rf,Mq Ð$ RSimEnc.SimDecpσ,Nj� , Cj�q

If rf then goto NEXT

If M �Mj� then

σÐ$ RSimEnc.Updpσ, 1q

Goto NEXT

If crw then return 1 else return 0

NEXT: crw Ð true

NEXT2: k Ð k � 1

Return 0

Oracle SimEncpN,Mq

C Ð EncpN, 0mlq

Return C

Figure 6.10: Adversaries C1 and C2 for Lemma 6.2.1 and adversary C3 for Lemma 6.2.3. Highlighted code is

only included in C1 and boxed code is only included in C2.
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Adversary D1pφ,M1, � � � ,Muq

If φ � K then

iÐ 1; K� Ð NE.K; σÐ$ REnc.Init

Else

pi,K�, σq Ð φ

Foreach j P rus do

Nj Ð pi, jq

pσ, ., Cjq Ð$ REnc.SimEncpσ,Ni,j ,Mjq

φÐ pi,K�, σq

Return φ

Adversary D2pφ, j
�q

pi,K�, σq Ð φ

Nj� Ð pi, j�q

Cj� Ð NE.EpK�, Nj� , 0
mlq

pσ, .,Mq Ð$ REnc.SimDecpNj� ,Mj�q

φÐ pi� 1,K�, σq

Return pφ,Mq

Oracle EncpN,Mq

Return NE.EpK�, N, 0mlq

Figure 6.11: Adversary pD1,D2q used in the proof of Lemma 6.1.7.

It follows that,

Pr
�
G0

0

� ¤ Pr
�
G1

�� Advindr
NE pC2q .

The claims on C2’s complexity can be verified from its code.

6.4.3 Proof of Lemma 6.2.3

Proof. Consider the adversary C3 shown in Fig. 6.10. It was obtained by copying the code of G2 and G3

(from Fig. 6.7), then modifying the code to use its own Enc oracle to respond to encryption queries from

R, and to return 1 whenever the games would output true and 0 otherwise. Consequently, C3 playing Gindr
NE,0

(resp. Gindr
NE,1) perfectly simulates G3 (resp. G2) to R and we have

Pr
�
G3

� � Pr
�
Gindr

NE,0pC3q
�

and Pr
�
G2

� � Pr
�
Gindr

NE,1pC3q
�
.

It follows that,

Pr
�
G2

� ¤ Pr
�
G3

�� Advindr
NE pC3q .

The claims on C3’s complexity can be verified from its code.

6.5 Proof of Lemma 6.1.7

Consider the adversary pD1,D2q shown in Fig. 6.11. Adversary D1 samples a key for NE and starts running

R from the beginning in the first round of Git-chl-r
u,ml (when φ � K) and from the state at which R was last

stopped in later rounds. It responds to the encryption queries of R as in G1 (Fig. 6.4). Adversary D1 makes
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u encryption queries which are distributed identically to the queries made to R in one iteration of G1 since

the inputs to D1 are sampled uniformly at random in Git-chl-r
u,ml . It then stops running R and outputs its

state φ which consists of the state σ of R along with the iteration number i and the key K�. Adversary

D2 resumes running R from the state it was last stopped and makes a decryption query which is identically

distributed to the decryption query made in G1 because j� is chosen at random and independently of the

Mi’s in Git-chl-r
u,ml . It outputs the message M it received as answer to the decryption query along with a state

φ which consists of the current state of R, the next iteration number i� 1, and the key K�.

It follows from their that during the r iterations of Git-chl-r
u,ml , the view of R provided by pD1,D2q perfectly

matches its view in G1. Note that Git-chl-r
u,ml pD1,D2q will output true whenever G1 would output true, so

PrrG1s ¤ Advit-chl-r
u,ml pD1,D2q.

The state of pD1,D2q is always a tuple pi,K�, σq for which |i| � log r, |K�| � kl, and |σ| � S all hold.

Hence pD1,D2q is pS � log r � klq-bounded and the desired bound follows by applying Lemma 6.1.2.

6.6 Proof of Lemma 6.2.4 (Compression Argument)

For this proof we use the compression lemma given in [DTT10], which we state here as a proposition. It

quantitatively formalizes that it is impossible to compress a random element in set X to a string that than

log |X | bits long, even relative to a random string.

Proposition 6.6.1. Let Encode be a randomized map from X to Y and let Decode be a randomized map

from Y to X such that

Pr rxÐ$ X : DecodepEncodepxqq � xs ¥ ε ,

then log |Y| ¥ log |X | � logp1{εq.

To apply this proposition we use the reduction R to construct procedures Encode and Decode which

attempt to encode an element of X � Cc with a state σ P t0, 1uS � Y and succeed whenever G3 (Fig. 6.7)

would output true. They are shown in Fig. 6.12.

The procedure Encode was obtained by copying the code of G3, then making two modifications. First,

whenever R makes a Enc oracle query corresponding to the ith buffer query, Encode responds using its input

string Ti P C (the other queries are answered at random as in G3). Second, Encode returns the state σ of R
whenever crw would be set in G3 (i.e. whenever there was a goto NEXT) or whenever G3 would halt and

return an output.

The procedure Decode uses σ to run R and see if it would ever again pass the buffer phase. If R does so,

Decode does not need to continue simulating its view correctly because it already has the required values.

Because Decode does not know how many times R has already rewinded, it simply allows R to rewind R.rew



176

Algorithm EncodeppT1, � � � , Tcqq

k Ð 0; σÐ$ REnc.Init

While k ¤ R.rew do

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

pσ, rf, Ciq Ð$ REnc.SimEncpσ,Ni, 0
mlq

If rf then goto NEXT2

For i P rrs do // Challenge Phase

j� Ð$ rus

For j P rus do

Mj Ð$ t0, 1uml

Nj Ð pi, jq

pσ, rf, Cjq Ð$ REnc.SimEncpσ,Nj ,Mjq

If rf then return σ

pσ, rf,Mq Ð$ REnc.SimDecpσ,Nj� , Cj�q

If rf then return σ

If M �Mj� then

σÐ$ REnc.Updpσ, 1q

Return σ

Return σ

NEXT: crw Ð true

NEXT2: k Ð k � 1

Return σ

Oracle EncpN,Mq

For i P rcs do

If pN,Mq � ppr � 1, iq, 0mlq then return Ti

CÐ$ C

Return C

Algorithm Decodepσq

k Ð 0

While k ¤ R.rew do

For i P rcs do // Buffer Phase

Ni Ð pr � 1, iq

pσ, rf, C�
i q Ð$ REnc.SimEncpσ,Ni, 0

mlq

If rf then goto NEXT2

NEXT2: k Ð k � 1

Return pC�
1 , � � � , C

�
c q

Oracle EncpN,Mq

CÐ$ C

Return C

Figure 6.12: Procedures Encode and Decode. Highlighting indicates interesting code changes from G2.
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times. The final output of Decode consists of the strings C�
1 , � � � , C�

c that R responded to buffer queries

with.

We argue that Decode answers correctly if G3 would return true. Since G3 returns true only if crw is

set, we only look at executions of Encode and Decode where crw would have been set in G3. Observe that

Encode simulates G3 to R perfectly right up until crw is set in G3 (the simulation of Enc is perfect because

T1, � � � , Tc are distributed uniformly at random in C). Then Decode perfectly simulates G3 to R from the

point crw is set until R passes the buffer phase (or until G3 would have halted without R passing the buffer

again). While Encode and Decode may end up running R for more than R.rew iterations, G3 would have

returned false if it has completed R.rew iterations and R had never passed the buffer phase a second time,

so we need not worry about incorrectness simulation after the first R.rew iterations.

Now, because R is faithful, it must have queried the buffer queries to Enc before passing the buffer

phase in Encode and on every rewind, it answers with the same answers it had given previously. Hence, if R
passes the buffer phase in both Encode and Decode, then it must have responded with T1, � � � , Tc in Decode.

Consequently, if G3 would return true, then T1, � � � , Tc will be output by Decode. So, we have that

Pr rpT1, � � � , Tcq Ð$ Cc : DecodepEncodeppT1, � � � , Tcqqq � pT1, � � � , Tcqs ¥ Pr
�
G3

�
.

Letting PrrG3s � ε and applying Proposition 11.1.1 gives log 2S ¥ log |C|c � log 1{ε. Then rearranging the

terms gives ε ¤ 2S{|C|c, which concludes the proof.
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Part II

TIME-SPACE TRADEOFFS: ATTACKS, LIMITATIONS AND FEASIBILITY
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Chapter 7

TIME-SPACE TRADEOFFS: INTRODUCTION, PRIOR WORK AND OUR
CONTRIBUTIONS

In a seminal work [Hel80], Hellman presented the first example of an adversary exploiting the tradeoffs

between various resources. This work studied the hardness of the random function inversion problem, which

entails that an adversary invert a function f : t0, 1un Ñ t0, 1un at y � fpxq where x is a random point

in t0, 1un. Hellman demonstrated that an adversary might be able to invest a significant amount of effort

in preprocessing the particular function f before seeing y, compute some “advice” about it, and thereby

significantly reduce the online time required for breaking a particular instance. More precisely, for the

specific case when f is a random function, Hellman gave an explicit attack that computes roughly S � 22n{3

bits of advice about f , and needs online time (time after it sees y) roughly T � 22n{3 to invert f on y

successfully. Even though the preprocessing cost might be very large, if the adversary needs to invert f on

many different values of y, the preprocessing cost gets amortized. For example, if the adversary has to invert

on 2n{3 different y’s, the amount of preprocessing per y amortizes to 2n{3 since the preprocessing is reusable.

Yao [Yao90] showed that Hellman’s algorithm for function is optimal when f is a one cycle permutation.

De et al. [DTT10] later proved the optimality of Hellman’s algorithm for any permutation f . They used

a compression argument to prove this result. A compression argument is based on a simple information-

theoretic idea that random bits cannot be compressed. The results of [Yao90, DTT10] more generally imply

that any attack against function inversion with preprocessing advice S and online running time T needs

roughly S � T � 2n to be successful. Till date, this is the best-known limitation for the function inversion

problem. In recent work, Corrigan-Gibbs and Kogan [CK19] showed that any improvement to this limitation

would imply new lower bounds on depth-two circuits with arbitrary gates.

Fiat and Naor [FN99] later provided a rigorous analysis of Hellman’s algorithm and extended it to

invert all possible functions f , though with a slightly worse tradeoff of the form roughly S3T � 23n for

23n{4 ¤ S ¤ 2n. De et al. [DTT10] improved this attack for certain ranges of parameters.

Auxiliary-Input Random Oracle Model. Hash functions are a very fundamental primitive in cryptogra-

phy that are used in many different applications. While it is empirically believed that concrete cryptographic

hash functions satisfy various useful security properties, formalizing this seems to be currently out of reach.

Thus, in the context of provable security, cryptographic hash functions are usually modeled as random or-

acles, i.e., completely random functions [BR93]. This is referred to as the Random Oracle Model (ROM).
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An implicit assumption in this model is that the adversary is fixed before the random oracle is sampled.

Therefore, it does not, in particular, capture adversaries who might be able to invest a large amount of

preprocessing on the hash function.

To this end, Unruh formally introduced the Auxiliary-Input Random Oracle Model [Unr07], where an

adversary is modelled as a two stage one. The first stage, known as the preprocessing phase gets unbounded

access to the random oracle and can compute a limited amount of advice (say S bits, this is known as the

auxiliary-input) about it. The second phase, known as the online phase, gets the advice as input, can make a

bounded number of queries (say T queries) to the random oracle and has to accomplish some task involving

the random oracle. We refer to such an adversary as an pS, T q-AI adversary. Analyzing adversaries in this

model is a rather difficult task, since the preprocessing phase is unbounded, and it can compute any arbitrary

advice on the random oracle. Unruh introduced a technique known as presampling that allows us to upper

bound the success probability of an pS, T q-AI adversary with the success probability of an adversary that

first fixes roughly S � T points of the random oracle, and then tries to accomplish the same task after the

rest of the points of the random oracle are re-sampled. In particular, this adversary does not get any advice

as input, and is therefore significantly easier to analyze.

Dodis et al. [DGK17] proved quantitative bounds on the security for specific applications of random

oracles in the AI-ROM. The applications that they considered included security of the random oracle as a

one-way function, collision resistant hash function, pseudorandom generator (PRG), pseudorandom function

(PRF), etc. They used compression arguments and were able to prove stronger security guarantees than

those that could be proved using the presampling technique developed in [Unr07]. In a subsequent work,

Coretti et al. [CDGS18] improved the analysis of the presampling technique and gave simpler proofs of all

the results in [DGK17] along with new results. Guo et al. [GLLZ21] extended the presampling technique to

prove security against quantum adversaries with auxiliary inputs. They do so by giving an alternative but

equivalent view of the presampling technique which allows them to adapt it to the quantum setting.

Two concurrent works [ACDW20, CGLQ20] developed a new technique to analyze security in the AI-

ROM, known as the multi-instance framework. Here the probability of any adversary winning in the AI-ROM

with S bits of advice is related to the probability of an adversary that has no advice and has to win on roughly

S randomly and independently sampled instance. This framework was inspired by the work of Impagliazzo

and Kabanets [IK10] which gave constructive proofs of Chernoff bounds. Since the multi-instance adversary

does not have any pre-computed advice, analyzing it is easier. In order to analyze this multi-instance

adversary [ACDW20] used a compression argument. This compression argument was significantly simpler

than the direct compression arguments in [DGK17]. In a follow-up work, Gravin et al. [GGKL21], proved

new concentration inequalities on sum of binary random variables which satisfy conditions weaker than K-
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wise independence. This helped them re-derive the multi-instance framework in [ACDW20, CGLQ20], and

also extend the framework for indistinguishability games.

Other Auxiliary Input Ideal Models. Beyond the Random Oracle Model, there are other ideal models

that we consider in cryptography, e.g., the Ideal Cipher Model (ICM), the Random Permutation Model

(RPM), the Generic Group Model (GGM) etc. Corretti et al. [CDG18] formalized the auxiliary-input

version of these models (AI-ICM, AI-RPM, AI-GGM) and adapted the presampling technique to work for AI-

ICM, AI-RPM, AI-GGM. Corrigan-Gibbs and Kogan [CK18] studied the hardness of the discrete logarithm

problem and variants of the Diffie-Hellman problem in the AI-GGM in [CK18] and proved guarantees on the

best possible attacks.

In this thesis, we continue the ongoing line of work exploring time-space tradeoffs in ideal models. Our

exploration takes us in three different directions (1) studying time-space tradeoffs in finding collisions for

standardized hashing mechanisms (2) constructing new hashing mechanisms that have optimal security

against time-space tradeoff attacks for finding collisions (3) exploring what is the actual query complexity

of the the preprocessing phase of these attacks. In Sections we describe our concrete contributions in detail.

7.1 Time-Space Tradeoffs for Finding Short Collisions in Merkle-Damg̊ard

The Merkle-Damg̊ard hash function construction [Mer82, Mer88, Mer90a, Dam87] is a popular design

for building an arbitrary-size-input compression function from a fixed-size-input compression function. This

design is not only extremely fundamental in cryptographic theory, but it also underlies popular hash functions

used in practice, most notably MD5, SHA-1, and SHA-2.

The MD construction is defined relative to a compressing function h : rN s � rM s Ñ rN s1, modeled as a

random oracle, as follows. First, for a P rN s and α P rM s, let MDhpa, αq � hpa, αq. Then, define recursively

MDhpa, pα1, . . . , αBqq � hpMDhpa, pα1, . . . , αB�1qq, αBq

for a P rN s and α1, . . . , αB P rM s. The a is referred to as salt (sometimes also called IV) and each of the

following B elements are referred to as blocks.

Due to the ubiquitous influence of this hashing paradigm, both in theory and practice, characterizing

the complexity of finding collisions in MDh (on a random salt) is a fundamental problem. The well-known

birthday attack gives a T -query attacker with ΘpT 2{Nq advantage. However, this attack is very generic:

it neither takes advantage of the structure of MDh nor does it utilize the fact that the attacker may have

access to some limited amount of “advice” about h due to a long preprocessing phase. But, there is a

1We use the notation rNs to denote the set t1, 2, . . . , Nu for a natural number N .
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good reason that security against non-uniform attackers has become the standard notion of security in the

cryptographic literature: it captures the natural idea that an adversary may have been designed to attack

specific instances, guaranteeing security against an expensive preprocessing stage, or even unknown future

attacks. On the whole, it is widely believed by the theoretical community that non-uniformity is the right

cryptographic modeling of attackers, despite being overly conservative and including potentially unrealistic

attackers. Therefore, understanding the complexity of finding collisions in MD, allowing preprocessing, is a

fundamental problem.

The auxiliary-input random oracle model. The concrete hash functions h used in real-life do not

have solid theoretical foundations from the perspective of provable security. Therefore, when analyzing the

security of the MD construction, the function h is typically modeled as a completely random one, i.e., a

random oracle. We follow the standard approach and model preprocessing adversaries using the influential

extension of the random oracle model termed auxiliary-input random oracle model (AI-ROM). This model

was (implicitly) used, for example, in the classical works of Yao [Yao90] and Fiat and Naor [FN99], and

formally defined in the influential work of Unruh [Unr07] which was recently revisited by Dodis, Guo, and

Katz [DGK17] and Coretti et al. [CDGS18].

The AI-ROM models preprocessing adversaries as two-stage algorithms pA1,A2q parametrized by S (for

“space”) and T (for “time”). The first part A1 has unbounded access to the random oracle h, and its goal is

to compute an S-bit “advice” σ for A2. The second part A2 gets the advice σ, can make at most T queries

to the random oracle, and attempts to accomplish some task involving h. In our case, A2 gets a random

salt a as a challenge and its goal is to come up with a collision in MDhpa, �q. Both A1 and A2 are unbounded

in running time.

Known results. Collision resistance of salted MD hash functions in the AI-ROM was first studied by

Coretti, Dodis, Guo, and Steinberger [CDGS18]. Among other results, they showed an attack, loosely based

on the idea of rainbow tables [Hel80, Oec03], with advantage Ω̃pST 2{Nq.2 3 They further showed that

this attack is optimal. Namely, no attack can have an advantage better than ÕpST 2{Nq. (Notice that this

attack beats the naive birthday attack mentioned above for typical values of S.) In a more recent work of

Akshima, Cash, Drucker, and Wee [ACDW20] observed that the attack of Coretti et al. [CDGS18] results

in very long collisions, of the order of T blocks, which may limit their practical usefulness. While formally,

a length T collision does violate collision resistance, it is hard to imagine a natural application where it is

useful. Indeed, for reasonable values of T , say T � 260, it is unlikely that such a collision, which is several

2Throughout the chapter, the˜notation suppresses poly-logarithmic terms in N .

3By “advantage” we mean the probability of finding a collision.
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petabytes long, could damage any widely-used application.

Akshima et al. [ACDW20] therefore raise the very natural question of what is the complexity of finding

short collisions.

What is the complexity, as a function of S and T (the allowed space and query bounds, respectively),

of finding a B-block collision in salted MD?

Although this question is very natural and clean, as mentioned, a complete answer is known only in the

extreme cases, either when B � 2 or when B � Ω̃pT q. Indeed, when B is very close to T , the result above

of Coretti et al. [CDGS18] implies that the advantage is Θ̃pST 2{Nq. The case of B � 2 was resolved by

Akshima et al. [ACDW20] who showed that the advantage is Θ̃pST {N �T 2{Nq. Even for B � 3, a complete

answer is not known: The analysis of Akshima et al. [ACDW20] consists of an elaborate case analysis tailored

to the B � 2 case, and they claim that even for B � 3 the proof of their lower bound “. . . would be too long

and complex to write down”.4

The STB conjecture. In terms of upper bounds, Akshima et al. [ACDW20] showed that a variant of

Coretti et al.’s (rainbow tables inspired) attack could be generalized to get a B-block collision with advantage

Ω̃pSTB{Nq. This attack generalized the attack of Coretti et al. [CDGS18] which gives an OpT q-block collision

with probability Ω̃pST 2{Nq. With the lack of better bounds on the best possible attack for a wide range of

B’s (anywhere between B � 3 and B ! T ), Akshima et al. [ACDW20] put forward the “STB conjecture”

which posits that the optimal attack for finding length B collisions has advantage Θ̃pSTB{N � T 2{Nq (i.e.,

the better between their attack and the generic birthday attack).

We believe that our current understanding of the exact security that MD-style constructions could ideally

achieve is insufficient. Therefore, given how widespread MD-based hash functions are, progress towards

resolving the conjecture is highly important.

7.1.1 Our Results

Our main result confirms the STB conjecture in many new parameter settings. Specifically, we prove two

new upper bounds on the advantage of the best attack for finding short collisions in salted MD hash functions

in the AI-ROM. The first bound confirms the STB conjecture for all constant values of B. The second result

confirms the STB conjecture even for super constant values of B but only for moderately large values of S

compared to T .

4For B � 1 a tight bound of ΘpS{N � T 2{Nq is known [DGK17].
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STB conjecture is true for all constant B. We show that for any B P Op1q, the advantage of any

S-space T -query attacker in finding a length B collision is bounded by ÕpST {N � T 2{Nq, matching the

known attack up to poly-logarithmic factors.

Theorem 7.1.1 (Informal; See Theorem 9.3.5). For every constant B, the STB conjecture is true.

This theorem is obtained as a special case of a more general bound on the advantage of any S-space

T -query attacker in finding a length B collision of the form

Õ

�
STB2plog2 SqB�2

N
� T 2

N



.

Note that this bound is meaningful when B is a constant (or slightly bigger) but becomes vacuous when say,

B � logN .

STB conjecture is true for all SB ! T . We show that as long as S,B ! T , the conjecture is true

again. Specifically, we show that whenever S4B2 P ÕpT q, the maximal advantage of any S-space T -query

attacker in finding a length B collision is obtained by the birthday attack, up to poly-logarithmic factors.

For example, when SB ¤ T 1{4, the maximal advantage is OpT 2{Nq, and therefore the STB conjecture holds.

Theorem 7.1.2 (Informal; See Theorem 8.4.1). For every S4B2 P ÕpT q, the STB conjecture is true. For

instance, the conjecture holds if either

- B P poly logN and S P ÕpT 1{4q, or

- B P ÕpT 1{4q and S P ÕpT 1{8q.

This theorem is obtained as a special case of a more general bound on the advantage of any S-space

T -query attacker in finding a length B collision of the form

Õ

�
S4TB2

N
� T 2

N



.

A concrete comparison between the results. The two bounds are generally incomparable. While

the bound from Theorem 7.1.1 is asymptotically tight whenever B is constant (independent of S, T ), it

becomes vacuous for say B � logN . On the other hand, the bound from Theorem 7.1.2 is meaningful for all

B P opN1{2q, as long as S4 �B2 ! N . For instance, assume that S � N1{16 and B P ΘpNεq (for 0   ε   1{8).

In this setting, the bound from Theorem 7.1.1 is trivial. On the other hand, the bound from Theorem 7.1.2

gives that any successful attack must satisfy T P Ω̃pN1{2q which is strictly better than what the generic

ÕpST 2{Nq bound gives (it only gives T P Ω̃pN15{32q).
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Technical highlight. The main technical component in both of our bounds is a compression argument

that uses a “too-good-to-be-true” attacker to non-trivially compress a uniformly random sequence of bits,

thereby getting a contradiction. The setup is somewhat similar to the one of Akshima et al. [ACDW20]

(although slightly more modular), but our compression argument deviates from theirs significantly. Their

argument inherently relied on the fact that there are at most two blocks in the collision, therefore greatly

simplifying the possible structures to consider. In contrast, we consider arbitrary length collisions, and thus

we have to deal with all possible structures of collisions. Our proof identifies and analyzes a general structure

for MD collisions and unveils a natural combinatorial problem that influences the resulting upper bound on

the advantage of preprocessing adversaries. Specifically, it turns out that the “dominant extra” terms in

both of our bounds (plog2 SqB�2 in the first bound and S3 in the second) emerge due to the need to encode

a reverse path in a general (fan-out 1, but possibly large fan-in) directed graph, where the graph is the one

induced by the queries that the adversary makes to the random oracle. Any improvement on this encoding

would immediately imply a better upper bound, a fact that we hope will lead to better bounds in the future.

7.1.2 Discussion

As mentioned, the MD paradigm underlies numerous hash function constructions that are central building

blocks in many applications. There are several popular variants of the MD paradigm implemented in practice.

In this work, we follow previous works and focus on the cleanest variant for concreteness. One prominent

variant withstands length extension attacks by padding the input message with its length. (In fact, this is

the version suggested by Merkle and Damg̊ard.) We remark that our results directly apply to this padded

variant. Specifically, the “STB” attack finds a collision with the same number of blocks, so it readily extends

to this padded variant. Our bounds on the best possible attacks also extend to this setting since the argument

did not use any specific property on the collision blocks. It is interesting to study other practically used

variants and understand if similar results can be obtained. To this end, we hope that the techniques we

develop in this work will be helpful.

From a theoretical perspective, no single function can be collision-resistant (in the plain model), as a non-

uniform attacker can trivially hardwire a collision. This is why collision resistance is considered with respect

to a family of hash functions indexed by a key called salt. The salt is chosen after the attacker is fixed (and so

is the non-uniform advice about the family of functions). Still, in practice, a single hash function is typically

defined by fixing an IV, making it insecure against non-uniform attackers. This contrasts with how we define

the collision resistance game, where the IV is chosen randomly after the preprocessing phase. Thus, it may

seem that the expensive preprocessing needed for attacks in our model does not represent real-life scenarios.

However, often the hash function used in a particular application (relying on collision-resistance) is salted by
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prepending a random salt value to the input. One such well-known application is password hashing [ST79].

Such salting essentially corresponds to the random-IV setting considered here, and, therefore, the attack

becomes relevant again.

The primary motivation for our work is to make progress towards the STB conjecture, which we view as

a fundamental problem. To this end, we focused on asymptotic bounds as a function of S, T , and B. We

hope that the concrete bounds could be improved in future works, affecting design choices of real-life hash

functions.

We provide the details of this result in Chapter 8.

7.2 Time-Space Tradeoffs for Short Collisions in Sponge

Due to a series of successful attacks on widely used hash functions such as MD5, SHA-0, and SHA-1, in

2006 the National Institute of Standards and Technology (NIST) organized a competition to create a new

hash standard. At that time, the existing hash functions were all based on the well-known Merkle-Damg̊ard

hash function construction [Mer82, Mer88, Mer90a, Dam87]. The goal of the competition was to find an

alternative, dissimilar cryptographic hashing design. It took almost a decade until the winner, a family

of cryptographic functions called Keccak, become a hashing standard called SHA-3. The Keccak family is

based on the sponge construction [BDPVA07, BDPV08] which was a novel alternative to the popular Merkle-

Damg̊ard design. By now, the sponge paradigm is used for building collision resistant hash functions, message

authentication codes (MACs), pseudorandom functions (PRFs) [BDPVA11], key derivation functions [GT16],

and more.

A sponge function Sp : t0, 1u� Ñ t0, 1ur is defined via three parameters: (1) two natural numbers r (for

bitrate) and c (for capacity) so that n � c� r, (2) an initial state σp0q � pσp0qr , σ
p0q
c q P t0, 1ur � t0, 1uc, and

(3) a function Π : t0, 1un Ñ t0, 1un which is usually thought of as a (public) pseudorandom permutation.

The hashing operation (a.k.a. absorbing) is defined by iterating the state by computing a round function.

Specifically, given a sequence of r-bit blocks pm1,m2, . . . ,m`q, Sppm1,m2, . . . ,m`q is defined as:5

1. For i � 1, . . . , `, do:

(a) Compute the round function

Πppσpi�1q
r `miq } σpi�1q

c q and let σpiq

denote the output.

(b) Parse σpiq as pσpiqr , σ
piq
c q P t0, 1ur � t0, 1uc.

2. Output the first r bits of σp`q, namely, σ
p`q
r .

Π Π

m1 m2

Π

mℓ

r

c

σ(0)
r

σ(0)
c σ(1)

c

σ(1)
r

σ(ℓ)
c

σ(ℓ)
r

Output

5For simplicity, we do not consider padding of the input.
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Typically, σ
p0q
r is initialized to 0 and σ

p0q
c is a random initialization vector (IV). If one wants to be explicit,

we write Spr,c,Π,IV for the sponge function. There are several common instances of r and c used in practice,

for example in SHA-3-256 c � 512 and r � 1088, and in SHA-3-512 c � 1024 and r � 576. These instance

are particularly useful since they were designed to be used as drop-in replacements for the corresponding

SHA-2 instances, and as such they were intended to have identical (or better) security properties.

Sponge in the random permutation model. The concrete permutations Π that are used in real-life do

not have solid theoretical foundations from the perspective of provable security. Therefore, when coming to

analyze the security of the sponge construction, we model the permutation Π as a completely random one.

That is, the permutation is randomly chosen, and all parties are given (black-box) access to it and its inverse.6

This is called the random permutation model (RPM). Such bounds are used as an approximation to the best

possible security level that can be achieved by the corresponding construction in the real-life implementation.

This heuristic has been extensively and successfully used in the past several decades, with exceptions (i.e.,

examples where the real-life implementation and the ideal world construction are separated) being somewhat

contrived and artificial. For “natural” applications it is widely believed that the concrete security proven

in the RPM is the right bound even in the real-world, assuming the “best possible” instantiation for the

idealized permutation is chosen.

As mentioned, the sponge construction was introduced by Bertoni et al. [BDPVA07] and its security was

analyzed in a follow-up work [BDPV08] assuming that the underlying hash function is an invertible random

permutation. The latter work showed a strong property called indifferentiability from a random oracle, which

directly implies many other properties such as collision resistance, pseudorandomness, and more.

For instance, the following is known about Sponge’s collision resistance (which is perhaps the most widely

used property). For fixed c, r, the collision resistance game is defined as follows: a challenger sends a uniformly

random IV to the adversary. The adversary “wins” if it is able to come up with distinct m,m1 P t0, 1u�
for which Spr,c,Π,IVpmq � Spr,c,Π,IVpm1q. There is a well-known attack due to the original works of Bertoni

et al. [BDPVA07, BDPV08]: the adversary is given an IV and it merely queries the permutation oracle on

inputs of the form pm}IVq, where the m’s are chosen uniformly at random. If a collision was observed (i.e.,

the adversary finds distinct m1,m2 such that the first r bits of Πpm1}IVq, Πpm2}IVq are the same), then

the adversary wins. By the well-known birthday bound, the success probability of this event is ΩpT 2{2rq.
Alternatively, if two messages m1,m2 such that the query returned a state with the same last c bits (i.e.,

Πpm1}IVq � a1}b and Πpm2}IVq � a2}b, then m1 } a1 and m2 } a2 form a collision. The success probability

6In typical permutation designs, including the permutations underlying the Keccak family, if you have the entire state, you
can apply the inverse permutation to go backward to the previous state. This is why we also give free access to the inverse
of the permutation as part of the model.
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of this event is ΩpT 2{2cq. Overall, the attacker wins with probability ΩpT 2{2mintc,ruq. This is known to be

the best possible attack due to the indifferentiability result of [BDPV08].

Non-uniformity / preprocessing attacks. The above discussion assumes that the adversary is uniform

in the sense that it starts off with no knowledge about Π, as if it did not exist before it was invoked.

However, this does not capture real-life attack scenarios where an attacker can invest a significant amount

of preprocessing on the public permutation Π to speed up the actual attack whenever the IV is chosen. This

is why most works (at least in theoretical cryptography) model attackers as non-uniform machines, where

the attacker could obtain arbitrary but bounded-length advice, before attacking the system. The advice

generation phase is called the offline phase and the “attack” given the advice and the challenge is called the

online phase. The output size of the offline phase (i.e., the size of the advice) is denoted S and the number

of queries allowed in the online phase is denoted T ; computation is free of charge in both phases. This

model, being an extension of the RPM where the online adversary may know a bounded-length hint about

the permutation, is called the auxiliary-input RPM, or AI-RPM in short. This model was first explicitly put

forward by Coretti, Dodis, and Guo [CDG18], naturally extending the influential auxiliary-input random

oracle model (AI-ROM) from the seminal work of Unruh [Unr07] (which in turn is an explicit version of the

model studied by Hellman [Hel80], Yao [Yao90], and Fiat-Naor [FN99]). Bounds on the power of “auxiliary-

input” adversaries are also referred to as “time-space” tradeoffs.

Although the sponge paradigm is becoming widespread, very little is known about its formal security

guarantees against such attackers that may have a short preprocessed hint about the permutation computed

in an offline phase. In fact, there is an attack that utilizes this extra power to achieve advantage ΩpST 2{2c�
T 2{2rq (notice the extra multiplicative S term).7 The attack is based on a combination of a birthday-style

attack, as above, together with a variant of an attack by Hellman [Hel80] which is nowadays referred to as

rainbow tables (due to Oechslin [Oec03]). While this attack uses known techniques, we were not able to find

an explicit description of it in the literature and so for completeness, we give the attack and its analysis in

Section 9.2.1.8 9 Only very recently, in the beautiful work of Coretti et al. [CDG18] (henceforth CDG) it was

shown that this attack is optimal; that is, no S-space T -query attackers can find a collision with probability

better than ΩpST 2{2c � T 2{2rq.
It turns out that the above attack results in a very long collision. Specifically, for parameters S and T as

7Throughout the introduction, for easy of notation, we supress poly-logarithmic (i.e., polypc, rq terms inside the big “O/Ω”
notation. The formal theorems state the precise bounds.

8More precisely, we give a generalization of this attack which finds collisions of length B ¥ 2, and this particular attack
follows by setting B � T .

9A related bound is stated in CDG [CDG18, Table 1] but after communication with an author, they confirmed that the
attack was never worked out.
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above, the above attack results in a collision of length � T . While this formally breaks collision resistance,

it is hard to imagine a natural application where such a collision would be helpful in an attack. Say we have

a system that uses a sponge-based hash with an output of size 256 bits. Running the above attack with

S � T � 260 would result in a collision of several petabytes long, which is likely to be practically useless

for any natural attack scenario. Therefore, we ask whether there exist attacks that find shorter collisions

and what is their success probability. Specifically, we introduce an additional parameter B (for blocks) and

require an attacker, on a random IV, to come up with two ¤ B-block messages that collide. The main

question studied in this work is:

What is the complexity of a preprocessing attacker in finding a B block collision in a Sponge hash function,

assuming the underlying permutation is modeled as random?

7.2.1 Our Results

We initiate the study of time-space tradeoffs for bounded length collisions in sponge hashing. First, the known

best attack that gives a single-block collision has advantage

Ω

�
S

2c
� T 2

2r



. (7.1)

In this attack, the preprocessing is used to “remember” a collision for S different IVs. If the challenge IV

is in the set of remembered IVs, then the attack succeeds (this happens with probability S{2c); otherwise,

we run a birthday-style attack which succeeds with probability ΩpT 2{2rq. For MD hashing, the analogous

bound for B � 1 is known to be tight. Second, there is an attack (loosely based on rainbow tables) that has

advantage ΩpST 2{2c � T 2{2rq and results with a ΩpT q-blocks collision [CDG18].

At this point, if one were to speculate that sponge’s security guarantees are at least as good as MD’s,

one would guess that the above attacks should be tight, at least for B P t1, 2u. With some luck and labor,

we may even be able to prove it. This is where the situation gets interesting. We show that the above

speculation is false for B � 1 and in some natural settings of parameters, sponge is strictly less secure

than MD for this task. On the other hand, for B � 2 we can only prove tightness for a certain range of

parameters.

In what follows, we elaborate on our results. We design two new attacks, one designed for any B ¥ 2

and the other specifically for B � 1. We complement our attacks with “lower bounds”, which are actually

upper bounds on the best possible advantage. Specifically, we prove that there is a qualitative jump in the

advantage of best possible attacks for finding unbounded-length collisions and those for finding very short

collisions (i.e., B ¤ 2).
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Attacks

We give two new attacks, one for any B ¥ 2 and the other is specialized for B � 1. The generic attack is the

first to result with an arbitrary block length collision while the one specialized to B � 1 beats the previously

known best attack, at least in some range of parameters. By the latter, to the best of our knowledge, we

show the first natural application for which sponge hashing is less secure than MD.

A new attack for B ¥ 2. The above-mentioned attack on sponge hashing that has advantage ΩpST 2{2c�
T 2{2rq can be modified to result with a B-block collision for B ¥ 2 and with advantage

Ω

�
STB

2c
� T 2

2mintc,ru



. (7.2)

The attack follows a similar observation of ACDW [ACDW20] regarding MD hashing. Given the upper

bound of CDG [CDG18] mentioned earlier, this attack is optimal for B P ΩpT q. For MD hashing, the

analogous bound is known to be tight for B � 2 and B P ΩpT q.

A new attack for B � 1. We design a new attack for sponge hashing that results with a a single-block

collision. Specifically, we show that if ST 2 ¡ 2c, then there is an attack with advantage

Ω

��
S2T

22c


2{3

� T 2

2r

�
.

To see why this attack is superior to the previously known one (Eq. 7.1), we give a setting of parameters

where it achieves a significantly higher advantage. Consider r � c, S � 24c{5, and T � 22c{5. Indeed,

ST 2 ¡ 2c and therefore we can apply the attack. The previously known best attack (Eq. 7.1) has advantage

Ω

�
S � T 2

2c



� Ω

�
1

2c{5



.

This attack is the analog of the provably best attack for MD. On the other hand, our new attack has strictly

better advantage

Ω

��
S2T

22c


2{3

� T 2

2c

�
� Ω

��
28c{522c{5

22c


2{3

� 1

2c{5

�
� Ω p1q .

Thus, at least in this range of parameters, we beat the state-of-the-art attack and show that sponge is

less secure than MD. In the example above, we chose a setting of parameters where the gap between the

attacks is the largest (our attack succeeds with constant probability, while the previously known one succeeds

with exponentially small probability). However, there are many more concrete settings where our attack is

superior, although the gap could be less dramatic. We note that our bounds in this section and the technical

overview are simplified for ease of parsing and refer the reader to the technical sections for the exact bounds.
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Conceptual novelty: Our attack for B � 1 use the famous time-space tradeoffs for function inversion

of Hellman [Hel80] and its extension by Fiat-Naor [FN99]. We leverage the possibility of inverse queries to

the underlying permutation Π in the random-permutation model. This is in contrast to Merkle-Damg̊ard

construction which is analyzed in the random-oracle model that does not permit inverse queries. At a very

high level, we use time-space tradeoffs for function inversion to “invert” the function Π�1 on a restricted

domain. We view this conceptual connection between time-space tradeoffs for collision resistance of sponge

hashing and function inversion as novel and hope that it will lead to better designs and additional attacks

in the future.

Lower Bounds

We complement the picture by showing “lower bounds”, namely impossibility results for better attacks. (In

other words, these are upper bounds on the best possible advantage of any attacker.) We prove two such

lower bounds, one for the case where B � 1 and the other is for B � 2, corresponding to our attacks.

On optimal attacks for B � 2. We show that any attack for B � 2 must have advantage

O

�
ST

2minpc,rq
� S2T 4

22c
� T 2

2mintc,ru



.

We note that this bound is tight with the best known attacks for a large range of parameters, but there

still may be a gap otherwise. Specifically, if ST 3 ¤ 2c, r ¥ c, then the above bound simplifies to OpST {2c �
T 2{2mintc,ruq which matches the attack from Eq. (7.2). Thus, any improvement on the generic attack from

Eq. (7.2) must take advantage of the regime where ST 3 ¡ 2c.

The proof of this result provably cannot be obtained via the bit-fixing method. Rather, we obtain the

result via a compression argument. In such arguments, an imaginary adversary that is successful too often

is used to compress a uniformly random string, a task which is (information-theoretically) impossible.

On optimal attacks for B � 1. We show that any attack for B � 1 must have an advantage

O

�
ST

2c
� T 2

2r



.

The proof of this result is relatively straightforward by using an optimized version of the remarkable bit-fixing

(or presampling) method [Unr07, CDGS18, CDG18]. The main point of distinction of our proof from most

previous ones is that we need to apply this technique in the RPM context, so our argument needs to handle

inverse queries. (This result might have been known before, but we could not find such a statement, so we

give it for completeness.)

We summarize our main results as well as the known best bounds in Fig. 7.1.

We provide the details of this result in Chapter 9.
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Best Attack Advantage Upper Bound

B � 1 min

�
S2T 2

22c
,

�
S2T

22c


2{3
�
� S

2c
� T 2

2r
[Thm 9.2.2]

ST

2c
� T 2

2r
[Thm 9.3.2]

B � 2
ST

2c
� T 2

2mintc,ru
[Thm 9.2.1]

ST

2mintc,ru
� S2T 4

22c
� T 2

2mintc,ru
[Thm 9.3.5]

B ¥ 3
STB

2c
� T 2

2mintc,ru
[Thm 9.2.1]

ST 2

2c
� T 2

2r
[CDG18]

Figure 7.1: A summary of the attacks and advantage upper bounds for finding B-block collisions for the

Sponge hash function. All bounds are given ignoring polypc, rq terms. We note that the attack for B � T is

implicitly claimed in [CDG18] based on [CDGS18].

7.3 Optimal security of Keyed Hash Functions: Avoiding Time-Space Tradeoffs for Finding
Collisions

Dealing with non-uniform attackers in the context of hashing and collision finding makes it necessary to

consider a family of keyed hash functions, rather than a single hash function. Collision finding is then

defined via the following two-stage game. First, a (keyed) family H of hash functions is fixed, and the

attacker can depend arbitrarily on H. Second, a random key k is sampled, and the adversary needs to

find a collision in H relative to k. Intuitively, in order to attack the hash function (e.g., find a collision), a

non-uniform attacker must either (a) have some hard-coded information about k, or (b) can essentially be

treated as uniform.

For applications, we typically want each member of H to operate on unbounded input lengths. That

is, H : t0, 1uκ � t0, 1u� Ñ t0, 1un should be viewed as a two-input function, operating on pk,mq, where

k P t0, 1uκ is the key and m P t0, 1u� is an arbitrary length input. Since it is practically infeasible to design

a different hash function for every input length, what happens is that a single basic compressing function

h : t0, 1ua Ñ t0, 1un for some a ¡ n is designed, and then it is iterated in some way to get a hash function

that compresses arbitrarily. For instance, the well-known Merkle-Damg̊ard design [Mer90a, Dam89] iterates

such a basic compressing function in order to get a variable-input-length hash function that can operate on

arbitrary sized data up to some maximum length (e.g., 264 bits).

Building a keyed hash from a single hash function. Observe that for every keyed hash construction,

there is an pS, T q-attacker that finds a collision relative to a random k with probability10 ΩpS{2κ � T 2{2nq

10To simplify notation throughout the introduction, we suppress poly factors in n in the asymptotic Op�q and Ωp�q notation.
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via the following attack. First, the preprocessing adversary outputs ΩpSq collisions with respect to arbitrary

distinct keys. The online adversary receives a random k. If k is in the remembered list from the preprocessing

phase, it outputs the corresponding collision. Otherwise, it performs a T -query birthday-style attack. The

adversary wins if either the challenge k appears in one of its preprocessed collisions (giving the S{2κ term)

or if the birthday attack succeeds (giving the T 2{2n term). We refer to this attack as the naive attack, and

say that a construction is optimally secure if there is provably no better attack. This brings us to the main

question we consider in this work.

Can we build a keyed hash function (i.e., H : t0, 1uκ � t0, 1u� Ñ t0, 1un)

from non-keyed one (i.e., h : t0, 1ua Ñ t0, 1un) with optimal non-uniform security?

If we could design an ha : t0, 1ua Ñ t0, 1un for every a P N, then the above task is easy. We can simply

parse the input to the appropriate ha into two parts, one for the key and the other for the input to H : t0, 1uκ�
t0, 1u� Ñ t0, 1un. That is, define Hpk,mq � hκ�|m|pk}mq, where } stands for string concatenation and | � |
stands for bit length. For this construction, Dodis, Guo and Katz [DGK17] showed that the best attack

achieves advantage OpS{2κ � T 2{2nq, matching the advantage of the naive attack.

Unfortunately, it is infeasible to design a different hash function for every input length as discussed above.

The design of a new h is a delicate and lengthy process that could take many years to test and standardize.

Having a single hash function is therefore more robust security-wise. Thus, the standard procedure is to

design a hash function h with fixed input size and then iterate it in some way to get a hash function that

supports arbitrary input lengths.

It may seem that standard domain extension techniques for hash functions (like Merkle-Damg̊ard, Sponge,

or Merkle trees) provide a solution for this problem. Indeed, their goal is to take a hash function on a small

domain and turn it into a hash function with arbitrary-size domain. But, as we point out next, the standard

constructions suffer from a significant security loss. A priori, it is not even clear that this security loss is

avoidable.

The security of existing constructions. First, consider (a keyed variant of) the Merkle-Damg̊ard (MD)

construction [Mer90a, Dam89], perhaps the most widely popular design for getting a hash function on long

inputs from one on fixed input sizes. This design is not only extremely fundamental in cryptographic the-

ory, but it also underlies popular hash functions used in practice, most notably MD5, SHA-1, and SHA-2.

The MD : t0, 1uκ � t0, 1u� Ñ t0, 1un construction iterates the basic hash function h : t0, 1ua Ñ t0, 1un by

feeding in input blocks of size s � a �maxtκ, nu one by one. It first pads the message appropriately such

that it is a multiple of s bits. For key k P t0, 1uκ and input m P t0, 1us, define MDpk,mq � hpk}mq.
Then, for a longer input m P pt0, 1usq`, viewed as ` blocks m1, . . . ,m` each from t0, 1us, recursively define
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MDpk, pm1, . . . ,m`qq � hpMDpk, pm1, . . . ,m`�1qq,m`q. We note that in the standard MD construction (stud-

ied, for example, in [CDGS18, ACDW20, GK22, AGL22]), k is only explicitly included once when processing

the first message block.

Collision resistance of MD in the AI-ROM was first studied by Coretti, Dodis, Guo, and Steinberger [CDGS18]

and more recently by [ACDW20, GK22, AGL22]. It is known that there is an attack, loosely based on the idea

of rainbow tables [Hel80, Oec03], which succeeds in finding a collision with probability ΩpS{2κ � ST 2{2nq.
In typical settings of parameters, the ST 2{2n term dominates the above expression and in this case it is

evident that MD suffers from a significant security loss.

Concretely, in the SHA-1 construction, a � 678 and κ � n � 160. If we model the underlying primitive

h : t0, 1u678 Ñ t0, 1u160 as a perfectly random function, an pS, T q-attacker with S � 253 and T � 250 will

find a collision with probability � 2�7 (essentially completely breaking the scheme).11 On the other hand,

the best one could hope is a construction with maximal advantage OpS{2κ � T 2{2nq � 2�60 (obtained by

the naive attack).

Another construction we mention is the Sponge [BDPVA07, BDPV08] construction, an alternative to

the Merkle-Damg̊ard design that underlies the modern SHA-3 hashing standard. As opposed to MD, the

Sponge construction relies on a random permutation Π: t0, 1un Ñ t0, 1un. Sponge iterates Π by feeding in

blocks of size r   n from the input one at a time in a certain way. It results with a keyed hash function

Sp : t0, 1uκ�t0, 1u� Ñ t0, 1ur with κ� r � n. Coretti et al. [CDGS18] (see also [FGK22]) showed that there

is a collision finding pS, T q-attack with advantage ΩpST 2{2κ � T 2{2rq against Sp relative to a random key.

Again, we see that there is a non-trivial security loss in this construction.

It is important to note that for every choice of S and T the above attacks on Merkle-Damg̊ard and Sponge

beat the naive attack. In particular, there is no non-trivial choice of parameters where MD or Sp achieve the

optimal security bound.

Lastly, we mention two other popular (variable-input-length) hash function designs: Merkle trees [Mer88]

and the BLAKE family [AHMP08, AMPH14]. The former (Merkle trees) is a popular design that has

important features like local opening and can be easily parallelized. Although it is extremely popular both

in theory and in practice, we are not aware of a keyed variant that has been studied in the non-uniform

setting. The latter (BLAKE) is a runner-up in NIST’s competition to create a new hashing standard (where

Sponge ended up as the winner). This design is based on the MD design, but they allow the inner hash

function h to be keyed at every invocation. We are not aware of a formal study of its security in the

non-uniform setting. Looking ahead, two of our main contributions are a proposal and analysis of the non-

uniform security of Merkle tree and the MD/ BLAKE design, where the inner hash function h is keyed in

11These parameters roughly correspond to an attacker with � 1000 terabytes of memory that uses optimized hardware that
can compute 3 billion hashes per second for a long weekend.
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every invocation. Concretely, we believe that this is the right notion to consider moving forward, in terms

of non-uniform security.

A different perspective. Above, we considered the scenario where h : t0, 1ua Ñ t0, 1un is given, and we

want to build an H : t0, 1uκ � t0, 1u� Ñ t0, 1un which is as secure as possible for every pS, T q-attacker. A

different perspective, slightly more target oriented, is to first fix a desired security level (say 2�50) and the

power of adversaries (say S � T � 260) and then understand which h is needed in order to get the desired H.

If we use MD (for concreteness) for H, we will need n ¥ 230, but if we had an optimally secure construction

of H, we would need only n ¥ 170. The latter could potentially be easier to design and argue about.

7.3.1 Our Results

We provide several constructions of keyed hash functions from non-keyed ones that do not suffer from

any security loss (i.e., the naive attack that has advantage ΘpS{2κ � T 2{2nq is provably optimal). Our

constructions provide various tradeoffs between their efficiency and the range of parameters (S and T ) where

they achieve optimal security.

Merkle-Damg̊ard and Merkle trees with a keyed inner hash. All of our constructions can be viewed

within a framework that builds on the Merkle-Damg̊ard and Merkle tree constructions.

We start by discussing the MD-based approach. We consider an iterative hashing design where a com-

pression phase is performed in every step using an “inner hash” function. The input for the compression

phase is the current state and the next input. At the end, the compression phase outputs the next state.

Of course, the inner hash function in the compression phase can use h as a subroutine. Abstractly, the

compression phase for the MD-based construction is

y :� compresspk, y,mq,

where importantly the compress function takes k as input. See Figure 7.2 for an illustration. With this

notation, the compression function of the standard MD function (at least as studied in numerous recent

works including [CDGS18, ACDW20, GK22, AGL22]) is simply compresspk, y,mq � hpy,mq, and for the first

step, y is initialized to k. Notably key is not included in every compression phases.

We next consider a parallelizable hashing design that generalizes the Merkle tree hash function. Here,

each input is fed into a “leaf” of the Merkle tree, along with the k value. The compression function is

then used to recursively combine outputs in previous levels until a final output is generated. Crucially, we

always include k in the compression function. See Figure 7.3 for an illustration. This framework provides an

alternative to the generalized MD approach described above. It requires at most a factor of two more calls
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Figure 7.2: Our framework for building keyed hash functions based on the Merkle-Damg̊ard construction

with a keyed inner compression function.

to compress, but it is extremely parallelizable. Further, it provides a local opening property, where someone

can prove that an individual message block mi was included in the hash, without providing the full message.
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Figure 7.3: Our framework for building keyed hash functions based on the Merkle tree construction.

Our constructions are obtained by different implementations of compress, namely viewing compress as

an inner keyed hash function used in the MD and Merkle tree designs. Quantitatively, the MD and Merkle

tree approaches give similar results, so we focus our attention on instantiating compress in the case of the

MD-based framework. However, all of our main results extend to the setting of the generalized Merkle tree

framework, which we provide in Section 10.5 for completeness.

For simplicity of presentation of our results, we slightly simplify notation and assume that κ (the key
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length) is equal to n (the output size of the hash function).12 In our formal theorem statements in the

technical sections, κ and n are treated independently when relevant.

Efficiency: We measure efficiency of a given construction by the number of calls to h needed to evaluate

H at a single point. For example, in the standard MD construction with an underlying hash that maps

t0, 1ua to t0, 1un, to hash a b-bit input, the query complexity is b{pa � nq (ignoring rounding13). Indeed,

every application of h takes as input the previous output (n bits) and so it can process a� n bits from the

input each time.

Assuming a large inner hash. Our first result shows that optimal security loss is achievable. That

is, we show that there is a way to take a random oracle that operates on a fixed input length and get a

keyed hash H that operates on arbitrary-length inputs with the following security guarantee: for any S, T ,

any pS, T q-attacker has minimal possible advantage in finding a collision in H relative to a random key. In

words, the new construction is a variant of MD where we also feed k as input in every block. We refer to this

construction as the MD construction with a keyed inner hash, in contrast to the standard MD construction

where k is only fed in the first block. At a high level, feeding the key into every invocation of h allows us

to reduce the probability of finding a long collision in H to that of finding a collision in h, which achieves

optimal security OpS{2n � T 2{2nq [DGK17]. Refer to Figure 7.4 for an illustration of how the construction

works.

Theorem 7.3.1 (Informal; see Theorem 10.2.3). Assume h : t0, 1ua Ñ t0, 1un is modeled as a random oracle

with a ¡ 2n. Then, there is an H1 : t0, 1un � t0, 1u� Ñ t0, 1un such that:

1. For any S, T P N and any pS, T q-attacker, their advantage in finding a collision in H1pk, �q relative to

a random kÐ$ t0, 1un is OpS{2n � T 2{2nq.

2. One evaluation of H1 on a given key and a b-bit message requires b{pa� 2nq queries to h.

The above result is optimal in terms of security and is almost as efficient as standard MD if a ¥ 2n�Ωpnq.
For example, if a � 3n, processing a b-bit input of H1 requires querying h as many as b{pa�2nq � b{n times.

In the standard MD construction, only b{pa � nq � b{p2nq queries are required, so our construction is less

efficient than MD by a small constant factor at most 2 when a � 3n.

12We note that there are constructions that use κ � n by design (e.g., BLAKE hash [AHMP08, AMPH14] uses κ � n{2).

13To be more precise, MD requires rpb�n�1q{pa�nqs calls to h after padding the input with its length followed by a 1 and a
sequence of 0s to fill the remaining current block. However, for ease of presentation, we ignore rounding in the introduction.
In the formal theorem statements, we give exact efficiency bounds.
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Figure 7.4: The construction H1 underlying Theorem 7.3.1 given a hash function h : t0, 1ua Ñ t0, 1un for

a ¡ 2n.

However, H1 is significantly less efficient than MD if a is roughly 2n, i.e. h compresses by a factor of 2.

For example, if a � 2n � 1, then processing a b-bit input of H1 requires invoking h as many as b times.

However, MD requires only b{pn � 1q queries. This is a significant difference. We emphasize that having

an efficient construction even when a � 2n is not only a technicality but is rather important: concretely,

assuming that the basic compressing function shrinks by a factor 2 is extremely common, both in theory and

in practice. Thus, our next results are focused on closing this gap.

Instantiating the keyed inner hash with standard MD. To this end, we start by considering a

construction H2 that works for any a ¡ n and only incurs a factor of 2 overhead in terms of efficiency

relative to MD. While this may seem too good to be true, we pay in terms of the assumptions we need to

make to claim optimal security for collision resistance. Namely, the scheme has “optimal security,” meaning

any pS, T q-attacker can find a collision with probability at most OpS{2n�T 2{2nq, only whenever S ¤ T and

ST 2 ¤ 2n.

This main idea behind the construction H2 is to instantiate the compress function in the MD-based

framework of Figure 7.2 with a standard MD hash function. We use k as the key for MD, and we treat

yi�1}mi as the message. If we use a message block size |mi| � n, this results in only a factor of two overhead

relative to MD (essentially, half of the invocations of h incorporate bits of the message mi, and half of the

invocations incorporate bits of the previous output yi�1). This construction is depicted in Figure 7.5 and

gives the following result.

Theorem 7.3.2 (Informal; see Theorem 10.3.2). Assume h : t0, 1ua Ñ t0, 1un is modeled as a random oracle

with a ¡ n. Then, there is an H2 : t0, 1uκ � t0, 1u� Ñ t0, 1un such that:
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1. For any S, T P N such that S ¤ T , ST 2 ¤ 2n, and any pS, T q-attacker, their advantage in finding a

collision in H2pk, �q relative to a random kÐ$ t0, 1un is OpS{2n � T 2{2nq.

2. One evaluation of H2 on a given key and a b-bit input requires 2 � b{pa� nq queries to h.

0n y0km1 2 {0, 1}2n y1km2 2 {0, 1}2n y2km3 2 {0, 1}2n

MDh MDh MDh

key 2 {0, 1}n

Figure 7.5: The construction H2 underlying Theorem 7.3.2 given a hash function h : t0, 1ua Ñ t0, 1un for

a ¡ n. The gray dotted boxes represent the compress function, instantiated with the Merkle-Damg̊ard

construction, that uses k P t0, 1un as the key and yi�1}mi P t0, 1u2n as the message.

We note that the assumption that ST 2 ¤ 2n in the construction above comes from the fact that best

currently known time-space tradeoffs for the collision resistance of standard MD (culminating in [GK22,

AGL22] following the works of [CDGS18, ACDW20, CGLQ20]) require this assumption to get optimal

bounds when analyzing the `-block MD construction when ` P ωp1q. In the special case where we only use a

2-block variant of MD as the underlying compress function, [ACDW20] give tight bounds that do not require

that ST 2 ¤ 2n (and furthermore, [GK22] gave tight bounds for all constants `). This motivates our next

construction, H3, which uses the 2-block MD construction for compress, but requires that the input size to

h satisfies a ¡ 3n{2. See Figure 7.6 for an illustration, and the corresponding result is given in the following

theorem.

Theorem 7.3.3 (Informal; see Corollary 10.3.3). Assume h : t0, 1ua Ñ t0, 1un is modeled as a random oracle

with a ¡ 3n{2. Then, there is an H3 : t0, 1uκ � t0, 1u� Ñ t0, 1un such that:

1. For any S, T P N such that S ¤ T and any pS, T q-attacker, their advantage in finding a collision in

H3pk, �q relative to a random kÐ$ t0, 1un is OpS{2n � T 2{2nq.

2. One evaluation of H3 on a given key and a b-bit input requires 2 � b{p2a� 3nq queries to h.
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Figure 7.6: The construction H3 underlying Theorem 7.3.3 given a hash function h : t0, 1ua Ñ t0, 1un for

a ¡ 3n{2. The gray dotted boxes represent the compress function, instantiated with a two-block Merkle-

Damg̊ard construction, that uses k P t0, 1un as the key and yi�1}mi P t0, 1u2a�2n as the message. The

2a� 2n bit message is split evenly into the first and second call to h, indicated in the figure by a diamond.

Instantiating the keyed inner hash with a 2-level Merkle tree. For our final construction, we seek to

build a hash function H4 that is both efficient and optimally secure whenever a � 2n (h is only compressing

by a factor of 2), without assuming that S ¤ T . In particular, S " T makes sense in many practical scenarios:

the pre-processing attacker may have much more than time T to generate its advice string of size S, the

online attacker may have easy random access to a structured advice string, or the online time T may be small

for applications that enforce a timeout with fixed-time communication session (see [ASS�16] as an example

of an attack on a TLS session that requires relatively heavy computation in an offline phase). Lastly, we

mention that the bounds we obtain on H2 and H3 are tight—there is a non-trivial attack whenever S ¡ T

that scales with advantage ΩpST`{2nq for standard `-block MD [CDGS18, ACDW20].

For H4, we instantiate the compress function from the framework of Figure 7.2 using a keyed variant of

a Merkle tree construction (this has never been formally defined or analyzed to the best of our knowledge).

In our variant, we feed k into all leaves of the Merkle tree. Concretely, in our construction, we use a 2-level

Merkle tree and feed k to both of them, corresponding to two distinct invocations of h, and we split the

“message” yi�1}mi into the remaining input bits for the leaves. The second level of the Merkle tree combines

the two outputs from the first level, to produce a n bit output for compress. The full construction of H4

is illustrated in Figure 7.7. We conjecture that this Merkle tree-based construction is optimally secure for

collision resistance (see Remark 7.3.5 for more details), but analyzing its security turns out to be highly

non-trivial. In particular, our current analysis is only optimally secure when ST 2 ¤ 2n, as stated in the

following theorem.
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Theorem 7.3.4. Assume h : t0, 1ua Ñ t0, 1un is modeled as a random oracle with a ¥ 2n. Then, there is

an H4 : t0, 1uκ � t0, 1u� Ñ t0, 1un such that:

1. For any S, T P N such that ST 2 ¤ 2n and any pS, T q-attacker, their advantage in finding a collision in

H4pk, �q relative to a random kÐ$ t0, 1uκ is OpS{2n � T 2{2nq.

2. One evaluation of H4 on a given key and a b-bit input requires 3 � b{p2a� 3nq queries to h.

h

h

h

y0km1 2 {0, 1}2a�2n0n y1km2 2 {0, 1}2a�2n

h

h

h

y2km3 2 {0, 1}2a�2n

h

h

h

key 2 {0, 1}n

Figure 7.7: The construction H4 underlying Theorem 7.3.4 given a hash function h : t0, 1ua Ñ t0, 1un for

a ¥ 2n. The gray dotted boxes represent the compress function, instantiated with a two-level Merkle tree,

that uses k P t0, 1un in each leaf and yi�1}mi P t0, 1u2a�2n as the message. The 2a� 2n bit message is split

evenly between the two leaves of the Merkle tree, indicated by a diamond in the figure. We require a ¥ 2n

so that both outputs from the leaves can be fed into the next layer of the Merkle tree.

We summarize our results in Table 7.1.

Remark 7.3.5 (A conjecture on the security of keyed Merkle trees). The main building block in our con-

struction of Theorem 7.3.4 is a Merkle tree where the key value k is included only at the leaves. Concretely,

we include a key k in each of the leaves of a Merkle tree and then fill in the rest of the leaves with bits of

some message m P t0, 1u�, and then run the Merkle tree construction (with an unkeyed hash) as normal to

get an n-bit output. In this work, we analyze the simplest case where the Merkle tree has depth 2 with only

two leaves. However, this naturally generalizes to any number of ` leaves resulting in a tree of depth Oplog `q.
We conjecture that this approach, where only the leaves are keyed, is as secure as the Merkle tree approach

of Figure 7.3 where the inner hash function is keyed at every invocation, including interior nodes. This latter
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Advantage Efficiency Input Size Assumptions

MD ΘpST 2{2nq b{pa� nq a ¡ n None

H1 (Thm. 7.3.1) ΘpS{2n � T 2{2nq b{pa� 2nq a ¡ 2n None

H2 (Thm. 7.3.2) ΘpS{2n � T 2{2nq 2 � b{pa� nq a ¡ n S ¤ T, ST 2 ¤ 2n

H3 (Thm. 7.3.3) ΘpS{2n � T 2{2nq 2 � b{p2a� 3nq a ¡ 1.5n S ¤ T

H4 (Thm. 7.3.4) ΘpS{2n � T 2{2nq 3 � b{p2a� 3nq a ¥ 2n ST 2 ¤ 2n

Table 7.1: A summary of our results as well as the standard MD construction for reference. The advantage

of a construction is given in terms of the probability of pS, T q-attackers to find collisions relative to a random

key. The efficiency is measured in terms of the number of calls to h that maps a-bit inputs to n when

processing a b-bit input. The assumptions column specifies conditions on various parameters.

approach requires a larger, more complicated, inner hash function, so we would like to avoid this if at all

possible.

First, for the simple case of a depth two tree with keyed leaves, we conjecture that the bound we show

in this work is not tight (see Theorem 10.5.3 for the exact bound we show). Namely, we believe that we

should not need to assume ST 2 ¤ 2n (or make any assumptions on S, T ) in order to get optimal security.

Second, we believe that this intuition should extend to the arbitrary depth Merkle trees that are keyed at the

leaves, and we conjecture that it should also achieve optimal pS, T q security without any assumptions on S, T .

However, even getting a bound in this case that is optimal in the setting ST 2 ¤ 2n we believe would be very

interesting. Additionally, handling deeper Merkle trees could potentially allow for constructions that do not

necessarily have even a two-to-one structure, meaning that we could build a keyed hash function based on

Merkle trees without assuming the hash function h has input size a ¥ 2n.

We provide the details of this result in Chapter 10.

7.4 The Query Complexity of Preprocessing Attacks

While time-space tradeoffs have been extensively studied, question that has received less attention, however,

concerns the study of tradeoffs between the offline time needed to compute the advice and the online time.

To the best of our knowledge, the only such result, due to Corrigan-Gibbs and Kogan [CK18], focuses on
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the discrete logarithm problem in the generic-group model.

Initiating a more comprehensive and grounded study of such offline-online time tradeoffs is the main

goal of this chapter. As in prior works on space-time tradeoffs, we focus on proving lower bounds relying

on ideal primitives, thus approximating time with query-complexity. In addition to providing a generic

overview of how salting makes preprocessing attacks expensive, we revisit under a new lens the recent

works [CDGS18, ACDW20, AGL22, GK22] on preprocessing attacks against salted hash functions and the

Merkle-Damg̊ard construction.

Why does time-complexity matter? One main reason to study preprocessing attacks is to model non-

uniform security. In this case, it is indeed irrelevant how long it takes to compute a good advice string

since its mere existence suffices for an attack, although such an attack may well never be explicitly found.

This perspective has emerged from the debate around the use of non-uniformity in security [KM12, BL13],

although often the issue can be bypassed entirely via cleverer uniform reductions, as in e.g. [GPR14]. The

importance of non-uniform attacks in practice has also been a source of debate [Rog06].

Here, we are concerned with a more practical and less formal perspective where preprocessing is used in

practical, explicit attacks for one of two reasons:

1. An attack needs to run very quickly in the online stage (e.g., must succeed before a time-out occurs

in an Internet protocol) but can afford to run much slower in an offline stage. For instance, Adrian et

al. [ABD�15] use offline computation to break 512-bit finite-field discrete logs in less than a minute of

online time, hence compromising legacy versions of the Diffie-Hellman handshake.

2. The advice is computed once and for all and is re-used to attack multiple instances. This is the scenario

of Rainbow Tables [Oec03], which leverage Hellman-type tradeoffs to speed up attacks against unsalted

password hashes.

In both cases, it is imperative that the offline time remains within a feasible range.

When is preprocessing worth it? Different preprocessing attacks exhibit very different offline-online

time tradeoffs. The main goal is to ensure that, thanks to preprocessing, the online complexity of an attack

is better than the best preprocessing-free attack. For example, in Rainbow Tables, for a password dictionary

of size N , the preprocessing takes time T1 � N to produce advice of size S, for which the online complexity

is then T2 � N{S. The online complexity bests the optimal online-only attacks, which is ΩpNq; moreover,

the preprocessing time is optimal since the sum of the offline and online time cannot beat the complexity of

the best online only attack.

A more interesting example is finding collisions in the salted Merkle-Damg̊ard (MD) construction, as

studied in a line of recent works [ACDW20, AGL22, GK22]. Given a (random) compression function h :
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rN s � rM s Ñ rN s, the offline phase of the optimal attack for two-block collisions finds S collisions of the

form hpai,miq � hpai,m1
iq for m � m1 and salts a1, . . . , aS , for which offline time T1 � S � ?N is necessary.

Then, the online phase, given the salt a, uses time T2 � N{S to find m such that hpa,mq � ai for some

i, which yields a collision m}mi, m}m1
i. This attack achieves the tradeoff T1 � T2 � N3{2, and the online

time beats the näıve Birthday attack whenever T1 � ΩpNq. It is not clear, however, whether the tradeoff is

optimal, and this is indeed one of the questions we are addressing below.

Our contributions. This chapter initiates an in-depth investigation of the time-complexity of preprocessing

attacks, and we focus primarily on salted constructions using hash functions, which is where the most

interesting technical questions emerge. In particular:

- Generic salting. We propose a generic technique to analyze the common practice of salting to

mitigate the effects of preprocessing attacks. We consider a model where every call to the underlying

primitive is salted. Qualitatively, our result implies that in most settings, to beat the best online-only

attack, one needs to invest an offline effort proportional to compromising the primitive on every salt.

- Concrete bounds for random oracles. Our generic technique can be combined with a recent work

by Jaeger and Tessaro [JT20] to provide concrete quantitative upper bounds on the advantage of an

offline-online adversary. These bounds are not always optimal, and we prove more refined bounds.

We exemplify this situation by studying the pre-image-resistance and collision-resistance of a salted

random oracle.

- Merkle Damg̊ard construction. The technical bulk of this chapter studies the salted Merkle-

Damg̊ard (MD) construction with a random ideal compression function. Here, salting achieves a more

limited effect and still allows for non-trivial tradeoffs between the offline and online complexity of an

attack. We deliver quantitative upper bounds on the advantage of breaking pre-image-resistance and

collision-resistance of the two-block salted MD for offline-online adversaries.

Salting defeats preprocessing. We start with a result that generically justifies the practice of salting

cryptographic primitives to defeat preprocessing attacks. Such results were proved for space-time-complexity

in [CDGS18], but we give an analogue result for offline-online query-complexity.

Concretely, we assume that we have a scheme Πg that relies on a random function g : rM s Ñ rN s, and

that the advantage in breaking Πg, as a function of the number of queries to g, is a well understood quantity.

(In particular, here we assume that the security depends only on the number of queries to g.) Now, we

replace gp�q with a salted hash function hpa, �q, where h : rSs � rM s Ñ rN s. We aim to quantify security for
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an attacker A which, during an offline phase, is allowed to issue T1 queries to hp�, �q. Then, after learning

the random salt aÐ$ rSs, A attacks Πhpa,�q. In this online stage, A can issue T2 queries to hp�, �q.
We show that if (roughly) T� queries to g are needed to break Πg in the worst case with very high

probability, then for the attacker A to succeed with high probability as well, T1 ¥ S � T�{2 or T2 ¥ T�{2
must hold. In other words, the only way to beat the best online-only attack is to invest an amount of

preprocessing equivalent to that of breaking the scheme for every choice of the salt. At the core of this proof

is a simple argument that shows how to build an adversary B against Πg, achieving the same advantage as

A, with expected query-complexity T1{S � T2.

Quantitative bounds for salted random oracles. The above generic result holds for adversaries

achieving high advantage. Overall, we would like to go one step further to obtain quantitative precise upper

bounds on the advantage of A as a function of T1 and T2 and to characterize the whole advantage curve.

As our first result, we combine the above reduction to an adversary with expected query-complexity with

the work by Jaeger and Tessaro [JT20]. This allows us to show that any adversary attempting to break

pre-image-resistance of a random oracle with a s-bit salt and n-bit outputs succeeds with probability at

most
T1

S �N � T2

N
,

where N � 2n, S � 2s and, once again, T1 and T2 are the offline- and online-query-complexity. This bound

ends up being nearly exact in that there are offline- and online-only attacks achieving each of the two terms.

Unfortunately, the same approach via [JT20] yields only suboptimal bounds for other properties, such as

the collision resistance of a salted random oracle. Here, we give a direct proof that shows a bound of order

T1

S � ?N � T 2
2

N
.

This proof is of independent interest, and uses a compression argument to bound the number of salts for

which a collision is found in the preprocessing stage. And indeed, the first term is matched by an attack

that finds collisions for ΩprT1{
?
N sq salts, issuing

?
N queries for each of these salts.

Tradeoffs for Merkle-Damg̊ard. Our first set of results aims to show that salting prevents offline-

online tradeoffs–the best attack is either fully offline or fully online. However, we show that this is not

true if we cannot afford to salt each call to a primitive. We focus in particular on the salted Merkle-

Damg̊ard (MD) construction [Mer90b, Dam90], which has also been central to a recent wave of works in

the context of space-time tradeoffs [ACDW20, AGL22, GK22]. Here, we are given a compression function

h : t0, 1un � t0, 1u` Ñ t0, 1un and a message M that consists of B blocks M1, . . . ,MB P t0, 1u`. To hash M ,

one sets the initial value y0 to equal the salt a and computes the final hash yB by iterating

yi Ð hpyi�1,Miq .
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Here, we focus on the case of messages of length at most two, which, as in the case of space-time trade-

offs [ACDW20], already captures many of the challenges. (In fact, we believe that going beyond requires

significantly new techniques than those we explore in this chapter.) For pre-image-resistance, we prove a

bound (which we show to be tight) of the form (when ignoring constant factors and lower-order terms)

T2

N
� T1T2

N2
� T 2

1

N3
.

The most interesting term is the middle one: it is leading, e.g., for T1 � N6{5 and T2 � N4{5, and suggests an

inherent tradeoff between offline and online query-complexities. Indeed, this advantage is (roughly) matched

by an actual attack that first evaluates hpai,Mq on N distinct M ’s for T1{N different salts a1, . . . , aT1{N .

Then, upon learning the value y to invert on, as well as the salt a, the online adversary spends its T2

queries looking for M P t0, 1un such that hpa,Mq � ai for some i P rT1{N s, succeeding with probability

ΩpT1T2{Nq. Then, given it succeeds, the attacker knows N evaluations of hpai, �q and is thus likely able to

find M 1 P t0, 1un such that hpai,M 1q � y. Hence, pM,M 1q is a pre-image of y.

Collision-resistance of MD. Our most involved result is the analysis of the collision-resistance of the

two-block MD construction, which in particular relies on a number of sophisticated compression arguments

and results in a bound that we know to be only partially tight. Ignoring lower order terms and constant

factors, we show a bound of order
T 2

2

N
� T1T2

N3{2
� T1

N5{4
� T 2

1

N7{3
.

Here, we show matching attacks for all terms except the last one. This (potential) lack of tightness of the last

term is due to our combinatorial analysis of a special type of offline-only attack. Namely, an offline attacker

could repeatedly attempt to find a special type of collision called a diamond for a (potential) salt a, namely,

four (distinct) queries hpa, x1q � y1, hpa, x2q � y2, hpy1, x
1
1q � z1, hpy2, x

1
2q � z2 such that z1 � z2. If the

attacker finds a diamond for k salts, then in the online phase it wins with probability k{N (with no further

query). Therefore, this boils down to proving a tail inequality on the number of salts for which a diamond is

found with T1 queries. This is challenging since in the regime T1 " N the combinatorics of random functions

are not very well understood. The challenge stems from the fact that the “outer” queries hpy1, x
1
1q � z1 and

hpy2, x
1
2q � z2 in one diamond could, individually, be part of diamonds for different salts. Our proof uses

compression arguments to provide a suitable tail bound, but we leave it as an open problem to improve our

analysis (or show it is tight).

Combining space and time. In conclusion, we observe that our approach is entirely dual to that of space-

time tradeoffs. The latter completely ignores the issue of time to produce advice, whereas we completely

ignore the issue of advice size. The obvious question is whether both can be combined, and we currently

lack good techniques to combine space and query-complexity.
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Relationship with Multi-Instance Security. We note that a remark in [CK18] observed that a lower

bound against multiple-discrete-log algorithms also yields lower bounds on the preprocessing time for discrete-

log algorithms with preprocessing (observation attributed to Dan Bernstein). We can extend this approach

to relate the advantage of an offline-online adversary with the advantage of an adversary playing a multi-

instance game. However, we find that this does not give tight bounds for the advantage of offline-online

adversaries that succeed with small (sub-constant) probability. In Section 11.5, we illustrate this via an

example.

We provide the details of this result in Chapter 11.
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Chapter 8

TIME-SPACE TRADEOFFS FOR BOUNDED-LENGTH COLLISIONS IN
MERKLE-DAMG̊aRD HASHING

In this chapter, we study the time-space tradeoffs for short collisions the Merkle-Damg̊ard (MD) hashing.

Specifically, we confirm the STB conjecture posed by [ACDW20] in many new parameter settings. For

instance, in one result, we show that the conjecture holds for all constant values of B, significantly extending

the result of [ACDW20]. This chapter is based on our work in [GK22].

We start off this chapter by providing a high-level overview of our techniques. Both of our results follow a

similar high-level rationale, and thus throughout this overview, we mainly focus on the techniques for proving

the STB conjecture whenever B P Op1q (Theorem 7.1.1). Towards the end, we describe the additional ideas

needed to obtain the result for SB ! T (Theorem 7.1.2).

Before explaining the ideas, let us describe the challenge more precisely. We are given a compressing

function h : rN s � rM s Ñ rN s, modeled as a random oracle, and we want to upper bound the probability of

a non-uniform attacker in finding a collision in an MDh instance with a random salt. We model non-uniform

attackers by thinking of them as two-stage adversaries A � pA1,A2q. The offline part A1 is unbounded in

running time, and its only restriction is that it can output only S bits. This output is the non-uniform advice

given to the online part A2 which is then allowed to make up to T queries after which it must output a

B-block collision for MDh and terminate. We assume unbounded running time for both parts A1 and A2 and

only restrict the output-size for A1 and the number of queries for A2. We refer to such a two-stage adversary

pA1,A2q as a pS, T q-adversary. In the context of length-B collisions in MDh, the game is as follows:

- A1 has unbounded access to h and it outputs σ P t0, 1uS .

- A2 gets σ as input along with a random salt a P rN s.

- A2 outputs α, α1.

- A wins if α � α1, α, α1 consist of ¤ B blocks, and MDhpa, αq � MDhpa, α1q.

There are essentially two main generic approaches known in the literature for proving bounds of this

sort. The first is the so-called pre-sampling technique, originally due to Unruh [Unr07], and the second is
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a compression argument. The first technique reduces the problem from considering general hash functions

and adversaries pA1,A2q as above to a simpler model (and associated attacker) called the bit-fixing model.

The advantage of the latter model is that it is typically easier to analyze and results in clean proofs. The

second technique is based on a simple information-theoretic idea that random bits cannot be compressed.1

Thus, an attacker that succeeds in finding collisions is used to compress some random information that is

used in the game, and thereby contradiction is reached. This technique, while being extremely influential

in many fields and problems in computer science (e.g., “Algorithmic Lovász Local Lemma” [MT10], lower

bounds on cryptographic constructions [GT00, DTT10, GT20], analyzing hardness of problems in the non-

uniform setting [DGK17, CK18] and time-space tradeoffs for quantum algorithms [CGLQ20]), often results

in technical and complex proofs.

It would have been convenient if any non-trivial bound on our problem could be obtained using the bit-

fixing technique. Unfortunately, Akshima et al. [ACDW20] observed that finding short collisions is relatively

easy in the bit-fixing model. Hence, the only remaining potentially helpful technique is based on compression.

Indeed, Akshima et al. [ACDW20], as their primary technical contribution, managed to carry out such an

argument for the particular case of B � 2, and already then their proof is highly non-trivial and consists

of a tedious case analysis. We distill some of the main ideas underlying their general framework approach2

next—this will be useful for us, as well.

The framework. We reduce the task of handling arbitrary pS, T q-adversaries to the problem of handling

pS, T q-adversaries, where the preprocessing part A1 is degenerate and outputs a fixed string σ, independent

of h. Specifically, we define a game, parameterized by u P N¡0, where A2 has an arbitrary size S string

σ hard-coded, and its goal is to find a collision relative to a given salt. A2 wins the game if it succeeds

in finding a collision when executed with every one of u uniformly random salts (there is no A1 in this

game). The reduction shows that if A2 has advantage ε in the modified game, then the best advantage

of an pS, T q-adversary in the original game is (roughly) Opε1{uq for u � S. This reduction, formalized in

Lemma 10.4.1, is adapted from Akshima et al. [ACDW20] and it uses the beautiful “constructive Chernoff

bound” of Impagliazzo and Kabanets [IK10].3

The advantage of considering the new game is that there is no A1, so it is easier to handle. But, to obtain

a meaningful result for the original pS, T q game, say an upper bound of ε, we need to prove a somewhat

stronger upper bound for the new game, that is, roughly εu. This means, in other words, that we need to

show how to compress about logp1{εq bits per each one of the u salts. (Actually, keep in mind that it suffices

1Specifically, it is impossible to save w bits of information about a random string, except with probability 2�w.

2We note that [CGLQ20] introduced an equivalent framework in independent work.

3The use of this reduction is the main (and perhaps only) point of similarity between our proof and [ACDW20]’s.
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to achieve this on average!) For our target ε, we therefore have the following goal.

Main challenge: For every one of the u salts, we need to “save/compress” (on average) roughly the

following number of bits:

log

�
min

"
N

uT plog uq2pB�2qB2
,
N

T 2

*

.

By impossibility of non-trivial compression, this would imply that A2 must succeed with probability at most

ε ¤ O

��
uT plog uq2pB�2qB2

N
� T 2

N


u�
,

which would give our result when plugged into the framework.

The compression argument. The random string that we shall compress consists of the set of salts denoted

U , as well as the function h. We give encoding and decoding algorithms that use A2 first to encode the

pair pU, hq and then use the result to fully decode them whenever A2 wins the game. If A2 wins with good

enough probability, the output of the encoding procedure will be non-trivially short with good probability,

which is a contradiction.

Remark 8.0.1. Akshima et al. [ACDW20] used the same approach for B � 2, but their proof does not seem

to scale for larger values of B. Specifically, their proof involves an exhaustive case analysis. It seems like a

naive attempt to generalize their bound to larger values of B would proliferate the number of cases needed

to be analyzed, making it unmanageable. One of our key conceptual insights is a structural characterization

of collisions in MDh that prevents this explosion in the number of cases needed to be handled. While our

analysis applies to any B, the number of total cases we consider is roughly the same as Akshima et al.

A first attempt and a glimpse at the challenge. Let us make a strong (and typically false) assump-

tion: the adversary A2 never repeats any query to h across all the u runs.4 Since we can assume (w.l.o.g)

that if A2 outputs pα, α1q when run on salt a, it has queried h at all values needed to compute MDhpa, αq
and MDhpa, α1q, we are guaranteed that for each of the salts u P U there are at least two distinct queries

which have the same answer, i.e., a collision. The indices of these queries reside in rT s as this is the query

complexity of A2 when executed on the particular salt a. Thus, we could avoid encoding the answer of the

second query and instead encode these two indices in T and remove the answer of the second query from

evaluations of h. This saves us logpN{T 2q bits for every salt, giving us even more savings than what we are

aiming for. Such compression, in turn, would imply that the birthday attack is optimal, no matter what B

is (which makes sense given our assumption but is clearly false for general attackers).

4While we can assume without loss of generality that A2 does not repeat queries within a single execution (since it is not
memory-bounded), it is not very reasonable to assume that it will never repeat queries across different executions on different
salts.
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tip

bottom bodytail

top body

Figure 8.1: A mouse structure. For ease of visual representation we do not draw the nodes and edges of the

graph, instead represent it as a continuous structure.

A naive way to get rid of the assumption (that queries never repeat across different u runs) would be to

encode the index of the other query among all uT queries made (instead of T ). But, this would eventually

result in another multiplicative S term in our bound. Namely, we would only be able to save logpN{pST 2qq
bits per salt which is too little for us (as it leads to a trivial upper bound). This motivates us to look more

closely at how MD collisions are formed, what kind of queries could be involved, and how we could leverage

the fact that collisions are short to get more efficient encoding.

The mouse structure and query types. We consider the graph implicitly formed through the queries

made by A2 when running on salts a1, . . . , au P U . The nodes of the graph are the possible salts and there

is a directed edge from salt a to a1 with label α if hpa, αq � a1 and this query was made by A2.

Suppose that A2, when run on salt ai, outputs pα, α1q. Since A2 wins on every salt in U , its output

on salt ai, denoted α, α1 must satisfy: (1) MDhpai, αq � MDhpai, α1q, (2) α � α1, and (3) α, α1 are at

most B blocks long. Without loss of generality we can assume that the adversary A2 outputs a “minimal”

collision, i.e., one that does not contain a prefix which is a collision by itself. For instance, say the collision

is x1, x2, x3, x4, x5, x6 and y1, y2, y3, y4, y5, y6 (wrt salt a) and it happens that x1, x2, x3, x4 and y1, y2, y3, y4

already collide (wrt same salt a), we can simply ignore x5, x6, y5, y6. Considering the core sub-graph of the

query graph that is induced by queries made by A2 that are required to evaluate MDhpa, αq and MDhpa, α1q,
we obtain a structure that we call a mouse structure. Important parts of the mouse structure are the tail,

top and bottom body, and the tip, as depicted in Fig. 8.1. Our entire approach is based on studying these

mouse structures to come up with encoding strategies.

Given the concept of a mouse structure and our discussion from above about the adversary, possibly

repeating queries motivates us to classify each query into one of three types. The first is called new and

refers to queries made for the first time. The rest of the queries are called repeated, and they are further

classified into two types, depending on whether they previously appeared in some mouse structure or not.
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Specifically, a repeated query is called repeatedUsed if the same query was already made by A2 when

executed on a previous salt, and otherwise, a repeated query is called repeatedUnused.

Intuitively, we want to save bits when the answer of a new query was the input salt of a repeated query.

A repeatedUsed query facilitates such savings since we can encode the answer to the query by storing its

index along with the index of the previous query and the corresponding index within the mouse structure—a

total of � logpuTBq bits instead of logN—which eventually turns into an STB{N term in the upper bound,

as conjectured. The problem is with encoding repeatedUnused queries—there seems to be no trivial way

to write the index of the previously-made query with less than logpuT 2q bits, which is too much (since it will

eventually turn into a ST 2{N term in the upper bound).

Some “easy” mouse structures. We observe that some cases of mouse structures readily give us a way

to have efficient encoding and save sufficiently many bits. We offer three examples to convey intuition on

how our analysis is done. Throughout, let us assume that every mouse structure contains at least one new

query—otherwise, we will ignore this mouse structure altogether.5

As a first example, if two new queries form the tip of the mouse structure of salt aj , we can simply encode

the index of these queries within the queries made while handling this salt—this uses 2 log T bits instead of

logN bits which is sufficient. As another example, if a self-loop forms the body of the mouse structure and

the self loop query is new or repeatedUnused, we can simply encode the index of the self loop query in

the list of queries used to handle this salt and avoid encoding the answer of the query—this uses logpuT q bits

instead of logN which is again sufficient. As the last example, suppose the answer to a new query is a salt

that appeared in some earlier mouse structure. In this case, we can avoid encoding the answer of the new

query and instead encode the index of the query and which of the salts in the previous mouse structures is

the answer—this uses logp2uBq bits (because there are at most 2B salts in mouse structures and at most u

mouse structures) instead of logN which is also sufficient.

Some “hard” mouse structures. The aforementioned easy cases give rise to a relatively easy encoding

that results in an optimal STB{N term. Next, we focus on the more complex cases, which cause our bound

to have the extra � B � plogSqB factor.

Assume that there is a mouse structure where there are two salts a1 and a2 such that a1 is the input

salt to a repeatedUsed query, a2 is the answer to a new query, and the path from a2 to a1 in the mouse

structure consists of only repeatedUnused queries (as shown in Figure 8.2). By definition, the distance

5In the technical section, we refer to salts aj in U that were not the input salt of a query when running A2 on ai for i   j as
fresh. It follows that mouse structures for fresh salts will always have a new query. For salts that are not fresh, it is relatively
straightforward to achieve some compression by avoiding storing these salts in the encoding of U . For now, the reader can
imagine that all salts are fresh for simplicity.
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a2

a1

Figure 8.2: An example of a “hard” mouse structure. The new queries are drawn in red, repeatedUsed

queries are drawn in blue and the repeatedUnused queries are drawn in green.

between a1 and a2 is at most B.6 Potential savings could be achieved by not encoding a2, the answer of

the new query, as it can essentially be extracted from already-observed queries. We can easily encode the

appropriate index of the query in the mouse structure and the salt a1 using roughly logpuBq bits, but how

can we encode the information about the path back from a1 to a2?

The non-triviality is that for each node on this path, there might be many possible ways to reach it among

all the different queries that have been already made, i.e., if each node on this path has fan-in m, namely an

m-multi-collision, then the natural encoding of the path back would cost at most logpmBq bits, specifying

which back edge to take for every node. Here, m could be very large, e.g., as large as S or even larger, making

the whole result meaningless for most reasonable parameters settings. (We also need to encode the length

of the path, which would lead to the additional multiplicative B factor, but we ignore it in the discussion

here.)

We get around this problem of m potentially being very large by observing that one of the following two

cases holds:

- Many small multi-collisions: either the fan-in of every node along the path (i.e., the number of

previously-made queries whose result is a node on this path) is smaller than log u, or

- One large multi-collision: there is (at least one) node on the path where the fan-in is at least log u.

In the earlier case, we encode the path back as mentioned above, where we write the index of each back

edge. This costs us B � log log u bits, which eventually translates to an extra plogSqB term,7 as we have in

our main theorem. The question is, what do we do when the second case occurs.

The idea is to leverage the fact that there is a large multi-collision and obtain our savings from a

completely different place. Specifically, we remember the index of all the queries involved in the multi-

collision and the common answer. A calculation reveals that if the collision consists of � log u edges, we can

6By being slightly more careful, we can show that the distance is B � 2 but we ignore this fact for the overview.

7Remember that the actual term is plogSqB�2 and that is why the proof of Akshima et al. [ACDW20], in which it was
assumed that B � 2, did not have an extra term that depends on S.
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already save enough. One subtlety is that the same multi-collision might repeat throughout many different

mouse structures, and we need to make sure not to double count the savings from a single multi-collision

more than what we get. The reason why we do not double count is that a single large-enough (i.e., with

log u edges) multi-collision saves us enough bits for about log u different structures, and at the same time,

such a multi-collision can appear in at most log u mouse structures.

Let us finally remark that while the above description conveys the main idea underlying our compression

strategy, it is somewhat simplified and glossed over many technicalities and the complete specification of all

possible cases that our full proof covers. We refer to Section 9.3 for full details.

Proving the STB conjecture for S � B ! T . The proof of our second upper bound follows the same

overall structure. The only difference is, naturally, in the way we encode reverse paths in mouse structures

that have nodes corresponding to repeatedUnused queries between the output a2 of a new query and a

node a1 corresponding to a repeatedUsed query.

In the earlier proof, when we needed to locate the salt a2 from salt a1, we encoded the number of edges in

between and all the edges on the path. Here, we prove a purely graph-theoretic lemma saying that if for salt

a1 there are more than � u2 salts a2 such that there are d ¡ 0 edges on the shortest path back from a1 to

a2 in the query graph, then there must be t ¥ 1 multi-collisions in the graph, such that the total number of

edges involved in the t multi-collisions is at least � u2. While the proof of this lemma is a simple inductive

argument, it turns out to be extremely helpful for us. Specifically, if there are t ¥ 1 different multi-collisions

such that a total of at least � u2 different queries are involved in the t multi-collisions, we can save enough

by only encoding these multi-collisions and nothing else. To prove this fact, we consider the minimum savings

we can get from encoding these t multi-collisions. We show using some elementary calculus that if there are

� u2 queries involved in t different multi-collisions, the minimum saving is more than the total amount of

savings we need.

Equipped with this fact, we split our analysis into the two following scenarios.

1. The first is where for each case where we need to encode the location of a2 from a1 at a distance d,

there are at most � u2 salts – here we simply encode the index of the “right” a2 using � log u2 bits.

2. The other scenario is when for at least one case, there are more than � u2 salts. Here we can save

enough by encoding the t multi-collisions involving at least � log u2 that the graph-theoretic lemma

guarantees us. We get enough savings by only encoding these t multi-collisions.

The u2 term from the first scenario above turns into an additional factor of the form S2 in the final bound.

Due to additional technicalities that we glossed over during this overview, we suffer another multiplicative

factor S in our bound, which amounts to having an S4 term. Full details appear in Section 8.4.
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Chapter Organization. We provide details of these results in the rest of this chapter. In Section 8.1,

we introduce our notation, definitions, and well-known propositions that we use in the chapter. We present

our modular framework for the analysis (adapted from [ACDW20]) in Section 8.2. In Section 8.3, we prove

the STB conjecture for all constant B. Finally, in Section 8.4, we show how to extend this proof to prove the

STB conjecture for SB ! T .

8.1 Preliminaries

Let N � t0, 1, 2, . . .u denote the set of all natural numbers and let N¡0 � Nzt0u. For N P N¡0, let

rN s � t1, 2, . . . , Nu and for k P N such that k ¤ N , let
�
rNs
k

�
denote the set of k-sized subsets of rN s. For

a set X, let |X| be its size and X� denote one or more elements of X. We denote FcspD,Rq the set of all

functions mapping elements in D to the elements of R. We let xÐ$ D denote sampling x according to the

distribution D. We let � denote a wildcard element. For example p�, zq P L is true if there is an ordered

pair in L where z is the second element (the type of the wildcard element shall be clear from the context).

If D is a set, we overload notation and let xÐ$D denote uniformly sampling from the elements of D. For

a bit-string s we use |s| to denote the number of bits in s.

When referring to directed graphs in this , we mean directed multi-graphs, i.e., these directed graphs

might have parallel edges. All logarithms in this chapter are for base 2 unless otherwise stated.

Merkle-Damg̊ard (MD) hashing. For N,M P N¡0, let h : rN s � rM s Ñ rN s be a compression function.

We recursively define Merkle-Damg̊ard (MD) hashing MDh : rN s � rM s� Ñ rN s as MDhpa, αq � hpa, αq for

a P rN s, α P rM s and

MDhpa, pα1, . . . , αBqq � hpMDhpa, pα1, . . . , αB�1qq, αBq

for a P rN s and α1, . . . , αB P rM s. The elements of rM s shall be referred to as blocks and a, the first

input to MDh is referred to as the salt. This is the same abstraction of plain MD hashing as the one used

in [ACDW20].

Auxiliary-input Random Oracle Model (AI-ROM). We use the Auxiliary-Input Random Oracle

Model (AI-ROM) introduced by Unruh [Unr07] to study non-uniform adversaries in the Random Oracle

Model. This model is parameterized by two non-negative integers S and T and an adversary A is divided

into two stages pA1,A2q. Adversary A1, referred to as the preprocessing phase of A, has unbounded access

to the random oracle h and outputs an S-bit auxiliary input σ. Adversary A2, referred to as the online phase,

gets σ as input and can make T queries to h, attempting to accomplish some goal involving the function h.

Formally, we say that A � pA1,A2q is an pS, T q-AI adversary if A1 outputs S bits and A2 issues T queries

to its oracle. We next formalize the salted-collision resistance of MD hash functions in AI-ROM.
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Game Gai-cr
N,M,BpA � pA1,A2qq

1. hÐ$ FcsprN s � rM s, rN sq

2. aÐ$ rN s

3. Return AI-CRh,apAq

Subroutine AI-CRh,apA � pA1,A2qq

1. σÐ$ A1phq

2. pα, α1q Ð$ Ah
2 pσ, aq

3. Return true if:

(a) α � α1,

(b) α, α1 consist of ¤ B blocks from rM s, and

(c) MDhpa, αq � MDhpa, α
1q

4. Else, return false

Figure 8.3: The bounded-length collision resistance game of salted MD hash in the AI-ROM, denoted Gai-cr
N,M,B .

Salted short collision resistance of MD in AI-ROM. We formalize the hardness of bounded-length

collision resistance of salted MD hash functions in the AI-ROM. The game is parametrized by N,M , and B.

The game first samples a function h uniformly at random from FcsprN s � rM s, rN sq and a salt a uniformly

at random from rN s. Then, A1 is given unbounded access to h, and it outputs σ. At this time, A2 is

given the auxiliary input σ, a salt a, as well as oracle access to h, and it needs to find α � α1 such that

(1) |α|, |α1| ¤ B �M , and (2) MDhpa, αq � MDhpa, α1q. This game, denoted Gai-cr
N,M,B , is explicitly written in

Fig. 8.3. In Fig. 8.3, we write the adversary’s execution in its own subroutine only for syntactical purposes

(as we shall use it later in our proof).

Definition 8.1.1 (AI-CR Advantage). For parameters N,M,B P N, the advantage of an adversary A
against the bounded-length collision resistance of salted MD in the AI-ROM is

Advai-cr
MD,N,M,BpAq � Pr

�
Gai-cr
N,M,BpAq � true

�
For parameters S, T P N, we overload notation and denote

Advai-cr
MD,N,M,BpS, T q � max

A

!
Advai-cr

MD,N,M,BpAq
)
,

where the maximum is over all pS, T q-AI adversaries.

The compression lemma. Our proof uses the well-known technique of finding an “impossible compression”.

The main idea, formalized in the following proposition, is that it is impossible to compress a random element

in set X to a string shorter than log |X | bits long, even relative to a random string.



217

Proposition 8.1.2 (E.g., [DTT10]). Let Encode be a randomized map from X to Y and let Decode be a

randomized map from Y to X such that

PrxÐ$ X rDecodepEncodepxqq � xs ¥ ε.

Then, log |Y| ¥ log |X | � logp1{εq.

Constructive Chernoff bound. We use the following “constructive” Chernoff bound taken from Akshima

et al. [ACDW20] which in turn is a variant of a similar lemma of Impagliazzo and Kabanets [IK10]. We refer

to [ACDW20, Section 9] for a proof of this proposition.

Proposition 8.1.3 ([ACDW20, Theorem 1]). Let N P N¡0, u P N such that u ¤ N , 0   δ   1 and let

X1, . . . , XN be 0/1 random variables. Let X � X1 � � � � �XN and let U be an independent random subset

of rN s of size u.

If Pr

�©
iPU

Xi

�
¤ δu, then Pr rX ¥ maxt6δN, uus ¤ 2�u.

8.2 The Framework: Reducing the Problem to a Multi-instance Collision Finder

Our task here is to upper-bound the advantage of an adversary in finding a short collision in a salted MD,

according to the game Gai-cr
N,M,B described in Figure 9.3. First, without loss of generality, in what follows, we

assume that the adversary is deterministic. This follows since we can transform any probabilistic attacker

into a deterministic one by hard-wiring the best randomness (see Adleman [Adl78]).

We reduce the task of bounding the advantage of an attacker in finding a short collision in a salted MD,

according to the game Gai-cr
N,M,B , to a “multi-instance” game where the adversary does not have a preprocessing

phase but instead only has a non-uniform auxiliary input, chosen before the random oracle h. The latter

game is easier to analyze. Although the statement and reduction below were implicit in the work of Akshima

et al. [ACDW20], we make it formal and hopefully useful for future works.

We define the following “multi-instance” game Gmi-cr
N,M,B,upσ,A2q, where the preprocessing part of the

adversary A1 is degenerate and outputs the fixed string σ. More precisely, the game has the following steps:

1. hÐ$ FcsprN s � rM s, rN sq

2. U Ð$

�
rNs
u

�
3. Define A1 to be the algorithm that always outputs the string σ.

4. Return true if AI-CRh,apA � pA1,A2qq � true for every a P U . Otherwise, return false.
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For a string σ and an adversary A2, define

Advmi-cr
MD,N,M,B,upσ,A2q � Pr

�
Gmi-cr
N,M,B,upσ,A2q

�
.

Lemma 8.2.1. Fix N,M,B, S, T, u P N¡0. Then,

Advai-cr
MD,N,M,BpS, T q ¤ 6 �

�
max
σ,A2

!
Advmi-cr

MD,N,M,B,upσ,A2q
)
 1

u

� 2S�u,

where the maximum is taken over all σ P t0, 1uS and T -query algorithms A2.

Proof. Define

γ :�
�

max
σ,A2

!
Advmi-cr

MD,N,M,B,upσ,A2q
)
 1

u

.

We need to upper bound Prh,a rAI-CRh,apAq � trues for every pS, T q-AI adversary A. We say that h is

easy for adversary A � pA1,A2q if A wins the AI-CRh,a game on a random aÐ$ rN s with probability 6γ.

That is,

h is easy for Aðñ PraÐ$ rNs rAI-CRh,apAq � trues ¥ 6γ.

By the law of total probability,

Prh,a rAI-CRh,apAq � trues �Prh,a rAI-CRh,apAq � true | h is easy for As � Prhrh is easy for As�
Prh,a rAI-CRh,apAq � true | h is not easy for As � Prhrh is not easy for As

¤Prhrh is easy for As � Prh,a rAI-CRh,apAq � true | h is not easy for As
¤Prhrh is easy for As � 6γ.

The lemma readily follows from the following claim where we prove an upper bound on Prhrh is easy for As.

Claim 8.2.2. For any pS, T q-AI adversary A, it holds that Prhrh is easy for As ¤ 2S�u.

Proof. Fix an adversary as in the statement A � pA1,A2q. Define Aσ the canonical preprocessing adversary

that outputs the string σ P t0, 1uS , ignoring its input. Denote Aσ the pS, T q-AI adversary pAσ,A2q. By

definition and by a union bound, it holds that

Prhrh is easy for As ¤ Prh
�Dσ P t0, 1uS : h is easy for Aσ

�
¤ 2S � max

σPt0,1uS
Prh rh is easy for Aσs . (8.1)
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For a fixed a P rN s, σ P t0, 1uS , and h P FcsprN s � rM s, rN sq, define the indicator Xσ
h,a � 1 if and only if

AI-CRh,apAσq � true. By definition and with this notation, for every σ P t0, 1uS , it holds that

Prh rh is easy for Aσs � Prh
�
PraÐ$ rNs rAI-CRh,apAσq � trues ¥ 6γ

�
� Prh

�
PraÐ$ rNs

�
Xσ
h,a

� ¥ 6γ
�

� Prh

�� ¸
aPrNs

Xσ
h,a ¥ 6Nγ

�� . (8.2)

By definition, Advmi-cr
MD,N,M,B,upσ,A2q is the advantage of the T -query attacker A2 given auxiliary input

σ in finding collisions in salted MD relative to h and on u uniformly random salts denoted U . Written

differently, for every σ P t0, 1uS and T query adversary A2, it holds that

Prh,U

�©
aPU

Xσ
h,a

�
� Advmi-cr

MD,N,M,B,upσ,A2q

¤ max
σ�,A�

2

!
Advmi-cr

MD,N,M,B,upσ�,A�
2 q
)
� γu,

where the last equality follows from the definition of γ. Applying Proposition 10.1.1, we get that for every

σ P t0, 1uS , it holds that

Prh

�� ¸
aPrNs

Xσ
h,a ¥ 6Nγ

�� ¤ 2�u.

Plugging this back into (8.2), we get that Prh rh is easy for Aσs ¤ 2�u. In turn, plugging the latter back

into (8.1), we get that Prh,a rAI-CRh,apAq � trues ¤ 2S�u, as needed.

8.3 Proving the STB Conjecture for B P Op1q

This section proves an upper bound on the advantage of any auxiliary-input adversary in the bounded-length

collision resistance game of salted MD hash in the AI-ROM. The main theorem is stated next.

Theorem 8.3.1. Let C � 216 � 6 � e2. For any N,M,B, S, T P N¡0 and fixing Ŝ :� S � logN , it holds that

Advai-cr
MD,N,M,BpS, T q ¤ C �max

$'&'%
��� ŜTB2

�
3e log Ŝ

log log Ŝ

	2pB�2q

N

��
,�T 2

N


,/./-� 1

N
.

Theorem 9.3.5 follows as a direct corollary of Lemma 10.4.1 together with the following lemma and setting

u � S � logN .
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Lemma 8.3.2 (Hardness for a multi-instance collision finder). Fix N , M , B, S, T , u P N¡0 and σ P t0, 1uS.

Then, for any A2 that makes at most T queries to its oracle, it holds that

Advmi-cr
MD,N,M,B,upσ,A2q ¤�

216e2 �max

"�
uTB2p3e log u{ log log uq2pB�2q

N



,

�
T 2

N


*
u
.

The rest of this section is devoted to the proof of Lemma 9.3.6. Unlike the proof of Lemma 10.4.1,

the proof of this lemma is novel and differs completely from that of Akshima et al. [ACDW20]. The key

conceptual insight is a structural characterization of collisions in MDh that prevents the explosion in the

number of cases that [ACDW20] faced during the case analysis.

We are interested in bounding the advantage of the best strategy, i.e., a pair pσ,A2q where σ P t0, 1uS is a

fixed string and A2 is a T -query algorithm, of finding bounded-length collisions in a salted MD with respect

to the game Gmi-cr
N,M,B,upσ,A2q. Recall that in this game, A2 needs to find proper collisions for u randomly

chosen salts, denoted U . The main idea in the proof is to use any such adversary pσ,A2q to represent the

function h as well as the set of random salts U with as few bits as possible. If the adversary is “too good to

be true,” we will get an impossible representation, contradicting Proposition 11.1.1.

Non-trivial range. If either

T 2

N
¡ 1 or

uTB2p3e log u{ log log uq2pB�2q

N
¡ 1,

then Lemma 9.3.6 is trivially true. Hence, from now on we assume that both of the above left hand side

terms are upper bounded by 1.

Setup. Denote

ζ� :�
�

216e2 �max

"�
uTB2p3e log u{ log log uq2pB�2q

N



,

�
T 2

N


*
u
.

Assume the existence of an adversary A � pσ,A2q, where σ P t0, 1uS is a string and A2 is a T -query

adversary, that contradict the inequality stated in the lemma. That is, there is ζ ¡ ζ� such that

Advmi-cr
MD,N,M,B,upAq :� ζ ¡ ζ�. (8.3)

Define G to be the set of functions-sets of salts pairs for which the attacker succeeds in winning the game

for every salt in the set relative to the function, That is,

G �
#
pU, hq

����� U P �rNsu �
,

h P FcsprN s � rM s, rN sq,@a P U : AI-CRh,apAq � true

+
.
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Recall that ζ is defined to be the advantage of A in the game Gmi-cr
N,M,B,upAq in which h and U are chosen

uniformly, and then A needs to find a collision with respect to every one of the u salts in U . Therefore,

|G| � ζ �
�
N

u



�NMN .

In what follows we define an encoding and a decoding procedure such that the encoding procedure gets

as input U, h such that U P �
rNs
u

�
and h P FcsprN s � rM s, rN sq, and it outputs an L bit string, where

L � log
�
ζ� � �Nu� �NMN

	
. The decoding procedure takes as input the string L and outputs U�, h�. It will

hold that U� � U and h� � h with probability ζ.8 Using Proposition 11.1.1, this would give us that

log ζ ¤ L� log

��
N

u



�NMN



ùñ ζ ¤ ζ�

which is a contradiction to the assumption (see (9.3)).

Notation and Definitions. Fix pU, hq P G. Let U � ta1, . . . , auu where the ai’s are ordered lexicographi-

cally. Let Qrspaq P prN s � rM sqT be the list of queries that A2 makes to h when executed with input pσ, aq.
Namely, for a P rN s,

Qrspaq �  pa1, α1q P rN s � rM s | A2pσ, aq queries h on pa1, α1q( .

Note that Qrspaq is indeed a set as we can assume (without loss of generality) that A2 never repeats queries

in a single execution (since A2 can just store all of its past queries).

We say that a1 P Sltspaq if there is some α1 P rM s such that pa1, α1q is an entry in Qrspaq. Namely, for

a, a1 P rN s,

a1 P Sltspaq ðñ Dα1 P rM s s.t. pa1, α1q P Qrspaq.

We define the set of fresh salts in U . A salt ai for i P rus is called fresh if it was never used as the salt in

any query performed by A2 while being executed on salts aj for j ¤ i� 1 which are fresh. The first salt a1

is always fresh. A salt ai for i ¥ 2 is fresh if for any fresh aj for j ¤ i � 1, ai R Sltspajq. Namely, denoting

the set of fresh salts by Ufresh, we have the following inductive (on i P rus) definition:

ai P Ufresh ðñ @j ¤ i� 1, aj P Ufresh : ai R Sltspajq.

Looking ahead, we define Ufresh like this because we run A2 on the salts in Ufresh in lexicographical order,

and this definition ensures that each salt that A2 is executed on was not queried by it previously. Denote

F :� |Ufresh| and Ufresh � ta11, . . . , a1F u (ordered lexicographically).

8Essentially, we will show that for all pU, hq P |G|, if the encoding procedure produces output L, then the decoding procedure
on input L outputs U�, h� such that U� � U and h� � h.
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Denote

@i P rF s : Qi :� Qrspa1iq and Qfresh :� Q1 } . . . }QF ,

where } is the concatenation operator. Let Qfreshrrs be the rth query in the list Qfresh. Note that r P rF �T s.
For every a P UzUfresh, let ta be the minimum value such that Qfreshrtas is a query with salt a. Define the set

of prediction queries as

P :� tta | a P UzUfreshu.

The encoding algorithm will output Ufresh,P, which suffices to recover the set U by running A2.

We let h̃ be the list of hpa, αq values when executed on distinct queries in Qfresh, in the same order as

they appear in Qfresh, followed by the evaluation of h on the following values in lexicographical order of the

inputs.

tpa, αq : a P rN s, α P rM suzQfresh .

Therefore, h̃ is initialized to contain the evaluation of h at all points in its domain. Looking ahead, in the

encoding procedure, we will remove elements from h̃ as needed to compress h.

Function and Query graphs. A notion that will be useful is that of a “function graph”.

Definition 8.3.3 (Function graph). For a function h : rN s � rM s Ñ rN s, consider the following directed

graph: it has N nodes labelled with elements of rN s and each node has exactly M outgoing edges, each labelled

with elements of rM s. There is an edge from node ai to aj labelled α if and only if hpai, αq � aj.

We define the notion of query graph for an adversary as follows.

Definition 8.3.4 (Query graph). Execution of an adversary A2 on salts a11, . . . , a
1
F defines a query graph

as follows. Initially the graph is empty. Whenever A2 queries pa, αq to h, we add a node with label a if not

already present and add an edge pa, hpa, αqq with label α if not already present.

Fact 8.3.5. The query graph is always a sub-graph of the function graph of h.

Structure of collisions: The mouse structure. Since adversary A2 succeeds on all of the salts in

U , it holds that for every j P rF s, the output of the adversary is pαj , α1jq such that αj � α1j , MDhpaj , αjq �
MDhpaj , α1jq and both αj , α

1
j are at most B blocks long. We can assume without loss of generality that

the colliding messages αj and α1j are “minimal” (because otherwise, we can trim αj , α
1
j to obtain a shorter

collision). The evaluations of h in order to compute MDhpa1j , αjq and MDhpa1j , α1jq induce a structure that

we call a mouse structure as shown in Fig. 8.4. More explicitly, suppose the output of the A2 is pαj �
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tip

z1, . . . , zk2
bottom body

x1, . . . , xk
tail

y1, . . . , yk1
top body

Figure 8.4: A mouse structure. For ease of visual representation we do not draw the nodes and edges of the

graph, instead represent it as a continuous structure.

pαj,1, . . . , αj,B1
q, α1j � pα1j,1, . . . , α1j,B2

qq for B1, B2 ¤ B such that αj,i � α1j,i for all 1 ¤ i ¤ k where k ¥ 0.

Define px1, . . . , xk, y1, . . . , yk1 , z1, . . . , zk2q where k1 � B1 � k, k2 � B2 � k as follows.

x1 � hpa1j , αj,1q , xi � hpxi�1, αj,iq for 1   i ¤ k

y1 �

$''&''%
hpa1j , αj,1q if k � 0

hpxk, αj,k�1q otherwise

, yi � hpyi�1, αj,i�kq for 1   i ¤ B1 � k

z1 �

$''&''%
hpa1j , α1j,1q if k � 0

hpxk, α1j,k�1q otherwise

, zi � hpzi�1, α
1
j,i�kq for 1   i ¤ B2 � k

Then px1, . . . , xk, y1, . . . , yk1 , z1, . . . , zk2q form a mouse structure as specified in Figure 8.4. Without loss of

generality, we can assume that the mouse structure is present in the query graph of A2 before it outputs the

answer for salt a1j . We refer to this structure as the mouse structure for salt a1j .

We define MouseQrsj to be the set of queries in the mouse structure. Similarly, we define MouseSltsj as

the set of salts that comprise the mouse structure. By definition, 1 ¤ |MouseQrsj |, |MouseSltsj | ¤ 2B.

Classifying queries. We classify every one of the queries in Qfresh into one of 3 types by scanning through

them in order. Recall that Qfresh consists of F blocks, each consisting of T queries. Each block contains a

mouse structure as in Figure 8.4. The first type of query is called new. A new query did not appear in

any previous block. Non-new queries are called repeated and they are classified further into one of 2 types:

repeatedUsed, and repeatedUnused. A query pa, αq would be a repeatedUsed query if it was made

as part of a mouse structure during some earlier salt in Ufresh. Lastly, a repeatedUnused query is one that

was made before but is not part of any mouse structure. That is,



224

1. new: A query with index r P rF �T s is new if there does not exist r1   r such that Qfreshrr1s � Qfreshrrs.

2. A non-new queries is called repeated. We classify the latter into two subcategories:

(a) repeatedUsed: A query in Qj with index s P rT s such that hpQjrssq � a is repeatedUsed if

it is not new and Qjrss P MouseQrsi for some i   j.

(b) repeatedUnused: A query in Qj with index s P rT s such that hpQjrssq � a is repeatedUnused

if it is not new, Qjrss R MouseQrsi for all i   j.

Note that this classification covers all queries made during execution. The following is a simple observation.

Claim 8.3.6. Every mouse structure has at least one new query.

Proof. For every j P rF s, the queries in Qj with salt a1j are necessarily new because we defined Ufresh to

contain a1j ’s that were not queried earlier by A2 when run on a1i for i   j, and also assumed that A2 does

not repeat queries during a single execution.

8.3.1 The Compression Argument

As mentioned, our goal is to compress pU, hq, and we will achieve this by using our collision finding adversary

A2. The encoding procedure shall output the set Ufresh, the set P, the list h̃ with some entries removed and

additional lists and sets. We will be describing the details of these lists and sets below and which entries we

remove from h̃. It is instructive to think about how decoding would work to understand the intuition behind

our encoding strategy. The decoding procedure will run A2 on the salts in Ufresh and answer its queries using

the entries in h̃ and the other lists and sets it gets as input. We need to encode enough information in these

lists and sets so that the decoding procedure can correctly answer the queries whose answers will be removed

from h̃. The salts in UzUfresh will be recovered using P. Our main goal is to show that we are compressing

when we remove entries of h̃ and instead use additional lists and set. Our ways to compress will depend on

the induced mouse structure in each Qj for j P rF s. To this end, we first classify the mouse structures into

six broad cases. We classify the jth mouse structure for each j P rF s into the first of the following six cases

it satisfies, e.g., if a mouse structure satisfies both cases 2 and 3, we categorize it into 2.

1. There is a new query pa, αq such that hpa, αq � a.

2. There are two distinct new queries pa1, α1q, pa2, α2q such that hpa1, α1q � hpa2, α2q.

3. There is a new query pa, αq such that hpa, αq � a1 and a1 P MouseSltsi for some i   j.
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4. There is a repeatedUnused query pa, αq such that hpa, αq � a.

5. There is at least one salt a such that a P MouseSltsi for some i   j and there is a path of at most B�2

edges in the mouse structure from a back to a1 where a1 is an answer to a new query.

6. There are no repeatedUsed queries in the mouse structure.

Note that these cases cover all mouse structures.

Claim 8.3.7. Every mouse structure can be categorized into one of the cases 1 to 6.

Proof. We will show that if a mouse structure does not satisfy case 6, it has to satisfy case 5, which suffices

to prove our claim. Since the mouse structure is not in 6, it has a repeatedUsed query. Let the input salt

of this query be a. Moreover, since the first query of the mouse structure has to be new, let the answer salt

of this query be a1. Since the longest path in the mouse structure is of length B, it follows that there are at

most B � 2 edges in the mouse structure between a and a1. Hence, case 5 is satisfied.

Compression budget. Recall that we need to prove that the size of the output of the encoding procedure

is

L � log
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216e2 �max

#�
uTB2m

2pB�2q
0

N

�
,

�
T 2

N


+�u
�
�
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�

bits, where m0 � 3e log u{ log log u. In other words, we need to show that the encoding procedure saves at

least

u � log

�
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#
N

4T 2
,

N

4uTB2m
2pB�2q
0

+�
� 2u log e� 14u (8.4)

bits overall.

Required savings in h̃. As mentioned earlier, the output of the encoding algorithm will consist of

Ufresh,P, h̃, and some additional sets and lists. The lists Ufresh and P will suffice to recover the set U .

The list h̃ and the additional sets and lists are used to recover h.

Denoting |Ufresh| � F and |U | � u, we can describe P using
�
FT
u�F

�
bits. Therefore, U , which is trivially

described using log
�
N
u

�
bits, can be encoded using the following number of bits

log

��
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u� F

�

N

F




.
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Therefore, the saving in bits in the description of U is at least
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where the first inequality uses the basic bounds for binomial coefficients pn{rqr ¤ �
n
r

� ¤ pen{rqr, and the

last inequality follows since x ¤ 2x for every x ¥ 0, and u ¥ F .

By subtracting (9.5) (how much we save in U) from (9.4) (how much we need to save in total), it suffices

to show that we save at least

u � log

�
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#
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4T 2
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N
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bits while encoding h. Since logpN{uT q ¥ log
�
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!
N{4T 2, N{4uTB2m

2pB�2q
0

)	
, this is at most the

following number of bits.
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To show that the compression indeed achieves the savings from (9.7), we will show that for every salt

in Ufresh, we can save at least the following number of bits, except for a few cases.

log
�

min
!
N{4T 2, N{4uTB2m

2pB�2q
0

)	
.

In the rare cases where we cannot save as much, we will incur a small penalty. We will show that the

cumulative penalty we incur is at most 7u � u log e bits. Additionally, we will label each of the salts in

F with a few bits that describe its “type” (according to the cases described above – case 5 will have 3

subcategories, and case 6 will have 10 subcategories), and for this 5 bits will suffice. This will cost, in total,

another 5u bits, and therefore the total size of the encoding will indeed be bounded by the term from (9.7).

We now describe the details of how we handle each case. Assuming that the mouse structure for salt

a1j satisfies a particular case, we describe the encoding procedure, calculate the amount of compression we

get, and then explain how decoding would work. In Section 8.3.2 we handle Cases 1 to 4, in Section 8.3.3,
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(a) Case 1 (b) Case 2

(c) Case 3 (d) Case 4

Figure 8.5: Cases 1 to 4. The new queries are drawn in red, the repeatedUsed queries are drawn in blue,

and the repeatedUnused queries are drawn in green. The black dashed lines indicate zero or more queries

of any type.

we handle case 5, and lastly in Section 8.3.4, we handle case 6. We note that here we describe the details

such that they are locally verifiable, i.e., we describe the encoding, show that we save enough and describe

the decoding for each case locally. We made this choice due to the complexity of the encoding and decoding

procedures- we felt it was much easier to parse in the locally verifiable form. For sake of completeness, we

do provide the full pseudocode of encoding and decoding in Section 8.3.5.

8.3.2 Handling Cases 1 to 4

In each of the four cases below, we will be saving more bits than we need, i.e., more bits than

log
�

min
!
N{4T 2, N{4uTB2m

2pB�2q
0

)	
.

Case 1. The jth mouse structure contains a new query pa, αq such that hpa, αq � a, as depicted in Fig. 8.5a.

The encoding procedure stores the index of the query pa, αq in Qj in a list L1 and removes the entry hpa, αq
from h̃.

In decoding, if the current (jth) salt is categorized as case 1, then it removes the front index in the list

L1, and denote the index by i. It answers the ith h query, denoted pa, αq, with a and sets hpa, αq � a.

Since the index of the query pa, αq in Qj is in rT s, and we remove one element of h̃, we save logpN{T q
which is more than what we need to save.

Case 2. The jth mouse structure contains two distinct new queries pa1, α1q, pa2, α2q such that hpa1, α1q �
hpa2, α2q, and pa1, α1q is queried before pa2, α2q. This is depicted in Fig. 8.5b. The encoding procedure
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stores the pair indices of the queries pa1, α1q, pa2, α2q in Qj in a list L2 and removes the entry hpa2, α2q from

h̃.

In decoding, if the current (jth) salt is categorized as case 2, then it removes the front element pi1, i2q in

the list L2. Suppose that the i1th h query while running on salt a1j is on pa1, α1q. The decoding procedure

gets the answer to this query from h̃. It answers the i2th h query on pa2, α2q with hpa1, α1q and sets

hpa2, α2q � hpa1, α1q.
Since the pair of indices of the queries pa1, α1q, pa2, α2q in Qj are in rT s, and we remove one element of

h̃, we save logpN{T 2q bits which is more than what we need to save.

Case 3. The jth mouse structure contains a new query pa, αq such that hpa, αq � a1 and a1 P MouseSltsi for

some i   j. This is depicted in Fig. 8.5c. The encoding procedure stores the tuple consisting of i, the index

of the query pa, αq in Qj , and the lexicographical order of a1 in MouseSltsi in a list L3 and removes the entry

hpa, αq from h̃.

In decoding, if the current (jth) salt is categorized as case 3, it removes the front element pi1, i2, i3q in

the list L3. Suppose the i2th h query while running on salt a1j is on pa, αq. It answers the query with a1 such

that a1 is the salt in MouseSltsi1 whose lexicographical order is i3. It sets hpa, αq � a1.

Since i P rF s, F ¤ u, the index of pa, αq in Qj is in rT s, the lexicographical index of a1 in MouseSltsi is

in r2Bs, and we remove one element of h̃, we save logpN{p2uTBqq bits which is more than what we need to

save.

Case 4. The jth mouse structure contains a repeatedUnused query pa, αq such that hpa, αq � a. This

is depicted in Fig. 8.5d. The encoding procedure stores the smallest index of the query pa, αq in Qfresh in a

set S and removes the entry hpa, αq from h̃. Note that we never add an index corresponding to the same

query multiple times to S. Indeed, if an index associated with pa, αq already appears in S, the next query on

pa, αq will be a repeatedUsed query and not a repeatedUnused one, meaning that it cannot be added

to S again.

In decoding, if the current (jth) salt is categorized as case 4, it checks for every h query on pa, αq whether

S contains the index of the query in Qfresh. If so it answers with a and sets hpa, αq � a.

Since the smallest index of the query pa, αq in Qfresh is in rFT s, and we remove one element of h̃, we save

at least logpN{puT qq which is more than necessary.

8.3.3 Handling Case 5

In this section, we describe our compression strategy in case the jth mouse structure for salt a1j is categorized

as case 5. This is depicted in Fig. 8.6. That is, there is at least one salt d such that d P MouseSltsi for some

i   j and there are at most B � 2 edges in the mouse structure between d and s where s is an answer to
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Figure 8.6: Mouse structure for case 5

a new query. If there are several possible candidate pairs, we choose one where the number of edges is the

smallest between the source and the destination salt.

Intuition. We refer to the salt s in the answer to the new query as the source salt, and the salt that appears

in some earlier mouse structure as the destination. We are guaranteed that the path in the mouse structure

from the source salt to the destination salt consists of at most B � 2 edges that are repeatedUnused

queries. (There is at least one intermediate edge between the source and the destination because otherwise,

the answer of a new query will be the input of a repeatedUsed query, in which case this scenario would

have been classified into case 3. Additionally, all the intermediate edges must be repeatedUnused since

we consider the shortest possible path from such source to such destination.)

Let the new query, whose answer is s, be pa, αq. Suppose the path from the s to the d in the mouse

structure consists of repeatedUnused queries pa1, α1q, . . . , pap, αpq where a1 � s, p ¤ B � 2. The main

idea is to avoid encoding s � hpa, αq and recover it by encoding the lexicographical order of d in MouseSltsi

and encoding the path required to backtrack from d to s in the query graph at the time pa, αq is queried, i.e.,

encoding which of the past queries were pap, αpq, . . . , pa1, α1q (in this order). The problem is that, in general,

the path back from d to s might be too expensive to encode. This depends on the number of “other” edges

incident on the nodes on the real path back from t to s. If all nodes on the path have very few edges incident

on them, say less than m0 of them, we encode each back edge using logm0 bits per node, which requires

with at most logpBpm0qB�2q bits for the whole path back (the term B comes from encoding the length of

the path). But, if some node has many adjacent edges, namely a multi-collision with more than m0 edges,

we will need to take advantage of this fact to obtain our savings (and not encode the path back from d to s).

Definition 8.3.8 (Large multi-collision). We say that queries q1, � � � , qm form an m-way multi-collision if

all the qi’s are distinct and all the hpqiq are equal. We say that the multi-collision is large if m ¥ m0, where

m0 :� 3e log u{ log log u.

If any of the queries in pap, αpq, . . . , pa1, α1q are involved in a large multi-collision of repeatedUnused

queries in the query graph so far, we say we have “encountered a large multi-collision”. In what follows, we

explain how to obtain the required compression if a large multi-collision was not encountered.
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Encoding when no large multi-collision. Suppose that the new query whose answer is the source

salt s is pa, αq, the destination salt is d and d P MouseSltsi for some i   j. The path back from d to s

contains only nodes that have at most m0 adjacent edges in the corresponding query graph since we have

not encountered a large multi-collision. The encoding procedures constructs a tuple consisting of:

- the index i,

- the index of query pa, αq in Qj ,

- the lexicographical index of d in MouseSltsi, and

- the path back from d to s in the query graph when pa, αq is queried.

It stores the tuple in a list L5. Finally, it removes the entry hpa, αq from h̃.

In decoding, if the current (jth) salt is categorized as case 5 without a large multi-collision, it detects the

query pa, αq from its index in Qj , then finds the salt d using the index i and the lexicographical order of d

in MouseSltsi, and finally finds s using the path back from d to s. It answers the query with s.

Since i P rF s, the index of pa, αq in Qj is in rT s, the lexicographical index of a1 in MouseSltsi is in r2Bs,
the path back from d to s can be encoded in logpBpm0qB�2q bits, and we remove one element of h̃, we save

at least logpN{p2uTB2pm0qB�2qq bits which is more than necessary.

Encoding with large multi-collision. Suppose that the new query whose answer is the source salt s is

pa, αq, the destination salt is d and d P MouseSltsi for some i   j. Suppose further that the path back from

d to s contains at least one node that has m ¥ m0 adjacent edges in the corresponding query graph (i.e.,

an m-multi-collision) such that these m edges are repeatedUnused queries when running A2 on aj . First,

observe that the multi-collision does not involve a self-loop. Indeed, if any node in the mouse structure has

a repeatedUnused query whose answer is itself, the mouse structure would be classified into case 4, and

therefore we will never reach this case.

At this point, we argue that we can record the multi-collision by encoding the indices of all queries

associated with the multi-collision and the center, and remove their answers from h̃. To this end, we store
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bits, where the first inequality follows by using the binomial inequality
�
FT
m

� ¤ peFT {mqm, the second

inequality follows since F ¤ u, and the last inequality follows since for m ¥ m0 � 3e log u{ log log u it holds

that mm ¥ emu2. Therefore, we have

Claim 8.3.9. The number of bits saved is at least
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.

Proof. The claim follows since the minimum between the two terms is always upper bound by N{puT q and

upper bounded by N{T 2.

Thus, every m-multi-collision we record allows us to save the number of bits corresponding to m � 1

mouse structures. It is left to argue that we do not over-count, namely, that we do not count the removal

of the same element from h̃ twice. Indeed, the same multi-collision may be encountered in several mouse

structures. To this end, observe that if a salt in a mouse structure is the center of a large multi-collision

which we had recorded earlier, we will be in one of the following two cases:

1. There is a query in this mouse structure whose answer is the center of the multi-collision, and this

query was in an earlier mouse structure.

2. There is a query in this mouse structure whose answer is the center of the multi-collision, and this

query was not in any earlier mouse structure. (Note that by the structure of collisions, i.e., a mouse

structure, there could be either one such query or two.)

Case 1 need not be handled. The reason is that if the condition in it holds, then the multi-collision is, in

fact, outside of the (shortest) path from the source to the destination. Therefore the scenario will either

be classified as a mouse structure without a large multi-collision or a different large multi-collision will be

encountered for this mouse structure.
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In case 2, first note that when we encounter a multi-collision, we add the relevant queries to the multi-

collision if they were not already recorded and only then remove the corresponding entry from h̃. Therefore,

we never remove anything twice. The last point we need to argue is that the we get enough savings. Above we

showed that we have sufficient saving for m� 1 mouse structures. Recall that we defined that we encounter

a large multi-collision if at least m0 repeatedUnused queries are involved in a multi-collision on some

path we care about. It follows from this that a multi-collision of size m will be relevant in at most m�m0

mouse structures- beyond that, it will no longer be a multi-collision because there will be less than m0

repeatedUnused queries among the queries of the multi-collision. Since m0 ¥ 1, savings for m� 1 mouse

structures is sufficient for us.

Overall, as claimed earlier, case 5 has 3 different further categorizations– no multi-collisions and the two

cases for multi-collisions.

8.3.4 Handling Case 6

Handling this case, where there are no repeatedUsed edges, is somewhat more complicated compared to

the previous ones as we need to further divide the compression strategy into the four following sub-cases.

(a) The body of the mouse structure has at least one new query, and there is a new query at the tip of the

mouse structure

(b) The body of the mouse structure has at least one new query, but there are no new queries at the tip

of the mouse structure

(c) The body of the mouse structure has no new queries, and the body of the mouse structure is a directed

cycle

(d) The body of the mouse structure has no new queries, but the body of the mouse structure is not a

directed cycle.

The cases a and b are easier to deal with, and the strategy we will use for them mirrors the strategy used

for case 5. The cases c and d are more challenging to deal with. We present the strategies for each of them

individually assuming that we do not encounter any large multi-collisions while encoding paths. The case for

large multi-collisions is handled the same as it was handled in Section 8.3.3.

Handling sub-case a. In this case, the mouse structure looks like one of the structures shown in Fig. 8.7a.

We make the following claim.
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Claim 8.3.10. A mouse structure that has been categorized in case 6 a must contain three distinct queries

q1, q2, q3 such that

- q1, q2 are new queries.

- q3 is a repeatedUnused query.

- q2, q3 form the tip of the mouse structure.

- The path back from q3 to q1 has only repeatedUnused queries.

The proof of this claim follows readily from the definition of the case, and it is easiest to see from Fig. 8.7a.

Nevertheless, below we provide detailed proof of this claim and remark that we shall omit the detailed proof

in similar claims made below.

Proof. [of Claim 8.3.10] Let the new query at the tip of the mouse structure be q2 and let the repeate-

dUnused query at the tip of the mouse structure be q3. (Indeed, we are guaranteed that the other query at

the tip of the mouse structure is a repeatedUnused query because otherwise this mouse structure would

have been categorized into either case 2 or case 5). Let q1 be the first new query when backtracking from q3

along with the mouse structure — we are guaranteed such a new query because on backtracking, eventually,

we will reach the salt a1j and by the definition of fresh salts, any query with a1j as the input salt is new. We

are guaranteed that q1 is different from q2 because q1 is not at the tip of the mouse structure. Given these

definitions of q1, q2, q3 the claim follows.

Given this claim, the encoding procedure defines a tuple consisting of the following:

- the indices in Qj of the q1, q2,

- the smallest index of q3 in Qfresh, and

- the path back from input salt of q3 to the answer of q1 in the query graph when q1 was queried

This tuple will be stored in a list. The answers corresponding to queries q1, q2 is removed from h̃.

The decoding procedure figures out the answer to query q2 from the answer of q3, and the answer to q1

using the path back from the input salt of q3 to the answer of q1 in the query graph.

The indices of q1, q2 in Qj can be encoded in 2 log T bits, the index of q3 in Qfresh can be encoded in

logpFT q ¤ logpuT q bits, and the path requires at most logpBmB�2
0 q bits (the calculation is the same as

was done in Section 8.3.3 for case 5). Therefore, we save a total of logN2{puT 3BmB�2
0 q � logN{T 2 �

logN{puTBmB�2
0 q bits which is sufficient.
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(a) Mouse structures with at least one new query in

their body and a new query at the tip
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(b) Mouse structures with at least one new query in

their body and no new query at the tip

q1
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(c) Mouse structure with no new query in the body,

but a new query at the tip

q1

q2

q3

(d) Mouse structure with no new query in the body,

and no new query at the tip

Figure 8.7: Mouse structures categorized in case 6. The new queries are drawn in red, and the repeate-

dUnused queries are drawn in green. The black dashed lines indicate zero or more new or repeatedUnused

queries.
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Handling sub-case b. In this case the mouse structure looks like one of the structures shown in Fig. 8.7b.

We claim that a mouse structure that is categorized in case 6 b must contain distinct queries q1, q2, q3, q4

such that

- q1, q2 are new queries

- q3, q4 are repeatedUnused queries such that q3 was made for the first time before q4

- q3, q4 form the tip of the mouse structure

- The paths back from q3 to q1 and q4 to q2 have only repeatedUnused queries

The proof of this claim can be verified from Fig 8.7b. Since the details are very similar to the proof of

Claim 8.3.10, we omit them. The encoding procedure, in this case, will define a tuple consisting of the

following:

- the indices in Qj of the q1, q2

- the smallest indices of q3, q4 in Qfresh

- the path back from the input salt of q3 to the answer of q1 in the query graph when q1 was queried.

- the path back from the input salt of q4 to the answer of q2 in the query graph when q2 was queried.

This tuple is stored in a list. The answer of the queries q1, q2, q4 are removed from h̃.

The decoding procedure figures out the answer to the query q4 from the answer of query q3 which came

before it and the answer of queries q2 and q1 using the paths back from q4 to q2 and q3 back to q1 in the

query graph, respectively.

Therefore, by a calculation similar to the one above, we save at least the following number of bits which

is sufficient.

logN3{pu2T 4Bm
2pB�2q
0 q � logN{T 2 � 2 logN{puTBmB�2

0 q .

Handling sub-case c. In this case the mouse structure looks like one of the structures shown in Fig. 8.7c.

We claim that a mouse structure that has been categorized in case 6 c must have three queries q1, q2, q3 in

it such that

- q1 is a new query
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- q2, q3 are repeatedUnused queries

- q3 is one of the queries at the tip of the mouse structure

- The answer of q3 is the input salt of q2

- The body of the mouse structure is a single directed cycle starting with q2 and ending with q3

- The queries in the mouse structure between q1 and the answer of q3 are repeatedUnused queries.

The proof of this claim can be verified from Fig 8.7c. Since the details are similar to the proof of Claim 8.3.10,

we omit it.

Remark 8.3.11 (Naive encoding fails). Note that a similar encoding strategy to the one we used in sub-

cases a and b, i.e., encoding the indices of q2, q3 in Qfresh, the index of q1 in Qj and the paths required to

backtrack, will not suffice. Indeed, it will save no more than logN2{pF 2T 3q � logN{T 2 � logN{pF 2T q bits

which might not suffice since N{pF 2T q could be less than 1, in general.

The key idea for compression is that we will achieve enough cumulative compression over all the mouse

structures that satisfy this sub-case by storing some of the components of the encoding in an unordered set.

We provide the details below.

Scenario 1. First, let us additionally assume that the body of the mouse structure is formed in sequence,

i.e., the query q3 was made for the first time after all the other queries in the body of the mouse had been

made for the first time. In this case, we encode the index of queries q2 and q1 in a list, but the index of

the query q3 and the path back from q3 to q2 is encoded in an unordered set. In more detail, the encoding

procedure stores the following:

- A tuple consisting of the minimum index of the query q2 in Qfresh, index of query q1 in Qj , and the

path back to the answer salt of q1 from answer salt of q3 in the query graph when q1 was queried. This

tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query q3 in Qfresh along with the path back from the

input salt of q3 to the input salt of q2 in the query graph when q3 was queried. This is stored in an

unordered set.

The answers of queries q1 and q3 are removed from h̃.
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The decoding procedure answers q3 as follows. It detects which query is q3 and the path back from the

input salt of q3 to the input salt of q2 from the unordered set, locates the right q2, and answers with the

input salt of q2. It answers q1 by using the path from the answer salt of q3 back to the answer of q1.

If there are y mouse structures that are captured by this sub-case, then the total number of bits saved

over the y mouse structures is at least

y logN2 � y logFT � y log T � log

�
FT

y



� 2y logpBmB�2

0 q

¥ y

�
log

N

T 2
� log

N

uTB2m
2pB�2q
0

�
� u� y log e,

where the last inequality follows since F ¤ u and�
FT

y



¤

�
eFT

y


y
¤ eyT y

�
F

y


y
¤ eyT yp2F {yqy ¤ eyT y2F ¤ eyT y2u.

Ignoring the missing u � y log e bits in the encoding size, we indeed save as much as we need to save.

The missing u� y log e bits are consumed by the additional terms we introduced in the compression budget

(see (9.7)): u is consumed by the penalty budget of 14u and y log e by the penalty budget of u log e.

Scenario 2. Here, the mouse structure is not formed in sequence. Namely, there is a query q4 in the body

such that it was the last query to be made in the body. The encoding procedure stores the following:

- A tuple consisting of the minimum index of the query q3 in Qfresh, index of query q1 in Qj , and the

path back to the answer salt of q1 from the answer salt of q3 in the query graph when q1 was queried.

This tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query q4 in Qfresh along with the path back to the

answer salt of q4 from the input salt of q4 in the query graph when q4 was queried. This tuple is stored

in an unordered set.

The answers corresponding of queries q1, q4 are removed from h̃.

The decoding procedure answers q4 by using the path corresponding to q4 and finding the answer salt of

q4 in the query graph. It answers q1 using the path back from answer of q3.

The compression analysis is the same as in scenario 1, so we avoid repetition. We remark that here we

incur a similar penalty of y log e� u bits, as well.

Handling sub-case d. In this case the mouse structure looks the structure shown in Fig. 8.7d. We claim

that a mouse structure that has been categorized in case 6 d must have three queries q1, q2, q3 in it such that

- q1 is a new query
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- query q2 was made for the first time before the query q3 was made for the first time

- q2, q3 are repeatedUnused queries that form the tip of the mouse structure

- The paths from q1 to q2 and q1 to q3 in the mouse structure have only repeatedUnused queries.

The proof of this claim can be verified from Fig 8.7d. The details are similar to the proof of Claim 8.3.10

and are therefore omitted.

The main idea for the compression is similar to that in sub-case c i.e., we achieve enough cumulative

compression over all the mouse structures that satisfy this sub-case by storing some of the components of

the encoding in an unordered set.

Definition 8.3.12 (Frontal tail queries). Queries in the mouse structure that occur after the query q1 but

before the body are the frontal tail queries.

Scenario 1. First, let us additionally assume that the last query to be made for the first time among the

queries in the body of the mouse structure and the frontal tail queries is q3. In this scenario, the encoding

procedure stores the following.

- A tuple consisting of the minimum index of the query q2 in Qfresh, index of query q1 in Qj , the path

back from the input salt of q2 to the salt that is the answer of q1 when in the query graph when q3 is

queried. This tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query q3 in Qfresh and the path back from the input

salt of q3 to the salt that is the answer of q1 when in the query graph when q3 is queried. This tuple

is stored in an unordered set.

The answers of queries q1, q3 are removed from h̃.

The decoding procedure answers q3 by using the path corresponding to q3 to locate the answer of q1, and

then for every candidate q2 it checks whether the corresponding path back leads to the answer of q1. Note

that, only for the correct q2 this would be true. Otherwise, if it were true for some other q2 as well, then the

mouse structure corresponding to the other q2 would have been categorized in case 5. Once the correct q2

has been found, it answers with the answer salt of q2. It has already located the answer of q1, in this case.

If there are y mouse structures that are captured by this sub-case, then the total number of bits saved

over the y mouse structures is at least

y logN2 � y logFT � y log T � log

�
FT

y



� y logpBmB�2

0 q

¥ y

�
log

N

T 2
� log

N

uTBmB�2
0



� u� y log e,
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where the last inequality follows since F ¤ u and
�
FT
y

� ¤ eyT y2u, as in sub-case c. Note that in this case, as

in sub-case c, we incur another (global) u � y log e penalty which we can tolerate by the total compression

budget; ignoring this penalty, we compress sufficiently.

Scenario 2. Suppose there is a query q4 in the body that is not at the tip of the mouse structure, and it

was the last query to be made for the first time among the body queries and the frontal tail queries. Assume

without loss of generality that q2 is the query in the same body curve as q4. The encoding procedure stores

the following

- A tuple consisting of the minimum index of the queries q2, q3 in Qfresh, index of query q1 in Qj , the path

back to the answer salt of q4 from the input salt of query q2 in the query graph when q4 is queried,

and the path back from the input salt of q3 to the answer salt of query q1 in the query graph when q4

is queried. This tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query q4 in Qfresh, and the path back from the input

salt of q4 to the answer salt of query q1 in the query graph when q4 is queried. This tuple is stored in

an unordered set.

The answers of queries q1, q3, q4 are removed from h̃.

The decoding procedure answers q3 using the answer of the corresponding q2. It answers q4 by first

locating the right q3 by using the paths back from input salt of q4 to the answer salt of q1 and from input

salt q3 to the answer salt of q1. This automatically locates the right q2– it locates the answer of q4 using the

path back from the input salt of q2 to the answer salt of q4. It has already found the answer of q1 in this

case.

A similar calculation as in the previous scenario shows that this encoding procedure saves at least this

many bits:

y

�
log

N

T 2
� 2 log

N

uTB2m
2pB�2q
0

�
� y log e� u

which is again within our budget (incurring with a global u� y log e penalty).

In this remaining scenario, there is a query q4 in the frontal tail that is made for the first time after all

the body queries and the other frontal tail queries. We split it again into two cases, depending on the order

in which the queries were made.

Scenario 3. We will first consider the case when one of the queries q2, q3 at the tip of the mouse structure

is the last to be made for the first time among the body queries. Recall the first body node of the mouse

structure was the node from which the two body curves of the mouse separated (see Fig. 8.4). The encoding

procedure here will store the following.
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- A tuple consisting of the minimum index of the queries q2 in Qfresh, index of query q1 in Qj , the

minimum index of the query q4 in Qfresh, the path back to the answer salt of q4 from the first body

node of the mouse structure in the query graph when q4 is queried, the path back from the input salt

of q2 to the first body node in the query graph when q3 was queried for the first time, and the path

back from the input salt of q4 to the answer salt of query q1 in the query graph when q1 is queried.

This tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query q3 in Qfresh, the path back from the input salt

of q3 to the first body node of the mouse structure in the query graph when q3 is queried for the first

time. This tuple is stored in an unordered set.

It removes the answers of queries q3, q4, q1 from h̃. We can do similar calculations like the previous scenario

and show here that we save at least yplogN{T 2 � 2 logN{uTB2m
2pB�2q
0 q � y log e� u bits.

The argument that decoding will succeed is similar to the earlier scenarios, and we omit it here.

Scenario 4. And finally, for the other scenario when a different query q5 (without loss of generality in the

same body curve as q2) which is not at the tip of the mouse structure is the last query to be made for the

first time among the body queries, the encoding procedure will store the following.

- A tuple consisting of the minimum index of the queries q2, q3 in Qfresh, index of query q1 in Qj , the

minimum index of the query q4 in Qfresh, the path back to the answer salt of q5 from the input salt

of q2 when q5 was queried for the first time, the path back from the input salt of q3 to the first body

node when q5 was queried for the first time, the path back to the answer salt of q4 from the first body

node of the mouse structure when q5 was queried for the first time, and the path back from the input

salt of q4 to the answer salt of query q1 in the query graph when q4 is queried for the first time. This

tuple is stored in a list ordered by j.

- A tuple consisting of the minimum index of the query q5 in Qfresh, the path back from the input salt of

q5 to the first body node when q5 was queried for the first time. This is stored in an unordered set.

It removes the answers of queries q3, q4, q5, q1 from h̃. We can do similar calculations like before and show

here that we save at least the following number of bits:

yplogN{T 2 � 3 logN{uTB2m
2pB�2q
0 q � y log e� u .

.

The argument that decoding will succeed is similar to the earlier scenarios, and we omit it here.
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Remark 8.3.13 (Total penalties incurred throughout sub-cases c and d.). There are two scenarios we

considered in sub-case c and in each case, the penalty incurred was u � y log e bits. For sub-case d, we

considered four scenarios, and in each scenario the penalty incurred was u� y log e bits. So the total penalty

we incur is at most 6u� u log e bits. Overall, case 6 has 8 p� 1� 1� 2� 4q different further categorizations

if there are no multi-collisions and 2 categorizations concerning multi-collisions, leading to 10 sub-categories

as claimed earlier.

8.3.5 Description of our Encoding and Decoding Procedures of Theorem 9.3.5

This section describes the encoding and decoding procedure used in the proof of Theorem 9.3.5. The encoding

and decoding procedures for Theorem 8.4.1 require very small changes, and so the modifications are given

in Section 8.4.1.

8.3.6 The Encoding Procedure

This section gives the decoding procedure. Recall that the sets Qfresh,Slts,Qrs,Qj ,MouseSltsj are defined as

mentioned in the setup in Section 9.3. We do not explicitly repeat these definitions to avoid cluttering.

The encoding algorithm Encodepσ, U, hq:

1. Parse U as ta1, . . . , auu where a1, . . . , au are in lexicographical order.

2. Set j Ð 0.

3. Initialize the set P to be empty, the lists Cases and h̃ to be empty, and the set of nodes in the query

graph to rN s and the set of edges to be empty.

4. For i � 1, . . . , u, do:

(a) If ai P Sltspaq for some a P Ufresh, let r P rjT s be the smallest index such that Qfreshrrs � paj , �q.
Add r to P, and continue to next iteration.

(b) Otherwise, increment j, set a1j Ð ai. Run A2 on pσ, a1jq, answering its queries to h. For every

query made by A2 to h on pa, αq with answer a1, add an edge pa, a1q with label α to the query

graph. Add hpa, αq to the list h̃ if it was not already added earlier. Classify the query as

new,repeatedUsed, semifamiliarRepeated,repeatedUnused as defined in Section 9.3.

(c) Determine the category of the mouse structure using the classification in Section 8.3.1. According

to the categorization do the following.
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- If the mouse structure gets categorized in case 1, then the mouse structure contains a new

query pa, αq such that hpa, αq � a. Let the index of the query in Qj be n. Add n to the list

L1, set Casesrjs Ð 1 and remove the entry hpa, αq from h̃.

- Else, if the mouse structure gets categorized in case 2, the mouse structure contains two

distinct new queries pa1, α1q, pa2, α2q such that hpa1, α1q � hpa2, α2q, and pa1, α1q is queried

before pa2, α2q. Let the indices of the two queries be n1, n2, respectively, in Qj . Add pn1, n2q
to the list L2, set Casesrjs Ð 2 and remove the entry hpa2, α2q from h̃. Continue to next

iteration.

- Else, if the mouse structure gets categorized in case 3, then it contains a new query pa, αq
such that hpa, αq � a1 and a1 P MouseSltsk for some k   j. Let the index of the new query in

Qj be n and the lexicographic order of the salt a1 in MouseSltsk be o. Add pk, o, nq to a list

L3, set Casesrjs Ð 3 and remove the entry hpa, αq from h̃. Continue to next iteration.

- Else, if the mouse structure gets categorized in case 4, then it contains a repeatedUnused

query pa, αq such that hpa, αq � a. Let n the smallest index of the query pa, αq in Qfresh. Add

n to the set S4, set Casesrjs Ð 3 and remove the entry hpa, αq from h̃. Continue to next

iteration.

- Else, if the mouse structure is categorized in case 5, there is at least one salt d such that

d P MouseSltsi for some i   j and there are at most B � 2 edges in the mouse structure

between d and s where s is an answer to a new query. If there are several possible candidate

pairs, choose one where the number of edges is the smallest between the source and the

destination salt. Let the path back from d to s in the query graph when pa, αq is queried be

P. If we have “encountered a large multi-collision” (as defined in Section 8.3.3) in P, then

set Casesrjs Ð 5m and goto MulCol below. Else, suppose that the new query that results

with the source salt s is pa, αq, the destination salt is d and d P MouseSltsi for some i   j.

Construct the tuple consisting of the following.9

Element Size in bits

i log u

index of query pa, αq in Qj log T

lexicographical index of d in MouseSltsi logB

path P logBm
pB�2q
0

9We list the elements of the tuple in a table along with the sizes of each element to enable a reader cross check the size
calculations we did in section 9.3.
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Store the tuple in a list L5, set Casesrjs Ð 5a it removes the entry hpa, αq from h̃. Continue

to next iteration.

- Else, if the mouse structure gets categorized in case 6, sub-categorize into sub-cases a to d as

specified in Section 8.3.4.

– If the mouse structure is categorized in a, define queries q1, q2, q3 as defined under the

heading “Handling sub-case a” in Section 6. Let the path back from input salt of q3 to

the answer of q1 in the query graph when q1 was queried be path P. If there was a large

multi-collision encountered on path P, set Casesrjs � 6m and goto line MulCol.

Otherwise define a tuple consisting of the following.

Element Size in bits

the indices of q1, q2 in Qj 2 log T

the smallest index of q3 in Qfresh logFT

path P logBm
pB�2q
0

Add the tuple to the list L6a. Remove the answers corresponding to queries q1, q2 from h̃

and set Casesrjs � 6a.

– If the mouse structure is categorized in b, define queries q1, q2, q3, q4 as defined under the

heading “Handling sub-case b” in Section 6. Let the path back from the input salt of q3

to the answer of q1 in the query graph when q1 was queried be P1. Let the path back

from the input salt of q4 to the answer of q2 in the query graph when q2 was queried be

P2. If there was a large multi-collision encountered on either P1 or P2, set Casesrjs � 6m

and goto MulCol. Otherwise define the following tuple.

Element Size in bits

the indices of q1, q2 in Qj 2 log T

the smallest indices of q3, q4 in Qfresh 2 logFT

paths P1,P2 logB2m
2pB�2q
0

Add this tuple to the list L6b. Remove the answers corresponding to queries q1, q2, q4

from h̃ and set Casesrjs � 6b.

– If the mouse structure is categorized in c, define queries q1, q2, q3 as defined under the

heading “Handling sub-case c” in Section 6. Further, we categorize to scenarios 1 or 2,

as defined there.

i. If it is in scenario 1 let the path back to the answer salt of q1 from answer salt of q3 in

the query graph when q1 was queried be P1 and let the path back from the input salt
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of q3 to the input salt of q2 in the query graph when q3 was queried be P2. If there is a

large multi-collision encountered either P1 or P2, set Casesrjs � 6m and goto MulCol.

Otherwise define the following tuple.

Element Size in bits

the index of q1 in Qj log T

the smallest index of q2 in Qfresh logFT

path P1 logBm
pB�2q
0

Add the tuple to the list L6c1. Define the following tuple.

Element Size in bits

the smallest index of q3 in Qfresh logFT

path P2 logBm
pB�2q
0

Add the tuple to the set S6c1.

Remove the answers corresponding to queries q1, q3 from h̃ and set Casesrjs � 6c1.

ii. Otherwise if it is in scenario 2, define q4 as mentioned in scenario 2 under heading

“Handling sub-case c” in Section 6. Let the path back to the answer salt of q1 from the

answer salt of q3 in the query graph when q1 was queried be P1. Let the path back to

the answer salt of q4 from the input salt of q4 in the query graph when q4 was queried be

P2. If there is a large multi-collision encountered on either P1 or P2, set Casesrjs � 6m

and goto MulCol. Otherwise, define the following tuple.

Element Size in bits

the index of q1 in Qj log T

the smallest index of q3 in Qfresh logFT

paths P1 logBm
pB�2q
0

Add the tuple to the list L6c2. Define the following tuple.

Element Size in bits

the smallest index of q4 in Qfresh logFT

path P2 logBm
pB�2q
0

Add this tuple to the list L6c2. Remove the answers corresponding to queries q1, q4

from h̃ and set Casesrjs � 6c2.

– If the mouse structure is categorized in d, define queries q1, q2, q3 as defined under the

heading “Handling sub-case d” in Section 6. Further, categorize into scenarios 1, 2, 3 or
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4, as defined there.

i. If it is in scenario 1 let the path back from the input salt of q2 to the salt that is the

answer of q1 when in the query graph when q3 is queried be P1 and let the path back

from the input salt of q3 to the salt that is the answer of q1 when in the query graph

when q3 is queried be P2 If there is a large multi-collision encountered either P1 or P2,

set Casesrjs � 6m and goto MulCol. Otherwise define the following tuple.

Element Size in bits

the index of q1 in Qj log T

the smallest index of q2 in Qfresh logFT

path P1 logBm
pB�2q
0

Add the tuple to the list L6d1. Define the following tuple.

Element Size in bits

the smallest index of q3 in Qfresh logFT

path P2 logBm
pB�2q
0

Add the tuple to the set S6d1.

Remove the answers corresponding to queries q1, q3 from h̃ and set Casesrjs � 6d1.

ii. If it is in scenario 2, define q4 as mentioned in scenario 2 under heading “Handling sub-

case d” in Section 6. Let the path back to the answer salt of q4 from the input salt of

query q2 in the query graph when q4 is queried be P1. Let the path back from the input

salt of q3 to the answer salt of query q1 in the query graph when q4 is queried be P2.

Let the path back from the input salt of q4 to the answer salt of query q1 in the query

graph when q4 is queried be P3. If there is a large multi-collision encountered either

P1,P2 or P3, set Casesrjs � 6m and goto MulCol. Otherwise define the following

tuple.

Element Size in bits

the index of q1 in Qj log T

the smallest indices of q2, q3 in Qfresh 2 logFT

paths P1,P2 logB2m
2pB�2q
0

Add the tuple to the list L6d2. Define the following tuple.
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Element Size in bits

the smallest index of q4 in Qfresh logFT

path P3 logBm
pB�2q
0

Add the tuple to the set S6d2.

Remove the answers corresponding to queries q1, q3, q4 from h̃ and set Casesrjs � 6d2.

iii. If it is in scenario 3, let the path back to the answer salt of q4 from the first body node

of the mouse structure in the query graph when q4 is queried be P1. Let the path back

from the input salt of q2 to the first body node in the query graph when q3 was queried

for the first time be P2. Let the path back from the input salt of q4 to the answer salt of

query q1 in the query graph when q1 is queried be P3. Let the path back from the input

salt of q3 to the first body node of the mouse structure in the query graph when q3 is

queried for the first time be P4. If there is a large multi-collision encountered either

P1,P2,P3 or P4, set Casesrjs � 6m and goto MulCol. Otherwise define the following

tuple.

Element Size in bits

the index of q1 in Qj log T

the smallest indices of q2, q4 in Qfresh 2 logFT

paths P1,P2,P3 3 logBm
pB�2q
0

Add the tuple to the list L6d3. Define the following tuple.

Element Size in bits

the smallest index of q3 in Qfresh logFT

path P4 logBm
pB�2q
0

Add the tuple to the set S6d3. Remove the answers corresponding to queries q1, q3, q4

from h̃ and set Casesrjs � 6d3.

iv. If it is in scenario 4, define q5 as mentioned in scenario 4 under heading “Handling

sub-case d” in Section 6. Let the path back to the answer salt of q5 from the input salt

of q2 in the query graph when q5 was queried for the first time be P1. Let the path

back from the input salt of q3 to the first body node in the query graph when q5 was

queried for the first time be P2. Let the path back to the answer salt of q4 from the

first body node of the mouse structure in the query graph when q5 was queried for the

first time be P3. Let the path back from the input salt of q4 to the answer salt of query

q1 in the query graph when q4 is queried for the first time be P4. Let the path back to
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the input salt of q5 to the first body node in the query graph when q5 was queried for

the first time be P5. If there is a large multi-collision encountered either P1,P2,P3,P4,

or P5, set Casesrjs � 6m and goto MulCol. Otherwise define the following tuple.

Element Size in bits

the index of q1 in Qj log T

the smallest indices of q2, q3, q4 in Qfresh 3 logFT

paths P1,P2,P3,P4 2 logB2m
2pB�2q
0

Add the tuple to the list L6d4. Define the following tuple.

Element Size in bits

the smallest index of q5 in Qfresh logFT

paths P5 logBm
pB�2q
0

Add the tuple to the set S6d4. Remove the answers corresponding to queries q1, q3, q4, q5

from h̃ and set Casesrjs � 6d4.

– Continue to next iteration.

- MulCol: If there is a query in this mouse structure whose answer is the center of the multi-

collision, and this query was in an earlier mouse structure, do nothing. Else if there is a query

in this mouse structure whose answer is the center of the multi-collision, and this query was

not in any earlier mouse structure. If the center multi-collision of the multi-collision is s and

ps,Qsq P SMC, add the first index in Qfresh of all the queries in the large multi-collision into

the set that were not already in Qs to it. Otherwise, set s to be the center of the multi-

collisions and Qs to be the set of the first index in Qfresh of the queries involved in the large

multi-collision., and remove the answer of all these queries from h̃. Add ps,Qsq to SMC, set

Casesrjs Ð m.

5. Add all the evaluations of hpa, αq to h̃ in lexicographical order for all pa, αq that were never queried.

6. Output F , U 1, P, L1, L2, L3, L4, L5, SMC, L6a, L6b, L6c1, L6c2, L6d1, L6d2, L6d3, L6d4, S6c1, S6c2,

S6d1, S6d2, S6d3, S6d4, h̃.

8.3.7 The Decoding Procedure

This section gives the decoding procedure.

The decoding algorithm Decode:



248

1. Parse U 1 as ta11, . . . , a1F u where a11, . . . , a
1
F are in lexicographical order.

2. Set j Ð 0.

3. Initialize the set of nodes in the query graph to rN s and the set of edges to empty.

4. For j � 1, . . . , F do:

i Run A2 on pσ, a1jq, answering its queries to h.

ii Answer the i-th query made by A2 to h on pa, αq as follows.

iii If for some pa1,Qa1q P SMC, ppj � 1q � T � iq P Qa, then set hpa, αq Ð a1. Return a1.

iv If ppj � 1q � T � iq P P then add a to U .

v If ppj � 1q � T � iq P S4 then set hpa, αq � a and return a.

vi If ppj � 1q � T � iq appears as q4 in any tuple of L6b, then let a1 be the answer of the query q3 listed

in the tuple. Set hpa, αq Ð a1 and return a1.

vii If ppj� 1q �T � iq appears as q3 in any tuple of S6c1, then let the path P2 in the tuple starting from

a end in a1. Set hpa, αq Ð a1 and return a1.

viii If ppj � 1q � T � iq appears as q4 in any tuple of S6c2, then let the path P2 in the tuple starting

from a end in a1. Set hpa, αq Ð a1 and return a1.

ix If ppj� 1q �T � iq appears as q3 in any tuple of S6d1, then let the path P2 in the tuple starting from

a end in a1. Check for which tuple in the list L6d1 the path P1 from the answer of the query q2

of the tuple ends in a1. Let a2 be the answer of the query q2 of that tuple. Set hpa, αq Ð a2 and

return a2.

x If ppj � 1q � T � iq appears as q3 in any tuple of S6d2, then let a1 be the answer of the query q2 of

that tuple. Set hpa, αq Ð a1 and return a1.

xi If ppj� 1q �T � iq appears as q4 in any tuple of S6d2, then let the path P3 in the tuple starting from

a end in a1. Check for which tuple in the list L6d2 the path P2 from the answer of the query q2 of

the tuple ends in a1. Let a2 be the answer of the query q2 of that tuple. Let the path P1 in the

tuple starting from a2 end in a3. Set hpa, αq Ð a3 and return a3.

xii If ppj� 1q �T � iq appears as q3 in any tuple of S6d3, then let the path P4 in the tuple starting from

a end in a1. Check for which tuple in the list L6d2 the path P2 from the answer of the query q2

of the tuple ends in a1. Let a2 be the answer of the query q2 of that tuple. Set hpa, αq Ð a2 and

return a2.
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xiii If ppj�1q �T � iq appears as q4 in any tuple of L6d3, then let a1 be the first body node of the mouse

structure located when answering the query q3 corresponding to the tuple. Let the path P1 in the

tuple starting from a1 end in a2. Set hpa, αq Ð a2 and return a2.

xiv If ppj � 1q � T � iq appears as q3 in any tuple of L6d4, then let a1 be the answer of the query q2 of

the tuple. Set hpa, αq Ð a1 and return a1.

xv If ppj� 1q �T � iq appears as q5 in any tuple of S6d4, then let the path P5 in the tuple starting from

a end in a1. Check for which tuple in the list L6d2 the path P2 from the answer of the query q3 of

the tuple ends in a1. Let a2 be the input of the query q2 of that tuple. Let the path P1 in the tuple

starting from a2 end in a3. Set hpa, αq Ð a3 and return a3.

xvi If ppj�1q �T � iq appears as q4 in any tuple of L6d4, then let a1 be the first body node of the mouse

structure located when answering the query q5 corresponding to the tuple. Let the path P3 in the

tuple starting from a1 end in a2. Set hpa, αq Ð a2 and return a2.

xvii If Casesrjs � 1 and i is the front element of the list L1, then remove i from L1, set hpa, αq Ð a

and return a.

xviii If Casesrjs � 2 and pk, iq is the front element of the list L2 for some k   i, let a1 be the answer

of the k-th query. Remove pk, iq from L2, set hpa, αq Ð a1 and return a1.

xix If Casesrjs � 3 and pk, o, iq is the front element of the list L3 for some k   j, let a1 be the salt that

has lexicographic order o in MouseSltsk-th query. Remove pk, o, iq from L3, set hpa, αq Ð a1 and

return a1.

xx If Casesrjs � 5a and pk, o, iq is the front element of the list L3 for some k   j, let a1 be the salt

that has lexicographic order o in MouseSltsk-th query. Remove pk, o, iq from L5, set hpa, αq Ð a1

and return a1.

xxi If Casesrjs � 6a and if the tuple which is at the front of list L6a has i as the index of q2, then

suppose the query listed as q3 had answer a1, set hpa, αq Ð a1 and return a1. Remove the tuple

from the list L6a if both the queries q1, q2 in the tuple have been answered.

xxii If Casesrjs � 6a and the tuple which is at the front of list L6a has i as the index of q1, then suppose

the query listed as q3 had answer a1. Let the path P in the tuple from a1 in the query graph end

in salt a2. Set hpa, αq Ð a2 and return a2. Remove the tuple from the list L6a if both the queries

q1, q2 in the tuple have been answered.

xxiii If Casesrjs � 6b and if the tuple which is at the front of list L6b has i as the index of q1, then

suppose the query listed as q3 had answer a1. Let the path P1 in the tuple from a1 in the query
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graph end in salt a2. Set hpa, αq Ð a2 and return a2. Remove the tuple from the list L6b if both

the queries q1, q2 in the tuple have been answered.

xxiv If Casesrjs � 6b and if the tuple which is at the front of list L6b has i as the index of q2, then

suppose the query listed as q4 had answer a1. Let the path P2 in the tuple from a1 in the query

graph end in salt a2. Set hpa, αq Ð a2 and return a2. Remove the tuple from the list L6b if both

the queries q1, q2 in the tuple have been answered.

xxv If Casesrjs � 6c1 and if the tuple which is at the front of list L6c1 has i as the index of q1, then

suppose the query listed as q3 had answer a1. Let the path P1 in the tuple from a1 in the query

graph end in salt a2. Set hpa, αq Ð a2 and return a2. Remove the tuple from the list L6c1.

xxvi If Casesrjs � 6c2 and if the tuple which is at the front of list L6c2 has i as the index of q1, then

suppose the query listed as q3 had answer a1. Let the path P1 in the tuple from a1 in the query

graph end in salt a2. Set hpa, αq Ð a2 and return a2. Remove the tuple from the list L6c2.

xxvii If Casesrjs � 6d1 and if the tuple which is at the front of list L6d1 has i as the index of q1, then

let a1 be the salt a1 computed when answering the query q3 that corresponded to this tuple. Set

hpa, αq Ð a1 and return a1. Remove the tuple from the list L6d1.

xxviii If Casesrjs � 6d2 and if the tuple which is at the front of list L6d2 has i as the index of q1, then

then let a1 be the salt a1 computed when answering the query q3 that corresponded to this tuple.

Set hpa, αq Ð a1 and return a1. Remove the tuple from the list L6d3.

xxix If Casesrjs � 6d3 and if the tuple which is at the front of list L6d3 has i as the index of q1, then

suppose the path P2 from the input salt of the query listed as q3 ended in salt a1. Set hpa, αq Ð a1

and return a1. Remove the tuple from the list L6d3.

xxx If Casesrjs � 6d3 and if the tuple which is at the front of list L6d3 has i as the index of q1, then

suppose the query listed as q4 had answer a1. Let the path P3 in the tuple from a1 in the query

graph end in salt a2. Set hpa, αq Ð a2 and return a2. Remove the tuple from the list L6d3.

xxxi If Casesrjs � 6d4 and if the tuple which is at the front of list L6d3 has i as the index of q1, then

suppose the query listed as q4 had answer a1. Let the path P4 in the tuple from a1 in the query

graph end in salt a2. Set hpa, αq Ð a2 and return a2. Remove the tuple from the list L6d4.

5. Populate the rest of h by remaining elements in h̃ in lexicographical order.

6. Output pU, hq.
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8.4 Proving the STB Conjecture for SB ! T

This section proves another upper bound on the advantage of any auxiliary-input adversary in the bounded-

length collision resistance game of salted MD hash in the AI-ROM. The main theorem is stated next.

Theorem 8.4.1. Let C � 29 � 6 � e4. For any N,M,B, S, T P N¡0 and fixing Ŝ :� S � logN , it holds that

Advai-cr
MD,N,M,BpS, T q ¤ C �max

#�
T 2

N



,

�
Ŝ4TB2

N

�+
� 1

N
.

The proof of this theorem mostly mirrors that of Theorem 9.3.5, except in the way that few of the cases

are handled in the compression argument. Technically, we derive the following Lemma 8.4.2 (an analogue of

Lemma 9.3.6), and combine it with Lemma 10.4.1 to get the claimed bound in Theorem 8.4.1.

Lemma 8.4.2. Fix N,M,B, S, T, u P N¡0, σ P t0, 1uS. Then, for any A2 that makes at most T queries to

its oracle, it holds that

Advmi-cr
MD,N,M,B,upσ,A2q ¤

�
29e4 max

"�
u4TB2

N



,

�
T 2

N


*
u
.

The proof of this lemma is in the same spirit as the proof of Lemma 9.3.6 with several key differences. The

main difference is how we encode the path back from a given destination node to the associated source node.

In Section 9.3, we do this in a somewhat straightforward manner by encoding the length of the path and then

the index of every edge to take, where the index might be large if there is a large multi-collision associated with

that node. Large-enough multi-collisions were handled separately, so we had a bound (m0 � log u{ log log u)

for the range of the index of each back-edge. In this section, we encode the source node by just writing its

lexicographic index among all possible sources within a given distance in the query graph. Of course, there

might be too many possible sources at a given distance, making it too expensive to encode. But, and this

is our main technical observation in this section, if there are too many possible sources, then there must be

many large multi-collision, and therefore we can save enough bits by taking advantage of it.

We proceed by setting up the graph-theoretic definitions and lemmas. In the lemma below, we show that

if in the query graph there is a node v such that there are at least p nodes which have a shortest path of

length d to the node v, then there must be at least p � 1 edges involved in a multi-collision in the induced

sub-graph.

Definition 8.4.3 (d-neighborhood of a vertex). Let G � pV,Eq be a directed graph. We say that a node

v1 P V is in the d-neighborhood of v2 P V if the shortest directed path from v1 to v2 in G consists of (exactly)

d edges.

Definition 8.4.4 (multi-collision of edges in a graph). For an edge e � pa, bq, we refer to b as the target of

the edge. We say that edges e1, � � � , em form a m-multi-collision if all of them share a common target. We

refer to the common target as the center of the multi-collision. We refer to m as the size of the multi-collision.
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We prove the following lemma.

Lemma 8.4.5. Let G � pV,Eq be a directed graph. Let d P N¡0 and p P N¡0 such that p ¥ 2. Suppose

that there is a node v P V such that there are p distinct nodes in its d-neighborhood. Then, there are t ¥ 1

distinct nodes in G, such that each of them have in-degree βi ¥ 2 for i � 1, . . . , t, and
°t
i�1pβi � 1q ¥ p� 1.

Proof. The proof is via induction on p. The base case is for p � 2. If there are at least 2 nodes in the

d-neighborhood of v, it is easy to see that the graph has to have a node with in-degree 2. Here t � 1 and

β1 � 2 and therefore, the statement holds.

For the induction hypothesis, assume that the statement holds for p � k, and we will show that it also

holds for p � k � 1. Since p � k � 1, the graph G has a node v with k � 1 nodes in its d-neighborhood. Let

this set of k � 1 nodes be S. Consider the subgraph G1 of G with only the edges on the shortest directed

path from the nodes in S to the node v (choose one shortest path strategically if there are multiple paths of

the same length– making sure that internal node in G1 has out-degree 1. One way to do this is by following

a BFS tree). By definition, in G1, the node v still has k � 1 nodes in its d-neighborhood. Consider a node

v1 P S such that it has in-degree 0 in G1 (note that such a v1 must exist as there are no cycles in G1). Further,

consider the set of edges P 1 that are on the path from v1 to v but not on the path from the other edges in S

to v. In other words, denoting Ev�Ñv the set of edges on the path from v� to v, we define

P 1 � Ev1Ñvz
¤

v2PSztv1u

Ev2Ñv.

Definition 8.4.6 (Frontal edge of path). For a directed path in a graph, we define the edge whose target

node has out-degree zero to be the frontal edge of the path.

Define a subgraph H 1 of G1 by removing the edges in P 1 from G1. Observe that P 1 will consist of a path

and the frontal edge of the path will necessarily be incident on the target of an edge in H 1 – this is true

because the first possibility is that this path is incident directly on v. In this case, there has to be at least

one other path incident of v since p ¡ 2 and we did not remove edges on the shortest path from other nodes

in S to v. Hence, it is incident on the target of some edge in H 1. The other possibility is that the frontal

edge of this path incident on the end-point of some other edge in H 1 because we know this is part of a path

from v1 to v. The end-point has to be the target of some edge because otherwise, the length of the path from

v1 to v would be more than d.

It follows from the definition of P 1 that v has p distinct nodes in its d-neighborhood in H 1. Using the

induction hypothesis H 1 has t nodes with in-degree βi such that βi ¥ 2 and
°t
i�1pβi � 1q ¥ k � 1. When

we add back the edges in G1, there are two possible cases. In the first case, one of the edges we add

back is incident to one of the t edges, in which case G1 has t edges each of size β1i such that β1i ¥ 2 and
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°t
i�1pβ1i� 1q ¥ k� 1� 1 � k, because one of the β1i will be larger than βi by 1. In the other case, one of the

edges we add back is incident on the target of an edge in G which was not incident on one of those t nodes.

But this edge now creates a node of in-degree 2 in G1. So G1 has t� 1 nodes each of in-degree β1i such that

β1i ¥ 2 and
°t
i�1pβ1i � 1q ¥ k � 1 � 1 � k. Since G1 is a subgraph of G, it follows that for some t, G has t

nodes with in-degree β1i such that β1i ¥ 2 and
°t
i�1 β

1
i ¥ k.

A direct corollary is that in the query graph, if for any salt s there are at least p � 1 salts in its d-

neighborhood, then there must be p queries involved in multi-collisions on the paths from the nodes in its

d-neighborhood to s. We obtain non-trivial compression for large enough p by encoding those multi-collisions.

Non-trivial encoding for multiple multi-collisions. We consider t multi-collisions of sizes β1, . . . , βt.

We encode these t multi-collisions by encoding the t centers of the multi-collision, and for each center, we

encode the index of the queries in Qfresh that form the multi-collision in a set. Recall that the indices of the

queries in Qfresh are in rFT s. The total number bits we need to encode is

log

��
N

t


�
FT

β1


�
FT � β1

β2



� � �

�
FT �°t�1

i�1 βi
βt


�
¤ log

�
N tpuT q°ti�1 βi

t!β1!β2! � � �βt!

�

� log

�
N tpu4T qβ�2tT 2tu8t�3β

t!β1!β2! � � �βt!


, (8.8)

where the inequality follows by using
�
n
r

� ¤ nr

r! and F ¤ u, and the equality follows by letting β � °t
i�1 βi

and rearranging.

Claim 8.4.7. If β ¥ e3u2{2, then Eq. (8.8) ¤ log
�
N tpu4T qβ�2tT 2t

�
.

Proof. If 8t   3β, then the claim is immediate. Otherwise, we use the fact that β1!β2! � � �βt! ¥ pβ{pteqqβ
(see Claim 8.4.8 for a proof) and the fact that t! ¥ pt{eqt in order to get

(8.8) ¤ log

�
N tpu4T qβ�2tT 2tu8t�3βtβ�teβ�t

ββ



.

Since 3β{8 ¤ t ¤ β{2 (with the upper bound since each βi ¥ 2 and the lower bound by our assumption),

we can show that ββ ¥ u8t�3βtβ�teβ�t; See Claim 8.4.9 for a proof. Then, by plugging this bound into the

above inequality we get the claim.

From this claim it follows that when β ¥ e3u2{2, by storing the multi-collisions as above, the amount of bits

saved is at least

logNβ � log
�
N tpu4T qβ�2tT 2t

� � t log

�
N

T 2



� pβ � 2tq log

�
N

u4T



¥ pβ � tq log

�
min

"
N

T 2
,
N

u4T

*

¥ u log

�
min

"
N

T 2
,
N

u4T

*

,
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where the second inequality follows since t ¤ β{2, and β{2 ¥ e3u2{4 ¥ u2 ¥ u.

For the bound that we want to get in this section, the amount of bits we need to save per mouse structure

is log
�
min

 
N
T 2 ,

N
u4TB2

(�
(see explanation below), and so we indeed save enough from encoding one such set

of multi-collisions.

The compression argument. We encode a source node from a destination node by encoding the distance

and which of the nodes at the given distance from the destination node is the source node. If the number of

candidate nodes at the specified distance is larger than e3u2{2, by Lemma 8.4.5, we are guaranteed that there

exist t multi-collisions of size β1, β2, . . . , βt such that β ¥ °t
i�1pβi�1q ¥ e3u2{2. This implies, by Claim 8.4.7,

that we can already save enough by only encoding this set of multi-collisions. Using this argument we prove

Lemma 8.4.2 which in turn implies Theorem 8.4.1, as explained above. We sketch the proof of Lemma 8.4.2

below. (We note that in Section 8.4.1 we state the changes in the pseudocode of encoding and decoding

algorithms, compared to the algorithms used in the proof of Theorem 9.3.5.)

Proof. [Sketch of Lemma 8.4.2] We continue using the setup and notation we defined in the proof of

Lemma 9.3.6. After encoding U into Ufresh,P and accounting for the list that classifies the mouse structure

into the various cases, here the budget of bits per mouse structure will be

log

�
min

"
N

e34T 2
,

N

4e3u4TB2

*

.

The first difference here is how we encode source salts from destination salts, an action that we need to

do to handle Cases 5 and 6. Except this, there are no differences in the argument, namely, handling Cases 1

to 4 remains the same.

Encoding source salts. We let d be the minimum number of edges between the source and destination

nodes. If there are at most e3u2{2 possible salts such that their shortest path to the source node in the

query graph so far has d edges, we encode the distance and which of the nodes is the actual destination

node. This would take logpe3u2B{2q bits. By repeating the same proof with this term, we obtain that the

term Bpm0qB�2 is replaced by e3u2B{2. In Case 5 and sub-cases a and b of Case 6, this strategy will save

enough directly.

If there are more than e3u2{2 possible salts such that their shortest path to the destination node in the

query graph so far has d edges, we encode the set of multi-collisions that we are guaranteed by Lemma 8.4.5

and save at least u log
�
min

 
N
e3T 2 ,

N
e3u4T

(�
bits, which is more than what we need across all mouse structures.

In this case, the entire encoding just removes the answers of queries from h̃ involved in these multi-collisions

and just outputs the rest of h̃ and these multi-collisions.

Handling sub-cases c and d of Case 6. For sub-cases c and d of Case 6, if we use the new strategy to

encode the destination nodes, we might not save enough. We explain why this is the case. Recall that in
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sub-case c of Case 6, per mouse structure, our savings was

log
N

T 2
� log

N

uTB2m
2pB�2q
0

bits. Now, when we replace BmB�2
0 with e3u2B{2, the per mouse structure savings is

log
N

T 2
� log

N

e3u5TB2

bits. For our current budget, this is not enough. To accommodate this, we could increase our budget per

mouse structure by replacing the u4 term with a u5 term.10 But, by slightly modifying the encoding/decoding

procedures, we can use the allocated budget.

The idea here is that because we have a larger budget in terms of u, we no longer need to use the

unordered set trick. In more detail, we were encoding indices of some queries in unordered sets and paths

related to that query to figure out the order of these queries. Here we can encode all queries in their right

order and no longer encode the paths required to recover the order of these queries. We explain this through

the example of how we handle Scenario 1 of sub-case c.

The encoding procedure now stores the following:

- Minimum index of the query q2, q3 in Qfresh, index of query q1 in Qj . These are stored in lists.

- The number of edges d on the shortest path from the answer salt of query q3 in the query graph when

q1 was queried and the lexicographic index i of the answer salt of q1 among the salts whose shortest

path to the answer salt of query q3 is d. This is stored in a list ordered by j.

The answers of queries q1 and q3 are removed from h̃.

The decoding procedure answers q3 with the input salt of q2. On query q1, it locates the salts in the

query graph such that they have d edges on the shortest path answers with the salt with lexicographic index

i among these salts.

Here the total number of bits saved per mouse structure is at least

logN2 � 2 logFT � log T � logB � logpe3u2{2q
¥ log

N

T 2
� log

N

e3F 2u2TB

¥ log
N

T 2
� log

N

e3u4TB
,

10This would result in an S5 term in the total upper bound on the advantage of the attacker. Our improved compression
strategy gives an S4 term.
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where the last inequality follows since F ¤ u. Note that this is within our budget. We can similarly show

that we can save enough bits (as required by our budget) for other scenarios of sub-cases c and d. We avoid

repetition and omit the full details. Otherwise, there are no other differences in this proof compared to

Lemma 9.3.6.

Finally, we prove the two claims we used in calculations earlier.

Claim 8.4.8. Let t P N¡0 and a1, a2, . . . , at P N¡0. Let a � a1 � a2 � . . .� at. Then

a1!a2! � � � at! ¥
� a
te

	a
Proof. From Sterling’s approximation, we have that ai! ¥

�
ai
e

�ai
. So it suffices to prove that

t¹
i�1

aaii ¥
�a
t

	a
.

Since a � a1 � a2 � . . .� at, this is equivalent to proving

t¹
i�1

�
a

tai


ai
¤ 1 .

We have that

a

tai
�

��1

t
�

¸
jPrtsztiu

aj
tai

�
� 1�
�� ¸
jPrtsztiu

aj
tai

� t� 1

t

�
 .

Using 1� x ¤ ex we get that
t¹
i�1

�
a

tai


ai
¤

t¹
i�1

e
ai
°
jPrtsztiu

aj
tai

� t�1
t .

Simplifying we have
t¹
i�1

�
a

tai


ai
¤ e

°t
j�1 ajp t�1

t � t�1
t q � e0 � 1 .

Hence,
±t
i�1

�
a
tai

	ai ¤ 1, as needed.

Claim 8.4.9. Let β, u, t P N¡0 such that 3β{8 ¤ t ¤ β{2 and β ¥ e3u2{2. Then

ββ ¥ u8t�3βtβ�teβ�t .

Proof. Let gptq � u8t�3βtβ�teβ�t{ββ . Let fptq � ln gptq where ln is the natural logarithm. Since ln is

an increasing function, gptq is maximized where fptq is maximized and vice versa. We show that gptq is

maximized at t � β{2 (see why below). For this, it suffices to show that fptq is maximized at t � β{2 for

3β{8 ¤ t ¤ β{2 and β ¥ e3u2{2.

We have

fptq � p8t� 3βq lnu� pβ � tq ln t� pβ � tq � β lnβ .
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Differentiating with respect to t, we have

f 1ptq � 8 lnu� β � t
t

� ln t� 1 � β

t
� ln

u8

t
.

Since β ¥ e3u2{2, and 3β{8 ¤ t ¤ β{2, f 1ptq is positive throughout in the domain we are interested in. So,

the maximum occurs for t � β{2. At t � β{2,

gptq � uββ
β
2 e

3β
2

2
β
2 ββ

�
�
e3u2

2β


 β
2

.

Since β ¥ e3u2{2, this is at most 1. Since at t � β{2 the value of gptq is maximized for the range we are

interested in, the claim follows.

8.4.1 Changes for Theorem 8.4.1

In the encoding procedure, all the checks for multi-collisions are replaced by the check for the number of

possible destination salts at the specified distance d from the source salt: if there are more than e3u2{2
possible salts such that their shortest path to the destination salt in the query graph so far has d edges,

we encode the set of multi-collisions. For cases 6c and 6d, the indices of queries q1, q2, q3 are all stored in

lists (i.e. we do not need the sets which thereby reduces the number of paths). The code for the decoding

procedure is modified accordingly.



258

Chapter 9

TIME-SPACE TRADEOFFS FOR SPONGE HASHING: ATTACKS AND
LIMITATIONS FOR SHORT COLLISIONS

In this chapter, we study the time-space tradeoff attacks for finding short collisions in the Sponge con-

structions. We give several new attacks and prove several limitations on the best possible attacks. This

chapter is based on our work in [FGK22].

We start off this chapter by providing a high-level overview of our techniques. We first describe the

generic attack for finding B-block collisions for B ¥ 2. This attack is a variant of an analogous attack for

MD, given by ACDW [ACDW20]. We also recall the known best attack for B � 1. Then, we describe

our new attack for finding 1-block collisions. In particular, our attack outperforms the optimal analogous

attacks for MD for specific regimes of parameter settings. Lastly, we overview the techniques used to prove

limitations on the best possible attacks for finding short collisions.

Sponge notation. A sponge function is a keyed hash function that takes as input an a c-bit initialization vec-

tor IV along with an arbitrary size input and outputs an r-bit string: Sp : t0, 1uc�t0, 1u� Ñ t0, 1ur. The sec-

ond input is parsed as a sequence of r-bit blocks, denoted pm1,m2, . . .q. On such an input SppIV, pm1,m2, . . .qq
is defined as follows. The function Sp is defined relative to a permutation Π: t0, 1ur�c Ñ t0, 1ur�c. An input

to or an output of this permutation, denoted σ P t0, 1ur�c, contains an r-bit block, denoted σr1s, and a c-bit

block, denoted σr2s. We sometimes use pσr1s, σr2sq to mean σr1s}σr2s � σ.

On input m1,m2, . . . ,m` to Sp, it works as follows:

1. Initialize σp0q � pσp0qr1s, σp0qr2sq � p0, IVq.

2. For i � 1, . . . , `, compute σpiq � Πppσpi�1qr1s `miq } σpi�1qr2sq.

3. Output σp`qr1s.

Attacks

Generic attack for finding length B collisions. In the preprocessing phase the adversary randomly

samples t � S different IVs IV1, . . . , IVt and for i � 1, . . . , t it does as follows.

1. Compute σi,j for j P rB{2� 1s as σi,j � Πp0, σi,j�1r2sq, where σi,0 � p0, IVq.
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The sequence σi,0, . . . , σi,B{2�1 forms a “zero-walk” on IVi.

2. Find mi,m
1
i such that Πpmi, σi,B{2�1r2sqr1s � Πpm1

i, σi,B{2�1r2sqr1s.

The preprocessing phase outputs pσi,B{2�1r2s,mi,m
1
iqi�1,...,t. In Fig. 9.1, we depict the preprocessing phase

of the attack. In the online phase, the adversary gets a challenge IV as input. For i � 1, . . . , T {B, it computes

σ1,1[2]𝖨𝖵1

𝖨𝖵2

𝖨𝖵t

σ1,2[2] σ1,l[2]

σ2,l[2]

f

σ2,1[2] σ2,2[2]

σt,l[2]σt,2[2]σ1,l[2]

c1

c2

ct

f( ⋅ ) := Π(0,⋅)[2]

f f

f f f

f f f

Π( , ⋅ )[1]m1

Π( , ⋅ )[1]m′￼1

Π( , ⋅ )[1]m2

Π( , ⋅ )[1]m′￼2

Π( , ⋅ )[1]mt

Π( , ⋅ )[1]m′￼t

Figure 9.1: An illustration of the preprocessing phase of the generic attack. In red, we depict the components

that are part of the output of the preprocessing phase. In blue we see the collisions that will be outputted

in the online phase if some chain is hit. Notice that we denote fp�q :� Πp0, �qr2s.

IVi � Πpi, IVqr2s (for simplicity, we assume that i is in its bit representation). For each of the IVi’s, it does

a zero-walk of length B � 2. Formally, it sets σi,0 Ð Πpi, IViq and then for j � 1, . . . , B � 1 it does the

following.

1. If there is a tuple of the form pσi,j�1r2s,m,m1q in the preprocessing output, then return

pσi,0r1s } . . . σi,j�1r1s }mq, pσi,0r1s } . . . σi,j�1r1s }m1q.

2. Set σi,j Ð Πp0, σi,j�1r2sq.

Correctness is easy to verify. We next discuss the success probability of the adversary. Suppose that the

online phase of the adversary computes a σi,j during the first half of any of the T {B zero-walks such σi,jr2s
matches the last c bits of one of the σi1,j1s defined in the preprocessing phase. Then, it is guaranteed to

stumble on σi1,B{2�1r2s during its zero walk. Hence, in this case, it would output a collision.

Since the adversary encounters roughly ΩpSBq distinct σi,jr2s’s in expectation during the preprocessing

phase, this suffices to prove that with probability roughly ΩpSTB{2cq the online phase will win. The term

ΩpT 2{2c � T 2{2rq appears due to birthday-style collisions. We refer the reader to Section 9.2.1 for details.
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Attack for B � 1. As described in the introduction, the best attack known so far for B � 1 has an

advantage of OpS{2c�T 2{2rq. The analogous attack for MD is provably optimal, as mentioned. However, in

contrast to the setting in MD where the ideal object is a random function, here the ideal object is a random

permutation, which gives us the additional ability to make inverse queries. This is precisely the leverage

that we utilize to get our improved attack. We remark that we are not aware of any prior work that takes

advantage of making inverse queries in related contexts.

For B � 1, recall that the goal is, given a random IV, to find m,m1 such that Πpm, IVqr1s � Πpm1, IVqr1s.
Our first step is a bit counter-intuitive since we actually aim to solve a harder task. Specifically, rather

than finding an arbitrary collision, we set out to find a collision on 0, that is, find m and m1 such that

Πpm, IVqr1s � Πpm1, IVqr1s � 0. This step helps us since a natural way to use inverse queries arises, as we

argue next.

Main observation: Finding a collision on 0 can be obtained by finding distinct y and y1 such that

Π�1p0, yqr2s � Π�1p0, y1qr2s � IV.

In other words, it suffices to find two pre-images of IV with respect to the function fΠ : t0, 1uc Ñ t0, 1uc
where fΠpxq outputs the last c bits of Π�1p0, xq. In Fig. 9.2, we show the partite representations of Πp�q and

Π�1p0, �q. Note that while Πp�q is a perfect matching, the function fΠp�q � Π�1p0, �q has several elements in

its co-domain with multiple pre-images.

{0,1}c+r {0,1}c+r {0,1}c {0,1}c

Π( ⋅ ) Π−1(0,⋅)[2]

Figure 9.2: Partite representation of Πp�q and Π�1p0, �q. Notice that Π is a permutation and thus forms a

perfect matching while Π�1p0, �q is not a permutation and in expectation a random image will have several

pre-images.

At this point, we made some progress: we reduced the problem of collision finding to a function inversion

problem (for the function fΠ : t0, 1uc Ñ t0, 1uc). Indeed, preprocessing attacks for function inversion have

been well studied since the 80’s. Hellman [Hel80] described an algorithm that gets S bits of preprocessing on

the random function f : t0, 1ua Ñ t0, 1ub as input and inverts it at a point in its image making T queries to



261

the function. It was later formally analyzed by Fiat and Naor [FN99] and shown to have advantage εpa, bq
at inverting y � fpxq for a random xÐ$ t0, 1ua, where

εpa, bq � Ω

�
min

#
1,

ST

2minpa,bq
,

�
S2T

22 minpa,bq


1{3
+�

(9.1)

We are almost done; three technical challenges remain. First, the result of Hellman applies only to

random functions. On the other hand, our function is a restriction of a random permutation (which is not a

random function). Fiat and Naor [FN99] showed a clever method to extend Hellman’s algorithm to support

any function (rather than only random ones), but this improvement is more complicated and comes with a

cost in efficiency, which we would like to avoid. To this end, we re-do and adapt the analysis of Hellman to

our setting by using the fact that restrictions of permutations are “close enough” to random functions. Our

analysis achieves the same parameters as the original one of Hellman, up to constants.

The second problem is that we want to find a pre-image of IVÐ$ t0, 1uc under fΠ, but IV may not even

have any pre-images under fΠ, let alone two which are required for our attack. Fortunately, as fΠ is at

least “close” to a random function, we can show via a balls-into-bins analysis that a constant fraction of

the co-domain will have at least two distinct pre-images. Still, could it be the case that Hellman’s attack

somehow fails on this fraction of the co-domain? Via a closer analysis of Hellman’s attack, we show that for

any function f : t0, 1ua Ñ t0, 1ub and fixed element y P t0, 1ub, the attack succeeds at finding a pre-image

x1 P f�1pyq with probability εpa, bq where

εpa, bq � Ω

�
1

b
min

�
1,
ST � |f�1pyq|

2a
,

�
S2T � |f�1pyq|2

22a


1{3
��

(9.2)

The last problem we face is that we need to find two distinct pre-images for IV. However, applying an

inversion algorithm in a black box fashion does not guarantee that distinct inverses will be found. Thus, we

also prove that Hellman’s inversion algorithm finds a uniform pre-image among all possible pre-images for a

given element in the co-domain.

After resolving the above technical challenges, we show that if we run Hellman’s attack twice indepen-

dently for the function fΠ on the image IV, if IV has at least two pre-images (which it does with constant

probability), then we will find two distinct pre-images with at least 1{2 probability times the probability that

both attacks succeed. Thus, our overall success probability is roughly Ωpεpc, cq2q where ε is defined in (9.2).

We refer the reader to section 9.2.2 for the details.

Impossibility Results for Best Attacks
When giving new attacks for finding short collisions, the natural question is how far we can go. In other

words, what are the best possible attacks? For B � 1, 2 in the case of MD, optimal attacks are known.

Our goal here is to prove an upper bound on the advantage for the best-possible adversary that has S bits
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of preprocessing as input and can make T queries to Π,Π�1 in finding collisions of length 1 and 2 for the

sponge construction.

Impossibility result for B � 1. We use the pre-sampling technique proposed by [Unr07] and later

optimized and adapted to the AI-RPM by [CDG18] to get an advantage upper bound of roughly OpST {2c�
T 2{2rq. However, we note that this bound does not match the best B � 1 attacks, so it is open which side

can be improved. Ideally, one could use a compression-based technique as done in [DGK17] to get a tight

bound for the B � 1 case for MD, but it is not clear how to adapt this argument to handle inverse queries

in the AI-RPM model, as we shall see below.

Impossibility result for B � 2. The presampling technique of [Unr07, CDG18] provably cannot give an

advantage upper bound better than OpST 2{2c�T 2{2rq for B � 2. Since we can prove this advantage upper

bound even for unbounded length collisions, it is natural to ask whether we can prove that 2-block collisions

are, in fact, harder to find than collisions of arbitrary length. Aside from presampling techniques, the main

technique used to rule out attacks is via a compression argument [GT00, Wee05], which we turn to for our

impossibility result. As a warm up, we first give an overview for the B � 1 compression argument for MD

from [DGK17] to highlight the key challenges in our setting.

Overview of B � 1 compression argument for MD. In a compression argument, the main idea is to use

an adversary A that succeeds at some task involving a random object O, to compress O beyond what is

information theoretically possible. This clearly establishes a contradiction, which gives an upper bound in

the success probability of A.

Let h : rN s� rM s Ñ rN s be a hash function that is modeled as a random oracle, and A � pA1,A2q be an

pS, T q adversary that tries to find a 1-block collision in h. A1 gets h as input and can output S bits of advice

σ. A2 gets σ along with a random salt a P rN s, can make T queries to h, and tries to output m,m1 P rM s
such that hpa,mq � hpa,m1q and m � m1. We show that if A succeeds at this task for many salts a, then

we can describe h with fewer bits than possible.

To encode h, we first compute σ Ð A1phq. We let G � rN s be the set of elements for which A2 succeeds

on inputs pσ, aq for all a P G. We run A2 on pσ, aq for all a P G in lexicographic order. The hope is that

whenever A2 succeeds in finding a collision, we can use the corresponding queries for the collision it makes

to compress the function h.

For example, if A2pσ, aq outputs a collision pm,m1q, then we can assume that A2 must have queried hpa,mq
and hpa,m1q at some point (we assume without loss of generality that pa,mq was queried before pa,m1q). So

whenever it queries hpa,m1q, rather than encoding the output of h, we write down information to indicate

that it’s the same output as the query for hpa,mq. It is easy to see by a counting argument that at least half
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of the a P G cannot be queried by A2 more than 2T times. For all such a, we can refer back to the previous

query hpa,mq using log 2T bits, and we use another log 2T bits to identify the query hpa,m1q. Thus, we

save logN�2 log 2T bits per each of these a values in G, which gives a non-trivial compression of h if T 2   N .

The problem with inverse queries. As we stated before, the first major roadblock we encounter when adapting

this framework to the AI-RPM is the existence of inverse queries. Let’s try to adapt the argument above

to the setting of Sponge with 1-block collision. Now the preprocessing adversary A1 is given a random

permutation Π and outputs some state σ with |σ| ¤ S. The online adversary A2 receives σ and a random

IV, and tries to find m,m1 such that Πpm, IVqr1s � Πpm1, IVqr1s.
Now suppose that A2 outputs a collision pm,m1q with respect to the sponge construction. We can no

longer even assume that A2 queries both Πpm, IVq and Πpm1, IVq! For example, it may have first queried

Πpm, IVq � py, u1q and then queried Π�1py, u2q � pm1, IVq. At first glance, this doesn’t seem like a problem,

we can again note that part of the output of query py, u2q is the same as the input to the query for pm, IVq.
So maybe we can use the same trick as before and instead of storing the whole answer of Π�1py, u1q, store

information indicating that the last c bits of the answer is the same as the input of the query Πpm, IVq. This

intuition is misleading. We can no longer do a counting argument to show that this information is short.

It is not clear how to identify the query Π�1py, u1q with few bits to be able to point back to the Πpm, IVq
query. For example, the adversary may just query Π�1py, �q many times and hope to hit IV twice. We hope

that this example sheds light on why, at a minimum, inverse queries significantly complicate the situation

and deserve extra attention.

Compression for B � 2 via multi-instance games. The above compression approach is not known to generalize

to the case of B ¥ 2 collisions for MD. To overcome this limitation, Akshima et al. [ACDW20] propose a

beautiful framework that gives non-trivial bounds B ¥ 2 for the case of MD. Their framework reduces the

problem to a related “multi-instance” game.

In a multi-instance game, the adversary has an arbitrary size string σ of S-bits hard-coded, and its goal

is to find a 2-block collision for a set of u � S uniformly random a’s. The adversary A2 can make T queries

to h when running on each of the u IVs. The key distinctions in this multi-instance game is that (1) the

advice sigma that A2 receives is independent of h, and (2) we only need to analyze A2’s success probability

for a random set of u IVs. The core of the proof is a compression argument to upper bound the advantage

of this adversary. This framework unfortunately is not strong enough to deal with B � 1, as at best it gives

the same bound as bit-fixing. However, we adapt this framework to the setting of random permutations to

give a non-trivial bound for B � 2.
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In our case, we need to build a compression argument to compress Π and a set of u random IVs,

IV1, . . . , IVu, (for u � S) using an adversary A2 which has some fixed hard-coded advice. A2 runs on

the IVs one by one and succeeds in finding 2-block collisions for all of them. The encoding avoids storing

some of the values of Π explicitly, and instead stores information about the queries of A2 to Π and Π�1

which help during the decoding procedure to recover these particular values of Π.

For B � 2 collisions, there are possibly 4 “crucial” queries that the adversary might make that correspond

to a 2-block collision (two for each message). We possibly need to consider all combinations of ways that the

queries could have been made in either the forward or the reverse direction. For the case of this overview, we

zoom in on a single case where inverse queries complicate the situation, and explain how we overcome this.

Suppose on an input IVj (where A2 had previously been run on inputs IV1, . . . , IVj�1), A2 arrives at a

collision by making the crucial queries q1, q2, q3, q4 (not necessarily in that order) such that

1. q1 was a query to Π on pm1, IVjq and returned px1, IV
1
1q

2. q2 was a query to Π on pm2, IVjq and returned px2, IV
1
2q

3. q3 was a query to Π on pm3 ` x1, IV
1
1q and returned py, IV1

3q

4. q4 was a query to Π on pm4 ` x2, IV
1
2q and returned py, IV1

4q

Clearly, pm1,m3q and pm2,m4q hash to the same output and hence are a collision. Now suppose queries q1

and q2 were first made during A2pIVjq,1 while queries q3 and q4 were each made previously while running

A2 on an earlier IVi value. Now, the strategy to compress on the lines of [ACDW20] is not to include the

last c bits of the answers of q1, q2 and the last r bits of the answer of q4 in the encoding. Instead, we can

store the index of the queries q3, q4 among all queries (these indices will be in ruT s since there are u IVs and

T queries for each of them) and store the indices of the queries q1, q2 among the queries made while running

A2 on IVj (these indices will be in rT s). This leads to a saving of roughly 2c� r� 2 log T � 2 log uT bits. For

reasonable parameters of S, T, c, r, this implies a compression of at least c� log uT bits, so if uT � ST   2c,

this gives non-trivial compression. This implies an upper bound of ST {2c on the advantage for this case.

However, with inverse queries allowed, things get more complicated. Suppose instead that queries q3 and

q4 were made in the reverse direction, so A2 queries Π�1py, IV1
3q and Π�1py, IV1

4q prior to running A2pIVjq.
In this case, we can still save the c bits from the answers of q1, q2. But there is no clear way to save in

storing the answer to query q4 since its answer pm4` x2, IV
1
2q has seemingly no relation to either the answer

1Note that this assumption is easy to remove as otherwise we can achieve compression by not including IVj in the encoding
and recovering it from A2’s queries during decoding
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or input of q3. So, in this case, we are only able to save 2c�2 log T �2 log uT bits, which leads to non-trivial

compression only if u2T 4 � S2T 4   2c. This implies an upper bound of S2T 4{22c on the attacker’s advantage

for this case. Note that this is actually better than the ST {2c bound we got when considering only forward

queries whenever ST 3   2c. However, it is important to note that we still need to consider all possible ways

in which the attacker may find a collision. We need to show even in the worst case, we can compress Π in

order to get an upper bound on the advantage.

The above highlights just one of the several subtleties that inverse queries introduce in the proof. The

ability of the adversary to make queries in two directions makes the encoding and decoding procedures

significantly more complicated and lengthy.

Chapter Organization. We describe the details of this result in the rest of this chapter. In Section 9.1

we give the necessary preliminaries for this chapter. In Section 9.2, we give our new attacks and in Section 9.3,

we prove limitations on the best possible time-space tradeoff attacks.

9.1 Preliminaries

We let rN s � t1, 2, . . . , Nu for N P N and for k P N such that k ¤ N , let
�
S
k

�
denote the set of k-sized subsets

of S. We use |X| to denote the size of a set X and use X� to denote one or more elements of X. The set of

all permutations on D is denoted by PermpDq. We let � denote a wildcard element. For example p�, zq P L
is true if there is an ordered pair in L where z is the second element (the type of the wildcard element shall

be clear from the context). For a random variable X we use ErrsXs to denote its expected value.

We use xÐ$ D to denote sampling x according to the distribution D. If D is a set, we overload notation

and let xÐ$D denote uniformly sampling from the elements of D. For a bit-string s we use |s| to denote

the number of bits in s.

All logarithms in this chapterr are for base 2 unless otherwise specified.

Sponge-based hashing. For c, r P N, let Π : t0, 1uc�r Ñ t0, 1uc�r be a permutation. We define sponge-

based hashing SpΠ : t0, 1uc � pt0, 1urq� Ñ t0, 1ur as follows. For s P t0, 1ur�c we use sr1s to denote its first

r bits and sr2s to denote its last c bits.

SpΠpIV,m � pm1, . . . ,mBqq

s0 Ð 0r } IV

For i � 1, . . . , B

sir1s } sir2s Ð Π ppmi ` si�1r1sq } si�1r2sq

Return sBr1s

The elements of t0, 1ur shall be referred to as blocks and IV refers to the initialization vector (also referred to

as salt in the literature). This is the same abstraction of sponge-based hashing as the one used in [CDG18].
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Game Gai-cr
c,r,BpA � pA1,A2qq

1. ΠÐ$ Permpt0, 1uc�rq

2. IV Ð$ t0, 1uc

3. Return AI-CRΠ,IVpAq

Subroutine AI-CRΠ,IVpA � pA1,A2qq

1. σÐ$ A1pΠq

2. pα, α1q Ð$ AΠ,Π�1

2 pσ, IVq

3. Return true if:

(a) α � α1,

(b) |α|, |α1| are at most B blocks long and

(c) SpΠpIV, αq � SpΠpIV, α
1q

4. Else, return false

Figure 9.3: The bounded-length collision resistance game of salted sponge based hash in the AI-RPM,

denoted Gai-cr
c,r,B .

Auxiliary-input Random Permutation Model (AI-RPM). We use the Auxiliary-Input Random Per-

mutation Model (AI-RPM) introduced by Coretti, Dodis and Guo [CDG18] to study non-uniform adversaries

in the Random Permutation Model (this was a natural extension of the AI-ROM model proposed by Unruh

in [Unr07]). This model is parameterized by two non-negative integers S and T and an adversary A is divided

into two stages pA1,A2q. Adversary A1, referred to as the preprocessing phase of A has unbounded access

to the random permutation Π and it outputs an S-bit auxiliary input σ. Adversary A2, referred to as the

online phase, gets σ as input and can make a total of T queries to Π,Π�1, and attempts to accomplish some

goal involving Π. Formally, we say that A � pA1,A2q is an pS, T q-AI adversary if A1 outputs S bits and A2

issues T queries to its oracles. We next formalize the collision resistance of sponge-based hash functions in

AI-RPM.

Short collision resistance of sponge-based hashing in AI-RPM. We formalize the hardness of

bounded-length collision resistance of sponge-based hash functions in the AI-RPM. The game is parame-

terized by c, r. The game first samples a permutation Π uniformly at random from Permpt0, 1uc�rq and IV

uniformly at random from t0, 1uc. Then, A1 is given unbounded access to Π, and it outputs σ. At this

time, A2 gets σ and IV as input and has oracle access to Π,Π�1. It needs to find α � α1 such that (1)

SpΠpIV, αq � SpΠpIV, α1q and (2) α, α1 consist of ¤ B blocks from t0, 1ur. This game, denoted Gai-cr
c,r,B , is

explicitly written in Fig. 9.3. In Fig. 9.3, we write the adversary’s execution in its own subroutine only for

syntactical purposes (as we shall use it later).
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Definition 9.1.1 (AI-CR Advantage). For parameters c, r, B P N, the advantage of an adversary A against

the bounded-length collision resistance of sponge in the AI-RPM is

Advai-cr
Sp,c,r,BpAq � Pr

�
Gai-cr
c,r,BpAq � true

�
For parameters S, T P N, we overload notation and denote

Advai-cr
Sp,c,r,BpS, T q � max

A

!
Advai-cr

Sp,c,r,BpAq
)
,

where the maximum is over all pS, T q-AI adversaries.

The compression lemma. Our proof of the impossibility result for B � 2 uses the well-known technique

of finding an “impossible compression”. The main idea, formalized in the following proposition, is that it is

impossible to compress a random element in set X to a string shorter than log |X | bits long, even relative to

a random string.

Proposition 9.1.2 (E.g., [DTT10]). Let Encode be a randomized map from X to Y and let Decode be a

randomized map from Y to X such that

PrxÐ$ X rDecodepEncodepxqq � xs ¥ ε.

Then, log |Y| ¥ log |X | � logp1{εq.

9.2 Attacks

In this section, we first provide the generic attack for finding B-block collisions inspired by the analogous

attack for MD in [ACDW20]. We then provide our new AI-RPM attack for finding 1-block collision (Sec-

tion 9.2.2). Additionally, in Section 9.2.3, we prove the key lemma for our attack. The key lemma is a

preprocessing attack for inverting a function f which is a restricted random permutation. The attack is

closely related to that of Hellman [Hel80], but we provide rigorous analysis for our specific application for

completeness.

9.2.1 Generic Attack for B-Block Collisions

We give a pS, T q adversary A that has advantage OpSTB{2c � T 2{2c � T 2{2rq against Gai-cr
c,r,B . The main

idea for this attack is similar to the zero-walk attack for finding B-block collisions in the Merkle-Damg̊ard

construction introduced in [ACDW20] which was in turn inspired by an attack in [CDGS18].
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High level idea. In the preprocessing phase the adversary randomly samples t � S different IVs IV1, . . . , IVt

and for each of them computes σi,j for j P rB{2 � 1s as σi,j � Πp0, σi,j�1r2sq, where σi,0 � p0, IVq. The

sequence σi,0, . . . , σi,B{2�1 forms a “zero-walk” on IVi. It then finds mi,m
1
i such that Πpmi, σi,B{2�1r2sqr1s �

Πpm1
i, σi,B{2�1r2sqr1s for i � 1, . . . , t. It outputs

pσi,B{2�1r2s,mi,m
1
iqi�1,...,t .

In the online phase, the adversary gets a challenge IV as input. For i � 1, . . . , T {B, it computes IVi �
Πpi, IVqr2s. For each of the IVi’s, it does a zero-walk of length B�2. If on any of the walks it hits an IV that

the preprocessing phase output then it outputs a collision. The reason this attack achieves an advantage of

ΩpSTB{2cq is because in the preprocessing phase the adversary roughly hits ΩpSBq distinct IVs and in the

online phase if it hits any of these IV’s in the first half of its T {B (i.e., in roughly T {2 of the queries) walks

it finds a collision.

We formally state our result below.

Theorem 9.2.1. Let S, T,B, c, r P N such that SB ¤ 2c�1, T ¤ mintp2c�1, 2r�1qu, T ¥ 2B. There exists

an pS, T q adversary A � pA1,A2q such that

Advai-cr
Sp,c,r,BpAq ¥

Z
S

c� 2r

^ Z
B

2
� 1

^
T

2c�3
� pT �BqpT �B � 1q

2c�1
� 3pT �BqpT �B � 1q

2r�3
� S

ep2r�1q
.

Proof. The adversary is A � pA1,A2q defined in Figure 9.4.

We first note that the probability that the preprocessing phase aborts in any of the iterations is at most±2r�1
i�0 p2c�r � i2cq±2r�1
i�0 p2c�r � iq

.

This follows since the numerator indicates the number of ways to sample Πp�, IVq such that no two outputs

match in the first r bits, while the denominator is the total number of ways to sample Πp�, IVq. The above

product is upper bounded by±2r�1
i�0 p2c�r � i2cq±2r�1
i�0 2c�r�1

�
2r�1¹
i�0

p1� i21�rq ¤ e�21�r °2r�1
i�0 i � e�p2

r�1q .

Using the union bound it follows that the preprocessing phase will abort with probability at most

S{ep2r�1q.

We next calculate the probability that A2 succeeds in finding a collision. Let R be the event that the

adversary A2 returns due to the if statements in line 9 or line 14 and let Q be the event that it returns

due to the if statement in line 11. Clearly, adversary A2 succeeds with probability PrrRs � PrrQs. First we

compute PrrRs. Note that R happens if all the IVk,j ’s are not distinct or if all the IVk,j ’s are distinct but all
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Algorithm A1pΠq

1. tÐ tS{pc� 2rqu

2. B1 Ð tB{2u� 1

3. For i � 1, . . . , t

4. IVp,i,0 Ð$ t0, 1uc

5. For j � 0, . . . , B1:

6. IVp,i,j Ð Πp0, IVp,i,j�1qr2s

7. IVp,i Ð IVp,i,B{2�1

8. Compute pmi,m
1
iq such that Πpmi } IVp,iqr1s � Πpm1

i } IVp,iqr1s

9. If no such mi,m
1
i found, ABORT

10. Return tpIVp,i,mi,m
1
iqui�1,...,B{2�1

Algorithm A2pIV, σq

1. tÐ tS{pc� 2rqu

2. B1 Ð tB{2u� 1

3. T 1 Ð tT {Bu

4. Parse σ as pIVp,i,mi,m
1
iq
t
i�1

5. If Di P rts : IVp,i � IV: return pmi,m
1
iq

6. For k � 1, . . . , T 1:

7. mk,0 } IVk,0 Ð Πpk, IVq

8. For j � 1, . . . , B � 1:

9. If IVk1,j1 � IVk,j�1 for some pk1, j1q � pk, j � 1q:

10. Return pk1 }mk1,0 }mk1,1 } . . . }mk1,j1 , k }mk,0 }mk,1 } . . . }mk,j�1q

11. If IVk,j�1 � IVp,i for some i P rts:

12. Return pk }mk,0 } . . . }mk,j�1 }mi, k }mk,0 } . . . }mk,j�1 }m
1
iq

13. mk,j } IVk,j Ð Πp0 } IVk,j�1q

14. If Dpk, k1, j, j1q : mk,j � mk1j1 :

15. Return pk }mk,0 } . . . }mk,j�1, k
1 }mk1,0 } . . . }mk1,j1�1q

Figure 9.4: Adversary A used in the proof of Theorem 9.2.1.
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the mk,j ’s are not distinct. The probability that all the IVk,j ’s are not distinct is at least

1�
T 1B̧

i�1

�
1� i

2c � i


¥ 1� e�

°T 1B
i�1

i
2c ¥ 1� e� pT�BqpT�B�1qq

2c�1 ¥ pT �BqpT �B � 1q
2c�1

The second inequality follows using 1 � x ¤ e�x and the third inequality follows using T 1B ¥ T � B, and

the last inequality follows using e�2x ¤ 1 � x for x ¤ 1{2 (this can be verified using elementary calculus).

It is also easy to see that the probability that all the IVk,j ’s are not distinct is at most T 2{2c�1 using an

union bound. Using T 2 ¤ 2c�1 we have that this probability is at most 1{4. Hence the probability that all

the IVk,j ’s are distinct is at least 3{4. Similarly we can show that the probability that all the mk,j ’s are not

distinct given all IVk,j ’s are distinct is at least pT�BqpT�B�1q
2r�1 . This would give us that

PrrRs ¥ pT �BqpT �B � 1q
2c�1

� 3pT �BqpT �B � 1q
2r�3

.

It is also easy to see that the probability that all the mk,j ’s are not distinct is at most T 2{2r�1 using an

union bound. Using T 2 ¤ 2r�1 we have that this probability is at most 1{4. Hence the PrrRs ¤ 1{2.

We next note that

PrrQs � PrrRs ¥ PrrQ| Rsp1� PrrRsq � PrrRs ¥ 1{2PrrQ| Rs � PrrRs .

Above we used PrrRs ¤ 1{2. Now we shall show a lower bound on PrrQ| Rs. First note that the event  R
implies that all the IVk,j ’s are distinct.

Define

A � tIVp,i,j : 1 ¤ i ¤ t, 0 ¤ j ¤ B1u .

Let Fk,j be the event that IVk,j P A and for all k1   k, 0   j1   B � 1, IVk1,j1 R A and for all j1   j,

xk,j1 R A. We have that

PrrFk,j | Rs � |A|
2c � ppk � 1qB � jq

pi�1qB�j¹
i�1

�
1� |A|

2c � i� 1



.

Using T ¤ 2c�1 we have that 2c � i� 1 ¥ 2c�1. Therefore

PrrFk,j | Rs ¥ |A|
2c

�
1� 2|A|

2c


pk�1qB�j

¥ |A|
2c

�
1� 2|A|ppk � 1qB � jq

2c



¥ |A|{2c�1 .

It is clear that Fk,j are disjoint, and given that R does not happen, Q happens if for any k P rT 1s, in the

first B �B1 iterations of the loop in j, xi,j P A. Therefore

PrrQ| Rs ¥
¸

kPrT 1s

¸
jPt0,...,B�1�B1u

PrrFk,j | Rs � pB � 1�B1qT 1p|A|{2c�1q

� prB{2sqtT {Bu|A|{2c�1 ¥ T |A|{2c�1 .
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The last inequality follows using T ¥ 2B.

Hence we have that the advantage of the adversary A is

Advai-cr
Sp,c,r,BpAq ¥

tpB1�1q¸
i�1

Prr|A| � isTi
2c�2

� pT �BqpT �B � 1q
2c�1

� 3pT �BqpT �B � 1q
2r�3

� S

ep2r�1q

� ErrsAsT
2c�2

� pT �BqpT �B � 1q
2c�1

� 3pT �BqpT �B � 1q
2r�3

� S

ep2r�1q
.

The second equality follows from the definition of expectation. We next need to show that ErrsAs ¥
1
2 t S
c�2r ut

B
2 � 1u to finish the proof.

Let Ei,j be the event that IVp,i,j is a new IV discovered while preprocessing. We compute a lower bound

on PrrEi,js as follows.

PrrEi,js ¥ PrrEi,0 X Ei,1 X . . .X Ei,js �
j¹

k�0

PrrEi,k|Ei,0 X . . .X Ei,k�1s

¥
j¹

k�0

2c�r � ppi� 1qpB1 � 1q � kq2r
2c�r � ppi� 1qpB1 � 1q � kq ¥

j¹
k�0

2c�r � 2c�r�1

2c�r
� 1{2 .

The second inequality uses SB ¤ 2c�1. Hence we have that

ErrsAs �
ţ

i�1

B1¸
j�0

PrrEi,js ¥ 1

2

Z
S

c� 2r

^ Z
B

2
� 1

^
.

This concludes the proof.

9.2.2 Preprocessing Attack for B � 1

We give a new AI-RPM attack for finding 1-block collisions in the Sponge construction. The key ingredient

in our attack is an pS, T q adversary for a function f finds two distinct pre-images of a random element of the

co-domain under f . We construct this adversary in Lemma 9.2.3 based on the adversary from Lemma 9.2.5

that finds a single pre-image of a random element of the co-domain under f .

Theorem 9.2.2. Let c, r P N. For any S, T P N such that S ¥ 24c, 2c ¥ 24S, and 2c ¥ pS{pT�2qq�243, there

exists an pS, T q attacker A � pA1,A2q that on input t0, 1uc outputs a valid 1-block collision with probability

ε, where

ε ¥
�

1

20 � 2882 � c2


�min

�
1,
S2pT � 2q2

22c�2
,

�
S2pT � 2q

22c�1


2{3
�
.

Proof. Let Π: t0, 1uc�r Ñ t0, 1uc�r be a random permutation. Define the function fΠ : t0, 1uc Ñ t0, 1uc
as fΠpxq � Π�1p0r }xqr2s. Note that fΠ is equivalent to the function that outputs the first c bits of the

permutation Π1px } 0rq, where Π1px } yq for x P t0, 1uc, y P t0, 1ur computes Π�1py }xq and shifts the first r
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bits of the output to the end of its output. Thus, we can invoke Lemma 9.2.3 for the function fΠ, which

implies an pS, T � 2q attacker B � pB1,B2q for finding two distinct pre-images of a random yÐ$ t0, 1uc. The

attacker A � pA1,A2q is defined as follows.

- A1pΠq:

1. Output σ Ð B1pfΠq.

- A2pIV, σq:

1. Compute px1, x2q Ð B1pIV, σq.
2. If fΠpx1q � fΠpx2q � IV and x1 � x2, compute m1 } IV � Π�1p0r }x1q and m2 } IV � Π�1p0r }x2q

and output pm1,m2q.
3. Otherwise, output K.

For correctness, we note that if A2 outputs a non-K value, then A2 succeeds in finding a 1-block collision.

Recall that SpΠpIV,m1q � Πpm1 } IVqr1s and SpΠpIV,m2q � Πpm2 } IVqr1s. By construction, fΠpx1q �
fΠpx2q � IV implies m1 } IV � Π�1p0r }x1q and m2 } IV � Π�1p0r }x2q for some m1,m2 P t0, 1ur. But this

in turn implies that Πpm1 } IVqr1s � Πpm2 } IVqr1s � 0r. Since Π is a permutation and x1 � x2, it must be

the case that m1 � m2, so pm1,m2q is a valid 1-block collision, as required.

Whenever B succeeds, A succeeds, so the success probability follows immediately from Lemma 9.2.3.

Lemma 9.2.3. Let n ¥ 1, a ¤ n� 3 and Π be a random permutation over t0, 1un. Let f : t0, 1ua Ñ t0, 1ua
such that fpxq consists of the first a bits output by Πpx } 0n�aq. For any S, T P N such that S ¥ 24a,

2a ¥ 24S, and 2a ¥ pS{T q � 243, there exists an pS, T q attacker A � pA1,A2q that on input yÐ$ t0, 1ua
outputs x1, x2 such that fpx1q � fpx2q � y and x1 � x2 with probability ε, where

ε ¥
�

1

20 � 2882 � a2



�min

�
1,
S2T 2

22a�2
,

�
S2T

22a�1


2{3
�
.

Proof. Let B � pB1,B2q be an pS{2, T {2q adversary from Lemma 9.2.5. In the offline phase, A1 on input the

function f runs B1pfq twice and gets σ1, σ2. A1 outputs σ � pσ1, σ2q. In the online phase, A2 on input σ and

y � fpxq for xÐ$ t0, 1ua, computes x1 � B2py, σ1q and x2 � B2py, σ2q. If fpx1q � fpx2q � y and x1 � x2,

A2 outputs px1, x2q and otherwise outputs K. It directly follows that A uses space |σ| � |σ1| � |σ2| ¤ S and

makes at most 2 � pT {2q � T queries. So it remains to analyze the advantage of A.

We define the following events that are relevant to the analysis. Let Success1, Success2 be the events that

B1pf, σ1q and B1pf, σ2q output a valid pre-image, respectively. Let Inverse be the event that |f�1pyq| ¥ 2
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for the challenge yÐ$ t0, 1ua. Let Distinct be the event that the outputs x1 and x2 are distinct. Thus, the

probability of success is given by

ε � PrrSuccess1 ^ Success2 ^ Inverse^ Distincts.

Note that Success1 and Success2 are identical and independently distributed given a fixed value for y. Thus,

we can rewrite the success probability as

ε � PrrInverses � PrrSuccess1 | Inverses � PrrSuccess2 | Inverses
� PrrDistinct | Success1 ^ Success2 ^ Inverses.
� PrrInverses � PrrSuccess1 | Inverses2

� PrrDistinct | Success1 ^ Success2 ^ Inverses

We analyze each of these terms separately.

In Claim 9.2.4, we show that PrrInverses ¥ 1{10 as long as a ¤ n � 3. PrrSuccess1 | Inverses is given in

Lemma 9.2.5 using S1 � S{2 and T 1 � T {2. As |f�1pyq| ¥ 2 by assumption, it holds that

PrrSuccess1 | Inverses ¥
�

1

288 � a


�min

�
1,

ST

2a�1
,

�
S2T

22a�1


1{3
�
.

For the event Distinct, note that in the worst case |f�1pyq| � 2. In this case, it is equally as likely that

x1 � x2 compared to x1 � x2 since there are only two equally likely values for x1, x2. Thus,

PrrDistinct | Success1 ^ Success2 ^ Inverses � 1{2.

Combining the above, we conclude that the attackers probability of success is at least

ε ¥ 1

2
� 1

10
�
�

1

2882 � a2



�min

�
1,
S2T 2

22a�2
,

�
S2T

22a�1


2{3
�
,

as required.

Claim 9.2.4. Let n ¥ 1, a ¤ n � 3 and Π be a random permutation over t0, 1un. Let f : t0, 1ua Ñ t0, 1ua
such that fpxq consists of the first a bits output by Πpx } 0n�aq. Then, PrryÐ$ t0, 1ua : |f�1pyq| ¥ 2s ¥ 1{10.

Proof. We analyze this as a balls-into-bins problem. Specifically, we imagine each output y P t0, 1ua as

a bin, and for each x P t0, 1ua, we put a ball in the bin corresponding to fpxq. Let x1, . . . , x2a be an

arbitrary ordering of t0, 1ua that denotes the order we place the balls into the bins. Let Xi,b be a random

variable corresponding to the set of bins with i balls inside after placing b balls via this process. Since°2a

i�0 |Xi,2a | � 2a, to get a lower bound on
°2a

i�2 Errs|Xi,2a |s, it suffices to upper bound Errs|X0,2a |� |X1,2a |s.
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First, note that X0,0 � 2a. In general when adding the bth ball, X0,b either decreases if the ball hits

X0,b�1 or stays the same otherwise. This gives the following recursive expression for Errs|X0,b|s.

Errs|X0,b|s � Errs|X0,b�1|s � Prrfpxbq P X0,b�1s.

We claim that Prrfpxbq P X0,b�1s � |X0,b�1| � p2n�aq{p2n � pb � 1qq. This is because each y P X0,b�1 has

not been mapped to, so there are 2n�a values y }u that Πpxb } 0n�aq can take that cause fpxbq � y out of

2n � pb� 1q total values to choose from. We can thus rewrite the recursive expression as

Errs|X0,b|s � Errs|X0,b�1|s � Errs|X0,b�1|s �
�

2n�a

2n � pb� 1q



� Errs|X0,b�1|s �
�

1� 2n�a

2n � pb� 1q


.

Solving for this expression, we get

Errs|X0,b|s � Errs|X0,0|s �
b¹
i�1

�
1� 2n�a

2n � pi� 1q



¤ 2a �
�

1� 2n�a

2n


b
� 2a �

�
1� 1

2a


b
.

Thus, Errs|X0,2a |s ¤ 2a{e.
For X1,b, we first note that X1,0 � 0. Using our result for X0,b, we can again write a recursive expression

for Errs|X1,b|s. The key point is that X1,b�1 increases by one if fpxbq lands in X0,b�1 and decreases by one

if fpxbq lands in X1,b�1.

Errs|X1,b|s � Errs|X1,b�1|s � Prrfpxbq P X1,b�1s � Prrfpxbq P X0,b�1s.

We already have an expression for Prrfpxbq P X0,b�1s. For Prrfpxbq P X1,b�1s, we note that now each

y P X1,b�1 has been mapped to exactly once. So there are only 2n�a�1 possible y }u values that Πpxb } 0n�aq
can take to cause fpxbq � y. It follows that Prrfpxbq P X1,b�1s � |X1,b�1| � p2n�a � 1q{p2n�a � pb � 1qq, so

we can rewrite the recursive expression as

Errs|X1,b|s � Errs|X1,b�1|s � Errs|X1,b�1|s �
�

2n�a � 1

2n � pb� 1q


� Errs|X0,b�1|s �

�
2n�a

2n � pb� 1q



� Errs|X1,b�1|s �
�

1� 2n�a � 1

2n � pb� 1q


� 2a �

b�1¹
i�1

�
1� 2n�a

2n � pi� 1q


�
�

2n�a

2n � pb� 1q


.

We use the fact that p1 � 2n�a

2n�i q ¤ p1 � 2n�a�1
2n�i q and X1,0 � 0, we can solve for an upper bound on this
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recurrence as follows.

Errs|X1,b|s ¤ Errs|X1,0|s �
b¹
i�1

�
1� 2n�a � 1

2n � pi� 1q



�
�

b̧

i�1

2n

2n � pi� 1q

�
�
b¹
i�1

�
1� 2n�a � 1

2n � pi� 1q


.

�
�

b̧

i�1

2n

2n � pi� 1q

�
�
b¹
i�1

�
1� 2n�a � 1

2n � pi� 1q



¤ b � 2n
2n � 2a

�
�

1� 2n�a � 1

2n


b
¤ 8b

7
�
�

1� 7

8 � 2a

b

,

where the last inequality follows since a ¤ n� 3. Thus,

Errs|X1,2a |s ¤ 2a � p8{7q � e�7{8 ¤ 2a{2.

It follows that

2a¸
i�2

Errs|Xi,2a |s � 2a � Errs|X0,2a |s � Errs|X0,2a |s

¥ 2a � p1� 1{2� 1{eq
¥ 2a{10.

Define the set Si to be the set of functions f such that |ty : |f�1pyq| ¥ 2u| � i. Then

Prr|f�1pyq| ¥ 2s �
2a¸
i�2

Prrf P Sis � i
2a

� 1

2a
� Errs|ty : |f�1pyq| ¥ 2u|s

¥ 1

2a
� 2a

10
� 1

10
,

as required.

9.2.3 Time-Space Tradeoffs for Inverting a Restricted Permutation

In this section, we prove a time-space tradeoff for inverting a restricted permutation. Let n P N, a, b   n,

and let Π Ð Perm pnq be a randomly chosen permutation. Consider the function f : t0, 1ua Ñ t0, 1ub defined

such that fpxq outputs the first b bits of Πpx } 0n�aq. We show that there exists an pS, T q adversary A that

inverts f with advantage roughly Ωpminp1, ST {2minpa,bq, pS2T {22 minpa,bqq1{3qq. Additionally, we show that

on input y � fpxq for a random xÐ$ t0, 1ua, A outputs a uniformly random pre-image x1 P f�1pyq if it

succeeds.
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We note that our attack closely follows the approach of Hellman [Hel80] and its extension from Fiat and

Naor [FN99]. We provide the full details of the attack and analysis for completeness. We emphasize that

our analysis differs from Hellman’s analysis since our function f is not quite a random function. Still, we

do not need the full generality of the result of Fiat and Naor that works for arbitrary functions. We also

note that we show how to instantiate and analyze the “g” functions (see the proof for full details) used in

Hellman’s attack using only pairwise independence, whereas Fiat and Naor’s result for arbitrary functions

required k-wise independence for k � T .

Lemma 9.2.5. Let n ¥ 1, a, b ¤ n and Π be a random permutation over t0, 1un. Let f : t0, 1ua Ñ t0, 1ub
such that fpxq consists of the first b bits output by Πpx } 0n�aq. For any S, T P N such that S ¥ 24 maxpa, bq,
2minpa,bq ¥ 24S, and 2minpa,bq ¥ pS{T q � 243, there exists an pS, T q attacker A � pA1,A2q that succeeds in

inverting f on input y � fpxq for xÐ$ t0, 1ua with probability ε, where

ε ¥
�

1

288 � b


�min

�
1,

ST

2minpa,bq
,

�
S2T

22 minpa,bq


1{3
�
.

Additionally, the following hold:

- If the attacker A � pA1,A2q succeeds at inverting y � fpxq, it outputs a uniform pre-image x1 P f�1pyq
over the randomness of A1 and A2.

- For any fixed x P t0, 1ua and y � fpxq, the attack succeeds with probability at least

ε ¥
�

1

288 � b


�min

�
1,
ST � |f�1pyq|

2a
,

�
S2T |f�1pyq|2

22a


1{3
�
.

Proof. We start by describing a “Hellman table,” which is the main building block in our attack. It is

helpful to think of a Hellman table as the preprocessing phase of an pS, T q adversary B � pB1,B2q for a

restricted range of S and T . Our full adversary A � pA1,A2q uses many Hellman tables to boost its success

probability for any range of S and T .

Hellman tables. For any m, ` P N, a Hellman table consists of m chains each of length ` and makes use of

a common function g : t0, 1ub Ñ t0, 1ua that we provide as input to B1 and B2. We will specify the function

g to be used in our full construction. Let h : t0, 1ub Ñ t0, 1ub be the function such that hpyq � fpgpyqq.
Denote by hpjqpyq the jth iteration of h on input y, so hpjqpyq � hphp. . . hpyq . . .qq consisting of j invocations

of h. For the ith of m chains, we sample a random yi,0 Ð$ t0, 1ub, and compute the remaining ` entries

yi,j � hpjqpyi,0q for all j P r`s. The preprocessing phase B1 outputs the starting point yi,0 and the final chain

entry yi,` for each chain, σ � tpyi,0, yi,`q : i P rmsu.
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The online attacker B2 receives as input σ, some y � fpxq for a random xÐ$ t0, 1ua, and the description

of a function g. B2 computes hpjqpyq for each j P r`s number of steps. If, for any j ¥ 1, hpjqpyq � yi,` for any

final chain entry stored in σ, B2 computes yi,k � hpkqpyi,0q for each k P r`s. If yi,k � y for some k P r`s, B2

outputs x1 � gpyi,k�1q, and outputs K if no such k is found.

To see the correctness guarantee, consider the set of points Table � tyi,j : i P rms, j P r`su. We claim that

if the challenge y received by B2 is in the set Table, then B2 outputs a valid pre-image x1 P f�1pyq. Suppose

y P S. Then, by definition of S, we know that y � hpjqpyi,0q for some i P rms, j P r`s. But that implies

that yi,` � hp`qpyi,0q � hp`�jqpyq, so B2 will compute yi,` during its online attack. At this point, B2 will then

compute yi,k � hpkqpyi,0q for each k P r`s and see that yi,j � y. It outputs x1 � gpyi,j�1q, and it holds that

fpx1q � y by construction, as required.

The full construction. Our full adversary A � pA1,A2q is as follows. For any space bound S and time

bound T , we compute the parameter γ P N as follows,

γ �
S

max

�
ST

2minpa,bq
,

�
ST 2

2minpa,bq


1{3
�W

.

In the pre-processing phase, we sample functions g1, . . . , gγ : t0, 1ub Ñ t0, 1ua from a pairwise independent

hash family where additionally gi and gj are independent for all i � j P rγs. This requires at most 6�maxpa, bq
bits to describe, using the construction of Claim 9.2.9. Using these functions, we construct γ Hellman tables

of m chains each of length ` where,

m �
Z
S � 6 maxpa, bq

2γb

^
, ` �

Z
T

6γ

^
� 1.

For each t P rγs, the function gt induces a new function htpxq � fpgtpxqq used to construct the chains for the

tth Hellman table. For all t P rγs, let σt Ð B1pf, gtq be the output of B1, which depends on the function gt as

well as the choice of starting points yt,1,0, . . . , yt,m,0 sampled by B1 for the tth table. A1 outputs tσt : t P rγsu
plus the descriptions of g1, . . . , gγ .

The online attacker A2 receives pre-processing σ � ptσt : t P rγsu, pg1, . . . , gγqq and the challenge y � fpxq
for a random xÐ$ t0, 1ua. For all t P rks, it computes a candidate pre-image x1 � B2pσt, y, gtq. If all such x1

are invalid, A2 outputs K. Otherwise A2 outputs the first x1 such that fpx1q � y.

By the correctness guarantee of B, it follows that if A2 outputs a non-K value, it is valid pre-image of y.

Let x1 � K be the pre-image output by A2, we claim that x1 is a uniformly random pre-image of y. Suppose

x1 was first output by B2pσt, y, gtq. Let P � f�1pyq. We want to show that for all x̃ P P , Prrx1 � x̃s � 1{|P |.
By construction, it holds that x1 � gtpyt,i,j�1q for some index j P r`s in chain i P rms. Thus, x1 is uniformly

distributed in t0, 1ua, so it is equally like to be equal to any x̃ P P , as required.
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Analyzing the attack’s efficiency. For space efficiency, we remark that |σt| � 2mb for each table t P rks.
Additionally, by Claim 9.2.9, the functions g1, . . . , gk requires 6 �maxpa, bq bits to store. So, the space usage

overall is

|σ| � 2mbγ � 6 �maxpa, bq ¤ S,

since m ¤ pS � 6 �maxpa, bqq{p2γbq by construction.

To analyze the time efficiency, consider the attacker Ã2 that does not stop at T queries. We will revisit

the analysis of A2 as opposed to Ã2 at the end of the proof after analyzing Ã2’s success probability. Let T̃

be the random variable describing the number of queries that Ã2 makes. Let �Success be the event that Ã2

finds a valid pre-image in this experiment. We analyze the expected number of queries T̃ conditioned on Ã2

finding a valid pre-image, ErrsT̃ | �Successs.
For each t P rγs, B2pσt, y, gtq always makes at least ` oracle calls to f in computing h

pkq
t pyq for all k P r`s.

For each i P rms and j P r`s such that h
pjq
t pyq � yt,i,`, B2 potentially makes ` more oracle calls to f . However,

each time that B2 starts to search for y in one of these chains, it is either because (a) y is actually in Table

or (b) B2 got unlucky and hit some yt,i,` value that was not preceded by y in the chain. Whenever case

(a) occurs, B2 can terminate early at a cost of at most ` extra queries to f . Case (b) is known as a “false

alarm” [Hel80] and causes B2 to make ` more queries to f . We show in Claim 9.2.7 that the probability a

single chain in any table results in a false alarm is at most p` � 1q2{p2minpa,bqq, so the expected number of

false alarms per table is at most mp` � 1q2{p2minpa,bqq. Thus, given that Ã2 succeeds, it will make at most

2`γ queries plus ` times the number of false alarms across all tables, so

ErrsT̃ | �Successs ¤ 2`γ � γm` � p`� 1q2
2minpa,bq

.

Since m ¤ pS{p2γbqq and ` � 1 ¤ T {p6γq, it follows that mp` � 1q2 ¤ pS{p2γbqq � pT 2{p36γ2qq ¤ N , by

construction. This implies that

ErrsT̃ | �Successs ¤ 3`γ ¤ T {2,

where the last inequality follows since ` ¤ T {p6γq.

Analyzing the attack’s success probability. Again, we first analyze the hypothetical attack Ã2 that

does not stop at T queries, and we will analyze A2’s success probability at the end of the proof. Recall that�Success is the probability that Ã2 outputs a pre-image x1 P f�1pyq.
For each table t P rks, let Tablet � tyt,i,j � h

pjq
t pyt,i,0q : i P rms, j P r`s, yt,i,0 P σtu be the set of points

that table t covers. For the full construction, we define Table � YtPrγsTablet. Since A2 succeeds whenever

some B2pσt, y, gtq succeeds, it follows that A2 succeeds if y P Tablet for any t P rγs. We first analyze the

success probability for y � fpxq for a random xÐ$ t0, 1ua, and then describe why it holds for any fixed x
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as well. Note that over a random permutation Π, y � fpxq for xÐ$ t0, 1ua is uniformly distributed over

the range of f . Therefore, it follows that Prr �Successs ¥ Errs|Table|s{2minpa,bq for a random xÐ$ t0, 1ua, so it

suffices to lower bound the expected size of |Table|. By Claim 9.2.8, it follows that

Prr �Successs � Errs|Table|s
2minpa,bq

¥ γm`

6 � 2minpa,bq
.

Now for any fixed x P t0, 1ua and y � fpxq, recall that each yt,i,j value added to Table from Claim 9.2.8 is

of the form fpgtpyt,i,j�1qq. So gtpyt,i,j�1q is a uniformly random value in t0, 1ua. Thus, the probability that

fpxq � yt,i,j is at least |f�1pyq|{2a, and the probability that fpxq P Table is at least Errs|Table|s � |f�1pyq|{2a.

Putting it all together. Let ε be the probability that A2 succeeds at inverting y � fpxq for xÐ$ t0, 1ua.

ε � PrrSuccesss � Prr �Success^ T 1   T s
� PrrT 1   T | �Successs � Prr �Successs

¥
�

1� ErrsT 1 | �Successs
T

�
� γm`

6 � 2minpa,bq

¥ γm`

12 � 2minpa,bq

¥ γ

12 � 2minpa,bq
� S � 6 maxpa, bq

2γb
�
�
T

6γ
� 1



¥ ST � 6γS � 6T maxpa, bq

144γb � 2minpa,bq

¥ ST

288γb � 2minpa,bq
,

where the last line holds if T ¥ 24γ and S ¥ 24 maxpa, bq. We note that T ¥ 24γ as long as

T ¥ 24 � rmaxpST {2minpa,bq, pST 2{2minpa,bqq1{3qs,

which holds as long as 2minpa,bq ¥ 24S and 2minpa,bq ¥ pS{T q � 243. We assume these hold in the statement

of our lemma. Note that for a fixed x P t0, 1ua and y � fpxq, the bound holds for ε ¥ ST �|f�1pyq|
288γb�2a .

Finally, we note that either γ � 1, or we set γ such that

γ ¥ rmaxpST {2minpa,bq, pST 2{2minpa,bqq1{3qs .

γ � 1 corresponds to the case where ST 2 ¤ 2minpa,bq. In this case, we get,

ε ¥
�

1

288 � b


�
�

ST

2minpa,bq
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Otherwise if γ ¡ 1, which corresponds to the case where ST 2 ¡ 2minpa,bq, we get the following bound,

ε ¥ min

�
ST

288 � pST {2minpa,bqq � b � 2minpa,bq
,

ST

288 � ppST 2{2minpa,bqq1{3q � b � 2minpa,bq



� 1

288 � b �min

�
1,

�
S2T

22 minpa,bq


1{3
�
.

However, note that if ST 2 ¡ 2minpa,bq, then�
S2T

22 minpa,bq


1{3

¡
�

ST

2minpa,bq



,

so the second bound dominates in this case. This implies that the probability of success is always at least

ε ¥
�

1

288 � b


�min

�
1,

ST

2minpa,bq
,

�
S2T

22 minpa,bq


1{3
�
,

as required.

Doing the same analysis for fixed x P t0, 1ua and y � fpxq, we get that the probability of success it as

least

ε ¥
�

1

288 � b


�min

�
1,
ST |f�1pyq|

2a
,

�
S2T |f�1pyq|2

22a


1{3
�
.

Claim 9.2.6. Let n ¥ 1, a, b ¤ n and Π be a random permutation over t0, 1un. Let f : t0, 1ua Ñ t0, 1ub
such that fpxq consists of the first b bits output by Πpx } 0n�aq. Then

Pr

��� x1, x2 Ð$ t0, 1ua,
Π Ð Perm pt0, 1unq

: fpx1q � fpx2q

��� ¤ 1

2a
� 1

2b
.

Proof. Let Π be a random permutation, x1, x2 Ð$ t0, 1ua, and y }u � Πpx1 } 0n�aq for y P t0, 1ub. First, if

x1 � x2, then clearly fpx1q � fpx2q. This happens with probability 1{2a. Otherwise, for any x2 P t0, 1ua
such that x1 � x2, we note that Πpx2 } 0n�aq can take any value other that y }u. There are p2n�b � 1q such

values of the form y }u1 for u1 � u, so the probability over a random Π that the first b bits of Πpx2 } 0n�aq � y

is 2n�b�1
2n�1 . This is at most 1{2b since

1

2b
� 2n�b � 1

2n � 1
� 2n � 1

2n � 2b
,

and p2n � 1q{p2n � 2bq ¥ 1 for b ¥ 1. Thus,

Prrfpx1q � fpx2qs ¤ Prrx1 � x2s � Prrfpx1q � fpx2q | x1 � x2s ¤ 1

2a
� 1

2b
,

as required.
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Claim 9.2.7. The probability that a chain results in a false alarm is at most p`�1q2

2minpa,bq .

Proof. Let t P rks be the table considered and i P rms the chain in the table. Let y � fpxq for a random

xÐ$ t0, 1ua be the challenge. Let ỹ0 � y and define ỹj � h
pjq
t pyq for all j P r`s be the steps computed in

the online phase. Recall that yt,i,0 Ð$ t0, 1ua is the initial point of the chain, and yt,i,j � h
pjq
t pyt,i,0q for each

j P r`s are the subsequent points.

A false alarm occurs if ỹj � yt,i,j1 for any j P r`s and j1 ¥ j. This happens if the initial chain points

are equal, ỹ0 � yt,i,0, since then the chains immediately collide and we cannot find a pre-image for y. Note

that if y � ỹ0 � yt,i,j1 for some j1 ¡ 0, then this is not a false alarm as this allows the attacker to invert.

Otherwise, there is a false alarm whenever ỹj � yt,i,j1 for any j1 ¥ j ¡ 0, given that the preceding values are

not equal. By a union bound, we upper bound this probability as

Prrỹ0 � yt,i,0s � PrrDj P r`s, j1 ¥ j, ỹj � yt,i,j1s
� Prrỹ0 � yt,i,0s �

¸
j1¥j¡0

Prrỹj � yt,i,j1 | @ĵ1 ¥ ĵ ¡ 0 s.t. ĵ1   j1 ^ ĵ   j, ỹĵ � yt,i,ĵ1s.

First, note that the probability that ỹ0 � yt,i,0 is at most 1{2b, since yt,i,0 is a uniformly random value in

t0, 1ub. Next, for any j1 ¥ j ¡ 0, yt,i,j1 � fpgtpyt,i,j1�1qq and ỹj � fpgtpỹj�1qq. Given that yt,i,j1�1 � ỹj�1,

it holds that gtpyt,i,j1�1q and gtpỹj�1q are uniform and independent by pairwise independence of gt. Thus,

they collide with probability at most 1{2a � 1{2b. It follows that each term in the sum above is at most

1{2a � 1{2b, so the probability that a chain results in a false alarm is at most

�
1� ` � p`� 1q

2



�
�

1

2a
� 1

2b



¤ p`� 1q2

2minpa,bq
.

Claim 9.2.8. Errs|Table|s ¥ γm`{6.

Proof. We consider the process of adding each element in each chain for each table one at a time. To

capture this, we define two sets, Progt,i,j and TableProgt,i,j . For each table t, chain i P rms with starting

point yt,i,0 P σt, and value j P r`s, recall that yt,i,j � h
pjq
t pgtpyt,i,0qq is the jth element in the chain. Let

Progt,i,j be the set containing all preceding yt1,i1,j1 values before yt,i,j is computed. We also define a similar

set per table, TableProgt,i,j , which is the set of yt1,i1,j1 values for fixed t1 � t before yt,i,j is computed. For

convenience, we define Progt,i,0 � Progt,i,1 and TableProgt,i,0 � TableProgt,i,1. Thus, it follows that the
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expected size of Table is the probability that each value yt,i,j is new and not contained in the set Progt,i,j , so

Errs|Table|s �
γ̧

t�1

m̧

i�1

`̧

j�1

Prryt,i,j R Progt,i,js

�
γ̧

t�1

m̧

i�1

`̧

j�1

Prryt,i,j R Progt,1,1 ^ yt,i,j R TableProgt,i,js

�
γ̧

t�1

m̧

i�1

`̧

j�1

Prryt,i,j R Progt,1,1s � Prryt,i,j R TableProgt,i,js,

where the last equality holds since the function gt is independent of each previous gt1 for t1   t. We analyze

each of these two terms in the summation separately.

First, we analyze Prryt,i,j R Progt,1,1s. Recall that yt,i,j � fpgtpyt,i,j�1qq and consider yt1,i1,j1 � fpgt1pyt1,i1,j1�1qq
for any t1   t, i1 P rms, j1 P r`s. Since the function gt and gt1 are universal and pairwise independent for

all t1   t, it holds that gtpyt,i,j�1q and gtpyt1,i1,j1�1q are independent and uniform on t0, 1ua. Thus, by

Claim 9.2.6,

Prryt,i,j � yt1,i1,j1s � Prrfpgtpyt,i,j�1qq � fpgt1pyt1,i1,j1�1qqs ¤ 1

2a
� 1

2b
.

Taking a union bound over all such t1, i1, j1, we have that

PrrDt1   t, i P rms, j P r`s, yt,i,j � yt1,i1,j1s � Prryt,i,j P Progt,1,1s ¤ pt� 1qm` �
�

1

2a
� 1

2b



.

Next, we analyze Prryt,i,j R TableProgt,i,js. Note that yt,i,j R TableProgt,i,j holds only if yt,i,j1 R
TableProgt,i,j1 for all 1 ¤ j1   j and yt,i,0 R TableProgt,i,1, since otherwise the chain has already collided with

a previous chain in the table. It follows that, for all t P rγs, i P rms,

Prryt,i,j R TableProgt,i,js
¥ Prr@0 ¤ j1 ¤ j, yt,i,j1 R TableProgt,i,j1s
� Prryt,i,0 R TableProgt,i,0s
� Prryt,i,1 R TableProgt,i,1 | yt,i,0 R TableProgt,i,0s � . . .
� Prryt,i,j R TableProgt,i,j | @0 ¤ j1   j, yt,i,j1 R TableProgt,i,j1s.

We analyze each individual term in the product above. Specifically, consider the term corresponding to

ĵ, Prryt,i,ĵ R TableProgt,i,ĵ | @j1   ĵ, yt,i,j1 R TableProgt,i,j1s. First, we consider the case where ĵ � 0. In

this case, yt,i,0 Ð$ t0, 1ub is a uniformly random value. So the probability is it in TableProgt,i,0 is at most

|TableProgt,i,0|{2b ¤ i`{2b. For ĵ ¡ 0, we are given that yt,i,ĵ�1 R TableProgt, i, ĵ � 1. Thus, by pairwise

independence of gt, we have that gtpyt,i,ĵ�1q and gtpyt,i1,j1q are uniform and independent for all earlier values

of i1, j1 in table t. Thus, Prryt,i,ĵ � yt,i1,j1s � Prrfpgtpyt,i,j�1qq � fpgt1pyt1,i1,j1�1qqs ¤ 1
2a � 1

2b
by Claim 9.2.6,
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and by a union bound

Prryt,i,j P TableProgt,i,j | @0 ¤ j1   j, yt,i,j1 R TableProgt,i,j1s ¤ i` �
�

1

2a
� 1

2b



.

Multiplying out all j � 1 terms in the product, we get that

Prryt,i,j R TableProgt,i,js ¥
�

1� i` �
�

1

2a
� 1

2b



j�1

.

Combining the previous two results, we get that

Errs|Table|s ¥
γ̧

t�1

m̧

i�1

`̧

j�1

�
1� pt� 1qm` �

�
1

2a
� 1

2b




�
�

1� i` �
�

1

2a
� 1

2b



j�1

¥
γ̧

t�1

�
1� 2pt� 1qm`

2minpa,bq



�
m̧

i�1

`̧

j�1

�
1� 2i`

2minpa,bq


j�1

¥
γ̧

t�1

�
1� 2pt� 1qm`

2minpa,bq



�
m̧

i�1

`̧

j�1

e�p2i`pj�1qq{p2minpa,bq�2i`q

¥ γm` �
�

1� pγ � 1qm`
2minpa,bq



� e�p4m`2q{p2minpa,bq�2m`q.

In the third inequality above, we use the fact that p1 � 1{nqn�1 ¡ 1{e for all n P N, so if we set n �
2i`{2minpa,bq, it follows that

�
1� 2i`

2minpa,bq

�p2minpa,bq�2i`q{p2i`q ¥ e�1.

For the above, we note that e�p4m`
2q{p2minpa,bq�2m`q ¥ 1{e by the following sequence of inequalities,

4m`2 � 2m` ¤ 6m`2 ¤ 6

�
S

2γb


�
T 2

36γ2



¤ ST 2

γ3
� 1

12b
¤ 2minpa,bq,

where the last inequality holds since γ ¥ ppST 2q{p2minpa,bqqq1{3. Next, we note that p1�pγ�1qm`{p2minpa,bqq ¥
1{2 since

2pγ � 1qm` ¤ 2γ

�
S

2γb


�
T

6γ



¤ ST

6γ
¤ 2minpa,bq,

where the last inequality holds since γ ¥ ST {2minpa,bq. Combining these two facts, it follows that

Errs|Table|s ¥ γm` � p1{2q � p1{eq ¥ γm`{6,

as required.

Claim 9.2.9 ([FN99]). Let a, b P N. For any q P N, there exists a family G of universal q-wise independent

functions from t0, 1ub to t0, 1ua such that:

1. k functions g1, . . . , gk from G can be sampled using 2pq � 1q �maxpa, bq bits, and

2. for each i � j P rks, gi and gj are independent.
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Proof. The construction is taken from [FN99]. Consider the finite field F of size 2maxpa,bq. The construction

samples 2pq� 1q random elements from F, α0, . . . , αq and β0, . . . , βq. Let g1i be the polynomial over F whose

jth coefficient is αj � i� βj , and then set gipxq � g1ipxq mod 2a. Pairwise independence follows since each gi

is a random degree-2 polynomial. Independence of gi, gj for i � j holds since the coefficients themselves are

uniform and independent between any two functions.

9.3 Impossibility Results

We next give impossibility results for attacks for 1-block and 2-block collisions for sponge hashing. This

consists of upper bounding the best possible advantage of any pS, T q adversary.

9.3.1 Advantage Upper Bound for B=1

We prove an upper bound for the advantage of an adversary in finding a 1-block collision for the sponge

construction. We use the result of [CDG18] which relates the advantage upper bound of an adversary in the

AI-RPM to that in BF-RPM (bit-fixing RPM). We also argue why the bit-fixing technique cannot be used

to prove a better advantage upper bound for B � 2 than the upper bounded for collisions of unbounded

length.

In the BF model, the first stage of a two stage adversary fixes P points of the permutation Π. The

permutation Π is then sampled uniformly at random from the set of permutations with the restriction of the

points fixed by the first stage adversary. The second stage adversary can make T queries to Π,Π�1 and has

to accomplish some given task involving Π. In Fig. 9.5, we formally define the game Gbf-cr which captures

the the bounded length collision resistance in the BF-RPM.

For parameters c, r, B P N, the advantage of an adversary A against the bounded-length collision resis-

tance of sponge in the BF-RPM is

Advbf-cr
Sp,c,r,BpAq � Pr

�
Gai-cr
c,r,BpAq � true

�
.

For parameters P, T P N, we overload notation and denote

Advbf-cr
Sp,c,r,BpP, T q � max

A

!
Advbf-cr

Sp,c,r,BpAq
)
,

where the maximum is over all pP, T q-AI adversaries.

We restate the following proposition from [CDG18] that relates upper bounds Advai-cr
Sp,c,r,BpS, T q in terms

of Advbf-cr
Sp,c,r,BpP, T q.

Proposition 9.3.1. For any S, T, P,B P N and γ ¡ 0 such that P ¥ pS � log γ�1qT we have that

Advai-cr
Sp,c,r,BpS, T q ¤ Advbf-cr

Sp,c,r,BpP, T q � γ .
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Game Gbf-cr
c,r,BpA � pA1,A2qq

1. pI,Qq Ð A1 // |I| � |Q|

2. S ÐH

3. For j P r|I|s set ΠpIrjsq Ð Qrjs, S1 Ð S1 Y tQrjsu, S2 Ð S2 Y tIrjsu

4. For j P r2c�rszS2 sample Πrjs Ð$ r2c�rszS1, set S1 Ð S1 Y tΠrjsu

5. pα, α1q Ð$ AΠ,Π�1

2 pI,Q, IVq

6. Return true if:

7. α � α1 and |α|, |α1| are at most B blocks long, and SpΠpIV, αq � SpΠpIV, α
1q

Figure 9.5: The bounded-length collision resistance game of salted sponge based hash in the BF-RPM,

denoted Gbf-cr
c,r,B .

We prove the following theorem that upper bounds the advantage of finding 1-block collisions for sponge

in the AI-RPM.

Theorem 9.3.2. For all S, T, c, r P N

Advai-cr
Sp,c,r,1pS, T q ¤ 2pS � cqT � 1

2c
� T 2

2r
.

Proof. The proof of the theorem follows directly from from setting P � pS�cqT , γ � 2�c in Proposition 9.3.1

and the claim below.

Claim 9.3.3. For all P, T, c, r P N

Advbf-cr
Sp,c,r,1pP, T q ¤ P {2c � T 2{2r�1 .

Proof. If IV which is given as input to A2 is such that p�, IVq not among any of the P points, IV’s then the

probability that A2 finds a 1-block collision is bounded by the birthday bound i.e., T 2{2r�1. The probability

that p�, IVq is among the P fixed points is at most P {2c and hence the claim follows.

Bit-fixing upper bound for B � 2 is trivial. We note that we cannot prove an advantage upper

bound better than OpST 2{2cq for B � 2, since there is a pP, T q adversary that has advantage PT {2c in

finding 2-block collisions. This adversary chooses P {2 tuples pyi, xi, x1iq for i P rP {2s such that yi P t0, 1uc,
xi, x

1
i P t0, 1ur, xi � x1i. It sets the P points of Π such that Πpxi, yiqr1s � Πpx1i, yiqr1s for i P rP {2s.
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The second stage of the adversary on getting IV as input queries pm, IVq for T different m’s. With

probability roughly PT {2c it succeeds in finding m such that Πpm, IVq � p�, yiq for some yi chosen by the

first stage adversary. In this case it can output a 2 block collision of pm,Πpm, IVqr1s`xiq, pm,Πpm, IVqr1s`x1iq
with probability ΩpPT {2cq. This would translate to an upper bound no better than OpST 2{2cq.

9.3.2 Advantage Upper Bound for B � 2

In this section we prove an upper-bound the advantage of an adversary in finding a 2-block collision for the

sponge construction in the AI-RPM, according to the game Gai-cr
c,r,B described in Fig. 9.3. First, without loss of

generality, in what follows we assume that the adversary is deterministic. This is because we can transform

any probabilistic attacker into a deterministic one by hard-wiring the best randomness (see Adleman [Adl78]).

We reduce the task of bounding the advantage of an attacker in finding a 2-block collision in the sponge

construction, to a “multi-instance” game where the adversary does not have a preprocessing phase but rather

only has non-uniform auxiliary input, chosen before the random permutation Π. The latter game is easier

to analyze. This is in line with the work of Akshima et al. [ACDW20].

We define the following “multi-instance” game Gmi-cr
c,r,B,upσ,A2q, where the preprocessing part of the ad-

versary A1 is degenerate and outputs the fixed string σ. More precisely, the game has the following steps:

1. ΠÐ$ Permpt0, 1uc�rq

2. U Ð$

�
t0,1uc

u

�
3. Define A1 to be the algorithm that always outputs the string σ.

4. Return true if AI-CRΠ,IVpA � pA1,A2qq � true for every IV P U . Otherwise, return false.

For a string σ and an adversary A2, define

Advmi-cr
Sp,c,r,B,upσ,A2q � Pr

�
Gmi-cr
c,r,B,upσ,A2q

�
.

Lemma 9.3.4 (Reducing the problem to the multi-instance game). Fix c, r, B, S, T, u P N. Then,

Advai-cr
Sp,c,r,BpS, T q ¤ 6 �

�
max
σ,A2

!
Advmi-cr

Sp,c,r,B,upσ,A2q
)
 1

u

� 2S�u,

where the maximum is taken over all σ P t0, 1uS and T -query algorithms A2.

We next prove an upper bound on the advantage of any auxiliary-input adversary in finding a 2-block

collision for the sponge construction. The main theorem is stated next.
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Theorem 9.3.5. For any c, r, S, T P N and fixing Ŝ :� S � c, it holds that

Advai-cr
Sp,c,r,2pS, T q ¤

�
27e �max

#
T 2

2c�1
,
T 2

2r�1
,
ŜT

2c�3
,
ŜT

2r�1
,
Ŝ2T 4

22c�2

+�
� 1

2c
.

Theorem 9.3.5 follows as a direct corollary of Lemma 10.4.1 together with the following lemma, setting

u � S � c and observing that (1) the lemma holds trivially when T 2

2r�1 ¡ 1, (2) uT 3

2c�r�2 ¤ uT
2c�1 whenever

T 2

2r�1 ¤ 1, (3) the lemma holds trivially when uT 2

2c�1 ¡ 1, and (4) u2T 3

2c�r�2 ¤ uT
2c�1 whenever uT 2

2c�1 ¤ 1.

Lemma 9.3.6 (Hardness of the multi-instance game). Fix c, r, T , u P N and σ P t0, 1uS. Then, for any

A2 that makes at most T queries to its oracle, it holds that

Advmi-cr
Sp,c,r,2,upσ,A2q ¤

�
27 � e �max

"
T 2

2c�1
,
T 2

2r�1
,
uT

2c�3
,
uT 3

2c�r�2
,
u2T 3

2c�r�2
,
u2T 4

22c�2

*
u
.

The rest of this section is devoted to the proof of Lemma 9.3.6.

We are interested in bounding the advantage of the best strategy, i.e., a pair pσ,A2q where σ P t0, 1uS
is a fixed string and A2 is a T -query algorithm, of finding collisions of length 2 in a sponge with respect to

the game Gmi-cr
c,r,2,upσ,A2q. Recall that in this game A2 needs to find proper collisions for u randomly chosen

IVs, denoted U . The main idea in the proof is to use any such adversary pσ,A2q in order to represent the

permutation Π as well as the set of random IVs U with as few bits as possible. If the adversary is “too good

to be true” we will get an impossible representation, contradicting Proposition 11.1.1.

Setup. Denote

ζ� :� log

��
25 � 4e �max

"
T 2

2c�1
,
T 2

2r�1
,
uT

2c�3
,
uT 3

2c�r�2
,
u2T 3

2c�r�2
,
u2T 4

22c�2

*
u
�
�

2c

u



� p2c�rq!



.

Assume the existence of an adversary A � pσ,A2q, where σ P t0, 1uS is a string and A2 is a T -query

adversary, that contradict the inequality stated in the lemma. That is, there is ζ ¡ ζ� such that

Advmi-cr
Sp,c,r,2,upAq :� ζ ¡ ζ�. (9.3)

Define G to be the set of permutations-sets of IV pairs for which the attacker succeeds in winning the game

for every IV in the set relative to the permutation, That is,

G �
#
pU,Πq

����� U P �t0,1ucu

�
,

Π P Permpt0, 1uc�rq,@IV P U : AI-CRΠ,IVpAq � true

+
.

Recall that ζ is defined to be the advantage of A in the game Gmi-cr
c,r,2,upAq in which Π and U are chosen

uniformly, and then A needs to find a collision with respect to every one of the u IVs in U . Therefore,

|G| � ζ �
�

2c

u



� p2c�rq!.
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In what follows we define an encoding and a decoding procedure such that the encoding procedure gets

as input U,Π such that U P �
t0,1uc

u

�
and Π P Permpt0, 1uc�rq, and it outputs an L bit string, where L �

log
�
ζ� � �2c

u

� � p2c�rq!	. The decoding procedure takes as input the string L and outputs U�,Π�. It will hold

that U� � U and Π� � Π with probability ζ.2 Using Proposition 11.1.1, this would give us that

log ζ ¤ L� log

��
2c

u



� p2c�rq!



ùñ ζ ¤ ζ�

which is a contradiction to the assumption (see (9.3)).

Using A, we shall define procedures Encode,Decode such that for every pU,Πq P G, DecodepEncodepU,Πqq �
pU,Πq and the size of the output of EncodepU,Πq is at most L bits where

L � log

��
25 � 4e �max

"
T 2

2c�1
,
T 2

2r�1
,
uT

2c�3
,
uT 3

2c�r�2
,
u2T 3

2c�r�2
,
u2T 4

22c�2

*
u
�
�

2c

u



� p2c�rq!



.

Using Proposition 11.1.1, this would give us that

ε ¤
�

27 � e �max

"
T 2

2c�1
,
T 2

2r�1
,
uT

2c�3
,
uT 3

2c�r�2
,
u2T 3

2c�r�2
,
u2T 4

22c�2

*
u
.

This immediately gives the bound claimed in the statement of the lemma. The rest of the proof of the

lemma would define Encode,Decode, show an upper bound on the size of the output of Encode and that

DecodepEncodepU,Πqq � pU,Πq for all pU,Πq P G.

Notation and Definitions. Fix pU,Πq P G. Let U � tIV1, . . . , IVuu where the IVi’s are ordered lexico-

graphically. Let QrspIVq P pt0, 1ur�cqT be the list of queries that A2 makes to Π or Π�1 when executed with

input pσ, IVq. Namely, for IV P t0, 1uc,

QrspIVq �  
s P t0, 1uc�r | A2pσ, IVq queries Π or Π�1 on s

(
Note that QrspIVq is indeed a set as we can assume (without loss of generality) that A2 never repeats queries

in a single execution (since A2 can just remember all of its past queries).

Let AnspIVq P pt0, 1ur�cqT be the list of answers to the queries of that A2 to Π or Π�1 when executed

with input pσ, IVq. Namely, for IV P t0, 1uc,

AnspIVq �  
s P t0, 1uc�r | A2pσ, IVq queries Π or Π�1 on s

(
We say that IV1 P SIVspIVq if there is some sr2s P t0, 1ur such that sr2s } IV1 is an entry in QrspIVq or AnspIVq.
Namely, for IV, IV1 P t0, 1uc,

IV1 P SIVspIVq ðñ Dsr2s P t0, 1ur s.t. sr2s } IV1 P QrspIVq Y AnspIVq.

2Essentially, we will show that for all pU,Πq P |G|, if the encoding procedure produces output L, then the decoding procedure
on input L outputs U�,Π� such that U� � U and Π� � Π.
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We define the set of fresh IVs in U . An IV IVi for i P rus is called fresh if it was never an IV in either input

or output of any query performed by A2 while being executed on IVj for j ¤ i� 1 which are fresh. The first

IV IV1 is always fresh. An IV IVi for i ¥ 2 is fresh if for any fresh IVj for j ¤ i� 1, IVi R SIVspIVjq. Namely,

denoting the set of fresh IVs by Ufresh, we have the following inductive (on i P rus) definition:

IVi P Ufresh ðñ @j ¤ i� 1, IVj P Ufresh : IVi R SIVspIVjq.

Looking ahead, we define Ufresh like this because we run A2 on the IVs in Ufresh in lexicographical order, and

this definition ensures that each IV that A2 is executed on was not queried by it previously. Denote

F :� |Ufresh| and Ufresh � tIV1
1, . . . , IV

1
F u (ordered lexicographically).

Denote

@i P rF s : Qi :� QrspIV1
iq and Qfresh :� Q1 }Q2 } . . . }QF ,

where } is the concatenation operator. Let Qfreshrrs be the rth query in the list Qfresh. Note that r P rF �T s.
For every IV P UzUfresh, let tIV be the minimum value such that QfreshrtIVs is a query either with input or

output of the form p�, IVq. Let bIV � 0 if input of QfreshrtIVs was of the form p�, IVq and 1 otherwise. Define

the set of prediction queries as

P :� t2tIV � bIV | IV P UzUfreshu.

The encoding algorithm will output Ufresh,P, which suffices to recover the set U by running A2.

Structure of collisions. Since adversary A2 succeeds on all of the IVs in U , it holds that for every

j P rF s, the output of the adversary is pαj , α1jq such that αj � α1j , SpΠpIV1
j , αjq � SpΠpIV1

j , α
1
jq and both

αj � α1j . We can assume without loss of generality that the last blocks of αj and α1j are distinct (because

otherwise we can trim αj , α
1
j to obtain a shorter collision).

Definition 9.3.7 (Crucial queries). The queries to Π,Π�1 in Qj include a subset of queries that we call

the crucial queries. The subset consists of earliest appearing queries in Qj that are required to compute

SpΠpIV1
j , αjq and SpΠpIV1

j , α
1
jq. It follows that for 2-block collisions, this subset consists of at most four

queries.

We say that a query made by running while running on pσ, IV1
jq is new if either of the following hold.

- the query is Πpm, IVq with answer pm1, IV1q and neither Πpm, IVq or Π�1pm1, IV1q had been queried by

A2 while running on IV1
1, . . . , IV

1
j�1.
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- the query is Π�1pm, IVq with answer pm1, IV1q and neither Π�1pm, IVq or Πpm1, IV1q had been queried

by A2 while running on IV1
1, . . . , IV

1
j�1.

If a query is not new we classify it into one of 2 types: repeatedUsed, and repeatedUnused. A

repeatedUsed query is one such that it was a crucial query for IV1
i where i   j. A repeatedUnused

query is one such that it is not a new or a repeatedUsed query.

Our goal is to compress pU,Πq and we are going to achieve this by using our collision finding adversary

A2. The encoding procedure shall output the set Ufresh, the set P, the list Π̃ with some entries removed

and some additional lists and sets. We will be describing the details of these lists and sets below and which

entries we remove from Π̃. It is instructive to think about how decoding would work to understand the

intuition behind out encoding strategy. The decoding procedure will run A2 on the IVs in Ufresh and answer

its queries using the entries in Π̃ and the other lists and sets it gets as input. We need to encode enough

information in these lists and sets so that decoding procedure can correctly answer the queries whose answers

will be removed from Π̃. The IVs in UzUfresh will be recovered using P. Our main goal is to show that when

we remove entries of Π̃ and instead using additional lists and set, we are actually compressing. Our ways to

compress will depend on the crucial queries in each Qj for j P rF s.
We classify the IV1

jth for each j P rF s into the first of the following cases it satisfies, e.g., if the crucial

queries for IV1
j satisfies both cases 1 and 2, we categorize it into 1.

1. One of the crucial queries for IV1
j is a query such that the last c bits of the answer is IV1

j

2. All of the crucial queries to are new.

3. At least one of the crucial queries is repeatedUsed.

4. There is exactly one repeatedUnused crucial query.

5. There are exactly two repeatedUnused crucial queries.

Claim 9.3.8. We claim that each IV1
j will be categorized into one of the above cases.

Proof. To begin with, observe that given how we define fresh IV1
j , there will have to be a new crucial query

such that either it is a query to Π with input of the form p�, IV1
jq or it is a query to Π�1 with answer of the

form p�, IV1
jq, because we have assumed without loss of generality that A2 makes all the queries while running

on IV1
j required to find the collision. If there is a new crucial query to Π�1 with answer of the form p�, IV1

jq
then case 1 is satisfied. Also observe that there are at most two crucial queries that are not new since we are



291

looking at 2-block collisions because any query whose input or output is of the form p�, IV1
jq is new for all

IV1
j as they are fresh. So it follows if IV1

j is not categorized into 1, it will either have all new crucial queries

(case 2) or have at least one repeatedUsed query (case 3) or have one (case 4) or two repeatedUnused

(case 5) queries. This proves the claim.

Compression budget. Recall that we need to prove that the size of the output of the encoding procedure

is

L � log

��
25 � 4e �max

"
T 2

2c�1
,
T 2

2r�1
,
uT

2c�3
,
uT 3

2c�r�2
,
u2T 3

2c�r�2
,
u2T 4

22c�2

*
u
�
�

2c

u



� p2c�rq!



bits.

In other words, we need to show that the encoding procedure saves at least

u �mintmintpc� 1q, pr � 1qu � 2 log T, pc� 1q � log 4uT,

c� r � 2� log uT � 2 log T, c� r � 2� 2 log uT � log T, 2c� 2� 2 log T � 2 log uT u
� 5u� u log 4e (9.4)

bits overall.

We make the following claim.

Claim 9.3.9. To show that the compression indeed achieves the savings from (9.4), for every IV in Ufresh, it

suffices to save at least the following number of bits.

mintmintpc� 1q, pr � 1qu � 2 log T, pc� 1q � log 4FT,

c� r � 2� logFT � 2 log T, c� r � 2� log 2FT � log T, 2c� 2� 2 log T � 2 logFT u .

Proof. First we look at the amount of savings we get from Π̃.

Required savings in Π̃. As mentioned earlier, the output of the encoding algorithm will consist of

Ufresh,P, Π̃, and some additional sets and lists. The lists Ufresh and P will suffice to recover the set U . The

list Π̃ along with the additional sets and lists are used to recover Π.

First we compute the amount of bits we save for encoding U , then that would give us the amount of

bits we need to save for encoding Π. Denoting |Ufresh| � F and |U | � u, we can describe P using
�
FT
u�F

�
bits. Therefore, U , which is trivially described using log

�
2c

u

�
bits, can be encoded using log

��
2FT
u�F

��
2c

F

�	
bits.
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Therefore, the saving in bits in the description of U is at least

log

�
2c

u



� log

��
2FT

u� F

�

2c

F




¥ log

��� �
2c

u

�u�
2eFT
u�F

	u�F �
e2c

F

�F
��


� log

�
2cpu�F qpu� F qu�FFF
eu2u�F pFT qu�Fuu



� pu� F q log

�
2c�1

FT



� log

� pu� F qu�FFF
euuu



� pu� F q log

�
2c�1

FT



� log

�
eu

� u
F

	F �
u

u� F

u�F�

¥ pu� F q log

�
2c�1

uT



� u log 4e . (9.5)

where the first inequality uses the basic bounds for binomial coefficients pn{rqr ¤ �
n
r

� ¤ pen{rqr, and the

last inequality follows since x ¤ 2x for every x ¥ 0, and u ¥ F .

By subtracting (9.5) (how much we save in U) from (9.4) (how much we need to save in total), it suffices

to show that we save at least

u �mintmintpc� 1q, pr � 1qu � 2 log T, pc� 1q � log 4uT, c� r � 2� log uT � 2 log T,

c� r � 2� 2 log uT � log T, 2c� 2� 2 log T � 2 log uT u � 5u� pu� F q log

�
2c

uT



(9.6)

bits while encoding Π. Observe that

logp2c{uT q � c� log uT ¥ mintmintpc� 1q, pr � 1qu � 2 log T,

pc� 1q � log 4uT, c� r � 2� log uT � 2 log T, 2c� 2� 2 log T � 2 log uT u .

Using this observation and u ¥ F , we have that the expression in (9.6) is at least

F �mintmintpc� 1q, pr � 1qu � 2 log T, pc� 1q � log 4FT,

c� r � 2� logFT � 2 log T, c� r � 2� 2 logFT � log T, 2c� 2� 2 log T � 2 logFT u � 5u (9.7)

bits.

We will label each of the IVs in F with few bits that described its “type” (according to the cases described

above – case 1 will have 2 subcategories, case 2 will have 4 subcategories, case 3 will have 2 subcategories,

case 4 will have 13 subcategories and case 5 will have 8 subcategories), and for this 5 bits will suffice. This

will cost, in total, another 5u bits, and therefore for each IV in Ufresh it suffices to save the following number

of bits.

mintmintpc� 1q, pr � 1qu � 2 log T, pc� 1q � log 4FT,

c� r � 2� logFT � 2 log T, c� r � 2� 2 logFT � log T, 2c� 2� 2 log T � 2 logFT u .
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We make the following observation- the values of Π which are never queried by the adversary will be

stored at the end of Π̃ and these will be at least 2c�r�T �2c values (since on every IV there will be T queries

made). Since we have assumed r ¥ 2 and T ¤ 2r{2, it follows that at least 2c�r�1 values will be at the end

of Π̃- meaning for every value of Π we will remove from Π̃ to recover from m bits of other data structures,

we make a saving of c� r � 1�m bits.

For each of these cases we will devise strategies to compress the amount of specified amount of bits.

Before diving into the details, we give a brief glimpse of the complexity of this task in terms of handling a

large number of subcases for some of the cases. Cases 1 to 3 are fairly simple in this regard (they do not

lead to a large number of sub-cases). Handling cases 4 and 5 requires way more care since they give rise to

many subcases.

For instance in case 4 where there is one crucial query that is repeatedUnused, one of these possibilities

arise: namely a) there are only two crucial queries b) there are three crucial queries, or c) there are four

crucial queries. For the possibility b) we have three different scenarios depending on the structure formed

by the crucial queries – the collision could be caused by either the answer of the two new queries sharing

common bits with the input and answer of the repeatedUnused query, or the input of one new query

sharing bits with the input/answer of the repeatedUnused query and the output of the same new query

sharing bits with the answer/input of the repeatedUnused query or the answer of one new query sharing

common bits with the answer or input of the other new query.

Further depending on whether queries were made in the forward direction or the reverse direction, even

more possibilities come up. Similarly for case 5, there are numerous possibilities that arise. We need to give

a strategy covering all of these possibilities, making the compression argument extremely cumbersome by

design.

We now describe the details of how we handle each case. Assuming that the crucial queries for IV1
j satisfies

a particular case, we describe the encoding and decoding procedures, and the amount of savings. We provide

this locally verifiable view for ease of parsing- in Section 9.3.3, we also include the full descriptions of the

encoding and decoding procedures for the sake of completeness.

Handling case 1. Assume that the query for which the answer is of the form pm, IV1
jq is a query to Π�1

on pm1, IV1q. This query has to be new since IV1
j is fresh. Let the index of this query among all the queries

made by A2 when running on IV1
j be i. The encoding procedure stores pi,mq in a list and removes the entry

for Πpm, IV1
jq from Π̃.

In decoding, if the IV1
j is categorized as case 1, then it removes the front element pi,mq the list. It answers

the ith query made while running on IV1
j with pm, IV1

jq, and appropriately sets Πpm, IV1
jq to pm1, IV1q.

If the query for which the answer is of the form p�, IV1
jq is a query to Π, the encoding and decoding
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procedure will be similar with appropriate changes (e.g., what is removed from Π̃ etc).

In this case we save at least pc � r � 1q � r � log T � pc � 1q � log T bits, which is more than what we

need.

Handling case 2. If IV1
j gets categorized into this case then there will always be two new queries q1, q2

with q1 queried before q2 such that either the last c bits in the answer of q2 is the same as the last c bits in

the input or answer of q1 or the first r bits in the answer of q2 is the same as the first r bits in the input or

answer of q1 (giving rise to four sub-cases as claimed).

The encoding procedure stores in a list the tuple consisting of the indices of q1, q2, and the other c or r

bits. It removes the entry corresponding to q2 from Π̃.

In decoding, if the IV1
j is categorized as case 2, the front element of list is removed and the information

is sufficient to answer the new query whose entry was removed from Π̃.

In this case we save at least mintpc� 1q, pr � 1qu � 2 log T bits, which suffices.

Handling case 3. In this case it is easy to see that there is a new query to Π on pm1, IV1
jq such that the

last c bits of the answer is same as that of the last c bits of the answer or input of a repeatedUsed query q

(giving rise to two sub-cases as claimed). Let the index of the query Πpm1, IV1
jq among all the queries made

by A2 when running on IV1
j be i and its answer be pm, IVq. Let the repeatedUsed query q be a crucial

query for IV1
k such that k   j and let it be the nth crucial query (n   4).

The encoding procedure stores pi, k, n,mq in a list and removes the entry for Πpm1, IV1
jq from Π̃.

In decoding, if the IV1
j is categorized as case 3, then it removes the front element pi, k, n,mq the list. It

answers the ith query made while running on IV1
j with pm1, IV1

jq, where IV1
j is computed using pk, nq (and

the relevant sub-case categorization) and appropriately sets Πpm1, IV1
jq to pm, IVq.

In this case we save at least pc� r� 1q� log T � logF � log 4� r � pc� 1q� log 4FT bits, which suffices.

Handling case 4. First we observe that if IV1
j is categorized into this case, then there are five following

possibilities.

(a) There is a new crucial query q1 of the form p�, IV1
jq to Π with answer pm1, IV1q and there is only one

other crucial query q2 which is repeatedUnused such that either it is a query to Π with input of the

form p�, IV1q and answer of the form pm1, �q or it is a query to Π�1 with input of the form pm1, �q and

answer of the form p�, IV1q (i.e., two sub-sub-cases).

(b) There are two new crucial queries q1, q2 to Π with input p�, IV1
jq and a repeatedUnused crucial query

q3 such that if q3 is a query with input of the form p�, IV1q and output of the form pm1, �q then the answer

of q1 is of the form p�, IV1q and the answer to q2 is of the form pm1, �q.
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(c) There is a new crucial query q1 to Π with input of the form p�, IV1
jq and answer of the form p�, IV1q and

there is a second new crucial query q2 and a repeatedUnused crucial query q3 such that one of the

following happen.

i q2 is a query to Π on input of the form p�, IV1q and answer of the form pm1, �q and q3 is a query to

Π on input p�, IV1q and answer pm1, �q.
ii q2 is a query to Π on input of the form p�, IV1q and answer of the form pm1, �q and q3 is a query to

Π�1 on input pm1, �q and answer p�, IV1q.
iii q2 is a query to Π�1 on input of the form pm1, �q and answer of the form p�, IV1q and q3 is a query to

Π on input p�, IV1q and answer pm1, �q.
iv q2 is a query Π�1 on input of the form pm1, �q and answer of the form p�, IV1q and q3 is a query to

Π�1 on input pm1, �q and answer p�, IV1q.

(d) There are two new crucial queries q1, q2 such that q1 is made before q2 and the last c bits of the answer

of q2 is same as the last c bits of the input or answer of q1

(e) There are two new crucial queries q1, q2 to Π both with input of the form p�, IV1
jq and answer of

the form p�, IV1q, p�, IV2q respectively and there is a third new crucial query q3 made after q1, and a

repeatedUnused crucial query q4 such that one of the following happen.

i q3 is a query to Π on input of the form p�, IV1q and answer of the form pm1, �q and q4 is a query to

Π on input p�, IV2q and answer pm1, �q.
ii q3 is a query to Π on input of the form p�, IV1q and answer of the form pm1, �q and q4 is a query to

Π�1 on input pm1, �q and answer p�, IV2q.
iii q3 is a query to Π�1 on input of the form pm1, �q and answer of the form p�, IV1q and q4 is a query to

Π on input p�, IV2q and has answer pm1, �q.
iv q3 is a query to Π�1 on input pm1, �q and has answer p�, IV1q and q4 is a query to Π�1 on input pm1, �q

and has answer p�, IV2q.

First we argue why these possibilities are exhaustive for an IV1
j that has gotten categorized in case 4.

Since we are looking for 2-block collisions, there can be only one or two other crucial queries that do not

involve IV1
j- these will be repeatedUnused or new in this case. If there are only two crucial queries- one

new query and one repeatedUnused query then it will satisfy sub-case a. Otherwise if there are three

crucial queries: two new queries and one repeatedUnused query such that both new queries are to Π
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and of the form p�, IV1
jq, then it will satisfy sub-case b. It is easy to see that sub-case c covers the other

possibility of two new queries and one repeatedUnused query when there are three crucial queries because

for a 2-block collision, the new query which is not of the form p�, IV1
jq and the repeatedUnused query will

share either the the first c or last r bits in input or output (hence four sub-sub cases) and share the c bits of

either input or output with the new query of the form p�, IV1
jq. Similarly it is easy to see that if there are

four crucial queries- three new and one repeatedUnused then it is covered by sub-cases d, e.

For 4a, the encoding algorithm stores in a list the tuple consisting of the index of the new crucial query

among the queries made while running on IV1
j and the index of the first occurrence of the repeatedUnused

crucial query among all queries made by A2. The answer of the new crucial query is removed from Π̃.

During decoding the repeatedUnused and new queries can be correctly identified and from the input

and answer of the repeatedUnused query both m1, IV1 can be inferred and the new query can be answered

correctly.

It follows that savings for this sub-case is at least c� r � 2� logFT � log T bits.

For 4b, the encoding algorithm stores in a list the tuple consisting of the indices of q1, q2 among the

queries made while running on IV1
j and the index of the first occurrences of the queries q3 among all queries

made by A2 and the remaining c and r bits of the answers of q1, q2 respectively . It removes the answers of

q1, q2 from Π̃.

During decoding queries q1, q2, q3 can be identified correctly using the information from the encoding and

q1, q2 can be correctly answered using the answer of q3 and whatever is present in the encoding.

It follows that savings for this sub-case is at least c� r � 2� 2 log T � logFT bits.

For 4c, the encoding algorithm stores in a list the tuple consisting of the indices of q1, q2 among the

queries made while running on IV1
j and the index of the first occurrences of the queries q3 among all queries

made by A2 and the remaining c and r bits of the answers of q1, q2 (depending on the sub-sub case) . It

removes the answers of q1, q2 from Π̃.

During decoding queries q1, q2, q3 can be identified correctly using the information from the encoding and

q1, q2 can be correctly answered using the answer of q3 and whatever is present in the encoding.

It follows that savings for this sub-case is at least mint2c� 2, c� r � 2u � 2 log T � logFT bits.

For 4d, the encoding algorithm stores in a list the tuple consisting of the indices of q1, q2 among the

queries made while running on IV1
j and the remaining c or r bits of the answer of q2 (depending on the

sub-sub case). It removes the answer of q2 from Π̃.

During decoding queries q1, q2, can be identified correctly using the information from the encoding and

q2 can be correctly answered using the answer of q1 and whatever is present in the encoding.

It follows that savings for this sub-case is at least mintc� 1, r � 1u � 2 log T bits.
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For 4e, the encoding algorithm stores in a list the tuple consisting of the indices of q2, q3 among the

queries made while running on IV1
j and the indices of the first occurrence of the query q4 among all queries

made by A2 and the remaining c and r bits of the answers of q2, q3 (depending on the sub-sub case) . It

removes the answers of q2, q3 from Π̃.

During decoding queries q2, q3, q4 can be identified correctly using the information from the encoding and

q2, q3 can be correctly answered using the answer of q3 and whatever is present in the encoding.

It follows that savings for this sub-case is at least mint2c� 2, c� r � 2u � 2 log T � logFT bits.

To conclude, in this case we save at least the following number of bits which suffices.

mintmint2c� 2, c� r � 2u � logFT � 2 log T,mintc� 1, r � 1u � 2 log T u .

Handling case 5. First we observe that if IV1
j is categorized into this case, then one of the following must

happen.

(a) There is a new crucial query q1 of the form p�, IV1
jq to Π with answer pm1, IV1q and there are two other

crucial queries q2, q3 (q2 is made for the first time before q3 is made for the first time) both of which are

repeatedUnused such that one of the following happen.

i q2 is a query to Π on input p�, IV1q and with answer pm1, �q and q3 is a query to Π on input p�, IV1q
and with answer pm1, �q.

ii q2 is a query to Π on input p�, IV1q and with answer pm1, �q and q3 is a query to Π�1 on input pm1, �q
and with answer p�, IV1q.

iii q2 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q3 is a query to Π on input p�, IV1q
and with answer pm1, �q.

iv q2 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q3 is a query to Π�1 on input

pm1, �q and with answer p�, IV1q.

(b) There are two new crucial queries q1, q2 to Π both with input of the form p�, IV1
jq and answer of the

form p�, IV1q, p�, IV2q respectively and there are two crucial repeatedUnused queries q3, q4 (q3 is made

for the first time before q4 is made for the first time) such that one of the following happen.

i q3 is a query to Π on input p�, IV1q and with answer pm1, �q and q4 is a query to Π on input p�, IV2q
and with answer pm1, �q.

ii q3 is a query to Π on input p�, IV1q and with answer pm1, �q and q4 is a query to Π�1 on input pm1, �q
and with answer p�, IV2q.



298

iii q3 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q4 is a query to Π on input p�, IV2q
and with answer pm1, �q.

iv q3 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q4 is a query to Π�1 on input

pm1, �q and with answer p�, IV2q.

First we argue why these possibilities are exhaustive for an IV1
j that has gotten categorized in case 5. Since

we are focusing on two block collisions and we are not in the case 3, the queries other than new queries will

be repeatedUnused queries. Again from the definition of fresh IVs and since IV1
j did not get categorized

into 1, there must be one or two crucial new queries (sub-cases 5a, 5b) on p�, IV1
jq. Since we are looking

for 2-block collisions, there can be only two other crucial queries that do not involve IV1
j- these will be

repeatedUnused in this case. It is easy to see that these two repeatedUnused queries will satisfy one

of the four sub-sub-cases of 5a and 5b. Hence this categorization is exhaustive for this case.

For 5a, the encoding algorithm stores in a list the tuple consisting of the index of q1 among the queries

made while running on IV1
j and the indices of the first occurrences of the queries q2, q3 (assume wlog that q2

is queried earlier) among all queries made by A2, the message m1 and r or c bits of rest of the answer of q2

or q3 depending the on the sub-sub-case. The answer of q1 and q3 is removed from Π̃.

During decoding the queries q1, q2, q3 can be inferred from what is present in the encoding and hence the

answers of q1 and whichever of q2 or q3 was removed can be computed correctly.

It follows that savings for this sub-case is at least mint2c� 2, c� r � 2u � log T � 2 logFT bits.

For 5b, the encoding algorithm stores in a list the tuple consisting of the indices of q1, q2 among the

queries made while running on IV1
j and the indices of the first occurrences of the queries q3, q4 among all

queries made by A2, the messages m1,m2 and r or c bits of rest of the answer of q3 or q4 depending the on

the sub-sub-case.

During decoding the queries q1, q2, q3, q4 can be inferred from what is present in the encoding and hence

the answers of q1 and q2 can be computed correctly using things present in the encoding and answers of

q3, q4.

The decoding for this is similar to that for 5a.

It follows that savings for this sub-case is at least 2c� 2� 2 log T � 2 logFT bits.

In this case we save at least the following number of bits which suffices.

mintc� r � 2� log T � 2 logFT, 2c� 2� 2 log T � 2 logFT u .

9.3.3 Encoding and decoding procedure pseudocodes for Theorem 9.3.5

The encoding algorithm Encodepσ, U,Πq:
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- Parse U as tIV1, . . . , IVuu where IV1, . . . , IVu are in lexicographical order.

- Set j Ð 0.

- Initialize the set P to be empty, the lists Cases and Π̃ to be empty

- For i � 1, . . . , u, do:

– If IVi P SIVspaq for some a P Ufresh, let r P rjT s be the smallest index such that either Qfreshrrs or

its answer is of the form p�, IVjq. If Qfreshrrs � p�, IVjq then set b Ð 1 and 0. Add 2r � b to P,

and continue to next iteration.

– Otherwise, increment j, set IV1
j Ð IVi. Run A2 on pσ, IV1

jq, answering its queries to Π,Π�1. If

the query was one to Π with input pm, IVq, add Πpm, IVq to the list Π̃ if it was not already added

earlier. If the query was one to Π�1 with output pm, IVq, add Πpm, IVq to the list Π̃ if it was not

already added earlier. Classify the queries as new, repeatedUsed, repeatedUnusedas defined

above.

– Determine the crucial queries as specified in Definition 9.3.7. Determine which category IV1
j

belongs to among Cases 1 to 5 based on the crucial queries. According to the categorization do

the following.

∗ If IV1
j gets categorized into case 1

(a) If the query for which the answer is of the form pm1, IV1
jq is a query to Π�1 on pm2, IV1q,

then let index of this query among all the queries made by A2 when running on IV1
j be d.

Set Casesrjs Ð 1a, add pd,m1q to a list L1a and remove the entry for Πpm1, IV1
jq from Π̃.

(b) If the query for which the answer is of the form pm1, IV1
jq is a query to Π on pm2, IV1q,

then let index of this query among all the queries made by A2 when running on IV1
j be d.

Set Casesrjs Ð 1a, add pd,m1q to a list L1b and remove the entry for Πpm2, IV1q from Π̃.

Continue to next iteration

∗ Else if IV1
j gets categorized into case 2, define q1, q2 as specified above under heading “Handling

case 2”. Let the input of q1 be pm1, IV1q and its answer be pm2, IV2q. Let the indices of queries

q1, q2 among the queries made by A2 when running on IV1
j be d1, d2.

(a) If the answer of q2 is pm3, IV1q for some m3, set Casesrjs Ð 2a, add pd1, d2,m
3q to list

L2a, remove the entry in Π̃ corresponding to the answer of q2 (i.e. if q2 was a query to

Π on pm, IVq remove Πpm, IVq and if q2 was a query to Π�1 with answer pm, IVq remove

Πpm, IVq from Π̃).
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(b) If the answer of q2 is pm1, IV3q for some IV3, set Casesrjs Ð 2b, add pd1, d2, IV
3q to list

L2a, remove the entry in Π̃ corresponding to the answer of q2.

(c) If the answer of q2 is pm3, IV2q for some m3, set Casesrjs Ð 2c, add pd1, d2,m
3q to list

L2c, remove the entry in Π̃ corresponding to the answer of q2.

(d) If the answer of q2 is pm2, IV3q for some IV3, set Casesrjs Ð 2d, add pd1, d2,m
3q to list

L2d, remove the entry in Π̃ corresponding to the answer of q2.

Continue to the next iteration.

∗ Else if IV1
j gets categorized into case 3, define q as specified above under heading “Handling

case 3”. Let q be a crucial query for IV1
k and let it be the n-th crucial query (in query order)

among the crucial queries for IV1
k. Let the input of q be pm1, IV1q and its answer be pm2, IV2q.

Let the new crucial query for IV1
j the last c bits of whose answer is same as the last c bits

of the answer or input of q. Let the index of query q1 among the queries made by A2 when

running on IV1
j be d.

(a) If the answer of q1 is pm3, IV1q for some m3, set Casesrjs Ð 3a, add pd, k, n,m3q to list

L3a, remove the entry in Π̃ corresponding to the answer of q1.

(b) If the answer of q1 is pm3, IV2q for some m3, set Casesrjs Ð 3b, add pd, k, n,m3q to list

L3b, remove the entry in Π̃ corresponding to the answer of q1.

∗ Else if IV1
j gets categorized into case 4, determine which of the sub-cases IV1

j belongs to

according to the categorization specified above under heading “Handling case 4”.

(a) If IV1
j gets categorized into sub-case a, define q1, q2, pm1, IV1q as specified above for the

sub-case. Let d be the index of q1 among all the queries made by A2 when running on

IV1
j and let e be the smallest index of the query q2 in Qfresh.

i If q2 was a Π query with input of the form p�, IV1q and answer of the form pm1, �q, set

Casesrjs Ð 4a1, add pd, eq to the list L4a1, remove the entry in Π̃ corresponding to

the answer of q1.

ii If q2 was a Π�1 query with input of the form pm1, �q and answer of the form p�, IV1q,
set Casesrjs Ð 4a2, add pd, eq to the list L4a2, remove the entry in Π̃ corresponding

to the answer of q1.

(b) If IV1
j gets categorized into sub-case b, define q1, q2, q3,m

1, IV1 as specified above for the

sub-case. Let d1, d2 be the indices of q1, q2 among all the queries made by A2 when running

on IV1
j and let e be the smallest index of the query q3 in Qfresh. Suppose the answer of

q1 is pm2, IV1q and that of q2 is pm1, IV2q.Set Casesrjs Ð 4b, add pd1, d2, e,m
2, IV2q to the

list L4b, remove the entry in Π̃ corresponding to the answers of q1, q2.
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(c) If IV1
j gets categorized into sub-case c, define q1, q2, q3, IV

1 as specified above for the sub-

case. Let d1, d2 be the indices of q1, q2 among all the queries made by A2 when running

on IV1
j and let e be the smallest index of the query q3 in Qfresh. Let the answer of q1 be

pm3, IV1q.
i If q2 is a query to Π on input pm2, IV1q and with answer pm1, IV2q and q3 is a query to

Π on input p�, IV1q and answer pm1, �q, then set Casesrjs Ð 4c1, add pd1, d2, e,m
3, IV2q

to the list L4c1, remove the entry in Π̃ corresponding to the answers of q1, q2.

ii If q2 is a query to Π on input pm2, IV1q and with answer pm1, IV2q and q3 is a

query to Π�1 on input pm1, �q and answer p�, IV1q, then set Casesrjs Ð 4c2, add

pd1, d2, e,m
3, IV2q to the list L4c2, remove the entry in Π̃ corresponding to the an-

swers of q1, q2.

iii If q2 is a query to Π�1 on input pm1, IV2q and with answer pm2, IV1q and q3 is a query to

Π on input p�, IV1q and answer pm1, �q, then set Casesrjs Ð 4c3, add pd1, d2, e,m
3,m2q

to the list L4c3, remove the entry in Π̃ corresponding to the answers of q1, q2.

iv If q2 is a query to Π�1 on input pm1, IV2q and with answer pm2, IV1q and q3 is a

query to Π�1 on input pm1, �q and answer p�, IV1q, then set Casesrjs Ð 4c4, add

pd1, d2, e,m
3,m2q to the list L4c4, remove the entry in Π̃ corresponding to the answers

of q1, q2.

(d) If IV1
j gets categorized into sub-case d, define q1, q2 as specified above for the sub-case.

Let d1, d2 be the indices of q1, q2 among all the queries made by A2 when running on IV1
j .

i If the answer of q2 is pm1, IV1q and the input of q1 is of the form p�, IV1q, set Casesrjs Ð
4d1, add pd1, d2,m

1q to list L4d1, remove the entry in Π̃ corresponding to the answer

of q2.

ii If the answer of q2 is pm1, IV1q and the answer of q1 is of the form p�, IV1q, set Casesrjs Ð
4d2, add pd1, d2,m

1q to list L4d2, remove the entry in Π̃ corresponding to the answer

of q2.

(e) If IV1
j gets categorized into sub-case e, define q1, q2, q3, q4 as specified above for the sub-

case. Let d1, d2 be the indices of q2, q3 among all the queries made by A2 when running

on IV1
j . Let e be the smallest index of the query q4 in Qfresh. Suppose the answer of q2 is

pm2, IV2q.
i If q3 is a query to Π on input of the form p�, IV1q and with answer pm1, IV3q and q4

is a query to Π on input p�, IV2q and answer pm1, �q, then set Casesrjs Ð 4e1, add

pd1, d2, e,m
2, IV3q to the list L4e1, remove the entry in Π̃ corresponding to the answers
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of q2, q3.

ii If q3 is a query to Π on input of the form p�, IV1q and with answer pm1, IV3q and

q4 is a query to Π�1 on input pm1, �q and answer p�, IV2q, then set Casesrjs Ð 4e2,

add pd1, d2, e,m
2, IV3q to the list L4e2, remove the entry in Π̃ corresponding to the

answers of q2, q3.

iii If q3 is a query to Π�1 on input of the form pm1, �q and with answer pm3, IV1q and

q4 is a query to Π on input p�, IV2q and answer pm1, �q, then set Casesrjs Ð 4e3, add

pd1, d2, e,m
2,m3q to the list L4e3, remove the entry in Π̃ corresponding to the answers

of q2, q3.

iv If q3 is a query to Π�1 on input of the form pm1, �q and with answer pm3, IV1q and

q4 is a query to Π�1 on input pm1, �q and answer p�, IV2q, then set Casesrjs Ð 4e4,

add pd1, d2, e,m
2,m3q to the list L4e4, remove the entry in Π̃ corresponding to the

answers of q2, q3.

∗ Else if IV1
j gets categorized into case 5, determine which of the sub-cases IV1

j belongs to

according to the categorization specified above under heading “Handling case 5”.

(a) If IV1
j gets categorized into sub-case a, define q1, q2, q3 as specified above for the sub-case.

Let d be the index of q1 among all the queries made by A2 when running on IV1
j . Let

e1, e2 be the smallest indices of q2, q3 in Qfresh. Let the answer of q1 be pm2, IV1q.
i If q2 is a query to Π on input p�, IV1q and with answer pm1, �q and q3 is a query

to Π on input p�, IV1q and with answer pm1, IV2q, then set Casesrjs Ð 5a1, add

pd, e1, e2,m
2, IV2q to the list L5a1, remove the entry in Π̃ corresponding to the an-

swers of q1, q3.

ii If q2 is a query to Π on input p�, IV1q and with answer pm1, �q and q3 is a query

to Π�1 on input pm1, �q and with answer pm3, IV1q, then set Casesrjs Ð 5a2, add

pd, e1, e2,m
2,m3q to the list L5a2, remove the entry in Π̃ corresponding to the answers

of q1, q3.

iii If q2 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q3 is a query

to Π on input p�, IV1q and with answer pm1, IV2q, then set Casesrjs Ð 5a3, add

pd, e1, e2,m
2, IV2q to the list L5a3, remove the entry in Π̃ corresponding to the an-

swers of q1, q3.

iv If q2 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q3 is a query

to Π�1 on input pm1, �q and with answer pm3, IV1q, then set Casesrjs Ð 5a4, add

pd, e1, e2,m
2,m3q to the list L5a4, remove the entry in Π̃ corresponding to the answers
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of q1, q3.

(b) If IV1
j gets categorized into sub-case b, define q1, q2, q3, q4 as specified above for the sub-

case. Let d1, d2 be the indices of q1, q2 among all the queries made by A2 when running on

IV1
j . Let e1, e2 be the smallest indices of q3, q4 in Qfresh. Let the answer of q1 be pm2, IV1q

and that of q2 be pm3, IV2q.
i If q3 is a query to Π on input p�, IV1q and with answer pm1, �q and q4 is a query to Π on

input p�, IV2q and with answer pm1, �q, then set Casesrjs Ð 5b1, add pd1, d2, e1, e2,m
2,m3q

to the list L5b1, remove the entry in Π̃ corresponding to the answers of q1, q2.

ii If q3 is a query to Π on input p�, IV1q and with answer pm1, �q and q4 is a query

to Π�1 on input pm1, �q and with answer p�, IV2q, then set Casesrjs Ð 5b2, add

pd1, d2, e1, e2,m
2,m3q to the list L5b2, remove the entry in Π̃ corresponding to the

answers of q1, q2.

iii If q3 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q4 is a query to Π

on input p�, IV2q and with answer pm1, �q, then set Casesrjs Ð 5b3, add pd1, d2, e1, e2,m
2,m3q

to the list L5b3, remove the entry in Π̃ corresponding to the answers of q1, q2.

iv If q3 is a query to Π�1 on input pm1, �q and with answer p�, IV1q and q4 is a query

to Π�1 on input pm1, �q and with answer p�, IV2q, then set Casesrjs Ð 5b4, add

pd1, d2, e1, e2,m
2,m3q to the list L5b4, remove the entry in Π̃ corresponding to the

answers of q1, q2.

– Add all the evaluations of Πpm, IVq to Π̃ in lexicographical order for all pm, IVq’s such that no Π

query was not made on them and no Π�1 query had pm, IVq as answer.

– Output F , U 1, P, L1a,L1b, L2a, L2b, L2c, L2d, L3a, L3b, L4a1, L4a2, L4b, L4c1, L4c2, L4c3, L4c4,

L4d1, L4d2, L4e1, L4e2, L4e3, L4e4, L5a1, L5a2, L5a3, L5a4, L5b1, L5b2, L5b3, L5b4, Π̃.

The decoding algorithm Decode:

1. Parse U 1 as tIV1
1, . . . , IV

1
F u where IV1

1, . . . , IV
1
F are in lexicographical order.

2. Set j Ð 0.

3. For j � 1, . . . , F do:

i Run A2 on pσ, IV1
jq, answering its queries to Π,Π�1.

ii Answer the ith query made by A2 on pm, IVq as follows.
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iii If 2 � ppj � 1q � T � iq P P then add IV to U .

iv If 2 � ppj � 1q � T � iq � 1 P P then add the IV of the answer to U before returning it.

v If p�, d, c, �, IV2q P L5a1 then let the answer of the query with index d in Qfresh be pm1, �q. Set

Πpm, IVq Ð pm1, IV2q, return pm1, IV2q
vi If p�, d, c, �,m3q P L5a2 then let the input of the query with index d in Qfresh be p�, IV1q. Set

Πpm3, IV1q Ð pm, IVq, return pm3, IV1q
vii If p�, d, c, �, IV2q P L5a3 then let the input of the query with index d in Qfresh be pm1, �q. Set

Πpm, IVq Ð pm1, IV2q, return pm1, IV2q
viii If p�, d, c, �,m3q P L5a4 then let the answer of the query with index d in Qfresh be p�, IV1q. Set

Πpm3, IV1q Ð pm, IVq, return pm3, IV1q
ix If Casesrjs � 1a and the tuple in front of list L1a is pi,m1q. Set Πpm1, IV1

jq Ð pm, IVq, and remove

the tuple from L1a. Return pm1, IV1
jq.

x Else if Casesrjs � 1b and the tuple in front of list L1b is pi,m1q. Set Πpm, IVq Ð pm1, IV1
jq, and

remove the tuple from L1b. Return pm1, IV1
jq.

xi Else if Casesrjs � 2a and the tuple in front of list L2a is pd, i,m3q, let the query with index d in Qi

have input pm1, IV1q and answer pm2, IV2q. Set Πpm, IVq Ð pm3, IV1q, and remove the tuple from

L2a. Return pm3, IV1q.
xii Else if Casesrjs � 2b and the tuple in front of list L2a is pd, i, IV3q, let the query with index d in Qi

have input pm1, IV1q and answer pm2, IV2q. Set Πpm, IVq Ð pm1, IV3q, and remove the tuple from

L2b. Return pm1, IV3q.
xiii Else if Casesrjs � 2c and the tuple in front of list L2a is pd, i,m3q, let the query with index d in Qi

have input pm1, IV1q and answer pm2, IV2q. Set Πpm, IVq Ð pm3, IV2q, and remove the tuple from

L2c. Return pm3, IV2q.
xiv Else if Casesrjs � 2d and the tuple in front of list L2a is pd, i, IV3q, let the query with index d in Qi

have input pm1, IV1q and answer pm2, IV2q. Set Πpm, IVq Ð pm2, IV3q, and remove the tuple from

L2d. Return pm2, IV3q.
xv Else if Casesrjs � 3a and the tuple in front of list L3a is pi, k, n,m3q, let the query with index e in

Qfresh have input p�, IV1q and answer p�, IV2q. Set Πpm, IVq Ð pm3, IV1q, and remove the tuple from

L3a. Return pm3, IV1q.
xvi Else if Casesrjs � 3b and the tuple in front of list L3b is pi, k, n,m3q, let the query with index e

in Qfresh have input p�, IV1q and answer p�, IV2q. Set Πpm, IVq Ð pm3, IV2q, and remove the tuple

from L3b. Return pm3, IV2q.
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xvii Else if Casesrjs � 4a1 and the tuple in front of list L4a1 is pi, eq, let the query with index e in

Qfresh have input p�, IV1q and answer pm1, �q. Set Πpm, IVq Ð pm1, IV1q, and remove the tuple from

L4a1. Return pm1, IV1q.
xviii Else if Casesrjs � 4a2 and the tuple in front of list L4a2 is pi, eq, let the query with index e in

Qfresh have answer p�, IV1q and input pm1, �q. Set Πpm, IVq Ð pm1, IV1q, and remove the tuple from

L4a2. Return pm1, IV1q.
xix Else if Casesrjs � 4b and the tuple in front of list L4b is pi, d2, e,m

2, IV2q, let the query with index

e in Qfresh have input p�, IV1q and answer pm1, �q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple

from L4b if d2   i. Return pm2, IV1q.
xx Else if Casesrjs � 4b and the tuple in front of list L4b is pd1, i, e,m

2, IV2q, let the query with index

e in Qfresh have input p�, IV1q and answer pm1, �q. Set Πpm, IVq Ð pm1, IV2q, and remove the tuple

from L4b if d1   i. Return pm1, IV2q.
xxi Else if Casesrjs � 4c1 and the tuple in front of list L4c1 is pi, d2, e,m

3, IV2q, let the query with

index e in Qfresh have input p�, IV1q and answer pm1, �q. Set Πpm, IVq Ð pm3, IV1q, and remove the

tuple from L4c1 if d2   i. Return pm3, IV1q.
xxii Else if Casesrjs � 4c1 and the tuple in front of list L4c1 is pd1, i, e,m

3, IV2q, let the query with

index e in Qfresh have input p�, IV1q and answer pm1, �q. Set Πpm, IVq Ð pm1, IV2q, and remove the

tuple from L4c1 if d1   i. Return pm1, IV2q.
xxiii Else if Casesrjs � 4c2 and the tuple in front of list L4c2 is pi, d2, e,m

3, IV2q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV1q. Set Πpm, IVq Ð pm3, IV1q, and remove the

tuple from L4c2 if d2   i. Return pm3, IV1q.
xxiv Else if Casesrjs � 4c2 and the tuple in front of list L4c2 is pd1, i, e,m

3, IV2q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV1q. Set Πpm, IVq Ð pm1, IV2q, and remove the

tuple from L4c2 if d1   i. Return pm1, IV2q.
xxv Else if Casesrjs � 4c3 and the tuple in front of list L4c1 is pi, d2, e,m

3,m2q, let the query with

index e in Qfresh have input p�, IV1q and answer pm1, �q. Set Πpm, IVq Ð pm3, IV1q, and remove the

tuple from L4c3 if d2   i. Return pm3, IV1q.
xxvi If Casesrjs � 4c3 and the tuple in front of list L4c3 is pd1, i, e,m

3,m2q, let the query with index

e in Qfresh have input p�, IV1q and answer pm1, �q. Set Πpm2, IV1q Ð pm, IVq, and remove the tuple

from L4c3 if d1   i. Return pm2, IV1q.
xxvii Else if Casesrjs � 4c4 and the tuple in front of list L4c4 is pi, d2, e,m

3,m2q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV1q. Set Πpm, IVq Ð pm3, IV1q, and remove the
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tuple from L4c4 if d2   i. Return pm3, IV1q.

xxviii Else if Casesrjs � 4c4 and the tuple in front of list L4c4 is pd1, i, e,m
3, IV2q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV1q. Set Πpm2, IV1q Ð pm, IVq, and remove the

tuple from L4c4 if d1   i. Return pm2, IV1q.

xxix Else if Casesrjs � 4d1 and the tuple in front of list L4d1 is pd1, i,m
1q, let the query with index

d1 in Qj have input p�, IV1q. If the query is a query to Π, set Πpm, IVq Ð pm1, IV1q else set

Πpm1, IV1q Ð pm, IVq, and remove the tuple from L4d1. Return pm1, IV1q.

xxx Else if Casesrjs � 4d2 and the tuple in front of list L4d2 is pd1, i,m
1q, let the query with index

d1 in Qj have answer p�, IV1q. If the query is a query to Π, set Πpm, IVq Ð pm1, IV1q else set

Πpm1, IV1q Ð pm, IVq, and remove the tuple from L4d2. Return pm1, IV1q.

xxxi Else if Casesrjs � 4e1 and the tuple in front of list L4e1 is pi, d2, e,m
2, IV3q, let the query with

index e in Qfresh have input p�, IV2q and answer pm1, �q. Set Πpm, IVq Ð pm2, IV2q, and remove the

tuple from L4e1 if d2   i. Return pm2, IV2q.

xxxii Else if Casesrjs � 4e1 and the tuple in front of list L4e1 is pd1, i, e,m
2, IV3q, let the query with

index e in Qfresh have input p�, IV2q and answer pm1, �q. Set Πpm, IVq Ð pm1, IV3q, and remove the

tuple from L4e1 if d2   i. Return pm1, IV3q.

xxxiii Else if Casesrjs � 4e2 and the tuple in front of list L4e2 is pi, d2, e,m
2, IV3q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV2q. Set Πpm, IVq Ð pm2, IV2q, and remove the

tuple from L4e2 if d2   i. Return pm2, IV2q.

xxxiv Else if Casesrjs � 4e2 and the tuple in front of list L4e2 is pd1, i, e,m
2, IV3q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV2q. Set Πpm, IVq Ð pm1, IV3q, and remove the

tuple from L4e2 if d2   i. Return pm1, IV3q.

xxxv Else if Casesrjs � 4e3 and the tuple in front of list L4e3 is pi, d2, e,m
2,m3q, let the query with

index e in Qfresh have input p�, IV2q and answer pm1, �q. Set Πpm, IVq Ð pm2, IV2q, and remove the

tuple from L4e3 if d2   i. Return pm2, IV2q.

xxxvi Else if Casesrjs � 4e3 and the tuple in front of list L4e3 is pd1, i, e,m
2,m3q, let the query with

index e in Qfresh have input p�, IV2q and answer pm1, �q. Set Πpm3, IV1q Ð pm, IVq, and remove the

tuple from L4e3 if d2   i. Return pm3, IV1q.

xxxvii Else if Casesrjs � 4e4 and the tuple in front of list L4e4 is pi, d2, e,m
2,m3q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV2q. Set Πpm, IVq Ð pm2, IV2q, and remove the

tuple from L4e4 if d2   i. Return pm2, IV2q.
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xxxviii Else if Casesrjs � 4e4 and the tuple in front of list L4e4 is pd1, i, e,m
2,m3q, let the query with

index e in Qfresh have input pm1, �q and answer p�, IV2q. Set Πpm3, IV1q Ð pm, IVq, and remove the

tuple from L4e4 if d2   i. Return pm3, IV2q.
xxxix Else if Casesrjs � 5a1 and the tuple in front of list L5a1 is pi, e1, e2,m

2, IV2q, let the query with

index e1 in Qfresh have input p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from L5a1.

Return pm2, IV1q.
xl Else if Casesrjs � 5a2 and the tuple in front of list L5a2 is pi, e1, e2,m

2,m3q, let the query with

index e1 in Qfresh have input p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from L5a2.

Return pm2, IV1q.
xli Else if Casesrjs � 5a3 and the tuple in front of list L5a3 is pi, e1, e2,m

2, IV2q, let the query with

index e1 in Qfresh have answer p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from L5a3.

Return pm2, IV1q.
xlii Else if Casesrjs � 5a4 and the tuple in front of list L5a4 is pi, e1, e2,m

2,m3q, let the query with

index e1 in Qfresh have answer p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from L5a4.

Return pm2, IV1q.
xliii Else if Casesrjs � 5b1 and the tuple in front of list L5b1 is pi, d2, e1, e2,m

2,m3, IV3q, let the query

with index e1 in Qfresh have input p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from

L5b1 if i ¡ d2. Return pm2, IV1q.
xliv Else if Casesrjs � 5b1 and the tuple in front of list L5b1 is pd1, i, e1, e2,m

2,m3, IV3q, let the query

with index e2 in Qfresh have input p�, IV2q. Set Πpm, IVq Ð pm3, IV2q, and remove the tuple from

L5b1if i ¡ d1. Return pm3, IV2q.
xlv Else if Casesrjs � 5b2 and the tuple in front of list L5b2 is pi, d2, e1, e2,m

2,m3,m4q, let the query

with index e1 in Qfresh have input p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from

L5b2 if i ¡ d2. Return pm2, IV1q.
xlvi Else if Casesrjs � 5b2 and the tuple in front of list L5b2 is pd1, i, e1, e2,m

2,m3,m4q, let the query

with index e2 in Qfresh have answer p�, IV2q. Set Πpm, IVq Ð pm3, IV2q, and remove the tuple from

L5b2 if i ¡ d1. Return pm3, IV2q.
xlvii Else if Casesrjs � 5b3 and the tuple in front of list L5b3 is pi, d2, e1, e2,m

2,m3, IV3q, let the query

with index e1 in Qfresh have answer p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from

L5b3 if i ¡ d2. Return pm2, IV1q.
xlviii Else if Casesrjs � 5b3 and the tuple in front of list L5b3 is pd1, i, e1, e2,m

2,m3, IV3q, let the query

with index e2 in Qfresh have input p�, IV2q. Set Πpm, IVq Ð pm3, IV2q, and remove the tuple from
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L5b3 if i ¡ d1. Return pm3, IV2q.
xlix Else if Casesrjs � 5b4 and the tuple in front of list L5b4 is pi, d2, e1, e2,m

2,m3,m4q, let the query

with index e1 in Qfresh have answer p�, IV1q. Set Πpm, IVq Ð pm2, IV1q, and remove the tuple from

L5b4 if i ¡ d2. Return pm2, IV1q.
l Else if Casesrjs � 5b4 and the tuple in front of list L5b4 is pi, d2, e1, e2,m

2,m3,m4q, let the query

with index e2 in Qfresh have answer p�, IV2q. Set Πpm, IVq Ð pm3, IV2q, and remove the tuple from

L5b4 if i ¡ d1. Return pm3, IV2q.

4. Populate the rest of Π by remaining elements in Π̃ in lexicographical order.

5. Output pU,Πq.
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Chapter 10

OPTIMAL SECURITY FOR KEYED HASH FUNCTIONS: AVOIDING
TIME-SPACE TRADEOFFS FOR FINDING COLLISIONS

In this chapter, we present several new constructions of keyed hash functions that are provably resistant

to any non-trivial time-space tradeoff attacks for finding collisions. Our constructions provide various trade-

offs between their efficiency and the range of parameters where they achieve optimal security for collision

resistance. This chapter is based on our work in [FGK23].

We start this chapter by giving a high level overview of our main techniques used for this result. Our

goal is to construction a variable-input length, keyed, hash function Hh : t0, 1uκ � t0, 1u� Ñ t0, 1un from an

idealized, fixed-input length hash function h : t0, 1ua Ñ t0, 1un.

Non-uniform security in the AI-ROM. We consider non-uniform pS, T q-attackers A � pA1,A2q in the

auxiliary-input random oracle model (AI-ROM) [Unr07] with the following structure. First, h is randomly

sampled from the space of all a-bit to n-bit functions. Then, in the preprocessing phase, A1 has unbounded

access to h and outputs an advice string σ such that |σ| ¤ S. The online phase A2 receives auxiliary input

σ and a random key k Ð t0, 1uκ as input, and then has to find two distinct messages msg,msg1 such that

Hhpk,msgq � Hhpk,msg1q while making at most T queries to h. Our goal is to give constructions Hh such

that no pS, T q-attacker as above can find a collision with better than OpS{2κ � T 2{2nq probability. This

is “optimal” in the sense that this matches a naive attack against a purely random H: the preprocessing

attacker stores collisions for ΩpSq keys, and the online attacker either gets “lucky” and receives one of those

keys as input or performs a standard birthday-style attack.

Merkle-Damg̊ard framework with a keyed inner hash. We consider a general framework based on

the Merkle-Damg̊ard (MD) transformation where we instantiate the inner hash function with a keyed one.

Let s P N be the desired message block size. Then, given a function g : t0, 1uκ�n�s Ñ t0, 1un, we can build a

function Hg where any attack on the collision resistance of Hg implies an attack on g. The idea behind Hg

is as follows. We first break our message up into blocks m1, . . . ,m` of size a� κ� n. We initialize the value

y0 � 0n, and for i � 1, 2, . . . , ` we compute yi � gpk}yi�1}miq. Finally, we output y`. It is known (e.g. see

Section 8.5 of [GB08]) that if you can find a collision in the MD construction Hg for a keyed g in the uniform
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setting, then this implies you can find a collision in g. Indeed, this reasoning extends to the non-uniform

setting with pS, T q-attackers in the AI-ROM. Hence, this shows that Hg is as secure as g. So, our new goal

is to construct such a g with “optimal security” given an idealized hash function h : t0, 1ua Ñ t0, 1un.

Our first observation is that if a ¥ κ� n� s, then we can simply use g � h. Furthermore, h has optimal

security OpS{2κ � T 2{2nq (first formalized by [DGK17] in the AI-ROM), so we are done! So our next goal

is to try to use an h from minimal assumptions. Namely, can we get a keyed hash function with arbitrary

length input from any h : t0, 1ua Ñ t0, 1un where a is much smaller, i.e. even a � n� 1? This will allow us

to focus on building as simple a primitive as possible which we can bootstrap to a full variable-input length

hash function with optimal security.

Next, we note that for any a ¡ maxpκ, nq, we can always do the standard Merkle-Damg̊ard transformation

using h to construct g, where k is not fed into every invocation of h. For standard MD, it makes sense to set

κ � n since we use the key k as the initialization vector. Recall, the MDh construction sets y0 � k, computes

yi � hpyi�1}miq for i � 1, . . . , `, and outputs y`. This approach has a major downside in that instantiating

MD without inserting k into each invocation of h suffers non-trivial time-space tradeoffs. In general, there is

an attack on the general MDh construction with advantage ΩpST 2{2nq. This is strictly worse than the optimal

bound of OpS{2n�T 2{2nq for any setting of parameters with S, T " 1. However, this attack finds very large—

roughly length T—collisions. In our setting, we only care about using MDh to get a function g with inputs

of size 2n� s. Thus, we leverage a recent line of work (see [CDGS18, ACDW20, CGLQ20, GK22, AGL22])

that shows that if you only use MDh on `-block messages, then the best known attack has advantage at most

OpST`{2n�T 2{2nq (and further this is provably tight for constant ` [ACDW20, GK22] and, when ST 2 ¤ 2n,

is provably tight for all ` [AGL22]).

So, if we instantiate g in our framework with a fixed-length MDh construction where we set κ and s to be

equal to the output length n, we get a construction for Hh where any pS, T q-attacker has advantage at most

OpST {2n � T 2{2nq (up to polypnq factors). This is only “optimal,” however, under the (strong) assumption

that S ¤ T .

Our main technical contribution is instantiating g in the framework above using a new keyed Merkle tree

approach, which does not require the assumption that S ¤ T .

Keyed Merkle Tree Analysis

For the rest of this technical overview, we focus on our analysis of the keyed Merkle tree construction.

Construction. We start by defining the 2-level construction. We want a keyed function g : t0, 1uκ �
t0, 1un�s Ñ t0, 1un from a hash function h : t0, 1ua Ñ t0, 1un where a ¥ 2n. To do so, we split the pn�sq-bit

input into two parts, call them mL,mR, of size at most a�κ (hence we require here that a�κ ¥ pn�sq{2, or
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a ¥ κ�n{2�s{2). We concatenate each part with the key k and compute yL Ð hpk}mLq and yR Ð hpk}mRq.
We then concatenate yL with yR and feed the resulting string into h to get the output z Ð hpyL}yRq (we

require here that a ¥ 2n). For technical purposes, we “domain separate” each call to h, so yL � h1pk}mLq,
yR � h2pk}mRq, and z � h3pyL}yRq.

Analysis. We want to bound the probability that any pS, T q-attacker can find a collision in this keyed

Merkle tree construction of g. To simplify the analysis here, we consider the case where κ and s are equal

to n. Hence, each call to h takes two n-bit inputs and has one n-bit output. We also assume from the start

that ST 2 ¤ 2n.

We start with the following observation. The probability that any pS, T q-attacker finds a collision at

the leaves, corresponding to the calls to h1, h2, is at most OpS{2n � T 2{2nq. Because these calls include

the key k, if such an event happened, we could reduce to finding a collision in h directly. So, the challenge

is to reason about the advantage of an pS, T q-attacker finding a collision at the second level of the Merkle

tree, which is only implicitly related to the key k in the Merkle tree construction. We have to somehow

characterize all possible ways that an pS, T q-attack can encode information about h in its advice string from

the preprocessing phase.

One of the first tools one often turns to in such analysis is to use the presampling technique from [Unr07,

CDGS18]. We note that if we were to use the presampling technique, we would obtain a term of the form

ST {2n in out bound, which is optimally secure only in the range S ¤ T . Our main technical contribution

is getting an optimally secure protocol for the range S " T , which therefore requires techniques other than

presampling.

The AGL [AGL22] framework: reducing to multi-instance games. To make our lives significantly

easier, we use the multi-instance framework of [AGL22], previously used in somewhat different forms in [IK10,

ACDW20, CGLQ20, GK22]. At a very high level, this framework gives a way to reason about pS, T q-attackers

using an average-case advice string rather than a worst-case one. In more detail, they show how to bound

the advantage that any pS, T q-attacker A finds a collision in gh by the advantage of a (uniform) attacker B
in the following game. First, a random function h is sampled. Then, B has to win the following game for

all i � 1, . . . , S sequentially, where it is allowed to maintain arbitrary state (that it generates) between each

successive game. In each game i, the attacker B receives a random key ki, its state from the previous games,

and has to come up with a pair of messages msgi,msg1i such that ghpki,msgiq � ghpki,msg1iq using at most

T queries to h. [CGLQ20, AGL22] show that if the advantage of B is at most δS , then the advantage of

the pS, T q-attacker A is at most 2δ. The magic of this framework is that we can analyze the advantage of

B in each game i only given its state from the previous games, instead of having to reason about arbitrary
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advice strings as in the case of pS, T q-attackers. Namely, we can lazily sample h on any point that B has not

queried, in a way that is independent of B’s current state.

Note that it suffices to show that the advantage of B “in game i” is at most δ given it has won all previous

games. Let Wi be the event that B wins game i and W i be the event that B wins all games before i. This

follows since PrrW1 ^ . . .^WSs �±S
i�1 PrrWi|W is ¤ δS if PrrWi|W is ¤ δ for all i P rSs. Hence, our goal

is to show that PrrWi|W is ¤ OpS{2n � T 2{2nq, up to polypnq factors.

Knowledge gaining event: bounding “hitting” queries. Now, to even further simplify the analysis

of PrrWi|W is, we define a key “knowledge gaining event” (based on the techniques of [AGL22]) representing

the kind of information that B may have encoded into its state based on the queries it made to h before game

i has started. At a high level, this is an event that we show happens with very small probability (technically

at most 2�2i�n) for an average-case advice string for B at the start of game i. Then, assuming this event

does not occur, we can more easily characterize the strategies of B.

To define this event, we introduce some notation to characterize B’s queries. We refer to all pi � 1q � T
queries B makes before the start of game i as “offline” queries, and we refer to the T queries made in game i

as “online” queries. An offline query is said to be “hitting” if its output is equal to an output or either of the

two inputs to some prior query, i.e. it “hits” a previous query. We are now ready to state our key knowledge

gaining event.

- We say that Eihit holds if there are more than i � polypnq hitting queries among the pi � 1q � T offline

queries.

Briefly, we justify why Eihit holds with very small probability. The output for each query is uniformly

sampled, and there are at most 3 � pi � 1q � T values to hit across inputs/outputs in the previous pi � 1q � T
offline queries. So the probability each offline query is a hitting query is at most 3iT {2n, meaning we expect

at most 3i2T 2{2n hitting queries accounting for all pi� 1q � T offline queries. Furthermore, we show using a

Chernoff bound that there will not be more than i �polypnq �maxp1, iT 2{2nq � Opiq hitting queries (assuming

ST 2 ¤ 2n) with high probability (recall that we ignore polypnq terms).

A case analysis based on collision queries. Now, assuming there are at most i �polypnq hitting queries,

we are ready to show that PrrWi|W is ¤ OpS{2n � T 2{2nq. To do so, we look at the following “collision”

queries corresponding to the valid collision msgi � pmL,mRq �� msg1i � pm1
L,m

1
Rq that B outputs in game i

(we assume that B makes all of these queries at some point during or before game i).

- Q1, Q2, Q3 are the queries yL Ð h1pki}mLq, yR Ð h2pki}mRq, z Ð h3pyL}yRq, respectively.
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- Q1
1, Q

1
2, Q

1
3 are the queries y1L Ð h1pki}m1

Lq, y1R Ð h2pki}m1
Rq, z Ð h3py1L}y1Rq, respectively.

Recall that we assumed the collision occurs among Q3, Q
1
3 (not at the leaves), so it must be the case that

pyL, yRq �� py1L, y1Rq and queries Q3, Q
1
3 are distinct.

If all of these collision queries are online (were first made during game i), then clearly PrrWi|W is ¤
OpT 2{2nq. Specifically, as Q3 and Q1

3 are online (and distinct by assumption) and form a collision, this

follows by a birthday bound on at most T online—and hence lazily sampled—queries that B makes during

game i. The challenge comes when analyzing the cases where B may have made some of these queries before

game i, so it could have encoded information about these queries in its state. To do so, we consider the

following remaining cases, which cover all possible strategies that B may employ.

As we already considered when both Q3, Q
1
3 are online queries, it must be the case that one of Q3, Q

1
3

must be an offline query. Assume without loss of generality that Q3 is offline. Then either (A) both Q1, Q2

are online, (B) exactly one of Q1, Q2 are online, or Q1, Q2 are both offline. The latter case implies that

Q1, Q2, Q3 are all offline. Then either is the case that (C)Q1
3 is online, orQ1

3 is also offline. IfQ1
3 is also offline,

then either we reduce to case (A) or (B) above by symmetry, or it holds that (D) all Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3

are offline. So, it suffices to show in cases (A-D) that PrrWi|W is ¤ δ ¤ OpS{2n�T 2{2nq, at least assuming

ST 2 ¤ 2n. We proceed to give the main ideas behind each of these cases.

(A) Q3 is offline but Q1, Q2 are online.

There are at most pi � 1q � T options for the offline query Q3. Both online queries Q1 and Q2 have

to hit such a query, which happens with at most pi � 1q � T � pT {2nq2 � OpiT 3{22nq ¤ OpT {2nq when

ST 2 ¤ 2n since i ¤ S.

(B) Q1, Q3 are offline but Q2 is online (symmetrically for Q1 online and Q2 offline).

In this case, we claim we can “associate” the key ki in game i to the query Q3 since both Q1 and Q3 are

offline queries. If we can associate ki to at most k possible Q3 queries, then this implies the probability

the output of some online query hits an input of such an associated query is at most k �T {2n. But how

many Q3 queries can we associate to a key ki?

In the worst case, ki may be associated to pi � 1q � T many Q3 queries, but this implies a suboptimal

bound of OpiT 2{2nq. But this cannot be true for too many values of k simultaneously. In particular, if

a Q3 query is associated with more than k possible values of k, this means there are k hitting queries,

so each Q3 query can be associated with at most Opiq keys. This implies there are at most Opi2T q pairs

of associated k values with potential Q3 queries, meaning a random ki value will be associated with at
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most Opi2T {2nq potential Q3 values on average. Plugging this average-case bound into k above, this

implies a bound of Opi2T 2{22nq ¤ OpS{2nq assuming ST 2 ¤ 2n given i ¤ S.

(C) Q1, Q2, Q3 are offline but Q1
3 is online.

In this case, Q1
3 is a distinct query from Q3 by assumption, but again we can “associate” Q3 with ki

as above. Then, since Q1
3 must share an output with Q3, the same argument as above gives a bound

of OpS{2nq in this case.

(D) All collision queries Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3 are offline.

In this case, we show that every full collision structure with respect to some k among the offline queries

leads to a hitting query. Furthermore, two collision structures cannot share the same hitting query.

So if there are at most Opiq hitting queries, the probability Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3 are all offline for a

random ki is at most Opi{2nq ¤ OpS{2nq.

Thus, we showed that PrrWi|W is ¤ OpS{2n � T 2{2nq no matter when Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3 were

queried before or during game i. Further, recall the last case where there is a collision at one of the leaves

(corresponding to Q1, Q
1
1 or Q2, Q

1
2), which can happen with at most OpS{2n�T 2{2nq probability since such

a collision directly involves ki. Thus, in all possible cases, we have shown PrrWi|W is ¤ δ ¤ OpS{2n�T 2{2nq,
at least assuming ST 2 ¤ 2n. Finally, by the framework of [CGLQ20, AGL22], this implies the same bound

(up to a multiplicative factor of 2) on the advantage of finding a collision for any pS, T q-attacker.

Chapter Organization. In the rest of the chapter we provide the technical details of these results. In

Section 10.1, we cover the required preliminaries for this chapter. In Section 10.2, we lay out the general

framework for our main results, based on the Merkle-Damg̊ard transform using a keyed inner hash. In 10.3, we

present different approaches of instantiating the keyed inner hash using Merkle-Damg̊ard itself. Section 10.4

contains our main result where we instantiate the inner hash using a two-level Merkle tree. Finally in

Section 10.5, we lay out an alternative framework based on Merkle trees with a keyed inner hash.

10.1 Preliminaries

We let N � t1, 2, 3, . . .u denote the natural numbers. The set of all functions with domain D and range R

is denoted by FcspD,Rq. We let � denote a wildcard element. For example p�, zq P L is true if there is an

ordered pair in L where z is the second element (the type of the wildcard element shall be clear from the

context). For a random variable X we use E rXs to denote its expected value. We use xÐ$D to denote

sampling x uniformly sampling from the elements of D. All logarithms in this chapter are for base 2 unless

otherwise specified.



315

For a bit-string s, we use |s| to denote the number of bits in s. For two strings s1, s2, we use s1}s2 to

denote the concatenation of two strings. We use standard regular expression notation where s� denotes 0 or

more copies of s, s� denotes one or more copies of s, and sk denotes k copies of s. Similarly, for a set S,

we use S�, S�, and Sk to represent 0 or more, 1 or more, of k elements takes from a set S. In particular,

we use t0, 1u� to represent any arbitrary string of bits. We use the notation t0, 1u¤k to represent a string of

length at most k.

Chernoff bound. We state a Chernoff bound which we use in the technical part of the chapter.

Proposition 10.1.1. Let n P N. Let X1, X2, . . . , Xn be independent 0-1 random variables. Let X � °n
i�1Xi.

Let µ1 be such that E rXs ¤ µ1. Then we have that

Pr
�
X ¥ p1� δqµ1� ¤ e�δµ

1{3 .

Notice that this version is somewhat non-standard as it even works when we know only an upper bound

on the expectation (usually, in standard formulations of Chernoff bound, we need to know the expectation

exactly). We refer the interested reader to [FGK23] for proof of this.

Auxiliary-input Random Oracle Model (AI-ROM). The auxiliary-input random oracle model, intro-

duced by Unruh [Unr07], captures the power of non-uniform adversaries against random oracles. An attacker

A � pA1,A2q in this model is formalized as a two stage adversary. In its first stage, which is referred to

as the preprocessing phase, A1 has unbounded access to the random oracle h, and outputs any arbitrary

S-bit advice string or auxiliary input σ. In the second stage, referred to as the online phase, gets σ as input,

A2 can make at most T queries to its oracle h. Its aim is to accomplish some task involving h, e.g. find a

collision in a construction based on h. We refer to such an adversary A � pA1,A2q as an pS, T q-attacker.

Collision resistance of gh in AI-ROM. We next formalize the keyed-collision resistance of an iterated

hash function construction g relative to a hash function h : t0, 1ua Ñ t0, 1un in the AI-ROM. The construction

g has a parameter κ associated with it, where κ is the bit length of k used in g. It first samples a random

function h : t0, 1ua Ñ t0, 1un. The adversary A1 gets unbounded access to h, and it outputs an advice string

σ. At this time, A2 is given the auxiliary input σ, a randomly sampled k from t0, 1uκ, as well as oracle

access to h, and it needs to find msg � msg1 such that ghpk,msgq � ghpk,msg1q. This game, denoted Gai-cr
gh is

formally defined in Fig. 10.1.

Definition 10.1.2 (AI-CR Advantage). The advantage of an adversary A against the collision resistance

of gh in the AI-ROM is

Advai-cr
gh pAq � Pr

�
Gai-cr
gh pAq � true

�
.
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Game Gai-cr
gh pA � pA1,A2qq

1. hÐ$ Fcspt0, 1ua, t0, 1unq

2. σÐ$ A1phq

3. k Ð$ t0, 1uκ

4. pmsg,msg1q Ð$ Ah
2 pσ, kq

5. Return true if:

(a) msg � msg1, and

(b) ghpk,msgq � ghpk,msg1q

6. Else, return false

Figure 10.1: The collision resistance game Gai-cr
gh in AI-ROM for a function gh based on a random oracle

h : t0, 1ua Ñ t0, 1un. The construction gh has a parameter κ associated with it, where κ is the bit length of

k used in g.

For parameters S, T P N, we overload notation and denote

Advai-cr
gh pS, T q � max

A

!
Advai-cr

gh pAq
)
,

where the maximum is over all pS, T q-attackers.

Throughout the chapter, for any pS, T q-attacker A that outputs messages msg,msg1 that causes Gai-cr
gh pAq

to output true on a key k, we assume that A has fully queried ghpk,msgq and ghpk,msg1q. This is true without

loss of generality (up to constant factors in the advantage) as if there exists any pS, T q-attacker A that does

not, you can construct an pS, T � 2`q-attacker B that does, where gh requires at most ` invocations of h to

compute either ghpk,msgq or ghpk,msg1q. As ` ¤ T , the resulting attacker will have comparable advantage

up to constant factors in T . We note that this is a standard assumption in existing related works in the

AI-ROM.

On padding. The variable-input length hash functions we consider of this work all act on messages which

have been parsed into many fixed size blocks of some specified size s. We therefore need a padding function

that takes arbitrary length inputs and converts them to a sequence of fixed-size blocks. We need to ensure

that this padding function maintains certain properties like injectivity in order to guarantee that if an

adversary finds a collision on the padded versions of messages, then it implies a collision with respect to the
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underlying messages as well. For the purpose of this chapter, we define the following padding function, which

is a slightly simplified version of the padding function used by the SHA family of hash functions (see [GB08,

Section 8.5] for more discussion on MD-compliant padding functions). The function pad we use takes in a

message msg P t0, 1u�, an integer s P N representing the size of each block, and an integer n that stipulates

that |msg| ¤ 2n. The construction is formally defined as follows.

padpmsg, s, nq:

1. Let k � s� pp|msg| � nq mod s� 1q.

2. Interpret |msg| P r2ns as an n-bit string.

3. Output pm1, . . . ,m`q P pt0, 1usq` where m1} . . . }m` � msg}|msg|}1}0k.

We formalize the guarantees we use for this padding function in the following theorem.

Theorem 10.1.3 (Padding). Let s, n P N. The function padpmsg, s, nq on messages msg P t0, 1u2n satisfies

the following properties:

1. |padpmsg, s, nq| P pt0, 1usq` for ` � rp|msg| � n� 1q{ss.

2. There is a unique decoding procedure that outputs msg given padpmsg, s, nq, and outputs K on invalid

padded messages.

3. If padpmsg, s, nq � padpmsg1, s, nq, then msg � msg1.

4. If |msg|   |msg1|, then padpmsg, s, nq is not a suffix of padpmsg1, s, nq.

Proof. The length of a padded message follows by construction.

For the decoding process, note that to recover msg from padpmsg, s, nq, you simply need to remove the

trailing 0s and preceding 1. Parse the remaining final n bits as an integer |msg| and check that there are

exactly |msg| bits leftover. If such a recovery process fails, we output K and say that the padded message is

invalid (as it corresponds to no message msg).

To see injectivity, suppose two messages msg,msg1 are padded to the same value. This means they both

end in 1}0k for k � p|msg| �n� 1q mod s and |msg| � |msg1|. Thus, if both are valid padded messages, they

only consist of |msg| remaining bits, which are the same, implying that msg � msg1, as required.

Now suppose that |msg|   |msg1| but padpmsg, s, nq is a suffix of padpmsg1, s, nq. This implies that both

strings end in 1}0k for k � p|msg| � n � 1q mod s and |msg| � |msg1|. Thus, one of the encodings must be

invalid as we assumed |msg|   |msg1|.
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Construction KMDhpk,msgq:

1. pm1,m2, . . . ,m`q Ð padpmsg, s, nq where ` � rp|msg| � n� 1q{ss given by Theorem 10.1.3.

2. Initialize y0 � 0n, and compute yi Ð hpk, yi�1}miq for i � 1, . . . , `.

3. Output y`.

Figure 10.2: The keyed Merkle-Damg̊ard construction KMDh : t0, 1uκ�t0, 1u� Ñ t0, 1un given any underlying

function h : t0, 1uκ � t0, 1un�s Ñ t0, 1un, where κ is the key length, n is the output length, and s is the

message block size.

10.2 Merkle-Damg̊ard Framework with a Keyed Inner Hash

In this section, we lay out the general framework for our main results, based on the Merkle-Damg̊ard

transform using a keyed inner hash. We note that this framework has been explicitly considered in the

uniform setting in Section 8.5 of the lecture notes of Goldwasser and Bellare [GB08].1 We extend this

framework to the preprocessing setting, modeled by the AI-ROM of Unruh [Unr07], noting that the high

level ideas are similar.

For a key length κ, output length n, and message block size s, we assume an underlying primitive

h : t0, 1uκ�t0, 1un�s Ñ t0, 1un. In other words, viewing the primitive h as a function from t0, 1ua to t0, 1un,

this implies that a � κ� n� s.
Given such a primitive h, we define the following keyed Merkle-Damg̊ard hash function KMDh : t0, 1uκ�

t0, 1u� Ñ t0, 1un. On input key k P t0, 1uκ and message msg P t0, 1u� of length at most 2n, the function

KMDh first pads the message to split it into ` � rpb�n�1q{ss message blocks of size s as in Theorem 10.1.3.

It then essentially computes the Merkle-Damg̊ard hash function using the underlying hash function h, except

that the key k is inserted into every invocation of h. This is formalized in Figure 10.2.

Since the key k is included in every call to the underlying primitive h, it follows that any pS, T q-attacker

that finds a collision in KMDh with respect to a key k also finds a collision in h with respect to k. This is

formalized via a reduction, which gives the following theorem. Again, we note that the following theorem

very closely follows the reduction given in [GB08, Section 8.5], but we give the full details in the AI-ROM

for completeness.

Theorem 10.2.1. Let κ, n, s P N. Let h : t0, 1uκ�t0, 1un�s Ñ t0, 1un be any function, and let KMDh : t0, 1uκ�
1The existence of this variant of the Merkle-Damg̊ard transform has gone completely unnoticed in recent works studying

non-uniform security of this transformation [CDGS18, ACDW20, GK22, AGL22].
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t0, 1u� Ñ t0, 1un. Then, for every S, T P N, it holds that

Advai-cr
KMDhpS, T q ¤ Advai-cr

h pS, T q.

Proof. Let A � pA1,A2q be any pS, T q-attacker against the collision resistance of the construction KMDh.

Recall that we assume for simplicity that if A2 outputs a successful collision msgA �� msg1A such that

KMDhpk,msgAq � KMDhpk,msg1Aq, then A2 queried all the necessary values to fully compute each of these

functions. We construct an pS, T q-attacker B � pB1,B2q against the collision resistance of h as follows.

In the preprocessing phase, B1phq simply computes σ Ð A1phq and outputs σ where |σ| ¤ S. In

the online phase, Bh2 pσ, kq is given a random key k Ð t0, 1uκ that it needs to find a collision for. B2

computes pmsgA,msg1Aq Ð Ah
2 pσ, kq, where it uses its own query access to the function h to answer queries

that A2 makes to h. B2 sets pm1, . . . ,m`q Ð padpmsgA, s, nq and pm1
1, . . . ,m

1
`1q Ð padpmsg1A, s, nq, where

` � rp|msgA| � n � 1q{ss and `1 � rp|msg1A| � n � 1q{ss. It initializes y0 � y10 � 0n as in the construction

of KMDh. For i � 1, . . . , `, it looks for the queries yi Ð hpk, yi�1}miq, and for j � 1, . . . , `1, it looks for

the queries y1j Ð hpk, y1j�1}m1
jq made by A2 (which must exist if A2 succeeds in outputting a collision by

assumption). Let i�, j� be the minimal i, j ¡ 0 such that yi � y1j but yi�1}mi �� y1j�1}m1
j�1. If such an

i�, j� exists, B2 outputs pmsg,msg1q where msg � yi��1}mi� and msg1 � y1j��1}m1
j� . Otherwise, B2 aborts

and outputs K.

It remains to analyze the complexity and success probability of B. First, as B simply runs A in the

preprocessing and online phases, it follows that if A is an pS, T q-attacker, then so is B.

For the success probability, we claim that whenever A succeeds, then B also succeeds. To see this, first

observe that y` � y1`1 by assumption. If y`�1}m`�1 �� y1`1�1}m1
`1�1, that implies that such an i�, j� exist

leading to a valid collision, and we are done. Otherwise, we have that y`�1 � y1`1�1. Assume without loss of

generality that `1 ¥ ` and let `1 � ` � i for i ¥ 0. Peeling back message blocks one at a time, B will either

find a collision in h relative to k, or we will have two sequences of identical message blocks pm1, . . . ,m`q and

pm1
i�1, . . . ,m

1
i�`q. We proceed to show that if B does not find a collision, then A must have not actually

succeeded in finding a collision.

First, consider the case where `1 � ` so i � 0. By injectivity of pad of Theorem 10.1.3, this implies that

msgA � msg1A, so A in fact did not succeed at finding a valid collision. Next, consider the case where `1 ¡ `

so i ¡ 0. Theorem 10.1.3 guarantees that padpmsgA, s, nq is not a suffix of padpmsg1A, s, nq, so one of the

padded messages must be invalid.

Thus, whenever A succeeds, B will also succeed, so it follows that

Advai-cr
KMDhpS, T q ¤ Advai-cr

h pS, T q,

as required.
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Next, we recall that if h is a keyed function modeled as a random oracle (in the AI-ROM of Unruh [Unr07]),

Dodis, Guo, and Katz [DGK17] give the following bound on the success probability that any pS, T q-attacker

can find a collision in h with respect to a random key.

Theorem 10.2.2 ([DGK17]). Let h : t0, 1uκ � t0, 1ub Ñ t0, 1un be modeled as a random oracle in the

AI-ROM. Then, for any S, T P N,

Advai-cr
h pS, T q ¤ 2S � 2κ

2κ
� 50T 2

2n
.

Combining Theorems 10.2.1 and 10.2.2, we get the following result.

Theorem 10.2.3. Let a, κ, n P N be such that a ¡ κ� n. Let h : t0, 1ua Ñ t0, 1un be modeled as a random

oracle in the AI-ROM. Then, there is an Hh : t0, 1uκ � t0, 1u 2n Ñ t0, 1un such that:

1. For any S, T P N,

Advai-cr
Hh pS, T q ¤

2S � 2κ

2κ
� 50T 2

2n
.

2. One evaluation of Hh on messages of length b requires rpb�n�1q{ss queries to h, where s � a�κ�n.

Proof. As a ¡ κ� n, we define s � a� κ� n ¡ 0. Then, we view h as a function from t0, 1uκ � t0, 1un�s
to t0, 1un and use it in the construction KMDh of Figure 10.2 to get the hash function Hh required by the

theorem.

The bound on the advantage immediately follows as a corollary of Theorems 10.2.1 and 10.2.2. As for

efficiency, we note that padding a message msg P t0, 1ub via Theorem 10.1.3 results in a message consisting

of ` blocks each of length s, where ` � rpb�n� 1q{ss. Each block of the message requires a single invocation

of h, so evaluating KMDh on msg requires ` � rpb� n� 1q{ss queries to h as required.

10.3 Instantiating the Inner Hash: Standard MD

We next consider instantiating the Merkle-Damg̊ard framework of Section 10.2 whenever the underlying hash

function h : t0, 1ua Ñ t0, 1un has input length a such that n   a   κ � n � s, where κ is the key length, n

is the output length, and s is the desired message block size. Specifically, our goal is to use such a primitive

h : t0, 1ua � t0, 1un to build a larger (fixed-length) hash function gh : t0, 1uκ � t0, 1un�s that can be plugged

into the construction KMDgh .

The first approach we consider is by simply building g from h using the standard Merkle-Damg̊ard

construction where h is not keyed in every invocation. We emphasize that in the standard version of MD, a

random initialization vector/ key is still included in the first invocation of h. However, it is not included in

the subsequent invocations of h, allowing h to take in smaller inputs overall.
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Construction FMDhb pk,msgq:

1. Parse msg into ` blocks pm1,m2, . . . ,m`q each of size s where ` � rb{ss

and m` is padded with 0s if needed.

2. Initialize y0 � k, and compute yi Ð hpyi�1,miq for i � 1, . . . , `.

3. Output y`.

Figure 10.3: The standard Merkle-Damg̊ard construction with fixed input message length b FMDh
b : t0, 1un�

t0, 1ub Ñ t0, 1un given any underlying function h : t0, 1un�t0, 1us Ñ t0, 1un, where n is the key and output

length, and s is the message block size.

Given an underlying hash function h : t0, 1ua Ñ t0, 1un where a ¡ maxpκ, nq, we define the standard

Merkle-Damg̊ard hash function with fixed input message length b FMDh
b : t0, 1uκ � t0, 1ub Ñ t0, 1un as

follows. For sake of simplicity and due to the nature of the MD construction, we will assume that the key

length κ is equal to the output length n. Let s � a � n be the message block size we will include in each

invocation of the underlying h. On input a key k P t0, 1un and a message msg P t0, 1ub, the function FMDh
b

splits the message msg into ` � rb{ss message blocks of size s (adding 0s to the last block if needed). It

initializes y0 � k, and for i � 1, . . . , `, computes yi as the hash of yi�1 concatenated with mi using h. The

output of FMDh
b is then y`. This is formalized in Figure 10.3.

If we instantiate gh :� FMDh
b only on input messages of size at most b � n�s as required to instantiate it

inside KMDgh , then we only need to worry about `-block collisions for ` � rpn� sq{pa� nqs. Akshima, Guo,

and Liu [AGL22] currently show the best known upper bound on the advantage of finding general `-block

collisions in MDh, given by the following theorem.

Theorem 10.3.1 ([AGL22]). Let b, n, s P N such that b ¡ s, and set ` � rb{ss. Let h : t0, 1un � t0, 1us Ñ
t0, 1un be modeled as a random oracle in the AI-ROM. Then, for any S, T P N,

Advai-cr
FMDhb

pS, T q ¤

$''&''%
200n�pST�T 2q

2n if ` � 2, and

34n�ST`
2n �max

�
1, ST

2

2n

	
� 2�T 2

2n if ` ¡ 2.

We note that Ghoshal and Komargodski [GK22] give a bound of OpST {2n � T 2{2nq whenever ` is a

constant, which doesn’t require the assumption that ST 2 ¤ 2n. However, their bound does not extend to

super constant `.

Combined with Theorem 10.2.1, we get the following result.
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Theorem 10.3.2. Let a, n, s P N be such that a ¡ n. Let ` � rpn� sq{pa� nqs. Let h : t0, 1ua Ñ t0, 1un be

modeled as a random oracle in the AI-ROM. Then, there is an Hh : t0, 1uκ � t0, 1u 2n Ñ t0, 1un such that:

1. For any S, T P N,

Advai-cr
Hh pS, T q ¤

$''&''%
200n�pST�T 2q

2n if ` � 2, and

34n�ST`
2n �max

�
1, ST

2

2n

	
� 2�T 2

2n if ` ¡ 2.

2. One evaluation of Hh on messages of length b requires ` � rpb� n� 1q{ss queries to h.

Proof. As a ¡ n, we parse h : t0, 1un � t0, 1ua�n Ñ t0, 1un and use it to construct FMDh
n�s as defined in

Figure 10.3. We then use FMDh
n�s as the primitive underlying our MD-based hash function of Figure 10.2.

So, we set

Hh :� KMDFMDhn�s .

The bound on the advantage follows as a corollary to Theorems 10.2.1 and 10.3.1, where the message

length required for the FMDh
n�s construction is only n� s. Furthermore, this implies that FMDh

n�s requires

` � rpn � sq{pa � nqs invocations of h per invocation of FMDh
n�s, and KMDFMDhn�s requires rpb � n � 1q{ss

invocations of FMDh
n�s, giving the resulting efficiency bound.

We emphasize that because our reduction in Theorem 10.2.1 is generic, any improvement on the bound

of [AGL22, GK22] for finding an `-block collision in MD will immediately imply an improved bound in

Theorem 10.3.2.

We next state a corollary of Theorem 10.3.2 where we restrict to using ` � 2 invocations of h in the

underlying FMDh
n�s construction. For this setting, the bound of [AGL22] above is optimal (up to polypnq

factors), and we observe that the resulting bound matches our desired bound of OpS{2n � T 2{2nq whenever

S ¤ T .

Corollary 10.3.3. Let a, n, s P N be such that a ¥ 3n{2 � s{2. Let h : t0, 1ua Ñ t0, 1un be modeled as a

random oracle in the AI-ROM. Then, there is an Hh : t0, 1uκ � t0, 1u 2n Ñ t0, 1un such that:

1. For any S, T P N,

Advai-cr
Hh pS, T q ¤

200n � pST � T 2q
2n

2. One evaluation of Hh on messages of length b requires 2 � rpb� n� 1q{ss queries to h.

Proof. Restricting to ` � 2 in Theorem 10.3.2, we require that ` � rpn� sq{pa�nqs ¤ 2. This holds as long

as a ¥ 3n{2� s{2, as required.
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Game Gmi-cr
g,S pBq

1. hÐ$ Fcspt0, 1ua, t0, 1unq

2. k1, . . . , kS Ð$ t0, 1uκ

3. st Ð K

4. For i � 1 to S

(a) pmsg,msg1, stq Ð$ Bhpst, kiq

(b) Output false if:

i. msg � msg1, or,

ii. ghpki,msgq � ghpki,msg1q

5. Otherwise, output true

Figure 10.4: The multi-instance game Gmi-cr
gh,S , where B is a uniform adversary with oracle access to the

function h.

10.4 Instantiating the Inner Hash: Two-Level Merkle Tree

In this section, we instantiate the Merkle-Damg̊ard framework of Section 10.2, that uses a keyed inner hash,

in the setting where the underlying hash function h : t0, 1ua Ñ t0, 1un satisfies a ¥ maxp2n�2, κ�rn{2s�3q.
The compression function in this instantiation of the MD-based framework, is a Merkle tree with two

leaves, where we additionally input the key into each leaf. We describe next the framework introduced

in [AGL22] that we use to analyze the collision-resistance of this construction in AI-ROM.

10.4.1 The [AGL22] Framework

In this section, we briefly introduce the framework given by [AGL22] which is useful in analyzing non-uniform

security. An earlier version of this framework was introduced by [CGLQ20, ACDW20] inspired by techniques

used in proving constructive Chernoff bounds in [IK10] and later refined by [ACDW20, GK22, AGL22] to

upper bound Advai-cr
gh pS, T q. This framework involves upper bounding the advantage of an pS, T q-attacker

using the advantage of a uniform adversary for a multi-instance game that has to find collisions for S

randomly chosen values of k.

We define the “multi-instance” game Gmi-cr
gh,S pBq in Fig. 10.4. We refer an adversary playing Gmi-cr

gh,S and
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making at most T queries for each k as a pS, T q-MI adversary. For any pS, T q-MI adversary, define

Advmi-cr
gh pBq � Pr

�
Gmi-cr
gh,S pBq � true

�
.

Further,

Advmi-cr
gh pS, T q � max

B
Advmi-cr

gh pBq ,

where the maximum is taken over all pS, T q-MI adversaries. The following key lemma relates Advai-cr
gh pS, T q

to Advmi-cr
gh pS, T q, which is proven in [AGL22].

Lemma 10.4.1 ([AGL22]). Fix S, T P N and 0 ¤ δ ¤ 1, if Advmi-cr
gh pS, T q ¤ δS, then Advai-cr

gh pS, T q ¤ 2δ.

Offline and Online queries. Since the adversary in the multi-instance game is stateful, we can assume

without loss of generality that it does not repeat queries since they can simply remember the answers.

Additionally, [AGL22] formalized the notion of “offline” and “online” queries during a particular instance

of the game. When running the adversary on ki, the queries that were made while the adversary was run

on k1, . . . , ki�1 are collectively known as the “offline” queries, and the queries made while running on ki are

“online queries”.

10.4.2 Two-Level Merkle Tree

In this section, we present our construction of a keyed Merkle tree and analyze its collision resistance in

the AI-ROM using the framework in the previous section. Specifically, given an underlying hash function

h : t0, 1ua Ñ t0, 1un where a ¥ maxp2n� 2, κ� rn{2s� 3q, we define a keyed, 2-level Merkle tree 2MThb for

message length b ¤ 2a� 2κ� 4.

Before we define 2MThb , we introduce notation that allows use to “domain-separate” h into three separate

functions. Given a fixed hash function h : t0, 1ua Ñ t0, 1un, we define three domain-separated functions

h1, h2, h3 : t0, 1ua�2 Ñ t0, 1un, where hipxq outputs hp̂i}xq where î P t0, 1u2 is the 2-bit binary representation

of i. Moreover, we refer to a query hp̂i}�q as a query to the function hi (which is also clearly a query to h).

To construct 2MThb : t0, 1uκ � t0, 1ub Ñ t0, 1un, we use h1 and h2 above to process the two leaves of the

depth-2 Merkle tree, where we include k P t0, 1uκ in each leaf. We then feed those outputs as input to h3 to

get the output of 2MThb . This construction is formalized in Figure 10.5.

Our main result of this section is the following theorem, which bounds the probability that any pS, T q-
attacker finds a collision in 2MThb .

Theorem 10.4.2. Let a, κ, n P N be such that a ¥ maxpκ � rn{2s � 3, 2n � 2q. Let h : t0, 1ua Ñ t0, 1un be

modeled as a random oracle in the AI-ROM. Then, for s � 2a�2κ�n�4, the construction 2MThn�s : t0, 1uκ�
t0, 1un�s Ñ t0, 1un of Figure 10.5 satisfies the following.
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2MThb pk,msgq

1. Parse msg P t0, 1u2a�2κ�4 as msgL}msgR where msgL,msgR P t0, 1u
a�κ�2.

2. Compute yL Ð h1pk}msgLq.

3. Compute yR Ð h2pk}msgRq.

4. Output z Ð h3pyL}yRq.

Figure 10.5: The two-level, keyed Merkle tree construction 2MThb : t0, 1uκ � t0, 1ub Ñ t0, 1un with fixed

input message length b given any underlying function h : t0, 1ua Ñ t0, 1un, where a ¥ maxp2n�2, κ�3q and

b ¤ 2a�2κ�4. h1, h2, h3 are all domain-separated using the first two bits of h to encode 1, 2, 3, respectively.

- For any S, T P N,

Advai-cr
gh pS, T q ¤

�
S

2κ
� �14n� 42nγ � 42nγ2

�� T 2

2n
�
�

2� 2γ

T
� 2

T 2




,

where γ � ST 2{2n.

We prove this theorem using the framework described in Section 10.4.1. So, by Lemma 10.4.1, it suffices

to prove the following lemma which bounds the advantage of an pS, T q-MI adversary.

Lemma 10.4.3. Let S, T P N. Then

Advmi-cr
gh pS, T q ¤

�
S

2κ
� �7n� 21n � γ � 21n � γ2

�� T 2

2n
�
�

1� γ

T
� 1

T 2



S
,

where γ � ST 2{2n.

Proof. Following the techniques of [AGL22], we reduce the task of bounding Advmi-cr
gh pS, T q to that of

bounding any T -query adversaries advantage of succeeding in iteration i given that it has succeeded in all

previous iterations. Fix any pS, T q-MI attacker A. Let Wi be the indicator random variable that A wins on

ki in Gmi-cr
gh,S . Define the random variable W i :�W1 ^ . . .^Wi�1. We have that

Advmi-cr
gh pAq � Pr rW1 ^W2 ^ . . .^WSs �

S¹
i�1

Pr rWi|W is .

We will prove that for every A and each i P rSs, Pr rW i�1s ¤ pδSqi where

δS � T 2

2n
� 7n � S

2κ
� 21n � S

2T 2

2n�κ
� ST 3

22n
� 21n � S

3T 4

22n�κ
� 1

2n
.
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Note that δS is equal to the term in the lemma statement raised to the S power. Also, we observe that if

Pr rW is ¤ pδSqi, then we are done since Pr rW i�1s ¤ Pr rW is. Therefore, we assume from here on that

Pr rW is ¡ pδSqi.
To simplify the analysis of PrrWi|W is, we define the “knowledge-gaining event” Eihit as follows. We say

that an offline query to h (via h1, h2, or h3) is a “hitting” query if its output is equal to the output or the

left/ right inputs of a prior h query (after removing the first two bits if necessary). We define Eihit to be the

event that there are more than 7n �maxpi, 3i2T 2{2nq hitting queries among the first pi� 1q �T offline queries.

Conditioning on this event, we upper bound PrrWi|W is for any i P rSs as follows.

Pr rWi|W is � Pr
�
Wi|W i ^ Eihit

� � Pr
� Eihit|W i

�
� Pr

�
Wi|W i ^ Eihit

� � Pr
�
Eihit|W i

�
¤ Pr

�
Wi|W i ^ Eihit

�� Pr
�
Eihit|W i

�
¤ Pr

�
Wi|W i ^ Eihit

�� Pr
�
Eihit

�
Pr rW is

¤ Pr
�
Wi|W i ^ Eihit

�� Pr
�
Eihit

� � p2n�iq,
where the last line follows by the assumption that PrrW is ¡ pδSqi ¥ p1{2nqi. Hence, it suffices to separately

bound PrrEihits and PrrWi|W i ^ Eihits, which we do in Claims 10.4.4 and 10.4.5, respectively, below.

Specifically, we show in Claim 10.4.4 that Pr
�
Eihit

� ¤ p2�n�2iq, so Pr
�
Eihit

� � p2n�iq ¤ 1{2n. Then in

Claim 10.4.5, we show that PrrWi|W i ^ Eihits ¤ δS � 1{2n.

It follows that for any pS, T q-MI attacker A,

Advmi-cr
gh pAq � Pr rW S�1s �

S¹
i�1

Pr rWi|W is ¤ pδSqS .

As this holds for any such A, it follows that Advmi-cr
gh pS, T q ¤ pδSqS , as required by the lemma statement. It

remains to prove the claims.

Claim 10.4.4. Pr
�
Eihit

� ¤ p2nq�2i.

Proof. Let the random variable Zj be an indicator random variable for the j-th query among the first

pi � 1q � T queries being a hitting query. Define the random variable Z :� °pi�1q�T
j�1 Zj to denote the total

number of hitting queries. Thus, it suffices to show that Pr
�
Z ¥ 7n �maxpi, 3i2T 2{2nq� ¤ 2�2n�i.

First, note that output of each query can hit either the output of a previous query, or one of the left/right

inputs. As each new output is lazily sampled and has to match n bits of some previous value, this implies

that

E rZjs � PrrZj � 1s ¤ 3iT {2n � 3iT {2n.
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Using linearity of expectation over at most iT possible offline queries, we have that

E rZs ¤ 3i2T 2{2n.

We next give a general tail bound on Z for any upper bound µmax on E rZs. Let δ :� 7n� 1, which is at

least 1 as n ¥ 1. So, we can apply the Chernoff bound of Proposition 10.1.1 to get the following tail bound

on Z.

Pr rZ ¥ 7n � µmaxs ¤ Pr rZ ¥ p1� δq � µmaxs
¤ exp p�µmax � δ{3q
¤ 2�µmax�p7n{3�1{3q�log e

¤ 2�2n�µmax .

We consider two cases: (a) i ¥ 3i2T 2{2n, or (b) i   3i2T 2{2n. In case (a), this implies that E rZs ¤ i �
µmax, so by the above tail bound,

Pr
�
Z ¥ 7n � i | i ¥ 3i2T 2{2n� ¤ 2�2n�i.

In case (b), we use µmax � 3i2T 2{2n and the fact that µmax ¤ i in the tail bound above. Furthermore,

i   µmax, so it follows that

Pr
�
Z ¥ 7n � p3i2T 2{2nq | i   3i2T 2{2n� ¤ 2�2n�i.

Combining the two cases, it holds that

Pr
�
Z ¥ 7n �maxpi, 3i2T 2{2nq� ¤ 2�2n�i,

as required.

Claim 10.4.5. Pr
�
Wi|W i ^ Eihit

� ¤ δS � 1{2n.

Proof. Suppose that the adversary A wins in game i on key ki. We can assume without loss of generality

that the adversary makes all the queries that are required to compute a collision. We define the queries

Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3 corresponding to a collision on ki as follows:

1. Q1 � p1, pki}x1q, y1q, where y1 � h1pki}x1q was queried.

2. Q2 � p2, pki}x2q, y2q, where y2 � h1pki}x2q was queried.
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3. Q3 � p3, py1}y2q, zq, where z � h3py1}y2q was queried.

4. Q1
1 � p1, pki}x11q, y11q where y11 � h1pki}x11q was queried.

5. Q1
2 � p2, pki}x12q, y12q, where y12 � h1pki, x12q was queried.

6. Q1
3 � p3, py11}y12q, zq, where z � h3py11}y12q was queried.

If there are multiple such candidates of queries pQ1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3q, we fix the candidate that is the

lexicographically smallest.

We categorize the possibilities for the queries of ki into one of the following cases and sub-cases for the

following analysis. Recall that an offline query is one made before game i started, and an online query is one

made during game i.

1. The queries Q3, Q
1
3 are identical queries. Assume without loss of generality that the queries Q1, Q

1
1

are different (the other symmetric possibility is that the queries Q2, Q
1
2 are different, since otherwise if

Q1, Q
1
1 are same, Q2, Q

1
2 are same, Q3, Q

1
3 are same then by definition they cannot lead to a collision).

We further have the following sub-cases.

(a) Q1, Q
1
1 are both online queries.

(b) One of Q1, Q
1
1 is offline, and the other is online.

(c) Q1, Q
1
1 are both offline.

2. Q3, Q
1
3 are different queries. We have the following sub-cases.

(a) Q3, Q
1
3 are both online queries.

(b) Q3 is offline, but Q1, Q2 are online.

(c) Q3 is offline, and one of Q1, Q2 is online, and the other is offline.

(d) Q1, Q2, Q3 are offline but Q1
3 is online.

(e) Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3 are all offline.

First, we argue that these cases are exhaustive. If the queries Q3, Q
1
3 are identical, we can assume without

loss of generality that Q1, Q
1
1 are different queries that have the same answer. So the three possibilities are

both are online (sub-case 1a), exactly one of them is online (sub-case 1b), and both are offline (sub-case 1c).

When Q3, Q
1
3 are different, the possibility that they are both online is captured by sub-case 2a. If one of them
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Case Probability

1a T 2

2n

1b iT 2

2n�κ

1c 7n � i
2κ � 21n � i2T 2

2n�κ

2a T 2

2n

2b iT 3

22n

2c 7n � i2T 2

2n�κ � 21n � i3T 4

22n�κ

2d 7n � i2T 2

2n�κ � 21n � i3T 4

22n�κ

2e 7n � i
2κ � 21n � i2T 2

2n�κ

Table 10.1: Upper bounds on probability of the cases

is offline–say Q3 without loss of generality– then either one of Q1, Q2 is online (captured by sub-case 2b), or

one of Q1, Q2 is offline and the other online (captured by sub-case 2c), or they are both offline (this is captured

by sub-case 2d since we know Q1
3 is online). Finally when Q3, Q

1
3 are both offline – if any of Q1, Q2, Q

1
1, Q

1
2

is online, this is captured by one of the sub-cases 2b and 2c. The final possibility is Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3

are all old which is captured by sub-case 2e.

We will upper bound PrrWi|W i ^  Eihits by upper bounding the probability of each of these cases

happening. We will prove the upper bound on the probability of the cases as shown in Table 10.1. As

Pr
�
Wi|W i ^ Eihit

�
is at most the maximum of the probabilities in Table 10.1, it follows that

Pr
�
Wi|W i ^ Eihit

� ¤ T 2

2n
� 7n � i

2κ
� 21n � i

2T 2

2n�κ
� iT 3

22n
� 21n � i

3T 4

22n�κ
.

We proceed to prove the upper bound on the probability of each case happening one by one.

Case 1a: (Q3 � Q1
3, and Q1, Q

1
1 are both online queries) We can simply upper bound the probability of

this case happening by the probability of two h1 online queries producing a collision, which is at most T 2{2n
by a birthday bound.

Case 1b: (Q3 � Q1
3, and exactly one of Q1, Q

1
1 are online) Assume without loss of generality that Q1 is

the offline query and Q1
1 is online. Q1 must correspond to some offline h1 query that contains ki as a prefix.

If there are k such offline queries, then one of the online queries has to hit the same output as one of those k
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queries to be the Q1
1 query. This implies a bound of k �T {2n probability. But, the expected number of offline

h1 queries that had ki as a prefix is at most pi� 1q � T {2κ. Thus, this case happens with probability at most

pi�1q�T¸
k�0

Prrthere are k offline h1 queries prefixed by kis � k � T {2n

� E rnumber of offline h1 queries prefixed by kis � T {2n

¤ iT 2{2n�κ.

Case 1c: (Q3 � Q1
3, and both of Q1, Q

1
1 are offline) If this case happens, there are two different offline h1

queries on pk}�q such that they both produce the same answer, i.e., in particular there is hitting query of the

form h1pk}�q. If this happens for k different ks, there are at least k hitting queries. Since we know that there

are at most 7n �maxpi, 3i2T 2{2nq hitting queries, and k is sampled uniformly at random this case happens

with probability at most 7n � i{2κ � 7n � p3i2T 2{2nq{2κ � 7n � i{2κ � 21n � i2T 2{2κ�n.

Case 2a: (Q3 �� Q1
3, and both of Q3, Q

1
3 are online) We can simply upper bound the probability of this

case happening by the probability of two h3 online queries producing a collision, which is at most T 2{2n by

a birthday bound.

Case 2b: (Q3 �� Q1
3, Q3 is offline, but Q1, Q2 are online) For this case to occur, the adversary needs to make

distinct online queries Q1, Q2 whose outputs hit the input of some offline query Q3. Since there are pi�1q �T
offline queries, and T online queries, this happens with probability at most pi� 1q � T � T 2{22n ¤ iT 3{22n.

Case 2c: (Q3 �� Q1
3, Q3 is offline, and exactly one of Q1, Q2 is online) Assume without loss of generality

that Q2, Q3 are offline and Q1 is online. We say that an offline h3 query on px}yq is “associated” with ki if

either there exists an offline query h1pki}�q � x or there exists an offline query h2pki}�q � y. Given that the

event Eihit does not hold, there cannot exist a set of more than k � 7n �maxpi, 3i2T 2n{2nq distinct h1 or h2

queries that all have the same output, since otherwise there will be k hitting queries. Hence, an h3 query can

be associated with at most 7n �maxpi, 3i2T 2n{2nq distinct k values. Given that there are at most pi� 1q � T
offline h3 queries, it follows that there are at most 7n � iT � maxpi, 3i2T 2n{2nq different pairs of associated

h3 queries and k values. Therefore, for any randomly sampled k, the expected number of h3 queries it is

associated with it is at most 7n � iT �maxpi, 3i2T 2n{2nq{2κ.

For the specific ki value sampled, if there are k h3 queries associated with ki, then there are at most k

possible values of the output of some potential online Q1 query. Hence, the probability of this case happening
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is at most

pi�1qT¸
k�0

Pr rthere are k h3 queries associated with kis � k � pT {2nq

� T {2n � E rnumber of h3 queries associated with kis
¤ 7n � i2T 2{2n�κ � 21n � i3T 4{22n�κ

Case 2d: (Q3 �� Q1
3, Q1, Q2, Q3 are offline but Q1

3 is online) Suppose for the value of ki sampled there

are k h3 queries associated with ki as above. Then, there are at most k possible values that some potential

online Q1
3 query has to hit to cause this case to happen. Thus, the analysis follows identically to the previous

case, giving a bound of 7n � i2T 2{2n�κ � 21n � i3T 4{22n�κ.

Case 2e: (Q3 �� Q1
3 and Q1, Q2, Q3, Q

1
1, Q

1
2, Q

1
3 are all offline) We refer to a collision structure for k as a set

of offline queries of the form Q1, Q2, Q3, Q
1
1, Q

1
2, Q

1
3 corresponding to k. We claim that if there are k values

of k with a corresponding collision structures queried, then there must be at least k different hitting queries.

First it is easy to see that for every k that gets classified into this case, at least one out of Q3, Q
1
3 is a

hitting query because they have the same answer. It remains to show that a set of k collision structures

implies k distinct hitting queries.

To do so, we build a set of hitting queries as follows assuming there are k values of k with queried collision

structures. For every such k value in lexicographic order, do the following.

- If one of Q1, Q2, Q
1
1, Q

1
2 is a hitting query, add it to this set,

- Otherwise, Q3 or Q1
3 must be a hitting query, so add it to the set.

We now claim this set has size at least k. Note that if a Q1, Q2, Q
1
1, Q

1
2 is added to the set, it is unique

since it is an h1 or h2 query that contains k, so it increases the size of the set by one. Otherwise, a Q3 or

Q1
3 query is added. Assume without loss of generality this Q3 is added. Either this increases the size of the

set by one, or Q3 was already in the set. In the latter case, there must exist some previous key k̃ for which

some h3 query corresponding to Q3 was added. We use Q̃1, Q̃2, Q̃3, Q̃
1
1, Q̃

1
2, Q̃

1
3 to denote the corresponding

queries in the collision structure for k̃. By assumption Q3 � Q̃3 and neither of the two collision structures

have a h1 or h2-type hitting query. But this is impossible since there must exist a pair of h1 or h2 queries,

containing k and k̃, with output contained in the input of Q3 � Q̃3, so there must be a h1 or h2-type hitting

query for either k or k̃. Therefore, for k collision structures, there will be at least k distinct hitting queries.

Given the above claim regarding collision structures, and assuming Eihit doesn’t hold, this implies there

are at most 7n �maxpi, 3i2T 2{2nq distinct k values with collision structures queried. But this implies that a
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randomly sampled ki gets classified into this case is at most

7n �maxpi, 3i2T 2{2nq{2κ � 7n � i{2κ � 21n � i2T 2{2n�κ.

This completes the proof of Lemma 10.4.3.

10.4.3 Variable-Input Length Hash from Two-Level Merkle Trees

We combine the construction of Section 10.4.2 with the framework of Section 10.2 to get a variable-input

length hash function. This construction is optimally secure as long as ST 2 ¤ 2n and requires an underlying

function h : t0, 1ua Ñ t0, 1un where a ¥ maxpκ� rn{2s� 3, 2n� 2q. This results in the following theorem.

We note if we modify values of κ, n by additive constant factors, we can get the same result as below

with only Op1q multiplicative loss in security. In this sense, we can achieve the theorem below assuming a

function h : t0, 1u2n Ñ t0, 1un, i.e. a � 2n so only compressing by a factor exactly two.

Theorem 10.4.6. Let a, κ, n P N be such that a ¥ maxpκ � rn{2s � 3, 2n � 2q. Let h : t0, 1ua Ñ t0, 1un be

modeled as a random oracle in the AI-ROM. Then, there is an Hh : t0, 1uκ � t0, 1u 2n Ñ t0, 1un such that:

1. For any S, T P N,

Advai-cr
Hh pS, T q ¤

�
S

2κ
� �14n� 42nγ � 42nγ2

�� T 2

2n
�
�

2� 2γ

T
� 2

T 2




,

where γ � ST 2{2n.

2. One evaluation of Hh on a message b bits long requires 3 � rpb � n � 1q{ss queries to h where s �
2a� 2κ� n� 4.

Proof. We define H :� KMD2MThn�s where 2MThn�s is defined in Figure 10.5. From Theorem 10.2.1, we

have that Advai-cr
Hh pS, T q is upper bounded by Advai-cr

2MThn�s
pS, T q. Therefore, the bound on the advantage of

any pS, T q-attacker on Hh follows from Theorem 10.4.2.

We have that 2MThn�st0, 1uκ � t0, 1un�s Ñ t0, 1un, for s � 2a � 2κ � n � 4. A b bit message, after

padding, will result in rpb�n� 1q{ss message blocks that are fed into 2MThn�s. For each call of 2MThn�s, we

need 3 calls to h, which implies the bound on the efficiency of Hh.
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10.5 Merkle Tree Framework with a Keyed Inner Hash

In this section, we give another framework similar to the MD-based framework in Section 10.3. This frame-

work is a keyed version of the Merkle tree construction where the key is used in every invocation of the inner

hash function, not just at the leaves.

For a key length κ, output length n, and message block size s (where s ¥ 2n), we assume an under-

lying primitive h : t0, 1uκ � t0, 1us�1 Ñ t0, 1un. Given h, we define the keyed Merkle tree hash function

KMTh : t0, 1uκ � t0, 1u� Ñ t0, 1un. On input key k P t0, 1uκ, and message msg. The function KMTh first

pads the message to split it into ` � rpb� 1q{ss message blocks of size s using padding pad1 which is defined

as follows.

pad1pmsg, sq:

1. Let k � s� pp|msg| mod sq � 1q.

2. Output pm1, . . . ,m`q P pt0, 1usq` where m1} . . . }m` � msg}1}0k.

Similar to Theorem 10.1.3 we can prove the following theorem for pad1.

Theorem 10.5.1. Let s P N. The function pad1pmsg, sq on messages msg P t0, 1u� satisfies the following

properties:

1. |pad1pmsg, sq| P pt0, 1usq` for ` � rp|msg| � 1q{ss.

2. There is a unique decoding procedure that outputs msg given pad1pmsg, sq, and outputs K on invalid

padded messages.

Note that the second point implies that pad1 is injective. We omit the proof of this theorem because it

follows from the proof of Theorem 10.1.3.

After padding the message msg to get message blocks pm1, . . . ,m`q, the construction essentially computes

a standard Merkle tree with message blocks at the leaves, using the hash function hpk, �q as the compression

function. For technical reasons, we additionally use a single bit appended to k to indicate whether a block

in the Merkle tree corresponds to a leaf (specified by a 0) or an interior node (specified by a 1). This is

done to avoid trivial collisions that can be obtained by just outputting a subtree of a given tree (say the

root and its two children). To deal with trees with ` leaves where ` is not a power of 2, we simply “push” a

value up the levels of the tree until it needs to be merged. This is formalized in Figure 10.5. We illustrate

an example of how the Merkle tree is built for ` � 7 in Fig. 10.6. Since the key k is included in every call

to the underlying primitive h, it follows that any pS, T q-attacker that finds a collision in KMTh with respect
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h

h h

h h h

h h hh h h h

I

𝗄𝖾𝗒∥0 m1 m2 m3 m4 m5 m6 m7

𝗄𝖾𝗒∥1 
mi ∈ {0,1}a−κ−1

𝗄𝖾𝗒 ∈ {0,1}κ

y1,0 y2,0 y3,0 y4,0 y5,0 y6,0 y7,0

y1,1 y2,1 y3,1 y4,1

y1,2 y2,2

y1,3 = 𝖪𝖬𝖳h(𝗄𝖾𝗒, (m1, m2, …, m7))

Figure 10.6: The construction KMTh given a hash function h : t0, 1ua Ñ t0, 1un for a ¥ maxpκ� 2, 2n� 1q.
Let s � a � κ � 1. The inputs to h are padded with appropriate number of zeros if the size of the input is

less than κ � s � 1 bits. I is the identity function that is used to “push” a value up the tree until it needs

to be merged.

to a key k also finds a collision in h with respect to key. This is formalized via a reduction, which gives the

following theorem.

Theorem 10.5.2. Let κ, n, s P N such that s ¥ 2n. Let h : t0, 1uκ � t0, 1us�1 Ñ t0, 1un be any function,

and let KMTh : t0, 1uκ � t0, 1u� Ñ t0, 1un as shown in Figure 10.7. Then, for every S, T P N, it holds that

Advai-cr
KMThpS, T q ¤ Advai-cr

h pS, T q.

Proof. Let A � pA1,A2q be any pS, T q-attacker against the collision resistance of the construction KMTh.

Recall that we assume for simplicity that if A2 outputs a successful collision msgA �� msg1A such that

KMDhpk,msgAq � KMDhpk,msg1Aq, then A2 queried all the necessary values to fully compute each of these

functions. We construct an pS, T q-attacker B � pB1,B2q against the collision resistance of h as follows.

In the preprocessing phase, B1phq simply computes σ Ð A1phq and outputs σ where |σ| ¤ S. In

the online phase, Bh2 pσ, kq is given a random key k Ð t0, 1uκ that it needs to find a collision for. B2

computes pmsgA,msg1Aq Ð Ah
2 pσ, kq, where it uses its own query access to the function h to answer queries

that A2 makes to h. B2 sets pm1, . . . ,m`q Ð pad1pmsgA, sq and pm1
1, . . . ,m

1
`1q Ð pad1pmsg1A, sq, where

` � rp|msgA| � 1q{ss and `1 � rp|msg1A| � 1q{ss. Assume without loss of generality that `1 ¥ `.
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Construction KMThpk,msgq:

1. pm1,m2, . . . ,m`q Ð pad1pmsg, sq where ` � rp|msg| � 1q{ss.

2. Initialize yi,0 Ð hpk}0,miq for i � 1, . . . , `.

3. `1 Ð `.

4. For j � 1 to rlog `s.

(a) Compute yi,j � hpk}1, y2i�1,j�1}y2i,j�1}0
s�2nq for i � 1, . . . , t`1{2u.

(b) If `1 mod 2 � 1 then yp`1�1q{2,j � y`1,j�1, `1 Ð p`1 � 1q{2.

(c) Else `1 Ð `1{2.

5. Output y1,rlog `s.

Figure 10.7: The Merkle tree construction with a keyed inner hash.

B looks at the queries made by A2 and recovers the corresponding Merkle trees with leaves pm1, . . . ,m`q
and pm1

1, . . . ,m
1
`1q (A2 must have made the queries which are required to compute these trees since A2

succeeds in outputting a collision by assumption). It looks for any collisions in h among these queries in the

Merkle tree. If it finds one, it outputs the collision, otherwise aborts and outputs K.

It remains to analyze the complexity and success probability of B. First, as B simply runs A in the

preprocessing and online phases and makes no additional queries to h, it follows that if A is an pS, T q-
attacker, then so is B.

To analyze the success probability of B, we claim that whenever A succeeds, then B also succeeds. To

help in our analysis, we define a recursive procedure CollisionSearch (in Figure 10.8) that takes as input two

different nodes in a Merkle tree with the same value, treated as the roots, and outputs true if there is a

collision and false otherwise.

First, we claim that CollisionSearch outputs true only if it finds a collision. This is because it is always

called on two roots which have the same value and returns true only if the two children of the roots have

different values (in which case it has found a collision because the roots have the same value), or if one root

is a leaf and the other is not (in this case it has to be the collision because the leaves have input prefixed by

k}0 while other nodes have inputs prefixed by k}1).

As a result, it remains to argue that whenever CollisionSearch returns false, A fails to find a collision.

If ` � `1, then the two Merkle trees will have the same structure, so CollisionSearch will return false only
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Procedure CollisionSearchproot1, root2q:

1. Let the number of leaves of the tree rooted at root1 be `, and the number of leaves of the tree rooted

at root2 be `1.

2. If ` � `1 � 1, then return false.

3. If ` � 1, `1 ¡ 1 or `1 � 1, ` ¡ 1, then return true.

4. Find the left and the right child of root1, (going down the I nodes if required), call these root1,L

and root1,R. Find the left and the right child of root2, (going down the I nodes if required), call

these root2,L and root2,R.

5. If the value at root1,L and root2,L are different or if the value at root1,R and root2,R are different

return true.

6. Make a recursive call to CollisionSearchproot1,L, root2,Lq, and return true if it returns true.

7. Make a recursive call to CollisionSearchproot1,R, root2,Rq, and return true if it returns true.

8. Otherwise return false.

Figure 10.8: Recursive collision search procedure used in the proof of Theorem 10.5.2

if all the leaves of the two trees are same. This means that pm1, . . . ,m`q � pm1
1, . . . ,m

1
`q, so msg � msg1

by injectivity of pad1. Therefore, A did not find a valid collision, as required. If one of ` or `1 is 1 and

CollisionSearch returns false, then it must be that ` � `1 � 1, meaning A has failed to find a collision as

above. Finally, consider the case where `1 ¡ ` ¥ 2. Let `L, and `R be the number of leaves in the left and

right subtrees of the tree with ` leaves, i.e., `L � `R � `. Similarly define `1L, `
1
R so that `1L � `1R � `1. Then

it must be the case that either `L �� `1L or `R �� `1R at every step. It follows inductively that at every step

of the recursion, either the left or the right subtree will have a different number of leaves, so eventually,

CollisionSearch will arrive at a case when one subtree has one leaf and the other has more than one, returning

true, in contradiction.

Thus, whenever A succeeds, B will also succeed, so it follows that

Advai-cr
KMThpS, T q ¤ Advai-cr

h pS, T q,

as required.

We combine the construction of Section 10.4.2 with the framework presented above to get a variable-input

length hash function. This construction is optimally secure as long as ST 2 ¤ 2n and requires an underlying
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function h : t0, 1ua Ñ t0, 1un where a ¥ maxpκ�rn{2s�3, 2n�2, κ�3rn{2s�1q. This results in the following

theorem.

We note if we modify values of κ, n by additive constant factors, we can get the same result as below

with only Op1q multiplicative loss in security. In this sense, we can achieve the theorem below assuming a

function h : t0, 1u2n Ñ t0, 1un, i.e. a � 2n so only compressing by a factor exactly two.

Theorem 10.5.3. Let a, κ, n P N be such that a ¥ maxpκ� 3rn{2s� 2, 2n� 2q. Let h : t0, 1ua Ñ t0, 1un be

modeled as a random oracle in the AI-ROM. Then, there is an Hh : t0, 1uκ � t0, 1u� Ñ t0, 1un such that:

1. For any S, T P N,

Advai-cr
Hh pS, T q ¤

�
S

2κ
�
14n� 42nγ � 42nγ2

�� T 2

2n
�
�

2� 2γ

T
� 2

T 2




,

where γ � ST 2{2n.

2. One evaluation of Hh on a message b bits long requires at most 6 � rpb � 1q{ss � 3 queries to h where

s � 2a� 2κ� n� 4.

Proof. Let s � 2a�2κ�n�4. We define H :� KMT2MThn�s where 2MThn�s is defined in Figure 10.5. Since we

have that a ¥ κ�3rn{2s�2, it implies s � 2a�2κ�n�4 ¥ 2n. Therefore, from Theorem 10.5.3, we have that

Advai-cr
Hh pS, T q is upper bounded by Advai-cr

2MThn�s
pS, T q. Therefore, the bound on the advantage of any pS, T q-

attacker on Hh follows from Theorem 10.4.2 since a ¥ maxpκ�3rn{2s�2, 2n�2q ¥ maxpκ�rn{2s�3, 2n�2q.
We have that 2MThn�st0, 1uκ�t0, 1un�s Ñ t0, 1un, for s � 2a�2κ�n�4. A b bit message, after padding,

will result in rpb � 1q{ss message blocks that are fed into 2MThn�s. To build a Merkle tree on rpb � 1q{ss
blocks we need 2rpb�1q{ss calls to 2MThn�s, and for each call of 2MThn�s, we need 3 calls to h, which implies

the bound on the efficiency of Hh.
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Chapter 11

THE QUERY-COMPLEXITY OF PREPROCESSING ATTACKS

In this chapter, we focus on the question of how much time is needed to produce the advice for

preprocessing attacks. This question is highly non-trivial and often overlooked. As in the case of space-

time tradeoffs, we focus in particular on settings with ideal primitives, where both the offline and online

time-complexities are approximated by the number of queries to the given primitive. We give generic results

that highlight the benefits of salting to generically increase the offline costs of preprocessing attacks. The

majority of our pauper presents several results focusing on salted hash functions. In particular, we provide a

fairly involved analysis of the pre-image- and collision-resistance security of the (two-block) Merkle-Damg̊ard

construction in our model. This chapter is based on our work in [GT23].

In Section 11.1, we introduce the preliminaries for this chapter. In Section 11.2, we prove a result that

generically justifies the practice of salting cryptographic primitives to defeat preprocessing attacks. Then

in Section 11.3, we introduce new non-generic techniques specific results for offline-online attacks on salted

random oracles. Finally, in Section 11.3, we analyze the security of two-block Merkle-Damg̊ard against

offline-online attacks.

11.1 Preliminaries

Let N � t0, 1, 2, . . .u denote the set of all natural numbers and N¡0 � Nzt0u. For N P N¡0, let rN s �
t1, 2, . . . , Nu. For a set X, let |X| be its size and X� denote one or more elements of X. For a set S and

r P N¡0 such that r ¤ |S|, we denote using
�

S
r

�
the set of subsets of S with r elements. We denote FcspD,Rq

the set of all functions mapping elements in D to the elements of R. Security notions are defined via games;

for an example see Fig. 11.2. The probability that a game G outputs true is denoted using Pr rGs.
We let xÐ$ D denote sampling x according to the distribution D. If D is a set, we overload notation

and let xÐ$ D denote uniformly sampling from the elements of D. For a bit-string s we use |s| to denote

the number of bits in s. For a random variable X, we use E rXs to denote its expectation.

Merkle-Damg̊ard. We recall the Merkle-Damg̊ard hashing mechanism. For n, ` P N¡0, let h : t0, 1un �
pt0, 1u`q� Ñ t0, 1un be a compression function. We recursively define Merkle-Damg̊ard (MD) hashing

MDh : t0, 1un � pt0, 1u`q� Ñ t0, 1un as

MDhpa,Mq � hpa,Mq
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for a P t0, 1un,M P t0, 1u` and

MDhpa, pM1,M2, . . . ,MBqq � hpMDhpa, pM1,M2, . . . ,MB�1qq,MBq

for a P t0, 1un and M1, . . . ,MB P t0, 1u`. We refer to a as the salt.

The compression lemma. The compression lemma states that it is impossible to compress a random

element in set X to a string shorter than log |X | bits long, even relative to a random string.

Proposition 11.1.1 (E.g., [DTT10]). Let Encode be a randomized map from X to Y and let Decode be a

randomized map from Y to X such that

PrxÐ$ X rDecodepEncodepxqq � xs ¥ ε.

Then, log |Y| ¥ log |X | � logp1{εq.

Markov’s inequality. We use Markov’s inequality multiple times in this chapter. We state it here for the

sake of completeness.

Proposition 11.1.2. Let X be a non-negative random variable and a ¡ 0. Then

Pr rX ¥ as ¤ E rXs
a

.

11.2 Offline-Online Tradeoffs and the Role of Salting

We present some basic facts about offline-online tradeoffs and discuss the role of salting. To do this, we

define a notational framework that captures the generality of our statements.

11.2.1 A general framework for offline-online attacks

Games. We formalize security guarantees in cryptography using games, which we also use for security proofs.

A game G describes an environment an adversary A can interact with, and the combination of G and A results

in a random experiment GpAq (we refer to this as A “playing” the game Gq which produces a Boolean output.

We also denote this output as GpAq.
Games with ideal primitives. We are interested in a special class of games that depend on an ideal

primitive, such as a random oracle, random permutation, ideal cipher, etc. We model this via a distribution

I on a set of functions. For example, a random oracle with (finite) domain D and range R would be modeled

by the uniform distribution on FcspD,Rq.1 Similarly, an ideal cipher with key space K and domain X can

1As usual, one must be more precise when formally defining a random oracle with D � t0, 1u�, but we remain intentionally
informal on this front; all of our examples can be assumed to work on a finite domain.
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be modeled as a uniformly chosen function e from the set FcspK � X � t�1, 1u,Xq such that epk, �, 1q is a

permutation on X for all k P K, and epk, �,�1q is its inverse. We can also model a variant of the generic-group

model (GGM) [Sho97] by looking at the uniform distribution of functions f P FcspZp �X�X,X�Xq, where

|X| � p, and

πpx, l1, l2q � pφpxq, φpφ�1pl1q � φ�1pl2qqq ,

where φ : Zp Ñ X is a bijective function.

Games with primitives. An oracle game Gπ is one where both the adversary A and the game procedures

are given access to an oracle π, from an understood set of possible functions π, which we refer to as compatible

with the game G. We denote by GπpAπq both the experiment where A plays the game, and is given access to

the same π as the game as well as the random variable denoting the output. We say that an (oracle) game

G is compatible with an ideal primitive I, if the range of I is a subset of the compatible oracles for G. We

write specifically

AdvG
IpAq � Pr rGπpAπqs (11.1)

where πÐ$ I. One could define a more general notion that permits other advantage formats (e.g., to model

distinguishing notions). This is straightforward, and outside the scope of this chapter.

Defining offline-online attacks. With the above formalism, given an oracle game G, we introduce a new

oracle game pre-G, which enhances the original game to model offline-online attacks. Both games preserve

compatibility with any oracle. In particular, an adversary A is split into two parts, the offline adversary A1

and the online adversary A2. Initially, in the offline stage, A1 is given access solely to the game oracle π. At

the end of this stage, A1 outputs a state st. Then, in the online stage, adversary A2 is initialized with state

st and run in the game G. Both A2 and G are given access to the oracle π. Crucially, the game G might give

A2 additional oracles plus additional initialization values, etc., which are not available in the offline stage.

(This is formalized in Figure 11.1 on the left). We colloquially refer to A � pA1,A2q as an offline-online

adversary. Further, we say that A is a pT1, T2q-adversary if A1 makes at most T1 queries and A2 makes

at most T2 queries. (Note that A2 could make additional game-dependent queries, which we would specify

separately if necessary.) We overload notation and define advantage in terms of pT1, T2q as follows.

AdvG
IpT1, T2q � max

pT1,T2q-adversaries A
AdvG

IpAq . (11.2)

Some basic facts. The following elementary fact, while straightforward, establishes some important base-

lines for when offline-online attacks are interesting. It relies on the basic observation that one can consider

A1 and A2 to be a single online adversary.
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Game pre-GπpA � pA1,A2qq

st Ð Aπ
1

Return GπpAπ
2 pstqq

Game s-pre-GπpA � pA1,A2qq

st Ð Aπ
1

aÐ$ t0, 1us

Return GπapAπ
2 pst, aqq

Figure 11.1: Offline-Online security games for an original game G. Left: the unsalted case. Right: the salted

case. Here, π is meant to be sampled from a salted ideal primitive Is, and πap�q � πpa, �q, i.e., the primitive

with salt fixed to a.

Lemma 11.2.1. Let G be a game compatible with the ideal primitive I. For any pT1, T2q-adversary A, there

exists an adversary B such that

Advpre-G
I pAq � AdvG

IpBq .

Here, B makes T1 � T2 queries to the primitive, and its time-complexity is the sum of the time-complexities

of A1 and A2. Further, for any game-dependent type of query, B makes the same number of queries as A2.

For an ideal primitive I, we let QpIq be an upper bound on the number of queries needed by an adversary,

given oracle access to πÐ$ I, to reconstruct π with probability 1. Then, the following also holds true and

formalizes the fact that one can simulate an offline-online adversary by having the offline adversary first

reconstruct π and then store it in st.

Lemma 11.2.2. Let I be a primitive that is compatible with game G. For all offline-online adversaries A,

there exists a pQpIq, 0q-adversary B such that

Advpre-G
I pAq � Advpre-G

I pBq

Note that the adversary B could be much less efficient than A; however, in many cases, we will study

games that only target information-theoretic security, and time-complexity will not matter. It also näıvely

follows that there always exists an optimal adversary that is a pQpIq, 0q-adversary.

Which games are interesting? Some games are more interesting than others in the context of offline-

online tradeoffs, and the above two lemmas already provide some guidance.

Consider the problem of inverting a random permutation π : t0, 1un Ñ t0, 1un. It is well known that

the best adversary takes time ΩpNq queries, where N � 2n, to invert with constant probability. Then,

Lemma 11.2.1 implies that any pT1, T2q-offline adversary needs T1 � T2 � ΩpNq to invert with constant

probability. Thus, to get T2 � opNq and beat the näıve inversion attack in the online phase, we need
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T1 � ΩpNq. Further, we already have an pN, 0q-adversary by Lemma 11.2.2, so we cannot really expect

interesting tradeoffs. The question becomes interesting only if we limit the state size between A1 and A2,

which is exactly what is considered by prior works on space-time tradeoffs.

This is in contrast to the setting of the discrete logarithm problem with preprocessing [CK18]. There, for

a group of order p, by combining Lemma 11.2.1 with the well-known result by Shoup [Sho97], we get that

T1 � T2 � Ωp?pq. Lemma 11.2.2 guarantees only a pp, 0q attacker, so we can expect that T2 � op?pq while

still having T1 � oppq. And indeed, one can achieve the tradeoff T1 � T2 ¥ p, as indicated in [CK18].

11.2.2 The power of salting

A special case of interest is that of salting, where the cryptographic primitive I permits an additional

input–called a salt–that is chosen in the online phase of an attack.

Generic salting. Let I be an ideal primitive, whose range is a subset of FcspD,Rq. We define its s-

bit salted version, denoted Is, as the ideal primitive with range Fcspt0, 1us � D,Rq; sampling a function

π : t0, 1us � D Ñ R occurs by first sampling 2s independent copies πaÐ$ I for each a P t0, 1us and then

letting

πpa, xq � πapxq ,

for all a P t0, 1us and x P D.

For any game G compatible with an ideal primitive I, we can now define an s-bit salted version of the

game, s-pre-G, that is compatible with Is. This is given on the right of Figure 11.1. Essentially, we now

sample a primitive πÐ$ Is to which the adversary A is given access. However, in the online phase, the games

themselves have access only to πa for a randomly sampled salt a, which is revealed to only the adversary A2.

From salted to unsalted games. The following theorem relates the advantage of an offline-online ad-

versary for the salted game with that of an adversary for the original game. We provide an interpretation

below (and use this lemma quantitatively in Section 11.3).

Theorem 11.2.3. Let G be a game compatible with an ideal primitive I. Let A � pA1,A2q be a pT1, T2q
offline-online adversary. Then, there exists an adversary B playing G such that

Advs-pre-G
Is pAq � AdvG

IpBq .

The adversary B makes a number of queries, expressed as a random variable T with expectation E rT s ¤
T1{2s � T2.

Proof. Given access to π in the range of I, the adversary B samples a random salt a from t0, 1us and then

samples πa1 Ð$ I for a1 � a. It then simulates an execution of A � pA1,A2q in s-pre-G as follows: it answers
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the ideal-primitive query of A for salt a using oracle queries to π, and those for salt a1 � a using the local

evaluation of πa1 . It is immediate that B perfectly simulates the execution of s-pre-G to A. Therefore, A
wins if and only if B does and the claim about advantages follows.

Observe that B queries its ideal primitive, sampled from I only when it receives an ideal object query from

A that is prefixed by the actual salt a. Since it is not given access to a when simulating A1, its queries are

independent of a, and each of them is indeed on salt a with probability 1{2s. In contrast, queries A2 makes

queries after learning a, and therefore, those queries are on salt a with probability upper bounded by one.

By linearity of expectation, the total number of queries T to π � πa made by B satisfies E rT s ¤ T1{|S| �T2,

as we intended to show.

Salting generically defeats preprocessing attacks. We illustrate one first main application of

Theorem 11.2.3, i.e., the fact that salting generically defeats preprocessing in a qualitative sense. Here,

“qualitative” means that we only look at the power of attacks that achieve large advantage. Subsequent

sections (Sections 11.3 and 11.4) take a more quantitative angle on this, studying the whole advantage curve.

We now say that a game G compatible with I is pT�, εq-hard if AdvG
IpAq ¤ ε for all T�-query A�. We

say that game G is pT�, εq-expected-hard if the same holds for all adversaries running in expected time at

most T�. The following fact is helpful.

Lemma 11.2.4. If G is pT�, 0.4q-hard, then it is pT�{2, 0.9q-expected-hard.

Proof. By contradiction, let A run in expected time at most T�{2, and AdvG
IpAq ¡ 0.9. Then, build B that

runs A for T� queries and then aborts with some default answer if A did not finish running. Let T be the

running time of A. Then, for πÐ$ I,

Pr rGπpBπqs � Pr rGπpAπq ^ T ¤ T�s
¥ Pr rGπpAπqs � Pr rT ¡ T�s ¡ 0.9� 0.5 � 0.4 ,

where we used Markov’s inequality and the fact that E rT s ¤ T�{2.

Now, say that s-pre-G is pT1, T2, εq-hard if for all pT1, T2q-adversaries A, we have that Advs-pre-G
I pAq ¤ ε.

Then, Lemma 11.2.4 and Theorem 11.2.3 yield the following corollary.

Corollary 11.2.5. If G is pT�, 0.4q-hard, then s-pre-G is pT1, T2, 0.9q-hard for any T1, T2 such that T1{2s �
T2 ¤ T�{2.

This means that if a pT1, T2q-adversary is to achieve advantage larger than 0.9 in s-pre-G, then T1 ¥ 2sT�{4
or T2 ¥ T�{4. In other words, in order to win s-pre-G with an advantage larger than 0.9, an attacker needs

to either use online time which is (almost) as large as that of the best online attack achieving advantage 0.4

or run 2s times that amount of time in the offline stage.
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Moving on. We can easily revisit the remainder of this chapter using what we saw in this section. First

of all, our conclusion about salting applies only to large advantage adversaries since otherwise we cannot

prove an analogue of Lemma 11.2.4. Section 11.3 examines tight exact bounds on the advantage of pT1, T2q-
adversaries that hold for each choice of T1 and T2. Second, this conclusion applies only to the case where G

salts every call to the primitive. In Section 11.4, we characterize the pre-image- and the collision-resistance

of the salted MD construction against offline-online attacks and show that salting, while still useful, has a

more limited effect.

11.3 Offline-Online Security of Salted Random oracles

In this section, we study the security of salted monolithic random oracles against offline-online adversaries.

Specifically, we consider the security properties of pre-image-resistance and collision-resistance. Our analysis

begins by applying Theorem 11.2.3 in conjunction with [JT20, Theorem 1] to derive advantage upper bounds

for offline-online adversaries against these properties. This approach already yields a tight bound for pre-

image-resistance, but not for collision-resistance. We then use a non-generic technique to prove a tight bound

for the latter.

11.3.1 Pre-image-resistance of a salted random oracle

Oracle game PRh in Fig. 11.2 formalizes the preimage-resistance of oracle h, which has co-domain t0, 1un.

In the game the adversary is given as input y, which is randomly sampled from t0, 1un. It has oracle access

to h and wins if it manages to output x such that hpxq � y.

We aim to upper bound the advantage of offline-online adversaries A against pre-image-resistance of salted

random oracles. Let Hs,`,n be the uniform distribution over Fcspt0, 1us � t0, 1u`, t0, 1unq. The quantity of

interest is Advs-pre-PR
Hs,`,n

pT1, T2q. Using Theorem 11.2.3 and [JT20, Theorem 1], we get the following corollary.

Corollary 11.3.1. Let T1, T2, n, s, ` P N¡0. Then

Advs-pre-PR
Hs,`,n

pT1, T2q ¤ 5

�
T1

2s�n
� T2

2n



.

Proof. We fix the adversary pT1, T2q-adversary A that maximizes Advs-pre-PR
Hs,`,n

pT1, T2q. From Theorem 11.2.3

we have that there exists an adversary B that makes at most T queries to its h oracle, where E rT s ¤ T1{2s�T2

and

Advs-pre-PR
Hs,`,n

pAq � AdvPR
Hs,`,n

pBq .

Using Theorem 1 in [JT20], we can show that AdvPR
Hs,`,n

pBq ¤ 5ErT s
2n , which completes the proof.
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Game PRhpBq

xÐ$ t0, 1u�

y Ð hpxq

x1 Ð Bhpyq

If hpx1q � y:

Return true

Return false

Game CRhpAq

pM,M 1q Ð Ah

If M �M 1 and hpMq � hpM 1q

Return true

Return false

Figure 11.2: Left: Oracle Game PRh for preimage-resistance of oracle h. Right: Oracle Game CRh for

collision-resistance of oracle h.

Tightness. We remark that this bound is tight up to constant factors. To see the tightness of the term

T2{2n, consider the online-only adversary that simply makes k distinct queries with the salt a. It fails only

if all the queries have answer different from y, which happens with probability p1� 1{2nqT2 ¤ e�T2{2
n

. Since

e�x ¤ 1 � x{2 for x ¤ 1.5, for T2 ¤ 2n, e�T2{2
n ¤ 1 � T2{2n�1. This means the adversary succeeds with

probability at least T2{2n�1, meaning the second term in the bound is tight up to constant factors.

To see why the first term is tight, consider the adversary A1 which makes 2n queries on different inputs

for k � T1{2n different salts (where T1 is a multiple of 2n). In the online phase, it simply checks whether it

had made a query with salt a, that had output y; if so it returns the query input.

Let the set of k salts A1 had made queries on be S. For each salt in S, the probability that A1 had not

made query with that salt that had answer y is at most p1 � 1{2nq2n ¤ 1{e. So, for each salt in S with

probability at least p1 � 1{eq, A1 had made a query that had answer y. Now A wins if the a sampled is in

S, and A1 has made a query with salt a that had answer y; this probability is at least p1� 1{eqk{2s since a

is sampled at random. Since k � T1{2n, it follows that the second term in the bound is tight as well.

11.3.2 Collision-resistance of a salted random oracle

Oracle game CRh in Fig. 11.2 formalizes the collision-resistance of oracle h. In the game the adversary has

oracle access to h and wins if it manages to output M,M 1 such that M �M 1 and hpMq � hpM 1q.
We aim to upper bound the advantage of offline-online adversaries A against collision-resistance of salted

random oracles. Let Hs,`,n be the uniform distribution over Fcspt0, 1us�t0, 1u`, t0, 1unq. We seek to tightly

upper bound Advs-pre-CR
Hs,`,n

pT1, T2q. Using Theorem 11.2.3 and [JT20, Theorem 1] we get the following corollary.
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Corollary 11.3.2. Let T1, T2, n, s, ` P N¡0. Then

Advs-pre-CR
Hs,`,n

pT1, T2q ¤ 5
?

2

�
T1

2s�n{2
� T2

2n{2



.

Proof. We fix the adversary pT1, T2q-adversary A that maximizes Advs-pre-CR
Hs,`,n

pT1, T2q. From Theorem 11.2.3

we have that there exists an adversary B such that it makes at most T queries to its h oracle, where

E rT s ¤ T1{2s � T2, and

Advs-pre-PR
Hs,`,n

pAq ¤ AdvPR
Hs,`,n

pBq .

Using [JT20, Theorem 1], we can show that AdvCR
Hs,`,n

pBq ¤ 5

b
2ErT s2

2n , which concludes the proof.

Tight bound. The bound in corollary 11.3.2 is suboptimal. In Theorem 11.3.3, we obtain a better bound

for Advs-pre-CR
Hs,`,n

pT1, T2q.

Theorem 11.3.3. Let n, s, `, T1, T2 P N¡0. Let Hs,`,n be the uniform distribution on Fcspt0, 1us�t0, 1u`, t0, 1unq.
Then, we have that

Advs-pre-CR
Hs,`,n

pT1, T2q ¤
�
T2

2

�
2n

� T2T1

2s�n
� eT1

2s�n{2
� n

2s�1
� 1

2n
.

Tightness. We argue that this bound is tight up to constant factors. Initially, observe that for T2 ¥ 2n{2, the

right side becomes greater than one, and the bound always holds. For T2 ¤ 2n{2, we have that T1T2

2n�s ¤ eT1

2s�n{2
.

Therefore, the term T1T2

2n�s is never the dominant term in the bound, and it suffices to show attacks that

achieve advantage of the order
pT22 q
2n and eT1

2s�n{2
to show that this bound is tight. A birthday style attack with

T2 queries achieves advantage of the order
pT22 q
2n . Finally, we prove the following theorem to show that term

eT1

2s�n{2
is tight up to constant factors.

Theorem 11.3.4. Let T1, s, n, ` P N¡0 such that n is a multiple of 2 and T1 is a multiple of 2n{2�1. Let

Hs,`,n be the uniform distribution over Fcspt0, 1us�t0, 1u`, t0, 1unq. Then there exists a pT1, 0q-adversary A
such that

Advs-pre-CR
Hs,`,n

pAq ¥ p1� 1{eqT1

2s�n{2�1
.

We defer the formal proof of this theorem to Section 11.3.3. We next prove Theorem 11.3.3

Proof. Let A � pA1,A2q be the pT1, T2q-offline-online adversary that maximizes Advs-pre-CR
Hs,`,n

pT1, T2q. We

can treat A as deterministic by fixing its randomness that maximizes its advantage.

We seek to upper bound the probability that the adversary A finds a one-block collision for the randomly

chosen salt a that it gets as input in its online phase. We can assume without loss of generality that if A
outputs a collision, it must have made the relevant queries either in the offline or the online phase. This is
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without loss of generality because if A does not make one of these queries, we can construct a pT1, T2 � 2q-
offline-online adversary A1 that does whatever A does, and at the end of its online phase, makes the two

relevant queries if not made earlier after A outputs M,M 1. The term T2 would then be replaced by T2 � 2

in our bounds; for ease of readability, we omit this.

Also, without loss of generality we can assume that no query across the offline and online phases is

repeated because the adversary can simply remember the query answer since we do not restrict its memory

or the amount of advice it can pass on from offline to the online phase.

We define the following three events.

1. onecollon: A2 makes two queries hpa,Mq � z, hpa,M 1q � z for some M �M 1

2. onecolloffon: A1 makes a query hpa,Mq � z, and A2 makes a query whose answer is z

3. onecolloff : A1 makes two queries hpa,Mq � z, hpa,M 1q � z for some M �M 1

Observe that if none of onecollon, onecolloffon, onecolloff happen, A cannot find a collision. We have that

Pr
�
s-pre-CRh

Hs,`,n
pAq

�
¤ Pr ronecollons � Pr ronecolloffons � Pr ronecollons . (11.3)

We upper bound the probability of these three events one by one.

Upper bounding Pr ronecollons. This event happens only if A2 makes two queries that collide. The prob-

ability of any two queries of A2 colliding is 1{2n. Using a union bound over all pairs of queries of A2, we

have

Pr ronecollons ¤
�
T2

2

�
2n

. (11.4)

Upper bounding Pr ronecolloffons. Observe that onecolloffon happens only if there is an online query that has

the same answer as one of the offline queries that had input salt a. There are a total of T1 offline queries,

and a is random. Therefore, the expected number of offline queries with salt a is T1{2s. We have that

Pr ronecolloffons ¤
T1̧

k�0

Pr rThere are k offline queries with salt as kT2

2n

� E rNumber of offline queries with salt as T2

2n
(11.5)

� T1T2

2s�n
. (11.6)
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Upper bounding Pr ronecolloffs. The main challenge of this proof is proving an upper bound on Pr ronecolloffs.
We do it as follows: we define an event off-oneblk-k since there are k different salts for which a one-block

collision has been found in the offline phase. We have that for any k,

Pr ronecolloffs ¤ Pr
�
onecolloff

�� off-oneblk-k
�� Pr roff-oneblk-ks . (11.7)

Since onecolloff happens if for the salt a that is chosen uniformly at random from t0, 1us, A1 had queried

hpa,Mq,hpa,M 1q that have the same answer, we have that Pr
�
onecolloff

�� off-oneblk-k
� ¤ k{2n. We upper

bound Pr roff-oneblk-ks using a compression argument.

The encoding procedure encodes the random oracle h as follows.

1. It runs Ah
1 and initializes a list L to the empty list and a set S to the empty set.

2. For every query hpa,Mq made by A1, it does the following:

(a) Let z � hpa,Mq. If there was exactly one earlier query by A1 of the form pa,M 1q for some

M 1 �M that had answer z, and |S|   2k, it adds the index of the query hpa,M 1q and the current

query to S.

(b) Otherwise, it adds hpa,Mq to L.

3. It appends the evaluation of h on the points not queried by A1 to L in the lexicographical order of the

inputs.

4. If |S|   2k it outputs H; otherwise, it outputs L,S.

The decoding procedure works as follows.

1. If the encoding is H, it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1, it does the following:

(a) If the index of the query is in S, and there is an earlier query hpa,M 1q for some M 1 by A1 such

that its index is in S, answer this query with hpa,M 1q.
(b) Otherwise, it removes the element in front of L and answers with that.
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4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L

Correctness of decoding: For adversary A1 that causes the event off-oneblk-k to happen, the encoding

algorithm will never return H because by the definition of off-oneblk-k there will be at least k different salts

ai for which A1 queries hpai,Miq � zi, hpai,M 1
iq � zi; meaning the size of S will be 2k. For such an adversary

A it is easy to verify the decoding algorithm will always produce the correct output because for the answers

of h that were not added to L, the decoding algorithm recovers them using the set of indices S. Therefore,

we have that

Pr r Decoding is correct s ¥ Pr roff-oneblk-ks .

The size of the output space of the encoding algorithm is upper bounded by
�
T1

2k

� � p2nq2s�`�k. The size of

the input space is p2nq2s�` . From the compression lemma (Proposition 11.1.1), we have that

Pr roff-oneblk-ks ¤ Pr r Decoding is correct s ¤
�
T1

2k

�
2kn

.

We k � max
�
eT1

2n{2
, n{2�. If max

�
eT1

2n{2
, n{2� � eT1

2n{2
, then k ¥ n{2. Therefore,�

T1

2k

�
2nk

¤
�

eT1

2n{2p2kq

2k

¤
�

1

2


n
.

If max
�
eT1

2n{2
, n{2� � n{2, then k ¥ eT1

2n{2
. Therefore,�
T1

2k

�
2nk

¤
�

eT1

2n{2p2kq

2k

¤
�

1

2


n
.

Therefore, for k � max
�
eT1

2n{2
, n{2�, Pr roff-oneblk-ks ¤ 1{2n. Therefore, from (11.8) we have

Pr ronecolloffs ¤ eT1

2s�n{2
� n

2s�1
� 1

2n
. (11.8)

Plugging (11.4), (11.6) and (11.7) into (11.3) gives us that

Advs-pre-CR
Hs,`,n

pAq ¤
�
T2

2

�
2n

� T1T2

2n�s
� eT1

2s�n{2
� n

2s�1
� 1

2n
.

11.3.3 Attacks

In this section we add the proof of the various theorems that show the tightness of the bounds we obtained

for security against offline-online adversaries.
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Attacks for pre-2-CR-MDh
n (Proofs of Theorems 11.4.5 and 11.4.6)

We first prove Theorem 11.4.6.

Proof. [Theorem 11.4.6] Let T1{2n{2�2 � k. We start by describing A. Its offline phase A1 does the

following.

1. Let S be a set of k distinct salts.

2. For each salt a in S, it makes 2n{2�2 distinct queries with the salt

3. For each salt in t0, 1unzS, it makes T1{2n�1 distinct queries

Its online phase A2 does the following: on getting input salt a, it checks if A1 had made queries that led to

a two-block MD-collision for a. If so it outputs the collision.

Clearly A1 makes T1{2n{2�2 �2n{2�1�T1{2n�1 �p2n�T1{2n{2� 2q   T1 queries, and A2 makes no queries.

So A is a pT1, 0q-adversary.

Now, we analyze the advantage of A. We say that a salt a1 in S is good if the A1 made two queries for

a1 that collided. For each a1 P S, we have that

Pr
�
a1 is good

� � 1� Pr
�
a1 is not good

�
.

Observe that a1 is not good if and only if all the 2n{2�1 queries made on it produce distinct answers

Pr
�
a1 is not good

� � 2n{2�1¹
i�1

�
1� i� 1

2n




¤
2n{2�1¹
i�1

e�
pi�1q
2n

� e�
p2n{2�1qp2n{2�1�1q

2n ¤ 1{e .

Let X be the random variable that denotes the number of salts in S that are not good. We have that

E rXs ¤ k{e. Using Markov’s equality we have that

Pr rX ¥ 2k{es ¤ E rXs
2k{e ¤

1

2
.

Therefore,

Pr rX ¤ 2k{es ¥ 1

2
.

Let Qa be the event that for a salt a, A1 made a query on a in line 3 such that one of the queries had an

answer a1 such that a1 is a good salt in S. Let winA be the event that the a that was sampled before the

online phase was such that
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1. a R S

2. Qa happens

We have that

Pr rwinAs � Pr ra R S^Qas
¥ Pr ra R S^Qa ^X ¤ 2k{es

Pr ra R S^X ¤ 2k{esPr
�
Qa

�� a R S^X ¤ 2k{e� .
Since a is sampled independent of A1 we have that

Pr ra R S^X ¤ 2k{es � Pr ra R Ss � Pr rX ¤ 2k{es .

Pr ra R Ss 1 � k{2n since a is sampled uniformly at random. Since T1 ¤ 25n{4, and n ¥ 2, Pr ra R Ss ¥ 1{2.

Further we have Pr rX ¤ 2k{es ¥ 1{2. Therefore,

Pr ra R S^X ¤ 2k{es ¥ 1{4 .

If a R S, Qa does not happen only if none queries made on A1 have answers that are not among the good

salts in S. Therefore, we have that

Pr
�
Qa

�� a R S^X ¤ 2k{e� ¥ 1�
�

2n � kp1� 2{eq
2n


T1{2
n�1

.

We have that �
2n � kp1� 2{eq

2n


T1{2
n�1

�
�

1� kp1� 2{eq
2n


T1{2
n�1

¤ e�
kp1�2{eq

2n �
T1

2n�1 .

Note that

kp1� 2{eq
2n

� T1

2n�1
� p1� 2{eqT 2

1

25n{2�3
¤ 1 .

Above we used the fact that T1 ¤ 25n{4. We have that e�x ¤ 1� x{2 for 0 ¤ x ¤ 1.5, therefore,�
2n � kp1� 2{eq

2n


T1{2
n�1

¤ 1� p1� 2{eqT 2
1

25n{2�4
.

This implies

Pr
�
Qa

�� a R S^X ¤ 2k{e� ¥ p1� 2{eqT 2
1

25n{2�4
.
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Therefore,

Pr rwinAs ¥ p1{4q � p1� 2{eqT 2
1

25n{2�4
� p1� 2{eqT 2

1

25n{2�6
.

Clearly if winA happens, A has won. Hence

Advpre-2-CR-MD
Hn,`,n

¥ p1� 2{eqT 2
1

25n{2�6
.

We next prove Theorem 11.4.5.

Proof. [Theorem 11.4.5] Let T1{2n{2�1 � k. We start by describing A. Its offline phase A1 does the

following.

1. Let S be a set of k distinct salts.

2. For each salt a in S, it makes 2n{2�1 distinct queries with the salt

Its online phase A2 does the following:

1. Let T be the set of salts for which A1 found a collision.

2. On getting salt a input it makes T2 distinct queries with salt a. If any of the answers are in T – say

the query hpa,Mq produced a1 such that A1 had made queries hpa1,M 1q � z and hpa1,M2q � z for

M 1 �M2. It outputs pM,M 1q and pM,M2q as the two-block collision.

Clearly A1 makes T1{2n{2�1 �2n{2�1 � T1 queries, and A2 makes T2 queries. So A is a pT1, T2q-adversary.

Now, we analyze the advantage of A. We say that a salt a1 in S is good if the A1 made two queries for

a1 that collided. Let X be the random variable that denotes the number of salts in S that are not good.

In our analysis in 11.4.6, we showed that

Pr rX ¤ 2k{es ¥ 1

2
.

Let winA be the event that for a salt a, A2 made a query on a such that one of the queries had an answer

a1 such that a1 is a good salt in S. We have that

Pr rwinAs ¥ Pr rwinA ^X ¤ p2k{es
Pr rX ¤ 2k{esPr

�
winA

��X ¤ 2k{e� .
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Note that winA does not happen only if none queries made on A2 have answers that are not among the good

salts in S. Therefore, we have that

Pr
�
winA

��X ¤ 2k{e� ¥ 1�
�

2n � kp1� 2{eq
2n


T2

.

We have that �
2n � kp1� 2{eq

2n


T2

�
�

1� kp1� 2{eq
2n


T2

¤ e�
kp1�2{eq

2n �T2 .

Note that

kp1� 2{eq
2n

� T2 � p1� 2{eqT1T2

23n{2�1
¤ 1 .

Above we used the fact that T1T2 ¤ 23n{2. We have that e�x ¤ 1� x{2 for 0 ¤ x ¤ 1.5. Therefore,�
2n � kp1� 2{eq

2n


T2

¤ 1� p1� 2{eqT1T2

23n{2�2
.

This implies

Pr
�
winA

��X ¤ 2k{e� ¥ p1� 2{eqT1T2

23n{2�2
.

Therefore,

Pr rwinAs ¥ p1{2q � p1� 2{eqT1T2

23n{2�2
� p1� 2{eqT1T2

23n{2�3
.

Clearly if winA happens, A has won. Hence

Advpre-2-CR-MD
Hn,`,n

¥ p1� 2{eqT1T2

23n{2�3
.

Attacks on pre-2-PR-MDh
n (Proofs of Theorems 11.4.2 and 11.4.3)

We first prove Theorem 11.4.2.

Proof. [Theorem 11.4.2] Let k � T1{2n. The offline phase of the adversary A does the following:

1. It chooses a set of k distinct salts S

2. For each salt a P S, it makes 2n�2 distinct queries
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Its online phase A2 does the following: on getting input salt a, it makes T2 distinct queries with salt a. If

some query hpa,M 1q � a1 such that a1 P S and for A1 had made a query hpa1,M2q � y then A2 outputs the

pM 1,M2q.
Clearly A1 makes T1{2n � 2n � T1 queries, and A2 makes T2 queries. So A is a pT1, T2q-adversary.

Now, we analyze the advantage of A. We say that a salt a1 in S is good if the A1 made a query for a1

that had answer y. For each a1 P S, we have that

Pr
�
a1 is good

� � 1� Pr
�
a1 is not good

�
.

Observe that a1 is not good if and only if all the 2n queries made on it produce answers other than y

Pr
�
a1 is not good

� � �
1� 1

2n


2n

¤ 1{e .

Let X be the random variable that denotes the number of salts in S that are not good. We have that

E rXs ¤ k{e. Using Markov’s equality we have that

Pr rX ¥ 2k{es ¤ E rXs
2k{e ¤

1

2
.

Therefore,

Pr rX ¤ 2k{es ¥ 1

2
.

Let winA be the event that for a salt a, A2 made a query on a such that one of the query had an answer a1

such that a1 is a good salt in S. We have that

Pr rwinAs ¥Pr rwinA ^X ¤ 2k{es
�Pr rX ¤ 2k{esPr

�
winA

��X ¤ 2k{e� .
Note that winA does not happen only if none queries made on A1 have answers that are not among the good

salts in S. Therefore, we have that

Pr
�
winA

��X ¤ 2k{e� ¥ 1�
�

2n � kp1� 2{eq
2n


T2

.

We have that �
2n � kp1� 2{eq

2n


T1{2
n�1

�
�

1� kp1� 2{eq
2n


T2

¤ e�
kp1�2{eq

2n �T2 .
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Note that

kp1� 2{eq
2n

� T2 � p1� 2{eqT1T2

22n
¤ 1 .

Above we used the fact that T1T2 ¤ 22n. We have that e�x ¤ 1� x{2 for 0 ¤ x ¤ 1.5, therefore,�
2n � kp1� 2{eq

2n


T2

¤ 1� p1� 2{eqT1T2

22n
.

This implies

Pr
�
winA

��X ¤ 2k{e� ¥ p1� 2{eqT1T2

22n
.

Therefore,

Pr rwinAs ¥ p1{2q � p1� 2{eqT1T2

22n
� p1� 2{eqT1T2

22n�1
.

Clearly if winA happens, A has won. Hence

Advpre-2-PR-MD
Hn,`,n

¥ p1� 2{eqT1T2

22n�1
.

We next prove Theorem 11.4.3.

Proof. [Theorem 11.4.3] Let k � T1{2n�1. The offline phase of the adversary A does the following:

1. It chooses a set of k distinct salts S

2. For each salt a P S, it makes 2n�2 distinct queries

3. For every salt in t0, 1unzS it makes T1{2n�1 distinct queries

Its online phase A2 does the following: on getting input salt a, it checks the queries made by A1 to find a

message M , at most two blocks long such that the MDhpa,Mq � y. If so it outputs M .

Clearly A1 makes T1{2n�1 � 2n�T1{2n�1 � p2n�T1{2n{2� 2q   T1 queries, and A2 makes no queries. So

A is a pT1, 0q-adversary.

Now, we analyze the advantage of A. We say that a salt a1 in S is good if the A1 made a query for a1

that had answer y. For each a1 P S, we have that

Pr
�
a1 is good

� � 1� Pr
�
a1 is not good

�
.
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Observe that a1 is not good if and only if all the 2n queries made on it produce answers other than y

Pr
�
a1 is not good

� � �
1� 1

2n


2n

¤ 1{e .

Let X be the random variable that denotes the number of salts in S that are not good. We have that

E rXs ¤ k{e. Using Markov’s equality we have that

Pr rX ¥ 2k{es ¤ E rXs
2k{e ¤

1

2
.

Therefore,

Pr rX ¤ 2k{es ¥ 1

2
.

Let Qa be the event that for a salt a, A1 made a query on a in line 3 such that one of the queries had an

answer a1 such that a1 is a good salt in S. Let winA be the event that the a that was sampled before the

online phase was such that

1. a R S

2. Qa happens

We have that

Pr rwinAs � Pr ra R S^Qas
¥ Pr ra R S^Qa ^X ¤ 2k{es

Pr ra R S^X ¤ 2k{esPr
�
Qa

�� a R S^X ¤ 2k{e� .
Since a is sampled independent of A1 we have that

Pr ra R S^X ¤ 2k{es � Pr ra R Ss � Pr rX ¤ 2k{es .

We have that Pr ra R Ss � 1 � k{2n since a is sampled uniformly at random. Since T1 ¤ 23n{2, and n ¥ 2,

Pr ra R Ss ¥ 1{2. Further we have Pr rX ¤ 2k{es ¥ 1{2. Therefore,

Pr ra R S^X ¤ 2k{es ¥ 1{4 .

If a R S, Qa does not happen only if none queries made on A1 have answers that are not among the good

salts in S. Therefore, we have that

Pr
�
Qa

�� a R S^X ¤ 2k{e� ¥ 1�
�

2n � kp1� 2{eq
2n


T1{2
n�1

.
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We have that �
2n � kp1� 2{eq

2n


T1{2
n�1

�
�

1� kp1� 2{eq
2n


T1{2
n�1

¤ e�
kp1�2{eq

2n �
T1

2n�1

Note that

kp1� 2{eq
2n

� T1

2n�1
� p1� 2{eqT 2

1

23n�2
¤ 1 .

Above we used the fact that T1 ¤ 23n. We have that e�x ¤ 1� x{2 for 0 ¤ x ¤ 1.5, therefore,�
2n � kp1� 2{eq

2n


T1{2
n�1

¤ 1� p1� 2{eqT 2
1

23n�2
.

This implies

Pr
�
Qa

�� a R S^X ¤ 2k{e� ¥ p1� 2{eqT 2
1

23n�2
.

Therefore,

Pr rwinAs ¥ p1{4q � p1� 2{eqT 2
1

23n�2
� p1� 2{eqT 2

1

23n�4
.

Clearly if winA happens, A has won. Hence

Advpre-2-PR-MD
Hn,`,n

¥ p1� 2{eqT 2
1

23n�4
.

Offline-only attack for s-pre-CRh (Proof of Theorem 11.3.4)

In this section we prove Theorem 11.3.4.

Proof. [Theorem 11.3.4] Let k � T1{2n{2�1. We describe the adversary A � pA1,A2q. Its offline phase A1

works as follows:

1. It picks a set S of k distinct salts

2. For each salt in S it makes 2n{2�1 distinct queries

The online phase on getting salt a as input simply checks whether A1 queried a collision for A. If so it

outputs the collision.
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We say that a salt a1 in S is good if the A1 made two queries for a1 that collided. For each a1 P S, we

have that

Pr
�
a1 is good

� � 1� Pr
�
a1 is not good

�
.

Observe that a1 is not good if and only if all the 2n{2�1 queries made on it produce distinct answers

Pr
�
a1 is not good

� � 2n{2�1¹
i�1

�
1� i� 1

2n



¤

2n{2�1¹
i�1

e�
pi�1q
2n

� e�
p2n{2�1qp2n{2�1�1q

2n ¤ 1{e .

Now, notice that A wins whenever a is sampled from the set of good salts in S. Therefore

AdvCR
Hs,m,npAq ¥ Pr ra P S^ a is a good salt in Ss

� Pr ra P Ss � Pr
�
a is a good salt in

�� a P S
�

¥ p1� 1{eqk{2n � p1� 1{eqT1

2s�n{2�1
.

The second inequality above follows since a is sampled at random and for all a1 P S, Pr ra1 is goods ¥
1� 1{e.

We note that there is a dual of this strategy for an offline-only adversary compared to the one we presented

in this proof – instead of making 2n{2 queries for T1{2n{2 salts, it could make T1{2s for all 2s salts – in this

case its advantage of be of the order T 2
1 {22s�n. Note that if we care about constant advantage, then both

the attack strategies need the same amount of queries. However, this latter attack is worse than the one we

give in Theorem 11.3.4 since T 2
1 {22s�n ¤ T1{2s�n{2 when both the terms are at most one. In Section 11.3.4,

we formalize this difference between the two attack strategies for a general class of games.

11.3.4 Strategies for offline-only attacks

In this section, we present the qualitative difference between two strategies behind offline only attacks.

Suppose game G is compatible with ideal distribution I. Suppose there exists d,N, T0 P N, c P r0, 1s that

depend on G, I and satisfy the following.

- T0 ¥ N1{d

- for all T ¤ T0, there exists a T -query adversary AT such that AdvG
IpAT q ¥ c � TdN

AdvG
IpAq ¥ c � T

d

N
.



359

This property hold for several random oracle based games, e.g., for collision-resistance of random oracles

with n bit outputs, c � 1{2, d � 2, T0 � 2n{2.

Let T1, s P N¡0. Assume T1 is a multiple of 2s, and N1{d, and T1 ¤ N1{d � 2s. Consider the two following

T1-query offline-only adversaries B, C against s-pre-Gπ.

- B1: It chooses a set S of T1{N1{d salts. For each salt a in the set, it runs AT for T � N1{d and simulates

Gπa to it.

- C1: For each salt a P t0, 1us, it runs AT 1 for T 1 � T1{2s, simulating Gπa to it.

The online phases of both adversaries do not make any queries themselves, and decide their output based

on the queries made by their offline phase.

First we analyze the success probability of B. We have that B wins if the sampled salt a was in S and

GπapAT q (where T � N1{d) returns true. Therefore,

Advs-pre-G
Is pBq � Pr rts a P SuPr

�
GπapAT q

�� a P S
�

¥ T1

N1{d2s
� c � cT1

N1{d2s
.

The inequality follows because a is sampled independently of A, and for any salt a, AdvG
IpAT q ¥ c � TdN � c.

Next we analyze the success probability of C. We have that C wins if GπapAT 1q (where T 1 � T1{2s)
returns true. Therefore,

Advs-pre-G
Is pBq � Pr rGπapAT 1qs

¥ c � T d1
2sdN

.

Note that since T1 ¤ N1{d � 2s, cT1

N1{d2s
¥ Td1

2sdN
. So for d ¥ 1, the better offline only strategy is to trying to

win on T1{N1{d salts instead of distributing queries across all 2s salts.

11.4 Offline-Online Security of Two-Block Merkle-Damg̊ard

In previous sections, we focused on proving security guarantees against offline-online attacks on constructions

where every query to the ideal primitive is salted. Here, we will see an example of a construction (Merkle

Damg̊ard) where only the first query to the underlying primitive (random oracle) is salted. Specifically, we

will study the pre-image-resistance and collision-resistance for two-block Merkle-Damg̊ard.

The main takeaway from this section is that for primitives that are not salted for every call, we can have

parameter regimes where a term of the form T1T2 dominates the bound, meaning that in these regimes there

are tradeoffs between the number of offline and online queries for the advantage to be close to one. This
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Game 2-PR-MDh
npAq

aÐ$ t0, 1un

yÐ$ t0, 1un

M Ð Ahpa, yq

If |M | P t`, 2`u and MDhpa,Mq � y

Return true

Return false

Figure 11.3: Oracle game 2-PR-MDh
n formalizing the pre-image-resistance of the two-block MD construction.

contrasts with what we saw earlier in Section 11.2.2. There we demonstrated that for constructions that salt

every query to the ideal primitive, an adversary must have either online time close to the online time of the

best online-only attack that attains an advantage close to one, or offline time close to the best offline-only

attack that attains an advantage close to one to achieve an advantage close to one.

11.4.1 Pre-image-resistance of two-block Merkle-Damg̊ard

In this section we study the offline-online attacks against the pre-image-resistance of the two-block Merkle-

Damgaard (MD) construction. Pre-image-resistance of two-block Merkle-Damg̊ard is formalized in the game

2-PR-MDh
n in Figure 11.3. A salt a and a value y are sampled uniformly at random from t0, 1un and given

as input to A. A can make queries to h and wins if it outputs a message M that is one or two blocks long

whose MD evaluation with a is y.

Let Hn,`,n be the uniform distribution over Fcspt0, 1un�t0, 1u`, t0, 1unq. We are interested in proving an

upper bound on Advpre-2-PR-MD
Hn,`,n

pT1, T2q. We prove the following theorem.

Theorem 11.4.1. Let T1, T2, n, ` P N¡0. Let Hn,`,n be the uniform distribution over Fcspt0, 1un�t0, 1u`, t0, 1unq.
Then

Advpre-2-PR-MD
Hn,`,n

pT1, T2q ¤ 2T2 � 1

2n
� T1T2 � nT1 � T1

22n
� 4eT 2

1

23n
.

Offline-online tradeoffs. Note that in the regime T1 � 2np1�εq, T2 � 2np1�εq for 0   ε   1{2, the term

T1T2{22n dominates the bound, meaning there is an offline-online query tradeoff in that regime.

Tightness. We show that this bound is tight up to factors of n. Observe that the dominant terms are of

the order T2{2n, T1T2{22n, and T 2
1 {23n. We briefly describe how we show this.
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The tightness of T2{2n follows easily – the online only attack simply makes T2 queries with the given salt.

The advantage of this attack is at least p1� 1{eqT2{2n for T2 ¤ 2n, as argued in the tightness discussion for

pre-image-resistance of the salted random oracle.

The following theorem proves that the term T1T2{22n is tight.

Theorem 11.4.2. Let T1, T2, n, ` P N¡0 such that T1 is a multiple of 2n, T1T2 ¤ 22n. Let Hn,`,n be the

uniform distribution over Fcspt0, 1un � t0, 1u`, t0, 1unq. Then there exists a pT1, T2q-adversary such that

Adv2-PR-MD
Hn,`,n

pAq ¥ T1T2p1� 2{eq
22n�1

.

We defer the proof of this theorem to Section 11.3.3.

The following theorem proves that the term T 2
1 {23n is tight.

Theorem 11.4.3. Let T1, n, ` P N¡0 such that T1 is a multiple of 2n�1, T1 ¤ 23n{2. Let Hn,`,n be the

uniform distribution over Fcspt0, 1un � t0, 1u`, t0, 1unq. Then there exists a pT1, 0q-adversary such that

Adv2-PR-MD
Hn,`,n

pAq ¥ T 2
1 p1� 2{eq

23n�4
.

We defer the proof of this theorem to Section 11.3.3.

Proof. [Theorem 11.4.1] Let A be the pT1, T2q-adversary that maximizes Adv2-PR-MD
Hn,`,n

pT1, T2q. Without loss

of generality A is deterministic and does not repeat any queries. We also assume without loss of generality

that A makes all the queries needed to compute the MD evaluation of the messages it outputs.

We can formulate an alternate version of the game for pre-image-resistance of MD in game H in Fig. 11.4.

Note that whenever A wins 2-PR-MDh
n, it has to win H because from our assumption that A makes all the

queries needed to compute the MD evaluation of the messages it outputs, it follows that at least one of the

following happens.

- A makes a query hpa,M 1q � y – meaning it has found a one-block message M 1 whose MD evaluation

with salt a is y.

- A queries hpa,M 1q � z and hpz,M2q � y – meaning it has found a two-block message pM 1,M2q whose

MD evaluation with salt a is y.

In either of these cases the flag win is set in H, meaning A wins the game. Therefore,

Adv2-PR-MD
Hn,`,n

pAq ¤ Pr rHpAqs .

Note that win is set to true H only if one of oneblkinv, twoblkinv is set to true. It follows that

Pr rHpAqs � Pr rA sets wins ¤ Pr roneblkinvs � Pr rtwoblkinvs .
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Game HpA � pA1,A2qq

hÐ$ Fcspt0, 1un � t0, 1u`, t0, 1unq

win Ð false

oneblkinv, twoblkinv Ð false

τ Ð rs, a, y Ð K

st Ð AH
1

aÐ$ t0, 1un

yÐ$ t0, 1un

If DM : ppa,Mq, yq P τ :

win Ð true

oneblkinv Ð true

If DM,M 1, z :

ppa,Mq, zq, ppz,M 1q, yq P τ :

win Ð true

twoblkinv Ð true

AH
2 pst, a, yq

Return win

Oracle Hpa1,M 1q

τ Ð τ Y tppa1,M 1q, hpa1,M 1qqu

If DM 1 : ppa,M 1q, yq P τ :

win Ð true

oneblkinv Ð true

If DM 1,M2, z :

ppa,M 1q, zq, ppz,M2q, yq P τ :

win Ð true

twoblkinv Ð true

Return hpa1,M 1q

Figure 11.4: Game H used in the analysis of pre-image-resistance of two-block MD. The events introduced

in this game are marked in red.
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We show that

Pr roneblkinvs ¤ T2

2n
� T1

22n
,

and

Pr rtwoblkinvs ¤ T2 � 1

2n
� T1T2 � nT1

22n
� 4eT 2

1

23n
.

Putting it all together would give us the theorem.

We next upper bound Pr roneblkinvs ,Pr rtwoblkinvs.
Towards upper bounding Pr roneblkinvs, we define the two following events:

1. oneblkinvoff : A1 makes a query with input salt a and output y

2. oneblkinvon: A2 makes a query which has output y

It is easy to see that if oneblkinv happens, then at least one of oneblkinvoff , oneblkinvon has to happen.

Therefore

Pr roneblkinvs ¤ Pr roneblkinvoffs � Pr roneblkinvons .

We first upper bound Pr roneblkinvons. Each query by A2 has answer y with probability 1{2n. Using a union

bound over all queries of A2, we have that

Pr roneblkinvons ¤ T2{2n .

We next upper bound Pr roneblkinvoffs. Consider the set of ps, yq pairs such that there is a query by A1 with

input salt s and answer y. There are at most T1 such pairs. Note that, oneblkinvoff happens only if pa, yq
which is sampled uniformly at random, is among those at most T1 pairs. Hence,

Pr roneblkinvoffs ¤ T1{22n .

Putting this together, we have the required bound on Pr roneblkinvs.
We next upper bound Pr rtwoblkinvs. We define the three following events.

1. twoblkinvoff : A1 makes queries hpa,Mq � z and hpz,M 1q � y for some M,M 1, z

2. twoblkinvoffon: A1 makes a query hpz,Mq � y and A2 makes a query hpa,M 1q � z for some M,M 1, z

3. twoblkinvon: A2 makes a query with answer y
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It is easy to see that if twoblkinv happens then at least one of twoblkinvoff , twoblkinvoffon, twoblkinvon has to

happen. Therefore,

Pr rtwoblkinvs ¤ Pr rtwoblkinvoffs � Pr rtwoblkinvoffons � Pr rtwoblkinvons . (11.9)

We upper bound these probabilities one by one starting with Pr rtwoblkinvons. Observe that every query by

A2 has probability 1{2n of having answer y. Using a union bound over all queries of A2, it follows that

Pr rtwoblkinvons ¤ T2

2n
. (11.10)

We next upper bound Pr rtwoblkinvoffons. Observe that this event happens only if A2 makes a query that has

answer z such that A1 made a query with salt z that had answer y. Therefore, using total probability

Pr rtwoblkinvoffons ¤
T1̧

k�1

Pr rA1 made k queries with answer ys kT2

2n

� T2

2n

T1̧

k�1

E rNumber of queries of A1 with answer ys

� T2T1

2n
. (11.11)

The last equality follows since each query of A1 has answer y with probability 1{2n.

Finally, we upper bound Pr rtwoblkinvoffs. For this we initially take a short detour and define the event

pm� 1q-col as the event that A1 has made m� 1 distinct random oracle queries, all of which have the same

answer. We claim that

Pr
�
twoblkinvoff

�� pm� 1q-col
� ¤ mT1

22n
.

This is because if pm� 1q-col does not happen, there can be at most mT1 pairs of queries such that the answer

of the one query of the pair is the input of the other query (as otherwise there would be a m�1-multi-collision

since there are T1 queries made by A1). Now, twoblkinvoff happens only if pa, yq that is sampled uniformly

at random is such that one of these at most mT1 pairs have a as the salt for one query and y as the answer

of the other query. This happens with probability at most mT1

22n .

Finally, we upper bound Pr rpm� 1q-cols. For any subset of m � 1 queries made by A1, the probability

that they have the same answer is 1{2nm. Using a union bound over all possible m� 1 sized subsets of the

queries of A1, we have that

Pr rpm� 1q-cols ¤
�
T1

m�1

�
2nm

.

We let m � max
�
n, 4eT1

2n

�
. If n ¤ 4eT1

2n , we have that m � 4eT1

2n ¥ n. Therefore,

Pr rpm� 1q-cols ¤
�
T1

m�1

�
2mn

¤
�

eT1

pm� 1q2n

m�1

2n ¤
�

1

4


m
2n ¤

�
1

2


n
.
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Otherwise, if n ¡ 4eT1

2n , we have that m � n ¡ 4eT1

2n . Therefore,

Pr rpm� 1q-cols ¤
�
T1

m�1

�
2nm

¤
�

eT1

pm� 1q2n

m�1

2n ¤
�

1

4


m�1

2n ¤
�

1

2


n
.

Therefore, we have that for m � max
�
n, 4eT1

2n

�
, Pr rpm� 1q-cols ¤ 1{2n. Hence

Pr rtwoblkinvoffs ¤ nT1

22n
� 4eT 2

1

23n
� 1

2n
. (11.12)

Plugging (11.10) to (11.12) into (11.9) gives us the required bound for Pr rtwoblkinvs and concludes the

proof.

11.4.2 Collision-resistance of two-block Merkle-Damg̊ard

In this section, we study the collision-resistance of two-block Merkle-Damg̊ard (MD) against offline-online

adversaries. Collision-resistance of two-block MD is formalized by the oracle game 2-CR-MDh
n in Fig. 11.5.

In this game a salt a is picked at random from t0, 1un that is given to the adversary A. The adversary A
has oracle access to h, and wins if it can output two messages M,M 1 that are distinct; both at most 2 blocks

long, and satisfy MDhpa,Mq � MDhpa,M 1q.
The game pre-2-CR-MDh

n captures the collision-resistance of 2-block MD against offline-online adversaries.

We prove the following upper bound on Advpre-2-CR-MD,n
Hn,`,n

.

Theorem 11.4.4. Let T1, T2, s, `, n P N¡0. Let Hn,`,n be the uniform distribution on Fcspt0, 1un�t0, 1u`, t0, 1unq.

Advpre-2-CR-MD
Hs,`,n

pAq ¤ 2T 2
2 � nT2{2� 3n2{2� 99n{2� 33

2n

�
�
T1T2

23n{2



pn2 � 5n� 83q

�
�

T1

25n{4



p53n� 14n1{2 � 56n1{3 � 342q � 468

�
T 2

1

27n{3



.

Offline-online tradeoffs. Note that, in the regime of parameters T1 � 2np1�εq, T2 � 2np1{2�εq for

0   ε   1{6, the term T1T2{23n{2 dominates the bound, i.e., there is a tradeoff between the number of offline

and online queries in that regime.

Tightness of the bound. We show that the first three terms in the above bound are tight by giving

matching attacks. We could not find an attack matching the last term in the bound and leave improving it

or showing it tight to be future research.

We briefly describe how we show the other terms to be tight. The first term is dominated by T 2
2 {2n – we

can show that this is tight up to constant factors using the birthday attack, which achieves advantage of the

order T 2
2 {2n.

In the second term, ignoring constants and powers of n, the dominant factor is T1T2

23n{2 . We prove this

theorem to show that it is tight.
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Game 2-CR-MDh
npAq

aÐ$ t0, 1un

pM,M 1q Ð Ahpaq

If |M |, |M 1| P t`, 2`u and M �M 1 and MDhpa,Mq � MDhpa,M 1q

Return true

Return false

Figure 11.5: Oracle game 2-CR-MDh
n formalizing collision-resistance of two-block MD.

Theorem 11.4.5. Let T1, T2, n, ` P N¡0 such that n is a multiple of 2, T1 is a multiple of 2n{2�1, and

T1T2 ¤ 23n{2. Let Hn,`,n be the uniform distribution over Fcspt0, 1un � t0, 1u`, t0, 1unq. There exists a

pT1, T2q adversary A such that

Advpre-2-CR-MD
Hn,`,n

pAq ¥ p1� 2{eqT1T2

23n{2�3
.

The proof of this theorem is in Section 11.3.3.

In the third term, ignoring constants and powers of n, the dominant factor is T1

25n{4 . We give an attack

that achieves advantage of the order
T 2
1

25n{2 . While
T 2
1

25n{2 ¤ T1

25n{4 for T1 ¤ 25n{4, observe that both of them

become one at T1 � 25n{4. Formally, we prove the following theorem.

Theorem 11.4.6. Let T1, T2, n, ` P N¡0 such that n is a multiple of 2, and T1 is a multiple of 2n{2�1. Let

Hn,`,n be the uniform distribution over Fcspt0, 1un � t0, 1u`, t0, 1unq. There exists a pT1, T2q adversary A
such that

Advpre-2-CR-MD
Hn,`,n

pAq ¥ p1� 2{eqT 2
1

25n{2�6
.

The proof of this theorem is in Section 11.3.3.

We now proceed to prove Theorem 11.4.4.

Proof. The proof of this theorem fixes the pT1, T2q-offline-online adversary A � pA1,A2q that maximizes

Advpre-2-CR-MD
Hn,`,n

pT1, T2q. We can treat A as deterministic by fixing its randomness that maximizes its advan-

tage. Without loss of generality we can assume that A does not repeat any query across the offline and

online phases because we have no restrictions on the memory of the adversary.

We rewrite the collision-resistance game for two-block MD in game H in Figure 11.7. Note that whenever

A wins G2-PR-MD
n,` , from our assumption that A makes all the queries needed to compute the MD evaluation

of the messages it outputs, at least one of the following happens.
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(a) Self-loop. (b) Self-loop on stem.

(c) Bulb. (d) Bulb on stem.

(e) Triangle. (f) Diamond.

Figure 11.6: The structure of the six different types of two-block MD collisions in the query graph. The

nodes in the query graph are labelled with values in t0, 1un, and there is an edge pa, a1q labelled with M if

the adversary made a query hpa,Mq � a1. We omit the node and edge labels for simplicity.

- A makes a query hpa,M 1q � a, meaning it has found a one-block message M 1 whose MD evaluation

with salt a is a. This is sufficient for a two-block collision because for any M2 P t0, 1u`, pM 1,M2q and

M2 have the same MD evaluation with salt a.

- A makes queries hpa,M 1q � z and hpz,M2q � z; this is a two-block collision because pM 1,M2q and

M 1 have the same MD evaluation with salt a.

- A makes queries hpa,M 1q � z and hpa,M2q � z for M 1 � M2; this is a two-block collision because

M 1, and M2 have the same MD evaluation with salt a.

- A makes queries hpa,M 1q � z, hpy,M2q � z and hpy,M3q � z for M2 � M3; this is a two-block

collision because pM 1,M2q and pM 1,M2q have the same MD evaluation with salt a.

- A makes queries hpa,M 1q � y, hpy,M2q � z and hpa,M3q � z; this is a two-block collision because

pM 1,M2q and M3 have the same MD evaluation with salt a.

- A makes queries hpa,M 1q � y, hpy,M2q � z, hpa,M3q � y1, and hpy1,M3q � z for M 1 � M3 and

M2 �M4; this is a two-block collision because pM 1,M2q and pM3,M4q have the same MD evaluation

with salt a.
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If any of these occur, win is set in H, meaning A wins the game. Therefore,

Advpre-2-CR-MD
Hn,`,n

pAq ¤ Pr rHpAqs .

The game H defines events sl, sos, bulb, bos, tri, dia. We name the events this way because of the following

alternative view of MD collisions via the query graph of A: the nodes of the query graph are labelled with

strings from t0, 1un, and whenever A makes a query hpa,Mq � a1, an edge pa, a1q labelled M is added to

the graph. Finding a two block collision can be viewed as finding one of the following structures in the

query graph: self-loop, self-loop on stem, bulb, bulb-on-stem, triangle, and diamond; Fig. 11.6 shows these

structures.

It follows from inspection that in game H, win is set only if one of these event among tsl, sos, bulb, bos, tri, diau
happen. Therefore, using the union bound we have that

Pr rHpAqs � Pr rA sets wins
¤

¸
eventPtsl,sos,bulb,bos,tri,diau

Pr revents (11.13)

Our proof is divided into these following lemmas each of which upper bound the probability of these events.

Lemma 11.4.7.

Pr rsls ¤ 1

2n
� n

2n
� 2eT1

22n
� T2

2n
.

Lemma 11.4.8.

Pr rsoss ¤ T2 � 3� nT2 � n2

2n
� 2eT1T2 � 6enT1

22n
� 8e2T 2

1

23n
.

Lemma 11.4.9.

Pr rbulbs ¤
�
T2

2

�
2n

� T2T1

22n
� eT1

23n{2
� n

2n�1
� 1

2n
.

Lemma 11.4.10.

Pr rboss ¤
�
T2

2

�� nT2{2� n2{2� 4

2n
� eT1T2 � enT1

23n{2
� nT1T2 � T1T

2
2 � 2enT1

22n

� 4e2T 2
1

25n{2
� 4eT 2

1 T2

23n
.

Lemma 11.4.11.

Pr rtris ¤
�
T2

2

�� 18n� 8

2n
� 3p24eq1{2T1 � 3p8enq1{2T1

23n{2
� 9p2q1{3eT 4{3

1

25n{3

� 2nT1T2 � T1T2 � T 2
2 T1 � 12ep2q1{2T 3{2

1

22n
� 8eT 2

1 T2 � 2T1T2

23n
.
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Game HpA � pA1,A2qq

hÐ$ Fcspt0, 1un � t0, 1um, t0, 1unq

win Ð false, τ Ð rs, aÐ K

sl, sos, bulb, bos, tri, dia Ð false

st Ð AH
1

aÐ$ t0, 1un

If DM 1 : ppa,M 1q, aq P τ :

win Ð true, sl Ð true

If DM 1,M2, z :

ppa,M 1q, zq, ppz,M2q, zq P τ :

win Ð true, sos Ð true

If DM 1 �M2, z :

ppa,M 1q, zq, ppa,M2q, zq P τ :

win Ð true, bulb Ð true

If DM 1,M2 �M3, y, z :

ppa,M 1q, yq, ppy,M2q, zq P τ,

ppy,M3q, zq P τ :

win Ð true, bos Ð true

If DM 1,M2,M3, y, z :

ppa,M 1q, yq, ppy,M2q, zq P τ,

ppa,M3q, zq P τ :

win Ð true, tri Ð true

If DM 1 �M3,M2 �M4, x, y, z :

ppa,M 1q, xq, ppa,M2q, yq P τ,

ppx,M3q, zq, ppy,M4q, zq P τ :

win Ð true, dia Ð true

AH
2 pst, aq

Return win

Oracle Hpa,Mq

τ Ð τ Y tppa,Mq, hpa,Mqqu

If DM 1 : ppa,M 1q, aq P τ :

win Ð true, sl Ð true

If DM 1,M2, z :

ppa,M 1q, zq, ppz,M2q, zq P τ :

win Ð true, sos Ð true

If DM 1 �M2, z :

ppa,M 1q, zq, ppa,M2q, zq P τ :

win Ð true, bulb Ð true

If DM 1,M2 �M3, y, z :

ppa,M 1q, yq, ppy,M2q, zq P τ,

ppy,M3q, zq P τ :

win Ð true, bos Ð true

If DM 1,M2,M3, y, z :

ppa,M 1q, yq, ppy,M2q, zq P τ,

ppa,M3q, zq P τ :

win Ð true, tri Ð true

If DM 1 �M3,M2 �M4, x, y, z :

ppa,M 1q, xq, ppa,M2q, yq P τ,

ppx,M3q, zq, ppy,M4q, zq P τ :

win Ð true, dia Ð true

AH
2 pst, aq

Return hpa,Mq

Figure 11.7: Game H used in the analysis of collision-resistance of two-block MD against offline-online

adversaries. The events introduced in this game are marked in red.
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Lemma 11.4.12.

Pr rdias ¤
�
T2

2

�� 30n� 16

2n
� 4eT 2

1 T2 � 2T1T2 � 4eT 2
1 T

2
2

23n
�

nT1T2 � T 2
2 T1 � n2T1T2 � nT1T

2
2

22n
� 4eT 3

1 T2

24n

� 40penq1{3T1

24n{3
� p8eq

1{2nT1 � 10p2eq1{2nT1

23n{2

� 240e2{3T 2
1

27n{3
� 8p2q1{2e3{2T 2

1 � 40p2eq1{2T 2
1

25n{2
.

Plugging in Lemmas 11.4.7 to 11.4.12 into (11.13) and grouping the terms, we get that

Advpre-2-CR-MD
Hs,`,n

pAq ¤ 33� 99n{2� 2T2 � 3nT2{2� 3n2{2� 4
�
T2

2

�
2n

� p2e� 8neqT1 � p3� nqT1T
2
2 � 12ep2q1{2T 3{2

1

22n

� p2� 2e� 4n� n2qT1T2

22n
� eT1T2

23n{2

� pe� en� 3p24eq1{2 � 3p8enq1{2 � p8eq1{2n� 10p2eq1{2nqT1

23n{2

� 8e2T 2
1 � 16eT 2

1 T2 � 4T1T2 � 4eT 2
1 T

2
2

23n

� p4e
2 � 8p2q1{2e3{2 � 40p2eq1{2qT 2

1

25n{2

� 9p2q1{3eT 4{3
1

25n{3
� 4eT 3

1 T2

24n
� 40penq1{3T1

24n{3
� 240e2{3T 2

1

27n{3
. (11.14)

Note that this bound trivially holds when T2 ¡ 2n{2 because in that case T 2
2 {2n ¡ 1 and the left hand side

is a probability which is at most 1. Similarly, it trivially holds when T2T1 ¡ 23n{2 or T1 ¡ 25n{4. Therefore,

we can assume T2 ¤ 2n{2, T1 ¤ 25n{4, and T1T2 ¤ 23n{2. For T1 ¤ 25n{4, we have the following inequalities.

T
3{2
1

22n
,
T 2

1

23n
,
T 2

1

25n{2
,
T

4{3
1

25n{3
,
T 2

1 T2

23n
,
T 3

1 T2

24n
¤ T1

25n{4

For T2 ¤ 2n{2, we have the following inequalities.

T1T
2
2

22n
,
T1T

2
2

22n
¤ T1T2

23n{2

For T1T2 ¤ 23n{2 we have that T 2
1 T

2
2 {23n ¤ T1T2{23n{2. Further for any T1, T2 ¥ 0, we have the following

inequalities.

T1

22n
,
T1

23n{2
,
T1

24n{3
¤ T1

25n{4

T1T2

22n
,
T1T2

23n
¤ T1T2

23n{2
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Using all of these inequalities in (11.14), we have that

Advpre-2-CR-MD
Hs,`,n

pAq ¤ 33� 99n{2� 2T2 � 3nT2{2� 3n2{2� 4
�
T2

2

�
2n

� pp2e� 8neq � 12ep2q1{2qT1

25n{4
� p3� nqT1T2

23n{2

� p2� 2e� 4n� n2qT1T2

23n{2
� eT1T2

23n{2

� pe� en� 3p24eq1{2 � 3p8enq1{2 � p8eq1{2n� 10p2eq1{2nqT1

25n{4

� 8e2T1

25n{4
� p16e� 4� 4eqT1T2

23n{2

� p4e
2 � 8p2q1{2e3{2 � 40p2eq1{2qT1

25n{4

� 9p2q1{3eT1

25n{4
� 4eT1T2

23n{2
� 40penq1{3T1

25n{4
� 240e2{3T 2

1

27n{3
.

Consolidating terms we get that

Advpre-2-CR-MD
Hs,`,n

pAq ¤ 2T 2
2 � nT2{2� 3n2{2� 99n{2� 33

2n

�
�
T1T2

23n{2



pn2 � 5n� 27e� 9q

�
�

T1

25n{4



pnp9e� p8eq1{2 � 10p2eq1{2q � n1{2p3p8eq1{2q

� n1{3p40e1{3q � p3e� 12ep2q1{2 � 12e2 � 8p2q1{2e3{2 � 40p2eq1{2

� 9p2q1{3e� 3p24eq1{2q � 240e2{3T 2
1

27n{3
.

We observe that the following inequalities hold

27e� 9 ¤ 83

9e� p8eq1{2 � 10p2eq1{2 ¤ 53

3p8eq1{2 ¤ 14

40e1{3 ¤ 56

3e� 12ep2q1{2 � 12e2 � 8p2q1{2e3{2 � 40p2eq1{2 � 9p2q1{3e� 3p24eq1{2 ¤ 342

240e2{3 ¤ 468
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Using this we have that

Advpre-2-CR-MD
Hs,`,n

pAq ¤ 2T 2
2 � nT2{2� 3n2{2� 99n{2� 33

2n

�
�
T1T2

23n{2



pn2 � 5n� 83q

�
�

T1

25n{4



p53n� 14n1{2 � 56n1{3 � 342q � 468

�
T 2

1

27n{3



.

This proves the required bound.

We prove Lemmas 11.4.7 to 11.4.12 in Sections 11.4.3 to 11.4.8, respectively.

11.4.3 Proof of Lemma 11.4.7

Proof. [Lemma 11.4.7] We define the two following events.

1. sloff : A1 made a query hpa,Mq � a

2. slon: A2 made a query hpa,Mq � a

Notice that sl happens only if at least one of sloff or slon happens. Therefore, we have that

Pr rsls ¤ Pr rsloffs � Pr rslons . (11.15)

We first prove an upper bound on Pr rslons. Note that, for every query hpa,Mq made by A2, the probability

that its answer is a is 1{2n. Therefore, using a union bound over all the queries of A2, we have that

Pr rslons ¤ T2{2n .

To prove an upper bound on Pr rsloffs, we define the following event off-sl-k: A1 makes at least k different

queries such that the input salt of the query is the answer of the query. Using total probability, we have that

for any k

Pr rsloffs ¤ Pr
�
sloff

�� off-sl-k
�� Pr roff-sl-ks � k

2n
. (11.16)

Note that, if the adversary A1 makes at most k different queries, such that the input salt of the query is the

answer, sloff happens only if the salt a that is sampled uniformly at random is same as the salt for one of

those at most k queries. Therefore, Pr
�
sloff

�� off-sl-k
� ¤ k{2n.

We upper bound Pr roff-sl-ks as follows. Let Bj be the indicator random variable that indicates whether

the j-th query of A1 is such that its answer is same as its input salt. Since A1 does not repeat queries, all

the Bj ’s are independent, and Pr rBjs � 1{2n. From the definition of Bj ’s, it follows that

Pr roff-sl-ks � Pr

�
T1̧

j�1

Bj ¥ k

�
.
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We rewrite the term on the right as

Pr

�
T1̧

j�1

Bj ¥ k

�
� Pr rDS � rT1s, |S| � k : @j P S,Bj � 1s .

Using a union bound over all subsets of T1 of size k, we have

Pr rDS � rT1s, |S| � k : @j P S,Bj � 1s ¤
¸

S�rT1s,|S|�k

Pr r@j P S,Bj � 1s .

Since there are
�
T1

k

�
subsets of rT1s of size k, and all the Bj ’s are independent and Pr rBj � 1s � 1{2n, we

have that

Pr rDS � rT1s, |S| � k : @j P S,Bj � 1s ¤
�
T1

k

�
2nk

.

Therefore

Pr roff-sl-ks ¤
�
T1

k

�
2nk

¤
�
eT1

k2n


k
.

Plugging this in (11.16),we have that for any k,

Pr rsloffs ¤
�
eT1

k2n


k
� k

2n
.

We let k � max
�
n, 2eT1

2n

�
. If n ¤ 2eT1

2n , we have that k � 2eT1

2n ¥ n. Therefore,�
T1

k

�
2nk

¤
�
eT1

k2n


k
¤

�
1

2


k
¤ 1

2n
.

Otherwise if n ¡ 2eT1

2n , we have that k � n ¡ 2eT1

2n . Therefore,�
T1

k

�
2nk

¤
�
eT1

k2n


k
¤

�
1

2


k
� 1

2n
.

Hence,

Pr rsloffs ¤ 1

2n
� n

2n
� 2eT1

22n
.

Plugging this back into (11.15) gives us

Pr rsls ¤ 1

2n
� n

2n
� 2eT1

22n
� T2

2n
.
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11.4.4 Proof of Lemma 11.4.8

Proof. [Lemma 11.4.8] We first define the three following events.

1. sosoff : A1 made queries hpa,M 1q � z and hpz,M2q � z

2. sosoffon: A1 made a query hpy,M2q � y and A2 made a query hpa,M 1q � y

3. soson: A2 made a query hpz,M 1q � z, i.e., a query whose answer is the same as its input salt

From inspection one can verify that sos happens only if at least one of sosoff , soson, sosoffon happen. It follows

that

Pr rsoss ¤ Pr rsosoffs � Pr rsosons � Pr rsosoffons . (11.17)

We first upper bound Pr rsosons. Note that for every query hpa,Mq made by A2, the probability that its

answer is a is 1{2n. Therefore, using a union bound over all the queries of A2, we have that

Pr rsosons ¤ T2{2n . (11.18)

We next upper bound Pr rsosoffons. Recall that the event off-sl-k defined in the proof of Lemma 11.4.7: A1

makes at least k different queries such that the input salt of the query is the answer. We have that

Pr rsosoffons ¤ Pr
�
sosoffon

�� off-sl-k
�� Pr roff-sl-ks .

In this case, sosoffon happens only if A2 makes a query whose answer is the input salt of one of at most k

such queries. Therefore, we have that for any k,

Pr rsosoffons ¤ Pr roff-sl-ks � kT2

2n
.

As seen in the proof of Lemma 11.4.7, setting k � max
�
n, 2eT1

2n

�
makes Pr roff-sl-ks ¤ 1{2n. Therefore, by

setting this value of k, we have that

Pr rsosoffons ¤ nT2

2n
� 2eT1T2

22n
� 1

2n
. (11.19)

We finally upper bound Pr rsosoffs. For this we recall pm� 1q-col as the event that we defined in the proof of

Theorem 11.4.1. We say that pm� 1q-col happens if the A1 has made m� 1 distinct random oracle queries

that all have the same answer. Using total probability, we have that for any k,m

Pr rsosoffs ¤ Pr
�
sosoff

�� off-sl-k ^ pm� 1q-col
�� Pr roff-sl-k _ pm� 1q-cols

¤ Pr
�
sosoff

�� off-sl-k ^ pm� 1q-col
�� Pr roff-sl-ks � Pr rpm� 1q-cols . (11.20)
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We claim that

Pr
�
sosoff

�� off-sl-k ^ pm� 1q-col
� ¤ mk

2n
.

This is because if off-sl-k and pm� 1q-col do not happen, there can be at most k �m salts a that satisfy that

A1 makes a query hpa,M 1q � z and hpz,M2q � z. The probability that the salt a that is sampled uniformly

at random is among one of those at most k �m salts is at most mk
2n .

From our calculations in the proof of Theorem 11.4.1, we have that form � max
�
n, 4eT1

2n

�
, Pr rpm� 1q-cols ¤

1{2n. We also know that for k � max
�
n, 2eT1

2n

�
, Pr roff-sl-ks ¤ 1{2n. We set m, k to these values and obtain

from (11.20) that

Pr rsosoffs ¤ 2

2n
� n2

2n
� 6enT1

22n
� 8e2T 2

1

23n
. (11.21)

This is because for m � max
�
n, 4eT1

2n

�
, k � max

�
n, 2eT1

2n

�
,

k �m ¤ n2 � 6enT1{2n � 8e2T 2
1 {22n .

Plugging (11.18), (11.19) and (11.21) into (11.17), we get that

Pr rsoss ¤ T2 � 3� nT2 � n2

2n
� 2eT1T2 � 6enT1

22n
� 8e2T 2

1

23n
.

11.4.5 Proof of Lemma 11.4.9

Proof. We define the three following events.

1. bulboff : A1 made queries hpa,Mq � y, hpa,M 1q � y for some M �M 1 and y

2. bulboffon: A1 made queries hpa,Mq � y, and A2 made a query with answer y for some M,y

3. bulbon: A2 made queries hpa,Mq � y, hpa,M 1q � y for some M �M 1 and y

Observe that bulb happens only if at least one of bulboff , bulboffon, bulbon happen. Therefore

Pr rbulbs ¤ Pr rbulboffs � Pr rbulboffons � Pr rbulbons . (11.22)

The rest of the proof consists of upper bounding these probabilities one by one. We begin with Pr rbulbons.
Observe that bulbon happens only if A2 makes two queries that have the same answer. The probability of
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any two queries of A having the same answer is 1{2n. Using a union bound over all pairs of queries of A2,

we have that

Pr rbulbons ¤
�
T2

2

�
2n

. (11.23)

We next upper bound Pr rbulboffons. Let Qa be the random variable denoting the number of queries A1 makes

with salt a. Using total probability

Pr rbulboffons �
T1̧

i�1

Pr rQa � ksPr
�
bulboffon

��Qa � k
�

�
T1̧

i�1

Pr rQa � ks � kT2

2n

� T2

2n
� E rQas � T1T2

2n
. (11.24)

The second equality above follows because if A1 makes k queries with salt a, the probability that bulboffon

happens is at most kT2{2n using a union bound over all queries of A2. The final equality uses the fact that

E rQas � T1{2n, because A1 makes T1 queries and a is sampled uniformly at random.

Finally, we upper bound Pr rbulboffs. We define an event off-bulbs-k as follows: there is a set of at least k

distinct salts a1, . . . , ak such that for each ai, A1 has made a pair of queries hpai,Miq � z and hpai,M 1
iq � z

for Mi �M 1
i .

We have that for any k,

Pr rbulboffs ¤ Pr
�
bulboff

�� off-bulbs-k
�� Pr roff-bulbs-ks . (11.25)

Since bulboff happens if for the salt a that is chosen uniformly at random from t0, 1un, A1 had queried

hpa,Mq,hpa,M 1q that have the same answer, we have that Pr
�
bulboff

�� off-bulbs-k
� ¤ k{2n. We upper

bound Pr roff-bulbs-ks using a compression argument.

Note that the event off-bulbs-k is similar to the event off-oneblk-k we defined in the proof of Theo-

rem 11.4.1, the only difference being the salt length was s there and is n here. However, Pr roff-oneblk-ks did

not depend on s, hence we can prove the same bound for Pr roff-bulbs-ks. We showed in that proof that for

k � max
�
eT1

2n{2
, n{2�, Pr roff-oneblk-ks ¤ 1{2n.

Hence from (11.25) we have

Pr rbulboffs ¤ eT1

23n{2
� n

2n�1
� 1

2n
. (11.26)

Plugging (11.23) to (11.25) into (11.22) gives us that

Pr rbulbs ¤
�
T2

2

�
2n

� T2T1

22n
� eT1

23n{2
� n

2n�1
� 1

2n
.
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11.4.6 Proof of Lemma 11.4.10

Proof. We define the five following events.

1. bosoff : A1 makes queries hpa,M 1q � y, hpy,M2q � z, hpy,M3q � z for some M 1,M2 �M3 and y

2. bosoffon,1: A1 makes queries hpa,M 1q � y, hpy,M2q � z and A2 makes a query with answer z for some

z.

3. bosoffon,2: A1 makes a query hpy,M 1q � z, and A2 makes a query with answer z and another with

answer y, for some y, z,M 1.

4. bosoffon,3: A1 makes queries hpy,M 1q � z, and hpy,M2q � z and A2 makes query with answer z for

some M 1 �M2, y, z.

5. boson: A2 makes queries two queries that have the same answer.

Observe that bulb happens only if at least one of bosoff , bosoffon,1, bosoffon,2, bosoffon,3, boson happens. To see

why this is true, observe that for bos to happen A has to make queries q1 � hpa,M 1q � y, q2 � hpy,M2q � z,

q3 � hpy,M3q � z for M2 �M3, and some y, z. We show that all the possibilities are covered.

- If q2, q3 are both online, then boson happens.

- If one of q2, q3 is online, the other offline and

– if q1 is offline then bosoffon,1 happens

– if q1 is online, then bosoffon,1 happens

- If both q2, q3 are offline and

– q1 is online, then bosoffon,3 happens

– q1 is offline, then bosoff happens

Therefore

Pr rboss ¤ Pr rbosoffs � Pr rbosoffon,1s � Pr rbosoffon,2s � Pr rbosoffon,3s � Pr rbosons . (11.27)
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We upper bound these probabilities one-by-one. First off, we upper bound Pr rbosons. For every pair of

queries made by A2, the probability that they have the same answer is 1{2n. From a union bound over all

pairs of queries by A1 it follows that

Pr rbosons ¤
�
T2

2

�
2n

. (11.28)

Next, we upper bound Pr rbosoffon,2s. Fix a query q � hpy,Mq � z made by A1 and a pair of queries q1, q2

by A2. The probability that the answer of q1 is y and that of q2 is z, is 1{22n. Taking a union bound over

all possible q, q1, q2 we have that

Pr rbosoffon,2s ¤ T 2
2 T1

22n
. (11.29)

Next, we upper bound Pr rbosoffon,3s. Recall the event off-bulbs-k defined in the proof of Lemma 11.4.9: there

is a set of at least k distinct salts a1, . . . , ak such that for each ai, A1 has made a pair of queries hpai,Miq � z

and hpai,M 1
iq � z. For a salt ai, we refer to the adversary querying hpai,Miq � z and hpai,M 1

iq � z for

some Mi �M 1
i as a bulb query for the salt. In other words off-bulbs-k is the event that the adversary makes

bulb queries for at least k salts.

We have that

Pr rbosoffon,3s ¤ Pr
�
bosoffon,3

�� off-bulbs-k
�� Pr roff-bulbs-ks .

If A1 makes bulb queries for at most k salts, bosoffon,3 happens only if A1 makes a query whose answer is

among these at most k salts. Hence Pr
�
bosoffon,3

�� off-bulbs-k
� ¤ kT1{2n. We know from the analysis in

Lemma 11.4.9, that for k � max
�
eT1{2n{2, n{2

�
, Pr roff-bulbs-ks ¤ 1{2n. Therefore, it follows that

Pr rbosoffon,3s ¤ 1

2n
� T2

2n
�
�
n

2
� eT1

2n{2



� nT2{2� 1

2n
� eT1T2

23n{2
. (11.30)

Next, we upper bound Pr rbosoffon,1s. We define the notion of a query being A1 being a successor query

for a particular salt a. We say that a query q � hpy,Mq � z made by A1 is a successor query for a salt a if

- y � a, z � a, y � z

- there is a query q1 � hpa,Mq � y made by A1 for some M

In Fig. 11.8, we illustrate how successor queries to a salt look like in the query graph of A.
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a

Figure 11.8: Illustrating successor queries of a salt in the query graph. The queries marked in red to a salt

a are successor queries for a.

Let Qa denote the number of successor queries for a salt a. Note that bosoffon,1 happens only if A2 makes

a query whose answer is same as the answer of one of the successor queries made of a. We have that

Pr rbosoffon,1s �
T1̧

k�1

Pr rQa � ks � kT1

2n

� E rQas T1

2n
.

We prove an upper bound on Qa. Recall the event m� 1-col: pm� 1q-col happens if the A1 has made m� 1

distinct h all of which have the same answer. We have using total expectation

E rQas ¤ E rQa |  pm� 1q-cols � E rQa | pm� 1q-colsPr rpm� 1q-cols . (11.31)

We claim that E rQa |  pm� 1q-cols ¤ mT1{2n. This is because we have that E
�°

aPt0,1un Qa |  m� 1-col
�
¤

mT1- since if there is no pm�1q-multicollision, a query can be a successor query to at most m different salts.

Since a is sampled uniformly at random from t0, 1un, the claim follows.

We have from earlier analysis in Theorem 11.4.1 that for m � max
�
n, 4eT1

2n

�
Pr rpm� 1q-cols ¤ 1{2n .

Moreover E rQa | pm� 1q-cols ¤ T1 since a salt cannot have more than T1 successor queries. Therefore,

plugging this into (11.31)

E rQas ¤ 4eT 2
1

22n
� nT1

2n
� T1

22n
.

So, we have

Pr rbosoffon,1s � E rQas T2

2n
¤ 4eT 2

1 T2

23n
� nT1T2

22n
� T1T2

23n
. (11.32)

Finally, we upper bound Pr rbosoffs. We have that for any k,m

Pr rbosoffs ¤ Pr
�
bosoff

�� pm� 1q-col^ � off-bulbs-k
�� Pr rpm� 1q-cols � Pr roff-bulbs-ks .
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We claim that Pr
�
bosoff

�� pm� 1q-col^ � off-bulbs-k
� ¤ k � m{2n, because if there are no m � 1-multi-

collisions and the adversary finds bulbs for at most k salts, there are at most k �m salts such that these when

sampled cause bosoff . Since a is sampled uniformly at random, it follows that this probability is at most

k �m{2n.

We let k � max
�
eT1

2n{2
, n{2�, m � max

�
n, 4eT1

2n

�
, we have that

k �m ¤ n2{2� eT1n

2n{2
� 2eT1n

2n
� 4e2T 2

1

23n{2
; .

This implies

Pr rbosoffs ¤ 1

2n
� 1

2n
� 1

2n
�
�
n2{2� eT1n

2n{2
� 2eT1n

2n
� 4e2T 2

1

23n{2



� n2{2� 2

2n
� enT1

23n{2
� 2enT1

22n
� 4e2T 2

1

25n{2
. (11.33)

Plugging (11.28) to (11.30), (11.32) and (11.33) into (11.27) we get

Pr rboss ¤
�
T2

2

�� nT2{2� n2{2� 4

2n
� eT1T2 � enT1

23n{2
� nT1T2 � T1T

2
2 � 2enT1

22n

� 4e2T 2
1

25n{2
� 4eT 2

1 T2

23n
.

11.4.7 Proof of Lemma 11.4.11

Proof. [Lemma 11.4.11] We define the six following events.

1. trioff : A1 makes queries hpa,M 1q � y, hpy,M2q � z, hpa,M3q � z for some M 1,M2,M3 and y � a

2. trioffon,1: A1 makes queries hpa,M 1q � y, hpy,M2q � z and A2 makes a query with answer z for some

z.

3. trioffon,2: A1 makes a query hpy,M 1q � z, and A2 makes a query with answer z and another with

answer y, for some y, z,M 1.

4. trioffon,3: A1 makes queries hpa,M 1q � z, and A2 makes query with answer z for some M 1, z.

5. trioffon,4: A1 makes queries hpa,M 1q � z, hpy,M2q � z and A2 makes a query with answer y for some

y, z,M 1,M2

6. trion: A2 makes queries two queries that have the same answer.
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Observe that tri happens only if at least one of trioff , trioffon,1, trioffon,2, trioffon,3, trioffon,4, trion happens. To see

why this is true, observe that for tri to happen A has to make queries q1 � hpa,M 1q � y, q2 � hpy,M2q � z,

q3 � hpa,M3q � z for M 1,M2,M3, y, z. We show that all the possibilities are covered.

- If q2, q3 are both online, then trion happens.

- If q2 is online, q3 is offline then trioffon,3 happens

- If q3 is online, q2 is offline and

– q1 is online, then trioffon,2 happens

– q1 is offline, then trioffon,1 happens

- If both q2, q3 are offline and

– q1 is online, then trioffon,4 happens

– q1 is offline, then trioff happens

Therefore

Pr rtris ¤Pr rtrioffs � Pr rtrioffon,1s � Pr rtrioffon,2s � Pr rtrioffon,3s
� Pr rtrioffon,4s � Pr rtrions . (11.34)

We upper bound these probabilities one-by-one.

We start with upper bounding Pr rtrions. Observe that trion is the same event as boson in the proof of

Lemma 11.4.10. Therefore, from (11.28), it follows that

Pr rtrions ¤
�
T2

2

�
2n

. (11.35)

Next we upper bound Pr rtrioffon,1s. Observe that trioffon,1 is the same event as bosoffon,1 in the proof of

Lemma 11.4.10. Therefore, from (11.32), it follows that

Pr rtrioffon,1s ¤ 4eT 2
1 T2

23n
� nT1T2

22n
� T1T2

23n
. (11.36)

Next we upper bound Pr rtrioffon,2s. Observe that trioffon,2 is the same event as bosoffon,2 in the proof of

Lemma 11.4.10. Therefore, from (11.29), it follows that

Pr rtrioffon,2s ¤ T 2
2 T1

22n
. (11.37)
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a

Figure 11.9: Illustrating meeting queries of a salt in the query graph. The queries marked in red to a salt a

are meeting queries for a.

Next we upper bound Pr rtrioffon,3s. Observe that trioffon,3 is the same event as bulboffon in the proof of

Lemma 11.4.9. Therefore, from (11.24), it follows that

Pr rtrioffon,3s ¤ T1T2

22n
. (11.38)

Next we upper bound Pr rtrioffon,4s. We define the notion of a query being A1 being a meeting query for a

particular salt a. We say that a query q � hpy,Mq � z (y � a) made by A1 is a meeting query for a salt a

if:

- y � a, y � z, a � z

- there is a query q1 � hpa,Mq � z made by A1

In Fig. 11.9, we illustrate how meeting queries to a salt look like in the query graph of A.

Let Qa denote the number of meeting queries for a salt a. Note that trioffon,4 happens only if A2 makes

a query whose answer is same as the answer of one of the meeting queries made of a. We have that

Pr rtrioffon,4s �
T1̧

k�1

Pr rQa � ks � kT1

2n

� E rQas T1

2n
.

We prove an upper bound on E rQas. Recall the event m� 1-col: pm� 1q-col happens if the A1 has made

m� 1 distinct h all of which have the same answer. We have using total expectation

E rQas ¤ E rQa |  pm� 1q-cols � E rQa | pm� 1q-colsPr rpm� 1q-cols . (11.39)

We claim that E rQa |  pm� 1q-cols ¤ mT1{2n. This is because we have that E
�°

aPt0,1un Qa |  m� 1-col
�
¤

mT1 – since if there is no pm�1q-multicollision, a query can be a meeting query to at most m different salts.

Since a is sampled uniformly at random from t0, 1un, the claim follows.
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We have from earlier analysis in Theorem 11.4.1 that for m � max
�
n, 4eT1

2n

�
Pr rpm� 1q-cols ¤ 1{2n .

Moreover E rQa | pm� 1q-cols ¤ T1 since a salt cannot have more than T1 meeting queries. Therefore,

plugging this into (11.39)

E rQas ¤ 4eT 2
1

22n
� nT1

2n
� T1

22n
.

So, we have

Pr rtrioffon,4s � E rQas T2

2n
¤ 4eT 2

1 T2

23n
� nT1T2

22n
� T1T2

23n
. (11.40)

We finally upper bound Pr rtrioffs in Lemma 11.4.13.

Lemma 11.4.13.

Pr rtrioffs ¤12ep2q1{2T 3{2
1

22n
� 3p8enq1{2T1

23n{2
� 3p24eq1{2T1

23n{2
� 9p2q1{3eT 4{3

1

25n{3

� 18n

2n
� 8

2n
. (11.41)

Plugging (11.35) to (11.38), (11.40) and (11.41) in (11.34) we have that

Pr rtris ¤
�
T2

2

�
2n

� 4eT 2
1 T2

23n
� nT1T2

22n
� T1T2

23n
� T 2

2 T1

22n
� T1T2

22n
� 4eT 2

1 T2

23n
� nT1T2

22n

� T1T2

23n
� 12ep2q1{2T 3{2

1

22n
� 3p8enq1{2T1

23n{2
� 3p24eq1{2T1

23n{2
� 9p2q1{3eT 4{3

1

25n{3

� 18n

2n
� 8

2n

¤
�
T2

2

�� 18n� 8

2n
� 3p24eq1{2T1 � 3p8enq1{2T1

23n{2
� 9p2q1{3eT 4{3

1

25n{3

� 2nT1T2 � T1T2 � T 2
2 T1 � 12ep2q1{2T 3{2

1

22n
� 8eT 2

1 T2 � 2T1T2

23n

We defer the proof of Lemma 11.4.13 to Section 11.4.9.

11.4.8 Proof of Lemma 11.4.12

Proof. [Lemma 11.4.12] We define the six following events.

1. diaoff : A1 makes queries hpa,M 1q � y, hpy,M2q � z, hpa,M3q � y1, hpa,M4q � z for some M 1 �
M3,M2 �M4 and y � y1
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2. diaoffon,1: A1 makes queries hpa,M 1q � y, hpy,M2q � z and A2 makes a query with answer z for some

z.

3. diaoffon,2: A1 makes a query hpy,M 1q � z, and A2 makes a query with answer z and another with

answer y, for some y, z,M 1.

4. diaoffon,3: A1 makes queries hpa,M 1q � y, hpy,M2q � z, hpy1,M3q � z, A2 makes a query with answer

y1 for some y � y1, M 1,M2,M3

5. diaoffon,4: A1 makes queries hpy,M 1q � z, hpy1,M2q � z, A2 makes queries with answer y1, y for some

y � y1, M 1,M2

6. diaon: A2 makes queries two queries that have the same answer.

Observe that dia happens only if at least one of diaoff , diaoffon,1, diaoffon,2, diaoffon,3, diaoffon,4, diaon happens.

To see why this is true, observe that for dia to happen A has to make queries q1 � hpa,M 1q � y, q2 �
hpy,M2q � z, q3 � hpa,M3q � y1, q4 � hpy1,M4q � z for M 1,M2,M3,M4, y, y1, z such that y � y1,

M 1 �M3, M2 �M4. We show that all the possibilities are covered.

- If q2, q4 are both online, then diaon happens.

- If q2 is online, q4 is offline and

– q3 is online, then diaoffon,2 happens

– q3 is offline, then diaoffon,1 happens

- If q2 is offline, q4 is online and

– q1 is online, then diaoffon,2 happens

– q1 is offline, then diaoffon,1 happens

- If q2, q4 are both offline

– q1, q3 are both online, then trioffon,4 happens

– one of q1, q3 is offline, the other offline, then trioffon,3 happens

– q1, q3 are both offline, then trioff happens
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Therefore

Pr rdias ¤Pr rdiaoffs � Pr rdiaoffon,1s � Pr rdiaoffon,2s � Pr rdiaoffon,3s
� Pr rdiaoffon,4s � Pr rdiaons . (11.42)

We upper bound these probabilities one-by-one.

We start with upper bounding Pr rdiaons. Observe that diaon is the same event as boson in the proof of

Lemma 11.4.10. Therefore, from (11.28), it follows that

Pr rdiaons ¤
�
T2

2

�
2n

. (11.43)

Next we upper bound Pr rdiaoffon,1s. Observe that diaoffon,1 is the same event as bosoffon,1 in the proof of

Lemma 11.4.10. Therefore, from (11.32), it follows that

Pr rdiaoffon,1s ¤ 4eT 2
1 T2

23n
� nT1T2

22n
� T1T2

23n
. (11.44)

Next we upper bound Pr rdiaoffon,2s. Observe that diaoffon,2 is the same event as bosoffon,2 in the proof of

Lemma 11.4.10. Therefore, from (11.29), it follows that

Pr rdiaoffon,2s ¤ T 2
2 T1

22n
. (11.45)

Next we upper bound Pr rdiaoffon,3s. We first define the notion of a successor-hitting query for a salt. We say

that a query q � hpy,Mq � z made by A1 is a successor-hitting query for a salt a if

- z � a, y � a, y � z

- there are queries q1 � hpa,M 1q � b, q2 � hpb,M2q � z with b � a, z � b made by A1 for some M,M 1

Informally, a query q is a successor-hitting query to salt a if there query q1 � hpy1,M 1q � z such that q1 is a

successor query to a and q1 � q. In Fig. 11.10, we illustrate how successor-hitting queries to a salt look like

in the query graph of A.

Let Qa denote the number of successor-hitting queries for a salt a. Note that diaoffon,3 happens only if

A2 makes a query whose answer is same as the answer of one of the successor-hitting queries made of a. We

have that

Pr rdiaoffon,3s �
T1̧

k�1

Pr rQa � ks � kT1

2n

� E rQas T1

2n
.



386

a

Figure 11.10: Illustrating successor-hitting queries of a salt in the query graph. The queries marked in red

to a salt a are successor-hitting queries for a.

We prove an upper bound on E rQas. Recall the event m� 1-col: pm� 1q-col happens if the A1 has made

m� 1 distinct h all of which have the same answer. We have using total expectation

E rQas ¤ E rQa |  pm� 1q-cols � E rQa | pm� 1q-colsPr rpm� 1q-cols . (11.46)

We claim that E rQa |  pm� 1q-cols ¤ m2T1{2n. This is because we have that E
�°

aPt0,1un Qa |  m� 1-col
�
¤

m2T1 – since if there is no pm � 1q-multicollision, a query can be a sucessor-hitting query to at most m2

different salts. Since a is sampled uniformly at random from t0, 1un, the claim follows.

We have from earlier analysis in Theorem 11.4.1 that for m � max
�
n, 4eT1

2n

�
Pr rpm� 1q-cols ¤ 1{2n .

Moreover E rQa | pm� 1q-cols ¤ T1 since a salt cannot have more than T1 successor-hitting queries. Therefore,

plugging this into (11.46)

E rQas ¤ 4eT 3
1

23n
� n2T1

2n
� T1

22n
.

So, we have

Pr rdiaoffon,3s � E rQas T2

2n
¤ 4eT 3

1 T2

24n
� n2T1T2

22n
� T1T2

23n
. (11.47)

Next, we upper bound Pr rdiaoffon,4s. We have that

Pr rdiaoffon,4s ¤ Pr
�
diaoffon,4

�� pm� 1q-col
�� Pr rpm� 1q-cols .

We claim that Pr
�
diaoffon,4

�� pm� 1q-col
� ¤ mT1T

2
2 {22n. This is because, given there are no pm � 1q-

multicollision there can be at most mT1 pairs of queries that collide. For diaoffon,4 to happen, A2 needs to

make two queries such that the answer of the queries are the input salts of a pair of colliding offline queries.

Using a union bound over all colliding offline queries and pairs of queries by A2, the claim follows. Moreover,

we have from earlier analysis in Theorem 11.4.1 that for m � max
�
n, 4eT1

2n

�
Pr rpm� 1q-cols ¤ 1{2n .
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Therefore, we have that

Pr rdiaoffon,4s ¤ 4eT 2
1 T

2
2

23n
� nT1T

2
2

22n
� 1

2n
. (11.48)

We finally upper bound Pr rdiaoffs in Lemma 11.4.14.

Lemma 11.4.14.

Pr rdiaoffs ¤30n� 15

2n
� 40penq1{3T1

24n{3
� p8eq

1{2nT1 � 10p2eq1{2nT1

23n{2

� 240e2{3T 2
1

27n{3
� 8p2q1{2e3{2T 2

1 � 40p2eq1{2T 2
1

25n{2
. (11.49)

Plugging (11.43) to (11.45) and (11.47) to (11.49) in (11.42) we have that

Pr rdias ¤
�
T2

2

�
2n

� 4eT 2
1 T2

23n
� nT1T2

22n
� T1T2

23n
� T 2

2 T1

22n
� 4eT 3

1 T2

24n
� n2T1T2

22n

� T1T2

23n
� 4eT 2

1 T
2
2

23n
� nT1T

2
2

22n
� 1

2n
� 30n� 15

2n

� 40penq1{3T1

24n{3
� p8eq

1{2nT1 � 10p2eq1{2nT1

23n{2

� 240e2{3T 2
1

27n{3
� 8p2q1{2e3{2T 2

1 � 40p2eq1{2T 2
1

25n{2

�
�
T2

2

�� 30n� 16

2n
� 4eT 2

1 T2 � 2T1T2 � 4eT 2
1 T

2
2

23n

� nT1T2 � T 2
2 T1 � n2T1T2 � nT1T

2
2

22n
� 4eT 3

1 T2

24n

� 40penq1{3T1

24n{3
� p8eq

1{2nT1 � 10p2eq1{2nT1

23n{2

� 240e2{3T 2
1

27n{3
� 8p2q1{2e3{2T 2

1 � 40p2eq1{2T 2
1

25n{2
.

We defer the proof of Lemma 11.4.14 to Section 11.4.10.

11.4.9 Proof of Lemma 11.4.13

Proof. [Lemma 11.4.13] We say that A1 has found a triangle for a salt a if it has made queries hpa,Mq � y,

hpy,M 1q � z, hpa,M2q � z for some M,M 1,M2, y, z. We define the event off-tri-k as A1 finding triangles

for at least k salts. We have that for any k,

Pr rtrioffs ¤ Pr
�
trioff

�� off-tri-k
�� Pr roff-tri-ks . (11.50)

We claim that Pr
�
trioff

�� off-tri-k
� ¤ k{2n – this is because if A1 finds triangles for at most k different salts,

trioff happens with probability at most k{2n.
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(a) Category 1 Triangle. (b) Category 2 Triangle. (c) Category 3 Triangle.

Figure 11.11: The different categories of triangles. The edge colored red is the last of the three queries made.

Towards upper bounding off-tri-k, we define a categorization of the triangles. For a triangle on salt a, let

the three queries forming the triangle be q1 � hpa,Mq � y, q2 � hpy,M 1q � z, q3 � hpa,M2q � z.

- We say that a triangle is of category 1, if the query q3 was the last among the three

- We say that a triangle is of category 2, if the query q1 was the last among the three

- We say that a triangle is of category 3, if the query q2 was the last among the three

We illustrate the categories of triangles in Fig. 11.11.

We define the event off-1-tri-k1 as A1 find triangles of category 1 for k1 different salts. We define the

event off-2-tri-k2 as A1 find triangles of category 2 for k2 different salts. We define the event off-3-tri-k3 as

A1 find triangles of category 3 for k3 different salts. We would have that for any k1, k2, k3,

Pr roff-tri-3 maxpk1, k2, k3qs ¤ Pr roff-1-tri-k1s � Pr roff-2-tri-k2s � Pr roff-3-tri-k3s . (11.51)

We prove the three following claims.

Claim 11.4.15. For any k1 P N¡0, such that k1 is a multiple of 2

Pr roff-1-tri-k1s ¤
�

16e2T 3
1

k2
122n


k1{2
�
�

4enT 2
1

k2
12n


k1{2
� 1

2n
.

Claim 11.4.16. For any k2 P N¡0, such that k2 is a multiple of 2

Pr roff-2-tri-k2s ¤
�

16e2T 3
1

k2
222n


k2{2
�
�

4enT 2
1

k2
22n


k2{2
� 1

2n
.

Claim 11.4.17. For any k3 P N¡0, such that k3 is a multiple of 6

Pr roff-3-tri-k3s ¤
�

12eT 2
1

k2
32n


k3{6
�
�

27e3T 4
1

k3
322n


k3{3
.
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We let k1 � max

��
32e2T 3

1

22n

	1{2

,
�

8enT 2
1

2n

	1{2

, 2n



. We then have that

Pr roff-1-tri-k1s ¤ 3

2n
.

Similarly we let k2 � max

��
32e2T 3

1

22n

	1{2

,
�

8enT 2
1

2n

	1{2

, 2n



, and have that

Pr roff-2-tri-k2s ¤ 3

2n
.

We let k3 � max

��
24eT 2

1

2n

	1{2

,
�

54e3T 4
1

22n

	1{3

, 6n



, and have that

Pr roff-3-tri-k3s ¤ 2

2n
.

We have that

maxpk1, k2, k3q ¤
�

32e2T 3
1

22n


1{2

�
�

8enT 2
1

2n


1{2

�
�

24eT 2
1

2n


1{2

,

�
54e3T 4

1

22n


1{3

� 6n

� 4ep2q1{2T 3{2
1

2n
� p8enq

1{2T1

2n{2
� p24eq1{2T1

2n{2
� 3p2q1{3eT 4{3

1

22n{3
� 6n .

Let k � 3 �
�

4ep2q1{2T
3{2
1

2n � p8enq1{2T1

2n{2
� p24eq1{2T1

2n{2
� 3p2q1{3eT

4{3
1

22n{3 � 6n



. Using (11.51) we have that

Pr roff-tri-ks ¤ 8

2n
. (11.52)

Using the fact that we showed earlier that Pr
�
tri

�� off-tri-k
� ¤ k{2n, setting k as above, using (11.50) we

have that

Pr rtrioffs ¤ 12ep2q1{2T 3{2
1

22n
� 3p8enq1{2T1

23n{2
� 3p24eq1{2T1

23n{2
� 9p2q1{3eT 4{3

1

25n{3
� 18n

2n
� 8

2n
.

We now prove these claims one by one.

Upper bounding Pr roff-1-tri-k1s. First off, we upper bound Pr roff-1-tri-k1s. We have that for any m,

Pr roff-1-tri-k1s ¤ Pr roff-1-tri-k1 ^ pm� 1q-cols � Pr rm� 1-cols . (11.53)

We upper bound Pr roff-1-tri-k1 ^ pm� 1q-cols using a compression argument. Before giving the compres-

sion argument, we recall the notion of successor queries we introduced in the proof of Lemma 11.4.10: we

say that a query q � hpy,Mq (y � a) made by A1 is a successor query for a salt a if there is a query

q1 � hpa,Mq � y made by A1.

The encoding procedure encodes the random oracle h as follows.

1. It first runs Ah
1 , answering all its queries using h.
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2. If m� 1-col happens or off-1-tri-k1 does not happen, it outputs H

3. It finds a set of salts S of size k1{2 such that for each a P S

- A1 found a category 1 triangle for a

- The salt a has no more than 2mT1{k1 successor queries

4. If no such S is found, return H

5. It marks the q2, q3 queries corresponding to the triangle for each salt in S

6. It initializes lists L1, L2 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q3 query for a salt a P S, then it adds the index of this query in T,

and it adds the lexicographical index of q2 among all successor queries for the salt a in the list L2

(b) Otherwise it adds hpa,Mq to L1.

9. It appends the evaluation of h on the points not queried by A1 to L1 in the lexicographical order of

the inputs.

10. It outputs L1, L2,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T, it removes the element i on the front of list L2, and locates the

query q which has lexicographic order i among all the successor queries of the salt a. It answers

with the answer of q
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(b) Otherwise it removes the element in front of L1 and answers with that.

4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L1

Correctness of decoding: First off, we argue that for adversary A1 that causes the event off-1-tri-k1 ^
 pm� 1q-col to happen, the encoding algorithm will never return H. To argue this it suffices to show that

the encoding algorithm never returns H from line 4. Note that the encoding algorithm reaches this line

only if the event off-1-tri-k1 ^  pm� 1q-col was caused by running A1, which means there is a set of k1

salts S1 such that A1 found category one triangles for them. Now, since A1 makes at most T1 queries, and

� pm� 1q-col happens, there are at most mT1 salt-successor query pairs. Therefore, for at least k1{2 salts

(note that from our assumption k1 is a multiple of 2, so k1{2 is an integer) in S1 such that it has at most

2T1m{k1 successor queries (because otherwise there would be more than mT1 salt, successor query pairs).

Therefore, such a set S � S1 of size k1{2 always exists.

If the encoding algorithm does not return H, it is easy to see the decoding algorithm decodes correctly,

because the query answers that the encoding algorithm does not add in the list L1 can be recovered by the

decoding algorithm correctly using S, L2. Therefore, we have that

Pr r Decoding is correct s ¥ Pr roff-1-tri-k1 ^ pm� 1q-cols .

Observe that the encoding algorithm removes k1{2 answers of the random oracle from the encoding, and

all the removed answers are distinct because those were q3 queries for different salts. It instead adds an

unordered set T of k1{2 values in rT1s, and an ordered list of k1{2 elements where each value is at most

2mT1{k1. Using the compression lemma, we have that

Pr r Decoding is correct s ¤ p2mT1{k1qk1{2
�
T1

k1{2

�
2nk1{2

¤
�

4emT 2
1

k2
12n


k1{2
.

Therefore,

Pr roff-1-tri-k1 ^ pm� 1q-cols ¤
�

4emT 2
1

k2
12n


k1{2
.

We know from previous analyses that Pr rpm� 1q-cols ¤ 1{2n for m � max
�
n, 4eT1

2n

�
. Plugging this value of

m we have

Pr roff-1-tri-k1 ^ pm� 1q-cols ¤
�

16e2T 3
1

k2
122n


k1{2
�
�

4enT 2
1

k2
12n


k1{2
.

Plugging this into (11.53), we get that

Pr roff-1-tri-k1s ¤
�

16e2T 3
1

k2
122n


k1{2
�
�

4enT 2
1

k2
12n


k1{2
� 1

2n
. (11.54)
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Upper bounding Pr roff-1-tri-k2s. We next upper bound Pr roff-2-tri-k2s. We have that for any m,

Pr roff-2-tri-k2s ¤ Pr roff-2-tri-k2 ^ pm� 1q-cols � Pr rm� 1-cols . (11.55)

We upper bound Pr roff-2-tri-k2 ^ pm� 1q-cols using a compression argument. Before giving the compres-

sion argument, we recall the notion of meeting queries we introduced in the proof earlier: we say that a

query q � hpy,Mq � z (y � a) made by A1 is a meeting query for a salt a if:

- y � a, y � z, a � z

- there is a query q1 � hpa,Mq � z made by A1

The encoding procedure encodes the random oracle h as follows.

1. It first runs Ah
1 , answering all its queries using h.

2. If m� 1-col happens or off-2-tri-k2 does not happen, it outputs H

3. It finds a set of salts S of size k2{2 such that for each a P S

- A1 found a category 2 triangle for a

- The salt a has no more than 2mT1{k2 meeting queries

4. If no such S is found, return H

5. It marks the q1, q2 queries corresponding to the triangle for each salt in S

6. It initializes lists L1, L2 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q1 query for a salt a P S, then it adds the index of this query in T,

and adds the lexicographical index of q2 among all successor queries for the salt a in the list L2

(b) Otherwise it adds hpa,Mq to L1.

9. It appends the evaluation of h on the points not queried by A1 to L1 in the lexicographical order of

the inputs.
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10. It outputs L1, L2,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T, it removes the element i on the front of list L2, and locates the

query q which has lexicographic order i among all the successor queries of the salt a. It answers

with the answer of q

(b) Otherwise it removes the element in front of L1 and answers with that.

4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L1

Correctness of decoding: First off, we argue that for adversary A1 that causes the event off-2-tri-k2 ^
 pm� 1q-col to happen, the encoding algorithm will never return H. To argue this it suffices to show that

the encoding algorithm never returns H from line 4. Note that the encoding algorithm reaches this line

only if the event off-2-tri-k2 ^  pm� 1q-col was caused by running A1, which means there is a set of k2

salts S1 such that A1 found category two triangles for them. Now, since A1 makes at most T1 queries, and

 pm� 1q-col happens, there are at most mT1 salt-meeting query pairs. Because otherwise there exists a

query which is a meeting query to at least m � 1 different salts- which means pm� 1q-col has happened.

Therefore, for at least k2{2 salts in S1 such that it has at most 2T1m{k2 meeting queries (because otherwise

there would be more than mT1 salt, meeting query pairs). Therefore, such a set S � S1 of size k2{2 always

exists.

If the encoding algorithm does not return H, it is easy to see the decoding algorithm decodes correctly,

because the query answers that the encoding algorithm does not add in the list L1 can be recovered by the

decoding algorithm correctly using S, L2. Therefore, we have that

Pr r Decoding is correct s ¥ Pr roff-2-tri-k2 ^ pm� 1q-cols .

Observe that the encoding algorithm removes k2{2 answers of the random oracle from the encoding, and

all the removed answers are distinct because those were q1 queries for different salts. It instead adds an
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unordered set T of k2{2 values in rT1s, and an ordered list of k2{2 elements where each value is at most

2mT1{k2. Using the compression lemma, we have that

Pr r Decoding is correct s ¤ p2mT1{k2qk2{2
�
T1

k2{2

�
2nk2{2

¤
�

4emT 2
1

k2
22n


k2{2
.

Therefore,

Pr roff-2-tri-k2 ^ pm� 1q-cols ¤
�

4emT 2
1

k2
22n


k2{2
.

We know from previous analyses that Pr rpm� 1q-cols ¤ 1{2n for m � max
�
n, 4eT1

2n

�
. Plugging this value of

m we have

Pr roff-2-tri-k2 ^ pm� 1q-cols ¤
�

16e2T 3
1

k2
222n


k2{2
�
�

4enT 2
1

k2
22n


k2{2
.

Plugging this into (11.55), we get that

Pr roff-2-tri-k2s ¤
�

16e2T 3
1

k2
222n


k2{2
�
�

4enT 2
1

k2
22n


k2{2
� 1

2n
. (11.56)

Upper bounding Pr roff-3-tri-k3s. Finally, we upper bound Pr roff-3-tri-k3s. One could hope for an analysis

similar to what we did for Pr roff-1-tri-k1s and Pr roff-1-tri-k2s– with the difference that in the compression

argument, the encoding algorithm omits the answer of the q2 queries and instead stores information like the

set S, L2 to recover its answers. However, this approach does not work! The main reason for this is if the

adversary finds triangles of category three for k3 different salts, it is not necessary that the q2 queries for the

triangle are unique for each of the salts.

However, notice that if A1 finds triangles of category three for two salts a, a1 that share the q2 query,

the following must have happened: It must have made queries hpa,Mq � y, hpa,M 1q � y1, hpa1,M2q � y,

hpa1,M3q � y1 for some y, y1,M,M 1,M2,M3 such that y � a, y1 � a, y � y1. If this happens, we say A1

has found a zig-zag for the salt pair pa, a1q. We illustrate the structure of a zigzag in the query graph in

Fig. 11.12. We define the event off-zz-k as A1 finding a zig-zag for k different salt pairs tta1,i, a2,iuiPku where

all the salts aj,i’s are distinct. We have that for any k4

Pr roff-3-tri-k3s ¤ Pr roff-3-tri-k3 ^ off-zz-k4s � Pr roff-zz-k4s . (11.57)

We prove the following lemmas.

Lemma 11.4.18. For k P N¡0,

Pr roff-zz-ks ¤
�
e3T 4

1

k322n


k
.



395

a

a1

Figure 11.12: The zigzag structure for a salt pair pa, a1q in the query graph.

Lemma 11.4.19. For any k, k1 P N¡0 such that k ¥ 2k1, k is a multiple of 2,

Pr
�
off-3-tri-k ^ off-zz-k1

� ¤ �
4eT 2

1

pk � 2k1q22n


pk�2k1q{2

.

Since k3 is a multiple of 6, k3{3 is an integer. By setting k4 � k3{3, putting together (11.58) with Lem-

mas 11.4.18 and 11.4.19, we have

Pr roff-3-tri-k3s ¤
�

12eT 2
1

k2
32n


k3{6
�
�

27e3T 4
1

k3
322n


k3{3
. (11.58)

We need to prove the Lemmas 11.4.18 and 11.4.19. We first prove Lemma 11.4.18.

Proof. [Lemma 11.4.18] We upper bound Pr roff-zz-ks via a compression argument.

The encoding procedure encodes the random oracle h as follows.

1. It first runs Ah
1 , answering all its queries using h.

2. If off-zz-k does not happen, it outputs H

3. It finds a set of k salt pairs ttai,1, ai,2uiPrksu such that all the ai,j ’s are distinct and A1 found a zig-zag

for each of these pairs.

4. For each of the salt pairs ai,1, ai,2, it isolates the four queries hpai,1,Mq � y, hpai,1,M 1q � y1,

hpai,2,M2q � y, hpai,2,M3q � y1. It labels the query that was the last among these four as q4.

It labels the query which has the same answer as q4 but came earlier as q3. It labels the earlier of the

remaining two queries q1, and later as q2.

5. It initializes lists L1, L2 to empty lists, T2,T3,T4 to empty sets
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6. It starts running A1 again

7. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q2 query for some zigzag salt pair, it adds the index of the query to

the set T2, inserts the index of the corresponding q1 in front of the list L1

(b) If the query is marked as a q4 query for some zigzag salt pair, it adds the index of the query to

the set T4, adds the index of the corresponding q3 in the set T3

(c) Otherwise it adds hpa,Mq to L2.

8. It appends the evaluation of h on the points not queried by A1 to L2 in the lexicographical order of

the inputs.

9. It outputs L1, L2,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T2, it removes the element i on the front of list L1, and locates the

query q which has index i among. It answers with the answer of q.

(b) Otherwise if the index of the query is in T4, it locates the query q that has its index in T2 or L1

that had input salt a. If such q is not found or more than one such q is found it aborts.

- If q is in T2, it finds the query q1 in L1 which was located to answer q – it then finds a query

q2 in the set T3 which has the same input salt as q1. If none or more than one q1 is found, it

aborts. Otherwise it answers with the answer of q1

- If q is in L1, it finds the query q1 in T2 which located q when being answered earlier in the

decoding – it then finds a query q2 in the set T3 which has the same input salt as q1. If none

or more than one q1 is found, it aborts. Otherwise it answers with the answer of q1

(c) Otherwise it removes the element in front of L2 and answers with that.
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4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L1

Correctness of decoding: First off, observe that for adversary A1 that causes the event off-zz-k to happen, the

encoding algorithm will never return H. Further, we argue that whenever the decoding algorithm receives

an output of the encoding algorithm that is not H, the decoding algorithm will decode correctly. This is

because the encoding algorithm removes the answer of two of the queries from the pair of zig-zag salts which

the decoding algorithm recovers using L1,T2,T3,T4. It is easy to see decoding answers the queries whose

answers were in L1 and the ones whose answers were not in L1 but indices were put in T2 correct. What

is left is verifying that the queries whose answers were not in L1 and whose indices were put in T4 were

answered correctly.

This can be verified by inspecting line 3b. For an output of the encoding algorithm that is not H, the

decoding algorithm will never abort here – this is because for the q4 queries removed, there is exactly one

other query among all the queries whose indices are in L1,T2 whose salt is same as q4, by the definition of

the event off-zz-k. And this step successfully recovers that value and returns the correct answer. Therefore,

whenever A1 causes off-zz-k, the encoding produces an outputs that decodes correctly.

Therefore, we have that

Pr r Decoding is correct s ¥ Pr roff-zz-ks .

Observe that the encoding algorithm removes 2 � k answers of the random oracle from the encoding, and all

the removed answers are distinct because those were queries for different salts. It instead adds an unordered

sets T2,T2,T4 of k values in rT1s, and an ordered list of k values in rT1s. Using the compression lemma, we

have that

Pr roff-zz-ks ¤ Pr r Decoding is correct s ¤
��
T1

k

�	3

T k1

2n2k
¤

�
e3T 4

1

k322n


k
.

We next prove Lemma 11.4.19.

Proof. [Lemma 11.4.18] We need to upper bound Pr roff-3-tri-k ^ off-zz-k1s. Note that if A1 does not cause

off-zz-k1 and finds triangles of category three for at least k salts, it means that there is a set of at least k�2k1

salts for which A1 finds triangles of category three such that no two triangles in the set share any query. We

use this to intuition to build a compression argument that upper bounds Pr roff-3-tri-k ^ off-zz-k1s.
The encoding procedure encodes the random oracle h as follows.

1. It first runs Ah
1 , answering all its queries using h.
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2. If off-zz-k1 happens or off-3-tri-k does not happen, it outputs H

3. It finds a set of salts S of size pk � 2k1q{2 such that for each a P S

- A1 found a category 3 triangle for a

- The salt a has no more than 2T1{pk � 2k1q queries on it

4. If no such S is found, return H

5. It marks the q3, q2 queries corresponding to the triangle for each salt in S

6. It initializes lists L1, L2 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q2 query for a salt a P S, then it adds the index of this query in T,

and it adds the index of q3 in the list L2

(b) Otherwise it adds hpa,Mq to L1.

9. It appends the evaluation of h on the points not queried by A1 to L1 in the lexicographical order of

the inputs.

10. It outputs L1, L2,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T, it removes the element i on the front of list L2, and locates the

query q which has index i. It answers with the answer of q

(b) Otherwise it removes the element in front of L1 and answers with that.
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4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L1

Correctness of decoding: First off, we argue that for adversary A1 that causes the event off-3-tri-k^ off-zz-k1

to happen, the encoding algorithm will never return H. To argue this it suffices to show that the encoding

algorithm never returns H from line 4. Note that the encoding algorithm reaches this line only if the event

off-2-tri-k^ off-zz-k1 was caused by running A1, which means there is a set of k salts S1 such that A1 found

category three triangles for them. Moreover there does not exist a set of k1 salt pairs for which A1 found a

zig-zag. Meaning one can find a set of at least k� 2k1 salts such that A1 found a category three triangle for

all of them but no two of these triangles share a q2 query. Now, since A1 makes at most T1 queries, at least

half of these salts are such that the adversary makes at most 2Tp{pk�2k1q queries on them. Therefore, such

a set S of size pk � 2k1q{2 always exists.

If the encoding algorithm does not return H, it is easy to see the decoding algorithm decodes correctly,

because the query answers that the encoding algorithm does not add in the list L1 can be recovered by the

decoding algorithm correctly using S, L2. Therefore, we have that

Pr r Decoding is correct s ¥ Pr
�
off-3-tri-k ^ off-zz-k1

�
.

Observe that the encoding algorithm removes pk � 2k1q{2 answers of the random oracle from the encoding,

and all the removed answers are distinct because those were q1 queries for different salts. It instead adds an

unordered set T of pk � 2k1q{2 values in rT1s, and an ordered list of pk � 2k1q{2 values in rT1s. Using the

compression lemma, we have that

Pr r Decoding is correct s ¤ p2T1{pk � 2k1qqpk�2k1q{2
�

T1

pk�2k1q{2

�
2npk�2k1q{2

¤
�

4eT 2
1

pk � 2k1q22n


pk�2k1q{2

.

Therefore,

Pr
�
off-3-tri-k ^ off-zz-k1

� ¤ �
4eT 2

1

pk � 2k1q22n


pk�2k1q{2

. (11.59)

11.4.10 Proof of Lemma 11.4.14

Proof. [Lemma 11.4.14] We say that A1 has found a triangle for a salt a if it has made queries hpa,Mq � y,

hpy,M 1q � z, hpa,M2q � z for some M,M 1,M2, y, z. We define the event off-dia-k as A1 finding diamonds

for at least k salts. We have that for any k,

Pr rdiaoffs ¤ Pr
�
diaoff

�� off-dia-k
�� Pr roff-dia-ks . (11.60)
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(a) Category 1 diamonds.

(b) Category 2 diamonds.

Figure 11.13: The different categories of diamonds. The edge colored red is the last of the four queries made.

We claim that Pr
�
diaoff

�� off-dia-k
� ¤ k{2n – this is because if A1 finds diamonds for at most k different

salts, since a is sampled uniformly at random, diaoff happens with probability at most k{2n.

Towards upper bounding off-dia-k, we define a categorization of the diamonds. For a diamond on salt

a, let the four queries forming the triangle be q1 � hpa,Mq � y, q2 � hpy,M 1q � z, q3 � hpa,M2q � y1,

q4 � hpy1,M3q � z.

- We say that a diamond is of category 1, if the query q1 or q3 was the last among the three

- We say that a triangle is of category 2, if the query q2 or q4 was the last among the three

We illustrate the categories of diamonds in Fig. 11.13. We define the event off-1-dia-k1 as A1 find diamonds

of category 1 for k1 different salts. We define the event off-2-dia-k2 as A1 finds diamonds of category 2 for

k2 different salts.

We would have that for any k1, k2,

Pr roff-dia-2 �maxpk1, k2qs ¤ Pr roff-1-dia-k1s � Pr roff-2-dia-k2s .

We prove the three following claims.

Claim 11.4.20. For any k1 P N¡0, such that k1 is a multiple of 2

Pr roff-1-dia-k1s ¤
�

64e3T 4
1

k2
123n


k1{2
�
�

4en2T 2
1

k2
12n


k1{2
� 1

2n
.
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Claim 11.4.21. For any k2 P N¡0, such that k2 is a multiple of 30

Pr roff-2-dia-k2s ¤
�

1600eT 4
1

pk2q223n


k2{10

�
�

100en2T 2
1

pk2q22n


k2{10

� 3

�
32ep60eq3T 6

1

k3
224n


k2{30

� 3

�
256 � 53 � enT 3

1

k3
22n


k2{30

� 4

2n
.

We let k1 � max

��
128e3T 4

1

23n

	1{2

,
�

8en2T 2
1

2n

	1{2

, 2n



. Then we have that

Pr roff-1-dia-k1s ¤ 3

2n
.

We let

k2 � max

��
3200eT 4

1

23n


1{2

,

�
200en2T 2

1

2n


1{2

,

�
64ep60eq3T 6

1

24n


1{3

,

�
512 � 53 � enT 3

1

2n


1{3

, 30n

�
.

Then we have that

Pr roff-1-dia-k2s ¤ 12

2n
.

Also

maxpk1, k2q ¤
�

128e3T 4
1

23n


1{2

�
�

8en2T 2
1

2n


1{2

�
�

3200eT 4
1

23n


1{2

�
�

200en2T 2
1

2n


1{2

�
�

64ep60eq3T 6
1

24n


1{3

�
�

512 � 53 � enT 3
1

2n


1{3

� 30n

�
�

8p2q1{2e3{2T 2
1

23n{2



�
� p8eq1{2nT1

2n{2



�
�

40p2eq1{2T 2
1

23n{2



�
�

10p2eq1{2nT1

2n{2



�
�

240e2{3T 2
1

24n{3



�
�

40penq1{3T1

2n{3



� 30n .

Let k � 2 maxpk1, k2q. We have that

Pr roff-dia-ks ¤ 15

2n
.

Plugging this into (11.60) we have that

Pr rdiaoffs ¤
�

8p2q1{2e3{2T 2
1

25n{2



�
� p8eq1{2nT1

23n{2



�
�

40p2eq1{2T 2
1

25n{2



�
�

10p2eq1{2nT1

23n{2



�
�

240e2{3T 2
1

27n{3



�
�

40penq1{3T1

24n{3



� 30n

2n
� 15

2n
.

� 30n� 15

2n
� 40penq1{3T1

24n{3
� p8eq

1{2nT1 � 10p2eq1{2nT1

23n{2

� 240e2{3T 2
1

27n{3
� 8p2q1{2e3{2T 2

1 � 40p2eq1{2T 2
1

25n{2
.

We now prove these claims one by one.
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Upper bounding Pr roff-1-dia-k1s. We have that for any m,

Pr roff-1-dia-k1s ¤ Pr roff-1-dia-k1 ^ pm� 1q-cols � Pr rm� 1-cols . (11.61)

We upper bound Pr roff-1-dia-k1 ^ pm� 1q-cols using a compression argument. Before giving the compres-

sion argument, we recall the notion of successor-hitting queries we introduced earlier in the proof: we say

that a query q � hpy,Mq � z made by A1 is a successor-hitting query for a salt a if

- z � a, y � a, y � z

- there are queries q1 � hpa,M 1q � b, q2 � hpb,M2q � z with b � a, z � b made by A1, for some M 1,M2

Informally, a query q is a successor-hitting query to salt a if there query q1 � hpy1,M 1q � z such that q1 is a

successor query to a and q1 � q.

The encoding procedure encodes the random oracle h as follows.

1. It first runs Ah
1 , answering all its queries using h.

2. If m� 1-col happens or off-1-dia-k1 does not happen, it outputs H

3. It finds a set of salts S of size k1{2 such that for each a P S

- A1 found a category 1 triangle for a

- The salt a has no more than 2m2T1{k1 successor-hitting queries

4. If no such S is found, return H

5. It marks the q2, q3 queries corresponding to the triangle for each salt in S

6. It initializes lists L1, L2 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q3 query for a salt a P S, then it adds the index of this query in T,

and it adds the lexicographical index of q2 among all successor-hitting queries for the salt a in the

list L2
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(b) Otherwise it adds hpa,Mq to L1.

9. It appends the evaluation of h on the points not queried by A1 to L1 in the lexicographical order of

the inputs.

10. It outputs L1, L2,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T, it removes the element i on the front of list L2, and locates the

query q which has lexicographic order i among all the successor-hitting queries of the salt a. It

answers with the answer of q

(b) Otherwise it removes the element in front of L1 and answers with that.

4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L1

Correctness of decoding: First off, we argue that for adversary A1 that causes the event off-1-dia-k1 ^
 pm� 1q-col to happen, the encoding algorithm will never return H. To argue this it suffices to show that

the encoding algorithm never returns H from line 4. Note that the encoding algorithm reaches this line

only if the event off-1-dia-k1 ^  pm� 1q-col was caused by running A1, which means there is a set of k1

salts S1 such that A1 found category one diamonds for them. Now, since A1 makes at most T1 queries,

and  pm� 1q-col happens, there are at most m2T1 salt-successor-hitting query pairs. This is because if

there were more than m2T1 salt-successor hitting query pairs, there would be at least one query which is

a successor hitting query to m2 � 1 salts. Given that there are no m � 1-multi-collisions, this would be

contradiction.

Therefore, for at least k1{2 salts (note that since k1 is a multiple of 2, k1{2 is an integer) in S1 such

that it has at most 2T1m
2{k1 successor queries (because otherwise there would be more than m2T1 salt,

successor-hitting query pairs). Therefore, such a set S � S1 of size k1{2 always exists.
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If the encoding algorithm does not return H, it is easy to see the decoding algorithm decodes correctly,

because the query answers that the encoding algorithm does not add in the list L1 can be recovered by the

decoding algorithm correctly using S, L2. Therefore, we have that

Pr r Decoding is correct s ¥ Pr roff-1-dia-k1 ^ pm� 1q-cols .

Observe that the encoding algorithm removes k1{2 answers of the random oracle from the encoding, and

all the removed answers are distinct because those were q3 queries for different salts. It instead adds an

unordered set T of k1{2 values in rT1s, and an ordered list of k1{2 elements where each value is at most

2m2T1{k1. Using the compression lemma, we have that

Pr r Decoding is correct s ¤ p2m2T1{k1qk1{2
�
T1

k1{2

�
2nk1{2

¤
�

4em2T 2
1

k2
12n


k1{2
.

Therefore,

Pr roff-1-dia-k1 ^ pm� 1q-cols ¤
�

4em2T 2
1

k2
12n


k1{2
.

We know from previous analyses that Pr rpm� 1q-cols ¤ 1{2n for m � max
�
n, 4eT1

2n

�
. Plugging this value of

m we have

Pr roff-1-dia-k1 ^ pm� 1q-cols ¤
�

64e3T 4
1

k2
123n


k1{2
�
�

4en2T 2
1

k2
12n


k1{2
.

Plugging this into (11.61), we get that

Pr roff-1-dia-k1s ¤
�

64e3T 4
1

k2
123n


k1{2
�
�

4en2T 2
1

k2
12n


k1{2
� 1

2n
. (11.62)

We next upper bound Pr roff-2-dia-k2s. One could hope for an analysis similar to what we did for

Pr roff-dia-k1s– with the difference that in the compression argument, the encoding algorithm omits the

answer of the last query and instead stores information like the set S, L2 to recover its answers. However,

this approach does not work! The main reason for this is if the adversary finds diamonds of category two for

k2 different salts, it is not necessary that the last queries for the diamond are unique for each of the salts.

Therefore, we need to separately handle the case where a particular query is the last query for diamonds of

category two of multiple salts.

Now, consider how two salts with category two diamonds can share the last query. There are two

possibilities here: either the diamonds share both the queries q2, q4 queries or they share one of the queries

q2, q4. If they share both the queries q2, q4, we have that the pair of salts form a zig-zag, and we can re-use

our analysis from Lemma 11.4.11. The other possibility is both the category two diamonds share one query

that was the last query for both of them. For this to happen for salts a, a1, before the shared query is made,

there must have been queries
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a

a1

Figure 11.14: The hexagon structure for a salt pair pa1, a1q in the query graph.

- q1 :� hpa,M1q � w for some w,M1 such that w � a, a1

- q2 :� hpa,M2q � y for some y,M2 such that y � w, a, a1

- q3 :� hpy,M3q � z for some z,M3 such that z � a, a1, w, y

- q4 :� hpa1,M4q � w for some M4

- q5 :� hpa1,M5q � y1 for some y1,M5 such that y1 � w, a, a1, y, z

- q6 :� hpy1,M6q � z for some M6

We refer to such a structure as a hexagon because this structure consists of a total of six queries and two

of these six collide. If for some salt pair ta, a1u, A1 has made the above queries, we say that it has found a

hexagon for the salt pair. We illustrate the structure of a hexagon in a query graph in Fig. 11.14.

We define the event off-hex-k as follows: there is a set of k salt pairs ttai,1, ai,2uiPrksu such that

1. | YiPrks tai,1, ai,2u| � 2k

2. A1 has found a hexagon for each pair tai,1, ai,2u for all i P rks.

We have that for all k3, k4,m

Pr roff-2-dia-k2s ¤ Pr roff-2-dia-k2 ^ off-zz-k3 ^ off-hex-k4 ^ pm� 1q-cols (11.63)

� Pr roff-zz-k3s � Pr roff-hex-k4s � Pr rm� 1-cols . (11.64)

We prove the following lemmas.

Lemma 11.4.22. For k P N¡0 such that k is a multiple of 6

Pr roff-hex-ks ¤ 3

�
32ep12eq3T 6

1

k324n


k{6
� 3

�
256enT 3

1

k32n


k{6
� 3

2n
. (11.65)
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Lemma 11.4.23. For any k, k1, k2,m P N¡0 such that k is a multiple of 2, k ¡ 2k1 � 2k2,

Pr
�
off-2-dia-k ^ off-zz-k1 ^ off-hex-k2 ^ pm� 1q-col

�
¤

�
4em2T 2

1

pk � 2k1 � 2k2q22n


pk�2k1�2k2q{2

.

From Lemma 11.4.18 we had that for k P N¡0,

Pr roff-zz-ks ¤
�
e3T 4

1

k322n


k
.

Plugging this into (11.63), we have that for any k2, k3, k4,m such that k4 is a multiple of 6, k2 is a multiple

of 2, k ¡ 2k3 � k4

Pr roff-2-dia-k2s ¤
�

4em2T 2
1

pk2 � 2k3 � 2k4q22n


pk2�2k3�2k4q{2

� 3

�
32ep12eq3T 6

1

k3
424n


k4{6
� 3

�
256enT 3

1

k3
42n


k4{6
� 3

2n
� Pr rpm� 1q-cols .

Setting k4 � k3 � k2{5, we have

Pr roff-2-dia-k2s ¤
�

100em2T 2
1

pk2q22n


k2{10

� 3

�
32ep60eq3T 6

1

k3
224n


k2{30

� 3

�
256 � 53 � enT 3

1

k3
22n


k2{30

� 3

2n
� Pr rpm� 1q-cols .

Further in the proof of Lemma 11.4.10 we had that for m � maxpn, 4eT1{2nq, Pr rpm� 1q-cols ¤ 1{2n.

Setting m to this value we have that for any k2 such that k2 is a multiple of 30,

Pr roff-2-dia-k2s ¤
�

1600eT 4
1

pk2q223n


k2{10

�
�

100en2T 2
1

pk2q22n


k2{10

� 3

�
32ep60eq3T 6

1

k3
224n


k2{30

� 3

�
256 � 53 � enT 3

1

k3
22n


k2{30

� 4

2n
.

We prove Lemma 11.4.22.

Proof. [Lemma 11.4.22] For the adversary to query a hexagon for salts a, a1, there must have been queries

- q1 :� hpa,M1q � w for some w,M1 such that w � a, a1

- q2 :� hpa,M2q � y for some y,M2 such that y � w, a, a1



407

- q3 :� hpy,M3q � z for some z,M3 such that z � a, a1, w, y

- q4 :� hpa1,M4q � w for some M4

- q5 :� hpa1,M5q � y1 for some y1,M5 such that y1 � w, a, a1, y, z

- q6 :� hpy1,M6q � z for some M6

We categorize hexagons into three categories based on the query that was the last one among the six

1. category 1 hexagons: q3 or q6 is the last query

2. category 2 hexagons: q2 or q5 is the last query

3. category 3 hexagons: q1 or q4 is the last query

We illustrate the different categories of hexagons in Figure 11.15.

We define these three events.

1. off-1-hex-k1: A1 has found hexagons of category 1 for a set of k1 salt pairs such that none of the two

salt pairs in the set share a salt

2. off-2-hex-k2: A1 has found hexagons of category 2 for a set of k1 salt pairs such that none of the two

salt pairs in the set share a salt

3. off-3-hex-k3: A1 has found hexagons of category 3 for a set of k1 salt pairs such that none of the two

salt pairs in the set share a salt

Since if A1 finds 3k hexagons, it must have found k hexagons of one of the categories, we have that for any

k

Pr roff-hex-3ks ¤ Pr roff-1-hex-ks � Pr roff-2-hex-ks � Pr roff-3-hex-ks .

We prove the three following claims.

Claim 11.4.24. For any k P N¡0 such that k is a multiple of 2

Pr roff-1-hex-ks ¤
�

32ep4eq3T 6
1

k324n


k{2
�
�

32enT 3
1

k32n


k{2
� 1

2n
.
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a

a1

a

a1

(a) Category 1 hexagons.

a

a1

a

a1

(b) Category 2 hexagons.

a

a1

a

a1

(c) Category 3 hexagons.

Figure 11.15: The different categories of hexagons. The edge colored red is the last of the six queries made.

Claim 11.4.25. For any k P N¡0 such that k is a multiple of 2

Pr roff-2-hex-ks ¤
�

32ep4eq3T 6
1

k324n


k{2
�
�

32enT 3
1

k32n


k{2
� 1

2n
.

Claim 11.4.26. For any k P N¡0 such that k is a multiple of 2

Pr roff-3-hex-ks ¤
�

32ep4eq3T 6
1

k324n


k{2
�
�

32enT 3
1

k32n


k{2
� 1

2n
.

Putting this all together we have for any k that is a multiple of 2

Pr roff-hex-3ks ¤ 3

�
32ep4eq3T 6

1

k324n


k{2
� 3

�
32enT 3

1

k32n


k{2
� 3

2n
.

Equivalently, we have that for any k that is a multiple of 6

Pr roff-hex-ks ¤ 3

�
32ep12eq3T 6

1

k324n


k{6
� 3

�
256enT 3

1

k32n


k{6
� 3

2n
.
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Upper bounding Pr roff-1-hex-ks. We have that for any m,

Pr roff-1-hex-ks ¤ Pr roff-1-hex-k ^ pm� 1q-cols � Pr rpm� 1q-cols . (11.66)

We upper bound Pr roff-1-hex-k ^ pm� 1q-cols using a compression argument. The encoding procedure

encodes the random oracle h as follows.

1. It runs Ah
1 , answering all its queries using h.

2. If m� 1-col happens or off-1-hex-k does not happen, it outputs H

3. it finds a set of salt pairs S of size k{8 such that for each ta, a1u P S

(a) A1 found a hexagon for ta1, a2u
(b) A1 made no more than 4T1{k queries with salt a1

(c) A1 made no more than 4T1{k queries with salt a2

(d) The salt a has no more than 4mT1{k successor queries

(e) The salt a has no more than 4mT1{k successor queries

4. If no such S is found, it returns H

5. For every ta1, a2u pair in S it picks one type 1 hexagon formed by the queries of A1 (if there is more

than one, it picks one arbitrarily). It lets the queries forming the hexagon be q1 � hpa1,M1q � w, q2 �
hpa,M2q � y, q3 � hpy,M3q � z, q4 � hpa2,M4q � w, q5 � hpa1,M5q � y1, q6 � hpy1,M6q � z for some

M1,M2,M3,M4,M5,M6, w, y, y
1, z such that |ta1, a2, w, y, y1, zu| � 6 such that q6 was the last of the

six queries made by A1.

6. It initializes lists L1, L2, L3, L4, L5 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q6 query for a salt pair ta, a1u P S
i. it adds the index of this query in T

ii. it adds the lexicographical index of the corresponding q5 query among all queries with answer

a to the list L1
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iii. Let the input salt of the corresponding q5 query be a2. It adds the lexicographical index of

the corresponding q4 query among all queries with input salt a2 to the list L2

iv. Let the answer of the corresponding q4 query be w. It adds the lexicographical index of the

corresponding q1 query among all queries with answer w to the list L3

v. Let the input salt of the corresponding q1 query be a1. It adds the lexicographical index of

the corresponding q3 query among all queries which are successor queries of the salt a1 to the

list L4.

(b) Otherwise it adds hpa,Mq to L5.

9. It appends the evaluation of h on the points not queried by A1 to L5 in the lexicographical order of

the inputs.

10. It outputs L1, L2, L3, L4, L5,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T,

i. it removes the element i on the front of list L1, and locates the query q5 which has lexicographic

order i among all queries with answer a.

ii. Let the input of q5 be a2. It removes the element i on the front of list L2, and locates the

query q4 which has lexicographic order i among all queries with input salt a2.

iii. Let the answer of q4 be w. It removes the element i on the front of list L3, and locates the

query q1 which has lexicographic order i among all queries with answer w.

iv. Let the input salt of q1 be a1. It removes the element i on the front of list L4, and locates the

query q3 which has lexicographic order i among all successor queries of the salt a1

It answers with the answer of query q3.

(b) Otherwise it removes the element in front of L5 and answers with that.
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4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L5

Correctness of decoding: First off, we argue that for an adversary A1 that causes the event off-1-hex-k ^
 pm� 1q-col to happen, the encoding algorithm will never return H. To argue this it suffices to show that

the encoding algorithm never returns H from line 4. Since off-1-hex-k happens, there is a set S1 of k salt

pair such that no two pairs share a salt and A1 has found a hexagon for each pair. We first claim that at

most k{4 of the pairs in S1 are such that A1 has made more than 4T1{k queries on one or both the salts in

the pair- this is because otherwise there would need to be more than T1 queries which is a contradiction.

Further, since  pm� 1q-col happens, we have that there are at most mT1 salt-successor query pairs – this

was argued in the proof of 11.4.11. We next claim that at most k{4 of the pairs in S1 are such that for one or

both salts in the pair- there are more than 4mT1{k successor queries – this is because otherwise there would

be more than mT1 salt-successor query pairs.

Therefore, we have that

- The subset of S1 such that at least one of the salts is such that there are more than 4T1{k queries on

the salt is of size at most k{4

- The subset of S1 such that at least one of the salts is such that there are more than 4mT1{k successor

queries for the salt is of size at most k{4

Therefore, this implies the subset of S1 such that for at least one of the salts a) there are more 4T1{k queries

on the salt or, b) there are more than 4mT1{k queries that are successor query to the salt is of size at most

k{2. This in turn means the subset of S1 such that for both of the salts a) there are at most 4T1{k queries

on the salt and, b) there are at most 4mT1{k queries that are successor query to the salt is of size at least

k{2. Therefore, the encoding algorithm will always find such a set S, and never produce H in line 4.

Further, we argue that whenever the decoding algorithm receives an output of the encoding algorithm

that is not H, the decoding algorithm will decode correctly. It is easy to see decoding answers the queries

whose answers were in L5. What is left is verifying that the queries whose answers were not in L5 and whose

indices were put in T were answered correctly.

This can be verified by inspecting line 8a in the encoding algorithm and line 3a in the decoding algorithm.

It can be checked that the decoding algorithm always returns the same answer as the encoding algorithm.

Therefore, whenever A1 causes off-1-hex-k ^  pm� 1q-col, the encoding produces an outputs that decodes

correctly.
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Therefore, we have that

Pr r Decoding is correct s ¥ Pr roff-1-hex-k ^ pm� 1q-cols .

Observe that the encoding algorithm removes k{2 answers of the random oracle from the encoding, and all

the removed answers are distinct because those were queries for different salts. It instead adds

1. T: a set of k{2 distinct values in rT1s

2. L1: a sequence of k{2 values that are each at most m

3. L2: a sequence of k{2 values that are each at most 4T1{k

4. L3: a sequence of k{2 values that are each at most m

5. L4: a sequence of k{2 values that are each at most 4mT1{k

Using the compression lemma, we have that

Pr roff-1-hex-k ^ pm� 1q-cols ¤Pr r Decoding is correct s

¤
�
T1

k{2

�
mk{2

�
4T1

k

�k{2
mk{2

�
4mT1

k

�k{2
2nk{2

¤
� p2eT1qp4mT1qp4T1qm2

k32n


k{2
�
�

32eT 3
1m

3

k32n


k{2
.

We know from proof of Lemma 11.4.10, that for m � maxp4eT1{2n, nq, Pr rpm� 1q-cols ¤ 1{2n. We set m

to this value and plug this into (11.66).

Pr roff-1-hex-ks ¤
�

32ep4eq3T 6
1

k324n


k{2
�
�

32enT 3
1

k32n


k{2
� 1

2n
.

Upper bounding Pr roff-2-hex-ks. The analysis for this is identical to that for Pr roff-1-hex-ks with a slightly

modified compression strategy (but one that gives identical amount of compression). For the sake of com-

pleteness, we just give the modified encoding and decoding algorithms here.

The encoding procedure encodes the random oracle h as follows.

1. It runs Ah
1 , answering all its queries using h.

2. If m� 1-col happens or off-hex-k does not happen, it outputs H
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3. it finds a set of salt pairs S of size k{8 such that for each ta, a1u P S

- A1 found a hexagon for ta1, a2u
- A1 made no more than 4T1{k queries with salt a1

- A1 made no more than 4T1{k queries with salt a2

- The salt a has no more than 4mT1{k successor queries

- The salt a has no more than 4mT1{k successor queries

4. If no such S is found, it returns H

5. For every ta1, a2u pair in S it picks one type 1 hexagon formed by the queries of A1 (if there is more

than one, it picks one arbitrarily). It lets the queries forming the hexagon be q1 � hpa1,M1q � w, q2 �
hpa,M2q � y, q3 � hpy,M3q � z, q4 � hpa2,M4q � w, q5 � hpa1,M5q � y1, q6 � hpy1,M6q � z for some

M1,M2,M3,M4,M5,M6, w, y, y
1, z such that |ta1, a2, w, y, y1, zu| � 6 such that q5 was the last of the

six queries made by A1.

6. It initializes lists L1, L2, L3, L4, L5 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q5 query for a salt pair ta, a1u P S
i. it adds the index of this query in T

ii. it adds the lexicographical index of the corresponding q5 query among all queries with input

a to the list L1

iii. Let the answer of the corresponding q4 query be w. It adds the lexicographical index of the

corresponding q1 query among all queries with answer w to the list L2

iv. Let the input salt of the corresponding q1 query be a1. It adds the lexicographical index of

the corresponding q3 query among all successor queriesof a1 to the list L3

v. Let the answer of the corresponding q3 query be z. It adds the lexicographical index of the

corresponding q6 query among all queries with answer z to the list L4.

(b) Otherwise it adds hpa,Mq to L5.
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9. It appends the evaluation of h on the points not queried by A1 to L5 in the lexicographical order of

the inputs.

10. It outputs L1, L2, L3, L4, L5,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T,

i. it removes the element i on the front of list L1, and locates the query q4 which has lexicographic

order i among all queries with input salt a.

ii. Let the answer of q4 be w. It removes the element i on the front of list L2, and locates the

query q1 which has lexicographic order i among all queries with answer w.

iii. Let the input salt of q1 be a1. It removes the element i on the front of list L3, and locates the

query q3 which has lexicographic order i among all successor queries of a1.

iv. Let the answer of q3 be z. It removes the element i on the front of list L4, and locates the

query q6 which has lexicographic order i among all queries with answer z.

It answers with the input of query q6.

(b) Otherwise it removes the element in front of L5 and answers with that.

4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L5

Upper bounding Pr roff-3-hex-ks. The analysis for this is identical to that for Pr roff-1-hex-ks with a slightly

modified compression strategy (but one that gives identical amount of compression). For the sake of com-

pleteness, we just give the modified encoding and decoding algorithms here.

The encoding procedure encodes the random oracle h as follows.

1. It runs Ah
1 , answering all its queries using h.

2. If m� 1-col happens or off-hex-k does not happen, it outputs H
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3. it finds a set of salt pairs S of size k{8 such that for each ta, a1u P S

- A1 found a hexagon for ta1, a2u
- A1 made no more than 4T1{k queries with salt a1

- A1 made no more than 4T1{k queries with salt a2

- The salt a has no more than 4mT1{k successor queries

- The salt a has no more than 4mT1{k successor queries

4. If no such S is found, it returns H

5. For every ta1, a2u pair in S it picks one type 1 hexagon formed by the queries of A1 (if there is more

than one, it picks one arbitrarily). It lets the queries forming the hexagon be q1 � hpa1,M1q � w, q2 �
hpa,M2q � y, q3 � hpy,M3q � z, q4 � hpa2,M4q � w, q5 � hpa1,M5q � y1, q6 � hpy1,M6q � z for some

M1,M2,M3,M4,M5,M6, w, y, y
1, z such that |ta1, a2, w, y, y1, zu| � 6 such that q4 was the last of the

six queries made by A1.

6. It initializes lists L1, L2, L3, L4, L5 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q4 query for a salt pair ta, a1u P S
i. it adds the index of this query in T

ii. it adds the lexicographical index of the corresponding q6 query among all succesor queries of

a to the list L1

iii. Let the answer of the corresponding q6 query be z. It adds the lexicographical index of the

corresponding q3 query among all queries with answer z the list L2

iv. Let the input salt of the corresponding q3 query be y1. It adds the lexicographical index of

the corresponding q2 query among all queries with answer y1 to the list L3

v. Let the input salt of the corresponding q2 query be a1. It adds the lexicographical index of

the corresponding q1 query among all queries with input salt a1 to the list L4.

(b) Otherwise it adds hpa,Mq to L5.
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9. It appends the evaluation of h on the points not queried by A1 to L5 in the lexicographical order of

the inputs.

10. It outputs L1, L2, L3, L4, L5,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T,

i. it removes the element i on the front of list L1, and locates the query q6 which has lexicographic

order i among all successor queries to a.

ii. Let the answer q6 be z. It removes the element i on the front of list L2, and locates the query

q3 which has lexicographic order i among all queries with answer z.

iii. Let the input salt of q3 be y. It removes the element i on the front of list L3, and locates the

query q2 which has lexicographic order i among all queries with answer y.

iv. Let the input salt of q2 be a1. It removes the element i on the front of list L4, and locates the

query q1 which has lexicographic order i among all queries with input salt a1

It answers with the answer of query q1.

(b) Otherwise it removes the element in front of L5 and answers with that.

4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L5

We finally prove Lemma 11.4.23.

Proof. We want to upper bound

Pr
�
off-2-dia-k ^ off-zz-k1 ^ off-hex-k2 ^ pm� 1q-col

�
.

Note that if A1 does not cause off-zz-k1, off-hex-k2 and finds diamonds of category two for at least k salts,

it means that there is a set of at least k � 2k1 � 2k2 salts for which A1 finds diamonds of category two such
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that no two diamonds in the set share the last query completing the diamond. We will use this to intuition

to build a compression argument that upper bounds this probability.

The encoding procedure encodes the random oracle h as follows.

1. It first runs Ah
1 , answering all its queries using h.

2. If off-zz-k1 happens or off-hex-k2 happens or pm� 1q-col happens or off-2-dia-k does not happen, it

outputs H

3. It finds a set of salts S of size pk � 2k1 � 2k2q{2 such that for each a P S

- A1 found a category 2 diamond for a

- The salt a has no more than 2T1m{pk � 2k1 � 2k2q successor queries

- The category 2 diamond for no two salts in the set share the last query of the diamond

4. If no such S is found, return H

5. For every a1 in S it picks the category 2 diamond that does not share the last query with the diamond

of any other salt in S found by A1 (if there is more than one, it picks one arbitrarily). It lets the queries

forming the diamond be q1 � hpa1,M1q � y, q2 � hpy,M2q � z, q3 � hpa1,M3q � y1, q4 � hpy1,M4q � z

for some M1,M2,M3,M4, y, y
1, z such that |ta1, y, y1, zu| � 4 such that q4 was the last of the four queries

made by A1.

6. It initializes lists L1, L2, L3 to empty lists, T to empty set

7. It starts running A1 again

8. For every query hpa,Mq made by A1 it does the following:

(a) If the query is marked as a q4 query for a salt a P S, then

i. it adds the index of this query in T

ii. it adds the lexicographical order of q3 among all of the queries made by A1 with answer a in

the list L1

iii. Let the input salt of q3 be a1. It adds the lexicographical order of q2 among all of the successor

queries of the salt a1 in the list L2
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(b) Otherwise it adds hpa,Mq to L3.

9. It appends the evaluation of h on the points not queried by A1 to L3 in the lexicographical order of

the inputs.

10. It outputs L1, L2, L3,T.

The decoding procedure works as follows.

1. If the encoding is H it aborts.

2. It runs Ah
1 .

3. For every query hpa,Mq made by A1 it does the following:

(a) If the index of the query is in T,

i. it removes the element i on the front of list L1, and locates the query q3 which has lexico-

graphical order i among the queries with answer a

ii. Let a1 be the input salt of q3. it removes the element i on the front of list L2, and locates the

query q2 which has lexicographical order i among all the successor query of salt a1. It answers

with the answer of q2

(b) Otherwise it removes the element in front of L3 and answers with that.

4. It populates h on the points not queried by A1 in the lexicographical order by the remaining entries of

L3

Correctness of decoding: First off, we argue that for adversary A1 that causes the event off-2-dia-k ^
 off-zz-k1 ^  off-hex-k2 ^  pm� 1q-col to happen, the encoding algorithm will never return H. To argue

this it suffices to show that the encoding algorithm never returns H from line 4. Note that the encoding

algorithm reaches this line only if the event off-2-dia-k^ off-zz-k1^ off-hex-k2^ pm� 1q-col was caused

by running A1, which means there is a set of k salts S1 such that A1 found category two diamonds for them.

Moreover there does not exist a set of k1 salt pairs for which A1 found a zig-zag. Also there does not exist

a set of k1 salt pairs for which A1 found a hexagon. Now let P be the maximally large set of salt pairs such

that

1. each salt in the salt pairs of P is in S1
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2. no two salt pairs in P share a salt

3. A1 found a hexagon for each salt pair in P

Since  off-hex-k2 happens we have that |P|   k2. Let S2 be all the salts in the salt pairs in P. We have that

|S1zS2| � |S1| � 2|P| ¡ k � 2k2. Now let P 1 be the maximally large set of salt pairs such that

1. each salt in the salt pairs of P1 is in S1zS2

2. no two salt pairs in P1 share a salt

3. A1 found a zigzag for each salt pair in P1

Since  off-zz-k1 happens we have that |P1|   k1. Let S3 be all the salts in the salt pairs in P. We have

that |S1zS2zS3| � |S1zS1| � 2|P1|| ¡ k � 2k2 � 2k1. Let Notice that for every salt in a in S1zS2zS3, A1

found a category 2 diamond for a and category 2 diamond for no two salts in the set share the last query

of the diamond by the maximality of S2,S3. Further, since  pm� 1q-col happens, the total number of

salt-successor query pairs are at most mT1. Therefore, at least pk � 2k2 � 2k1q{2 of the salts (note that

pk � 2k1 � 2k2q{2 is an integer because k is a multiple of 2) in S1zS2zS3 are such that there are at most

2mT1{pk � 2k1 � 2k2q successor queries for the salt. Therefore, such a set S always exists.

If the encoding algorithm does not return H, it is easy to see the decoding algorithm decodes correctly,

because the query answers that the encoding algorithm does not add in the list L3 can be recovered by the

decoding algorithm correctly using S, L1, L2. This can be verified by inspection. Therefore, we have that

Pr r Decoding is correct s
¥ Pr

�
off-2-dia-k ^ off-zz-k1 ^ off-hex-k2 ^ pm� 1q-col

�
.

Observe that the encoding algorithm removes pk � 2k1 � 2k2q{2 answers of the random oracle from the

encoding, and all the removed answers are distinct because those were q1 queries for different salts. It

instead adds an set T of pk� 2k1 � 2k2q{2 distinct values in rT1s, and sequence L1 of pk� 2k1 � 2kq{2 values

that are at most m, and sequence L2 of pk� 2k1� 2kq{2 values that are at most 2mT1{pk� 2k1� 2k2q. Using

the compression lemma, we have that

Pr r Decoding is correct s

¤
�

T1

pk�2k1�2k2q{2

�
mpk�2k1�2k2q{2p2mT1{pk � 2k1 � 2k2qqpk�2k1�2k2q{2

2npk�2k1�2k2q{2
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4em2T 2
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.
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Therefore,

Pr
�
off-2-dia-k ^ off-zz-k1 ^ off-hex-k2 ^ pm� 1q-col

�
¤

�
4em2T 2

1

pk � 2k1 � 2k2q22n


pk�2k1�2k2q{2

.

11.5 Upper Bounding Offline-Online advantage via the Multi-Instance Approach

In [CK18], the authors remark that in personal communication with them, Dan Bernstein noted that a

lower bound against multiple-discrete-log algorithms also yields lower bounds on the preprocessing time for

discrete-log algorithms with preprocessing. In this section, we explore an example of using this approach to

prove guarantees against offline-online adversaries against collision-resistance of a salted random oracle.

This approach upper bounds the advantage of a pT1, T2q-adversary A against the collision-resistance of

a salted random oracle in terms of the advantage of an adversary B against a multi-instance version of the

game that makes T1 � kT2 queries. The oracle game s-mi-k-CRh in Fig 11.16 is the multi-instance version

of the salted collision-resistance game: the adversary gets k distinct salts as input, and wins if it finds a

collision for each of them. (Note that k ¤ 2s since there are at most 2s salts).

We prove the following theorem.

Theorem 11.5.1. Let s, `, n P N¡0. Let Hs,`,n be the uniform distribution over Fcspt0, 1us�t0, 1u`, t0, 1unq.
Let A be a pT1, T2q adversary such that

Advs-pre-CR
Hs,`,n

pAq � ε .

Then for any δ ¤ ε, and any k ¤ δ � 2s, there exists an adversary B such that

Advs-mi-k-CR
Hs,`,n

pBq ¥ pε� δq
�
δ�2s

k

��
2s

k

� .

Moreover B makes T1 � kT2 queries to h.

Proof. We construct the following T1 � k � T2-adversary B against s-mi-k-CRh where:

- B first runs Ah
1 .

- It then runs Ah
2paiq for i P rks, and outputs all the values A2 outputs.

We next compute a lower bound on Advs-mi-k-CR
Hs,`,n

pBq. Let 0 ¤ δ ¤ ε. Say h is “good” for A if A succeeds

on finding collisions for at least δ � 2s salts for h. We claim that ε� δ fraction of the h are good. This is true
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Game s-mi-k-CRhpAq

a1, . . . , akÐ$

�
t0,1us

k

�

For i P k:

tpMi,M
1
iqiPku Ð Ahpa1, . . . , akq

If for all i P k, Mi �M 1
i and hpai,Miq � hpai,M

1
iq

Return true

Return false

Figure 11.16: Oracle Game s-mi-k-CRh capturing multi-instance salted collision-resistance of oracle h

because if α fraction of h are good, we have that

AdvCR
Hs,`,n

pAq ¤ Pr rh is goods � δ .

Therefore, α ¥ ε � δ, i.e., ε � δ fraction of h are good. Observe that B always wins if h is good for A, and

a1, . . . , ak are sampled from the δ � 2s salts on which A wins. Therefore, for k ¤ δ � 2s, we have that

Advs-mi-k-CR
Hs,`,n

pBq ¥Pr rh is good for AsPr
�
A win on a1, . . . , ak

��h is good for A
�

¥ pε� δq
�
δ�2s

k

��
2s

k

�

The hope is to then use the upper-bound on the advantage of any pT1 � kT2q-adversary against s-mi-k-CR

to give an upper bound on the advantage of A against CR. We show an example where the left hand side

and the right hand side of the advantage inequality in Theorem 11.5.1 are very far away, meaning we cannot

hope for tight-bounds for collision-resistance of salted random oracles using this approach.

Consider a p2n{2, 0q-adversary A that makes 2n{2 distinct queries for one salt in the offline phase. Let ε

be the advantage of A. It is east to see that ε is at most 1{2s.
Theorem 11.5.1 requires k ¤ δ � 2s ¤ ε � 2s. Since ε ¤ 1{2s, we have that k ¤ 1. Now note that there

exists an adversary 2n{2 against s-mi-1-CR that succeeds with constant probability. On the other hand, for

any choice of δ, the right hand side of the inequality is much smaller than 1. So, we cannot hope for tight

bounds from this approach.

However, if we were only interested in adversaries that succeed with probability 1, we would have that

the advantage of B would be 1 (since A wins on all inputs/random oracles). Then we could upper bound

the advantage of A with the advantage of any pT1� kT2q adversary B against s-mi-k-CR. We can simply use
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our analysis in Theorem 11.3.3 of the event off-oneblk-k to upper bound this advantage. Namely off-oneblk-k

was the probability that the adversary finds one-block collisions for k different salts using T1 queries, and

we showed that Pr roff-oneblk-ks ¤ pT12kq
2kn

. Clearly the probability that any adversary finds collisions for salts

a1, . . . , ak using T1 � kT2 queries is at least the probability that the adversary finds collisions for k different

salts. Therefore the advantage of such B is at most
pT1�kT22k q

2nk
which is at most

�
epT1�kT2q

2n{2k

	2k

. Since we know

B has advantage 1,we would have that

1 ¤
�
epT1 � kT2q

2n{2k


2k

.

Setting k � 2s and simplifying we get,

T1

2s�1
� T2 ¥ 2n{2

e
.

Therefore, for advantage 1 adversaries, we get the right guarantee using this approach.
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[BDPVA07] Guido Bertoni, Joan Daemen, Michaël Peeters, and Gilles Van Assche. Sponge functions. In
ECRYPT hash workshop, volume 2007. Citeseer, 2007. 186, 187, 194
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