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An elliptic curve E over a finite field I, is called isolated if it admits few efficiently computable
[F,-isogenies from E to a non-isomorphic curve. We present a variation on the CM method
that constructs isolated curves. Assuming the Bateman-Horn conjecture, we show that
there is negligible probability that a curve of cryptographic size constructed via this method
is vulnerable to any known attack on the ECDLP. A special case of isolated curves is when
the IF;-isogeny class contains only one [F -isomorphism class. We call an elliptic curve, or
abelian variety, super-isolated if it has this property. We give a simple characterization of
super-isolated elliptic curves, and several examples of cryptographic size. We prove that
there are only 2 super-isolated surfaces suitable for cryptographic use. Finally, we show that
for any g > 3, there are only finitely many super-isolated ordinary simple abelian varities of
genus ¢g. Essentially, we have an existence result in the practical range for genus g < 2, and

a non-existence result for the impractical genera g > 3.
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Chapter 1
INTRODUCTION

Elliptic curve cryptography (ECC) is a public key cryptosystem that was independently
introduced by Neal Koblitz and Victor Miller around 1985 [46,64]. The security of ECC
relies on the elliptic curve discrete log problem (ECDLP). Let E be an elliptic curve over a
finite field F,, and let P € E(F,). The ECDLP can be stated as follows:

Given a multiple @ of P, find an integer k such that Q) = kP.

The fastest known generic algorithms for solving the ECDLP are Pollard-Rho and Baby-step
giant-step, which run in O(\/@) time [19, Ch. 19]. For some classes of curves, there are faster

specialized algorithms!:

Pohlig-Hellman Attack: If #E(F,) is smooth (i.e. has no large prime divisor), then the
Pohlig-Hellman algorithm [68] can solve the ECDLP in O(v/¢) steps, where £ is the
largest prime divisor of #E(F,).

MOV Attack: The embedding degree of E is the smallest integer k such that #E(F,)
divides ¢* — 1. The Menezes-Okamoto-Vanstone (MOV) attack uses the Weil pairing
to transfer the ECDLP to the discrete log in F;k, where sub-exponential algorithms are
known [60] (see also [27] for a similar attack that uses the Tate pairing). Essentially if
k < log®p, then this method is faster than Pollard-Rho. For randomly chosen curves,

k is usually much larger than log® p [49].

!Even though they are important to practical applications, we will not discuss side-channel or protocol
specific attacks in this thesis. For an overview of some of these other kinds of attacks, see [9,19] for
references.



Additive Transfer: If #E(F,) = p, then the ECDLP can be transferred to a discrete log

problem in the additive group F,, where it can be solved in linear time [70,74,79].

GHS Attack: Suppose that E is an elliptic curve over a field Fj. with p small and a > 1.
In [31], Galbraith and Smart describe an attack on the ECDLP on E based on a
technique using Weil descent introduced by Frey [26]. This led to the Gaudry-Hess-
Smart (GHS) attack given in [33]. Hess generalized the GHS attack, increasing the

number of vulnerable curves [38].

Similar cryptosystems can be built with Jacobians of curves of genus g > 2. However, the
discrete log problem on the Jacobian of a curve of high genus is easier than the ECDLP on a
curve of similar size [1]. The gap in difficulty grows with g. Curves of genus > 3 are generally
considered impractical for cryptography, while curves of genus 2 are still competitive with
ECC [32].

When selecting parameters for ECC and cryptography using higher genus curves, we
need to avoid choosing an elliptic curve that is vulnerable to any of the above attacks.
Conventional wisdom is that, besides the restrictions imposed by the above attacks, choosing
a random curve is better than a special one. For example, the discriminant of a curve E/F,
is, up to a possible factor of 2, the square-free part of t* — 4q, where t = g + 1 — #FE(F,).
Discriminants of curves over F, are distributed between 0 and —4¢. In the interest of greater
randomness, SafeCurves recommends choosing curves whose discriminant is at least 2% in
absolute value [8]. Brainpool also requires a large discriminant [52, Sec. 3.2]. The randomly
generated NIST curves P-224 and P-256 satisfy this constraint [65, Sec. D.1.1.4].

The belief that random curves are more secure than special curves is also exemplified in

official recommendations of ECC parameters. Brainpool [52, Sec. 3.2] states:

The curves shall be generated in a pseudo-random manner using seeds that are

generated in a systematic and comprehensive way.

Certicom [15, Sec. 2.1] justifies their use of random curves as follows:



[Verifiably random parameters] are therefore extremely unlikely to be susceptible
to future special-purpose attacks, and no trapdoors can have been placed in the

parameters during their generation.

Some standards include both random and special curves. For example. the curve
secp256k1 recommended by Certicom [15, Sec. 2.4.1] has discriminant —3. This curve is
also used in Bitcoin for digital signatures. Both Brainpool and SafeCurves would reject this
curve because of its small discriminant.

It is important to note that there is no evidence that randomly chosen curves are more
secure than special ones. In fact, it is possible that a future attack may target random
curves. For example, in [22], Diem and Thomé give an algorithm that solves the discrete log
problem on Jacobians of non-hyperelliptic? curves of genus g > 3. This attack is faster than
all known generic attacks. Note that hyperelliptic curves of genus g > 3 are much rarer than
non-hyperelliptic ones (they form a subspace of codimension g — 2 in the moduli space of
genus g curves). This shows that, based on our current knowledge, the discrete log problem
on randomly chosen Jacobians of curves with genus g > 3 is less secure than the discrete log
problem on hyperelliptic Jacobians.

It is possible to use isogenies, which are morphisms of elliptic curves that preserve the
group structure, to transfer an instance of the ECDLP to another curve. The set of curves
which F admits an isogeny to is called the isogeny class of E. For reference, the number of
(isomorphism classes of) curves over I, is ~ 2¢, and the number of isogeny classes is ~ 4,/7.
So the average isogeny class contains ~ ,/q /2 curves.

An attacker could try to transfer an instance of the ECDLP on E to another curve E’
where the attacker may have a better advantage. This is beneficial to the attacker only if
the expected time it takes to compute the isogeny from E to E’ and solve the ECDLP on E’
is less than the expected time to solve the ECDLP on E directly using generic algorithms.

In [41], Jao, Miller, and Venkatesan gave a polynomial time algorithm (assuming the

2This attack was extended to roughly 18% of hyperelliptic curves of genus 3 over a given field by Smith [80].



Generalized Riemann Hypothesis) that transfers the ECDLP on E to a random curve in the
same endomorphism class as E (the endomorphism class of E is the subset of the isogeny
class containing those curves whose endomorphism ring is the same as E’s). The isogeny class
of most curves contain only a few endomorphism classes, and isogenies between those classes
are usually efficiently computable [41, Sec. 6]. If the ECDLP is easier on some proportion
p of elliptic curves in the same endomorphism class as E, then the time it would take an
attacker to transfer the ECDLP on E to one of these curves is inversely proportional to p.

There is one publicly known case where isogenies have been successfully used to attack
the ECDLP. In [58], Menezes and Teske showed that a small but non-negligible proportion
of curves over certain composite degree extensions of Fy are “weak” in the sense that the
generalized GHS attack can solve the ECDLP significantly faster than Pollard-Rho. Specif-
ically, they found that over the field Fys.50, the probability that a random curve E is weak
is roughly 2758, Moreover, under some reasonable hypotheses, the expected time it takes to
compute a chain of efficiently computable isogenies from a random curve E to a weak curve
E’, and solve the ECDLP on E’, is significantly less than the time it would take to solve the
ECDLP on FE using Pollard-Rho.

Motivated by the results of Menezes and Teske, suppose that a new algorithm is (or has
been) discovered that solves the ECDLP significantly faster than the fastest known generic
algorithms, but only applies to a subset of “weak” curves. Assume that, over any fixed field
[F, (including the case ¢ = p is prime), the probability p that E/F, is weak is independent
of the isogeny class and endomorphism class of E. If p is too small, say ¢~'/2, then this

~1/2 then essentially every curve

attack is probably impractical. If p is too large, say 1 — ¢
is vulnerable. Therefore we will assume that p is small but non-negligible, say ¢~'/3. Under
this hypothesis, we want to find elliptic curves E for which it is computationally infeasible
to transfer the ECDLP from E to a weak curve.

In [45, Sec. 11], Koblitz, Koblitz, and Menezes show how to use the complex multiplication

CM) method to construct elliptic curves E/F, for which it is computationally infeasible to
p P p y

compute isogenies from FE to another curve outside of a small set. We call such curves



isolated. Isolated curves are sparse in the space of all elliptic curves over IF,. However,
compared to a random curve, they are more likely to be safe against the hypothetical attack
described above. A similar construction for hyperelliptic curves of genus 2 is given by Wang
in [87].

In this thesis, we build on and further specialize the notion of isolated curves. In Chap-
ter 2, we extend the example of Koblitz, Koblitz, and Menezes and give a general method
for constructing isolated curves. The main step of this method is finding values for which
several integer polynomials are simultaneously prime. There are few results about how often
such values occur. For example, the Twin Prime conjecture, which is still completely open,
counts the number of integers x such that x and x 4 2 are both prime. Therefore, in order
to prove properties of our construction, we rely on the Bateman-Horn conjecture [6], which
gives an asymptotic estimate for how often several polynomials are simultaneously prime.
Using this conjecture, we show that isolated curves are almost always resistant to the MOV
attack.

In Chapters 2 and 3 we introduce super-isolated abelian varieties, whose isogeny class
contains one isomorphism class. In Chapter 3, we show that there are only 2 super-isolated
abelian surfaces that would be practical for cryptography. In Chapter 4, we prove that, for
any g > 3, there are finitely many super-isolated abelian varieties of dimension g. Essentially,
we have an existence result in the practical range for genus g < 2, and a non-existence result

for the impractical genera g > 3.



Chapter 2
ISOLATED ELLIPTIC CURVES AND THE MOV ATTACK

2.1 Introduction

The security of elliptic curve cryptosystems is based on the difficulty of the elliptic curve
discrete logarithm problem (ECDLP). For an elliptic curve E over a prime field IF,, the best
known generic attack on the ECDLP takes roughly ,/p operations. Suppose that a new
algorithm X was found that could solve the ECDLP on a subset W of elliptic curves over [,
faster than all previously known algorithms. Given an instance of the ECDLP on FE| if an
attacker could construct an isogeny ¢ : F — E’ with E' € W, then they could transfer the
instance to £’ where they could use X'. The total time for this attack is bounded below by
the time m that it takes to compute . If m > ,/p, then this attack is no faster than generic
algorithms, no matter how fast X’ is. Let 7 denote the set of curves £’ such that an isogeny
¢ : £ — E' can be computed in less than |/p time. We will assume that the probability that
a random curve in 7 lies in W, is roughly the ratio € of |[W| to the number of elliptic curves
over F,,. For a random E, we expect that |T| ~ \/p, which in practice is ~ 2'**. However,
it is possible for |7| to be much smaller, so that FE is resistant to this attack. For example,
if € ~ 275 and |T| < 1000, then the probability that the ECDLP on E can be efficiently
transfered to some E’' € W is about 27%°. In this case, we call E isolated (a precise definition
is given below). In this paper, we give an algorithm based on the complex multiplication

(CM) method to generate isolated elliptic curves that are suitable for cryptography.

Remark 1. The hypothetical attack outlined above is motivated by the case of elliptic curves
over composite degree extensions of prime fields (usually Fy). In that case, Weil descent can
sometimes be used to solve the ECDLP significantly faster than generic methods on a small

but non-negligible proportion of curves [58,59].



The conductor gap (see Definition 13) between two elliptic curves measures the difficulty
of constructing an isogeny between them. If the conductor gap between E and E’ is L,
then the fastest known algorithm for computing an isogeny between E and E’ takes roughly
L? time. We say an elliptic curve E is (L, T)-isolated if there are at most T' curves whose
conductor gap with E is at most L. For example, if E is (pl/ 61000)-isolated, then there are
at most 1000 curves E’ for which it would be feasible to construct an isogeny £ — E’. Thus
E is most likely resistant to the hypothetical attack described above.

In addition to being resistant to the hypothetical attack above, isolated curves should be
resistant to known attacks on the ECDLP, such as the MOV attack, named after the authors
of [60]. The MOV attack reduces the ECDLP on an elliptic curve E/F, to F,. The smallest
possible k is called the embedding degree. This reduction is only practical if k is < log? p.
Our main theorem shows that, under the Bateman-Horn conjecture, curves produced by our

algorithm almost always have embedding degree larger than log? p.

Theorem 2. Assume the Bateman-Horn conjecture. There is an algorithm that takes as

input a bound M, and returns an elliptic curve E over a prime field F), such that the following

hold:
(i) M/2<p<M
(i) #E(F,) = rf where r is prime and f | 24

(i11) E is (\/p/50 — 100, 8)-isolated.

The expected running time of the algorithm is O(log® M) multiplied by the time required to
test if an integer of size M is prime. If M 1is sufficiently large, then the probability that the
returned curve has an embedding degree less than log? p, is bounded above by

log® M
VM

C

for some effectively computable constant C.



Remark 3. The Bateman-Horn conjecture is used to estimate how often several polynomi-
als are simultaneously prime. While the conjecture gives an asymptotic formula for any
collection of polynomials, we only require a big-¢) statement for how often three particular

polynomials are simultaneously prime (see Problem 34).

Remark 4. Experimentally, our algorithm works well when M =~ 2256, After several thousand
iterations, it never produced a curve with embedding degree > log? p and finished within the
expected time (see Section 2.6.4). However, we are unable prove an explicit lower bound
for what “sufficiently large” is, nor can we give a computable upper bound for the implicit
constant in the big-O notation for the run time. In Section 2.6, we discuss these points as

well as provide a reasonable assumption to solves these issues.

Theorem 2 should be compared with the generic probability that a curve with prime

order has embedding degree < log? p.

Theorem 5 (Balsubramanian and Koblitz [5, Thm. 2]). Let p be a uniformly random prime
in the interval [M/2, M|, and E a random elliptic curve over F,, of prime order. The prob-
ability that the embedding degree of E is less than log® p, is bounded above by

log? M (loglog M)?

C i ,

for some effectively computable constant C'.

Remark 6. When giving a conditional theorem in cryptography, it is important to avoid
contrived conjectures that are custom built to fill gaps in security proofs [48], [44, Sec. 1.4.2].
The Bateman-Horn conjecture is of independent interest. It predates elliptic curve cryp-
tography, and is a generalization of the well-known hypothesis H from Schinzel [71]. It is
supported by substantial theoretical and numerical evidence. For this reason we feel that

the use of the conjecture is justified.

The rest of the paper is organized as follows. In Section 4.2 we briefly review background
material as well as set notation for the rest of the paper. In Section 2.3 we define isolated

curves, and in Section 2.4 we outline a method for generating them. In Section 2.5 we show



that our algorithm has a high probability of producing curves that are resistant to the MOV
attack, and prove Theorem 2. In Section 2.6, we explain some limitations of our results and

give some heuristics suggesting that these limitations do not appear in practice.

2.2 Background and Notation

Let E be an elliptic curve over a prime field F,. We will primarily consider primes on the
order of 2%°°. Let N = |E(F,)| be the number of points, and t =p+1—N. If t =0 mod p
then £ is vulnerable to the MOV attack [60], so we will only consider the case when ¢ # 0
mod p. In this case FE is called ordinary.

An isogeny is a surjective morphism of elliptic curves with finite kernel. The set of
isogenies ¥ — FE defined over the algebraic closure Fp of IF,, together with the 0 map form
the endomophism ring End E = Ende E. If E is ordinary then End E is isomorphic to an
order in an imaginary quadratic field K.

Let m € End E' denote the Frobenius endomorphism, which on the level of points takes
(x,y) — (2P, y?). We identify 7 with an element of K. Then Tracem = ¢ and Norm(7w) = p
(78, Ch. V]. This means that we can identify 7 = %= where —d = Disc K and ¢ > 0.
Notice that Z[n] is the order in K of conductor ¢, and that

dp = t* + dc*. (2.1)

Given an elliptic curve E, there is an associated number j(E) which determines the isomor-
phism type of E over F,. j(E) is called the j-invariant of E. Throughout the rest of the

paper, unless otherwise noted, E will represent an ordinary elliptic curve over the prime field

F

P

2.2.1 Isogeny Classes

Definition 7. The isogeny class I of E is the set of isomorphism classes (over F,) of elliptic

curves that are isogeneous (over F,) to E.
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The isogeny class of E is uniquely determined by N = #E(F,). This follows from Tate’s
isogeny theorem, which says that two elliptic curves over F, are isogeneous if and only if
they have the same number of points [78, Exercise. 5.4]. For every integer N in the Hasse
interval [p 41— 2,/p,p + 1 + 2,/p], there is an elliptic curve with N points. Thus by Tate’s
thereom, there are about 4,/p isogeny classes. One can show using the j-invariant that there
are roughly 2p isomorphism classes of elliptic curves over F,. This means that on average,
each isogeny class has about /p/2 curves.

An (-isogeny is an isogeny of degree ¢. We will only consider ¢-isogenies with ¢ a prime
other than p. Such isogenies are separable and have a kernel of size £. Any separable isogeny

between elliptic curves factors into a composition of isogenies of prime degree.

2.2.2  Endomorphism Classes

The isogeny class I of E can be partitioned into endomorphism classes. Let I» denote the
set of curves in I whose endomorphism ring is isomorphic to O, an order in an imaginary

quadratic field. We call Ip the endomorphism class of O in I.

Proposition 8. The endomorphism classes in I are precisely those associated to orders in
the quadratic imaginary field Q(m) that contain Z[r]. For any O D Z|r|, the size of 1o is
equal to the class number h(O).

Proof. See Theorems 4.3 and 4.5 from [73]. O

Endomorphism classes have O(y/plogd) curves. To see this, let ¢’ be the conductor
of an order appearing in I. Recall that the class number of an order of conductor ¢ is
approximately hc’ (see [21, Thm. 7.24] for a precise formula). The class number A is bounded
above by %\/Elog d [17, Excercise 5.27b]. We also know that ¢’ divides ¢ because every order
appearing in I contains the Frobenius ring Z[r|. It follows from (2.1) that hd < he <
£Vdlogd < 2,/plogd.

For a random curve E over F, for a random prime p, we expect that ¢ is close to 1 [41,

Sec. 6]. Because the endomorphism classes in I correspond to divisors of ¢, we do not expect
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to find many endomorphism classes. Thus on average, we should expect that Ig,q g usually

has roughly ,/p curves.

2.2.8  Bateman-Horn Conjecture

We will be interested in how often several polynomials are simultaneously prime. For a single
polynomial of degree one, we have the prime number theorem and Dirichlet’s theorem on
primes in arithmetic progressions. Bateman and Horn made the following conjecture based

on heuristics derived from the prime number theorem.

Definition 9. We say that a polynomial f € Z[z]| satisfies Bunyakovsky’s property if
gedyez fa) = 1.

Warning 10. In order for f to satisfy Bunyakovsky’s property, it is necessary that the
coefficients of f are relatively prime. This condition is not sufficient, for example ged, ez (a®+

a) = 2.

Conjecture 11 (Bateman-Horn Conjecture [6]). Let fi,..., fi € Z[x] be distinct irreducible

polynomials such that their product [] f; satisfies Bunyakovsky’s property. Let

Py (N)={a€Z:1<a<N and f;(a) is prime for all i = 1,...,k}.

Then
C N
P N)| ~ —= . 2.2
| f17~~,fk( )| D]ngN ( )
Here D = [[deg fi, C = [} prime zl__wl—%)/f, and w(f) denotes the number of roots of [] f; in
F,.

Remark 12. There is a large amount of theoretical and numerical evidence for the Bateman-
Horn conjecture. It reduces to Dirichlet’s theorem on primes in arithmetic progressions for a
single polynomial of degree 1. It also agrees with the twin prime conjecture and the Sophie
Germain prime conjecture [76, Ch. 5.5]. More recently, an analog of the conjecture has been

proven for function fields [24].
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2.2.4 The MOV Attack

The MOV attack transfers a discrete log from E(F,) to F;k for some positive integer k. The
idea is to leverage sub-exponential time algorithms for solving discrete logs in the multiplica-
tive group of a finite field. A necessary condition for this transfer is that |E(F,)| divides
p* — 1. The smallest possible k is called the embedding degree' of E. This is the same as
the multiplicative order of p in (Z/NZ)* where N = |E(F,)|. For more on the MOV attack
see [60]? or [78, Ch. XI.6].

If k > log®p, then the MOV attack will not be faster than trying to solve the discrete
log on E directly [5]. Therefore we are primarily interested in curves with embedding degree

> log® p.
2.3 Isolated Curves

Definition 13. The conductor gap of two orders in a fixed quadratic imaginary field is the
largest prime dividing the conductor of one and not the other. The conductor gap between
two isogenous elliptic curves is defined to be the conductor gap of their endomorphism rings.
If the curves are not isogeneous, then their conductor gap is co. The L-conductor-gap class
of a curve F is the set of all curves £’ such that the conductor gap between E and E’ is less

than L.

Proposition 14. Let ¢ : E — E' be an (-isogeny for some prime . If O and O’ are the

endomorphism rings of E and E' respectively, then one of the following holds:

0:0)=¢, [0:0]=(, 0=0.

!The embedding degree may also refer to the multiplicative order of p in (Z/rZ)* where r is the largest
prime factor of V. This is because cryptosystems are usually constructed using the largest prime order
subgroup of the elliptic curve group, rather than the entire group. We will only be interested in curves
with nearly prime order, so the difference between using NV or r is not important. Also implicitly we are
avoiding anomalous curves where N = p, i.e. t = 1. Anomalous curves are extremely rare but should be
avoided as there are known attacks against them [79].

2Technically, the attack of [60] requires that N be relatively prime to p — 1. But, if this is not the case
then there is an attack described by Frey and Riick [27] which also transfers the ECDLP to ]F;k We will
not differentiate between the two since both attacks require a small embedding degree.



13

Proof. [50, Prop. 21]. O

In the first two cases of Proposition 14, we say that ¢ is vertical; otherwise ¢ is horizontal.
Horizontal isogenies stay inside the same endomorphism class while vertical ones move to
a new class. The main implication of Proposition 14 is that if two endomorphism classes
have conductor gap a prime ¢, then any isogeny between them factors through an /¢-isogeny.

Unless otherwise noted, throughout the rest of the paper ¢ will denote a prime not equal to

p.

Definition 15. Let £ be an elliptic curve over F,. We will say E is isolated with gap L and

set-size T', or (L, T')-isolated, if the L-conductor-gap class of £ has at most T' curves.

Remark 16. The observation that isolated curves are resistant to isogeny based attacks has
been noted before in the literature. This idea is discussed in [45, Sec.11.2], [42, Sec. 7.1],

and [58, Rem. 6]. This idea has also been applied to Jacobians of curves of genus 2 [87].

2.3.1 Computational Complexity of Isogenies

The computational complexity of an isogeny depends on its degree, but the complexity is
different for horizontal and vertical isogenies. The fastest known method [50] for constructing
a vertical isogeny from FE involves constructing the modular polynomial ®,. Finding ®,
mod p is the most expensive step and the best known methods take O(3) time and O(f2)
space [14] (recall that O(f) means O(f log® f) for some integer k). ®; is a polynomial of
degree (+1 in two variables, so any method which involves computing ®, must take (/) time
and space. Moreover, because we represent (-isogenies using either polynomials of degree ¢,
or a list of points in the kernel; any algorithm which computes an ¢-isogeny will need at least
Q(¢) space.

For horizontal isogenies where the endomorphism ring has a small discriminant, there
are much faster algorithms which are polynomial in log¢ [13,43]. These methods do not

extend to vertical isogenies crossing a large conductor gap. Therefore we can only effectively
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transport the ECDLP to another endomorphism class when the conductor gap is less than

Pl

The best algorithm known for solving the ECDLP on a general elliptic curve takes 5(\/]_7)
time [63]. If £ > p'/6, then computing a vertical (-isogeny takes similar time to solving the

1/6

ECDLP. If two endomorphism classes have a conductor gap of at least p*/®, then there is no

significant benefit in transferring the ECDLP across the gap.

2.3.2  Examples

Example 17. Let E be the elliptic curve y* = 2°46z over F, where p = 12475737285765000161 =
2634 Note that End £ = Z[i] has class number 1, so F is the only curve in its endomor-
phism class. The Frobenius endomorphism 7 generates an order Z[r| with prime conductor
c = 2559154831 =~ 2312, This means that the isogeny class of E has two endomorphism
classes: One which contains only £, and another which contains h(Z[r]) = 1279577416 ~
930.2

curves. Because the conductor gap between the classes is ¢ ~ ,/p, this shows that E is

isolated with gap 23! and set-size 1.

Example 18. Let E be the elliptic curve y* = 23 + 350z over F,, where p = 122501. As in
the previous example, the endomorphism class of E has only one curve. However, in this case
Z|r] has conductor 1, so the isogeny class of E contains only F, and F is (0o, 1)-isolated.
This example is highly atypical because the trace t = 700 = |2,/p] is at the extreme end of
the Hasse bound.

2.4 Generating Isolated Curves

In this section we give an algorithm to generate isolated elliptic curves. We will apply some
slight modifications to the algorithm presented here in order to prove Theorem 2. For use
in cryptography, we would like to generate prime ordered curves. However there are some
basic obstructions to a curve having prime order. For example, consider equation 2.1. In

order for p to be an odd prime, if d is even then ¢ must be even. It follows that N =p+1—t
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is also even. In this case, the choice of d forced a factor of 2 to divide N. Fortunately, the
only obstructions to N being prime are a few factors of 2 and 3.

For any integer @ = 0, 3,4 mod 8, define® the cofactor to be
cof, = 22 - 3%, (2.3)
where

0 ifa=3,11,19,27 mod 32

1 ifa=4,8,20,24 mod 32

Vy =
2 ifa=0,12,16 mod 32
\3 if a =28 mod 32,
(
0 ifa#2 mod3
V3 =

1 ifa=2 mod 3.

Algorithm 1 Isolated Curve

Input: a positive integer M and fundamental discriminant —d < 0.

Output: an elliptic curve defined over F, where % <p< %
1: repeat steps 2-5
2: t «+ random integer in [—\/M, \/M} \ {0,1,2}
3: ¢ < random integer in [@, \/M}

. t24dc?
5: N+p+1-—t

6: until p, N/ cofye. are integers and p, ¢, N/ cof 42 are prime
7: j < root of the Hilbert class polynomial for Q(v/—d) mod p
8: E <« elliptic curve over F, with j(E) = j and |[E(F,)| =N

9: return F

3The value of cof, was calculated by considering the equation 4N = (t — 2)? + @ modulo powers of 2 and
3. Here a represents dc? from equation 2.1.
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Remark 19. Algorithm 1 is not optimized for efficiency. For example, if d = 0 mod 4 then
t must be even. Thus by choosing only even values of ¢ in step 2, we expect the runtime to

be reduced by a factor of 2. We present the unoptimized version for simplicity.

Remark 20. The reason for removing 0, 1,2 from possible values of t is to avoid the attacks

described in [79], [60], and [27].

Remark 21. One drawback® of using the CM method is that we do not have full control
over the prime p. That is, we can not choose p arbitrarily and then construct an isolated
curve over [F,. This makes it more difficult to find p with special properties, such as a small
Hamming weight (which can lead to more efficient implementations). However, we can lower
the Hamming weight of p with the following modifications. Instead of choosing ¢ randomly,
fix ¢ to be a large prime of small Hamming weight. Also, restrict the search for ¢ to integers
with small Hamming weight. Because p is given by a simple expression in ¢ and ¢, the

resulting value of p will likely have small Hamming weight.

First we will explain the last steps of the algorithm. The following facts are the basis of

the well known CM method [19, Ch. 18.1]:

(i) The Hilbert class polynomial of K = Q(v/—d) has a root in F, by construction.
(ii) There exists an elliptic curve E/F, with N points and j(£) = j.

An efficient algorithm for finding E, given j and N can be found in [69]. Since j(E) is a
root of the Hilbert class polynomial mod p, it follows that End E' = Ok [84, Sec. 2.8]. If the
choice of d is bounded by a constant, then steps 7 and 8 in the algorithm have a running

time of O(1). The main factor in the running time comes from the loop in steps 2 through

D.

Proposition 22. If the main loop of Algorithm 1 terminates, then the curve E returned by
the algorithm is isolated with gap @ and set-size £+/dlogd.

™

4We would like to thank the referee for pointing out this drawback.
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Proof. We are assuming p, ¢, N/ cofy.2 are prime and we want to show that F is isolated.
Let K = Q(v/—d). By the explanation above, End £ = Og. Let 7 € End E denote the
Frobenius endomorphism of E. In O, 7 corresponds (up to conjugation) to %Td. We also
know that ¢ = [Ok : Z[r]]. Because ¢ was chosen to be prime, there are two endomorphism
classes in the isogeny class of E corresponding to Ok and Z[r]. The endomorphism class
of O contains h(Of) < %\/c_llogd curves. Therefore, E is isolated with gap ¢ > @ and
set-size %ﬂlog d. O]

Remark 23. Tt is easy to alter Algorithm 1 to produce curves that are (oo, 1)-isolated, mean-
ing that the entire isogeny class contains a single curve, similar to Example 18. To do this,
we choose d such that Q(y/—d) has class number 1, and fix ¢ = 1. However, we do not know
how to prove that curves generated this way usually have an embedding degree > log? p. This
is because there are too few values of ¢ such that p and N/ cofy are simultaneously prime.
Even though the Bateman-Horn conjecture gives an asymptotic formula, it is not enough to
prove a bound on the embedding degree using the methods in Section 2.5. Moreover, due
to their rarity, one could argue that (0o, 1)-isolated curves are too special for cryptography,

and that there may not be sufficient randomness in their selection.

2.5 Improbability of the MOV Attack on Isolated Curves

2.5.1 Notation

In [5], Balasubramanian and Koblitz proved that a random prime order elliptic curve over
a random prime field almost always has a large embedding degree. Their work has been
extended in several ways [20,55]. We want to emulate the main theorem of [5] for isolated
curves. The main difference is that in [5], the authors were able to vary the prime and the
number of points subject only to the Hasse bound. There is less flexibility in our case due
to restrictions on the conductor ¢ and the discriminant d.

We will use the following notation:

—d = fixed small (< 100) fundamental discriminant of a quadratic imaginary field
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2 4 de?
p=p(tc) = —ZC, N=N(tc)=p+1-—t,
cof = cof(c) = cof .2 as defined in section 2.4, r=r(tc =

ﬁ.

Remark 24. Note that r is not a polynomial in ¢, ¢ because cof(c) depends only on the
valuation of dc? at 2 and 3. We will apply a linear change of variables in ¢ in order to fix

the cofactor.

Define the following sets:

Sy = {(t,c) c [1@] X [\/M/z \/M] . p, 7, c are prime}
Swx = {(t,c) € Sy : the order of p in (Z/rZ)™ is at most K }
Sur(t) = {c: (t,¢) € S}
Sur(t)={ce Su(t): (t,c) € Suk}.

Sy represents possible pairs ¢, ¢ that Algorithm 1 could use to generate an isolated curve. In

particular, the expected number of pairs ¢, ¢ sampled by Algorithm 1 is % Sk represents
those pairs which result in a curve with embedding degree at most K. Sy (t) and Sy (t)

represent pairs with a fixed ¢ value.

2.5.2 Main Results

Our goal for this section is to find an upper bound for Sg%(fg?) for a fixed integer ty. This is

roughly the probability that Algorithm 1 returns a curve with embedding degree at most K
given that t = .

First we give an upper bound for Sy k(o).

Proposition 25. Let K, M be any positive integers. Then there is a universal constant Ay

such that for any integer to with |to] > 1,

’SMJ((to)‘ < Ale log ’to’
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Proof. Let Ly, = {primes (: £ | (to — 1)* — 1}. By constructionr | p*—1 < r | (p—N)*—1 =
(to — 1)* — 1. Hence there is a map ¢ : Sarx(to) — UL, Lx given by ¢ — 7(to, c).

Next we will show that |71 (¢)] < 16. Note that N(t,c) is a quadratic polynomial in c,
so there are at most 2 values of ¢ such that N (%, c) is the same. There are 8 possible values

of cof, hence there are at most 16 values of ¢ which could give the same value of r(to, c).

(U2

It remains to bound the L;. The number of prime divisors of (t; — 1)¥ — 1 is bounded by

Therefore

K
Un

k=1

|Sa ke (to)] = <16

log, [to — 1|* < klogy(|to| + 1). Hence

K K K
K(K+1
UL < 31l < 3 kool + 1) = FEF 10, 11 4 1) < 2.4 108 ).
k=1 k=1 k=1
The last inequality holds for all |¢tg] > 2, so we may take A; = 2.4. O

Next we will to bound Sy, (tg) from below. Because t; is fixed, we will be able to apply the
Bateman-Horn conjecture. However, in order to apply the conjecture, we first need a change

of coordinates which makes p and r into polynomials satisfying Bunyakovsky’s property.

Lemma 26. Let —d be a fundamental discriminant for a quadratic imaginary field such that
d < 100. Then there are computable constants my, by, ma, by € Z>o, such that the linear

change of variables t' = t'(t) = mit + by and ¢ = (c) = mac + by satisfy:
(i) fae)2 is constant as a function of c.
(i) p' =pt',c) and v’ = r(t', ) are integer polynomials in t and c.

(i1i) For anyt € Z, the product p’' - 1" - ¢ [ ged(ma, be) satisfies Bunyakovsky’s property as a

polynomial in c.

Remark 27. In condition (iii) of Lemma 26, we include ¢’/ gcd(ma, by) rather than just ¢

because of the case d = 7 mod 8. In this case, p =

% is an odd integer only if ¢ and
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¢ are even. In particular, we cannot have both ¢ and p’ simultaneously prime when d = 7

mod 8.

Proof of Lemma 26. We will prove the claim in detail for d = 4 by showing ¢’ = 3840t and
¢ = 2c + 1 satisfy properties (i)-(iii). The other cases are similar, and the corresponding

change of coordinates are given in Table 2.1.

(i) For any ¢, we have that d(¢/)> =4 mod 32 and d(c/)> # 2 mod 3. Hence cof 2 = 2

for all c.

(ii) To show p’ and 7’ are integer polynomials, we just have to expand out the definitions:

P =p(t,d) = 3686400t + 4c* + 4c+ 1

v =1t d)= N, )/2 =1843200t* + 2¢* — 1920t + 2¢ + 1.

(iii) Let g(t,c) = p' - 1" - € Zt,c] and ty € Z. To show that g(to,c) € Z[c] satisfies

Bunyakovsky’s property, it is sufficient to check that ged{g(to,0),...,9(to,5)} =1 as

g(to, c) is a degree 5 polynomial in c.®

A direct computation® shows that

3g(t,0) + 4g(t, 1) + 17g(t, 2) — 369(t,3) + 23¢(t, 4) — 5g(t, 5) = 960.

Therefore

ng{g<t07 0)7 cee 7g(t07 5>} = ng{g<t0> 0)7 s 7g<t0> 5)7 960}
= ged{g(0,0),9(0,1),...,9(0,5)}
=1.

The second to last equality follows from the fact that ¢ =0 mod 960 by construction.
The last equality follows from the fact that ¢(0,0) = 1.



d t d

3 2160t 4+ 1 2c+1
4 3840 t 2c+1
7 94080 t + 10 4dc

8 46080 t 4 6 6c+1
11 87120t + 15 6c+1
15| 432000 t + 34 4c
19 86640 ¢ + 1 2c+1
20| 288000t +24 |[6c+1
23 | 82270080 ¢t + 10 12 ¢
24| 138240t + 10 |2c¢+ 1
31 | 1845120t + 10 4c
35 882000 t + 3 6c+ 1
39 | 2920320 ¢ + 10 4c
40 384000t + 6 2c+1
43 443760 t + 1 2c+1

Table 2.1: Choices of ¢, in Lemma 26 found using Sage.

d t d
47 | 343543680 t + 10 12 ¢
o1 624240 t + 1 2c+1
52 648960 t + 4 2c+1
95 5808000 ¢t + 18 4c
56 2257920t 4+ 6 6c+1
59 2506320 t + 15 6c+1
67 1077360 t + 1 2c+1
68 3329280 t 4 12 6c+1
71| 783976320 t + 10 12 ¢
79 | 11982720t + 10 4c
83 4960080 t + 3 6c+1
84 1693440 t + 40 2c+1
87 | 14532480t + 10 4c
88 1858560 t + 6 2c+1
91 1987440 t + 1 2¢c+1
95 | 1403568000 t + 34 12 ¢

21
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O

Remark 28. We expect Lemma 26 to hold for all d with many different possibilities for m;, b;.

Proposition 29. Assume the Bateman-Horn conjecture and that d < 100 and d # 7 mod 8.

Let mq, by be the constants from Lemma 26. For any integer ty, there are constants As, By
such that for all M > Bs,
VM

S to+0b1)| > Ap———.
|Sn(maty + by) 2log3M

The constants As, By depend on tg. Moreover, the constant As is effectively computable.

Proof. Let t'(t) = myt + by and ¢/(¢) = mac + by be the change of coordinates given by
Lemma 26. Then p' = p(t'(to), ), r' = r(t'(ty), ), and ¢ are integer polynomials in Z[t, c],
and satisfy Bunyakovsky’s property. Moreover, p’ and 7’ are irreducible because their roots
are linear combinations of the roots of p(to, ¢), N(to, c) respectively. The latter are complex
as long as t'(ty) # 0,2. Thus p/, v/, and ¢ satisfy the hypothesis of the Bateman-Horn
conjecture as polynomials in Z|c|.

Let S,(to) denote the set of ¢y such that ¢(cy) € Sy (t'(to)), and

Pywo(VM) = {Co e [1,VM]: p'(co), 7' (o), and ¢(co) are prime} .

By above, we can apply the Bateman-Horn conjecture to the polynomials p’, r'; and ¢. This
means that there is a constant C, depending on the polynomials p/, 7/, and ¢’ (which depend

only on d and t,), such that

v M
P/T/C’ M NC—
woe VD~ s o

Notice that Sy;(to) = Py (VM) N J(vM) where J(M) = [2=(3V/M = by), == (v/M —by)].

°This condition is also sufficient, see [16, Exercise 1.3].

6This computation was done by constructing the matrix with rows given by the coefficients of the g(t,1),
and then computing the Hermite normal form using Sage.
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We will assume M >> max{m?, 16b%} so that

sl =P (5 (34 -0) )| =P (, (37-0))
—(3VM — b)) e L(VM —by))
o’ (WA — b)) log® 1 (VAT — )
C VM -2
- 2my log?’M
c Vi

> — .
4my log® M

Thus there is some constant By such that |S,(to)| > ﬁ@% for all M > B,. Note that the

constant By depends on t5. The map ¢y — ¢/(co) gives us an inclusion S}, (to) — Sn (¢ (to)).

<
dmq °

Therefore the inequality in the claim holds with Ay =
It remains to show that the constant C given in the Bateman-Horn conjecture is com-

putable.” Let
g1 :t3+dc2, go = (t0—2)2+d02, g3=c¢, and G =g;-gs-gs.

Define w;(p) to be the number of roots of g; mod p and w(p) to be the number of roots
of G mod p. Then G differs from p’ - ' - ¢ by a linear change of coordinates and scaling. It

follows that the constant C differs from the product

e =TI 1—w(p)/p

3
p>5 (1 - 1/ p)
in at most a finite number of factors. So it is sufficient to show Cy is computable. Notice

that for any prime p > 5:

gi(c)=g2(c) =0 modp = plto+2,
gi(c)=gs(c)=0 modp = plto,
g(c) =gs(c) =0 modp = plte—2.

"The proof of convergence for the constant in the Bateman-Horn conjecture only relies on the Chebotarev

density theorem. Hence by using an effective version [51], one can show that the constant is always
effectively computable. However, we present this more direct proof which offers a more concrete picture
of the constant.
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Let S denote the set of primes dividing 6dty(ty — 2)(tg + 2). Then for any prime p & 5,

w(p) = wi(p) + w2(p) + ws(p).

Let x(p) = 1 if —d is a square mod p and —1 otherwise. Then one can show that for any

p ¢ S we have that
therefore

Note that the product

1-Q2x(+D+1)/p X\’
e ey ‘631;[(1 Y

where C3 is an effectively computable constant. By Dirichlet’s analytic formula,

(- ()

p

where k, h are the number of roots of unity and class number of Q(+/—d) respectively.
]

Theorem 30. Assume the Bateman-Horn conjecture and that d < 100, and suppose d # 7
mod 8. Let my, by be the constants from Lemma 26, which depend only on d. For any fired
integer to, there are constants As, Bs such that the probability that ¢ € Sy (mato+b1) given
that ¢ € Sy (maty + by) is bounded above by
K?log* M

VM

for all M > Bs. The constant As is computable.

As

Proof. We have to bound % above. This follows immediately from the previous
propositions. Proposition 25 gives an upper bound for Sy x(mito + b1), and Proposition 29

gives a lower bound for Sy (mqty + by). O

Warning 31. We do not have a computable upper bound for the constant Bs.
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2.5.83 Proof of the Theorem 2

We can now prove Theorem 2 using a modified version of Algorithm 1. In order to apply
Theorem 30, we need to modify Algorithm 1 so that ¢ lies in an interval independent of the

input bound M.

Algorithm 2 Isolated Curve
Input: positive integer M

Output: isolated (with gap 1/p/50 — 100 and set-size 8) elliptic curve defined over
F, with M/2 <p < M.

1: —d < fundamental discriminant such that 1 < d < 100 and d Z 7 mod 8

2: myq, by, ma, by < constants from Lemma 26

3: t < integer such that 3 <t <100 and t = b; mod m,

4: repeat steps 5-7

5: ¢ < random integer in [\/(2M —12)/d, \/(4M — t2)/d] with ¢ = by mod my

. t2+dc?
6: D& —1—

T N+—p+1-—t

8: until p, ¢, and N/ cof(dc?) are prime

9: j < root of the Hilbert class polynomial for Q(v/—d) mod p
10: E « elliptic curve over F, with j(£) = j and |E(F,)| = N

11: return F

Proof of Theorem 2. We will show that Algorithm 2 satisfies the claims in Theorem 2.

By the Bateman-Horn conjecture and Lemma 26, for any fixed d,t as chosen in the algo-
rithm, the number of possible values of ¢ < v/M such that p, ¢, N/ cof(dc?) are simultaneously
prime, is €2 (\/M /log® M > Because there is a finite number of possibilities for ¢, d, which
are independent of M, this implies that the expected number of iterations of the main loop
of Algorithm 2 is O (log3 M)

The probability that the embedding degree of the returned curve is less than log? p follows
from Theorem 30 using K = log® M. Note that here we are using that ¢,d are bounded
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independently of M, in order to average the result of Theorem 30 for all values of ¢ in the
interval [3, 100].

The resulting curve £ has N points, where N = r - cof(dc?) and r is prime. Recall that
cof (dc?) | 24 by definition (see Equation 2.3). Also, F is isolated with gap ¢ and set-size 8
because c is prime, and the bound d < 100 implies that the class number of Q(\/—_d) is at
most 8. The lower bound ¢ > \/Im follows from a straightforward computation. [J

Remark 32. The bound on ¢ in Algorithm 2 is mostly arbitrary. It is important that the
upper bound on [t| is independent of M. The lower bound ¢ > 3 is for the same reason as

the restriction on ¢ in Algorithm 1.
2.6 Extending the Results
The goal of this section is to discuss the following issues with Theorem 2:

e The algorithm used in the proof (Algorithm 2) places a restriction on ¢, limiting the

amount of randomness in the selection of an isolated curve.

e [t does not give a computable bound lower bound for what “sufficiently large” is.

Recall that the main idea of both Algorithm 1 and Algorithm 2 is to search for integers
t,c such that three functions (p(t,c), r(t,c) and ¢) are simultaneously prime. Algorithm 2
imposes a restriction on ¢ that allowed us to reduce to the one variable case and apply the
Bateman-Horn conjecture. We expect that the restriction on ¢ is unnecessary, and that the

following properties hold:

(i) The expected number integers ¢, ¢ sampled in Algorithm 1 is O(log® M).

(ii) The probability that a curve returned by Algorithm 1 has an embedding degree <

log® M is O (%)

(iii) The implied constants in these estimates are computable.
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In the notation of Section 2.5, all three properties reduce to giving computable bounds for Sy,

and Sy k. Recall that the expected number of iterations of the main loop of Algorithm 1

|SM| S, x|

and the probability of an embedding degree less than K is about ‘| Sl

is roughly
For Theorem 2, we fixed ¢ and gave bounds for Sy x(t) and Sy(¢) in Proposition 25 and

Proposition 29 respectively. We would like to extend those bounds to Sy, x and Sy;.

Proposition 33. There is a computable constant Ay such that for any positive integers M

and K,
’SMJ(’ S A4K2VM10gM.

Proof. By definition Sy k| < Zg |Sar. i (t)]. Then by Proposition 25,

VM
IS k| < ZAlKQIOgt < A K*VMlog VM,

t=1

where A; is the constant from Proposition 25. Hence we may take A4 = AT. ]

Problem 34. Find a computable number As, depending only on the fundamental discrim-

inant d, such that for any positive integer M,

M
Sul > A
| S| 5gM

Remark 35. A solution to Problem 34 would be useless in practice if As is too small (e.g.

27109) . Hence we implicitly require that A5 lies within a reasonable range, such as Az > 272

2.6.1 An Alternative Conjecture

Even under the Bateman-Horn conjecture we are unable to solve Problem 34. This is be-

cause the Bateman-Horn conjecture only gives an asymptotic formula; it does not provide

8

information about the error term.® However, there is another natural conjecture one may

consider related to the Bateman-Horn conjecture.

8We do know that any error bound would necessarily depend on the polynomials by [28, Thm. 1].
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Conjecture 36. Let fi,..., fi € Z[z,y] be such that every f; is irreducible and ged, 7 [ ] fi(a, b) =
1. Let Py, ¢ (N) denote the number of pairs a, b such that 0 < a,b < N and fi(a,b),. .., fr(a,b)
are simultaneously prime. Then for any Ny > 0, there exists a computable constant C' (de-
pending on Ny and the f;) such that

N2
log® N

Pf17-~~7fk(N> > (C for all N > NO-

Remark 37. As stated, the constant C' in Conjecture 36 depends on Ny. We could have
equivalently stated the conjecture with C' independent of Ny. However, in practice we usually

avoid small values of V.

Recall that before the prime number theorem was proven, Chebyshev showed that 7(N) >
10%2103% for all N > 2 [76, Thm. 5.3]. In a way, Conjecture 36 is to the Bateman-Horn
conjecture as Chebyshev’s inequality is to the prime number theorem. Conjecture 36 is
weaker than the Bateman-Horn conjecture in the sense that it only asks for a lower bound,

not an asymptotic formula. In fact, Conjecture 36 would follow from the Bateman-Horn

conjecture if it had included a clause about the error term.

2.6.2 Heuristic Evidence

The same heuristics used to justify the Bateman-Horn conjecture suggest that Py, in Con-
jecture 36 has the right order of magnitude. Let f(z,y) € Z[z,y] such that gcd, ez f(7,y) =
1. If we pretend that f(z,y) acts like a random number, then the probability that f(z,y)
is prime should be roughly m. If 2,y are chosen independently from a uniform distri-
bution on [0, N], then the probability that f(z,y) is prime should be roughly m where
d is the degree of f (i.e. the highest total degree of any monomial in f). Given multiple
polynomials fi, ..., fi satisfying the hypothesis in Conjecture 36, we expect that the prob-

ability that they are simultaneously prime is the product of the probabilities for each f;, up

N2
logh N

to some constant correction factor. This suggests that Py 5 = © < ), but gives no

insight into the constants.
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2.6.83 Theoretical Evidence

Conjecture 36 also differs from the Bateman-Horn conjecture in that it applies to polynomials
in two variables. There are many cases where the conjecture can be proven. For example,
we can apply the prime number theorem for quadratic fields to estimate how often certain
quadratic forms are prime [30, Thm. 21.1]. The Friedlander-Iwaniec theorem [29] gives an
asymptotic density of primes of the form z% + y*. More recently considered were pairs x,y
such that 22 —zy+1? and 2z —y are both prime [67]. One the examples closest to Problem 34

is the following result of Fouvry and Iwaniec.

Theorem 38 (Fouvry and Iwaniec [30, Thm. 20.3], [25]). Let A be the von Mangoldt function
defined by

logp if n=pF for some prime p
A(n) =

0 otherwise.

Then

2, 2y TH N
> A@)AE+ ) = 1 N+0(10g1/4N)

x24+y2<N

where the sum is over positive integer, H = Hp (1 — %), and

(

1 p=1 mod4
x(P)=49-1 p=3 mod3

0 p=2.

Corollary 39. Let P, ,24,2(N) denote the number of pairs x,y € [0, N] such that z and

22 +y? are simultaneously prime. Then

N2
Prary(N) = O ( ) .

log® N
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Proof. First notice that

Pprpe(N)= > 1

z,22 4y prime
0<z,y<N

> ) 1
x,22+y2prime

0<z?+y?<N?

1

> ——— E A(z)A(z? + ).
— 210g2N S ( ) ( Yy )
x,r°+y“prime

0<z?+y2<N?

The only difference between the last sum and the sum in Theorem 38, is that the latter
includes prime powers. The number of prime powers less than N? is bounded above by
log(N)m(N) < 2N. For each prime power p* less than N, there are at most 4(k + 1) pairs
x,y such that 22 + 32 = pF. This is because there are at most k + 1 ideals in Z[i] with norm

p*, and each has at most 4 distinct generators. Therefore

1 AN
P, 2(N)> ——— Ax)A (22 + %) — :
w22 (N) 210g2Nx2§§N2 (@AE" +4") - oy
The claim now follows from Theorem 38. OJ

If we restrict to even values of ¢, then for d = 4 we have that p(t,c) = (%)2 + . Hence

the corollary above implies that for d = 4 we have

£2 4 de? M
#{t,c:p: Zc andcareprimeandpSM}:Q(log2M>-

This agrees with our heuristics because we have two polynomials and the probability both
are prime is roughly log+M when choosing ¢, ¢ randomly in [0, VM ]. We expect the same
principal term for other values of d. Furthermore, adding the requirement that r(t,c) is
prime should change the principle term by a factor of log;M‘ It is unclear if the methods used
in the proof of Theorem 38 could extend to cover pairs ¢, ¢ such that all three functions p, r,

and c are all simultaneously prime.
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Iterations

2500 -

2000 -

1500

1000 |

Figure 2.1: Comparing the observed number of samples of ¢,c used in Algorithm 1 with

log® M for various values of M.

2.6.4 Numerical Evidence

We implemented Algorithm 1 with d = 4 using a few modifications for efficiency, such as
only choosing odd values of ¢ and even values of ¢t. For a few values of M, we counted the
number of iterations the main loop ran until the algorithm returned. Equivalently, this is
the number of pairs ¢, ¢ chosen at random until p, r, and ¢ were simultaneously prime. The

number of iterations was always below log® M as shown in Figure 2.1.

We also computed the embedding degree of a curve returned by Algorithm 1 with M =
2% In 10000 runs we observed 0 curves with embedding degree < log®(M). This should be
compared with the bound bﬁ# ~ 0.80527.
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2.7 Conclusion

We acknowledge that a solution to Problem 34 may not be as mathematically interesting as
proving an asymptotic formula with an optimal error bound for a generalized, two variable

Bateman-Horn conjecture. However, a solution to Problem 34 would be enough to:

(i) Prove the efficiency of an algorithm to generate an isolated curve with large embedding

degree.

(ii) Prove that the space of isolated curves is large enough to provide sufficient randomness

in parameter selection.

These facts are enough to show that isolated curves provide cryptosystems resistant to the

isogeny based attacks described in the introduction.
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Chapter 3

SUPER-ISOLATED ELLIPTIC CURVES AND ABELIAN
SURFACES IN CRYPTOGRAPHY

3.1 Introduction

The security of elliptic curve cryptography depends on the difficulty of the elliptic curve
discrete log problem (ECDLP). Given an elliptic curve E over F,, a cyclic subgroup of E(F,)
generated by the point P, and a point ) € (P), the ECDLP asks to find an integer k such
that () = kP. The fastest known generic algorithm to solve the ECDLP on an elliptic curve
is Pollard’s rho algorithm, which has an expected runtime of O~(\/]_9) (61, Ch. 3.6.3].

It is possible to transfer the ECDLP between curves via isogenies. If ¢ : E — FE’ is
an isogeny' that restricts to an isomorphism (P) — (p(P)), then @ = kP if and only if
©(Q) = kp(P). This reduction is useful for solving the ECDLP if the time it takes to
compute ¢(Q) and ¢(P), as well as to solve the ECDLP on E’| is less than the time it takes
to solve the ECDLP on E.

Suppose that there is an attack on the ECDLP that targets a small but non-negligible
proportion of curves over F,. Given any curve E/F,, we could attempt to transfer the
ECDLP on E to a weak curve. If E/ admits few efficiently computable isogenies, then this
transfer is likely infeasible. Note that, including twists, there are ~ 2p isomorphism classes
of elliptic curves over F,, and there are ~ 4,/p isogeny classes. So the average size of an

isogeny class is ~ /p/2. Thus, we expect that a random curve will admit many isogenies.

While there is no known attack that targets a non-negligible proportion of curves over

IF,, the concern over the possibility of one is partially motivated by the Gaudry-Hess-Smart

!'Unless otherwise noted, by isogeny we mean F,-rational isogeny.
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(GHS) attack [35]. Over certain extension fields?, Menezes and Teske in [58, Sec. 7] used the
generalized GHS attack to show that there is a non-negligible proportion of “weak” curves,
for which the ECDLP can be solved in significantly less time than it takes Pollard’s rho.
Under some reasonable assumptions, given a random elliptic curve E over such a field, one
can find a chain of efficiently computable isogenies from F to a weak curve. Even though
the GHS attack does not apply to prime fields, it is conceivable that a similar attack could
be found that does.

In [45, Sec. 11, Ex. 5], Koblitz, Koblitz, and Menezes observed that it is possible to use
the complex multiplication (CM) method to construct elliptic curves E/F, whose isogeny
class is large (=~ /p), but contains no curves (besides £ itself) whose conductor gap with
E is small. The conductor gap between two curves measures the computational complexity
in computing an isogeny between them. The curve E is called isolated because there are
no other curves E’ for which constructing an isogeny between E and E’ is computationally

feasible.

So far we have only mentioned elliptic curves, but the same ideas carry over to abelian
surfaces. In [87], Wang gave a construction for isolated abelian surfaces that is analogous to
the one for curves given in [45]. Note that while these methods construct isolated varieties,

they almost always have large isogeny classes.

In this paper, we focus on the special case of super-isolated abelian varieties. We call an
abelian variety over a finite field super-isolated if its isogeny class contains a single isomor-
phism class. For increased security and efficiency, we focus on varieties of prime or near-prime

order defined over a prime field.

Our main contributions are as follows. First, we outline practical algorithms that search
for super-isolated elliptic curves and abelian surfaces. Second, we prove that only two super-
isolated surfaces of cryptographic size and near-prime order exist, see Examples 73 and

74. Finally, we give some heuristics on the number of super-isolated varieties. Our results

2The attack described in [58] only applies to fields of the form Fyse with 53 < ¢ < 200.
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suggest that, unlike the case of surfaces, there are enough super-isolated elliptic curves of
cryptographic size and prime order to use in cryptosystems that require ephemeral curves,
such as [62].

The outline of the paper is as follows. Section 3.2 focuses on elliptic curves. Some
background and notation is given in Section 3.2.1. In Section 3.2.2, we outline an algorithm
to construct super-isolated elliptic curves of prime order over [F, with p of a given size. We
heuristically estimate the number of such curves in Section 3.2.3. Section 3.3 focuses on
surfaces. In Section 3.3.1, we show that finding super-isolated surfaces reduces to finding
super-isolated Weil numbers, which are defined in that section. In Section 3.3.2, we outline
an algorithm to search for super-isolated Weil numbers. We also prove the correctness and
efficiency of the algorithm in the same section. Two examples of super-isolated surfaces of
near-prime order and cryptographic size are given in Section 3.3.3. In Section 3.3.4, we prove

these are the only such examples.

3.2 Elliptic Curves

3.2.1 Background and Notation

Let p be a prime. For any ¢t € Z, let I(t) denote the set of isomorphism classes of elliptic
curves E/F, such that #E(F,) = p —t+ 1. A theorem of Tate says that the sets I(t) are
isogeny classes of elliptic curves over F,, see [78, Ch. 5]. The Hasse bound implies that I(t)
is empty when t2 > 4p. An elliptic curve is ordinary if t 20 mod p.

Remark 40. In this paper, we will focus on varieties defined over prime fields because most
cryptosystems used in practice are built over prime fields. However, many of our results can

be extended to arbitrary finite fields. We describe how our results generalize in Section 3.4.

Definition 41. An elliptic curve E/F, is super-isolated if there is only one isomorphism

class in its isogeny class, i.e. #I(p+1— #E(F,)) = 1.
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Definition 42. Let O be an order in a quadratic imaginary field, and let A be the discrim-
inant of O. The Kronecker class number H(A) of A is defined to be
H(A) =) WO
020

where h(Q’) denotes the class number of the order 0, and the sum is over all orders O’ of

O ® Q such that O’ O O.

Theorem 43 ( [73, Thm. 4.6] ). Ift> < 4p and t #0 mod p, then

#1(t) = H(t* — 4p).

Remark 44. lf t =p+1—#E(F,) =0 mod p, then E is called supersingular. The reason
that we focus on ordinary curves is because the ECDLP on supersingular curves is vulnerable
to the Menezes-Okamoto-Vanstone attack [60]. There do exist super-isolated supersingular
curves. For example, y?+y = 2%+ is the only curve over Fy with 5 points. See [73, Thm. 4.6,
Pg. 194] for a detailed formula for #1(¢) when t =0 mod p. If p > 5 then any supersingular
curve over [F, will have an even number of points. Hence we may ignore the supersingular

case because we are interested in curves with prime order.

3.2.2  Super-Isolated Elliptic Curves of Prime Order

In this section, we outline a simple method to search for super-isolated elliptic curves which
have prime order. The reason for considering curves of prime order is that it increases the
security and efficiency of the elliptic curve cryptosystem.

First we will use the results in Section 3.2.1 to give a simple characterization of super-

isolated elliptic curves over prime fields.

Corollary 45. Let E/F, be an ordinary elliptic curve with trace t = p+1—#E(F,). Then
E is super-isolated if and only if

t* —dp € {-3,—4,-7,—8,—11,-19, —43, —67, —163} .
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Proof. By Theorem 43, #1(t) = 1 if and only if ¢* — 4p is the discriminant of the maximal
order of a quadratic imaginary field with class number 1. It is a well known theorem of

Heegner and Stark that the numbers in the statement are precisely the discriminants of such

fields [81]. O

Remark 46. Another way to view the condition in Corollary 45 is as follows. Let K =
Q(v/—d) be an imaginary quadratic field with class number 1 and discriminant —d. Then
we are searching for algebraic integers m € Ok of the form 7 = (t 4+ v/—d)/2 such that
77 = (t* + d)/4 = p is prime and Z[r] = Ok.

Remark 47. Super-isolated elliptic curves are rare in the sense that if we choose a prime p
at random, it is unlikely there exists such a curve over F,. Let mg;(z) denote the number
of primes p < x such that there exists a super-isolated elliptic curve over F,. Any such p
must be of the form ¢ + d/4, where —d is one of the numbers from Corollary 45 and ¢ is an

integer. This shows that mg;(x) = O(y/x).

Remark 48. Even when super-isolated curves exist over [, such curves are rare in the set
of all curves over IF,. There are roughly 2p IF,-isomorphism classes of elliptic curves over
F,, but at most 18 are super-isolated. The number 18 is a rough upper bound that comes
from the 9 values in Corollary 45, and then multiplying by 2 to account for quadratic twists.
Note that a non-quadratic twist of a super-isolated curve is not super-isolated. To see this,
suppose that t' is the trace of a non-quadratic twist £’ of a super-isolated curve FE with trace
t. Let 7 denote a root of 22 —tx + p and 7’ a root of 2 —t'z + p. By Remark 46, Z[r] = O
where K = Q(7). Because F' is a twist of E, Z[r'] C Ok = Z[n], so Discn’ = (')? — 4p is
a square-multiple of Discm = t? — 4p. Because E’ is not a quadratic twist, Disc 7’ # Disc 7

hence Z[n'| C Z[r], so E’ is not super-isolated.

Suppose that p, t, and d = t?> — 4p satisfy the condition in Corollary 45. The fact that
p = (t* +d)/4 € Z implies that t = d mod 2. So we may replace ¢t with 2z or 2z + 1

depending on d mod 2. Then p and N = p+ 1 —t can be written as the following integral
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polynomials:
(@) z? + 4 if -d=0 mod 4 (@) (z—1+4 if—d=0 mod4
p(x) = , N(z)=

?+r+ 4 if—d=1 mod4 ?—r+ 9 if —d=1 mod 4.

(3.1)
We are interested in values of z such that p(x) and N(z) are simultaneously prime. Two

necessary conditions for p(x) and N(z) to be simultaneously prime infinitely often are:

(i) p(z) and N(z) are irreducible over Z[z].

(i) gedyegzp(a)N(a) = 1.

It is clear that condition (i) is satisfied for all values of d. From Table 3.1 below, condition (ii)
holds for d € {3,19,43,67,163} (this can be checked using only a few consecutive values of
a [16, Ex. 3.1, Pg. 19]). For other values of d, Table 3.1 shows that one of p(x) or N(z) is
always divisible by 2 or 3.

We now give a simple description of our search method.

1. Choose d € {3,19,43,67,163} and let p(x), N(x) be as in Table 3.2.

2. Choose random integers a in a predetermined range until p = p(a) and N = N(a) are

both prime.

3. Use the CM method to recover a curve E/F, with N points, see [19, Ch. 18.1].

Example 49. Let d = 3 and a = 321438704914423479101766132343967029098. Then p =
p(a) and N = N(a) are both 256-bit primes. The curve E/F, given by y? = 2® + 244944
satisfies #FE(F,) = N. This value of a was found by a Sage [86] program that randomly

sampled integers from the interval [0, 228].
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Example 50. Let d = 3 and a = 2'27 + 13906. Then p = p(a) and N = N(a) are 255-

bit primes. Moreover, their binary representations have a Hamming weight of 24 and 27

respectively. The CM method gives the curve y* = 2® + 279936. Even though our search

method does not have full control over the prime p, it is still possible to find primes with

certain desirable properties, such as a low Hamming weight.

—d p(z) N(x) ged,ez p(a)N(a)
3 ?+r+1 | 2—-x+1 1
4 2?2 +1 22 — 2x +2 2
8 22+ 2 22 —2x +3 6
7| P42 | 2P —x+2 4
11 | 224+2+3 | 22—2+3 3
19 | 224245 | 22 —2+5 1
43 |2+ +11 |22 —ax+ 11 1
67 | 2 +x+17 | 2> —x + 17 1
163 | 22 + 2 +41 | 22 — 2z + 41 1

Table 3.1: ged, ey p(a)N(a) for values of d.

3.2.8  Estimating the Number of Super-Isolated Curves of Prime Order

In various applications, it is important to have some degree of randomness in the parameter

selection. For example, a cryptosystem may require a distinct curve for each user, or use
ephemeral keys such as in [62]. In this section, we estimate the number of super-isolated
elliptic curves of prime order (note that if p > 5, then the prime order condition implies that
the curve is ordinary), as a way to measure the randomness in the selection of such a curve.

We also give some numerical evidence supporting our estimates.
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The Bateman-Horn conjecture [6] implies that if p(x) and N(x) are irreducible and satisfy
ged,ez p(a)N(a) = 1, then the number of z, with 0 < 2 < M, such that p(z) and N(z) are
simultaneously prime is asymptotic to C f2M 1/1og?(t)dt for a computable positive constant
C. It is clear that p(z) and N(x) are irreducible, and we saw in Table 3.1 the values of d
such that the second property holds. For each such d, Table 3.2 gives an approximation of
the constant C.

—d C
-3 | =0.74
—19 | =0.76
—43 | ~ 2.67
—67 | ~4.39
—163 | = 11.21

Table 3.2: An approximation to the Bateman-Horn constant C.

Example 51. We ran 10000 iterations of the search in Example 49. The average number of
x’s sampled until p(x) and N(z) were both prime, was 10312. The heuristics above imply

that the expected number of x’s that need to be sampled is

-1
074 2™ 1

—- / —dt | =~ 10395,
2128 9 logt

The percent difference between the observed and expected is —0.008.

Combining the heuristics above, we expect that the number of x with 0 < x < M such

that p(x) and N(z) are prime for some d € {3,19,43,67,163} is approximately

M-
19.8~/ — dt.
2 log t

Since p(x) has degree 2, we can estimate the number of curves over F, with p < M by
choosing z in the range 0 < z < v/ M. Combined with above, we have the following estimate

for the number of curves.
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Heuristic 52. The number of super-isolated elliptic curves of prime order over F, with

p < M is approximately

VM
19.8/ 5— dt.
o log“t

3.3 Abelian Surfaces

3.3.1 Super-Isolated Weil Numbers

We define super-isolated for an abelian variety as we did for an elliptic curve: an abelian
variety whose isogeny class contains only one isomorphism class. Recall that finding a super-
isolated elliptic curve over F), is equivalent to finding an algebraic integer 7 in an imaginary
quadratic field K of class number 1 such that 77 = p and Z[r] = Ok (see Remark 46). The
general situation is similar, only we replace K with a CM field (defined below), and Z[r]
with Z[r, 7.

Definition 53. A number field K is a complex multiplication field, or CM field, if K is
a totally imaginary quadratic extension of a totally real field F. CM fields have a unique
non-trivial automorphism fixing F', which we denote by a +— @ and refer to as complex

conjugation.

Definition 54. For any n € Z, a Weil n-number is an algebraic integer that has absolute
value /n under every embedding to C. A Weil number is a Weil n-number for some n. If
K is a CM field, then a € O is a Weil number if and only if aa € Z. It can be shown
that if 7 is a Weil p-number for a prime p, then either Q() is a CM field or 7 = &,/p. The
conjugacy class of a Weil number 7 is the set of roots in Q of the minimal polynomial of 7

over Q.

Let A/F, be a simple® abelian variety, and let f be the characteristic polynomial of the
Frobenius endomorphism of A. It is well known that #A(F,) = f(1) and f = h® where

3In this paper we use simple to mean simple over the base field. Other sources sometimes use the term
to mean simple over the algebraic closure.
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h is irreducible and e is some integer. Moreover, any root 7 of f is a Weil p-number and
2dim A = e[Q(m) : Q] [90, Thm 8§]. For cryptographic reasons, we are interested in varieties

with prime or near-prime order, so we will mainly focus on the case where e = 1.

Theorem 55. Let A be a simple abelian variety over Fy,, ™ be a root of the characteristic
polynomial of the Frobenius endomorphism, and K = Q(m). Assume that m # £,/p. Then

A is super-isolated if and only if Z[r, 7| = Ok and K has class number 1.

Proof. By [89, Thm. 3.5], the endomorphism ring of any variety isogenous to A is an order?
in Ok containing Z[r,7|. Because the base field is F, and © # £,/p, the converse holds as
well [89, Thm. 6.1]. That is, every order of Ok containing Z[r, 7] is the endomorphism ring of
some variety isogenous to A. We call the set of varieties isogenous to A with endomorphism
ring R the endomorphism class of R. So there is exactly one endomorphism class if and only
if Z[m, 7] = Ok. The proof of [89, Thm. 6.1] shows that the number of isomorphism classes
in the endomorphism class of O is equal to the class number of K. Therefore, the entire
isogeny class of A contains a single isomorphism class if and only if Z[r, 7] = Ok and K has

class number 1. ]

Definition 56. Let K be a CM field with class number 1. A super-isolated Weil p-number

for K is a Weil number 7 for a prime p such that Ox = Z[m, 7.

In this section we are mainly interested in surfaces. The reason for not considering
higher dimensional abelian varieties is that the discrete log problem on jacobians® of curves
of genus > 3 can be solved faster than on comparably sized jacobians of curves of genus
< 2 [23,34,80]. This means that we would need to use a larger key size in order to achieve
comparable security. Hence varieties of dimension > 3 are less efficient in practice. Both
genus 2 and 1 are still considered for cryptographic use and have comparable efficiency [7].

The following corollary specializes Theorem 55 to surfaces with e = 1.

“The statement of [89, Thm. 3.5] refers to an order in Endg, A ® Q, but this is the same as K since the
base field is prime, see [89, Ch. 2].

5 Cryptosystems usually use jacobians of hyperelliptic curves rather than arbitrary varieties because they
provide efficient representations necessary for practical use [47].
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Corollary 57. Let A be an abelian surface over F,. Assume that the characteristic polyno-
mial f of the Frobenius endomorphism of A is irreducible. Then A is super-isolated if and
only if the roots ™ of f are super-isolated Weil p-numbers for a quartic CM field with class

number 1.

Proof. This follows from Theorem 55 after noting that, because f is irreducible, A is simple

and #£,/p can not be roots of f. O

Therefore, in order to find super-isolated surfaces of near-prime order (note that the
near-prime order condition implies the hypothesis in Corollary 57), it is sufficient to find all
super-isolated Weil numbers for all quartic CM fields with class number 1. There are 91
such fields and they can be found in the literature [54,91]. By [56, Cor. 2.10], if 7 is a Weil
p-number whose minimal polynomial f has degree 4, then there is a simple abelian surface
over F,, such that f is the characteristic polynomial of the Frobenius endomorphism of A
(this result uses the fact that F, is a prime field). This is a special case of a theorem of
Honda, which shows that every Weil p-number is a root of the characteristic polynomial of
the Frobenius endomorphism of some simple abelian variety over I, [40]. One can recover
a representative of the isogeny class of A from 7 using the two dimensional analogue of the

CM method [19, Ch. 18].

3.3.2  Search Algorithm

In this section we describe an efficient algorithm for enumerating all super-isolated Weil
numbers for a given quartic CM field up to a certain bound. For the rest of the paper, unless

otherwise stated, we will only consider super-isolated Weil numbers for quartic CM fields K.

Remark 58. Our methods are motivated by those Wang used in [87] to parameterize isolated

abelian surfaces, which are analogues of the isolated elliptic curves described in Section 3.1.

Remark 59. A naive algorithm to find super-isolated Weil p-numbers is as follows. Fix a
quartic CM field K with class number 1. For each prime p less than a certain bound, find

all possible solutions 7 in Ok to the relative norm equation 77 = p. This can be done
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using standard algorithms, see [18, Ch. 7.5.4]. For each solution, check if Z[r,7] = Ok
by computing discriminants. This method is not practical because primes p which admit

super-isolated Weil p-numbers are rare.

First, we will give an informal description of our algorithm. Let K be a quartic CM field
with class number 1, and let {ay, as, a3, @y} be a basis for Ok. Then any m € Ok can be
written as Y a;q; for some a; € Z. We will show that 7 is a super-isolated Weil number if

and only if the a; satisfy the following properties:

(i) The condition that 77 € Z is equivalent to Py(as,as,as,ay) = 0, where P is the

polynomial in Equation 3.5 below.

(ii) If (i) holds, then the condition that Z[r, 7| = Ok is equivalent to the equations
fl(a17a2;a’3va’4) ==+l and f2(a17a2aa3aa'4) ==1
where f; and f; are the polynomials in Equations (3.2,3.3).

(iii) The condition that 77 is prime is equivalent to P(ay, az, as,as) being prime, where P

is the polynomial in Equation 3.4 below.

These equivalences are shown in the proof of Theorem 68 below. Moreover, we will also show
that if {aq, s, a3, a4} are chosen in a certain way, then finding solutions to the equations
Py =0, fi = £1, fo = £1 essentially reduces to an instance of Pell’s equation. Our algorithm
starts by choosing such a basis, and proceeds to enumerate tuples (ai, as, ag, as) satisfying

the conditions above.
The Algorithm
The algorithm outlined below enumerates super-isolated Weil numbers for a certain field.

1. Choose a quartic CM field K of class number 1, and let F' be the real quadratic subfield.

Let Ag, Ar denote the respective discriminants.
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2. Choose a basis {ay, ag, ag, as} of Ok such that a; = 1 and {ay, as} form a basis for
Op.

3. Choose non-conjugate embeddings ¢1, ¢s : K — C.

4. Compute the coefficients of the following polynomials:

~

@) — pali + @), (3.2)

fo= m gﬂw @) oty — @) zi;, (3.3)

P= % Z (P1(i@j) + ga(ciey)) @iz, (3.4)
1<4,5<4
= N;A_F 1<i,zj<4 (01(i;) — daic;)) wi;. (3:5)

By Lemma 63 below, fi € Z[xg, x3,24], fo € Z[x3, x4], and P, Py € %Z[:ﬁl,xQ,x3,x4].

5. Enumerate solutions z3 = as, x4 = a4 to the equation

f2(l’3,£lj’4) =+1 (36)

up to a given bound. We do this as follows.

5.1 By Lemma 64 below, we may write fo = az? + bxszy + cx3 for a,b,c € Z with
b?> — 4ac = Ap. A straight-forward calculation shows that the Z-module I =
aZ + %EZ is an ideal of Op. Here we are abusing notation by writing /A as
an element of F'. Since K is a quartic CM field with class number 1, F' has class
number 1. So we can choose a principal generator «y for I. Let € be a fundamental

unit for F'. One can find both v and € using standard algorithms, see [17, Ch. 4-5].

5.2 For each i € Z, with |i| less than a predetermined bound, compute o = ¢’y for
each choice of sign.

A

= 0.

B

5.3 For each o, find a pair a3, ay € Q such that aza + ay an
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6. For each pair (as, a4), find all as such that zo = as, 3 = a3, x4 = a4 is a solution to
fl(IQ,ZL’3,I4) = :]:1 (37)

We can find ay as follows. By the choice of basis, the coefficient of x5 in f; is non-
zero. Thus, there are two possibilities for a; € Q, and they are each given by linear

polynomials in as, ay.

7. For each tuple (ag,as, ay), find all a; such that x1 = a1, 3 = a9, 3 = a3, T4 = a4 is a
solution to

P()(.Tl, T2, T3, .T4) =0. (38)

This can be done as follows. A straightforward computation, using the fact that a; = 1,
shows that 2P, = g + fix; for some polynomial g € Z[xg, x3, x4]. Since fi(as,as,ay) =

+1, we have a; = Fg(aq, as, ay).

8. For each tuple (a1, as,as,ay), if every a; is integral and P(aq, as, as, ay) is prime, then
output

T = a1 + G20 + A303 + AqQy.

Correctness

In this section, we will prove the correctness of the algorithm of Section 3.3.2. By correctness,
we mean that if the algorithm is given a quartic CM field K with class number 1 and outputs
m, then 7 is a super-isolated Weil number for K. Conversely, if 7 is a super-isolated Weil

number for K, then, given a large enough bound, the algorithm will eventually output .

Remark 60. This section is solely focused on the correctness of the algorithm. For a discussion

of the efficiency, see Section 3.3.2.

Our proof of correctness involves several computations, which have been broken down
into several lemmas. The main idea is to find explicit polynomials representing the index of

Z|m, 7| in Ok and the value of 77, both with respect to the basis {a1, as, az, as}.
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First, we will prove Lemmas 63 and 64, which were used in the description of the poly-
nomials fi, fo, P, Py in the algorithm in Section 3.3.2. To prove these lemmas, we start with

some facts from algebraic number theory.

Lemma 61. Let K be a quartic CM field, F' be the quadratic real subfield of K, and ¢, po
be non-conjugate embeddings K — C. If v € O, then

o1(v+7) +pa(v+7) €Z

and

$1(Y +7) — ¢2(y +7) € VAFL.

Proof. The first claim follows from the fact that ¢1(y +7%) + ¢2(y +7) = Tracex,g7y. The
second claim follows from the fact that ¢,(y +7) — ¢2(y +7) = drjo(Tracex,r (7)), where
5/ is the relative different. More concretely, if we write Tracer,p(7) as a+ by/Ap for some
a,b € 17, then §pg(Traceg/r(7)) = 2bv/Ap. O

Lemma 62. Let K be a quartic CM field with mazimal totally real subfield F. If v € Ok
and ¢1, o are any non-conjugate pair of embeddings K — C, then

VAx

- 7.
Ap

P1(y —7)P2(y —7) €

Proof. Let 0k /p(a) denote the relative different for any o € Og. Because K/F is a quadratic
imaginary extension, we have that dx, (o) = o — .

We may assume K = F'() otherwise the claim is trivial as ¢;(y —7)@2(y —7) = 0. From
the proof of [66, Thm. II1.2.5, Pg. 198],

0x/r(7)OK = forp Pr/F

where o,y = {a € K: aOg C Op[y]} is the conductor of the order Op[y] in Ok and Dg/p
is the relative different of the extension K/F.
Note that y+7 € O implies that 7 € Op[y], hence Or[v] is invariant under conjugation.

It follows that fo,[, is invariant under conjugation, so we may write fo,.[,] = I - Ok for some
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ideal I € Op. Then

(61(y =72y = 7))" = Normq (7 = 7)
= Normyq (0x/r(7))
= Normpgg(I)* - Normg q(Dx/r)- (3.9)

The different and discriminant are related by the formula [66, Cor. 111.2.10, Pg. 197]
AK = A%v NormK/Q (DK/F> . (310)

The claim follows from combining Equation 3.9 and Equation 3.10 and taking square roots.

O

Lemma 63. Let f1, fo, P, Py be the polynomials from Equations (3.2)-(3.5). Then
(1) f1 € Z[xy, w3, 4]
(ii) fo € Z|xs, x4]

(ii) P € %Z[$1,$2,$3,1’4}

(iv) Py € 3Z[x1, 0, 33, 4).

Proof. 1t is straightforward from the definition of fi, fo and the choice of basis {a1, as, a3, ay}
that f1 € Clxg, x3,24] and fy € Clzs, x4]. So it remains to check the domain of the coeffi-
cients.

The claims for f;, P, and F, all follow directly from Lemma 61. For f;, note that the
coefficient of x;x; is ¢1(0;)P2(d;) + ¢1(;)P2(d;), where §; = a; — @;. The claim for f, follows
from Lemma 62 and the fact that

$1(0:)$2(05) + $1(07)$2(0:) = H1(0i + 6;)Pa(6i + ;) — 1(0:)2(0:) — P1(6;)P2(65).-
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Lemma 64. f5 is a integral bilinear quadratic form in xs, x4 with discriminant Ap.

Proof. 1t is clear from the definition that f, is a homogeneous polynomial of degree 2, and
by Lemma 63, fo € Z[z3,x4]. So it remains to calculate the discriminant.
Let 9; = a; — @;. By definition,

2

Disc fo = F ((1(63)b2(54) + B2 (33)1(64))* — 41 (J3) 2 (63) b1 (54)P2(04))

Ak
= 2L (61()a(51) — a(B)n(01)*.
Now we compute
1 di(as) dulas) dafan))
Ax — det 1 ¢1(a2) ¢1(az) ¢1(a)
LI ¢o(a2) da(as) ¢a(ou)
1 ¢o(aa) ¢a(as) o)

= (¢1(a2) — a(2))? (D1(d3)B2(61) — h2(05)d1(64))
= Ap (61(63)02(04) — p2(03)$1(64))* -

Next we prove the correctness of step 5 using our previous lemmas.

Lemma 65. If (a3, a4) is outputted in step 5 of the algorithm in Section 3.3.2, then fy(as, as) =
+1. Moreover, if x3 = ag, x4 = a4 is an integral solution to fo(xs,x4) = £1, then, given a

large enough bound, step 5 will eventually output the pair (as,ay).

Proof. Following the notation from the algorithm, let fo(x3, 4) = ax3 + bxzzy + cxi. Recall
from Lemma 64 that a, b, c € Z and b*> — 4ac = Ap. Note that {a, (b+/AFr)/2} is a Q-basis
for F'. Here we are using that F' = Q(v/Ar). So we can write any o € F as

b+ VAR
T%

o =axr +
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for some z,y € Q. Then the norm of o is

b+ VA b— VA
+ %y) <am + —Fy> = a (az® + bry + cy®) = afo(z,y).

Normpg /(o) = (am 5

Therefore fy(x,y) = £1 if and only if the corresponding o has norm +a. Moreover, z,y € Z
if and only if o lies in the ideal I = aZ + (b++/Af)/2Z (one can show this is an ideal using
the fact that b — 4ac = Ap). Because Normp,q(I) = |al, it follows that z3 = z, 24 = y is an
integral solution to fo(xs,z4) = %1 if and only if cOpr = I. Therefore, we have a bijection
between integral solutions to fa(x3,z4) = £1 and generators of 1.

The claim follows as steps (5.1)-(5.3) enumerate all generators o for the ideal I, and

compute the associated integral solution to fo = £1. O]

Now we will find an explicit Z-basis for the order Z[m,7]. This will allow us to write
down a formula for DiscZ[m, 7] in terms of the coefficients of 7 with respect to the basis

{a1, ag, as, ay} for Ox. We will use this formula to determine when Z[r, 7| = Ok.

Lemma 66. Let K be a quartic CM field and let 71 € Ok be an Weil p-number. Then

B = (1,7,7, %) generates Z[w, ] as a Z-module.

Proof. We will show that any power of 7 or 7 is contained in Span(B). The claim will follow
because 77 € Z, so any product 77 can be rewritten as sums of powers of 7 or 7. Because
K is a quartic extension, we only have to show 3 72 7 € Span(B).

First we will show that 7 € Span(B). Let F be the real quadratic subfield of K. Note
that 7 +7 € Op, so it has a characteristic polynomial in F' of the form x2 4 ax + b for some

a,b € 7. 1t follows that

(m+7)°=—a(r+7)—b
4T =—ar—at—b—2p

7 = —n? —ar — ax — b — 2p. (3.11)
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Now recall that the characteristic polynomial of 7 in K is of the form a* — ca® 4 da? — cpx +p?

for some ¢, d € Z. Using the fact that T = p/7, this shows that

0=7*—cn® +dr* — cpm + p?

7 =cn? —dr + cp — pw (3.12)
7 = cx’ 4 dT + cp + pr. (3.13)
It follows from Equations (3.11)-(3.13) that 72, 73,7 € Span(B). O

Lemma 67. Let K be a quartic CM field and let ¢y, ¢ be non-conjugate embeddings K — C.
If v € Ok, then

Disc(1,7,7,7) = (1(y +7) — d2(v + 7)) (41(y = F)2(v — 7))

Proof. Let 1 = 1,8 = 7,85 =7, 81 = v*. Then Disc(1,~,7,7?) = det Tracek g £;0;. Let
v = ¢i(7). Because K is a CM field, complex conjugation commutes with embeddings into

C, so ¢;(7) = ;. Using this, we can compute Traceg g f;3; in terms of v;,7,. For example:

Tracer g B3 = Tracer/o 7"y = 171 + %72 + 171 + 7275

A straightforward computation shows that det Traceg /g (;3;, when viewed as a polynomial

in the ring Z[y1, v, 71, 7], factors into the desired form. ]
We are now ready to prove the correctness of the algorithm.

Theorem 68. If the algorithm of Section 3.3.2 outputs w, then m is a super-isolated Weil
number for K. Moreover, for any fived super-isolated Weil number  for K, if the algorithm

1s given a large enough bound, then it will eventually output 7.

Proof. We will use the same notation as in Section 3.3.2. Let ai,as,a3,a4 € Z and let

T =Y a;a;. A straightforward computation, using Lemma 61, shows that

¢1(7Tﬁ) = P(a17a2aa’37a4) + PO(a17a27a3;a4) V AF

It follows that 7 is a Weil p-number for a prime p if and only if the following hold:
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(1) PO(a17a27a3;a4> - O

(ii) P(a1,as,as,ay) is prime.

Next we will show that if (i) holds, then Z[r, 7] = Ok if and only if the following hold:

(111) fl(al, asg, as, a4) ==+l

(iv) fo(ar,az,a3,a4) = £1.

By Lemma 66, B = {1, 7,7, 72} spans Z[r, 7] as a Z-module. Therefore Z[r, 7] is an order
in K if and only if Disc B # 0, in which case B is basis for Z[mr,7]. Hence Z[r,7| = Ok if
and only if Disc B = Ak. By Lemma 67 and the definition of f, fs,

Disc B = Ak fi(ay, as, az, as)* fa(ay, as, az, as)*.

By Lemma 63, f; and f, are integer polynomials, so Z[7, 7] = Ok if and only if | f1(aq, as, as, ay)| =

| f2(a1, az, a3, a4)| = 1.

We have shown that 7 is a super-isolated Weil number if and only if properties (i)-
(iv) hold. Because the algorithm enumerates integral tuples (a1, as, as, aq) satisfying these
properties, this shows that every algebraic integer the algorithm outputs is a super-isolated
Weil number.

For the second claim, suppose that @ = > a;«; is a super-isolated Weil number. Then
by property (iv), xs = as, x4 = a4 is an integral solution to Equation 3.6. By Lemma 65,
for a large enough bound, the algorithm will eventually enumerate as, as in step 5. Recall
that a1, ay are essentially determined from as, ay (see steps 6 and 7). That is, for any given
solution ag, ay to Equation 3.6, there are two pairs (a1, as) such that (ay, as, as, ay) satisfies
Equations (3.6)-(3.8). Both pairs are found by the algorithm, so the algorithm will eventually
output 7. ]
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Efficiency

Recall that the algorithm in Section 3.3.2 enumerates solutions 1 = a1, x9 = as, r3 = as,
x4 = a4 to Equations (3.6)-(3.8). For each integer i, chosen in step 5.2, the algorithm found
several (possibly non-integral) solutions, see steps (5)-(7). In this section, we will show that
the algorithm can find all solutions (a1, as, ag, as) with P(aq, as, as,as) < N, by checking at
most O(log N) values of i.

To prove the claim, we first show that the value of |a4| grows exponentially with i, i.e.
log|as| = Q(|7]). Then we will show that the function P(z1, 2,23, x4), when restricted to

solutions to Equations (3.6)-(3.8), is essentially bounded below by |z4].

Remark 69. The reason we choose ay instead of az is that some of the equations turn out to

be simpler. The same argument could be made with ag instead.

Lemma 70. There are computable positive constants Cy,Cy, with Cy > 1, such that if the
integer i is chosen as in step 5.2, and the pair (as,a4), with ay # 0, is computed as in

step 5.3, then

|CL4| Z Cl . O‘;l

The constants Cy, Cy depend only on the basis chosen in step 2 and the generator chosen in

step 5.1.

Proof. We will keep the notation from the algorithm in Section 3.3.2. Recall how the pair
(a3, ay) is constructed from ¢ in step 5. First we found an algebraic integer o € Op of the form
o = d€'y where v generates the ideal I = aZ + (b + /Ar)/2Z, and ¢ is a fundamental unit
of F. The pair as, ay are the coefficients of o with respect to the Z-basis {a, (b + vAr)/2}
for 1.

Using the quadratic formula and the fact that ag, ay € Z, one can show that fs(as, as) =

+1 implies that |ag| < Cplay| for some constant Cj that depends only on fo (hence Cp
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depends on the basis chosen in step 2). So

bl + VAR ||b\ +vVAr
2 2

(\arco ; ) las) > Jasllal + |a

2> max (‘¢1(’Y€i)| ; |¢2(’V€i)|)
> min (|o1 (Y)], o2 (7)]) max(}@(ﬁi)‘ ) ’¢2(€i)’)
= min (|¢1 ()], |62 ()]) - max(|¢s(€)], [ga(e)])".

The last step follows from the fact that ¢(€)po(€) = £1. O

Next we want to show that, for all integral solutions z1 = ay, x93 = as, r3 = a3, 4 = ay
to Equations (3.6)-(3.8), the value of P(ay,as,as,a4) is essentially bounded below by |ay].
Recall that Equations 3.6 and 3.7 involve a choice of sign. To simplify our argument, we will
first restrict to a specific set of signs.

Let A be the set of rational tuples (a1, as, as,as) € Q* such that z; = a1, 29 = ay, 15 =

asz, T4 = a4 is a solution to the following equations:

fi(wg, 23,24) = 1 (3.14)

Po(w1, 2, 23,04) =0 (3.15)
b+ /P —dalc—1/2

e 0TV 2aa(c [73) . (3.16)

Equation 3.16 comes from solving fo(x3, z4) = 1 for z3 (recall that fo = ax3 + brsxy + cx? for
integers a,b,c). Therefore, every tuple in A is a solution to Equations (3.6)-(3.8) with the
positive signs. Note that every integral solution to Equations (3.6)-(3.8) lies in a set defined
in a way similar to A, only with a possibly different choice of signs.® Our arguments in the

lemmas below will not depend on the choice of sign, so they will apply to any such set.

Lemma 71. There exists an explicit function Py(z4) such that for every (aq,as,as,ay) € A,

P(a1,as,a3,as) = Py(as),

6There are a total of 8 choices of signs we could use to define A. These come from the three choices
of signs: one in Equation 3.6, one in Equation 3.7, and one from the quadratic formula when solving
Equation 3.6 for x3. Every solution to Equations (3.6)-(3.8) lies in one of these 8 sets.
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where P 1s the polynomial from Equation 3.4.

Proof. To prove the claim, we first find functions g1(x4), g2(x4), g3(x4) such that for all tuples
(a1,a9,a3,a4) € A, a; = gi(ayg) for i = 1,2,3. Then we will substitute the g¢;’s into the
polynomial P in order to construct Py(zy).

Let

—b+ /b2 — da(c — 1/23)
Xy
2a

g3(w4) =
Then by construction, az = gs(a4) for all (a1, as, a3, a4) € A.

Next we will find go. Recall that fi(zy,x3,24) is a linear polynomial with a non-zero
coefficient of x5 (see step 6 in the algorithm in Section 3.3.2). So we can use Equation 3.14
to write x5 as a linear function of 3 and z4. By substituting g3 for x3, we obtain a function
g2 which satisfies ay = go(a4) for all (ay,as,as,a3) € A.

Now we will find g;. Recall that Py(xq,x2,23,24) = fi1x1 + g for some g € Z[xs, x3, x4]
(see step 7). By Equations 3.14 and 3.15, a; = —g(ag, as,aq) for all (ay,as,as,a4) € A.
By replacing xo, 23 in —g with go, g3 respectively, we obtain a function g;(z4) such that
a; = g1(ay) for all (ay,as,as,a4) € A.

Let

Py(w4) = P(91(4), g2(4), 93(24), 74).

Note that P, has the desired property because for all (a,as,as,ay) € A, we have that
gi(ay) = a; for i =1,2,3. 0

Theorem 72. The algorithm in Section 3.3.2 can find all super-isolated Weil p-numbers
with p < N in O(log N) steps. That is, for each quartic CM field K of class number 1, there
s at least one set of choices that can be made in steps 2 and 3 such that the algorithm only
needs to check O(log N) wvalues of |i| in step 5.2. Here the implicit constant depends on the

choices made.

Sketch of proof. By Theorem 68, the algorithm will eventually output any specific super-

isolated Weil number given a large enough bound. Therefore, it is sufficient to show that
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the value of P(ay,as,as,as) in step 8 grows exponentially in |i|. From Lemma 70, we know
that log |as| = Q(]7]), so it is sufficient to show that P(ay, as, as,as) = Q(|as]).

Recall that there are only 91 such fields. For each one, we computed the function P;
from Lemma 71 after choosing some random values in steps 2 and 3. We found that
|Py(z4)] = Q(z3). We repeated the calculations for every alternative definition of the set
A from Lemma 71, and found the same result (this property seems to always hold in prac-
tice). Some details for the case of K = Q((5) are given in Appendix A. We also used these
calculations in the proof of Theorem 75 below.

Let (ay, az, ag, as) be any integral solution to Equations (3.6)-(3.8). Then P(ay, as, ag, as) =
Py(ay) for some P (recall the definition of P, depended on the set A, so there are 8 possi-
bilities for P,). Since |Py(x4)| = Q(z}), it follows that P(ay, az, as, as) = Q(a}). O

3.3.8 FExamples

We found the following super-isolated Weil numbers for quartic CM fields with class number

1 by using the algorithm in Section 3.3.2.
Example 73.

225058681 31 6822363251 4404669978983883573
= ° (\/—19—8\/5) +E(—19—8\/5)+ 20/ —10 - gya - TN IOTOORROR TS

16 16 16
Here p = 7 = 75785615717819865717549739169971883 is a 116 bit prime, and N =

Normpg g(m — 1) factors as 31 times a 227 bit prime. The associated surface is the jacobian
of the following hyperelliptic curve over [F):

y2 = 5189749050536255546947802° + 11029353551173568371106202° + 991287292238024940555812x
+ 4785882497866214343330762° + 13027320350528120169454422 + 19179534443912344652288x

+ 1373526256863485541624.
Example 74.

701408733 31 12255108743 18762798022945344405
x = . ( 71372\/5) 75(71372ﬁ)+f‘/71372‘/§+ . .

Here p = 77 = 5500665463278776959453617590160336793 is a 123 bit prime, and N =
Norm g q(m — 1) factors as 521 times a 236 bit prime. The associated surface is the jacobian
of the following hyperelliptic curve over [F):

y2 = 3166541774481651094230166870474839614x° + 1534528670722732390900201720396554162°>
+ 4397111106428325553768487123769953829z + 4136411707045872026156847617680586720z>
+ 80164631936087980207811880168364936622 + 3958303885280886436811484306434693399

+ 2303639253886822235537433002764323459.
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3.8.4  Main Result

Our main result is that Examples 73 and 74 are the only examples of super-isolated surfaces

with near-prime order and cryptographic size.

Theorem 75. Ezxamples 73 and 74 are the only super-isolated abelian surfaces A/F, with
the property that

#A(F,) = er where ¢ < 1000, r is prime, and 2'%° <r < 2°12 (3.17)

Sketch of proof. We will show that if A is a super-isolated abelian surface satisfying prop-
erty (3.17), then the roots of the characteristic polynomial of the Frobenius endomorphism
of A are super-isolated Weil p-numbers for a quartic CM field K with class number 1, such
that p < 2261, The claim then follows by running the algorithm in Section 3.3.2 long enough
to find all such Weil numbers.

Let A be a super-isolated abelian surface over I, satisfying property (3.17). We want
to apply Corollary 57, but we first must show that the characteristic polynomial f of the
Frobenius endomorphism is irreducible. Recall from Section 3.3.1 that #A(F,) = f(1).
Using the well-known Hasse bound and property (3.17), it is not difficult to see that A is
not the product of two elliptic curves, hence A is simple. Therefore f is a power of an
irreducible polynomial (see Section 3.3.1). Because f(1) is almost prime, this implies that f
is irreducible. So by Corollary 57, every root 7 of f is a super-isolated Weil p-number in the
quartic CM field K = Q(7) of class number 1.

Next we will show that property 3.17 implies that p < 225!, This is similar to using
the Hasse bound above. Since the roots of f are Weil p-numbers, it follows that f(z) =
z* 4+ ax® + bx* + pax + p* with |a| < 4,/p and |b] < 6p. So

. p2—4p3/2—6p—4\/]_9—1
- 1000 '

A straightforward calculation shows that this inequality, when combined with the bound

r > 252 implies that p < 2261,
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The next part of the proof is computational. We used Sage to compute the implicit
constants in Section 3.3.2 that are used to bound the number of steps the algorithm must
take in order to enumerate all super-isolated Weil p-numbers with p < 2261 (see Theorem 72).
Some details for the case of K = Q((5) are given in Appendix A. Our results show that there
are 282 conjugacy classes of such Weil numbers. Only those given in Examples 73 and 74
satisfy the properties in the claim. The source code is available at https://sites.math.

washington.edu/~tscholl2/super-isolated. O

Remark 76. The bound ¢ < 1000 used above is arbitrary. The smaller ¢ is the more efficient

the cryptosystem will be. The three smallest values of ¢ were 31, 521, and 73399.

Remark 77. Note that the surfaces in Examples 73 and 74 provide 113 and 116 bits of
security respectively (i.e. half the bitlength of the largest prime dividing the order). Recent
standards suggest using between 128 and 256 bits of security [65].

3.4 Generalizations to Arbitrary Finite Fields

In this section, we will briefly summarize how our results extend to arbitrary finite fields.

The main result from Section 3.2 is Corollary 45. This extends directly to arbitrary finite
fields by replacing the prime p with any prime power ¢. This is because the main ingredient,
Theorem 4.6 of [73], applies to elliptic curves over F,. The estimates in Section 3.2.3 can
also be modified by allowing the polynomial p(z) to take on prime power values. Because
non-prime prime powers are sparse, these changes are not expected to effect the estimates
given in Heuristic 52.

The main result from Section 3.3 is Theorem 55. This can be extended to arbitrary finite
fields F,, where ¢ is a power of a prime p, by adding the hypothesis that A is ordinary.
Essentially, this means that 7 + 7 is prime to p, see [89, Ch. 7] for more details. In order to
extend the algorithm in Section 3.3.2, we would want to allow the polynomial P(x1, xs, z3, x4)
in Equation 3.4 to take prime values, and then check that the algebraic integer 7w has the

property that m + 7 is prime to p.


https://sites.math.washington.edu/~tscholl2/super-isolated
https://sites.math.washington.edu/~tscholl2/super-isolated
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Chapter 4
SUPER-ISOLATED ABELIAN VARIETIES

4.1 Introduction

The goal of this chapter is to characterize abelian varieties A defined over a finite field F,
such that the F,-isogeny class of A contains a single F,-isomorphism class. In this case, we
call A super-isolated (see Definition 118 below). The study of super-isolated varieties was
originally motivated by elliptic curve cryptography. In the previous chapters, we discussed
hypothetical situations in which it is advantageous to choose parameters for cryptosystems
that use curves with a small isogeny class. Hyperelliptic cryptosystems which are used
today use Jacobians of curves of genus 1 or 2. As noted in the previous chapter, there are
fewer isolated curves with genus 2 than with genus 1. The main result of this chapter is
that for g > 3, there are only finitely many super-isolated ordinary simple abelian varieties
of dimension g (see Corollary 123 below). This is interesting because it means that most
curves whose Jacobian is super-isolated are among the curves that could be used in practice.
Essentially, we have an existence result in the practical range, and a non-existence result in
the non-practical range.

This chapter is organized as follows. In Section 4.2 we review some standard results in
algebraic number theory that will be used in the following sections. This will also serve to
set most of our notation. In Section 4.3 we introduce certain algebraic integers called Wesil
generators. In Section 4.4, we outline a simple algorithm to enumerate Weil generators in a
given number field. Our main result on Weil generators is Theorem 102 in Section 4.5. In
Section 4.7, we apply the results on Weil generators to study super-isolated varieties. The
finiteness result mentioned above can be made effective when g = 3. Some detailed examples

of how to compute the corresponding constants are given in Section 4.6. Examples showing
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how Weil generators correspond to super-isolated varieties are given in Section 4.7.

4.2 Background

The goal of this section is to recall some standard facts from algebraic number theory and
to set notation.

For an extension of number fields K/F, let Disck/r and Diffx/p denote the relative
discriminant and different ideals respectively. If the field F' is not given, then it is assumed
to be Q. Let hg denote the class number of K.

For any o € K, let Discg/p(o) and Diff i p(a) denote the discriminant and different of
« respectively. If f € F[z] is the characteristic polynomial of a over F', then by definition

Diff /() = f'(cr) and Discg/p() is the discriminant of f.
Example 78. If K # F(«a), then Diff x/p(a) = Discg/p(a) = 0.

Example 79. Suppose K is a CM field and F' is the maximal totally real subfield. For
any a € K, the characteristic polynomial of a over F is f(z) = 2% — (o + @)z + aa. So

Diff /() = @ — @ and Discp(a) = (o — @)%

Lemma 80. Let K/F be an arbitrary extension of number fields and let o € K such that
K = F(a). Then

[K:F]

Discg/p(a) = (—1)( 2") Normy,p (Diff x/p(c)) .

Proof. The proof is the same as in the special case with F' = QQ, which appears as Theorem 8

in [57, Pg. 26]. O
Lemma 81. Let K/F be an arbitrary extension of number fields. Then
Ok = OF[Q] ~ (DiffK/F(a)) = DiHK/F.

Proof. The forwards direction is proved in [66, Prop. 2.4, Pg. 197], so it remains to prove
the reverse direction. Suppose that (Diffx (o)) = Diffx,p. Then by Lemma 80 and [66,
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Thm. 2.9, Pg. 201],
(DISCK/F(C)()> = (NormK/F (DIHK/F<Q))) = NOI'HIK/F (DIHK/F> = DiSCK/F .

Recall that if {3;} is a basis for Op, then the set {8;a'} spans a Z-submodule of Of and

has discriminant

Normgp (DiSCK/F(Oé)) Disc[b{(:F] = Discy/r Disc[;(:p],

see [57, Pg. 43]. This last quantity is Discx by [66, Cor. 2.10, Pg. 202]. In particular, {3;a'}
is a basis for Ok, so O = Op[a]. O

Definition 82. Let o € Q. The height of « is

h(a) = .
(a) 0:&3};@]0(@)

4.3 Weil Generators

The goal of this section is to define certain algebraic integers we call Weil generators, and

to give some of their properties.

Definition 83. Let K be a CM field. We say a € Ok is a Weil number if aa € Z. If

aa = n, then we say a is a Weil n-number.

Remark 84. If v is a Weil number in K, then |o(«)| is constant for all o : K — C. This

means that | Normpg q(a)| = h(a)EQ.

Definition 85. Let K be a CM field. We say a € Ok is a Weil generator for K if a is a

Weil number and Z[o, @] = Ok.

Example 86. If « is a Weil number in K, then so is («a for any root of unity ¢ in K.
However, this does not hold for Weil generators. For example, if K = Q(¢), then i is a Weil
generator for K, but 2 = —1 is not because it lies in a proper subfield of K. However, if o

is a Weil generator, then so are all of the conjugates of a and —a.
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Example 87. Let K = Q(i) and a = i. Then a@ = 1 and Z|o, @] = Ok, so « is a Weil
generator. In fact, if K is any quadratic imaginary field and Ox = Z[y], then « is a Weil

generator for K if and only if a = a 4+~ for some a € Z.

Remark 88. If a is a Weil generator for K and F' is the maximal totally real subfield of K,
then Og = Op[a]. By Lemma 81, this implies that (Diff x/p(a)) = Diffx/p.

Example 89. Let K = Q(v/10,1/—13). Then Diffx,r = (26,13 + /—13) is not a principal
ideal. Therefore K does not contain a Weil generator by Remark 88.

Example 90. Let K = Q(v/60,/—2). We claim that there is no « such that Ox = Oplal,
which implies that K does not contain a Weil generator. Suppose for contradiction that such
an « exists. Because 2 is totally ramified in K, it follows that Diffx,r = (2). Therefore
a — @ = 2u for some u € Of. But one can show that O = Op, so any such u actually lies

in F'. This is a contradiction because conjugation negates o — @ but fixes 2u.

Example 91. Let ¢, be a primitive nth root of unity with n > 3, and let K = Q((,). Then
(, is a Weil generator for K because Ox = Z[(,] and ¢,(,, = 1.

Lemma 92. Let K be a CM field and F' be the maximal totally real subfield of K. If a is a
Weil generator for K, then Op = Z[a + @l.

Proof. By hypothesis, every element of Ok can be written as polynomial in «, @ with coeffi-
cients in Z. Op is precisely the polynomials which are symmetric in o and @. Recall that the
subring of symmetric polynomials in Z[z,y] is Z[z + y, zy]. Therefore, O = Z|a + @, aa].

But aa € Z, so this is the same as Z[a + @. O

Remark 93. If o is a Weil number in K, then the property Or = Z[a + @] does not imply
a is a Weil generator. For example, if K is a quadratic imaginary field, then every a € Ok
satisfies a@ € Z and Op = Z[a + @]. However, not every a will satisfy Ox = Z[«, @), e.g.

K =Q(i) and o = 2i.
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Example 94. Let K = Q[z]/(2% + 122* + 172% + 2). Then K is a CM field of degree 6.
Moreover, the prime 2 splits completely in F', hence there are 3 maps from Op — Fy. This
shows that F' is not monogenic as there are only 2 maps Z[x] — Fy. Therefore K does not

contain any Weil generators.

Lemma 95. Let K be a CM field and F' the maximal totally real subfield of K. Then a € Ok
is a Weil generator for K if and only if the following hold

(i) aa € Z
(it) Zia+a] = Op

Proof. Suppose that a is a Weil generator for K. Then « satisfies property (i) by definition,
and property (ii) follows from Lemma 92. Note that Ox = Z|a, @] implies that O = Op[a].
So by Lemma 81, « satisfies property (iii).

Now suppose that o € K satisfies properties (i)-(iii). By Lemma 81 and property (iii),
Ok = Orla] and O = Z|a + @]. Hence O = Z[a,a + @] = Z[a,al, so a is a Weil

generator. O

Remark 96. The properties in Lemma 95 are independent as shown by the following exam-

ples:
1. If K =Q(¢) and o = 24, then (i) and (ii) hold, but not (iii).
2. If K =Q(¢) and a = (5 + 1, then (ii) and (iii) hold, but not (i).
3. If K =Q(¢) and o = —5¢2 — 4¢2 + 2¢5 — 2, then (i) and (iii) hold, but not (ii).

Next we will show that we can always write Weil generators in a certain form. To do

this, we first introduce some notation. Let K be a fixed CM field of degree 2g. Let I be
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the maximal totally real subfield of K. Fix v € O such that Ox = Op[y].! Let T denote a
set of representatives of the set of n € Op such that Z[n] = O modulo integer translation.

That is, for every 1’ such that Z[n/] = O, there exists a unique n € T such that ' —n € Z.

Lemma 97. If o« € K is a Weil generator, then

a:uw—ﬁ);nﬂt (4.1)

for a unique uw € Op, n €T, and a € Z.

Proof. Let u = (o —a)/(y—7). By Lemma 81 and Lemma 95, both o —@ and y —7 generate
Diff/r, so u € Op. By Lemma 92, Za + @] = Op, so there is a unique n € T such that
a=a+a—mn€Z. Then n, u, and a satisfy the required conditions. O]

Next we recall a theorem of Gyory which implies that the set T is finite. This means

that the number of possible 1 (up to integer translation) in equation (4.1) is finite.

Theorem 98 ([37]). For any number field L, the set T of n such that O = Z[n|, up to

integer translation, is finite. Moreover, representatives for T' can be effectively determined.

Example 99. If deg L = 2, then we may choose T' = {(Disc,, ++/Disc.)/2}. Hence T has
cardinality 2.

Equation (4.1) suggests that one way to search for Weil generators is to fix v and enu-
merate over values for 1, u, and a. The following lemma gives an optimization: when g > 2,

there is at most one possible value of a.

Lemma 100. If g > 2, then for any u € O and n € T, then there is at most one a € Z

such that the right hand side of equation (4.1) is a Weil generator.

Proof. Let u € Of and n € T. Let Q = (u(y —7) + n)/2. It is sufficient to show that there

is at most one a € Q such that a = Q + a/2 satisfies aa € Q. This is a necessary condition

Tt is possible that such a v does not exist, as in Example 90. However, by Lemma 81 and Lemma 95, if
no such ~ exists, then K does not contain a Weil generator.
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for o to be a Weil generator. A straightforward computation shows that aa € Q if and only
if QQ + an/2 € Q. Because {1,7,...,19} is a Q-basis for F', we may write QQ = Y a;n’ for
unique rational numbers ay, ...,a, € Q. Then QQ +an/2 € Q if and only if a = —2a; and
a; = 0 for all i > 1. O

4.4 Searching for Weil Generators

The goal of this section is to describe an efficient method for searching for Weil generators

in a given CM field K. We will use the same notation as in Section 4.3.

A naive approach to finding Weil generators is to directly search over all elements of Of.
Using Lemma 95, one can quickly test whether a given a € Ok is a Weil generator. This
approach is impractical because Weil generators are sparse, as shown in Theorem 102 below.

Instead, we will enumerate units in F' and use those to attempt to construct Weil generators.

Recall from Lemma 97 that every Weil generator a can be written as

for a unique u € O, n € T, and a € Z. Moreover, a is uniquely determined by u and 7
(see Lemma 100). Therefore, by searching over all u and 7, we will eventually find all Weil

generators «.
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Algorithm 3 Search Weil Generators
Input: A CM field K of degree 2¢g, with ¢ > 2, and a bound B

Output: All Weil generators in K up to a certain bound.
1: F' < the maximal totally real subfield of K
2: v < an element of K such that Ox = Op[y]
3: T < a complete set of n € F such that Or = Z[n] up integer translation
4: U < all units u € O with height h(u) < B
5. for allu € U and n € T' do
6: Q< (u(y—7)+n)/2
7: Write QQ = 3970 a1'.
8: a+—Q—a

9: if a; =0 fori>1 and a € Ok then

10: print «
11: end if
12: end for

Theorem 101. Every « outputted by the Algorithm 3 is a Weil generator. Moreover, for
every Weil generator o € K, if Algorithm 3 is given a sufficiently large set U, then it will

eventually print a.

Proof. Suppose that the algorithm outputs ae. Then a = Q —a; where Q = (u(y—7%) +n)/2
and a; € Q. Because QQ — a1 € Q, it follows that (Q — a;)(Q — a;) = aa € Q. Recall
that o € Ok by construction, so aa € Z. This also shows that a; € QN %(’)K = %Z.
Hence a+a@ =1n—2a; €+ 7Z, o Z[a+a] = Op. Also, a —a = Q2 —Q = u(y —7) so
(Diff g/ p(a)) = (Diff g/ (v)) = Diff /. By Lemma 95, this shows that « is a Weil generator.

Now suppose that « is a Weil generator for K. We want to show that for a large enough
bound B, Algorithm 3 will eventually output a. By Lemma 97, o« = (u(y —7%) + n+a)/2
for unique u € Op, n € T, and a € Z. If B > h(u), then Algorithm 3 is guaranteed to find

« because it enumerates all possible  and a (which corresponds to —2a; in the notation of
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Algorithm 3) such that (u(y —7%) + 1+ a)/2 is a Weil generator. O

4.5 Counting Weil Generators

In this section, we state and prove our main result on the number of Weil generators of

bounded height in a given CM field K of degree 2g.

Theorem 102. Let W be the set of Weil generators in a CM field K of degree 2g. Then
(

AN +0(1) g=1

#{aeW:h(a) <N} =1 plogN+0O(1) g=2and W #0

O(1) 923,

where p is a constant depending on K. Moreover, for g < 3, the constants can be made

effective.

To prove Theorem 102, we proceed by cases depending on the degree of K. The case
g = 1is given by Proposition 104 in Section 4.5.1. The case g = 2 is given by Proposition 105
in Section 4.5.2. Lastly, the result for g > 3 is given by Proposition 110 in Section 4.5.3.

Throughout this section, we will keep the notation introduced at the end of Section 4.3.

Unless otherwise noted,

e K is a fixed CM field of degree 2g.
e [ is the maximal totally real subfield of K.
e 7 is a fixed element of K such that Ox = Opg[7].

e T is a set of representatives of generators for O up to integer translation. That is, if

n € T then Op = Zn].

Remark 103. It is possible that such a v does not exist, as in Example 90. However, by
Lemma 81 and Lemma 95, a necessary condition for K to contain a Weil generator is that

such a v exists.
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4.5.1 The Case g =1

The goal of this section is to prove Theorem 102 in the case g = 1.

Proposition 104. If K is a quadratic imaginary field, then
#{aeW: h(a) <N} =4N+0O(1).

Proof. Let —d = Discg and let w = (d++/—d)/2. Then Ok = Z[w]. Recall from Example 87
that a € K is a Weil generator if and only if @ = a + w for some a € Z. The claim follows

because h(a £ w) = |a] + O(1). O

4.5.2 The Case g = 2

The goal of this section is to prove Theorem 102 in the case g = 2.

Proposition 105. Let K be a quartic CM field. There is a constant p that depends only on
K such that if W # (), then

#{aeW: h(a) < N} =plog N+ O(1).
Moreover, both p and the implied constant in O(1) are effectively computable.

The main idea behind the proof of Proposition 105 is to show that counting Weil numbers
reduces to counting solutions to Pell’s equation.

We will use the same notation as before. Because F' is a real quadratic field, we can take
T to be {£(d + v/d)/2} where d = Discp. However, there is no obvious choice of v because
Ok is not always a free Op-module, e.g. Example 89. Some of the implied constants in this
section will depend on the choice of v and T" as will the implied constant in the proposition.
But the constant p in Proposition 105 depends only on the field K.

The outline of the proof of Proposition 105 is as follows. Let a € W. By Lemma 97,
we can write « = (u(y —7%) + 1+ a)/2 for a unique u € Of, n € T, and a € Z. First we

2

will show that h(«) is approximately h(u)® (see Lemma 109 below). Next we will count the
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number of u € O which are associated to some o € W. Recall that every such u is of the
form 4uf where ug is a fundamental unit for F and k is an integer. We will show that u
corresponds to some « if and only if £ satisfies a certain congruence condition. Therefore
counting the number of a of bounded height essentially reduces to counting the number of
k of bounded absolute value in a given congruence class.

Before proving Proposition 105, we describe an example in detail that both motivates

and shows how to compute the value of p for the field Q((5).

Example 106. We will show how to compute the constant p from Proposition 105 for the
field K = Q((5). Let? v = (5, o = (s + s, and T = {ny, —1o}. A fundamental unit for F is

ug = (5 + (5. For u € O and 1 € T we define the following quantities:

uly —7)+n
Qu,n) = sy =7 +n 5 )1,
B . a(u,n)
a(u,n) = The unique element of (1/2)Z such that Normg,p ( Q(u,n) + 5 N0

(see the proof of Lemma 100),

o(u.n) = u ) + A%,

Note that it is not always the case that a(u,n) € Z. For example, if u = n2, then a(u,n) =
5/2. For this reason, «(u,n) is not a Weil generator for all possible pairs (u,n).

By Lemma 97, every a € W is of the form a(u,n) for some u € OF and n € T. We want
to characterize pairs (u,n) for which a(u,n) € W. Recall that every u € Of can be written

as u = duf for some k € Z. Our first step is to prove that
a(£uf, +n9) € W if and only if k satisfies a certain congruence condition. (4.2)

It turns out that a(u,n) is a Weil generator if and only if it is integral. To see this, note

2Tt is not always true that T can be chosen as fundamental units of F. For example, the fundamental
units for Q(v/6) are +(5 + 2v/6)*! which do not generate the ring of integers Z[v/6]. Similarly, v + 7 is
not always in 7. For example, if K = Q(v/5,v/—1) then O = Z[(1 + v/5)/2,v/—1] so we may choose
v =+/—1hence v +7 = 0.
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that o(u,n) has the following properties:

a(u,n)alu,n) €Q, a(u,n)+alu,n) =n+a, and a(u,n) —alu,n) =uly—7).

So by Lemma 95, a(u,n) € W if and only if a(u,n) € Ok. By construction, a(u,n) €
(1/4)Of for all u € O and n € T. Therefore a(u,n) € W if and only if 4a(u,n) = 0
mod 40k. We want to characterize the values of u and 7 for which this congruence condition

holds.

The equivalence class of a(u,n) modulo 40k depends only on the equivalence class of
u and 7 modulo 40p. To see why, we need to show that Q(u,n) and a(u,n) modulo 40k
depend only on v and n modulo 40p. The dependence of Q(u,n) on u and 7 is clear. Recall
that the construction of a(u,n) given in Lemma 100 depends only on the coefficients of
Q(u, n)Q(u, n) with respect to the basis {1,1}. Hence 4a(u,n) modulo 4 depends only on u
and 7 modulo 40p. Therefore a(u,n) € W if and only if u and 7 lie in a particular set of

equivalence classes of Op/40F.

Next we will show that we can restrict attention to pairs (u,n) of the form (uf, ny). Recall
that every pair (u,n) is of the form (du§, £n) for some choice of signs and integer k € Z. It
follows from the definition of Weil generator that o € W if and only if +a,+a € W. This
means that a(+uf,+n9) € W if and only if a(uf,n) € W. In particular a(£uf, +n) lies
in W if and only if uf lies in a particular equivalence class in Or/4Op. The statement in

equation (4.2) now follows since ug has finite order in (Or/40F)*.

Next we will determine explicitly the condition on k such that a(uf,no) € W. Because
2 is inert in F, ug has order 3 in (Op/20p)*. Table 4.1 gives the values of da(uf, no)
mod 40k for k = 0,1,2. It shows that a(uf, £n9) € W if and only if k #Z 2 mod 3.

We have shown that each k£ € Z with k£ # 2 mod 3 corresponds to 4 Weil generators
given by a(Fuf, £n9). Lemma 109 below says that h(a(Zuk, +19)) is approximately h(uf)?.
Thus we can conclude the following (more details are given in the proof of Proposition 105

below).
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4a(uf,no) mod 40k
0
0
—2¢3 —2¢2 +1

N = O

Table 4.1: Values of 4a(uf,ny) modulo 40k

#{aeW;h(a)gN}:4.#{keZ:k¢2 mod3andh(u’g)g\/ﬁ}+0(1)

log N
:4~#{kEZ:k§é2 mod3and|k|§L}+O(l)

21og h(ugp)
8log N
= 2280 o).
3log h (ug) +00)
__BleN 5

3log (%)

Figure 4.1 below shows the accuracy of this estimate for the number of Weil generators

of bounded height.

Next we will proceed with our proof of Proposition 105. We start with some lemmas.

2

Our first goal is to show that h(«) is approximately h(u)?. In order to compare h(«) and

h(u), we will need the following lemmas. For a fixed n € T', we can write any § € F' in the

form S = b+ cn for some unique b, ¢ € Q. The lemmas below compare h(/) with |c|.

Lemma 107. Let n € Q\ Q and let 8 = b+ cn for some b,c € Q. Then there is a positive
constant C that depends only on n such that if ¢ # 0 then

Cilc| < h(B).

Proof. Let o and 7 be embeddings Q — C such that o(n) # 7(n). Let C1 = |o(n) —7(n)|/2,
i.e. (1 is half the distance from o(n) to 7(n). Since —b/c cannot be closer than C; to both
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. 8log N
#laeW:h(a) < N} — T EAP]

N
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Figure 4.1: A comparison of the number of Weil generators of bounded height as found by
Algorithm 3 and the asymptotic value given in Example 106.

o(n) and 7(n), we have that

) < max{

g+7(n)‘} Sh(ngn)'

Up to replacing b, ¢ with —b, —c, we may assume that c¢ is positive. The claim then follows

b
o)

from multiplying this inequality by ¢ and using the fact that A commutes with multiplication

by a positive rational number. O]

Lemma 108. Let F' be a real quadratic field and let n € Op. For any 5 € Z[n)|, there is a
positive constant Cy depending only on n such that if B = b+ cn with b,c € Z and ¢ # 0,
then

h(B) < Calcly/|Normpyq 3.

Proof. By the triangle inequality, h(5) < |b] 4 |c|h(n). Therefore it is enough to bound |[b|
from above by a constant times |c| ‘Normp/Q(ﬁ)|. Let t = Tracerg(n), ny = Normp/g(n),

and ng = Normp,g(5). Then we can write the norm of b+ cn = j as b* + bet + ¢*n,y) = ng.
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Therefore
, ’—ct ++/(ct)? — 4 (2n, — ng)‘
|b] = 5
[t + /1 + 4 (Iny| + [ns]/c?)
<|c|-
2
2
9¢OHW+MW+mw
2
it + /2 +4(n,| + 1)
sk!hW-( VAEIEER) )

]

Next we will combine the two previous lemmas to show that if « € W and u € OF is the

associated unit, then h(a) is approximately h(u)?.

Lemma 109. Leta € W, and letu € Of,n €T, and a € Z satisfy a = (u(y—7)+n+a)/2,
as in Lemma 97. Then there exist positive constants Cs,Cy, Cs, depending only on v and n,
such that if h(u) > Cs then

Cih(u)? < h(a) < Csh(u)?

Proof. Let Q = (u(y —7) +1)/2 so that a = Q2+ a/2. To prove the claim we will show that
if h(u) is sufficiently large, then h((Q) is approximately h(u) and |a| is approximately h(u)?2.
First we will show that h(Q) is approximately h(u). By choosing C3 large enough, we

can assume that

min, {|U2(’Y - V)I}h(u) < h(u) mgin{\a(’y - 7)‘} - h(77>'

Note that the right hand side is

< h(u(y = 7)) = h(n).
By the triangle inequality, the last expression is

< 2h(Q) < h(wh(y —7) + h(n).
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We may also choose Cj large enough so that h(u) > h(n). So the previous expression is

< (h(y =7) + 1) h(u).

Thus we have shown that

Next we will show that |a| is approximately h(u)?. Recall that a = Q + a/2 for a unique
integer a. As seen in the proof of Lemma 100, —a/2 is the coefficient of  when Q€ is written
with respect to the Q-basis {1,n} of F. That is, QQ = b — a/2n where b is an integer.

We would like to apply Lemmas 107 and 108 to relate |a| to h(2). However, Normp/q(20)
may be large, so the bound in Lemma 108 is not useful. To get around this issue, we will

consider € — /2 instead of Q. Let 8 = (2 —1n/2)(Q —n/2). Note that

—u?(y —7)° a N e LT

a
2Ty

The equation on the left shows that Normpg/g 3 depends only on +, and that h(3) can be
bounded above and below by h(u)? times constants depending only on 7. The equation
on the right shows that the coefficient of 1 of 5 written with respect to the basis {1,7} is
—a/2 plus a constant depending only on 7. Therefore, assuming that 5 ¢ Q, we may apply
Lemmas 107 and 108 to relate () and |a|. Up to replacing the constants in the lemmas by

some factors that depend only on n and 7, we have
Cilal < h(u)* < Cylal.

The final step is to show that there are only finitely many o € W such that g € Q. This
is necessary because the hypothesis of Lemmas 107 and 108 require that ¢ # 0, where c is
the coefficient of 7 of § written with respect to the basis {1,7}. Note that if ¢ = 0, then
g € Q and h(B) = \/WF/Q(B). The latter which depends only on ~y. In particular, this
means there are finitely many possible 3, hence there are finitely many Weil generators «

with this property. O



75

We are now ready to finish the proof of Proposition 105 by counting the number of

u € O which are associated to some a € W.

Proof. Our proof follows the same argument as in Example 106. Let ug be a fundamental
unit for F' and let 7y be a generator for O, i.e. Op = Z[ny]. For any k € Z and choice of
signs, let a(uk, £19) be defined as in Example 106. Recall that every a € W is of the form
a = a(Fuk, +ny) for some choice of signs and integer k.

Note that the argument given in Example 106 that proves the statement in equation (4.2)
holds in general. That is, a(duk, +ny) € W if and only if k satisfies a congruence condition.
Let P denote the set of k € Z that satisfy this condition.

By applying Lemma 109 to 9 and —ng, we can find positive constants C3, Cy, C5, which
depend only on 7, such that if h(a(uf, £n9)) > Cs then

Cuh(ug) ™ < h(a(Ful, £19)) < Csh(ug)*.
Let S be the number of Weil generators of height less than C'3. Then

4ot {k € P: Csh(ug)*! < N}—S <#laeW:hla) <N} <4-# {k € P: Cuh(ug)2*! < N}+5.

(4.3)
As P is characterized by a congruence condition, there is a constant Cg such that
#{keP:|k|<M}=CsM+0O(1).
Then both sides of the inequalities in equation (4.3) are equal to
206 log N
——F— 4+ 0(1).
log h(ug) +0(1)
O

4.5.8 The Case g > 3

The goal of this section is to prove Theorem 102 in the case g > 3.
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Proposition 110. If K is a CM field of degree 2g with g > 3, then W s finite. Moreover,

if g = 3 then the there is a computable upper bound for #W.

Our proof of Proposition 110 is as follows. Recall that every Weil generator o can be
written in the form (u(y —7%) + 1+ a)/2 for a unique v € O, n € T, and a € Z. Recall
that by definition, aa € Z. This condition places a significant restriction on the possible
values of u, n, and a. By Lemma 100, a is uniquely determined by u and 1. Therefore it
suffices to show that the possible set of pairs (u,n) arising in this way is finite. In fact, we
will parameterize pairs (u,7) by integral points on a finite union of absolutely irreducible
plane curves of degree g. These curves will have g distinct points at infinity. So by Siegel’s
theorem, the number of integral points is finite. When g = 3, the curves have genus 1 or 0
depending on the singularities. In the genus 0 case, finding integral points reduces to finding
solutions to an S-unit equation, which can be effectively determined [39, Thm. D.8.4]. In the
genus 1 case, we may use the effective (but impractical) bounds from Baker and Coates [3].
For more details on the effective bounds, see Section 4.6.

We start by proving a lemma which will be used to show that the curves arising in the

proof of Proposition 110 are geometrically irreducible.

Lemma 111. Let fi,...,f, € @[x,y, z] be homogeneous linear polynomials such that the
lines in projective space defined by the vanishing of the f; intersect the line at infinity (given

by z = 0) at distinct points. If t € Q is nonzero, then tz9 + ] f; is irreducible.

Proof. Let Fy =tz9 + [] f;, and let hq, ..., hy be the irreducible factors of F}, i.e.

k

g
Ft(‘raya Z) =127 + Hfz(xayvz) = th(x,y, Z)
i=1

j=1

By hypothesis, the line defined by f;(x,y,2) = 0 does not coincide with the line at infinity.
So by a change of coordinates, we may assume that f; = x. Then F;(0,y,z) = tz9 =
[17;(0,y,2). Because t # 0, it follows h;(0,y,z) is of the form a;z™ for some nonzero
a; and positive integer n;. This shows that the point (0 : 1 : 0) lies in every irreducible

component of the projective variety defined by F;.
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Notice that the projective variety defined by Fjy is a union of lines, all of whose pairwise
intersections occur in the affine plane. This means that Fj has no singularities on the line

at infinity. The same property also holds for F; because

dF, dFy dF, dFy dF; dFy
dx dx ) dy dy ) dz (Z’,y,()) dz (I,y,O), an t(xayao) o(x,y,())

Therefore the point P = (0 : 1: 0) must be a smooth point of the variety defined by F;, and

hence lies in a distinct irreducible component. But by the above, P lies in every irreducible

component, hence F; is irreducible. O
We are now ready to prove Proposition 110.

Proof of Proposition 110. Let o € W. Recall that o can be written as (u(y —7%) +n+a)/2
for a unique u € O, n € T, and a € Z. Let Q = o — a/2. By definition,

2

- — na a
=Q0+ —+ — cZ.

o +2+4E

Let § = (v —7)(7¥ — 7). Then we have shown that
400 = u?§ +n* = A+ Bn (4.4)

for some A, B € Z. It is important that 4QQ lies in the Z-span of {1,1}. This already
is a significant restriction on the possible values of u and 7 since Op has rank g > 3 by
hypothesis.

By [66, Cor. 2.10, Pg. 202], Normp/q(u?§) = Normpg(§) = + Disck /Discy. So by

rearranging equation (4.4) and taking norms, we have that

Disc
Normpg /g (A+Bn—772) = | |

Disc?.
In particular, z = A and y = B is an integral point on the curve C, given by the vanishing

of the polynomial
|Disc|

II +yom)—om)?). (4.5)

2
DISCF o:F—C
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By construction, €, has g distinct points at infinity given by (—o(n) : 1 : 0). Because
C, is geometrically irreducible by Lemma 111, it follows from Siegel’s theorem [77] (see
also [39, Rem. D.9.2.2]) that C), has finitely many integral points.

To finish the proof, it suffices to show that the map described above sending @ € W to
the integral point (A, B) is finite-to-one. Recall that by Theorem 98, the set T is finite, so
we may fix some n € T. By equation (4.4), u is determined up to sign by the point (A, B)
and 7. Finally, by Lemma 100, a is determined by the pair (u,n). Hence for each point
(A, B) there is a finite number of possible triples (u,n,a) corresponding to Weil generators.

When g = 3, we use an effective version of Siegel’s theorem. Note that in this case, the
curve C, has genus 1 or 0 depending on its singularities. If C;, has genus 0, then the integral
points can be computed by solving an S-unit equation [39, Thm. D.8.4]. If C, has genus 1,
then the main theorem of [2] gives a computable (but impractical) bound on the number of

integral points. For more details, see Section 4.6. O

4.6 Effectiveness With g =3

The goal of this section is to show how to give a concrete bound for the number of Weil
generators in a sextic CM field. We will start by summarizing the relevant results from
Section 4.5.

Let K be a CM field with maximal totally real subfield F' and let W be the set of all Weil
generators in K. Recall from Lemma 97 that every a € W corresponds to a unique triple
(u,n,a) with w € Op, n € T, and a € Z. By Lemma 100, a is uniquely determined by 7 and
u. Furthermore, the proof of Proposition 110 showed that all possible values of u for a fixed
n are determined up to sign by the integral points of the curve C, defined by equation (4.5).

Therefore,

HW <2 #C,(Z).

neT

The following lemma shows that if deg K = 6, then it is sufficient to consider a single n € T.
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Lemma 112. Suppose that deg K = 6, and let ny,n, € T'. Then C,,, and C,, are isomorphic

via an integral linear change of variables. In particular, there is a bijection between C,, (Z)

and C,,(Z).

Proof. Recall that the curve C,, is defined by the polynomial f,,(z,y) in equation (4.5). For
any embedding o : F' — R, let LY (z,y) = = + yo(n;) — o(n;)®. Then

_ | Disck |
fnz €, y H LJ . .

2
o:F—R Discp

To prove the claim, we will construct an invertible integral change of coordinates ¥ such
that f,, ov = f,,. Our construction of v relies on finding an algebraic integer v € O with

the property that
v=A; 4+ Bim, vne=As+ Bomy, wn; = As+ By + 15, (4.6)

for some integers A;, B; € 7Z. First we will show how to construct © given such a v. A
construction of v is given at the end of the proof.

We define ¥ : R? — R? by
o(z,y) = (A1z + Ay — Az, Biz + Bay — Bs).

To show that v has the desired property, we will first show that v transforms L{ to a scaled

Lg. Note that

(LY 0 0)(w,y) = (Arx + Agy — A3) + (Bix + Boy — Bs)o(n) — ‘7(77%)

o(A; + Bim)x + 0(Ag + Bomy)y — o(As + Bany +17)

o(v) (z+a(m)y —o(n3))
= o(v)L3 (7, y).

Therefore

N .. | Disck | | Disc | |
= L] o) — ——— = Normp L3 —
H (LT07) Disc? Fro(v H Disc?.

o
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If v € O, then the right hand side of this equation is f,, as required.

Next we will show that v € O by constructing an inverse to 0. Because Ly o0 = o(v)L§
for all o, it follows that © maps the intersection of the lines defined by L3*(z,y) = 0 and
Ly’ (x,y) = 0 to the intersection of the lines defined by L{'(x,y) = 0 and L}’ (z,y) = 0, for
all pairs (o;,0;). By swapping n; and 7, in our construction for v, which is given below, we
can find an element v € Op such that the linear map ¢' acts as an inverse to ¥ on these
intersections. The lines defined by the polynomials {LJ: o : F' — R} are in general position.

So it follows that © o ¥’ fixes three distinct points. Therefore, © and ¢’ are inverses, and
LY =L{otvod =0(v)(L§od)=0c(v)L].

This shows that vv’ =1, so v € OF.

It remains to construct the element v satisfying equation (4.6). Our (rather technical)
construction of v is as follows. Consider the two Z-bases for Op given by B; = {1,n;,n?}
for = 1,2. Let P be the change of basis matrix from By to By. That is, the columns of P
are the elements of By written as vectors with respect to the basis By. Let Pz_Jl denote the
i, j-entry of the matrix P!, and for 8 € Op, let [3]; denote the ith component of the vector
given by writing S with respect to the basis B;. Now define

v =Py — P[0}l + Psam.

A straightforward but tedious calculation proves that v satisfies the properties given in

equation (4.6). O

Remark 113. Lemma 112 fails when g > 3. For example, using Magma, one can show that if

K = Q(C15>a m = C175 - g% - Cir)s + 2&5 - C125 —2,and n; = _§175 + Cir)s - Cil5 + §125 — Ci5 — 3;

then C,, and C}, are not isomorphic.

By Lemma 112, in order to find all Weil generators in a sextic CM field, it suffices to find
all integral points on C), for a single n € T'. The others can be computed by the change of

coordinates from the lemma. Because g = 3, C,, is a plane curve of degree 3, so there are two
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possible values for the genus. If C), is singular, then it has genus 0 and the integer points can
be enumerated by solving a certain S-unit equation [39, Thm. D.8.4]. If C,, is smooth, then
it has genus 1. In this case, one can attempt to find all integer points using the methods

of [83].

4.6.1 An Ezample of Genus 0

In this section, we will find all Weil generators in Q((y). This field was chosen because it was
the only sextic CM field with class number 1 such that the resulting curves C), had genus
0. The class number requirement is not used in this section, but it is relevant for finding

super-isolated abelian varieties as described in Section 4.7 below.
Proposition 114. There are 36 Weil generators in Q((y). They are:

—3C8 — 2o, —C5 +2¢2, —2¢5 — C5 +2¢3 —2¢o +4, C§ —2¢5 —2¢5 +2¢3 +2, —2¢5 — 3¢Z, ¢ + 3o,
—2¢5 + 203 — 205 — ¢5 +2C0 +2, —Co +2¢5 —2¢5 +Co+4, —Co, C§+C5, —C5, <5+ Cos

—Cq —Co, €3, —Co — 3, Co, —Co 4+ 2Ca +2¢5 —2¢3 — 2, 2¢5 + Co — 205 +2¢0 — 4,

o —2¢3, 3Co +2Co, Cor €5, —C5 — 3Co, 2¢5 +3C3, ¢5 —2¢5 +2¢3 — ¢o — 4,

205 — 2¢5 +2¢5 +¢5 —2Co — 2, €5 — 2¢5 — C3 — 200 +2, 2¢5 +2¢5 +2¢5 +2¢5 + Co + 4, 265 — Co,

3¢5 4¢3, —2¢5 —2C — 2¢8 —2¢3 — Co — 4, —Ch 4+ 2¢ +¢2 +2¢o — 2, —3C5 —¢3, —2¢5 +Co, —CH, —Ca-

To prove Proposition 114, we will find all integral points on C}, for some n € T'. Then we
will apply Lemma 112 to find the integral points of C,, for all other 1’ € T'.
Let n = (o + ¢y . Then (), is the curve defined by the polynomial

fo(z,y) = 2° = 32y* — y* — 62 — 3zy + 97 + 3y — 4.
Lemma 115. Let C,, be the plane curve defined above. Then
CU(Z) = {(227 _63)7 (1’ 0)7 (17 _3)7 (_27 6)7 (77 _3)7 (4’ 0)7 (_Qa _3)a (437 21)7 (_27 3)7 (_627 42)} .

Proof. Our proof follows the argument of [39, Thm. D.8.4]. The main difference is that we
will reduce the problem of finding integral points to solving a unit equation in O instead

of a more general S-unit equation.
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First we want to find a parameterization ¢ : P* — C,. Note that C, has a unique singular
point @ = (1:0:1). Every line L through @ intersects C,, at a unique point P. There is a
bijection between the set of lines through @ and P'. This map is given by

(U, v) = (0, 0y 2) = (U° — 3uv® + 40°, =3 (u® — v?o + w?) ,u® — 3u’v +0%) .

The inverse is
w(ﬂ% Y, Z) = (wua wv) = <y7 z— QZ')

Over K, ¢, and ¢, factor as

3 3
goy:—?)Hu—oziv, @z:HU_ﬁiU
i=1 i=1

where «;, 5; € Ok and are all distinct.

Suppose that (u,v) € P! is such that ¢(u,v) € C,(Z), ie. @ (u,v)/p.(u,v) and
wy(u,v)/@,(u,v) lie in Z. We may assume that u,v € Ok and are coprime. Note that
3 is totally ramified in K, so there is a unique prime of K lying over 3 which is generated by
some v € Ok. Let S be the set containing only this prime. Next we will show that v — 3;v

is an S-unit. Note that

ged (uw — v, u — Bv) | (a; — B5) ged (u,v) = a; — ;.

A short computation shows that Normg ,g(a; — 3;) € {1,9}, in particular, they are S-units.

By hypothesis,
—3[lu—aw  p,(u,v)
[Tu=8v  .(u,0)

By the above, the denominator is relatively prime to the numerator at all primes outside of

€ Z.

S. Because the quotient is integral, this implies that the u — ;v are S-units.
Next we claim that ord, (u— B;v) < 12 for every j. Note that since ¢, (u,v)/¢.(u,v) € Z,
it follows that

J

Z ord, (u— Bjv) <6+ Z ord, (u — a;v) .
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Moreover, above we saw that for any fixed 4, j, we have that ged(u — oyv, u — Bv) | o — B;.

A straightforward computation shows that max; ;{ord, (o, — 5;)} =2, so
min {ord, (v — o,;v) ,ord, (u — Bv)} < 2.

So if ord, (u— f;v) > 12, then by the first inequality, there is some ¢ such that ord, (u—a,v) >
2, but this contradicts the second inequality.

Now we will show how finding integral points on C;, reduces to solving a unit equation.
Let A= (82— P3)/(B2— P1) and B = (B35 — £1)/(P2 — B1). One can show that A, B are units

in Of. Then
u—ﬁlv+Bu—ﬁgv _1
u — f3v u — f3v '

A

This is sometimes called Siegel’s identity. By the above, each summand in this equation is
an S-unit whose valuation at v is bounded between —12 and 12.

Therefore, we are looking for solutions X,Y € OIXQ ¢ to the S-unit equation
X+Y =1

Given such a solution, we can solve for u, v using the equations

u— P u — [av

X=A——— Y=8B :
u— Bsv’ u— Bav

At this moment, we do not know of a widely available and refereed implementation of an

S-unit equation solver over number fields for arbitrary sets S of primes®. However, because

of the bounds on ord, (u — f;v), it suffices to find solutions X,Y € O to the unit equation
VX +07Y =1

for all pairs ¢, with —12 <4,7 < 12. Using Magma, we found the 10 integral points on C,
listed in the statement. O

30ne is currently being written for Sage, see https://trac.sagemath.org/ticket/22148.


https://trac.sagemath.org/ticket/22148
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Outline of the Proof of Proposition 114. The proof is computational, so we only outline the
steps. For each " € T', we computed the transformation between C, and C,, given in the
proof of Lemma 112. By applying these transformations to the points given in Lemma 115,
we obtained C,/(Z) for all 7. Finally, we used the method outlined in the proof of Proposi-
tion 110 to find all Weil generators associated to the integral points of C,y. O

4.6.2  An Ezample of Genus 1

Suppose that C,, has genus 1. By construction, C,, contains the F-rational point (—n : 1 :0).
Therefore C,, is isomorphic (over F') to an elliptic curve. If the rank of this curve is 0, then

we can provably find all Weil generators in K by finding the torsion points of C,.

Example 116. Let K = Q(3) where 3 is a root of 2% — 2° + 32 + 522 — 22 + 1. Let 1 be
a root of 2* + 2% — 22 — 1 in the maximal totally real subfield F of K. Then C,, is given by
the polynomial

fn:x3+x2y—2xy2—y3—5x2—xy+y2+61:+2y—28.
Over F', C, is isomorphic to the elliptic curve £ given by the Weirstrass equation
v+ ay +y = 2> + 611z + 6416.

We used Sage to compute that E/F has rank 0. The torsion group F(F') consists of the
points {(0: 1:0),(4:92:1),(4:—97:1)}. In this case, F' is Galois and the images of
E(F) in C, are the points at infinity, i.e. (—o(n) : 1:0) for each o € Gal(F/Q). Therefore
C,(Z) = 0. By Lemma 112, the same holds for any 7" € F such that O = Z[r/], hence K

has no Weil generators.

4.6.3 General Bounds for the Genus 1 Case

While there are general methods for finding integral points on genus 1 curves [83], they

usually require a point of C,(Q) or a basis for the Mordell-Weil group over F. However, we
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can give an upper bound on the height of any Weil generator for K using the main result
in [3]. This in turn can be used to bound #W. In this section, we will compute this bound
explicitly.

Recall from the proof of Proposition 110 that any Weil generator o corresponds to a point
on C, as follows. We write & = Q + a/2 where Q = (u(y —7%) +n)/2and n € T, u € O,
and a € Z. Then 4QQ = (n* + u*§) = A+ Bn and (A, B) € C,(Z).

Because a@ = QQ + an/2 + a*/4 € Z, we know that a = —B/2. So

where h(P) = max(|Al,|B|).

Let H,, denote the maximum absolute value of the coefficients of the defining polynomial
of some (), for some 1. By a theorem of Baker and Coates [3], if P = (A, B) is an integral
point on C,, then

310

h(P) < expexp exp (2H,)"

Let H = max,cr H,. Then for any Weil generator o € W,

10
03

h(a) < expexpexp (2H)" (4.7)

Remark 117. One can get a better, but still impractical, upper bound on h(P) using the

main result in [72].

We can use equation (4.7) to bound the number #W of Weil generators in K. Because
the bound in equation (4.7) is already impractical, we will not try for an optimal bound.
Let x be the number of roots of unity in K. Then there are at most x Weil generators
which generate the same ideal. This is because if two Weil numbers generate the same idea,
then they differ by a root of unity. Moreover, Normp g(a) = h(a)%*8*. So the bound on
h(a) gives a bound on Normg/g(aOk). It remains to count the number of ideals in Ok of
bounded norm. Let (i denote the Dedekind zeta-function of K. If a,, is the number of ideals

of Ok of norm n, then

ZanSMZZ <M2CK )

n<M n<M
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Therefore
2deg K

#W < k(g (2) <exp exp exp (27—[)10310>

4.7 Super-Isolated Varieties
In this section we are interested in abelian varieties with the following property.

Definition 118. Let ¢ be a prime power. We say that an abelian variety A/F, is super-

isolated if its IF -rational isogeny class contains no other F, -isomorphism classes.

The goal of this section is to give examples of super-isolated abelian varieties, as well as

to explain their relationship to Weil generators (see Definition 85).

Example 119. There are 5 isomorphism classes of elliptic curves over Fy, and they are
given in Table 4.2. Recall that two elliptic curves over a finite field are isogeneous if and
only if they share the same number of points. Because each curve in Table 4.2 has a different

number of points, they lie in distinct isogeny classes. Hence they are all super-isolated.

E #E(F2)
yi+y=a° 3
v +y=a3+z 5
V+y=2>+z+1 1
v +ay=a3+1 4
vV+ryt+y=a3+1 2

Table 4.2: Isomorphism classes of elliptic curves over F.

First we will explain the connection between super-isolated abelian varieties and Weil
generators. A theorem of Honda and Tate says that there is a bijection between conjugacy

classes of Weil g-numbers and isogeny classes of simple abelian varieties over F,, see [90,
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Sec. 1.6] for references. This bijection works as follows. Let A/FF, be an abelian variety that
is simple over F,, and let f(z) € Z[z] be the characteristic polynomial of the Frobenius
endomorphism of A, which has degree 2g. The Honda-Tate bijection sends the isogeny class
of A to the roots of f. Let m be any root of f.

Recall that A is ordinary if 7 is totally imaginary and (7 +¢/m,q) = 1 [89, Ch. 7]. In this
case, K = Q(m) is a CM field of degree 2¢ (see [89, Thm. 7.2] or [85, Thm. 2]). Theorem 121
below shows that if A is ordinary then A is super-isolated if and only if 7 is a Weil generator
for K and K has class number 1. Example 131 below shows that without the ordinary

hypothesis, it is possible for A to be super-isolated and 7 to not be a Weil generator.

Remark 120. If A is not ordinary, then f(z) may not be irreducible. For example, by [56,
Thm. 2.9], f(z) = (2* — 5)? is the characteristic polynomial of the Frobenius endomorphism

of a simple abelian surface over Fs.

Theorem 121. Suppose that A is a simple ordinary abelian variety over F,. Let m denote
a root of the characteristic polynomial of the Frobenius endomorphism of A and K = Q(x).
Then A is super-isolated if and only if m is a Weil generator for K and K has class number

1.

Proof. By [89, Thm. 7.4], the set of endomorphism rings that appear in the isogeny class
of A are precisely the orders in K containing Z[n,7|. So there is one endomorphism ring
if and only if Z[r, 7| = Ok. The result then follows from [89, Thm. 7.2], which says that
the isomorphism classes of abelian varieties in the isogeny class of A whose endomorphism
ring is isomorphic to O form a principal homogeneous space for the class group of K. In
particular, there is one isomorphism class with endomorphism ring Oy if and only if K has

class number 1. O

Example 122. Let C be the hyperelliptic curve given by y? = 2° 44 over the field F1;. The
zeta-function Z(C,t) of C' is given by

121¢% + 12143 + 512 + 11t + 1

Z(Ct) =
(C.1) 1182 — 12t + 1
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Recall that the reverse of the numerator of Z(C,t) is the characteristic polynomial f(z) of
the Frobenius endomorphism of the Jacobian J of C' [19, Ch. 5.2]. In this case

f(z) = 2" + 112% + 512 + 1212 + 121.

Because f is irreducible, J is a simple abelian surface. Let 7 be a root of f(x). A straight-
forward calculation shows that 7 is a Weil generator for K = Q((;) and that 7 + 11/7 is

coprime to 11. Therefore J is super-isolated by Theorem 121.
The following is a straightforward corollary of Theorem 121 and Theorem 102.

Corollary 123. Let g > 3. There are finitely many super-isolated simple ordinary abelian

varieties of dimension g.

Proof. Let A be a super-isolated simple ordinary abelian variety over a finite field of dimen-
sion g > 3, and let m be a root of the characteristic polynomial of the Frobenius endomor-
phism of A. By Theorem 121, 7 is a Weil generator for K = Q(x), which is a CM field
of degree 2g and class number 1. The Honda-Tate theorem says that the map sending the
isogeny class of A (which, because A is super-isolated, is equivalent to the isomorphism class
of A) to the conjugacy class of 7 is injective. Therefore, it is sufficient to count the number
of Weil generators in CM fields of degree 2¢ with class number 1. Theorem 125 says that the
number of such fields is finite, and Theorem 102 says that the number of Weil generators in

each such field is finite. O]

Remark 124. If a conjecture of Stark holds, then we do not need to fix g in Corollary 123,
see Remark 126 below.

4.7.1  CM Fields With Class Number 1

In this section we will review some of the known results on CM fields with class number 1.
These fields are important for finding super-isolated abelian varieties.
An important conjecture by Gauss was that there are 9 quadratic imaginary fields with

class number 1 [36]. This was eventually proven simultaneously by Stark and Baker [2,81].
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Moreover, the following theorem of Stark from 1974 shows that the number of CM fields

with class number 1 is finite in any degree.

Theorem 125 ([82]). There is a finite number of CM fields with class number 1 with a fized

degree.

Remark 126. It is believed that there is a finite number of CM fields with class number
1 [82].

It is an important problem in number theory to find all CM fields of class number 1 in
each degree. For small values of g, all CM fields with class number 1 and degree 2g can now

be found in the literature. A brief summary of results is given in Table 4.3.

Degree | # of CM fields with class number 1 | Reference
2 9 [2,81]
A Galois: 54 [75]
Non-Galois: 37 [54]
6 Galois: 17 [53,91]
Non-Galois: 386 [11,12]

Table 4.3: Summary of the class number 1 problem for CM fields of degree < 6.

Recall that a necessary condition for a CM field K to contain a Weil generator is that O
is a free Op-module. This condition was used in Example 90 to show that Q(\/@, v/—2) has
no Weil generators. However. this condition is always satisfied when K has class number 1
because in that case F' also has class number 1 [88, Prop. 4.11]. Hence OF is a PID, so by

the structure theorem for modules over a PID, O is a free Op-module.

4.7.2  Examples of Super-Isolated Elliptic Curves

In this section we will give examples of super-isolated elliptic curves, as well as extend

Theorem 121 to include the case of supersingular curves.
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In [73], Schoof gave a formula for size of the isogeny class of an elliptic curve E/F, in

terms of #E(F,) and ¢. The following is a straightforward consequence of that formula.

Proposition 127. Let ¢ = p® be a prime power, E be an elliptic curve over Fy, and t =

q+1—#E(F,). Then E/F, is super-isolated if and only if one of the following holds:
(i) t 20 mod p and t* —4q € {—3,—4,-7,—8,—11,—19, —43, —67, —163}.
(ii) p € {2,3,5,7,13}, and t* = 4q.
(iii) p € {2,3}, and t* = p*1.
(iv) p=2andt=0.
(v) p=3 and t* = q.

Proof. Case (i) corresponds to ordinary elliptic curves and follows from Theorem 121. The
set of values for t? — 4q are the discriminants of the imaginary quadratic fields with class
number 1, see Table 4.3 for references. The rest of the cases follow directly from a special

case of [73, Thm. 4.6]. O

Table 4.4 gives examples of curves satisfying each case in Proposition 127.

Case E q| t
(i) v =3 +4 7|5
(ii) v t+y=2a° 4| —4
(iii) |y +y=2>+z+1]2] 2
(iv) Y +y=a’ 210
(v) v =2*—z+08 |9] 3

Table 4.4: Examples of super-isolated elliptic curves. Here 3 € Fy satisfies 22 — x — 1.



91

Recall that the property of being super-isolated depends on the base field (see Defini-
tion 118). It is often the case that a variety may be super-isolated over F,, but not over an

extension of [F,.

Example 128. Let E/F; be the elliptic curve defined by y* = x3+4. Note that #E(F;) = 3,
so F is super-isolated by Proposition 127. However, over the extension field Fy, E is
isogeneous, but not isomorphic, to the curve given by y? = 2® + 63z + 4, where 3 € Fyg is a

root of 22 + 6z + 3. Therefore E/F; is super-isolated but E/F,g is not.

It is possible for an abelian variety that is not super-isolated over the base field to become
super-isolated over an extension field. For elliptic curves, this phenomenon can only occur
for supersingular curves. To see why, let E/F, be an ordinary elliptic curve and suppose
that E/F is super-isolated for some extension field F . Then any curve E'/F, which is
isogeneous to E/F; must become isomorphic to £ over F . This means that £'/F, is a
twist of E/F, (see [78, Ch. X.5]). One can show that for ordinary curves, non-trivial twists
are never isogeneous (here a non-trivial twist is one that is not isomorphic over the base
field). For example, if E'/F, is a quadratic twist of E/F,, and ¢t = p+ 1 — #E(F,), then
#E'(F,) = p+ 1+t Since E is ordinary, ¢t # 0 so £’ lies in a different isogeny class (see
also [89, Pg. 542]).

Example 129. Let F/F5 be the supersingular elliptic curve given by y* = 2® + 2. Then £
is isogeneous, but not isomorphic, to the curve E’/F5 given by y* = 2® + 1. However, by
applying Proposition 127, one can check that E/Fo5 is super-isolated. In this case, E/Fj

and E'/IF5 become isomorphic over Fos.

Another possibility is that a super-isolated variety could stay super-isolated in every

extension.

Example 130. Let E/F, be the curve given by y? +y = 2. In this case, one can compute
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(see [78, Ex. 5.13]) that
0 a odd
t(E/Fqa) =

2(—2)%? @ even.

By Proposition 127, this shows that F/Fa. is super-isolated for every a > 1.

The following example shows that if F is supersingular, then it is possible that F is

super-isolated but the Frobenius endomorphism does not correspond to a Weil generator.

Example 131. Let E/Fgy be the supersingular elliptic curve in the last row of Table 4.4. The
characteristic polynomial f(x) of the Frobenius endomorphism of F is f(z) = 2? — 3z + 9.
Let 7 be a root of f(z) and K = Q(x). The discriminant of f(z) is —27, so Z[r] has index
3 in Og. In particular, 7 is not a Weil generator for K. This shows that the ordinary

hypothesis in Theorem 121 is necessary.

One way to construct super-isolated elliptic curves over large prime fields is to use the
complex-multiplication (CM) method. A detailed summary of the CM method can be found
in [19, Ch. 18]. Essentially, using the CM method to generate super-isolated curves works as

follows:
1. Choose a quadratic imaginary field K with class number 1.
2. Find an elliptic curve F/C whose endomorphism ring is isomorphic to Ok.

3. Choose a Weil generator 7 (with non-zero trace) for K such that p = 77 is prime and

is > 5. This will ensure that the resulting curve is ordinary.

4. Find a twist of the reduction E/F, whose Frobenius endomorphism corresponds to .

If also the only roots of unity in K are 41, then we can always use E as opposed to
one of its twists. To see why, recall that in this case there is only a single twist of E: the

quadratic twist. If £ has p + 1 — Traceg/q(m) points, then the quadratic twist of E has
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p + 1+ Traceg (). It follows from Proposition 127 that if one of them is isolated, then
they both are.

Example 132. Let K = Q(v/—2). The endomorphism ring (over C) of the elliptic curve
E/Q given by y? = 2® — 2% — 3z — 1 is isomorphic to Ok. Recall that every Weil generator
for K is of the form m = b4 /=2 for some integer b. Thus searching for primes p such that
E/F, is super-isolated reduces to finding values of b such that p = b* + 2 is prime. After
a short search, we found that b = 105, 10041, 1000017, 100000017, 10000000185 all have the
property that b? 4 2 is prime.

The CM method described above can also be used to generate curves with useful prop-

erties, such as prime order and a base field with low hamming weight.

Example 133. Let 7 = 227 4 2% 4+ 212 4 96 4 (1 — {/=3)/2. Then p = 77 is a 255 bit
prime with Hamming weight 14. Using the CM method, we found a super-isolated curve

E/F, given by y? = 23 4+ 19 that has #F(F,) = (7 — 1)(7 — 1) points, which is also prime.

4.7.8  Ezxamples in Higher Dimensions

In this section we will give examples of super-isolated abelian varieties in dimension g > 2.
One way to construct these varieties is to fix a prime p and randomly choose curves over
[F, until the Jacobian is super-isolated. We can check if the Jacobian J of a curve C/F,
is super-isolated using the zeta-function of C' as in Example 122. Some examples of curves
found this way are given in Table 4.5. Because super-isolated abelian varieties are rare, this
method of search is impractical when p is large.

Another way to construct super-isolated abelian varieties is described in Example 134.
This method is based on a generalization of the CM method to higher dimensions, see [19,

Ch. 18].

Example 134. Let 1 € K = Q((5) be a totally imaginary Weil p-number such that p splits
in K. Let C/Q be the curve defined by y? = z° — 1. The endomorphism ring over C of the
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Curve Genus | Field

Yy =a3+ 52+ +1 1 F,

y? =24 22 + 4 + 2 o+ 4 2 F;
V =a"+2%+x+2 3 Fy

4+ (25 + 22+ 1)y =29 + 2° 4 IFy

Table 4.5: Examples of hyperelliptic curves with super-isolated Jacobians.

Jacobian J of C is isomorphic to O. This means that there is a twist C'/F, of C/F, such
that the Frobenius endomorphism of the Jacobian of C” satisfies the minimal polynomial of
. If 7 is also a Weil generator for K, then the resulting surface will be super-isolated. For
example, T = 45¢3 — 10¢2 + 34¢5 — 2320 is a Weil generator for K with p = 7 = 5465351

prime. In this case, the Jacobian of the curve y*> = 2° — 4 over F, is super-isolated.

The CM method is difficult for genus g > 5 or fields K of large discriminant or degree. The
main difficulty is writing down an appropriate global variety A/C. See [4] for a construction
in dimension 3. Moreover, for g > 3, Theorem 102 suggests that there are few super-isolated
abelian varieties of dimension g.

It is sometimes possible to use properties of the field K to construct slightly larger

examples than we could find by randomly searching through curves.

Example 135. Suppose that K is a sextic CM field with class number 1 that contains
v/—1, and suppose that C//FF, is a curve of genus 3 whose Jacobian has an endomorphism
ring isomorphic to O. Then it follows from [19, Cor. 18.17] that C is isomorphic to a
curve of the form y? = 27 4+ 2° + az® + bz for some a,b € F,. This means that we can
search for a super-isolated abelian threefold by first finding a Weil generator 7 for K such
that p = 77 is prime. Then we can range over all pairs (a,b) € (F,)? and check if the
Jacobian of the resulting curve is super-isolated. We used this method to find the curve

y* = 27 + 2° + 16023 + 79x over the field Fs53. The characteristic polynomial f(z) of the
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Frobenius endomorphism of the Jacobian J of this curve is
2% — 882° + 34402 — 80400z° + 12143202° — 10965592z + 43986977.

The roots of this polynomial are Weil generators for the field generated by the root 7w of f

(which is a sextic CM field with class number 1); hence J is a super-isolated abelian threefold.
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Appendix A
DETAILS FOR Q(¢;)

In this section, we provide a detailed example of the algorithm in Section 3.3.2, for the
field Q((5). We also show how long the algorithm must run in order to enumerate all super-
isolated Weil p-numbers with p < 226!, We will use the notation from Section 3.3.2 and the
methods from Section 3.3.2.

Let K = Q(¢5). Recall that step 2 of the algorithm chooses a basis {ay, as, az, ay} for
Of such that {aq,as} form a basis for O where F' is the maximal real subfield of K. In

this case, F' = Q(v/5). We choose
()élz]., Oégz—gg—cg+2, 043:—3C52—2<§—2, Oé4:—2§§+3cg—<5—1
Let ¢1, ¢o be the embeddings K — C defined by

D1(G) = X0, ho(G5) = et

For reference, ¢ (ay) = %5 and ¢o(ay) = 572\/5'

Next we compute the polynomials defined in Equations (3.2)-(3.5):

f1 = 2ZE2 + 5ZL‘3 — 21’4,

fo= a:§ + 92324 + 19@21,

) 3 ) 15 3 37
P= x% + 5x129 + —;Eg — —x1x3 + T3 + 93:§ — 211Xy — —X2T4 + =T3X4 + —xi,
2 2 2 2 2 2
5 5 7 7 9
P() = T129 + 51‘3 + 5@'11’3 + 75[]2[[‘3 - 2(13% — 14 — 5%2.174 — §ZE3I4 — 5[['421

The next step is to enumerate all solutions to the equation fo(z3,x4) = £1. We do this

following the method laid out in step 5.
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Write fo = ax3 + brszy + cx3, and then choose a generator v for the ideal I = aZ + ((b+
VAF)/2)Z. Because in this case I = OF, we will choose v = 1. A fundamental unit for Or
is

=-g-g-1

Now for each choice of sign and value of i we compute o = £e*y and write

b+ VAr
2

0 = asa + aq

as in step 5.3.

The remaining steps of the algorithm are straightforward, so we will skip ahead to com-
pute the bound on ¢ in order to find all super-isolated Weil p-numbers with p < 2261, We
first compute the constants from Section 3.3.2.

Notice that f(as,as) = £1 implies that
_ —bay £ \/(bay)? — 4a(cal £ 1)

2a
_ —bay £ |ay|\/Ap £ 4a/aj
— o :

a3

Therefore we can bound |asz| from above by

a5 < |b] + /Ar + 4|a|

2|al

[N
== 6|CL4|.

Next we want to bound |ay| from below by an exponential function in i. Following the

proof of Lemma 70,

min(61(1)]. [6a(3 ) max(ln (0. n(E)) < max (61026, ln(r)
< Jaolla + Jas| PV EE

9++5
5 |

9++5
9

= |CL3’+

S 6]a4| +

|ay)

S 12|(14|
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Since v = 1 and max(|¢1(€), |p2(€)]) = 1+2\/5 > 3/2, we have

1 /3\"
> —(2) .
| = 75 (2)

Next we want to bound P(ay, as,as, as) from below in terms of |ay|. We follow the same

steps as in the proof of Lemma 71. For simplicity, we will assume that (a1, as, a3, ay) is a

solution to Equations (3.14)-(3.16). In our case, these equations are

1= 2.7)2 + 5]33 - 21’4,

0=z + 51‘3 + 11x9x3 — 4x§ — Tx9xy — TX3T4 — Qxi,

=9+ +/5 +4/a:ix
— 5 "

xs3
Note that integral solutions to these equations exist, for example, 1 = 115, 19 = —45, 23 =
17,24 = —3. This solution comes from setting : = 7.

By solving each of these constraints in terms of x4, we have

) 1 4
xy=-xj+ - (5a] +28m4) 4[5+ — — 3324 — 1,
8 8 Ty
) 4 49 1
Ty = —— Ty 5+—2+ ZL‘4+—

Substituting these into the polynomial P(xy, 22, x3,x4) as in the proof of Lemma 71, we

have
75 55
Py(z4) = 3—2563—1— 16 i+3—2 (53:34—43@21) 5+—Z+1
In particular,
75
P4(ZL‘4) Z 3—2.173

for all x4 > 0.
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We saw above that for each integer ¢, any associated pair (as, a4) (as computed in step 5

of the algorithm in Section 3.3.2) satisfies

e
> — | = .
a4l = 35 <2>

If the tuple happens to satisfy Equations (3.14)-(3.16), then

N\ 4
75 (1 /3\
Plos, a2, 05,04) 2 55 (ﬁ (5) ) |

So in order to capture all super-isolated Weil p-numbers with p < 226! which satisfy the
constraints above, we have to check all ¢ with |i| < 118. The bound for other choices of signs

in Equations (3.14)-(3.16) can be computed similarly.
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