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Data center communication is a key aspect of cloud computing, as it interconnects all the

data center resources. It facilitates resource sharing among servers and has become critical

for constructing distributed systems that power today’s popular cloud applications, such

as databases, transaction systems, and video streaming services.

There are three primary requirements when designing and implementing data center

communication: reliability, efficiency, and virtualization. Reliability is important because

companies depend on the cloud to run their critical business functions, so even the slight-

est downtime can result in significant lost productivity and revenue. Efficiency means

cloud providers can provide services with fewer resources, and thus can lower costs for

customers. Virtualization allows cloud customers to move unmodified applications to

the cloud enabling more customers to benefit from the reliability and efficiency of the

cloud, while also providing resource multiplexity—multiple customers can use the cloud

simultaneously with strong security isolation.

One major trend in data center communication is the rapid increase in bandwidth. To

provide high network bandwidth, cloud providers build large-scale optical-based data

center networks and use high-speed network interface cards to connect to servers. This



trend poses several challenges in providing a practical, efficient and reliable data center

communication system. Data center networks using optical communication technologies

are expensive to build and difficult to debug due to gray failures and over-engineering.

Providing virtualization support at high speeds incurs high processing overheads due to

additional packet handling in operating systems.

This thesis offers new techniques to achieve greater reliability and efficiency for data

center communication. Our contribution is the design, implementation, and evaluation of

three systems: (1) CorrOpt, a data center network monitoring and failure mitigation sys-

tem that reduces packet corruption errors by three to six orders of magnitude, (2) RAIL, a

network architecture that reduces the total cost of ownership of the data center network

by up to 44%, and (3) Slim, an operating system kernel design that reduces the processing

overheads of container network virtualization by up to 66%.
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GLOSSARY

ATTENUATION: The reduction of signal strength.

BIT ERROR RATE: The rate at which errors occur in the transmission of digital data.

CLOUD COMPUTING: The delivery of computer system resources through the Internet.

CONGESTION: Reduced quality of service when a network is asked to carry more data
than it can handle.

CONTAINER: A standard unit of cloud computing that packages all the code needed to
run an application in the cloud.

CUMULATIVE DISTRIBUTION FUNCTION: A cumulative distribution function of a ran-
dom variable X , evaluated at x, is the probability of X ≤ x.

DATA CENTER: A large-scale group of computers run by a single entity.

DATA CENTER NETWORK: A computer network that connects computing resources in a
data center.

DISPERSION: The distortion of signal shape.

FABRIC SWITCH: A switch that connects a set of top-of-rack switches in order to provide
communication across racks. In a typical 3-stage data center network, the fabric
switches serve as the 2nd stage.

FORWARD ERROR CORRECTION: A technique that uses error-correcting code to control
transmission errors over unreliable connections.

MULTI-MODE FIBER: A fiber whose core diameter is typically 50–100 micrometers. It is
cheaper than single-mode fiber, but signals suffer more dispersion.

NETWORK INTERFACE CARD: A computer hardware that connects a computer to a com-
puter network.

vii



NETWORK VIRTUALIZATION: The ability to define logical, virtual networks in a data
center, using network addresses that are decoupled from these of the underlying
physical network.

OPERATING SYSTEM: System software that manages hardware, isolates applications and
containers, and provides key services to applications.

PACKET CORRUPTION: A packet loss because the receiver cannot correctly decode trans-
mitted bits.

POD: A set of server racks connected by fabric and top-of-rack switches.

REMOTE DIRECT MEMORY ACCESS: The ability to read and write memory on a remote
machine without interrupting its central processing unit.

SINGLE-MODE FIBER: A fiber whose core diameter is typically 8–10.5 micrometers. It is
more expensive than multi-mode fiber, but signals suffer less dispersion.

SINGLE-ROOT INPUT/OUTPUT VIRTUALIZATION: A hardware functionality that allows
isolation of its resources.

SOCKET: A standard application programming interface for data communication.

SPINE SWITCH: A switch that connects a set of fabric switches to provide connectivity
across different pods. In a typical 3-stage data center network, the spine switches
serve as the 3rd stage.

VIRTUAL MACHINE: Emulation of a physical computer.

TOP-OF-RACK SWITCH: An in-rack switch that servers within the same rack connect to.
In a typical 3-stage data center network, the top-of-rack switches serve as the 1st
stage.

TRANSCEIVER: A device that both transmits and receives data using optical fiber tech-
nology.
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Chapter 1

INTRODUCTION

Cloud computing has become a dominant computing paradigm, used by billions on a

daily basis. Today, our most data-intensive applications—-such as file storage [6], video

streaming [18], and social networking [8, 22]—-are hosted in data centers and consumed

over the Internet. Applications that were previously deployed on local servers [17, 128]

are now moving to the cloud [14, 13], as well.

Communication is a key component of data center design. It interconnects all com-

puting and storage resources and enables different components of a distributed cloud

application to communicate with each other.

To build communication systems in a data center, a cloud provider has to solve many

practical problems. The first is to determine how to build a hardware networking in-

frastructure for the data center. The cloud provider purchases networking devices (e.g.,

switches, network links) and installs them to connect the servers. Second, the provider

must properly manage these networking devices and prepare for their failures. Finally,

the cloud provider needs to build solutions that let disparate cloud customers use the

communication system simultaneously.

When solving these practical problems, the primary requirements are practicality, cost-

efficiency, reliability, and virtualization. Practicality is one of the most important require-

ments. A cloud provider wants a practical design that is immediately deployable. This

means the hardware network infrastructure can be assembled, using existing commodity

networking hardware. Commodity networking devices are standardized [24] and manu-

factured at a large scale. Commodity devices from different manufacturers can interop-

erate with each other, making installation flexible, and they are in general cheaper than
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customized hardware. Another aspect of practicality is the application interface for data

communication. Today, most Linux applications use POSIX Sockets. A data center com-

munication system that supports POSIX Socket is a necessary pre-requisite to running

unmodified Linux applications in the cloud.

Cost-efficiency is another goal for data center communication design. Delivering data

in the data center communication system requires resources (e.g., hardware spending,

energy, and processing cycles). Cost-efficiency means how much resources need to be

consumed in order to deliver data. It can also be measured by how much data can be

delivered given the same amount of resources. High cost-efficiency allows cloud applica-

tions to communicate at a low cost.

Reliability is important because companies depend on the cloud to run critical busi-

nesses, for which even the slightest downtime results in lost productivity and revenue.

Failures of hardware devices (e.g, switches, network links) are hard to eliminate com-

pletely, but data center communication is reliable as long as a cloud provider can mask or

mitigate the failures before they exhibit customer visible effects.

Finally, cloud providers must provide each cloud customer with a virtualized/isolated

view of the data center network. Network virtualization can recreate an application’s de-

sirable operating environment so that customers can move their applications using their

designated network addresses to the cloud easily. Virtualization also enforces strong se-

curity isolation between different customers’ networks, preventing network attacks from

other customers in the same data center.

To achieve greater cost-efficiency and reliability, a cloud provider carefully selects

the most cost-efficient hardware solutions to build a physical network that connects all

servers. The provider also tries to drive the communication to higher utilization to fully

utilize its hardware resources in a data center. The provider then carefully considers pos-

sible hardware failures and how to design mechanisms that mitigate them quickly, pro-

viding reliability to cloud applications. For example, to tolerate a link failure, the cloud

provider can build a physical network with redundant paths between servers and design
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and implement fault-tolerant routing in the physical network.

One major trend in data center communication is the need for high bandwidth. Google’s

data center network traffic doubles every 12-15 months [139], and Cisco predicts that total

data center network traffic will grow from 5.13 in 2016 to 14.73 zettabytes in 2021 [12]. The

need for higher bandwidth leads to two implications: (1) the deployment of large-scale

optical-based data center networks, and (2) the usage of high-speed network interface

cards (NICs) in the servers. Optical communication technologies have proven their value

in delivering high bandwidth, low latency networking between servers. Today, data cen-

ters almost exclusively use optical communication technologies for their core networks.

On the server side, cloud providers are moving from 1 Gbps NICs to 10 and 40 Gbps NICs,

and now even deployments of 100 Gbps NICs are common. Futher link speed improve-

ments are likely.

This trend poses several challenges for cloud providers to build practical, cost-efficient,

and reliable data center communication systems. Optical communication technologies are

expensive because links are engineered using conservative practices. The existing design

objective is that an optical link in a data center network must be reliable (i.e., bit error

rate < 10−12) assuming the worst-case operating environment (e.g., temperature, signal

attenuation).

Because a large-scale optical-based data center network consists of hundreds of thou-

sands of optical network links, mitigating and diagnosing hardware-related gray failures

are notoriously difficult. A cloud provider cannot simply turn off networking hardware

with gray failures because doing so could significantly degrade network performance.

For diagnosis, the true root cause of a failure (e.g., faulty switches, poor hardware instal-

lation, damaged optical fibers, dirty optical connectors) is hard to identify, and incorrect

repair obviously cannot mitigate the failure.

Finally, providing network virtualization incurs substantial processing overheads. To-

day’s network virtualization solutions are based on packet encapsulation, which requires

each packet to be transformed whenever it is sent or received. Extra packet transforma-
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tions reduce overall network throughput and increase packet latency. Packet transforma-

tions also waste considerable processing cycles, particularly at high network speeds.

Given these challenges, in this thesis, we show that it is possible to achieve higher

levels of reliability and cost-efficiency using commodity networking hardware while

supporting optical-based networks and network virtualization. This thesis offers sev-

eral techniques to achieve this goal by addressing three specific problems:

How to mitigate packet corruption errors in the data center network? Packet losses in

data center networks degrade application performance and can lead to millions of dollars

of lost revenue. Even a packet loss rate of 0.01% can slow user-facing network traffic by

50% [46], significantly impacting the user experience. Researchers have explored a wide

range of approaches to minimize packet loss, such as congestion control, load balancing,

and traffic engineering [29, 30, 31, 57, 122, 142, 145, 152]. These approaches all focus on

congestion loss only, i.e., packet loss when the network is overloaded. Another source of

packet loss, packet corruption, has received little attention.

Working with Microsoft, we studied 350K links across 15 production data centers to

show that packet corruption poses a significant problem, and its characteristics differ

markedly from congestion losses. Corruption impacts fewer links but imposes higher

loss rates. Also, the corruption rate is stable over time, weakly correlated with link uti-

lization. This implies that reducing the load on network links (e.g., congestion control,

load balancing) does not reduce the packet corruption rate.

To address this problem, we designed and implemented CorrOpt [154], a system that

automatically detects and mitigates packet corruption. CorrOpt minimizes corruption

losses by intelligently disabling corrupting links while ensuring the network has sufficient

capacity for its current workload. It also recommends specific maintenance actions (e.g.,

replacing equipment, cleaning cable connectors) to repair disabled links. Our evaluation

shows CorrOpt can reduce corruption loss by three to six orders of magnitude.
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How to reduce the cost of the physical network layer by leveraging network path re-

dundancy? Network cost is an important metric for data center network design. Costs

include those for all the main contributors, such as switches, links, and power. New data

center network architectures have been proposed to reduce the cost of networking, in-

cluding topology design, congestion control, and load balancing [27, 76, 139, 32, 43, 108,

79]. However, the physical layer (i.e., optical fiber) is often ignored.

Using the same infrastructure as we did for CorrOpt, we monitored optical links

across Microsoft’s production data centers for more than 10 months. We found a remark-

ably conservative state of affairs: 99.9% of links had an incoming optical signal quality

that exceeded the minimum threshold. Even the median was 6 times higher. This over-

engineering is expensive because transceivers (i.e., devices that convert signals between

electrical and optical domains) account for 48–72% of the total data center network cost

depending on link length distribution. Motivated by this observation, we propose to

lower network cost by using transceivers beyond their specified limit. Our benchmark

shows that the reach of multiple commodity transceivers can be stretched by 1.6-4 times

their specification. However, 1–5% of data center network paths will suffer significant

packet loss.

To address this problem, we designed and implemented RAIL [155], a system that en-

sures applications use only network paths that meet their reliability requirements. RAIL

generates multiple virtual topologies on the same physical network topology. Each topol-

ogy guarantees a maximum packet loss rate. Applications bind to different topologies

based on their needs. Our evaluation shows that RAIL reduces data center network cost

by 10% for a 10 Gbps network and 44% for 40 Gbps network.

How to provide low-overhead network virtualization for containers? Containers have

become the mainstream method for hosting large-scale distributed applications. They

are attractive because they are portable, allowing application code and configuration to

run everywhere in the same way. Also, container virtualization is more lightweight than
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machine virtualization because an OS virtualizes its resource at the system call level (for

containers) rather than emulating the raw hardware (for virtual machines). The container

overlay network is key to supporting distributed containerized applications. It allows

containerized distributed applications to have their own network configurations, fully

decoupled from that of the host network.

Unfortunately, today’s container overlay network implementations impose significant

overhead in terms of throughput, latency, and CPU utilization. They use packet encap-

sulation for network virtualization. This means that each packet must traverse the OS

network stack twice and also traverses a virtual switch on both the sender and receiver

sides. This design resembles an overlay network architecture used for virtual machines.

Because the virtual machine has unilateral control of its network stack, the hypervisor

must send/receive packets without the context of network connections. However, the OS

kernel has full knowledge of network connections that are created inside containers.

We designed and implemented a solution called Slim [156] to virtualize Linux con-

tainer networking at connection setup time by manipulating connection metadata; it is

compatible with existing applications and requires minimal kernel changes. Slim achieves

lower overhead because packets go through the network stack only once. Our evaluations

show that Slim improves an in-memory key-value store by 66% and reduces its latency

by 42%. It reduces CPU utilization of the in-memory key-value store by 54%. Slim also re-

duces CPU utilization of a web server by 28–40%, a database server by 25%, and a stream

processing framework by 11%.

1.1 Thesis Organization

The remainder of the thesis begins with an overview of data center communication, cover-

ing the physical data center network, routing, and required system software for network

virtualization in Chapter 2. In Chapter 3, we study the problem of packet corruption in

the data center network. We present the design and implementation of CorrOpt to mit-

igate such corruption errors. Chapter 4 presents RAIL, a low-cost data center network
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architecture that uses redundancy to mask under-performing network links. Chapter 5

presents Slim, an OS kernel design for a low-overhead container overlay network. We

conclude in Chapter 6.
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Chapter 2

BACKGROUND

Data center communication is a foundational element of cloud computing. It consists

of three parts: (1) a physical data center network, including all networking hardware (e.g.,

switches, network links), (2) a management software layer, which implements routing and

failure tolerance, and (3) a system software solution, which virtualizes the network for cloud

applications.

2.1 Physical Network

The physical network is the hardware that supports data center communication. A large

modern data center network connects thousands of racks of servers using tens of thou-

sands of networking devices, such as switches, network links, and network interface cards

(NICs).

Servers are arranged in racks for easy deployment and installation. Each rack can hold

tens to hundreds of servers and has a top-of-rack (ToR) switch (also known as tier-1 switch

or rack switch), which connects all servers in the rack together and to the rest of the net-

work. Each server has a network link that connects it to the ToR switch. Communication

between servers within a rack goes through a simple NIC-ToR-NIC path. A network link

between a NIC and a ToR switch is usually made of copper, which is cost-effective at short

distances (within a rack).

To communicate between servers in different racks, a data center network (DCN) is

organized as a multi-stage, multi-rooted tree network where ToR switches are the leaf

nodes [27, 76, 139]. Figure 2.1 shows the 3-stage tree topology deployed in Facebook’s

data centers. Fabric switches (also known as tier-2 switches or cluster switches) are the switch
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Figure 2.1: Network topology for Facebook data centers [81]. It is a multi-root, 3-stage tree

network. The first, second, and third stage consist of rack switches, fabric switches, and

spine switches, respectively. Each rack switch is connected to a rack of servers. A pod

consists of 48 server racks and 48 rack switches and 4 fabric switches. Fabric switches

are connected to rack switches to provide connectivity across racks within a pod. A plane

contains up to 48 spine switches and a set of fabric switches. Spine switches are connected

to fabric switches to provide connectivity across pods. Edge switches connect the spine

switches of the data center to an external network.

stage above ToR switches. A cloud provider uses a pod to define a set of server racks that

are connected to the same set of fabric switches. Fabric switches provide connectivity

with a pod across different racks. Each ToR connects to multiple fabric switches for high

network capacity and fault tolerance. Spine switches (also known as tier-3 switches) cross-

connect fabric switches to provide connectivity across different pods. Overall, servers on

different racks communicate through either a NIC-ToR-Fabric-ToR-NIC path or a NIC-

ToR-Fabric-Spine-Fabric-ToR-NIC path depending on whether they belong to the same
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Figure 2.2: Schematic of an optical transceiver. A transceiver has two sides. The electrical

side interfaces to the switch while the optical side interfaces two fibers—one with a laser

and one with a photodetector. The transceiver has a modulator and a laser to encode bits

into an optical signal. It also has a photodetector and an amplifier to decode an optical

signal back to bits.

pod. Edge switches connect the spine switches to the external network.

A network link between two switches in modern data centers is almost always an

optical fiber link. An optical link consists of two transceivers, i.e., devices that transform

signal between optical and electrical forms, and two fibers. Figure 2.2 shows a transceiver

and its internal components; it has a transmit and a receive pipeline, each attached to an

independent fiber. The transmit side has a laser that emits light and a modulator that

modulates it according to the electrical input from the switch (the bits to be encoded).

The receive pipeline decodes incoming optical signals using a photodetector and an am-

plifier. When a switch sends data to another switch over an optical link, the sender side’s

transceiver first encodes the data into an optical signal via modulation. The optical signal

traverses the fiber, and the receiver side’s transceiver transforms the optical signal back

to an electrical form.

The performance of an optical link is quantified using a bit error rate (BER), the proba-

bility of a single bit being corrupted at the receiver. Corruption happens when the optical

power gap between bits 0 and 1 is too small to be reliably differentiated at the receiver.

The gap can be low because of poor signal characteristics at the transmitter (e.g., a poor-
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quality laser that spreads light over a wide spectrum) or because of attenuation and dis-

persion as light travels through fiber. Attenuation refers to a reduction in average signal

power, e.g., caused by the optical connectors attaching fibers to transceivers. Dispersion is

distortion of the signal’s shape.

To simplify manufacturing and deployment, IEEE standardizes transceiver character-

istics. Apart from wavelength (e.g., 850, 1310, 1510 nm) and transmission speed (e.g.,

10, 40, 100 Gbps), an important characteristic of each standard is the maximum reach at

which a transceiver is guaranteed to deliver a BER of 10−12 or better.

Two main categories of optical technologies are used in data center networks (DCNs)

today: multi-mode and single-mode. Multi-mode transceivers are cheaper because they

have relaxed constraints on laser spectral width and the coupling of laser with fiber. But

they also have a shorter reach because they suffer from modal dispersion, i.e., signal dis-

tortion due to differing path lengths taken by light waves in the fiber.

From different optical communication technologies, a cloud provider picks the most

cost-efficient way to connect switches in the data center. The provider considers both

the required transmission speed and the reach limit. Optical communication technolo-

gies are discrete in their reach distance. For example, IEEE has standardized two types

of 40 Gbps technologies: 100m 40GBASE-SR4 uses 850nm wavelength with multi-mode

fiber and 10km 40GBASE-LR4 1310nm wavelength with single-mode fiber. Because these

optical technologies are based on different physical design and implementation choices

(e.g., laser technologies), their reach limits are highly different. To connect two switches

that are 200 meters away in a 40 Gbps link, the cloud provider would pick the 10km

40GBASE-LR technology because the 100m 40GBASE-SR4 technology cannot reach far

enough.

2.2 Routing and Fault Tolerance

A server must first name the destination server to send data to it. Data centers today use

layer-3 routing (i.e., routing based on IP address). Each physical server has a unique IP
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address assignment, and the entire physical network’s routing tables are configured to

deliver network packets based on IP addresses.

With the multi-rooted tree topology shown in Figure 2.1, two servers on different racks

have multiple paths to choose from even when restricted to shortest path routing. To

leverage the redundant paths for higher network throughput, data center networks can

use Equal Cost Multipath (ECMP) routing to pick one of the shortest paths for each server

pair. In ECMP, switches compute a hash value based on the 5 tuple (i.e., sender IP address,

sender port, network-layer protocol, receiver IP address, receiver port) of a packet header

and then use the hash value to decide the path on which to place the packet. Note that the

hash function is deterministic, placing every packet in the same connection (i.e., having

the same 5 tuple) on the same path to prevent packet reordering at the receiver side.

While the data center network decides the path of a connection, servers control the

amount of traffic they want to send into the network. To prevent excessive traffic, servers

use congestion control mechanisms, such as TCP and its variants (e.g., CUBIC [78]). These

protocols detect congestion via either out-of-order packets or packet latencies. When con-

gestion is detected, congestion control slows the transmission rate, reducing network load

and preventing packet loss. Congestion losses are a well-known problem, and many im-

provements have been made in congestion control, active queue management, load bal-

ancing, and traffic engineering [29, 30, 31, 57, 122, 142, 145, 152, 102].

In a real deployment, multiple types of failures or other management issues can occur

in data centers; thus, routing has to be dynamic. Failures can be classified into two broad

categories: fail-stop failures and gray failures. Fail-stop failures are easy to detect: if a link

or switch fails, neighboring networking devices quickly notice because the failed device

can no longer send to them. To mitigate fail-stop failures, the data center network must

modify its routing behavior to route around any failed devices. Today, dynamic fault-

tolerant routing can be achieved through either a distributed route management protocol

(e.g., Border Gateway Protocol [97]) or a centralized routing table computation [108, 151].

Gray failures occur when a fraction of ongoing data packets are dropped on a switch
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or link. Detecting this type of failure is harder because the neighboring device can still

detect that the failed device is alive. Therefore, the cloud provider must monitor network

performance metrics (e.g., packet loss rates on all links); gray failures reduce network

performance and can cause application-level services to crash [34]. To mitigate them,

a network operator first diagnoses the root cause (e.g., faulty switches, poor hardware

installation, damaged optical fibers, dirty optical connectors) and then applies repairs,

accordingly.

2.3 Network Virtualization

Virtualization is a key feature clouds provide. It enables applications that traditionally

run on a private server to run in a shared server infrastructure. Currently, there are two

main approaches to virtualization, a container and a virtual machine. Both provide cloud

customers the illusion that their applications are running on dedicated servers. In this

thesis, we focus on containers.

Containers typically have four options for communication: bridge mode, host mode,

macvlan mode, and overlay mode (similar to how network virtualization works for vir-

tual machines). Table 2.1 compares the different modes in terms of the IP addresses used

by containerized applications and routing in the host network. Bridge mode is used exclu-

sively for containers communicating on the same host: each container has an independent

IP address, and the OS kernel routes traffic between different containers.

How can the cloud provider enable communication between containers on different

hosts? With host mode, containers directly use the IP address of their host network inter-

face. The network performance of host mode is close to the performance of any process

that directly uses the host OS’s network stack. However, host mode creates many man-

agement and deployment challenges. First, containers cannot be configured with their

own IP addresses; they must use the IP address of the host network interface. This com-

plicates porting: distributed applications must be re-written to discover and use host IP

addresses, and, if containers can migrate (e.g., after a checkpoint), the application must



14

Mode Applications use Routing uses

Bridge Container IP –

Host Host IP Host IP

Macvlan Container IP Container IP

Overlay Container IP Host IP

Table 2.1: Comparison of container networking implementation options. The first column

is the container communication mode. The second column is the IP addresses used in the

application, and the third column is the IP address used for routing in the host network.

be able to adapt to dynamic changes in their IP address. Worse, because all containers on

the same host share the same host IP address, only one container can bind to a given port

(e.g., port 80), resulting in complex coordination between different applications running

on the same host. In fact, container orchestrators, such as Kubernetes, do not allow usage

of host mode [96] due to these issues.

Macvlan mode or similar hardware mechanisms (e.g., SR-IOV) let containers have their

own IP addresses different from their hosts. Macvlan or SR-IOV let the physical NIC em-

ulate multiple NICs each with a different MAC address and IP address. Macvlan1 extends

the host network into the containers by making the container IP routable on the host net-

work. However, this approach complicates data center network routing. Assume that

a distributed application with IP addresses IP 1.2.3.[1-10] is not co-located on the same

rack, or that it is initially co-located but some containers are then migrated. In this case,

the host IP addresses will not be contiguous, e.g., one might be on host 5.6.7.8 and another

on host 9.10.11.12. Macvlan requires the cloud provider to change its core network rout-

ing to redirect traffic with destination IP 1.2.3.[1-10] to 5.6.7.8 and 9.10.11.12, potentially

1There are software approaches (e.g., Calico [45]) to extend the host network into containers. They have
the same problem as macvlan.
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requiring a separate routing table entry for each of the millions of containers running in

the data center. Further, containers must choose IP addresses that do not overlap with the

IP addresses of any other container (or host). Because of these complications, most cloud

providers currently block macvlan mode [103].

To avoid interference with routing on the host network, the popular choice is to use

overlay mode. This is the analog of a virtual machine but for a group of containers—each

container has its own network namespace with no impact or visibility into the choices

made by other containers or the host network. A virtual network interface (assigned an

IP address chosen by the application) is created for each container. It is connected to the

outside world via a virtual switch (e.g., Open vSwitch [124]) inside the OS kernel. Overlay

packets are encapsulated with host network headers when routed on the host network.

This lets the container overlay network have its own IP address space and network con-

figuration that is disjoint from that of the host network; each can be managed completely

independently. Many container overlay network solutions are available today—such as

Weave [144], Flannel [65], and Docker Overlay [54]—all of which share similar internal

architectures.

Figure 2.3 presents a high-level system diagram of a container overlay network that

uses packet transformation to implement network virtualization. It shows an OS ker-

nel and a container built with namespaces and cgroups. Namespace isolation prevents a

containerized application from accessing the host network interface. Cgroups allow fine-

grained control over the total amount of resources (e.g., CPU, memory, and network) that

the application inside the container can consume.

The key component of a container overlay network is a virtual switch inside the kernel.

This switch has two main functions: (1) network bridging, allowing containers on the same

host to communicate, and (2) network tunneling, enabling overlay traffic to travel across

the physical network. The virtual switch is typically configured using the Open vSwitch

kernel module [124] with VXLAN as the tunneling protocol.

To enforce various network policies (e.g., access control, rate limiting, and quality of
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Figure 2.3: Architecture of a container overlay network. A container is constructed by

cgroups and namespaces. Cgroups and namespaces are functionalities in Linux to isolate

resources. An application runs inside a container with a virtual network interface. The

OS kernel controls a virtual switch and a host network interface. Outgoing packets go

through the virtual network interface, the virtual switch, and the host network interface.

service), a network operator or a container orchestrator [96, 55, 80] issues policy updates

to the virtual network interface or the virtual switch. For example, firewall rules are typi-

cally implemented via iptables [83], and rate limiting and quality of service (QoS) can also

be configured inside the Open vSwitch kernel module. These rules are typically speci-

fied in terms of the application’s virtual IP addresses rather than the host’s IP addresses,

which can change depending on where the container is assigned.

The hosts running a set of containers in an overlay network must maintain a consistent

global network view (e.g., virtual to physical IP mappings) across hosts. They typically

do this using an external, fault-tolerant distributed datastore [61] or gossiping protocol.
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Chapter 3

CORROPT: UNDERSTANDING AND MITIGATING PACKET
CORRUPTIONS IN DATA CENTER NETWORK

This chapter focuses on understanding packet corruption in data centers. Packet cor-

ruption occurs when the receiver cannot correctly decode transmitted bits. Such decoding

errors are detected by the cyclic redundancy check in the Ethernet frame to fail, causing

the receiver to drop the packet. Packets may also be lost due to other reasons, such as

congestion. While recent studies categorize different sources of packet loss and acknowl-

edge packet corruption as a contributor [149, 35, 153], not much is known today about

the extent and characteristics of corruption-induced packet loss. To improve mitigation

techniques for packet corruption, we need a thorough understanding of its characteristics.

We present the first large-scale study of packet corruption in data center networks.

We monitor 350K switch-to-switch, optical links within 15 data centers of Microsoft, over

seven months. We find that the number of packets lost due to corruption is significant.

We uncover several relevant characteristics of corruption losses and contrast them with

those of congestion. For instance, while the loss rate due to congestion varies with link

utilization, that due to corruption is relatively stable over time and is independent of the

link’s utilization. This observation implies that reducing the load on the link, as in con-

gestion control, will not reduce the packet corruption rate. We also find that, compared to

congestion, corruption plagues fewer links but imposes higher loss rates on those links.

Finally, we find that corruption exhibits weak locality, i.e., the chances of multiple cor-

rupting links being on the same switch or being topologically close are noticeable but

low, while congestion exhibits strong locality.

We also analyze hundreds of trouble ticket logs to find the common root causes of
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corruption. These range from faulty transceivers (i.e., devices that convert between opti-

cal and electrical signals) and switches, to poorly installed hardware, to damaged optical

fiber, to dirty optical connectors. By monitoring the optical layer contemporaneously with

the tickets, we uncover the common symptoms for each root cause.

The prevalent method to mitigate corruption is to disable links with corruption loss

rate above a certain level (e.g., 10−6), provided that the switches to which they attach

have at least a threshold number of active uplinks toward the spine of the data center net-

work [104]. This threshold ensures that the hosts using the switch have enough leftover

capacity—otherwise, we might replace corruption losses with heavy congestion losses.

Links are disabled automatically using software that monitors the corruption loss rate of

each link. Though it does not repair corrupting links, this software is important because

it reduces the chances of application traffic experiencing corruption losses. For each dis-

abled link, a maintenance ticket is issued for operators to manually repair the link. The

operators attempt to repair the link via a sequence of steps (e.g., clean the optical fiber

and connectors; replace the transceiver; replace the cable), based on their expertise and

largely independent of the root cause. The link is enabled after each step, and the next

step is taken if the previous one did not succeed at eliminating corruption.

The method above has two limitations. First, the criterion for disabling links is greedy

and local. While such decisions can be made quickly, they miss better opportunities that

can reduce the level of corruption losses, i.e., disable links with higher corruption rates or

disable those with more alternative routes. We show that such opportunities exist while

meeting the same capacity constraint. Second, since the strategy to repair corruption

is agnostic of the root cause, it often takes multiple tries before the real root cause is

addresses. In fact, with the current strategy, the link is fixed in the first step only 50%

of the time.

Based on the observations above, we develop CorrOpt, a system to mitigate corruption

in data center networks. Because the problem of identifying the optimal set of corrupting

links to disable, which minimizes corruption losses while meeting capacity constraints,
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is NP-hard, CorrOpt uses a two-phase approach. First, when a link starts corrupting

packets, a fast decision is made on whether the link can be safely turned off. Even this

fast decision allows us to reduce corruption losses relative to the current method because

it considers the entire set paths from top-of-rack switches to the spine, instead of just

the switches adjacent to the link. But this fast decision is not optimal. To approximate

optimality, we use a second phase that does a global optimization to determine the set of

links that can be safely disabled. The combination of the two phases allows us to react

quickly and optimize later.

CorrOpt also has a recommendation engine that uses a root cause-aware approach to

propose the right repair for corrupting links. Based on the link’s characteristics (i.e., cor-

ruption rate, optical transmit power, optical receive power) and history of actions taken

thus far (if any), it generates concrete recommendations for operators on what corrective

action is needed. This recommendation engine has been deployed in over 70 Microsoft

data centers.

We evaluate CorrOpt using the deployment of the recommendation engine and a

trace-based analysis using data from production data center networks. We find that Cor-

rOpt responds to packet corruption quickly and lowers the amount of corruption losses

by up to three to six orders of magnitude, while meeting the desired capacity constraints.

We also find that our recommendation engine has improved the accuracy of repairing the

link at the first attempt from 50% to 80%.

3.1 Extent of Packet Corruption

We demonstrate the need to understand and mitigate packet corruption by quantifying

its extent in today’s data center networks. We show that the number of packets lost due to

corruption is startlingly high. Our analysis considers corruption- and congestion-induced

losses in 15 production data centers. We focus on switch-to-switch links. Corruption

mitigation, by disabling or routing around corrupting links, is relevant only for such links,

not server-to-ToR links. Further, as we discuss later, the complexity of repair is a concern
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Figure 3.1: Mean and standard deviation of packets lost per day due to corruption across

15 data center networks, sorted by their size. Values are normalized by the mean number

of congestion losses in each data center network. Horizontal dashed line denotes the

threshold when packets loss due to corruption and congestion are the same.

only for switch-to-switch links, which are optical and can go long distances; server-to-

ToR links, which are electrical and short, simply get replaced. As the data centers that we

study use standard designs and physical layer technologies (e.g., transceivers, fibers), we

expect our findings to be applicable to other data centers as well.1

The data center networks in our study have 4–50K links, and the total across all of

them is 350K. For each link, we use SNMP [47] to query its packet drop, packet error,

and total packet counts, as well as its optical power levels from its switch every 15 min-

utes. Our network operators found SNMP to be a reliable and lightweight mechanism

for monitoring these counters. The data cover a period of seven months. The results in

this section are based on three weeks of data, and the next section looks deeply into one

representative week. The rest of the chapter uses the entire data set.

Figure 3.1 shows the number of packets lost per day due to packet corruption and

congestion. The data center networks are sorted by size. The number of packet losses

1The data centers in our data set have diverse ages and have been through different rounds of equipment
replacement cycles. We do not have data of when each device is installed and thus cannot study the effect
of packet corruption over device lifetime.
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on the Y-axis is normalized with respect to mean congestion per data center network.

The error bars represent the standard variation around the mean for packets lost due to

corruption on different days.

While results vary across data centers and days, in aggregate, corruption losses is

a substantial fraction of packet losses. Although this graph does not show corruption

rate, the next section shows that it can be quite high for some links. This high level of

corruption loss happens even though there is already a system to discover and turn off

links with corruption. While this system has limitations, which we explain in Chapter 3.4,

we estimate that without it, corruption-induced losses would be two orders of magnitude

higher.

Our results clearly demonstrate the need for an effective strategy to mitigate corrup-

tion in data center networks. Our proposed system, CorrOpt, provides such a strategy. To

explain the rationale underlying its design, in the next two sections, we dig more deeply

into the nature of corruption and its root causes.

3.2 Corruption Characteristics

To develop a thorough understanding of packet corruption, in this section we identify the

characteristics of corruption and compare them to congestion. Though not our focus, our

observations can also help load balancing and congestion control systems appropriately

handle congestion versus corruption losses when switch counters are not available to

distinguish the two.

Corruption impacts fewer links but can be more severe than congestion. Our data

reveal that while congestion is a more widespread phenomenon in terms of the links it

impacts, packet corruption affects fewer links. We compute the percentage of links with

congestion and corruption loss rate above 10−8 and find that the total number of links
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Loss bucket links w. corruption links w. congestion

[10−8 - 10−5) 47.23% 92.44%

[10−5 - 10−4) 18.43% 6.35%

[10−4 - 10−3) 21.66% 0.99%

[10−3+) 12.67% 0.22%

total 100% 100%

Table 3.1: Comparison of the normalized distribution of links with congestion and corrup-

tion loss for different loss buckets. For example, 12.67% of total links that experience cor-

ruption, have a corruption loss rate greater than or equal to 10−3 (0.1% loss rate) whereas

only 0.22% of links with congestion, have congestion loss rate of 10−3. The numbers in

each column are normalized so that the table does not reveal the overall percentage of

links with congestion or corruption losses for confidentiality reasons.

with corruption is about 2-4% of those with congestion.2

This difference suggests that a small set of links have a high corruption loss rate, given

that the aggregate number of corruption and congestion losses is similar. Table 3.1 shows

the distribution of links with corruption and congestion in different loss buckets, normal-

ized such that the total in each column adds to 100%. Overall, only a small percentage of

links in the data center network have any corruption or congestion; we exclude these per-

centages for confidentiality. We see that over 90% of links with congestion have a loss rate

between 10−8 and 10−5. As the loss rate increases, the percentage of links with congestion

in each category decreases. This is expected, as congestion control reduces flows’ sending

rate which lowers the loss rate. However, the same trend does not hold for corruption:

12.67% of links appear in the last loss bucket with loss rate ≥ 10−3 (or 0.1%) whereas

2IEEE 802.3 standard requires each link to have corruption loss rate under 10−8, but operators today
tend to worry only when packet loss rates start approaching 10−6. In this chapter, we conservatively use
10−8 as the threshold to deem a link as lossy or non-lossy.
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(a) Loss rate of one link (b) CV of loss rate for all links

Figure 3.2: Packet loss rate over time for two types of loss events. Figure 3.2a compares the

corruption loss rate with congestion loss rate of a link for one week and shows corruption

has little variation than congestion. Figure 3.2b plots the cumulative distribution function

of the coefficient of variance of packet loss rate across 15 data centers for one week and

shows corruption loss rate has less variation compared to congestion loss rate.

congestion appears in 0.22% of links.

Corruption rate is stable over time. Figure 3.2a shows the corruption and congestion

loss rate of example links for one week. We can see that the corruption rate has less

variation compared to congestion which frequently varies by three orders of magnitude

in a short amount of time. A similar observation holds for the entire data set. We quantify

the level of variation of loss rate on a link using the coefficient of variation (CV), which is

standard deviation divided by the mean.

Figure 3.2b shows the cumulative distribution function (CDF) of the CV between con-

gestion and corruption loss rates for all links in one week. For 80% of the links, the CV for

corrupting links is smaller than four; for congestion, it is about twice that amount. Thus,

corruption loss rate is more stable than congestion loss rate on average.
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(a) Utilization vs. loss rate (b) Correlation of utilization and loss rate

Figure 3.3: Correlation of packet loss rate and traffic rate for two types of loss events.

Figure 3.3a shows a scatter plot of utilization versus loss rates of a link for one week. Un-

like congestion, the corruption loss rate does not change as the link’s utilization changes.

Figure 3.3b plots the cumulative distribution function of Pearson correlation between uti-

lization and logarithm of loss rate. The average Pearson correlation between utilization

and congestion loss rate is 0.62. The average Pearson correlation between utilization and

corruption loss rate is 0.19.

Corruption rate is uncorrelated with utilization. Inherently, corruption loss rate is sta-

ble over time because it does not vary with link utilization. Figure 3.3a shows a scatter

plot of utilization versus loss rate of a link for one week. Congestion loss rate has a posi-

tive correlation with the outgoing traffic rate. Unlike congestion, corruption loss rate does

not change as the link’s incoming traffic rate changes. To depict the lack of correlation in

all links, we compute the Pearson correlation between utilization of a link and the loga-

rithm of its loss rates. Figure 3.3b shows the cumulative distribution function of Pearson

correlation across all links. The mean correlation between incoming link utilization and

corruption loss rate is only 0.19, and 85% of the links have a correlation between -0.5 and

+0.5. Hence, for most links, the correlation is low between their utilization and corruption
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loss rate. In contrast, the mean correlation between the outgoing link utilization and the

congestion loss rate is 0.62, which indicates a strong positive correlation. This behavior

is expected: more traffic under randomized or bursty arrivals should lead to a higher

congestion loss rate.

Because the correlation between corruption loss rate and utilization is low, application

or transport layer reactions will not resolve it. Thus, unlike congestion, packet corruption

is a pernicious fault that is is not mitigated when senders slowdown. Instead, it persists—

to stop it, we must disable the link and then have technicians fix it. A related, unfortunate

aspect of corruption losses is that they lead transport protocols such as TCP to unneces-

sarily slow down, interpreting corruption loss as a signal of congestion. This does nothing

to resolve corruption but does hurt application performance.

Corruption has weak spatial locality. We investigated if corrupting links tend to be

spatially correlated (e.g., on the same switch or topologically close) or scattered across

the data center network (uniformly and) randomly. We found weak spatial locality. To

demonstrate this finding, we first compute the fraction of switches in the data center

network that have at least one link with a high corruption loss rate, i.e., in the set of

the worst 10% of corrupting links. We then simulate a hypothetical setting in which the

same number of corrupting links are randomly spread through the network, and again

compute the fraction of switches to which they belong. We then calculate the ratio of

the two switch fractions. For example, let’s say x% of switches contain the worst 10%

of corrupting links. If those corrupting links are uniformly distributed, y% of switches

will contain them. Then the ratio is x
y
. If the ratio is 1, it suggests that corrupting links

are scattered randomly across the switches. Lower ratios indicate more co-location with

switches.

We repeat this analysis for 100 different values, between 0 and 100%, for the set of

corrupting links chosen, and we also repeat the analysis for congested links. As Figure 3.4

shows, for congestion, the number of affected switches is only 20% of what the random
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Figure 3.4: Spacial locality for two types of loss events. The top X% loss rate links be-

long to Y% of switches. Y is normalized to the fraction of switches if the lossy links are

uniformly randomly distributed.

distribution suggests. This means congested links exhibit a high degree of spatial locality.

For corruption, this ratio is around 80%, which indicates weak spatial locality. We can also

see that when we focus on the worst corrupting links (e.g., the top 10%), the locality is

weaker. Thus, the worst offenders are more likely to be randomly spread in the network.

While we expected congestion to exhibit locality, the locality (albeit weak) of corrup-

tion surprised us. As we show in Chapter 3.3, it occurs because of shared root causes (e.g.,

bad switch backplane or poorly-routed fiber bundle). We also found that spatially related

links start corrupting packets at roughly the same time and have similar corruption loss

rates.

Corruption is asymmetric. Corruption in one direction of the link does not imply cor-

ruption in the reverse direction. With a week’s worth of data, we observed that only 8.2%

of the links with packet corruption had bidirectional corruption.3 For congestion, 72.7%

3This asymmetry implies that a more efficient way (in terms of network capacity) to mitigate corruption
would be to disable only one direction of the link, but since current hardware and software does not
allow unidirectional links, we disable both directions in CorrOpt.
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(a) Corruption (b) Congestion

Figure 3.5: Symmetry of packet loss rates for two types of loss events. Figure 3.5a shows

corruption loss rate at x-axis and the corruption loss rate on the opposite direction at

y-axis. Figure 3.5b is a similar figure for congestion loss rate.

of links with congestion losses had bidirectional losses. For those links with bidirectional

losses, Figure 3.5 shows average packet loss rate on both directions of the link. For con-

gestion, we see a cluster of links for which the congestion loss rates in both directions

are large. We speculate that high, bidirectional congestion is caused by link failures that

temporarily reduce network capacity for both upstream and downstream traffic.

Corruption is uncorrelated with link location. Corruption happens at every stage of

the data center network topology. We computed the probability that a link is corrupt-

ing for each stage of the network (e.g., ToR-to-fabric, fabric-to-ToR, fabric-to-spine), and

we did not observe any bias. This observation also implies that corruption does not de-

pend on cable length, since cable lengths at higher stages tend to be longer, or the type

of switch. In contrast, we find (in agreement with earlier work [139]) that certain stages

of the data center network have significantly fewer congestion losses than the rest. We

also find congestion losses to be inverse correlated with the use of deep buffer switches.

For switches at the same stage, shallow buffer switches experience more congestion losses
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than deep buffer switches.

3.3 Root Causes of Corruption

To successfully repair a corrupting link, operators need to address the root cause of cor-

ruption. We analyzed over 300 trouble tickets while monitoring all links’ optical receive

power (RxPower) and transmit power (TxPower), as well as their corruption statistics.

This tandem monitoring of tickets and link statistics turns up a set of symptoms that are

the most common signature of each root cause. In Chapter 3.4.2 we describe how we use

these symptoms to recommend repair actions to on-site technicians to help them eliminate

corruption faster.

Root cause 1: Connector contamination An optical link consists of fiber optics cable and

a transceiver on each end. Transceivers convert the signal between electrical and optical

domains, and the fiber carries the optical signal. In fiber optics, the tolerance of dirt or

contamination on a connector is near zero [87]. Airborne dirt particles may even scratch

the connectors permanently if not removed. Fiber tips or connectors can become contam-

inated during installation or maintenance. Patch panels can become contaminated if they

are left open to the air or scrape off foreign particles under repeated usage. Figure 3.6a

shows a fiber connection with 12 fiber cores. Prior to installation, technicians should in-

spect each fiber core manually using a fiber microscope. Figure 3.6b shows a magnified

image of two cores we inspected using a P5000i Fiber Microscope [84]. In this case, the

device found more than five defects larger than 2 µm in diameter on the right-hand side

fiber core and failed the test on it. Common types of contamination and defects include

dirt, oil, pits, chips, and scratches [63]. Fiber cleaning can remove dirt and contamination

on the connector.

Contamination reduces RxPower which increases the probability of packet corruption

by making it more likely that the transceiver is unable to decode the signal correctly [155].

Since fiber optics cables and connectors are unidirectional, we find that the most probable
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(a) Fiber connector (b) Magnified image of 2 fiber cores

Figure 3.6: Illustration of dirty optical connections. Figure 3.6a shows an fiber connection

consisting of 12 fiber cores. Figure 3.6b shows a magnified image of two cores. These

images were taken using a P5000i Fiber Microscope to inspect and certify fiber end face

quality in production data centers [84]. In this case, the tool found more than five defects

larger than 2 µm in diameter on the right-hand side fiber core. Technicians are supposed

to inspect each fiber core manually prior to installation–a task that is largely ignored be-

cause it is manual and cumbersome. Similar observations are reported for other fiber

types [66].

indicator of contamination is high TxPower on both sides of the link, with low RxPower

along only one direction of the link (i.e., the receiving side of corruption). As Figure 3.7

shows, the packet corruption of a link jumps at the same time as its RxPower drops, but

the TxPower on the opposite side remains stable. In this case, cleaning the both sides of

the link mitigates the corruption.

Not all forms of contamination cause low RxPower; some cause back reflections, where

the RxPower remains high but the reflections interfere with signal decoding. Transceivers

do not report on reflections, and thus we are not able to correctly identify this root cause
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(a) Optical power (b) Corruption loss rate

Figure 3.7: An example of a dirty connection causing packet corruption. RxPower sud-

denly drops on November 5, causing packet corruption loss to increase to 10−2 (1%). Tx-

Power on the transmit side shows no changes. Fiber cleaning takes place on November

27 which restores RxPower level and eliminates the corruption.

all the time. Such limitations of accurate identification exist for other root causes as well,

which is why the accuracy of our repair recommendations is not 100%.

Root cause 2: Damaged or bent fiber. Cable management is a tedious task in large

fiber plants. A bent or damaged fiber causes the optical signal to leak out of the fiber,

reducing the signal strength in the fiber. Cables should be laid such that they are not

bent beyond their specification, especially for fibers at the bottom layer of a fiber housing

mount. Figure 3.8 shows a case in our data center; the fibers at the bottom row are too

bent, causing corruption.

When we study the RxPower of damaged or bent cables, we find both sides of the link

are likely to have low RxPower coupled with high TxPower. Figure 3.9 shows an example

of a damaged fiber causing packet corruption. Another indicator of cable damage is that

switches on both sides experience packet corruption, which is otherwise rare (Chapter
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Figure 3.8: Illustration of bent fiber cables. Bent fiber (red arrow) can cause packet cor-

ruption when the fiber cable is bent tighter than its maximum bend tolerance.

3.2).

Root cause 3: Decaying transmitters. Transceivers are built using semiconductor laser

technology. While lasers tend to have a long life expectancy, old lasers can suffer deterio-

ration in TxPower, leading to low RxPower and corruption on the receive side of the link.

Replacing the dying transceiver can resolve the problem. The most probable symptom of

decaying transmitters is that the TxPower on the send side of the link and RxPower on

the receive side of the link are both low or are gradually decreasing.

Root cause 4: Bad or loose transceivers. Bad transceivers or loosely-seated ones (i.e.,

not properly plugged in) also cause corruption. When this happens, technicians should

take out the transceiver and plug it back in (a.k.a., reseating the transceiver). If the issue

is not resolved, the transceiver is likely bad and needs to be replaced.

When bad or loosely-seated transceivers cause corruption, optical TxPower and Rx-

Power on both sides of the link are high, but the link still corrupts packets. This symptom

is shared by root cause 5 as well, but a distinguishing characteristic of this root cause is
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(a) Optical power (b) Corruption loss rate

Figure 3.9: An example of a damaged fiber causing packet corruption. Fiber damage

happens on October 30 causing both sides’ RxPower to suddenly drop at the same time.

TxPower on both sides are not affected. When traffic is put on the link at the beginning of

December, the corruption loss rate is around 1%. Fiber replacement restores both sides’

RxPower back to normal level.

that only one of the links on the switch is bad. It is uncommon (but still possible) that

multiple transceivers on the same switch are bad or loose.

Root cause 5: Shared-component failure. Some infrastructure components in a data

center network, such as breakout cables4 and switches, are shared by multiple links. A

faulty breakout cable causes four links on the same switch to have packet corruption at

the same time. Breakout cable replacement can resolve the issue. Faults in the switch

backplane can also cause multiple links to experience corruption. In such cases, several

links on the shared infrastructure suffer packet corruption, despite good optical power

levels on all of them. In addition, the corruption loss rate on these links is similar. When

4A breakout cable splits a high-speed port (e.g, 40Gbps, 100Gbps) into several low-speed ports (e.g,
10Gbps, 25Gbps). It is typically used between switches with different port speed.
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switches have unused ports that are not affected by the failure, rewiring can resolve the

issue. Otherwise, the switch has to be replaced. This root cause is primarily responsible

for the spatial locality of packet corruption (Chapter 3.2). We find that links experiencing

packet corruption because of other root causes, which usually accompany low RxPower,

exhibit no locality.

Table 3.2 summarizes the root causes mentioned above, their symptoms and their rel-

ative contribution in our data centers. We use the notation of TxPower → RxPower to

indicate the power levels of each side of optical links. H and L indicate if the power level

is above or below the acceptable threshold (determined by the transceiver technology and

loss budget of links). The percentage of contribution of each root cause is presented as a

range because our ticket diaries show that technicians often take multiple actions (e.g.,

clear the connectors and reseat the transceiver) without logging which action resulted in

the repair. When a root cause is present in such a bundle, we assume that it was not

the culprit to compute the low end of the reported range and we assume that it was the

culprit to compute the high end of the reported range.

3.4 Mitigating Corruption

There are two aspects to CorrOpt, our system to mitigate corruption. First, to protect

applications from corruption, we disable corrupting links, while meeting configured ca-

pacity constraints. Meeting capacity constraints is important because otherwise we may

trade off corruption losses for heavy congestion losses. We consider disabling links in

this chapter; it requires minimal changes to our existing infrastructure. We consider other

strategies, such as error coding and traffic engineering to move sensitive traffic away from

corrupting links, in Chapter 4.

If we rely solely on disabling links for corruption mitigation, the data center network

will have fewer and fewer links as time progresses. Instead, we must also fix the root

cause of corruption, so links can be enabled again. Thus, the second aspect of CorrOpt

is generating repair recommendations for disabled links based on root causes and symp-
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Root cause

Most likely symptom

TxPower → RxPower

RxPower ← TxPower

Contribution

Connector contamination H → H , L← H 17-57%

Bent or damaged fiber H → L, L← H 14-48%

Decaying transmitter ∗ → ∗, L← L < 1%

Bad or loose transceiver H → H , H ← H , single link 6-45%

Shared component failure H → H , H ← H , co-located links 10-26%

Table 3.2: Summary of root causes of corruption, their symptoms and their relative con-

tribution in our data centers. H stands for high power; L for low power; * for either.

Contribution is range to indicate potential error in assigning root causes from repair logs.

Figure 3.10: Example of problems with switch-local checking. With ToR capacity con-

straints of c=60%: (a) Every switch keeps sc=c=60% of its uplinks alive, resulting in 8

disabled links, but only 9 out of 25 paths to the spine are still available for T , far below

the constraint of 60%. (b) When sc=
√
c = 0.77 of the links are kept online, the ToR capacity

constraint is met, but only 4 links can be disabled. (c) The optimal solution, which has 12

disabled links offline and meets the capacity constraints.
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toms described in Chapter 3.3. Our recommendations reduce both repair time and packet

loss (Chapter 3.6.2).

3.4.1 Disabling Corrupting Links

While disabling corrupting links reduces corruption losses, it also reduces network ca-

pacity. In extreme cases, blindly disabling links can create congestion or even partition

the network.

To lower corruption losses without creating congestion, we consider a common ca-

pacity metric [99, 140, 149]: the fraction of available valley-free paths from a top-of-rack

switch (ToR) to the highest stage of the network (i.e., the spine). This metric quantifies

available capacity and redundancy for a ToR after links are disabled. Because traffic de-

mand can differ across ToRs [73], we allow per-ToR thresholds. Our data show up to 15%

of corrupting links cannot be disabled due to capacity constraints under realistic configu-

rations (e.g., when every ToR has threshold between 50–75%).

CorrOpt determines the subset of links to disable based on the impact of corrupting

links that remain active. Each link l with packet corruption rate of fl has impact I(fl),

where I(.) is a monotonically increasing penalty function that reflects the relationship

between application performance and loss rate [120, 152]. CorrOpt aims to minimize the

total penalty of packet corruption, i.e.,
∑

l∈links(1 − dl) × I(fl), where dl is 1 if the link is

disabled and 0 otherwise. Our goal is to determine the value of dl for each link l, while

meeting capacity constraints.

However, as we prove in Appendix A (via reduction to 3-SAT) this problem is compu-

tationally difficult.5

Theorem 1. Deciding which links to disable in a Clos topology, s.t. the total penalty of packet

corruption is minimized under capacity constraints, is NP-complete.

5The NP-hard problem stated in [42] is orthogonal to our formulation, as it moves logical machines
between physical machines.
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Because of the complexity, we cannot quickly determine the optimal set of links to disable.

Speed is desirable to protect applications from corruption, but it is not possible to be both

fast and optimal.

State-of-the-art: switch-local checking. Current data center network operators opt for

speed [104]. When a new corrupting link is found, a controller decides whether it can be

disabled based on the number of available uplinks at the switch to which it is attached.

For a threshold of sc and a switch with m uplinks, bm × (1 − sc)c of the uplinks can be

disabled. For example, with m = 5 uplinks and sc = 60%, at most two uplinks can be

disabled. When a link is enabled, after repairing corruption or other problems, the same

check is run for all active corrupting links to see if additional links, which could not be

disabled before, can be disabled now.

Unfortunately, switch-local checks can be sub-optimal. Figure 3.10 shows an example,

where T is a ToR with five uplinks, to switches (A through E) that also have five uplinks

each. Corrupting links are in red, and dashed lines represent disabled links. Suppose we

want each ToR to have capacity≥ c=60%. If we directly map c to a switch-local constraint,

i.e., sc=c, Figure 3.10a shows the network state that will emerge. Switch-local checking

leads to disabling eight links. However, ToR T now has only nine of 25 (36%) possible

paths to the spine, far below the desired limit of 60%.

This problem can be fixed by enforcing a switch-local capacity constraint of sc =
√
c =

0.77 because this forces c fraction of paths to the spine switches to be available. But now,

as shown in Figure 3.10b, each switch can disable only one corrupting uplink, for a total of

four disabled links (out of a total of 16 corrupting links). The optimal solution, however,

shown in Figure 3.10c, can disable as many as 12 corrupting links, for a much lower total

penalty due to active corrupting links.

Generalizing the example above, in a simple ToR-fabric-spine-topology, a capacity

constraint of c requires every switch to keep
√
c of its uplinks. Otherwise, the capacity

constraint can be violated. The gap widens when the data center network has more tiers:
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with r tiers above the ToR-level, a switch-local algorithm needs to keep r
√
c fraction of

uplinks active.

Another limitation of a switch-local checker is that it cannot handle different ToR re-

quirements well. If one ToR has a high capacity requirement c′, all upstream switches

need to keep r
√
c′ uplinks active. A switch-local checker may not be able to disable a

single link in extreme cases.

CorrOpt’s approach. CorrOpt achieves both speed and optimality using a two-pronged

approach. First, when a new corrupting link is found, it runs a fast checker for a quick

response that exploits global network state to bypass the sub-optimality of switch-local

checking. Second, when links become active, CorrOpt runs an optimizer that globally

optimizes over all active corrupting links in the network. Link activations allow other

remaining corrupting links to be turned off. Those links tend to have lower loss rates

than newly arrived corrupting link due to the fast checker disabling lossy links, which

gives us more time to compute a better solution. By analyzing the failure structures in

our data set, we are able to efficiently solve the practical instances of this NP-complete

problem. We now provide more detail on the two components.

Fast checker. Conceptually, when a new corrupting link l arrives, CorrOpt counts the

remaining paths for each ToR to the spine assuming l is removed from the topology. If

no ToR’s constraint is violated, CorrOpt disables l and creates a maintenance ticket for it

with a recommended repair. This process is repeated for each new corrupting link. As

long as no link is activated since its last run, the network state after the fast checker runs

is maximal, i.e., no more links can be disabled. Thus, we never need to re-run the fast

checker on old corrupting links.

Because of its exact counting of paths, our fast checker can disable more links than

switch-local checking. A naive implementation of the fast checker is to iterate over all the

paths from ToR switches to the spine switches in order to count the number of available
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paths for each ToR. That would be slow because a large data center network can possibly

have millions of paths. Using information about the links E in the data center network,

we efficiently implement CorrOpt’s fast checker as follows. First, for each switch v2 in

the second-highest stage, we count the active (one-hop) paths p1(v2) to the spine (i.e., the

highest stage). Then, each switch v3 in the third-highest stage adds p1(v2) to each of its

active uplinks, obtaining the number of two-hop paths p2(v3) to the spine. This process is

iterated until the ToR-stage is reached.

With this information, to see if l can be safely disabled, we check the downstream of

l, updating the path counts with the same method, beginning with the switch directly

downstream of l. If all downstream ToRs of l meet the capacity constraints with l offline,

l is disabled. Conceptually, we perform O(1) operations per link, resulting in a linear

runtime of O(|E|). In our experiments, the fast checker takes only 100-300 ms for the

largest data center network in our data set, effectively providing instantaneous decisions.

Optimizer. When a link is enabled, one option is to rerun the fast checker on all active

corrupting links, as is done today in switch-local checks. However, we can afford to

run a potentially-slower computation to determine the optimal subset of links to disable,

given the newly available capacity. The optimization problem is what we defined earlier,

operating over the set of active corrupting links.6

Even though the problem is NP-complete, we can provide a fast exact algorithm in

practice. First, we find that, under realistic capacity constraints, 99% of the ToRs can be

ignored because their capacity constraints will not be violated even if all corrupting links

are disabled. Only the links that are in danger of capacity constraint violation need to

be considered. To identify such links, we run fast checker’s path counting procedure on

6For practical reasons, CorrOpt does not enable corrupting links before they have been repaired. In the-
ory, we can further reduce corruption losses by doing so; e.g., pre-maturely enabling a link with a lower
corruption rate may allow a link with a higher corruption rate to be disabled. On the small to medium
data center networks in our data set, the performance of this optimal version was close to that of Cor-
rOpt. We could not evaluate this version on our large data center networks because of its computational
complexity, which is worse than CorrOpt’s optimizer since it considers a bigger set of links at each step.
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Figure 3.11: Example of topology pruning. If capacity constraint is 50%, only ToR J will

violate the constraint if all corrupting links (in red) are disabled. Hence, we only need to

consider the pruned topology and can safely disable the other three links.

the network with all corrupting links considered disabled, identifying all ToRs V whose

capacity constraints are violated. Only disabling links upstream of the ToRs in V can

violate capacity constraints. All corrupting links not upstream of V can hence be safely

disabled, thus pruning the topology.

For instance, in Figure 3.11, assume the capacity constraint is 50%. The corrupting

links are shown in red, and if we were to disable all of them, ToRs G, H, and I will have

at least two out of four paths to the spines, but ToR J will have only one. Thus, we can re-

move all links and switches except those upstream of J, and the three removed corrupting

links can be safely disabled.

Next, we need to decide which remaining corrupting links in the pruned topology

can be disabled. CorrOpt iterates through all possible subsets to measure (1) whether

the capacity constraint is met if the entire subset is turned off (2) and the total penalty

if the subset is turned off. To improve performance, CorrOpt uses a “reject cache” to

memorize subsets that can fail capacity constraint. This allows CorrOpt to ignore any

super set of set in the reject cache. For example, in Figure 3.11, {AF, EJ} can be kept in the

cache because turning both AF and EJ off means ToR J has at most one path (25%) to the

core network. Any subset S such that S is a superset of {AF,EJ} is guaranteed to fail the
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capacity constraint and thus can be ignored.

The output of CorrOpt’s optimizer is an exact solution to the optimization problem.

Pruning only removes links that can be safely disabled and the “reject cache” only skips

infeasible link sets. In our experiments, the combination of techniques allows the opti-

mizer to run in less than one minute on a 1.3 GHz computer with 2 cores, for the topolo-

gies in our data set.

3.4.2 Corruption Repair

Simply stated, repairing corruption in today’s data center networks is cumbersome. Un-

like switch configuration errors or congestion, corruption cannot be remedied via a software-

based reaction. For example, as mentioned in Chapter 3.3, dirt on connectors can cause

corruption, and the only repair is to manually clean the connections. If the root cause

of the corruption is not correctly diagnosed, on-site technicians must rely on guesswork

when deciding what action to take.

Network technicians currently use manual diagnosis. When assigned to a ticket, they

manually inspect the transceiver and the fiber to find tight bends or damage. If equipment

is not connected firmly, they reconnect it. If tight bends or damage are found on the

fiber, the technicians replace the fiber. If they cannot find any problem visually, they may

choose to clean the connector with an optical cleaning kit [141].

If the repair does not address the actual cause of packet corruption, the link will con-

tinue to corrupt packets as soon as the link is enabled. Figure 3.7 and Figure 3.9 show

examples of successful repair. In contrast, Figure 3.12 shows a series of two unsuccessful

repair attempts. Both include cleaning the fiber and reseating the transceiver. Finally, on

the third try, the technician replaces the fiber and fixes the corruption.

This whole process takes several days. In between repair attempts, the link is enabled

and a new ticket is generated when it is disabled again. Generated tickets are placed in

a FIFO queue; thus, the exact time needed for a fix depends on the number of tickets
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(a)

(b) (d)

(c)

(f)

(g)(e)

Figure 3.12: An example of unsuccessful repair actions on a link. (a) A healthy state with

corruption loss rate below 10−8. (b) Starts corrupting packets. (c) Disabled for repair.

(d) Enabled after the repair but starts corrupting packets again. (e) Disabled again. (f)

Enabled after but the repair failed again. (g) Disabled again for repair, and the repair is

finally successful, more than a week after the problem started.

in the queue. Our analysis of 3400 tickets shows that, on average, it takes two days for

technicians to resolve a ticket; this means, each failed repair attempt adds two more days

during which the link must be disabled.

Unsuccessful repairs also increase the likelihood of collateral damage because tech-

nicians need to enter the facility more often. Each entry poses a risk of them affecting

something unrelated (e.g., tripping over cables, replacing the wrong cable or transceiver,

or accidentally powering off equipment).

In CorrOpt, we seek to improve the accuracy of repair by leveraging our observa-

tions of the most likely symptoms of corruption root causes (Chapter 3.3) in terms of

optical power levels and the link’s history. Our strategy is listed in Algorithm 1. It first

uses packet corruption rate on neighboring links to identify shared component failures.

Then it uses TxPower on the opposite side to detect decaying transmitters. CorrOpt uses

RxPower to separate optical and non-optical issues. With non-optical issues, the only
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Algorithm 1 CorrOpt’s recommendation engine
1: function RECOMMEND REPAIR(link)

2: neighbors← links sharing same component (i.e., switch)

3: if has corruption(neighbors) then

4: return Replace shared component

5: if has corruption(opposite side) then

6: return Replace cable/fiber

7: Rx1← RxPower of link

8: Rx2← RxPower of opposite side of link

9: Tx2← TxPower of opposite side of link

10: if Tx2 ≤ PowerThreshTx then

11: return Replace transceiver on the opposite side

12: if Rx1 < PowerThreshRx and Rx2 < PowerThreshRx then

13: return Replace cable/fiber

14: if Rx1 < PowerThreshRx then

15: return Clean fiber

16: else

17: if Transceiver is not reseated recently then

18: return Reseat transceiver

19: else

20: return Replace transceiver

solution is to try reseating the transceiver, and then to replace it.

CorrOpt uses PowerThreshRx (PowerThreshTx) per optical technology as the minimal Rx-

Power (TxPower) threshold. When both ends of a link have RxPower below PowerThreshRx,

this suggests bent or damaged fiber. Connector contamination tends to cause RxPower to

be low in one direction. Cleaning connectors with fiber cleaning kits can often fix corrup-

tion.

CorrOpt’s recommendation engine has been deployed in Microsoft data centers since

October 2016. Chapter 3.6.2 evaluates its effectiveness.
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Figure 3.13: CorrOpt’s system components and workflow.

3.5 Implementation

Figure 3.13 shows the workflow and system components of CorrOpt. When a switch

detects packet corruption, it reports to the CorrOpt controller. The controller uses the

fast checker logic to quickly determine if the link can be safely disabled. If the link is

disabled, the recommendation engine (Chapter 3.4.2) generates a ticket with a suggested

repair procedure, based off the monitoring data (collected by another system). When a

link is activated, CorrOpt uses the optimizer logic to check if any active corrupting links

can be disabled.

We implemented fast checker and optimizer with around 500 lines of python code.

We integrated CorrOpt’s recommendation engine into the cloud provider’s infrastructure

with around 50 lines of C# code.
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3.6 Evaluation

We now evaluate CorrOpt for i) its ability to protect applications by safely disabling cor-

rupting links, while meeting capacity constraints; and ii) its ability to speed repairs by

correctly identifying the root cause. The first evaluation uses simulations based on data

from our data center networks, and the second uses our deployment of CorrOpt’s repair

recommendation engine for three months. We study these two factors individually in

Chapter 3.6.1 and Chapter 3.6.2, and we quantify their combined impact in Chapter 3.6.3.

3.6.1 Disabling Links

We simulate the impact of CorrOpt using the topologies and link corruption traces from

two production data centers, a large data center network with O(35K) links and a medium-

sized data center network with O(15K) links. The trace period is from Oct to Dec 2016.

We quantify the effectiveness of CorrOpt at disabling links using “total penalty.” Each

corrupting link l with corruption rate fl incurs a penalty of I(fl) per second (Chapter

3.4), and the total penalty per second is
∑

l∈links(1 − dl) × I(fl), where dl is 1 if the link is

disabled and 0 otherwise. For simplicity, results in this chapter use I(fl) = fl. Thus, the

total penalty is proportional to corruption losses (assuming equal utilization on all links).

We compare CorrOpt with “switch-local,” the link disabling technique used today. As

we discussed earlier, for this method to guarantee a capacity constraint of c, it should be

configured with sc =
√
c for three-stage data center networks (which is what we study).

To isolate the impact of link disabling strategy, we couple both methods with the same

repair effectiveness (as CorrOpt’s). When a link is disabled, it is put into a queue of links

that are waiting to be fixed. Links stay in that queue for two days, the average service

time in our data center networks (Chapter 3.4.2). Based on our observed repair accuracy

(Chapter 3.6.2), 80% of the links are repaired correctly after this time. The remaining take

an additional round to fix, so the overall it takes them four days to be enabled again.

Figure 3.14 shows the performance of both methods for the two data center networks,
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(a) Medium DCN (b) Large DCN

Figure 3.14: Total penalty per second of switch-local and CorrOpt when the capacity con-

straint is 75% for every ToR, for traces taken from two data centers.

when the capacity constraint is c=75% for every ToR. The x-axis is time, and the y-axis

is total penalty per second. We see that the penalty of the switch-local checker is much

higher, because of its sub-optimality that we illustrated earlier. It is piecewise flat for

switch-local approach because there is a set of corrupting links that approach is not able

to disable and in our model, they corrupt packets at constant rates. It is not completely flat

due to the arrivals of corrupting links. In contrast, CorrOpt can disable the vast majority

of the corrupting links, leading to a much lower penalty. The penalty varies with time

based on the number and relative locations of corrupting links in the data.

The inability of the switch-local checker to disable links is visible in Figure 3.15 and

Figure 3.16, which show the worst ToR’s fraction of available paths to the spine when the

capacity constraint is 75% and 50%. When lines overlap, it means for some period of time,

performance of CorrOpt is the same of switch-local check. When capacity constraints are

low (50%), CorrOpt and switch-local lines overlap. Overall, we see that CorrOpt can hit

the capacity limit as needed, but switch-local often leaves links enabled even though it is

not limited by the capacity constraint.
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(a) Medium DCN (b) Large DCN

Figure 3.15: Fraction of available paths to the spine for the worst ToRs when the capacity

constraint is 75%, for traces taken from two data centers.

Impact of the capacity constraint The advantage of CorrOpt over today’s switch-local

checks depends on the capacity constraint. If the constraint is lax, both methods are ex-

pected to perform similarly, as both can turn off almost all corrupting links. However,

when the constraint is more demanding, the intelligent decision making of CorrOpt be-

gins to shine. For different capacity constraints, Figure 3.17 shows the total penalty, inte-

grated over time, of CorrOpt divided by that of the switch-local checker. Since our penalty

function is linear in corruption losses, this ratio represents the reduction in the amount of

corruption losses.

We see that when the capacity constraint is lax (c=25%), as expected, there is no differ-

ence between the two methods. However, when the capacity constraint is 50% or higher,

a more realistic regime, CorrOpt outperforms the switch-local checker. On the medium

size data center, with a capacity constraint of 50%, CorrOpt can eliminate almost all cor-

ruption while the switch-local check keeps some corrupting links active. Thus, the total

penalty ratio drops to 0. When the capacity constraint is 75%, CorrOpt’s total penalty is
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(a) Medium DCN (b) Large DCN

Figure 3.16: Fraction of available paths to the spine for the worst ToRs when the capacity

constraint is 50%, for traces taken from two data centers.

three to six orders of magnitude lower across both data centers.

Fast checker vs. optimizer To isolate the performance gain of fast checker and opti-

mizer, we simulate the large data center network using fast checker alone, which is run

both when new corrupting links appear and disabled links are activated. We bin time

into one-hour chunks and estimate the total penalty incurred using fast checker alone

compared to the full CorrOpt logic. Figure 3.18a shows the total penalty ratio of using

CorrOpt versus using fast checker only for a month-long period. We see most of the time,

using the optimizer has little benefit. However, during certain periods, it can significantly

reduce corruption losses compared to using fast checker alone. Figure 3.18b shows the cu-

mulative distribution function of the ratio of the penalty of CorrOpt over that with using

fast checker alone with one-hour bins. The optimizer yields no benefit for 90% of the time.

For 7% of the time, using the optimizer reduces the total penalty per second by at least

one order of magnitude.
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(a) Medium DCN (b) Large DCN

Figure 3.17: Total penalty of CorrOpt divided by switch-local for different capacity con-

straints, for traces taken from two data centers.

3.6.2 Accuracy of Repair Recommendations

CorrOpt’s repair recommendation engine has been deployed across 70 data center net-

works of different sizes since Oct 2016. Because of certain limitations of the current in-

frastructure, the deployed version is simpler than the version outlined in Chapter 3.4.2. It

uses a single RxPower threshold rather than customizing it to the links’ optical technology

(information about which was not readily available), and it does not consider historical

repairs or space locality. As a result of these simplifications, the results are a conservative

estimate of the efficacy of the full system.

To evaluate CorrOpt, we analyze tickets generated between Oct 22 and Dec 31 2016.

In this period, it generated close to two thousand tickets with a repair recommendation.

Not all generated tickets have a repair recommendation because we cannot get optical

power information from all types of switches. We deem repair successful if we do not see

another ticket for the same link within a week. Because corruption faults are infrequent,

if a link experiences corruption soon after a repaired, it is likely that the repair was not

successful.
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(a) Penalty Ratio over Time (b) Penalty Ratio CDF

Figure 3.18: Total penalty ratio of using CorrOpt versus using fast checker alone for the

large data center network in our trace. (a) The penalty ratio over time. (b) The cumulative

distribution function of the ratio over the entire simulation period, for each hour in the

trace.

Based on this analysis, the success rate of repair was 58.0%, which is much lower than

our expectation. To investigate, we read diaries of 322 tickets. We found that 30% of the

time, technicians were ignoring the recommendations! Since CorrOpt is newly-deployed,

not all operators have been informed or trained to leverage the information it provides.

When the technicians followed our recommendation, the success rate was 80%. In

contrast, our analysis of tickets before CorrOpt’s deployment revealed that the previous

repair success rate was 50%. The higher success rate of CorrOpt implies the links can be

put back into service sooner; at the same time, it reduces the risk of collateral damage that

occurs with each manual intervention.

CorrOpt’s higher accuracy of repair also lowers corruption losses because it leads to

faster repairs. Thi means more healthy links in the data center network, which allows

more corrupting links to be disabled while meeting capacity constraints. To quantify this

effect, we ran simulations similar to those in the previous section and considered two
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(a) Medium DCN (b) Large DCN

Figure 3.19: Penalty ratio comparing impact of CorrOpt repair recommendations on cor-

ruption loss. For both traces, CorrOpt’s repair recommendations help lower corruption

loss.

different repair processes. With CorrOpt, 80% the links are repaired in two days and the

rest in four days (i.e., requiring two attempts). Without CorrOpt, 50% of the links are

repaired in two days and the rest in four days. In both cases, CorrOpt’s link disabling

algorithm was in used.

Figure 3.19 shows the results for different capacity constraint for the medium and

large data center networks from the earlier traces. The penalty is normalized to that of

the setting without CorrOpt repair recommendations. We see that, in addition to their

other benefits, CorrOpt repair recommendations reduce corruption losses by 30% when

the capacity constraint is 75%, for this simulated scenario for the data centers in our traces.

3.6.3 Combined Impact

We conclude by evaluating the combined impact of CorrOpt’s strategy of disabling links

and repair recommendations. (Previous sections studied their impact individually.) We

compare it to the current practice of using switch-local checks to disable links and 50%
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repair accuracy.

In terms of reducing packet losses, the results are similar to those in Figure 3.17. That

is because most of the gain stem from its strategy for disabling links, though its higher

repair accuracy has other benefits noted above. Overall, in the realistic capacity constraint

regime of 75%, CorrOpt reduces corruption losses by three to six orders of magnitude.

Finally, we also find that the massive reduction in corruption losses with CorrOpt

does not come at the expense of significantly reduced network capacity. We measure the

average fraction of paths to the spine available for each ToR when the capacity constraint

is 75%. We find that, compared to the current practice, CorrOpt reduces this average by

at most 0.2% across all one-second time intervals.

3.7 Future Extensions

We discuss a few directions for extending CorrOpt.

Accounting for the impact of repair. While disabling a link has limited local effect,

we found in our deployment that repairing it can sometimes cause collateral damage. For

example, when one link in a breakout cable has packet corruption, to repair the breakout

cable, an additional three healthy links have to be turned off. A future extension of Cor-

rOpt would be to account for such collateral impact, e.g., by enabling other (lossy) links

while the repair is occuring.

Improving the performance of the optimizer. Our optimizer suffices for today’s data

center networks, but it may need to be extended for larger networks or for those with

more corrupting links. One approach is to divide corrupting links into non-overlapping

segments such that the decision to disable them is independent of other segments. Figure

3.20 shows an example. Such segmentation significantly reduces the search space.
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Figure 3.20: Example of topology segmentation. The corrupting links to D affect ToRs

G,H, and the leftmost link affects G, resulting in Segment 1. The corrupting link from A

to F affects ToRs I,J, with the uplinks of I,J only affecting themselves respectively, resulting

in Seg 2. We can thus optimize Seg 1 and Seg 2 independently. Pruning shrinks Seg 1,2

further, depending on capacity constraints.

3.8 Related Work

Our work follows a rich body of work on understanding, diagnosing, and mitigating

faults in large, complex networks. While it is not possible to cover everything here, we

place our work in the context of the most relevant, recent work.

Packet corruption in data center networks. Some work has acknowledged corrup-

tion as a problem. For instance, NetPilot [149] observes that corruption hurts application

performance and develops a method to locate corrupting links without access to switch

counters.

Faults in data center networks. Many prior studies have considered other types of

faults in data center networks [36, 41, 75]. For instance, Gill et al. [74] study equipment

failures in data center networks, characterizing different elements’ downtime and failure

numbers, combined with an impact estimation and redundancy analysis. Our focus is on

a different type of fault—packet corruption—and its mitigation.
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Fault mitigation. Most work on fault mitigation focuses on congestion or fail-stop

faults, using techniques such as load balancing and fast rerouting [146, 28, 40, 101, 150];

however, these are less relevant for corrupting links (e.g., reducing traffic on the link

will not alleviate corruption). We view corruption as an anomaly and mitigate it by dis-

abling corrupting links, so they can be repaired. zUpdate [99] and NetPilot [149] depend

on knowledge of future traffic demand to further reduce congestion loss when network

topology changes. Those techniques are complementary to CorrOpt’s link disabling tech-

niques. CorrOpt can work in settings where future traffic demand is not available.

Root cause diagnosis. Using optical-layer characteristics to diagnose network faults

was previously proposed by Kompella et al. [93]. Ghobadi et al. [72] use optical-layer

statistics to help predict failures in backbone networks. CorrOpt’s diagnosis of corruption

failures is based on our large-scale study of optical links in data center networks.

3.9 Summary

Our analysis of packet corruption across many data center networks showed that the

extent of corruption losses is significant. It also showed that, compared to congestion,

corruption impacts fewer links but imposes heavier loss rates, and the corruption rate

of a link is temporally stable and uncorrelated to its utilization. CorrOpt, our system to

mitigate corruption, lowers corruption losses by three to six orders of magnitude by in-

telligently selecting which corrupting links to disable while meeting configured capacity

constraints. It also generates repair recommendations that are guided by common symp-

toms of different root causes. This recommendation engine is deployed in Microsoft data

centers, where it improved the accuracy of repair, when its recommendations were used,

from 50% to 80%.



54

Chapter 4

RAIL: A CASE FOR REDUNDANT ARRAYS OF INEXPENSIVE
LINKS IN DATA CENTER NETWORKS

In this chapter, we take a look at how to reduce the cost of the data center network

from a physical-layer perspective. In modern data center networks, all inter-switch links

tend to be optical, and the design objective is that every link should have a bit error rate

(BER) lower than 10−12.1 To meet this objective, when manufacturers rate transceivers—

devices that convert signals between electrical and optical domains—for a certain link

length (e.g., 300m), they assume worst case operating conditions (e.g., temperature, signal

attenuation due to connectors). These worst-case conditions are rare, and consequently,

the vast majority of the links are significantly over-engineered—the optical signal quality

is much higher than what is needed to support 10−12 BER.

To confirm and quantify physical layer over-engineering in today’s data center net-

works, we conduct what to our knowledge is the first large-scale study of operational

optical links. We analyze over 300K links across more than 20 data centers of a large

cloud provider over a period of 10 months. We find a remarkably conservative state of

affairs—99.9% of the links have incoming optical signal quality higher than the minimum

threshold for 10−12 BER, with the median 6 times higher.

This over-engineering is expensive—transceivers account for 48–72% of total data cen-

ter network cost depending on link speed and link length distribution (Chapter 4.6)—and

reducing it can lower network costs. While there are multiple ways to do so, we explore

1The BER requirement of 10−12 was standardized by the IEEE in 2000 [16] and is likely a holdover
from the telecom world. In reality, few data center applications today need that level of BER. RDMA
is perhaps the most BER-sensitive application today, and a BER of 10−10 suffices for it [152]. A lower
threshold would likely make our techniques more effective. However, for the purposes of this chapter,
we make the conservative assumption that some (future) applications will need 10−12 BER.
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an approach that does not require any changes to existing hardware. Inspired by the ap-

proach of running data centers at higher temperatures than manufacturers’ specifications

for hardware [59], we suggest data center network operators use transceivers for link

lengths that are greater than manufacturers’ specifications. This approach can lower costs

because transceivers with shorter length specification tend to be cheaper; thus, cheaper

transceivers can be used for many links that ostensibly need more expensive ones today.

However, because of transceiver “stretching,” some links in the data center network

may have BER higher than 10−12. Traffic on such gray links will experience higher loss

rates because more packets will have bit errors. With the right routing software, the over-

all impact on application performance is likely to be negligible. Many applications do not

need BER of 10−12 and can be carried over gray links without hurting their performance.

Moreover, since the network has many paths between pairs of top-of-rack switches, appli-

cations requiring high reliability can be well supported by being routed through low-loss

paths.

Two questions remain about our approach: i) how much can cost be reduced by

“stretching” transceivers beyond their specifications? And ii) how can we ensure ap-

plications only use paths that meet their loss tolerance? To answer the first question, we

perform extensive simulations and experiments with transceivers under realistic condi-

tions. We show that depending on the technology (10 or 40 Gbps) and the desired upper

bound on the fraction of gray paths (1% or 5%), current transceivers can be stretched from

1.6 to 4 times their specified length. At these design points, for a fat tree topology, and

depending on the link length distribution, the cost of the network can be lowered by up

to 10% for 10 Gbps and 44% for 40 Gbps networks.

We answer the second question by designing RAIL. It is a practical system that builds

multiple virtual topologies on the same physical topology, where the class of the topology

offers a bound on the maximum packet error rate (i.e., grayness) on any path in it. The

first-class topology does not have any gray paths; hence, it offers the same path packet

error rate guarantee as current data center network designs. Other classes increasingly
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use grayer links. Each application uses the virtual topology that meets its needs. Thus,

loss-tolerant applications use virtual topologies that have more gray paths. To support

applications such as large transfers that are otherwise loss-tolerant but use a loss-sensitive

transport protocol (e.g., TCP), RAIL includes a transparent coding-based error correction

scheme. We develop an efficient algorithm to compute virtual topologies that leverages

the hierarchical topological structure of data center networks (e.g., Clos). RAIL is easily

deployable as it requires no changes to the switch or transceiver hardware.

We evaluate RAIL using simulations-based analysis and a testbed. Even at the maxi-

mum stretched reach level we consider, we find 95% of all paths are as reliable as today.

Furthermore, RAIL protects loss-sensitive applications from gray paths.

4.1 Optical Links’ Performance in the Wild

4.1.1 Data Set

To shed light on the performance of the optical layer in today’s data center networks, we

build a monitoring system that uses SNMP optical MIB [19] to poll optical performance

metrics from transceivers every five minutes. Our system runs in multiple Microsoft data

centers and collects transceivers’ transmit power (TxPower), receive power (RxPower),

temperature, transmit bias current, and supply voltage. The TxPower and RxPower val-

ues reported by the transceivers are average (across bits 0 and 1) signal power values.

The data we report in this chapter were collected over ten months from Nov 2015 to

Aug 2016. They cover over 300K links (600K transceivers), with a mix of multi- and single-

mode transceivers with 10, 40 and 100Gbps speeds.

4.1.2 Optical Power Levels Are Too Good

We begin our analysis by studying optical transmit and receive power levels. RxPower

is a key indicator of optical layer performance. Modulo significant dispersion, it directly
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determines BER.2 To keep BER under 10−12, RxPower should be above the receiver sensi-

tivity required by the IEEE standard.

Degree of power over-engineering. Figure 4.1 shows the cumulative distribution func-

tion of average TxPower and RxPower of all transceivers separated by their speed and

mode (10 Gbps multi- and single- mode, 40 Gbps multi-mode and 100 Gbps single-mode).

The vertical line in each plot is the receive power threshold to keep BER under 10−12. We

see that across the board nearly all links (99.9%) have RxPower above the threshold. In

fact, 99% of transceivers are at least 5 dB (i.e., 3 times) above it. Thus, when we use the

IEEE standard as our basis of comparison, we see the vast majority of links are greatly

over-engineered from an optical power perspective.

Over-engineering across transceiver models. We find this degree of over-engineering is

consistent across transceiver manufacturers. Our data include over 50 transceiver models

across various vendors. Figure 4.2a plots the cumulative distribution function of RxPower

of 10 Gbps multi-mode transceivers across five transceiver manufacturers each with more

than 1000 transceivers inside one data center. For confidentiality, we do not report the

name of the manufacturers. All five manufacturers exhibit similar RxPower distributions,

and over-engineering is not tied to one manufacturer.

Over-engineering across data centers. We also study whether over-engineering varies

by data center. Figure 4.2b plots power levels of the ten largest data centers in our dataset.

Each color represents a data center. We see that RxPower distributions and thus over-

engineering levels are similar for every data center.

Optical power variation over time. Over the course of our study, we found power levels

of a link vary little over time. Figure 4.3a illustrates RxPower over time for two sample

2Most transceivers today do not report BER. Switches report packet error rate, but this measures the
combined impact of errors from all sources, including electrical components.
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(a) 10 Gbps multi-mode (b) 10 Gbps single-mode

(c) 40 Gbps multi-mode (d) 100 Gbps single-mode

Figure 4.1: Cumulative distribution function of TxPower and RxPower for different

speeds and modes across links in our trace. The vertical lines are the RxPower threshold

needed to keep BER under 10−12. Almost all links across all technologies have RxPower

above the threshold.

transceivers. As shown, for each transceiver, RxPower remains mostly stationary over

time. Figure 4.3b plots the CDF of maximum minus minimum RxPower value for all

transceivers. The figure shows 78% of the links have a variation below 0.2 dB, and over
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(a) Different manufacturers (b) Different data centers

Figure 4.2: Cumulative distribution function of RxPower of 10Gbps multi-mode

transceivers across five transceiver manufacturers and ten different data centers. Over-

engineering is not limited to one manufacturer or data center.

99% have a variation below 0.8 dB. Thus, links with high RxPower have consistently high

RxPower, instead of power levels dropping intermittently (which would cause high BER

during those times if we were to reduce their over-engineering).

4.1.3 Understanding Low Optical Power

In Figure 4.1, unlike TxPower, RxPower has a long tail, suggesting that a small fraction

of links experience high attenuation and thus low RxPower. Figure 4.4a shows this effect

directly by plotting the cumulative distribution function of attenuation for all multi-mode

links; single-mode results are similar. We compute attenuation as TxPower at the sender

minus RxPower at the receiver. The figure shows most links have attenuation close to

zero—the median is 0.26 dB—but 0.44% have attenuation higher than 5 dB.

Initially, we thought high attenuation would correspond to links that are long or have

many optical connectors. To confirm this supposition, we studied attenuation symmetry

between the two directions of a bi-directional optical link. If link length or connector
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(a) RxPower vs. time. (b) (max - min) RxPower

Figure 4.3: RxPower variation of individual transceivers over time. 10 Gbps and 40 Gbps

lines are overlapping in the left graph. The right graph is the cumulative distribution

function of maximum RxPower variation over time across all transceivers in our data set.

count are to blame, because these factors are identical in both directions, high attenuation

should be symmetric. Figure 4.4b shows a scatter plot where the two axes represent at-

tenuation levels in different directions. We see that attenuation is low and symmetric for

most links.3 But it is asymmetric when it is high. When one side has high attenuation, the

other side does not.

This behavior suggests that high attenuation does not stem from link length or con-

nector count but due to poor or dirty connectors or fiber damage—connectors and fibers

are different in the two directions. To confirm this hypothesis, we analyzed hundreds of

repair records for poor optical links. We found two main root causes for low RxPower: (i)

dirty fiber connectors (which must be cleaned to fix the problem); (ii) damage to the fiber’s

cladding, the outside layer of the fiber that protects the actual core. The finding that high

attenuation rarely stems from long links is consistent with our later experiments showing

3Attenuation levels below 0 are due to (unbiased) calibration error in TxPower and RxPower sensors.
The reported power is within ± 2 dB of the actual value.



61

(a) CDF of Attenuation (b) Bi-directional Attenuation

Figure 4.4: Attenuation for 10 Gbps multi-mode optical links. The left graph is the cumu-

lative distribution function of average attenuation over time. In the right figure, x-axis

shows the average attenuation in one direction of an optical link, and y-axis shows the

avergage attenuation in the opposite direction.

current transceivers have low BER even on links that are longer than their specification.

Dependence on link location. We also find that low RxPower links are scattered across

the data center uniformly and randomly, and they are not correlated with a specific switch

brand or topology tier. To confirm, we compute the percentage of switches having links

with RxPower at the bottom 0.01% of Figure 4.1. We then uniformly and randomly select

0.01% of links with any value for RxPower and again compute the percentage of switches

to which they belong. If the two numbers match, it suggests links with RxPower at the

tail are scattered uniformly and randomly across switches. We repeat this analysis for 100

values between 0.01%-tile and 1%-tile tail and observe the same result. Figure 4.5 shows
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that the numbers based on this independence assumption closely match the data. If some

switches were more likely to have links with low power levels, the “Low RxPower data”

curve would be consistently lower than the “Uniform Random” curve. This observation,

together with our observation on the root causes of high attenuation, suggests that dirty

connectors and damaged fiber can show up anywhere in the data center.

4.2 Reducing Over-engineering and Cost

Our measurements above reveal that the optical layer of data center networks today is

heavily over-engineered. This over-engineering does not come for free; data center net-

works are expensive to build, with transceivers accounting for 48-72% of the network cost,

depending on link speed and link length distribution (??). We shared our measurement

results with experts in transceiver manufacturing companies and learned of many pos-

sibilities to lower the price of transceivers (e.g., changing transceiver hardware, relaxing

test requirements, reducing labor and packaging cost).

However, we also learned that immediate realization is difficult because of two inter-

twined challenges. First, transceiver manufacturers cannot reliably estimate cost savings

without carefully crafting and optimizing the entire manufacturing chain, and they are

reluctant to do so without standardization or firm commitments from data center network

operators. Second, any method of reducing over-engineering can cause some gray links

(with BER higher than 10−12). Thus, network operators are reluctant to commit unless the

cost savings are known to be high, and there is a way to protect sensitive applications

against gray links.

In this chapter, we address both challenges. First, we demonstrate immediate cost

savings are possible by allowing commodity transceivers to be “stretched,” that is, used

for distances longer than their current specifications. Second, we devise a system for

routing and forwarding packets when some links may be persistently gray. Leveraging

application and path diversity in data center networks enables applications to use paths

according to their loss-tolerance (Chapter 4.3).
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Figure 4.5: Links with low RxPower are uniformly and randomly scattered across

switches.

Below, we explain how stretching reduces cost and show how to engineer a stretched

network.

Cost reduction through stretching. Figure 4.6 shows the price and specified reach of dif-

ferent standard transceiver technologies available in the market for 10, 40, and 100 Gbps.

The price of 10 and 40 Gbps transceivers represents the average across three volume re-

tailers [21, 20, 9] and the price of 100 Gbps transceivers is from one retailer [15]. As shown,

the standard includes discrete reaches, with the price of transceivers increasing with read.

Longer reach requires more expensive components (e.g., narrow spectrum laser, cooling

module) and manufacturing processes.

Figure 4.7 illustrates how stretching transceivers reduces cost. The solid line is price

for standard reach, and the dashed line shows the stretched reach. When the reach is

stretched from R1 to R′1, we don’t have to pay to use an R2-rated transceiver for distances

betweenR1 andR′1 and, hence, we can save cost. The exact savings depends on how much

transceivers can be stretched and the relative pricing of different options. We quantify the

savings for available standard technologies in Chapter 4.6.
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Figure 4.6: Price and reach of standard transceivers for 10 Gbps, 40 Gbps and 100 Gbps

technologies. Both X and Y axes are in log scale. The label beside each data point is

the name of the technology. PSM4 [25] is not yet an IEEE standard but is an agreement

between 12 companies.

We don’t expect transceivers’ lifetimes to be shortened by stretching because lasers

are designed for a long life-time, and TxPower does not decrease over time (96.7% of

transceivers’ TxPower does not change more than 0.2 dB over our 10-month measurement

period).

Determining how much to stretch. To determine how much transceivers in a data cen-

ter network can be safely stretched, we use a metric called network reliability bound (NRB).

NRB is a lower bound on the expected fraction of paths that the network administrator

desires to be good (i.e., those where all links have BER below 10−12). We compute the

maximum stretch for a transceiver based on NRB and i) the maximum number of links in

a data center network path, and ii) the BER distribution expected for different stretch lev-

els. We show in Chapter 4.6 how to compute this distribution using expected attenuation

distribution.

This computation is best illustrated in an example. Suppose our goal is for NRB to be
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95%, which can be translated to each path being good with a probability of at least 95%.

In a 3-stage Clos network, where the maximum number of hops is four, this goal can be

met if each link is good with probability of 4
√

95% = 99.7% (assuming that links being

good or bad is independent of location, as we showed in Chapter 4.1.3). From the BER

distribution for different stretch levels, we can now determine the stretch at which 99.7%

of the links will be good. We use this value as the maximum stretch for a transceiver.

In reality, the network will have more than 99.7% good links because many links where

“stretched” transceivers will be used are shorter than the maximum stretch.

Need for software layer protection. NRB enforces a lower bound on the fraction of

good paths, allowing a small fraction of gray paths. To preserve application performance,

a naive solution is to simply turn gray links off and thus remove all gray paths. But even

if the fraction of gray links is small, turning them off can result in 20 to 50% capacity loss

for certain ToR-pairs (Chapter 4.6). Instead, we propose that a software system be used to

effectively utilize such gray links, while protecting loss-sensitive applications. The design

of RAIL, described next, accomplishes this goal.

4.3 Overview of RAIL

RAIL is a system for routing and forwarding in a data center network, where i) links

have a range of link packet error rate (LPER); and ii) applications have different require-

ments for path packet error rate (PPER). In such a network, RAIL ensures an application

is routed only through paths with its desired reliability level (or better). Thus, sensitive

applications (i.e., RDMA-based ones) are routed only along the most reliable paths while

tolerant ones (i.e., UDP-based ones) can be routed through any path. RAIL is a general so-

lution that is agnostic to why gray links occur; they could be caused by any method of re-

ducing over-engineering, including stretched transceivers, cheaper hardware, or cheaper

fiber.

We want our solution to be: i) readily deployable, i.e., requiring minimal changes to
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Figure 4.7: Illustration of how stretching transceivers reduces cost. When R1-rated

transceiver is stretched from R1 to R′1, we do not have to use (the more expensive) R2-

rated transceiver for link lengths between R1 and R′1.

current infrastructure; and ii) practical, i.e., having low overhead and complexity. To

appreciate these constraints, we consider two extreme design possibilities with respect to

how much hosts need to know about the network. The first is source routing, in which

hosts are responsible for selecting paths (i.e., sequence of links to the destination) through

the network that meet application needs. The challenge with this approach is that hosts

will need an up-to-date view of network topology and LPER. With hundreds of thousands

of links and frequent link failures [74], maintaining such a view at every host is highly

complex.

In the second design, hosts are not told anything about the network (as is the case

today). To deliver reliable communication, they use network coding transparently; i.e.,

application traffic to a given destination is coded such that it can withstand some fraction

of loss. The problem with this approach is that it sets up an unwanted trade-off between

coding overhead and the loss rate experienced by traffic. Hosts do not know in advance

which path a given flow might take (due to ECMP routing). If they encode every flow

to a level that guarantees the most sensitive applications do not suffer (i.e., encoding
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based on the least reliable path), the coding overhead will be onerous for most paths.

If they encode based on the average path loss rate, sensitive applications that traverse

worse paths will suffer. It is possible to adapt by learning path loss rate based on what is

actually experienced by a flow, but this is complicated by the fact that flows are randomly

assigned to paths and most flows are short and thus do not generate enough packets for

robust learning.

To be deployable and practical, RAIL explores a design point in the middle. On the

same physical topology, it builds k virtual topologies. Each topology falls in a different

class representing a bound on the worst Path Packet Error Rate (PPER) in the topology.

PPER represents the packet corruption probability for a complete ToR-to-ToR path and is

derived from each hop’s LPER. The first-class topology is made exclusively of the most

reliable paths in the physical topology, the second-class topology permits all paths with

PPER less than a bound, and the k-th class topology may include all paths in the physical

topology. Figure 4.8 illustrates this concept with k=3, that is, three virtual topologies.

Within a virtual topology, routing and forwarding will follow the same protocol as DC

operators prefer today for their physical topology (e.g., ECMP over equal hop paths).

Figure 4.8a shows the physical topology with two types of links: some with LPER 10−8

and three gray links with LPER 10−5. RAIL creates three virtual topologies shown in

Figure 4.8b, Figure 4.8c, and Figure 4.8d. Virtual topology (b) guarantees PPER of 2×10−8.

Virtual topology (c) guarantees PPER of 1×10−5 since its worst paths are A-D and C-E.

Virtual topology (d) guarantees PPER of 2×10−5 since its worst path is D-A-F. Thresholds

of these virtual topologies are configurable.

Virtual topologies are exposed to end hosts as different (virtual) interfaces. Applica-

tions (or the hypervisor on their behalf) bind to the interface that reflects their reliability

criteria. Thus, the most-sensitive applications (e.g., RDMA-based ones) may bind to the

interface for the first-class topology, TCP flows may bind to the second-class topology,

and bulk transfers may bind to the k-class topology. Beyond making this choice, hosts are

not aware of RAIL.
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Figure 4.8: Example of RAIL’s virtual topologies. Solid lines are links having 10−8 LPER.

Dashed gray lines are links having 10−5 LPER. RAIL maintains three virtual topologies

(b, c, d) depending on Path Packet Error Rate (PPER).

Applications that bind to less reliable topologies may be already robust to small amounts

of loss they may experience, or they can be made that way by using a version of TCP that

is robust to corruption-based losses [37, 107]. If this is not the case, however, RAIL in-

cludes a module that uses coding to transparently enhance traffic reliability.4 Designing

this module is an easier task than the coding-based option outlined above; flows going

over less reliable topologies are likely longer, giving our module a chance to learn the

path being used and select an appropriate coding level.

In the following section, we describe RAIL’s design in more detail. As will become

clear, it requires no changes to existing switches and only small change to the host soft-

ware (i.e., picking among virtual topologies, error correction).

4Retransmitting lost packets is another (more efficient in terms of byte overhead) way to improve traffic
reliability. We explore coding because it offers a faster, proactive way to recover lost data.
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4.4 RAIL in Detail

This section describes virtual topologies, routing and forwarding, and error correction

mechanisms in RAIL. It also provides guidelines on configuring RAIL.

4.4.1 Virtual Topology Construction

Virtual topologies in RAIL share the same physical fabric but offer different guarantees

for the maximum packet corruption rate along any of their paths. Our task is to build K

virtual topologies, where the k-th topology offers the worst-case PPER of Lk. K and {Lk}

are selected by network operators based on their applications (see Chapter 4.4.4).

These topologies are built by the RAIL controller, which maintains an up-to-date view

of each link’s LPER by polling the switches. Since link qualities are relatively static (Chap-

ter 4.1), maintaining such a view is straightforward. In addition to providing a worst-case

PPER guarantee, we want each virtual topology to include as many links as possible to

maximize its capacity. Because optimally finding such a topology is computationally ex-

pensive, we resort to a fast, greedy algorithm. Speed is important because, while link

qualities are relatively static, links do fail frequently [74], and we need to recompute vir-

tual topologies when links fail or recover.

Our algorithm has K rounds, one per topology. In each round, it starts with a set

of candidate links for the topology and iteratively removes low reliability links until the

required guarantee can be met. We start with the K-th class (least reliable) topology. For

it, all links (that are currently alive) are initial candidates. We find the ToR-to-ToR path

with the worst PPER, and if that PPER is higher than the required bound, we remove the

link (on the path) with the worst LPER. Such link-removal iterations are repeated until

the worst-case path meets the required bound. We then begin the next round, for the

topology that is one class lower, starting with links not removed in the previous round.

The speed of the above algorithm depends on how quickly we can check whether a

topology meets a PPER requirement. Tracking every path’s PER takes at least O(n3) in a
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n-ToR Clos topology (as there are O(n2) ToR pairs with O(n) paths between each pair).

Such running time is computationally infeasible on realistic network controllers. Our

algorithm speeds up this running time to O(n log n) and is linear in the number of links

in the topology. The intuition is that because of a data center network’s highly structured

topology and its simple routing scheme, we can track the worst path without tracking the

PPER on every path.

Our algorithm goes through each switch exactly once and computes three values on

each switch, from the bottom stage all the way to the top stage. The three values com-

puted on switch s are (1) ups: PPER for the worst monotonic upward path from any ToR

to s, (2) downs: PPER for the worst monotonic downward path from s to any ToR, and (3)

tops: PPER for the worst up-down path for which s is the highest stage switch.

Definition 1. Children of switch s are the set of switches on a lower stage than s, with direct links

to s.

Algorithm 2 Finding the worst up-down path for which s is the highest stage switch.
1: ups ← 0

2: downs ← 0

3: tops ← 0

4: for c ∈ Children(s) do

5: ups ← max(ups, 1− (1− upc)(1− LPERc→s)

6: downs ← max(downs, 1− (1− LPERs→c)(1− downc))

7: for c, d ∈ Children(s), c 6= d do

8: topss ← max(tops, 1− (1− upc)(1− LPERc→s)(1− LPERs→d)(1− downd))

After those three numbers are calculated, our algorithm outputs the worst path by

picking the worst tops among all switches in the network. The worst PPER is simply

maxs∈all switches(tops). The correctness proof and running-time analysis appear in Appendix C.
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4.4.2 Routing and Forwarding

To simplify routing and forwarding, we use a non-overlapping IP address space within

each virtual topology. We configure switches such that, when routing or forwarding for

a topology, they ignore links that are not part of that topology. The exact mechanism will

depend on the routing paradigm used by the data center. If the data center uses a dis-

tributed protocol such as BGP to compute paths [97], we configure BGP to not announce

prefixes for a virtual topology over links that are not part of it. No RAIL-specific changes

are made to switch software, and they will forward packets as they do today (e.g., ECMP).

If the data center uses an SDN controller to centrally compute forwarding paths, we

can either instantiate one controller per virtual topology or use one network-wide con-

troller programmed to not use certain links for given prefixes.

Our approach may create uneven load on links because different links are part of dif-

ferent topologies. Load can be uneven even without our modifications, however, with

traffic engineering is required to balance it [151, 28, 133]. We leave the task of extending

traffic engineering to account for virtual topologies for future work.

4.4.3 Error Correction

When the application or transport protocol is not robust to small amounts of PPER (corruption-

based loss), RAIL’s error correction module can be used to guarantee high performance

in exchange for slight bandwidth overhead. This module is completely transparent to

applications.

As argued earlier, given the diversity of PPERs across paths, it is important that error

correction be based on the PPER of each path, rather than being guided by the worst-case

or average PPER in the virtual topology. Recall that because of ECMP-hashing, hosts are

not aware of the path taken by a flow.

RAIL’s error correction module learns the PPER in two steps. First, as soon as a new

flow starts, the source host sends a traceroute probe with a header (5-tuple) identical
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to that of the flow. This probe reveals the path taken by the flow. We use special DSCP

bits in the IP header of the probe packet to indicate to the destination host module that

it should not deliver the packet to the application. Second, the error correction module

queries RAIL’s controller for PPER of the path.

Ideally, the error correction module should be able to use bit-level forward error cor-

rection (FEC) for each packet. However, this approach does not work in practice because

today’s switches drop packets when the CRC checksum fails. As we are seeking an im-

mediately deployable solution, we do not consider this option. The main cost is that end-

to-end packet-level FEC has higher coding overheads. As we show in Chapter 4.6, the

bandwidth overhead of our error correct module is low enough despite this inefficiency.

RAIL sends “parity” packets after every n data packets, where n is based on the path

packet loss rate (see below). We use XOR encoding because it is lightweight and known

to be effective [135]. That is, after every n data packets, the sender sends a packet whose

content is the XOR of the previous n packets. In this coding scheme, as long as n out of the

n + 1 packets are successfully delivered, the receiver can recover the original n packets.

Losing two or more packets within a group of n+ 1 packets results in data loss.

If PPER is p, the probability of having two or more losses among n + 1 packets is

1 − (1 − p)n+1 − (n + 1)p(1 − p)n. We pick n such that this probability is lower than the

desired post-recovery loss probability t (experienced by applications). Any path with

p < t does not use any error correction. To show an example of computing n, we first

quantify t for a particular transport. Suppose TCP’s performance degrades when the loss

rate is above 0.1%; therefore, we can pick t=0.1%. For a path loss rate of p = 0.3%, we

would choose n to be 14 so that the post-recovery loss rate is again 0.092% < 0.1%. The

bandwidth overhead in this case is 7.1%.

For a given virtual topology, we include all paths meeting the loss criteria; thus, most

paths are as reliable as the IEEE standard requires. Even if coding overhead is high for

a particular flow, the average overhead will be small. We show later (Chapter 4.6) that

the number of good paths for which error correction is unnecessary dominates the total
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number of paths.

4.4.4 Configuring RAIL

While it is up to individual operators to configure the number and loss rate guaran-

tee of virtual topologies in RAIL, based on their applications, we offer a simple recom-

mendation. It is based on the double observation that many applications use TCP, and

the performance of some TCP variants degrade noticeably only when loss rate exceeds

0.1% [120, 46] for today’s data center networks. We see this behavior in our experiments,

and it is consistent with what others have reported. That is why some operators com-

pletely switch off links with error rates higher than 0.1% [149].

We recommend that data centers be configured with three virtual topologies. The

first-class topology should provide paths with the same reliability as today, equivalent

to where each link has BER less than 10−12. This can be used to carry the most sensitive

applications, such as RDMA. The second-class topology should provide paths with PPER

below 0.1%, and it should carry applications like short TCP flows. Finally, the third-class

topology should provide paths with PPER below 10%, and unless the application uses

loss-tolerant transport, it should be error corrected. When the application is a long TCP

flow, it should be error corrected to a reliability of t=0.1%. RAIL always put RDMA traffic

on first-class topology and never uses error-correction code with RDMA. A corollary of

our recommendation is that any link with PPER above 10% will be turned off entirely for

repair. Such links are rare (Chapter 4.6).

4.5 Implementation

Our implementation of the RAIL controller and the error correction module includes the

following features. The controller learns link PERs from CRC error counters. It does not

distinguish between optical- versus electrical-related corruption and provides protection

from both. It constructs three virtual topologies with worst-case PPER of 4.8×10−8, 0.1%
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and 10%. The controller computes routing tables globally based on the virtual topologies

and pushes rules to switches accordingly.

Our implementation of error correction sits below the kernel TCP/IP stack so that it

is oblivious to the transport protocol. We implement it as a driver for tun/tap device

in the Linux kernel. (On Windows, a WinSock kernel device driver may be used.) The

driver keeps a buffer of size n so that it can decode the coded packet if needed and deliver

packets to higher layers in order. It keeps a fine-grained timer such that if a missing packet

is not recovered within a short time window, the next packet is delivered to the transport

protocol (e.g., TCP). This delivery may trigger a recovery at the transport layer. Such

transport-layer retransmissions are new packets for our error module.

To identify packets for coding and decoding, we insert a 4-byte header after the IP

header containing a sequence number. Once the encoding rate is negotiated, every packet

is geven a sequence number. The parity packet has the last sequence number in each

group of n. As the error correction module knows the exact path to the destination, it

performs cross flow error correction among all the flows with the same path.

4.6 Evaluation

Our evaluations are divided into three categories. First, we use a testbed and an optical

simulator to quantify the stretch of two widely used short reach transceivers and compute

the resulting BER and potential cost savings (Chapter 4.6.1). Next, we evaluate the im-

pact of stretching these transceivers on the overall network path quality (Chapter 4.6.2).

Finally, we show RAIL preserves applications’ performance in a network with gray links

(Chapter 4.6.3). Our results demonstrate that RAIL has minimal impact on overall net-

work quality and application performance, while reducing total network cost by up to

10% for 10 Gbps networks and up to 44% for 40 Gbps networks.



75

4.6.1 Stretching Existing Technologies

We experiment with eight IEEE-standard short-reach 10 Gbps and 40 Gbps transceivers

(two brands for each speed and two units of each brand). Some manufacturers pro-

vide non-standard technologies with reach values that are not supported by IEEE. These

transceivers can likely be stretched as well if they follow similar specification practices,

but evaluating individual non-standard transceivers is beyond the scope of this chap-

ter. Our goal rather is to demonstrate that commodity transceivers are over-engineered

and can be stretched beyond their specification. We also experimented with a standard

100 Gbps transceiver. Those results are preliminary and appear in Appendix D.

Experimental methodology. Our stretch experiments are based on a testbed and an op-

tical simulator. Our testbed has one 10 Gbps [2] and one 40/100 Gbps switch [3], four

10GBASE-SR transceivers [10, 4], four 40GBASE-SR4 transceivers [11, 4] and a set of OM3

fibers [5] of lengths between 10m and 1000m. We focus on SR (short reach) technologies

as they are viable candidates for stretching; the reach of LR (long reach) technologies is

longer than typical maximum data center link lengths.

To emulate long fibers of different lengths, as shown in Figure 4.9, we concatenate

multiple short cables with fiber connectors. To emulate additional attenuation in real

environments, due to more/dirty connectors or damaged fiber, we insert a variable atten-

uator which adds additional attenuation from the distribution shown in Figure 4.4a.

Since our transceivers do not directly report BER, to infer their BER, we measure

packet corruption rate (LPER) with full-sized, line rate traffic for five minutes. We then

calculate BER from LPER using a simplified model:5 LPER = 1− (1−BER)PACKET SIZE .

Testbed experiments are useful to provide coarse data on how link BER changes with

different link lengths and attenuation levels. To explore the parameter space in fine gran-

5This model may overestimate BER, and this would underestimate potential for stretch because of two
factors. First, some packet corruption events may be due to non-optical issues. Second, Ethernet uses
line code (e.g., 64b/66b for 10 Gbps network), and any bit flip in the code causes an extra 2 bits to be
corrupted in the future, possibly in subsequent packets.
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Figure 4.9: Our 10GBASE-SR testbed. We stitch short fibers together with fiber connectors

to emulate long fibers. We concatenate 600m, 300m, 40m fibers together to emulate a 940m

fiber. Two 300m 10GBASE-SR Finisar transceivers [10] are attached to the fiber on both

ends. Switch ports are on and we can send traffic through with BER of around 10−8.

ularity and to eliminate hardware quality differences between manufacturers, we use

VPI [23], a standard optical simulator for data transmission system. (We cannot use a

closed-form formula to compute BER based on fiber length because of complex disper-

sion effects.) Our simulations model laser characteristics and a laser driver in the sender,

modal and chromatic dispersion in the fiber, loss on the connector, and receiver sensitivity

and dispersion equalization chips in the receiver. We configure these parameters based

on the transceivers’ specification sheet.6

For both 10 Gbps and 40 Gbps, we validate our simulator along three dimensions: Rx-

Power, BER, and attenuation. Figure 4.10 shows our validation results for 40GBASE-SR4;

the results are similar for 10GBASE-SR4. Figure 4.10a shows RxPower as fiber length

increases. The scatter dots are testbed results, and the solid line is the result of our sim-

ulator. The figure shows that the simulator is able to closely match the RxPower of both

transceiver brands for all fiber lengths. Figure 4.10b shows BER as fiber length increases.

6Our simulation files are available online [26]; other researchers can use these to simulate optical links
in data center networks.
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(a) RxPower vs. reach (b) BER vs. reach (c) Attenuation vs. BER

Figure 4.10: Validation for 40GBASE-SR4 on OM3 fiber. Blue line corresponds to simula-

tions. Circles and crosses are testbed results for transceivers from different manufacturers.

(a) RxPower as a function of fiber length (no added attenuation). (b) BER as a function

of fiber length (no added attenuation). (c) BER as a function of added attenuation when

fiber is at transceiver’s specified reach.

Since BER depends on a transceiver’s sensitivity to modal dispersion, the two transceivers

do not necessarily have to match. Hence, we configure our simulator to be the most sen-

sitive one of the two brands and use the more conservative results in our evaluations for

the rest of this chapter. Similarly, Figure 4.10c shows that our simulations capture BER

vs. additional attenuation conservatively. In this experiment, we use a 100m fiber, the de-

sign limit of our 40GBASE-SR4 transceivers, and introduce additional attenuation using

a variable attenuator.

BER distribution versus link length. We can now derive the distribution of BER that

a link will observe as a function of its length. This distribution is a function of both link

length and additional attenuation caused by dirty connectors or damaged fiber in real

deployments. To simulate how stretched links impact BER in real world, we add the
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attenuation distribution seen in our measurement data in Chapter 4.1. This method is

conservative because it assumes that all the attenuation measured in the wild is caused

by factors other than link length. In practice, link length contributes as well, and our

simulator already includes link length.

Figure 4.11 shows the BER distribution that will occur for various link lengths. The

BER is represented as a bar for each link length. The top of the bar represents when

extra attenuation is 99.9%-tile value (from the attenuation data) and the middle, which

separates the two colors, when it is 99%-tile. As the figure shows, when we use 10GBASE-

SR, which is rated for 300m, on 500m links, at least 99% of these links will have BER less

than 10−12. At the same performance level, we can stretch 40GBASE-SR4, which is rated

for 100m, to 400m.

Cost savings. The level of stretch that a network should use depends on the trade-off

between cost savings and performance, which we quantify using the NRB metric defined

in Chapter 4.2. More stretch means more cost savings, but it also means that a larger

fraction of paths will have losses.

We illustrate this trade-off using a standard 3-stage 10 Gbps Clos network. A data cen-

ter network’s total cost includes the equipment costs (i.e., transceivers, fibers, switches)

and switch power consumption. Switches are $90/port [127], multi-mode and single-

mode fiber cost $0.44 and $0.21 per meter, respectively [7]. Each switch consumes around

150 Watts (this includes energy consumed by transceivers). With 32-port switches, we

can build a full bisection 3-stage fat tree network with 512 ToR, 512 fabric, and 256 spine

switches. There are 8192 ToR-fabric links and 8192 fabric-spine links. The link length

distribution depends on the physical layout of the data center network. For links under

300m, 10G-SR is used with multi-mode fiber. We draw link length from 0-500m uniform

random distribution. Results with link lengths drawn from Microsoft’s network were

similar.

For links above 300m, 10GBASE-LR is used with single-mode fiber. Table 4.1 provides
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(a) 10G-SR (b) 40G-SR4

Figure 4.11: BER distribution for different link lengths. The top of the orange bar is 99.9

percentile BER, and the bottom of the green bar is 0 percentile BER. The two colors meet

at 99% BER. The green portion is not visible when BER is below 10−12.

a breakdown of the cost of the data center network. As the table shows, transceivers

represent 48% of the total cost of the network. If the same network were using a 300m

10GBASE-SR transceiver stretched to 500m (for example), all the 300–500m links could

use this transceiver instead of the more expensive 10GBASE-LR one.

Figure 4.12 shows the cost reduction versus NRB for 0-500m uniform and 0-1000m uni-

form link length distributions. For these plots, we compute the stretch level from NRB as

outlined in Chapter 4.2 and then the cost savings from the stretch level. NRB in the data

centers networks we measured is 99.9%. We see that cost savings are significant when

NRB drops to 99%, and the incremental gain is small beyond 95%. Thus, in later evalua-

tions, we only consider two degrees of stretch, low stretch for NRB=99% and high stretch

for NRB=95%, which correspond to stretch levels in Table 4.2. We get the stretch levels

from the optical simulator by stretching until the link has a probablity to be a gray link to

violate the NRB requirement given the attenuation distribution measured in Chapter 4.1.

Next, we study how link length distribution affects the amount of cost savings. Fig-
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Device Unit Cost Count Total Cost

300m 10G-SR Transceiver $82.3 19660 $1.6M

10km 10G-LR Transceiver $187.2 13108 $2.5M

Multi-mode Fiber (10 Gbps) $0.44/m 1475 km $0.6M

Single-mode Fiber (10 Gbps) $0.21/m 2621 km $0.6M

Switch (10 Gbps) $90/port 32768 ports $2.9M

Power(150W/Switch, 3 years) $0.07/KWh 5 GWh $0.4M

Table 4.1: Total data center network cost breakdown for 512 ToR, 512 fabric and 256 spine

switches Clos network with 10 Gbps technology. Link length is drawn from uniform dis-

tribution between 0-500m. With 10 Gbps technology, transceivers account for 48% of the

total data center network cost.

ure 4.13a shows the resulting cost savings for a 10 Gbps network. When no link is longer

than 300m, stretch does not result in any savings because we never use stretched tech-

nologies. The cost saving peaks at 480m for low stretch and 580m for high stretch, the

lengths at which most fractions of links can use shorter reach technologies beyond their

design reach. When link length distribution concentrates on long links, the amount of cost

savings decreases because most of the links need to use long reach technologies anyway,

and the cost on long reach technologies dominates the total cost of the network.7 Overall,

stretching short reach technology reduces the total data center network cost up to 10%

depending on the link length distribution. The savings are lower for low stretch, because

fewer 10GBASE-LR transceivers can be changed to 10GBASE-SR transceivers.

Figure 4.13b shows the cost results for 40 Gbps networks. Except for transceiver costs,

which are listed in Figure 4.6, we assume the cost and energy consumption of 40 Gbps

7If the network uses non-standard, intermediate reach (e.g., 500m) transceivers, we could have stretched
them to cover longer distances (e.g., 500m to 1km) as well.
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(a) 10 Gbps (b) 40 Gbps

Figure 4.12: Total data center network cost reduction for transceiver stretch on a 3-stage

fat tree network (10 Gbps, 40 Gbps) with 512 ToRs assuming 0-500m and 0-1000m uniform

link length distribution. The cost reduction depends on the amount of stretch and the

tolerance for gray paths.

components is 4× higher than their 10 Gbps counterparts—40 Gbps components often

bundle four 10 Gbps components. While we assume multi-mode fiber is $1.32 per meter,

we keep the cost of single mode fiber the same because 40 Gbps single-mode transceivers

use wavelength division multiplexing. Transceivers account for 72% of the total data

center network cost for 0-500m uniform link length distribution. The overall trend of

cost savings is much higher thant that in the 10 Gbps network. The total cost savings

on 40 Gbps networks can be up to 44% depending on the link length distribution. The

cost reductions are higher for faster networks because i) there is a higher cost difference

between short and long reach technologies, ii) a larger fraction of the links can make use

of shorter reach technology because the short reach 40 Gbps technology can reach up to

only 100m, and iii) faster transceivers account for a larger fraction of total data center

network cost based on our cost assumptions.
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Technology No Stretch Low (NRB=99%) High (NRB=95%)

10GBASE-SR (OM3) 300m 480m 580m

40GBASE-SR4 (OM3) 100m 280m 400m

Table 4.2: Optical technologies’ maximum reach under different degrees of stretch.

(a) 10 Gbps (b) 40 Gbps

Figure 4.13: Total data center network cost reduction for transceiver stretch on a 3-stage fat

tree network (10 Gbps, 40 Gbps) with 512 ToRs assuming uniform link length distribution.

Maximum cost savings for 10/40 Gbps is achieved when max link length is 580/400m.

4.6.2 Characterizing a Stretched Network

NRB ensures by design that the network has a certain minimum fraction of good paths.

We now provide a more detailed characterization of a stretched network in terms of the

distribution of its link and path qualities. These distributions depend on the exact link

length distribution in the network. So that our results can be reproduced, we use 0-500m

uniform link length distribution on a 512-ToR Clos network (as in Chapter 4.6.1). We

study 40 Gbps below; 10 Gbps networks behave similarly.
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(a) LPER (b) PPER

Figure 4.14: Link and path packet error rates when oversubscription ratio is 4: (a) cumu-

lative distribution function of LPER. (b) cumulative distribution function of PPER.

Link qualities. Figure 4.14a shows the cumulative distribution function of LPERs with

and without stretch. We see that even with high stretch, only 0.05% of the links have

LPER worse than 10−8 (which corresponds to 10−12 BER). Only 0.01% of the links have

LPER higher than 10%, our guideline for switching off links. As reference, we note that at

any given time, roughly 0.08% of the links are down for other reasons in our data centers.

Path qualities. To study path characteristics in a stretched network, we simulate three

different oversubscription levels. When the oversubscription level is 1 (4, 16), we have

512 (256, 128) fabric switches and 256 (128, 64) spine switches. Each switch has 32 ports.

We assume the links in the topology have LPERs as per the distribution above. We

showed earlier that low RxPower (and thus high LPER) levels are not correlated with

switches and appear independent across links. For each oversubscription level, we gener-

ate multiple topologies with different randomized mappings from the LPER distribution

and present results aggregated across them.

Figure 4.14b shows the cumulative distribution function of PPER for a 512-ToR topol-

ogy with an oversubscription of four. The results are similar for other oversubscription



84

(a) Oversub = 1 (b) Oversub = 4 (c) Oversub = 16

Figure 4.15: CDFs of the fraction of good paths for different ToR-ToR pairs across 50

different topologies. The Y axis is log scale to capture the tail behavior.

levels; 99% of paths in the topology have PPER below 10−8.

Worst-case experience of loss-sensitive applications. An overall high fraction of good

paths is not sufficient to ensure good performance for loss-sensitive applications. For

every pair of ToRs that exchange traffic for such applications, there must be enough good

paths. Figure 4.15 shows the CDF of the ratio of good paths to total paths across ToR

pairs. A good path means PPER less than 4.8×10−8, equivalent to 10−12 BER on each link

of a path in a 3-stage fat tree.

We see that when the oversubscription is equal to one, the tail 0.01% of the ToR-to-ToR

pairs still has 83% of the good paths remaining. This fraction decreases as oversubscrip-

tion increases because ToR switches now have fewer uplinks to fabric switches. If one

such uplink has high LPER, it impacts a higher fraction of paths from this ToR to other

ToRs. However, even when the oversubscription is 16, the tail 0.01% of the ToR-to-ToR

paths still has 70% of good paths left. On the flip side, these data also demonstrate that

simply turning gray links off can halve the capacity between some ToR pairs.
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4.6.3 Application Performance with RAIL

We study the effectiveness of RAIL in preserving application performance using exper-

iments on a small but realistic testbed. Our testbed emulates a 3-stage fat tree network

with four ToRs, four fabric switches, and two spine switches. The ToR and fabric switches

are spread across two pods. Each port in the topology is a 10Gbps SPF+ port, and each

link has two Finisar FTLX8571D3BCL [10] multi-mode transceivers connected via OM3

fiber [5]. The switches implement ECMP routing. One host is attached to each ToR switch,

runs Ubuntu 14.04 with Linux kernel version 3.19, and uses TCP CUBIC [78].

We emulate a gray, high-BER link using an optical attenuator and change the loca-

tion of the attenuator in different experiments. We use the virtual topology configuration

guideline above, but because it is difficult to finely control the BER using an attenuator,

we obtain configurations in which the first- and second-class topologies are identical and

contain highly-reliable paths. The third-class topology contains the high-BER link(s). We

use iperf to send TCP flows between arbitrary end hosts, with a flow size and inter-arrival

time distribution from prior work [31]. TCP flows smaller than 1MB bind to the second-

class topology; longer flows bind to the third-class topology.8

Figure 4.16 shows flow completion times (FCT) binned by flow size and normalized to

the case of a completely lossless network (“No Loss”). When the network is lossy, without

RAIL (“No RAIL”), we see that FCTs are higher for all flow sizes, especially when the

loss rate is high. RAIL without error coding (“RAIL w/o XOR”) is able to protect only

high-priority (short) flows because it routes them over the reliable, second-class topology.

With error coding, RAIL (“RAIL w XOR”) is able to protect low-priority flows as well.

The performance experienced by all flows matches that of the lossless network.

Error correction overhead. Finally, we study the bandwidth overhead of RAIL’s error

correction. Recall that we set the target post-recovery loss rate to 0.1%. Thus, error cor-

8This mapping between flow size and topology is only for our experiments. In reality, we expect appli-
cations to bind to the desired virtual interface. RAIL does not try to guess flow sizes.
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(a) LPER = 0.7%

(b) LPER = 5%

Figure 4.16: Normalized flow completion time. Error bars are standard deviations of the

normalized flow completion time. Flows shorter than 1MB are high priority flows. High

priority flows are not affected by packet corruption with RAIL. Low priority flows are

protected by XOR coding.
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rection only kicks in for paths with PER above 0.1%. For paths with PER between 0.1%

and 3%, we use standard XOR code with n computed based on error rate. For PPER from

3–10%, we simply replicate every packet three times to reduce the post-recovery loss rate

to 0.1%.

The average bandwidth overhead of our coding scheme is below 0.1% for the 512-

ToR topology with 0-500m and 0-1000m uniform link length distribution. This is because

almost all paths have loss rate below 0.1% and thus no FEC is needed. This low overhead

is the reason we use a simple coding method in RAIL instead of more efficient methods

based on retransmissions or bit-level FEC (forward error correction).

4.7 Discussion

Masking bit-level corruptions. Today, when a bit in a packet is corrupted, the entire

packet is dropped at the point of detection via a frame sequence check (FCS) at the Eth-

ernet layer. This means the network capacity of transmitting the remaining bits in the

corrupted packet is wasted even when those bits are not corrupted. Currently, RAIL im-

plements packet-level forward error correction and thus wastes network capacity in this

way. A more principled direction is to implement bit-level forward error correction on

end-to-end network paths.

4.8 Related Work

Our work draws on several themes of previous work.

Measuring optical links. Many researchers have studied optical wide area networks for

properties such as dispersion [62, 88, 44, 147], temperature variations [86, 98], and packet

loss and inter-arrival times [67, 106]. Ghobadi et al. study optical signal quality in the

wide area network setting and, like us, find that optical layers are overprovisioned [71].

In contrast, however, our focus is on data center networks, where the environment and

technology are different. We believe we are the first to study this optical layer.
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Reducing cost of optics in data center networks. We are inspired by other efforts in the

industry to lower the cost of optics in data center networks. Facebook [48] is pushing for

a new standard for cost-efficient 100 Gbps transceivers. Their initial observation is sim-

ilar to ours: the data center network is a milder operating environment than traditional

telecom networks. Corning [49] also observed, using stochastic attenuation models, that

data center network link qualities can be disparate and it is possible to extend the reach

on some fraction of links. We complement these efforts with a detailed characterization of

optical links in operational data center networks, proposing a way to reduce cost without

hardware changes and developing a system to preserve application performance if some

links turn gray due to reduced over-engineering.

Virtual topologies. The concept of virtual topologies over the same physical infras-

tructure has been leveraged in other contexts, such as detour routing [136], virtual lo-

cal area networks, overlay networks, simplifying the specification of network policies

in software-defined networking (SDN) [94, 132, 113], or “slicing” the network to isolate

users [38, 138, 114]. We use this concept to build topologies with different reliability guar-

antees.

Reliable systems atop unreliable components. There is a long-standing tradition of

building reliable systems using (cheaper) unreliable components and masking unreliabil-

ity from applications using intelligent software techniques. A classic example is to build

reliable storage systems using disks that are individually less reliable [121, 70]. Our work

follows this tradition, though the set of techniques it uses are specific to its domain.

4.9 Summary

We present the first study of optical links in data center networks. We show that opti-

cal links in data center networks are over-engineered. This over-engineering is not only

expensive but also unnecessary because of application and path diversity in data center
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networks. Many applications can tolerate small amounts of loss, and loss-sensitive appli-

cations can be supported as long as some (not all) paths between ToR pairs are reliable.

We find that reducing optical over-engineering simply by using transceivers beyond their

specified length can reduce network cost by up to 10% for 10 Gbps networks and 44% for

40 Gbps networks. Moreover, when coupled with the traffic routing and error correction

mechanisms of RAIL, there is negligible loss in application performance.
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Chapter 5

SLIM: OS KERNEL SUPPORT FOR A LOW-OVERHEAD
CONTAINER OVERLAY NETWORK.

The past two chapters have focused on the efficiency and reliability of the physical net-

work infrasctructure. In this chapter, we move to look at how to most efficiently construct

a virtual network in a data center for containers.

Containers [52] have quickly become the de facto method to manage and deploy

large-scale distributed applications, including in-memory key-value stores [109], web

servers [115], databases [128], and data processing frameworks [33, 95]. Containers are

attractive because they are lightweight and portable. A single physical machine can easily

host more than ten times as many containers as standard virtual machines [105], resulting

in substantial cost savings.

Container overlay networks—a key component in providing portability for distributed

containerized applications—allow a set of containers to communicate using their own in-

dependent IP addresses and port numbers, no matter where they are assigned or which

other containers reside on the same physical machines. The overlay network removes

the burden of coordinating ports and IP addresses between application developers, and

vastly simplifies migrating legacy enterprise applications to the cloud [64]. Today, con-

tainer orchestrators, such as Docker Swarm [55], require the usage of overlay network for

hosting containerized applications.

However, container overlay networks impose significant overhead. Our benchmarks

show that, compared to a host network connection, the throughput of an overlay net-

work connection is 23-48% less, the packet-level latency is 34-85% higher, and the CPU

utilization is 93% more. (See Chapter 5.1.1.) Known optimization techniques (e.g., packet
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Figure 5.1: Packet flow in: (a) today’s container overlay networks, (b) overlay networks

for virtual machines.

steering [119] and hardware support for virtualization [89, 64]) only partly address these

issues.

The key problem is that today’s container overlay networks depend on multiple packet

transformations within the OS for network virtualization (Figure 5.1a). This means each

packet has to traverse network stack twice and also a virtual switch on both the sender

and the receiver side. Take sending a packet as an example. A packet sent by a container

application first traverses the overlay network stack on the virtual network interface. The

packet then traverses a virtual switch for packet transformation (e.g, adding host network

headers). Finally, the packet traverses the host network stack, and is sent out on the host

network interface. On the receiving server, these layers are repeated in the opposite order.

This design largely resembles the overlay network for virtual machines (Figure 5.1b).

Because a virtual machine has its own network stack, the hypervisor has to send/receive
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raw overlay packets without the context of network connections. However, for contain-

ers, the OS kernel has full knowledge of each network connection.

In this chapter, we ask whether we can design and implement a container overlay net-

work, where packets go through the OS kernel’s network stack only once. This requires

us to remove packet transformation from the overlay network’s data-plane. Instead, we

implement network virtualization by manipulating connection-level metadata at connec-

tion setup time, saving CPU cycles and reducing packet latency.

Realizing such a container overlay network is challenging because: (1) network vir-

tualization has to be compatible with today’s unmodified containerized applications; (2)

we need to support the same networking policies currently enforced by today’s container

overlay network on the data-plane; and (3) we need to enforce the same security model

as in today’s container overlay networks.

We design and implement Slim, a low-overhead container overlay network that pro-

vides network virtualization by manipulating connection-level metadata. Our evalua-

tions show that Slim improves the throughput of an in-memory key-value store, Mem-

cached [109], by 71% and reduces its latency by 42%, compared to a well-tuned container

overlay network based on packet transformation. Slim reduces the CPU utilization of

Memcached by 56%. Slim also reduces the CPU utilization of a web server, Nginx [115],

by 22%-24%; a database server, PostgreSQL [128], by 22%; and a stream processing frame-

work, Apache Kafka [33, 95], by 10%. However, Slim adds complexity to connection

setup, resulting in 106% longer connection setup time. Other limitations of Slim: Slim

supports quiescent container migration, but not container live migration; connection-

based network policies but not packet-based network policies; and TCP, defaulting to

standard processing for UDP sockets. (See Chapter 5.6.)

The chapter makes the following contributions:

• Benchmarking of existing container overlay network with several data-plane op-

timizations. We identify per-packet processing costs (e.g., packet transformation,

extra traversal of network stack) as the main bottleneck in today’s container overlay
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network. (See Chapter 5.1.1, Chapter 5.1.2.)

• Design and implementation of Slim, a solution that manipulates connection-level

metadata to achieve network virtualization. Slim is compatible with today’s con-

tainerized applications and standard OS kernels. Slim supports various network

policies and guarantees the same security model as that of today’s container over-

lay network. (See Chapter 5.3.)

• Demonstration of the benefits of Slim for a wide range of popular containerized ap-

plications, including an in-memory key-value store, a web server, a database server,

and a stream processing framework. (See Chapter 5.5.)

Fundamentally, Slim integrates efficient virtualization into the OS kernel’s networking

stack. A modern OS kernel already has efficient native support to virtualize file systems

(using mount namespace) and other OS components (e.g., process id, user group). The net-

work stack is the remaining performance gap for efficient container virtualization. Slim

bridges this gap.

5.1 Overheads in Container Overlay Networks

We quantify the overhead of today’s container overlay network solutions in terms of

throughput, latency, and CPU utilization. We show that the overhead is significant even

after applying known overhead reduction techniques (e.g., packet steering [119]).

5.1.1 Overhead in Container Overlay Networks

The overhead of today’s container overlay networks comes from per-packet processing

(e.g., packet transformation, extra traversal of the network stack) inside the OS kernel.

Journey of an Overlay Network Packet

In our example (Figure 2.3), assume that a TCP connection has previously been estab-

lished between 10.0.0.1 and 10.0.0.2. Now, the container sends a packet to 10.0.0.2 through
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this connection. The OS kernel’s overlay network stack first writes the virtual destination

IP address 10.0.0.2 and source IP address 10.0.0.1 on the packet header. The OS kernel

also writes the Ethernet header of the packet to make the packet a proper Ethernet frame.

The Ethernet frame traverses a virtual Ethernet link to the virtual switch’s input buffer.

The virtual switch recognizes the IP address 10.0.0.2 inside the Ethernet frame as that

of a container on a remote host. It adds a physical IP header to the Ethernet frame using

host source and destination addresses from its routing table. The packet now has both a

physical and a virtual header. On the host network, the packet is simply a UDP packet

(assuming the tunneling protocol is VXLAN) and its UDP payload is the Ethernet frame.

The OS kernel then delivers the encapsulated packet to the wire using the host network

stack.

The receiving pipeline is the same except that the virtual switch removes the host net-

work header instead of adding one. The receiving side receives the exact same Ethernet

frame from the sending side’s virtual network interface.

We can thus see why the overlay network is expensive: delivering a packet on the

overlay network requires one extra traversal of the network stack and also packet encap-

sulation and decapsulation.

Quantifying Overhead

We give a detailed breakdown of the overhead in one popular container overlay network

implementation, Weave [144]. Our testbed consists of two machines with Intel Xeon E5-

2680 (12 physical cores, 2.5 GHz). The machines use hyper-threading and therefore each

has 24 virtual cores. Each machine runs Linux version 4.4 and has a 40 Gbps Intel XL710

NIC. The two machines are directly connected via a 40 Gbps link. The physical NIC is

configured to use Receive Side Scaling (RSS). In all of our experiments, we do not change

the configuration of the physical NICs.

We create an overlay network with Weave’s fast data-plane mode (similar to the archi-
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Setup Throughput (Gbps) RTT (µs)

Intra, Host 48.4 ± 0.7 5.9 ± 0.2

Intra, Overlay 37.4 ± 0.8 (23%) 7.9 ± 0.2 (34%)

Inter, Host 26.8 ± 0.1 11.3 ± 0.2

Inter, Overlay 14.0 ± 0.4 (48%) 20.9 ± 0.3 (85%)

Table 5.1: Throughput and latency of a single TCP connection on a container overlay net-

work, compared with that using host mode. Intra is a connection on the same physical

machine; Inter is a connection between two different physical machines over a 40 Gbps

link. The numbers followed by ± show the standard deviations. The numbers in paren-

theses show the relative slowdown compared with using host mode.

tecture in Figure 2.3). We use iperf3 [82] to create a single TCP connection and study TCP

throughput atop the container overlay network. We use NPtcp [118] to measure packet-

level latency. For comparison, we also perform the same test using host mode container

networking. In all of our experiments, we keep the CPU in maximum clock frequency

(using Intel P-State driver [130]).

The overhead of the container overlay network is significant. We compare TCP flow

throughput and packet-level latency under four different settings. Table 5.1 shows aver-

age TCP flow throughput with maximum ethernet frame size over a 10-second interval

and the round trip latency for 32-byte TCP packets for 10 tests. For two containers on the

same host, TCP throughput reduces by 23% and latency increases by 34%. For containers

across physical machines, TCP throughput reduces by almost half (48%) and latency in-

creases by 85%. Intra-host container overlay network has lower overheads because packet

encapsulation is not needed.

To understand the source of the main bottleneck, we measure CPU utilization with

a standard Linux kernel CPU profiling tool, mpstat. We specifically inspect the overlay
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Figure 5.2: CPU utilization under different overlay network setups measured by number

of virtual cores used for a single 10 Gbps TCP connection. The CPU cycles are spent:

in user-level application (usr), inside kernel but excluding interrupt handling (sys), and

serving software interrupts (soft). Error bars denote standard deviations.

network across two different physical machines. We set the speed of the TCP connection

to 10 Gbps and then use mpstat to identify where CPU cycles are spent for 10 tests where

each test lasts 10 seconds. Figure 5.2 shows the overall CPU utilization and the break-

down. Compared with using a direct host connection, in the default mode (Random IRQ

load balancing), the overlay network increases CPU utilization (relatively) by 93%. RPS

(receive packet steering) and RFS (receive flow steering) are two optimizations we have

done to Weave. (See Chapter 5.1.2.)

The main CPU overhead of the overlay network comes from serving software inter-

rupts; in the default overlay setting, it corresponds to 0.56 virtual cores. The reason why

the extra CPU utilization is in the software interrupt handling category is that packet

transformation and the traversal of the extra network stack is not directly associated with

a system call. These tasks are offloaded to per-core dedicated softirq thread. For compari-
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son, using the host mode, only 0.21 virtual cores are spent on serving software interrupts.

This difference in CPU utilization captures the extra CPU cycles wasted on traversing the

network stack one extra time and packet transformation. Note here we do not separate

the CPU utilization due to the virtual switch and due to the extra network stack traver-

sal. Our solution, Slim, removes both these two components from the container overlay

network data-plane at the same time, so understanding how much CPU utilization these

two components consume combined is sufficient.

In Chapter 5.1.2, we show that existing techniques (e.g., packet steering) can address

some of the performance issues of a container overlay network. However, significant

overhead still remains.

5.1.2 Fine-Tuning Data-plane

There are several known techniques to reduce the data-plane overhead. Packet steering

creates multiple queues, each per CPU core, for a network interface and uses consistent

hashing to map packets to different queues. In this way, packets in the same network

connection are processed only on a single core. Different cores therefore do not have to

access the same queue, removing the overhead due to multi-core synchronization (e.g.,

cache-line conflicts, locking). Table 5.2 shows the changes to throughput and latency on a

container overlay network using packet steering.

Packet steering improves TCP throughput to within 91% of using a host TCP con-

nection, but it does not reduce packet-level latency. We experimented with two packet

steering options, Receive Packet Steering (RPS) and Receive Flow Steering (RFS), for in-

ternal virtual network interfaces in the overlay network. RPS1 ensures that packets in the

same flow always hit the same core. RFS, an enhancement of RPS, ensures that software

interrupt processing occurs on the same core as the application.

Although packet steering can imporve throughput, it has a more modest impact on

1RSS requires hardware NIC support. RPS is a software implementation of RSS that can be used on
virtual network interfaces inside the OS kernel.
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Setup Throughput (Gbps) RTT (µs)

Random LB 14.0 ± 0.4 (48%) 20.9 ± 0.3 (85%)

RPS 24.1 ± 0.8 (10%) 20.8 ± 0.1 (84%)

RFS 24.5 ± 0.3 (9%) 21.2 ± 0.2 (88%)

Host 26.8 ± 0.1 11.3 ± 0.2

Table 5.2: TCP throughput and latency (round-trip time for 32-byte TCP packets) for dif-

ferent packet steering mechanisms atop a container overlay network across two physical

hosts. The numbers followed by ± show the standard deviations. The numbers in paren-

theses show the relative slowdown compared with using the host mode.

CPU utilizaion than throughput and almost no change to latency. Packets still have to go

through the same packet transformations and traverse the network stack twice. Our de-

sign, Slim, focuses directly on removing this per-packet processing overhead in container

overlay networks.

5.2 Overview

Slim provides a low-overhead container overlay network in which packets in the overlay

network traverse the network stack exactly once. Like other container overlay network

implementations [144, 54, 65], Slim creates a virtual network with a configuration com-

pletely decoupled from the host network’s. Containers have no visibility of host network

interfaces, and they communicate only using virtual network interfaces that the OS kernel

creates.

We require Slim to be (1) readily deployable, supporting unmodified application bina-

ries; (2) flexible, supporting various network policies, such as access control, rate limiting,

and quality of service (QoS), at both per-connection and per-container levels; and (3) se-
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cure, the container cannot learn information about the physical hosts, create connections

directly on host network, or increase its traffic priority.

Figure 5.3 shows Slim’s architecture. It has three main components: (1) a user-space

shim layer, SlimSocket, that is dynamically linked with application binaries; (2) a user-

space router, SlimRouter, running in the host namespace; and (3) a small optional kernel

module, SlimKernelModule, which augments the OS kernel with advanced Slim features

(e.g., dynamically changing access control rules, enforcing security).

Slim virtualizes the network by manipulating connection-level metadata. SlimSocket

exposes the POSIX socket interface to application binaries to intercept invocations of

socket-related system calls. When SlimSocket detects an application is trying to set up

a connection, it sends a request to SlimRouter. After SlimRouter sets up the network con-

nection, it passes access to the connection as a file descriptor to the process inside the

container. The application inside the container then uses the host namespace file descrip-

tor to send/receive packets directly to/from the host network. Because SlimSocket has

the exact same interface as the POSIX socket, and Slim dynamically links SlimSocket into

the application, the application binary need not be modified.

In Slim, packets go directly to the host network, circumventing the virtual network

interface and the virtual switch; hence, a separate mechanism is needed to support vari-

ous flexible control-plane policies (e.g., access control) and data-plane policies (e.g., rate

limiting, QoS). Control-plane policies isolate different components of containerized appli-

cations. Data-plane policies limit a container’s network resource usage and allow priori-

tization of network traffic. In many current overlay network implementations, both types

of policies are actually enforced inside the data-plane. For example, a typical network

firewall inspects every packet to determine if it is blocked by an access control list.

SlimRouter stores control-plane policies and enforces them at connection setup time.

This approach obviates the need to inspect every packet in the connection. Before creating

a connection, SlimRouter checks whether the access control list permits the connection.

When the policy changes, SlimRouter scans all existing connections and removes the file
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Figure 5.3: Architecture of Slim.

descriptors for any connection that violates the updated access control policy through

SlimKernelModule. Slim leverages existing kernel functionalities to enforce data-plane

policies.

Sending a host namespace file descriptor directly to a malicious container raises secu-

rity concerns. For example, if a malicious container circumvents SlimSocket and invokes

the getpeername call directly on the host namespace file descriptor, it would be able to learn

the IP addresses of the host machines. A container could also call connect with a host net-

work IP address to create a connection directly on the host network, circumventing the

overlay network. Finally, a container could call setsockopt to increase its traffic priority.

To enforce the same security model as in today’s container overlay network, Slim of-

fers a secure mode. When secure mode is on, Slim leverages a kernel module, SlimK-

ernelModule, to restrict the power of host namespace file descriptors inside contain-

ers. SlimKernelModule implements a lightweight capability system for file descriptors.

SlimKernelModule has three roles: (1) track file descriptors as they propagate inside the

container, (2) revoke file descriptors upon request from SlimRouter, and (3) prohibit a list
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of unsafe system calls using these file descriptors (e.g., getpeername, connect, setsockopt).

SlimSocket emulates these system calls for non-malicious applications.

5.3 Design

We first describe how to implement network virtualization without needing packet trans-

formations in the data-plane while maintaining compatibility with current containerized

applications. We then describe how to support flexible network polices and enforce secu-

rity for malicious containers.

Slim does not change how virtual to physical IP mappings are stored. They can still be

either stored in external storage or obtained through gossiping. As with today’s container

overlay network, Slim relies on a consistent and current view of containers’ locations in

the host network.

5.3.1 Connection-based Network Virtualization

Slim provides a connection-based network virtualization for containers. When a con-

tainer is initiated on the host, Slim dispatches an instance of SlimRouter in the host names-
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pace. Slim links a user-level shim layer, SlimSocket, to the container. When the process

inside the container creates a connection, instead of making standard socket calls, Slim-

Socket sends a request to SlimRouter with the destination IP address and port number.

SlimRouter creates a connection on behalf of the container and returns a host namespace

file descriptor back to the container. We first present an example that shows how Slim

supports traditional blocking I/O. We then describe how to additionally make Slim sup-

port non-blocking I/O.

Support for blocking I/O. Figure 5.4 shows how a TCP connection is created between

a web client and a web server on Slim. Consider the web server side. The container first

creates a socket object with the socket function call. This call is intercepted by SlimSocket

and forwarded to SlimRouter, which creates a socket object in the host network. When

the container calls bind on the socket with virtual network interface IP address 10.0.0.1

and port 80, SlimRouter also calls bind on the host network interface IP address 1.2.3.5

and with some unused port 1234. The port translation is needed because a host can run

multiple web servers binding on port 80, but the host network interface only has a single

port 80. SlimRouter updates the port mapping. The web server then uses accept to wait for

an incoming TCP connection. This function call is also forwarded to SlimRouter, which

waits on the host socket.

We move next to the web client side. The client performs similar steps to create the

socket object. When the client side connects the overlay socket to the server side at IP

address 10.0.0.1 port 80, SlimRouter looks up the virtual IP address 10.0.0.1 and finds its

corresponding host IP address 1.2.3.5. SlimRouter then contacts the SlimRouter for the

destination container on 1.2.3.5 to locate the corresponding host port, 1234. SlimRouter

sets up a direct connection to port 1234 on 1.2.3.5. After the TCP handshake is complete,

accept/connect returns a file descriptor in which socket send/recv is enabled. SlimRouter

passes the file descriptor back to the container, and SlimSocket replaces the overlay con-

nection file descriptor with the host namespace file descriptor using system call dup2.

From this point on, the application directly uses the host namespace file descriptor to
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send or receive packets.

To ensure compatibility with current containerized applications, SlimSocket exposes

the same POSIX socket interface. Besides forwarding most socket-related system calls

(e.g., socket, bind, accept, connect) to SlimRouter, SlimSocket also carefully maintains the

expected POSIX socket semantics. For example, when a containerized application calls

getpeername to get an IP address on the other side of the connection, SlimSocket returns

the overlay IP address rather than the host IP address, even when the file descriptor for

the overlay connection has already been replaced with the host namespace file descriptor.

Support for non-blocking I/O. Most of today’s applications [109, 115] use a non-

blocking I/O API (e.g., select, epoll) to achieve high I/O performance. Slim must also

intercept these calls because they interact with the socket interface. For example, epoll

creates a meta file descriptor that denotes a set of file descriptors. An application uses

epoll wait to wait any event in the set, eliminating the need to create a separate thread to

wait on an event in each file descriptor. On connection setup, we must change the corre-

sponding file descriptor inside the epoll’s file descriptor set. SlimSocket keeps track of the

mapping between the epoll file descriptor and epoll’s set of file descriptors by intercepting

epoll ctl. For an accept or connect on a file descriptor that is inside an epoll file descriptor

set, SlimSocket removes the original overlay network file descriptor from the epoll file

descriptor set and adds host namespace file descriptor into the set.

Service discovery. Our example in Figure 5.4 assumes that the SlimRouter on the

client side knows the server side has bound to physical IP 1.2.3.4 and port 1234. To au-

tomatically discover the server’s physical IP address and port, we could store a mapping

from virtual IP/port to physical IP/port on every node in the virtual network. Unfortu-

nately, this mapping has to change whenever a new connection is listened.

Instead, Slim uses a distributed mechanism for service discovery. Slim keeps a stan-

dard container overlay network running in the background. When the client calls con-

nect, it actually creates an overlay network connection on the standard container overlay

network. When the server receives an incoming connection on the standard overlay net-
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work, SlimSocket queries SlimRouter for the physical IP address and port and sends them

to the client side inside the overlay connection. In secure mode (Chapter 5.3.3), the result

queried from SlimRouter is encrypted. SlimSocket on the client side sends the physical

IP address and port (encrypted if in secure mode) to its SlimRouter and the SlimRouter

establishes the host connection. This means connection setup time is longer in Slim than

that on container overlay networks based on packet transformation. (See Chapter 5.5.1.)

5.3.2 Supporting Flexible Network Policies

This section describes Slim’s support for both control- and data-plane policies.

Control-plane policies. Slim supports standard access control over overlay packet

header fields, such as the source/destination IP addresses and ports. Access control can

also filter specific types of traffic (e.g., SSH, FTP) or traffic from specific IP prefixes.

In the normal case where policies are static, Slim enforces access control at connec-

tion creation. SlimRouter maintains a copy of current access control policies from the

container orchestrator or network operator. When a connection is created by accept or

connect, SlimRouter checks whether the created connection violates any existing access

control policy. If so, SlimRouter rejects the connection by returning -1 to connect or by

ignoring the connection in accept.

Access control policies can change dynamically, and any connection in violation of the

updated access control policy must be aborted. SlimRouter keeps per-connection state,

including source and destination IP addresses, ports, and the corresponding host names-

pace file descriptors. When access control policies change, SlimRouter iterates through all

current connections to find connections that are forbidden in the updated policies. Slim-

Router aborts those connections by removing the corresponding file descriptors from the

container. Removing a file descriptor from a running process is not an existing feature

in commodity operating systems such as Linux. We build this functionality in SlimKer-

nelModule. (See Chapter 5.3.3 for more details.)
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Data-plane policies. Slim supports two types of data-plane policies: rate limiting

and quality of service (QoS). Rate limiting limits the amount of resources that a container

can use. QoS ensures that the performance of certain applications is favored over other

applications.

Slim reuses an OS kernel’s existing features to support data-plane policies. A mod-

ern OS kernel has support for rate limiting and QoS for a single connection or a set of

connections. Slim simply sets up the correct identifier to let the OS kernel recognize the

container that generates the traffic.

In Slim, rate limits are enforced both at the per-connection and per-container level.

Per-connection rate limits are set in a similar way as in today’s overlay network using

Linux’s traffic control program, tc. For per-container rate limits, Slim first configures the

net cls cgroups to include the SlimRouter process. The net cls cgroup tags traffic from

the container or the corresponding SlimRouter with a unique identifier. SlimRouter then

sets the rate limit for traffic with this identifier using tc on the host network interface. In

this way, the network usage by SlimRouter is also restricted by the rate limit. Correct

accounting of network usage is the fundamental reason why each container requires a

separate SlimRouter.

Quality of service (QoS) also uses tc. SlimRouter uses socket options to set up the

type of service (ToS) field (via setsockopt). In this way, switches/routers on the physical

network are notified of the priority of the container’s traffic.

Compatibility with existing IT tools. In general, IT tools2 need to be modified to

interact with SlimRouter in order to function with Slim. IT tools usually use some user-

kernel interface (e.g., iptables) to inject firewall and rate limits rules. When working with

Slim, they should instead inject these rules to SlimRouter. Because Slim is fundamentally

a connection-based virtualization approach, a limitation of our approach is that it can-

not support packet-based network policy (e.g., drop an overlay packet if the hash of the

2We only consider IT tools that run on the host to manage containers but not those run inside containers.
IT tools usually require root privilege to the kernel (e.g., iptables) and are thus disabled inside containers.



106

packet matches a signature). (See Chapter 5.6.) If packet-based policies are needed, the

standard Linux overlay should be used instead.

If static connection-based access control is the only network policy needed, then exist-

ing IT tools need not be modified. If an IT tool blocks a connection on a standard container

overlay network, it also blocks the metadata for service discovery for that connection on

Slim, thus it blocks the host connection from being created on Slim.

5.3.3 Addressing Security Concerns

Slim includes an optional kernel module, SlimKernelModule, to ensure that Slim main-

tains the same security model as today’s container overlay networks. The issue concerns

potentially malicious containers that want to circumvent SlimSocket. Slim exposes host

namespace file descriptors to containers and therefore needs an extra mechanism inside

the OS kernel to track and manage access.

SlimKernelModule implements a lightweight and general capability system based on

file descriptors. SlimKernelModule tracks tagged file descriptors in a similar way as taint-

tracking tools [60] and filters unsafe system calls on these file descriptors. We envision this

kernel module could also be used by other systems to track and control file descriptors.

For example, a file server might want to revoke access from a suspicious process if it

triggers an alert. Slim cannot use existing kernel features like seccomp [137] because

seccomp cannot track tagged file descriptors.

SlimKernelModule monitors how host namespace file descriptors propagate inside

containers. It lets SlimRouter or other privileged processes tag a file descriptor. It then

interposes on system calls that may copy or remove tagged file descriptors, such as dup,

fork and close—to track their propagation. If the container passes the file descriptor to

other processes inside the container, the tag is also copied.

Tagged file descriptors have limited powers within a container. SlimKernelModule

disallows invocation of certain unsafe system calls using these file descriptors. For exam-
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ple, in the case of Slim, a tagged file descriptor cannot be used with the following system

calls: connect, bind, getsockname, getpeername, setsockopt, etc. This prevents containers from

learning their host IP addresses or increasing their traffic priority. It also prevents con-

tainers from directly creating a host network connection. For a non-malicious container,

SlimSocket and SlimRouter emulate the functionalities of these forbidden system calls.

SlimKernelModule revokes tagged file descriptors upon request. To do so, it needs

a process identifier (pid) and a file descriptor index. SlimRouter uses this functionality

to implement dynamic access control. When the access control list changes for existing

connections, SlimRouter removes the file descriptors through SlimKernelModule. SlimK-

ernelModule revokes all the copies of the file descriptors.

Secure versus Non-secure mode. Whether to use Slim in secure mode (with SlimK-

ernelModule) or not depends on the use case. When containers and the physical infras-

tructure are under the same entity’s control, such as for a cloud provider’s own use [100],

non-secure mode is sufficient. Non-secure mode is easier to deploy because it does not

need kernel modification. When containers are potentially malicious to the physical in-

frastructure or containers of other entities, secure mode is required. Secure mode has

slightly (∼25%) longer connection setup time, making the overall connection setup time

106% longer than that of a traditional container overlay network. (See Chapter 5.5.1.)

5.4 Implementation

Our implementation of Slim is based on Linux and Docker. Our prototype includes all

features described in Chapter 5.3. SlimSocket, SlimRouter, and SlimKernelModule are

implemented in 1184 lines of C, 1196 lines of C++ (excluding standard libraries), and 1438

lines of C, respectively.

Our prototype relies on a standard overlay network, Weave [144], for service discovery

and packets that require data-plane handling (e.g., ICMP, UDP).

SlimSocket uses LD PRELOAD to dynamically link to the application binary. Com-

munication between SlimSocket and SlimRouter is via a Unix Domain Socket. In non-
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secure mode, file descriptors are passed between SlimRouter and SlimSocket by sendmsg.

For secure mode, file descriptors are passed with SlimKernelModule’s cross-process file

descriptor duplication method.

SlimRouter allows an network operator to express the access control as a list of entries

based on source/destination IP address prefixes and ports in a JSON file. SlimRouter has

a command-line interface for network operators to issue changes in the access control list

via reloading the JSON file. Slim rejects any connection matched in the list. SlimRouter

uses htb qdisc to implement rate limits and prio qdisc for QoS with tc.

SlimRouter and SlimKernelModule communicate via a dummy file in procfs [129] cre-

ated by SlimKernelModule. SlimKernelModule treats writes to this file as requests. Ac-

cessing the dummy file requires host root privilege.

SlimKernelModule interposes on system calls by replacing function pointers in the

system call table. SlimKernelModule stores tagged file descriptors in a hash table and a

list of unsafe system calls. SlimKernelModule rejects unsafe system calls on tagged file

descriptors.

SlimKernelModule also interposes on system calls such as dup, dup2 and close to en-

sure that file descriptor tags are appropriately propagated. For process fork (e.g., fork,

vfork, clone in Linux kernel), SlimKernelModule uses the sched process fork as a callback

function. Slim does not change the behavior of process forking. A forked process still has

SlimSocket dynamically linked.

5.5 Evaluation

We first microbenchmark Slim’s performance and CPU utilization in both secure and non-

secure mode and then with four popular containerized applications: an in-memory key-

value store, Memcached [109]; a web server, Nginx [115]; a database, PostgreSQL [128];

and a stream processing framework, Apache Kafka [33, 95]. Finally, we show performance

results for container migration. Our testbed setup is the same as that for our measurement

study (Chapter 5.1.1). In all the experiments, we compare Slim with Weave [144] with its
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fast data-plane enabled and with RFS enabled by default. We use Docker [52] to create

containers.

5.5.1 Microbenchmarks

Similar to the performance tests in Chapter 5.1.1, we use iperf3 [82] and NPtcp [118] to

measure performance of a TCP flow. We use mpstat to measure CPU utilization.

A single TCP flow running on our 40 Gbps testbed reaches 26.8 Gbps with 11.4 µs la-

tency in both secure and non-secure modes. Slim’s throughput is the same as the through-

put on the host network and is 9% faster than Weave with RFS. Slim’s latency is also the

same as using the host network, and it is 86% faster than Weave with RFS.

Using Slim, the creation of a TCP connection takes longer because of the need to in-

voke the user-space router. On our testbed, in a container with Weave, creating a TCP

connection takes 270 µs. With the non-secure mode of Slim, it takes 444 µs. With the

secure mode, it takes 556 µs. As a reference, creation of a TCP connection on the host

network takes 58 µs. This means that Slim is not always better, e.g., if an application has

many short-lived TCP connections. We did not observe this effect in the four applica-

tions studied because they support persistent connections [112, 116], a common design

paradigm.

For long-lived connections, Slim reduces CPU utilization. We measure the CPU uti-

lization using mpstat for Slim in secure mode and Weave with RFS when varying TCP

throughput from 0 to 25 Gbps. RFS cannot reach 25 Gbps, so we omit that data point. Fig-

ure 5.5a shows the total CPU utilization in terms of number of virtual cores consumed.

Compared to RFS, CPU overhead declines by 22-41% for Slim; Slim’s CPU costs are the

same as using the host network directly. To determine the source of this reduction, we

break down different components using mpstat when TCP throughput is 22.5 Gbps. Fig-

ure 5.5b shows the result. As expected, the largest reduction in CPU costs comes from

serving software interrupts. These decline 49%: Using Slim, a packet no longer needs
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Figure 5.5: CPU utilization and breakdown for a TCP connection. In Figure 5.5a, the Slim

and the host lines overlap. In Figure 5.5b, the usr bar is at the bottom and negligible. Error

bars denote standard deviations.

data-plane transformations and traverses the host OS kernel’s network stack only once.

Network policies. Slim supports access control, rate limiting and QoS policies, includ-

ing when applied to existing connections. We examine a set of example scenarios when

rate limits and access control are used. We run two parallel containers, each with a TCP

connection. The other end of those connections is a container on a different machine. We

use iperf to report average throughput per half second. Figure 5.6 shows the result.

Without network policy, each container gets around 18-18.5 Gbps. We first set a rate

limit of 15 Gbps on one container. The container’s throughput immediately drops to

around 14 Gbps, and the other container’s throughput increases. A slight mismatch oc-

curs between the rate limit we set and our observed throughput, which we suspect is

due to tc being imperfect. We subsequently set the rate limit to 10 Gbps and 5 Gbps. As

expected, the container’s throughput declines to 10 and 5 Gbps, respectively, while the

other container’s throughput increases. Finally, Slim stops rate limiting and sets an ACL

to bar the container from communicating with the destination. The affected connection is
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Figure 5.6: A bar graph of the combined throughput of two Slim containers, with rate

limit and access control policy updates to one of the containers.

destroyed, and the connection from the other container speeds up to standard connection

speed.

5.5.2 Applications

We evaluate Slim with four real world applications: Memcached, Nginx, PostgreSQL, and

Apache Kafka. From this point on, our evaluation uses Slim running in secure mode.

Memcached

We measure the performance of Memcached [109] on Slim. We create one container on

each of the two physical machines; one runs the Memcached (v1.5.6) server, and the other

container runs a standard Memcached benchmark tool, memtier benchmark [110] devel-
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Figure 5.7: Throughput and latency of Memcached with Weave (in various configura-

tions) and with Slim. Error bars in Figure 5.7a shows the standard deviation of completed

Memcached operations per-second.

oped by redislab [134]. The benchmark tool spawns 4 threads. Each thread creates 50

TCP connections to the Memcached server and reports the average number of responses

per second, the average latency to respond to a memcache command, and the distribution

of response latency (SET:GET ratio = 1:10).

Slim improves Memcached throughput (relative to Weave). Figure 5.7a shows the

number of total Memcached operations per-second completed on Slim and Weave with

different configurations. Receive Flow Steering (RFS) is our best-tuned configuration, yet

Slim still outperforms it by 71%. With the default overlay network setting (random IRQ

load balancing), Slim outperforms Weave by 79%. Slim’s throughput is within 3% of host

mode.

Slim also reduces Memcached latency. Figure 5.7b shows the average latency to com-

plete a memcache operation. The average latency reduces by 42% using Slim compared

to RFS. The latency of the default setting (random IRQ load balancing), RPS, and RFS are

not significantly different (within 5%). Slim’s latency is exactly the same as host mode.

Slim also reduces Memcached tail latency. Figure 5.8 shows the CDF of latency for SET
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Figure 5.8: Distribution of latency for Memcached SET and GET operations, illustrating

tail latency effects. The Slim and Host lines overlap.

and GET operations. The default configuration (i.e., IRQ load balancing) has the worst tail

latency behavior. Synchronization overhead depends on temporal kernel state and thus

makes latency less predictable. RPS and RFS partially remove the synchronization over-

head, improving predictability. Compared to the best configuration, RFS, Slim reduces

the 99.9% tail latency by 41%.

Slim reduces the CPU utilization per operation. We measure average CPU utilization

on both the client and the Memcached server when memtier benchmark is running. Fig-

ure 5.9 shows the result. The total CPU utilization is similar on the client side, while the

utilization is 25% lower with Slim on the server compared to RFS. Remember that Slim

performs 71% more operations/second. As expected, the amount of CPU utilization in

serving software interrupts declines in Slim. We also compare CPU utilization when the

throughput is constrained to be identical. Slim reduces CPU utilization by 41% on the

Memcached client and 56% on the Memcached server, relative to Weave.
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Figure 5.9: CPU utilization of Memcached client and server. Error bars denote standard

deviations.

Nginx

We run one Nginx (v1.10.3) server in one container and a standard web server benchmark-

ing tool, wrk2 [148], in another container. Both containers are on two different physical

machines. The tool, wrk2, spawns 2 threads to create a total of 100 connections to the Ng-

inx server to request an HTML file. This tool lets us set throughput (requests/sec), and it

outputs latency. We set up two HTML files (1KB, 1MB) on the Nginx server.

Nginx server’s CPU utilization is significantly reduced with Slim. We use mpstat to

break down the CPU utilization of the Nginx server for scenarios when RFS, Slim, and

host can serve the throughput. Figure 5.10 shows the CPU utilization breakdown when

the file size is 1KB and the throughput is 60K reqs/second, and also when the file size

is 1MB and the throughput is 3K reqs/second. (We choose 60K reqs/second and 3K

reqs/second because they are close to the limit of what RFS can handle.). For the 1 KB

file, the CPU utilization reduction is 24% compared with RFS. For the 1 MB file, the CPU
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Figure 5.10: CPU utilization breakdown of Nginx. Error bars denote standard deviations.

utilization reduction is 22% compared with RFS. Note that much of the CPU utilization

reduction comes from reduced CPU cycles spent in serving software interrupts in the ker-

nel. The CPU utilization still has a 5%-6% gap between Slim and host. We expect this

gap is from the longer connection setup time in Slim. Unlike our Memcached benchmark,

where connections are pre-established, we observe that wrk2 creates TCP connections on

the fly to send HTTP requests.

While Slim improves the CPU utilization, the improvements to latency are lost in the

noise of the natural variance in latency for Nginx. The benchmark tool, wrk2, reports the

average and the standard deviation of Nginx’s latency. Figure 5.11 shows the result. The

standard deviation is much larger than the difference of the average latencies.

PostgreSQL

We deploy a relational database, PostgreSQL [128] (version 9.5), in a container and then

use its default benchmark tool, pgbench [125], to benchmark its performance in another
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Figure 5.11: Latency of Nginx server. Error bars denote standard deviations.

container. The tool, pgbench, implements the standard TPC-B benchmark. It creates a

database with 1 million banking accounts and executes transactions with 4 threads and a

total of 100 connections.

Slim reduces the CPU utilization of PostgreSQL server. We set up pgbench to generate

300 transactions per second. (We choose 300 transactions per second because it is close

to what RFS can handle.) Figure 5.12a shows the CPU utilization breakdown of the Post-

greSQL server. Compared with RFS, Slim reduces the CPU utilization by 22% and the

CPU utilization is exactly the same as using host mode networking. Note here, the reduc-

tion in CPU utilization is much less than in Memcached and Nginx. The reason is that

the PostgreSQL server spends a larger fraction of its CPU cycles in user space, processing

SQL queries. Thus, the fraction of CPU cycles consumed by the overlay network is less.

Similar to Nginx, the latency of PostgreSQL naturally has a high variance because of

the involvement of disk operations, and it is difficult to conclude any latency benefit of

Slim. The benchmark tool, pgbench, reports the average and the standard deviation of

PostgreSQL’s latency. Figure 5.13a shows the results. The standard deviation is much

larger than the difference of the mean latencies.
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Figure 5.12: CPU utilization of PostgreSQL and Kafka. Error bars denote standard devia-

tions.

Apache Kafka

We now evaluate a popular data streaming framework, Apache Kafka [33, 95]. It is used

to build real-time data processing applications. We run Kafka (version 2.0.0) inside one

container, and Kafka’s default benchmarking tool, kafka-producer-perf-test, in another con-

tainer on a different physical machine.

Slim reduces the CPU utilization of both the Kafka server and the Kafka client. We

use kafka-producer-perf-test to set throughput to be 500K messages per second. (We choose

500K messages per second because it is close to what RFS can handle.) Each message is

100 bytes and the batch size is 8192. The tool spawns 10 threads that generate messages in

parallel. Figure 5.12b shows the breakdown of CPU utilization. The total CPU utilization

of the Kafka server reduces by 10% with Slim. The CPU utilization reduction is even

smaller than PostgreSQL because Kafka spends more time in user space processing.

Slim reduces message latencies in Kafka. The benchmark tool, kafka-producer-perf-test,
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Figure 5.13: Latency of PostgreSQL and Kafka. Error bars denote standard deviations.

reports the latency of Kafka. Figure 5.13b shows the results. Kafka’s latency reduces by

0.28 ms (28%), compared with RFS. There is still a 0.09 ms latency gap between using Slim

and the host mode.

5.5.3 Container Migration

Slim supports container migration. On our testbed, we migrate a Memcached container

from one physical server to another physical server on the 40 Gbps network. We test

migration 20 times with/without Slim. The container’s IP address is kept the same across

the migration. Likewise, we do not change the host network’s routing table. The container

image extracted from the file system is 58 Mbytes.

Using Slim marginally slows down container migration. Table 5.3 is the breakdown of

the average container migration time on Weave and on Slim. In total, Slim slows down

container migration from 3.34 s to 3.76 s. Slim does not change most of the migration pro-

cess. The extra overhead is introduced mainly in restoring the file system. With Slim, a

container has an additional disk volume containing SlimSocket and also a dummy file to

support communication over UNIX domain socket between SlimSocket and SlimRouter.
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Weave Slim

Stop running container 0.75 ± 0.02 0.75 ± 0.02

Extract fs into image 0.43 ± 0.01 0.43 ± 0.01

Transfer container image 0.44 ± 0.01 0.44 ± 0.01

Restore fs 0.82 ± 0.09 1.20 ± 0.10

Start SlimRouter - 0.003 ± 0.001

Start container 0.90 ± 0.09 0.94 ± 0.17

Total 3.34 ± 0.12 s 3.76 ± 0.20 s

Table 5.3: Time to migrate a Memcached container. The numbers followed by ± show the

standard deviations.

We suspect that the additional disk volume slows down the file system restoration pro-

cess. Further, starting a container with Slim adds a small amount of additional overhead.

5.6 Discussion

Connection Setup Time. One drawback of Slim is that connection setup time is signifi-

cantly longer (Chapter 5.5.1). This can penalize applications with many short connections.

Slim allows indiviual applications in a container to opt out by detaching SlimSocket. In

the future, we want the choice of opting out to be at a per-connection level. We can either

(1) allow developers to specify which connection to opt out, or (2) automatically opt out

based on predicted flow sizes [56].

Container Live Migration. Although Slim does support quiescent container migra-

tion, it does not currently support container live migration. All the TCP connections are

disconnected during the migration process, and memory states are not migrated. How-

ever, in live migration, live application state has to be fully restored, including state such
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as application threads waiting on events inside the OS kernel. Docker is currently exper-

imenting with live checkpointing and restoration with criu [50], but it is focused on the

simpler case of a single host [53]. Provided a practical live container migration system

could be built, Slim would make that more difficult because: (1) the state of the container

now includes host namespace file descriptors and (2) data-plane policies (e.g., rate lim-

its) are enforced on host connection identifiers (i.e., five tuples) that would need to be

properly translated when migrated.

UDP. The focus of this chapter has been on improving the container communication

performance of connection-oriented protocols, such as TCP, by moving operations from

the data-plane to connection setup. This poses a challenge for connectionless protocols

such as UDP. Slim potentially could support UDP using similar mechanisms as for TCP,

by intercepting socket, bind, connect, sendto, and recvfrom. However, we chose not to do

this in our prototype because of two reasons. First, we do not have a good mechanism

to support flexible network policy for UDP. In UDP, a file descriptor does not describe a

single network pair, but rather an open port to which every node in the virtual network

can send packets. Second, the most common use case for UDP in data centers is to avoid

the overhead of connection setup; since Slim makes connection setup more expensive, it

would subvert some of those benefits. Instead, to work with unmodified applications that

may use a mixture of TCP and UDP packets, our prototype simply directs UDP traffic to

Weave.

Packet-based Network Policy. A limitation of Slim is that it supports connection-

based network policy and not packet-based network policy. For example, a virtual net-

work can be set up to prevent access to a backend database, except from certain contain-

ers; Slim supports this kind of access control. Packet-based filters allow the system drop

packets if the hash of the overlay packet matches a signature. On Slim, the virtual overlay

packet is never constructed and so checking against a signature would be prohibitively

expensive. If packet-based network policy is needed, a standard overlay network should

be used instead.
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LD PRELOAD. Our prototype uses LD PRELOAD to dynamically link SlimSocket

into unmodified application binaries. Some systems assume statically linked application

binaries (e.g., applications written in Go). These can benefit from Slim by patching the

application binaries to use SlimSocket instead of POSIX sockets; we do not implement

this support in our prototype.

Error Code. Our current prototype implementation is not transparent in one signifi-

cant way. When an access control list changes, requiring Slim to revoke a file descriptor,

the application receives a different error code when it used that file descriptor, relative

to Weave. In Slim, a send on a revoked file descriptor returns a bad file descriptor error

code, while in Weave the packet would be silently discarded. We believe it is possible to

address this but it was not needed for our benchmark applications.

SmartNICs. A recent research trend has been to explore moving common case net-

work data-plane operations to hardware. Catapult [131], for example, moves packet

encapsulation required for virtual machine emulation to hardware. Catapult runs as a

bump on the wire, however, so in order to offload overlay network processing, Linux

would need to be modified to accept virtual network packets on its physical network in-

terface. SR-IOV is commodity hardware, but it suffers from the same problem as macvlan

mode. (See Chapter 2.3.) FlexNIC [89] has proposed a flexible model that can incorpo-

rate application, guest OS, and virtual machine packet management, but to date it is only

experimental hardware.

5.7 Related Work

Network namespace. Mapping resources from a host into a container is not a new idea.

In Plan9 [126], resources, such as directories in the file system or process identifiers, are

directly mapped between namespaces. Our work revisits Plan9’s idea in the network-

ing context, but with performance as a goal, rather than portability. Today’s Linux net-

work namespace works at a per-device level, and so is not strong enough for supporting

connection-based network virtualization. Slim uses the Linux networking namespace to
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isolate the container from using the host network interface.

Host support for efficient virtual networking. Host support for efficient virtual net-

working is an old topic, mostly in the context of VMs. Menon et al. co-design the driver

of the virtual network interface and the hypervisor for efficient virtual network inter-

face emulation [111]. Socket-outsourcing [58], VMCI socket [143], and Slipstream [51]

improve intra-host networking. FreeFlow [90] redirects RDMA library calls to create a

fast container RDMA network. To the best of our knowledge, Slim is first work that pro-

vides network virtualization at TCP connection setup time for unmodified containerized

applications.

Redirecting system calls. Redirecting system calls is a useful technique for many

purposes, such as taint tracking [60], building user-level file systems [68] and performing

other advanced OS kernel features (e.g., sandboxing [91], record and replay [77], and

intrusion detection [92]). In a networking context, mTCP [85] redirects socket calls to

construct a user-level networking stack. NetKernel [117] redirects socket calls to decouple

networking stack from virtual machine images.

Separation of control- and data-plane. The performance gain of Slim comes from

moving network virtualization logic from the data- to the control-plane. Separation of

the control- and the data-plane is a well-known technique to improve system perfor-

mance in building fast data-plane operating systems [123, 39] and routing in flexible net-

works [108].

5.8 Summary

Containers have become the de facto method for hosting distributed applications. The key

component for providing portability, the container overlay network, imposes significant

overhead in terms of throughput, latency, and CPU utilizations, because it adds a layer to

the data-plane. We propose Slim, a low-overhead container overlay network that imple-

ments network virtualization by manipulating connection-level metadata. Slim transpar-

ently supports unmodified, potentially malicious, applications. Slim improves through-
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put of an in-memory key-value store by 71% and reduces latency by 42%. Slim reduces

CPU utilization of the in-memory key-value store by 56%, a web server by 22%-24%, a

database server by 22%, and a stream processing framework by 10%.
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Chapter 6

CONCLUSION

This dissertation explores how to design practical, efficient, and reliable data center

communication by addressing problems in existing optical networks and network virtu-

alization solutions. Specifically, we introduce three systems—CorrOpt, RAIL, and Slim.

CorrOpt addresses the problem of packet corruption loss—a substantial type of packet

loss in data center networks. This corruption loss can hurt application performance. We

have shown that corruption losses have different symptoms and root causes from conges-

tion losses: corruption rate is temporally stable and weakly correlated to its utilization.

CorrOpt monitors and mitigates corruption losses by intelligently turning off corrupting

links while meeting configured capacity constraints. CorrOpt also generates repair rec-

ommendations to speed up link repair. CorrOpt can reduce packet corruption by 3–6

orders of magnitude and can improve repair accuracy from 50% to 80%.

RAIL is a low-cost network architecture for data centers. Our key observation is that

today’s optical communication technologies are over-engineered for the data center envi-

ronment, and reducing the over-engineering can lower network cost. We have explored

stretching transceiver reach as an approach to reduce the over-engineering. We show that

this approach can lower total network cost by up to 10% for 10 Gbps and 44% for 40 Gbps

networks. With transceiver reach stretching, a subset of links will become gray links—

links with packet corruption losses. RAIL’s routing and error correction mechanisms can

minimize packet loss affecting application performance in a network with gray links.

Finally, Slim is an operating system kernel design that enables container network vir-

tualization at “almost zero” cost. Unlike traditional network virtualization solutions that

depend on packet encapsulation and decapsulation, Slim virtualizes network at a per-
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connection level by manipulating per-connection metadata in the operating system ker-

nel. Slim supports unmodified Linux applications. Slim improves the throughput of an

in-memory key-value store by 71% and reduces latency by 42%. Slim reduces CPU uti-

lization of the in-memory key-value store by 56%, a web server by 22%-24%, a database

server by 22%, and a stream processing framework by 10%.

The three systems described in this dissertation have already been partly adopted in

Microsoft. Components of CorrOpt and RAIL are used by Microsoft Azure to monitor

and diagnose their optical-based data center network infrastructure. Slim is used by

Microsoft Bing to lower network virtualization cost when running distributed machine

learning workloads. Facebook has made a similar observation about over-engineering in

fiber optics as we did in RAIL. They are currently pushing for a relaxed 100G-CWDM4

specification (reducing reach from 2000m to 500m, link loss budget from 5 dB to 3.5 dB,

and operating temperature from 0–70 ◦C to 15–55 ◦C) [48].

With the need for higher network bandwidth for large-scale, distributed data pro-

cessing in the data centers, the design and implementation of efficient and reliable data

center networks is going to be increasingly important. Today, it has already been clear

that existing approaches for constructing data center communication are outdated (e.g.,

optical technologies designed for telecommunication, network virtualization based on

packet encapsulation), and we need to design communication that is more suitable for

the data center environment. While the thesis has improved several aspects of data center

networks to achieve greater efficiency and reliability, reaching the final goal of removing

communication as the efficiency and reliability bottleneck is going to be a long battle.
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Appendix A

NP-COMPLETENESS OF FINDING THE BEST SET OF LINKS TO
DISABLE IN CorrOpt

To prove Theorem 1, we first prove the following Lemma:

Lemma 1. Let N = (V,E) be a degraded Fat-Tree, where some links are turned off. Let L ⊆ E

be the set of enabled links with corruption. Finding a set L′ ⊆ L whose removal minimizes the

impact of packet corruption s.t. all ToR switch pairs are still connected the the spine via valley-free

routing after the removal of L′ is NP-hard.

Proof. Our NP-hardness reduction is via the NP-complete problem 3-SAT, in the variant

with exactly three literals per clause. Let I be an instance of 3-SAT [69], with k clauses

C1, . . . , Ck and variables x1, . . . , xr, k ≥ r. We create an instance I ′ of our problem as

follows: Consider a 4k-Fat-Tree, consisting of the three layers ToR, fabric, and the spine,

where the fabric switches have 2k links down- and upwards, respectively. Pick one pod

P with 2k ToR switches, C1, . . . , Ck, corresponding to the clauses in I , and H1, . . . , Hk,

as helper switches, and lastly, 2r fabric switches X1,¬X1, . . . , Xr,¬Xr, corresponding to

the possible literals in I , and, 2k − 2r ≥ 0 further fabric switches A1, . . . , A2k−2r. Let

only the following three sets of links not be turned off in this pod P : 1) For each Ci, the

links pointing to the fabric switches representing the corresponding literals contained in

the clause in I , 2) for each Hj from H1, . . . , Hr, one link each to Xj, 6= Xj , 3, for each

Hr+1, . . . , Hk, one link each to X1,¬X1. For the connection of the fabric switches in P

to the neighboring spine switches, let only the following links L not be turned off, with

|L| = 2r: From each fabric switch X1,¬X1, . . . , Xr,¬Xr in P , one link to a neighboring

spine switch. We set all links in L to have the same corruption properties greater than

zero. The construction is illustrated in Figure A.1.
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To guarantee valley-free connection of all ToR switches in P to all other ToR switches

in the other pods via the spine, each ToR switch Ci and Hj needs to have a connection to

the spine, with the last part of each of those paths being a link from L. To maximize the

set of links L′ ⊆ L that can be turned off, consider the following: First, for each pair of

fabric switches Xj,¬Xj , at least one needs to remain connected to the spine, or the ToR

switch Hj would be disconnected (or for the case of j = 1, even more switches), meaning

|L′| ≥ r. Second, to connect each switch Ci to the spine, at least one its fabric switches

(representing the literals of the clause) have to be connected to the spine. As thus, a

solution to a satisfiable 3-SAT instance I tells us how to to pick which of the links from

each Xi,¬Xi pair should remain connected to the spine, and vice versa, a solution with

|L′| = r from I ′ shows how to satisfy I . On the other hand, should I not be satisfiable,

then no solution with |L′| ≤ r can exist for I ′, and vice versa as well. We note that the size

of the instance I ′ is polynomial in k, i.e., we showed NP-hardness.

Since we assumed the same fl on every link, I can be chosen arbitrarily, as long as

I(fl) > 0. We can now prove Theorem 1:

Proof. 1 assumed the network to be already degraded, i.e., some links L are turned off.

Note that a Fat-Tree is a special case of a Clos topology. We can extend the NP-hardness

to the setting of Theorem 1 as well, by the following change in construction: Assume the

errors on every link in L are so high in comparison to the errors on the links from L, that

for every link l ∈ L holds: Disabling l is more efficient regarding the impact of currption

than turning off all links in L. Lastly, to show that the underlying decision problem is in

NP, observe that checking the capacity constraints and total impact of packet corruption

of a given solution can be performed in polynomial time.

The above proof constructions can also be used as follows:

Optimizing for link removal Another objective instead of total packet corruption could

be the number of further links that can be removed. However, as all links in the proof of
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1 had the same error properties, NP-completeness still holds.

From ToR-spine connectivity to ToR-ToR connectivity Lastly, in the above problem

formulations, we wanted to maintain the ToR to spine connectivity of all ToR switches.

However, we just considered a single pod P in each Fat-Tree construction, with the ToR

switches in all other pods retaining all their connectivity to the spine. As thus, the above

problems are also NP-complete for ToR-ToR connectivity, with the same proof construc-

tions.
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(a) Clause gadget for C = (X1 ∨X2 ∨¬X3). Each clause needs

to connect to the spine via one of its contained literals.

(b)

Variable gadget

Figure A.1: Reduction from 3-SAT: Each clause C is represented by a ToR switch, the

literalsX and ¬X of each variable are represented by fabric switches. The ToR switches C

are connected to the literals contained in their corresponding clause, cf. the clause gadget

in Figure A.1a: Hence, at least one of the three literals needs to be connected to the spine.

Each literal pair X,¬X is connected to at least one further ToR switch H , as shown in

the variable gadget in Figure A.1b, ensuring that at least one literal of each variable is

connected to the spine. The literals (fabric switches) only have one connection each to the

spine, and all these connections are faulty, with the same error properties each. Finding

a maximum set of these faulty links to turn off, s.t. all Tor switches still have valley-free

connections to the remaining network, is NP-hard.
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Appendix B

ANALYSIS OF EXPECTED FRACTION OF GOOD PATHS IN RAIL

Definition 2. A path is good when all unidirectional links on the path are good.

Lemma 2. For a path with h hops, when each hop has the probability of at least l to be good and

independent, the path is good with the probability of at least lh.

Proof. Every hop’s quality is independent.

Theorem 2. When every path is good with the probability of at least Peach, the expected fraction

of good paths is at least Peach.

Proof. Let Pi be the probability of a path i to be good. Let’s define an indication variable

Ip such that

Ip =

0 , if path p is not good,

1 , if path p is good

If the network has n paths, the expected fraction of paths is

Expected fraction of good paths = E(

∑
p∈all paths Ip

n
)

Using the linearity of expected value, we get

Expected fraction of good paths =

∑
p∈all paths E(Ip)

n

Because E(Ip) ≥ Peach,

Expected fraction of good paths ≥ nPeach

n
= Peach
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Theorem 3. If each link has the probability of at least l to be good and independent, and the longest

path in the network has h hops, then the expected fraction of good paths is at least lh.

Proof. Use 2 to get a lower bound of the probability of any path to be good. Then use

Theorem 2.
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Appendix C

FIND THE WORST PATH IN CLOS TOPOLOGY IN RAIL

We seek an efficient solution to the following problem: Assuming ECMP routing,

given a subset of links on a Clos network and every link’s unidirectional packet error rate

(LPER), find the worst end-to-end path with the highest path packet error rate (PPER).

This problem can be solved efficiently because of the data center’s unique topology

and its simple ECMP routing scheme. We describe our algorithms assuming the Clos

topology has an oversubscription ratio of 1 across all stages. All our results hold when

oversubscription is introduced.

Definition 3. A Clos network is a multi-stage network. A switch at (i)th stage can only connect

to switches at neighbor stages (i.e., (i± 1)th stage). Every stage has n switches, except for the top

stage which has n
2

switches. All switches in the network have 2k ports. The network has logk n

stages. Every switch except on the top stage has k ports facing the upper stage and k ports facing

the lower stage. Switches on the top stage have all 2k ports facing the lower stage.

Today, data center operators chose ECMP up-down routing as the basic routing algo-

rithm. In this method, packets first travel to an upper stage switch and then down to the

destination top-of-rack (ToR) switch. ECMP requires packets to take one of the shortest

paths.

Definition 4. A path from ToRs (stage = 1) switches a to b (a 6= b) is called an up-down path

when there is a switch c on the path such that the stage number of each switch monotonically

increases from a to c and monotonically decreases from c to b.

Clos topology has a unique property, in that every up-down path can actually be cho-

sen to forward traffic. All up-down paths between the same ToR-pair have exactly the
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same number of hops. When we want to find the worst path, we only have to consider

all the up-down paths.

The worst path is defined as the following.

Definition 5. A worst path is the up-down path with highest PPER. PPER of path p is 1 −∏
l∈p(1− LPERl).

It is computationally infeasible to track PPER for every path in the network. Tracking

PPER takes at least O(n3) running time because a Clos network has O(n3) paths (i.e., O(n)

paths for every ToR pair and there are O(n2) ToR pairs). As an alternative, the worst path

computation must quickly neglect paths with no hope of becoming the worst path in the

run-time.

Algorithm 2 identifies the worst path with a running time ofO(n log n) and is provably

optimal in asymptotic running-time. In this section, we prove the path produced by the

algorithm is indeed the worst path; we then prove no faster algorithm exists.

Lemma 3. The output of Algorithm 2 is an up-down path.

Proof. We only need to show ∀s, tops is a valid path. From Algorithm 2, tops is nothing

but a monotonically up-going path to s and a monotonically downward path from s.

Thus, tops is an up-down path if the source and the destination ToR of tops are differ-

ent. In Algorithm 2, we see when we calculate tops, we enforce the direct children of s to

be different. In Clos network, this means the source and the destination ToR are in dif-

ferent branches of the Clos (subtree of fat tree) containing non-overlapping sets of ToRs.

Thus, tops is an up-down path.

Theorem 4. The output of Algorithm 2 is the worst path.

Proof. Proof by contradiction. Our algorithm outputs path p. The worst path is p’ such

that PPERp′ > PPERp.

Without loss of generality, p’ is an up-down path from a’ to b’. Because p’ is also an

up-down path, by definition, there must be a c’ on p’ such that c’ is the highest stage
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switch on p’, a’ to c’ is a monotonic upward path, and c’ to b’ is a monotonic downward

path.

When our algorithm goes through switch c’, there are two situations. (1) p′ = tops′ (2)

p′ 6= tops′ . Let’s talk about both situations.

If p′ = tops′ , because PPERp = maxs∈all switches(tops), PPERp ≥ top′s = p′. This contra-

dicts the assumption that PPERp′ > PPERp.

If p′ 6= tops′ and p’ is valid, p’ must includes two children of s’. Then, it must be the

case that p′ < tops′ because, otherwise, p’ will be chosen when computing tops′ . Because

PPERp = maxs∈all switches(tops), then PPERp ≥ tops′ > p′. This contradicts the assumption

that PPERp′ > PPERp.

Overall, PPERp′ ≤ PPERp. Thus, the output of our algorithm is the worst path.

Theorem 5. The running time of our algorithm is Θ(n log n).

Proof. Our algorithm passes through each switch once, and the update algorithm is Θ(k2).

Because k is constant, the update part is in the order of number of switches, Θ(n logk n).

The comparison part compares tops for all switches which takes another Θ(n logk n). Thus,

our algorithm finishes in Θ(nlogkn). Because k is constant, our algorithm finishes in

Θ(n log n).

Theorem 6. Any algorithm that can compute the worst path has a running time of at least

Θ(n log n).

Proof. Proof by contradiction. Assume an algorithm exists that computes the worst path

with running-time less than Θ(n log n).

We construct an adversarial oracle that always returns LPER = 0.5 for every link

queried by the algorithm. After the algorithm finishes, the algorithm returns a worst

path p. Because the number of links is in the order of Θ(nlogkn), the algorithm does not

have enough time to read LPER on every link. There must be a fraction of links that are
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not read by the algorithm. Let l be one of the unidirectional links whose LPER is not read

by the algorithm.

There are two situations here. (1) l is on p; (2) l is not on p. We discuss both situations.

If l is on p, the oracle sets LPERl ← 0 and LPER of all remaining links (those not read

by the algorithm) at 0.5. Thus, l cannot be the worst path because it has lower PPER than

other paths. This contradicts the assumption that p is the worst path.

If l is not on p, the oracle sets LPERl ← 1 and LPER of all remaining links (those not

read by the algorithm) at 0.5. Thus, l must be on the worst path of any path going through

l has higher PPER (PPER = 1) than any path that does not go through l. This contradicts

the assumption that p is the worst path.

Overall, the algorithm cannot output the correct worst path without taking at least

Θ(n log n).
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Appendix D

OVER-ENGINEERING IN 100 GBPS IN RAIL

We repeat our stretch experiments using 100G-SR4 transceivers [1] (standard reach

70m) and observe similar levels of over-engineering. However, an important distinction

between 100 Gbps and 10/40 Gbps technologies is the presence of a Forward Error Cor-

rection (FEC) module in 100 Gbps switches. This means the pre-FEC BER requirement is

reduced from 10−12 to 5×10−5 and the FEC module boosts BER back to the standard on

every hop.

Figure D.1a shows pre- and post- FEC BER as we stretch the fiber length without ad-

ditional attenuation. Interestingly, even pre-FEC BER (Raw) is lower than 10−12 at 180m;

this is 2.5 times higher than the standard reach, once again confirming the degree of over-

engineering. We simulate this transceiver in VPI and conservatively bound the stretch to

110m and 130m to achieve network reliability bounds of 99% and 95% respectively where

FEC is off.

From simulation in VPI, we show PSM4 technology can be stretched from 500m to

2km. Figure D.1b shows the cost saving for uniform random link length distribution.

Before 70m, there is no cost saving because all links are covered by 100G-SR4. The cost

saving peaks at 150m, the stretched reach, because the largest fraction of the link can use

100G-SR4. Cost saving decreases at this point, because 500m PSM4 technology’s cost is

cheap. Cost saving increases after 500m because PSM4 technologies can replace higher

cost 100G-LR4 technologies between 500-2km. Overall, we find the savings in 100G can

be up to 30%.

When FEC is turned on, the link quality distribution among all the links is narrower.

The amount of over-engineering remains the same, which means stretching transceivers
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(a) Reach Test (b) Cost Saving

Figure D.1: Figure D.1a shows the reach test for 100G-SR4. Blue line is simulated

transceiver from VPI. Yellow dots are raw BER and green dots are corrected BER. Fig-

ure D.1b shows cost saving for uniform random link length distribution for different max

length.

can still reduce the cost of data center networks. However, switching gray links off is

likely enough to protect the network. We leave this problem for future investigation.
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