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Executive Summary

Social media platforms offer a new medium to engage with others, express
opinions and ideas, disseminate information, and interact with government
officials. Nonetheless, social media has brought forth a new set of challenges,
primarily the propagation of disputable content and its regulation. We define
disputable content as content that is not explicitly illegal but can be understood
as content whose accuracy or intention is questionable, misleading, untrue, or has
the potential to incite violence, criminal behavior, or generally cause harm. In
tackling disputable content, democracies find themselves at a crossroads. Some
policymakers argue that tighter regulations are necessary to ensure the
platforms' safety and protect users, while others perceive moderation as a
violation of freedom of expression. Striking a balance between the two is difficult,
and these complexities make effective policy and guideline creation increasingly
challenging.

Our report looks at three major categories of disputable content, provides an
overview of the current state of social media platform content moderation, and
assesses content moderation legislation—or lack thereof—in democratic nations
in order to understand the strengths and shortcomings of regulatory approaches
to moderating social media content. To accomplish this, we unpack categories of
disputable content with a particular focus on disinformation and misinformation,
state sponsored content, hate speech, and extremist content and illustrate the
real-world impacts of this content. We examine five social media platforms with
significant global audiences—YouTube, Instagram, Facebook, TikTok, and
Twitter—to understand their existing content moderation policies. Finally, we
analyze government regulation related to social media content that exemplifies
different approaches to this issue in democracies, including the European Union,
Germany, the United States, Taiwan, Brazil, and Australia.

In tackling the issue of disputable social media content, this report offers
democratic governments and social media companies eight recommendations. The
following recommendations include four voluntary actions:



1. Institute a government-sponsored collaboration with international
organizations and civil society to identify misinformation.

2. Encourage collaboration between social media platforms and the
government in the development of content moderation policies beyond
legal means.

3. Establish and disclose stricter policies for moderating leaders and elected
officials online.

4. Prohibit the ability to purchase verification and establish a stricter
verification process.

We also offer an additional four recommendations for greater legal regulation:

5. Implement clear definitions for disputable content.

6. Implement mandatory moderation transparency reports for social media
companies.

7. Form a multinational body to establish a unified legal mandate requiring
proportional content moderator employment.

8. Establish annual investment increases in Al moderation algorithm
development to combat biases more efficiently.



Report Findings

This report provides a comprehensive overview of social media content
moderation practices in democratic countries in order to examine the current
landscape and identify areas for improvement moving forward. The
recommendations presented in this report are based on a detailed analysis of
types and impacts of disputable content, regulation of such content in six
democratic countries, and the content moderation policies of five major social
media platforms.

We find that one of the most pressing issues related to disputable content
is the lack of universal definitions, including disinformation and misinformation,
hate speech, and extremism. As a result, there is no unified understanding of
what exactly to look for in the online space, which makes moderation particularly
challenging. Without a baseline understanding of the defining characteristics of
disputable content, it is difficult to take effective steps towards implementing
successful moderation strategies.

Moreover, striking a balance between safeguarding user protection and
preserving freedom of expression remains a significant challenge that requires
the cooperation of various stakeholders, including governments, social media
companies, civil society organizations, academic institutions, and think tanks.
Although some companies and governments have made efforts to facilitate such
collaborations, there is still much room for improvement.

Definitions

We define disputable content as content whose accuracy or intention is
questionable, misleading, untrue, or has the potential to incite violence, criminal
behavior, or generally cause harm. Furthermore, usually disputable content is not
explicitly illegal in democratic countries, but the posting and dissemination of such
content may lead to such activities. Under this definition, disputable content may
include hate speech, misinformation, or activities by foreign actors that may
encroach on domestic affairs. Conversely, disputable content does not include
sexual exploitation or human trafficking, both of which are explicitly illegal
activities.



Within our report, disinformation refers to intentionally misleading or false
information that is spread with the purpose of deceiving or manipulating people;
while misinformation refers to inaccurate or false information that is spread
unintentionally or without the intention to deceive. Hate speech refers to any
speech or behavior that expresses prejudice, discrimination, hostility, or violence
towards individuals or groups based on their race, ethnicity, nationality, religion,
gender, sexual orientation, or other characteristic. Finally, extremism refers to
the holding of extreme political, religious, or ideological views that are seen as
outside the mainstream.

It is, however, important to note that these definitions are not universally
shared. Different stakeholders, including governments and companies, have their
definitions or understanding of what these categories are and entail.

The Problem

Our report begins with an in-depth examination of disputable content: what
that content is and what it looks like and the potential social harms disputable
content may create. In particular, we focus on disinformation and misinformation,
nation-state actors, hate speech, and extremism, topics that exemplify content
that exists at the intersection of freedom of expression and societal harms.

These three specific types of disputable content were chosen because they
are prevalent on social media today. In addition, their potential for causing harm
to society and initiating real life consequences is substantial. Because of speech
and expression rights, disputable content operates in a grey area for most
government policies, leaving its mediation to the discretion of private social media
platforms.

A key finding is that platforms struggle to operate at the intersection of
freedom of expression and societal harms. Social media allows the discussion of
various ideas, opinions, research, and points of view. In alignment with democratic
values, most of the major platforms attempt to uphold values of free expression
and speech on their platforms. The flipside of this is that this strong commitment
allows for disputable content to proliferate. As online spaces are privately
owned, platforms are able to moderate however they want in most democracies.
When this is coupled with a lack of concrete definitions, if a post cannot be
definitively labeled as violating a platform’s community guidelines, companies opt



to keep that content posted to uphold a commitment to freedom of expression
across their platforms.

Across our research, it is abundantly clear that this struggle to moderate
and effectively take down disputable content has led to implications in the real
world. Social media has the ability to incite violence, propagate terrorist content
and recruitment, manipulate public opinion, influence elections, and spread false
and dangerous information that may seriously impact politics, health, and general
public safety. For example, former U.S. President Trump was able to leverage
social media to a great extent during his time in office from 2016 - 2020, using
platforms like Twitter to directly communicate with his supporters and the
general public. During the 2020 presidential election, Trump made numerous false
claims about voter fraud and irregularities, which he shared widely on social
media, leading to increased distrust in U.S. elections. He also used these platforms
to encourage his supporters to engage in acts of violence and unrest, most
notably during the January 6th insurrection at the U.S. Capitol. Additionally,
Trump's promotion of unproven or dangerous treatments for COVID-19, such as
hydroxychloroquine, led to spikes in exposures to cleaners and disinfectants that
put people's health at risk. All these instances put not only citizens at risk, but
also long-standing democratic processes and confidence in the U.S. election
system.

We also see this struggle come to head in the current Google vs. Gonzalez,
a pending case in the United States Supreme Court. In this case, Reynaldo
Gonzalez, the father of a victim of the 2015 Paris terrorist attacks, sued Google
(specifically YouTube) for allegedly providing material support to the shooter and
the greater terrorist Islamic State (Oyez, 2023). Particularly, Gonzalez alleges that
Google provides assistance and support to international terrorism by permitting
ISIS to exploit its platform for purposes such as recruiting members, planning
terrorist attacks, making threats, instilling fear, and intimidating civilians, all
facilitated through Google's computer algorithms that suggest content (Oyez,
2023). The Gonzalez case directly questions the role and liability that social media
companies have for the content posted on their platforms. The outcome of this
case could completely change the moderation landscape as it would impose that
liability on the social media companies, companies that have long been protected
in the United States under Section 230. Section 230 provides legal protection to
online platforms such as social media websites, search engines, and other internet



intermediaries from liability for content posted by their users. Google vs.
Gonzales is an exemplary example of real-life consequences that may occur
without adequate moderation. The case also brings forth questions about platform
liability, a primary controversy surrounding social media moderation.

In addition, algorithmic content sharing remains an issue when it comes to
moderating disputable content. Algorithmic content sharing is a social media
platform’s use of algorithms to share new content with users based on that user's
past behavior (GIFCT, 2021). On all platforms these algorithms typically collect
information based on the user's previous behavior to recommend new but similar
content (GIFCT, 2021). Algorithmically curated content presents a huge issue for
moderation as interacting with disputable content means a person will be sent
greater amounts of similar content, creating a dangerous cycle. For example,

Tik Tok was found to further circulate hate speech content through algorithm-
generated recommendations as a result of key words being substituted, while
White supremacists’ use of memes to successfully disguise, disseminate, and
popularize disputable content across social media platforms has been identified as
a significant issue. This is a problem across all types of content that exist on
social media regardless of its topic: terrorist and alt-right content, political
propaganda, health content like COVID-19 and vaccine misinformation, and much
more. Not only do the methods disguising this disputable content make it difficult
to identify and moderate, but the cultural and linguistic aspects of the content
range drastically, a phenomenon which demands that moderating systems retain
diverse knowledge on these nuances.

Private Sector Behavior

In choosing what social media platforms to examine, we selected platforms
that operate around the world and reach large global audiences. YouTube, TikTok,
Facebook, Twitter, and Instagram all rank within the top ten platforms in terms of the
number of monthly active users worldwide (Walsh, 2022).

As mentioned above, when it comes to disputable content on their platforms,
the decision to moderate or not is up to the platforms themselves—they are not
necessarily bound by freedom of speech protections, although, it is certainly
something these platforms take into consideration as they have large user bases that
reside democracies where those protections are strongly valued. At the end of the
day, social media companies are businesses, and as seen throughout this report,



typically prioritize keeping disputable content visible so long as it doesn't explicitly
and clearly violate guidelines.

All the platforms have community guidelines that outline acceptable user
conduct in order to promote a secure and enjoyable space. Each of the platform’s
community guidelines address our three main areas of disputable content, although
how those companies refer to the disputable content differs by platform.

None of the social media companies examined in this report included the word
‘disinformation’ in their community guidelines. All platforms except for Twitter
included the word ‘misinformation’ in their guidelines, although each one has a
different approach to addressing and defining these concepts. Twitter instead
categorized this type of content as synthetic and manipulated media, which refers to
any media that can be misleading. This highlights the need for clear definitions that
distinguish between terms because they have different implications and meanings.

Hate speech is outlined in the community guidelines of every social media
platform that was examined for this report, although their policies for moderating this
type of content vary. Parallel aspects of the definitions provided by these platforms
were identified in the terminology, as each used the term “hate speech” directly, as
well as the fact that most of them mentioned specific examples and/or subcategories
that further clarify what constitutes hate speech on their platform. TikTok was the
only platform which lacked any breakdown or expansion of their hate speech
definition.

Similar regulations were found for extremism. The community guidelines for
each platform all mention the term “extremism” directly and have those groups
banned across all platforms. The general zero-tolerance consensus and disapproval of
these groups represents the most unified position taken by social media companies
out of all three areas of disputable content studied. Groups promoting ideas and
recruiting for extremist purposes have developed tactics to avoid identification and
violating guidelines, an occurrence that is seen on all five platforms. For instance,
YouTube has experienced extremist groups taking advantage of their educational
exceptions to content moderation to disseminate violative content, some which is
further disguised to generate more views by reflecting mainstream trends. ISIS
material was revealed to still be widespread on Instagram, and the reposting features
on TikTok have helped circulate White supremacist and far-right memes. Currently all
platforms’ guidelines are insufficient due to a lack of specification and understanding
of the diverse tactics employed by extremist groups.

In terms of moderation, all platforms use the same process for flagging
content that potentially violates their guidelines. The first wave of moderation is done



by artificial intelligence, through the creation of machine learning algorithms that
detect inappropriate or disputable content. From there, that flagged content is
reviewed by a human reviewer who manually inspects it to decide whether the
content breaches any regulations. Many of the same issues arise here—the inherent
biases both engrained in algorithm creation and the actual moderators, problems with
Al missing or incorrectly flagging disputable content, and insufficient preventative
measures. In addition to these moderation mechanisms, users across all the platforms
are able to anonymously flag content that they feel violates community guidelines or
should be reviewed for any purpose. Like Al flagging, user-flagged content is sent to
human moderators who review those posts to determine whether it violates
community guidelines.

A notable commonality we observed across all five platforms was the use of
third-party organizations for fact-checking. Meta’s companies Instagram and Facebook
both partner with third-party fact-checking firms which are verified by the
International Fact-Checking Network (IFCN). Prior to Musk'’s takeover, Twitter similarly
relied on reports from third parties such as PolitiFact, Lead Stories, SciVerify, Agence
France-Presse, Animal Politico, and Estadao Verifica to help determine when
information was fabricated, although they relied more heavily on their own technology
as a first line of defense in identifying the content (Perez, 2021). In contrast, YouTube
and TikTok consult third parties rather than partner with them. Specifically, for
certain types of content YouTube will provide fact-checking panels which link directly
to reputable sources, such as the World Health Organization (WHQ) for information
panels related to COVID-19.

All the platforms claim that they are closely watching content that exists at
the intersection of freedom of expression and societal harms. However, all platforms
have drawn criticism for the actions they are actually taking. The primary criticisms
include inconsistent enforcement of policies, such as the lack of enforcement for
celebrities and politicians, and the reluctance to be transparent about any internal
process including moderation criteria and process, human moderator demographics,
and decisions about censorship. Despite claims to strong moderation tactics, it is clear
that all five social media platforms must do better.

Government Regulation

In order to understand how governments reconcile the potential harms of
disputable content with freedoms of expression, this report looks at six democracies:
the European Union, Germany, the United States, Taiwan, Brazil, and Australia. To



decide which countries to examine, we first looked at democracies around the world
to identify democratic governments’ regulatory attempts to deal with content on
social media platforms with a particular focus on countries that had influential or
important content moderation laws. From that survey, we chose regulation that
exemplified different approaches democracies are taking to deal with the issue of
content that exists at the intersection of freedom of expression and societal harms.
Our research found that five of the six chosen countries have overarching laws
that have been created or proposed, in part, to address the concerns that have risen
with the boom of the internet and social media: the European Union’s Digital Services
Act (DSA), Germany’s Network Enforcement Act (NetzDG), the United States’ Section
230, Taiwan’s Digital Intermediary Services Act (DISA), and Brazil’s Marco Civil da
Internet. Australia has the Broadcasting Services Act, which establishes a foundation
for social media content moderation, although this regulation only outlines moderation
of explicitly illegal content such as child exploitation images and terrorism. The DSA
and NetzDG are the most comprehensive in terms of moderating disputable content
and placing greater liability on social media companies—both have Legally and non-
legally binding aspects. The Marco Civil da Internet establishes an online legislative
foundation, but lacks any liability, which creates gaps and difficulties when it comes to
regulating content that is not explicitly illegal. Section 230 and the Broadcasting
Services Act were both passed in the 1990s, so they both provide the foundation that
modern social media moderation is built upon. Finally, Taiwan’s DISA was introduced in
2022 and would both govern and outline the responsibilities of social media
companies—including regular transparency reports and removal of violative content,
similar to the DSA, although it has yet to be passed by Taiwan’s Legislative Yuan.
When it comes to moderating disinformation and misinformation, Germany is
the only country that has specific, legally binding legislation, not just for
disinformation and misinformation, but for all three categories of disputable content
we examined. Their Network Enforcement Act or NetzDG imposes fines on social
media companies for non-compliance in the review and removal of posts. The fines
effectively place financial liability on companies for removing illegal and harmful
content, if a complaint is logged for a post that contains explicit content, that
company has to take the post down within 24 hours; if the content is not explicitly
illegal, the social media company then has seven days to investigate and decide
whether or not to remove the post. The NetzDG also requires biannual complaint
reports, which provide information about all posts both flagged and removed. These
regulations and fines apply to all three categories discussed in this report.



In the European Union, legislators have opted to implement non-legally binding
norms to combat disinformation and misinformation, as those categories are not
explicitly mentioned in the legally binding DSA. Social media companies voluntarily
sign on and agree to uphold those standards through implementing various methods of
verification and fact-checking. The EU’s Strengthened Code of Disinformation
establishes a Code of Practice, a voluntary set of standards that agree to uphold. Like
the requirements of Germany’s NetzDG, this code mandates annual reports created by
the social media companies to demonstrate their compliance.

Australia, Taiwan, Brazil, and the United States all have legislation pending that
would create criminal and civil punishments for the dissemination of disinformation
and misinformation—Australia’s legislation mentions both disinformation and
misinformation in its bill, Brazil only mentions disinformation, and the United States
only mentions misinformation. These proposed regulations do, however, differ in their
regulatory goals. For example, Brazil’s Congress is currently debating a “Fake News”
bill that specifically targets political disinformation, whereas in the United States
there is a proposed amendment Section 230 focused on health misinformation.
Taiwan’s new proposed amendment the Presidential and Vice-Presidential Election and
Recall Act and creation of the Special Act for Prevention, Relief and Revitalization
Measures for Severe Pneumonia with Novel Pathogens seek to address both—
however, its government has gone a step further by partnering the Taiwan FactCheck
Center, which performs fact-checking of information related to public affairs, to
further combat disinformation across the internet.

For hate speech, Germany and the EU are the only governments to have
implemented specific Legislation. Germany’s NetzDG law regulates hate speech online
in a parallel manner to content regarding disinformation and misinformation, whereas
the EU has implemented both legally and non-legally binding policies for moderating
hate speech. The EU’s Council Framework Decision requires member states to institute
laws which designate violative hateful content as a criminal offense, and their Code of
Conduct on Countering lllegal Hate Speech Online is a voluntary agreement between
platforms and the EU which encourages social media companies to take a more
proactive approach on combating hate speech. Meanwhile, Taiwan, Brazil, Australia,
and the U.S. have not created legislation to specifically target hate speech. Brazil and
Australia have the Racism Law and Racial Discrimination Act, respectively, which
prohibit racial discrimination, but only Australia’s law definitively applies to online
spaces.

Every country studied has regulation moderating extremism except for Taiwan.
The only official legislation for this type of content in Germany is the NetzDG, which
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once again aligns with their other approaches to disputable content such as hate
speech and disinformation. Australia’s Criminal Code Amendment includes provisions
which indirectly target extremism and radicalization online, while the EU’s Regulation
on Preventing the Dissemination of Terrorist Content Online (TERREG) directly
requires platforms to remove terrorist content within an hour of receiving a removal
order from a competent authority. These three countries are the only ones to
officially place some extent of liability on social media companies through their
legislation on extremism, although the outcome of two pending court cases (Gonzalez
v. Google and Twitter v. Tammeh) in the U.S. will determine whether the U.S. joins
them. Although Brazil does not assign any liability to social media companies, their
Anti-Terrorism Law criminalizes extremist activities online.

A common issue found across all the democracies we looked at was the
challenges posed because social media companies are privately owned, with
moderation being left to their discretion. For example, in the United States, the First
Amendment to the Constitution guarantees freedom of speech as a fundamental right,
but this serves as protection from the government, not private companies. Because
social media companies are privately owned spaces, freedom of speech is not
applicable to the content on those platforms. Within the U.S., this does not mean that
individuals have an absolute right to say whatever they want on these platforms, and
social media companies are generally free to set their own rules and guidelines for
what content is allowed on their platforms, including restrictions on disputable
content. They are not required to allow all forms of speech on their platforms, what
they consider to violate their community guidelines are up to them.

This makes government regulation incredibly difficult, and because they are
bound by the limitation of free speech—democratic governments cannot simply
demand that platforms remove disputable content without facing strong criticisms of
overstepping or potential legal rulings that a certain mandate is unconstitutional or
violates freedom of speech protections. Because of this, governments are working to
find a balance between protecting freedom of speech with the need to combat
harmful content within the limitations of their legal rights. As we have seen, different
governments have pushed their limits differently—Germany and the EU have taken a
more uncompromising stance on the need to moderate disputable content, even in the
face of criticisms related to freedom of speech. On the other hand, countries like the
United States have struggled within their judiciary systems to find a balance.
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Policy Recommendations

As social media users in democratic nations rely on major platforms for
information and communication, democratic governments have a responsibility to
support the advancement of content moderation online to make these spaces safer
for the public. We recognize that there are many challenges with instituting large-
scale legislation regarding content moderation, especially in terms of balancing
freedom of expression rights and censorship concerns. Despite these obstacles, we
believe that democratic governments have the resources and ability to make
progressive impacts on the content moderation agenda for online spaces, an
undertaking which certain nations are already partially doing.

With that in mind, we offer eight recommendations to democratic governments
and social media companies. We provide four recommendations that can be
implemented voluntarily, and another four that can be carried out through lLegal
means.

The following recommendations include four voluntary actions:

1. Institute a government-sponsored collaboration with international
organizations and civil society to identify misinformation.

2. Encourage collaboration between social media platforms and the
government in the development of content moderation policies beyond
legal means.

3. Establish and disclose stricter policies for moderating leaders and elected
officials online.

4. Prohibit the ability to purchase verification and establish a stricter
verification process.

We also offer an additional four recommendations for greater legal regulation:

5. Implement clear definitions for disputable content.

6. Implement mandatory moderation transparency reports for social media
companies.

7. Form a multinational body to establish a unified legal mandate requiring
proportional content moderator employment.

8. Establish annual investment increases in Al moderation algorithm
development to combat biases more efficiently.

12



1: Institute a government-sponsored collaboration with international

organizations and civil society to identify misinformation

We recommend instituting a government-sponsored collaboration that
leverages the expertise of NGOs, academics, and other third-party organizations to
identify and analyze misinformation. Taiwan’s FactCheck Center (TFC) could be a loose
model on which a partnership could be based, as the TFC similarly employs methods
to coordinate with other fact-checking organizations around the world and analyze a
diverse range of media to identify misinformation. But the TFC has many weaknesses,
rooted in limitations in terms of resources, impact, reach, and language barriers. Since
this multifaceted problem cannot be addressed effectively by one entity alone,
partnering with a specialized network of civil society organizations would allow
governments to effectively identify misinformation by working closely with experts.
The TFC does include Communication scholars, fact-checking reporters, and lawyers,
but governments should consider expanding their organizations to include broad
expertise in areas such as media literacy and social media analysis.

Official protocols should be developed for sharing information and analysis
among network members. These protocols should include a mechanism for sharing
data, best practices, and emerging trends in misinformation. A key aspect of this
initiative would be to solidify partnerships with at least one fact-checking organization
based in each country. Forming a global lens for analysis is crucial to successfully
identifying international trends for misinformation. Guidelines should also be created
for collaboration between the network and democratic governments, including
protocols for sharing information with government agencies responsible for public
safety, national security, and election integrity. Government funding should be
allocated to develop and maintain tools and platforms for analyzing and countering
misinformation, as well as to provide training and support to network members.
Eventually these networks could develop a unified worldwide collaboration, where
efforts could become fully coordinated between individual democracies.

Although social media platforms have policies in place to address
misinformation, our research revealed that inconsistent application of these
moderation guidelines was prevalent. In some cases, even when presented with
content which was fact-checked by third parties these companies were unsuccessful in
enforcing regulation, exemplified by Facebook’s handling of COVID-19 conspiracy
theories. We also found platforms prioritized financial gains over user well-being,
creating a barrier preventing platforms from upholding their policies. Therefore,
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establishing specific government-sponsored networks to identify misinformation will
provide clearer definitions of misinformation and disinformation, and hold social media
companies accountable for identifying this type of content based on the more
stringent criteria developed by the networks.

The secondary objective of this initiative would be to produce educational
resources that would increase accessibility to reliable information for the public. Our
research on social media case platforms illustrated that misinformation often comes
from media outlets, especially in relation to content on COVID-19. Yet consistently
potentially trustworthy information sources such as governments and professional
experts attracted substantially less engagement across platforms, highlighting the
need to bridge the gap and meet users where they are to ensure that these efforts to
combat misinformation are successful.

Attention should be drawn to the government- and expert-sponsored
educational content through marketing campaigns in order to help address the lack of
awareness, and publishing clear reasoning and citations alongside fact-check findings
will increase the credibility of the collaboration. These campaigns should target the
spread of misinformation in areas such as health and politics, as our research on social
media companies highlighted the disproportionate consequences resulting from the
proliferation of falsehoods on these topics.

2: Encourage collaboration between social media platforms and the
government in the development of content moderation policies beyond

legal means

Establishing the legal precedent for moderating disputes is difficult, and the
democracies we are looking at have encountered difficulty in passing legally binding
policies due to controversies surrounding freedom of expression. While some actors,
such as the EU and Germany, have been able to institute official legal measures, other
countries struggle to pass policy through legislative bodies, effectively stalling the
movement towards greater moderation.

To combat this issue, governments should encourage and initiate means of
voluntary practices to hold social media platforms accountable for moderating
content on their platforms. A strong example of what this could look like would be
the European Union’s Code of Conduct and Strengthened Code of Disinformation,
where companies voluntarily agree to a self-regulatory set of standards. Other
democracies should look to this as a starting point.

14



In the case of the EU, these codes work with the EU’s larger and far more
extensive Digital Services Act (DSA). Because of the extensive measures taken by the
DSA to enhance content moderation, a framework such as the EU’'s Code of Conduct
may not be possible given the lack of strong, comprehensive legislation elsewhere.
Because the DSA incentivizes the voluntary participation of social media platforms in
self-regulation, it is in the company’s best interest to sign these codes as it ensures
they are adhering to the strict DSA regulation. Therefore, if other democracies want
to adopt similar measures, they must provide incentives for social media companies to
voluntarily collaborate with other stakeholders.

Our case studies on social media companies indicate that these platforms focus
on key priorities, including safeguarding their reputation, expanding their user base,
maintaining positive investor relations, and maximizing profitability. By encouraging
the collaboration between outside experts and stakeholders that work to make
platforms as safe and accessible as possible for all people, social media platforms are
able to establish trust with their investors and the communities they serve. To
accomplish this, governments should partner with social media platforms to facilitate
the establishment of a multi-stakeholder joint advisory committee that includes
experts in content moderation, experts in disputable content such as the Southern
Poverty Law Center, civil society representatives, NGOs like as the Anti-Defamation
League, and other relevant stakeholders such as academics to provide guidance and
stimulate dialogue on content moderation.

Platforms have already expressed interest in working together and being more
involved in the conversation surrounding disputable content moderation, as can be
seen with The Global Internet Forum to Counter Terrorism (Fioretti, 2017).
Implementing this approach and formalizing collaboration for discussions surrounding
hate speech, disinformation and misinformation, and extremism would ensure progress
outside of formal legislation. Stakeholders could meet regularly to discuss and
analyze emerging issues in voluntary agreements, as well as develop
recommendations for improving existing systems. Ultimately, these conversations
would seek to identify the best practices in content moderation beyond legal means
and should eventually share ideas and recommendations across governments.

Joining these multi-stakeholder conversations would provide more credibility
and accountability to social media companies regarding content moderation, as it
would highlight their effort to continue to improve and stay up to date on disputable
content discourse. Additionally, gaining access to the information and approaches
utilized across governments would benefit all stakeholders and would inform the
progression of content moderation initiatives internationally.
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3: Establish and disclose stricter policies for moderating leaders and
elected officials online

The research in this report shows that leaders and elected officials can be
major distributors of both bad information online as well as create societal harm with
that information. Social media companies should establish and disclose stricter policies
for moderating leaders and elected officials online. As seen in the case of U.S.
President Donald Trump and Brazilian President Jair Bolsonaro, elected individuals
have a large unique opportunity to shape public opinion and their online statements
may spur actions that can have real-world consequences. Stricter moderation policies
for such individuals can help prevent the spread of harmful or false information that
could threaten public health and safety or undermine democratic institutions. Due to
the potential backlash that may arise from stricter guidelines, it is essential that
moderation policies are made clear and imperative to promote greater accountability
among public figures. While it may not be necessary to create an entirely new set of
guidelines, social media companies should amend their current guidelines to include
particular sections for elected officials. Doing so would be to the benefit of social
media companies by building trust in social medial companies and assisting them in
identifying appropriate ways to apply content moderation policies to political actors.

The definition of ‘elected officials’ should include any person democratically
elected or appointed to a government position—from the president or prime minister
all the way to town prosecutor or city governor. It is important that these guidelines
continue to apply to elected officials after they have left office—influence doesn’t
disappear following the loss of an official title and it is imperative to continue
recognizing the influence a past elected official still has over populations.

After establishing who falls under this category of ‘elected official’, social
media companies could apply their existing community guidelines to these individuals,
with additional scrutiny and enforcement measures. For example, if a leader or
elected official violates community guidelines related to hate speech or
disinformation, companies could implement more severe penalties than an ordinary
user, such as a temporary or permanent account suspension depending upon the
violation. In order to ensure transparency, public trust, and accountability in the
application of these stricter guidelines, social media companies could also consider
partnering with third-party organizations or experts in fields such as law or public
policy from different political standings to provide further guidance and oversight.
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These partners could help to ensure that decisions regarding the moderation of
leaders and elected officials are fair, impartial, and consistent.

Brazil has taken a step in fortifying social media campaigning online within their
election code. Political advertising on social media platforms is allowed only during a
specific period leading up to the election. The Brazilian election code also includes
provisions to prevent the spread of disinformation during election periods. While this
stricter election code falls under the role of government, social media companies
could take bits and pieces of this election code and include it in their community
guides for greater regulation of elected officials. Twitter has taken a strong step
forward here.

Ultimately, establishing and disclosing stricter policies for moderating leaders
and elected officials online is critical for ensuring the integrity of online discourse and
protecting democratic processes.

4: Prohibit the ability to purchase verification and establish a stricter

verification process

Verification of accounts on social media are meant to confirm the authenticity
and identity of an account on social media, which in turn establishes trust in platforms
and creates a safer space. If any person is able to purchase verification for any
reason, it completely undermines the credibility and legitimacy of both the verification
process and the information on the platform itself. It is in the interest of social media
companies to make verification processes support the spread of trustworthy
information by authentic sources, rather than spread information by the highest
bidder.

Tied to rejection of pay-for-verification policies, we recommend that companies
create panels of people who represent different political orientations, as well as
different backgrounds and lived experiences with a particular focus on those from
marginalized groups to accommodate for cultural relativism, and experts in areas
where there is significant disputable content such as medical misinformation.

Having a strict and cohesive process for verification helps prevent both fake or
parody accounts, as well as bot accounts that may be used to engage in malicious
activity such as spreading disinformation, promoting hate speech, or collective
coordination in amplifying certain messages. By prohibiting the ability to purchase
verification, the threat of manipulation of social media by bad actors is dramatically
lowered. Much of the goal in moderating disputable content involves greater
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transparency and accountability across all platforms, which the ability to purchase
verification completely undermines.

The havoc that ensued following the roll out of ‘Twitter Blue’ shows the clear
consequences of verification subscription. From an impersonation of pharmaceutical
company Eli Lilly tweeting the company would provide free insulin to its customers to
parody of former U.S. President George W. Bush accounts stating, “I miss Killing
Iraqis”, it is abundantly clear that purchasing verification Leads to an overall drop in
platform trustworthiness (Mac et al, 2022; Corrons, 2022). The risks run anywhere
from phishing attacks to geopolitical tension caused by impersonation of high-level
officials (Corrons, 2022). Rather than learning from Twitter’s experience, Meta has
recently stated that it will implement a pay-to-verify policy for Facebook and
Instagram (Capoot, 2023).

Social media accounts held by prominent figures have been found to receive
less stringent moderation of content, and in some cases have avoided moderation or
punitive action of any kind. This trend was identified in our social media case studies,
and these gaps in moderation have most prominently allowed misinformation and hate
speech to spread. Repeated negligence demonstrates that social media platforms
have not established adequate ways to navigate the complexities of moderating users
who received authentic verification status, indicating that they are not equipped to
distinguish between paid and authentic verification in addition to standard accounts.

Pay-for-verification may also lead to less content moderation overall as
platforms would be less incentivized to remove content if they can’t clearly
determine if a verified user who has paid is authentic. Not only will platforms lose
credibility as paid verification erodes user trust, but the safety of users could be in
jeopardy as the prevalence of disputable content would likely rise, as would its real-
world consequences.

5: Implement clear definitions for disputable content

The lack of concrete definitions for disputable content is a significant issue for
governments when enforcing and creating legislation for social media content
moderation. Hence, democratic government should create and regulate clear
definitions for disputable content such as disinformation and misinformation, hate
speech, and extremism.

In every country we examined, governments had different definitions referring
to disputable content. The EU, Australia, Brazil, and Taiwan, in particular, use vague
definitions of disinformation and misinformation. Neither the United States, Australia,
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Brazil, nor Taiwan have an official legal definition of hate speech or terrorism under
federal law. The lack of specificity in definitions, and the lack of definitions
altogether, make it challenging for governments to enforce regulation regarding the
moderation of disputable content because the blurry criteria facilitates inconsistent
and broad interpretations of these concepts that can serve as legal loopholes for
social media companies. Instituting improved legislation is similarly difficult, as the
lack of concrete definitions for this type of content creates ambiguity which allows
for accusations of bias, censorship, or general encroachment on freedom of
expression (Samples, 2019).

Thus, social media platforms have been left to moderate the disputable
content on their platforms beyond government legislation, particularly in countries
that have “safe harbor” regulations for their platforms, such as the U.S. Under these
protections social media companies have little incentive to moderate beyond what is
explicitly illegal or what they deem absolutely necessary. These challenges, coupled
with the lack of concrete definitions for disputable content ultimately create a
system with no effective way to enforce liability or moderation. Therefore,
governments should establish clear and comprehensive definitions of disputable
content accompanied by specific examples of the different ways in which the content
may appear in online spaces.

In order to establish set definitions for disputable content, definitions should be
written with the consideration that governments can justify their moderation of
speech on social media if the regulations are narrowly focused and aimed at serving a
“compelling government interest”, a legal standard that courts use to evaluate
whether a particular government action is constitutional (Samples, 2019). Essentially,
if the government has a significant and legitimate reason for taking a particular action
it can be enough to override other interests, including individual rights, such as
freedom of speech (Miller, 2018). If the definition of a type of content is too vague or
ambiguous, it could result in the government suppressing both allowed and prohibited
speech, often ending with a decision of unconstitutionality.

In order to create these definitions, democracies should consult experts and
civil society actors to ensure they are relying on research and data to inform their
decisions about what to include. To ensure transparency, government actors should
make the official definitions easily and publicly available, and they should provide
insight to their processes and justifications for deciding on the definitions and
subsequent regulation based on those established criteria. Finally, governments should
develop a method for updating each disputable content definition on an annual basis,
as it is crucial to evolve their regulation in accordance with the rapidly changing
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digital world. This continual effort by democratic governments will ensure that
concrete and accurate definitions remain intact, thereby preventing future issues of
inconsistent and ineffective moderation, legal challenges, and unintended
consequences for free speech and the protection of users.

6: Implement mandatory moderation transparency reports for social

media companies

With the increasing importance of social media in shaping public opinion and
influencing social behavior, it is crucial for social media companies to be transparent
about their content moderation practices. To promote public safety and
accountability, governments must take the lead in mandating annual transparency
reports from social media companies. While every major platform already voluntarily
provides quarterly transparency reports, they are very limited in terms of the
content moderation information disclosed (Singh & Doty, 2021). We recommend that
democratic governments should require transparency reports, as well as establish
mandatory guidelines for social media companies to follow when creating these
reports. These guidelines should demand detailed information on the number and
types of content that have been flagged, removed, or allowed to remain on the
platform. Additionally, the reports should provide insights into the company's content
moderation teams, policies, and procedures, enabling the public to evaluate their
effectiveness. Such reports would go a long way in enhancing transparency, ensuring
user trust, and fostering public discourse. Hence, it is essential for social media
companies to strengthen their transparency measures and be more accountable to
their users and the public at large.

Other democracies should model these mandatory reports after the EU’s Digital
Service Act. Germany’s NetzDG is similar legislation—in that it requires platforms to
submit an additional transparency report, while Taiwan’s Digital Intermediary Services
Act (DISA) is currently pending implementation but would also require transparency
reports on content moderation practices. However, the DSA is the best model as it
requires annual transparency reporting and offers reporting requirements that
establish a comprehensive, standardized, and effective way to promote transparency,
accountability, and data protection on social media platforms. Modeling mandatory
transparency reports after the DSA's requirements would ensure that social media
companies are held accountable for their content moderation practices and to protect
users' privacy and security. The DSA has an entire section on how large platforms
must disclose all notices they receive, as well as the processes of identification of
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specific disputable content. A key part of this transparency process is the availability
of the data to academics, which allows for further analysis and understanding of the
bulk data. It is clear from the adherence to the DSA’s mandatory reporting that this is
something social media companies are both willing and able to do. Establishing this
kind of transparency across social media platforms in all parts of the world is a vital
piece in ensuring the safety of users and preventing real-world harm.

However, there are criticisms that other democracies may need to address
should they implement mandatory reporting. The first is that the DSA falls short in
terms of tracking and reporting geographical distributions of material flagged. To
combat this issue, governments of each country should outline requirements for
platforms to sort their flagged material by region (according to the preferences of
the government) and allocate funding for social media companies to partner with
third-party data analytics organizations. Such standards will ensure equitable
enforcement of the mandatory moderation reports as platforms are required to shift
and adhere to the policy. The second major criticism comes from social media
companies, who argue that the timeframes the EU provides for removing flagged
content are unfeasibly short, as disputably illegal content is only given seven days for
removal before a fine is issued. While it is important to ensure fair moderation
practices, the feasibility of time allotments can be addressed by social media
platforms hiring more moderators and improving Al moderation to better adhere to
the legislation. More human moderators and better Al means that platforms will be
able to assess the large quantity of flagged and reported content effectively within
the timeframes provided.

To enhance the efficiency of content moderation on social media platforms,
governments should convene a multi-stakeholder committee to discuss the logistics of
expanding moderation teams. This committee should include experts from diverse
fields, such as technology, law, human rights, and civil society. Through collaborative
efforts, social media companies can gather resources and expertise to improve their
hiring practices, secure funding from government or other sources, and receive
consultation on other effective ways to moderate content within the given timeframe.
By leveraging the expertise and support of all stakeholders, social media companies
can ensure that their content moderation practices are aligned with the needs and
concerns of governments and the broader public. Moreover, this approach would
facilitate a productive relationship between governments and social media companies,
leading to more transparent and accountable content moderation practices.
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7: Form a multinational body to establish a unified legal mandate
requiring proportional content moderator employment

We recommend that democratic governments collaborate to write and pass a
unified multinational legal mandate for regulating content moderation on social media
platforms. A multinational body of representatives from each democracy should be
formed in order to draft this legislation to accommodate for laws and consider
practices and preferences which currently exist across nations. The body would be
responsible for setting content moderation standards and ensuring compliance by
social media platforms, with the ultimate objectives being to promote online safety
and reduce harmful content. Specifically, the moderation standards should outline the
quantity of human moderators required for each respective platform and the punitive
measures which will be enforced by the legislation passed across each country to
ensure compliance by social media companies.

Human content moderators play a crucial role in ensuring that social media
platforms are safe and conducive to healthy discourse. Investing in more moderators
is necessary as one of the largest issues plaguing moderation is the sheer amount of
information that needs to be reviewed. However, when investing in more moderators,
companies must make increasing the number of moderators from different parts of
the world a priority. This recommendation would require a certain number of content
moderators for each democratic nation, thereby facilitating an increase in moderators
who are able to understand various languages and cultural contexts. Moderators who
are familiar with different countries, regions, cultures, and languages are more likely
to understand the nuances of certain expressions or idioms and can better identify
disputable content that violates community guidelines, which will also serve to
improve the accuracy and effectiveness of social media companies’ moderation
efforts overall. This increase would also function as a counterweight to the biases
ingrained in moderation, such as the cultural biases, linguistic biases, and political
biases that result in certain groups being disproportionately impacted.

To determine the exact number of human moderators, the regulatory body
should calculate criterion for each respective social media platform according to a
minimum requirement for them to have at least one content moderator for every
10,000 active monthly users in a nation. To highlight why this quantity is needed we
observe one of the largest human moderator workforces of Facebook and its
Instagram subsidiary, which currently employs around 15,000 moderators, primarily
through third-party vendors (Barrett, 2020). Considering Facebook alone, a significant

22



portion of their user base reside in the U.S,, totaling 297.14 million monthly active
users (McCain, 2022). With their current workforce, this would mean that each
individual moderator would be proportionally responsible for reviewing violative
content produced by approximately 19,809 users. Our report repeatedly confirms that
this ratio is grossly inadequate, which is why we recommend the substantial expansion
of human moderating teams for social media platforms to reflect at least one
moderator per every 10,000 users. In the case of Facebook this ratio would essentially
double their current workforce, and for other platforms could be an even larger
increase. Thus, this ratio would ensure that social media platforms have an adequate
number of moderators to identify and remove harmful content in a timely manner.
Social media platforms that fail to meet this requirement would face penalties.

To enforce the requirements of social media platforms to have a proportional
number of human moderators to monthly active users in a country, the regulatory
body should implement fines. Creating fines and specific violation criteria will allow
member countries to be transparent about the consequences of platforms failing to
comply. A three-strike rule should also be instituted to demonstrate that if social
media companies repeatedly violate, they will face a temporary ban from operating in
a particular country. We recommend a tiered punitive action structure, which should
outline strike one as a certain fine, strike two as a larger fine, and strike three with
another substantial fine alongside a temporary ban from operating in the country
where the violation occurred. Money generated from the fines should be pooled
together for the multinational body to then allocate to various content moderation
improvement initiatives as they see fit, such as funding enforcement efforts of
legislation violations.

By implementing this policy recommendation, social media platforms can
improve their content moderation practices, both in terms of effectiveness and
cultural and linguistic sensitivity. This will help ensure that the platforms are adjusting
their human moderation employment to more properly account for the substantial
size of their user base, as well as for the diverse cultural norms present in each
member country that they are used.

8: Establish annual investment increases in Al moderation algorithm

development to combat biases more efficiently.

Platforms should annually increase their Al technology investment by 2%, a
spending level which would be focused on developing more sophisticated moderation
tools that can recognize and flag content that may be culturally insensitive or
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inappropriate. Official enforcement of this spending increase should be achieved by
government actors passing legislation in each individual country to require social
media companies to actively improve their software moderation technology in this
way. Drafting a unified law for democratic countries should be accomplished in a
parallel manner to the approach described in Recommendation 5, as government
representatives should form a multinational body to consider practices and
preferences which currently exist across the nations. In this case, the body would be
responsible for writing the law and supporting enforcement efforts for legislation
violations, as well as developing a detailed format for social media company financial
reports and guidelines for the spending increase. Platforms should have to submit
compulsory annual financial reports which detail how their Al moderation budget is
spent, particularly accommodating for the 2% increase, thereby ensuring
accountability that the companies are utilizing their budget in accordance with the
established guidelines. This legislation should include measures to fine social media
platforms 10% of their annual profits should they not raise their spending on Al
technology development by 2% each year and adhere to spending guidelines.

Guidelines for spending expectations should be created by the multinational
body, although they should consult with third-party organizations and experts on
progressive Al software development strategies and spending. We recommend that
the guidelines should outline expectations for two primary areas. First, all improved
tools should be based on machine learning algorithms that are trained on data from
different regions and languages. Without diverse representation among developers
and data sets, Al moderation algorithms can bolster or amplify existing biases because
Al algorithms can be influenced by the biases of their developers and the data they
are trained on. By promoting diversity in the development of Al moderation,
algorithms are able to combat biases more efficiently. Because Al serves as the first
wave of moderation for all social media, platforms must ensure that there is ample
diversity within Al systems to combat racial, ethnic, gender, and socio-economic
biases which may pervade their algorithms.

The second area we recommend outlining should support spending on
progressive Al moderation. Current Al systems for major platforms are ineffective in
many ways, demonstrating the need for new initiatives. To address these issues, the
guidelines should support social media company spending on the pioneering of new
initiatives, research, and approaches. Whether or not the innovative solutions are
effective should not be part of the criteria, as positive and negative outcomes will
both serve to inform Al moderation improvement regarding disputable content. An
option for innovative reinvestment by platforms could be to create units like Google
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Jigsaw. This think-tank unit of Google aims to develop technology for better
combating problems relating to digital censorship, online harassment, and violent
extremism. Progressive Al content moderation efforts through new initiatives,
research, and targeted reinvestment strategies are essential to the continual
improvement of Al technology and promoting a safer online community.
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Disinformation and Misinformation

Tactics to spread disinformation and misinformation are evolving faster than
social media platforms and government policies established to combat them. The
distinction between trustworthy information and disinformation or misinformation on
social media is critical to the integrity of democracies, fostering healthy online
communities, and discerning accurate information. As such, it is an extremely
important issue for social media platforms and their users.

The following section will discuss disinformation and misinformation spread in
two ways. First, through foreign state-sponsored behaviors with the case studies of
Russia in the United States and China in Taiwan, and second, through domestic actors
with the case studies of President Donald Trump in the 2020 U.S. presidential election,
and regarding the COVID-19 pandemic.

State-sponsored Behavior

As social media use has become ubiquitous, governments have increasingly
used social media for the dissemination of disinformation and misinformation. While
authoritarian regimes target their own populations with propaganda, they also target
foreign publics (Bradshaw & Howard, 2017). Both Russia and the People’s Republic of
China (PRC) attempt to manipulate public opinion in democratic countries via popular
social media platforms, often employing sophisticated covert tactics to maximize
exposure and minimize suspicion of foreign influence. The consequences of these
online campaigns are substantial. Successful campaigns may result in outcomes such
as the manipulation of public opinion regarding political decisions abroad.

Russian Disinformation

Following a two-year investigation, the Justice Department special counsel
Robert Mueller indicted 13 Russians and three Russian entities in 2018, as well as the
so-called “troll farm” company the Internet Research Agency for attempted
interference in the 2016 election (Benner & LaFraniere, 2020). Prosecutors charged the
defendants with “conspiracy to defraud the United States,” using social media to
spread disinformation, attempting to subvert the 2016 election, and polarizing
American voters. In 2020, the charges were ultimately dropped, although the efforts
of Russian actors cannot be ignored (Benner & LaFraniere, 2020). Given the high
exposure of the Internet Research Agency and their activities in the United States,
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the organization presents a relevant and prominent case study on the tactics,
motives, and effects of foreign social media campaigns in democracies.

There were several goals in Russia’s activities through their social media
campaigns: (1) polarize political beliefs among Americans, including targeting content
to citizens based on race and party leanings, (2) promote voter suppression
operations, (3) promote secessionist and insurrectionist sentiments, (4) engage in pro-
Trump (and necessarily, anti-Clinton or Biden) campaigns, and (5) increase or erode
support for prominent figures relevant to Russian interests, such as Robert Mueller
(DiResta et al., 2019). To accomplish these goals, the Internet Research Agency
employed a variety of tactics in their attempt to interfere in the 2016 and 2020
presidential elections in the United States.

One tactic the Internet Research Agency used was to target many different
groups across political, racial, and religious spectrums. By posing as organic users, the
Internet Research Agency would gain a following on their accounts targeted towards
certain interest groups such as women, the Black people, and veterans (DiResta et al.,
2019). On the political spectrum, right-targeted content promoted themes of anger
and suspicion towards voter fraud, illegal participation in the election, or Clinton
potentially stealing the election (DiResta et al., 2019). Left-targeted content was more
anti-establishment and promoted voting for any candidate other than Clinton (DiResta
et al., 2019). In its attempt to spread content which would confirm existing biases, the
goals of the Internet Research Agency were clearly to further polarize Americans in
their beliefs based on already present divisions.

In addition to exploiting the divisions based on group identity, Russian actors
also used ads to target some of the most divisive issues in the United States (Collins,
2018). In 2018, an investigation by the House Intelligence Committee released
thousands of paid Russian ads that were revealed to be specifically targeted towards
Facebook users by age, geographical region, and interest (Collins, 2018). Over two-
thirds of the ads were found to be related to race, while the remaining third
predominantly concerned nationalism, immigration, and terrorism (Kim et al., 2018).
The content of the ads was often framed in an us-versus-them distinction, promoting
an in-group and demonizing an out-group (Kim et al., 2018). A closer look also revealed
that there were high levels of online material being geographically targeted towards
traditional battleground states during the 2016 election which promoted information
on certain political issues (Kim et al., 2018). Due to uncertainty over how battleground
states would ultimately vote in the election, these efforts indicate that Russia’s
motives may not only be to stimulate further political polarization of far-right or far-
left groups, but also influence the entire election outcome. Observed in both the 2016
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and 2020 U.S. presidential elections, these tactics were used to try and sway
undecided voters towards casting their vote for Donald Trump through targeted anti-
Clinton, anti-Biden, and pro-Trump ads (Howard et al., 2019).

Although the evidence clearly supports that there was Russian interference in
the 2016 and 2020 elections, research remains inconclusive as to whether campaigns
by foreign nation-states substantially impacted the voting behaviors, polarization, or
political attitudes of Americans (Bail et al., 2019). However, it would be inaccurate to
conclude that there was no impact altogether (Bail et al., 2019). News about Russian
interference has raised questions about the legitimacy of elections, increased mistrust
in the electoral system, and changed American willingness to accept claims of voter
fraud in the current election or future ones (Devitt, 2023). In other words, the attempt
by foreign nation-states alone is enough to sow seeds of doubt in the ability of social
media platforms in democracies to adequately monitor disputed content.

Already, the example of the Internet Research Agency’s social media
campaigns in the United States have proven to be widespread. Data indicates that
between 2015-2018 alone they reached 126 million people on Facebook, 20 million
users on Instagram, 1.4 million users on Twitter, and posted over 1,000 videos on
YouTube (DiResta et al., 2019). In appropriating the identities of real domestic
nonprofit organizations or political action committees, the Internet Research Agency
showed that it could simultaneously bypass tech platform policies that work against
political campaigns by foreign actors and increase user engagement with its content
(Kim, 2020). The lack of punishment against foreign influences in the 2016 election
cycle may have inadvertently encouraged the Internet Research Agency and other
foreign actors to continue their media operations (Kim, 2020). Evidently, should
democratic governments and social media platforms fail to adequately address
foreign state-sponsored manipulation in their politics, their tactics will continue to
evolve and become more advanced.

Russia’s disinformation and misinformation campaigns in the United States were
not an isolated incident. A recent 2022 press release from the United Kingdom
indicates that Russia’s “cyber soldiers” have scaled up their operations to target other
foreign democratic publics, such as in South Africa and India. Their focus has shifted to
recent events, most prominently the war in Ukraine (Foreign, Commonwealth &
Development Office et al., 2022). Tactics include spreading disinformation about the
activities in Ukraine and spamming the social media accounts of Kremlin-critics and
world leaders with pro-Putin and pro-war comments, attempting to widely disseminate
and generate increased sympathizer sentiment for the illegitimate invasion (Foreign,
Commonwealth & Development Office et al., 2022). To bypass detection by social

28



media platforms, Russian actors have also avoided making original content, instead
focusing on commenting with VPNs (Virtual Private Networks) to amplify pseudo-
“organic” content (Foreign, Commonwealth & Development Office et al., 2022). VPNs
are a type of network connection that provides users with a secure and private
connection over a public or shared network. Russia took advantage of the fact that
this process hides the user's IP address and location, making it difficult to track their
online activity. Analysis also revealed another evasion approach was accomplished by
paying TikTok influencers to promote pro-Kremlin narratives (Foreign, Commonwealth
& Development Office et al., 2022). Tactics such as these make it much more difficult
for social media platforms to track and moderate disinformation campaigns by foreign
actors (“‘Troll factory’”, 2022).

The tactics that the Internet Research Agency and other Russian agencies
continue to use were clearly meant to interfere within the domestic affairs of the
United States using social media, and the effects of this manipulation are tangible. To
some degree, foreign nation-states prove to be able to polarize the ideological
spectrum in America, manipulate public opinion towards their own agenda, and call
into question the legitimacy of political institutions and politicians by undermining
democratic processes. This demonstrates the complexities of identifying the
perpetrators of disinformation and misinformation on social media, determining what
content should be moderated, and considering the consequences of pursuing legal
action against any offending foreign nation-state actors given current political
relations.

Chinese Disinformation

As with Russia, the People’s Republic of China (PRC) have also used social media
campaigns in other democracies in an attempt to manipulate public opinion abroad.
Most prominently, PRC disinformation and misinformation campaigns target Taiwan,
further complicating long-standing, tense cross-Strait relations.

PRC strategies share many similarities with Russian actors, such as the Internet
Research Agency. Chinese content farms have been used on multiple platforms, such
as purchased Facebook accounts, text-messaging campaigns, networks of automated
bots programmed to overwhelm Twitter hashtags with false information, and
coordinated activities intended to manipulate search results (Lihrmann et al., 2019).
Although it is well-documented that these campaigns appear to support the political
preferences of the Chinese Communist Party (CCP), due to the anonymity and
complexity of these tactics, it is difficult to directly attribute it as state-sponsored
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behavior (Luhrmann et al., 2019). However, given the ambiguity of its origins, it may
give the impression that China is behind every instance of disinformation, which
serves to boost its image as a dominant power over an outmatched Taiwan (Harold et
al., 2021). Overall, the content of these disinformation campaigns is to vilify those
who oppose the CCP regime, such as President Tsai’s administration, who is known to
take an anti-unification stance (Quirk 2021). For example, messages may include
inaccurate claims of the effects of the Tsai administration’s policies, that the
Taiwanese military is weak and corrupt, or that Taiwan serves as an example of why
democracies are an “ineffective” and “chaotic” political system (Harold et al., 2021).

Knowing that they will likely not change the minds of enough Taiwanese to
support unification of the mainland, campaigns to spread disinformation are not
necessarily to sway public opinions towards a united China (Quirk, 2021). Instead,
exploiting existing divisions between the Taiwanese people are meant to undermine
the public image of the Taiwanese government as a healthy, functioning state and
target moderates who are more susceptible to a pro-Beijing stance (Quirk 2021). As
with the United States and other democracies, the case of the PRC campaigns in
Taiwan show how polarization via foreign social media influence can be used to
undermine the integrity of a democracy.

While PRC campaigns have long been used in an attempt to interfere with
Taiwan’s elections, like Russia in the United States, they were also used to spread
disinformation and misinformation about the origins of COVID-19 and Taiwan’s
response to the pandemic, including the claim that Taiwan was covering up virus
deaths or that President Tsai contracted the disease (Frenkel et al., 2020). Social
media campaigns by China regarding COVID-19 have led to concerns that the PRC was
using the pandemic as another tool to undermine Taiwanese democracy, a belief also
held by John Wu, Taiwan’s foreign minister (Frenkel et al., 2020). Much of the campaign
work has been linked to China’s United Front Work Department and the Communist
Youth League, according to the U.S.-based Center for Strategic and International
Studies (“Fake news”, 2021).

As tactics and motives of foreign nation-states continue to evolve, it is up to
governing bodies and social media platforms to keep pace. Although the privacy and
anonymity of social media make it more difficult to monitor if foreign influence is
involved among genuine user activity, the distinction of foreign influence from genuine
social media use is critical to the integrity of politics in democracies, fostering healthy
online communities, and discerning accurate representations of a nation’s constituents.
Hence, the identification of disputed propaganda content is intensely vital as social
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media remains a primary source of information and communication, despite increasing
difficulties.

By using tactics such as flooding online spaces with bot-produced content or
misleading paid promotions, foreign state-sponsored social media campaigns have
shown that countries like Russia and China are able to exploit the weaknesses among
government and social media platform policies for their own gain in democracies
around the world. The spread of disinformation and misinformation on social media has
been observed to influence the opinions of individual users to proliferate distrust
democratic institutions, cause further division and polarization within democratic
societies, and conceal content that portrays foreign nation-states in a negative light,
while simultaneously promoting positive and potentially misleading narratives. As
social media manipulation tactics continue to evolve according to the agendas of
foreign nation-state actors, democratic states will continue to be vulnerable to this
type of content unless governments and social media platforms correspondingly
evolve their moderation tactics.

Domestic Actors

The prevalence of misinformation produced by domestic actors on social media
platforms has become a significant issue for social media moderators. The following
section will discuss misinformation spread by domestic actors through an examination
of President Trump in the context of the 2020 presidential election in the United
States, and in regard to the COVID-19 pandemic. Three of the categories of
misinformation from domestic actors that will be discussed are political, violence-
inciting, and health misinformation. The spread of these types of content can have
severe real-world consequences, including political divisions, loss of confidence in
democratic systems, and public health risks. Therefore, effective moderation of such
content is particularly crucial for protecting democratic institutions, public safety, and
health.

Political Misinformation

Political misinformation has impactful real-world consequences, such as
affecting the public’s political opinions, reducing confidence in democratic voting
systems (Ratliff, 2021), and creating political divisions and tensions (Quinnipiac
University, 2022). The moderation of political misinformation is crucial in combating
these consequences and ensuring that political processes are not negatively
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impacted, which is why it has been a central issue for many social media platforms.
The problem content moderators face regarding posts that potentially contain
political misinformation is how to distinguish between varying opinions and potentially
harmful content.

Political misinformation had a major impact on U.S. presidential elections and
has created lasting problems in social media moderation regarding election integrity.
Following the 2020 election, Trump was one of the largest sources of misinformation
as he promoted false claims of election fraud both on social media platforms and in
person (Sanderson et al., 2021). Known as his “big lie”, Trump alleged that there were
left-wing efforts to conspire against him and rig the election outcome in their favor.
Ultimately, these claims amplified Russian efforts to undermine trust in America's
democratic system and had lasting impacts on American voters’ trust in election
outcomes (Wolf, 2021).

One of Trump’s main tools used for the dissemination of 2020 presidential
election misinformation was Twitter, and the shortcomings of Twitter’s content
moderation in terms of removing and addressing potentially harmful tweets made by
Trump facilitated his impact on public opinion during and after the election (Atske,
2021). In November 2020, Twitter released a statement saying that they had flagged
approximately 300,000 election-related tweets as “disputed and potentially
misleading” (Gadde & Beykpour, 2020). A news analysis conducted by Issue One,
designed to document the spread of election misinformation, found that 60% of
Trump’s 1,500-plus tweets between the day after November 3, 2020, and January 8,
2021, when Twitter permanently suspended his account, were messages that sought
to challenge the results of the 2020 election—an average of about 14 tweets per day.
Following the 2020 election Trump falsely called the election “rigged” 57 times,
alleged that the election was “stolen” or that the Democrats tried to “steal” it 57
times, inaccurately declared that he “won” the presidential election 25 times, and
falsely called the outcome a “landslide” victory in his favor 12 times (Ratliff, 2021).
These statistics raise the question of why President Trump's posts were not more
closely moderated, or why his account was not removed earlier than it was. The
unsuccessful efforts of Twitter’s content moderators allowed misinformation spread
by Trump to further circulate and potentially influence user opinion.

A CNN poll conducted in the summer of 2021 found that 36% of Americans do
not believe that President Biden legitimately won the 2020 U.S. election, and among
Republicans specifically that number leaps to 78% (SQL, 2021). An NPR poll conducted
in October of 2021 found that 75% of Republicans say Trump has a legitimate claim
that there were "real cases of fraud that changed the results" (Marist Poll, 2021).
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These polls show the extent to which Trump’s claims have impacted public perception
of the 2020 election and of the American democratic system. This is a prime example
of political misinformation that was not adequately moderated by social media
platforms, which led to a lack of confidence in the American democratic system (Klar,
2022).

Additional studies found that the events and social media misinformation
surrounding the 2020 U.S. presidential election led to distrust in the American
democratic system among Americans. NPR conducted a survey in January of 2022
which found that 64% of the American population believes that U.S. democracy is in
crisis and is at risk of failing (Ipsos, 2022). Similarly, a survey also conducted in
January of 2022 by Quinnipiac University revealed that 76% of respondents thought
political instability within the country was a bigger danger to the United States than
external adversaries (Quinnipiac University, 2022). This poll also found that 53% of
Americans expected political divisions in the country to worsen over their lifetime
(rather than get better). Hence, these increases in political divisions and tension
demonstrate some of the tangible problems which can arise from domestic
misinformation campaigns aimed at disrupting U.S. democratic systems. It is crucial for
social media platforms to develop effective moderation policies to prevent the spread
of political misinformation, as this will ensure that users are protected against
misleading content and the democratic process is not negatively impacted.

Violence-inciting Misinformation

Social media has also created a space where individuals attempt to use
platforms to incite or promote violent acts, and misinformation posted with this intent
is extremely dangerous due to the possibility of it having tangible violent outcomes.
Thus, mentions of violence are of major concern when it comes to making sure this
type of content is moderated by social media companies. Many major platforms
strictly forbid content that calls for or has the potential to mobilize violent or criminal
actions (Meta, 2023). However, content moderators still struggle to differentiate
between innocuous posts and content that could be capable of provoking real-world
outcomes yet doesn’t explicitly promote harmful activity.

The phenomenon of misinformation on social media platforms fueling hate and
leading to real-world violence is demonstrated in the January 6th attack on the
capitol, as President Trump’s tweets went further than just promoting his conspiracy
of election fraud. On January 6, 2021, a mob of Trump’s supporters attacked the U.S.
capitol building in an attempt to prevent the joint session of Congress from counting
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the electoral college votes that would formalize the victory of President-elect Joe
Biden. The attack left five dead and hundreds injured (Rubin et al., 2022). Since the
attack, 725 arrests have been made in relation to actions taken by individuals at the
capital (Office of, 2021). A former Twitter employee who worked on content
moderation policy argued that Trump’s tweets inspired the violence at the January
6th insurrection. The tweet credited with inspiring this event was from December
19th, where Trump asked his supporters to attend a “Big protest in D.C. on January
6th” in response to an “impossible” loss of the 2020 election (see Figure 1).

Figure 1: President Trump Twitter Post about January 6th

) Donald J. Trump &
@realDonaldTrump

Peter Navarro releases 36-page report
alleging election fraud 'more than
sufficient' to swing victory to Trump
washex.am/3nwaBCe. A great report
by Peter. Statlstlcally impossible to
have lost the 2020 Election. Big
protest in D.C. on January 6th. Be
there, will be wild!

Twitter banned President Trump from the platform two days after the attack,
stating that the action was necessary “due to the risk of further incitement of
violence.” The platform cited two tweets posted in the days following the event to
corroborate their decision, although many argue he should have been banned long
before (Twitter, 2021). Twitter also confirmed that plans for upcoming protests
involving weapons started to spread both on and off Twitter. These plans included a
suggested additional assault on the U.S. Capitol and state capitol buildings on January
17, 2021 (Jones & Bey, 2021).

Although Trump was banned from Facebook and Twitter, many of his
supporters have established deeply intertwined networks of online communities that
continue to encourage future conflict and sow doubt in the democratic process
(Heilweil & Ghaffary, 2021). An article written by Rebecca Heilweil and Shirin Ghaffary
states that online extremism has spilled over into real-world consequences and that
the January 6th attack on the capitol is undeniable evidence that online
misinformation promoted by Trump has had genuine impacts on U.S. politics (Heilweil
& Ghaffary, 2021). Hence, Trump’s tweets are examples of how social media
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misinformation, and the absence of effective regulation can lead to tangible
consequences, in this case violence, underscoring the importance of social media
moderation.

Health Misinformation

In addition to influencing the political sphere, misinformation had a considerable
impact on the COVID-19 pandemic. Social media played a unique role in the COVID-19
pandemic, with the dissemination of health misinformation leading to what many are
calling an “infodemic”. According to the World Health Organization (WHO), an
infodemic is “too much information including false or misleading information in digital
and physical environments during a disease outbreak” (WHO, 2023). Social media
created an avenue for people outside of the medical field to spread information about
the COVID-19 outbreak, creating a challenge for content moderators attempting to
debunk misinformation on social media, (Mourali & Drake, 2022). This has led to the
spread of medical falsehoods, referred to by the WHO as health misinformation which
is defined as “any health-related claim of fact that is false based on current scientific
consensus” (Chou et al., 2021). President Trump serves as another example of
content, this time in the form of health misinformation.

Health misinformation spread on social media can lead to real-world public
health concerns (Lovelace Jr., 2020). In addition to spreading misinformation about
election fraud, Trump also spread falsities regarding the COVID-19 pandemic. A study
conducted by researchers at Cornell University found that Trump was the single
largest driver of misinformation around COVID-19 (Evanega et al., 2021). The study
analyzed 38 million articles about the pandemic in English-language media around the
world. President Trump made up nearly 38 percent of the overall “misinformation
conversation,” making him the largest driver of the “infodemic” (Evanega et al., 2021).
According to Dr. Joshua Sharfstein, a vice dean at the Johns Hopkins Bloomberg School
of Public Health and a former principal deputy commissioner at the Food and Drug
Administration, misinformation regarding the COVID-19 was “one of the major
reasons” the United States struggled to combat the pandemic (Stolberg & Weiland,
2020).

Health misinformation can also lead to individuals engaging in self-harming
activities (Lovelace Jr., 2020). The Cornell University study also looked at
misinformation media coverage on the topic of ‘miracle cures’ in relation to COVID-19.
They found that spikes in media coverage corresponded with misinformation spread
by President Trump (Evanega et al., 2021). Early peaks in articles written on this topic
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correspond with when President Trump began to advocate for the use of
hydroxychloroquine and chloroquine as treatments or cures for COVID-19, even
although there was no peer-reviewed clinical data to back up his claims of efficacy
(Lovelace Jr., 2020) (Wang, 2020). This triggered a substantial spike in media coverage
regarding his announcement, caused the subsequent shortage of these drugs, and
later the finding that they were not effective in treating COVID-19 and might indeed
be harmful, (Boseley, 2020). The largest and most notable peak corresponds with
President Trump's press conference statements about the potential of injecting
bleach or other disinfectants internally as a cure for coronavirus, (BBC, 2020).

Centers for Disease Control and Prevention reported that spikes in exposures
to cleaners and disinfectants reported to U.S. poison centers corresponded with
Trump's comments on injection disinfectants as a cure for COVID-19 (CDC, 2020). This
is yet another example of how Trump's comments and subsequent spread of
misinformation led to negative outcomes in the real world. Trump’s use of Twitter and
other social media is a prime example of why social media companies need to
moderate and mitigate the spread of misinformation on their platforms.

Broadly, instances of misinformation related to the COVID-19 pandemic led to
the spread of various harmful practices, such as facilitating stigma and apprehension
surrounding the vaccine and creating issues for vaccination efforts by many nations.
Prominent misinformation stories circulating online included that vaccine trial
participants had died after taking a candidate COVID-19 vaccine and that the pandemic
was a conspiracy or bioweapon (Geldsetzer, 2020). A study published by Nature found
that misinformation influenced people's behavior during the COVID-19 pandemic in the
U.S. and UK in three significant ways: it made people less likely to report willingness
to get vaccinated against COVID-19, it made them less likely to recommend
vaccination to vulnerable people in their social circle, and it decreased people's
willingness to comply with public health guidance measures (Loomba et al., 2021). This
is yet another example showing how the mediation of disputable content by social
media platforms is critical, and how the lack thereof can lead to real-world
consequences. The moderation of health misinformation is critical for ensuring verified
information is disseminated to social media users, as well as protecting public safety
and health.
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Hate Speech

When platforms remove specific posts or an individual’s access to their
accounts, they risk being accused of limiting the speech of their users. These
decisions are made even more complex when determining whether content qualifies
as hate speech. Adam Klein (2017) refers to hate speech online as something that
“can be defined as the strategic employment of words, images, and symbols, as well
as links, downloads, news threads, memes, conspiracy theories, political blogs, and
even pop culture, all of which have become the complex machinery of effective
inflammatory rhetoric.” Hate speech is not always easy to detect under this definition.
For instance, if a user created a post that included contentious rhetoric, they could
argue that their post was a joke not intended to express hateful or harmful speech
and, therefore, should not be taken down. Circumstances such as these might allow a
post with inflammatory content to remain visible to the public because whether it can
be categorized as hate speech is disputable.

This dilemma, described by Klein as the “Spectrum of Debate” and “Spectrum
of Hate” question is a primary barrier for the prevention of hate speech online (Klein,
2017). This spectrum asks: How does one determine what is hateful speech and what
is strongly worded political or cultural speech? Even if a content moderator might
suspect that something has undertones of hate speech, the very structure of social
media lends itself to prioritizing keeping content visible if that content is disputable
(Jakubowicz, 2017).

For example, Media Matters discovered in 2022 an Instagram account whose
primary goal is to post about local violent crimes. However, this account was
dedicated specifically to posting about crimes allegedly committed by Black people
against White people, a purpose which has clearly racist underpinnings. That being
said, the account did not violate any of Instagram’s community guidelines in the text
of its posts and has therefore been allowed to remain active (Carter, 2022). This
example demonstrates the way in which social media platforms will allow
inflammatory and racist content to remain visible if that content is disputable. The
reason for this lies in the ways in which social media companies were founded.

Many of the largest social media platforms such as Facebook, Instagram, and
YouTube maintain commitment to democratic values of free expression and speech
within their platforms, which can allow for disputable content to exist on their
platforms (Jakubowicz, 2017). This ideology is due in large part to these corporate
entities being formed in the United States. While these companies are also driven by
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revenue and the desire to avoid legal litigation, they will typically prioritize free
expression if it does not compromise their profit. The challenge therefore is that if a
post cannot be definitively labeled as hate speech, then platforms are inclined to
keep the post visible to maintain the free expression they value.
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Extremism

Moderating violent extremist groups on social media presents a major problem
in both the vast amount of such content and issues regarding freedom of expression.
Extremist groups use social media in order to further their political goals. However,
arguments regarding free expression on social media and detection of extremist
content make moderating the activities of these groups difficult. The lack of proper
moderation can lead to violence in the real world against both individuals and groups.

Hate speech and recruitment into extremism are two types of disputable
content that can lead to much larger problems for society, namely violence and
political division. What begins as hate speech can quickly become a call to violence,
and those recruited into extremist groups are likely to answer these calls. Incitements
of violence on the internet are both heavily moderated by content moderators and
outlawed in most democracies. However, disputed content that includes incitements to
violence can be difficult to detect.

In her piece on how individual actors use social media to organize political
action and criminal action, Kaminski (2013) gives the example of a Twitter user who
tweets about a gathering of individuals intending to rob a bank. Should this robbery
occur, the tweet could be used as direct evidence that a crime has been committed
(Kaminski, 2013). However, should the robbery not occur one might argue that the
tweet did not incite violence, it only created the potential for violence. In this sense
content moderators must ask themselves if a disputed post calls for violent action or
simply uses language to exaggerate or embellish a point.

When extremist organizations post disputable content that includes language
targeting individuals or groups, platforms are forced to decide whether that language
calls for violence or not. Failure to effectively moderate disputed content could lead
to the destruction of property, injury to individuals or groups, and even death in
extreme cases. However, if the disputed content is removed there is also the
potential that a user's speech was censored. Balancing effective moderation and
censorship is a prime example of the dilemma social media platforms face when
dealing with the content posted by White supremacist and terrorist organizations.

Both types of organizations, which exist in a variety of geopolitical contexts,
use social media for their own ends and post disputable content. While some see their
content as illegal or wrong, the organizations and their supporters view it as
justifiable. White supremacist and terrorist content will be used as examples to better
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understand how extremist groups create disputable content, particularly regarding
hate speech and recruitment into extremism.

Disputable Content Dissemination: Extremist Groups

Terrorist organizations’ use of social media to recruit new members is a
concern for nation-state actors (Hossain, 2015). Many people are familiar with the
explicit content posted by terrorist organizations such as executions; however, fewer
people understand the ways in which terrorist organizations use social media to
complete goals such as recruitment. While the recruitment activity of terrorist
organizations online may not be very visible to the general public, terrorist
organizations benefit from using social media to train, recruit and communicate with
members (GCTC, 2021). Part of the reason recruitment is mostly unnoticed by the
general public is that the most extreme terrorist group activity occurs on encrypted
private messaging platforms, such as Facebook Messenger (Wray, 2017). Recruiters for
terrorist organizations will post content on platforms such as Facebook or Twitter
knowing that it will be eventually taken down in order to discover individuals who may
be engaging with the content, such as watching a video, liking, or commenting on a
post (GCTC, 2021). Once a recruiter has found a user engaging with their visible
content they will invite the individual to an online encrypted messenger forum, like
Facebook Messenger, in order to attempt to begin a conversation. These efforts are
targeted at specific individuals or groups. One 2018 study by RAND Europe found that
students at the University Medical Sciences and Technology in Khartoum, Sudan were
being targeted for recruitment efforts by extremists from ISIS (Ward, 2018). These
targeted interactions demonstrate how social media directly enables terrorist
organizations to attempt to recruit and further their organizations’ goals (Speckard,
2020).

Under pressure from governments, large online companies like Facebook and
Twitter are attempting to severely limit the threat of terrorist activity on their
platforms (Macdonald, 2019). However, in their efforts to curb terrorist activity these
social media companies have instituted policies which have negatively impacted users.
Policies created to limit ISIS propaganda disproportionately impact the speech of
Muslim and Arabic-speaking users (Dfaz, 2021). Human content moderators are subject
to implicit bias like everyone else, which is “a form of bias that occurs automatically
and unintentionally, that nevertheless affects judgments, decisions, and behaviors”
(National Institutes of Health, 2022). Additionally, Al content moderators, programmed
by human beings, are also influenced by implicit bias. Both human and Al content
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moderators struggle to differentiate between ordinary religious Islamic practices and
language and more extremist ideologies because such moderators were trained by
companies who have not worked to understand the difference between the two. A
content moderator who does not have experience differentiating between religious
practice and extremism might flag a user’s speech even although it is not harmful
(Torok, 2021).

The bias in moderating content creates issues related to censorship and
freedom of expression within social media platforms as Muslims are forced to self-
monitor their social media activity or risk being labeled as engaging in extremist
behavior by content moderators. Such a case occurred on TikTok in 2019 to 17-year
old Feroza Aziz (Ma, 2019). After posting videos condemning China’s treatment of
Uyghur Muslims, Aziz’'s account was suspended. However, TikTok claims the
suspension was due to her posting of a satirical video making fun of Islamophobic
comments she had received as a Muslim-American. The video Aziz posted included a
photo of Osama Bin-Laden for satirical purposes, however TikTok claimed this video
had to be taken down for violating its “anti-terrorism” policies. For Aziz, a policy
meant to keep extremist content off the TikTok’s platform directly impacted her free
expression. In this sense, social media platforms must grapple with how to address
the use of social media by extremist organizations while giving room for ordinary
people to engage freely and without fear of bias on social media platforms.

White supremacist and far-right groups also use social media platforms to
recruit into their organizations. The Anti-Defamation League (ADL) argues that these
extremists seek to recruit younger college-educated white individuals who may be
vulnerable to indoctrination. (“Alt Right", 2016). The recruitment of this demographic
most frequently occurs through the “alt-right pipeline”, which is defined by the
Berkeley Political Review as “the path people follow as they engage with online
content, forums, and peers that take them further to the right-wing political extreme”
(Mariash, 2022). While still intentional on the part of these organizations, recruitment
into the extreme right and White supremacy groups through use of this alt-right
pipeline is typically less direct than the recruitment of terrorist organizations. This
recruitment slowly brings individuals into extremism using memes and humor (“Alt
Right”, 2016). The method of memes, defined as “an image with caption text” (Wiggins
& Bowers, 2015), creates an environment in which content moderators cannot
effectively moderate extremist content because it is hidden under the guise of
humor.

Furthermore, a person might view a meme posted by a White supremacist
account and be taken to more extreme content through social media’s use of
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algorithmic content sharing. Algorithmic content sharing is social media platform’s use
of algorithms to share new content to users based on that user's past behavior
(GIFCT, 2021). On all platforms these algorithms typically collect information based on
the user's previous behavior to recommend new content that will be most engaging
(GIFCT, 2021). Therefore, when a person engages with content related to the alt-right,
they will likely be recommended more content related to the alt-right.

One of the memes utilized by White supremacists online for recruitment
through algorithmic content sharing has been the “Pepe the Frog” meme. Originating
as an American pop culture image, Pepe the Frog is not inherently racist. However,
social media users noticed an uptick in White supremacist related Pepe images. This
increase was intentional on the part of White supremacists, who purposefully began
creating Pepe images with White supremacist messages in them (Domonoske, 2016)
(see Figure 2).

Figure 2: Pepe the Frog Images

For this reason, a person who engages with a Pepe meme created by a member
of a White supremacist group might then be suggested more content from extremists
even if that is not content that they had wanted to engage with. This relates to
issues of content moderation as there was nothing inherently wrong with the image of
the Pepe frog alone when it was originally created, so content moderators were
unlikely to flag this content as harmful even though it could eventually lead
individuals to extremism. Today, Pepe the Frog’s use by White supremacists is known
and social media platforms have taken steps to address its use (Farokhmanesh, 2018).
However, in the future other images or culture references could come to be used by
White supremacist organizations for similar purposes. Moving forward, social media
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companies must grapple with balancing free expression and disrupting extremism on
their platforms.

To conclude, both terrorist organizations and White supremacists use social
media platforms in order to recruit into their organizations. Issues such as implicit bias
and free expression further complicate efforts to disrupt recruitment on social media
platforms. Content moderators then must attempt to disrupt these recruitment
efforts while balancing the nuance of meme and internet culture while avoiding
censoring regular users.
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Private Sector Behavior: Common Moderation Methods

As social media platforms like Meta’s Facebook and Instagram, Twitter,
YouTube, and TikTok continue to grow and attract millions of users, the issue of
content moderation has become increasingly important. These platforms use various
techniques to monitor and moderate content, including automated algorithms, human
moderators, and user reporting systems. Despite their best efforts, however, these
platforms often struggle to strike the right balance between allowing free expression
and preventing harmful content such as hate speech, fake news, and violence.
Recently, controversies have arisen over how these platforms have handled
moderation, highlighting the need for continued discussion and reform.

Despite the guidelines and efforts made by major platforms in terms of content
moderation, these companies face concerns surrounding users' values regarding
freedom of expression and usage on these platforms. Patterns of missed and
unregulated misinformation and disinformation, hate speech, and extremist content on
these platforms demonstrate a lack of transparency when it comes to moderating
what is considered disputable content. Additionally, accountability measurements that
these platforms put on users when it comes to users breaking community guidelines
also create complicated discussions around addressing repetitive behaviors of
violating conduct over and over.

Although there are Al detectors, human moderators, individual users' reports,
and other preventive measures to combat forbidden content on the platforms, the
recurrences of disputable content through various forms of media can spiral from one
post to another. The five social media platforms of focus experience over one million
estimated daily posts, which range from benign posts to areas of disputed content.
Hence, moderating the nuances and subjectivity of content on the platform is
challenging, especially regarding areas of content that are difficult to both identify
and categorize within community guideline criteria (e.g., violent content).

Here we discuss moderation tactics that are shared across Facebook, Instagram,
Twitter, YouTube, and Tik Tok. Through our research, we identify the most similar
processes as preventative measures, Al and human moderators, and issues with biases
throughout moderation approaches.

Preventative Measures: Age Verification

The most common preventative measure for content moderation across major
social media platforms is age verification when creating accounts (Carson, 2022). Users
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must enter their date of birth during the registration or sign-up process and agree to
abide by the platforms' terms of service. All five platforms require users to be at
least thirteen years of age to utilize them, which is primarily due to the U.S.’s
Children's Online Privacy Protection Act (COPPA) (Nguyen, 2019). Many countries have
adopted this age restriction because of COPPA, which aims to protect children's
privacy online.

In addition, to comply with COPPA, YouTube requires a user to provide
information such as a government-issued ID, passport, or credit card to verify that
they are over 18 and can view age-restricted content (YouTube, n.d.). TikTok also has
implemented age restrictions on certain types of content, which means that users
who are under 18 may not be able to access specific videos or features (TikTok, n.d.).
Since 2021, TikTok has made underaged accounts private by default, meaning that
only people verified by the account holder can follow or access their content (Perrie,
2022). Twitter also requires users to verify their age before following other accounts
if they still need to provide it when signing up for the platform (Twitter, n.d.). Meta
plans to adopt more Al technology and increase collaboration with operating system
providers and internet browsers to strengthen its age verification process (Finkle,
2022).

Despite these big platforms' efforts to protect minors from harmful content,
limitations also exist in these platforms' age verification processes. Users may need
to provide more accurate information about their age, making verifying accuracy
difficult for the platforms. Given that it is not illegal to lie about their age on social
media platforms, a lot of the underage population can quickly enter the platforms
anyway. For instance, YouTube only makes someone verify their age if they use the
platform in certain regions such as Australia, the European Union, European Economic
Area, Switzerland, or the United Kingdom (Google, n.d.). If a user is not in any of those
areas, they can lie about their age without ramifications, making it more challenging to
get around the verification. Some users may even create fake profiles or use a
parent's account to get around age restrictions (Sundaravelu, 2022). The existence of
loopholes that enable the circumvention of age verification measures implies that
such measures do not effectively safeguard all minors from accessing age-restricted
content. While laws like COPPA and similar regulations in other countries are in place
to protect children, it is still significant for social media platforms to continuously
improve their age verification processes and take steps to ensure that minors are
protected from harmful content online.
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Preventative Measures: User Ability to Flag or Report

All five platforms allow users to anonymously flag or report other users'
content. Anonymous reporting can be a valuable tool for people who want to bring
attention to problems or to violate content without fear of retaliation. With millions
of users, social media platforms can effectively moderate a large amount of content
by enabling users to report any content they deem inappropriate or violating the
platform's community guidelines. By leveraging user reports, social media can expand
their reach in moderating a more comprehensive range of content that may require
attention. Also, this system can give users a voice in helping to shape the content
they see on the platform.

However, when reporting is anonymous, it can be difficult for the platform to
assess a report's validity and take appropriate actions. This can lead to inconsistent
enforcement of the platform's policies and undermine the effectiveness of the
reporting system. Anonymous reporting can encourage cyberbullying or trolling, as
people may feel empowered to make scathing reports without facing the
consequences (Castella & Brown, 2011). This can discourage positive engagement on
the platforms. In summary, while anonymous reporting can be a valuable tool for
moderating content on social media platforms, its limitations and potential for abuse
must be carefully considered to ensure a safe and positive online community for all
users.

Preventative Measures: Warning Labels

Warning labels on social media platforms come in different types and serve
different purposes. One type of warning label aims to protect users from viewing
potentially distressing content, such as graphic images of violence or death. Warning
signs indicate potentially graphic, inappropriate, or sensitive materials, allowing users
to decide whether to view the content (Emebo, 2019). All five platforms we analyzed
also utilize warning labels to provide additional context or information about content
that may not be suitable for all viewers. For example, users on Twitter are required
to click through a warning notice to view a tweet that contains sensitive information,
and such tweets will not be recommended across the service (Roth, 2022). A similar
precaution was taken by TikTok, as they implemented warning labels in 2021 to alert
viewers and remind users who attempt to share clips that a particular video has been
flagged as unverified content and notify users when a warning label has been added
to their clip (Hutchinson, 2021).

46



Another warning label informs users that the information presented may be
inaccurate or misleading. It helps users make more informed decisions about the
content they view and believe on social media platforms. However, Facebook failed to
add warning labels on 180 million pieces of content before the 2020 U.S. Presidential
Election (Kraus, 2020). Despite warnings from election officials and fact-checkers,
false claims about widespread voter fraud and claims of premature declaration of
victory were still widely shared on the platform. This demonstrates that simply
adding warning labels is not enough to combat the spread of misinformation
effectively.

Additionally, warning labels can have a limited impact, as users may ignore
them or be more likely to engage with the flagged content. Labeling is only effective
if warning labels are enforced, and users take them seriously. There is often a lack of
enforcement mechanisms to ensure that users abide by the labels, and some users
may ignore the warning notices and view flagged content anyway. The purpose of
warning labels is to give users a choice to see or avoid content. However, the concern
is that some users may ignore the warning labels and still share flagged content,
which could lead to the continued spread of misinformation or harmful content. While
the labels give users more control over what they see on the platform, their
effectiveness also depends on users' willingness to comply with them. In addition,
once a piece of false information has spread widely across social media platforms, it
can be very challenging to retract or counter it, even by implementing a warning
label. In conclusion, the limitations and inconsistencies of these preventative measures
highlight the need for a multifaceted approach that integrates technical solutions,
human moderation, and user education.

Al and Human Moderators

Understanding how Al and human moderation work is integral to the broader
discussion of social media platform's role in the conversation around internet freedom
in democracies. This section will discuss an overview of commonalities in Facebook,
Instagram, Twitter, YouTube, and TikTok's content moderation process and describe
how content is flagged for moderation. Specific characteristics of how each platform
runs its content moderation process will also be discussed to understand the
complexities within Al and human moderation.
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Overview of the Moderation Process

Most popular social media platforms—including Facebook, Instagram, Twitter,
YouTube, and TikTok—rely on three effective methods to help moderate content and
users on their sites: automated moderation software, human content moderators, and
its users (Congress, n.d.). Simply put, most prominent social media companies' human
and automated moderation systems adhere to the following formula: artificial
intelligence automatically reviews every piece of content posted on the platform,
while the human moderators review content that has either been flagged by the Al
tools or reported by a user of the platform (Tarasov, 2021). The human moderators
are hired directly by the company or through a third-party contractor, or a mixture of
both. For example, Facebook and Instagram's parent company, Meta, hire moderators
directly and through third-party companies like Accenture and Voxpro (Shead, 2020).
Tik Tok only hires moderators directly for their company (Shead, 2020).

The relationship between the human moderators and Al technology is often
viewed as "collaborative" since the Al technology continues to learn and modify how it
detects content that violates platform policies based on the human moderators'
feedback regarding flagged content (Halprin, 2022). However, the downside to this
"collaborative" relationship is that there seem to be no safeguards in place to ensure
the Al moderation technology does not learn biases through its human counterparts.
Another downside to this relationship is the emotional and psychological toll human
moderators face when they moderate thousands of pieces of content that contain
harmful images, videos, and rhetoric missed by the Al systems (Arsht & Etcovitch,
2018).

It is difficult to find information regarding social media platforms' moderation
systems that do not come directly from the companies. The reality of how social
media companies moderate the content on their respective platforms may work
differently than the available information suggests.

Identification of Moderated Content

The identification of prohibited content on social media platforms is convoluted
and complex. Automated moderation across all social media platforms is not always
accurate. There have been documented instances where these systems flagged
materials that did not violate content policies. One such instance occurred during the
beginning of the COVID-19 pandemic when YouTube sent their human moderator
employees home to stop the spread of the virus. Because of this, YouTube notified its
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content creators that their content might be removed or flagged more often for
violating community guidelines as the company had to pivot and rely more on
automated moderation, which, as stated, is not always accurate (Leskin, 2020).

Conversely, moderation systems have failed to remove all content that
violates community guidelines. Facebook's Al content moderators had trouble
detecting posts containing COVID-19 conspiracies, which led to violative posts
remaining visible for all users (Patel & Hecht-Felella, 2021). The Al moderation tool's
human counterparts are not error-free either. The final decision to remove a piece of
content is often up to the discretion of the companies' human moderators, though
they must follow their specific content policies in place (Stackpole, 2022). These
policies are often subjective and disputable. Individual companies do not readily share
or release detailed information about how their human moderators are trained to
operate in the context of disputable content.

For example, like other social media platforms YouTube trains its human
moderators to differentiate between violative and non-violative material, although
YouTube does not clearly state what is included in the training (Halprin, 2022).
YouTube has, however, given small glimpses into how its human moderators are
taught to review flagged content through previous content moderation scandals. Take
the 2019 Crowder and Maza incident, in which Steven Crowder, a conservative political
commentator, posted videos on his YouTube channel, calling Maza an "angry little
queer", "gay Mexican", and "gay Latino from Vox" (Koebler & Lamoureux, 2019).
Despite acknowledging that Crowder's comments were hurtful, YouTube stated that
they would not remove or penalize Crowder's channel, regardless of public pressure,
because his videos did not violate their content policies (Koebler & Lamoureux, 2019).
when human moderators review a grey content area, YouTube explains that they
consider the "context of the entire video" (Koebler & Lamoureux, 2019). In the
Crowder and Maza hate speech example, YouTube further stated that they considered
whether the content in question leaned more towards debating public opinions or was
only published with malicious intent (Koebler & Lamoureux, 2019). They concluded
their statement by explaining that they apply these policies regardless of the number
of views a video has, thus implying that YouTube content moderation is not biased
towards popular videos or creators (Koebler & Lamoureux, 2019). Although it is
difficult to understand the full scope of how YouTube moderates content with little
available information, instances like Crowder and Maza illustrate that YouTube is
aware of the intricacies of content moderation and is taking small steps to address it.
However, it would be more effective for YouTube to be transparent about its
moderation training and techniques without inciting public outrage beforehand.
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Biases and Inequality

As previously established, most platforms rely heavily on automation as their
main form of moderation, while some also employ teams of human moderators to
analyze flagged content and monitor the platform as a whole. In terms of the
technology aspect of moderation and general engagement with social media, platform
algorithms. or the personalized content suggestions, are strengthened by user
participation with suggested content from artificial intelligence. Disputable content
like hate speech, misinformation, and propaganda can be detected using NLP, or
natural language processing concepts, to analyze sentences’ lexical (of or relating to
the words or the vocabulary of a language) and syntactic (relating or according to the
rules of syntax) features (Khanday, 2022). Also, as aforementioned, users play a role
in the moderation of content with the ability to flag or report content that may be
harmful. However, the human inclination to interact with content that can be
categorized as sensationalist and outrageous can often result in moderation systems
learning to prioritize disputable content (Diaz, 2021).

Modern Al processes can learn racial, gender-based, and linguistic biases as
they analyze user engagement with certain content, making them fallible to
disputable content, which tends to generate the most engagement because of the
sensationalism of the content (Diaz, 2021). Understanding that “bias is a reflection of
the data algorithm authors choose to use” indicates why certain vulgar posts which
violate community guidelines, such as those made by Kanye West or White
supremacist-related groups, go unnoticed by both the technology and team of human
content moderators (Nelson, 2019). It was also revealed in 2019 that terrorist content
was slipping through YouTube's Al moderation systems because Arabic was used in the
content (Ayad, 2019). As the failures of the current system continue to rise in public
discussion, users find more and more ways to post disputable content while curbing
the potential consequences of posts being flagged or taken down, and accounts being
suspended or banned by the platform.

Language and Personal Bias

Alternative language is when users will create alternative words which sound
like and represent harmful language but will not be flagged by the software as a
violation of guidelines (Tait, 2022). For example, users on TikTok will post a video
discussing topics relating to death but will use the word “unalive” in place of the word
“Kill” so that the video does not get taken down by the platform (Tait, 2022). Once
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those words are learned by the intelligence software, they will be taken down
accordingly, however, users are constantly updating their use of alternative language
to avoid the consequences of violating platform guidelines.

The use of alternative language is a particular issue when it comes to hate
speech on the internet, as that alternative language is not flagged, yet it is still
widely understood as hate speech by users of the platform. Additionally, oftentimes
when users with high social influence and a large following post disputable content or
content which violates platform guidelines, the platforms will bend the rules to
accommodate those users (Baker-White, 2022). After all, the high-profile users are the
ones generating profit and engagement for the companies, which proves to be a weak
spot in maintaining equal standards for users in relation to content moderation.
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YouTube

YouTube is home to millions of hours of video content and is one of the world's
biggest platforms, with nearly 2.5 billion users logging on to use the platform each
month (Statista, 2022). The popular video-sharing site was created in 2005 by three
former PayPal employees who received funding from venture capitalists for their
technology startup, which would later be named YouTube (Helft & Richtel, 2006).
YouTube is available in 190 countries, but only 91 have local versions (Map of YouTube
Availability, 2022). Local versions of YouTube allow users to view country-specific
content, a fully translated website in the respective language, and monetize their
content (Brouwer, 2015). As of August 2022, YouTube has been banned in five
countries: China (excluding Hong Kong and Macau), Iran, North Korea, Turkmenistan,
and Eritrea—which has experienced intermittent banning since 2011 (BBC, 2012)
(Liebelson, 2014) (Ferghana.ru, 2009).

YouTube was the first video-sharing specific social media platform. In 2006,
YouTube was bought by Google for $1.65 billion (Heft, 2006). Under Google's
ownership, YouTube has undergone an immense transformation and growth, mainly
through its implementation of ads and premium subscriptions (Downey, 2021).

Community Guidelines

Like other popular social media platforms, YouTube has established a set of
community guidelines that outline the rules users must follow to use the platform.
YouTube's Community Guidelines policies fall under five umbrella categories: spam and
deceptive practices, sensitive content, violent and dangerous content, regulated
goods, and misinformation (YouTube, n.d.). Under each of the five categories are sub-
categories that delve deeper into what content is and is not allowed on the platform.
With its community guidelines, YouTube aims to “create a safe community where its
content creators can freely express their creativity, experiences, and perspectives”
(YouTube, n.d.).

While YouTube has publicly declared its community guidelines and made them
readily accessible on its website, the information it displays publicly can be misleading
and is often not representative of the whole picture. YouTube's Community Guidelines
should be viewed as the projection of the polished image that YouTube wants the
public to see, rather than as the whole truth.

YouTube has attempted to create a safer environment for its users by
implementing a "three-strike" rule regarding users' channels and content moderation.
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In short, if a channel receives three strikes, the channel may be deleted or
deactivated. If a user is revealed to have violated YouTube's Community Guidelines,
they will receive either a warning for first-time offenders or a strike against their
channel (Google, n.d.). As stated before, the user can have a human review of the
content deemed violative against YouTube's policy. However, if the human moderator
believes the content is prohibited on YouTube, the channel will receive a strike
(Google, n.d.). For each "strike" a channel receives, specific YouTube "privileges" will
be taken away for a predetermined time. For example, if a channel receives its first
strike, it cannot upload videos, live streams, or stories for one week (Google, n.d.).
The consequences become steeper and more prolonged the more strikes a channel
receives.

Another strategy YouTube has implemented to hold users accountable is
demonetizing content that violates their community guidelines. While this measure
does incentivize users to follow content policies since many times the creators'
livelihoods are attached to how much money they make from their YouTube channel,
the issue with demonetization lies in that not every YouTube channel is eligible for
monetization, also known as YouTube's Partner Program (YPP) (Google, n.d.). YouTube
has specific quantitative measures that a channel must reach before it can join the
program. YouTube requires a channel to have 1,000 subscribers and either 4,000 valid
public watch hours in the last 12 months or 10 million valid public short-form content
views in the last 90 days to be eligible for YPP (Google, n.d.). Additionally, only 122
out of 190 countries where YouTube is available are eligible to participate in YPP
(Google, n.d.). This means channels that have not yet met the necessary subscriber or
view threshold and users in the 68 countries without YPP will not face the
consequences of demonetization. Further, the consequences for channels that are not
monetized and post disputable content are less severe than those that are monetized
and post disputable content.

YouTube moderates and reviews all content posted on the platform, including
videos, comment sections, thumbnails, and external links (YouTube, n.d.). YouTube has
traditionally removed content that violates its community guidelines or other content
policies. On its community guidelines page, the company states that it applies its
content reviewing and moderating services to every user equally, regardless "of the
subject or the creator's background, political viewpoint, position, or affiliation,"
however that has not always been the case, as will be explored in later sections of
this report (YouTube, n.d.). While the type of content moderated on YouTube might
seem straightforward (i.e., content that violates YouTube's policies will be removed),
it is far from it. Like many social media platforms, YouTube has struggled to find the
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most efficient and straightforward way to define what type of content is moderated
due to the disputable nature of the content and vague policies. YouTube also
struggles to outline appropriate and effective exceptions to its content moderation
policies. YouTube's struggle is not unique and is part of the greater struggle
surrounding internet freedom of expression affecting all popular social media
platforms.

Disputable Content: Disinformation and Misinformation

According to YouTube's Community Guidelines, misinformation is categorized as
misleading content with a severe risk of real-world harm (Google, n.d.). However,
YouTube's attempts to curb this issue are not always successful. YouTube uses
examples such as the promotion of harmful remedies or treatments, manipulated
content, or content interfering with democratic processes as misinformation content
not allowed on the platform (Google, n.d.). YouTube further breaks down four sub-
categories within this section of its community guidelines: misinformation policies,
election misinformation policies, COVID-19 medical misinformation policies, and vaccine
misinformation policies (Google, n.d.).

One of the most relevant and current incidences that called YouTube's
misinformation policies into question was the outbreak of COVID-19. Li found that one
in four spoken English videos on YouTube regarding COVID-19 contained
misinformation (Li et al., 2020). Researchers began reviewing YouTube content
regarding COVID-19 in March 2020. They narrowed down the videos based on factors
such as only looking at spoken English videos or discounting duplicate videos (Li et al.,
2020). In the end, researchers looked at 69 videos— of which the total views added up
to 257, 804,146 —and found that only 50 included factual information. At the same
time, the other 19 contained misleading or inaccurate information about COVID-19 (Li
et al., 2020). The 19 videos containing misinformation received 62,042,609 views, or
about 24% of the 69 videos' views combined (Li et al., 2020). Researchers also found
that government agency and professional videos on COVID-19 were the most factual
and accurate but received significantly fewer views than other sources (Li et al.,
2020). They found that the videos with COVID-19 misinformation mainly came from
entertainment, network and internet news sources, and consumer videos (Li et al.,
2020).

However, contrary to Li's findings, 2021 YouTube claimed to have made a
significant effort to remove COVID-19 misinformation from the platform by removing
one million videos containing misinformation on COVID-19 since February 2020 (France-
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Presse, 2021). While Google's statistics may be accurate, the research report shows
that misinformation is still finding its way past YouTube's moderation systems.
Further, it is crucial to understand that the harmful ideas in unmoderated
misinformation content have already reached a broad audience in the time between its
upload and removal, which spread off the platform and manifest into more
catastrophic consequences like influencing people using harmful medical advice (Li et
al., 2020).

Disputable Content: Hate Speech

YouTube's policies on hate speech are often the center of the debate over
freedom of expression on the internet. YouTube defines content regarding hate
speech and violence as content promoting violence or hatred against individuals or
groups based on specific attributes like gender, race, or religion (Google, n.d.). The
company also includes content that contains predatory behavior, graphic violence, and
malicious attacks under this policy (Google, n.d.). However, due to the often-subjective
nature of this category, YouTube has faced controversies over its hate speech and
violent content moderation choices (De Vynck, 2021). YouTube does not include any
information about freedom of expression in its community guidelines or content
moderation policies. A frequent critigue of YouTube's content moderation, in general,
is that it violates freedom of expression—a key component to any functioning
democracy. That said, YouTube is part of a private company that functions on its own
rules and values, which are not required to align with democratic values. YouTube is
protected from having to incorporate freedom of speech in its content policies.
However, many argue that freedom of speech is something YouTube must consider
when creating content moderation policies (BBC, 2020).

In 2019, YouTube faced backlash over a creator's hateful and offensive
comments about a Vox journalist, Carlos Maza. As discussed previously, a
conservative political commentator with 3.8 million subscribers named Steven
Crowder posted videos on his YouTube channel calling Maza an "angry little queer”,
"gay Mexican", and "gay Latino from Vox" (Koebler & Lamoureux, 2019). Although
YouTube stated that Crowder's comments were hurtful, the company did remove the
videos or penalize Crowder's channel, stating that his videos did not violate their
content policies (Koebler & Lamoureux, 2019). After a further review of Crowder's
channel conducted after public pressure, it was eventually decided that rather than
remove Crowder's channel or the videos in question, Crowder's channel would be
demonetized (Koelber & Lamoureux, 2019). In other words, he would no longer make
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money through advertisements on his videos. YouTube explained its decision by
claiming it did not find evidence that he violated its hate speech policies since he did
not "urge his followers to go after Maza" in any of his videos (Koebler & Lamoureux,
2019). However, as explained before, YouTube's policies state that they will remove
content that promotes hatred against an individual's sexuality, race, or ethnicity
(Google, n.d.). It is unclear why Crowder's comments did not fall under this rule since,
in the context of his videos, Crowder was using Maza's identity as a slur. This scandal
is partly due to YouTube's ambiguous terms and language around its hate speech
policies. If it was clearer what content qualifies as hate speech on YouTube, it is
possible that a more effective and publicly satisfying solution would have been
reached.

Two reporters who covered this specific YouTube scandal, Jason Koebler and
Mack Lamoureux, stated that YouTube's approach to moderating hate speech was that
"YouTube has decided that Crowder's content is too hateful for advertisers, but not
too hateful for the platform itself" (Koebler & Lamoureux, 2019). Further, YouTube's
handling of this situation brings into question how impactful the demonetization of
Crowder's channel was compared to removing Crowder from the platform overall.
From this situation, it is possible that YouTube was more concerned about its
advertisers and financial gain than protecting the well-being of its users. It should also
be noted that YouTube only addressed this situation once they faced public pressure,
thus begging the question if Crowder's channel would ever face repercussions without
public scrutiny and how many situations like this occur that are not addressed by
YouTube.

Disputable Content: Extremism

Extremism falls under YouTube's violent or dangerous content policy as a sub-
category (YouTube, n.d.). It specifies that content that promotes, aids, or applauds
violent extremist or criminal organizations is not allowed on the platform (Google,
n.d.). While YouTube has improved its policies regarding extremist content on
YouTube, they recently partnered with the Anti-Defamation League to remove such
content, it is by no means a perfectly effective system for filtering out all extremist
content (ADL, 2016). Loopholes in which extremist content continues to get uploaded
to the site exist. YouTube's first line of defense, its Al moderation technology, does
not detect every piece of extremist content, a common issue across the platform.
The mixture of biases, gaps, and content volume complicates managing this issue,
while the consequences of extremist content on YouTube are high due to
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radicalization and real-world violence. A notable example is YouTube's role in
radicalizing the Christchurch perpetrator, who claimed that extremist content on
YouTube played more of a role in building his extremist ideas than extremist far-right
sites (D'Anastasio, 2020).

YouTube allows content that would typically violate their rules but is used in
an educational context to be uploaded onto the platform. Extremist groups have
become aware of this loophole and have taken advantage of it. For example, Jihadists
have learned to tag or title content as education or include phrases related to
education, which often allows the content to bypass Al moderation (Ayad, 2019). They
have also learned to link their extremist content to mainstream content on YouTube.
For example, an ISIS or Al-Qaeda member may make a video playlist on YouTube and
mix in extremist content with more mainstream content like popular Arab music
videos or belly dancing, thus encouraging more views of the violent content (Ayad,
2019). Although this example looks at extremist groups from the Middle East, the use
of YouTube as a platform to spread extremist ideas is not exclusive to groups like
ISIS or Al-Qaeda. Many other extremist groups, like White supremacists or neo-Nazis,
use YouTube to spread their ideology as well (Greer & Ramalingam, 2020).

A team researching terrorist content on social media platforms found that
searching in Arabic for the names of terrorist ideologues, groups, and texts showed
users extremist, violent content (Ayad, 2019). YouTube's Al technology and human
moderators could not detect and remove the content. In 2019, YouTube stated it
removed 89,968 violent videos out of one million suspected of containing extremist
content within the first three months of the year (Ayad, 2019). It is unclear whether
the 89,968 videos represented a process that suggests only the most extreme videos
were removed or, instead, the selection process was over-generalized. While this is a
positive step in the right direction, it begs the question of how much content still
needs to be noticed by YouTube's moderation systems because of factors like
language, misleading tagging or titling, or other intricacies. These issues are
fundamental for YouTube to solve because of the high possibility of real-world harm
associated with extremist groups.

In more recent efforts to combat extremist content, with the help of Moonshot,
a tech startup, and Google's Jigsaw, YouTube implemented a pilot project called the
"redirect method" (Greer & Ramalingam, 2020). The redirect method uses
advertisements on Google to reroute users viewing extremist content to videos and
content that counter those extremist narratives (Greer & Ramalingam, 2020). The
method was used on content regarding terrorist groups in the Middle East and White
supremacist groups, and was considered successful (Greer & Ramalingam, 2020).
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During the pilot run, users searching for White supremacist content consumed 5,509
minutes of videos countering White supremacist ideology (Greer & Ramalingam, 2020).
Users searching Islamist-inspired extremist content viewed 534 minutes of counter-
narrative content (Greer & Ramalingam, 2020). Although the pilot program found the
redirect method effective in combating extremist content on YouTube, it has not yet
been tested outside the U.S., nor been implemented permanently (Greer &
Ramalingam, 2020). It is impossible to conclude if the positive results would be
replicated in other regions or continue to be effective with long-term use.
Additionally, the researchers overseeing the redirect project could not conclude if the
counter content helped push the users away from extremism or if users were "hate-
watching" the counter-narrative content (Greer & Ramalingam, 2020).
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Tik Tok

Developed and owned by the Chinese Bytedance, TikTok is a video-sharing app
alternative to social media sibling to the popular Chinese-developed app Musical.ly
(Doyle 2023). The platform has accumulated 100 million users in the United States
alone since its debut there in August 2018, although globally, TikTok has around one
billion users (O'Connor, 2021) (Doyle, 2023). Today, TikTok is one of the most popular
social media platforms, with 850 million downloads, 689 million monthly active users
worldwide, and over one billion video views per day (Kang, 2022). As the most
downloaded app of 2020 and available in over 154 countries and 75 languages, the
platform is only continuing to grow in popularity (Lin, 2021).

Despite its quickly rising in popularity, many countries are suspicious of the
Tik Tok China-based company, ByteDance's relations with the Chinese State (Espada,
2023) (Milmo, 2022). This suspicion led to bans of the app on government devices in
countries like the United States, Canada, and Taiwan (Berman, 2023). Other countries
such as Afghanistan, Armenia, Bangladesh, India, Indonesia, and Iran have banned the
app across the country due to TikTok's potential to spread inappropriate content
(Berman, 2023). With the United States having the majority of TikTok users, there
have been rising geopolitical and economic concerns between the U.S. and China over
leadership, data security, and national security (Kangs, 2023).

Community Guidelines

A platform like TikTok sees millions of posts daily and regulating all that
content on the platform can be challenging. The company has made numerous
announcements on improving the platform's moderation system, including greater
transparency around their moderation so that users are able to experience a creative
and safe environment (Walker, 2023). The promise to promote TikTok's creative
values of "[inspiring] creativity and [bringing] joy" can be found in the company's
mission statement (TikTok, n.d.). To reflect these values, TikTok’s guidelines address
13 major sections, which include: minor safety, dangerous acts & challenges, suicide,
self-harm, disordered eating, adult nudity & sexual activities, bullying & harassment,
hateful behavior, violent extremism, integrity & authenticity, illegal activities &
regulated goods, violent & graphic content, copyright & trademark infringement,
platform security, and ineligibility for the “For You Page” (FYP) (TikTok, n.d.). TikTok
has publicly announced that the platform will continue to improve and expand its
moderation policies to prevent content, like disputable content, from causing real life

59



implications (Keenan, 2022). Despite these many categories, content moderation posed
by TikTok needs more transparency regarding the kind of regulated posts taken
down.

Social media platforms like TikTok can function as an echo chamber for user
information, which continuously and progressively depends on user-generated content
and recommendation algorithms to generate personal For You Pages (FYP) for its
users. Based on an article on “HER CAMPUS”, an echo chamber is defined as an
"environment where [people solely] encounter information or opinions [which] reflect
and reinforce their own" (Hance, 2022). That environment can be seen on TikTok,
which observes and analyzes every user's detail and interactions, and any of those
interactions on the app result in immediate input to the algorithm. These algorithms
are tailored to individuals' For You Pages and put users in a loophole of personal echo
chambers. These echo chambers form algorithms that are encompassed and fueled by
confirmation bias which favors information endorsing existing beliefs, making it harder
to see or consider opposing perspectives and viewpoints (Hance, 2022). Engaging with
user generated content (UGC), such as a video, hashtags, audio, or creators, will
inform the recommendation algorithms and produce similar content related to that
engagement. Despite TikTok posting public transparency reports for their users, the
spread of discourse concerning digital freedom and internet freedom of speech needs
to be fully transparent, especially regarding the disputable content across TikTok
(Cowls, 2020). This report highlights how the subjectivity of posts seen on TikTok has
shown contrary to exactly the types of posts that get moderated and removed.

Disputable Content: Disinformation and Misinformation

Listed in the community guidelines under the section ‘integrity and
authenticity’, misinformation content on TikTok is prohibited. That section includes
topics ranging from civic processes to public health and safety that could mislead the
TikTok community (TikTok, n.d.). Within ‘integrity and authenticity’ is a subsection
called ‘harmful misinformation’, inaccurate content includes, “misinformation inciting
hate/prejudice, medical information, conspiratorial content, elections and other civic
processes, and digital forgeries” (TikTok, n.d.). Despite this definition, there is no
specification as to how processes such as inaccurate election data, digital forgeries,
and medical misinformation are reviewed. TikTok does not list any severe
consequences for users who violate this policy either. The only punitive action
outlined for a misinformation violation is that TikTok will remove the content and any
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associated accounts (TikTok, n.d.). To add, TikTok only addresses misinformation and
does not have a section on disinformation.

The vague nature of TikTok's harmful misinformation policy has enabled this
kind of content to be disseminated across the platform on many occasions, however
this issue was particularly evident during the COVID-19 pandemic. During the
pandemic's start, many posts related to anti-vaccine sentiment and vaccination myths
circulated on the platform (Zadrozny, 2021). These posts were altered with
discouraging images, sounds, and personal beliefs that generated rapid views and
widely spread false information. A New York Times article addressing the spread of
COVID-19 misinformation reported that TikTok claimed to have removed more than
250,000 videos relating to COVID-19 (Hsu, 2022). However, this data represents only a
tiny percentage of the millions of posts that the platform encounters every day (Hsu,
2022). Hashtags were another way misinformation content gained traction and views
on the platform. Some of the most notable COVID-19 posts contained hashtags that
would appear when searching 'COVID vaccine' in the TikTok search bar, such as
"COVID-19," "Coronavirus," "GoAwayCorona," "GoAwayCoronaChallenge," "COVID
vaccine exposed," and "COVID vaccine injury" (Li, 2021) (Hsu, 2022). Often, the
hashtags contained substituted words (i.e., pandemic became "panoramic" and
"panorama") which could fool computer Al and prevent it from identifying correct
COVID-19 posts. Substituted words allow irrelevant COVID information videos to be
taken down as Al will define those words with their actual meaning.

As a very influential platform, many people rely on TikTok for information, and
Tik Tok's insufficient response to misinformation poses a risk to its users. There is a
gap in TikTok's approach to addressing misleading information, as can be seen in the
proliferation of COVID-19 posts discussed above. COVID-19 misinformation posts are
being shared and reacted to, drawing in the consequences of COVID-19 misinformation
deriving from a feedback chain of anti-vaccine narratives (Zadrozny, 2021). Even users
who sought general knowledge on things such as home remedies or how to avoid
COVID-19 would eventually be shown a video that was not entirely fact-checked
(Grierson, 2021).

Although TikTok does partner with fact-checking companies (ascribed through
the International Fact-Checking Network Code of Principles) who can review content in
over 30 languages, as well as collaborate with Content Advisory Council, researchers,
civil society organizations, and media literacy experts to help combat misinformation
posts the time to allocate the misinformation post, plus reviewing and fact-checking,
allows those misinformation posts to continue to reach its target audience (Keenan,
2022). Even with the platform highlighting how the app cooperates with public health
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experts to create an information hub that provides users with authoritative COVID-19
information, such as the World Health Organization (WHO), these videos are often
overshadowed by manipulated COVID misinformation media posts. The COVID-19
example demonstrates how even with resources implemented by TikTok to counter
misinformation, these resources for content moderation show that when it comes to
diluting potential real-life implications arising from the massive spread of
misinformation posts, the platform cannot sway away from seeing similar disputable
ideas esteeming from previous misinformation videos that users see.

Disputable Content: Hate Speech

The growing debate around various filters, effects, and editing features on
TikTok to produce creative content has brought up the issue of normalizing racist
content. TikTok's hate speech policy falls under the ‘hateful behavior’ section. This
section states that the platform does not permit any content that contains and
pertains to hate speech or is associated with hateful behavior (TikTok, n.d.). This
section has sub-categories on hateful ideology, misleading, and infringing content.

Tik Tok defines hate speech as content that attacks or threatens topics such as race,
ethnicity, sexual orientation, gender, and gender identity (TikTok, n.d.). If posts match
these definitions, TikTok will ban users who engage in hateful behavior or accounts
that promote hate speech. The issue is that, despite the inclusion of definitions and
consequences, TikTok fails to break down or expand upon these definitions to give
concrete examples of violations constituting posts that engage in or post hate
speech.

The subjectivity of TikTok's guidelines allows for any posts to avoid
categorization as hate speech, which has led to the issue of videos surfacing that
disguise hate speech as humor. These posts are known to be ‘manipulated media’
content. Manipulated media content highlights one way that TikTok fails to regulate
the 'Tik Tok language' discourse imposed by creators. Expanding on previous mentions
of substituted words, this 'TikTok language' was similarly used as a substitution so
that posts would not be flagged down as hateful behavior. During the pandemic, these
practices were used to disguise xenophobic comments and anti-Asian sentiment in the
form of humor, such as memes about "yellow peril" narratives contribute to Asians as
the main cause of infection and blaming it on how society now has to live in a
"panorama" (Matamoros—Fernéndez, 2022; Delkic, 2022). With creators using metaphors
and analogies to get around community guidelines, TikTok's Al moderation has
struggled to catch references in posts that portray hateful and violent content.
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TikTok is aware of rising manipulative media content on the platform, such that in its
policy, digital forgeries are deemed as manipulated media posts that distort truths of
events to cause harm (TikTok, n.d.). Manipulative posts, including audio, pictures, and
text containing metaphors, analogies, and juxtaposition, have also promoted hateful
behaviors seen as transphobic and anti-LGBTQ. A study from Media Matters examined
instances where users were mocking and degrading trans people while also spreading
claims that there are only two genders—messages which mainly came from far-right
groups, White nationalists, and misogynistic accounts (Little, 2021).

Additionally, Media Matters reported that the posts gained hundreds of
thousands of views, but only a small portion of those videos were taken down.
Transphobic videos on the platform violate TikTok's definition of hateful behavior,
especially regarding gender and gender identity, but are slow to be removed.
Consequently, TikTok has not created a safe space for all users as dangerous and
hateful ideas like transphobia and anti-LGBTQ sentiments are spread and aggrandized
on the platform. Overall, TikTok's efforts for addressing hate speech fall short of
enforcing accountability for users who promote or partake in spreading these ideas, as
well as addressing the highly nuanced and contextual issues of users reappropriating
terminology to avoid violating guidelines (Han, 2021).

Disputable Content: Extremism

In addition to disseminating disinformation, misinformation, and hate speech,
TikTok has also been used as a means of promoting, gaining support for, or
encouraging extremism. Listed in the Community Guidelines, TikTok prohibits videos
or content that "threaten or incite violence" or videos that "promote dangerous
individuals or organizations” and will ban users who violate this policy (TikTok, n.d.).
The unique design of TikTok (e.g., video, audio, and text) allows for content that
users make and share on the app to be also reposted and shared by other users on
the platform. This aspect of meme circulation on the platform has helped facilitate
the sharing of far right and White supremacist memes (Richards, 2022). An instance
that led to the spread of this type of extremist content on TikTok was the January
6th insurrection of the U.S. capitol. A study by the University of Illinois Chicago
revealed how manipulative media content twisted the painful and traumatic realities
of the capital riot into 'fun' 60-second videos (Vickery, 2021). Incorporating TikTok's
fun video-editing features, users have posted clips adding popular sounds and tones to
jarringly juxtaposed pictures of terrified senators hiding behind chairs (Vickery, 2021).
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Users creating humorous content out of a traumatic event like the January 6th
insurrection accentuates harmful real-life impacts. The humorous content can
potentially target users who use TikTok as the algorithm on TikTok will repeatedly
show users content related to far right and White supremacist groups, fueling users'
support of these dangerous views held by these groups. With TikTok being a user
generated content platform, personalized ‘For You Pages’ (FYP) developed by the
algorithm will cater to and fit into the desires of users (Hance, 2022). Users who
interact with extremist memes will continue to see similar content on their
personalized FYP.

Users can report extremist videos that can surface on their FYP. For TikTok,
reporting means: 1) the video will be under review to see if the post violated
community guidelines, and 2) it will be reported to legal authorities if the post is found
to incite any threats after review (TikTok, n.d.). TikTok has also stated that if the
platform finds any extremist organizations or individuals on the app, it will ban them
(Tik Tok, n.d.). While flagged posts will be taken down, similar extremist videos may
still be on the platform. These videos can belong to private accounts and be shared
outside of TikTok, allowing the post to attract people with similar extremist behavior.
Research conducted by Institute for Strategic Dialogue showed videos uploaded by
ISIS with a hashtag written in the Spanish language that translated to "Islamic State"
became a video used to spread ISIS propaganda (O'Connor, 2021.) The ISIS propaganda
videos passed the screening of Al, given how TikTok kept the video and only added a
warning tag in videos promoting propaganda with, "the action in this video could result
in serious injury”. These warning tags applied to videos that included violence that, in
theory, violated TikTok community guidelines (e.g., a video showing ISIS militants
firing rockets and rifles and orchestrating suicide car bombs) (O'Connor, 2021). These
videos remained on the platform for quite some time before being deleted and
reported. The action to report, while helpful in detecting harmful extremist content
on the platform, is still a weakness in mitigating implications that arise from using the
platform to spread extremist ideas.
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Twitter

Twitter debuted in mainstream use in March of 2006. In the words of its mission
statement, Twitter's "purpose is to serve the public conversation" (Twitter, 2022).
Today, its market capitalization, or the value of a traded company in the stock
market, lands at $31.34 billion (Nasdag, 2022) with around 368 million active monthly
users, projected to drop significantly in 2023 and 2024. The drop in users may be
attributed to the change in ownership to Elon Musk (Statista, 2022).

Twitter is a popular platform globally; however, countries like China, Russia,
Iran, and North Korea ban their citizens from using Twitter (Time, 2022). It is a
platform for free conversation, which may explain why many non-democratic nations
bar its use. Although Twitter has made headlines in the past few months, in this
section Elon Musk's current ownership of Twitter will only be partially discussed when
necessary, concerning updated community guidelines. Twitter was a publicly traded
company until it was made private during the change in ownership; however, people
are still able to invest in other venture capital companies with ownership of Twitter
(Munan, 2023).

The immense increase in the presence of social media in the past ten years has
pushed the boundaries of freedom of expression and blurred the lines of what
platforms can and should moderate. Twitter, like other major platforms, has faced
significant backlash from users, investors, and government agencies for the lack of
moderation of certain content, especially disputable content such as hate speech,
extremism, misinformation, and disinformation. Twitter's Al moderation systems can
learn biases based on user engagement which can lead to these systems' lack of
detection of disputable content. The following sections will discuss the background of
Twitter, its community guidelines, and the methods Twitter uses to detect and
moderate disputable content on the platform.

Community Guidelines

Advertisement is the primary revenue driver for Twitter, like many other
platforms. To ensure that advertisers want to continue doing business with the
company, Twitter must establish community guidelines that help moderate user
content (Reuters, 2023). The community guidelines outline the various categories of
content that are disallowed from being shared and are subject to consequences if
posted. Some examples of the categories include safety, with more specific
subcategories like violence, abuse, and harassment; privacy, with sub-categories such
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as non-consensual nudity; and authenticity, which includes civic integrity and synthetic
and manipulated media (Twitter, n.d.). While the guidelines may be detailed and
extensive, they only represent the definitive version Twitter wants to achieve for the
public. Much of the content shared via the platform violates many community
guidelines and is overlooked by the moderation technology. This section will discuss
how Twitter succeeds and falls short in moderating disputable and highly
controversial content based on its guidelines.

Considering the community guidelines of Twitter and the significant issues that
challenge content moderation today, this section will discuss noteworthy examples of
disputable content and how Twitter interacts with them. As established, although the
three topics of focus regarding disputable content are exempt from legal regulation,
Twitter and other platforms can independently moderate them by implementing rules
in their community guidelines.

Disputable Content: Disinformation and Misinformation

Under the authenticity section of Twitter’s community guidelines is a statement
regarding synthetic and manipulated media, or any media which can be misleading,
which states that users may not deceivingly share synthetic or manipulated media
that can be anticipated to inflict harm (Twitter, 2022.). It also states that any media
[Tweet] found to violate this guideline will be flagged, which is available for any user
to see, as a measure to “help people understand their authenticity” (Twitter, 2022).

Examples of the latter statement were particularly apparent during the peak of
the COVID-19 pandemic. Many people took to Twitter to share personal medical
opinions on the virus's validity, the vaccination's success, or the guidelines that the
general public was given to remain safe and healthy (Twitter Transparency, 2023).
The domino effect of COVID-19 disinformation and misinformation in the U.S. began
with a quote from President Donald Trump in April 2020, in which he stated that
injecting bleach into a person's veins would have the same effect as the COVID-19
vaccine (Politico, 2021). According to Twitter guidelines, Trump's tweet sparked a
barrage of tweets from those in agreement with former President Trump's misleading
and deceptive media. In response, Twitter removed President Trump's tweet and
other harmful posts, facilitated counter speech by labeling posts containing medical
misinformation, and one step further, directed users to accurate information regarding
the pandemic (Nunziato, 2022).

Twitter also updates its guidelines weekly to broaden its definition of harmful
speech and what that constitutes (Twitter, n.d.). Although Twitter flagged tweets
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related to the disinformation spread by Trump, studies from the Center for Disease
Control showed that 4% of respondents to a survey reported gurgling diluted bleach
after seeing Trump’s press conference and reading several tweets with the same
information (Smith-Schoenwalder, 2020). Although 4% may be a small fraction, it
points to the fact that the consequences of misinformation, when not effectively
moderated, are indeed real and can be dangerous.

Disputable Content: Hate Speech

Twitter's commitment to promoting public conversation allows space for all
kinds of speech to persist, including dangerous speech such as hate speech. Hate
speech falls under the safety tab in the community guidelines section for Twitter,
which states that users may not engage in harassment or promote violence against or
target an individual or group of people, which includes any race, ethnicity, religion, and
sexual or gender identity (Twitter, 2022). Unlike misinformation hate speech is not
allowed to remain seen "but labeled" on the platform; once detected, it is flagged and
taken down. Twitter updated its software in response to a significant increase in hate
speech on the platform after Elon Musk acquired the company (Brookings, 2022).

A significant instance of hate speech on Twitter was authored by Kanye West
during one of his rants on the platform in which he wrote that he wished to go "death
con three on Jewish people" (Twitter, 2022). This had not been the first instance of
inflammatory posts by West; however, this was the first in which he directly targeted
and threatened violence on an entire ethnic and religious faction of people, which
violated Twitter's policy for hate speech. Historically, West spend time posting bursts
of posts on Twitter and Instagram lasting about 24 hours before going radio silent
again. Twitter had previously banned and allowed him back on the platform with
posting privileges. Following his tweet about killing Jewish people, Twitter banned
West's account after 48 hours, making him unable to publish tweets until the platform
recovered his account. While this is not the first instance of hate speech dealt with by
Twitter's team of moderators, it generated significant public outcry because of
several factors, some of which are the following that West has on the platform and
his widespread influence on society. Antisemitism has been on the rise, with 2021
being the highest year on record for reports of harassment, vandalism, and violence
directed toward Jewish people based on studies by the Anti-Defamation League
(Hagen, 2022). As platforms like Twitter allow space for hate speech to persist
without consequence, it becomes more likely and accepted for the words to become
active in mainstream society.
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Disputable Content: Extremism

Social media platforms are now being utilized as spaces for extremist groups to
organize, communicate with, and recruit members from anywhere in the world. In
attempts to manage this rise, as of January 2023, under the Safety heading of the
Twitter Rules, the platform states its zero tolerance for hateful entities like terrorist
organizations, extremist groups, perpetrators of violent attacks, or individuals who
may promote these acts to interact with the platform (Twitter, 2023). Social media
platforms are now becoming the space for recruitment, radicalization, mobilization,
and the response of violent extremist groups (DOJ, 2014). They serve as global
connectors for users to gain information and communicate with people with similar
urges for violent and extreme behavior. While Twitter can update its guidelines to
include specific examples of this behavior with frequency, it does not put an end to
occurrences of them.

In August 2015, a spike in the average following of accounts supporting ISIS
occurred and went unsuspended by Twitter for 30 days (Berger, 2016). The lapse of
moderation for a month is a prominent weak spot regarding Twitter's ability to remain
in control of moderating disputable content on its platform. The long delay in
moderating these accounts allows for followings to grow and information that can
potentially cause real-world issues to spread to the masses. The micro-blogging and
chat room structure of Twitter allows for cohorts of people, with both good and bad
intentions, to share similar ideas and experiences that often exist under the radar of
Twitter's moderation technology. These examples highlight the importance of content
moderation to mitigate the real-world consequences that arise from the abuse of
social media.
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Facebook

Facebook is a social networking service owned by Meta Platforms where people
can make online connections, post, message each other, and share content. Mark
Zuckerberg, Eduardo Saverin, Dustin Moskovitz, and Chris Hughes founded Facebook in
2004. Facebook today is considered one of the most powerful social networking
websites in the world, with approximately 2.9 billion active monthly users (World
Population Review, n.d.). In 2021, advertisements generated over $114 billion in
revenue for the company (Dixon, 2021). As of 2022, the countries to ban access to
Facebook are China, Iran, North Korea, and Russia (Oremus, 2022).

In 2021, Facebook changed to Meta, two decades after Facebook was launched.
Meta works to emphasize "its focus on the creation of a 'metaverse" while
disregarding its controversies regarding the spread of misinformation, hate speech,
and extremism issues (lsaac, 2021). While the company has achieved becoming one of
the "Big Fives," along with including Google, Apple, Amazon, and Microsoft, Meta has
struggled to moderate its content and update its policies on Facebook to not only
maintain its colossal user base and brand image but also evolve as moderation
becomes a more prevalent issue on the internet at large.

Community Guidelines

On Meta's Transparency Center, Facebook community standards outline the
content not allowed on its platform. Each section of its community standards displays
specific content moderation policies with a rationale for their existence, although they
are not without their controversies. To engage with this platform, users must agree
with the Terms of Use, which allows Facebook to delete content, disable accounts,
and take restrictive measures when needed.

Facebook's community standards outline the company's content moderation
policies, but the interpretation and implementation of some have sparked
controversies worldwide. There are six major sections of Facebook's community
standards: violence and criminal behavior, safety, objectionable content, integrity and
authenticity, respecting intellectual property, and content-related requests and
decisions (Facebook, n.d.). Under each of these main sections, there are multiple
subsections where Facebook further explains what and how the company is
moderating content. Some sections of Facebook's community standards provide clear
moderation policies with specific examples of content, while others that deal with
disputable content have sparked controversies around the world.
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Disputable Content: Disinformation and Misinformation

Facebook's handling of COVID-19 misinformation has been criticized, particularly
regarding the spread of vaccine misinformation on the platform and its inconsistent
application of fact-checking labels. This underscores the need for more effective
moderation policies and collaboration with public health organizations to combat false
information. Facebook has implemented policies to address the spread of
misinformation on its platform. Its community guidelines state that the company
recognizes that false or misleading information can cause physical harm, promote
harmful health practices, interfere with elections or censuses, or be used to
manipulate media (Facebook, n.d.). Facebook has partnered with third-party fact-
checking companies verified by the non-partisan International Fact-Checking Network
(IFCN) to review and increase the accuracy of content moderation (Meta, 2021). The
company has committed to taking down COVID-19-related material that could
potentially lead to harm outside of the online world, such as hate speech and false
information, as they recognize that such content has the potential to cause violence
or physical harm (Facebook, n.d.).

Despite Facebook's community guidelines emphasizing the company's efforts to
provide public safety and authenticity, Facebook has been criticized for handling
COVID-19 misinformation on the platform. For example, the World Doctors Alliance
(WDA) is a controversial group of doctors and scientists who have made
unsubstantiated claims about COVID-19, including misinformation about masks, social
distancing, and vaccines. According to the Institute for Strategic Dialogue's (ISD) case
study, the WDA has been sharing various posts, videos, and articles on Facebook to
promote its views (Gallagher et al., 2021).

When a third-party fact-checker verifies information as false or misleading,
Facebook applies specific labels indicating that such content has been fact-checked
and found to be inaccurate (Gallagher et al., 2021). This label may include a brief
description of why the content is false or misleading, as well as a link to a
corresponding article or webpage with more information about the issues (Gallagher et
al., 2021). The labeling means users can access accurate information with the ultimate
goal of stopping misinformation from spreading. However, there was barely any
application of these labels to those WDA's messages by Facebook despite their false
claims (Gallagher et al., 2021). This labeling oversight demonstrates that Facebook's
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dependence on third-party fact-checking organizations is not compelling enough, as
they allowed false information to spread widely and potentially influence public
opinion.

Moreover, it indicates that Facebook's community standards policies did not
address COVID-19 misinformation. Facebook's inconsistent application of its content
moderation policies was evident in Dr. Vernon Coleman's case, who uploaded over a
hundred videos on the platform containing COVID-19-related conspiracy theories and
anti-vaccine sentiments (Gallagher et al., 2021). Despite being the subject of 22 fact-
checking articles published in eight languages, many of Coleman's videos received no
fact-checking analysis by Facebook (Gallagher et al., 2021). The platform failed to
uphold its community guidelines and its commitment to the public to restrict or
remove content containing false information about the pandemic and COVID-19
vaccines.

Facebook is an incredibly influential platform where people often seek
information about various topics, including vaccines and health information. However,
the platform has been criticized for allowing the spread of vaccine misinformation,
which poses a significant risk to public health. Studies have shown that people who
are exposed to vaccine misinformation on Facebook are less likely to get vaccinated,
which can have severe consequences for both the individual and the community
(Cascini et al., 2022). Facebook's shortcomings in addressing misinformation on its
platform could be improved through more effective moderation policies, better
promotion of accurate information, and working with public health organizations to
combat false information. Given its vast reach and influence, it becomes clear that if
Facebook fails to address this issue, there can be severe consequences.

Disputable Content: Hate Speech

Facebook's prioritization of financial interests over public safety has failed to
adequately address the spread of hate speech on its platform, as evidenced by
internal research and the company's response to the January 6th riot. Facebook's
definition of hate speech includes any speech that involves direct attacks against
people using violent or dehumanizing language, harmful stereotypes, expressions of
contempt, disgust, or dismissal, statements that indicate inferiority, cursing, or calls
for exclusion or segregation (Facebook, n.d.). According to its community standards,
Facebook uses a tiering system to categorize content and prioritize its review process
(Facebook, n.d.). Under the tiering system, content considered the most severe, such
as hate speech or graphic violence, is assigned to the highest priority tier and is
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reviewed by a team of moderators faster than other content (Facebook, n.d.). While
the company website clearly emphasizes how Facebook does not allow organizations
or individuals that state a violent mission, there have been clear instances of this
system failing.

When the supporters of Donald Trump stormed the U.S. Capitol on January 6th,
2021, insight from the Facebook whistleblower Frances Haugen highlighted how the
company prioritizes financial growth over public safety (Suderman & Goodman, 2021).
The internal documents provided by Haugen indicate that Facebook has known for
years that its platform has been utilized to spread harmful content, such as hate
speech, and that the company has failed to adequately address these issues
(Suderman & Goodman, 2021). The internal research also explained that Facebook was
aware of ways to reduce the spread of harmful content, such as political polarization,
conspiracy theories, and incitements to violence, for several years. However,
executives at the company have reportedly been hesitant to implement these
measures out of concern for how they would be perceived by the public and investors
(Timberg et al., 2021). This indicates that Facebook's priorities are more aligned with
its financial interests than with its users' well-being and its consequential impacts
around the world.

Facebook has responded slowly to concerns about spreading hate speech and
extremism on its platform. Haugen's documents explained how Facebook allowed
extremist groups to organize and recruit on the platform, contributing to real world
violence and harm (Suderman & Goodman, 2021). Facebook did not effectively identify
or address the communication on its platform leading up to the January 6th riot.
Participants sought to stop Congress from certifying President Joe Biden's election
victory. According to one of the whistleblowers, Facebook recognized the potential
risks associated with the 2020 election and implemented security measures to reduce
the spread of misinformation (Segal, 2021). However, many of these measures were
only temporary and did not provide a long-term solution to the problem of
misinformation on the platform (Segal, 2021). Facebook's methods for detecting and
removing harmful content have yet to be executed competently or professionally,
which has failed to take adequate measures to address the spread of harmful content.
This highlights the urgent need for increased transparency and accountability on
Facebook's content moderation policies and a reassessment of the balance between
its corporate profits and public safety.
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Disputable Content: Extremism

Despite Facebook's efforts to moderate extremist content on its platform
through various measures, some criticize these actions as inadequate as having
allowed extremist content and groups to persist. According to Facebook's community
standards, extremist content supports or praises individuals or groups involved in
violent, hateful, or harmful behavior (Facebook,n.d.). This includes any content that
promotes or advocates for terrorist activity, hate groups or hate speech, mass
murder, human trafficking, organized violence, or criminal activity (Facebook, n.d.).
Facebook has taken several measures to moderate extremism on its platform,
including removing content that violates its community standards, banning extremist
groups and individuals, and partnering with third-party organizations (Facebook, n.d.).
However, these efforts have been criticized for not going far enough and for allowing
extremist content and groups to continue proliferating on the platform (U.S.
Department of Justice, n.d.).

One notable example of this insufficiency is the case of the Wolverine
Watchmen, the militia group that was responsible for planning the kidnapping of
Michigan Governor Gretchen Whitmer. The Wolverine Watchmen is a right-wing, anti-
government group known to promote its agenda and connect with like-minded
individuals on Facebook (Witsil, 2020). Like many other extremist groups, they have
utilized the platform to reach out to potential recruits through Facebook pages,
groups, and ads to share news and updates about their activities and how to join the
group (Beckett, 2020). These methods were similarly used to coordinate and promote
the kidnapping plot, which was foiled by the FBI (Beckett, 2020). The group members
shared photos of Whitmer's home and discussed plans to target law enforcement and
government officials. In 2020, the group also utilized Facebook to coordinate armed
protests against COVID-19 restrictions in Michigan (Beckett, 2020).

Facebook did show its effort to prevent such cases by removing several pages
and groups associated with the Wolverine Watchmen for violating the company's
content moderation policies on extremism and hate speech. However, it is possible
that the group is still active on the platform under different names or using different
tactics for its recruitment. Despite repeated warnings from advocacy groups and
experts, Facebook failed to take more aggressive actions toward removing extremist
content from its platform (Beckett, 2020). Ultimately, these instances reveal that the
measures Facebook has taken thus far to combat extremist content online have been
insufficient, and this negligence has facilitated tangible impacts.
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Instagram

Kevin Systrom launched Instagram on October 6th, 2010, as a photo and video-
sharing social media application. During the first active day on the market, the
platform racked up over 25,000 users (Blystone, 2022). One of their primary investors,
Benchmark Capital, valued the company at around $25 million only a few months after
the app was made available (Blystone, 2022). By the beginning of 2012, the platform
had over 27 million users and continued to grow, with new users flooding in daily as
the app became more widely available (Blystone, 2022). As Instagram's popularity
rose, Mark Zuckerberg offered to purchase Instagram for nearly one billion dollars in
cash and stock (Blystone, 2022). Systrom accepted; however, he made a crucial
provision in the sale that the platform would remain separately managed from
Facebook (Blystone, 2022). By 2019, the app had accumulated 117.2 million users, with
over one billion logging onto the platform monthly (Faria, 2023). Following YouTube,
Instagram has become the second most downloaded app on the Apple and Android
stores (Faria, 2023).

Despite its popularity, Instagram is banned in several countries: North Korea,
China, Russia, Iran, Turkmenistan, and Uganda, as well as others (Faria, 2023).
Countries such as Vietnam, Turkey, and Bangladesh will occasionally place temporary
bans on the platform based on their current government conflicts (Faria, 2023). Over
time, over 10.5 million posts per category have been removed from the platform due
to violating their community guidelines (Community Standards Enforcement, n.d.).

Community Guidelines

Given the large number of users on Instagram, a high volume of content is
being published on the platform, with nearly 95 million posts and videos uploaded
daily (Dixon, 2022). Instagram's community guidelines play a crucial role in shaping the
platform's content moderation policies, providing users with clear rules on what is and
is not acceptable. Instagram's Community Guidelines are a set of rules and policies
that govern the behavior of its users. The guidelines cover many topics, including
safety, privacy, authenticity, and respect. Some key areas include the prohibition of
hate speech, bullying, and harassment and the promotion of violence or self-harm
(Community Guidelines, n.d.). Users are prohibited from sharing graphic or sexually
explicit content, engaging in spam or phishing activities, selling regulated goods, and
spreading misinformation (Community Guidelines n.d.). Instagram also has strict
guidelines around intellectual property, requiring users to respect the copyrights and
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trademarks of others (Community Guidelines n.d.). These guidelines promote a safe
and positive user environment, free from harassment, hate speech, and other harmful
content (Community Guidelines n.d.). When a user's content is found to violate these
guidelines, Instagram may take a range of actions, including removing the content,
issuing a warning, disabling the user's account, or referring the matter to law
enforcement authorities (Community Standards Enforcement, n.d.).

However, these guidelines have also been criticized for causing problems
regarding freedom of speech. Critics argue that the guidelines are often vague and
inconsistently enforced, leading to users being censored or even banned for
expressing opinions or sharing content that may not necessarily violate the guidelines
but is deemed inappropriate by the platform (Jones, 2023). Some also argue that the
guidelines disproportionately target specific groups or viewpoints, further restricting
freedom of speech (Jones, 2023). Overall, Instagram's community guidelines were
designed to foster a safe, positive, and respectful environment for its users while
protecting the integrity of the platform and the rights of its users. With that being
said, these guidelines serve as a polished image for their audiences but do not provide
full detail of their effectiveness.

Disputable Content: Disinformation and Misinformation

Despite Instagram's efforts to combat misinformation and disinformation on its
platform, the prevalence of false information continues to pose a significant challenge
to its content moderation policies. While the term disinformation is not mentioned in
their community guidelines, Instagram defines misinformation as any content that is
false or misleading and has the potential to cause harm. Misinformation can include
many topics, from public health and safety to politics and current events (“Reducing
the", 2023). Amid the COVID-19 pandemic, the platform faced many issues regarding
its moderation tactics and algorithmic recommendations on topics such as
misinformation surrounding the vaccine, masks, and the pandemic (Hern, 2021). In
August 2020, the platform's algorithmic suggestion pages, such as the "explore" page
and "suggested post" section, were leading users to several different anti-vaccination
and wellness influencers (Hern, 2021). Problems arose as a result of those accounts
misleading people about the global pandemic, with posts such as "no pandemic," "stop
getting tested," and "the vaccine is not real" (Hern, 2021). From September to
November 2020, Instagram recommended 104 posts containing misinformation, or
about one post a week per profile, to 15 profiles set up by the UK-based nonprofit
Center for Countering Digital Hate (Bond, 2021).
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Despite Instagram's efforts to combat the spread of misinformation on its
platform, the sheer volume of content and the constantly evolving tactics of bad
actors have made it challenging to keep pace with moderating misinformation
effectively. Instagram states that it is committed to combating the spread of
misinformation on its platform and has implemented various policies and strategies to
address this issue ("Reducing the", 2023). These policies include fact-checking and
warning labels, as well as working with independent third-party fact-checkers to
verify the accuracy of the content (Instagram, n.d.). When a post is flagged as
potentially false or partially false, Instagram will remove it from the "explore" and
"hashtag pages" to decrease its visibility and prevent it from spreading in users' feeds
and stories. At the beginning of this year, Instagram included a feedback option called
"False Information," which, along with other indicators, enables them to detect and
respond to potential instances of false information more effectively (Instagram n.d.).
Instagram's struggle to effectively moderate and reduce the spread of misinformation
on its platform highlights the need for continued improvement and innovation in
content moderation policies and technologies to ensure a safer and more responsible
social media environment for all.

Disputable Content: Hate Speech

The rise of hate speech on Instagram has presented a significant challenge for
the platform, calling into question the effectiveness of its content moderation policies
in protecting users from online abuse and discrimination. Instagram defines hate
speech as any content that attacks, dehumanizes, or promotes discrimination or
violence against an individual or group based on their protected characteristics
(Instagram n.d.). These characteristics include race, ethnicity, national origin, religion,
gender, sexual orientation, or disability. Examples of hate speech on Instagram could
include derogatory language, slurs, or symbols that promote hate towards a particular
group or individual (Instagram n.d.). Instagram's community guidelines prohibit hate
speech, and the platform takes a strong stance against it (Community Guidelines, n.d.).
The platform uses machine learning algorithms to identify and flag potentially
violating content for review proactively. Then human moderators assess the content
to determine if it meets the criteria for hate speech (Vincent, 2019). When content is
reported for containing hate speech, Instagram may remove the content or disable
the user's account, depending on the severity of the violation (Community Guidelines,
n.d.). When necessary, the platform has also disclosed that they work with law
enforcement to see that brutal acts of hate speech are prosecuted by the local
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authority (Carmen, 2021). In addition to these measures, Instagram has implemented
educational resources and tools to help users recognize and avoid hate speech. More
specifically, the platform guides how to report and block content that contains hate
speech, as well as information on how to use Instagram's filtering and comment
moderation features to prevent it from appearing in users' feeds (Instagram n.d.).

The platform has attempted to crack down on implicit forms of hate speech,
for example, blackface and antisemitic tropes (Carman, 2021). Some posts the
platform Looks out for are racist memes, white nationalist content, and sometimes
screenshots of fake news articles (Coleman, 2019). There have been some moderation
policy updates stemming from the unfortunate event in the UK where three Black
soccer stars, Bukayo Saka, Marcus Rashford, and Jadon Sancho, were targeted with
racist abuse on Instagram after losing a match at the Men's Euro Open in 2020
(Criddle, 2021). After missing their penalty shots which cost the team the
championship, their Instagram accounts were flooded with racist and abusive
comments and emojis from fans (Nowill, 2021). BBC News reported comments on
Saka's profile, and in minutes they received a notification saying the platform's
technology "found that this comment probably does not go against our guidelines"
(Criddle, 2021). After a day had passed, Bukayo Saka responded to the abuse on
behalf of all three players by posting a statement on Instagram which detailed that he
wished the platform (Instagram) was taking a more serious stance on preventing the
hateful comments and had more urgency in taking down the violations (Nowill, 2021).
Following Saka's remarks, several users continued to report the hate speech on his
profile. However, no review confirmation was received, and more hateful comments
had yet to be flagged or removed (Criddle, 2021).

Meta, the owner of Instagram, stated that they do not condone racist abuse on
their platform (Criddle, 2021). Within days, the platform removed comments and
accounts that targeted England's footballers. The company pledged to continue
enforcing its community guidelines and acting against those who violate its rules.
Instagram also encouraged players to use the "Hidden Words" tool to prevent abusive
content from appearing in their comments or direct messages. While acknowledging
this is a challenging issue requiring ongoing efforts, Instagram remains committed to
ensuring its community is safe from abuse. Of the 105 accounts that were found to
have engaged in racial abuse against England footballers, 88 are still active on the
platform. They described this situation as falling far behind what the social network
had promised to do to address the issue (Criddle, 2021). Instagram's shortcomings in
moderating and reducing the spread of hate speech on its platform have serious real-
world consequences, posing risks to the mental health, well-being, and safety of
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individuals who may become targets of such speech, underscoring the need for
continued improvement in content moderation policies and technologies.

Disputable Content: Extremism

The rise of extremist content on Instagram has prompted concerns about the
platform's ability to effectively identify and remove such content, necessitating more
robust measures to counter the spread of dangerous and violent ideologies. Instagram
defines extremism as any content that promotes or supports terrorism, organized
hate, or violent extremist ideologies (Community Guidelines, n.d.). This can include
content that advocates for or glorifies acts of violence against individuals or groups
and seeks to recruit others into extremist organizations or movements (Coleman,
2019). Instagram's community guidelines prohibit the promotion of terrorism or
extremist ideologies on the platform, and the platform takes a strong stance against
this kind of content (Community Guidelines, n.d.). Instagram identifies, and moderates’
extremism similarly to the other disputable content discussed, integrating automated
technology, human review, and partnerships with outside organizations. Proactive
flagging is done by Al, while users can report content that also gets reviewed.
Instagram's human moderators, third-party organizations, and law enforcement
agencies work to identify and remove content that is determined to meet the criteria
for promoting extremism (Gorwa, 2020).

The platform also participates in several initiatives to combat extremism,
including the Global Internet Forum to Counter Terrorism, which aims to coordinate
efforts among tech companies to identify and remove extremist content from their
platforms (GIFCT, n.d.). When content promoting extremism is identified, Instagram
may remove the content, disable the user's account, or report the user to law
enforcement, depending on the severity of the violation (Community Standards
Enforcement, n.d.). The platform also works to prevent the spread of this type of
content by limiting its visibility to appear in the algorithmic users' feeds and search
results (Gorwa, 2020).

An instance that highlighted the shortcomings of Instagram's extremism
moderation procedures was the platform's handling of ISIS-related content in the
years leading up to 2019. Despite Instagram's efforts to remove accounts and content
promoting terrorism, a study by the Counter Extremism Project (CEP) found that ISIS-
related content remained prevalent on the platform ("Extremist content”, 2022). The
study found that even when users flagged and reported content, it often remained on
the platform for hours or even days before being removed. Furthermore, the CEP
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found that Instagram's automated technology could have been more effective at
detecting and removing extremist content. The platform relied too heavily on users
to identify and report this content ("Extremist content”, 2022). The study additionally
identified several instances of Instagram recommending extremist content to users
through its "Explore" feature, which could potentially lead users down a path of
radicalization. This example illustrates social media companies' challenges in
identifying and removing extremist content and the potential risks associated with
poor moderation practices (Diaz, 2021). While Instagram has since taken steps to
improve its moderation policies and address the extremism on the platform, the
challenges of identifying and removing extremist content continue to pose a threat to
the safety and well-being of its users, highlighting the need for further action and
investment in new technologies to ensure a safer and more responsible social media
environment for all.
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European Union

The European Union, composed of 27 countries within the continent of Europe,
is a transnational political and economic union that governs its member countries as a
collective. The EU establishes laws and practices in which the member countries must
abide by to participate in the collective political hierarchy and economy. In the past
two decades, the European Union has adopted progressive content moderation policy
enhancing the responsibilities of the social media platforms.

Content moderation practices within the EU are contingent upon the EU’s law of
freedom of expression. The Charter of Fundamental Rights of the European Union
protects the freedom of EU citizens to spread information without government
interference, specifically through the use of media (European Union, 2012). Therefore,
users of social media platforms within the EU are protected by EU law. However,
illegal content is not protected by the charter. Therefore, content moderation
practices have been adapted to prevent the spread of illegal content and preserve
freedom of expression.

Content moderation law within the EU has greatly evolved from its initial
implementation. The basis of content moderation law was established in 2000 by the
EU Directive on Certain Legal Aspects of Information Society Services, in Particular
Electronic Commerce in the Internal Market (Directive on Electronic Commerce). This
law constructed the legal framework of online services that operate within the EU
domain, instituting requirements of company transparency, consumer information
protections, and methods of conducting communication and electronic commerce
(Directive (EU) 2000/31). More specifically, the legislation targets “information society
services" which constitute any electronic service that is provided to an individual upon
request in exchange for payment (Directive (EU) 2015/1535). One key component of
the directive is the liability exemption clause, which removes the liability from
companies for content created and shared by their users unless they are aware of the
illegal content and fail to remove it (Directive 2000/31/EC, Article 14).

Under the Commission Recommendation on Measures to Effectively Tackle
Illegal Content Online, the EU defines illegal content as material that relates to
“terrorism, child sexual abuse, hate speech, or infringements of consumer protection
laws” (Commission Recommendation 2018/334). In the past decade, several laws within
the EU have begun to classify social media platforms as information society services,
placing these companies under the jurisdiction of Directive 2000/31. This means that
they are not liable for the content posted on their platforms under the liability.
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Furthermore, Directive 2000/31 does not require social media companies to actively
monitor their platforms for illegal content (Directive (EU) 2000,31, Article 15).
Although the companies may not be held liable for the content created, the EU has
increased the responsibilities of the companies to take down illegal content, report
such instances to the European Commission, and institute safeguards to protect their
users through new legislation (Regulation (EU) 2022/2065).

Since 2000, social media use has increased exponentially, demanding a
revaluation of Directive 2000/31 in its modern application of content moderation. In
response to this growth and further development of social media, the EU has
established a new piece of legislation that places harsher restrictions on social media
companies to take initiative beyond the previous practices of self-regulated content
moderation (Regulation (EU) 2022/2065). This new piece of legislation is the Digital
Services Act (DSA), which harmonized the obligations and protections allocated
between social media companies and their users across the EU member states
(Regulation (EU) 2022/2065). Ratified in 2022, the DSA expanded upon the framework
of Directive 2000/31 to enhance the obligations and mechanisms for social media
platforms regarding the removal of illegal content as defined by Directive 2000/31,
standardizing content moderation laws across all EU countries (Regulation (EU)
2022/2065). The DSA places greater emphasis on companies to moderate content
within their domain, improving transparency and accountability within their content
screening and removal processes.

Under the DSA, once the social media platforms are made aware of illegal
content on their platform, either by order of a national authority, or independent
entities with expertise in detecting and removing illegal content known as “trusted
flaggers”, the platforms are required by law to remove such content as to maintain
their liability exemption (Regulation (EU) 2022/2065). Under the new regulation, social
media companies are additionally required to report criminal offenses and or illegal
content to the national government and EU Commission. The reporting authority is
dependent upon the size and reach of the platform; smaller social media platforms
report to the country domain in which the offense was reported whereas those that
reach over 10% of the population, such as Facebook and YouTube, are designated
“very large online platforms” (VLOP) and placed under the jurisdiction of the EU
Commission (Regulation (EU) 2022/2065). The legislation enhances external and
internal auditing practices and appoints trusted flaggers to aid the content moderation
process (European Commission, 2022b). Externally, once a year, social media
companies must commission an audit from an independent organization to evaluate
their compliance with the DSA (Regulation (EU) 2022/2065). Internally, transparency

81



reports are the main mechanism in which companies audit their content screening
processes. Once a year, all social media companies are required to draft a
transparency report containing the number of notices received regarding illegal
content and disclosure of how they use algorithms in the content moderation process
(Regulation (EU) 2022/2065). VLOPs are also required once a year to account for
systemic risk posed by the function and use of their service, specifically regarding the
potential dissemination of illegal content and negative effects in relation to violence
and mental health. This risk assessment will be used as guidelines to adapt their
terms of service, algorithms, and content moderation process to mitigate the present
risks (Regulation (EU) 2022/2065). Additionally, VLOPS will be required upon request
by the European Commission to disclose information regarding the use and functioning
of their content sharing algorithms to ensure compliance with the DSA (Regulation (EU)
2022/2065). The DSA heavily improves the accountability of VLOPs and social media
platforms, placing significant emphasis on protecting the privacy and security of its
citizens.

The DSA places harsher restrictions than previous legislation on social media
platforms that fail to adhere to its regulations. The failure to comply with the
obligations set forth in the DSA will result in a fine worth 6% of the annual turnover
of the service provider (Regulation (EU) 2022/2065). The DSA went into effect on
November 17, 2022, with the first report on the number of active users from social
media platforms and search engine providers due February 17, 2023 (Regulation (EU)
2022/2065). Since the legislation is relatively new in its implementation, these reports
will establish a baseline for the requirements of transparency reports and institution
of trusted flaggers within the content moderation process.

Critics of the DSA have argued that the definition of illegal content is
ambiguous, with multiple possible interpretations of what constitutes hate speech and
terrorism (Turillazzi et.al, 2022, p.10). Additionally, the member states of the EU have
individualized legislation regarding what constitutes illegal content, proving
problematic in the universal application of content moderation; some countries may
designate content as harmful but not illegal, whereas others under the EU jurisdiction
may label the same content as illegal. Germany, Italy and Poland have legislation that
designates defamation of religion as a criminal offense, whereas Denmark and France
do not (Turillazzi et.al, 2022, p.10). The lack of clear definitions and conflicting state
laws in what constitutes illegal content is problematic for companies’ processes of
effectively interpreting and moderating content.

Furthermore, the requirements of notice-of-action mechanisms and systemic
risk assessments prioritize the removal of flagged content to stay within the legality
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of the DSA, rather than effectively assessing the content for illegal material. Many
companies employ artificial intelligence mechanisms to assess their algorithmic
content moderation, which critics have argued is unable to effectively scan for
contested content because the vague definitions cause these mechanisms to over-
remove (Mchangama, 2022). These requirements, which prioritize the fast removal of
content, may remove legitimate content and infringe on the users’ freedoms of
expression.

Disputable Content: Disinformation and Misinformation

Currently, the EU does not have a specific regulation regarding the content
moderation process of misinformation. Misinformation has been definitionally grouped
into disinformation by the EU under the Strengthened Code of Disinformation of 2022,
which is addressed below.

In 2018, the European Union Commission implemented the Code of Practice on
Disinformation, a voluntary, self-regulatory set of standards that social media
companies agreed to uphold. The code defines disinformation as content that is
“verifiably false or misleading information” that is “created, presented and
disseminated for economic gain or to intentionally deceive the public” that has the
potential to cause public harm (European Commission, 2022¢). The code signifies the
social media platforms agreement to combat disinformation by employing various
methods of verification and fact-checking. The code outlines that companies must
take appropriate measures to employ verification tools, labeling methods of political
paid-advertisements, and transparency reporting in political advertising (European
Commission, 2022¢). Additionally, the code requires annual reports commissioned by
the social media companies to demonstrate their compliance with the code and
improvement in content moderation practices regarding disinformation. Facebook and
Twitter signed the code in 2018, with TikTok following suit in 2020 (European
Commission, 2022a).

A year following the publication of the code, the social media platforms
released self-assessment reports for upholding the requirements of the code.
Facebook reported within the months of March and April in 2019 that the company
acted on over 60,000 ads in the EU that violated the company's adopted policies
regarding disinformation (European Commission, 2019a). Similarly, Twitter established
within its advertising policy the prohibition of content regarding “unacceptable
business practice”, including “misleading, false, or unsubstantiated claims", as well as
hateful content; the company reported that it rejected over 11,307 ads for violation
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of such unacceptable business practices between the months of January and August of
2019 (European Commission, 2019a). The implementation of the Code of Practice of
Disinformation has been adapted across several VLOPS operating within the EU,
demonstrating the movement towards progressive content moderation.

The Strengthened Code of Disinformation, published in 2022, enhanced the
policy recommendations embedded within the original code. The new code expands
the definition of disinformation to include “misinformation, disinformation, information
influence operations, and foreign interference in the information space” (European
Commission,2022c). This new definition increases the scope of potential content in
which social media companies need to actively search for in their moderation
processes. In addition to the original code, the social media platforms are now
required to actively screen for disinformation; create eligibility requirements and
content review processes for content monetization; give access of services and data
to independent auditors; allow users to flag content and dispute removals; and
develop tools to identify content that is harmful or containing disinformation
(European Commission, 2022c¢). In alignment with the DSA, every six months VLOPs are
additionally required to commission a report on their efforts to uphold the
requirements embedded in the code, as well as commission independent audits by an
outside, impartial organization (European Commission, 2022¢). The Strengthened Code
of Disinformation mirrors the EU’s enhanced responsibility of social media platforms to
engage in active content moderation. The code went into effect on June 16th, 2022,
with the first self-assessment reports from companies to be commissioned in June
2023.

The Strengthened Code of Disinformation currently lacks definitive definitions
of misinformation and disinformation, with significant room for interpretation
regarding the “potential harm” on society from this content. The vague definitions of
these terms leave social media platforms as the main interpreters for content
moderation, which could potentially contravene the user’s freedom of expression by
over-removing legal content. As the code is entirely voluntary and relies on social
media platforms to self-regulate, it could potentially create uneven levels of content
moderation across various platforms.

Disputable Content: Hate Speech

The EU has produced both legally and non-legally binding policies regarding the
moderation of hate speech. In the Council Framework Decision 2008/913/JHA on
combating certain forms and expressions of racism and xenophobia by means of
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criminal law, the EU defines hate speech as such that “publicly incites violence or
hatred directed against a group of persons or a member of such a group defined by
reference to race, colour, religion, descent or national or ethnic origin” (Council
Framework Decision 2008/913/JHA). Any content posted on social media platforms
that instigates a violent act or initiates hate against a group identified by the listed
demographics is considered a criminal offense and flagged for removal. According to
the decision, each member state is obliged to create their own laws in which hate
speech is criminalized.

The illegality of hate speech outlined in the Council framework decision was
used as a baseline for the establishment for the EU Code of Conduct on Countering
Illegal Hate Speech Online in 2016 (European Commission, 2022¢e). The Code of Conduct
on Countering Illegal Hate Speech Online creates general guidelines for social media
companies, namely Facebook, YouTube, and Twitter (referred to as “IT Companies”),
for moderating illegal hate speech. The code of conduct outlines the agreement of IT
Companies to create mechanisms for prohibiting, flagging, and removing content
containing violence or hateful material (European Commission, 2022¢); once notified,
the companies agree to review the majority of the flagged material within 24 hours
(European Commission, 2022¢). The IT Companies further agree to appoint a federal
contact that provides information regarding the removal of hate speech and employ
civil society organizations (CSOs) to aid in the process of flagging and reviewing illegal
materials. After the publication of the code, Instagram and TikTok joined the code to
voluntarily self-regulate their content for hate speech in 2018 and 2020 (European
Commission, 2022e).

The IT Companies that have signed on to the code have released annual
reports detailing their efforts to review and remove illegal hate speech on their
platforms. From 2016 to 2019, the IT Companies reported an increase from 28% of
illegal content removed to 72% in 2019 (European Commission, 20190). Moreover, the
IT Companies have improved in the time taken to review and remove flagged
material: in 2016, 40% of the flagged material was removed in 24 hours, whereas in
2019 companies have removed 89% within the same time frame (European
Commission, 2019b). Each of the companies have also taken individualized efforts to
increase the training and employment of trusted flaggers to improve the efficiency of
content screening (European Commission, 2019b). The summarized report of the
commission recognizes the room for improvement in the transparency reports
provided by the companies regarding the lack of reported geographical distribution of
material flagged for hate speech as well as the time of the review for notices from
trusted flaggers (European Commission, 20190).
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Critics of the code of conduct have argued that the code lacks the prioritization
of freedom of expression and due process clauses, leaving the interpretation of illegal
content to the social media platforms' discretion rather than the courts (Bukovska,
2019, p.6). Moreover, the code fails to require the intuition of mechanisms to
challenge the wrongful removal of legal content (Bukovska, 2019, p.6). The lack of
due process clauses and ability for users to appeal wrongful removals increases the
capability of social media platforms to over-remove content, infringing on freedom of
expression. Member states within the EU are given legislative freedom in instituting
national laws that abide by the requirements of the code, most significantly in
determining the severity of hate speech that is deemed criminal under law (Bukovska,
2019, p.6). The subsequent varying national laws are a threat to the harmonization of
content moderation across the EU, leading to uneven removal levels of potential hate
speech by social media platforms.

Overall, the EU has pushed significant guidelines and norms for content
moderation regarding hate speech, yet the rules put in place by the code of conduct
are entirely voluntary and remain practices of self-regulation within the IT Companies.
The legality of hate speech is ultimately decided by the member countries to institute
laws, rather than overarching legislation provided by the EU to suppress the spread of
hate speech across social media platforms.

Disputable Content: Extremism

Specifically targeting illegal terrorist activity, the EU adopted the Regulation on
Addressing the Dissemination of Terrorist Content Online (TERREG) in 2021 to remove
the capability of terrorist organizations to communicate and coordinate their activities
on social media platforms. The regulation was enacted on June 7, 2022. TERREG is an
expansion of the Directive (EU) 2017/541, which set out the baseline definition of
terrorist content and established that terrorist content found on social media was
punishable under law (Directive (EU) 2017/541). Directive (EU) 2017/541 placed loose
obligations on member states to develop their own legislation regarding the removal
of terrorist content. The directive defines terrorist content as such that may cause
serious damage to a country or international organization, solicits the public to commit
a terrorist act, glorifies terrorist activities, or provides instructions to build weapons
for the purpose of initiating a terrorist attack (Regulation (EU) 2021/784). In contrast
to Directive 2017/541, TERREG establishes harsher time constraints on social media
platforms to report terrorist content, and institutes authorized entities appointed by
the member states to issue takedown orders for illegal terrorist content. Social media
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companies have one hour to respond to a removal order created by the member
state’s national authority, or they risk a penalty fine of “4% of the hosting service
provider’s global turnover of the preceding business year” (Regulation (EU) 2021/78).

Like the DSA, TERREG requires social media companies to prepare transparency
reports regarding the processes of identification and removal of terrorist content,
specifically when utilizing automated content moderation tools (Regulation (EU)
2021/784). Additionally, social media platforms must develop mechanisms for users to
report or flag terrorist material and means to screen their users' content. TERREG
pushes social media companies to take greater diligence and initiative in their
screening of terrorist activity on their platforms.

Critics of TERREG stress the limited time constraints placed on social media
companies to remove terrorist material once it has been reported. The limited time
could potentially hinder the capability of the companies to properly analyze the
content for grounds to conduct the removal order (Rojszczak, 2022). Without the
institution of a compulsory review process before the removal, there is an increased
potential of content being removed that does not contain terrorist content. Content
published for educational or journalistic purposes may be grouped in with the flagged
material and removed. Furthermore, the vague definition of terrorist activity allows
for potential state actors to issue a removal order for content moderately related to
national security, posing a risk to content that is not technically containing terrorist
material but interpreted as threatening to the state. The combination of loose
definitions and strict time frames leave social media companies extremely vulnerable
to overstepping their bounds as content moderators and removing non-terrorist
content.

Strengths and Shortcomings

The European Union has significant strengths in the legislative requirements of
content moderation. The EU has emphasized the importance of transparency reporting
by social media companies and auditing mechanisms to mitigate the potential harmful
effects of exposure to content. Additionally, transparency reports and internal and
external audits stop social media companies from monopolizing their power as
interpreters to remove all content, protecting user’s freedom of expression. They
have succeeded in many ways, including:

e The requirement of social media companies to actively monitor their platforms
for illegal content improves accountability for the platforms to mitigate
potential risks of harmful content for their users.
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Required annual transparency reports detailing the algorithmic processes in
which social media companies remove and assess flagged content ensures
universal application of content moderation and improves accountability of the
platforms to institute content moderation mechanisms.

The institution of trusted flaggers enhances the capabilities of content
moderators to effectively evaluate the content and assure illegal material,
protecting the users’ freedom of expression.

The capability of users to dispute content removal acts as a verification
measure for social media platforms to improve their content assessment
algorithms and processes.

The EU has several areas of improvement within their content moderation

policies, specifically with the vagueness of definitions of illegal content, unrealistic

time constraints for content removal, and lack of legally binding legislation for

explicitly defined terrorism and hate speech. Listed below are those areas for

improvement:

The vague definitions of illegal content, in particular terrorism and hate speech,
leave social media companies as the main interpreters of content, which could
potentially lead to social media companies abusing their power and moderating
content according to their own conduct policies and biases.

EU legislation relies on social media companies to voluntarily abide by self-
regulatory forms of content moderation in the realms of misinformation and
disinformation. This creates unreliable and asymmetrical content moderation
practices and mechanisms which may produce conflicting results of removal.
Harsh time constraints on removal of illegal content may hinder freedom of
expression because the constraint does not allow thorough process of content
evaluation and auditing regarding EU law and codes of conduct. Rushing content
moderation may cause social media platforms to over-remove content and
overstep their bounds as moderators towards censorship.

88



Germany

Germany has a unique interpretation of freedom of expression in comparison to
other democracies. In countries like Britain, France, and the United States freedom of
expression is protected more than it is in Germany. Following World War Il, Germany
established strict laws on hate speech that made incitement against national,
religious, ethnic, or racial groups illegal (Delcker, 2020). In this context, “incitement”
means the cause, formation, or enactment of violence on an individual or group. This
includes the criminalization of wearing Nazi symbols and denying that the Holocaust
happened, among other actions. Germany’s narrowly defined parameters have
empowered the government to exert more specific and enforceable restrictions on
freedom of expression. Despite these stronger regulations, the emergence of social
media networks has posed increasingly difficult problems relating to disputable
content moderation that pushed the German government to implement new
regulations to address those issues.

In 2017, Germany passed groundbreaking legislation that set the stage for
regulating online content, not only in Germany but worldwide. The Network
Enforcement Act, also known as NetzDG or 'Netzwerkdurchsetzungsgesetz', was
created to limit the amount of illicit content posted on social media platforms by
fining companies who fail to comply with the law. Companies are required to remove
illegal posts after being notified through a complaint system that is available through
their platform. All complaints filed and the action taken on each complaint must be
recorded in a biannual report that is published for the public to review.

Prior to pioneering NetzDG, the German government created a voluntary
compliance system with social media companies in 2015 to try to limit the amount of
illegal content online, although the results were not what the government aimed for
(Leersen et al., 2019). As the compliance was not enforceable, companies did not
follow it. Thus, there was no notable change in online hate speech. To address this
shortcoming, the NetzDG was passed to create an enforceable law that incentivizes
compliance by placing financial liability on telemedia service providers for removing
illegal content and creating biannual complaint reports (Leersen et al., 2019).
Telemedia companies are defined as:

For profit-making purposes, operate internet platforms that are designed

to enable users to share any content with other users or to make such
content available to the public (social networks). Platforms offering
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journalistic or editorial content, the responsibility for which lies with the
service provider itself, shall not constitute social networks within the
meaning of this Act. The same shall apply to platforms which are
designed to enable individual communication or the dissemination of
specific content (Network Enforcement Act 2019).

NetzDG effectively transformed the previous compliance from a voluntary to a
mandatory law for online platforms to follow.

It is important to distinguish that NetzDG does not establish any new
criminalization, rather it only makes it so these sections of the law apply to social
media. Thus, when a social media company receives a complaint from a user on a
platform, it is deemed illegal if it violates any section of the German Criminal Code
that is referenced. The referenced sections that are relevant to the discussion on
disputable content what make NetzDG enforceable are:

86 dissemination of propaganda material of unconstitutional
organizations, 86a using symbols of unconstitutional organizations, 89a
preparation of serious violent offense endangering state, 89b
establishment of relations for purpose of committing serious violent
offense endangering state, 90 defamation of the President of the
Federation, 91 encouraging the commission of a serious violent offense
endangering the state, 100a treason forgery, 111 public incitement to
commit offenses, 126 breach of the public peace by threatening to
commit offenses, 129a forming terrorist organizations, 1290 criminal and
terrorist organizations abroad; extended confiscation and deprivation,
130 incitement to hatred, 131 depictions of violence, 140 rewarding and
approving of offenses, 169 defamation of religions, religious and
ideological associations, 185 libel, 186 defamation, 187 slander, 241
threatening the commission of a felony, and 269 Forgery of data
intended to provide proof (German Criminal Code, 2021).

These sections help to understand how a social media platform considers a post
illegal when they receive a complaint.

NetzDG states that social media platforms with over two million users
registered in Germany—such as Facebook, Twitter, YouTube, and TikTok - are
responsible for removing “manifestly” illegal content posts within 24 hours (Network
Enforcement Act, 2019). The definition “manifestly” is not stated in the NetzDG, nor

90



does the law give examples of what that entails. Therefore, most content falls under
the following: if a user logs a complaint but that content is not explicitly illegal at
first glance, the social media company then has seven days to investigate and decide
whether to remove the post (Network Enforcement Act, 2019). Moreover, companies
are now required to create reports biannually if there are more than 100 complaints
total within a calendar year, as well as publish procedures to create more
transparency in their moderation process (Network Enforcement Act, 2019). Social
media companies found to be non-compliant risk facing fines of €50 million (Network
Enforcement Act, 2019).

Content is brought to a company’s attention via a complaint form that can be
filled out by any user on the platform. Further established in the guidelines is that
such complaint forms must have clear instructions for the user to fill out; when a
form is submitted, companies are notified that there is potentially illegal content on
their platform. All posts that have a complaint form are flagged and put under review.
If a post is deemed illegal or violates the community guidelines, it is removed from
the platform. Both the flagging and removal of a post are recorded in the mandatory
biannual complaint report. If the flagged post is not illegal, it is no longer flagged but
must still be added to the biannual report. It is unclear if a post remains flagged after
a decision that its content does not violate a community guideline despite receiving a
complaint. With these newly established guidelines, the NetzDG effectively sets a
precedent that companies who provide a communication space are liable for content
posted on their platforms should they allow hateful or illicit posts to remain visible
(“Library of”, n.d.).

In June 2021, an amendment was added to the NetzDG. The Act to Amend the
Network Enforcement added four clarifications to the legislation: user-friendliness of
complaint procedures, appeals procedure and arbitration, transparency reports, and
expansion of the Federal Office of Justice (Gesley, 2021). The first aimed to make
social media platforms use more user-friendly language for submitting a complaint.
Users would then know how to submit a form and be notified if the complaint was
officially filed, as well as if it was under review for being removed (Gesley, 2021).
Secondly, if a user’s post was flagged and removed, they have the ability to ask for
an appeal within two weeks from the date of the removed post (Gesley, 2021). More
information must be added to the reports such as if automation was used to detect
illegal content, and if so, how that automation works, what training data was used,
and the procedures for quality assurance (Gesley, 2021). Furthermore, reported
complaints are subdivided by the length of time taken to remove the content, as well
as the information on the number of appeals filed and those which were revised
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(Gesley, 2021). Finally, this amendment gave the Federal Office of Justice, the
government agency responsible for various legal and administrative tasks in Germany,
the power to supervise compliance of The Act to Amend the Network Enforcement
(Gesley, 2021). The Federal Office is the body that determines if an infringement has
occurred and requests further information on implementation measures, the number
of registered users in Germany, and reports on complaints received in the previous
year (Gesley, 2021).

A court case was brought against Facebook in 2021 because they deleted a
user’s post that was determined to violate community guidelines, but the authors of
the post were not notified about the removal and blocking of the user’s post and
account (Goujard, 2021). The court stated that Facebook must “undertake in its terms
and conditions to inform the user concerned about the removal of a contribution at
least retrospectively and about a to inform him in advance of the intended blocking of
his user account, to inform him of the reason for this and to give him the opportunity
to make a counter-statement, which will be followed by a new decision” (“Federal
Court”, 2021). The court concluded that Facebook did not meet these requirements.
The court further stated what forms of transparency should be in a company’s terms
and services for a user to have their post or account properly removed if a user
violates the community guidelines. Their explanation balances an individual’s right to
freedom of expression and a company'’s right of freedom to practice a profession
(“Federal Court”, 2021). Facebook was then forced to reinstate the posts as the users
were not informed of the decision to remove their posts. The ruling of this case came
one month after The Act to Amend the Network Enforcement was instated, and this
ruling upheld that social media companies have to follow the user-friendliness and
transparency sections of the amendment. Furthermore, this case set a significant
precedent in the European Union as it demonstrated that social media companies’
content moderation complaint procedure had to be easy to access and transparent for
people who want to file a complaint (Goujard, 2021).

The NetzDG has been used as a model for content moderation globally, as it is
one of the first pieces of legislation to attempt to provide online protection for users.
As of February 2018, countries like Russia, Singapore, and the Philippines had directly
cited the law, accompanied by more in the following years (“Human Rights", 2018). In
addition, since NetzDG’s creation, countries such as Brazil, Poland, India, Turkey,
Vietnam, and Pakistan have openly stated they took the German legislation as a
model (Elliot et al., 2021).

Despite NetDG's successes, it is not without its controversy. Critics like the
Human Rights Watch Director of Germany believe that the law will limit the amount of
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democratic debate on online forums, thus having fewer people check on politicians’
policies, actions, and comments (“Human Rights”, 2018). Ultimately, the next few
years will determine whether the government’s legislation will accomplish its content
moderation goals, or whether it is the censorship bill that many critics suggest it is
(Leerssen et al., 2019).

Disputable Content: Disinformation and Misinformation

Drawing on German Criminal Code, NetzDG works against those who post
disinformation and misinformation’. As established, if a user who is registered in
Germany files a complaint on a social media platform with more than two million
users, that company must take the post down within 24 hours if it is explicitly illegal,
such as saying the Holocaust didn’t happen. If a complaint is indeterminable at first
glance whether it is illegal, then the company has seven days to decide whether to
block or delete the post (Network Enforcement Act, 2019).

One of the intentions of the legislators who created NetzDG was that it would
work against the promulgation of false news; however, the bill never explicitly uses
the words misinformation or disinformation, so the definitions are left ambiguous.
Despite the fact there are no official definitions, there are certainly ways in which
misinformation and disinformation are moderated. Social media companies are required
to combat misinformation and disinformation by removing flagged posts, which can
later be reinstated if nothing is harmful about the post. It is the social media
company’s responsibility to take down posts that have a complaint form if it spreads
illegal false news and include those complaints in their reports. If a company doesn’t
take the post down and record it, they will be fined for non-compliance.

Since the start of the COVID-19 pandemic, Germany has struggled with the
spread of disinformation and misinformation, particularly from right-wing groups which
facilitated a rise in the number of lies spread pertaining to the virus (Kettemann,
2022). Groups such as neo-Nazis, right wing-extremists, and anti-vaccine activists
joined together to protest German mandates on the prevention of spreading COVID-19
(Schultheis 2021). However, despite an increase in anti-COVID-19 mandate sentiment,
only 17% of the German population believed the government measures were going
too far (Schultheis, 2021). So, although there was an increase in the number of posts

! This uses the German Criminal Code sections 86, 890, 90, 91, 100a, 111, 126, 130, 131, 140, 169, 185, 186,
187, 241, and 269.
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containing misinformation about COVID-19, most Germans supported preventative
measures for protecting the population.

As a result of Germany having stricter limitations on freedom of speech,
misinformation and disinformation are less prominent than hate speech and extremism
online for German legislators. Although the German government attempted to
institute measures to combat misinformation and disinformation through NetzDG’s
implementation, there is certainly room for improvement. Germany could work
towards creating an amendment for the Network Enforcement Act that would
specifically define disinformation and misinformation in order to make it clear what is
legal and illegal to post. Furthermore, it is currently up to a company’s discretion on
the extent they will moderate fake news accounts and posts. Therefore, it could be
beneficial to add an amendment that would require social media companies to prevent
the dissemination of misinformation and disinformation.

Disputable Content: Hate Speech

While NetzDG is applied to other types of disputable content, the foundational
premise of NetzDG is to end hate speech on social media platforms. The German
government holds social media companies accountable speech that occurs on their
platforms by extending established criminal laws to apply to their platforms before
the implementation of the Network Enforcement Act2 In addition to that extension,
the government also formed special online hate units in order to suppress online hate
speech, which are comprised of lawyers who file complaints with the police. Users who
have been affected by a piece of content can petition the online hate speech unit, or
other non-profit advocacy groups, to defend a lawsuit. For an individual to pursue a
lawsuit, the law requires the cooperation of the social media company, the police, and
a lawyer from an institution such as the online hate speech unit, to be able to provide
a specific post as a piece of evidence. One notable unit is in Gottingen, Germany,
whose unit is made up of six lawyers (Satariano et al., 2023). With the help of this
specialized unit providing information to police in January 2023, over one hundred
accounts of police executing warrants for people accused of posting online
misinformation, insults, or hateful comments, pictures, or videos. The goal of these
police visits was to confiscate technology to search devices for evidence that the
user had posted illegal content (Satariano et al., 2023). Although this task force unit is

2 The following sections are used in NetzDG to make the NetzDG enforceable, and the specific sections are
as follows: 86a, 90, 111, 130, 169 185, 186, 187, and 241 (German Criminal Code, 2021).
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small, the intention is if they make a spectacle of individuals being fined for their
illegal posts, then fewer people will post about misinformation, political extremism,
and hate speech (Satariano et al., 2023).

The specialized units create an interesting new dynamic in the German legal
sphere as German policymakers and law enforcement are putting increasing
accountability on online perpetrators, not just the social media platforms. It is critical
that telemedia companies cooperate with law enforcement when an individual files a
lawsuit because the post is the primary evidence for catching the people who created
that illegal post. The only way to directly fine users who post illegal content is
through these individual lawsuits. However, as stated earlier, companies are not
obligated to file police reports or lawsuits as Google won the lawsuit against the Act
to Combat Right-Wing Extremism and Hate Crimes.

Germany made a bold move by creating specialized units for receiving
complaints about illegal content. In many countries, this wouldn’t work because of the
sentiment to protect freedom of speech. Germany sets a unique precedent where
users can no longer hide behind anonymous accounts and troll individuals' profiles
without consequences. The addition of hate crime units to the execution of the
NetzDG act will most likely decrease the amount of hate speech online, but an issue
that the government must now be aware of is the risk of over-monitoring online
platforms and over-punishing users.

Disputable Content: Extremism

Another aim of NetzDG is to prevent the dissemination and assembly of
extremist ideology and of individuals®. NetzDG its newfound enforcement of fines is
directly tied to limiting the amount of online terrorist, unconstitutional, and extremist
content. NetzDG is applied similarly to misinformation, disinformation, and hate
speech, with the same timeline of explicitly illegal posts being removed within 24
hours, and debatably illegal posts reviewed within seven days.

The murder of a politician, the attack in Halle an der Salle, and the attack in
Hanau were the three incidents that caused the German government to add an
amendment to NetzDG because the original legislation wasn’t enough to prevent these
attacks. The murder of German politician Walter Lubcke, the face of Germany’s

3 The bill incites the parts of the German Criminal Code that relate to terrorism, extremism, and public
violence by mentioning sections 86, 86a, 89a, 890, 91, 111, 126, 129a, 129b, 130, 131, 140, and 241 to

enforce companies to remove relative illegal content.
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refugee policy at the time, was one of the first incidents to highlight the
consequences of online hate speech. His strong support of admittance of refugees and
Chancellor Angela Merkel’s immigration policies led him to being a target of right-wing
extremist groups and anti-immigration activists for years (Satariano et al., 2023). In
2019, Lubcke was assassinated in his home by a neo-Nazi who disagreed with Lubcke’s
stringent defense of Germany’s open border and refugee aid policies (Deckler, 2020).
This occurrence is part of a larger, more severe problem in Germany: radical far-right
activists and neo-Nazis have been convening on social media platforms (Deckler,
2020). There have been numerous racially charged attacks in Germany as these
groups create echo-chambers of their dangerous beliefs and feed off one another's
hatred online. The second attack was in Halle an der Saale in 2019, where a man
attempted to Kkill 51 Jewish people in a synagogue on the sacred Jewish holiday, Yom
Kippur (Escritt et al., 2019). The perpetrator tried to get into the synagogue, but the
door was too thick for him to get in - he instead Killed a nearby man and woman. He
live-streamed the attempted attack, saying the Holocaust didn’t happen and feminism
is the cause of the decline of the birthrate in the West (Escritt et al., 2019). Later at
trial, he maintained the same sentiments regarding antisemitism and misogyny, saying
he was inspired by the Christchurch massacre in New Zealand (“BBC”, 2020). The final
key incident was another extremist attack in Hanau in 2020 where a man killed nine
people, five of which were Turkish, making it one of the deadliest killings in post-
World War Il Germany (Nasr et al., 2020). Days before the attack, the gunman posted
online a video of racist conspiracy theories, as well a manifesto document
perpetuating these racist theories, providing evidence that this was a racially charged
attack against migrant Turkish Kurds (Taylor, 2020).

Since these three attacks, Germany has increased its efforts to eliminate the
spread of hatred inciting violence and extremism online. On April 3, 2021, the German
government added an amendment to NetzDG called the Act to Combat Right-Wing
Extremism and Hate Speech. This amendment was added following three major
extremist attacks in Germany. The amendment was intended to prevent the
circulation of extremist ideology online by mandating social media companies notify
the German Federal Criminal Police Office of all potentially illegal content deleted and
blocked from their platform (Agrawal, 2022). However, Google immediately filed a
lawsuit against the new legislation as the act was not aligned with the EU Commerce
Law (Agrawal, 2022). Essentially, the amendment required social media companies to
send all content removed due to its illegality to the police department without
notifying the user, and even if its removal was still pending (Busvine, 2021). This
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meant that both innocent and guilty people’s data would be given to the police
department without their knowledge.

On March 1, 2022, the Cologne Administrative Court ruled that the law cannot
force companies to inform the Federal Criminal Police Office of illegal content because
it violates the Country of Origins Principle in the European Union’s Directive on
Electronic Commerce (Agrawa, 2022). Those principal states than online service
provider, such as a social media company, is subject to the laws and regulations of the
country in which it is established (i.e., where its headquarters are located), rather than
the laws and regulations of each individual country where its services are being
accessed or used (EDIMA, 2020). Google's lawsuit reversed the new amendment, but
the overarching NetzDG legislation is still in effect. While companies don’t have to
send over individual complaints unless there’s a warrant, they still must produce
complaints filed in the biannual report. The urgency for the bill created choppy
wording and poor practice for getting the legislation passed, so it could be worthwhile
for the German government to go back and add corrections to have the amendment
be properly implemented.

Strengths and Shortcomings

The Network Enforcement Act has been at the forefront of content moderation
policymaking. It has set up innovative requirements to require social media platforms
to take more stringent steps to address disinformation and misinformation, hate
speech, and extremism online. The following are some of the most admirable and
successful aspects of the law:

e The transparency requirement for social media companies to publish complaint
reports as specified in section 3.1.

e Formation of the specialized units to prosecute complaints because it creates
public examples that the hate speech laws are enforced online and are
effective.

e Germany is pushing the boundary of restricting freedom of speech in a
democracy. They are testing the balance between freedom of speech and
public safety.

e Forces large social media companies to comply with the German Criminal Code
by putting the responsibility on the company for the content that is posted on
their websites.

e Fines individuals who post illegal content online. They can no longer hide behind
a screen or be anonymous in the comments, pictures, and videos they post.
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Although NetzDG is an inventive piece of legislation, it does not come without

criticism. The main concern is the limitation of expression. Other concerns are that

NetzDG gives too much power to social media platforms for deciding what is legal and

illegal online. Other animadversions are as follows:

Social media companies determine what is considered illegal instead of German
Courts.

Opponents of NetzDG say it is a censorship bill, giving Telemedia companies the
power to decide what can and cannot be talked about online.

There is a huge concern for over-removal which is when companies delete legal
content from users (Leerssen et al., 2019). This is often done to avoid fines.
Another major concern is that the language in the bill is too broad using terms
like “hate speech”, “insult”, and “defamation”. This leads the providers to have
more control over these words' meanings.

There is not a sufficient amount of time to evaluate whether a post should be
taken down, particularly in the 24-hour period (Leerssen et al., 2019).

The specialized units of lawyers to handle complaints are too small and are
being flooded with complaint forms.

There is no standard format for the reports, making the researcher’s job of
comparing data more difficult.
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United States

The United States government is a “federal democratic republic” that is
founded on the Constitution (Clyburn, 2011,). The Constitution is the supreme law, and
no law can violate its contents (Clyburn, 2011). The U.S. has two main political parties,
the left leaning Democratic party and the right leaning Republican party. Within the
U.S., there has been an increase of political polarization within the last couple decades
that has resulted in personal hatred for politicians, increased nationalization, and a
left vs. right divide that is harming how the country is run (Lee, 2021). The conflict
between parties have become personal attacks (e.g., the feud between Republic
Representative Majorie Taylor Greene and Democratic Representative Alexandria
Ocasio Cortez) making it more difficult for parties to work together (Goldiner, 2023).
The divide between parties has led to debates over different issues, particularly
social media moderation.

In the United States, freedom of expression is protected by the First
Amendment (The White House, n.d.). Under the First Amendment, the government is
not allowed to make laws that restrict freedom of expression. However, in certain
cases, expression can be limited. For instance, if someone were to make a threat or
incite violence and that action is deemed to be an “imminent threat,” then that speech
could be suppressed (“Free Speech”, 2023). In addition to incitement, there are other
limitations on free speech like defamation, fraud, child pornography (Volokh, 2017).
These protections and limitations of expression also translate to the online
landscape.

The U.S. has held an important role in the usage and development of the
internet and is now figuring out how to moderate that landscape. Today, social media
plays a prominent role in the lives of Americans - over 70% of U.S. citizens have used
at least one type of social media app (Cho & Gallo, 2021). In addition to the First
Amendment, another piece of legislation, Section 230, has set the foundation for
moderation of content, but has undergone little change since its inception despite the
vast changes that have taken place within the internet landscape (Lawson, 2021).

Section 230 was originally established under the 1996 Communications Decency
Act (CDA). The CDA was initially created to combat child pornography online but was
eventually ruled to be an unconstitutional restriction on free speech through Reno v.
ACLU. Despite overturning the CDA, based on the severability clause, which states
that if any part of the agreement or law is found to be invalid or unenforceable, the
remaining parts will still remain valid and enforceable. Due to this clause, Section 230
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was found to be constitutional, and was effectively being from the rest of the CDA
and kept in place (Reno v. ACLU, 1997). Section 230 serves as a “safe harbor,”
providing protection for social media companies from liability or penalty for the
content that their users post in certain circumstances, which will be discussed further
later on (“What is”, n.d.). In its original introduction, Section 230 encouraged free
speech and allowed online content moderation without companies needing to fear
liability for what was being said online (Castro & Johnson, 2021). It was also created to
help new internet businesses while also encouraging the regulation of online content
(Department of Justice, 2021). While Section 230 does not protect interactive
computer services, like social media companies, should content on their platforms
violate federal criminal law like child pornography, there is currently a large grey area
within Section 230 offers protection for the publication of disputable content (“Section
230", n.d.). Section 230’s provisions have resulted in numerous debates over whether
Section 230 needs to be changed to address disputable content given that this
content has the potential to cause societal harm.

There are two main points of Section 230 which pertain to liability when
moderating content online. The first provision states that no interactive computer
service or user of that service will be considered a publisher of content made by
another user (a third party) (“Protection for”, 1996). This means that online platforms
that host content posted by third parties are not considered to be a publisher of the
content on their platforms, protecting them from any responsibility for what was
posted (Silver & Zarkowsky, 2022). Many call this the “safe harbor” provision. The
first provision additionally implies that interactive computer services are not required
to do any form of moderation. However, if a platform does decide to moderate
content, the second provision protects them from liability for the takedown or
restriction of certain content (“Protection for,” 1996). This “good faith requirement”
protects online services from mistakenly removing content or removing content that
can be considered “objectifiable” (Castro & Johnson, 2021). Therefore, content
moderation is left to the discretion of individual platforms as they maintain the power
to identify and remove "objectifiable" content while enforcing community standards
however they see fit.

However, with the development of social media and its evolving uses, Section
230 is being challenged by the government. Both the Democratic and Republican
parties are applying pressure to create more explicit guidelines on how to moderate
what users are posting on social media platforms in order to protect against
disputable content like disinformation, misinformation and extremism. For instance,
President Biden told Facebook it needed to be held more responsible for spreading
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false information and that Section 230 overall needs to be revoked (Lima, 2020). Other
politicians on the left side of the political spectrum such as Minnesota Senator Amy
Klobuchar and Virginia Senator Mark Warner agree with this sentiment and have
introduced reforms such as the 2021 SAFE TECH Act to increase liability moderation
online (Kern, 2022). On the other hand, there are individuals, groups like the Internet
Society, and parts of the Republican party that argue that Section 230 is vital for
protecting free speech, innovation, and the U.S. economy (“Section 230", n.d.).
Generally, officials on both ends of the political spectrum want to reform Section 230,
but the left is on the side of ‘pro-moderation’, or those in favor of reforming Section
230, while the right leans towards reformation that will ensure freedom of expression
or an “anti-censorship” view (Draper & Neschke, 2022).

The authors of Section 230, former Representative Chris Cox and current
Senator Ron Wyden stated that their reason for creating Section 230 was to enable
free speech and allow for content moderation without government intervention
(Castro & Johnson, 2021). In essence, Section 230 was created to enable free speech,
and those opposed to removing liability protections argue that doing so would censor
users and violate their First Amendment rights. The Republican party is in favor of
keeping Section 230 the same and are on the “anti-censorship” side of reforms,
claiming that if online providers become liable for a wider range of content, the
internet will become heavily censored (“Section 230", n.d.). The argument for “anti-
censorship” is built on the importance of the First Amendment. Examples of “anti-
censorship” acts include Missouri Attorney General Eric Schmitt filing a lawsuit against
the Biden administration alleging that they were pressuring companies to moderate
certain forms of content, resulting in the accusation that the administration was
controlling political speech (Klippenstein & Fang, 2022). Many Republicans, like Texas
Senator Ted Cruz, claim that platforms are censoring conservative users, citing the
banning of prominent conspiracy theorist and alt-right radio show host Alex Jones
from Facebook (Elliott & Cameron, 2023). Those with this view are trying to ensure
that reforms to Section 230 would protect political speech, therefore protecting
conservative voices (Elliott & Cameron, 2023). Overall, Section 230 is important for
how content moderation occurs online, and the future of content moderation depends
on the reforms, or lack of reforms that will happen in the future.

Disputable Content: Disinformation and Misinformation

Despite the rise of social media as a hub for information sharing, Section 230
does not have any provisions that protect against any type of disinformation and

101



misinformation. Since there is no explicit law requiring online providers to moderate
misinformation, as stated previously, there has been a movement to hold platforms
liable for disseminating this type of content. The COVID-19 pandemic highlighted the
extent to which misinformation can easily spread throughout social media. During this
time, falsehoods concerning the virus circulated rapidly, affecting COVID-19
responses. Various social media operators including Facebook and Google addressed
this issue by flagging or removing content to limit the spread of misinformation (Cho
& Gallo, 2021). The flagging of potential misinformation provides an example on how
online providers are able to use moderation to slow types of misinformation.
However, because moderation is not a requirement, many online providers remain
ineffective in controlling the spread of harmful misinformation, like misconceptions
about vaccines and how the virus is spread, leading to Congress working to reform
Section 230 to address disinformation and misinformation.

One of the laws proposed by the Democratic Party in 2021 seeking to amend
Section 230 is the Health Misinformation Act. This legislation states that social media
companies would lose Section 230’s liability protections if their algorithms promote
health misinformation (Health Misinformation Act, 2021). The act uses the Department
of Health and Human Services (HHS)’s definition of misinformation, which they define
as incorrect or misleading information that differs from available evidence (Murthy,
2021). While misinformation is not illegal in the U.S., by these standards, if an
interactive computer service provider promotes or does not remove health
misinformation, it will now be held liable for the misinformation. The Democratic party
introduced this act to slow the spread of harmful misinformation. Slowing the spread
of false information during a crisis like the COVID-19 pandemic can help prevent more
harm. For instance, misinformation about the spread of COVID-19 was prominent
during the height of the pandemic, complicating the public health response to the
pandemic (Cho & Gallo, 2021). If misinformation laws were implemented, there may be
less harm spread resulting in a better public health response. However, this legislation
raised a lot of backlashes from the Republican party and technology companies.
Technology company executives claim that altering Section 230 can harm free
expression online (Reuters Staff, 2021). Although this bill has not been implemented
into law, it is an example of possible changes that can come to Section 230 and that
legislators are working to change it. Overall, the question of whether the government
should take action to address misinformation is one that is currently being discussed.

Outside of legislative change, there have been other efforts to help control
disinformation and misinformation. These include various committees, boards, and
even collaboration with social media companies. In 2019, the Department of Homeland
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Security (DHS) created the Foreign Influence and Interference Board to gain
intelligence about disinformation created by foreign actors, including COVID-19 and
election information (Klippenstein & Fang, 2022). Moving into 2020, platforms were
called up by the government to process and respond to reports of misinformation and
disinformation (Klippenstein & Fang, 2022). Under President Biden, work had continued
to slow the spread of false information with the Misinformation, Disinformation, and
Malinformation team that now also focuses on various types of information
domestically, in addition to the international intelligence collected (Klippenstein &
Fang, 2022). In 2022, the Disinformation Governance Board was introduced as a means
of studying and coordinating best practices in combating harmful effects of
disinformation. However, following intense backlash from Republicans, it was
subsequently disbanded. The board faced criticism across the political spectrum as
many questioned why the government should oversee determining what is correct and
incorrect, even questioning if one could trust the government to make that
determination (Klippenstein & Fang, 2022). Although these teams made to combat
disinformation and misinformation have been put to an end, it shows the potential for
greater commitment to control the spread of this content, and that there may be
alternative ways to monitor disputable content other than the creation of new laws.

Disputable Content: Hate Speech

In 2021, 41% of Americans experienced online harassment (“Online Hate”, 2021).
Despite this, The United States has no agreed upon legal definition of what
constitutes hate speech. However, as established earlier, it is generally seen as a
form of expression that humiliates or incites harm/hatred against people on the basis
of race, religion, and other forms of identity (“Hate Speech”, 2023). The First
Amendment protects hate speech, even if it becomes offensive or hurtful, and
especially if it revolves around public matters (“Hate Speech”, 2023). The protection
of this type of speech is exemplified by the case of Snyder v. Phelps. This case
concerned the picketing of a military funeral with signs criticizing the U.S. and U.S.
soldiers, resulting in emotional distress for the father of the soldier whom the funeral
was for (“Facts and”, n.d.). The Supreme Court ruled that speech like this was
protected since it spoke on public concerns, ultimately setting a precedent of hate
speech being protected under the First Amendment (“Facts and”, n.d.). However, as
mentioned above, there is some speech that is not protected under the First
Amendment. This speech includes imminent criminal activity that targets specific
people or groups, the distribution of child pornography, and expression related to
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obscene speech (“What Does”, n.d.). Since parts of hate speech are protected by the
First Amendment, there is little legislation regarding its moderation, resulting in the
moderation of hate speech online to be minimal as well. (Hate Speech, 2023).

Section 230’'s provisions allow social media platforms to regulate however they
see fit, since it does not require platforms to moderate anything other than illegal
acts. While the government may not be able to create legislation, they can, however,
pressure platforms to regulate their own content. At the threat of legislative action
and public pressure, social media companies like Twitter and Facebook have started to
make changes themselves. Some examples of this are seen in the form of Facebook’s
Oversight Board, which acts similarly to a judicial body, making appeals to the
platform’s moderation rules (“Online Hate”, 2021). Twitter Has also started banning
political ads in response to pressure from the government (“Online Hate”, 2021).
Although platforms are trying to police themselves, Americans are still being
harassed online, resulting in 81% wanting platforms to moderate hate speech (“Online
Hate”, 2021). While companies can try and create change themselves, their methods
are not always effective in controlling hate speech due to bias, lack of training, and
even inadequate tools that result in the public wanting the government to step in.

The moderation of hate speech needs to be implemented whether that be
through legislation or self-regulation by companies. What is said online can spill into
the real world and cause harm. For example, Robert Bowers regularly posted on Gab,
a platform popular amongst right-wing extremists, anti-Semantic and neo-Nazi
comments. He then killed 11 people at a synagogue (Guynn, 2019). It is important to
try and control harmful speech online so that users are protected both online and in
person.

Disputable Content: Extremism

In the U.S,, there is also limited legislation addressing online extremism.
However, there have been many calls from both political parties to alter Section 230
regarding violence and terrorism. Legislation, Supreme Court cases, and even pressure
from the government are all methods that the government has employed to try and
regulate extremism online.

One proposed piece of bipartisan legislation that was introduced is the 2021
“See Something, Say Something” Online Act. The See Something, Say Something
Online Act would require interactive computer services to submit a Suspicious
Transmission Activity Report (STAR) to the Department of Justice (DOJ). If a user
finds a post, message, comment, etc. that assists a major crime, then the platform
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must report that finding to the DOJ. (“Something, Say”, 2021). A “major crime”
includes any federal criminal offense including extremism. This proposed bill would
make companies liable for what is posted on their platform if it assists a major crime,
and that post is not reported to the DOJ. While this isn't an end all be all solution, the
bill does put more power into the hands of users on the platform to be able to report
content and forces platforms to moderate the flagged content or else they would be
held liable, and thus vulnerable to punishment.

Beyond legislation, there are two trials currently underway in the Supreme
Court that will be pivotal for how terrorism is addressed on social media in the future.
The proceedings for Twitter v. Taamneh and Gonzalez v. Google LLC started in
February 2023. Both cases stem from similar instances where families of a terrorism
victim have filed action against social media platforms claiming that it should be liable
for aiding and abetting terrorism since they did not take action to remove or prevent
the spread of terrorist content on their platforms (“Twitter v. Taamneh”, 2022).
These two cases will help determine if companies are liable for terrorist content that
is posted on their platforms, which has the potential to lead to the determination that
social media platforms are aiding and abetting terrorists should they not take
adequate steps to remove that content off their platforms.

In the case of Gonzalez v. Google LLC, Reynaldo Gonzalez sued Google through
the Anti-Terrorism Act. He claimed that YouTube’s algorithm aided in the 2015 Paris
terrorist attacks that took the life of his daughter by recommending ISIS recruitment
videos to susceptible viewers (Lima, 2023). The lower courts ruled against Gonzalez,
determining that Section 230 protected online providers since ISIS were the ones
producing the video, not Google. However, Gonzalez is alleging that through their
algorithmic content sharing, these platforms are recommending ISIS content and
videos. While this is not necessarily production of the video, Gonzalez is claiming that
by pushing certain videos to users, the platform does have some hand in terrorist
recruitment, thus aiding in terrorism (Robertson, 2022). The Supreme Court will have
to determine if the algorithms that determine video or content recommendations to
users are protected under Section 230 or not. The implications of this case can,
according to the policy director Prateek Waghr at the Internet Freedom Foundation in
India, set precedent for the entire world (Elliott & Cameron, 2023). Waghr argues that
if a change occurs in one country, it is used as reasoning to implement that same
change in other countries (Elliott & Cameron, 2023). Following his logic, if Section 230
is changed drastically or even abolished, then companies will apply the same changes,
not just to the U.S. market, but to markets all around the world (Elliott & Cameron,
2023). In addition, the Internet Society’s CEOQ and president Andrew Sullivan argues
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that if the court rules in a way that will weaken Section 230’s liability protections,
companies will be more vulnerable to lawsuits, leaving only large companies like
Google and Facebook surviving (Elliott & Cameron, 2023). The outcomes of this case
can affect the social media companies and users both domestically and internationally.

Unlike Gonzalez v. Google LLCI, which questions Section 230, Twitter v.
Taamneh concerns the 2016 Justice Against Sponsors of Terrorism Act (JASTA). To be
successfully sued under JASTA, the platform had to have knowingly aided and abetted
an act of terrorism (Millhiser, 2023). The plaintiff, Mehier Taamneh, is arguing that ISIS
used Twitter to promote their views and recruit members (Millhiser, 2023). The
challenge with this case is the issue of how to read JASTA - narrowly or broadly. If
the justices were to read JASTA narrowly, plaintiffs would have to prove the platform
aided and abetted a specific attack (Millhiser, 2023). This narrow reading requires
proof that a large company knew about a very specific attack, which may be harder
to prove. Conversely, if the court were to read the law broadly, then the issue can
result in businesses being conscious about aiding and abetting any crime and can
prevent them from carrying out normal business practices (Millhiser, 2023). For
instance, a business may have sold a product like a weapon to a person and then that
person commits a crime with the product. The fear is that if JASTA is read too
broadly, businesses can be held liable for aiding in a crime since it was committed with
their product. The same logic can be applied to social media platforms as well,
effectively impacting Section 230’s liability protections. Thus, a broad reading can lead
to increased surveillance of customers, in addition to making business harder to
operate (Millhiser, 2023). The outcome of this both cases will ultimately determine
platforms are held liable for terrorist content online, putting Section 230’s liability
into question.

In addition to laws and court rulings, the government can pressure social media
companies to regulate disputable content. For example, at the pressure of Congress
and the UN, Facebook’s Dangerous Individuals and Organizations (DIO) list was created.
The DIO is a list of individuals and organizations that have a history of extremist
activities on Facebook, and are subsequently banned from the platform (Biddle, 2021).
While this addition to Facebook’s Community Standards saw restrictions on certain
groups, it can harm marginalized communities, as it targets aspects like religion
(Biddle, 2021). In fact, much of online counterterrorism is left to the platforms and
other outside experts, and in 2016 the “Madison Valley Wood" project was established
(Clifford, 2021). Here, social media companies like Twitter, Google, and Facebook met
with government officials who encouraged platforms to help with counterterrorism
(Clifford, 2021). Due to the companies’ morals and incentives from the government
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(private and public partnerships) the ‘Big Four' - Google, Microsoft, Facebook, and
Twitter - started to remove accounts from their platforms that promoted terrorist
activity. This collaboration resulted in the 2017 creation of the Global Internet Forum
to Counter terrorism (GIFCT) (Clifford, 2021). This group of companies was now able to
work together and manage their platforms regarding extremist content. Since
legislation has been hard to pass, the government has started to outsource ways to
regulate disputable content, which has seen some success.

Although there have been multiple proposed reforms regarding hate crimes,
terrorism, and other harmful acts online, Section 230 has not been changed in any
meaningful capacity. However, with Supreme Court cases and more legislation being
proposed, change needs to happen. However, how that change will occur is still
contested.

Strengths and Shortcomings

The U.S. has tried to control disputable content in various ways and has seen
SOme successes:

e Section 230 protects interactive computer services and other users from being
held liable for what is posted on their platforms and thus preventing large
lawsuits against these companies.

e Section 230 protects freedom of expression and speech online.

e Collaboration with social media companies has resulted in some successes.

However, Section 230 does not address any specific issues regarding content
moderation except for federal crimes like sex trafficking and copyright. And even
when reform does occur, figuring out how to best balance regulation and free speech
is a topic of debate because violating the First Amendment renders any reform non-
applicable. For example, the 2018 Flight Online Sex Trafficking Act and the Stop
Enabling Sex Traffickers Act (FOSTA-SESTA), was signed into law by President Trump.
FOSTA-SESTA was introduced so that platforms can be held liable for unlawfully
promoting trafficking and prostitution (“Allow States", 2017). This is one of the only
amendments that has removed Section 230’s immunity protection for interactive
computer services. However, this change has come with many complaints from
citizens. They argue that this change is an infringement on the First Amendment since
it takes away a space from sex workers to promote and discuss their work, showing
how reforms toe a fine line between content moderation and censorship (Juecic, 2022).
Although FOSTA-SESTA has not been ruled unconstitutional, the uproar caused by the
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amendment does not bode well for future reforms, as it only pertains to explicitly
illegal content. The likelihood of disputable content is therefore more likely to be
difficult when there is such controversy over FOSTA-SESTA.

This leaves many gaps in legislation and fails to attribute any responsibility to
online providers in terms of the moderation of their content. As discussed, there have
been many reforms introduced and multiple challenges in courts, especially regarding
content such as misinformation and extremism. Despite efforts, there have been
shortcomings of how the U.S. is running content moderation:

e Section 230 does not address extremism, dis/misinformation, and other forms
of disputable content.

e Little to no reform to change Section 230 even when politicians on both sides
of the aisle want change.
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Taiwan

Taiwan, officially known as the Republic of China (ROC), is an island situated
southeast of the Asian continent. Before its recognition as a democracy in 1987,
Taiwan was controlled under martial law during a period of authoritarianism where all
public communications were strictly controlled by the government (Southerly, 1987).
Following the end of authoritarianism was a transition into democracy, where the
people valued freedom of speech highly. Freedom of speech is the key to Taiwan's
democratic transformation and is an important core value in the further development
of democracy in the country. The Taiwanese government sought to protect this right,
as observed in its strong protection of civil liberties (“Taiwan: Freedom", n.d.). In order
to highlight the meaning and value of freedom of speech, in 2016 the Executive Yuan
also established April 7 as ‘Freedom of Speech Day’ (“Important Policies”, 2017).

As speech is protected in public the internet is similarly free. That has not
come without issues, leading to Taiwan seeking to moderate online content (“Taiwan:
Freedom”, n.d.). Content moderation is an increasingly important sector as more and
more people rely on social media for information. In fact, when it comes to using
social media as a primary news source, 45% of people in Taiwan use Facebook, and
another 40% use YouTube for news (Lin, 2022). However, as censorship is rarely
practiced and the country lacks specific laws pertaining to content moderation,
transparency, and reliability, there are concerns over the lack of oversight for
government and law enforcement removal requests (“Taiwan: Freedom”, n.d.).

Without a specific law requiring social media platforms to regulate content, the
National Communication Commission (NCC), the highest authority of information
transmission in Taiwan for making the communications and media industry
administratively neutral, announced the draft of the Digital Intermediary Services Act
(DISA) in 2022 (Nagra, 2022). While it is still in the works, the DISA would govern and
outline the responsibilities of online intermediaries such as social media platforms,
internet service providers, and e-commerce websites (“General Description”, 2022).
The act offers a framework for safeguarding the rights of both intermediaries and
users by establishing a safe harbor mechanism, as well as requiring that platforms
produce regular transparency reports about content moderation (“General
Description”, 2022). The DISA would further require intermediaries to delete any
content that is illegal, or activities such as services related to information that
violates the law when it is reported to them or brought to their knowledge. However,
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it does state that intermediaries are occasionally exempt from responsibility for user-
generated content (“General Description”, 2022).

The draft of the DISA was sent back to the NCC and has yet to be passed by
the Legislative Yuan, the unicameral legislature of Taiwan in charge of passing laws
and supervising the executive branch. There are several reasons why the DISA has
not been able to be established successfully thus far. First, Article 18 in the draft
states that if a digital intermediary service provider believes that the information
being transmitted or stored at the user's request is untrue, illegal, or violates the law,
the provider may ask the court for an information restraining order and/or issue a
temporary warning to the user about the information. (“General Description”, 2022).
The information restraining order is a court order compelling a provider of digital
intermediary services to delete, limit access to, or take other steps to strike a
balance between the right to free speech and public interest (“General Description”,
2022). The Legislative Yuan is concerned that the definition of illegal content is
unclear, and the role of each agency has not been investigated and discussed with the
Judicial Yuan, Taiwan's highest court that interprets the country's laws and the
Constitution, since both must collaborate to institute the criteria and definition.
Second, the court has not yet ruled against misinformation because it may be too
difficult if the authorities first request the addition of a warning label since there is no
legal definition and criteria for misinformation. Lastly, because social media platforms
are aware of the provisions related to illegal content, it may result in a tendency to
delete large amounts of content to avoid being penalized; although the draft does not
currently include an analysis of the impact on implications pertaining to freedom of
speech (Zhou, 2022).

After holding various public draft briefings with relevant industries, civic
groups, experts, and academics, the NCC said it will keep in touch with all sectors to
foster agreement as any internet-related legislation must fully take into account the
viewpoints of numerous stakeholders, otherwise, the rights of a party will be
negatively affected or the rights of another party could be infringed upon (“NCC
collects”, 2022). However, the DISA is not the only legislation to deal with content
moderation specifically, there are still other related methods that the government is
taking to work on these issues while the DISA is being drafted and worked through.

Disputable Content: Disinformation and Misinformation

Currently, Taiwan does not have specific regulations for misinformation on
social media platforms, although they have instituted policies to regulate
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disinformation. As Taiwan has enjoyed the freedom of speech following its prolonged
period of authoritarianism, they have also come to discover the various problems that
arise with "the right to the freedom of public information" (Rickards et al., 2019). With
fake news posing a serious issue, and creating problems regarding national security,
the Taiwanese government has been rapidly implementing Legislation in order to
combat the rise of disinformation on social media. Three pieces of legislation have
been amended or created and passed by the Legislative Yuan to address these
concerns.

In 1995, the government promulgated the Presidential and Vice-Presidential
Election and Recall Act, which states that anyone spreading rumors by text, picture,
videotape, or other methods shall be condemned to fixed-term imprisonment of no
more than five years if the election is affected and there are damages to the public
(Blanchette et al., 2021). The law is a crucial part of Taiwan's democratic system,
aiding in ensuring the fairness and integrity of presidential elections while allowing for
accountability in the event that the President or Vice President fails to perform their
duties (“Information about”, 2020). In this act, the term "rumor" or "false" refers to a
"fabricated word" or "fiction" whose content is intentionally fabricated; the term
"damage" refers to harm brought on by another person's influence over the outcome
of a presidential election (“Publications”, 2012).

In response to COVID-19, Taiwan has been actively combining and proposing
various measures, particularly in the enactment of the Special Act for Prevention,
Relief and Revitalization Measures for Severe Pneumonia with Novel Pathogens, to
give the government access to pertinent measures for epidemic prevention,
treatment, and planning (“Does spreading”, 2020). Under Article 14 of this act, anyone
who spreads false information or rumors about infectious disease epidemics that harm
the general public or others will be penalized (Blanchette et al., 2021). The penalties
specified by the regulation include fixed-term jail, detention, and other punishments,
in addition to fines of up to NT$ 3,000,000 (Blanchette et al., 2021). Although these
regulations are able to punish people who spread disinformation on the internet, they
are not capable of prohibiting people from disseminating disinformation on social
media platforms, nor do they require platforms to moderate and delete disputable
content because of the lack of content moderation law (“General Description”, 2022).

These amendments aren’t the only protections in place that combat
disinformation, as the government also works with the Taiwan FactCheck Center
(TFC). The TFC is an NGO that performs fact-checking of information related to public
affairs. The center uses representative fact-checking systems from overseas to
remain neutral and avoid being affected by other factors during the process
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(Verification Criteria, 2022). The organization collectively decides with the internal
members on the ‘to-be-checked’ items after a meeting, and the fact-checking report
will be verified by at least three checkers who work in TFC before publication.
Furthermore, the information is made public so that people are able to self-check or
provide new information.

Disinformation is taken seriously by the government, demonstrated by their
efforts to create methods for stopping the spread of disinformation by instituting
DISA and cooperating with the TFC to filter the disinformation. However, the existing
legal system does not clearly distinguish between malicious disinformation and
accidental or unintentional misinformation. For example, Article 14 of the Special Act
for Prevention, Relief and Revitalization Measures for Severe Pneumonia with Novel
Pathogens and Article 90 of the Presidential and Vice Presidential Election and Recall
Act both established fines for disseminating rumors or false information that will harm
the public. An important distinction made by both articles explains that if the content
is intentionally fabricated then there is reasonable suspicion, whereas if it is
disseminated or distributed under the mistaken belief that it is true then there is no
intent to violate the law (Guo, 2012). However, it is difficult to prove that a person
subjectively had the intention of knowingly and maliciously disseminating false facts
to the public in a court of law, which is a key criterion to judge the crime. Without
uniform criteria, the judges’ definitions of intentionally spreading disinformation or
standard of judgment are different, it is extremely difficult for judges to determine
whether the defendant violated the law. Additionally, in order to meet Taiwan’s strict
legal definition of disinformation, it must meet three conditions: being fake,
maliciously motivated, and creating harm to individuals, organizations, or social order,
which might be difficult to prove and further hold people accountable. Although the
law is not targeting social media platforms, it can still help moderate content by
regulating users’ inappropriate comments on the platforms and indirectly achieve the
purpose of decreasing the dissemination of disinformation on social media.

Disputable Content: Hate Speech

Taiwan's legal system still notably lacks any regulations specifically governing
hate speech because people remain committed to ensuring freedom of speech, making
it very difficult for the government to institute policies to fight hate speech.
Furthermore, Taiwan is a very small country with a smaller and more homogenous
demographic compared to other countries, so although the law does not specifically
pertain to hate speech, there are still some parts of the law related to it.
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General references to hate speech can be found within some Taiwanese
legislation. In order to maintain public order and ensure social peace, Taiwan
implemented the Social Order Maintenance Act in 1991. Article 63.5 of the act
stipulates that "anyone who spreads rumors sufficient to affect the public peace"
shall be punished (Social Order Maintenance Act, 1991). The term "rumor" refers to
fabrication without factual basis and without a reason, and whoever disseminates
rumors will be fined a maximum of NT$30,000 or detention of up to three days (Social
Order Maintenance Act, 1991). Another policy related to hate speech is the Civil
Servants Election and Recall Act, which was amended in 2020 to include punishment of
imprisonment for five years for those who "spread false information through text,
images, videos, audios such that it causes individuals or the public to suffer a loss”
(Blanchette et al., 2021). However, the main goal of this amendment was to prevent
obstructing both election and recall, rather than hate speech specifically. Because
these two amendments pertain more to disinformation, there are gaps in laws that
moderate hate speech at large. Future laws may address this gap, or laws being
drafted could extend to regulate hate speech such as the DISA bill.

Like the disinformation section, it is extremely difficult for the court to
speculate whether a person had the intention of spreading rumors or not, especially
considering that no law directly regulates hate speech. Moreover, many have brought
forward the criticism that because Taiwan protects freedom of speech, hate speech in
most situations has no legal liability and is therefore not able to be regulated. Civil
society has been arguing that the government should not only protect freedom of
speech, but not allow hate speech to violate human rights. Currently, the better way
to reduce hate speech disseminated on social media, in most cases for Taiwan, is to
rely on self-restraint, and be aware of what is being commented on or spread across
platforms (Yang, 2020). However, if the government were to establish stronger
legislation defining and/or regulating hate speech in the future, this could then serve
to strike a balance between freedom of speech and hate speech.

Disputable Content: Extremism

In Taiwan, like hate speech, there is no law specifically targeting extremist
content, but terrorist activities have been monitored under the Communication
Security and Surveillance Law amended in 2018. Article 7 of this legislation specifies
that in order to prevent national security from being jeopardized and to maintain
social order, law enforcement agencies may issue an interception warrant to monitor
communications in order to collect intelligence from foreign powers or overseas
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hostile forces (“The Communication”, n.d.). The government defines ‘foreign powers’
or ‘overseas hostile forces’ as an organization whose purpose is to engage in
international or cross-border terrorist activities, and ‘communication’ as sending,
saving, transferring, or receiving symbols, words, photos, audio, or other sorts of
information (“The Communication”, n.d.). If a person who has a Taiwanese address has
communication that may endanger national security, Taiwanese authorities can
request an interception warrant from the specialized judge of the High Court at the
location of the national intelligence agency to surveil communication activity. The
information obtained must only be utilized for intelligence gathering for national
security, but if any illegal contents are discovered then the information must be
turned over to the Judicial Police, Judicial Yuan, or Military Judiciary for processing in
compliance with the law.

The government also promulgated the Anti-Infiltration Law in 2020 to protect
Taiwan from infiltration and interference from foreign hostile forces, to maintain
social stability, and to safeguard national security (Formulating Anti-Infiltration Law,
2013). The government defines ‘foreign hostile forces’ as nations, political entities, or
organizations that conflict with Taiwan or that support violent tactics to jeopardize
Taiwan's sovereignty (Formulating Anti-Infiltration Law, 2013). Article 3 of the law
stipulates that no person may receive instructions from foreign hostile forces or be
given authority to participate in referendum-related activities (Blanchette et al., 2021).
Further, those who violate the provisions risk being sentenced to a fixed-term
imprisonment of no more than five years and fined no more than NT$10 million
(Blanchette et al., 2021). In this way, the government can prevent foreign hostile
forces from entering government organizations and affecting Taiwan’s national safety.
Historically, the Taiwanese government has not yet successfully legislated laws
related specifically to terrorism. With the lack of specific laws, it is almost impossible
for the government to require social media platforms to remove content related to
terrorism. While Taiwan’s current legislation pertains more specifically to the
surveillance of terrorist communication rather than regulating terrorism content,
there may be room for regulation to expand and moderate extremist content in the
future. However, for now, the only moderation method related to terrorism the
government is able to conduct is surveillance.

A major criticism of the Communication Security and Surveillance Law is that
the information that can be obtained by the police through a warrant includes both
‘communication recorder’ and ‘communication user information’, but ‘communication
content; is not included. Here, a ‘communication recorder’ refers to telecommunication
numbers, communication time, usage IP, mailbox, or location information generated by
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the telecommunications system, the communication user information means the user’s
name, ID number, and address, and the communication content means any content
that has been communicated (Yang, 2022). However, in the past, police agencies have
often requested platforms to provide ‘communication content’ by means of a warrant
to detect crime and monitor terrorist activities in which privacy information may be
compromised (Yang, 2022). The Communications Security and Surveillance Act
prohibits the retrieval of material from communications that have "ended in the past,"
regardless of whether that content has been transformed into a file such as a
conversation record or fax picture, or kept on a computer or server (Yang, 2022). This
makes it very difficult for authorities to monitor and moderate extremist content
without the permission of the law. Taiwan has devoted itself to preventing terrorist
activities from invading the country, but Taiwan also has the opportunity to institute
better laws for transparency on content and communications and decrease the spread
of terrorism.

Strengths and Shortcomings

Although Taiwan has not yet passed a law specifically targeting content
moderation, they still have some significant successes in terms of managing the
internet world. The government has been working on strengthening other related laws
and cooperating with third parties to prevent disputable content from spreading on
the internet without infringing on people’s freedom of speech. They have seen
varying successes:

e The institution of law regulating rumors and false sayings aims to prohibit
people from spreading illegal content on the internet by fining and imprisoning
them.

e By collaborating with Taiwan FactCheck Center, government and social
media platforms are able to provide more reliable information to people and
decrease the chances of being misleading.

e The mechanism for supervising the communication content of terrorist
groups helps reduce the chances of spreading terrorism information and
potential terrorist activities.

However, there is still room for improvement in content moderation for
Taiwan. It has been extremely hard for the government to enforce the
moderation of disputable content on social media platforms without a specific
law regulating it. Under these circumstances, the government is not able to
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protect public safety and prevent users from disseminating disputable content

over the internet. Despite its successes, it falls short in a few areas:

The lack of a content moderation law, beyond drafted legislation, leads to
governments not being able to require social media platforms to moderate
disputable content or delete illegal content.

Some existing definitions and criteria are ambiguous, particularly the word
intention, making it hard for judges to determine whether a person had the
intention to violate a law. This may serve as an obstacle to effectively
prosecuting people.

Taiwan is a country which considers freedom of speech a significant and
valuable right, which is why the government has a more difficult time
regulating disputable content since they must consider whether a law will
infringe on people’s rights.
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Brazil

The 1988 Brazilian Federal Constitution protects freedom of speech and press,
as well as guarantees broad access to information from many sources (UNESCO
Brasilia, n.d.). Free speech is not absolute as those who act abusively and cause
damages to others may be held criminally responsible for their actions (Galperin,
2014). Laws such as Brazil’s Racism Law and Anti-Terrorism Laws create boundaries to
Brazilians’ freedom of expression online. Brazil follows a civil code system—court
decisions do not establish precedent and are primarily dependent on existing
legislation. Over the past few decades, the nation has taken an active position in
democratically molding internet content moderation policy, passing landmark
legislation, and challenging large corporations in court. Brazil, especially with its
contested political landscape, is an important blueprint for democracies to study as it
addresses online misinformation, extremism, and hate speech.

Online intermediaries are serviced platforms that companies provide to host
user-generated content online. Brazil’s landmark online intermediary policy Marco Civil
da Internet (Law 12.965/2014) was drafted from 2003 - 2010. Initially conceived by
academic Ronaldo Lemos, various members of academia and civil society contributed
to its creation (Souza et al., 2017). Passed on April 23rd, 2014, Marco Civil da Internet
protects intermediaries from liability for content posted by users, except in cases
where a court order is issued. Marco Civil da Internet is similar in nature to that of the
United States’ Communications Decency Act Section 230, which removes the liability
of online intermediaries for user generated content. The removal of this liability
highlights Brazil’s original preference of leaving content-policing to corporations, while
deferring to civil litigation for user content disputes under the Marco Civil. By
affording limited liability to online platforms to moderate content and protecting
conditional free speech for users, the Marco Civil serves as a broad legislative
foundation for digital rights, but also depends on other statutes to punish potential
criminal online activity.

Article IV of Title Il Chapter | also broadly prohibits anonymity, which has been
used to remove the social app Secret from application stores for allowing anonymous
messaging (Galperin, 2014). While Secret seems to be an isolated incident in Brazil's
online space, freedom of expression and prohibition of anonymity seem to contend
with each other as users are guaranteed data privacy through the Marco Civil yet are
expected to tie their identity to their online activity (Rodriguez, 2015). Anonymity can
be used to shield harmful actors from criminal punishments, but also may be
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necessary to shield those of marginalized identities in online spaces where they fear
harassment due to their identity (Galperin, 2014). The question of anonymity
illustrates the challenges that Brazil currently faces in balancing free expression of
political ideas while trying to combat hate speech tied to identity politics that
heightens around election cycles.

Disputable Content: Disinformation and Misinformation

Disinformation and misinformation are not legally defined in Brazilian law. The
lack of legal definition creates a grey area around whether what users post
constitutes false speech, and on what grounds platforms should remove misleading
content. Brazil has recently contended with a large influx of contentious political and
health related online speech following the past three presidential elections and the
COVID-19 pandemic. Instead of facing scrutiny under specific misinformation-oriented
laws, users’ potential infractions are subject to criminal codes outlawing libel,
defamation, and disrupting elections (ITS Rio, 2021). Brazil’s Marco Civil is not meant to
detail what users are not allowed to post online, but rather that they are broadly
protected in what they can say. The Marco Civil leaves the takedowns of misleading
content up to the discretion of platforms, who also do not face liability for the
decisions they make. The COVID-19 pandemic and previous election cycles have
tested Brazil’s internet liability framework and shown it is not fully capable of
preventing health-related misinformation from spreading online.

Harmful misleading narratives about the COVID-19 pandemic have been spread
on social media platforms in Brazil due to a lack of accountability mechanisms for
users who post them, and for platforms who fail to remove them. Highlighting its
struggle to appropriately address the pandemic, Brazil has recorded nearly 37 million
cases over the three years since the pandemic began (Worldometer, 2023). Its leader
at the time, President Bolsonaro, was well known for spreading misinformation about
isolation procedures, cures, and the potency of the virus on social media sites like
Twitter and Facebook (Ricard, 2021). In turn, his supporters shared said messaging,
leading to a narrative that downplayed the severity of the virus’s effects. Despite
many platforms taking action to remove some of Bolsonaro’s claims, mitigating the
impacts proved more challenging due to the extensive size of his audience (Wagner,
2020). Bolsanaro’s messaging around COVID-19 highlights that social media sites in
Brazil are vulnerable to false, populist messages aimed at garnering a sense of
collective identity that are difficult to counteract under slow moving judicial
processes necessitated by the Marco Civil.
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Political misinformation has also tested the limits of the Marco Civil. In 2018,
pro-Bolsonaro actors spent almost $12 million Brazilian reais to send politically
charged messages to illegally obtained lists of users. The messages targeted the
credibility of political opposition (Mello, 2018). Platforms such as Telegram and
WhatsApp have become common tools for creating false political narratives, as the
platforms host private self-moderated communities. Narratives created on these
platforms were used by Bolsonaro supporters in 2018 and 2022 to both attack political
opponents and delegitimize unfavorable election results (Cryst et al., 2021). A lack of
legislation prohibiting this behavior allows for political elites to create distrust in
voting procedures, the judiciary, and in journalists who are not overly critical of
Brazil’s elections.

The greatest threat of foreign interference on Brazilian internet platforms
comes in the form of bots (Arnaudo, 2017). However, bots have been bought and
weaponized by domestic actors, such as 2014 presidential candidates Aécio Neves and
incumbent Dilma Rousseff. The bots spammed hashtags promoting their designated
political candidates and attacked their opponents on Twitter, Facebook, and
WhatsApp. Bot activity muddied online discourse surrounding the race by reaching
millions of users and spreading contentious narratives about either candidate. It has
since then become commonplace for domestic political actors to use bots leading up
to elections, aimed at flooding social media channels with seemingly real users posting
criticisms of politicians and election systems (Allen, 2018). After Rousseff was
reelected, her usage of bots came to light sparking public outrage, and in part led to
her impeachment in 2016. Botting by Neves’s and Rousseff’s campaigns highlighted
that those not in power are able to utilize false accounts to create misleading
narratives to their advantage. Current legislation does not yet outlaw creation of
false accounts, leaving public discourse vulnerable to future bot attacks.

A reaction to the Marco Civil da Internet is policies drafted by left-leaning
reformist politicians that punish companies for allowing content that may be false or
misleading in a political or medical context. One of the more notable examples of this
type of proposal is the Brazilian Law of Freedom, Responsibility and Transparency on
the Internet, otherwise known as ‘the Fake News Bill’, which was drafted during
President Bolsonaro’s tenure between 2019 and 2022 but is stalled today. The Fake
News Bill would require platforms to disclose their internal takedown procedures, as
well as monitor and enforce takedowns on violations outlined by a Council for
Transparency and Responsibility on the Internet. Noncompliance would subject
platforms to a warning and a fine of up to 10% of a company’s annual income (Draft
Bill No. 2.630/2020). Left-leaning politicians felt that President Bolsonaro and his allies
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were exploiting Brazil’s broad freedom of expression protections by posting factually
incorrect stories online, which the Fake News Bill aims to curtail. The general criticism
of laws that require platforms to takedown speech deemed false is that it limits free
speech, and additionally are said to overreach by tying users’ federal identification to
their online activity (Lubianco, 2022). Of the Fake News Bill, Facebook claimed it would
“hinder [their] ability to Limit abuse on our platforms,” due to Facebook’s desire to
keep internal procedures used to identify and remove content private (The Times,
2021). By allowing third parties to view how platforms combat harmful content, they
argue that those who wish to post harmful content will learn to circumnavigate those
procedures. While the bill does detail useful provisions such as creating legal
definitions for social media terminology and suppressing advertising on platforms that
allow promotion of violence, it tries to accomplish too many policy goals in one piece
of legislation, jeopardizing its chances at passing Congress. Without focused
legislation on what is deemed misleading content and, therefore, allowable online,
users will continue to post misinformation on social platforms. A lack of succinct
provisions detailing misinformation continues the online climate that leaves misleading
content up long enough for harmfully false narratives to spread, like that of COVID-19
misinformation.

By allowing platforms to take down content at their own discretion, some
politicians argue that their free speech rights are not being upheld when their posts
are removed. In September 2021, Bolsonaro issued a provisional decree that would
limit platform’s safe harbor allowance of content takedowns, aiming to protect
political free speech and limit removals to only incitement of violence. Bolsonaro
likely aimed to remove platforms’ liability shields that allowed them to take down
Bolsonaro’s posts containing false claims about COVID vaccines (Biller, 2021).
Opponents of Bolsonaro and proponents of Brazilian election integrity claim this was
to allow him to continue to claim future elections are conducted unfairly (Perrigo,
2021). The decree was struck down in the Senate, which argued that it was too
sweeping a change without adequate deliberation and would completely alter the
framework of the Marco Civil da Internet (de Perdigao Lana et al., 2022).

Brazil's lack of disinformation and misinformation definitions leaves court
rulings up to broad criminal codes that were written in a time before the current
challenges of the online social landscape. Before a judge can issue orders for content
removal, disinformation remains online and gains traction, reaching mainstream
discourse and altering popular narratives. On the other hand, efforts to establish a
government structure which counters disinformation campaigns have begun in Brazil's
Judiciary. A new committee in the judiciary will support research into misinformation
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to assist the drafting of legislation and create counter-narratives of disinformation
and misinformation (Mega, 2022). Allocating more resources to the government will
assist platforms in identifying content they may wish to remove in a timelier manner
and help inform the public on related misleading narratives in lieu of related
Llegislation.

Disputable Content: Hate Speech

The Brazilian government has legislated against certain aspects of hate speech
including race, religion, and xenophobia in the late 1980’s and 1990’s, however it has
not since expanded on what constitutes hate speech and when platforms must
remove it. Brazil defines protections from insults referring to race, color, ethnicity,
religion, or origin in its Racism Law (Law No. 9.459/1997). This amends Law No.
7.716/1989, which details criminal punishments relating to the media publication of
discrimination or incitement of prejudice. The Racism Law can be used to jail violators
from two to five years in addition to a fine. It also penalizes conveying Nazi imagery
to disseminate the ideology, applying the same fine as above. Brazil deals with a high
volume of hate speech complaints despite these statutes. SaferNet Brasil, a civil
organization created to fight for human rights on the internet, has received more than
2.5 million hate crime complaints since 2006 (Cardoso, 2022). The University of Sao
Paulo research additionally states there is not a specific criminal act of using hate
speech online, only articles that address racial prejudice and violence against women
(Law No. 8.081/1990). Therefore, it is up to the individuals who experience hate
speech online to choose whether to pursue civil litigation as a recourse in defense of
“intimacy, honor and image”.

Furthermore, this legislation does not account for the evolution of hate speech,
which expands to include derogatory or threatening language directed towards
individuals based on their sexual or gender identity. Such online hate speech has
physical consequences such as increasing murders of LGBTQIA individuals, with Brazil
becoming the ‘LGBT Murder Capital of the World" (Strobl, 2017). Leaving individual
hate speech takedowns to platform discretion and court orders creates room for
harmful content to spread and affect users. The lack of specific government
guidelines highlights the gap in legislation targeting hate speech against those of
marginalized identities (racial, gender, sexuality, and religion) online, beyond the
country’s criminal statutes.
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Disputable Content: Extremism

Online extremism in Brazil has recently taken the form of terrorism and calls
for political violence. The Brazilian Anti-Terrorism Law of 2016 defines terrorism as
acts of prejudice based on race, color, ethnicity, or religion enacted to cause public
harm or general terror. Brazil aligns its foreign terror designations of organized
groups who enact violence against the public, such as ISIS and al-Qaeda, with the
United States’ (Counter Extremism Project, 2022). The U.S. Department of State’s
Antiterrorism Assistance Program provided training to Brazilian law enforcement in
2015, in part to prepare Brazil for potential attacks during the 2016 Summer Olympics.
Around that time, Brazil was threatened by pro-ISIS operatives on Twitter, and ISIS
propaganda was translated into Portuguese and disseminated on Telegram (Counter
Extremism Project, 2022). Between 2016 and 2018, almost a dozen individuals were
arrested and sentenced for recruiting and organizing online despite a lack of specific
legislation detailing criminal online terror-related activity, displaying the broad
application of Brazil’'s Anti-Terrorism Law in lieu of internet-specific anti-terror
legislation. In this case, existing legislation was able to prevent potential terror
attacks from occurring, but how the internet is used to incite terror and other
extremism, like violent political acts, has yet to be further defined in legislation.

Brazil's 2016 Anti-Terrorism Law provides language that does not specify
liability for content intermediaries; however, it is strong against actors who plot
terror acts and recruit online because of Article Ill's language criminalizing promotion
of terror organizations personally or through an intermediary (Law No. 13.260/2016).
The penalty for violating Article lll is imprisonment from three to five years and a
fine. The language also includes recruiting for, organizing, or providing assistance to
terror plots, which can be done through online messaging apps like when eight men
were arrested for sharing bomb-making videos in 2017 (BBC, 2017). Between the Anti-
Terrorism law and the Marco Civil, the lack of specific takedown or compliance
guidelines outlining how platforms should identify and takedown terror-related online
activity means potential terror-related content claims are subject to investigation by
Brazil's Federal Police Force and then handled by a judge at the request of the Public
Prosecutor’s Office or Police Chief (Article XI & Xll of Law No. 12.260/2016). Due to the
importance of carefully carrying out a terror investigation, it can take time for federal
investigators to collect evidence and present it to a prosecutor or judge before
content is ordered to be removed via court order.

There is the possibility that the Anti-Terrorism law could be weaponized
against domestic political extremists who do not hold power in the government, such
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as in the case of the recent January 8th attack on Brazilian Congress instigated by

Bolsonaro supporters. An indictment against 39 of the attack’s perpetrators claimed

that the Anti-Terror law could not be used against them, despite prior speculation

that it may (FitzGerald, 2023). Prosecutors are further attempting to tie Bolsonaro’s

recent online posts denying the results of the election to his supporters’ violent

actions (Alberti, 2023). The inability to charge January 8th rioters with terrorist acts,

however, may show that Brazil is unlikely to tie domestic political extremism to

terrorism through legislation. In that case, online incitement of violence in a political

context, such as Bolsonaro’s, would not be subject to the Anti-Terrorism Law. Skirting

the Law’s provisions against incitement of violence makes it more challenging to act

against extreme political speech within Brazil’s Marco Civil framework, because

platforms are not required to take down such content.

Strengths and Shortcomings

The passage of Marco Civil da Internet in 2014 has a profound influence on the

digital world, dictating how one of the largest nations in the world navigates an ever-

changing social landscape. The legislation succeeds in the following areas:

It promotes democratic participation in the drafting process of liability-defining
internet legislation.

It provides specific language on what data is protected for users, procedures
for requesting data by the government, and procedures for the government to
pursue content takedowns.

It serves as a foundation for future legislation to be drafted in response to
further modern challenges that Brazil may experience in the coming years.

Brazil has also taken steps to create government structures centered around

digital rights that support the drafting of content moderation legislation. Despite its

successes, it falls short in a few areas:

It does not create a detailed framework of what disinformation/misinformation
is or when it becomes harmful and must be taken down.

It fails to outline platform liability for allowing hate speech to propagate.

It does not expand on the 2016 Anti-Terrorism law, leaving broad authority for
state officials to act on what they deem to be online terrorist activity.

It lacks language addressing the usage of fake accounts used to mislead.

It does not explore the role of constitutionally prohibited anonymity in
platform creation and usage.
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Australia

Despite being one of the world’s geographically largest countries and
prominent democracies, Australia does not explicitly protect the freedom of
expression in their Constitution (Freedom, 2023). However, Australia has adopted the
International Covenant on Civil and Political Rights (ICCPR), which includes a section on
protecting the freedom of expression (Freedom, 2023). The implied guarantee of
freedom of expression through the ICCPR plus the lack of legislation that directly
impedes on it means that upholding freedom of expression in Australia is not an issue.
This relates to social media content since freedom of expression automatically allows
for all types of content to be posted unless there are explicit prohibitions against a
specific type, such as child exploitation imagery.

Australia’s recent efforts in regulating social media aligns with an overall
increased usage and presence of social media in Australian society (Hughes, 2023). As
of February 2022, approximately 83% of Australian citizens utilized social media,
compared to 58% in 2015 (Hughes, 2023). Facebook is the most popular media platform
in the country with approximately 28.4 million users, followed by Instagram with 26.4
million users (Hughes, 2023). The government’s attempts to increase regulation over
social media content and overall stance in regard to content moderation on social
media appears to focus on protecting online users from harmful content.

Australia began addressing the government’s role in content moderation with
the Broadcasting Services Act of 1992, which started the practice of content
moderation for online services in Australia (Department, 1992). The Broadcasting
Services Act set a precedent for future legislation by giving the government authority
over online spaces and establishing standards over what is permitted on them. The
main purpose of the Broadcasting Services Act was to protect Australians consuming
broadcasted media and utilizing broadcasting services, particularly children, from
encountering harmful or disturbing content (Department, 1992). Specifically, the Online
Content Scheme section within this legislation establishes the government’s ability to
regulate or restrict harmful content (Department, 1992). While this policy primarily
addresses moderation of explicitly illegal content such as child exploitation images or
terrorism, it plays an important role by setting the precedent for the government to
limit, restrict, and penalize other types of content. The foundation established by the
Broadcasting Services Act could also allow for future legislation relating to non-illicit,
but still potentially harmful content, or disputable content, to be enacted. With
regards to Australia's role in moderating disputable content, their strategies are still
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evolving, but there are proposed or passed pieces of legislation that are applicable to
different areas of disputable content.

Disputable Content: Disinformation and Misinformation

Australia has not currently passed legislation regarding disinformation or
misinformation on social media. However, as of January 2023, the federal government
announced the introduction of a new untitled piece of legislation that plans to address
both areas. These changes hope to decrease the amount of disinformation and
misinformation on major online platforms (Samios, 2023). The Communications Minister
stated this proposed act would give the Australian Communications and Media
Authority (ACMA) the jurisdiction to request the removal of content spreading
disinformation and misinformation on any online platform if companies do not
voluntarily remove it first (Samios, 2023).

The driving force behind passing this act relates to recent ACMA studies, which
uncovered a significant prevalence of misinformation in online spaces. According to
their research, approximately 80% of Australian adults encountered misinformation
regarding COVID-19, and 76% of adults thought online platforms should do more to
reduce misinformation (“Australia to”, 2022). These findings caused great concern
amongst government officials and prompted legislative action to hold social media
companies accountable for their role in spreading misinformation. The proposed
legislation was also inspired by the Digital Industry Group Inc (DIGI), an Australian non-
profit organization focused on digital advocacy, and their tightening of the voluntary
Australian Code of Practice on Disinformation and Misinformation in December 2022
(“Australia’s”, 2023). Members of DIGI include major platforms such as Google, Apple,
Meta, Twitter and Tik Tok, and these companies contributed to the voluntary code of
practice on how to handle misinformation (“Australia’s”, 2023). The similar
expectations between the existing DIGI code regarding disinformation and
misinformation and the proposed legislation would hopefully minimize pushback from
social media companies.

If the proposed disinformation and misinformation legislation were to pass, the
role of the Australian government in combating misinformation would be expanded
beyond content removal abilities. One proposed measure allows the ACMA to legally
request social media companies’ data and information on how they handle complaints
and removal of content (Samios, 2023). The proposed legislation would further
integrate the government’s role with company content moderation policies and work
towards more collaboration and transparency between the two entities.
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Another proposed measure would allow the ACMA to register, create, and
enforce new codes or industry standards if companies' own efforts to regulate
disinformation and misinformation are inadequate (Samios, 2023). The proposed
legislation would keep social media companies accountable and increase the
government’s involvement with future content moderation endeavors. One potential
example of a new standard within the proposed legislation is requesting the company
to create more resources or tools that help users identify and report disinformation
and misinformation content (Samios, 2023). However, since this legislation has not
officially passed, the effectiveness of enforcing new codes on social media companies
is unknown.

The untitled proposed act regarding the removal of content involving
disinformation and misinformation is projected to pass by the end of the year (Samios,
2023). This legislation would revolutionize Australia’s ability to moderate content on
the basis of disinformation and misinformation because there is no existing Legislation
that specifically addresses these issues. It would set a new precedent for the
government’s role in removing this content on social media and would give the ACMA
tangible steps towards combating it. However, the true effect, outcomes, and
application of the proposed legislation is still yet to be determined and it is unknown
on whether it would impact the presence of disinformation and misinformation on
social media within Australia.

Disputable Content: Hate Speech

Australia does not currently have legislation that addresses the challenges of
defining and moderating hate speech on social media. However, the Racial
Discrimination Act of 1975 is relevant to removing online content involving
discriminatory language due to a federal court case (Galexia, 2002). There are also
voluntary agreements regarding online safety which are applicable to hate speech,
but the government lacks the ability to actually enforce the guidelines.

While the Racial Discrimination Act does not explicitly address the ability of the
government to remove content on social media or define hate speech, it does ensure
that racial discrimination is not perpetuated or permitted in the country. Specific
language from this act includes protection from discrimination on the basis of race,
ethnicity, or place of origin (Racial, 1975). In terms of the act’s jurisdiction over
content, it covers any written, verbal, or visual material that is made available to the
public (Racial, 1975). The general nature of the act’s language allows it to be
interpreted and applied to a variety of scenarios, including online environments. The
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Australian Human Rights Commission (AHRC) specifically references utilizing the Racial
Discrimination Act’s complaint process as one way to resolve incidents of racism
online (Cyber, 2011).

The enforcement of the Racial Discrimination Act is the responsibility of the
Australian Human Rights Commission and the Australian court system. This legislation
operates on a complaint-based system where individuals who feel targeted by racially
discriminating language may file with the AHRC (Racial, 1975). If the complaint is not
resolved between the two parties, the complaint progresses into the court system
(Racial, 1975). The court decides the outcome and compensation, including monetary
funds, for the complainant.

Regarding the practical application of this legislation in an online context, the
2002 case of Jones V. Toben set the precedent. In this federal court case, it was
determined that a website denying Holocaust and targeting Jewish people was
unlawful (Galexia, 2002). The owner of the website was ordered to remove it and was
found responsible for perpetuating harm to Jewish Australians and promoting
offensive and disrespectful content. It was the first time this policy was applied to
online material (Galexia, 2002). This court case demonstrates the plausibility of
applying the Racial Discrimination Act to an online content, even though it was not on
a social media platform, and the act’s broad parameters allow for flexibility on what is
considered discriminatory content. While this process allows for a case-by-case basis
decision on racially discriminating language, it lacks a standardized set of outcomes in
terms of penalties.

The need for specific hate speech legislation aligns with research from the
eSafety Commissioner that found 14% of adults ages 18-65 were targeted by hate
speech in 2019 (Online Hate, 2019). The same study also found that people identifying
as LGBTQ, Aboriginal, or Torres Strait Islander were more likely to encounter hate
speech online (Online Hate, 2019). Besides conducting research on hate speech, the
eSafety Commissioner also created a set of voluntary guidelines through the Online
Safety Charter (Online, 2019). This charter helps social media companies address
online safety issues and creates responsibilities for companies. (Online, 2019). While
the Online Safety Charter created general parameters for social media content and
does not specifically focus on hate speech, it remains an important agreement
because it requires social media companies to adhere to certain safety principles and
could be applied to cases of hate speech. In addition to the Online Safety Charter, the
AHRC created a report on protecting human rights in online spaces that includes
guidelines and proposals for promoting online safety and reducing hate speech
(Background, 2013). Like the eSafety Commissioner’s guidelines, this agreement is not
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legally binding so cannot be enforced. While it is evident that guidelines around
reducing hate speech online exist in Australia, their effectiveness is limited because
they are voluntarily followed and are not official Legislation.

While the Racial Discrimination Act can address hate speech, it does fall short
because it is not clear how the government would hold social media companies liable
for hate speech on their platform. When surveying Australian adults, the eSafety
Commissioner found a majority supported more stringent measures for hate speech,
including passing legislation and increasing social media company liability (Online,
2019). The Racial Discrimination Act is designed for complaints filed against individuals
versus companies and it is unclear how a company's roles would be adapted to this
process if a complaint was filed against them. Part of the issue is the company’s role
as a third party in spreading hate speech since this is distinct from creating content.

Furthermore, the Racial Discrimination Act does not specifically define what
hate speech is, which could cause confusion over what language is considered lawful
on platforms—ambiguity is something that many countries are struggling with in terms
of content moderation, and Australia will certainly need to consider it when crafting
this legislation. While the eSafety Commissioner has a common definition of hate
speech, this is not reflected in any current legislation (Online, 2023). Overlap between
the content addressed in the Racial Discrimination Act and hate speech likely exists,
but without a clear definition of hate speech, it’s difficult to apply the act
overarchingly. Due to Jones V. Toben, it is reasonable to assume that the Australian
government may continue to utilize the Racial Discrimination Act to remove and
restrict content online, including on social media platforms. However, future
limitations or uncertainty regarding what content is regulated under this act may arise
because it does not explicitly address a company’s role or define hate speech. The
passing of voluntary agreements on hate speech created by the eSafety
Commissioner and the AHRC into law is another potential method of decreasing its
presence on social media and would formalize these current agreements.

Disputable Content: Extremism

Australia has legislation regarding online content and extremism, but it needs
to be expanded in order to regulate disputable content. This piece of current
legislation, the Criminal Code Amendment (Sharing of Abhorrent Violent Material Act)
was created to address extremely violent online content in response to the
Christchurch Massacre (Christchurch, 2020). The Christchurch Massacre occurred on
March 15th of 2019, leaving 51 dead and 40 injured. During the massacre, 17 minutes
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of the mass shooting at two mosques in New Zealand were broadcast live on
Facebook (Christchurch, 2020).

The Criminal Code Amendment (Sharing of Abhorrent Violent Material Act)
made violent online conduct a criminal offense (Abhorrent, 2021). The amendment
covers material in the form of images, audio, or video and the abhorrent illegal violent
material includes acts of murder, terrorism, torture, rape, and kidnapping (“Australia
can”, 2019). This amendment increased the obligations of individuals and online service
providers by requiring them to report violent content to the Australian Federal Police
within a reasonable time (Abhorrent, 2021). For reporting, it is acknowledged situations
differ so determining a reasonable time frame is contingent on the type and volume
of the material, and how many users reported it to the company (Abhorrent, 2021).
The obligation to report content is applicable to both individuals and companies who
encounter it, but the removal of abhorrent content falls solely on the content
providers (Abhorrent, 2021). It further specified that violent content includes anything
occurring in Australia, accessible through services found in Australia, or is hosted
through services found in Australia even if the company is located in another country
(Abhorrent, 2021).

The eSafety Commissioner of Australia is the enforcement agency for this law
and handles the reporting and removal process for violent content. The penalties
established differ for individuals or companies. For an individual who fails to remove
content, a fine of up to 2.22 million AUD and up to three years of prison time is
possible (Abhorrent, 2021). For companies, a fine of up to 11.1 million AUD or 10% of
annual company turnover may be imposed, whichever monetary amount is greater for
that company (Abhorrent, 2021). However, the amendment acknowledges certain
situations where individuals or companies were unaware of the violent content and
does not penalize them. It also does not hold companies liable for violent content
published that relates to law enforcement purposes, news and current affairs, or
public policy and research reasons (Abhorrent, 2021). The amendment only penalizes
those who were aware of the content, but failed to remove or report it (Abhorrent,
2021). However, it is difficult to prove whether the company was aware or not and the
eSafety Commissioner’s exact methodology and process for determining awareness is
not clear.

The 2019 amendment also falls short because it does not address liability for
certain extremist online content, such as inciting violence or recruitment into terrorist
organizations. The language of the amendment is solely limited to the illicit content
listed in the law. This creates gaps regarding the liability of individuals and companies
for the violent acts not listed and limits the jurisdiction of the eSafety Commissioner
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for penalizing this disputable content. There is not a current method for regulating
and reporting disputable content related to extremism, but the creation of the 2019
amendment demonstrates that the government is willing and able to place liability on
companies for illicit acts. While this legislation was designed to combat violent and
extreme content, it may face challenges in creating accountability for companies and
their role in the promotion of disputable content. It has, however, created a
foundation that future legislation may be able to expand upon should Australia decide
to do so.

Strengths and Shortcomings

Australia has proposed and passed content moderation related legislation that
seeks to address disputable content. This is demonstrated by proposed legislation to
reduce the presence of disinformation and misinformation, Australia’s willingness to
amend existing legislation, and placing liability on platforms for certain types of
content. These strengths have created a solid basis for the government’s content
moderation abilities and placing responsibility on the companies as needed. Their
strengths are as follows:

e The proposal of legislation specifically designed for combating misinformation
and disinformation highlights an understanding of disputable content and the
need for government involvement in minimizing it. This indicates a new interest
in creating Legislation to address recent trends in disputable online content.

e The amendment of the Criminal Code regarding online content showcases a
willingness to adapt current laws based on current needs and to help bridge
existing gaps. This indicates Australia’s understanding of current laws’
shortcomings along with the ability to recognize these areas of uncertainty
which prompts them to develop solutions.

e Proposed and passed legislation created penalties for companies not in
compliance. These accountability measures, whether new industry codes or
fines, demonstrate a commitment to holding companies accountable and placing
responsibility for certain content moderation on them.

While significant progress regarding content moderation in Australia has
occurred, there are definite areas for improvement to bridge gaps and clarify
uncertainties in current legislation relating to clarity of definitions and increasing
transparency around current moderation practices. Future legislation or amendments
involving these issues would strengthen the overall approach to content moderation
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by increasing the jurisdiction of the government and refining expectations for

companies. Despite its successes, it falls short in a few areas:

The lack of clear and specific definitions and legislation may increase the
government’s ability to address disputable content. Clarification is helpful for
enforcement agencies, such as the ACMA or the court system, in order to give
them a concise and singular reference point for what online content is not
permitted.

Gaps in legislation exist regarding the liability of companies for extremist
content that are not listed in the Criminal Code amendment. Penalties are only
issued in clearly illicit situations which allows for disputable content to remain
online without creating consequences for companies.

The process for determining whether companies were aware of content and
assessing their role in promoting it could become more transparent since the
discretion of enforcement entities is relied on for decisions. Since companies
are expected to voluntarily remove it, this makes discerning whether they
were aware or not difficult to prove.
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