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School of Engineering and Technology

Existing Secure Multi-Party Computation (MPC) protocols for privacy-preserving training
of decision trees over distributed data assume that the attributes are categorical. In real-life
applications, attributes are often numerical. The standard “in the clear” algorithm to grow
decision trees on data with continuous values requires sorting of training examples for each
attribute in each node in the quest for an optimal cut-point in the range of attribute values.
Sorting is a prohibitively expensive operation in MPC, hence secure protocols that mimic
the traditional decision tree training algorithm are very inefficient. In this thesis we propose
an alternative, more efficient strategy for secure training of decision tree based models on
data with continuous attributes, namely secure discretization of the data, followed by secure
training of a random forest classifier over the discretized data. In addition to mathematically
proving that the proposed approach is correct and secure, we experimentally evaluate it in
terms of classification accuracy and runtime on a variety of benchmark data sets. To the
best of our knowledge, our approach is the very first to privately train decision tree based
models with continuous attributes where the overall complexity depends only linearly on the

size of the entire training data set — contrary to existing sorting-based solutions.
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Chapter 1

INTRODUCTION

The rapidly developing field of machine learning has resulted in many beneficial applica-
tions that make life more convenient, and that can even save lives. Machine learning is highly
driven by data. People who want to use machine learning applications are currently often
expected to trust the service providers and disclose their personal data for a better service,
which puts people’s privacy in jeopardy. Recent scandals about data leakage and data abuse
are harming the trust between service providers and users. Laws and regulations are enacted
to protect people’s personal data, such as the GDPR, short for the General Data Protection
Regulation, on 25th May 2018, the CCPA, short for the California Consumer Privacy Act,
on 1st Jan 2020, etc. On the one hand, these laws are intended to protect people’s privacy;
on the other hand, they are challenging researchers and service providers to compromise and

find a balance between service quality and confidentiality.

Under these circumstances, privacy-preserving machine learning (PPML) has gained its
spotlight. PPML solutions draw on a variety of different techniques, such as Homomorphic
Encryption (HE), Differential Privacy (DP), and Secure Multiparty Computation (MPC).
Among those methodologies, we turn to MPC in this thesis. Compared with HE, MPC is
often more efficient, and it allows to obtain results with similar accuracy as in the clear,

i.e. on unencrypted data, unlike DP.

Privacy-preserving supervised learning can be divided in two tasks: (1) secure training of
a machine learning model over data that is distributed across multiple parties; and (2) secure
inference or prediction with an already trained model. In this thesis we are concerned with
the most challenging of the tasks, namely training. Recent advances in MPC-based protocols

for training of machine learning models over distributed data are primarily focused on secure



training of neural network architectures [25, 35, 8, 13, 22]. While deep learning is state-of-
the-art for tasks that relate to perception, such as computer vision and natural language
processing, in domains with structured information, the best results are often obtained with
tree ensemble methods, such as random forests and boosted decision trees [15]. The latter
also have the advantages of being faster to train and being easier to interpret.

Advances on MPC-based training of tree based classifiers are fairly limited. While there
is work on secure inference with pre-trained tree ensembles [21], work on secure training itself
is limited to the training of individual decision trees (DTs). Several authors have proposed
a secure version of Quinlan’s ID3 algorithm [26] for training DTs with categorical attributes
(features) [23, 34, 30, 14]. Existing proposals for training of DTs with continuous features
(36, 32, 3] are based on Quinlan’s C4.5 algorithm [27], an algorithm that involves sorting,
which is a time-consuming operation in the MPC setting.

We propose a new strategy for secure training of tree based models over data with contin-
uous attribute values. Our approach does not require sorting of attribute values, allowing us
to complete the training process in a much shorter time compared to any of the existing se-
cure DT training methods to date. Our technique relies on privacy-preserving discretization
of the range of attribute values.

After discretization, we apply a novel protocol mrg — which we propose in this thesis — for
secure training of a random forest (RF) of DT's over data with categorical values. To this end,
we extend de Hoogh et al.’s secure DT training algorithm [14] with a subprotocol for privacy-
preserving random feature selection, and a subprotocol for privacy-preserving sampling of
training instances. Combined with the secure discretization protocol mpsc, this allows us
to securely train RFs over data with continuous values. To the best of our knowledge, our
protocol 7gg is the first MPC-based protocol for privacy-preserving training of a random
forest with data distributed across multiple parties.

The remainder of this thesis is structured as follows. In Chapter 2, we recall concepts and
algorithms related to training machine learning models in the clear, i.e. in an unencrypted

manner, including the ID3 algorithm for training a DT [26] and the algorithm for training



a random forest [5]. Next, in Chapter 3, we provide a brief introduction to MPC, with
emphasis on the MPC primitives (cryptographic subprotocols) that we use in Chapter 4.
In Chapter 4, we present our new protocol 7grg for training a random forest securely with
training data that is distributed across multiple parties who can not, or do not want to,
disclose this data to each other. Among other things, we explain how we do bagging and
subspace sampling — both crucial parts of random forest training — in a privacy-preserving
manner. In Chapter 5, we present details about the implementation of mgrr in Lynx,! an
open source framework for PPML. Furthermore, we present an empirical study with running
time analyses gained from secure training of random forest classifiers on various benchmark
data sets with continuous feature values. We conclude the thesis and present directions for
future work in Chapter 6.

The results from this work will be submitted for publication as part of a paper:

Secure Training of Tree based Models over Continuous Data
Samuel Adams, Chaitali Choudhary, Martine De Cock, Rafael Dowsley, David
Melanson, Anderson Nascimento, Davis Railsback, and Jianwei Shen

In preparation, 2020

thttps:/ /bitbucket.org/uwtppml/lynx



Chapter 2
RANDOM FOREST IN THE CLEAR

2.1 Random Forest

Random forest is an ensemble algorithm, which is well-known for its “bagging” idea and
random feature selection technique [5]. Let S be a training set which contains n instances
(each with f features and one target class with ¢ possible different labels). For a random
forest model with m trees, the algorithm will sample the training set with replacement s
times independently before training each tree. To inject more randomness, the algorithm
also randomly selects k features to be used in each tree. The algorithm then trains m shallow
trees in parallel using these data sets. The random forest training algorithm is recalled in

Algorithm 1. The algorithm ID3 mentioned on Line 4 is explained in Section 2.2.

2.1.1 Bagging and Random Feature Selection

"Bagging” stands for “bootstrap aggregating”, which is used to improve the stability and
accuracy of machine learning algorithms. Usually, it is applied to decision tree-based al-
gorithms, like the random forest. In the context of the random forest training algorithm,
bagging helps reduce variance. Combined with the shallow decision trees of the random for-
est, it helps the random forest achieve low bias and low variance. Formally, given a training
set S of size n, uniformly sampling the set with replacement for s times, the probability that

one instance is not in the final set S’ is

p=(1- 5)8 (2.1)

In the special case when s = n, the probability is

1
et 1——”%
p=( n)

~ 0.368 (2.2)

Q|



Algorithm 1: Algorithm for Training a Random Forest Classifier.

Input : A set S with n training samples (each sample has f features and one
target class with ¢ possible classifications), the number m of trees in an
ensemble; the number of features £ used in each tree, the number of
samples s used in each tree.

Output: An ensemble of trees T = t1,ta,..., 1

1 for j < 1 tom do
2 Randomly select k of the f features of S.
3 Randomly select with replacement s samples S’ = iy, 1o, ...,i, among all samples

of S after features are selected.

4 Train a decision tree t; on S" using 1D3.
5 end
6 return 7' =ty,t9,...,t,

Thus, the probability for an instance to be sampled at least once is 0.632. This number
assures that with a high probability every instance would be sampled and used in a random
forest with multiple decision trees, while also promoting diversity among different data sets
that are created from the original data set with bagging. Indeed, each such data set would
contain only 63.2% of the examples of the original data set. Since the decision tree learning
algorithm (see Section 2.2) is an unstable algorithm, diversity in the data sets will lead to
diversity in the trees trained on those data sets, making the ensemble of trees (the random

forest) stronger as a whole.

In Chapter 4, we emulate the process of sampling of training examples through performing

matrix multiplication. To achieve this, one can generate a matrix M, representing the



sampling. For example, given a data matrix S with n = 4 instances and f = 3 features,

= W N
[ N N
N W NN =

selecting the 1st instance twice, and the 3rd and 4th instance once, can be achieved by

multiplying
1000
1 00 0
M, =
0010
0001
with S, to obtain
2 11
211
S'=M,x S = (2.3)
1 2 3
1 3 2

The idea of instance bagging is extended to “feature bagging”, which we call random
feature selection in this work. The difference with instance bagging is that random feature
selection is done without replacement, i.e. each feature is selected at most once. This process

can also be done by a matrix multiplication in practice. e.g., by multiplying

2 1 1
3 3 2

S =
1 2 3
1 3 2

with the feature selection matrix

10
Mfs - 01
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Figure 2.1: Decision tree representation [24]

to obtain

Sre =08 x My, = (2.4)

= =W N
w N W =

in which only the 1st and the 2nd feature are retained.

Typically, for a classification problem with f features, k = \/f features are selected.
2.2 Decision Tree and ID3 Algorithm

The decision tree is a highly explainable machine learning model. Decision tree learning
can be applied to both classification and regression problems. For a classification problem,
the representation of a decision tree is composed of the following contents: 1) each internal
node tests an attribute; 2) each branch corresponds to an attribute value; 3) each leaf node
contains a class label. An example of a decision tree is given in Figure 2.1.

One of the most crucial things in the decision tree classification problem is to find which
attribute should be picked in each internal node to split the data set according to its values.

Two criteria are usually adopted, the entropy and gini impurity. Assume that we have a



data set S with f categorical attributes and a class attribute with ¢ different values, i.e. there
are ¢ different possible class labels. The set of instances that have value v for attribute a is
given by:

Sa(v) = {i € Sli, = v} (2.5)

The entropy of S,(v) with respect to the class attribute is

C

H(Sa(v)) = Z —pilog, p; (2.6)

%

So the conditional entropy of S given attribute a is

sl = 3 P s, ) 27)

vevals(a)

In this work, we adopt the gini impurity instead because it is a huge cost to compute the

logarithm in our secure context.
Ie(p) =) piY p=1->_p} (2.8)
i=1 ki i=1

The ID3 algorithm [26] using the gini impurity as a split criteria is recalled in Algorithm 2.



Algorithm 2: ID3 Algorithm for Training a Decision Tree Classifier.

Input : A set S with n training samples, target attribute C with ¢ possible
classifications, attributes A
Output: A decision tree root R
1 Create a Root R node for the tree
2 if C has the same classification i then
3 Assign 7 to R
4 return R
5 else if Attributes A is empty, then
6 find the most common classification ¢
7 Assign ¢ to R
8 return R
9 else
10 find the best attribute a that classifies samples S by gini impurity
11 Assign a to R

12 for each possible value v; of a do

13 Add a new tree branch below R, corresponding to the test a = v;
14 Let S,,, be the subset of S with the value v; for a

15 if S,,, is empty then

16 find the most common classification

17 Assign i to R

18 return R

19 else

20 ID3(S,,,,Cu,;,A\{a})

21 end

22 return R
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Chapter 3
SECURE MULTIPARTY COMPUTATION

Secure multiparty computation (SMC/MPC) [19] is a subfield of cryptography, which
aims at creating procedures to help parties jointly compute the output of a function on
combined inputs without each party having to expose their private input. Unlike traditional
cryptographic methods that protect parties from adversaries outside the system, SMC focuses
on the corruption of parties inside the system. There are two types of corruption in SMC,
semi-honest parties and malicious parties. The former ones would be curious about others’
secrets but would follow the rules and send out messages correctly, while the latter ones would
transmit erroneous information at their own wills. Parties in our context are all semi-honest

parties.

3.1 Primitives

Addititive secret sharing. There are several secret sharing schemes, i.e., additive secret
sharing, Shamir’s scheme [31], Blakley’s scheme [4], etc. We adopt additive secret sharing
schemes. In this scheme, we typically choose a large integer p, and we assume that all inputs
belong to the set Z, = {0,1,...,p— 1} or can be converted to elements of Z, (see below for
conversion of real valued numbers to integers). Z, with addition and multiplication modulo
p define a ring. If p is a prime number, Z, with addition and multiplication modulo p define
a field. In this thesis, we will have protocols that work over a field and a ring. A secret
s € Z, can be shared among a number of m parties by giving a random element from 7Z,
to each of the parties subject to the restriction these elements add up to the secret modulo
p. Note that we must have p > m. For ease of explanation we will from now on focus on

the case of n = 2 and refer to the computing parties as Alice and Bob. Fig. 3.1 illustrates
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Figure 3.1: Overview of MPC based secure decision tree (DT) based model training. Each
of n data owners secret shares their own training data between two computing parties. The
computing parties engage in computations and communications to train a DT based model,
which is at the end revealed to the data owners. As an alternative to Step (3), our protocols
also allow for the learned model to remain hidden, i.e. secret shared between the computing
parties. In this case, when a new instance has to be classified, the new instance is secret
shared across the computing parties also, who then work together to each obtain secret shares

of the class label.

this scenario where n data owners secret share their data with m = 2 computing parties. It
should be noted that all protocols proposed in this paper can be extended to work for m > 2
computing parties with adequate substitutions for the 2PC-exclusive subprotocols Tiunc, Teq
and Tgeq.

Formally, given a secret x and n parties,
x = sz mod p (3.1)
i=1

In the special case when all the inputs are binary, as in zeroes and ones, we set p as 2. In

this case the secret scheme becomes

r=XOR}  z; (3.2)
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Converting to fixed-point representation. The protocols proposed in this thesis are
designed for training of decision tree based models on data with continuous feature values.
During the execution of the protocols however, operations are performed on additive shares
in a ring 7Z,, for some appropriately chosen integer ¢ and two operations, addition and
multiplication on it. In this work we mostly use ¢ = 2%, where ) is a positive integer.The
feature values x in R first need to be converted into values Q(x) in Zyr. To this end we use

a fixed point representation with two’s complement for negative numbers:

2X — 2% |z|] ifx <0
Q) = (3.3)

|27 - x| ifx >0
When converting Q(z) into its bit representation, it consists of A bits in total. The
first a bits from the right hold the fractional part of z, the next b bits represent the non-
negative integer part of z, and the most significant bit (MSB) represents the sign (positive
or negative). It is important to choose A large enough to be able to represent the largest
numbers produced during the protocols. When multiplying fixed point numbers, the number
of fractional bits doubles and must be truncated to remain in the proper range. Therefore, A
should be chosen to be at least 2(a +b). It is also important to choose b that is large enough

to represent the maximum possible value of the integer part of all x’s.

Arithmetic operations on secret shared values. Given secret shared values [z],
and [y],, and a constant ¢, Alice and Bob can trivially perform the following operations

locally,i.e., without exchanging messages:

e Addition (z = x + y): Alice and Bob just add their local shares of x and y. This

operation will be denoted by [z], < [z], + [y],-

e Subtraction (z = x —y): Alice and Bob subtract their local shares of y from that of x.
This operation will be denoted by [z], < [z], — [¥]4-

e Multiplication by a constant (z = cz): Alice and Bob multiply their local shares of
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by c. This operation will be denoted by [z], < c[z],

e Addition of a constant (z = = + ¢): Alice adds ¢ to her share x, while Bob keeps the

same share of . This operation will be denoted by [z], < [=], + ¢

Multiplication cannot be performed directly over shares. Additional assumptions are
needed. In our case, we achieve multiplication of secrets over shares by assuming a trusted
initializer (TT) that pre-distributes correlated randomness to the parties participating in the
protocol. This multiplication triplets technique was originally proposed by Beaver [2] and is
regularly used to enable very efficient solutions in the context of PPML (see e.g. [6, 11, 25,
29, 22]). The TI is not involved in any other part of the execution and does not learn any
data from the parties. In case a trusted initializer is not available or desirable, Alice and
Bob can simulate the role of the TI with Oblivious Transfer based correlated randomness
generation [25] or another available method, at the cost of additional pre-processing time.
We use the same protocol mpmm for secure (matrix) multiplication of secret shared values as
in [9, 16] and denote by mpy the protocol for the special case of multiplication of scalars and
mp for the inner product.

Truncation. When working with fixed-point representations over Z, with a fractional
bits, every multiplication generates an extra a bits of unwanted fractional representation.
Having a secure way to “chop off” the extra fractional bits generated by multiplication is a
requirement to work with fixed-point secret shares. In the two-party scenario, it is possible
to perform this truncation with a local probabilistic protocol — hereafter, myun— that with
overwhelming probability in the security parameter introduces an error of at most 1 [25].
Since all operations to compute mune are local, the performance overhead of truncating all
multiplication results with this method is essentially zero.

Semi-honest. In this work,we will consider a more general solution to multiparty com-
putation, where we remove the first two restrictions: we will consider any number n > 3
of players, and we will be able to show that as long as at most ¢ < n/2 of the players go

together after the protocol is executed and pool all their information, they will learn nothing
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more than their own inputs and the outputs they were supposed to receive, even if their
computing power is unbounded. We will still assume, however, that all players follow the

protocol. This is known as semi-honest or passive security.



15

Chapter 4
SECURE RANDOM FOREST CLASSIFIER

As is known, to train a random forest, we have to set the number of trees in the forest.
When training each tree, we can break the standard random forest training into three steps,
which are random feature selection, bootstrap sampling, and training a decision tree using the
ID3 algorithm. In the settings of our work, we rely on the SID3 protocol [14] as the underlying
protocol to train a decision tree securely. This protocol is derived from the ID3 algorithm,
which means that it can only deal with discrete data. Our strategy for handling continuous
data in this thesis is to convert them into discrete data, in a discretization preprocessing step.
To do this in a privacy-preserving manner, we use a dedicated MPC-based discretization
protocol mpjsc.

Moreover, the SID3 protocol also requires that its input is in a one-hot-encoding format,
which speeds up the computation in dot-product and set intersection. Thus, the secure one-
hot-encoding conversion should also be in the preprocessing. Then, what we need to do is
mimic the random feature selection and bootstrap sampling in a secure way. We propose
the new SMC-based protocol for secure training of a random forest classifier over continuous
data that is given in Protocol 3. Except for the existing SID3 subprotocol, there are four
major new building blocks: secure discretization (mpjsc), secure one-hot-encoding conversion
(monEe), secure random feature selection, and secure bootstrap sampling. This chapter will

cover all the details one by one.

4.1 Secure Discretization

Discretization or “binning” is a common form of data preprocessing, aimed at grouping

continuous or numerical values into a smaller number of bins. In this thesis, we use equal-
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Procedure 3: Secure Protocol 7rg for Training a Random Forest with Continuous

Data.

Input : A secret shared set [S] with n training samples (each sample has f
features), the number m of trees in an ensemble, the number of buckets p
for each feature, the number of features k used in each tree, the number of
samples s used in each tree.

Output: A random forest model [RF] = [t1], ..., [tm]-

(Offline Phase) The TI generates and secret shares m matrices F.SW, ... FSM™) of

Ju

size f-p x k- p, and m matrices SSM ..., SSM™ of size s x n
2 Discretize each feature of [S] into p buckets using protocol mpisc to get [Sqisc]

[Sone] + more([Saisc])-

4 for i+ 1 tomdo

w

5 [Sks] < momm([Sone], [FS]@).

6 [Ssr] < momm([SSTD, [Sks]).

7 Use msips to securely train a decision tree [t;] with the data set [Ssg].
8 end

9 return [RF] = [t1],. .., [tn]-
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width binning, which means that the range of values for each attribute is divided into a
predefined number p of bins of the same width. The computing parties work together to
discretize each feature (column) in the training data set S. Initially, all feature values in S
are secret shared across the computing parties. After the secure discretization, each party
owns secret shares of the discretized data set Sgisc, and each feature in Sy shares the same
number p of categories.

The basic idea behind equal-width binning is that for each feature, we calculate the
minimum and maximum of the feature values securely, based on which, we compute the
range of each bin and the threshold of each bin. Formally, let D be a vector containing the
original attribute values (e.g. the ages of all the users in the data set). The range of D is
bounded by the smallest and the largest value occurring in D, i.e. min(D) and max(D). To
divide this range into p bins of the same width, thresholds need to be placed at
max (D) — min(D)

h; = min(D) + i -
p

(4.1)

Then, doing secure comparison between the threshold of each bin and every value gives
each party a vector of binary shares of the comparison result. In order to get the exact value
of the bin in the predefined ring [13], we have to convert the binary shares to the ring and
do the summation. The overall discretization protocol mpisc is presented in Protocol 4. It
contains several subprotocols which we explain next, namely Tminmax, Tgeq, and Toroq- T2t0Q

is not covered in this work, but the detail could be found in [13].

4.1.1  Secure MinMax

To compute secret sharings of min(D) and max (D) without revealing any information about
D, a secure protocol can be formulated similarly to a naive solution in the clear. That is, start
by comparing the first and second elements of D to determine an initial estimate of the max
and min. Next, iterate through all remaining elements and adjust the max and min estimates
when a new largest or smallest element is found. After the n-th element of D is checked, the

estimates are guaranteed to be the global min and max. The only necessary adaptation for
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Procedure 4: Secure Equal Width Discretization Protocol 7psc

Input : [D], public number of buckets p.
Output: [D’]
1 The parties call Tminmax o0 [D] and receive [Duyinll, [Dmax]
2 [[Drange]] < [[Dmax]] — [[Dmin]]
3 fori< 1top—1do
4 [[hz]] A [[Dmin]] + Wtrunc(]% ' [[Drange]])
5 end

6 for j < 1 ton do
p—1

7 Let [[d;]] < 1:21 7T2toQ<7Tgeq([[dj]]7 [[hlﬂ))
8 end

9 return [D']

this algorithm to act as an oblivious protocol is to require that the comparisons between the
current estimates and each new element of D are performed with meeq (see Section 4.1.2) and
that the reassignments are handled with multiplication rather than control flow logic. For

example, the comparison based branch operation “if a > b then b = a” can be rephrased as

[c] = Tatoq(Teeq([a], [0]))
[6] <[] - [a] + (1 = [e]) - [?]

where cis 1 or 0, depending on the outcome of the comparison a > b. This form of conditional

(4.2)

assignment doesn’t allow Alice or Bob to learn anything about which branch of the control
flow sequence was followed to arrive at the outcome. An additional detail is that because
Tgeq Teturns secret shares over Zsy, the result must first be converted to a ring representation
with mo.q before the multiplication can be carried out.

Protocol mminmax has linear communication complexity when carried out in the naive
formulation described in Protocol 5. However, it can be improved straightforwardly with

the same optimisation technique used for securely computing the repeated product over a
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Procedure 5: Secure Min/Max-Finding Protocol mminmax

Input : [D], number n of elements in [D]
Output: [Dpin], [Dmax]
1 Let [>7] ¢ maroq(7geq([d2], [di]))
2 Let [Duin] <= [Z7] - [di] + (1 = [Z7]) - [d2]
8 Let [Drmax] ¢ [Z7] - [do] + (1 = [Z°]) - []
4 for i<~ 3 tondo
5 [Zminl ¢ T2t0Q(Teeq([di], [Dmin

(
> :nax]] < T210Q (Wgeq ([d;

1=
~—
~—

10 return [Dpyin], [Dmax]

vector of values in which pairwise products are taken until only one value remains [9]. The
protocol Tminmax is analogous to repeated multiplication because both multiplication and the
max/min functions are associative. So, the sequence of many repeated applications can be
altered to reduce the total number of consecutive, mutually dependent applications. The
basic observation is that the global minimum of D is contained in the set of all pairwise
minima of D. Moreover, if the minimum is computed between each pair of entries, and this
process is repeated until only one pair remains, the result of the final pairwise comparison
is min(D). The same principle extends to finding the global maximum. See Figure 4.1 for

an example.

As a result, Tminmax can be computed in a circuit of depth [log(n)], where at each layer

there are [log(a + b)] 4+ 1 rounds of communication.

At the end of this protocol, Alice and Bob have secret sharings of min(D) and max(D),

which they can then securely combine to compute secret sharings of each of the h; thresholds
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min(ds, d4) | max(ds, dy) |

min(dl, rig)

| min(dy, ds. ds, dy) | | max(dy, do. ds. dy) |

Figure 4.1: Optimised Tminmax: An example circuit to compute mTminmax 0N an input vector of

sizen =4

(see Line 4 in Protocol 4). For example, if min(D) = 0, max(D) = 150, and p = 6, then
Alice and Bob would compute secret shares of the thresholds 25,50, 75,100, and 125. We
assume that p is publicly known, i.e. Alice and Bob know how many bins need to be created.
As explained above, they may however not know the value of min(D) or of max(D) in the

clear, and our discretization protocol does not leak this value.

4.1.2  Secure Comparison

Previous MPC protocols for secure comparison and equality tests between secret shared
integers,

[a] =7 [6] : [1]. else [0]s,
[a] =" [b] : [1]2 else [0].,

all rely on first converting Z,-shared integers into bitwise sharings over Z,. Using state-of-the-
art bit decomposition techniques, this step still adds communication rounds logarithmically
proportional to the bit length of ¢; a cost that becomes expensive as the number of consecutive

applications of the protocol increases.
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Below, we describe protocols for comparison and equality tests over Zgx — Tgeq and meq, Te-
spectively — that circumvent bit decomposition. These protocols are based on a modification
of the optimized bit decomposition protocol mgecompopT Presented in [13]. These protocols
rely on observations that are only true for two’s complement representations in Zyx. This is
a relatively weak limitation because even strictly positive data sets can be injected into an
integer ring. — e.g. a set of values in the range [0,2*!) can be injected into the integer ring
Zox which represents the range [—2*71,2271). However, it fails for applications that rely on
other MPC protocols for which the existence of modular inverses must be guaranteed.

The key insight we use to compute x >’ y securely is the following: if y > z, then
0 > x —y. For z, y in two’s complement form, 0 > r —y <= MSB(z — y) = 1, where
MSB(-) denotes the most significant bit of a value. Then,

x>y <= MSB(z—y)=0.
Similar logic can be used to formulate the equality check z =" y:

r=y = (x>y)A(y>x)

<= MSB(z —y) =MSB(y —z) =0

Note that due to the two’s complement form, it is not possible to have MSB(z — y) =
MSB(y — x) = 1. The above shows that the efficiency of computing  >* y and z =7 y is
limited only by our ability to extract the most significant bit of a secret-shared value.

Note also that when working with a two’s complement fixed-point representation over
Zox, all bits outside of the injected ring Zga+v, where a is the number of fractional bits and
b is the number of integer bits, are equivalent to the most significant bit. It follows in this
case that extracting the (a + b+ 1)-th bit is sufficient.

The two-party protocol Tyecompopt for performing a full decomposition of a Zjx-shared
secret into bitwise sharings over Z, is, to our knowledge, the most efficient in the literature. It
is based on a matrix composition network that computes the difference between each bitwise

sum of two secret shares and the corresponding “actual” bit of the secret value in Zsx. See
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[13] for a complete description. An important aspect of this approach is that computing the
difference for the a-th bit depends only on [log(a— 1)] rounds of matrix composition, where
each matrix composition requires 4 bits of data transfer. Moreover, the difference for the
a-th bit is independent of all results for lower order bits.

In the protocol descriptions that follow, we make use of a straightforward modification of
TdecompoPT fOI extracting the a-th bit from a Zyx-shared secret between two parties, hereafter
meTx. The total number of communication rounds to extract the a-th bit is [log(a—1)] +1

with total data transfer of 2(a — 1) + 4[log(a — 1)] bits.

Procedure 6: Secure Protocol mgx extracts the a-th bit from a secret shared value.

Input : [z],, «
Output: [z,]-

Party ¢ regards the lowest « bits of its share, z;, as p; 1,...,Diq S.t.

Juy

[

[pjl2,=p1; @ pajforj=1,...,a
3 Party 1 creates the sharing [g; ;]2 = (p1;,0).
4 Party 2 creates the sharing [gs ;]2 = (0, p2 ;).

(9]

[9il2 < [91.4]2[92.5]2
[M;]2 < [pilo loilz forj=1,..,a-1
0 1

(=]

7 [Mia-n]2 < ComposeNet®™*([M],)

«

[ca—1]2 < the upper right entry of [M; (o—1)]2

@

return [p,J2 @ [ca—1]2

©

4.2 Secure One-hot-encoding Conversion

For securely training each decision tree over the discretized data we will use the secure ID3
protocol 7sp3 from de Hoogh et al. [14]. That protocol takes the data in a one-hot-encoding

(OHE) format, so we need to convert to OHE as an intermediate step. The n x f data
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Procedure 7: Secure Protocol mgeq computes the integer comparison of two secrets

in ZQ)\ .

Input : [z], [y], o := the lowest bit position equivalent to the MSB.
Output: [z] >” [y] : [1]: else [0];

1 Let [diff] « [z] — [v]

2 Let [MSB]s « mgrx([diff], )

3 return 1 & [MSB],

Procedure 8: Secure Protocol meq computes the integer equality test on two secrets

n ZQA .

Input : [z], [y], a := the lowest bit position equivalent to the MSB.
Output: [z] =7 [y] : [1]2 else [0],
1 Let [di] « [z] — [y] and [do] < [y] — [«]
2 Let [MSB]2 < me1x([d1], @) and [MSBs]s < merx([d2], @)// run in parallel
3 return 1 @ [MSB, ], ® [MSBs]2

matrix Sgisc 18 converted to an n X (f-p) matrix Sone. In both matrices, each row represents
an instance. In Sgisc, each column represents a feature, while in Song, p columns are used to
represent that same feature. For example, say that we have a data set with n = 4 instances
and f = 3 features, and that after discretization into p = 3 bins per feature, the parties
have secret shares of the values in Sgisc. As said above, in Sgis, each row corresponds to an

instance, and each column to a feature.

1 00 010 100 100
2 21 001 001 010
Sdisc: SOHE: (43)
01 2 100 010 001
01 2 100 010 001

After protocol mong, the parties need to hold secret shares of the corresponding OHE

representation Sone. To convert Sgisc into Sone in an oblivious manner, the parties first
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duplicate each column of Sy p times, to create secret shares of Sjizf. Next, each of the
n X f-p values of Sjigf is compared, using the secure equality test meq, to the corresponding

entry in the mask matrix M, and the result of this test, which are secret shares of 0 or 1, is

recorded in the corresponding position in Sone.

The protocol mone for oblivious conversion from categorical values to OHE is presented

in Protocol 9. The equality checks in Line 9 can be done in a batch for efficiency.

111 000 000 012 012 012

du 222 222 111 012 012 012

Sdisf:): M= (4-4)
000 111 222 012 012 012
000 111 222 012 012 012

Procedure 9: Secure Conversion to One-Hot-Encoding with Protocol mone.
Input : [7T7].

Output: [[TQHE]]

1 Let [T9%] + an empty matrix
2 Let [M] < an empty matrix
3 for [col] + [columns] in [T] do

4 for i <~ 0 top—1do

5 Append [col] to [T9]

6 Append [[7,1,..i]T] to [M]
7 end

s end

9 Let [[TOHE]] — 7Teq([[Tdup]]’ [[M]])

10 return [[one]
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4.3 Secure Feature Selection and Secure Bootstrap Sampling

After converting to OHE, and before invoking mgp3 to train each tree in the random forest,
we need to randomly select the features to be used in that tree and to perform the random

sampling with replacement of the instances.

In order to randomly select the features we will use a selection matrix that is generated
by the TI and secret shared with the parties. This selection matrix is multiplied with the
data set to extract the desired features. For a standard matrix-like format data set, i.e.,
instances X features, the feature selection matrix F'.S would simply be a matrix in which
each column contains a one in the position corresponding to the index of the selected feature
and zeroes in the other positions. Note that each row also has only one non-zero entry as
the selected features are different. For example, for the data set Sgisc described above, to

select the first and third features, the selection matrix would be

FS =

o O =
- o O

and the result

Sks = Sdisc X F'S =

o O N =
NN = O

For oblivious selection of k features from Sopg, we use a f - p X k - p selection matrix
F'S that is generated by the TI and secret shared with the parties. This selection matrix is

multiplied with the data set to extract the desired features. For example, multiplying Soune
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from Equation (4.3) with

100000
010000
001000
0000O0O
FS=1000000 (4.5)
0000O0O
000100
0000T10
000001

will retain the first 3 and the last 3 columns of Soug, thereby effectively selecting the first
and third feature of Syjec.

Note that in F'S, identity matrices of size p X p are used to indicate the selections, and
the remaining positions are filled with zeroes. m such matrices are randomly populated in
this manner by the TI, with m the total number of DT in the RF. The secure protocol for
random feature selection mrrs simply multiplies the OHE-style data set Song with a feature
selection matrix F'S that is secret shared by the TI using the secure matrix multiplication
protocol Tpmm-

The procedure used to sample the s instances with replacement is similarly done using a
multiplication with a s x n matrix SS that is secret shared by the TI. The only difference is
that the identity matrices used for selecting can be aligned (as the choice is with replacement).

We denote this result by Sgrg.
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Chapter 5

IMPLEMENTATION AND EXPERIMENTS

We have implemented the protocols proposed in this thesis in the Rust! programming
language. It is a powerful lower-level programming langauge that is popular in the cryptog-
raphy community because of its efficiency and reliability in thread security. Furthermore,

this work would be merged into our open source PPML framework.

Table 5.1 contains accuracy and runtime results for three different data sets. All data
sets are for binary classification problems. The number of continuous valued input features,
as well as the number of instances in each data set is mentioned in the table, along with the
parameter A that determines the size of the ring Z,». The parameters a and b denote the
number of bits used to represent the fractional and the integer part of continuous feature

values when converted to a value in Z,», as explained in Chapter 3.

All runtime results in this chapter (in minutes) were obtained on a Macbook Pro machine
with 8 core i7 CPUs, 16.0 GiB Memory. We use different processes with different ports to
simulate separate parties working together. The communication time would increase when
deployed in the real world, but the computing time would decrease as the capability of
computers engaged improve. So here we are going to analyze the accuracy change and

running time increase in different set of hyperparameters for different datasets.

As is shown in the table 5.1, the accuracy in such hyperparameter setting could be at

least very close to the accuracy achieved by Decision Tree Training in the clear. In these

thttps:/ /www.rust-lang.org/
Thttps://www.kaggle.com/uciml/breast-cancer-wisconsin-data

Zhttps:/ /www.kaggle.com /shayanfazeli /heartbeat

3https:/ /www.kaggle.com /sammy123/lower-back-pain-symptoms-dataset
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Random Forest
data set # instances | # features | DT Accuracy | Acc Time
Lower Back Pain Symptoms ? 310 12 0.63 0.69 0.17
Breast Cancer ! 569 30 0.92 0.92 0.3
ECG Heartbeat 2 14,552 187 0.82 0.72 50

Table 5.1: Overview of data sets, accuracy (5-fold cross-validation), and runtime results (in

min) for secure training of decision tree based models. The details of hyperparameters are as

follows: #bins p = 4, #trees m = 100, tree depth d = 1, k = \/# features,s = \/#instances

experiments, a = 10,b = 15,A = 64. The running time of each experiment depends on the
size of the dataset. Even for the largest dataset, the training took less than an hour.

The accuracy and runtime results of course depend on several hyperparameter choices,
such as the number of bins used for discretization, the depth of the decision trees, and the
number of trees in the ensembles. Below, we provide a more detailed analysis of the effect
of each of these hyperparameters on the accuracy and runtime over the Breast Cancer data
set.

For each experiment shown in Table 5.5-5.7 below, four hyperparameters are varied to

produce a new combination, which are:

e m, the number of trees
e p, the number of bins
e [, the number of features selected per tree

e s, the number of instances selected per tree

All the accuracy and runtime numbers are average results obtained from 5-fold cross-validation.
We include three sets of experiments in this section. For each set, we fixed other hyper-
parameters except two. One of the two hyperparameters is our main variable that impacts

the accuracy and runtime, while the other one is to help whether that factor could impact
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the tendency of the change, e.g., whether that parameter would change the shape of the line

in figures.
m | p|k|s | Time (min) | Acc
100 | 3 |5 121|024 0.9121
20013 |5]2110.46 0.9209
300 (3 ]5|21)0.63 0.9086
400 | 3 | 5|21 0.80 0.9104
500 [ 3|5 21| 0.88 0.9086

Table 5.2: Accuracy and runtime results of mgrg protocol for secure training of a random

forest classifier on the Breast Cancer data set, where m is a variable, p = 3

m |[p|k|s | Time (min) | Acc

100 |4 15 1]21]0.30 0.9173
200 (45|21 |0.52 0.9173
300 (4 ]5|210.75 0.9155
400 |4 | 5211095 0.9155
500 (4 |5 21 |1.21 0.9155

Table 5.3: Accuracy and runtime results of mgrr protocol for secure training of a random

forest classifier on the Breast Cancer data set, where m is a variable, p = 4

From figures 5.1-5.2, we can see that the running time increases linearly with the number
of trees no matter how many bins are used for discretization. Furthermore, the increase rate
stays almost the same for all kinds of bins. The overall running time stays low even for a
high number of bins. Also, from Figure 5.1, we can infer that, for this data set, the number

of trees doesn’t affect the accuracy a lot when m > 100.



30

Trees/Accuracy

093
092
091 Z ~——

09
0.89 /
088 \
0.87
0.86
0.85
0.84

100 200 300 400 500
e BiNs=3 e Bins=4 esss=Bins=5 e Bins=6
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Figure 5.2: Number of trees for different bins versus Runtime
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Figure 5.4: Number of bins for different number of trees versus Runtime
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m | p|k|s | Time (min) | Acc
100 [ 5 |5 |210.36 0.8857
200 | 5|5 |21|0.64 0.8945
300 5|5 211]0.95 0.891
400 | 5 | 521 ] 1.23 0.891
500 | 5| 5|21 | 1.47 0.87

Table 5.4: Accuracy and runtime results of mgg protocol for secure training of a random

forest classifier on the Breast Cancer data set, where m is a variable, p =5

Figure 5.3 and 5.4 display how the number of bins affect the accuracy and runtime. We
have four different numbers of bins, i.e., p = 3, p =4, p = 5, and p = 6. We observe a
drop in accuracy when p = 5. This may be specific to this dataset, but it still worth further
investigation.

Next we experimentally evaluate the effect of different numbers of features selected on the
accuracy and running time. As can be seen in Table 5.6 and Figure 5.5 and 5.6, the value of
k does have an impact on both accuracy and running time.The accuracy first increases from
k =5 to k = 15, then it drops from k£ = 15 to k = 30. When the number of features increases,
the bias decreases and the variance increases, which causes overfitting when £ = 30. The
running time seems to increase at a different rate. The number of features is a quite crucial
factor that affects both running time and accuracy, which we could consider as a major
direction when improving and training.

A similar phenomenon occurs when varying the number of samples, as shown in Table
5.7 and Figure 5.7 and 5.8. The RF's overfit the training data when we increase the value of

s to 455, which is the number of elements in the training portion of the data set.



m |p|k|s | Time (min) | Acc
100 | 6 | 5|21 | 0.48 0.9121
2006521089 0.905
30016 |5]21)1.31 0.9033
400 | 6 | 5| 21 | 1.55 0.905
50016 | 5|21 1.94 0.9033
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Table 5.5: Accuracy and runtime results of mgrg protocol for secure training of a random

forest classifier on the Breast Cancer data set, where m is a variable, p = 6
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0.935

Figure 5.5: Number of features selected for different bins versus Accuracy
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m |p|lk |s | Time (min) | Acc
100 {45 |21]0.30 0.9173
100 {4 | 15|21 | 0.85 0.9279
100 {4 |30 | 21 | 2.21 0.9279
200 {415 |21]0.52 0.9173
200 (4] 15|21 |1.74 0.9261
200 [ 4 ] 30 | 21 |4.53 0.9314
300 145 [21]0.75 0.9155
300 | 4| 1521|278 0.935
300 | 4|30 21584 0.9297
400 |4 |5 |211]0.95 0.9155
400 |4 | 15 | 21 | 3.71 0.9332
400 | 4 | 30 | 21 | 9.11 0.9174
500 (4 |5 |21 |1.21 0.9155
500 [ 4 ] 15|21 |4.90 0.9226
500 [ 4 | 30 | 21 | 10.98 0.9217
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Table 5.6: Accuracy and runtime results of mrg protocol for secure training of a random

forest classifier on the Breast Cancer data set, where k is a variable when m is also fixed
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m |plki|s Time (min) | Acc

10014 15]21 |0.30 0.9173
100 | 4 | 5| 100 | 0.45 0.9349
100 | 4 | 5 | 455 | 1.02 0.9279
2004|521 |0.52 0.9173
200 | 4 | 5] 100 | 0.97 0.9208
200 | 4 | 5| 455 | 2.17 0.9226
3004|521 |0.75 0.9155
300 |4 |5 100 | 1.22 0.9314
300 | 4 |5 | 455 | 3.732 0.9278
400 |4 1521 095 0.9155
400 | 4 | 5| 100 | 1.67 0.9332
400 | 4 | 5 | 455 | 4.40 0.9296
500 14 |5 |21 |1.21 0.9155
500 | 4 | 5 | 100 | 2.16 0.9332
500 | 4 | 5 | 455 | 5.91 0.9279
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Table 5.7: Accuracy and runtime results of mrg protocol for secure training of a random

forest classifier on the Breast Cancer data set, where s is a variable when m is also fixed
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Chapter 6

CONCLUSIONS

In this thesis, we have introduced the very first MPC-based protocol for training a random
forest classifier in a privacy-preserving manner over data that is distributed across different
data owners. Furthermore, our approach can securely train such random forest classifiers over
data with continuous feature values. The process is split into two phases: a preprocessing

phase, and the training of the classifier.

In the preprocessing stage, we first discretize the continuous data into discrete data with
the same number of bins or levels per feature. To achieve that, we use a novel secure
discretization protocol that in itself relies on a new secure comparison protocol, and a new
secure minimum-maximum protocol. Because of the input format requirement of SID3,
which is the underlying secure version of ID3 for training a decision tree, we also propose a

secure protocol for conversion of discrete data to one-hot-encoding.

In the training process, we mimic random feature selection and bootstrap sampling for
each tree by secure matrix multiplication of the data matrix with feature selection matrices
and sampling matrices. These matrices are randomly generated by a trusted initializer (TI)
and secret shared among the computing parties. Then we apply the SID3 potocol to train

decision trees in parallel.

To validate our work, we implemented the proposed protocols in Rust-Lynx, an open
source framework for privacy-preserving machine learning, and we applied them to securely
train random forests on several datasets. With my implementation, you can securely train
a random forest in less than an hour even on a dataset with approximately 15,000 training
examples and 200 features. Besides, compared with the decision tree classifier training using

C4.5 algorithm, this work could achieve the same accuracy. For instance, the accuracy
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against the Breast Cancer dataset is the same as that of training a decision tree in the clear.

There are several interesting directions for further research. First of all, we could bring
the random feature selection and bootstrapping to the preprocessing phase and put the
feature selection process in front of secure one-hot-encoding. Second, since our work is based
on the semi-honest-party setting, we could extend the work to the settings where parties
could be malicious. Third, secure regression tree training and random forest regressors are

also two interesting directions.
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