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Over the last decade, the world has seen an increase in the adoption of computing technology
powered by the affordability of innovative mobile devices, exponential growth in access to the
Internet, and cloud computing that allows organizations to easily scale their solutions world-
wide. Computing is woven into the fabric of society and has begun to reshape it in unexpected
ways. These societal changes have increased our reliance on hidden computing and networking
infrastructure powering cloud, telecom, and Internet service providers (ISPs), making them critical
societal scale computing infrastructure.

Today, we increasingly trust a small number of infrastructure providers, who operate at nation-
scale with an incredible amount of our data and private information. While this ongoing colocation
resulted in economies of scale, it opened up tremendous abuse potential. Organizations providing
critical services to citizens in a country could (1) maliciously misuse the data collected without
consent, (2) be legally compelled to breach user privacy by governments, (3) be attacked by hackers
in efforts to breach and sell user data, and (4) mis-configure services or face infrastructure failures

which might appear as attacks — affecting customer trust, cause reputation and economic damages.



While decentralization might be a tempting solution to address these challenges, it is difficult
to achieve the scale, performance and ease of access of todays networks. My work presented in
this dissertation focuses on scalable, and practical mechanisms in which users interacting with
hidden infrastructure could gain privacy benefits keeping security unaffected through improved
transparency, while maintaining comparable performance. This dissertation challenges the default
trust settings in today’s computing infrastructure and proposes secure practical alternatives specif-
ically to (1) democratize Internet access, (2) enable private, and verifiable communications with

critical Internet services, and (3) reduce user’s trust requirements through improved transparency.
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Glossary

4G/LTE: 4th Generation wireless long term evolution standards introduces an all-IP based
network for both data and voice over the network, switching from the older circuit switched
networking in 3G.

5G:  5th Generation wireless network standards which provide greater radio layer and core
network flexibility.

5GC: The core network architecture for a 5G network similar to the EPC but provides service
based interfaces while separating user and control planes. The 5G core network contains the
AMF, UDR, UDM, AUSF and many other services responsible for enabling 5G connectivity
and services.

AUTHENTICATED ENCRYPTION WITH ASSOCIATED DATA (AEAD): A set of symmetric key schemes
that simultaneously assure data confidentiality and its authenticity protecting the confiden-

tiality, integrity and authenticity.

ACCESS AND MOBILITY FUNCTION (AMF): A 5GC components responsible for managing user
access and mobility in 5G networks similar to the MME in LTE networks.

AUTONOMOUS SYSTEM (AS): A large network or group of networks with a single routing policy
— typically under the control of a single organization and assigned a unique number.

AUTHENTICATION SERVER FUNCTION (AUSF): A stateless 5G network function that computes and
generates the required authentication vectors responsible for authenticating user devices.

vi



BORDER GATEWAY PROTOCOL (BGP): The routing protocol for the Internet enabling various au-
tonomous systems to exchange routing and reachability information in addition to deter-
mining the best network routes for Internet data transmission.

CERTIFICATE AUTHORITY (CA): An organization that validates and certifies the cryptographic
public key identity of the requesting entity.

COMMUNITY CELLULAR NETWORK (CCN): A standalone and complete network enabling local
communities to own and operate their own cellular networks — typically deployed in remote
communities with no national carrier coverage.

COUNTRY-CODE TOP LEVEL DOMAIN (CCTLD): A TLD that indicates the country of the domain -
typically reserved and managed by each country or territory eg. com.uk, gov.in etc..,

CONTENT DELIVERY NETWORK (CDN): A globally distributed network of caches and server in-
frastructure physically located closer to the end users reducing latency to information access
through content replication.

CERTIFICATE TRANSPARENCY (CT): An ecosystem of append only and tamper-proof logs, moni-
tors and auditors to oversee the issuance of digital certificates issued by certificate authorities
(CAs).

DYNAMIC HOST CONFIGURATION PROTOCOL (DHCP): A network management protocol used by
network operators to automatically assign IP address identity and automate network config-
uration.

DOMAIN NAME SYSTEM (DNS): A hierarchical distributed system that behaves as the Internet
phone book - translating human memorable names into machine readable resources such
as IP addresses, or cryptographic key material among others.

DNS SECURITY EXTENSIONS (DNSSEC): A set of standardized extensions to DNS using digital
signatures based on public key cryptography to provide guarantees of response authenticity
and integrity.

DNS OVER HTTPS (DOH): A DNS protocol where the clients and the DNS resolver establish
a secure TLS connection and HTTP messages to exchange queries and their associated
responses.

DNS OVER TLS (DOT): A DNS protocol where clients and the DNS resolver establish a secure
TLS connection over which serialized DNS queries and responses are sent.

vii



DELEGATION SIGNER (DS): A specific DNS resource record containing the digest of the DNSSEC
key signing keys establishing a chain of trust between the current zone and its parent zone.

END-TO-END ENCRYPTION (E2EE): A secure and private communication method that encrypts
messages between senders and receivers preventing third parties including the communica-
tions provider from observing the communications.

EVOLVED PACKET CORE (EPC): The core network architecture of a 4G LTE network containing
various components responsible for critical control and data plane communications. This is
maintained and run by cellular network operators and contains the MME, HSS, PGW, SGW,
PCRF and other network functions.

EFFECTIVE TLD (ETLD): A domain under which domains can be registered by a single organiza-
tion.

FULLY QUALIFIED DOMAIN NAME (FQDN): The complete domain name of an Internet host.

GLOBAL SYSTEM FOR MOBILE COMMUNICATIONS ASSOCIATION (GSMA): An organization represent-
ing the interests and unifying mobile network operators worldwide creating the global
cellular ecosystem.

HOME SUBSCRIBER SERVER (HSS): The main subscriber database containing information about
the subscriber’s SIM identifiers; associated access policy, billing information and other
metadata corresponding with geographic location. The HSS also generates the authentication
vectors used for SIM authentication.

HYPERTEXT TRANSFER PROTOCOL (HTTP): An application layer protocol designed to transfer
information between devices enabling users access to resources on the Internet through a

request-response process.

IP MULTIMEDIA SUBSYSTEM (IMS): A backward compatible extension to cellular network cores
providing multimedia services such as voice, video, text, and data over IP networks.

INTERNET PROTOCOL (IP): Standards for addressing and routing Internet data.
INTERNET SERVICE PROVIDER (ISP): Business entity providing Internet connectivity to users.

MOBILITY MANAGEMENT ENTITY (MME): A key component of the EPC providing session man-
agement during user mobility and supports various authentication, and roaming functions.

viil



MULTIMEDIA MESSAGING SERVICE (MMS): A multimedia messaging service allowing cellular sub-
scribers to send media (audio, video, photos), and larger messages than supported by SMS
as a single message.

NAME SERVER (NS): An authoritative DNS server responsible for managing the DNS RRs associ-
ated with a zone.

ONE TIME PASSWORD (OTP): A temporary, unique, dynamic password that is valid for a session -
typically sent to a mobile device through a cellular carrier used in multi-factor authentication
across the Internet.

POLICY AND CHARGING RULES FUNCTIONS (PCRF): A network function that is responsible for real
time actions such as policy enforcement, and measurement of data flows responsible for

billing.

PACKET GATEWAY (PGW): Core components enabling cellular network cores to connect to ex-
ternal IP based networks such as the Internet.

PUBLIC KEY INFRASTRUCTURE (PKI): Publicly maintained and accessible infrastructure required
to create, manage, distribute, use, store and revoke digital certificates or public keys associ-
ated with identities — typically hostnames, or other identifiers.

RADIO ACCESS NETWORK (RAN): A key component of the cellular network architecture respon-
sible for enabling radio based connectivity of user devices to the cellular network infrastruc-
ture.

RESOURCE RECORD (RR): A building block of the DNS containing information about the name
and its associated value for a given resource type such as IPv4, IPv6 addresses, mail server

information etc..,

SERVING GATEWAY (SGW): Critical network functions that route packets between the radio base
stations to the packet gateways.

SUBSCRIBER IDENTITY MODULE (SIM): A user identity issued by the carrier network containing
a cryptographic symmetric key enabling authentication to the operator network and data.

SHORT MESSAGING SERVICE (SMS): A backward compatible text messaging service allowing
users to send messages between mobile devices through their cellular carrier networks.

ix



SIGNALING SYSTEM 7 (SS7): A critical cellular control-plane protocol used for signaling between
carrier networks and across a public switched telephone network establishing call and
message routing and control.

TRANSMISSION CONTROL PROTOCOL (TCP): A communications standard protocol that enables
networking and message exchange between Internet devices.

TOP LEVEL DOMAIN (TLD): Domains in the DNS hierarchy that immediately follow the root
level eg. com., org. etc..,

TRANSPORT LAYER SECURITY (TLS): A standardized cryptographic protocol that protects com-
munications between two end points in an Internet network providing authenticity, confi-
dentiality and integrity guarantees for the communications.

UNIFIED DATA MANAGEMENT (UDM): A 5G core service that manages access to UDR splitting
access control responsibility from a traditional LTE HSS.

USER DATAGRAM PROTOCOL (UDP): A connectionless communication protocol allowing applica-
tions to establish low latency connections while tolerating packet losess — useful for time
sensitive applications such as gaming, video streaming and DNS.

UNIFIED DATA REPOSITORY (UDR): A 5GC component similar to the HSS in LTE networks but
solely responsible for maintaining subscriber profiles.

USER EQUIPMENT (UE): A commercial off the shelf user mobile device.

VERIFIABLE KEY DIRECTORY (VKD): A public key directory leveraging authenticated data struc-
tures providing integrity and authenticity guarantees for the information stored in the
directory.

VIRTUAL PRIVATE NETWORK (VPN): A private network created between two or more independent
different networks allowing them to act as a single networked entity and optionally securing
data packets.

VERIFIABLE RANDOM FUNCTION (VRF): A cryptographic function that takes a series of inputs
and produces a pseudorandom output and proof of authenticity that can be verified by those
with the associated public key.
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Chapter

Introduction

Our reliance on the Internet has made it a critical part of today’s world and is significantly
shaping our society. Today’s Internet infrastructure is woven into society and powers key services
such as allowing users to interact with various digital services, exercise free speech, make financial
transactions with ease, gain access to important information, communicate securely, and arguably
contributes positively to economy [72]. The COVID-19 pandemic changed how users interact
with the Internet with many businesses embracing digital services, and communications moving
fully online. Suddenly, the Internet changed from a ‘good to have’ to something that is critical
to our daily lives impacting the way we work, socialize, create, share, and consume content and
access services from around the world.

Recent reports from the Global System for Mobile Communications Association (GSMA)
indicate that despite the increase in availability, affordability of Internet services across the world,
and its vital role in society, the Internet usage gap remains as of 2022 at 3.2 billion people [142].
Unconnected populations are at a greater risk of exclusion as more and more services transform to
be completely online. It is therefore extremely important to address the challenges of connectivity

and identify mechanisms to provide secure access to the Internet.



The rapid increase in the availability of affordable Internet across the world, and reduction in
the percentage of unconnected users today is fueled through extensive investments in network in-
frastructure by nation scale cellular networks [142]. Despite the intent to connect the unconnected,
the economics make it extremely difficult for a small number of national scale cellular network
operators to deploy expensive network infrastructure, lease towers for setting up base stations,
lay cables and optic fibers underground or over electrical transmission lines [147]. This brings
to light the need for a collective effort to address the challenges of connectivity that remain and
bring over a billion people online. Various network connectivity solutions such as Fixed-wireless
Internet Service Providers (WISPs), city scale mesh networks [67, 143, 227], and Community
Cellular Networks (CCNs) have been proposed to address the challenges of connectivity and
provide affordable Internet access — especially in areas where it is difficult to obtain the services of
nation scale cellular networks [144, 147, 284]. Modern protocol standards in 5G networks enable
host neutral architectures where connectivity services could be provided regardless of the mobile

carrier networks of the users — allowing these carriers to extend network connectivity on demand.

While the rapid growth in the adoption of the Internet is fueled by large nation scale cellular
operators, these operators have traditionally been few and create an oligopoly [22, 290, 312, 339].
It is today increasingly economically efficient to provide access to Internet in dense population
zones with deployment of cellular infrastructure than through wired broadband connectivity. The
access to Internet services through cellular operators transform the cellular carriers into large
Internet Service Providers (ISPs). Smaller organizations and communities are therefore relying
on growing popularity of 5G - enabling host neutral architectures to deploy and manage private
5G/LTE networks using unlicensed spectrum [350] such as the Citizen Broadband Radio Service
(CBRS) to provide users access to Internet [36, 221] at an even more affordable cost while also
empowering the local community to adapt the network as needed [3, 171, 175]. Users of these

networks interact with and trust various hidden services enabling their Internet connectivity.



While the deployments of private 5G/LTE networks across the world address the growing
challenges of Internet connectivity and affordability, their usage is significantly limited within
a specific geographic area compared to nation scale cellular networks because of their lack of
ability to enable user mobility. Due to the nature of mobile communications, users of cellular
networks travel physically between geographic locations with their devices and in small scale
private 5G/LTE core deployments, lose access and connectivity when outside the range of the
network. However, the issue of providing users access to the network services during their mobility
is addressed easily and efficiently through large nation scale cellular networks because of the

centralized nature of the network and the ability to have total visibility into its network services.

Prior works focused on improving Internet access have focused on addressing the challenges
of access and scaling the services to provide equitable access to network services. While the
mechanisms have resulted in the development and growth of private 5G/LTE networks, the
nature of today’s cellular infrastructure that provides users access to the Internet present two
key challenges. First, the existing architecture of cellular network deployments by nation scale
operators resulted in heavily trusted and architecturally centralized core networks enabling a
few organizations to control access to, and the type of services offered to its users. Second, while
the heavy centralization enables economies of scale, and reduces security challenges involved in
operations since they happen within a trusted control zone, it opens up tremendous potential for

abuse, enables potential censorship, and adversely impacts user privacy.

The origins of today’s Internet on the other hand put heavy emphasis on decentralization of
the resources while focusing on the interoperability between various independent networks [82].
However, the access to such distributed network of networks today is enabled through a few access
providers. Once users gain access to the Internet through these cellular networks or Internet
service providers (ISPs), they interact with various infrastructure services hosted and run within

the network perimeter of the network provider. These hidden services allow users to successfully



and securely navigate on the Internet. With the rapid growth of cloud computing, and the
widespread usage of Content Delivery Networks (CDNs) over the last decade, most Internet traffic
today flows through the networks of a select few large companies rather than its decentralized
humble beginnings [237, 313]. As a result, the architecture of the Internet is constantly changing
and being reshaped to meet today’s computing needs. This co-location of services, and content
provided by CDNs and cloud computing resulted in today’s Internet traffic being routed through a
small set of companies with global scale and footprint. These organizations put themselves in a
highly privileged position because of the implicit trust placed in their services and are privy to an

incredible amount of private information of their users.

Another often overlooked part of today’s network connectivity is the interdependence that
cellular and Internet networks have on each other. Cellular network providers essentially act
as the guardians of user’s digital identity allowing users to enroll with various Internet based
services. As a result, the usage of carrier driven identity allows these service providers to validate
and identify their users preventing sybil attacks where the services could be overwhelmed due to
fake identities on their platforms. While the boundaries between cellular and Internet networks
intersect, and have many similarities such as their packet switched nature of communications
over which various applications (messaging, voice etc.,) are built, they’re equally dissimilar in
the matter of communication security, privacy and the implicit trust placed in the infrastructure.
For example, due to their open nature, the public key infrastructure (PKI) enabling authenticated
communications on the Internet today is auditable and extensively monitored. However, such PKI
infrastructure in cellular networks are privately maintained, and not publicly auditable raising
concerns about their correctness and validity — requiring users to implicitly trust them with the
correctness of their own identity. The lack of the same security and privacy guarantees in cellular
networks which are provided by Internet networks despite their growing interdependence puts

user’s privacy at risk.



In this thesis, I posit that future connectivity solutions will witness a rise in the deployment of
private cellular networks which provide Internet and network services. During natural events
such as human mobility, it is therefore increasingly important to enable cooperation between
smaller scale individual network cores and allow users from different networks to seamlessly
roam between unrelated private cellular network cores. Thus, keeping in mind the growing
demand for computing and the increasing co-location of services, both at the access layer to
provide users access to the Internet and at the usage layer where users communicate with various
resources on the Internet, I argue that it is difficult to achieve today’s scale, performance, and
ease of access provided by networks today and therefore it is important to embrace it and identify
practical and performant mechanisms to protect user privacy and security, and empower service
providers to transparently prove their operational correctness and honesty to their users. Finally,
I challenge the existing notion of implicit trust in networking infrastructure and argue that it can
be reduced by improving the transparency of interactions — additionally providing benefits of

provable operational correctness to network operators.

1.1 Thesis Statement

The usage and adoption of cellular and Internet networks for crucial societal functions is increasing
and any infrastructure failures cause significant disruption to the population relying on it — making
this infrastructure critical societal computing infrastructure. Such infrastructure today is operated,
and maintained by a small set of organizations who we increasingly trust with an immense amount
of user data. This thesis challenges the notion of such implicit trust, advocates for the need for
verifying operational correctness of, and interactions with this infrastructure, while improving

user privacy without adversely affecting performance - focusing on its immediate practicality.



Applications and Services. (Web, Messaging etc..)

Connectivity Layer. (ISPs, Cellular Carriers etc.)

Access Layer. (4G LTE, 5G, Satellite Networks)

Figure 1.1: Three Functional Pieces of Today’s Internet

1.2 Thesis Contributions

My thesis work makes an argument that the Internet today could be seen as three individual

functional pieces — shown in Figure 1.1.

1. The Access layer allows users to gain access to the Internet through the use of technologies
such as 4G LTE, 5G, satellite, fixed wireless, wired fiber or cable networks. The organizations
providing these services are (1) typically a few, (2) operate at national scale, (3) are implicitly
trusted to provide connectivity, (4) have complete control over the network traffic, and (5)

visibility into user’s network access patterns.

2. The Connectivity layer enables organizations providing access layer services to intercon-
nect with other networks. This layer provides additional hidden network services such as
DNS, routing, gateways and interacts with various CDN and cloud providers which are

critical — allowing the users to access various Internet applications and services globally.

3. The Application and Services layer consist of the individual end user applications and
Internet enabled services that users connect to through their access providers. These include
popular Internet enabled instant messaging, email and communication services, and web

applications among many others.



At each layer, I ask and attempt to address the following primary research questions:

(a) What is the nature of trust between the users and the current layer?
(b) What are the security and privacy challenges users face while interacting with this layer?
(c) How can we improve user security and privacy?

(d) What are the (un)intended consequences of improving user security and privacy?

Together, I hope this thesis presents an interdisciplinary perspective on the security and privacy
challenges for users on the Internet. I hope my work highlights the need for identifying hidden
and implicitly trusted infrastructure. My work argues for implementing technical mechanisms
addressing the challenges of trust which are easy to understand, and deploy globally.

I use a range of methods in my work drawing on existing legal challenges, and relying
extensively on large scale Internet measurements either as a need finding exercise or to showcase
the current state of security and privacy of various network infrastructure components on the
Internet. These exercises motivate the design and development of new protocols resulting in

secure systems development, its performance evaluation, and eventual deployment.

1.3 Published Materials and Contributions

This thesis contains parts which have been published in peer-reviewed settings and presented
during various recorded meetings of Internet standards bodies. Some of these works are in-part a
reprint of the original material where the dissertation author was the primary investigator and
author of the published works, some of which are done in partnership with Cloudflare. Additionally,

it contains information from works that are pending publication.

1. Sudheesh Singanamalla, Esther Jang, Nick Durand, Matthew Johnson, Spencer Sevilla, Kurtis

Heimerl. 2020. dAuth - Decentralizing LTE Authentication and Roaming. Presented at
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1.4 Thesis Outline

This thesis presents the required background and closely related work in Chapter 2. Chapter 3
details how users place implicit trust in today’s cellular and Internet infrastructure across all three
layers of connectivity and brings to light the security and privacy challenges due to the hidden
infrastructure which also apply to widely used and ostensibly secure and private networks. Chap-
ter 4 focuses on the access layer, particularly the cellular networks and presents an authentication
system which enables decentralized cellular networks allowing users to reduce implicit trust
placed in centralized cellular networks for identity, authentication and service. Chapter 5 brings to
light the need for and challenges in improving the security of a critical but often overlooked part
of the Internet - its tail. Chapter 6 focus on the hidden and implicitly trusted infrastructure in the
connectivity layer — particularly DNS and the certificate authority (CA) ecosystem and highlights
various opportunities to improve security and privacy. Despite improving security and privacy
across the access and connectivity layers, chapter 7 identifies core applications and protocols
whose operational correctness is critical and heavily trusted. It presents highly practical mecha-
nisms in which the correctness of these systems could be audited and advocates for transparency.

Finally chapter 8 presents the concluding thoughts and opportunities for future work.
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Chapter

Background & Related Work

I situate my work in the context of cellular networks due to their widespread adoption as
the low-cost, scalable and reliable method to provide Internet connectivity to their subscribers.
Specifically, the host-neutral architecture of 5G, LTE networks enabled an increasing number
of communities across the world to deploy cellular networks that provide low cost Internet
access to those areas where commercial cellular network connectivity is not deployed due to
lack of economic viability, or to those users who cannot afford cellular network subscriptions
provided by nation scale operators. Community deployments of these networks are used to provide
connectivity services to the most vulnerable populations whose privacy and security need to
be preserved during their online interactions. Typically, these deployments tend to be localized
to a specific geographic area, have lacking security and privacy practices around infrastructure

maintenance and operations putting their users at risk.

2.1 Core Cellular Network Architecture

From a birds eye view, the cellular network architecture contains three different components: (1)
A network core managed by the network operators, (2) the radio access network layer (RAN), and

(3) the user equipment or devices (UE). Each of the individual components of the cellular networks
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contains a user, and control plane. The control plane carries instructional/signaling messages
between the various components of the network and is used to manage the operations and access
to services provided by the network. The user plane transmits the data packets from user devices

destined to various services offered by the network provider or the Internet.

The UE is typically a mobile cellular device supporting multiple cellular protocols (GSM, CDMA,
etc..,) and consists of a network operator issued Universal Integrated Circuit Card (UICC), which
is commonly referred to in cellular networks as the Subscriber Identity Module (SIM) card. These
physical modules/cards store very specific data such as the user’s phone number, authentication
state and security keys information. The wireless communications between the UE and the core
network are handled by the RAN layer and are facilitated by the deployment of physical radio
base stations. In the 4G LTE networks, these base stations are referred to as evolved base stations
(eNB) [255], and in 5G are knows as Next Generation Node B (gNBs) [319]. While the terminology
of the infrastructure changes between different generations of networks, they are responsible to
maintain a few key roles such as controlling and managing the connectivity state and radio layer
communication security of multiple devices. The base stations encode digital communications
intended for a specific UE through digital signal processing techniques and control the connectivity

operations of the mobile devices connected to it.

In typical deployments, the communications between the base stations and the core network
are established either through dedicated private fiber wired links, or routed over the network of an
existing Internet service provider in the area. A cellular core network, also known as an Enhanced
Packet Core (EPC) in 4G LTE, and 5G Core (5GC) in 5G networks are run by a centralized network
operator within their data centers for nation scale cellular networks, or are run individually by
operators of private 5G or community cellular networks. The core network adopts a service driven

architecture and is composed of various services offering a functional split.

In Figure 2.1, we show a typical backward compatible co-located 4G and 5G architecture
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Figure 2.1: Architecture of a 5G Network Core (5GC) with backward compatible 4G LTE capability.

Figure shows a 5G Core network setup with the necessary components (light pink) supporting backward
compatibility with 4G LTE EPC components (light green). The solid green and pink lines indicate the various
control plane communication protocols used by 4G and 5G components. The dotted black line connecting the
HSS and the UDR with the subscriber databases perform the required database lookups and validations. The
dashed blue lines indicate user plane communications between the base station and a carrier configured user
software gateways enabling the users to communicate with the public Internet.

with the essential components required to run an individual core network and is typically the
configuration used by cellular networks supporting user devices capable of both 4G LTE and
5G. At a minimum, the EPC in 4G LTE consists of the Home Subscriber Server (HSS), Mobility
Management Entity (MME), and a Packet/Serving Gateway (PGW, SGW). The HSS contains

services which interact with the subscriber database where all the information corresponding
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to the network’s subscribers including the keys needed for authentication reside. The MME is
the critical signaling node of the EPC and is responsible for interacting with other services and
managing the access control of the UEs and various radio resource management functions. The
packet gateway communicates with the public Internet and routes user data packets to the Internet

granting users access to the Internet.

The evolution of 5G identified some of the key challenges in 4G networks and decomposed
the modules into various smaller services with dedicated roles. The MME and HSS in 4G core
network are decomposed in the 5G networks into an Access and Mobility Function service (AMF),
the Unified Data Repository (UDR) services which interact with the databases. In an effort to
make more services stateless allowing operators to scale individual services, the Unified Data
Management (UDM) services interact with UDR to obtain necessary information about a network
subscriber or the state of the subscriber. To improve security, the authentication and validation
mechanisms were further decoupled in 5G cores giving rise to the Authentication Server Function

(AUSF) which facilitates the cryptographic authentication operations and key maintenance.

In addition to the set of modules needed to establish basic cellular network functionality,
network operators deploy additional infrastructure such as DNS resolvers, Policy and Charging
Rules Functions (PCRF) mechanisms [217] and network slicing [16], both at the radio layer and
the packet user plane layers to provide variable quality of service and appropriate billing to their
subscribers [356]. Despite the advances made in cellular networking protocols, all protocol variants
attempt to be backward compatible and allow the usage of Short Messaging Service (SMS) using
the SMS Functions (SMSF) enabled through SMS over NAS (Non-Access Stratum), or through SMS
over IP Multimedia subsystem (IMS) [77]. Cellular network providers can additionally provide

these services to their subscribers.
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2.2 Internet Infrastructure, and Secure Transports

Domain Name System (DNS): DNS is a system designed to map human-readable domain names
to various resources such as IP addresses and texts, among others [233]. It has an interface much
like a distributed key-value store. These domain-resource mappings are stored in resource records
(RRs). DNS stores these mappings in distributed zones arranged hierarchically in a tree structure.
At the root of the tree lies the root zone. The root zone is maintained by the Internet Assigned
Numbers Authority (IANA). The domain name of the root zone is denoted as a single period (“”).
Under the root zone are the zones of the top-level domains (TLDs)—these include the suffixes any
Internet user will recognize (e.g., .com, .org, .net). in addition to suffixes for most countries (e.g.,
.uk, .it, .au)—called country code TLDs (ccTLDs). The hierarchy continues below the TLD zones,
but these zones are not maintained by any central or governmental authority. These are typically

made available to purchase through domain registrars. The complete domain name, including the

trailing °’ for the root, is called a Fully Qualified Domain Name (FQDN) (eg. example.com.).

Each zone contains a set of nameservers. Nameservers are typically deployed in a replicated
configuration to increase reliability and ensure high availability. Each nameserver stores either
the resource records of the domains within its zone, or a delegation to another set of NS record
mappings to nameservers in a child zone. For example, consider a query requesting the NS
information for example.com.. The query requests the NS information from the com. zone which
are commonly referred to as the TLD nameservers, which results in an answer containing the
authoritative nameserver for the example.com. domain. Recursively, the information about TLD
nameservers, can be obtained from the root zone (°.’). This authoritative nameserver might also
manage the resource records for its children, i.e., the www. subdomain. Authoritative nameservers

are the source of truth for the resource records.

When a client wishes to perform a DNS resolution, they can do so by traversing the DNS zone
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Figure 2.2: DNS Recursive resolvers perform the necessary resolutions recursively (step 2-7) on
behalf of the client and return the responses to the client. The client perceives 1 RTT latency for
the response which includes the time to perform the required resolutions.

hierarchy starting at the root level. We illustrate this process in Figure 2.2 (requests labeled 2-7).
The entity performing the resolutions is called a resolver, and resolvers running on a client are
called stub resolvers. For each zone, the client sends a DNS Question for an associated resource
record type (RRType) to the zone’s nameserver and receives a DNS Answer. The response will
either be a set of all RRs of the requested type, or contain nameserver information for the next zone
which might be able to answer the query, or one of the "record not found" types. The nameserver
can also provide glue records — RRs that were not specifically requested, but will be eventually
necessary for resolution; the nameserver can provide these if it knows that the client will need to
request them in future DNS queries. In general, the resolution process starts from the root, moves

to the TLDs, and then traverses zero or more second-level domains and subdomains.

The process of resolving a query to an answer using the DNS described above is inefficient when
repeatedly performed by clients wanting to visit websites and interact with various services
on the Internet. A straightforward optimization is to cache the responses from the root and

the TLD resolvers until a specific validity time, known as Time To Live (TTL) provided in the
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resolver responses. While this prevents repeated queries, it increases the burden and complexity
of the client stub resolvers who would need to maintain these caches. Better than individual
client caches, are large shared resolver caches deployed at the network perimeter, either by ISPs
or cellular carriers which are used by their subscribers. Network operators use standardized
configuration packets (through Dynamic Host Configuration Protocol - DHCP [113]) when users
join the network to configure the information of the resolver. This allows clients to delegate the
resolution and the maintenance of the caches to the DNS services provided by the service provider
and allows clients to send a query and receive a response in a single request-response round trip

interaction shown by step 1 (request), and step 8 (response) in Figure 2.2.

DNS Security Extensions (DNSSEC): DNS communications were initially designed to be plain-
text resulting in network adversaries between the clients and the resolvers performing active
attacks tampering or modifying the requests or responses. DNS communications are also mon-
itored by passive non-tampering adversaries to understand user access patterns affecting their
browsing privacy. DNS Security Extensions (DNSSEC) aim to protect against network adversaries
modifying or forging responses from authoritative nameservers maintaining response integrity
through cryptographic signatures. DNSSEC maintains the integrity and authenticity of DNS re-
sponses from authoritative nameservers using cryptographic digital signatures and relies on public
key cryptography. Successful DNSSEC usage relies heavily on the hierarchical nature of DNS
which allows the maintenance of a decentralized public key infrastructure (PKI). Authoritative
nameservers append cryptographic signatures to the collection of resource records (RRSet) which
are returned to the requesting client. Therefore, the response to the client query requesting a

DNSSEC validated response includes the set of RRs and an associated signature (RR-+RRSIG).

Each DNSSEC-enabled zone manages its own key pairs and publishes the public parts of the

Key- and Zone-signing keys (KSK and ZSK) as DNSKEY records which in-turn is signed by the
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Figure 2.3: Traversing the DNS hierarchy to resolve a DNSSEC query Q = example.com(A)

KSK, while the remaining RRs associated with the zone are signed using the ZSK. To avoid a
solipsistic dilemma, the parent zone must attest to the correctness of the KSK — done in the form
of a delegation signer (DS) record containing a cryptographic hash of the KSK validated and signed

by the parent zone’s nameservers.

As shown in Figure 2.3, a client query to a validating resolver results in the resolver requesting
signed DNSKEY'’s, and associated DS’s from authoritative nameservers in the DNS hierarchy as
shown by the colored keys and signed resource record responses along the dashed purple arrows.
Each response is individually validated by the resolver and the cryptographic signatures from
the response (red signed file icon) obtained from the authoritative nameserver for the requested
zone is sent as the final answer to the client query. The client in this approach delegates the
responsibility to validate the content of the DNS responses to the recursive resolver without which

the client performs all actions of the resolver and validates the individual responses.
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HTTPS, Certificates, and the Web: httpsis an encrypted data transfer protocol between a web
browser client and a web server providing a secure version of the older http protocol. https uses
Transport Layer Security (TLS), a successor to the now deprecated Secure Sockets Layer (SSL)
protocol, to establish secure communication using asymmetric key cryptography. A TLS handshake
starts the process of establishing a secure connection to an endpoint once an underlying transport
protocol connection (typically Transmission Control Protocol (TCP)) has been established. Web
browser clients resolve the host IP addresses for a given Internet resource via DNS resolvers and
establish a TCP connection with the host IP addresses on a well known port (80 / 443). The TLS
handshake begins with the client and server negotiating the TLS version and cipher suite to use.
The client validates the certificate provided by the server, then generates a premaster secret which
is encrypted with the server’s public key. This is used to establish a shared session key, enabling a

secure encrypted communication channel [92].

TLS/SSL certificates are specific files hosted by web servers containing the host’s public key
along with identity information, such as the domain name they wish to use and the name of the
organization. These certificates are (per best practice) cryptographically signed (attested) and
issued for a fixed duration by a trusted certificate authority CAs. CAs previously voted to limit
certificate lifetimes to 825 days [69], and further reduced lifetimes to one year starting September
2020 [2, 70], eventually reducing the lifetimes to 90 days [307]. However, it is also possible to create
a self-signed certificate which is cryptographically valid but not attested by a CA — preventing
browsers from accessing the resources by presenting warnings about the interaction and only

performing the connection when explicitly bypassed.

If configured correctly, https allows communication to remain confidential and non-tamperable,
providing an authenticated medium between client and server with the assurance that commu-
nications are only being received and read by the intended recipient. Popular projects like Let’s

Encrypt, a US non-profit, have made it possible for website operators to add https support for
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absolutely no fee [8]. Cloud providers like Azure, Google Cloud, along with Content Delivery
Network (CDN) providers like Cloudflare and Akamai, have similarly made it easy to integrate
https by intercepting and handling the requests in a secure, easy to configure manner [119]. http,
without https, due to its plaintext nature, enables man-in-the-middle (MITM) attacks wherein the

adversary can eavesdrop, secretly alter, and relay communications between two parties.

Expert attackers, malicious governments, or Internet Service Providers could proxy requests
and show modified content to the user, steal their information, or use it for surveillance. Such
attacks have been thoroughly studied and publicly documented by cybersecurity companies [6]
and organizations such as the Open Web Application Security Project (OWASP) [94]. The lack of
a matching root certificate during validation of a certificate chain results in an error indicating
undetected local issuer certificate — typically preventing users from navigating to the resource

unless browser security policies are explicitly disabled [259].

Certificate Authorities (CA): Certificate Authorities (CAs) are trusted third parties whose core
responsibility is to issue SSL/TLS certificates [8]. CAs and their certificates are treated as trust
anchors and shipped by default by software providers (usually with browsers or operating systems)
such as Microsoft, Google, Apple, and Mozilla [24, 229, 240]. The list of default trusted root CAs can
differ between browsers and tools [311]. Our analysis of the trust stores show that Apple includes
174 default root trusted certificates, while Microsoft [229] includes 402 default root certificates.
The Mozilla NSS [240] trusted certificate store consists of 152 default root trusted certificates.
NSS trusts 52 individual root CA owners, while Microsoft and Apple trust 133 and 69 root CA
owners respectively. Any valid intermediate CA must be authorized as a CA [51]. Therefore, a
weak CA in a certificate trust chain is a weak link for website security, exemplified by attacks
on DigiNotar [270] and Comodo [18, 23] resulting in increased efforts focused on improving

transparency.
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The inclusion of a CA in the trusted roots require strict issuance compliance and periodic au-
dits [242, 306]. A certificate issued by a CA binds the public key of the web host to the domain name
and is cryptographically established by the CA signing the contents with its private key. A CA
responds to a request to issue a certificate by challenging the domain host to prove its ownership.
Such Domain Validated (DV) certificates are the most common type. CA-issued certificates can
also include information such as organization names, postal address, or an administrator email
address. These Extended Validated (EV) certificates are rigorously validated by the CA before
issuance and are intended to make phishing attacks with valid certificates harder. However, it
was still possible for a malicious attacker to register a company with the same name in a different
physical address and request an EV certificate. EV certificates are generally expensive, with a fee
for issuance. They have been widely adopted by large Internet companies, payment gateways, and
banks providing online services. However, their popularity has reduced due to concerns about
their effectiveness and the move by major browsers to avoid distinguishing visually between EV

and DV certificates in their respective browser interfaces [318].

2.3 Addressing Global Connectivity Challenges

The typical deployment of a community cellular network or private 5G networks aimed to address
the long tail of Internet connectivity are done as small scale independent cellular operators
operating and offering services to users within a specific geographical region. The network
deployments typically consist of an edge network core running necessary services and connected

to a single base station [147].

2.3.1 Increasing Deployment of Private Cellular Networks

Work on rural community networks has historically ranged from improvements in long-range

wireless protocols [38, 264] to mesh and distributed architectures and deployments [11, 35, 168,
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256]. Rural network deployments additionally encounter and address the challenges of maintaining
backhaul and power [325]; Hasan et al. make the case for graceful degradation of service in the
face of failure rather than a hard system cutoff [144]. Community cellular networks (CCNs) have
been explored by Heimerl et al. [146—148] as a way to offer wider-area coverage than WiFi based
networks, provide basic telephony as well as IP-based services, allowing communities to focus
maintenance on one site of failure as opposed to a community-wide mesh [173]. 2G [40, 144,
148, 284], 3G [220], and 4G [173] community networks have been deployed either as isolated
single-instance networks in a region, or have relied on a central network management server
(accessible via the backhaul link) to coordinate network state.

Due to their remoteness, it is typically important for such networks to be able to operate in
a disconnected fashion to serve users’ local traffic, even when the backhaul link to the outside
world is down [144, 309]. These networks are often connected to the rest of the Internet via a
low-bandwidth or unstable backhaul connection, for example VSAT satellite or long distance
WiFi links with only 1-3 Mbit/s throughput, variable latency, or low uptime due to weather or
power disruptions [144]. The local presence of the “edge" network core is able to facilitate this
disconnected operation.

Even if there are multiple related communities or villages clustered together in a given region
as typical in many Indigenous tribal and other rural settings around the world, each community
may want to have its own network core and backhaul connection for political reasons as well as

to reduce shared points of failure and network complexity.

2.3.2 Efforts at Distributing Cellular Core Network Functionality

Prior research efforts such as CellBricks [214] present an architecture lowering the barriers for new
cellular operators to provide their users access on-demand from any available cellular operator

by moving the support for mobility and management out of the network into end hosts thus
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requiring changes to the user devices. dLTE [173] is a proposed decentralized LTE architecture
that provides data only services rather than traditional telephony; it proposes removing network
level authentication and user management, rely on over the top security, authentication, and
billing at the application layer.

Jover and Lackey propose dHSS, a distributed decentralized Home Subscriber Server (HSS)
implementation for LTE which is a blockchain-based public key infrastructure (PKI) model instead
of the symmetric key model of today’s HSS. However, they rely on asymmetric cryptography
at the network layer which is incompatible with current devices [177]. The usage of individual
symmetric keys per subscriber is baked into the older 2G, 3G, 4G and 5G specifications for legacy
reasons, one argument for this being the decreased ramifications of having a single subscriber’s
key leaked, as opposed to a network wide private key. It’'ll likely be over a decade before 6G
potentially incorporates changes. Alternatively, Johnson et al. implement dAuth, a federated
mechanism to provide subscriber authentication in cellular networks without relying on a single

cellular network provider using cryptographic secret sharing mechanisms [174].

2.4 Cryptographic Transparency & Verifiable Infrastructure

Until 2013, the traditional model of certificate issuance by a trusted CA left users vulnerable in case
the issuing CA is compromised. Attacks such as the 2011 breach of DigiNotar [270] and 2012 Trust-
wave sub-ordinate root certificate policy resulting in TLS connections being monitored [275] led
to the proposal, and widespread deployment of Certificate Transparency (CT) infrastructure [203].
The proposal was later updated and includes a TLS extension that allows servers to present signed
certificate timestamps and proof of inclusion of certificates in CT log infrastructure [204].

CT log infrastructure maintains publicly available append only logs which are cryptographically
maintained and monitored. Today, various organizations such as Google, DigiCert, Let’s Encrypt,

Sectigo, Cloudflare and Trust Asia maintain publicly accessible CT Log infrastructure making up
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the ecosystem enabling the success of TLS and WebPKI. CAs issue pre-certificates for a requested
certificate from a domain owner after necessary domain validation. These pre-certificates, contain
the same information that would be present in the final issued TLS certificate and are sent to one
or multiple CT log servers. The CT log services issue a signed certificate timestamp (SCT) to the
requesting CA and are added to the append-only logs.

Logs maintained by the CT infrastructure are maintained by using datastructures known
as Merkle trees which are binary trees where each leaf node are the hashes of the individual
certificates and each parent level in the tree is constructed by hashing the pair of child nodes. The
log servers cryptographically sign the root of the tree creating a Signed Tree Head (STH). The
SCT received by the CA is appended to the certificate to be issued and sent to the domain owner
requesting the certificate. These certificates are served during the TLS handshake by the host
server to the requesting browser client. The browsers validate the correctness of the certificate by
traversing the certificate chain until a trusted root certificate is obtained.

The CT log infrastructure prevents the attacks such as the ones possible by TrustWave’s
policy of sub-ordinate certificate issues by allowing publicly run monitor servers that watch for
suspicious certificate issuance. CT log enable transparency of the Web PKI infrastructure and
attempt to bring to light any attempts at compelled certificate creation attacks, where government
agencies might compel CAs to issue fake TLS certificates in attempts to covertly intercept and
hijack secure web communications [316]. Such attacks have been identified and recorded in the
past, such as the 2015 attempt by Kazakhstan to create a root certificate allowing the ability to
intercept HTTPS traffic [276]. These root certificates were promptly removed from the Google and
Mozilla root certificate stores [261, 329, 351]. Arguably, improved transparency and monitoring
infrastructure poses significant challenges for national intelligence efforts possible via compelled
certificate creation attacks due to the monetary, operational and reputational penalties for CAs

when monitors or users discover such behavior.
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Chapter

Understanding and Challenging Implicit Trust

3.1 Cellular Networks are Implicitly Trusted

The boundary between today’s cellular and Internet networks blurred with most cellular networks
operating as Internet service providers and establishing a packet gateway for their subscribers
to connect to the global Internet network. The relatively small number of national scale cellular
networks providing the access layer for subscribers makes it challenging since a small number of
these providers are globally responsible and implicitly trusted for enabling user’s access to the
Internet. Similarly, the cellular networks are the de-facto source of digital identity for majority of
users in the world due to their ability to provide unique subscriber identities bound to usable and
memorable phone numbers through hardware SIM cards.

A cellular subscriber purchasing a SIM card and a subscription plan from a cellular service
provider implicitly trusts the service provider to successfully authenticate the SIM and provide
network services. The cellular service provider establishes trust in the subscriber by validating
the SIM issuance request either through the usage of a government issued national identity in the
country of operation or alternate mechanisms. In addition, the cellular network operator obtains
the required spectrum licenses to operate within the country granting the service provider exclusive

rights to use particular frequency bands which are advertised from the radio base stations.
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The issuance of the SIM card by the service provider grants the device a unique SIM identifier,
and includes a cryptographic symmetric key mapped to a logical phone number. Due to the
symmetric key nature of the SIM card, the same key is also present in the subscriber databases
operated by the cellular carrier. Any connectivity to the cellular services is provided by establishing
bi-directional authentication between the service provider and the user device where the device

authenticates the network and the network services authenticate the device [1].

3.1.1 Radio Layer Security and Trust

The security and privacy for users interacting with the access layer of cellular networks i.e. com-
munication between the UE and the cellular base station depends heavily on the implementation
of radio communications protocols. 2G based networks are vulnerable to false base station attacks
which trick UEs into connecting and relaying messages to a malicious base station leaking their
unique SIM identifier information (IMSI), and allowing the recipient fake base station to intercept,
or inject traffic. The radio encryption mechanisms between the base station and the UE also uses
weak encryption algorithms which are variants of the A5 encryption algorithm [274]. These
algorithms were deliberately weakened for export regions allowing national intelligence organi-
zations and law enforcement to intercept and view communications [42, 165, 250]. Despite the
deployment of new protocols such as 4G LTE, and 5G which provide many security and privacy
benefits, mobile devices provide backward compatibility and support communication protocols
such as 2G. Mobile operating system manufacturers have only enabled the options to disable
insecure 2G connectivity as recently as 2022 [336]. 2G also introduced various services which
are supported by cellular carriers as value added services such as Multimedia Messaging Service
(MMS) and Short Messaging Service (SMS) which are backward compatible and used even within
the today’s modern 5G networks. Authentication in 2G is one-sided, only allowing networks to

authenticate the UE resulting in the UE trusting any network providing connectivity services.
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The next generation of radio networks (3G) improve on the challenges posed by 2G network
security allowing UEs to authenticate the network that it is attaching to, allowing the network
operators to prove their legitimacy to the intended subscriber. Additionally, insecure A5/1 stream
cipher based encryption algorithms were replaced by KASUMI block ciphers [180]. However,
the radio layer networks were vulnerable to rogue base station downgrade attacks which are
unlicensed radio base stations that force UEs to downgrade connectivity to the older 2G protocols.
Despite improvement in the generations of radio technologies, the existence of rogue base stations
attempting to downgrade the connectivity is an active threat even with modern LTE and 5G
networks and likely will continue into 6G networks due to the large number of commercial products
and the tensions between law enforcement’s interception requirements and user security and
privacy [263]. Due to the critical nature of cellular networks and the wide variety of connectivity
support by devices, older protocols such as 3G continue to be operational in many countries across

the world with estimated shutdown dates extending upto 2033 [95, 102].

While the protocols to secure radio communications between the base station and the UE
continue to improve in the recent 4G LTE, and 5G networks, users continue to trust and rely
on their cellular service providers for connectivity and communication services. UEs as a result
provide information about their device such as the unique International Mobile Equipment Identity
(IMEI), their physical GPS location or proximity to the connected base station and the carrier
provided identity IMSI allowing carrier networks to track the location history, and communication
patterns [79, 149, 162]. Cellular operators could sell, share with partners, or leak the identity and
location data information when compromised by attackers [302]. Recent proposals such as the
Pretty Good Phone Privacy (PGPP) attempts to address these challenges posed by permanent
identifiers providing cellular network subscribers greater guarantees and reducing the need to

trust their cellular operator with this information [302].
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3.1.2 Core Network Communications Between Services

Figure 2.1 shows various messaging protocols (N2, S1, S6, N35 etc..,) relying on Stream Control
Transmission Protocol (SCTP) that are used to communicate between the micro-services in the
function driven architecture employed by modern cellular network cores. Users communicating
with cellular networks implicitly trust that the communications between these components which
could be located within the same datacenter, or in a hybrid-cloud setting are secured. These

communications include both the control-plane traffic and the user-plane traffic.
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Figure 3.1: Direct signaling and hidden third party interconnect operators in cellular core networks.

SMS Center (SMSC) was introduced to the core network architectures in 2G and 3G allowing
network operators to route messages between carrier networks supported by SS7 signaling.
This evolved into a backward compatible IP Multimedia core network Subsystems (IMS) in 4G
— establishing a standardized cellular core network service that allows for IP based multimedia
services such as Voice over IP (VoIP), and text and multimedia messaging services. As a result of

this architecture, users implicitly trust their cellular network provider with their communications
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between subscribers. Cellular subscriber databases maintained by the SMSC or IMS services contain
clear text record of communications from the sender to the receiver. As shown in Figure 3.1,
signaling communications shown by the dashed red arrows between the core network 1 and core
network 2 are necessary to deliver a SMS message between subscribers of two different cellular
networks. The message details are available in plain-text to both cellular operators affecting user

privacy for what users perceive as private messages between subscribers.

Signaling protocols such as Signaling System 7 (S57), and DIAMETER form the core part of the
control plane in a telecommunication network and is separated of the user plane. The older and
still widely used SS7 signaling protocol supporting 2G and 3G networks allows trusted hand-off of
communications from one carrier to another after necessary authentication and authorization.
Communications between subscribers of different cellular networks are signaled between the
network operator core networks allowing both parties, and intermediate third parties operating
relays the ability to terminate the connections and learn the contents of the messages being
signaled in plain-text. Compromise or breach of these infrastructure allows complete control over

the control plane of the cellular network — enabling SMS redirection and account takeovers.

Despite the many innovations in cellular protocols over the last decade improving performance,
security, and privacy, the ubiquitous, well supported, and widely used Short Messaging Service
(SMS) standard continues to be insecure and sends messages through the network in clear text.
Over a trillion messages which include sensitive content such as one time passwords (OTPs) used
for authentications, password reset messages, banking transactions, and medical appointment
reminders are sent every year from businesses to their customers. While the provisioning of phone
numbers by the telecom operators through explicit hardware SIM cards are compelling reasons
for businesses worldwide to rely on SMS for authentication and other communication, the widely
used SMS standard allows telecom operators and various intermediaries between networks to

view the message contents, compromising the sender and receiver’s security and privacy.
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While I make a case for SMS communications due to its ubiquitous and widely available
support, the same security and privacy challenges exist for voice based communications and
Internet connectivity services provided by the packet gateways operated by the cellular network
providers. With the emergence of TLS in the web, intercepting the packet gateways to identify
user packet flows would result in encrypted data flows. Through mechanisms such as deep packet
inspection, or forcing UEs to use network operated DNS resolvers, operators can enforce various
content filtering mechanisms preventing user access to the Internet. Cellular subscribers in most
regions of the world implicitly trust their network operators to not intercept, modify or drop any

messages and communications.

3.1.3 Hidden Entities in the Cellular Network Ecosystem

To reduce the complexity associated with pair-wise establishment of signaling between n core
networks (O(n?)), cellular network cores are connected by third party interconnect operators
mimicing a star topology in a communication network as shown by the magenta dotted arrows
in Figure 3.1. These signaling operators increase the number of networking hops required for a
message to move from a source network to a destination network but simplify the operational
complexity of cellular core networks which offload the routing complexity to the third parties.
However, while these interconnect operators are invisible to subscribers they have complete
visibility into clear-text communications between the intended subscribers across network cores.
Compromise of these hidden networks leak user privacy. These risks are not theoretical and have
been actively exploited by attackers silently for multiple years before being discovered in the SS7
hack affecting United State’s largest 3rd party interconnect — Syniverse [71, 184].

In addition to these interconnects, operators providing API and authentication services for
Internet applications or businesses are processed by hidden telemarketing or SMS gateways which

connect both to the public Internet network and to telecommunication network backbones through
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their private infrastructure. These popular web services are used by thousands of applications
such as ride sharing, food delivery platforms and by end-to-end encrypted over the top messaging
platforms like Signal messenger, or the extremely popular application — WhatsApp. Additional
hidden network functions such as spam and abuse detection mechanisms, deep packet inspection,
call and data records auditability, advertising networks, and integrations with services required by
law enforcement, are either implemented directly by the cellular operator or are provided to them
by third party service providers. This worsens the privacy gap since the contents of the messages
are fully revealed to machine learning based spam and abuse detection models, or network traffic
is used to identify and target subscribers with advertisements.

The telecom ecosystem and their services provided are complex, use insecure communication
protocols, or are only encrypted from point-to-point allowing intermediate points in the network
architecture full visibility into the contents of the communications. These protocols have previously
been attacked by adversaries, and the network contain many critical players who are invisible to

subscribers but yet route and process subscriber’s data posing high security and privacy risks.

3.2 Implicit Trust in Hidden Internet Infrastructure

3.2.1 Trusted Default Configurations from Network Operators

Internet service providers and cellular network operators provide users access and connectivity
services to the Internet. On successful authentication, an IP address is assigned (typically dy-
namically) by the service provider to the UE requesting access to the network. Dynamic Host
Configuration Protocol (DHCP) servers are maintained by service providers to provide network
configuration parameters such as the information about the default gateway, the network subnet
mask, and the default DNS server configuration. A typical Internet user is typically oblivious to
the existence of invisible infrastructure such as the DHCP servers or DNS resolvers. Due to the

importance of DNS resolvers, large carrier networks and ISPs deploy privately managed DNS
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infrastructure at their network perimeter. A historical omission of a discovery mechanism from
the DNS ecosystem makes wider secure deployments of DNS services a challenge restricting the

ability for automatic configurability to within the local network through the use of DHCP.

As mentioned in §2.2, DNS resolvers and infrastructure is critical infrastructure for a human-
usable Internet. UDP based DNS queries are the most widely used mechanism for interacting with
DNS resolvers and relay communications between the user and the resolver in plain-text, allowing
the DNS infrastructure to have complete visibility into each user’s Internet browsing patterns. ISP
networks across the world enforce content filtering mechanisms either due to legal court mandates,
regulatory policies such as Children’s Online Privacy Protection Act (COPPA ’98), or government
enforced censorship policies due to religious, social conflict, or political reasons. Prima facie,
the DNS infrastructure becomes a critical point for network interception and is supplemented
by deep packet inspection, or IP address based filtering mechanisms. While the usage of private
DNS resolvers which do not implement such filters is possible, users typically do not manually
configure their DNS settings. Many private networks such as coffee shops, airport networks, and
in-flight Internet networks do not allow users to configure custom DNS resolvers and prevent
access to the Internet. As a result, users of these networks trust the default or explicitly configured
DNS service providers to (1) provide valid responses to their DNS queries enabling them to browse
the Internet, (2) safeguard their browsing activity from attackers, and (3) perform regular security

audits and enforce strong privacy policy protecting their browsing activity.

3.2.2 Trusting the Trusted TLS Connections

The usage of Transport Layer Security (TLS) standardized the security for clients during com-
munications with web, mail and other server infrastructure providing Internet enabled services.
The ability for TLS to provide authenticity, integrity, and confidentiality prevented passive net-

work adversaries from monitoring network communications between the user and the end host,
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and active network adversaries from covertly modifying or tampering the network packets. As
mentioned in §2.2, and §2.4, the successful adoption of TLS relied on large organizations such
as Google providing browser software to mandate its usage, and penalize search rankings and
reputation for those hostnames which do not enable support for secure communications between

the client and the host.

Additionally, the development of open source and non-profit organizations such as Let’s
Encrypt, and CDN networks providing free TLS certificates improved the adoption of TLS on the
Internet today [8, 92, 128]. The increased adoption of TLS, and the usage of CT logs resulted in
clients implicitly trusting a set of certificate authorities forming the trust anchors. This collection of
certificates is maintained differently for each operating system, and could be shipped independently
by various application providers such as browser vendors, or core networking client stubs installed
on the user devices. Critically, the guarantee of secure communications between a client and a
server does not necessarily guarantee privacy. During communications with the server terminating
the TLS connection, clients leak their IP address — which can be used for geolocation returning the

information about the ISP, country, and sometimes the city information with reasonable accuracy.

TLS introduced cipher suites which are a collection of algorithms that can be used to secure
the connection. Each entry in the cipher suite contains a tuple of the key exchange algorithm, the
encryption algorithm, and the message authentication code algorithms. Since the introduction of
TLS, the protocol has evolved with updates in 2006 adding various protections against cipher block
chaining attacks and was later refined in 2008 resulting in TLS 1.2 upgrading the usage of insecure
hash functions such as MD5 and SHA1 to SHA256 and expanding support for authenticated
encryption ciphers such as AES GCM [282]. Recent updates resulting in the development of TLS
1.3 introduced mechanisms separating the key agreement and authentication algorithms and
completely removing support for insecure cryptographic hash functions. The usage of older TLS

protocols is formally deprecated by most modern browsers, or result into warning messages being
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shown to the clients. However, older protocols are still prominently used to secure mail server

communications and by low power Internet of Things (IoT) devices.

TLS handshakes contain a plain-text ClientHello message that is sent by the client to the server.
The message contains the capabilities supported by the client and indicates the hostname as the
server name requested. This message leaks user privacy and reveals to the ISP and any other
on-path network adversaries about the intent of the connection. Deep packet inspection tools rely
on this signaling to enforce content filtering or intercept and reset client communications [276,
293]. The Encrypted Client Hello (ECH) extension attempts to address this privacy concern by
encrypting the initial ClientHello message such that only the intended webserver can decrypt the
intended message. It does this by relying on the underlying DNS infrastructure to secure fetch the
public keys needed for encryption. As a result, clients making these requests for TYPEGS records
continue to trust DNS resolvers to resolve, and validate the communications during the traversal

of the DNS hierarchy and to not modify the contents of the response.

3.2.3 Implications of Routing Infrastructure ‘Built on Trust’ on TLS Communications

The CAs that users rely on to keep their Internet communications authentic and secure, in-turn
rely on hidden Internet infrastructure such as routers to successfully complete various challenges
from the host requesting a certificate. Routing infrastructure on the Internet relies on specialized
hardware known as routers, running the Border Gateway Protocol (BGP), and allows IP packets
to be moved from a source towards a destination IP address through a collection of intermediate
networks. Routers read packet header information and determine the next router to which the
packet can be forwarded. The determination of which IP addresses to route to a network is defined
by the advertisements made by different networks which are also referred to as Autonomous
Systems (AS). ASes on the Internet network are dynamic and the BGP routing information sent

via advertisements by a network to its peers are heavily trusted. This implicit trust in the routing
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infrastructure allows adversaries to manipulate the routes IP packets take along the network either

in attempts to passively observe the flows, or actively prevent traffic from reaching the destination.

BGP route manipulation, and route hijacking resulting into denial of service (DoS) attacks could
happen either due to intentional attacks by adversaries or compromised networks, or unintentional
and inadvertent mis-configurations. The usage of BGP Origin and Path Validation (BGPSec) allows
ASes to cryptographically sign the BGP path update messages propogated between routers allowing
a set of routers forming a path to validate the correctness of the path [209]. Resource Public Key
Infrastructure (RPKI) allows ASes to cryptographically sign their advertisements as Route Origin
Authorization (ROAs) objects allowing routers to only accept valid route advertisements to update
their routing tables once the BGP path has been validated [66]. While the usage of BGPSec and
RPKI could keep the Internet routing secure and trustworthy, compromise of the routing registry
accounts (ARIN, RIPE etc..,) maintained by ASes can result in invalid ROA configurations being
published by the AS resulting in IP addresses no longer being reachable and affecting network
reachability and connectivity for users relying on the network. Recently, credential compromise
to create and publish ROAs by a Spanish carrier network Orange, resulted in the network failures

effectively reducing their Internet traffic by half [215].

Trust in routing is crucial for the issuance of certificate by CAs which are in turn heavily trusted
to enable secure TLS communications on the Internet. Hijacked communication between CA and
the hostname could result in attackers successfully completing various domain validation and
HTTP based challenges posed by CAs and obtain TLS certificates on the host’s behalf [55]. Despite
the possibility of such attacks being known since 2018, real world BGP hijacks in 2022 enabled
the issuance of certificates by ZeroSSL resulting in the KlaySwap cryptocurrency attack [289].
Additionally, the prevalence of government CAs in the root trusted certificates forming the trust
anchors increases the risk for national intelligence efforts and countries with heavy censorship

to gain control of issued certificates and then perform MITM attacks on users. The use of multi-
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vantage point domain validation infrastructure has been shown to thwart a majority of these BGP

attacks and is actively used by Let’s Encrypt [56].

3.3 Implicit Trust in Today’s End User Privacy Applications

Various widely used and popular Internet enabled applications provide users security and privacy
while interacting with resources on the Internet. These range from anti-virus and Internet security
software installed on user devices, Virtual Private Networks (VPN) applications allowing users
to protect their privacy, and E2EE messaging and communication applications. While all these
applications keep users safe and private on the Internet, they require the user to implicitly trust
them to do so which is not ideal.

Typical Internet security and antivirus software installed on user devices require users to
install custom root certificates of the antivirus software vendor, which are typically regularly
audited. Enabling users to customize their trust anchors and modify their list of root trusted
certificates is considered to be insecure due to the possibility of nation scale social-engineered
attacks that could be used to compromise user security and privacy by intercepting all their device
communications. Users installing these software typically do not understand the implications of
doing so and this unfamiliarity has been previously exploited to launch the SMS campaign asking
citizens of Kazakhstan to install a national security certificate on their devices [276]. Despite being
able to orchestrate similar attacks in case of breaches, antivirus software are heavily trusted by
the majority of those who install it and at-times are installed at the organizational level by IT
administrators to secure enterprise networks and their employees while also allowing them to
observe and monitor network traffic to protect the organization.

VPN applications are used and configured by privacy aware users to protect their network
traffic from their country ISP - typically to circumvent content filtering or censorship, or hide

network traffic from other passive on-lookers on the network path. As a result, all network traffic
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is sent over an encrypted tunnel between the client and the VPN service provider who relays
the communications on the client’s behalf. As a result, the intermediate VPN services shift the
trust from relying on DNS and the served TLS certificates to trusting and relying on the VPN.
The usage of VPNs however does not necessarily prevent servers from identifying the users
who could continue to use other indicators and priors to establish the mapping. The privacy
benefits are improved as more users rely on the same VPN infrastructure and route their traffic
through them effectively gaining privacy through the introduction of noise. However, despite the
increasing adoption and widespread usage of VPNs, recent research efforts indicate that popular
VPN protocols are vulnerable to fingerprinting [353]. Active government surveillance and attempts
to crackdown on VPNs by ordering providers to handover user data and forcing user data to be
stored for 5 years or longer raise significant concerns around user’s trust of their Internet service

provider and the various services they interact with using their configured VPN network [154].

Another widely used application focused on providing security and privacy are end-to-end
encrypted communication platforms such as Signal, or WhatsApp among others. Advances in
cryptographic protocols resulted in E2EE communication platforms deploying double ratcheting
algorithms [266], and using an Extended Triple Diffie-Hellman handshake for key agreement
(X3DH) [219] allowing two parties to establish a shared secret key while mutually authenticating
each other. To guarantee correct key agreements, the two parties need to physically meet and
validate their shared secrets out of band. Such explicit efforts at validation are rare, and many users
trust the public keys sent by the server infrastructure of the communication platform maintaining
the identity of the respective users. As a result, users face risk of equivocation attacks from
centralized providers of such infrastructure — who can present diverging views resulting in a
MITM attack orchestrated by the provider, possibly on behalf of a law enforcement request. While
popular platforms deny such actions, no technical guarantees exist to prove or disprove them —

recently enabled in WhatsApp through deployment of Auditable Key Directories [216, 226].
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E2EE and Internet based applications often rely on a source of digital identity - often provided
by cellular operators due to the unique nature of hardware SIM based identifiers. E2EE messaging
applications like WhatsApp, Signal, use phone number based authentication as a part of the
bootstrap process used to create a user account prior to generating a cryptographic key pair
in the hardware trusted execution enclave of the user device. As a part of the authentication
process, a single time short lived one time password (OTP) is sent from the servers via a third
party gateway with both Internet and cellular backbone connectivity, which is routed to the user’s
network operator who is responsible for finally delivering the message that is used to complete
the authentication process, eventually establishing an identity on the messaging platform. Such
authentication workflows are used to prevent sybil attacks where millions of fake accounts would
be created otherwise by attackers. An often overlooked portion of security and trust models
is this interconnect and the reliance of Internet based end user applications on insecure and
highly centralized nation scale cellular network infrastructure. The operators of government
controlled cellular networks can as a result, read the sensitive OTP messages being sent by the
E2EE messaging provider to the intended subscriber. These messages could be dropped by the
operator preventing users from using E2EE applications they’re attempting to gain access to [68],

or could be intercepted resulting in account takeovers.

Summary: Without many user’s knowledge, sensitive information which is typically protected
in TLS enabled communications on the Internet are relayed in plain-text and become interceptable
while using carrier networks. Due to the nature of mobile devices providing both Internet and
cellular service connectivity to users, it becomes difficult for a user to distinguish the nature of
data flows within the network. The heavy reliability of Internet applications and services on
cellular infrastructure which does not provide the same levels of security and privacy due to its
centralized nature challenges the nature of trust in networking as the boundary between the two

blur and infrastructure becomes increasingly hidden.
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Chapter

Addressing the Long Tail of Internet Access

Organizations are increasingly turning to unlicensed spectrum and host neutral architectures
to provide network services through private 5G/LTE or Community Cellular Networks to address
the challenges of connectivity in both rural and urban Internet affordability and connectivity. To
the subscribers of these services, their widespread deployment and active usage comes with two

key challenges — affecting their (1) security, and (2) usability.

4.1 The Case for Decentralizing Cellular Networks

The evolution of cellular network core infrastructure has resulted in the industry adopting service
based design. While this enables operators to identify bottlenecks and scale their services to
provide efficient and quick access to the Internet and other cellular services to their subscribers,
the design becomes increasingly complex and difficult to maintain for smaller scale individual
network operators. As the usage of the cloud increases and private 5G and LTE networks continue
to increasingly be deployed, it becomes critical to enable users to move between networks securely
and without interruptions to their quality of service. As mentioned in §3.1, nation scale cellular
networks today are heavily trusted and any failures — intentional or unintentional result in severe

adverse impacts to its users and the economies that rely on these connectivity services.
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While large nation scale carrier networks have enabled economies of scale, they’ve raised
concerns about security and privacy due to the amount they’re heavily trusted. Additionally, the
users of such networks are heavily restricted due to the lack of market-competitive alternatives in
the most cases providing them a market to choose from a large set of service providers. We analyze
the data of active network operators globally based on active Mobile Country Code (MCC) and Mo-
bile Network Codes (MNC) assigned to operators by the International Telecommunication Union
Telecom standardization sector (ITU-T). As shown by in Figure 4.1, we observe that subscribers
in 128 countries (75% globally) have less than 5 cellular operators to choose from indicating the
monopolistic or oligopolistic nature of network infrastructure providers globally. Such co-location
of the network infrastructure makes nations vulnerable to technical failure of infrastructure and
malicious attacks by adversaries. Additionally, it opens up tremendous possibilities for abuse of

power by nations over its citizens who have no other choice.

801

60 -

40

Percentage of Countries

20

<5 operators in 75% of countries

i 2 3 4 5678 lb 20 30 405060
Number of Cellular Operators Per Country

(a) Number of cellular network operators per Country (b) CDF of cell networks by country

Figure 4.1: Distribution of number of cellular network operators globally.

As aresult, it is important to establish alternative and reliable communication mechanisms and
decentralize the centralized nature of this infrastructure. The deployment of thousands of small
scale private or community cellular networks is no longer a pipedream due to the relatively low cost

of communication hardware, production grade open source cellular core network software, and
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the democratization of spectrum through the Citizens Broadband Radio Service (CBRS) allowing
hyperlocal cellular network deployments in both urban and rural areas supporting a range of
use cases from enterprise settings to enabling affordable Internet access. Prior research efforts
have argued that the deployment of such networks is cost-effective, especially in regions where it
might be prohibitive for large network carriers to deploy their infrastructure [39, 145, 147, 182],
enables a local community for repair and maintenance [170, 171], and empowers the community
by giving more control over the use of network resources [175].

While decentralization allows increased resilience due to the availability of alternatives and
reduces individual control of the large network providers enabling community ownership, it
also raises significant challenges for security, and how trust is established in a network. The
use of blockchains due to their tamperproof nature, cryptographic guarantees, and need for
consensus among participants have given rise to interesting and newer trust models which are

worth exploring in a cellular network setting.

4.2 Coordination and Interoperability Challenges

In today’s nation scale cellular networks, the interoperability between networks is enabled through
pre-established agreements and is commonly referred to as roaming [214]. These roaming agree-
ments between the remote mobile network and the subscriber’s home network is established
either directly between the two parties or through partnerships with a network aggregator. While
these roaming agreements might be easy to establish between a small set of carriers, the same
approach would be a non-starter for a network setup involving hundreds if not thousands of
private smaller core networks. Additionally, roaming configurations require network operators
to be always available to establish secure connectivity between network cores which may not
always be possible in disconnected and individual single cell rural deployments of these networks.

Roaming in the traditional national scale cellular context is established by a serving roaming
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Figure 4.2: Overview of roaming in traditional cellular network between two core networks

network contacting the home network of the subscriber for authentication information to challenge
the user device’s request to attach to the roaming network. This enables the user device to perform
authentication with the home network’s core identity services while being routed by the roaming
network provider as shown in Figure 4.2. The subscriber’s home core network then completes a bi-
directional authentication and informs the serving network about the status of the authentication
with a session token to allow the UE to connect and obtain services provided by the roaming
network. Due to the nature of the pre-established roaming agreement establishing business
trust relationship, the inter-provider roaming protocol indicates the authenticity of the user
with the roaming network. Additionally, these messages might be relayed through third party
intermediaries who interconnect different network operators where direct peering links are not
established. Once the core networks authenticate each other, and home subscriber network assists
roaming network to authenticate the user, the network operator sends the device configuration
information provisioning access to an Internet packet gateway allowing Internet access.

While the current roaming practices might work for large nation scale cellular operators,
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or mobile virtual network operators (MVNOs), it becomes particularly challenging to establish
communications back to the home network from a roaming network core when hundreds of
smaller such operators exist or in the case of rural networks where users might want to access
local in-network services when individual network cores might be disconnected from the backhaul
Internet services. This is both due to the challenges in providing high speed inter-operator network
connectivity and the difficulty in establishing roaming agreements with each available network
operator.

Due to various billing requirements — typically based on the usage of bandwidth by the UE
requesting the roaming services, the roaming network cores are typically configured to tunnel user
traffic to the home network core where the PCRF function in the network manages billing. The
results from the individual PCRF functions of both networks are compared and audited generating
financial reports which are periodically settled by the operators involved. The standards for
roaming are under-specified, and is operator dependent due to its high complexity. To address
these challenges, we propose the establishment of a consortium blockchain of smaller scale network
operators. The overall design also allows nation scale network operators to inter-operate with

individual network cores.

4.3 Reducing Trust Requirements Between Carrier Networks

Envisioning a world with thousands of smaller cellular network operators, a key challenge would
be to establish communication between the core networks without explicit business agreements
between the network operators. Blockchain networks address the challenges of enabling disparate
nodes to coordinate and show great promise at addressing the problems associated with coordina-
tion and interoperability. In a decentralized network relying on blockchains, each network core
typically is configured to operate as a peer managing their own organizational identity. Message

flows between core networks are wrapped as cryptographically signed transactions which are
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grouped together into a block created by the participating nodes of the network. These blocks are
cryptographically linked to the previous block providing guarantees of transaction ordering and
authenticity, by establishing a tamper resistant append only logs of transactions agreed upon by

mutually untrusted entities.

Algorithm 1 Node Setup Algorithm 2 Tx Issuance Algorithm 3 Tx Validation

1: IIg < External Proof Require: T « {} 1: i, Tx, oy < RecvTx()
2: N; « Node Unique ID T[i] <« PK; Vi — PK; 2: if i ¢ T then

3: (SK,PK) « KeyGen() 1: m « Encoded Request 3: return (false, ¢)
4: o, « Sign(N;||TIg, SK) 2: Tx « Enc(m, T[i]) 4: end if

5. REGISTER(PK, N;||IIg, 0,))  3: orx < SIGN(N;||Tx, SK) 5. PK; « T|[i]

4: SUBMITTX(N;||Tx, o1y) 6: E, «— i||Tx

7. b « Verify(E, o1y, PK;)
8: if b then

9: if i # N; then

10: return (true, ¢)
11: end if

12: m « DEc(E,,, SK)
13: return (true, m)

14: end if

15: return false

The usage of blockchains in the setting of cellular network cores as a coordination layer
allows auditability of services provided which can be used for billing and reduces the need for
independent audits being carried out. However, public blockchain (Bitcoin, Ethereum Classic,

etc..,) settings require majority of the participants to be honest, but come with the trade-off of
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increased computational overheads due to the proof of work nature of consensus. In a heavily
government regulated setting such as cellular networks, we argue that such extreme notion of
distrust is unnecessary and could be relaxed — allowing the deployment of faster, practical, and
less compute intensive permissioned blockchains which pose a relatively small barrier of entry for
new operators joining the network. In practice, the proof of registration of the operator’s business
could be used to enable their respective cores access to the permissioned blockchain network. The

pseudocode for a new node registration is mentioned in Algorithm 1.

Cellular operators participating in this permissioned blockchain network could coordinate
between each other by issuing a transaction on the blockchain to be included into a block. Algo-
rithm 2 presents a generic interface exposed as an API from the node to the core network functions
in the EPC or 5GC. In the case of roaming, this transaction effectively can be an encoded request
for authentication information necessary to validate a particular user. The issuance of such a
transaction to be addressed by a peer instance i is proof that a user device attempted to connect
to the roaming network and requested roaming services through the provider. The usage of the
blockchain indicates that core networks which are not physically peered with each other still
obtain the message through an intermediate node participating in the network. The knowledge of
public keys associated with the participating nodes of the network allows the transaction contents
to be encrypted for receipt only by the intended recipient core network and allows participating
nodes to achieve consensus over encrypted encoded requests as transactions. Similarly, a response
to the transaction is linked to the hashed identifier of the originating transaction allowing au-
ditability of the records. All receiving nodes in the consortium receiving the transaction, validate
the authenticity of the transaction by verifying the integrity of the signature over the encrypted
message contents by the issuing node as shown in Algorithm 3. Once validated, if the transaction
contents are intended for the peer verifying the transaction, it is decrypted and the encoded

requests are processed accordingly by the business logic implemented with the cellular cores.
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In the context of roaming, the usage of consortium blockchains removes the explicit need
for establishing business roaming agreements and performing regular audits of the billing and
security infrastructure. Due to the nature of blockchain driven consensus and data sharing, it
allows cellular operators to share information with each other despite not being immediately
connected to each other, allowing existing Internet gateways and cloud services to be used. The
democratization of cellular network deployments allow individual users to quick move between

service providers offering greater choice and freedom.

4.4 (Un)Iintended Consequences & Performance Implications

The usage of cryptographically chained append only datastructures in blockchain networks require
each node participating in the network to maintain a copy of the same information resulting
in increased storage costs for small network operators. Additionally the mechanism of using
blockchains transactions to communicate messages that would otherwise have been achieved
over a connection oriented protocol between the participating network cores result in significant
latency overheads because of the time taken for achieving consensus. Such latency overheads are
typically in the few milliseconds in traditional roaming networks and switching to a blockchain
based decentralized architecture would adversely impact subscriber’s experiences.

An intended consequence of a decentralized architecture is to enable the usage of public
key cryptography in cellular infrastructure which has traditionally only used symmetric key
cryptography based techniques for authentication and protecting the integrity and confidentiality
of the messages being sent. The usage of public key cryptographic techniques brings together the
Web based ecosystem and the cellular ecosystem further blurring the differences between the two.
The cellular ecosystem as a result could leverage existing public key infrastructure and seamlessly
interoperate and benefit from existing transparency infrastructure while offering greater visibility

and insights into cellular networks which did not exist previously.
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The usage of public keys enables the introduction of discovery mechanisms allows roaming
networks to discover the home network of the subscribers requesting the service. An intended
consequence of this design is the ability to selectively encrypt messages that can only be read by
the intended recipient while allowing other peers to reason about the integrity and correctness
of the encrypted information during consensus. This is possible due to the high level nature
of transactions which are wrappers over any mutually agreed upon message encoding schemes
supporting custom business logic between two parties and could also be used for exchanging
secure standardized message formats. This design improves privacy for subscribers by preventing
any intermediaries from the intent of the transaction and the contents of the messages. It also
allows for the eventual usage of threshold cryptosystems where disputed messages are efficiently

decrypted by a honest threshold during audits improving trust and privacy [32, 49].

Decentralizing the cellular core network also allows for greater innovation in network infras-
tructure and democratizes the cellular ecosystem allowing for additional service providers and
existing cellular ecosystems to thrive while making them more transparent and visible. Real world
deployment of consortium blockchains in cellular networks in India - focused on addressing spam
in promotional messaging, enable auditability and optimize business processes improving user

experiences and are shown to be effective and operational at scale of billions of users [312].

An (un)intended consequence and the push against decentralization of critical infrastructure
are the increased efforts associated with lawful intercept and national intelligence operations.
While such efforts might be considered unconstitutional by many due to privacy invasion, they’re
considered as a critical necessity by many others. Keeping in mind a positionality bias — while
alternative views against decentralization make fair points and are challenges which need to be
addressed by future interdisciplinary research efforts, I strongly believe that the improvements
to infrastructure resilience, user privacy and security, and the ability to circumvent Internet

censorship in many regions of the world with such architectures far outweigh its limitations.



47

4.5 Implementing Decentralized Cellular Authentication

A key challenge with enabling core network services such as authentication is the latency overhead
associated with the parties communicating through blockchain transactions. To overcome the
challenge, we investigate the standardized authentication mechanism used in LTE and 5G core
networks enabling user devices to connect to the core networks [17, 48, 191]. User sim cards
contain symmetric keys K and introduce themselves to the radio base stations using their IMSI
(4G LTE), or a concealed identifier (SUCI) resulting in an authentication request being sent by the
MME to the HSS database in 4G, or the AMF through the AUSF to the UDM as shown in Figure 2.1.
The HSS or the UDM return an authentication response vector containing the authentication
information AUTH, an expected response from the user device XRES or its hashed variant in 5G
(HXRES), and an intermediate key K, which is used to derive other intermediate keys used
for securing user device communications with the radio base stations and core networks. On
closer inspection, we identify that these tuples (AUTH, XRES, K;,sr, RAND) and the associated
randomness are the cryptographic bits required for successful authentication.

A key insight we derive is that due to the replay attack resistance provided by one-time use
sequence numbers (SQN) in the SIM card, it allows home network operators with the symmetric
key of the subscriber to pre-compute the authentication vector tuples and encode them into
transactions on the consortium blockchain network. By encrypting specific vectors with all parties
in the network, it allows the home network operator to issue a fixed number of transactions
per subscriber anticipating user roaming. As a result, the roaming network operator who has
the authentication vectors can challenge the user device to prove its authenticity and match the
expected response (or hashed expected response). This also removes the potential bottlenecks and
performance implications that transaction based message passing but incurs additional storage
overheads for the core network. The usage of the tokens issued in transactions are reported when

used creating an auditable trace that can also be used for billing.
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To address these challenges we propose dAuth — a decentralized authentication mechanism
that allows users to seamlessly roam between different network cores preventing the need for the
individual network cores to coordinate on demand, and maintaining security and privacy while
allowing UEs to roam in different networks without sharing sensitive symmetric key material. The
proposal also addresses the challenges of reduced quality of service when roaming since all user
plane traffic is routed back to the home network and allows for local breakout, providing users
the advantage of existing optimizations such as load balancing and content delivery networks
edge availability.

We implement a distributed HSS between multiple network EPCs where users may roam
between these networks without prior roaming agreements or key sharing and provide the
results from of our distributed-HSS-based authentication. The implementation for the distributed
authentication builds on the open source LTE/5G EPC stack Open5GS [257]. Open5GS is an AGPL
licensed, C based open source implementation of the 3GPP Evolved Packet Core (EPC) of an LTE
network with support for SIM cards using the Milenage algorithm as detailed in the ETSI Technical
Specification [1, 257]. Open5GS supports the LTE specification as provided in the 3GPP Release
14 [4]. The implementation currently does not support the standard roaming procedures used in
LTE. The blockchain between the EPCs is implemented with an open source consortium blockchain

Hyperledger Sawtooth with all the nodes running the PBFT/PoET consensus protocol [74, 163, 254].

Trust Model: As in standard cellular networks, the HSS contains a copy of the symmetric LTE
Key K; which is also in the SIM card purchased by the customer, thereby establishing a trusted
relationship between each cellular provider and their subscribers. The regulatory protocols in place
for registration of the carrier and legal requirements will act as a trust barrier, on passing which the
carrier or Mobile Virtual Network Operator (MVNO) can join a Sawtooth consortium network. We
may assume that transactions and networks can be rightfully moderated by regulators who could

have a read capability in the network. In our model we assume that all cellular operators, which
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are peers in the Sawtooth network, deploy the same Sawtooth transaction processors (discussed
in more detail later) for performing the required validations. They establish secure connections
which can be achieved with pre-shared network security keys to establish a secure communication
channel. The peers issuing the transactions cryptographically sign their messages using elliptic
curve cryptography which can be validated by other members in the network. The Proof of
Elapsed Time (PoET) consensus protocol is executed on a Trusted Platform Module (TPM) chip
like the Intel Software Guard Extensions (SGX) enabling application developers to use trusted

code and produce signed attestations preserving confidentiality and integrity of sensitive data.

PoET: is a consensus algorithm developed by Intel for the Hyperledger Sawtooth blockchain
which aims to reduce the wasteful work that occurs in traditional Proof of Work (PoW) systems
like Bitcoin/Ethereum [163, 245, 352]. PoET creates a lottery similar to PoW systems but instead
of solving a cryptographic puzzle to create and propose a block it uses TPM hardware to sample
for a wait time from an exponential distribution sampled from trusted code running inside the
SGX enclave. The winner waits for the specified time and proposes the block to the network if
no block is found, or watches the network and helps resolve potential forks favoring the chain
with a lower aggregate waiting time. The result of the wait in the form of the Trusted Execution
Environment (TEE) attestation is validated by the other participants of the network. SGX prevents
user-defined applications from accessing secure areas of the processor, thereby preventing attacks
from spoofing or modifying the attestation received from the TEE device. In case of a detected
attack, PoET implements a statistical z-test on the block publication rate of the node forcing it to
not win the lottery, thereby preventing it from publishing too many blocks in the network.

Every sawtooth node consists of multiple processes packaged as services. The main sawtooth
service is the validator which is responsible for validating transactions or batches of transactions,
combining them into corresponding blocks and coordinating communication between various

other validators on different sawtooth nodes in the network. Transaction families are application-
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specific business logic separating the various types of validations that need to be performed by the
validator. The Transaction Processor validates the transactions based on the transaction families
the transactions belong to. Multiple transaction processors connect to the validator and report the
status of the transaction belonging to a specific family. A typical sawtooth installation involves
multiple default transaction processors like the identity processor and the settings processor which
are run as services to aid the validator. The global state of all the transaction families are presented
in a single instance of a Merkle-Radix tree which is present on each validator. Each transaction
family and the corresponding transaction processor can write or read from this global state using a
Radix Address which is computed as SHA512(Family Name)[0 : 6]||SHA512(Key)[—64 :], taking
the first three bytes of the family as the namespace and creating a unique identifier for a key

defined according to the application logic of the transaction family.

We implement our custom transaction issuing client as ccellular, and a corresponding trans-
action processor as ccellular-tp, as a systemd service which is registered to the validator and
deployed. Similarly, the ccellular client is deployed on all the nodes in the network. ccellular
is available as both a command line client and a module written in python, and is used to issue
transactions or read the data corresponding to a given mobile identity (IMSI) in the sawtooth
global state. ccellular is responsible for correctly encoding transactions into the format that the
sawtooth validators understand in addition to performing the corresponding read operations.
ccellular-tp is a transaction processor corresponding to the ccellular transaction family, and is
responsible for receiving the transactions and performing state changes on the blockchain global
state. The ccellular-tp implementation consists of database listeners similar to triggers listening to
the changes in collections in Open5GS MongoDB data store. Updates to the MongoDB data store
from Open5GS are converted into transactions by invoking the ccellular client and published to the
network which are validated by the transaction processor updating the corresponding blockchain

global state and the MongoDB databases of other network cores on the network.
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4.5.1 Evaluation

We evaluate the system along various metrics using a test network of three core networks, one with
an attached eNB running on a fourth machine (but connected via the local network to one of the
cores). Two of the three machines are Zotac BI325 Next Unit of Computing (NUC) mini-computers
running Ubuntu 18.04 with 1.6 GHz Intel Celeron N3160 CPUs, one with 8 GB memory (Node 1)
and the other with 4 GB (Node 2). The third is a Dell Optiplex 780 desktop computer also running
Ubuntu 18.04 with a 2.83 GHz Intel Core 2 Q9550 CPU and 4 GB memory (Node 3). The fourth
machine which runs only the eNB is a Dell Optiplex 7010 with a 3.40 GHz Intel Core i7-3770 CPU
and 8 GB of memory, and the eNB radio is attached via USB 3.0 to the SuperSpeed (SS) ports.
The eNB is implemented using the srsite open source eNB software [321], and runs on an Ettus
USRP B205 software-defined radio (SDR); A Moto C Plus Android smartphone running Android
7.0 is used as the UE. The SIM cards, purchased from a manufacturer through the online store
Alibaba, come with smart card functionality (similar to chip based credit cards) and run a Java
Virtual Machine (JVM) with hardware guards and supports various standardized cryptographic
algorithms used in LTE and 5G.

We evaluated the sawtooth network and the transaction processor by issuing 501 independent
transactions as authentication vector updates in the database. These transactions were issued
to the sawtooth network and validated before triggering a corresponding database write in the
roaming HSS databases. In our experiment, sawtooth batched the transactions into 10 blocks of
varying lengths as shown in Figure 4.3b. The default maximum batch size for transactions to
be included in a block is 200 but we only see some blocks with maximum size of 100. The total
experiment lasted 120 seconds from the initiation of the first transaction resulting in an average
transaction throughput of approximately 4-5 transactions per second.

The total network bandwidth between Nodes 1 and 2, measured via iperf, was 118 Mbps,

limited by the WiFi backhaul of Node 1; likewise, the bandwidth between Nodes 1 and 3 was



52

Block Throughput and Size

Network Usage on Nodes 1.75 4 L 500
—— Node 1tx MB : o N
204 ——- Node1rxMB 1504
— Node 2tx MB : I 200
—==- Node 2 rx MB :
9 —— Node 3tx MB : 1251 @
] : ) 5
315- ==~ Node 3rx MB : = z
: ©
] R : < 1004 F300 &
Q ~ s
= 9 =
£ 1 ) bS]
& 101 %5 0.751 °
E o F200 &
=] N €
© 0 S
© 0.50 1 =
)
> 100
0.25
o1 : TTTTYTTTETIT Y 0.00 1 . ' ' . _to
0 20 40 60 80 100 120 140 2 4 6 8 10
Time in seconds Block Number

(a) Sawtooth Throughput: Plot of Megabytes (MB) (b) Sawtooth Throughput: Plot of block size and num-
sent (tx) and received (rx) by each of the three Saw- ber of transactions committed for the same 501 trans-
tooth nodes as a result of 501 transactions sent by actions as run in Figure 4.3a.

Node 1 at the same time. All transactions were com-

mitted in 120 seconds. The times of block commits

are shown as the pink lines. The average throughput

over all transactions was around 0.015 MB per sec-
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Figure 4.3: Evaluation of blockchain based decentralized LTE core authentication

measured at 117 Mbps. The bandwidth between Nodes 2 and 3 was measured at 934 Mbps, as
both were connected to the same wired LAN. Sawtooth used 0.12 Mbps on average, a surprisingly
high bandwidth, but small compared to the total available. In the future, we aim to maximize the
network bandwidth availability for maximizing throughput of the system.

These experiments on extremely resource constrained hardware indicates the viability of
decentralizing core network functions and their ability to operate in rural community cellular

network regions with intermittent network connectivity.
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Chapter

Understanding the Internet’s Critical Long Tail

Today, most secure web communication takes place over HyperText Transfer Protocol Secure
(https). Using Transport Layer Security (TLS) to encrypt http requests and responses, https
provides users with message authentication, integrity and confidentiality. Many elements of https
usage have been explored, with previous work focused on measuring the cost of https [246],
analyzing the certificate ecosystem [118], and the examination of https adoption in the web of
2017 [128]. While the most recent measurements by Felt et al. [128] focused on adoption of https
using the Alexa top 1 Million dataset, many critical web resources are unlikely to fall within this
dataset, such as websites run by local and national governments. Such sites, often serving smaller
geographic regions or countries without a large web presence, are trusted with holding sensitive

user data for civic functions or providing information such as local infectious disease numbers.

Across the world, government websites are expected to be reliable sources of information,
regardless of their view count. Interactions with these websites often contain sensitive information,
such as identity, medical, or legal data, whose integrity must be protected for citizens to remain
safe. Prior case studies have shown that citizens visit local county government websites for a
wide range of services including job openings, local demographics, budgets, meeting minutes,

details of contracts and their summaries, and for official contact information of their elected
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representatives [28]. Research also shows that websites providing quality e-services help build
trusted relationships between citizens and their governments; further, low-traffic local government
websites such as utilities, water etc., while not present in top million lists, are still actively used
in citizens’ daily lives [326]. Attackers therefore may target government sites to disrupt critical
infrastructure, steal identifying data, disenfranchise citizens and influence politics, or decrease
their trust in the government. Providing secure access to local “.gov” sites should be of high

priority for governments.

5.1 Datasets & Tools

Datasets of websites exist on the Internet for research use, including the Alexa million datasets
which rank sites by popularity, the Cisco million [81] which ranks by traffic volume, and the
Majestic million [176]-an open source version of the Alexa million since its acquisition by Amazon.
Tranco, another public list, attempts to provide a more stable ranking for web measurement
avoiding the flux of prior datasets [205]. Le Pochat et al. note that only 49% of the domains in
the Umbrella datasets are available, responding with a success status code of 200, as are only 89%
of the Majestic million [205]. Our work uses these datasets as a seed set, which we then expand
through web crawling, Amazon Mechanical Turk tasks, and hand-searching domains to increase
the number of unique measurable government websites from 27532 to 135408. This is a substantial
increase from government websites in existing datasets, and forms the basis for our analysis. In
prior work, tools like ZMap and CFSSL have enabled researchers to perform large scale studies on
Internet hosts [85, 116].

Our analysis is different in that prior efforts largely focus on the “head” of the Internet, i.e.
popular domains as found in top million lists. In this work, we explicitly include the “long tail” of
government websites as they are especially critical to user safety but do not commonly appear in

the top million lists. Mirian et al. similarly measured https among general sites outside the top
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millions, finding that services providing free certificates such as Let’s Encrypt improve overall
adoption of https and that general web domains also use Let’s Encrypt four times more than
other CA authorities [230]. We observe that Let’s Encrypt is also the most popular CA used by
government sites globally, though not in every country. Prior studies have tried to understand the
root causes of https certificate errors in Chrome [10] and analyze trust models in CAs [13, 125].
Others focus on challenges in the certificate ecosystem, the need to make them more auditable,
and ways that CAs could be incentivized using insurance models with benefits negotiated between

CAs and domains [117, 118, 150, 222, 260].

5.2 Measurement Methodology

We begin by generating an initial “seed” list of government hostnames by merging the publicly
available top-million datasets, including the Majestic Million dataset, Cisco top 1 Million dataset,
one historical copy of the Alexa top 1 Million dataset published in August 2019, and the Censys
research dataset produced by the University of Michigan and made available through Google
BigQuery [116, 295]. This merged dataset of hostnames is then filtered and de-duplicated to
include only government websites. We separate government and non-government sites through a
regular expression filter for hostnames using standard government formats. A popular format
used by many countries is .gov.country-code, and all countries except the United States use only
one domain extension. However, the USA uses both .gov.us and .gov for official government
purposes, in addition to a dedicated federal .fed/.fed.us and military .mil top level domain (TLD)
without the “us” country code.

Government domain names and extensions depend heavily on countries’ primary languages.
Countries with French as a primary language often use .gouv, and those with Spanish use .gob
followed by country code. Kenya, Indonesia, Japan, Korea, Thailand and Uganda use .go followed

by the country code. Some countries use .gub, .govern, .government, and .guv, New Zealand uses
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.govt and Switzerland uses .admin. We filter hostnames in the dataset using these known expec-
tations and exceptions, along with country code extensions, as a conservative filter with high
precision but limited recall. This was decided to ensure that our list was comprised of only govern-
ment websites. For example, environment.gov.au, geoportal.capmas.gov.eg, stats.data.gouv.fr
& www.pwebapps.ezv.admin.ch are valid hostnames because they follow the format of a valid
government domain name extension followed by a country code, making them valid ccTLDs
included in our scan. We expanded this initial list through three separate mechanisms: 1) crowd-
sourcing local hostnames using Amazon Mechanical Turk, 2) crawling the hostnames in our list,

and 3) hand-curating a set of government hostnames.

5.2.1 Crowdsourcing Through Amazon Mechanical Turk (MTurk)

Seeding with sites from the top millions inherently biases our results towards larger or more
connected countries. To combat (but not entirely remove) this bias, we used Amazon’s Mechanical
Turk (MTurk), a popular crowdwork platform [187], to publish tasks for finding government
websites for countries where we had only a few or no hostnames. Each task asked a worker
to enter up to six URLs from a specific country, with USD 0.60 paid per task. To encourage
site diversity, we asked workers to find different categories of government sites. The categories
were: the National Government (or the Presidency if no national government site was available),
Public Health (or a government News/Media site if none available), Taxes (or Finance Ministry if
none available), Immigration or Travel, and any 2 different departments not covered. The tasks
were completely anonymous with no repeat responses allowed from the same worker. The only
demographic information queried was a binary Yes/No indicating if the worker was from the

country in the issued task.

We published tasks for countries with less than 11 hostnames in the seed list, including Andorra,

Chad, Chile, Democratic Republic of the Congo (DRC), Costa Rica, El Salvador, Guatemala, Iceland,
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New Zealand, Nicaragua, Panama, Tanzania, Thailand, Tonga, Greenland, Western Sahara, Falkland
Islands, Puerto Rico, New Caledonia, Solomon Islands, Northern Cyprus, Somaliland, Kosovo,
South Sudan, and Niger. We received 108 responses, of which we accepted 75 after manual
inspection. 11 workers self-reported as being from one of these countries. They were: 4 from
Greenland, 2 from the Democratic Republic of the Congo (DRC), and 1 each from Andorra, Costa

Rica, New Zealand, New Caledonia, Solomon Islands and Kosovo.

We obtained a total of 199 unique hostnames from the 108 MTurk tasks we issued, with 61
already in the seed list. 138 new hostnames were added to our seed list, bringing the size to 27,794.
The usage of MTurk based crowd sourcing with respondents in the countries enabled the discovery
of these websites which were typically in the respective local languages and did not follow the

government TLD suffixes which were typically expected in our discovery mechanism.

5.2.2 Crawling Government Websites Globally

We built a web crawler for the above seed list (inclusive of added MTurk hostnames) that visits
every hostname, gathers all links on the page not yet seen by the crawler with a valid country

code extension (according to ICANN [164)).

The crawler follows the links for 7 levels of depth before terminating the crawl for that
hostname. The crawler began with 27,794 hostnames and retrieved 843,561 hostnames in total,
resulting in 301,219 unique hostnames after de-duplication, of which only 7,723 were repeated
from the top million datasets. 134,812 remained after strict filtering for government hostnames.
The crawls were completed from the University of Washington between 1st-3rd March 2020. We
measured the rate at which the dataset grew from our initial seed list as a result of the crawler.
The rate of hostname discovery steadily declines for each level after the 5th level, leaving us with

134,812 unique government hostnames at the end of the crawl.



58

Number of Majestic | Cisco Tranco
Govt. Websites Million | Million | Million
Top 1000 (1K) 56 0 30

Top 10000 (10K) 508 14 373
Top 100000 (100K) | 2538 433 2351
Top 1000000 (1M) | 12445 9296 12293

Table 5.1: Overlap of Our Government Website Dataset With Public Top Millions

5.2.3 Hostname Search and Manual Curation

Finally, we manually investigated the seed list for each and every country, adding missing websites
to ensure inclusion of improperly filtered hostnames, obvious sites from top search engine results,
and long-tail countries still having less than 11 total sites after the MTurk tasks. We found these
websites via a combination of Google search, manual crawling of seed list links and foreign
embassy or non-government travel sites, and careful individual scrutiny for signs of legitimacy as
well as impersonation or phishing (to the best of the authors’ ability and expertise). This produced
a hand-curated list of 596 government hostnames from 62 countries, which we included with
the final list of 134,812 filtered unique hostnames, resulting in a total of 135,408. Even after this
process, 15 countries remained with less than 11 sites: Chad, Comoros, DRC, Equitorial Guinea,
Eritrea, Honduras, Nauru, Niger, North Korea, Palau, Sao Tome and Principe, South Sudan, Togo,
and Tuvalu. We also manually added hostnames from Germany, Greenland, Gabon, Denmark, and
the Netherlands, which do not use any variation of our expected government domain extensions,
as well 14 countries using TLDs such as .com, .org, and .net, to our curated list. We did not crawl
these hand-curated hosts with our automated crawler because we could not programmatically
confirm linked sites as government-operated without manually visiting and tagging the crawl
results. Using the final list of hostnames, we performed measurements between April 22nd and

April 26th, 2020.
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For the measurements, we performed full TLS and TCP handshakes with the root page of each
website and retrieved the certificate chain along with the peer certificate. In case of failures to
connect, we performed 3 retries for the hostname by adding the request to the queue. If the host
did not return a status 200 code after three attempts, either because the domain name could not be
resolved or we could not fetch any content over http or https, we deemed the website “unavailable”
and excluded it from further analysis. The results were obtained from a single snapshot. Future

work could monitor sites periodically to identify changes in https adoption.

As our authoritative ranking dataset we used the Tranco Million [205], a curated list of top
million sites optimized for lower churn and thus more research validity. 12,293 (<10%) of our
135,408 discovered hostnames were present. The small overlap of our generated list and the Tranco
million suggest that most of our discovered hostnames likely lie in the long tail of the Internet
and outside prior analyses. The overlap with Tranco and other popular top million datasets
are presented in Table 5.1. We used OpenSSL for validation of certificates and certificate chains
downloaded from all of the hosts [258]. To mark a website as valid in our scans, we validate the
entire certificate chain. We chose OpenSSL with the default trust store shipped with the Apple
Mac operating system [24] imported into the machine over Mozilla’s NSS or the Chromium trusted
certificate store, since it is the most restrictive and does not include certificates that might be
available individually in the browsers’ codebases based on their trust with the CA. As a result,
our scan shows a small number of certificates as invalid which are valid when using a specific

browser or operating system, due to our conservative trust store.

This study was approved by the Institutional Review Board (IRB) and exempted under ID

STUDY00009482 by the University of Washington Human Subjects Division.

We identified some inaccuracies due to timeouts from our scanners while measuring the adoption of https for
New Zealand, Republic of Congo, Togo, and United Arab Emirates. We performed an additional scan on 9/9/2020 and
updated our results.
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Figure 5.1: Worldwide view of Government Websites

Top: the percentage of government websites from our total list that are available, where the host returns a
200 status code. Middle: the percentage of available sites which support https. Bottom: the percentage of
sites that support https which have valid certificates.

5.3 Results

5.3.1 https Adoption, Use and Issues

Of 135,408 worldwide government hostnames analyzed, 82,152 (60.67%) only support http, while

53,256 (39.33%) serve their content with https. Only 38,033 (28.08%) use https correctly, even
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Figure 5.2: Government Certificate Validity and their Issuing CAs

when optimistically including the 4,126 sites that load content on both http and https. We show
overall results by country as a choropleth map in Figure 5.1. Within the United States, while a
majority of the websites do support https, there are still 1,841 sites (18.45%) that have no https
and 1,147 sites (11.49%) serving both http and https.

Most (20.03%) of https enabled government websites worldwide use certificates issued by Let’s
Encrypt with ~80% of them being valid. #20% invalidity is due to expiry, misconfiguration leading
to incorrect certificate usage by the host, or self-signing of certificates. The top 15 CAs used by
governments, including Let’s Encrypt, do not provide extended validation (EV) certificates. The
first major EV certificate issuer, DigiCert, has ~20% invalid certificates for government hostnames,
similar to Let’s Encrypt. This case suggests EV certificates obtained for a fee may be equally likely
to be invalid as free CAs. We show a breakdown of the certificate issuers and their number of
invalid certificates worldwide in Figure 5.2a.

The top CAs issuing certificates for government hostnames differ by country. For example,

the leading certificate issuer in Switzerland is QuoVadis Global SSL ICA G3, while in China it
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is Encryption Everywhere DV TLS CA-G1. From a global perspective, Let’s Encrypt continues
to be the leading CA authority issuing certificates. We expect that this is due to the low cost
(free) of certificate issuance and ease of installation with tools like certbot by the Electronic
Frontier Foundation (EFF) [123]. Combining valid and invalid certificates, 53,256 websites in our
list attempt to serve https web content. Filtering out 2,721 hostnames which have exceptions and
other errors, and 92 hostnames without certificate issuer information encoded in their certificate,
we analyze the remaining 50,443 hostnames. 19,781 (39.21%) of the sites use a wildcard certificate
and 4,486 (22.67%) of these are invalid. We further use the EV policy OIDs in Mozilla’s certverifier
to check for policy strings corresponding to trusted EV certificates [238], and find 2,145 (4.24%)

EV certificate hostnames.

The leading cause for certificate invalidity is host name mismatch, contributing to 36.6% of
the invalid https certificates. Errors in retrieving local issuer certificate and certificate self-signing
are the next most common. There are instances of government hostnames both using expired
certificates and having self-signed certificates in the certificate chain, but this is less than 1% of
the hostnames considered. During our scans, 12.7% of the hosts try to negotiate an unsupported
SSL protocol (older than SSLv3.0), indicating that the server might be running old unpatched
software potentially vulnerable to POODLE [235]. Valid certificates were commonly issued for a
fixed duration of 2-3 years as agreed upon by the CAs [69, 70]. Invalid certificates have a much
wider spread in duration (see Figure 5.2b). We find 12,422 total invalid certificates due to hostname
mismatches, inability to get local issuer certificates, leaf self-signed certificates, and those in the
certificate chain along with expired certificates (excluding those causing exceptions). Only 32% of
these had a total validity of less than 2 years. 1,746 (14%) were issued for greater than 3 years. 40
certificates had an expiry date 100 years from the year of issue. 617 websites had invalid certificates
issued for 10 years, 155 for 20 years, 36 for 30 years, and 1 for 50 years. 1 certificate had an issue

date in 1970 (Unix epoch time) expiring in 70 years, likely indicating misconfiguration. 5,372
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(43.24%) were issued for a duration in multiples of 365. A detailed breakdown of the certificate

invalidity for the websites is shown in Table 5.2.

Count | %

Total websites considered 135,408 | 100
» Content served on HTTP only 82,152 60.67
» Content served on HTTPS 53,256 39.33
Valid HTTPS Certificates 38,033 71.41
Invalid HTTPS Certificates 15,223 28.58
» Hostname Mismatch 5,571 36.59
» Unable to get local issuer cert 3,732 24.51
» Exceptions 2,619 17.20
» Unsupported SSL Protocol 1,929 73.65
» Timed out 378 14.43

» Connection refused 135 5.15

» Connection Reset by peer 141 5.38

» Wrong SSL Version Number 11 0.42

» TLSv1 Alert Internal Error 9 0.34

» SSLv3 Alert Handshake Failure | 7 0.26

» TLSv1 Alert Internal Proto. V. | 8 0.30
» Self-signed certificate 2014 13.22

» Certificate Expired 838 5.50

» Self-signed certificate in chain | 347 2.27

» Others 102 0.67

Table 5.2: Worldwide government sites by https validity and error
All percentages are computed out of the category level directly above it (for example, Unsupported SSL
Protocol accounts for 73.65% of Exceptions.)

5.3.2 Host Public Key Pair Algorithms and Reuse

We find a number of patterns relating certificate validity, host public key size, and CA signing
algorithm. One-fourth of hosts using RSA with 2048-bit and 4096-bit public keys serve invalid
certificates. 520 government hostnames use cryptographically insecure 1024-bit RSA. In the USA,
NIST issued a special public document recommending key lengths larger than 1024 with popular

tools like OpenSSL being compliant [43]. We also find that RSA key sizes of 3248 bits are generally
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misconfigured because of incorrect usage and or 8192 bits due to lack of support in browsers
for validating key sizes greater than 4096 bits. We also see an increasing use of elliptic curve
(EC) cryptography, dominated by 256-bit keys. However, many certificates still use insecure hash

functions such as MD5 or SHA1 during signature validation.

We notice that government websites tend to reuse wildcard certificates across different host-
names belonging to the same government, often incorrectly. One such certificate was shared
across 102 hostnames in Bangladesh. However, https was invalid on all of these sites because
of hostname mismatches; the wildcard certificate was valid for *.portal.gov.bd but was used
on all *.gov.bd. In a similar case, the Colombian government used the wildcard certificate for
* micolumbiadigital.gov.co on *.gov.co. Such instances are found in 111 countries, with the top
five violators being Bangladesh (2 certificates incorrectly used across 138 hostnames), Colombia (3
certificates incorrectly used across 125 hostnames), China (8 certificates incorrectly used across
107 hostnames), Dominica (1 certificate incorrectly used across 28 hostnames), and Vietnam (3
certificates incorrectly used across 21 hostnames). Unlike cases where a single certificate is shared
across different hostnames in one country, we also see instances of public key and single-certificate

reuse by different governments.

We found 58 government hostnames of 24 countries using the same certificate. 154 certificates
were reused across 1,390 hostnames, with 108 certificates reused by 2 countries, 19 by 3 countries,
11 by 4 countries, and 1 by 24 countries. The most-reused certificates are invalid self-signed
localhost certificates with the same set of public keys. 210 (15.1%) of these hostnames use self-
signed certificates with no chain of trust, while 648 (46.6%) of the incorrectly reused ones are
invalid due to hostname mismatches. This incorrect usage points to a troubling possibility that
all the servers share the same private key. A malicious user with the key could observe TLS
connections to a target server using the same certificate and decrypt communications with any

clients who have added an exception to the invalid certificate. Valid reused certificates are wild
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card certificates being hosted by the same government. We do not find any instances of valid

public key reuse across country governments.

5.3.3 Comparison with Non-Govt. Sites

Given the positive effects of public and commercial pressure on https adoption, we expected
website popularity ranking and use of valid https to be correlated. This complicates an apples-to-
apples comparison between government and non-government sites as our list includes mostly
government sites outside the top millions (90.9%), for which there are no rankings. Thus, we
restrict our comparison to the subset of our government hostnames present in the Tranco million
dataset (12,293 of our 135,139 hostnames), comparing https validity while accounting for relative
rank.

We compare https in these top government websites (mean rank: 396,427, o: 285,611) with [1]
12,000 random, uniformly sampled top million non-government hostnames (mean rank: 499,206,
0: 286,907) and [2] 12,000 sampled top million non-government hostnames closely matching the
rank distribution as the government hostnames (mean rank: 402,676, o: 288,942). For sampling
dataset [2] of non-government hostnames, we first divide the top million into (N=50) buckets by
rank, and count the number of government hostnames in each bucket, ensuring each contains at
least 100 government hostnames. We then uniformly sample an equal number of non-government
hostnames in each bucket to match the number of government hostnames. Figure 5.3 compares
these 3 sets with linear regressions on https validity by rank, with 95% confidence interval bands.

Though ranking does have an effect, overall valid https use in government websites in the
top million is similar to results in the long tail dataset, at ~30%. Meanwhile, the top 12,000 non-
government websites have >70% valid https while the two non-government sets we sampled
have ~55%, indicating that even top government websites perform worse than most other top

million sites. We expect that these results likely remain consistent in the long tail of the Internet.
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HTTPS Adoption as Effect of Ranking
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Figure 5.3: Valid https rate plotted by top million rank

Percentage of valid https of Government and Non Government websites in the Tranco top million by
ranking, with sites grouped into 50 bins. Plotted data are the 12K government hostnames listed (blue),
randomly sampled non-government hostnames (orange), and randomly sampled non-government
hostnames with a rank distribution matching the government sites (green). Linear models show a trend of
decreasing https with rank for all sets, with worse https adoption for government sites.

Figure 5.3 shows this disparity and indicates that the probability of having a valid https certificate

reduces as ranking worsens.

5.4 Impact of Notification and Disclosure

Government domain name registrations are typically handled by a separate registrar for each
government and expected to meet stringent verification requirements. For example, on March 5,
2020 the US (dotgov) registrar made it mandatory to obtain notarized signatures on authorization

letters when requesting a .gov hostname [138] due to impersonation attacks [192].
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As a part of our analysis, we generated reports per country of potentially vulnerable hostnames,
including invalid https, failed upgrades of http to https, and unreachable hostnames which were
still linked from other pages that we discovered during the analysis. We emailed the respective
country government domain registrars (performing whois queries on the country registrars to find
listed technical contacts), included their vulnerable hostnames as a file attachment and requested
contact information for the domain owners or appropriate forwarding of our reports. We sent
emails to 182 countries, since 9 (Angola, Benin, Democratic Republic of Congo, Estonia, Guinea,
Netherlands, Norway, Switzerland, and Vanatu) countries had https for every detected hostname,
and at the time of disclosure we still had no hostnames for 7 countries due to our conservative
filtering. 175 emails were delivered, and 7 bounced. We retried the 7 countries by emailing
the listed administrative contact, of which 4 emails failed again. 6 registrars sent an automated
message acknowledging the receipt of our email. Some of the countries with valid https for all
hostnames had very few in total (*30); an in-depth analysis of these countries may be needed to

clarify the correctness of this result.

Responses were surprisingly positive. 39 domain registrars were supportive: 3 (Brazil, Lebanon,
and Liberia) provided us with the necessary contact information, 13 of them (Austria, Bosnia &
Herzegovina, Burundi, Cayman Islands, Columbia, Lithuania, Netherlands, Nigeria, Rwanda, Sri
Lanka, Tanzania, Tonga, and Ukraine) re-directed our emails to the corresponding government
authority or a responsible person who was the intended recipient, and 2 (Japan, and Norway)
responded mentioning that they could not provide us with contact information that isn’t publicly
available in the whois and suggested that we query their whois servers for the information. The

registrar of one country responded negatively, saying “We are not interested”.

Previous work by Stock et al. showed that transmission of vulnerability reports to actual
domain owners had very limited impact on successful resolution, and only resulted in a very

small (~5.8%) number of emails being actually received [323]. In our study, 22% of the country
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government domain registrars / CERT authorities proactively replied to our messages and have
begun taking the necessary steps to fix their certificates. We believe that for government domains,
the registrar, who might represent a government body, may have a higher incentive to respond to

such reports than individual developers and be in a position to make a meaningful change.

Two months after notification, we scanned the 15,179 government websites with previously
invalid https to understand notification effectiveness. 1,572 of these were unreachable and seem
to have been removed, while 1,263 websites had fixed the certificate invalidity issues. 12,344 sites
continue to serve content with invalid certificates. Assuming that newly unavailable websites (no
longer returning a 200 status) have been removed on purpose by webmasters and considering this

a fix, we optimistically estimate improvement at 18.7%; otherwise, the improvement is only 8.3%.

Of the 47,458 sites unreachable in our original scan and thus not considered in our list of
135,139 sites, we notice that 38,077 continue to be unreachable, while 2,850 (6%) sites now serve
content using an invalid certificate, and 6,531 (13.76%) sites serve content with a valid certificate.
950 (1.15%) websites which previously served http-only traffic now serve valid https traffic, while
1,523 (1.85%) websites serve content with an invalid certificate, and the remaining (96.9%) continue
to use only http. Preliminary findings indicate that notifications and disclosure do have a small
positive effect, with 62 countries showing at least a 10% improvement in valid https and 7 countries
(Bahrain, Burkina Faso, Cuba, Honduras, Portugal, Libya, and Vietnam) showing improvement
above 40%. Since we do not perform a full re-scan of all hostnames and only measure changes in
sites which were previously invalid, we cannot measure deterioration of websites. The United
States government issued a statement after our disclosure mandating HSTS preloading for “.gov”

websites by September 1, 2020 [112].
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5.5 Conclusion

Many (x72%) government sites do not still use https, either due to lack of TLS infrastructure or a
large variety of certificate errors. The implicit trust placed by citizens and users on the services
and the information provided by such infrastructure which lies typically hidden in the long tail of
the Internet, raise significant concerns for security of the content and its trustworthiness. User
activity to these websites due to their insecure nature leave them vulnerable to attackers — both
passive and active. With the emergence of automated certificate issuance and renewal processes,
government websites which do not use official government related domain names risk potential
domain spoofing and phishing attacks. Additionally, it might be valuable for individual country
governments to understand risks due to 3rd party certificate authorities issuing their certificates
leaving them at risk of compelled certificate creation attacks. The increased usage of https improves

user security and keeps their interactions private and confidential from eavesdropping adversaries.
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Chapter

Private, Secure, and Transparent Internet Interactions

With the ability to securely connect to the Internet through a decentralized set of carrier
networks, users now interact with various components and services on the Internet. Despite the
Internet’s humble decentralized beginnings, the increasing popularity of the cloud providers and

few large infrastructure providers have reshaped the Internet today.

Today, a large portion of the Internet traffic flows through the networks owned and managed
by a few large organizations rather than through multiple smaller transit providers [313]. This is
due to the extensive investments made by cloud and content delivery network (CDN) companies in
infrastructure to improve performance by moving infrastructure closer to the users. So, while the
Internet infrastructure is distributed globally and resilient, it is organizationally centralized. As a
result despite the usage of technologies such as Transport Layer Security (TLS) which are popular
ways to enable secure communication between users and the content on the Internet [337], we
trust a handful of organizations globally. The trend of co-location of content with infrastructure
has opened up opportunities for improving user experience, performance, and resilience, but comes
with significant privacy and security concerns. Users of the Internet still perceive the Internet
today as the decentralized network it was originally designed to be, despite heavy co-location in

the underlying infrastructure.
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6.1 Protecting User Privacy during DNS Interactions

Once connected to the Internet, user’s through their network traffic interact with hidden infras-
tructure such as a sequence of routers along their network path to the intended destination as
well as critical infrastructure such as the domain name system. The Internet’s Domain Name
System (DNS) responds to client’s human memorable hostname queries with corresponding IP
addresses and other associated records. Once authenticated with their services, access providers
like cellular networks or ISPs manage infrastructure that automatically sends the required network
configurations containing their IP address, DNS configuration and Internet gateway information
to the user devices. Typically, the DNS resolvers are operated by the access providers themselves
within the network perimeter.

By default, DNS messages are transmitted in cleartext over the User Datagram Protocol (UDP)
on port 53, hereafter referred to as Do53. As a result, Do53 is vulnerable to eavesdropping
and modification by both well-intentioned and malicious third parties. Not only do these risks
compromise privacy, but they can result in denial of service (DoS) and injection attacks [359].
Compared to the broader Internet and web ecosystem, wherein traffic is increasingly safeguarded
by HTTPS, Do53 lags behind and remains as a weak facet of a secure Internet. Secure variants
of DNS have recently been introduced to fill that gap. DNS-over-TLS (DoT) [160] and DNS-
over-HTTPS (DoH) [156] are now widely supported by browsers and increasingly supported by
operating systems. In DoT and DoH, the transport of DNS messages between client stub resolvers
and upstream recursive resolvers is encrypted over the TLS channel. However, DoT and DoH are
supported by only a small number of providers relative to the wider resolver population.

Although DNS benefits from auto-configuration of local services in DHCP [113], there exists
no equivalent beyond the local network, nor does there exist a discovery mechanism of any
kind for DNS. This has exposed two challenges with respect to deployment and privacy. First,

the majority of clients leak or expose their information to on-lookers. For example, at time of
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writing, we observe from a large recursive DNS resolver that clients transmit 92% of their queries
(254 billion/day) using the default cleartext Do53 protocol [269], and therefore leak their own
information. In the absence of wider deployment, discovery, and auto-configuration supports, the

only way to use secure DNS is by manual setup.

Due to the implicit trusted nature of the DNS resolvers configured by the access providers to
the user, the user in addition to the access to the network, also trusts their service provider with
their browsing pattern over the Internet — raising serious privacy concerns. hile any individual
website or online service can associate requests (and user data) with clients IP addresses for
their own service, DNS resolvers’ ability to observe queries makes it possible to link all client
activity. One resolution to this issue is to rely on trust-based policies or legal agreements. Public
resolvers, for example, publish their own privacy policies; but these are non-uniform, and require
domain expertise or language proficiency to understand. Similarly, contractual agreements such
as in Mozilla’s Trusted Recursive Resolver (TRR) program [103, 241] can define and restrict data
retention, aggregation, sale or transfer. These mechanisms, however, are hard to validate and lack

any technical means of enforcement.

A better approach would be to modify DNS itself to disassociate query contents from IP
addresses in a way that makes them un-linkable. Oblivious DNS (ODNS), for example, makes
resolvers blind to both client IPs and their queries [301]. In ODNS, stub resolvers encrypt client
queries into a new query for an .odns top level domain (TLD). Resolvers are then forced to direct
the query to an ODNS server that presents as authoritative; the ODNS authoritative server then
decrypts and resolves the query as a normal resolver, before receiving and returning an encrypted
response. ODNS works in Do53, but requires registration of a new tld, changes the semantics of
authoritative service, and redirects all queries to their authoritative name servers instead of local

and performant recursive resolvers.
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6.1.1 Existing Encrypted DNS Protocols and Privacy

Efforts to secure DNS via message or channel encryption include DNS-Over-TLS (DoT) and DNS-
Over-HTTPS (DoH) [156], a precursor in T-DNS [359] and, separately, DNSCrypt [132]. Client
support for DoH is increasingly available among web browsers [33, 103, 271], mobile clients [106,
107, 189], and operating systems [207]. This has been attributed to the availability of DoH support
in public recursive resolvers offered by Cloudflare and NextDNS, with their integration into Firefox
as Trusted Recursive Resolvers [60, 103, 213]. Organizations that operate public DoH resolvers
publish and adhere to their own privacy policies. These policies may prohibit user tracking, and
state strict data use and retention practices [108, 139].

Other organizations may aggregate DNS traffic patterns into permanent logs that omit identi-
fiable information like IP addresses [76, 338]. Reasons may include telemetry for debugging in
production systems, improving response time performance, or for identifying browsing trends by
geography [108, 136]. Such practices are important because IP addresses are often regarded as
personally identifiable or linkable information [130, 223].

In DoT and DoH the network channel is encrypted, and serves as a secure transport for
the plaintext messages that are transmitted. Conversely, DNSCrypt [132] and its predecessor
DNSCurve [53] encrypt the DNS message before its transmission over TCP or UDP. A client
connecting to a DNSCrypt resolver receives a public set of signed certificates that is verified by the
client using a known provider public key. Each certificate contains a short-term resolver public
key. Messages are encrypted with a shared key generated from the resolver public key, the client
secret key, and an agreed key exchange algorithm defined in the certificate. The shared key is
used to encrypt subsequent queries using an authenticated encryption algorithm.

Neither channel, nor message-based encrypted DNS protocols address privacy risks at the
resolver, where client address and queries can be logged, stored, and potentially profiled or

transferred. Anonymous DNSCrypt addresses this issue by introducing public non-logging proxies



74

that forward traffic between clients and the intended DNSCrypt resolver [104, 272]. However,
since the traffic is between the proxy and resolver, an adversary that is incident to a proxy’s ingress

and egress link could link queries to clients.

Prior proposals to address privacy included Privacy Information Retrieval (PIR) techniques.
Range queries use random noise and PIR techniques during execution of DNS queries [357, 358].
Doing so provided confidentiality, integrity, and privacy when used in conjunction with DNSSEC.
Later evaluation of these techniques revealed that substantial changes to DNS servers and clients
were necessary to make it feasible, as well as that attackers with control of the channel could
infer and forge queries [73]. Cryptographic mixes or mix cascades have also been leveraged to
anonymize user traffic [54, 127], which is a model widely adopted in Tor. Additional attempts
at privacy consist of broadcasting a desired query among a set of other decoy queries to thwart
profiling attempts [127]. Doing so has practical limitations due to large bandwidth usage and long-
tailed distribution of queries. These limitations led to a hybrid of mix cascades and broadcasts [127],

albeit with degraded performance due to increased page load and DNS response times.

DNS privacy may also be achieved using DoH over Tor (DoHoT), in which the encrypted DNS
channel is routed over the Tor anonymous network [87, 244]. Doing so closes the linkability gap of
Anonymous DNSCrypt, but also incurs substantial performance penalties [244]. However, recent
work by Muffet indicates performance penalties due to the usage of Tor might not impact some
users significantly and could go unnoticed by users because latency is only a small fraction of the
user experience and value proposition for choosing a DNS protocol [243]. While Tor provides both
anonymity and privacy guarantees, Tor nodes can be actively censored or blocked throughout the
Internet [332, 354]; traffic can be subject to DNS fingerprinting attacks [140]; and operators of exit

nodes may face legal liabilities [151, 218].
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6.1.2 Privacy and Regulatory Considerations

DNS service provision and traffic also invokes a number of regulatory, economic, and even
philosophical considerations that, while non-technical and beyond scope, are worthwhile touching
upon. Among them is the manner in which a local DNS service is automatically configured by
upstream ISPs, and the implications that follow [59]. We stress that any configuration mechanism
is necessitated by the absence of a DNS discovery mechanism. Beyond configuration, evidence
suggests that even seemingly benign activities, such as monetization of only the error traffic in
DNS [348], may have unanticipated consequences. The introduction of encrypted DNS protocol
services offered by third party public DNS service providers makes it challenging for ISPs to
enforce filters, or block sites using DNS.

Users and clients may instead configure their DNS to point to any of a small number of large
open resolvers that promise performance and consistent quality of service across networks. The
performance improvements are accompanied by an implicit shift in trust to the open resolver, and
their operators to publish privacy policies and conduct audits. A trusted policy may be sufficient,
but is unable to protect in all circumstances that include human error or system compromise.

Large scale measurements of encrypted DNS protocols show that adoption has been increas-
ing [213]. Additional measurements reveal that DoH provides security with no significant impact
on page load times [60]. Large scale evaluations from home networks indicate that latency be-
comes the performance bottleneck as broadband access speeds increase, making metrics like DNS
response time and time to first byte more important [324]. Additional measurements suggest that

the performance of DoT and DoH vary with the choice of public resolver [158].

6.1.3 Oblivious DNS over HTTPS (ODoH)

A recent standard at the Internet Engineering Task Force (IETF) was proposed introducing ODoH.

We rigorously analyze, evaluate, and implement this new DNS protocol - that with minimal
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changes allows users to improve their privacy while interacting with DNS resolvers and builds
on the concepts of ODNS to decouple queries from IP addresses to ensure privacy. The broad
mandate of Oblivious DNS over HTTPS (ODoH) is to address the remaining privacy concerns of
encrypted protocols like DoH/DoT i.e. to prevent recursive resolvers from being able to link client

IP addresses to their queries thus reducing the implicit trust placed in encrypted DNS services.

Features and Implementation

The design of ODoH is similar to that of DNS over HTTPS (DoH). It differs with the addition of an
intermediate proxy node that forwards queries and responses between a client and target in an
‘oblivious’ manner. The oblivious property derives from two attributes. First, connections to and
from the proxy use HTTPS to secure the message transmissions from eavesdroppers. However, a
proxied-variant of DoH, alone, would expose the query to the proxy. For this reason ODoH secures
the payload from the proxy with an additional layer of end-to-end encryption between the client
and target for a query. The combination of HTTPS, with the intermediate proxy, and end-to-end
encryption ensures that only the client knows both its identity (IP address), queries made, and
responses intended for it. Beyond this, ODoH achieves the following properties: (1) Proxies know
client IP addresses (i.e. identities) but cannot see actual queries and responses, and (2) Targets and
entities upstream involved in resolution know the query, but only see the IP address of the proxy,

hiding client IP information.

Protocol Description

ODoH participants, as well as the protocol, are depicted in Figure 6.1. We describe the design from
the view of each of the ODoH components: (i) Clients that communicate using a stub resolver;
(ii) an Oblivious Proxy that transmits messages over HTTPS between the client stub and (iii) the

Oblivious Target that encrypts and decrypts messages between client and DNS resolver.
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Figure 6.1: End-to-End Execution of the ODoH Protocol

Clients (or stub resolvers): The protocol begins at client’s stub resolver, responsible for
encrypting client queries and decrypting target responses. Clients are free to use one or more
proxies, as well as one or more targets. Pairs of proxy and target may be selected per-query, so
long as there is no collusion between them, i.e. they are operated by separate entities. The client
encapsulates an ephemeral fixed size shared secret symmetric key K with the DNS query Q which
is encrypted using the public key of the target PK, resulting in the encrypted message Cp that is

sent to the chosen proxy as shown in step (1) in Figure 6.1.

Oblivious Proxies: The ODoH path consists of two HTTPS connections that meet at an
Oblivious Proxy which acts as server to the client, and as a client to target servers. On path from
client to target, the proxy preserves the encrypted query Cp, removes client IP address information,
then forwards the request to the Oblivious Target indicated by the client’s message as shown in
step (2) in Figure 6.1. Responses from the target are similarly returned to the client that originated

the query as shown in step (6) in Figure 6.1.
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Oblivious Targets: DNS messages in ODoH are secured with Hybrid Public Key Encryption
(HPKE) [45, 46]. Targets use keying material derived from a query’s HPKE encryption context to
encrypt the response. Encrypted queries (Cp) from the client arrive to the target via the proxy. The
target decrypts and decapsulates the message received resulting in the query Q the shared secret
K;. The target resolves the query, computes a key K; from the corresponding Key Derivation
Function (KDF) based on the shared secret K, and then encrypts and returns the answer A as an
encrypted response Cy via the same proxy. These communications are shown as steps 3,4, and
5 in Figure 6.1. The Oblivious Target publishes a public key which the clients securely retrieve
and use to encrypt their DNS queries before the protocol is run and is shown by the two dashed
lines between the client and target in Figure 6.1. We note that the target is defined as being
independent of the resolver, but is expected to be coupled with the recursive resolver to improve
performance by avoiding two additional network messages. Our implementation and evaluation
focus on co-location, and we anticipate that ODoH target features could be implemented within

existing recursive resolvers.

End-to-end Message Flow: The overall end-to-end flow of an ODoH query across clients,
proxies, and targets is shown in Figure 6.1. The dashed box with a grey background that surrounds
target and resolver indicates their possible coupling or co-location, while respecting their inde-
pendence according to the definition. Co-location trades isolation for performance, without loss
of privacy. A target co-located with the resolver has no need for messages (3) and (4) shown in
Figure 6.1. The split of responsibility between non colluding entities reduces the implicit trust that
is placed on the resolver while providing abilities for the client to identify when participants they
communicate attempt to be malicious allowing user clients to take corrective measures. In the
ODoH protocol, a proxy does not learn the contents of the query from the client or the response
from the target, and similarly, a target resolver does not learn the identity of the client — improving

privacy of the underlying DNS interactions.
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Discovery, Verification, and Key Distribution: Strictly speaking, DNS in all its forms has no
discovery service. Aside from manual configuration, conventional Do53 is traditionally configured
(ultimately by ISPs) with DHCP. DNS over TLS (DoT) and HTTPS (DoH) are used by client stub
resolvers by opportunistically probing the DNS server indicated through the DHCP configuration
for support for either protocol [189]. In this respect DoT/H and ODoH are equivalent: similar
probing based approaches to discover protocol support by the resolver can be reused. As a result,
in the absence of DHCP support and until a DNS discovery service emerges, options for ODoH
configuration are limited to hostnames listed on centralized and trusted lists that could additionally
be bootstrapped into browsers or operating systems which might choose to support the protocol
or through manual explicit configuration.

Once a proxy or target is known, each client stub resolver requests a DNSSEC signed resource
record set (HT'TPSVC, SVC, or similar special fields [304]), where the ODoH public key for the
server is published. Once the signature is validated, the stub resolver adds the oblivious target to
the list of verified targets and stores the public key necessary for communication. These records
can be periodically retrieved and validated by the client stub resolver to check for updates. A
browser or client then directs a special lookup to the resolver for odoh.test, which returns the
necessary keys for validation and indicates support for ODoH. This mirrors doh.test to check for

DoH support [239] - an intentional choice; reducing barriers to adoption, and deployment.

Formal Analysis & Replay Attack Mitigation

We provide a formal analysis to prove that the ODoH protocol provides client privacy. Our analysis
consists of a symbolic model generated for the Tamarin theorem prover [300]'.
Our model is kept simple, yet precise, and focuses on the security and privacy of the DNS

request-response exchange in ODoH. Thus, we intentionally ignore longitudinal attacks and simple

ITamarin has also been used successfully to analyze security properties of TLS 1.3, 5G, & other protocols [97, 98].
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correlation-type attacks such as only one client using a given proxy are either trivially simple or
impractical. Similarly, the integrity of resolver responses or their ability to de-anonymize clients
is beyond scope of the protocol, and our analysis. ODoH makes no claims of resolver response
integrity. A malicious target or resolver could craft answers in such a way to de-anonymize users.

This is also discussed in the ODoH protocol specification.

Our model captures cryptographic protocol details, for example, HPKE-based [45] query
encryption, and AEAD-based response encryption. Underlying cryptographic algorithms such as
hashes are otherwise assumed ideal. Other aspects of ODoH are both impractical and unnecessary.
For example, the complexity of TLS 1.3 needs hundreds of thousands of steps to prove [98], so
we substitute two simplifications. First, we assume that the client and proxy can establish an
authenticated shared key, which is the end-goal of TLS. This assumption relies on TLS being
implemented, instantiated, and deployed in a secure way. This is reasonable, given the scale of and
complexity of attack to break this key in practice [14, 249]. Moreover, we do not model precise
wire-format details of ODoH, and only capture message components in an idealized way since the

wire format should not affect protocol security.

As an additional simplification for the analysis, we omit the TLS layer between the proxy
and target. Specifically, because we give the attacker the ability to compromise TLS sessions
secrets, this simplification is equivalent to the attacker always doing so. We assert that this is a
fault-preserving simplification [161], wherein any attack that succeeds on the true protocol also
exists in the simplified model. Thus, a proof that the simplified model is secure also implies that

ODoH as specified and deployed is secure.

While ODoH provides strong cryptographic security properties for individual queries, it has
limited defences against correlation attacks. Backes et al. formalise this as Sender Anonymity, i.e.,
whether an attacker can identify the sender of a message with some non-negligible probability [31].

As discussed in Das et al. [99, 100], resisting correlation attacks in the presence of an adversary
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that can observe both endpoints requires added latency or bandwidth overhead. In particular, they
provide a lower bound on the latency required to achieve strong anonymity of this type. Moreover,
the amount of latency introduced has to grow as the number of participants grows [99, Theorem. 8].
DNS has near-real-time performance requirements, so latency overhead is particularly problematic.
We see this later in the comparison with DoHoT, where the use of Tor incurs a performance loss
from longer circuits at the potential gain of stronger protection against correlation attacks in
practice. We thus settle for a weaker form of anonymity, where an attacker cannot identify the
contents of a single session beyond statistical inference. Note, importantly, that an attacker which
has compromised the target is perhaps less likely capable of observing traffic between the proxy
and the client. The results of Das et al. [99, 100] do not preclude there being any real-world gain in
privacy. ODoH protects against attackers who can see large portions of the network, and because
of its cryptographic guarantees even an attacker that can link the client and the target still needs to
compromise the target to learn the query. DoHoT provides more anonymity protection, although
it still falls short of strong anonymity [99, Table I], but at a cost of very substantial latency. ODoH
provides a good balance between privacy protection in the real world and usable performance. Its
simplicity of design and architecture enable it to be deployed widely, and its relative performance
compared to protocols with stronger guarantees encourages adoption.

The adversary in our analysis is an extended Dolev-Yao attacker [111], with the standard
ability to create, drop, and modify messages. We additionally give the adversary the ability to
compromise TLS sessions and the target server’s long-term key (LTK). Finally we give the attacker
the ability to compromise the security of AEADs if keys and nonces are reused. Obviously against
an adversary such as this, ODoH is not secure. However, placing careful limits on the attackers

behaviour yields tight security bounds.

Security Properties: Collusion is modeled by allowing the adversary to corrupt proxies and

targets at will, and is achieved if the adversary is able to compromise both for any single query.
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An adversary that does not compromise both effectively models a non-colluding proxy and target.

With the ODoH protocol, we prove the following statement:

Core Lemma An adversary is unable to associate a connection between client and proxy with the

corresponding query unless both the proxy and target are compromised.

Our model also proves that if the adversary controls all but one servers, client privacy is
preserved when its query is handled by the one uncorrupted server — regardless of the server being
a proxy or a target. We also prove that the attacker can only learn the response by compromising
the target or by having advance knowledge of the query.

Two additional lemmas are proved to ensure correctness: (i) the protocol runs to completion;
and (ii) the client and target agree on the target’s identity, the client and target’s public keys, the
query, and the response. The agreement property is an authentication lemma that proves either
that the adversary corrupted the target, or the response was provided by the expected target. This
ensures that there are no misdirection or message swap attacks, wherein the adversary reroutes

messages to confuse the client about which target responded.

Replay Attacks: Whilst performing our analysis, we discovered a replay attack in older
versions of the ODoH protocol. In particular, malicious proxies can log and replay the encrypted
client queries and force AEAD key and nonce reuse for the encrypted responses. This was because
ODoH previously derived the target response key and nonce entirely from the client’s query. If
the target’s response changed, as is expected with DNS, the encrypted message also changes. This
allows the proxy to learn the XOR of two different response plaintexts, which breaks semantic
security of response encryption. After discovering this issue, the protocol was modified such
that targets include a fresh nonce in the response encryption key schedule. This nonce is sent
alongside the ciphertext, allowing clients to derive the same secrets and decrypt the response. We

were able to model both the attack and fix in Tamarin, proving that the fix prevents the attack.
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6.1.4 Implementation & Measurement Methodology

We implement the protocol presented in §6.1.3 and perform microbenchmarks and multi-point wide-
area measurements to evaluate ODoH and present comparisons to other secure and anonymous

DNS variants.

Implementation and Microbenchmarks

We implemented two interoperable variants the Oblivious Target and Proxy using both Go and Rust.
The implementations were deployed and tested on Google Cloud using Google App Engine [83]
and a serverless platform - Cloudflare workers [86]. We also implemented a client in Go with a
command line interface similar to dig. The client performs ODoH queries to a chosen Oblivious
Proxy and Oblivious Target. The client can optionally select proxy and target using a latency-based
heuristic. For performance evaluation, a benchmarking submodule was also implemented within
the client. Our benchmarking tool launches C client processes, each performing N queries chosen
randomly from the Tranco top million dataset [267] at a rate of R DNS requests per minute.
Both the client and proxy can be configured to reuse HTTPS connections to avoid the extra
costs of TCP and TLS handshakes across queries. To accelerate adoption we also integrated ODoH
protocol support into popular open source client stub resolvers that support DoH or encrypted
DNS protocols like DNSCrypt. We use these stub resolver implementations to perform page load
time measurements. Our ODoH implementations across clients, proxy, and target domains are

publicly available and have also been open-sourced [252].

Cryptographic Compute Overheads

The default ciphersuite in our implementations is the HPKE ciphersuite as published in the
IETF draft [45], consisting of the DHKEM(X25519, HKDF-SHA256) Key Exchange Mechanism

(KEM), SHA256 based Key Derivation Function (KDF), and AES-128-GCM based Authenticated
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Microbenchmark Type P99 Overhead
Query encryption time | HPKE 360us

Query decryption time | HPKE 246ps

Query size (Type A) HPKE 148 bytes
Answer size (Type A) | AES-128-GCM | 98 bytes

Table 6.1: 99th percentile (P99) Overheads incurred by the default cryptographic suite in our
HPKE implementations. HPKE uses the DHKEM(X25519, HKDF-SHA256), HKDF-SHA256, and
AES-128-GCM ciphersuite

Encryption (AEAD) algorithms. This ciphersuite is performant and widely supported in production
environments. We ran our microbenchmarks on a 1 Intel Xeon 2.0 GHz CPU core with 3.75 GB of
memory in a Google Compute Engine virtual machine. The compute overheads incurred by HPKE
were evaluated by running microbenchmarks on the hosted client instances at sub-microsecond
granularity. A set of 10,000 domains were randomly selected for this test from the Tranco million
dataset [267]. For each domain the encryption and decryption operations are executed sequentially,

i.e. encrypting then decrypting the query before encrypting then decrypting the response.

The main observations are summarized in Table 6.1, with entries at the 99" percentile. DNS
query encryption using the most performant ciphersuite (DHKEM(X25519, HKDF-SHA256), HKDF-
SHAZ256, and AES-128-GCM) takes 360us, while the decryption of such an encrypted query takes
246ps. The protocol also supports other cipher suites involving X448, P256, and P512 KEM; SHA384
and SHA512 KDF; and AES-256-GCM and ChaCha20Poly1305 AEADs. In some cases P256 curve
might be preferred over the X25519 KEM for NIST and FIPS standards compliance [273]. For
the symmetric key operations AES performs better than ChaCha20Poly1305 due to hardware

acceleration in some platforms [183]. The slowest encryption times at the 99"

percentile is 430us
using the DHKEM(X25519, HKDF-SHA384) KEM with different possible permutations of the

supported KDFs and AEADs; decryption is 713us when using the SHA-384 and AES-256-GCM.

Our results reveal least compute overhead with HPKE query encryption and AEAD response
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encryption. However, all the computation overheads in the lifecycle of an ODoH query, i.e. from

query encryption at the client to decryption of the response, take less than 1ms.

Cryptographic Network Overheads

Compared to baseline cleartext DNS messages, HPKE encryption increases the size of the query
message on the wire by 4x, and the and the size of the response by 1.2x. This microbenchmark
was performed at the client stub resolver. A random sample of 10,000 unique domains were used
to serialize cleartext DNS and ODoH query messages. The average encrypted ODoH query size
for type A queries is 314% greater at 140.8 bytes. The ODoH query response sizes for the same
domains were closer in size to their cleartext counterparts, with a size increase averaging 22.37%
to 87.5 bytes. Note that ODoH messages must encapsulate the client public key used to encrypt

the query in addition to the query, itself, and appended to an integrity hash.

Measurement Setup

Our measurement setup consisted of clients, proxies, and targets deployed across the USA, with
additional locations in Canada and Brazil. We deployed 9 client VMs into US Google Cloud data
centers. All VMs had 1 Intel Xeon 2.0 GHz CPU core with 3.75 GB of memory on the x86_64
architecture [84], with an average bandwidth of 480 Mbit/s. For each client, corresponding proxy
and target instances were geo-replicated using serverless platforms to the nearest datacenter
on the Cloudflare network. An additional proxy and a target were deployed using Google app
engine to a Google Cloud datacenter on the west coast of the USA. During the experiments, 10
query processes were launched by each of the 9 client stub resolvers. Each process mimics real
client behaviour by making 200 ODoH queries at a rate of 15 requests per minute, or ~21000 DNS
requests/day. Parameter values were drawn from Wireshark packet traces of real clients [200,

277]. From each target, client queries were forwarded deterministically (lastByte mod 3) to open
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Protocol Query Path | Security | Privacy | Description

DoH - DNS over HTTPS [156] C-R Yes No* HTTPS based DNS over HTTPS

pDoH - Proxied DoH C-P-R Yes No Proxy performs DoH query

Cleartext ODoH C-P-T-R | Yes No DoH query is proxied to a Target
which performs DoH query

ODoH - Oblivious DoH [185] C-P-T->R | Yes Yes Oblivious DoH protocol

Co-located ODoH C->P- (T+R) | Yes Yes ODoH with Colocated Target
and Resolver

DNSCrypt [132] C-»R Yes No* UDP-based encrypted DNS

Anonymous DNSCrypt [104] C-P-R Yes Yes UDP based, Proxy routes client
query

DoHoT - DoH over Tor [87, 244] | C~» Tor» R Yes Yes DoH over Tor Network

Table 6.2: The set of Secure DNS platforms evaluated alongside ODoH with request path, attributes
and description, for reference. Entries with citations are known and publicly available; entries
without citations represent one-step at a time architectural changes towards ODoH and beyond.
In the ‘Query Path’ column, C - Client, P - Proxy, R - Resolver, T - Target.

*-Guarantees of privacy depend on the resolver being used & relies on legal agreements or privacy policies.

DoH resolvers (Cloudflare DNS, Google DNS and Quad9) to distribute load and mitigate against

possible upstream effects of single-resolver selection.

Identical sets of queries to those launched by ODoH were also launched over 8 additional DNS
variants, summarized by Table 6.2. UDP DNS on port 53 (Do53) and DNS over HTTP (DoH) form

our ‘best-possible’ baseline, in which clients direct queries randomly to one of the three resolvers.

To better characterize different aspects of the ODoH path, we implemented two artificial
proxied variants that inject ODoH features to DoH in a stepwise fashion. First, in ‘proxied DoH’
(pDoH) the client requests proxies to forward Do53 queries as DoH queries to a chosen resolver;
this is an architectural variant of the DoH protocol that introduces one additional hop between the
client and recursive resolvers. The additional hop is then converted to DoH in ‘cleartext ODoH’,
a two-hop DoH query without end-to-end encryption. Alongside, we evaluate ODoH when the

target and resolver are co-located, the model that we anticipate will be dominant in practice.

The DoH and ODoH variants described above allow us to compare conventional DNS metrics,
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such as performance, but fail to capture properties related to privacy. For this reason we also
mirror the same query measurements with DNSCrypt, which encrypts UDP queries between
client and resolver. Both privacy-oriented Anyonymous DNSCrypt and DoH over the Tor network
(DoHoT) introduce proxies to achieve privacy. We used dnscrypt-proxy [105, 132], an open
source implementation of the DNSCrypt proxy, and restrict its use to only the DNSCrypt protocol;
TCP was disabled, according to the original specification,and dnscrypt-proxy was configured
to generate a new ephemeral key for each query for fair comparison against ODoH. Our stub
resolver was configured to the lowest-latency DNSCrypt resolver from the public list of DNSCrypt
resolvers available. DoH over Tor (DoHoT) was granted similar performance benefits. Specifically,
we allowed Tor to create its own optimal circuit, then performed DoH queries over Tor using the
SOCKSS5 proxy on each client instead of configuring them explicitly to use a static route. However,
a limitation of our measurements with Tor are that the set of optimally chosen nodes might not

all reside within the United States matching the comparisons to other protocols.

6.1.5 Results

We first look at various ODoH query-path selection strategies, and then compare the response

latencies with other DNS protocols and network architectural variants summarized in Table 6.2.

Proxy and Target Selection: We configure the client stub resolver to select proxies and targets
in three ways: (i) random selection of a proxy and a target pair; (ii) lowest-latency proxy with
random target; and (iii) the lowest-latency proxy-target pair, i.e. fastest ODoH path to any target.
The measured response times are shown in Figure 6.2a, and indicate that the choice of proxy and
target does impact ODoH performance. These measurements were performed with the separation
of the target and resolver. Observations from Figure 6.2a suggest the best overall selection strategy
is lowest latency proxy-target pair. Intuitively this choice makes sense, and is most pronounced

when the proxy is near- or on-path to the target. In these evaluations the median query to response
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Figure 6.2: Comparing path choices and latency impacts of ODoH to other DNS protocols

time over the lowest latency proxy-target pair is 334.85 ms compared to 411.44 ms when solely
selecting the lowest latency proxy. This marks a median improvement of 22.8%.

We also observe that random selection is high-performing than averaging across all queries;
we suspect this is because most clients in our deployment have a higher than average set of nearby
proxies and targets from which to choose, i.e. clusters along the western- and eastern-halves of

North America.

Comparing DNS Protocols: Figure 6.2 shows the query performance of ODoH instantiations
compared to other DNS platforms that are summarized in Table 6.2. ODoH is the best performing
privacy enhancing DNS protocol, ahead of DNSCrypt and DoH over Tor. Also, ODoH performance

is only marginally worse than ODoH in cleartext, where a standard DoH query traverses the



89

same logical 3-hop path as an ODoH query. This reinforces the minimal cryptographic compute
overheads introduced. Observations from Figure 6.2 also reinforce that the proxy and target
selection dominate performance. This can be seen by comparing standard DoH as the baseline to
pDoH and ODoH variants. The median DoH response of 146.12ms increases by 49.5% to 218.52ms
when the same DoH query is proxied (labeled as pDoH with the dotted black line). The same DoH
queries increases the median response time by 109% when using the ODoH protocol to 305.11ms
and in the case of Cleartext ODoH, when sent as DoH through both the proxy and the target,
before being resolved by the resolver, we see an increase in median DNS response times by 103.2%
to 297.015ms. We estimate, however, that the additional penalty of ODoH over pDoH is mitigated
by co-locating the oblivious target with the resolver.

If we focus on privacy-performance trade-offs, the ability of ODoH to match proxied DoH
variants is particularly noteworthy: Compared to a median ~50% increase in co-located ODoH
queries, the median DNSCrypt query time of 487.68ms is 233.7% greater than DoH, while DoHoT

is 376.5% greater at 696.40ms.

Colocating Targets and Resolvers: The specification defines Oblivious Targets as being
independent from resolvers, but allows for their co-location or integration. While we envision
direct ODoH support in popular DoH providers, in practice, we make the same distinction as
the specification in our evaluations — measurements labeled as ODoH consist of targets that are
physically separate and hosted individually, while co-located ODoH targets are implemented within
resolvers’ datacenter facilities or in the resolver services directly. Crucially, either instantiation
preserves all previously stated security and privacy properties. The effects of target location on
performance are hinted at by closer inspection of the time it takes to resolve queries from any
single target. For example, Figure 6.3a shows query resolution times from our target deployed
inside Google Cloud datacenters. From this target, queries to Google’s DNS service consistently

resolve in less time than queries sent to resolvers not located within Google’s datacenters.
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Figure 6.3: Impact of Target Co-location and Connection Reuse on ODoH

We use this insight to estimate the values for co-located ODoH service in Figure 6.2 (indicated
by the dashed blue line). Doing so allows us to isolate query resolution time at the resolver from
the cost of the last target-to-resolver hop. We estimate the improvement by measuring a ‘toy’
recursive DNS resolver, in which queries resolved by a cache hit take less than 1ms at the 99"
percentile, and take 120ms with a cache miss. We conservatively assume a cache hit ratio of 70%,
and use this value to estimate the lower-bound median response times of 228.52ms if Oblivious
Targets were always co-located with the resolver. We further validate these estimates with live
measurements. The ODoH services were hardened for scale and implemented into a large public
recursive resolver operated by Cloudflare, enabling us to measure ODoH with production targets.
Both the predicted and measured values (purple dashed and dot line) are indicated in Figure 6.2.

Their performance is similar to proxied DoH, with the median response time from co-located

ODoH being 238.60ms, suggesting that predicted median value 228.52ms are reasonable, as are
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Figure 6.4: Impact of page load time due to usage of ODoH compared to other DNS protocols

the potential performance improvements of co-location.

Connection Reuse: Persistent connections, or connection reuse, are HTTPS optimizations
that enable clients to establish and re-use a connection to transmit multiple requests to the
same host, rather than to open a new connection for each request. In all of our experiments
described from here, the proxy-target connections are persistent and use the co-located target case.
However, the measurements presented in Figures 6.2a and 6.2 benefit from persistent client-proxy
connections for best performance. The use of persistent connections does not limit the ODoH
security properties; however, we consider the impact of initiating a new HTTPS connection for
each query in Figure 6.3b. In our measurements the median query response times with a client
creating a new connection for each request without reuse, increase by 92.5% from 238.60ms to

459.42ms - indicating the value and the need for connection reuse.

Page load times with ODoH: Previous DoH evaluations concluded that the performance
penalty of DNS-over-HTTPS over clear text DNS is absorbed into page load times with no signif-

icant perceived effect [60]. We similarly evaluate page load times with ODoH by replacing the
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DoH stub resolver in a popular open source DNS proxy with an ODoH compatible stub resolver.
In this experiment a set of 10000 websites selected, composed of the top 5000 from the top million
Tranco dataset [267], and another 5000 randomly selected from the remainder of the list. Page
load times are captured across three configurations for both the top 5000 and the randomly chosen
5000 websites: (1) Do53 to Cloudflare’s 1.1.1.1; (2) DoH to 1.1.1.1; (3) ODoH with an off-path proxy

to a colocated ODoH resolver; The client stub resolver reuses connections when possible.

To measure page load times we use Google Chrome and capture the page load session into an
HTTP Archive (HAR) file additionally recording the results of the window.performance API [253].
Each experimental run is launched with a new profile to remove caching effects and uses the same
set of 10000 websites loaded in the same order. This is done to ensure that the results captured
during the page load time measurement does not include order effects. We believe that loading the
same set of pages, from the same starting state, in the same sequence would balance out additional
effects due to browser artifacts such as caching. Maintaining the sequence of page loads across
all the experimental settings indicates the same cache state of the browser after each web page
load with a high probability. Additionally, the local DNS stub resolver cache is flushed for each
configuration forcing an empty starting state for each evaluation. Page load time is calculated
from page load event information in the defined HAR format, and measure the DNS lookup times
as the difference between domainlLookupEnd and domainLookupStart events recorded by the
browser. These values are validated with the DNS time for the request captured in the HAR file.
This is recommended by the W3C standard for page navigation time and perceived page load

time [346].

We present our results on page load times with different DNS protocols in Figure 6.4. Figure 6.4a
shows the time taken to resolve queries for the websites. The median DNS response time when
using Do53 is 41.28ms and increases by 298.01% to 164.30ms for DoH and 335.70% to 179.86ms for

ODoH indicating a 9.47% difference between usage of DoH and ODoH. The CDF results for DoH
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and ODoH indicate a sharp increase close to 100ms possibly indicating an artifact of the local stub
resolver. Page load measurements for the websites are shown in Figure 6.4b. The median page load
time when using Cloudflare DNS in cleartext UDP Do53 packets is 3830.22ms. We consider this the
baseline and find that the median page load times increase by 6.76% when using the DoH protocol
to Cloudflare resulting in 4089.35ms median page load time respectively. The usage of colocated
ODoH with the resolver increases median page load times by 9.83% compared to the cleartext
baseline usage to 4207.10ms. To understand the impact of colocation in page load performance,
the usage of ODoH with separation between the target and the resolver increases the median page
load time by 20.12% to 4601.03ms. At the 95th percentile, we notice that the difference between
DoH and ODoH protocols compared to the baseline cleartext UDP based DNS protocol reduces to
0.66% and 5.86% respectively resulting in page load times of 11524.59ms and 12113.84ms when

compared to 11448.89ms with Do53 Cloudflare DNS.

The performance difference between ODoH and DoH (and Do53) can be attributed to the
network path topology differences. With an on-path proxy to the resolver, clients can benefit from
slightly better page load times for the ODoH protocol. The complete page load time measurements
might skew results due to intensive client side javascript operations. To mitigate, in Figure 6.4b
we also present our results for the First Contentful Paint (FCP) measurements for the website
loads and identify that the median FCP time for client using the Do53 protocol is 2065.17ms and
increased with the usage of DoH protocol by 6.15% to 2192.33, and ODoH by 8.03% to 2231.12ms
which are in-line with the total page load time measurements indicating the impact of protocol

choice.

Our results indicate that client choice of proxy and targets strongly impacts the user-facing
performance of the ODoH protocol and the corresponding page load time measurements. Ad-
ditionally, we show that co-location of the oblivious target services with the recursive resolver

improves performance. Our experiments show that the median page load times increase by 2%
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when using ODoH compared to secure DNS protocols like DoH while providing both security and
privacy guarantees making it a practical replacement for the Do53 DNS protocol and could be
used by clients adopting DoH needing additional privacy guarantees. We further believe that the
usage of ODoH will have no adverse impact on video streams or gaming since there is no constant

need to rely on DNS once an IP address is obtained and a successful connection is established.

6.1.6 Potential Attacks & Implications

Beyond the boundaries of ODoH privacy properties, attacks may be possible. These attacks are

either prohibitively expensive, or are due to known vulnerabilities of the underlying mechanisms.

Association attacks: A requirement of ODoH is that per-query proxy and target pairs are
selected from non-colluding parties. There remains, however, a few scenarios in which it becomes
possible to link or infer queries with clients’ subsequent request activity. For example, a selected
target within the clients’ ISP could conceivably be used by the ISP to link IP addresses returned by
the target with subsequent requests to those addresses. An Oblivious Proxy selected within the
ISP could be used in a similar manner. Specifically, an ISP might be able to deduce the contents
of a query, and link that query to a client, if the subsequent request or its destination IP address
reveal any information about the activity. The usage of ODoH in these scenarios increases the

effort needed to reliably track clients and is no more or a risk than what already exists with DoH.

Denial of service (DoS): Resolvers may throttle IP addresses associated with malicious clients
attempting to perform denial of service (DoS) attacks. ODoH would seem to shift this responsibility
downstream to the Oblivious Proxy or Target that is receiving the malicious queries. Proxies
should therefore implement rate limiting or other mitigation strategies like the usage of an allow
list of targets to prevent clients from launching large numbers of DNS requests and choosing

arbitrary targets in an attempt to perform DNS Tunneling attacks or as a form of abuse. Malicious



95

clients can however distribute their requests to different proxies destined to the same targets.
Targets should implement similar strategies to protect against malicious proxies, and contact
proxy operators. Well-behaved clients that are negatively impacted by target rate-limiting of
the selected proxy could shift queries to different proxies. Alternatively, malicious clients could
also encrypt malformed DNS queries or check for non-existent domains in an effort to make the
resolver spend compute cycles in decryption of the message or spend time communicating with
various name servers [63]. We argue that with reasonable DoS prevention in place for deployed

artifacts, such amplification or denial of service attacks can be made impractical in practice.

Public Key linkability: ODoH targets may give each client a unique HPKE key for query
encryption in an attempt to deanonymize them. This is a common problem with protocols of
this form, including Privacy Pass [101]. Multiple mitigations exist against this type of attack. For
example, a trusted third party may fetch target keys on behalf of multiple clients, so that a target
is unable to uniquely tag clients with public keys. The exact mechanism for mitigating against

this problem is a general problem that is far from unique to ODoH.

Compromised proxies and targets: An adversary that wants to link queries to clients must
compromise both proxy and target. Given the proxy’s (IP, Cp) tuples and the target’s (Cg, Q)
tuples, the attacker in possession can perform a JOIN to map client IP addresses to their queries.
In a practical setting, a malicious proxy can correlate encrypted queries to encrypted responses
(Co, Ca) but does not gain much due to replay attack resistance. Network adversaries at the ingress

and egress could perform correlation attacks but are practically limited due to TLS [14].

Encrypted DNS protocols pose challenges to enterprise system administrators that rely on
DNS to keep organizations safe or provide controls that protect users inside the network from
content deemed harmful or malicious. In these situations, we believe ODoH can be used to increase

organizational safety. For example, an enterprise could use DoH for queries to the internal resolver,
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and use ODoH for any outbound queries from the organization’s gateway. This protects potentially
sensitive organization web traffic information from being recognized by upstream ISPs and other
DNS name servers. Techniques to protect Internet traffic while maintaining local control over
DNS can also be implemented in a home network with tools such as PiHole [157]. For example, the

Internet gateway for all web traffic from the home can convert insecure Do53 queries to ODoH.

6.1.7 Conclusion

Cleartext DNS queries continue to be the most popular way in which users communicate with
DNS ecosystem. By implementing, analyzing, and evaluating Oblivious DNS over HTTP and
comparing it to its secure and private counterparts we conclude that ODoH guarantees that only
the client has knowledge of both its query and its IP address. Decoupling the trust between
the proxy and the recursive resolver provides a practical and highly performant mechanism to
address the challenges with user privacy. It allows Internet users to opportunistically upgrade
their protocol usage and reduce the implicit trust that’s placed in the correctness of operations
and validity of the answers provided by their DNS resolver. Our evaluations show that this level
of privacy incurs marginal performance cost relative to DoH, while substantially out-performing
privacy-oriented DNSCrypt and DoH over Tor. Overall, we find that ODoH has the potential to be

deployed at scale with good performance, while also contributing to a safe and secure Internet.
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6.2 Leveraging Internet Co-location for Privacy

Consolidation of infrastructure poses various risks and raises challenges similar to the current
state of cellular networks outlined in §4 — ranging from infrastructure resilience challenges
due to the single point of failures, loss of privacy and control over personal data within a few
select organizations. On the flip side however, the consolidation of infrastructure among a select
few organizations, typically the large public cloud and CDN network providers has enabled
scalability, improved infrastructure flexibility and reduced capital expenses for organizations —
and arguably as played a significant role in improving the state of Internet security by accelerating
TLS adoption [128]. The increasing co-location of content and services on the Internet open up
interesting opportunities to deliver more private and performant experiences to the users. We
perform large scale Internet measurements to understand the missed opportunities — reusing
connections and preventing expensive DNS lookups (especially due to improved privacy enhancing

protocols), the extent to which resources are co-located on the Internet [313].

6.2.1 How Co-located are resources on the Internet today?

The HTTP protocol and specifications evolve in response to needs and insights generated by web
applications [50, 251]. Slower to evolve are the conventions with which web applications are
developed and deployed. Understanding the gaps can help to identify best practices, generate
consensus, and shed light on shortcomings. One recent advancement is connection coalescing, a
feature enabled by the HTTP/2 specification that enables connection re-use for different hostnames
and domains, so long as the server is authorized to serve them [251]. The benefits of connection
coalescing are best understood with the context of HTTP, which began as a one request, one
connection, protocol [52]. Pipelined requests and persistent connections were later introduced
in HTTP/1.1 [129] to improve performance [41]. The gains were themselves bottlenecked by

head-of-line blocking [193, 248].
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This led to a practice of domain sharding, in which browsers are ‘tricked’ into initiating new
and parallel connections to multiple subdomains [141]. As a result, the burden of managing
multiple connections, scheduling requests, and optimizing rendering pipelines shifted to browsers.
As the web continued to grow and evolve, web page load times (PLT) were understood to be a
key performance metric, affecting user experiences and business revenues significantly [121, 327,
345]. To address continued performance limitations of HTTP/1.1, SPDY, a completely backward-
compatible extension to HTTP/1.1, was introduced [344]. SPDY is a binary protocol, in contrast to
text-based HTTP/1.1, and supports stream multiplexing where requests to and responses from
the server use a single interleaved TCP connection [344]. SPDY also introduced prioritization of
requests allowing browsers to request critical resources blocking page rendering first. A modified
variant of SPDY was standardized by the IETF as HTTP/2 in 2012 and published as RFC 7540 in
2015 [50]. Despite the ability with HTTP/2 to revert sharding, little about website maintenance
practices have changed. Alongside, HTTP/2’s ability to coalesce websites that rely on otherwise
unrelated domains is further complicated by certificate issuance, management, and maintenance

to keep pace with websites and changes.

ORIGIN Frames were later proposed by CDN operators, and introduced into HTTP/2, so
that content operators could signal coalescable connections in a way that reduces the certificate
management burdens and facilitates scale and operational flexibility [251], while leaving the
verification and correctness to the clients. To the best of our knowledge, however, there exists no
server-side implementation of ORIGIN. Even without ORIGIN, studies show that opportunities to
coalesce based on IP address are being ignored or overlooked. Instead, browsers use redundant
and excessive numbers of connections to request content because of longer-standing domain
sharding and DNS load-balancing conventions [291], speculative optimizations [333], and varying

implementations of Same-Origin Policy implementations [305].

We used 100 2vCPU 7.5GB memory virtual machines in Google Cloud’s East US datacenter,
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Tranco sites Per-website Median Values

Rank Success | #Reqs | PLT (ms) | #DNS #TLS
1-100K 68244 89 6168.0 17 20
100K-200K | 64163 83 5720.0 14 17
200K-300K | 63334 80 5601.0 14 16
300K-400K | 59827 79 5565.0 13 15
400K-500K | 60228 78 5724.0 13 15

Total 315796 | 81 5746.0 14 16

=113 | ji=8088.0 | y=2255 | = 2659

Table 6.3: Successful automated collection of top-ranked Tranco websites, with median page-level
attributes. Failures caused by non-200 HTTP errors and CAPTCHAs appear to distribute evenly
across the set.

each running a modified privately hosted version of Web Page Test (WPT) and requested the top
half million webpages from the Tranco dataset [205, 225]. Data was collected between 14 to 18
February 2021 with no network traffic shaping, allowing browsers to use available bandwidth
freely. A designated primary VM instance was responsible for queuing list entries and instructing
replicas to execute the data collection. For each root web page in the queue, WPT instances
initiated a new Google Chrome (v88.0) session to eliminate DNS, and resource caching effects.
On successful completion, Chrome developer tools were used to retrieve and write the page load
data as an HTTP Archive format (HAR) file with a full timeline of events, as well as additional
information about certificates and their validation. Resulting HAR files were stored into a cloud
storage bucket.

From the 500K websites that the WPT instances attempted to retrieve, 315,397 (63.51%) suc-
ceeded. The remaining trials were removed from the dataset because they either received non-200
response codes or were met with CAPTCHA challenges. Our snapshot of 315796 webpages results
in 35,882,587 total network requests for completing the page loads. A coarse view of the trials
is summarized in Table 6.3, binned by popularity rank into 100K size buckets. Interestingly, me-

dian values across the set appear to be unaffected by popularity rank. Across the whole dataset,
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webpages initiate requests for a median 81 subrequests (u: 113 subrequests, IQR: 90). These
additional HTTP requests incur medians of 14 additional DNS queries and 16 TLS handshakes and
verifications, which contribute to a median 5746.0ms page load time for rendering the full page.
Finally, the destination IPs for each request were resolved to its origin autonomous system (AS)
so that we could identify the number of requests serviced by any AS for each page. Additionally,
we parsed the certificate chains of the TLS for the root webpage and new TLS connections triggered
by subresource requests to (i) identify certificate issuers for the hostnames, (ii) inspect the presence
of the Subject Alternative Name (SAN) extension, and (iii) validate that DNS names resolve to the

IP address used. Each request was also parsed to determine the version of HTTP used.

Sources of selection bias

Our dataset consists of a single snapshot. A longitudinal study to capture code churn, sub-resource
modifications, and other website changes is out of scope. All data is collected by machines in
a single datacenter, which might experience race-conditions or network effects that could be
elucidated by geographically distributed scanners. We used the same machines throughout our
evaluations for consistency, and saw no observable change in datacenter provisioning or capacity
over time. However, our single datacenter source of data collection on 500K websites could have
triggered some of the DDoS protection measures and CAPTCHAs, which was mitigated by pacing
the rate of website requests. The values in Table 6.3 give an indication that any possible bias or

skew is unaffected by popularity.

Page load characterization

In our dataset, requests were made to a total of 13316 ASes. The top-10 destination ASes for
requests to sub-resources are listed in Table 6.4, and belong to eight unique providers. The top-3

providers (Google, Cloudflare, and Amazon), represented by 4 ASes, service ~50% of all requests
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Rank | AS Number | Org. Name #Req %

1 AS 15169 Google 7932198 | 22.10
2 AS 13335 Cloudflare 4937395 | 13.75
3 AS 16509 Amazon 02 3017176 | 8.40
4 AS 14618 Amazon AES 2019308 | 5.62
5 AS 54113 Fastly 1281402 | 3.57
6 AS 16625 Akamai AS 1087172 | 3.02
7 AS 32934 Facebook 998685 | 2.78
8 AS 20940 Akamai Intl. BV. 583700 1.62
9 AS 16276 OVH SAS 548107 1.52
10 AS 24940 Hetzner Online GmbH | 469293 | 1.30
Total 63.68

Table 6.4: The top-10 destination ASes for resource requests in our dataset. Two providers in the
list each operate two ASes in the top-10.

in the dataset. Collectively, the top-10 ASes (0.06%) service more than 60% of the total requests in
our dataset. Looking beyond the table entries, it takes 51 ASes (0.38% of ASes in the dataset) to

service 80% of the requests.

The number of unique ASes needed to fully load a webpage is summarized by Figure 6.5. The
proportion of webpages that rely on a given number of ASes (blue-line, y;-axis) shows that 6.5% of
webpages request subresources from a single AS; these webpages could immediately benefit from
connection re-use. The largest bin indicates 14% of webpages need two ASes to fully load i.e. pages
that have a dependency on one additional AS for subresources. The corresponding CDF (red-line,
y,-axis) shows that 6 ASes are needed to fully load more than 50% of all webpages, suggesting
very high colocation of content with the necessary subresources. Notably, from this perspective,
the potential for connection re-use is optimistically approximated by the number of unique ASes
needed to retrieve all subresources in a webpage. In practice, coalescing opportunities may be
superceded by operational factors such as commitments to service level agreements, or helped by

flexible mappings between sockets, names, and IP addresses [126].
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Figure 6.5: The frequency distribution (y;-axis) and CDF (y;-axis) of the number of unique ASes
needed to load a webpage in the dataset

By analyzing the connection level information, we observe that 98.53% of the requests (35356995)
are HTTPS connections, which validate server authority for the requested resources. The remain-
ing 1.47% using HTTP can still re-use connections but require IP address matching via DNS. The
majority of requests use HTTP/2 at 73.64%, with 19.09% of requests using HTTP/1.1 as negotiated
by the clients. The 0.41% proportion of HTTP/3 and QUIC requests outnumber HTTP/1.0 and
HTTP/0.9. Among the total requests made during our data collection, we find that 16.24% (5827389)
initiated new TLS handshakes and validated corresponding certificates. The top-10 issuers of
certificates for sub-resources are shown in Table 6.5. The top-5 distinct certificate issuers cover
59.25% of all certificates issued; if we count by the top-5 providers (aggregating multiple DigiCert
services) this proportion grows to 69.05%. 3 of the 8 certificate issuers in Table 6.5 also can host
content or terminate connections on origins’ behalf. Providers of both services may be able to

modify certificates to enable coalescing.
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Certificate Issuer # Validations | %
Google Trust Services CA 101 1507140 25.86
Let’s Encrypt (R3) 558798 9.58
Amazon 533391 9.15
Cloudflare Inc ECC CA-3 443727 7.61
DigiCert SHA2 High Assurance Server CA | 411107 7.05
DigiCert SHA2 Secure Server CA 405377 6.95
Sectigo RSA DV Secure Server CA 402757 6.91
GoDaddy Secure Certificate Authority - G2 | 181798 3.11
DigiCert TLS RSA SHA256 2020 CA1 166198 2.85
GeoTrust RSA CA 2018 93168 1.59
Total (16.24% total requests) 5827389 100.0

Table 6.5: Breakdown of top certificate issuers by number of cerificates validated in the requests

In practice this ability is limited by certificate management complexities, or when customers
choose to use separate or multiple providers. Similarly, analyzing the requests organized and
ranked by sub-resource content types is presented in Tables 6.6a and 6.6b respectively, in addition
to grouping the content type by top ASes servicing those subresource requests. In both rankings
across the dataset and for the top-3 ASes, Javascript is the most requested subresource content type.
The top-10 subresource content types in the dataset are responsible for 86.55% of all subresource
requests. When organized by provider, the most requested subresource types are similar. However,
Google is unique for servicing a high number of requests for HTML and fonts resources, and for

listing javascript as a text /javascript media type, which is now obsolete [155].

We observe that surprisingly, the top 10 hostnames which are used to request subresources in
the top half a million web sites on the Internet account for 12.5% of the total requests. This presents
a view into the consolidation of the critical Internet resources today and suggests opportunities

that we may have been missing all throughout.
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Content Type # Req %

- : ASN Content T #R %
application/javascript 5118428 | 14.26 tezzj::ascr}i’;)te 17 2%(; 66 | 21.69
?mage; Jbeg :g;‘g;j 12'23 Google text/html 1141738 | 14.39
1mage/png : (AS 15169) | image/gif 869759 | 10.96
text/html 3703184 | 10.32 font/woff2 792852 | 9.99
image/gif 3221105 | 8.97 application/javascript | 1102387 | 22.32
text/?ss ' 2796336 | 7.79 Cloudflare | image/jpeg 959775 | 19.43
text/javascript 2428665 | 6.76 (AS 13335) | image/png 590532 | 11.96
application/json 1270236 | 3.53 text/css 529758 | 10.72
application/x-javascript | 1208062 | 3.36 application/javascript | 644643 | 21.36
font/woff2 963218 | 2.68 Amazon 02 | image/jpeg 442718 | 14.67
image/webp 960160 | 2.67 (AS 16509) | image/png 405607 | 13.44
text/plain 904010 | 2.52 text/css 205720 | 6.81

(a) Requests breakdown by Top 12 content types (b) Top 4 content type requested from Top 3 ASes

Table 6.6: Breakdown of requested content type and their top serving autonomous systems

6.2.2 Finding the Extent of Missed Opportunities on Today’s Internet

To understand connection coalescing as it exists and as it could be, we first extracted the webpage
request timelines from each HAR file in our dataset. From these, the individual subresource
requests were inspected and analyzed to identify those that could have been coalesced if the
corresponding hostnames had been included in stream 0 as an ORIGIN Frame. Each timeline was
then reconstructed first by finding the timelines’ event labels {block, send, wait, receive} for the
affected subrequests. We then modified those timestamps, conservatively, by omitting the smallest

DNS query and TCP/TLS connection establishment times for blocking requests.

Consider a waterfall representation where multiple coalescable requests start at the same
time but have varying DNS response times. The smallest time to remove is the minimum of the
DNS response times for these queries and the difference between the larger response times is
retained in the new timeline reconstruction. The CPU time beforehand to decide and dispatch the

subresource queries and connections is unmodified in an effort to model browsers’ dependency
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graph computation time. The resulting request timelines represent page loads on the basis
of coalescing that could have been possible given ideal certificate SAN, ORIGIN Frames from

operators, and client support.

Informed by earlier observations (§6.2.1), we assume that every server in each ASN can
authoritatively serve all the content for that ASN. We believe this to be reasonable for smaller
operators that are likely to control larger proportions of their content (eg. universities). For
larger operators, however optimistic this assumption, prior works suggest that this approach is
feasible [126]. Recent measurements have shown that it is possible to reach around 50% of all
accessible webpage in the .com, .org, .net, and .info in less than 100 IP addresses and over 80% with
upto 10000 unique IP addresses. This massive re-use of hostnames indicates that such practices
are possibly in effect already [322]. The decision to equate an ASN with its ability to coalesce
connections forms the core of our model and identifies both operational opportunities, as well as

a potential limitation of the model’s projections.
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Figure 6.6: Timeline of requests involved in a
page load event (top) with a reconstructed time-
line due to ORIGIN Frames (bottom) showing
an improvement in DOM loading and page load
time.

Figure 6.7: Comparison of the measured num-
ber of DNS requests and TLS connections using
Chrome to the ideal IP based coalescing and
ORIGIN based coalescing settings
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An example reconstruction is depicted in Figure 6.6 in which 6 object requests are needed
to load www.example.com served by the CDN cdnhost.com. The top timeline draws from the
original HAR file, and beneath it is the reconstruction if the requests were coalesced. As the browser
parses and validates the base HTML, requests 2, 3, and 4 are initiated for critical subresources.
The css resource retrieved by request 4 prompts the browser to initiate request 5 for a font, and
finally leads to a low priority request 6. The request for a base-page can never be coalesced since
it initiates the first connection. In the example in Figure 6.6, request 2 to assets.cdnhost.com,
given an ORIGIN Frame, could be coalesced onto the existing connection because the resource is
available on the same CDN that serves the base-page. Similarly, each of requests 3, 4, and 5, are to
sharded domains that are reachable on existing connections and can be coalesced. The last request
(6) attempts to fetch resources from a hostname which is not serviced by the same CDN and hence
cannot be coalesced. For purpose of modelling and prediction, we discard DNS and Connect events
for coalescable requests, then reconstruct the timeline, accordingly. Before deciding that sharded
domains can be coalesced, we first inspect IP address sets returned by DNS. For sets that reveal
transitivity, we then identify the origin AS of the IP addresses. The IP to ASN mappings are drawn
from an internal database at Cloudflare.

The set of names that should appear in an ORIGIN Frame for a website are those that could
have been coalesced. The timeline reconstructions, coupled with the characterizations of Internet
co-location, give us a model to predict the impacts of ORIGIN Frame-based coalescing. Notably, this

example makes clear that the schedule of events to load a page is compacted as due to coalescing.

6.2.3 Predicting Queries, Connections and Certificate Validations

In an ideal coalescing, the number of DNS queries, TLS handshakes, and certificate validations
is equal to the number of separate services (not domains or hostnames) needed to serve all

webpage resources. The ideal requires that, and for the purpose of prediction, we assume that
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ORIGIN Frames and certificate SANs are correctly configured with each service sending a valid

corresponding ORIGIN Frame when a new connection is initiated.

DNS queries and TLS connections

The measured and ideal number of DNS queries and TLS connections needed to load a webpage are
summarized by their CDFs in Figure 6.7. Interestingly, in our dataset the measured distributions
differ between DNS queries and TLS connections, with medians of 14 and 16, respectively. Closer
inspection suggests the differences are a result of race conditions in the browser. Examples include,
(i) the practice of “happy eyeballs” [298] in which clients simultaneously initiate connections over
both IPv4 and IPv6 to mitigate the performance penalty for failure on either; (ii) also speculative
behaviour [169] which causes sets of sub-resources to be fetched in parallel by multiple network-s-
tate management threads (eg. fonts from a CSS file). These types of race conditions generate

additional DNS queries or make multiple connections for the same sets of resources.

Alongside measured values in Figure 6.7 we plot distributions under ideal coalescing conditions.
For IP-based coalescing, we inspect each webpage load in the dataset and reduce any set of two or
more connections to the same IP address, to one connection; in other words, our model assumes
no changes and looks for ‘missed opportunities’. The median number of DNS queries and TLS
connections for IP coalescing is 13, only ~7% less than measured DNS but ~19% for TLS and is
presented as the solid blue line in Figure 6.7. These values are the upper-bound in which no two
hostnames are listed on a single certificate. Certificate changes are operationally complex. In
contrast, the ideal coalescing with ORIGIN Frames indicated by the solid green line in Figure 6.7
show marked improvement with a median of 5 each of DNS queries and TLS requests. In our

dataset, this reduces median DNS queries by ~64% and TLS connections by ~67%.



108

Certificate Validations

As ORIGIN-based coalescing reduces the number of TLS connections, it also reduces the number
of cryptographic certificate validations. As a result, the ideal ORIGIN coalescing for our dataset
in Figure 6.7 predicts a best-case median of five certificate validations. For this distribution
the interquartile range reduces from 22 in the dataset to 6; the 75th percentile shows a 76.67%
improvement reducing the number of certificate validations from 30 to 9. One implication on the

client is that the cryptographic computation overhead for validations is substantially reduced.

A properly supported ORIGIN Frame reduces the number of TCP and TLS connections as
predicted by our model. However, full reduction of DNS queries and certificate validations
presented in our model requires that the names in the ORIGIN are also listed in the certificate
SANSs. In the absence of the hostnames in the certificate, the client must query DNS and, if the IP
address matches the address of the current connection could, at best, reuse the already established
TCP connection to initiate a new TLS connection. In practice, the reuse of an existing TCP+TLS
connection for a new TLS connection requires termination of the existing TLS connection. Instead
of keeping the existing TCP connection, browsers create new TCP+TLS connections. ORIGIN
Frames reduce this burden on clients. By adding SANSs to certificates and coalescing, fewer TCP
and TLS connections need to be established. This raises a series of questions about the certificate

changes needed in support.

Generate new certificates or modify existing ones?

Certificate reuse is expected and common practice, but the scale and quantity of certificates to
modify or generate has operational constraints: A single large certificate with all hosted names
(as many as millions [126]) is unreasonable; equally, having as many certificates as webpages

is challenging for operators to manage effectively. A full measurement and understanding is
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regarded as out of scope: The scale (Let’s Encrypt issues over 2.5 million certificates daily ?), as
well as individual operators’ constraints, deserves its own investigation and is left for future work.

Our model takes a compromise position and assumes no change in the number of certificates.
Instead, we determine the volume of changes to existing certificates needed to enable perfect
coalescing. To understand those changes we identify the validated certificates for each website in
our dataset. In each website’s certificate we identify and add the individual hostnames needed to

load the webpage that are available from the same provider but absent from the SAN.
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Figure 6.8 shows the distributions of SAN entries of the existing set (solid blue line), and the
predicted number of additions to the SANs (dashed red line). In our dataset of 315,796 websites
we change only the certificate for the website visited. From the SANs that changed, Figure 6.8
shows a median shift from 2 SAN DNS names to 3. The shift increases at the 75th percentile from

3 to 7. The distribution above the 94th percentile has a long tail, as shown in the inset.

Zhttps://letsencrypt.org/stats/
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What is the scale of required changes?

The distribution of entries in the SAN is independent of the scale of change to each individual
certificate, which we plot in Figure 6.9 ranked by the size of the SAN (in red). For each certificate
the corresponding size of the SAN change is plotted in green, and the ranked order of predicted
size after the changes in blue. In our dataset, 195693 (62.41%) of the 315,796 website certificates
require no modifications, as represented at logscale in the tail of the figure. With no more than 10
changes, 290509 (92.66%) of websites are able to coalesce additional hostnames. We also identify
long tail effects where ~1% (3129) of the websites need more than 78 new DNS entries to their
certificates. Our analysis finds that 230 websites already serve certificates with more than 250
DNS names in their certificates’ SAN indicated by the red dots on the scatter plot. By updating
existing certificates, we identify that this number increases by 130% to 529 websites which now
serve certificates with more than 250 DNS SAN names with the largest certificate in our analysis

now containing 1951 DNS SAN names indicated by the blue dots in Figure 6.9.

A detailed ranking of the top-10 measured and predicted SAN sizes is presented in Table 6.7a.
For example, the top-ranked measured and predicted SAN size of 2 is unchanged. Interestingly,
there is only one change in the SAN sizes that rank in the top-10: From the measured ranking,
size 10 SAN entries drop out are replaced by size 7 — otherwise the set of sizes in the top-9 is
unchanged. Beyond view from Table 6.7a, we predict that 259315 (81.94%) websites would have
up to 11 DNS SAN names in their modified certificates, which indicates minimal changes for the
majority of the websites. While large certificates do reduce the number of certificates needing
validation, they have additional implications on performance. In our dataset there are also 11,131
websites with no SAN names in the certificate. Among those, only two certificates need changes to
include coalescable hostnames. The remaining 11,129 (99.98%) websites serve their subresources,
or have no coalescable hostnames, or both. They account for ~3% of the total websites in the study

and can be seen in Figure 6.8 at x = 0.
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Provider #Sites Hostname Count | %

cdnjs.cloudflare.com 12675 | 16.21
Rank #DNS SAN Entries Rank Cloudflare | 78155 *.cénjs.cloudﬂare.com 12675 | 16.21
Measured | Count Ideal | Count (Pct. Change) | Change (AS 13335) | (24.74%) Sr_ll'CI"“dﬂareSSI'mm 9839 12.58
1 2 143037 2 104604 (-26.86%) _ ajax.cloudflare.com 8816 11.28

3 3 73124 3 46772 (-36.03%) _ cdn.jsdelivr.net 6793 8.69
3 1 30278 1 23701 (-21.72%) 13 floudfront.net 4907 20.03
4 0 11131 5 20130 (+80.84%) 15 Amazon-02 | 24494 ;;lg’t‘.lsrﬁ:;:net ;122(7) 3223
5 3 8343 3 12408 (+48.72%) = (AS 16509) | (7.75%) h'otj ;r.éom e
g 3 Zizg ; E;}gg 5:32(6)2?; *i *.s3.amazonaws.com 2944 12.01
a1 i F 1 et o | 71 {55
9 5 3149 9 9833 (+212.25%) 12 Google 16078 - hincom 13776 | 85.68

10 10 2573 7 9295 (+261.25%) 12 (AS15169) | (3:09%) 1= o oogletag

- . ' . manager.com 13300 | 82.72
(a) Distribution of the total SAN names in certificates after fps.goog 13300 | 8272

addition of DNS SAN names to certificates. (b) Top 5 frequently requested hostnames to

include in certificates issued by Top 3 hosting
and certificate providers

Table 6.7: Changes required in served certificates and breakdown of most impactful hostname
additions to certificates by provider in the short-term.

Most Effective Changes

Our analysis identifies popular cloud providers and CDN services that can provision certificates
for their users. These certificates can be modified to include other subresources offered by the
same CDN that serves the website. We identify individual providers and, alongside, the most
frequently used hostnames for subresources in our dataset. For example, Table 6.7b shows the
top three providers (Cloudflare, Amazon, and Google) in our dataset collectively responsible for
serving 37.5% of the websites. Each entry also lists the five most used domains for those websites’
subresources available at the same provider.

Among this set 78,155 websites in our snapshot are served by Cloudflare, comprising 24.74% of
the websites measured, followed by Amazon Web Services (7.75%) and Google (5.09%). The most
used domain for subresources is cdnjs.cloudflare.com, which is requested by 16.21% of websites
served by Cloudflare. These webpages currently incur network and endhost resources for DNS

and TLS that could otherwise be eliminated by coalescing if the hostnames were included in all
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Figure 6.10: Experiment Setup - Certificate Issuance

Cloudflare issued certificates. Similarly, cloudfront.net has multiple sub resources that are used by
20.03% of Amazon users and the inclusion of the hostname in the DNS SAN of the certificates would
improve clients’ ability to coalesce connections. The inclusion of google-analytics hostnames in
certificates from Google resources would result in improved connections management and reuse
of connection from 85.68% of webpages served by Google.

Observations summarized by Table 6.7b suggest that large gains await with least-effort by
adding a set of most-used subresource hostnames to existing certificates, and enabling ORIGIN
Frame. It behooves large providers, in particular, to consider adding their most-used hostnames to
certificates by default, and implementing support for ORIGIN Frame. On the client-side, since no
certificate changes are needed, only ORIGIN Frame support is needed. In the absence of support,

clients must fail-open according to the specification by ignoring the ORIGIN Frame [50, 330].

6.2.4 Validation with Production Traffic

To validate the correctness of the modeling, we partner with Cloudflare, a large CDN network

serving a significant number of websites, and deploy two experiments months apart.
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Sample Group and Certificates’ Setup

Our deployments coalesce a third party (i.e. subresources) domain, hosted by the same CDN,
that is used by ~50% of the top 1M websites [328], and receives over 5 Billion daily requests,
worldwide [58]. Due to the importance of this third party domain, its request pipeline is provisioned
with high-level traffic-engineering and service-level agreements (SLA). Notably, this means that
changes to either the IP address or the request pipeline has implications for the CDN’s wider
service, and necessarily shapes experimental designs. For example, candidate domains were

restricted to lower-tier service-level agreements (SLAs) to mitigate risk.

Our initial sample set was the 5000 domains with the most requests to the third party, as
indicated by the Referer field in the CDN’s third party logs. To respect privacy, the Referer field
was truncated at the domain, and omitted subpages in the URL. From this set we found and
removed 22% of websites that could not trigger the required actions from the active measurements
because only their subpages request the third party resources we attempt to observe the connection

coalescing to. Each domain was randomly assigned into an experimental or control group.

Recall that both IP and ORIGIN based coalescing require all coalescable domains to appear
in the certificate SAN. We modified all existing certificates for the 5000 domains served by the
CDN, as depicted in Figure 6.10. For the experimental group, the corresponding certificates were
renewed with the third party domain (20 bytes) added to the SAN. To ensure integrity between
control and experimental sets, we selected a valid and identical size third party domain used by
none of the control domains. The certificates were also renewed for these domains to include the
unused domain. As a result all certificate modifications in both treatment groups consisted of the

same number of byte additions.
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Evaluating IP Coalescing

In addition to certificate changes, IP coalescing requires that (i) DNS returns the same IP address
for domains to which connections could be coalesced, and that (ii) the webserver can respond
to and satisfy content requests for all those domains, on that IP address. In our experiment we
elected to use one single address for all 5000 domains in the experiment and for the two third
party domains. The necessary changes were facilitated by mechanisms supporting addressing
agility [126]. One operational challenge in this deployment was that the SLA associated with
the sample group was very different from the SLA for the two third party domains. We limited
exposure by (i) deploying to two medium-sized datacenters, and (ii) using a new and unallocated
IP address. Corresponding changes were made to DNS to respond with that address, and to web
servers to accept connections, for the control group and third party domain. Web servers were
additionally configured to service requests where the HTTP Host for the third party domain was
different from the SNI in the TLS connection (to pass domain-fronting checks). The deployment

duration was two weeks in August 2021.

Server-side Passive Measurement

A randomly sampled 1% of HTTP requests were logged. Requests to the third party domain
from the experiment and control groups were tracked by the Referer field. In the default logging
pipeline all requests in a TLS connection were with a unique identifier that, coupled with the
referrer, was sufficient to count non-coalesced requests to the third party. However, there exists
no obvious flag, field, or marker in TLS nor HTTP that would indicate a request is in a coalesced
connection. Therefore, we modified the pipeline to additionally (i) set a flag bit for requests when
the HTTP Host differed from the TLS SNI, (ii) treatment label (experiment/control), and (iii) label
each request with its arrival order in the connection. We take the flag bit set as a reasonable signal

of connection coalescing. From these requests, we look for arrivals >2, making sure to count the
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Figure 6.11: Connection reuse seen through the reduction in the number of TLS connections made
during page load events as a part of active measurement.

corresponding unique identifier only once. Requests to third party domain from the experiment
and control treatments groups were confirmed to have similar profiles (request rate, popularity).
Across all browsers and client requests to the websites in the two treatment groups in the study,
we observed a 56% reduction in the rate of TLS connections to the third party domain from the

experimental group relative to the control group.

Client-side Active Measurement

If connections are being coalesced we would expect to see zero new TLS connections from the
client to the third party. In our experiments, the number of new connections are captured by
Figure 6.11a. Results shown are for Firefox (v91) for later comparison, since only Firefox has client-
side support for ORIGIN Frame. In the control group, the proportion of 0 and 1 new connections is
approximately 9% and 83%, respectively; and overall 90% making between 1 to 5 new connections.

None of the control group initiated more than 7 new connections to the third party domain. In the
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experiment group, approximately 70% of visits trigger no new connections at all. A further 28%
make one new connection, and no website uses more than 4 new connections.

Coalescing support via IP addresses needs alignment in both DNS responses and content
reachability. This creates a burden on service operators, who must ensure consistency between
content and address systems that are otherwise unrelated. However, their separation is needed to
help maintain SLAs and different request pipeline optimizations for different domains or traffic

types. ORIGIN Frames diminish these burdens on the operator.

6.2.5 Evaluating ORIGIN Frame Coalescing
Deployment Setup

ORIGIN Frame removes the need to align IP addresses for different domains, and reduces oper-
ational costs and complexities on CDNs. On balance with the nominal changes to certificates
predicted by our model, the maintenance burden of ORIGIN Frames is isolated from the alternative,
and preferable. IP-based coalescing, by comparison, requires co-orchestration with DNS and
name-to-IP mappings, which reduces an operators ability to provision their systems or meet SLAs.
In addition, misconfiguration risks hostnames being unreachable. In contrast, the consequence
of a misconfigured ORIGIN Frame, for example with unreachable names, is to cause clients to
‘fail-open’ and revert to normal behaviour without coalescing. Unfortunately, there exists no
production-grade implementation of ORIGIN Frames in HTTP/2 web servers. To mitigate risk on
the CDN’s request pipeline, we implemented and integrated a custom connection-termination
process, with ORIGIN support, into the production environment [88, 90].

Our custom process was configured to accept and service requests for the sample group.
ORIGIN Frames were populated with either the third party or control domain to match the sample’s
certificate. Finally, the third party DNS changes were undone, which immediately restored the CDN

operator to its standard traffic-engineering practices and SLAs. Unlike the regional-restrictions
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needed to minimize risk with IP-based coalescing, the ORIGIN Frame implementation was deployed
globally at over 275 points of presence [91]. To facilitate observability, the sample group was
moved onto an isolated anycast address. Doing so meant that the CDN’s network operations could,
if needed, shift experimental traffic away from a datacenter by withdrawing the corresponding IP
prefix from BGP announcements.

Finally, the decisions to implement a custom process and deploy globally were taken only
after we could test and confirm that ORIGIN is either ignored or handled correctly by in-support

browser versions. The deployment duration was two weeks in January 2022.

Server-side Passive Measurement

The same logging pipe-line, 1% random sampling, and signals described in during the IP based
coalescing measurement were hardened for global deployment, and used to count coalescing
with ORIGIN Frames. Global data was further filtered by user-agents corresponding to Firefox,
the only browser at the time of deployment with support for ORIGIN. The daily number of new
TLS connections for the sample group are shown longitudinally in Figure 6.12. The daily new
TLS connections from the experimental group to the third party initiate approximately half as
many new TLS connections compared to the control, and relative to daily counts before and after
testing. Only in our active measurements did we discover that further coalescing was obstructed
by use of the HTML crossorigin attribute set to anonymous in subrequests providing support for

CORS [341].

Client-side Active Measurement

The number of new connections under ORIGIN using Firefox (v96) are captured by Figure 6.11b.
In the control group, the proportion of 0 and 1 new connections is approximately 6% and 84%,

respectively; and overall 94% making 1 to 4 new connections. In the experiment group, approxi-
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Figure 6.12: Reduction in Number of TLS connections made to coalesced sub resource observed
during the duration of the experimental treatment

mately 64% of visits trigger no new connections at all. A further 33% make one new connection.
As a general improvement over natural IP coalescing, none of the sample set visits make more
than 4 new connections to the third party domain with ORIGIN enabled, which is less than both
groups made with IP coalescing, alone. While we expected higher percentages of connections to
be coalesced with the usage of ORIGIN Frames (Figure 6.11b) compared to IP based coaslecing
(Figure 6.11a), the lower percentage observed in our active measurements could be explained by
the churn in resources required by the websites in the study due to modifications to the websites
in our study by their developers given the time elapsed between both the experimental setups

(August 2021 and January 2022), possible sampling and artifact biases.
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In this deployment we also perform a longitudinal view of new TLS connections to the third
party from websites during the deployment of ORIGIN Frames, shown in Figure 6.12. The difference
in new connections initiated by control and experimental groups during the deployment is in
stark contrast to new connections initiated before and after. The average reduction during the
experiment is clear at *50%, but also less than expected. Upon later inspection of websites in the
experimental group, we observed the usage of XMLHttpRequest and fetch to make requests to
the subresource which do not coalesce connections, similar to subresources obtained with a value

anonymous for the HTML attribute crossorigin.

6.2.6 Performance, Correctness, Trust, and Privacy Implications

The results indicate that connection coalescing through ORIGIN frames can significantly improve
the rates of connection re-use. This has implications for both infrastructure operators and the
web ecosystems.

Connection coalescing opens resource scheduling opportunities. Re-ordering and restructuring
of webpages has been shown to greatly affect page loads [190, 345]. However, the sequence of
resources transmitted over multiple connections may be altered by network effects, and received
by the client with different ordering and timings. An unintended ordering may then delay receipt
of higher priority objects on a parallel connection, or contribute to head-of-line blocking in the
application. In contrast, coalesced resources are always received in the ordering intended to
optimize the critical path [343].

On performance in general, we emphatically refrain from ‘faster’ as an assumed outcome or
primary motivation. Our preliminary evidence suggests ‘no worse’ is appropriate. The subtle
interplay between resource object sizes, competing connections, and congestion control [12]
is subject to network conditions. Bottleneck-share capacity, for example, diminishes as fewer

connections compete for bottleneck resources. Yet many pipelined small objects may favour bytes
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Figure 6.13: (Left) Model predictions of connection coalescing impact on Page Load Times (PLT);
dotted-black line predicts only the deployment CDN. (Right) Measured PLTs at the deployment
CDN with ORIGIN support indicate potentially minor improvement, but ‘no worse’ performance.
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transmitted in steady state on one connection, over bytes delayed by slow-start and discovery over
many connections. Additionally, outside of bottlenecks, web interactions are dominated by latency
over goodput [30, 131, 299]. This position is reinforced by our own attempts to demonstrate
improvements in page load times (PLT), as captured in Figure 6.13. Modelling on our dataset as
shown in (top) Figure 6.13, suggests that IP based (dashed blue line) and ORIGIN (solid green
line) coalescing would improve median PLT by ~10% and ~27%, respectively. These predictions
establish an upper bound for ideal conditions in which every server or service provider fully
enables IP or ORIGIN Frame support for connection coalescing as indicated by our model. However,
the dotted black line indicates the performance we measured with only one CDN implementing
ORIGIN frames and coalescing one popular host. The improvement of 1% indicates that the model
is fairly accurate but is too small in the limited scope of the measurement performed. We strongly
believe that with engineering changes in both browsers and CDN networks coalescing multiple

hostnames, we will be able to see better performance.
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We emphasize, however, that while coalescing may be equally achieved via IP or ORIGIN,

operator complexities make the former difficult to support.

Browser Trust Models: Browsers can trust existing connections for hostnames in the ORIGIN
set with valid entries in the certificate’s SANs due to the existing trust model where only the
certificate served on a connection is used to validate the correctness of the hostname being
communicated with. As a result, any changes to ORIGIN frames require certificate changes
which could otherwise have been implemented through upcoming proposals such as secondary
certificates [57]. The proposed changes to certificates introduce an ORIGIN Frame equivalent called
certificate frames. These are blocking stream operations sent in stream 0 and provide alternative
ways to obtain server certificates other than through the initial TLS handshake. If needed, large
certificates can be broken into smaller certificates to match the TLS record sizes and sent using
the proposed certificate frames. However, the usage of certificate frames incurs the transmission
of complete X.509 certificates by the servers each with embedded public key, and signature which
are the largest segments of the certificate increasing their size compared to the required certificate
modification. However, the certificate frames could provide some flexibility to service providers to
send certificates on demand without modifying the main certificate of the webpage or including

the popular DNS name in multiple certificates, and could benefit from additional investigation.

Today, browser client support for ORIGIN frames exists only through Firefox. Other clients
may be discouraged by the lack of clarity in the CORS standard [341]. Wider adoption may hinge
on refinement or instruction in the Fetch standard and Same-Origin Policy [340]. The Online
Certificate Status Protocol (OCSP) is independent, but notification of certificate revocation may

give further confidence in the certificate’s validity without DNS [292].

Privacy Improvements: While the question of whether ORIGIN frames facilitate or challenge
fingerprinting techniques is an open question, it is important to observe that each coalesced

connection reduces the need for making additional DNS queries (which are blocking in nature),
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and hides an otherwise exposed plaintext SNI from the TLS handshake. Majority of users today
continue to use plaintext DNS queries reduction of which reduces the ability of fingerprinting
services on the network from understanding user’s traffic pattern. The on-going colocation of
services and serving millions of hostnames from a single IP address, adds to the challenges for
fingerprinting services, providing users more privacy — an advantage provided by the co-location

of services among a few select operators, and the reduction of otherwise plaintext queries.

Web Packaging and Proxy Based Accelerators: An alternative approach which is actively
being considered by organizations and standards bodies is the usage of web packaging signed
HTTP exchanges [355]. These packaging bundles allow content to be decoupled from origin servers
and served by intermediate nodes without losing the cryptographic guarantees of connecting to
the origin and behaves equivalent to scenarios with complete connection coalescing. Efforts are
ongoing to improve privacy with the increased usage of web package signed HTTP bundles using
private prefetch proxies [65]. These approaches while potentially improving performance beyond
ORIGIN Frames pose privacy, and fairness challenges by preventing traffic from actually reaching
the origin servers. This has been actively adopted by news websites using Accelerated Mobile

Pages (AMP) but has also been heavily criticized [21].

Low Impact on Certificate Transparency: Certificate authorities (CAs) issuing certificates
to a website for a hostname also write the certificate to multiple CT logs, operated by different
organizations and monitored publicly [203, 210]. Modifying 37.59% (120103) of the websites
contributes to a 5-10% increase in the number of certificates issued by CAs daily [7, 89]. The
unbalanced publishing of certificate records between CAs and CT log operators results in increased
stress among a few large CT log operators (eg. Cloudflare, Google) but can be mitigated by
improving load distribution among log operators [296]. The global certificate issuance rate is
257034 certificates per hour indicating that a bursty one time operation of certificate modifications

would not adversely affect CT log infrastructure performance [89].
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Non-compliant HTTP/2 Software Stacks: An unanticipated outcome of the deployment
of ORIGIN frames is that it exposed non-compliant HTTP/2 implementations. The HTTP/2
specification mandates that clients ignore and discard unknown frames [50], a mandate respected
by all operating systems and supported browsers. However client communications may be subject
to separate network stacks running, for example, antivirus software with Internet security features,
or corporate firewalls, and networks that install custom managed self-signed certificates. During
our experiments with ORIGIN Frame, a developer of anti-virus and Internet security software
products contacted the CDN to enquire about an increased number of failed connections to the
websites in our study. Following the rules of disclosure, a collaborative diagnosis pinpointed the
issue to an unknown HTTP/2 frames handling bug in the developer’s network agent. Rather than
ignore the unrecognized frame as is required by the specification, the network agent instead would
tear down the TLS connection and prevent clients from accessing the websites in our experiments.
Upon careful consideration by the CDN, and given the sensitive nature of the antivirus software
developers’ operations, the CDN agreed to limit disclosure and pause ORIGIN testing for a limited
duration. In September 2022, the antivirus provider confirmed to the CDN that the issue in the

product had been fixed.

This indicates one of possibly other unintended consequences due to the deployment of
privacy and performance enhancing mechanisms on today’s Internet. In this work, we identify
opportunities for operators that host third party resources. With ORIGIN Frame, our models
suggest that adding the most popular of those domains to the appropriate certificates (see Table 6.7b)
would reduce the number of TLS connections made to the resources, thus improving server compute
overheads and benefiting clients that can and choose to coalesce their connections. Through our
evaluations, we confirmed that the Firefox browser conservatively continues to make new and
subrequest blocking DNS requests to hostnames in the ORIGIN Frame, despite their inclusion in

the modified TLS certificate. These additional queries could be avoided, conferring privacy and
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other benefits to users. Doing so does not alter isolation techniques, for example, as exists in the
render process to prevent security attacks [279]. For improved adoption, we also recommend web
server software to integrate support for configuring ORIGIN Frames. As a part of this work, we

open source our ORIGIN-supporting changes to the Go lang net /http implementation [88, 90].

6.2.7 Conclusion

ORIGIN Frames are extremely useful hints when respected by browsers and need server modifica-
tions. Our experiments reveal an important role that ORIGIN Frames could play in today’s Internet.
Our analysis on a large-scale dataset finds that adding no more than 10 DNS names to 37.59% of the
certificates will reduce certificate validations (i.e. new TLS handshakes) by 68.75%, while reducing
the number of render blocking DNS queries by 64.28%. Clients additionally reap these benefits
in privacy by reducing cleartext DNS exposure to network on-lookers. Our measurements, and
deployments at scale indicate that these proposed changes are feasible and offer a glimpse into the
potential of ORIGIN frames towards improving privacy, experienced performance by the users and
optimizes resource utilization at the network operators by reducing potential overprovisioning

requirements.
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Chapter

Building Trustworthy and Secure Applications

7.1 Reducing Trust Placed In DNS Recursive Resolvers

With mechanisms to improve privacy, and reduce trust in hidden DNS infrastructure on the
Internet, a key problem which remains is the trust placed in the correctness and validity of the
responses obtained by users from their resolvers. With the usage of encrypted protocols, large
network providers with extensive IP address allocation space, can respond with a unique IP address
to each query and trace the follow up TCP and TLS connections from the user to the returned IP
address. While ODoH guarantees privacy within the scope of DNS queries, these guarantees do
not apply for network communications outside of the DNS ecosystem. The deployment of ORIGIN
frames while addresses some of these concerns, still poses the risks for unique user identification
resulting in loss of privacy. Similarly, a typical Internet user does not manually configure secure
DNS protocols, and relies on the configuration and infrastructure provided by their Internet service
provider or carrier. Despite securing the communication links, there exists a risk that the resolver
itself could tamper and change the actual response for the intended query.

A malicious resolver returning the responses for a client query for a website might return IP
addresses which do not belong to the website but rather an intercepting middlebox attempting to

impersonate the resource the client is intending to navigate to. This technique is used by many
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ISPs and carrier networks deploying firewalls to enforce content blocking due to court mandated
orders, or due to government mandated censorship. While the legitimacy of DNS censorship ( [172,
265]) of this nature is questionable [122, 334], it opens up questions about the correctness and
honesty of the recursive resolvers. Despite the security provided by the transport layer protocol,
clients continue to be vulnerable to resolver lies since having a safe channel with a lying resolver

does not prevent the client being returned invalid data.

As communications between the various entities of the DNS ecosystem are being secured,
other attacks targeting the integrity and availability of the responses continued [27, 153, 179, 188,
236, 303, 315]. While mechanisms addressing these attacks such as DNSCurve, and key pinning
were proposed [19], DNS Security Extensions (DNSSEC) providing integrity and authenticity
guarantees for the responses from DNS servers was eventually standardized [286—-288]. Despite
standardization, the adoption for DNSSEC remains low with arguments made against it due to
deployment complexity, increased message sizes, and compute burdens resulting in denial of

service attacks [96, 152, 167].

Today, though clients can perform DNS queries requesting DNSSEC related information from
the resolver and validate them, most default client devices do not request this information by
default and instead it must be explicitly enabled by the user [93, 198, 206, 212]. Over 95% of DNS
requests received at a large public DNS resolver operated by Cloudflare do not request DNSSEC
enabled responses. By design, to perform DNSSEC validation, clients must make all the required
queries for the relevant keys and validate the cryptographic bindings to the parent zone through
additional queries. We described this approach previously in §2.2 and present the traversal of the

hierarchy in Figure 2.3.

Every DNSSEC validating client making queries to the nameservers directly has the adverse
effect of increasing the client’s networking overheads, and in-turn the request load on the name-

servers, thus requiring significant human administration for scaling and reliability. Validating
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recursive resolvers purport to ease this burden by performing the DNS resolutions themselves
and validating necessary DNSSEC records. However, this leaves a few things wanting: 1. it may
not be sufficient for the client to trust that the resolver validated the DNSSEC records correctly,
2. resolver’s DNS cache causes a tradeoff between resolution speed and caching inconsistency due
to upstream changes, and 3. clients may not have the bandwidth or infrastructure for increased
queries. Well known public resolvers such as Google, Cloudflare, NextDNS etc., operate DNS
services and validate DNSSEC responses before issuing a response to the client query. However,
DNS resolvers are typically intended to provide their services to clients within a private network
(typically ISPs or organizations) allowing the clients in the network to benefit from the advantages
of shared caches, reducing the network load on authoritative nameservers. Prior research has iden-
tified that these ostensibly internal resolvers are sometimes publicly accessible and provide DNS
resolution capabilities to unprivileged users on the Internet [196, 197]. These open resolvers enable
adversaries to perform distributed denial of service (DDoS) through reflection or amplification

attacks [15, 20, 178].

Despite the prevalence of open resolvers on the Internet and the importance of DNSSEC, the
correctness of DNSSEC aware resolvers remains unmeasured. To motivate the need for clients to
validate the obtained DNS responses, we perform Internet measurements to identify DNS resolvers
and their ability to validate DNSSEC queries. We observe that majority of the resolvers on the
Internet today (75%) respond to DNSSEC queries in ways violating Internet standards [287] -
indicating the need for clients to perform their own validation without fully relying on their
network configured DNS resolver. Clients are automatically configured local DNS resolvers when
connecting to public WiFi hotspots at airports, coffee shops, etc.., where manual trusted public

DNS resolver configurations may fail, leaving the client disconnected from the Internet.

To address some of these challenges around the correctness of responses and in an effort to

reduce the implicit trust in the DNS resolver, we take the position that the DNSSEC ecosystem
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would benefit from a simple change to the recursive resolver — serializing the individual DNSSEC
records and including them in client responses. This type of scheme has both performance benefits
for security-conscious clients, is highly practical to deploy requiring changes only to recursive
resolvers in the overall DNS ecosystem, and could unlock a host of new applications leveraging
the DNS ecosystem. It efficiently brings DNSSEC to clients by proposing that recursive resolvers
provide all required DNSSEC records if requested. This would be signaled by reusing a DNSSEC
single bit flag in client DNS requests. The response would include the regular answer in the
answer field, as expected, but would also include an entire compressed DNSSEC proof chain in the
Additional section of the resolver DNS response allowing clients to validate the attached proof
chains with necessary client DNS stub software updates [232]. The inclusion of the serialized
DNS responses in the additional section of the DNS response does not conflict with existing DNS
client behavior which can discard the information - a design advantage allowing resolvers to

immediately deploy the scheme without adverse impacts on clients.

7.1.1 Understanding DNS Response Headers and Message Structures

A DNS message is a packet structure for holding resource records (RRs), which are mappings
between hostnames and different types of resources. The DNS message itself contains four
sections of RRs and is serialized and sent over the wire between the clients and servers. (1) The
Question section includes the query and the associated query parameters, (2) the Answer section
contains the response to the query and is set by the responding resolver or name servers, (3) the
Authority section describes additional information about authoritative name servers and can
include optional information related to the answer, and (4) the Additional section which can
contain optional but helpful RRs such as glue records, or answers for any predicted future queries

allowing cache pre-population.

The DNS message also includes metadata in the header such as a 16-bit identifier, a 4-byte



129

integer response code (RCODE), and an OpCode in addition to a series of bit flags [64]. A single
bit flag is used to distinguish the DNS message between a query, and a response. We detail the

correctness conditions for other supported bit flags below.

1. Authoritative Answer (AA): The AA flag indicates that an Authoritative Answer was set
by the authoritative name server of the query and must not be set by the resolvers or the

clients making the query [232].

2. Recursion Available (RA): The RA flag indicates the ability of the resolver or the name
server to recursively perform a resolution of a given query for the client. DNS resolvers
accessible over the Internet to other clients set this bit in their response indicating their

capability [232].

3. Recursion Desired (RD): The RD flag is set by the client making a query to a recursive
resolver [232]. The RD bit being set indicates the client’s request to the server to recursively
resolve the client query, while the flag not being set indicates the client’s intentions to
perform the recursive resolution on its own. A correctly configured resolver copies the

value set by clients into the response.

4. DNSSEC OK (DO): A client query with the DO bit set indicates the client is requesting
the associated DNSSEC signatures in addition to the answer for a given query [25]. The bit
is also set by a validating resolver for all the responses sent to the client that include the
requested signatures. Validating resolvers strip out the signature records when the flag is
not set by the client preventing unnecessary data being sent over the network and reducing

the message size in transit.

5. Authenticated Data (AD): The AD flag is set by a validating and DNSSEC-aware re-

solver after successfully performing the required validation procedure (as described in RFC
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4035 [287]) on the RRs acquired from the recursed name servers. The AD bit is not set when

directly obtaining an answer from an authoritative nameserver.

6. Checking Disabled (CD): The CD flag is used for DNSSEC-based responses to instruct the
resolver to return any responses leaving the onus for validation on the requesting client. A
validating resolver continues to validate the response and can copy the CD bit in addition to

appropriately setting the correct AD bit.

Critically, when a client queries for a hostname with a broken or unavailable DNSSEC enroll-
ment with the DO bit set and the CD bit unset, a correctly operating and validating recursive
resolver should never set the AA, AD, or CD flags in the response, and set SERVFAIL response

code (RCODE=2).

7.1.2 DNSSEC Is Undervalued

DNSSEC has seen slow adoption since its proposal in 1997 [5]. Measurements done by Wander in
2017 indicated less than 1% DNSSEC adoption among popular TLDs [342]. Chung et al. showed in
the same year that as few as 0.6% of com. domains had DNSKEY's published—necessary though
not sufficient for successful DNSSEC deployment. One reason for slow DNSSEC adoption is the
perception that it offers only marginal benefits in the presence of TLS certificates since resolution
integrity becomes obvious when presented with a server certificate. A valid certificate implies that
the underlying resolution must have been correct. However, there are still a number of important
use cases that TLS certificates do not address. Foremost among these concerns is the issuance
process of TLS certificates themselves. Certificate Authorities (CAs) only issue certificates after
confirming the domain ownership through a domain validation (DV) process. The success of a
system addressing the challenges of trust and misbehavior depends on the deployment of DNSSEC

in the DNS ecosystem.
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e Invalid at ccTLD, implemented eTLD Unimplemented (at ccTLD and eTLD) Valid at ccTLD, unimplemented eTLD
e Invalid at ccTLD, unimplemented eTLD Valid (at ccTLD and eTLD)

Figure 7.1: The categorization of DNSSEC implementation at ccTLD (e.g. au. and .br) and eTLD
(e.g. gov.au. and gov.br) levels per country. For countries with multiple government eTLDs (eg.
.gov.us and .gov) most popular is chosen.

We compare the adoption of DNSSEC at the ccTLD level (eg. .uk), with that of the respective
country government eg. .gov.uk due to their critical nature for information dissemination on the
Internet — which we term as the eTLD for this section and present a map as shown in Figure 7.1
to understand the adoption of DNSSEC at each country and their respective governments’ host-
names [199]. We observe 57 countries (light green) have valid DNSSEC enrollments, 68 (light
blue) have DNSSEC enabled at the TLD but not at the government €TLD, 68 others (magenta) with
the majority in Africa and the Arabian region have not enabled DNSSEC at either level, and 5
countries (dark green) have invalid DNSSEC entries at the ccTLD. Sierra Leone is the only country

which has invalid DNSSEC ccTLD entries but attempts to use DNSSEC for their €TLDs.

Let’s Encrypt famously automated certificate issuance through DV in addition to providing
several alternate validation methods [8, 47]. In their DNS challenge method, the ownership of
the domain is established by adding a random value associated with the challenge inside a DNS
TXT record. If the CA is able to retrieve the value via DNS, they have a strong assurance that the

domain is owned by the claimant.
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For domain owners who wish to be provisioned a wildcard certificate, or with multiple SAN
entries in the certificate as required today and support ORIGIN frames, DNS challenge is the
only accepted method. In the 90 days preceding September 22, 2019, Let’s Encrypt validated
266M domains, 13% of which used the DNS challenge method; and continues to issue millions of
certificates everyday [8, 89]. In 2018, Brandt et al. were able to acquire a certificate for a domain
they did not own by exploiting weaknesses in unprotected DNS. Since then, some CAs like Let’s
Encrypt enforce the verification of the DNS challenge through multi-vantage point checks which
make it hard but not impossible for attacks (such as BGP hijacking) to attack DNS validation
schemes [55]. Additionally, CAs increasingly rely on validating DNS recursive resolvers as a part
of the challenge validation process sometimes even relying on large public open recursive resolvers
as the upstream resolvers to prevent managing their own DNS resolver infrastructure [55]. While
these make such attacks significantly harder, they do not entirely preclude them as DNSSEC

would.

In a similar vein, the use of HT'TPS records is becoming more common for specifying various
aspects of HTTPS services such as TLS EncryptedClientHello [283]. Relying on the resolvers
and neglecting the integrity of these records leaves clients vulnerable to surveillance through
MITM or downgrade attacks, especially as new regulations mandate the use of country-specific
DoH resolvers - intended to enforce content policy [29, 268]. Decentralized Web3 ecosystems
such as the InterPlanetary File System (IPFS) rely on signed DNS TXT records [109], while
the Ethereum Name Service (ENS) also uses similar records to prove domain ownership and
mandate DNSSEC usage [124]. The security of communications and policy enforcement in the
email ecosystem through protocols such as DomainKeys Identified Mail (DKIM) [194], Domain-
based Message Authentication Reporting and Conformance (DMARC) [195], and Sender Policy
Framework (SPF) [186] rely on the correctness and integrity of DNS resolvers to retrieve stored

policy and key materials for preventing spam & abuse.
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While the TLS-based CA ecosystem has been widely accepted, there exist alternate proposals
such as DNS-based Authentication of Named Entities (DANE) leveraging the DNS ecosystem as an
alternate PKI by relying on DNSSEC [44, 114]. Though DANE has not seen widespread adoption
despite being resistant to attacks such as the compelled certificate creation attack [316] at least
partly due to DNSSEC’s poor adoption, and a presumed (albeit debunked) risk of denial of service
due to increased message sizes, it is used by Internet projects with strong privacy guarantees such

as Tor [285].

7.1.3 Understanding Implicit Trust in DNS Infrastructure

We perform our active scan from an Amazon Web Services hosted VM c5.4xlarge VM instance
with 16 vCPUs, 32 GB of memory, and up to 10 Gbps bandwidth from the US-West-2 datacenter in
Oregon, United States. We configured a web server on the scanner with a static webpage informing
readers of the benign nature of the scanner and included email information of the researchers to
contact to opt-out of future scans and received no requests — likely because of the scan’s minimal
traffic and one-time nature. With the support of our collaborating CDN partner — Cloudflare, we
use an authoritatively managed and well known zone brokendnssec.net, actively used for testing
various DNSSEC configurations. A validating resolver attempting to resolve queries associated
with this zone must result in a failure as the zone traversal encounters a cryptographically broken

DNSSEC chain due to missing delegations.

Discovering DNSSEC Aware Open DNS Resolvers on the Internet

We perform an active IPv4 scan from our scanning testbed using ZMap [120] — an open source
tool used for scanning large IP spaces. We capture a snapshot through our scan on December 30th,
2022. We used ZMap’s UDP probe functionality to query the default UDP DNS port (53) for every

IP address in the IPv4 space with the exception of private use, loopback, and reserved IP ranges as
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indicated in various RFCs [61, 78, 234, 280, 349]. The DNS query was a request for the IPv4 address
of google.com, a popular query, and additionally included in the list of UDP probes supported
by ZMap. ZMap interprets a response from the IP addresses as DNS responses indicating the
presence of a DNS resolver at the IP address and returns the list of such addresses after the scan.
From the scan, we obtained 9.97 million IP addresses (9,975,490) which host DNS resolvers and are

accessible over the probed port 53.

For each IP in the 9.97 million IP addresses associated with the resolvers identified in the
discovery phase, we run additional probes by carefully crafting a DNS query for google.com, but
with the DNSSEC OK (DO) bit set - indicating the need for DNSSEC signatures to be included in
the responses and validation by the resolver. We filter out IPs that do not respond to the follow
up DNSSEC queries and identify DNS resolvers accessible at 7.9 million (7,930,503) IP addresses
indicating that over 2.04 million resolvers that were initially identified do not support DNSSEC

queries from their clients.

To evaluate DNSSEC compliance, we query each identified DNSSEC aware resolver for the IP
address associated with the brokendnssec.net zone respectively. We choose the google.com and
brokendnssec.net zones because of their visibility and well-known relationship to DNSSEC. Google
has not enabled DNSSEC at all for the google.com zone, so we expect to see no DNSSEC-aware bits
(CD, AD) set in the responses or any associated signatures. Additionally, unless the resolver being
queried is in the set of name servers operated by Google (i.e., is authoritative for answering the
query), we do not expect to see the AA bit set in the responses. The brokendnssec.net zone managed
as an experimental zone by our CDN partner, contains a multitude of DNSSEC configuration issues
such as bogus DNSSEC delegation, non-existent DNSSEC public keys, and name servers which do
not respond with the signatures, and thereby fails the checks done by a validating resolver [110].
As such, we expect our probe requests sent to the validating resolver to return a failure response

code, or at the very least not respond with IP addresses.
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We store the results for the responding server IP address, the IP addresses in the answer, and

the status of various flag bits in the response header as a part of the scan.

Classifying DNS Resolver (Mis)Behavior

Our scan results indicate 98.17% of the DNSSEC aware resolvers (778584) return a valid non-errored
response code for the query containing the question about Google’s IPv4 addresses. The remaining
return a wide variety of non-zero error codes with the majority (1.66%) returning the REFUSED
code indicating no capability to recursively resolve client queries. We analyze the successful

responses in various ways:

Correctness of Answers: We observe that more than 98% of the responses containing an
answer contain a single IP addresses as the response to the given query. 1.5% of the responses
obtained contain exactly 6 IP addresses and the remaining return a variable number of IP addresses
in their response — sometimes upto 30 unique IPs. To identify if the IP addresses returned in
the dataset are correct, we compare the IP addresses in the responses to those which are in
the authoritative IP ranges published by Google. To do this, we construct an IP prefix tree and
check that the IP addresses in the responses match any of the expected IP ranges advertised by
Google [317]. Any IP address that does not match the expected IP ranges is considered to be
incorrect. We suspect that open resolvers returning more IP addresses do so due to the aggregation
of IP addresses obtained from the multiple name servers they communicate with. 4.08% of the
resolvers in the active scan return the correct IP addresses for a google.com query. A vast majority
(over 95%) of the resolvers return incorrect IP addresses in the answers that do not route to Google
or match advertised IP ranges by Google[137]. The IP addresses returned match various censorship

fingerprints studied previously [247], or redirect to blockpages [335].
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Correctness of DNS Header Flags: A correct IP in the response does not necessarily imply
overall correctness of the response due to the various bits in the DNS message header. We further
attempt to evaluate the extent of non-conformity by exploring the response message headers.
We observe that over 99% of resolvers which respond with an answer also correctly set the RA
bit indicating their recursive capability. Meanwhile, the remaining do not set the RA bit despite
providing recursive resolutions for the client query - this is incorrect behavior.

Surprisingly, despite the lack of DNSSEC on Google’s zone, we observe 35.86% of the resolvers
incorrectly set the AD bit claiming to have validated non-existent DNSSEC responses. Similarly,
95.29% (7.4 million resolvers) which do not belong to Google’s authoritative advertised prefix
ranges, incorrectly return the AA bit claiming to be authoritative nameservers. Our observations
indicate only 47.06% (3.6 million) resolvers returning the IP addresses associated with the Google

query correctly set both the AD and CD bits to false.

Responses for Invalid DNSSEC Zones: In addition to validating the correctness of the re-
solvers through analysis of header bits and answers, we also verify resolver correctness by querying
for an experimental zone brokendnssec.net, managed by our CDN partner, which is not resolvable
and should instead return an error. As mentioned previously, a correctly implemented resolver
should return a SERVFAIL response and never return associated IP addresses. We observe 1.28
million IP addresses which respond to our queries — a 83.79% reduction from the 7.9 million
discovered DNSSEC aware resolvers. 75.27% (923470) of these resolvers incorrectly return the
answer associated with the query indicating that these resolvers do not validate DNSSEC responses
correctly. Conservatively, we can conclude that the lack of responses from 6.62 million resolvers,
which previously responded to the query for Google, represent reasonably correct behavior and
are validating DNSSEC resolvers which could protect their clients from navigating and connecting
to insecure services.

Unlike the case for Google queries where a majority of the IP addresses returned in the
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responses were incorrect, 93.34% of the resolvers (861966) responding successfully to the experi-
mental zone with invalid DNSSEC entries — returned a valid IP address for the query for broken
DNSSEC queries. This pattern raises concerns about selective response behavior for popular
DNS queries such as the ones for Google — possibly due to defaults, active manipulation attempts
to block resources (as shown by the Great Firewall DNS censorship fingerprints [247, 281]), or
redirects to malicious resources [196, 262, 265]. Despite receiving correct IP addresses from a
majority of the resolvers, the act of sending a response at all is incorrect — implying that over a
million responding resolvers do not correctly perform DNSSEC validations. The usage of such
resolvers by users as their trusted resolvers puts them at risk of various attacks asserting the
need for clients to validate their interactions with DNS infrastructure. While this preliminary
exploration motivates our design, it raises questions about the reasons for such misbehavior
exploring which is out of scope for this effort and left to future work.

While our active measurements indicate that many DNS resolvers accessible over the Internet
return incorrect and invalid responses, it is also likely that those which are network-internal and

hidden from our active probes are similarly incorrect.

7.1.4 System Design and Implementation of DNSSEC Proof Chains

Motivated by the necessity and increasing reliance on recursive resolvers in today’s network
deployment architectures, as well as a need to reduce the attack surface of critical applications, we
propose a system with four high-level goals: (1) Reduce client’s implicit trust in recursive resolvers,
(2) Enable honest resolvers to prove to their clients that the resolutions are indeed trustworthy,
(3) Ensure that there are no significant negative performance implications, and (4) Make minimal
changes to existing DNS deployments causing minimal (hopefully none) disruptions when deployed

at scale.

To recap, DNS zones due to their hierarchical and decentralized nature are maintained inde-
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Algorithm 4 DNSSEC Setup at Each Zone

Input: Unsigned Zone - Z
Output: Signed Zone - Z,, DSz
Zs —{}
SKy, KSKz « KeyGen(); Generating KSK Key Pair
SK., ZSKz < KeyGen(); Generating ZSK Key Pair
DNSKEYZ, agNSKEY «— Sign({KSKz, ZSK7}, SK¢)
forall RRe Z
RRy, orr < Sign(RR, SK;)
Zo-Append((RRy, orr))
end for
: Zo.Append((DNSKEY z, GENSKEY))
: DSz « H(KSKz)
: return Z;, DSz

R A T o

_m = =

pendently by various entities. A zone example.com., is the child zone of the com. zone which
in-turn is a child zone of the root (-) zone. Each zone administrator generates multiple asymmetric
key pairs associated with the respective zone. These key pairs are referred to as the Zone Signing
Key (ZSK) and the Key Signing Key (KSK). Each zone managed by its corresponding authoritative

nameserver maintains a grouped set of resource records (RR).

The ZSK, and KSK associated with the zone are grouped together as a special RR which
are represented by DNSKEY. These public keys are cryptographically signed by the secret key
associated with the KSK represented by SKj and are stored in the corresponding Signed Zone file
Z,. Similarly, each individual RR group is cryptographically signed by the private key associated
with the ZSK and is included into the signed zone file. With the knowledge of the DNSKEY
associated with the zone Z, a client can validate each RR and the accompanying signature RR,.
However, the KSK used to validate the DNSKEY records are trusted in this case. To avoid this,
each zone uses a one way cryptographic hash H such as SHA256, SHA512 or SHA1 and hashes
the public KSK to generate a delegation signer (DS) record which is submitted to its parent zone

for inclusion. A zone example.com. submits its DS records to com. which signs the DS record
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Proof Chain Initial Key Tag

Zones

Zone: . Zone: com. Zone: example.com.

- Previous zone | |
- DNSKEY list

- RRSIG DNSKEY list

- DS list

- RRSIG DS list

- Leaf records (A, AAAA, TXT, etc.)
- RRSIGs of leaf records

Figure 7.2: A Serialized DNSSEC Proof Chain

using its own ZSK. Recursively, the com. zone submits its DS record for inclusion to the root. It is
the responsibility of the parent zone to validate the correctness of the DS records before inclusion.

Algorithm 4 presents the setup procedure for each DNS zone to enable DNSSEC successfully.

Constructing DNSSEC Proof Chains

A recursive resolver R communicates with nameservers Syoot, Stg, and Sy to resolve a query for a
FQDN d sent as a message Q, from a client C. During its communications, the resolver obtains
the required DNS public keys associated with the zone and key signing keys (ZSK and KSK), as
well as a signature o covering any other required RRs from each nameserver. This results in

the resolver collecting various DNSKEYs — (ZSK;o0t, KSK:oot, GB)ISIEKEY), (ZSKu4, KSKug, USFSKEY ,

and (ZSKy, KSKy, GC?NSKEY). Similarly, the resolver also retrieves signed delegation signer (DS)

records from the parent nameservers — (DSyq, crg%t) from the root nameservers, and (DS, 0'5;

from the TLD nameservers. The signed DS records are verified using the associated zone signing
keys of the root and the TLD nameservers, and are compared to hashes of the key signing keys

(H(KSKyg4) = DSug, H(KSKy) = DSy). The resolver obtains the answer A and the associated

signatures Gf for the client query.
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Intuition Behind DNSSEC Proof Chains: At a high level, as shown in Figure 7.2, the proof
chain is constructed as a series of Zones with each Zone containing information about a parent
zone (if any), the DNS keys, DS records associated with the immediate child zone in the DNS
hierarchy, and the cryptographic signatures to validate these records. Additionally, the same
structure contains an optional leaf record indicating canonical names for alternate chains, or
the answer associated with the resolved query. Our format is inspired by [201]; with changes
to decrease complexity. Foremost among these changes is that we do not cherry pick data from
within the DNS resource records for inclusion into our custom Zone data structures. To maintain
easy interoperability, all the individual RRs within each Zone are serialized as described in existing
IETF standards, and the Zone in turn being serialized in a similar manner — allowing existing
compression mechanisms to continue being used addressing information redundancies within the

serialized records [231, 232].

Detailed Construction of Proof Chains: For a given query Qy, the recursive resolver traverses
the DNS hierarchy to obtain the answer A associated with the query. These traversals result in the
resolver obtaining the associated DNSKEYSs, delegations (DS) to the child zone from the parent,
and authoritative information with the nameservers which the resolver needs to communicate with
to continue the traversal. We selectively store only the necessary cryptographic material such as
DNSKEYs, DSes, and their associated signatures when additional nameservers need to be contacted
by the resolver. The resolver creates a list of generic DNS Resource Records which include the
DNSKEYs, DSes from the current traversal of the DNS hierarchy. At each traversal which indicates
a further delegation, the resolver appends the cryptographic key material and associated signatures
to the initial set of records. For the final traversal where the resolver communicates with the
nameserver Sy associated with the query @y, the resolver appends the cryptographic key material
in addition to the expected signed answer or includes a denial of existence proof.

While each individual DNS RR structure and associated signatures are included without any
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modification, additional information sent as glue records, and in the authoritative segment of the
DNS messages from the nameservers are discarded completely since they do not add value to prove
the correctness of the overall result. For example, it is unnecessary to learn about the nameservers
of the TLD contacted and the delegations presented to obtain the result for the domain d since the
signed cryptographic keys and delegation signer records at each level indicate the authenticity
of the communication with the required nameservers. This reduces the size of the longer DNS

responses (typically glue records) which are obtained from root, or TLD nameservers.

This approach to construct the DNSSEC proof chain as a nested list of list of relevant DNS
resource records provides the inherent advantages of serializing the records using an IETF stan-
dardized network wire format. The data present in the proof chain needs to be strictly ordered
(from root to leaf) and prevents clients from making assumptions about the resolution order.
Additionally, it allows clients and resolvers to negotiate key-tags allowing only partial chains to
be returned from the resolver since portions of these chains such as the DNSKEYs, and DSes at
the root and TLD levels would remain constant and cacheable due to large TTLs associated. Using
existing message formats and sharing required DNS RRs allows for easier verification of DNS
messages in standard libraries without needing to re-implement cryptographic validation logic -

reducing potential security challenges.

The proof chain is constructed such that a client traversing the proof chain has all the required
information in the current segment of the chain, which would be required for the next segment.
For example, the traversal of a chain of size 3 would contain the DS record associated with the
TLD in the first segment of the chain in addition to information to compare and validate the
root records. The correctness of the DS record information can immediately be checked when
traversing to the second element where hashing the KSK present in the DNSKEYs would result
in the expected DS records. The remaining information such as DNSKEYs, and the answers are

self-contained in the existing traversal and can be validated immediately. As a result, the client has
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minimal additional memory overhead when traversing the chain — limited to the byte size of the
delegation signer. By employing this design, the proof chain contains the information needed to
verify the authenticity and integrity of the data within each segment of the chain, and carries over
minimal memory overheads to validate the correctness of the information between consecutive

pairs of chain segments.

Validating DNSSEC Proof Chains

In our scheme, the client would be charged with validating the serialized proof chain. The local
client DNS stub resolver would be bootstrapped in a secure out-of-band process with the DNSSEC
root trust anchors containing the hashes of the root DNS keys [166] and a signature covering the
contents. These could be the IANA root trust anchors for the Internet or a mutually configured
anchor to a private alternative public key infrastructure. The signature of the trust anchor itself
would be validated with the key in a trusted certificate [9]. While the standard IANA signed
DNSSEC trust anchors are used in our implementation, our scheme also permits alternate trust

anchors to be configured and used if desired.

Intuition Behind Verifying a Proof Chain: A simplified version of our validation procedure
is shown in Algorithm 5. The procedure accepts as input the query Qq, the proof chain Z,
containing the individual zones Z;, and a verified trust anchor containing the hashes of the root
DNS keys Hyoot. The procedure then traverses the list of zones Z,. For each zone Z;, we check
the signatures covering the signing keys, and establish proof chain continuity by comparing and
validating the DS records. The last zone associated with the domain Z; in the proof chain contains
the answer A or a denial of existence proof (NSEC/NSEC3) [26, 286] for the given client query

and an associated signature o2

Z, which is validated accordingly - returning a boolean response

indicating the validity of the serialization and in turn the resolution. The serialized proof chain is

included in the Additional section of the DNS message as its own resource record (RR) type [232].
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Algorithm 5 DNSSEC Proof Chain Validation, Abridged

1: Input: Target: Qg, Proof chain: Z,, and Hyyt

2: Output: Proof chain validity (true/false)

3: trusted_keys <« {(-) —» KSKz, }

4: for all zone Z; € Z,

5: Assert(Verify(ZlDNSKEY,UENSKEY,LookUpKSK(Zi)))
6: Append(ZSKz,, trusted_kelys[Zi])

7: if ExistsInZone(DS, Z;) then

8  DSValidity « Verify(ZP5, o—gs LookUpZSK(Z;))
9: HashEquality < IsEqual((H(KSKz,,,), ZI.DS)
10: Assert(DSValidity A HashEquality)

11: Append(KSKz,,,, trusted_keys[Zis1])

12: end if

13: if ContainsLeaf(Z;) A Q; € Z; then

14: Zi— Zin A — ZH,

15: return Verify(A, ng, LookupZSK(Zy))

16: end if

17: end for

18: return false

Detailed Validation of Proof Chains: A client obtaining a DNS response from a DNSSEC
serializing resolver would observe the proof chain in the Additional section of the response
message. The client stub resolver, parses and de-serializes this section containing an RR type to
obtain the nested list of lists representing the proof chain. The proof chain is validated from the
root to the leaf and begins by mapping the root zone to the keys obtained as a part of the trust
anchor configuration for the client. For each list containing the zone specific information in the
proof chain, the cryptographic key material such as DNSKEYs are validated by using the standard
Verify methods provided by public key cryptographic libraries [181]. The Verify method takes the
message data to be verified such as the DNSKEYs, DS records, the signatures presented as RRSIG
records (o) and the public part of the associated signing key. To verify the correctness and validity
of the DNSKEYs in the current segment of the proof chain being traversed, the KSK of the zone is

used as shown in line 5 of Algorithm 5. The associated ZSK in the DNSKEYs are added to the list
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of trusted keys.

The client then identifies the existence of delegation signer records (DS) which is enabled by
the method ExistsInZone(). The signature associated with the DS record for the child zone is
verified using the ZSK of the current parent zone. The DS record information contains information
about the cryptographic hash function to apply on the KSK of the subsequent zone record. The KSK
record in the following segment of the proof chain being traversed is hashed with the algorithm
specified in the DS record and compared. The process of verifying the DNSKEYs, DS records,
and preparing the list of trusted keys (used for caching) is iteratively performed on all segments
of the proof chain. The ContainsLeaf method identifies the existence of the answer record or a
proof of non-existence (NSEC/NSEC3) associated with the client query in the current zone. This
check would not yield a DNS RR at any stage of proof chain validation except the last record. The
integrity, and authenticity of the answer A included in the leaf is validated and accepted by the
client as a valid answer associated with the requested query. Through this process, the client
successfully validates the authenticity of the resolver response without implicitly trusting the
resolutions provided by it. The resolver on the other hand is successfully able to prove its ability

to operate honestly and correctly to the clients leveraging its services.

Implementation Specifics

To reduce the scope of changes and maintain backwards compatibility, our design requires only
modest changes to client queries. We propose including a new EDNSO bit indicating that a client
is requesting the serialized proof. We refer to this serialized proof bit as SP used by the recursive
resolver. To receive the serialized proof, this bit must be included along with the DO bit. However,
this could be achieved with no adverse impacts by repurposing the intent of the DO bit. While the
proposed design requires client side software updates, we believe the implementation for this is

relatively straightforward since the validation of the proof chain relies on already existing library
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functions used for validating DNSSEC responses.

We implemented a validating recursive DNS resolver in Golang supporting various protocols
such as Do53 using UDP and TCP, DNS over HTTPS (DoH), and Oblivious DNS over HTTPS
(ODoH) protocols. We re-used a popular and widely used DNS library (miekg/dns) as the core for
building the recursive resolver [133]. DNSSEC enabled client queries to the resolver resulted in the
resolver returning the proof chain with the response. We modify the DNS library to introduce a
new DNS RR type associated with an authenticated proof chain and implement the corresponding
Pack() and Unpack() methods responsible for converting the RR into a standardized wire format.
Since we want to enable clients to identify the correctness of the resolver, despite local validation,
the resolver is configured to continue providing responses to queries which fail DNSSEC validation.
We experiment with various incorrect and well known experimental DNSSEC zones, all of which

are correctly validated by the client.

Similar to recursive resolvers deployed in the real world, the resolver implementation is
configured to maintain a cache which is empty when run for the first time. The caches are
configured to immediately cache DNS RR information about the root and the various children
TLD levels. A client query received at the resolver results in the resolver greedily optimizing and
identifying all necessary DNS sub-queries which need to be made. These sub-queries such as
obtaining the DNSKEY, DS, records are resolved in parallel whenever possible. The responses from
the various cache lookups as a part of the resolution, and the necessary communications with the
authoritative nameservers are assembled in a strict traversal order. The set of these assembled
DNS RRs are converted into the new DNS RR type for proof chain that we introduce and included

in the additional section of the DNS response.

We implement a custom Golang based client with an interface similar to the popular DNS
lookup utility dig. In addition to including the support for validating the DNSSEC proof chain, we

include support for the client to behave as a recursive client stub using TCP and UDP transports,
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and integrate benchmarking suites for various DNS protocols. The client is bootstrapped with the

TANA root zone trust anchor.

7.1.5 Evaluation and Results
Experimental Setup

We deploy an instance of the recursive resolver on Google Cloud using the c2-standard-16 machine
with 16 CPU cores and 64 GB of memory in the US West 1B data center located in Oregon, United
States. For benchmarking the resolver performance with ODoH, and to emulate the distribution
between different organizations, we deploy a proxy on Amazon Web Services EC2 in the US West
1 data center location in Northern California, United States. We run our benchmarks using a
dedicated client machine located in a university network connected over a WLAN maintaining
approximately 100 concurrent requests in flight at any time to our resolver. We believe this chosen
experimental setup models a typical Internet user connecting to a DNS resolver through their
Internet service provider, and accounts for congestion and concurrent use of the network by
various clients.

For benchmarking, before running each measurement, we clear and re-initialize the recursive
resolver cache to model a cold start. We randomly sample 10,000 domain names from the Tranco
top million dataset which we provide to the client to resolve their IPv4 address [205]. We measure
the overhead of our scheme over both the TCP and UDP transport protocols, as well as the baseline
performance for DNS queries without including the proof chain. Prior measurements indicate the
importance of connection reuse for DNS protocols [80, 310, 359]. To provide the benefits to the
client and mimic existing client behavior, our implementation of the client reuses existing network
connections whenever available. For example, the TCP connections are reused in protocols relying
on the underlying TCP transport to avoid unnecessary TCP handshakes and the TLS connections

are reused during DoH, and ODoH benchmarks to avoid unnecessary TCP and TLS handshakes.
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For the ODoH benchmark, our recursive resolver implementation acts as a co-located resolver
and ODoH gateway, with the proxy being hosted on a different public cloud network. During the
measurements with DNS over HTTPS over Tor (DoHoT), we configure the ability of the client to
communicate over Tor by tunneling the DNS requests over Tor using SOCKS5. Additionally the
Tor nodes are configured to choose the Entry, Middle, and Exit nodes within the United States and

are configured to create their own optimal routing circuits.

Results

It is widely considered that the usage of DNSSEC slows down DNS resolutions because of the
increased packet sizes obtained in the responses, the number of queries and responses needed
between the client and the recursive resolver, and the added overhead of verifying the returned
signatures against their signing keys [211]. Our measurements show that requesting the serialized
proof chains increases the query size (due to additional bits being set) and the response answer
size (due to the inclusion of the entire proof chain) when requesting DNSSEC enabled responses.
Clients configured to recursively traverse the DNS hierarchy without using a recursive resolver
are configured to be able to request DNSSEC responses. The experiments requesting the DNSSEC
responses are compared to those where the recursive resolver returns a proof chain, while those
that do not return the proof incur the networking overheads of communicating with authoritative

nameservers.

Cryptographic Compute Overheads: The client incurs a negligible compute verification time
overhead to verify the entire proof chain causes. Through our micro-benchmarks, we observe
compute overheads due to validating the proof chain incurring 0.338 ms median, and a 1.59 ms

p99 overhead accounting for <0.5% of the average query resolution latency.
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Network Query Size | Network Answer Size | p50 Proof | p99 Proof | DNS Response Time (ms)
Protocol Proof?
p50 | p99 p50 P99 Overhead | Overhead | Mean | p50 p75 P99
. N 42 B 76 B 2172 B | 4109 B 312.52 172.54 410.17 2001.46
Dos3 using UDP 31B | 65B 68B | 1731 B 31.94x 237X 139567 [ 172.80 | 401.70 | 200172
. Vv 42 B 73 B 2178 B | 8175 B 347.97 192.29 444.39 2018.98
Dos3 using TCP 31B | 72B 70B | 1684 B 31.11x 48X 33603 | 19142 | 43721 | 2018.73
DNS over HTTPS | / 42 B 90 B 2180 B | 7536 B 32.05x 4 44x 361.43 173.44 422.46 3009.85
(DoH) X 31B 74 B 68 B 1697 B : ’ 342.99 171.55 413.87 2508.12
Oblivious DoH N 131B | 157 B 2225B | 7207 B 20.04x 4.63% 363.51 196.73 448.00 2553.86
(ODoH) X 120B | 170 B 111B 1555 B : ’ 323.35 194.26 421.43 1711.65
DoH over Tor v 42 B 83 B 2180 B | 7315B 31.14x 5.67x 5879.24 | 5421.34 | 6970.61 | 18262.70
(DoHoT) X 31B 74 B 70 B 1289 B : ’ 2038.51 | 1576.31 | 1836.07 | 18608.41
Recursive Client Vv 221B | 386 B 625 B 2883 B 1.00x 1.01x 404.55 229.00 583.12 2327.99
Do53 with UDP X 221B | 289B 623 B 2854 B ’ ’ 401.61 221.51 580.42 2512.07
Recursive Client N 221B | 380B 3242 B | 8259 B 1.00x 0.97% 505.95 251.68 731.68 3219.75
Do53 with TCP X 221B | 386 B 3240 B | 8535 B ’ ’ 586.35 350.42 809.39 3618.57

Table 7.1: Proof-chain inclusion overheads for on-wire network query, answer bytes and response
timings by DNS protocol.

Impact on DNS Response Sizes: Using Do53 UDP as the baseline since it is the most widely
used DNS protocol, our measurements indicate a P99 increase in answer size due to the inclusion
of the serialized proof chain is #2.3x (4109 bytes) compared to when clients do not request any
serialized proof chain (1731 bytes). The response sizes due to the proof chain is 1.44x larger (4109
bytes) than UDP based DNS clients recursively traversing the DNS hierarchy to validate necessary
records which incur a P99 overhead of 2883 bytes. However, at the median, the difference due to
the proof chain inclusion is stark - indicating a 31x increase (2172 bytes) in the median response
sizes when Do53 UDP clients request an answer from a validating recursive resolver. The client
obtaining these responses implicitly trust the DNS resolver and cannot validate the proof chain.
To truly compare the difference, we compare the Do53 UDP client retrieving a proof chain to a
recursive UDP Do53 client performing all required actions by itself. The median response size when
including the proof chain from a validating resolver is 2172 bytes which is 3.4x the networking
overhead observed by a recursive Do53 UDP client (625 bytes). However, despite the larger sizes,
returning a serialized proof from a resolver using Do53-TCP indicates a 50% improvement (2178
B) compared to median network overheads from recursive TCP clients (3,242 bytes) — due to

additional TCP/IP and handshake overheads. For each protocol in our measurements, we present
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the network overhead to make the query, and the response overheads due to the inclusion of the
proof chain in Table 7.1.

To understand the impact of the proof chains in DNS responses, we use Chromium and
configure the system DNS stub resolver to use the deployed recursive resolver. We choose 10000
random websites from the same Tranco list used for prior measurements and instruct the browser
to perform a full page load and measure the largest contentful paint (LCP) metric involving
all necessary subresources being resolved. The same websites and the order of page loads are
maintained for both measurements with caching disabled. One set of experiments return the
serialized proof chains, while another does not and all experimental runs use the Do53 UDP based
DNS protocol. We observe that the median LCP page load time is 1629.0 ms when using the
serializing resolver and shows a 1.6% median improvement over using a resolver not returning the
proof chain whose median LCP page load time is 1655.5 ms. As shown in Figure 7.4, when using
a resolver without the proof chain in the response, the average web page loads 1% faster (11ms)
than when a proof chain is returned - indicating minimal impact on page load time experiences ,

or comparable results to web page load times due to the inclusion of the proof.

Impact on DNS Response and Page Load Time Latency: As shown in Table 7.1, our measure-
ments indicate that despite the increase in the response sizes, the latency for responses between the
client and the resolver remain comparable to today’s conditions where the client does not request
the information from a resolver with the DO bit set. The results indicate that the mean response
time for TCP-based plaintext DNS over port 53 from a validating resolver due to the inclusion of a
the serialized proof chain increases by 3.55% from 336.03 ms to 347.97 ms. Similarly the usage of
UDP-based DNS over port 53 resulted in a 4% improvement in mean response times. While the
observations imply improvements, many factors outside the control of the experiment could have
influenced these results such as the random choice of queries, and the routing or re-assembly of

potentially fragmented IP packets. Therefore we emphatically refrain from considering these as
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improvements but rather as indicators that the inclusion of serialization in the response is strictly
no-worse for latency. We compare these results to the latency incurred by clients performing the
recursive resolutions themselves as shown in Figure 7.5 and observe 22% (404.55ms — 312.52ms)
and 31% (505.95ms — 347.97ms) average improvements when using a recursive resolver (green
and orange lines, v/s purple and red). The inclusion of the proof chain has no adverse latency

impacts indicating the practicality of our solution.
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Impact on Recursive Resolver Throughput: While our evaluation of the client side indicates
no noticeable performance regressions, it is important to understand the implications for the recur-
sive resolver. We perform micro-benchmarks by hosting the recursive resolver on a constrained
VM instance with 1 CPU and 2GB of memory running 64 bit Ubuntu Server 22.04. Figure 7.3 shows
the results of stress testing the resolver instance using a set of client VM instances configured
on the same subnet. The client VMs are configured to consistently perform DNS requests at a

specified rate to meeting the experimental condition for the active load on the resolver. Combined,
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Figure 7.5: DNS response latency for clients performing recursive resolutions, compared to using
a recursive resolver via UDP and TCP transports. (Average latency included in legend)

the clients attempt 100K DNS resolutions and the throughput resolutions per second is calculated.

As shown in Figure 7.3, we observe a slight reduction in the throughput of the resolver when
clients request proof chains (solid purple line), compared to when they do not request the proof
chains (dashed orange line). At low loads on the resolver, the resolver is performing lesser work
resulting in lower throughput since the clients are not issuing enough DNS requests to stress
the resolver’s capabilities. At its peak, the resolver successfully resolves 3846 DNS requests per
second when proof chains are not requested. The throughput reduces by 3.69% to 3704 DNS
requests resolved per second. At higher server loads, the throughput of the resolver reduces to
roughly half its peak throughput capacity with 1818 resolutions per second with inclusion of
the proof chain and 1960 resolutions per second without the proof chain being included in the
DNS response. While our proposed method increases the compute overheads incurred by the

recursive resolver, it is important to understand that these services when exposed to the public
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as open resolvers operated by Google, Cloudflare, NextDNS are designed to be highly scalable
with automatic infrastructure scaling and load balancing. The overheads we introduce while
small in nature (*3% drop in throughput) provide significant advantages by allowing resolver
operators to prove their authenticity and trustworthiness to their clients. While we do not like to
downplay the implications of a 3% reduction in throughput when operating at scale, we believe
that existing infrastructure over-provisioning practices (such as the ones employed by our partner
CDN) and improved caching mechanisms can absorb this performance penalty and continue to
provide highly available and reliable DNS resolutions.

We believe, our results strongly indicate the immediate viability of our proposed solution,
provides significant advantages by reducing implicit trust placed by the client in the resolver

services and has unnoticeable to no performance regressions experienced by the client.

7.1.6 DNSSEC Validation Prevents Client Privacy Leakage

The importance of DNSSEC in today’s Internet has largely been downplayed due to the presence of
the web TLS certificates which are successful at identifying threats such as navigating to resources
with invalid or untrusted TLS certificates. While the guarantees provided by certificates and
the browsers using the CA root trust stores are effective at preventing users from navigating to
malicious web resources, the underlying TCP + TLS handshakes to a malicious server resolved via
DNS reveal the existence of a client that attempted to connect to it — leaking the privacy of the
client and information such as the client IP address which can be used in combination with GeoIP
datasets to identify the city, country or ISP of the client.

DNSSEC validation and the usage of a recursive resolver, reveals the identity of the resolver, an
entity used by many others within the network to the nameservers of the resource being resolved
— preserving the privacy of the individual client. Responses from the nameservers which fail

DNSSEC validation at a validating resolver or the client stub due to the usage of the proof chain
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would actively prevent the client from attempting a connection to the web resource protecting their
privacy from potential attackers. Coupled with the guarantees provided by the TLS certificates and
the web PKI ecosystem, this opens up opportunities for browsers to implement explainable error
messages informing the users why the browser cannot complete the navigation to the requested
resource — a clear improvement over displaying an unreachable NXDOMAIN webpage (Chrome),

or a generic connectivity error (Firefox).

7.1.7 Distributed Denial of Service (DDoS) Implications

The existence of open DNS resolvers such as public recursive resolvers create challenges for
authoritative name servers due to the ability for attackers to amplify the traffic targeting a specific
set of nameservers and overwhelming them. The deployment of the proof chain inclusion however
does not worsen existing amplification attack risks. This is because the communication between
the recursive resolvers and the authoritative nameservers are unmodified. The responsibility for
the proof chain creation rests only on the recursive resolvers who experience a slight increase in
computational overheads affecting their overall throughput. However, increased message sizes
and computational overheads increase the denial of service risks on recursive resolvers. It is
therefore important for resolvers providing proof chains to implement effective caching strategies
preventing frequent communication with authoritative nameservers, employ over-provisioning
as an operational strategy to absorb attack traffic, deploy network firewalls implementing rate
control mechanisms, encourage various ISPs to implement source address validation effectively
sinkholing spoofed network traffic that could become responsible for DDoS attacks [37, 308, 320].

Such operational safeguards are implemented by large public recursive DNS resolver operators
such as Cloudflare, Akamai, NextDNS, and Google etc..,. Additionally, we believe the DDoS
risks due to increased message sizes are neither improved nor worsened by the adoption of the

inclusion of proof chains as proposed in this work. We believe that the risks outweigh any potential
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disadvantages due to improved security guarantees providing authenticity and integrity to the
DNS responses. Confidentiality and privacy guarantees could also be obtained by using existing
secure transport protocols which require no changes with our proposal. Since most resolver
infrastructure is situated at network boundaries, the increased size of responses are localized to

the traffic within the network of an ISP, or an organizational network.

7.1.8 Introducing DNS Auditability Capabilities

In the Web PKI ecosystem, Certificate Transparency (CT) was adopted to promote visibility and
defend against rogue CAs distributing incorrectly signed certificates [202]. The hierarchical nature
of DNS, its rapid churn in content, and its distributed nature makes solutions like CT a non-starter.
Our proposed proof chains however, offer assurance that the resolution received was correct and
verifiable — at least at one moment in time. This offers timestamped auditability to clients and

resolvers who can later prove their actions based on the DNS resolution as justified.

Such ability to prove DNS interactions is of high value to existing certificate authorities.
Currently it is the responsibility of the certificate issuing authority to validate the hostname
for which the certificate is being requested through a variety of standardized ACME protocol
challenges such as HTTP-O1, DNS-01, or TLS-ALPN-01 [47]. Using DNS based challenges to
prove hostname ownership to the CA is a common practice by administrators requesting TLS
certificates. As a result, CAs use validating recursive resolvers and multi-vantage point probes
to safely confirm the ownership of the hostname and rule out potential DNS based hijacking
attempts or BGP route hijacks. Using proof chains, the CAs could issue certificates and include the
serialized proof chain used during their challenges to demonstrate the correctness of their domain
validation — thus enabling mechanisms to understand how different hostnames were validated
prior to certificate issuance. Further, an included proof chain in the certificate extensions such as

the one standardized by Dukhovni et al. [115] could support bindings between the DNS and TLS
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ecosystems which are missing today, and could be coupled with existing efforts in improving the
adoption of DANE as an authentication mechanism using the DNS ecosystem as an alternate public
key infrastructure [44, 114]. A binding could also be leveraged by web servers to provide clients
with verifiable resolutions for sub-resources in HTTP frame headers albeit this would require
browser changes [251, 314, 331]. Some Web3 infrastructures mandate the usage of DNSSEC. IPFS
in particular has experimented in the past with schemes to pass domain-to-content mappings
through an untrusted IPFS HTTP gateway [224]. While their solution is only applicable to IPFS,
our serialization mechanism is generalizable — opening up opportunities to expand the possibilities
of a secure Internet, one with the potential to enable new applications and one that allows DNS

infrastructure to interoperate securely with the next generation of web technologies.

7.1.9 Current State of DNSSEC Adoption

DNS due to its hierarchical nature requires the adoption of DNSSEC at each zone in the hierarchy.
If the parent zone (eg. TLD) does not use DNSSEC, then its children zones cannot enable and
take advantages of DNSSEC. Today, there are still many country code TLDs that do not support
DNSSEC making all its children zone unable to take advantages of security properties that DNSSEC
enables. Our measurements of the ccTLDs indicate that of the 316 available ccTLDs in active use,
145 (45.88%) are DNSSEC enabled while the remaining 171 do not yet use DNSSEC. Newer zones
being registered are mandated to use DNSSEC. Figure 7.6a reflects possible systemic inequities in
the adoption of DNSSEC in global country TLDs with those colored blue adopting DNSSEC while
the red ones have not yet adopted DNSSEC.

Grouping the adoption of DNSSEC by continent, we see DNSSEC adoption in 34% in the
countries in Africa, 50% in North America, 58% in Asia, 70% in South America, 75% in Oceania,
and 90% in Europe. In addition to measuring the adoption of DNSSEC among the TLDs, We also

analyze the public key algorithms, cryptographic key lengths, and the hashing mechanisms used
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Figure 7.6: Global DNSSEC Adoption, Key Types and Hash Algorithm Requirements

by different ccTLDs. We present our findings for the type of key algorithms and their lengths

used in Figure 7.6d. Specifically Figure 7.6b indicates the public key algorithm type and the size of

the key used as the Key Signing Key (KSK) to protect the integrity of the DNSKEYs, Figure 7.6¢

presents the key type and lengths for the Zone Signing Keys (ZSK), while the Figure 7.6d presents

the type of hash function used during signing with the secure SHA256 being the most dominant.

While keys with higher bit strength security are used as the KSKs, the ZSKs are typically of a

lower security level — possibly due to the need for frequent signing and key rotation practices.
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7.1.10 Conclusion

DNS resolvers are critical components of the Internet infrastructure and are implicitly trusted
by their users to give correct responses. Leveraging the fact that a validating recursive resolver
already incurs communication overheads during the traversal of the DNS hierarchy to resolve a
client query, our proposal makes a simple but highly effective change by serializing the necessary
DNS records and associated cryptographic signatures to prove the correctness of the resolution.
Through extensive experiments we show that the proposed solution can be deployed immediately
by large resolver operators, has no adverse impact for the clients whose latency and page load
time measurements are unaffected, introduces a minor computational overhead slightly reducing
the throughput of the resolver, and reduces the implicit trust placed in the resolvers — making
them transparent and auditable. These improvements significantly reduce the need for users on

the Internet to trust their DNS resolver and is complementary to securing DNS communications.

7.2 Verifiable and E2EE Cellular Interactions

As Internet applications become increasingly reliant on cellular identities, the ability to gain
access to secure applications on the Internet such as messaging depends on the benevolence
of the cellular network operator in not filtering the incoming one time passwords. While the
decentralized authentication system dAuth presented in §4 allows users to seek services from
other operators for cellular services, the plaintext nature of Short Messaging Service (SMS), despite
the decades of innovation in cellular networks, poses a significant privacy challenge.

Ideally, the network operator responsible for message delivery to the intended user must not be
able to read and analyze sensitive messages such as password resets, medical reminders, banking
transactions, and one time passwords. Over a trillion messages like these are sent every year from
businesses to their customers and they’re a compelling mechanism for multi-factor authentication

for Internet based applications because of the explicit hardware identity guarantees and their
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ability to delegate identity challenges to the cellular networks. As the boundaries between cellular
networks and Internet service providers enabling users access to the Internet blurs, it is important

for user privacy to enable secure cellular communications.

Interesting opportunities present due to regulatory mandates such as the European Union’s
interoperability requirement for E2EE messaging providers enforced by the Digital Markets
Act [208]. These interoperability mandates result in a requirement for fundamental change to the
centralized architecture of popular E2EE messaging platforms such as WhatsApp, or Signal, among
others, and various architectures have been proposed to address this challenge - from client only
changes to the introduction of trusted proxy infrastructure. However, such interoperability has
long existed in cellular communications deployed around the world and present an alternative
position supporting the migration of today’s centralized E2EE messaging infrastructure to cellular
infrastructure. Such migrations reduce the trust placed in a centralized communications service
provider and split trust by enabling a decentralized and distributed ecosystem — similar to the

global Internet network.

7.2.1 Reducing Trust in Cellular Third Parties/Intermediaries

Bootstrapping a user onto a secure application like Signal or WhatsApp relies on the usage of
user’s phone number issued by the carrier network as a proxy for identity and uses the SMS
based one time password to complete the verification to prevent abuse of the registration system
by adversaries. The services provided by the cellular networks, like SMS, play a crucial role in
ensuring various Internet applications work correctly and prevents denial of service attacks by
providing sybil tolerance — preventing malicious users from creating fake accounts. This has given
rise an entire ecosystem of hidden entities which developers of Internet applications interact with
that act as gateways between the Internet and global cellular networks, providing authentication

and messaging services. We argue that it is unnecessary for these third party providers operating
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application gateways, or their position between core networks for interoperability, to learn about
the contents of the messages. Yet, they are trusted with the same information. With recent attacks
such as the ones on Syniverse, resulting in over a trillion messages being leaked, it’s immediately

clear that addressing these problems is long due.

7.2.2 The Identity Crisis - Equivocation Risks in Centralized E2EE Systems

Internet based end-to-end encrypted communication systems like WhatsApp or Signal maintain
identity systems mapping authenticated users via their phone number or associated hashed
identifiers to their registered public keys. A user device signing up for the service generates a
cryptographic key pair using the TEE on the device and securely transmits the contents to the
communication service provider’s servers. A key challenge, however, in enabling E2EE is the
secure maintenance and retrieval of the public keys corresponding to the recipient on demand.
The application is only secure if the participants in the process obtain the required keys and verify
the integrity of the keys. Users today trust centralized applications such as WhatsApp or Signal
to enable this by maintaining and requiring users to trust their key directory services and the
responses that are provided to the application when communicating between two parties. While
these applications provide ways in which two participants of a communication can validate the
shared secret by validating a generated sequence of characters out of band in another trusted
communication channel or by meeting in the real world, this is difficult for most users to do
especially, when users rotate keys periodically or switch devices and user accounts.

The centralized nature of these hosted key directories could legally be compelled or compro-
mised, resulting in services performing equivocation attacks and successfully intercepting and
decrypting the intended communications [34, 347]. The following sequence of events between the
server S containing the key directories, the sender C; and the intended recipient C, demonstrate

a successful equivocation attack.
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Setup(S): Messaging Workflow:
SK, PK « KeyGen() Cs — S: getKey(Cy)
T[] > Key Directory | & — Cs: PK > Equivocated Key
T[C.] = PKe,
T[Cr] = PKe,
C;s— CrviaS
func getKey(C): Cs; — S: M = Enc(m, PK)
return T[C] if C # C, AC € T else PK S — C;: Enc(Dec(M, SK), T[C;])

The messaging workflow indicates the equivocation attack where the server returns an indis-
tinguishable public key whose private key it is fully aware of. The sending client has no way to
verify the keys without meeting the recipient and validating the keys through an out-of-bands
mechanism. The sending client encrypts its intended message m using the key provided and sends
an encrypted message M to the recipient. The malicious server can then recover the plaintext
message through Dec(Enc(m, PK), SK) highlighted in bold, which could be forwarded to the
recipient C, by performing the encryption on the tampered data if needed making it appear
like the message is legitimate and sender originating. While approaches like CONIKS [226] and
SEEMless [75] enable addressing the challenges of equivocation through Verifiable Key Directories
(VKDs), I posit in this thesis that the reduction of trust in cellular carrier networks and the rise of
smaller carrier networks due to the democratization of cellular networks opens up opportunities
to maintain distributed VKDs without relying on a centralized key directory — enabling E2EE
in cellular networks in addition to interoperability between E2EE communication providers and

their auditability.
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7.2.3 A Challenging Migration to Public Key Cryptography in Cellular Cores

The evolution of next generation cellular standards such as 6G, and the usage of TEE hardware
in mobile devices pose opportunities for cellular networks to adopt public key cryptography to
maintain user identities for authentication to the cellular networks — migrating away from the
symmetric key based identities in existing 5G or older generation networks. Cellular networks
maintain user identity by mapping the user to their associated symmetric key present in the SIM
card (U < K,). With the evolution of eSIM infrastructure the issuance of SIM identifiers can be
upgraded to public keys where a certified public key associated with the user is maintained by the
core network. However, this migration to public keys requires hardware capabilities and updates
to client side software and would require extensive standardization effort before user devices are

manufactured.

Establishing and Connecting With Existing Public Key Infrastructure

The migration to public key cryptography in cellular core networks enables opportunities by
cellular network providers and intermediaries to securely share verifiable cryptographic informa-
tion with Internet applications. However, this poses a challenge as it would require the cellular
network operators to enable publicly accessible PKI infrastructure to enable auditability. Today,
unlike the web PKI infrastructure where multiple root CAs are able to issue certificates, all device
certifications in the eSIM based SIM provisioning rely on profiles that are cryptographically signed
by the GSMA key. Today, only 3 organizations (Cybertrust acquired and operated by Verizon,
Digicert, and SEAL SQ, by WiseKey) provide the PKI on behalf of GSMA for remote SIM card
provisioning globally. 2 out of the three (Cybertrust and Digicert) issuers are registered in the
United States, while one (WiseKey) is registered in Switzerland. Similar to the previous measure-
ments of government infrastructure, the choice of root certificate issuers within 2 countries for

global cellular eSIM issuance leaves operators across the world vulnerable to MITM attacks due to
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compelled certificate creation attacks. Unlike the web PKI ecosystem, the cellular PKI ecosystem
does not yet have a CT log mechanism to establish transparency making it extremely difficult to

observe misbehavior due to malice or compromise.

Arguably, it is valuable for any cellular PKI infrastructure to inter-operate with the web PKI
that is relied upon for validating the host and establishing TLS handshakes. As regular software
updates modify the trust anchors, these updates would make their way into browsers and various
operating systems. This would enable the existing system of monitors and auditing to continue
with minimal changes if necessary. However, while out of scope for this thesis, the additional

burden on the auditors due to these changes must be studied closely.

Establishing Namespaces and Preventing User Identifier Collisions

A key challenge when directories (key-value stores) are sharded is to identify which shard holding
the required information. In addition to human understandable country code prefixes for phone
numbers, cellular networks, due to the standardization by ITU, allocate unique prefixes to both
the IMSI SIM identifiers and the operators across the world. These unique allocations serve as
lookup directories and split the global subscriber database. These practices reduce the collisions
associated with user identifiers such as phone numbers across providers and enable efficient
lookups since the challenges with routing the communications between a sender and a recipient
is already currently addressed by cellular networks through the mobile switching center (MSC)
and various signaling services orchestrated through SS7. Similar to BGP routing on the Internet,
cellular networks advertise the routes to other networks to their peers, these could be by country

prefixes, or longer country code, operator, and region based prefixes.
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Figure 7.7: Mapping cellular subscriber key directories into a Merkle tree

7.2.4 Integrating Verifiable Key Directories into Cellular Core Networks
Designing Verifiable Key Directory Services

The establishment of public key directories for users does not yet address the challenges associated
with equivocation attacks as presented in §7.2.2. The integrity of the key directories can be
established by building auditable data structures, such as Merkle trees, where identity information
such as their phone number associated with each subscriber is included as a label and the public key
of the user as the value creating the label-value pair. These label-value pairs form the data-leaves
of the Merkle tree and are hashed using a collision resistant hash function forming the first level
of the tree. Pairs of leaves are concatenated and hashed together recursively until the root.

A Verifiable Random Function (VRF) is a well known function that generates a pseudorandom
output allowing only the holder of a secret key to compute the result, while enabling a verifier

knowing the public key to verify the correctness of the computation [135, 228]. These cryptographic
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functions have been standardized and used in various real world systems [62, 134, 216, 294]. These
functions, unlike one way cryptographic hash functions, are designed to not reveal information
about the presence of other closely related information. The design of VKDs in cellular systems
could use a simpler form of a VRF known as a verifiable unpredictable function (VUF) that allows
mapping specific user information such as a phone number to a unique index [228]. Each leaf in
the Merkle tree as a result contains the computed value from the VRF function in addition to the

label-value pairs.

Each subscriber i registers their public key PKy, and the associated certified attestation ITy;,
with their home carrier network. These subscriber databases maintained by the cellular network
provider is used to construct the Merkle tree. The first step is to identify the leaf position for the
user in the tree, a VRF taking the user identifier information as the input computes the relevant
position in the tree. Due to the nature of the VREF, the position for the label can be verified, and
serves as an efficient way to identify the associated Merkle proof 7. As shown in Figure 7.7, the
data-leaves contain the information associated with the user (U;||(PKy, I1y,) in addition to the
commitment generated by VRF(U;), which is verifiably indexed to a leaf L;. For Uy, this result is

H(L,) as shown in the figure.

Each parent node in the tree is constructed by concatenating the siblings at a level and
hashing them recursively until the root. As shown in the figure, the root R of a cellular network
with 4 subscribers is computed as H(H(H(L;)||H(Ly)) ||H(H(Ls)||H(Lys))) and a commitment og
on the root is generated through a cryptographic signature. The result (R, og) is periodically
published globally either to an append only log or a blockchain for example. Each update to
the signed tree root is chained to its previous root, similar to the proposal in CONIKS [226]. To
improve transparency of centrally hosted key directories, a real world implementation of VKDs has
recently been implemented into WhatsApp — a widely popular centralized E2EE communication

platform [216].
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Figure 7.8: Changes required to existing 4G (green) and 5G (purple) communication flow from a
carrier base station to the cellular core network. By leveraging existing interoperability between
cellular networks and the Internet, establishing public key subscriber identities, and the introduc-
tion of VKDs — we enable interoperable E2EE communications with other cellular carriers and
Internet based communication applications. VKDs maintain signed auditable datastructures such
as Merkle trees which are globally audited and monitored by the existing certificate transparency
monitors on the web or by blockchains.

As shown in Figure 7.8, the VKDs can be integrated into cellular core networks as a standalone
microservice extending the core network. The introduction of the VKD services are deliberately
done to be backward compatible requiring minimal changes to the cellular core maintaining the
modularity of the identity and authorization mechanisms. With modifications to user devices,
clients can request the cellular networks to retrieve the keying material of their intended recipient.
These services can also be exposed to hidden intermediaries, who can either pass this information
to the Internet entity attempting to send a secure message to the user or use the information to
encrypt to only be read by the intended user preserving message confidentiality. To truly leverage
the advantages of enabling verifiable key discovery and E2EE communications across providers,

all participating operators must implement and deploy the VKD microservices.
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Verifying the Integrity of the Information Provided

Users and clients requesting the associated information for a subscriber U; obtain a Merkle proof
(1) from the cellular VKD services. The Merkle proof is a sequential path from the leaf to the root
of the tree consisting of intermediate nodes over which computation yields a result matching the
root R. Consider the Merkle tree shown in Figure 7.7 and a client’s request for the information
associated with U,. The cellular VKD function queries the subscriber databases for the label-value
pairs associated with the user obtaining the result (PKy,,IIy,) containing the public key and
associated attestation. The attestation contains proof of the cellular network which initiates the
creation or provision of the eSIM profile for its subscriber. The function then identifies the position
of the leaf L, where the requested user’s information is stored and retrieves the sibling at each
level constructing the proof. Therefore the Merkle proof 7y, consists of (H(L;), H(H(Ls)||H(Ls))),
and the signed root (R, og). The result of the VRF indicates the index associated with the query

determining the order of the concatenation.

The client given the result (PKy,, IIy;,), proof 7, the VRF commitment, and the signed root
(R, or) can verify the correctness of the Merkle proof and the contents by: (1) verifying the
correctness of the returned public key by verifying the signed attestation with a local trust
anchor such as GSMA roots, (2) verify the commitment on the root (R, og) using the associated
published public key of the carrier in the operator certificate, (3) verify the inclusion of the leaf
at the expected index through the VRF commitment, (4) compute the leaf L, combining the user
information with the retrieved result (U;||(PKy,,II,)) and hash it to obtain H(L;), followed
by (5) traversing the proof ny, and combining each element in the traversal at the appropriate
position (left/right) during concatenation with the previous hash obtained resulting in the root
R’, and finally (6) comparing the result of the traversal R’ with R. In the example shown in
Figure 7.7, the traversal of the proof chain 7y, = (H(L;), H(H(Ls)||H(L4))) using Ly results in the

intermediate step H(H(L;)||H(Lz)). This result is concatenated with the next element of the proof
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H(H(L3)||H(L4)) resulting in the client computing R’ = H(H(H(L,)||H(Ly))||H(H(Ls)||H(Ly)))
which matches the root R validating the integrity and correctness of the returned response from

the cellular operators involved.

Retrofitting to Existing Transparency Infrastructure

Implicit trust in cellular network operated identity infrastructure can be reduced by deploying
VKD services over the subscriber databases which guarantee integrity of the data stored. However,
without any external auditors, cellular networks can construct multiple Merkle trees presenting
multiple valid states to the users with valid roots. As a result, operators produce verifiable
commitments periodically and share the signed roots over an append only log or a blockchain
network. Append only logs, such as CT logs, enable monitors to validate the correctness of the VKD
root constructions. Additionally, monitors expose the functionality to act as witnesses from clients
who request the monitors to perform integrity checks on the Merkle tree state constructed by the
cellular networks. In a decentralized cellular network or those using blockchains for auditability,
the signed tree roots of the Merkle tree states are published over the blockchain chaining the
current state to the previous state. Clients additionally monitor their own key bindings to ensure

that their keys have not been maliciously updated.

7.2.5 Establishing Secure E2EE Communications

Cellular networks enable two key types of communications benefiting the end users: (1) person
to person (P2P) messaging, where two independent users of the cellular network communicate
between themselves, and (2) application to person (A2P) messaging, where Internet enabled
applications communicate with their users using a cellular identifier such as the phone number.
SMS continues to be the most popular mechanism in which messages are exchanged due to its

ubiquity and immediate backward compatible nature. With the establishment of VKDs, it is now
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possible to establish secure E2EE communications between two users or from the applications.
The recent advances in messaging protocols such as the usage of Rich Communication Services
(RCS) can also leverage the advantages of transparency and auditability provided by VKDs. Below,

we present the role of the VKD in enabling secure communications in both P2P and A2P contexts.

Securing Person-to-Person (P2P) Messaging

P2P messaging is a common use case in cellular networks, the SMS capabilities and relevant
infrastructure in the core network have existed since the initial 2G networks and have seen
minimal changes until the recent development of RCS. Below, we consider the case where two
users would like to establish secure E2EE messaging between themselves solely using their cellular
carrier established identities.

Consider the scenario where the users Alice, with long term identity key pairs (SK4, PKa),
and Bob, with identity (SKp, PKp), would like to communicate securely with each other. Each
user registers their associated public key identity and attestation with their respective cellular
networks who include their information in a VKD. Alice initiates the communication with her
cellular provider requesting Bob’s associated keys who requests Bob’s carrier network using the
identity prefix present in the phone number to obtain the state of the VKD and associated Merkle
proof. This information is optionally validated by the cellular network and forwarded to Alice
who validates the integrity of the key material distributed.

The secure establishment of long term public keys with both parties enables the parties to run
a key agreement protocol allowing the establishment of a shared secret that can be used for further
communications. While this approach is a naive mechanism to establish E2EE communication,
the replacement of long term public keys with key bundles consisting of the long term public keys,
medium term signed prekey pairs and some ephemeral prekey pairs enables clients to use the

widely popular and secure libsignal protocol [219, 266].
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Securing Application-to-Person (A2P) Messaging

The establishment of cellular VKDs opens up opportunities for Internet enabled businesses to
communicate securely with intended recipients. Operators providing SMS capabilities to the

Internet businesses obtain the key bundles associated with the user’s carrier registered identity.

Consider the scenario where a hospital would like to send a reminder to a patient about their
upcoming appointment. The hospital’s appointment system integrates with a SMS gateway with
whom they have explicit business partnerships. The hospital’s systems craft a reminder message m
for the recipient i, and send this message (i, m) over a secure TLS connection to the SMS gateway
operator. The SMS gateway identifies the metadata such as the carrier information, associated
with the user and obtains the user i’s key bundle, VRF commitment, and a Merkle proof from the
VKD services of the carrier network. This information is verified, and an encrypted message is
sent to the recipient, who can successfully decrypt the message on their device thus ensuring that

sensitive communications are not stored at each hop along the message transmission path.

While the scenario presented above does not require any changes to the hospital’s systems
responsible for sending out these reminders, it places trust in the operational correctness of the
operations of the SMS gateway to not peek or store the communications in plain-text. This trust
could be further reduced by indicating to the gateway about the intent to send a message to a user
i, and obtaining the required proofs and information from the cellular VKDs. This information
containing the VRF commitment, associated public keys or key bundles, Merkle proofs, and signed
roots can be validated directly by the hospital’s systems with an updated trust anchor containing a
trusted certificate attesting the signing cellular network operator. As a result, the hospital systems
can only reveal the encrypted cipher text associated with the original message Enc(m, PK;) to the
SMS gateway, preventing the gateway from learning about the plaintext content of the messages

being relayed — reducing the implicit trust placed in the operator and securing communications.
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7.2.6 Establishing E2EE Communication Interoperability

The deployment of VKDs in cellular network cores, and in the infrastructure managed by cen-
tralized E2EE communication providers like WhatsApp and Signal, allows users with different
established public key identities to securely discover other users based on a label associated with
their key materials. These labels could be phone numbers, usernames or specialized labels within
a namespace such as user-label@whatsapp.com.. The combination of an Internet based discovery
services for providers, and existing cellular signaling and routing protocols allows interoperability
between identity service providers. This architecture facilitates the development of end user com-
munication applications and enables operating system vendors to provide upgraded messaging
applications by default without requiring users to install applications. However, this requires all
parties to adopt standardized and federated protocols allowing for algorithm agility. For example,
Telegram with its MTProto algorithm would not be able to interoperate with applications based
on the libsignal protocol.

While the usage of standardized mechanisms to maintain VKDs are implemented by core
networks addresses the challenges with interoperability of key discovery mechanisms across
providers, applications such as the standard messaging app on user devices, or 3rd party appli-
cations outside the cellular ecosystem such as WhatsApp, Telegram, or Signal must agree and

support a mandatory-to-implement set of algorithms [159, 297].

7.2.7 Implications of VKDs in Cellular Network Architectures

The deployment of transparency infrastructure such as VKDs by the cellular network provider
which interoperates with existing VKDs such as the ones deployed by WhatsApp allow operators
to enable end-to-end encrypted communications by customers over their services by default. This
allows subscribers to continue to trust their operator to route their network packets correctly

but removes the need to trust them with the contents of their data. These actions improve
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operator reputation and reduce the need for explicit privacy policies regarding the plaintext
nature of communications, who can observe these communications, and when. On the flip side
however, enabling E2EE communications and establishing transparency infrastructure preventing
equivocation attacks poses challenges for existing law enforcement and national intelligence efforts
that rely on cellular carriers. Further decentralization of the network providers and improving
interoperability through extensive standardization further exacerbates law enforcement efforts.

The establishment of VKDs in cellular networks enables an ecosystem where Internet applica-
tions can continue to rely on the identity property they expect from cellular networks. However,
it allows the applications to trust the network operator for routing information within their
networks, without needing to provide the exact information. A challenge in usable security is how
account recoveries and loss of keys can be managed as the burden of key recovery or changes as a
result of this verifiable infrastructure lies on the cellular providers who validate users and allow
them to reset their identities in an out-of-band process.

Monitors and transparency infrastructure, such as certificate transparency, on the other hand,
are altruistically operated. The integration of the cellular ecosystem with the existing web
ecosystem increases the load on such transparency infrastructure. Monitors doubling as witnesses,
who receive requests from users to check the integrity of their information as a result are vulnerable
to denial of service attacks and should be mitigated in ways similar to how CDN networks or large

cloud providers address these challenges.

7.2.8 Conclusion

The establishment and enrollment of cellular networks into existing transparency infrastructure
would make a significant portion of today’s critical societal scale computing infrastructure au-
ditable. While the arguments for migrating key transparency infrastructure to cellular networks

is compelling, there are many technical, legal, and policy challenges that remain to be addressed.
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The establishment of VKDs at the core identity layer managed by cellular networks today enable
transparency and allow democratization of end user applications — satisfying the regulatory
requirements set forth by law such as the European Union’s Digital Markets Act [278]. The
introduction of this infrastructure reduces the implicit trust placed by a user in their network
operator, improves operator trustworthiness, and shifts the traditionally closed source and propri-
etary ecosystems into open and publicly audited ones, continuing to blur the boundaries between

cellular and global Internet networks.
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Chapter

Concluding Thoughts

A significant portion of the networking infrastructure used by billions of people today is
hidden, and critical in daily life, yet it is implicitly trusted to do the right thing — enable, secure
and keep user communications private. However, this implicitly trusted infrastructure globally
lacks security and privacy. Access providers to the networks control how and what portion of the
networks users can access while controlling their digital identity. These providers also double as
connectivity providers who enable users access to the Internet and control their ability to reach
their desired content, and shape the minimum security level, and privacy of their connection
by deploying hidden infrastructure such as DNS resolvers and DHCP servers that automatically
provide configuration information allowing clients to access the network. These providers are
privy to sensitive user communications on both the Internet and in the various cellular network
provided services. Lastly, Internet enabled applications today such as E2EE communication
systems, ride sharing platforms, or entertainment platforms require users to provide identification
details such as phone numbers — managed by cellular networks to prevent abuse such as sybil

attacks to their systems, indicating the heavy reliance and trust in cellular carriers.

In this thesis, I argue that the boundaries between cellular networks and Internet service

providers are no longer distinct and greatly overlap — meriting their combined study rather
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than individually. Users implicitly trust cellular networks to provide connectivity services and
access to the Internet and as a result inadvertently delegate the ability to manage their digital
identity to their carrier networks. While communications on the Internet enabled by IP gateways
managed by cellular providers are increasingly becoming secure between the client and the end
host due to the usage of secure protocols such as TLS, cellular networks have not yet adopted
such protocols and are vulnerable to various attacks affecting user security and privacy. So
while users interact securely with an application on the Internet, any communications between
the application and the user devices sent via the cellular network’s core services such as SMS
messages or phone calls are present in clear-text with all intermediaries along the path of the data
transmissions. Despite such communications involving sensitive information such as tokens for
password resets, healthcare reminders, or private communications between two users, cellular
network operators have complete access to this information and are trusted to not-read the data

due to the establishment of legally binding privacy policies.

Similarly, cellular network providers operating in different countries have different legal and
regulatory policies they follow. These policies such as content filtering guidelines, or ability for
a national intelligence agency to intercept communications either covertly or on legal grounds
raise security and privacy risks for their users. Users are typically unaware of such practices
as no signals are sent to the users when their communications are intercepted. Additionally, in
countries with heavy Internet censorship, the access providers enforce policies preventing users
from accessing secure Internet services — potentially even isolating the country’s networks entirely.
Users as a result observe failed message delivery, such as the OTP to sign up on an Internet enabled

E2EE communication platform, or even connectivity to the global Internet.

In this thesis, I challenge the current levels of implicit trust placed in cellular network in-
frastructure and argue that (1) decentralization of the cellular network infrastructure among

a larger set of private and smaller distributed core networks would allow greater agility and
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choice for users to choose between carriers, (2) make a case that the very crux of today’s Internet
relying on non-transparent and non-auditable cellular identity infrastructure must be modified
enabling cryptographically verifiable identities. These changes coupled with the advantages of
interoperability, and routing already enabled by cellular and Internet networks have far reaching
implications to how users present their identities to Internet applications, and in-turn how these
applications consume these identities to enable secure communications. These changes, if done
right, remove the need for cellular network operators to guarantee user privacy through privacy
policy based approaches — providing technical guarantees about privacy and improve operator
trustworthiness since identity and connectivity information is auditable, while removing any

plaintext communications through the network.

This thesis work, also shows that in addition to the cellular networks, users implicitly trust
various hidden components enabling today’s usable Internet such as DNS resolvers, and certificate
authorities. DNS resolvers operated within the network boundaries such as the cellular network’s
or the ISP’s, are privy to all client traffic revealing a large amount of information about the
user’s browsing and navigation patterns. These communications are additionally plaintext in
nature allowing active and passive adversaries along the network path to modify, and observe
the communications. The usage of secure transport protocols while addressing the challenge
with network adversaries continues to reveal information about the user queries to the DNS
infrastructure providers. With network architectures such as Oblivious DNS over HTTPS, Internet
users can distribute their trust among non-colluding entities in the network — improving their

privacy.

The growing colocation of the Internet among a few large cloud providers and CDN networks
while enabling easy scalability, raise privacy concerns because similar to cellular networks, users
trust a small number of entities globally with massive amounts of their data. However, I argue that

this colocation enables opportunities to improve user privacy, optimize resource consumption, and
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push for greater transparency. In this thesis I show that, while such colocation resulted in more
secure communications with end hosts since the responsibility for security is delegated to a few
large providers, there exists a critical and trusted portion of the Internet which forms its long tail
and does not have the same levels of security. My work identifies government infrastructure as one
such example, forming the long tail of the Internet and attempts to measure, and collaboratively
fix various security challenges. Despite the improvements to privacy and security to various
hidden Internet infrastructure, the last part of this thesis argues that users implicitly trust the
operational correctness of these services. Given the critical nature of these services, such as secure
DNS resolvers, I show through measurement that resolvers tend to be misconfigured, and do not
protect users from navigating to insecure resources. This work presents a highly practical and
immediately deployable system focused on improving the transparency of the DNS ecosystem by
providing users proof of DNS resolution, guaranteeing the operational correctness of the services,
integrity of the answers, in addition to privacy.

In conclusion, this thesis questions and attempts to understand the nature of implicit trust
users place on various layers of the network infrastructure. It challenges the implicit trust placed in
identity and access services provided by cellular networks, and improves trust in operators through
infrastructure decentralization, and cryptographic mechanisms. It also challenges the implicit
trust placed in hidden network infrastructure such as DNS which is critical for a usable Internet,
identifies and addresses privacy challenges by distributing trust among entities, and enables
transparency to prove the operational correctness of this infrastructure. This thesis advocates for
establishing a secure, private, and transparent Internet of the future where users have choice, are
guaranteed secure and private access, and have verifiable guarantees of correctness provided by
the infrastructure they interact with unknowingly. I acknowledge that a common (un)intended
consequence of the works presented in this thesis is the increased difficulty for law enforcement

on the Internet — while important, is at odds with privacy, which I firmly believe is paramount.
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