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ABSTRACT
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Meghan Cowan

Chair of the Supervisory Committee:
Professor Luis Ceze
Paul G. Allen School of Computer Science & Engineering

Seamless gains in performance from technology scaling is coming to an
end, but many applications rely on hardware and their compilation stacks
to continue improving performance and efficiency. In order to keep up with
application compute demands, emerging hardware is becoming more diverse,
specialized, and complex. New hardware and accelerators expose programming
models that have great potential performance, but are often more restrictive
and difficult to program. Oftentimes, even traditional compilers struggle to
generate efficient programs for these new programming models, leading to a
proliferation of domain specific libraries comprised of hand-optimized kernels
that are meticulously tuned to take advantage of the target hardware and avoid
any bottlenecks.

This thesis argues that we can automatically generate and optimize programs
by building domain specific tools that search for efficient code. I show how we
can apply two search-based methods, program synthesis and autotuning, to
take advantage of application specific optimizations such as efficiently utilizing
vector parallelism present in many programming models.

In this dissertation, I demonstrate how we can optimize programs in machine
learning and Homomorphic Encryption (HE) using search-based methods. First,
I show how we can extend existing machine learning compilers to efficiently

deploy unconventional neural networks, such as ultra quantized networks, by



augmenting core operators with synthesized vector code and intelligently tuned
memory access behavior. Then, I present Porcupine, a synthesizng compiler for
vectorized HE programs. Porcupine synthesizes vectorized code from a plaintext
scalar reference program, and performs instruction selection and scheduling
for HE’s unique performance model. Together, these two systems show how

we can use search to both tune and discover optimizations in programs.
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INTRODUCTION

Performance is a critical aspect of software programs. Faster programs allow
applications to scale to larger problems, provide better quality of results, and
use fewer resources. For over thirty years, two hardware scaling enabled trends
that drove software performance: Moore’s law and Dennard scaling. Moore’s
law, the doubling of transistor density roughly every eighteen months, and
Dennard scaling, the constant power density as transistors shrink, enabled
single-threaded performance to exponentially increase. Because new chip de-
signs preserved the same instruction set architecture, software programs could
run faster by simply waiting for the next hardware generation. However, physi-
cal barriers have ended both these trends [19, 52], and we can no longer rely on
scaling to deliver performance.

1.1 TRENDS IN ARCHITECTURE AND COMPILERS

While hardware performance growth has slowed, new applications demand
more performance, power, and efficiency from the hardware it runs on. Each
year, machine learning and natural processing models grow in size requiring
more resources to train and deploy [55, 68]. Because of privacy concerns, more
complex computations shifts to low-power edge devices requiring more efficient
usage of hardware. To continue improving power and performance, emerging
hardware is becoming more specialized and complex.

The trend of specialization has already started; commercial system on chip
(SoC) designs are comprised of an increasing number of diverse domain spe-
cific accelerators in addition to a general purpose CPU. Even general purpose
processors are trending towards more specialization for a few important do-
mains, specifically in the design of their single instruction multiple data (SIMD)
units. Intel first introduced its SIMD extension to accelerate multimedia appli-
cations with special instructions that operated on multiple elements packed
into a vector register. Since then an increasing number of vector extensions
have been added to accelerate more workloads such as encryption, scientific
computing, and machine learning that introduce more instructions operating
over increasingly larger vector registers.

However, specialization comes at a cost: emerging hardware is significantly
harder to program. Often times, domain specialized hardware sacrifice flexi-
bility to reduce overhead present in general purpose hardware to accelerate
compute heavy workloads. General-purpose compilers struggle to generate
code that fully realizes the performance of complex hardware because they
require new optimizations that are typically domain and problem specific. For
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example, dense linear algebra and graph workloads benefit from a different set
of optimizations and even small differences such as applying an operator to a
small input requires different optimizations than applying the same operator
to a large input. Building up mature compiler infrastructure with new hand
crafted optimization passes is not a scalable solutions as it requires the effort of
thousands of people to write millions of lines of code [48]. New methods that
automatically discover and select optimizations are key for building compilers
that are able to optimize for emerging hardware.

1.2 THESIS OVERVIEW

My thesis states that search-based methods can automatically generate programs
or compute kernels optimized for a particular application or hardware domain. By
sacrificing time to intelligently explore different program implementations,
search-based methods can automatically discover and tune optimizations tai-
lored to unique combinations of applications and backend targets. In this
dissertation, I show how we can utilize two types of search-based optimization,
program synthesis and autotuning, to automatically generate optimized code
for unconventional machine learning models and Homomorphic Encryption
programs.

1.2.1  Ultra Quantized Kernels for Machine Learning

Traditionally, machine learning frameworks [1, 98] decompose models, such as
a neural network, into a series of kernels implemented by a high-performance
library, such as cuDNN or MKL [9, 37, 42]. For commonly used neural networks,
such as ResNets [69], this approach works well as most libraries provide efficient
hand optimized implementations that accelerate these networks. However, this
approach is inflexible and does not scale. It fails to support machine learning
models that rely on unconventional or new primitives that are not accelerated
by the library [12] leaving them to be optimized from scratch. This can lead
programmers to falsely conclude that certain network designs are inherently
slower than existing models because they are not optimized to the same extent
as existing models.

Optimizing a neural network from scratch is a challenging task that requires
knowledge of both machine learning and computer architecture, as well as
time to write, debug, and benchmark various implementations. [135]. Fur-
thermore, optimizations are not one size fit all. Each kernel needs a tailored
implementations to fully utilize hardware resources. In particular scheduling
optimizations require specializing for both kernel parameters, such as input
shapes and datatypes, and the hardware it runs on.

Chapter 3 presents an automated approach to generating unconventional ultra
quantized machine learning kernels. These kernels are crucial for implementing
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models such as XNOR-Nets [107] and binarized neural networks [29, 56, 149]
that operate on inputs and parameters quantized down to less than four bits.
In theory, these networks should be fast; memory bottlenecks that plague
full-precision kernels are gone and their computation uses efficient bitwise
instructions. However, naive implementations can’t compete with optimized
full-precision implementations [45]. While a hand optimized ultra quantized
precision convolution implementation can achieve excellent performance for
a narrow range of convolutions [136], it does not scale to optimize the many
convolution variations made up different combinations of shapes and precisions.

I present a two-pronged approach to optimize these kernels that uses auto-
tuning to optimize memory access patterns and program synthesis to efficiently
utilize SIMD hardware the network runs on. We autotune the memory access
pattern by developing a template of the kernel that exposes scheduling parame-
ters that affect performance through parallelism and data locality. Simulated
annealing is used to intelligently sample the space of valid parameters for
each unique kernel, selecting the one that empirically runs the fastest on the
hardware.

Program synthesis is used to discover a vector intrinsic microkernel designed
to take advantage of new intrinsics in CPU SIMD extensions. Often times au-
tovectorizers can only handle embarrassingly parallel computation where the
same computation is performed on each element in the vector. New vector in-
trinsics expose intra-vector instructions designed to accelerate machine learning
that perform operations within a vector, such as pairwise additions, but are
difficult for compilers to utilize. We developed a set of sketches that allowed
us to explore different microkernel configurations that can use these intrinsics
efficiently with the low-precision data. Using this approach, we were able to
automatically generate a library of operators to deploy end-to-end quantized
neural networks.

1.2.2 Vectorized Kernels for Homomorphic Encryption

Homomorphic Encrpytion (HE) is an emerging family of encryption schemes
that enables computation over encrypted data or ciphertexts [25, 36, 39, 58].
Unlike traditional encryption schemes (e.g. RSA) which require ciphertexts
be decrypted before computation, HE schemes provide a set of instructions
that directly manipulate ciphertexts without decryption. This enables secure
compute offload as both inputs, outputs, and intermediates of computation stay
encrypted and secret, making it an promising technology for privacy preserving
applications.

One of the key challenges facing HE applications is performance. HE cipher-
texts and their operations incur orders of magnitude overheads in memory
and run time over equivalent plaintext programs as data must be mapped
to large mathematical structures like rings. Recently introduced HE schemes
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such as BFV [53] and CKKS [36] are considered more efficient because they
allow packing multiple integers into a single ciphertext that is manipulated
by SIMD behaving instructions [123]. These schemes expose a low-level vector
programming model® that is similar to the CPU SIMD programming model,
and have many of the same vectorization challenges that plague CPU SIMD
code generation [50]. Additionally, HE has its own unique set of constraints
that include managing noise in ciphertexts for correctness and performance.

An efficient vector HE program must correctly map computation onto vec-
tor instructions to take advantage of vector parallelism while simultaneously
considering the effect the instruction mix and ordering has on performance.
Chapter 4, introduces Porcupine, a vectorizing compiler that addresses this
problem using program synthesis. Porcupine take as input a plaintext scalar
example program and synthesize a vectorized HE version by solving a con-
strained optimal synthesis problem. Porcupine searches a space of potential
candidate programs for valid implementations that minimize a cost function
that factors in instruction latency and noise accumulation.

Vectorization is difficult compilation problem as it requires global changes to
move from a scalar to vector representation [85] and insertion of data shuffling
instructions to align slots within a vector for certain computations. However,
Porcupine does not rely on rules for recognizing and packing scalar computa-
tion into vector computation, which can be challenging to develop and safely
apply. Instead a space of vector programs (including incorrect programs) is
searched and the scalar reference implementation is used to guarantee correct-
ness. Using Porcupine, we are able to synthesize HE kernels that are on average
11% faster than hand optimized vector kernels.

1.3 THESIS ORGANIZATION

The following chapters of this dissertation is organized as follows. Chapter
2 provides a survey on methods for generating optimizing programs and
discusses related work in this field. In particular, I focus on search-based
techniques, such as synthesis and autotuning, that search over a space of
many possible implementations. Chapter 3 describes my work on automatically
generating ultra quantized kernels for machine learning. In this chapter, I show
that combining autotuning and synthesis to optimize vectorization and memory
access behavior enables us to automatically generate a library of kernels to
accelerate ultra quantized neural networks.

Switching gears, Chapters 4 presents Porcupine, a vectorizing compiler for HE.
Porcupine uses synthesis to generate HE kernels from plaintext scalar kernels.
By reasoning about HE’s low-level vector programming and its constraints,
Porcupine is able to generate vector kernels that are optimized for HE’s unique

This vector parallelism is part of the HE scheme and is separate from hardware vector paralleism
an HE implementation can exploit.
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performance model. Finally, Chapter 5 concludes this dissertation with future
directions in automatically generating optimized programs.

1.4 PREVIOUSLY PUBLISHED MATERIAL

This dissertation includes work published as conference papers:

¢ Chapter 3: Meghan Cowan et al. “Automatic generation of high-performance
quantized machine learning kernels.” In: Proceedings of the 18th ACM/IEEE
International Symposium on Code Generation and Optimization. 2020

¢ Chapter 4: Meghan Cowan et al. “Porcupine: A Synthesizing Compiler for
Vectorized Homomorphic Encryption.” In: Proceedings of the 42nd ACM
SIGPLAN Conference on Programming Language Design and Implementation.
2021



SURVEY ON OPTIMIZATION METHODS

Code optimization is a large and mature field, and optimizing compilers have
existed since at least the early 1970s [4, 81, 95]. Compilers and their optimiza-
tions are critical to raising the abstraction level of programming languages
so that programs are easier to write. Modern compilers such as GCC and
LLVM [82] are built upon a plethora of hardware agnostic and hardware spe-
cific optimizations such as constant folding, dead code elimination, hoisting,
and register allocation, that help automatically optimize code and allow pro-
grammers to focus on high-level system design and not low-level performance
details.

An optimizing compiler’s goal is to produce the best possible code or imple-
mentation for a particular program and hardware target pair. Even for small
programs this is not feasible as there are potentially thousands of equivalent
implementations, and finding the best implementation is computationally in-
tractable. However, by combining multiple optimizations that target specific
goals such as dead code elimination or autovectorization, compilers could
greatly improve code performance.

This chapter provides a background survey on techniques for optimizing
programs. I broadly organize techniques into two classes: traditional and search-
based methods where traditional methods are those widely accepted and com-
mercially utilized and search-based methods are emerging techniques that
utilize some form of search during the optimization process. Traditional meth-
ods include rewrite rules that deterministically transform a program and are
employed by almost all major compilers and hand optimization which involves
a programmer bypassing some or all parts of the compiler to manually optimize
code, and is commonly employed in high-performance computing. Search-based
methods include polyhedral optimization, autotuning, and program synthesis
which formulate compilation (or even generation) of programs as an intelligent
search problem over a candidate space defined by a high-level abstraction of the
program (e.g. a template or grammar defining building blocks). Each section
begins with high-level overview of each of these techniques and discusses their
strengths and weaknesses. For each technique, I also discuss relevant related
work, focusing on the application domain (e.g. machine learning, SIMD proces-
sors, etc.) they are applied to and their optimization goal (e.g. autovectorization,
scheduling, etc.).



2.1 TRADITIONAL OPTIMIZATION METHODS

2.1 TRADITIONAL OPTIMIZATION METHODS

This section describes what I refer to as traditional optimization methods, which
are methods commonly used in commercial compilers and code bases. While
rewrite rules are built into compilers to provide automatic optimization, hand
optimization pushes all hardware and algorithmic complexities back to the
programmer to handle.

2.1.1 Rewrite Rules

Traditional compiler optimizations often take the form of semantics preserving
transformations or rewrite rules that are applied over a program’s IR (inter-
mediate representation). Typically, a compiler applies these optimizations in
multiple passes that analyze the program’s dataflow to gather information, then
apply rewrite rules that gradually transform the original IR into an optimized
IR. Each pass applies a particular rule by matching an IR pattern and replacing
it cheaper fragment. Certain passes enable other passes making the sequence
rules are applied critical. In general, which rules are applied and their ordering
are determined by heuristics.

Rewrite optimizations are incredibly successful, and high-performance com-
pilers include thousands of lines of code dedicated to them. One of the main
advantages of rewriting is compilation time and scalability. A large number of
passes can be performed over a large program’s IR and compilation will still
finish in a reasonable time.

Many successful domain specific compilers also rely on rewriting systems
that operate over a high-level domain specific IR [106]. For example, machine
learning compilers represent models as a graph of operators, and apply rewrite
passes to improve their performance [1, 74, 98, 113]. Rewrite rules might fuse
operators to reduce data movement or quantize operators to operate over
lower precision integers (technically this is not a semantics preserving rewrite).
EVA [49] a compiler for Homomorphic Encryption, builds up a graph of HE
instructions and automates the placement of low-level HE instructions through
a sequence of graph rewrites. By automating this process, EVA raises the level
of abstraction level of HE programming and often provides better performance
than manually inserting these instructions.

A rewrite system’s efficiency relies on two key components: its set of passes
or rewrite rules and the ordering rules are applied. The set of rewrite rules
determines all possible transformations the compiler can make while the or-
dering determines which transformations are explored and ultimately used.
Generating an expressive set of rules that exposes many optimizations is a
challenging task. Usually, these rules are handcrafted and designed to address a
specific optimization like constant propagation or dead code elimination. Given
the set of rules, deciding which rules to apply and their sequence determines
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the actual optimizations a program goes through. Typically, this is determined
by heuristics that are also handcrafted. Developing a good set of heuristics is
not a simple task and requires a significant amount of human intuition and
investment. Heuristics are not guaranteed to find the best ordering of rules,
and can miss out on many potential optimizations.

Furthermore, deciding whether a transformation is beneficial is not a sim-
ple task as different applications and hardware benefit from different opti-
mizations. Compilers rely on hardware performance models for determining
whether hardware dependent optimizations are beneficial. Developing an ac-
curate performance model is challenging as modern hardware is complex and
microarchitectural details that affect performance are kept secret. Because opti-
mization passes can negatively affect performance for some programs, many
optimizations are turned off to prevent accidentally hurting performance.

2.1.2  Hand Optimization

While hand optimization is not an automated technique, in practice it is heavily
relied on. For critical programs and commonly used kernels, hand optimizing
code down to the assembly level is critical for performance, and can lead to
faster implementations than relying on the compiler to optimize naive code.
Most hardware vendors ship handcrafted libraries to accelerate key applications
such as machine learning and scientific programming. For example, Intel’s
MKL [42] and NVIDIA’s cuDNN [37] are made up of mostly hand optimized
kernels for accelerating math and deep learning based applications respectfully.

By relying on detailed knowledge of the hardware and kernel being opti-
mized, with enough effort and manual exploration, people can often outperform
compilers by taking advantage of optimizations compilers would never con-
sider or have the time to explore [16, 136]. For example, GOTOBLAS [61] a
hand-crafted BLAS (Basic Linear Algebra Subroutine) library frequently used
in supercomputing, at one point contained many of the fastest BLAS implemen-
tations for a variety of CPU microarchitectures. Implementations were hand
optimized down to the assembly level, and were manually tuned to avoid mi-
croarchitectural bottlenecks such as TLB (translation look-aside buffer) pressure.
Existing compilers, including autotuning compilers, failed to beat GOTOBLAS
partly because of their internal performance models abstracted away details
such as overhead from TLBs.

Hand optimization is also common for targeting unconventional architec-
tures such as VLIW (very long instruction word) and SIMD (single instruction
multiple data) processors. Many modern compilers don’t compile code for
these architectures very well, partly due to the complexity of their non-scalar
programming models. For example, autovectorization which transforms scalar
code into vector code for SIMD machines is a common optimization where
compiler rewrite rules perform poorly. Often they cannot recognize all the
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vectorization opportunities or produce the global changes that are required to
apply a rule [85]. These architectures have the potential for great performance
because they can exploit more parallelism, but often programmers fall back to
directly writing intrinsics or even assembly to achieve good performance.
With enough effort hand optimized code can beat automated techniques
but at the cost of many human hours, and arguably only for people with
enough domain knowledge in both the application and hardware being targeted.
Furthermore, hand optimization is not a scalable technique, as it can take days
or weeks to optimize a particular kernel for one hardware backend. Finally,
the code is usually difficult to maintain and prone to errors. There are many
combinations of programs and hardware that would benefit from this level
optimization, but we do not have the time to hand optimize them.

2.2 SEARCH-BASED OPTIMIZATION METHODS

As hardware trends towards more heterogeneity and complexity, it opens up
new opportunities for different types optimizations but also makes optimiza-
tions harder to develop, apply, and determine when they are beneficial. By
sacrificing time and resources, search-based techniques can automatically ex-
plore different program implementations and potentially produce better code
than hand-optimized implementations because they systematically explore
different optimizations or constructions of programs.

One of the key features of these methods is they define a space of programs
or implementations such as those defined by a grammar, set of axioms, or a
template, and perform a best-effort search to minimize a cost function that
estimates run time. The search can be formulated to use different solvers and
optimizers, such as SAT, SMT, ILP, or simulated annealing, so that the search
space is intelligently explored. Typically, search-based optimization is used in
domain specific settings (e.g. optimizing machine learning kernels [33], GPU
communication [30]) so that the search space can be constrained enough so that
the search yields good results in a reasonable time.

2.2.1 Polyhedral Optimization

Polyhedral optimizers represent programs as a polyhedron, or n-dimensional
geometric object, that is geometrically optimized then mapped back code [10,
62, 103, 142]. This has been successfully applied to perform optimizations such
as loop scheduling [20], autovectorization [80, 134], and automatic paralleliza-
tion [24, 54] which are common optimizations in image processing and machine
learning applications.

For example, while optimizing nested loop schedules, the polyhedral method
tirst represents the loop as a polyhedra. The shape of the polyhedra is deter-
mined by the loop bounds and is described by a set of affine inequalities, and
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each loop statement is a point within a polyhedra. The polyhedra can then be
transformed with affine functions representing different transformations such
as loop reordering or tiling that change the sequence statements are executed.

Optimizing the loop schedule is formulated as a problem of finding the
coefficients and offsets of the affine functions representing the transformations
that obey data dependencies for correctness and minimize a cost function
for optimality. The cost functions are hand-crafted mathematical expressions
designed to minimize latency, maximize parallelism, enhance data locality, or
some combination of different objectives. Depending on the cost function the
optimization problem is usually solved with integer linear programming or
a greedy algorithm [20]. Once the final transformed polyhedra is found, it is
mapped back down to an optimized loop.

Polyhedral optimization scale with structure of the loop and not the size
or number of elements it manipulates. Furthermore, multiple transformations
can be compactly represented so that a large space of transformations can
be explored. However, polyhedral optimization have mainly been used for
optimizing static control parts or nested loops where the bounds are statically
known and can be described with affine functions. Expanding polyhedral
optimization to target arbitrary loops and other program structure is ongoing,
but challenging because the programs and their transformation must be mapped
to affine inequalities and functions [17]. Additionally, transformation must be
efficiently translated back from the polyhedral representation to code which is
not always straightforward.

2.2.2  Autotuning

Autotuners operate by tuning algorithmic strategies and parameters by empir-
ically measuring the execution time of different configurations and selecting
the best encountered. Autotuning is a commonly employed by many domain
specific compilers and libraries [6, 7, 11, 121, 130, 145] where the programs
being optimized have many implementations and the runtime costs of the
implementations are difficult to predict, making it challenging to build an ana-
lytical cost model. This problem setting is common for highly parallel programs
found in machine learning, signal processing, and scientific computing where
there is lots of data independent computation that can be scheduled many
ways. Selecting the best variant depends on both the problem and the hard-
ware architecture, and there is no one size fits all strategy. Because the space
of different implementations can be massive, autotuners employ intelligent
search algorithms to decide what configurations to measure to avoid brute force
measuring the entire space.

For example, TVM [34] a deep learning compiler includes an autotuning
optimizer, AutoTVM [33]. In TVM, neural networks are decomposed into a
sequence of individual operators. Each operator can have multiple algorithmic

10
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strategies that are implemented by a schedule template that exposes parameters
that control low-level implementation details such as the threading and tiling
strategies of the algorithm. Together the different algorithms and their schedule
templates form a large space of concrete implementations, and AutoTVM
searches for the best implementation by running different configurations on
the target hardware and selecting the best seen. Because the space of concrete
implementations can be massive, simulated annealing is used to intelligently
search the space, and execution time is used to train a learned statistical cost
model that informs the search what to explore next.

Autotuners offer a low effort solution for performance portability by op-
timizing programs to run on different hardware. Assuming the hardware is
not radically different, such as for different CPU microarchitectures, the same
search space can be re-explored for an optimized implementation without
any extra human effort. Additionally, pure autotuning does not require the
programmer come up with a cost model of the hardware target as execution
time is used to guide the search. As hardware gets more complex, building an
analytical cost model becomes a challenging task which autotuning does not
need to rely on. Instead by analyzing patterns in the execution time, the search
algorithm indirectly builds up a cost model that helps guide it towards better
implementation.

For large programs, autotuning can be very time and resource intensive
as many different program variations need to be compiled and run. For this
reason autotuning is usually performed offline. Additionally, the space of opti-
mizations autotuners explore tends to be limited to pre-determined strategies
and parameters. Targeting radically different hardware such as a GPU, often
requires a different set of algorithmic strategies and parameters to tune.

2.2.3 Program Synthesis

Program synthesis is the task of automatically generating programs from a
specification or a description of how they should behave, such as input-output
examples or reference program. The standard synthesis problem focuses on
generating any valid program; however, it can also be phrased as an optimal
synthesis problem where the goal is to find the optimal solution with respect to
a cost function [22, 63]. Even if a synthesis procedure does not directly optimize
a cost function, synthesis can also be used to search for optimized programs
by helping programmers discover optimized algorithms by completing partial
programs [38, 99].

Superoptimizers are a canonical example of using program synthesis to
optimize code. The goal of a superoptimizer is to find the cheapest instruction
sequences for a given program or fragment by searching through the space
of all instruction sequences [75, 101, 117, 118]. Superoptimizers can be useful

11
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in automatically generating peephole optimizations for compilers or even
optimizing small code fragments during compilation.

Synthesis can be divided into two main techniques, deductive and inductive
synthesis, which are described below.

2.2.3.1 Deductive Synthesis

Deductive synthesizers derive a program by applying semantics preserving
rewrite rules or axioms to the specification [28, 86]. Unlike a typical compiler
optimization rewrite pass that applies a fixed sequence of rules to optimize
a program, deductive synthesizers must select the axioms to apply and their
ordering to derive a program. In practice, selecting the right axioms is not
straightforward and requires searching over the axioms and even user guidance
depending on the problem. Some deductive synthesizers, such as Denali [75],
work by compactly representing all the equivalent programs that can be derived
by applying the appropriate axioms and extract out the optimal sequence
according to a cost function [129, 146]. Depending on the cost function, different
solvers can be used such as integer linear programming [150] or SAT [75] to
extract the best program.

Deductive synthesis has proven useful for both generating and optimizing
domain specific code [97, 144] from DSP kernels [104, 141] to CAD models [93],
and building assembly code superoptmizers [75]. One of the key challenges in
building deductive synthesizers is developing a sufficiently expressive set of
axioms, which often requires expert knowledge in the domain being targeted.
The axioms are used to build up the program search space; if an axiom is
missing the search space could preclude efficient implementations. The advan-
tage is deductive synthesizers will search over programs that are semantically
equivalent to the source program and can potentially scale better than inductive
synthesizers [141].

2.2.3.2  Inductive Synthesis

Inductive synthesizers solve the problem of generating a program as a guess
and check problem, usually through a technique called counterexample-guided
inductive synthesis (CEGIS) [125]. Instead of deriving a program through
axioms, a space of programs, defined by a grammar, is explored for a correct
solution using a verifier to reject incorrect solutions. The CEGIS algorithm
solves this by searching for a program that is correct for a few inputs then
verifying it is correct for all inputs, repeating the search with feedback from
verification until a solution has been found.

Optimization is usually built into this search process as typically smaller
programs are explored first and the search is expanded to larger programs until
successful, taking advantage of the fact smaller programs are often faster [99].
Alternatively, metasketches [22] can be used search over multiple candidate
spaces with a gradient function that directs the parallel searches. CEGIS can be
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used to minimize a more complex cost function by making cost a correctness
requirement. By iteratively searching for a solution cheaper than the previous
solution, we can guarantee the optimal program within a space is found [44,
122].

Inductive synthesizers have been used to optimize bitvector algorithms [65],
GPU data movement [100], Homomorphic Encryption programs [44, 84], and
more [38, 100, 117, 118]. One of the key strengths of inductive synthesis is its
ability to discover optimizations without the programmer explicitly encoding
the axioms that were required to reach the optimization like in deductive
synthesis. Instead the synthesizer enumerates program candidates and relies
on a verifier to filter out incorrect candidates which requires the user provide
an interpreter so that it can evaluate programs.

The limiting factor that prevents inductive synthesis from being widely
deployed is time and tractability. In practice, only small or constrained programs
can be optimized in reasonable time. Because the search space can include many
incorrect candidates, the synthesizer spends time evaluating incorrect programs.
Many CEGIS based synthesizers rely on the user to provide a partial program,
or sketch [124], to provide structure to the search space that is intended to
restrict the space towards good solutions. This requires the user to have some
prior idea of what optimizations are likely to be helpful, but this could also
prevent the synthesizer from discovering radically different new optimizations.

2.3 SUMMARY

This chapter provides a background survey on different optimization strategies,
focusing on five techniques: rewrite rules, hand optimization, polyhedral opti-
mization, autotuning, and program synthesis. While techniques were discussed
separately, in practice compilers often employ multiple methods that target
different optimizations and work together to overcome their limitations.

For example, Lee et. al. proposed Lobster [84], a term rewriting system for
HE programs that combines rewriting and program synthesis. Offline, Lobster
synthesizes a set of rewrite rules by optimizing a large set of examples programs.
The rules are then applied during compilation to optimize HE programs. By
combining these two techniques, Lobster automates the process of generating
rewrite rules with program synthesis and keeps the speed of term rewriting to
keep compilation time reasonable.

2.3.0.1 This Work

In the remainder of this thesis, I present two systems for optimizing ultra
quantized neural networks and HE programs that use search to optimize and
generate code. When optimizing ultra quantized neural networks, I employ
both autotuning and synthesis to generate efficient ultra quantized operators.
Autotuning is used to refine an operator template that exposes parameters
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that determine how computation is scheduled onto hardware resources. At a
low level, program synthesis is used to select the SIMD intrinsic instructions
used in the microkernel, or inner-most loop of computation. Together these two
strategies optimize the memory access pattern of the ultra quantized operators
to the exact CPU target and optimize instruction selection to utilize special
SIMD intrinsics exposed by the hardware.

The second system I present is a vectorizing compiler for HE that relies
on program synthesis. Synthesis is used to automatically generate a vector
HE program from a scalar plaintext program. Our synthesizer is able to find
optimized vector implementations that map computation onto a restricted
instruction set, interleaving data shuffling with computation and tracking HE’s
unusual cost model.

A common theme of both these systems is that they rely on synthesis to
discover vectorized code. Vectorized code tends to be more challenging for
rewrite-based optimizers to handle because the rules must explicitly reason
about multiple data elements simultaneously, and they are challenging to both
write and determine when they can be safely applied. Using synthesis we avoid
this problem of writing new rules for a new domain or unconventional CPU
intrinsics. In the following chapters, I describe these two systems in depth.
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ULTRA QUANTIZED MACHINE LEARNING MODELS

This chapter presents an automated approach to implementing quantized
inference for machine learning models. We integrate the choice of how to lay
out quantized values into the scheduling phase of a machine learning compiler,
allowing it to be optimized in concert with tiling and parallelization decisions.
After scheduling, we use program synthesis to automatically generate efficient
low-level operator implementations for the desired precision and data layout.
On a ResNet18 model, our generated code outperforms an optimized floating-
point baseline by up to 3.9x, and a state-of-the-art quantized implementation
by up to 16.6x.

3.1 INTRODUCTION

Quantization techniques reduce the scale of machine models to make them
practical in resource-constrained environments such as smartphones and edge
devices [71]. Quantization reduces the bit-width of both the data (weights) and
the computations (additions and multiplications) used to execute the model.
In the extreme, even single-bit weights and computations can still yield an
effective model (with under 10% accuracy loss) while being orders of magni-
tude more efficient [43, 107]. This trade-off is appropriate for applications such
as facial recognition, which may use a lower-accuracy, on-device model as a
low-pass filter to decide whether to offload to the cloud for more expensive,
more accurate prediction [88].

Quantized inference evokes a classic accuracy—performance trade-off across
a large space of potential configurations. At training time, users must select
quantized bit-widths to meet their performance and accuracy targets. They
must then efficiently implement inference at that chosen quantization level for
the target platform. Commodity hardware rarely supports ultra-low-bitwidth
operations, and so naive quantized implementations can easily be slower than
full-precision versions. These challenges are exacerbated by pressures across
the stack. Rapid progress in new machine learning models demands new spe-
cialized quantized operations (e.g., new matrix sizes or new combinations of
precisions). Meanwhile, a broad spectrum of hardware backends each require
different implementations to best realize performance gains from quantization.

In practice, users deploying quantized inference are restricted to a small class
of pre-set configurations with corresponding hand-tuned inference implemen-
tations. Developing these hand-tuned implementations is a tedious and labor-
intensive process that requires intimate knowledge of the target architecture.
One developer estimated that implementing and tuning a single quantization
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configuration on a single smartphone platform [139] required four person-
months of work [137]. Similarly, the authors of another library [136] spent about
a month implementing a single configuration [135]. These hand-tuned imple-
mentations are often brittle and difficult to extend with new optimizations; both
authors reported difficulty with multi-threading and new vector extensions.
With the proliferation of new models and hardware backends, investing this
level of effort for every configuration is not a scalable approach.

We present a new automated approach to generating efficient code for quan-
tized machine learning inference. Our approach comprises two parts. First, we
integrate the choice of how to perform bit-slicing (i.e., how to arrange quan-
tized values in memory) into the scheduling phase of a machine learning
compiler [34]. Our insight is that quantization is best viewed as a scheduling
decision, in the same way that tensor libraries treat tiling and parallelism as
part of the schedule space [106]. The bit-slicing choice is critical to generating
efficient code: different layouts influence both spatial locality and the ability
to apply different low-level operators for efficient computation (e.g., without
scatter or gather operations on vector lanes). Making quantization a scheduling
decision also allows us to extract better performance using holistic schedules
that combine quantization with other transformations such as loop tiling and
parallelization. Finally, integrating quantization into scheduling allows us to
apply existing automated scheduling techniques [33] to optimize a model for a
given quantization configuration and hardware architecture. This automation
supports flexible experimentation and retargeting to new hardware without
reengineering operator implementations by hand each time.

Second, to provide quantized low-level kernels for the machine learning
compiler to target, we apply program synthesis [125] to automatically generate
efficient implementations of each desired quantized operator. Our synthesis
approach builds on the new notion of a reduction sketch, which captures domain
knowledge about the structure of an operator’s computation and allows the
synthesis to scale to real-world implementations. The synthesis process takes as
input a specification of the hardware’s instruction set, the desired operator out-
put, the layout of input data, and a cost function, and automatically synthesizes
a sequence of straight-line assembly code that produces the desired output
while minimizing the cost function. We implement reduction sketches and our
synthesis engine in the Rosette solver-aided language [133], and integrate the
generated code into the TVM machine learning compiler [34]. Using program
synthesis further supports our goal of retargetability—porting the operators
to a new hardware architecture (e.g., new vector extensions) requires only
a specification of that hardware’s instruction set, from which the necessary
implementations can be automatically synthesized.

We evaluate our approach by using it to implement quantized ResNet-18 [69]
image classification models. The resulting implementation on a low-power ARM
CPU outperforms a floating-point version by 3.9x and is comparable to a state-
of-the-art hand-written quantized implementation [136] when configured in the
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Figure 3.1: In a fully connected neural network, computing the activations for layer
k + 1 involves a matrix-vector multiplication, which reduces to a series of
vector dot products.

same way. However, our automated approach allows us to apply optimizations
such as parallelization—whereas the hand-written implementation is single-
threaded—that yield up to a 16.6x speedup over the hand-written quantized
implementation. We show that our quantized implementations shift the Pareto
frontier of the accuracy—performance trade-off, offering 2.3x higher throughput
than existing implementations at the same 22% accuracy loss.

3.2 QUANTIZED MODELS

Quantized machine learning models promise to reduce the compute and mem-
ory demands of inference while maintaining acceptable accuracy. We focus
on both fully connected and convolutional neural networks as they are two
popular styles of networks. In these networks, computing the output of a layer
involves a matrix multiplication followed by an activation function. For exam-
ple, in a fully connected network, we can compute the activations for layer
k + 1 as the matrix-vector product of the weights for layer k and activations
for layer k, as shown in Figure 3.1. A convolutional network is similar but
with higher-dimension tensors for the weights and activations (i.e., more dot
products required).

In a regular implementation of such a model, the weights wy; and activations
a; would each be represented as a floating point number. This representation
allows the machine learning compiler (e.g., TensorFlow [1]) to leverage decades
of work on optimized floating point linear algebra operators in libraries such
as Intel’s MKL [42] and NVIDIA’s cuDNN [37].

However, recent results have shown that the full dynamic range of a floating
point representation is rarely necessary to achieve good inference accuracy. It is
now common for inference to use 8- or 16- bit fixed point representations [72].
Taking this trend even further, reducing the bitwidths of the weights and
activations to between two and four bits achieves competitive accuracy on
image recognition problems [71, 149]. In the extreme, even models with single-
bit weights and activations can achieve near state-of-the-art results on some
problems [43, 107].
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Figure 3.2: Slicing the values of weights and activations into bitplanes enables vector
dot products to be computed with bitwise operations.

SINGLE-BIT QUANTIZATION. The advantage of quantized models is their
lower memory and compute requirement, making them suitable for resource-
constrained environments. In principle, their memory footprint is 32 x smaller
(going from single-precision floats to 1-bit values). They require less compute
because they can use inexpensive bitwise operations rather than floating point.
In Figure 3.1, computing each output activation af“ requires a vector dot
product, which reduces to 4 floating-point multiplications and 3 floating-point
additions. But if the activations and weights are quantized to one bit, we can
replace each multiplication with logical ANDs and the additions with a single
population count. If we pack the bits for each weight w‘f). in row 1 into a single
four-bit bit-vector w¥, and likewise pack the activations alf into a four-bit
bit-vector a¥, then we can compute:

k. 4% = popcount(W* & a*)

W
If implemented efficiently for the target architecture, this quantized version uses
only simple bitwise operations and can be much faster than a floating-point
version. Because it packs multiple weights and activations into a single vector,
it can also exploit data parallelism for higher performance.

MULTI-BIT QUANTIZATION. Quantizing to single-bit weights and activations
may yield unacceptable accuracy loss for some models. We can extend the above
approach to larger weights and activations by slicing the bits of the weights
and activations into bitplanes and then packing them into vectors. Figure 3.2
shows an example in which we quantize weights to 3 bits and activations to 2
bits. The first step is to decompose each value in the vectors w and a into their
constituent bits at the corresponding bitwidth. The resulting vectors are called
bitplanes; for example, the first bitplane vector wy holds the least-significant
bit of each weight in the vector w. We can then pack each bitplane into larger
elements—in this case, a single uint4 value, but other configurations such as
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two uint2s or four uintls are possible. Given these bitpacked values W; and
di, we can compute

—1 M—
Z Z 2™ popcount (W, & )

where N and M are the bitwidths for weights and activations, respectively
(N =3 and M = 2 in the example). This approach maintains the benefits of the
single-bit version (bitwise operations and data parallelism), but the number of
popcount operations scales with the product O(NM), and so it is only practical
for ultra-low-precision quantization—in this work, we consider quantizations
to three bits or fewer.

The above equations assume a unipolar encoding of W and & values, in
which bits represent {0, 1} values. These values can instead be bipolar encoded,
mapping {0, 1} bits to {—1,+1} values. Recent quantization work [29, 40, 149]
uses unipolar encoding for activations and bipolar encoding for weights, making
the dot product more complex:

Z 2Tler [popcount(Wy, & G ) — popcount(— [Wn] & G )]

This variation improves the accuracy of quantized models, at the cost of extra
popcount operations. In this work we focus on generating implementations
for this hybrid encoding, although our approach can be extended to other
encodings.

3.3 QUANTIZATION SCHEDULES

Quantization promises to improve the performance of inference by using sim-
pler bitwise operations on smaller values. However, a naive implementation of
a quantized model is unlikely to be more efficient than a full-precision version.
Mapping quantized computations onto commodity hardware requires careful
data layout to make effective use of hardware resources and cannot leverage
optimized floating point linear algebra libraries. This section introduces our
approach to scheduling quantized computation on commodity hardware, and
presents an automated workflow for identifying the optimal schedule for a
given model on a chosen platform.

3.3.1 Bit-Slicing Schedules

A machine learning compiler such as TVM [34] reduces a model to a graph
of operator invocations. An operator is a linear algebra primitive such as ma-
trix multiplication or convolution, and is the fundamental building block of
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a model. In a strategy introduced by Halide [106], each operator has both a
declarative specification of its output and a schedule describing how to lower it to
implementation code. The schedule captures transformations such as tiling and
vectorization that preserve semantic equivalence but change the implementation
to execute efficiently on a specific hardware target.

We observe that quantization, and in particular, the choice of how to lay out
data by slicing values into bitplanes, is best viewed as a scheduling decision.
Bitserial algorithms such as the dot products in Section 3.2 operate on each bit
of a tensor element independently. They extract performance via data paral-
lelism, packing the sliced bits of many elements together into a single element
and computing on them together. But enabling this data parallelism requires
choosing an axis along which to slice values into bits, in much the same way as
loop tiling requires choosing which axes to tile. This choice critically influences
performance, as it must balance spatial locality with the new optimization
potential exposed by separating the bits.

To put this observation into action, we introduce a parameterizable bit-
packing layout transformation to the scheduling process. It takes as input a
d-dimensional tensor and returns a d + 1-dimensional tensor, with a new bit axis
that indexes the bitplanes of the original values. Bit-packing is parameterized
by the reduction axis, bit axis, and datatype of the packed values (e.g. uint4
in Figure 3.2). The reduction axis corresponds to the axis to slice and pack
into bitplanes, and the bit axis is the location of the new slices. Bit-packing
enables other data-layout transformations to operate at single-bit granularity by
exposing the bit axis for use in scheduling.

Just as with tiling and other scheduling decisions, the application of the
bit-packing transformation does not affect the semantics of the operator it is
applied to, only how it is computed. The bit-packing transformation does not
determine the desired quantization bitwidths of the values in the model. That
choice is made at training time and is a known constant that cannot be changed
during scheduling (as we would expect, since changing the bitwidth changes
the output of the operator).

Figure 3.3 shows an example of applying the bit-packing transformation to
a two-dimensional M x K tensor, with K as the reduction axis. Each resulting
tensor is three-dimensional, with a new bit axis B that indexes the bits of each
original element. The K’ axis after transformation has K’ < K, as bits from
multiple contiguous values in the K dimension may be packed together into
a single element in the transformed tensor according to the schedule’s chosen
datatype for packed values (e.g., in Figure 3.2, four contiguous values were
packed into a single uint4 element). The different results of the transformation
reflect different choices of the location of the bit axis within the tensor. For
example, the M x K’ x B layout indexes the bits as the innermost dimension,
placing bits from the same original element contiguously in the tensor.
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Figure 3.3: The bit-packing transformation transforms a d-dimensional tensor into a
d 4 1-dimensional one by slicing the bits of elements into a new bit axis.
Here the two-dimensional tensor M x K is transformed in different ways
depending on the chosen location of the new bit axis B.

OPERATORS SUPPORTING BIT-PACKING SCHEDULING. We have imple-
mented a library of operators that support the bit-packing transformation as
part of their schedules. The library targets common neural network operators
such as 2D convolutions and dense matrix multiplication (GEMM). The op-
erators are implemented in TVM’s tensor expression language [34], which is
similar to those of Halide [106] and TACO [79]. For convolutions, our library
contains variants that accept different high-level data layouts such as NCHW
and NHWC, two common data layouts used in machine learning compilers.
All operators are also parameterized by their quantization precision. We show
in Section 3.4 how to automatically synthesize implementations for each such
precision.

3.3.2 End-to-End Scheduling

Making quantization a scheduling decision allows us to integrate it with other
scheduling choices and make holistic optimizations that consider the entire
computation. In contrast, existing approaches to implementing quantized mod-
els intertwine the application of optimizations such as vectorization with the
semantics of the quantized operator [136]. This ad hoc approach to scheduling
tightly couples the implementation to a specific model and platform; new mod-
els or platforms might benefit from different optimizations, but exploring them
would require new hand-tuned implementations.
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Figure 3.4: The cumulative effects of adding scheduling primitives, starting from an
un-optimized quantized convolution. AXW" denotes an x-bit activation,
y-bit weight quantized convolution. Speedup is relative to 32-bit floating
point on ResNet-18 layer C6.

We reuse the scheduling primitives of TVM [34], which itself uses the schedul-
ing primitives of Halide [106]. In particular, a number of common scheduling
primitives are useful in conjunction with bit-packing;:

* Loop tiling splits input tensors into tiles that each fit in the cache, im-
proving temporal locality and reducing memory traffic.

¢ Loop unrolling replicates loop bodies to reduce the overhead of maintain-
ing induction variables and checking exit conditions

* Vectorization takes advantage of hardware SIMD instructions to operate
on multiple elements at once

¢ Parallelization takes advantage of hardware MIMD facilities—in our low
power use cases, this means multiple cores on a single multiprocessor

Each of these primitives is parameterized by the tensor axis along which to
transform the implementation.

Figure 3.4 shows the importance of these optimizations to the performance
of a quantized model (Section 3.5 will detail the methodology). Without any
optimizations, quantized models perform much worse than an optimized
floating-point baseline. By integrating quantization into scheduling, we can
compose these standard optimizations without rewriting the quantized im-
plementation. Almost all these optimizations are necesssary for the quantized
versions to outperform floating point. Finally, adding a synthesized microkernel
(the final column of Figure 3.4) improves performance by another 1.5-2x over
the optimized quantized model; Section 3.4 presents our approach to generating
this kernel.

AUTOMATED SCHEDULING. Bringing quantization into the scheduling do-
main also allows us to use automated scheduling techniques (e.g., autotuning)
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to tune a given quantized model for a particular hardware architecture. Each
scheduling primitive has a number of parameters (e.g., which axis to transform)
that have critical influence on the performance of the resulting code. We use
the AutoTVM automatic scheduling framework to choose the values of these
parameters [33]. AutoTVM searches the space of possible schedules (tiling,
vectorization, etc.) and learns a cost model that maps schedules to predicted
performance based on trials executed on the target hardware. Using AutoTVM
allows practitioners to experiment with quantization on new hardware and
new models without manual effort to hand-tune the schedule each time.

We do not use AutoTVM to choose the bit axis for the bit-packed schedule
primitive because AutoTVM requires output tensor shapes to be static. Our
schedules all use fixed bit axes we found to work well. AutoTVM was used
during this process to quickly optimize over different iterations, reducing much
of the work in selecting the axis.

3.4 MICROKERNEL SYNTHESIS

After scheduling a computation, the machine learning compiler must map it
down to the target hardware architecture. This process requires lowering the
computation onto available low-level microkernels that implement primitives
such as matrix multiplication. For a quantized model, these primitives must
operate at ultra low precision (e.g., multiplying matrices with 2-bit values). Off-
the-shelf linear algebra libraries do not offer kernels with such low precisions,
and writing them by hand is tedious since each additional bit of precision
requires a different implementation to extract maximal performance.

This section introduces a new automated approach to implementing low-level
primitives for the compiler to target. The key idea is to reduce the problem
to program synthesis, the task of automatically generating a program that im-
plements a desired specification [65, 125]. We show how to decompose the
matrix multiplication primitive into orthogonal parts that can be synthesized
separately, and layer a cost function over the synthesis process that drives it
towards efficient kernels. Together with automated scheduling, using program
synthesis for automated low-level primitives enables an end-to-end automated
pipeline for compiling quantized models on any desired hardware platform.

3.4.1 Specifications

A program synthesizer takes as input a specification of the desired program
behavior, and outputs a program that implements that behavior in a chosen
language. We focus on synthesizing implementations of matrix multiplication,
since it is the common low-level primitive for the convolutional and fully
connected neural network models we consider in this work. Our goal is to syn-
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thesize vectorized kernels that efficiently implement the matrix multiplication
primitive with the desired shapes and precisions.

KERNEL SPECIFICATION. To define the desired behavior of the synthesized
microkernel, our synthesis engine takes as input an unoptimized bitserial matrix
multiplication implementation written in the target assembly language. This
reference implementation fully specifies the desired behavior, including the shape
and precision of each input and output matrix as determined by the schedule.
For example, the schedule might require a matrix multiplication between an
8 x 16 matrix with 2-bit values (the weights) and a 16 x 1 matrix with 1-bit val-
ues (the activations). We can easily generate a reference implementation to use
as the specification for this kernel by translating the declarative tensor expres-
sion generated by the compiler. To avoid reasoning about memory layout during
synthesis, we use the reference implementation to pre-define the registers that
hold the input matrix and the registers that should hold the output matrix.

ARCHITECTURE SPECIFICATION. Our synthesis engine outputs straight-line
assembly code that implements the desired microkernel, and so it requires
a specification of the target architecture. We follow the Rosette solver-aided
language approach [132, 133], in which we specify the target architecture by
writing an interpreter for concrete assembly syntax in Racket. Rosette uses
symbolic execution to automatically lift this concrete interpreter for use in
program verification and synthesis. The interpreter also serves a second role,
giving a semantics to the reference implementation that we use as the kernel
specification.

While writing an interpreter for an instruction set may seem more expensive
than writing a microkernel, ISA designers are increasingly publishing reference
semantics for their instruction sets that can be used as interpreters [111], and
in practice only a small subset of the instruction set is required. For example,
to synthesize code for the ARM NEON vectorized instruction set, we write an
interpreter in Racket for NEON instructions:

(define (interpret prgm state)
(for ([insn prgm])
(match insn
[(vand dst rl1 r2)
(state-set! state dst
(bvand (state-ref state rl)
(state-ref state r2)))]

[(vor dst rl1 r2)

]
)

The interpreter iterates over the instructions in the input program prgm. For
each instruction, it uses pattern matching to dispatch to an implementation
that manipulates the machine state state. The implementation of the vand
instruction updates the destination register dst to hold the bitwise-and of the
two source registers r1 and r2 (in fact, vand is a vector operation and so should
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update every element of the vector register dst, but we elide the details for
simplicity).

COST FUNCTION. We want the synthesizer to find the most efficient imple-
mentation of the desired kernel on the target architecture (i.e., we are essentially
superoptimizing the reference implementation [87, 100]). The synthesis engine
thus takes as input a cost function, mapping each program to an integer cost,
and finds the program with minimum cost [22]. Statically estimating program
performance is difficult, so out cost function is simply program length. More
realistic cost functions might guide the synthesizer to more efficient imple-
mentations, but this simple cost function still generates high-quality code in
practice.

3.4.2 Compute and Reduction Sketches

Given the inputs above, our synthesis engine searches for a program (a straight-
line assembly sequence) that implements the desired specification. To define the
search space for the synthesis tool to explore, we write a sketch [125], a syntactic
program template containing holes that the synthesizer will try to fill in with
program expressions.

To make the synthesis problem tractable, we decompose it into two separate
phases and write a sketch for each. The compute sketch implements the initial
computation for the matrix multiplication, while the reduction sketch implements
the reduction that collects the computed results into the right locations in
registers. This separation echoes the two phases of matrix multiplication: first
compute the dot products for each necessary pair of vectors, and then arrange
them in the right places in memory.

COMPUTE SKETCH. The compute sketch performs the necessary vector dot
products on quantized values, as defined in Section 3.2. The sketch is a straight-
line sequence of assembly code, where each instruction can be either a bitwise
operation (and, or, not, addition, etc.) or a special population count intrinsic
instruction. In both cases, the synthesizer is free to choose any live registers as
the inputs to the instruction, and any register as the output. To break symmetries
in the search, output registers must be written to in increasing order. In Rosette,
we represent this sketch with functions that evaluate nondeterministically using
the choosex built-in form:

(define (??insn) ; choose an arbitrary instruction
(choosex vadd vand vcnt ...))
(define (??reg n) ; choose a register in range [0,n)

(reg (apply choosex (range n))))

; sketch of length k with n inputs
(define (sketch k n)
(define (r i) (??reg (+ i n))) ; input or live reg
(list
((??insn) (r 1) (r 1) (r 1))

25



3.4 MICROKERNEL SYNTHESIS

mpwregisters | | | [ L] [T ] LT[ L[]

[insn = ?7? out = 8

—

\\ A4 \\ A

| | ] | |

[insn =177 out = 16

[T ] [ ]
[insn = ?? out

Output register \D:
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...)) ; k lines
The compute sketch has considerable freedom to find novel efficient implemen-
tations. For example, it can manipulate packed quantized values at the bit level,
decide when and how to reuse intermediate values, etc.

REDUCTION SKETCH. The reduction sketch takes as input the dot products
from the compute sketch and sums them along the reduction axis of the ma-
trix multiplication. This reduction phase is difficult because we are targeting
vectorized code. To avoid overflowing hardware vector lanes, additions must
be performed in the correct order, and values promoted to different vector lane
widths as necessary. This datatype polymorphism is challenging for synthesis.

To scale up this reasoning, the reduction sketch exploits the tree-like structure
of the reduction computation, similar to the common reduction tree parallel
programming pattern. The reduction sketch, illustrated in Figure 3.5, is a tree
that takes as input the live registers, the datatype of each live register, and the
depth of the tree to be synthesized. At each level of the tree, the reduction
sketch contains a single hole defining the instruction to apply at that level. The
sketch applies the same instruction, in order, to every register pair that remains
live at that level. The selected instruction dictates the output datatypes and the
number of output registers (which varies depending on whether the instruction
promotes to a wider bit-width); in Figure 3.5, the output types are already
synthesized, to show their effects on the output registers. The final output of
the reduction sketch is a single vector register that holds the entire (packed)
result of the matrix multiplication.
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8 vand.8 do, do, dl
*|vent.8 de, do
vadd.8 do, do, dl
vadd.8 do, do, dl
vadd.8 do, do, dl vmovl.8
. q0, do
vadd.8 do, do, dl vmov1l.8 q2, d1
d q0, g0, g2
vpadd.8  do, do, di gx | Van » 9%,
vpadd.8  do, do, di vent.8.  q0, q0
vpaddl.8 q0, q0
vpadal.8 ql, {do, di} vadd.16 ql, q0, q0
vstl.16 ql, addr vstl.16 gql, addr

(a) Synthesized (24 insns) (b) TVM-generated (49 insns)

Figure 3.6: Microkernels for 8 x 8 by 8 x 1 matrix multiply with 1-bit values, generated
by (a) our synthesis tool and (b) TVM’s tensorization. The synthesized
version is half the length (“8x” code is unrolled 8 times) and twice as fast.

3.4.3 Implementation

We implement our synthesis engine in the Rosette solver-aided language [133],
which extends Racket with support for verification and synthesis. After synthe-
sizing a desired microkernel, we integrate it into TVM’s microkernel library for
use when compiling models. Rather than directly integrating assembly code,
we instead emit the corresponding SIMD intrinsics inside a C function that
TVM compiles using LLVM. This abstraction allows the compiler to perform
register allocation and interprocedural optimizations such as inlining.

ARM NEON. To target low-power ARM processors, we synthesize code in
a subset of the ARM NEON vectorized instruction set. NEON machine state
consists of 16 128-bit vector registers known as quad registers. Each quad
register also has two aliases from 64-bit double registers that point to its upper
and lower halves. Most NEON instructions can reference either register type;
our synthesized kernels have the freedom to use the two interchangeably, and
mixing the two modes leads to shorter, more efficient code.

Figure 3.6 shows an example of our synthesized microkernel for multiplying
two matrices of shape 8 x 8 and 8 x 1, each with 1-bit quantized values. It
also shows an equivalent microkernel generated by TVM, which lowers tensor
operations to LLVM IR for code generation. Our synthesized kernel is half the
length of TVM'’s version, and is more efficient for two main reasons. First, the
TVM-generated version operates only on quad-precision registers because it
eagerly promotes all values to 16 bits, giving up some of the benefit of quanti-
zation. Second, TVM cannot vectorize across the reduction axis, and so needs to
perform broadcast loads into the vector lanes for at least one of the inputs. The
last column of Figure 3.4 shows that the synthesized kernel is 1.5-2.5x faster
on an ARM CPU.
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3.5 EVALUATION

To evaluate the effectiveness of our automated approach to implementing
quantized models, we address three research questions:

1. Do our automatically generated implementations outperform non-ultra-
low-precision versions?

2. How do our implementations compare to hand-written quantized kernels?

3. Does our automation help to explore new quantization configurations
efficiently?

METHODOLOGY. We test our quantized implementations on a low-power
Raspberry Pi 3B with an ARM Cortex-A53 processor. The ARM processor has
four cores at 1.2 GHz and supports NEON SIMD extensions. All experiments
report the average of 10 runs with 95% confidence intervals.

We focus our evaluation on quantized versions of the ResNet18 model [69],
because it is small enough to deploy in resource-constrained environments.
ResNet18 is a neural network model for image classification comprising 18
layers. Its compute time is dominated by the convolutional layers described in
Table 3.1.

Name Operator H, W IC,0C K, S

C2 convad 56,56 64,04 3,1
Cs convad 56,56 64,64 1,1
Cy4 convad 56,56 64,128 3,2
Cs convad 56,56 64,128 1,2
C6 convad 28,28 128,128 3,1
Cy convad 28,28 128,256 3,2
(@] convad 28,28 128,256 1,2
Co convad 14,14 256,256 3,1
Cio0 convad 14,14 256,512 3,2
C11 convad 14,14 256,512 1,2

Ciz2 convad 7,7 512,512 3,1

Table 3.1: Configurations of 2D-convolution operators in ResNet18 [69]. H and W are
height and width, IC and OC are input and output channels, K is kernel size,
and S is stride size. Layer 1 is omitted as its input channel depth is too small
to allow efficient packing.

We refer to quantized kernels generated by our approach as A*WVY, where x
is the bitwidth of activations and y the bitwidth of weights [139]. Each kernel
we generate, including floating-point baselines, is optimized independently
using AutoTVM [33]. For each convolutional layer, we run AutoTVM for a total
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Figure 3.7: End-to-end inference times for quantized ResNet18 on an ARM CPU, with
and without synthesized microkernels.

of 100 trials in parallel across 10 hosts. Our performance measurements include
the cost of bitpacking the activation values, but not the weights, as they can be
done offline before deployment.

Ultra quantized model architectures differ slightly from floating point models
(e.g., by adding quantization layers), but maintain the number and sizes of
convolutions, which dominate the compute cost. Quantized models are trained
from scratch, and each desired quantization level requires retraining to maintain
accuracy (so an A2W! model cannot be quantized down from a A2W? model).
However, the shape of the model stays the same, and we so can compare
run-time performance across quantization levels.

3.5.0.1 Quantization versus Floating Point

To demonstrate the performance benefits of quantization, Figure 3.7 shows
end-to-end inference times on the ARM platform for both non-quantized and
quantized models. The quantized results use our synthesized kernels and bit-
packed schedules, while the 32-bit floating point result uses a heavily optimized
pre-existing schedule in TVM. We find that the quantized model outperforms
the floating-point version by up to 3.9x, confirming that quantization yields
speedups in practice and a significant memory footprint reduction that is 32 x
to 16x smaller, depending on the weight bit-width.

Figure 3.7 also shows the importance of our synthesized microkernels for
extracting performance from quantized models. Without the synthesized mi-
crokernels, TVM follows its default code generation strategy (lowering tensor
expressions to LLVM IR). This strategy yields inefficient implementations that is
actually slower then floating point for A2W?2. End-to-end inference is an average
of 1.9x faster using our synthesized microkernels, and all three configurations
are faster than the floating point implementation.
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Figure 3.8: Accuracy versus performance for quantized ResNet18 on an ARM CPU,
with and without synthesized microkernels. Accuracy versus performance.
Higher is better on both axes.

The improved performance of our synthesized microkernels shift the Pareto
frontier of the accuracy—performance trade-off for quantization. Figure 3.8
shows the image classification accuracy (measured as top-1 accuracy, i.e., the
fraction of images correctly classified) of the quantized ResNet18 models against
their inference performance. Without synthesized microkernels, the accuracy
loss of quantization offers little performance benefit. Our synthesized imple-
mentations shift the Pareto frontier outwards, offering a choice of points in the
design space for quantized models. For example, an 8% accuracy loss from
FP32 yields 1.9x higher inference throughput (A’W?), and an additional 14%
loss yields a further 2.1x throughput (ATW?).

LIMITATIONS. While our generated implementations offer significant speedups
over the floating-point baseline, they are lower than the theoretical performance
gain we would expect, due to a number of inefficiencies. First, quantized mod-
els still execute some layers in floating point, including the initial convolution
(which we exclude from Table 3.1) , that limit potential speedups. For example,
in the AW model, the initial convolution is performed in floating-point and
consumes 32% of total running time, versus only 8% in the floating-point model.
Similarly, the operations between convolutions are often performed in floating
point, requiring conversions from integer to floating point and back.

Second, our implementations must spend instructions re-packing bits into the
appropriate data layout, whereas ARM has native support for single-precision
floating-point sized data. This bitpacking consumes 2-3% of the end-to-end run
time, and 13-21% of an individual convolution’s run time.

Finally, in the floating-point implementation, the model compiler can take
advantage of hardware fused multiply-add instructions and of alternative
floating-point convolution algorithms. We could recoup some of these ineffi-
ciencies with more work on higher-level optimizations.
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3.5.0.2 Comparison to Hand-Written Code
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Figure 3.9: Layer-by-layer speedups for AZW' convolutions normalized to PyTorch’s
hand-optimized A2W! kernel for ARM [136]. The PyTorch kernels are
single-threaded, so we compare against both single- and multi-threaded
versions generated by our approach.

Our automatically generated quantized kernels a outperform hand-written
quantized implementations developed by experts. Figure 3.9 compares our
implementation to the hand-written ultra-low-precision convolution library in
PyTorch [136]. The library was written specifically for the ARM architecture, and
makes extensive use of NEON SIMD intrinsics and loop tiling for performance;
it reaches about 70% of peak theoretical single-thread performance. The library
focuses exclusively on A?W' quantized convolutions and does not provide
an end-to-end implementation of ResNet, so we compare performance on the
individual convolutions rather than end-to-end inference time.

When we restrict our approach to single-threaded implementations, the
performance of our synthesized kernels is generally comparable to the expert-
written code, which is single-threaded. Our version does outperform PyTorch
on some layers by up to 7x (Cs, C8, C11); these layers are “down-sampling”
convolutions that the PyTorch library does not optimize for. In contrast, our
scheduling abstraction allows us to independently optimize each convolution.

Because our approach integrates scheduling and code generation, we can
easily generate an optimized multi-threaded implementation without manual
code changes. In Figure 3.9, our multi-threaded A?W' convolution outperforms
PyTorch by an average of 5.3x and up to 16.6x. This result demonstrates the
flexibility of our automated approach to adapt to new hardware resources and
new optimizations that were missing from hand-written kernels.
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Figure 3.10: Quantized convolution speedups for various quantization configurations,
normalized to 32-bit floating point.

3.5.0.3 Exploring Quantization Configurations

Our automation allows us to rapidly explore the potential benefits of different
quantization configurations without hand-tuning for each new configuration
and platform. We exploited this automation to perform a limit study of the
possible speedups available at reduced precisions.

Figure 3.10 shows the performance of different configurations generated
with our approach compared to a 32-bit floating-point baseline. The results
support the intuition that smaller quantizations (e.g., A'W') perform better.
However, the performance benefit of quantization varies between layers—for
example, A'W' speedups vary from 3.6x to 14.7x. The speedup of a layer is
correlated with the number of input channels in the convolution (Table 3.1). In
our generated schedules, tensors are both bit-packed and vectorized along the
input channel axis. Increasing the input channels therefore improves utilization
of the available hardware resources. The larger convolutions also expand the
working set beyond the ARM CPU’s cache size in the floating-point version.

To further explore the limits of quantization, Figure 3.11 shows the perfor-
mance of all configurations up to A3W? on layer C2, which is representative
of the average performance profile in Figure 3.10. The missing configurations
require combining 8-bit and 16-bit arithmetic during the compute phase, which
our compute sketch does not support. The potential performance benefit of
quantization degrades rapidly as the number of bits increases, due to the
O(NM) scaling shown in Section 3.2. But even at AZW2, quantization offers a
considerable speedup over floating point; coupled with the reduction in memory
footprint, this result confirms the value of quantization in resource-constrained
environments.

Figure 3.11 also shows the performance of our synthesis engine for each
configuration, with more detail in Table 3.2. Synthesis performance worsens
as the number of bits increases—from 17 seconds at A'W' (two bits total) to
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Figure 3.11: Relative speedup over 32-bit floating point, and kernel synthesis time, for
convolutional layer C2 at different quantization configurations.

Configuration Synthesis Time (s) Scheduling
Compute Reduction Verify Total Time (s)
AlW! 2.4 9.0 58 17.2 344
AZW! 21.0 13.9 10.6  45.5 328
Alw? 62.2 12.7 15.2  90.1 352
ASW! 62.2 18.9 15.2 158.3 435
Alw3 63.8 32.1 15.4 109.7 460
ATW? 90.4 524 155 1583 334

Table 3.2: Microkernel synthesis and scheduling times. Synthesis time is broken down
into time spent solving the compute and reduction sketches and verifying
the solution. Scheduling time is the total across all convolutional layers.

158 seconds at A2W? (four bits total). This poor scaling is because we allow the
synthesizer to reason about individual bits, which gives it maximum freedom
to find optimizations, but makes reasoning expensive.

Increases in the number of weight bits cause more dramatic performance
degradation than increases in activation bits (e.g., A W? is slower to synthesize
than A?W"), because weight matrices are larger than activation matrices and
so more total bits are necessary.

Table 3.2 also shows the time required for AutoTVM scheduling of each
configuration. Each time is the total scheduling time across all convolutional
layers. Scheduling is largely independent of the number of bits, and so does not
degrade as dramatically as the number of bits increases. However, scheduling
time dominates synthesis time in all cases, and so we could narrow the scope
of AutoTVM'’s search if faster end-to-end synthesis was necessary.
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3.6 RELATED WORK

QUANTIZED NEURAL NETWORKS. Whereas our work focuses on efficiently
executing quantized networks, most prior work focuses on the orthogonal prob-
lem of training such models to minimize accuracy loss due to quantization.
BinaryNet [43] presents a training algorithm for binary neural network with
weights and activations quantized to 1-bit. The resulting networks are competi-
tive in accuracy to floating point networks on simple image recognition tasks
such as hand written digit recognition. XNORNet [107] improved the accuracy
of binary neural networks through architectural changes, but had much worse
accuracy than floating point on complex recognition tasks, such as classification
on ImageNet [116].

More recent quantized neural networks focus on reducing the accuracy gap
on ImageNet by increasing the precision. DoReFa-Net [149] and HWGQ [29]
quantize activations down to 2- to 4-bits while keeping 1-bit weights, and
trained models with accuracy within 5% to 9% of floating point on the same
model architecture. By quantizing both weights and activations to 2 bits, Choi
et al. [40] further reduced the accuracy gap to 3.4% below floating point.

QUANTIZED MACHINE LEARNING KERNELS. Quantized neural networks
are trained in floating point so that iterative small adjustments to the model can
be made; even the forward pass during training only simulates quantization.
There has been comparably little work on efficient inference for quantized
neural networks, or on implementing the quantized operators they depend on.
Umuroglu and Jahre [139] and Tulloch and Jia [136] present implementations
of quantized machine learning kernels for ARM CPUs with hand-optimized
code. Both implementations use ARM NEON instrinsics and rely on careful
tiling to match register and cache sizes of their target devices. As a result, their
peak performance is closely tied to their target device’s microarchitecture.

BitFlow [70] is a hierarchical framework for implementing binary neural
networks on CPUs. They present a code generator that efficiently maps 1-bit
quantized operators to the appropriate SIMD compute kernels based on the
operator dimensions, and divides work among the available cores to exploit
MIMD parallelism. In contrast, we take a more holistic approach: our schedul-
ing phase encompasses a variety of optimizations, including choices about how
to bit-pack quantized data, that can be applied in any (valid) combination. Our
approach also extends easily to quantizations beyond 1 bit.

Earlier versions of TVM [34] supported ultra-low-precision quantization
using hand-written microkernels for ARM’s NEON vector extensions [46].
These implementations are no longer supported because of the difficulty of
maintaining them; recent TVM versions instead use the LLVM code generation
approach to quantization that we outlined in Section 3.5. Performance of the
old implementations is not directly comparable to ours, because they used
unipolar encodings for quantization, whereas we use the more modern hybrid
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unipolar-bipolar encoding (which requires twice the popcounts). Nonetheless,
our synthesized microkernels are an average of 10% and up to 2.2x faster than
TVM’s previous hand-written kernels.

AUTOMATIC GENERATION OF KERNELS. Automatic generation of efficient
floating-point tensor kernels is a long-standing problem. Tensor compilers such
as TACO [79] and Halide [106] automatically generate kernels for sparse lin-
ear algebra and image processing, respectively. Machine learning compilers
such as Tensor Comprehensions [142], GLOW [114], and TVM [34] generate
efficient code specifically for machine learning models using domain-specific
optimizations at both the graph and operator level. Our work extends this ap-
proach by focusing on quantized models, allowing us to exploit domain-specific
knowledge (e.g., the bit-packing axis) to generate efficient implementations.

SPECIALIZED HARDWARE BACKENDS. The emergence of machine learning
accelerators in ASICs [32, 35, 76] and FPGAs [41, 91, 138] has led to increased
specialization of both hardware intrinsics (e.g. single instruction matrix mul-
tiplication) and data type selection. Accelerators that expose a quantized pro-
gramming interface [77, 120, 140] offer new opportunities for our synthesis
approach to extract performance. For example, an accelerator could offer spe-
cialized operations for A"W™ quantizations, and our synthesis engine could
compose these operations to reach the desired configuration for a given model.
Since the optimal scheduling of a workload on an accelerator is a function of
compute, memory bandwidth, and on-chip storage, our automated scheduling
approach would benefit accelerators by delivering the best performance at all
quantization settings.

PROGRAM SYNTHESIS. Our approach uses program synthesis to generate
quantized tensor kernels, following the lead of many existing tools. Spiral [104]
is a tool for generating high-performance implementations of fast Fourier
transforms and other DSP primitives. Chlorophyll [100] is a superoptimizer for
a low-power spatial architecture. Synapse [22] is a program synthesis framework
for compiling low-level programs optimally with respect to a cost function. Our
work further demonstrates the potential for program synthesis as a tool for
generating efficient implementations of small performance-critical kernels that
a regular compiler is unable to find.

3.7 CONCLUSION

Our automated approach to compiling quantized models combines the strengths
of both machine learning (for scheduling [33]) and program synthesis (for code
generation [133]). The result is a workflow that generates kernels that outper-
form than both optimized floating-point and state-of-the-art quantized imple-
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mentations. Automation also helps machine learning practitioners experiment
with new quantization regimes, model designs, and hardware architectures, all
without having to re-engineer low-level kernels with each change. Our work
makes quantized models practical to deploy in resource-constrained settings,
bringing the successes of machine learning to a plethora of new environments.
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HOMOMORPHIC ENCRYPTION

This chapter presents Porcupine, an optimizing compiler that generates vec-
torized HE code using program synthesis. Homomorphic encryption (HE) is a
privacy-preserving technique that enables computation directly on encrypted
data. Despite its promise, HE has seen limited use due to performance over-
heads and compilation challenges. Recent work has made significant advances
to address the performance overheads but automatic compilation of efficient
HE kernels remains relatively unexplored.

HE poses three major compilation challenges: it only supports a limited set
of SIMD-like operators, it uses long-vector operands, and decryption can fail
if ciphertext noise growth is not managed properly. Porcupine captures the
underlying HE operator behavior so that it can automatically reason about the
complex trade-offs imposed by the challenges and generate optimized, verified
HE kernels. We evaluate Porcupine using a set of kernels and show speedups of
up to 51% (11% geometric mean) compared to heuristic-driven hand-optimized
kernels. Analysis of Porcupine’s synthesized code reveals that optimal solutions
are not always intuitive, underscoring the utility of automated reasoning in this
domain.

4.1 INTRODUCTION

Homomorphic encryption (HE) is a rapidly maturing privacy-preserving tech-
nology that enables computation directly on encrypted data. HE enables secure
remote computation, as cloud service providers can compute on data without
viewing the data’s contents. Despite its appeal, two key challenges prevent
widespread HE adoption: performance and programmability. Today, most
systems-oriented HE research has focused on overcoming the prohibitive per-
formance overheads with high-performance software libraries [102, 119] and
custom hardware [109, 112]. The performance results are encouraging with
some suggesting that HE can approach real-time latency for certain applications
with sufficiently large hardware resources [109]. Realizing the full potential of
HE requires an analogous compiler effort to alleviate the code generation and
programming challenges, which remain less explored.

Modern ring-based HE schemes pose three programming challenges: (i)
they only provide a limited set of instructions (add, multiply, and rotate); (ii)
operands are long vectors, on the order of thousands; (iii) ciphertexts have
noise that grows as operations are performed and causes decryption to fail
if too much accumulates. For instance, the Brakerski/Fan-Vercauteren (BFV)
crpytosystem [53] operates on vectors that pack multiple data elements into a
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Figure 4.1: A high-level HE compiler flow. Porcupine performs vectorization and com-
putation optimization.

single ciphertext to improve performance. Instructions operating on packed-
vector ciphertexts can be abstracted as a SIMD (single instruction, multiple
data) instruction set, which introduces vectorization challenges.

To target the instruction set, the programmer must break down an input
kernel into SIMD addition, multiply, and rotation instructions, while minimizing
noise accumulation. These challenges introduce a complex design space when
implementing HE kernels. As a result, HE kernels are currently written by a
limited set of experts fluent in “HE-assembly” and the details of ciphertext
noise. Even for experts, this process is laborious. As a result, hand-writing
HE programs does not scale beyond a few kernels. Thus, automated compiler
support for HE is needed for it to emerge as a viable solution for privacy-preserving
computation.

A nascent body of prior work exists and has investigated specific aspects
of compiling HE code. For example, prior work has shown HE parameter
tuning, which determines the noise budget, can be automated and optimized
to improve performance [8, 31, 49, 50]. Others have proposed mechanisms to
optimize data layouts for neural networks [50]. Prior solutions have also used a
mix of symbolic execution [8] and rewrite rules [18, 31, 49] for code generation
and optimizations for logic minimization (e.g., Boolean logic minimization [31,
84]. Each of these lines of work have advanced the field and addressed notable
HE compilation challenges. Figure 4.1 depicts where Porcupine fits in a HE
compiler framework. In contrast to related work (see Section 4.8),we are the
first to automate compiling and optimizing vectorized HE kernels, a crticial
component towards compiling efficient HE programs.

In this chapter we propose Porcupine, a synthesizing compiler for HE. Users
provide a reference implementation of their plaintext kernel and Porcupine
synthesizes a vectorized HE kernel that performs the same computation. Inter-
nally, Porcupine models instruction noise, latency, behavior, and HE program
semantics with Quill: a novel HE DSL. Quill enables Porcupine to reason about
and search for HE kernels that are (verifiably) correct and minimizes the ker-
nel’s cost, i.e., latency and noise accumulation. With Porcupine and Quill, we
develop a synthesis procedure that automates and optimizes the mapping and
scheduling of plaintext kernels to HE instructions.

Porcupine uses syntax-guided synthesis [5] so that our synthesizer completes
a sketch, or HE kernel template. We introduce a novel local rotate that treats
ciphertext rotation as an input to HE add and multiply instructions rather
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than an independent rotation instruction; this makes the synthesis search
more tractable by limiting the space of possible programs. Furthermore, we
develop several HE-specific optimizations including rotation restrictions for
tree reductions and stencil computations, multi-step synthesis, and constraint
optimizations to further improve synthesis run time (details in Section 4.6).

We evaluate Porcupine using a variety of image processing and linear al-
gebra kernels. Baseline programs are hand-written and attempt to minimize
multiplicative and logical depth, the current best practice for optimizing HE pro-
grams [8, 31, 84]. For small kernels, Porcupine is able to find the same optimized
implementations as the hand-written baseline. On larger, more complex kernels,
we show Porcupine’s programs are up to 51% faster. Upon further analysis,
we find that Porcupine can discover optimizations such as factorization and
even application-specific optimizations involving separable filters. Our results
demonstrate the efficacy and generality of our synthesis-based compilation
approach and further motivates the benefits of automated reasoning in HE for
both performance and productivity.

This chapter makes the following contributions:

1. We present Porcupine, a program synthesis-based compiler that auto-
matically generates vectorized HE programs, and Quill, a DSL for HE.
Porcupine includes a set of optimizations needed to effectively adopt
program synthesis to target HE.

2. We evaluate Porcupine using nine kernels to demonstrate it can success-
fully translate plaintext specifications to correct HE-equivalent implemen-
tations. Porcupine achieves speedups of up to 51% (11% geometric mean)
over hand-written baselines implemented with best-known practices. We
note situations where optimal solutions cannot be found with existing
techniques (i.e., logic depth minimization), further motivating automated
reasoning-based solutions.

3. We develop a set of optimizations to improve Porcupine’s synthesis time
and compile larger programs. First, we develop a domain-specific local
rotate that considers rotations as inputs to arithmetic instructions, narrow-
ing the solutions space without compromising quality. We further restrict
HE rotation patterns and propose a multi-step synthesis process.

4.2 HOMOMORPHIC ENCRYPTION BACKGROUND

This section provides a brief background on homomorphic encryption. We refer
the reader to [23, 25, 26, 53, 59] for the more technical details of how HE works.
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Figure 4.2: HE system for to an untrusted third party cloud. A plaintext data asset
x is encrypted with a key k to generate ciphertext x’ and transmitted to
the cloud. The cloud service applies HE computation g’ to the ciphertext
without decrypting the data. The result g’(x’) is transmitted back to client
where decryption yields the result g(x).

4.2.1  Homomorphic Encryption Basics

Homomorphic encryption enables arbitrary computation over encrypted data or
ciphertexts [58]. This enables secure computation offload where an untrusted
third party, such as a cloud provider, performs computation over a client’s
private data without gaining access to it.

Figure 4.2 shows a canonical HE system for secure cloud compute. First, the
client locally encrypts their data asset x using a private key k. The resulting
ciphertext x’ is then sent to the cloud where an HE function ¢’ is applied to
it. The output of the computation g’(x’) is then sent back to the client and
decrypted using the same key k to reveal the plaintext output: g(x). HE allows
us to define a function g’ that operates over ciphertext x’ = encrypt(x, k) such
that:

decrypt(g’(x’), k) = g(x)

The private key k never leaves the client, ensuring the client’s data asset is
secure throughout the computation. Additionally, the client does not learn g,
which could be a secret that the cloud wants to protect. Porcupine’s goal is to
synthesize g’ given a definition of the kernel g.

This chapter focuses on the BFV cryptosystem, a specific HE scheme that
targets integers [53]. In the remainder of this section, we provide an overview
of the BFV scheme and focus on the vector programming model, instructions,
and noise considerations it exposes. For a more technical description see [3,

53].
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4.2.2 BFV

BFV is an HE scheme that operates over encrypted integers. In BFV, integers
are encrypted into a ciphertext polynomial of degree N with integer coefficients
that are modulo q. A key property of BFV is batching; this allows a vector of up
to N integers to be encrypted in a single ciphertext with operations behaving in
a SIMD manner.

For the most part, ciphertext polynomials behave as a vector of N slots
with bitwidth q. N and q are BFV HE parameters set to provide a desired
security level and computational depth, not the number of raw integers that are
encrypted. Regardless of whether we encrypt a single integer or N integers in a
ciphertext, a vector of N slots is allocated for security purposes. N is required
to be a large power of two and is often in the tens of thousands, which makes
batching crucial to efficiently utilizing ciphertext space.

INSTRUCTIONS. BFV provides three core ciphertext instructions that behave
like element-wise SIMD instructions: SIMD add, SIMD multiply, and SIMD
(slot) rotate. Additionally, BFV supports variants of add and multiply that
operate on a ciphertext and plaintext instead of two ciphertexts.

Consider two vectors of integers X = {xo, X1, ..., Xxn—1}and Y ={yo, Y1, ..., Yn—1}
with ciphertext representation X’ and Y’ respectively. SIMD add and multi-
ply both perform element-wise operations over slots. SIMD add computes
add(X’,Y’) such that decrypt(add(X’,Y)’),k) = {xo +Yo,X1 +Y1,...., Xn—1 +
Yn—1}, where k is the key used for encryption of X’ and Y’. Similarly, the
SIMD multiply instruction processes mult(X,Y) so that decrypt(g’(X’,Y’), k) =
{x0 X Yo, X1 X Y1,..., Xn—1 X Yn—1}. Note that the underlying operations that
implement add(X’, Y’) and mult(X’, Y’) over the ciphertext representations are
not simple vector addition or multiplication instructions.

ROTATE. Additionally, HE provides rotate instructions that circularly shift
slots in a ciphertext by an integer amount (similar to bitwise rotations). Rotations
occur in unison: given a rotation amount, all slots shift by the same amount in
the same direction and the relative ordering of slots is preserved. For example,
rotating a ciphertext X’ = {x¢, X1, X2, ..., Xn—1} by one element to the left returns
{X] y X2, 000y Xn—1, XO}.

Note the ciphertext is not a true vector, so slots cannot be directly indexed
or re-ordered. Slot rotation is necessary to align slot values between vectors
because add and multiply instructions are element-wise along the same slot
lanes. For example, reductions that sum many elements within a ciphertext
will need to rotate slots so that elements can be summed in one slot. Arbitrary
shuffles also have to be implemented using rotates and multiplication with
masks which can require many instructions and quickly become expensive to
implement.
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Figure 4.3: HE vectorized dot product implementation. Given an encrypted input from
the client (A), the server performs an element-wise multiplication with
server-local data (B). A reduction is performed using a combination of
rotation and add instructions. The resulting ciphertext is then returned the
client for decryption.

Co-4 X X X

NOISE. During encryption ciphertexts are injected with random noise to
prevent threats such as replay attacks [128]. During computation this noise
grows. The ciphertext bitwidth g needs to be large enough to contain this noise
growth or else the ciphertext becomes corrupted and upon decryption returns
an random value (i.e., garbage value). However, larger values of q increase the
memory footprint of ciphertext and requires more compute resource to perform
the larger bitwidth arithmetic calculations that back HE instructions.

Specifically, add and rotate additively increase noise, and multiplication
multiplicatively increases noise. Because multiplication dominates noise growth,
the multiplicative depth of a program can be used as a guide to select q or as a
minimization target.

4.3 HE COMPILATION CHALLENGES

Handwriting efficient HE kernels is a tedious and error-prone process as HE
provides limited instructions, intra-ciphertext data movement must be done
using vector rotation, and the noise budget adds additional sources of error. As
a result, HE code is today is typically written by experts [50, 78, 109].
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Porcupine’s goal is to automate the generation of vectorized HE kernels
to lower HE'’s high barrier-to-entry to non-experts as well as time-to-solution
for experts. This section motivates the need for automated reasoning in HE
compilers using a vectorized dot product (see Figure 4.3) as a running example.

4.3.1  Data Packing

To compute an HE dot product, a client sends an encrypted vector of elements to
be computed with a server’s vector; the encrypted result is then sent back to the
client. A client could encrypt each element of the input vector into individual
ciphertexts, but this uses only a single slot of each ciphertext vector, wasting
the other slots. Another solution is to batch N independent tasks into a single
ciphertext to amortize the cost of the ciphertext and HE program. However, HE
vectors can hold tens of thousands of elements and most applications cannot
rely on batching of this scale.

Instead, a client can pack the input data vector in a single ciphertext, as
shown in Figure 4.3. In our example of a four element dot product, this requires
only one ciphertext, not four. Porcupine assumes kernels operate over packed inputs
to efficiently utilize memory.

4.3.2  HE Computation

One of the key challenges for building optimized HE kernels is breaking
down scalar computation to efficiently use the limited HE instruction set. In
ciphertext vectors, the relative ordering of packed data elements is fixed; thus,
while element-wise SIMD addition and multiplication computation is trivial
to implement, scalar-output calculations such as reductions require proper
alignment of slots between ciphertext operands. The only way to align different
slot indices between two ciphertexts is to explicitly rotate one of them such that
the desired elements are aligned to the same slot.

Figure 4.3 illustrates how this is done for an HE dot product reduction
operation using packed vectors. The client’s and server’s ciphertext operands
are multiplied together and reduced to a single value. The multiplication
operation is element-wise, so it can be implemented with a HE SIMD multiply
operation. However, the summation within the vector must be performed by
repeatedly rotating and adding ciphertexts together such that the intermediate
operands are properly aligned to a slot in the vector (in this case the slot at index
0). The rotations and arithmetic operations are interleaved to take advantage of
the SIMD parallelism and enable reduction to be computed with only two HE
add operations for four elements.

For more complex kernels, simultaneously scheduling computations and
vector rotations is non-trivial to implement efficiently. Arbitrary slot swaps or
shuffles (e.g., instructions like _mm_shuffle_epi32) that change the relative or-
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Figure 4.4: The Porcupine compiler. The user provides: (a) a kernel specification and
(b) a kernel sketch with ?? denoting holes in the sketch. (c) The Quill DSL
encodes the semantics of the HE instruction set and noise models. (d) Porcu-
pine’s synthesis engine completes the sketch and synthesizes a program that
implements the specification using the Quill DSL. Porcupine uses an SMT
solver to automatically solve the vectorization and scheduling challenges so
that (e) the synthesized program is optimized. (f) The optimized HE kernel
is consumed by code generation to target the SEAL library [119].

dering of elements in a vector are even more tedious to implement. While these
arbitrary shuffles can be implemented in HE by multiplying with masks and
rotation operations, this is undesirable since it requires dramatically increasing
the multiplicative depth and hence noise budget requirements.

4.3.3 Performance and Noise

The vectorization challenges are further complicated by HE’s compound-cost
model that must consider both performance and noise. Performance and noise
costs cannot be reasoned about independently; the performance cost must
be aware of the noise growth since the noise budget parameter q defines the
bitwidth precision of the underlying mathematical HE instruction implementa-
tions. Thus, a larger q increases the latency cost of each HE instruction. This
means any sort of optimization objective for program synthesis will have to
consider both noise and performance together.

4.4 PORCUPINE COMPILER AND SYNTHESIS FORMULATION

This section introduces the Porcupine compiler, Quill DSL, and the program
synthesis formulation used to optimize HE kernels.
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Figure 4.5: The Quill DSL. A Quill kernel is made up of a list instructions that produce
a final ciphertext (ct). Each instruction produces a ciphertext and takes as
input at least one ciphertext and possibly a plaintext (pt) or integer.

4.4.1  Compiler Overview

Porcupine is a program synthesis-based compiler that searches for HE kernels
rather than relying on traditional rewrite rules. By searching for programs,
Porcupine can discover optimizations that are potentially difficult to identify by
hand. At a high level, Porcupine takes a kernel specification (Figure 4.4a) and
sketch (Figure 4.4b) as input, and outputs an optimized HE kernel (Figure 4.4f).
Section 4.4.2 defines our Quill DSL (Figure 4.4c) which is used to model the
noise and latency semantics of each HE instruction. Section 4.4.3 defines what
composes the specification that Porcupine as input (Figure 4.4a). Section 4.4.4
explains our sketch formulation and design decisions behind them (Figure 4.4b).
Section 4.5 details our synthesis engine [5] which takes the specification, sketch,
and HE kernel, and emits a synthesized HE kernel (Figure 4.4).

4.4.2 Quill: A DSL for HE

The Quill DSL serves as a specification for HE programs and models HE
ciphertext, instructions, and their latency-noise behavior. This enables Porcupine
to reason about HE instruction behavior as well as verify correctness. When
synthesizing an HE kernel, Porcupine first synthesizes a Quill kernel which
is then translated into code for an HE library such as SEAL. Quill currently
supports BFV [53] HE, however the techniques are general and can be extended
to other ring-based HE schemes, e.g., BGV [26] and CKKS [36].

Quill is used to describe straight-line HE programs that manipulate state
initially defined by input vectors (either ciphertext and plaintext) and returns a
ciphertext. Figure 4.5 defines Quill’s grammar. Quill programs are behavioral
models and not true HE programs. The ciphertext operands are implemented as
unencrypted vectors that can only be manipulated according to HE instruction
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Table 4.1: Quill instructions and their affect on the data (denoted by .data) and multi-
plicative depth (denoted by .depth) of the resulting ciphertext.

46

Instruction Computation Multiplicative depth

Add(cty, cty) — ct, ctx.data + cty.data max(cty.depth,cty.depth)
Add(ct, pt) — ct, ct.data + pt.data ct.depth

Subtract(cty, cty) — ct, cty.data—cty.data max(cty.depth + cty.depth)
Subtract(ct, pt) - ct,  ct.data—pt.data ct.depth

Multiply(cty, cty) — ct, ctx.data x cty.data max(cty.depth, cty.depth) +1
Multiply(ct, pt) = ct, ct.data x pt.data ctx.depth +1

Rotate(ct, x) — ct, ct.datali] « ct.depth

ct.data[(i+ x)modN]

rules, which are captured by Quill’s semantics. This provides the benefit that
we can compile code without considering the implementation details of true
HE.

STATE IN QUILL In a Quill program, state is defined by plaintext and ci-
phertext vectors. All ciphertexts are associated with metadata that tracks each
operand’s multiplicative depth, which models noise accumulation. An input
or fresh ciphertext has zero multiplicative depth and increases each time a
multiplication is performed. We track only multiplicative depth as it simpli-
ties the objective of noise minimization without sacrificing accuracy as other
instructions - add and rotate - contribute relatively negligible noise.

THE QUILL INSTRUCTIONS. Quill supports a SIMD instruction set with
a one-to-one mapping to BFV HE instructions. Table 4.1 describes each in-
struction’s type signature and how they transform state. Instructions include
addition, multiplication, and rotations of ciphertext instructions as well as vari-
ants that operate on ciphertext-plaintext operands, e.g., multiplication between
a ciphertext and plaintext. Each instruction is associated with a latency derived
by profiling its corresponding HE instruction with the SEAL HE library [119].

4.4.3 Kernel Specification

A specification completely describes a target kernel’s functional behavior, i.e., it
defines what the synthesized HE kernel must compute. In Porcupine, a specifi-
cation comprises a reference implementation of the computation (in plaintext) and
vector data layout that inputs and outputs must adhere to.

REFERENCE IMPLEMENTATION. Reference implementations are programs
written in Racket [105] that define the plaintext computation. We later use
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Rosette [131] to automatically lift the Racket program to a symbolic input-
output expression that defines the program’s behavior. An example reference
implementation for the G, kernel is shown below. The code takes as input a
2D gray-scale image and calculates the x-gradient by summing and weighting
neighboring pixels according to a 3x3 filter.

(define (Gx img height width filter):
for h in 0 to height
for w in 0 to width:
for kh in 0 to 3:
for kw in 0 to 3:
result[h,w] += img[h+kw, w+kw] *
filter[kh, kw]

Porcupine uses the reference implementation to verify synthesized ones are
correct; the quality of the reference program does not impact synthesized code
quality. As a result, users can focus on writing correct code without the burden
of performance tuning.

To work correctly, the implementation must describe computation that is
directly implementable in HE. Implementations cannot contain data dependent
control flow such as conditional statements or loops that depend on a ciphertext,
since we cannot see the values of encrypted data. This is a limitation of HE,
and while it is possible to approximate this behavior, e.g., using a polynomial

function, this is beyond the scope of our work.

DATA LAYOUT. A data layout defines how the inputs and outputs are packed
into ciphertext and plaintext vectors. In the Gx example, we pack the input
and output image into one ciphertext as a flattened row-order vector with
zero-padding around the borders. The data layout is an input to the synthesizer
only, and the reference implementation does not need to consider it. Together,
the reference implementation and data layout define the inputs and outputs to
the HE program, and Porcupine will synthesize an HE program that achieves
that transformation.

4.4.4 Sketch

The user also provides a sketch, which is a template for describing partial Quill
kernels that are used to guide the synthesis engine towards a solution. It allows
the user to articulate required features of the HE kernel to the synthesis engine
while leaving other components unspecified as holes, indicated by ??, for the
engine to fill in. The synthesizer then completes the sketch by filling in the
holes to match the functionality of the reference implementation. We introduce
a local rotate sketch to help the user convey hints about ciphertext rotations. An
example of a local rotate sketch for the Gy kernel is shown below:

; Program sketch of L components

; ctO is a ciphertext input

(define (Gx-Sketch ct0O L)
; choose an existing ciphertext
(define (??ct) (choosex ct))
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; choose a rotation amount in range (0,N)
(define (?7?r)
(apply choosex (range 0 N)))

; choose a rotation of an existing ciphertext
(define (??ct-r)
(rot-ct ??ct ?7r))

; choose an opcode with operand holes
(for/list i = 1 to L
(choosex
(add-ct-ct (??ct-r) (??ct-r))
(sub-ct-ct (??ct-r) (??ct-r))
(mul-ct-pt (?7ct) [2 2 ... 2]))))

The sketch describes a kernel template that takes as input a single ciphertext
(encrypted image) and applies a kernel composed of L components or arithmetic
instructions. In this example the components are: add two ciphertexts, subtract
two ciphertexts or multiply a ciphertext by a plaintext of 2s. Each component
contains holes for their instruction dependent operands. Specifically, ??ct is
ciphertext hole that can be filled with the ciphertext input or a ciphertexts gen-
erated by previous components. ??ct-r is a ciphertext-rotation that introduces
two holes: a ciphertext hole and a rotation hole. The ciphertext hole can be
filled with any previously generated ciphertexts and the rotation hole indicates
the ciphertext can be rotated by any legal amount (1 to N —1) or not at all.
Ciphertext-rotation holes indicate the kernel performs a reduction operation
over elements and requires rotation to align vector slots.

Writing sketches of this style is relatively simple, with most sketches taking
only a few minutes to write and debug. The arithmetic instructions can be
extracted from the specification. In this case add, subtract, and multiplication by
2 were used in the reference implementation. The set of arithmetic instructions
is treated like a multiset of multiplicity L, and the synthesizer will determine
which instructions and how many are needed. In other words, the sketch does
not have to be exact as the synthesizer can choose to ignore instructions; this
once again eases the burden on the user. Additionally, the user must specify
whether instruction operands should be ciphertexts or ciphertext-rotations,
and what rotations are allowed. As a fall back, all ciphertext holes can be
made ciphertext-rotation holes; however, this will increase solving time as the
sketch describes a larger space of programs. Furthermore, the effort of sketch
writing can potentially be amortized by re-using or tweaking a sketch from a
kernel with similar compute patterns. For example, when writing a sketch for a
different 2D convolution, we could start from this Gx-sketch and either re-use
it or change the plaintext constants.

A key feature of our sketches is that we treat rotation as an input to arithmetic
instructions rather than a component of the sketch. This is because rotations
are only useful when an arithmetic instruction needs to re-align operands; in
isolation, rotations do not perform meaningful computation. This excludes
programs that contain nested rotations since rotations can be combined. For
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instance, we disallow (rot (rot co 1) 2) since this can be more succinctly expressed
as (rot co 3).

The sketches must describe loop-free programs so that Quill can interpret
them. Porcupine requires sketches to be parameterized by the number of
components in the program. Porcupine first explores small (in terms of L
programs and iteratively explores larger programs by incrementing L until a
solution is found.

SOLUTION. A solution is a completed sketch that matches the reference
implementation. Porcupine’s synthesis engine generates solutions by filling
instruction and operand holes such that the resulting program satisfies the
specification and optimizes the objective functions (minimize instruction count
and noise). The solution Porcupine synthesizes for the above example uses
three arithmetic instructions and four rotations *:

Ciphertext cl (add-ct-ct (rot-ct cO -5) co0)

Ciphertext c2 (add-ct-ct (rot-ct cl 5) cl)

Ciphertext c3 (sub-ct-ct (rot-ct c2 1)
(rot-ct c2 -1))

4.5 SYNTHESIS ENGINE

This section describes how Porcupine’s synthesis engine (see Algorithm 1)
searches the program space (described by our local rotate) to find an optimized
HE solution that satisfies the kernel specification. Porcupine’s synthesis engine
operates by first synthesizing an initial solution. It then optimizes the solution
by iteratively searching for better solutions until either the best program in the
sketch is found or a user-specified time out is reached.

Porcupine’s synthesis engine is a counter-example guided inductive synthesis
(CEGIS) loop [73, 126]. It leverages Rosette’s built-in support for translating
synthesis and verification queries to constraints that are solved by an SMT
solver.

4.5.1 Synthesizing an Initial Solution

The first step in Porcupine’s synthesis procedure is to synthesize an initial
program that satisfies the user’s specification. In particular, Porcupine first
attempts to complete a sketch sketch that encodes programs using L compo-
nents. Specifically, Porcupine searches for a solution soly contained in sketchp
that minimizes L and satisfies the specification for all inputs. We follow a syn-
thesis procedure similar to those proposed in [64, 73, 126], and avoid directly
solving the above query because it contains a universal quantifier over inputs.
Instead, we synthesize a solution that is correct for one random input then

1 Rotation amounts are adjusted to be relative in example.
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verify it is correct for all inputs, applying feedback to the synthesis query if
verification fails.

SYNTHESIZE. The engine starts by generating a concrete input-output exam-
ple, (x0,Yo0), by evaluating the specification using a randomly generated input,
Xo (line 6). The engine attempts to synthesize a program that transforms x¢ into
Yo by completing the sketch and finding a binding for the L arithmetic instruc-
tions and operand holes (line 10). We generate a synthesis query expressing
solve(sketchy (xo) = yo), which is then compiled to constraints and solved by
an SMT solver.

VERIFY. If successful, the synthesis query described above returns a program
that satisfies the input specification for the input x(, but not necessarily for all
possible inputs. To guarantee that the solution is correct, Porcupine verifies the
solution matches the specification for all inputs. Porcupine leverages Rosette’s
symbolic evaluation and verification capabilities to solve this query. First, a
formal pre-condition and post-condition is lifted from reference specification
with symbolic execution, capturing the kernel’s output for a bounded set of
inputs as a symbolic input-output pair (%, ). Rosette then solves the verification
query verfiy(sol(X) = spec(%k)).

RETRY WITH COUNTER-EXAMPLE. If verification fails, it returns a counter-
example, (x1,y1), that causes the synthesized kernel to disagree with the
specification. Porcupine then makes another attempt to synthesize a program;
this time trying to satisfy both the initial example and counter-example. This
process repeats until Porcupine finds a correct solution.

If the engine cannot find a solution, indicated when the solver returns unsat
for any synthesis query, the engine concludes that for the given sketch, a
program that implements the specification with L components does not exist.
The engine tries again with a larger sketch sketchp ;1 that contains one more
component and this process repeats until a solution is found. By exploring
smaller sketches first, our algorithm ensures that the solution using the smallest
number of components is found first.

4.5.2  Optimization

Once an initial solution is found, Porcupine’s synthesis engine attempts to
improve performance by searching for better programs contained in the sketch.
Programs are ranked according to a cost function that Porcupine attempts to
minimize.

COST FUNCTION. Porcupine uses a cost function that multiplies the esti-
mated latency and multiplicative depth of the program: cost(p) = latency(p) x
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Algorithm 1 Synthesis engine

1: Input
22 spec Kernel reference program

3> sketch  Partial HE program

4 Synthesize first solution

5: function SYNTHESIZE

6: Yo < spec(xp) > Random input-output example
7. U = spec(R) > Symbolic input-output
8: examples = [(xo,Yo)]

o:  while true do

10: sol < solve(sketch s.t. y=sketch(x))

11: if sol is unsat then

12: return False > Sketch too restrictive
13: cex < verify({J = solution(k))

14: if cex = unsat then

15: return sol

16: (x,y) < extract(cex) > Get counterexample

17: examples.append((x,y))
18: Minimize cost

19: function OPTIMIZE

200 sol < synthesize()

211 ¢/ < cost(sketch)

22:  sol’ < sol

23 while sol’ is sat do

24 ¢ < cost(sol), sol + sol’
25: sol’ < solve(sketch s.t. y=sketch(x) & ¢’ < ¢)
26: <verify sol’ and add cex if needed>

27:  return sol

(1 +mdepth(p)). We include multiplicative depth to penalize high-noise pro-
grams, which can lead to larger HE parameters and lower performance.

COST MINIMIZATION. Once a solution soly with cost costg is found, we
iteratively search for a new program with lower cost (line 19), as described
in [122]. Porcupine does this by re-issuing the successful synthesize query
with an additional constraint that ensures a new solution soly, has lower cost:
cost; < costp (line 25). This process repeats until the solver proves there
is no lower cost solution and it has found the best solution or the compile
time exceeds the user-specified time out. The initial solution is only used to
provide an upper-bound on cost and is not used during the optimization
synthesis queries. This forces the engine to consider completely new programs
with different instruction mixes and orderings. In practice, we find that initial
solutions perform well given the savings in compile time (see Section 4.7.5 for
discussion).
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4.5.3 Code Generation

The synthesis engine outputs a HE kernel described in Quill and Porcupine then
translates the Quill program into a SEAL program [119]. SEAL is a HE library
that implements the BFV scheme. Quill instructions map directly to SEAL
instructions, so this translation is simple, but the code generation handles a
few post-processing steps. For example, Porcupine inserts special relinearization
instructions after each ciphertext-ciphertext multiplication. Relinearization does
not affect the results of the HE program but is necessary to handle ciphertext
multiply complexities.

During code generation we also map fixed rotations to variable rotations to
support variable sized inputs for stencil kernels. In stencil kernels the amount
of computation per individual element depends on the window size, not the
size of the input. Therefore, we can translate fixed-sized rotations to variable
sized rotations to support variable sized images. For example, the final code
generated Gy kernel is shown below, where h and w are the height and width of
the ciphertext image in c0. While the synthesis step assumed a small fixed-size
4x4 image, we can translate the fixed rotations into variable rotations to support
generic sized images.

Ciphertext gx(Ciphertext c0, int h, int w)
Ciphertext cl = rotate(cO, w)

Ciphertext c2 add(c0O, cl)
Ciphertext c3 rotate(c2, -w)
Ciphertext c4 add(c2, c3)

Ciphertext c¢5 rotate(c4, 1)
Ciphertext c6 rotate(c4, -1)
return sub(c5, c6)

46 SYNTHESIS FORMULATION OPTIMIZATIONS

Scaling Porcupine to handle larger kernels requires optimizing the synthe-
sis formulation. Since the search space grows super exponentially, it quickly
becomes intractable—a five instruction HE program can have millions of candi-
date programs. This section describes optimizations developed to scale up our
formulation and their impact on the results.

4.6.1  Rotation Restrictions

HE Rotation instructions are used to align different vector slots within a cipher-
text to perform computation such as reductions. Ciphertext slots can be rotated
by up to N, the size of the ciphertext vector, which introduces a large number
of possible rotations for the synthesizer to select from. In practice, we observe
that of all possible rotations only a few patterns are ever used. For example, in
our Gy kernel each output element only depends on its neighbors in the 3x3
window, implying rotations that align input elements from outside this window
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are not necessary. By restricting rotations, we can scale up the synthesis process
by pruning away irrelevant potential programs.

To optimize for this, we introduce two types of rotation restrictions for
tree reductions and sliding windows. For sliding window kernels, which are
commonly used in image processing, we use the restriction described above
to restrict rotation holes ??rot to align elements covered by the window. The
tree reduction restricts rotations to powers of two and is used for kernels that
implement an internal reduction within the ciphertext. For example, in a dot
product elements in the vector are summed to produce one value. Restricting
the rotations to powers of two constrains the output programs to perform the
summation as a reduction tree.

4.6.2  Constraint Optimizations

We also apply a number of common constraint optimization techniques to im-
prove synthesis speed and scalability. We employ symmetry breaking to reduce
the search space for add, multiply, and rotate. For example, the programs a + b
and b + a are functionally equivalent but appear as two unique solutions to a
solver. Restricting operands to occur in increasing order eliminates redundant
candidate solutions and improves synthesis speed. For rotations we impose
symmetry breaking by forcing only left rotations, since a left rotation by x is
equivalent to a right rotation by N — x. We also enforce solutions use static sin-
gle assignment to instill an ordering and break symmetries between programs
that are functionally equivalent but write to different destination ciphertexts.
Our synthesis formulation also uses restricted bitwidth instead of full preci-
sion bit vectors to reduce the number of underlying variables the solver needs
to reason about. Ordinarily, the number of solver variables scales linearly with
bitwidth; however, we do not need the bit accurate behavior, only the operator
functionality, so this optimization does not affect correctness of the solution.

4.6.3 Multi-step Synthesis

One of the limitations of program synthesis is its inability to scale to large
kernels [66]. With the above optimizations, Porcupine scales to roughly 10-12
instructions, but beyond that the program space becomes intractable to search.
Many applications in image processing, neural networks, and machine learning
have natural break points. For instance, an image processing pipeline may have
cascaded stencil computations for sharpening, blurring, and edge detection
which have natural boundaries. To scale beyond the limitations of program
synthesis, we leverage these natural breakpoints to partition larger programs
into segments and synthesize them independently. In Section 4.7, we show how
this partitioning into a multistep synthesis problem can allow Porcupine to
scale to longer kernels.
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Figure 4.6: Speedup of Porcupine synthesized kernels compared to the baseline, results
are averaged over 50 runs. Kernels in blue are directly synthesized while
kernels in orange use multi-step synthesis.

4.7 EVALUATION

This section evaluates Porcupine’s synthesized programs and compares them
against expert-optimized baselines (see Section 4.7.2). We also report how long
Porcupine takes to synthesize kernels (see Section 4.7.5). We find that Porcupine
is able to synthesize a variety of kernels that are at least as good or better than
an expert-written version, and in most cases can synthesize a kernel in a few
minutes.

4.7.1  Methodology

Porcupine is implemented with Rosette v3.1 [131], and configured to use
Boolector [27] as its backend SMT solver. Synthesized kernels are compiled
down to SEAL v3.5’s BFV library [119]. When running Porcupine’s kernels,
security parameters are set to guarantee a 128-bit security level; both baseline
and synthesized kernels use the same settings. All experiments are conducted
on a 3.7 GHz Intel Xeon W-2135 CPU with 64 GB of memory.

WORKLOADS.  We evaluate Porcupine using common kernels found in linear
algebra, machine learning, and image processing listed in Table 4.3. Since there
is no standardized benchmark for compiling HE kernels, we attempt to be
as diverse and representative in our selection as possible. For example, dot
product, L2 distance, and linear and polynomial regression kernels are building
blocks of machine learning applications, while the x/y-gradient (Gx/Gy) and
Roberts Cross kernels are used in image processing applications.
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Table 4.2: A comparison of instruction count, multiplicative depth (M. Depth), and
logical depth (L. Depth) of synthesized and baseline kernels.

Kernel Synthesized /Baseline
Instr. M. Depth L. Depth

Box Blur 4/6 o/o 4/3
Dot Product 7/7 1/1 7/7
Hamming Distance 9/13 1/1 9/9
L2 Distance 7/7 1/1 7/7
Linear Regression 4/4 1/1 4/4
Polynomial Regression  7/9 2/2 5/5
Gx 7/12 o/o 4/4
Gy 7/12 o/o 4/4
Roberts Cross 10/10 1/1 5/5
Sobel 19/25 1/1 9/7
Harris 43/59 3/3 17/14

Kernels are modified to omit operations not directly supported by HE. For
instance, the canonical L2 distance kernel uses a square root, but many ap-
plications (e.g., k-nearest neighbors) can use squared distance with negligible
effect on accuracy [92]. Finally, because BFV cannot implement data-dependent
branches or conditionals, applications that require these operations are calcu-
lated up to a branch. For example, our Harris corner detector implementation
returns an image of response values that the user must decrypt and apply a
threshold over to detect the corners.

BASELINES. We compare Porcupine’s code quality against an expert’s hand-
written implementation that seeks to minimize multiplicative, then logical
depth. Minimizing multiplicative depth was chosen to reflect the state-of-the-art
solution that was recently proposed for optimizing HE kernels under Boolean
HE schemes [84]. The paper suggests that optimizing multiplicative depth also
minimizes noise, as fewer successive operations compound less noise between
any input-output. Since some of our baseline kernels require few or no multi-
plications, the baselines further minimize noise growth by minimizing logical
depth after multiplicative depth. To minimize depth, these programs attempt
to perform as much computation as possible in early levels of the program
and implement all reductions as balanced trees. In addition, all our baseline
implementations use packed inputs (i.e., are not scalar implementations) to
minimize latency.
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4.7.2  Synthesized Kernel Quality

To understand the quality of Porcupine’s synthesized programs, we compare
instruction count, multiplicative depth, logical depth, and run time against the
hand-optimized baseline. We report run time speedups in Figure 4.6, with all
times averaged over 50 independent runs and instruction counts in Table 4.2.

The results show that Porcupine’s kernels have similar or better performance
compared to the hand-written baselines. For some kernels such as dot product,
L2 distance, and Roberts Cross, Porcupine generates roughly the same kernel
as the hand-written implementation. The synthesized and baseline implemen-
tations may have different orderings of independent instructions, resulting in
small performance differences.

For more complex kernels (Gx, Gy), polynomial regression, and box blur),
we observe Porcupine’s programs have notably better run times, up to 51%
and use fewer instructions. Our speedups are a result of Porcupine being
able to identify different types of optimizations. For example, our synthesized
polynomial regression kernel found an algebraic optimization that factored out
a multiplication similar to ax? + bx = (ax + b)x, resulting in a kernel that used
7 instructions instead of 9 and was 27% faster than the baseline. We analyze
more of these optimizations in Section 4.7.3.

For these kernels, each handwritten baseline took on the order of a few hours
to a day to implement, debug, and verify; for a non-expert unfamiliar with HE
and SEAL, this would take much longer. The results show that Porcupine can
effectively automate the tedious, time-consuming task of handwriting these
kernels without sacrificing quality.

MULTI-STEP SYNTHESIS EVALUATION. We also used Porcupine’s synthe-
sized kernels to compile larger HE applications. Specifically, Porcupine’s Gy
and Gy kernels are used to implement the Sobel operator, and G4, Gy, and
box blur kernels were used to implement the Harris corner detector, shown in
orange in Figure 4.6. By leveraging Porcupine synthesized kernels, our Sobel
operator and Harris corner detector were 6% and 13% faster than the baseline,
and used 10 and 16 fewer instructions respectively. These results show that we
can speedup larger applications by synthesizing the core computational kernels
these applications rely on.

4.7.3 Analysis of Synthesized Kernels

We now analyze the synthesized and baseline implementations of the box blur
and G kernels to demonstrate the trade-offs explored by Porcupine. Figure 4.7
compares Porcupine’s and the baseline’s box blur. The baseline implements
this kernel in six instructions with three levels of computation. In the first level,
elements are aligned in the window with rotations and then summed in a
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Figure 4.7: HE kernels for box blur. (a) Synthesized kernel with minimal number of
instruction (b) Hand-optimized minimal depth kernel. Porcupine achieves
a much higher performing kernel by separating kernels and use fewer
instructions which, even though the logical depth increases, results in a 39%
speedup.

reduction tree. Porcupine’s synthesized kernel uses four instructions with five
levels; decomposing the 2D convolution into two 1D convolutions to perform
the same computation with fewer instructions. Furthermore, despite having a
greater logical depth, the synthesized solution consumes the same amount of
noise as the baseline. By focusing on minimizing logical depth, the baseline
misses the separable kernel optimization because it was not the minimum depth
solution.

We observe similar results for the Gy kernel and show the synthesized and
baseline programs in Figure 4.8. The depth-optimized baseline applies the same
strategy as the box blur kernel, first aligning elements in the sliding window
then combining them in a balanced reduction tree. The G kernel weights some
of the neighbor elements by two, and the baseline substitutes the multiplication
with a cheaper addition (operand c11 in Figure 4.8b). The synthesized G kernel
has a very different program structure from the baseline. Porcupine discovers
the filter is separable and decomposes the kernel into two 1D filters, requiring
a different set of rotations and schedule to implement correctly as depicted in
Figure 4.9. Porcupine’s synthesized solutions automatically also substitutes the
multiplication by two with an addition which is performed at c4 (see Figure 4.9)
in parallel with other additions.

While minimizing for logical depth is a good guideline for minimizing
noise in scalar HE programs, our results show it is not guaranteed to find
the optimal implementations for vector HE constructions, like BFV, and can
leave significant unrealized performance (e.g., up to 51% for Gy). Because
Porcupine searches for vectorized implementations, and tracks program latency
and multiplicative depth it can outperform the heuristic for programs with
more complex dependencies.
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Figure 4.8: (a) Synthesized and (b) baseline Gy kernel. The synthesized kernel uses 7
instructions while the baseline uses 12 instructions. The synthesized kernel
optimizes the computation to separate the 2D convolution into two 1D con-
volutions and interleaves rotation and computation. Ciphertexts generated
by rotations are marked in green and the ciphertext where multiplication
by 2 is implemented with an addition is in red.

4.7.4 Handling Instructions not in the Instruction Set.

Porcupine can only synthesize kernels that exactly obey the specification, and
cannot synthesize an approximate kernel. This means that kernels requiring
an operation such as a square-root cannot be synthesized because we cannot
calculate square-roots with adds and multiplies. However, for instructions that
can be exactly implemented with adds and multiplies, Porcupine can discover
these translations as well as optimize them according to HE’s cost model.

An example of a kernel that required instructions not directly supported is
the Hamming distance kernel. The Hamming distance kernel takes as input
two vectors of binary values and returns the number of elements that did
not match. In plaintext computation this is easily expressed as ZiN:O ai @ by
where bitwise-XOR is used to efficiently determine if the slots a; and b; do not
match. Since BFV does not directly support bitwise values, we left Porcupine
to discover how to implement bitwise-XOR with multiplication and additions,
and it returned the following result below, where N is the length of the binary
vectors:

Plaintext pO(N, 2)

Ciphertext cl = add(a, b)
Ciphertext c2 sub(p0@, cl)
Ciphertext c3 multiply(cl, c2)

From analyzing works in stochastic computing [2], we found XOR could be
implemented as (1 —a) = b+ (1 —b)a, and requires two ciphertext-ciphertext
multiplies. Distributing the multiplies results in a slightly more efficient a +
b — 2ab, which still requires two multiplications but one is a more efficient
ciphertext-plaintext multiplication. However, the result Porcupine discovers uses
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Table 4.3: Synthesis time and number of examples used by Porcupine. Initial time is the
time to synthesize a solution and total time includes time spent optimizing.
Reported values come from the median of three runs.

Kernel Examples Initial Time (s) Total Time (s)
Box Blur 1 1.99 9.88
Dot Product 2 1.27 15.16
Hamming Distance 10 38.98 77.21
L2 Distance 2 27.57 114.28
Linear Regression 2 0.50 0.69
Polynomial Regression 2 24.59 47.88
Gx 1 14.87 70.08
Gy 1 9.74 49.52
Roberts Cross 1 212.52 609.64

only one multiplication and is far more efficient for HE: (2—a+b) x (a+b).
In stochastic computing multiplications are cheap and additions are expensive,
so the implementation a 4+ b — 2ab is efficient in stochastic computing, but not
optimal for HE.

4.7.5 Synthesis Analysis

SYNTHESIS TIME. Table 4.3 reports the median time it took to synthesize
each kernel over three runs. We report how long it took to find an initial
solution and the cumulative time it took to find an optimized solution. For
most of the kernels we were able to synthesize an initial solution in under 30
seconds and synthesize an optimized solution under 2 minutes. The Roberts
Cross kernel required more time, taking over 2 minutes to synthesize an initial
solution and in total to 27 minutes to optimize. This is because the Roberts
Cross kernel required a sketch with 10 instructions, which took longer to search
over. Additionally, the optimization phase of the synthesis engine must prove
it found the best solution contained in the sketch, requiring the SMT solver
explore the entire search space.

In terms of input-output examples required by Porcupine during the synthesis
process, we typically only require one example to synthesize a solution; however,
for some kernels such as Hamming distance we required up to 10 input-output
examples be generated during synthesis. We find kernels that produce a single-
valued output, like Hamming distance, require more examples than kernels that
produce a vector output (e.g., image processing kernels). This is because the
synthesis engine can find many input-dependent (but not general) programs.
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COST TRAJECTORY. Figure 4.10 reports the cost of the initial and final so-
lutions found by Porcupine. For some kernels, the initial and first solution
Porcupine finds are the same. This indicates that there was only one correct
solution in the minimum L-sized sketch, or that Porcupine found the best
solution on the first try. The time between Porcupine reporting the initial and
final solution is spent proving that it found the best solution in the sketch. After
the initial solution is found, users can terminate Porcupine early to shorten
compile times. While this does not guarantee the best solution was found, it
will minimize arithmetic instructions.

ANALYSIS OF LOCAL ROTATE SKETCHES. Our local rotate sketches treat
rotations as operands instead of components. We could have alternatively
required users explicitly add rotations to the list of components supplied in the
sketch (which we refer to as explicit rotation sketches). However, explicit rotation
sketches describe a larger space of programs that includes the space described
by our local rotate sketches.

In small kernels, e.g., box blur, the synthesis time using local rotate sketches
was slower than the explicit rotation sketch; the explicit rotation sketch took
only 3 seconds to synthesize verses 10 seconds when using a local rotate sketch.
However, when we synthesize larger programs the explicit rotation sketch scales
poorly. Using the explicit rotation sketch, synthesizing the G« kernel took over
400 seconds to find an initial solution then over 30 minutes total when using
the explicit rotation sketch. On the other hand, the local rotate sketches found
the same solution in about 70 seconds, showing that local rotate does improve
synthesis scalability and search time.

Initial Cost Final Cost

4000

3000

2000

Cost

1000

Box Blur Dot Product Hamming L2 Distance Linear Polynomial Gx Gy Roberts
Distance Regression Regression Cross
Kernel

Figure 4.10: Synthesized cost of the initial kernel and final optimized kernel Porcupine
discovers.
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4.8 RELATED WORK
4.8.1  Compilers for Homomorphic Encryption

Recent work proposes domain-specific and general compilers for HE [8, 18, 31,
36, 47, 49, 50]. Prior work such as CHET [50] and nGraph-HE [18] are domain-
specific HE compilers for deep neural networks (DNNs). CHET optimizes the
data layout of operations in DNNs while nGraph-HE added an HE extension to
an existing DNN compiler with new graph-level optimizations. Cingulata [31]
and Lobster [84] target Boolean HE schemes and propose compilation strategies
that rely on multiplicative depth minimization and synthesizing rewrite rules.

Other HE compilers such as EVA [49] and Alchemy [47] automate parame-
ter selection and placement of low-level scheme HE instructions that control
ciphertext properties necessary for correctness, but have no affect on the re-
sult of computation (e.g., mod-switch). For example, EVA achieves this for
the CKKS scheme using custom rewrite rules but requires a hand-crafted HE
kernel as input. On the other hand, Porcupine tackles the orthogonal problem of
synthesizing vectorized kernels and optimizes the computational instructions.

The closest work to ours is Ramparts [8] which is a HE compiler that translates
plaintext Julia programs to equivalent HE implementations. Unlike Porcupine,
Ramparts does not support packed vectorization (i.e., one task cannot use
multiple slots in a ciphertext) which is required for taking advantage of SIMD
parallelism within a task and improving latency. In contrast, Porcupine supports
packed data inputs and can generate kernels with rotations. Furthermore,
Ramparts relies on the structure of the input Julia program to serve as the seed
for symbolic execution-based methodology which produces a computational
circuit that is optimized and lowered to HE instruction with rewrite rules. In
contrast, Porcupine places essentially no constraints on the structure of the
programs it synthesizes other than the number of instructions it can contain.
This enables Porcupine to consider a wider range of programs when optimizing.

Overall, Porcupine is the first compiler that applies program synthesis to
optimize vectorization for integer HE constructions.

4.8.2  Compilers for Privacy-Preserving Computation

Compiler support has also been proposed for other privacy-preserving tech-
niques, such as differential privacy (DP) [51] and secure multi-party compu-
tation (MPC) [60, 147] to automatically enforce or reason about restrictions
and constraints by these technologies. For instance, DP requires adding noise
to the algorithm and deriving that the effect of an individual’s information is
in fact differentially private (i.e., has indistinguishable effect on the aggregate
data). In DP, there are proposals for using type systems to enforce differential
privacy [57, 94, 110]. Other programming language techniques [14] include

62



4.9 CONCLUSION

dynamic approaches [89, 9o, 115], static checking [57, 96, 110], and machine-
checked proofs [15]. A similar trend is occurring in MPC where implementations
must also comply with design constraints to collaboratively compute functions
while still protecting private inputs from other users. Recent work by [67, 108,
127, 143, 148] proposes and/or evaluates general-purpose compiler for MPC.

4.8.3  Synthesizing Kernels

Prior work has shown program synthesis to be effective for compiling and opti-
mizing programs for various goals and targets. For example, Chlorophyll [100]
introduced a synthesis-based compiler to target an scalar spatial architecture
with a stack-based language. By pairing a naive code generation with a syn-
thesis based superoptimizer they were able to quickly build an optimizing
compiler. Spiral [104] generates optimized DSP kernels using both inductive
and deductive synthesis techniques

Swizzle Inventor [99] synthesized optimized data movement for GPU kernels
from a sketch that specified that computation strategy and left data movement
unspecified. Because their objective was to only optimize data movement, they
relied on canonicalization for verification (not an SMT solver) which does
not allow their synthesis formulation to optimize algebraic expressions but
improves synthesis time. On the other hand, our synthesis formulation needs
to optimize algebraic expressions as part of selecting arithmetic instructions so
requires an SMT solver.

Program synthesis has also been used to auto-vectorize code. For example,
Barthe et al. introduced an auto-vectorization method [13] that transformed
scalar loops into SIMD implementations (Intel SSE4) by restructuring loops
to expose parallelism and then synthesizing a straight-line SIMD loop body
using an enumerative search. Porcupine does not rely on a loop restructuring
phase and our synthesis procedure optimizes the entire kernel, allowing us
to handle nested loops. Furthermore, our search optimizes an HE cost model
that accounts for multiplicative depth and handles vectors larger than four lane
CPU SIMD vectors.

4.9 CONCLUSION

This chapter described Porcupine, a program synthesis-based compiler that au-
tomatically generates vectorized HE kernels. Porcupine automatically performs
the instruction selection and scheduling to generate efficient HE kernels and
minimize the HE noise budget. By automating these tasks, Porcupine abstracts
away the details of constructing correct HE computation so that application
designers can concentrate on other design considerations. HE is still a rapidly
maturing area of research and there is limited related work in this space. As
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a result, we expect that in future work we will see rapid improvements to
compilation infrastructure such as ours.



CONCLUSION

This thesis argues that search-based optimization methods, in particular pro-
gram synthesis, are promising methods for optimizing programs. Building
domain specific optimizers that use automated search-based methods to dis-
cover and tailor optimizations to a particular problem is a promising solution to
achieving good performance for hardware and applications that are becoming
increasingly more complex. My dissertation demonstrates this by describing
how we can automatically generate efficient kernels for machine learning and
Homomorphic Encryption (HE).

First, I showed how we could combine autotuning scheduling parameters and
synthesizing low-level vector intrinsics to optimize and deploy ultra quantized
neural networks. Second, I introduced Porcupine, a synthesis based vectorizing
compiler for HE. Porcupine used program synthesis to search for optimized and
correct HE kernels that operate over packed vectors to overcome performance
and programmability challenges of HE. Together, these two compilation systems
demonstrated that we could search for optimized programs instead of manually
optimizing them.

Looking forward, as we continue down the route of specialization in hard-
ware and by construction the compilers that generate code for them, I think
we will see search-based optimization techniques begin to take a larger role.
Existing compilers provide a framework for lowering and applying transfor-
mations that worked extremely well for scalar CPU code. But, developing the
set of optimizations and heuristics that make them so successful required a
huge expenditure of human effort. As hardware becomes more diverse and
specialized, compilers will need to become more flexible and employ new opti-
mization tactics. I think in the future we will want compilers to not only provide
this infrastructure for lowering and optimizing code but also discovering the
optimizations they should use.

COMBINING MULTIPLE OPTIMIZATION TECHNIQUES Optimization tech-
niques have different strengths and weaknesses. While program synthesis can
potentially discover new optimizations without explicit programmer direction,
to my knowledge, no commercial compiler uses synthesis in an online setting
because of the compile time costs. Most people don’t want to wait hours for
programs to compile, which makes the relatively fast and consistent compile
time of heuristic driven rewrite rules appealing.

I think combining multiple optimization techniques that complement each
other by operating on different abstraction levels will become more common.
Prior work has combined the two by synthesizing a library of peephole opti-
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mizations or rewrites [84, 101, 118] and using them online to get the benefit of
synthesized rules with the speed of rewriting. In Chapter 3, we took a similar
approach and offline synthesized a set of small microkernels that were pre-
sented as options for an autotuner to select while optimizing larger convolution
operators. The autotuner didn’t concern itself with low-level instructions and
accepted the microkernels as input and could scale to optimize entire operators,
while the synthesizer focused on instruction selection for a very small micro-
kernel and didn’t model memory behavior. Combining these two techniques
allowed us to benefit from both specialized intrinsic and tuned parallelism and
locality.

Compiler frameworks can make this task easier by providing infrastructure
for applying different techniques and composing them in a modular fashion.

IMPROVED TOOLS AND INFRASTRUCTURE  Search-based optimizers, and in
particular synthesizers, are still fairly niche tools. Previously, synthesizers took
years to build, as they relied on custom synthesis formulations that required
expertise in formal methods, software engineering, programming languages,
and the application domain the synthesizer was targeting.

Instead the synthesizers employed in this dissertation only required months
of work by a single person. I relied on the development of symbolic-aided
languages like Rosette [131] to quickly build up synthesizers, as well as symbolic
profilers [21] to help debug performance bottlenecks. Infrastructure and tools
are crucial for lowering the programming barrier to developing optimizers [83,
131, 146]. However, even with these tools, scaling up these synthesizers still
required time and effort in designing DSLs in a synthesis friendly way and
developing useful sketches. I think future tools that helps provide feedback or
more automation when designing DSLs and sketches will continue to make
synthesis even more accessible.
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