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Blind signatures and threshold signatures are two fundamental cryptographic primitives that have attracted

significant real-world interest, largely due to the development of practically efficient schemes. This thesis

focuses on designing efficient constructions in pairing-free groups and lattices, along with rigorous security

analyses. Pairing-free constructions are attractive because of their compact key/signature sizes and well-

established library support, while lattice-based constructions are of particular interest as they are conjectured

to remain secure against quantum adversaries. The thesis makes progress in the following three directions:

Pairing-free blind signatures: The thesis proposes the most efficient pairing-free construction that is prov-

ably secure in the concurrent setting, under the discrete logarithm (DL) assumption in the algebraic

group model (AGM) and the random oracle model (ROM).

Pairing-free threshold signatures: This thesis introduces a new syntax and security hierarchy for analyz-

ing FROST, the state-of-the-art pairing-free threshold signature scheme. It provides the first security

proof of FROST in the ROM under the one-more discrete logarithm (OMDL) assumption, and further

proposes variants of FROST that is provably secure under the standard DL assumption. Those are the

first partially non-interactive constructions based on the DL assumption.

Lattice-based threshold signatures: This thesis develops new techniques that establish the provable secu-

rity of one of the state-of-the-art two-round lattice-based threshold signature schemes under standard

lattice assumptions, in contrast to prior work which relied on a new non-standard assumption. These

techniques also yield a new security analysis for another state-of-the-art two-round scheme with a

simpler setup, significantly improving its efficiency.
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Chapter 1

INTRODUCTION

Digital signatures are fundamental cryptographic primitives widely used across various appli-

cations. They play a crucial role in authenticating transactions and communications. While many

efficient signature schemes exist with fast signing and verification, emerging scenarios demand

more advanced protocols for generating digital signatures. Among these, two key areas of focus

are blind signatures and threshold signatures.

Blind signature protocols, first introduced by David Chaum in 1982 [43], allow users to obtain

signatures from a signer without revealing either the messages being signed or the resulting signa-

tures to the signer. More precisely, their security consists of two key properties: blindness, which

ensures that the issued messages and signatures remain unlinkable to the signing interaction—even

if the signer is malicious, and one-more unforgeability, which prevents a malicious user from forg-

ing more signatures than the number of signing interactions they engage in. Blind signatures are

highly versatile and essential for applications requiring anonymity guarantees. Initially proposed

for anonymous cash systems [43, 46, 108, 35], they were later adapted for other privacy-preserving

applications, such as anonymous e-voting [45, 66] and anonymous credentials [35, 36, 37, 13]. Fur-

thermore, thanks to the existence of efficient constructions [44, 27, 57], blind signatures have been

deployed in various real-world applications, including Private Click Measurement [1], Google’s

VPN service, and Privacy Pass [52].

Threshold signatures [58, 59] enable the signing key to be distributed among a group of n

signers, allowing a valid signature to be issued only if at least a threshold number t of signers are

involved. Crucially, any subset of fewer than t signers should be unable to produce a valid signa-

ture, even if they collude and deviate from the protocol. The primary motivation for developing

practically efficient threshold signatures comes from blockchain systems (e.g., digital wallets [70]),

where they are used to mitigate the risk of a single point of failure in key management. Addition-

ally, threshold signatures have recently gained significant attention due to ongoing standardization

efforts by NIST [102].
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MAIN FOCUSES. The primary focus of this thesis is on constructing efficient cryptographic schemes

in pairing-free groups. These constructions treat prime-order cyclic groups as black boxes and do

not rely on bilinear pairings. In practice, such groups are typically instantiated using standard el-

liptic curves. By “efficient,” we refer to constructions that avoid heavy cryptographic tools, such

as general-purpose non-interactive zero-knowledge proofs.

While efficient constructions based on pairings or RSA exist for blind signatures [44, 27, 57]

and threshold signatures [53, 75, 119, 27], pairing-free constructions are preferable for practical

applications for the following reasons. Pairing-based constructions suffer from limited library

support, making them difficult to deploy in browser applications. RSA-based constructions are

generally less efficient than pairing-free alternatives in terms of signature size, signing time, verifi-

cation time, and communication complexity. This inefficiency arises because RSA-based schemes

require significantly larger modulus sizes to ensure the hardness of the RSA problem.

Another motivation for studying pairing-free constructions is that they pave the way for build-

ing efficient post-quantum schemes, which is the second focus of this thesis. As the threat of

quantum computers looms on the horizon, there is growing interest in developing cryptosystems

based on quantum-resistant assumptions. Lattice-based assumptions are among the most promis-

ing candidates. The selection of Dilithium [99] and Falcon [111] by NIST for standardization

reinforces this belief. A common approach for designing efficient lattice-based schemes is to adapt

efficient pairing-free constructions. For example, Dilithium follows the “Fiat–Shamir with Aborts”

paradigm [97], which is based on this approach. This paradigm has also led to practical lattice-

based schemes in multi-signatures [34] and threshold signatures [54].

SCHNORR SIGNATURES. Most of pairing-free constructions for blind signatures and threshold sig-

natures are all built around Schnorr signatures [115], which is one of the most efficient digital

signature schemes in paring-free groups. Denote a group as G with generator g and order p. The

signing key of Schnorr signature is a random scalar sk P Zp and the corresponding public key is

pk Ð gsk. A Schnorr signature for a message m consists of one group element and one scalar

pR, zq P Gˆ Zp satisfying

gz “ R ¨ pkc , (1.1)

with c “ Hppk, R,mq and H is a cryptographic hash function. We can also use pc, zq as a Schnorr

signature since one can compute c from R and also compute Rp“ gzpk´c
q from c. Then, a Schnorr

signature consists of two scalars in Zp. Schnorr signatures are now supported by major blockchain
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systems, including Bitcoin. Pointcheval and Stern [110] shows the security of Schnorr signatures

under the discrete logarithm (DL) assumption in the random oracle model (ROM) [18], where H

is modeled as a random oracle.

PAIRING-FREE BLIND SIGNATURES. Chaum and Pedersen [47] proposed a highly efficient three-

move blind signature scheme for issuing Schnorr signatures, commonly referred to as blind Schnorr.

Here, ”three-move” means that each signing session consists of three messages exchanged between

the signer and the user, with the signer sending the initial message and the user receiving the final

message.

However, Schnorr [117] identified a hard problem, called the ROS problem, in the security

analysis of blind Schnorr. Specifically, if an adversary can solve the ROS problem, they can break

the one-more unforgeability of blind Schnorr in the concurrent setting. The concurrent setting

means that there can be arbitrarily many signing sessions happening concurrently with commu-

nication from different sessions interleaved arbitrarily. In contrast, the sequential setting requires

the signer to complete one signing session before starting another. Consider ring the concurrent

setting is crucial in practice, as restricting a scheme to sequential signing makes it vulnerable to

denial-of-service (DoS) attacks.

A recent break-through result by Benhamouda et al. [24] shows that there exists a polynomial-

time algorithm that solves the ROS problem. Concretely, the attack shows that one can forge

rlog2ppqs ` 1 valid signatures by engaging in only rlog2ppqs number of signing sessions, where p

denotes the group size. Several attempts [3, 65, 88, 39] have been made to circumvent the ROS

problem. However, these solutions either rely on non-standard assumptions [65] or are significantly

less efficient compared to blind Schnorr [3, 88, 39]. Therefore, it remains a major open problem to

construct an efficient, pairing-free blind signature scheme that is provably secure under standard

assumptions.

PAIRING-FREE THRESHOLD SIGNATURES. Currently, the most efficient pairing-free threshold sig-

nature scheme is FROST, proposed by Komlo and Goldberg [91]. FROST issues Schnorr signa-

tures and has a two-round signing protocol. More precisely, each signer communicates with a

coordinator (which can be one of the signers). In the first round, each signer generates a random

token and sends it to the coordinator. In the second round, the coordinator distributes the collected

tokens to all signers, who then compute and send partial signatures back to the coordinator. Finally,

the coordinator combines them to produce a valid signature.

FROST improves upon prior constructions [120, 72] in terms of both communication and round
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complexity at the price of giving up robustness. Additionally, it offers significant usability advan-

tages. The first-round messages are generated independently of both the message being signed and

the set of participating signers. This allows the first round to be preprocessed, where the coordi-

nator can collect a batch of tokens in advance. When receiving a signing request for a message

m with a designated subset of signers, the coordinator simply selects a token for each designated

signer and proceeds with the second-round protocol to generate the final signature.

However, there is no formal security analysis for FROST. The original paper does not provide

a formal security definition or proof for the scheme. Moreover, we found that existing syntax and

security definitions fail to capture the aforementioned offline-online signing pattern. Prior security

definitions, such as the one given in [70], only consider signing protocols where the message to be

signed is determined at the start of the execution.

Another issue with prior definitions is that they assume all honest designated signers participate

in every signing session. However, in FROST, a malicious coordinator may choose to interact with

only a subset of the honest designated signers, and it is unclear whether a signature is considered

issued or not in this case. Definitions that account for these more fine-grained signing patterns exist

only for non-interactive threshold signatures [119, 124, 29], where the signing protocol consists of

a single round of communication between the user and each designated signer. It is unclear how we

can define similar security notions for FROST. Also, these definitions are inconsistent on whether

a signature is consider issued. The definitions from [124, 29] consider a signature is issued for a

message m as long as the adversary receives a partial signature from at least one honest signers,

while the definition given by Shoup [119] is stronger, where they consider a signature is issued

only if the adversary receives partial signatures from at least t´ k honest signers, where k denotes

the number of corrupted parties.

LATTICE-BASED CONSTRUCTIONS. For lattice-based constructions, we only focus on threshold

signatures in this thesis. The existing lattice-based threshold signatures are not yet satisfactory.

Early constructions were based on fully homomorphic encryption (FHE) [29, 8], a heavy crypto-

graphic tool that renders these schemes impractical. A more recent line of work [54, 87, 61, 60] has

made significant progress by adapting constructions from pairing-free groups to the lattice setting.

In particular, these schemes produce lattice analogs of Schnorr signatures. The high-level idea is

to replace the group exponentiation gx with matrix multiplication Ax, where A is a random matrix

over Zp for some integer p and x is a small-norm vector in Zp. The secret key sk of a lattice-based

signature scheme is a random small-norm vector in Zm
p , and its corresponding public key is com-
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puted as pkÐ Ask, with A P Zkˆm
p being part of the public parameter. A signature of a message µ

consists of pR P Zk
p, z P Zm

p q satisfying Az “ R`Hppk,R, µq ¨ pk and z has small norm, where

H is a cryptographic hash function.

Despite this progress, it remains an open problem whether we can construct an efficient 2-

round lattice-based analog of FROST that is provably secure under standard lattice assumptions.

Existing approaches either require a higher number of rounds [54, 87, 61], relies on non-standard

assumptions [60] or has significantly larger signature size and communication complexity [41].

OUR CONTRIBUTIONS.

Blind signatures in paring-free groups. We present the first blind signature schemes in pairing-

free groups that simultaneously achieve: (1) concurrent security, (2) provable security in

either the generic group model (GGM) [104, 118] or the algebraic group model (AGM) [64]

under the DL assumption additionally assuming random oracles, and (3) efficiency compa-

rable to blind Schnorr signatures.

Our GGM-based construction (BS1) produces signatures of size 3 scalars—just one more

than a standard Schnorr signature—and requires 2 group elements and 3 scalars in com-

munication. Our AGM-based construction (BS2) has the same signature size and adds one

additional scalar to the communication.

Previously, the only scheme satisfying the first two properties was due to Abe [3, 85], but

it is significantly less efficient: Abe’s signatures consist of 2 group elements and 6 scalars,

with a communication cost of 3 group elements, 6 scalars, and an additional κ bits, where κ

denotes the security parameter.

Moreover, we show that BS2 can be naturally extended to support partially blind signing

without incurring any additional cost in signature size or communication complexity. In this

setting, a portion of the message to be signed is publicly known to both the signer and the

user. This feature is particularly useful in real-world applications, as it allows binding public

information, such as the date of issuance, to the signature. This part of the contributions is

presented in Part I.

Threshold signatures in paring-free groups. In this thesis, we formalize a notion called partially

non-interactive threshold signatures, which captures schemes like FROST, and develop a se-

curity hierarchy for partially non-interactive schemes. These schemes consist of a message-
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independent pre-processing round followed by a non-interactive signing round. In the pre-

processing round, each signer generates a token and sends it to a leader (coordinator). In

the signing round, the leader constructs a leader request lr , which includes the message m

to be signed, the set of participating signers S, and an aggregated message derived from the

signers’ tokens. For FROST, the aggregated message is tpi, Ri, SiquiPS . The leader then

sends lr to the involved signers, who respond with their partial signatures. Finally, the leader

aggregates these partial signatures to produce the final signature.

In our unforgeability game, the adversary can corrupt the leader and up to t´1 signers. It also

has access to two oracles: a pre-processing oracle, which allows the adversary to request pre-

processing tokens from any honest party, and a signing oracle, which allows the adversary

to request partial signatures from any honest party on any leader request. The adversary

wins if it can forge a signature that is not ”considered issued”. We propose different ways of

defining ”considered issued”, leading to a security hierarchy TS-UF-0 to TS-UF-4, where

TS-UF-pi` 1q is stronger than TS-UF-i.

The weakest security, TS-UF-0, considers a signature for a message m to be issued if and

only if the adversary has obtained any partial signature from an honest party on a leader

request for signing message m. This is exactly the security notion considered by the prior

work on FROST [50]. TS-UF-1 considers a signature for a message m to be issued if and

only if the adversary has obtained partial signature from at least t ´ |CS | honest signers

for signing message m, where CS denotes the set of corrupted signers. A similar notion is

considered in the case of non-interactive threshold signatures [119, 94].

For partially non-interactive schemes, it is possible to consider stronger security notions.

The stronger notions in the hierarchy aim to guarantee that the partial signatures obtained

for different leader requests cannot be combined. TS-UF-2 considers a signature for m to

be issued if and only if there exists a leader request lr for signing m such that the adversary

has obtained partial signatures for lr from at least t ´ |CS | signers. The condition of an

issued signature in TS-UF-3 additionally requires the adversary to obtain partial signatures

from each honest signer i P lr .S that the token pRi, Siq in lr is generated by i. The strongest

security in our hierarchy, TS-UF-4, considers a signature for a message m to be issued if

and only if there exists a leader request lr for signing m such that the adversary has obtained

partial signatures from all honest signers involved in lr .S.
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We also analyze FROST1 (the original FROST [91]) and two variants FROST2 [50] and

FROST3 [113], using our security hierarchy. In particular, we show TS-UF-3 of FROST1,

TS-UF-2 of FROST2, and TS-UF-1 of FROST3 under the AOMDL assumption [105] in the

ROM. We also give counterexamples showing that they do not guarantee stronger notions in

the hierarchy.

Our second main contribution here is a new approach that can transform FROST into thresh-

old signature schemes whose security relies on weaker assumptions. Specifically, while all

three FROST variants rely on the AOMDL assumption in the ROM, our new schemes are

provably secure under the plain DL assumption in the ROM. The resulting schemes produce

Okamoto signatures [107], which are just one scalar larger than Schnorr signatures. This

part of the contributions is presented in Part II.

Lattice-based threshold signatures. We establish the security of the 2-round lattice-based thresh-

old signatures proposed by Espitau et al. [60] (referred to as the EKT scheme) under the

MSIS and MLWE assumptions in the ROM. Previously, the security of EKT relied on the

hardness of the algebraic one-more MLWE (AOM-MLWE) problem, a new assumption in-

troduced in their work.

To achieves this, we propose a modification of the AOM-MLWE problem, referred to as the

algebraic one-more MISIS problem (AOM-MISIS) problem. The new problem is no harder

than the original problem, meaning that the hardness of AOM-MISIS implies the hardness

of AOM-MLWE. We then show the hardness of the AOM-MISIS problem is implied by the

MSIS and MLWE assumptions. The reduction is inspired by our techinques for removing

the AOMDL assumption.

We also present a new security analysis of EKT directly based on the hardness of the AOM-

MISIS problem, which yields a tighter reduction. The concrete parameters derived from

our reduction is slightly weaker than those in their work, as their estimates are based their

cryptanalysis of the AOM-MLWE problem rather than security reductions.

Our techniques also lead to a new security analysis of another efficient 2-round lattice-based

threshold scheme [41] (referred to as the CATZ scheme), which significantly improves its

concrete parameters. Compared to EKT, the main advantage of CATZ is that it avoids the

need for setting up pairwise secret keys between signers during distributed key generation.
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Instead, similar to FROST, each signer only holds its own share of the secret key. This part

of the contributions is presented in Part III.
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Chapter 2

NOTATION

INTEGERS AND VECTORS. If b ě a ě 1 are positive integers, then Za denotes the set t0, . . . , a´1u

and ra..bs denotes the set ta, . . . , bu. We write Z˚
p “ Zpzt0u. If x is a vector then |x| is its length

(the number of its coordinates), xi is its i-th coordinate. For a sequence of variables x1, . . . , xℓ, we

use xris to denote px1, . . . , xjq and xri..js to denote pxi, . . . , xjq.

SETS AND DISTRIBUTIONS. Let S be a finite set. The size of a set S is denoted |S|. We let

xÐ$ S denote sampling an element uniformly at random from S and assigning it to x. For a

distribution D, denote SupppDq as the support of D, and xÐ$ D denotes sampling x according

to D. For any y P SupppDq, denote Dpyq :“ Prx Ð$ Drx “ ys, and for S Ď SupppDq, denote

DpSq :“ Prx Ð$ Drx P Ss. For any set T and any function F : SupppDq Ñ T , denote F pDq as the

distribution of F pxq for x sampled from D.

VECTOR SPACES. For any vector space V over a field F and a set S P V , we denote SpanF pSq

as the F -span of S, which is the smallest F -subspace of V that contains S. In particular, we omit

F from the subscript if F “ R. For a finite set S “ tv1, . . . , vnu Ď V , we say S is F -linearly

independent if and only if for any non-zero pa1, . . . , anq P F n,
ř

iPrns
aivi ‰ 0. We say S is a F -

basis of V if and only if S is F -linearly independent and SpanF pSq “ V . When F is not specified,

we assume F “ R. The dimension of V is equal to the size of S.

ALGORITHMS. We let y Ð AO1,...px1, . . . ; rq denote executing algorithm A on inputs x1, . . . and

coins r with access to oracles O1, . . . and letting y be the result. We let yÐ$ AO1,...px1, . . .q be the

result of picking r at random and letting y Ð AO1,...px1, . . . ; rq. Algorithms are randomized unless

otherwise indicated. The running time is the worst case. We use κ to denote the security parameter.

GROUPS. The group generation algorithm GGenp1κq takes the security parameter as input and

outputs pG, p, gq, where G is a cyclic group with prime size p ě 2κ and generator g. We let 1G
denote the identity element of G. We let G˚ “ Gzt1Gu denote the set of non-identity elements,

which is the set of generators of G if the latter has prime order. If g P G˚ is a generator and

X P G, the discrete logarithm base g of X is denoted DLogG,gpXq, and it is in the set Z|G|. The
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Game DLogAGGenpκq :

pG, p, gq Ð GGenp1κq ; g Ð gpGλq ; X Ð$ Gλ

y Ð App, g,G, Xq

If gy “ X then return 1

Return 0

Figure 2.1: The DLog game.

discrete logarithm game is defined in Figure 2.1. For a DL adversary A, its advantage is denoted

as AdvdlogGGenpA, 1κq :“ PrrDLogAGGenpκq “ 1s.

MODULES. For any ring R with multiplicative identity 1 and any abelian group pM,`q, we say M

is an R-module if there exists an operation ¨ : R ˆM Ñ M such that for any a, b P R and any

x, y PM , (i) a ¨ px` yq “ a ¨ x` a ¨ y , (ii) pa` bq ¨ x “ a ¨ x` b ¨ x, (iii) pabq ¨ x “ a ¨ pb ¨ xq, (iv)

1 ¨ x “ x. Also, we use 0 to denote the identity of M .

MODULE HOMOMORPHISMS. For any R-modules M and N , a map f : M Ñ N is a homo-

morphism of R-modules if for any r P R and x, y P M , fpx ` r ¨ yq “ fpxq ` r ¨ fpyq . We

say a homomorphism f is an epimorphism if f is a surjection. We say a homomorphism f is a

monomorphism if f is an injection.

CHARACTERISTIC OF A FIELD. For any field F, the characteristic of F, denoted by charpFq, is

the smallest positive number k such that k ¨ 1 “
řk

i“1 1 “ 0, where 1 denotes the multiplicative

identity of F and 0 denotes the additive identity of F. If k does not exist, we say the characteristic

of F is 0.
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Part I

BLIND SIGNATURES IN PAIRING-FREE GROUPS
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Chapter 3

BLIND SIGNATURES: INTRODUCTION

Blind signatures [42] allow a user to interact with a signer to produce a valid signature that

cannot be linked back by the signer to the interaction that produced it. Blind signatures are used in

several applications, such as e-cash systems [42, 46], anonymous credentials (e.g., [37]), privacy-

preserving ad-click measurement [1], and various forms of anonymous tokens [82, 2]. They are

also covered by an RFC draft [56].

This thesis develops the first practical pairing-free three-move blind signature schemes that (1)

are concurrently secure, (2) produce short signatures (i.e., three or four group elements/scalars),

and (3) are provably secure either in the generic group model (GGM) [118, 101] or in the algebraic

group model (AGM) [64] under the discrete logarithm (DL) or the one-more discrete logarithm

(OMDL) assumption (in addition to assuming random oracles [18]). Our DL-based scheme also

admits a partially blind version [4], roughly following a paradigm by Abe and Okamoto [5], that

targets applications where signatures need to depend on some public input (e.g., an issuing date)

known to the signer. An overview of our schemes is given in Table 3.1.

Unlike blind Schnorr [47], Okamoto-Schnorr [110], and other generic constructions based on

identification schemes [80], we do not rely on the hardness of the ROS problem, for which a

polynomial-time attack has recently been presented [24]. Also, unlike Clause Blind Schnorr (CBS)

signatures [65], we do not rely on the assumed hardness of the mROS problem, which is subject to

(mildly) sub-exponential attacks and we can thus support smaller group sizes.1 In fact, our schemes

all admit tight bounds, and this suggests that they can achieve pλ{2q-bit of security on λ-bit elliptic

curves, supporting an instantiation with 256-bit curves. Our security proofs rely on a reduction to

a new variant of the ROS problem, called weighted fractional ROS (WFROS), for which we prove

an exponential, unconditional lower bound. Therefore, another benefit over CBS, beyond concrete

parameters, is that we do not need to rely on an additional assumption.

1The best known attack against mROS [65] runs in time 2ℓ`logpℓ`1q`λ{p1`logpℓ`1qq, where λ is the security param-
eter and ℓ corresponds to the number of concurrent sessions. The worst ℓ gives a 2Opλ{ log λq attack, and in practice,
this suggests a choice of λ “ 512 to achieve 128-bit security for all ℓ’s.



13

Perhaps as a testament of the unsatisfactory status of pairing-free schemes, the only other

scheme known to achieve exponential, concurrent, security is Abe’s scheme [3]. Although its orig-

inal (standard-model) proof was found to be flawed, proofs were then given both in the GGM [106]

and the AGM [85], along with a proof for the restricted setting of sequential security [11]. Still,

it produces longer signatures and public keys, and is overall less efficient. Also, it only offers

computational blindness (under DDH), whereas our scheme provides perfect blindness.

DISCRETE-LOGARITHM BASED BLIND SIGNATURES. We stress that our focus here is making

pairing-free schemes as practical and as secure as possible. Indeed, very simple pairing-based

blind signature schemes in the ROM can be obtained from BLS signatures [31, 27]. Blind BLS

offers a different trade-off: signatures are short (i.e., one group element) and signing requires only

two moves, but signature verification requires a more expensive (and more complex) pairing eval-

uation. Indeed, the current blind signature RFC draft [56] favors RSA over BLS, also due to lesser

availability of pairings implementations. In particular, several envisioned applications of blind

signatures are inherently browser-based, and the available cryptographic libraries (e.g., NSS for

Firefox and BoringSSL for Chrome) do not yet offer pairing-friendly curve implementations.

In contrast, (non-blind) Schnorr signatures [114, 116] (such as EdDSA [25]) are short, can rely

on standard libraries, and outperform RSA. Though their blind evaluation requires three rounds,

this may be less concerning in applications where verification cost is the dominating factor and

the signing application can easily keep state. Indeed, [56] identifies CBS as the only plausible

alternative to RSA, and our schemes improve upon CBS by avoiding the mROS assumption. Once

the group order is adjusted to resist sub-exponential attacks, we achieve comparable signature size,

more efficient signing, and accommodate for partial blindness. (No partially blind version of CBS

is known to the best of our knowledge.)

Finally, note that it is easier to prove security of pairing-free schemes under sequential access

to the signer. For example, Kastner et al. [85] prove that plain blind Schnorr signatures are secure

in this case, in the AGM, assuming the hardness of OMDL. Also, Baldimtsi and Lysyanskaya [11]

(implicitly) prove sequential security of Abe’s scheme. However, many applications, like PCM,

easily enable concurrent attacks.

ON IDEAL MODELS. The use of the AGM or the GGM, along with the ROM, still appears nec-

essary for the most practical pairing-free schemes with concurrent security. As of now, solutions

solely assuming the ROM can only handle bounded concurrency [80] or, alternatively, their com-

munication and computation costs grow with the number of signing sessions [88, 40, 123].
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Scheme PK size Sig. size Assumption Communication
BS1 (Section 5.1) 1 G 3 Zp GGM 2 G + 3 Zp

BS2 (Section 6.1) 2 G 4 Zp DL 2 G + 4 Zp

PBS (Section 6.3) 1 G 4 Zp DL 2 G + 4 Zp

Blind Schnorr [65] 1 G 2 Zp OMDL + ROS 1 G + 2 Zp

Clause Blind Schnorr [65] 1 G 2 Zp OMDL + mROS 2 G + 4 Zp

Abe [3, 85] 3 G 2 G + 6 Zp DL λ bits + 3 G + 6 Zp

Table 3.1: Overview of our results. The four schemes proposed in this paper compared to pairing-

free schemes that admit GGM/AGM security proofs in the literature. All schemes are three-move

and secure assuming the ROM; All schemes except BS1 admit AGM security proofs; further p “

|G|. As in plain Schnorr signatures, most schemes allow replacing one element in Zp with a group

element in the signature. The ROS assumption can be broken in polynomial time unless the scheme

is restricted to tolerate only a very small number of sessions. Also, the mROS assumption admits

sub-exponential attacks, which require the choice of a larger order p over all schemes (roughly

512-bit for 128-bit security [65]).

A number of other schemes [68, 26, 67, 63, 62, 77, 86] partially or completely avoid ideal

models, some of which are fairly practical. However, they do not yet appear suitable for at-scale

deployment.

3.1 A Scheme in the GGM

Our simplest scheme only admits a proof in the generic-group model (GGM) but best illustrates

our ideas, in particular, how we bypass ROS-style attacks. It is slightly less efficient than Schnorr

signatures, i.e., a signature that consists of three scalars mod p (or alternatively, two scalars and a

group element). Nonetheless, it has a very similar flavor (in particular, signature verification can

be built on top of a suitable implementation of Schnorr signatures in a black-box way).

PREFACE: BLIND SCHNORR SIGNATURES AND ROS. Recall that we seek an interactive scheme

(1) that is one-more unforgeable (i.e., no adversary should be able to generate ℓ ` 1 signatures by

interacting only ℓ times with the signer), and (2) for which interaction can be blinded. It is helpful

to illustrate the main technical barrier behind proving (1) for interactive Schnorr signatures. Recall
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that the verification key is X “ gx for a generator g of a cyclic group G of prime order p, and a

signing key x. The signer starts the session by sending A “ ga, for a random a P Zp. Then, the

user sends a challenge c “ HpA,mq for a hash function H and a message m to be signed. Finally,

the signer responds with s “ a` c ¨ x, and the signature is σ “ pc, sq.

Let us now consider an adversary that obtains ℓ initial messages A1, . . . , Aℓ from the signer,

where Ai “ gai . By solving the so-called ROS problem [117, 80, 65], the attacker can find ℓ ` 1

vectors α1, . . . ,αℓ`1 P Zℓ
p and a vector pc1, . . . , cℓq P Zℓ

p such that

ℓ
ÿ

j“1

α
pjq

i ¨ cj “ c˚
i (3.1)

for all i P rℓ ` 1s, where c˚
i “ Hp

śℓ
j“1A

α
pjq

i
j ,m˚

i q, for some message m˚
i P t0, 1u

˚. (Here, αpjq

i

is the j-th component of αi.) Then, the attacker can obtain sj “ aj ` cjx from the signer for

all j P rℓs by completing the ℓ signing sessions. It is now easy to verify that pc˚
i , s

˚
i q is a valid

signature for m˚
i for all i P rℓ ` 1s, where s˚

i “
řℓ

j“1 α
pjq

i ¨ sj . Benhamouda et al. [24] recently

gave a simple polynomial-time algorithm to solve the ROS problem for the case ℓ ą logppq, which

thus breaks one-more unforgeability.2

Fuchsbauer et al. [65] propose a different interactive signing process for Schnorr signatures that

is one-more unforgeable (in the AGM + ROM) assuming that a variant of the ROS problem, called

mROS, is hard. The mROS problem, however, admits sub-exponential attacks, and as it gives

approximately only 70 bits of security from an implementation on a 256-bit curve, it effectively

forces the use of 512-bit curves.3

OUR FIRST SCHEME. We take a different path which completely avoids the ROS and mROS prob-

lems to obtain our first scheme, BS1. Again, we present a non-blind version – the scheme can be

made blind via fairly standard tricks, as we explain in the body of the paper below. Again, the

public key is X “ gx for a secret key x. Then, the signer and the user engage in the following

protocol to sign m P t0, 1u˚:

1. The signer sends A “ ga and Y “ Xy for random a, y P Zp.

2Many envisioned implementations allow for ℓ ą logppq. Still, is worth noting that the scheme retains some
security for ℓ ă logppq even in the standard model [80].

3mROS depends on a parameter ℓ, with a similar role as in ROS – sub-exponential attacks require ℓ ă logppq, but
a one-more unforgeability attack for a small ℓ implies one for any ℓ1 ą ℓ simply by generating pℓ1 ´ ℓq additional
valid signatures.
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2. The user responds with c “ HpA, Y,mq

3. The signer returns a pair ps, yq, where s “ a` cxy.

4. The user accepts the signature σ “ pc, s, yq iff gs “ A ¨ Y c and Y “ Xy.

Verification simply checks that HpgsX´yc, Xy,Mq “ c. In particular, note that pc, sq is a valid

Schnorr signature with respect to the public-key Xy – this can be leveraged to implement the

verification algorithm on top of an existing implementation of basic Schnorr signatures that also

hash the public key (EdDSA does exactly this).4 Further, as in Schnorr signatures, we could replace

c with A in σ, and our results would be unaffected.

SECURITY INTUITION. To gather initial insights about the security of BS1, it is instructive to at-

tempt an ROS-style attack. The attacker opens ℓ sessions and obtains pairs pA1, Y1q, . . . , pAℓ, Yℓq,

where Ai “ gai and Yi “ Xyi “ gxyi for all i P rℓs. One natural extension of the ROS attack is to

find ℓ` 1 vectors αi P Zℓ
p along with messages m˚

1 ,m
˚
2 , . . . P t0, 1u

˚ such that

c˚
i “ H

˜

ℓ
ź

j“1

A
α

pjq

i
j ,

ℓ
ź

j“1

Y
α

pjq

i
j ,m˚

i

¸

for all i P rℓ` 1s and then find pc1, . . . , cℓq P Zℓ
p such that

ℓ
ÿ

j“1

α
pjq

i ¨ yj ¨ cj “ c˚
i ¨

ℓ
ÿ

j“1

α
pjq

i ¨ yj , (3.2)

for all i P rℓ ` 1s. Indeed, if this succeeded, the adversary could complete the ℓ sessions to learn

psj, yjq by inputting cj , where yj is random and sj “ aj ` cj ¨ x ¨ yj . One could generate ℓ ` 1

signatures pc˚
i , s

˚
i , y

˚
i q for i P rℓ ` 1s by setting s˚

i “
řℓ

j“1 α
pjq

i sj and y˚
i “

řℓ
j“1 α

pjq

i ¨ yj . These

would be valid because

gs
˚
i “ g

řℓ
j“1 α

pjq

i paj`cjxyjq

“

ℓ
ź

j“1

A
α

pjq

i
j ¨X

řℓ
j“1 α

pjq

i cjyj (3.2)
“

ℓ
ź

j“1

A
α

pjq

i
j ¨

˜

ℓ
ź

j“1

Y
α

pjq

i
j

¸c˚
i

.

4Note that this only superficially resembles key-blinding for Schnorr signatures [83]. Here, the “blinding” y is
actually public and part of the signature.
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However, finding pc1, . . . , cℓq that satisfy (3.2) for ℓ ` 1 i’s simultaneously is much harder than

ROS. An initial intuition here is that Xy completely hides y to the point where y is revealed later

in the session, where it appears like a random and fresh weight in the sum, independent of ci.

This intuition is however not correct, as an attacker can use the group element Xy and can try to

gain information about y, but our proof will show (among other things) that in the GGM no useful

information is obtained about y, and y is (close to) uniform when it is later revealed.

THE WFROS PROBLEM. The above attack paradigm is in fact generalized in terms of a new ROS-

like problem that we call WFROS (this stands for Weighted Fractional ROS), for which we prove

an unconditional lower bound. WFROS considers a game with two oracles that can be invoked

adaptively in an interleaved way:

- The first oracle, H, accepts as input a pair of vectors α,β P Z2ℓ`1
p , which are then associated

with a random δ P Z˚
p .

- The second oracle, S, allows to bind, for some i P rℓs, chosen input ci P Zp with a random

weight yi P Z˚
p . During the course of the game, this latter oracle must be called exactly once

for each i P rℓs.

The adversary finally commits to a subset of ℓ` 1 prior H queries and wins if for each query in the

subset, which has defined a pair of vector α,β and returned δ, we have A{B “ δ, where

A “ αp0q
`

ÿ

iPrℓs

yipα
p2i´1q

` ci ¨ α
p2iq
q , B “ βp0q

`
ÿ

iPrℓs

yipβ
p2i´1q

` ci ¨ β
p2iq
q .

Here, vpiq denotes the i-th component of vector v. Our main result (Theorem 4.1.1) says that no

adversary making QH queries to H can win this game with probability better than pQ2
H`2ℓQHq{pp´

1q, or, in other words, QH ě mint
?
p, p{ℓu is needed to win with constant probability. Note that

ℓ !
?
p is generally true, as for our usage, ℓ is bounded by the number of signing sessions.

Our GGM proof for BS1 transforms any generic attacker into one breaking the WFROS prob-

lem. This transformation is actually not immediate because a one-more unforgeability attacker can

learn functions of the secret key x when obtaining the second message from the signer. A simi-

lar challenge occurs in proving hardness of the OMDL problem in the GGM, which was recently

resolved by Bauer et al. [12], and we rely on their techniques.
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3.2 AGM Security and Partial Blindness

The Algebraic Group Model (AGM) [64] can be seen as a weaker idealization than the GGM.

In particular, AGM proofs deal with actual groups (as opposed to representing group elements

with random labels) and proceed via reductions that apply only to “algebraic adversaries”, which

provide representation of the group elements they output to the reduction. AGM has become a very

popular model for validating security of a number of practical group-based protocols.

The main barrier to proving one-more unforgeability of BS1 in the AGM is that the representa-

tion of Xy could leak some information about y that would not be available in the GGM, and thus

we would not be able to apply our argument showing that y is still (close to) random looking when

it is later revealed – our reduction in the GGM security proof crucially relies on this. To overcome

this issue, for BS2, we replace Xy with a hiding commitment to y:

Scheme BS2. Here, gtXy is replaced by gtZy, where Z is an extra random group element included

in the verification key.

We can prove security of BS2 in the AGM based solely on the DL assumption. While BS2 requires

a longer key than BS1, one could mitigate this by obtaining Z as the output of a hash function

(assumed to be a random oracle) evaluated on some public input. The proof of security for BS2

consists of showing that any adversary breaking one-more unforgeability can be transformed into

one breaking either OMDL or DL (depending on the scheme) or into one breaking the WFROS

problem. For the latter, however, we can resort to our unconditional hardness lower bound (Theo-

rem 4.1.1).

ADDING PARTIAL BLINDNESS. Finally, we note that it is not too hard to add partial blindness to

BS3, which is another reason to consider this scheme. In particular, to obtain the resulting PBS

scheme, we can adopt a framework by Abe and Okamoto [5]. The main idea is simply to use a

hash function (modeled as a random oracle) to generate the extra group element Z in a way that is

dependent on a public input upon which the signature depends. We target in particular a stronger

notion of one-more unforgeability, which shows that if the protocol is run ℓ times for a public input,

then no ℓ ` 1 signatures can be generated for that public input regardless of how many signatures

have been generated for different public inputs. We defer more details to Section 6.3.
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Outline of Part I

Section 3.3 will introduce some basic preliminaries. Chapter 4 will then introduce the WFROS

problem, and prove a lower bound for it. We will then discuss our GGM-based scheme in Chap-

ter 5, whereas variants secure in the AGM are presented in Chapter 6. In particular, we give a

partially blind instantiation of our AGM scheme in Section 6.3.

3.3 Preliminaries

BLIND SIGNATURES. This paper focuses on three-move blind signature schemes, and our notation

is similar to that of prior works (e.g., [80, 65]). Formally, a (three-move) blind signature scheme

BS is a tuple of efficient (randomized) algorithms

BS “ pSetup,KeyGen, S1, S2,U1,U2,Verq ,

with the following behavior:

- The parameter generation algorithm Setupp1λq outputs a string of parameters par, whereas

the key generation algorithm KeyGenpparq outputs a key-pair psk, pkq, where sk is the secret

(or signing) key and pk is the public (or verification) key.

- The interaction between the user and the signer to sign a message m P t0, 1u˚ with key-pair

ppk, skq is defined by the following experiment:

psts,msg1q Ð BS.S1pskq , pst
u, chlq Ð BS.U1ppk,msg1,mq ,

msg2 Ð BS.S2pst
s, chlq , σ Ð BS.U2pst

u,msg2q .
(3.3)

Here, σ is either the resulting signature or an error message K.

- The (deterministic) verification algorithm outputs a bit BS.Verppk, σ,mq.

We say that BS is (perfectly) correct if for every message m P t0, 1u˚, with probability one over

the sampling of parameters and the key pair ppk, skq, the experiment in (3.3) returns σ such that

BS.Verppk, σ,mq “ 1. All of our schemes are going to be perfectly correct.
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Game OMUFA
BSpλq :

par Ð BS.Setupp1λq

psk, pkq Ð BS.KeyGenpparq

sidÐ 0 ; ℓÐ 0 ; Ifin ÐH

tpm˚
k, σ

˚
k qukPrℓ`1s Ð$ AS1,S2ppkq

If D k1 ‰ k2 such that pm˚
k1
, σ˚

k1
q “ pm˚

k2
, σ˚

k2
q

then return 0

If D k P rℓ` 1s such that BS.Verppk, σ˚
k ,m

˚
kq “ 0

then return 0

Return 1

Oracle S1 :

sidÐ sid` 1

pstssid,msg1q Ð BS.S1pskq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin then return K

msg2 Ð BS.S2pst
s
i , ciq

Ifin Ð Ifin Y tiu
ℓÐ ℓ` 1

Return msg2

Figure 3.1: The OMUF security game for a blind signature scheme BS.

ONE-MORE UNFORGEABILITY. The standard notion of security for blind signatures is one-more

unforgeability (OMUF). OMUF ensures that no adversary playing the role of a user interacting

with the signer ℓ times, in an arbitrarily concurrent fashion, can issue ℓ ` 1 signatures (or more,

of course). The OMUFA
BS game for a blind signature scheme BS is defined in Figure 3.1. The

corresponding advantage of A is defined as Advomuf
BS pA, λq :“ PrrOMUFA

BSpλq “ 1s. All of our

analyses will further assume one or more random oracles, which are modeled as an additional

oracle to which the adversary A is given access.

BLINDNESS. We also consider the standard notion of blindness against a malicious server that

can, in particular, attempt to publish a malformed public key. The corresponding game BlindA
BS

is defined in Figure 3.2, and for any adversary A, we define its advantage as AdvblindBS pA, λq :“
ˇ

ˇPrrBlindA
BSpλq “ 1s ´ 1

2

ˇ

ˇ . We say the scheme is perfectly blind if and only if AdvblindBS pA, λq “ 0

for any A and all λ.

GAME-PLAYING PROOFS. Several of our proofs adopt a lightweight variant of the standard “Game-

Playing Framework” by Bellare and Rogaway [19].
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Game BlindABSpλq :

par Ð BS.Setupp1λq

bÐ$ t0, 1u ; b0 Ð b ; b1 Ð 1´b

b1 Ð$ AINIT,U1,U2pparq

If b1 “ b then return 1

Return 0

Oracle INITpp̃k, m̃0, m̃1q :

sess0 Ð init

sess1 Ð init

pk Ð p̃k

m0 Ð m̃0 ; m1 Ð m̃1

Oracle U1pi,msg
piq
1 q :

If i R t0, 1u or sessi ‰ init then return K

sessi Ð open

pstui , chl
piqq Ð BS.U1ppk,msg

piq
1 ,mbiq

Return chlpiq

Oracle U2pi,msg
piq
2 q :

If i R t0, 1u or sessi ‰ open then return K

sessi Ð closed

σbi Ð BS.U2pst
u
i ,msg

piq
2 q

If sess0 “ sess1 “ closed then

If σ0 “ K or σ1 “ K then return pK,Kq

Return pσ0, σ1q

Return pi, closedq

Figure 3.2: The Blind security game for a blind signature scheme BS.
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Chapter 4

THE WEIGHTED FRACTIONAL ROS PROBLEM

4.1 Problem Description and Lower Bound

This section introduces and analyzes an unconditionally hard problem underlying all of our proofs,

which we call the Weighted Fractional ROS problem (WFROS). It is a variant of the original ROS

problem [117, 80, 65], which, in turn, stands for Random inhomogeneities in a Overdetermined

Solvable system of linear equations. While ROS can be solved in polynomial time [24] and its

mROS variant can be solved in sub-exponential time [65], we are going to prove an exponential

lower bound for WFROS.

THE WFROS PROBLEM. The problem is defined via the game WFROSA
ℓ,p, described in Fig-

ure 4.1, which involves an adversary A and depends on two integer parameters ℓ and p, where

p is a prime. The adversary here interacts with two oracles, H and S. The first oracle allows the

adversary to link a vector pair α,β P Z2ℓ`1
p with a random inhomogeneous part δ P Z˚

p – each

such query defines implicitly an equation A{B “ δ in the unknowns C1, . . . ,Cℓ and Y1, . . . ,Yℓ. A

call to Spi, ciq lets us set the value of Ci to ci and set Yi to a random value yi. The second oracle

Spi, ¨q must be called once for every i P rℓs. It is noteworthy to stress that the ci’s can be chosen

arbitrarily, whereas the corresponding yi’s are random and independent.

In the end, the adversary wins the game if a subset of ℓ` 1 equations defined by the H queries

is satisfied by the assignment defined by querying S. In particular, we define Advwfros
ℓ,p pAq “

Pr
“

WFROSA
ℓ,p “ 1

‰

. Note that it would be possible to carry out some of the following security

proofs using restricted versions of the WFROS game, but the above formulation lets us handle all

schemes via a single notion.

A LOWER BOUND FOR WFROS. The following theorem, our main result on WFROS, shows

that any adversary winning WFROS with constant probability requires QH “ Ωpmint
?
p, p{ℓuq

queries. (Also, note that all applications of interest assume ℓ !
?
p.)

Theorem 4.1.1 (Lower bound for WFROS). For any ℓ ą 0, any prime number p, and any adver-
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Game WFROSAℓ,p :

hidÐ 0 ; Ifin ÐH

J Ð AH,Sppq

If J Ę rhids or |J | ď ℓ or Ifin ‰ rℓs then

Return 0

For each j P J ,

Aj Ð α
p0q

j `
ř

iPrℓs yipα
p2i´1q

j ` ci ¨ α
p2iq
j q

Bj Ð β
p0q

j `
ř

iPrℓs yipβ
p2i´1q

j ` ci ¨ β
p2iq
j q

If @j P J : pAj “ δjBj ^ Bj ‰ 0q then

Return 1

Return 0

Oracle Hpα,βq :

hidÐ hid` 1

αhid Ð α ; βhid Ð β

δhidÐ$ Z˚
p

Return δhid, hid

Oracle Spi, ciq :

If i R rℓszIfin then return K

yiÐ$ Z˚
p

Ifin Ð Ifin Y tiu
Return yi

Figure 4.1: The WFROS problem. Here, α,β P Z2ℓ`1
p , which is indexed as α “ pαp0q, . . . , αp2ℓqq

and β “ pβp0q, . . . , βp2ℓqq.

sary A playing the WFROSℓ,p game that makes at most QH queries to H, we have

Advwfros
ℓ,p pAq ď QHp2ℓ`QHq

p´ 1
.

The proof is given in the next section. To gain some very high-level intuition, we observe that

a key contributor to the hardness of WFROS are values yi, which are defined after the ci’s are

fixed and hence randomize the Aj and Bj’s. Therefore, to satisfy Aj “ δj ¨ Bj , the adversary is

restricted in the way it plays. For example, to satisfy an equation defined by an H query pαj,βjq,

the adversary can pick ci’s such that pαp2i´1q

j `ciα
p2iq
j q “ δj ¨ pβ

p2i´1q

j `ciβ
p2iq
j q for all i P rℓs. Then,

the equation Aj “ δjBj is satisfied no matter what the yi’s are. Our proof shows that the adversary

has to pick ci’s this way – and in fact, it has to follow even more restrictions. Finally, we show that

under these restrictions, no set of ℓ` 1 equations can be satisfied simultaneously.

4.2 Proof of the Lower Bound for WFROS (Theorem 4.1.1)

Let A be an adversary for the WFROS game that makes at most QH queries to H. Without loss

of generality, we assume that A makes exactly one query pi, ciq to S for each i P rℓs and that A
always outputs J Ď rQHs.
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In the WFROSA
ℓ,p game, for each j P rQHs, denote the event Wj as

α
p0q

j `
ÿ

iPrℓs

yipα
p2i´1q

j ` ci ¨ α
p2iq
j q “ δj

¨

˝β
p0q

j `
ÿ

iPrℓs

yipβ
p2i´1q

j ` ci ¨ β
p2iq
j q

˛

‚ (W1)

^ β
p0q

j `
ÿ

iPrℓs

yipβ
p2i´1q

j ` ci ¨ β
p2iq
j q ‰ 0 . (W2)

In other words, Wj is the event that the equation defined by the j-th H query is satisfied. Then, A
wins if and only if |J | ą ℓ and Wj occur for each j P J . Denote W :“ p|J | ą ℓq ^

´

Ź

jPJ Wj

¯

and we have Advwfros
ℓ,p pAq “ PrrW s.

To bound PrrW s, we need notation to refer to some values (formally, random variables) defined

in the execution of the WFROSA
ℓ,p game. First, denote as Ipjq

fin the contents of the set Ifin when the

adversary makes the j-th query to H, and let pαj,βjq be the input of this query to H, which is

answered with δj . Also, let Ipjq

unk :“ rℓszIpjq

fin , i.e., the set of indices i P rℓs for which A has not yet

made any query pi, ¨q to S when the j-th query to H is made. Further, c1, . . . , cℓ and y1, . . . , yℓ are

the values defined by querying S.

Now, for each j P rQHs, we define the following events:

Event Ep1q

j . First, let Ep1q

1,j be the event that βp0q

j `
ř

iPIpjq

fin
yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

‰ 0. For each

i P Ipjq

unk, also let Ep1q

2,pj,iq be the event that αp2i´1q

j `ci ¨α
p2iq
j ‰ δj

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

. Finally,

let Ep1q

j :“ E
p1q

1,j _

´

Ž

iPrIpjq

unks
E

p1q

2,pj,iq

¯

.

Event Ep2q

j . We denote the event Ep2q

j as the event where

@ i P Ipjq

unk : α
p2iq
j ¨ β

p2i´1q

j “ α
p2i´1q

j ¨ β
p2iq
j . (4.1)

Note that events E
p1q

j and E
p2q

j are, by themselves, not necessarily unlikely – the adversary can

certainly provoke them. However, we intend to show that this has implications on the ability to

satisfy the j-th equation. In particular, we prove the following two lemmas in Sections 4.2.1 and

4.2.2 below, respectively.

Lemma 4.2.1. PrrWj ^ E
p1q

j s ď
ℓ`1
p´1

.

Lemma 4.2.2. PrrWj ^ p␣E
p1q

j q ^ E
p2q

j s ď
ℓ

p´1
.
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Now, if we denote Ep1q :“
Ž

jPrQHs
pWj ^ E

p1q

j q and Ep2q :“
Ž

jPrQHs
pWj ^ p␣E

p1q

j q ^ E
p2q

j q,

the union bound yields PrrEp1qs ď
QHpℓ`1q

p´1
and PrrEp2qs ď

QH¨ℓ
p´1

. Our final lemma (proved in

Section 4.2.3) is then the following:

Lemma 4.2.3. PrrW ^ p␣Ep1qq ^ p␣Ep2qqs ď
QHpQH´1q

p´1
.

The three lemmas can be combined to obtain

PrrW s ď PrrEp1q
s ` PrrEp2q

s ` PrrW ^ p␣Ep1q
q ^ p␣Ep2q

qs ď
QHp2ℓ`QHq

p´ 1
.

which concludes the proof. In the next three sections, we prove the three preceding lemmas.

4.2.1 Proof of Lemma 4.2.1

Throughout this proof, let us fix j P rQHs. We first define a sequence of random variables pD0,

D1, . . . , Dn, X1, . . . , Xnq, where n “ ℓ` 1, such that Ep1q

j implies one of D0, . . . , Dn is not equal

to 0 and D0 `
ř

kPrns
DkXk “ 0. Further, we also ensure that Xk is uniformly distributed over Z˚

p

independent of pD0, D1, . . . , Dk, X1, . . . , Xk´1q for each k P rns and use this to bound PrrE
p1q

j s.

More concretely:

- Let

D0 :“ α
p0q

j `
ÿ

iPIpjq

fin

yi

´

α
p2i´1q

j ` ci ¨ α
p2i´1q

j

¯

,

X1 :“ ´δj , D1 :“ β
p0q

j `
ÿ

iPIpjq

fin

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

,

and note that Ep1q

1,j is equivalent to D1 ‰ 0.

- Further, for 1 ď k ď |Ipjq

unk|, denote ik P Ipjq

unk as the index such that pik, cikq is the k-th query

made to S among the indexes in Ipjq

unk and let

Xk`1 “ yik , Dk`1 :“ α
p2ik´1q

j ` cik ¨ α
p2ikq

j ´ δj

´

β
p2ik´1q

j ` cik ¨ β
p2ikq

j

¯

,

we have E
p1q

2,pj,ikq
occurs is equivalent to Dk`1 ‰ 0.

- For |Ipjq

unk| ` 1 ă k ď n, let Dk “ 0 and Xk be a random variable uniformly distributed in

Z˚
p independent of pD0, D1, . . . , Dk, X1, . . . , Xk´1q. 1

1For |Ipjq

unk| ` 1 ă k ď n, Dk, Xk act as placeholders so that we can apply Lemma 4.2.5 for an a priori fixed value
n instead of a random variable |Ipjq

unk| ` 1.
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Note that

D0 `

n
ÿ

k“1

DkXk “ α
p0q

j `
ÿ

iPIpjq

fin

yi

´

α
p2i´1q

j ` ci ¨ α
p2iq
j

¯

´ δj

¨

˝β
p0q

j `
ÿ

iPIpjq

fin

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

˛

‚

`
ÿ

iPIpjq

unk

yi

´

α
p2i´1q

j ` ci ¨ α
p2iq
j ´ δj

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯¯

“ α
p0q

j `
ÿ

iPrℓs

yi

´

α
p2i´1q

j ` ci ¨ α
p2iq
j

¯

´ δj

¨

˝β
p0q

j `
ÿ

iPrℓs

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

˛

‚ .

Therefore, by (W1), we know Wj occurs implies D0`
řn

i“1DiXi “ 0. Thus, the event Wj ^ E
p1q

j

implies, in addition, that one of D0, . . . , Dn is not equal to 0. Also, we prove the following claim.

Claim 4.2.4. For each k P rns, Xk is uniformly distributed over Z˚
p independent of pD0, . . . , Dk,

X1, . . . , Xk´1q.

proof of Claim 4.2.4. For k “ 1, we have X1 “ ´δj . Consider the step when δj is generated. Since

A has made the j-th query to H, we know Ipjq

unk, βj , αj , and tyi, ciuiPIpjq

fin
are already determined,

which implies D0 and D1 are also determined. Since δj is picked uniformly at random from Z˚
p ,

we know X1 “ ´δj is uniformly distributed over Z˚
p independent of pD0, D1q.

For 2 ď k ď |Ipjq

unk| ` 1, we have Xk “ yik´1
. Consider the step when yik´1

is generated.

We know A has made the query pik´1, cik´1
q to S and the values ik´1, cik´1

are determined. Since

ik´1 P Ipjq

unk, we know A has made the j-th query to H, and thus the values βj , αj , δj , and

pD0, D1q are determined. For 1 ď k1 ă k ´ 1, since the query pik1 , cik1 q to S has returned, we

know the values ik1 , cik1 , yik1 are determined, which implies Dk1`1 and Xk1`1 are determined. Also,

since ik´1, cik´1
are determined, we know Dk is determined. Therefore, since yik´1

is picked

uniformly at random from Z˚
p , we know Xk “ yik´1

is uniformly distributed over Z˚
p independent

of pD0, . . . , Dk, X1, . . . , Xk´1q.

For |Ipjq

unk| ` 1 ă k ď n, by the definition of Xk, we know Xk is uniformly distributed over Z˚
p

independent of pD0, . . . , Dk, X1, . . . , Xk´1q. Therefore, the claim holds.
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Now, we can show the upper bound PrrWj ^ E
p1q

j s ď
ℓ`1
p´1

by the following lemma.2

Lemma 4.2.5. Let p be prime. Let D0, D1, . . . , Dn, X1, . . . , Xn P Zp be random variables such

that for all k P rns, Xk is uniform over Uk Ď Zp and independent of pD0, . . . , Dk, X1, . . . , Xk´1q.

Then,

Pr

«

D i P t0, . . . , nu : Di ‰ 0 ^ D0 `

n
ÿ

j“1

DjXj “ 0

ff

ď

n
ÿ

i“1

1

|Ui|
.

Proof. For k P t0, . . . , nu, define Ek as

D i P t0, . . . , ku such that Di ‰ 0 ^ D0 `

k
ÿ

j“1

DjXj “ 0 .

We will prove the theorem using induction. It is clear that PrrE0s “ 0. For k ě 1, assume

PrrEk´1s ď
řk´1

i“1
1

|Ui|
. It holds that

PrrEks “ PrrEk|Ek´1sPrrEk´1s ` PrrEk|␣Ek´1sPrr␣Ek´1s

ď PrrEk´1s ` PrrEk|␣Ek´1s

“ PrrEk´1s ` Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk ‰ 0
‰

PrrDk ‰ 0|␣Ek´1s

` Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk “ 0
‰

PrrDk “ 0|␣Ek´1s

ď PrrEk´1s ` Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk ‰ 0
‰

` Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk “ 0
‰

.

(4.2)

It is left to bound Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk ‰ 0
‰

and Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk “ 0
‰

.

Suppose Ek´1 does not occur and then we have either Di “ 0 for all 0 ď i ă k or D0 `
řk´1

j“1 DjXj “ 0.

If Dk “ 0, we have either Di “ 0 for all 0 ď i ď k, or D0`
řk

j“1DjXj “ D0`
řk´1

j“1 DjXj ‰

0, which means Ek does not occur. Therefore, we have

Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk “ 0
‰

“ 0. (4.3)

Otherwise, if Dk ‰ 0, we know Ek occurs if and only if D0 `
řk

j“1DjXj ‰ 0. Since Xk is

uniformly distributed over Uk independent of pD0, . . . , Dk, X1, . . . , Xk´1q given Dk ‰ 0 and Ek´1

2Note that this lemma cannot be directly derived from the Schwartz-Zippel lemma by viewing D0`
řn

j“1 DjXj “

0 as a polynomial of X1, . . . , Xn, since we cover for example the case where D0, D1, . . . , Dn are adaptively chosen,
i.e., each Di can depend on X1 . . . , Xi´1.
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does not occur, it holds that

Pr
“

Ek

ˇ

ˇ p␣Ek´1q ^ Dk ‰ 0
‰

“ Pr

«

D0 `

k
ÿ

j“1

DjXj “ 0
ˇ

ˇ p␣Ek´1q ^ Dk ‰ 0

ff

“ Pr

«

Xk “
D0 `

řk´1
j“1 DjXj

Dk

ˇ

ˇ p␣Ek´1q ^ Dk ‰ 0

ff

ď
1

|Ui|
.

(4.4)

Therefore, from (4.2), (4.3), and (4.4), we have

PrrEks ď PrrEk´1s `
1

|Ui|
ď

k
ÿ

i“1

1

|Ui|
.

Therefore, by induction, we have

Pr

«

D i P t0, . . . , nu : Di ‰ 0 ^ D0 `

n
ÿ

j“1

DjXj “ 0

ff

“ PrrEns ď

n
ÿ

i“1

1

|Ui|
.

4.2.2 Proof of Lemma 4.2.2

It is easier to introduce a new event Fj and show that Wj ^ p␣E
p1q

j q implies Fj . We will then

bound PrrFj ^ E
p2q

j s. In particular, define the event Fj as

@ i P Ipjq

unk : α
p2i´1q

j ` ci ¨ α
p2iq
j ´ δj

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

“ 0 (F1)

^
ÿ

iPIpjq

unk

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

‰ 0 , (F2)

and we have the following lemma.

Lemma 4.2.6. If Wj ^ p␣E
p1q

j q occurs, then the event Fj occurs.

of Lemma 4.2.6. By the definition of Fj , we need only show that if Wj ^ p␣E
p1q

j q occurs, then

(F1) and (F2) hold for j.
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Suppose Wj occurs but Ep1q

j does not occur. Since E
p1q

j “ E
p1q

1,j _

´

Ž

iPrIpjq

unks
E

p1q

2,pj,iq

¯

, we

know all of Ep1q

1,j and tEp1q

2,pj,iquiPrIpjq

unks
do not occur. Since the event Ep1q

2,pj,iq does not occur implies

α
p2i´1q

j ` ci ¨ α
p2iq
j ´ δj

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

“ 0 ,

we know (F1) holds for j.

Also, since the event Ep1q

1,j does not occur, we have

β
p0q

j `
ÿ

iPIpjq

fin

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

“ 0.

Since Wj occurs, we know (W2) holds and, by the above equation, we have
ÿ

iPIpjq

unk

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

“ β
p0q

j `
ÿ

iPrℓs

yipβ
p2i´1q

j ` ci ¨ β
p2iq
j q ‰ 0 .

Therefore, we know (F2) holds for j.

We also denote

Dj :“

"

α
p2iq

j

β
p2iq

j

| i P Ipjq

unk, β
p2iq
j ‰ 0

*

Y

"

α
p2i´1q

j

β
p2i´1q

j

| i P Ipjq

unk, β
p2iq
j “ 0, β

p2i´1q

j ‰ 0

*

.

We have |Dj| ď |ti P Ipjq

unk | β
p2iq
j ‰ 0u Y ti P Ipjq

unk | β
p2iq
j “ 0u| “ |Ipjq

unk|.

Claim 4.2.7. The event Fj ^ E
p2q

j implies δj P Dj .

Proof. Suppose Fj ^ E
p2q

j occurs but δj R Dj . We are going to show that βp2i´1q

j ` ci ¨ β
p2iq
j “ 0

for each i P Ipjq

unk. Then, since Fj occurs, we know (F2) holds, which yields a contradiction, and

thus the claim holds.

For i P Ipjq

unk, if βp2iq
j ‰ 0, since δj R Dj , we have δj ‰

α
p2iq

j

β
p2iq

j

, which implies αp2iq
j ´ δj ¨β

p2iq
j ‰ 0.

Since Fj occurs, by (F1), we have ci “ ´
α

p2i´1q

j ´δj ¨β
p2i´1q

j

α
p2iq

j ´δj ¨β
p2iq

j

. Since E
p2q

j occurs, by (4.1), we have

α
p2iq
j ¨ β

p2i´1q

j “ α
p2i´1q

j ¨ β
p2iq
j , and thus

β
p2i´1q

j ` ci ¨ β
p2iq
j “ β

p2i´1q

j ´
α

p2i´1q

j ¨ β
p2iq
j ´ δj ¨ β

p2i´1q

j ¨ β
p2iq
j

α
p2iq
j ´ δj ¨ β

p2iq
j

“ β
p2i´1q

j ´
α

p2iq
j ¨ β

p2i´1q

j ´ δj ¨ β
p2i´1q

j ¨ β
p2iq
j

α
p2iq
j ´ δj ¨ β

p2iq
j

“ β
p2i´1q

j ´ β
p2i´1q

j “ 0 .
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Otherwise, suppose β
p2iq
j “ 0. Then, if βp2i´1q

j “ 0, we also have β
p2i´1q

j ` ci ¨ β
p2iq
j “ 0.

If βp2i´1q

j ‰ 0, since α
p2iq
j ¨ β

p2i´1q

j “ α
p2i´1q

j ¨ β
p2iq
j “ 0, we have α

p2iq
j “ 0. Since β

p2iq
j “ 0,

β
p2i´1q

j ‰ 0, and δj R Dj , we have δj ‰
α

p2i´1q

j

β
p2i´1q

j

and thus we have

α
p2i´1q

j ` ci ¨ α
p2iq
j ´ δj

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

“ α
p2i´1q

j ´ δj ¨ β
p2i´1q

j ‰ 0,

which contradicts (F1). Therefore, it is impossible that βp2iq
j “ 0 and β

p2i´1q

j ‰ 0.

Therefore, from the above arguments, we have βp2i´1q

j ` ci ¨β
p2iq
j “ 0 for any i P Ipjq

unk, and thus
ř

iPIpjq

unk
yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

“ 0. However, since Fj occurs, we know (F2) holds, which yields

a contradiction, and thus the claim holds.

Note that δj is generated uniformly at random, independently of Dj , since the latter is defined by

the j-th H query. Therefore, Lemma 4.2.6 and Claim 4.2.7 yield

PrrWj ^ p␣E
p1q

j q ^ E
p2q

j s ď PrrFj ^ E
p2q

j s

ď Prrδj P Djs ď
|Ipjq

unk|

p´ 1
ď

ℓ

p´ 1
.

4.2.3 Proof of Lemma 4.2.3

To conclude the analysis, we introduce yet another event, Ep3q. We will show below that W ^

p␣Ep1qq ^ p␣Ep2qq implies Ep3q, and thus it is enough to upper bound the probability of Ep3q

occurring. Concretely, Ep3q is defined as follows (the definition of the following events Fj1 is given

in Section 4.2.2).

Event Ep3q. For each j1, j2 P rQHs and j1 ă j2, denote the event Ep3q

pj1,j2q
as

D i P Ipj1q

unk X Ipj2q

unk : α
p2iq
j1
¨ β

p2i´1q

j1
‰ α

p2i´1q

j1
¨ β

p2iq
j1

^ α
p2iq
j2
¨ β

p2i´1q

j2
‰ α

p2i´1q

j2
¨ β

p2iq
j2

.

Denote E 1p3q

pj1,j2q
:“ E

p3q

pj1,j2q
^ Fj1 ^ Fj2 and Ep3q :“

Ž

j1,j2PrQHs,j1ăj2
E 1p3q

pj1,j2q
.

To see why the above implication is true, assume that W indeed occurs, but both Ep1q and Ep2q do

not occur. We now fix some j P J . We know Wj occurs, but both E
p1q

j and E
p2q

j do not occur.

In particular, by the definition of Ep2q

j , we know there exists i P Ipjq

unk such that αp2iq
j ¨ β

p2i´1q

j ‰

α
p2i´1q

j ¨ β
p2iq
j .
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Let ipjq

min be the smallest index in Ipjq

unk such that αp2i
pjq

minq

j ¨ β
p2i

pjq

min´1q

j ‰ α
p2i

pjq

min´1q

j ¨ β
p2i

pjq

minq

j . Since

W occurs, we know |J | ą ℓ. Then, since i
pjq

min P Ipjq

unk Ď rℓs for each j P J and |J | ą ℓ, by the

pigeonhole principle, we know there exists j1, j2 P J such that j1 ă j2 and i
pj1q

min “ i
pj2q

min, which

implies Ep3q

pj1,j2q
occurs. Also, since we know both Wj1 ^ p␣E

p1q

j1
q and Wj2 ^ p␣E

p1q

j2
q occur, by

Lemma 4.2.6, we have Fj1 and Fj2 both occur. Therefore, we know E 1p3q

pj1,j2q
“ E

p3q

pj1,j2q
^ Fj1 ^ Fj2

occurs, which implies Ep3q occurs.

Therefore, we have

Pr
“

W ^ p␣Ep1q
q ^ p␣Ep2q

q
‰

ď PrrEp3q
s ď

ÿ

j1,j2PrQHs,j1ăj2

PrrE 1p3q

pj1,j2q
s .

We now just need to bound PrrE 1p3q

pj1,j2q
s for any j1 ă j2.

To gain insight, suppose E 1p3q

pj1,j2q
occurs. We can show that there exists i P Ipj1q

unk X Ipj2q

unk such

that αp2iq
j1
´ δj1β

p2iq
j1

‰ 0 and α
p2iq
j2
´ δj2β

p2iq
j2

‰ 0. Then, since Fj1 and Fj2 occur, by (F1), it holds

that

α
p2i´1q

j1
´ δj1 ¨ β

p2i´1q

j1

α
p2iq
j1
´ δj1 ¨ β

p2iq
j1

“ ci “
α

p2i´1q

j2
´ δj2 ¨ β

p2i´1q

j2

α
p2iq
j2
´ δj2 ¨ β

p2iq
j2

.

However, this can occur with only small probability since δj1 and δj2 are sampled independently.

The following claim, proved in Section 4.2.4, makes this formal.

Claim 4.2.8. For any j1, j2 P rQHs such that j1 ă j2, suppose E 1p3q

pj1,j2q
occurs. Let idif be the

smallest index in Ipj1q

unkXIpj2q

unk such that αp2idifq

j1
¨β

p2idif´1q

j1
‰ α

p2idif´1q

j1
¨β

p2idifq

j1
and α

p2idifq

j2
¨β

p2idif´1q

j2
‰

α
p2idif´1q

j2
¨ β

p2idifq

j2
. Then, we have α

p2idifq

j1
´ δj1β

p2idifq

j1
‰ 0. Moreover, let T “

α
p2idif´1q

j1
´δj1 ¨β

p2idif´1q

j1

α
p2idif q

j1
´δj1 ¨β

p2idif q

j1

,

and we have β
p2idif´1q

j2
´ T ¨ β

p2idifq

j2
‰ 0 and δj2 “

α
p2idif´1q

j2
´T ¨α

p2idif q

j2

β
p2idif´1q

j2
´T ¨β

p2idif q

j2

.

Let T and idif be the values defined in the above claim. Consider the step when δj2 is generated.

We know the j2-th query to H has been made, and thus αj2 and βj2 are determined. Also, since

j1 ă j2, the j1-th query to H has returned, and thus αj1 , αj2 , and δj1 are determined. Therefore,

we know idif and T are also determined. Thus, we know δj2 is picked uniformly at random from
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Z˚
p independent of idif , αj1 , αj2 , βj1 , βj2 , δj1 , and T . Then, by the above claim,

PrrE 1p3q

pj1,j2q
s ď Pr

«

α
p2idifq

j1
´ δj1β

p2idifq

j1
‰ 0

^ β
p2idif´1q

j2
´ T ¨ β

p2idifq

j2
‰ 0

^ δj2 “
α

p2idif´1q

j2
´T ¨α

p2idif q

j2

β
p2idif´1q

j2
´T ¨β

p2idif q

j2

ff

ď Pr

«

δj2 “
α

p2idif´1q

j2
´T ¨α

p2idif q

j2

β
p2idif´1q

j2
´T ¨β

p2idif q

j2

ˇ

ˇ

ˇ

ˇ

ˇ

α
p2idifq

j1
´ δj1β

p2idifq

j1
‰ 0

^ β
p2idif´1q

j2
´ T ¨ β

p2idifq

j2
‰ 0

ff

ď
1

p´ 1
.

4.2.4 Proof of Claim 4.2.8

This proof relies on the following simple lemma, which we first state and prove.

Lemma 4.2.9. Let p be a prime number. Let a, b, c, d P Zp be arbitrary values such that a ¨d ‰ c ¨b.

Then, for any T P Zp such that a` T ¨ b “ 0, we have c` T ¨ d ‰ 0.

Proof. Since a` T ¨ b “ 0 and a ¨ d ‰ c ¨ b, we have

0 “ dpa` T ¨ bq “ a ¨ d` T ¨ b ¨ d ‰ b ¨ c` T ¨ b ¨ d “ bpc` T ¨ dq,

which implies c` T ¨ d ‰ 0.

Proof of Claim 4.2.8. Consider j1, j2 P rQHs such that j1 ă j2. Suppose E 1p3q

j1,j2
occurs. We

know the events E
p3q

pj1,j2q
, Fj1 , and Fj2 occur. Since E

p3q

j1,j2
occurs, let idif be the smallest index in

Ipj1q

unkXIpj2q

unk such that αp2idifq

j1
¨β

p2idif´1q

j1
‰ α

p2idif´1q

j1
¨β

p2idifq

j1
and α

p2idifq

j2
¨β

p2idif´1q

j2
‰ α

p2idif´1q

j2
¨β

p2idifq

j2
.

We first show that αp2idifq

j1
´ δj1β

p2idifq

j1
‰ 0. Suppose α

p2idifq

j1
´ δj1β

p2idifq

j1
“ 0. Since α

p2idifq

j1
¨

β
p2idif´1q

j1
‰ α

p2idif´1q

j1
¨ β

p2idifq

j1
, by Lemma 4.2.9, we know

α
p2idif´1q

j1
´ δj1β

p2idif´1q

j1
‰ 0 .

Therefore, we have

α
p2idif´1q

j1
` cidif ¨ α

p2idifq

j1
´ δj1

´

β
p2idif´1q

j1
` cidif ¨ β

p2idifq

j1

¯

“ α
p2idif´1q

j1
´ δj1 ¨ β

p2idif´1q

j1
` cidif

´

α
p2idifq

j1
´ δj1 ¨ β

p2idifq

j1

¯

“ α
p2idif´1q

j1
´ δj1β

p2idif´1q

j1
‰ 0 .

However, since Fj1 occurs, we know (F1) holds for j “ j1, which yields a contradiction. Thus, we

have α
p2idifq

j1
´ δj1β

p2idifq

j1
‰ 0.
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Similarly, we have α
p2idifq

j2
´ δj2β

p2idifq

j2
‰ 0. Then, since Fj1 and Fj2 both occur, we know (F1)

holds for j “ j1 and j “ j2, and thus

α
p2idif´1q

j1
´ δj1 ¨ β

p2idif´1q

j1

α
p2idifq

j1
´ δj1 ¨ β

p2idifq

j1

“ cidif “
α

p2idif´1q

j2
´ δj2 ¨ β

p2idif´1q

j2

α
p2idifq

j2
´ δj2 ¨ β

p2idifq

j2

.

Denote T “
α

p2idif´1q

j1
´δj1 ¨β

p2idif´1q

j1

α
p2idif q

j1
´δj1 ¨β

p2idif q

j1

and we have

α
p2idif´1q

j2
´ T ¨ α

p2idifq

j2
´ δj2pβ

p2idif´1q

j2
´ T ¨ β

p2idifq

j2
q “ 0 . (4.5)

We now show that βp2idif´1q

j2
´ T ¨ β

p2idifq

j2
‰ 0. Suppose β

p2idif´1q

j2
´ T ¨ β

p2idifq

j2
“ 0. Since

α
p2idifq

j2
¨ β

p2idif´1q

j2
‰ α

p2idif´1q

j2
¨ β

p2idifq

j2
, by Lemma 4.2.9, we know α

p2idif´1q

j2
´ T ¨ α

p2idifq

j2
‰ 0 and

α
p2idif´1q

j2
´ T ¨ α

p2idifq

j2
´ δj2pβ

p2idif´1q

j2
´ T ¨ β

p2idifq

j2
q “ α

p2idif´1q

j2
´ T ¨ α

p2idifq

j2
‰ 0,

which contradicts (4.5). Therefore, we have

β
p2idif´1q

j2
´ T ¨ β

p2idifq

j2
‰ 0 ,

and from (4.5), it holds that

δj2 “
α

p2idif´1q

j2
´ T ¨ α

p2idifq

j2

β
p2idif´1q

j2
´ T ¨ β

p2idifq

j2

.
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Chapter 5

EFFICIENT BLIND SIGNATURES IN THE GGM

5.1 Construction and Security

This section introduces our first blind signature scheme, BS1, which relies on a prime-order cyclic

group and a hash function H. We describe this scheme formally in Figure 5.1. Roughly, it extends

(blind) Schnorr Signatures by sending an additional group element Y “ Xy in the first round.

Then, the signer’s final response to challenge c reveals y along with s “ a` cxy. We also note that

we could consider a variant of the scheme where the signature consists of σ “ pA1, s1, y1q, where

A1 replaces c1.

SECURITY ANALYSIS. First off, we observe that the protocol is blind.

Theorem 5.1.1. For a group generation algorithm GGen, the blind signature scheme BS1rGGens

is perfectly blind.

Proof of Theorem 5.1.1. Let A be an adversary playing the BlindA
BS1rGGens game. Without loss of

generality, we can assume the randomness of A is fixed and A always finishes both signing sessions

and receives valid signatures pσ0, σ1q. 1

Define the view of A after its execution as π “ pX,m0,m1, T0, T1, σ0, σ1q, where Ti :“

pAi, Yi, ci, si, yiq, denoting the transcripts learned from interactions with the i-th signing session

and σi “ pc
1
i, s

1
i, y

1
iq. Since the randomness of A is fixed, the only randomness left is the random-

ness in U1 and U2. Denote η :“ pr
p0q

1 , r
p0q

2 , γp0q, r
p1q

1 , r
p1q

2 , γp1qq as the total randomness. To prove

the theorem, we need only show that the distribution of π is identical in both the case b “ 0 and

b “ 1. We prove this by showing that for any fixed view ∆ such that Prrπ “ ∆|b “ 1s ą 0, there

exists a unique value of the randomness η that makes π “ ∆ for the cases b “ 0 and b “ 1.

1Since the output of each query to U1 that does not return K is uniformly random over Zp, we know the behavior
of A is identical in both the case b “ 0 and b “ 1 before A receives the valid signature pσ0, σ1q. Therefore, we
know the probability that A returns before receiving pσ0, σ1q or receives pK,Kq after finishing both signing sessions
is equal in both the case b “ 0 and b “ 1, which means we consider only the case where A receives valid signatures.
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Algorithm Setupp1κq :

pG, p, gq Ð GGenp1κq

Select H : t0, 1u˚ Ñ Zp

Return par Ð pp, g,Hq

Algorithm KeyGenpparq :

pp, g,Hq Ð par

xÐ$ Z˚
p ; X Ð gx

sk Ð x ; pk Ð X

Return psk, pkq

Algorithm S1pskq :

xÐ sk ; X Ð gx

aÐ$ Zp ; yÐ$ Z˚
p

AÐ ga ; Y Ð Xy

sts Ð pa, y, xq ; msg1 Ð pA, Y q

Return psts,msg1q

Algorithm S2pst
s, cq :

pa, y, xq Ð sts

sÐ a` c ¨ y ¨ x

Return msg2 Ð ps, yq

Algorithm U1ppk,msg1,mq :

X Ð pk ; pA, Y q Ð msg1

r1, r2Ð$ Zp ; γÐ$ Z˚
p

Y 1 Ð Y γ ; A1 Ð gr1 ¨Aγ ¨ Y 1r2

c1 Ð HpA1 }Y 1 }mq

cÐ c1 ` r2

stu Ð pc, c1, r1, γ,X, Y,Aq

Return pstu, cq

Algorithm U2pst
u,msg2q :

pc, c1, r1, γ,X, Y,Aq Ð stu

ps, yq Ð msg2

If y “ 0 or Y ‰ Xy or gs ‰ A ¨ Y c

then return K

s1 Ð γ ¨ s` r1 ; y1 Ð γ ¨ y

Return σ Ð pc1, s1, y1q

Algorithm Verppk, σ,mq :

pc, s, yq Ð σ

If y “ 0 then return 0

Y Ð Xy ; AÐ gs ¨ Y ´c

If c ‰ HpA }Y }mq then return 0

Return 1

Figure 5.1: The blind signature scheme BS1 “ BS1rGGens.

For both the cases b “ 0 and b “ 1, we now show that π “ ∆ if and only if for each i P t0, 1u,

it holds that

γpiq
“ y1

bi

∆
{y∆i ,

r
piq
1 “ s1

bi

∆
´ γpiq

¨ s∆i ,

r
piq
2 “ c∆i ´ c1

bi

∆
,

(5.1)

where the superscript p¨q∆ represents the corresponding value in ∆. From the algorithms U1 and

U2, it is clear that the “only if” part holds. For the “if” part, suppose (5.1) holds. Since the
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randomness of A is fixed, the view of A can differ only on the outputs c0, c1 from the oracle U1 or

the output pσ0, σ1q from the oracle U2. Since both signatures in ∆ are valid, we have

A∆
i “ gs

∆
i X∆´c∆i ¨y∆i , Y ∆

i “ X∆y∆i , (5.2)

c1
bi

∆
“ Hpgs

1
bi

∆

X∆´y1
bi

∆
¨c1

bi

∆

}X∆y1
bi

∆

}m∆
bi
q . (5.3)

For ci where i P t0, 1u, suppose the values in the view of A that have already determined when ci

is generated, which must include pX,mi, Ai, Yiq, are consistent with ∆. By p5.1q, we have

ci “ r
piq
2 ` Hpgr

piq

1 Aγpiq

i Y
γpiq¨r

piq

2
i }Y γpiq

i }mbiq

“ r
piq
2 ` Hpgr

piq

1 A∆
i

γpiq

Y ∆
i

γpiq¨r
piq

2 }Y ∆
i

γpiq

}m∆
bi
q

“ r
piq
2 ` Hpgγ

piq¨s∆i `r
piq

1 X∆´y∆i ¨γpiq¨pc∆i ´r
piq

2 q
}X∆y∆i ¨γpiq

}m∆
bi
q

“ r
piq
2 ` Hpgs

1
bi

∆

X∆´y1
bi

∆
¨c1

bi

∆

}X∆y1
bi

∆

}m∆
bi
q

“ r
piq
2 ` c1

bi

∆
“ c∆i ,

where the third equality is due to (5.2), the fourth equality is due to (5.1), and the final equality

is due to (5.3). Then, consider the step when pσ0, σ1q is output. Suppose the current view, which

contains Ti, is consistent with ∆. By (5.1), we have

y1
bi
“ γpiq

¨ yi “ γpiq
¨ y∆i “ y1

bi

∆
,

s1
bi
“ r

piq
1 ` γpiq

¨ si “ r
piq
1 ` γpiq

¨ s∆i “ s1
bi

∆
,

c1
bi
“ ci ´ r

piq
2 “ c∆i ´ r

piq
2 “ c1

bi

∆
.

which implies pσ0, σ1q “ pσ
∆
0 , σ

∆
1 q. Therefore, by induction, if (5.1) holds, we know π “ ∆.

Our main result shows OMUF security of BS1 in the generic-group model (GGM) following

Shoup’s original formalization [118], which encodes every group element with a random label. To

this end, we present in Figure 5.2 a game describing a GGM-version of OMUF security for BS1,

adapting the one from Section 3.3. We also define a corresponding advantage Advomuf-ggm
BS1rGGens

pA, κq

to measure the probability that A wins the game. Note that to keep notation homogenous, it is

convenient to allow the game to depend on G, although the game itself only makes use of the order

of the group. The game also models the hash function H as a random oracle, to which the adversary

is given oracle access.
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Game OMUF-GGMA
BS1rGGens

pκq :

pG, p, gq Ð GGenp1κq

sidÐ 0 ; ℓÐ 0 ; Ifin ÐH ; CurÐH

ΞÐ pq ; T Ð pq

tpmk, σkqukPrℓ`1s Ð$ AΠ,S1,S2,Hpp,Φp1q,Φpxqq

If D k1 ‰ k2 such that pmk1 , σk1q “ pmk2 , σk2q then

Return 0

If D k P rℓ` 1s such that y˚
k “ 0

or ck ‰ HpΦpsk ´ ck ¨ yk ¨ xq }Φpyk ¨ xq }miq

where pck, sk, ykq “ σk then return 0

Return 1

Oracle Φpvq :

If v P Cur then return Ξpvq

Ξpvq Ð$ t0, 1ulogppqzΞpCurq

CurÐ Cur X tvu

Return Ξpvq

Oracle Πpξ, ξ1, bq :

If Dv, v1 P Cur such that ξ “ Ξpvq and ξ1 “ Ξpv1q then

Return Φpv ` p´1qbv1q

Else return K

Oracle S1 :

sidÐ sid` 1

asidÐ$ Zp ; ysidÐ$ Z˚
p

stssid Ð pasid, ysidq

msg1 Ð pΦpasidq,Φpxysidqq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin then

Return K

pai, yiq Ð stsi

si Ð ai ` ci ¨ yi ¨ x

msg2 Ð psi, yiq

Ifin Ð Ifin Y tiu
ℓÐ ℓ` 1

Return msg2

Oracle Hpstrq :

If T pstrq “ K then

T pstrq Ð$ Zp

Return T pstrq

Figure 5.2: The OMUF security game in GGM for the blind signature scheme BS1rGGens.

The following theorem states our main result in the form of a reduction to WFROS and is

proved in Section 5.2.

Theorem 5.1.2 (OMUF Security of BS1). Let GGen be a group generation algorithm. For any

adversary A for the OMUF-GGMBS1rGGens
pκq game making at most QΠ queries to Π, QS1 queries

to S1, and QH queries to the random oracle H, there exists an adversary B for the WFROSQS1 ,p

problem, where p denotes the size of the group generated by GGenp1κq, making at most QH`QS1`1
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queries to the random oracle H such that

Advomuf-ggm
BS1rGGens

pA, κq ď Advwfros
QS1 ,p

pBq ` QΦpQΦ ` 2QH ` 2QS1 ` 2q

p´ p1`QS1 `Q2
Φq

,

where QΦ is the maximum number of queries to Φ during the game OMUF-GGM, and we have

QΦ “ QΠ ` 4QS1 ` 4.

By Theorem 4.1.1, we have the following corollary.

Corollary 5.1.3. Let GGen be a group generation algorithm. For any adversary A playing game

OMUF-GGMBS1rGGens
pλq making at most QΠ queries to Π, QS1 queries to S1, and QH queries to

the random oracle H, we have

Advomuf-ggm
BS1rGGens

pA, κq ď
2QΦpQΦ ` 2QH ` 2QS1 ` 2q

2κ ´ p1`QS1 `Q2
Φq

,

where QΦ “ QΠ ` 4QS1 ` 4.

We note in particular that the concrete security of BS1 in the GGM is comparable to that of the

discrete logarithm problem, in that QΦ “ Ωpmint
?
p, p{QH, p{QS1uq is necessary to break security

with constant probability.

5.2 Proof of OMUF (Theorem 5.1.2)

Let us fix an adversary A that makes (without loss of generality) exactly QΠ queries to Π, QS1

queries to S1, and QH queries to the random oracle H. Without loss of generality, assume it also

makes exactly one query pi, ciq to S2 for each i P rQS1s. Then, after A returns, we know ℓ “ QS1

and Ifin “ rQS1s. Also, it is clear that the overall number of queries to Φ in OMUF-GGMA
BS1

is at

most QΦ :“ QΠ ` 4QS1 ` 4.

We prove the theorem by going through a series of games, from Game0 to Game4, where

Game0 is the OMUF-GGMA
BS1

game and Game4 is an intermediate game that enables an easier

reduction to WFROS. Here, however, we first introduce Game4 and Lemma 5.2.1 and then discuss

the reduction to WFROS, which is the core of the proof. We leave the definition of the intermediate

games between Game0 to Game4 to the proof of Lemma 5.2.1. The game-hopping argument is

non-trivial, but it follows the same blueprint as in [12] and is hence deferred to Section 5.2.1.
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Game Game4:

pG, p, gq Ð GGenp1κq

sidÐ 0 ; ℓÐ 0 ; S ÐH ; CurÐH

ΞÐ pq ; T Ð pq

tpmk, σkqukPrℓ`1s Ð$ AΠ,S1,S2,Hpp,Φp1q,ΦpXqq

If D k1 ‰ k2 such that pmk1 , σk1q “ pmk2 , σk2q then

Return 0

If D k P rℓ` 1s such that y˚
k “ 0

or ck ‰ HpΦpsk ´ ck ¨ yk ¨ Xq }Φpyk ¨ Xq }miq

where pck, sk, ykq “ σk then return 0

Return 1

Oracle ΦpP q :

If DP 1 P Cur such that P “L P 1 then

Return ΞpP 1q

ΞpP q Ð$ t0, 1urlogppqszΞpCurq

CurÐ Cur X tP u

Return ΞpP q

Oracle Πpξ, ξ1, bq :

If DP, P 1 P Cur such that ξ “ ΞpP q

and ξ1 “ ΞpP 1q then

Return ΦpP ` p´1qbP 1q

Else return K

Oracle S1 :

sidÐ sid` 1

msg1 Ð pΦpA sidq,ΦpYsidqq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin then return K

siÐ$ Zp ; yiÐ$ Z˚
p

R1 Ð Ai ` ciYi ´ si

R2 Ð Yi ´ yiX

LÐ LY tR1, R2u

msg2 Ð psi, yiq

If D P1, P2 P Cur such that

P1 ‰ P2 and P1 “L P2

then abort game
Ifin Ð Ifin Y tiu
ℓÐ ℓ` 1

Return msg2

Oracle Hpstrq :

If T pstrq “ K then

T pstrq Ð$ Zp

Return T pstrq

Figure 5.3: The definition of Game4. The symbols P and P 1 denote polynomials over variables

X, tAi,YiuiPrsids. Also, a new equality notation, ““L”, is used. We say P1 “L P2 if and only if

P1 ´ P2 can be represented as a linear combination of polynomials in L.

DEFINITION OF Game4. The pseudocode description of Game4 is given in Figure 5.3. The main

difference from OMUF-GGMA
BS1

is that the encoding oracle Φ takes as input a polynomial instead

of an integer in Zp. (Note that the adversary cannot query Φ directly, and thus this difference is not

directly surfaced.) This essentially captures the algebraic core of our proof.
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Also, for a valid query pi, ciq to S2, the output values psi, yiq are directly sampled uniformly

from Zp ˆ Z˚
p . Furthermore, when this happens, two polynomials, R1 “ Ai ` ci ¨ Yi ´ si and

R2 “ Yi ´ yi ¨ X, are recorded in the set L. Then, in the encoding oracle Φ, two polynomials, P1

and P2, are considered to differ if and only if P1 ‰L P2, where P1 “L P2 means that P1 ´ P2

can be generated as a linear combination of polynomials in L. Still, P1 ‰L P2 could occur when

queries P1 and P2 are made to Φ, but they becomes equal (in the sense of ““L”) after L is updated.

The game aborts when this happens. Overall, we prove the following lemma in Section 5.2.1.

Lemma 5.2.1. Advomuf-ggm
BS1rGs

pA, λq ď PrrGameA4 “ 1s `
Q2

Φ

p´p1`QS1`Q2
Φq

.

REDUCTION TO WFROS. The core of the proof is to relate the probability of the adversary A
winning Game4 with the advantage of an adversary B winning the WFROS problem, as stated in

the following lemma. The proof is given in Section 5.2.3.

Lemma 5.2.2. For every λ, there exists an adversary B for the WFROSQS1 ,p
problem, where

p “ |Gλ|, making at most QH `QS1 ` 1 queries to H such that

PrrGameA4 “ 1s ď Advwfros
QS1 ,p

pBq ` p2QΦ ` 1qpQH `QS1 ` 1q

p´QΦ

. (5.4)

The statement of Theorem 5.1.2 follows by combining Lemmas 5.2.1 and 5.2.2.

5.2.1 Proof of Lemma 5.2.1

We prove the lemma by going through a serious of games.

GameA0 : This is OMUF-GGMA
BS1

(Figure 5.2).

GameA1 : This is defined in Figure 5.4 that only contains the dashed box. We introduce variables X,

A1, Y1, . . . , AQS1
, YQS1

in GameA1 . Each variable is assigned a value, that is, X is assigned x, Ai is

assigned ai, and Yi is assigned yi ¨x. The input to Φ is a polynomial P of variables X, tAi,YiuiPrQS1 s

over Zp instead of a single value v P Zp and the set Cur is a set of polynomials. Also, in Φ we

check the equality of two polynomials by its evaluation on the assigned values, which is denoted

by “eval (see Definition 5.2.3).

Definition 5.2.3. For two ploynomial P and P 1 of the variables X1, . . . ,Xn over a field F , suppose

each Xi is assigned with a value xi P F . We say P “eval P
1 if and only if P pX1 “ x1, . . . ,Xn “

xnq “ P 1pX1 “ x1, . . . ,Xn “ xnq.
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Game GameA1 , GameA2 , Game1
2
A :

pG, p, gq Ð GGenp1κq ; xÐ$ Z˚
p ; assign x to variable

X

sidÐ 0 ; ℓÐ 0 ; Ifin ÐH ; ΞÐ pq ; T Ð pq

CurÐH ; LÐH

tpmk, σkqukPrℓ`1s Ð$ AΠ,S1,S2,Hpp,Φp1q,ΦpXqq

If D k1 ‰ k2 such that pmk1 , σk1q “ pmk2 , σk2q then

Return 0

If D k P rℓ` 1s such that y˚
k “ 0

or ck ‰ HpΦpsk ´ ck ¨ yk ¨ Xq }Φpyk ¨ Xq }miq

where pck, sk, ykq “ σk then return 0

Return 1

Oracle ΦpP q :

If DP 1 P Cur such that P “eval P
1

and P ‰L P 1 then abort game

If DP 1 P Cur such that P “eval P
1 then

Return ΞpP 1q

If DP 1 P Cur such that P “L P 1 then
Return ΞpP 1q

ΞpP q Ð$ t0, 1ulogppqzΞpCurq

CurÐ Cur X tP u

Return ΞpP q

Oracle Πpξ, ξ1, bq :

If DP, P 1 P Cur such that ξ “ ΞpP q

and ξ1 “ ΞpP 1q then

Return ΦpP ` p´1qbP 1q

Else return K

Oracle S1 :

sidÐ sid` 1

asidÐ$ Zp ; ysidÐ$ Z˚
p

stssid Ð pasid, ysidq

Assign asid to variable Asid

Assign ysid ¨x to varaible Ysid

msg1 Ð pΦpAsidq,ΦpYsidqq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin then return K

pai, yiq Ð stsi

si Ð ai ` ci ¨ yi ¨ x

R1 Ð Ai ` ciYi ´ si
R2 Ð Yi ´ yiX
LÐ LY tR1, R2u

msg2 Ð psi, yiq

Ifin Ð Ifin Y tiu
ℓÐ ℓ` 1

Return msg2

Oracle Hpstrq :

If T pstrq “ K then

T pstrq Ð$ Zp

Return T pstrq

Figure 5.4: The definition for GameA1 , GameA2 , and Game1
2
A, where GameA1 only contains the

dashed box, GameA2 contains all but the gray box, and Game1
2
A contains all but the dashed box.
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For convenience, we also have P “eval P pX1 “ x1, . . . ,Xn “ xnq.

It is easy to check that “eval is an equivalence relation over the polynomials of the variables

X1, . . . ,Xn.

We first show that the oracle Φ in GameA1 is well-defined, that is, for each query P to Φ,

there exists at most one P 1 P Cur such that P “eval P
1. Suppose there exists P 1, P 2 P Cur such

that P 1 ‰ P 2, P 1 “eval P “eval P
2. Suppose P 2 is added to Cur after P 1. Consider the query

to Φ during which P 2 is added to Cur. Since P 1 is already in Cur when P 2 is added, we have

P 1 ‰eval P
2, which yields a contradiction. Therefore, for each query to Φ, if there exists P 1 P Cur

such that P “eval P
1, then P 1 is the unique polynomial in Cur such that P “eval P

1.

We now show that the views of the adversary in Game0 and Game1 are identical. Define

an intermediate game Game1
1
A such that it is identical to GameA1 except each the polynomial P

appear in the game is replaced by its evaluation value P pX “ x,A1 “ a1,Y1 “ y1 ¨ x, . . . ,Asid “

asid,Ysid “ ysid ¨ xq. It is clear that Game1
1
A is identical to GameA0 . Also, since in the oracle Φ in

GameA1 , a polynomial P is considered equal or not equal to another polynomials by its evaluation

value, the view of the adversary in Game1 and Game1
1 are identical. Thus, we know the views of

the adversary in Game0 and Game1 are identical, which implies

PrrGameA0 “ 1s “ PrrGameA1 “ 1s . (5.5)

GameA2 : This is defined in Figure 5.4 by ignoring the graybox. A set L is introduced to record

the information leaked to the adversary by S2. For the query pi, ciq to S2, polynomials R1 “

Ai ` ciYi ´ si and R2 “ Yi ´ yiX are added to L. Suppose L is also recorded in GameA1 . In

GameA1 , define the event E1 as after an query P to Φ is made,

DP 1
P Cur such that P “eval P

1 and P ‰L P 1 .

Then, GameA2 is identical to GameA1 except it aborts when E1 occurs and we have

PrrGameA1 “ 1s ď PrrGameA2 “ 1s ` PrrE1s , (5.6)

To bound PrrE1s, for each j P rQΦs, we denote the event E1,j in GameA1 as during the j-th

query to Φ

DP 1
P Cur such that Pj “eval P

1 and Pj ‰L P 1 .

Then, we have E1 “
Ž

jPrQΦs
E1,j . Denote E 1

1,j :“ E1,j

Ź

iPrjs
p␣E1,iq. We now bound PrrE 1

1,js for

each j P rQΦs.
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We now fix a certain j P rQΦs. Consider the step when the j-th query to Φ is made during

GameA1 . Denote the transcripts between the oracles and adversarys when the j-th query to Φ is

made as πj , which contains Φp1q,ΦpXq, and all the inputs and outputs of the queries to S1, S2, Π,

and H made before the j-th query to Φ. For a certain transcript πj “ ∆, for 1 ď k ď j, denote the

k-th query to Φ in ∆ as P∆
k . From the transcript ∆, one can compute the set Ifin, Cur, and L at the

step when the j-th query to Φ is been made. Denote them by I∆
fin, Cur∆, and L∆. For each i P I∆

fin,

denote the input and output of the query to the S2 for the session i in the transcript ∆ as c∆i and

ps∆i , y
∆
i q. Also, from the transcript πj , one can tell whether E1,k occurs or not for k P rj´1s, since

the event E1,k occurs if and only if Pk ‰L P 1 for all P 1 P Cur but Pk is not added to Cur. Denote

the value of sid when the j-th query to Φ is made as sid∆.

Denote Tj as the set of all transcripts ∆ such that Prrπj “ ∆s ą 0 and none of tE1,kukPrjs

occurs given πj “ ∆. We just need to bound PrrE 1
1,j|πj “ ∆s for each ∆ P Tj .

We now fix a certain ∆ P Tj . For any polynomial P , denote the event FP as P “eval Pj and

P ‰L Pj . Then we know E 1
1,j implies one of tFP uPPCur∆ occurs and we have

PrrE 1
1,j|πj “ ∆s ď Pr

«

ł

PPCur∆

FP |πj “ ∆

ff

.

Therefore, it is left to bound PrrFP s for each P P Cur∆.

We now fix a certain P̂ P Cur∆. Since P∆
j and L∆ are fixed in ∆, we can directly check

whether P̂ “L∆ P∆
j or not. If P̂ “L∆ P∆

j , then we have PrrFP̂ s “ 0. Therefore, we can assume

P̂ ‰L∆ P∆
j . Then, we only need to bound the probability of P̂ “eval P

∆
j . Since we fix πj “ ∆,

the only randomness here is the values assigned to the random variables X, tAi,YiuiPrsid∆s. Denote

the values as η :“ px, a1, y1 ¨ x, . . . , asid∆ , ysid∆ ¨ xq P Z1`2sid∆

p , where x, tai, yiuiPrsid∆s are random

variables sampled in the game, and we have P “eval P pX “ η1, tAi “ η2i,Yi “ η2i`1uiPrsid∆sq.

To bound PrrP̂ “eval P
∆
j |πj “ ∆s, we first introduce Lemma 5.2.4 below. Then the proof

structure can be described as follows. We first define a sequence of polynomials D0, D1, . . . , Dm,

B1, . . . , Bq`1 over variables X, tAi,YiuiPrsid∆s such that Bq`1 :“ P̂ ´ P∆
j . Then, we try to apply

Lemma 5.2.4 to bound the probability by showing η is uniformly distributed over C, ZeropBq`1qX

C ‰ H, and Bq`1 R Spanpt1, B1, . . . , Bquq given πj “ ∆, where C is defined in Lemma 5.2.4.

Lemma 5.2.4 (Lemma 1 in [12]). Let D1, . . . , Dm, B1, . . . , Bq`1 be polynomials in ZprX1, . . . ,Xns
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of degree 1. Let

C :“

¨

˝

č

iPrqs

ZeropBiq

˛

‚z

¨

˝

ď

iPrms

ZeropDiq

˛

‚ ,

where ZeropP qmeans the zero set of P . Assume ZeropBq`1qXC ‰ H and Bq`1 R Spanpt1, B1, . . . ,

Bquq. If x is picked uniformly at random from C then

p´m

p2
ď PrrBq`1pxq “ 0s ď

1

p´m
.

Let m :“ sid∆
` 1` |Cur∆|p|Cur∆ ´ 1|q. Denote D1 :“ X and Di`1 :“ Yi for i P rsid∆

s. For

each P, P 1 P Cur∆ such that P ‰ P 1, denote DP,P 1 :“ P´P 1. We can relable tDP,P 1uP,P 1PCur∆,P‰P 1

to Dsid∆`2, . . . , Dm.

Let q :“ 2|I∆
fin|. For each i P I∆

fin, denote

Bpi,1q :“ Ai ` c∆i Yi ´ s∆i , Bi,2 :“ Yi ´ y∆i X .

We can relabel tBpi,1q, Bpi,2quiPI∆
fin

to B1, . . . , Bq and denote Bq`1 :“ P̂ ´ P∆
j . Here one thing to

notice is that we have L∆ “ tB1, . . . , Bqu.

Denote C :“
´

Ş

iPrqs
ZeropBiq

¯

z

´

Ť

iPrms
ZeropDiq

¯

and we have the following claim. The

proof of the claim is deferred to Section 5.2.2.

Claim 5.2.5. In GameA1 , for any ∆ P Tj , given πj “ ∆, we have η is uniformly distributed over C.

We now continue to show that ZeropBq`1q X C ‰ H. If ZeropBq`1q X C “ H, since by

the above claim η must be in C given πj “ ∆, we know Bq`1 “eval Bq`1pηq ‰ 0, which implies

PrrP̂ “eval Pj|πj “ ∆s “ 0. Therefore, we only need to consider the case when ZeropBq`1qXC ‰
H.

We then show that Bq`1 R Spanpt1, B1, . . . , Bquq. Since P̂ ‰LCur P∆
j and L∆ “ tB1, . . . , Bqu,

we know Bq`1 R SpanptB1, . . . , Bquq. If Bq`1 P Spanpt1, B1, . . . , Bquq, we know there exists

a constant δ P Zp such that δ ‰ 0 and Bq`1 ` δ P SpanptB1, . . . , Bquq. Let B1 “ Bq`1 ` δ.

Then, we have for any η0 P C, B1pηq “ 0 and thus Bq`1pηq “ B1pηq ´ δ “ ´δ ‰ 0, which

means ZeropBq`1qXC “ H. This contradicts with the above argument that ZeropBq`1qXC ‰ H.

Therefore, we have Bq`1 R Spanpt1, B1, . . . , Bquq.

Then, by the above claim, we can apply Lemma 5.2.4 here and we have

PrrP̂ “eval P
∆
j |πj “ ∆s “ PrrBq`1pηq “ 0 | πj “ ∆s ď

1

p´m
.
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Since m “ sid∆
` 1` |Cur∆|p|Cur∆ ´ 1|q ď 1`QS1 `Q2

Φ, we have

PrrE 1
1,js “

ÿ

∆PTj

PrrE 1
1,j ^ πj “ ∆s

“
ÿ

∆PTj

Prrπj “ ∆s
ÿ

P̂PCur∆

PrrFP̂ | πj “ ∆s ď
QΦ

p´ p1`QS1 `Q2
Φq

.

Therefore, we have PrrE1s “
ř

jPrQΦs
PrrE 1

1,js ď
Q2

Φ

p´p1`QS1`Q2
Φq

and by (5.6)

PrrGameA1 “ 1s ď PrrGameA2 “ 1s `
Q2

Φ

p´ p1`QS1 `Q2
Φq

. (5.7)

Game1
2
A: This is defined in Figure 5.4 by ignoring the dashed box. The only difference between

GameA2 and Game1
2
A is that in the oracle Φ the condition “DP 1 P Cur such that P “eval P

1” is

changed to “DP 1 P Cur such that P “L P 1”. We will show that P “eval P 1 is equivalent to

P “L P 1 here in Game2, and thus we know the view of adversary are identical in these two games.

In GameA2 , consider an query P to the oracle Φ. Let P 1 be an arbitrary polynomial in Cur.

Consider the step when the condition “DP 1 P Cur such that P “eval P
1” is checked. We now show

that P “eval P
1 is if and only if P “L P 1. Suppose P “eval P

1. Since the game does not abort, it

must hold that P “L P 1. Therefore, we know P “eval P
1 implies P “L P 1.

On the other hand, we show the following lemma.

Lemma 5.2.6. In GameA2 , at any step of the execution, we have

@ P P SpanpLq : P “eval 0 , (5.8)

which implies for any two polynomials P, P 1 of variables X and tAi,YiuiPrsids

P “L P 1 implies P “eval P
1 . (5.9)

Proof. We just need show that for each R P L, we have R “eval 0. From the description of S2, we

know

L “ tAi ` ciYi ´ si,Yi ´ yiXuiPIfin .

For R “ Ai ` ciYi ´ si, we have R “eval ai ` ci ¨ yi ¨ xi ´ si “ 0, since si “ ai ` ci ¨ yi ¨ xi. For

R “ Yi ´ yiX, we have R “eval yi ¨ x´ yi ¨ x “ 0. Therefore, we know the lemma holds.



46

From the above lemma, we know P “L P 1 is equivalent to P “eval P
1 at the step in Φ when

the condition “DP 1 P Cur such that P “eval P
1”. Therefore, we know the view of the adversary is

identical in these two games, which implies

PrrGameA2 “ 1s “ PrrGame1A
2 “ 1s . (5.10)

GameA3 : GameA3 is defined in Figure 5.5 by ignoring the dashed box, where the only difference

from Game1
2
A is the original abort condition is removed from Φ and a new abort condition is added

to S2. Also, in GameA3 , since the new abort condition only uses the information L, we do not need

to assign values to the variables anymore.

We first show that the oracle Φ in GameA3 is well-defined, that is, for each query P to Φ, there

exists at most one P 1 P Cur such that P “L P 1. Suppose during a query P to Φ in GameA2 , the

game does not abort and there exists P 1, P 2The P Cur such that P 1 “L P “L P 2. Without loss

of generality assume P 2 is added to Cur after P 1. If L is not updated after P 2 is added to Cur,

then by the description of Φ, we know P 1 ‰L P 2, which yields a contradiction. Otherwise, L is

updated after P 2 is added to Cur. Consider the last time L is updated in S2. Since P 1 “L P 2 and

P 1, P 2 P Cur, we know GameA3 must abort in S2, which yields a contradiction. Therefore, we

know the oracle Φ in GameA3 is well-defined.

To show that the probability A wins Game1
2
A is bounded by the probability A wins GameA3 ,

we introduce an itermidiate game Game1
3
A which is defined in Figure 5.5 containing everything.

We first show that the probability A wins Game1
2
A is bounded by the probability A wins Game1

3
A.

Denote the event E2 in Game1
2
A as during a query to S2 after L is updated,

DP1, P2 P Cur such that P1 ‰ P2 and P1 “L P2 .

Then, we have Game1
3
A is identical to Game1

2
A except it aborts when E2 occurs, which implies

PrrGame1
2
A
“ 1s ď PrrGame1

3
A
“ 1s ` PrrE2s , (5.11)

We now show that PrrE2s “ 0. Suppose E2 occurs. Then, we know at some timestep in

Game1
2
A there exists P1, P2 P Cur such that P1 ‰ P2 and P1 “L P2. We first show that P1 ‰eval P2.

Suppose P1 “eval P2. Without loss of generality, assume P1 is added to Cur before P2. Consider

the step when P2 is added to Cur. Since P1 is already in Cur, we know P1 ‰L P2. However,

since P2 ‰L P1 but P2 “eval P1, the game aborts, which yields a contradiction. Thus, we know
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Game Game1
2
A , GameA3 , Game1

3
A :

pG, p, gq Ð GGenp1κq ; xÐ$ Z˚
p ;

assign x to variable X

sid Ð 0 ; ℓ Ð 0 ; S Ð H ; Cur Ð H ; Ξ Ð pq ;

T Ð pq

tpmk, σkqukPrℓ`1s Ð$ AΠ,S1,S2,Hpp,Φp1q,ΦpXqq

If D k1 ‰ k2 such that pmk1 , σk1q “ pmk2 , σk2q then

Return 0

If D k P rℓ` 1s such that y˚
k “ 0

or ck ‰ HpΦpsk ´ ck ¨ yk ¨ Xq }Φpyk ¨ Xq }miq

where pck, sk, ykq “ σk then return 0

Return 1

Oracle ΦpP q :

If DP 1 P Cur such that P “eval P
1

and P ‰L P 1 then abort game
If DP 1 P Cur such that P “L P 1 then

Return ΞpP 1q

ΞpP q Ð$ t0, 1ulogppqzΞpCurq

CurÐ Cur X tP u

Return ΞpP q

Oracle Πpξ, ξ1, bq :

If DP, P 1 P Cur such that ξ “ ΞpP q

and ξ1 “ ΞpP 1q then

Return ΦpP ` p´1qbP 1q

Else return K

Oracle S1 :

sidÐ sid` 1

asidÐ$ Zp ; ysidÐ$ Z˚
p

stssid Ð pasid, ysidq

Assign asid to variable Asid

Assign ysid ¨ x to varaible Ysid

msg1 Ð pΦpAsidq,ΦpYsidqq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin then return K

pai, yiq Ð stsi

si Ð ai ` ci ¨ yi ¨ x

R1 Ð Ai ` ciYi ´ si

R2 Ð Yi ´ yiX

LÐ LY tR1, R2u

msg2 Ð psi, yiq

If D P1, P2 P Cur such that
P1 ‰ P2 and P1 “L P2

then abort game
Ifin Ð Ifin Y tiu
ℓÐ ℓ` 1

Return msg2

Oracle Hpstrq :

If T pstrq “ K then

T pstrq Ð$ Zp

Return T pstrq

Figure 5.5: The definition for GameA3 and its difference from GameA2 . GameA2 contains all but the

solid boxes and GameA3 contains all but the dashed boxes. We also define an intermediate game

Game1
3
A which contains both dashed and solid boxes.

P1 ‰eval P2. Then, by Lemma 5.2.6, we know P1 ‰L P2 at any timestep in Game1
2
A, which yields
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a contradiction. Therefore, we know E2 never occurs in Game1
2
A, which implies

PrrGame1A
2 “ 1s ď PrrGame1A

3 “ 1s .

Also, since the only difference between Game1A
3 and GameA3 is that Game1A

3 might abort in Φ

while GameA3 never abort in Φ, we have PrrGame1A
3 “ 1s ď PrrGameA3 “ 1s. Therefore, we have

PrrGame1A
2 “ 1s ď PrrGame1A

3 “ 1s ď PrrGameA3 “ 1s . (5.12)

GameA4 : This is defined in Figure 5.6 by ignoring the dashed box. GameA4 is identical to GameA3 ,

except the generation of x, tai, yi, siuiPrsids are changed. More precisely, the sampling of x is

removed from the main procedure, the sampling of asid, ysid is removed from S1, and in S2, yi is

sampled from Z˚
p and si is sampled from Zp instead of computing from ai and yi. The oracle Φ in

GameA4 is well-defined, which can be shown using the same way as in GameA3 .

We now show that the views of the adversary in Game3 and Game4 are identical. Since the

value x and ai are not used in GameA3 except the dashed box, we just need to show that the

distribution of psi, yiq are identical in GameA3 and GameA4 for each query pi, ciq to S2. Consider

the step when the adversary makes a query pi, ciq to S2 in GameA3 and assume i P rsidszIfin. The

value yi and ai are not used anywhere in the game yet. Therefore, given the current transcript,

the distribution of psi, yiq is uniformly random in Zp ˆ Z˚
p . Since ai Ð si ` ci ¨ yi ¨ x and si is

uniformly in Zp given yi, we know the distribution of ai is uniformly random in Zp even given yi.

Therefore, the distribution of pai, yiq is uniformly random in Zp ˆ Z˚
p . Thus, we know the view of

the adversary in GameA3 and GameA4 are identical, which implies

PrrGameA3 “ 1s “ PrrGameA4 “ 1s . (5.13)

5.2.2 Proof of Claim 5.2.5

Proof. Without loss of generality, assume the randomness used in Φ and the randomness of A are

fixed, and assume Prrπj “ ∆s ą 0 given the fixed randomness.

The claim is equivalent to show that

@ η0 P C : Prx,a,yrη “ η0 | πj “ ∆s “
1

|C|
.

The probability here is taken over the randomness x,a,y, where a “ pa1, . . . , asid∆q, y “

py1, . . . , ysid∆q. Also, x, y1, . . . , ysid∆ are picked uniformly at random from Z˚
p and a1, . . . , asid∆

are picked uniformly at random from Zp.
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Game GameA3 , GameA4 :

pG, p, gq Ð GGenp1κq

xÐ$ Z˚
p

sid Ð 0 ; ℓ Ð 0 ; S Ð H ; Cur Ð H ; Ξ Ð pq ;

T Ð pq

tpmk, σkqukPrℓ`1s Ð$ AΠ,S1,S2,Hpp,Φp1q,ΦpXqq

If D k1 ‰ k2 such that pmk1 , σk1q “ pmk2 , σk2q then

Return 0

If D k P rℓ` 1s such that y˚
k “ 0

or ck ‰ HpΦpsk ´ ck ¨ yk ¨ Xq }Φpyk ¨ Xq }miq

where pck, sk, ykq “ σk then return 0

Return 1

Oracle ΦpP q :

If DP 1 P Cur such that P “L P 1 then

Return ΞpP 1q

ΞpP q Ð$ t0, 1ulogppqzΞpCurq

CurÐ Cur X tP u

Return ΞpP q

Oracle Πpξ, ξ1, bq :

If DP, P 1 P Cur such that ξ “ ΞpP q

and ξ1 “ ΞpP 1q then

Return ΦpP ` p´1qbP 1q

Else return K

Oracle S1 :

sidÐ sid` 1
asidÐ$ Zp ; ysidÐ$ Z˚

p

stssid Ð pasid, ysidq

msg1 Ð pΦpAsidq,ΦpYsidqq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin then return K
pai, yiq Ð stsi
si Ð ai ` ci ¨ yi ¨ x

siÐ$ Zp ; yiÐ$ Z˚
p

R1 Ð Ai ` ciYi ´ si

R2 Ð Yi ´ yiX

LÐ LY tR1, R2u

msg2 Ð psi, yiq

If D P1, P2 P Cur such that

P1 ‰ P2 and P1 “L P2

then abort game
Ifin Ð Ifin Y tiu ; ℓÐ ℓ` 1

Return msg2

Oracle Hpstrq :

If T pstrq “ K then

T pstrq Ð$ Zp

Return T pstrq

Figure 5.6: The definition for GameA4 and its difference from GameA3 . GameA3 contains all but the

solid box and GameA4 contains all but the dashed box.

We first show that

πj “ ∆ implies η P C .

Suppose πj “ ∆ occurs. We just need to show Dipηq ‰ 0 for each i P rms and Bipηq “ 0 for each
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i P rqs. For D1, . . . , Dsid∆`1, since x ‰ 0 and yi ‰ 0 for each i P rsid∆
s, we know D1pηq “ x ‰ 0

and Di`1pηq “ yi ¨ x ‰ 0 for each i P rsid∆
s. For Dsid∆`1, . . . , Dm, we make the argument using

the original label tDP,P 1uP,P 1PCur∆,P‰P 1 . For each P, P 1 P Cur∆ such that P ‰ P 1, assume without

loss of generality P is added to Cur before P 1. When P 1 is added to Cur, since P is already in Cur,

we know P 1 ‰eval P , which implies DP,P 1pηq “ P 1pηq ´ P pηq ‰ 0.

Also, for each i P I∆
fin, consider the query pi, c∆i q made to S2. Since πj “ ∆, we have s∆i “

ai ` c∆i ¨ yi ¨ x and y∆i “ yi. Therefore, we have Bpi,1qpηq “ ai ` c∆i ¨ yi ¨ x ´ s∆i “ 0 and

Bpi,2qpηq “ yi ¨ x´ y∆i ¨ x “ 0.2 Therefore, we have η P C.

We then show that

η P C implies πj “ ∆ .

Since Prrπj “ ∆s ą 0, we know there exists px0,a0,y0q P Z1`2sid∆

p such that πj “ ∆ when

px,a,yq “ px0,a0,y0q. We now show that for any px1,a1,y1q P Z1`2sid∆

p , given px,a,yq “

px1,a1,y1q and η P C, it must have πj “ ∆.

Denote the case when px,a,yq “ px0,a0,y0q as case 0 and the case when px,a,yq “

px1,a1,y1q as case 1. We will show that the transcripts between the adversary and the oracles

are exactly the same in these two cases, which implies πj “ ∆ in case 1. We show this by induc-

tion. It is clear that the transcripts are the same at the beginning. For a time step T , suppose the

transcripts are the same prior to this step and we have the following situations:

- Query to Φ, S1,Π: Suppose the adversary receives pΦp1q,ΦpXqq or makes query to S1 or Π

at step T . For the case that the adversary makes a query to S1 or Φ, the transcripts can only

differ on the invocation of Φ in S1 or Π. Therefore, we only need to consider the queries and

outputs of each Φ.

For the k-th query to Φ where k ă j, since the prior transcripts are the same in these two

cases and the adversary is deterministic, we know the query Pk and the set Cur are the same

in the two cases. If Pk ‰eval P
1 for any P 1 P Cur in case 0, then we know Pk is added to Cur

in case 0. Since πj “ ∆ occurs in case 0, we know tPku Y Cur Ď Cur∆. Since η1 P C, we

know Pkpη1q ‰ P 1pη1q for any P 1 P Cur∆. Therefore, we have Pk ‰eval P
1 for any P 1 P Cur

in case 1 too. Then, the outputs of Φ are the same in the two cases.

Otherwise, if Pk “eval P
1 for some P 1 P Cur, we know such P 1 must be unique. Since E1,k

2Note here the value yi ¨ x is assigned to Yi
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does not occur in case 0, we have Pk “L P 1 in case 0. Since the current L is the same in

the two cases, we know Pk “L P 1 in case 1 too. Since Pk “L P 1 implies Pk “eval P
1, we

have Pk “eval P
1 in case 1 too. Thus, the output of Φ must be the same in the two cases.

Therefore, we know the transcripts in these two cases must be the same after the k-th query

to Φ is finished.

- Query to S2: Suppose the adversary makes query pi, ciq to S2 at step T . Since πj “ ∆ occurs

in case 0, we know i P I∆
fin, ci “ c∆i , yi “ y0,i “ y∆i , and si “ a0,i ` ci ¨ y0,i ¨ x0 “ s∆i

in case 0. Since the transcripts are the same in the two cases prior to T and the adversary is

deterministic, we know ci is the same in both cases. Therefore, we know ci “ c∆i in case 1.

Since η1 P C, we have

Bpi,1qpη1q “ a1,i ` c∆i ¨ y1,i ¨ x1 ´ s∆i “ 0 ,

Bpi,2qpη1q “ y1,i ¨ x1 ´ y∆i ¨ x1 “ 0 .

Therefore, we have yi “ yi,1 “ y∆i and si “ a1,i ` ci ¨ y1,i ¨ x1 “ a1,i ` c∆i ¨ y1,i ¨ x1 “ s∆i in

case 1. Since the output pyi, siq is the same in the two cases, we know the transcripts must

be the same in these two cases after the query to S2 is finished.

- Query to H : Since H does not envolve the randomness x,a,y, we know the transcripts are

the same in the two cases after the query.

By induction, we know the transcript is the same by the step when the j-the query is made to Φ in

the two cases. Therefore, we know πj “ ∆ in case 1. Since it holds for any px1,a1,y1q P Zsid∆

p ,

we know η P C implies πj “ ∆. Therefore, πj “ ∆ is equivalent to η P C, which implies for any

η0 P C

Prx,a,yrη “ η0|πj “ ∆s “ Prx,a,yrη “ η0|η P Cs .

It is left to show Prx,a,yrη “ η0|η P Cs “ 1
|C|

for any η0 P C. Denote E :“ Z˚
p ˆ pZp ˆ Z˚

pq
sid∆

and we know px, a1, y1, . . . , asid∆ , ysid∆q is uniformly distributed over E . Therefore, η “ px, a1, y1 ¨

x, . . . , asid∆isalsodysid∆¨xq is also uniformly distributed over E , which implies for any η0 P E ,

Prx,a,yrη “ η0s “
1

|E |
.
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Since C Ď E , we have for any η0 P C

Prx,a,yrη “ η0|η P Cs “
1{|E |
|C|{|E |

“
1

|C|
.

5.2.3 Proof of Lemma 5.2.2

We construct B that interacts with A by simulating the oracles from Game4 using the two oracles

S and H in WFROS. In particular, we extract suitable vectors α and β to query to H in WFROS,

i.e., each RO query str is decomposed as str “ ξA } ξY }m, where ξA and ξY are encodings of

group elements. If both encodings are valid, there must exist PA, P Y such that ΞpPAq “ ξA

and ΞpP Y q “ ξY ; then, B defines two vectors α and β to make a corresponding query to H in

WFROS. The oracle S is also used to simulate the signer’s second stage. Finally, when A outputs

QS1 ` 1 different valid message-signature pairs in Game4, B tries to map each valid message-

signature pair to a query to H in WFROS. We show that this strategy succeeds with probability

close to that of A succeeding.

THE ADVERSARY B. Specifically, B initializes the variables sid, Cur, Ifin, Ξ, and T as in Game4.

In addition, B initializes an empty table Hid, used later in the simulation of rH.

Then, B runs A on input pp, rΦp1q, rΦpXqq and with access to the oracles rΠ, rS1, rS2, and rH. These

oracles, along with rΦ, operate as follows:

Oracles rΦ, rΠ: Same as in Game4. In particular, L is updated by calls to rS2.

Oracle rS1: Same as in Game4.

Oracle rS2: Same as Game4 except that instead of sampling yi randomly, if i P rsidszIfin, B makes

a query pi, ciq to S and uses its output as the value yi.

Oracle rH: After receiving a query str, if T pstrq ‰ K, the value T pstrq is returned. Otherwise, str

is decomposed as str “ ξA } ξY }m such that the length of ξA and ξY is rlogppqs.

– If there exist PA, P Y P Cur such that ΞpPAq “ ξA and ΞpP Y q “ ξY , denote the

coefficients of PA, P Y as

PA
“ α̂g

` α̂XX`
ÿ

iPrsids

α̂AiAi `
ÿ

iPrsids

α̂YiYi , (5.14)
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P Y
“ β̂g

` β̂XX`
ÿ

iPrsids

β̂AiAi `
ÿ

iPrsids

β̂YiYi . (5.15)

Then, B issues the query pα,βq to H, where α,β P Z2QS1`1
p are such that

αpi1q
“

$

’

’

’

’

’

’

&

’

’

’

’

’

’

%

α̂X , i1 “ 0

α̂Yi , i1 “ 2i´ 1 , i P rsids

´α̂Ai , i1 “ 2i , i P rsids

0 , o.w.

,

βpi1q
“

$

’

’

’

’

’

’

&

’

’

’

’

’

’

%

´β̂X , i1 “ 0

´β̂Yi , i1 “ 2i´ 1 , i P rsids

β̂Ai , i1 “ 2i , i P rsids

0 , o.w.

.

(5.16)

After receiving the output pδhid, hidq, B sets T pstrq Ð δhid and Hidpstrq Ð hid.

– Otherwise, if ξA R T pCurq or ξY R T pCurq (or if the decomposition of str is not

possible), B samples T pstrq uniformly from Zp and sets Hidpstrq “ K.

Finally, B returns T pstrq.

After A outputs tpm˚
k, σ

˚
kqukPrQS1`1s, B aborts if the signatures are not valid, i.e., one of the follow-

ing conditions is not satisfied:

@ k1, k2 P rQS1 ` 1s and k1 ‰ k2 : pm˚
k1
, σ˚

k1
q ‰ pm˚

k2
, σ˚

k2
q , (5.17)

@ k P rQS1 ` 1s : y˚
k ‰ 0 ^ c˚

k “
rHpstr˚

kq , (5.18)

where pc˚
k, s

˚
k, y

˚
kq “ σ˚

k and str˚
k “

rΦps˚
k ´ c˚

k ¨ y
˚
k ¨ Xq }

rΦpy˚
k ¨ Xq }m

˚
k . (Here, rH and rΦ are the

oracles described previously.) Further, B aborts if the following condition does not hold:

@ k P rQS1 ` 1s : Hidpstr˚
kq ‰ K . (5.19)

Otherwise, B outputs J :“ tHidpstr˚
kqukPrQS1`1s.
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ANALYSIS OF B. Note that B queries to H at most once when it receives a query to rH and makes

QS1 ` 1 more queries to rH when checking the validity of the output. Therefore, B makes at most

QH`QS1`1 queries to H. Also, it is clear that B simulates oracles S1, S2 in Game4 perfectly. For

the simulation of rH, the only difference is that the distribution of δhid outputting from H in WFROS

is uniformly over Z˚
p , where in Game4 it is always uniformly from Zp. However, the statistical

distance between the two distributions is 1{p. Since B makes at most QH `QS1 ` 1 queries to H,

the statistical difference between the view of A in Game4 and that in the one simulated by B is

bounded by pQH `QS1 ` 1q{p.

Denote the event E1 such that when B checks the output from A, both (5.17) and (5.18) hold.

As these are exactly the winning conditions of Game4, which is simulated statistically close to

perfect, we have PrrE1s `
QH`QS1`1

p
ě PrrGameA4 “ 1s. Also, let E2 be the event for which the

condition (5.19) holds immediately afterward. If E2 does not happen, but E1 does, then we know

A outputs a valid message-signature pair pm˚
k, σ

˚
kq such that Hidpstr˚

kq “ K, which is unlikely to

happen. The following formalizes this, and the proof is in Section 5.2.4.

Claim 5.2.7. PrrE1 ^ p␣E2qs ď
2QΦpQH`QS1`1q

p´QΦ
.

Then, we can conclude the proof with the following claim.

Claim 5.2.8. If both E1 and E2 happen, then B outputs a valid WFROS solution J , which in turn

implies that PrrE1 ^ E2s ď Advwfros
QS1 ,p

pBq.

Before we proceed with a proof, we state a simple lemma for Game4 that is used in the proof

of Claim 5.2.8. The proof is immediate and follows from the uniqueness of values returned by the

oracle.

Lemma 5.2.9. At any step of Game4, for any two polynomials P and P 1, suppose we make queries

P and P 1 to Φ. If ΦpP q “ ΦpP 1q, then P “L P 1. Equivalently, if P ‰L P 1, then we have

ΦpP q ‰ ΦpP 1q.

Proof of Claim 5.2.8. Suppose both E1 and E2 happen. We first show that for any k1, k2 P rQS1`1s

and k1 ‰ k2, it holds that str˚
k1
‰ str˚

k2
, which implies |J | “ QS1 ` 1. We then show that J is

valid for the WFROS game.

For k1, k2 P rQS1 ` 1s and k1 ‰ k2, suppose str˚
k1
“ str˚

k2
. Then, we have

c˚
k1
“ rHpstr˚

k1
q “ rHpstr˚

k2
q “ c˚

k2
, m˚

k1
“ m˚

k2
,
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rΦps˚
k1
´ c˚

k1
¨ y˚

k1
¨ Xq “ rΦps˚

k2
´ c˚

k2
¨ y˚

k2
¨ Xq , rΦpy˚

k1
¨ Xq “ rΦpy˚

k2
¨ Xq .

By Lemma 5.2.9, it holds that pm˚
k1
, pc˚

k1
, s˚

k1
, y˚

k1
qq “ pm˚

k2
, pc˚

k2
, s˚

k2
, y˚

k2
qq. However, since E1

happens, by (5.17), we have pm˚
k1
, σ˚

k1
q ‰ pm˚

k2
, σ˚

k2
q, which yields a contradiction. Therefore, we

know str˚
k1
‰ str˚

k2
. From the simulation of rH, we have Hidpstr˚

k1
q ‰ Hidpstr˚

k2
q, and thus we have

|J | “ ℓ` 1.

We now show that for each j P J , it holds that

α
p0q

j `
ÿ

iPIfin

yi

´

α
p2i´1q

j ` ci ¨ α
p2iq
j

¯

“ δj

˜

β
p0q

j `
ÿ

iPIfin

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

¸

, (C1)

β
p0q

j `
ÿ

iPIfin

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

‰ 0 , (C2)

which implies J is valid for the WFROS game.

Let us fix a j P J . Since j P J , there exists k P rQS1 ` 1s such that Hidpstr˚
kq “ j,

and there exists PA
j , P

Y
j P Cur and mj such that str˚

k “ ΞpPA
j q }ΞpP

Y
j q }mj . Let α̂j and β̂j

denote the coefficients of PA
j and P Y

j . Since E1 happens, by (5.18) and Lemma 5.2.9, we have

PA
j “L s˚

k ´ δj ¨ y
˚
k ¨ X , P Y

j “L y˚
k ¨ X, which implies there exists tr

PA
j

1,i , r
PA
j

2,i , r
PY
j

1,i , r
PY
j

2,i uiPIfin such

that

PA
j “ s˚

k ´ δj ¨ y
˚
k ¨ X`

ÿ

iPrQS1 s

r
PA
j

1,i pAi ` ciYi ´ siq `
ÿ

iPrQS1 s

r
PA
j

2,i pYi ´ yiXq ,

P Y
j “ y˚

k ¨ X`
ÿ

iPrQS1 s

r
PY
j

1,i pAi ` ciYi ´ siq `
ÿ

iPrQS1 s

r
PY
j

2,i pYi ´ yiXq . (5.20)

By looking into the coefficients of X, tAi,YiuiPrQS1 s on both sides of (5.20), we have α̂Ai
j “ r

PA
j

1,i ,

α̂Yi
j “ r

PA
j

1,i ¨ ci ` r
PA
j

2,i , β̂Ai
j “ r

PY
j

1,i , β̂Yi
j “ r

PY
j

1,i and ci ` r
PY
j

2,i for each i P rQS1s, β̂
X
j “ y˚

k ´
ř

iPrQS1 s
r
PY
j

2,i ¨ yi, and α̂X
j “ ´δj ¨ y

˚
k ´

ř

iPrQS1 s
r
PA
j

2,i ¨ yi. By sorting out the equations, we have

y˚
k “ βX

j `
ÿ

iPIfin

yi

´

β̂Yi
j ´ ci ¨ β̂

Ai
j

¯

,

α̂X
j `

ÿ

iPrQS1 s

yi
`

α̂Yi
j ´ ci ¨ α̂

Ai
j

˘

“ ´δj ¨

¨

˝β̂X
j `

ÿ

iPrQS1 s

yi

´

β̂Yi
j ´ ci ¨ β̂

Ai
j

¯

˛

‚ .
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By the definition of α and β in (5.16), we know (C1) holds and

y˚
k “ β

p0q

j `
ÿ

iPIfin

yi

´

β
p2i´1q

j ` ci ¨ β
p2iq
j

¯

.

Since E1 happens, by (5.18), we know y˚
k ‰ 0, which implies (C2) happens.

5.2.4 Proof of Claim 5.2.7

Suppose E1 ^ p␣E2q occurs. Denote strj as the input of the j-th query to rH. Denote the total

number of queries to rH as numtot
rH

. Denote the decompositin of strj as strj “ ξAj } ξ
Y
j }mj . Denote

Curj as the set Cur by the step when the j-th query to rH is made and denote Curtot as the set

Cur after B finishes the check of the condition (5.17) and (5.18). Since B makes a query str˚
k

to rH to check the condition (5.18), there exists j P rnumtot
rH
s such that strj “ str˚

k . Let jmin be

the smallest index such that strjmin
“ str˚

k . Since Hidpstr˚
kq “ K, from the simulation of rH, we

know ξAjmin
R ΞpCurjmin

q or ξYjmin
R ΞpCurjmin

q. However, since ξAjmin
“ rΦps˚

k ´ c˚
k ¨ y

˚
k ¨ Xq and

ξYjmin
“ rΦpy˚

k ¨ Xq, we know ξAjmin
, ξYjmin

P Curtot. Therefore, denote the set of all ξYj and ξAj that do

not correspond to any encoding of polynomials when the j-th query to rH is made as

Dtot :“ tξAj |j P rnum
tot
rH s, ξ

A
j R ΞpCurjqu Y tξ

Y
j |j P rnum

tot
rH s, ξ

Y
j R ΞpCurjqu ,

and then we have at least one of ξAjmin
and ξYjmin

is in DXΞpCurtotq, which implies DXΞpCurtotq ‰

H. Therefore, we have the event E occurs implies D X ΞpCurtotq ‰ H, which means

PrrE1 ^ p␣E2qs ď PrrDtot
X ΞpCurtotq ‰ Hs . (5.21)

It is left to bound PrrD X ΞpCurtotq ‰ Hs.

Denote

Dj :“ tξ
A
j1 |j1

P rjs, ξAj1 R ΞpCurj1qu Y tξYj1 |j1
P rjs, ξYj1 R ΞpCurj1qu .

Denote Curpiq as the set Cur after the i-th query to rΦ is finished and Curp0q
“ H. Consider the step

when the i-th query to rΦ is made. Denote the number of queries to rH before the i-th query to rΦ is

made as numpiq
rH

. Denote the event E 1
i as D

num
piq

rH
XΞpCurpi´1q

q “ H and D
num

piq

rH
XΞpCurpiq

q ‰ H.

We first show that if DtotXΞpCurtotq ‰ H, then there exists i such that E 1
i occurs, and then bound

PrrE 1
is for each i.
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Denote the total number of queries to rΦ as numtot
rΦ

. Suppose none of E 1
1, . . . , E

1
numtot

rΦ

occurs.

We show that at any time step, supposing the number of queries to rΦ made so far is i and the number

of queries to rH made so far is j, we have DjXT pCur
piq
q “ H, which implies DtotXΞpCurtotq “ H.

We show the statement by induction. At the begining, we know i “ 0, j “ 0, Curp0q
“ H, and

D0 “ H. Thus, the statement holds trivially. For any time step with i ą 0 or j ą 0, suppose

the latest query is made to rH and we have Dj´1 X T pCurpiq
q “ H. Consider the step when

the j-th query to rH is made. If T pstrjq ‰ K, we have Dj “ Dj´1 and Dj X T pCurpiq
q “ H.

Otherwise, if T pstrjq “ K, we have Dj “ Dj´1 Y ptξ
A
j , ξ

Y
j uzT pCurjqq. Since Curj “ Curpiq,

we have Dj X T pCurpiq
q “ Dj´1 Y T pCurpiq

q “ H. Therefore, we have Dj X T pCurpiq
q “ H.

Otherwise, suppose the latest query is made to rΦ and we have Dj X T pCurpi´1q
q “ H. Since we

have j “ num
piq
rH

and E 1
i does not occur, we have Dj X T pCurpi´1q

q “ D
num

piq

rH
X ΞpCurpiq

q “ H.

Therefore, by induction, the statement holds. Then, considering the step when B finishes the check

of the condition (5.17) and (5.18), we have Dtot X ΞpCurtotq “ Dnumtot
rH
X ΞpCurpnumtot

rΦ
q
q “ H.

Therefore, if Dtot X ΞpCurtotq ‰ H, then at least one of tE 1
iuiPrnumtot

rΦ
s occurs.

Finally, to bound PrrE 1
is, consider the i-th query to rΦ. Denote the input of the i-th query to rΦ

as Pi. Denote j “ num
piq
rH

for simplicity. Suppose E 1
i occurs. We know Curpiq

‰ Curpi´1q, which

implies Curpiq
“ Curpi´1q

YtPiu and ΞpCurpiq
q “ ΞpCurpi´1q

qYtΞpPiqu. Since DjXΞpCurpi´1q
q “

H and Dj X ΞpCurpiq
q ‰ H, we know ΞpPiq P Dj . Therefore, we have

PrrE 1
is ď prCurpiq

“ Curpi´1q
X tPiu ^ ΞpPiq P Djs .

Consider the step when ΞpPiq is generated. We know Dj is already determined. Therefore, we

know ΞpPiq is sampled from t0, 1ulogppqzΞpCurpi´1q
q uniformly at random independent of Dj ,

which implies

PrrE 1
is ď PrrCurpiq

“ Curpi´1q
Y tPiu ^ ΞpPiq P Djs

ď PrrΞpPiq P Dj|Cur
piq
“ Curpi´1q

Y tPius

ď
|Dj|

p´ |Curpi´1q
|
ď

|Dtot|

p´ |Curtot|
.

Therefore, we have

PrrDtot
X ΞpCurtotq ‰ Hs ď Pr

»

–

ł

iPrnumtot
Φ s

E 1
i

fi

fl ď
ÿ

iPrnumtot
rΦ

s

PrrE 1
is ď

numtot
rΦ
¨ |Dtot|

p´ |Curtot|
.
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Since |Dtot| ď 2numtot
rH
ď 2pQH `QS1 ` 1q and |Curtot| ď numtot

rΦ
ď QΦ, by (5.21), we have

PrrE1 ^ p␣E2qs ď
2numtot

rΦ
¨ numtot

rH

p´ numtot
rΦ

“
2QΦpQH `QS1 ` 1q

p´QΦ

.
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Chapter 6

EFFICIENT BLIND SIGNATURES IN THE AGM

We now present schemes that are secure in the algebraic group model (AGM) [64]. This

model considers security for algebraic adversaries - these are adversaries that, when used within

a reduction, provide a representation of any group element they output in terms of all prior group

elements input to the adversary. (We dispense with a more formal definition since the use of the

AGM is self-evident in our proofs.)

6.1 Construction and Security

In this section, we introduce a scheme, which we refer to as BS2, that relies on the hardness of

the (plain) discrete logarithm (DL) problem, which is formalized in Figure 2.1. In contrast to BS1,

our new scheme (described in Figure 6.1) requires an extra group element Z in the public key,

and the commitment Xy in is replaced by gtZy. (This will necessary result in an additional scalar

in the signature.) However, one could generate Z as an output of a hash function (assuming the

hash function is a random oracle, which we assume anyways), although, interestingly, our proof

for BS2 will show that blindness holds even when Z is chosen maliciously by the signer (who may

consequently also know its discrete logarithm).

The additional group element Z will in fact allow us to develop a partially blind version of

BS2, which we refer to as PBS, which we discuss in Section 6.3 below. We note that in fact all

results about BS2 can be obtained as a corollary of our analysis of PBS, because a blind signature

scheme is of course a special case of a partially blind one. However, we are opting for a separate

presentation, as the main ideas behind the reduction are much simpler to understand in (plain) BS2,

and the proof of PBS adds some extra complexity (in particular, in order to obtain a tighter bound),

which obfuscates the main ideas.

SECURITY ANALYSIS. The following theorem establishes the blindness of BS2. (Its proof is very

similar to the blindness proof of BS1rGGens.)
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Algorithm Setupp1κq :

pG, p, gq Ð GGenp1κq

Select H : t0, 1u˚ Ñ Z˚
p

Return par Ð pp,G, g,Hq

Algorithm KeyGenpparq :

pp,G, g,Hq Ð par

xÐ$ Zp ; X Ð gx ; ZÐ$ G
sk Ð x ; pk Ð pX,Zq

Return psk, pkq

Algorithm S1pskq :

xÐ sk ; X Ð gx

a, tÐ$ Zp ; yÐ$ Z˚
p

AÐ ga ; C Ð gtZy

sts Ð pa, y, t, xq ; msg1 Ð pA,Cq

Return psts,msg1q

Algorithm S2pst
s, cq :

If c “ 0 then return K

pa, y, t, xq Ð sts

sÐ a` c ¨ y ¨ x

Return msg2 Ð ps, y, tq

Algorithm U1ppk,msg1,mq :

X Ð pk ; pA,Cq Ð msg1

r1Ð$ Zp ; γ1, γ2Ð$ Z˚
p

A1 Ð gr1 ¨Aγ1{γ2 ¨ Cγ1

c1 Ð HpA1 }mq

cÐ c1 ¨ γ2

stu Ð pc, c1, r1, γ1, γ2, X, Z,A,Cq

Return pstu, cq

Algorithm U2pst
u,msg2q :

pc, c1, r1, γ1, γ2, X, Z,A,Cq Ð stu

ps, y, tq Ð msg2

If y “ 0 or C ‰ gtZy or gs ‰ A ¨Xc¨y

then return K

s1 Ð r1 ` pγ1{γ2q ¨ s` γ1 ¨ t

y1 Ð γ1 ¨ y

Return σ Ð pc1, s1, y1q

Algorithm Verppk, σ,mq :

pc, s, yq Ð σ

If y “ 0 then return 0

AÐ gs ¨X´c¨y ¨ Zy

If c ‰ HpA }mq then return 0

Return 1

Figure 6.1: The blind signature scheme BS2 “ BS2rGGens.

Theorem 6.1.1. For a group generation algorithm GGen, the blind signature scheme BS2rGGens

is perfectly blind.

Proof. Let A be an adversary playing the BlindA
BS2rGGens game. Similar to the blindness proof

of BS1rGGens, we can assume the randomness of A is fixed and A always finishes both signing

sessions and receives valid signatures pσ0, σ1q without loss of generality.

Define the view of A after its execution as π “ pX,Z,m0,m1, T0, T1, σ0, σ1q, where Ti :“ pAi,
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Ci, ci, si, yi, tiq, denoting the transcripts learned from interactions with the i-th signing session and

σi “ pc
1
i, s

1
i, y

1
i, t

1
iq. Since the randomness of A is fixed, the only randomness left is the randomness

in U1 and U2. Denote η :“ pr
p0q

1 , γ
p0q

1 , γ
p0q

2 , r
p1q

1 , γ
p1q

1 , γ
p1q

2 q as the total randomness. To prove the

theorem, we need only show that the distribution of π is identical in both the cases b “ 0 and b “ 1.

We prove this by showing that for any fixed view ∆ such that Prrπ “ ∆|b “ 1s ą 0, there exists a

unique value of the randomness η that makes π “ ∆ for the cases b “ 0 and b “ 1.

For both the cases b “ 0 and b “ 1, we now show that π “ ∆ if and only if for each i P t0, 1u,

it holds that

γ
piq
1 “ y1

bi

∆
{y∆i ,

γ
piq
2 “ c∆i {c

1
bi

∆
,

r
piq
1 “ s1

bi

∆
´ s∆i ¨ pγ

piq
1 {γ

piq
2 q ´ γ

piq
1 ¨ t∆i ,

(6.1)

where the superscript p¨q∆ represents the corresponding value in ∆. From the algorithms BS2.U1

and BS2.U2, it is clear that the “only if” part holds. For the “if” part, suppose (6.1) holds. Since

the randomness of A is fixed, the view of A can differ only on the outputs c0, c1 from the oracle

U1 or the output pσ0, σ1q from the oracle U2. Since both signatures in ∆ are valid, we have

A∆
i “ gs

∆
i X∆´c∆i ¨y∆i , C∆

i “ gt
∆
i Z∆y∆i . (6.2)

c1
bi

∆
“ Hpgs

1
bi

∆

X∆´y1
bi

∆
¨c1

bi

∆

Z∆y1
bi

∆

}m∆
bi
q . (6.3)

For ci where i P t0, 1u, suppose the values in the view of A that have already determined when ci

is generated, which must include pX,mi, Ai, Ciq, are consistent with ∆. By p6.1q, we have

ci “ γ
piq
2 ¨ Hpgr

piq

1 A
γ

piq

1 {γ2piq
i C

γ
piq

1
i }mbiq

“ γ
piq
2 ¨ Hpgr

piq

1 A∆
i

γ
piq

1 {γ2piq
C∆

i

γ
piq

1 }m∆
bi
q

“ γ
piq
2 ¨ Hpgr

piq

1 `s∆i ¨pγ
piq

1 {γ
piq

2 q`γ
piq

1 ¨t∆i X∆´y∆i ¨c∆i ¨pγ
piq

1 {γ
piq

2 q
Z∆y∆i ¨γ

piq

1 }m∆
bi
q

“ γ
piq
2 ¨ Hpgs

1
bi

∆

X∆´y1
bi

∆
¨c1

bi

∆

Z∆y1
bi

∆

}m∆
bi
q

“ γ
piq
2 ¨ c1

bi

∆
“ c∆i .

where the third equality is due to (6.2), the fourth equality is due to (6.1), and the final equality is

due to (6.3). Then, consider the step when pσ0, σ1q are output. Suppose the current view, which
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contains Ti, is consistent with ∆. By (6.1), we have

y1
bi
“ γ

piq
1 ¨ yi “ γ

piq
1 ¨ y∆i “ y1

bi

∆
,

s1
bi
“ r

piq
1 ` sipγ

piq
1 {γ

piq
2 q ` γ

piq
1 ¨ ti “ r

piq
1 ` s∆i pγ

piq
1 {γ

piq
2 q ` γ

piq
1 ¨ t∆i “ s1

bi

∆
,

c1
bi
“ ci{γ

piq
2 “ c∆i {γ

piq
2 “ c1

bi

∆
,

which implies pσ0, σ1q “ pσ
∆
0 , σ

∆
1 q. Therefore, by induction, if (6.1) holds, we know π “ ∆.

The core of the analysis is once again a proof that the scheme is one-more unforgeable in

the AGM, i.e., we only prove security against algebraic adversaries. In particular, we model the

selected hash function as a random oracle H, to which the adversary is given explicit access.

Theorem 6.1.2. Let G be a group generation algorithm. For any algebraic adversary Aalg for the

game OMUFBS2rGGens
pκq making at most QS1 queries to S1 and QH queries to the random oracle

H, there exists an adversary Bdlog for the DLog problem running in a similar running time as Aalg

such that

Advomuf
BS2rGGenspAalg, κq ď 2AdvdlogGGenpBdlog, κq `

pQH `QS1 ` 1qpQH ` 3QS1 ` 1q

p´ 1
.

6.2 Proof of OMUF (Theorem 6.1.2)

Let us fix an adversary Aalg that makes at most QS1 queries to S1 and QH queries to the random

oracle H. Without loss of generality, assume Aalg makes exactly QS1 queries to S1 and exactly one

query pi, ciq to S2 for each i P rQS1s. Then, after Aalg returns, we know ℓ “ QS1 and Ifin “ rQS1s.

The OMUF
Aalg

BS2rGGens
game is formally defined in Figure 6.2. In addition to the original OMUF

game (defined in Figure 3.1), for each query pA }mq to H, its corresponding hid is recorded in

HidpA }mq, and the output of the query is recorded as δhid. Also, since Aalg is algebraic, it also

provides the representations of A, and the corresponding coefficient α̂ are recorded as α̂hid.

Denote the event WIN as Aalg wins the OMUF
Aalg

BS2rGGens
game, i.e., all output message-signature

pairs tm˚
k, σ

˚
kukPrQS1`1s are distinct and valid. Furthermore, denote str˚

k :“ gs
˚
kX´c˚

k ¨y˚
kZy˚

k }m˚
k .

We let E be the event in the OMUF
Aalg

BS2rGGens
game for which, after the validity of the output is
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Game OMUF
Aalg

BS2rGGens
pλq:

pG, p, gq Ð GGenp1κq ; xÐ$ Zp ; X Ð gx ; Z Ð G
sid Ð 0 ; ℓ Ð 0 ; Ifin Ð H ; T Ð pq ; hid Ð 0 ;

HidÐ pq

tpm˚
k, σ

˚
k qukPrℓ`1s Ð$ AS1,S2,H

alg pp, g,G, X, Zq

If D k1 ‰ k2 such that pm˚
k1
, σ˚

k1
q “ pm˚

k2
, σ˚

k2
q then

Return 0

If D k P rℓ` 1s such that y˚
k “ 0

or c˚
k ‰ Hpgs

˚
kX´c˚

k ¨y˚
k Zy˚

k }m˚
kq

where pc˚
k, s

˚
k, y

˚
k q “ σ˚

k then return 0

Return 1

Oracle HpA }mq :

If T pA }mq “ K then

T pA }mq Ð$ Zp

hidÐ hid` 1 ; HidpA }mq Ð hid

� A “ gα̂
g
X α̂X

Zα̂Z ś

iPrsids A
α̂Ai

i Cα̂Ci

i

δhid Ð T pA }mq ; α̂hid Ð α̂ ; β̂hid Ð β̂

Return T pA }mq

Oracle S1 :

sidÐ sid` 1

asid, tsidÐ$ Zp

ysidÐ$ Z˚
p

stssid Ð pasid, ysid, tsidq

Asid Ð gasid

Csid Ð gtsidZysid

msg1 Ð pAsid, Csidq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin
or ci “ 0 then

Return K

pai, yi, tiq Ð stsi

si Ð ai ` ci ¨ yi ¨ x

msg2 Ð psi, yi, tiq

Ifin Ð Ifin Y tiu
ℓÐ ℓ` 1

Return msg2

Figure 6.2: The OMUF security game for the blind signature scheme BS2rGGens.

checked, for each k P rQS1 ` 1s and j “ Hidpstr˚
kq,

1 the following conditions hold:

α̂X
j ´

ÿ

iPrQS1 s

yi ¨ ci ¨ α̂
Ai
j “ ´δj ¨ y

˚
k , (6.4)

α̂Z
j `

ÿ

iPrQS1 s

yi ¨ α̂
Ci
j “ y˚

k . (6.5)

Since Advomuf
BS2rGGenspAalg, λq “ PrrWINs “ PrrWIN ^ Es ` PrrWIN ^ p␣Eqs, the theorem

follows by combining the following two lemmas with Theorem 4.1.1.

1Here, Hidpstr˚
kq must be defined since a query str˚

k is made to H when checking the validity of the output
pm˚

k , σ
˚
k q.
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Lemma 6.2.1. There exists an adversary Bwfros for the WFROSQS1 ,p
problem making at most

QH `QS1 ` 1 queries to the random oracle H such that

Advwfros
QS1 ,p

pBwfrosq ě PrrWIN ^ Es . (6.6)

Lemma 6.2.2. There exists an adversary Bdlog for the DLog problem running in a similar running

time as Aalg such that

AdvdlogGGenpBdlog, λq ě
1

2
PrrWIN ^ p␣Eqs . (6.7)

6.2.1 Proof of Lemma 6.2.1

We first give a detailed description of Bwfros playing the game WFROSQS1 ,p
. To start with, Bwfros

initializes sid, Ifin, ℓ, T , hid, and Hid as described in the OMUF
Aalg

BS2rGGens
game. In addition, Bwfros

samples x, z uniformly from Zp, sets X to gx and Z to gz.

Then, Bwfros runs Aalg on input pp, g,G, X, Zq, and with access to the oracles rS1, rS2, and rH.

These oracles operate as follows:

Oracle rS1: Same as the OMUF
Aalg

BS2rGGens
game except that instead of sampling ysid, tsid randomly

and setting Csid Ð gtsidZysid , Bwfros samples a new variable t1
sid uniformly from Zp and sets

Csid “ gt
1
sid .

Oracle rS2: After receiving a query pi, ciq to rS2 from Aalg, if i R rsidszIfin or ci “ 0, Bwfros returns

K. Otherwise, Bwfros makes a query pi, ciq to S and uses its output as the value yi. Also,

Bwfros sets ti “ t1
i ´ yi ¨ z. With the value pai, yi, tiq, the rest of rS2 is the same as S2 in the

OMUF
Aalg

BS2rGGens
game.

Oracle rH: After receiving a query pA }mq to rH from Aalg, if T pA }mq ‰ K, the value T pA }mq

is returned. Otherwise, since Aalg is algebraic, Bwfros also knows the coefficient α̂ such that

A “ gα̂
g

X α̂X

Z α̂Z
ź

iPrsids

Aα̂Ai

i C α̂Ci

i .
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Then, Bwfros issues the query pα,βq to H, where α,β P Z2QS1`1
p are such that

αpi1q
“

$

’

’

’

&

’

’

’

%

α̂X , i1 “ 0

´α̂Ai , i1 “ 2i , i P rsids

0 , o.w.

,

βpi1q
“

$

’

’

’

&

’

’

’

%

´α̂Z , i1 “ 0

´α̂Ci , i1 “ 2i´ 1 , i P rsids

0 , o.w.

.

(6.8)

After receiving the output pδhid, hidq, Bwfros sets T pA }mq Ð δhid and HidpA }mq Ð hid.

Finally, Bwfros returns T pA }mq.

After Aalg outputs tpm˚
k, σ

˚
kqukPrQS1`1s, Bwfros aborts if the conditions from the event WIN ^ E

do not occur. Otherwise, Bwfros outputs J :“ tHidpstr˚
kq | k P rQS1 ` 1su. Since Bwfros simulates

the OMUF
Aalg

BS2rGGens
game perfectly, the probability that WIN ^ E occurs when running Bwfros is

the same as in the OMUF
Aalg

BS2rGGens
game with Aalg.

Following the similar analysis of B in the GGM proof (Section 5.2.3), we know Bwfros makes

at most QH `QS1 ` 1 queries to H.

It is left to show that if WIN ^ E occurs within the simulation, then Bwfros wins the WFROS

game. We first show that |J | “ QS1`1. Suppose |J | ď QS1 . Since Aalg wins the OMUF
Aalg

BS2rGGens

game, we know there exists k1, k2 P rQS1 ` 1s such that k1 ‰ k2 and Hidpstr˚
k1
q “ Hidpstr˚

k2
q,

which implies str˚
k1
“ str˚

k2
. Therefore, we have

gs
˚
k1X´c˚

k1
¨y˚

k1Zy˚
k1 “ gs

˚
k2X´c˚

k2
¨y˚

k2Zy˚
k2 , m˚

k1
“ m˚

k2
. (6.9)

Also, let j “ Hidpstr˚
k1
q “ Hidpstr˚

k2
q. Since E occurs in the OMUF

Aalg

BS2rGGens
game simulated by

Bwfros, by (6.5), we have

y˚
k1
“ α̂X

j `
ÿ

iPrQS1 s

yi ¨ α̂
Ci
j “ y˚

k2
.

Since y˚
k1
“ y˚

k2
and c˚

k1
“ c˚

k2
, by (6.9), we have s˚

k1
“ s˚

k2
. However, since pm˚

k1
, σ˚

k1
q and

pm˚
k2
, σ˚

k2
q are different message-signature pairs, we have

pm˚
k1
, c˚

k1
, s˚

k1
, y˚

k1
q ‰ pm˚

k2
, c˚

k2
, s˚

k2
, y˚

k2
q,
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which yields a contradiction. Therefore, we have |J | “ QS1 ` 1.

Then, since in particular E occurs, by (6.4) and (6.5), it holds that for any j P J

α̂X
j ´

ÿ

iPrQS1 s

yi ¨ ci ¨ α̂
Ai
j “ ´δj

¨

˝α̂Z
j `

ÿ

iPrQS1 s

yi ¨ α̂
Ci
j

˛

‚ .

From the simulation of rH, by (6.8), we have for any j P J

α
p0q

j `
ÿ

iPrQS1 s

yipα
p2i´1q

j ` ci ¨ α
p2iq
j q “ δj

¨

˝β
p0q

j `
ÿ

iPrQS1 s

yipβ
p2i´1q

j ` ci ¨ β
p2iq
j q

˛

‚ .

Therefore, Bwfros wins the WFROSQS1 ,p
game, which concludes the proof.

6.2.2 Proof of Lemma 6.2.2

Proof. We first partition the event WIN ^ p␣Eq into two cases. Denote F1 as the event in the

OMUF
Aalg

BS2rGGens
game that there exists k P rQS1`1s such that (6.4) does not hold, and denote F2 as

the event that there exists k P rQS1`1s such that (6.5) does not hold. Then, if E does not occur, we

know either F1 or F2 occurs. Therefore, we have WIN ^ p␣Eq “ pWIN ^ F1q _ pWIN ^ F2q.

We then prove the following two claims.

Claim 6.2.3. There exists Bp0q

dlog for the DLog problem running in a similar running time as Aalg

such that PrrWIN ^ F1s ď AdvdlogG pBp0q

dlog, λq.

Claim 6.2.4. There exists Bp1q

dlog for the DLog problem running in a similar running time as Aalg

such that PrrWIN ^ F2s ď AdvdlogG pBp1q

dlog, λq.

By the above two claims, we can construct an adversary Bdlog for the DLog problem that runs

either Bp0q

dlog or Bp1q

dlog with 1/2 probability, and we can conclude the lemma since

PrrWIN ^ p␣Eqs ď PrrWIN ^ F1s ` PrrWIN ^ F2s

ď AdvdlogG pBp0q

dlog, λq ` AdvdlogG pBp1q

dlog, λq “ 2AdvdlogG pBdlog, λq.

Proof of Claim 6.2.3. We first give a detailed description of Bp0q

dlog playing the DLogG game.
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THE ADVERSARY Bp0q

dlog . Initially, Bp0q

dlog initializes sid, Ifin, ℓ, T , hid, and Hid as described in the

OMUF
Aalg

BS2rGGens
game. After Bp0q

dlog receives pp, g,G,W q from the DLogG game, Bp0q

dlog samples z

uniformly from Zp and sets X Ð W,Z Ð gz. Then, Bp0q

dlog runs Aalg on input pp, g,G, Xq and with

access to the oracles rS1, rS2, and rH. These oracles operate as follows:

Oracle rS1: Bp0q

dlog samples ssid, t1
sid uniformly from Zp and y1

sid unifomly from Z˚
p and sets Asid “

gssidX´y1
sid and Csid “ gt

1
sid . Then, Bp0q

dlog returns psid, Asid, Csidq.

Oracle rS2: Same as in the OMUF
Aalg

BS2rGGens
game if i R rsidszIfin or ci “ 0. Otherwise, after

receving a query pi, ciq to rS2 from Aalg, Bp0q

dlog sets yi Ð y1
i{ci and ti Ð t1

i´yi ¨ z. Then, Bp0q

dlog

returns psi, yi, tiq to Aalg.

Oracle rH: Same as in the OMUF
Aalg

BS2rGGens
game.

After receiving the output tpm˚
k, σ

˚
kqukPrQS1`1s, Bp0q

dlog aborts if the event WIN ^ F1 does not occur.

It is clear that Bp0q

dlog simulates the OMUF
Aalg

BS2rGGens
game perfectly. Therefore, it is left to show

that if the event WIN ^ F1 occurs within the simulation, Bp0q

dlog can compute the discrete log of X ,

which equals to W .

Suppose WIN ^ F1 occurs. There exists k P rQS1`1s and j “ Hidpstr˚
kq such that (6.4) does

not hold. Since Hidpstr˚
kq “ j and δj “ c˚

k , we have

gs
˚
kX´δj ¨y˚

kZy˚
k “ gα̂

g
jX α̂X

jZ α̂Z
j

ź

iPrsids

A
α̂
Ai
j

i C
α̂
Ci
j

i . (6.10)

Similar to the preceding case, since Bp0q

dlog knows the discrete log of Z as z, by substituting Ai “

gsiX´ci¨yi , Ci “ gtiZyi , and Z “ gz into (6.10), we have

gs
˚
k `y˚

k ¨zX´δj ¨y˚
k “ g

α̂g
j `α̂Z

j ¨z`
ř

iPrQS1
spα̂

Ai
j ¨si`α̂

Ci
j ¨pti`yi¨zqq

X
α̂X
j ´

ř

iPrQS1
s yi¨ci¨α̂

Ai
j .

Since (6.4) does not hold, Bp0q

dlog can compute the discrete log of X as

x :“
s˚
k ` y˚

k ¨ z ´ α̂g
j ´ α̂Z

j ¨ z ´
ř

iPrQS1 s
pα̂Ai

j ¨ si ` α̂Ci
j ¨ pti ` yi ¨ zqq

α̂X
j ´

ř

iPrQS1 s
yi ¨ ci ¨ α̂

Ai
j ` δj ¨ y˚

k

.

Proof of Claim 6.2.4. We first give a detailed description of Bp1q

dlog playing the DLogG game.
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THE ADVERSARY Bp1q

dlog . Initially, Bp1q

dlog initializes sid, Ifin, ℓ, T , hid, and Hid as described in the

OMUF
Aalg

BS2rGGens
game. After Bp1q

dlog receives pp, g,G,W q from the DLogG game, Bp1q

dlog samples

x uniformly from Zp and sets X Ð gx, Z Ð W . Then, Bp1q

dlog runs Aalg on input pp, g,G, Xq

and with access to the oracles rS1, rS2, and rH. Since Bp1q

dlog knows X “ gx, Bp1q

dlog can simulate all

the oracles rS1, rS2, and rH the same as in the OMUF
Aalg

BS2rGGens
game. After receiving the output

tpm˚
k, σ

˚
kqukPrQS1`1s, Bp1q

dlog aborts if the event WIN ^ F2 does not occur.

It is clear that Bp1q

dlog simulates the OMUF
Aalg

BS2rGGens
game perfectly. Therefore, it is left to show

that if the event WIN ^ F2 occurs within the simulation, Bp1q

dlog can compute the discrete log of Z,

which equals to W .

Suppose WIN ^ F2 occurs. There exists k P rQS1`1s and j “ Hidpstr˚
kq such that (6.5) does

not hold. Since Hidpstr˚
kq “ j, we have

gs
˚
kX´c˚

k ¨y˚
kZy˚

k “ gα̂
g
jX α̂X

jZ α̂Z
j

ź

iPrsids

A
α̂
Ai
j

i C
α̂
Ci
j

i . (6.11)

From the simulation of rS2, for each i P rQS1s, we have

gsi “ AiX
ci¨yi , gti “ CiZ

´yi .

Also, Bp1q

dlog knows the discrete log of X as x. By substituting Ai “ gsiX´ci¨yi , Ci “ gtiZyi , and

X “ gx into (6.11), we have

gs
˚
k ´x¨c˚

k ¨y˚
kZy˚

k “ g
β̂g
j `β̂X

j ¨x`
ř

iPrQS1
spβ̂

Ai
j ¨psi´ci¨yi¨xq`β̂

Ci
j ¨tiq

Z
β̂Z
j `

ř

iPrQS1
s yi¨β̂

Ci

.

Since (6.5) does not hold, Bp1q

dlog can compute the discrete log of Z as

z :“
s˚
k ´ x ¨ c˚

k ¨ y
˚
k ´ β̂g

j ´ β̂X
j ¨ x´

ř

iPrQS1 s
pβ̂Ai

j ¨ psi ´ ci ¨ yi ¨ xq ` β̂Ci
j ¨ tiq

β̂Z
j `

ř

iPrQS1 s
yi ¨ β̂Ci ´ y˚

k

.

6.3 Partially Blind Signatures

This section presents our partially blind signature scheme, PBS, which is detailed in Figure 6.3.

The scheme builds on top of the BS2 scheme by replacing the extra generator Z contained in the

public key with the output of a hash function F (also modeled as a random oracle in the OMUF
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Algorithm Setupp1λq :

pG, p, gq Ð GGenp1κq

Select H : t0, 1u˚ Ñ Z˚
p

Select F : t0, 1u˚ Ñ G
Return par Ð pp,G, g,H,Fq

Algorithm KeyGenpparq :

pp,G, g,H,Fq Ð par

xÐ$ Zp ; X Ð gx

sk Ð x ; pk Ð X

Return psk, pkq

Algorithm S1psk, infoq :

xÐ sk ; X Ð gx ; Z Ð Fpinfoq

a, tÐ$ Zp ; yÐ$ Z˚
p

AÐ ga ; C Ð gtZy

sts Ð pa, y, t, xq ; msg1 Ð pA,Cq

Return psts,msg1q

Algorithm S2pst
s, cq :

If c “ 0 then return K

pa, y, t, xq Ð sts

sÐ a` c ¨ y ¨ x

Return msg2 Ð ps, y, tq

Algorithm U1ppk,msg1, info,mq :

X Ð pk ; pA,Cq Ð msg1 ; Z Ð Fpinfoq

r1Ð$ Zp ; γ1, γ2Ð$ Z˚
p

A1 Ð gr1 ¨Aγ1{γ2Cγ1

c1 Ð Hpinfo }A1 }mq

cÐ c1 ¨ γ2

stu Ð pc, c1, r1, γ1, γ2, X, Z,A,Cq

Return pstu, cq

Algorithm U2pst
u,msg2q :

pc, c1, r1, γ1, γ2, X, Z,A,Cq Ð stu

ps, y, tq Ð msg2

If y “ 0 or C ‰ gtZy or gs ‰ A ¨Xc¨y

then return K

s1 Ð r1 ` pγ1{γ2q ¨ s` γ1 ¨ t

y1 Ð γ1 ¨ y

Return σ Ð pc1, s1, y1q

Algorithm Verppk, info, σ,mq :

X Ð pk ; Z Ð Fpinfoq ; pc, s, yq Ð σ

If y “ 0 then return 0

AÐ gs ¨X´c¨y ¨ Zy

If c ‰ Hpinfo }A }mq then return 0

Return 1

Figure 6.3: The partially blind signature scheme PBS “ PBSrGGens.

proof) applied to the public input info. We do not formally redefine the syntax of partially blind

signatures, but we note that it simply extends that of blind signatures by adding the extra input

info P t0, 1u˚ to the signer, the user, and the verification algorithm.

BLINDNESS. We first study the blindness of PBS. The PBlindA
PBS game is defined in Figure 6.4.

The only difference between PBlind and Blind is that initially, the adversary A also picks a pub-

lic information info and interacts with PBS.U1 and PBS.U2 for signing pinfo,m0q and pinfo,m1q.
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Game PBlindAPBSpλq :

par Ð SetupBSp1λq

bÐ$ t0, 1u ; b0 Ð b ; b1 Ð 1´b

b1 Ð$ AINIT,U1,U2pparq

If b1 “ b then return 1

Return 0

Oracle INITpp̃k, ˜info, m̃0, m̃1q :

sess0 Ð init

sess1 Ð init

pk Ð p̃k

infoÐ ˜info

m0 Ð m̃0 ; m1 Ð m̃1

Oracle U1pi,msg
piq
1 q :

If i R t0, 1u or sessi ‰ init then return K

sessi Ð open

pstui , chl
piqq Ð U1ppk,msg

piq
1 , info,mbiq

Return chlpiq

Oracle U2pi,msg
piq
2 q :

If i R t0, 1u or sessi ‰ open then return K

sessi Ð closed

σbi Ð U2pst
u
i ,msg

piq
2 q

If sess0 “ sess1 “ closed then

If σ0 “ K or σ1 “ K then return pK,Kq

Return pσ0, σ1q

Return pi, closedq

Figure 6.4: The PBlind security game for a partially blind signature scheme PBS.

Denote the advantage of the adversary A as

AdvpblindPBS pA, λq :“

ˇ

ˇ

ˇ

ˇ

PrrPBlindA
PBSpλq “ 1s ´

1

2

ˇ

ˇ

ˇ

ˇ

.

We say a partially blind signature scheme PBS is perfectly blind if and only if AdvpblindPBS pAq “ 0

for any A.

Theorem 6.3.1. For a group generation algorithm G, the partially blind signature scheme PBSrGGens

is perfectly blind.

Since the algorithm PBS.U1 and PBS.U2 are almost the same as U1BS2 and U2BS2, we can use

a proof similar to the one for BS2 (Section 6.1) to show PBSrGGens is perfectly blind. The only

difference is that in BS2, Z is given in the public key, while in PBSrGGens, Z is given by Fpinfoq.

OMUF SECURITY. We next study the OMUF security of PBS. Note that the definition must also

be adjusted: The main difference is that the adversary wins as long as it can produce ℓ ` 1 valid

message-signature pairs for some info for which it has run only ℓ signing sessions, regardless of
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how many signing sessions are run with info1
‰ info (i.e., their number could be higher than ℓ).

The corresponding game is defined in Figure 6.5, for the specific case of the scheme PBS. We

prove the following theorem.

Game OMUF
Aalg

PBSrGGens
pλq:

pG, p, gq Ð GGenp1κq ; xÐ$ Zp ; X Ð gx

sidÐ 0 ; Ifin ÐH ; T1 Ð pq ; T2 Ð pq

ℓÐ a table where all entry are initially set to 0

fidÐ 0 ; FidÐ pq ; HidÐ pq

pinfo˚, tpm˚
k, σ

˚
k qukPrℓpinfo˚q`1sq

Ð$ AS1,S2,H,F
alg pp, g,G, Xq

If D k1 ‰ k2 : pm˚
k1
, σ˚

k1
q “ pm˚

k2
, σ˚

k2
q then

Return 0

If D k P rℓpinfo˚q ` 1s such that y˚
k “ 0

or c˚
k ‰ Hpinfo˚ } gs

˚
kX´c˚

k ¨y˚
k Zy˚

k }m˚
kq

where pc˚
k, s

˚
k, y

˚
k q “ σ˚

k and Z “ Fpinfo˚q

then return 0

Return 1

Oracle Hpinfo }A }mq :

If T1pinfo }A }mq “ K then

T1pinfo }A }mq Ð$ Zp

hidÐ hid` 1

Hidpinfo }A }mq Ð hid

� A “ gα̂
g
X α̂X ś

iPrfids Z
α̂Zi

i

ś

iPrsids A
α̂Ai

i Cα̂Ci

i

δhid Ð T1pinfo }A }mq

α̂hid Ð α̂ ; β̂hid Ð β̂

Return T1pinfo }A }mq

Oracle S1pinfoq :

Z Ð Fpinfoq

sidÐ sid` 1 ; infosid Ð info

asid, tsidÐ$ Zp ; ysidÐ$ Z˚
p

stssid Ð pasid, ysid, tsidq

Asid Ð gasid ; Csid Ð gtsidZysid

msg1 Ð pAsid, Csidq

Return psid,msg1q

Oracle S2pi, ciq :

If i R rsidszIfin or ci “ 0 then

Return K

pai, yi, tiq Ð stsi

si Ð ai ` ci ¨ yi ¨ x

msg2 Ð psi, yi, tiq

Ifin Ð Ifin Y tiu
Ipinfoiq
fin Ð Ipinfoiq

fin Y tiu

ℓpinfoq Ð ℓpinfoq ` 1

Return msg2

Oracle Fpinfoq :

If T2pinfoq “ K then

T2pinfoq Ð$ G
fidÐ fid` 1 ; Fidpinfoq Ð fid

Zfid “ T2pinfoq

Ipinfoq

fin ÐH

Return T2pinfoq

Figure 6.5: The OMUF security game for the partially blind signature scheme PBSrGGens.
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Theorem 6.3.2. Let GGen be a group generation algorithm. Let Aalg be an algebraic adversary

for the game OMUFPBSrGGens
pλq such that for each public information info, makes at most QS1

queries to S1 and QH queries to the random oracle H that start with info. Also, let the total

number of distinct public information info’s queried by Aalg to S1 be bounded by Qinfo. Then, there

exists an adversary Bdlog for the DLog problem running in similar running time as Aalg such that

Advomuf
PBSrGGenspAalg, λq ď 2AdvdlogGGenpBdlog, λq `

QinfopQH ` 3QS1 ` 1q2 ` 2

2κ ´ 1
.

The proof is very similar to that for BS2 except we need to additionally perform a hybrid

argument over queries to F, guessing which info will be the one leading to a one-more forgery.

However, we need to work harder here to ensure the discrete logarithm advantage does not scale

with Qinfo.

We also note that we have no argument supporting the fact that the information-theoretic term

in Theorem 6.3.2 is tight and the inclusion of info in H is necessary. However, a tighter analysis

appears to require studying a more general version of WFROS. We leave this to future work.

Proof of Theorem 6.3.2. Let Aalg be an algebraic adversary described in the theorem. The game

OMUF
Aalg

PBSrGGens
is formally defined in Figure 6.5. Without loss of generality, we assume that if

Aalg outputs the public information info˚, then Aalg makes exactly QS1 queries to S1 and QS1

queries to S2 that do not return K for info˚. Then, when Aalg returns, we know ℓpinfo˚
q “ QS1 .

In the OMUF
Aalg

PBSrGGens
game, the corresponding hid for each query pinfo }A } mq to H is

recorded in Hidpinfo }A }mq, and the output of the query is recorded as δhid. Also, since Aalg

is algebraic, Aalg also provides the representation of A, and the corresponding coefficients α are

recorded as αhid. The corresponding fid for each new query info to S1 is recorded in Fidpinfoq.

Also, Ipinfoq

fin records the subset of Ifin corresponding to signing sessions with public information

info.

Denote the event WIN as Aalg wins the OMUF
Aalg

PBSrGGens
game, i.e., all the output message-

signature pairs tm˚
k, σ

˚
kukPrQS1`1s are distinct and valid for info˚. Furthermore, we denote str˚

k :“

info˚
} gs

˚
kX´c˚

k ¨y˚
kZ

y˚
k

Fidpinfo˚q
}m˚

k . We let E be the event in the OMUF
Aalg

PBSrGGens
game that after the

validity of the output is checked, for each k P rQS1 ` 1s, j “ Hidpstr˚
kq, and i˚ “ Fidpinfo˚

q 2, the

2Here, Hidpstr˚
kq must be defined since a query str˚

k is made to H when checking the validity of the output
pm˚

k , σ
˚
k q.
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following conditions hold:

α̂Zi˚ `
ÿ

iPIpinfo˚q

fin

yi ¨ α̂
Ci
j “ y˚

k , (6.12)

α̂X
j ´

ÿ

iPIfin

yi ¨ ci ¨ α̂
Ai
j “ ´δj ¨ y

˚
k , (6.13)

@i P rsidszIfin : α̂Ai
j “ 0 . (6.14)

Since Advomuf
PBSrGGenspAalg, λq “ PrrWINs “ PrrWIN ^ Es `PrrWIN ^ p␣Eqs, the theorem

follows by combining the following two lemmas with Theorem 4.1.1.

Lemma 6.3.3. There exists an adversary Bwfros for the WFROSQS1 ,p
problem making at most

QH `QS1 ` 1 queries to the random oracle H such that

Advwfros
QS1 ,p

pBwfrosq ě
1

Qinfo
PrrWIN ^ Es . (6.15)

Lemma 6.3.4. There exists an adversary Bdlog for the DLog problem running in a similar running

time as Aalg such that

PrrWIN ^ p␣Eqs ď 2AdvdlogGGenpBdlog, λq `
2

p´ 1
. (6.16)

6.3.1 Proof of Lemma 6.3.3

We first give a detailed description of Bwfros playing the WFROS game.

THE ADVERSARY Bwfros. To start with, Bwfros first samples a label î˚ uniformly from rQinfos. Also,

Bwfros samples x uniformly from Zp, sets X to gx, and initializes sid, hid, fid, Hid, Fid, Ifin, T1,

and T2 as described in the OMUF
Aalg

PBSrGGens
game. In addition, Bwfros initializes tfid to 0 and tFid

to an empty table, which are used to record the labels of info queries to S1, and initializes tsid to

0 and tSid to an empty table, which are used to record the labels of session IDs for info such that

tFidpinfoq “ î˚.

Then, Bwfros runs Aalg on input pp, g,G, Xq and with access to the oracles rF, rS1, rS2, and rH.

These oracles, operate as follows:

Oracles rF: Same as in the OMUF
Aalg

PBSrGGens
game except instead of sampling T2pinfoq uniformly

from G, if T2pinfoq “ K, Bwfros samples zfid uniformly from Zp and sets T2pinfoq Ð gzfid .
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Oracles rS1: After receiving a query info to rS1 from Aalg, if tFidpinfoq “ K, Bwfros increases tfid

by 1 and sets tFidpinfoq “ tfid. Then, there are two cases:

– If tFidpinfoq ‰ î˚, Bwfros samples ssid, t
1
sid uniformly from Zp and samples y1

sid uni-

formly from Z˚
p . Then, Bwfros sets Asid “ gssidX´y1

sid and Csid “ gt
1
sid .

– If tFidpinfoq “ î˚, Bwfros samples asid, t1
sid uniformly from Zp and sets Asid “ gasid and

Csid “ gt
1
sid . Also, Bwfros increases tsid by 1 and sets tSidptsidq Ð sid.

Finally, Bwfros returns psid, Asid, Csidq.

Oracles rS2: After receiving a query pi, ciq to rS2 from Aalg, if i R rsidszIfin or ci “ 0, Bwfros returns

K. Otherwise, there are two cases:

– If tFidpinfoiq ‰ î˚, Bwfros computes yi Ð y1
i{ci and ti Ð t1

i ´ yi ¨ zFidpinfoiq.

– If tFidpinfoiq “ î˚, let i1 be the index in rsids such that tSidpi1q “ i and Bwfros sets

c̃i1 Ð ci. Then, Bwfros makes a query pi1, c̃i1q to S. After Bwfros receives ỹi1 from S, B
sets yi Ð ỹi1 and ti Ð t1

i ´ yi ¨ zFidpinfoiq.

Finally, Bwfros returns psi, yi, tiq.

Oracles rH: After receiving a query pinfo }A }mq to rH from Aalg, if T1pinfo }A }mq ‰ K or

tFidpinfoq ‰ î˚, then rH is the same as H in the OMUF
Aalg

PBSrGGens
game. Otherwise, since Aalg

is algebraic, Bwfros also knows α̂ such that

A “ gα̂
g

X α̂X
ź

iPrfids

Z α̂Zi

i

ź

iPrsids

Aα̂Ai

i C α̂Ci

i .

Then, Bwfros issues the query pα,βq to H, where α,β P Z2QS1`1
p such that

αpi1q
“

$

’

’

’

&

’

’

’

%

α̂X ´
ř

iPrsids,tFidpinfoiq‰î˚ α̂Ai ¨ y1
i , i1 “ 0

´α̂AtSidpiq , i1 “ 2i , i P rtsids

0 , o.w.

, (6.17)

βpi1q
“

$

’

’

’

&

’

’

’

%

´α̂Zî˚ , i1 “ 0

´α̂CtSidpiq , i1 “ 2i´ 1 , i P rtsids

0 , o.w.

. (6.18)
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After receiving the output pδhid, hidq, Bwfros sets T1pinfo }A }mq Ð δhid and Hidpinfo }A }mq Ð

hid. Finally, Bwfros returns T1pinfo }A }mq.

After receiving the output tinfo˚, pm˚
k, σ

˚
kqukPrQS1`1s from Aalg, Bwfros aborts if the conditions from

the event WIN ^ E do not occur. Otherwise, Bwfros outputs J :“ tHidpstr˚
kq | k P rQS1 ` 1su.

ANALYSIS OF Bwfros. Note that Bwfros makes a query to H at most once when it receives a query

to rH for infotfid and at most QS1 ` 1 more queries to rH when checking the validity of the output.

Therefore, B makes at most QH`QS1`1 queries to H. Also, it is clear that B simulates oracles F,

S1, S2, H in the OMUF
Aalg

PBSrGGens
game perfectly no matter what label is assigned to tfid. Therefore,

the probability that tFidpinfo˚
q “ î˚ and WIN ^ E occurs when running Bwfros is equal to

1
Qinfo

PrrWIN ^ Es.

It is left to show that if tFidpinfo˚
q “ î˚ and WIN ^ E occurs within the simulation, then

Bwfros wins the WFROS game. Suppose WIN ^ E occurs and tFidpinfo˚
q “ î˚. Following the

similar analysis of Bwfros in the proof of Lemma 6.2.1, we have |J | “ QS1 ` 1.

Denote Itot
fin and sidtot as the values of Ifin and sid when Aalg returns. Then, since E occurs, by

(6.12) and (6.13), for any j P J it holds that

α̂X
j ´

ÿ

iPItot
fin

yi ¨ ci ¨ α̂
Ai
j “ ´δj

¨

˚

˝

α̂
Zî˚

j `
ÿ

iPIpinfo˚q

fin

yi ¨ α̂
Ci
j

˛

‹

‚

. (6.19)

Then, by (6.14), we have

´ δj

¨

˚

˝

α̂
Zî˚

j `
ÿ

iPIpinfo˚q

fin

yi ¨ α̂
Ci
j

˛

‹

‚

x “ α̂X
j ´

ÿ

iPItot
fin

yi ¨ ci ¨ α̂
Ai
j

“ α̂X
j ´

ÿ

iPItot
fin

yi ¨ ci ¨ α̂
Ai
j ´

ÿ

iPrsidtotszItot
fin

y1
i ¨ α̂

Ai
j

“ α̂X
j ´

ÿ

iPrsidtots,tFidpinfoiq‰î˚

y1
i ¨ α̂

Ai
j ´

ÿ

iPIpinfo˚q

fin

yi ¨ ci ¨ α̂
Ai
j .

Then, from the simulation, by (6.17), we have for any j P J

α
p0q

j `
ÿ

iPrQS1 s

ỹipα
p2i´1q

j ` c̃i ¨ α
p2iq
j q “ δj

¨

˝β
p0q

j `
ÿ

iPrQS1 s

ỹipβ
p2i´1q

j ` c̃i ¨ β
p2iq
j q

˛

‚ .

Therefore, Bwfros wins the WFROSQS1 ,p
game.
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Game rel-DLogAGGen,npλq :

pG, p, gq Ð GGenp1κq

tXiuiPrns Ð$ G
y0, y1, . . . , yn Ð App, g,G, tXiuiPrnsq

If @ i P t1, . . . , nu : yi “ 0 then return 0

If gy0
ś

iPrns X
yi
i “ 1G then return 1

Return 0

Figure 6.6: The rel-DLog game.

6.3.2 Proof of Lemma 6.3.4

We first partition the event WIN ^ p␣Eq into two cases. Denote F1 as the event in the

OMUF
Aalg

PBSrGGens
game that there exists k P rQS1 ` 1s such that either (6.13) or (6.14) does not

hold, and denote F2 as the event that there exists k P rQS1 ` 1s such that (6.12) does not hold.

Then, if E does not occur, we know either F1 or F2 occurs. Therefore, we have WIN ^ p␣Eq “

pWIN ^ F1q _ pWIN ^ F2q. For the case that WIN ^ F1 occurs, we show the following

claim.

Claim 6.3.5. There exists Bp0q

dlog for the DLog problem running in a similar running time as Aalg

such that

PrrWIN ^ F1s ď AdvdlogGGenpB
p0q

dlog, λq `
1

p´ 1
. (6.20)

For the case that WIN ^ F2 occurs, we construct an adversary Brel-dlog for the rel-DLogG,QF

game (defined in 6.6) with advantage equals to the probability that WIN ^ F2 occurs, where

QF denotes the maximum number of queries to F issued in the OMUF
Aalg

PBSrGGens
game, and we

summarize it into the following claim.

Claim 6.3.6. There exists Brel-dlog for the rel-DLog problem running in a similar running time as

Aalg such that

PrrWIN ^ F2s ď Advrel-dlogGGen,QF
pBrel-dlog, λq . (6.21)
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The rel-DLog problem is equivalent to the DLog problem, as shown in the following lemma

from [84].

Lemma 6.3.7 (Lemma 3 in [84]3). Let GGen be a group generation algorithm. For any n ą 0

and any adversary Brel-dlog for the rel-DLogGGen,n game, there exists an adversary Bdlog for the

DLogGGen game such that

Advrel-dlogGGen,n pBrel-dlog, λq ď AdvdlogGGenpBdlog, λq ` 1{p .

By the lemma and Claim 6.3.6, there exists an adversary Bp1q

dlog for the DLogGGen problem such that

PrrWIN ^ F1s ď AdvdlogGGenpB
p1q

dlog, λq `
1
p
. Therefore, together with Claim 6.3.5, we can construct

an adversary Bdlog for the DLogGGen problem that runs either Bp0q

dlog or Bp1q

dlog with 1{2 probability,

and we can conclude the lemma since

PrrWIN ^ p␣Eqs ď PrrWIN ^ F1s ` PrrWIN ^ F2s

ď AdvdlogGGenpB
p0q

dlog, λq ` AdvdlogGGenpB
p1q

dlog, λq `
2

p´ 1
“ 2AdvdlogGGenpBdlog, λq `

2

p´ 1
.

Proof of Claim 6.3.5. We first give a detailed description of Bp0q

dlog playing the DLogGGen game.

THE ADVERSARY Bp0q

dlog . To start with, Bp0q

dlog initializes sid, hid, fid, Hid, Fid, Ifin, T1, and T2 as

described in the OMUF
Aalg

PBSrGGens
game. After Bp0q

dlog receives pp, g,G,W q from the DLogGGen game,

sets X Ð W . Then, Bp0q

dlog runs Aalg on input pp, g,G, Xq, and with access to the oracles rF, rS1, rS2,

and rH. These oracles operate as follows:

Oracle rF: Same as in the OMUF
Aalg

PBSrGGens
game except instead of sampling T2pinfoq uniformly

from G, if T2pinfoq “ K, Bp0q

dlog samples z uniformly from Zp and sets T2pinfoq Ð gzfid .

Oracle rS1: After receiving a query info from Aalg, Bwfros samples ssid, t1
sid uniformly from Zp and

samples y1
sid uniformly from Z˚

p . Then, Bwfros sets Asid Ð gssidX´y1
sid and Csid Ð gt

1
sid and

returns psid, Asid, Csidq.

Oracle rS2: After receiving a query pi, ciq to rS2 from Aalg, if i R rsidszIfin or ci “ 0, Bp0q

dlog returns

K. Otherwise, let î :“ Fidpinfoiq, and Bp0q

dlog computes yi Ð y1
i{ci and ti Ð t1

i ´ yi ¨ zî. Then,

Bp0q

dlog returns psi, yi, tiq.

3The DLog and rel-DLog games defined in [84] differ slightly from our descriptions, but the lemma follows by a
similar proof.
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Oracle rH: Same as in the OMUF
Aalg

PBSrGGens
game.

After receiving the output pinfo˚, tpm˚
k, σ

˚
kqukPrQS1`1sq, Bp0q

dlog aborts if the event WIN ^ F1 does

not occur.

It is clear that Bp0q

dlog simulates the OMUF
Aalg

PBSrGGens
game perfectly, and thus it is left to show

that if WIN ^ F1 occurs, Bp0q

dlog can compute the discrete log of W except for probability 1{p.

Suppose WIN ^ F1 occurs in the OMUF
Aalg

PBSrGGens
game simulated by Bp0q

dlog. There exists

k P rQS1`1s and j “ Hidpstr˚
kq such that either (6.13) or (6.14) does not hold. Since j “ Hidpstr˚

kq

and δj “ c˚
k , we have

gs
˚
kX´δj ¨y˚

kZ
y˚
k

i˚ “ gα̂
g
jX α̂X

j

ź

iPrfids

Z
α̂
Zi
j

i

ź

iPrsids

A
α̂
Ai
j

i C
α̂
Ci
j

i . (6.22)

From the simulation of rS1, for each i P rsids, we have

Ai “ gsiX´y1
i , Ci “ gt

1
i .

Also, Bp0q

dlog knows the discrete log of Zi as zi for each i P rfids. By substituting Ai “ gsiX´y1
i ,

Ci “ gt
1
i , and Zi “ gzi into (6.22), we have

gs
˚
k `y˚

k ¨zi˚X´δj ¨y˚
k “ gη

g
jXηZj ,

where

ηgj :“ α̂g
j `

ÿ

iPrfids

α̂Zi
j ¨ zi `

ÿ

iPrsids

pα̂Ai
j ¨ si ` α̂Ci

j ¨ t
1
iq ,

ηXj :“ α̂X
j ´

ÿ

iPrsids

y1
i ¨ α̂

Ai
j .

If ηXj ‰ ´δj ¨ y
˚
k , Bp0q

dlog can compute the discrete log of X , which is also W , as

x :“
s˚
k ` y˚

k ¨ zi˚ ´ ηgj
ηXj ` δj ¨ y˚

k

.

Therefore, it is left to bound the probability that ηXj “ ´δj ¨ y
˚
k , and there are the following two

cases.

(6.14) does not hold for k, j. Consider the transcript πtot that the adversary sees before it returns.

Given the transcript πtot, since for each i P rsidszIfin, the adversary sees only Ai but does not know
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either si or y1
i, the value y1

i is uniformly distributed over Z˚
p independent of all other y1

i1 for i1 ‰ i.

Therefore, the probability that ηXj “ ´δj ¨ y
˚
k is 1

p´1
.

(6.14) holds but (6.13) does not hold for k, j. Since (6.14) holds and for each i P Ifin it holds that

y1
i “ yi ¨ ci, we have

ηX
ĵ
“ α̂X

ĵ
´

ÿ

iPIfin

yi ¨ ci ¨ α̂
Ai

ĵ
.

Then, since (6.13) does not hold, we have

ηX
ĵ
‰ ´δĵ ¨ y

˚

k̂
,

which means the probability that ηXj “ ´δj ¨ y
˚
k is 0. Therefore, for both cases, the probability that

ηXj “ ´δj ¨ y
˚
k is bounded by 1

p´1
.

Proof of Claim 6.3.6. We first give a detailed description of Brel-dlog playing the rel-DLogG,QF

game.

THE ADVERSARY Brel-dlog . To start with, Brel-dlog initializes sid, hid, fid, Hid, Fid, Ifin, T1, and

T2 as described in the OMUF
Aalg

PBSrGGens
game. Also, Brel-dlog samples x uniformly from Zp and sets

X Ð gx. After Brel-dlog receives pp, g,G, Z1, . . . , ZQFq from the rel-DLogG,QF
game, Brel-dlog runs

Aalg on input pp, g,G, Xq and with access to the oracles rF, rS1, rS2, and rH. These oracles operate

as follows:

Oracle rF: Same as in the OMUF
Aalg

PBSrGGens
game except instead of sampling T2pinfoq uniformly

from G, if T2pinfoq “ K, Brel-dlog sets T2pinfoq Ð Zfid.

Oracle rS1, rS2, rH: The same as in the OMUF
Aalg

PBSrGGens
game.

After receiving the output pinfo˚, tpm˚
k, σ

˚
kqukPrQS1`1sq, Brel-dlog aborts if WIN ^ F2 does not

occur.

It is clear that Brel-dlog simulates the OMUF
Aalg

PBSrGGens
game perfectly, and thus it is left to show

that if WIN ^ F2 occurs, Brel-dlog can win the rel-DLogG,QF
game.

Suppose WIN ^ F2 occurs in the OMUF
Aalg

PBSrGGens
game simulated by Brel-dlog. There exists

k P rQS1 ` 1s and j “ Hidpstr˚
kq such that (6.12) does not hold. Since j “ Hidpstr˚

kq, we have

gs
˚
kX´δj ¨y˚

kZ
y˚
k

i˚ “ gα̂
g
jX α̂X

j

ź

iPrfids

Z
α̂
Zi
j

i

ź

iPrsids

A
α̂
Ai
j

i C
α̂
Ci
j

i . (6.23)
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From the simulation of rS1, for each i P rsids, we have

Ai “ gai , gti “ CiZ
´yi
i .

Also, Brel-dlog knows the discrete log of X as x. By substituting Ai “ gai , Ci “ gtiZyi
i , and

X “ gx into (6.23), we have

gs
˚
kX´δj ¨y˚

kZ
y˚
k

i˚ “ gα̂
g
j `α̂X

j ¨x`
ř

iPrsidspα̂
Ai
j ¨ai`α̂

Ci
j ¨tiq

ź

iPrfids

Z
α̂
Zi
j `

ř

i1Prsids,tSidpi1q“i yi1 ¨α̂C
i1

i .

Therefore, Brel-dlog can compute pw0, . . . , wQFq such that gw0
ś

iPrQFs
Wwi

i “ gw0
ś

iPrfids
Zwi

i “

1Gλ
as

wi :“

$

’

’

’

’

’

’

&

’

’

’

’

’

’

%

α̂g
j ` α̂X

j ¨ x`
ř

iPrsids
pα̂Ai

j ¨ ai ` α̂Ci
j ¨ tiq ´ s˚

k ` x ¨ δj ¨ y
˚
k , i “ 0

α̂Zi
j `

ř

i1Prsids,tSidpi1q“i yi1 ¨ α̂Ci1 , i P rfids, i ‰ i˚

´y˚
k ` α̂Zi

j `
ř

i1Prsids,tSidpi1q“i yi1 ¨ α̂
Ci1

j , i “ i˚

0 , o.w.

Since (6.12) does not hold, we have

wi˚ “ ´y˚
k ` α̂

Zi˚

j `
ÿ

iPIpinfo˚q

fin

yi1 ¨ α̂Ci1 ‰ 0 .

Therefore, Brel-dlog wins the rel-DLogG,QF
game by outputting pw0, . . . , wQFq defined above.
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Part II

THRESHOLD SIGNATURES IN PAIRING-FREE GROUPS
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Chapter 7

THRESHOLD SIGNATURES: INTRODUCTION

Threshold signatures, which originated in the late 1980s [58, 59], are seeing renewed attention,

driven in particular by an interest in using them to secure digital wallets in the cryptocurrencies

ecosystem [70]. Parallel IETF [92] and NIST [102] standardization efforts are evidence as to the

speed at which the area is moving into practice.

Whether securing a user’s digital wallet, or being used by a CA to create a certificate, forgery

of a digital signature is costly. The rising tide of system breaches and phishing attacks makes

exposure of a signing key too likely to ignore. The idea of a threshold signature scheme is to

distribute the secret signing key across multiple parties who then interact to produce a signature,

the intent being to retain security even in the face of compromise of up to a threshold number of

these parties. Over the years, threshold versions of many schemes have been presented, including

RSA [53, 74, 119], DSA/ECDSA [71, 73, 70, 28, 69, 96, 38], Schnorr signatures [120, 72, 91] and

BLS signatures [27].

In this thesis, we focus on FROST [91], the state-of-the-art construction of threshold Schnorr

signatures, and its variants, referred to as FROST2 [50] and FROST3 [113]. (We also refer to the

original version of FROST as FROST1.) FROST is a pairing-free scheme that is partially non-

interactive, meaning signing additionally involves a message-independent pre-processing round.

Our first main contribution is to show that FROST and its variants satisfy stronger security

definitions than those previously considered in the literature or proven for these schemes. These

refined definitions capture natural and practically relevant strengths that may be desirable in real-

world applications. Moreover, our fine-grained perspective reveals meaningful differences between

existing schemes. In particular, we demonstrate that FROST2 is strictly less secure than FROST1,

and FROST3 is strictly less secure than FROST2. We elaborate on this in Section 7.1.

Our second main contribution is a new approach that can transform FROST into threshold sig-

nature schemes whose security relies on weaker assumptions. Specifically, while all three FROST

variants rely on the Algebraic One-More Discrete Logarithm (AOMDL) assumption [105] in the

Random Oracle Model (ROM), our new schemes are provably secure under the plain DL assump-
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tion in the ROM. The resulting schemes produce Okamoto signatures [107], which are just one

scalar larger than Schnorr signatures. Further details are provided in Section 7.2.

7.1 Stronger Security for Non-Interactive Threshold Signatures

OUR PATH. The classical development paradigm in theoretical cryptography is to ask what security

we would like, define it, and then seek schemes that meet it. Yet if we look back, there has been

another path alongside; canonical, reference schemes guided a choice of definitions that model

them, and, once made, these definitions went on to be influential targets for future schemes. (The

formal definition of trapdoor permutations [78], for example, was crafted to model RSA.) We are

inspired by the latter path. Within the space of Schnorr threshold schemes, FROST appears to be

the simplest candidate. Examining it, we see strengths not captured by current definitions or results.

We step back to create corresponding abstractions, including a syntax and a hierarchy of definitions

of security for non-interactive threshold signature schemes. We then return to ask where, in this

hierarchy, we can fit the starting schemes, giving proofs that FROST and its variants as high as

possible. In terms of the proofs this needs, and that we give, this turns out to be challenging, so

that we offer also some content of technical interest.

Although inspired by specific schemes, our definitional development, once started, unfolds in

a logical way, and yields definitions that even go beyond what FROST achieves. These make

intriguing new targets. We show how to achieve them, with minimal modifications to the existing

schemes.

NON-INTERACTIVE THRESHOLD SCHEMES. We consider schemes where the signing operations

involve a leader and a set of n nodes, which we refer to as servers, with server i holding a secret

share ski of the secret signing key sk. Signing is done via an interactive protocol that begins with

a leader request to some set of at least t number of servers and culminates with the leader holding

the signature, where t ď n, the threshold, is a protocol parameter.

In a fully non-interactive threshold signature scheme, this protocol is a simple, one-round one.

The leader sends a leader request lr , which specifies a message M and possibly other things, to any

server i, and obtains in response a partial signature, psig i, that i computes as a function of ski and

M . The leader can request partial signatures asynchronously, at any time, and independently for

each server, and there is no server-to-server communication. Once it has enough partial signatures,

the leader aggregates them into a signature sig of M under the verification key pk corresponding to
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sk. The canonical example is the threshold BLS scheme [27, 32], where sk, sk1, . . . , skn P Zp for a

public prime p, and psig i Ð Hpµqski where H : t0, 1u˚ Ñ G is a public hash function with range

a group G of order p. Aggregation produces sig as a weighted product of the partial signatures.

A partially non-interactive threshold signature scheme adds to the above a message-independent

pre-processing round in which, pinged by the leader at any point, a server i returns a pre-processing

token ppi. The leader’s request for a partial signatures will now depend on tokens it has received.

The canonical example is FROST [91].

This understanding of a non-interactive scheme encompasses what FROST calls flexibility;

obtaining psig i from any ě t servers will allow us to reconstruct a signature.

WHICH FORGERIES ARE NON-TRIVIAL? For a regular (non-threshold) signature scheme, the first

and most basic notion of security is un-forgeability (UF) [78]. The adversary (given access to a

signing oracle) outputs a forgery consisting of a message µ and a valid signature for it. To win, the

forgery must be non-trivial, meaning not legitimately obtained. This is naturally captured, in this

context, as meaning that µ was not a signing query.

Turning to define un-forgeability for a non-interactive threshold signature scheme, we assume

the adversary has corrupted the leader, and up to t ´ 1 servers, where 1 ď t ď n is the threshold.

Furthermore it has access to the honest servers. Again, it outputs a forgery consisting of a message

µ and valid signature for it, and, to win, the forgery must be non-trivial, meaning not legitimately

obtained. Deciding what “non-trivial” means, however, is now a good deal more delicate, and

interesting, than it was for regular signatures.

In this regard, we suggest that many of the prior works have set a low bar, being more generous

than necessary in declaring a forgery trivial, leading to definitions that are weaker than one can

desire, and weaker even than what their own schemes seem to meet. The definitions we formulate

rectify this by giving a hierarchy of five non-triviality conditions of increasing stringency, yielding

a corresponding hierarchy TS-UF-0 Ð TS-UF-1 Ð TS-UF-2 Ð TS-UF-3 Ð TS-UF-4 of five

notions of un-forgeability of increasing strength. (Here an arrow B Ð A means A implies B: any

scheme that is A-secure is also B-secure.) TS-UF-0, the lowest in the hierarchy, is the notion used

in [74, 71, 73, 27]. TS-UF-1 was introduced by Shoup [119].

Returning to regular (non-threshold) signature schemes, strong un-forgeability (SUF) has the

same template as UF, but makes the non-triviality condition more stringent, asking that there have

been no signing query µ that returned sig . We ask if SUF has any analogue in the threshold

setting. For non-interactive schemes, we suggest it does and give a hierarchy of three definitions
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of strong unforgeability TS-SUF-2 Ð TS-SUF-3 Ð TS-SUF-4. The numbering reflects that

TS-UF-iÐ TS-SUF-i for i “ 2, 3, 4.

TS-UF-0 AND TS-UF-1. For the basic security notion TS-UF-0, the non-triviality condition is

that no server was asked to issue a partial signature on the forgery message µ. However, allowing

asynchronous requests is a feature of non-interactive schemes. A corrupted leader could ask one

honest server i for a partial signature. No other server would even be aware of this request, but

the adversary would now have psig i. Under TS-UF-0, the forgery is now trivial, and the adversary

does not win. Yet (assuming a threshold t ě 2), there is no reason possession of just psig i should

allow creation of a signature, and indeed for FROST there is no attack that seems able to create such

a signature, indicating the scheme is achieving more than TS-UF-0. This leads to the next level

of the hierarchy, TS-UF-1, where, following [119], the non-triviality condition is that a partial

signature of µ was requested from at most t ´ 1 ´ c honest servers, where c is the number of

corrupted servers.

The distinction between TS-UF-1 and TS-UF-0 is not just academic. Implicit in applications

of threshold signing in wallets is the fact that servers also perform well-formedness checks of what

is being signed (typically, as part of a transaction). TS-UF-1 guarantees that every issued signature

has been inspected by sufficiently many servers, but TS-UF-0 does not.

BEYOND TS-UF-1. Yet the hierarchy needs to go higher, and this becomes apparent when looking

at partially non-interactive schemes like FROST [91]. Here, the discussion becomes more subtle,

and interesting.

In more detail, a FROST pre-processing token takes the form of a pair ppi “ pg
ri , gsiq of group

elements for one-time use. (A server will ensure that the pre-processing token in its name in the

leader request is one it has previously sent, and will never use it again.) An honest request lr in-

cludes, along with the message µ to be signed, a sufficiently large server set lr .SS Ď r1..ns, and,

for each i in this set, a pre-processing token ppi that i previously sent. Each server i P lr .SS will

then generate a signature share psig i “ pR, ziq, where R is a value which can be computed (pub-

licly) from the tokens included in lr , whereas zi depends on the discrete logarithms of the server’s

token and its own key share ski. The zi’s can then be aggregated into a value z such that pR, zq is a

valid Schnorr signature for µ. Three variants of FROST are known, and differ in the way in which

R is computed from lr . The original version, which we refer to as FROST1 [91], requires |lr .SS|

exponentiations, whereas a more recent optimization, which we call FROST2 [50], only requires

a single exponentiation. A further optimized version, FROST3 [113], improves the communica-
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tion complexity by only sending an aggregated nonce. The current security analyses [50, 113] do

not surface any security difference between the three variants, but only because they consider a

non-triviality notion as in our TS-UF-0 notion.

In terms of our framework, we show that FROST1 achieves TS-SUF-3 security. The proof is

under the AOMDL assumption of [105] in the ROM of [18]. This considers a signature trivial even

if some of the honest servers in lr .SS do not respond to a (malicious) leader request, as long as the

tokens associated with these servers are not honestly generated. In particular, the honest servers

may not respond because they recognize these tokens as invalid, or because the malicious leader

did not submit the request to them. We show that, while FROST2 fails to achieve TS-SUF-3, it

achieves the next step down in our hierarchy, TS-SUF-2. (Again the proof is under AOMDL in

the ROM.) This is still stronger than the notions lower in the hierarchy. Finally, we show FROST3

achieves TS-UF-1 under AOMDL in ROM but fails to achieve TS-UF-2.

STRONGER GOALS. A stronger security goal (TS-UF-4 in our hierarchy) is to expect that the only

way to obtain a signature for a message µ is to follow the above blueprint, i.e., to issue the same

honest leader request lr to all servers in lr .SS. In fact, we may even ask for more, in terms of

strong unforgeability — the value R is uniquely defined by lr , and, along with the message µ, it

defines a unique signature (although not efficiently computable given the verification key alone).

An ideal goal, which corresponds to our strongest security goal, is to ensure that the only way to

generate the signature associated with lr is to obtain a signature share for lr from every honest

server whose tokens are included in lr . This is a notion we refer to as TS-SUF-4.

We will however show that neither FROST1 nor FROST2 meet TS-SUF-4. To overcome

this, we will show a general transformation which can boost the security of a TS-SUF-3-secure

scheme like FROST1 to achieve TS-SUF-4. Our framework allows schemes more general than

the FROST ones, and also leaves the question open of better and more efficient designs achieving

the stronger notions. Moreover, we provide simple reference schemes for all of our notions, which,

while inefficient, guide us in understanding the subtle differences among notions and baseline

requirements. In particular, these schemes will enable us to separate the proposed notions.

A SUMMARY FOR OUR NOTIONS. In summary, our unforgeabilty notions declare a signature for a

message µ trivial in the following cases:

- TS-UF-0: A partial signature for the message µ was generated by at least one honest server.

- TS-UF-1: A partial signature for the message µ was generated by at least t´c honest servers,
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where c is the number of corrupted servers.

- TS-UF-2: There exists a leader request lr for the message µ which was answered by at least

t´ c honest servers.

- TS-UF-3: There exists a leader request lr for the message µ such that every honest server

i P lr .SS either answered lr or the token ppi associated with i in lr is maliciously generated.

- TS-UF-4: There exists a leader request lr for the message µ such that every honest server

i P lr .SS answered lr .

Analogous notions of strong unforgeability are obtained by further associating a request lr to a

(unique) signature, in addition to a message µ.

We stress that it is not clear which scenarios demand which notions in our hierarchy. This is

especially true because we are still lacking formal analyses of full-fledged systems using threshold

signatures, but it is not hard to envision a potential mismatch between natural expectations from

such schemes and what they actually achieve. In both FROST variants, for example, it is natural to

expect that a signature can only be generated by a sufficient number of honest servers answering

the same request, a property which we show is actually achieved. Further, one may also expect

that all honest servers that generated these honest tokens need to be involved in the generation of a

valid signature, but this stronger property is actually not achieved by either of the FROST variants.

WHAT WE DO NOT DO. Some schemes like FROST come with a concrete distributed key-generation

(DKG) protocol. Security proofs frequently (but not always) consider, monolithically, the compo-

sition of DKG and threshold signing. This lack of modular treatment is due to the fact that efficient

DKG protocols like Pedersen’s [109] are not secure [73] in the strongest possible sense in isola-

tion, but it may still be possible to show security when they are used with a particular threshold

signature scheme. Here, instead, we idealize DKG protocols, as the points we are trying to express

are orthogonal to the concrete choice of a DKG. Our result would still guarantee security of the

schemes when used with truly secure DKGs (such as the DKG from [73]), but further investigation

is needed to extend our proofs to consider more efficient DKGs.

Our framework does not handle adaptive corruptions, i.e., we demand instead that the adversary

declares its corruption set initially. We could extend our definitions to adaptive corruptions rather
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easily, but our concrete bounds would be impacted. In particular, we would resort to a generic re-

duction guessing the corrupted set beforehand, with a multiplicative loss of 2n, which is acceptable

for the smaller values of the number n of parties that we consider common in practice.

Our framework cannot cover recent protocols, like that of Canetti et al. [38], which combine

a multi-round message-independent pre-processing phase with a final, message-dependent, round.

(Conversely, their UC security analysis does not give definitions which help our fine-grained frame-

work.)

Finally, many prior works [73, 113, 23] also consider robustness, i.e., the guarantee that a

signature is always produced. Here, we follow the same viewpoint as in FROST, and do not focus

on robustness explicitly. This allows us to prevent imposing a small t (relative to n) just for the

sake of ensuring it. However, our schemes all implicitly give verification keys pki for each server,

and it is not hard to verify individual partial signatures psig i. Any t valid partial signatures will

always aggregate into a valid signature.

7.2 Partially Non-Interactive Threshold Signatures from Weaker Assumptions

As our second main contribution, we develop new two-round protocols that are secure under the

discrete logarithm assumption in the ROM. The signatures produced by both schemes resemble

those proposed by Okamoto [107]. Furthermore, our signing protocols are partially non-interactive,

i.e., the first round messages do not depend on the message being signed, which is a desirable

property in practice.

SIGNIFICANCE. Our DL-based schemes are the first partially non-interactive 2-round schemes

based solely on the hardness of the DL assumption. For threshold signatures, in particular, no

two-round scheme is known from only the DL assumption.

OUR APPROACH. Our schemes are the outcome of the same paradigm applied to FROST [91, 14]

and its variants. It is not known how to prove the security of either scheme under the plain dis-

crete logarithm assumption, and they are instead proved secure under the (stronger) AOMDL [105]

assumption, which is a variant of the OMDL assumption [16], an assumption that has been the

subject of criticism [90, 89]. As we explain next, our paradigm can be seen as a general recipe to

remove the AOMDL assumption from these schemes.

The main ingredient of our approach are linear hash functions, which have also been used in

recent works [10, 80, 81] to abstract identification schemes from which signature variants are de-
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rived. Here, we observe that FROST can naturally be generalized by replacing the exponentiation

map x ÞÑ gx with a linear hash function F : D Ñ R, where D,R are S-modules for a field S.

We generically refer to these instantiations as FROST-H. (In fact, we present two variants for

FROST-H but make no distinction in the introduction.) In particular, we require that:

- F is an epimorphism of S-modules from D to R, i.e., F is a surjection from D to R such that

for any r P S and x, y P D, Fpx` r ¨ yq “ Fpxq ` r ¨ Fpyq .

- F is not a monomorphism, which is equivalent to postulating that there exists z˚ P D such

that z˚ ‰ 0 and Fpz˚q “ 0.

We then define a natural analogue of the AOMDL assumption, which we refer to as the Algebraic

One-More Preimage Resistance (AOMPR). Roughly speaking, the corresponding security game

allows the attacker to obtain multiple challenges Xi “ Fpxiq for a random element xiÐ$ D, and

the attacker also gets access to an inversion oracle which, on input X P R, returns a element

in the preimage set of X under F. The restriction here, and hence the term algebraic, is that X

must be an affine combination of previously obtained Xi’s, and this affine combination is given

to the inversion oracle, along with X . (This makes the assumption falsifiable since the oracle can

efficiently answer such inversion queries.) To win the game, the attacker is then asked to invert

q ` 1 challenges after querying the inversion oracle at most q times.

Our results then follow from the combination of the following two theorems, which we state

here informally:

Theorem (informal). The security of FROST-H follows from the AOMPR assump-

tion on the underlying linear hash function.

Theorem (informal). If F is collision-resistant, then the AOMPR assumption holds

with respect to F.

The proof of the first theorem is, on its own, not particularly surprising and mostly generalizes the

prior proofs in the literature, in particular those of [105] and [14]. Our main contribution here is to

notice that these proofs, and the resulting schemes, can be abstracted in terms of linear hash func-

tions. In particular, for threshold signatures, as in [14], we consider an abstract setting with an ideal

distributed key generation, and we target the security notions of TS-SUF-2 and TS-SUF-3, which
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were shown to be achieved by two variants of FROST, both of which we model here abstractly.

Since we are targeting feasibility, we are less concerned with the concrete round complexity of

distributed key generation and could use any secure multi-party computation protocol for this task.

In contrast, the rough intuition behind a proof of the latter theorem is that for any execution of

a (wlog deterministic) adversary A playing the AOMPR game with challenges X “ Fpxq, since

F is not a monomorphism, there exists another execution with challenges X “ Fpx1q such that

x ‰ x1, but the views of A are identical in the two executions. Then, if A wins the game given x

by outputting y such that Fpyq “ X , A also wins the game given x1 by outputting y. Therefore,

we have Fpxq “ Fpyq “ Fpx1q ^ px ‰ y _ x1 ‰ yq, which implies that we can find a collision

in at least one of the executions. Indeed, special cases of this technique already underlie several

works, including Okamoto’s [107], but our main challenges are to prove the concrete mapping of

x1 from x and to package this in terms of the AOMPR abstraction.

7.2.1 DL-based Instantiations

To obtain an instantiation of FROST-H based on the hardness of the discrete logarithm (DL) prob-

lem, we can use the Pedersen linear hash function [109]

Fpx1, x2q “ gx1Zx2 ,

which is well known to be collision-resistant under the hardness of DL whenever g, Z are gener-

ators of a group with prime size p. While FROST produces valid Schnorr signatures [114], the

signatures produced by our DL-based instantiations of FROST-H are slightly less efficient, and

effectively compatible with Okamoto’s signatures [107]. Here, as in Schnorr signatures, the secret

signing key is x P Zp, and the public verification key pk “ gx, and a signature for a message

m P t0, 1u˚ has format

σ “ pR “ gaZb, a` Hppk,m,Rq ¨ x, bq ,

where H is a hash function that is modeled as a random oracle in our proofs. To verify a signature

pR, a, bq, we check that gaZb “ R ¨pkHppk,M,Rq. The only difference from Okamoto’s scheme [107]

is that the latter uses a secret key px1, x2q P Z2
p, and a signature has form pR “ gaZb, a`c¨x1, b`c¨

x2q, where c “ Hppk,m,Rq, i.e., here, we restrict the scheme to the case where px1, x2q “ px, 0q.

This optimization is generic and could have been applied to Okamoto’s scheme directly; however,

it is particularly advantageous for threshold signatures since it lets us leverage any distributed
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key generation protocol for Schnorr signatures. Here, we need a trusted setup to generate Z as a

random group element independent of g, but we note that this is a minimal setup since it can be

made transparent, e.g., g, Z can be generated as outputs of a hash function.

RELATED WORK. Our DL-based threshold signatures are the first two-round scheme with security

proved based solely on the discrete logarithm assumption in the ROM. The most efficient protocol

is FROST [91, 14], which is slightly more efficient than our scheme since it generates plain Schnorr

signatures; however, FROST relies on the stronger AOMDL assumption. Though schemes based

solely on the discrete logarithm assumption exist [120, 73, 95], they use more rounds. We stress

that not all schemes achieve the same security goals, and here we target our security notions,

whereas Lindell [95] targets UC security.
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Chapter 8

A FRAMEWORK FOR NON-INTERACTIVE THRESHOLD
SIGNATURES

We present our hierarchy of definitions of security for non-interactive threshold schemes, for-

malizing both unforgeability (UF) and strong unforgeability (SUF) in several ways. We provide

relations between all notions considered.

8.1 Syntax and Correctness

MAINTAINING STATE. Parties as implemented in protocols would maintain state. When activated

with some inputs (which include messages from other parties), they would apply some algorithm

Alg to these and their current state to get outputs (including outgoing messages) and an updated

state. To model this, we do not change our definition of algorithms, but make the state an explicit

input and output that will, in definitions, be maintained by the overlying game. Thus, we would

write something like p¨ ¨ ¨ , stq Ð$ Algp¨ ¨ ¨ , stq.

SYNTAX. A non-interactive threshold signature scheme TS specifies a number n ě 1 of signers,

a reconstruction threshold t, a set HF of functions from which the random oracle is drawn, a key-

generation algorithm KeyGen, a server pre-processing algorithm SPP, a leader pre-processing algo-

rithm LPP, a leader signing-request algorithm LR, a server partial-signature algorithm PS, a leader

partial-signature aggregation algorithm Agg and a verification algorithm Vf. If disambiguation

is needed, we write TS.n,TS.t,TS.HF,TS.Setup,TS.KeyGen,TS.SPP,TS.LPP,TS.LR,TS.PS,

TS.Agg,TS.Vf, respectively. We now explain the operation and use of these components, the

understanding of which may be aided by already looking at the correctness game TS-CORTS of

Figure 8.1.

Parties involved are a leader (numbered 0, implicit in some prior works, but made explicit

here) and signers numbered 1, . . . , n, for a total of n ` 1 parties. The setup algorithm Setupp1κq

initializes the state sti for each signer i P rns, as well as the state st0 for the leader, and additionally

a public parameter par , which is given as input to all other algorithms. Algorithms have oracle
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Game TS-CORTSpκ, µ,SS q :

par Ð Setupp1κq ; HÐ$ HF

ppk, aux, tskiuiPrnsq Ð KeyGenpq

For i P rns do sti.skÐ ski ; sti.pkÐ pk

For i P SS do

pppi, stiq Ð SPPpstiq ; st0 Ð LPPpi, ppi, st0q

plr , st0q Ð LRpµ,SS , st0q

For i P SS do ppsig i, stiq Ð PSplr , i, stiq

sig Ð Aggplr , tpsig iuiPSS , st0q

Return Vfppk, µ, sigq “ 0

Figure 8.1: The TS-COR game for a threshold signature scheme TS for n signers and threshold t.

access to a function H that is drawn at random from HF in games and plays the role of the random

oracle. Specifying HF as part of the scheme allows the domain and range of the random oracle to

be scheme-dependent. We omit par and H from the input of all algorithms for simplicity.

The key-generation algorithm KeyGen, run once at the beginning, creates a public signature-

verification key pk, associated public auxiliary information aux, and an individual secret signing

key ski for each server i P r1..ns. (Usually, sk1, . . . , skn will be shares of a global secret key sk, but

the definitions do not need to make sk explicit. The leader does not hold any secrets associated to

pk.) While key-generation may in practice be performed by a distributed key-generation protocol,

our syntax assumes it done by a trusted algorithm to allow a modular treatment. Keys are held

by parties in their state, encoded into dedicated fields of the latter as shown in Figure 8.1. For

specific schemes, we will typically use aux to model additional information that can be leaked by

key generation step without violating security (e.g., the values gski in most cases).

The signing protocol can be seen as having two rounds, which we think as a pre-processing and

online stage. In a pre-processing round, any server i can run ppp, stiq Ð$ SPPpstiq to get a pre-

processing token pp which it sends to the leader. (Here sti is the state of i.) Via st0 Ð LPPppp, st0q,

the leader updates its state st0 to incorporate token pp.

In a signing round, the leader begins with a message and a choice of a signer set SS Ď r1..ns
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of size at least t. Via plr , st0q Ð$ LRpM, SS , st0q it generates a leader request lr that, through

st0, implicitly depends on a choice of pre-processing tokens. The leader request is sent to each

i P SS , who, via ppsig i, stiq Ð$ PSplr , i, stiq, computes a partial signature psig i and returns it to

the leader. Via psig , st0q Ð$ Aggplr , tpsig iuiPSS , st0q, the leader aggregates the partial signatures

into a signature sig of M , the desired output of the protocol. Also, we require that for i R SS ,

PSplr , i, stiq always outputs pK, stiq.

The verification algorithm, like in a standard signature scheme, takes pk, a message µ and a

candidate signature, and returns a boolean validity decision.

ECHO SCHEMES. We define a sub-class of non-interactive threshold schemes that we call echo

schemes. Recall that a leader request lr is mandated to specify a message lr .msg and a set

lr .SS Ď r1..ns of signers from whom partial signatures are being requested. In an echo scheme,

lr additionally specifies a function lr .PP : lr .SS Ñ t0, 1u˚. If the leader is honest, lr .PPpiq is a

token pp that i had previously sent to the leader. That is, the leader is echoing tokens back to the

signers, whence the name. In considering security, of course, lr .PPpiq is picked by the adversary

and may not be a prior token. For an echo scheme, we impose the additional requirement that

the state sti of party i includes a set sti.PP in which SPP stores prior tokens: more formally, the

execution ppp, stiq Ð SPPpstiq is required to include the update sti.PP Ð sti.PP Y tppu. In this

way, sti is recording the tokens that party i has previously sent to the leader. Finally, we require

that PSplr , i, stiq always outputs pK, stiq if lr .PPpiq R sti.PP. This is a natural requirement since

an honest signer should not answer a leader request that is clearly malicious. As we will discuss in

Section 9.1, FROST1 and FROST2 are examples of an echo scheme.

CORRECTNESS OF A TS SCHEME. We say that TS is correct with correctness error εcor if for µ P

t0, 1u˚ and SS Ď rns with |SS | ě t, we have PrrTS-CORTSpκ, µ, SS q “ 1s ď εcor. We say

that TS is perfectly correct if εcor “ 0. By default, when we say that TS is correct, we mean it is

perfectly correct.

The way in which we are supposed to interpret the correctness definition is that a request lr

is associated with a set SS and a message µ, and if such a request is issued successfully by the

leader (i.e., lr ‰ K), then the signers in SS would all accept lr producing partial signatures which

aggregate into a valid signature for µ.
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Game TS-UF-iATSpκq pi “ 0, 1, 2, 3, 4q and TS-SUF-iATSpκq pi “ 2, 3, 4q :

par Ð Setupp1κq ; HÐ$ TS.HF ; TFM ÐH ; TFL ÐH ; curSSM, curSSL Ð pq

pµ, sigq Ð AINIT,PPO,PSIGNO,ROpparq

If Vfppk, µ, sigq “ 0 then return 0

For each lr do

If tfiplr .msgq then TFM Ð TFM Y tlr .msgu // For TS-UF-iATS pi “ 0, 1q

If tfiplrq then TFM Ð TFM Y tlr .msgu // For TS-UF-iATS pi “ 2, 3, 4q

If tfiplrq then TFL Ð TFL Y tlru // For TS-SUF-iATS
Return µ R TFM // For TS-UF-iATS
Return (E lr P TFL : lr .msg “ µ ^ SVfppk, lr , sigq “ 1) // For TS-SUF-iATS

Oracle INITpCS q :

Require: CS Ď rns and |CS| ă t

HS Ð rnszCS ; ppk, aux, tskiuiPrnsq Ð KeyGenpq

For i P HS do sti.skÐ ski ; sti.pkÐ pk

Return ppk, aux, tskiuiPCS q

Oracle PPOpiq :

Require: i P HS

ppp, stiq Ð$ SPPpstiq

PPi Ð PPi Y tppu

Return pp

Oracle PSIGNOpi, lrq :

Require: lr .SS Ď rns and i P HS X lr .SS

Require: lr .PPpiq P PPi / / Only for the case where TS is an echo scheme

ppsig , st1
iq Ð$ PSplr , i, stiq ; If psig “ K then return K

curSSMplr .msgq Ð curSSMplr .msgq Y tiu ; curSSLplrq Ð curSSMplrq Y tiu

Return psig

Oracle ROpxq :

Return Hpxq

Figure 8.2: The games TS-UF-i and TS-SUF-i of a threshold signature scheme TS. In the game

TS-UF-i (resp. TS-SUF-i), the set TFM (resp. TFL) records the set of messages (resp. leader

requests) that are considered trivial under the trivial forgery predicate tfi (Figure 8.3). The oracle

INIT must be invoked exactly once, and only before any other oracle is queried. In particular, the

predicate tf3 and, thus, TS-UF-3 and TS-SUF-3 are defined only if TS is an echo scheme.
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8.2 Unforgeability and Strong Unfogeability

UNFORGEABILITY. Unforgeability as usual asks that the adversary be unable to produce a valid

signature sig on some message M of its choice except in a trivial way. The question is what

“trivial” means. For regular signatures, it means that the adversary did not obtain a signature of

M from the signing oracle [78]. For threshold signatures, it is more subtle. We will give several

definitions.

Figure 8.2 simultaneously describes several games, TS-UF-iTS for i “ 0, 1, 2, 3, 4, where

TS-UF-3TS is only defined if TS is an echo scheme. (We will get to the second set of games

later.) They are almost the same, differing only in the winning conditions. The corresponding

advantages of an adversary A are Advts-uf-iTS pA, κq “ PrrTS-UF-iATSpκqs. The adversary calls INIT

with a choice of a set of signers to corrupt. The oracle INIT must be invoked exactly once, and

only before any other oracle is queried. It is also viewed as having corrupted the leader. Playing

the leader role, it can request pre-processing tokens via oracle PPO. It can provide a server with

a leader-request lr of its choice to obtain a partial signature PSIGNO. At the end, it outputs its

forgery message M and signature sig . The adversary does not win if the signature is not valid.

Now, to win, the signature must be non-trivial. It is in how this is defined that the games differ.

Associated to i is a trivial forgery predicate tfi that is invoked in the PSIGNO oracle to decide

whether a message is added to the trivial forgery set TFM. The choices for these predicates are

shown in the table in Figure 8.3. When i “ 0 we have the usual notion from the literature, used

in particular in [27, 71, 73]. As i increases, we get more stringent (less generous) in declaring a

forgery trivial, and the notion gets stronger.

Concretely, TS-UF-0 considers a signature for a message M trivial if a request lr with lr .msg

was answered by server with a partial signature. Moving on, TS-UF-1 strengthens this by declaring

a signature trivial only if at least t´ |CS | signers have responded to some request for message M ,

where these requests could have been different. In turn, TS-UF-2 strengthens this even further by

requiring that there was a single prior request lr for M which was answered by t´ |CS | signers.

The notions TS-UF-3 only deals with echo schemes. Recall that for these schemes, a request

lr contains a map lr .PP : lr .SSÑ t0, 1u˚, where lr .PPpiq is meant to be a token issued by server

i. Here, we consider a signature for message M trivial if there exists a request lr for M which is

answered by all honest signers i for which lr .PPpiq is a valid token previously output by i, and this

set consists of at least t ´ |CS | signers. Finally, our strongest notion, TS-UF-4 simply considers



97

tf0pµq : curSSMpµq ‰ H

tf1pµq : |curSSMpµq| ě t´ |CS |

tf2plrq : |curSSLplrq| ě t´ |CS |

tf3plrq : tf2plrq and curSSLplrq “ ti P HS X lr .SS : lr .PPpiq P PPiu

tf4plrq : tf2plrq and curSSLplrq “ HS X lr .SS

TS-UF-0 TS-UF-1 TS-UF-2 TS-UF-3 TS-UF-4

TS-SUF-2 TS-SUF-3 TS-SUF-4

Figure 8.3: Top: Trivial-forgery conditions tfiplrq (i “ 0, 1, 2, 3, 4) used to define games TS-UF-i

and TS-SUF-i (Figure 8.2). Bottom: Relations between notions of security.

a signature trivial if there exists a request lr for M which is answered by all honest signers in

i P lr .SS.

It is natural to expect TS-UF-3 and TS-UF-4 to be similar, but as we will see below, they are

actually not equivalent. (Although we will give a transformation that boosts an TS-UF-3-secure

scheme into an TS-UF-4-secure one.)

STRONG UNFORGEABILITY. For standard signatures, strong unforgeability asks, in addition to

unforgeability, that the adversary be unable to produce a new signature on any message, where

new means different from any obtained legitimately for that message. We ask, does this have

any counterpart in threshold signatures? In fact, FROST seems to have such a property. We now

provide formalisms to capture such properties.

It turns out that giving a general definition of strong unforgeability is rather complex, and we

will restrict ourselves to a natural subclass of schemes (which includes FROST). Concretely, we

ask that there is an algorithm SVf, called a strong verification algorithm, that takes a public key

pk, a leader request lr , and a signature sig as inputs and outputs 1 or 0. We require that for any
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pk, lr there exists at most one signature sig such that SVfppk, lr , sigq “ 1. Also, if there exists

sig such that SVfppk, lr , sigq “ 1, it must hold that Vfppk, lr .msg, sigq “ 1, and we say that lr

is intended to produce the signature sig for the message lr .msg. Moreover, TS is asked to satisfy

a strong correctness property which is defined using the same game as TS-CORTS except the

winning condition Vfppk,M, sigq “ 0 is replaced with SVfppk, lr , sigq “ 0. As we will discuss in

Section 9.1, FROST schemes exactly have this property and we can define SVf easily.

For a scheme TS with a strong verification algorithm, we consider the TS-SUF-iTS (i “ 2, 3, 4)

games in Figure 8.2, where TS-SUF-3TS is only defined if TS additionaly is an echo scheme. The

differences (across the different values of i) are only in the trivial forgery predicates tfi (defined

in Figure 8.3). The difference between TS-SUF-i and TS-SUF-i is that we record the set of trivial

leader requests TFL instead of the set of trivial messages TFM. More precisely, in TS-SUF-i, we

record all leader requests lr that satisfy tfiplrq in the set TFL. A forgery pµ, sigq is considered

non-trivial only if no leader request in TFL is intended to produce the signature sig for µ. The cor-

responding advantage of an adversary A is Advts-suf-iTS pA, κq “ PrrTS-SUF-iTSpAqs. The ensuing

notion is called TS-SUF-i.

8.3 Relations and Transformations

RELATIONS BETWEEN NOTIONS. Figure 8.3 shows relations between the notions of unforgeability

and strong unforgeabilty that we have defined. A (blue, non-dotted) arrow AÑ B is an implication,

saying that A implies B: any scheme that is A-secure is also B-secure. Now see the nodes as

forming a graph with edges the blue, non-dotted arrows. The thin arrow from TS-UF-0 to TS-UF-1

indicates us that the implication only holds under a quantatively loose reduction. (We prove this

in Theorem 8.3.2.) We claim that in this graph, if there is no path from a notion B to a notion A, they

are separate or distinct: there exists a scheme that is B-secure but not A-secure. The dotted arrows

are separations that we explicitly prove. These, together with the full arrows, prove the claim just

made. The thick dotted arrows indicate the existence of a generic transformation lifting security of

a scheme to achieve a stronger notion. (We establish this below as part of Theorem 8.3.3.)

8.3.1 Reference schemes and proofs of relations.

In this section, we give a set of (fully) non-interactive threshold schemes that we call reference

schemes. They represent simple, canonical ways to achieve the different notions. They may not
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be of practical interest, because they have key and signature sizes proportional to n, but the point

is to embody notions in a representative way. A few things emanate from these schemes. One is

that we use them, in the same Appendix, to establish the separations given by the dotted lines in

Figure 8.3, thereby showing that any notions between which there is no path, in the graph given

by the full arrows, are indeed separate. Second, we get a scheme that achieves our strongest

notion, TS-SUF-4, which neither FROST schemes achieve. (Although we can get such a scheme

by applying our transformation from Theorem 8.3.3 to FROST1.) Finally, reference schemes, as

canonical examples, are ways to understand the notions.

PROOFS OF IMPLICATION RELATIONS. To show an unforgeability notion A implies B, since the

unforgeability games defined in Figure 8.2 only differ on the winning conditions, we only need to

show if the winning condition of the game of A does not hold when the adversary outputs pM, sigq,

the winning condition of the game of B does not hold either.

- TS-UF-1ñ TS-UF-0: Since |CS | ă t, |curSSMpMq| ě t´|CS | implies curSSMpMq ‰ H.

- TS-UF-2ñ TS-UF-1: If there exists lr such that lr .msg “M and |curSSLplrq| ě t´|CS |,

from the execution of the games, |curSSMpMq| ě |curSSLplrq| ě t´ |CS |.

- TS-pSqUF-3ñ TS-pSqUF-2: It follows from the trivial fact that tf3plrq is stronger than

tf2plrq.

- TS-pSqUF-4ñ TS-pSqUF-3: Due to the requirement that lr .PPpiq P PPi in the oracle

PSIGNO, curSSLplrq Ď ti P HS X lr .SS : lr .PPpiq P PPiu Ď HS X lr .SS for any lr .

Therefore, curSSLplrq “ HS X lr .SS implies curSSLplrq “ ti P HS X lr .SS : lr .PPpiq P

PPiu, which implies tf4plrq is stronger than tf3plrq.

- TS-SUF-iñ TS-UF-i, for i P t2, 3, 4u: If the adversary outputs a valid forgery pµ, sigq but

does not win TS-SUF-i, there exists lr such that tfiplrq “ 1, lr .msg “ µ and SVfppk, lr , sigq “

1. Therefore, lr .msg is added to TFM, which means the adversary does not win TS-UF-i

either.

REFERENCE SCHEMES. Fix t, n such that 2 ď t ă n. The reference schemes are shown in Fig-

ure 8.4.
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Algorithm RTSℓrDSs.KeyGen :

For i “ 1, . . . , n do ppki, skiq Ð$ DS.KeyGen

pkÐ ppk1, . . . , pknq ; Return ppk,K, sk1, . . . , sknq

Algorithm RTSℓrDSs.SPPpstq :

Return pK, stq

Algorithm RTSℓrDSs.LPPppp, st0q :

Return st0

Algorithm RTSℓrDSs.LRpM,SS , st0q :

lr .msgÐM ; lr .SSÐ SS

For i P lr .SS do lr .PPpiq Ð K // ℓ “ 2, 3, 4

Return plr , st0q

Algorithm RTSℓrDSs.PSplr , stq :

If (st.me R lr .SS or |lr .SS| ă t) then return pK, stq

If (lr .PPpst.meq ‰ K) then return pK, stq // ℓ “ 3, 4

psig Ð$ DS.Signpst.sk, lr .msgq // ℓ “ 1

psig Ð$ DS.Signpst.sk, lrq // ℓ “ 2, 3, 4

Return ppsig , stq

Algorithm RTSℓrDSs.Aggplr , tpsig iuiPlr .SS, st0q :

sig Ð plr , lr .SS, tpsig iuiPlr .SSq ; Return psig , st0q

Figure 8.4: Reference threshold signature schemes RTSℓrDSs associated to signature scheme DS

for ℓ “ 1, 2, 3, 4. The verification and stronger verification algorithms are provided in Figure 8.5.

Proposition 8.3.1. Suppose DS is a signature scheme and 2 ď t ă n. Let RTSℓrDSs (ℓ “ 1, 2, 3, 4)

be the reference threshold schemes defined in Figure 8.4. Then: (1) For all ℓ P t1, 2, 3, 4u, if DS is

UF-CMA-secure then RTSℓrDSs is TS-UF-ℓ-secure, and (2) For all ℓ P t2, 3, 4u, if DS is unique

and SUF-CMA-secure then RTSℓrDSs is TS-SUF-ℓ-secure.

The proof of the above proposition is rather straightforward. We now use these schemes to

prove the separations claimed by the dotted arrows in Figure 8.3.

TS-UF-1œ TS-UF-2. We need to exhibit a scheme TS that is TS-UF-1-secure but not TS-UF-2-

secure. Let TS “ RTS1rDSs (Figure 8.4) where DS is a UF-CMA-secure standard signature
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Algorithm RTSℓrDSs.Vfppk,M, sigq :

ppk1, . . . , pknq Ð pk ; plr , F, tpsig iuiPF q Ð sig

If (lr .msg ‰M or F Ę lr .SS) then return 0

T Ð t i P F : DS.Vfppki,M, psig iq u // ℓ “ 1

T Ð t i P F : DS.Vfppki, lr , psig iq u // ℓ “ 2, 3, 4

Return (T “ F and |T | ě t) // ℓ “ 1, 2

E Ð t i P lr .SS : lr .PPpiq “ K u ; Return (T “ E “ F and |T | ě t) // ℓ “ 3

Return (T “ lr .SS “ F and |T | ě t) // ℓ “ 4

Algorithm RTSℓrDSs.SVfppk, lr , sigq :

// Only for ℓ “ 2, 3, 4

plr 1, F, tpsig iuiPF q Ð sig

Return (RTSℓrDSs.Vfppk, lr .msg, sigq and lr “ lr 1)

Figure 8.5: The verification and strong verification algorithms of the reference threshold signature

schemes RTSℓrDSs associated to signature scheme DS for ℓ “ 1, 2, 3, 4.

scheme. Proposition 8.3.1 says this achieves TS-UF-1. We now give an attack showing it fails

TS-UF-2. The idea is that the adversary can make partial-signing requests to t servers, all with the

same message but with lr .SS, and thus lr itself, varying across the requests, so that curSSLplrq stays

small for any particular lr , and non-triviality under tf2 is maintained. Proceeding to the details of

the attack, fix a message M , and consider the following adversary A for game TS-UF-2TS:

Adversary A

1. CS ÐH ; ppk,H,HqÐ$ INITpCS q

2. lr 1.msgÐ µ ; lr 1.SSÐ r1..ts ; lr 2.msgÐM ; lr 2.SSÐ r2..t` 1s

3. For i P r1..t´ 1s do psig iÐ$ PSIGNOpi, lr 1q

4. psig tÐ$ PSIGNOpt, lr 2q

5. sig Ð plr 1, r1..ts, tpsig iuiPr1..ts ; Return pµ, sigq

We claim that Advts-uf-2TS pA, κq “ 1. The adversary has gathered t valid signatures, so the condition

at line 18 of Figure 8.4 is met, and TS.Vfppk, µ, sigq “ 1. Now we need to show that the forgery is

non-trivial, meaning tf2plr 1q “ tf2plr 2q “ 0. Indeed, we have |curSSLplr 1q| “ t´1 ă t´|CS | “

t and |curSSLplr 1q| “ 1 ă t´ |CS | “ t.
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TS-SUF-2œ TS-UF-3. We need to exhibit a scheme TS that is TS-SUF-2-secure but not TS-UF-3-

secure. Let TS “ RTS2rDSs where DS is a unique SUF-CMA-secure standard signature scheme.

Proposition 8.3.1 says this achieves TS-SUF-2. We now give an attack showing it fails TS-UF-3.

The idea is to allow the adversary to corrupt t ´ 1 signers, while setting lr .SS to include all cor-

rupted signers along with at least two honest signers. In this case, the adversary can produce a

valid signature for lr by querying only a single honest signer in lr .SS. However, curSSLplrq does

not match the set ti P HS X lr .SS : lr .PPpiq P PPiu, which contains at least two honest signers.

Therefore, the adversary wins TS-UF-3. Proceeding to the details of the attack, fix a message µ,

and consider the following adversary A for game TS-UF-3TS:

Adversary A

1. CS Ð rt´ 1s ; ppk, aux, tskiuiPrt´1sq Ð$ INITpCS q

2. lr .msgÐ µ ; lr .SSÐ rt` 1s ; For i P rt` 1s do lr .PPpiq Ð K

3. For i P rt´ 1s do psig iÐ$ DS.Signpski, lrq

4. psig tÐ$ PSIGNOpt, lrq

5. sig Ð plr , rts, tpsig iuiPrts) ; Return pµ, sigq

We claim that Advts-uf-3TS,t A “ 1. The adversary has gathered t valid signatures, so the verification

condition in RTS2rDSs.Vf (Figure 8.4) is met. Now we need to show that the forgery is non-trivial,

meaning tf3plrq “ 0. Indeed, we have curSSLplrq “ ttu but ti P HSXlr .SS : lr .PPpiq P PPisu “

tt, t` 1u.

TS-SUF-3œ TS-UF-4. We need to exhibit a scheme TS that is TS-SUF-3-secure but not TS-UF-4-

secure. Let TS “ RTS3rDSs where DS is a unique SUF-CMA-secure standard signature scheme.

Proposition 8.3.1 says this achieves TS-SUF-3. We now give an attack showing it fails TS-UF-4.

Letting E be the set of all i P lr .SS such that lr .PPpiq is correct, meaning equals K, the idea is

that the adversary can let E be a strict subset of lr .SS and then pass verification using only signa-

tures from E. Proceeding to the details of the attack, fix a message µ, and consider the following

adversary A for game TS-UF-4TS:

Adversary A

1. CS ÐH ; ppk, aux,HqÐ$ INITpCS q

2. lr .msgÐ µ ; lr .SSÐ r1..t` 1s

3. lr .PPpt` 1q Ð 0 ; For i P r1..ts do lr .PPpiq Ð K
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4. For i P r1..ts do psig iÐ$ PSIGNOpi, lrq

5. sig Ð plr , r1..ts, tpsig iuiPr1..ts ; Return pµ, sigq

We claim that Advts-uf-4TS,t pA, κq “ 1. From Figure 8.5, we have E “ r1..ts and thus TS.Vfppk, µ, sigq “

1. Now we need to show that the forgery is non-trivial, meaning tf4plrq “ 0. Indeed, we have

curSSLplrq “ r1..ts but HS X lr .SS “ r1..t` 1s.

TS-UF-4œ TS-SUF-2. We need to exhibit a scheme TS that is TS-UF-4-secure but not TS-SUF-2-

secure. First, if x P t0, 1u˚, it is convenient to let prepxq be the first bit of x and suffpxq

the rest. Now, let DS˚ be a unique SUF-CMA-secure standard signature scheme, and modify

it to a scheme DS as follows: Let DS.Signp¨, ¨q Ð 0}DS˚.Signp¨, ¨q and let DS.Vfp¨, ¨, psigq Ð

DS˚.Vfp¨, ¨, suffppsigqq. Then DS is UF-CMA-secure, but, since flipping the first bit of psig does

not affect its validity, not SUF-CMA-secure. Now, consider RTS4rDSs, and, for it, an alterna-

tive verification algorithm RTS4rDSs.Vf
1 that is as in Figure 8.4 except that line 17 is changed to

T Ð t i P F : DS.Vfppki, lr , psig iq and preppsig iq “ 0 u. Let TS be the same as RTS4rDSs

except that we change SVf as follows: at line 22 of Figure 8.4, invoke RTS4rDSs.Vf
1 rather than

RTS4rDSs.Vf. (Note that TS.Vf stays as in RTS4rDSs as shown in Figure 8.4. The modified ver-

ification algorithm is only used by TS.SVf. Also note the latter meets the required condition of

accepting at most one signature per key and message, due to the uniqueness of DS˚.) Proposi-

tion 8.3.1 says RTS4rDSs is TS-UF-4-secure, and hence so is TS, because the only difference

between these two is in SVf and TS-UF-4 does not depend on this. We now give an attack show-

ing TS fails TS-SUF-2. The idea is to exploit lack of SUF-CMA-security of the base scheme DS.

Proceeding to the details of the attack, fix a message µ, and consider the following adversary A for

game TS-SUF-2TS, where flip1pxq returns string x with its first bit flipped:

Adversary A

1. CS ÐH ; ppk, aux,HqÐ$ INITpCS q

2. lr .msgÐ µ ; lr .SSÐ r1..ts ; For i P r1..ts do lr .PPpiq Ð K

3. For i P r1..ts do psig˚
i Ð$ PSIGNOpi, lrq ; psig i Ð flip1ppsig˚

i q

4. sig Ð plr , r1..ts, tpsig iuiPr1..ts ; Return pM, sigq

It is not hard to see that Advts-suf-2TS,t pA, κq “ 1 from Figure 8.5. Now we need to show that the

forgery is non-trivial, meaning tsf2plr , pk, sigq “ 0. Indeed, TS.SVfppk, lr , sigq “ 0 because the

first bit of psig i is 1 for all i P r1..ts.



104

8.3.2 From TS-UF-0 to TS-UF-1, loosely

The following theorem shows TS-UF-1 security is implied by TS-UF-0 security, although with an

exponential loss in t, which is acceptable in settings where t is expected to be constant.

Theorem 8.3.2. Let TS be a threshold signature scheme. For any TS-UF-1 adversary A there

exists a TS-UF-0 adversary B such that Advts-uf-1TS pA, κq ď
`

n
t´1

˘

¨ Advts-uf-0TS pB, κq . Moreover, B
runs in time roughly equal that of A, and the number of B’s queries to each oracle is at most that

of A.

If the adversary always corrupts t´ 1 parties, it is clear that TS-UF-0 and TS-UF-1 are equiv-

alent. Otherwise, in general, for an adversary that breaks TS-UF-1 security and corrupts a subset

CS of signers with size less than t ´ 1, if the adversary wins the game TS-UF-1TS by outputting

pµ˚, sig˚q, we know |curSSMpµ
˚q| ă t´ |CS |. Therefore, we can modify the adversary to initially

guess a subset CS Ď r1..nszCS with size t´|CS |´1 and corrupt all parties in CS . If CS happens

to contain curSSMpµ
˚q, the adversary actually wins. It is not hard to see that the probability that

this is true is 1{
`

n´|CS |

t´|CS |´1

˘

ě 1{
`

n
t´1

˘

.

Proof of Theorem 8.3.2. We describe a construction of the adversary B as follows. B runs A with

access to the oracles ĄINIT, ĆPPO, ČPSIGNO,ĄRO, which are simulated as follows.

ĆINITpCS q: B randomly samples a set CS P r1..nszCS of size t ´ |CS | ´ 1 and makes an oracle

query INITpCS Y CS q in the game TS-UF-0TS. After receiving pk, aux, tskiuiPCSYCS , B
sets sti.sk Ð ski, sti.vk Ð pk, and sti.aux Ð aux for all i P CS . Finally, B returns

pk, aux, tskiuiPCS .

ĆPPOpiq query: Same as in the game TS-UF-1TS, except when i P r1..nszpCS Y CS q, B directly

relays the query to oracle PPO in the game TS-UF-0TS.

ČPSIGNOpi, lrq query: Same as in the game TS-UF-1TS, except when i P r1..nszpCS Y CS q

directly relays the query to oracle PSIGNO in the game TS-UF-0TS. In addition, denote

curSS1
M as curSSM defined in the game TS-UF-1TS. B also updates the set curSS1

Mplr .msgq

the same as in the game TS-UF-1TS.

ĄROpxq query: B directly relays the query to oracle RO in the game TS-UF-0TS.
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After receiving the output pM˚, sig˚q from A, denote the event GoodECS as curSS1
MpM

˚q Ď

CS . If A wins the game TS-UF-1TS and GoodECS occurs, B returns pM˚, sig˚q. Otherwise, B
aborts.

Denote the event WIN as A wins the game TS-UF-1TS simulated by B. We first show B wins

the game TS-UF-0TS if WIN ^ GoodECS occurs. From the simulation, we know curSSMpM
˚q “

curSS1
MpM

˚qzCS , where curSSMpM
˚q is defined in the game TS-UF-0TS. Since WIN ^ GoodECS

occurs, we know pM˚, sig˚q is valid for the public key pk and curSS1
MpM

˚q “ H, which implies

B wins the game TS-UF-0TS.

Therefore, it is left to show that PrrWIN ^ GoodECSs ě 1

p n
t´1q

Advts-uf-1TS pA, κq. We first fix a

set S P r1..ns with size less than t and consider the case when CS “ S. If WIN occurs, we know

|curSS1
MpM

˚q| ă t´ |CS |. Since B perfectly simulates the game TS-UF-0TS no matter which CS

is picked, we know the set curSS1
MpM

˚q is independent of the choice of CS , which implies

Pr rGoodECS |WIN ^ CS “ S s “ Pr
“

CS P curSS1
MpM

˚
q |WIN ^ CS “ S

‰

ě
1

`

n´|S|

t´1´|S|

˘ ě
1

`

n
t´1

˘ .

Therefore,

PrrGoodECSs “
ÿ

SĎr1..ns,

|S|ăt

Pr rGoodECS |WIN ^ CS “ S s ¨ Pr rWIN |CS “ S s

ě
ÿ

SĎr1..ns,

|S|ăt

1
`

n
t´1

˘Pr rWIN |CS “ S s

“
1

`

n
t´1

˘PrrWINs “
1

`

n
t´1

˘Advts-uf-1TS pA, κq .

8.3.3 From TS-pSqUF-3 to TS-pSqUF-4.

Figure 8.6 gives a general transformation from TS-pSqUF-3 security to TS-pSqUF-4 security. Con-

cretely, we give a construction ATS from any TS-pSqUF-3-secure echo scheme TS and a digital

signature scheme DS. The size of signatures produced by ATS and the verification algorithm Vf

are exactly the same as TS. The main idea is to use signatures to authenticate each token con-
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Algorithm Setupp1κq :

par1 Ð TS.Setupp1κq

par2 Ð DS.Setupp1κq

Return ppar1, par2q

Algorithm KeyGen :

pk, taux, ttskiuiPr1..ns Ð TS.KeyGen

For i P r1..ns do

psvki, sskiq Ð$ DS.KeyGen

ski Ð ptski, sskiq

auxÐ ptaux, svk1, . . . , svknq

Return pk, aux, tskiuiPr1..ns

Algorithm SPPpstiq :

ptpp, stiq Ð$ SPPpstiq

ptski, sskiq Ð sti.sk

tsig Ð$ DS.Signpsski, tppq

Return pptpp, tsigq, stiq

Algorithm LPPpi, pp, st0q :

ptpp, tsigq Ð pp

st0.SigMappi, tppq Ð tsig

Return TS.LPPpi, tpp, st0q

Algorithm Vfppk, µ, sigq :

Return TS.Vfppk, µ, sigq

Algorithm OriginLRplrq :

For i P lr .SS do

ptpp, tsigq Ð lr .PPpiq

lr .PPpiq Ð tpp

Return lr

Algorithm LRpµ,SS , st0q :

plr , st0q Ð TS.LRpµ,SS , st0q

For i P SS do

tppi Ð lr .PPpiq

lr .PPpiq Ð ptppi, st0.SigMappi, tppiqq

Return plr , st0q

Algorithm PSplr , i, stiq :

ptaux, svk1, . . . , svknq Ð sti.aux

For i P lr .SS do

ptppi, tsig iq Ð lr .PPpiq

If DS.Vfpsvki, tppi, tsig iq “ 0 then

Return K

Return TS.PSpOriginLRplrq, i, stiq

Algorithm AggpPS, st0q :

Return TS.AggpPS, st0q

Algorithm SVfppk, lr , sigq :

Return TS.SVfppk,OriginLRplrq, sigq

Figure 8.6: The threshold signature ATSrTS,DSs constructed from an echo scheme TS and a

digital signature scheme DS such that ATS.n “ TS.n and ATS.t “ TS.t. The algorithm

OriginLR transforms a well-formed leader request lr for ATS to a well-formed leader request in

TS. st0.SigMap is a table that stores the signature corresponding to each token generated by honest

signers, which is initially set to empty. PS denotes a set of partial signatures.
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Game SUF-CMAA
DSpκq :

QÐH

psk, pkq Ð$ DS.KeyGenp1κq

pµ˚, sig˚q Ð ASIGNppkq

Return DS.Vfppk, µ˚, sig˚q ^ pµ˚, sig˚q R Q

Oracle SIGNpµq :

sig Ð$ DS.Signpsk, µq

QÐ QY tpµ, sigqu

Return sig

Figure 8.7: The game SUF-CMADS, where DS is a diginal signature scheme.

tained in a leader request lr from TS, so that an honest server only answers the request if all the

authentications are valid. The rest of the protocol remains the same.

In the game TS-UF-4ATS, we can show that as long as the adversary does not break the strong

unforgeability of DS, for any leader request lr such that curSSLplrq ą 0, it holds that ti P HS X

lr .SS : lr .PPpiq P PPiu “ HS X lr .SS, which implies the conditions tf3 and tf4 are equivalent.

Therefore, we can reduce TS-pSqUF-4 security of ATS to TS-pSqUF-3 security of TS and SUF-

CMA security of DS. (The latter notion is formally defined via the game in Figure 8.7.) This is

captured by the the following theorem.

Theorem 8.3.3. Let XX P tSUF,UFu. Let TS be an echo scheme and DS be a digital signature

scheme. For any TS-XX-4 adversary A there exists a TS-XX-3 adversary B and a SUF-CMA

adversary C such that

Advts-xx-4ATSrTS,DSspA, κq ď Advts-xx-3TS pB, κq ` n ¨ Advsuf-cma
DS pC, κq .

Moreover, B and C run in time roughly equal that of A. The number of B’s queries to each oracle

is at most that of A. The number of C’s SIGN queries is at most the number of PPO queries made

by A.

Proof. This proof only deals with TS-SUF-4 security, but a similar proof also works for TS-UF-4

security.
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Let A be the adversary described in the theorem. After A returns, denote the event BadLR as

there exists lr such that curSSLplrq ą 0 and ti P HS X lr .SS : lr .PPpiq P PPiu ‰ HS X lr .SS.

Denote the event WIN as A wins the game TS-SUF-4ATS. Then, we have

Advts-suf-4ATS pA, κq ď PrrWIN ^ p␣BadLRqs ` PrrBadLRs .

Thus, we can conclude the theorem with the following two lemmas.

Lemma 8.3.4. There exists a TS-SUF-3 adversary B making at most qs1 queries to PPO, at most

qs2 queries to PSIGNO, and at most qh queries to RO such that

PrrWIN ^ p␣BadLRqs ď Advts-suf-3TS pB, κq .

Moreover, B runs in time roughly equal that of A

Lemma 8.3.5. There exists a SUF-CMA adversary C making at most qs1 queries to SIGN such that

PrrBadLRs ď n ¨ Advsuf-cma
DS pC, κq ,

Moreover, C runs in time roughly equal that of A

Proof of Lemma 8.3.4. We give a construction of the adversary B in Figure 8.8, where B runs A
by simulating the game TS-SUF-4ATS. The simulation is done simply by relaying all queries from

A to the oracles in the game TS-SUF-3TS and doing the extra authentication parts by B itself. It is

clear that B simulates the game TS-SUF-4ATS perfectly, which implies the probability that B does

not abort is equal to PrrWIN ^ p␣BadLRqs.

Therefore, it is left to show that if B does not abort, then B wins the game TS-SUF-3TS.

Suppose WIN ^ p␣BadLRq occurs in the game TS-SUF-4ATS simulated by B. We use PP1 and

curSS1
L to denote the variables PP and curSSL in the game TS-SUF-3TS. For any PSIGNO query

lr , denote l̃r “ OriginLRplrq, and we have lr .msg “ l̃r .msg and TS.SVfppk, l̃r , sigq “ 1 if and

only if ATS.SVfppk, lr , sigq “ 1. Since the output pµ, sigq must be valid for the public key pk due

to WIN occurs, to show B wins the game TS-SUF-3TS, we just need to show for any lr such that

lr .msg “ µ and ATS.SVfppk, lr , sigq “ 1, it holds that

p|curSS1
Lpl̃rq| ă t´ |CS |q _ pcurSS1

Lpl̃rq ‰ ti P HS X l̃r .SS : l̃r .PPpiq P PP1
iuq . (8.1)
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Adversary BINIT,PPO,PSIGNO,ROpq :

For i P r1..ns do

psvki, sskiq Ð DS.KeyGenpq

pµ, sigq Ð AĄINIT,ĆPPO, ČPSIGNO,ĄROpq

If WIN ^ p␣BadLRq occurs then

Return pµ, sigq

Else abort

Oracle ĄINITpCS q :

pk, taux, ttskiuiPCS Ð$ INITpCS q

For i P CS do

ski Ð ptski, sskiq

auxÐ ptaux, svk1, . . . , svknq

Return pk, aux, tskiuiPCS

Oracle ĆPPOpiq :

tpp Ð PPOpiq

tsig Ð$ DS.Signpsski, ppq

Return ptpp, tsigq

Oracle ČPSIGNOpi, lrq :

For i P lr .SS do

pppi, tsig iq Ð lr .PPpiq

If DS.Vfpsvki, ppi, tsig iq “ 0 then

Return K

Return PSIGNOpi,OriginLRplrqq

Oracle ĄROpxq :

Return ROpxq

Figure 8.8: Adversary B for the proof of Lemma 8.3.4. B also compute the sets L, PP, and

curSSLplrq for each lr P L following the same logic as in the game TS-SUF-4ATS and thus can

check whether the event WIN ^ p␣BadLRq occurs.

Since WIN occurs, we know either |curSSLplrq| ă t ´ |CS | or curSSLplrq ‰ HS X lr .SS. If

|curSSLplrq| ă t ´ |CS|, from the simulation, we know |curSS1
Lpl̃rq| “ |curSSLplrq| ă t ´ |CS |,

which implies (8.1) holds. Otherwise, we have |curSSLplrq| ě t ´ |CS | ą 0 and curSSLplrq ‰

HSXlr .SS. Since BadLR does not occur, we have ti P HSXlr .SS : lr .PPpiq P PPiu “ HSXlr .SS.

Therefore, for any i P HS X lr .SS, it holds that lr .PPpiq P PPi, which implies l̃r .PPpiq P PP1
i.

Since l̃r .SS “ lr .SS, we have ti P HS X l̃r .SS : l̃r .PPpiq P PP1
iu “ HS X lr .SS. Therefore, we

have curSS1
Lpl̃rq “ curSSLplrq ‰ HS X lr .SS “ ti P HS X l̃r .SS : l̃r .PPpiq P PP1

iu, which implies

(8.1) holds.

Proof of Lemma 8.3.5. We describe a construction of the adversary C as follows. To start with, C
queries INITpq oracle and receives svk˚. Also, C initializes all the states st0, . . . , stn. Then, C runs

A with access to the oracles ĄINIT, ĆPPO, ČPSIGNO,ĄRO, which are simulated as follows.

ĆINITpCS q: Same as in the game TS-SUF-4ATS, except C additionally randomly picks an index
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i˚ P HS and sets psvki˚ , sski˚q Ð$ psvk˚,Kq instead of generating them by DS.KeyGen.

Also, C initializes H to an empty table.

ĆPPOpiq query: Same as in the game TS-SUF-4ATS, except when i “ i˚, in the execution of

SPPrHspsti˚q, C computes tsig Ð$ SIGNptppq instead of generating it by DS.Sign.

ČPSIGNOpi, lrq query: Same as in the game TS-SUF-4ATS.

ĄROpxq query: If Hpxq ‰ K, C returns Hpxq. Otherwise, C sets Hpxq Ð$ Zp and returns Hpxq.

After receiving the output from A, denote the event GoodInd as there exists lr˚
P L such that

curSSLplr
˚
q ą 0, i˚ P HS X lr˚.SS and lr˚.PPpi˚q R PPi˚ . If GoodInd does not occur, B aborts.

Otherwise, B returns ptppi˚ , tsig i˚q, where ptppi˚ , tsig i˚q Ð lr˚.PPpi˚q.

We first show that B wins the game SUF-CMADS if GoodInd occurs. Since curSSLplr
˚
q ą

0, we know for all i P lr˚.SS, DS.Vfpsvki, tppi, tsig iq “ 1 where ptppi, tsig iq Ð lr˚.PPpiq.

From the simulation, we know PPi˚ “ Q, where Q is defined in the game SUF-CMADS. Since

ptppi˚ , tsig i˚q “ lr˚.PPpi˚q R lr˚.SS, we know ptppi˚ , tsig i˚q is valid for svk˚
“ svki˚ and

ptppi˚ , tsig i˚q R Q, which implies B wins the game SUF-CMADS.

It is left show that PrrGoodInds ě 1
n
PrrBadLRs. We first fix a set S P r1..ns with size less

than t and consider the case when CS “ S. If BadLR occurs, then there exists l̃r P L such that

curSSLpl̃rq ą 0 and ti P HSX l̃r .SS : l̃r .PPpiq R PPiu ‰ H. Since C perfectly simulates the game

TS-SUF-4ATS no matter which i˚ is picked, we know the set ti P HS X l̃r .SS : l̃r .PPpiq R PPiu is

independent of the choice of i˚, which implies

Pr rGoodInd |BadLR ^ CS “ S s

“ Pr
”

i˚
P ti P HS X l̃r .SS : l̃r .PPpiq R PPiu |BadLR ^ CS “ S

ı

ě
1

n´ |S|
ě

1

n
.

Therefore, we have

PrrGoodInds “
ÿ

SĎr1..ns,

|S|ăt

Pr rGoodInd |BadLR ^ CS “ S s ¨ Pr rBadLR |CS “ S s

ě
ÿ

SĎr1..ns,

|S|ăt

1

n
Pr rBadLR |CS “ S s “

1

n
PrrBadLRs .
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Chapter 9

SECURITY OF THE FROST SCHEMES

9.1 The FROST Schemes

SCHEME DESCRIPTIONS. This section revisits the security of FROST, first proposed in [91] by

Komlo and Goldberg, as a (partially) non-interactive threshold signature scheme. We consider both

the original scheme, which we refer to as FROST1, as well as optimized versions, FROST2 and

FROST3, from its follow-up work [50, 113]. We give a detailed description of all three schemes

in Figures 9.1 and 9.2. The leader state st0 contains a set curPPi for each server i representing

the set of tokens generated by server i that has not yet been used in a signing request. The state

sti for server i contains a function mapPP that maps each token pp to the randomness that is

used to generate pp and sti.mapPPpppq “ K if pp is not generated by server i yet or has already

been used in a signing request. All three schemes are echo schemes as defined in Section 8.1. We

note that in the descrption of the protocols, we do not explicitly include the set sti.PP as required

in Section 8.1 since its functionality is already achieved by sti.mapPP. In particular, for ppi

defined in line 9.1, the condition ppi R sti.PP implies sti.mapPPpppiq “ K and thus PS returns

pK, stiq if ppi R sti.PP.

The coefficient λlr .SS
i is the Lagrange coefficient for the set lr .SS, which is defined (for any set

Ď r1..ns) as

λS
i :“

ź

jPS,i‰j

j

j ´ i
. (9.1)

The algorithm CompPar is a helper algorithm that computes the parameters R, c, tdiuiPlr .SS used

during signing. We stress that the only difference between FROST1 and FROST2 is the way di

is computed in CompPar. The differences between FROST3 and FROST1/FROST2 are in both

the generation of lr and the computation of di. In FROST1, each di is a different hash value for

each server i, while in FROST2, di’s are the same hash value for all servers. In FROST3, when

generating lr , an additional aggregated token pR̃, S̃q is computed and put in lr . Then, di’s are

computed from parts of lr instead of the entire lr . In particular, the hash function takes as input
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Protocol FROST1,FROST2,FROST3 :

Algorithm Setupp1κq :

pG, p, gq Ð$ GGenp1κq

Return pG, p, gq

Algorithm KeyGenpq :

For i P r0..t´ 1s do

aiÐ$ Zp

For i P r1..ns do

skiÐ$
řt´1

j“0 i
j ¨ aj ; pki Ð gski

pkÐ ga0

auxÐ ppk1, . . . , pknq

Return pk, aux, tskiuiPr1..ns

Algorithm SPPpstiq :

r Ð Zp ; sÐ Zp

pp Ð pgr, gsq

sti.mapPPpppq Ð pr, sq

Return ppp, stiq

Algorithm LPPpi, pp, st0q :

st0.curPPi Ð st0.curPPi Y tppu

Return st0

Algorithm Vfppk,M, sigq :

pR, zq Ð sig

cÐ H2ppk,M,Rq

Return pgz “ R ¨ pkcq

Algorithm PSplr , i, stiq :

ppi Ð lr .PPpiq

If sti.mapPPpppiq “ K then

Return pK, stiq

pri, siq Ð sti.mapPPpppiq

sti.mapPPpppiq Ð K

pR, c, tdjujPlr .SSq

Ð CompParpsti.vk, lrq

zi Ð ri ` di ¨ si ` c ¨ λlr .SS
i ¨ sti.sk

Return ppR, ziq, stiq

Algorithm AggpPS, st0q :

RÐ K ; z Ð 0

For pR1, z1q P PS do

If R “ K then RÐ R1

If R ‰ R1 then return pK, st0q

z Ð z ` z1

Return ppR, zq, st0q

Algorithm SVfppk, lr , sigq :

pR˚, z˚q Ð sig

pR, c, tdjujPlr .SSq

Ð CompParppk, lrq

Return pR “ R˚q ^ pgz
˚

“ R ¨ pkcq

Figure 9.1: The common components of FROST1rGGens, FROST2rGGens and FROST3rGGens,

where GGen is a group generation algorithm. The algorithms LR and CompPar are defined in Fig-

ure 9.2 Further, n is the number of parties, and t is the threshold of the schemes. PS denotes a set

of partial signatures. λlr .SS
i denotes the Lagrange coefficients, which is defined in Equation (9.1).
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Protocol FROST1 , FROST2 , FROST3 :

Algorithm LRpM,SS , st0q :

If D i P SS : st0.curPPi “ H then

Return K

lr .msgÐM ; lr .SSÐ SS

For i P SS do

Pick ppi from st0.curPPi

pRi, Si Ð ppiq

lr .PPpiq Ð ppi

st0.curPPi Ð st0.curPPiztppiu

lr .aggPPÐ p
ś

iPSS Ri,
ś

iPSS Siq

Return plr , st0q

Algorithm CompParppk, lrq :

M Ð lr .msg

dÐ H1ppk, lr .SS, lr .msg, lr .aggPPq

For i P lr .SS do

di Ð H1ppk, lr , iq

di Ð H1ppk, lrq

di Ð d

pRi, Siq Ð lr .PPpiq

RÐ
ś

iPlr .SSRiS
di
i

pR̃, S̃q Ð lr .aggPP

RÐ R̃S̃d

cÐ H2ppk,M,Rq

Return pR, c, tdiuiPlr .SSq

Figure 9.2: The algorithms LR and CompPar of FROST1rGGens, FROST2rGGens and

FROST3rGGens, where GGen is a group generation algorithm. In particular, FROST1 contains

all the dashed boxes, FROST2 contains all the highlighted boxes, and FROST3 contains all the

solid boxes. The function Hip¨q is computed as Hpi, ¨q for i “ 1, 2. PS denotes a set of partial

signatures.

only the aggregated token, rather than all tokens in lr .PP. We also note that upon receiving lr ,

each signer i P lr .SS uses only lr .PPpiq rather than the entire lr .PP. Therefore, in practice, the

leader can reduce communication complexity by sending just lr .PPpiq along with the other parts

of lr .

It is not hard to verify that both schemes satisfy perfect correctness.

OVERVIEW OF OUR RESULTS. Crites, Komlo, and Maller [50] argue that FROST2 improves the

signing efficiency of FROST1 as the number of exponentiations for computing the nonce R is

reduced from at least t to one, but they only consider TS-UF-0 security of FROST2. Ruffing et

al. [113] also only show TS-UF-0 security of FROST3. In this section, we strengthen the prior

results (however, in a setting without distributed key generation) by showing that FROST2 is actu-

ally TS-SUF-2-secure but not TS-UF-3 secure, and FROST3 is TS-UF-1-secure but not TS-UF-2-
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Games AOMDLGGen :

cidÐ 0; ℓÐ 0; T Ð pq

tyiuiPrcids Ð ACHAL,DLOG()

Return pℓ ă cidq ^ p@ i P rcids : yi “ xiq

Oracle DLOGptβi P ZpuiPrcidsq :

ℓÐ ℓ` 1

Return
ř

iPrcids βixi

Oracle CHALpq :

cidÐ cid` 1; xcidÐ$ Zp

Return gxcid

Figure 9.3: The AOMDL game, where G is a cyclic group with prime order p and generator g.

secure. In contrast, we show FROST1 is TS-SUF-3-secure but not TS-UF-4-secure. Theoretically,

our results imply the separations between TS-pSqUF-2 and TS-pSqUF-3 and between TS-pSqUF-3

and TS-pSqUF-4. Practically speaking, our results indicate a separation between the security of

FROST1 and FROST2. To complete the picture, a TS-SUF-4 secure variant of FROST1 can be

obtained via the general transformation from Theorem 8.3.3, although it is an interesting open

question whether a more efficient variant exists.

9.2 Security of FROST2

We first show that FROST2 is TS-SUF-2-secure in the ROM under the AOMDL assumption. The

AOMDL assumption, introduced in [105], is formally defined in Figure 9.3. Formally, we show

the following theorem.

Theorem 9.2.1. For any TS-SUF-2 adversary A making at most qs queries to PPO and at most

qh queries to RO, there exists an AOMDL adversary B making at most 2qs ` n queries to CHAL

such that

Advts-suf-2FROST2rGGenspA, κq ď

b

q ¨ pAdvaomdl
GGen pB, κq ` 3q2 ¨ 2´κq ,

where q “ qs ` qh ` 1. Moreover, B runs in time roughly equal two times that of A, plus the time

to perform at most p4n` 2q ¨ q` 2qs ` 2n2 exponentiations and group operations.

The previous analysis of FROST2 [50] can be seen as implying TS-SUF-0 security, either

in the AGM or under non-standard assumptions (which are, in turn, validated in the AGM). Our

result here proves stronger security, without relying on the AGM, but also without considering
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FROST’s DKG. (We believe our analysis should extend, at least in the AGM, but we omit the

added complexity of the DKG in this paper.) The core of the proof is a reduction from OMDL,

which will need to use rewinding (via a variant of the Forking Lemma). The main challenge is

to ensure that the reduction can simulate properly with a number of queries to DLOG which is

smaller than the number of DL challenges. Further below, we are going to show that FROST2 is

not TS-UF-3-secure, thus showing the above result is optimal with respect to our hierarchy.

Proof of Theorem 9.2.1. Let A be an adversary as described in the theorem. Denote the output

message-signature pair of A as pM˚, sig˚ “ pR˚, z˚qq. Without loss of generality, we assume A
always queries RO on H2ppk,M

˚, R˚q before A returns and always queries RO on H1ppk, lrq prior

to the query PSIGNOpi, lrq for some i and lr . (This adds up to qs additional RO queries, and we

let q “ qh ` qs ` 1.) Denote lr˚ as the leader query such that H1ppk, lr
˚
q is the first query prior to

the query H2ppk,M
˚, R˚q satisfying SVfppk, lr˚, sig˚q “ true. If such lr˚ does not exists, lr˚ is

set to K. Denote the event E1 as

Vfppk,M˚, sig˚
q ^ plr˚

“ K _ curSSLplr
˚
q ă t´ |CS|q .

It is clear that if A wins the game TS-SUF-2FROST2, then E1 must occur, which implies PrrE1s ě

Advts-suf-2FROST2rGGenspA, κq. Therefore, the theorem will follow from the following lemma. (We isolate

this statement as its own lemma also because it will be helpful in the proof of Theorem 9.3.1

below.)

Lemma 9.2.2. There exists an AOMDL adversary B making at most 2qs` t queries to CHAL such

that

PrrE1s ď

b

q ¨ pAdvaomdl
GGen pB, κq ` 3q2 ¨ 2´κq .

Moreover, B runs in time roughly twice that of A, plus the time to perform at most p4n ` 2q ¨ q `

2qs ` 2n2 exponentiations and group operations.

Before turning to the proof of Lemma 9.2.2, we first introduce the following variant of the

forking lemma that will be used within its proof.

Lemma 9.2.3. Let q ě 1 be an integer, S Ď r1..qs be a set, and H be a set. Let A be a randomized

algorithm that on input x, h1, . . . , hq outputs a pair pI,Outq, where I P tKu Y S and Out is a

side output. Let IG be a randomized algorithm that generates x. The accepting probability of A is
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Algorithm ForkApxq :

Pick the random coin ρ of A at random

h1, h
1
1, . . . , hq, h

1
q Ð H

pI,Outq Ð Apx, h1, . . . , hq; ρq
If I “ K then return K

pI 1,Out1q Ð Apx, h1, . . . , hI´1, h
1
I , . . . , h

1
q; ρq

If I ‰ I 1 then return K

Return pI,Out,Out1q

Figure 9.4: The forking algorithm build from A used in Lemma 9.2.3..

defined as

accpAq “ Prx Ð$ IG,h1,...,hq Ð$ HrpI,Outq Ð$ Apx, h1, . . . , hqq : I ‰ Ks .

Consider algorithm ForkA described in Figure 9.4. The accepting probability of ForkA is defined

as

accpForkAq “ Prx Ð$ IGrαÐ$ ForkApxq : α ‰ Ks .

Then, accpForkAq ě accpAq2{|S|.

The above lemma slightly extends the generalized Forking Lemma of Bellare and Neven [17] in

the sense that if A can only output index I within a given set S Ď r1..qs, then the final bound on

accpForkAq depends only on |S| instead of q. The property allows us to get better bounds in our

analysis.

Proof of Lemma 9.2.3. For any i P S, h1, . . . , hi´1 P H , and input x, define

Yipx, h1, . . . , hi´1q :“ Prhi,...,hq Ð$ HrI “ i : pI,Outq Ð Apx, h1, . . . , hqqs .

Then, we have

accpAq “
ÿ

iPS

PrxÐIG,h1,...,hq Ð$ HrI “ i : pI,Outq Ð Apx, h1, . . . , hqqs

“
ÿ

iPS

ExÐIG,h1,...,hi´1 Ð$ HrYipx, h1, . . . , hi´1qs .
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Thus, we have

accpForkAq “
ÿ

iPS

PrxÐIG,h1,...,hn,h1
i,...,h

1
n Ð$ HrI “ I 1

“ i : (9.2)

pI,Outq Ð Apx, h1, . . . , hqq,

pI 1,Out1
q Ð Apx, h1, . . . , hi´1, h

1
i, . . . , h

1
nqs

“
ÿ

iPS

ExÐIG,h1,...,hi´1 Ð$ HrYipx, h1, . . . , hi´1q
2
s (9.3)

ě
ÿ

iPS

`

ExÐIG,h1,...,hi´1 Ð$ HrYi,jpx, h1, . . . , hi´1qs
˘2 (9.4)

ě
1

|S|
¨

˜

ÿ

iPS

ExÐIG,h1,...,hi´1 Ð$ HrYipx, h1, . . . , hi´1qs

¸2

(9.5)

“
accpAq2

|S|
, (9.6)

where Equation (9.4) is due to the fact that ErX2s ě pErXsq2 and Equation (9.5) is due to the fact

that
řn

i“1 a
2
i ě

1
n
p
řn

i“1 aiq
2.

Proof of Lemma 9.2.2. We first construct an algorithm C compatible with the syntax in Lemma 9.2.3.

The input of C consists of p2qs ` tq uniformly random group elements A0,. . . ,At´1, U1, V1,

. . . ,Uqs ,Vqs P G and uniformly random integers h1, . . . , h2q P Zp. Also, C can access an oracle

DLOG, which on input α P Z2qs`t
p outputs DLogG,gpA

α1
0 ¨ ¨ ¨A

αt
t´1U

αt`1

1 V
αt`2

1 ¨ ¨ ¨U t`2qs´1
qs V t`2qs

qs q.

(We can think of this oracle as part of C in the context of the Forking Lemma, as C does not need to

be efficient.) To start with, C initializes all the states st0, . . . , stn. In addition, it initializes counters

ctrs,ctrh to 0 and a function dt to an empty table, which are used to record the DLOG query related

to each pUj, Vjq. C also initializes curLR Ð H to record all leader requests that appears during

the game and initializes ctrPP to an empty table, which are used to record the counter correspond-

ing to each token generated by honest parties. We also use a flag BadPPO to denote whether a

bad event occurs, which are initially set to false. Then, C runs A with access to the oracles
ĄINIT, ĆPPO, ČPSIGNO,ĄRO, which are simulated as follows.

ĆINITpCS q: C initializes H to an empty table and sets pkÐ A0, pki “
śt´1

j“0A
ij

j for i P r1..ns, and

ski “ DLOGppkiq for i P CS . Finally, C returns pk,aux “ ppk1, . . . , pknq, tskiuiPCS .

ĄRO query H1pxq: If H1pxq ‰ K, C returns H1pxq. Otherwise, parse x as p rpk, lrq. If the parsing

fails or rpk ‰ pk, C sets H1pxq Ð$ Zp and returns H1pxq. Otherwise, C increases ctrh by 1,
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sets H1pxq Ð h2ctrh´1, and adds lr to curLR. Also, C computes R Ð
ś

iPlr .SSRiS
h2ctrh´1

i ,

where pRi, Siq Ð lr .PPpiq. If H2ppk, lr .msg, Rq “ K, C sets H2ppk, lr .msg, Rq “ h2ctrh .

In addition, define mapLRpctrhq :“ lr and set curLR Ð curLR Y tlru. Finally, C returns

H1pxq.

ĄRO query H2pxq: If H2pxq ‰ K, C returns H2pxq. Otherwise, parse x as p rpk,M,Rq. If the parsing

fails or rpk ‰ pk, C sets H2pxq Ð$ Zp and returns H2pxq. Otherwise, C increases ctrh by 1

and sets H2pxq Ð h2ctrh . Finally, C returns H2pxq.

ĆPPOpiq query: Same as in the game TS-SUF-2FROST2, except in the simulation of algorithm

SPP, C first increases ctrs by 1 and sets pp Ð pUctrs , Vctrsq, sti.mapPPpppq Ð p0, 0q, and

ctrPPpi, ppq Ð ctrs. In addition, BadPPO is set to true if there exists lr P curLR such

that lr .PPpiq “ pUctrs , Vctrsq.

ČPSIGNOpi, lrq query: Same as in the game TS-SUF-2FROST2, except in the simulation of algo-

rithm PS, if sti.mapPPpppq ‰ K, let j Ð ctrPPpi, lr .PPpiqq, and C computes α P Zt`2qs
p

as

αk :“

$

’

’

’

’

’

’

&

’

’

’

’

’

’

%

c ¨ λlr .SS
k ¨ ik´1 , for k P rts ,

1 , for k “ t` 2j ´ 1 ,

di , for k “ t` 2j ,

0 , o.w.

and sets zi Ð DLOG pαq, which equals to DLogG,g

´

UjV
di
j pk

cλlr.SS
i

i

¯

. In addition, C sets

dtpjq Ð pi, k, di, cλ
lr .SS
i , ziq, where k denotes the index such that H1ppk, lrq is set to h2k´1

during the simulation.

After receiving the output pM˚, sig˚ “ pR˚, z˚qq from A, C returns K if BadPPO “ true or

E1 does not occur. Otherwise, C finds the index I such that H2ppk,M
˚, R˚q is set to hI during the

simulation. By our assumption of A, we know such I must exist. Then, C returns pI,Outq, where

Out consists of all variables received or generated by C.

ANALYSIS OF C . To use Lemma 9.2.3, we define S :“ t2kukPr1..qs and IG as the algorithm that

samples 2qs ` t group elements uniformly from G and outputs them. From the simulation,
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we know the output index I of C is always in S. Also, it is clear that C simulates the game

TS-SUF-2FROST2 perfectly when all the inputs of C are uniformly sampled from their domain,

which implies accpCq ě PrrE1s ´ PrrBadPPOs, where Pr rE1s refers to the probability in the

original TS-SUF-2FROST2 game with A (as in the lemma statement), whereas Pr rBadPPOs is the

probability that BadPPO “ true at the end of C’s execution. Since every pair Uj, Vj is sampled

uniformly from G, for each PPOpiq query, the probability BadPPO is set to true is less than

|curLR|{|G| ď qh{p. Therefore, we have PrrBadPPOs ď qsqh{p. By Lemma 9.2.3,

accpForkCq ě pPrrE1s ´ qsqh{pq
2
{q ě PrrE1s

2
{q ´ 2PrrE1sqsqh{pp ¨ qq

ě PrrE1s
2
{q´ 2qs{p .

CONSTRUCT B FROM ForkC . We now give a construct of the OMDL adversary B using ForkC ,

and the available DLOG oracle. To start with, B queries CHAL oracle 2qs ` t times to generate

A0, . . . , At´1, U1, V1, . . . , Uqs , Vqs as the input of ForkC and runs ForkC . Without loss of generality,

we can assume all the AOMDL challenges are different, since otherwise, B can solve them trivially.

All DLOG queries from ForkC are relayed by B to DLOG oracle of the game AOMDLGGen. Denote

the event BadHash as any two of the scalars h1, h
1
1, . . . , hq, h

1
q generated in the execution of ForkC

are same. Since h1, h
1
1, . . . , hq, h

1
q are sampled uniformly from Zp, we know PrrBadHashs ď

2q2{p.

It is left to show that if ForkC returns pI,Out,Out1
q and BadHash does not occur, B can win

the game AOMDLGGen, which implies

Advaomdl
GGen pB, κq ě accpForkCq ´ PrrBadHashs ě PrrE1s

2
{q´ 3q2{p .

We directly use the notations in the description of C to denote the variables in Out and use p¨q1 to

denote the variables in Out1. By the execution of ForkC , we know ppk,M˚, R˚q “ ppk1,M˚1, R˚1
q

and pk “ A0. Since I P S, let k˚ “ I{2. It is not hard to see that mapLRpk˚q “ lr˚. (If

mapLRpk˚q “ K, lr˚ is also K.)

We first show how to compute the discrete log of A0, . . . , At´1. Denote the discrete log of

A0, . . . , At´1 as a0, . . . , at´1 and define a polynomial fpxq :“
řt´1

i“0 aix
i. Since BadHash does

not occur, we have H2ppk,M
˚, R˚q “ hI ‰ h1

I “ H1
2ppk,M

˚, R˚q. Since gz
˚

“ RxAhI
0 ,

gz
˚1

“ RxA
h1
I

0 , B computes fp0q “ a0 “
z˚´z˚1

hI´h1
I

. Define Tdt :“ t j : pi, k, d, c, zq Ð dtpjq, k “

k˚ u. For each j P Tdt X Tdt1 , let pi, k, d, c, zq Ð dtpjq and pi1, k1, d1, c1, z1q Ð dt1
pjq, and we

have gz “ UjV
d
j pk

c
i , gz

1

“ UjV
d1

j pkc
1

i1 . Since BadPPO “ false during both execution of
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C, we know pUj, Vjq is returned by a query PPOpiq prior to the query H2ppk,M
˚, R˚q during

the first execution of C. Since the two executions of C are exactly the same prior to the query

H2ppk,M
˚, R˚q, we know i1 “ i. Also, we know d “ hk “ hk˚ “ hk1 “ d1. Therefore, B

can compute fpiq “ DLogG,gppkiq “
z´z1

c´c1 . Denote D :“ tiujPTdtXTdt1 ,pi,k,d,c,zqÐdtpjq. Since E1

occurs in the first execution of C, we know |Tdt| “ |curSSLplr
˚
q| ă t´ |CS|. Therefore, we know

|D| “ |Tdt X Tdt1 | ă t ´ |CS|. Therefore, B can pick an arbitrary set D1 P HSzD with size

pt ´ |CS| ´ |Tdt X Tdt1 | ´ 1q and for each i P D1, B queries DLOG oracle on pki. Therefore, B
knows the value of fpiq for i P CS Y D Y D1 Y t0u. Since |CS Y D Y D1 Y t0u| “ t, B can

compute the value of a0, . . . , at´1 using Lagrange interpolation.

We now show how to compute the discrete log of U1, V1, . . . , Uqs , Vqs . Denote their discrete log

as u1, v1, . . . , uqs , vqs . From the execution of C, we know dtpjq “ pi, k, d, c, zq ‰ K if and only if

C queries DLOG on UjV
d
j pk

c
i . Therefore, denote DLOGpUjV

d
j pk

c
iq as the DLOG query associated

with dtpjq. For each j P qs, there are the following cases.

Case 0: Both dtpjq and dt1
pjq are K. In this case, B computes uj, vj by directly querying oracle

DLOG.

Case 1: Exactly one of dtpjq and dt1
pjq is not K. Without loss of generality, assume dtpjq “

pi, k, d, c, zq, which implies gz “ UjV
d
j pk

c
i . B computes vj by directly querying oracle

DLOG and computes uj “ z ´ d ¨ vj ´ c ¨ fpiq.

For all the following cases, both dtpjq and dt1
pjq are not K and we denote pi, k, d, c, zq Ð dtpjq

and pi1, k1, d1, c1, z1q Ð dt1
pjq.

Case 2: k ‰ k1 or k “ k1 ą k˚. In this case, we know d “ hk ‰ h1
k1 “ d1 and gz “ UjV

d
j pk

c
i ,

gz
1

“ UjV
d1

j pkc
1

i1 . Therefore, B computes vj “
z´c¨fpiq´z1`c1¨fpi1q

d´d1 , uj “ z ´ d ¨ vj ´ c ¨ fpiq.

Case 3: k “ k1 “ k˚. In this case, B computes vj, uj the same as Case 1.

Case 4: k “ k1 ă k˚. B computes vj, uj the same as Case 1. Also, in this case, we have d “ d1

and c “ c1. Therefore, B queries DLOG oracle once in order to simulate the DLOG queries

associated with dtpjq and dt1
pjq.

We now count the number of DLOG queries made by B.
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- B queries DLOG oracle |CS| times queries for simulating query DLOGppkiq made by C for

each i P CS .

- B queries DLOG oracle |D1| times queries for computing a0, . . . , at´1.

- For each j P qs, B queries DLOG twice for simulating query associated with dtpjq and dt1
pjq

and computing uj, vj in case 0, 1, 2, 4 and queries 3 times in case 3.

Since the condition of case 3 is equivalent to j P Tdt X Tdt1 , the total number of DLOG queries

made by B is equal to 2qs ` |Tdt X Tdt1 | ` |CS | ` |D1| “ 2qs ` t´ 1. Therefore, B wins the game

AOMDLGGen.

9.3 Security of FROST1

In this section, we show that FROST1 is TS-SUF-3-secure in the ROM under the OMDL assump-

tion. Formally, we show the following theorem.

Theorem 9.3.1. Let GGen be a group generation algorithm. For any TS-SUF-3 adversary A
making at most qs queries to PPO and at most qh queries to RO, there exists an AOMDL adversary

B making at most 2qs ` t queries to CHAL such that

Advts-suf-3FROST1rGGenspA, κq ď 4n ¨ q ¨

b

Advaomdl
GGen pB, κq ` 6q ¨ 2´κ ,

where q “ qs ` qh ` 1. Moreover, B runs in time roughly equal two times that of A, plus the time

to perform at most 6n ¨ q` 4qs ` 2n2 exponentiations and group operations.

The proof here follows a similar pattern than that of Theorem 9.2.1, but will be more complex.

In particular, the lesser tight bound is due to the fact that we need to consider an additional bad

event, which we upper bound via a different reduction from OMDL. As we explain in detail below,

this reduction will make use of a looser Forking Lemma, which is a variant of the “Local Forking

Lemma” [15], which only resamples a single random oracle output when rewinding. The extra

looseness is due to needing to ensure an extra condition when rewinding.

Proof of Theorem 9.3.1. Let A be the adversary described in the theorem. Denote the output

message-signature pair of A as pM˚, sig˚ “ pR˚, z˚qq. Without loss of generality, we assume

A always queries RO on H2ppk,M
˚, R˚q before A returns and always queries RO on H1ppk, lr , iq
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prior to the query PSIGNOpi, lrq for some i and lr . (This adds up to qs additional RO queries, and

we let q “ qh ` qs ` 1.) Denote lr˚ as the leader query such that H1ppk, lr
˚, iq is the first RO

query prior to the H2ppk,M
˚, R˚q query for some i satisfying SVfppk, lr˚, sig˚q “ true. If such

lr˚ does not exist, lr˚ is set to K. Denote the event E1 as

Vfppk,M˚, sig˚
q ^ plr˚

“ K _ curSSLplr
˚
q ă t´ |CS|q .

Denote the event E2 as

Vfppk,M˚, sig˚
q ^ lr˚

‰ K ^ curSSLplr
˚
q ‰ ti P HS X lr˚.SS : lr˚.PPpiq P PPiu .

If A wins the game TS-SUF-3FROST1 and lr˚
‰ K, we know either curSSLplr

˚
q ă t ´ |CS|

or curSSLplr
˚
q ‰ ti P HS X lr˚.SS : lr˚.PPpiq P PPiu. Therefore, if A wins the game

TS-SUF-3FROST1, then either E1 or E2 occurs, which implies

Advts-suf-3FROST1rGGenspA, κq ď PrrE1s ` PrrE2s ď 2maxtPrrE1s,PrrE2su .

Thus, we conclude the theorem with the following two lemmas.

Lemma 9.3.2. There exists an OMDL adversary B making at most 2qs ` t queries to CHAL such

that

PrrE1s ď

b

q ¨ pAdvaomdl
GGen pB, κq ` 3q2pn` 1q2 ¨ 2´κq ,

Moreover, B runs in time roughly equal two times that of A, plus the time to perform at most

6n ¨ q` 4qs ` 2n2 exponentiations and group operations.

Lemma 9.3.3. There exists an OMDL adversary B making at most 2qs queries to CHAL such that

PrrE2s ď n ¨ q

b

2pAdvaomdl
GGen pB, κq ` 2´κq .

Moreover, B runs in time roughly equal two times that of A, plus the time to perform at most

6n ¨ q` 4qs ` 2n2 exponentiations and group operations.

This completes the proof of the theorem, subject to proofs of the lemmas that we discuss

next.

The proof of Lemma 9.3.2 is almost the same as Lemma 9.2.2, so we omit the full proof. The

only difference is that C takes as input h1, . . . , hpn`1qq in order to simulate all RO queries. For a

RO query H1ppk, lr , iq, C first enumerates all i1 P rns and assigns hpctrh´1qpn`1q`i1 to H1ppk, lr , i
1q.
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Then, C computes the nonce R for lr and assigns hctrhpn`1q to H2ppk, lr .msg, Rq if it is not assigned

any value yet. Similarly, for a new RO query H1ppk,M,Rq, its value is set to hctrhpn`1q. The rest

follows by similar analysis.

To prove Lemma 9.3.3, we need the following variant of the forking lemma, which extends

the local forking lemma of [15]. The difference is that forking is happening on two indices I, J

(leading to I 1, J 1 in the forking) while in [15] there is a single I (and corresponding I 1 in the

forking). The difference between a local forking ([15] and Lemma 9) versus classical ([17] and

Lemma 5) is that in the former only one point is resampled in forking while in the latter it is all

points following the fork.

Lemma 9.3.4. Let q ě 1 be an integer and H and Q be two sets. Let A be a randomized algorithm

that on input x, h1, . . . , hq outputs a tuple pI, J,Outq, where I P tKu Y r1..qs, J P Q, and Out is

a side output. Let IG be a randomized algorithm that generates x. The accepting probability of A
is defined as

accpAq :“ Prx Ð$ IG,h1,...,hq Ð$ HrpI,Outq Ð$ Apx, h1, . . . , hqq : I ‰ Ks .

Consider algorithm ForkA2 described in Figure 9.5. The accepting probability of ForkA2 is defined

as

accpForkA2 q :“ Prx Ð$ IGrαÐ$ ForkApxq : α ‰ Ks .

Then, accpForkA2 q ě accpAq2{pq ¨ |Q|q.

Proof. Denote ĥi “ ph1, . . . , hi´1, hi`1, . . . , hqq P H
q´1. For any i P r1..qs, j P Q, ĥi P H

q´1, and

input x, define

Yi,jpx, ĥiq :“ Prhi Ð$ HrI “ i, J “ j : pI, J,Outq Ð Apx, h1, . . . , hqqs .

Then, we have

accpAq “
q

ÿ

i“1

ÿ

jPQ

PrxÐIG,h1,...,hq Ð$ HrI “ i, J “ j : pI, J,Outq Ð Apx, h1, . . . , hqqs

“

q
ÿ

i“1

ÿ

jPQ

ExÐIG,ĥi Ð$ Hq´1rYi,jpx, ĥiqs .
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Algorithm ForkA2 pxq :

Pick the random coin ρ of A at random

h1, . . . , hq Ð H

pI, J,Outq Ð Apx, h1, . . . , hq; ρq
If I “ K then return K

h1
I Ð H

pI 1, J 1,Out1q Ð Apx, h1, . . . , hI´1, h
1
I , hI`1, . . . , hq; ρq

If I ‰ I 1 or J ‰ J 1 then return K

Return pI, J,Out,Out1q

Figure 9.5: The forking algorithm build from A used in Lemma 9.3.4.

Thus, we have

accpForkAq “
q

ÿ

i“1

ÿ

jPQ

PrxÐIG,h1,...,hn,h1
i Ð$ HrI “ I 1

“ i, J “ J 1
“ j : (9.7)

pI, J,Outq Ð Apx, h1, . . . , hqq,

pI 1, J 1,Out1
q Ð Apx, h1, . . . , hi´1, h

1
i, hi`1, hqqs

“

q
ÿ

i“1

ÿ

jPQ

ExÐIG,ĥi Ð$ Hq´1rYi,jpx, ĥiq
2
s (9.8)

ě

q
ÿ

i“1

ÿ

jPQ

´

ExÐIG,ĥi Ð$ Hq´1rYi,jpx, ĥiqs

¯2

(9.9)

ě
1

q ¨ |Q|
¨

˜

q
ÿ

i“1

ÿ

jPQ

ExÐIG,ĥi Ð$ Hq´1rYi,jpx, ĥiqs

¸2

(9.10)

“
accpAq2

q ¨ |Q|
, (9.11)

where (9.9) is due to the fact that ErX2s ě pErXsq2 and (9.10) is due to the fact that
řn

i“1 a
2
i ě

1
n
p
řn

i“1 aiq
2.

Proof of Lemma 9.3.3. We first construct an algorithm C following the syntax of the algorithm

described in Lemma 9.3.4. The input of C consists of 2qs uniformly random group elements

U1, V1, . . . , Uqs , Vqs P G and uniformly random vectors h1, . . . , hn¨q P pZpq. Similarly to the
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proof of Lemma 9.2.2, C can access DLOG oracle and at the beginning, initializes all the states

st0, . . . , stn as in the game TS-SUF-3FROST1, and initializes the counters ctrs,ctrh to 0 and the

function dt to an empty table. C also initializes ctrPP to an empty table, which are used to record

the counter corresponding to each token generated by honest parties. Then, C runs A with access to

the oracles ĄINIT, ĆPPO, ČPSIGNO,ĄRO, which are simulated as follows. In the following description,

we use i to denote the index of parties, j to denote the index of U1, V1, . . . , Uqs , Vqs , and k to denote

the index of h1, . . . , hn¨q.

ĆINITpCS q: C initializes H to an empty table and samples a0, . . . , at´1 uniformly from Zp. Define

fpxq :“
řt´1

i“0 aix
i. Then, C sets pk Ð gfp0q, pki “ gfpiq for i P r1..ns, and ski Ð fpiq for

i P CS . Finally, C returns pk,aux “ ppk1, . . . , pknq, tskiuiPCS .

ĄRO query H1pxq: If H1pxq ‰ K, C returns H1pxq. Otherwise, C parses x as p rpk, lr , ĩq for some

ĩ P r1..ns. If the parsing fails or rpk ‰ pk, C sets H1pxq Ð$ Zp and returns H1pxq. Otherwise,

C increases ctrh by 1 and sets H1ppk, lr , iq Ð hnpctrh´1q`i for each i P r1..ns. In addition,

define mapLRpctrhq :“ lr . Then, C computes R Ð
ś

iPlr .SSRiS
di
i , where pRi, Siq Ð

lr .PPpiq and di “ H1ppk, lr , iq. If H2ppk, lr .msg, Rq “ K, C sets H2ppk, lr .msg, Rq Ð$ Zp.

Finally, C returns H1pxq.

ĄRO query H2pxq: If H2pxq ‰ K, C returns H2pxq. Otherwise, C sets H2pxq Ð$ Zp and returns

H2pxq.

ĆPPOpiq query: Same as in the game TS-SUF-3FROST1, except in the simulation of algorithm

SPP, C first increases ctrs by 1 and sets pp Ð pUctrs , Vctrsq, sti.mapPPpppq Ð p0, 0q, and

ctrPPpi, ppq Ð ctrs.

ČPSIGNOpi, lrq query: Same as in the game TS-SUF-3FROST1, except in the simulation of algo-

rithm PS, if sti.mapPPpppq ‰ K, let j Ð ctrPPpi, lr .PPpiqq, and C computes α P Zt`2qs
p

as

αk :“

$

’

’

’

&

’

’

’

%

1 , for k “ 2j ´ 1 ,

di , for k “ 2j ,

0 , o.w.
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and sets zi Ð DLOG pαq`cλlr .SS
i ¨fpiq, where DLOG pαq “ DLogG,g

`

UjV
di
j

˘

. In addition,

C sets dtpjq Ð pk, di, zi ´ cλlr .SS
i ¨ fpiqq, where k denotes the index such that H1ppk, lr , iq is

set to hk during the simulation.

After receiving the output pM˚, sig˚ “ pR˚, z˚qq from A, C returns pK,K,Kq if E2 does not

occur. Otherwise, we know curSSLplr
˚
q ą 0 and curSSLplr

˚
q ‰ ti P HS X lr˚.SS : lr˚.PPpiq P

PPiu. Therefore, there exists k˚ and i˚ such that mapLRpk˚q “ lr˚ and i˚ P ti P HS X lr˚.SS :

lr˚.PPpiq P PPiuzcurSSLplr
˚
q. (Since curSSLplr

˚
q Ď ti P HS X lr˚.SS : lr˚.PPpiq P PPiu, we

must have ti P HS X lr˚.SS : lr˚.PPpiq P PPiuzcurSSLplr
˚
q ‰ H.) Since i˚ P ti P HS X lr˚.SS :

lr˚.PPpiq P PPiu, there exists j˚ P r1..qss such that lr˚.PPpi˚q “ pUj˚ , Vj˚q. If dtpj˚q “ K, C
sets J Ð K. Otherwise, let pk, d, zq Ð dtpj˚q and C sets J “ k. Then, C returns pnpk˚ ´ 1q `

i˚, J,Outq, where Out consists of all variables received or generated by C, including i˚, j˚, k˚, lr˚.

ANALYSIS OF C . To use Lemma 9.3.4, we define IG as the algorithm that samples 2qs group ele-

ments uniformly from G and outputs them. The output J is either K or in r1..pn ¨ qqs. It is not hard

to see that C simulates the game TS-SUF-3FROST1 perfectly when all the inputs of C are uniformly

sampled from their domain, which implies accpCq ě PrrE2s, where Pr rE2s refers to the probability

in the original TS-SUF-3FROST1 game with A (as in the lemma statement). By Lemma 9.3.4,

accpForkC2q ě
PrrE2s

2

n ¨ qpn ¨ q ` 1q
ď

PrrE2s
2

2n2q2
.

CONSTRUCT B FROM ForkC . We now give a construct of the OMDL adversary B using ForkC . To

start with, B queries CHAL oracle 2qs times to generate U1,V1,. . . ,Uqs ,Vqs as the input of ForkC and

runs ForkC . Without loss of generality, we can assume all the OMDL challenges are different, since

otherwise, B can solve them trivially. All DLOG queries from ForkC are relayed by B to DLOG

oracle of the game OMDLGGen. Denote the event BadHash as hI ‰ h1
I , where I are outputted by

the first execution of C. Since hI , I are independent of h1
I , we know PrrBadHashs ď 1{p.

It is left to show that if ForkC returns pI, J,Out,Out1
q and BadHash does not occur, B can win

the game OMDLGGen, which implies

Advaomdl
GGen pB, κq ě accpForkCq ´ PrrBadHashs ě

PrrE2s
2

2n2q2
´ 1{p .

We directly use the notations in the description of C to denote the variables in Out and use p¨q1 to

denote the variables in Out1. We first show how to compute the discrete log of Uj, Vj for j ‰ j˚.

Denote uj, vj as the discrete log of Uj, Vj . There are the following cases.
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Case 0: Both dtpjq and dt1
pjq are K. In this case, B computes uj, vj by directly querying oracle

DLOGpUjq and DLOGpVjq.

Case 1: Exactly one of dtpjq and dt1
pjq is not K. Without loss of generality, assume dtpjq “

pk, d, zq, which implies gz “ UjV
d
j . B computes vj by directly querying oracle DLOGpVjq

and computes uj “ z ´ d ¨ vj .

For all the following cases, both dtpjq and dt1
pjq are not K and we denote pk, d, zq Ð dtpjq and

pk1, d1, z1q Ð dt1
pjq.

Case 2: d ‰ d1. In this case, B computes vj “ z´z1

d´d1 , uj “ z ´ d ¨ vj .

Case 3: d “ d1. In this case, B computes vj, uj the same as Case 1. Also, since d “ d1, B queries

DLOG oracle only once in order to answer queries DLOGpUjV
d
j q and DLOGpUjV

d1

j q from

ForkC .

From the execution of C, we know dtpjq “ pk, d, zq ‰ K if and only if C queries DLOG on pUjV
d
j q.

Therefore, denote DLOGpUjV
d
j q as the DLOG query associated with dtpjq. For all the above cases,

B queries DLOG oracle twice for simulating DLOG queries associated with dtpjq and dt1
pjq and

computing uj, vj .

We now show how to compute uj˚ and vj˚ . From the execution of ForkC2 , we know pk “ pk1

and mapLRpkq “ mapLR1
pkq for all k ď I , which implies lr˚

“ mapLRpIq “ mapLR1
pIq “

lr˚1. Since E2 occurs in both executions of C, we know SVfppk, lr˚, pR˚, z˚qq “ true and

SVfppk, lr˚, pR˚1, z˚1
qq “ true are valid. Therefore, gz

˚

“ R˚ga0c, R˚ “
ř

iPlr˚.SSRiS
di
i ,

gz
˚1

“ R˚1ga0c
1 , R˚1

“
ř

iPlr˚.SSRiS
d1
i

i , where pRi, Siq “ lr .PPpiq, c “ H2ppk,M
˚, R˚q, c1 “

H1
2ppk,M

˚, R˚1
q, and di “ H1ppk, lr

˚, iq, d1
i “ H1

1ppk, lr
˚, iq. Since for each i ‰ i˚ we have

di “ hnpk˚´1q`i “ d1
i, we have gz

˚´z˚1

“ R˚

R˚1 ga0pc´c1q “ S
di˚ ´d1

i˚

i˚ ga0pc´c1q. Therefore, C can com-

pute vj˚ “
z˚´z˚1

´a0pc´c1q

di˚ ´d1
i˚

. If J “ K, B computes uj˚ by querying DLOGpUj˚q directly. In this

case, B queries DLOG only once to compute uj˚ and vj˚ . If J ‰ K, let pk, d, zq Ð dtpj˚q “

and pk1, d1, z1q Ð dtpj˚q. Then, B computes uj˚ “ z ´ d ¨ vj˚ . Since i˚ R S2plr
˚
q, we know

k ‰ I .(Otherwise, suppose k “ I . Since I “ npk˚ ´ 1q ` i˚ and mapLRpk˚q “ lr˚, we know a

PSIGNOpi˚, lr˚
q is made and does not return K during the simulation, which implies i˚ P S2plr

˚
q.)

Thus, we have k1 “ J “ k ‰ I and d “ hJ “ d1, which means B only needs to query DLOG

once to simulate the DLOG queries associated with dtpjq and dt1
pjq. Therefore, the total number

of DLOG queries made by B is equal to 2qs ´ 1, which implies B wins the game OMDLGGen.
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9.4 Security of FROST3

We show that FROST3 is TS-UF-1-secure in the ROM under the AOMDL assumption. Formally,

we show the following theorem.

Theorem 9.4.1. Let GGen be a group generation algorithm. For any TS-UF-1 adversary A making

at most qs queries to PPO and at most qh queries to RO, there exists an AOMDL adversary B
making at most 2qs ` n queries to CHAL such that

Advts-uf-1FROST3rGGenspA, κq ď

b

q ¨ pAdvaomdl
GGen pB, κq ` 3q2 ¨ 2´κq ,

where q “ qs ` qh ` 1. Moreover, B runs in time roughly equal two times that of A, plus the time

to perform at most p4n` 2q ¨ q` 2qs ` 2n2 exponentiations and group operations.

The proof is almost identical to that of FROST2. The only difference is that in FROST3, the

size of Tdt can be bounded only by curSSMpM
q—which is itself bounded by t ´ |CS | due to

the winning condition of TS-UF-1—rather than by curSSLplr
q. The reason is that in FROST3,

multiple distinct lr ’s may correspond to pM˚, R˚q, i.e., lr .msg “ M˚ and CompParppk, lrq Ñ

pR˚, . . . q. Therefore, Tdt cannot be bounded by any single lr . We will see this leads to a concrete

attack for TS-UF-2-seucrity in Section 9.5 We provide the proof below for completeness.

Proof of Theorem 9.4.1. Let A be an adversary as described in the theorem. Denote the output

message-signature pair of A as pM˚, sig˚ “ pR˚, z˚qq. Without loss of generality, we assume A
always queries RO on H2ppk,M

˚, R˚q before A returns and always queries RO on H1ppk, lrq prior

to the query PSIGNOpi, lrq for some i and lr . (This adds up to qs additional RO queries, and we

let q “ qh ` qs ` 1.)

We first construct an algorithm C compatible with the syntax in Lemma 9.2.3. The input of

C consists of p2qs ` tq uniformly random group elements A0,. . . ,At´1, U1, V1, . . . ,Uqs ,Vqs P G
and uniformly random integers h1, . . . , h2q P Zp. Also, C can access an oracle DLOG, which on

input α P Z2qs`t
p outputs DLogG,gpA

α1
0 ¨ ¨ ¨A

αt
t´1U

αt`1

1 V
αt`2

1 ¨ ¨ ¨U t`2qs´1
qs V t`2qs

qs q. (We can think of

this oracle as part of C in the context of the Forking Lemma, as C does not need to be efficient.)

To start with, C initializes all the states st0, . . . , stn. In addition, it initializes counters ctrs,ctrh
to 0 and a function dt to an empty table, which are used to record the DLOG query related to

each pUj, Vjq. C also initializes curLR Ð H to record all leader requests that appears during the
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game and initializes ctrPP to an empty table, which are used to record the counter correspond-

ing to each token generated by honest parties. We also use a flag BadPPO to denote whether a

bad event occurs, which are initially set to false. Then, C runs A with access to the oracles
ĄINIT, ĆPPO, ČPSIGNO,ĄRO, which are simulated as follows.

ĆINITpCS q: C initializes H to an empty table and sets pkÐ A0, pki “
śt´1

j“0A
ij

j for i P r1..ns, and

ski “ DLOGppkiq for i P CS . Finally, C returns pk,aux “ ppk1, . . . , pknq, tskiuiPCS .

ĄRO query H1pxq: If H1pxq ‰ K, C returns H1pxq. Otherwise, parse x as p rpk, lrq. If the parsing

fails or rpk ‰ pk, C sets H1pxq Ð$ Zp and returns H1pxq. Otherwise, C increases ctrh by 1,

sets H1pxq Ð h2ctrh´1, and adds lr to curLR. Also, C computes R Ð
ś

iPlr .SSRiS
h2ctrh´1

i ,

where pRi, Siq Ð lr .PPpiq. If H2ppk, lr .msg, Rq “ K, C sets H2ppk, lr .msg, Rq “ h2ctrh .

In addition, define mapLRpctrhq :“ lr and set curLR Ð curLR Y tlru. Finally, C returns

H1pxq.

ĄRO query H2pxq: If H2pxq ‰ K, C returns H2pxq. Otherwise, parse x as p rpk,M,Rq. If the parsing

fails or rpk ‰ pk, C sets H2pxq Ð$ Zp and returns H2pxq. Otherwise, C increases ctrh by 1

and sets H2pxq Ð h2ctrh . Finally, C returns H2pxq.

ĆPPOpiq query: Same as in the game TS-SUF-2FROST2, except in the simulation of algorithm

SPP, C first increases ctrs by 1 and sets pp Ð pUctrs , Vctrsq, sti.mapPPpppq Ð p0, 0q, and

ctrPPpi, ppq Ð ctrs. In addition, BadPPO is set to true if there exists lr P curLR such

that lr .PPpiq “ pUctrs , Vctrsq.

ČPSIGNOpi, lrq query: Same as in the game TS-SUF-2FROST2, except in the simulation of algo-

rithm PS, if sti.mapPPpppq ‰ K, let j Ð ctrPPpi, lr .PPpiqq, and C computes α P Zt`2qs
p

as

αk :“

$

’

’

’

’

’

’

&

’

’

’

’

’

’

%

c ¨ λlr .SS
k ¨ ik´1 , for k P rts ,

1 , for k “ t` 2j ´ 1 ,

di , for k “ t` 2j ,

0 , o.w.
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and sets zi Ð DLOG pαq, which equals to DLogG,g

´

UjV
di
j pk

cλlr.SS
i

i

¯

. In addition, C sets

dtpjq Ð pi, k, di, cλ
lr .SS
i , ziq, where k denotes the index such that H1ppk, lrq is set to h2k´1

during the simulation.

After receiving the output pM˚, sig˚ “ pR˚, z˚qq from A, C returns K if BadPPO “ true or

E1 does not occur. Otherwise, C finds the index I such that H2ppk,M
˚, R˚q is set to hI during the

simulation. By our assumption of A, we know such I must exist. Then, C returns pI,Outq, where

Out consists of all variables received or generated by C.

ANALYSIS OF C . To use Lemma 9.2.3, we define S :“ t2kukPr1..qs and IG as the algorithm that

samples 2qs ` t group elements uniformly from G and outputs them. From the simulation,

we know the output index I of C is always in S. Also, it is clear that C simulates the game

TS-UF-1FROST3 perfectly when all the inputs of C are uniformly sampled from their domain, which

implies accpCq ě Advts-uf-1FROST3pA, κq ´ PrrBadPPOs, where Pr rE1s refers to the probability in the

original TS-SUF-2FROST2 game with A (as in the lemma statement), whereas Pr rBadPPOs is the

probability that BadPPO “ true at the end of C’s execution. Since every pair Uj, Vj is sampled

uniformly from G, for each PPOpiq query, the probability BadPPO is set to true is less than

|curLR|{|G| ď qh{p. Therefore, we have PrrBadPPOs ď qsqh{p. By Lemma 9.2.3,

accpForkCq ě Advts-uf-1FROST3pA, κq2{q´ 2qs{p .

CONSTRUCT B FROM ForkC . We now give a construct of the OMDL adversary B using ForkC ,

and the available DLOG oracle. To start with, B queries CHAL oracle 2qs ` t times to generate

A0, . . . , At´1, U1, V1, . . . , Uqs , Vqs as the input of ForkC and runs ForkC . Without loss of generality,

we can assume all the AOMDL challenges are different, since otherwise, B can solve them trivially.

All DLOG queries from ForkC are relayed by B to DLOG oracle of the game AOMDLGGen. Denote

the event BadHash as any two of the scalars h1, h
1
1, . . . , hq, h

1
q generated in the execution of ForkC

are same. Since h1, h
1
1, . . . , hq, h

1
q are sampled uniformly from Zp, we know PrrBadHashs ď

2q2{p.

It is left to show that if ForkC returns pI,Out,Out1
q and BadHash does not occur, B can win

the game AOMDLGGen, which implies

Advaomdl
GGen pB, κq ě accpForkCq ´ PrrBadHashs ě Advts-uf-1FROST3pA, κq2{q´ 3q2{p .

We directly use the notations in the description of C to denote the variables in Out and use p¨q1 to

denote the variables in Out1. By the execution of ForkC , we know ppk,M˚, R˚q “ ppk1,M˚1, R˚1
q
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and pk “ A0. Since I P S, let k˚ “ I{2. It is not hard to see that mapLRpk˚q “ lr˚. (If

mapLRpk˚q “ K, lr˚ is also K.)

We first show how to compute the discrete log of A0, . . . , At´1. Denote the discrete log of

A0, . . . , At´1 as a0, . . . , at´1 and define a polynomial fpxq :“
řt´1

i“0 aix
i. Since BadHash does

not occur, we have H2ppk,M
˚, R˚q “ hI ‰ h1

I “ H1
2ppk,M

˚, R˚q. Since gz
˚

“ RxAhI
0 ,

gz
˚1

“ RxA
h1
I

0 , B computes fp0q “ a0 “
z˚´z˚1

hI´h1
I

. Define Tdt :“ t j : pi, k, d, c, zq Ð dtpjq, k “

k˚ u. For each j P Tdt X Tdt1 , let pi, k, d, c, zq Ð dtpjq and pi1, k1, d1, c1, z1q Ð dt1
pjq, and we

have gz “ UjV
d
j pk

c
i , gz

1

“ UjV
d1

j pkc
1

i1 . Since BadPPO “ false during both execution of

C, we know pUj, Vjq is returned by a query PPOpiq prior to the query H2ppk,M
˚, R˚q during

the first execution of C. Since the two executions of C are exactly the same prior to the query

H2ppk,M
˚, R˚q, we know i1 “ i. Also, we know d “ hk “ hk˚ “ hk1 “ d1. Therefore, B can

compute fpiq “ DLogG,gppkiq “
z´z1

c´c1 . Denote D :“ tiujPTdtXTdt1 ,pi,k,d,c,zqÐdtpjq. Since E1 occurs

in the first execution of C, we know |Tdt| “ |curSSMpM
˚q| ă t ´ |CS|. Therefore, we know

|D| “ |Tdt X Tdt1 | ă t ´ |CS|. Therefore, B can pick an arbitrary set D1 P HSzD with size

pt ´ |CS| ´ |Tdt X Tdt1 | ´ 1q and for each i P D1, B queries DLOG oracle on pki. Therefore, B
knows the value of fpiq for i P CS Y D Y D1 Y t0u. Since |CS Y D Y D1 Y t0u| “ t, B can

compute the value of a0, . . . , at´1 using Lagrange interpolation.

We now show how to compute the discrete log of U1, V1, . . . , Uqs , Vqs . Denote their discrete log

as u1, v1, . . . , uqs , vqs . From the execution of C, we know dtpjq “ pi, k, d, c, zq ‰ K if and only if

C queries DLOG on UjV
d
j pk

c
i . Therefore, denote DLOGpUjV

d
j pk

c
iq as the DLOG query associated

with dtpjq. For each j P qs, there are the following cases.

Case 0: Both dtpjq and dt1
pjq are K. In this case, B computes uj, vj by directly querying oracle

DLOGpUjq and DLOGpVjq.

Case 1: Exactly one of dtpjq and dt1
pjq is not K. Without loss of generality, assume dtpjq “

pi, k, d, c, zq, which implies gz “ UjV
d
j pk

c
i . B computes vj by directly querying oracle

DLOGpVjq and computes uj “ z ´ d ¨ vj ´ c ¨ fpiq.

For all the following cases, both dtpjq and dt1
pjq are not K and we denote pi, k, d, c, zq Ð dtpjq

and pi1, k1, d1, c1, z1q Ð dt1
pjq.

Case 2: k ‰ k1 or k “ k1 ą k˚. In this case, we know d “ hk ‰ h1
k1 “ d1 and gz “ UjV

d
j pk

c
i ,

gz
1

“ UjV
d1

j pkc
1

i1 . Therefore, B computes vj “
z´c¨fpiq´z1`c1¨fpi1q

d´d1 , uj “ z ´ d ¨ vj ´ c ¨ fpiq.
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Case 3: k “ k1 “ k˚. In this case, B computes vj, uj the same as Case 1.

Case 4: k “ k1 ă k˚. B computes vj, uj the same as Case 1. Also, in this case, we have d “ d1

and c “ c1. Therefore, B queries DLOG oracle once in order to simulate the DLOG queries

associated with dtpjq and dt1
pjq.

We now count the number of DLOG queries made by B.

- B queries DLOG oracle |CS| times queries for simulating query DLOGppkiq made by C for

each i P CS .

- B queries DLOG oracle |D1| times queries for computing a0, . . . , at´1.

- For each j P qs, B queries DLOG twice for simulating query associated with dtpjq and dt1
pjq

and computing uj, vj in case 0, 1, 2, 4 and queries 3 times in case 3.

Since the condition of case 3 is equivalent to j P Tdt X Tdt1 , the total number of DLOG queries

made by B is equal to 2qs ` |Tdt X Tdt1 | ` |CS | ` |D1| “ 2qs ` t´ 1. Therefore, B wins the game

AOMDLGGen.

9.5 Attacks for the FROST Schemes

FROST1 IS NOT TS-UF-4 SECURE. Consider the setting where n “ 20 and t “ 3 and the adver-

sary A for the game TS-UF-4FROST1 described in Figure 9.6. We now show that Advts-uf-4FROST1pA, κq “

1. From the execution of PSIGNO, we know gz1 “ R1S
d11
1 pk

λ
t11,15,20u

11 ¨c
11 . The key observation here

is that λt11,15,20u

11 “ 15¨20
p15´11qp20´11q

“ 25
3
“ 5¨10

p5´11qp10´11q
“ λ

t5,10,11u

11 . Therefore,

gz “ R1S
d11
1 gr2`r3`s2¨d15`s3¨d20pk

λ
t11,15,20u

11 ¨c
11 pk

λ
t5,10,11u

5 ¨c
5 pk

λ
t5,10,11u

10 ¨c
10

“ Rgc¨
ř

iPt5,10,11u λ
t5,10,11u

i ¨ski “ R ¨ pkc ,

which implies pM, pR, zqq is valid for pk. Also, it is clear that curSSLplrq “ t11u and HSXlr .SS “

t11, 15, 20u, which implies the condition tf4plrq does not hold. Therefore, A wins the game

TS-UF-4FROST1 with probability 1.

The reason why the attack is possible for FROST1 is because the honest server 11 replies to the

leader request lr with tokens lr .PPp15q and lr .PPp20q not generated by the honest servers 15 and
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Adversary AINIT,PPO,PSIGNO,RO :

CS Ð t5, 10u ; ppk, aux, tsk5, sk10uq Ð$ INITpCS q

pR1, S1q Ð$ PPOp11q ; s2, r2, s3, r3Ð$ Zp

lr .msgÐM ; lr .SSÐ t11, 15, 20u

lr .PPp11q Ð pR1, S1q ; lr .PPp15q Ð pgr2 , gs2q ; lr .PPp20q Ð pgr3 , gs3q

z1 Ð PSIGNOp11, lrq

For i P t11, 15, 20u do di Ð ROp1, pk, lr , iq

RÐ R1S
d11
1 gr2`r3`s2¨d15`s3¨d20 ; cÐ ROp2, pk, R,Mq

z Ð z1 ` r2 ` r3 ` s2 ¨ d15 ` s3 ¨ d20 ` cpλ
t5,10,11u

5 ¨ sk5 ` λ
t5,10,11u

10 ¨ sk10)

Return pM, pR, zqq

Figure 9.6: Adversary A that wins the game TS-UF-4FROST1, where M is a fixed message.

20 but by the adversary instead. Therefore, the attack is prevented by the general transformation

from TS-SUF-3 security to TS-SUF-4 security described in Figure 8.6 since after the transfor-

mation an honest server replies to a leader request only when all the tokens within the request

are authenticated by the corresponding servers, and it is not possible for the adversary to generate

authenticated tokens on behalf of honest servers.

FROST2 IS NOT TS-UF-3 SECURE. Consider the setting where n “ 4 and t “ 3 and the adversary

A for the game TS-UF-3FROST2 described in Figure 9.7. We now show that Advts-uf-3FROST2pA, κq “ 1.

From the execution of PSIGNO, we know gz1 “ R1S
d
1pk

λ
t1,2,3u

1 ¨c
1 . Therefore,

gz “ Rγ
1S

d¨γ
1 pk

γ¨λ
t1,2,3u

1 ¨c
1 pk

λ
t1,3,4u

3 ¨c
3 pk

λ
t1,3,4u

4 ¨c
4

“ Rgc¨
ř

iPt1,3,4u λ
t1,3,4u

i ¨ski “ R ¨ pkc ,

which implies pM, pR, zqq is valid for pk. Also, it is clear that curSSLplrq “ t1u and ti P HS X

lr .SS : lr .PPpiq P PPiu “ t1, 2u, which implies the condition tf3plrq does not hold. Therefore,

A wins the game TS-UF-3FROST2 with probability 1.

FROST3 IS NOT TS-UF-2 SECURE. Consider the setting where n “ 2 and t “ 2 and the adversary

A for the game TS-UF-2FROST3 described in Figure 9.8. We now show that Advts-uf-2FROST3pA, κq “

1. From the execution of PSIGNO, we know gz1 “ R1S
d
1pk

λ
t1,2u

1 ¨c
1 and gz2 “ R2S

d
2pk

λ
t1,2u

2 ¨c
2 .
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Adversary AINIT,PPO,PSIGNO,RO :

CS Ð t3, 4u ; ppk, aux, tsk3, sk4uq Ð$ INITpCS q

pR1, S1q Ð$ PPOp1q ; pR2, S2q Ð$ PPOp2q ; γ Ð λ
t1,3,4u

1 {λ
t1,2,3u

1

lr .msgÐM ; lr .SSÐ t1, 2, 3u

lr .PPp1q Ð pR1, S1q ; lr .PPp2q Ð pR2, S2q

lr .PPp3q Ð pRγ´1
1 R´1

2 , Sγ´1
1 S´1

2 q

z1 Ð PSIGNOp1, lrq

dÐ ROp1, pk, lrq ; RÐ Rγ
1S

γ¨d
1 ; cÐ ROp2, pk, R,Mq

z Ð γ ¨ z1 ` cpλ
t1,3,4u

3 ¨ sk3 ` λ
t1,3,4u

4 ¨ sk4)

Return pM, pR, zqq

Figure 9.7: Adversary A that wins the game TS-UF-3FROST2, where M is a fixed message.

Therefore,

gz “ R1S
d
1pk

λ
t1,2u

1 ¨c
1 R2S

d
2pk

λ
t1,2u

2 ¨c
2 “ R1R2pS1S2q

d
ppk

λ
t1,2u

1
1 pk

λ
t1,2u

2
2 q

c
“ R ¨ pkc ,

which implies pM, pR, zqq is valid for pk. Also, it is clear that curSSLplr 1q “ t1u and curSSLplr 2q “

t2u, which implies the condition tf2plrq does not hold. Therefore, A wins the game TS-UF-2FROST3

with probability 1.
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Adversary AINIT,PPO,PSIGNO,RO :

CS ÐH ; ppk, aux,KqÐ$ INITpCS q

pR1, S1q Ð$ PPOp1q ; pR2, S2q Ð$ PPOp2q

lr1.msgÐM ; lr1.SSÐ t1, 2u ; lr1.aggPPÐ pR1R2, S1S2q

lr1.PPp1q Ð pR1, S1q ; lr1.PPp2q Ð$ pgR2, gS2q

lr2.msgÐM ; lr2.SSÐ t1, 2u ; lr2.aggPPÐ pR1R2, S1S2q

lr2.PPp1q Ð pgR1, gS1q ; lr2.PPp2q Ð$ pR2, S2q

z1 Ð PSIGNOp1, lr1q; z2 Ð PSIGNOp2, lr2q

dÐ ROp1, pk, lr .SS, lr .msg, lr .aggPPq ; RÐ R1R2pS1S2q
d ; cÐ ROp2, pk, R,Mq

z Ð z1 ` z2

Return pM, pR, zqq

Figure 9.8: Adversary A that wins the game TS-UF-2FROST3, where M is a fixed message.
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Chapter 10

PARTIALLY NON-INTERACTIVE THRESHOLD SIGNATURES FROM
LINEAR HASH FUNCTIONS

In this chapter, we first give the definition of linear hash functions and algebraic one-more

preimage resistance (AOMPR) of a linear hash function family. Then, we show that AOMPR is

implied by collision resistance of the linear hash function family, and that such linear hash function

family can be instantiated from pairing-free groups based on the DL assumption. Finally, we give

new threshold signature constructions based on linear hash functions.

10.1 Linear Hash Functions

The notion of linear hash functions is introduced in [80, 81], which is in turn adapted from [10].

We adapt the definition from [80] by additionally requiring the scalar set S to be a field and D and

R to be S-modules, which is necessary for the reduction from collision resistance to AOMPR and

for our constructions in Section 10.4 to work.

Definition 10.1.1. A linear hash function family LHF is a pair of algorithms pPGen,Fq such that

a) PGen is a randomized algorithm that takes as input the security parameter 1κ and returns the

system parameter par that defines three sets S “ Spparq,D “ Dpparq and R “ Rpparq,
where S is a field, and D and R are S-modules. Moreover, we require |S| ě 2κ, |D| ě 2κ,

and |R| ě 2κ.

b) F is a deterministic function that takes as input the system parameter par and an element

x P D and returns an element in R such that Fppar , ¨q : D Ñ R is a epimorphism of S-

modules. Moreover, F is not a monomorphism, which is equivalent to there exists z˚ P D
such that z˚ ‰ 0 and Fppar , z˚q “ 0. For simplicity, we omit par from the input of F from

now on.
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Game CRA
LHFpκq :

par Ð PGenp1κq

px1, x2q Ð$ Apparq
If x1 ‰ x2 and Fpx1q “ Fpx2q then

Return 1

Return 0

Figure 10.1: The CR security game for a linear hash family LHF “ pPGen,Fq.

COLLISION RESISTANCE. Collision resistance of linear hash functions is analogous to collision

resistance of cryptographic hash functions, which ensures that it is hard to find two distinct inputs

that map to the same output. The CRA
LHF game is defined in Figure 10.1. The corresponding

advantage of A is defined as AdvcrLHFpA, κq :“ Pr
“

CRA
LHF “ 1

‰

.

10.2 Algebraic One-more Preimage Resistance

We introduce the notion of algebraic one-more preimage resistance (AOMPR) for linear hash func-

tions, which is formally defined via the game AOMPRA
LHF, as described in Figure 10.2. It guar-

antees that any adversary given a description of a linear hash function pS,D,R,Fq cannot invert

q ` 1 challenges X1, . . . , Xq`1, where Xi “ Fpxiq for xiÐ$ D, by making at most q queries to

the PI oracle that, on any input Y P R that is an affine combination of the challenges, outputs

an element in the preimage of Y . It is syntactically analogous to the algebraic one-more discrete

logarithm (AOMDL) problem [105], where the adversary wants to compute the discrete logarithms

of q ` 1 random challenges in G by making at most q queries to the DLOG oracle, which outputs

the discrete logarithm of the input Y only when Y is an affine combination of the challenges and

the combination is known to the adversary.

The following theorem, our main result on AOMPR, shows that AOMPR of a linear hash

function family is implied by its collision resistance.

Theorem 10.2.1. For any linear hash function family LHF and any AOMPR adversary A making

at most q queries to CHAL, there exists an adversary B for the CRLHF game running in a similar
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Game AOMPRA
LHFpκq :

par Ð$ PGenp1κq

cidÐ 0 ; ℓÐ 0

tyiuiPrcids Ð ACHAL,PIpparq

If ℓ ě cid then return 0

If @ i P rcids Fpyiq “ Xi then

Return 1

Return 0

Oracle CHALpq :

cidÐ cid` 1

xcidÐ$ D ; Xcid Ð Fpxcidq

Return Xcid

Oracle PIpY, α, tβiuiPrcidsq :

Require: Y “ Fpαq `
ř

iPrcids βiXi

ℓÐ ℓ` 1

Return α`
ř

iPrcids βixi

Figure 10.2: The AOMPR game for a linear hash function family LHF “ pPGen,Fq. For the inputs

of PI, X is in R, α is in D, and each βi is in S.

running time as A such that Advaompr
LHF pA, κq ď 2AdvcrLHFpB, κq .

Proof of Theorem 10.2.1. Given an adversary A for the AOMPRLHF game, without loss of gen-

erality, we assume that A is deterministic, queries CHAL exactly q times, and queries PI exactly

q´1 times. The construction of B is straightforward. After receiving par from the CRLHF game, B
runs A on input par by simulating the oracles CHAL and PI exactly the same as in the AOMPRLHF

game. After A outputs tyiuiPrqs, if

D i P rqs such that Fpyiq “ Xi and yi ‰ xi, (10.1)

where xi and Xi are generated in the oracle CHAL, then B outputs pxi, yiq. Otherwise, B aborts.

ANALYSIS OF B. Denote the event WINB as after A returns, the condition (10.1) holds. If WINB

occurs, B wins the CRLHF game since Fpxiq “ Xi “ Fpyiq, which implies AdvcrLHFpB, κq “
Pr rWINBs.

It is left to show that Pr rWINBs ě
1
2
Advaompr

LHF pA, κq. Since A is deterministic, the execution of

A is fixed given the pair ppar ,xq, where x P Dq denotes the randomness generated in the oracle

CHAL. Denote the event WINA as A wins the AOMPRLHF game simulated by B. Since B simulate

the game perfectly, we know PrrWINAs “ Advaompr
LHF pA, κq. For each par , denote

WA :“ tx | WINA occurs given ppar ,xqu ,

WB :“ tx | WINB occurs given ppar ,xqu .
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Claim 10.2.2. For each par , there exists a bijection Φ : WA ÑWA such that for any x PWA, we

have x PWB _ Φpxq PWB.

From the above claim, we can conclude the proof since

Pr rWINBs “ Prrx PWBs “
1

2
pPrrx PWBs ` PrrΦpxq PWBsq

ě
1

2
Prrx PWB _ Φpxq PWBs ě

1

2
Prrx PWAs

“
1

2
PrrWINAs “

1

2
Advaompr

LHF pA, κq .

Proof of Claim 10.2.2. We construct Φ as follows. For each x P WA, consider the execution of

A given ppar ,xq. Denote B P Spq´1qˆq as the query matrix of the execution, which is defined as

follows.

Definition 10.2.3. Given an execution of an adversary A for the AOMPR game, where A makes

q queries to CHAL and ℓ queries to PI, define the query matrix of the execution as B P Sℓˆq such

that

Bi,j “

$

&

%

β
pjq

i , i P rcidpjq
s

0 , o.w .
,

where β
pjq

i and cidpjq are the values of βi and cid when A makes the j-th query to PI.

We now define

Φpxq :“ x` upBqz˚ ,

where z˚ P D and upBq P Sq are defined in the following claim.

Claim 10.2.4. There exists z˚ P D such that Fpz˚q “ 0 and for any matrix A P Sℓˆq where

0 ă ℓ ă q, there exists a vector upAq P Sq and i P rqs such that

AupAq
“ 0 ^ D i P rqs : u

pAq

i z˚
‰ 0 . (10.2)

Proof of Claim 10.2.4. Since F is not a monomorphism from D to R, there exists a non-zero ele-

ment z˚ P D such that Fpz˚q “ 0. Since S is a field and A has rank at most ℓ ă q, there exists a

non-zero vector upAq P Sq such that AupAq “ 0. Also, since upAq is non-zero, there exists i P rqs

such that upAq

i ‰ 0, and since S is a field and z˚ ‰ 0, we have u
pAq

i z˚ ‰ 0.
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ANALYSIS OF Φ. For simplicity, we use u to denote upBq in the following analysis. We first show

that the executions of A given ppar ,xq and given ppar ,Φpxqq are identical. Since FpΦpxqq “

Fpxq ` u ¨ Fpz˚q “ Fpxq ` u ¨ 0 “ Fpxq, the challenges output by CHAL are the same in the two

executions. For the j-th query to PI, suppose the prior views of A are identical. Then, A must

make the same query
´

Xpjq, αpjq, tβ
pjq

i uiPrcidpjqs

¯

in both executions. Since Bu “ 0, we have αpjq`

ř

iPrcidpjqs
β

pjq

i xi “ αpjq `

´

βpjq
¯T

x “ αpjq `

´

βpjq
¯T

px`uz˚q “ αpjq `
ř

iPrcidpjqs
β

pjq

i pΦpxqqi,

where βpjq denotes the j-th row of B. Therefore, A receives the same value from PI in both

executions. By induction, the views of A are identical in both executions and thus A outputs the

same values in both executions, which implies Φpxq PWA and thus Φ is a map from WA to WA.

Then, it is not hard to see that x PWB _ Φpxq PWB. Since the executions of A given x and

Φpxq are identical, the outputs y1, . . . , yq of A are also identical in the two executions. Since there

exists i P rqs such that uiz
˚ ‰ 0, we have either yi ‰ xi or yi ‰ xi ` ui ¨ z

˚, which means WINB

occurs either in the execution given x or Φpxq.

It is left to show that Φ is a bijection. Since both the domain and range of Φ are WA, which is

a finite set, it is enough to show that Φ is an injection. For any x1,x2 P WA such that Φpx1q “

Φpx2q, since the execution of A given x1 is identical to that given Φpx1q and the execution of

A given x2 is identical to that given Φpx2q, we know the executions of A given x1 and x2 are

identical, which implies the query matrix B in the two executions are identical. Therefore, we

have Φpx1q “ x1 ` uz˚ and Φpx2q “ x2 ` uz˚ for the same u P Sq, which implies x1 “ x2.

This shows that Φ is an injection.

10.3 Instantiations From the Discrete Logarithm Problem

Following the instantiation from [80], a linear hash function family GLHF is instantiated from a

group generation algorithm GGen as follows.

- On input 1κ, PGen runs GGenp1κq and receives a group description pG, p, gq. Then, PGen

uniformly samples Z P G and returns κÐ pG, p, g, Zq.

- Given κ “ pG, p, g, Zq, define S :“ Zp , D :“ Z2
p , R :“ G . Also, for any px1, x2q P Z2

p,

define Fpx1, x2q :“ gx1Zx2 .

- The operation over D is defined as follows. For any px1, y1q, px2, y2q P D and s P S,

px1, y1q ` px2, y2q “ px1 ` x2, y1 ` y2q and s ¨ px1, y1q “ psx1, sy1q.
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- The operation over R is defined as follows. For any x1, x2 P R and s P S, x1 ` x2 “

x1x2 , s ¨ x1 “ xs
1, where x1x2 and xs

1 are the group operations of G.

The following theorem shows that GLHF is a linear hash function family and collision resis-

tance of GLHF is implied by the discrete logarithm assumption. Hauck et al. [80] shows similar

statements, and we also give the proof below for completeness.

Lemma 10.3.1. For any group generation algorithm GGen, GLHFrGGens is a linear hash function

family (Definition 10.1.1). Moreover, for any adversary A for the CRGLHFrGGens game, there exists

an adversary B for the DLogGGen game such that AdvcrGLHFrGGenspA, κq ď AdvdlogGGenpB, κq.

Proof of Lemma 10.3.1. Given par “ pG, p, g, Zq output from PGenp1κq that defines pS,D,R,Fq,

we need to show

1. D and R are S-modules.

2. F is an epimorphism from D to R but not a monomorphism.

3. The collision resistance of RLHF is implied by the RSA assumption.

PART 1. It is clear that D “ GˆG and R “ G are Zp-modules.

PART 2. It is easy to verify F is a homomorphism of S-modules, since for any b P S and px1, y1q, px2, y2q P

D,

Fppx1, y1q ` b ¨ px2, y2qq “ Fpx1 ` bx1, y1 ` by2q

“ gx1`bx2Zy1`by2

“ gx1Zx1pgx2Zy2q
b

“ Fpx1, y1q ` bFpx2, y2q .

F is epimorphism since for any X P R, we have Fpx, 0q “ X , where x denotes the discrete log of

X to the base g. Denote z as the discrete log of Z to base g, and F is not a monomorphism, since

Fpz,´1q “ gzZ´1 “ g0.

PART 3. For any adversary A for the CRGLHF game, we construct B for the DLog game as follows.

After receiving pG, p, g, Zq, B runs A with input pG, p, g, Zq. If A wins the CRGLHF by outputting

px1, y1q, px2, y2q P D, such that px1, y1q ‰ px2, y2q and Fpx1, y1q “ Fpx2, y2q, we have gx1Zy1 “

gx2Zy2 . Therefore, B can compute z “ y2´y1
x1´x2

and we have gz “ Z.
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10.4 Threshold Signatures from LHF

OUR SCHEMES. Figure 10.3 shows the protocols FROST1-H and FROST2-H that are transformed

from FROST1 and FROST2, respectively. In addition to the general transformation, we need to

pick an injection xp¨q : rns Ñ S. The choice of xp¨q can be arbitrary, and the corresponding Lagrange

coefficient for a set of index S Ď rns and i P S is defined as λS
i :“

ś

jPSztiu
xj

xi´xj
. We analyse the

correctness of the scheme in Section 10.4.1 Also, similar to the multi-signature case, we optimize

the schemes by sampling key shares from Dkey Ď D and setting the hash range to be Shash Ď S.

The following theorems show that, under the AOMPR assumption, FROST2-H is TS-SUF-2-

secure and FROST1-H is TS-SUF-3-secure in the random oracle model. We prove the theorems

using the same techniques from Chapter 9. Here, we briefly highlight the differences:

- We need to show that B simulates the TS-SUF-2 and TS-SUF-3 games perfectly when no

bad event occurs and that the bad events occur with a negligible probability when the secret

key is sampled from Dkey instead of Zp, and the randomness rj is sampled from D instead

of Zp.

- We need to show that B can compute a preimage for each challenge (Claim 10.4.5 and

Claim 10.4.8) instead of the discrete logarithm to the base element. More precisely, the

problem can be described as follows. Denote the challenges by U1, . . . , Uℓ P R. After

the interaction with A, B computes a matrix A P Sℓˆℓ and a vector b P Dℓ such that

A ¨ U “ Fpbq, we need to show that A has full rank and thus B can compute a vector

u “ A´1b such that Fpuq “ U .

Theorem 10.4.1. For any TS-SUF-2 adversary A game making at most qs queries to PPO and

qh queries to RO, there exists an AOMPR adversary B making at most 2qs ` t queries to CHAL

running in time roughly equal two times that of A such that

Advts-suf-2FROST2-HrLHFspA, κq ď
b

q ¨ pAdvaompr
LHF pB, κq ` p5q2q{2κq ,

where q “ qh ` qs ` 1.

Theorem 10.4.2. For any TS-SUF-3 adversary A making at most qs queries to PPO and qh

queries to RO, there exists an AOMPR adversary B making at most 2qs ` t queries to CHAL

running in time roughly equal two times that of A such that

Advts-suf-3FROST1-HrLHFspA, κq ď 4n ¨ q ¨
b

pAdvaompr
LHF pB, κq ` 6q{2κq ,
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Algorithm Setupp1κq :

par Ð$ PGenp1κq

Return par

Algorithm KeyGenpq :

For i P r0..t´ 1s do

aiÐ$ Dkey

For i P rns do

skiÐ$
řt´1

j“0 aj ¨ x
j
i

pki Ð Fpskiq

pkÐ Fpa0q

auxÐ ppk1, . . . , pknq

Return pk, aux, tskiuiPr1..ns

Algorithm SPPpstiq :

rÐ$ D ; sÐ$ D
pp Ð pFprq,Fpsqq

sti.mapPPpppq Ð pr, sq

Return ppp, stiq

Algorithm Vfppk,m, sigq :

pR, sq Ð sig

cÐ H2ppk,m,Rq

Return pFpsq “ R` c ¨ pkq

Algorithm LPPpi, pp, st0q :

st0.curPPi Ð st0.curPPi Y tppu

Return st0

Algorithm LRpM,SS , st0q :

If D i P SS : st0.curPPi “ H then

Return K

lr .msgÐM ; lr .SSÐ SS

For i P SS do

Pick ppi from st0.curPPi

lr .PPpiq Ð ppi

st0.curPPi Ð st0.curPPiztppiu

Return plr , st0q

Algorithm PSplr , i, stiq :

ppi Ð lr .PPpiq

If sti.mapPPpppiq “ K then

Return pK, stiq

pri, siq Ð sti.mapPPpppiq

sti.mapPPpppiq Ð K

pR, c, tdjujPlr .SSq

Ð CompParpsti.pk, lrq

zi Ð ri ` di ¨ si ` c ¨ λlr .SS
i ¨ sti.sk

Return ppR, ziq, stiq

Algorithm CompParppk, lrq :

mÐ lr .msg ; pR˚, s˚q Ð sig

For i P lr .SS do

di Ð H1ppk, lr , iq

di Ð H1ppk, lrq

pRi, Siq Ð lr .PPpiq

RÐ
ř

iPlr .SSpRi ` diSiq

cÐ H2ppk,M,Rq

Return pR, c, tdiuiPlr .SSq

Algorithm AggpPS, st0q :

RÐ K ; z Ð 0

For pR1, z1q P PS do

If R “ K then RÐ R1

If R ‰ R1 then return pK, st0q

z Ð z ` z1

Return ppR, zq, st0q

Algorithm SVfppk, lr , sigq :

pR˚, z˚q Ð sig

pR, c, tdjujPlr .SSq

Ð CompParpsti.pk, lrq

Return pR “ R˚q

^ pFpz˚q “ R` c ¨ pkq

Figure 10.3: The protocol FROST1-HrLHFs and FROST1-HrLHFs, where LHF “ pPGen,Fq is

a linear hash function family. The protocol FROST1-H contains all but the dashed box, and the

protocol FROST2-H contains all but the solid box. Further, n is the number of parties, and t is

the threshold of the schemes. xp¨q is an injection from rns to S and λlr .SS
i denotes the Lagrange

coefficient which is computed as λlr .SS
i :“

ś

jPSztiu
xj

xj´xi
. Dkey is a subset of D such that F is a

bijection between Dkey and S.
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where q “ qh ` qs ` 1.

To instantiate FROST1-H and FROST2-H in pairing-free groups, we set Dkey :“ tpx, 0q :

x P Zu and Shash :“ S. It is clear that charpSq “ p ě 2κ, F is a bijection from Dkey to R, and

|Shash| “ |S| ě 2κ. Also, for instantiating FROST1-H and FROST2-H, we set xi :“ i.

By combining Theorem 10.2.1 and Lemma 10.3.1 with the above theorems, we show the se-

curity of FROST1-H and FROST2-H instantiated from GLHF (defined in Section 10.3) under the

discrete logarithm assumption in the random oracle model.

10.4.1 Correctness of FROST1-H and FROST2-H

For the correctness of the schemes, we just need to show Shamir’s secret sharing scheme works

over D. More precisely, we want to show for any S Ď rns with size t, we have

ÿ

iPS

λS
i ski “ a0 , (10.3)

where

ski “
t´1
ÿ

j“0

ajx
j
i , λ

S
i “

ź

jPSztiu

xj
xj ´ xi

,

for each i P S and some a0, . . . , at´1 P D.

Claim 10.4.3. For any S Ď rns with size t and any integer 0 ď k ă t, we have

ÿ

iPS

λS
i x

k
i “

$

&

%

1, k “ 0

0, k ě 0
. (10.4)

With the above claim, we can show (10.3) since

ÿ

iPS

λS
i ski “

ÿ

iPS

λS
i

t´1
ÿ

j“0

ajx
j
i “

t´1
ÿ

j“0

aj
ÿ

iPS

λS
i x

j
i

“

t´1
ÿ

j“0

aj ¨ 1tj “ 0u “ a0 .

Proof of Claim 10.4.3. Define fpxq “ xk. By the polynomial interpolation over the field S, we

have
ř

iPS λ
S
i fpxiq “ fp0q, which proves claim.
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10.4.2 Proof of Theorem 10.4.1

Let A be an adversary as described in the theorem. Denote the output message-signature pair

of A as pm˚, sig˚ “ pR˚, z˚qq. Without loss of generality, we assume A always queries RO

on H2ppk,m
˚, R˚q before A returns and always queries RO on H1ppk, lrq prior to the query

PSIGNOpi, lrq for some i and lr . (This adds up to qs additional RO queries, and we let q “

qh ` qs ` 1.) Denote lr˚ as the leader query such that H1ppk, lr
˚
q is the first query prior to the

query H2ppk,m
˚, R˚q satisfying SVfppk, lr˚, sig˚q “ true. If such lr˚ does not exists, lr˚ is set

to K. Denote the event E1 as

Vfppk,m˚, sig˚
q ^ plr˚

“ K _ curSSLplr
˚
q ă t´ |CS|q .

It is clear that if A wins the game TS-SUF-2FROST2-HrLHFs, then E1 must occur, which implies

PrrE1s ě Advts-suf-2FROST2-HrLHFspAq. Therefore, the theorem will follow from the following lemma.

(We isolate this statement as its own lemma also because it will be helpful in the proof of Theo-

rem 10.4.2 below.)

Lemma 10.4.4. There exists an adversary B for the AOMPRLHF game making at most 2qs ` t

queries to CHAL such that

PrrE1s ď

b

q ¨ pAdvaompr
LHF pBq ` 5q2{2κq .

Moreover, B runs in time roughly twice that of A.

Proof of Lemma 10.4.4. We first construct an algorithm C compatible with the syntax in Lemma 9.2.3

and then construct B from ForkC . The input of C consists of par that defines a linear hash func-

tion pS,D,R,Fq and uniformly random elements h1, . . . , h2q P Shash. Also, C can access oracles

CHAL and PI defined the same as those in the AOMPRLHF game. (We can think of the oracles

as part of the input of C in the context of the Forking Lemma.) For simplicity, when C makes a

query pX,α, tβiuq to PI, we omit the coefficients α, tβiu which are clear from the context. To

start with, C makes 2qs ` t queries to CHAL and denotes the challenges as A0,. . . ,At´1, U1, V1,

. . . , Uqs , Vqs P D. Then, C initializes all the states st0, . . . , stn. In addition, it initializes counters

ctrs,ctrh to 0 and a function dt to an empty table, which are used to record the PI query related

to each pUj, Vjq. C also initializes curLR Ð H to record all leader requests that appears during

the game and initializes ctrPP to an empty table, which are used to record the counter correspond-

ing to each token generated by honest parties. We also use a flag BadPPO to denote whether a
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bad event occurs, which are initially set to false. Then, C runs A with access to the oracles
ĄINIT, ĆPPO, ČPSIGNO,ĄRO, which are simulated as follows.

ĆINITpCS q: C initializes H to an empty table and sets pkÐ A0, pki “
śt´1

j“0Aj ¨ x
j
i for i P rns, and

ski Ð PIppkiq for i P CS . C samples ãiÐ$ Dkey for i P r0..pt´1qs and sets ski Ð
řt´1

j“0 ãjx
j
i

for i P CS . Then, C computes a polynomial fpxq “
řt´1

i“0 µix
i such that µi P D for

i P r0..pt ´ 1qs, fpxiq “ ski ´ ski for i P CS , and fpxiq “ 0 for i P S 1, where S 1 Ď rns

denotes the set of the first pt´|CS |q honest parties. 1 C sets pki Ð pki`Fpfpxiqq for i P rns.

Finally, C returns (pk,aux “ ppk1, . . . , pknq, tskiuiPCS ).

ĄRO query H1pxq: If H1pxq ‰ K, C returns H1pxq. Otherwise, parse x as p rpk, lrq. If the parsing

fails or rpk ‰ pk, C sets H1pxq Ð$ Shash and returns H1pxq. Otherwise, C increases ctrh by 1,

sets H1pxq Ð h2ctrh´1, and adds lr to curLR. Also, C computes RÐ
ř

iPlr .SSpRi`h2ctrh´1 ¨

Siq, where pRi, Siq Ð lr .PPpiq. If H2ppk, lr .msg, Rq “ K, C sets H2ppk, lr .msg, Rq “

h2ctrh . In addition, define mapLRpctrhq :“ lr and set curLR Ð curLR Y tlru. Finally, C
returns H1pxq.

ĄRO query H2pxq: If H2pxq ‰ K, C returns H2pxq. Otherwise, parse x as p rpk, m, Rq. If the parsing

fails or rpk ‰ pk, C sets H2pxq Ð$ Shash and returns H2pxq. Otherwise, C increases ctrh by 1

and sets H2pxq Ð h2ctrh . Finally, C returns H2pxq.

ĆPPOpiq query: Same as in the game TS-SUF-2FROST2-H, except in the simulation of algorithm

SPP, C first increases ctrs by 1 and sets pp Ð pUctrs , Vctrsq, sti.mapPPpppq Ð p0, 0q, and

ctrPPpi, ppq Ð ctrs. In addition, BadPPO is set to true if there exists lr P curLR such

that lr .PPpiq “ pUctrs , Vctrsq.

ČPSIGNOpi, lrq query: Same as in the game TS-SUF-2FROST2-H, except in the simulation of algo-

rithm PS, if sti.mapPPpppq ‰ K, C sets

zi Ð PI
`

Uj ` diVj ` c ¨ λlr .SS
i ¨ pki

˘

,

where j Ð ctrPPpi, lr .PPpiqq. In addition, C sets dtpjq Ð pi, k, di, cλ
lr .SS
i , ziq, where k

denotes the index such that H1ppk, lrq is set to h2k´1 during the simulation.

1Since the degree of f is t and we fix t points of f , f is fixed and we can compute the coefficients of f by solving
a linear equation.
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After receiving the output pm˚, sig˚ “ pR˚, z˚qq from A, C returns K if BadPPO “ true or

E1 does not occur. Otherwise, C finds the index I such that H2ppk,m
˚, R˚q is set to hI during the

simulation. By our assumption of A, we know such I must exist. Then, C returns pI,Outq, where

Out consists of all variables received or generated by C.

ANALYSIS OF C . To use Lemma 9.2.3, we define S :“ t2kukPr1..qs and IG as the algorithm that

runs PGenp1κq and outputs par . From the simulation, we know the output index I of C is always

in S.

It is not hard to see C simulates the game TS-SUF-2FROST2-H perfectly, which implies accpCq ě
PrrE1s´PrrBadPPOs, where Pr rE1s refers to the probability in the original TS-SUF-2FROST2-HrLHFs

game with A (as in the lemma statement), whereas Pr rBadPPOs is the probability that BadPPO “

true at the end of C’s execution. Since pUj, Vjq is sampled uniformly from R. Therefore, for each

PPOpiq query, the probability BadPPO is set to true is less than |curLR|{|R| ď qh{2
κ. There-

fore, we have PrrBadPPOs ď qsqh{2
κ. By Lemma 9.2.3,

accpForkCq ě pPrrE1s ´ qsqh{2
κ
q
2
{q ě PrrE1s

2
{q´ 2PrrE1sqsqh{p2

κ
¨ qq

ě PrrE1s
2
{q´ q{2κ .

CONSTRUCT B FROM ForkC . We now give a construct of the AOMPR adversary B using ForkC ,

and the available CHAL and PI oracles. To start with, B receives par from the AOMPRLHF game

and runs ForkCpparq. All the CHAL queries from the first execution of C are relayed by B to its

own CHAL oracle, and for all the CHAL queries from the second execution of C, B answers them

with the same challenges as the first execution. All the PI queries from ForkC are relayed by B to

its own PI oracle. Without loss of generality, we can assume all the challenges are different, since

otherwise, B can solve them trivially. Denote the event BadHash as th1, . . . , h2quXth
1
1, . . . , h

1
2qu ‰

H, where h1, h
1
1, . . . , h2q, h

1
2q generated in the execution of ForkC are same. Since the hash values

are sampled uniformly from Shash, we know PrrBadHashs ď 4q2{ |Shash| ď 4q2{2κ. Then, we can

conclude the proof with the following claim, which implies

Advaompr
LHF pBq ě accpForkCq ´ PrrBadHashs ě PrrE1s

2
{q´ 5q2{2κ .

Claim 10.4.5. B can win the game AOMPRLHF, if ForkC returns pI,Out,Out1
q and BadHash does

not occur.
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Proof. We directly use the notations in the description of C to denote the variables in Out and

use p¨q1 to denote the variables in Out1. The total number of the CHAL queries is t ` 2qs and the

corresponding challenges are A0, . . . , At´1, U1, V1, . . . , Uqs , Vqs .

We first show how to compute a0, . . . , at´1 such that Fpaiq “ Ai. By the execution of ForkC ,

we know ppk,m˚, R˚q “ ppk1,m˚1, R˚1
q and pk “ A0. Since I P S, let k˚ “ I{2. It is not

hard to see that mapLRpk˚q “ lr˚. (If mapLRpk˚q “ K, lr˚ is also K.) Since BadHash does

not occur, we have H2ppk,m
˚, R˚q “ hI ‰ h1

I “ H1
2ppk,m

˚, R˚q. Since Fpz˚q “ R˚ ` hIA0,

Fpz˚1
q “ R˚ ` h1

IA0, we have Fpz˚ ´ z˚1
q “ phI ´ h1

IqA0 and therefore B computes a0 Ð z˚´z˚1

hI´h1
I

.

Define Tdt :“ tj : pi, k, d, c, zq Ð dtpjq, k “ k˚u. For each j P Tdt X Tdt1 , let pi, k, d, c, zq Ð

dtpjq and pi1, k1, d1, c1, z1q Ð dt1
pjq, and we have Fpzq “ Uj ` dVj ` c ¨ pki, Fpz1q “ Uj ` d1V d1

j `

c1 ¨ pki1 , c “ hIλ
lr˚.SS
i , and c1 “ h1

Iλ
lr˚.SS
i1 . Since BadPPO “ false during both execution

of C, we know pUj, Vjq is returned by a query PPOpiq prior to the query H2ppk,M
˚, R˚q during

the first execution of C. Since the two executions of C are exactly the same prior to the query

H2ppk,m
˚, R˚q, we know i1 “ i. Also, we know d “ h2k´1 “ h2k˚´1 “ h2k1´1 “ d1, which

implies Fpz ´ z1q “ λlr˚.SS
i1 phI ´ h1

Iq ¨ pki. Since hI ‰ h1
I , B computes yi Ð z´z1

λlr˚.SS
i phI´h1

Iq
, which

satisfies Fpyiq “ pki. Denote D :“ tiujPTdtXTdt1 ,pi,k,d,c,zqÐdtpjq. Since E1 occurs in the first execution

of C, we know |Tdt| “ |curSSLplr
˚
q| ă t´|CS|. Therefore, we know |D| “ |TdtXTdt1 | ă t´|CS|.

Therefore, B can pick an arbitrary set D1 P HSzD with size pt ´ |CS| ´ |Tdt X Tdt1 | ´ 1q and for

each i P D1, B sets yi Ð PIppkiq. Denote Dtot “ CS YD YD1, and we have |Dtot | “ t ´ 1 and

for each i P Dtot , B knows yi such that Fpyiq “ pki. Since pki “ Fpfpxiqq `A0 `
ř

jPrt´1s
Aj ¨ x

j
i ,

denote Dtot “ ti1, . . . , it´1u and we have

M ¨

¨

˚

˚

˝

A1

¨ ¨ ¨

At´1

˛

‹

‹

‚

“

¨

˚

˚

˝

Fpyi1 ´ fpxi1q ´ a0q

¨ ¨ ¨

Fpyit´1 ´ fpxit´1q ´ a0q

˛

‹

‹

‚

, where M “

¨

˚

˚

˝

xi1 ¨ ¨ ¨ xt´1
i1

... . . . ...

xit´1 ¨ ¨ ¨ xt´1
it´1

˛

‹

‹

‚

. (10.5)

Since M is a Vandermonde matrix, we know M has full rank and thus B can compute a1, . . . , at´1

from (10.5) such that Fpaiq “ Ai for i P rt ´ 1s. Further, for i P rnszDtot , B computes yi Ð

fpxiq `
ř

jPr0..pt´1qs
aj ¨ x

j
i , which satisfies Fpyiq “ pki.

We now show how to compute u1, v1, . . . , uqs , vqs such that Fpuiq “ Ui and Fpviq “ Vi. From

the execution of C, we know dtpjq “ pi, k, d, c, zq ‰ K if and only if C queries PI on Uj ` dVj `

c ¨ pki. Therefore, denote Uj ` dVj ` c ¨ pki as the PI query associated with dtpjq. For each j P qs,

there are the following cases.
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Case 0: Both dtpjq and dt1
pjq are K. In this case, B computes uj and vj by directly querying

oracle PI on Uj and Vj .

Case 1: Exactly one of dtpjq and dt1
pjq is not K. Without loss of generality, assume dtpjq “

pi, k, d, c, zq, which implies Fpzq “ Uj ` dVj ` c ¨ pki. B computes vj by directly querying

oracle PI and computes uj Ð z ´ d ¨ vj ´ c ¨ yi.

For all the following cases, both dtpjq and dt1
pjq are not K and we denote pi, k, d, c, zq Ð dtpjq

and pi1, k1, d1, c1, z1q Ð dt1
pjq.

Case 2: k ‰ k1 or k “ k1 ą k˚. In this case, we know d “ h2k´1 ‰ h1
2k1´1 “ d1 and Fpzq “

Uj ` dVj ` c ¨ pki, Fpz1q “ Uj ` d1Vj ` c1 ¨ pki1 . Therefore, B computes vj Ð
z´c¨yi´z1`c1¨yi1

d´d1 ,

and uj Ð z ´ d ¨ vj ´ c ¨ yi.

Case 3: k “ k1 “ k˚. In this case, B computes vj, uj the same as Case 1.

Case 4: k “ k1 ă k˚. B computes vj, uj the same as Case 1. Also, in this case, we have d “ d1

and c “ c1. Therefore, B queries PI oracle only once in order to simulate the PI queries

associated with dtpjq and dt1
pjq.

We now count the number of PI queries made by B.

- B queries PI oracle |CS | times queries for simulating query PIppkiq made by C for each

i P |CS |.

- B queries PI oracle |D1| times queries for computing a0, . . . , at´1.

- For each j P qs, B queries PI twice for simulating query associated with dtpjq and dt1
pjq

and computing uj and vj in case 0, 1, 2, 4 and queries 3 times in case 3.

Since the condition of case 3 is equivalent to j P Tdt X Tdt1 , the total number of PI queries made

by B is equal to 2qs ` |Tdt X Tdt1 | ` |CS | ` |D1| “ 2qs ` t ´ 1. Therefore, B wins the game

AOMPRLHF.
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10.4.3 Proof of Theorem 10.4.2

Let A be the adversary described in the theorem. Denote the output message-signature pair

of A as pm˚, sig˚ “ pR˚, z˚qq. Without loss of generality, we assume A always queries RO

on H2ppk,m
˚, R˚q before A returns and always queries RO on H1ppk, lr , iq prior to the query

PSIGNOpi, lrq for some i and lr . (This adds up to qs additional RO queries, and we let q “

qh ` qs ` 1.) Denote lr˚ as the leader query such that H1ppk, lr
˚, iq is the first RO query prior to

the H2ppk,m
˚, R˚q query for some i satisfying SVfppk, lr˚, sig˚q “ true. If such lr˚ does not

exist, lr˚ is set to K. Denote the event E1 as

Vfppk,m˚, sig˚
q ^ plr˚

“ K _ curSSLplr
˚
q ă t´ |CS|q .

Denote the event E2 as

Vfppk,m˚, sig˚
q ^ lr˚

‰ K ^ curSSLplr
˚
q ‰ ti P HS X lr˚.SS : lr˚.PPpiq P PPiu .

If A wins the game TS-SUF-3FROST1-H and lr˚
‰ K, we know either curSSLplr

˚
q ă t ´ |CS|

or curSSLplr
˚
q ‰ ti P HS X lr˚.SS : lr˚.PPpiq P PPiu. Therefore, if A wins the game

TS-SUF-3FROST1-H, then either E1 or E2 occurs, which implies

Advts-suf-3FROST1-HrLHFspAq ď PrrE1s ` PrrE2s ď 2maxtPrrE1s,PrrE2su .

Thus, we conclude the theorem with the following two lemmas.

Lemma 10.4.6. There exists an adversary B for the AOMPRLHF game making at most 2qs ` t

queries to CHAL such that

PrrE1s ď

b

q ¨ pAdvaompr
LHF pBq ` 3q2pn` 1q2{2κq ,

Moreover, B runs in time roughly equal two times that of A.

Lemma 10.4.7. There exists an adversary B for the AOMPRLHF making at most 2qs queries to

CHAL such that

PrrE2s ď n ¨ q
b

2pAdvaompr
LHF pBq ` 1{2κq .

Moreover, B runs in time roughly equal two times that of A.
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This completes the proof of the theorem, subject to proofs of the lemmas that we discuss next.

The proof of Lemma 10.4.6 is almost the same as Lemma 10.4.4, so we omit the full proof. The

only difference is that C takes as input h1, . . . , hpn`1qq in order to simulate all RO queries. For a

RO query H1ppk, lr , iq, C first enumerates all i1 P rns and assigns hpctrh´1qpn`1q`i1 to H1ppk, lr , i
1q.

Then, C computes the nonce R for lr and assigns hctrhpn`1q to H2ppk, lr .msg, Rq if it is not assigned

any value yet. Similarly, for a new RO query H1ppk,M,Rq, its value is set to hctrhpn`1q. The rest

follows by a similar analysis.

Proof of Lemma 10.4.7. We first construct an algorithm C following the syntax of the algorithm

described in Lemma 9.3.4 and then construct B from ForkC . The input of C consists of par that

defines a linear hash function pS,D,R,Fq and uniform random elements h1, . . . , hn¨q P Shash.

Similarly to the proof of Lemma 10.4.4, C can oracles CHAL and PI oracle and at the beginning,

start with, C makes 2qs queries to CHAL and denotes the challenges as U1, V1, . . . , Uqs , Vqs P D.

Then, C initializes all the states st0, . . . , stn as in the game TS-SUF-3FROST1-H, and initializes

the counters ctrs,ctrh to 0 and the function dt to an empty table. C also initializes ctrPP to an

empty table, which are used to record the counter corresponding to each token generated by honest

parties. Then, C runs A with access to the oracles ĄINIT, ĆPPO, ČPSIGNO,ĄRO, which are simulated

as follows. In the following description, we use i to denote the index of parties, j to denote the

index of U1, V1, . . . , Uqs , Vqs , and k to denote the index of h1, . . . , hn¨q.

ĆINITpCS q: C initializes H to an empty table and samples a0, . . . , at´1 uniformly from Dkey. Define

fpxq :“
řt´1

i“0 aix
i. Then, C sets pkÐ Fpa0q, pki Ð Fpfpxiqq for i P rns, and ski Ð fpiq for

i P CS . Finally, C returns pk,aux “ ppk1, . . . , pknq, tskiuiPCS .

ĄRO query H1pxq: If H1pxq ‰ K, C returns H1pxq. Otherwise, C parses x as p rpk, lr , ĩq for some ĩ P

r1..ns. If the parsing fails or rpk ‰ pk, C sets H1pxq Ð$ Shash and returns H1pxq. Otherwise,

C increases ctrh by 1 and sets H1ppk, lr , iq Ð hnpctrh´1q`i for each i P rns. In addition, let

mapLRpctrhq :“ lr . Then, C computes RÐ
ř

iPlr .SSpRi`Sdi
i q, where pRi, Siq Ð lr .PPpiq

and di “ H1ppk, lr , iq. If H2ppk, lr .msg, Rq “ K, C sets H2ppk, lr .msg, Rq Ð$ Zp. Finally,

C returns H1pxq.

ĄRO query H2pxq: If H2pxq “ K, C sets H2pxq Ð$ Shash. Then, C returns H2pxq.
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ĆPPOpiq query: Same as in the game TS-SUF-3FROST1-H, except in the simulation of algorithm

SPP, C first increases ctrs by 1 and sets pp Ð pUctrs , Vctrsq, sti.mapPPpppq Ð p0, 0q, and

ctrPPpi, ppq Ð ctrs.

ČPSIGNOpi, lrq query: Same as in the game TS-SUF-3FROST1-H, except in the simulation of algo-

rithm PS, if sti.mapPPpppq ‰ K, C computes

zi Ð PI pUj ` diVjq ` c ¨ λlr .SS
i ¨ fpiq ,

where j Ð ctrPPpi, ppq. In addition, C sets dtpjq Ð pk, di, zi ´ cλlr .SS
i ¨ fpiqq, where k

denotes the index such that H1ppk, lr , iq is set to hk during the simulation.

After receiving the output pm˚, sig˚ “ pR˚, z˚qq from A, C returns pK,K,Kq if E2 does

not occur. Otherwise, we know curSSLplr
˚
q ą 0 and curSSLplr

˚
q ‰ ti P HS X lr˚.SS :

lr˚.PPpiq P PPiu. Therefore, there exists k˚ and i˚ such that i˚ P ti P HS X lr˚.SS : lr˚.PPpiq P

PPiuzcurSSLplr
˚
q and mapLRpk˚q “ lr˚. (Since curSSLplr

˚
q Ď ti P HS X lr˚.SS : lr˚.PPpiq P

PPiu, we must have ti P HS X lr˚.SS : lr˚.PPpiq P PPiuzcurSSLplr
˚
q ‰ H.) Since i˚ P ti P

HS X lr˚.SS : lr˚.PPpiq P PPiu, there exists j˚ P r1..qss such that lr˚.PPpi˚q “ pUj˚ , Vj˚q. If

dtpj˚q “ K, C sets J Ð K. Otherwise, let pk, d, zq Ð dtpj˚q and C sets J “ k. Then, C returns

pnpk˚´ 1q ` i˚, J,Outq, where Out consists of all variables received or generated by C, including

i˚, j˚, k˚, lr˚.

ANALYSIS OF C . To use Lemma 9.3.4, we define IG as the algorithm that runs PGenp1κq and

outputs par . The output J is either K or in r1..pn ¨ qqs. It is not hard to see that C simulates

the game TS-SUF-3FROST1-H perfectly, which implies accpCq ě PrrE2s, where Pr rE2s refers to

the probability in the original TS-SUF-3FROST1-H game with A (as in the lemma statement). By

Lemma 9.3.4,

accpForkC2q ě
PrrE2s

2

n ¨ qpn ¨ q` 1q
ď

PrrE2s
2

2n2q2
.

CONSTRUCT B FROM ForkC . We now give a construct of the AOMPR adversary B using ForkC ,

and the available CHAL and PI oracles. To start with, B receives par from the AOMPRLHF game

and runs ForkCpparq. All the CHAL queries from the first execution of C are relayed by B to its

own CHAL oracle, and for all the CHAL queries from the second execution of C, B answers them

with the same challenges as the first execution. All the PI queries from ForkC are relayed by B
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to its own PI oracle. Without loss of generality, we can assume all the challenges are different,

since otherwise, B can solve them trivially. Denote the event BadHash as hI ‰ h1
I , where I are

outputted by the first execution of C. Since hI , I are independent of h1
I , we know PrrBadHashs ď

1{|Shash| ď 1{2κ. Then, we can conclude the proof with the following claim, which implies

Advaompr
LHF pBq ě accpForkC2q ´ PrrBadHashs ě

PrrE2s
2

2n2q2
´ 1{2κ .

Claim 10.4.8. B can win the game AOMPRLHF, if ForkC returns pI,Out,Out1
q and BadHash does

not occur.

Proof. We directly use the notations in the description of C to denote the variables in Out and

use p¨q1 to denote the variables in Out1. The total number of the CHAL queries is 2qs and the

corresponding challenges are U1, V1, . . . , Uqs , Vqs .

We now show how to compute uj, vj for each j P rqss such that Fpuiq “ Ui and Fpviq “ Vi.

There are the following cases.

Case 0: Both dtpjq and dt1
pjq are K. In this case, B computes uj, vj by directly querying oracle

PIpUjq and PIpVjq.

Case 1: Exactly one of dtpjq and dt1
pjq is not K. Without loss of generality, assume dtpjq “

pk, d, zq, which implies Fpzq “ Uj ` dVj . B computes vj by directly querying oracle PIpVjq

and computes uj Ð z ´ d ¨ vj .

For all the following cases, both dtpjq and dt1
pjq are not K and we denote pk, d, zq Ð dtpjq and

pk1, d1, z1q Ð dt1
pjq.

Case 2: d ‰ d1. In this case, B computes vj “ z´z1

d´d1 , uj “ z ´ d ¨ vj .

Case 3: d “ d1. In this case, B computes vj, uj the same as Case 1. Also, since d “ d1, B queries

PI oracle only once in order to answer queries PIpUj ` dVjq and PIpUj ` d1Vjq from ForkC .

From the execution of C, we know dtpjq “ pk, d, zq ‰ K if and only if C queries PI on pUj ` dVjq.

Therefore, denote pUj ` dVjq as the PI query associated with dtpjq. For all the above cases, B
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queries PI oracle twice for simulating PI queries associated with dtpjq and dt1
pjq and computing

uj, vj .

We now show how to compute uj˚ and vj˚ . From the execution of ForkC2 , we know pk “ pk1

and mapLRpkq “ mapLR1
pkq for all k ď I , which implies lr˚

“ mapLRpIq “ mapLR1
pIq “

lr˚1. Since E2 occurs in both executions of C, we know SVfppk, lr˚, pR˚, z˚qq “ true and

SVfppk, lr˚, pR˚1, z˚1
qq “ true are valid. Therefore, Fpz˚q “ R˚ ` Fpa0cq, R˚ “

ř

iPlr˚.SSpRi `

diSiq, gz
˚1

“ R˚1
` Fpa0c

1q, R˚1
“

ř

iPlr˚.SSpRi ` d1
iSiq, where pRi, Siq “ lr .PPpiq, c “

H2ppk,M
˚, R˚q, c1 “ H1

2ppk,M
˚, R˚1

q, and di “ H1ppk, lr
˚, iq, d1

i “ H1
1ppk, lr

˚, iq. Since for

each i ‰ i˚ we have di “ hnpk˚´1q`i “ d1
i, we have

Fpz˚
´ z˚1

q “ R˚
´R˚1

` Fpa0pc´ c1
qq “ pdi˚ ´ d1

i˚qSi˚ ` Fpa0pc´ c1
qq .

Therefore, C can compute vj˚ “
z˚´z˚1

´a0pc´c1q

di˚ ´d1
i˚

. If J “ K, B computes uj˚ by querying PIpUj˚q

directly. In this case, B queries PI only once to compute uj˚ and vj˚ . If J ‰ K, let pk, d, zq Ð

dtpj˚q “ and pk1, d1, z1q Ð dtpj˚q. Then, B computes uj˚ “ z ´ d ¨ vj˚ . Since i˚ R S2plr
˚
q,

we know k ‰ I .(Otherwise, suppose k “ I . Since I “ npk˚ ´ 1q ` i˚ and mapLRpk˚q “ lr˚,

we know a PSIGNOpi˚, lr˚
q is made and does not return K during the simulation, which implies

i˚ P S2plr
˚
q.) Thus, we have k1 “ J “ k ‰ I and d “ hJ “ d1, which means B only needs to query

PI once to simulate the PI queries associated with dtpj˚q and dt1
pj˚q. Therefore, the total number

of PI queries made by B is equal to 2qs ´ 1, which implies B wins the game AOMDLLHF.
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Part III

LATTICE-BASED THRESHOLD SIGNATURES
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Chapter 11

THE ALGEBRAIC ONE-MORE MISIS PROBLEM AND
LATTICE-BASED THRESHOLD SIGNATURES: INTRODUCTION

One-more assumptions enable proofs of security for several interactive protocols, most notably

identification schemes, threshold signatures, multi-signatures, and blind signatures. The perhaps

most prominent example is the one-more discrete logarithm assumption (OMDL) [16], which re-

quires the hardness of computing Q discrete logarithm instances given access to an oracle that

allows the adversary to compute Q´1 discrete logarithms of arbitrary group elements. It has been

used throughout several security proofs (e.g., cf. [16, 65, 105, 14]), where the oracle allows the

reduction to simulate secret-key dependent behavior of honest parties without knowing the secret

key. This notwithstanding, the main point of controversy is that an assumption such as OMDL is

very strong–for instance, Koblitz and Menezes [89] point out that in certain groups, it is easier to

break OMDL than to solve the standard discrete logarithm problem. The only available route jus-

tifying its plausible hardness on standard elliptic curves is a proof [12] in the generic-group model

(GGM) [118, 101].

PROVABLY-HARD ONE-MORE PROBLEMS. A few recent works [122, 9] follow a different path:

While they still leverage the power of one-more problems as an intermediate interface to design

modular security proofs, they also instantiate the underlying mathematical structure to support a

proof that the one-more problem is indeed hard based on more standard assumptions, such as the

hardness of (standard) discrete log/RSA (in [122]) or of DDH (in [9]).

This is the angle pursued by this paper—we seek one-more problems which are sufficiently

expressive to enable useful security proofs, while also enjoying provable hardness from standard

assumptions. This paper deals specifically with lattice-based cryptography. Espitau, Katsumata,

and Takemure (EKT) [60] recently introduced a one-more problem they refer to as algebraic one-

more MLWE (AOM-MLWE) and show that its hardness yields the security of a two-round threshold

signature. They also establish the selective hardness of AOM-MLWE from the standard MLWE

and MSIS assumptions, which is however unfortunately not sufficient to support their application

to threshold signatures. Another example—less relevant for this work, however—is the one-more
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ISIS problem [7], used in the construction of lattice-based blind signatures, which has also only

been validated via cryptanalysis.

OUR CONTRIBUTIONS, IN A NUTSHELL. We introduce a new variant of AOM-MLWE which we

refer to as Algebraic One-More MISIS (AOM-MISIS, for short),1 and for which we show two

different types of results:

- Provability. We show that the hardness of AOM-MISIS follows from the hardness of MSIS

and MLWE, with suitable parameters. In fact, the hardness of AOM-MISIS implies the

hardness of AOM-MLWE, and thus our result carries over to AOM-MLWE, providing the

first reduction of AOM-MLWE to standard assumptions, which was left as a main open

question in [60].

- Expressivity. We show the security of the EKT threshold signature scheme from [60], as well

as of the recent scheme by Chairattana-Apirom, Tessaro, and Zhu [41], assuming the hard-

ness of AOM-MISIS. In turn, this establishes the security of these schemes from MSIS and

MLWE. We obtain either better concrete security bounds compared to [41], or proofs under

weaker assumptions compared to [60] for slightly larger concrete parameter sets. We also

give a proof that the EKT scheme satisfies the strongest notion of security in the hierarchy

of Bellare et al. [14].

ALGEBRAIC ONE-MORE MISIS. The definition of AOM-MISIS relies on the cyclotomic ring

R “ ZrXs{pXN ` 1q, where N is a power of two, as well as the associated ring Rq “ R{qR –

ZqrXs{pX
N ` 1q for an odd prime q. The problem is defined via the following game:

- Input. The adversary is initially given a matrix A “ rA|Iks P Rkˆm
q , where AÐ$ R

kˆpm´kq
q ,

as well as Q instances ti Ð Asi, for i P rQs, where siÐ$ Dm
σi

is “small”, and sampled

from an m-dimensional discrete Gaussian with parameter σi. The instance number Q is a

parameter of the game.

- Oracle access. The adversary can also (adaptively) query an oracle PI which takes as input

a Q-dimensional vector b P RQ, and returns
ř

iPrQs
bisi.

1Our naming is due to the fact that we prefer to think of our problem as a one-more version of Inhomogenous SIS
(SIS), rather than of LWE.
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To win, the adversary needs to output both b̂ “ pb̂1, . . . , b̂Qq P RQ and a “short” solution ŝ P Rm

such that
ÿ

iPrQs

b̂iti “ Aŝ .

To exclude trivial winning strategies, b̂ must however not be in the span of the vectors b1, b2, . . .

queried to PI. We in fact require something stronger, namely that in order to win, the adversary

also needs to additionally output u P RQ, along with b̂ and ŝ, and the following two properties

need to be satisfied:

- The vector u is orthogonal to all vectors b1, b2, . . . queried to PI, but not to b̂, i.e., bJ
i u “ 0,

but b̂
J
u ‰ 0. Here, orthogonality is defined with respect to the ring R.

- Both vectors pb̂1 ¨ σ1, . . . , b̂Q ¨ σQq and pu1{σ1, . . . , uQ{σQq are appropriately small, when

interpreted as real vectors. Both conditions are necessary, as otherwise a simple attack exists.

Our main result is a concrete reduction showing that the AOM-MISIS problem is indeed hard if the

Module LWE (MLWE) and Module SIS (MSIS) assumptions also hold with suitable parameters,

related to the parameters of the above game. Our proof relies on a novel generalization of the

technique by Tessaro and Zhu [122], which was originally used to obtain hard one-more problems

based on linear hash functions. The origin of this technique goes back to the analysis of Okamoto

signatures [107], and was used also in [80]. Some prior works [122, 81] can be interpreted as

attempts to adapt this approach to the lattice setting in limited ways, but in our context, they would

lead to worse parameters and restrictions on the generality of our game. We discuss further details

in Section 11.1 below.

We note that the hardness of AOM-MISIS implies the hardness of AOM-MLWE, and thus we

resolve the main open problem from [60], which only provided an analysis for selective adver-

saries issuing their oracle queries beforehand. In fact, the main difference between AOM-MISIS

and AOM-MLWE is the winning condition. We require outputting a single short solution for a suit-

able non-trivial linear combination of the challenges, whereas AOM-MLWE requires outputting Q

short solutions for all challenges, given Q ´ 1 access to a similar oracle, although with different

conditions on the queries. These changes are what in part enables simpler reductions for threshold

signatures. A more detailed discussion is provided in Section 12.2.
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APPLICATIONS TO THRESHOLD SIGNATURES. We first recall that in a t-out-of-n threshold sig-

nature scheme [58, 59], n potential signers each hold a secret share of a secret signing key, with

an associated public verification key. Any subset of (at least) t of these signers is able to jointly

produce a signature, via interaction, whereas an adversary that controls fewer than t signers should

not be able, on its own, to come up with a valid signature.

We leverage AOM-MISIS to obtain tighter analyses for state-of-the-art two-round lattice-based

threshold signatures, based on the MSIS/MLWE assumptions, and without assuming the hardness

of any ad-hoc one-more problem. We focus on two threshold signatures, which we refer to as

CATZ [41] and EKT [60]. There are several small differences between the two constructions, de-

spite the fact that they instantiate similar ideas. Both can be seen as a natural threshold version of

the Fiat-Shamir-with-abort paradigm [97] that also underlies DILITHIUM [100], albeit dispens-

ing with the actual abort, and using a sufficiently large modulus instead. In particular, EKT is a

threshold version of Raccoon [55], submitted to the additional NIST call for post-quantum signa-

tures [103]. They are natural lattice analogues of FROST [91, 14, 49], a very lightweight threshold

Schnorr signature.

Taking some liberty from their formal description, in both schemes, as a result of the second

round, the i-th signer produces an affine signature share

zi “ ri ` c ¨ λissi ,

in a suitable algebraic structure, where ssi is the i-th signer’s key share, c is a hash value asso-

ciated with the signature, and λi is a linear reconstruction coefficient associated with the secret

sharing scheme. With S being the set of signers, the final signature has format pR, zq, where

R “ A
ř

iPS ri, (A is a public matrix) and z “
ř

iPS zi. However, the two schemes differ in the

following aspects:

- In CATZ, to avoid leakage of the secret shares, λissi needs to remain sufficiently small and

thus a secret sharing scheme with small reconstruction coefficients is needed. This incurs a

significant cost due to the larger share size when compared to Shamir secret sharing. The

security proof in [41] is fairly involved, and gives a direct reduction to MSIS.

- To enable the use of Shamir secret sharing, EKT changes the initial setup to ensure that any

pair of signers shares a secret key, and these keys are used, in each execution of the signing

protocol, to generates (pseudo)random masks pmskiqiPS such that
ř

iPS mski “ 0. The i-th
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signer then sends zi `mski in the second round instead of zi, and this ensures that only the

sum of the zi’s is leaked. The security proof in [60] relies on the direct use of the AOM-

MLWE assumption, and since the constructed adversary is inherently not selective, they need

to rely on a conjecture about the hardness of AOM-MLWE.

In Sections 13.1 and 13.2, we give new security analyses for both schemes based on direct re-

ductions from AOM-MISIS, which in turn yield concrete security proofs from MLWE and MSIS.

Our result for CATZ yields better parameters than the analysis of [41]. The result about EKT,

in addition to now basing security on MLWE/MSIS alone, also shows a strong security property

for this scheme, namely TS-UF-4 in the hierarchy of Bellare et al. [14]. The concrete efficiency

numbers derived from our bounds are somewhat worse than those from EKT, but their concrete

analysis relies on their own cryptanalysis of AOM-MLWE, whereas we use standard parameters

for MLWE and MSIS. Closing the gap between the cryptoanalysis-driven parameter choices and

those derived from our security reduction remains an interesting open problem.

The recent work on Ringtail [33] also proposes a threshold signature scheme similar in spirit

to EKT and with a proof of security under MLWE. In Ringtail, unlike EKT, signers need to know

already in the first round the set of involved signers S, and thus, unlike EKT and CATZ, Ringtail

is not partially non-interactive in the sense of Bellare et al. [14]. Ringtail also needs to authen-

ticate first-round messages. The authors of Ringtail mention removing these restrictions, while

preserving comparable efficiency and provability from MLWE/MSIS, is an open problem, which

we resolve here based on the EKT scheme.

Ringtail’s security bound degrades with the number of random oracle queries, whereas ours

degrades with the number of signing sessions. We note that the latter is a system parameter that

can be enforced, whereas the former scales with the running time of the adversary.

REMARKS ON CATZ. While the concrete efficiency of CATZ is significantly worse than that of

EKT, we see value in the CATZ construction because it does not rely on pairwise masks. CATZ

closely resembles the structure of the original FROST protocol, making it a promising starting

point for achieving identifiable aborts (constructing efficient partially non-interactive lattice-based

threshold signatures with identifiable aborts is a big open problem in the field). In contrast, achiev-

ing identifiable aborts in EKT seems less likely without relying on heavyweight NIZK proofs, due

to its reliance on pairwise masks.

Also, the security argument of CATZ works for a class of linear secret sharing schemes rather
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than a specific scheme. Its main source of inefficiency stems from the underlying secret sharing

scheme, and its efficiency could be significantly improved if better instantiations of the underlying

secret sharing scheme are proposed.

OTHER RELATED WORK. We note here that there are other approaches to threshold signatures.

First off, Fully-Homomorphic Encryption (FHE) generically yields round-optimal threshold sig-

natures [30, 29, 8]. These require however the homomorphic evaluation of the signing algorithm,

and thus come with a substantial computational overhead. Earlier works [51, 48] proposed two-

round n-out-of-n threshold signatures derived from constructions for the related notion of multi-

signatures. Gur et al. [79] proposed two-round construction based on linearly homomorphic en-

cryption (LHE) which supports arbitrary thresholds. Both rounds are message-dependent. More

recently, Pino et al. [54] propose a more efficient lattice-based threshold signature scheme that

does not rely on FHE or the aforementioned heavy primitives, but the drawback is that the protocol

has three message-dependent rounds. Recent work [87] also gives a five-round threshold signa-

ture with adaptive security based on MLWE/MSIS, whereas a threshold version of Falcon [112]

was presented in [61]. The latter scheme is designed for robustness but requires four message-

dependent rounds and incurs quadratic communication complexity in the threshold.

11.1 Technical Overview

The main goal of this section is to provide a detailed overview of our main result establishing the

hardness of AOM-MISIS based on MSIS and MLWE. We stress that our reduction will involve

concrete parameters, but we keep the discussion in this section somewhat qualitative on this front.

At a technical level, it helps to see AOM-MISIS as a lattice-based analogue of the AOMPR

framework proposed by Tessaro and Zhu (TZ) [122] to define one-more problems for linear hash

functions. Their framework does not cover lattice problems, however—we aim to adapt it to lat-

tices, and this presents a number of challenges, which we explain in this section. We will also

discuss how prior works have already tried to overcome such challenges, how those approaches

are not sufficient for our purposes, and what we do instead.

We focus first on a variant of AOM-MISIS we denote as wAOM-MISIS, where the adversary

does not output the relaxation vector b̂ and is instead asked to output Q solutions ŝ1, . . . , ŝQ with

small norm (instead of a single solution) such that ti “ Aŝi for all i P rQs. Also, the constraint

b̂
T
u ‰ 0 is now changed to u ‰ 0 instead, while bTi u “ 0 still must hold for the queries to PI.
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This problem is not easier than AOM-MISIS: If the adversary wins the wAOM-MISIS game,

there exists an index i P rQs such that ui ‰ 0, and thus the adversary can win the original game

by outputting pŝi, ei,uq, where ei is the i-th unit vector. This is also the idea underlying the proof

that AOM-MISIS hardness implies the hardness of AOM-MLWE in Section 12.2.

Reduction ideas from [122].

We now provide a self-contained review of TZ’s proof framework in the context of wAOM-MISIS,

and explain where it fails. In particular, given an adversary A for the wAOM-MISIS game, we

build a simple MSIS adversary B that takes a random matrix A P Rkˆm
q as input and outputs a vec-

tor z with small norm such that Az “ 0. To start with, B runs A by simulating the wAOM-MISIS

game faithfully using the matrix A and sampling si by itself. After receiving pŝ1, . . . , ŝQ,uq, if A
wins, B finds an index i P rQs such that ŝi ‰ si and outputs z Ð ŝi ´ si. Otherwise, B aborts.

ANALYSIS OF B. It is not hard to see that B wins the MSIS game if such an index i indeed exists,

since Az “ Aŝi ´ Asi “ 0 and }z} ď }si} ` }ŝi} is bounded given both }si} and }ŝi} are

bounded. Here }¨} denotes the ℓ2-norm. The hard part is to show that such i exists w.h.p. under the

assumption that A wins w.h.p., and this is what we discuss next.

Following the same lines as TZ, we can assume w.l.o.g. that A is deterministic, and thus the

view ViewAps1, . . . , sQq of A (assuming the matrix A is fixed) is completely determined by the

challenge secrets ps1, . . . , sQq. Also, we denote by D the set of secrets ps1, . . . , sQq such that A
wins the wAOM-MISIS game.

While this is not the case for us, suppose for now that D is finite and each ps1, . . . , sQq

is sampled uniformly from D. The first step is to find a derangement Φ of D, i.e., a permu-

tation of D without fixed points, such that for any ps1, . . . , sQq P D, ViewAps1, . . . , sQq “

ViewAps
1
1, . . . , s

1
Qq with ps1

1, . . . , s
1
Qq “ Φps1, . . . , sQq. Therefore, A also produces the same

output pŝ1, . . . , ŝn,uq in both cases. Since ps1, . . . , sQq ‰ ps1
1, . . . , sQq, there exists an index

i P rQs such that si ‰ s1
i and thus either si ‰ ŝi or s1

i ‰ ŝi, which means B wins the MSIS game

in at least one of the cases. Since Φ is a permutation of D, for at least half of elements in D lead to

B winning. Therefore, B wins with at least half of the probability that A wins. Crucially, note that

Φ does not need to be efficient for this argument to succeed, as the algorithm B described above is

the actual reduction.
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CONSTRUCTING Φ. The first idea is to define Φ such that

Φps1, . . . , sQq :“ ps1 ` u1 ¨∆, . . . , sQ ` uQ ¨∆q , (11.1)

where ∆ P Rm is a non-zero vector such that A∆ “ 0 (we will discuss below how to ensure such

∆ exists), and u is the vector output by A in an execution with the secret value ps1, . . . , sQq. It

is not hard to check that ps1, . . . , sQq and Φps1, . . . , sQq produce the same view. First off, since

Apsi ` ui ¨ ∆q “ Asi ` ui ¨ pA∆q “ Asi, the input of A is identical in both cases. Further,

for each PI query b made by A, since u is a non-zero vector satisfying
ř

iPrQs
uibi “ 0, we have

ř

iPrQs
bipsi ` ui ¨ ∆q “

ř

iPrQs
bisi ` p

ř

iPrQs
biuiq ¨ ∆ “

ř

iPrQs
bisi, which means the response

received by A is identical in both cases.

ISSUES AND PRIOR APPROACHES. The issue with the above approach is that in our setting the

secrets are not sampled uniformly from a set. Two prior works [122, 81] have overcome this issue

by sampling si uniformly from a bounded box Bm
βi

:“ tx P Rm| }x} ď βiu. Still, the challenge

now is that Φ is no longer a permutation over a subset of Bm
β1
ˆ ¨ ¨ ¨ ˆBm

βQ
, since }si ` ui ¨∆} can

be larger than βi even though }si} ď βi.

To overcome this issue, Hauck et al. [81]2 proposed to set βi to be very large such that the total

faction of si P Bm
σi

such that si ` ui ¨∆ falls outside Bm
σi

is negligible in the security parameter κ.

Then, one can still show B wins with nearly at least half of the winning probability of A. However,

this requires σi “ Ωp2κ }ui∆}q, which results in very inefficient constructions using this approach.

Chairattana-Apirom et al. [41] overcame the 2κ barrier with a different approach. They let s1
be sampled from Bm

β1
, whereas si is sampled from Dm

σi
. They use this in the security proof of their

threshold signature scheme based on the MSIS assumption, but their technique can be massaged

into a reduction from MSIS to a restricted version of the wAOM-MISIS game, where the PI queries

are restricted, but still sufficient for their application.

Their proof is in some sense a probabilistic relaxation of TZ’s, in that for any s1 P Rm, they

consider a random variable ViewAps1q which represents the view of A given the first secret is s1,

whereas the remaining secrets are sampled afresh from discrete Gaussian distributions. If for any

s1 ‰ s1
1 P R

m, such that As1 “ As1
1, we can show that ViewAps1q and ViewAps

1
1q are identically

distributed, then we can once again carry out the same argument as above. They in fact generalize

this argument by showing that if the Rényi divergence of ViewAps1q from ViewAps
1
1q is small, one

2We note that [81] precedes [122], but deals with a lattice-analogue of a linear-hash function based framework
introduced by [80] similar in spirit to that of [122].
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can still show that the winning probabilities of B and A are sufficiently related. Finally, they show

the Rényi divergence is indeed bounded for the special types of queries they consider. Doing so,

they ensure that σi depends linearly on
?
Q instead of 2κ.

Still, their reduction fails if A issues general PI queries, and this is because the Rényi diver-

gence of ViewAps1q from ViewAps
1
1q is no longer bounded. For example, the first secret (either

s1 or s1
1) can be recovered from an PI query with input p1, 0, . . . , 0q. Moreover, they need to en-

sure that almost all s1’s have one partner s1
i ‰ si P Bm

β1
such that As1 “ As1

1, and this requires

β1 ě 2κ{Nqk{m,3 which leads to inefficient parameters in their threshold signature.

11.1.1 Step 1: Generalizing TZ’s argument

Our goal is to provide a reduction that supports an adversary A without any extra restrictions on its

queries to PI, and furthermore that ensures hardness even for sufficiently small parameter choices

in wAOM-MISIS. For this reason, we take a different route and generalize TZ’s argument to a

setting where each si is sampled (independently) from an arbitrary distribution Pi, rather than

uniformly from a finite set.

Let P “ P1 ˆ ¨ ¨ ¨ ˆ PQ be the joint distribution of ps1, . . . , sQq. Then, instead of requir-

ing Φ to be a permutation of D (recalling that D is the set of secrets ps1, . . . , sQq that make

A win the wAOM-MISIS game), we require that the distribution of ps1, . . . , sQq conditioned on

ps1, . . . , sQq P D (denoted as P|D) is identical to that of Φps1, . . . , sQq conditioned on ps1, . . . , sQq P

D (denoted as ΦpP|Dq). The original TZ approach corresponds to the case when P is a uniform

distribution over D. Here, since arbitrary distributions over D are allowed, we no longer require

D to be a finite set. The two other requirements for Φ remain the same, i.e., Φ has no fixed point

over D and ViewAps1, . . . , sQq “ ViewApΦps1, . . . , sQqq.

Our key observation here is that the previous argument to lower bound the success probability

of B still applies. To see this, it helps us to extend Φ to the space of all potential secrets (not

only those in D) by defining Φps1, . . . , sQq :“ ps1, . . . , sQq for all ps1, . . . , sQq P RmzD. Then,

consider the following two adversaries B1 and B2.

- B1 is the same as B except that B1 samples ps1, . . . , sQq from ΦpPq.

- B2 is the same as B except that 1. B2 samples pr1, . . . , rQq Ð$ P and computes secrets as

3Since N is usually set to 512 or 1024, the leading term here is qk{m.



166

ps1, . . . , sQq Ð Φpr1, . . . , rQq; 2. after A returns, B2 outputs ŝi ´ ri if there exists ri ‰ ŝi.

We note that B1 and B2 do not need to be efficient. They are only used to compute the winning

probability of the (efficient) adversary B.

Denote now by PWinX the winning probability of X P tA,B,B1,B2u. Then, the conclusion

that PWinB ě 1{2PWinA is a straightforward corollary of the following three facts.

Fact 1. PWinB “ PWinB1;

Fact 2. PWinB “ PWinB2;

Fact 3. PWinB1 ` PWinB2 ě PWinA.

Fact 1 is straightforward since P is identical to ΦpPq, which means B and B1 behave the same. Fact

2 is also not hard to see. Since ViewApr1, . . . , rQq “ ViewApΦpr1, . . . , rQqq “ ViewAps1, . . . , sQq,

even if B2 sets the secrets to pr1, . . . , rQq instead of s1, . . . , sQ, the output of B2 remain the same.

However, then, B2 is identical to B, which implies the second fact.

Finally, to prove the third fact, we can interpret the sampling process of B1 as first sampling

pr1, . . . , rQq from P and then set ps1, . . . , sQq Ð Φpr1, . . . , rQq. Then, the only difference be-

tween B1 and B2 is that B1 check whether there exists si ‰ ŝi, while B2 check whether there

exists ri ‰ ŝi. Since Φ has no fixed point over D, we know pr1, . . . , rQq ‰ ps1, . . . , sQq if

pr1, . . . , rQq P D. Therefore, for each pr1, . . . , rQq P D, at least one of B1 and B2 wins, which

implies Fact 3.

However, if we use Φ from Equation 11.1, this extended argument does not give us any benefit.

Indeed, Φ as define is a bijection over D, and therefore, the relaxed condition P|D “ ΦpP|Dq still

requires P to be a uniform distribution over D. Also, it is unclear whether there are other ways to

construct such Φ.

FURTHER RELAXATION ON THE REQUIREMENTS OF Φ. The way out from the above situation is

that that the two distributions do not need to be exactly identical. In fact, this condition is only

needed by Fact 1. Concretely, we relax the condition that P|D “ ΦpP|Dq to requiring that the Rényi

divergence of P|D from ΦpP|Dq is small, denoted as Rα

`

ΦpP|Dq}P|D

˘

, where α ą 1 is a parameter

we can choose. Then, due to the property of Rényi divergence (formally see Lemma 11.2.5),

PWinB1 ď
`

Rα

`

ΦpP|Dq}P|D

˘

¨ PWinB
˘pα´1q{α

.
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Combining with Fact 2 and 3, it gives

PWinA ď PWinB `
`

Rα

`

ΦpP|Dq}P|D

˘

¨ PWinB
˘pα´1q{α

,

which upper bounds the winning probability of A by the advantage of solving the MSIS problem.

We note that it is possible to get analogous statements using other distance measures, but they fail

to give equally good parameters in our application scenarios.

Also, we emphasize that although both our work and [41] use Rényi divergence, the latter

work bounds Rényi divergence between the views of A, when run with different secrets, whereas

we bound the Rényi divergence between distributions of secrets before and after applying the Φ

map. The context where we use Rényi divergence is also very different from that of other works in

lattice-based cryptography.

11.1.2 Step 2: Upper bounding Rα

`

ΦpP|Dq}P|D

˘

It is left to show that Rα

`

ΦpP|Dq}P|D

˘

is bounded, for the specific construction of Φ given in

Equation 11.1, and again assuming a suitable ∆ exists. The intuition that the two distributions

should be close is that Φ is local in the sense that it maps each element to a nearby one given

}pu1∆, . . . , uQ∆q} is small. Since each secret is sampled from a discrete Gaussian distribution,

elements that are close in distance have similar probabilities of being sampled. However, turn-

ing this idea into a proof is still challenging, as both P|D and ΦpP|Dq are not “well-structured”

distributions, since both the set D and u can be arbitrarily determined by A.

Our key insight here is that D can be decomposed into several disjoint sets such that the distri-

butions conditioned on each set is a one-dimensional discrete Gaussian. Then, we can upper bound

the Rényi divergence of the distributions conditioned on each set, which implies an upper bound

on Rα

`

ΦpP|Dq}P|D

˘

.

More precisely, for each ps1, . . . , sQq P D, our definition of Φ in Equation 11.1 also ensures

that ViewAps1, . . . , sQq is identical to ViewAps1 ` ku1 ¨ ∆, . . . , sQ ` kuQ ¨ ∆q for any k P Z,

where u is the vector output by A given secrets being ps1, . . . , sQq. Denote SWrs1, . . . , sQs :“

tps1` ku1 ¨∆, . . . , sQ` kuQ ¨∆q|k P Zu. We can show that Φ is a bijection over SWrs1, . . . , sQs,

and all the SWrs1, . . . , sQs sets are either the same or disjoint with each other. Therefore, we just

need to bound

Rα

`

ΦpP|SWrs1,...,sQsq}P|SWrs1,...,sQs

˘

for each ps1, . . . , sQq P D.
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Now the problem is much easier since P|SWrs1,...,sQs is well structured: each P is a discrete

Gaussian distribution over RQm, and SWrs1, . . . , sQs is a one-dimensional lattice over RQm. In

fact, we can transform P|SWrs1,...,sQs into a discrete Gaussian over Z with standard deviation

}pu1{σ1 ¨∆, . . . , uQ{σQ ¨∆qq}
´1 , 4

while ΦpP|SWrs1,...,sQsq is exactly the same distribution shifted by 1. Therefore, we can use the

upper bound from [121] (see also Lemma 11.2.7) of the Rényi divergence.

We refer to Section 12.3 for the proof details.

Further optimizations. We explain in this subsection two further optimizations we do to the

reduction, which give us better parameters.

OUTPUTTING ONLY ONE SOLUTION. We observe that the reduction B uses only one of the solu-

tions output by A, which means most of the solutions are actually redundant. In fact, the reduction

still works if A outputs a single solution pi, ŝq for the i-th challenge satisfying ui ‰ 0 and B
just outputs ŝ ´ si if ŝ ‰ si. This is because for each ps1, . . . , sQq P D and ps1

1, . . . , s
1
Qq “

Φps1, . . . , sQq, we have si ‰ si`ui ¨∆ “ s1
i if ui ‰ 0, and thus B wins in at least one of the cases

if A outputs a solution for the i-th challenge. This leads us to define our AOM-MISIS problem,

where A is only required to output a single solution ŝ together with a relaxation vector b̂ such that
ř

iPrQs
b̂iti “ Aŝ. Similarly, the requirement on the special solution becomes

ř

iPrQs
uib̂i ‰ 0. The

relaxation vector b̂ is needed when reducing the security of the threshold signatures to the hardness

of AOM-MISIS.

REDUCING THE NORM OF ∆. One question we do not answer in the above discussion is how to

guarantee the existence of a small non-zero vector ∆ P Rm such that A∆ “ 0. Such ∆ must

exist in Bm
β if |Bm

β{2| ą qkN , which implies β “ Ωpqk{mq. However, this results in a large }∆}

negatively impacting both the Rényi divergence bound and σi, which depends linearly on }∆}.

We can get a smaller }∆} by relying on the MLWE assumption to embed a small ∆ into A as

a (very minimal) trapdoor. We sample A as rd|D|Iks, where DÐ$ R
pm´k´1qˆk
q and d “ Da ` e

with aÐ$ Bm´k´1
βlwe

and eÐ$ Bk
βlwe

. Then, we can let ∆ “ p1,´a,´eq, which satisfies A∆ “ 0,

and }∆} ď
?
mβlwe, which is much smaller than qk{m. By the MLWE assumption, rd|Ds is

computationally indistinguishable from a matrix uniformly sampled from R
pm´kqˆk
q .

4This is the reason why we bound }u1{σ1, . . . , uQ{σQ} in the winning condition.
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Two remarks are in order. The first is that this trick would not have worked to improve the

parameters of [41] directly, as they need something stronger than the existence of a small ∆.

Second, the way we use MLWE here is different than its use to improve parameters in prior works

on lattice-based signatures and threshold signatures (e.g. [98, 34, 54]). It is really tailored at

supporting our tighter analysis of the reduction via the embedding of a small enough ∆.

11.2 Preliminaries

11.2.1 Polynomial Rings

Let q be an odd prime and N be a power of 2. We denote the ring R :“ ZrXs{pXN `1q, contained

in the cyclotomic field K :“ QrXs{pXN ` 1q, and let Rq :“ R{qR – ZqrXs{pX
N ` 1q. Denote

KR :“ R b K – RrXs{pXN ` 1q. For an element v P KR, where v “
řN´1

i“0 viX
i, we denote

its conjugate as v˚ “
řN´1

i“0 ´viX
N´i. We use ϕ to denote the coefficient embedding that embeds

KR in RN , and ϕ maps v to vector pv0, . . . , vN´1q P RN . When applying ϕ to a vector v P Km
R ,

ϕ maps v to a vector in RmN by applying ϕ to each entry of v. The map ϕ is a bijection, and we

denote its inverse by ϕ´1. An ℓp-norm of v P Km
R is given by

}v}p :“ }ϕpvq}p “

˜

m
ÿ

i“1

N´1
ÿ

j“0

|vi,j|
p

¸
1
p

,

where vi,j denotes the coefficient of Xj of the i-th entry of v. Additionally, the ℓ8-norm of v is

defined as }v}
8

:“ maxiPrms,jPr0..N´1s |vi,j|. For the ℓ2-norm, we omit the subscript and denote

}v} as the ℓ2-norm of v. Denote the conjugate transpose of v P Km
R as v: :“ pv˚qT . We define

the inner product of two vectors v,v1 P Km
R as xv,v1y :“ ϕpvqTϕpv1q “ xϕpvq, ϕpv1qy. We have

}v} “ xv,vy. We say v is a unit vector if }v} “ 1.

For any integer p ą 0 and any x P Zp, denote x̄ P Z to be the lift of x such that x̄ P r0..p ´ 1s

and x̄ “ x mod p. We use t¨s : R Ñ Z to denote the rounding operator that maps any x P R to

tx` 1{2u. For any integers v ą 0 and q ą 2v, denote qv “ tq{2vu and denote t¨sv : Zq Ñ Zqv a

function that maps x P Zq to tx̄{2vs P Zqv . These operations can be extended an element x in R or

Rq by applying them to each coefficient of x.

Also, we define a map ϕM that maps each element in KR to a matrix in RNˆN as follows.

Let MX :“

˜

0 ´1

IN´1 0

¸

P RN , where IN´1 is the identity matrix in RN´1. For each v P KR,
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ϕMpvq :“
řN´1

i“0 viM
i
X , which can be viewed as the matrix representation of v. In particular, for

ϕ and ϕM, the following properties hold: for any v, v1 P KR, ϕMpv
˚q “ ϕMpvq

T , ϕMpvv
1q “

ϕMpvqϕMpv
1q and ϕMpvqϕpv

1q “ ϕpvv1q. We extend the above definitions to Rq by representing

each v P Rq as v “
řN´1

i“0 viX
i, where vi P t´pq ´ 1q{2, . . . , pq ´ 1q{2u.

For a matrix M P Kmˆm
R , we denote its conjugate transpose as M : “ pM˚qT , and we say

M is hermitian if M “ M :. We say M is positive definite if and only if M is hermitian and

for all x P Km
R zt0u, xx,Mxy ą 0, or equivalently, ϕMpMq is positive definite. Also, de-

note σminpMq :“ infxPKm
R ,}x}“1 xx,Mxy as the smallest singular value of M and σmaxpMq :“

supxPKm
R ,}x}“1 xx,Mxy as the largest singular value of M .

We borrow the following lemma from [22], which establishes the property of the set of signed

monomials Sb :“ t˘1, . . . ,˘X
N´1u Ď Rq.

Lemma 11.2.1 (Lemma 3.1 of [22]). Let Sb :“ t˘1, . . . ,˘XN´1u Ď Rq. For any b, b̄ P Sb such

that b ‰ b̄, there exists γ P R such that pb´ b̄qγ “ 2 mod q and γ is a polynomial with coefficients

only in t´1, 0, 1u.

11.2.2 Lattices and Discrete Gaussian Distributions

In this subsection, we give definitions for lattices and discrete Gaussian distributions over R and

KR. An m-dimensional lattice Λ over Z (resp. R) is a discrete additive subgroup of Z (resp. R).

Equivalently, Λ “ Lptb1, . . . , bkuq :“ t
ř

iPrks
xibi : xi P Zu for a set of linearly independent

vectors b1, . . . , bk P Zm (resp. Rm), which is referred to as a basis of Λ. The size k is the

rank of the lattice Λ. We say Λ is a full rank lattice if k “ m (resp. k “ mN for Λ over

R). For any a P Zm (resp. Rm), Λ ` a is a coset of Λ. The dual lattice of Λ is denoted as

Λ˚ “ tx P SpanpΛq : @ y P Λ, xx,yy P Zu. A Λ-subspace is the linear span of some subset of Λ,

i.e., a subspace S such that S “ SpanpS X Λq.

For a matrix A P Rkˆm
q , we define the R-lattice ΛK

q pAq Ď Rm as

ΛK
q pAq :“ tx P R

m : Ax “ 0 mod qu .

We know ΛK
q pAq has full-rank since qRm Ď ΛK

q pAq.

For a positive definite matrix Σ P Rmˆm (resp. an invertible positive definite matrix Σ P

Kmˆm
R ) and a vector c P Rn (resp. Km

R ), we define the function ρΣ,c over Rm (resp. Km
R ) as

ρΣ,cpxq :“ exp
`

´π
@

x´ c,Σ´1
px´ cq

D˘

.
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Then, we denote Dm
Λ`a,Σ,c as the discrete Gaussian distribution over a lattice coset Λ ` a Ď Zm

(resp. Rm) with covariance matrix Σ, centered at c P Rm, where for x P Λ` a, we define

Dm
Λ`a,Σ,cpxq :“ PrrxÐ$ Dm

Λ`a,Σ,cs “
ρΣ,cpxq

ρΣ,cpΛ` aq

where ρΣ,cpΛ`aq “
ř

xPΛ`a ρΣ,cpxq. For Λ`a Ď Rm, we denote Dm,mod q
Λ`a,Σ,cpxq as the distribution

of px mod qq P Rm
q for x sampled from Dm

Λ`a,Σ,c.

Also, we make some remarks about the notations we will use throughout the paper. When

Σ “ σ2Im for σ P R, we will use ρσ,c and Dm
Λ`a,σ,c as ρΣ,c and Dm

Λ`a,Σ,c, respectively. If the center

c “ 0, then we omit the subscript c from ρΣ,c and Dm
Λ`a,Σ,c. Moreover, when Λ ` a “ Zm (resp.

Λ` a “ Rm), we omit Λ` a from the subscript of Dm
Λ`a,Σ,c.

The smoothing parameter of a lattice Λ with respect to ε ą 0, denoted by ηεpΛq, is the smallest

s ą 0 such that ρ1{spΛ
˚zt0uq ď ε. Throughout the paper, we set ε “ 2´2κ.

We borrow the following lemma from [6] that bounds the ℓ2-norm of discrete Gaussian random

variables and adapt it to lattices over KR.

Lemma 11.2.2 (Lemma 3 of [6] adapted to KR). For any ε P p0, 1q, a lattice Λ Ď Rm, c P Km
R ,

and σ ě ηεpΛq, then

Prr}x´ c} ě σ
?
mN : xÐ$ DΛ,σ,cs ď

1` ε

1´ ε
¨ 2´mN .

We also borrow the following lemma from [76] that show upper bounds of smoothing parame-

ters for general lattices.

Lemma 11.2.3 (Lemma 2.6 of [76]). For any full-rank lattice Λ in Rm and ε ą 0, ηεpΛq ď?
logp2mp1`1{εqq{π

λ8
1 pΛ˚q

, where λ8
1 pΛ

˚q denotes the ℓ2 norm of the shortest non-zero vector in the ℓ8

norm in the dual lattice Λ˚.

11.2.3 Assumptions

We recall the module short integer solution (MSIS) problem and the module learning with error

(MLWE) problem (defined in Figure 11.1). The advantage of A for the MSIS problem is defined

as

Advmsis
q,N,k,m,βpAq :“ Pr

“

MSISA
q,N,k,m,β “ 1

‰

.

The advantage of A for the MLWE problem is defined as

Advmlwe
q,N,k,m,βpAq :“ Pr

“

MLWEA
q,N,k,m,β “ 1

‰

.
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Game MSISAq,N,k,m,β :

AÐ$ R
kˆpm´kq
q

AÐ rA|Iks
xÐ ApAq
Return p}x} ď β ^ Ax “ 0q

Game MLWEA
q,N,k,m,β :

AÐ$ R
kˆpm´kq
q ; AÐ rA|Iks

sÐ$ Bm
β ; t0 Ð As ; t1Ð$ Rk

q

bÐ$ t0, 1u

b̂Ð ApA, tbq
Return pb̂ “ bq

Figure 11.1: The module-SIS and module-LWE problems, where R :“ ZrXs{pXN ` 1q, Rq :“

R{qR and Bm
βlwe

:“ tx P Rm| }x}
8
ď βlweu.

11.2.4 Rényi Divergence

We define the notion of Rényi Divergence between two distributions P,Q which we will use in our

analysis of the scheme.

Definition 11.2.4 (Rényi Divergence). Let P,Q be two discrete probability distributions such that

SupppP q Ď SupppQq. We define the Rényi Divergence of order α, for α P p1,8q as Rα pP }Qq :“
´

ř

xPSupppP q

P pxqα

Qpxqα´1

¯
1

α´1
.

The following lemma gives basic properties of the Rényi Divergence.

Lemma 11.2.5 (Lemma 4.1 of [93]). Let α P p1,8q and P , Q be discrete probability distributions

with SupppP q Ď SupppQq. Then, the following properties hold:

- Data Processing Inequality: Rα

`

P f}Qf
˘

ď Rα pP }Qq for any function f , where P f (and

Qf ) denotes the distribution which samples xÐ$ P (xÐ$ Q) and outputs fpxq.

- Probability Preservation: Let E Ď SupppQq be an arbitrary event. Then, for α P p1,8q,

Prx Ð$ P rEs ď pPrx Ð$ QrEsRα pP }Qqq
pα´1q{α .

Also, we show the following property.
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Lemma 11.2.6. Let P and Q denote two distributions over the union of a countable number of

disjoint sets tSiuiPU such that P pSiq “ QpSiq for any i P U . Then, for any α ą 1, if there exists δ

such that Rα

`

P|Si
}Q|Si

˘

ď δ for any i P U , then Rα pP }Qq ď δ.

Proof.

Rα pP }Qq
α´1

“
ÿ

xPSupppP q

P pxqα

Qpxqα´1
“

ÿ

iPU

ÿ

xPSi

P pxqα

Qpxqα´1

“
ÿ

iPU

QpSiq
ÿ

xPSi

pP pxq{P pSiqq
α

pQpxq{QpSiqq
α´1

“
ÿ

iPU

QpSiqRα

`

P|Si
}Q|Si

˘α´1
ď

ÿ

iPU

QpSiqδ
α´1

“ δα´1 ,

which concludes the lemma.

We borrow the following lemma from [121], which upperbounds the Rényi Divergence between

two discrete Gaussian distributions with different centers.

Lemma 11.2.7 (Lemma 5 of [121]). For any m-dimensional lattice Λ Ď Rm, σ ą 0, and two

vectors c, c1 P Rm, let P “ Dm
Λ,σ,c and Q “ Dm

Λ,σ,c1 . If c, c1 P Λ, set ε “ 0. Otherwise, fix ε P p0, 1q

and assume σ ě ηεpΛq. Then,

Rα pP }Qq ď

ˆ

1` ε

1´ ε

˙
α

α´1

exp

˜

απ
}c´ c1}

2

σ2

¸

.
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Chapter 12

THE ALGEBRAIC ONE-MORE MISIS PROBLEM

In this chapter, we first formally define the algebraic one-more MISIS (AOM-MISIS) problem,

then provide a comparison with the AOM-MLWE problem, and finally present a formal reduction

from standard lattice problems to AOM-MISIS.

12.1 Definition of AOM-MISIS

The algebraic one-more MISIS game is defined in Figure 12.1. The game is defined implicitly over

the cyclotomic ring R “ ZrXs{pXN`1q, where N is a power of two, as well as the associated ring

Rq “ R{qR – ZqrXs{pX
N`1q for an odd prime q. The adversary A is given Q MISIS challenges

t1, . . . , tQ and the goal is to output a short solution ŝ for a linear combination of the challenges
ř

iPrQs
b̂iti, where the norm of b̂ is suitably bounded. The adversary can also issue queries to the

oracle PI which reveal linear combinations of the secrets. To win, the adversary also needs to

output an additional vector u which is orthogonal to all queries to PI, but not to the vector b̂. We

can also view the existence of such u as a constraint on the PI queries. We refer the reader to the

introduction for some additional intuition. Here, for par “ pq,N, k,m,Q, pσiqiPrQs, βs, βb, βuq, we

define the advantage of an adversary A as

Advaom-misis
par pA, κq “ Pr

“

AOM-MISISA
parpκq “ 1

‰

. (12.1)

We note that we slightly abuse notation in the asymptotic definition of the game, since it is under-

stood that all parameters grow with κ, including Q, and thus the notation pσiqiPQ is not entirely

well-defined. This will not be an issue in actual use cases, and we dispense with a more rigorous

definition.

Remark 12.1. We note that for each i P rQs, it is equivalent to sample si from Dm,mod q
σi

instead

of Dm
σi

, since the view of A remains unchanged. With this insight, it is natural to allow σi to

be 8, in which case si is sampled uniformly from Rm
q , 1{σi “ 0, and we require b̂i “ 0 in the

winning condition (since, o.w.,
›

›

›
b̂i ¨ σi

›

›

›

1
is8). This extension is used, in particular, in our security
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Game AOM-MISISAq,N,k,m,Q,pσiqiPrQs,βs,βb,βu
pκq :

B ÐH

AÐ$ R
kˆpm´kq
q ; AÐ rA|Iks

For i P rQs,

si Ð Dm
σi

; ti Ð Asi mod q

pŝ, b̂,uq Ð APIpA, ttiuiPrQsq // ŝ P Rm, b̂,u P RQ

Return p@b P B : bTu “ 0 mod qq ^ b̂
T
u ‰ 0

^ }pu1{σ1, . . . , uQ{σQq}2 ď βu

^ }ŝ}2 ď βs ^
›

›

›
pb̂1 ¨ σ1, . . . , b̂Q ¨ σQq

›

›

›

1
ď βb

^
ř

iPrQs b̂iti “ Aŝ mod q

Oracle PIpb P RQq :

B Ð B Y tbu

Return
ř

iPrQs bisi mod q pP Rm
q q

Figure 12.1: The AOM-MISIS game, where R :“ ZrXs{pXN ` 1q and Rq :“ R{qR.

reduction of the CATZ construction (see Section 13.1.1), where the random values for generating

the key shares are sampled uniformly from Rm
q .

12.2 Comparison with prior work

We present in Figure 12.2 the AOM-MLWE problem proposed by Espitau et al. [60]. In our

formulation, the PI oracle corresponds to the Osolve oracle in their notation, and the constraints on

PI queries are explicitly stated within the game. More precisely, the constraints are:

- The number of PI queries is exactly Q´ 1.

- Denote

˜

vT

D

¸

“ rd1| ¨ ¨ ¨ |dQ´1s, where di denotes the i-th PI query. D is an invertible

matrix.

- Let w Ð pvTD´1
qT . The ℓ2-norm of each entry of w is bounded by βd.
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Game AOM-MLWEA
q,k,m,Q,pσiqiPrQs,βs,βe,βb,βd

pκq :

ϕM Ð 0

AÐ$ R
kˆpm´kq
q ; AÐ rA|Iks

For i P rQs do si Ð Dm
σi

; ti Ð Asi mod q

pb̂, ŝ1, . . . , ŝQq Ð APIpA, ttiuiPrQsq // ŝ P Rm, b̂

If ϕM ‰ Q´ 1 then return 0

Parse

˜

vT

D

¸

Ð rd1| ¨ ¨ ¨ |dQ´1s

If D´1 does not exist then return 0

w Ð pvTD´1qT

Return p@i P rQ´ 1s : }wi} ď βdq

^
›

›pŝ1,rm´ks, . . . , ŝQ,rm´ksq
›

›

2
ď βs

^
›

›pŝ1,rpm´k`1q..ms, . . . , ŝQ,rpm´k`1q..msq
›

›

2
ď βe

^ p@i P rQs : bi ‰ 0 ^ }bi} ď βb ^ b̂iti “ Aŝi mod qq

Oracle PIpb P RQq :

ϕM Ð ϕM ` 1

dϕM Ð b

Return
ř

iPrQs bisi

Figure 12.2: The AOM-MLWE game.

We also define, for par “ pq,N, k,m,Q, pσiqiPrQs, βs, βe, βb, βdq, the corresponding advantage

Advaom-mlwe
par pA, κq “ Pr

“

AOM-MLWEA
parpκq “ 1

‰

.

Compared with the AOM-MLWE problem, our problem differs in the following key aspects:

1. Our problem only asks the adversary to output one special solution ŝ for a linear combination

of the challenges, while the AOM-MLWE problem demands one solution for each challenge.

This makes our problem inherently easier to solve, as noted at the beginning of Section 11.1.

Moreover, this relaxation simplifies the security reduction, as it only needs to extract one

solution rather than multiple, making it easier to reduce from our assumption. Additionally,

it enables better parameter selections, since the norm bound applies to a single solution

instead of n solutions.
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2. The constraints on the PI queries differ between AOM-MLWE and our problem. In partic-

ular, their constraints are a special case of ours: given the PI queries satisfying their con-

straints, we can verify that these queries also satisfy our constraints by setting u “ p1,´wq,

since u

˜

vT

D

¸

“ 0. We will show this formally later in this section.

3. The norm bounding approach is different. In AOM-MLWE, the norm of each entry of b̂

and ŵ is bounded individually. In contrast, we bound the norm of the entire vectors b̂ and

û, with each entry weighted by the standard deviation of the corresponding challenge. This

adjustment leads to better parameter selections.

In short, our problem is easier to reduce from and enables better parameter selections. We formally

show in Lemma 12.2.1 that the hardness of our problem implies the hardness of theirs, and we

discuss the improvement in the parameter selections in Section 13.2.1, Remark 13.1.

Remark 12.2. We note that Espitau et al. [60] propose an alternative way of defining constraints,

which, like ours, requires the existence of a nonzero vector u that is orthogonal to all PI queries.

The key difference is that they impose a bound on the norm of each entry of u. We can show that

the hardness of our problem also implies the hardness of theirs under these constraints. However,

we omit a formal analysis here, as the proof idea is very similar, and this alternative version is not

used to establish the security of their threshold signature scheme.

Lemma 12.2.1. For any par “ pq,N, k,m,Q, pσiqiPrQs, βs, βe, βb, βdq and any adversary A play-

ing the game AOM-MLWEA
par, there exists an AOM-MISIS adversary B running in time roughly

the same as A such that

Advaom-mlwe
par pA, κq ď Advaom-misis

par1 pB, κq ,

where par1 “ pq,N, k,m,Q, pσiqiPrQs, β
1
s “ βs ` βe, β

1
b “

?
Nβbσ1, βuq and βu “ 1{σ1 `

βd

?
Q{pminiPr2..Qs σiq.

Roughly, the proof idea is that for an adversary A that wins the game AOM-MLWE, A can win

the game AOM-MISIS by outputting only the solution to the first challenge (i.e., outputting ŝ1 and

pb̂1, 0, . . . , 0q) and outputting uÐ p1,´vTD´1
q. It is not hard to check u satisfies the constraints

of the game AOM-MISIS. We do this explicitly in the following proof.
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Proof of Lemma 12.2.1. For any adversary A described in the lemma, we construct B as follows.

To start with, B runs A on its input A, ttiuiPrQs by forwarding all PI queries from A to its own PI

oracle. After receiving A’s output pb̂, ŝ1, . . . , ŝQq, if A wins the AOM-MLWE game simulated

by B, B returns ppb̂1, 0, . . . , 0q, ŝ1, p1,´wT qq, where w is defined in the AOM-MLWE game.

Otherwise B aborts.

We now show B wins the AOM-MISIS game given A wins by checking all the winning con-

ditions of B.

- For the first condition, since p1,´wT q ¨

˜

vT

D

¸

“ vT ´ vTD´1D “ 0, for any i P rQ ´ 1s,

p1,´wT q ¨ di “ 0, so the first condition is satisfied.

- For the second condition, pb̂1, 0, . . . , 0q

˜

1

´w

¸

“ b̂1 ‰ 0.

- For the third condition, }p1{σ1, w1{σ2, . . . , wQ´1{σQq} ď
1
σ1
`

ř

iPrQ´1s

}wi}

σi
ď 1

σ1
`

βd

miniPr2..Qs σi
“

βu.

- For the fourth condition, }ŝ1} ď
›

›ŝ1,rm´ks

›

› `
›

›ŝ1,rpm´k`1q..ks

›

› ď βs ` βe “ β1
s.

- For the fifth condition,
›

›

›
pb̂1 ¨ σ1, 0, . . . , 0q

›

›

›

1
ď

›

›

›
b̂1 ¨ σ1

›

›

›

1
ď
?
Nσ1

›

›

›
b̂1

›

›

›
“ β1

b.

- For the final condition, b̂1t1 “ Aŝ mod q.

12.3 Reduction from MSIS and MLWE

This section shows our main result establishing hardness of AOM-MISIS from the hardness of

MLWE and MSIS. (We remind the reader that we also provided a detailed overview of this proof

in Section 11.1 above.)

Theorem 12.3.1. For any ε P p0, 1q, α ą 1, any par “ pq,N, k,m,Q, pσiqiPrQs, βs, βb, βuq such

that mN ě 2κ and σi ě
a

logp6mNq{π, and any AOM-MISIS adversary A, there exist a MSIS
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adversary B and two MLWE adversaries C and D, such that

Advaom-misis
par pA, κq ď 2δα

`

Advmsis
q,k,m,βsis

pB, κq ` Advmlwe
q,k,m´1,βlwe

pD, κq `Q ¨ 2´2κ`2
˘

α
α´1

` Advmlwe
q,k,m´1,βlwe

pC, κq ,

where δα “
1`ε
1´ε

¨ exp ppα ´ 1qπ2{ logp2p1` 1{εqqq, βsis “ βs `
?
mNβb, and βlwe “ 1{pβu

?
mN

a

logp2p1` 1{εqq{πq. The three adversaries have, roughly the same running time as that of A.

Proof. We prove the theorem via the following hybrid.

G0: Same as the AOM-MISIS game.

G1: Same as G0 except that A is sampled with a short solution embedded, i.e., AÐ rDa`e|D|Iks
for pa, eq Ð$ Bm´1

βlwe
, where Bm´1

βlwe
:“ tx P Rm´1| }x}

8
ď βlweu, and DÐ$ R

kˆpm´k´1q
q .

Since the only difference between G0 and G1 is that A is replaced with a MLWE challenge,

there exists a MLWE adversary C such that

AdvG0pA, κq ď AdvG1pA, κq ` Advmlwe
q,k,m´1,βlwe

pC, κq . (12.2)

Consider a variant of the MSIS game, where A is sampled with a short solution embedded (same as

the above G1), i.e., AÐ rDa`e|D|Iks for pa, eq Ð$ Bm´1
βlwe

, where Bm´1
βlwe

:“ tx P Rm´1| }x}
8
ď

βlweu, and DÐ$ R
kˆpm´k´1q
q . We refer to the game as td-MSIS. We construct B playing the

td-MSIS game as follows. Given the td-MSIS challenge A1 P R
kˆpm´kq
q , B runs A by simulating

the game G1 with A faithfully except that B sets A Ð A1 instead of sampling A by itself. After

receiving the output pŝ, b̂,uq from A, if A wins the game G1 simulated by B, B outputs x Ð

ŝ´
ř

iPrQs
b̂isi. Otherwise, B aborts.

ANALYSIS OF B. Similar to the hybrid between G0 and G1, the td-MSIS game is computationally

indistinguishable from the MSIS game under the MLWE assumption. Therefore, there exists a

MLWE adversary D such that

Advtd-msis
q,k,m´1,βsis

pB, κq ď Advmsis
q,k,m´1,βsis

pB, κq ` Advmlwe
q,k,m´1,βlwe

pD, κq . (12.3)

Claim 12.3.2. AdvG1pA, κq ď 2δα
`

Advtd-msis
q,k,m´1,βsis

pB, κq `Q ¨ 2´2κ`2
˘pα´1q{α

.
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We can conclude the proof since

Advaom-misis
par pA, κq ď AdvG1pA, κq ` Advmlwe

q,k,m´1,βlwe
pC, κq

ď 2δα
`

Advtd-msis
q,k,m´1,βsis

pB, κq `Q ¨ 2´2κ`2
˘pα´1q{α

` Advmlwe
q,k,m´1,βlwe

pC, κq

ď 2δα
`

Advmsis
q,k,m,βsis

pB, κq ` Advmlwe
q,k,m´1,βlwe

pD, κq `Q ¨ 2´2κ`2
˘

α
α´1

` Advmlwe
q,k,m´1,βlwe

pC, κq ,

where the first inequality follows from Equation (12.2), the second inequality follows from the

claim, and the third inequality follows from Equation (12.3).

Proof of Claim 12.3.2. We first show that, except for negligible probability, B wins if its output

vector x is non-zero. It is clear that if A wins the game G1 simulated by B, by the winning

conditions of the game, it holds that Ax “ Aŝ´
ř

iPrQs
b̂iti “ 0.

Also, }x} is small except for negligible probability. Denote BNonce as the event that there

exists i P rQs such that }si} ą σi

?
mN for ps1, . . . , sQq sampled as in the game G1. If BNonce

does not occurs, we know

}x} ď }ŝ} `
ÿ

iPrQs

›

›

›
b̂i

›

›

›

1
¨ }si} ď βs `

ÿ

iPrQs

›

›

›
b̂i

›

›

›

1
¨ p
?
mNσiq

“ βs `
?
mN

›

›

›
pb̂1 ¨ σ1, . . . , b̂Q ¨ σQq

›

›

›

1
“ βs `

?
mNβb ď βsis .

Therefore, B wins if BNonce does not occur, which means Advtd-msis
q,k,m´1,βsis

pB, κq ě PrrB outputs x ‰

0s´PrrBNonces. To bound PrrBNonces, since si is sampled from Dm
σi

and σi ě
a

logp6mNq{π “

ηε1pRmqwith ε1 “ 1{2, by Lemma 11.2.2, Prr}si} ą σi

?
mN s ď 3¨2´mN ď 2´2κ`2. By the Union

Bound, PrrBNonces ď
ř

iPrQs
Prr}si} ą σi

?
mN s ď Q ¨ 2´2κ`2. Therefore,

Advtd-msis
q,k,m´1,βsis

pB, κq ě PrrB outputs x ‰ 0s ´Q ¨ 2´2κ`2 . (12.4)

To bound the probability that the output of B is non-zero, consider a fixed randomness pa, e, Dq

of td-MSIS. Also, w.l.o.g. assume A is deterministic. Then, the execution of B is determined

by s1, . . . , sQ. We define a map Φa,e,D,A : RQm Ñ RQm as follows such that the view of A
given ps1, . . . , sQq is exactly the same as that given Φa,e,D,Aps1, . . . , sQq. Consider the execution

given ps1, . . . , sQq. To simplify notation, we omit the subscript of Φ for the rest of the proof. If

A does not win the G1 simulated by B, we set Φps1, . . . , sQq “ ps1, . . . , sQq. Otherwise, we set
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Φps1, . . . , sQq “ ps1`u1∆, . . . , sQ`uQ∆q, where u P RQ is output by A and ∆ “ p1,´a,´eq P

Rm.

It is not hard to see that the view of A given ps1, . . . , sQq is identical to that given Φps1, . . . , sQq.

In particular, in the case that A wins the game G1, Φps1, . . . , sQq leads to the same view since
ř

iPrQs
bipsi ` ui∆q “

ř

iPrQs
bisi ` ∆

ř

iPrQs
biui “

ř

iPrQs
bisi for any pb1, . . . , bQq P B and

Apsi`ui∆q “ Asi for any i P rQs due to the fact that A ¨∆ “ rDa`e|D|Iks ¨ p1,´a,´eqT “ 0.

Also, it is not hard to see that Φ is a bijection. For ps1, . . . , sQq P RmQ, suppose Φps1
1, . . . , s

1
Qq “

ps1, . . . , sQq. Since ps1
1, . . . , s

1
Qq leads to the same view of A as ps1, . . . , sQq, we have either

ps1
1, . . . , s

1
Qq “ ps1, . . . , sQq in case that A does not win the game G1, or ps1

1, . . . , s
1
Qq “ ps1 ´

u1∆, . . . , sQ´ uQ∆q in case that A wins the game G1 by outputting u given ps1, . . . , sQq. There-

fore, such ps1
1, . . . , s

1
Qq must exist uniquely, which means that Φ is a bijection.

In the game G1, the distribution of ps1, . . . , sQq is DmQ
Σ , where Σ “ Im b diagpσ2

1, . . . , σ
2
Qq.

Denote P “ ΦpDmQ
Σ q. Following the idea described in Section 11.1.1, consider the following two

adversaries B1 and B2.

- B1 is the same as B except that B1 samples ps1, . . . , sQq from P .

- B2 is the same as B except that 1. B2 samples pr1, . . . , rQq Ð$ DmQ
Σ and computes secrets

as ps1, . . . , sQq Ð Φpr1, . . . , rQq; 2. after A returns, B2 outputs xÐ ŝ´
ř

iPrQs
b̂iri.

We note that B1 and B2 do not need to be efficient. They are only used to compute the winning

probability of the (efficient) adversary B.

Denote now by PValX the probability that X P tB,B1,B2u outputs a non-zero vector. Then,

we will show the following three facts.

Fact 1. PValB1 ď δαPVal
pα´1q{α
B ;

Fact 2. PValB “ PValB2;

Fact 3. PValB1 ` PValB2 ě AdvG1pA, κq.

We can conclude the proof from the facts since

AdvG1pA, κq ď PValB1 ` PValB2 ď δαPVal
pα´1q{α
B ` PValB

ď 2δαPVal
pα´1q{α
B “ 2δα

`

Advtd-msis
q,k,m´1,βsis

pB, κq `Q ¨ 2´2κ`2
˘pα´1q{α

,
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where the last inequality is due to the fact that δα ě 1 and pα ´ 1q{α ă 1 and the last equation is

due to Equation (12.4).

We now show the above three facts. For Fact 1, since the only difference between B and B1 is

the distribution of ps1, . . . , sQq, by Lemma 11.2.5,

PValB1 ď

´

PValB ¨Rα

´

P }DmQ
Σ

¯¯pα´1q{α

.

Therefore, Fact 1 follows from the following lemma, which we will prove below.

Lemma 12.3.3. For the discrete Gaussian distribution DmQ
Σ (defined in Section 11.2.2), where

Σ “ Im b diagpσ2
1, . . . , σ

2
Qq, and the distribution P “ ΦpDmQ

Σ q,

Rα

´

P }DmQ
Σ

¯

ď

ˆ

1` ε

1´ ε

˙
α

α´1

¨ exp
`

απ2
{ logp2p1` 1{εqq

˘

.

The arguments for Facts 2 and 3 follow exactly as in Section 11.1.1. We repeat here for complete-

ness. For Fact 2, since ViewApr1, . . . , rQq “ ViewApΦpr1, . . . , rQqq “ ViewAps1, . . . , sQq, even

if B2 sets the secrets to pr1, . . . , rQq instead of s1, . . . , sQ, the output of B2 remains the same.

However, then, B2 is identical to B, which implies the second fact.

Finally, to prove the third fact, we can interpret the sampling process of B1 as first sampling

pr1, . . . , rQq from P and then setting ps1, . . . , sQq Ð Φpr1, . . . , rQq. Then, the only difference

between B1 and B2 is that B1 returns ŝ ´
ř

iPrQs
b̂isi, while B2 returns ŝ ´

ř

iPrQs
b̂iri. If A wins

the game G1 simulated by B1 or B2, we know
ř

iPrQs
b̂iri “

ř

iPrQs
b̂ipsi ´ ui∆q “

ř

iPrQs
b̂isi ´

∆ ¨ b̂
T
u ‰

ř

iPrQs
b̂isi by the definition of Φ, and thus, at least one of B1 and B2 outputs a non-zero

vector, which implies Fact 3.

Proof of Lemma 12.3.3. We first partition the support RmQ into disjoint sets, then show that the

Rényi divergence conditioning on each set is small, and finally use Lemma 11.2.6 to conclude

the lemma. Denote SL as the set of ps1, . . . , sQq such that the event AWin does not occur. Since

Φ is the identity function over SL, DmQ
Σ pSLq “ P pSLq. For each ps1, . . . , sQq R SL, denote

SWrs1, . . . , sQs :“ tps1`ku1∆, . . . , sQ`kuQ∆qukPZ, where u is output by A given ps1, . . . , sQq.

By a similar argument as above, we know any ps1
1, . . . , s

1
Qq P SWrs1, . . . , sQs leads to the same

view of A. Therefore, Φps1`ku1∆, . . . , sQ`kuQ∆q “ ps1`pk`1qu1∆, . . . , sQ`pk`1quQ∆q,

and Φ is a bijection over SWrs1, . . . , sQs, which implies DmQ
Σ pSWrs1, . . . , sQsq “ P pSWrs1, . . . , sQsq.

Also, for any ps1, . . . , sQq, ps1
1, . . . , s

1
Qq R SL, SWrs1, . . . , sQs and SWrs

1
1, . . . , s

1
Qs are either equal
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to disjoint. Therefore, RmQ can be partitioned into disjoint sets tSLuYtSWrs1, . . . , sQsups1,...,sQqPRmQzSL
,

and for each set, the probability that ps1, . . . , sQq falls in the set is equal under both distributions

DmQ
Σ and P .

Therefore, by Lemma 11.2.6, we just need to show the Rényi divergence conditioning on each

set is small. For SL, since Φ is the identity function over SL, Rα

´

P|SL
}DmQ

Σ |SL

¯

“ 1.

For any SWrs1, . . . , sQs, we show in the following that the conditioned distribution is identical

to a one-dimensional discrete Gaussian distribution under a linear transformation. Let
?
Σ

´1
“

Im b diagp1{σ1, . . . , 1{σQq. Denote X :“
?
Σ

´1
pu1∆, . . . , uQ∆q and S :“

?
Σ

´1
ps1, . . . , sQq.

Denote SK :“ S ´ s0X , where s0 :“ xS,Xy { xX,Xy P R, and we have xSK,Xy “ xS,Xy ´

s0 xX,Xy “ 0. Then, for any k P Z,

ρσps1 ` ku1∆, . . . , sQ ` kuQ∆q “ exp

ˆ

´π
›

›

›

?
Σ

´1
ps1 ` ku1∆, . . . , sQ ` kuQ∆q

›

›

›

2
˙

“ exp
`

´π }S ` kX}2
˘

“ exp
`

´π
`

}SK}
2
` ps0 ` kq2 }X}2

˘˘

9 exp
`

´πp´s0 ´ kq2 }X}2
˘

.

Therefore, DmQ
Σ |SWrs1,...,sQs

“ T
´

D
}X}

´1,´s0

¯

, where T : ZÑ RmQ maps k to ps1`ku1∆, . . . , sQ`

kuQ∆q. Since Φps1 ` pk ´ 1qu1∆, . . . , sQ ` pk ´ 1quQ∆q “ ps1 ` ku1∆, . . . , sQ ` kuQ∆q, we

know P ps1`ku1∆, . . . , sQ`kuQ∆q “ DmQ
Σ ps1`pk´1qu1∆, . . . , sQ`pk´1quQ∆q. By a sim-

ilar argument as above, P|SWrs1,...,sQs “ T
´

D
}X}

´1,´s0`1

¯

. Since }X}2 “
ř

iPrQs
pui{σiq

2 }∆}2 “

}pu1{σ1, . . . , uQ{σQq}
2
}∆}2 ď

?
mNβuβlwe, we have

}X}´1
ě 1{p

?
mNβuβlweq “

a

logp2p1` 1{εqq{π ě ηεpZq .

Therefore, by Lemma 11.2.7,

R
´

DmQ
Σ |SWrs1,...,sQs

}P|SWrs1,...,sQs

¯

ď

ˆ

1` ε

1´ ε

˙
α

α´1

¨ exp
`

απ }X}2
˘

ď

ˆ

1` ε

1´ ε

˙
α

α´1

¨ exp
`

απmNβ2
uβ

2
lwe

˘

“

ˆ

1` ε

1´ ε

˙
α

α´1

¨ exp
`

απ2
{ logp2p1` 1{εqq

˘

.

Therefore, we can conclude the lemma by Lemma 11.2.6.
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Chapter 13

TWO-ROUND LATTICE-BASED THRESHOLD SIGNATURES

13.1 Analysis of the CATZ Construction

As our first application to threshold signatures, this section applies AOM-MISIS to the analysis of

the CATZ construction [41].

We adopt the following definition from [41], simplifying the small coefficient property by

bounding only the term required in the security proof (Section 13.1.3).

Definition 13.1.1 (Linear Threshold Secret Sharing with Small Coefficients). Let 1 ă t ď n and

Bss be positive integers and G be an abelian group. A t-out-of-n linear threshold secret sharing

scheme SecShat,n,Bss for G consists of two algorithms pShare,Reconq with the following syntax:

- Shareps P G;ρ P GKq ñ pssjqjPrLs P GL: takes as input a secret s P G and a randomness

vector ρ P GK (sampled uniformly from GK), and returns the secret shares pssjqjPrLs. We

note that each party i P rns has a subset of indices Ti Ď rLs such that the share of party i is

pssjqjPTi
. We say that the individual share size of party i is |Ti|, the total share size is L, and

the randomness size is K.

- ReconpU, pssjqjP
Ť

iPU Ti
q ñ s P G: takes as input a set U Ď rns with |U | ě t and the secret

shares corresponding to each party in U , and returns the reconstructed secret s.

We require that SecShat,n,Bss satisfies the following properties:

- Linearity: The sharing algorithm Share can be written as an integer matrix M P ZLˆpK`1q

mapping a vector v “ ps, ρ1, . . . , ρKqT P GK`1 to Mv P GL. We refer to M as the sharing
matrix of SecShat,n,Bss . Moreover, for any U Ď rns denote MU as the matrix M restricted to

the rows indexed with
Ť

iPU Ti, the following is also true:

– For any U Ď rns, |U | ě t, there exists a reconstruction coefficient vector λU
P ZL

such that λU
j “ 0 for j R

Ť

iPU Ti and pλU
qTM “ p1, 0, . . . , 0q. Then, the output

of ReconpU, ¨q on input pssjqjP
Ť

iPU Ti
can be written as

ř

iPU

ř

jPTi
λU
j ssj . Hence, for
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pssjqjPrLs Ð Shareps;ρq for any s P G and ρ P GK , we have that
ř

iPU

ř

jPTi
λU
j ssj “

s.

– For any CS Ď rns with |CS | ă t, there exists a vector wCS P ZK`1 such that w1 “ 1

and MCSw
CS “ 0. We call such wCS the sweeping vector of MCS .

- Small Coefficients: For any U Ď rns with |U | ě t, any i P U and, any CS Ă rns with

|CS | ă t, it holds that
ř

p̂i,ĵqPTiˆrK`1s
λU
î
Mî,ĵw

CS
ĵ
ď Bss.

Also, [41] shows the existence of such secret sharing scheme from the generic construction by

Benaloh and Leichter [21], which can be stated as the following lemma.

Lemma 13.1.2 ([41]). For any 1 ă t ď n, there exists a t-out-of-n linear threshold secret

sharing with small coefficients with total share size L “ Opt14.3n log nq making the individ-

ual share size |Ti| ď Opt14.3n log nq for t1 “ minpt, n ´ tq and the small coefficient bound

Bss “ Opt14.3nplog nq2q.

13.1.1 Construction and main security theorem

We present the scheme CATZrSecShas in Figure 13.1, where SecSha “ SecShat,n,Bss is a linear

threshold secret sharing scheme with small coefficients, which is defined in Definition 13.1.1.

In Figure 13.2, we give the description of the parameters used in the protocol. One small change

here is that the signing key is sampled from a discrete Gaussian distribution with standard deviation

σsk instead of a uniform distribution over the set of vectors with ℓ8-norm bounded by σsk. We note

that this does not affect the correctness of the scheme, as the ℓ2-norm of psk remains bounded by
?
mNσsk except for a negligible probability, which is the exact property needed in the correctness

proof.

For unforgeability, we show that TS-UF-0 security of CATZ is implied by the hardness of

the AOM-MISIS problem in the random oracle model, which is formally stated in the following

theorem. In particular, we consider an extension of AOM-MISIS (See Remark 12.1 for details) in

which some σi can be8. The full proof of Theorem 13.1.3 is given in Section 13.1.3.

Theorem 13.1.3 (TS-UF-0 of CATZ). For any integers q “ qpκq, k “ kpκq,m “ mpκq, any

linear threshold secret sharing scheme SecSha “ SecShat,n,Bss with small coefficients, (see Def-

inition 13.1.1) and any TS-UF-0 adversary A making at most qs “ qspκq queries to PPO and
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Algorithm Setupp1κq :

AÐ$ R
kˆpm´kq
q ; AÐ rA|Iks

Return A

Algorithm KeyGenpq :

pskÐ$ Dm
σsk

; pkÐ Apsk mod q

ρ1, . . . ,ρK Ð$ Rm
q

pss1, ..., ssLq
T ÐM ¨ ppsk,ρ1, . . . ,ρKq

T

For i P rns do ski Ð pssjqjPTi

Return ppk, pskiqiPrnsq

Algorithm SPPpstiq :

For j P r0..ℓs do rj Ð$ Dm
σr

For j P r0..ℓs do Rj Ð Arj mod q

pp Ð pRjqjPr0..ℓs

sti.mapPPpppq Ð prjqjPr0..ℓs

Return ppp, stiq

Algorithm CompParppk, lrq :

µÐ lr .msg

For i P lr .SS do

pbjqjPrℓs Ð H1ppk, lrq

pRi,jqjPr0..ℓs Ð lr .PPpiq

RÐ
ř

iPlr .SS

´

Ri,0 `
ř

jPrℓs bjRi,j

¯

cÐ H2ppk, µ,Rq

Return pR, c, pbjqjPrℓsq

Algorithm PSplr , i, stiq :

ppi Ð lr .PPpiq

If sti.mapPPpppiq “ K then return pK, stiq

prjqjPr0..ℓs Ð sti.mapPPpppiq

sti.mapPPpppiq Ð K

pR, c, pbjqjPrℓsqq Ð CompParpsti.pk, lrq

pssjqjPTi Ð sti.sk

z Ð r0 `
ř

jPrℓs bj ¨ rj

`2c ¨
ř

jPTi
λlr .SS
j ssj mod q

Return ppR, zq, stiq

Algorithm AggpPS, st0q :

RÐ K ; z Ð 0

For pR1, z1q P PS do

If R “ K then RÐ R1

If R ‰ R1 then return pK, st0q

z Ð z ` z1

Return ppR, zq, st0q

Algorithm Vfppk, µ, sigq :

pR, zq Ð sig

If }z} ą βz then return 0

cÐ H2ppk, µ,Rq

Return pAz “ R` 2c ¨ pk mod qq

Figure 13.1: Lattice-based t-out-of-n threshold signatures CATZrSecShas, where SecSha “

SecShat,n,Bss is t-out-of-n a linear secret sharing scheme with small coefficients (see Defini-

tion 13.1.1). In particular, λlr .SS
j denotes the reconstruction coefficient. Also, H1 : t0, 1u˚ Ñ Sℓ

b

and H2 : t0, 1u
˚ Ñ Sc. The algorithms LPP and LR are defined the same as in Figure 10.3.
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Parameters Description

κ Security parameter

n Number of signers

t Threshold for signing

N N ě 2κ, power of two defining the ring R

q Prime modulus

k Number of rows of A

m m ą k, number of columns of A,

ℓ` 1 ℓ “ 2κ{ logp2Nq, number of nonces for each signer

Sb Sb “ t˘1,˘X, . . . ,˘XN´1u, set for the aggregating coefficients bj
βc Satisfying 2βc

`

N
βc

˘

ě 22κ, the ℓ1-norm of the challenge c,

Sc Sc “ tc P R : }c}
8
“ 1, }c}1 “ βcu, set of the challenges c

σsk Standard deviation of the signing key sk

σr Standard deviation of the nonces ri

νpk Only for EKT: satisfying tq{2νpku “ tq{2νpks, number of bits saved on pk

νr Only for EKT: satisfying tq{2νru “ tq{2νrs, number of bits saved on h

qνpk , qνr Only for EKT: pqνpk , qνrq “ ptq{2
νpku , tq{2νruq the rounded moduli

βz ℓ2-norm bound of a valid signature vector z

(or pz, 2νpkhq for EKT)

Figure 13.2: Parameters for CATZ and EKT. Some parameters only apply to EKT.

qh “ qhpκq queries to RO, there exists an AOM-MISIS adversary B running in time roughly two

times that of A such that

Advts-uf-0CATZ pA, κq ď
b

qAdvaom-misis
par pB, κq ` 8q32´2κ .

where q “ qh ` qs ` 1 and par “ pq, k,m,Q “ 1 ` K ` qsp1 ` ℓq, pσiqiPrQs, βs “ 2βz, βb “

4σskβc, βu “ 1{σsk ` βcBss

?
8Nqs{σrq with σ1 “ σsk, σ1`i “ 8 for i P rKs, σ1`K`i “ σr for

i P rqspℓ` 1qs.

For completeness, we recall the correctness theorem from [41], which is needed for parameter

selections later.
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Theorem 13.1.4 (Correctness of CATZ [41]). For any integers 1 ă t ď n, any linear threshold

secret sharing scheme SecSha “ SecShat,n,Bss with small coefficients, (see Definition 13.1.1) given

σr ě 2
a

6mN logp2mNqκ{π and βz ě
?
mNp2βcσsk ` σr

a

np1` ℓqq, the threshold signature

scheme CATZrSecShas is correct with correctness error εcor ď p2` 4npℓ` 1qq ¨ 2´2κ.

13.1.2 Parameter selection

In this section, we first discuss the asymptotic parameters selection derived from the security theo-

rems and the hardness of AOM-MISIS, then compare these parameters with those proposed in [41],

and finally estimate the concrete efficiency based on the parameter selections.

ASYMPTOTIC PARAMETER SELECTIONS. Denote βlwe as the norm of the underlying MLWE as-

sumption. Initially, we select N,m, k, βlwe such that N is a power of N ě 2κ, m, k “ polypκq,

and βlwe ě m logpNq.1 (We note that when estimating the concrete efficiency, we will enumerate

through plausible pN,m, k, βlweq tuples and pick the one that yields the best efficiency.) Then, we

set other parameters as follows.

- Set βc as the smallest integer such that 2βc
`

N
βc

˘

ě 22κ.

- σsk “ maxt2βlwe

?
mN,

a

logp6mNq{πu. The first term is usually the leading term.

- σr “ maxtσskβcBss

?
8Nqs, 2

a

6mN logp2mNqκ{πu. The first term is usually the leading

term.

- βz “
?
mNp2βcσsk ` σr

a

np1` ℓqq

- Denote βsis “ 2βz ` 4σskβc

?
mN .

- Select q such that the problem MSISq,k,m,βsis
and the problem MLWEq,N,k,m,βlwe

are assumed

to be exponentially hard in κ.

By Theorem 13.1.3 and Theorem 12.3.1 with ε “ 1{2 and α “ 2 (we can further optimize the

concrete bound by adjusting α), TS-UF-0 of CATZ is implied by the hardness of MSISq,k,m,βsis
and

MLWEq,N,k,m,βlwe
.

1This is for guaranteeing the underlying MLWE is hard.
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log2pqq k m σsk σr βz |pk| |sig | Comm.

[41] 119 8 50 218 2105.06 2117.25 60.73KB 440.32KB 2.02MB

This thesis 94.1 7 17 29.1 280.5 291.96 42.14KB 144.47KB 1.24MB

Figure 13.3: The concrete parameters and estimated efficiency for κ “ 128 and n “ 32 in [41] and

this work. We set pN, ℓ, βcq “ p512, 26, 64q. The last second column denotes the communication

complexity per signer.

COMPARED WITH [41] The differences of the parameter selections between [41] and ours shows

in the selections of σsk and σr. In particular, the prior work requires

- σsk “ qk{m22κ{pNmq.

- σr “ maxtNβcBssσsk

?
32πqsmN, 16N

?
3m?

π
q

k
m

a

Nplogp2mNq ` 2κqu. The first term is

usually the leading term.

For σsk, qk{m is significantly larger than 2βlwe

?
mN , which influences the choice of k and m. In

particular, one needs to set m to be several times larger than k to ensure σsk does not cause the

parameters to grow excessively. For σr, we can see a factor of N
?
m improvement by comparing

the first term inside the maximization.

CONCRETE EFFICIENCY. We show a set of concrete parameters and estimated efficiency for κ “

128 and n “ 32, and compare them with those from [41] in Figure 13.3, where we can see improve-

ments in both signature sizes and communication complexity. We derive the parameters following

our parameter selections mentioned above, where SecSha are instantiated using Lemma 13.1.2. To

estimate the concrete hardness of MSIS and MLWE, we use the state-of-art tool, lattice estimator,2

which is also used in other prior works [54, 60, 33].

13.1.3 Security reduction of CATZ

The proof structure generally follows from the security proof of FROST [20], which reduces the

security of FROST to the algebraic one-more discrete logarithm assumption, as the CATZ con-

2https://github.com/malb/lattice-estimator

https://github.com/malb/lattice-estimator
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struction can be seen as a lattice analog of FROST. The key differences lie in how the reduction

computes u and how we bound the norm of the output solution pŝ, b̂q and u.

To prove Theorem 13.1.3, we slightly generalize the forking lemma (Lemma 9.2.3) such that

the hash values ph1, . . . , h1q are independently sampled by an algorithm HG instead of uniformly

sampled from a set H .

Proof of Theorem 13.1.3. Let A be a TS-UF-0 adversary as described in the theorem. W.l.o.g. we

assume that A is deterministic and corrupts exactly t ´ 1 signers. Also, we assume if A returns

pµ˚, pR˚, z˚qq, the RO query H2ppk, µ
˚,R˚

q was made by A, which adds at most one RO query.

Also, since the game makes at most one RO query to H1 and H2 respectively for each signing

query, the total number of RO queries to each of H1 and H2 is bounded q “ qh ` qs ` 1. We first

construct an algorithm C compatible with the syntax in Lemma 9.2.3 and construct B from ForkC .

CONSTRUCTION OF C . The input of C consists of A, ptiqiPrK`1`qspℓ`1qs, and a list of hash values

h1, . . . , h2q, where pA, ptiqiPrK`1`qspℓ`1qsq are sampled following the AOM-MISIS game, and for

each i P rqs, h2i´1 is sampled uniformly from Sb and h2i is sampled uniformly from Sc. To start

with, C sets par Ð A, initializes sti.mapPPÐ pq for i P rns, and in addition, initializes a counter

ctrh Ð 0 for counting the number of random oracle queries. Then, C runs A on input par with

access to oracles ĄINIT, ĆPPO, ČPSIGNO and ĄRO, which are simulated as follows.

ĆINITpCS q: C sets pk Ð t1 and views t1`ĵ as Aρĵ for ĵ P rKs. Then, for each i P CS and j P Ti,

C computes ssj Ð PIpdq with

dĵ “

$

&

%

Mj,ĵ , ĵ P rK ` 1s ,

0 , o.w.
(13.1)

Finally, C returns ppk, pski “ pssjqjPTi
qiPCS q.

ĆPPOpiq: For the j-th query, C sets Rĵ Ð tK`1`pj´1qpℓ`1q`ĵ`1 for ĵ P r0..ℓs. Since C does not sam-

ple trĵuĵPr0..ℓs, C uses sti.mapPP to store the index j instead, i.e., C sets sti.mapPPptRĵuĵPr0..ℓsq Ð

j.

ČPSIGNOpi, lrq: The same as PSIGNOpi, lrq except that C computes z using the PI oracle as fol-
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lows. Let j Ð sti.mapPPplr .PPpiqq and d be a vector in RQ such that

dĵ “

$

’

’

’

’

’

’

&

’

’

’

’

’

’

%

2c ¨
ř

îPTi
λlr .SS
î

Mî,ĵ , ĵ P rK ` 1s ,

1 , ĵ “ K ` 1` pj ´ 1qpℓ` 1q ` 1 ,

bj1 , ĵ “ K ` 1` pj ´ 1qpℓ` 1q ` 1` j1, j1 P rℓs ,

0 , o.w.

(13.2)

C computes z Ð PIpdq.

ĄRO query H1pxq: If H1pxq ‰ K, C returns H1pxq. Otherwise, parse x as p rpk, lrq. If the parsing

fails or rpk ‰ pk, C sets H1pxq Ð$ Sℓ
b and returns H1pxq. Otherwise, C increases ctrh by

1, sets H1pxq Ð h2ctrh´1. Also, C computes R Ð
ř

iPlr .SSpRi,0 `
ř

jPrℓs bj ¨ Ri,jq, where

pRi,jqjPr0..ℓs Ð lr .PPpiq and tbjujPrℓs Ð h2ctrh´1. If H2ppk, lr .msg,Rq “ K, C sets H2ppk,

lr .msg,Rq Ð h2ctrh . Finally, C returns H1pxq.

ĄRO query H2pxq: If H2pxq ‰ K, C returns H2pxq. Otherwise, parse x as p rpk, µ,Rq. If the parsing

fails or rpk ‰ pk, C sets H2pxq Ð$ Sc. Otherwise, C increases ctrh by 1 and sets H2pxq Ð

h2ctrh . Finally, C returns H2pxq.

After receiving the output pµ˚, pR˚, z˚qq from A, C aborts if A does not win the TS-UF-0 game.

Otherwise, C finds the index I such that H2ppk, µ
˚,R˚

q is set to hI during the simulation. By our

assumption of A, we know such I must exist. Then, C returns pI,Out “ pµ˚,R˚, z˚qq.

ANALYSIS OF C . To use Lemma 9.2.3, we define S :“ t2iuiPrqs, IG as the algorithm that samples

pA, ptiqiPrK`1`qspℓ`1qsq following the AOM-MISIS game, and HG as the algorithm that samples

h2i´1 uniformly from Sb and samples h2i uniformly from Sc for each i P rqs. From the simulation,

we know that the output index I of C is always in S. Also, it is not hard to check that C simulates

the game TS-SUF-0 perfectly, which implies accpCq ě Advts-uf-0CATZ pA, κq. By Lemma 9.2.3, we

have that

accpForkCq ě Advts-uf-0CATZ pA, κq2{q .

CONSTRUCT B FROM ForkC . We now construct the AOM-MISIS adversary B using ForkC . To

start with, B receives pA, ttiuiPrQsq from the AOM-MISIS game with Q “ K ` 1 ` qspℓ ` 1q

and runs ForkCpA, ttiuiPrQsq with access to the PI oracle from the AOM-MISIS game. If ForkC
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outputs pI,Out “ pµ˚,R˚, z˚q,Out “ pµ̄˚, R̄
˚
, z̄˚qq, we know Az˚ “ R˚

` 2hIpk mod q and

Az̄˚ “ R̄
˚
` 2h̄Ipk mod q, which implies Apz˚ ´ z̄˚q “ 2phI ´ h̄Iqpk mod q. Therefore, B

sets ŝ Ð z˚ ´ z̄˚ and b̂ Ð p2phI ´ h̄Iq, 0, . . . , 0q, and it holds that
ř

iPrQs
b̂iti “ 2phI ´ h̄Iqt0 “

2phI ´ h̄Iqpk “ Apz˚ ´ z̄˚q “ ŝ mod q.

We now show how B sets u such that b̂
T
u ‰ 0 and dTu “ 0 for any oracle query PIpdq.

By the linearity of SecSha, there exists a sweeping vector w P ZK`1 such that MCSw “ 0 and

w1 “ 1, and we set urK`1s “ w. Therefore, b̂
T
u “ b̂1u1 “ b̂1 ‰ 0. Also, for each PI query made

during the execution of ĄINIT, the query is of the form d “ pMj,1, . . . ,Mj,K`1, 0, . . . , 0q, where

j P
Ť

iPCS Ti, and thus dTu “ pMj,1, . . . ,Mj,K`1q ¨w “ 0.

For j P rqss, B sets uK`1`pj´1qpℓ`1q`rℓ`1s as follows. To simplify notation in the following

analysis, we use v to denote the vector uK`1`pj´1qpℓ`1q`rℓ`1s P Rℓ`1. We say a ČPSIGNO query

pi, lrq corresponds to the j-th token if and only if it is the valid query with sti.mapPPplr .PPpiqq “

j, where a valid query means the ČPSIGNO oracle does not return K. From the simulation, there is

at most one ČPSIGNO query corresponding to the j-th token during each execution of A. Therefore,

there are the following cases:

Case 1: No query corresponds to the j-th token during both executions. In this case, B set v Ð 0.

Case 2: Only one query corresponds to the j-th token during the two executions. Denote d as the

PI query made during the execution of the ČPSIGNO query corresponding to the j-th token,

where d follows the form given in Equation (13.2). B sets v Ð p´
ř

ĵPrK`1s
dĵuĵ, 0, . . . , 0q,

which implies dTu “
ř

ĵPrK`1s
dĵuĵ ` v1 “ 0.

Case 3: There is one query corresponding to the j-th token during each of the two executions.

Denote d (resp. d̄) as the PI query made during the execution of the ČPSIGNO query cor-

responding to the j-th token before (resp. after) rewinding. If d “ d̄, then C sets v in the

same way as Case 2. Otherwise, let k̂ P rℓs be the index such that dK`1`pj´1qpℓ`1q`1`k̂ ‰

d̄K`1`pj´1qpℓ`1q`1`k̂. (If such k̂ does not exist, B aborts.) Denote b :“ dK`1`pj´1qpℓ`1q`1`k̂

and b̄ :“ dK`1`pj´1qpℓ`1q`1`k̂. By Equation (13.2), we know that 2 divides dĵ and d̄ĵ for

ĵ P rK ` 1s. Therefore, denote ∆ :“
ř

ĵPrK`1s
pdĵ{2quĵ and ∆̄ :“

ř

ĵPrK`1s
pd̄ĵ{2quĵ . Since
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b, b̄ P Sb, by Lemma 11.2.1, there exists γ P R such that γpb´ b̄q “ 2 mod q. C sets

vĵ Ð

$

’

’

’

&

’

’

’

%

´2∆` bγp∆´ ∆̄q , ĵ “ 1 ,

´γp∆´ ∆̄q , ĵ “ k̂ ,

0 , o.w.

Then, it holds that dTu “
ř

ĵPrK`1s
dĵuĵ`v1`bvk̂ “ 2∆´2∆`bγp∆´∆̄q´bγp∆´∆̄q “ 0

and d̄
T
u “

ř

ĵPrK`1s
d̄ĵuĵ ` v1` b̄vk̂ “ 2∆̄´ 2∆` bγp∆´ ∆̄q´ b̄γp∆´ ∆̄q “ 2∆̄´ 2∆`

pb´ b̄qγp∆´ ∆̄q “ 2∆̄´ 2∆` 2p∆´ ∆̄q “ 0.

ANALYSIS OF B. Denote BadHash as the event that h1, h̄1, . . . , h2q, h̄2q are not all distinct. We

now show that B wins the AOM-MISIS game if ForkC returns and BadHash does not occur.

We first show that if ForkC returns and BadHash does not occur, B does not abort. Suppose

ForkC returns and BadHash does not occur. Then, the only step where B might abort is in Case 3

above. In Case 3, suppose d ‰ d̄ and dK`1`pj´1qpℓ`1q`1`rℓs “ d̄K`1`pj´1qpℓ`1q`1`rℓs (in which case

B aborts). Let pi, lrq be the ČPSIGNO query that corresponds to the j-th token before rewinding.

Then, there exists J P rqs such that h2J´1 “ H1ppk, lrq “ dK`1`pj´1qpℓ`1q`1`rℓs. Since BadHash

does not occur, the only possibility is that the 2J ´ 1 ă I and pi, lrq is also the ČPSIGNO query

that corresponds to the j-th token after rewinding. Let R be the aggregated nonce computed

from CompParppk, lrq. Denote Ĵ P rqs be the index such that h2Ĵ “ H2ppk, lr .msg,Rq before

rewinding. From the simulation of the random oracles, it holds that Ĵ ď J and thus 2Ĵ ď 2J ď I .

Also, since lr .msg ‰ µ˚ (o.w., C would not win the game), we have 2Ĵ ‰ I and thus 2Ĵ ă I .

Therefore, H2ppk, lr .msg,Rq in the second execution of C is also h2Ĵ . This implies d “ d̄, which

contradicts our assumption.

If B does not abort, we have }ŝ} ď }z˚} ` }z̄˚} ď 2βz “ βs and

›

›

›
pb̂1 ¨ σ1, . . . , b̂Q ¨ σQq

›

›

›

1
“

›

›2phI ´ h̄Iqσsk

›

›

1
ď 4σskβc “ βb .

It is left to bound }pu1{σ1, . . . , uQ{σQq}. For j P rqss, denote v :“ uK`1`pj´1qpℓ`1q`rℓ`1s. There

are three cases as mentioned in the construction of B. For the first case, }v} “ 0. For the sec-

ond case, }v} “
›

›

›
2c ¨

ř

p̂i,ĵqPTiˆrK`1s
λlr .SS
î

Mî,ĵwĵ

›

›

›
ď 2Bss }c} ď 2Bss

?
βc. For the third case,

}∆}1 “
›

›

›
c ¨

ř

p̂i,ĵqPTiˆrK`1s
λlr .SS
î

Mî,ĵwĵ

›

›

›

1
ď Bssβc and similarly

›

›∆̄
›

›

1
ď Bssβc. Since }γ} ď

?
N
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(by Lemma 11.2.1),

}v}2 “
›

›γpb̄∆´ b∆̄q, 0, . . . , 0,´γp∆´ ∆̄q, 0, . . . , 0q
›

›

2

ď 2p}∆}1 `
›

›∆̄
›

›

1
q
2
}γ}2 ď 8NB2

ssβ
2
c .

Therefore, }pu1{σ1, . . . , uQ{σQq} ď 1{σsk `

b

ř

jPrqss
}v{σr}

2
ď 1{βs ` βcBss

?
8Nqs{σr ď βu.

Since each of h1, h3, . . . , h2q´1 and h2, h4, . . . , h2q are sampled uniformly from Sℓ
b and Sc re-

spectively, PrrBadHashs ď p2qq2{ |Sb|
ℓ
` p2qq2{ |Sc| ď 8q22´2κ. Therefore,

Advaom-misis
par pB, κq ě accpForkCq ´ PrrBadHashs

ě Advts-uf-0CATZ pA, κq2{q´ 8q22´2κ ,

which concludes the theorem.

13.2 Analysis of the EKT Construction

We apply AOM-MISIS to the analysis of the EKT construction and discuss the parameter selec-

tions in this section.

13.2.1 Construction and main security theorem

We recall the EKT construction from [60] in Figure 13.4. A summary of the parameters used by

the scheme is provided in Figure 13.2. The scheme also depends on a pseudorandom function PRF

with suitable domain and range. The Lagrange coefficient λU,j P Zq for any subset U Ď rns and

j P U is defined as λU,j :“
ś

iPUztju
´i
j´i

.

The following theorem establishes TS-UF-4 security for EKT from the hardness of AOM-MISIS.

In the theorem statement, AdvprfPRFpC, κq refers to the standard PRF advantage of an adversary C.

The full proof of Theorem 13.2.1 is given in Section 13.2.3.

Theorem 13.2.1 (TS-UF-4 of EKT). For any integers q “ qpκq, k “ kpκq,m “ mpκq, any

pseudorandom function PRF, and any TS-UF-4 adversary A making at most qs “ qspκq queries

to PPO and qh “ qhpκq queries to RO, given σr ą 2N ¨ q
1
m

` 1
Npm´kq , there exist an AOM-MISIS

adversary B and a PRF adversary C running in time roughly two times that of A such that

Advts-uf-4EKTrPRFspA, κq ď
b

qAdvaom-misis
par pB, κq ` 8q32´2κ ` n2

¨ AdvprfPRFpC, κq ` q2s ¨ 2
´2κ`1 .
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Algorithm Setupp1κq :

pAÐ$ R
kˆpm´kq
q ; AÐ r pA|Iks

Return A

Algorithm KeyGenpq :

pskÐ$ Dm
σsk

; pkÐ
Y

2A ¨ psk
U

νpk

For pi, jq P rns ˆ rns do seedi,j Ð t0, 1uκ

a1, . . . ,at´1Ð$ Rm´k
q

For i P rns do

sski Ð pskrm´ks `
řt´1

j“1 aji
j

ski Ð psski, pseedi,j , seedj,iqjPrnsq

Return ppk, pskiqiPrnsq

Algorithm SPPpstiq :

For j P r0..ℓs do rj Ð$ Dm
σr

For j P r0..ℓs do Rj Ð A ¨ rj

sti.mapPPppRjqjPr0..ℓsq Ð prjqjPr0..ℓs

Return ppRjqjPr0..ℓs, stiq

Algorithm CompParppk, lrq :

For i P lr .SS do

pbjqjPrℓs Ð H1ppk, lrq

pRi,jqjPr0..ℓs Ð lr .PPpiq

RÐ

Y

ř

iPlr .SS

´

Ri,0 `
ř

jPrℓs bjRi,j

¯U

νr
cÐ H2ppk, lr .msg,Rq

Return pR, c, pbjqjPrℓsq

Algorithm PSplr , i, stiq :

ppi Ð lr .PPpiq

If sti.mapPPpppiq “ K then return pK, stiq

prjqjPr0..ℓs Ð sti.mapPPpppiq

sti.mapPPpppiq Ð K

pR, c, pbjqjPrℓsqq Ð CompParpsti.pk, lrq

psski, pseedi,j , seedj,iqjPrnsq Ð sti.sk

maskÐ
ř

jPlr .SS PRFpseedi,j , ppk, lrqq

mask1 Ð
ř

jPlr .SS PRFpseedj,i, ppk, lrqq

z Ð r0,rm´ks `
ř

jPrℓs bj ¨ rj,rm´ks

`2c ¨ λlr .SS,j ¨ sskj `mask´mask1 mod q

Return ppR, zq, stiq

Algorithm AggpPS, st0q :

RÐ K ; z Ð 0

For pR1, z1q P PS do RÐ R1; z Ð z ` z1

cÐ H2ppk, µ,Rq

hÐ R´

Y

pAz ´ 2νpk ¨ c ¨ pk
U

νr
// h P Rk

qνr

Return ppc, z,hq, st0q

Algorithm Vfppk, µ, sigq :

pc, z,hq Ð sig

If
›

›pz, 2νrh mod qq
›

›

2
ą βz then return 0

c1 Ð H2ppk, µ,
Y

pAz ´ 2νpk ¨ c ¨ pk
U

νr
` hq

Return pc1 “ cq

Figure 13.4: Lattice-based t-out-of-n threshold signatures EKTrPRFs, where PRF is a pseudo-

random function. Here, H1 : t0, 1u˚ Ñ Sℓ
b and H2 : t0, 1u˚ Ñ Sc. Also, λlr .SS,j denotes the

Lagrange coefficient, and pk,h P Rk denote the lift (see Section 11.2.1 for more details) of pk and

h respectively. The algorithms LPP and LR are defined the same as in Figure 10.3.
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where q “ qh` qs` 1 and par “ pq, k,m,Q “ 1` qsp1` ℓq, pσiqiPrQs, βs “ p2
νr`2 ` βc ¨ 2

νpk`1q ¨
?
Nk` 4βz, βb “ 4σskβc, βu “ 1{σsk`βc

?
8Nqs{σrq with σ1 “ σsk, σ1`i “ σr for i P rqspℓ` 1qs.

Remark 13.1. We note that we can directly establish TS-UF-0 security of EKT from AOM-MISIS

by applying the unforgeability theorem from [60] and Lemma 12.2.1. However, the resulting pa-

rameters are worse than those in Theorem 13.2.1. Specifically, βu becomes 1{σsk` 2βc

?
ℓNqs{σr,

and βb becomes 4σsk

?
βcN .

Also, we recall the correctness theorem from [60], which is needed for parameter selection

later.

Theorem 13.2.2 (Correctness of EKT [60]). For any integers 1 ă t ď n, any pseudorandom

function PRF, given σr ě
a

plogp2Nmq ` κq{π and βz ě pβc2
νpk ` 2νrq

?
mN ` e1{4p2βcσsk `

σr

a

np1` ℓqq
?
Np
?
k`

?
m´ kq, the threshold signature scheme EKTrPRFs is correct with cor-

rectness error negligible in κ.

13.2.2 Parameter selection

In this section, we first discuss the asymptotic parameters selection derived from the security theo-

rems and the hardness of AOM-MISIS, then compare these parameters with those proposed in [60],

and finally estimate the concrete efficiency based on the parameter selections. We also discuss how

our parameters are compared to the parameters of Ringtail [33].

ASYMPTOTIC PARAMETER SELECTIONS. Denote βlwe as the norm of the underlying MLWE as-

sumption. Initially, we select N,m, k, βlwe such that N is a power of N ě 2κ, m, k “ polypκq,

and βlwe ě m logpNq.3 (We note that when estimating the concrete efficiency, we will enumerate

through plausible pN,m, k, βlweq tuples and pick the one that yields the best efficiency.) Then, we

set other parameters as follows.

- Set βc as the smallest integer such that 2βc
`

N
βc

˘

ě 22κ.

- σsk “ maxt2βlwe

?
mN,

a

logp6mNq{πu. The first term is usually the leading term.

- σr “ maxtσskβc

?
8Nqs,

a

plogp2Nmq ` κq{π, 2N ¨ q
1
m

` 1
Npm´kq u. The first term is usually

the leading term.

3This is for guaranteeing the underlying MLWE is hard.
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- νpk “ log2pσr{βcq and νr “ log2pσrq.

- βz is set as shown in Theorem 13.2.2

- Denote βsis “ 2βz ` 4σskβc

?
mN .

- Select q such that the problem MSISq,k,m,βsis
and the problem MLWEq,N,k,m,βlwe

are assumed

to be exponentially hard in κ.

By Theorem 13.2.1 and Theorem 12.3.1 with ε “ 1{2 and α “ 2 (we can further optimize the

concrete bound by adjusting α), TS-UF-4 of EKT is implied by the hardness of MSISq,k,m,βsis
and

MLWEq,N,k,m,βlwe
.

COMPARISON WITH [60]. Although the prior work does not give a security reduction to standard

lattice assumptions, they provide candidate asymptotic parameters based on the heuristic assump-

tion that the selective version of AOM-MLWE is as hard as the adaptive version. Still, our asymp-

totic parameters are slightly better than their candidate asymptotic parameters provided in [60].

The key difference lies in the choice of σr, which significantly impacts efficiency. In particular, the

prior work requires σr “ ΩpβcβlweN
?
qsNkq, while we require σr “ ΩpβcβlweN

?
qsmq. There-

fore, there is roughly a factor of
?
N improvement.

COMPARISON WITH RINGTAIL [33]. Ringtail is very close to EKT. The main differences are that

the output space of hash function H1 changes and the nonces rj are sampled from unbalanced

discrete Gaussian distributions. In particular, in Ringtail, the first m ´ k entries of each nonce

rj,rm´ks is sampled from Dm´k
σr

, while the rest rj,rpm´k`1q..ms is sampled from Dk
σ1
r

with σ1
r ‰ σr.

Therefore, it is possible to compare the parameter selections directly.

The key difference still lies in the choice of σr. In particular, Ringtail requires σr “ Ωpβc
?
qhq,

where qh denotes the number of random oracle queries. Here we offer different trade-offs. A key

drawback of their parameters is that σr depends on qh, which is typically assumed to be much larger

than qs. This is because qs refers to the number of online signing queries and is a system param-

eter that can be enforced, while qh scales with the offline computational power of the adversary.

However, if we set qh “ qs, their σr is smaller than ours roughly by a factor of βlweN
?
m.

CONCRETE EFFICIENCY. We show a set of concrete parameters and estimated efficiency for κ P

t128, 192, 256u and n “ 1024 in Figure 13.5. We derive the parameters following our parameter

selections mentioned above, and similar to the CTZ scheme, we estimate the concrete hardness of
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κ log2pqq k m σsk σr βz |pk| |sig | Comm.

128 69.3 6 11 210.6 252.6 266.2 8.72KB 30.88KB 766.83KB

192 69.6 8 15 210.6 252.6 266.5 11.74KB 42.90KB 1.01MB

256 70.2 10 18 211.17 253.2 267.1 14.76KB 50.72KB 1.29MB

Figure 13.5: The concrete parameters and estimated efficiency of the EKT scheme for κ “

128, 192, 256 and n “ 1024. We set pN, ℓ, βcq “ p512, 26, 64q. The last second column denotes

the communication complexity per signer.

MSIS and MLWE using the lattice estimator. We note that our concrete parameters are worse than

those given in [60], although in a similar ballpark. However, worse parameters are to be expected.

This is because their parameter selection is based on their direct cryptanalysis of AOM-MLWE,

whereas we rely on a reduction from two standard lattice assumptions. In a similar spirit, our

parameters are worse than those claimed for Ringtail in [33], however this is to be expected, too,

as they heuristically assume qh “ qs (also see the above discussion) to set parameters. In practice,

however, we expect qh to be best approximated conservatively by the running time of the adversary,

and this can be as high as 2256, whereas qs could typically be 260. The authors of Ringtail were

aware of this fact, and their choice was motivated by their conjecture that a better dependency

would be possible. We confirm their conjecture for the case of EKT.

13.2.3 Security reduction of EKT

Unlike other security analyses [54, 60] of lattice-based threshold signatures that use masking tech-

niques, our reduction follows a two-step approach, which we believe has independent interest.

In the first step, we reduce the TS-UF-4 game of EKTrPRFs to an ideal unforgeability game

Ideal-TUF for threshold signatures (defined in Figure 13.6). In this game, no secret sharing of

signing key or masking is involved. Moreover, the adversary directly obtains an aggregation of

all partial signatures from honest parties in lr .SS via a second-round signing oracle SIGNO, pro-

vided that the tokens in lr for honest signers are all valid. Intuitively, the ideal game captures the

information hidden by the masks. In particular, all the secret key shares and the partial signatures
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Game Ideal-TUFApκq :

pAÐ$ R
kˆpm´kq
q ; AÐ r pA|Iks

HÐ$ TS.HF ; SÐH

For i P rns do

sti.mapPPÐ pq

pµ, sigq Ð AINIT,PPO,PSIGNO,ROpAq

Return pµ R S ^ Vfppk, µ, sigq “

1q

Oracle INITpCS q :

Require: CS Ď rns and |CS | ă t

HS Ð rnszCS

skÐ$ Dm
σsk

pkÐ t2A ¨ sksνpk

Return pk

Oracle ROpxq :

Return Hpxq

Oracle PPOpiq :

Require: i P HS

rj Ð$ Dm
σr

For j P r0..ℓs do Rj Ð A ¨ rj

pp Ð pRjqjPr0..ℓs

sti.mapPPpppq Ð prjqjPr0..ℓs

Return pp

Oracle SIGNOplrq :

Require: lr .SS Ď rns and |lr .SS| ě t

honÐ lr .SSXHS

If D i P hon : sti.mapPPplr .PPpiqq “

K then

Return K

SÐ SY tlr .msgu

pc, b1, . . . , bℓq Ð CompParppk, lrq

z Ð 2c ¨ skrm´ks

For i P hon do

prjqjPr0..ℓs Ð lr .PPpiq

sti.mapPPplr .PPpiqq Ð K

z Ð z`r0,rm´ks`
ř

jPrℓs bj ¨rj,rm´ks

Return z

Figure 13.6: The Ideal-TUF game, where the algorithms CompPar and Vf are defined in Fig-

ure 13.4.

(except their aggregation) are entirely hidden by the masks.

In the second step, we establish the hardness of the ideal unforgeability game based on AOM-MISIS.

The approach is cleaner than prior proofs, as it clearly separates the effects of masks from the main

security reduction to the AOM-MISIS problem. In particular, the first step relies only on the secu-

rity of PRF, while the second step does not involve masking at all.
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Concretely, Theorem 13.2.1 is a corollary from the following two lemmas.

Lemma 13.2.3. For any integers q “ qpκq, k “ kpκq,m “ mpκq, any PRF scheme PRF, and any

TS-UF-4 adversary A making at most qs “ qspκq queries to PPO and qh “ qhpκq queries to RO,

given σr ą 2N ¨ q
1
m

` 1
Npm´kq , there exists an Ideal-TUF adversary B making at most qs queries to

PPO and qh queries to RO and an PRF adversary C running in time roughly the same as A such

that

Advts-uf-4EKTrPRFspA, κq ď Advideal-tufpB, κq ` n2
¨ AdvprfPRFpC, κq ` q2s ¨ 2

´2κ`1 .

where n denotes the number of signers.

Lemma 13.2.4. For any integers q “ qpκq, k “ kpκq,m “ mpκq and any Ideal-TUF adversary

A making at most qs queries to PPO and qh queries, there exists an AOM-MISIS adversary B
running in time roughly two times that of A such that

Advideal-tufpA, κq ď
b

qAdvaom-misis
par pB, κq ` 8q32´2κ .

where q “ qh` qs` 1 and par “ pq, k,m,Q “ 1` qsp1` ℓq, pσiqiPrQs, βs “ p2
νr`2 ` βc ¨ 2

νpk`1q ¨
?
Nk` 4βz, βb “ 4σskβc, βu “ 1{σsk`βc

?
8Nqs{σrq with σ1 “ σsk, σ1`i “ σr for i P rqspℓ` 1qs.

The rough idea behind the first reduction (Lemma 13.2.3) is as follows. Due to masking, the re-

duction can simulate the PSIGNO oracle by responding with a uniformly random vector, unless the

adversary has made PSIGNO queries to all honest party in lr .SS. In this case, the reduction queries

its own SIGNO oracle to obtain an aggregated signature and derives the requested partial signa-

ture from it. Thus, the reduction only queries SIGNO for message lr .msg when all honest signers

in lr .SS were queried. This implies that the set S of messages considered signed in TS-UF-4 is

exactly the same as the set S defined in Ideal-TUF. The second reduction (Lemma 13.2.4) is the

similar to the proof of Theorem 13.1.3, and its proof is provided in Section 13.2.4.

Proof of Lemma 13.2.3. Let A be a TS-UF-4 adversary described in the theorem. We show the

lemma via the following series of games.

G0: This is the same as TS-UF-4. The game is formally defined in Figure 13.7

G1: The same as G0 except that in the oracle PSIGNO, the response z is computed in a dif-

ferent way, and the game aborts if there are two valid PSIGNO queries for the same in-

put pi, lrq (denoted as BNonce). The game is formally defined in Figure 13.8. We first
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Game GA
0 pκq :

pAÐ$ R
kˆpm´kq
q ; AÐ r pA|Iks

HÐ$ TS.HF ; SÐH ; curSSL Ð pq

pµ˚, sig˚q Ð

AINIT,PPO,PSIGNO,OPEN,ROpAq

Return pµ˚ R S ^ Vfppk, µ˚, sig˚q “

1q

Oracle INITpCS q :

HS Ð rnszCS

pskÐ$ Dm
σsk

; pkÐ
Y

2A ¨ psk
U

νpk

For pi, jq P rns ˆ rns do

seedi,j Ð t0, 1uκ

a1, . . . ,at´1Ð$ Rm´k
q

For i P rns do

sski Ð pskrm´ks `
řt´1

j“1 aji
j

ski Ð psski, pseedi,j , seedj,iqjPrnsq

Return pskiqiPCS

Oracle PPOpiq :

Require: i P HS

For j P r0..ℓs do rj Ð$ Dm
σr

For j P r0..ℓs do Rj Ð A ¨ rj

pp Ð pRjqjPr0..ℓs

sti.mapPPpppq Ð prjqjPr0..ℓs

Return pp

Oracle PSIGNOpi, lrq :

Require: lr .SS Ď rns and i P HS X lr .SS

ppi Ð lr .PPpiq

If sti.mapPPpppiq “ K then return K

If curSSLplrq “ K then

curSSLplrq Ð tiu

Else curSSLplrq Ð curSSLplrq Y tiu

If curSSL “ lr .SSXHS then

SÐ SY tlr .msgu

prjqjPr0..ℓs Ð sti.mapPPpppiq

sti.mapPPpppiq Ð K

pR, c, pbjqjPrℓsqq Ð CompParppk, lrq

psski, pseedi,j , seedj,iqjPrnsq Ð ski

maskÐ
ř

jPlr .SS PRFpseedi,j , ppk, lrqq

mask1 Ð
ř

jPlr .SS PRFpseedj,i, ppk, lrqq

z Ð r0,rm´ks `
ř

jPrℓs bj ¨ rj,rm´ks

`2c ¨ λlr .SS,j ¨ sskj ` mask ´

mask1 mod q

Return pR, zq

Oracle ROpxq :

Return Hpxq

Figure 13.7: The G0 game, where the algorithms CompPar and Vf are defined in Figure 13.4.

show that if BNonce does not occur, the game is identical to G0. From the description of

G1, if curSSLplrq ‰ hon, we have z “ v ` maskc “ r0,rm´ks ` p
ř

jPrℓs bj ¨ rj,rm´ksq `

2c ¨ λlr .SS,i ¨ sski ` maskh ` maskc, which is exactly the same as G0. Otherwise, z “
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Game GA
1 pκq , GA

2 pκq , GA
3 pκq :

Oracle PSIGNOpi, lrq :

Require: lr .SS Ď rns and i P HS X lr .SS ; ppi Ð lr .PPpiq

If sti.mapPPpppiq “ K then return K

If i P curSSLplrq then the game aborts // Bad event BNonce

honÐ lr .SSzCS ; corÐ lr .SS X CS

curSSLplrq Ð curSSLplrq Y tiu

If curSSL “ hon then SÐ SY tlr .msgu

pR, c, pbjqjPrℓsqq Ð CompParppk, lrq

maskc Ð
ř

jPcor PRFpseedi,j , ppk, lrqq ´
ř

jPcor PRFpseedj,i, ppk, lrqq

prjqjPr0..ℓs Ð sti.mapPPpppiq ; sti.mapPPpppiq Ð K

curSumRplrq Ð curSumRplrq ` r0,rm´ks `
ř

jPrℓs bj ¨ rj,rm´ks

If curSSLplrq ‰ hon then // i is not the last queried honest party in lr .SS

psski, pseedi,j , seedj,iqjPrnsq Ð ski

maskhÐ$
ř

jPhonpPRFpseedi,j , ppk, lrqq ´ PRFpseedj,i, ppk, lrqqq

maskhÐ$ Rm´k
q

v Ð r0,rm´ks ` p
ř

jPrℓs bj ¨ rj,rm´ksq ` 2c ¨ λlr .SS,i ¨ sski `maskh

vÐ$ Rm´k
q

curSumplrq Ð curSumplrq ` v

Else // i is the last queried honest signer

v Ð curSumRplrq`2c¨ pskrm´ks´curSumplrq´
ř

jPcor 2c¨λlr .SS,j ¨sskj

z Ð v `maskc

Return pR, zq

Figure 13.8: The PSIGNO oracle of the games G1, G2, and G3, where G1 only contains dashed

boxes, G2 only contains highlighted boxes, and G3 only contains solid boxes. In addition, each

entry of the tables curSum and curSumR is initialized to 0. The rest of each game is identical to

G0.
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curSumRplrq ` 2c ¨ pskrm´ks ´ curSumplrq ´
ř

jPcor 2c ¨ λlr .SS,j ¨ sskj ` maskc. Here,

curSumRplrq “
ř

i1Phon r
pi1q

0,rm´ks
` p

ř

jPrℓs bj ¨ r
pi1q

j,rm´ks
q, where trpi1q

j ujPr0..ℓs denotes the

nonces for signer i1 P hon, and curSumplrq “
ř

i1Phonztiu v
pi1q “

ř

i1Phonztiupr
pi1q

0,rm´ks
`

p
ř

jPrℓs bj ¨ r
pi1q

j,rm´ks
q ` 2c ¨ λlr .SS,i1 ¨ sski1 ` maskh

pi1q
q, where p¨qpi1q denotes the value com-

puted during the query pi1, lrq. Since psk “
ř

i1Plr .SS λlr .SS,i1 ¨ sski1 and
ř

i1Phonmaskh
pi1q
“

ř

i1Phon

ř

jPhonpPRFpseedi1,j, ppk, lrqq´PRFpseedj,i1 , ppk, lrqqq “ 0, we have z “ r
piq
0,rm´ks

`

p
ř

jPrℓs bj ¨ r
piq
j,rm´ks

q ` 2c ¨ λlr .SS,i ¨ sski `maskh
piq
`maskc, which is identical to G0.

We now argue that BNonce occurs with a negligible probability. Since sti.mapPPpppiq is

set to K after the query pi, lrq, BNonce occurs only if the PPO oracle generates a new token

pR0, . . . ,Rℓq that is exactly the same as ppi. Therefore, by the following lemma from [54],

the probability that this occurs is at most q2s ¨ 2
´N`1, and thus, since N ě 2κ,

AdvG1pA, κq ě AdvG0pA, κq ´ q2s ¨ 2
´2κ`1 . (13.3)

Lemma 13.2.5 (Lemma 3.8, [54]). For any integers q,m, k ą 0, any real number σ ą 0

and any matrix A P Rkˆm
q , denote a distribution DpAq :“ trA|Iks ¨ s | sÐ$ Dm`k

σ u. If

σ ą 2N ¨ q
1

k`m
` 1

Nm ,

PrA Ð$ Rkˆm
q
rH8pDpAqq ě N ´ 1s ě 1´ 2´N`1 ,

where H8pDpAqq :“ ´ log2pmaxx1PRk
q
Prx Ð$ DpAqrx “ x1sq denotes the min-entropy of

DpAq.4

G2: The same as G1 except in the oracle PSIGNO, the aggregated mask maskh computed from

honest parties’ seeds are replaced with a uniformly random value. The game is formally

defined in Figure 13.8. We can show this game is computationally close to G1 by first

replacing each PRFpseedi,j, ¨q for honest parties i and j with a truly random function, which

incurs at most a reduction loss of n2 ¨AdvprfPRFpC, κq. Then, the game is identical to G1, since

for each lr , denoting hon “ lr .SS X HS and maskh
piq
“

ř

jPhonpPRFpseedi,j, ppk, lrqq ´

PRFpseedj,i, ppk, lrqqq, we have tmaskh
piq
uiPhonzti1u is uniformly distributed over Rkp|hon|´1q

q

for any i1 P hon. Therefore,

AdvG2pA, κq ě AdvG1pA, κq ´ n2
¨ AdvprfPRFpC, κq . (13.4)

4We omit the bit dropping from the original lemma, as it is not needed here and it only reduces the min-entropy.
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G3: The same as G2 except the value v is uniformly sampled from Rm´k
q if i is not the last queried

honest party in lr .SS. The game is formally defined in Figure 13.8. Since maskh is sampled

uniformly from Rm´k
q and only used to mask v, the distribution of v is identical in both

games. Therefore, we have

AdvG3pA, κq “ AdvG2pA, κq . (13.5)

We construct an Ideal-TUF adversary B as follows. To start with, after receiving A from the

Ideal-TUF game, B initializes sti.mapPP for i P rns, tables curSSL and curSum following the

game G3, then initializes a map curLR to an empty map, recording whether a lr request has made,

and runs A with input A and access to oracles ĄINIT, ĆPPO, ČPSIGNO and ĄRO, which are simulated

as follows.
ĆINITpCS q: B queries pkÐ INITpCS q. For each i P CS , B samples sskiÐ$ Rm´k

q and seedi,j Ð$ t0, 1uκ

for each j P rns. Finally, B returns psski, pseedi,j, seedj,iqjPrnsqiPCS .

ĆPPO, ĄRO: B forwards queries directly to PPO and RO respectively.

ČPSIGNOpi, lrq: The same as PSIGNOpi, lrq in G3 except that when curSSLplrq “ hon, B queries

ẑ Ð SIGNOplrq and sets z Ð ẑ ´ curSumplrq ´
ř

jPcor 2c ¨ λlr .SS,j ¨ sskj ` maskc. Also,

B does not need to retrieve tri,jujPr0..ℓs and update curSumR, as the table curSumR is not

used anymore.

After A returns, B outputs the output of A.

We observe that B wins the Ideal-TUF game if A wins the game G3, since the message lr .msg

is added to S in G3 if and only if curSSLplrq “ hon, which is exactly the scenario where B
makes a SIGNO query on lr . Also, since B simulates the game G3 perfectly, it follows that

Advideal-tufpB, κq ě AdvG3pA, κq. Therefore, we can conclude the lemma by Equations (13.3)

to (13.5).

13.2.4 Proof of Lemma 13.2.4

Let A be a Ideal-TUF adversary as described in the lemma. W.l.o.g. we assume that A is deter-

ministic. Also, we assume if A returns pµ˚, pR˚, z˚qq, the RO query H2ppk, µ
˚,R˚

q was made

by A, which adds at most one RO query. Also, since the game makes at most one RO query to

H1 and H2 respectively for each signing query, the total number of RO queries to each of H1 and
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H2 is bounded q “ qh ` qs ` 1. We now construct an algorithm C compatible with the syntax in

Lemma 9.2.3 and construct B from ForkC .

CONSTRUCTION OF C . The input of C consists of A, ptiqiPr1`qspℓ`1qs, and a list of hash values

h1, . . . , h2q, where pA, ptiqiPr1`qspℓ`1qsq are sampled following the AOM-MISIS game, and for each

i P rqs, h2i´1 is sampled uniformly from Sb and h2i is sampled uniformly from Sc. To start with, C
initializes sti.mapPPÐ pq for i P rns, and in addition, initializes a counter ctrh Ð 0 for counting

the number of random oracle queries. Then, C runs A on input A with access to oracles ĄINIT, ĆPPO,
ČPSIGNO and ĄRO, which are simulated as follows.

ĆINITpCS q: The same as INITpCS q except C sets pkÐ t2t0sνpk .

ĆPPOpiq: For the j-th query, C sets Rĵ Ð t1`pj´1qpℓ`1q`ĵ`1 for ĵ P r0..ℓs and sets

sti.mapPPppRĵqĵPr0..ℓsq Ð j .

Note that since C does not sample prĵqĵPr0..ℓs, C uses sti.mapPP to store the index j instead.

ČSIGNOplrq: The same as SIGNOplrq except that C computes z Ð PIpdq, where

dĵ “

$

’

’

’

’

’

’

&

’

’

’

’

’

’

%

2c , ĵ “ 1 ,

1 , ĵ “ 1` pj ´ 1qpℓ` 1q ` 1 , j P honR

bj1 , ĵ “ 1` pj ´ 1qpℓ` 1q ` 1` j1, j1 P rℓs, j P honR ,

0 , o.w. ,

(13.6)

and honR :“ tsti.mapPPplr .PPpiqquiPhon.

ĄRO query H1pxq: If H1pxq ‰ K, C returns H1pxq. Otherwise, parse x as p rpk, lrq. If the parsing

fails or rpk ‰ pk, C sets H1pxq Ð$ Sℓ
b and returns H1pxq. Otherwise, C increases ctrh by

1, sets H1pxq Ð h2ctrh´1. Also, C computes R Ð
ř

iPlr .SSpRi,0 `
ř

jPrℓs bj ¨ Ri,jq, where

pRi,jqjPr0..ℓs Ð lr .PPpiq and tbjujPrℓs Ð h2ctrh´1. If H2ppk, lr .msg,Rq “ K, C sets H2ppk,

lr .msg,Rq Ð h2ctrh . Finally, C returns H1pxq.

ĄRO query H2pxq: If H2pxq ‰ K, C returns H2pxq. Otherwise, parse x as p rpk, µ,Rq. If the parsing

fails or rpk ‰ pk, C sets H2pxq Ð$ Sc. Otherwise, C increases ctrh by 1 and sets H2pxq Ð

h2ctrh . Finally, C returns H2pxq.
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After receiving the output pµ˚, pc˚, z˚,h˚
qq from A, C aborts if A does not win the Ideal-TUF

game. Otherwise C computes R˚
Ð

Y

pAz˚ ´ 2νpk ¨ c˚ ¨ pk
U

νr
` h˚ and finds the index I such that

H2ppk, µ
˚,R˚

q is set to hI during the simulation. By our assumption of A, we know such I must

exist. Then, C returns pI,Out “ pµ˚,R˚, c˚, z˚,h˚
qq.

ANALYSIS OF C . To use Lemma 9.2.3, we define S :“ t2jujPrqs and IG as the algorithm that sam-

ples pA, ptiqiPr1`qspℓ`1qsq following the AOM-MISIS game, and HG as the algorithm that samples

h2i´1 uniformly from Sb and samples h2i uniformly from Sc for each i P rqs. From the simulation,

we know that the output index I of C is always in S. Also, it is not hard to check that C simulates

the game Ideal-TUF perfectly, which implies accpCq ě Advideal-tufpA, κq. By Lemma 9.2.3, we

have that

accpForkCq ě Advideal-tufpA, κq2{q .

CONSTRUCT B FROM ForkC . We now construct the AOM-MISIS adversary B using ForkC . To

start with, B receives pA, ttiuiPrQsq from the AOM-MISIS game with Q “ K ` 1 ` qspℓ ` 1q

and runs ForkCpA, ttiuiPrQsq with access to the PI oracle from the AOM-MISIS game. If ForkC

outputs pI,Out “ pµ˚,R˚, c˚, z˚,h˚
q, ĄOut “ prµ˚, rR

˚

,rc˚, rz˚, rh
˚

qq and c˚ ‰ rc˚, B sets ŝ Ð

pz˚ ´ rz˚, 2pc˚ ´ rc˚qt0 ´ pApz˚ ´ rz˚
qq and b̂ Ð p2pc˚ ´ rc˚q, 0, . . . , 0q. Otherwise, B aborts. It is

clear that Aŝ “ pApz˚ ´ rz˚
q ` 2pc˚ ´ rc˚qt0 ´ rApz˚ ´ rz˚

q “ 2pc˚ ´ rc˚qt0 “
ř

iPrQs
b̂iti.

We now show how B sets u such that b̂
T
u ‰ 0 and dTu “ 0 mod q for any oracle query

PIpdq. Note that B only makes PI queries while simulating oracle ČSIGNO. We set u1 “ 1 and thus

b̂
T
u “ 2pc˚ ´ rc˚q ‰ 0.

Enumerating j from 1 to qs, C sets u1`pj´1qpℓ`1q`rℓ`1s such that

ÿ

iPr1`jpℓ`1qs

uidi “ 0 for each PI query d with d1`rjpℓ`1qs ‰ 0 . (13.7)

To simplify notation in the following analysis, we use v to denote the vector u1`pj´1qpℓ`1q`rℓ`1s P

Rℓ`1. Concretely, C sets v as follows. Suppose Equation (13.7) holds for j´1 (except when j “ 1,

i.e., no condition is required for the case j “ 1). We say a ČSIGNO query lr corresponds to the j-th

token if and only if it is the valid query with sti.mapPPplr .PPpiqq “ j, where a valid query means

the ČSIGNO oracle does not return K. From the simulation, there is at most one ČSIGNO query

corresponding to the j-th token during each execution of A. Therefore, there are the following

cases:
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Case 1: No query corresponds to the j-th token during both executions. In this case, B set v Ð 0.

Case 2: Only one query corresponds to the j-th token during the two executions. Denote d as

the PI query made during the execution of the ČSIGNO query corresponding to the j-th token,

where d follows the form given in Equation (13.6). B sets v Ð p´
ř

iPr1`pj´1qpℓ`1qs
uidi, 0, . . . , 0q,

and it follows
ř

iPr1`jpℓ`1qs
uidi “

ř

iPr1`pj´1qpℓ`1qs
uidi ` v1 “ 0. Also, since d is the PI

query with d1`pj´1qpℓ`1q`rℓ`1s ‰ 0, it follows that Equation (13.7) holds.

Case 3: There is one query corresponding to the j-th token during each of the two executions.

Denote d (resp. rd) as the PI query made during the execution of the ČSIGNO query corre-

sponding to the j-th token before (resp. after) rewinding. If d “ rd, then C sets v in the same

way as Case 2.

Otherwise, let k̂ P rℓs be the index such that d1`pj´1qpℓ`1q`1`k̂ ‰
rd1`pj´1qpℓ`1q`1`k̂. (If such

k̂ does not exist, B aborts.) Denote b :“ d1`pj´1qpℓ`1q`1`k̂ and rb :“ d1`pj´1qpℓ`1q`1`k̂. Since

Equation (13.7) holds for j´1, we have either
ř

iPr1`pj´1qpℓ`1qs
uidi “ 0 or

ř

iPr1`pj´1qpℓ`1qs
uidi “

d1 P 2Sc by Equation (13.6), where 2Sc :“ t2c | c P Scu. Therefore, denote ∆ :“
1
2

ř

iPr1`pj´1qpℓ`1qs
uidi and r∆ :“ 1

2

ř

iPr1`pj´1qpℓ`1qs
ui

rdi. Since b,rb P Sb, by Lemma 11.2.1,

there exists γ P R such that γpb´rbq “ 2 mod q. C sets

vĵ Ð

$

’

’

’

&

’

’

’

%

´2∆` bγp∆´ r∆q , ĵ “ 1 ,

´γp∆´ r∆q , ĵ “ k̂ ,

0 , o.w.

Then, it holds that
ř

iPr1`jpℓ`1qs
uidi “

ř

iPr1`pj´1qpℓ`1qs
uidi`v1`bvk̂ “ 2∆´2∆`bγp∆´

∆̄q´ bγp∆´ ∆̄q “ 0 and
ř

iPr1`jpℓ`1qs
ui

rdi “
ř

iPr1`pj´1qpℓ`1qs
ui

rdi`v1`rbvk̂ “ 2r∆´2∆`

bγp∆´ r∆q´rbγp∆´ r∆q “ 2r∆´2∆`pb´rbqγp∆´ r∆q “ 2r∆´2∆`2p∆´ r∆q “ 0. Finally,

since d and rd are the PI queries with d1`pj´1qpℓ`1q`rℓ`1s ‰ 0, it follows that Equation (13.7)

holds.

ANALYSIS OF B. Denote BadHash as the event that h1,rh1, . . . , h2q,rh2q are not all distinct. We

now show that B wins the AOM-MISIS game if ForkC returns and BadHash does not occur.

We first show that if ForkC returns and BadHash does not occur, B does not abort. (The follow-

ing argument is similar to the one provided in the security reduction of the CTZ protocol.) Suppose
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ForkC returns and BadHash does not occur. Then, the only step where B might abort is in Case

3 above. In Case 3, suppose d ‰ rd and d1`pj´1qpℓ`1q`1`rℓs “
rd1`pj´1qpℓ`1q`1`rℓs (in which case

B aborts). Let lr be the ČSIGNO query that corresponds to the j-th token before rewinding. Then,

there exists J P rqs such that h2J´1 “ H1ppk, lrq “ d1`pj´1qpℓ`1q`1`rℓs. Since BadHash does not

occur, the only possibility is that the 2J ´ 1 ă I and lr is also the ČSIGNO query that corresponds

to the j-th token after rewinding. Let R be the aggregated nonce computed from CompParppk, lrq.

Denote Ĵ P rqs be the index such that h2Ĵ “ H2ppk, lr .msg,Rq before rewinding. From the simu-

lation of the random oracles, it holds that Ĵ ď J and thus 2Ĵ ď 2J ď I . Also, since lr .msg ‰ µ˚

(o.w., C would not win the game), we have 2Ĵ ‰ I and thus 2Ĵ ă I . Therefore, H2ppk, lr .msg,Rq

in the second execution of C is also h2Ĵ . This implies d “ d̄, which contradicts our assumption.

Suppose B does not abort. From the way B sets u, Equation (13.7) holds for j “ qs. Then,

since for each PI query d, the component d1`rqspℓ`1qs ‰ 0, it follows that dTu “
ř

iPr1`qspℓ`1qs
uidi “

0. It is left to bound the norms of vectors ŝ, b̂ and u.

We first bound the norm of ŝ. We have

}ŝrm´ ks} “ }z˚
´ rz˚

} ď 2βz (13.8)

and, by Lemma 13.2.6 (proved in [60]),

}ŝrpm´ k ` 1q..ms} “
›

›

›
2pc˚

´ rc˚
qt0 ´ pApz˚

´ rz˚
q

›

›

›

ď

›

›

›
pc˚
´ rc˚

q2νpkpk´ pApz˚
´ rz˚

q

›

›

›
`

›

›pc˚
´ rc˚

q ¨ p2t0 ´ 2νpkpkq
›

›

ď

›

›

›
pc˚
´ rc˚

q2νpkpk´ pApz˚
´ rz˚

q

›

›

›
` βc2

νpk`1
?
Nk (by Lemma 13.2.6)

ď

›

›

›

›

2νr
Y

pArz˚
´ 2νpkrc˚pk

U

νr
´ 2νr

Y

pAz˚ ´ 2νpkc˚pk
U

νr
mod q

›

›

›

›

`

›

›

›

›

p pAz˚
´ 2νpkc˚pkq ´ 2νr

Y

pAz˚ ´ 2νpkc˚pk
U

νr

›

›

›

›

`

›

›

›

›

p pArz˚
´ 2νpkrc˚pkq ´ 2νr

Y

pArz˚
´ 2νpkrc˚pk

U

νr

›

›

›

›

` βc2
νpk`1

?
Nk

ď

›

›

›

›

2νr
ˆ

Y

pArz˚
´ 2νpkrc˚pk

U

νr
´

Y

pAz˚ ´ 2νpkc˚pk
U

νr

˙

mod q

›

›

›

›

` 2νr`1
?
Nk ` βc2

νpk`1
?
Nk . (by Lemma 13.2.6)

(13.9)

Lemma 13.2.6 (Lemma 3.14 [60]). For any integers v ě 4 and q ą 2v, let qv “ tq{2vu. Moreover,
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assume q and v satisfies qv “ tq{2vs. Then, for any x P Zq, we have
ˇ

ˇ

ˇ
x´ 2v ¨ txsv

ˇ

ˇ

ˇ
ď 2v ´ 1 .

Since
Y

pAz˚ ´ 2νpkc˚pk
U

νr
` h˚

“ R˚
“ rR

˚

“

Y

pArz˚
´ 2νpkrc˚pk

U

νr
` rh

˚

, there exists δ P Rk

such that }δ}
8
ď 2 and

Y

pAz˚ ´ 2νpkc˚pk
U

νr
`h˚

“

Y

pArz˚
´ 2νpkrc˚pk

U

νr
` rh

˚

` qνr ¨ δ. Therefore,

›

›

›

›

2νr
ˆ

Y

pArz˚
´ 2νpkrc˚pk

U

νr
´

Y

pAz˚ ´ 2νpkc˚pk
U

νr

˙

mod q

›

›

›

›

ď

›

›

›
2νrh˚ mod q

›

›

›
`

›

›

›
2νr rh

˚

mod q
›

›

›
` }2νrqνr ¨ δ mod q}

ď 2βz ` 2νr }δ} ď 2βz ` 2νr`1
?
Nk .

(13.10)

Therefore, by Equations (13.8) to (13.10), }ŝ} ď p2νr`2 ` βc ¨ 2
νpk`1q ¨

?
Nk ` 4βz ď βs.

Also,
›

›

›
pb̂1 ¨ σ1, . . . , b̂Q ¨ σQq

›

›

›

1
“ }2pc˚ ´ rc˚qσsk}1 ď 4σskβc ď βb.

It is left to bound }pu1{σ1, . . . , uQ{σQq}. For j P rqss, denote v :“ uK`1`pj´1qpℓ`1q`rℓ`1s.

There are three cases as mentioned in the construction of B. For the first case, }v} “ 0. For the

second case, since v1 P 2Sc Y t0u, }v} “ }v} ď 2
?
βc. For the third case, since ∆, r∆ P Sc Y t0u,

}∆}1 ď βc and
›

›

›
∆̃

›

›

›

1
ď βc. Since }γ} “

?
N (by Lemma 11.2.1),

}v}2 “
›

›

›
γprb∆´ br∆q, 0, . . . , 0,´γp∆´ r∆q, 0, . . . , 0q

›

›

›

2

ď 2p}∆}1 `
›

›∆̄
›

›

1
q
2
}γ}2 ď 8Nβ2

c .

Therefore, }pu1{σ1, . . . , uQ{σQq} ď u1{σsk`

b

ř

jPrqss
}v{σr} ď 1{σsk`βc

?
8Nqs{σr ď βu. The

above shows that B wins the AOM-MISIS game, given that ForkC returns and BadHash does not

occur.

Finally, since each of h1, h3, . . . , h2q´1 and h2, h4, . . . , h2q are sampled uniformly from Sℓ
b and

Sc respectively, PrrBadHashs ď p2qq2{ |Sb|
ℓ
` p2qq2{ |Sc| ď 8q22´2κ. Therefore,

Advaom-misis
par pB, κq ě accpForkCq ´ PrrBadHashs

ě Advideal-tufpA, κq2{q´ 8q22´2κ ,

which concludes the lemma.
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[93] Adeline Langlois, Damien Stehlé, and Ron Steinfeld. GGHLite: More efficient multilin-
ear maps from ideal lattices. In Phong Q. Nguyen and Elisabeth Oswald, editors, EURO-
CRYPT 2014, volume 8441 of LNCS, pages 239–256. Springer, Berlin, Heidelberg, May
2014.

[94] Benoı̂t Libert, Marc Joye, and Moti Yung. Born and raised distributively: fully distributed
non-interactive adaptively-secure threshold signatures with short shares. In Magnús M.
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