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Abstract
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Department of Computer Science & Engineering
Huijia Lin
Department of Computer Science & Engineering

Blind signatures and threshold signatures are two fundamental cryptographic primitives that have attracted
significant real-world interest, largely due to the development of practically efficient schemes. This thesis
focuses on designing efficient constructions in pairing-free groups and lattices, along with rigorous security
analyses. Pairing-free constructions are attractive because of their compact key/signature sizes and well-
established library support, while lattice-based constructions are of particular interest as they are conjectured

to remain secure against quantum adversaries. The thesis makes progress in the following three directions:

Pairing-free blind signatures: The thesis proposes the most efficient pairing-free construction that is prov-
ably secure in the concurrent setting, under the discrete logarithm (DL) assumption in the algebraic
group model (AGM) and the random oracle model (ROM).

Pairing-free threshold signatures: This thesis introduces a new syntax and security hierarchy for analyz-
ing FROST, the state-of-the-art pairing-free threshold signature scheme. It provides the first security
proof of FROST in the ROM under the one-more discrete logarithm (OMDL) assumption, and further
proposes variants of FROST that is provably secure under the standard DL assumption. Those are the

first partially non-interactive constructions based on the DL assumption.

Lattice-based threshold signatures: This thesis develops new techniques that establish the provable secu-
rity of one of the state-of-the-art two-round lattice-based threshold signature schemes under standard
lattice assumptions, in contrast to prior work which relied on a new non-standard assumption. These
techniques also yield a new security analysis for another state-of-the-art two-round scheme with a

simpler setup, significantly improving its efficiency.
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Chapter 1

INTRODUCTION

Digital signatures are fundamental cryptographic primitives widely used across various appli-
cations. They play a crucial role in authenticating transactions and communications. While many
efficient signature schemes exist with fast signing and verification, emerging scenarios demand
more advanced protocols for generating digital signatures. Among these, two key areas of focus

are blind signatures and threshold signatures.

Blind signature protocols, first introduced by David Chaum in 1982 [43], allow users to obtain
signatures from a signer without revealing either the messages being signed or the resulting signa-
tures to the signer. More precisely, their security consists of two key properties: blindness, which
ensures that the issued messages and signatures remain unlinkable to the signing interaction—even
if the signer is malicious, and one-more unforgeability, which prevents a malicious user from forg-
ing more signatures than the number of signing interactions they engage in. Blind signatures are
highly versatile and essential for applications requiring anonymity guarantees. Initially proposed
for anonymous cash systems [43, 46, 108, 35], they were later adapted for other privacy-preserving
applications, such as anonymous e-voting [45, 66] and anonymous credentials [35, 36, 37, 13]. Fur-
thermore, thanks to the existence of efficient constructions [44, 27, 57], blind signatures have been
deployed in various real-world applications, including Private Click Measurement [1], Google’s
VPN service, and Privacy Pass [52].

Threshold signatures [58, 59] enable the signing key to be distributed among a group of n
signers, allowing a valid signature to be issued only if at least a threshold number ¢ of signers are
involved. Crucially, any subset of fewer than ¢ signers should be unable to produce a valid signa-
ture, even if they collude and deviate from the protocol. The primary motivation for developing
practically efficient threshold signatures comes from blockchain systems (e.g., digital wallets [70]),
where they are used to mitigate the risk of a single point of failure in key management. Addition-
ally, threshold signatures have recently gained significant attention due to ongoing standardization
efforts by NIST [102].



MAIN FOCUSES. The primary focus of this thesis is on constructing efficient cryptographic schemes

in pairing-free groups. These constructions treat prime-order cyclic groups as black boxes and do
not rely on bilinear pairings. In practice, such groups are typically instantiated using standard el-
liptic curves. By “efficient,” we refer to constructions that avoid heavy cryptographic tools, such
as general-purpose non-interactive zero-knowledge proofs.

While efficient constructions based on pairings or RSA exist for blind signatures [44, 27, 57]
and threshold signatures [53, 75, 119, 27], pairing-free constructions are preferable for practical
applications for the following reasons. Pairing-based constructions suffer from limited library
support, making them difficult to deploy in browser applications. RSA-based constructions are
generally less efficient than pairing-free alternatives in terms of signature size, signing time, verifi-
cation time, and communication complexity. This inefficiency arises because RSA-based schemes
require significantly larger modulus sizes to ensure the hardness of the RSA problem.

Another motivation for studying pairing-free constructions is that they pave the way for build-
ing efficient post-quantum schemes, which is the second focus of this thesis. As the threat of
quantum computers looms on the horizon, there is growing interest in developing cryptosystems
based on quantum-resistant assumptions. Lattice-based assumptions are among the most promis-
ing candidates. The selection of Dilithium [99] and Falcon [111] by NIST for standardization
reinforces this belief. A common approach for designing efficient lattice-based schemes is to adapt
efficient pairing-free constructions. For example, Dilithium follows the “Fiat—Shamir with Aborts”
paradigm [97], which is based on this approach. This paradigm has also led to practical lattice-

based schemes in multi-signatures [34] and threshold signatures [54].

SCHNORR SIGNATURES. Most of pairing-free constructions for blind signatures and threshold sig-

natures are all built around Schnorr signatures [115], which is one of the most efficient digital
signature schemes in paring-free groups. Denote a group as G with generator g and order p. The
signing key of Schnorr signature is a random scalar sk € Z,, and the corresponding public key is
pk < g%. A Schnorr signature for a message m consists of one group element and one scalar
(R, z) € G x Z, satisfying

9° = R-pk“, (1.1

with ¢ = H(pk, R,m) and H is a cryptographic hash function. We can also use (c, ) as a Schnorr
signature since one can compute ¢ from R and also compute R(= g*pk ) from c. Then, a Schnorr

signature consists of two scalars in Z,. Schnorr signatures are now supported by major blockchain



systems, including Bitcoin. Pointcheval and Stern [110] shows the security of Schnorr signatures
under the discrete logarithm (DL) assumption in the random oracle model (ROM) [18], where H

1s modeled as a random oracle.

PAIRING-FREE BLIND SIGNATURES. Chaum and Pedersen [47] proposed a highly efficient three-

move blind signature scheme for issuing Schnorr signatures, commonly referred to as blind Schnorr.
Here, ”three-move” means that each signing session consists of three messages exchanged between
the signer and the user, with the signer sending the initial message and the user receiving the final
message.

However, Schnorr [117] identified a hard problem, called the ROS problem, in the security
analysis of blind Schnorr. Specifically, if an adversary can solve the ROS problem, they can break
the one-more unforgeability of blind Schnorr in the concurrent setting. The concurrent setting
means that there can be arbitrarily many signing sessions happening concurrently with commu-
nication from different sessions interleaved arbitrarily. In contrast, the sequential setting requires
the signer to complete one signing session before starting another. Consider ring the concurrent
setting is crucial in practice, as restricting a scheme to sequential signing makes it vulnerable to
denial-of-service (DoS) attacks.

A recent break-through result by Benhamouda et al. [24] shows that there exists a polynomial-
time algorithm that solves the ROS problem. Concretely, the attack shows that one can forge
[log,(p)] + 1 valid signatures by engaging in only [log,(p)] number of signing sessions, where p
denotes the group size. Several attempts [3, 65, 88, 39] have been made to circumvent the ROS
problem. However, these solutions either rely on non-standard assumptions [65] or are significantly
less efficient compared to blind Schnorr [3, 88, 39]. Therefore, it remains a major open problem to
construct an efficient, pairing-free blind signature scheme that is provably secure under standard

assumptions.

PAIRING-FREE THRESHOLD SIGNATURES. Currently, the most efficient pairing-free threshold sig-

nature scheme is FROST, proposed by Komlo and Goldberg [91]. FROST issues Schnorr signa-
tures and has a two-round signing protocol. More precisely, each signer communicates with a
coordinator (which can be one of the signers). In the first round, each signer generates a random
token and sends it to the coordinator. In the second round, the coordinator distributes the collected
tokens to all signers, who then compute and send partial signatures back to the coordinator. Finally,
the coordinator combines them to produce a valid signature.

FROST improves upon prior constructions [120, 72] in terms of both communication and round



complexity at the price of giving up robustness. Additionally, it offers significant usability advan-
tages. The first-round messages are generated independently of both the message being signed and
the set of participating signers. This allows the first round to be preprocessed, where the coordi-
nator can collect a batch of tokens in advance. When receiving a signing request for a message
m with a designated subset of signers, the coordinator simply selects a token for each designated
signer and proceeds with the second-round protocol to generate the final signature.

However, there is no formal security analysis for FROST. The original paper does not provide
a formal security definition or proof for the scheme. Moreover, we found that existing syntax and
security definitions fail to capture the aforementioned offline-online signing pattern. Prior security
definitions, such as the one given in [70], only consider signing protocols where the message to be
signed is determined at the start of the execution.

Another issue with prior definitions is that they assume all honest designated signers participate
in every signing session. However, in FROST, a malicious coordinator may choose to interact with
only a subset of the honest designated signers, and it is unclear whether a signature is considered
issued or not in this case. Definitions that account for these more fine-grained signing patterns exist
only for non-interactive threshold signatures [119, 124, 29], where the signing protocol consists of
a single round of communication between the user and each designated signer. It is unclear how we
can define similar security notions for FROST. Also, these definitions are inconsistent on whether
a signature is consider issued. The definitions from [124, 29] consider a signature is issued for a
message m as long as the adversary receives a partial signature from at least one honest signers,
while the definition given by Shoup [119] is stronger, where they consider a signature is issued
only if the adversary receives partial signatures from at least ¢t — k honest signers, where £ denotes

the number of corrupted parties.

LATTICE-BASED CONSTRUCTIONS. For lattice-based constructions, we only focus on threshold

signatures in this thesis. The existing lattice-based threshold signatures are not yet satisfactory.
Early constructions were based on fully homomorphic encryption (FHE) [29, 8], a heavy crypto-
graphic tool that renders these schemes impractical. A more recent line of work [54, 87, 61, 60] has
made significant progress by adapting constructions from pairing-free groups to the lattice setting.
In particular, these schemes produce lattice analogs of Schnorr signatures. The high-level idea is
to replace the group exponentiation ¢g* with matrix multiplication Ax, where A is a random matrix
over Z,, for some integer p and x is a small-norm vector in Z,. The secret key sk of a lattice-based

signature scheme is a random small-norm vector in Z;', and its corresponding public key is com-



puted as pk «— Ask, with A € Z’Ijxm being part of the public parameter. A signature of a message
consists of (R € Z}', z € Z") satisfying Az = R + H(pk, R, 11) - pk and z has small norm, where
H is a cryptographic hash function.

Despite this progress, it remains an open problem whether we can construct an efficient 2-
round lattice-based analog of FROST that is provably secure under standard lattice assumptions.
Existing approaches either require a higher number of rounds [54, 87, 61], relies on non-standard

assumptions [60] or has significantly larger signature size and communication complexity [41].

OUR CONTRIBUTIONS.

Blind signatures in paring-free groups. We present the first blind signature schemes in pairing-
free groups that simultaneously achieve: (1) concurrent security, (2) provable security in
either the generic group model (GGM) [104, 118] or the algebraic group model (AGM) [64]
under the DL assumption additionally assuming random oracles, and (3) efficiency compa-

rable to blind Schnorr signatures.

Our GGM-based construction (BS;) produces signatures of size 3 scalars—just one more
than a standard Schnorr signature—and requires 2 group elements and 3 scalars in com-
munication. Our AGM-based construction (BSs) has the same signature size and adds one

additional scalar to the communication.

Previously, the only scheme satisfying the first two properties was due to Abe [3, 85], but
it is significantly less efficient: Abe’s signatures consist of 2 group elements and 6 scalars,
with a communication cost of 3 group elements, 6 scalars, and an additional x bits, where x

denotes the security parameter.

Moreover, we show that BS, can be naturally extended to support partially blind signing
without incurring any additional cost in signature size or communication complexity. In this
setting, a portion of the message to be signed is publicly known to both the signer and the
user. This feature is particularly useful in real-world applications, as it allows binding public
information, such as the date of issuance, to the signature. This part of the contributions is

presented in Part I.

Threshold signatures in paring-free groups. In this thesis, we formalize a notion called partially
non-interactive threshold signatures, which captures schemes like FROST, and develop a se-

curity hierarchy for partially non-interactive schemes. These schemes consist of a message-



independent pre-processing round followed by a non-interactive signing round. In the pre-
processing round, each signer generates a token and sends it to a leader (coordinator). In
the signing round, the leader constructs a leader request /r, which includes the message m
to be signed, the set of participating signers .S, and an aggregated message derived from the
signers’ tokens. For FROST, the aggregated message is {(i, R;, S;)}ics. The leader then
sends [r to the involved signers, who respond with their partial signatures. Finally, the leader

aggregates these partial signatures to produce the final signature.

In our unforgeability game, the adversary can corrupt the leader and up to ¢—1 signers. It also
has access to two oracles: a pre-processing oracle, which allows the adversary to request pre-
processing tokens from any honest party, and a signing oracle, which allows the adversary
to request partial signatures from any honest party on any leader request. The adversary
wins if it can forge a signature that is not considered issued”. We propose different ways of
defining “’considered issued”, leading to a security hierarchy T'S-UF-0 to TS-UF-4, where
TS-UF-(i + 1) is stronger than TS-UF-i.

The weakest security, T'S-UF-0, considers a signature for a message m to be issued if and
only if the adversary has obtained any partial signature from an honest party on a leader
request for signing message m. This is exactly the security notion considered by the prior
work on FROST [50]. TS-UF-1 considers a signature for a message m to be issued if and
only if the adversary has obtained partial signature from at least ¢ — | C'S| honest signers
for signing message m, where CS denotes the set of corrupted signers. A similar notion is

considered in the case of non-interactive threshold signatures [119, 94].

For partially non-interactive schemes, it is possible to consider stronger security notions.
The stronger notions in the hierarchy aim to guarantee that the partial signatures obtained
for different leader requests cannot be combined. TS-UF-2 considers a signature for m to
be issued if and only if there exists a leader request [r for signing m such that the adversary
has obtained partial signatures for /r from at least ¢ — |C'S| signers. The condition of an
issued signature in T'S-UF-3 additionally requires the adversary to obtain partial signatures
from each honest signer i € Ir.S that the token (R;, S;) in [r is generated by 4. The strongest
security in our hierarchy, T'S-UF-4, considers a signature for a message m to be issued if
and only if there exists a leader request /r for signing m such that the adversary has obtained

partial signatures from all honest signers involved in Ir.S.



We also analyze FROST1 (the original FROST [91]) and two variants FROST2 [50] and
FROST3 [113], using our security hierarchy. In particular, we show TS-UF-3 of FROST1,
TS-UF-2 of FROST2, and TS-UF-1 of FROST3 under the AOMDL assumption [105] in the
ROM. We also give counterexamples showing that they do not guarantee stronger notions in

the hierarchy.

Our second main contribution here is a new approach that can transform FROST into thresh-
old signature schemes whose security relies on weaker assumptions. Specifically, while all
three FROST variants rely on the AOMDL assumption in the ROM, our new schemes are
provably secure under the plain DL assumption in the ROM. The resulting schemes produce
Okamoto signatures [107], which are just one scalar larger than Schnorr signatures. This

part of the contributions is presented in Part II.

Lattice-based threshold signatures. We establish the security of the 2-round lattice-based thresh-
old signatures proposed by Espitau et al. [60] (referred to as the EKT scheme) under the
MSIS and MLWE assumptions in the ROM. Previously, the security of EKT relied on the
hardness of the algebraic one-more MLWE (AOM-MLWE) problem, a new assumption in-

troduced in their work.

To achieves this, we propose a modification of the AOM-MLWE problem, referred to as the
algebraic one-more MISIS problem (AOM-MISIS) problem. The new problem is no harder
than the original problem, meaning that the hardness of AOM-MISIS implies the hardness
of AOM-MLWE. We then show the hardness of the AOM-MISIS problem is implied by the
MSIS and MLWE assumptions. The reduction is inspired by our techinques for removing
the AOMDL assumption.

We also present a new security analysis of EKT directly based on the hardness of the AOM-
MISIS problem, which yields a tighter reduction. The concrete parameters derived from
our reduction is slightly weaker than those in their work, as their estimates are based their

cryptanalysis of the AOM-MLWE problem rather than security reductions.

Our techniques also lead to a new security analysis of another efficient 2-round lattice-based
threshold scheme [41] (referred to as the CATZ scheme), which significantly improves its
concrete parameters. Compared to EKT, the main advantage of CATZ is that it avoids the

need for setting up pairwise secret keys between signers during distributed key generation.



Instead, similar to FROST, each signer only holds its own share of the secret key. This part

of the contributions is presented in Part III.



Chapter 2

NOTATION

INTEGERS AND VECTORS. If b > a > 1 are positive integers, then Z, denotes the set {0, ..., a—1}

and [a..b] denotes the set {a, ..., b}. We write Z* = 7Z,\{0}. If z is a vector then |z| is its length
(the number of its coordinates), x; is its i-th coordinate. For a sequence of variables x4, ..., x,, we

use zp;) to denote (1, ..., ;) and z; j to denote (z;, ..., x;).

SETS AND DISTRIBUTIONS. Let S be a finite set. The size of a set S is denoted |S|. We let

x «<s .S denote sampling an element uniformly at random from S and assigning it to z. For a
distribution D, denote Supp(D) as the support of D, and x «<—s D denotes sampling x according
to D. For any y € Supp(D), denote D(y) := Pr,.splz = y], and for S < Supp(D), denote
D(S) := Pr, sp[z € S]. For any set T" and any function F' : Supp(D) — T, denote F'(D) as the

distribution of F'(x) for z sampled from D.

VECTOR SPACES. For any vector space V' over a field /' and a set S € V, we denote Span(.S)
as the F'-span of S, which is the smallest F'-subspace of V' that contains S. In particular, we omit
F from the subscript if F' = R. For a finite set S = {vy,...,v,} € V, we say S is F-linearly
independent if and only if for any non-zero (a4, ...,a,) € F", Zie[n] a;v; # 0. We say S'is a F-
basis of V' if and only if S is F-linearly independent and Span(.S) = V. When F is not specified,

we assume F' = R. The dimension of V' is equal to the size of S.

ALGORITHMS. We let iy < A%~ (zy,...;7) denote executing algorithm A on inputs z,, ... and

coins r with access to oracles Oy, . .. and letting y be the result. We let yy <—s A% (zy,...) be the
result of picking r at random and letting iy «<— A% (xy, ... ;7). Algorithms are randomized unless

otherwise indicated. The running time is the worst case. We use x to denote the security parameter.

GROUPS. The group generation algorithm GGen(1%) takes the security parameter as input and
outputs (G, p, g), where G is a cyclic group with prime size p > 2* and generator g. We let 1g
denote the identity element of G. We let G* = G\{1g} denote the set of non-identity elements,
which is the set of generators of G if the latter has prime order. If g € G* is a generator and

X € G, the discrete logarithm base g of X is denoted DLogg ,(X), and it is in the set Zg|. The
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Game DLogéGen(n) :

(G,p,g) < GGen(1%) ; g — g(Gy) ; X <3Gy
y— A(p,9,G, X)

If g = X then return 1

Return 0

Figure 2.1: The DLog game.

discrete logarithm game is defined in Figure 2.1. For a DL adversary .A, its advantage is denoted
as Advae® (A, 17) := Pr[DLoggc., (k) = 1].

MODULES. For any ring R with multiplicative identity 1 and any abelian group (M, +), we say M
is an R-module if there exists an operation - : R x M — M such that for any a,b € R and any
r,ye M, a-(z+y)=a-xz+a-y,d)(a+b)-x=a-xz+0b- -z, (i) (ab) - x = a- (b-x), (iv)
1.2 = x. Also, we use 0 to denote the identity of M.

MODULE HOMOMORPHISMS. For any R-modules M and N, amap f : M — N is a homo-
morphism of R-modules if for any » € R and z,y € M, f(x +r-y) = f(z)+7r- f(y) . We

say a homomorphism f is an epimorphism if f is a surjection. We say a homomorphism f is a
monomorphism if f is an injection.

CHARACTERISTIC OF A FIELD. For any field F, the characteristic of I, denoted by char(F), is

the smallest positive number k such that & - 1 = Zle 1 = 0, where 1 denotes the multiplicative
identity of [F and O denotes the additive identity of F. If k£ does not exist, we say the characteristic
of F'is 0.
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Chapter 3
BLIND SIGNATURES: INTRODUCTION

Blind signatures [42] allow a user to interact with a signer to produce a valid signature that
cannot be linked back by the signer to the interaction that produced it. Blind signatures are used in
several applications, such as e-cash systems [42, 46], anonymous credentials (e.g., [37]), privacy-
preserving ad-click measurement [1], and various forms of anonymous tokens [82, 2]. They are
also covered by an RFC draft [56].

This thesis develops the first practical pairing-free three-move blind signature schemes that (1)
are concurrently secure, (2) produce short signatures (i.e., three or four group elements/scalars),
and (3) are provably secure either in the generic group model (GGM) [118, 101] or in the algebraic
group model (AGM) [64] under the discrete logarithm (DL) or the one-more discrete logarithm
(OMDL) assumption (in addition to assuming random oracles [18]). Our DL-based scheme also
admits a partially blind version [4], roughly following a paradigm by Abe and Okamoto [5], that
targets applications where signatures need to depend on some public input (e.g., an issuing date)
known to the signer. An overview of our schemes is given in Table 3.1.

Unlike blind Schnorr [47], Okamoto-Schnorr [110], and other generic constructions based on
identification schemes [80], we do not rely on the hardness of the ROS problem, for which a
polynomial-time attack has recently been presented [24]. Also, unlike Clause Blind Schnorr (CBS)
signatures [65], we do not rely on the assumed hardness of the mROS problem, which is subject to
(mildly) sub-exponential attacks and we can thus support smaller group sizes.! In fact, our schemes
all admit tight bounds, and this suggests that they can achieve (\/2)-bit of security on A-bit elliptic
curves, supporting an instantiation with 256-bit curves. Our security proofs rely on a reduction to
a new variant of the ROS problem, called weighted fractional ROS (WFROS), for which we prove
an exponential, unconditional lower bound. Therefore, another benefit over CBS, beyond concrete

parameters, is that we do not need to rely on an additional assumption.

'The best known attack against mROS [65] runs in time 2¢t108(¢+1)+A/(1+log(¢+1)) where \ is the security param-
eter and ¢ corresponds to the number of concurrent sessions. The worst £ gives a 201980 attack, and in practice,
this suggests a choice of A = 512 to achieve 128-bit security for all £’s.
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Perhaps as a testament of the unsatisfactory status of pairing-free schemes, the only other
scheme known to achieve exponential, concurrent, security is Abe’s scheme [3]. Although its orig-
inal (standard-model) proof was found to be flawed, proofs were then given both in the GGM [106]
and the AGM [85], along with a proof for the restricted setting of sequential security [11]. Still,
it produces longer signatures and public keys, and is overall less efficient. Also, it only offers

computational blindness (under DDH), whereas our scheme provides perfect blindness.

DISCRETE-LOGARITHM BASED BLIND SIGNATURES. We stress that our focus here is making

pairing-free schemes as practical and as secure as possible. Indeed, very simple pairing-based
blind signature schemes in the ROM can be obtained from BLS signatures [31, 27]. Blind BLS
offers a different trade-off: signatures are short (i.e., one group element) and signing requires only
two moves, but signature verification requires a more expensive (and more complex) pairing eval-
uation. Indeed, the current blind signature RFC draft [56] favors RSA over BLS, also due to lesser
availability of pairings implementations. In particular, several envisioned applications of blind
signatures are inherently browser-based, and the available cryptographic libraries (e.g., NSS for
Firefox and BoringSSL for Chrome) do not yet offer pairing-friendly curve implementations.

In contrast, (non-blind) Schnorr signatures [114, 116] (such as EADSA [25]) are short, can rely
on standard libraries, and outperform RSA. Though their blind evaluation requires three rounds,
this may be less concerning in applications where verification cost is the dominating factor and
the signing application can easily keep state. Indeed, [56] identifies CBS as the only plausible
alternative to RSA, and our schemes improve upon CBS by avoiding the mROS assumption. Once
the group order is adjusted to resist sub-exponential attacks, we achieve comparable signature size,
more efficient signing, and accommodate for partial blindness. (No partially blind version of CBS
is known to the best of our knowledge.)

Finally, note that it is easier to prove security of pairing-free schemes under sequential access
to the signer. For example, Kastner et al. [85] prove that plain blind Schnorr signatures are secure
in this case, in the AGM, assuming the hardness of OMDL. Also, Baldimtsi and Lysyanskaya [11]
(implicitly) prove sequential security of Abe’s scheme. However, many applications, like PCM,

easily enable concurrent attacks.

ON IDEAL MODELS. The use of the AGM or the GGM, along with the ROM, still appears nec-

essary for the most practical pairing-free schemes with concurrent security. As of now, solutions
solely assuming the ROM can only handle bounded concurrency [80] or, alternatively, their com-

munication and computation costs grow with the number of signing sessions [88, 40, 123].
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Scheme PK size | Sig. size Assumption Communication
BS; (Section 5.1) 1G 37Z, GGM 2G+3%2,
BS, (Section 6.1) 2G 4 7, DL 2G+47,
PBS (Section 6.3) 1G 4 7, DL 2G+472,
Blind Schnorr [65] 1G 2 Zy, OMDL + ROS 1G+27%Z,
Clause Blind Schnorr [65] 1G 2 7y OMDL + mROS 2G+472,
Abe [3, 85] 3G 2G+612, DL Abits +3 G + 6 Z,

Table 3.1: Overview of our results. The four schemes proposed in this paper compared to pairing-
free schemes that admit GGM/AGM security proofs in the literature. All schemes are three-move
and secure assuming the ROM; All schemes except BS; admit AGM security proofs; further p =
|G|. As in plain Schnorr signatures, most schemes allow replacing one element in Z, with a group
element in the signature. The ROS assumption can be broken in polynomial time unless the scheme
is restricted to tolerate only a very small number of sessions. Also, the mROS assumption admits
sub-exponential attacks, which require the choice of a larger order p over all schemes (roughly
512-bit for 128-bit security [65]).

A number of other schemes [68, 26, 67, 63, 62, 77, 86] partially or completely avoid ideal
models, some of which are fairly practical. However, they do not yet appear suitable for at-scale

deployment.

3.1 A Scheme in the GGM

Our simplest scheme only admits a proof in the generic-group model (GGM) but best illustrates
our ideas, in particular, how we bypass ROS-style attacks. It is slightly less efficient than Schnorr
signatures, i.e., a signature that consists of three scalars mod p (or alternatively, two scalars and a
group element). Nonetheless, it has a very similar flavor (in particular, signature verification can

be built on top of a suitable implementation of Schnorr signatures in a black-box way).

PREFACE: BLIND SCHNORR SIGNATURES AND ROS. Recall that we seek an interactive scheme

(1) that is one-more unforgeable (i.e., no adversary should be able to generate ¢ + 1 signatures by
interacting only ¢ times with the signer), and (2) for which interaction can be blinded. It is helpful

to illustrate the main technical barrier behind proving (1) for interactive Schnorr signatures. Recall
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that the verification key is X = ¢* for a generator g of a cyclic group G of prime order p, and a
signing key x. The signer starts the session by sending A = ¢“, for a random a € Z,. Then, the
user sends a challenge ¢ = H (A, m) for a hash function H and a message m to be signed. Finally,

the signer responds with s = a + ¢ - x, and the signature is o = (¢, s).

Let us now consider an adversary that obtains ¢ initial messages A, ..., A, from the signer,
where A; = g*. By solving the so-called ROS problem [117, 80, 65], the attacker can find ¢ + 1
vectors auy, . . ., 04y € Z5 and a vector (c1, ..., ¢;) € Z¢ such that

z -
MaP e=c 3.1)
j=1

@) .
for all i € [¢ + 1], where ¢} = H(Hﬁ:1 A;"'J ,m}), for some message m; € {0,1}*. (Here, 045”)
is the j-th component of «;.) Then, the attacker can obtain s; = a; + c¢;z from the signer for
all j € [¢] by completing the ¢ signing sessions. It is now easy to verify that (¢}, s¥) is a valid

signature for m} for all i € [¢ + 1], where s} = Z§:1 agj) )

s;. Benhamouda et al. [24] recently
gave a simple polynomial-time algorithm to solve the ROS problem for the case ¢ > log(p), which
thus breaks one-more unforgeability.>

Fuchsbauer et al. [65] propose a different interactive signing process for Schnorr signatures that
is one-more unforgeable (in the AGM + ROM) assuming that a variant of the ROS problem, called
mROS, is hard. The mROS problem, however, admits sub-exponential attacks, and as it gives
approximately only 70 bits of security from an implementation on a 256-bit curve, it effectively

forces the use of 512-bit curves.?

OUR FIRST SCHEME. We take a different path which completely avoids the ROS and mROS prob-
lems to obtain our first scheme, BS;. Again, we present a non-blind version — the scheme can be
made blind via fairly standard tricks, as we explain in the body of the paper below. Again, the
public key is X = ¢” for a secret key x. Then, the signer and the user engage in the following

protocol to sign m € {0, 1}*:

1. The signer sends A = g* and Y = XY for random a, y € Z,,.

2Many envisioned implementations allow for £ > log(p). Still, is worth noting that the scheme retains some
security for £ < log(p) even in the standard model [80].

SmROS depends on a parameter £, with a similar role as in ROS — sub-exponential attacks require ¢ < log(p), but
a one-more unforgeability attack for a small £ implies one for any ¢/ > ¢ simply by generating (¢’ — ¢) additional
valid signatures.
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2. The user responds with ¢ = H(A,Y,m)
3. The signer returns a pair (s, y), where s = a + czy.

4. The user accepts the signature o = (¢, s,y) iff g = A-Y¢and Y = XV.

Verification simply checks that H(¢g°X ~¥¢, X¥ M) = c. In particular, note that (c, s) is a valid
Schnorr signature with respect to the public-key X¥ — this can be leveraged to implement the
verification algorithm on top of an existing implementation of basic Schnorr signatures that also
hash the public key (EdJDSA does exactly this).* Further, as in Schnorr signatures, we could replace

c with A in o, and our results would be unaffected.

SECURITY INTUITION. To gather initial insights about the security of BS;, it is instructive to at-

tempt an ROS-style attack. The attacker opens ¢ sessions and obtains pairs (A, Y1), ..., (A, Vo),
where A; = g% and Y; = XV = ¢®¥ for all i € [¢]. One natural extension of the ROS attack is to

find £ + 1 vectors a; € Z! along with messages m7,mj, ... € {0,1}* such that

forall i € [¢ + 1] and then find (cy, . .., ¢;) € Z{ such that

‘
Z ¢y =cf Z a(] ; 3.2)

for all i € [¢ + 1]. Indeed, if this succeeded, the adversary could complete the ¢ sessions to learn
(sj,y;) by inputting ¢;, where y; is random and s; = a; + ¢; - « - y;. One could generate ¢ + 1
signatures (¢, s¥,y¥) for i € [¢ + 1] by setting s = Zf ) Oz(j)sj and yf = Z§:1 agj) -y;. These

would be valid because

gsf =g leagj)(aﬁc]'ﬂfyj)
LW . ) ) o
SRR (1
Jj=1 j=1

“Note that this only superficially resembles key-blinding for Schnorr signatures [83]. Here, the “blinding” v is
actually public and part of the signature.
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However, finding (cy, ..., c¢) that satisfy (3.2) for £ + 1 i’s simultaneously is much harder than
ROS. An initial intuition here is that XY completely hides y to the point where y is revealed later
in the session, where it appears like a random and fresh weight in the sum, independent of c;.
This intuition is however not correct, as an attacker can use the group element XY and can try to
gain information about ¥, but our proof will show (among other things) that in the GGM no useful

information is obtained about y, and y is (close to) uniform when it is later revealed.

THE WFROS PROBLEM. The above attack paradigm is in fact generalized in terms of a new ROS-
like problem that we call WFROS (this stands for Weighted Fractional ROS), for which we prove

an unconditional lower bound. WFROS considers a game with two oracles that can be invoked

adaptively in an interleaved way:

- The first oracle, H, accepts as input a pair of vectors o, 3 € fo“, which are then associated

with arandom 6 € Z;.

- The second oracle, S, allows to bind, for some i € [¢], chosen input ¢; € Z,, with a random
weight y; € Z. During the course of the game, this latter oracle must be called exactly once
for each i € [/].

The adversary finally commits to a subset of ¢ + 1 prior H queries and wins if for each query in the

subset, which has defined a pair of vector a, 3 and returned ¢, we have A/B = ¢, where

A=a® 4+ Y @V ¢ o) B =0+ Y (B + ¢ p3)
i€[f] i€e[l]

Here, v(¥ denotes the i-th component of vector v. Our main result (Theorem 4.1.1) says that no
adversary making Qy queries to H can win this game with probability better than (Q%+2(Qy)/(p—
1), or, in other words, Qu > min{,/p, p/(} is needed to win with constant probability. Note that
¢ « /pis generally true, as for our usage, ¢ is bounded by the number of signing sessions.

Our GGM proof for BS; transforms any generic attacker into one breaking the WFROS prob-
lem. This transformation is actually not immediate because a one-more unforgeability attacker can
learn functions of the secret key  when obtaining the second message from the signer. A simi-
lar challenge occurs in proving hardness of the OMDL problem in the GGM, which was recently

resolved by Bauer et al. [12], and we rely on their techniques.
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3.2 AGM Security and Partial Blindness

The Algebraic Group Model (AGM) [64] can be seen as a weaker idealization than the GGM.
In particular, AGM proofs deal with actual groups (as opposed to representing group elements
with random labels) and proceed via reductions that apply only to “algebraic adversaries”, which
provide representation of the group elements they output to the reduction. AGM has become a very

popular model for validating security of a number of practical group-based protocols.

The main barrier to proving one-more unforgeability of BS; in the AGM is that the representa-
tion of XY could leak some information about y that would not be available in the GGM, and thus
we would not be able to apply our argument showing that y is still (close to) random looking when
it is later revealed — our reduction in the GGM security proof crucially relies on this. To overcome

this issue, for BS,, we replace XV with a hiding commitment to y:

Scheme BS,. Here, ¢' XV is replaced by ¢'Z¥, where Z is an extra random group element included

in the verification key.

We can prove security of BS, in the AGM based solely on the DL assumption. While BS, requires
a longer key than BS;, one could mitigate this by obtaining Z as the output of a hash function
(assumed to be a random oracle) evaluated on some public input. The proof of security for BS;
consists of showing that any adversary breaking one-more unforgeability can be transformed into
one breaking either OMDL or DL (depending on the scheme) or into one breaking the WFROS
problem. For the latter, however, we can resort to our unconditional hardness lower bound (Theo-
rem4.1.1).

ADDING PARTIAL BLINDNESS. Finally, we note that it is not too hard to add partial blindness to

BS3, which is another reason to consider this scheme. In particular, to obtain the resulting PBS
scheme, we can adopt a framework by Abe and Okamoto [5]. The main idea is simply to use a
hash function (modeled as a random oracle) to generate the extra group element Z in a way that is
dependent on a public input upon which the signature depends. We target in particular a stronger
notion of one-more unforgeability, which shows that if the protocol is run ¢ times for a public input,
then no ¢ + 1 signatures can be generated for that public input regardless of how many signatures

have been generated for different public inputs. We defer more details to Section 6.3.
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Outline of Part 1

Section 3.3 will introduce some basic preliminaries. Chapter 4 will then introduce the WFROS
problem, and prove a lower bound for it. We will then discuss our GGM-based scheme in Chap-
ter 5, whereas variants secure in the AGM are presented in Chapter 6. In particular, we give a

partially blind instantiation of our AGM scheme in Section 6.3.

3.3 Preliminaries

BLIND SIGNATURES. This paper focuses on three-move blind signature schemes, and our notation

is similar to that of prior works (e.g., [80, 65]). Formally, a (three-move) blind signature scheme

BS is a tuple of efficient (randomized) algorithms
BS = (Setup, KeyGen, Sy, S5, Uy, Uy, Ver) |
with the following behavior:

- The parameter generation algorithm Setup(1?) outputs a string of parameters par, whereas
the key generation algorithm KeyGen(par) outputs a key-pair (sk, pk), where sk is the secret
(or signing) key and pk is the public (or verification) key.

- The interaction between the user and the signer to sign a message m € {0, 1}* with key-pair

(pk, sk) is defined by the following experiment:

(st®, msg,) < BS.Si(sk) , (st*,chl) < BS.Uy(pk, msg,,m) ,
msg, < BS.Sy(st’, chl) , o < BS.Uy(st", msg,) .

(3.3)

Here, o is either the resulting signature or an error message 1.

- The (deterministic) verification algorithm outputs a bit BS.Ver(pk, o, m).

We say that BS is (perfectly) correct if for every message m € {0, 1}*, with probability one over
the sampling of parameters and the key pair (pk, sk), the experiment in (3.3) returns o such that

BS.Ver(pk,o,m) = 1. All of our schemes are going to be perfectly correct.
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Game OMUFg5()) : Oracle S; :

par < BS.Setup(1*) sid < sid + 1

(sk,pk) < BS.KeyGen(par) (stdq, msgy) < BS.Si(sk)

sid—0;0—0;Zsn — O Return (sid, msg;)

{(mi, oF) Y referny s A2 (pk) Oracle Sa(i, ¢;) :

If 3 k1 # ko such that (mg , of, ) = (mg,, oF,) If i ¢ [sid]\Zg, then return L
then return 0 msg, < BS.So(st?, ¢;)

If 3 k € [£ + 1] such that BS.Ver(pk, o}, m}) = 0 Tom < Tin U {i}
then return 0 (—0+1

Return 1 Return msg,

Figure 3.1: The OMUF security game for a blind signature scheme BS.

ONE-MORE UNFORGEABILITY. The standard notion of security for blind signatures is one-more

unforgeability (OMUF). OMUF ensures that no adversary playing the role of a user interacting
with the signer ¢ times, in an arbitrarily concurrent fashion, can issue ¢ + 1 signatures (or more,
of course). The OMUFE‘S game for a blind signature scheme BS is defined in Figure 3.1. The
corresponding advantage of A is defined as Advyz" (A, \) := Pr[OMUF%s()\) = 1]. All of our
analyses will further assume one or more random oracles, which are modeled as an additional

oracle to which the adversary A is given access.

BLINDNESS. We also consider the standard notion of blindness against a malicious server that
can, in particular, attempt to publish a malformed public key. The corresponding game Blindés
is defined in Figure 3.2, and for any adversary A, we define its advantage as Advii"d(A, \) :=
‘Pr[BlindéS(/\) = 1] — 1| . We say the scheme is perfectly blind if and only if Advge"* (4, \) =0
for any A and all \.

GAME-PLAYING PROOFS. Several of our proofs adopt a lightweight variant of the standard “Game-

Playing Framework” by Bellare and Rogaway [19].



Game Blindgs(\) :

par < BS.Setup(1?)
b<—s{0,1} ;b9 <— b;by — 1-b
b/ g AlNIT,Ul,UQ(par)

If ¥’ = b then return 1

Return 0

Oracle INIT(pk, 1719, 1) :

sessg «— init
sess; «— init
pk < pk

moy < Mo ; M1 < M

Oracle U (4, msggi)) :

If i ¢ {0,1} or sess; # init then return L
sess; «— open

(sty, chl(i)) «— BS.U;1(pk, msggi), mp,)
Return chl®

Oracle Uj (4, msgg)) :

If i ¢ {0, 1} or sess; # open then return L
sess; < closed
op, < BS.Ua(st}, msgg))
If sessy = sess; = closed then
If oo = L oro; = L thenreturn (L, 1)
Return (og, 01)

Return (i, closed)

Figure 3.2: The Blind security game for a blind signature scheme BS.

21
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Chapter 4
THE WEIGHTED FRACTIONAL ROS PROBLEM

4.1 Problem Description and Lower Bound

This section introduces and analyzes an unconditionally hard problem underlying all of our proofs,
which we call the Weighted Fractional ROS problem (WFROS). It is a variant of the original ROS
problem [117, 80, 65], which, in turn, stands for Random inhomogeneities in a Overdetermined
Solvable system of linear equations. While ROS can be solved in polynomial time [24] and its
mROS variant can be solved in sub-exponential time [65], we are going to prove an exponential
lower bound for WFROS.

THE WFROS PROBLEM. The problem is defined via the game WFROSZ‘p, described in Fig-
ure 4.1, which involves an adversary A and depends on two integer parameters ¢ and p, where
p is a prime. The adversary here interacts with two oracles, H and S. The first oracle allows the
adversary to link a vector pair o, 3 € Z?f“ with a random inhomogeneous part 6 € Z; — each
such query defines implicitly an equation A/B = ¢ in the unknowns Cy,...,Cyand Yy,..., Y, A
call to S(i, ¢;) lets us set the value of C; to ¢; and set Y; to a random value y;. The second oracle
S(i, -) must be called once for every i € [¢]. It is noteworthy to stress that the ¢;’s can be chosen
arbitrarily, whereas the corresponding y;’s are random and independent.

In the end, the adversary wins the game if a subset of £ + 1 equations defined by the H queries
is satisfied by the assignment defined by querying S. In particular, we define Adv}flf,ms(/l) =
Pr [WFROSZ}p = 1]. Note that it would be possible to carry out some of the following security
proofs using restricted versions of the WFROS game, but the above formulation lets us handle all

schemes via a single notion.

A LOWER BOUND FOR WFROS. The following theorem, our main result on WFROS, shows

that any adversary winning WFROS with constant probability requires Qr = Q(min{,/p, p/{})

queries. (Also, note that all applications of interest assume £ < /p.)

Theorem 4.1.1 (Lower bound for WFROS). For any ¢ > 0, any prime number p, and any adver-
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Game WFROSZ‘p : Oracle H(a, 3) :
hid < 0;Zg, <« O hid < hid + 1
J — AR5 (p) Qpid < o ; Biq < B
If 7 & [hid] or |J| < ¥ or Zg, # [{] then Onid <3 Z;,
Return 0 Return dy;q, hid
Foreach j € 7, Oracle S(i,¢;) :
Aj — 0‘§‘0) + Zz’e[q Z/i(aj(?i_l) +¢ a§-2i)) If i ¢ [¢]\Zgy, then return L
By = B + Niui(8)” " + es- %) by
IfVjeJ: (Aj=06,B; A Bj+#0)then T — Ton U {i}
Return 1 Return ;
Return 0

Figure 4.1: The WFROS problem. Here, o, B € Z2**!, which is indexed as o = (... o)
and 8 = (8O, ..., pC9).

sary A playing the WFROS*? game that makes at most Qy queries to H, we have

Adefros(A> < QH(2€ +1QH) )
P —

Lp

The proof is given in the next section. To gain some very high-level intuition, we observe that
a key contributor to the hardness of WFROS are values y;, which are defined after the c¢;’s are
fixed and hence randomize the A; and B;’s. Therefore, to satisfy A; = ¢§; - B, the adversary is
restricted in the way it plays. For example, to satisfy an equation defined by an H query (v}, 3;),
the adversary can pick ¢;’s such that (043(.21;1) + ciaj(?i)) =0, (51(21'*1) + clﬂj(»%)) forall i € [¢]. Then,
the equation A; = 9, B; is satisfied no matter what the y;’s are. Our proof shows that the adversary
has to pick ¢;’s this way — and in fact, it has to follow even more restrictions. Finally, we show that

under these restrictions, no set of £ + 1 equations can be satisfied simultaneously.

4.2 Proof of the Lower Bound for WFROS (Theorem 4.1.1)

Let A be an adversary for the WFROS game that makes at most (Jy queries to H. Without loss
of generality, we assume that A makes exactly one query (i, ¢;) to S for each i € [¢] and that A

always outputs J < [Qu].
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In the WFROSfp game, for each j € [Qu], denote the event WW; as

) 4 Z (@D Lo, (21)) ) 4 Z 3D +Ci'ﬁ]('2i)) W1)
€[£]

A B+ Z BED 4o PN 20 (W2)

In other words, 1W; is the event that the equation defined by the j-th H query is satisfied. Then, A
wins if and only if | 7| > ¢ and W; occur for each j € J. Denote W := (|J| > £) A </\j€j Wj)
and we have AdvarOS(A) = Pr[W].

To bound Pr[/], we need notation to refer to some values (formally, random variables) defined
in the execution of the WFROS » game. First, denote as If(ifl) the contents of the set Zs, when the
adversary makes the j-th query to H, and let (v, 3;) be the input of this query to H, which is
answered with ¢;. Also, let zY)

unk -

made any query (7, ) to S when the j-th query to H is made. Further, ¢y, ..., ¢, and 4, . .., y, are

= ]\Iﬁn, i.e., the set of indices i € [¢] for which .A has not yet

the values defined by querying S.

Now, for each j € [Qy], we define the following events:

Event E( ) First, let E ) be the event that 6 + Z.ez(j) Yi <B(.2i_1) + ¢ - 6§2i)> # 0. For each
ie Il(li)k, also let E( () ;) be the event that oz @D 4 o 21) # 0, (B @-1 4 6](.%)). Finally,

) _ ) 1)
let BV = B v (Vie[zfgk] Emﬁ)).

Event E]@). We denote the event EJ(»Q) as the event where
Vie Iun)k (2@) 5 (2i—1) ozg-%_l) ‘ﬂ](?i) ' 4.1

Note that events E](-l)

and E](-Q) are, by themselves, not necessarily unlikely — the adversary can
certainly provoke them. However, we intend to show that this has implications on the ability to
satisfy the j-th equation. In particular, we prove the following two lemmas in Sections 4.2.1 and

4.2.2 below, respectively.

Lemma 4.2.1. Pr[W; A Ej(-l)] <4

p—1°

Lemma 4.2.2. Pr[IW; A (—EY) A EP] <t

J —1°
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: 1 1 2
Now, if we denote E®) :=\/ 1o (W )A EMYand E® = Vietom (Wi A (—EMY) A E]( N,
1

J J
the union bound yields Pr[E™M] < Q';(fi’ and Pr[E®] < 2L Our final lemma (proved in

p—1

Section 4.2.3) is then the following:

Lemma 4.2.3. Pr[W A (—mEW) A (=E®)] < Qu(Qu-1)

p—1
The three lemmas can be combined to obtain
Qu(2( + Qu)
p—1
which concludes the proof. In the next three sections, we prove the three preceding lemmas.

PriW] < Pr[EV] + Pr[E@] + Pr[W A (=EW) A (mE@)] <

4.2.1 Proof of Lemma 4.2.1

Throughout this proof, let us fix j € [Qu]. We first define a sequence of random variables (D,
Di,..., Dy, X1, ..., X,), where n = £ + 1, such that E\" implies one of D, ..., D, is not equal
to0and Dy + Zke[n] Dy Xy, = 0. Further, we also ensure that X}, is uniformly distributed over Z;
independent of (Dy, D1, ..., Dy, X1,...,X}_1) for each k € [n] and use this to bound Pr[E]<1)].

More concretely:

- Let
Dy = 045-0) + Z Vi <a§-2i71) +ci- 045-21'71)) :
iezl?)
Xyi=—0;, Dy := 5]('0) + 2 Yi (ﬁj(-ziil) + G- 5§2i)> )

ieI{g{] )

and note that Eflj) is equivalent to D; # 0.

- Further, for 1 < k < [ZY) ], denote i), € I]Ei)k as the index such that (i, ¢;, ) is the k-th query

unk

made to S among the indexes in Il(lfl)k and let

Xk+1 = Yiy, » Dk+1 = O-/(Qik_l) + Ciy - a('%k) - 5j <B]('2ik_1) + Ciy - 5(2”6)> s

J J

(1)

we have £, (j.ir) OCCUTS is equivalent to Dy 1 # 0.
- For |Il(£k| +1 < k <n,let D, = 0 and X}, be a random variable uniformly distributed in

Z independent of (Do, Dy, ..., Dy, X1, ..., Xp_1). !

"For |Il(li)k| +1 < k < n, Dy, X} act as placeholders so that we can apply Lemma 4.2.5 for an a priori fixed value
n instead of a random variable \I‘(lfl)k| + 1.
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Note that

Do + Z Dka = 045»0) + Z Y <C¥§-2i71) + ¢ - Oéj(?i))

0) (25—1 (24)
_5 6( + Z yz( )+ Ci ﬂ )
ZGI(])
+Zyl( 2z1+CZ A2z_5 (522 1)+Ci'6](‘2i)>>
ZEI(])

unk

+ 2 ” <a§22 1) Yo (2z)>
—9; )+ Z yz< B g B(21)>

Therefore, by (W1), we know W; occurs implies Dy + Z?:l D; X; = 0. Thus, the event W; A E](-l)

implies, in addition, that one of Dy, ..., D, is not equal to 0. Also, we prove the following claim.

Claim 4.2.4. For each k € [n], Xy is uniformly distributed over Z3 independent of (Dy, . .., Dy,
X1,y Xp1).

proof of Claim 4.2.4. For k = 1, we have X; = —¢;. Consider the step when J, is generated. Since
A has made the j-th query to H, we know YAl

unk?

B;, a;, and {vi, cz} ezl Are already determined,
which implies D, and D, are also determined. Since 9, is picked uniformly at random from Zp,
we know X; = —§; is uniformly distributed over Z7 independent of (Do, D;).

For 2 < k < ]Iﬁfﬁ(\ + 1, we have X;; = y;, _,. Consider the step when y;, , is generated.
We know A has made the query (ix_1,¢;,_,) to S and the values ij_1, ¢;,_, are determined. Since

zklell(l

x> We know A has made the j-th query to H, and thus the values 3;, o, ¢;, and
(Do, D) are determined. For 1 < k' < k — 1, since the query (i, c;,,) to S has returned, we
know the values iy, ¢;,,, y;,, are determined, which implies Dy and X}/, are determined. Also,
since i1, ¢;,_, are determined, we know D), is determined. Therefore, since y;, , is picked
uniformly at random from Z;, we know X, = y;, _, is uniformly distributed over Z; independent
of (Do, ...,Dp, X1,..., Xp_1).

For [Z{7),

independent of (Dy, ..., Dy, X1, ..., X;_1). Therefore, the claim holds. O

| + 1 < k < n, by the definition of X}, we know X}, is uniformly distributed over L)
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4+1

51 by the following lemma.?

Now, we can show the upper bound Pr[IV; A Ej(l)] <

Lemma 4.2.5. Let p be prime. Let Dy, Dy, ...,D,, X,,..., X, € Z, be random variables such
that for all k € [n], X} is uniform over Uy, < Z, and independent of (Do, ..., Dy, X1,..., Xp—1).
Then,

Pri3ie{0,....,n} : Di#0 A Do+ ) D;X; =0| <)
=1

1
j=1 il

\U

Proof. For k € {0,...,n}, define E}, as

k
3ie{0,...,k} suchthat D; #0 A Do+ > D;X; =0,

j=1

We will prove the theorem using induction. It is clear that Pr[Ey] = 0. For k& > 1, assume

PriEy 1] < X2, - Itholds that

Pr[Ey] = Pr[Ey|Ey_1]Pr[Ex_1] + Pr[Ey|=Ex_1]Pr[—Ej_1]
< Pr[Ey_1] + Pr[Ey|—Er_1]
= Pr[Ex_1] + Pr[Ei | (=E4_1) A Dy, # 0] Pr[Dy, # 0|—Ej_1] (4.2)
+ Pr|Ex | (=Ex-1) A Dy =0]Pr[Dy = 0[—E}_4]
< Pr[Ej_1] + Pr[Ey | (=Ex-1) A Dy # 0]+ Pr[E;|(—Ew_1) A Dp=0] .

It is left to bound Pr [E}, | (—Ej—1) A Dy # 0] and Pr[Ey | (—Ej-1) A Dy =0].
Suppose Fj_1 does not occur and then we have either D; = O forall 0 < ¢ < k or Dy +
o1 DX, = 0.

If Dy, = 0, we have either D; = 0 forall 0 < i < k,or Do+ Y);_, D;X; = Do+3,i"| D;X; #

0, which means E}, does not occur. Therefore, we have
PrE;|(—Ew_1) A Dy=0]=0. (4.3)

Otherwise, if Dy # 0, we know E} occurs if and only if Dy + Z?:l D;X; # 0. Since X, is
uniformly distributed over Uy, independent of (Do, ..., Dy, Xy, ..., Xx_1) given Dy # 0 and Ej_;

Note that this lemma cannot be directly derived from the Schwartz-Zippel lemma by viewing D, +Z;-l=1 D;X; =
0 as a polynomial of X1, ..., X, since we cover for example the case where Dy, D1, ..., D,, are adaptively chosen,
i.e., each D; candependon X; ..., X;_1.
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does not occur, it holds that

[ k
m@”ﬁmAy«m¢ﬂ=Prm+§ﬁ%@=mhm4y«m¢4

j=1

[ Do+ Y1 D, X;
N 0 Z]—l J JH_‘Ekfl) A Dk;«éO] “4.4)
Dy,
1
< .
Uil

Therefore, from (4.2), (4.3), and (4.4), we have

1 G
PI’[Ek] < PI’[Ek_l] + < .
|Ui] ZMI

Therefore, by induction, we have

n n 1
PFMHWWMZQ#OA%+Z@&=OZMWKZWW

j=1 =1

4.2.2  Proof of Lemma 4.2.2

It is easier to introduce a new event F; and show that W; A (ﬁE](l)) implies F;. We will then

bound Pr[F; A Ej(?)]. In particular, define the event F as

unk

VieT? - ozg-%_l) +c- a§2i) —9; (B](-%_l) +c- ﬂ;Zi)> =0 (F1)

A (B e BP) 20, (F2)

ieT@)

unk
and we have the following lemma.

Lemma 4.2.6. If W, A (ﬂE](-l)) occurs, then the event F; occurs.

of Lemma 4.2.6. By the definition of [}, we need only show that if W; A (ﬁE](-l)) occurs, then
(F1) and (F2) hold for j.
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Suppose W; occurs but E ) does not occur. Since E( ) = E( )y (\/ie[Im | Eél()j Z.)>, we
unk A

know all of Ef ) and {E 70 | do not occur. Since the event Eé ()j ;) does not occur implies

}ze[

2i—1 2i 2i—1 2i
04;- )+ci~04§» )—(5]-(63(» )+cl--ﬁj(- )>=0,

we know (F1) holds for j.

Also, since the event E( )

does not occur, we have

)+ Zy,( B ¢, 62z)=0.

(4)
€L,

Since W; occurs, we know (W2) holds and, by the above equation, we have

Z " (6(21 1) Yo 5(22)> ) 4 Zyl 21 1)+cz /6(22)) 20,

iez@) ie[€)

unk

Therefore, we know (F2) holds for j. ]

We also denote

(20 ; (2i-1) . ; i
D] = {5@ Z E‘,Zu]n)k’/g(2 # O} {/3(21 1) | Z € 1(111)1(763(2) = 0753(‘2 1) 7é O} .

J J

We have |D;| < |{i e ZU), | 8% # 0} u (i e ZU), | 8% = 0}| = [Z),].
Claim 4.2.7. The event F; A EJ(?) implies 0; € D;.

Proof. Suppose F; A E]@) occurs but 0; ¢ D;. We are going to show that B](zi_l) +ci- ij) =0
()

for each 7 € Z . Then, since F; occurs, we know (F2) holds, which yields a contradiction, and

thus the claim holds. ( :
21

Fori e ), 1fﬁ (%) 4 0, since §; ¢ D;, we have §; # (gl) , which implies a(zl) J; - ﬂ](-%) # 0.
(21 1) 5 5(21 1) ( )
Since F; occurs, by (F1), we have ¢; = — % Since E occurs, by (4.1), we have

W
a](gi) ~/3](-2i_1) _ a§2i_1) .5J(.Qi), and thus

(2i—1)  (24) (2i—1) (20
6(21'—1) te - ﬁ(m‘) _ ﬁ(Qi—l) Q; 'ﬁj — 05 Bj 'Bj
j GRS T () _ 5. . )
a; = 0;- B

(2)  H(2i—1) (2i—1)  (24)

_ g a;”" - B — 95 B
J 21 21

@) 5 g

_ B](Qi—l) B Bj(gi—n _0.
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Otherwise, suppose BJ(»%) = 0. Then, if Bj(-% Y~ 0, we also have 5(22 Y4 i - 6;20 =0

If 6(.%_1) # 0, since a(.gi) . 5(.%_1) = a](.%_l) . B(.QZ) = 0, we have a§- ) = 0. Since B](-Qi) = 0,
(21 1)

ﬁ(zz Y 0, and §; ¢ D;, we have §; # (21 7 and thus we have

J

% +o- oz§~2i) Yy <B](2i—1) Yo 6j(2i)> _ a§2i—1) — 5 6](2i—1) £ 0,

which contradicts (F1). Therefore, it is impossible that 6}2” = (0 and BJ(-QFI) # 0.

Therefore, from the above arguments, we have @(-Qi_l) +ci BJ(-%) = (Oforany e I]Enk, and thus
Zzg W) Vi (5(21 Vg B(Q’)> = 0. However, since F; occurs, we know (F2) holds, which yields
a contradlctlon, and thus the claim holds. O]

Note that ¢; is generated uniformly at random, independently of D;, since the latter is defined by

the j-th H query. Therefore, Lemma 4.2.6 and Claim 4.2.7 yield

Pr[W; A (—EW) A Ej(?)] < Pr[F A E](g)]

J

| un | ¢

4.2.3  Proof of Lemma 4.2.3

To conclude the analysis, we introduce yet another event, £(3). We will show below that W A
(-EM) A (=E®) implies E®, and thus it is enough to upper bound the probability of £
occurring. Concretely, £® is defined as follows (the definition of the following events F}: is given
in Section 4.2.2).

Event £®). For each ji, j» € [Qu] and j; < j», denote the event E((?l) jp) 88
i 2i— 2i-1)  ,(2i (2i 2i—1 2i— 2
4T TR ol g o g 6 o). g o) gl
(3) 3) (3)
Denote EI(J g2) T E(]l g2) " Fj, ~ Fjand E®) \/31 J2€[Qul g1 <2 El(h,jz)'

To see why the above implication is true, assume that 11" indeed occurs, but both E® and E@ do

not occur. We now fix some 5 € J. We know W occurs, but both E(l) and E(Q) do not occur.

(2) () (29) /3(2%’—1) £

In particular, by the definition of £, we know there exists i € T\ such that Q; )

2i— 2i
N
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(j ) 209y (249 —1)
Let ¢;;, be the smallest index in I .. such that a; ™" - BJ me A ag ﬂj

W occurs, we know | 7| > ¢. Then, since 7, ) € I(]) < [/] for each j € J and |j| > /, by the

unk —

N C (203)

. Since

pigeonhole principle, we know there exists 71, jo € J such that j; < j» and zmm — i) which
)

®3)

implies £, ., occurs. Also, since we know both Wj, A (ﬁE( )) and Wj, A (ﬁE( ) occur, by

Lemma 4.2.6, we have F);, and F);, both occur. Therefore, we know £ (3 = E( ) A F.o AN F;
(41,72) (J1,J2) J1 J2

occurs, which implies £®) occurs.

Therefore, we have

Pr[V A (mEW) A (mED)] <PrE®)< 3 PrEE ]

J1,52€[Qul,j1<J2
We now just need to bound Pr[E’EBT) , )] for any j; < js.

3)
(J1,42)

that a A 5]15]121 # 0 and a(zi) —0j, j(,Z " % 0. Then, since F}, and Fj}, occur, by (F1), it holds
that

occurs. We can show that there exists 7 € 7 (1) WA (72) such

unk unk

To gam insight, suppose £’

2i—1) 2i—1 2i—1 2i—1
ol 5 - B Q@D _ g, . gD

1 j2 j2
J — = J

@) 20 @0 20)
aj1 _6 ﬁ @, _5j2'5j2

However, this can occur with only small probability since d;, and J;, are sampled independently.

The following claim, proved in Section 4.2.4, makes this formal.

Claim 4.2.8. For any ji,jo € [Qu] such that j, < js, suppose E’EJ)J ) occurs. Let iq be the

smallest index in I(J lk) mI(”k such that a(md‘f B(Qld‘f 2 agld‘f b, ﬂj(.fld‘f) and (Ziaic) Bj(fic“f*l) #

(21d1f 1) 5 B(szlf 1)

o2 gt Thon \ve have 045»11‘“ —§; ﬁjmd‘f # 0. Moreover, let T =

J2 J2 (21d1f) —8;,- B(Qldlf) ’

(21d1f D _p. o Pair)

(2dai¢—1 (24
and we have /6 tdif ) T /Bj de # O and 6]2 = ﬁ(zldlf 1) Tﬁjgldlf)

Let T" and ¢q;s be the values defined in the above claim. Consider the step when J;, is generated.
We know the j>-th query to H has been made, and thus «;, and 3, are determined. Also, since
J1 < Jjo, the ji-th query to H has returned, and thus o, o;,, and §;, are determined. Therefore,

we know 74 and 71" are also determined. Thus, we know ¢, is picked uniformly at random from
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Z; independent of i4i, o, Oj,, le, ﬁjQ, d;,, and T'. Then, by the above claim,

(24air) (24air) o 2idie =) (2zdlf)
Pr[E'g??W)] < Pr O‘J(';Z_ ) %0, 227&)0 A Gy =B —Te 5
J1,32 ] A 6]’2 dif =t _ . /Bj dif £0 ﬁ i TB i
[ o Ziair—1) (mdif) o (Zair) (2dair)
< Pr|d;, = iz —Ta n_ a; =050, # 0
J2 2iqir—1) S Zigir—1) g
532‘” =T, A /B.](2de _T. B( idif) £ 0
1
< -
<
p—1

4.2.4  Proof of Claim 4.2.8
This proof relies on the following simple lemma, which we first state and prove.

Lemma 4.2.9. Let p be a prime number. Let a, b, c, d € 7, be arbitrary values such that a-d # c-b.
Then, for any T' € Z, such thata +T1 -b = 0, we have c + T - d # 0.

Proof. Sincea+T -b=0anda-d # c- b, we have
O=dla+T-b)=a-d+T-b-d#b-c+T-b-d=blc+T-d),
which implies ¢ + 7" - d # 0. O

Proof of Claim 4.2.8. Consider ji,jo € [Qu] such that j1 < J2. Suppose E’gl)m occurs. We

know the events E(?’)] ) F}, and F}j, occur. Since E , occurs, let ig;r be the smallest index in
IL(ll’lk) mIl(IJZk) such that a(QZdlf) /8](12Zdlf 1) £ (22d1f 1) 6](121d1f) (2iqif) BJ(Q?ZCM 1) £ o (22d1f 1) /8](22Zd1f)-
We first show that a(Qldlf) 6]16J21d1f 7& 0. Suppose O_/( iaif) 5]15J21d1f — 0. Smce a(?sz) .

ﬁ](.f‘d‘f V% a 2““ 2 ﬁf“‘f by Lemma 4.2.9, we know

and aj,

(2iaie—1) (2iqir—1)
&jy 6 J1 #0.
Therefore, we have
(24qi¢—1) , (24ai¢) (24qi¢—1) ‘ (24aif)
o{‘7‘1 + Czdif ajl J1 J’_ CZdif /8]1
_ (2dqir—1) (2¢qis—1) (24air) (24air)
= Qy 5j1 ’ 6]'1 t Cigie a;, - 5]'1 ) le
_ (2dqit—1) (24qis—1)
= q; ﬁ J1 #0.

However, since I, occurs, we know (F1) holds for j = j;, which yields a contradiction. Thus, we
have a(Qldlf (5]16(2%& £ 0.
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Similarly, we have a Zair) _ d; B]md‘f # 0. Then, since F};, and F}, both occur, we know (F1)

holds for j = 7; and j = 75, and thus

aj1 5]1 le — . an 6]2 532
(2iqir) (2iqs¢) i (2iqif) (2iqif)
@j, 5 5 a;, 0 B J2

(2zdlf 1) (5]1 B(delf 1)

Denote T' = (2% 05, /B(Qldl —— and we have

a§jidif_1) —T. agidif) i 5j2 (B](Sidif 1) _T. /8]2zdlf ) -0. (4.5)
We now show that f3;, Qiaie=1) _ @21‘” # 0. Suppose ﬁ(md‘f b 6(2”“) = 0. Since
ozj(-zzdlf) : ,Bj(zzd‘f V%o (2““ b ﬁj(fzd‘f) by Lemma 4.2.9, we know a(%lf 1) —~T- (2”“) # 0 and

22’1—1 2’ii 221—1 211 211—1 2ii
045-2“ )_T'a§2df)_5j2(6j(2df ) . 5] df)_a§2df )_T'a§2df)7é07

which contradicts (4.5). Therefore, we have

/B(Qidif 1) _T. 5]2%0 £0,

J2

and from (4.5), it holds that
a(?idif—l) _T. a(Qidif)

5‘ _ J2 J2
J2 T o(2dgir—1) (244if)
ﬁ]é =T ﬁ]
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Chapter 5
EFFICIENT BLIND SIGNATURES IN THE GGM

5.1 Construction and Security

This section introduces our first blind signature scheme, BS;, which relies on a prime-order cyclic
group and a hash function H. We describe this scheme formally in Figure 5.1. Roughly, it extends
(blind) Schnorr Signatures by sending an additional group element Y = XV in the first round.
Then, the signer’s final response to challenge c reveals y along with s = a + cxy. We also note that
we could consider a variant of the scheme where the signature consists of ¢ = (A, s',y/'), where

A’ replaces .

SECURITY ANALYSIS. First off, we observe that the protocol is blind.

Theorem 5.1.1. For a group generation algorithm GGen, the blind signature scheme BS;[GGen|
is perfectly blind.

Proof of Theorem 5.1.1. Let A be an adversary playing the Blind“g‘S |[GGen] &ame. Without loss of
generality, we can assume the randomness of A is fixed and A always finishes both signing sessions
and receives valid signatures (og, 7). !

Define the view of A after its execution as 7 = (X, mg, my, Ty, T3, 00,01), where T; :=
(A;,Y:, ¢, 8, yi), denoting the transcripts learned from interactions with the i-th signing session
and o, = (¢}, s, ;). Since the randomness of A is fixed, the only randomness left is the random-
ness in U; and U,y. Denote 7 := (r%o), réo), 7, rgl), rél), 7)) as the total randomness. To prove
the theorem, we need only show that the distribution of 7 is identical in both the case b = 0 and
b = 1. We prove this by showing that for any fixed view A such that Pr[m = A|b = 1] > 0, there

exists a unique value of the randomness 7 that makes 7 = A for the cases b = 0 and b = 1.

ISince the output of each query to U; that does not return L is uniformly random over Z,,, we know the behavior
of A is identical in both the case b = 0 and b = 1 before A receives the valid signature (o, 01). Therefore, we
know the probability that A returns before receiving (og, o) or receives (L, 1) after finishing both signing sessions
is equal in both the case b = 0 and b = 1, which means we consider only the case where A receives valid signatures.
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Algorithm Setup(17) : Algorithm U; (pk, msg,,m) :

(G,p,g) < GGen(1¥) X <« pk; (A)Y) « msg,

SelectH : {0,1}* — Z, 71,72 <8 Lp 3y <3 Ly

Return par < (p, g, H) Y Y7 A gt A7 Y™

Algorithm KeyGen(par) : d — HA|Y"|m)
ce—d+ry

(p, 9, H) < par
ZesZF: X — g° st «— (¢, 11,7, X, Y, A)
p7

sk — x:pk — X Return (st“, ¢)

Return (sk, pk) Algorithm Uy (st", msg,) :

Algorithm S (sk) : (c,c,r1,7, X, Y, A) < st

x < sk; X < g* (s,y) < msgy

a<sZy;y s Lk Ify=0o0rY # XYorg®°#A-Y¢
’ P

Ae—g"Y « XV then return L

st® — (a,y,x) ; msg; — (A,Y) Seystniy ey

N /
Return (st®, msg;) Return 0 — (¢, 5", )

Algorithm Sy(st®, c) : Algorithm Ver(pk, o, m) :

(arpr) st (c.5:0) =0
If y = O then return 0

Y XV;Ae—g°- Y€

If ¢ # H(A| Y || m) then return 0

Return 1

S<—a+c-y-x

Return msgy < (s,y)

Figure 5.1: The blind signature scheme BS; = BS;[GGen].

For both the cases b = 0 and b = 1, we now show that 7 = A if and only if for each i € {0, 1},
it holds that

i A
D =y Sy

) =, st (5.1)
g =t =4,

where the superscript (-)® represents the corresponding value in A. From the algorithms U; and

U,, it is clear that the “only if” part holds. For the “if” part, suppose (5.1) holds. Since the
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randomness of A is fixed, the view of A can differ only on the outputs ¢y, ¢; from the oracle U; or

the output (0, o1) from the oracle U,. Since both signatures in A are valid, we have

—cA A A
AZA _ gSiAXA i Yi ’ Y;A _ XAyz ’ (52)

A s A
Cbi

FA (g% XA X% | 5.3
G, = (g7 [ Hmb) (5.3)

For ¢; where i € {0, 1}, suppose the values in the view of A that have already determined when ¢;

is generated, which must include (X, m;, A;,Y;), are consistent with A. By (5.1), we have

)

()
v H my,)

v“ 'Y<)7"2 Hyv

2
Ci =Ty

O 1 H(g

@ oD

—7“21)—|—H(g ANY YAV 2
H(
)+H(

(1) . (eD — (3)
gry() AJrr XA y Y (C 7’2 H XAZ/ Y H mﬁ)

A .
—7"2’ P G e P

(1)

— A_ A
=Ty —l—cbi =c

where the third equality is due to (5.2), the fourth equality is due to (5.1), and the final equality

is due to (5.3). Then, consider the step when (0, 07) is output. Suppose the current view, which

contains 73, is consistent with A. By (5.1), we have

i . A
U =7 w =" ut =y
7 ) A
sh =)+ A0 s =) st =5 S
c’lzc—r() 2 réi)zch

which implies (c¢, 01) = (08, 0%). Therefore, by induction, if (5.1) holds, we know 7 = A. [

Our main result shows OMUF security of BS; in the generic-group model (GGM) following
Shoup’s original formalization [118], which encodes every group element with a random label. To
this end, we present in Figure 5.2 a game describing a GGM-version of OMUF security for BS;,
adapting the one from Section 3.3. We also define a corresponding advantage AdvggffGégeT (A, k)
to measure the probability that A wins the game. Note that to keep notation homogenous, it is
convenient to allow the game to depend on G, although the game itself only makes use of the order
of the group. The game also models the hash function H as a random oracle, to which the adversary

is given oracle access.
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Game OMUF—GGME‘Sl[GGen](/{) : Oracle S :
(G,p,g) < GGen(1¥) sid «sid + 1
sid «— 050 «—0;Zg, « & ; Cur = asid <=5 Zp ; Ysid < Z,)
E—(0:T<() stiq < (asid; Ysia)
{(m, o) befer1) —s ALSUS2H(p @(1), @(2)) msg; < (®(asid), P(2Ysia))
If 3 k1 # ko such that (my,, o, ) = (mg,, or,) then Return (sid, msg;)
Return 0 Oracle Sa(i, ¢;) :
If 3k e[l+1]suchthaty; =0 If i ¢ [sid|\Zay, then

or e # H(®(sp — ¢k - yi - @) | Plyp - ) || i) Return

where (cg, Sk, yr) = oy then return 0 (a5, i) < st

Return 1

Oracle ®(v) :

If v € Cur then return Z(v)

Si<a; + ¢ Yi-x
msgy < (si, i)
Thin < Zgin © {1}

Z(v) «<s {0, 1}°e®\=Z(Cur) (—0+1

Cur « Cur n {v} Return msg,

Return =(v) Oracle H(str) :

Oracle I1(&, &, b) : If T'(str) = L then

If Ju,v" € Cur such that £ = Z(v) and &' = Z(v’) then T (str) «sZ,
Return ®(v 4 (—1)%) Return T'(str)

Else return L

Figure 5.2: The OMUF security game in GGM for the blind signature scheme BS;[GGen|.

The following theorem states our main result in the form of a reduction to WFROS and is

proved in Section 5.2.

Theorem 5.1.2 (OMUF Security of BS;). Let GGen be a group generation algorithm. For any
adversary A for the OMUF-GGMEBS16Gen] (k) game making at most Qyy queries to 11, Q)s, queries
10 S1, and Qu queries to the random oracle H, there exists an adversary BB for the WFROSq
problem, where p denotes the size of the group generated by GGen(1%), making at most Qu+Qs, +1
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queries to the random oracle H such that

Qa(Qa + 2Qu + 2Qs, + 2)
p_(1+QS1+Q%{>> 7

muf-ggm wiros
Adv(ésl[cégen] (A k) < AdVQsl,p(B) +

where Qg is the maximum number of queries to ® during the game OMUF-GGM, and we have
Qo = Qn +4Qs, + 4.

By Theorem 4.1.1, we have the following corollary.

Corollary 5.1.3. Let GGen be a group generation algorithm. For any adversary A playing game
OMUF-GGMBSl[GGe”](A) making at most Qy queries to 11, Qs, queries to Sy, and QQy queries to

the random oracle H, we have

2Qa(Qs + 2Qu + 2Qs, + 2)
2””—(1—!—@514—@%{)) ’

omuf-ggm
AdVgs, [6Gen) (As £) <

where Qo = Qu + 4Qs, + 4.

We note in particular that the concrete security of BS; in the GGM is comparable to that of the
discrete logarithm problem, in that Q¢ = Q(min{,/p, p/Qu,p/@s, }) is necessary to break security
with constant probability.

5.2 Proof of OMUF (Theorem 5.1.2)

Let us fix an adversary A that makes (without loss of generality) exactly Qp queries to II, Qs,
queries to S, and Yy queries to the random oracle H. Without loss of generality, assume it also
makes exactly one query (i, ¢;) to Sy for each i € [Qs, ]. Then, after A returns, we know ¢ = Qs,
and Zg, = [@s, |. Also, it is clear that the overall number of queries to ¢ in OMUF-GGME‘Sl is at
most Qg := Qn + 4Qs, + 4.

We prove the theorem by going through a series of games, from Game, to Game,, where
Gamey is the OMUF-GGI\/I“Q51 game and Gamey is an intermediate game that enables an easier
reduction to WFROS. Here, however, we first introduce Game, and Lemma 5.2.1 and then discuss
the reduction to WFROS, which is the core of the proof. We leave the definition of the intermediate
games between Game, to Gamey to the proof of Lemma 5.2.1. The game-hopping argument is

non-trivial, but it follows the same blueprint as in [12] and is hence deferred to Section 5.2.1.



Game Gamey:
(G,p,g) < GGen(1")
sid<—0;0<—0;8S—g;Cur— &
E—():T < ()
{(mi, o) Yrepe1) —s ATSS2H(p, (1), &(X))
If 3 k1 # ko such that (my,, o, ) = (mg,, or,) then
Return 0
If 3k e [€+ 1] such thaty; = 0
or ¢ # H(P(sg — cx - yx - X) | (yx - X) [ m:)
where (cx, Sk, ) = o then return 0

Return 1

Oracle ®(P) :

If 3P’ € Cur such that P =;, P’ then
Return Z(P’)

Z(P) «s {0, 1}M°e®@\=(Cur)

Cur <« Cur n {P}

Return Z(P)

Oracle TI(&, £, b) :

If 3P, P’ € Cur such that £ = Z(P)
and ¢’ = Z(P’) then
Return ®(P + (—1)°P’)

Else return L

Oracle Sy :

sid «— sid + 1

msg; < (®(A sid), P(Ysia))
Return (sid, msg;)

Oracle Sy(i,¢;) :

If i ¢ [sid]\Zg, then return L

. %
S; «<—$ Zp s Y; <8 Zp

Ry — Aj + Y — s

Ry < Y; —yiX

L« Lu{Ry, Ry}

msgy < (s, i)

If 4 P, P, € Cur such that
Pir#Pyand P, =1 P

then abort game

Zin < Zpin v {i}

{—0+1

Return msg,

Oracle H(str) :

If T'(str) = L then
T(str) «s Zy,

Return 7'(str)
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Figure 5.3: The definition of Game,. The symbols P and P’ denote polynomials over variables
X, {Ai, Yi}ic[sia)- Also, a new equality notation, “=.”, is used. We say P, =, P, if and only if

P, — P, can be represented as a linear combination of polynomials in L.

DEFINITION OF Game,. The pseudocode description of Game, is given in Figure 5.3. The main

difference from OMUF—GGM“B“S , 1s that the encoding oracle ¢ takes as input a polynomial instead
of an integer in Z,. (Note that the adversary cannot query ® directly, and thus this difference is not

directly surfaced.) This essentially captures the algebraic core of our proof.
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Also, for a valid query (7, ¢;) to So, the output values (s;,y;) are directly sampled uniformly
from Z, x Z;. Furthermore, when this happens, two polynomials, #y = A; + ¢; - Y; — s; and
Ry =Y; —y; - X, are recorded in the set L. Then, in the encoding oracle ®, two polynomials, P;
and P,, are considered to differ if and only if P, #; P, where P, =; P, means that P, — P,
can be generated as a linear combination of polynomials in L. Still, P, #; P, could occur when
queries P, and P, are made to @, but they becomes equal (in the sense of “=”) after L is updated.

The game aborts when this happens. Overall, we prove the following lemma in Section 5.2.1.

omuf-ggm A Q3
Lemma 5.2.1. Advgg 101°" (A, A) < Pr[Game;’ = 1] + T T )"

REDUCTION TO WFROS. The core of the proof is to relate the probability of the adversary A

winning Game, with the advantage of an adversary B winning the WFROS problem, as stated in

the following lemma. The proof is given in Section 5.2.3.

Lemma 5.2.2. For every ) there exists an adversary B for the WFROSq, ,, problem, where

p = |G|, making at most Qu + Qs, + 1 queries to H such that
. 2 1 1
Pr[Camey = 1] < Advy™, (B) + (2Ca + ;(%Z s +1) (5.4)

The statement of Theorem 5.1.2 follows by combining Lemmas 5.2.1 and 5.2.2.

5.2.1 Proof of Lemma 5.2.1

We prove the lemma by going through a serious of games.
Game;': This is OMUF-GGMgg, (Figure 5.2).

Game“f‘: This is defined in Figure 5.4 that only contains the dashed box. We introduce variables X,

ALY, ..o, AQS1 , YQS1 in Game’f‘. Each variable is assigned a value, that is, X is assigned z, A; is
assigned a;, and Y; is assigned y; - z. The input to ® is a polynomial P of variables X, {A;, Yi}iE[Qsl]
over Z, instead of a single value v € Z, and the set Cur is a set of polynomials. Also, in ® we
check the equality of two polynomials by its evaluation on the assigned values, which is denoted

by =cva1 (see Definition 5.2.3).

Definition 5.2.3. For two ploynomial P and P’ of the variables X1, . .., X,, over a field F, suppose
each X; is assigned with a value x; € F. We say P =cy P’ if and only if P(X{ = x1,..., X, =
xy) =P (Xy =x1,..., X, = Ty).



””” a
|

-
Game | Games!
L

Iy
,,,,,, o

GameZ' | | Game,™ | :

(G,p,g) < GGen(1%) ; & «—s Zy ; assign x to variable
X
Sid«— 050 «—0;Zan — T2 ()T ()
Cur 5[]
{(mg; o8) Y refes) < A5 0 (p, (1), B(X))
If 3 k1 # ko such that (my,, oy, ) = (mg,, ok,) then
Return 0
If 3k e [¢+ 1] such thaty} =0
or ¢ # H(® (s — cr - yx - X) | @(yx - X) | m4)
where (¢, Sk, yx) = o then return 0

Return 1

Oracle ®(P) :

If 3P’ € Cur such that P =, P’
and P #7, P’ then abort game

'If 3P’ € Cur such that P =, P’ then

. Return Z(P") |

If 3P’ € Cur such that P =;, P’ then
Return =(P’)

Z(P) «s {0, 1}le®\=(Cur)

Cur « Curn {P}

Return Z(P)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ~
|
|
!

Oracle I1(&, &, b) :

If 3P, P’ € Cur such that ¢ = Z(P)
and ¢’ = Z(P’) then
Return ®(P + (—1)°P’)

Else return |

Oracle Sy :

sid «— sid + 1

asid <% Zyp ; Ysid <5 Ly,

stSq < (asid, Ysia)

Assign agq to variable Agq
Assign ygq - © to varaible Ygiq
msgy < (P(Asia), ®(Ysia))
Return (sid, msg;)

Oracle Sy(i,¢;) :

If ¢ ¢ [sid]\Zg, then return L
(ai, yi) < st}

Si < +Ci Y- X
Ry < A+ ¢Yi—s;
Ry <Y —yX
L« Lu{Ry, Ry}
msgy < (s, i)

Ton < Zan v {i}
C—10+1

Return msg,

Oracle H(str) :

If T'(str) = L then
T(str) «s Zy,

Return 7'(str)
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Figure 5.4: The definition for Game7', Game;', and Game’zA, where Game;' only contains the

dashed box, Game;' contains all but the gray box, and Game’QA contains all but the dashed box.
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For convenience, we also have P =, P(Xy = z1,..., X, = x,).
It is easy to check that =, is an equivalence relation over the polynomials of the variables
X1, .., X,

We first show that the oracle @ in Game“f‘ is well-defined, that is, for each query P to @,
there exists at most one P’ € Cur such that P =.,,; P’. Suppose there exists P', P” € Cur such
that P’ # P", P’ =.a P =c¢va P”. Suppose P’ is added to Cur after P’. Consider the query
to ¢ during which P” is added to Cur. Since P’ is already in Cur when P” is added, we have
P’ #eya1 P”, which yields a contradiction. Therefore, for each query to @, if there exists P’ € Cur
such that P =, P’, then P’ is the unique polynomial in Cur such that P =, P’.

We now show that the views of the adversary in Game, and Game; are identical. Define
an intermediate game Game’lA such that it is i1dentical to Grame“l4 except each the polynomial P
appear in the game is replaced by its evaluation value P(X = z,A; = a1, Y1 =91 - @,. .., Agq =
asids Ysid = Ysia - ). It is clear that Game'lA is identical to Game()“. Also, since in the oracle ® in
Game{‘, a polynomial P is considered equal or not equal to another polynomials by its evaluation
value, the view of the adversary in Game; and Game’1 are identical. Thus, we know the views of

the adversary in Game; and Game; are identical, which implies
Pr[Gamey' = 1] = Pr[Game* = 1] . (5.5)

Gamef: This is defined in Figure 5.4 by ignoring the graybox. A set L is introduced to record
the information leaked to the adversary by S,. For the query (i,¢;) to Sy, polynomials R; =
A, +¢Y; —s; and Ry = Y; — y;X are added to L. Suppose L is also recorded in Gamef‘. In

Game“f‘, define the event Iy as after an query P to @ is made,

3P’ e Cur such that P =.,,; P’ and P #; P’ .

Then, Gamef 1s identical to Gamei4 except it aborts when £ occurs and we have

Pr[Game;]' = 1] < Pr[Game;' = 1] + Pr[E/], (5.6)

To bound Pr[E,], for each j € [Qg], we denote the event E, ; in Game;' as during the j-th
query to ¢
JP" € Cur such that P; =y P and P; #,, P’ .

Then, we have £y = \/ (o, E1.j- Denote B ; := Ey j /\;(;)(—E1,;). We now bound Pr[ £ ;] for
each j € [Qs].
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We now fix a certain j € [Qg]. Consider the step when the j-th query to ® is made during
Gamef‘. Denote the transcripts between the oracles and adversarys when the j-th query to @ is
made as 7;, which contains ®(1), ®(X), and all the inputs and outputs of the queries to Sy, S, 11,
and H made before the j-th query to . For a certain transcript 7; = A, for 1 < k < j, denote the
k-th query to ® in A as PkA. From the transcript A, one can compute the set Zg,,, Cur, and L at the
step when the j-th query to ® is been made. Denote them by Z2, Cur®, and L2. For each i € I8,
denote the input and output of the query to the S, for the session i in the transcript A as ¢ and
(s2,y2). Also, from the transcript 7;, one can tell whether F; ;, occurs or not for k € [j — 1], since
the event £ ;, occurs if and only if P, #, P’ for all P’ € Cur but P is not added to Cur. Denote
the value of sid when the j-th query to ® is made as sid*.

Denote 7; as the set of all transcripts A such that Pr[7; = A] > 0 and none of {1 j}e[j]
occurs given ; = A. We just need to bound Pr[E] ;|m; = A] for each A € ;.

We now fix a certain A € 7T;. For any polynomial P, denote the event F'p as P =, F; and

P #1, P;. Then we know FE ; implies one of {Fp}p.c,a occurs and we have

PI’[E17J-|7T]' = A] < Pr [ \/ Fp‘ﬂ'j = A

PeCur®

Therefore, it is left to bound Pr[Fp] for each P € Cur®.

We now fix a certain P € Cur®. Since P2 and L* are fixed in A, we can directly check
whether P = 1A PjA or not. If P = A PjA, then we have Pr[Fs] = 0. Therefore, we can assume
P+ A PjA. Then, we only need to bound the probability of P = cval P]»A. Since we fix m; = A,
the only randomness here is the values assigned to the random variables X, {A;, Yz‘}ie[sidA]. Denote
the values as 1 := (z,a1,y1 - T, ..., A4q8, Ygga - T) € Z}j”SidA, where 7, {a;, Yi};c[5q4) are random
variables sampled in the game, and we have P =, P(X = 11, {A; = n2;, Y; = 172i+1}i€[sidA]).

To bound Pr[fD =cval PjA\Wj = A, we first introduce Lemma 5.2.4 below. Then the proof
structure can be described as follows. We first define a sequence of polynomials Dy, Dy, ..., D,,,
Bi, ..., By over variables X, {A;, Yi}ie[sidA] such that By, := P— ij_ Then, we try to apply
Lemma 5.2.4 to bound the probability by showing 7 is uniformly distributed over C, Zero(B+1) N
C # &,and B, ¢ Span({1, By, ..., B,}) given m; = A, where C is defined in Lemma 5.2.4.

Lemma 5.2.4 (Lemma 1in [12]). Let Dy, ..., Dy, By, ..., Bys1 be polynomials in Z,[ X1, . . ., X, ]
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of degree 1. Let

C:= | () Zero(B:) |\ | | Zero(Dy) |,
ie[q] ie[m]

where Zero(P) means the zero set of P. Assume Zero(By1)nC # & and Byiq ¢ Span({1, By, .. .,
B,}). If x is picked uniformly at random from C then

p;mgpm%4@=m< !
Let m := sid® + 1 + |Cur®|(|Cur® — 1|). Denote D; := X and D;,; := Y, for i € [sid®]. For
each P, P’ € Cur® such that P # P’, denote Dp pr := P—P’. We can relable {Dp.p}pprecud prp
to DsidA+27 cooy Doy
Let ¢ := 2|Z&|. For each i € 7%, denote

p—m

By i=A+ Y — s, Bioi=Y; —yrX.

Z )

We can relabel {B; 1), B(m)}iezﬁA to By, ..., B, and denote B, ; := P - ij_ Here one thing to
notice is that we have L» = {B,..., B,}.
Denote C := (ﬂ c[q Zero(B )) \ (Uze Zero(D )) and we have the following claim. The

proof of the claim is deferred to Section 5.2.2.
Claim 5.2.5. In Game?', for any A € T;, given mj = A, we have 1) is uniformly distributed over C.

We now continue to show that Zero(By1) N C # . If Zero(By11) n C = (&, since by
the above claim 1 must be in C given m; = A, we know By1 =eval By+1(n) # 0, which implies
Pr[fD =eval Pj|m; = A] = 0. Therefore, we only need to consider the case when Zero(B,1) nC #
.

We then show that B, ¢ Span({1, By, ..., B,}). Since P #cu PjA and L» = {By,..., B},
we know B,y1 ¢ Span({By,...,B,}). If B,y € Span({1, By, ..., B,}), we know there exists
a constant § € Z, such that 0 # 0 and By.1 + § € Span({Bi,...,B,y}). Let B’ = Bg.1 + 4.
Then, we have for any n, € C, B'(n) = 0 and thus B,,1(n) = B'(n) — 0 = —0 # 0, which
means Zero(B,.1) nC = J. This contradicts with the above argument that Zero(B,41) nC # .
Therefore, we have B, ¢ Span({1, B, ..., B,}).

Then, by the above claim, we can apply Lemma 5.2.4 here and we have

5 1
PrlP =ew PP = A] = Pr[Byii(n) = 0| m; = A] <

p—m
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Since m = sid® + 1 4 |Cur®|(|Cur® — 1]) < 1 + Qs, + Q3. we have

PriE{ ;1= > PrE], A=A
AeT;
= Y Prlm;=A] ). Pr[Fp|m =A< Qe —~ .
A€eT; PeCur® b — (1 + QS1 + Q@)

Therefore, we have Pr[E;] = PrlE ;] < Q—g") and by (5.6)

je[Qa] p—(1+Qs, +Q3%

Q%

Pr[Game* = 1] < Pr[Gamef = 1] + )
[ 1 ] [ 2 ] p_(1+QS1+Q(21)>

5.7

Game’2“4: This is defined in Figure 5.4 by ignoring the dashed box. The only difference between
Game“{‘ and Game’zA is that in the oracle ® the condition “3P’ € Cur such that P =, P’ is
changed to “3P’ € Cur such that P =; P’”. We will show that P =, P’ is equivalent to
P =, P’ here in Games, and thus we know the view of adversary are identical in these two games.

In Games', consider an query P to the oracle ®. Let P’ be an arbitrary polynomial in Cur.
Consider the step when the condition “3P’" € Cur such that P =, P"’ is checked. We now show
that P =, P’ isif and only if P =; P’. Suppose P =, P’. Since the game does not abort, it
must hold that P =, P’. Therefore, we know P =, P’ implies P = P’.

On the other hand, we show the following lemma.

Lemma 5.2.6. In Game{‘, at any step of the execution, we have

V PeSpan(L) : P=¢u0, (5.8)
which implies for any two polynomials P, P' of variables X and {A;,Y}c[sid)

P = P'implies P =cu P’ . (5.9)

Proof. We just need show that for each R € L, we have R =, 0. From the description of S,, we
know
L={A;+¢Yi—s:,Yi —yiX}tiezy, -

For R = A; + ¢;Y; — s;, wehave R =1 a; +¢; - y; - x; —s; = 0, since s; = a; + ¢; - y; - x;. For

R =Y,; —yX,wehave R = ¥; - © — y; - * = 0. Therefore, we know the lemma holds. [ []
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From the above lemma, we know P =; P’ is equivalent to P =, P’ at the step in & when
the condition “JP’ € Cur such that P =.,,; P"”. Therefore, we know the view of the adversary is

identical in these two games, which implies
Pr[Game;' = 1] = Pr[Game* = 1] . (5.10)

Game{f: Gameé4 is defined in Figure 5.5 by ignoring the dashed box, where the only difference
from Game’QA is the original abort condition is removed from ® and a new abort condition is added
to S,. Also, in Gameg“, since the new abort condition only uses the information L, we do not need
to assign values to the variables anymore.

‘We first show that the oracle ® in Gameg4 is well-defined, that is, for each query P to @, there
exists at most one P’ € Cur such that P =, P’. Suppose during a query P to & in Game“;‘, the
game does not abort and there exists P, P"The € Cur such that P' =; P =, P”. Without loss
of generality assume P” is added to Cur after P’. If L is not updated after P” is added to Cur,
then by the description of ®, we know P’ s, P”, which yields a contradiction. Otherwise, L is
updated after P” is added to Cur. Consider the last time L is updated in S,. Since P’ =; P” and
P’ P" € Cur, we know Gameg4 must abort in Sy, which yields a contradiction. Therefore, we
know the oracle ® in Game;' is well-defined.

To show that the probability A wins Game’QA is bounded by the probability A wins Gameg“,
we introduce an itermidiate game GamegA which is defined in Figure 5.5 containing everything.
We first show that the probability A wins Game),” is bounded by the probability .4 wins GameéA.

Denote the event F5 in Game’zA as during a query to S, after L is updated,
1P, P, € Cur suchthat P, # Pand P, = P; .

Then, we have GameéA is identical to Game'zA except it aborts when F, occurs, which implies
Pr[Game,” = 1] < Pr[Game,™ = 1] + Pr[E] |, (5.11)

We now show that Pr[E;] = 0. Suppose Fs occurs. Then, we know at some timestep in
Game’QA there exists P, P, € Cur such that P, # P and P, = P,. We first show that P; #ya Ps.
Suppose P; =cva1 P>. Without loss of generality, assume P; is added to Cur before P,. Consider
the step when P, is added to Cur. Since P is already in Cur, we know P, #; P». However,

since P, #; P, but P, =, P, the game aborts, which yields a contradiction. Thus, we know
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Game | Gamey™ |, | Game#! |, Game}™ : Oracle S :

(9@{;927”:—”7” GGen(1%) resZy ;| sid e sid+1

rassign x to variable X Asid <3 Ly ; Ysid <3 Z;

sid = 054« 058« J;Cur— F 2« ()| styy < (asdYsia)

T — () :Assign agiq to variable Agq |
1 Assign ysiq -  to varaible Yq !

{(my, Uk)}ke[E-H] s AH’Sl’S2’H(p, ®(1),P(X)) (SS1EN Ysid L TO VATAIDIE Tsid |

If 3 k1 # ko such that (mkl,akl) = (mkw (sz) then
Return (sid, msg;)

Return 0
If 3k e [¢+ 1] such thaty} =0 Oracle Sy(i, ¢;) :

or ¢, # H(®(sp, — ¢k - yi - X) | @y - X) | mi) If i ¢ [sid]\Zgy, then return L
where (¢, Sk, yx) = o then return 0 (ai,yi) < stj
Return 1 Si<a; + ¢ YT
Oracle ®(P) : Ry = AitaYi—si
P s . Ry < Y; —yX

If 3P’ € Cur such that P =, P’
. and P #7, P’ then abort game

|
|
b e e e e e e e e e mm = -

L—Luvu {Rl,RQ}

If 3P’ € Cur such that P =, P’ then msgy < (Si, ¥i)
=( If 3 P, P, € Cur such that
Return E(F) Pi# Pyand P =1, Py
Z(P) «s {0, 1}le®\=(Cur) then abort game
Cur < Curn {P} Tan < Zan v {i}
Return Z(P) C—10+1
Oracle TI(£,£,b) : Return msg,
If 3P, P’ € Cur such that { = Z(P) Oracle H(str) :
and ¢’ = Z(P’) then If T'(str) = L then
Return ®(P + (—1)°P’) T(str) «sZj,
Else return L Return 7'(str)
Figure 5.5: The definition for Gameg4 and its difference from Game;'. Game;' contains all but the

solid boxes and Games' contains all but the dashed boxes. We also define an intermediate game

GameéA which contains both dashed and solid boxes.

Py #cva1 P>. Then, by Lemma 5.2.6, we know P, # P, at any timestep in Game’QA, which yields
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a contradiction. Therefore, we know F5 never occurs in Game’QA, which implies
Pr[Game}! = 1] < Pr[Game* = 1] .

Also, since the only difference between Gamej* and Gamey! is that Game;* might abort in ®

while Game;' never abort in ®, we have Pr[Game}! = 1] < Pr[Game;' = 1]. Therefore, we have

Pr[Game;! = 1] < Pr[Gamef! = 1] < Pr[Games' = 1] . (5.12)

Gamey': This is defined in Figure 5.6 by ignoring the dashed box. Game' is identical to Game“;,

except the generation of z, {a;, y;, si}ie[sid] are changed. More precisely, the sampling of x is
removed from the main procedure, the sampling of a4, ysiq 1S removed from Sy, and in So, y; is
sampled from Z; and s; is sampled from Z,, instead of computing from a; and y;. The oracle ® in
Graumejl4 is well-defined, which can be shown using the same way as in Game“;.

We now show that the views of the adversary in Games and Game, are identical. Since the
value x and a; are not used in Graurneg,4 except the dashed box, we just need to show that the
distribution of (s;,;) are identical in Games' and Game;' for each query (i, ¢;) to S,. Consider
the step when the adversary makes a query (i, ¢;) to Sy in Game;' and assume i € [sid]\Zg,. The
value y; and a; are not used anywhere in the game yet. Therefore, given the current transcript,
the distribution of (s;,y;) is uniformly random in Z, x Zy. Since a; < s; + ¢; - y; - x and s; is
uniformly in Z, given y;, we know the distribution of a; is uniformly random in Z, even given y;.
Therefore, the distribution of (a;, y;) is uniformly random in Z, x Z. Thus, we know the view of

the adversary in Gamey' and Gamey' are identical, which implies

Pr[Game;' = 1] = Pr[Game;' = 1] . (5.13)

5.2.2  Proof of Claim 5.2.5

Proof. Without loss of generality, assume the randomness used in ® and the randomness of .4 are
fixed, and assume Pr[7m; = A] > 0 given the fixed randomness.

The claim is equivalent to show that

1
VnyeC : Proayln=mg|m=A]= il
The probability here is taken over the randomness z,a,y, where a = (a1,...,a442), Yy =
(Y1, Ygaa). Also, T, Y1, ..., ygqa are picked uniformly at random from Z5 and ay, . . ., agqa

are picked uniformly at random from Z,,.
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Game | Gamey' |, | Gamey' |: Oracle S; :
(G,p,g) < GGen(1") side-sid+1_______ .
s 7% \asid <5 Zp 3 Ysid <3 Ly, |

Lo —_Z a S . .
sid =030 —0;8 «— F;Cur — ;2 « (); szcs,l‘},,,@,s‘filysfq),,,,J

T )
{1, 01 g 1) <=3 AT, (1), 2(X) Retum (s, mse)
If 3 ky # kg such that (my,, 0%, ) = (mp,, ok, ) then Oracle S(i, ¢;) :

Return 0 Iﬁ i ¢ [sid]\Zgy then 1return 1
If3 k € [ + 1] such that y* = 0 (ai, i) —st7

or e # H(®(sp — g - i - X) | D(ys - X) [ 1m5) R R [
where (cg, Sk, Yx) = o then return 0 Tl

Ry — A +¢Yi—s;
Return 1 Ry < Yi — y:X
Oracle ®(P) : L« LU{Ry, Ry}
If 3P’ € Cur such that P =;, P’ then msgy < (i, i)

Return Z(F') If 3 P, P> € Cur such that
S(P) s {0, 115N\ Z(Cur) Py 4 Pyand Py =y, P
Cur — Cur n {P} then abort game
Return Z(P) Thin — Tin U {i} ;0 — £+ 1
Oracle T1(&, &', b) : Return msg,,

If 3P, P’ € Cur such that { = Z(P) Oracle H(str) :
and &’ = E(P’) then If T(str) = L then
Return ®(P + (—1)°P’) T(str) «s Z,

Else return L Return 7T(str)

Figure 5.6: The definition for Game;' and its difference from Game;'. Games contains all but the

solid box and Game;' contains all but the dashed box.

We first show that
m; = /A 1implies neC.

Suppose m; = A occurs. We just need to show D;(n) # 0 for each ¢ € [m] and B;(n) = 0 for each
J
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i € [q]. For Dy, ..., Dgqya.,,since z # 0 and y; # 0 for each i € [sid*], we know D;(n) = 2 # 0
and D;,(n) = yi -« # 0 for each i € [sid®]. For Dgya,4, ..., D,,, we make the argument using
the original label {Dp p/} p prccyear pypr- Foreach P, P e Cu r such that P # P’, assume without
loss of generality P is added to Cur before P’. When P’ is added to Cur, since P is already in Cur,
we know P’ #.y. P, which implies Dp p/(n) = P'(n) — P(n) # 0.

7)

Also, for each 7 € IﬁAn, consider the query (i, ¢; A

made to S,. Since m; = A, we have 57> =
a; + c® - y; - v and y® = y;. Therefore, we have Buan(n) = a; + & yi-x— s = 0and
Biioy(n) = yi - x — y2 - © = 0.> Therefore, we have n € C.

We then show that

neC implies 7; =A.

Since Pr[m; = A] > 0, we know there exists (o, ao, y,) € Z}J”SidA such that m; = A when
(z,a,y) = (x9,a0,y,). We now show that for any (z1,a;,y;) € Z;“SidA, given (z,a,y) =
(21,a1,y,) and n € C, it must have 7; = A.

Denote the case when (z,a,y) = (zo,a0,y,) as case 0 and the case when (z,a,y) =
(x1,a1,y,) as case 1. We will show that the transcripts between the adversary and the oracles
are exactly the same in these two cases, which implies m; = A in case 1. We show this by induc-
tion. It is clear that the transcripts are the same at the beginning. For a time step 7', suppose the

transcripts are the same prior to this step and we have the following situations:

- Query to ®, Sy, IT: Suppose the adversary receives (®(1), (X)) or makes query to S; or IT

at step 7. For the case that the adversary makes a query to S; or @, the transcripts can only
differ on the invocation of ® in S; or II. Therefore, we only need to consider the queries and

outputs of each .

For the k-th query to ® where k£ < j, since the prior transcripts are the same in these two
cases and the adversary is deterministic, we know the query P; and the set Cur are the same
in the two cases. If Py #a P’ for any P’ € Cur in case 0, then we know P, is added to Cur
in case 0. Since m; = A occurs in case 0, we know { P} u Cur < Cur®. Since n, € C, we
know Py(n,) # P'(n,) for any P’ € Cur®. Therefore, we have P; #cva P’ for any P’ € Cur

in case 1 too. Then, the outputs of ¢ are the same in the two cases.

Otherwise, if P, =cva P’ for some P’ € Cur, we know such P’ must be unique. Since £ 4

ZNote here the value y; - = is assigned to Y;
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does not occur in case 0, we have P, =; P’ in case 0. Since the current L is the same in
the two cases, we know P, =, P’ in case 1 too. Since P, =; P’ implies P, =qvu P’, we
have P, =y P’ in case 1 too. Thus, the output of ® must be the same in the two cases.
Therefore, we know the transcripts in these two cases must be the same after the k-th query
to @ is finished.

- Query to Sy: Suppose the adversary makes query (i, ¢;) to So at step 7'. Since 7; = A occurs

in case 0, we know i € I, ¢; = ¢, y; = Yo, = Yy, and s; = ag; + ¢ - Yoi - To = S

n* Yi
in case 0. Since the transcripts are the same in the two cases prior to 7" and the adversary is
A

deterministic, we know ¢; is the same in both cases. Therefore, we know ¢; = ¢;~ in case 1.

Since 1, € C, we have
Bloay(my) = ars+ & sy — s = 0,

B(i72)("71) =Y L1 — yiA cx1=0.

Therefore, we have y; = y;1 =y~ and s; = ay; + ¢ Y1 Ty = a1 + €8 -y - 1 = 85 in
case 1. Since the output (y;, s;) is the same in the two cases, we know the transcripts must

be the same in these two cases after the query to S, is finished.

- Query to H : Since H does not envolve the randomness z, a, y, we know the transcripts are

the same in the two cases after the query.

By induction, we know the transcript is the same by the step when the j-the query is made to ® in
the two cases. Therefore, we know 7; = A in case 1. Since it holds for any (x1,a1,Y,) € Z;idA,
we know 1) € C implies 7; = A. Therefore, 7; = A is equivalent to € C, which implies for any

My €C
Proayln=mnolmj = Al = Proayln =mnineC].

It is left to show Pr,. 4 ,[1 = 10|n € C] = & for any i, € C. Denote £ := L3 x (Zy X ZZ)SidA

el
and we know (z, a1,y1, . . ., ayqa, Yuqa ) is uniformly distributed over €. Therefore, n = (z, a1, y; -
T, ..., agqatsalsodygya.,) is also uniformly distributed over £, which implies for any 1, € £,
1

Pr;p’a,y[’r] = no] = ﬂ :
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Since C < &, we have for any 1, € C
el 1

Proanl = Mol < €1 = fopme] = fey-

5.2.3 Proof of Lemma 5.2.2

We construct B that interacts with A by simulating the oracles from Game, using the two oracles
S and H in WFROS. In particular, we extract suitable vectors a and 3 to query to H in WFROS,
i.e., each RO query str is decomposed as str = &4 | €Y || m, where ¢4 and ¢ are encodings of
group elements. If both encodings are valid, there must exist P*, P¥ such that Z(P4) = ¢4
and Z(PY) = &Y ; then, B defines two vectors a and 3 to make a corresponding query to H in
WFROS. The oracle S is also used to simulate the signer’s second stage. Finally, when A outputs
s, + 1 different valid message-signature pairs in Gamey, B tries to map each valid message-
signature pair to a query to H in WFROS. We show that this strategy succeeds with probability

close to that of A succeeding.

THE ADVERSARY B. Specifically, B initializes the variables sid, Cur, Zg,, =, and T" as in Gamey.

In addition, B initializes an empty table Hid, used later in the simulation of H.
Then, B runs A on input (p, &(1), ®(X)) and with access to the oracles II, Sy, S,, and H. These

oracles, along with 9, operate as follows:

Oracles (T), II: Same as in Gamey. In particular, L is updated by calls to Ss.
Oracle §1: Same as in Gamey.

Oracle §2: Same as Game, except that instead of sampling y; randomly, if ¢ € [sid]\Zg,, B makes

a query (7, ¢;) to S and uses its output as the value y;.

Oracle H: After receiving a query str, if T'(str) # L, the value T'(str) is returned. Otherwise, str
is decomposed as str = ¢4 | €Y || m such that the length of ¢4 and £Y is [log(p)].

— If there exist P4, PY e Cur such that Z(P4) = ¢4 and Z(PY) = ¢Y, denote the

coefficients of P4, PY as

PA=af + & X+ Y aMNA+ Y] any, (5.14)

i€[sid] i€[sid]
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PY =394 X+ Y pMNA+ BT, (5.15)
i€[sid] i€[sid]
Then, B issues the query (a, 3) to H, where o, 3 € ZZQSlH are such that
(6%, =0
, a¥i,  i'=2i—1, e [sid]
a@) = 4 ,
—aM i =2i, i€ [sid]
(0, 0.W.
(5.16)
r_BX Z'/ _
. AYZ, o . . .
5 — | pYi, i’ =2i—1, i€ [sid] |
pghi i =20, i e [sid]
0, 0.W.

After receiving the output (0piq, hid), B sets T'(str) < dpiq and Hid(str) < hid.

— Otherwise, if ¢4 ¢ T(Cur) or ¥ ¢ T(Cur) (or if the decomposition of str is not
possible), B samples 7'(str) uniformly from Z, and sets Hid(str) = L.

Finally, B returns 7'(str).

After A outputs {(my}, 0% ) }re[qs, +1], B aborts if the signatures are not valid, i.e., one of the follow-

ing conditions is not satisfied:

V ki, kye[Qs, + 1] and ky # ko = (my,,07,) # (my,, 0%,) (5.17)

~

VkelQs, +1] : yi #0 A ¢ = H(stry), (5.18)

where (¢f, st,yf) = of and strf = ®(sF — ¢t -y - X) | B(y; - X) | mF. (Here, H and & are the

oracles described previously.) Further, B aborts if the following condition does not hold:
Vkel|Qs, +1] : Hid(stry) # L. (5.19)

Otherwise, BB outputs J := {Hid(str}) }re[qs, +1]-
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ANALYSIS OF B. Note that B queries to H at most once when it receives a query to H and makes

s, + 1 more queries to H when checking the validity of the output. Therefore, B makes at most
Qu + Qs, + 1 queries to H. Also, it is clear that B simulates oracles S;, S in Game, perfectly. For
the simulation of H, the only difference is that the distribution of d,;q outputting from H in WFROS
is uniformly over Z;, where in Gamey it is always uniformly from Z,. However, the statistical
distance between the two distributions is 1/p. Since B makes at most Qy + Qs, + 1 queries to H,
the statistical difference between the view of .4 in Game, and that in the one simulated by B is
bounded by (Qu + s, + 1)/p.

Denote the event E; such that when B checks the output from A, both (5.17) and (5.18) hold.
As these are exactly the winning conditions of Game,, which is simulated statistically close to
perfect, we have Pr[F;] + W > Pr[Gamej' = 1]. Also, let F;, be the event for which the
condition (5.19) holds immediately afterward. If Ey does not happen, but £; does, then we know
A outputs a valid message-signature pair (m}, oy ) such that Hid(strj) = L, which is unlikely to

happen. The following formalizes this, and the proof is in Section 5.2.4.

. 2Qa (Qu+Qs; +1)
Claim 5.2.7. Pr[E, A (—E,)] < 222(@utds )

Then, we can conclude the proof with the following claim.

Claim 5.2.8. If both F and E5 happen, then B outputs a valid WFROS solution J, which in turn
implies that Pr[Ey A E,] < Advy™ (B).

QS1 P

Before we proceed with a proof, we state a simple lemma for Game, that is used in the proof
of Claim 5.2.8. The proof is immediate and follows from the uniqueness of values returned by the

oracle.

Lemma 5.2.9. At any step of Gamey, for any two polynomials P and P’, suppose we make queries
P and P’ to ®. If ®(P) = ®(P'), then P = P'. Equivalently, if P # P’, then we have
O(P) # O(P').

Proof of Claim 5.2.8. Suppose both F; and E, happen. We first show that for any k1, ks € [Qs, +1]
and ki # ko, it holds that strj # strj , which implies | 7| = Qs, + 1. We then show that J is
valid for the WFROS game.

For k1, ko € [Qs, + 1] and k1 # ko, suppose stry, = stry,. Then, we have

cf, = H(str})) = H(str}) = ¢}, , mf, =m}, |
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B(si, =ty yh - X) = B(st, — o, vk - X) 5 Dk, - X) = Dy, - X)
By Lemma 5.2.9, it holds that (mj}, , (c; ., s; i) = (m},, (cf,, %, yi,)). However, since [
happens, by (5.17), we have (mj , o} ) # (mjf,, of,), which yields a contradiction. Therefore, we
know stry # strj,. From the simulation of H, we have Hid(strj, ) # Hid(stry,), and thus we have
T =1+ 1.
We now show that for each j € 7, it holds that

)+ Z yl< =D 4 ¢, (.2’)) ( + Z yl< =D 4 e 6(21))> , (C1)

1€Zgn 1€ZLgn

B+ 3w (B v B 20, (€2)
1€Zin
which implies 7 is valid for the WFROS game.
Let us fix a j € J. Since j € J, there exists £k € [(Qs, + 1] such that Hid(stry) = 7,
and there exists P/*, P’ € Cur and m; such that strj = Z(P/*)|Z(P)) | m;. Let &; and B;
denote the coefficients of PA and PY Since E; happens, by (5.18) and Lemma 5.2.9, we have

A PY PY

PA P
PA =, s* — d; - X, PY =, X, which implies there exists {r,% ,7,% , 7% ,r,% }icz. such
7 k ykz j yk p 1 z 2 K 1 z 2 K fin

that

pA
PA—st—gyr X+ Y (AkaYi—s)+ Y (Vi uiX)
i€[Qs, | i€[Qs, ]
rPY
PY =yf X+ > r“ (Ai+eYi—s)+ >l (Yi—uX) . (5.20)
i€[Qs, | i€[Qs, |
pA
By looking into the coefficients of X, {A;,Y;}c[os,] on both sides of (5.20), we have aA =T
A A an YAy PY pY
o}}“ = rii S+ 7’;2- , BJAZ = rf’i , ﬁ;-(l = and c; +1y; foreachi e [Qs,], B])-( = yp —
Y A
Zie[Qsl] rf’]; -y, and d;.( = 0y — ZiG[Qsl] 7“;2 -y;. By sorting out the equations, we have
Yi 25;-(-1- Z Yi (5}i—0i'5ﬁi) )
iez—ﬁn
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By the definition of & and 3 in (5.16), we know (C1) holds and
Y = @('0) + 2 Yi <5J('2i71) +¢ - ﬁj(-zi)) .
1€Lan

Since £ happens, by (5.18), we know y;; # 0, which implies (C2) happens. [l

5.2.4  Proof of Claim 5.2.7

Suppose £y A (—£E3) occurs. Denote str; as the input of the j-th query to H. Denote the total

tot
ﬁ ~

Cur; as the set Cur by the step when the j-th query to H is made and denote Cur

Cur after B finishes the check of the condition (5.17) and (5.18). Since B makes a query strj

number of queries to H as num‘e*. Denote the decompositin of str; as str; = &1 &) |l m;. Denote

ot as the set

to H to check the condition (5.18), there exists j € [num*] such that str; = stry. Let juin be
the smallest index such that str; = str. Since Hid(str¥) = L, from the simulation of H, we
know & ¢ E(Curj, . )or &) ¢ E(Curj, ). However, since £ = d(st — ¢t -yr - X) and

& = P(yr - X), we know &) & e Cur'. Therefore, denote the set of all £} and & that do

Jmin

not correspond to any encoding of polynomials when the j-th query to H is made as
D 1= (] & [mum§'], € ¢ Z(Cury)} o {€) 1) € [oumis'], € ¢ =(Cury)}

and then we have at least one of £ and ¢! isin D nZ(Cur'®"), which implies D n Z(Cur'®") #

(4. Therefore, we have the event E occurs implies D n Z(Cur'®") # ¢, which means
PrlEy A (—FEy)] < Pr[D*" n Z(Cur'") = &] . (5.21)

It is left to bound Pr[D n Z(Cur'®") # &].

Denote

D; = {5 € 51,65 ¢ =(Cury)} v {&5 15" € 1], & ¢ =(Cury)} .

Denote Cur” as the set Cur after the i-th query to  is finished and Cur® = . Consider the step
when the i-th query to ® is made. Denote the number of queries to H before the i-th query to d is
made as numg). Denote the event E! as Dnumg) AZ(Cur™Y) = & and Dnumg) A E(Cur?) = &,
We first show that if D' A Z(Cur'®") # ¢, then there exists i such that £/ occurs, and then bound

Pr[E!] for each i.
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Denote the total number of queries to ® as num'*. Suppose none of E7,..., E' . occurs.
P 1 7 T num

We show that at any time step, supposing the number of queries to ® made so far is i and the number
of queries to H made so far is j, we have D; nT(Cur™) = ¢, which implies D'**nZ(Cur®") = &.
We show the statement by induction. At the begining, we know 7 = 0, j = 0, Cur® = &, and
Dy = . Thus, the statement holds trivially. For any time step with ¢ > 0 or j > 0, suppose
the latest query is made to H and we have Dy n T(Cur(i)) = . Consider the step when
the j-th query to H is made. If T(str;) # L, we have D; = D, ; and D; n T(Cur?) = .
Otherwise, if T'(str;) = L, we have D; = D;_y u ({¢!,&] }\T(Cur;)). Since Cur; = Cur®,
we have D; n T(Cur™”) = D;_; u T(Cur™”) = . Therefore, we have D; n T/(Cur®”) = .
Otherwise, suppose the latest query is made to & and we have Djn T(Cur(ifl)) = . Since we
H
Therefore, by induction, the statement holds. Then, considering the step when B finishes the check

have j = num' and E/ does not occur, we have D; ~ T(Curl"V) = D_ @ nE(Cur?) = &.
H

tot

of the condition (5.17) and (5.18), we have D** ~n Z(Cur™") = Dnumtﬁot A E(Cur(num& ) = .
Therefore, if D't ~ Z(Cur*®") # ¢, then at least one of {E }ie[numgt] occurs.

Finally, to bound Pr[E!], consider the i-th query to ®. Denote the input of the i-th query to ®
as F;. Denote j = numg) for simplicity. Suppose E! occurs. We know Cur® % Cur™V, which
implies Cur® = Cur™Y U {P;} and Z(Cur™) = Z(Cur™ V) U{Z(P,)}. Since D; NE(Cur™Y) =

@ and D; n Z(Cur”) # &, we know Z(P;) € D;. Therefore, we have
PrlE!] < p[Cur? = Cur®™Y ~n (P} A E(P)e D;].

Consider the step when Z(P;) is generated. We know D; is already determined. Therefore, we
know Z(P;) is sampled from {0,1}°¢®\=Z(Cur™") uniformly at random independent of D;,

which implies

PriE!] < Pr[Cur? = Cur®™Y U (P} A Z(P) e D]
< Pr[E(P) € D;|Cur® = Cur™V U {P}]
|1Ds D™
< 1 S tot| -
p—|Cur™V] ~ p—|Cur®|

Therefore, we have

tot | Pytot
num" - [ D]

PrD* nE(Cur) 2 ] <Pr| \/ E|< ) Pr[EéKW-

i€[numfP*] i€ [numg’t]



Since | D" < 2num* < 2(Qu + @s, + 1) and |Cur™"| < num¥"* < Qg, by (5.21), we have

21[1umfi:t . mum%)t _ 2Q¢(Qu + Qs, +1)

Pr[E —E,)] <
1B~ (2B p — numf" p—Qa
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Chapter 6
EFFICIENT BLIND SIGNATURES IN THE AGM

We now present schemes that are secure in the algebraic group model (AGM) [64]. This
model considers security for algebraic adversaries - these are adversaries that, when used within
a reduction, provide a representation of any group element they output in terms of all prior group
elements input to the adversary. (We dispense with a more formal definition since the use of the

AGM is self-evident in our proofs.)

6.1 Construction and Security

In this section, we introduce a scheme, which we refer to as BSs, that relies on the hardness of
the (plain) discrete logarithm (DL) problem, which is formalized in Figure 2.1. In contrast to BSy,
our new scheme (described in Figure 6.1) requires an extra group element Z in the public key,
and the commitment X in is replaced by ¢*Z¥. (This will necessary result in an additional scalar
in the signature.) However, one could generate Z as an output of a hash function (assuming the
hash function is a random oracle, which we assume anyways), although, interestingly, our proof
for BS; will show that blindness holds even when Z is chosen maliciously by the signer (who may
consequently also know its discrete logarithm).

The additional group element Z will in fact allow us to develop a partially blind version of
BS,, which we refer to as PBS, which we discuss in Section 6.3 below. We note that in fact all
results about BS, can be obtained as a corollary of our analysis of PBS, because a blind signature
scheme is of course a special case of a partially blind one. However, we are opting for a separate
presentation, as the main ideas behind the reduction are much simpler to understand in (plain) BS,,
and the proof of PBS adds some extra complexity (in particular, in order to obtain a tighter bound),

which obfuscates the main ideas.

SECURITY ANALYSIS. The following theorem establishes the blindness of BS,. (Its proof is very

similar to the blindness proof of BS;[GGen].)



Algorithm Setup(17) :
(G, p,g) < GGen(1%)
Select H : {0, 1}* — Zy
Return par < (p, G, g, H)

Algorithm KeyGen(par) :

(p, G, g,H) < par
Tsly; X — g Z G
sk —x;pk — (X, 72)
Return (sk, pk)

Algorithm Sy (sk) :

T <—sk; X «— g

a,t<—$Zp;y<—$Z;
Ae—g"C—g'zV

Return (st®, msg;)

Algorithm Sy(st®, ¢) :
If ¢ = O then return L

(a,y,t,x) « st
S«—a+c-yYy-x

Return msgy < (s,y,1)

st* — (a,y,t,2)  msg; — (4,C)

Algorithm Uq (pk, msg;,m) :

X « pk; (A, C) « msg;

18 Lp 1,72 <8 Ly

A — gt AN/ om

 — H(A"|m)

¢y

st — (¢, r1,71,72, X, Z, A, C)

Return (st%, c)

Algorithm Uy (st", msg,) :

(C¢ Clarla'717727X? Z7A>C) <« st
(s,y,t) < msgy
Ify=00rC # g'Z%org*# A- XY

then return L

s'e—rit+(m/r)stmn-t
Yy —m-y

Return o — (¢, ', y/)

Algorithm Ver(pk, o, m) :

(c,8,y) <o

If y = O then return 0
Ae—gs - XCY. 7V

If ¢ # H(A | m) then return 0
Return 1

Figure 6.1: The blind signature scheme BS, = BS;[GGen|.
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Theorem 6.1.1. For a group generation algorithm GGen, the blind signature scheme BSs[GGen|

is perfectly blind.

Proof. Let A be an adversary playing the Blindés2[GGen] game. Similar to the blindness proof

of BS;[GGen], we can assume the randomness of A is fixed and A always finishes both signing

sessions and receives valid signatures (0, o1) without loss of generality.

Define the view of A after its execution as 7 = (X, Z, mg, my, Ty, 11, 09, 01), where T} := (A;,
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Cs, ¢ Si» Yis t;), denoting the transcripts learned from interactions with the i-th signing session and
o; = (c, si,y., t.). Since the randomness of A4 is fixed, the only randomness left is the randomness
in U; and U,. Denote 7 := (TEO), %0), 750), rgl), 'yfl), fyél)) as the total randomness. To prove the
theorem, we need only show that the distribution of 7 is identical in both the cases b = 0 and b = 1.
We prove this by showing that for any fixed view A such that Pr[r = A|b = 1] > 0, there exists a
unique value of the randomness 7 that makes 7 = A for the cases b = O and b = 1.

For both the cases b = 0 and b = 1, we now show that 7 = A if and only if for each i € {0, 1},

it holds that

= vy
’yél) = cA/c (6.1)

7 A 7
W= BB (W) AP

where the superscript (-)® represents the corresponding value in A. From the algorithms BS,.U;
and BS,.U,, it is clear that the “only if” part holds. For the “if” part, suppose (6.1) holds. Since
the randomness of A is fixed, the view of .4 can differ only on the outputs ¢, ¢c; from the oracle

U, or the output (09, 1) from the oracle Us. Since both signatures in A are valid, we have

AD = R ATV oA _ g g AN 6.2)

A _ A A A
¢S = H(gh XAz ) (6.3)

For ¢; where i € {0, 1}, suppose the values in the view of A that have already determined when ¢;

is generated, which must include (X, m;, A;, C;), are consistent with A. By (6.1), we have

o) n(gt AP e Im)
B 7g‘) _ H(gr AAvl ) Jy2(i) CA’h H mb)
_ ,yéi) ' H(g’”l s (v )+ th AT —y2-cA. (D 4 )ZAylA (Y H mbA)
=D H(gh AT AR
7w =

where the third equality is due to (6.2), the fourth equality is due to (6.1), and the final equality is

due to (6.3). Then, consider the step when (0, 01) are output. Suppose the current view, which
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contains 73, is consistent with A. By (6.1), we have
i i A
o= =yt =
i i), (i i i i), (i i A
s =11 + 5007 /5)) = e + 52010+l = 5,5

7 7 A
& = /) =B =62,

which implies (c¢, 01) = (08, 02). Therefore, by induction, if (6.1) holds, we know 7 = A. [

The core of the analysis is once again a proof that the scheme is one-more unforgeable in
the AGM, i.e., we only prove security against algebraic adversaries. In particular, we model the

selected hash function as a random oracle H, to which the adversary is given explicit access.

Theorem 6.1.2. Let G be a group generation algorithm. For any algebraic adversary Ay for the
game OMUFBS2[6Gen] (k) making at most Q)s, queries to S1 and Qy queries to the random oracle
H, there exists an adversary Bai,g for the DLog problem running in a similar running time as Ay,

such that

(QH + QSI + 1)(QH + 3@81 + 1) )

omu dlo
AdVBSQ[fGGen] (Aatg, k) < 2Advgee, (Baiog, k) + -1

6.2 Proof of OMUF (Theorem 6.1.2)

Let us fix an adversary A,;, that makes at most (Js, queries to S; and (Qy queries to the random
oracle H. Without loss of generality, assume A,), makes exactly ()s, queries to S and exactly one
query (i, ¢;) to Sy for each i € [Qg, |. Then, after A,, returns, we know ¢ = Qs, and Zs, = [Qs, |.
The OMUFQ;;g'[GGen] game is formally defined in Figure 6.2. In addition to the original OMUF
game (defined in Figure 3.1), for each query (A | m) to H, its corresponding hid is recorded in
Hid(A | m), and the output of the query is recorded as dy,;q. Also, since A, is algebraic, it also
provides the representations of A, and the corresponding coefficient & are recorded as &yiq.
Denote the event WIN as A,;, wins the OMUFé;;thGen] game, i.e., all output message-signature
pairs {mj, o} }re[qs, +1) are distinct and valid. Furthermore, denote strj; := g* X % ZVi | mj.

We let I be the event in the OMUFng[GGen] game for which, after the validity of the output is
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Game OMUFg2" .1 (V): Oracle S :
(G,p,g9) < GGen(1%) ;2 «3Zp; X — ¢ Z — G sid «sid + 1
sid — 0;40 «—0;Zgyp «— ;T «— ();hid < 03| agid, tsia <3 Zp
Hid « () Ysid < Ly,
{09 bhepern) s A > (9, 9, G, X, 2) St < (Gsids Ysids Tsia)
If 3 k1 # ko such that (mj , o0 ) = (mj},,0},) then Agiq « g%id
Return 0 Cyiq < g'sid Z¥sid
If 3k e [€+ 1] such that y; = 0 msg; < (Asid, Csid)
or ¢ # H(g X vk Zv || my) Return (sid, msg; )
where (¢, si,y;) = o} then return 0 Oracle Sa (i, ¢;) :
Return 1 If i ¢ [sid]\Zgn
Oracle H(A | m) : or ¢; = 0 then
If T(A|m)= L then Return L
T(A|m) <«sZy, (@i, yi, t;) < st?
hid < hid + 1 ; Hid(A | m) < hid Si<a;+¢ci-yi-x
J A= gngdXZdz Hz’e[sid] A?Ai C?Ci msgy < (i, Yi, ti)
Shia < T(A|m) ; bhia < & Byig < B Zin < Zpin v {i}
Return T'(A | m) C—10+1
Return msg,

Figure 6.2: The OMUF security game for the blind signature scheme BS;[GGen].

checked, for each k € [Qs, + 1] and j = Hid(str}),' the following conditions hold:

&= D yiadh=—0;yr, (6.4)
726[6251]
af+ D yieaSi=yp 6.5)
i€[Qs, ]

Since Adv%rg;[fGGen] (Aaig, A) = Pr[WIN] = Pr{WIN A E|+ Pr[WIN A (—E)], the theorem

follows by combining the following two lemmas with Theorem 4.1.1.

'Here, Hid(str}) must be defined since a query strj is made to H when checking the validity of the output
(my;, of).
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Lemma 6.2.1. There exists an adversary Bygos for the WFROSq ,, problem making at most
Qu + Qs, + 1 queries to the random oracle H such that
AV (Butos) = PIWIN A EJ . (6.6)

Lemma 6.2.2. There exists an adversary Bgiog for the DLog problem running in a similar running

time as Aag such that

1
AdVESE (Baiog, A) = 5Pr[WIN A (—E)]. 6.7)

6.2.1 Proof of Lemma 6.2.1

We first give a detailed description of Byos playing the game WEROSq, . To start with, Byros
initializes sid, Zg,, ¢, T', hid, and Hid as described in the OMUFlej[GGen] game. In addition, Byos
samples z, z uniformly from Z,, sets X to ¢g* and Z to g°.

Then, Byfros Tuns A,j, on input (p,9,G, X, Z), and with access to the oracles §1, §2, and H.

These oracles operate as follows:

Oracle §1: Same as the OMUFégf[GGen] game except that instead of sampling ysiq, tsiq randomly
and setting Cyq < ¢4 2%, B s samples a new variable ¢/, uniformly from Z, and sets

t
Csia = g'sia.

Oracle S,: After receiving a query (7, ¢;) to S, from Aalg, if i ¢ [sid]\Zgy, o1 ¢; = 0, Byros returns
L. Otherwise, Byfos makes a query (i,¢;) to S and uses its output as the value y;. Also,
Bygos sets t; =t — y; - z. With the value (a;, y;,t;), the rest of S, is the same as S, in the

Aa
OMUFBS;g[GGen] game.

Oracle H: After receiving a query (A || m) to H from A,y if T(A|m) # L, the value T(A | m)

is returned. Otherwise, since A,y is algebraic, Bysos also knows the coefficient & such that

A=g¥ XY 78 [T A es™

i€[sid]
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Then, Byos issues the query («, 3) to H, where o, 3 € ZZQSlH are such that

ar, 7 =0
o =1 _gA i =2i ielsid] .

0, 0.W.

. (6.8)
—at, i'=0

B(i'):<_dci7 i"'=2i—1,i€e[sid] -

0, 0.W.

After receiving the output (dhiq, hid), Byfros sets T(A | m) < dnq and Hid(A || m) < hid.
Finally, Bytos returns 7'(A | m).

After A, outputs {(m},o ]j)}ke[Qsl+1]’ Byros aborts if the conditions from the event WIN A F
do not occur. Otherwise, Byfos outputs J := {Hid(str}) | k € [@s, + 1]}. Since Bygos simulates
the OMUFng[GGen] game perfectly, the probability that WIN A E occurs when running By fos 1S
the same as in the OMUFQg'f[GGen] game with A,,.

Following the similar analysis of B in the GGM proof (Section 5.2.3), we know B makes
at most Qg + s, + 1 queries to H.

It is left to show that if WIN A E occurs within the simulation, then By, wins the WFROS
game. We first show that | 7| = Qs, + 1. Suppose | J| < Qs,. Since A,j, wins the OMUFlejGGen]
game, we know there exists ki, ky € [Qs, + 1] such that k; # ky and Hid(str ) = Hid(strf, ),

which implies strz1 = str;:Q. Therefore, we have
* %k * * k% *
gsle Chy Yk 7Y% — gSkQX Cho Yko 7Yko , m;:l = mZQ . (69)

Also, let j = Hid(strf,) = Hid(st},). Since E oceurs in the OMUF 2
Bwfros, by (65), we have

GGen] £3ME simulated by

Since y;, = i, and ¢, = cf,, by (6.9), we have s;, = s; . However, since (mj , o} ) and

(mj,, of,) are different message-signature pairs, we have

* % * * * * % *
(M1 Chy s Sty Yy ) 7 (Miys Criys Skys Uiy )
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which yields a contradiction. Therefore, we have |7| = Qs, + 1.

Then, since in particular £ occurs, by (6.4) and (6.5), it holds that for any j € J

From the simulation of P~I, by (6.8), we have for any j € J

+ Z 2’L 1) +CZ ; )_ 6 ﬁ(O) + Z jQ'L 1) +ec ¢ /822))
i€ Qsl] ZE[Qsl]

Therefore, B0 Wins the V\/FROSQSl p game, which concludes the proof.

6.2.2 Proof of Lemma 6.2.2

Proof. We first partition the event WIN A (—FE) into two cases. Denote F} as the event in the
OMUFégf[GGen] game that there exists k € [(Q)s, + 1] such that (6.4) does not hold, and denote F} as
the event that there exists k € [@s, + 1] such that (6.5) does not hold. Then, if ' does not occur, we
know either F} or F» occurs. Therefore, we have WIN A (—FE) = (WIN A F;) v (WIN A F).

We then prove the following two claims.

Claim 6.2.3. There exists Bé?gg for the DLog problem running in a similar running time as A,
such that Pr[WIN A Fi] < Adv2°s(BL ).

dlog?

Claim 6.2.4. There exists B((ﬁgg for the DLog problem running in a similar running time as Ay
such that PrfWIN A Fy] < Adva*s(BL) | \).

dlog?
By the above two claims, we can construct an adversary By, for the DLog problem that runs

either Bé?())g or Bdl og With 1/2 probability, and we can conclude the lemma since

Pr[WIN A (—E)] < Pr[WIN A Fi]+ Pr[WIN A Fy]
< AdVEB (B, A) + AdvE® (B, ) = 2AdvE*E (Baiog, ).

dlog>

Proof of Claim 6.2.3. We first give a detailed description of Bdlo playing the DLog game.
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THE ADVERSARY B\ . Initially, B initializes sid, Zgn, £, T\ hid, and Hid as described in the

dlog* dlog

OMUFBglg[GGen] game. After Bdl os T€CEIVes (p, g, G, W) from the DLogg game, BY

uniformly from Z, and sets X < W, Z < g*. Then, B((i

dlog Samples 2

log Tuns A, oninput (p, g, G, X) and with

access to the oracles Sl, Sg, and H. These oracles operate as follows:

Oracle S;: Bdlog
g*id X ~Yia and Clq = g'ia. Then, Bdlog returns (sid, Agq, Csia)-

samples sgq, L4 uniformly from Z, and y.;; unifomly from Z* and sets Agq =

Oracle S;: Same as in the OMUFégf[GGen] game if ¢ ¢ [sid]\Zgs, or ¢; = 0. Otherwise, after
receving a query (i, ¢;) to S, from Aalg, B((i?gg sets y; < y./c; and t; < t; —y; - z. Then, Bdlog

returns (s;, i, t;) to Aalg.
Oracle H: Same as in the OMUF“;;;g[GGen] game.

After receiving the output {(mj;, o) bre[qs, +175 Bé?gg aborts if the event WIN A F} does not occur.

It is clear that Bc(l?c))g simulates the OMUFégf[GGen]

that if the event WIN A F} occurs within the simulation, Bé?gg can compute the discrete log of X,

game perfectly. Therefore, it is left to show

which equals to V.
Suppose WIN A Fj occurs. There exists k € [Qs, + 1] and j = Hid(str}) such that (6.4) does
not hold. Since Hid(str}) = j and 6, = ¢}, we have

i qC
gRX TN = g XS 7% [ A O (6.10)

i€[sid]

Similar to the preceding case, since B knows the discrete log of Z as z, by substituting A; =

dlog
g XY, C; = gliZY%, and Z = ¢* into (6.10), we have

A9 4 AL N e .. AX Y
gsz-i-y:'ZX—(Sj-y;: _ gaj +&; 'Z+Zie[Qsl](ajz'51+ajl (ti+y; Z))Xaj Zie[Qsl] YiCi Oljz )

Since (6.4) does not hold, B((l?())g can compute the discrete log of X as

sz+y;§-z—d§—d§-z—2iemsl]( fl sﬁ—oz; (ti +vi-2))
T = pYe :
]

;'( - Zie[Qsl] Yi Ci + 05 Y

(o)

Proof of Claim 6.2.4. We first give a detailed description of Bdlo playing the DLog game.
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Initially, B

(1)
THE ADVERSARY BB dlog

dlog- initializes sid, Zg,, £, T, hid, and Hid as described in the

OMUFéglzthGen] game. After Béﬁgg receives (p, g, G, W) from the DLog game, Bé}())g samples

« uniformly from Z, and sets X « ¢*,Z < W. Then, B((ﬁ())g runs A, on input (p, g, G, X)
and with access to the oracles Sy, Sy, and H. Since ngg knows X = g%, Bgﬁgg can simulate all

the oracles §1, §2, and H the same as in the OMUFQg;g[GGen]

{(m5, oF) Yrel@s, +115 ngg aborts if the event WIN A F; does not occur.

game. After receiving the output

It is clear that B((ﬁ())g simulates the OMUF“;;;g[GGen] game perfectly. Therefore, it is left to show

(1)

that if the event WIN A F5 occurs within the simulation, By,

can compute the discrete log of Z,
which equals to .

Suppose WIN A F; occurs. There exists k € [(Q)s, + 1] and j = Hid(str}) such that (6.5) does
not hold. Since Hid(str}) = j, we have

A LG
gEX TRz = g xS 7% [ A ¢ (6.11)
i€[sid]
From the simulation of §2, for each i € [Qs, |, we have

gsi — AiXCi'yi , gti — CZ,Z_yi .

Also, B((ﬁgg knows the discrete log of X as x. By substituting A; = g5 X %, C; = ¢'iZ¥%, and
X = ¢g” into (6.11), we have

49 L A Y 5C; 3 AC,
gs:—x-cf-yzzy;: _ gﬁ;‘]"‘/g;('x""Zie[Qsl](/Bj ‘(Si_Ci‘yi‘x)+/Bj ‘ti)Z/B]Z"'ZiE[Qsl]yi‘ﬂc’ ‘

Since (6.5) does not hold, Bé}())g can compute the discrete log of Z as

32—93'075'?42—53(']—5])'(‘93—2%[@51](5?‘(Si—ci'yi'x)Jrﬁjci'ti)

Z = ~ =
BJZ + ZiE[Qsl] Y; - 5Ci - y;;

6.3 Partially Blind Signatures

This section presents our partially blind signature scheme, PBS, which is detailed in Figure 6.3.
The scheme builds on top of the BS, scheme by replacing the extra generator Z contained in the

public key with the output of a hash function F (also modeled as a random oracle in the OMUF
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Algorithm Setup(1*) : Algorithm Uq (pk, msg,, info, m) :
(G,p,g) < GGen(1¥) X <« pk; (A, C) « msg; ; Z < F(info)
Select H : {0,1}* — Ly T1<$Zp 1,72 <8 Ly,

Select F: {0,1}* - G Al — g A/ om

Return par — (p, G, g, H,F) ¢ <~ H(info | A" | m)

Algorithm KeyGen(par) : c—dc -

(»,G,g,H,F) — par Stu(_(C7clar17717727X7Z7A7C)
Return (st%, c)

x<—$Zp;X<—g‘T

sk —x;pk — X Algorithm Uy (st", msg,) :
Return (sk, pk) (e;csr1,7,72, X, Z, A, C) « st*
Algorithm S; (sk, info) : (5,9,1) < msgy
w sk X «— g% Z — F(info) Ify=00rC #g'Z%org®+# A- XY
a,t s 7y ;y—sLE then return L

) B ¥4
A gt Ce—gtzy s+ (/1) s+t

/

st® — (a,y,t,x) ;msg; «— (A, C) y—m-y
Return (st®, msg;) Return o < (¢, 5", y/')
Algorithm Sy(st®, ¢) : Algorithm Ver(pk, info, o, m) :
If ¢ = 0 then return L X —pk:Z < F(info); (¢,s,y) <0

If y = O then return 0

Ae—gs - XCY. 7V

If ¢ # H(info | A | m) then return O
Return 1

(a,y,t,x) < st*
S<—a+c-y-x

Return msgy < (s,y,1)

Figure 6.3: The partially blind signature scheme PBS = PBS[GGen].

proof) applied to the public input info. We do not formally redefine the syntax of partially blind
signatures, but we note that it simply extends that of blind signatures by adding the extra input

info € {0, 1}* to the signer, the user, and the verification algorithm.

BLINDNESS. We first study the blindness of PBS. The PBlindf}BS game is defined in Figure 6.4.
The only difference between PBlind and Blind is that initially, the adversary .4 also picks a pub-

lic information info and interacts with PBS.U; and PBS.U, for signing (info, mg) and (info, m1).
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Game PBlindpgg()) : Oracle U, (4, msggi)) :

par < SetupBS(1*) If i ¢ {0,1} or sess; # init then return L
b<s{0,1};bg < b;by < 1—b| sess; < open

b s ANTULUz (507) (st¥, chl®) — Uy (pk, msg\” . info, ms,)
If &’ = b then return 1 Return chl®

Return 0 Oracle Uy (7, msgg)) :

Oracle INIT(pk, info, mg, 1) : | Ifi¢ {0,1} or sess; # open then return |
sessg <— init sess; <— closed

sess; «— init op, < Uo(st¥, msgg))

pk «— p~/~c If sessy = sess; = closed then

info «— info If op = L oro; = L thenreturn (L, 1)
mo < Mo ; M1 < M Return (o, 01)

Return (i, closed)

Figure 6.4: The PBlind security game for a partially blind signature scheme PBS.

Denote the advantage of the adversary A as

- 1
AdvERY(A, ) := |Pr[PBlindpsg(N) = 1] — 5| -

We say a partially blind signature scheme PBS is perfectly blind if and only if Advgkéhsnd(/l) =0
for any A.

Theorem 6.3.1. For a group generation algorithm G, the partially blind signature scheme PBS[GGen|
is perfectly blind.

Since the algorithm PBS.U; and PBS.U, are almost the same as U;BSs and U,BS,, we can use
a proof similar to the one for BS, (Section 6.1) to show PBS[GGen] is perfectly blind. The only
difference is that in BS,, Z is given in the public key, while in PBS[GGen]|, Z is given by F(info).

OMUEF SECURITY. We next study the OMUF security of PBS. Note that the definition must also

be adjusted: The main difference is that the adversary wins as long as it can produce ¢ + 1 valid

message-signature pairs for some info for which it has run only ¢ signing sessions, regardless of
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how many signing sessions are run with info’ # info (i.e., their number could be higher than /).
The corresponding game is defined in Figure 6.5, for the specific case of the scheme PBS. We

prove the following theorem.

Aa .
Game OMUFPBIE[GGen](A): Oracle S (info) :
(G,p,g) < GGen(1%) sz «—sZp; X «— g° Z « F(info)
sid «— 0;5Zgy «— 3T «— ()5 Ta < () sid «— sid + 1 ; infogq < info
¢ < atable where all entry are initially set to 0 Asid, tsid <=3 Zp 5 Ysid <5 Ly,
fid < 0; Fid < () ; Hid < () stSq < (asid, Ysid, tsia)
(info™, {(m, o7 brefe(infor) +17) Asia < %95 Cig < g'sia Z¥%ia
s ‘Aasxllg’S%H’F (pv 9, Ga X) msg; < (Asida Csid)

If3 k1 # ko o (mp, 05 ) = (mf,,0F,) then Return (sid, msg;)

Return 0 Oracle Sy (7, ¢;) :
If 3 k € [{(info™) + 1] such that y;; = 0 If 7 ¢ [sid]\Zgy, or ¢; = O then

or ¢ # H(info* | g% X~ Uk ZV¢ | m3) Return |

where (¢}, si,y;) = o} and Z = F(info*) (s, yi, ti) < st

then return 0 Si<—a; +¢ Y-

Return 1 msgy <« (Si, Yi, ti)
Oracle H(info | A||m) : Zan < Lgn © {1}
If Ty (info | A m) = L then gnfer)  7lnfed) ¢33
Ti(info | A|m) s Z, {(info) < {(info) + 1
hid < hid + 1 Return msg,
Hid(info | A m) « hid Oracle F(info) :
J A= 9@ X Hie[ﬁd] Z?Zi Hie[sid] A?Ai C?Ci If T (info) = L then
dhia < T (info | Afm) Ts(info) «s G
hid — &3 Byq < B fid « fid + 1 ; Fid(info) « fid
Return 77 (info || A | m) Zga = Ty(info)

T — 2
Return 75 (info)

Figure 6.5: The OMUF security game for the partially blind signature scheme PBS[GGen].
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Theorem 6.3.2. Let GGen be a group generation algorithm. Let Ay, be an algebraic adversary
for the game OMUFPBS[GGe"](A) such that for each public information info, makes at most (s,
queries to S1 and QQy queries to the random oracle H that start with info. Also, let the total
number of distinct public information info’s queried by Aais to S1 be bounded by Qingo. Then, there

exists an adversary Baiog for the DLog problem running in similar running time as Ay, such that

QH+3Q51+1)2+2
25— 1 ’

AV oy (Autgs A) < 2ADVEEE (B ) + Lol

The proof is very similar to that for BS, except we need to additionally perform a hybrid
argument over queries to F, guessing which info will be the one leading to a one-more forgery.
However, we need to work harder here to ensure the discrete logarithm advantage does not scale
with Qinfo-

We also note that we have no argument supporting the fact that the information-theoretic term
in Theorem 6.3.2 is tight and the inclusion of info in H is necessary. However, a tighter analysis

appears to require studying a more general version of WFROS. We leave this to future work.

Proof of Theorem 6.3.2. Let A,j; be an algebraic adversary described in the theorem. The game
OMUFﬁEISg[GGen] is formally defined in Figure 6.5. Without loss of generality, we assume that if
A,z outputs the public information info*, then A, makes exactly (Js, queries to S; and Qs,
queries to Sy that do not return L for info*. Then, when A,, returns, we know ¢(info*) = Qs,.

In the OMUFﬁEISg[GGen] game, the corresponding hid for each query (info| A| m) to H is
recorded in Hid(info | A | m), and the output of the query is recorded as dpiq. Also, since A,j,
is algebraic, A,j, also provides the representation of A, and the corresponding coefficients v are
recorded as ay,iq- The corresponding fid for each new query info to S; is recorded in Fid(info).
Also, If(iilffo) records the subset of Zg, corresponding to signing sessions with public information
info.

Denote the event WIN as A, wins the OMUFﬁEE[GGen] game, 1.e., all the output message-
signature pairs {mj, o} }re[qs, +1] are distinct and valid for info®. Furthermore, we denote stry; :=

*
info* || g% X ~civi Z?F”;d(info*) | m}. We let E be the event in the OMUF;‘;Sg[GGen]
validity of the output is checked, for each k € [Qs, + 1], j = Hid(str}), and i* = Fid(info*) 2, the

game that after the

’Here, Hid(str}) must be defined since a query strj is made to H when checking the validity of the output
(my;, of).
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following conditions hold:

dzi* + Z Yi - OAZJCZ = yl’: , (612)
ieIg:‘&’*)
iEIﬁn
Vie [sid]\Zg, : 65 = 0. (6.14)

Since Advpgeicgen) (Aalg: A) = PrIWIN] = Pr[WIN A E]+ Pr[WIN A (—E)], the theorem

follows by combining the following two lemmas with Theorem 4.1.1.

Lemma 6.3.3. There exists an adversary Byi.os for the WFROSQSl,p problem making at most
Qu + Qs, + 1 queries to the random oracle H such that

WITros 1
AV (Butros) = mPr[WIN A E]. (6.15)

Lemma 6.3.4. There exists an adversary Bgiog for the DLog problem running in a similar running

time as Aag such that

2
PrIWIN A (=E)] < 2AdvecE (Baiog, \) + o1 (6.16)

O]

6.3.1 Proof of Lemma 6.3.3

We first give a detailed description of By playing the WFROS game.

THE ADVERSARY B 0s. To start with, Byg.s first samples a label i* uniformly from [Qinfo]- Also,

Byfros samples x uniformly from Z,, sets X to ¢*, and initializes sid, hid, fid, Hid, Fid, Zg,, 71,
and T, as described in the OMUF“sngg[GGen] game. In addition, B initializes tfid to O and tFid
to an empty table, which are used to record the labels of info queries to S;, and initializes tsid to
0 and tSid to an empty table, which are used to record the labels of session IDs for info such that
tFid(info) = i*.

Then, Byiros runs A, on input (p, g, G, X') and with access to the oracles F,S,, S, and H.

These oracles, operate as follows:

Oracles F: Same as in the OMUF;‘;E[GG%] game except instead of sampling 75(info) uniformly

from G, if Ty (info) = L, Bysos samples zgq uniformly from Z,, and sets 75 (info) «— g*id.



74

Oracles §1: After receiving a query info to §1 from A, if tFid(info) = L, By#,s increases tfid
by 1 and sets tFid(info) = tfid. Then, there are two cases:

— If tFid(info) # ¥, Butros samples Sgd, t;q uniformly from Z, and samples y.,,; uni-
formly from Z;. Then, Btros sets Agiq = g*i4 X “Yia and Clyq = gtéid.
— If tFid(info) = *, Butros samples agq, t;q uniformly from Z, and sets Agq = ¢g*¢ and

Ciiq = g'id. Also, Bygos increases tsid by 1 and sets tSid(tsid) « sid.
Finally, By o5 returns (sid, Agig, Csia)-

Oracles S,: After receiving a query (i, ¢;) to S, from Aag, if 1 ¢ [sid|\Zgy o1 ¢; = 0, Byros returns

L. Otherwise, there are two cases:

- If tF1d<mfoz) # g*’ Bwfros COl’l’lplltCS Yi < y;/cl and tz A t; — Yi * ZFid(info;)-
— If tFid(info;) = i*, let 7/ be the index in [sid] such that tSid(i") = ¢ and By Sets
¢y < ¢;. Then, Bypos makes a query (i, ¢;) to S. After Bypos receives g, from S, B

sets y; < Yy and t; < i — Y; - ZFid(info,)-
Finally, By .os returns (s;, i, t;).

Oracles H: After receiving a query (info | A | m) to H from Aag, if Ti(info| A||m) # L or
tFid(info) # 2*, then H is the same as H in the OMUF';‘;'Sg[GGen] game. Otherwise, since A,
is algebraic, Byfos also knows é& such that

A=g X T 22 ] Ao

i€[fid] i€[sid]

Then, Byos issues the query (o, B) to H, where o, 3 € Z,Q)QSlJrl such that

-

& — Zie[sid],tFid(infoi);é%* ot ?Jé , =0
06(7/) = < — AAtSid(i) , Z‘/ — 2'L ’ Ze [tS]d] 7 (6.17)
0, 0.W.
\
(
_dzg* 7 i =0
B = { _gCsaw | = 2i—1, e [tsid] - (6.18)
0, 0.W.
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After receiving the output (Jy;q, hid), Byros sets T3 (info | A || m) < opiq and Hid(info | A | m) <«
hid. Finally, By returns T (info | A || m).

After receiving the output {info*, (mj, o)} ke[Qs, +1] Trom Ayg, Bypros aborts if the conditions from
the event WIN A E do not occur. Otherwise, By s outputs 7 := {Hid(str}) | k € [@s, + 1]}

ANALYSIS OF Byos. Note that Byos makes a query to H at most once when it receives a query

to H for infoisq and at most (s, + 1 more queries to H when checking the validity of the output.
Therefore, B makes at most Qy + (Js, + 1 queries to H. Also, it is clear that 3 simulates oracles F,
S, So, Hin the OMUFPEISg GGen] £AME perfectly no matter what label is assigned to tfid. Therefore,
the probability that tFid(info*) = * and WIN A FE occurs when running Byos i equal to
PrfWIN A E].

It is left to show that if tFid(info*) = i* and WIN A E occurs within the simulation, then
By fos Wins the WFROS game. Suppose WIN A E occurs and tFid(info*) = 7*. Following the

similar analysis of Byos in the proof of Lemma 6.2.1, we have | 7| = Qs, + 1.

QII‘I fo

Denote Z{°" and sid*" as the values of Zg, and sid when A, returns. Then, since E occurs, by
(6.12) and (6.13), for any 7 € J it holds that

. A 2 C;
oz;(— 2 yi-cl--oz?l = —0; | ;" + 2 yi-oz]g . (6.19)

(info*) cTtot
€Ty 1€Ly

— X — Ce o AP ~A;
-9 Z Yi - G-y Z Yi &

€Ty ie[sidtot]\Ztot
_ ~ X / AA,‘ AAi
- QT Z S Z Yi G- Q.

ie[sidtt] tFid(info; ) #1* jeg(info*)

Then, from the simulation, by (6.17), we have for any j € J

+ Z (21 1) +E-a 21)) s ﬁ(o)+ Z /6(21 1) + & B](gi))

i€[Qs, ] i€[Qs, ]

Therefore, B0 Wins the WFROSQSl p game.
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Game rel—DLogéGen’n()\) :

(G,p,g) < GGen(1%)

{Xitiep) <3G

Yo, Y1, - s Yn < A, 9, G, {Xi}ic[n))
IfVie{l,...,n} : y; = 0thenreturn 0
If g% [ ey X{* = g then return 1
Return 0

Figure 6.6: The rel-DLog game.

6.3.2 Proof of Lemma 6.3.4

We first partition the event WIN A (—F) into two cases. Denote F; as the event in the
OMUFégf[GGen] game that there exists £ € [Qs, + 1] such that either (6.13) or (6.14) does not
hold, and denote F; as the event that there exists k£ € [(s, + 1] such that (6.12) does not hold.
Then, if £ does not occur, we know either F; or F, occurs. Therefore, we have WIN A (—FE) =
(WIN A Fy) v (WIN A Fy). For the case that WIN A F} occurs, we show the following

claim.

Claim 6.3.5. There exists B(O)

Alog JOr the DLog problem running in a similar running time as Aag

such that

1
PrIWIN A Fi] < Adveg, (B, \) + . (6.20)

p J—
For the case that WIN A F; occurs, we construct an adversary Biej-qiog for the rel-DLogg ¢,
game (defined in 6.6) with advantage equals to the probability that WIN A F, occurs, where
Qr denotes the maximum number of queries to F issued in the OMUF’;SSE"[GG%] game, and we

summarize it into the following claim.

Claim 6.3.6. There exists Biei-diog for the rel-DLog problem running in a similar running time as

Aaig such that

PIIWIN A Fb] < AdVgen s (Brel-diog: A) - (6.21)
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The rel-DLog problem is equivalent to the DLog problem, as shown in the following lemma
from [84].

Lemma 6.3.7 (Lemma 3 in [84]°). Let GGen be a group generation algorithm. For any n > 0
and any adversary Biel-diog fOr the rel-DLogGGen’n game, there exists an adversary Baiog for the

DLog¢ge, game such that
Adv Eeéeil(;zg(lgrel-dlogv )‘) < Advglgi;n (Bdlogv >‘) + 1/p :

By the lemma and Claim 6.3.6, there exists an adversary B for the DLogggen problem such that

dlog
Pr[WIN A Fi] < Adv‘élgin(B(l) A) + . Therefore, together with Claim 6.3.5, we can construct

dlog?
or BY) with 1/2 probability,

an adversary Bqg for the DLogggen problem that runs either Bdlog dlog

and we can conclude the lemma since

Pr[WIN A (=E)] <Pr[WIN A F]+Pr[WIN A ]

2

2
< AdvIe (BY) 2) + Advaie (B \) + FEa 2AdVEEE, (Baiog, A) + T

Proof of Claim 6.3.5. We first give a detailed description of BY

THE ADVERSARY B

dlog Playing the DLogc., game.

To start with, BY initializes sid, hid, fid, Hid, Fid, Zg,, 17, and 15 as

dlog dlog

described in the OMUFF,ngg[GGen] game. After Bc(i?())g receives (p, g, G, W) from the DLog¢., game,
sets X < W. Then, Bé?())g runs A, on input (p, g, G, X), and with access to the oracles 1~3, §1, §2,

and H. These oracles operate as follows:

Oracle F: Same as in the OMUFPI;ISg GGen) &3Me except instead of sampling Ty (info) uniformly

from G, if Ty(info) = L, BY) samples z uniformly from Z,, and sets Ty (info) «— g*id,

dlog

Oracle §1: After receiving a query info from A,,, Byiros Samples sgiq, tL,q uniformly from Z, and
samples y.,4 uniformly from Z,. Then, Btros Sets Agq «— g%4X ™ vid and Clyq «— g tia and

returns (sid, Agq, Csia)-

Oracle S,: After recelvmg a query (i,¢;) to 82 from A, if i ¢ [sid|\Zg, or ¢; = 0, BY) returns
1. Otherwise, let 7 := Fid(info;), and B

B

dlog

dlog

dlog COMputes y; < yi/c; and t; < t; — y; - z;. Then,

returns (S;, Y;, t;)-

3The DLog and rel-DLog games defined in [84] differ slightly from our descriptions, but the lemma follows by a
similar proof.
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Oracle H: Same as in the OMUFﬁ;ISg[GGen] game.

After receiving the output (info*, {(mj}, 07) }ke[@s, +11)> BY aborts if the event WIN A F} does

dlog
not occur.

It is clear that Bgfc))g simulates the OMUF 2

PBS[GGen]
that if WIN A Fj occurs, B((i?gg can compute the discrete log of W except for probability 1/p.

(0)
dlog*

k € [Qs,+1] and j = Hid(str}) such that either (6.13) or (6.14) does not hold. Since j = Hid(str})

and d; = ¢, we have

game perfectly, and thus it is left to show

Suppose WIN A F7 occurs in the OMUF“:SE[GG%] game simulated by B There exists

% o . &% ahi sS4
gRXTZE = gNxs [z [] AV ¢ (6.22)

i€[fid] 1€[sid]
From the simulation of S, for each i e [sid], we have
A= g X% Ci=g" .

Also, Bé(l)())g knows the discrete log of Z; as z; for each i € [fid]. By substituting A4; = g% X ¥,
C; = g%, and Z; = ¢g* into (6.22), we have

* * P g zZ
gsk+yk'zi*X_5J‘yk =ghi X",

where

i€[fid] i€[sid]
KA WA
i€[sid]
If 77;( # —0; - yr, Bé?gg can compute the discrete log of X, which is also IV, as
_sptypEx
M+ 0
Therefore, it is left to bound the probability that 7];< = —0, - y;, and there are the following two

cases.

(6.14) does not hold for k, j. Consider the transcript 7*°* that the adversary sees before it returns.

tot

Given the transcript 7*°*, since for each i € [sid]\Zg,, the adversary sees only A; but does not know
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either s; or y;, the value y; is uniformly distributed over Z independent of all other y;, for i" # i.
Therefore, the probability that 7} = —d; - yi is .15
(6.14) holds but (6.13) does not hold for k, j. Since (6.14) holds and for each ¢ € Zg,, it holds that

yi = vy; - ¢;, we have

Then, since (6.13) does not hold, we have

which means the probability that n;( = —0; - y; is 0. Therefore, for both cases, the probability that
n’ = —0; - y;: is bounded by zﬁ' O

Proof of Claim 6.3.6. We first give a detailed description of Bie-qiog playing the rel-DLogg o,

game.

THE ADVERSARY Biel-diog. To start with, Biel-qiog initializes sid, hid, fid, Hid, Fid, Zg,, 71, and

T5 as described in the OMUFP§'§ [GGen] ZAME. Also, Bicl-diog Samples x uniformly from Z,, and sets
X «— g". After Byej-aiog receives (p, g, G, Z1, ..., Zg, ) from the rel-DLogg ¢, game, Brel-diog TUNS
Aaig on input (p, g, G, X') and with access to the oracles INI §1, §2, and H. These oracles operate

as follows:

Oracle F: Same as in the OMUF;‘;E[GG%] game except instead of sampling T5(info) uniformly
from G, if Ty (info) = L, Byel-diog sets Th(info) «— Zgq.

Oracle Sl, Sg, H: The same as in the OMUFPI_;)ISg (GGen] ZAME.

After receiving the output (info*, {(m}, UZ)}ke[QSIH])’ Biel-diog aborts if WIN A F, does not
occur.

It is clear that B,¢j-qi0g Simulates the OMUFP§1§[GGen] game perfectly, and thus it is left to show
that if WIN A Fj occurs, Biel-diog can win the rel- DLogg ¢, game.

Suppose WIN A F5 occurs in the OMUFP§1§ GGen] &AME simulated by B,ei-qi0e. There exists

ke [Qs, + 1] and j = Hid(str}) such that (6.12) does not hold. Since j = Hid(str} ), we have

Z; A G
g X0 2V = g% X5 [12z" []A"c”. (6.23)
i€[fid] i€[sid]
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From the simulation of S, for each i € [sid], we have
Aj=g%, g =CiZ " .

Also, Bie-aiog knows the discrete log of X as x. By substituting A; = g%, C; = ¢“Z/", and
X = ¢” into (6.23), we have
AZ,L' A~al
gs;:X_gj.y;:ka ga]+a T+ Yiesia] (6 3N az+a ‘i) H ZO‘j +Zi’€[sid],tSid(¢/):iyi/'occl '

1€[fid]

Therefore, Byel-qi0g can compute (wy, . . . , wg, ) such that g*° HiE[QF] Wi = gwo Hie[ﬁ q] Z" =

7

lg, as
§
Y .
Jg+ ;( x+21651d( al+04 t)—SZ—Fl’(S]yZ, 1=0
4 Zi ~C.r . . .
W= o’ +Zi’e[sid] tSid (i) =i Y& " O, i€ [fid],7 # ¢*
;=
c, o
_yk + Oé T+ 21651d 1,681d(¢")= zyl R ="
0, 0.W.

\

Since (6.12) does not hold, we have

.z 5
wix =~y + a5 + Z Y - 65 £ 0

ielggh* )

Therefore, Biel-diog Wins the rel-DLogg o, game by outputting (wy, . . ., wq,) defined above. [
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Chapter 7
THRESHOLD SIGNATURES: INTRODUCTION

Threshold signatures, which originated in the late 1980s [58, 59], are seeing renewed attention,
driven in particular by an interest in using them to secure digital wallets in the cryptocurrencies
ecosystem [70]. Parallel IETF [92] and NIST [102] standardization efforts are evidence as to the
speed at which the area is moving into practice.

Whether securing a user’s digital wallet, or being used by a CA to create a certificate, forgery
of a digital signature is costly. The rising tide of system breaches and phishing attacks makes
exposure of a signing key too likely to ignore. The idea of a threshold signature scheme is to
distribute the secret signing key across multiple parties who then interact to produce a signature,
the intent being to retain security even in the face of compromise of up to a threshold number of
these parties. Over the years, threshold versions of many schemes have been presented, including
RSA [53,74, 119], DSA/ECDSA [71, 73,70, 28, 69, 96, 38], Schnorr signatures [120, 72, 91] and
BLS signatures [27].

In this thesis, we focus on FROST [91], the state-of-the-art construction of threshold Schnorr
signatures, and its variants, referred to as FROST2 [50] and FROST3 [113]. (We also refer to the
original version of FROST as FROST1.) FROST is a pairing-free scheme that is partially non-
interactive, meaning signing additionally involves a message-independent pre-processing round.

Our first main contribution is to show that FROST and its variants satisfy stronger security
definitions than those previously considered in the literature or proven for these schemes. These
refined definitions capture natural and practically relevant strengths that may be desirable in real-
world applications. Moreover, our fine-grained perspective reveals meaningful differences between
existing schemes. In particular, we demonstrate that FROST?2 is strictly less secure than FROST1,
and FROST3 is strictly less secure than FROST2. We elaborate on this in Section 7.1.

Our second main contribution is a new approach that can transform FROST into threshold sig-
nature schemes whose security relies on weaker assumptions. Specifically, while all three FROST
variants rely on the Algebraic One-More Discrete Logarithm (AOMDL) assumption [105] in the

Random Oracle Model (ROM), our new schemes are provably secure under the plain DL assump-
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tion in the ROM. The resulting schemes produce Okamoto signatures [107], which are just one

scalar larger than Schnorr signatures. Further details are provided in Section 7.2.

7.1 Stronger Security for Non-Interactive Threshold Signatures

OUR PATH. The classical development paradigm in theoretical cryptography is to ask what security
we would like, define it, and then seek schemes that meet it. Yet if we look back, there has been
another path alongside; canonical, reference schemes guided a choice of definitions that model
them, and, once made, these definitions went on to be influential targets for future schemes. (The
formal definition of trapdoor permutations [78], for example, was crafted to model RSA.) We are
inspired by the latter path. Within the space of Schnorr threshold schemes, FROST appears to be
the simplest candidate. Examining it, we see strengths not captured by current definitions or results.
We step back to create corresponding abstractions, including a syntax and a hierarchy of definitions
of security for non-interactive threshold signature schemes. We then return to ask where, in this
hierarchy, we can fit the starting schemes, giving proofs that FROST and its variants as high as
possible. In terms of the proofs this needs, and that we give, this turns out to be challenging, so
that we offer also some content of technical interest.

Although inspired by specific schemes, our definitional development, once started, unfolds in
a logical way, and yields definitions that even go beyond what FROST achieves. These make
intriguing new targets. We show how to achieve them, with minimal modifications to the existing

schemes.

NON-INTERACTIVE THRESHOLD SCHEMES. We consider schemes where the signing operations

involve a leader and a set of n nodes, which we refer to as servers, with server ¢ holding a secret
share sk; of the secret signing key sk. Signing is done via an interactive protocol that begins with
a leader request to some set of at least ¢ number of servers and culminates with the leader holding
the signature, where ¢ < n, the threshold, is a protocol parameter.

In a fully non-interactive threshold signature scheme, this protocol is a simple, one-round one.
The leader sends a leader request [r, which specifies a message M and possibly other things, to any
server ¢, and obtains in response a partial signature, psig,, that ¢ computes as a function of sk; and
M. The leader can request partial signatures asynchronously, at any time, and independently for
each server, and there is no server-to-server communication. Once it has enough partial signatures,

the leader aggregates them into a signature sig of M under the verification key pk corresponding to
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sk. The canonical example is the threshold BLS scheme [27, 32], where sk, sky, ..., sk, € Z, fora
public prime p, and psig, < H(u)* where H : {0,1}* — G is a public hash function with range
a group G of order p. Aggregation produces sig as a weighted product of the partial signatures.

A partially non-interactive threshold signature scheme adds to the above a message-independent
pre-processing round in which, pinged by the leader at any point, a server ¢ returns a pre-processing
token pp,. The leader’s request for a partial signatures will now depend on tokens it has received.
The canonical example is FROST [91].

This understanding of a non-interactive scheme encompasses what FROST calls flexibility;

obtaining psig, from any > t servers will allow us to reconstruct a signature.

WHICH FORGERIES ARE NON-TRIVIAL? For a regular (non-threshold) signature scheme, the first

and most basic notion of security is un-forgeability (UF) [78]. The adversary (given access to a
signing oracle) outputs a forgery consisting of a message x and a valid signature for it. To win, the
forgery must be non-trivial, meaning not legitimately obtained. This is naturally captured, in this
context, as meaning that ;¢ was not a signing query.

Turning to define un-forgeability for a non-interactive threshold signature scheme, we assume
the adversary has corrupted the leader, and up to ¢ — 1 servers, where 1 < ¢ < n is the threshold.
Furthermore it has access to the honest servers. Again, it outputs a forgery consisting of a message
4 and valid signature for it, and, to win, the forgery must be non-trivial, meaning not legitimately
obtained. Deciding what “non-trivial” means, however, is now a good deal more delicate, and
interesting, than it was for regular signatures.

In this regard, we suggest that many of the prior works have set a low bar, being more generous
than necessary in declaring a forgery trivial, leading to definitions that are weaker than one can
desire, and weaker even than what their own schemes seem to meet. The definitions we formulate
rectify this by giving a hierarchy of five non-triviality conditions of increasing stringency, yielding
a corresponding hierarchy TS-UF-0 « TS-UF-1 « TS-UF-2 « TS-UF-3 <« TS-UF-4 of five
notions of un-forgeability of increasing strength. (Here an arrow B <— A means A implies B: any
scheme that is A-secure is also B-secure.) TS-UF-0, the lowest in the hierarchy, is the notion used
in [74, 71,73, 27]. TS-UF-1 was introduced by Shoup [119].

Returning to regular (non-threshold) signature schemes, strong un-forgeability (SUF) has the
same template as UF, but makes the non-triviality condition more stringent, asking that there have
been no signing query p that returned sig. We ask if SUF has any analogue in the threshold

setting. For non-interactive schemes, we suggest it does and give a hierarchy of three definitions
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of strong unforgeability TS-SUF-2 « TS-SUF-3 « TS-SUF-4. The numbering reflects that
TS-UF-i1 <« TS-SUF-: for: = 2, 3, 4.

TS-UF-0 AND TS-UF-1. For the basic security notion T'S-UF-0, the non-triviality condition is

that no server was asked to issue a partial signature on the forgery message ;.. However, allowing
asynchronous requests is a feature of non-interactive schemes. A corrupted leader could ask one
honest server ¢ for a partial signature. No other server would even be aware of this request, but
the adversary would now have psig,. Under T'S-UF-0, the forgery is now trivial, and the adversary
does not win. Yet (assuming a threshold ¢ > 2), there is no reason possession of just psig, should
allow creation of a signature, and indeed for FROST there is no attack that seems able to create such
a signature, indicating the scheme is achieving more than TS-UF-0. This leads to the next level
of the hierarchy, TS-UF-1, where, following [119], the non-triviality condition is that a partial
signature of ;1 was requested from at most ¢ — 1 — ¢ honest servers, where c is the number of
corrupted servers.

The distinction between T'S-UF-1 and T'S-UF-0 is not just academic. Implicit in applications
of threshold signing in wallets is the fact that servers also perform well-formedness checks of what
is being signed (typically, as part of a transaction). T'S-UF-1 guarantees that every issued signature

has been inspected by sufficiently many servers, but T'S-UF-0 does not.

BEYOND TS-UF-1. Yet the hierarchy needs to go higher, and this becomes apparent when looking

at partially non-interactive schemes like FROST [91]. Here, the discussion becomes more subtle,
and interesting.

In more detail, a FROST pre-processing token takes the form of a pair pp, = (¢, g*') of group
elements for one-time use. (A server will ensure that the pre-processing token in its name in the
leader request is one it has previously sent, and will never use it again.) An honest request Ir in-
cludes, along with the message 1 to be signed, a sufficiently large server set [r.SS < [1..n], and,
for each 4 in this set, a pre-processing token pp, that ¢ previously sent. Each server ¢ € Ir.SS will
then generate a signature share psig, = (R, z;), where R is a value which can be computed (pub-
licly) from the tokens included in /r, whereas z; depends on the discrete logarithms of the server’s
token and its own key share sk;. The z;’s can then be aggregated into a value z such that (R, z) is a
valid Schnorr signature for p. Three variants of FROST are known, and differ in the way in which
R is computed from [/r. The original version, which we refer to as FROST1 [91], requires |Ir.SS|
exponentiations, whereas a more recent optimization, which we call FROST2 [50], only requires

a single exponentiation. A further optimized version, FROST3 [113], improves the communica-
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tion complexity by only sending an aggregated nonce. The current security analyses [50, 113] do
not surface any security difference between the three variants, but only because they consider a
non-triviality notion as in our T'S-UF-0 notion.

In terms of our framework, we show that FROST1 achieves T'S-SUF-3 security. The proof is
under the AOMDL assumption of [105] in the ROM of [18]. This considers a signature trivial even
if some of the honest servers in /r.SS do not respond to a (malicious) leader request, as long as the
tokens associated with these servers are not honestly generated. In particular, the honest servers
may not respond because they recognize these tokens as invalid, or because the malicious leader
did not submit the request to them. We show that, while FROST?2 fails to achieve TS-SUF-3, it
achieves the next step down in our hierarchy, T'S-SUF-2. (Again the proof is under AOMDL in
the ROM.) This is still stronger than the notions lower in the hierarchy. Finally, we show FROST3
achieves T'S-UF-1 under AOMDL in ROM but fails to achieve T'S-UF-2.

STRONGER GOALS. A stronger security goal (T'S-UF-4 in our hierarchy) is to expect that the only

way to obtain a signature for a message p is to follow the above blueprint, i.e., to issue the same
honest leader request /r to all servers in [r.SS. In fact, we may even ask for more, in terms of
strong unforgeability — the value R is uniquely defined by Ir, and, along with the message y, it
defines a unique signature (although not efficiently computable given the verification key alone).
An ideal goal, which corresponds to our strongest security goal, is to ensure that the only way to
generate the signature associated with [r is to obtain a signature share for /r from every honest
server whose tokens are included in /r. This is a notion we refer to as T'S-SUF-4.

We will however show that neither FROST1 nor FROST2 meet TS-SUF-4. To overcome
this, we will show a general transformation which can boost the security of a T'S-SUF-3-secure
scheme like FROST1 to achieve T'S-SUF-4. Our framework allows schemes more general than
the FROST ones, and also leaves the question open of better and more efficient designs achieving
the stronger notions. Moreover, we provide simple reference schemes for all of our notions, which,
while inefficient, guide us in understanding the subtle differences among notions and baseline

requirements. In particular, these schemes will enable us to separate the proposed notions.

A SUMMARY FOR OUR NOTIONS. In summary, our unforgeabilty notions declare a signature for a

message 4 trivial in the following cases:

- TS-UF-0: A partial signature for the message ;+ was generated by at least one honest server.

- TS-UF-1: A partial signature for the message ;1 was generated by at least t —c honest servers,
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where c is the number of corrupted servers.

- TS-UF-2: There exists a leader request [ for the message ; which was answered by at least

t — c honest servers.

- TS-UF-3: There exists a leader request /r for the message p such that every honest server

i € Ir.SS either answered /7 or the token pp, associated with 7 in [r is maliciously generated.

- TS-UF-4: There exists a leader request /r for the message p such that every honest server

7 € Ir.SS answered Ir.

Analogous notions of strong unforgeability are obtained by further associating a request /r to a
(unique) signature, in addition to a message fi.

We stress that it is not clear which scenarios demand which notions in our hierarchy. This is
especially true because we are still lacking formal analyses of full-fledged systems using threshold
signatures, but it is not hard to envision a potential mismatch between natural expectations from
such schemes and what they actually achieve. In both FROST variants, for example, it is natural to
expect that a signature can only be generated by a sufficient number of honest servers answering
the same request, a property which we show is actually achieved. Further, one may also expect
that all honest servers that generated these honest tokens need to be involved in the generation of a

valid signature, but this stronger property is actually not achieved by either of the FROST variants.

WHAT WE DO NOT DO. Some schemes like FROST come with a concrete distributed key-generation

(DKG) protocol. Security proofs frequently (but not always) consider, monolithically, the compo-
sition of DKG and threshold signing. This lack of modular treatment is due to the fact that efficient
DKG protocols like Pedersen’s [109] are not secure [73] in the strongest possible sense in isola-
tion, but it may still be possible to show security when they are used with a particular threshold
signature scheme. Here, instead, we idealize DKG protocols, as the points we are trying to express
are orthogonal to the concrete choice of a DKG. Our result would still guarantee security of the
schemes when used with truly secure DKGs (such as the DKG from [73]), but further investigation
is needed to extend our proofs to consider more efficient DKGs.

Our framework does not handle adaptive corruptions, i.e., we demand instead that the adversary

declares its corruption set initially. We could extend our definitions to adaptive corruptions rather
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easily, but our concrete bounds would be impacted. In particular, we would resort to a generic re-
duction guessing the corrupted set beforehand, with a multiplicative loss of 2", which is acceptable
for the smaller values of the number n of parties that we consider common in practice.

Our framework cannot cover recent protocols, like that of Canetti et al. [38], which combine
a multi-round message-independent pre-processing phase with a final, message-dependent, round.
(Conversely, their UC security analysis does not give definitions which help our fine-grained frame-
work.)

Finally, many prior works [73, 113, 23] also consider robustness, i.e., the guarantee that a
signature is always produced. Here, we follow the same viewpoint as in FROST, and do not focus
on robustness explicitly. This allows us to prevent imposing a small ¢ (relative to n) just for the
sake of ensuring it. However, our schemes all implicitly give verification keys pk; for each server,
and it is not hard to verify individual partial signatures psig,. Any ¢ valid partial signatures will

always aggregate into a valid signature.

7.2 Partially Non-Interactive Threshold Signatures from Weaker Assumptions

As our second main contribution, we develop new two-round protocols that are secure under the
discrete logarithm assumption in the ROM. The signatures produced by both schemes resemble
those proposed by Okamoto [107]. Furthermore, our signing protocols are partially non-interactive,
i.e., the first round messages do not depend on the message being signed, which is a desirable

property in practice.

SIGNIFICANCE. Our DL-based schemes are the first partially non-interactive 2-round schemes

based solely on the hardness of the DL assumption. For threshold signatures, in particular, no

two-round scheme is known from only the DL assumption.

OUR APPROACH. Our schemes are the outcome of the same paradigm applied to FROST [91, 14]
and its variants. It is not known how to prove the security of either scheme under the plain dis-
crete logarithm assumption, and they are instead proved secure under the (stronger) AOMDL [105]
assumption, which is a variant of the OMDL assumption [16], an assumption that has been the
subject of criticism [90, 89]. As we explain next, our paradigm can be seen as a general recipe to
remove the AOMDL assumption from these schemes.

The main ingredient of our approach are linear hash functions, which have also been used in

recent works [10, 80, 81] to abstract identification schemes from which signature variants are de-
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rived. Here, we observe that FROST can naturally be generalized by replacing the exponentiation
map r — ¢* with a linear hash function F : D — R, where D, R are S-modules for a field S.
We generically refer to these instantiations as FROST-H. (In fact, we present two variants for

FROST-H but make no distinction in the introduction.) In particular, we require that:

- F is an epimorphism of S-modules from D to R, i.e., F is a surjection from D to R such that

foranyr e Sandz,y e D,F(z +7r-y) = F(x) +7r-F(y) .

- F is not a monomorphism, which is equivalent to postulating that there exists z* € D such
that z* 0 and F(z*) = 0.

We then define a natural analogue of the AOMDL assumption, which we refer to as the Algebraic
One-More Preimage Resistance (AOMPR). Roughly speaking, the corresponding security game
allows the attacker to obtain multiple challenges X; = F(z;) for a random element z; <s D, and
the attacker also gets access to an inversion oracle which, on input X € R, returns a element
in the preimage set of X under F. The restriction here, and hence the term algebraic, is that X
must be an affine combination of previously obtained X;’s, and this affine combination is given
to the inversion oracle, along with X. (This makes the assumption falsifiable since the oracle can
efficiently answer such inversion queries.) To win the game, the attacker is then asked to invert
q + 1 challenges after querying the inversion oracle at most ¢ times.

Our results then follow from the combination of the following two theorems, which we state

here informally:

Theorem (informal). The security of FROST-H follows from the AOMPR assump-

tion on the underlying linear hash function.

Theorem (informal). If F is collision-resistant, then the AOMPR assumption holds

with respect to F.

The proof of the first theorem is, on its own, not particularly surprising and mostly generalizes the
prior proofs in the literature, in particular those of [105] and [14]. Our main contribution here is to
notice that these proofs, and the resulting schemes, can be abstracted in terms of linear hash func-
tions. In particular, for threshold signatures, as in [14], we consider an abstract setting with an ideal

distributed key generation, and we target the security notions of TS-SUF-2 and T'S-SUF-3, which
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were shown to be achieved by two variants of FROST, both of which we model here abstractly.
Since we are targeting feasibility, we are less concerned with the concrete round complexity of
distributed key generation and could use any secure multi-party computation protocol for this task.

In contrast, the rough intuition behind a proof of the latter theorem is that for any execution of
a (wlog deterministic) adversary A playing the AOMPR game with challenges X = F(x), since
F is not a monomorphism, there exists another execution with challenges X = F(&’) such that
x # a', but the views of A are identical in the two executions. Then, if A wins the game given x
by outputting y such that F(y) = X, A also wins the game given =’ by outputting y. Therefore,
we have F(x) = F(y) = F(&') A (x #y v & # y), which implies that we can find a collision
in at least one of the executions. Indeed, special cases of this technique already underlie several
works, including Okamoto’s [107], but our main challenges are to prove the concrete mapping of

' from x and to package this in terms of the AOMPR abstraction.

7.2.1 DL-based Instantiations

To obtain an instantiation of FROST-H based on the hardness of the discrete logarithm (DL) prob-

lem, we can use the Pedersen linear hash function [109]
F(xlv 'IQ) = gzl Z$2 )

which is well known to be collision-resistant under the hardness of DL whenever ¢, Z are gener-
ators of a group with prime size p. While FROST produces valid Schnorr signatures [114], the
signatures produced by our DL-based instantiations of FROST-H are slightly less efficient, and
effectively compatible with Okamoto’s signatures [107]. Here, as in Schnorr signatures, the secret
signing key is = € Z,, and the public verification key pk = ¢*, and a signature for a message
m € {0, 1}* has format

0= (R: gaZb7a+H(pk7m7R) ZL’,b) s

where H is a hash function that is modeled as a random oracle in our proofs. To verify a signature
(R, a,b), we check that g Z" = R pk1P*:R) The only difference from Okamoto’s scheme [107]
is that the latter uses a secret key (21, 22) € Z2, and a signature has form (R = g*Z° a+c-x1,b+c-
xg), where ¢ = H(pk, m, R), i.e., here, we restrict the scheme to the case where (x,z2) = (z,0).
This optimization is generic and could have been applied to Okamoto’s scheme directly; however,

it is particularly advantageous for threshold signatures since it lets us leverage any distributed
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key generation protocol for Schnorr signatures. Here, we need a trusted setup to generate Z as a
random group element independent of g, but we note that this is a minimal setup since it can be

made transparent, e.g., g, Z can be generated as outputs of a hash function.

RELATED WORK. Our DL-based threshold signatures are the first two-round scheme with security
proved based solely on the discrete logarithm assumption in the ROM. The most efficient protocol
is FROST [91, 14], which is slightly more efficient than our scheme since it generates plain Schnorr
signatures; however, FROST relies on the stronger AOMDL assumption. Though schemes based
solely on the discrete logarithm assumption exist [120, 73, 95], they use more rounds. We stress
that not all schemes achieve the same security goals, and here we target our security notions,

whereas Lindell [95] targets UC security.
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Chapter 8
A FRAMEWORK FOR NON-INTERACTIVE THRESHOLD
SIGNATURES

We present our hierarchy of definitions of security for non-interactive threshold schemes, for-
malizing both unforgeability (UF) and strong unforgeability (SUF) in several ways. We provide

relations between all notions considered.

8.1 Syntax and Correctness

MAINTAINING STATE. Parties as implemented in protocols would maintain state. When activated
with some inputs (which include messages from other parties), they would apply some algorithm
Alg to these and their current state to get outputs (including outgoing messages) and an updated
state. To model this, we do not change our definition of algorithms, but make the state an explicit
input and output that will, in definitions, be maintained by the overlying game. Thus, we would

write something like (- - - ,st) <s Alg(-- -, st).

SYNTAX. A non-interactive threshold signature scheme TS specifies a number n > 1 of signers,
a reconstruction threshold ¢, a set HF of functions from which the random oracle is drawn, a key-
generation algorithm KeyGen, a server pre-processing algorithm SPP, a leader pre-processing algo-
rithm LPP, a leader signing-request algorithm LR, a server partial-signature algorithm PS, a leader
partial-signature aggregation algorithm Agg and a verification algorithm Vf. If disambiguation
is needed, we write TS.n, TS.t, TS.HF, TS.Setup, TS.KeyGen, TS.SPP, TS.LPP, TS.LR, TS.PS,
TS.Agg, TS.Vf, respectively. We now explain the operation and use of these components, the
understanding of which may be aided by already looking at the correctness game T'S-COR~s of
Figure 8.1.

Parties involved are a leader (numbered 0O, implicit in some prior works, but made explicit
here) and signers numbered 1, ..., n, for a total of n + 1 parties. The setup algorithm Setup(1~)
initializes the state st; for each signer i € [n], as well as the state sty for the leader, and additionally

a public parameter par, which is given as input to all other algorithms. Algorithms have oracle
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Game TS-CORts(k, 1, SS) :
par < Setup(1”) ; H «—s HF
(pk7 aux, {Skl}ze[n]) - KeyGen()

For i € [n] do st;.sk < sk; ; st;.pk < pk
For i € SS do
(pp;, sti) < SPP(st;) ; stg < LPP(4, pp;, sto)
(Ir,stg) < LR(u, SS,sto)
For i € SS do (psig;,st;) < PS(lr,i,st;)
sig — Agg(lr, {psig;}iess,sto)
Return Vf(pk, p, sig) = 0

Figure 8.1: The TS-COR game for a threshold signature scheme TS for n signers and threshold ¢.

access to a function H that is drawn at random from HF in games and plays the role of the random
oracle. Specifying HF as part of the scheme allows the domain and range of the random oracle to

be scheme-dependent. We omit par and H from the input of all algorithms for simplicity.

The key-generation algorithm KeyGen, run once at the beginning, creates a public signature-
verification key pk, associated public auxiliary information aux, and an individual secret signing
key sk; for each server i € [1..n]. (Usually, sky, . .., sk, will be shares of a global secret key sk, but
the definitions do not need to make sk explicit. The leader does not hold any secrets associated to
pk.) While key-generation may in practice be performed by a distributed key-generation protocol,
our syntax assumes it done by a trusted algorithm to allow a modular treatment. Keys are held
by parties in their state, encoded into dedicated fields of the latter as shown in Figure 8.1. For
specific schemes, we will typically use aux to model additional information that can be leaked by
key generation step without violating security (e.g., the values ¢g**i in most cases).

The signing protocol can be seen as having two rounds, which we think as a pre-processing and
online stage. In a pre-processing round, any server i can run (pp,st;) «<s SPP(st;) to get a pre-
processing token pp which it sends to the leader. (Here st; is the state of i.) Viasty < LPP(pp, sty),

the leader updates its state st( to incorporate token pp.

In a signing round, the leader begins with a message and a choice of a signer set 5SS < [1..n]
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of size at least t. Via (lr,sty) <—s LR(M, 5SS, stg) it generates a leader request /r that, through
stp, implicitly depends on a choice of pre-processing tokens. The leader request is sent to each
i € SS, who, via (psig;, st;) <s PS(Ir,i,st;), computes a partial signature psig, and returns it to
the leader. Via (sig, sto) <s Agg(lr, {psig, }icss, Sto), the leader aggregates the partial signatures
into a signature sig of M, the desired output of the protocol. Also, we require that for ¢ ¢ S9,

PS(Ir,i,st;) always outputs (L, st;).

The verification algorithm, like in a standard signature scheme, takes pk, a message ;. and a

candidate signature, and returns a boolean validity decision.

ECHO SCHEMES. We define a sub-class of non-interactive threshold schemes that we call echo

schemes. Recall that a leader request /r is mandated to specify a message [r.msg and a set
Ir.SS < [1..n] of signers from whom partial signatures are being requested. In an echo scheme,
Ir additionally specifies a function lr.PP : [r.SS — {0, 1}*. If the leader is honest, Ir.PP(i) is a
token pp that ¢ had previously sent to the leader. That is, the leader is echoing tokens back to the
signers, whence the name. In considering security, of course, Ir.PP(i) is picked by the adversary
and may not be a prior token. For an echo scheme, we impose the additional requirement that
the state st; of party ¢ includes a set st;.PP in which SPP stores prior tokens: more formally, the
execution (pp, st;) < SPP(st;) is required to include the update st;.PP < st;.PP U {pp}. In this
way, st; is recording the tokens that party ¢ has previously sent to the leader. Finally, we require
that PS(ir, i, st;) always outputs (L, st;) if Ir.PP(¢) ¢ st;.PP. This is a natural requirement since
an honest signer should not answer a leader request that is clearly malicious. As we will discuss in
Section 9.1, FROST1 and FROST?2 are examples of an echo scheme.

CORRECTNESS OF A TS SCHEME. We say that TS is correct with correctness error e, if for p €
{0,1}* and SS < [n] with |[SS| > t, we have Pr[TS-COR~s(k, i, SS) = 1] < ecor. We say

that TS is perfectly correct if e..,, = 0. By default, when we say that TS is correct, we mean it is

perfectly correct.

The way in which we are supposed to interpret the correctness definition is that a request Ir
is associated with a set SS and a message p, and if such a request is issued successfully by the
leader (i.e., Ir # 1), then the signers in S5 would all accept Ir producing partial signatures which

aggregate into a valid signature for .
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Game TS-UF-ifs(x) (i = 0,1,2,3,4) and TS-SUF-is (k) (i = 2,3,4) :
par «— Setup(1¥) ; H«s TS.HF ; TFy «— & ; TF| <« & ; curSSy, curSSy « ()
(M sig) - AINIT,PPO,PSIGNO,RO (par)

If Vf(pk, i, sig) = 0 then return O

For each Ir do
If t£;(lr.msg) then TFy «— TFy u {lr.msg} / For TS-UF—i“-f-‘S (1=0,1)
If t£;(Ir) then TFy « TFyw U {lr.msg} / For TS-UF-if (i = 2,3,4)
If t£;(Ir) then TF < TF_ U {lr} // For TS-SUF-if

Return ;1 ¢ TFy // For TS-UF-ifs

Return (A Ir € TF : lr.msg = . A SVF(pk, Ir, sig) = 1) // For TS—SUF—iﬁ‘-‘S

Oracle INIT(CS) : Oracle PPO(i) :
Require: C'S < [n] and |CS| < t Require: i € HS

HS « [n]\CS ; (pk, aux, {sk;}ic[n]) < KeyGen() | (pp,st;) <—s SPP(st;)
For ¢ € HS do st;.sk < sk; ; st;.pk < pk PP; — PP; u {pp}
Return (pk, aux, {sk;}iccs) Return pp

Oracle PSIGNO(i, Ir) :

Require: Ir.SS < [n] and i € HS n Ir.SS
Require: Ir.PP(i) € PP; // Only for the case where TS is an echo scheme

(psig, st;) «s PS(Ir,4,st;) ; If psig = L then return L

curSSy (Ir.msg) « curSSy(lr.msg) v {i} ; curSSy(Ir) < curSSm(ir) u {3}
Return psig

Oracle RO(x) :

Return H(z)

Figure 8.2: The games TS-UF-i; and TS-SUF-i of a threshold signature scheme TS. In the game
TS-UF-i (resp. TS-SUF-z), the set TF)y (resp. TF|) records the set of messages (resp. leader
requests) that are considered trivial under the trivial forgery predicate tf; (Figure 8.3). The oracle
INIT must be invoked exactly once, and only before any other oracle is queried. In particular, the
predicate tf3 and, thus, T'S-UF-3 and TS-SUF-3 are defined only if TS is an echo scheme.
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8.2 Unforgeability and Strong Unfogeability

UNFORGEABILITY. Unforgeability as usual asks that the adversary be unable to produce a valid

signature sig on some message M of its choice except in a trivial way. The question is what
“trivial” means. For regular signatures, it means that the adversary did not obtain a signature of
M from the signing oracle [78]. For threshold signatures, it is more subtle. We will give several

definitions.

Figure 8.2 simultaneously describes several games, TS-UF-its for ¢ = 0,1, 2, 3,4, where
TS-UF-3ts is only defined if TS is an echo scheme. (We will get to the second set of games
later.) They are almost the same, differing only in the winning conditions. The corresponding
advantages of an adversary A are Advis" (A, k) = Pr[TS-UF-if(x)]. The adversary calls INIT
with a choice of a set of signers to corrupt. The oracle INIT must be invoked exactly once, and
only before any other oracle is queried. It is also viewed as having corrupted the leader. Playing
the leader role, it can request pre-processing tokens via oracle PPO. It can provide a server with
a leader-request Ir of its choice to obtain a partial signature PSIGNO. At the end, it outputs its
forgery message M and signature sig. The adversary does not win if the signature is not valid.
Now, to win, the signature must be non-trivial. It is in how this is defined that the games differ.
Associated to ¢ is a trivial forgery predicate tf; that is invoked in the PSIGNO oracle to decide
whether a message is added to the trivial forgery set TFy. The choices for these predicates are
shown in the table in Figure 8.3. When 7 = 0 we have the usual notion from the literature, used
in particular in [27, 71, 73]. As ¢ increases, we get more stringent (less generous) in declaring a

forgery trivial, and the notion gets stronger.

Concretely, T'S-UF-0 considers a signature for a message M trivial if a request I with Ir.msg
was answered by server with a partial signature. Moving on, T'S-UF-1 strengthens this by declaring
a signature trivial only if at least ¢ — | C'S| signers have responded to some request for message M,
where these requests could have been different. In turn, T'S-UF-2 strengthens this even further by

requiring that there was a single prior request [ for M which was answered by ¢ — | CS| signers.

The notions TS-UF-3 only deals with echo schemes. Recall that for these schemes, a request
Ir contains a map [r.PP : Ir.SS — {0, 1}*, where Ir.PP(i) is meant to be a token issued by server
1. Here, we consider a signature for message M trivial if there exists a request Ir for M which is
answered by all honest signers 7 for which /r.PP(7) is a valid token previously output by 7, and this

set consists of at least ¢ — |CS| signers. Finally, our strongest notion, T'S-UF-4 simply considers
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tfo(u) curSSm(p) # &

tf1(p) |curSSw(p)| = ¢ — | OS]

tfa(lr) ¢ JeurSS.(Ir)| =t — |CS|

tf5(lr) tfs(lr) and curSS, (Ir) = {i € HS n Ir.SS : Ir.PP(i) € PP;}
tf,(Ir) tfy(lr) and curSSy (Ir) = HS n Ir.SS

-
L d ~

TS-UF-0 «<— TS-UF-1 «— TS-UF-2 «—— TS-UF.3 «—— TS-UF-4

=S

TS-SUF-2 «— TS-SUF-3 «— TS-SUF-4

~ L
..---'

Figure 8.3: Top: Trivial-forgery conditions t£f;(lr) (i = 0, 1,2, 3,4) used to define games TS-UF-i
and TS-SUF-¢ (Figure 8.2). Bottom: Relations between notions of security.

a signature trivial if there exists a request I for M which is answered by all honest signers in
i€ Ir.SS.

It is natural to expect T'S-UF-3 and T'S-UF-4 to be similar, but as we will see below, they are
actually not equivalent. (Although we will give a transformation that boosts an TS-UF-3-secure

scheme into an T'S-UF-4-secure one.)

STRONG UNFORGEABILITY. For standard signatures, strong unforgeability asks, in addition to

unforgeability, that the adversary be unable to produce a new signature on any message, where
new means different from any obtained legitimately for that message. We ask, does this have
any counterpart in threshold signatures? In fact, FROST seems to have such a property. We now
provide formalisms to capture such properties.

It turns out that giving a general definition of strong unforgeability is rather complex, and we
will restrict ourselves to a natural subclass of schemes (which includes FROST). Concretely, we
ask that there is an algorithm SVf, called a strong verification algorithm, that takes a public key

pk, a leader request /r, and a signature sig as inputs and outputs 1 or 0. We require that for any
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pk, Ir there exists at most one signature sig such that SVf(pk, Ir, sig) = 1. Also, if there exists
sig such that SVf(pk, Ir, sig) = 1, it must hold that Vf(pk, ir.msg, sig) = 1, and we say that Ir
is intended to produce the signature sig for the message /r.msg. Moreover, TS is asked to satisfy
a strong correctness property which is defined using the same game as TS-CORys except the
winning condition Vf(pk, M, sig) = 0 is replaced with SVf(pk, Ir, sig) = 0. As we will discuss in
Section 9.1, FROST schemes exactly have this property and we can define SVf easily.

For a scheme TS with a strong verification algorithm, we consider the TS-SUF-its (i = 2, 3,4)
games in Figure 8.2, where T'S-SUF-31s is only defined if TS additionaly is an echo scheme. The
differences (across the different values of ) are only in the trivial forgery predicates tf; (defined
in Figure 8.3). The difference between T'S-SUF-7 and TS-SUF-i is that we record the set of trivial
leader requests TF| instead of the set of trivial messages TFy. More precisely, in TS-SUF-7, we
record all leader requests Ir that satisfy t£;(Ir) in the set TF . A forgery (u, sig) is considered
non-trivial only if no leader request in TF| is intended to produce the signature sig for ;. The cor-
responding advantage of an adversary A is Advis™ (A, k) = Pr[TS-SUF-irs(A)]. The ensuing
notion is called T'S-SUF-.

8.3 Relations and Transformations

RELATIONS BETWEEN NOTIONS. Figure 8.3 shows relations between the notions of unforgeability

and strong unforgeabilty that we have defined. A (blue, non-dotted) arrow A — B is an implication,
saying that A implies B: any scheme that is A-secure is also B-secure. Now see the nodes as
forming a graph with edges the blue, non-dotted arrows. The thin arrow from T'S-UF-0 to TS-UF-1
indicates us that the implication only holds under a quantatively loose reduction. (We prove this
in Theorem 8.3.2.) We claim that in this graph, if there is no path from a notion B to a notion A, they
are separate or distinct: there exists a scheme that is B-secure but not A-secure. The dotted arrows
are separations that we explicitly prove. These, together with the full arrows, prove the claim just
made. The thick dotted arrows indicate the existence of a generic transformation lifting security of

a scheme to achieve a stronger notion. (We establish this below as part of Theorem 8.3.3.)

8.3.1 Reference schemes and proofs of relations.

In this section, we give a set of (fully) non-interactive threshold schemes that we call reference

schemes. They represent simple, canonical ways to achieve the different notions. They may not
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be of practical interest, because they have key and signature sizes proportional to n, but the point
is to embody notions in a representative way. A few things emanate from these schemes. One is
that we use them, in the same Appendix, to establish the separations given by the dotted lines in
Figure 8.3, thereby showing that any notions between which there is no path, in the graph given
by the full arrows, are indeed separate. Second, we get a scheme that achieves our strongest
notion, T'S-SUF-4, which neither FROST schemes achieve. (Although we can get such a scheme
by applying our transformation from Theorem 8.3.3 to FROST1.) Finally, reference schemes, as

canonical examples, are ways to understand the notions.

PROOFS OF IMPLICATION RELATIONS. To show an unforgeability notion A implies B, since the
unforgeability games defined in Figure 8.2 only differ on the winning conditions, we only need to
show if the winning condition of the game of A does not hold when the adversary outputs (M, sig),

the winning condition of the game of B does not hold either.

- TS-UF-1 = TS-UF-0: Since |CS| < t, |curSSu(M)| = t—| CS| implies curSSy (M) # .

- TS-UF-2 = TS-UF-1: If there exists [ such that Ir.msg = M and |curSS, (Ir)| = t—|CS

from the execution of the games, |curSSy(M)| = |curSS, (Ir)| = t — |CS].

]

- TS-(S)UF-3 = TS-(S)UF-2: It follows from the trivial fact that tf3(/r) is stronger than
tfg(l?").

- TS-(S)UF-4 = TS-(S)UF-3: Due to the requirement that /r.PP(i) € PP; in the oracle
PSIGNO, curSS, (Ir) < {i € HS n Ir.SS : Ir.PP(i) € PP;} < HS n Ir.SS for any Ir.
Therefore, curSS, (Ir) = HS n [r.SS implies curSS, (Ir) = {i € HS n Ir.SS : Ir.PP(i) €
PP;}, which implies tf,(lr) is stronger than tf3(Ir).

- TS-SUF-i = TS-UF-i, for i € {2, 3,4}: If the adversary outputs a valid forgery (u, sig) but
does not win TS-SUF-i, there exists Ir such that t£;(Ir) = 1, Ir.msg = pand SVf(pk, Ir, sig)

1. Therefore, lr.msg is added to TF),, which means the adversary does not win TS-UF-;

either.

REFERENCE SCHEMES. Fix ¢,n such that 2 < ¢ < n. The reference schemes are shown in Fig-
ure 8.4.
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Algorithm RTS,[DS].KeyGen :

Fori =1,...,n do (pk;,sk;) <s DS.KeyGen

pk < (pky,...,pk,); Return (pk, L,skq,...,sky,)
Algorithm RTS,[DS].SPP(st) :

Return (L, st)

Algorithm RTS,[DS].LPP(pp, sto) :

Return st

Algorithm RTS,[DS].LR(M, SS, sty) :

Ir.msg — M ; Ir.SS «— SS

Fori € Ir.SSdo lr.PP(i) «— L /{=2,3,4
Return (Ir, sto)

Algorithm RTS,[DS].PS(ir,st) :

If (st.me ¢ [r.SS or |Ir.SS| < t) then return (L, st)
If (Ir.PP(st.me) # L) thenreturn (L,st) /¢ = 3,4
psig «<—s DS.Sign(st.sk, lr.msg) /{ =1

psig <s DS.Sign(st.sk, Ir) /¢ =2,3,4

Return (psig, st)

Algorithm RTS,[DS].Agg(ir, {psig; }icir.ss,Sto)

sig < (Ir, Ir.SS, {psig, }icir.ss) ; Return (sig, sto)

Figure 8.4: Reference threshold signature schemes RTS,[DS] associated to signature scheme DS

for ¢ = 1,2, 3, 4. The verification and stronger verification algorithms are provided in Figure 8.5.

Proposition 8.3.1. Suppose DS is a signature scheme and 2 <t < n. Let RTS,[DS] (¢ = 1,2,3,4)
be the reference threshold schemes defined in Figure 8.4. Then: (1) Forall ¢ € {1,2, 3,4}, if DS is
UF-CMA-secure then RTS,[DS] is TS-UF-(-secure, and (2) For all ¢ € {2,3,4}, if DS is unique
and SUF-CMA-secure then RTS;[DS] is TS-SUF-{-secure.

The proof of the above proposition is rather straightforward. We now use these schemes to

prove the separations claimed by the dotted arrows in Figure 8.3.

TS-UF-1 = TS-UF-2. We need to exhibit a scheme TS that is T'S-UF-1-secure but not TS-UF-2-
secure. Let TS = RTS;[DS] (Figure 8.4) where DS is a UF-CMA-secure standard signature
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Algorithm RTS,[DS].Vf(pk, M, sig) :

(Pky, .., Pky) < pk; (Ir, F, {psig; }ier) < sig

If (Ir.msg # M or F' & [r.SS) then return 0

T «— {ie F :DS.Vf(pk;, M, psig;) } {=1

T — {ie F:DS.Vf(pk;,Ir,psig;) } I{=2,3,4

Return (7' = Fand [T| >t) /¢ =1,2
E—{ielrSS:IrPP(i)=_L};Retun(I’'=FE =Fand|T|>t) /{=3
Return (7' =Ir.SS=Fand |T| >t) /¢ =4

Algorithm RTS,[DS].SVf(pk, Ir, sig) :

// Only for ¢ = 2,3,4

(l?”/, F, {pSigi}iEF) — sig
Return (RTS,[DS].Vf(pk, Ir.msg, sig) and Ir = Ir')

Figure 8.5: The verification and strong verification algorithms of the reference threshold signature

schemes RTS,[DS] associated to signature scheme DS for ¢ = 1,2, 3, 4.

scheme. Proposition 8.3.1 says this achieves T'S-UF-1. We now give an attack showing it fails
TS-UF-2. The idea is that the adversary can make partial-signing requests to ¢ servers, all with the
same message but with [r.SS, and thus Ir itself, varying across the requests, so that curSS, (Ir) stays
small for any particular /r, and non-triviality under tf, is maintained. Proceeding to the details of

the attack, fix a message M, and consider the following adversary A for game TS-UF-2+s:

Adversary A

1. CS — J;(pk, I, ) s INIT(CS)

2. Iry.msg « p;Ir;.SS « [1..t] ; lro.msg < M ; [ry.SS «— [2..t + 1]
3. Forie [1..t — 1] do psig; <—s PSIGNO(i, Iry)

4. psig, «<s PSIGNO(t, Irs)

5. sig < (Ir1, [1..t], {psig;}ien s s Return (p, sig)

We claim that Advis" (A, k) = 1. The adversary has gathered ¢ valid signatures, so the condition
at line 18 of Figure 8.4 is met, and TS.Vf(pk, i, sig) = 1. Now we need to show that the forgery is
non-trivial, meaning tf5(lry) = tf2(lre) = 0. Indeed, we have |curSS, (Iry)| = t—1 < t—|CS| =
t and |curSS (Iry)| =1 <t —|CS| =t.
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TS-SUF-2 == TS-UF-3. We need to exhibit a scheme TS that is T'S-SUF-2-secure but not T'S-UF-3-
secure. Let TS = RTS,[DS] where DS is a unique SUF-CMA-secure standard signature scheme.

Proposition 8.3.1 says this achieves T'S-SUF-2. We now give an attack showing it fails TS-UF-3.
The idea is to allow the adversary to corrupt ¢ — 1 signers, while setting [r.SS to include all cor-
rupted signers along with at least two honest signers. In this case, the adversary can produce a
valid signature for [ by querying only a single honest signer in /r.SS. However, curSS, (Ir) does
not match the set {i € HS n Ir.SS : Ir.PP(i) € PP;}, which contains at least two honest signers.
Therefore, the adversary wins T'S-UF-3. Proceeding to the details of the attack, fix a message f,
and consider the following adversary A for game TS-UF-3+s:

Adversary A

1. CS «— [t—1]; (pk,aux, {sk;}ic—1]) <3 INIT(CS)

2. lr.msg « p; Ir.SS « [t+ 1] ;Forie [t + 1] do Ir.PP(i) «— L
3. Fori e [t — 1] do psig; «<s DS.Sign(sk;, ir)

4. psig, <s PSIGNO(t, Ir)

5. sig < (I, [t], {psig;}ie[) ; Return (u, sig)

We claim that Advthgﬁf'SA = 1. The adversary has gathered ¢ valid signatures, so the verification
condition in RTS,[DS].Vf (Figure 8.4) is met. Now we need to show that the forgery is non-trivial,
meaning tf3(lr) = 0. Indeed, we have curSS, (Ir) = {t} but {i € HSnIr.SS : Ir.PP(i) € PP;]} =
{t,t+1}.

TS-SUF-3 = TS-UF-4. We need to exhibit a scheme TS that is TS-SUF-3-secure but not TS-UF-4-
secure. Let TS = RTS3[DS]| where DS is a unique SUF-CMA-secure standard signature scheme.

Proposition 8.3.1 says this achieves T'S-SUF-3. We now give an attack showing it fails TS-UF-4.
Letting £ be the set of all ¢ € [r.SS such that [r.PP(i) is correct, meaning equals L, the idea is
that the adversary can let £ be a strict subset of /7.SS and then pass verification using only signa-
tures from F. Proceeding to the details of the attack, fix a message u, and consider the following

adversary A for game TS-UF-4+s:

Adversary A

1. CS <« & ; (pk,aux, &) «s INIT(CS)
2. Ilr.msg «— p;r.SS « [1..t + 1]
3. Ir.PP(t+1)«—0;Forie[l.t]doir.PP(i) — L
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4. Fori € [1..t] do psig; «<s PSIGNO(i, Ir)
5. sig < (Ir, [1..t], {psig; }ic(1.q s Return (p, sig)

We claim that Advthgf"l(A, k) = 1. From Figure 8.5, we have £ = [1..t] and thus TS.Vf(pk, u, sig) =
1. Now we need to show that the forgery is non-trivial, meaning tf,({r) = 0. Indeed, we have
curSSy (Ir) = [1..t] but HS n r.SS = [1..t + 1].

TS-UF-4 = TS-SUF-2. We need to exhibit a scheme TS that is TS-UF-4-secure but not T'S-SUF-2-

secure. First, if © € {0,1}*, it is convenient to let pre(z) be the first bit of = and suff(z)

the rest. Now, let DS* be a unique SUF-CMA-secure standard signature scheme, and modify
it to a scheme DS as follows: Let DS.Sign(-,) « 0| DS*.Sign(,-) and let DS.Vf(-, -, psig) «
DS*.Vf(-, -, suff (psig)). Then DS is UF-CMA-secure, but, since flipping the first bit of psig does
not affect its validity, not SUF-CMA-secure. Now, consider RTS4[DS], and, for it, an alterna-
tive verification algorithm RTS,[DS].Vf’ that is as in Figure 8.4 except that line 17 is changed to
T « {i € F : DS.Vf(pk,, Ir, psig;) and pre(psig;) = 0 }. Let TS be the same as RTS,[DS]
except that we change SVf as follows: at line 22 of Figure 8.4, invoke RTS,[DS].Vf’ rather than
RTS4[DS].Vf. (Note that TS.Vf stays as in RTS,[DS] as shown in Figure 8.4. The modified ver-
ification algorithm is only used by TS.SVf. Also note the latter meets the required condition of
accepting at most one signature per key and message, due to the uniqueness of DS*.) Proposi-
tion 8.3.1 says RTS,[DS] is T'S-UF-4-secure, and hence so is TS, because the only difference
between these two is in SVf and TS-UF-4 does not depend on this. We now give an attack show-
ing TS fails TS-SUF-2. The idea is to exploit lack of SUF-CMA-security of the base scheme DS.
Proceeding to the details of the attack, fix a message y, and consider the following adversary .4 for

game T'S-SUF-2+1s, where flipl(z) returns string = with its first bit flipped:

Adversary A

1. CS <« &; (pk,aux, &) «s INIT(CS)

2. Ir.msg <« u; Ir.SS « [1..t] ;Fori € [1..t] do Ir.PP(i) « L

3. Fori e [1..t] do psig} «<s PSIGNO(i, Ir) ; psig, < flipl(psig])
4. sig < (Ir,[1..t], {psig;}icpi.q ; Return (M, sig)

It is not hard to see that Advf}sg’sff'Q(A, k) = 1 from Figure 8.5. Now we need to show that the
forgery is non-trivial, meaning tsfs(Ir, pk, sig) = 0. Indeed, TS.SVf(pk, Ir, sig) = 0 because the
first bit of psig, is 1 for all i € [1..1].
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8.3.2 From TS-UF-0 to TS-UF-1, loosely

The following theorem shows T'S-UF-1 security is implied by T'S-UF-0 security, although with an

exponential loss in ¢, which is acceptable in settings where ¢ is expected to be constant.

Theorem 8.3.2. Let TS be a threshold signature scheme. For any TS-UF-1 adversary A there
exists a TS-UF-0 adversary B such that Advis™ ™ (A, k) < (,",) - Adv§s""°(B, k) . Moreover, B
runs in time roughly equal that of A, and the number of B’s queries to each oracle is at most that

of A.

If the adversary always corrupts ¢t — 1 parties, it is clear that T'S-UF-0 and TS-UF-1 are equiv-
alent. Otherwise, in general, for an adversary that breaks T'S-UF-1 security and corrupts a subset
CS of signers with size less than ¢ — 1, if the adversary wins the game TS-UF-11g by outputting
(u*, sig*), we know |curSSm(p*)| < t — | CS|. Therefore, we can modify the adversary to initially
guess a subset CS < [1..n]\ CS with size ¢ — | CS| — 1 and corrupt all parties in CS. If CS happens
to contain curSSy (4*), the adversary actually wins. It is not hard to see that the probability that

this is true is 1/(tf|_c|g|s—|1) > 1/(tf1).

Proof of Theorem 8.3.2. We describe a construction of the adversary B as follows. B runs A with

access to the oracles I,I\TIJT, 15136, P/SI\GN/O, ﬁ\é, which are simulated as follows.

INIT(CS): B randomly samples a set CS € [1..n]\CS of size t — |CS| — 1 and makes an oracle
query INIT(CS U CS) in the game TS-UF-Ots. After receiving pk, aux, {sk;};.cs g B
sets st;.sk « sk;, st;.vk <« pk, and st;.aux <« aux for all i € CS. Finally, B returns

pka aux, {Ski}iECS-

I%(z) query: Same as in the game TS-UF-1+s, except when i € [1..n]\(CS U CS), B directly
relays the query to oracle PPO in the game T'S-UF-0Os.

PSI\GEO(Z', Ir) query: Same as in the game TS-UF-1+s, except when i € [1.n]\(CS U CS)
directly relays the query to oracle PSIGNO in the game TS-UF-Ots. In addition, denote
curSSy, as curSSy defined in the game TS-UF-17s. B also updates the set curSSy,(Ir.msg)
the same as in the game TS-UF-1s.

lfl\()(a:) query: B directly relays the query to oracle RO in the game T'S-UF-0+s.
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After receiving the output (M*, sig*) from A, denote the event GoodECS as curSSy,(M*) <
CS. If A wins the game TS-UF-17s and GoodECS occurs, B returns (M*, sig*). Otherwise, B
aborts.

Denote the event WIN as A wins the game T'S-UF-115 simulated by B. We first show B wins
the game T'S-UF-0rs if WIN A GoodECS occurs. From the simulation, we know curSSy (M*) =
curSSy, (M*)\ CS, where curSSy (M*) is defined in the game TS-UF-0rs. Since WIN A GoodECS
occurs, we know (M*, sig*) is valid for the public key pk and curSSy,(M*) = ¢, which implies
B wins the game TS-UF-0s.

Therefore, it is left to show that Pr[WIN A GoodECS] > (Tlll)AdvtTS;“f_l(A, k). We first fix a
set S € [1..n] with size less than ¢ and consider the case when C'S = S. If WIN occurs, we know
lcurSSy, (M*)| < t —|CS|. Since B perfectly simulates the game TS-UF-Ors no matter which CS
is picked, we know the set curSSy,(M*) is independent of the choice of C'S, which implies

Pr[GoodECS|WIN A CS = 8] =Pr[CS e curSSy(M*)|WIN A CS = 5]
1 1

> > .
Tk )

Therefore,

Pr[GoodECS] = > Pr[GoodECS|WIN A CS = S]-Pr[WIN|CS = S|

Scl..n],
|S|<t

> ) i Pr[WIN|CS = S]
Sc1.n], (t,l)
|S|<t

1
(")

Pr[WIN] = LAdvtTS;uf'l(A, K) .

(")

8.3.3 From TS-(S)UF-3 to TS-(S)UF-4.

Figure 8.6 gives a general transformation from T'S-(S)UF-3 security to T'S-(S)UF-4 security. Con-
cretely, we give a construction ATS from any TS-(S)UF-3-secure echo scheme TS and a digital
signature scheme DS. The size of signatures produced by ATS and the verification algorithm Vf

are exactly the same as TS. The main idea is to use signatures to authenticate each token con-



Algorithm Setup(17) :

pary < TS.Setup(17)
pary «— DS.Setup(1*)

Return (pary, pars)

Algorithm KeyGen :

pk, taux, {tsk;}ic[1.n] < TS.KeyGen
Fori € [1..n] do

(svkg, ssk;) «s DS.KeyGen

sk; < (tsk;, ssk;)
aux <« (taux,svki,...,svky,)

Return pk7 aux, {Skz}ze[ln]

Algorithm SPP(st;) :

(tpp, st;) <s SPP(st;)
(tskg, ssk;) < st;.sk

tsig «—s DS.Sign(ssk;, tpp)
Return ((tpp, tsig), st;)

Algorithm LPP (i, pp, sto) :

(tpp, tsig) < pp
sto.SigMap(i, tpp) < tsig
Return TS.LPP (4, tpp, sto)
Algorithm Vf(pk, u, sig) :
Return TS.Vf(pk, u, sig)

Algorithm OriginLR(Ir) :
For i € Ir.SS do
(tpp, tsig) < Ir.PP ()
Ir.PP(i) « tpp

Return Ir

Algorithm LR(p, SS, sto) :
(Ir, sto) < TS.LR(y, S8, sto)
Fori e S5 do
tpp; < Ir.PP(4)
Ir.PP(i) « (tpp;,sto.SigMap(i, tpp;))
Return (Ir, sto)

Algorithm PS(ir, i, st;) :

(taux, svky,...,svk,) < st;.aux
For i € Ir.SS do
(tpp;, tsig;) < Ir.PP(7)
If DS.Vf(svk;, tpp;, tsig;) = 0 then
Return L

Return TS.PS(OriginLR(Ir), 1, st;)
Algorithm Agg(PS, stg) :

PS, Sto)

(
Return TS.Agg(
Algorithm SVf

(pk, Ir, sig) :
Return TS.SVf(pk, OriginLR(Ir), sig)
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Figure 8.6: The threshold signature ATS[TS, DS] constructed from an echo scheme TS and a
digital signature scheme DS such that ATS.n = TS.n and ATS.t = TS.t. The algorithm
OriginLR transforms a well-formed leader request [r for ATS to a well-formed leader request in
TS. sty.SigMap is a table that stores the signature corresponding to each token generated by honest

signers, which is initially set to empty. PS denotes a set of partial signatures.
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Game SUF-CMA#s () :

Q<

(sk, pk) «—s DS.KeyGen(1*)

(u*, sig™) < AN (pk)

Return DS.Vf(pk, u*, sig®) A (u*, sig*) ¢ Q

Oracle SIGN(p) :

sig «<—s DS.Sign(sk, p)
Q — Qu {(n,sig)}

Return sig

Figure 8.7: The game SUF-CMAps, where DS is a diginal signature scheme.

tained in a leader request I from TS, so that an honest server only answers the request if all the
authentications are valid. The rest of the protocol remains the same.

In the game T'S-UF-4ats, we can show that as long as the adversary does not break the strong
unforgeability of DS, for any leader request /r such that curSS; (Ir) > 0, it holds that {i € HS n
Ir.SS : Ir.PP(i) € PP;} = HS n Ir.SS, which implies the conditions tf; and tf, are equivalent.
Therefore, we can reduce TS-(S)UF-4 security of ATS to TS-(S)UF-3 security of TS and SUF-
CMA security of DS. (The latter notion is formally defined via the game in Figure 8.7.) This is
captured by the the following theorem.

Theorem 8.3.3. Let XX € {SUF,UF}. Let TS be an echo scheme and DS be a digital signature
scheme. For any TS-XX-4 adversary A there exists a TS-XX-3 adversary B and a SUF-CMA
adversary C such that

AdvTETs ps) (A, £) < AdVis™ (B, k) + n - Advie ™" (C, k) .

Moreover, B and C run in time roughly equal that of A. The number of B’s queries to each oracle
is at most that of A. The number of C’s SIGN queries is at most the number of PPO queries made
by A.

Proof. This proof only deals with T'S-SUF-4 security, but a similar proof also works for TS-UF-4

security.
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Let A be the adversary described in the theorem. After A returns, denote the event BadLR as
there exists /r such that curSS, (ir) > O and {i € HS n Ir.SS : Ir.PP(i) € PP;} # HS n Ir.SS.
Denote the event WIN as A wins the game T'S-SUF-41s. Then, we have

Advigs™ (A k) < Pr[WIN A (—BadLR)] + Pr[BadLR] .

Thus, we can conclude the theorem with the following two lemmas.

Lemma 8.3.4. There exists a TS-SUF-3 adversary B making at most qs, queries to PPO, at most
qs2 queries to PSIGNO, and at most q;, queries to RO such that

Pr[WIN A (—BadLR)] < AdVE™3(B, k) .

Moreover, B runs in time roughly equal that of A

Lemma 8.3.5. There exists a SUF-CMA adversary C making at most q41 queries to SIGN such that
Pr[BadLR] < n - Adve™(C, k) ,

Moreover, C runs in time roughly equal that of A

O

Proof of Lemma 8.3.4. We give a construction of the adversary B in Figure 8.8, where B runs A
by simulating the game T'S-SUF-4a7s. The simulation is done simply by relaying all queries from
A to the oracles in the game T'S-SUF-315 and doing the extra authentication parts by B itself. It is
clear that B simulates the game T'S-SUF-47s perfectly, which implies the probability that B does
not abort is equal to Pr[WIN A (—BadLR)].

Therefore, it is left to show that if B does not abort, then 5 wins the game TS-SUF-3+s.
Suppose WIN A (—BadLR) occurs in the game TS-SUF-4a7s simulated by B. We use PP’ and
curSS| to denote the variables PP and curSS, in the game TS-SUF-31s. For any PSIGNO query
Ir, denote Ir = OriginLR(lr), and we have Ir.msg = Ir.msg and TS.SVf(pk, Ir, sig) = 1 if and
only if ATS.SVf(pk, Ir, sig) = 1. Since the output (u, sig) must be valid for the public key pk due
to WIN occurs, to show B wins the game TS-SUF-3+s, we just need to show for any /r such that
Ir.msg = p and ATS.SVf(pk, Ir, sig) = 1, it holds that

(JeurSS; (Ir)] <t — |CS|) v (curSS|(ir) # {ie HS A IrSS: Ir.PP(i)e PP/}). (8.1
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Adversary BINIT,PPO,PSIGNO,RO ()

Fori € [1..n] do

(svki, ssk;) < DS.KeyGen()

(1, sig) « AINIT.PPO,PSIGNO,RO ()

If WIN A (—BadLR) occurs then
Return (u, sig)

Oracle PPO(i) :

tpp — PPO(i)

tsig <s DS.Sign(ssk;, pp)
Return (tpp, tsig)

Oracle P/SHO(’L Ir):
For i € Ir.SS do

Else abort (pp;, tsig;) — Ir.PP(4)
Oracle INIT(CS) : If DS.Vf(svki, pp;, tsig;) = O then
pk, taux, {tsk;}iccs «<s INIT(CS) Return L
Forie CS do Return PSIGNO(4, OriginLR(ir))
sk; « (tsky, ssk;) Oracle RO(z) :
aux <« (taux,svky,...,svky,) Return RO(x)

Return pk, aux, {sk;}iccs

Figure 8.8: Adversary B for the proof of Lemma 8.3.4. B also compute the sets L, PP, and
curSSy (Ir) for each Ir € L following the same logic as in the game TS-SUF-4x7s and thus can
check whether the event WIN A (—BadLR) occurs.

Since WIN occurs, we know either |curSS, (Ir)] < t — |CS| or curSS, (Ir) # HS n Ir.SS. If
lcurSS, (Ir)| < t — |C'S|, from the simulation, we know |curSS; (Ir)| = |curSS, (Ir)| < t — |CS],
which implies (8.1) holds. Otherwise, we have |curSS| (Ir)| > t — |CS| > 0 and curSS, (Ir) #
HSnIr.SS. Since BadLR does not occur, we have {i € HSnIr.SS : ir.PP(i) € PP;} = HSnIir.SS.
Therefore, for any i € HS ~ Ir.SS, it holds that lr.PP(i) € PP;, which implies Ir.PP(i) € PP’
Since Ir.SS = Ir.SS, we have {i € HS n Ir.SS : Ir.PP(i) € PP,} = HS ~ Ir.SS. Therefore, we
have curSS, (Ir) = curSS, (Ir) # HS n1r.SS = {i € HS ~ Ir.SS : Ir.PP(i) € PP}, which implies
(8.1) holds. [

Proof of Lemma 8.3.5. We describe a construction of the adversary C as follows. To start with, C
queries INIT() oracle and receives svk*. Also, C initializes all the states sty, . . ., st,,. Then, C runs

A with access to the oracles IT\I\IJT, 131?6, PéI\GﬁO, fl\é, which are simulated as follows.

Ifl\ﬁ’/r(C’S ): Same as in the game TS-SUF-4a7s, except C additionally randomly picks an index
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i* € HS and sets (svkgx,ssk;«) <s (svk™, 1) instead of generating them by DS.KeyGen.

Also, C initializes H to an empty table.

l/’_I?()(z) query: Same as in the game TS-SUF-4a7s, except when ¢ = ¢*, in the execution of

SPP[H](sts ), C computes tsig <—s SIGN(tpp) instead of generating it by DS.Sign.
P§IE§O(@', Ir) query: Same as in the game TS-SUF-4a7s.

li\é(x) query: If H(x) # L, C returns H(z). Otherwise, C sets H(x) «<—s Z,, and returns H(z).

After receiving the output from A, denote the event GoodInd as there exists /r* € L such that
curSS, (Ir*) > 0, i* € HS n Ir*.SS and Ir*.PP(i*) ¢ PP;«. If GoodInd does not occur, B aborts.
Otherwise, B returns (tpp;s, tsig;« ), where (tpp,«, tsig;) < Ir*.PP(i*).

We first show that B wins the game SUF-CMAps if GoodInd occurs. Since curSSy (Ir*) >
0, we know for all i € Ir*.SS, DS.Vf(svk;, tpp,, tsig;) = 1 where (tpp,, tsig;) <« Ir*.PP(i).
From the simulation, we know PP« = @), where () is defined in the game SUF-CMAps. Since
(tppss, tsig;) = Ir*.PP(i*) ¢ [r*.SS, we know (tpp,«, tsig;) is valid for svk* = svk;+ and
(tpp;s, tsig;«) ¢ Q, which implies B wins the game SUF-CMAps.

It is left show that Pr[GoodInd] > LPr[BadLR]. We first fix a set S € [1..n] with size less
than ¢ and consider the case when CS = S. If BadLR occurs, then there exists Ir € L such that
curSS, (Ir) > O and {i € HS nir.SS : ir.PP(i) ¢ PP;} # . Since C perfectly simulates the game
TS-SUF-4a7s no matter which i* is picked, we know the set {i € HS ~ Ir.SS : Ir.PP(i) ¢ PP} is

independent of the choice of ¢*, which implies

Pr[ Goodind|BadLR A CS =S|

— Pr [z e {ie HS A Ir.SS: Ir.PP(i) ¢ PP;}|BadLR A CS = s]
1 |
>

n—|S| " n’

Therefore, we have

=

Pr[Goodind] = ). Pr[Goodind|BadLR A CS = S]-Pr[BadLR|CS = ]
Sc(l..n],
|S|<t
1 1
> —Pr[BadLR| CS = S] = —Pr[BadLR] .
Z r[ Ba | CS = 5] " r[BadLR]

Sc(l..n],
|S|<t
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Chapter 9
SECURITY OF THE FROST SCHEMES

9.1 The FROST Schemes

SCHEME DESCRIPTIONS. This section revisits the security of FROST, first proposed in [91] by

Komlo and Goldberg, as a (partially) non-interactive threshold signature scheme. We consider both
the original scheme, which we refer to as FROST1, as well as optimized versions, FROST2 and
FROST3, from its follow-up work [50, 113]. We give a detailed description of all three schemes
in Figures 9.1 and 9.2. The leader state st; contains a set curPP; for each server ¢ representing
the set of tokens generated by server ¢ that has not yet been used in a signing request. The state
st; for server i contains a function mapPP that maps each token pp to the randomness that is
used to generate pp and st;.mapPP(pp) = L if pp is not generated by server i yet or has already
been used in a signing request. All three schemes are echo schemes as defined in Section 8.1. We
note that in the descrption of the protocols, we do not explicitly include the set st;.PP as required
in Section 8.1 since its functionality is already achieved by st;.mapPP. In particular, for pp,
defined in line 9.1, the condition pp, ¢ st;.PP implies st;.,mapPP(pp;) = L and thus PS returns
(L,st;) if pp, ¢ st;.PP.

The coefficient A5 is the Lagrange coefficient for the set ir.SS, which is defined (for any set

< [1..n]) as

S ._ J

AY jel;[#j —. ©.1)
The algorithm CompPar is a helper algorithm that computes the parameters R, ¢, {d; }ic;rss used
during signing. We stress that the only difference between FROST1 and FROST?2 is the way d;
is computed in CompPar. The differences between FROST3; and FROST;/FROST, are in both
the generation of /r and the computation of d;. In FROST1, each d; is a different hash value for
each server 7, while in FROST2, d,’s are the same hash value for all servers. In FROST3, when
generating [r, an additional aggregated token (R, S ) is computed and put in /r. Then, d;’s are

computed from parts of /r instead of the entire /r. In particular, the hash function takes as input
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Protocol FROST1,FROST2,FROSTS3 : Algorithm PS(ir, ,st;) :
Algorithm Setup(1*) : pp; < Ir.PP(7)
(G, p, g) <s GGen(1"7) If st;. mapPP(pp,;) = L then
Return (G, p, g) Return (L, st;)
Algorithm KeyGen() : (i, 8i) < sti.mapPP(pp;)
Fori e [0..t — 1] do sti mapPP (pp;) < L

a; —s Ly (R, c,{dj}jeirss)

«— CompPar(st;.vk, Ir
Fori € [1..n] do pPar(st; )

Ir.SS
o zi—r;+d;-s;+c- A - st;.sk
ski s Y7o ¢ - aj; pk; — g '

ok g Return ((R, z;), st;)

aux < (pky,...,pk,) Algorithm Agg(PS, sto) :
Return pk, aux, {sk; }ic[1..n] R—1;2z<0
For (R',2') € PS do
If R=1lthen R — R’
If R # R’ then return (L, sto)
z—z+72

Return ((R, z), sto)

Algorithm SPP(st;) :

T Ly ;8 < Ly

pp < (9", 9°)

st;. mapPP(pp) < (r,s)
Return (pp, st;)
Algorithm SVf(pk, Ir, sig)
(R*,z%) « sig

(R, ¢, {d;}jeir.ss)

Algorithm LPP (7, pp, sto) :

stg.curPP; « stg.curPP; u {pp}

Return st

0 «— CompPar(pk, ir)
Algorithm Vf(pk, M, sig) : Return (R = R*) A (¢°° = R- pk°)
(R, z) « sig

¢ < Hy(pk, M, R)
Return (¢* = R - pk®)

Figure 9.1: The common components of FROST1[GGen], FROST2[GGen]| and FROST3[GGen],
where GGen is a group generation algorithm. The algorithms LR and CompPar are defined in Fig-
ure 9.2 Further, n is the number of parties, and ¢ is the threshold of the schemes. PS denotes a set

of partial signatures. \">° denotes the Lagrange coefficients, which is defined in Equation (9.1).
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Protocol [I%I%(:):Sj’:lj, FROST2 , : Algorithm CompPar(pk, Ir) :
Algorithm LR(M, SS, sto) : M « lr.msg
If3ie SS :sty.curPP; = & then ]d — Hi(pk, Ir.SS, Ir.msg, Ir.aggPP) \
Return | For i € Ir.SS do
Ir.msg < M ; Ir.SS « SS [(%zi‘i H},(F,)If’,lfli,)j
For i € SS do d; < Hi(pk, Ir)
Pick pp; from stg.curPP; di < d
(Ri, Si < pp;) __(Ri, 5;) <= Ir-PP(3)
Ir-PP(i) < pp; B Terss BiS7
stg.curPP; « stg.curPP;\{pp,} (R,S) « Ir.aggPP
Ir.aggPP — ([T;cgs Bi, [ Licss Si) R — RS
Return (ir, sty) ¢ < Ha(pk, M, R)
Return (R, ¢, {d;}icir.ss)

Figure 9.2: The algorithms LR and CompPar of FROST1[GGen], FROST2[GGen]| and
FROST3[GGen], where GGen is a group generation algorithm. In particular, FROST1 contains
all the dashed boxes, FROST2 contains all the highlighted boxes, and FROST3 contains all the
solid boxes. The function H;(-) is computed as H(i, ) for i« = 1,2. PS denotes a set of partial

signatures.

only the aggregated token, rather than all tokens in [r.PP. We also note that upon receiving [r,
each signer ¢ € [r.SS uses only /r.PP(7) rather than the entire /r.PP. Therefore, in practice, the
leader can reduce communication complexity by sending just ir.PP(i) along with the other parts

of Ir.

It is not hard to verify that both schemes satisfy perfect correctness.

OVERVIEW OF OUR RESULTS. Crites, Komlo, and Maller [50] argue that FROST2 improves the

signing efficiency of FROST1 as the number of exponentiations for computing the nonce R is
reduced from at least ¢ to one, but they only consider T'S-UF-0 security of FROST2. Ruffing et
al. [113] also only show TS-UF-0 security of FROST3. In this section, we strengthen the prior
results (however, in a setting without distributed key generation) by showing that FROST2 is actu-
ally TS-SUF-2-secure but not T'S-UF-3 secure, and FROST3 is T'S-UF-1-secure but not TS-UF-2-
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Games AOMDLggen : Oracle DLOG({f3; € Zp}ie[cia]) :
cid«— 0, —0; T «— () t—1+1
{Yi}ie[eia) — ACMA-PLO9() Return 3 e a1 Bii

Return (¢ < cid) A (Vie [cid] : y; = ;) Oracle CHAL() :

cid « cid + 1; z¢iq <3 Zp

Return g®cid

Figure 9.3: The AOMDL game, where G is a cyclic group with prime order p and generator g.

secure. In contrast, we show FROST1 is TS-SUF-3-secure but not T'S-UF-4-secure. Theoretically,
our results imply the separations between T'S-(S)UF-2 and T'S-(S)UF-3 and between TS-(S)UF-3
and T'S-(S)UF-4. Practically speaking, our results indicate a separation between the security of
FROST1 and FROST2. To complete the picture, a TS-SUF-4 secure variant of FROST1 can be
obtained via the general transformation from Theorem 8.3.3, although it is an interesting open

question whether a more efficient variant exists.

9.2 Security of FROST2

We first show that FROST?2 is T'S-SUF-2-secure in the ROM under the AOMDL assumption. The
AOMDL assumption, introduced in [105], is formally defined in Figure 9.3. Formally, we show

the following theorem.

Theorem 9.2.1. For any TS-SUF-2 adversary A making at most qs queries to PPO and at most
qn queries to RO, there exists an AOMDL adversary B making at most 2qs + n queries to CHAL
such that

AV en) (AL ) < A/ - (AVEZS (B, ) + 302 - 2%) |

where q = qs + qi + 1. Moreover, B runs in time roughly equal two times that of A, plus the time

to perform at most (4n + 2) - q + 2q, + 2n? exponentiations and group operations.

The previous analysis of FROST2 [50] can be seen as implying T'S-SUF-0 security, either
in the AGM or under non-standard assumptions (which are, in turn, validated in the AGM). Our

result here proves stronger security, without relying on the AGM, but also without considering
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FROST’s DKG. (We believe our analysis should extend, at least in the AGM, but we omit the
added complexity of the DKG in this paper.) The core of the proof is a reduction from OMDL,
which will need to use rewinding (via a variant of the Forking Lemma). The main challenge is
to ensure that the reduction can simulate properly with a number of queries to DLOG which is
smaller than the number of DL challenges. Further below, we are going to show that FROST?2 is

not T'S-UF-3-secure, thus showing the above result is optimal with respect to our hierarchy.

Proof of Theorem 9.2.1. Let A be an adversary as described in the theorem. Denote the output
message-signature pair of A as (M*, sig* = (R*, z*)). Without loss of generality, we assume A
always queries RO on Hy(pk, M*, R*) before A returns and always queries RO on H; (pk, Ir) prior
to the query PSIGNO(i, Ir') for some 7 and [r. (This adds up to g5 additional RO queries, and we
letq = q, + qs + 1.) Denote Ir™ as the leader query such that Hy (pk, Ir*) is the first query prior to
the query Ho(pk, M*, R*) satisfying SVf(pk, Ir*, sig*) = true. If such ir* does not exists, Ir* is

set to L. Denote the event E; as
VE(pk, M*, sig*) A (Ir* =L v curSS (Ir*) <t —|CS|) .

It is clear that if A wins the game TS-SUF-2grosT2, then E; must occur, which implies Pr[E;] >
AdvtFSFgf)“Sf}QQ[GGen] (A, k). Therefore, the theorem will follow from the following lemma. (We isolate
this statement as its own lemma also because it will be helpful in the proof of Theorem 9.3.1
below.) [

Lemma 9.2.2. There exists an AOMDL adversary B making at most 2q, + t queries to CHAL such
that

PrlE] < /- (AdvERs! (B, ) + 32 -2

Moreover, B runs in time roughly twice that of A, plus the time to perform at most (4n + 2) - q +

2q5s + 2n? exponentiations and group operations.

Before turning to the proof of Lemma 9.2.2, we first introduce the following variant of the

forking lemma that will be used within its proof.

Lemma 9.2.3. Let g > 1 be an integer, S < [1..q| be a set, and H be a set. Let A be a randomized
algorithm that on input x, hy, ..., hy outputs a pair (I,0ut), where I € {1} U S and Out is a
side output. Let |G be a randomized algorithm that generates x. The accepting probability of A is
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Algorithm Fork(z) :

Pick the random coin p of A at random
hl,h'l,...,hq,h; — H

(I,0ut) « A(z, h1,...,hg; p)

If I = 1 then return L

(I/, Out’) <« A(%, hl, ceey h[_l, hl]’ e ,h;; p)
If I # I’ then return |

Return (I, Out, Out’)

Figure 9.4: The forking algorithm build from A used in Lemma 9.2.3..

defined as

acc(.A) = Pr14|G7h1 hq@]{[([, Out) <3 .A(l’, hl, ey hq) 1 #+ J_] .

.....

Consider algorithm Fork? described in Figure 9.4. The accepting probability of Fork™ is defined

as
acc(Fork?) = Pry cs1[a «s Fork™(z) © o # 1].

Then, acc(Fork™) > acc(.A)?/|S].
The above lemma slightly extends the generalized Forking Lemma of Bellare and Neven [17] in
the sense that if .4 can only output index / within a given set S < [1..¢], then the final bound on

acc(Fork?) depends only on | S| instead of q. The property allows us to get better bounds in our

analysis.

Proof of Lemma 9.2.3. Forany i€ S, hy,...,h;_; € H, and input x, define

Y;-(SL’, hl,. . -,hi—l) = Pl’h hq<—$H[—[ =7q: (I, Out) <« A(I,hl, R ,hq)] .

Then, we have

acc(A) = O Procigh,.y sl =i (I,0ut) « A(z, hy, ..., hy)]
€S

= Z ExHG,hl ..... hi—1 esH[Y;(l“, hi, ... ,hiq)] .
€S
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Thus, we have

aCC(FOVkA) = Z Precic ..., [T 3 sull=1=1: 9.2)
€S
(I, Out) <« A(l’, hl, ceey hq),

(I/, Out/) <« A(.T,hl, .. -ahi—la ;, .. 7h'/n)]

= > EvctGhndio s n[Yi(@, by, o hiy)?] 9.3)
ieS
> Z (EvertGoh,hiy «s 1| Yij (@, ha, ... 7hi—1)])2 9.4
ieS )
> ﬁ : <; EvciGhy,ns 1 s u[Yi(z, b, ..., hz‘—l)]) 9.5)
2
_ acc‘g“"o , 9.6)
where Equation (9.4) is due to the fact that E[X?] > (E[X])? and Equation (9.5) is due to the fact
that 331", af > % (i ai)Z- u

Proof of Lemma 9.2.2. We first construct an algorithm C compatible with the syntax in Lemma 9.2.3.
The input of C consists of (2qs + ¢) uniformly random group elements A,...,A; 1, U, Vi,
...,Uq,,Vq, € G and uniformly random integers h4, ..., hy, € Z,. Also, C can access an oracle
DLOG, which on input o € Z2%** outputs DLogg ,(Ag* - - - At Uy V2 . U 2as—lydi2as),
(We can think of this oracle as part of C in the context of the Forking Lemma, as C does not need to
be efficient.) To start with, C initializes all the states stq, . . ., st,,. In addition, it initializes counters
ctrg,ctry, to 0 and a function dt to an empty table, which are used to record the DLOG query related
to each (U, V;). C also initializes carLR <« ¢J to record all leader requests that appears during
the game and initializes ctrPP to an empty table, which are used to record the counter correspond-
ing to each token generated by honest parties. We also use a flag BadPPO to denote whether a
bad event occurs, which are initially set to false. Then, C runs A with access to the oracles
I/N\I/T, f’ﬁ/), P§IE§O, i{\(j which are simulated as follows.

INIT(CS): C initializes H to an empty table and sets pk « Ag, pk; = H;;E Aj.j fori e [1..n], and
sk; = DLOG(pk;) for i € CS. Finally, C returns pk,aux = (pky, ..., pk,), {sk;}iccs-

RO query H,(z): If Hy(z) # L, C returns Hy(z). Otherwise, parse z as (pk, ir). If the parsing
fails or pk # pk, C sets Hy () «s Z,, and returns H; (z). Otherwise, C increases ctr, by 1,



119

sets Hy () < hoctr,—1, and adds Ir to curLR. Also, C computes R < [[,.; s Riszmm’fl,
where (R;,S;) < Ir.PP(i). If Hy(pk, Ir.msg, R) = L, C sets Ho(pk, Ir.msg, R) = hocy, -
In addition, define mapLR(ctry) := Ir and set carLR « curLR u {/r}. Finally, C returns
H1<$)

RO query H,(z): IfHa(z) # L, C returns Ho(z). Otherwise, parse z as (pk, M, R). If the parsing
fails or pk # pk, C sets Hy () «s Z,, and returns Hy(x). Otherwise, C increases ctr;, by 1
and sets Ho(x) < hacty, . Finally, C returns Ho(z).

1356(2) query: Same as in the game TS-SUF-2rrosT2, except in the simulation of algorithm
SPP, C first increases ctrs by 1 and sets pp < (Uctr., Vetr, ) sti.mapPP(pp) < (0,0), and
ctrPP(i, pp) < ctr,. In addition, BadPPO is set to t rue if there exists ir € curLR such
that [r.PP(i) = (Uetr,, Vi, )-

P%O(i, Ir) query: Same as in the game TS-SUF-2grosT2, except in the simulation of algo-
rithm PS, if st; mapPP(pp) # L, let j < ctrPP(i, Ir.PP(i)), and C computes o € Z}+*%

as
c- NrSS k=1 for ke [t],
1, fork=t+2j—-1,
o 1= A
d; , fork =t+2j,
0, 0.W.

and sets z; < DLOG (), which equals to DLogg (Ujdeipkf’\y'SS). In addition, C sets
dt(j) < (i, k, d;, cAI'>S, 2;), where k denotes the index such that H; (pk, ir) is set to hoj,_;

during the simulation.

After receiving the output (M*, sig* = (R*, 2*)) from A, C returns L if BadPPO = true or
E; does not occur. Otherwise, C finds the index I such that Hy(pk, M*, R*) is set to h; during the
simulation. By our assumption of .4, we know such / must exist. Then, C returns (/, Out), where

Out consists of all variables received or generated by C.

ANALYSIS OF C. To use Lemma 9.2.3, we define S := {2k}.c[1.4 and |G as the algorithm that

samples 2q; + ¢ group elements uniformly from G and outputs them. From the simulation,
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we know the output index [ of C is always in S. Also, it is clear that C simulates the game
TS-SUF-2grost2 perfectly when all the inputs of C are uniformly sampled from their domain,
which implies acc(C) > Pr[E;| — Pr[BadPPO], where Pr[E;] refers to the probability in the
original TS-SUF-2¢rosT2 game with A (as in the lemma statement), whereas Pr [BadPPO] is the
probability that BadPPO = true at the end of C’s execution. Since every pair U;, V; is sampled
uniformly from G, for each PPO(i) query, the probability BadPPO is set to true is less than
lcurLR|/|G| < qp,/p. Therefore, we have Pr[BadPPO] < q,q;/p. By Lemma 9.2.3,

acc(Fork®) = (Pr[E1] — q.a1n/p)?/q = Pr[E1]?/q — 2Pr[Ey]a.an/(p - q)
> Pr[El]Q/q —29,/p .

CONSTRUCT B FROM Fork®. We now give a construct of the OMDL adversary B using Fork®,

and the available DLOG oracle. To start with, 3 queries CHAL oracle 2qs + ¢ times to generate
Ag, .o A, U, a0, Uy, Vg, as the input of Fork® and runs Fork®. Without loss of generality,
we can assume all the AOMDL challenges are different, since otherwise, 13 can solve them trivially.

All DLOG queries from Fork® are relayed by B to DLOG oracle of the game AOMDLgge,. Denote

the event BadHash as any two of the scalars hy, 3, . .., hq, hy, generated in the execution of Fork®
are same. Since hq, hf, ..., hq, hg are sampled uniformly from Z,, we know Pr[BadHash] <
2¢°/p.

It is left to show that if Fork® returns (I, Out, Out’) and BadHash does not occur, B can win

the game AOMDLggen, which implies
Advid(B, k) > acc(Fork®) — Pr[BadHash] = Pr[E;]?/q — 3q9%/p .

We directly use the notations in the description of C to denote the variables in Out and use ()’ to
denote the variables in Out’. By the execution of Fork®, we know (pk, M*, R*) = (pk’, M*', R*')
and pk = Ay. Since I € S, let k* = /2. It is not hard to see that mapLR(k*) = Ir*. (If
mapLR(k*) = L, Ir* is also L.)

We first show how to compute the discrete log of Ay, ..., A; ;. Denote the discrete log of
Ao, ..., Ay_1 as ag,...,a,_1 and define a polynomial f(x) := Z‘;é a;x'. Since BadHash does
not occur, we have Hy(pk, M*, R*) = h; # h, = Hjy(pk, M* R*). Since ¢*° = R*A},
g = RIASL}, B computes f(0) = ag = Z:Ij:f]/ Define Ty, := {j : (i,k,d,c,z) « dt(j),k =
k* }. For each j € Ty N Tyy, let (i,k,d,c,z) <« dt(j) and (¢/, k', d’,c,2") < dt'(j), and we
have ¢ = Uj‘/;dpkf, g7 = Ujde/pkf,l. Since BadPPO = false during both execution of

P
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C, we know (U;,V;) is returned by a query PPO(¢) prior to the query Hy(pk, M*, R*) during
the first execution of C. Since the two executions of C are exactly the same prior to the query
Hy(pk, M*, R*), we know i’ = i. Also, we know d = hy = hgx = hy = d'. Therefore, B

z—2z
c—c'

can compute f(i) = DLogg ,(pk;) = Denote D := {i}jer, T, (ikdic,z)—dt(s)- Since L
occurs in the first execution of C, we know |Ty| = |curSS, (Ir*)| < t — |CS|. Therefore, we know
|D| = |T4e n Tyy| < t — |CS|. Therefore, B can pick an arbitrary set D' € HS\D with size
(t = |CS| — [Ty N Tyy| — 1) and for each i € D', B queries DLOG oracle on pk;. Therefore, B

knows the value of f(i) fori € CS u D u D' U {0}. Since |CS U D u D" U {0} = t, B can

compute the value of ay, . . ., a;—; using Lagrange interpolation.
We now show how to compute the discrete log of Uy, Vi, ..., Uy, Vg, . Denote their discrete log
as uy, vy, ..., Uq,, Vq,. From the execution of C, we know dt(j) = (¢, k,d, ¢, z) # L if and only if

C queries DLOG on Ujdepkf. Therefore, denote DLOG(U; depkf) as the DLOG query associated

with dt(j). For each j € qs, there are the following cases.

Case 0: Both dt(j) and dt'(j) are L. In this case, B computes u;, v; by directly querying oracle
DLoG.

Case 1: Exactly one of dt(j) and dt'(j) is not L. Without loss of generality, assume dt(j) =
(i, k,d, c, z), which implies ¢* = Ujdepkf. B computes v; by directly querying oracle
DLOG and computes u; = z —d - v; — ¢ - f(1).

For all the following cases, both dt(j) and dt'(j) are not L and we denote (i, k, d, ¢, z) < dt(j)
and (¢, k', d',c,2") < dt'(j).

Case2: k # k' or k = k' > k*. In this case, we know d = h, # h}, = d and ¢* = Ujdepkf,

—ef () =2+ f (i)
d—d’

g7 = Ujde'pkf,,. Therefore, B computes v; = su; =z —d-vj —c- f(i).

Case 3: k£ = k' = k*. In this case, B computes v;, u; the same as Case 1.

Case4: k = k' < k*. B computes v;, u; the same as Case 1. Also, in this case, we have d = d’
and ¢ = ¢. Therefore, B queries DLOG oracle once in order to simulate the DLOG queries

associated with dt(j) and dt'(j).

We now count the number of DLOG queries made by B.
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- B queries DLOG oracle |C'S| times queries for simulating query DLOG(pk;) made by C for
eachi e CS.

- B queries DLOG oracle |D’| times queries for computing ao, . . ., ;1.

- For each j € q,, B queries DLOG twice for simulating query associated with dt(j) and dt’(5)

and computing u;, v; in case 0, 1, 2, 4 and queries 3 times in case 3.

Since the condition of case 3 is equivalent to j € Ty N Tyy, the total number of DLOG queries
made by B is equal to 2q, + |14 N Tyy| + |CS| + |D’| = 2q5 + t — 1. Therefore, B wins the game
AOMDLggen- [

9.3 Security of FROST1

In this section, we show that FROST1 is TS-SUF-3-secure in the ROM under the OMDL assump-

tion. Formally, we show the following theorem.

Theorem 9.3.1. Let GGen be a group generation algorithm. For any TS-SUF-3 adversary A
making at most qs queries to PPO and at most q;, queries to RO, there exists an AOMDL adversary
B making at most 2qs + t queries to CHAL such that

AdvERSs T GGen] (As K) < 41 g - \/ Advegen (B, k) +6q - 27,

where q = q, + qp, + 1. Moreover, B runs in time roughly equal two times that of A, plus the time

to perform at most 6n - q + 4q, + 2n? exponentiations and group operations.

The proof here follows a similar pattern than that of Theorem 9.2.1, but will be more complex.
In particular, the lesser tight bound is due to the fact that we need to consider an additional bad
event, which we upper bound via a different reduction from OMDL. As we explain in detail below,
this reduction will make use of a looser Forking Lemma, which is a variant of the “Local Forking
Lemma” [15], which only resamples a single random oracle output when rewinding. The extra

looseness is due to needing to ensure an extra condition when rewinding.

Proof of Theorem 9.3.1. Let A be the adversary described in the theorem. Denote the output
message-signature pair of A as (M*, sig* = (R*,z*)). Without loss of generality, we assume

A always queries RO on Hy(pk, M*, R*) before A returns and always queries RO on H; (pk, Ir, 7)
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prior to the query PSIGNO(4, Ir) for some i and /r. (This adds up to g5 additional RO queries, and
we let ¢ = g5, + g5 + 1.) Denote Ir* as the leader query such that Hy(pk, Ir*, i) is the first RO
query prior to the Hy(pk, M*, R*) query for some i satisfying SVf(pk, Ir*, sig*) = true. If such

Ir* does not exist, Ir* is set to L. Denote the event F; as
VE(pk, M*, sig*) A (Ir* =L v curSS (Ir*) <t —|CS]) .
Denote the event F), as
Vf(pk, M*, sig*) ~ Ir* # L A curSS_(Ir*) # {i € HS n Ir*.SS : Ir*.PP(i) € PP;} .

If A wins the game TS-SUF-3grost1 and Ir* # L, we know either curSS, (Ir*) < t — |CS)|
or curSS (Ir*) # {i € HS n Ir*.SS : Ir*.PP(i) € PP;}. Therefore, if A wins the game
TS-SUF-3grosT1, then either E; or s occurs, which implies

AdvERgsT1[GGen) (A: 1) < PrE1] + Pr[Es] < 2max{Pr[E4], Pr[Es]} .

Thus, we conclude the theorem with the following two lemmas.

Lemma 9.3.2. There exists an OMDL adversary B making at most 2qs + t queries to CHAL such
that

] < \/q- (AQVEZ (B, k) + 32(n +1)% - 2%) |

Moreover, B runs in time roughly equal two times that of A, plus the time to perform at most

6n - q + 4q, + 2n? exponentiations and group operations.

Lemma 9.3.3. There exists an OMDL adversary B making at most 2qs queries to CHAL such that

Pr{Es] < n- ay/2(AdvEZ (B, k) + 2% |

Moreover, B runs in time roughly equal two times that of A, plus the time to perform at most

6n - q + 4q, + 2n? exponentiations and group operations.

This completes the proof of the theorem, subject to proofs of the lemmas that we discuss
next. -

The proof of Lemma 9.3.2 is almost the same as Lemma 9.2.2, so we omit the full proof. The
only difference is that C takes as input hy, . .., h(,41), in order to simulate all RO queries. For a

RO query H; (pk, Ir, %), C first enumerates all 7’ € [n] and assigns h(cer,—1)(n+1)+s t0 Hi(pk, Ir,i’).
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Then, C computes the nonce R for Ir and assigns Acgr, (n+1) to Ha(pk, lr.msg, R) if it is not assigned
any value yet. Similarly, for a new RO query H, (pk, M, R), its value is set to iy, (n+1)- The rest
follows by similar analysis.

To prove Lemma 9.3.3, we need the following variant of the forking lemma, which extends
the local forking lemma of [15]. The difference is that forking is happening on two indices 7, .J
(leading to I’,J’ in the forking) while in [15] there is a single / (and corresponding I’ in the
forking). The difference between a local forking ([15] and Lemma 9) versus classical ([17] and
Lemma 5) is that in the former only one point is resampled in forking while in the latter it is all

points following the fork.

Lemma 9.3.4. Let ¢ > 1 be an integer and H and () be two sets. Let A be a randomized algorithm
that on input x, hy, . .., hy outputs a tuple (I, J,Out), where I € {1} U [1..q], J € Q, and Out is
a side output. Let |G be a randomized algorithm that generates x. The accepting probability of A
is defined as

acc(A) := Pry s py,. g «s 1 [(1,Out) s A(x, hy, ... hy) = T # L].

77777

Consider algorithm Fork§4 described in Figure 9.5. The accepting probability of Fork§4 is defined

as

acc(Forks') := Pry s g[ar «<s Fork*(z) : o # 1].

Then, acc(Fork3') = acc(A)%/(q-|Q)).

Proof. Denote h; = (hi,y ...y hic1, higa, ..., hy) € HT . Forany i € [1..q], j € Q, h; € H"! and

input z, define
Y i(z, iLZ) = Pry, syl =14,J =7:(L,J,0ut) « Az, hy,...,hy)| .

Then, we have

acc(A) = 2 '

Pr$<_|G7h1 hq<—$H[I = l,J :j : (I, J, OU.t) <« A(ZL’, hl, .- .,hq)]

-----

ng

~

2 Ex«—IG,fz,L- «$ Ha-1 [Y;,j (% Bz)] .

1 je

~

O
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Algorithm Forks'(z) :

Pick the random coin p of A at random

hi,...,hg — H

(I,J,0ut) «— A(z, h1, ..., hg; p)

If I = 1 then return |

hy — H

(I', J,0ut') « A(x,h1, ..., hi—1, W), hit1, ..., hg; p)
If I # I' or J # J’ then return L

Return (7, J, Out, Out’)

Figure 9.5: The forking algorithm build from A used in Lemma 9.3.4.

Thus, we have
q
acc(Fork™) = Z Z ProciGhy,hnpt sull =1'=i,J=J =j: 9.7)
i=1je@
(I,J,0ut) «— A(z, hy, ..., hy),
(I/, Jl7 Out') <« A([E, h17 ey hi—la g, hi+17 hq)]

q
=2 2 B s o [Yig (o, 1a)’] 9.8)
i—1jeQ
1 N2
> 203 (Evrhy o s [Yis (@, )] 9.9)
i—1jeQ
1 d ’
> — o | 20 2 Becigis cs o Y (o, 1) (9.10)
¢-1Q \S &
acc(A)?
= — A 9.11)
q-1Q
where (9.9) is due to the fact that E[X?] > (E[X])? and (9.10) is due to the fact that >  af >
1 n 2
n (Zi:l a;)”. O]

Proof of Lemma 9.3.3. We first construct an algorithm C following the syntax of the algorithm
described in Lemma 9.3.4. The input of C consists of 2q, uniformly random group elements

Uy, Vi, ..., Ug,, Vg, € G and uniformly random vectors hy, ..., h,q € (Z,). Similarly to the



126

proof of Lemma 9.2.2, C can access DLOG oracle and at the beginning, initializes all the states
stg, .. .,st, as in the game TS-SUF-3rrosT1, and initializes the counters ctrg,ctr, to O and the
function dt to an empty table. C also initializes ctrPP to an empty table, which are used to record
the counter corresponding to each token generated by honest parties. Then, C runs .4 with access to
the oracles IrN\IJT, I;P\é7 P/S—IE\I/O, i{\é, which are simulated as follows. In the following description,
we use ¢ to denote the index of parties, j to denote the index of Uy, Vi, ..., Uy, V., and £ to denote
the index of Ay, ..., hyyg.

f\MTr(CS ): C initializes H to an empty table and samples ay, . . ., a;— uniformly from Z,. Define
f(x) := Y120 . Then, C sets pk <« ¢/, pk; = ¢/ for i € [1..n], and sk; < f(i) for
i € CS. Finally, C returns pk,aux = (pky, ..., pk,), {ski}iccs-

RO query Hi(z): If H(z) # L, C returns H, (z). Otherwise, C parses  as (pk, Ir,7) for some
i € [1..n]. If the parsing fails or pk # pk, C sets H; (z) «s Z, and returns H; (x). Otherwise,
C increases ctr;, by 1 and sets Hy(pk, Ir,7) < Ay (ctr,—1)+i for each i € [1..n]. In addition,
define mapLR(ctr) := Ir. Then, C computes R « [].,. s RS, where (R;, S;) «
Ir.PP(i) and d; = Hy(pk, Ir, ). If Hy(pk, Ir.msg, R) = L, C sets Ha(pk, Ir.msg, R) «s Z,.
Finally, C returns H;(x).

RO query Hy(x): If Hy(x) # L, C returns Hy(z). Otherwise, C sets Hy(z) «<—s Z,, and returns
H2 (l')

13?(/)(2) query: Same as in the game TS-SUF-3rrost1, except in the simulation of algorithm
SPP, C first increases ctrs by 1 and sets pp < (Uctr., Vetr, ), sti.mapPP(pp) < (0,0), and
ctrPP(i, pp) < ctrs.

P/S’IEI\?O(Z', Ir) query: Same as in the game TS-SUF-3grosT1, €xcept in the simulation of algo-
rithm PS, if st; mapPP(pp) # L, let j < ctrPP(i, lr.PP(i)), and C computes o € ZL+>%
as

1, fork=25-1,
ap:=9d;, fork =27,
0,

o.w.
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and sets z; < DLOG () + A f(i), where DLOG () = DLogg , (Ujdei). In addition,
C sets dt(j) « (k,d;, zi — cAI"SS - £(i)), where k denotes the index such that H; (pk, Ir, i) is

set to hy, during the simulation.

After receiving the output (M*, sig* = (R*,2*)) from A, C returns (L, L, 1) if £y does not
occur. Otherwise, we know curSS, (Ir*) > 0 and curSSy (Ir*) # {i € HS n Ir*.SS : Ir*.PP(i) €
PP;}. Therefore, there exists £* and ¢* such that mapLR(k*) = Ir* and i* € {i € HS n Ir*.SS :
Ir*.PP(i) € PP;}\curSS,(Ir*). (Since curSS, (Ir*) < {i € HS n Ir*.SS : Ir*.PP(i) € PP;}, we
must have {i € HS n Ir*.SS : Ir*.PP(i) € PP;}\curSS, (Ir*) # ¢.) Since i* € {i € HS n Ir*.SS :
Ir*.PP(i) € PP;}, there exists j* € [1..q,] such that Ir*.PP(i*) = (Ujx, Vjx). If dt(j*) = L, C
sets J « L. Otherwise, let (k,d, z) < dt(;*) and C sets J = k. Then, C returns (n(k* — 1) +

i*, J, Out), where Out consists of all variables received or generated by C, including i*, j*, k*, Ir™.

ANALYSIS OF C. To use Lemma 9.3.4, we define |G as the algorithm that samples 2q group ele-

ments uniformly from G and outputs them. The output .J is either L orin [1..(n - ¢)]. It is not hard

to see that C simulates the game T'S-SUF-3grosT:1 perfectly when all the inputs of C are uniformly

sampled from their domain, which implies acc(C) = Pr[Es], where Pr [ E»] refers to the probability

in the original T'S-SUF-3grost1 game with A (as in the lemma statement). By Lemma 9.3.4,
Pr[E,]? _ Pr[E,]?

n-qn-q+1) = 2n2¢?

acc(Fork§) >

CONSTRUCT BB FROM Fork®. We now give a construct of the OMDL adversary B using Fork®. To

start with, B queries CHAL oracle 2q; times to generate U;,V,. .. ,Uq,, V4, as the input of Fork® and
runs Fork®. Without loss of generality, we can assume all the OMDL challenges are different, since
otherwise, 3 can solve them trivially. All DLOG queries from Fork® are relayed by B to DLOG
oracle of the game OMDLgge,. Denote the event BadHash as h; # h';, where I are outputted by
the first execution of C. Since Ay, I are independent of 1, we know Pr[BadHash]| < 1/p.

It is left to show that if Fork® returns (7, .J, Out, Out’) and BadHash does not occur, B can win
the game OMDLggen, which implies
Pr[E,]?
2n2q?

AdvERI(B k) > acc(Fork®) — Pr[BadHash] = —1/p

We directly use the notations in the description of C to denote the variables in Out and use (-)’ to
denote the variables in Out’. We first show how to compute the discrete log of U;, V; for j # j*.

Denote u;, v; as the discrete log of U;, V. There are the following cases.
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Case 0: Both dt(j) and dt'(j) are L. In this case, B computes u;, v; by directly querying oracle
DLoG(U;) and DLOG(V}).

Case 1: Exactly one of dt(j) and dt'(j) is not L. Without loss of generality, assume dt(j) =
(k,d, z), which implies g = U;V*. B computes v; by directly querying oracle DLOG(V})

and computes u; = 2 — d - v;.

For all the following cases, both dt(j) and dt'(j) are not | and we denote (k,d, z) < dt(j) and
(K, d,z") < dt'(5).

Case 2: d # d'. In this case, B computes v; = 2=, =2 —d v

Case 3: d = d'. In this case, B computes v;, u; the same as Case 1. Also, since d = d', B queries
DLOG oracle only once in order to answer queries DLOG(U;V}?) and DLOG(U. jde/) from
ForkC.

From the execution of C, we know dt(j) = (k,d, z) # L if and only if C queries DLOG on (U;V}?).
Therefore, denote DLOG(U;V}?) as the DLOG query associated with dt(j). For all the above cases,
B queries DLOG oracle twice for simulating DLOG queries associated with dt(j) and dt'(j) and
computing u;, v;.

We now show how to compute u;+ and v;x. From the execution of Forkg, we know pk = pk’
and mapLR(k) = mapLR’(k) for all k& < I, which implies Ir* = mapLR(I) = mapLR'(I) =

s/

Ir*". Since F5 occurs in both executions of C, we know SVf(pk, Ir*, (R*,2*)) = true and

SVf(pk, Ir*, (R*, 2*')) = true are valid. Therefore, g** = R*g¢, R* = 3 . RiS™,
g = R RY = 3. . R;S¥ where (R;,S;) = Ir.PP(i), ¢ = Hy(pk, M* R*), ¢ =

H,(pk, M*, R*'), and d; = H;(pk, Ir*,i), d; = H] (pk Ir*,i). Since for each i # i* we have
di = hypx—1)4+i = dj, we have g* P g:,g‘lo Sd’* 4

. If J = 1, B computes u;+ by querying DLOG(U;+) directly. In this

#* gao(e=) Therefore, C can com-
2% — 2% _ag(c—c)
=

case, B queries DLOG only once to compute u;+ and v;+. If J # L, let (k,d,z) < dt(j*) =
and (K',d’,z") < dt(j*). Then, B computes u;x = z — d - vj+. Since i* ¢ Sy(lr*), we know
k # I.(Otherwise, suppose k = I. Since [ = n(k* — 1) + i* and mapLR(k*) = Ir*, we know a

pute v =

PSIGNO(3*, Ir*) is made and does not return | during the simulation, which implies i* € Sy({r™).)
Thus, we have ' = J = k # [ and d = h; = d’, which means B only needs to query DLOG
once to simulate the DLOG queries associated with dt(j) and dt’(j). Therefore, the total number

of DLOG queries made by B is equal to 2q, — 1, which implies B wins the game OMDLggen,. [
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9.4 Security of FROST3

We show that FROST3 is T'S-UF-1-secure in the ROM under the AOMDL assumption. Formally,

we show the following theorem.

Theorem 9.4.1. Let GGen be a group generation algorithm. For any TS-UF-1 adversary A making
at most qs queries to PPO and at most q;, queries to RO, there exists an AOMDL adversary B

making at most 2qs + n queries to CHAL such that

Advfrségfg%S[GGen] (Av /ﬂ) < \/q ’ (Advé%n;?('g? H) + 3q2 ’ 27”) )

where q = qs + qi + 1. Moreover, B runs in time roughly equal two times that of A, plus the time

to perform at most (4n + 2) - q + 2qs + 2n? exponentiations and group operations.

The proof is almost identical to that of FROST2. The only difference is that in FROSTS3, the
size of Ty, can be bounded only by curSSy(M)—which is itself bounded by ¢ — |CS| due to
the winning condition of T'S-UF-1—rather than by curSSL(lr). The reason is that in FROSTS3,
multiple distinct /r’s may correspond to (M*, R*), i.e., Ir.msg = M* and CompPar(pk, Ir) —
(R*,...). Therefore, Ty cannot be bounded by any single /r. We will see this leads to a concrete

attack for T'S-UF-2-seucrity in Section 9.5 We provide the proof below for completeness.

Proof of Theorem 9.4.1. Let A be an adversary as described in the theorem. Denote the output
message-signature pair of A as (M*, sig* = (R*, z*)). Without loss of generality, we assume A
always queries RO on Hy(pk, M*, R*) before A returns and always queries RO on H; (pk, Ir) prior
to the query PSIGNO(i, Ir) for some 7 and [r. (This adds up to g5 additional RO queries, and we
letq=qp+qs +1.)

We first construct an algorithm C compatible with the syntax in Lemma 9.2.3. The input of
C consists of (2qs + t) uniformly random group elements Ay,...,A;—1, Uy, Vi, ... .Uy, Vy, € G
and uniformly random integers hq, ..., hy, € Z,. Also, C can access an oracle DLOG, which on
input o € Z2%** outputs DLogg ,(Ag* - - - Af* U V™2 .. U2 =1y #2945 ) (We can think of
this oracle as part of C in the context of the Forking Lemma, as C does not need to be efficient.)
To start with, C initializes all the states stg, ..., st,. In addition, it initializes counters ctr,,ctry,
to 0 and a function dt to an empty table, which are used to record the DLOG query related to

each (U;,V;). C also initializes carLR <« ¢ to record all leader requests that appears during the
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game and initializes ctrPP to an empty table, which are used to record the counter correspond-
ing to each token generated by honest parties. We also use a flag BadPPO to denote whether a
bad event occurs, which are initially set to false. Then, C runs A with access to the oracles
IfN\I/T, I%, P/S’IE\I/O, ﬁ\é which are simulated as follows.

INIT(CS): C initializes H to an empty table and sets pk < Ag, pk; = H;;B Aj-j fori e [1..n], and
sk; = DLOG(pk;) for i € CS. Finally, C returns pk,aux = (pky, ..., pk,), {ski}iccs-

RO query H,(z): If Hy(z) # L, C returns Hy(z). Otherwise, parse z as (pk, ir). If the parsing
fails or pk # pk, C sets Hy () «s Z,, and returns H; (z). Otherwise, C increases ctr, by 1,
sets Hy () < hactr,—1, and adds Ir to curLR. Also, C computes R < [ .., ss RiSih%”h*l,
where (R;,S;) < Ir.PP(i). If Hy(pk, ir.msg, R) = L, C sets Ha(pk, Ir.msg, R) = hoctr, -
In addition, define mapLR(ctry,) := Ir and set curLR « curLR v {/r}. Finally, C returns
Hy(z).

RO query H,(z): If Hy(z) # L, C returns Hy(z). Otherwise, parse x as (pk, M, R). If the parsing
fails or pk # pk, C sets Hy () «<s Z,, and returns Ho(x). Otherwise, C increases ctr;, by 1
and sets Ho(x) < hacty, - Finally, C returns Ho(z).

I%(z) query: Same as in the game TS-SUF-2ggrosT2, except in the simulation of algorithm
SPP, C first increases ctrs by 1 and sets pp <« (U, , Vetr, )» St;-mapPP(pp) < (0,0), and
ctrPP (i, pp) < ctry. In addition, BadPPO is set to true if there exists [ € curLR such
that Ir.PP (i) = (Uctr,, Vetr, )-

Pél\GﬁO(i, Ir) query: Same as in the game TS-SUF-2grosT2, except in the simulation of algo-
rithm PS, if st;, mapPP(pp) # L, let j < ctrPP(i, Ir.PP(i)), and C computes o € Z}+?%

as

c- AIrSS k=t fork e [t]

1, fork=t+25—-1,
L = 1
d; , fork =t+2j,

0, 0.W.



131

and sets z; < DLOG (cx), which equals to DLogg , (Uﬂ/;»dipkf/\?'ss) In addition, C sets
dt(j) < (i, k, d;, cAl"SS, z;), where k denotes the index such that H; (pk, Ir) is set to hog_1

during the simulation.

After receiving the output (M*, sig* = (R*, 2*)) from A, C returns L if BadPPO = true or
E; does not occur. Otherwise, C finds the index I such that Hy(pk, M*, R*) is set to h; during the
simulation. By our assumption of A, we know such I must exist. Then, C returns (/, Out), where

Out consists of all variables received or generated by C.

ANALYSIS OF C. To use Lemma 9.2.3, we define S := {2k};c[1. 4 and IG as the algorithm that

samples 2q, + t group elements uniformly from G and outputs them. From the simulation,
we know the output index [ of C is always in S. Also, it is clear that C simulates the game
TS-UF-1grosts perfectly when all the inputs of C are uniformly sampled from their domain, which
implies acc(C) = AdvErett, (A, k) — Pr[BadPPO], where Pr [E;] refers to the probability in the
original TS-SUF-2prosT2 game with A (as in the lemma statement), whereas Pr [BadPPO] is the
probability that BadPPO = true at the end of C’s execution. Since every pair U;, V; is sampled
uniformly from G, for each PPO(i) query, the probability BadPPO is set to true is less than
lcurLR|/|G| < qp,/p. Therefore, we have Pr[BadPPO] < q,q;/p. By Lemma 9.2.3,

acc(Fork®) > Advigists (A, k)*/q - 2q./p .

CONSTRUCT B FROM Fork®. We now give a construct of the OMDL adversary 3 using Fork’,

and the available DLOG oracle. To start with, B queries CHAL oracle 2q; + ¢ times to generate
Ag, .oy A, U, a0, Uy, Vg, as the input of Fork® and runs Fork®. Without loss of generality,
we can assume all the AOMDL challenges are different, since otherwise, 13 can solve them trivially.

All DLOG queries from Fork® are relayed by 3 to DLOG oracle of the game AOMDL¢gen. Denote

the event BadHash as any two of the scalars hy, b}, ..., hq, hfq generated in the execution of Fork®
are same. Since hy, hy, ..., hq, hy are sampled uniformly from Z,, we know Pr[BadHash] <
29°/p.

It is left to show that if Fork® returns (I, Out, Out’) and BadHash does not occur, B can win

the game AOMDLggen, which implies
Advidl(B k) = acc(Fork®) — Pr[BadHash] = AdvEsaits(A, x)2/q — 39%/p .

We directly use the notations in the description of C to denote the variables in Out and use ()’ to
denote the variables in Out’. By the execution of Fork®, we know (pk, M*, R*) = (pk’, M*', R*')
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and pk = Ay. Since I € S, let k* = I/2. It is not hard to see that mapLR(k*) = Ir*. (If
mapLR(k*) = L, Ir* isalso L.)

We first show how to compute the discrete log of Ag, ..., A;_1. Denote the discrete log of
Ao, ..., Ay_1 a8 ag,...,a;1 and define a polynomial f(z) := Zf;é a;z'. Since BadHash does
not occur, we have Hy(pk, M*, R*) = h; # h, = Hy(pk, M* R*). Since ¢°* = R*A},
e RzA’g/I, B computes f(0) = ag = th__f,;/ Define Ty := {j : (i,k,d,c,z) < dt(j),k =
k* }. For each j € Ty n Tyy, let (i,k,d,c,z) <« dt(j) and (¢/, k', d',c,2") < dt'(j), and we
have g* = U;Vipk{, g° = U;Vpki. Since BadPPO = false during both execution of

z

C, we know (U;,V;) is returned by a query PPO(¢) prior to the query Hy(pk, M*, R*) during
the first execution of C. Since the two executions of C are exactly the same prior to the query
Hy(pk, M*, R*), we know i’ = i. Also, we know d = hy = hyx = hy = d’. Therefore, B can

z—2'
c—c!

compute f(i) = DLogg ,(pk;) = . Denote D := {i} e, Ty, (ikdc.z)dt(j)- Since [ occurs
in the first execution of C, we know |Ty| = |curSSy(M*)| < t — |C'S|. Therefore, we know
|D| = |Tas n Tyy| < t — |CS|. Therefore, B can pick an arbitrary set D’ € HS\D with size
(t — |CS| — [Tyt N Tyy| — 1) and for each i € D', B queries DLOG oracle on pk;. Therefore, B

knows the value of f(i) fori € CS u D u D' U {0}. Since |CS U D u D" U {0} = t, B can

compute the value of ay, . . ., a;—; using Lagrange interpolation.
We now show how to compute the discrete log of Uy, Vi, ..., Uy, Vg, . Denote their discrete log
as uy, vy, ..., Ug,, Vq,. From the execution of C, we know dt(j) = (¢, k,d, ¢, z) # L if and only if

C queries DLOG on U. jdepkf. Therefore, denote DLOG(Ujdepkf) as the DLOG query associated

with dt(j). For each j € g, there are the following cases.

Case 0: Both dt(j) and dt'(j) are L. In this case, B computes u;, v; by directly querying oracle
DLoG(U;) and DLOG(Vj).

Case 1: Exactly one of dt(;) and dt'(j) is not L. Without loss of generality, assume dt(j) =
(i, k,d, c, z), which implies ¢* = Ujdepkf. B computes v; by directly querying oracle
DLoG(V;) and computes u; = z —d - v; — ¢ - f(4).

For all the following cases, both dt(j) and dt'(j) are not | and we denote (i, k,d, ¢, z) < dt(j)
and (¢, k', d',c,2") < dt'(j).

Case2: k # K or k = k' > k*. In this case, we know d = h, # h), = d and ¢* = Ujl/;-dpkf,

z—c f(i)—2'+c - f(¢)
d—d'

g = Ujde'pkf,/. Therefore, B computes v; = su; =2z —d-vj —c- f(i).
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Case 3: k£ = k' = k*. In this case, B computes v;, u, the same as Case 1.

Case 4: k = k' < k*. B computes v;, u; the same as Case 1. Also, in this case, we have d = d’
and ¢ = ¢. Therefore, B queries DLOG oracle once in order to simulate the DLOG queries
associated with dt(j) and dt'(7).

We now count the number of DLOG queries made by 5.

- B queries DLOG oracle |C'S| times queries for simulating query DLOG(pk;) made by C for
eachi e CS.

- B queries DLOG oracle |D’| times queries for computing ag, . . . , G;_1.

- For each j € q,, B queries DLOG twice for simulating query associated with dt(j) and dt’(5)

and computing u;, v; in case 0, 1, 2, 4 and queries 3 times in case 3.

Since the condition of case 3 is equivalent to j € Ty N Tyy, the total number of DLOG queries
made by B is equal to 2q, + |Ty4 N Tyy| + |CS| + | D’| = 2q5 + t — 1. Therefore, B wins the game
AOMDLggen. ]

9.5 Attacks for the FROST Schemes

FROST1 1s NOT TS-UF-4 SECURE. Consider the setting where n = 20 and ¢ = 3 and the adver-
sary A for the game TS-UF-4grosT; described in Figure 9.6. We now show that AdviSzaer (A, k) =

3 {11,15,20}

1. From the execution of PSIGNO, we know g = Rlsfllpkﬁl
is that /\%1,15,20} _ 15-20 25 5.10 _ /\ﬁ,lo,n}

. The key observation here

— [@5—11)(20—11) ~ 3 ~ (5—11)(10—11) . Therefore,

{11,15,20} {5,10,11} {5,10,11}
z di1 ,ro+r3+se-dis+ss-dao 5[ M1 € A5 ‘€ 1 Mo c
g° = RiST"yg pkii pks pkio

— Rg®Siets.101) AP sk _ p oke |
which implies (M, (R, z)) is valid for pk. Also, it is clear that curSS, (Ir) = {11} and HSnir.SS =
{11, 15,20}, which implies the condition tf,(/r) does not hold. Therefore, A wins the game
TS-UF-4FrosT1 With probability 1.

The reason why the attack is possible for FROST1 is because the honest server 11 replies to the
leader request /r with tokens /r.PP(15) and [r.PP(20) not generated by the honest servers 15 and
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Adversary AINIT,PPO,PSIGNO,RO .

CS « {5,10} ; (pk, aux, {sks, skig}) «s INIT(CS)

(R1,51) «sPPO(11) ; s9,72, 53,13 <3 Zy

Ir.msg «— M ; Ir.SS « {11, 15,20}

Ir.PP(11) <« (R1,S1) ; Ir.PP(15) < (g™, ¢%2) ; Ir.PP(20) < (g™, ¢°%)

z1 < PSIGNO(11, Ir)

Fori € {11,15,20} do d; < RO(1, pk, Ir, )

R« R Shtgratrstszdistssda ;¢  RO(2, pk, R, M)

Z < 21 +7T9+ 713+ 89 -dis+ 83+ dog + c()\é‘%’lo’ll} - sky + )\ig,lmll} - skig)
Return (M, (R, z))

Figure 9.6: Adversary 4 that wins the game T'S-UF-4grost1, Where M is a fixed message.

20 but by the adversary instead. Therefore, the attack is prevented by the general transformation
from TS-SUF-3 security to T'S-SUF-4 security described in Figure 8.6 since after the transfor-
mation an honest server replies to a leader request only when all the tokens within the request
are authenticated by the corresponding servers, and it is not possible for the adversary to generate

authenticated tokens on behalf of honest servers.

FROST2 1s NOT TS-UF-3 SECURE. Consider the setting where n = 4 and ¢t = 3 and the adversary
A for the game TS-UF-3grost2 described in Figure 9.7. We now show that AdvEsoes, (A, k) = 1.

) A(1.2.3)
From the execution of PSIGNO, we know ¢** = R;S¢pk;* . Therefore,

¥ Aé1’3’4}-c )\4{11,3,4}.C

“ = RSPk ok k
g° = R{57 "pky PKs PKy4

1,3,4
= Rg°Zictis.) A s

k; _ R . pkc ’

which implies (M, (R, z)) is valid for pk. Also, it is clear that curSS,(Ir) = {1} and {i € HS n
Ir.SS : Ir.PP(i) € PP;} = {1,2}, which implies the condition tf3(/r) does not hold. Therefore,
A wins the game TS-UF-3grost2 With probability 1.

FROST3 1s NOT TS-UF-2 SECURE. Consider the setting where n = 2 and ¢t = 2 and the adversary
A for the game TS-UF-2rgosts described in Figure 9.8. We now show that AdvErac?, (A, k) =
1

{1,2}

(12}, ,
1. From the execution of PSIGNO, we know ¢ = R, S%pk]!  and g = R,Sdpk)’

C
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Adversary AINIT,PPO,PSIGNO,RO .

CS < {3,4} ; (pk, aux, {sks, skq}) «<s INIT(CS)

(R1,51) <s PPO(1) ; (Ra, S3) «—s PPO(2) ; v « AlL34} /51123
Ir.msg < M ; Ir.SS — {1,2,3}

Ir.PP(1) < (Ry, 1) ; Ir.PP(2) < (Ra, S5)

Ir.PP(3) — (R} 'Ry, 577'S;Y)

z1 < PSIGNO(1, Ir)

d — RO(1,pk, Ir) ; R — R{S7%; ¢ — RO(2, pk, R, M)
Zze—y-21+ c()\f{gl’sA} - skg + )\il’SA} - sky)

Return (M, (R, 2))

Figure 9.7: Adversary A that wins the game T'S-UF-3grosT2, Where M is a fixed message.

Therefore,
{12} 1,2} (1,2} (1,2}
gF = RiSIpkT “RySIpky? ¢ = RiRy(S19:) (pkyt pky?  )° = R - pk°
which implies (M, (R, z)) is valid for pk. Also, itis clear that curSS ({r1) = {1} and curSS, (Iry) =
{2}, which implies the condition tf,(/r) does not hold. Therefore, A wins the game T'S-UF-2grosT3

with probability 1.
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Adversary AINmPPO,PSIGNO,RO .

CS — & ; (pk,aux, L) «s INIT(CS)

(Ry,51) «<s PPO(1) ; (Rg,S2) «<s PPO(2)
Iri.msg «— M ; Ir1.SS «— {1,2} ; lr1.aggPP — (R1 R, 5152)
Ir1.PP(1) « (R1,51) ;5 Ir1.PP(2) <s (gR2, g52)
(
)

lrog.msg «— M ; Ira.SS «— {1,2} ; lro.aggPP —
lro.PP(1) « (gR1,9S51) ; lro.PP(2) «—s (Ra, So
21 < PSIGNO(l, l7’1); 29 < PSIGNO(2, 17‘2)

R R3, 5152)

d < RO(1, pk, Ir.SS, Ir.msg, Ir.aggPP) ; R < Ry R5(S5159)%; ¢ «— RO(2, pk, R, M)

Z <« 21+ 29
Return (M, (R, 2))

Figure 9.8: Adversary .4 that wins the game TS-UF-2prost3, Where M is a fixed message.
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Chapter 10

PARTIALLY NON-INTERACTIVE THRESHOLD SIGNATURES FROM
LINEAR HASH FUNCTIONS

In this chapter, we first give the definition of linear hash functions and algebraic one-more
preimage resistance (AOMPR) of a linear hash function family. Then, we show that AOMPR is
implied by collision resistance of the linear hash function family, and that such linear hash function
family can be instantiated from pairing-free groups based on the DL assumption. Finally, we give

new threshold signature constructions based on linear hash functions.

10.1 Linear Hash Functions

The notion of linear hash functions is introduced in [80, 81], which is in turn adapted from [10].
We adapt the definition from [80] by additionally requiring the scalar set S to be a field and D and
‘R to be S-modules, which is necessary for the reduction from collision resistance to AOMPR and

for our constructions in Section 10.4 to work.

Definition 10.1.1. A linear hash function family LHF is a pair of algorithms (PGen, F) such that

a) PGen is a randomized algorithm that takes as input the security parameter 1" and returns the
system parameter par that defines three sets S = S(par), D = D(par) and R = R(par),
where S is a field, and D and R are S-modules. Moreover, we require |S| = 2%,|D| = 2~,

and |R| = 2".

b) F is a deterministic function that takes as input the system parameter par and an element
x € D and returns an element in R such that F(par,-) : D — R is a epimorphism of S-
modules. Moreover, F is not a monomorphism, which is equivalent to there exists z* € D
such that z* # 0 and F(par, z*) = 0. For simplicity, we omit par from the input of F from

now on.
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Game CR{}e (k) :

par < PGen(1%)

(21, 12) <3 A(par)

If x1 # x9 and F(x1) = F(x2) then
Return 1

Return 0

Figure 10.1: The CR security game for a linear hash family LHF = (PGen, F).

COLLISION RESISTANCE. Collision resistance of linear hash functions is analogous to collision

resistance of cryptographic hash functions, which ensures that it is hard to find two distinct inputs
that map to the same output. The CR’C‘HF game is defined in Figure 10.1. The corresponding
advantage of A is defined as Adv{ (A, k) := Pr [CRfHF =1].

10.2 Algebraic One-more Preimage Resistance

We introduce the notion of algebraic one-more preimage resistance (AOMPR) for linear hash func-
tions, which is formally defined via the game AOMPR{};¢, as described in Figure 10.2. It guar-
antees that any adversary given a description of a linear hash function (S, D, R, F) cannot invert
q + 1 challenges X1, ..., X 41, where X; = F(x;) for x; «<—s D, by making at most ¢ queries to
the PI oracle that, on any input Y € R that is an affine combination of the challenges, outputs
an element in the preimage of Y. It is syntactically analogous to the algebraic one-more discrete
logarithm (AOMDL) problem [105], where the adversary wants to compute the discrete logarithms
of ¢ + 1 random challenges in G by making at most ¢ queries to the DLOG oracle, which outputs
the discrete logarithm of the input Y only when Y is an affine combination of the challenges and
the combination is known to the adversary.

The following theorem, our main result on AOMPR, shows that AOMPR of a linear hash

function family is implied by its collision resistance.

Theorem 10.2.1. For any linear hash function family LHF and any AOMPR adversary A making

at most q queries to CHAL, there exists an adversary B for the CR"' game running in a similar
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Game AOMPR{}¢ (k) : Oracle CHAL() :

par s PGen(1%) cid « cid + 1

cid <~ 0;£«0 Teid <3 D5 Xeia < F(zcia)

{Yi}iefia) — AP (par) Return Xciq

If ¢ = cid then return 0 Oracle PI(Y, a, {5i}ie[cid]) :

it Iv{;tjrr[id] F(yi) = Xi then Require: Y = F(a) + Xiceia) Bi Xi
{0 —0+1

Return 0 Return o + Zie[cid] Biz;

Figure 10.2: The AOMPR game for a linear hash function family LHF = (PGen, F). For the inputs
of PI, X isin R, avis in D, and each (3; is in S.

running time as A such that Adv{}\f”" (A, k) < 2Advie(B, k) .

Proof of Theorem 10.2.1. Given an adversary A for the AOMPR""F game, without loss of gen-
erality, we assume that 4 is deterministic, queries CHAL exactly q times, and queries PI exactly
q— 1 times. The construction of /3 is straightforward. After receiving par from the CR""F game, B
runs A on input par by simulating the oracles CHAL and PI exactly the same as in the AOMPR""F
game. After A outputs {y; }ic[q, if

34 € [q] such that F(y;) = X, and y; # x;, (10.1)

where z; and X; are generated in the oracle CHAL, then 5 outputs (z;, y;). Otherwise, B aborts.

ANALYSIS OF B. Denote the event WINg as after A returns, the condition (10.1) holds. If WINg

occurs, B wins the CR"" game since F(z;) = X; = F(y;), which implies Adv{lc(B,r) =
Pr[WIN3].

It is left to show that Pr [WINg] > 1Adv{}f" (A, ). Since A is deterministic, the execution of
A is fixed given the pair (par, x), where & € DY denotes the randomness generated in the oracle
CHAL. Denote the event WIN 4 as A wins the AOMPR""F game simulated by B. Since 3 simulate
the game perfectly, we know Pr[WIN 4| = Adv(}£"" (A, k). For each par, denote

Wy := {x | WIN4 occurs given (par,x)} ,

Wi := {x | WINg occurs given (par,x)} .
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Claim 10.2.2. For each par, there exists a bijection ® : W — Wy such that for any x € Wy, we
have x € Wi v ®(x) € W;g.

From the above claim, we can conclude the proof since

Pr[WINg]| = Pr[x € Wg]| = = (Pr[x € Wg| + Pr[®(x) € W;])

DN | —

1 1
> §Pr[az eEWg v ®(x) e Wg] = §Pr[a: € Wy
1 1
= SPrAWIN.Y] = SAdViG (A, k)
[

Proof of Claim 10.2.2. We construct ¢ as follows. For each & € W4, consider the execution of
A given (par, z). Denote B € S9~1*9 a5 the query matrix of the execution, which is defined as

follows.

Definition 10.2.3. Given an execution of an adversary A for the AOMPR game, where A makes
q queries to CHAL and { queries to Pl, define the query matrix of the execution as B € S**9 such

that

() - X 16))
20 1 e |ad

B;; = bi [ ] ,
0, 0.W.

where ﬂi(j ) and cidY) are the values of B; and cid when A makes the j-th query to PL.

We now define

O(x) = x + uPz*
where 2* € D and u'P) € S9 are defined in the following claim.

Claim 10.2.4. There exists z* € D such that F(z*) = 0 and for any matrix A € S where

0 < £ < g, there exists a vector uY) € 8% and i € [q| such that
Au™® =0 A Fie[q] : V2 20 (10.2)

Proof of Claim 10.2.4. Since F is not a monomorphism from D to R, there exists a non-zero ele-
ment z* € D such that F(2*) = 0. Since S is a field and A has rank at most ¢ < ¢, there exists a
non-zero vector w4 € S7 such that Au4) = 0. Also, since u(4) is non-zero, there exists i € [q]
- W 2 0. O

such that u,”’ # 0, and since S is a field and z* # 0, we have v,
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(B)

ANALYSIS OF ®. For simplicity, we use w to denote «'”’ in the following analysis. We first show

that the executions of A given (par,x) and given (par, ®(x)) are identical. Since F(®P(x)) =
F(x) + u-F(z*) = F(x) + u - 0 = F(x), the challenges output by CHAL are the same in the two
executions. For the j-th query to PI, suppose the prior views of 4 are identical. Then, A must

make the same query (X(j), al), {ﬁfj) }ie[cid(j)]> in both executions. Since Bu = 0, we have a/) +

Zie[cid(j)] ﬁz‘(j)mi =al) + <ﬂ(j))T x=al) + (:B(j)>T (@ +uz*) =al) + Zie[cidm] @(j) (©(x));,
where ﬁ(j ) denotes the j-th row of B. Therefore, A receives the same value from PI in both
executions. By induction, the views of A are identical in both executions and thus .4 outputs the
same values in both executions, which implies ®(x) € YW, and thus ® is a map from W, to Wy.

Then, it is not hard to see that x € Wi v ®(x) € Wpg. Since the executions of A given & and
®(x) are identical, the outputs ¥, . . ., yq of A are also identical in the two executions. Since there
exists ¢ € [q] such that u;z* # 0, we have either y; # x; or y; # x; + u; - z*, which means WINg
occurs either in the execution given « or ®(x).

It is left to show that @ is a bijection. Since both the domain and range of ® are ¥V 4, which is
a finite set, it is enough to show that ® is an injection. For any @, s € W4 such that ®(x;) =
®(x,), since the execution of 4 given «; is identical to that given ®(x;) and the execution of
A given x, is identical to that given ®(x,), we know the executions of A given x; and x, are
identical, which implies the query matrix B in the two executions are identical. Therefore, we
have ®(x,) = x; + uz* and ®(x3) = x5 + wz* for the same u € S9, which implies x; = .

This shows that ® is an injection. [
10.3 Instantiations From the Discrete Logarithm Problem

Following the instantiation from [80], a linear hash function family GLHF is instantiated from a

group generation algorithm GGen as follows.
- On input 1%, PGen runs GGen(1*) and receives a group description (G, p, g). Then, PGen

uniformly samples Z € G and returns k < (G, p, g, Z).

- Given k = (G, p,g,Z), define S := Z, , D := Z2 , R := G . Also, for any (z1, z3) € Z2,
define F(x1, z5) := g™* Z*2 .

- The operation over D is defined as follows. For any (z1,y1),(22,92) € D and s € S,

(331,?/1) + (1’2>y2) = (371 + To, Y1 + y2) and s - (ﬂfbyl) = (SIELSyl)-
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- The operation over R is defined as follows. For any x1,20 € R and s € S, x1 + 25 =

T1%9 , §- 1 = xj, where x1x5 and xf are the group operations of G.

The following theorem shows that GLHF is a linear hash function family and collision resis-
tance of GLHF is implied by the discrete logarithm assumption. Hauck et al. [80] shows similar

statements, and we also give the proof below for completeness.

Lemma 10.3.1. For any group generation algorithm GGen, GLHF[GGen| is a linear hash function
family (Definition 10.1.1). Moreover, for any adversary A for the CRCLHFGGen] game, there exists

GGen

an adversary B for the DLog game such that AdVg) ye(ggen) (A; K) < AdeGHgfn (B, k).

Proof of Lemma 10.3.1. Given par = (G, p, g, Z) output from PGen(1%) that defines (S, D, R, F),

we need to show

1. D and R are S-modules.
2. Fis an epimorphism from D to R but not a monomorphism.

3. The collision resistance of RLHF is implied by the RSA assumption.

PART 1.1Itis clear that D = G x G and R = G are Z,-modules.

PART 2.1t is easy to verify F is a homomorphism of S-modules, since for any b € S and (x1, 11), (22, y2) €
D,

F((z1,91) + b (22,92)) = F(z1 + bxy, y1 + byo)

_ x1+bx2 r7y1+by2

— gxl le (QIQ Zy2>b
= F(xhyl) + bF($27?/2) .

F is epimorphism since for any X € R, we have F(z,0) = X, where x denotes the discrete log of
X to the base g. Denote z as the discrete log of Z to base g, and F is not a monomorphism, since
F(z,—1) = g°Z71 = ¢°

PART 3. For any adversary A for the CR®-HF

After receiving (G, p, g, Z), B runs A with input (G, p, g, Z). If A wins the CR®"F by outputting

game, we construct BB for the DLog game as follows.

(@1,91), (x2,y2) € D, such that (x1,y1) # (22,y2) and F(z1,41) = F(x2,y2), we have g"' 2% =

g*2Z¥. Therefore, B can compute z = 2= and we have g* = Z. ]

1—Z2
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10.4 Threshold Signatures from LHF

OUR SCHEMES. Figure 10.3 shows the protocols FROST1-H and FROST2-H that are transformed

from FROST1 and FROST?2, respectively. In addition to the general transformation, we need to
pick an injection x.y : [n] — S. The choice of x., can be arbitrary, and the corresponding Lagrange

%j

coefficient for a set of index S < [n] and i € S is defined as A7 := [ jes\(i) -. We analyse the

correctness of the scheme in Section 10.4.1 Also, similar to the multi—signatu;e éase, we optimize

the schemes by sampling key shares from Dy, = D and setting the hash range to be Spasn = S.
The following theorems show that, under the AOMPR assumption, FROST2-H is TS-SUF-2-

secure and FROST1-H is T'S-SUF-3-secure in the random oracle model. We prove the theorems

using the same techniques from Chapter 9. Here, we briefly highlight the differences:

- We need to show that B simulates the T'S-SUF-2 and T'S-SUF-3 games perfectly when no
bad event occurs and that the bad events occur with a negligible probability when the secret

key is sampled from Dy, instead of Z,, and the randomness r; is sampled from D instead
of Zj,.

- We need to show that B can compute a preimage for each challenge (Claim 10.4.5 and
Claim 10.4.8) instead of the discrete logarithm to the base element. More precisely, the
problem can be described as follows. Denote the challenges by U;,..., U, € R. After
the interaction with A4, B computes a matrix A € S**¢ and a vector b € D’ such that
A-U = F(b), we need to show that A has full rank and thus 5 can compute a vector
u = A'b such that F(u) = U.

Theorem 10.4.1. For any TS-SUF-2 adversary A game making at most q, queries to PPO and
qn queries to RO, there exists an AOMPR adversary B making at most 2qs + t queries to CHAL
running in time roughly equal two times that of A such that

AV ey (A k) < y/a - (A (B, ) + (502)/27) |

where q = q, + qs + 1.

Theorem 10.4.2. For any TS-SUF-3 adversary A making at most qy queries to PPO and qy,
queries to RO, there exists an AOMPR adversary B making at most 2qs + t queries to CHAL
running in time roughly equal two times that of A such that

AV ey (A, 5) < 4 - q -/ (AdVE™ (B, ) + 6q/27)
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Algorithm Setup(17) :

Algorithm LPP (7, pp, sto) :

par «s PGen(1%)

Return par

Algorithm KeyGen() :

stg.curPP; « stg.curPP; u {pp}

Return st

Algorithm LR(M, SS, sty) :

Fori e [0..t — 1] do
a; <3 Dyey

For i € [n] do
sk; «s ZE;
pk; < F(sk;)

pk < F(ao)

aux < (pky,...

1
045 "%

, Pky,)
Return pk, aux, {sk; };e[1..n]

Algorithm SPP(st;) :

r<«sD;s«sD

pp < (F(r),F(s))
st;. mapPP(pp) < (r, s)
Return (pp, st;)

Algorithm Vf(pk,m, sig) :

(R, s) < sig
¢ — Ha(pk,m, R)
Return (F(s) = R + ¢ - pk)

Ifdie SS : stg.curPP; = F then
Return L
Ir.msg «<— M ; Ir.SS < SS
Fori e S5 do
Pick pp; from stg.curPP;
Ir.PP(i) <« pp;
stg.curPP; « stg.curPP;\{pp;}
Return (Ir, st)

Algorithm PS(ir, i, st;) :

pp; < Ir.PP(7)

If st;.mapPP(pp,) = L then
Return (L, st;)

(i, 5i) < sti.mapPP(pp;)

st;. mapPP(pp;) — L

(R, ¢, {d;}jeirss)
<« CompPar(st;.pk, Ir)

zi i +di - s +c- ArSS st sk

Return ((R, z;), st;)

Algorithm CompPar(pk, Ir) :

m <« lr.msg ; (R*, s*) « sig
For ¢ € Ir.SS do
d; < Hi(pk, lrvi)‘

(R;, S;) « Ir.PP(7)
R Yicirss(Ri + diS;)
¢ < Ha(pk, M, R)
Return (R, ¢, {d; }icir.ss)
Algorithm Agg(PS, stg) :
R—1;2«<0
For (R',2’) € PS do
If R= 1then R — R’
If R # R’ then return (L, stg)
ze—z+2
Return ((R, z), stg)

Algorithm SVf(pk, Ir, sig) :
(R*, z*) « sig
(R, c,{d;}jeirss)
« CompPar(st;.pk, Ir)
Return (R = R¥)
A (F(z*) = R+ ¢ pk)

Figure 10.3: The protocol FROST1-H[LHF] and FROST1-H[LHF], where LHF = (PGen,F) is
a linear hash function family. The protocol FROST1-H contains all but the dashed box, and the

protocol FROST2-H contains all but the solid box. Further, n is the number of parties, and ¢ is

the threshold of the schemes. x is an injection from [n] to S and A\-5° denotes the Lagrange

coefficient which is computed as A7~ := [

X5
JeS\{i} x;—x;

bijection between Dy, and S.

. Diey is a subset of D such that F is a
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where q = q, + qs + 1.

To instantiate FROST1-H and FROST2-H in pairing-free groups, we set Dy, := {(z,0)
x € Z} and Spuen 1= S. It is clear that char(S) = p > 2%, F is a bijection from Dj., to R, and
|Shash| = |S| = 27. Also, for instantiating FROST1-H and FROST2-H, we set x; := i.

By combining Theorem 10.2.1 and Lemma 10.3.1 with the above theorems, we show the se-
curity of FROST1-H and FROST2-H instantiated from GLHF (defined in Section 10.3) under the

discrete logarithm assumption in the random oracle model.

10.4.1 Correctness of FROST1-H and FROST2-H

For the correctness of the schemes, we just need to show Shamir’s secret sharing scheme works

over D. More precisely, we want to show for any S < [n] with size ¢, we have

D Ask; = aq | (10.3)
€S
where
t—1 ' “.
ki = xS = ’
SK; ZCL]XZ, i H X'—Xi7
j=0 jes\{iy Y
for each i € S and some aq,...,a;_1 € D.

Claim 10.4.3. For any S < [n] with size t and any integer 0 < k < t, we have

1, k=0
Z ASxk — . (10.4)
ieS 0, k=0
With the above claim, we can show (10.3) since

t—1

t—1
Z)\fski = Zx\fz%xz = Zajz/\fxg

€S €S j=0 7=0 €S

t—1
=Zaj-l{j=()}=a0.
j=0

Proof of Claim 10.4.3. Define f(z) = x*. By the polynomial interpolation over the field S, we
have Y ._¢ A7 f(x;) = f(0), which proves claim. O
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10.4.2  Proof of Theorem 10.4.1

Let A be an adversary as described in the theorem. Denote the output message-signature pair
of A as (m*, sig" = (R*, 2z*)). Without loss of generality, we assume .4 always queries RO
on Hy(pk, m*, R*) before A returns and always queries RO on H;(pk, Ir) prior to the query
PSIGNO(i, Ir) for some 7 and [r. (This adds up to g, additional RO queries, and we let q =
dn + gs + 1.) Denote Ir* as the leader query such that Hy(pk, ir*) is the first query prior to the
query Hy(pk, m*, R*) satisfying SVf(pk, ir*, sig*) = true. If such ir* does not exists, Ir* is set

to L. Denote the event F; as
Vf(pk,m*, sig*) A (Ir* =1L v curSS (Ir*) <t —|CS|) .

It is clear that if A wins the game TS-SUF-2FROST2-HILHF] “then F must occur, which implies
PrlEy] = AdvtFS,;f)qu}QQ_H[LHF] (A). Therefore, the theorem will follow from the following lemma.

(We isolate this statement as its own lemma also because it will be helpful in the proof of Theo-
rem 10.4.2 below.)

Lemma 10.4.4. There exists an adversary B for the AOMPRY"WF game making at most 2q5 + t

queries to CHAL such that

Pr{E1] < \/a- (AdViTR" (B) + 5q2/2°)
Moreover, B runs in time roughly twice that of A.

Proof of Lemma 10.4.4. We first construct an algorithm C compatible with the syntax in Lemma 9.2.3
and then construct B from Fork®. The input of C consists of par that defines a linear hash func-
tion (S, D, R, F) and uniformly random elements Ay, . .., haq € Shash. Also, C can access oracles
CHAL and PI defined the same as those in the AOMPR"F game. (We can think of the oracles
as part of the input of C in the context of the Forking Lemma.) For simplicity, when C makes a
query (X, o, {f3;}) to PI, we omit the coefficients «, {3;} which are clear from the context. To
start with, C makes 2q, + ¢ queries to CHAL and denotes the challenges as Ay,. .., A, 1, Uy, Vi,
..., Uq,, Vg, € D. Then, C initializes all the states sto, . . ., st,. In addition, it initializes counters
ctrg,ctry to 0 and a function dt to an empty table, which are used to record the PI query related
to each (U, V;). C also initializes carLR <« ¢J to record all leader requests that appears during
the game and initializes ctrPP to an empty table, which are used to record the counter correspond-

ing to each token generated by honest parties. We also use a flag BadPPO to denote whether a
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bad event occurs, which are initially set to false. Then, C runs .4 with access to the oracles
I/I\TIJT, 13136, PéI\GN/O, ﬁ\é, which are simulated as follows.

INIT(CS): C initializes H to an empty table and sets pk < Aq, pk; = H;;E A;-x] fori € [n], and
sk; < PI(pk;) fori € CS. C samples G; <—s Dyey fori € [0..(t—1)] and sets sk; < Z;;B a;x!
for i € CS. Then, C computes a polynomial f(x) = Zﬁ;é w;x* such that p; € D for
ie[0.(t—1)], f(x;) = sk; — sk; fori € CS, and f(x;) = 0 for i € S’, where S’ < [n]
denotes the set of the first (£ — | C'S|) honest parties. ! C sets pk; < pk; + F(f(x;)) fori e [n].
Finally, C returns (pk,aux = (pky, ..., pk,), {ski}iccs)-

RO query H,(z): If Hi(z) # L, C returns H,(z). Otherwise, parse  as (pk, lr). If the parsing
fails or ka # pk, C sets Hy(x) «—s Syasn and returns Hy (). Otherwise, C increases ctry, by 1,
sets Hy(z) < hoctr, —1, and adds Ir to curLR. Also, C computes R <« >, << (R; + hocpr,—1-
S;), where (R;,S;) < Ir.PP(i). If Hy(pk, lIr.msg, R) = L, C sets Ha(pk, lr.msg, R) =
haoctr,, - In addition, define mapLR(ctr,) := Ir and set curLR « curLR u {ir}. Finally, C

returns Hy ().

RO query Hy(z): If Hy(z) # L, C returns Hy (). Otherwise, parse z as (pk, m, R). If the parsing
fails or ka # pk, C sets Hy(x) «<—s Spasn and returns Hy (). Otherwise, C increases ctry, by 1

and sets Ho(x) < hocty, . Finally, C returns Hy(z).

PPO(i) query: Same as in the game TS-SUF-2FROST2H except in the simulation of algorithm
SPP, C first increases ctrs by 1 and sets pp < (Uctr,, Vetr, ), sti.mapPP(pp) < (0,0), and
ctrPP(i, pp) < ctrs. In addition, BadPPO is set to t rue if there exists ir € curLR such
that Ir.PP(i) = (Uetr,, Vetr, )-

PSIGNO(i, Ir) query: Same as in the game TS-SUF-2FROST2H except in the simulation of algo-
rithm PS, if st; mapPP(pp) # L, C sets

zi < PL(U; + d;V; + ¢ A% - pk;)

where j « ctrPP(i, Ir.PP(i)). In addition, C sets dt(j) « (i, k,d;, cAI"SS, z;), where k

denotes the index such that H; (pk, Ir) is set to hox_; during the simulation.

ISince the degree of f is t and we fix ¢ points of f, f is fixed and we can compute the coefficients of f by solving
a linear equation.
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After receiving the output (m*, sig* = (R*, 2*)) from A, C returns L if BadPPO = true or
E, does not occur. Otherwise, C finds the index [ such that Hy(pk, m*, R*) is set to h; during the
simulation. By our assumption of .4, we know such I must exist. Then, C returns (/, Out), where

Out consists of all variables received or generated by C.

ANALYSIS OF C. To use Lemma 9.2.3, we define S := {2k}ic[1.q and |G as the algorithm that

runs PGen(1%) and outputs par. From the simulation, we know the output index I of C is always
inS.

It is not hard to see C simulates the game TS-SUF-2FROST2H perfectly, which implies acc(C) =
Pr[E,]—Pr[BadPPQ], where Pr [ E,] refers to the probability in the original TS-SUF-2FROST2-HILHF]
game with A (as in the lemma statement), whereas Pr [BadPPO] is the probability that BadPPO =
true at the end of C’s execution. Since (U;, V;) is sampled uniformly from R. Therefore, for each
PPO(i) query, the probability BadPPO is set to true is less than |curLR|/|R| < q5,/2". There-
fore, we have Pr[BadPPO] < q,q;/2". By Lemma 9.2.3,

acc(ForkC) > (Pr[E1] — q.9,/27)?/q = Pr[E1)?/q — 2Pr[E1]q.qn /(2" - q)
> Pr[E1]?/q —q/2" .

CONSTRUCT B FROM Fork®. We now give a construct of the AOMPR adversary B using Fork’,

and the available CHAL and PI oracles. To start with, 3 receives par from the AOMPR""" game
and runs Forkc(par). All the CHAL queries from the first execution of C are relayed by B to its
own CHAL oracle, and for all the CHAL queries from the second execution of C, B answers them
with the same challenges as the first execution. All the PI queries from Fork® are relayed by B to
its own PI oracle. Without loss of generality, we can assume all the challenges are different, since
otherwise, BB can solve them trivially. Denote the event BadHash as {hy, ..., hog}n{h}, ... ho ) #
&, where hy, I, ... hag, hy, generated in the execution of Fork® are same. Since the hash values
are sampled uniformly from Sy.q, we know Pr[BadHash] < 492/ |Spasn| < 492/2%. Then, we can

conclude the proof with the following claim, which implies

AdviP" (B) = acc(Fork®) — Pr[BadHash] = Pr[FE;]%/q — 5¢2/2% .
O

Claim 10.4.5. B can win the game AOMPR| i, if Fork® returns (I, Out, Out’) and BadHash does

not occur.
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Proof. We directly use the notations in the description of C to denote the variables in Out and
use ()’ to denote the variables in Out’. The total number of the CHAL queries is ¢ + 2q, and the
corresponding challenges are Ay, ..., A;_1,U1, V4,...,Uq., V.-

We first show how to compute aq, . .., a,—1 such that F(a;) = A;. By the execution of Fork®,
we know (pk,m*, R*) = (pk’,m* R*) and pk = Ay. Since I € S, let k* = I/2. It is not
hard to see that mapLR(k*) = Ir*. (If mapLR(k*) = L, Ir* is also L.) Since BadHash does
not occur, we have Hy(pk, m*, R*) = h; # h} = H,(pk,m*, R*). Since F(z*) = R* + h;A,,
F(z*') = R* + b, Ay, we have F(z* — 2*") = (h; — ;) Ao and therefore B computes ag < th_—i’, .

Define Ty, := {j : (i,k,d,c,z) < dt(j),k = k*}. Foreach j € Ty, N Tyy, let (i, k,d, ¢, z) <
dt(j) and (', k', d', ¢, 2") « dt'(j), and we have F(z) = U; + dV; + ¢ - pk;, F(2') = U; + d’de/ +

¢ - pky, ¢ = hyAFTSS and ¢ = R,AYTSS. Since BadPPO = false during both execution

of C, we know (U;, V) is returned by a query PPO(%) prior to the query Hy(pk, M*, R*) during
the first execution of C. Since the two executions of C are exactly the same prior to the query
Hy(pk, m*, R*), we know ¢ = i. Also, we know d = hgg_1 = hogx_1 = how_1 = d’', which
m, which
satisfies F(y;) = pk;. Denote D := {i}jer, ~1,,,(i.k.dc,2)—dt(j)- Since Ey occurs in the first execution
of C, we know |Ty:| = |curSS,(Ir*)| < t—|CS|. Therefore, we know |D| = |TyenTyy| < t—|CS].
Therefore, BB can pick an arbitrary set D’ € HS\D with size (t — |C'S| — |T4 n Tyy| — 1) and for
eachi € D', B sets y; < PI(pk;). Denote D;,; = CS v D u D', and we have |D;,;| =t — 1 and
for each i € Dy, B knows y; such that F(y;) = pk;. Since pk; = F(f(x;)) + Ao + Xjcp 1) 45 - xJ,

implies F(z — 2/) = Ai™SS(h; — 1)) - pk,. Since h; # h'y, B computes y; <

denote D,y = {i1,...,4;_1} and we have

Al F(yu - f(Xh) - aO) Xiy e Xfl_l

M-l ... | = ,where M = | .. 1 |. (10.5)
A F(yiiy — f(%ii2y) — ao) iy v XL

Since M is a Vandermonde matrix, we know M has full rank and thus B can compute a4, ..., a; 1

from (10.5) such that F(a;) = A; for ¢ € [t — 1]. Further, for i € [n]\Dyy, B computes y; «
F) + 2jeqo -1y Y -x!, which satisfies F(y;) = pk;.

We now show how to compute uy, vy, . .., Uq,, Vg, such that F(u;) = U; and F(v;) = V;. From
the execution of C, we know dt(j) = (i, k,d, ¢, z) # L if and only if C queries P on U; + dV; +
c - pk,. Therefore, denote U; + dV; + c - pk; as the PI query associated with dt(j). For each j € q,,

there are the following cases.
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Case 0: Both dt(j) and dt'(j) are L. In this case, B computes u; and v; by directly querying

oracle Pl on U; and V.

Case 1: Exactly one of dt(j) and dt'(j) is not L. Without loss of generality, assume dt(j) =
(i,k,d, c, z), which implies F(z) = U; + dV; + ¢ - pk;. B computes v; by directly querying

oracle PI and computes u; < 2z —d - v; — ¢ - y;.

For all the following cases, both dt(j) and dt'(j) are not | and we denote (i, k, d, ¢, z) < dt(j)
and (', K, d', &, ') — dt'(§).

Case2: k # k' or k = k' > k*. In this case, we know d = hg,_1 # hl, ; = d and F(2) =

z—cy;—2z' +cyy

Uj +dV; +c-pk;, F(2') = U; + d'V; + ¢ - pk;. Therefore, B computes v; «— T,

and u; < z —d-v; —c-y,.
Case 3: k£ = k' = k*. In this case, B computes v;, u; the same as Case 1.

Case4: k = k' < k*. B computes v;, u; the same as Case 1. Also, in this case, we have d = d’
and ¢ = /. Therefore, B queries PI oracle only once in order to simulate the PI queries

associated with dt(j) and dt'(j).

We now count the number of PI queries made by B.

- B queries PI oracle |CS| times queries for simulating query PI(pk;) made by C for each
ie|CS]|.

- B queries PI oracle | D'| times queries for computing aq, . . ., a;_1.

- For each j € q,, B queries PI twice for simulating query associated with dt(j) and dt'(j)

and computing u; and v; in case 0, 1, 2, 4 and queries 3 times in case 3.

Since the condition of case 3 is equivalent to j € Ty, N Ty, the total number of PI queries made
by B is equal to 2qs + |[Tge N Tye| + |CS| + |D'| = 2q5 + t — 1. Therefore, B wins the game
AOMPR| HE. [
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10.4.3  Proof of Theorem 10.4.2

Let A be the adversary described in the theorem. Denote the output message-signature pair
of A as (m*, sig* = (R*, z*)). Without loss of generality, we assume .A always queries RO
on Hy(pk,m*, R*) before A returns and always queries RO on H;(pk, lr, ) prior to the query
PSIGNO(i, Ir) for some i and [r. (This adds up to g, additional RO queries, and we let q =

an + gs + 1.) Denote ir* as the leader query such that Hy (pk, Ir*, ) is the first RO query prior to
the Hy(pk, m*, R*) query for some i satisfying SVf(pk, Ir*, sig*) = true. If such Ir* does not

exist, Ir* is set to L. Denote the event E; as
Vf(pk, m*, sig*) A~ (Ir* =L v curSS_(Ir*) <t —|CS|) .
Denote the event F), as
Vf(pk, m*, sig*) A Ir* # L A curSS (Ir*) # {i € HS n Ir*.SS : Ir* .PP(i) € PP;} .

If A wins the game TS-SUF-3FROSTIH and jr* 2 | we know either curSS, (Ir*) < ¢t — |CS|
or curSS_ (Ir*) # {i € HS n Ir*.SS : Ir*.PP(i) € PP;}. Therefore, if A wins the game
TS-SUF-3FROSTIH “then either £, or E, occurs, which implies

AdVF:sR_’?)qu'-I'?i—H[LHF] (A) < Pr[El] + Pr[Eg] < QmaX{Pr[El], PF[EQ]} .
Thus, we conclude the theorem with the following two lemmas.

Lemma 10.4.6. There exists an adversary B for the AOMPR"Y game making at most 2q, + t
queries to CHAL such that

PrLEL] < y/a- (AdVTR (B) + 3q2(n + 1)2/2)
Moreover, B runs in time roughly equal two times that of A.

Lemma 10.4.7. There exists an adversary B for the AOMPR"WF making at most 2q, queries to
CHAL such that

Pr{Es] < - gy 2(AdviS (B) + 1/27)

Moreover, B runs in time roughly equal two times that of A.
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This completes the proof of the theorem, subject to proofs of the lemmas that we discuss next.
The proof of Lemma 10.4.6 is almost the same as Lemma 10.4.4, so we omit the full proof. The
only difference is that C takes as input hy, ..., h,4+1)q in order to simulate all RO queries. For a
RO query H; (pk, I, %), C first enumerates all 7’ € [n] and assigns h(ctr, —1)(n+1)+s t0 Hi(pk, Ir,i’).
Then, C computes the nonce R for Ir and assigns Acgr, (n+1) to Ho(pk, Ir.msg, R) if it is not assigned
any value yet. Similarly, for a new RO query H, (pk, M, R), its value is set to hcy, (n+1)- The rest

follows by a similar analysis.

Proof of Lemma 10.4.7. We first construct an algorithm C following the syntax of the algorithm
described in Lemma 9.3.4 and then construct B from Fork®. The input of C consists of par that
defines a linear hash function (S, D, R,F) and uniform random elements Ay, ..., M, € Shash-
Similarly to the proof of Lemma 10.4.4, C can oracles CHAL and PI oracle and at the beginning,
start with, C makes 2q; queries to CHAL and denotes the challenges as Uy, Vi, ..., Uy, Vg, € D.
Then, C initializes all the states sto,...,st, as in the game TS-SUF-3FROSTIH “and initializes
the counters ctry,ctr, to 0 and the function dt to an empty table. C also initializes ctrPP to an
empty table, which are used to record the counter corresponding to each token generated by honest
parties. Then, C runs A with access to the oracles I/N\IJT, I;P\(/), P/SI\GN/O, f{\é, which are simulated
as follows. In the following description, we use ¢ to denote the index of parties, j to denote the
index of Uy, Vi, ..., Ug,, Vg,, and k to denote the index of hy, ..., hy.q.

IrN\ﬁ‘( CS): Cinitializes H to an empty table and samples ay, . . . , a;—; uniformly from Dj.,. Define
f(x) := 3"} a;a’. Then, C sets pk < F(ag), pk; < F(f(x;)) fori € [n], and sk; < f£(i) for
i € CS. Finally, C returns pk,aux = (pky, ..., pk,), {sk;}iccs-

RO query Hi(x): If Hi(x) # L, C returns Hy (x). Otherwise, C parses x as (pk, Ir, ) for some i €
[1..n]. If the parsing fails or pk # pk, C sets H; (z) «s Shasn and returns Hy (z). Otherwise,
C increases ctry, by 1 and sets Hy (pk, Ir, i) < hp(ctr,—1)+: for each ¢ € [n]. In addition, let
mapLR(ctry,) := Ir. Then, C computes R « Y., <o (R; + S{), where (R;, S;) < Ir.PP(i)
and d; = Hy(pk, Ir,). If Ho(pk, Ir.msg, R) = L, C sets Hy(pk, [r.msg, R) «<s Z,. Finally,
C returns H; (z).

RO query Hy(z): If Hy(z) = L, C sets Hy(x) «<—s Spasn- Then, C returns Hy ().



153

PPO(i) query: Same as in the game TS-SUF-3FROSTI"H except in the simulation of algorithm
SPP, C first increases ctrs by 1 and sets pp < (Uctr., Vetr, ) sti.mapPP(pp) < (0,0), and
ctrPP (7, pp) < ctrs.

PSIGNO(i, Ir) query: Same as in the game TS-SUF-3FROSTIH except in the simulation of algo-
rithm PS, if st;. mapPP(pp) # L, C computes

zi < PL(U; + diV;) + - NS5 f(3)

where j < ctrPP(i, pp). In addition, C sets dt(j) « (k,d;,z; — cA™SS - f(i)), where k

denotes the index such that H; (pk, ir, 7) is set to hy during the simulation.

After receiving the output (m*,sig* = (R*,z*)) from A, C returns (L, L, 1) if Ey does
not occur. Otherwise, we know curSS, (Ir*) > 0 and curSS, (Ir*) # {i € HS n Ir*.SS :
Ir*.PP(i) € PP;}. Therefore, there exists k* and i* such that i* € {i € HS n Ir*.SS : Ir*.PP(i) €
PP, }\curSS, (ir*) and mapLR(k*) = Ir*. (Since curSS, (Ir*) < {i € HS n Ir*.SS : Ir*.PP(i) €
PP;}, we must have {i € HS n Ir*.SS : Ir*.PP(i) € PP;}\curSS, (Ir*) # &J.) Since i* € {i €
HS n Ir*.SS : Ir*.PP(i) € PP;}, there exists j* € [1..q,] such that ir*.PP(i*) = (U, Vj). If
dt(j*) = L, C sets J « L. Otherwise, let (k,d, z) <« dt(5*) and C sets J = k. Then, C returns
(n(k* —1) +¢*, J, Out), where Out consists of all variables received or generated by C, including
ik I

ANALYSIS OF C. To use Lemma 9.3.4, we define IG as the algorithm that runs PGen(1*) and

outputs par. The output J is either L or in [1..(n - q)]. It is not hard to see that C simulates
the game TS-SUF-3FROSTIH perfectly, which implies acc(C) = Pr[E,], where Pr[E,] refers to
the probability in the original TS-SUF-3FROSTI"H game with A (as in the lemma statement). By
Lemma 9.3 .4,

Pr[E;]? _ Pr[E,]?
n-qn-q+1)  2n2q?

acc(Fork$) >

CONSTRUCT BB FROM Fork®. We now give a construct of the AOMPR adversary B using Fork®,
RLHF

and the available CHAL and PI oracles. To start with, 3 receives par from the AOMP game
and runs Fork®(par). All the CHAL queries from the first execution of C are relayed by B to its
own CHAL oracle, and for all the CHAL queries from the second execution of C, B answers them

with the same challenges as the first execution. All the PI queries from Fork® are relayed by B
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to its own PI oracle. Without loss of generality, we can assume all the challenges are different,
since otherwise, B can solve them trivially. Denote the event BadHash as h; # h’, where I are
outputted by the first execution of C. Since h;, I are independent of 1, we know Pr[BadHash] <

1/|Shasn| < 1/2%. Then, we can conclude the proof with the following claim, which implies

PF[E2]2

2n2q?

Adv™P" (B) > acc(Fork$) — Pr[BadHash] > —1/2%.

]

Claim 10.4.8. B can win the game AOMPR i, if Fork® returns (I, Out, Out') and BadHash does

not occur.

Proof. We directly use the notations in the description of C to denote the variables in Out and
use (+)" to denote the variables in Out’. The total number of the CHAL queries is 2qs and the
corresponding challenges are Uy, Vi, ..., Ug,, Vq..

We now show how to compute u;, v; for each j € [q,] such that F(u;) = U; and F(v;) = V;.

There are the following cases.

Case 0: Both dt(j) and dt'(j) are L. In this case, B computes u;, v; by directly querying oracle
PI(U;) and PI(V}).

Case 1: Exactly one of dt(;) and dt'(j) is not L. Without loss of generality, assume dt(j) =
(k,d, z), which implies F(z) = U; + dV;. B computes v, by directly querying oracle P1(V})

and computes u; <« z — d - v;.

For all the following cases, both dt(j) and dt'(j) are not | and we denote (k,d, z) < dt(j) and
(K d,2") < dt'(5).

Case 2: d # d'. In this case, B computes v; = = uy =z — d-vj.

Case 3: d = d'. In this case, B computes v, u; the same as Case 1. Also, since d = d', B queries

PI oracle only once in order to answer queries PI(U; + dV;) and PI(U; + d'V;) from Fork®.

From the execution of C, we know dt(j) = (k,d, z) # L if and only if C queries PI on (U; + dV}).
Therefore, denote (U; + dV;) as the PI query associated with dt(j). For all the above cases, B
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queries PI oracle twice for simulating PI queries associated with dt(j) and dt'(j) and computing
Uj, v;.

We now show how to compute u;+ and v;«. From the execution of Fork$, we know pk = pk’
and mapLR(k) = mapLR’(k) for all k¥ < I, which implies Ir* = mapLR(I) = mapLR/(I) =

Ir*

Since Es occurs in both executions of C, we know SVf(pk, Ir*, (R*,z*)) = true and
SVf(pk, ir*, (R*, z*')) = true are valid. Therefore, F(z*) = R* 4+ F(agc), R* = Y, + ss(Ri +
4:S;), g7 = R¥ + F(apc), RY = Y.« ss(Ri + diS;), where (R;,S;) = Ir.PP(i), ¢ =
Hy(pk, M*, R*), ¢ = H,(pk, M*, R*'), and d; = Hy(pk, Ir*,i), d; = H(pk, Ir* 7). Since for

each i # i* we have d; = hykx_1)4; = d;, we have

F(z* — 2*) = R* — R* + F(ag(c — ¢)) = (dix — d}x)Six + F(ag(c — ¢)) .

Therefore, C can compute v, = %ﬁifﬂ. If J = 1, B computes u;+ by querying PI(U;«)
directly. In this case, B queries PI only once to compute u;+ and v;«. If J # L, let (k,d,z) <
dt(;*) = and (K, d',2’) < dt(j*). Then, B computes u;«+ = z — d - v;+. Since 1* ¢ Sy(Ir),
we know k # I.(Otherwise, suppose k = I. Since [ = n(k* — 1) + ¢* and mapLR(k*) = Ir”,
we know a PSIGNO(i*, Ir*) is made and does not return | during the simulation, which implies
i* € Sy(Ir*).) Thus, wehave k' = J = k # [ and d = h; = d’, which means B only needs to query
PI once to simulate the PI queries associated with dt(;*) and dt'(j*). Therefore, the total number

of PI queries made by 13 is equal to 2q, — 1, which implies 3 wins the game AOMDL"". [l
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Chapter 11

THE ALGEBRAIC ONE-MORE MISIS PROBLEM AND
LATTICE-BASED THRESHOLD SIGNATURES: INTRODUCTION

One-more assumptions enable proofs of security for several interactive protocols, most notably
identification schemes, threshold signatures, multi-signatures, and blind signatures. The perhaps
most prominent example is the one-more discrete logarithm assumption (OMDL) [16], which re-
quires the hardness of computing () discrete logarithm instances given access to an oracle that
allows the adversary to compute () — 1 discrete logarithms of arbitrary group elements. It has been
used throughout several security proofs (e.g., cf. [16, 65, 105, 14]), where the oracle allows the
reduction to simulate secret-key dependent behavior of honest parties without knowing the secret
key. This notwithstanding, the main point of controversy is that an assumption such as OMDL is
very strong—for instance, Koblitz and Menezes [89] point out that in certain groups, it is easier to
break OMDL than to solve the standard discrete logarithm problem. The only available route jus-
tifying its plausible hardness on standard elliptic curves is a proof [12] in the generic-group model
(GGM) [118, 101].

PROVABLY-HARD ONE-MORE PROBLEMS. A few recent works [122, 9] follow a different path:

While they still leverage the power of one-more problems as an intermediate inferface to design
modular security proofs, they also instantiate the underlying mathematical structure to support a
proof that the one-more problem is indeed hard based on more standard assumptions, such as the
hardness of (standard) discrete log/RSA (in [122]) or of DDH (in [9]).

This is the angle pursued by this paper—we seek one-more problems which are sufficiently
expressive to enable useful security proofs, while also enjoying provable hardness from standard
assumptions. This paper deals specifically with lattice-based cryptography. Espitau, Katsumata,
and Takemure (EKT) [60] recently introduced a one-more problem they refer to as algebraic one-
more MLWE (AOM-MLWE) and show that its hardness yields the security of a two-round threshold
signature. They also establish the selective hardness of AOM-MLWE from the standard MLWE
and MSIS assumptions, which is however unfortunately not sufficient to support their application

to threshold signatures. Another example—Iless relevant for this work, however—is the one-more
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ISIS problem [7], used in the construction of lattice-based blind signatures, which has also only

been validated via cryptanalysis.

OUR CONTRIBUTIONS, IN A NUTSHELL. We introduce a new variant of AOM-MLWE which we
refer to as Algebraic One-More MISIS (AOM-MISIS, for short),' and for which we show two
different types of results:

- Provability. We show that the hardness of AOM-MISIS follows from the hardness of MSIS
and MLWE, with suitable parameters. In fact, the hardness of AOM-MISIS implies the
hardness of AOM-MLWE, and thus our result carries over to AOM-MLWE, providing the
first reduction of AOM-MLWE to standard assumptions, which was left as a main open

question in [60].

- Expressivity. We show the security of the EKT threshold signature scheme from [60], as well
as of the recent scheme by Chairattana-Apirom, Tessaro, and Zhu [41], assuming the hard-
ness of AOM-MISIS. In turn, this establishes the security of these schemes from MSIS and
MLWE. We obtain either better concrete security bounds compared to [41], or proofs under
weaker assumptions compared to [60] for slightly larger concrete parameter sets. We also
give a proof that the EKT scheme satisfies the strongest notion of security in the hierarchy
of Bellare et al. [14].

ALGEBRAIC ONE-MORE MISIS. The definition of AOM-MISIS relies on the cyclotomic ring
R = Z[X]/(X" + 1), where N is a power of two, as well as the associated ring R, = R/qR =
Z4,|X]/(X™ + 1) for an odd prime q. The problem is defined via the following game:

o

- Input. The adversary is initially given a matrix A = [A[[;] € R¥*™, where A «s Rg* k)
as well as () instances t; < As;, for i € [Q)], where s; <—s 2" is “small”, and sampled
from an m-dimensional discrete Gaussian with parameter ;. The instance number () is a

parameter of the game.

- Oracle access. The adversary can also (adaptively) query an oracle PI which takes as input

a ()-dimensional vector b € R?, and returns ZiE[Q] b;s,;.

'Our naming is due to the fact that we prefer to think of our problem as a one-more version of Inhomogenous SIS
(SIS), rather than of LWE.
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To win, the adversary needs to output both b= (l;l, ce Z;Q) € R? and a “short” solution 3 € R™

such that

Z bit; = A3 .
ie[Q]

To exclude trivial winning strategies, b must however not be in the span of the vectors by, bs, . ..
queried to PI. We in fact require something stronger, namely that in order to win, the adversary
also needs to additionally output u € R?, along with b and 3, and the following two properties

need to be satisfied:

- The vector u is orthogonal to all vectors by, b, . . . queried to PI, but not to l;, i.e., biTu =0,

but I;Tu # (. Here, orthogonality is defined with respect to the ring R.

- Both vectors (by - 0y, ...,bg - 0¢) and (u1/01, ..., ug/00) are appropriately small, when

interpreted as real vectors. Both conditions are necessary, as otherwise a simple attack exists.

Our main result is a concrete reduction showing that the AOM-MISIS problem is indeed hard if the
Module LWE (MLWE) and Module SIS (MSIS) assumptions also hold with suitable parameters,
related to the parameters of the above game. Our proof relies on a novel generalization of the
technique by Tessaro and Zhu [122], which was originally used to obtain hard one-more problems
based on linear hash functions. The origin of this technique goes back to the analysis of Okamoto
signatures [107], and was used also in [80]. Some prior works [122, 81] can be interpreted as
attempts to adapt this approach to the lattice setting in limited ways, but in our context, they would
lead to worse parameters and restrictions on the generality of our game. We discuss further details
in Section 11.1 below.

We note that the hardness of AOM-MISIS implies the hardness of AOM-MLWE, and thus we
resolve the main open problem from [60], which only provided an analysis for selective adver-
saries issuing their oracle queries beforehand. In fact, the main difference between AOM-MISIS
and AOM-MLWE is the winning condition. We require outputting a single short solution for a suit-
able non-trivial linear combination of the challenges, whereas AOM-MLWE requires outputting ()
short solutions for all challenges, given () — 1 access to a similar oracle, although with different
conditions on the queries. These changes are what in part enables simpler reductions for threshold

signatures. A more detailed discussion is provided in Section 12.2.
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APPLICATIONS TO THRESHOLD SIGNATURES. We first recall that in a t-out-of-n threshold sig-

nature scheme [58, 59], n potential signers each hold a secret share of a secret signing key, with
an associated public verification key. Any subset of (at least) ¢ of these signers is able to jointly
produce a signature, via interaction, whereas an adversary that controls fewer than ¢ signers should
not be able, on its own, to come up with a valid signature.

We leverage AOM-MISIS to obtain tighter analyses for state-of-the-art two-round lattice-based
threshold signatures, based on the MSIS/MLWE assumptions, and without assuming the hardness
of any ad-hoc one-more problem. We focus on two threshold signatures, which we refer to as
CATZ [41] and EKT [60]. There are several small differences between the two constructions, de-
spite the fact that they instantiate similar ideas. Both can be seen as a natural threshold version of
the Fiat-Shamir-with-abort paradigm [97] that also underlies DILITHIUM [100], albeit dispens-
ing with the actual abort, and using a sufficiently large modulus instead. In particular, EKT is a
threshold version of Raccoon [55], submitted to the additional NIST call for post-quantum signa-
tures [103]. They are natural lattice analogues of FROST [91, 14, 49], a very lightweight threshold
Schnorr signature.

Taking some liberty from their formal description, in both schemes, as a result of the second

round, the ¢-th signer produces an affine signature share
Zi =T+ C-NsSS;

in a suitable algebraic structure, where ss; is the ¢-th signer’s key share, c is a hash value asso-
ciated with the signature, and ); is a linear reconstruction coefficient associated with the secret
sharing scheme. With S being the set of signers, the final signature has format (R, z), where
R=A Zie s T4, (A is a public matrix) and z = Zie ¢ zi- However, the two schemes differ in the

following aspects:

- In CATZ, to avoid leakage of the secret shares, \;ss; needs to remain sufficiently small and
thus a secret sharing scheme with small reconstruction coefficients is needed. This incurs a
significant cost due to the larger share size when compared to Shamir secret sharing. The

security proof in [41] is fairly involved, and gives a direct reduction to MSIS.

- To enable the use of Shamir secret sharing, EKT changes the initial setup to ensure that any
pair of signers shares a secret key, and these keys are used, in each execution of the signing

protocol, to generates (pseudo)random masks (msk;);cs such that > .o msk; = 0. The i-th
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signer then sends z; + msk; in the second round instead of z;, and this ensures that only the
sum of the z;’s is leaked. The security proof in [60] relies on the direct use of the AOM-
MLWE assumption, and since the constructed adversary is inherently not selective, they need
to rely on a conjecture about the hardness of AOM-MLWE.

In Sections 13.1 and 13.2, we give new security analyses for both schemes based on direct re-
ductions from AOM-MISIS, which in turn yield concrete security proofs from MLWE and MSIS.
Our result for CATZ yields better parameters than the analysis of [41]. The result about EKT,
in addition to now basing security on MLWE/MSIS alone, also shows a strong security property
for this scheme, namely TS-UF-4 in the hierarchy of Bellare et al. [14]. The concrete efficiency
numbers derived from our bounds are somewhat worse than those from EKT, but their concrete
analysis relies on their own cryptanalysis of AOM-MLWE, whereas we use standard parameters
for MLWE and MSIS. Closing the gap between the cryptoanalysis-driven parameter choices and
those derived from our security reduction remains an interesting open problem.

The recent work on Ringtail [33] also proposes a threshold signature scheme similar in spirit
to EKT and with a proof of security under MLWE. In Ringtail, unlike EKT, signers need to know
already in the first round the set of involved signers S, and thus, unlike EKT and CATZ, Ringtail
is not partially non-interactive in the sense of Bellare ef al. [14]. Ringtail also needs to authen-
ticate first-round messages. The authors of Ringtail mention removing these restrictions, while
preserving comparable efficiency and provability from MLWE/MSIS, is an open problem, which
we resolve here based on the EKT scheme.

Ringtail’s security bound degrades with the number of random oracle queries, whereas ours
degrades with the number of signing sessions. We note that the latter is a system parameter that

can be enforced, whereas the former scales with the running time of the adversary.

REMARKS ON CATZ. While the concrete efficiency of CATZ is significantly worse than that of

EKT, we see value in the CATZ construction because it does not rely on pairwise masks. CATZ
closely resembles the structure of the original FROST protocol, making it a promising starting
point for achieving identifiable aborts (constructing efficient partially non-interactive lattice-based
threshold signatures with identifiable aborts is a big open problem in the field). In contrast, achiev-
ing identifiable aborts in EKT seems less likely without relying on heavyweight NIZK proofs, due
to its reliance on pairwise masks.

Also, the security argument of CATZ works for a class of linear secret sharing schemes rather
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than a specific scheme. Its main source of inefficiency stems from the underlying secret sharing
scheme, and its efficiency could be significantly improved if better instantiations of the underlying

secret sharing scheme are proposed.

OTHER RELATED WORK. We note here that there are other approaches to threshold signatures.

First off, Fully-Homomorphic Encryption (FHE) generically yields round-optimal threshold sig-
natures [30, 29, 8]. These require however the homomorphic evaluation of the signing algorithm,
and thus come with a substantial computational overhead. Earlier works [51, 48] proposed two-
round n-out-of-n threshold signatures derived from constructions for the related notion of multi-
signatures. Gur et al. [79] proposed two-round construction based on linearly homomorphic en-
cryption (LHE) which supports arbitrary thresholds. Both rounds are message-dependent. More
recently, Pino et al. [54] propose a more efficient lattice-based threshold signature scheme that
does not rely on FHE or the aforementioned heavy primitives, but the drawback is that the protocol
has three message-dependent rounds. Recent work [87] also gives a five-round threshold signa-
ture with adaptive security based on MLWE/MSIS, whereas a threshold version of Falcon [112]
was presented in [61]. The latter scheme is designed for robustness but requires four message-

dependent rounds and incurs quadratic communication complexity in the threshold.

11.1 Technical Overview

The main goal of this section is to provide a detailed overview of our main result establishing the
hardness of AOM-MISIS based on MSIS and MLWE. We stress that our reduction will involve
concrete parameters, but we keep the discussion in this section somewhat qualitative on this front.

At a technical level, it helps to see AOM-MISIS as a lattice-based analogue of the AOMPR
framework proposed by Tessaro and Zhu (TZ) [122] to define one-more problems for linear hash
functions. Their framework does not cover lattice problems, however—we aim to adapt it to lat-
tices, and this presents a number of challenges, which we explain in this section. We will also
discuss how prior works have already tried to overcome such challenges, how those approaches
are not sufficient for our purposes, and what we do instead.

We focus first on a variant of AOM-MISIS we denote as wAOM-MISIS, where the adversary
does not output the relaxation vector b and is instead asked to output () solutions 51, ..., 8¢ with
small norm (instead of a single solution) such that ¢; = As; for all i € [@Q]. Also, the constraint

~

b u # 01is now changed to u # 0 instead, while b;fpu = ( still must hold for the queries to PI.
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This problem is not easier than AOM-MISIS: If the adversary wins the wAOM-MISIS game,
there exists an index ¢ € [@)] such that u; # 0, and thus the adversary can win the original game

by outputting (§;, e;, u), where e; is the i-th unit vector. This is also the idea underlying the proof
that AOM-MISIS hardness implies the hardness of AOM-MLWE in Section 12.2.

Reduction ideas from [122].

We now provide a self-contained review of TZ’s proof framework in the context of wAOM-MISIS,
and explain where it fails. In particular, given an adversary A for the wAOM-MISIS game, we
build a simple MSIS adversary B that takes a random matrix A € R’q‘“m as input and outputs a vec-
tor z with small norm such that Az = 0. To start with, 3 runs A by simulating the wAOM-MISIS
game faithfully using the matrix A and sampling s; by itself. After receiving (51, ..., 8¢, u), if A

wins, B finds an index i € [(Q)] such that §; # s; and outputs z < §; — s;. Otherwise, 53 aborts.

ANALYSIS OF B. It is not hard to see that B wins the MSIS game if such an index 7 indeed exists,

since Az = As; — As; = 0 and |z| < |s;| + |8;| is bounded given both |s;| and |s;|| are
bounded. Here ||-|| denotes the /-norm. The hard part is to show that such ¢ exists w.h.p. under the

assumption that A wins w.h.p., and this is what we discuss next.

Following the same lines as TZ, we can assume w.l.0.g. that A is deterministic, and thus the
view View 4(s1,. .., 8¢) of A (assuming the matrix A is fixed) is completely determined by the
challenge secrets (sy,...,8g). Also, we denote by D the set of secrets (s, ..., Sg) such that A
wins the wAOM-MISIS game.

While this is not the case for us, suppose for now that D is finite and each (sy,...,sq)

is sampled uniformly from D. The first step is to find a derangement ® of D, i.e., a permu-

tation of D without fixed points, such that for any (s1,...,s9) € D, View4(sy,...,8¢q) =
View (s}, ...,8g) with (s},...,85) = ®(s1,...,8q). Therefore, A also produces the same
output (Sy,...,S,,u) in both cases. Since (si,...,8¢q) # (s},...,8¢), there exists an index

i € [Q] such that s; # s, and thus either s; # §; or s, # §;, which means B wins the MSIS game
in at least one of the cases. Since ¢ is a permutation of D, for at least half of elements in D lead to
B winning. Therefore, B wins with at least half of the probability that .4 wins. Crucially, note that
® does not need to be efficient for this argument to succeed, as the algorithm B described above is

the actual reduction.
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CONSTRUCTING ®. The first idea is to define ® such that

@(81,...,.3@)2:(81+U1'A,...,SQ+UQ‘A), (111)

where A € R™ is a non-zero vector such that AA = 0 (we will discuss below how to ensure such
A exists), and u is the vector output by A in an execution with the secret value (sq,...,s¢g). It
is not hard to check that (si,...,sg) and ®(s1,..., sg) produce the same view. First off, since
A(s; +u; - A) = As; + u; - (AA) = As;, the input of A is identical in both cases. Further,
for each PI query b made by .A, since u is a non-zero vector satisfying Z uib- = 0, we have
Diieiq bi(si +ui - A) = Y01 bisi + (Dicpg biti) - A = Xiciq) biSis Wthh means the response
received by A is identical in both cases.

ISSUES AND PRIOR APPROACHES. The issue with the above approach is that in our setting the

secrets are not sampled uniformly from a set. Two prior works [122, 81] have overcome this issue
by sampling s; uniformly from a bounded box #7! := {x € R™||z| < f;}. Still, the challenge
now is that ¢ is no longer a permutation over a subset of %} x - -+ x 2 , since | s; + u; - Al can
be larger than 3; even though | s;| < 3;

To overcome this issue, Hauck et al. [81]? proposed to set 3; to be very large such that the total
faction of s; € %] such that s; + u; - A falls outside %7 is negligible in the security parameter k.
Then, one can still show B wins with nearly at least half of the winning probability of .A. However,
this requires o; = Q(2" ||u;Al|), which results in very inefficient constructions using this approach.

Chairattana-Apirom et al. [41] overcame the 2" barrier with a different approach. They let s;
be sampled from %}, whereas s; is sampled from Z.". They use this in the security proof of their
threshold signature scheme based on the MSIS assumption, but their technique can be massaged
into a reduction from MSIS to a restricted version of the wAOM-MISIS game, where the PI queries
are restricted, but still sufficient for their application.

Their proof is in some sense a probabilistic relaxation of TZ’s, in that for any s; € R™, they
consider a random variable View 4(s,) which represents the view of A given the first secret is s,
whereas the remaining secrets are sampled afresh from discrete Gaussian distributions. If for any
s1 # 8y € R™, such that As; = As/, we can show that View 4(s;) and View 4(s)) are identically
distributed, then we can once again carry out the same argument as above. They in fact generalize

this argument by showing that if the Rényi divergence of View 4(s1) from View 4(s]) is small, one

ZWe note that [81] precedes [122], but deals with a lattice-analogue of a linear-hash function based framework
introduced by [80] similar in spirit to that of [122].
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can still show that the winning probabilities of B and .4 are sufficiently related. Finally, they show
the Rényi divergence is indeed bounded for the special types of queries they consider. Doing so,
they ensure that o; depends linearly on /() instead of 2.

Still, their reduction fails if A issues general PI queries, and this is because the Rényi diver-
gence of View 4(s;) from View 4(s)) is no longer bounded. For example, the first secret (either
81 or §) can be recovered from an PI query with input (1,0, ...,0). Moreover, they need to en-
sure that almost all s;’s have one partner s, # s; € %gz such that As; = As/, and this requires

By = 2%/Ngk/m 3 which leads to inefficient parameters in their threshold signature.

11.1.1 Step 1: Generalizing TZ’s argument

Our goal is to provide a reduction that supports an adversary A without any extra restrictions on its
queries to PI, and furthermore that ensures hardness even for sufficiently small parameter choices
in wAOM-MISIS. For this reason, we take a different route and generalize TZ’s argument to a
setting where each s; is sampled (independently) from an arbitrary distribution P;, rather than
uniformly from a finite set.

Let P = Py x --- x Pg be the joint distribution of (sy,...,8g). Then, instead of requir-
ing @ to be a permutation of D (recalling that D is the set of secrets (si,...,Sg) that make
A win the wAOM-MISIS game), we require that the distribution of (s, ..., sg) conditioned on
(81,...,8¢) € D (denoted as Pp) is identical to that of ®(s,, ..., sg) conditionedon (s1,...,8¢) €
D (denoted as ®(Pp)). The original TZ approach corresponds to the case when P is a uniform
distribution over D. Here, since arbitrary distributions over D are allowed, we no longer require
D to be a finite set. The two other requirements for ® remain the same, i.e., ® has no fixed point
over D and View 4(s1, ..., 8¢g) = View4(®(s1, ..., 80))-

Our key observation here is that the previous argument to lower bound the success probability
of B still applies. To see this, it helps us to extend ® to the space of all potential secrets (not
only those in D) by defining ®(s1,...,s¢9) := (81,...,8¢) forall (sy,...,sg) € R™\D. Then,

consider the following two adversaries 5’ and B”.

- B’ is the same as B except that B’ samples (s, ..., Sg) from ®(P).

- B”" is the same as B except that 1. 3” samples (71, ...,7g) <s P and computes secrets as

3Since N is usually set to 512 or 1024, the leading term here is qk/ m,
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(81,...,8¢q) < ®(7y1,...,7q); 2. after A returns, B” outputs s, — r; if there exists r; # ;.

We note that ' and B” do not need to be efficient. They are only used to compute the winning
probability of the (efficient) adversary B.

Denote now by PWiny the winning probability of X € {A, B, B’, B”}. Then, the conclusion
that PWing > 1/2PWin 4 is a straightforward corollary of the following three facts.

Fact 1. PWing = PWing;
Fact 2. PWinB = PWinB//;
Fact 3. PWing + PWings = PWin 4.

Fact 1 is straightforward since P is identical to (), which means 55 and 53’ behave the same. Fact
2is also not hard to see. Since View 4(71,...,7q) = Viewa(®(ry,...,7q)) = Viewa(si, ..., sg),
even if B” sets the secrets to (71, ..., rg) instead of sy, ..., s¢, the output of B” remain the same.
However, then, B” is identical to B, which implies the second fact.

Finally, to prove the third fact, we can interpret the sampling process of B’ as first sampling
(r1,...,7rq) from P and then set (si,...,8q) < ®(71,...,7¢g). Then, the only difference be-
tween B’ and B” is that B’ check whether there exists s; # 8;, while B” check whether there
exists ; # 8;. Since ® has no fixed point over D, we know (71,...,7¢) # (s1,...,8q) if
(r1,...,7qg) € D. Therefore, for each (ry,...,7g) € D, at least one of B’ and B” wins, which
implies Fact 3.

However, if we use ® from Equation 11.1, this extended argument does not give us any benefit.
Indeed, P as define is a bijection over D, and therefore, the relaxed condition Pp = (ID(P|D) still
requires P to be a uniform distribution over D. Also, it is unclear whether there are other ways to

construct such ®.

FURTHER RELAXATION ON THE REQUIREMENTS OF ®. The way out from the above situation is

that that the two distributions do not need to be exactly identical. In fact, this condition is only
needed by Fact 1. Concretely, we relax the condition that Pjp = ®(Pp) to requiring that the Rényi
divergence of Pjp from ®(Pp) is small, denoted as R, (@(73“3) ||73|D) , where o > 11s a parameter

we can choose. Then, due to the property of Rényi divergence (formally see Lemma 11.2.5),

PWing < (Ra ((I)(P[D)HP\D) . PWInB) (a—1)/a .
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Combining with Fact 2 and 3, it gives
PWin.i < PWing + (Fa (®(Pp)|Pp) - PWing) ™"

which upper bounds the winning probability of .4 by the advantage of solving the MSIS problem.
We note that it is possible to get analogous statements using other distance measures, but they fail
to give equally good parameters in our application scenarios.

Also, we emphasize that although both our work and [41] use Rényi divergence, the latter
work bounds Rényi divergence between the views of A, when run with different secrets, whereas
we bound the Rényi divergence between distributions of secrets before and after applying the ®
map. The context where we use Rényi divergence is also very different from that of other works in

lattice-based cryptography.

11.1.2  Step 2: Upper bounding R, (®(Pip)|Pp)

It is left to show that IR, (@(77|D)HP|D) is bounded, for the specific construction of ¢ given in
Equation 11.1, and again assuming a suitable A exists. The intuition that the two distributions
should be close is that @ is local in the sense that it maps each element to a nearby one given
[(u A, ... ugA)| is small. Since each secret is sampled from a discrete Gaussian distribution,
elements that are close in distance have similar probabilities of being sampled. However, turn-
ing this idea into a proof is still challenging, as both Pp and ®(Pp) are not “well-structured”
distributions, since both the set D and u can be arbitrarily determined by .A.

Our key insight here is that D can be decomposed into several disjoint sets such that the distri-
butions conditioned on each set is a one-dimensional discrete Gaussian. Then, we can upper bound
the Rényi divergence of the distributions conditioned on each set, which implies an upper bound
on Ra (CI)(P|D)H77|D).

More precisely, for each (si,...,sg) € D, our definition of ® in Equation 11.1 also ensures
that View 4(s1, ..., 8g) is identical to View 4(s1 + kuy - A, ..., sg + kug - A) for any k € Z,
where u is the vector output by A given secrets being (s1, ..., ). Denote Sw|[si,...,sqg] :=
{(s1+kuy-A,...,sq+kug-A)|k € Z}. We can show that ® is a bijection over Sy [s1, . .., S¢],
and all the Sw|si, ..., sg] sets are either the same or disjoint with each other. Therefore, we just

need to bound
Ro (P(Piswlst,..so) | Piswlstr.sol)

for each (sy,...,8¢g) € D.
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Now the problem is much easier since Ps,[s, 1 is well structured: each P is a discrete

yees8Q
Gaussian distribution over R¥™, and Sw/[si, ..., Sg| is a one-dimensional lattice over R“™. In

fact, we can transform Ps, (s, ,....s,] into a discrete Gaussian over Z with standard deviation
~1
[(wi/or- A, ugfog - A ,°

while ‘I)(P|3W[sl,...,sQ]) is exactly the same distribution shifted by 1. Therefore, we can use the
upper bound from [121] (see also Lemma 11.2.7) of the Rényi divergence.

We refer to Section 12.3 for the proof details.

Further optimizations. We explain in this subsection two further optimizations we do to the

reduction, which give us better parameters.

OUTPUTTING ONLY ONE SOLUTION. We observe that the reduction B uses only one of the solu-

tions output by .4, which means most of the solutions are actually redundant. In fact, the reduction
still works if A outputs a single solution (i, 8) for the i-th challenge satisfying u; # 0 and B
just outputs & — s; if 8 # s;. This is because for each (s1,...,8¢) € D and (s},...,s5) =
d(sy,...,8¢), wehave s; # s; +u;- A = s if u; # 0, and thus B wins in at least one of the cases
if A outputs a solution for the i-th challenge. This leads us to define our AOM-MISIS problem,
where A is only required to output a single solution § together with a relaxation vector b such that
20 bit; = As. Similarly, the requirement on the special solution becomes 2ic[0] u;b; # 0. The
relaxation vector b is needed when reducing the security of the threshold signatures to the hardness
of AOM-MISIS.

REDUCING THE NORM OF A. One question we do not answer in the above discussion is how to

guarantee the existence of a small non-zero vector A € R™ such that AA = 0. Such A must
exist in B if |A},| > ¢*V, which implies § = Q(¢*™). However, this results in a large |A|
negatively impacting both the Rényi divergence bound and o;, which depends linearly on ||A||.
We can get a smaller | Al| by relying on the MLWE assumption to embed a small A into A as
a (very minimal) trapdoor. We sample A as [d|D|I;], where D «s R{" """ and d = Da + e
with @ «<s %gfv;k’l and e «s %'glwe. Then, we can let A = (1, —a, —e), which satisfies AA = 0,
and |A| < \/MfBue, Which is much smaller than ¢*/™. By the MLWE assumption, [d|D] is

computationally indistinguishable from a matrix uniformly sampled from Rc(]m_k) <*,

*This is the reason why we bound |u; /o1, ..., ug/0g| in the winning condition.
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Two remarks are in order. The first is that this trick would not have worked to improve the
parameters of [41] directly, as they need something stronger than the existence of a small A.
Second, the way we use MLWE here is different than its use to improve parameters in prior works
on lattice-based signatures and threshold signatures (e.g. [98, 34, 54]). It is really tailored at

supporting our tighter analysis of the reduction via the embedding of a small enough A.

11.2 Preliminaries

11.2.1 Polynomial Rings

Let ¢ be an odd prime and N be a power of 2. We denote the ring R := Z[X]/(X" + 1), contained
in the cyclotomic field K := Q[X]/(X*" + 1), and let R, := R/qR =~ Z,[X]/(X" + 1). Denote
Kg := R® K = R[X]/(XY + 1). For an element v € K, where v = > ' v; X, we denote
its conjugate as v* = vaz_ol —v; XN~ We use ¢ to denote the coefficient embedding that embeds
Kg in RY, and ¢ maps v to vector (vg,...,vy_1) € RY. When applying ¢ to a vector v € K5,
¢ maps v to a vector in R™Y by applying ¢ to each entry of v. The map ¢ is a bijection, and we

denote its inverse by ¢ . An £,-norm of v € Kg' is given by

p—_ (iNZ oil? )i

where v; ; denotes the coefficient of X7 of the i-th entry of v. Additionally, the {,,-norm of v is
defined as |v|,, := maxe[m] je[o.n—1] [vij|. For the {,-norm, we omit the subscript and denote
|v| as the f5-norm of v. Denote the conjugate transpose of v € Ki* as v’ := (v*)T. We define
the inner product of two vectors v, v’ € K as (v, v') := ¢(v)Td(v') = {(p(v), p(v)). We have
|v| = (v, v). We say v is a unit vector if |v| = 1.

For any integer p > 0 and any x € Z,, denote & € Z to be the lift of = such that z € [0..p — 1]
and Z = x mod p. We use |-| : R — Z to denote the rounding operator that maps any = € R to
|z 4+ 1/2|. For any integers v > 0 and ¢ > 2", denote ¢, = |¢/2"| and denote ||, : Z, — Z,, a
function that maps « € Z, to |z/2"| € Z,,. These operations can be extended an element x in R or
R, by applying them to each coefficient of .

RNXN

Also, we define a map ¢y that maps each element in K to a matrix in as follows.

0 —1
Let My := (H 0 e RY, where Iy_; is the identity matrix in RV~!. For each v € Kj,
N-1
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om(v) = Zf\:ol v; M, which can be viewed as the matrix representation of v. In particular, for
¢ and ¢y, the following properties hold: for any v,v' € Kg, ¢m(v*) = om(v)?, om(vv’) =
om(v)om(v') and om(v)p(v') = ¢(vv’). We extend the above definitions to R, by representing
eachv e Ryasv =31 Mo, X7, where v; € {—(q —1)/2,...,(q—1)/2}.

For a matrix M € K™, we denote its conjugate transpose as M' = (M*)T, and we say
M is hermitian ift M = M?T. We say M is positive definite if and only if M is hermitian and
for all x € Kg"\{0}, (&, Mx) > 0, or equivalently, ¢ym(M) is positive definite. Also, de-
note omin(M) = infreprm jo)=1 (x, Mx) as the smallest singular value of M and oyax (M) =
SUPgegm o) =1 (&, M) as the largest singular value of M.

We borrow the following lemma from [22], which establishes the property of the set of signed
monomials Sy, := {+1,...,+XV¥ 1} < R,.

Lemma 11.2.1 (Lemma 3.1 of [22]). Let S, := {£1,...,£X""1} € R,. Foranyb,be S, such
that b # b, there exists y € R such that (b—b)y = 2 mod q and v is a polynomial with coefficients
only in {—1,0,1}.

11.2.2 Lattices and Discrete Gaussian Distributions

In this subsection, we give definitions for lattices and discrete Gaussian distributions over R and
Kg. An m-dimensional lattice A over Z (resp. R) is a discrete additive subgroup of Z (resp. R).
Equivalently, A = L({b1,...,bi}) 1= {Dcpyzibi + 2 € Z} for a set of linearly independent
vectors by,..., b, € Z™ (resp. R™), which is referred to as a basis of A. The size k is the
rank of the lattice A. We say A is a full rank lattice if & = m (resp. & = mN for A over
R). For any a € Z™ (resp. R™), A + a is a coset of A. The dual lattice of A is denoted as
A* = {x e Span(A) : Yy e A {(x,y) e Z}. A A-subspace is the linear span of some subset of A,
i.e., a subspace S such that S = Span(S n A).
For a matrix A € R}*™, we define the R-lattice Aé (A) € R™as

1 . m .
A;(A):={zxe R": Az = 0mod ¢} .

We know A (A) has full-rank since ¢R™ = A (A).
For a positive definite matrix > € R™*™ (resp. an invertible positive definite matrix > €

Kg'*™) and a vector c € R™ (resp. Kg'), we define the function py, . over R™ (resp. Kg') as

pse(@) i=exp (—1{(x—c,X7(x—¢))) .
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Then, we denote 71, , 5, . as the discrete Gaussian distribution over a lattice coset A + a < Z™

(resp. R™) with covariance matrix 3, centered at ¢ € R™, where for « € A + a, we define
ps.e(T)

psc(A+ a)

where py;c(A+a) = Y, p.aPrc(x). For A+a = R™, we denote 9;”;‘2?53

9/7\n+a,27c<w) = Pr[w s ‘Q/T\U+a,2,c] =

(a) as the distribution
of (x mod ¢) € R} for  sampled from 77", , 5. ...

Also, we make some remarks about the notations we will use throughout the paper. When
¥ = oI, for o € R, we will use p, . and DNace 8 pscand I, 5 ., respectively. If the center
¢ = 0, then we omit the subscript ¢ from ps . and Z}",, 5, .. Moreover, when A + a = Z™ (resp.
A+ a = R™), we omit A + a from the subscript of Z}",, s ...

The smoothing parameter of a lattice A with respect to £ > 0, denoted by 7.(A), is the smallest
s > 0 such that p;/,(A*\{0}) < e. Throughout the paper, we set ¢ = 272~

We borrow the following lemma from [6] that bounds the /5-norm of discrete Gaussian random

variables and adapt it to lattices over K.

Lemma 11.2.2 (Lemma 3 of [6] adapted to Kg). For any ¢ € (0,1), a lattice A < R™, ¢ € K},
and o = n.(A), then

1+¢
l—e
We also borrow the following lemma from [76] that show upper bounds of smoothing parame-

Prl|lz —c| = ovVmN : & s P, ,.] < 2 N

ters for general lattices.

Lemma 11.2.3 (Lemma 2.6 of [76]). For any full-rank lattice A in R™ and ¢ > 0, n.(A) <
log(2m(1+1/¢))/m
AP (M%)

norm in the dual lattice A*.

, Where AT (A*) denotes the (5 norm of the shortest non-zero vector in the (o,

11.2.3 Assumptions

We recall the module short integer solution (MSIS) problem and the module learning with error
(MLWE) problem (defined in Figure 11.1). The advantage of A for the MSIS problem is defined
as

AV g (A) == Pr[MSIS )y 4 s = 1]
The advantage of A for the MLWE problem is defined as

AdVINS s (A) == Pr[MLWEZ . 5 = 1] .
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Game MSIS/ !y 4 s Game MLWEZ!y 5 :
A s Rix(m=hk) A s RMR 4 [AlL]
A« [A|l] ss B i tg— Asity <—$RI;
x — A(A) b<s{0,1}
Return (|z| < 8 A Az = 0) b— A(A,ty)

Return (b = b)

Figure 11.1: The module-SIS and module-LWE problems, where R := Z[X]/(X" + 1), R, :=
R/qR and £ = {x € R"||z|, < Bine}-

11.2.4 Rényi Divergence

We define the notion of Rényi Divergence between two distributions P, () which we will use in our

analysis of the scheme.

Definition 11.2.4 (Rényi Divergence). Let P, () be two discrete probability distributions such that
Supp(P) < Supp(Q). We define the Rényi Divergence of order o, for a € (1,0) as R, (P||Q) :=

P(x)* a—1
<er$upp(P) Q(m)a*1> .

The following lemma gives basic properties of the Rényi Divergence.

Lemma 11.2.5 (Lemma 4.1 of [93]). Let « € (1,0) and P, Q be discrete probability distributions
with Supp(P) < Supp(Q). Then, the following properties hold:

- Data Processing Inequality: R, (Pf Q7 ) < R, (P||Q) for any function f, where P’ (and
Q') denotes the distribution which samples x <s P (x <s Q) and outputs f(x).

- Probability Preservation: Let E = Supp(Q) be an arbitrary event. Then, for o € (1, 0),

Pr, s p[E] < (Pr, s o[F] R, (P||Q))e D/

Also, we show the following property.
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Lemma 11.2.6. Let P and () denote two distributions over the union of a countable number of
disjoint sets {S;}icu such that P(S;) = Q(S;) for any i € U. Then, for any o > 1, if there exists §
such that R, (Pys,||Q)s,) < 0 for any i € U, then R, (P|Q) < &

Proof.
a-1 P(x)a (ZL‘ )
Ra (PHQ> - xesuzpp (ZE)O‘ 1 ZEZUCCGZS Q l’) —1
_ P(x)/P(5))"
-2, 2( /)
=2, Q8 ) <SSt =t
ieU ey
which concludes the lemma. ] ]

We borrow the following lemma from [121], which upperbounds the Rényi Divergence between

two discrete Gaussian distributions with different centers.

Lemma 11.2.7 (Lemma 5 of [121]). For any m-dimensional lattice A < R™, ¢ > 0, and two
vectors c,c’ e R™, let P = 9, .and Q = I}, . If ¢, € A, set ¢ = 0. Otherwise, fix ¢ € (0,1)

and assume o = n.(\). Then,

1 oot _ A2
Ra(PIQ) < (255) " exp [arle =1
1—¢ o2
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Chapter 12
THE ALGEBRAIC ONE-MORE MISIS PROBLEM

In this chapter, we first formally define the algebraic one-more MISIS (AOM-MISIS) problem,
then provide a comparison with the AOM-MLWE problem, and finally present a formal reduction
from standard lattice problems to AOM-MISIS.

12.1 Definition of AOM-MISIS

The algebraic one-more MISIS game is defined in Figure 12.1. The game is defined implicitly over
the cyclotomic ring R = Z[X]/(X™ +1), where N is a power of two, as well as the associated ring
R, = R/qR =~ 7,/ X]/(X™ +1) for an odd prime g. The adversary .A is given () MISIS challenges
ti,...,to and the goal is to output a short solution s for a linear combination of the challenges
Zie[Q] b;t;, where the norm of b is suitably bounded. The adversary can also issue queries to the
oracle PI which reveal linear combinations of the secrets. To win, the adversary also needs to
output an additional vector u which is orthogonal to all queries to PI, but not to the vector b. We
can also view the existence of such w as a constraint on the PI queries. We refer the reader to the
introduction for some additional intuition. Here, for par = (¢, N, k, m, Q, (0:)ic[q], Bs: Pb, Bu), We

define the advantage of an adversary A as

Advaom—misis<A’ /i) — Pr [AOM—MISISA (Fé) — 1] . (12.1)

par par

We note that we slightly abuse notation in the asymptotic definition of the game, since it is under-
stood that all parameters grow with «, including (), and thus the notation (0;);e¢ is not entirely
well-defined. This will not be an issue in actual use cases, and we dispense with a more rigorous

definition.

Remark 12.1. We note that for each i € [Q), it is equivalent to sample s; from @;’Z’m‘)d 4 jnstead
of Iy, since the view of A remains unchanged. With this insight, it is natural to allow o; to
be w, in which case s; is sampled uniformly from Ry, 1/0; = 0, and we require b; = 0 in the

winning condition (since, o.w., |b; - o;

is o0). This extension is used, in particular, in our security
1
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Game AOM-MISIS7!y |
B—g
A s RER L 4 (AL
Fori € [Q],
8i — Iy i ti < As; mod q

(8,b,u) — APY(A, {t;}iclq) #5€R™ bueRC
Return (Vbe B : bTu =0 mod ¢q) A b w0

A urfor,. . ug/oq)|y < Bu

Asly < B A (b0 b 0q)| < By

Ui)ie[Q] ,Bs,8b,8u (I{) :

Oracle PI(be R?) :

B — B u {b}
Return Zie[Q] bis; mod ¢ (e R;”)

Figure 12.1: The AOM-MISIS game, where R := Z[X]/(X" + 1) and R, := R/qR.

reduction of the CATZ construction (see Section 13.1.1), where the random values for generating

the key shares are sampled uniformly from R".

12.2 Comparison with prior work

We present in Figure 12.2 the AOM-MLWE problem proposed by Espitau et al. [60]. In our
formulation, the PI oracle corresponds to the O, Oracle in their notation, and the constraints on

PI queries are explicitly stated within the game. More precisely, the constraints are:

- The number of PI queries is exactly @) — 1.

'UT
- Denote (D) = [dy]---|dg-1], where d; denotes the i-th PI query. D is an invertible

matrix.

- Letw « (v"D™")T. The £;-norm of each entry of w is bounded by ;.
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Game AOM-MLWE&‘},CM’Q’(W)HQ]7 EETAGE
om0

Aes R4 A

Forie [Q] do s; < 2] ; t; < As; mod ¢
(b,31,...,80) <« AP (A, {ti}icjq)) /8 R™ b
If 1 # Q — 1 then return 0

— [da] -] ]
Parse di| - |do_
1 Q-1

If D! does not exist then return 0
w — (vTDHT
Return (Vi e [Q — 1] : |w;| < B4q)
A Gty - 3@ m—r) 5 < Bs
A Gufon—terry.ms- -+ 3@ 1om—k41).m)) | < Pe
AVie[Q] : by #0 A |bi]| < By A biti = A8; mod q)
Oracle PI(b e R?) :

M — dm+ 1
d¢M<—b

Return Zie[Q] b;s;

Figure 12.2: The AOM-MLWE game.

We also define, for par = (¢, NV, k, m, Q, (7)ic[q]: Bss Be: Bbs Ba), the corresponding advantage

AdvaoP (A, k) = Pr [AOM-MLWEZ, (k) = 1] .

par

Compared with the AOM-MLWE problem, our problem differs in the following key aspects:

1. Our problem only asks the adversary to output one special solution s for a linear combination
of the challenges, while the AOM-MLWE problem demands one solution for each challenge.
This makes our problem inherently easier to solve, as noted at the beginning of Section 11.1.
Moreover, this relaxation simplifies the security reduction, as it only needs to extract one
solution rather than multiple, making it easier to reduce from our assumption. Additionally,
it enables better parameter selections, since the norm bound applies to a single solution

instead of n solutions.
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2. The constraints on the PI queries differ between AOM-MLWE and our problem. In partic-
ular, their constraints are a special case of ours: given the PI queries satisfying their con-

straints, we can verify that these queries also satisfy our constraints by setting u = (1, —w),

T
since © (1;) ) = (0. We will show this formally later in this section.

3. The norm bounding approach is different. In AOM-MLWE, the norm of each entry of b
and w is bounded individually. In contrast, we bound the norm of the entire vectors b and
u, with each entry weighted by the standard deviation of the corresponding challenge. This

adjustment leads to better parameter selections.

In short, our problem is easier to reduce from and enables better parameter selections. We formally
show in Lemma 12.2.1 that the hardness of our problem implies the hardness of theirs, and we

discuss the improvement in the parameter selections in Section 13.2.1, Remark 13.1.

Remark 12.2. We note that Espitau et al. [60] propose an alternative way of defining constraints,
which, like ours, requires the existence of a nonzero vector u that is orthogonal to all P1 queries.
The key difference is that they impose a bound on the norm of each entry of uw. We can show that
the hardness of our problem also implies the hardness of theirs under these constraints. However,
we omit a formal analysis here, as the proof idea is very similar, and this alternative version is not

used to establish the security of their threshold signature scheme.

Lemma 12.2.1. For any par = (q, N, k,m, Q, (0:)ic[q], Bs; Bes B, Ba) and any adversary A play-
ing the game AOM-MLWEZ | there exists an AOM-MISIS adversary B running in time roughly

par’

the same as A such that

Advaom'mlwe(A; /f) < ACIVaom_misjs (B’ /{) )

par par’

where par/ = (q7 N7k7m7Q7(0i>i€[Q]7ﬂé = BS + 6675{) = \/Nﬁbo-hﬁu) and 6U = 1/01 +
Bay/Q/(minefa..q) 04).

Roughly, the proof idea is that for an adversary A that wins the game AOM-MLWE, A can win
the game AOM-MISIS by outputting only the solution to the first challenge (i.e., outputting $; and
(b1,0,...,0)) and outputting w « (1, —v”D~"). It is not hard to check wu satisfies the constraints

of the game AOM-MISIS. We do this explicitly in the following proof.
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Proof of Lemma 12.2.1. For any adversary A described in the lemma, we construct B3 as follows.
To start with, B runs A on its input A, {t;};c[o] by forwarding all PI queries from A to its own PI
oracle. After receiving A’s output (3, 81,...,8¢), if A wins the AOM-MLWE game simulated
by B, B returns ((by,0,...,0), 3, (1, —w”)), where w is defined in the AOM-MLWE game.
Otherwise B aborts.

We now show B wins the AOM-MISIS game given .A wins by checking all the winning con-
ditions of B.

o7
- For the first condition, since (1, —w?’) - (D) =v" —v"D'D =0, foranyie [Q — 1],

(1, —w?) - d; = 0, so the first condition is satisfied.

A 1 N
- For the second condition, (1,0, ...,0) ( ) = b, # 0.
—w

flwi

(1/017 wl/O-Qa s 7wQ—1/JQ)|| < gil—i_Zie[Q—l] o; < aLl—'_ o

- For the third condition,

Bu-

- For the fourth condition, |s;| < H§17[m,k]H + Hél,[(m,kﬂ) k]” < Bs + Be = Bl

- For the fifth condition, l;l

(61‘0-1707""0>H <
1

61'U1H <+VNoy
1

- G

- For the final condition, ZA)ltl = As mod gq.

12.3 Reduction from MSIS and MLWE

This section shows our main result establishing hardness of AOM-MISIS from the hardness of
MLWE and MSIS. (We remind the reader that we also provided a detailed overview of this proof

in Section 11.1 above.)

Theorem 12.3.1. For any € € (0,1), « > 1, any par = (q, N, k,m,Q, (0:)ic[01; Bs, Bb, Bu) such
that mN = 2k and o; > +/log(6mN) /7, and any AOM-MISIS adversary A, there exist a MSIS

minef2. Q] i
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adversary B and two MLWE adversaries C and D, such that

AdVES (A, ) < 26, (AdVESES (B, k) + AdVERS | o (D, k) + Q- 2722)5

par
+ Advgj}f‘j‘;iflvﬁlwe (67 KJ) )

where 5, = 1% exp ((a — 1)7%/1og(2(1 + 1/¢))), Bsis = Bs + VmN By, and Be = 1/(BuvVmN

\/ log(2(1 + 1/¢)) /7). The three adversaries have, roughly the same running time as that of A.

Proof. We prove the theorem via the following hybrid.

Gy: Same as the AOM-MISIS game.

G1: Same as G except that A is sampled with a short solution embedded, i.e., A — [Da-+e|D|I]
for (a,e) «s 5!, where 51 := {x € R" [ |z|, < Bue}, and D s Ry*" "1
Since the only difference between G and G is that A is replaced with a MLWE challenge,
there exists a MLWE adversary C such that

dvOo(A, k) < AdVE (A k) + AdviLTy g (Cok) (12.2)

Consider a variant of the MSIS game, where A is sampled with a short solution embedded (same as
the above G1),i.e., A — [Da+e|D|I;] for (a,e) «s ,%’gfv;l, where 2~ := {x € R™'[ ||, <
Biwe}s and D «s R’;X(m*’“*”. We refer to the game as td-MSIS. We construct B playing the
td-MSIS game as follows. Given the td-MSIS challenge A’ € R¥*™ " B runs A by simulating
the game G, with A faithfully except that B sets A < A’ instead of sampling A by itself. After
receiving the output (8, b, u) from A, if A wins the game G, simulated by B, B outputs & «
8 — 2] b;s;. Otherwise, BB aborts.

ANALYSIS OF B. Similar to the hybrid between G and G, the td-MSIS game is computationally

indistinguishable from the MSIS game under the MLWE assumption. Therefore, there exists a
MLWE adversary D such that

Adviimes) o (Bok) < Advis s (Bok) + Advie 5 (D,K) . (12.3)

Claim 12.3.2. Adle(A, K) < 204 (Advgfi,;n;fi_swss(g’ k) + Q- 2—2&-&-2)(0‘*1)/@ .
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We can conclude the proof since

AV (A k) < AdvEE (A, k) + AdVIRS L (C, k)
< 26, (A (B k) 4 Q- 272+2) TV pgymive ()
< 26, (A vgj,ii;% 5, (B.K) + Advf;j}ffvﬁﬂﬂlwe (D, k) + Q272721

+ Advgm_L 5..(C. k),

where the first inequality follows from Equation (12.2), the second inequality follows from the

claim, and the third inequality follows from Equation (12.3). [

Proof of Claim 12.3.2. We first show that, except for negligible probability, B wins if its output
vector « is non-zero. It is clear that if 4 wins the game G simulated by B, by the winning
conditions of the game, it holds that Az = A8 — >, bit; = 0.

Also, || is small except for negligible probability. Denote BNonce as the event that there
exists i € [Q] such that |s;| > g;v/mN for (si,...,sq) sampled as in the game G,. If BNonce

does not occurs, we know

\/7 No;)

sl < B

|| < [3]

=&+mu bl.al,...,bQ~aQ)Hl:55+\/m7v5b<ﬁsis.

td-msis

Therefore, B wins if BNonce does not occur, which means Adv,, """, 5 (B, k) = Pr[B outputs x #
0] —Pr[BNonce]. To bound Pr[BNonce], since s; is sampled from 27" and o; > +/log(6mN)/m =
N (R™) with e’ = 1/2, by Lemma 11.2.2, Pr[|s;| > 0;7/mN] < 3-27™" < 2722, By the Union
Bound, Pr[BNonce| < 3, o, Pr[[si| > oivVmN] < Q - 2722, Therefore,

Adviimes o (B, k) = Pr[Boutputs @ # 0] — Q - 2722, (12.4)

To bound the probability that the output of 5 is non-zero, consider a fixed randomness (a, e, D)
of td-MSIS. Also, w.l.o.g. assume A is deterministic. Then, the execution of B is determined
by s1,...,8¢. We define a map ®,ep 4 : RY™ — R9™ as follows such that the view of A
given (sq, ..., sq) is exactly the same as that given @4 ¢ p 4(S1, ..., Sg). Consider the execution
given (s1,...,8q). To simplify notation, we omit the subscript of ® for the rest of the proof. If

A does not win the G, simulated by B, we set ®(s1,...,5¢9) = (s1,...,8g). Otherwise, we set
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D(s1,...,80) = (s1+wA, ..., sg+ugl), where u € R?isoutputby Aand A = (1,—a, —e) €
R™.

It is not hard to see that the view of .4 given (sy, . .., S¢) is identical to that given ®(sy, ..., sg).
In particular, in the case that A wins the game G1, ®(sq,.. ., SQ) leads to the same view since
Zie[Q] bi(s; + w;A) = Zie[@] bis; + AZZE[Q] bju; = Zie[Q] b;s; for any (b1,...,bg) € B and
A(s; +u;A) = As; forany i € [Q] due to the fact that A- A = [Da + e|D|I;]- (1, —a, —e)T = 0.

Also, it is not hard to see that ® is a bijection. For (s1,..., sq) € R™?, suppose (s}, ..., s(,) =
(81,...,8¢q). Since (s},...,8p) leads to the same view of A as (si,...,8q), we have either
(81;---,80) = (81,...,8¢q) in case that A does not win the game Gy, or (s},...,8;) = (81 —

wA, ..., 8g—ugA) in case that A wins the game G by outputting u given (s, ..., Sg). There-
fore, such (s}, ..., s;;) must exist uniquely, which means that @ is a bijection.

In the game Gy, the distribution of (s, ..., sq) is Ze®, where & = I, ® diag(0?, ..., 03).
Denote P = ®(%¢ Q). Following the idea described in Section 11.1.1, consider the following two

adversaries B’ and B”.

- B’ is the same as B3 except that 3’ samples (sq, ..., sg) from P.

- B” is the same as B except that 1. B” samples (71,...,7rg) <s 9;”‘9 and computes secrets

as (s1,...,8q) < ®(r1,...,7q); 2. after A returns, B” outputs & <« 8§ — >, 1o, bir;.

We note that 5’ and B” do not need to be efficient. They are only used to compute the winning
probability of the (efficient) adversary B.
Denote now by PValy the probability that X € {BB, B’, B”} outputs a non-zero vector. Then,

we will show the following three facts.

Fact 1. PValp < 5ap\/a|§3a—1)/a;
Fact 2. PVaIB = PValBu;

Fact 3. PValg + PValg: = Adv®' (A, k).
We can conclude the proof from the facts since

AdVG1 (A, :‘i) < PVQIB/ + PVE]'B// < (SaP\/ah(ga*l)/a + PVaIB
< 26,PVale ™ = 25, (AdVIE™ L (B k) + Q- 272 2) Ve
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where the last inequality is due to the fact that 6, > 1 and (o — 1)/ < 1 and the last equation is
due to Equation (12.4).
We now show the above three facts. For Fact 1, since the only difference between B and B’ is

the distribution of (sy,...,sg), by Lemma 11.2.5,
mQ (Oc—l)/O(
PValy < (PVaIB ‘R, (PH.@E )) .

Therefore, Fact 1 follows from the following lemma, which we will prove below.

Lemma 12.3.3. For the discrete Gaussian distribution 95, @ (defined in Section 11.2.2), where
¥ =L, @diag(o?, ..., 03), and the distribution P = (DT,

R, (PH.@;"Q> < (1 t i) - -exp (ar?/log(2(1 + 1/¢))) .

The arguments for Facts 2 and 3 follow exactly as in Section 11.1.1. We repeat here for complete-
ness. For Fact 2, since View 4(71,...,7g) = Viewa(®(ry,...,7g)) = Viewa(sy,...,Sg), even
if B” sets the secrets to (71,...,7¢) instead of sy,..., Sg, the output of B” remains the same.
However, then, B” is identical to 3, which implies the second fact.

Finally, to prove the third fact, we can interpret the sampling process of B’ as first sampling
(r1,...,7rq) from P and then setting (sy,...,8g) < ®(71,...,7¢g). Then, the only difference
between B’ and B” is that B’ returns s — Zie[Q] biSi, \jvhile B’ returils S — Zie[Q] bir;. If ./} wins
the f;;me G, simuAlated by B’ or B”, we know X, 10, biri = X bi(si — wid) = X0 bisi —
A-b u+# Zie[Q] b;s; by the definition of ®, and thus, at least one of B’ and B” outputs a non-zero

vector, which implies Fact 3. O]

Proof of Lemma 12.3.3. We first partition the support R into disjoint sets, then show that the
Rényi divergence conditioning on each set is small, and finally use Lemma 11.2.6 to conclude
the lemma. Denote S, as the set of (s1, ..., Sg) such that the event AWin does not occur. Since
® is the identity function over S, QQQ(SL) = P(Sp). For each (sq,...,8g) ¢ S, denote
Swisi, ..., s0] == {(si+kwmA, ..., sqg+kugA)}rez, where u is output by A given (s, ..., Q).
By a similar argument as above, we know any (si,...,s;) € Sw[si,..., 8] leads to the same
view of A. Therefore, ®(s1+ kw1 A, ..., 59 +kugA) = (s1+(k+ 1w A, ..., s+ (k+1)ugl),
and @ is a bijection over Sw|[s1, . . ., o], which implies 25° (Sw[s1, . . ., 8¢]) = P(Sw[s1,- - ., 50]).
Also, for any (sy,...,8q),(8},.-.,80) ¢ SL, Sw[s1,...,8¢] and Sw|s), ..., 8] are either equal
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to disjoint. Therefore, R™ can be partitioned into disjoint sets {S_ }U{Sw([s1, . .., 50|} (s, s 0)ERMA\S, 5
and for each set, the probability that (si, ..., sg) falls in the set is equal under both distributions
239 and P.

Therefore, by Lemma 11.2.6, we just need to show the Rényi divergence conditioning on each
set is small. For &, since @ is the identity function over S, R < S H@ > = 1.

For any Sw|si, ..., Sg], we show in the following that the conditioned d1str1bution is identical
to a one-dimensional discrete Gaussian distribution under a linear transformation. Let \/f_l =
I, ® diag(1/01,...,1/0g). Denote X := VE (A, .. ,upA) and S = VE (s, 80)-
Denote S| := S — 50X, where 5o := (S, X) /(X,X) € R, and we have (S, X) = (S, X) —
50¢(X, X ) = 0. Then, for any k € Z,

_ 2
Po(81+ ku A, ..., sg + kugA) = exp (—7? H\/i 1(31 + kA, ... sg + kuQA)H >

= exp (=7 | + kX )
— exp (—m (|12 + (50 + B)2 | X[2))
o exp (—W(—So - k’)2 HXHQ) )

Therefore, .@Z Swlstsso] = T (@qu,l _SO), where T : Z — R™< maps k to (s1+hkw A, ..., 5o+
kugA). Since ®(s1 + (K — L) A, ..., 80 + (k — DugA) = (81 + kuiA, ..., sg + kugA), we
know P(sy +kuiA, ..., s+ kuQA) — P79s1 4+ (k—1DwA, ..., 50+ (k—1)ugA). By a sim-

ilar argument as above, Ps,, (s, =T(2 ) Since | X |* = 20l (ui/o;)? | AP

""" | X[~ —s0+1

/...t 1A & o B e e

IX17" = 1/(VmNBufue) = V1og(2(1 + 1/e)) /7 = 1.(Z) .

Therefore, by Lemma 11.2.7,

R (2 g Fsvtnser) < (12) e (am X9
< (1 t i) - - exp (aﬁmNﬁfﬁﬁve)
= <i t i) T exp (ar?/log(2(1 + 1/e))) .
Therefore, we can conclude the lemma by Lemma 11.2.6. [
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Chapter 13
TWO-ROUND LATTICE-BASED THRESHOLD SIGNATURES

13.1 Analysis of the CATZ Construction

As our first application to threshold signatures, this section applies AOM-MISIS to the analysis of
the CATZ construction [41].
We adopt the following definition from [41], simplifying the small coefficient property by

bounding only the term required in the security proof (Section 13.1.3).

Definition 13.1.1 (Linear Threshold Secret Sharing with Small Coefficients). Let 1 < t < n and

B be positive integers and G be an abelian group. A t-out-of-n linear threshold secret sharing
scheme SecShay ,, g for G consists of two algorithms (Share, Recon) with the following syntax:

- Share(s € G; p € G*) = (ss;)je(r) € G takes as input a secret s € G and a randomness

vector p € G¥ (sampled uniformly from G¥), and returns the secret shares (ss;) jerr)- We

note that each party i € [n| has a subset of indices T; < | L] such that the share of party i is

, the total share size is L, and

(ss;)jer- We say that the individual share size of party i is |T;

the randomness size is K.

- Recon(U, (ssj)jey,., 7.) = s € G- takes as input a set U < [n] with |U| > t and the secret
shares corresponding to each party in U, and returns the reconstructed secret s.

We require that SecSha, ,, g, satisfies the following properties:

- Linearity: The sharing algorithm Share can be written as an integer matrix M € Z**(K+1)

mapping a vector v = (s, p1,...,pr)’ € GETL to Mv € GL. We refer to M as the sharing
matrix of SecSha, ,, g.. Moreover, for any U < [n] denote My as the matrix M restricted to

the rows indexed with | J,.,; T;, the following is also true:

— Forany U < [n],|U| = t, there exists a reconstruction coefficient vector \" € 7"
such that \Y = 0 for j ¢ U,y Ti and (ANTM = (1,0,...,0). Then, the output

of Recon(U, ") on input (ss;) ey, 1, can be written as 3.y > e, Ass;. Hence, for
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(ssj)je[r) < Share(s; p) for any s € G and p € G*, we have that 3, ., ... AV'ss; =

JET;
s.
— Forany CS < [n] with |CS| < t, there exists a vector w®® € ZE+! such that w, = 1

and Mcgw® = 0. We call such w® the sweeping vector of M s.

- Small Coefficients: For any U < [n] with |U|

j

t, any i € U and, any CS < [n] with

>
< Bss~

Also, [41] shows the existence of such secret sharing scheme from the generic construction by

Benaloh and Leichter [21], which can be stated as the following lemma.

Lemma 13.1.2 ([41]). For any 1 < t < n, there exists a t-out-of-n linear threshold secret
sharing with small coefficients with total share size L = O(t/4‘3nlog n) making the individ-
ual share size |T;| < O(t'*®
By = O(t"**n(logn)?).

nlogn) for t' = min(t,n — t) and the small coefficient bound

13.1.1 Construction and main security theorem

We present the scheme CATZ[SecSha] in Figure 13.1, where SecSha = SecSha,,, p., is a linear
threshold secret sharing scheme with small coefficients, which is defined in Definition 13.1.1.
In Figure 13.2, we give the description of the parameters used in the protocol. One small change
here is that the signing key is sampled from a discrete Gaussian distribution with standard deviation
osk instead of a uniform distribution over the set of vectors with /,-norm bounded by og.. We note
that this does not affect the correctness of the scheme, as the /,-norm of sT< remains bounded by
vVmNog, except for a negligible probability, which is the exact property needed in the correctness
proof.

For unforgeability, we show that T'S-UF-0 security of CATZ is implied by the hardness of
the AOM-MISIS problem in the random oracle model, which is formally stated in the following
theorem. In particular, we consider an extension of AOM-MISIS (See Remark 12.1 for details) in

which some o; can be co. The full proof of Theorem 13.1.3 is given in Section 13.1.3.

Theorem 13.1.3 (T'S-UF-0 of CATZ). For any integers ¢ = q(k),k = k(k),m = m(k), any
linear threshold secret sharing scheme SecSha = SecSha, ,, g with small coefficients, (see Def-

inition 13.1.1) and any TS-UF-0 adversary A making at most qs = qs(k) queries to PPO and
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Algorithm Setup(17) : Algorithm PS(ir, i, st;) :

A s RN A A1) pp; «— Ir.PP(i)

Return A If st;.mapPP(pp;) = L then return (L, st;)
Algorithm KeyGen() : (Tj)je[o..e] « st;.mapPP(pp;)

st;.mapPP(pp;) — L

s/[<<—$.@gs‘k ;pk<—AsAkm0dq
(R, c, (bj)je[g])) “— CompPar(sti.pk, l?“)

pla"'vpK(_$R2n
(SSl, "‘7SSL)T — M- (Sk7 P1,-- '7pK)T
Fori: e [n] do Ski «— (ssj)jeﬂ;

Return (pk, (sk;)ie[n])

(ssj)jer; < sti.sk
Z 1o+ e bi Ty
+2¢ Diery )\é-r'ssssj mod ¢

Return ((R, z), st;)
Algorithm SPP(st;) :

For j € [0..4] dorj <s 2"

For j € [0../] do R; < Ar; mod ¢
pp < (Rj)jefo..q

st;.mapPP(pp) < (1) jefo.¢)
Return (pp, st;)

Algorithm Agg(PS, stg) :
R—1;z<0
For (R, 2') € PS do
If R=1then R« R’
If R # R’ then return (L, stg)
z—z+2
Return ((R, 2z), sto)

Algorithm CompPar(pk, Ir) :

W <— Ir.msg
For i € Ir.SS do
(b) jergg < Hu(pk, Ir)
(Rij)jefo.q < Ir-PP(i)
R <— e ss (Ri,o + 2jerq bjRi,j)
¢ — Ha(pk, p, R)
Return (R, c, (bj)je[g])

Algorithm Vf(pk, u, sig) :

(R, z) < sig

If |z|| > (3, then return O

¢ < Ha(pk, i1, R)

Return (Az = R + 2¢ - pk mod q)

Figure 13.1: Lattice-based t-out-of-n threshold signatures CATZ[SecSha], where SecSha =
SecSha,,, g, is t-out-of-n a linear secret sharing scheme with small coefficients (see Defini-
tion 13.1.1). In particular, )xé-’”'ss denotes the reconstruction coefficient. Also, H; : {0, 1}* — Sﬁ
and H, : {0,1}* — S.. The algorithms LPP and LR are defined the same as in Figure 10.3.
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Parameters Description
K Security parameter
n Number of signers
t Threshold for signing
N N = 2k, power of two defining the ring R
q Prime modulus
k Number of rows of A
m m > k, number of columns of A,
C+1 ¢ = 2k/log(2N), number of nonces for each signer
Sy Sp = {£1,£X,...,£XV 1}, set for the aggregating coefficients b;
Be Satisfying 2% (]ﬁv ) > 2%¢ the ¢;-norm of the challenge c,
S Sc={ceR:|c, =1,|c|, = B} set of the challenges c
Osk Standard deviation of the signing key sk
o, Standard deviation of the nonces 7;
Vok Only for EKT: satisfying |q/2"*| = |q/2"*<], number of bits saved on pk
vy Only for EKT: satisfying |g/2"| = |g/2" ], number of bits saved on h
Qe Do Only for EKT: (qu,,, ) = (|g/2"*],q/2"]) the rounded moduli
5, {5-norm bound of a valid signature vector z

(or (z,2"*h) for EKT)

Figure 13.2: Parameters for CATZ and EKT. Some parameters only apply to EKT.

an = qn(k) queries to RO, there exists an AOM-MISIS adversary BB running in time roughly two

times that of A such that

AdvEREO (A, k) < \/ QAdVEITIIS (B ) 4 RgPa-2n

par

where q =dp +9s + 1 and par = (Q> k7va =1+ K+ qs(l + £)> (Ui)iE[Q]w@S = 25z>ﬁb =
4Uskﬁcvﬁu = 1/O'sk + ﬂchsV8Nqs/Ur) with 01 = Osky 0144 = ooforz' € [K], O1+K+i = Or for

i€ [qs(0+1)]

For completeness, we recall the correctness theorem from [41], which is needed for parameter

selections later.
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Theorem 13.1.4 (Correctness of CATZ [41]). For any integers 1 < t < n, any linear threshold
secret sharing scheme SecSha = SecShay ,, . with small coefficients, (see Definition 13.1.1) given
or = 24/6mNlog(2mN)k/m and B, = VmN (2804 + n/n(1 + (), the threshold signature

scheme CATZ[SecSha| is correct with correctness error ecor < (2 + 4n(f + 1)) - 272~

13.1.2 Parameter selection

In this section, we first discuss the asymptotic parameters selection derived from the security theo-
rems and the hardness of AOM-MISIS, then compare these parameters with those proposed in [41],

and finally estimate the concrete efficiency based on the parameter selections.

ASYMPTOTIC PARAMETER SELECTIONS. Denote [, as the norm of the underlying MLWE as-

sumption. Initially, we select N, m, k, Bine such that N is a power of N > 2k, m, k = poly(k),
and B, = mlog(N).! (We note that when estimating the concrete efficiency, we will enumerate
through plausible (N, m, k, B ) tuples and pick the one that yields the best efficiency.) Then, we

set other parameters as follows.

Set 3. as the smallest integer such that 2% (gc ) > 2%,

- o = max{2BuweVmN, /log(6mN)/m}. The first term is usually the leading term.

- 0, = max{oxScBssv/8Nqs, 2\/6mN log(2mN)k/m}. The first term is usually the leading

term.
- B, = VmN (2804 + gq/n(1 + 0))
- Denote fs = 23, + 409 B.vVmN.

- Select g such that the problem MSIS, ;. ,,, 5., and the problem MLWE, y . m 3,. are assumed

to be exponentially hard in k.

By Theorem 13.1.3 and Theorem 12.3.1 with ¢ = 1/2 and @ = 2 (we can further optimize the
concrete bound by adjusting «v), T'S-UF-0 of CATZ is implied by the hardness of MSIS, j, ,,, .. and
MLWE, N & m. 8-

I'This is for guaranteeing the underlying MLWE is hard.



189

logy(q) |k m og | o f, |pk| |sig]| Comm.

[41] 119 |8 50 218210506 91725 () 73KB | 440.32KB 2.02MB

This thesis | 94.1 |7 17 291| 2805 29196 47 14KB | 144.47KB 1.24MB

Figure 13.3: The concrete parameters and estimated efficiency for k = 128 and n = 32 in [41] and
this work. We set (N, ¢, 5.) = (512,26, 64). The last second column denotes the communication

complexity per signer.

COMPARED WITH [41] The differences of the parameter selections between [41] and ours shows

in the selections of oy and o,. In particular, the prior work requires

- O = qk/m22m/(Nm).

- 0, = max{Nf.Bsox\/32mqsmN, %%q%\/N(log(QmN) + 2r)}. The first term is

usually the leading term.

For oy, "™ is significantly larger than 2/3,,.v/mN, which influences the choice of k and m. In
particular, one needs to set m to be several times larger than & to ensure oy does not cause the
parameters to grow excessively. For o,, we can see a factor of NV,/m improvement by comparing

the first term inside the maximization.

CONCRETE EFFICIENCY. We show a set of concrete parameters and estimated efficiency for k =

128 and n = 32, and compare them with those from [41] in Figure 13.3, where we can see improve-
ments in both signature sizes and communication complexity. We derive the parameters following
our parameter selections mentioned above, where SecSha are instantiated using Lemma 13.1.2. To
estimate the concrete hardness of MSIS and MLWE, we use the state-of-art tool, lattice estimator,’

which is also used in other prior works [54, 60, 33].

13.1.3  Security reduction of CATZ

The proof structure generally follows from the security proof of FROST [20], which reduces the

security of FROST to the algebraic one-more discrete logarithm assumption, as the CATZ con-

https://github.com/malb/lattice-estimator
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struction can be seen as a lattice analog of FROST. The key differences lie in how the reduction
computes u and how we bound the norm of the output solution (8, 5) and wu.

To prove Theorem 13.1.3, we slightly generalize the forking lemma (Lemma 9.2.3) such that
the hash values (A4, ..., hy) are independently sampled by an algorithm HG instead of uniformly

sampled from a set H.

Proof of Theorem 13.1.3. Let A be a TS-UF-0 adversary as described in the theorem. W.l.o.g. we
assume that A is deterministic and corrupts exactly ¢ — 1 signers. Also, we assume if A returns
(u*, (R*, z*)), the RO query Ha(pk, 1*, R*) was made by .4, which adds at most one RO query.
Also, since the game makes at most one RO query to H; and H, respectively for each signing
query, the total number of RO queries to each of H; and H, is bounded q = q;, + q, + 1. We first

construct an algorithm C compatible with the syntax in Lemma 9.2.3 and construct /3 from Fork’.

CONSTRUCTION OF C. The input of C consists of A, (ti)iE[KHJrqs(gH)], and a list of hash values

hi, ..., haq, where (A, (t;)ic[k+1+q.(¢+1)]) are sampled following the AOM-MISIS game, and for
each i € [q], ho;—1 is sampled uniformly from Sy, and hs; is sampled uniformly from S.. To start
with, C sets par < A, initializes st;.,mapPP « () for i € [n], and in addition, initializes a counter
ctry, < 0 for counting the number of random oracle queries. Then, C runs .4 on input par with

access to oracles IfN\IJT, I;P\(/), PSIGNO and ﬁ\é, which are simulated as follows.
INIT(CS): C sets pk « £, and views t,,;as Ap; for j € [K]. Then, for each i € CS and j € T},
C computes ss; < PI(d) with

M., jel[K+1],
g -7 [ | (13.1)
0, 0.W.

Finally, C returns (pk, (sk; = (ss;)jer )iccs)-

PPO(i): For the j-th query, C sets Ry —ty 1 -nes) for j € [0..£]. Since C does not sam-

+j+1

ple {r;}5c[0.¢> C uses st;. mapPP to store the index j instead, i.e., C sets st; mapPP({R;}: 1y 4) <

]

P§IE§O(@', Ir): The same as PSIGNO(i, Ir) except that C computes z using the PI oracle as fol-
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lows. Let j < st;.mapPP(ir.PP(i)) and d be a vector in R® such that

( 2C . deTi )\/%TSSMA N

/1’7-] ’

C computes z < PI(d).

RO query H,(z): If Hy(z) # L, C returns Hy(z). Otherwise, parse z as (pk, ir). If the parsing
fails or pk # pk, C sets Hy () «s S¢ and returns H, (z). Otherwise, C increases ctr;, by
1, sets Hi(z) < hoctr,—1. Also, C computes R < >, ss(Rio + ;e bj - Rij), where
(Rij)jefo.q < Ir.PP(i) and {b;} e() < Poctr,—1- If Ha(pk, lr.msg, R) = L, C sets Hy(pk,
Ir.msg, R) < hacty, . Finally, C returns H; ().

RO query H,(z): If Ho(z) # L, C returns Hy(z). Otherwise, parse x as (pk, u, R). If the parsing
fails or ka # pk, C sets Hy(z) <s S.. Otherwise, C increases ctr, by 1 and sets Ho(z) <
hactr,, - Finally, C returns Hy(x).

After receiving the output (p*, (R*, 2*)) from A, C aborts if .A does not win the T'S-UF-0 game.
Otherwise, C finds the index I such that Hy(pk, p*, R*) is set to h; during the simulation. By our

assumption of A, we know such I must exist. Then, C returns (/, Out = (u*, R*, z*)).

ANALYSIS OF C. To use Lemma 9.2.3, we define S := {2i},c[q], |G as the algorithm that samples

(A, (t;)ie[K+1+q.(e+1)]) Tollowing the AOM-MISIS game, and HG as the algorithm that samples
ha;—1 uniformly from S, and samples hy; uniformly from S, for each i € [q]. From the simulation,
we know that the output index [ of C is always in S. Also, it is not hard to check that C simulates
the game TS-SUF-0 perfectly, which implies acc(C) = AdvEro%(A, k). By Lemma 9.2.3, we
have that

acc(Fork®) = AdvEIS0(A, k)% /q .

CONSTRUCT B FROM Fork®. We now construct the AOM-MISIS adversary B using Fork®. To
start with, B receives (A, {t;}ic[q)) from the AOM-MISIS game with Q = K + 1 + q,(¢ + 1)
and runs Fork®(A, {t;},[q]) with access to the PI oracle from the AOM-MISIS game. If Fork®
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outputs (I,0ut = (u*, R*, 2*),0ut = (i*, R", 2*)), we know Az* = R* + 2h;pk mod ¢ and
Az* = R" + 2h;pk mod ¢, which implies A(z* — 2*) = 2(h; — h;)pk mod ¢. Therefore, B
sets § < z* — 2" and b < (2(h; — hy),0,...,0), and it holds that 3}, .o, bit: = 2(hy — hy)to =
2(hy — hy)pk = A(z* — 2*) = § mod q.

We now show how B sets u such that b u # 0 and d”u = 0 for any oracle query PI(d).

By the linearity of SecSha, there exists a sweeping vector w € Z*+! such that M cgw = 0 and
wy = 1, and we set u[x 1] = w. Therefore, BTu = Blul = 131 # 0. Also, for each PI query made
during the execution of IfN\Ifr, the query is of the form d = (M;1,...,M;k+1,0,...,0), where
J € Uiccs Ti» and thus d'u = (Mja,....M;ks1)-w=0.

For j € [q,], B sets tux14(j—1)(e+1)+[e+1] as follows. To simplify notation in the following
analysis, we use v to denote the vector g 14 (j—1)(e+1)+[e+1] € R, We say a PSIGNO query
(i, Ir) corresponds to the j-th token if and only if it is the valid query with st;.mapPP (Ir.PP(i)) =
J, where a valid query means the PSIGNO oracle does not return L. From the simulation, there is
at most one PSIGNO query corresponding to the j-th token during each execution of A. Therefore,

there are the following cases:

Case 1: No query corresponds to the j-th token during both executions. In this case, B set v < 0.

Case 2: Only one query corresponds to the j-th token during the two executions. Denote d as the
PI query made during the execution of the PSIGNO query corresponding to the j-th token,
where d follows the form given in Equation (13.2). B sets v «— (— Zj‘e[KH] dsus,0,...,0),
which implies d"u = ek 1y Gu; + o1 = 0.

Case 3: There is one query corresponding to the j-th token during each of the two executions.
Denote d (resp. d) as the PI query made during the execution of the PSIGNO query cor-
responding to the j-th token before (resp. after) rewinding. If d = d, then C sets v in the

same way as Case 2. Otherwise, let k € [¢] be the index such that Ay 1oy ey sk *

+145 (f such k does not exist, B aborts.) Denote b := d

dK+1_+(j—1)(€+1) K+1+(j—1)(é+1)_+1+fc
and b := dK+1+(j_1)(£+1)+1+,%. By Equation (13.2), we know that 2 divides d; and d; for

j € [K + 1]. Therefore, denote A := Y51 11(d;/2)u; and A := Y5 11(d;/2)u;. Since
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b,be Sy, by Lemma 11.2.1, there exists v € R such that y(b — b) = 2 mod q. C sets

—2A + by(A = A),
,Uﬁ' - _7<A - A) )

0, 0.W.

Then, it holds that d” u = Dielic 1) s o +bug = 2A—2A+by(A—A)—by(A-A) =0
andd u = et sny Gy v+ 0 = 28 =28+ by(A = A) —by(A—-A) = 2A —2A +
(b—b)y(A - A) _2A—2A+2(A—A) = 0.

ANALYSIS OF B. Denote BadHash as the event that hy, hy, . .., hag, haq are not all distinct. We

now show that B wins the AOM-MISIS game if Fork® returns and BadHash does not occur.

We first show that if Fork® returns and BadHash does not occur, B does not abort. Suppose
Fork® returns and BadHash does not occur. Then, the only step where B might abort is in Case 3
above. In Case 3, suppose d # d and AR 14 G-1)(e+ 1) +14[0] = dK+1+(] 1)(¢+1)+1+[¢ (in which case
B aborts). Let (i, lr) be the PSIGNO query that corresponds to the j-th token before rewinding.
Then, there exists J € [q] such that hoy_y = Hy(pk, Ir) = dgy14+(-1)+1)+1+[g- Since BadHash
does not occur, the only possibility is that the 2J — 1 < [ and (4, Ir) is also the PSIGNO query
that corresponds to the j-th token after rewinding. Let R be the aggregated nonce computed
from CompPar(pk, ir). Denote J e [q] be the index such that h,; = Ha(pk, Ir.msg, R) before
rewinding. From the simulation of the random oracles, it holds that J < Jandthus 2J < 2J < 1.
Also, since lr.msg # p* (o.w., C would not win the game), we have 2.J # I and thus 2J < I.
Therefore, Hy(pk, lr.msg, R) in the second execution of C is also h, ;. This implies d = d, which
contradicts our assumption.

If B does not abort, we have ||8| < ||z*|| + |2*|| < 28, = (s and

(b1 “ 071, .. bQ oQ H H2 h[ - h[ UskHl dog e = P -

It is left to bound |(u1/01,...,ug/og)|. For j € [qs], denote v := g i14(j—1)(e+1)+[e+1]- There
are three cases as mentioned in the construction of B. For the first case, |v| = 0. For the sec-
< 2By |c|| < 2B/ .. For the third case,

ond case, |v]| = HQC'Z(%j)eT-x[KH )\ SS AL e

J
JAlL = ¢ Bsenixn )JT SS M- ~w- H B3 and similarly HAH1 < Bgf. Since |y| < VN

2%
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(by Lemma 11.2.1),

Jv|? = H’y (A — bA),0,...,0, —v(A = A),0,...,0)|
2(|All, + Al IyI* < 8NBLSE .

Therefore, ||(uy /o1, ..., ug/og)| < 1/ox + \/Zje[qs] v/0,|? < 1/Bs + BcBesv/8NG, /0 < Bu.
Since each of hy, hs, ..., hoq_1 and hy, hy, . . ., hoq are sampled uniformly from S¢ and S, re-

spectively, Pr[BadHash] < (2q)2/ |Sp|" + (29)%/ |S.| < 8922~ 2". Therefore,

AdviSr (B, k) > acc(Fork®) — Pr[BadHash]
> AdvETz (A, k) /g — 8”27

which concludes the theorem. ]

13.2 Analysis of the EKT Construction

We apply AOM-MISIS to the analysis of the EKT construction and discuss the parameter selec-

tions in this section.

13.2.1 Construction and main security theorem

We recall the EKT construction from [60] in Figure 13.4. A summary of the parameters used by
the scheme is provided in Figure 13.2. The scheme also depends on a pseudorandom function PRF
with suitable domain and range. The Lagrange coefficient \;;; € Z, for any subset U < [n] and
j € Uis defined as A := [ Ten iy 75

The following theorem establishes T'S-UF-4 security for EKT from the hardness of AOM-MISIS.
In the theorem statement, AvaRF(C k) refers to the standard PRF advantage of an adversary C.

The full proof of Theorem 13.2.1 is given in Section 13.2.3.

Theorem 13.2.1 (TS-UF-4 of EKT). For any integers ¢ = q(k),k = k(k),m = m(k), any
pseudorandom function PRF, and any TS-UF-4 adversary A making at most q, = qs(k) queries
to PPO and q;, = qi(k) queries to RO, given o, > 2N - q%+m, there exist an AOM-MISIS
adversary B and a PRF adversary C running in time roughly two times that of A such that

AV ke (A, 1) < 4/ QADV (B, 1) + 83220 4 n? - AdvEge (C. 1) + 02272

par
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Algorithm Setup(l“) :
k;x(m k) n
Return A

Algorithm KeyGen() :

sk s Doy s Pk [QA . SAkka

For (7,7) € [n] x [n] do seed; j — {0, 1}"*
ai,...,Qp_1 <5 qu*k

For i € [n] do

ssk; «— Sk[m_k] + Z;;ll ajij

sk; < (ssk;, (seed; ;, seed; ;) je[n])
Return (pk, (Ski>z’e[n])
Algorithm SPP(st;) :
For j € [0..4] dor; «s 7}

For j € [0. K]doR — A-r;
st;. mapPP((R;)jef0..)) < (75)jefo..4
Return ((R;) je[o..¢) Sti)

Algorithm CompPar(pk, Ir) :
For i € Ir.SS do
(03)jerey < Ha(pk, Ir)
(Rij)jefo..q < Ir-PP(q)
R~ {Zielr.ss (Ri,o + 2jelq] bijﬂ
¢ — Hay(pk, Ir.msg, R)
Return (R, ¢, (b;) jeq)

Vr

Algorithm PS(lr,i, st;) :
If st;.mapPP(pp;)

= | then return (L, st;)
(7§)jef0..¢) < sti-mapPP(pp;)
st;.mapPP(pp;) < L
(R,c, (bj)je[g])) <« CompPar(st;.pk, Ir)
(sski, (seed; ;, seed; ;) je[n]) < Sti-sk
mask < > .c;. ss PRF(seed; ;, (pk, Ir))
mask’ < > .c;. g5 PRF(seed;;, (pk, Ir))
Z =T m—k] T 2jefe) 05 - T [m—k]
+2¢ - A\jrss j - sskj + mask — mask’ mod ¢
Return ((R, 2z), st;)
Algorithm Agg(PS, stg) :
R—1;z2z+<0
For (R,z2)ePSdo R« R';z « z+ 2/
C < H2(pk7 H, R)
h—R— [ﬁz—?’rﬂhc-ﬁw
Return ((c, z, h), stg)

ﬂheR&

Vr

Algorithm Vf(pk, u, sig) :

If H (2,2"h mod q)H2 > (3, then return O
¢« Hy(pk, u, [ﬁz — 2%k . ¢ @] + h)

143
Return (¢’ = ¢)

Figure 13.4: Lattice-based t-out-of-n threshold signatures EKT[PRF], where PRF is a pseudo-

random function. Here, H; :

{0,1}* — S and H, :

{0,1}* — S.. Also, A;.ss,; denotes the

Lagrange coefficient, and pk, h € R* denote the lift (see Section 11.2.1 for more details) of pk and

h respectively. The algorithms LPP and LR are defined the same as in Figure 10.3.
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where q = q, +qs + 1 and par = (q,k,m,Q = 14+ q5(1 +£), (0:)ic[q]: Bs = (2v+2 4 B - 2kt
\% Nk+4ﬂz>ﬁb = 4Uskﬂca ﬁu = 1/O—sk +ﬁc\/ 8Nqs/o_r) With 01 = Osky, O144 = O'rfOI"i € [qs<€+ 1)]

Remark 13.1. We note that we can directly establish T'S-UF-0 security of EKT from AOM-MISIS
by applying the unforgeability theorem from [60] and Lemma 12.2.1. However, the resulting pa-
rameters are worse than those in Theorem 13.2.1. Specifically, B, becomes 1/og + 20/{Nqs/0,,

and [y becomes 404/ B N.

Also, we recall the correctness theorem from [60], which is needed for parameter selection

later.

Theorem 13.2.2 (Correctness of EKT [60]). For any integers 1 < t < n, any pseudorandom
function PRF, given o, = +/(log(2Nm) + k)/m and 3, = (82" + 2" )v/mN + e4(2B.04 +
oer/n(1 + O)VN(VE ++/m — k), the threshold signature scheme EKT[PRF] is correct with cor-

rectness error negligible in k.

13.2.2  Parameter selection

In this section, we first discuss the asymptotic parameters selection derived from the security theo-
rems and the hardness of AOM-MISIS, then compare these parameters with those proposed in [60],
and finally estimate the concrete efficiency based on the parameter selections. We also discuss how

our parameters are compared to the parameters of Ringtail [33].

ASYMPTOTIC PARAMETER SELECTIONS. Denote (), as the norm of the underlying MLWE as-

sumption. Initially, we select N, m, k, Bi,e such that N is a power of N > 2k, m, k = poly(k),
and B = mlog(N).> (We note that when estimating the concrete efficiency, we will enumerate
through plausible (N, m, k, OGiwe) tuples and pick the one that yields the best efficiency.) Then, we

set other parameters as follows.

- Set 3. as the smallest integer such that 2% (g ) > 22,

- o = max{2BuweVmN, +/log(6mN)/m}. The first term is usually the leading term.

- 0, = max{ogSB:v/8Nqs, 4/ (log(2Nm) + k) /7, 2N - q%JrN(Ti—k) }. The first term is usually

the leading term.

3This is for guaranteeing the underlying MLWE is hard.
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Vek = logy(o,/Bc) and v, = log, (o).

B, is set as shown in Theorem 13.2.2

Denote (s = 20, + 405V mN.

Select ¢ such that the problem MSIS, j, ,», g, and the problem MLWE, x i 3,,. are assumed

to be exponentially hard in k.

By Theorem 13.2.1 and Theorem 12.3.1 with ¢ = 1/2 and a@ = 2 (we can further optimize the
concrete bound by adjusting «), T'S-UF-4 of EKT is implied by the hardness of MSIS, j, s, and
MLWE, N km.Bye-

COMPARISON WITH [60]. Although the prior work does not give a security reduction to standard

lattice assumptions, they provide candidate asymptotic parameters based on the heuristic assump-
tion that the selective version of AOM-MLWE is as hard as the adaptive version. Still, our asymp-
totic parameters are slightly better than their candidate asymptotic parameters provided in [60].
The key difference lies in the choice of o,, which significantly impacts efficiency. In particular, the
prior work requires o, = Q(fcSwe N+/asNk), while we require o, = Q(ScBiwe N y/qsm). There-
fore, there is roughly a factor of VN improvement.

COMPARISON WITH RINGTAIL [33]. Ringtail is very close to EKT. The main differences are that

the output space of hash function H; changes and the nonces r; are sampled from unbalanced
discrete Gaussian distributions. In particular, in Ringtail, the first m — £ entries of each nonce
T [m—k] 1s sampled from 9];:‘"“, while the rest 7 [(,—k+1)..m] i sampled from 9(’;; with o] # o,.
Therefore, it is possible to compare the parameter selections directly.

The key difference still lies in the choice of o,. In particular, Ringtail requires o, = Q(5c,/qn),
where q;, denotes the number of random oracle queries. Here we offer different trade-offs. A key
drawback of their parameters is that o, depends on q;, which is typically assumed to be much larger
than q,. This is because g, refers to the number of online signing queries and is a system param-
eter that can be enforced, while q;, scales with the offline computational power of the adversary.

However, if we set q;, = qs, their o, is smaller than ours roughly by a factor of Sj,,e N+/m.

CONCRETE EFFICIENCY. We show a set of concrete parameters and estimated efficiency for x €

{128,192, 256} and n = 1024 in Figure 13.5. We derive the parameters following our parameter

selections mentioned above, and similar to the CTZ scheme, we estimate the concrete hardness of
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Kk |logy(q)| &k m ow | oo [ Ipk| |sig| Comm.

128 69.3 | 6 11 2106 19526 9662 g779KB |30.88KB 766.83KB
192 69.6 | 8 15 2106|9526 2665 11 74KB|42.90KB 1.01MB

256| 70.2 |10 18 2117|2332 2671 14 76KB |50.72KB 1.29MB

Figure 13.5: The concrete parameters and estimated efficiency of the EKT scheme for x =
128,192,256 and n = 1024. We set (N, ¢, 5.) = (512,26,64). The last second column denotes

the communication complexity per signer.

MSIS and MLWE using the lattice estimator. We note that our concrete parameters are worse than
those given in [60], although in a similar ballpark. However, worse parameters are to be expected.
This is because their parameter selection is based on their direct cryptanalysis of AOM-MLWE,
whereas we rely on a reduction from two standard lattice assumptions. In a similar spirit, our
parameters are worse than those claimed for Ringtail in [33], however this is to be expected, too,
as they heuristically assume q;, = g, (also see the above discussion) to set parameters. In practice,
however, we expect gy, to be best approximated conservatively by the running time of the adversary,
and this can be as high as 255, whereas q, could typically be 2%°. The authors of Ringtail were
aware of this fact, and their choice was motivated by their conjecture that a better dependency

would be possible. We confirm their conjecture for the case of EKT.

13.2.3  Security reduction of EKT

Unlike other security analyses [54, 60] of lattice-based threshold signatures that use masking tech-
niques, our reduction follows a two-step approach, which we believe has independent interest.

In the first step, we reduce the TS-UF-4 game of EKT[PRF] to an ideal unforgeability game
Ideal-TUF for threshold signatures (defined in Figure 13.6). In this game, no secret sharing of
signing key or masking is involved. Moreover, the adversary directly obtains an aggregation of
all partial signatures from honest parties in /r.SS via a second-round signing oracle SIGNO, pro-
vided that the tokens in /r for honest signers are all valid. Intuitively, the ideal game captures the

information hidden by the masks. In particular, all the secret key shares and the partial signatures



Game Ideal-TUF*(k) :
Aes R0 4 AT,
H—sTS.HF;S — &
For i € [n] do

st;.mapPP « ()

Oracle PPO(3) :

Require:i e HS

T s D"
Forje[0.4]doRj — A -7
pp < (R))jefo..q]
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(1, sig) « ANTFPOPSINORO(A) | st; mapPP(pp) < (7;) jefo..q
Return (un ¢ S A Vf(pk, p,sig) = | Return pp

1) Oracle SIGNO(ir) :

Oracle INIT(CS) : Require: ir.SS < [n] and |Ir.SS| > t
Require: CS < [n] and |CS| < t hon « [r.SS n HS

HS — [n]\CS If 34 € hon : st;.mapPP(Ir.PP(7)) =
sk s I 1 then

pk — |24 - sk]ijk Return |

Return pk S «— S u {lr.msg}

Oracle RO(z) : (¢,b1,...,by) < CompPar(pk, Ir)
Return H(x) Z < 2¢ - Skpm—i]

For i € hon do
(1) jefo..q) < Ir-PP(i)
st;. mapPP(lr.PP(i)) «—

z(_z"i'TOmk: Z J,[m—k]

Return z

Figure 13.6: The Ideal-TUF game, where the algorithms CompPar and Vf are defined in Fig-
ure 13.4.

(except their aggregation) are entirely hidden by the masks.

In the second step, we establish the hardness of the ideal unforgeability game based on AOM-MISIS.
The approach is cleaner than prior proofs, as it clearly separates the effects of masks from the main
security reduction to the AOM-MISIS problem. In particular, the first step relies only on the secu-

rity of PRF, while the second step does not involve masking at all.
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Concretely, Theorem 13.2.1 is a corollary from the following two lemmas.

Lemma 13.2.3. For any integers q = q(k), k = k(k), m = m(k), any PRF scheme PRF, and any
TS-UF-4 adversary A making at most q; = qs(k) queries to PPO and q;, = q (k) queries to RO,
given o, > 2N - q%J”m, there exists an Ideal-TUF adversary B making at most qs queries to
PPO and q;, queries to RO and an PRF adversary C running in time roughly the same as A such
that

AdvE Y PRe (A, £) < AV (B k) 4+ n? - AdvBRe(C, 1) + g2 - 27

where n denotes the number of signers.

Lemma 13.2.4. For any integers ¢ = q(k),k = k(k), m = m(k) and any 1deal-TUF adversary
A making at most q, queries to PPO and q; queries, there exists an AOM-MISIS adversary B
running in time roughly two times that of A such that

Advldeal tuf A /i \/quVaom misis B /<L) + 8q32_2,{ )

par

where q = qj, +qs + 1 and par = (¢, k,m,Q = 14+ qs(1+£), (0:)ie[q), Bs = (272 4 B, - 2ty
\% Nk+4ﬁzvﬂb = 40-sk6ca Bu = 1/O'sk +Bc\/ 8Nqs/0r) with 01 = Osk, O144 = O'rfOF’i € [qs<€+ 1)]

The rough idea behind the first reduction (Lemma 13.2.3) is as follows. Due to masking, the re-
duction can simulate the PSIGNO oracle by responding with a uniformly random vector, unless the
adversary has made PSIGNO queries to all honest party in [r.SS. In this case, the reduction queries
its own SIGNO oracle to obtain an aggregated signature and derives the requested partial signa-
ture from it. Thus, the reduction only queries SIGNO for message /r.msg when all honest signers
in [r.SS were queried. This implies that the set S of messages considered signed in T'S-UF-4 is
exactly the same as the set S defined in Ideal-TUF. The second reduction (Lemma 13.2.4) is the

similar to the proof of Theorem 13.1.3, and its proof is provided in Section 13.2.4.

Proof of Lemma 13.2.3. Let A be a TS-UF-4 adversary described in the theorem. We show the

lemma via the following series of games.
Gy: This is the same as T'S-UF-4. The game is formally defined in Figure 13.7

G1: The same as G except that in the oracle PSIGNO, the response z is computed in a dif-
ferent way, and the game aborts if there are two valid PSIGNO queries for the same in-

put (i, /r) (denoted as BNonce). The game is formally defined in Figure 13.8. We first
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Game G§'(k) : Oracle PSIGNO(i, Ir) :

A s R’;X(m_k) A [AlT] Require: Ir.SS < [n] and i € HS n Ir.SS
H«—sTSHF;S — & ;curSS. « () | pp; < Ir.PP(%)

(u*, sig™) «— | If st;mapPP(pp;) = L thenreturn L
AINIT,PPO,PSIGNO,OPEN,RO (A) If curSSL(lr) — | then

Return (p* ¢ S A VFf(pk, pu*, sig*) = curSSy (Ir) « {i}

1) Else curSSy (Ir) « curSSy (Ir) u {i}
Oracle INIT(CS) : If curSS, = Ir.SS n HS then

HS « [n]\CS S «— S u {lr.msg}

ok s 7 pk — [214 _ sAk] (7§)jef0..) < sti-mapPP(pp;)

Vpk st;. mapPP(pp;) «— L
(R, ¢, (bj)jefe)) < CompPar(pk, ir)
(SSkZ‘, (seedm-, seedj,i)je[n]) <« Ski
mask < > .c;. 55 PRF(seed; ;, (pk, Ir))
mask’ < 3.}, g5 PRF(seed; i, (pk, Ir))
Z < To[m-k] T Zje[é] bj - T'j,[m—k]

+2¢ -+ Apss; - ssk; + mask —

For (i, j) € [n] x [n] do
seed; j < {0,1}"
ai,..., Q41 <3 Rgn_k
For i € [n] do
ssk; — S'Ak[mfk] + 22;11 a;i’
sk; < (ssk;, (seed; j,seed; ;) c(n])

Return (sk;)ccs k" mod
mask’ mod ¢q

Oracle PPO(4) : Return (R, 2)

Require:i e HS Oracle RO(z) :

For j € [0..0] do rj «s 2. Ty
Return H(z)

Forje[0./]doRj — A7
pp < (R))jef0.1

st;. mapPP (pp) < () e[0.4]
Return pp

Figure 13.7: The G, game, where the algorithms CompPar and Vf are defined in Figure 13.4.

show that if BNonce does not occur, the game is identical to G,. From the description of
Gy, if curSS_(Ir) # hon, we have z = v + maskc = 7 [k + (Zje[é] bj - Tjm—k)) +

2¢ - A\ipss,i - ssk; + mask, + mask., which is exactly the same as G,. Otherwise, z =



Game | GA )‘, G3'(k) ,| G5\ (k) |:

Oracle PSIGNO( r):

Require: Ir.SS < [n] and i € HS n Ir.SS ; pp; < Ir.PP(7)

If st;.mapPP(pp,;) = L then return L

If i € curSS| (Ir) then the game aborts // Bad event BNonce

hon « {r.SS\CS ; cor < Ir.SS n CS

curSSy (Ir) « curSSy (Ir) u {i}

If curSS| = honthen S < S U {lr.msg}

(R, ¢, (bj)jee))) < CompPar(pk, Ir)

maske < Do, PRF(seed; j, (pk, Ir)) — X ;ccor PRF(seed;;, (pk, ir))
(7)) jefo..e < sti-mapPP(pp;) ; st; mapPP(pp;) « L

curSumR (Ir) « curSumR(Ir) + 7o (m—k) + 2jefe 05 * T [m—k]

If curSSL(lr) # honthen /i is not the last queried honest party in Ir.SS

‘rmaskh —s Zjehon(PRF(seed”7 (pk Ir)) — PRF(seed; ;, (pk, Ir)))’

curSum(lr) < curSum(ir) + v
Else /i is the last queried honest signer

v « curSumR(Ir) —|—20~3Ak[m,k] —curSum(lr) — ;e 26 Air 55,5 55k
z < v + maskc

Return (R, z)

202

Figure 13.8: The PSIGNO oracle of the games G, G», and G3, where G, only contains dashed

boxes, GG, only contains highlighted boxes, and G3 only contains solid boxes. In addition, each

entry of the tables curSum and curSumR is initialized to 0. The rest of each game is identical to

Go.
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curSumR (Ir) + 2¢ - sAk[m,k] — curSum(lr) — Zjecor 2c - A\jpss,; - sskj + mask.. Here,
curSumR(Ir) = Y. cpon 'r(()f[)mfk] + (Xjerq b - rg.f[znfk]), where {rg-l) }iepo.q denotes the
nonces for si%ner i’ € hon, and curSum(lr) = ;i’ehon\{i} v = Zi,ehon\{i}(r&h_k] +
(X b5 - rﬁl[zn_k]) + 2¢ - Appss.iv - ssky + masky, ™)), where (-)@) denotes the value com-

puted during the query (¢', Ir). Since sk = > eimss Airss.ir - ssky and Y mask, () —
Y chon 2 jchon (PRF (seedi ;. (pk, Ir)) — PRF (seed; i, (pk, Ir))) = 0, we have z = r{1 .+

(Xjern b5 - rg.f[m_k]) +2¢- Appss.i - ssk; + mask, @ + maske, which is identical to G.

We now argue that BNonce occurs with a negligible probability. Since st;.mapPP(pp,) is
set to | after the query (i, Ir), BNonce occurs only if the PPO oracle generates a new token
(R, ..., Ry) that is exactly the same as pp,. Therefore, by the following lemma from [54],

.9~ N+1

the probability that this occurs is at most qz , and thus, since N > 2k,

AdvE (A, k) = AdvE°(A, k) — q? - 27211 (13.3)

Lemma 13.2.5 (Lemma 3.8, [54]). For any integers q,m,k > 0, any real number o > (
and any matrix A € RI*™, denote a distribution D(A) := {[A|L;] - s | s s QM ) If

o> 2N - qﬁJrﬁ,
Pry s prxm[Ho(D(A)) = N —1] = 1 - 271,

where Hy(D(A)) 1= —logy(maxyers Pryspa)[z = a']) denotes the min-entropy of
D(A).*

G,: The same as G; except in the oracle PSIGNO, the aggregated mask mask, computed from
honest parties’ seeds are replaced with a uniformly random value. The game is formally
defined in Figure 13.8. We can show this game is computationally close to G; by first
replacing each PRF(seed, ;, -) for honest parties 7 and j with a truly random function, which
incurs at most a reduction loss of n? - Adv’;',gF(C , k). Then, the game is identical to G, since
for each Ir, denoting hon = Ir.SS n HS and mask,? = 2. jehon(PRF(seed; j, (pk, Ir)) —
PRF(seed;;, (pk, Ir))), we have {maskh(i)}iehon\{i/} is uniformly distributed over R’;(‘hm‘_l)

for any ¢’ € hon. Therefore,

AdvC®2(A, k) = AdvE (A, k) — n? - AdvBT-(C, k) . (13.4)

“We omit the bit dropping from the original lemma, as it is not needed here and it only reduces the min-entropy.
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G3: The same as G, except the value v is uniformly sampled from Rg”*k if 7 is not the last queried
honest party in /r.SS. The game is formally defined in Figure 13.8. Since masky, is sampled
uniformly from Rg‘_k and only used to mask v, the distribution of v is identical in both

games. Therefore, we have

Adv®3 (A, k) = Adv®2(A, k) . (13.5)

We construct an Ideal-TUF adversary B as follows. To start with, after receiving A from the
Ideal-TUF game, B initializes st;.,mapPP for i € [n], tables curSS, and curSum following the
game Gg, then initializes a map curLR to an empty map, recording whether a Ir request has made,
and runs A with input A and access to oracles I/I\?IJT, ISF(), PSIGNO and ﬁ\é, which are simulated
as follows.

INIT(CS): B queries pk < INIT(CS). Foreachi € CS, B samples ssk; «s R** and seed; j s {0,1}"

for each j € [n]. Finally, B returns (ssk;, (seed; ;, seed; ;) jcrn])iccs-
ﬁ(), RO: B forwards queries directly to PPO and RO respectively.

P§IE§O(Z’, Ir): The same as PSIGNO(i, Ir) in G3 except that when curSSy (Ir) = hon, BB queries

z < SIGNO(Ir) and sets z < z — curSum(ir) — > 2¢ - Ajp.ss,j - ssk;j + mask.. Also,

jecor
BB does not need to retrieve {7 ;};c[0..q and update qurSumR, as the table curSumR is not
used anymore.
After A returns, B outputs the output of A.
We observe that B wins the [deal-TUF game if A wins the game Gg, since the message /r.msg
is added to S in Gy if and only if curSS, (Ir) = hon, which is exactly the scenario where B
makes a SIGNO query on Ir. Also, since B simulates the game Gg perfectly, it follows that
Advidee (B ) > AdvS3(A, k). Therefore, we can conclude the lemma by Equations (13.3)

to (13.5). ] ]

13.2.4  Proof of Lemma 13.2.4

Let A be a Ideal-TUF adversary as described in the lemma. W.l.o.g. we assume that A is deter-
ministic. Also, we assume if A returns (u*, (R, 2*)), the RO query Hy(pk, pu*, R*) was made
by A, which adds at most one RO query. Also, since the game makes at most one RO query to

H; and H, respectively for each signing query, the total number of RO queries to each of H; and
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H, is bounded q = q;, + g5 + 1. We now construct an algorithm C compatible with the syntax in

Lemma 9.2.3 and construct B from Fork’.

CONSTRUCTION OF C. The input of C consists of A, (ti>i€[1+q5(£+1)]s and a list of hash values

hi, ..., haq, Where (A, (t;)ic[1+q.(¢+1)]) are sampled following the AOM-MISIS game, and for each
i € [q], ho;—1 is sampled uniformly from S, and hy; is sampled uniformly from S.. To start with, C
initializes st;.,mapPP « () for i € [n], and in addition, initializes a counter ctr;, < 0 for counting
the number of random oracle queries. Then, C runs .4 on input A with access to oracles IfN\Iir, 13?()

PSIGNO and ﬁ\é, which are simulated as follows.

INIT(CS): The same as INIT(CS) except C sets pk « [2t0]ypk.

i’_l;()(z) For the j-th query, C sets R; < &, i 1y41)4j41 for j € [0..0] and sets
sti.mapPP((Rj)je[oﬂ) — 7.

Note that since C does not sample (7;);.(o_¢» C uses st;. mapPP to store the index j instead.

STG\I\R)(ZT): The same as SIGNO(/r) except that C computes z < PI(d), where

2, j=1,
1, j=1+((-1D+1)+1,j€honR
g ] J =D+ +1.] (13.6)
by, 7=1+0U—-1DU+1)+1+4+74,5€[l],jehonR,
0, ow.,

and honR := {st;. mapPP (ir.PP(7)) }ichon-

RO query H,(z): If Hi(z) # L, C returns Hy(z). Otherwise, parse  as (pk, Ir). If the parsing
fails or pk # pk, C sets Hy(z) «s S¢ and returns H, (). Otherwise, C increases ctr;, by
1, sets Hy(z) < hoctr,—1. Also, C computes R «— > ., «c(R;o + Zje[z] b; - R, ;), where
(Rij)jefo..e; < Ir-PP(i) and {b;}e() < Poctr,—1- If Ha(pk, lr.msg, R) = L, C sets H(pk,
Ir.msg, R) < hacty, . Finally, C returns Hy ().

RO query Hy(z): If Hy(x) # L, C returns Hy (). Otherwise, parse x as (pk, 11, R). If the parsing
fails or pk # pk, C sets Hy(z) «s S.. Otherwise, C increases ctr, by 1 and sets Hy(z) «
hoctr), - Finally, C returns Hy(x).
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After receiving the output (u*, (¢*, z*, h*)) from A, C aborts if A does not win the Ideal-TUF
game. Otherwise C computes R* « {flz* — 2Wk . c* . pk] + h* and finds the index I such that

Hy(pk, p*, R*) is set to h; during the simulation. By our assumption of .4, we know such [ must
exist. Then, C returns (I, Out = (u*, R*, ¢*, z* h™)).

ANALYSIS OF C. To use Lemma 9.2.3, we define S := {2j}c[q and |G as the algorithm that sam-

ples (A, (ti)ic[1+q,(¢+1)]) following the AOM-MISIS game, and HG as the algorithm that samples
ho;—1 uniformly from S, and samples ho; uniformly from S, for each i € [q]. From the simulation,
we know that the output index [ of C is always in S. Also, it is not hard to check that C simulates
the game Ideal-TUF perfectly, which implies acc(C) = Adv'®® ™ (A k). By Lemma 9.2.3, we
have that

acc(Fork®) = Adv'" (A £)?/q .

CONSTRUCT B FROM Fork®. We now construct the AOM-MISIS adversary B using Fork®. To
start with, B receives (A, {t;}ic[q)) from the AOM-MISIS game with Q = K + 1 + q,(¢ + 1)
and runs Fork®(A, {t;},[q]) with access to the PI oracle from the AOM-MISIS game. If Fork®
outputs (I, Out = (W,R*,c*,z*,h*),&fc = (ﬁ*,ﬁ*,é*,%*,ﬁ*)) and c* # ¢*, B sets § «
(2% — 2%,2(c* — &)ty — A(z* — %)) and b «— (2(c* — &),0,...,0). Otherwise, B aborts. It is
clear that A3 = A(z* — 2*) + 2(c* — )ty — A(2* — 2*) = 2(c* — T)tg = Y bit:.

We now show how B sets u such that BTu #+ 0and d"u = 0 mod ¢ for any oracle query

PI(d). Note that 3 only makes PI queries while simulating oracle SIGNO. We set u; = 1 and thus
b u=2(c* — ) £0.

Enumerating j from 1 to qs, C sets w4 (j—1)(¢+1)+[¢+1] Such that

Z u;d; = 0 for each PI query d with d;[j¢41) # O . (13.7)

1€[1+5(¢+1)]
To simplify notation in the following analysis, we use v to denote the vector wyy(j_1)+1)+[e+1] €
R+, Concretely, C sets v as follows. Suppose Equation (13.7) holds for j — 1 (except when j = 1,
i.e., no condition is required for the case j = 1). We say a SIGNO query [r corresponds to the j-th

token if and only if it is the valid query with st;.mapPP(lr.PP(i)) = j, where a valid query means

the SIGNO oracle does not return L. From the simulation, there is at most one SIGNO query
corresponding to the j-th token during each execution of 4. Therefore, there are the following

cases:
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Case 1: No query corresponds to the j-th token during both executions. In this case, B set v < O.

Case 2: Only one query corresponds to the j-th token during the two executions. Denote d as

the PI query made during the execution of the SIGNO query corresponding to the j-th token,

where d follows the form given in Equation (13.6). Bsets v <« (— Zz‘e[1+(j—1)(€+1)] w;d;, 0, . ..

and it follows >3y iy Wili = 2iepio(j—1)(e+1) Widi + v1 = 0. Also, since d is the PI
query with dyy(j—1)(e+1)+[e+1] # O, it follows that Equation (13.7) holds.

Case 3: There is one query corresponding to the j-th token during each of the two executions.
Denote d (resp. (Ni) as the PI query made during the execution of the SIGNO query corre-
sponding to the j-th token before (resp. after) rewinding. If d = d, then C sets v in the same

way as Case 2.

Otherwise, let k € [¢] be the index such that d
k does not exist, BB aborts.) Denote b := d

14 (-1)(+1)+ 14k 7 d1+ (—1)(e+1)+145- (If such

; and b:=d Since

1+(—-1)(¢+1)+1+ 1+ —1)(0+1)+1+k"

,0),

Equation (13.7) holds for j—1, we have either 3,1, ;1)1 1y Widi = 008 Xy y 51y (er1y Widi =

d; € 2S. by Equation (13.6), where 2S. := {2¢ | ¢ € S.}. Therefore, denote A :=
%Zz‘e[l+(j—1)(€+1)] u;d; and A = %~2i6[1+(j—1)(ﬁ+1)] u;d;. Since b,b € S, by Lemma 11.2.1,
there exists v € R such that y(b — b) = 2 mod gq. C sets

—2A + by(A - A),

0, o.w.

by (A—A)=by(A-A) = 2A 2A~|—(b—b)7(A—A) =2A—-2A+2(A—A) = 0. Finally,
since d and d are the PI queries with dy 1 (j_1)(e+1)+[e+1] # 0, it follows that Equation (13.7)
holds.

ANALYSIS OF B. Denote BadHash as the event that A, 711, oy hag, ]ngq are not all distinct. We
now show that B wins the AOM-MISIS game if Fork® returns and BadHash does not occur.

We first show that if Fork® returns and BadHash does not occur, BB does not abort. (The follow-

ing argument is similar to the one provided in the security reduction of the CTZ protocol.) Suppose
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Fork® returns and BadHash does not occur. Then, the only step where B might abort is in Case
3 above. In Case 3, suppose d # d and 14 (G—1)(+1)+14[] = gl+(jfl)(f+1)+1+[€] (in which case
B aborts). Let Ir be the SIGNO query that corresponds to the j-th token before rewinding. Then,
there exists J € [q] such that hy;_; = Hi(pk, Ir) = di4(j—1)e+1)+1+[g. Since BadHash does not
occur, the only possibility is that the 2J — 1 < [ and Ir is also the SIGNO query that corresponds
to the j-th token affer rewinding. Let R be the aggregated nonce computed from CompPar(pk, Ir).
Denote .J € [q] be the index such that ., ; = Hy(pk, Ir.msg, R) before rewinding. From the simu-
lation of the random oracles, it holds that J < J and thus 2J < 2J < I. Also, since Ir.msg # u*
(0.w., C would not win the game), we have 2.J # I and thus 2J < I. Therefore, H,(pk, lr.msg, R)
in the second execution of C is also h,, ;. This implies d = d, which contradicts our assumption.
Suppose B does not abort. From the way B sets u, Equation (13.7) holds for ;7 = qs. Then,

since for each PI query d, the component d; [q,(¢+1)] # 0, it follows that d'u = > d; =

ie[14+qs(¢+1)] Wi
0. It is left to bound the norms of vectors s, b and wu.

We first bound the norm of 5. We have
|8[m — k]| = 2" — 27| <28, (13.8)
and, by Lemma 13.2.6 (proved in [60]),

~

18[(m — k + 1)..m]| = Hz(c* e — A(z* — 3

< (e =z At =2 ¢ [ =) 0250

~

< ||(c* = )2k pk — A(z* — Z)| + B2V Nk (by Lemma 13.2.6)

< |2 Vﬁ* - 2”Pk5*pk] — o [flz* — o%eerpk|  mod qH
A A (13.9)
! ’(AZ* — 2"kc*pk) — 2 {Az* — 2vpkc*pk] ’
+ ’(A\%* _ 2Vpk5*pk) 1 {A\z* o 2ypk’5*pk—| ’ + ﬁc2upk+1m

<

o ({A\%* o QVPkE*pk] _ lA\Z* _ 2Vpkc*pk—| ) mod qH
+ 29/ NE + 82"/ Nk . (by Lemma 13.2.6)

Lemma 13.2.6 (Lemma 3.14 [60]). For any integers v = 4 and q > 2°, let q, = |q/2"|. Moreover,
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assume q and v satisfies q, = |q/2"]. Then, for any x € Z,, we have

|x—2”~ﬁ <2 1.
Since [ﬁz* — 2”Pkc*pk] + h* = { zF - 2”Pk5*pk] + fNL* there exists § € RF
such that 6], < 2 and [Az* - 2”pkc*pk [ AZ* — 2”Pk5*pkw +h + 4, - 0. Therefore,

2V <lﬁ5* — 2vekgEpk [ — {flz* — 2”pkc*pk] > mod qH

Vr

< [27h* mod qH + ‘2”’?1,* mod qH + |2"¢q,, -6 mod ¢ (13.10)

8|l <28, + 2"V Nk .

< 23, + 27

Therefore, by Equations (13.8) to (13.10), ||8] < (272 + 8. - 22 1) - A/ Nk + 43, < f..

AlSO, (I;l 01, .. bQ oQ H H2 c*—¢ )USkHl S 40'5ch < 5b-
It is left to bound |(u1/0y,...,uq/og)|. For j € [qs], denote v := g 14(j—1)(e+1)+[e+1]-
There are three cases as mentioned in the construction of B. For the first case, ||v| = 0. For the

second case, since v; € 28, U {0}, [v| = |v| < 24/Be. For the third case, since A, A € S, U {0},
|A[, < B and HAH < f. Since |y = VN (by Lemma 11.2.1),
1

2
o] = nybA—bA)O 20, =7(A = K),0,...,0)|

2(|All, + |A])? Iv]* < 8NBE.

Therefore, [(ui/01, ..., uq/0qQ)| < u1/ow + 4/ Djciq. 1V/00] < 1/0w + BcA/8Nqs/0, < . The
above shows that B wins the AOM-MISIS game, given that Fork® returns and BadHash does not
occur.

Finally, since each of hy, hs, ..., haq_1 and hg, hy, . . . , haq are sampled uniformly from Sf and
S. respectively, Pr[BadHash] < (29)%/|Su|" + (24)2/|Sc| < 8922, Therefore,

AdvaST (B, k) > acc(Fork®) — Pr[BadHash]
> AdVideal_tuf<A, l€)2/q _ 8q22*2“ )

which concludes the lemma. O]
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