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Network misconfigurations frequently lead to outages that can impose severe social

and economic consequences. Preventing these misconfigurations via automated testing

or verification requires complete and precise specification of expected network behav-

iors. However, creating such specifications is challenging for network engineers due to

the enormous scale and rapid evolution of modern networks. This dissertation develops

two approaches to address this challenge. The first approach quantifies which network

components are covered vs uncovered (and potentially untested) relative to given spec-

ifications. Results of this assessment help network engineers refine the specifications to

make them more comprehensive. The second approach enables compact specification of

network changes, which are the primary source of outages. These specifications capture

the similarities and differences between two network states, which makes them complete

and precise but compact. Network engineers need only specify the changing parts of the

network, which tend to be small, and then simply mandate that all other behaviors “stay

the same” without needing to enumerate them. Both approaches have been deployed and

shown to be effective in real-world production networks.
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Chapter 1

INTRODUCTION

In this digital age, the Internet serves as a vital infrastructure that underpins countless

aspects of daily life. From communication and commerce to education and entertainment,

it has transformed how we live, work, and interact, making it an indispensable tool for

individuals, businesses, and governments.

Despite its pervasive presence and importance, the Internet is plagued by frequent

outages, which capture headlines with alarming regularity. These outages have led to se-

vere and far-reaching consequences across communities and industries, e.g., when planes

were grounded (United Airlines 2017), bank accounts went offline (BB&T 2018), emer-

gency calls were rendered inaccessible (T-Mobile 2020), and apps went down for billions

of users (Facebook 2021) [67, 57, 76, 58].

A significant portion of these outages stem from mistakes made during the routine

management of network configurations. These are commands and parameters that dic-

tate how individual routers operate and interact with other routers to determine how data

packets flow in a network. Writing and maintaining correct network configurations re-

quires considerable expertise and attention to the intricate interplay of different network

components, making it a notoriously difficult task for humans to execute flawlessly. As a

result, Internet reliability remains vulnerable to the fallibility of human operators, moti-

vating the need for effective solutions to identify and repair misconfigurations before they

affect the networks.

Over the past decade, many testing and verification tools have been developed. These

tools can check whether a snapshot of the network is compliant with a set of user-defined

specifications that describe desired network behavior. Since the early 2010s, network testing
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and verification tools have rapidly evolved from research ideas to production deployments

at all large cloud providers [42, 71, 80, 82, 8].

However, network outages caused by misconfigurations continue to occur despite the

use of testing and verification methods; we can identify consecutive incident reports from

cloud providers despite standard practices of testing and verification [16, 58, 63]. Wemain-

tain that ongoing problems are caused by the fundamental challenges ofwriting andmain-

taining complete and precise specifications for networks, a critical foundation for testing

and verification to succeed.

Two primary factors contribute to these challenges: scale and incomplete information. As

networks continue to expand in size and complexity, the specification needed to describe

their behavior grows proportionally. For instance, in our experiments, we encountered

networks comprising thousands of routers and millions of configuration lines in total that

must correctly forward 106 classes of trafficwith distinct paths. Creating a detailed specifi-

cation for these poses an insurmountable task. It is even more complex to update existing

specifications after the network evolves because engineers are unlikely to maintain the

older specifications that do or do not reflect the updated network.

Adding to these challenges is incomplete information. Networks are built incremen-

tally over years, and their size and complexity necessitate the management of different

segments by separate teams. Consequently, individual engineers may possess only par-

tial knowledge of the network’s behavior and configuration. In such scenarios, creating an

accurate global specification becomes exceedingly challenging since it requires synthesiz-

ing insights from multiple sources and precisely reasoning about the interplay between

various components, including ones that people may lack adequate knowledge of.

Despite the surge of testing and verification tools, scant attention is being paid to ways

to assist engineers in writing more complete and useful specifications. Given the chal-

lenges described above and the tight timeframes engineers have to complete testing and

verification procedures, the specifications used in existing practice often fall short. They

are often incomplete, leaving significant portions of the network untested, and/or overly re-
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strictive, imposing blanket requirements on all network devices without considering cor-

ner cases or network heterogeneity. The consequence is an overwhelming number of false

alarms and difficulty distinguishing true errors from benign deviations in the results.

Thus, the absence or poor quality of specifications significantly constrains the effective-

ness of testing and verification efforts and ultimately undermines the reliability of the

network infrastructure.

This dissertation addresses the challenges of high-quality network specifications with

two novel approaches. The first approach is coverage-guided specification. Instead of relying

on humans to ensure the completeness of network specifications, this approach analyzes

aspects of the network that have or have not been covered by existing specifications. Provided

this help, engineers can systematically identify the aspects where additional specifications

must be added for completeness. The second approach is relational specification. It aims to

simplify the specifications for network changes, which are the primary cause of network

misconfigurations. Unlike traditional specification, which addresses the desired behavior

of a single network snapshot, relational specification models two network snapshots (i.e.,

pre- and post-change) and captures their similarities and differences. They are therefore

compact and precise, allowing engineers to simply mandate that other network behavior

“stay the same,” without enumerating them. Changing network components are usually

small and known to the engineers making the changes. Both approaches have been de-

ployed and are shown to be effective in real-world, production networks.

The remainder of this introduction is organized as follows. In §1.1 I highlight the dif-

ficulties of writing correct network configurations and the consequences of a failure to

do so. §1.2 introduces the key role that specifications play in identifying misconfigura-

tions, and §1.3 reviews existing approaches to network specification. I then describe two

new approaches, coverage-guided specification (§1.4) and relational specification (§1.5). I

conclude with a summary of contributions in §1.6.
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1.1 Network Configuration: Why Is It Difficult?

Each network has its own design and operational goals. For example, a cloud network

must provide reliable connectivity to authorized user traffic while denying unauthorized

ones. It must also enforce performance requirements, security regulations, and optimize

resource utilization to the best possible extent.

The primary approach to achieve such goals is via router configurations. These are

commands and parameters that controls how an individual router operates. Inmost mod-

ern networks, a router’s main job is to coordinate with each other in a distributed manner¹

to determine how packets flow in a network (known as the routing process). This includes

sending messages to neighbors to share information on available paths, as well as select-

ing the best path(s) based on each router’s own preferences. Configurations can control

many aspects of such routing processes. This includes which routing protocols are in use;

which routers are peered with each other; how routing messages are transformed prior to

sending (export policy) and upon reception (import policy); and the preference function

for best path selection. Naturally, thus, how the network forwards packets is intimately

dependent on router configurations.

Correctly configuring networks to achieve their goals has long been a challenging task

for the networking community. While the goals are often global (e.g., eliminating for-

warding loops) and end-to-end (e.g., ensuring traffic from node A to node D follows the

path A-B-C-D), the configurations are localized to individual routers. Bridging this gap

requires understanding the intricate interplay of various distributed routing protocols and

maintaining a global perspective of the entire network. Compounding the challenge, con-

figurationsmust be written in languages that operate at a very low level of protocol details

and are specific to each vendor. Furthermore, real-world network goals are subject to fre-

quent changes to adapt to dynamic business needs and operating environments. In light

¹This is not the case for software-defined networking (SDN), a new paradigm of networking that governs
individual routers using centralized, programmable controllers. This dissertation focuses on networks
based on distributed routing, as the majority of today’s networks are still based on this paradigm.
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of such changes, engineers must update the configurations in a short time frame. Col-

lectively, these factors contribute to frequent misconfigurations where human engineers’

implementation diverges from their goals.

The fallibility of user-written configurations is a significant contributor to network re-

liability issues, as even seemingly minor errors can cascade into major disruptions with

far-reaching consequences. For instance, in 2021, during routine maintenance of Face-

book’s backbone network, a single line of erroneous command unintentionally brought

down all connections in the backbone network. This action resulted in the disconnection

of all Facebook datacenters from the Internet. To make it worse, the loss of connection

rendered Facebook’s DNS servers unreachable, preventing engineers from accessing their

work accounts to address the problem. Consequently, this global outage persisted for 6

hours before being mitigated, marking it as one of the most severe incidents in the history

of the Internet. [58]

1.2 High-Quality Specifications: The Key to Catch Misconfigurations

Today, several approaches are employed to catch network misconfigurations. One com-

mon strategy is to continuously probe and monitor the performance and availability of

the network [36, 69]. However, it only detects issues after they have already occurred, i.e.,

it cannot prevent outages. Additionally, it fails to identify latent bugs that do not cause

immediate problems but may later lead to widespread outages.

To proactively detect misconfigurations, common approaches include human review,

testing, and verification. Similar to the standard practice of peer code review in software

engineering, human review usually incorporates expert engineers to audit configuration

contents and look for potential problems. While it does help sometimes, it does not funda-

mentally eliminate human errors. This statement is backed by the empirical observation

that network outages continue to occur despite that human review has been employed as

the standard practice in major cloud providers [59, 63].

A more systematic way to proactive debugging is automated testing. It involves run-
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ning a set of user-defined test cases on a replica of the network (e.g., a virtual replica simu-

lating the network state after applying a planned configuration change) to check whether

the network would violate the expected behavior specified by the test cases. Another ap-

proach is network verification [45, 46, 28, 13, 1]. Its goal is to establish a formal model

of the given network state and check its compliance with formal properties expressed

by users. For both testing and verification, users are responsible to write their expecta-

tions of network behavior (we use the term specifications to denote test cases or formal

properties throughout this dissertation), and both approaches will only be effective when

user-provided specifications are complete and precise. If the specifications are incomplete,

they may fail to test the critical aspects of network behavior and leave bugs unnoticed.

Specifications also need to be precise, which means it cannot be too loose nor too restric-

tive. For instance, a specification may be too loose if it focuses solely on basic connectivity

between endpoints while neglecting the specific forwarding paths taken by the network

traffic, as it would fail to detect bugs of suboptimal routing (which may cause high la-

tency and unbalanced resource utilization). On the other hand, a specification may be too

restrictive when imposing blanket requirements on all network devices without consid-

ering potential corner cases or network heterogeneity. This can lead to an overwhelming

number of false alarms, making it challenging for engineers to distinguish genuine errors

from benign deviations in test results. Overall, a high-quality specification for real-world

networks should cover all traffic class carried by the network (for completeness); for each

traffic class, it should assert whether it is forwarded along desired paths, and the desired

paths in the specification must be specific and correct (for precision).

1.3 Existing Approaches to Network Specification

The creation andmaintenance of complete and precise specifications is a difficult job given

the vast scale of modern networks. So how well do existing specification methods do

in helping battle the challenge? Surprisingly, no existing tool provides help in ensuring

specification completeness, and it is prohibitively verbose to write precise specifications
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API Explanation

bgpSessionCompatibility(nodes, remoteNodes) Test configuration compliance for BGP protocol.

traceroute(startLocation, headers) Test forwarding paths for concrete packets.

reachability(pathConstraints, headers) Verify reachability for symbolic packet headers.

Table 1.1: A subset of API functions provided by the Batfish tool.

in current specification languages. In general, there are three categories of specification

methods.

The first one is to provide a parameterized function for each kind of network prop-

erties that can be checked by the tool. This is the case for the popular open-source tool,

Batfish [12, 20], which exposes 73 Python functions for users to query different proper-

ties, ranging from configuration well-formedness, packet forwarding, to reachability, etc.

Table 1.1 shows an example API function of each category. Network engineers are respon-

sible of selecting the proper function and providing the correct parameters.

Another common approach is to use logic languages. For example, some tools require

users to encode specifications as logic formulas [75, 13, 31]. Logic languages tend to be

flexible and expressive.

The third notable approach is to adapt regular expression languages for network path

properties [5, 15, 44]. A key insight is that network forwarding paths are akin to strings,

where the former are sequences of network locations and the later are sequences of sym-

bols. Therefore, regular expressions [37], the well-known tool for string pattern matching,

can also be used to express network path patterns (after domain-specific augmentations).

1.4 Coverage-guided Specification

Existing specification languages are expressive and capable of specifying a diverse set of

properties. However, one thing that they all lack is any sense of when the process of writ-
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ing specifications is done (i.e., complete). And that is a problem because in today’s large

and complex networks, it is surprisingly easy for engineers to overlook critical components

or behaviors when creating specifications. This dissertation investigates a new approach,

namely network coverage metrics, to alleviate that problem once and for all.

Network coverage help engineers judge how complete the network behavior has been

captured by existing specifications, as well as identifying the gaps that remain unad-

dressed. Analogous to code coverage metrics [53, 4], which have been an integral part

of any software testing platform [41, 19, 24], network coverage metrics aim to help users

quickly and systematically locate under-tested aspects, so that users can engage in an effi-

cient way of crafting specifications—adding specifications that are targeted to the under-

tested aspects and progressivelymake the specificationsmore complete. Aswith software,

high coverage is necessary but not sufficient for effective discovery of bugs. In addition

to exercising all key behaviors, the specifications must also properly assert that those be-

haviors match their design goals (i.e., specifications must also be precise). This latter task

is not the focus of this approach but will be discussed in the next section.

For software, the development of coverage metrics and usable systems has been a

multi-decade journey that still continues. In networking, however, we do not even have

well-defined coverage metrics, let alone practical systems to compute them. We must first

define network coverage metrics. We cannot simply reuse software metrics given differ-

ences in the two domains. Software may be viewed as a graph of basic code blocks, where

each block is a linear sequence of statements. A simple yet effective coverage metric is the

fraction of statements or basic blocks tested. On the other hand, network is a distributed

system where devices exchange routing messages in configuration-defined ways to main-

tain distributed routing tables. Both the configurations (known as the network control

plane) and routing tables (known as the network data plane) have semantics that differ

from linear code statements.

Figure 1.1 illustrates the control plane and data plane of an example network. The two

yellow boxes show a subset of configurations for routers R1 and R2. Here I use a syntax
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Figure 1.1: An illustration of network control plane (configurations) and data plane (rout-

ing tables). Dashed boxes denote routing messages.

simplified from Cisco [68]. The first section of both configurations defines the routing

protocol that is used (BGP, Border Gateway Protocol), the peering relations, as well as

the optional import policies used for each peer. The second section further defines each

policy as a chain of MATCH-ACTION operations applied to routing messages. On the

bottomof the figure, dashed boxes denote routingmessages sent from ISP (Internet service

provider) to R1 and from R1 to R2 respectively, and the routing rules derived from such

messages are shown in each router’s routing tables. Such tables are then used to instruct

how routers handle network packets. When a packet arrives, the router will look up the

packet’s destination IP address to find the best routing rule in its table, and hence knows

the desired next hop(s).

This dissertation proposes to evaluate the completeness of network specifications from

the lens of both data plane coverage and configuration coverage. The former cares about how

well different data plane elements (e.g., forwarding rules, interfaces, and paths) have been
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exercised by specifications; the latter reveals which configuration elements (a configura-

tion line may contain multiple elements and an element may span multiple lines) have or

have not been examined by specifications.

1.5 Relational Specification

Existing specification languages are useful in describing a single snapshot of networks.

However, coming up with complete and precise specifications of large networks is es-

sentially impossible, as one needs to enumerate the concrete packets and their desired

forwarding paths for all traffic carried by the network. This makes it challenging to vali-

date network changes, which are configuration changes made by engineers to adapt to new

network traffic patterns, adjust security measures, or optimize resource utilization. To en-

sure that no network traffic is incidentally disrupted by a network change, single-snapshot

specifications need to enumerate the precise forwarding behavior of all traffic that are not

expected to change. Thus, precise single-snapshot specifications are proportional to net-

work size, not the smaller change size, which makes them impractical to generate for many

real-world networks.

This dissertation investigates a new approach to specifying network changes, namely

relational specification. Rather than reasoning about the behavior of a single snapshot in

isolation, relational network verification reasons about the similarities and differences (i.e.,

the relationships) between the behavior of two network snapshots.

Relational specifications make it easy to specify “no change” for the traffic and paths

engineers do not want to modify (and may not even know about). Indeed, the size of a

relational network specification is proportional to the complexity of the change rather than

that of the network as a whole. If a desired network change is small (e.g., removing link

A and shifting all of its traffic to link B), the relational specification will also be small. It

is no wonder then that engineers already informally use such ideas to communicate their

intent in change request tickets. In a sense, relational specifications capture formally the

kind of thinking that engineers engage when making network changes, and in a way that
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allows automatic checking.

1.6 Summary of Contributions

To summarize, this dissertation focuses on facilitating effective discovery of network mis-

configurations. It achieves this goal by addressing the difficulty to write high-quality net-

work specifications through two novel approaches: 1) coverage-guided specification and

2) relational specification. Our contributions are as follows:

• Network data plane coverage. We develop a general framework to define and com-

pute network coverage for stateless network data planes. It computes coverage for

a range of network components (e.g., forwarding rules, interfaces, paths) and sup-

portsmany types of tests and verification (e.g., concrete versus symbolic; local versus

end-to-end; tests that check network state versus those that analyze behavior). Our

framework is based on the observation that any network dataplane component can

be decomposed into forwarding rules and all types of tests ultimately exercise these

rules using one or more packets.

• A dependency model from network configurations to generated data plane ele-

ments. To answer what configuration elements are covered by network tests that

do not directly exercise configurations but exercise the data plane (i.e., the output of

configurations), we must establish the dependency between configuration elements

and the data plane elements derived from them. We derive an information flow

graph (IFG) model based on the semantics of network control plane that succinctly

tracks dependency in the complex routing process of distributed control planes.

• Network configuration coverage. Based on the foundation provided by the IFG

model, we define configuration coverage for both data plane and control plane tests.

We also device an scalable algorithm to infer dependencies on demand, even when

such dependencies are indirect or non-deterministic.
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• A formal specification language for network changes. We develop a language

called Rela to compactly describe the intent of network changes. Network engineers

use regular expressions to represent paths and simple modifiers such as adding or

removing parts of the path to specify change intent. Rela compiles this user-friendly

language to a low-level, regular intermediate representation (RIR) based on the the-

ory of regular languages and relations [37].

• Relational network verification. Given relational network specifications, we pro-

vide a decision procedure to verify that the pre- and post-change network snapshots

adhere to the specification. Our verifier combines the compiled specification (RIR)

with data from the pre- and post-change network snapshots, and checks that the pair

of snapshots satisfies the RIR specification by reducing the problem to equivalence-

checking for finite state automata.
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Chapter 2

BACKGROUND

In this chapter I give an overview of network routing and forwarding in the context of

contemporary industrial networks, as well as the common practice to check their correct-

ness. §2.1 includes a description of commonly used forwarding and routing mechanisms

such as destination-based forwarding, connected routes, Open Shortest Path First (OSPF),

and Border Gateway Protocol (BGP). §2.2 overviews the current practice of network test-

ing and verification, including the types of network properties that different types of tools

can check, the specification languages, the simulation and emulation tools used to predict

network behaviors, and the checking algorithms. Readers familiar with these concepts

can skip ahead to the next chapter.

2.1 Network Fundamentals

Routing and forwarding are the two essential network functionalities that determine how

data packets flow in a network. Routing is performed by what is called the control plane of

the network. Its goal is to determine the best paths to deliver any data packets within the

network. Based on the decisions made by the control plane, the data plane (also known as

forwarding plane) then performs the actual forwarding when data packets arrive. Let us

elaborate.

2.1.1 Data Plane and Forwarding

Forwarding refers to the process of transmitting data packets that enter a network device

(such as a router) from an input interface to appropriate output interfaces. Different pack-

ets coming from different input interfaces are sent to different output interfaces based
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Figure 2.1: Example of destination-based forwarding and router’s FIB data structure.

When the packet (dashed box on the right side) arrives, the router examines the packet’s

destination IP address, finds the best FIB entry for this IP address, and then uses the next

hop interfaces of this entry to forward the packet.

on the routing decisions made by the control plane. Such routing decisions, i.e., a map-

ping from all possible combinations of packets and input interfaces to the desired set of

output interfaces, usually need to be computed beforehand to facilitate fast forwarding.

Therefore, network data planes are often implemented as lookup tables that stores this

mapping.

The data planes of modern industrial networks are complex in two dimensions. Firstly,

the format of lookup tables and corresponding lookup algorithms vary with different net-

work protocols, and many networks run an increasing number of such heterogeneous for-

warding mechanisms at the same time. Secondly, the scale of lookup tables themselves

grows quickly as the networks become larger and carry more traffic. In the rest of this

subsection, I will introduce the basics of commonly used forwarding mechanisms.

Destination-based forwarding. Conventionally, network devices that run the Internet

Protocol (IP) make forwarding decisions solely based on the destination IP address car-

ried in the packet header. Due to the large number of possible IP addresses (232 for IPv4,

2128 for IPv6), it is impractical to store the mapping from each individual IP address to

its intended output interfaces. Instead, the mapping is represented using a more com-
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pact data structure called the forwarding information base (FIB), where each entry maps

a destination IP prefix¹ to certain output interfaces or “drop”. Figure 2.1 shows an exam-

ple FIB of router R1. When a packet arrives from any input interface, the network device

performs a lookup in its FIB to find the prefixes that contain the packet’s destination IP

address. A same IP address may be contained by the prefixes of multiple FIB entries due

to the possible overlapping of IP prefixes. For example, 20.1.2.3 in Figure 2.1 is contained

by both 20.0.0.0/8 and 0.0.0.0/0. In such cases, FIB entries with the longest prefix among

all possible matches will be preferred because they are the most specific to this IP address.

Finally, the network device transmits (i.e., forwards) the packet to the output interfaces

dictated by the longest-prefix-matched FIB entries.

Label-based forwarding. Some modern networks adopt a new mechanism called MPLS

(Multiprotocol Label Switching) in addition to traditional destination-based forwarding.

It is often used to implement VPN (Virtual Private Networks) or differentiated service for

different priorities. InMPLS, labels can be used to override destination-based forwarding.

When an IP packet enters an MPLS-enabled network, an extended version of destination-

based lookup is performed. In addition to finding a next hop, it may find a label that needs

to be added to the packet. With the presence of labels, an IP packet becomes a labeled

packet and its forwarding decision will be handed over to another lookup table called label

forwarding information base (LFIB). Each entry in LFIB maps an incoming label to certain

forwarding actions, which may include swapping the incoming label with an outgoing

label, pushing a new label onto the packet, popping the label (a labeled packet is converted

back to a normal IP packet when the last label is popped), and then forwarding the packet

to certain output interfaces.

Policy-based forwarding. Policy-based routing (PBR) is yet another enhancement of IP

networking. It enables static declaration of forwarding decisions as tiny programs (re-

¹An IP prefix represents a range of IP addresses with the same starting sequences of bits, e.g., 20.0.0.0/8
denotes an IPv4 prefix with length of 8, which contains 232−8 = 224 unique IPv4 addresses starting with
0𝑏00010100. Specifically, prefix 0.0.0.0/0 contains all 232 IPv4 addresses.
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ferred to as policies) in device configurations. Each policy can be applied to a specific input

interface, so that all packets coming into this interface will be evaluated against this policy

before other forwardingmechanisms step in. Such policies can examine various attributes

of incoming packets (such as source IP address, packet size and protocol type) and apply

various actions (such as directly indicating a next hop, dropping the packet, applying an-

other policy, or handling over to another forwarding mechanism). With such flexibility,

modern network data planes become more powerful and even more complex.

2.1.2 Control Plane and Routing

The data plane does not decide the forwarding next hops by itself. Instead, the network

control plane makes such decisions in a process called routing. It involves the use of rout-

ing protocols to exchange path information between routers, select the best paths for each

class of traffic, and build lookup tables to store such decisions. In this subsection, I will

introduce the basics of distributed routing, the role of configurations in routing, as well as

commonly used routing protocols.

Most modern networks run a distributed control plane, where each device (such as a

router) runs one ormore routing protocol instances. Each instance learns path information

for different traffic classes via static configuration or dynamic message passing between

neighboring instances. Such path information is stored in protocol-specific data structure

to perform best path computation, which may involves running shortest path algorithms

or applying certain tie-breakers to multiple available paths learnt from different sources.

Once a protocol instance determines the best path for a traffic class, it will contribute this

information to the routing information base (RIB) or label information base (LIB) of the

router. The former stores destination-based paths, and the latter stores label-based paths.

The information contained by RIB and LIB are then used to derive themapping from input

packets to forwarding actions, represented as the FIB and LFIB. Figure 2.2 illustrates this

routing computation inside a router.

Configurations play a central role in regulating router behavior in distributed control
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Figure 2.2: A zoomed-in view of routing computation inside a router. Rounded rectangles

indicate routing protocol instances. The specific routing protocols that are run depend on

the configuration. Solid arrows indicate the propagation of routing information inside a

router. Dashed arrows indicate the peering relations andmessage passing between neigh-

boring instances (the other sides are on neighbor routers and thus are not shown).

planes. This includes which routing protocols are run, what path information are owned

by a routing protocol instance, with whom an instances is peered, which paths are to be

shared, how to transform shared path information before being sent or after being re-

ceived, and so on. Given the importance of configurations in achieving desired routing

behavior, however, it is notoriously difficult to write correct configurations or to judge

the correctness of given configurations. A handful of reasons contribute to this challenge.

Firstly, the routing computation is distributed among possibly a large number of routers,

and humans are not good at reasoning about distributed computations. Secondly, an in-

creasing number of routing protocols come into use, each with different features and be-

haviors. Much expertise is required to understand various protocols and the interplay

between them. Thirdly, the languages in which configurations need to be written have

complex syntax that varies across router manufacturers. In the following of this section,

I will introduce commonly used routing protocols and show example configurations for

them in Cisco (one of the major router manufacturers) syntax. This introduction does not
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mean to be comprehensive—there are numerous routing protocols being actively used

and many have abundant features that cannot be covered in a chapter. We focus on a

few protocols that are the most relevant to the approaches proposed in this dissertation.

Hopefully, they are enough to show case the challenges described above.

Interfaces and connected hosts. When a host is attached to a network router through

one of the router’s interfaces, the router needs to know which IP addresses are used by

the host. This can be done by statically associate an interface with a range of directly

reachable IP addresses. Figure 2.3 shows an example. Assume router R2 is connected

to a cluster of hosts via Ethernet1. The attributes of this interface can be specified using

a section of configurations starting with “interface interface-name” (line 1). Then in line

2, following keyword “ip address”, 1.0.2.1 declares an IP address that is assigned to the

interface itself, and 255.255.255.0 declares a subnet mask with length 24. This line means

that all IP addresses within the same /24 prefix as 1.0.2.1 can be directly reachable via this

interface. Based on this configuration, the router automatically generates an entries in its

RIB. This RIB entry (or route, for simplicity) maps prefix 1.0.2.0/24 to next hop interface

Ethernet1, so that packets destined to attached hosts will be forwarded to this interface,

as desired. The protocol field of this route usually appears as “connected” (or “direct” by

some other manufacturers). Connected routes have the highest priority among routing

protocols, so that the routes to local interfaces and directly connected hosts will always be

preferred over routes learnt from other protocols.

Static routes. Network engineers can statically declare forwarding next hops to specific

destinations using static routes. This approach is often used when forwarding paths for

some traffic are fixed and known, so there is no need to compute routes dynamically. Fig-

ure 2.4 shows an example use case. The configuration keyword “ip route” is followed

by IP address 20.0.0.0 and subnet mask 255.0.0.0, which collectively declares an IP prefix

(20.0.0.0/8). Then, the following IP address 1.1.1.1 indicates the next hop for this prefix.

This configuration line will lead to an entry in R2’s RIB with protocol field “static”, as
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Figure 2.3: Example network using connected routes.

shown in the figure. Note that static routes can use IP addresses instead of interfaces to

represent the next hops. In such cases, the actual output interfaces will need to be resolved

by mapping the next hop IP addresses to their own next hops (i.e., the next hops of next

hops), using other RIB entries. If the derived next hops are still IP addresses, this process

will continue recursively until an entry (such as a connected route) maps IP to interfaces.

This resolution happens when translating the RIB entry into a FIB entry.

While connected interfaces and static routes can be useful for traffic with known for-

warding paths, they need to be configured on a per-hop basis. Moreover, static pathsmake

networks vulnerable to link failures. This leads to the adoption of dynamic routing pro-

tocols that can automatically propagate routing information from its source to the rest of

the network or other networks and adapt dynamically to operating environments.

Open Shortest Path First (OSPF). One common routing goal is to make interfaces and

directly attached hosts reachable from other routers in the same network. This can be

achieved by having routers distribute routing information inside a network using inte-

rior gateway protocols (IGP). One example is OSPF, a link-state protocol that maintains a

synchronized copy of link-state database (LSDB) on each router. Each router then inde-
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Figure 2.4: Example network using static routes.

pendently uses this information to compute the best paths to different destinations using

Dĳkstra’s shortest path algorithm. The LSDB contains the state (up or down, and costs

in both direction) for every link in the network, and it is synchronized by periodically

flooding link-state advertisements (LSAs) throughout the network.

Figure 2.5 shows an example configuration of OSPF. Router R2 have directly attached

hosts via Ethernet1. To inform the other router R1 about the available paths to these

hosts, both routers enable the OSPF protocol using command “router ospf instance-id”.

The instance id is a number for identifying possibly multiple OSPF instances on a same

router. The following commands “network ip-address wildcard-mask” then declare routes

that needs to be sharedwithin the network. Given a pair of IP address andwildcardmask,

an IP prefix can be uniquely determined. The OSPF instance will then automatically find

local interfaces whose connected routes belong to this prefix and try to establish OSPF

peering through these interfaces. To allow routers learn the paths to each other’s inter-

faces, the information of locally configured interfaces will be flooded to peers and the in-

formation of peer’s interfaces will also be received. This gives each OSPF instance a global

view of network topology as a connected graph, where each vertex denotes a router and

each directional edge denotes the egress interface of a network link. Optionally, weights
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Figure 2.5: Example to establish interface connectivity inside network using OSPF.

can be assigned to each link using “ip ospf cost cost” command in the interface section of

configurations. Using this information, each instance can find the weighted shortest paths

to other routers’ interfaces and store as OSPF routes in the RIB. In light of possible link

failures, LSA updates are flooded to keep the LSDB up-to-date in all peers, and recom-

putation of best paths will be triggered. This allows routers to adapt to dynamics of the

network and always select the best available paths.

Border Gateway Protocol (BGP). Interior gateway protocols such as OSPF can effectively

establish connectivity inside a same administrative domain of network. However, the In-

ternet consists of numerous networks independently operated by different organizations,

and each network has its own path preferences based on security and economic concerns.

To this regard, BGP, an exterior gateway protocol (EGP), became the de facto standard of

routing protocol to exchange routing information between different autonomous systems

(AS) in the Internet. Due to its better scalability compared to IGPs, BGP is also widely
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Figure 2.6: Example to share internal routes to the Internet using BGP.

used to establish internal connectivity in datacenter networks.

BGP is a path-vector protocol, where the routing messages (BGP announcements) en-

code the full paths (the AS number of each hop along the path) to different destinations.

Each BGP instance announces its statically configured routes to its peers. Peers who learnt

such paths can further announce them to their peers, and so on. Each instance then

chooses the best paths for each destination by examining a list of path attributes such as

local preference, path length, and multi-exit discriminator (MED). An attribute is checked

onlywhen all preceding attributes are tied amongmultiple paths. BGP allows flexible cus-

tomization of message passing and path selection via routing policies set on the inbound

and outbound of each BGP peer. These policies can apply various filtering and manipula-

tions on path attributes. For example, a common routing policy used by Internet service

providers is to set higher local preference for routes learnt from a customer compared to

those learnt from a (lower-tier) provider. Thus ISPs gain economical benefits by preferring

customer links (earning money) over provider links (paying money).

Figure 2.6 shows an example use of BGP configuration. Assume R1 and R2 have em-
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ployed OSPF to establish interface connectivity inside the network, and thus R1 already

learnt an OSPF route to R2’s attached hosts, as shown in R1’s RIB. If we further need the

hosts to be reachable from the whole Internet, we can use BGP to announce this route

to the Internet service provider that R1 is connected to. BGP supports multiple address

families. In addition to the most widely used address family, IPv4 unicast, BGP peers

can also exchange routing information for other address families in a same peering ses-

sion. This includes IPv4multicast, IPv6 unicast, VPNv4 and VPNv6, which are often used

simultaneously by cloud networks. For different address families, the routing informa-

tion to be shared and the handling of information are different. Correspondingly, BGP

configurations are hierarchical, allowing fine-grained configuration for different address

families. Let us look at R1’s configuration, the top-level command “router bgp as-number”

declares a BGP instance (or process, by BGP convention). Second-level commands with

one indent are process-wide settings. For example, command “neighbor ip-address remote-

as as-number” on line 2 provides the general information for a BGP peer and allows the

peering session to be established. However, the peering does not exchange routing infor-

mation until being explicitly activated in the third-level configurations—commands with

two indents between “address-family address-family” and “exit-address-family”. This ex-

ample shows the address family settings for IPv4 unicast, which first enables IPv4 unicast

exchanging with peer ISP using command “neighbor ip-address activate”, and then de-

clares an IPv4 unicast prefix to be announced to active peers using “network ip-address

mask subnet-mask”. Given this configuration, R1 will confirm the availability of routes to

1.0.2.0/24 in its RIB before announcing it to ISP. This mechanism avoids sharing unavail-

able paths by accident. The BGP announcementwill contain theASpath to the destination,

which in this case, contains just one hop (AS number 73).

An additional example of using import and export policies to customize BGPannounce-

ment processing is shown in Figure 1.1 (using pseudo code instead of a specific manufac-

turer’s syntax.)
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2.2 Network Testing and Verification

The goals of network testing and verification are to check the correctness of networks, or

being more specific to the context of this dissertation, the correctness of network routing

and forwarding behaviors. But wait a second, how to define “correctness”?

Conceptually, the correctness can be defined as the compliance between the expected

routing/forwarding behaviors and the actual routing/forwarding behaviors. To make it

machine-checkable, there are threemain problems to be cared about. 1)How tomodel and

materialize the expected routing/forwarding behaviors, 2) how to obtain (or approximate)

the actual routing/forwarding behaviors, and 3) how to check compliance between the

two. This section aims to overview the current practice of network testing and verification

regarding these three aforementioned aspects.

2.2.1 Specifications

This subsection concerns the first task to test or verify a network–modeling andmaterializ-

ing the expected behaviors of the network. Wewill first look at how tomodel the expected

behaviors of networks using specification languages. In the later of subsection, we brief

how specifications are written or materialized using such languages.

The expected behaviors of networks are ultimately determined by humanswho design,

build and operate them. Before automated testing and verification tools exist, network

engineers communicate their personal understandings of expected network behaviorwith

peer engineers via natural language documentations along with topology diagrams. Such

informal forms of specifications cannot be rigorously checked by computers.

When building automated testing and verification tools, a more rigour form of specifi-

cations became necessary. The abstraction and language for such specifications verymuch

depends on what properties can be checked by testing and verification tools. Broadly

speaking, there are primarily two types of properties, namely data plane properties and con-

trol plane properties.
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State-inspection properties

• Router R1’s forwarding table must have the default route entry.

• Router R1’s forwarding table must have an entry to prefix P with a next hop of neighbor.

• The access control list A1 on router R1 must have an entry that blocks packets to port 23.

Behavioral properties

Local End-to-end

Concrete
• Router R1 must forward a given packet

with destination D via neighbor N1.

• Router R1 must drop a given packet with

destination D and port 23.

• Ping between two endpoints must suc-

ceed.

• Traceroute between two endpoints must

traverse the firewall.

Symbolic
• Router R1 must forward all packets to pre-

fix P1 via neighbor N1.

• Router R1 must drop all packets to port 23.

• All packets in a defined set must succeed

between two endpoints.

• All packets between two endpoints must

traverse a firewall.

Figure 2.7: Taxonomy of data plane properties with examples of each type.

Data plane properties. Data plane properties concern the state or behavior of a concrete

network data plane. A taxonomy of data plane properties is shown in Figure 2.7. The

first category (top table) is state-inspection properties that directly inspect elements of the

data plane (such as FIB entries) and assert their existence or attributes. An example is to

assert that a default route (route with prefix 0.0.0.0/0) is present on all routers. In contrast,

behavioral properties (bottom table) analyze the forwarding behavior of router or network.
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An example is reachability property–expecting packets emitted from a source to in fact be

able to reach a destination.

Behavioral properties can be further classified along two dimensions: local vs. end-

to-end and concrete vs. symbolic. Local properties analyze individual devices, often by

checking that a device forwards packets to a destination via certain interfaces. End-to-

end properties reason about forwarding behavior across a series of devices. A concrete

behavioral property checks the behavior of a single, concrete packet. A symbolic property

might assert that any packet sent from a source will reach a destination—such properties

concerns entire classes of packets. The terms “data plane testing” and “data plane veri-

fication” are sometimes used to discriminate concrete vs symbolic data plane properties.

In this dissertation, we broadly refer to both categories of properties as “data plane tests”,

and use “concrete” and “symbolic” to distinguish between them.

Combinations of different types of tests are often used to specify the same network

given their unique strengths and tradeoffs. State inspection tends to be faster; concrete

tests tend to produce easier-to-understand results; symbolic tests tend to provide stronger

guarantees; and local tests are more modular and efficient, while end-to-end tests provide

better indication of whether high-level, network-wide invariants hold.

Control plane properties. Control plane properties concern the correctness of a snapshot

of network configurations. This includes checking configuration content, analyzing the

behavior of routing policies in the configurations, or analyzing the behavior of data planes

produced by this configuration snapshot under different operating environments. The

last category of control plane properties described above is usually checked by “control

plane verification” tools to ensure correct network forwarding behaviors under arbitrary

failures or external routingmessages. They are similar to data plane behavioral properties

except that they reason about the behaviors of multiple possible data planes produced by

the same configuration. For example, “router R1 must be able to reach router R2 using

packet 𝑝 in data plane state 𝑁” is a data plane property, while “router R1 must be able to
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reach router R2 using packet 𝑝 under arbitrary up-to-𝑘 link failures in the network with

configuration 𝑆” is a control plane property.

Specification languages. Given the diversity of different network properties, many tools

ended up with providing parameterized functions as APIs to take specification input,

where each function corresponds to a type of network property that can be checked by

the tool. A collection of function calls with materialized parameters serve as the specifica-

tion input for such tools. This is the case for the popular open-source tool, Batfish [12, 20],

which exposes 73 Python functions for users to query different testing and verification

properties, ranging from configuration well-formedness, packet forwarding, to reachabil-

ity, etc. Table 1.1 shows an example API function of each category. Another common

approach is logic languages. For example, some control plane verification tools require

users to encode properties as logic formulas [75, 13, 31]. The third notable approach is

regular expression languages [5, 15, 44]. Their insight is that network forwarding paths

are akin to strings, where the former are sequences of network locations and the later are

sequences of symbols. Therefore, regular expressions [37], the well-known tool for string

pattern matching, can also be used to express network path properties (after domain-

specific adaptations).

Writing specifications. The design of specification languages only determines what types

of properties can be checked. The actual properties that are checked depend on what spec-

ifications are written using such languages. In the current practice of network testing and

verification, the specifications are written by human engineers in a best-effort manner.

Given the vast scale and complexity of modern industrial networks, as well as the tight

time frame within which engineers must complete the testing and verification procedure,

three common strategies are used to write specifications that are as high-quality as pos-

sible. One is to selectively specify properties that engineers believe to be important. For

example, when specifying network forwarding behavior using data plane state-inspection

properties, engineers need to specify exactly which router, which destination prefix to be
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inspected, as well as asserting a concrete set of next hops for the inspected entry. Manual

enumeration of all FIB entries in this waywould be infeasible for most industrial networks

given the scale. Selective specification is often used to this regard, e.g., whenwriting speci-

fications to check forwarding behavior after adding a static route in a configuration change,

one may resort to specifying only for the added route and leaving other entries in the FIB

unspecified.

The second strategy is to write general properties that need to hold for almost all cases.

For example, a common set of general properties are used to demonstrate the capability

of control plane verification tools in almost all research paper on this topic, such as no

forwarding blackhole and no forwarding loop. This is analogous to using “no crash” or “no

infinite loop” properties in software verification. While they are useful to find some types

of errors, general properties do not reflect the customized routing policies that are specific

to each network, and thus can not adequately represent the expected behavior of networks.

The third strategy is to summarize the properties into patterns using topology symme-

try, and then populate patterns into concrete specifications using topology metadata. A

vibrant example is Microsoft’s RCDC [42], which proposes that the expected forwarding

behavior of contemporary Azure datacenters can be written as three patterns:

• All pairs of top-of-rack routers (the bottom-tier routers in the network topologywho

directly connect to hosts) should be able to reach each other.

• Traffic should always follow a shortest path.

• All redundant shortest paths should be available.

While this strategy can concisely specify major aspects of forwarding behaviors for some

networks, not all networks have such strong symmetry, andmany long-running industrial

networks that were originally build symmetrically would accumulate heterogeneity and

corner cases during multiple years of evolution.
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2.2.2 Network Emulation, Simulation and Formal Models

Given written specifications, the next task in testing or verifying a network is to obtain the

actual behaviors of a network. This is not simply probing and observing the behaviors of

a live network, instead, we need to predict the behaviors of a network before it is deployed,

such that misconfigurations and other types of errors can be caught before they hit the

network infrastructure.

Three technologies can serve this purpose, each with its unique strengths and limi-

tations. Network emulation [49] involves orchestrating router software images to create a

virtual replica of a target network. Router images are run in servers, connected to each

other using the same topology as the target network, and are applied the same configura-

tions. Mock routingmessages can also be injected from the borders of emulated networks.

Emulated networks can precisely mimic the behavior of target network behavior under

certain operating environments, and the testing toolchains for real networks can often be

run as-is. The main drawbacks of this approach are the heavy consumption of computa-

tion resources and the unavailability of router images for some router manufacturers.

The second technology, network simulation, mimics network behaviors using an inde-

pendent implementation of network control plane and data plane computations, and thus

it does not depend on the availability of router software images and may consume less

computation resources when engineered properly. The simulation of control planes and

data planes are usually separate. Control plane simulators [28, 80, 55] take a topology,

the configurations of each router, and operating environments (such as link up and down

states and external routing messages) as inputs, mimic the routing computation as shown

in Figure 2.2, and produce a data plane state. Data plane simulators [20] take a data plane

state as input, which contains a topology as well as the forwarding tables and policies

on each router. It then accepts queries regarding single-hop or end-to-end forwarding

behaviors of concrete packets. The concerns of this approach is the engineering efforts

taken to implement andmaintain the rich features of various control plane and data plane
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computations.

The third approach is to build a formal model of network behavior. This can be a

data plane model or a control-and-data-plane model. A data plane model encodes a con-

crete data plane state into a symbolic representation of forwarding behavior [45, 79]. It

enables data plane verification, e.g., checking whether any destination IP in 1.0.2.0/24 are

forwarded along path R1-R2-hosts in Figure 2.5, given the current data plane state. Non-

symbolic analysis would have to run forwarding queries (in simulation) or virtual tracer-

oute (in emulation) once for each individual IP in the given range. A control-and-data-

plane model encodes a concrete network configuration snapshot (a topology and the con-

figurations of all routers) into a symbolic representation of both routing and forwarding

behaviors. The operating environments are also encodes into the symbolic representa-

tion as well [13, 75]. It allows the reasoning of routing and forwarding behaviors under

many possible environments all at once (often referred to as control plane verification),

e.g., checking whether the reachability between two routers always hold when any up-to-

𝑘 links fail in the network, given a configuration snapshot.

2.2.3 Executing Tests and Verification

We briefly discuss how network testing and verification tools check the compliance be-

tween the expected network behaviors (the specifications) and the actual behaviors (mod-

eled via emulation, simulation or formal methods).

Network emulation usually supports the checking of concrete data plane properties

(such as running virtual traceroute or reading FIBs from routers) and concrete control

plane properties (such as checking whether BGP peer sessions have been established).

This is done by executing CLI commands in emulated router software and parsing the

outputs. Similarly, network simulation supports checking concrete data plane and/or

control plane properties by computing the control plane states, data plane states and for-

warding behaviors. The data plane states produced by simulation or emulation can also

be fed into data plane models to check symbolic data plane properties.
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To check symbolic data plane properties (data plane verification), data plane models

usually use an abstraction called forwarding equivalence classes (FEC). Each FEC repre-

sents a set of packets that have the same forwarding paths in a network. Recall that sym-

bolic data plane properties concern the forwarding behavior of a range of packets. This

can be done by finding all FECs that overlap with this given range and analysing their

forwaring behaviors.

Lastly, symbolic control plane properties (control plane verification) are checked using

formal methods such as satisfiability modulo theories (SMT) solvers and model checking.

For example, when using SMT solvers, given the networkmodel encoded as constraints 𝑁

and control plane properties encoded as constaints 𝑃, we can use the SMT solver to check

the satisfiability of constraints 𝑁 ∧¬𝑃. Property 𝑃 always holds for network 𝑁 if and only

if 𝑁 ∧ ¬𝑃 is not satisfiable.
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Chapter 3

NETWORK DATA PLANE COVERAGE

As discussed in introduction, outages can happen despite heavy use of testing when

the users’ specifications are incomplete and fail to test all important aspects of the network.

In this chapter, we investigate whether we can help engineers write better specifications

using data plane coverage.

3.1 Motivating Example

Consider the hypothetical data center network in Figure 3.1. It has a three-level hierarchy,

with leaf routers at the bottom that connect to hosts (not shown), spine routers in the

middle, and border routers at the top that connect to the wide-area network (WAN). The

network runs the BGP routing protocol [47]. Each ToR has a prefix that it advertises inside

the data center. The WAN announces the default route (0.0.0.0/0) to the border routers,

which then propagate this route downward. The network is designed to withstand all

possible single-node failures without disrupting application connectivity.

Assume that the intended connectivity invariants are that bidirectional connectivity

must exist between each pair of leafs and between each leaf and the WAN. Three tests

are in place to check these invariants. The first checks that each leaf can reach each other

leaf using packets with destinations addresses in the right prefix. The second test checks

that each leaf can reach the WAN using packets with destination addresses outside the

data center prefixes. The third test checks that each border router can reach each leaf

using packetswith the right destination addresses. With these tests, the network engineers

believe they have all their bases covered.

However, they may discover that they do not when router 𝐵1 fails and the whole data
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Figure 3.1: Test coverage for an example data center network. User tests check leaf-to-leaf,

border-to-leaf, and leaf-to-WAN connectivity. Red arrows show the flow of packets from

the leafs to the WAN. Forwarding table rules for B1 and B2 are shown, colored green if

covered by a test and red otherwise.
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center gets disconnected from theWAN, despite 𝐵2 being alive. It turns out 𝐵2 had a static

default route that was null routed, which caused it to not propagate the default route to

spines. So, when 𝐵1 fails, the spines have no route to the WAN.

How could the engineers in this scenario have uncovered the issue with their tests

and prevented the outage? Once you know the exact root cause, many solutions suggest

themselves. But instead of focusing on individual bug types, we need a general approach

to uncover gaps in testing.

Coverage metrics can be the basis for that general approach. Suppose the engineers

could compute rule coverage of their tests. Informally, this metric is the fraction of rules in

the network through which least one test packet will pass; we formally define this metric

later. Now, because no test packet uses the default route on 𝐵2, the coverage metric for 𝐵2

would have flagged the problem. It would have been lower than expected and also lower

than 𝐵1, 𝐵2’s symmetrically-configured counterpart. The coverage metric could also have

helped engineers improve the test suite. Once the underlying problem is discovered, the

engineers could modify the test to not only check that the WAN is reachable from leaves

but also that all spines and borders serve as conduits for this traffic.

3.2 Metric Computation Requirements

Network coverage metrics are intended to provide a sound basis for judging how well

different network components such as devices, interfaces, and routes are exercised by the

test suite. Exercising the component does not mean that all related bugs are caught. A test

suite has two activities: 𝑖) exercising some components; and 𝑖𝑖) asserting that resulting

behaviors match expectations. To find bugs, the test suite must do both well. We focus on

quantifying the quality of the first activity. This focus is similar to the software domain,

where coverage metrics tend to quantify the fraction of statements or files exercised by the

test suite and leave the task of judging the quality or assertions to other means.
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3.2.1 Support diverse metrics and tests

We seek an approach to computing network coverage metrics that can support a diverse

set of settings. Diversity refers not only to the types of networks (data center, backbone,

etc.) and devices, but also to the types of metrics and tests. Let us elaborate.

Support for diverse metrics. For software, many different metrics have been devised to

quantify coverage, such as the fraction of statements covered, the fraction of subroutines

covered, the fraction of branches for which both paths are evaluated, and the fraction of

control flow edges covered. Different metrics help software engineers focus on differ-

ent aspects of coverage—for a given test suite, one metric may be high and another low,

revealing a systematic testing deficiency. Different metrics may also represent different

trade-offs in computation cost and bug-finding ability.

Networks too may be analyzed from many different perspectives. An engineer might

ask: Do our tests cover every device? Every interface? Every path? Every flow? What

do they say about a particular pod or about leaf routers? Each such question sheds light

on a different type of testing gap. In the example above, we saw how rule coverage could

identify the testing gap. This gap, however, would not have been revealed by device cov-

erage, or the fraction of devices traversed by a test packet. Device coverage would have

been 100% because every device was being traversed by at least one test. This includes 𝐵2,

which was being covered by the border-to-leaf connectivity check (Test 2 in Figure 3.1).

Thus, our goal is not to devise a perfect coverage metric but support computation of

a broad range of metrics. Doing so will enable network engineers to ask many different

questions of interest and to drill down and investigate testing gaps.

Support for diverse tests.

Network engineers use several types of data plane tests. As shown in Figure 2.7, the

tests can be broadly classified into state inspection tests or behavioral tests. State inspection

tests directly inspect elements of the forwarding state and check that it matches expecta-

tions. An example is a test that checks whether the default route is present on a router. In
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contrast, behavioral tests analyzes the device or network behavior. An example is a test

that executes a traceroute and then verifies packets emitted from a source can in fact reach

a destination.

Behavioral tests can be further classified along two dimensions: local vs. end-to-end and

concrete vs. symbolic. Local tests analyze individual devices, often by checking if a device

forwards packets to a destination via certain interfaces. End-to-end tests reason about

network behavior across a series of devices.

A concrete behavioral test such as a traceroute checks the behavior of a single, con-

crete packet. A symbolic test might check if any packet sent from a source will reach a

destination—such tests reason about entire classes of packets. The terms ”testing” and

”verification” are sometimes used for these categories. In this paper, we use ”test” to refer

to all types of tests, and use ”concrete” and ”symbolic” to distinguish between the cate-

gories.

Multiple test types are often used for the same network because different types of tests

have different strengths. State inspection tends to be faster; concrete tests tend to produce

easier-to-understand results; symbolic tests tend to provide stronger guarantees; and local

tests are more modular and efficient, while end-to-end tests provide better indication of

whether high-level, network-wide invariants hold.

Coverage computation must thus support diverse types of tests. Test diversity poses a

challenge, however. A basic function of a coverage metric is to enable users to judge if a

new test will improve coverage compared to existing tests. This judgement is easy within

the context of the same test type. For instance, compared to existing traceroute tests, it

is easy to tell if a new traceroute test will exercise new network components, based on

whether it uses a different source or packet headers. But it is hard to tell if a new traceroute

test adds value compared to, say, existing symbolic tests.
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3.2.2 Properties of metrics

To help users quantify and improve the quality of test suites, while supporting diverse

networks, metrics, and tests, we devise metrics with the following properties.

Compositional. To compute multiple metrics for multiple test types in a tractable fash-

ion, the metrics must be compositional in two ways. First, to seamlessly support diverse

test types, equivalent sets of tests should yield equivalent coverage measures. Hence, we

demand 𝑖) The coverage of a symbolic test must equal the combined coverage of a collec-

tion of concrete tests that collectively cover all those packets; 𝑖𝑖) The coverage of a state-

inspection test must equal the coverage of a symbolic test that considers all packets that

can be impacted by that state. Second, we should be able to compute end-to-end coverage

metrics (e.g., for network paths) by composing the coverage metrics for a set of local tests,

and compute local coverage metrics (e.g., for individual devices) by decomposing what is

tested by end-to-end tests.

We support such compositionality by mapping tests to a set of pairs of packet and

forwarding state entry, a representation that is independent of the test type. We then

compute all coverage metrics by taking a union of such sets. This uniform representation

enables consistent treatment of different types of tests and prevents any double counting

when multiple tests cover overlapping forwarding state entries.

Semantics-based. Network coverage metrics should be based on the semantics of net-

work state and independent of how devices process the state. Different devices may have

different implementations for processing state. Take longest-prefix matching (LPM) as an

example. One device may linearly scan the forwarding table (FIB) sorted by prefix length

to find the matching entry, and another may use prefix-tries. Analogous to the software

coverage metric of fraction of lines exercised by a test, we may consider the fraction of FIB

entries inspected as our coverage metric. Per this metric, for a test packet that matches

the default route (0.0.0.0/0) entry, the scanning-based device would have touched all the

FIB entries and the trie-based device would have touched a handful of entries. Such de-
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vice implementation-basedmetrics are undesirable as they are unlikely to be aligned with

network engineers’ expectations. In fact, the engineers may be completely unaware of in-

ternal device implementations. We thus develop metrics that are based on semantics of

network state. For the case of a test packet that matches the default route entry, we should

deem that only that entry is exercised.

Monotonic and bounded. Finally, the metrics should have certain basic numerical prop-

erties. In particular, they should be monotonic and bounded. A metric is monotonic if

adding a test to an existing test suite never causes the metric to decrease. Formally, a

metric 𝐶𝑜𝑣 is monontonic when for all test suites 𝑇 and individual tests 𝑡:

𝐶𝑜𝑣[𝑇] ≤ 𝐶𝑜𝑣[𝑇 ∪ {𝑡}]

In other words, adding a new test never diminishes the value of a test suite (though it may

not always strictly increase the value).

A metric is bounded if it varies between a well-defined minimum (0) and maximum

(1). The minimum should correspond to the case where no tests are performed, and the

maximum to the casewhere no further tests can possibly increase the value of the test suite.

Boundedness helps the user gauge how far their current test suite is from full coverage,

and it also helps compare coverage across different networks and across time for the same

network.

Monotonicity and boundedness together imply that users can increase coverage by

adding appropriate tests to a test suite whose coverage is currently less than ideal. And if

test suite coverage does increase, it covers more of the network state, thus increasing the

probability of uncovering more bugs in the system.

3.3 Defining Network Coverage

Our network coverage metrics are based on general models of the network forwarding

state and tests. We first describe these models and then our coverage computation frame-

work. Figure 3.2 summarizes our notation.
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Notation Description

𝑟/𝑅 A match-action rule/rule set.

𝑆[𝑣] The set of rules associated with device 𝑣.

𝑝/𝑃 A located packet/packet set.

𝑡/𝑇 Network test/test suite.

𝑀[𝑟] The match set of the rule 𝑟.

𝐹[𝑟][𝑝] The resulting packets after applying rule 𝑟 on packet 𝑝, where 𝐹[𝑟] is the action of the rule 𝑟.

𝑇[𝑟] The set of packets used to exercise 𝑟 by test suite 𝑇.

𝑃 ▷ 𝑟1 , . . . , 𝑟 𝑗 Guarded string, describing a flow of packet set 𝑃 along the path 𝑟1 , . . . , 𝑟 𝑗 , see §3.3.3.

(𝑃𝑇 , 𝑅𝑇) Coverage trace of test suite 𝑇, a tuple of a packet set 𝑃𝑇 and a rule set 𝑅𝑇 , see §3.4.2.

Figure 3.2: Network coverage concepts and notations.

3.3.1 Network Model

A network 𝑁 is a 4-tuple (𝑉, 𝐼, 𝐸, 𝑆). 𝑉 is the set of network devices, and 𝐼 is the set of

interfaces on those devices. A network location ℓ is a pair, written 𝑣.𝑖, of a device 𝑣 and

interface 𝑖. The set 𝐸 contains links that connect locations. Finally, 𝑆, represents network

forwarding state. For simplicity, each device contains a set of rules (𝑅). We write 𝑆[𝑣] for

the set of rules associated with a device 𝑣. A more sophisticated device model will have

multiple tables of rules (e.g., forwarding rules and access-control rules). Such extensions

are straightforward but not necessary for explaining the coverage concepts that are our

focus.

Rules operate over located packets (𝑝), which include their location (ℓ ) as well as the

contents of their header fields. We use 𝑃 to denote a set of located packets. A rule 𝑟

will match some set of packets, called its match set, and apply an action to modify the

matched packets. We write 𝑀[𝑟] for the match set of the rule 𝑟 and 𝐹[𝑟] for the action

of 𝑟. The match sets of rules do not overlap, making the rule that applies to any packet

unambiguous. In practice, rules are ordered within tables and their match fields may
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match overlapping packet sets. The first rule in a table to match a packet is applied to the

packet. In our model, such rules have been preprocessed to eliminate overlapping match

sets; our implementation computes these match sets.

Possible actions of a rule include forwarding the packet via one or more interfaces,

dropping the packet, and transforming some subset of header fields. In general, 𝐹[𝑟][𝑝] is

a set of located packets 𝑃. If 𝑃 is empty, the input packet 𝑝 has been dropped. If 𝑃 contains

a single located packet 𝑝′, the input packet has been forwarded and possibly transformed.

If 𝑃 contains multiple packets on different interfaces, the device has multicast the original

packet. To apply an action to a set of packets 𝑃, we apply the action to all packets 𝑝 ∈ 𝑃

and take the union of the results.

Model limitations. Our model has static view of the network forwarding state and as-

sumes that all tests were run on this state. This view is consistent with how all data plane

verification tools operate—they take a snapshot of network state and run all queries on it.

But it may lose precision for live network tests (e.g., ping or traceroute) if the state changes

during test suite runs.

3.3.2 Modeling Network Tests

A test, be it a concrete traceroute or a symbolic analysis, checks whether the network han-

dles some packets correctly by 1) consulting the network forwarding state, 2) computing

packet transformation and forwarding, and 3) comparing the result with user-specified

expectations. Coverage is determined by analyzing the forwarding state consulted in the

first step and the set of packets considered in the second step. An Atomic Testable Unit,

or ATU, (𝑟, 𝑝) is our primitive measure of coverage—it indicates a test has exercised rule

𝑟 on located packet 𝑝.

We model a test 𝑡 as a (total) function from rules to sets of packets. When 𝑡[𝑟] = 𝑃,

we say that the test 𝑡 has exercised rule 𝑟 using packets 𝑃. Alternatively, we say that test

𝑡 covers packets 𝑃 for rule 𝑟. When 𝑃 = {𝑝1, . . . , 𝑝𝑘}, the corresponding set of ATUs is



41

{(𝑟, 𝑝1), . . . , (𝑟, 𝑝𝑘)}. Note that the set of packets 𝑃 cannot exceed the match-set of 𝑟.

The covered set of a test is the union of all packets covered for any rule 𝑟. That is, the

covered set for 𝑡 is 𝑡[𝑟1] ∪ · · · ∪ 𝑡[𝑟𝑘] when 𝑟1, . . . , 𝑟𝑘 is the set of all rules in the network.

Likewise, the ATUs for 𝑡 are {(𝑟, 𝑝) | 𝑣 ∈ 𝑉, 𝑟 ∈ 𝑆[𝑣], 𝑝 ∈ 𝑡[𝑟]}.
To illustrate these concepts, when 𝑡[𝑟] is the empty set, 𝑟 has not been exercised by the

test at all. When 𝑡[𝑟] equals thematch set of 𝑟, 𝑟 has been completely tested. Often, 𝑡[𝑟] will

be somewhere in between, indicating that a rule has been partially tested. For example,

when representing a traceroute test, 𝑡[𝑟] will be {𝑝} for some packet 𝑝 for each rule 𝑟 along

the traceroute path and empty set for each rule 𝑟 not on the path. When representing a

symbolic test, 𝑡[𝑟] may consist of many packets rather than just one.

A test suite 𝑇 is simply a set of tests: {𝑡1, . . . , 𝑡𝑘}. In a slight abuse of notation, we often

treat test suites as functions from rules to packets. Applying a test suite to a rule yields

the union of the packets tested by all tests in the suite:

𝑇[𝑟] = 𝑡1[𝑟] ∪ · · · ∪ 𝑡𝑘[𝑟]

The ATUs for a test suite are defined in the obvious way as the union of the ATUs of the

underlying tests in the suite.

Model discussion. An ATU represents the finest granularity of the impact of a test. An

alternative is to use rules as atomic units. However, thatwould have rendered the coverage

framework unable to distinguish between a concrete test, like a traceroute, that exercises a

portion of the rule with a single packet and a symbolic test that exercises more of the rule

over many packets.

A limitation of our model is that it cannot account for coverage of stateful networks

accurately. If a rule 𝑟 uses a switch register or another stateful component, exercising it

once on a particular packet may not suffice to test it completely. Since ATUs (𝑟, 𝑝) do

not track the state space covered by applications of 𝑟 to packets 𝑝, our coverage metrics

will be blind to the amount of the state space covered. We followed common software-

testing frameworks in making this choice. They too typically measure coverage in terms
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of lines of code rather than state spaces covered per line of code. In both networks and

software, tracking the state space covered may be prohibitively expensive. Thankfully,

many network data planes are stateless, obviating the need to track state in such contexts.

3.3.3 Coverage Metrics

Given the models of the network state and tests, we can now define coverage metrics.

Given our goal of supporting a diverse range of metrics, we developed a common frame-

work for computing coverage for a variety of network components such as rules, devices,

and paths. Below, we first describe this framework and then how different components

map to it.

A framework for computing coverage

Our framework computes the coverage of an individual component (e.g., a device or rule);

the coverage of multiple components of interest can then be aggregated (§3.3.3). The spec-

ification to compute the coverage of a network component has three parts:

• a dependency specification 𝐺,

• a coverage measure 𝜇, and

• a combinator 𝜅.

The dependency specification 𝐺 describes the dependencies of a component—what

needs to be tested to test that component. Specifically, 𝐺 = {𝑔1, . . . , 𝑔𝑘} is a set of guarded

strings, where a guarded string 𝑔 = 𝑃 ▷ 𝑟1, . . . , 𝑟 𝑗 is a located packet set 𝑃 followed by a

list of rules 𝑟1, . . . , 𝑟 𝑗 .¹ The packet set 𝑃 is the guard. The network engineer is interested in

¹Guarded strings are a natural unit of interest in network data planes. They were also used to provide
semantics to NetKAT expressions [5].
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the flow of those packets along the path 𝑟1, . . . , 𝑟 𝑗 where 𝑟1 through 𝑟 𝑗 are rules that form

a valid path (i.e., 𝑟𝑖 forwards to 𝑟𝑖+1).

If the engineer is interested in understanding coverage of a single device with three

rules then the dependency specification might be {𝑃1 ▷ 𝑟1, 𝑃2 ▷ 𝑟2, 𝑃3 ▷ 𝑟3}. In this case,

each “path” is only one rule as long aswe are not interested inmulti-rule paths. The packet

spaces 𝑃1, 𝑃2 and 𝑃3 might be the match sets of the rules.

The coverage measure 𝜇 evaluates the extent to which a test suite 𝑇 covers a guarded

string 𝑔 in 𝐺. It must be a function from 𝑇 and 𝑔 to a number between 0 and 1, with

higher values implying higher coverage. For instance, given 𝑔 = 𝑃 ▷ 𝑟, a measure might

return 1 if there exists a test that exercises the rule 𝑟 on a packet 𝑝 ∈ 𝑃 and 0 otherwise.

Alternatively, a measure might return the ratio of packets 𝑝 ∈ 𝑃 that a test exercises on

𝑟. When considering a path 𝑔 = 𝑃 ▷ 𝑟1, . . . , 𝑟 𝑗 , a measure could determine the minimal

fraction of any rule’s match set in the path covered by a test.

Finally, the combinator 𝜅 produces an overall coveragemetric for a component bymap-

ping sets of measures to measures. Such combinators might compute the average of the

given measures or use the min or the max value to report coverage for the component; as

discussed below, different choices are appropriate for different sorts of component.

Formally, given combinator 𝜅, measure 𝜇, and specification 𝐺 for a component, the

coverage of test suite 𝑇 for that component is:

𝐶𝑜𝑚𝑝𝐶𝑜𝑣[𝑇](𝜅, 𝜇, 𝐺) = 𝜅 (map (𝜇[𝑇])𝐺) (3.1)

The function map( 𝑓 )(𝑆) applies 𝑓 to every element of the set 𝑆.

Since network operators are interested not only in coverage of a single device or flow,

our framework also defines coverage over collections of components (e.g., all devices in

the network). This coverage of is programmable as well. Given an aggregator 𝛼 and a

specification of the collection 𝐶 = {(𝜅1, 𝜇1, 𝐺1), . . . , (𝜅𝑘 , 𝜇𝑘 , 𝐺𝑘)}, we can define the overall

coverage of a test suite as follows.
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𝐶𝑜𝑣[𝑇](𝛼, 𝐶) = 𝛼 (map (𝐶𝑜𝑚𝑝𝐶𝑜𝑣[𝑇])𝐶) (3.2)

§3.3.3 illustrates the use of Equation (3.1) by providing concrete specification for com-

mon network components, and §3.3.3 describes some useful aggregation functions for

Equation (3.2) to summarize coverage for multiple components.

Coverage for common network components

We show how to analyze coverage for the most common network components: rules, de-

vices, interfaces, paths, and flows. Other components, such as the CoFlows [22] of a dis-

tributed application (i.e. the set of flows generated by the application) or all traffic travers-

ing a firewall, can be analyzed similarly.

Rule coverage. Rule coverage quantifies the extent to which a network rule is covered

by a test suite. Given a rule 𝑟, the dependency specification is 𝐺 = {𝑀[𝑟] ▷ 𝑟}. The

coverage measure adopted is 𝜇 = |𝑇[𝑟]|
|𝑀[𝑟]| , which quantifies the fraction of the rule’s match

set covered by the test suite. This ratio will always be less than one because 𝑇[𝑟] ⊆ 𝑀[𝑟].
The combinator 𝜅 for this metric simply picks the only element in this singleton set.

Device coverage. Device coverage quantifies how well the forwarding state of the device

is covered. Given a device with 𝑘 rules, its dependency specification is 𝐺 = {𝑀[𝑟1] ▷
𝑟1, · · ·𝑀[𝑟𝑘] ▷ 𝑟𝑘}. Device coverage uses the same measure 𝜇 as rule coverage. Its com-

binator 𝜅 is the weighted average, where the weight is proportional to a rule’s match set,

that is, the weight for 𝑟𝑖 is |𝑀[𝑟𝑖]|
Σ1≤ 𝑗≤𝑘 |𝑀[𝑟𝑗]| . This way, device coverage reports the fraction of

total packets against which the device as a whole has been tested.

Interface coverage. Interface coverage quantifies how well the state responsible for pack-

ets leaving or entering an interface is tested. For instance, engineersmay evaluate outgoing

interface coverage of border interfaceswhen they are interested in packets leaving the data
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center. The coverage specification for an interface is similar to that of a device except that

the set of rules considered is limited to those relevant to the interface. For an outgoing

interface, this set has all the rules that forward packets to the interface. For an incoming

interface, it has all the rules that have the interface in their match sets, as we limit the

corresponding packet guards to only those on the interface.

Path coverage. A path is a valid sequence of rules and path coverage is intended to quan-

tify how well the forwarding state along a path is tested. The dependency specification of

the path is 𝐺 = {𝑃 ▷ 𝑟1, ..., 𝑟𝑘}, where 𝑟1, ..., 𝑟𝑘 is the sequence of rules that define the path,

and 𝑃 is the full set of located packets that can traverse the path. This set is not known

apriori but can be compute by processing the forwarding state. It includes packets whose

headers may get transformed along the way. It does not include packets that are dropped

at an intermediate rule 𝑟 𝑗<𝑘 in the sequence; those packets will be part of the 𝑟1, ..., 𝑟 𝑗 path.

The measure 𝜇 of a path quantifies the fraction of 𝑃 that has been tested through the

entire sequence of rules. If different rules of the path were tested using disjoint sets of

packets, the coverage will be zero, as no one packet has made it all the way across the

path. This calculation proceeds rule by rule and computes at each hop the set of packets

that remain under consideration. Formally:

𝑃𝑖 =


𝑀[𝑟1] if 𝑖 = 0

𝐹[𝑟𝑖][𝑃𝑖−1 ∩ 𝑇[𝑟𝑖]] otherwise
(3.3)

𝑃𝑖 is the set of packets after rule 𝑟𝑖 has been processed. In the beginning, it is 𝑀[𝑟1] (match

set of 𝑟1). After processing 𝑟𝑖 , it changes to the set obtained by applying the action of 𝑟𝑖 to

the intersection of 𝑃𝑖−1 and 𝑟𝑖’s tested set. The final coverage is |𝑃𝑘 |
|𝑃 | , the fraction of packets

left at the end.²

²We have presented a simplified view that assumes that any packet transformations are one-to-one, so
rule application preserves the number of packets in the set. To support one-to-many and many-to-one
transformations, our system does a slightly more complex computation. It computes another sequence of
packet sets 𝑃′𝑖 that is not constrained by 𝑇[𝑟𝑖], by replacing it with 𝑀[𝑟𝑖] in the equation. It then computes
𝑃𝑖
𝑃′𝑖

at each hop and takes the minimum ratio across all hops.
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Paths have only one guarded string, and hence 𝜅 selects the only element of this sin-

gleton set as its result.

Flow coverage. A flow can be defined using its source location and header space. When

this flow is injected into the network, it traverses one or more paths (due to possible multi-

path routing or different headers in the header space being forwarded differently). The

dependency specification of the flow has a guarded string corresponding to each of its

paths, and each such string has the flow’s packets as the guard. The coverage measure

is the same as that for a path. The combinator is weighted average, where the weight is

proportional to fraction of flow’s packets that will use a path, computed by processing the

network state. We are thus computing the fraction of flow’s dependencies that have been

tested end-to-end. If the coverage is 75%, it means that state corresponding to 75% of the

flow’s packet stream has been tested end-to-end.

Coverage for component collections

We illustrated above how to compute coverage for individual components, but users will

commonly be interested in aggregate coverage across multiple components of the same

type. We currently support three forms of aggregator 𝛼, each of which provides a different

perspective on how well components in the collection are covered.

• Simple average: Compute the (unweighted) mean coverage across components. Aver-

age device coverage will thus be the mean of the coverage of all devices under considera-

tion. This aggregation provides a simple, overall view of how well devices are covered.

• Weighted average: Compute the weighted average coverage across all components,

where the weight is the size of packet space handled by the component. This aggregation

gives a higher weight to components that handle more packets. Rules that match more

packets (e.g., the default route) will thus have a higher weight, encouraging engineers to

cover them with a higher priority.
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Figure 3.3: Overview of Yardstick.

• Fractional coverage: Often we simply want to know what fraction of components have

been tested at all. The fractional coverage aggregator maps the coverage of individual

components in the collection to 0 or 1, based on whether the coverage is 0 or non-zero,

and then computes the mean. If fractional device coverage is 80%, then 20% of the devices

are completely untested and users would likely want to investigate why.

3.4 Yardstick Design

Our system, Yardstick, is based on the formulation above. Its design is guided by the

need to minimize impact on testing performance. This goal is important because some

testing tools are in the critical path of network updates [46, 44] and testing delays will

delay updates. In other settings, testing performance dictates how quickly a network state

bug will be caught after it appears.

With this consideration, we split the operation of Yardstick across two phases, shown

in Figure 3.3. The first phase tracks coverage reported by the testing tool, using two simple

API calls:

• markPacket(P)

• markRule(r)
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The markPacket call is used for behavioral tests, to report the located packets 𝑃 used in

tests. The markRule call is used for state inspection tests, to report which rules in the

network are inspected.

The coverage tracker stores the information provided by testing tools in a compact

representation, called the coverage trace (§3.4.2). The format of the coverage trace enables

memory and time efficiency for both tracking and computing phases.

After testing finishes, in the second phase, Yardstick uses the coverage trace and net-

work state to compute the requested coverage metrics. Since all the data is available, the

network engineer can at any time ask the system to compute new metrics and zoom in

from aggregate to individual component metrics.

Yardstick can be used with any testing tool that can be instrumented to call its APIs.

Originally, we attempted a design that did not use explicit APIs such as markPacket, but

snooped state read operations and registered coverage for elements of the state read dur-

ing testing. This design assumed that all state elements read by the tool are exercised.

Unfortunately, however, symbolic testing often requires that state be read in bulk up front

to build internal data structures. It may not necessarily exercise all the data read.

Our chosen APIs enable easy integration with a range of testing tools. The information

they need is readily available. Yardstick takes on thework to translate this information into

what is needed for coverage computation. We discuss this next.

3.4.1 Using Coverage Tracking APIs

Different types of tests described in §3.2.1 can use our APIs to report coverage information

with minimal overhead.

State inspection tests. These tests inspect forwarding state rules, e.g., check whether a

default route exists on a device. The coverage of inspecting a rule is its match set, so the

information we need for metric computation is 𝑡[𝑟] = 𝑀[𝑟].
However, 𝑀[𝑟] is not readily available to the testing tool (because the match field of
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the rule is not necessarily its match set, given earlier overlapping rules in the table) and it

can take time to compute for large tables. Yardstick thus requires tools to just report the

tested rule via markRule(r), and it then computes 𝑀[𝑟] in the second phase to minimize

the burden on the testing tool.

Local behavioral tests. These tests inject a located packet set 𝑃 into the device and then

validate that the device processes (drops or forwards) the packets as expected. Different

testing tools compute the result of the device processing differently; it could be concrete

simulation, symbolic simulation, or SMT constraints. Regardless of the method, the in-

formation we need from the perspective of coverage, is which rules were exercised using

which subsets of 𝑃 (given 𝑃 may exercised multiple rules).

Unfortunately, this information is not computed by all tools as part of their testing,

and computing it can be expensive. Yardstick thus requires the tools to just report 𝑃 using

markPacket(P) and derive the rule-level coverage information from it later.

End-to-end behavioral tests. Coverage for these tests is reported using markPacket(P) as

well but a separate call is made for each hop in the network with the packet set at that

hop. We did consider an alternative in which testing tool would report the packet set at

only the origin instead of each hop and we would then infer the hop-level information.

But we deemed that alternative not worthwhile because the tools already have hop-level

information available.

3.4.2 Computing Coverage Metrics

During test execution (Phase 1), Yardstick stores the union of all information reported by

the testing tool in the coverage trace. The trace can be represented using the tuple (𝑃𝑇 , 𝑅𝑇),
where 𝑃𝑇 is the set of located packets across all markPacket API calls, and 𝑅𝑇 is a set of

rules across all markRule API calls. Yardstick does not keep the entire log and removes

overlapping information on the fly.

After test execution (Phase 2), Yardstick uses the coverage trace to compute the re-
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Operation Description

PacketSet empty() Return an empty set of packets

PacketSet negate(P) Return the set of packets not in the input set

PacketSet union(P1, P2) Return the union of two packet sets

PacketSet intersect(P1, P2) Return the intersection of two packet sets

Boolean equal(P1, P2) Return if two packet sets are equal

PacketSet fromRule(rule) Convert the match field of a rule to the corresponding set of packets

Long count(P) Return the number of packets in the set

Figure 3.4: Operations over packet sets to help compute coverage.

quested metrics. This computation can be described using operations over packet sets

shown in Figure 3.4. We compute coverage in three steps.

Step 1: Compute rule match sets. We first compute match sets of rules using the

forwarding state. Our network and test models have disjoint match sets for rules in the

same table. Given a device 𝑣 and its forwarding rules 𝑆[𝑣], we compute the disjoint match

set of each rule by walking the ordered list of device rules, computing the match set of

each as the intersection of its match field and packets not matched so far [79].

Step 2: Compute covered sets. From the coverage trace (𝑃𝑇 , 𝑅𝑇), we compute the cov-

ered sets of all rules in the network using Algorithm 1. If a rule exists in 𝑅𝑇 (reported

by inspection tests), its covered set is its match set. Otherwise, it is the intersection of its

match set and tested packets 𝑃𝑇 .

Step 3: Compute coverage metrics. In the final step, Yardstick computes the component-

level and aggregate coverage metrics, using the framework of §3.3.3. These computations

are straightforward for all metrics except for path-based metrics. Unlike other metrics,

information about neither the set of covered paths nor the number of all paths is readily

available in the coverage trace. For boundedness (§3.2.2), we need the number of all paths

as the denominator for aggregate metrics–if we see 10 paths in the coverage data, is that
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Algorithm 1: Compute covered sets 𝑇[𝑟]
Input: Network 𝑁 = (𝑉, 𝐼, 𝐸, 𝑆), Test suite 𝑇

1 Procedure ComputeCoveredSets()

2 for r ∈ ∪𝑣∈𝑉 𝑆[𝑣] do

3 if 𝑟 in 𝑅𝑇 then

4 𝑇[r] ← 𝑀[r]
5 else

6 𝑇[r] ← intersect(𝑃𝑇 , 𝑀[r])

7 return {𝑇[𝑟𝑖] | 𝑟𝑖 ∈ ∪𝑣∈𝑉 𝑆[𝑣]}

out of 10 possible paths (100% covered) or 1000 (1% covered)? This count may be known

for some types of structured networks but not in the general case.

When the count of paths is not known apriori, we consider all possible paths imputed

by the network forwarding state as the total number of paths. All possible paths cannot

be computed based on topology alone because many unrealistic zigzag paths (e.g., a 20-

hop leaf-spine-leaf-spine· · · path) will inflate the path count. We thus use the network

forwarding state to compute paths that carry non-zero traffic. Computing the path count

in this manner has risks because network state bugs can change the count.³ We can guard

against this risk by flagging to the user when the size of path universe changes dramati-

cally relative to prior state snapshots. Absent major operational changes to the network,

this universe is not expected to change significantly from day-to-day.

We compute the path universe by symbolically exploring the journey of all possible

headers from all starting locations. This traversal is depth-first on the topology and emits

new paths incrementally (i.e., first a single-hop path with the source, then a two-hop path

with the source and its first neighbor, assuming that the source sends a non-empty set of

³Path-based metrics in the software domain have the same risk.
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packets to this neighbor, and so on). We do not store all paths in memory–there can be

100s of millions of paths in a large network—but process them on the fly.

Processing a path involves computing its coverage using the coverage trace per Equa-

tion (3.3). When a path is emitted, we know its sequence of rules. We do not know its

guard set of packets. Strictly speaking, we do not need to know which packets are in the

guard set; we only need to know the size of this set. In the common case, when any trans-

formations along the path are only one-to-one, this size is the same as that of the final

packet set at the end of our path exploration, and we use that size. In other cases, we com-

pute the guard set by reversing the forwarding operations using the final set of packets.

At each hop this computes the input set of packets that can produce the output set. We

encode rule actions as BDDs, which allows for quickly doing such computations.

3.5 Implementation

Yardstick is implemented using 2300 lines of C# code, not counting the lines in various

third-party libraries. The packet set operations in Figure 3.4 are implemented using binary

decision diagrams (BDDs) that can efficiently encode andmanipulate large header spaces.

We also instrumented a testing tool to report coverage to Yardstick. This tool is de-

ployed in Microsoft Azure and supports all the test types mentioned in §3.2.1. Because

the information Yardstick needs is readily available, we had to change only 7 lines of

tool’s code to report coverage. Each such line was an API call inserted at an appropri-

ate place in the testing logic. Yardstick links to the tool as a dynamic library, and the two

share type definitions for objects such as packet sets. Such an integration helps eliminate

serialization-deserialization overhead. (Other tools integratedwith Yardstickwould likely

incur higher data processing overhead.)

By default, Yardstick computes coverage for all device, interface, and rule coverage in

the network. Users can customize the coverage report in a few different ways. They can

request path coverage, which is not computed by default because of its high computational

cost (§3.7). Users can also narrow the coverage analysis to particular flows by specifying
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the flows’ start locations and header spaces.

Finally, users can zoom in on a subset of components by providing a binary function

that takes in the component and returns true if that component should be considered. This

filtering option is helpful when users want to analyze coverage for, say, only leaf routers

or only inside-to-outside paths. In the future, we plan to let users provide a coverage

specification directly, allowing them to compute coverage for a richer set of component

types.

3.6 Case Study: Azure Datacenter Networks

Yardstick is deployed in Azure as part of a service to evaluate the impact of changes to

production networks. The service computes the network forwarding state that results

from the change and then uses a test suite to check if the state is correct. We present a case

study based on one month of Yardstick deployment in one of the networks. Its coverage

reports identified systematic testing gaps in the original test suite and helped improve the

test suite by suggesting new tests to address those gaps. These new tests are now part of

the network’s test suite.

3.6.1 Network Overview

Our case study focuses on a regional network that interconnects hundreds of thousands

of hosts across multiple data centers in the same geographic region.

Topology and routing. Each datacenter network is a hierarchical Clos topology [33]. The

top-of-rack (ToR) routers are at the bottom, and they directly connect to hosts. Aggregation

routers connect the top-of-rack routers together in pods, which in turn are connected via

a set of spine routers. At the top of each data center, the spine routers are connected

to multiple layers of regional hub routers [49] which interconnect datacenters within a

region. The regional hub routers are further connected to wide-area backbone routers

that provide connectivity to the Internet and to other regions.
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The network uses eBGP routing protocol on all routers [47]. Each router is assigned a

private BGP ASN based on its role in the datacenter and configured with the allow-as-in

command to avoid rejecting valid paths as loops [47] (e.g., a ToR1-Aggregation1-ToR2 path

is legal even though the two ToRs have the same ASN). As a fail safe, every router is also

configured with a default static route (for the prefix 0.0.0.0/0) that forwards packets to

connected, higher-layer (”northern”) neighbors. In the event of many kinds of failures,

this backup measure ensures that packets will still have connectivity. For redundancy

and load balancing, eBGP equal cost multipath (ECMP) is enabled on all routers.

Each ToR connects to hosts via Ethernet interfaces with assigned subnets, and, to en-

able connectivity to those hosts, it advertises aggregated prefixes for its directly connected

hosts into the eBGP routing protocol. In addition, each router has one or more loopback

interfaces whose corresponding connected routes are injected into eBGP via route redis-

tribution.

Testing Pipeline. The network undergoes frequent changes in response to planned main-

tenance, migrations, and policy updates. All major changes are rigorously tested prior

to deployment using a two-step process. An in-house simulator [50] and emulator [49]

compute the network forwarding state that will result from the change. This state is then

tested using a test suite defined by network engineers. Test execution produces a pass-fail

report that network operators analyze to determine if the change is safe. Human over-

sight is needed here because it is possible that tests may fail as a result of modeling error

or transient failures.

Yardstick has been integrated into this pipeline, where it augments the test results with

coverage metrics. Its output is analyzed by a network engineer to improve the test suite

and by network operators to determine the safety of the change.
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3.6.2 Identifying Testing Gaps

Prior to the introduction of Yardstick, the network’s testing pipeline used a collection of

tests of two types:

1. DefaultRouteCheck: a subset of RCDC [42] contracts related to the default route that

check that default routes have the correct set of next hops. This a state-inspection

test.

2. AggCanReachTorLoopback: check that the aggregation routers correctly forward pack-

ets for ToR routers’ loopback interfaces. This is a local symbolic test.

Figure 3.5a shows the coverage that Yardstick reported for this test suite. We break

results by router type and plot fractional averages (§3.3.3) for devices, rules, and interfaces.

We also plot the weighted average for rules; weighted average for devices and interfaces

(not shown) was similar to that for rules. This view of the data was particularly useful

toward understanding testing effectiveness and gaps for this network.

We see that fractional device coverage is close to perfect for all types of routers.⁴ This

high coverage is because the DefaultRouteCheck covers all devices. Device coverage is

slightly low for regional hub routers because some of those routers are not expected to

have the default route, and so the test excludes them.

Interface coverage, on the other hand, is quite uneven. It is high for aggregation routers

because of theAggCanReachTorLoopback test but low for other router types. If the default

route is not using the interface, it is not being tested at all. Thus, primarily northbound

interfaces (i.e., toward the higher layers in the hierarchy) are tested.

Rule coverage tells an interesting story and also shows the value of different types of

aggregations. Fractional rule coverage is really low—most of the bars for this measure are

indistinguishable from 0 in Figure 3.5a—indicating that the vast majority of the rules are

⁴Yardstick did actually reveal some completely untested devices in the network. This discovery was
initially surprising to engineers. It later became clear that the untested devices were legacy routers that
could not be tested. We have excluded such devices from our analysis.
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Figure 3.5: Coverage for different tests.

untested. But weighted rule coverage, which weighs each rule by the size of the match

set, is high because the default route matches the vast majority of the destination IP ad-

dress space (anything that is not covered by a more specific rule). This data supports the

engineers’ intuition to prioritize default routes in their testing.

Low fractional rule coverage became the catalyst for identifying testing gaps. Focusing

on forwarding rules that Yardstick reported as untested, we identified three categories of

routes.

1. Internal routes. Each device has many prefixes to destinations that are internal to the

region. These include prefixes for hosts connected to ToRs and prefixes of loopback
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interfaces on all routers.

2. Connected routes. Each device has connected routes that correspond to its physical

and aggregated interfaces, which have statically configured /31 (IPv4) and /126

(IPv6) prefixes. Because these prefixes are used for point-to-point connections only,

they are not redistributed into the global eBGP routing protocol. Yardstick flagged

that none of these connected routes, and many of their associated interfaces, were

untested.

3. Wide-area routes. Yardstick revealed that routers in the upper layers of each data

center had particularly low rule coverage. Upon further investigation, we found that

these ruleswere for routes learned from thewide-area network, which are advertised

to the regional hub and spine layers but are not leaked into lower layers.

At first blush, it may appear that a system like Yardstick is an overkill for identifying

such gaps–engineers should have known about them based on their knowledge of the net-

work and the test suite. But the real-world aspects of this challenge areworth noting. First,

the engineers who originally developed the test suite can be different from those who are

now responsible formaintaining and improving it. It can be difficult for the latter group to

look at the old test code and judge what the tests are not covering. Second, real networks

lose their original design simplicity and symmetry over time. This evolution makes it dif-

ficult to reason about network structure in one’s head, to accurately identifywhich compo-

nents are tested andwhich ones are not. The coverage information that Yardstick provides

from various perspectives is thus key to comprehensively and reliably identifying testing

gaps.

Yardstick also makes it easy to focus one’s efforts on the most productive kind of test

development—the creation new tests that provably improve coverage—rather than on de-

velopment of redundant tests that do little to find additional errors in networks. We dis-

cuss the new tests developed for our network next.
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3.6.3 Toward a High-coverage Test Suite

After identifying the testing gaps above, the engineers authored two new tests for the

network.

1. InternalRouteCheck. This test validates that all prefixes that originate within the dat-

acenter (i.e., the internal destinations) are forwarded through and only through the

full set of topological shortest paths. The design of the network is such that internal

destinations are routed along shortest paths and there are many such paths. The test

is implemented as a local symbolic test that uses RCDC’s idea [42] of decomposing

an end-to-end invariant into local forwarding contracts that dictate the next hops for

a prefix at a device. Suppose a device 𝑣 originates a set of prefixes {𝑝𝑣}, which in-

clude host subnets and loopback addresses. To compute the local contracts for {𝑝𝑣},
the test first perform a breadth-first search from 𝑣 to compute shortest distances from

all other devices. If the device 𝑣′ is 𝑑-hops away from 𝑣, it should then forward {𝑝𝑣}
to all its neighbors with distance of 𝑑 − 1 to 𝑣.

2. ConnectedRouteCheck. This test validates that both ends of a physical link have the

connected route to the assigned /31 and /126 prefixes. It is a state-inspection test.

The engineers have yet to define a test for wide-area routes, the third gap that Yardstick

helped identify. The challenge is that there is not yet any specification of the routes to

expect from the wide-area network.

The two tests above are now deployed.⁵ The coverage of these tests is shown in Fig-

ures 3.5b and 3.5c. InternalRouteCheck covers over 90% of the rules on ToR and aggre-

gation routers, and around 50% on spine and regional hub routers. Its impact differs

⁵These tests did not identify unique bugs during the study. All discovered bugs were shallow and
were flagged by the DefaultRouteCheck as well. However, one cannot rely on bugs being always shal-
low. Yardstick enabled the engineers to add tests that improve coverage, which improves the chances of
finding additional bugs and increases confidence in the correctness of network changes.
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Figure 3.6: Coverage improvement with test suite iterations.

across router types based on the fraction of internal routes that a type contains. Con-

nectedRouteCheck covers nearly 100% of the interfaces on all routers except for ToRs.

The coverage for the final test suite, after adding these two tests to the original test

suite, is shown in Figure 3.5d. The coverage is substantially higher than before. But frac-

tional rule coverage on spine routers and regional hubs is only around 50% (because of

untested wide area routes). Fractional interface coverage on ToR routers is only 25%. This

coverage level is similar to that of the original test suite and of the two new tests individ-

ually, indicating that all tests are covering the same set of interfaces. We discovered that

host-facing interfaces are not being tested, and as a result, will be developing another new

test for these interfaces soon.

Figure 3.6 summarizes the coverage improvement across all devices during the course

of our study. Within the first month of its deployment, Yardstick helped improve rule

coverage by 89% and interface coverage by 17%.

3.7 Performance Evaluation

We conducted controlled experiments to benchmark the performance of Yardstick along

two measures of interest: 𝑖) the overhead of tracking coverage when the tests are running;
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and 𝑖𝑖) the time it takes to compute the metrics after the tests are done. We generate syn-

thetic fat-tree networks [2] of different sizes by varying the topology parameter 𝑘 between

8 and 88, which generates networks of up to 9680 routers. Each ToR has one hosted prefix,

and network routing functions as described in §3.6.1.

All experiments were performed on a desktop PC with an 8C8T Intel CPU running at

4.9 GHz and 16 GB of DRAM.

3.7.1 Overhead of coverage tracking

Wemeasure the overhead of coverage tracking by running tests with andwithout tracking

enabled. We consider four types of tests:

• DefaultRouteCheck is the state-inspection testmentioned earlier. It determineswhether

each switch has a default route that forwards to higher-layer neighbors.

• ToRReachability is an end-to-end symbolic test. It checks that all packets that originate

at a ToR with a destination IP address in the hosted prefix of another ToR can reach

the correct ToR.

• ToRContract is a local symbolic test. It checks the same invariants as ToRReachability,

but does so by decomposing the invariant into a local forwarding contract for each

router. ToRContract is a subset of RCDC [42].

• ToRPingmesh is an end-to-end concrete test. It checks the same invariants as as ToR-

Reachability, but samples a single address from each prefix instead of reasoning about

all packets. The idea of testing ToR pairs using concrete packets is drawn from

Pingmesh [36].

Figure 3.7 shows the time to execute each test with and without coverage tracking en-

abled. We see that the overhead of coverage tracking is small. Theworst case absolute time

overhead is 54 seconds, which occurs for the ToRReachability test in the largest topology.
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Figure 3.7: Overhead of coverage tracking. The lines show the test execution time without

coverage tracking, and the error bars show the time with coverage tracking.

In this case, the baseline (coverage disabled) test time is 1967 seconds, and thus the relative

overhead is only 2.8%.

The worst case relative overhead is 52%, which occurs for DefaultRouteCheck in the

topology with 6480 nodes. In this case, the baseline test time is only 0.79 seconds. (State-

inspection tests are lightweight.) Across all cases where the baseline test takes over a

minute, the relative overhead of tracking coverage is under 10%.

3.7.2 Performance of coverage computation

After the tests finish, Yardstick computes coverage metrics using the coverage trace and

network state. Figure 3.8 shows the computation time for different components (when

computed by itself) as a function of network size. The coverage trace for this experiment

is from the tests in the previous section. We show results for fractional averages; perfor-

mance is similar for other aggregations.
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Figure 3.8: Time to compute coverage metrics.

We see that local metrics (i.e., device, interface, and rule coverage) are reasonably fast

to compute. Each metric is computed in less than 90 seconds, even on the largest topol-

ogy. We also find that because a fair bit of processing is shared among these metrics (e.g.,

computing match sets of rules), computing all of them together takes only 91 seconds (not

shown in the graph).

Path coverage, on the other hand, is computationally expensive. It takes 45 minutes on

the 2880-node network. On larger networks, its execution time exceeds the 1-hour time-

out we used for these experiments. This metric is expensive because it requires iterating

over all possible paths in the topology. As our networks use multi-path routing, doing so

becomes prohibitive beyond a certain point.

Network engineers that we have talked to mentioned that Yardstick is efficient enough

to be useful in practice. Coverage metrics are not expected to change significantly at short

time scales unless the network state or the test suite changes significantly. The engineers

thus mentioned computing path-based expensive metrics once a day, while relying on the

local metrics to more quickly catch regressions in testing.
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3.8 Related Work

Our work builds on two distinct lines of research. The first line of research involves net-

work testing and verification tools [36, 42, 45, 28, 80, 46, 38, 79]. These tools have developed

a range of techniques for scalable analysis of network data and control planes. We have

borrowed some of these ideas (e.g., the use of BDDs) to compute coverage metrics effi-

ciently. However, the goals of our research are different from, and complementary to,

this past work: we have developed metrics that systematically quantify how well verifi-

cation and testing tools have been put to use by network engineers in practical industrial

settings.

Second, we borrow from the software domain the idea of using coverage metrics to

quantify test suite quality and reveal testing gaps. There, many metrics have been devel-

oped over the years to help software engineers [39, 7, 32]. Our network coverage metrics

are specialized for operation over network forwarding state.

We share with ATPG [81] the goal of improving network testing. ATPG crafts test

packets that exercise each rule in the network forwarding state to validate that routers

indeed forward the packet as per their state. It thus improves testing that aims to find

bugs in device software and hardware responsible for forwarding packets. In contrast, we

improve testing that aims to find bugs in the forwarding state itself. In service of this goal,

we also develop several notions of coverage beyond rule coverage.

We introduced the idea of using coverage metrics to improve the use of network ver-

ification in a position paper [14]. That paper did not develop a computational basis or

a system to compute coverage metrics, nor did it report on experience of using coverage

metrics to improve test infrastructure of large-scale, industrial networks.

3.9 Conclusion

We described a framework to define and compute network coverage metrics in order to

help engineers assess and improve the quality of their test suites. To be able to compute a
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range ofmetrics using a diverse set of tests, wemust decompose both the state exercised by

testing and network components into atomic testable units. We built our system Yardstick

to perform these tasks and deployed it in Microsoft Azure. Within the first month of

deployment in a production networks, Yardstick expanded testing to 17% more network

interfaces and 89% more rules.

These results notwithstanding, we believe that we have barely scratched the surface of

network coverage metrics. For software, the development of coverage metrics and usable

systems has been a multi-decade journey that still continues. We expect networking to

take a similar journey, with researchers developing increasingly sophisticated metrics for

a range of settings. The framework developed in this paper can provide a useful starting

point for that journey.
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Chapter 4

NETWORK CONFIGURATION COVERAGE

The previous chapter have proposed data plane coverage to reveal testing gaps. It

shows which data plane elements, such as forwarding rules, are exercised by a test suite.

However, well-tested data plane does not imply well-tested configurations. Data plane el-

ements are the output of network’s configurations and the current operating environment

(failures, external routing information). Testing a given data plane only tests configuration

elements that are exercised in that particular environment. Other configuration elements

are not tested. We demonstrate this empirically via a scenario in §4.6 where testing all data

plane elements leaves over half of configuration lines untested.

In this chapter, we develop configuration coverage to provide comprehensive and precise

feedback to network engineers on test suite quality. Our goal is to identify exactly which

configuration lines are tested and which ones are not. We want to consider all configura-

tion elements, not only those that contribute to the current data plane. Revealing exactly

which lines are untested helps improve tests—add tests that target untested lines—which

in turn can improve network reliability. This is similar to how code coverage tools help

improve tests and software reliability [41, 19, 24].

4.1 Defining Configuration Coverage

We deem a configuration element to be covered if it 𝑖) is tested directly by a control plane

test; or 𝑖𝑖) contributes to the production of a data plane state element (i.e., an entry in the

protocol or main RIB) tested by a data plane test. For now, assume that contributions are

deterministic. We discuss non-deterministic contributions in the next section.

Figure 4.1 illustrates configuration coverage as a result of a data plane test. It shows
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Figure 4.1: An example network with routing tables and configurations. The highlighted

configuration lines are covered when the route to 10.10.1.0/24 is tested at R1.

parts of the two routers’ configuration. R1’s configuration defines one interface (Lines 1-

2) and one BGP peer (192.168.1.2, which is R2’s address), and it specifies the import and

export policy to use. The import policy (R2-to-R1 at Lines 6-11) denies routing messages

for a particular prefix and sets the preference for another.

R2’s configuration defines two interfaces, a BGP peer (R1) and routing policies. At Line

13, it states that the prefix 10.10.1.0/24 should be announced to BGP peers iff it is in the

main RIB.¹ In our example, 10.10.1.0/24 will be in the main RIB as it corresponds to the

eth1’s prefix. (Address statements like Line 4 encode the IP address and prefix length.

For eth1, given the address 10.10.1.1 and prefix length of 24, the prefix is 10.10.1.0/24.)

Routers add interface prefixes to the ”connected” protocol RIB, from where those prefixes

can enter the main RIB. The resulting RIBs on the two routers are shown in the figure.

Each entry includes the next hop and source routing protocol (”conn” = connected).

¹Different router vendors have different semantics for BGP network statements. We are assuming Cisco
semantics.



67

Suppose the entry for 10.10.1.0/24 at R1 was tested by a data plane test. The covered

configuration elements are highlighted. On R1, the BGP peer configuration and import

policy binding (Lines 3-4) are covered because the tested entry came via that peering and

passed through that policy. Parts of the routing policy R2-to-R1 relevant to the tested state

(Lines 6, 9-11) are also covered. The interface definition (Lines 1-2) is covered because it

enables the BGP peering to be established. In contrast, the export policy R1-to-R2 and

unexercised parts of R2-to-R1 (Lines 7-8) are not covered.

There are covered configuration elements at R2 as well. These include the interface

definitions—eth0 enables the BGP edge and 10.10.1.0/24 was announced due to eth1—

and BGP peering, the export policy, and the BGP network statement.

Alternative definitions of coverage. One may consider an alternative definition of cov-

erage that disregards non-local configuration elements. But we posit that including non-

local elements is more meaningful. These elements, such as the BGP network statement

on R2’s Line 13, are just as key to the existence of 10.10.1.0/24 at R1 as the local elements.

Another definition of coverage is based onmutation [7]: a configuration line is deemed

covered if its mutation alters the test result. Compared to the definition of coverage we

adopt, mutation-based coverage will report an additional class of configuration elements

as covered—configuration elements that de-prioritize (or reject) the competitors of the

tested data plane element. Mutation-based coverage tends to be significantly harder to

compute [43], and its results can be hard to interpret. In developing the first tool in this

space, wedecided to focus on a simpler, more direct definition of coverage. Wewill explore

more sophisticated definitions in the future.

4.1.1 Our approach

While it is straightforward to identify configuration elements covered by a control plane

test, it is not so for data plane tests. Data plane tests analyze the ”output” of the control

plane, and we need a scalable way to compute which configuration elements contributed
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to tested data plane state. The relationship between these inputs and outputs is complex.

How a particular RIB entry comes about relies on many configuration elements across

multiple devices. The need to map tested outputs to input space sets computation of con-

figuration coverage apart from data plane coverage and software coverage, for both of

which the coverage domain is the same as test domain.

To motivate our approach to solving this problem, let us first sketch two strawman ap-

proaches. One potential approach is to express control plane computation declaratively,

e.g., in Datalog. This enables identification of contributing inputs for a given output us-

ing a form of backward-reasoning [84, 77]. However, network control plane computa-

tions can be quite complex (e.g., non-monotonic behaviors [34, 60]). While declarative

encodings may work in special cases [50], it is generally hard to get high-fidelty, perfor-

mant encodings. That is why most control plane analysis tools use an imperative ap-

proach [80, 28, 54, 55].²

Another potential approach is to use simulation-based forward reasoning, i.e., sim-

ulate the control plane (imperatively) and track which configuration elements feed into

each part of the data plane state. However, this approach has scalability limitations. Net-

work simulation is time andmemory intensive [28, 80, 55], and it will become significantly

worse if it needed to track all necessary information along each hop.

Our approach is based on two observations. First, for the purposes of computing cov-

erage, we do not need a full computational model of the control plane. We need to only

track which configuration elements contribute to tested data plane state (i.e., taint anal-

ysis [72]), not the exact input-output relationship; and we need to reason only about the

stable state (i.e., the the of devices once they have settled on best paths), not the transient

states. Data plane testing [45, 46, 38, 79, 42] assumes that the analyzed state is stable. Our

second observation is that the stable state contains enough information for us to infer con-

tributions of configuration elements after the fact, based on the semantics of the control

²Batfish [28], awidely used control plane analysis tool, originally usedDatalog to encode network control
planes but switched to imperative simulations due to expressiveness and performance challenges.
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Figure 4.2: Subset of the IFG for the Figure 4.1 example. It tracks configuration elements

that contribute to the tested RIB entry (F1).

plane. This inference is vastly cheaper than tracking contributions towards all data plane

state entries, independent of whether they are tested.

To model contributions to the stable state, we use an information flow graph (IFG). Fig-

ure 4.2 shows a subset of the IFG for the example in Figure 4.1. Each node is a fact and

arrows denote information flow from the tail to head. IFGs have three types of facts: 𝑖)data
plane state, 𝑖𝑖) configuration elements, and 𝑖𝑖𝑖) auxiliary facts that capture intermediate

dependencies between data plane state and configuration elements.

The main RIB entry 10.10.1.0/24 at R1 (F1) is derived from the corresponding BGP RIB

entry (F5), which in turn is derived from the BGP message from R2 (F10). This message

exists because of the BGP edge between R1 and R2 (F13), the source message sent by R2

(F11), and the relevant configuration element within import policy (F20). R2 sent the BGP

message because of the same BGP edge (F13), its export policy elements (F22), and the

BGP RIB entry (F7). This BGP RIB entry exists because of the configuration element (F23)

and the RIB entry (F3), which exists because of the connected route (F8). The BGP edge

(F13) exists because of the configuration elements that define the peering (F16, F17) and

paths between R2 and R1 that enable the BGP session to be established. The paths depend
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on the RIB entries (F2 and F4, respectively), the contributions to which can be similarly

traced. In this manner, the IFG captures all configuration elements that led to the tested

RIB entry (F1).

We do not track IFG dependencies proactively but infer them on-demand based on

control plane semantics, using amix of backward-forward reasoning. Backward inference

infers the parent (tail) of the edge from its child (head). The information in child nodes

is not enough to fully recover the parent nodes, but is often enough to select them from

the known stable state. For instance, we can compute the BGP RIB entry F5 from the main

RIB entry F1—the main RIB entry indicates that its source routing protocol is BGP, and we

thus look up the BGP RIB for 10.10.1.0/24.

Lookup-based inference does not always work. For instance, given a BGP message

which has passed through an import policy, we cannot compute backwards which terms

of the import policy were exercised (F10← F20). Another parent of F10, the pre-import

BGPmessage (F11) cannot be looked up either because it is not part of the input and needs

to be computed on-the-fly. To address these limitations, we combine backward and for-

ward inference. When a parent can not be directly looked up, we first look up the pre-

requisites of the parent. For instance, we can look up F7 based on F10. Next, we use

targeted simulations to compute non-existing facts and to select relevant facts exercised

in a control plane process or data plane process. For instance, given the BGP route at R2

(F7), we simulate its processing through the export policy, which allows us to derive the

pre-import BGP message (F11) and find the policy term exercised during the export pro-

cess (F22). Once F11 is computed, we conduct another targeted simulation to discover the

policy term exercised in the import process (F20). Unlike a full control plane simulation,

these targeted simulations are fast. They have limited scope (e.g., best path selection is not

simulated) and are done only for messages of interest, not all messages.

By combining backward and forward inference, atop the stable state IFG, we can scal-

ably discover all covered configuration elements. We describe this approach in detail next.
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4.2 Design of NetCov

NetCov takes as input configuration files, data plane state (protocol RIBs, main RIB and

active routing edges) of the network. The data plane statemay be pulled from live network

or produced by control plane analysis tools [55, 28, 80]. In addition, NetCov takes as input

what is tested: data plane entries that are tested by data plane tests, and configuration

elements that are tested by control plane tests. This information is produced by network

testing tools [78, 28].

Based on these inputs, NetCov computes which configuration elements are covered.

The core of this computation efficiently mapping a data plane fact to configuration ele-

ments that contribute to it. We describe this computation next.

4.2.1 Information flow model

IFGs are directed acyclic graphswhose nodes denote network facts and edges denote infor-

mation flow between facts. Table 4.1 shows the types of network facts modeled by NetCov

and the information flow between different types. Data plane state has three subtypes:

main RIB entries, protocol RIB entries, and access control list (ACL) entries.

Auxiliary facts have three subtypes: routing edges, routing messages, and paths of

routing messages. These facts are not strictly necessary, but they help create a compact

IFG and speed up graphwalking. For instance, the routingmessages ofmany protocol RIB

entries depend on the same path which in turn may depend on many main RIB entries.

Adding an explicit fact for the path avoids the need to add all pairs of edges between

routing messages and main RIB entries.

In our model, the auxiliary facts for routing messages represent messages between

routing protocol instances across devices aswell aswithin a device, i.e., redistribution [23].

This uniform treatment is a modeling convenience. In reality, explicit messages are not

exchanged during redistribution (though redistribution is subject to routing policies akin

to messages between cross-device routing instances).
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Network fact Information flow

Configuration element (𝑐) None

Data plane state

Main RIB entry ( 𝑓 )
𝑓𝑖 ← 𝑟 𝑗

𝑓𝑖 ← 𝑟 𝑗 , 𝑓𝑘

Protocol RIB entry (𝑟)

𝑟𝑖 ← 𝑚 𝑗

𝑟𝑖 ← 𝑐 𝑗

𝑟𝑖 ← 𝑓𝑗 , 𝑐𝑘

𝑟𝑖 ← {𝑟 𝑗1 , ...}, 𝑐𝑘
ACL entry (𝑎) 𝑎𝑖 ← {𝑐𝑖1 , ...}

Auxiliary

Routing message (𝑚)
𝑚𝑖 ← 𝑟 𝑗 , 𝑒𝑘 , {𝑐𝑙1 , ...}
𝑚𝑖 ← 𝑚 𝑗 , 𝑒𝑘 , {𝑐𝑙1 , ...}

Routing edge (𝑒)
𝑒𝑖 ← {𝑐 𝑗1 , ...}
𝑒𝑖 ← {𝑐 𝑗1 , ...}, {𝑝𝑘1 , ...}

Path (𝑝) 𝑝𝑖 ← { 𝑓𝑗1 , ...}, {𝑎𝑘1 , ...}

Table 4.1: Information flow model: Types of facts and all possible information flows for

each type. {𝑡 , ...} denotes a set of facts.

The last column of Table 4.1 shows how information flows among different types of

facts. A main RIB entry stems from a protocol RIB entry and optionally another main RIB

entry (when its next hop is an IP address whose corresponding output interface needs

further resolution). A protocol RIB fact stems from a routing message (for protocols such

as BGP), a configuration element (for connected interfaces and static routes), a main RIB

entry accompanied with a configuration element (such as when a BGP network statement

populates a main RIB entry into BGP RIB) or a set of RIB entries accompanied with a con-
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figuration element (for aggregate routes). ACLs facts stem from configuration facts and

have no other dependencies. Routing messages stem from a RIB fact or another message

(e.g., post-import-policy message depends on pre-import-policy message), and they also

depend on routing edges and routing policy configurations. Inter-device routing edges

stem from paths that enable sessions to be established and configuration facts that define

peerings; Intra-device routing edges stem from configuration facts that define redistribu-

tion. Finally, path facts depends on main RIB facts and ACL facts that impact routing

traffic along the way.

For correct computation of coverage, the IFG model must be sound and realizable.

Soundness means that it includes all relevant dependencies (per control plane semantics)

and nomore. Realizable means parents (tails) along all information flow edges can always

be inferred, via lookup or simulation or a mix. Our model is sound to our knowledge; and

that we are able to use it to compute coverage, using the framework described next, points

to its realizability.

4.2.2 Inferring the IFG on demand

Based on the information flow model, NetCov uses a backward-forward inference frame-

work to lazily materialize the IFG from any set of facts whose coverage need to be tracked.

The framework is abstracted using a set of inference rules and an iterative construction al-

gorithm. Each inference rule is function that takes a materialized IFG node as input and

materializes a set of its ancestor nodes aswell as the edges the allows the ancestors to reach

the input node. These nodes and edges will be merged into the materialized IFG by the

construction algorithm. The implementation of these functions uses one or both of the

lookup-based inference and simulation-based inference. Let us elaborate.

Lookup-based inference. The computation of data plane state is lossy. While a main RIB

entry may be derived from a BGP RIB entry, we cannot infer the complete BGP RIB entry

from the main RIB entry because BGP specific attributes (e.g., AS-path) are not preserved
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Algorithm 2: Rule to infer BGP RIB entry from main RIB entry.

1 def infer_from_main_rib_entry(f, stable_state):

2 if not (f is MainRibEntry and f.protocol == 'bgp'):

3 return []

4 bgp_entry = stable_state.bgp_rib.lookup(

5 host=f.host,

6 prefix=f.prefix,

7 nexthop=f.nexthop,

8 status='BEST'

9 )

10 return [(bgp_entry, f)]

in the main RIB.

To handle this information loss, our inference takes two steps. It first infers attributes

that can be known from heuristics (we know such heuristics from control plane semantic,

e.g., the BGP RIB entry should have the same prefix as the main RIB entry derived from

it). Next, we look up all entries in the stable state that match the inferred attributes. For

instance, Algorithm 2 shows the simplified function to infer the BGPRIB entry that led to a

main RIB entry. Based on control plane semantics, if a main RIB entry indicates its source

protocol to be BGP, it must have stemmed from a BGP RIB entry on the same router with

the same prefix and nexthop attributes (Lines 5-7). Besides, the BGP RIB entry should

have been selected as the best route (Line 8). Such information is enough to uniquely

identify the parent within the known stable state. The return value (Line 10) is a list of

tuples denoting the IFG edges materialized by this rule.

Simulation-based inference. Lookup-based inference falls short in two scenarios. First,

when a parent fact is absent from the known stable state (e.g., routing messages), and

second, when the heuristics fail to infer enough information so as to uniquely identify the
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parents (e.g., we cannot know which policy clauses are used in the production of a BGP

route by looking at the resulted route). We use local simulations to complement lookup-

based inference. But simulations can only be performed in the forward direction, i.e., to

compute a fact using simulations, we first need to know its parent. We use a generalized

version of lookup-based inference to discover grandparent facts of a known fact, and then

use simulations with the grandparents to infer their children (i.e., parents of the original

fact).

Algorithm 3 shows the simplified inference rule that infers the ancestors of a post-

import BGPmessage. Line 13 demonstrates the use of simulation-based forward inference

to compute a missing parent fact on the fly. The two prerequisites to simulate the BGP

message–the grandparent BGP RIB entry (origin_entry) and the BGP edge–are discov-

ered via lookup-based backward inference, on Line 8 and Line 4 respectively. The simula-

tion returns the derived BGPmessage after applying the routing policy, as well as the pol-

icy clauses exercised during the process. The second forward-simulation (Line 17) is to dis-

cover the policy clauses that are hit during the import process. The return value includes

the inferred IFG edges that connect to the input node m as well as ones that connect to par-

ent pre_import_msg. The former corresponds to information flow 𝑚𝑖 ← 𝑚 𝑗 , 𝑒𝑘 , {𝑐𝑙1 , ...} in
Table 4.1 and the latter corresponds to 𝑚𝑖 ← 𝑟 𝑗 , 𝑒𝑘 , {𝑐𝑙1 , ...}.

IFG construction. Next, we detail IFG materialization using inference rules. Assume for

now that the information flow is deterministic; the next section discusses how we handle

non-determinism.

As shown in Algorithm 4, the IFG initially contains only the nodes representing the

tested data plane state facts from the input and does not have any edges (Line 2). It is then

iteratively expanded by applying inference rules on existing nodes. In each iteration, all

inference rules are applied to the dirty nodes derived from the previous iteration (Line 8).

The new nodes and edges inferred during such process are collected and merged (with

deduplication) into the IFG (Line 9-14). The computation repeats until no new facts can
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Algorithm 3: Rule to infer ancestors of a post-import BGP message.

1 def infer_from_bgp_message(m, stable_state):

2 if not (m is BgpMsg and m.is_post_import):

3 return []

4 bgp_edge = stable_state.bgp_edges.lookup(

5 recv_host=m.host

6 send_ip=m.nexthop

7 )

8 origin_entry = stable_state.bgp_rib.lookup(

9 host=bgp_edge.send_host,

10 prefix=r.prefix,

11 status='BEST'

12 )

13 pre_import_msg, export_clauses = policy_simulation(

14 input=origin_entry,

15 policy=bgp_edge.export_policy

16 )

17 _, import_clauses = policy_simulation(

18 input=pre_import_msg,

19 policy=bgp_edge.import_policy

20 )

21 return [(pre_import_msg, m), (bgp_edge, m)] +

22 [(cl, m) for cl in import_clauses] +

23 [(origin_entry, pre_import_msg), (bgp_edge, pre_import_msg)] +

24 [(cl, pre_import_msg) for cl in export_clauses]

be derived in an iteration.



77

Algorithm 4: IFG lazy materialization
Input: Initial nodes {𝑣𝑖}; Inference rules {𝜙𝑖 : 𝑣 ↦→ {(𝑢𝑖 , 𝑣𝑖)}};
Output: Materialized IFG (𝑉, 𝐸)
Data: Stable state data plane state (main RIB and protocol RIBs); Routing edges; Configuration

elements;

1 Procedure BuildIFG({𝑣𝑖}, {𝜙𝑖})
2 𝑉, 𝐸← {𝑣𝑖},∅
3 𝑉𝑝𝑟𝑒𝑣 ← {𝑣𝑖} // dirty nodes of previous iteration

4 while |𝑉𝑝𝑟𝑒𝑣 | > 0 do

5 𝑉𝑐𝑢𝑟𝑟 ← ∅ // dirty nodes of current iteration

6 foreach 𝑐 ∈ 𝑉𝑝𝑟𝑒𝑣 do

7 foreach 𝜙 ∈ {𝜙𝑖} do

8 𝐸′← 𝜙(𝑐)
9 foreach (𝑢𝑖 , 𝑣𝑖) ∈ 𝐸′ do

10 if 𝑢𝑖 ∉ 𝑉 then

11 𝑉 ← 𝑉 ∪ {𝑢𝑖}, 𝑉𝑐𝑢𝑟𝑟 ← 𝑉𝑐𝑢𝑟𝑟 ∪ {𝑢𝑖}
12 if 𝑣𝑖 ∉ 𝑉 then

13 𝑉 ← 𝑉 ∪ {𝑣𝑖}, 𝑉𝑐𝑢𝑟𝑟 ← 𝑉𝑐𝑢𝑟𝑟 ∪ {𝑣𝑖}
14 if (𝑢𝑖 , 𝑣𝑖) ∉ 𝐸 then 𝐸← 𝐸 ∪ {(𝑢𝑖 , 𝑣𝑖)}

15 𝑉𝑝𝑟𝑒𝑣 ← 𝑉𝑐𝑢𝑟𝑟

16 return (𝑉, 𝐸)

4.2.3 Handling uncertainty

There are situations where it is not certain which stable state facts contributes to a given

fact. One such scenario is BGP aggregation, where a prefix (e.g., 10.10.0.0/16) is added

to the RIB iff at least one more of its more specific prefixes (e.g., 10.10.1.0/24) is present.

When multiple more specifics are present, we do not know which one triggered the ag-

gregate. Another such scenario is when multiple paths are available for a routing edge to

be established, which can happen when the network uses multipath routing. Here, we do
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(a) (b) (c)

Figure 4.3: Modeling uncertainty. (a) BGP aggregate (F1) has two potential contributors.

(b) F5 is weakly covered but F6 and F7 are strongly covered. (c) The predicates of IFG

nodes.

not know which path is actually used by routing messages.

It is important tomodel and report such uncertainty because the notion of contribution

is different. Unlike deterministic contribution, when the contribution is non-deterministic,

one or more parent facts can disappear without impacting the outcome represented by

the child. Our experiments have scenarios where 78% of the configuration lines have non-

deterministic contribution, and the tested fact would not be impacted if any of them did

not exist. Not separating such uncertain contribution would lead to misplaced confidence

in how well configurations are tested.

Wemodel contribution uncertainty using disjunctive nodes in the IFG. This node points

to the parent fact (e.g., the aggregated RIB fact) and the multiple contributors to the par-

ent point to this node. See Figure 4.3a for an example where a BGP aggregate could be

triggered by either of the two more specific prefixes. When our inference rules encounter

uncertainty during IFG materialization, they produce a disjunctive node and attach all

contributors to it as children.

We introduce the notion of weak coverage to capture the configuration elements whose
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contribution to the tested facts is not critical. We define a contribution as non-critical if

the tested fact will not be affected by deleting the configuration element from the IFG. In

Figure 4.3b, F5 is weakly covered when F1 is tested because F1 can be derived without

any contribution from F5, via F2 and F6. On the other hand, F6 is strongly covered be-

cause, without it, neither F2 nor F3 can be derived and thus the disjunctive node cannot

be derived. F7 is also strongly covered because it contributes to F4, which is essential to

F1.

NetCov labels each covered configuration element as strong or weak after the materi-

alization of the IFG. The label is determined as follows. We first assign a Boolean variable

to each configuration element in the IFG. Next, we build a Boolean predicate of each IFG

node on top of these variables. The predicate of a fact depends on the predicate of its an-

cestors in the IFG: A normal node depends on the conjunction of its immediate parents,

and a disjunctive node depends on the disjunction of parents. Therefore the predicate of

any IFG node is ultimately composed of the variables associated with configuration ele-

ments that lead to it, denoted as Γ(𝑣) = 𝐹(𝑥1, . . . , 𝑥𝑛). Figure 4.3c shows the predicates of

IFG nodes in Figure 4.3b. We represent these Boolean predicates using Binary Decision

Diagrams (BDDs) [18] and build BDD predicates by traversing the IFG. By definition, a

configuration fact (denoted as 𝑥𝑖) is strongly covered if and only if there exists a tested

data plane state fact (denoted as 𝑣), 𝑣 is reachable from 𝑥𝑖 in the IFG, and 𝑥𝑖 is a necessary

condition of Γ(𝑣). Therefore, once the predicates are built, we test graph reachability and

logical necessity between each pair of configuration facts and tested data plane facts. Ne-

cessity ¬𝑥𝑖 ⇒ ¬Γ(𝑣) is equivalent to unsatisfiability of ¬𝑥𝑖 ∧ Γ(𝑣). While (un)satisfiability

is NP-Complete in general cases, we note that it is efficient in our case—it can be reduced

to computing the cofactor Γ(𝑣)|𝑥𝑖=0 and testing whether the cofactor is constant false, both

of which are efficient using BDD operations.

We further reduce the size of BDD predicates by precluding configuration facts that

can reach tested facts via a path with no disjunctive node, such as node F7 in Figure 4.3b.

These configuration facts must be strongly covered so their necessity do not need to be
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tested. Besides, their validity variables can be replaced with constant true when building

BDD predicates, which will not affect the strong/weak classification of other configura-

tion elements. We empirically find this heuristic to be effective in reducing the number of

variables used for weak coverage computation.

4.2.4 Future Extensions

Our currentmodel tracks the contribution of configuration elements to concrete data plane

state entries. While this view aligns well with tools that perform data plane testing [81],

data plane verification [52, 45], and control plane testing [28, 80], it is not applicable to con-

trol plane verification tools [13, 1] that reason about data plane symbolically (i.e., simulta-

neously reason about multiple data planes under different environments). Control plane

verification tools turn configuration into an internalmodel that is used for validation. Net-

Cov can be extended to these tools by tracking how configuration elements contribute to

the model, akin to how compilers link program source information to its intermediate

representations.

The current implementation of NetCov supports BGP, a path vector protocol, and static

routes. Other protocols, including link state protocols (e.g., OSPF) and label switching

protocols (e.g., MPLS) can be supported with appropriate extensions. Such extensions

require defining protocol-specific configuration elements and data plane state facts (such

as label information base entry for MPLS) as well as all new information flows.

4.3 Implementation

We implemented NetCov with 4,000 lines of Python code. A total of 18 lambdas (Python

functions) encode the IFG inference rules. NetCovuses Batfish [12] to extract configuration

elements from configuration files and to run targeted simulations, and it uses CUDD [61]

for BDD operations.

NetCov supports several major router vendors supported by Batfish, including Arista,
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Type Purpose

Interface Interface and its settings (e.g., addresses)

BGP peer BGP peer settings (e.g., IP address, AS number)

BGP peer group BGP peer settings inherited by one or more peers

Route policy clause One clause in an export or import route policy

Prefix list List of prefixes, used in route policy clauses

Community list List of BGP communities for route policy clauses

AS-path list List of AS-path expressions for route policy clauses

Table 4.2: Configuration elements analyzed by NetCov.

Cisco, and Juniper. It builds a vendor-neutral representation of configuration elements

using vendor-specific information provided by Batfish. Table 4.2 lists the configuration

elements that NetCov currently analyzes.

NetCov may not consider all components of a device’s configuration. One category of

such components is device management configuration (e.g., login settings), which does

not impact data or control plane functionality. The second category is control plane com-

ponents that are not currently modeled by NetCov. This includes IPv6 (which is not mod-

eled by Batfish currently) and routing protocols other than BGP (e.g., OSPF). The presence

of unconsidered components does not imply that NetCov cannot be used for that network.

As we show in the next section, NetCov provides helpful coverage information for parts

that are considered.

After constructing the IFG, which yields information on which configuration elements

are covered, NetCov computes which lines are covered. NetCov leverages the Batfish

parser to map configuration elements to line numbers. Each element typically spans mul-

tiple configuration lines, and when an element is covered, it deems all of those lines as

covered.
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(a) Line-level coverage. Green background denotes covered lines, and red denotes uncovered lines.

Some lines are collapsed for simplicity.

(b) File-level aggregate coverage. The overall coverage is at top right, and the coverage for individ-

ual files (devices) is in the table.

Figure 4.4: Example netcov outputs.
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Based on element and line coverage, NetCov produces three main outputs. The first

is a coverage report at the granularity of individual lines (or elements). We produce this

report in the lcov format, which is supported by common code coverage tools and enables

users to visualize coverage results as annotations on configuration files. See Figure 4.4a for

an example. The second is coverage aggregated at the file level, generated with the help of

GNU LCOV [35]. See Figure 4.4b for an example. The third output is coverage aggregated

by the type of configuration element, which shows what fraction of elements of each type

are covered.

These outputs help users uncover testing gaps and improve their test suites in different

ways. The aggregate results help identify systematic gaps such as ”router A is poorly

covered” or ”routing policy clauses are poorly covered.” The line-level results help them

zoom in to specific gaps and develop tests that target them. The case study in the next

section demonstrates this test suite improvement process.

4.4 Case Studies

Wepresent case studies of usingNetCov on two disparate networks, one awide-area back-

bone and another a datacenter. In each case, using realistic test suites, we show that Net-

Cov provides insight into what is and is not covered and how these insights help improve

the test suites.

4.4.1 Case Study I: The Internet2 backbone

Internet2 is a nation-wide network that connects over 60,000 US educational, research and

government institutions. The routing design of Internet2 is typical of backbone networks.

It has 10 BGP routers spread across the country. The routers are organized as a single

autonomous system (AS), and they establish iBGP full mesh on top of internal reacha-

bility provided by the IS-IS protocol. The Internet2 routers connect to 279 external BGP

peers, and heavily use route import and export policies. The import policy for an external
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peer has multiple policy statements, some specific to the peer and some shared within the

same peer group. Peer-specific policies tend to specify a list of allowed prefixes from this

peer, and others are used for sanity checking, preference setting, etc. Export policies are

similarly structured.

Internet2’s configurations that we study have 96,672 lines (in Juniper’s JunOS format)

across all routers. Of these, NetCov’s coverage computation considers 64,886 lines. The

bulk of the unconsidered lines correspond to devicemanagement, IPv6, and IS-IS protocol.

We do not have the data plane state of Internet2, which is needed to run data plane

tests. We approximate it using Route Views [73], a repository of BGP routes from over

two hundreds ASes worldwide. This data helps approximate BGP messages that external

peers of Internet2 send to it. Consider a peer with AS number 𝑋. If we find a prefix 𝑃

in RouteViews with AS-path [𝐴, 𝑋, 𝑌], we assume that the peer sends 𝑃 to Internet2 with

AS-path [𝑋,𝑌]. The existence of AS-path [𝐴, 𝑋, 𝑌]means that AS 𝐴 must have a route to

𝑃 with AS-path [𝑋,𝑌], which it announces to its neighbors. If we find multiple AS-paths

for a prefix, we pick the one with fewest AS hops.

We use these BGP messages that each peer sends to Internet2 as inputs to simulate

Internet2’s control plane using Batfish. The data plane state produced by this simulation

is a coarse approximation of the real version, but it suffices to meet our goals of running

data plane tests and characterizing configuration coverage.

Test suite coverage

To study how NetCov analyzes coverage for realistic test suites, we use the test suite pro-

posed in Bagpipe [75]. It has three tests to validate Internet2’s BGP configuration.

• BlockToExternal: ensure that BGP routes with BTE community are not announced to

any external (eBGP) peer.

• NoMartian: ensure that incoming BGP messages from external peers for prefixes in

the private address space (”Martian”) are rejected.
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• RoutePreference: ensure that if multiple routes to the same prefix are accepted from

multiple external neighbors, the selected route belongs to the most preferred neigh-

bor. The neighbor’s preference depends on commercial relationship [29]. Customers

are most preferred, followed by peers, and then providers³.

We implemented these tests using Batfish. BlockToExternal and NoMartian are control

plane tests. BlockToExternal evaluates all BGP export policies on a set of BGP routes carry-

ing the BTE community and asserts that the result be rejection. We generate the test cases

by sampling BGP routes from the data plane state and attaching the BTE community to

them. NoMartian evaluates all BGP import policies on a set of BGP routes destined for

Martian addresses and asserts that the results be rejection. RoutePreference is a data plane

test. It focuses on destination prefixes available via multiple neighbors and asserts that

their local preferences reflect commercial relationship. We use CAIDA data [51] to infer

commercial relationship between Internet2 and its BGP neighbors.

After running this test suite on Internet2, we find that it covers only 26.1% of configu-

ration lines across all devices. Only a tiny fraction of configuration lines (0.5%) are weakly

covered, so we do not separate weak/strong coverage for this case study; we will do that

in the next one.

To help understand what is and is not covered in more detail, NetCov enables network

engineers to look at the data from multiple perspectives. Figure 4.4b shows per-device

coverage. We see notable variation across devices, from 11.8% to 40.5%. As we show be-

low, the test suite has systematic gaps, and the cross-device variation stems from different

devices having different fractions of covered configuration elements.

Figure 4.5 shows the coverage broken down by the type of configuration elements. For

simplicity, we create four buckets of element types, as shown in the legend. The bottom

bar shows the fraction of reachable configuration lines in each bucket. The ”Test Suite” bar

³As a not-for-profit network, Internet2 treats itsmember institutions as customers and other not-for-profit
networks (such as ESNet) as peers. Internet2 does not have providers in its routing preference model.
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Figure 4.5: Coverage of the initial test suite broken down to each individual test and con-

figuration type.

shows the covered fraction of those lines, and the top three bars show the coverage of in-

dividual tests. The total coverage of individual tests is 0.6%, 0.9% and 24.7% respectively.

BlockToExternal andNoMartian cover only one type of configuration element (routing poli-

cies), and even within this type, they cover a small fraction. RoutePreference covered all

four buckets but its overall coverage is still limited.

Finally, NetCov reports that 27.9% of configuration lines are ”dead code” that will

never be exercised. They include defined BGP peer groups with no members and defined

routing policies that are never used for any peer.⁴

With 69% of BGP configurations, 85% of interfaces, 88% of routing policies, and 57%

of route attribute match lists being completely untested, this test suite is clearly under-

testing the network. This leaves the network vulnerable to bugs in untested configurations

elements. Prior to NetCov, it was not possible for network engineers to get any insight

into the quality of their test suite. It was also not possible for them to get help toward

⁴Per best practices, these lines should be deleted. Or, at a minimum, they should be tested lest someone
start using an unused, erroneous policy. When it comes to testing, such lines can never be exercised by
data plane tests, though control plane tests may be written for them.
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systematically improving tests. We demonstrate this test suite improvement process next.

Coverage-guided test development

NetCov’s feedback enables a test suite development process that enables users to systemat-

ically improve coverage, which helps test more critical aspects of the network and prevent

outages. This process is iterative. In each iteration the user first identifies specific testing

gaps and then creates new tests to target those gaps. We demonstrate the process using

three iterations that focus on different types of gaps.

Iteration 1. We saw that routing policy coverage of NoMartian test is low (Figure 4.5)

despite that it checks the import policies for all external peers. To investigate, we look

at the structure of Internet2 import policies and find that routers have a policy named

SANITY-IN which is shared by the majority of external neighbors. Figure 4.4a shows this

policy with annotated coverage. Each router has an independent copy of this policy, but

the copies and the coverage results are identical across routers. Of the five clauses in the

policy, the clause block-martians starting at line 6,896 is the only clause that is covered.

This coverage result confirms that the NoMartian test did its job, and more importantly, it

revealed a systematic testing gap–the other four classes of forbidden routes are not being

tested.

Once we know the gap, the solution suggests itself. We added a new test, SanityIn,

to enforce that the other four classes of received BGP messages should be rejected. Af-

ter adding this test, we used NetCov to confirm that this testing gap had been addressed.

Routing policy coverage was improved by 0.6% and all five terms of SANITY-IN were cov-

ered by the new test suite. The quantitative improvement is low because SANITY-IN is just

one of many policies in the network. With feedback from NetCov, network engineers can

identify testing gaps in other routing policies and add more tests in a similar way.⁵

⁵Automatic test generation based on coverage feedback will further help engineers. We will investigate
this in the future.
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Iteration 2. BGP peer configuration coverage of RoutePreference test in Figure 4.5 is sur-

prisingly low, given that all external BGP peers are supposed to be checked. Upon further

investigationwe find that the uncovered peers have permitted prefix-lists that do not over-

lap with other peers’ lists, which left these peers untested.

We added a new test, PeerSpecificRoute, to check that BGP announcements received

from external peers should be accepted if their prefixes is in a peer-specific prefix list.

This test improved BGP peer coverage from 32% to 46%. The rest of untested BGP peers

are either not allowed to send BGP routes to Internet2 or is intended for other internal

use, such as monitoring and management. This test also improved prefix-list coverage

from 45% to 63%. The remaining of untested prefix-lists are mostly (30% out of 37%) ones

that are defined by never referenced.

Iteration 3. The low coverage of interface configuration in Figure 4.5 reveals another test-

ing gap. RoutePreference is the only test in the initial test suite that checks interface config-

urations, and it only considers one category of interfaces–ones that are used to establish

the tested BGP edges. Many other interfaces remain untested, including but not limited

to ones that associate with untested BGP edges and other routing protocols, and the ones

that are unused.

We added a new PingMesh-style [36] test, InterfaceReachablility, to check that the IPv4

addresses assigned to interfaces should be reachable from each router in the network. This

test increased interface coverage from 15% to 53%. The rest of untested interfaces do not

have IPv4 addresses assigned.

Figure 4.6 summarizes the coverage improvement for the three iterations of test im-

provement in our study. After only three iterations, the overall coverage was improved

from 26% to 43%. This final coverage number is far from perfect, but our goal was not

to develop the ideal test suite for Internet2; we wanted to demonstrate how coverage in-

formation helps develop new tests. Networks are complex, and we should not expect to

get the job done with 6 tests. Many more tests are likely needed. With NetCov, network



89

0% 20% 40% 60% 80% 100%
Coverage

0: Initial Test Suite

1: Add SanityIn

2: Add PeerSpecificRoute

3: Add InterfaceReachability

All Lines

26.1%

26.7%

36.9%

43.0%

bgp peer/group interface routing policy prefix/community/as-path list

Figure 4.6: Coverage improvement with test suite iterations.

engineers now have a tool to develop new tests that meaningfully improve coverage.

4.4.2 Case study II: Datacenter networks

We study the coverage for data center networks which have a different topology and rout-

ing design. We create synthetic fat-tree[2] networks with routers across three tiers. The

leaf routers at the bottom tier connect to hosts. Aggregation routers at the middle tier con-

nect to leaf routers in a pod and to spine routers at the top tier. The spine routers connect to

thewide area network (WAN). TheWAN is not part of the tested network. Each leaf router

is assigned a /24 prefix which is advertised inside the data center through eBGP. Spine

routers receive a default route (prefix 0.0.0.0/0) from WAN via eBGP and propagate it to

lower tiers. At each spine router, the entire address space of the network is summarized

into a /8 prefix and is announced to WAN. Multipath routing (ECMP) is enabled with

maximum number of paths set to 4. Routing policies are only configured at spine routers

towhite-list the default route received fromWANpeers. We synthesize the configurations

of these networks in Cisco IOS format.

We study a test suite of three tests inspired in prior works on data center network
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Figure 4.7: Coverage of synthetic datacenter network for different tests and types of con-

figuration elements.

validation [42, 36].

• DefaultRouteCheck: ensure that each router has the default route.

• ToRPingmesh: ensure that each leaf router’s assigned subnet is reachable from all

other leaf routers.

• ExportAggregate: ensure that each spine router exports the aggregate route to WAN.

Figure 4.7 shows the coverage result when the network has a total of 80 routers. Given the

uniformity of the network and the test suite, coverage results are similar for other network

sizes. The total coverage of individual tests is 81.5%, 82.1% and 80.7% respectively, and

the three tests together cover 85.3% of configuration lines. We find that these tests cover

largely the same configuration elements—interfaces and BGP peerings between the data

center routers—despite checking for seemingly different network behaviors. This result

indicates that test development without coverage feedback can be ineffective in terms of

covering the testing gaps.
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The coverage of ExportAggregate shows a large proportion of weak coverage. This is

because a spine router has routes to all leaf routers, so that all leaf subnets contribute to

the tested aggregate route, albeit weakly. Separating out weak coverage here avoids false

negatives of testing gaps—the aggregate routes would be there even if some of the BGP

peering or interfaces are misconfigured, therefore testing the aggregate routes provides a

weaker endorsement for the covered BGP peerings and interfaces to be bug-free.

By looking at uncovered configuration lines reported by NetCov, we learn that most

correspond to host-facing interfaces on leaf routers. Adding tests that target those inter-

faces improves this test suite and eliminate testing gaps. We omit results of this iteration.

4.5 Performance Evaluation

We benchmark the performance of NetCov on both types of networks we studied above.

Our test machine has two Intel Xeon CPUs (16 core each, 3.1 Ghz), 384 GiB of DRAM, and

runs Ubuntu 18.04.

Figure 4.8a shows the time to compute coverage for each test in §4.4.1 and for the full

test suite. It breaks out the time spent on simulations and strong/weak labeling, and,

for reference, also shows the test execution time. We see that coverage computation is

reasonably fast. The full test suite takes only 99.4 seconds. In comparison, the test exe-

cution takes 2,358 seconds. The total coverage computation time is less than the sum for

individual tests because facts tested by multiple tests are tracked only once. The graph

also shows that simulations and strong/weak labeling are a minority component, which

means that most of the time is spent on walking the IFG and doing lookups in stable state

for backward inference.

Figure 4.8b shows test execution and coverage computation time for the test suite in

§4.4.2, as a function of the data center network size. Coverage computation takes 4,413

𝑠𝑒𝑐 on the largest network, which has 2,040,624 RIB entries. This time is less than 9% of

the time to execute the test suite. While substantial, we deem it acceptable in practice.

Configuration coverage analysis can be run in the background, as code coverage is often
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Figure 4.8: Time to compute coverage.
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run. NetCov does not slow down test execution, which is on the critical path to finding

configuration errors and updating the network.

However, time to compute coverage increases rapidly with network size. This is be-

cause the number of RIB entries grows quadratically and so does the number of vertices

in the IFG. We find that the average time to materialize an IFG node does not change sub-

stantially because all computation is local to the node. The scaling trends suggest that

to scale NetCov to much larger networks, we need a concurrent implementation of IFG

materialization. Our current implementation is single-threaded (as Python interpreter is

single-threaded).

4.6 Comparison to Data Plane Coverage

We demonstrate the unique value of control plane coverage by comparing it to data plane

coverage. Following Yardstick [78], we quantify data plane coverage as the proportion

of main RIB (forwarding) rules exercised. Figure 4.9 shows the comparison for different

cases. Figure 4.9a shows the comparison for Internet2 for all tests in §4.4.1 and a hypothet-

ical data plane test that inspects all main RIB rules. Figure 4.9b shows the comparison for

fat-tree tests in §4.4.2.

Besides the obvious advantage that only control plane coverage can support control

plane tests—the graphs show 0% data plane coverage for these tests—there are two main

advantages to using control plane coverage to guide network test development. First, it

reveals testing gaps that can not be revealed by data plane coverage. Tests with high data

plane coverage do not necessarily have high control plane coverage, as we can see in the

last row of Figure 4.9a. Covering 100% of the data plane state covered only 41% of the

configuration. If the engineers were to improve the test quality under the guidance of only

data plane coverage, theywould not know that 59% of the configurations remain untested.

The reason of this disagreement is that some configuration lines are only exercised under

specific environments (failures, routingmessages). For instance, list-filtered route policies

apply on BGP messages within a specific range, and will only be exercised when such
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Figure 4.9: Comparing control plane and data plane coverage.
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messages appear in the environment.

Second, testing more data plane state can sometimes be redundant in covering con-

figurations, when the tests hit the same configuration elements. For example, the De-

faultRouteCheck test in Figure 4.9b has only 1.8% data plane coverage because it only tests

default routes, which is a small fraction of all main RIB routes. However, because correct

propagation of default routes incorporates many BGP peerings and interfaces in the net-

work, this test has extensive configuration coverage (87%). The ToRPingmesh test covers

much more data plane state (88%), but adding it atop DefaultRouteCheck has little value

because this state is derived from almost the same set of configurations lines. We do not

necessarily imply that engineers should drop one of these tests, as there may be other rea-

sons to keep both. Our observations are about their value toward configuration coverage.

4.7 Related Work

Our work builds on top of four lines of research.

Code coverage. We borrow from the software domain the idea of using code coverage

to reveal testing gaps, quantify test suite quality, and help engineers improve their test

suites [39, 7, 32]. Our coverage analysis techniques, however, are specialized to the oper-

ation of network configurations.

Data plane coverage. Yardstick introduced data plane coverage metrics [78] that quantify

the proportion of data plane elements such as forwarding rules and paths that are exer-

cised by network tests. Configuration coverage goes further and maps tested data plane

components to configuration elements that contribute to them. It provides more direct

feedback because network engineers author configurations, not data plane state, and it

supports testing of configuration elements that are not exercised by the current data plane

state.

Network testing and verification. A range of tools can analyse properties of network

data and control planes [36, 42, 45, 28, 80, 46, 38, 79, 13, 30]. NetCov borrows ideas from
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verification tools to concisely model the network, e.g., focusing on stable state and routing

protocol instances [13, 30]. However, NetCov target a different problem—reveal what is

tested vs enabling testing of new properties–and uses different techniques.

Network provenance. Provenance systems can track causal dependencies of events in dis-

tributed systems. Provenance systems like ExSPAN [84] materialize provenance graphs

by tracing system execution in forward direction. Negative provenance systems can rea-

son about missing events [77] and materialize provenance graphs lazily using backward

inference. NetCov too uses a graph-based model. However, it is unique in terms of ac-

commodating network configuration into a provenance model, and this model, tailored to

the stable state assumption, is more succinct. Further, it combines backward and forward

inference to overcome the limitations of using only one type of inference.

Software configuration testing. As for networks, configuration testing is an important

problem for software systems as well. Sun et al. developed a system that can link soft-

ware tests to exercised configuration parameters [64]. They exploit dependence on con-

figuration settings being explicit, observable via read/write operations that use standard

get/set APIs. NetCov targets a setting where the dependencies are implicit and non-local.

Routers read the entire configuration file, and their forwarding behavior depends on that

file and information received from neighbors who in turn act based on their configuration

files and their neighbors. That led us to develop a different approach to tracking configu-

ration dependencies. We will investigate in the future if our approach can be extended to

software systems where dependence between tested runtime behavior and configuration

is not explicit.

4.8 Conclusion

NetCov reveals which configuration lines are tested by a suite of network tests. It uses

an information flowmodel based on control plane semantics to track which configuration

lines contribute to tested data plane state. It accounts for non-local and non-deterministic
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contributions, and for performance, it discovers the graph lazily. Our experiments showed

that NetCov successfully reveals coverage gaps for real-world networks and test suites,

and these tests can have surprisingly low coverage, e.g., 26% of configuration lines for

Internet2. They also showed how its feedback helps improve coverage.

Stepping back, we note that networking is not alone in its reliance on configuration.

Today, a lot of infrastructure and distributed applications are deployed by composing ex-

isting components using configuration (e.g., infrastructure deployment using Terraform,

and application deployment using containers and service meshes). These configurations

are central to correct behavior, which is why there is an intense focus on testing themprop-

erly [74, 40, 64]. As for networks, there are no tools to help engineers discover how well

the configurations are tested. The techniques developed in our work, the IFG-based con-

tribution tracking and its lazy traversal, can provide a starting point toward better testing

of infrastructure and distributed application configuration as well.
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Chapter 5

RELATIONAL NETWORK SPECIFICATION

Changing a running network, for instance, to alter its security posture, optimize re-

source usage, or add capacity, is one of the riskiest network management activities today.

Outages can occur during changes because of incorrect change implementation (e.g., acci-

dentally blocking traffic) or latent bugs (e.g., traffic starts traversing a longstanding filter).

Erroneous changes have been a primary cause to numerous network outages and led to

severe consequences [6, 67, 56, 57, 76, 59, 66]. Since changing a network is unavoidable,

we must make changes safer to make networks more reliable.

The last decade has seen remarkable progress toward verification technologies that can

reason about large, real-world networks. These technologies typically tell a user whether

a single network snapshot𝑁 satisfies specification 𝑆. The snapshot may represent updated

network configuration that engineers wish to deploy, and the specification may demand

that DNS traffic is never blocked or that external traffic always traverses a firewall before

reaching the high-security zone. Indeed, many large networks use these technologies to-

day [20, 42, 8, 82].

Single-snapshot verification tools, while valuable, do not suffice for keeping networks

running reliably as they are updated. Consider a common network change that moves all

traffic on link A to link B as a precursor to shutting A for maintenance. To validate this

change, the engineer would want to ensure that all traffic on link A is moved, that it is

moved to link B and nowhere else, and that no other traffic is impacted. Using single-

snapshot verification for this validation requires that the engineer (1) discover all traffic

classes on link A, (2) create a specification asserting that the discovered traffic classes tra-

verse link B in the new network, (3) discover all other traffic classes and all their current paths,
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exactly, (4) create a specification asserting all such other traffic classes continue to follow

these discovered paths.

Unless the network is configured using high-level intents (e.g., Robotron [65]), which

is rare today [20], creating such specifications is almost impossible. One challenge is scale:

The specification needed scales with the size of the network, and modern networks are

enormous and continue to grow. The network in our experiments has on the order of 103

routers, 104 routes per router, and 106 classes of flowswith distinct forwarding paths, with

up to 104 classes impacted by typical changes. Then there is an additional challenge of in-

complete information: Networks evolve organically over years, and their size and complex-

ity means an engineer may have only partial knowledge of a network’s behavior. Creating

precise, detailed specifications in these circumstances andmaintaining them through suc-

cessive changes requires otherworldly effort.

The upshot is that while single-snapshot verification helps ensure coarse, long-term

invariants, it is not helpful when it comes to the fine details of many network updates.

Yet network engineers must check such details to prevent congestion-induced outages,

security breaches, or performance issues. Lacking appropriate tools, network engineers

today rely on manually inspecting the impact of changes. Unsurprisingly, manual inspec-

tion is time-consuming, tedious, and error-prone, sometimes taking weeks to check even

simple-seeming changes. See §5.1 for an example.

We introduce relational network verification and investigate if it canmakenetwork changes

more reliable, more efficient, and less dependent onmanual audits. Rather than reasoning

about the behavior of a single snapshot in isolation, relational network verification reasons

about the similarities and differences (i.e., the relationships) in the behavior of two network

snapshots.

5.1 Network Changes Today

Implementing network changes requires that engineers translate their network-wide in-

tents into specific device-level configuration changes. Unfortunately, errors in translation



100

(a) Change intent (b) v1: Unchanged path

(c) v2: Collateral damage (d) v3: Still incorrect path

Figure 5.1: An example network change in a global WAN. T1 and T2 denote aggregate

traffic bundles.
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between high-level intent and low-level implementation are common. Using a change

fromAlibaba Cloud’s backbone, we illustrate the difficulty ofmaking even seemingly sim-

ple changes and how incomplete information and scale limit the effectiveness of existing

network analysis tools.

5.1.1 An Example Change

Figure 5.1a shows a change in the global backbone of Alibaba Cloud: The blue (solid)

line denotes a path in the old network, and the orange (dotted) line denotes the new path

desired for that traffic. Despite the simplicity of this abstract picture, it took network en-

gineers four iterations across three weeks to devise a working implementation of the change.

The part of the backbone shown here has two BGP autonomous systems, 𝐴𝑆1 and𝐴𝑆2,

each enclosed by a grey box and had many routers. Each circle denotes a group of routers

that fulfill the same functionality. An AS spans multiple geographic regions, encoded

using the prefix letter of router groups. So, 𝐴1 and 𝐴2 are in the same region, which is

different from that of 𝐵1 and 𝐵2.

The goal of the change is to prevent traffic, denoted 𝑇1, from region A from traversing

region Bwhile on its way to region D. In order to do so, all traffic on the path 𝐴1-𝐵1-𝐵2-𝐵3-

𝐷1 should move to 𝐴1-𝐴2-𝐴3-𝐷1. Importantly, though the picture does not specify this

intent overtly, no other WAN traffic should be impacted.

First iteration. The engineers’ first iteration (Figure 5.1b) changed the configuration of 𝐴2

routers. They added 𝑇1 prefixes to an allow-list on 𝐴2, with the hope that 𝐴1 would pick

the shorter path 𝐴1-𝐴2 over 𝐴1-𝐵1-𝐵2. However, on inspecting the impact of the change

(using the process in §5.1.3), the engineers found it ineffective: The 𝑇1 traffic followed the

same path as before! Investigation revealed that the routers in region 𝐵 were configured

to announce T1 prefixes with a high local preference. Since local preference overrides

path length in BGP, 𝐴1 continued to prefer the route through 𝐵1 over 𝐴2. This failure

illustrates the challenge of incomplete information: The engineers who implemented this
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configuration change on 𝐴2 were not necessarily familiar with configuration details for

𝐵2 routers, as each configuration is accumulated from years of small changes made by

different individuals.

Second iteration. The engineers’ second iteration (Figure 5.1c) reconfigured𝐴2 to increase

the local preference of 𝑇1 prefixes. As a fail-safe, they also configured routers in region 𝐵

to lower the local preference for these prefixes. This time, the engineers observed that 𝑇1

had indeed moved from 𝐵2 to 𝐴2. However, it turned out that the implementation caused

collateral damage: the path of traffic T2, which should not have been impacted, changed.

Debugging revealed that the root cause was a typo in the import policy at 𝐵2.

Third iteration. The next iteration (Figure 5.1d) fixed the typo. Upon testing, the engineers

saw that it fixed the collateral damage but found another issue. While T1 traffic had indeed

moved away from 𝐵2, it was bouncing back to 𝐵3 (due to an old configuration bug that

made the link costs of 𝐴3 − 𝐵3 − 𝐷1 lower than those of 𝐴3 − 𝐷1). It turns out that this

undesirable behavior was present in the last implementation as well, but the engineers

missed it amidst the information overload created by the collateral damage. This failure

illustrates the challenge of scale: It is not enough to focus on one small set of paths because

even small configuration changes can impact many paths at once.

Fourth iteration. The fourth iteration finally achieved the intended behavior, after three

weeks of labor.

Changes like this one are common in the backbone’s daily operation. While some errors

are caught prior to deployment, others make it to the network and have widespread im-

pact.

5.1.2 Just Verify It?

Readers familiar with network verificationmight ask: Do the backbone network engineers

have access to a verification tool; and does it help find errors in changes? The answers are:

Yes, they have a verification tool, and they use it for certain tasks; and no, it does not help



103

uncover the types of errors above. We explain why.

Abstractly, existing network verification methods operate as follows: Given a specifi-

cation 𝑆, check whether a network configuration 𝐶 satisfies 𝑆. We call this method single-

snapshot verification because it analyzes a single network configuration against the spec-

ification. Typically, one analyzes the new (post-change) network configuration, and the

original (pre-change) network configuration is not used.

Single-snapshot verifiers are deployed to check coarse properties that hold over long

periods of time, such as ”never block DNS traffic” and ”always block ssh from outside.”

These verifiers can validate that such properties are not violated by a proposed change,

even when networks are very large. However, to catch finer-grained problems, such as the

problems with specific paths, described in the previous subsection, much finer-grained

specifications are needed. Unfortunately, with 106 traffic classes, creating a detailed spec-

ification for all of them is an insurmountable barrier to even getting started with single-

snapshot network verification. Said differently, the cost of creating network-wide single-

snapshot specifications is proportional to the size of the network. To make verification

worthwhile, we need to create specifications at a lower cost, ideally proportional to the

size of the change.

One naive tactic to address this challenge is to generate small but highly incomplete

single-snapshot specifications. For instance, if a network engineer wishes to replace a path

𝑃1 with 𝑃2, they might verify that 𝑃2 exists in the new network and 𝑃1 does not. But this

tactic omits a key property: all other traffic should remain unchanged, and hence does not

help identify any collateral damage that may have occurred.

For these reasons, while single-snapshot verification has a role in ensuring network

reliability, it is insufficient for change validation. Our backbone’s network engineers thus

resort to other methods, which we discuss next.
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5.1.3 Back to Manual Inspection

The dominant change validation method that engineers use today is manual inspection.

Its workflow is:

1. use a simulator [80, 28] to compute the network’s forwarding state 𝑁1, based on the

current configuration;

2. compute the network’s after-change forwarding state 𝑁2, based on planned changes

to the configuration;

3. use 𝑁1 and 𝑁2 to compute the before- and after-change forwarding paths for all

flows that traversed the network over the last hour;¹ a flow is a packet that starts at a

particular point in the network;

4. aggregate flows into flow equivalence classes that contain flows with identical paths in

each before- and after-change configuration;

5. manually inspect the path diff, which contains all equivalence classes whose paths

differ for the two configurations, and check that all expected changes have occurred

and no unexpected changes have occurred.

Manual auditing is a tedious, mind-numbing affair subject to human error. Of course,

the difficulty of conducting an audit depends in large part on the size of the path diff.

Unfortunately, the path diffs can vary anywhere from tens of differences to over 10,000.

Experienced engineers can audit only tens of classes per day, which makes a complete

audit intractable for some changes. Engineers may thus have to resort to sampling, in-

creasing the risk of missing problems. Further, while it is relatively easy (but still hard)

to ensure that no undesired path changes occur by inspecting the path diff, ensuring that

¹NetFlow [69] monitoring provides this data. Engineers prefer it over considering all possible flows
(i.e., symbolic analysis) because it reduces information they need to inspect and helps focus on flows that
matter.
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all desired path changes occur is harder. Spotting an omission from a path diff is more

difficult than missing the presence of a bad change.

5.2 A New Approach: Relational Verification

Relational network verification is inspired by today’s manual approach and relational pro-

gram verification research from the formal methods community (see Barthe [9] for an in-

troduction). Relational methods reason about similarities and differences in two versions

of a system, rather than considering one version in isolation. Because changes to a net-

work involve two network configurations, one old and one new, these methods naturally

apply.

Relational verification is better suited to validating network changes than single-snapshot

verification because it is relatively easy to construct precise yet compact specifications for

changes, even in enormous networks. Abstractly, to replace a path 𝑃1 with 𝑃2, a relational

specification will declare that traffic flowing over 𝑃1 in the old network should flow over

𝑃2 in the new network and that all other traffic should follow the same path(s) in both

networks. Such a specification takes just a few lines of code because relationally specify-

ing ”no change” (i.e., old equals new) is trivial. Indeed, the specification for the example

change in the previous section is roughly 10 lines of code even though it moved over 104

flows. Importantly, ”no change” specifications are inherently relational—theymake direct

use of comparisons between old and new—and there is no single-snapshot analog.

5.3 Rela by Example

Rela has a new specification language to describe the relationship between the forwarding

behavior of two network snapshots. This section introduces the language using the change

in Figure 5.1. The next section formalizes its syntax and semantics.

Recall that the intent of the change in Figure 5.1 has three elements: (1) only impact the

traffic from region𝐴 to𝐷 that traverses𝐴1 and𝐷1; (2) change the forwarding sub-paths of

this traffic from𝐴1-𝐵1-𝐵2-𝐵3-𝐷1 to𝐴1-𝐴2-𝐴3-𝐷1, while leaving unchanged the sub-paths
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before 𝐴1 and after 𝐷1 (which may be unknown to the engineer making the change); (3)

no other traffic should be impacted.

Change Zones. In Rela, the first step in defining a change intent is to define the change

zone. Informally, change zones allow users to create a focus area for the impact of a change

and ignore behaviors outside of that focus. Users define change zones using path patterns,

which are regular expressions over network locations.

A network location identifies one hop in a forwarding path. In Rela, forwarding paths

and locations can be viewed at different levels of granularity, including at the interface

level, the router level or the router group level. Users may choose the level of granularity

that suits their needs. Our example uses router-level locations; our user does not care

which interfaces are used for forwarding as long as they belong to the correct router.

Rela is used in concert with a database that stores information about all locations avail-

able in the network. Users can refer to a set of locations within the same entity (such as

a router group or a tier) by issuing ”where” queries to select locations from the database

and return the union of them. We define below a1 to be the set of routers with group

attribute 𝐴1. A similar query defines d1.

regex a1 := where(group=="A1")

regex d1 := where(group=="D1")

Regular expressions a1 and d1 can now be used to refer to routers in 𝐴1 and 𝐷1 in the rest

of the Rela specification. For instance, the regex a1.*d1 denotes the set of paths that starts

from any location in 𝐴1 and ends at any location in 𝐷1 after traversing zero or more (any)

intermediate locations.

Change specifications. An atomic change specification is written zone : modifier. Roughly

speaking, such a specification indicates that paths in the zone should be changed accord-

ing to the modifier. When desired, such specifications may be named and reused or com-

posed with other change specifications. For instance:

spec name := { zone : modifer; }
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Path modifiers describe the sets of paths to add, remove, replace, or preserve between

old and new network snapshots. For example, the following code presents one implemen-

tation of the second element of our example change intent.

spec pathRepl := {

a1.*d1 : replace(a1b1b2b3d1 , a1a2a3d1);

}

This spec has zone a1.*d1, which cares about the subset of pre-change forwarding paths

that start from a1 and end in d1. Its modifier demands that if one or more paths in the

zone is matched by regex a1b1b2b3d1, then all paths in regular path set a1a2a3d1 should

appear in the new network (assuming symbols a2, b1, etc., have all been defined earlier as

the union of routers in the corresponding router group). The semantics of replace also

demands that (1) if any path in regular path set a1a2a3d1 appears in the old network, it

continues to appear in the new network, and (2) paths that belongs to zone a1.*d1 but not

belongs to regex a1b1b2b3d1 should remain the same throughout the change.

We note that the replace modifier demands all paths in a1a2a3d1 appear in the new

network snapshot if any path in a1b1b2b3d1 appears. This may be what the user wants

in some cases, but it may not be in others. After all, a1a2a3d1 represents the Cartesian

product of four router groups and contains a large number of possible paths—does the

user want all such paths to be present in the new network? The initial informal English

specification we gave is actually mute on this issue; it simply says ”change it.” Indeed, we

have found that workingwith Rela requires we think very carefully about exactly what we

require, and typically, there are many corner cases to consider. Still, because the specifica-

tions are so short (as well as reuseable and re-executable), one can afford to think carefully

about their consequences.

Fortunately, Rela provides several different built-in modifiers if replace is not the de-

sired one. If the traffic should move to some path (”any” of them) in a1a2a3d1, an engineer

can use the any(regex1) modifier, as follows.
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spec pathShift := {

a1.*d1 : any(a1a2a3d1);

}

Recall that traffic in our change zone may start upstream of 𝐴1 routers and continue

downstream of 𝐷1 routers. The spec above has not expressed changes expected for these

starting and ending sub-paths. The user may not even know all the paths leading to this

part of the network. In other systems, specifying a change accuratelywith such incomplete

information is challenging, or perhaps impossible. Fortunately, though, Rela is composi-

tional as well as relational: Onemay stitch together change specifications of different kinds

for different subpaths to construct an end-to-end specification. In this case, to specify that

the beginnings and ends of our paths should not change, we can use change specifications

with the preserve modifier as follows.

spec e2e := {

a* : preserve;

pathShift;

d* : preserve;

}

This spec, which concatenates three atomic specs, defines the change zone as ”a* (a1.*d1

) d*”. The first sub-spec’s zone is a*, which denotes arbitrary length pathswithin region𝐴.

Even though users may not know the details of sub-paths in this zone, they do understand

that these sub-paths are expected to remain unchanged, and the preserve modifier does

the trick. We then reuse pathShift defined earlier to specify the sub-path changes in the

middle. And the spec of the third and last sub-path is similar to the first one. Rela thus

allows a precise end-to-end spec to be expressed compositionally, even when some parts

of the paths are unknown to the users.

Up to this point, we have a spec that defines which paths should change and how they

should change. Our third and final task is to specify that no other paths are affected by
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the network update. Once again, Rela makes this task easy via composition of specs using

the >> operator:

spec nochange := { .* : preserve; }

spec change := e2e >> nochange

All traffic that does not match the first spec will fall through to the next spec chained by

>>. Thus, all existing traffic except those matched by e2e will be required to comply with

nochange—it must stay the same.

Summary. Rela specifications describe relations between a pair of network snapshots—

that is, the paths that are added, removed, replaced or preserved when an old network is

updated. It allows change zones to be defined at a level of location granularity appropriate

to their task. Once a zone of interest is defined, onemay craft atomic change specifications

that describe the relation between old and new networks for (sub-)paths in a zone. Users

may draw on a collection of pre-defined modifiers to define relations of interest. Finally,

complex change specs may be built out of simple ones through the use of Rela’s composi-

tion operators.

5.4 Formalizing Rela specifications

This section specifies the formal syntax of Rela and provides its semantics via translation

to an intermediate representation with regular relations, which we call the RIR. While the

RIR ismore expressive than Rela’s surface language, it is low-level, making it harder to use

by network engineers. Indeed, Rela was created with a goal of making it easier to write

relational specifications for networking use cases. Still, an expert user may use the RIR

directly if they choose.

5.4.1 Rela Syntax

Figure 5.2 presents Rela’s formal syntax, which includes sub-languages for (regular) sets

of paths (𝑟), modifiers (𝑚), simple specifications (𝑠), header constraints (ℎ) and guarded
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Path Sets 𝑟 F 𝑎

| (𝑟1|𝑟2)

| 𝑟1𝑟2

| 𝑟*

Modifiers 𝑚 F preserve

| add(𝑟)

| remove(𝑟)

| replace(𝑟1,𝑟2)

| drop

| any(𝑟)

Simple Specs 𝑠 F 𝑟:𝑚

| 𝑠1𝑠2

| 𝑠1 >> 𝑠2

Header Constraints ℎ F 𝑡𝑟𝑢𝑒

| dst in 𝑝𝑟𝑒 𝑓 𝑖𝑥

| src in 𝑝𝑟𝑒 𝑓 𝑖𝑥

| dscp == 𝑑𝑖𝑔𝑖𝑡𝑠

| (ℎ1|ℎ2)

| ℎ1 & ℎ2

| !ℎ

Guarded Specs 𝑔 F 𝑠

| if(ℎ) {𝑔}

| if(ℎ) {𝑔1} else {𝑔2}

Figure 5.2: The syntax of Rela’s front-end language.
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specifications (𝑔). The paths are built from a set of locations Σ, which includes a single

special location 𝑑𝑟𝑜𝑝—that place (akin to /dev/null) where intentionally dropped packets

go. We use 𝑎 to range over elements of the setΣ. This syntax omits named definitions spec

𝑛𝑎𝑚𝑒 := { 𝑔 } and regex 𝑛𝑎𝑚𝑒 := { 𝑟 }, which are easily inlined. It also excludes where

queries to select locations from database, which are implemented as a prepass.

We saw several of the modifiers (𝑚) in the previous section. One that we did not see

is drop, which replaces old paths with a new path that drops a packet. Each modifier is

defined by a straightforward translation into the RIR. While our experiments suggest that

we have developed a useful set of modifiers, new ones can be added by encoding their

semantics in the RIR.

A simple specification (𝑠) defines an expected change between a set of old paths and a

set of new paths in a network. Simple specs include path modifiers (𝑟 : 𝑚), concatenation

of simple specs (𝑠1𝑠2), and prioritized union of simple specs (𝑠1 >> 𝑠2).

Sets of packets are described by header constraints (ℎ). In our current implementation,

programmers may use the source IP (e.g., src in prefix), destination IP, or DSCP (a field in

the IP header that encodes the priority of the packet) to describe packet sets.

Guarded specifications (𝑔) describes changes for the paths taken by different subsets

of packets. For example, the conditional statement if(ℎ) {𝑠} specifies that when packets

described by ℎ take paths 𝑀 in the old network and 𝑁 in the new network, 𝑀 and 𝑁

should be related by 𝑠. This specification says nothing about the paths taken by packets

outside the set described by ℎ. More concretely, consider the common change of decom-

missioning an IP prefix. For this change, wewant to remove the paths used by traffic to the

target prefix, but preserve the paths for all other traffic, even if the other traffic traverses

similar or identical sets of paths. We can encode this decommissioning requirement for

address 10.0.0.0/24 using the following specification.

spec deallocP :=

if (dst in 10.0.0.0/24) {
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𝑃 ∈ 𝑃𝑎𝑡ℎ 𝑆𝑒𝑡 F 𝑎 | 0 | 1 | PreState | PostState | (𝑃1 |𝑃2) | 𝑃1𝑃2 | 𝑃∗
| 𝑃1 ∩ 𝑃2 | 𝑃1 \ 𝑃2 | 𝑃 | 𝑃 ⊲ 𝑅

𝑅 ∈ 𝑅𝑒𝑙𝑎𝑡𝑖𝑜𝑛 F 𝑃1 × 𝑃2 | I(𝑃) | 0 | 1 | (𝑅1 |𝑅2) | 𝑅1𝑅2 | 𝑅∗ | 𝑅1 ◦ 𝑅2

𝑆 ∈ 𝑆𝑖𝑚𝑝𝑙𝑒 𝑆𝑝𝑒𝑐 F 𝑃1 = 𝑃2 | 𝑃1 ⊆ 𝑃2

𝐺 ∈ 𝐺𝑢𝑎𝑟𝑑𝑒𝑑 𝑆𝑝𝑒𝑐 F 𝑆 | ℎ ↦→ 𝐺 | 𝐺1 ∧ 𝐺2

Figure 5.3: RIR syntax

.* : remove(.*);

} else {

.* : preserve;

}

5.4.2 Regular IR (RIR)

The Rela RIR is an intermediate language for defining regular sets of paths and regular

relations between paths. A regular set is a set created through the usual operations on

regular languages (concatenation, union, and Kleene star). Likewise, regular relations are

binary relations between paths (i.e., sets of pairs of paths), also constructed with the usual

operations on regular languages. Since all RIR-expressible sets and relations are regular,

we are able to make use of known, efficient constructions and decision procedures from

automata theory as the basis of a decision procedure for RIR.

Figure 5.3 presents the syntax of the RIR, which contains four sub-languages. The

language of path sets (𝑃) describes regular sets of paths over the alphabet Σ (as defined

in §5.4.1). The path sets 𝑎, 0, and 1 denote sets with a single one-hop path, no paths at

all, and a single 0-length path (written 𝜖). The special symbol PreState denotes the set

of paths in the pre-change network. Similarly, PostState denotes the set of paths in the

post-change network. The expressions 𝑃1 |𝑃2, 𝑃1𝑃2, and 𝑃∗ denote union, concatenation,
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(a) Path Sets

𝒫~𝑎�(𝑀, 𝑁) ≜ {𝑎}
𝒫~0�(𝑀, 𝑁) ≜ ∅
𝒫~1�(𝑀, 𝑁) ≜ {𝜖}

𝒫~PreState�(𝑀, 𝑁) ≜ 𝑀

𝒫~PostState�(𝑀, 𝑁) ≜ 𝑁

𝒫~𝑃1 | 𝑃2�(𝑀, 𝑁) ≜ 𝒫~𝑃1�(𝑀, 𝑁) ∪𝒫~𝑃2�(𝑀, 𝑁)
𝒫~𝑃1𝑃2�(𝑀, 𝑁) ≜ {𝑝1𝑝2 | 𝑝1 ∈ 𝒫~𝑃1�(𝑀, 𝑁), 𝑝2 ∈ 𝒫~𝑃2�(𝑀, 𝑁)}

𝒫~𝑃∗�(𝑀, 𝑁) ≜ {𝑝1...𝑝𝑛 | 𝑝1 , ..., 𝑝𝑛 ∈ 𝒫~𝑃�(𝑀, 𝑁)}
𝒫~𝑃1 ∩ 𝑃2�(𝑀, 𝑁) ≜ 𝒫~𝑃1�(𝑀, 𝑁) ∩𝒫~𝑃2�(𝑀, 𝑁)
𝒫~𝑃1 \ 𝑃2�(𝑀, 𝑁) ≜ 𝒫~𝑃1�(𝑀, 𝑁) \𝒫~𝑃2�(𝑀, 𝑁)

𝒫~𝑃�(𝑀, 𝑁) ≜ Σ∗\𝒫~𝑃�(𝑀, 𝑁)
𝒫~𝑃 ⊲ 𝑅�(𝑀, 𝑁) ≜ {𝑞 : ∃𝑝. ⟨𝑝, 𝑞⟩ ∈ ℛ~𝑅�(𝑀, 𝑁) ∧ 𝑝 ∈ 𝒫~𝑃�(𝑀, 𝑁)}

(b) Relations

ℛ~𝑃1 × 𝑃2�(𝑀, 𝑁) ≜ {⟨𝑝1 , 𝑝2⟩ | 𝑝1 ∈ 𝒫~𝑃1�(𝑀, 𝑁), 𝑝2 ∈ 𝒫~𝑃2�(𝑀, 𝑁)}
ℛ~I(𝑃)�(𝑀, 𝑁) ≜ {⟨𝑝, 𝑝⟩ | 𝑝 ∈ 𝒫~𝑃�(𝑀, 𝑁)}

ℛ~0�(𝑀, 𝑁) ≜ ∅
ℛ~1�(𝑀, 𝑁) ≜ {(𝜖, 𝜖)}

ℛ~𝑅1 |𝑅2�(𝑀, 𝑁) ≜ ℛ~𝑅1�(𝑀, 𝑁) ∪ℛ~𝑅2�(𝑀, 𝑁)
ℛ~I(𝑃)�(𝑀, 𝑁) ≜ {⟨𝑝, 𝑝⟩ | 𝑝 ∈ 𝒫~𝑃�(𝑀, 𝑁)}
ℛ~𝑅1𝑅2�(𝑀, 𝑁) ≜ {⟨𝑝1𝑝2 , 𝑞1𝑞2⟩ | ⟨𝑝1 , 𝑞1⟩ ∈ ℛ~𝑅1�(𝑀, 𝑁), ⟨𝑝2 , 𝑞2⟩ ∈ ℛ~𝑅2�(𝑀, 𝑁)}

ℛ~𝑅∗�(𝑀, 𝑁) ≜ {⟨𝑝1...𝑝𝑛 , 𝑞1...𝑞𝑛⟩ | ⟨𝑝1 , 𝑞1⟩, ..., ⟨𝑝𝑛 , 𝑞𝑛⟩ ∈ ℛ~𝑅�(𝑀, 𝑁)}
ℛ~𝑅1 ◦ 𝑅2�(𝑀, 𝑁) ≜ {⟨𝑥, 𝑧⟩ | ∃𝑦.⟨𝑥, 𝑦⟩ ∈ ℛ~𝑅1�(𝑀, 𝑁), ⟨𝑦, 𝑧⟩ ∈ ℛ~𝑅2�(𝑀, 𝑁)}
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(c) Simple Specs

𝑀, 𝑁 |= 𝑃1 = 𝑃2⇐⇒ 𝒫~𝑃1�(𝑀, 𝑁) = 𝒫~𝑃2�(𝑀, 𝑁)
𝑀, 𝑁 |= 𝑃1 ⊆ 𝑃2⇐⇒ 𝒫~𝑃1�(𝑀, 𝑁) ⊆ 𝒫~𝑃2�(𝑀, 𝑁)

(d) Guarded Specs

𝐹, 𝑀, 𝑁 |= 𝑆 if 𝐹 = ∅, and otherwise:

𝐹, 𝑀, 𝑁 |= 𝑆⇐⇒ 𝑀, 𝑁 |= 𝑆

𝐹, 𝑀, 𝑁 |= ℎ ↦→ 𝐺⇐⇒ 𝐹 ∩ℋ~ℎ�, 𝑀, 𝑁 |= 𝐺

𝐹, 𝑀, 𝑁 |= 𝐺1 ∧ 𝐺2⇐⇒ 𝐹, 𝑀, 𝑁 |= 𝐺1 and 𝐹, 𝑀, 𝑁 |= 𝐺2

Figure 5.4: RIR semantics.
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and Kleene star operations over path sets. Finally, 𝑃 ⊲ 𝑅 denotes the image, the path set

derived by applying relation 𝑅 to paths recognized by 𝑃. In other words, 𝑃 ⊲ 𝑅 describes

the set of paths that are related (via 𝑅) to some path recognized by 𝑃.

Figure 5.4 (a) presents the evaluation functions that define the semantics of path sets.

These equations have the form 𝒫~𝑃�(𝑀, 𝑁) ≜ 𝑆, meaning that 𝑃 describes the set of

paths 𝑆 when 𝑀 is the pre-change set of forwarding paths and 𝑁 is the post-change set of

forwarding paths.

Relations in Figure 5.3 denote regular relations, which are sets of pairs of paths. Alter-

nately, a relation may be viewed as a map from each path in the domain to zero or more

related paths in the image. The cross-product relation 𝑃1 × 𝑃2 denotes the relation that

associates every path in 𝑃1 with all paths in 𝑃2. The identity relation I(𝑃) associates every
path in 𝑃 with itself; paths not in 𝑃 are not related to any other path by I(𝑃). The symbols

0 and 1 denote the empty relation and the relation associating 𝜖 with itself. 𝑅1 |𝑅2, 𝑅1𝑅2,

𝑅∗, and 𝑅1 ◦ 𝑅2 denote union, concatenation, Kleene star, and composition of relations.

(Rational relations are closed under all of these operations [26].)

Figure 5.4 (b) shows the semantics of relations. The equations have the formℛ~𝑅�(𝑀, 𝑁) ≜
𝑇, meaning that 𝑅 describes set of pairs of paths 𝑇 when 𝑀 is the pre-change set of for-

warding paths and and 𝑁 is the post-change set of forwarding paths.

Simple specs (Figure 5.3) may be equations (𝑃1 = 𝑃2) or subset relations (𝑃1 ⊆ 𝑃2). As

an example, consider this spec:

PreState ⊲ 𝑅 = PostState

Assuming the relation 𝑅 is an intended transformation of network forwarding paths, the

spec says that if one applies the transformation 𝑅 to the pre-change path set, then one

should obtain a result that equals the post-change path set. Our translation from Rela’s

surface language into the RIR uses this sort of idiom.

Figure 5.4 (c) presents the semantics of simple specs. The satisfaction relation has the

form 𝑀, 𝑁 |= 𝑆, which may be read as “pre-change forwarding paths 𝑀 and post-change
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forwarding paths 𝑁 satisfy 𝑆”

Finally, guarded specs (Figure 5.3) allow programmers to specify that the paths trav-

elled by different sets of packets should change in different ways. Guarded specs (𝐺)

include simple specs (𝑆) as well as restricted specs (ℎ ↦→ 𝐺) and conjunctions thereof.

Figure 5.4 (d) shows the semantics of guarded specs in terms of flow equivalence classes

(FECs), which are triples of the form (𝐹, 𝑀, 𝑁) where 𝐹 is a set of packets, 𝑀 is a set of

paths that 𝐹 follows in the pre-change network, and 𝑁 is a set of paths that 𝐹 follows

in the post-change network. The semantics depends upon a function ℋ, which maps

header constraints to the set of headers that satisfy it. For example, the constraint dst

in 10.0.0.0/24 specifies the set of packets with destination IP prefix in the given range.

We omit the full definition ofℋ for brevity. In general, the satisfaction relation for guarded

specs has the form 𝐹, 𝑀, 𝑁 |= 𝐺, which may be read as “flow equivalence class (𝐹, 𝑀, 𝑁)
satisfies the guarded specification 𝐺.” An FEC (𝐹, 𝑀, 𝑁) satisfies a spec 𝐺 whenever 𝐹 is

an empty set of packets, and if 𝐹 is non-empty, satisfaction is defined by induction on the

structure of 𝐺.

5.4.3 Compilation from Rela to RIR

In this subsection, we show how to compile any Rela simple spec expression (𝑠) into an

RIR simple spec (𝑆) and any Rela guarded spec (𝑔) into an RIR guarded spec (𝐺).

Ultimately, a simple specification 𝑠 is translated into an RIR expression of the following

form.

PreState ⊲ℛ𝑝𝑟𝑒~𝑠� = PostState ⊲ℛ𝑝𝑜𝑠𝑡~𝑠�

In this process, we generate two relation expressions from 𝑠. The first relation (ℛ𝑝𝑟𝑒~𝑠�)

transforms the pre-change paths and the second relation (ℛ𝑝𝑜𝑠𝑡~𝑠�) transforms the post-

change paths.

In what follows, we show how to compute relations for some of the key modifiers in

the Rela language.
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Encoding path preservation. Consider the translation of the path preservation modifier

“D: preserve”. Intuitively, this change specification says that all paths that appear in the

zone 𝐷 in the pre-state should also appear in the post-state. If the pre- and post-relations

are as follows:

ℛ𝑝𝑟𝑒~𝐷 : preserve� ≜ I(𝐷)
ℛ𝑝𝑜𝑠𝑡~𝐷 : preserve� ≜ I(𝐷)

then our overall translation will be:

PreState ⊲ I(𝐷) = PostState ⊲ I(𝐷)

which is equivalent to the equation:

(PreState ∩ 𝐷) = (PostState ∩ 𝐷) ,

as desired.

Encoding path additions. Consider adding the paths 𝑃 when the pre-change network

contains a path in 𝐷.² Our goal now is to preserve all of the paths in the zone (and also P,

if it exists) from the pre-state into the post-state. In other words, we would like to apply

the identity relation I(𝐷 | 𝑃). In addition, we would like a relation that adds the path 𝑃.

We can use the relation 𝐷 × 𝑃 to do so. Overall, our pre-relation is the combination of

those two relations. Hence we generate the following equations.

ℛ𝑝𝑟𝑒~𝐷 : add(𝑃)� ≜ I(𝐷 | 𝑃) | (𝐷 × 𝑃)
ℛ𝑝𝑜𝑠𝑡~𝐷 : add(𝑃)� ≜ I(𝐷 | 𝑃)

Encoding path removals. Next, consider path removals using the modifier “D: remove(

P)”. This modifier expresses that the paths in 𝐷 in the pre-state should be preserved in

²TheRela surface language can not express addition of a path in𝐷when the pre-change network contains
no path in 𝐷. Such “unconditional” path additions can be expressed in the RIR, however. For instance,
the equation PostState = PreState|𝑃 expresses that exactly the set of paths recognized by 𝑃 are added
to the network.
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the post-state, except the paths in 𝑃 which should be removed. Hence, our relations are

as follows.

ℛ𝑝𝑟𝑒~𝐷 : remove(𝑃)� ≜ I(𝐷 \ 𝑃)
ℛ𝑝𝑜𝑠𝑡~𝐷 : remove(𝑃)� ≜ I(𝐷)

Encoding non-deterministic path replacement. Themodifier “D: any(P)” demands that

(1) if there is any path in 𝐷 | 𝑃 in the pre-state, there must be some path in 𝑃 in the post-

state and (2) all paths in 𝐷 | 𝑃 in the post-state must be in 𝑃. To encode this condition, we

use a relation for the pre-state that replaces paths in 𝐷 | 𝑃 with a symbol #. Likewise, the

relation for the post-state replaces all paths in 𝑃 with #, while also retaining the paths in

𝐷 \ 𝑃. Since paths in 𝐷 \ 𝑃 are not retained in the pre-state relation, this relation encodes

that there are no paths in 𝐷 \ 𝑃 in the post-state network. Together, the two relations

enforce the desired condition.

ℛ𝑝𝑟𝑒~𝐷 : any(𝑃)� ≜ (𝐷 | 𝑃) ×#

ℛ𝑝𝑜𝑠𝑡~𝐷 : any(𝑃)� ≜ (𝑃 ×#) | I(𝐷 \ 𝑃)

Encoding prioritized union. A prioritized union “𝑠1 >> 𝑠2” should apply the change

specification 𝑠1 to 𝑠1’s zone and 𝑠2 to everything else in 𝑠2’s zone. To achieve this specifica-

tion in the RIR, we need to explicitly extract 𝑠1’s zone. We do so with an auxiliary function

𝒵~𝐷 : modifier�. See Figure 5.5 for the full definition of𝒵~·�.
To translate “𝑠1 >> 𝑠2”, wefirst translate 𝑠1, and then take the unionwith the translation

of 𝑠2 applied exclusively to the complement of the zone of 𝑠1.

Summary of simple specs. See Figure 5.5 for the complete translation for simple specs.

Translation for guarded specs. A guarded spec is simply an if-then-else structure that

applies different header constraints to different simple specs. Based on the translation of
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𝒮~𝑠� ≜ PreState ⊲ℛ𝑝𝑟𝑒~𝑠� = PostState ⊲ℛ𝑝𝑜𝑠𝑡~𝑠�

ℛ𝑝𝑟𝑒~𝐷 : preserve� ≜ I(𝐷)
ℛ𝑝𝑟𝑒~𝐷 : add(𝑃)� ≜ I(𝐷 | 𝑃) | (𝐷 × 𝑃)

ℛ𝑝𝑟𝑒~𝐷 : remove(𝑃)� ≜ I(𝐷 \ 𝑃)
ℛ𝑝𝑟𝑒~𝐷 : replace(𝑃1 , 𝑃2)� ≜ I((𝐷 | 𝑃2) \ 𝑃1)

| ((𝐷 ∩ 𝑃1) × 𝑃2)
ℛ𝑝𝑟𝑒~𝐷 : drop� ≜ (𝐷 | 𝑑𝑟𝑜𝑝) × 𝑑𝑟𝑜𝑝

ℛ𝑝𝑟𝑒~𝐷 : any(𝑃)� ≜ (𝐷 | 𝑃) ×#

ℛ𝑝𝑟𝑒~𝑠1𝑠2� ≜ ℛ𝑝𝑟𝑒~𝑠1�ℛ𝑝𝑟𝑒~𝑠2�

ℛ𝑝𝑟𝑒~𝑠1 >> 𝑠2� ≜ ℛ𝑝𝑟𝑒~𝑠1� |
(
I(𝒵~𝑠1�) ◦ℛ𝑝𝑟𝑒~𝑠2�

)
ℛ𝑝𝑜𝑠𝑡~𝐷 : preserve� ≜ I(𝐷)

ℛ𝑝𝑜𝑠𝑡~𝐷 : add(𝑃)� ≜ I(𝐷 | 𝑃)
ℛ𝑝𝑜𝑠𝑡~𝐷 : remove(𝑃)� ≜ I(𝐷)

ℛ𝑝𝑜𝑠𝑡~𝐷 : replace(𝑃1 , 𝑃2)� ≜ I(𝐷 | 𝑃2)
ℛ𝑝𝑜𝑠𝑡~𝐷 : drop� ≜ I(𝐷 | 𝑑𝑟𝑜𝑝)

ℛ𝑝𝑜𝑠𝑡~𝐷 : any(𝑃)� ≜ (𝑃 ×#) | I(𝐷 \ 𝑃)
ℛ𝑝𝑜𝑠𝑡~𝑠1𝑠2� ≜ ℛ𝑝𝑜𝑠𝑡~𝑠1�ℛ𝑝𝑜𝑠𝑡~𝑠2�

ℛ𝑝𝑜𝑠𝑡~𝑠1 >> 𝑠2� ≜ ℛ𝑝𝑜𝑠𝑡~𝑠1� |
(
I(𝒵~𝑠1�) ◦ℛ𝑝𝑜𝑠𝑡~𝑠2�

)
𝒵~𝐷 : preserve� ≜ 𝐷

𝒵~𝐷 : add(𝑃)� ≜ 𝐷 | 𝑃
𝒵~𝐷 : remove(𝑃)� ≜ 𝐷

𝒵~𝐷 : replace(𝑃1 , 𝑃2)� ≜ 𝐷 | 𝑃2

𝒵~𝐷 : drop� ≜ 𝐷 | 𝑑𝑟𝑜𝑝
𝒵~𝐷 : any(𝑃)� ≜ 𝐷 | 𝑃

𝒵~𝑠1𝑠2� ≜ 𝒵~𝑠1� 𝒵~𝑠2�

𝒵~𝑠1 >> 𝑠2� ≜ 𝒵~𝑠1� | 𝒵~𝑠2�

Figure 5.5: Rela to RIR translation for simple specs (𝒮~·�).
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simple specs, we define the following evaluation functions for guarded specs (𝒢~·�)

𝒢~𝑠� ≜ 𝒮~𝑠�

𝒢~if(ℎ) {𝑔}� ≜ ℎ ↦→ 𝒢~𝑔�

𝒢~if(ℎ) {𝑔1} else {𝑔2}� ≜ ℎ ↦→ 𝒢~𝑔1�

∧ !ℎ ↦→ 𝒢~𝑔2�

5.5 Decision procedure

Rela’s decision procedure models a network change as a set of flow equivalence classes

(FEC).Given anRIR spec and anetwork change, the decisionprocedure determineswhether

each FEC in the change meets the spec. If not all FECs meet the spec, an exhaustive list of

counterexamples will be provided in the form of specific packets and paths that violate

the spec.

5.5.1 Checking Guarded Specs

To validate a guarded spec against an FEC, we may follow the rules described in §5.4.2.

Thus we are left with the problem of checking whether a pair of path sets 𝑀, 𝑁 satisfies a

simple spec.

5.5.2 RIR to Finite-State Automaton (FSA)

To validate an RIR simple spec regarding two sets of paths, we first construct a finite-state

automaton (FSA) from each 𝑃𝑎𝑡ℎ 𝑆𝑒𝑡 and 𝑅𝑒𝑙 expression in the simple spec. Per Kleene’s

Theorem, every regular language can be represented by an FSA that moves from one state

to another in response to the input sequence of symbols. Similarly, every regular relation

can be represented as a finite-state transducer (FST) [26].

An FST is essentially an FSA that uses two tapes. It may be viewed as a “translating

machine” that reads from an input tape and writes to the output tape. The following
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diagram presents an FST for relation 𝑎 × 𝑏, which translates path 𝑎 into path 𝑏.

𝑞0start 𝑞1
a:b

The label a:b on the arcmeans 𝑎 should be read from the input tape and 𝑏 should bewritten

to the output tape.

From small, simple FSAs, like the one above, we can build larger, more complex ones

using standard automaton composition algorithms. In what follows, we sketch some of

the algorithms used to construct Rela-specific symbols and operators. Most other aspects

of the compilation strategy are well-established, and are thus omitted (see Thompson’s

construction [70], for instance).

PreState and PostState symbols. Conceptually, the input to the decision procedure

contains two sets of forwarding paths that corresponds to PreState and PostState re-

spectively. In practice, however, the number of ECMP forwarding paths may explode

in a large network. This problem is prominent when forwarding behavior is modeled at

the interface-level, because the network may employ 10s of parallel links between any two

hops to increase capacity. Indeed, we recorded a flowwith 108 interface-level ECMP paths

for our backbone, and it takes several hours just to deserialize the paths from file input.

To address this challenge, Rela defines a graph format to represent the interface-level in-

put path set. Each vertex in the graph denotes a router that appears as a forwarding hop

for this traffic, and each directed edge denotes a physical link that is used to forward this

traffic between the two hops. There is also extra metadata to identify all source vertices

and sink vertices (start and end locations of paths) in the DAG. With this format, the 108

paths of the aforementioned traffic class can be encoded with a DAG with 38 vertices and

50K edges.

Constructing an FSA for PreState and PostState from the forwarding graph is straight-

forward: We turn vertices and edges in the DAG into FSA states and transitions respec-

tively. If the user has specified a coarser granularity than interface-level (e.g., router level),
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we do granularity conversion in this step bymerging vertices that belong to a same coarser

entity. Next, we add a initial state 𝑞0 and draw an 𝜖-transition from 𝑞0 to each source node

identified by the metadata. Finally, we set all sink nodes to be accepting states of the FSA.

𝑃1×𝑃2 relation. The FST for 𝑃1×𝑃2 may be obtained by (1) translating the FSA for 𝑃1 into

an FST that accepts 𝑃1 on its first tape and 𝜖 on its second, (2) translating the FSA for 𝑃2 to

a FST that accepts 𝑃2 on its second tape and 𝜖 on its first, and (3) concatenating the results.

An illustration of this construction for 𝑎 × 𝑏 can be found in figure below (recall that 𝜖 is

the empty string).

𝑞0start 𝑞1 𝑞2
𝑎 : 𝜖 𝜖 : 𝑏

I(𝑃) relation. The FST of I(𝑃) is the same as the FSA of 𝑃 except that each FST transition

has an output symbol that duplicates the input symbol on the same transition.

𝑃 ⊲ 𝑅 image. To obtain the FSA of 𝑃 ⊲ 𝑅, one may compute the composition of relations

I(𝑃) and 𝑅, and then compute the output projection of I(𝑃) ◦ 𝑅. The output projection

of an FST removes the input symbols from all transition arcs (while keeping the output

symbols) to derive an FSA from an FST. The composition of two regular relations 𝑅1 ◦ 𝑅2

may be compiled using standard FST algorithms [26].

5.5.3 Compliance Checking

Once we have the FSA representation of both sides of an equation (𝑃1 = 𝑃2 or 𝑃1 ⊆ 𝑃2 in

simple specs), we can check for equality (or inclusion) using standard automaton equiva-

lence algorithms.

5.5.4 Counterexample Generation

If previous steps found any FEC that violates an RIR specification, then we generate an ex-

haustive list of counterexamples, where each entry contains a flow equivalence class (FEC)
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Flows Pre-change paths Post-change paths Cause of violation

{(𝑝𝑘𝑡 = (. . . ), 𝑠𝑡𝑎𝑟𝑡 = 𝑥1)} {𝑥1𝐴1𝐵1𝐵2𝐵3𝐷1𝑦1} {𝑥1𝐴1𝐴2𝐴3𝐵3𝐷1𝑦1} e2e: {𝑥1𝐴1𝐴2𝐴3𝐷1𝑦1} ≠ {𝑥1𝐴1𝐴2𝐴3𝐵3𝐷1𝑦1}

{(𝑝𝑘𝑡 = (. . . ), 𝑠𝑡𝑎𝑟𝑡 = 𝑥2)} {𝑥2𝐶1𝐵1𝐵2𝐵3𝐷1𝑦2} {𝑥2𝐶1𝐶2𝐷1𝑦2} nochange: {𝑥2𝐶1𝐵1𝐵2𝐵3𝐷1𝑦2} ≠ {𝑥2𝐶1𝐷2𝐷1𝑦2}

Table 5.1: A subset of counterexamples generated by Rela when verifying the change im-

plementation in Figure 5.1c. The first row shows a flow in traffic class T1, and the second

row shows a flow in T2.

and a reason that explains the failure. An FEC contains a set of flows (a tuple of a packet

and a starting location) with the same before- and after-change paths. Table 5.1 shows a

subset of counterexamples reported by Rela when verifying the change implementation in

Figure 5.1c using the change spec in §5.3. The two entries indicate incorrect path changes

for traffic T1 and collateral damage for T2.

The forwarding paths that violate a simple spec are derived by extracting paths from

the difference of two FSAs. Recall that a Rela simple spec 𝑠 is translated to an equation of

the form 𝑃1 = 𝑃2 in RIR, where 𝑃1 = PreState ⊲ ℛ𝑝𝑟𝑒~𝑠� and 𝑃2 = PostState ⊲ ℛ𝑝𝑜𝑠𝑡~𝑠�.

The difference 𝑃1 \ 𝑃2 represents the expected forwarding paths that are missing from

the observed post-change network, and 𝑃2 \ 𝑃1 represents the unexpected paths in the

post-change network.

For each violating FEC, we generate a reason to help understandwhy it failed the spec.

For simple specs that are composed using the >> operator, we can find the exact sub-spec

that failed a flow by matching the flow with the zone of each sub-spec. We then apply

ℛ𝑝𝑟𝑒 and ℛ𝑝𝑜𝑠𝑡 of this sub-spec to the flow’s pre- and post-change path set respectively.

The difference of the two derived sets explains the failure of set equation and inclusion

assertions made by the spec. For special symbols introduced by rewriting in the compi-

lation process, we rewrite them back to their original forms to make the counterexamples

more human-readable. For example, the before paths in the first row of Table 5.1 yield
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{𝑥1#𝑦1} when applying ℛ𝑝𝑟𝑒 , where “#” rewrites 𝐴1𝐴2𝐴3𝐷1. After undoing this rewrit-

ing, the “Cause of violation” column clearly shows that the flow failed the sub-spec e2e,

which expected the path set to be {𝑥1𝐴1𝐴2𝐴3𝐷1𝑦1} after change. This set is not equal to

the observed path set {𝑥1𝐴1𝐴2𝐴3𝐵3𝐷1𝑦1}.

5.6 Implementation

We implemented Rela with 6,000 lines of Python code. Rela and RIR are implemented as

domain-specific languages embedded in Python. The decision procedure uses the Open-

FST library [3] and the Python bindings provided by HFST [48] to construct and compose

finite state automata and transducers. We implemented certain automaton operations,

such as the product relation (𝑃1 × 𝑃2), ourselves using low-level HFST APIs that manipu-

late automata directly.

For each packet equivalence class, Rela reads the before and after forwarding paths

from file input, which is produced by the same network simulation toolchain described in

§5.1.3. We tweaked the simulator to output forwarding paths in the Rela-defined graph

format compactly and to enable efficient FSA construction for PreState and PostState

expressions (§5.4.3). Each packet equivalent class is processed in parallel.

The Rela source code is publicly available [62].

5.7 Qualitative Evaluation

We evaluated Rela qualitatively and quantitatively. This section presents the qualitative

evaluation, which focuses on user experience. The next section presents a quantitative

evaluation of Rela’s expressiveness and performance. For the qualitative evaluation, we

ran Rela on historical changes to Alibaba Cloud’s backbone. Ourworkflow shared the first

four steps with the current workflow in §5.1.3: simulate pre- and post-change networks,

compute forwarding paths, aggregate them into equivalence classes. The final step is dif-

ferent: the forwarding data is given to Rela as input, along with a spec, and we analyze all

equivalence classes rather than just the diff. We describe how this process played out for
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the change in §5.1.1, compared to the original experience of the engineers, and then draw

lessons from our experience.

5.7.1 Revisiting the Example Change

For each proposed change (i.e., ”iteration”), we used Rela to check the change against a

relational specification.

First iteration. We invoked Rela with the change implementation v1 (Figure 5.1b) and the

change spec in §5.3. For this implementation, the path diff of the manual inspection tool

had 17 flow equivalence classes. Engineers investigated each class and discovered that

none of them corresponded to the desired path change, and all of them stemmed from

either issues with the simulation tool or benign side effects of the change. The allow-list

change on 𝐴2 routers caused unexpected but acceptable traffic changes.

Rela produced 17 counterexamples for nochange and 15 for e2e. The 15 violations for

e2e clearly signaled that the change failed to move T1 traffic, as the pre-change and post-

change paths were still the same for such flows. The counterexamples for nochange are

the same as those reported by the path diff tool. To automatically exclude such benign

violations in future iterations (and avoid triaging them again), we extended the spec with

a new component called sideEffects, to explicitly permit such changes.

Second iteration. In the second iteration, we provided the change implementation v2

(Figure 5.1c) and the refined spec. For this implementation, the current path diff tool pro-

duced a path diffwith 46 classes. Engineers waded through them to discover the collateral

damage and, because of information overload, missed that the change to T1 traffic was in-

correct.

Rela produced 15 counterexamples for e2e, 24 for nochangeand 0 for sideEffects.

The violations signaled that changes to T1 traffic was wrong and that there was collateral

damage as well. The refined sideEffects spec helped suppress benign differences.

Final iteration. Because Rela discovered two errors at the same time, we skipped the third
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iteration (which was needed during the original manual analysis), and jumped straight to

the final iteration. In this iteration, we supply the correct change implementation to Rela

and the refined spec. Rela validated the change automatically and completely. In contrast,

in their original debugging effort, the engineers had to manually inspect the path diff to

certify the change.

5.7.2 Lessons Learned

Based on our experience with Rela, we draw these lessons:

1. Rela’s categorization of violations based on which sub-spec is violated speeds up

error diagnosis and reduces the number of iterations. Errors are quickly diagnosed

because the violated sub-spec provides strong hints about the root cause; the types

of errors that violate nochange are different from those that violate e2e. The number

of iterations is reduced because multiple errors in an implementation are easier to

spot, especially when spread across different sub-specs. With manual inspection,

when analyzing a big bag of path diffs, it is hard to spot multiple errors.

2. Rela specs may need refinement because the original change intent (in natural lan-

guage) is under-specified or the network is not configured as expected. Under-

specification and unexpected behaviors are common for large networks. However,

while the effort put into a manual audit is hard to reuse, effort put into refining a

Rela spec pays off. The refined spec saves work during future iterations of the same

change or other similar changes. Multiple changes of the same type are a common

occurrence for production networks.

3. When a change (sub) spec does not match an implementation, there is less data to

analyze. Change implementations are often partially correct, and Rela produces

only violations. The current path diff contains both compliant and non-compliant

changes. The engineers must analyze both to find violations.
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4. When the change spec matches the implementation, the engineers need to do noth-

ing. They can have greater confidence in the change compared to manually inspect-

ing the path diff.

5.8 Quantitative Evaluation

To quantify the expressiveness and performance of Rela, we apply it to a set of real network

changes in the global backbone of Alibaba Cloud. This dataset has all changes that were

reviewed by the network’s technical committee from Jun 2023 to Jan 2024. The committee

reviews all high-risk, complex changes. There are 10s of changes in the dataset. We omit

the exact count for confidentiality.

5.8.1 Expressiveness

We used Rela to specify engineers’ intent for each change in the dataset. We determined

the intent by examining change tickets, which contain a description of the intent in natu-

ral language as well as a change implementation plan. The tickets describe change intents

pertaining to the network data plane as well as those of other types, such configuration

settings and backup routes. We focused on data plane change intents. All changes in our

dataset have a data plane change intent, and three in four have only data plane change in-

tents. We list the Rela specs of a subset of evaluated changes alongwith intent descriptions

in Appendix A.1.

We found that Rela can specify the intended data plane change for 97% of the changes

in our dataset. That Rela can support this high a fraction of high-risk changes in a large,

complex network is a highly encouraging indicator of its expressiveness.

For the remaining 3% of the changes, Rela could only partially specify the intended

data plane change. Rela’s key current limitation is a lack of support for path counting: In

addition to path shape, users sometimes want to limit the number of paths that a flow can

take. For example, because of router hardward limits, one might not want the number
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Figure 5.6: Distribution of spec size in our dataset.

of ECMP (equal cost multipath routing) paths for a flow to exceed 128. We will explore

supporting such intents in the future by generalizing the any modifier to include a path

count.

To assess the compactness of specifications, we quantify their size as the number of

atomic Rela specs (of the form r: m). This analysis excludes any spec refinement that

may be needed to accommodate benign side effects (§5.7.1); we do not have the data to

make that determination. Figure 5.6 shows a cumulative distribution function (CDF) of the

number of atomic specs needed across all changes. The vast majority of the changes (93%)

can be expressed with fewer than 10 atomic specs. The outliers correspond to infrequent

changes to the backbone’s routing architecture in which significant traffic carried by the

network is shifted.

Half the changes require only one atomic spec, corresponding to no expected impact

on the forwarding behavior. It may seem odd at first that so many high-risk changes fall in

this bucket. But fully preserving forwarding behavior while something is changed under

the hood (e.g., modifying the routing policy to replace concrete routes with aggregate

routes or standardizing on community tags) is common. It is also high-risk. Indeed, there
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Figure 5.7: Time (log scale) to validate changes with Rela.

are changes in our data where no behavior change was expected but the path diff revealed

forwarding changes that could have led to an outage.

5.8.2 Performance

We benchmark Rela’s performance using the time to validate changes in our dataset, in-

cluding the time to deserialize the forwarding path data, FSA/FST construction and equiv-

alence checking. This experiment was done on a computer with 96 CPU cores and 768

GB DRAM. Because we did not have access to the precise data plane states of historical

changes, we ran all specs on the same data plane state produced by a recent snapshot. We

release a subset of this data plane state [62]. Guidance for accessing it is in Appendix A.2.

Figure 5.7 shows a CDF of the validation time. Half of the changes take 93 seconds,

which is the time to check the ”no change” spec. Four in five changes need less than 20

minutes, and the most complex change needs 150 minutes. For context, we observe that it

takes 140minutes to simulate both network snapshots and compute forwarding paths. We

conclude from these results that the performance of Rela is acceptable for the backbone

network, especially considering how long manual inspection takes today.
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Diving deeper into Rela’s performance, we find that the two most important factors

are the size of the spec (number of atomic specs) and the location granularity. Figure 5.8

shows this impact by running specs in our data at different granularities. (Figure 5.7 used

the granularity indicated by the change intent, so it has a mix.) We exclude granularity-

size combinations that need over 3 hours.

We see that validation time grows with the spec size, and finer granularity analysis

takes more time (as expected). The impact of going from the router group level to the

router level is small, but the impact of going to the interface level is substantial (10x), due

to the substantially higher number of paths at the interface level. Fortunately, under 4%

of the changes in our data require interface-level granularity. 7% require device-level.

5.9 Related Work

Our work builds on the foundation laid by single-snapshot verification tools [52, 45, 28,

46, 79, 42, 80, 13, 30, 27, 1, 54, 5]. The application of these tools to real-world networks has

improved reliability and provided insights into the problems they do and do not solve.
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We act upon one such insight: that many large, real-world networks are difficult to specify

accurately in their entirety. Without such single-snapshot specifications, engineers need

different kinds of tools to help them validate network changes automatically.

Differential network analysis (DNA) [83] shares our perspective onnetwork verification—

that it is crucial to track similarities and differences between pre- and post-change net-

works. It simulates the pair of pre- and post-change control planes efficiently to generate

differences in their data plane states. (Relamakes no contributions to control plane simula-

tion.) In addition to showing path diffs, DNA can generate differences in single-snapshot

invariants, e.g., ”A can reach B in the pre-change network but not the post-change net-

work.” Engineersmustmanually inspect the path and invariant diffs to determinewhether

or not they indicate errors. In contrast, Rela specifications characterize what constitutes an

error, and our decision procedures check these specifications automatically. Importantly,

Rela’s specifications can be perfectly precise, more precise than ”A can reach B”—any

specific path or regular set of paths may be specified. This precision takes manual audits

completely out of the loop when changes are conformant.

Batfish supports differential analysis as well [11]. It independently analyzes two snap-

shots and formats the output such that the differences are easier to analyze. Like DNA,

it requires humans to certify correctness and does not have a relational spec. Once again,

Rela improves on this situation using a relational specification language and deciding the

validity of specifications without human auditing.

Our language design is inspired in part by NetKAT [5], which has shown that using

regular languages (Kleene algebra) is an effective way to specify network behavior. Rela

builds on this idea and uses regular relations in addition to regular languages to express

differences and similarities between pairs of networks.

Researchers have explored relational verification for ordinary programsmany times in

the past [10, 17, 21]. The archetypal goal here is to verify that two programs are equivalent.

At least superficially, the techniques for relational program verification differ from those

in Rela. A common method is to consider a “product” program that combines two input
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programs and verify the safety properties of this product. An interesting avenue for future

work is to consider whether specific relational program verification techniques can help

us verify networks more efficiently or vice versa.

5.10 Summary

We develop the concept of relational network verification and realize it in the Rela tool

for validating network changes. Our key observation is that relational specifications can

compactly and precisely capture change intents; they need only express what is expected

to change, which is often a miniscule fraction of the overall network, and simply say ”no

change” for the rest. For a global backbone with over 103 routers, 93% of the high-risk

changes need fewer than 10 terms and 80% of them can be validated in under 20 minutes.

Whilewe focus on change verification, we expect that relational reasoning for networks

will prove effective in other contexts as well. For instance, it could help verify if two parts

(e.g., two geographic regions) of the same snapshot are similar modulo a few exceptions. It

could also compactly describe a large network for the purposes of synthesis by describing

a baseline network behavior and local modifications to the behavior. We look forward to

exploring other applications of relational network analysis.
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Chapter 6

LIMITATIONS AND FUTURE WORK

6.1 Limitations

The work in this dissertation made progress towards the challenge of writing complete

and precise network specifications. However, limitations remain when applying such

techniques to diverse network designs and various scenarios of network operations.

6.1.1 Unsupported Network Features

The development of both Yardstick and NetCov started from considering a small sub-

set of network features. Yardstick considers data planes that are stateless and only use

destination-based forwarding. The extensions to support stateful network devices (such

as firewalls) and other forwarding mechanisms (such as label-based and policy-based for-

warding) are possible, but the interplay of these features will significantly increase the

testable space and thus the computation cost. Their influences on the scalability of cover-

age computation are concerning and need further investigation.

NetCov’s information-flowmodel and on-demand inference are suitable for connected

routes and BGP, twomost commonly used routing protocols. But we have not investigated

whether it can be extended to link-state protocols such as OSPF. One of the open problems

in such extensionswould be to determineweather each network link contributes to a short-

est path, because one path being selected implicitly depend on other links being set high

costs. NetCov needs extensions to support label-switching protocols as well.
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6.1.2 From Concrete to Symbolic

Concrete vs symbolic analysis are two complimentary techniques to check the correctness

of network routing and forwarding. Concrete methods provide explainable and more rel-

evant results (avoids false positives for packets that will never be carried by the network),

while symbolic ones may have performance gains when a huge amount of possibilities

need to be analyzed anyways.

To this regard, NetCov’s approach supports control plane analysis only for concrete

operating environments. It is an interesting open problem to extend the IFG model to

symbolic forms.

Rela currently employs concrete data plane simulation in the toolchain to compute

forwarding paths for concrete input packets given the data plane states. If we were to

analyze Rela specifications for symbolic header spaces, one possible way is to employ a

symbolic data plane simulator that can compute the forwarding paths of all flow equiv-

alence classes in the network. This process would be prohibitively expensive in complex

networks. There are opportunities to implement a more efficient decision procedure if we

could prune the state-exploration process in symbolic data plane simulation using hints

from Rela specs. This direction is yet to be investigated.

6.1.3 Beyond Relational Path Properties

Wehave shown in Rela that relational path properties can be used to concisely specifymul-

tiple kinds of real-world network changes. However, it is far from an one-fits-all solution

given the variety of network operation scenarios. For example, some changes have explicit

intents regarding the network’s routing behaviors that cannot be reflected in forwarding

paths (such as adding a backup route as a fail-safe). Some other changes may care about

that the network links are not overloaded in additional to that the correct forwarding paths

are being used. In such scenarios, engineers may wish to write specifications that are be-

yond path properties. Moreover, relational specifications cannot replace single-snapshot
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specification in the entire life-cycle of network management. When a new network is built

upfront, or when radical changes are made to a significant proportion of the network,

engineers still better non-relational languages to express the desired network behaviors.

6.2 Future Work

6.2.1 Generative Network Specifications

While coverage metrics and relational languages can make it easier for engineers to write

high-quality specifications, both techniques still involves heavy human labor in the loop.

Given the coverage results, it is engineers’ responsibility to review the under-specified as-

pects in the network and propose specification refinements; With the Rela language, it is

still engineers who decidewhich exact specifications to use. One interesting futurework is

to explore automatic specification generation and refinement using Generative Artificial

Intelligence (GenAI). Such tools can generate various kinds of new contents from input

data and instructions, and have rapidly gained widespread usage [25]. In software indus-

try, GenAI has shown promising improvement of productivity in various tasks such as

test generation from code and code generation from instructions. However, a well-known

challenge of using GenAI is to handle the possible false information in the output, which

in our scenario, is to ensure the completeness and precision of generated specifications.

We look forward to exploring the potential of using GenAI for network specification and

enhancing generative network specificationswith coverage analysis and appropriate spec-

ification languages.

6.2.2 Toward Intent-Driven Network Operations

High-quality network specifications make it possible to realise the intent-driven network-

ing paradigm, where the design, validation, deployment andmaintenance of networks are

all largely autonomous processes driven by network intents. This dissertation has demon-

strated the use of Rela specifications in before-deployment validation of network changes.
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In the future, we look forward to exploring the use of relational specifications to streamline

other phases of network operations, such as change implementation and runtime testing.

Change implementation today involves writing configuration commands in vendor-

specific syntax or generating them frompre-defined templates to realise the desired change

effects. For changes whose desired effects can be completely and precisely captured by

relational specifications, it is now possible to synthesis correct-by-design configuration

implementations. Unlike synthesizing a new network from scratch using single-snapshot

specifications [15], relational synthesis needs to take into account the current state of net-

work configurations and generate changes on top of it. This is a new problem yet to be

formalized.

Runtime testing of network changes refers to the process of probing network behaviors

before, during and after the deployment and check that the observed network behaviors

match the expectations in each stage. Runtime testing complements pre-deployment ver-

ification as the latter may miss errors related with hardware bugs or network dynamics.

Such aspects are usually not modeled by network simulators or emulators. One practi-

cal challenge of runtime testing is the lack of synchronous global view of network state

and the limited amount of probing that can be made to avoid over-utilization of network

resources. The formalization and solution for this problem is an interesting future work.
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Chapter 7

CONCLUSION

Network specifications formulate the expected behavior of networks so that automated

testing and verification tools can check correctness and prevent bugs before they cascade

into costly network outages. However, it is challenging to write complete and precise

specifications for today’s large and complex networks using the abstractions provided by

existing tools and without help on specifying completeness. The poor quality of specifica-

tions has significantly constrained the effectiveness of testing and verification efforts and

ultimately undermines the reliability of the network infrastructure [16, 58, 63].

This dissertation presented two techniques to help network engineers write complete

and precise specifications.

Network Coverage Metrics. The first technique is coverage analysis to help network engi-

neers assess whether different aspects of network behaviors have or have not been covered

by existing specifications. Such coverage feedback simplifies the identification of under-

specified components and thus knowledge of additional specifications needed.

We developed two families of network coverage metrics, i.e., data plane and control

plane. For network data plane coverage, we formalized the atomic testable unit of state-

less network data planes, enabling us to unify the definition and computation for a range of

coveragemetrics to support various data plane components anddiverse test types. For net-

work configuration coverage, we formalized the dependency model between data plane

table entries and the configuration lines that contribute to the production of each indi-

vidual entry. We also developed an efficient algorithm to infer such dependencies on de-

mand. Both data plane and configuration coverage have revealed systematic testing gaps

in production networks that were unnoticed previously.
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Relational Specification. The second technique is the relational abstraction of network

change specifications. Unlike single-snapshot specifications that address the behavior of

one network snapshot, relational specifications model the similarity and differences (i.e.,

the relations) between two network snapshots (i.e., before and after changes). The rela-

tional abstraction helps network engineers address the challenges of scale and incomplete

information because they need to specify only the changing parts of network behavior

and isolate them from others that do not change. The changing parts are usually small

and known to the engineers who implement the changes.

We developed the first relational network specification language, Rela, that describes

(1) the changingparts of network forwarding behavior as regular expressions over network

locations and (2) the desiredways ofmaking changes using a set of commonmodifiers. We

further developed an intermediate representation layer, well-grounded in the established

theories of rational relations, and a technique to lower Rela specifications to the IR. The IR

design enables efficient verification using finite-state automata. Rela has demonstrated not

only its compactness and expressiveness in historical changes from the backbone network

of a large cloud provider, but also significant productivity improvements for the overall

validation practice of network changes.

These results notwithstanding, we believe that many challenges in this area remain.

The scale of networks are ever growing. New routing and forwarding mechanisms are

being adopted. Full automation of network design, validation and deployment are still

beyond the horizon. We expect the journey of developing new tools and new languages

for high-quality network specification will continue.
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Appendix A

EVALUATION DATASET OF Rela

A.1 Example changes and Rela specs

We present ten example changes, drawn from the dataset in §5.8, and their Rela specs.

Various aspects of these specifications, such as locations and IP addresses, have been

anonymized.

Change 1: Disabling certain internal forwarding paths. Network engineers want to dis-

able forwarding paths inside the backbone network from region A to region B for certain

prefixes, such that traffic to these prefixes will exit the backbone network via exit2 in re-

gion A and take another path to region B, as requested by users. No other traffic should

be affected. The implementation of the change modifies the configurations on the iBGP

route reflectors in region B, such that the iBGP announcements from region B to region A

with related prefixes will be denied by routing policies.

The intent of this change can be expressed in Rela as:

regex a := where(region=="A")

regex b := where(region=="B")

spec change1 := if (dst in 1.1.1.0/24) {

a* : preserve;

b*exit1 : replace(.*, exit2);

>>

.* : preserve;

} else {

.* : preserve;
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}

The granularity of this spec is device group level.

Change 2: Expanding a device group. Network engineers want to expand a device group

from 𝑛 routers to 2𝑛 routers, such that traffic that traversed one or more pre-existing

routers should now go through one or more routers in the new group. No other traffic

should be affected.

The intent of this change can be expressed in Rela as:

regex dg_old := r_1|...|r_n

regex dg_new := r_1|...|r_2n

spec change2 := {

.* : preserve;

dg_old : any(dg_new);

.* : preserve;

>>

.* : preserve;

}

The granularity of this spec is device level.

Change 3: Adding community tag to certain BGP prefixes. Network engineers want to

add a new community tag to certain BGP routes. The implementation involves changing

the export routing policy in the configurations of border routers. Despite the changes to

routing policies, engineers want to ensure that no existing flow changes its paths at the

device level.

The intent of this change can be expressed in Rela as:

spec change3 := .* : preserve;

The granularity of this spec is device level.

Change 4: Publishing a new internal IP prefix. Network engineers want to establish
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connectivity from certain source datacenters (S1, etc.) to a particular destinationdatacenter

(D) for a newly assigned IP prefix (e.g., 1.1.1.0/24).

The intent of this change can be expressed in Rela as:

regex s := where(datacenter=="S1") | ...

regex d := where(datacenter=="D")

spec change4 := if (dst in 1.1.1.0/24) {

.* : any(s.*d);

} else {

.* : preserve;

}

The granularity of this spec is device group level.

Change 5: Shifting traffic to new interconnection routers. Network engineers want to

shift traffic that leaves three regions (R1, R2 and R3) from an old set of interconnection

routers (i1, i2 and i3 respectively denotes the device group that serves this purpose in the

three regions) to a new set of router groups (i1’, i2’ and i3’). The traffic between these

three regions should be shifted from interconnection links such as i1-i2 to new links such

as i1’-i2’, while traffic to regions other than R1, R2 and R3 should exit via the same border

routers as before. As always, traffic in other parts of the backbone should not be affected

by this change.

The intent of this change can be expressed in Rela as:

spec change5 := {

region1 : preserve;

i1 : replace(i1, i1');

border1.* : preserve;

>>

region1 : preserve;

i1i2 : replace(i1i2 , i1'i2');
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region2* : preserve;

>>

region1 : preserve;

i1i3 : replace(i1i3 , i1'i3');

region3* : preserve;

>>

...

// rotate 1, 2, and 3

...

>>

.* : preserve;

}

The granularity of this spec is device group level.

Change 6: Shrinking edge links. Network engineers want to shrink the capacity of an

edge link connected to an external peer. This is implemented by disconnecting some of

the parallel links connected to this peer.

The intent of this change can be expressed in Rela as:

spec change6 := {

.* : preserve;

exits_old : any(exits_new);

}

The granularity of this spec is interface level. But our evaluation uses a device-level version

because the network simulation tool does not retain information about exit interfaces.

Change 7: Upgrading router firmware. Network engineers want to upgrade the firmware

of a router. After the upgrade, the configuration syntax was updated by themanufacturer,

and thus engineers updated the configuration content accordingly. In such cases, it is
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critical to check that the forwarding behaviors are equivalent before and after the change.

spec change7 := .* : preserve;

The granularity of this spec can be at any level. (A finer-grained analysis is likely to catch

more errors, but at a greater computational cost.)

Change 8: Shifting local traffic. Network engineers want to disable the link between a

high-tier router group H1 and its low-tier neighbor router group L1, and they would like

the H1-L1 traffic to detour via L1’s sibling group L2, i.e., H1-L2-L1.

The intent of this change can be expressed in Rela as:

spec change8 := {

.* : preserve;

H1L1 : any(H1L2L1);

.* : preserve;

>>

.* : preserve;

L1H1 : any(L1L2H1);

.* : preserve;

>>

.* : preserve;

}

The granularity of this spec is device level.

Change 9: Fixing IGP cost. Network engineers want to lower the IGP (interior gateway

protocol) cost of the link between R1 and R2, such that traffic will go through direct R1-R2

link instead of detouring via other routers.

The intent of this change can be expressed in Rela as:

spec change9 := {

.* : preserve;
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R1.*R2 : replace(R1.*R2, R1R2);

.* : preserve;

>>

.* : preserve;

}

The granularity of this spec is device level.

Change 10: Modifying topology. Network engineers aim to modify the topology such

that a low-tier router group L is connected to mid-tier router group M. The router group

L was originally connected to a high-tier router group H before the change.

The intent of this change can be expressed in Rela as:

spec change10 := {

.* : preserve;

LHM : any(LM);

.* : preserve;

>>

.* : preserve;

LH : any(LMH);

.* : preserve;

>>

.* : preserve;

MHL : any(ML);

.* : preserve;

>>

.* : preserve;

HL : any(HML);

.* : preserve;

>>
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.* : preserve;

}

The granularity of this spec is device group level.

A.2 Performance Evaluation Dataset

We released a sample data plane generated by simulation of the same backbone network as

studied in §5.8. The dataset contains 22,000 packet equivalent classes (PECs) together with

the set of packets used for simulation, the before-change forwarding paths, and the after-

change forwarding paths of each PEC. Router names, interface names, and IP addresses

in the dataset have been anonymized for confidentiality. This dataset works out-of-the-

box with the open-sourced Rela tool [62] and can be used to benchmark the performance

of Rela or other similar tools. We note that this dataset contains only a small fraction of

sampled PECs compared to the dataset used in §5.8. While it is sufficient to benchmark

per-PEC verification performance, total verification cost grows in proportion to the total

number of PECs in the change.
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